BCiE9800 WLC LY EEARQoS B 7= M FE HEBR
B 8%

./\
WE —
:bg\*ﬁz&
iR

B#Qos

B8 QoS CLIFE
#iE{tQoS CLI
MQS CLIR.E
2B Qos
£EQoS CLIFLE

RIERNMHBEIS00EARLANIZHIZR(WLC) LERTE, B MRS M E (QoS)ME HiE TR B HE AR /Y
Fiko

B T4

AN AHNEFARRBIA T ERMBERRARA

« WLC : C9800-40-K9i€1717.12.03
« ZHUEL(AP) : C9120-AX-D

o M - E1T17.03.05HYC9300-48P
- BEMEFEZEFIH : Windows 10



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BVAERESRERE . MREHBEEET , FRACREEMES ITRERNEE,

BREMN

FIRQoSHNEREAREAEAEBSHRECHEMENLERATNRIEEREE, A XERHE
CiscofEfx ik LEE, BREMIRQoSHEN2HIER.

AN BERBEEHEERNERQSFAUBTERNRME, i , RERBEEEMNEECisco WLCH
AP,

HERE

ARETRABREIO800ERIZHIBR EAYQoSE B, FAELERE A SUURRBREAEAESHEN
BRENEALE | {1 L REBMENEE,

&R LL#%9800 WLC QoSHEREEXES A=ET RN EZEH.

i
Modular QoS CLI Metal QoS

Class Map Policy Map Service Policy Voice Guest Enterprise Fastlane Platinum Gold Bronze Silver

-~
f

9800 WLC QOSELERE

ANEKERBEHNE - N BESEEEH,



AE  ANEHEMBEAMER THAP, FatiRFlexconnectiE X, FTHIAP,

QoSK & B &

KRB ER I LIERAQOSKEMNEEHEHE, Catalyst 9800 LHIQoSEEREMAICMBEN, £AE
ALUREE=EFE B FELEBERE : SSID, FFimMNERE.



Port Palicy {only priarity quauing with Aulo-QoS) |

Fhysical port

Service Level SSID-Based Policy |

Client-Based Policy

-I

Access

|

QoS B i

SSIDZKELE AN S ESSIDBEAP, A LITESSID LE B R B M2 B KL
EFREBEARAONEORE, SUAEEFRLEERBIERER, EXEAAABE,
ENER QoS A LAE YIRS R EER A,

B EQoS

ﬂﬁﬁ@]QoS—Iﬁ@]iﬂ§ﬁﬁQOSIﬂﬁao CE—HAEREEER EESTME-SERELEE

ERUESTRERENEBEIEF. BEQoSTERAELESECERNER TS EIHEQoSHE, ERFF
iﬁﬁtﬂ%ﬂlﬁﬁﬂﬂﬂﬁﬁonsﬁﬁﬂ)\ﬁE%ﬂ , SBEEEIRFBS.

A0 |BF A0
E EF |WwdE |[AOMBSSID H ABSSID = H O BIRE
U O
. - |AutoQos-4.0-
gz [0 |TE e 2PN TE | an-Port-  |ACMBIRK
A A A .
Output-Policy
= [AutoQos-4.0-wlan- |AutoQos-4.0- — |AutoQos-4.0-
FE ;g@ ;gﬁ GT-SSID-Input-  |wlan-GT-SSID- ;gﬁ wlan-Port-
Policy Output-Policy Output-Policy
REBE (TE |8 (TEA TEA Ti# |AutoQos-4.0- |edca-




H A A |wlan-Port- parameters
Output-Policy [fastlane
, « |AutoQos-4.0-wlan- |AutoQos-4.0- AutoQos-4.0-
73 ST =
E\r/‘éerpr'se ;;’E ;;" ET.SSID-nput-  wlan-ET-SSID- | -2 wlan-Port-
AVC-Policy Output-Policy Output-Policy
HRER T EEABBHQoSEERRRBENREE XK.
EREBEHQOS , FEMEIAEE> QoS
dahaln Micrn Cataluet QRON-AN alace Cradtrolla Welc
cisco LS,_.,_ ala Yol JOUWU 40 YWireless ontroller elcor

Monitoring

Y Configuration

( Administration 4@ Radio

Licensing
f;, Troubleshooting
QoSIEME

B—TAdd , AREAAUto QoSERE Aenabled, #
B7TRREEINEZIREBREIEFHVoiceE,

\ireQS Config Translator

Visibility

Configurations

mEFIEEZEMENAUto QoSE, EATRMIF | &£



Add QoS

Auto Qos Macro | voice v | l
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q. Search
Profiles

Available (2) Enabled (0)

Profiles Profiles

? qos-policy > E ;

AutoQoSEEZ ¥ fE
RAES2® , ENFEEM T RAIH K,
H EQoS CLIE &

# enable
# wireless autoqos policy-profile default-policy-profile mode voice

A Auto QoS# , WA LBERENER, AW HETESTNEEEN,

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class
match access-group name AutoQos-4.0-Output-Ac1-CAPWAP-C
class-map match-any AutoQos-4.0-Output-Voice-Class

match dscp ef

policy-map AutoQos-4.0-wlan-Port-Output-Policy

class AutoQos-4.0-Output-CAPWAP-C-Class

priority level 1

class AutoQos-4.0-Output-Voice-Class

priority Tlevel 2

class class-default

interface TenGigabitEthernet0/0/0

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/1

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/2

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/3

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
ip access-1ist extended AutoQos-4.0-Output-AcT-CAPWAP-C

10 permit udp any eq 5246 16666 any
wireless profile policy qos-policy

autoqos mode voice



service-policy input platinum-up
service-policy output platinum
ap dotll 24ghz cac voice acm

ap dotll 5ghz cac voice acm

ap dotll 6ghz cac voice acm

1 #H1L QoS CLI

MQCAFEEERER. BIRER ( RKEHM ) YAARERKHMBNE. REXRKISER
RREEHNQOSIIEE,

Service Policy

Class Map Policy Map

Attach policy-map to target

Bind traffic class to actions in a specific direction.

Classifies the traffic

MQS CLIT/A2
e RPNE RN E R R H B EACL S REE T BA RAEERS.

EVACLUERMSEEEENRBERE, ETNEBREIPHIL. HERNESFHREERTLERE
KR BIRER,

i 2| Configuration > Security > ACL , A% HACL,

Add ACL Setup

ACL Name* server-bw || ACL Type |Pvé Extended -
Rules
Sequence* ‘ Action permit v
source Type any v
Destination Type any v |
Protocol ahp v |
Log ] DSGP None v
Sequence YT Source Y Destination Y Destination Y Source Y Destination Y
it Action Y SourcelP Y Wildcard [ Wildcard Protocol Y Port Port DSCP ¥ Log Y
D 1 permit 192.168.31.10 any ip Naone Mone MNone Disabled
D 2 permit any 192.168.31.10 ip MNone Mone MNone Disabled
1 [10 4| 1- 2 of 2 items




ACLELE

EAACLHREBETHER K RERTRFNZHIEELRENARE,
B F B E>RBE> QoSFQoSHKEE, AFACLKINEIKEER , R L kbps REER KM,
BT REBWBZFZRAQSHERMEEER, EWLAASSIDIREF Fimi#EEAQ/H A T[RRI

Auto QOS

Policy Name*

Description

Match Y Match
Type Value

AVC/User Defined

Match

server-bw

Y Mark
Type

(10 v

Y Mark Y Police Value
Value (kbps)

|. User Defined

O Any

Match Type

Match Value*®

|' ACL

| server-bw

Mark Type

Drop

| MNone

O

‘ Police(kbps)

| 100

Drop Y Defined

AVC/User T
Actions YT

No items to display

MQS &



Mark None -
Police(kbps) 20
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q Search
Profiles
Available (1) Selected (1) (S =SSID, C = Client)
Profiles Profiles Ingress Egress
ﬁ default-policy-profile > qos-policy sOc ®s0c €

[ 9 Cancel | | Update & Apply to Device

MQSEREE

MQS CLIE &

ip access-1list extended server-bw
1 permit ip host 192.168.31.10 any
|
class-map match-any server-bw
match access-group name server-bw
|
policy-map server-bw
class server-bw

police cir 100000

conform-action transmit

exceed-action drop
exit
class class-default
police cir 20000
conform-action transmit
exceed-action drop
exit
wireless profile policy default-policy-profile
service-policy input server-bw
service-policy output server-bw
exit



£ BQos

ELQoSIRERBEE B KRR HIERMME L RN R AER RBABHER(DSCP)E |, EmZEH
802.11E A & & StIEFF (UP)E.

£ Cisco 9800EARLANIZHIZR(WLC)H , EBQoSERERRALEERN , MHERE., BR , BN
HELHEEREAI B ESSIDHE Fin A B HEQOSHKE.

AEET AN EEBQoSEEER !

Qos&% E 18|\ ADSCP
Ea) 8

R 0

ThE 34

A&k |46

E1£Cisco 9800 WLC LELE € BQoS , BT TIRE -
B B EE>K B> QoSHIAVC,

- BEMENEEBQSEBEER ( ATk, ik, REIBER )
- BERNRERERAEBESSIDHERE R,



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

| Auto QoS | None v | Flow Monitor IPv4

QoS SSID Policy Egress | v |
Egress platinum X v | [ Ingress | i |
Ingress platinum-up X ¥ | [ Flow Monitor IPv6

QoS Client Policy Egress | v | a
Egress - | Ingress | v | w
Ingress v | [ ~]

SIP-CAC

Call Snooping D

Send Disassociate O

Send 486 Busy O

£ BQosEBERE

£EQoS CLIE &

#configure terminal

#wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum



AR BECRAENSSIDERSHN T IEBQOSKEEITRE , TrREEEEEQoS LE
B, 98007 , JEPLHLR & fE A AR



AR EGUIL , ReesRESESSIDR £ EQoS, #CLIL , B A LEREFinBELELT
[

Bu e £ A E R 2 E IR E|iwQoS

B#E , QSEEETK , LEREQSERE , XRFQSKMERIIKHETREBER. i
BERENTHEN T RER.

EERNBEQOSEE  FECANREERIRE. AERUEUATIH

(i
|
N

« WLC

+ AP

- EREBRAPKEZOTA
- B#RPC

« XXER

FBEELTHEHERIERRETHE - EEH, LETHNREBETEFRIBRAERSHEN



ERND T RER I,

Mg E &

Wired PC

IP: 192.168.31.13/24| ./
VLAN: 1010 |
MAC: b496.9126.e0a3

L T

E’ Two 0/0/0

9800-40 WLC

g

G} —

G =

Lb/fg =
o * fa1g /0777

9300-48P Switch
=

)

F

@
©

e AP in local mode 0

Sniffer
AP

D QAP-1

Wireless PC

IP: 192.168.29.30.13/24
VLAN: 1009

MAC: 242f.d0da.afld

i

R E

BRTHNENTHEER

WLC :

il

. EEERMIRNQoSKENEE,
. BEROMER  HEWLC, AP  BHRE,

AP :

. AT FREHERERTBEEQOSKK,

. BEROHEY  BEAPEEM BNRE,

EEIEESAP ¢




TEARNBERERRENERKE.
EROHEY  BEAPERERE PR ENERRE,

BEPC :

T AR B 3T DUAE B R R B 3 B B Ui B i QoS
EROmER SRR RERMBEERNIZKNQSER .

B AR B WLAN BAE 5% 2 467 7 2 30 B9 28 Ui B 1% QoS
BEROmES  SRERERHEERNZERNQSER .

Riazs:

ERMAEERTALRERBERNPREE,
BEROREN  BRESEXRME FHNRESRE EHEAIQSE.

B 38 LABHRE AT LUERER,

ﬁ AP CAPWAP , ~WLC
G i —

BELABAE

illll

AT REMEBFTQOSEE , iPerfAAREREFFIHMAKSCENRE, ELas AN EEIPerfE@
, AR EFImN A EIRIEQOSHIE H [ # 1T B,

AHBZER1 . TIHFQoSEE

BRI RERE TIHFQSEE, RESREMPCHEADSCP 460 EEPCEEER .
EREHERZERRWLCO)ATEN LEFARESE "AERK. KA

ME S
HIR : BREPC

Bt - ERPC

REHT . £HADSCP 46HUDPE RIS
WLC EFIQoSHKEEEL & :

QoSELEER : £8QoS -H£QoS



FHmE o T
- 2BQosEEMT :

wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum

TR A BEHRENMDSCPERE.

CAPWAP Encapsulated
Luacp -

SCP RENLET

5 ) CAPWAP .
J 5 ‘Wired
C‘ M B e 802.1Q Trunk | Tioweork

CAPWAPEnc:asdated|

DSCP&EE %

BRPCEHERTHE, EMREHRPCELERQIEEN EHEEIP 192.168.10.13{FXUDPERS , AIE
HHDSCPER 546,

__].-J Fragmented IP prot
Fraomented IP Drotoco
49383 - 5201 Len=819:

-1 Frageented 1F [ 71
EF PHB 1514 Fragmented IP protocol

BIRPCHE-TTAM

ETR , BRMAREEERIGEPCH LITHE MM HHENER S, XBRBEEDSCPER
, 3 EDSCP{EE46HRIF T2,



JEE : Catalyst 9000R 5| LY RIAMIBTEER B ZEEMREE,

104 28 192.168,31.18@ 102.168.26.13 ] 514 Fragmented IP protacol
1985 23,5923 192.168,31,.18 192,168,.38,13 IPv4 EF_FHE 1514 Fraagented IP protocol
10eh @8:19:24,592359 192.168,31.19 192.168.308.13 U 49383 - 5201 Len=819:

] o I 1 1,14 84,16 3 TPV PHE 1514 Fragmented 1P protocol
Fragmented IP protocol

EAEPCREWLC LN EX HER BRI IINERERE LITHE IR HEEDSCPERE46,
ERREERNTEEWLCE , DSCPEEERE.,



192.168.

Frug ented IP

WLC EPC A [

EWLCHEERAEXZICAPWAPBREAMIAPK: | ER2WLCH LURIBEE E{ERUDSCPHMEER X
2, ZRMAIMERCHE  CUREHREET , UHERR

CAPWAPH\[E : CAPWAPBZE/\BHIDSCPIEEBE RA46 , ER R MMIRZEIWNE,
CAPWAP':F'E’JSOZ 11 UPE : CAPWAPB%EWLCHSDSCP 4641 3802.11{E A E B LIEF
(UP)6 , EHERESZIRE.

CAPWAPHHIDSCP{E : Cisco 9800 WLCHEF{SEDSCP#EEIEST , HItCAPWAPPBZIE AR iy
DSCPERF A/ EDSCPEMRE 46,

IPva Fragmemted IP protocol
IPyd . 8 Fragnented IP protecal
CAPWAP-Data *HBE 78 CAPWAP-Data (Fragnent
IPvd f4 Fragmented IP protocol

ol Wersian 4, +185,.50,198, Dst:
n: 4

CAPWAP DSCPZ%
ETR , MEAPLITHERIBMIE FWERER S,

SN EBCAPWAPE L WIDSCPEREE46, A TERRHA , ATCAPWAPRESRERET , LETRE
N




102,168.31, 18 102, 168,.30.13 IPwd EF_PHE 164 Fraogmented IP orotocol (proto=UDP
192.168.21.18 192.169.30.13 IPvd EF PHE 9948 Frageented IF protocol (prote=UDP
18.185.68. 158 18.185.60. 158 ChPWAPData EF PHE L1478 ChPWAF-Data (Fragment ID: 16242,

AP LTS IR E T8

—EAPH&EUE%@,E%E@?EIJE% BERE. ERFEAEEXIEF(UP)ER , ERABERBRK
BRAPEITHZH(OTA)HE.

APEEZUPEAG6HNIE, E R AREIAPE EMEAEDSCPEE R EEERB802.11 UPE(6) , AEXIE

v ahe ~—
REZIRE.

Time A RA | Bourse sl inne | 250 i Largll L]
2061 RB:19:24.830431 2ciabiebidTicdies 24:2f g0 daialild Cisco_37:icdieS iafi B 971 QoS Data, SN=1952, PN=D

» Frame 2061:
Ethernet II,
Internet Pro f Src: 10, lﬂa 60,198, Dst: 1@,
55585 L t: 5208

=328 PoRR 2911 aad

«» 8110 = TID: &
«118 = Priori

0089 ... .

» Data (B36 bytes)

AP R FimMNOTARE
EREBRE , EEPCERMNERT., EIFPCEIWDSCPEA46HIME,
ERPDSCPEBEREEPCEIEBRPCHEBEHEHKEHHRE, —BHDSCPEAI6AIHEFZQOSEK



B&1E T 75 [0) IEHE FE P A e =R

Ke, = | Tirna A RA | Source b | Predgcod |BECP Larglh Inla
2061 RB:19:24.830431 2ciabiebidTicdies 24:2f g0 daialild Cisco_37:icdieS g da Be2.11 58 [Woice) 971 QoS Data, SN=1952, PN=D

* Ethermet II, Src: Ci

+ Internet Protocol Versi . 12,105,608 5

* User Datagram Protocel, Src Port: 5555, Dst Part: 5
Sulated IEEE B82.11

r: Vodce [Voice) (6)]
pericd

armal Ack (Bx@)

> F parameters
» Data (836 bytes)

mISPCHTE
AIEIZS =2 . FiFQoSE =

ERAFHSRF , BNERE L1TQoSEE., RESRERPCHEMDSCP 46/0F#RPCEIZUDPE
B, WL.CEET LTMTTHEaNEE "HEQoS,) XK.

- REEH

HIR : #ELRPC

Bt : BHEPC

TERR : £HADSCP 46KUDPE RIS
« WLCEHIQoSKMELE :
QoSELEERE : HEQoS

HE o ERETH

« €BQosEERT :

wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum



LR R EBEARZRNDSCPER !

? CAPWAP .
OJM - e

Trust DSCP

Payload

BERENDSCPE#- L

RERPCEX I BRPCHER T, LLHRELREREPC LIRERT,

EASPCEADSCP 468X UDPE R4,

Time s estinatiol Protocol SO Priority Length Info

Fdi 18:53:27. 0434348 38,13 . B34 52421 - 5281 Len=8103

n interface \Device\NPF
dieS (2e:abieb:37:cd:ies)

. 9101 = He

« Differentiated Serv

Identifica x2d25 (11557)

LT B ERPCHE

ETR, BRMAE - TREFRIAPHOTARKE.,



BR : FEAWindowsE#RPCiEIBDSCP 462 E X3 , WindowsE#$DSCP 46¥f R 2 fiE
BEBLIEFUPES (EH ). it , OTABEBSEHNEBERAE A HREWUPS), BR
, MRMBHRERE , AIDSCPEHA46,.



AR ERRA17.4B3% |, Cisco 9800 WLCHYTERRIT AR BEAPI AR EERFHDSCPE
o & A ARERWLCRE L (SEDSCPEA6 , fEM By ILE{TEEWindows DSCPE|UPHRTT &
FEEBRY R



'r QoS Control Field: $0000000000000101
@
L@
~® . 00
L@ P
]
® 0 seesesss sssss
‘.|" 802.2 Logical Link Control (LLC) Header
..@ Dest. SAP: OxAR SNAP
@ Source SAP: OxAM SNAL
. . P~ Trnimbored Tnfowms i ar
o o e T In MS Windows, the WMM UP is derived
...@ Protocol Type: O0x0800 TF from the 3 msb of the DSCP value
“.r' IP Header - Internet Protocol Datagram DSCP Ef (46) = [101 110] 9 101 = UP 5
.- @ Version: 4
@ Header Length: 5 20 bytes

% ‘.r' Differentiated Services:%101110Q0
e |

Windows UPZIDSCP¥f iR
DHREREZENESHMEZ D EREOTA)HE , LUBRFE LIFQOSEE.

OTAHERE REAEELIEF(UP)ERS (£hH ) WERE, HAOTARKERERUPS , BEMEEHR
‘BHHIDSCPE 1546,

SA | RA Dagtingtio Protecal Prierity | Lemgth
24:21:d0:dazaf:1d adibd:39: 406541 @:dazaf:ld Cisel : 882,11 C58 Videa (Videa)

Infe
1442 Qo5 Data, SN=1347,

* Frame 5643: 1442 bytes on wir 536 bits), 1442 bytes captured (11536 bits) on interface end, id @
* Ethernet II, Src: Cisco_a7:la 34:1b:2d:a7:1a:7f), Dst: Apple_f@:82:dd4 (bc:d@:74:f@:82:d4)

* Internet Protocol Ve 4, Src: 19.105.60.158, Dst: 18.233.7.212

» User Datagram Protocal, Src Port: 5555, Dst Port: 5008

* AdroPeek/OmniPeek encapsulated IEEE 882.11

* 882.11 radio information

IEEE 802.11 QoS Data, Fla
y btype: Qo5 Da

x88n5
. @101 = TID: 5

ontrol fisld are TXOP Duration Reguested

Ack Policy: Mo
oad Typ
o2Rd 2008 .... .... OP Duration Requested: @ (no TXOP requested)

LABTE LA EEREOTA

RE , DMAPLITHEGE FNEROHE  BEEHNIURAPBBEIWLCHREDSCPE.

« SA\EBCAPWAPE L ®IDSCP{ERIFTE46,
- ECAPWAPRZEH , DSCP{E th{R 5746,



RA oe | Destination Protocol DECP Priority Length | Infa
18.185.60.1 18, 185,68, 19€ CAPWAP-Data EF PHB 1498 CAPWAP-Data (Fragment ID:
3418130 r4er 85 rdB 192.168.39.13 152.168.31.18 IPvd EF PHB Video [Video] 144 Fragmented IP protocel (ps

9, Don't fragnent
B BEO0 00D BOGR = Frag
Time to Li @

Source Addr
Destina ddres:
ptagram Protocol
trol And Provisioning
ge fragment

trol field are

Duration Requested: @ [(no TXI requested)

Logical-L
Internet Protocel Version 4, Src: 1 B.13, D 152.168.31.18
o100 ...
snee 0101 =
Differentiated Ser E f DSCP: EF PHB, ECN: Nat-ECT)
1911 18.. = Differentiated Services Codepoint: Expedited Forwarding [46]
1an NETITLE WOt ECN-CApaEie 1 SGFT (B)
Total Lei
Identifica

EITHBAP PplinkisfE
HERRMESRER , WLCEHITHEL

- BEREEEWLCE , S\ECAPWAPEBHIDSCPEA46,
« ECAPWAPRSEH , DSCP{ERIFH46,



Langth Info
19. 1 L -1 EF_PHR 1582 CAPWAP-Oata {Fragrent 10
152. 16 4 EF PHB Video {Videol 148 Fregeented IF protocol (p

> F 14
Ethernet IT, Sre 35:74 [ad:b4
L LAN, PRI: B, DEI: B, I
1 Version 4, 18. 102
a

-
10.185.60. 15!

g 18,185,

102.168.31.12

Ho

WLC EPCETRRBEAPHERS

ERGEWLCERAEERREEE K SHHEEE LITHIRIRE B ABKRPC, WLCHEE
DSCP{E Z46H &R,

Diestination Protocol | DECP | Priogity Lenath Linfg.
2= == aaedig 192 192,168, 31.12 uoe EF_FHB E38 52121 - 5291 Len=B192

838 bytes captured (
d@;dazaf:1d Dst:
2.10 Virtual LAN, PRI: @,
Internet Protocol Ve
018@ .... = Vers

WLC EPCEREXEEIFFEPCHERS

K& , DM AERPCLITHIE FNERNTHE  MEREMSRWLCEERFAREDSCPE.

1518 Fragnented IP protacal dp
1318 Fragnented IP pratacol (p

pabile Transport (@)

LT F A ERPC LTHRE TR HE



ERERER , 2 ERPCHRIEINER S , LUHEAER IR EDSCPEA46HEREPC,

BHRPCHE-L1THR

LiFQoSHIF B M Zh B E It EBRPCRE B RPCHIREN QoSEE, DSCP{E467E & & & % &
REF— AT AR QoSK M E EMEAME.

5E R R AR

e, FANMEGRERAEXBERUERELABR , REmE(QoS)WIE A T EEHAIEEL
BEMAENTE, EQoSEHIFEARBNDSCPEEHERE , BFETNEANLETRRA

o

HETHWEE .

b ]
I

- BN FEEABRMLEE , URRESBARE. BENDSCPEEEIETENSL
B, SRS FEAEEE,

- BB EREIERENEL (BB ) TREPHESENSNIEN SR, ETREEHITN
RBTEE | EWU\HURE.,

- 20 BEERCYHECREERHR. AIFELBENEERUEEHREREANTEH , #MEXK
BEMEENRE,

- ABNAE  EENPBENSEROBNETAKRE , £-TREFFTFUNMRE,

HERNZE .

- EEEMN KA EAFTEREEREFZTANE A RCBNED, EEEMESEEE , /&M
HLUETRIR BB,

- BB HPBEEFRRHENEFRTRANBRINE , ENEFTHBRABDIPAD,

- HEIEBEX  BEANHSUREEBELAIE , EMEXRIARGIE TR

- BRERFARE  BEDSCPETRERZHF RANARSTERD , MEHHENTERENEAMm
BETR. EAefEERHPHUAFTIEZNFAERA,

BR1: PEXREERDSCPERR

ERBEHFRARY  HRTHEAIBREEREIEWLCKHEZDSCPERYRENTE., EER
HERE  RNEEEATHERPC LITHEEMTHE LAEDSCP 465 RBEFACS1,




BERaEADSCP 46 BRI EEPCEIX,

Frame 367: 1514 bytec on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF
Ethernet II, Src: IntelCor 26:e@:a3 (b4:96:91:26:e@:a3), Dst: Cisco 37:cd:f5 (2c:ab:eb:37:cd:f5)
% Internet Protocol Version 4, Src: 192.168.31.16, Dst: 192.168.30.13
9188 .... = Version: 4
+.. 9181 = Header Length: 20 bytes (5)
v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 15@@

Identification: ex5a74 (23156)

2
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HIRPCEEFHADSCP 46 ZBNER T

EFaBEWLCHIDSCPEACST (DSCP 8), #DSCP 46E #ADSCP SYEERXE R I B
KB,

> Frame 137: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)
» Ethernet II, Src: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
» 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1009
Internet Protocol Version 4, Src: 192.168.31.10, Dst: 192.168.30.13
0100 .... = Version: 4
. 0181 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)

0010 00.. = Differentiated Services Codepoint: Class Selector 1 (8)

+e+s +.00 = EXplicit Congestion Notification: Wot ECN=Capable Transport (@)
Total Length: 1500
Identification: @x5a41 (231@5)

[ [ T ! [T g

T R .

HERCS1EEHIWLC EPC

FELZERF , a9TWLCEIERAPHH .,

. AAEBCAPWAPREE#CS1 (DSCP 8)iZH,
- REBCAPWAPIREZEZEACS1 (DSCP 8).
- FHEEEXIER(UPEREABK (A8 ).



Frame 148: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
Ethernet II, Src: Cisco_e7:9d:ab (8@:2d:bf:e7:9d:ab), Dst: Cisco_28:35:74 (a4:b4:39:28:35:74)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
Internet Protocol Version 4, Src: 10.1085.60.198, Dst: 10.105.60.158
0100 .... = Version: 4
ss. 0101 = Header length: 2@ bvies (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0810 8d.. = Differentiated Services Codepoint: Class Selector 1 (8)
i @l Explicit Congestion Motification: Not ECN-Capable Transport (8)
Total Length 146
Identification: @x@608 (@)
Flags: 6x8@
..D 2000 PORD PORO = Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 8x2d@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1@.105.60.198
Destination Address: 18.105.60.158
User Datagram Protocol, Src Port: 5247, Dst Port: 5262
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1534 bytes): #139(1424), #140(110)]
IEEE 882.11 QoS Data, Flags: -
Type/Subtype: QoS Data (B8x@828)
> Frame Control Field: 0x880@(Swapped)
.000 0PG0 AAO0 00O = Duration: @ microseconds
Receiver address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Transmitter address: Cisco_4e:85:4f (ad:b4:39:4e:85:4f)
Destination address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Source address: Cisco_37:cd:e5 (2c:iab:eb:37:cd:e5h)
BSS Id: Cisco_4e:85:4f (ad:b4:39:4e:85:4F)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
taes asas 2., 000 = Fragment number: @
0000 9Q00 0PQ0 .... = Sequence number: @
~ Qos Control: @x@0@l
sess ssss saaa 0001 = TID: 1
[eeav e2as wuw. @81 = Priority: Background (Background) (1)]
sess ssss sas® ... = EOSP: Service period
. .88. .... = Ack Policy: Normal Ack (@8x@)
asss asss Baas «aas = Payload Type: MSDU
> 000@ ooee .... = QAP PS Buffer State: 0x@@
> Logical-Link Control
~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst: 192.168.38.13
9108 .... = Version: 4
.». 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: 8x2@ (DSCP: C51, ECN: Not-ECT)
@010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 1580
Identification: @x5a4l (231@5)

4 bytes captured (12112 bits) on interface \Device
Ethernet II, Src: Cisco_4e:85:4f (a4:b4: :4 8 :4f), Dst: 24:27:d@:da:af:1d (24:2f:d@:da:af:1d)
v Internet Protocol Version 4, Src: 192.168.31.16, Dst: 192.168.3@.13

glea .... 53

8181

ECN: Not-ECT)
/016 86. leferentlated

- T Ewp11c1t Congestion Hotlflcatln : Mot ECN-Capable Transport (@)

Total Length: 156

HERCS1RBAVRIRPCIHE

IS RIER T RS FWVEREENAEREQOSEE , #MENSE LIRFRER RaEREE




. HRDSCPER , RUBEBRASELIEFNETENIRERA/EERIEFRE, WEREWHRT
BATEHEEKELRREQSERURSSELIEFREMERERENEEN.

FR2 : APHEEIBMERDSCPER

EhGEF  HRERIAPHHERREEESDSCPEEL RENFE,

- ERFIAPH TIMBRE B RFEAP LITHERTHE LAEDSCP 46 RBER A TRMECST,
- BRI IERDSCPERBIGRBMRPCEIL, E R LAEREREEMADSCP 46 ERERRE.

Frame 923: 834 bytes on wire (6672 bits), B34 bytes captured (6672 bits) on interface \Device\NPF_{@@89

Ethernet II, Src: 24:2f:d@:da:af:ld (24:2f:d@:da:af:1d), Dst: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
“ Internet Protocol Version 4, Src: 192.168.38.13, Dst: 192.168.31.1@

21e@ .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECM: Mot-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... 88 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 828
Tdentification: @xcd67 (52583)

00 i | Juws sy

FERDSCP 46Ky E{ZPCHIE

HORMRENER , WL.CEHETHEL,

BERBEEWLCHE , S\ EBCAPWAPHREEDSCPEACS1 (DSCP EAZDSCP{EA46, HIREREIS
NMERATERBMEELEIHEECAPWAPREANRE.,

WLC{EECAPWAPRZE AMIDSCPEE , WA REHEH T AIEDSCPIER 24609 B #PC,



Frame 1880: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_28:35:74 (a4:b4:39:28:35:74), Dst: Cisco_e7:9d:ab (80:2d:bf:e7:9d:ab)
802.10 Virtual LAN, PRI: 1, DEI: ©, ID: 31
Internet Protocol Version 4, Src: 10.185.60.158, Dst: 10.105.60.198
= Version: 4
. 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Mot-ECT)
pA1A AR.. = Differentiated Services Codepoint: Class Selector 1 (R)
Bﬁ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tutal Length 13@
Identification: @xe372 (58226)
Flags: @x4@, Don't fragment
..0 0000 OGO PEE@ = Fragment Offset: @
Time to Live: 250
Protocol: UDP (17)
Header Checksum: @x@ea? [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.165.60.158
Destination Address: 10.185.60.198
User Datagram Protocol. Src Port: 5262. Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[Z Message Tragments (1534 bytes): #10/9(1448), #108@8(94)]
IEEE 882.11 QoS Data, Flags: ...ueas T
Type/Subtype: QoS Data (0x0028)
> Frame Control Field: ©x8800(Swapped)
.000 0000 0008 0000 = Duration: @ microseconds
Receiver address: Cisco_4e:85:48 (a4:b4:39:4e:85:40)
Transmitter address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Destination address: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
Source address: 24:2f:d@:da:af:1d (24:2f:d6:da:af:1d)
BSS Id: Cisco_4e:85:40 (ad4:b4:39:4e:85:40)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
R . 1000 = Fragment number: 8
1000 2081 111@ = Sequence number: 2078
Qos Control: @x0e06
SN b . ) T
[ceve wevv waes 110 = Priority: Voice (Voice) (6)1
~200 oooo oool) oooc QoS bit 4: Bits B-15 of QoS Control field are TXOP Duration Requested
ceas sana 200, Ack Policy: Normal Ack (@x@)
Sooo booo Goao = Payload Type: MSDU
poOPO 0000 .... = TXOP Duration Requested: @ (no TXOP requested)
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.30.13, Dst: 192.168.31.10
@108 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
+| Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)

«eas .80 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tntal | annth=- 15804

#RCAPWAP DSCPEHIWLC EPC

BEROIEBRPCRHNDSCPEA46, HFEWLCEREREFFKRDSCPEINERT , ARKRE
SEEIEFRER,

Frame 1888: 834 bytes on wire (6672 bits), 834 bytes captured (6672 bits) on interface \Device\NPF
Ethernet II, Src: Cisco_37:cd:f5 (2c:ab:eb:37:cd:f5), Dst: IntelCor_26:e@:a3 (b4:96:91:26:e@:a33)
¥ Internet Protocel Version 4, Src: 192.168.36.13,
8188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
¥ Differentiated Services Field: @&
1811 18.. Differentiated rvices Codepoint: Expedited Forwarding
..28 = Explicit Congestion Notification: Net ECN-Capable Transport (@)
Total Length: 828
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<ffroot>

On the WLC, these commands can be used to verify the configuration.
# show run qos

# show policy-map <policy-map name>

# show class-map <policy-map name>

# show wireless profile policy detailed <policy-profile-name>

# show policy-map interface wirel ess ssid/client profile-name <nane> radio type 2GHz| 5GHz| 6GHz ap nane -

3H*

show policy-map interface wireless client mac <MAC> input|output
# show wireless client mac <MAC> service-policy input|output

On AP, these commands can be used to check the QoS.
# show dotll qos
# show controllers dotllRadio 1 | begin EDCA
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