FISEF9800 WLC LB ERadius DTLS
B &%

e

B=

A[i#- VWLCHISE RADIUS DTLSEEHE
FEopenssl.cnfiE 2R F FIBAREERER
BEIWILCEERE
BYUISEEBERE

Mg ST
HEFEEAWLC
FliERADIUS DTLS

ISE #H%E
WLCELE

ARNENBEIEISEFNI800 WLCZ BELERADIUS DTLSFIEMN RS M 15 3%,

de =
H 3=

RADIUS DTLS2RADIUSEBABENZ 2N , EHRADIUSHAE R EZEBEREHEL2(DTLS)E
EBEx, EESORBARFISORIFRBEULRBE FE-HBE. SHERTERER

ENLEMHEREREKV)BRERETIIE , FHARWLCERR LNEAFERBE , URISEREN MRS
B ME & mBREE

AR



=K
BNERABBLUTEE

« WMAERTEQ800 WLC(1ZHLEL(AP)) M E AR 1E
- WAIEEA OpenSSL EEARER
. NEASREREEPK)MENEFE

BRA T
AXFHEARRIFI T RKENERBIRA

« OpenSSLEAR ( lr43.0.2)
- ISE ( Kx#<3.1.0.518 )
- 9800 WLC ( KRA:17.12.3 )

ANFHEARBBBEERETREANEEMEL. XPEAZNAMBERERREHER ( HEKR
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTE,

A —

AxX &

B

HENREVY —EEARCANSTECAN —MEERERMBEREZERRESE. — BERERRE B
EAZWLCHISE, &% , KERER/EAELEEYITRADIUS DTLSH 38 FE.



AR ANEERALnuBESTRELNGEIIER, BLETEFERE , MLEETE
H ] £ F OpenSSLIVE R R L ST RV B 1E

A E- 2 WLCHISE RADIUS DTLS#EBEXRE

RADIUS DTLSHEFEZEISEMWLCZ BB ELUEIUDTLSREE, MREERFERNES
, BBV —EARCARERE S , 2 HEOpenSSL L FLE % & 56 & 18 2 #48 L4 B(Clsco
IOS® XEAAFE , WitBEIRERFHTEFRN TR B HECATE.

Fropenssl.cnfig 5 L #T B HRE R BR

TF%&Mopenssl.enfll BERER  EREREREKS , BRI FARERNBEREERBFR(CSR)W
WLCHISEEBZ o

ISE_device_req_extFIWLC_device_req_extEB 7 &5 @& 2= ECSREMSANEE -


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html

#Section used for CSR generation, it points to the list of subject alternative names to add them to CSR
[ ISE_device_reg_ext ]
subjectAltName = @ISE_alt_names

[ WLC_device_reg_ext ]
subjectAltName = @WLC_alt_names

#DEFINE HERE SANS/IPs NEEDED for **ISE** device certificates
[ISE_alt_names]

DNS.1 = ISE.example.com

DNS.2 ISE2.example.com

#DEFINE HERE SANS/IPs NEEDED for **WLC** device certificates
[WLC_aTt_names]

DNS.1 = WLC.example.com

DNS.2 = WLC2.example.com

EA—TBERLIEH , CASBECSRETFHENEMSANNEITER |, FACEENEESEEZZKRET
AFFEANBEBNERNRE. ESANEFEMEIZEZRED , FBFE AsubjectAltName 5| B35 @ Ed
BARAERKCSRIISANIERIABEESAN,

ISEE R % ZE F EF1EfEserverAuthFclientAuth EKU , MWLC{E E EclientAuth., E1IASE A
extendedKeyUsage 5| BB NEIHEZ RSP,

KARBEEZND D ERIW AL F Flopenssl.cnfig RIEED :

#This section contains the extensions used for the device certificate sign
[ ISE_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer:always

#EKU client and server is needed for RADIUS DTLS on ISE

extendedKeyUsage = serverAuth, clientAuth

subjectAltName = Q@ISE_alt_names

[ WLC_cert ]

basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always
#EKU client is needed for RADIUS DTLS on WLC
extendedKeyUsage = clientAuth

subjectAltName = @WLC_alt_names

BIYWLCEERE

£ E#OpenSSLE K £ F BlntermCA.db.certskI P ECAE B E K 3R P Y B Il 1 32 317 357 & 81 52 LA
FWLCEE. MERKBAWLC :

mkdir ./IntermCA/IntermCA.db.certs/WLC



fEopenssl.cnfiE EHI[WLC_alt_names]EP 0 1EUDNS5| &, SEHHFMEERHNEFHNZE, B
EEEAWLCEE N SANBL :

[WLC_alt_names]
DNS.1 WLC.example.com <----- Change the values after the equals sign
DNS.2 WLC2.example.com  <----- Change the values after the equals sign

EFAWLC_device_req_extZB 0V E A BSANE I WLCFAE#AWLC CSR :

openss1 req -newkey rsa:4096 -keyout ./IntermCA/IntermCA.db.certs/WLC/WLC.key -nodes -config openssl.cn

OpenSSLERMEBNRTR , 2R E8 A5 B(ON)FHAER

R B R

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:WLC.example.com




AR BEEHARTLRMEN "T—MREBL (CN)LLAEBopenssl.cnfiE 2R
[WLC_alt_names]|[EE W E P —1E TEH, MEE.

FH B BIntermCARCAY B BWLC.csrfIWLC CSRETEHR , W FEHAE[WLC_cert] TEEZMNEIE
ZHZCSREITHER |, WK BHEFHFE /IntermCA/IntermCA.db.certs/WLCH, WLCHEHZE
BAWLC.crt :

openss1 ca -config openssl.cnf -extensions WLC_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/WL

9800 WLCEZEFApixiEANRETRLEAZRE, BUESEXBWLCERNCARENFTER
, IEf8 Acertfile :



cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/WLC/certfile.crt

EREYpER , BREBEWLCHRAETUTGSZ—.
HREM7.12. 109 :

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -ink

HRARAE17.121RE SRS :

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -inkey ./IntermCA/IntermCA.db.cert

BIUISERERSE

By —EHERR , UEEESLEBOpenSSLWHECAE EE R K (H KintermCA.db.certs) kY E fig
LREFISERE, MERRBARISE :

mkdir ./IntermCA/IntermCA.db.certs/ISE

fEopenssl.cnfiE EAY[ISE_alt_names]ZF D 1EUDNSE| &, EXALMEEIRHNRAIERE , EEE
EIEFRWLCRE S HISANE{L

[ISE_alt_names]
DNS.1 ISE.example.com  <----- Change the values after the equals sign
DNS.2 ISE2.example.com <----- Change the values after the equals sign

£ HISE_device_req_extF 7 W EAASANEISEFABFISE CSR -

openss1 req -newkey rsa:2048 -sha256 -keyout ./IntermCA/IntermCA.db.certs/ISE/ISE.key -nodes -config op

OpenSSLERREERNIE R , BREW ALEZTEDN)FFMER -



You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:ISE.example.com

AE  BEEHRNIBRPIRMEACNYLEEopenssl.cnfig REV[ISE_alt_names]Z 2 Y — &
NamesZ £ M [E,



FH B BIntermCANCAY B BISE.csrVISE CSRE TR , FAMNIERE[ISE cert] T, XHEEHR
B ERFEE /IntermCA/IntermCA.db.certs/WLCH, ISEEBEHEEAISE.crt :

openss1 ca -config openssl.cnf -extensions ISE_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/IS

&R EEATISE

1. BRCAR ERISERZREAINZEENRERTD,
2. EMIEE>RAE>-RE-ZEERE.

3. %—T NBE, IEERoot.crtiE =,

4. ErTrust for authentication within ISE LA K Trust for client authentication and Syslog EREX 5 #2
, A1 ¥E— T Submit :

= C(Cisco ISE Administration - System 1 @ 8 &
Ceployment Licensing Certificates Logging Maintenance Upgrade Health {  Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Certificate Managament
System Certificates N -
* Certificate File | Browse... | RootCA crt

Trusted Certificates
Friendly Name

OCSP Client Profile
Certificate Signing Requests
Lot Trusted For:
Certificate Periodic Check Se... o o
Trust for authentication within ISE

Trust for client authentication and Syslog

Certificate Authority > _] Trust for certificate based admin authentication

(] Trust for authentication of Cisco Services

[] validate Certificate Extensions

Descrption

ISEARCAR EEAHTE L

MRFEBRFE  FHTHEERNEME,



53\':,3 ¥TETJ-A|SEH¥ E%ﬁ ﬁE’JEE'T—JCAn.v. EEEIE_E:LJFEE%O
HEDRENPECABRERE R,



Q @ @ #

= Cisco ISE Administration - System A E

Deployment Licensing Certificates Logging Maintenance Upgrade Heaith ¢  Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Certificate Management ~
System Certificates ) § .
¥ * Cenificate File | Browse... | IntermGA crt
Trusted Certificates
Friendly Name
QCSP Client Profile O
Certificate Signing Requests
LR TnﬁmdFm:(]
Certificate Periodic Check Se...
n Trust for authentication within ISE

n Trust for client authentication and Syslog
Certificate Authority > E] Trust for certificate based admin authentication

[ Trust for authentication of Cisco Services

() validate Certificate Extensions

Description

Cance'

ISEFREICAREE AHFE IR




AR MRISEREMNWLCEERHETEMCAERYN , AIEXAEABRWLCE EHAFT
BCARE. THRENSLCAREZH , ISEfFSEZDTLSEERB LHWLCEE.



Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restare Admin Access Settings

Cortificate Managamant |I"I'IDOI'|. Server Certificate

System Certilicates * Salact Node iza-vbatn —
Trusted Cenificates
* Comificato Filg | Browse... | ISE.cnt
QCSP Client Profile
Certificate Signing Reguests * Private Key File Browse... | ISE_key
Certificate Periodic Chack Se... B
00000000
Certificate Authority > Friendly Name o

Allow Wildcard Cantificates [ (D

Validate Cenificate Extensions  [_] (7)
Usage

([ senin: use cericate to aut

ie the ISE Admin Portal
[ earAunentication: Use centlicate
B RADIUS DTLS: Use certifcale fo

for EAF protocols thal wse 55

e RADSEE S

[T pwGnia; use centificate for the prGrid Controlier

ISEE£EREE A\RE



REEPERP , ERAFEAISERERE. LEEREVDTLSREREMNISERH, REX
EEAWLCKREBRRNLE SR K RASEAZIEANCABRRERBEWLCERE,

& BEEAWLC

1. B BWLC _E B Configuration > Security > PKI Management , A& B Z|Add Certificate B &

o

— Flmport PKCS12 Certificate THIZEE | A& 2 B 5% E A Desktop (HTTPS).
— T Select File #Z#ft , ARZRIBIFLR 2 1 /B .pixIER,
ABEAOS , REHZEE— TImport,

#
#
&



“ Import PKCS12 Certificate

Transport Type Deskiop (HTTPS)
Source File Path™ = Select File
CYWLC. pfx

Certificate Password™

L2l l 2l l]

WLCREESE AHTEHR
EREANBRENHMAET , 552 ECatalyst 9800 WLC F 4 Al TEHCSREBE,
MBWLCRETEBREERENTERNEEE  BEASEEHEINETHANBERE

9800#configure terminal

9800(config)#crypto pki trustpoint WLC.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint WLC.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883

EE  MRMEATEOpenSSLEEE Z#HCALLE K Cisco |10S XEFEE X #EEOpenSSLER
M ERCA |, AIAEERRERE , RAKREICRLARE.

BBSAERIVIEWLCEERHCARENLERFEH.



R MBWLCEEHEBEISEREHEMNCANE  Bo L MFERARWLCEEEATREEHRET
HEREES. EEEBEANISEERE,

WMRWLCEHEHISEREUANHMCANE , BEFENRISE CARMEEAWLCUEWLCEfEISESR
BEEE,
ARCARMFNEEHALEAISERCA :

9800(config)#crypto pki trustpoint ISEroot
9800(ca-trustpoint)#revocation-check none
9800(ca-trustpoint)#enrollment terminal
9800(ca-trustpoint)#chain-validation stop
9800(ca-trustpoint)#exit



9800(config)#crypto pki authenticate ISEroot

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

BAISE CAEEEN T —E+TECAEE , HMRCAEBHNCARE !

hamariomedl(config)#crypto pki trustpoint ISEintermediate
hamariomedl(ca-trustpoint)#revocation-check none
hamariomedl(ca-trustpoint)#chain-validation continue ISErootCA
hamariomedl(ca-trustpoint)#enrollment terminal
hamariomedl(ca-trustpoint)#exit

hamariomedl(config)#crypto pki authenticate ISEintermediate

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

EINEELMCAHEE—BEBNETY. PN ESRAGETHBLESIHIEEMEAchain-
validation continue <Issuer trustpoint name>TF T E AN B ENBREIZIENESEH,

BARESHNCARTSHENTENCATESE, EEAISERERENEBECAZE , BRETRHER
HIBERE,

EEFEHEWLC LEAISEREREE , RADIUS DTLSEIAJEEE T1E,

B ERADIUS DTLS
ISE #HAE
RWLCEAMRIREERMEISE , /Al , FEMIEE>FERER>-MBIRELE>HE M

WAKEZBIRERADIUSRENWLCHNENIP, BERBREENEIP, [T REIEAD
RADIUS Authentication Settings A& DTLS Required 32— T Submit :



= Cisco ISE

Administration - Network Resources

Metwork Devices
———————

Network Devices
Default Device

Device Security Settings

MBREERE

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Nemwork Devices List > New Newwork Device

Network Devices

Mame Radsecwic
Description

E IP Addrass W P 172.16.5.11 Fi 32 @
Device Profile &% Cisco w @
Model Name w
Software Version ~

Network Device Group

Locarion All Locations: ~ Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Davice Type All Device Types v Set To Default

B -~ RADIUS Authentication Settings

NAC Manage



RADIUS DTLS Settings )

DTLS Required ()

Shared Sacrat radius/drls

CoA Pon 2083 Set To Default
Issuer CA of ISE

Cerrificares for CoA Select if required (optional)| e

DNS Name

General Settings
[ Enable KeyWrap ()
Key Encryption Kay

Message Authenrticator

Code Key

Key Inpur Formart
D AsCll (O HEXADECIMAL

—] ~ TACACS Authentication Settings
~] ~ SNMP Settings

| ~ Advanced TrustSec Settings

ISE L #8332 BERIRADIUS DTLSERE
WLCE &

ERMHRADIUSH ARZFLAKRISE 1P 31k MFEFIERADIUS DTLS, ttEEEEANCLI :

9800#configure terminal
9800(config)#radius server ISE
9800(config-radius-server)#address ipv4

9800(config-radius-server)#dtls port 2083

Radius DTLS#ZEfE A £ A € #&radius/dtls , 9800 WLCH ZBE It EMUNNEMEEHE S -



9800(config-radius-server)#key radius/dtls

ﬁﬁﬁ dtlstrustpoint client
wEREGTY K ZETHITSDTLSRREERMHMWLCEERES.
{Eﬁﬁ dtls trustpoint server

WREEGER  XETHISISERERSHEKECA,

REEWLCHISER EHE —CAEERE , FFRRMNARF[EETHBABESEE !

9800(config-radius-server)#dtls trustpoint client WLC.pfx
9800(config-radius-server)#dtls trustpoint server WLC.pfx

BEWLCUREISERE LREFE —EEERABE(SAN), tEELRRTENSANE S
R —EISANTE £ IEEL,

9800 WLCHAEHSANBMNUHMTERERKRTANEE. flM , ERTERAFTBIENSGT dis mach
server-identity hostname *.example.com( ELSANAB L F ‘B &*.example.com) 2 IEfEHY , ESANEMN I E
www.example.comiy & E KR H T EH#.

WLCA S ¥HEMEBRARFRELERE

9800(config-radius-server)#dtls match-server-identity hostname ISE.example.com
9800(config-radius-server)#exit

B AAREsEFAE , SMERFAIRADIUS DTLSHETERRE :

9800(config)#aaa group server radius Radsec
9800(config-sg-radius)#server name ISE
9800(config-sg-radius)#exit

RELAR |, BRI BBERWLC ENEMEtb A ARERE — B ER W ARRE. F2SHECatalyst
9800 AR 2 H|EF R 5| F AL E802 1XH {35rEE , IAEEA L ARESETERREFiKS HRE

BREEEN


http://www.example.com
http://www.example.com
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html

ERFECEVRENTTET , FELnuxiim LETH S :

openss1 x509 -in

-text -noout

CEETTENEREET. EHNEER ERENEEECARRERET T EFENEKUMSANIEE
BH :



Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

HITRIR R

fEWLCH | BuJLAfE A dn o RlEERadius DTLSIHEE test aaagroup

new-code

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated



USER ATTRIBUTES

username 0 "testuser"

EE  testin © LIVEARIE B H R RWLCUW EIAccess-Reject RADIUSSEE. , E EEER
T , RADIUS DTLSIEfEE T, ER , ERAERTREEZEIDTLSPEE, testin TELED
EMEER , F2RHEERSs URERSFEBE,

5E S HERR
EREFMBBABMNER , AU EHTHIESOREZIRAELEST T,
9800#debug radius

9800#debug radius radsec
9800#terminal monitor



T RERA

AR ER TR S PRBIEH L -

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username
9800#

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

RADIUS:

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

18
18
18
18
18
18
18
18
18
18
18
18
18

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

301:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
authenticator C3 4E 34 OA 91 EF 42 53 - 7E C8 BB 50 F3 98 B3 14
313:
313:
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313:
313:
313:
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313:
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313:
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316:
316:
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318:
318:
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318:
318:
318:
318:
318:
318:
318:
318:
327:

0 "testuser"

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :Orig. component type = Invalid

RADIUS/ENCODE (00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS (00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] dipv6 tableid : [0]

idb is NULL

RADIUS (00000000): Config NAS IPv6:

RADIUS (00000000) : sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 53808/10, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 '"testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 54509

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkey1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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327:
327:
327:
327:
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397:
397:
397:
397:
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453:
453:
453:
453:
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453:
453:
453:
453:
453:
authenticator 4E CE 96 63 41 4B 43 04 - C7 A2 B5 05 C2 78 A7 0D
453:
453:

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake success!(172.16.18.123/2083) <-------- TL
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 3
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS-RADSEC-HS-SUCCESS: Negotiated Cipher is ECDHE-RSA-AES256-GCM-SHA384
RADIUS_RADSEC_START_DATA_SEND: RADSEC HS Done, Start data send (172.16.18.123/2083
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_MSG_SEND: RADSEC Write SUCCESS(id=10)

RADIUS(00000000): Started 5 sec timeout

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_START_DATA_SEND: no more data available

RADIUS_RADSEC_IDLE_TIMER: Started (172.16.18.123/2083)

RADIUS-RADSEC-HS-SUCCESS: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 20, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Radius Tength is 113
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Going to read rest 93 bytes
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 93, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Tinktype = 7 - src port = 2083 - dest port =
RADIUS: Received from id 54509/10 172.16.18.123:2083, Access-Accept, len 113 <----

RADIUS: User-Name [1] 10 "testuser"
RADIUS: C(Class [25] 83

43 53 3A 61 63 31 30 31 32 37 62 64 38 74 [CACS:acl0127bd8t]
50 47 4E 63 6C 57 76 2F 39 67 44 66 51 67 [GXPGNclWv/9gDfQg]
76 6C 35 47 72 33 71 71 47 36 4C 66 35 59 [cJv15Gr3qqG6Lf5Y]
2F 7A 57 55 39 59 3A 69 73 65 2D 76 62 65 [RB/zWU9Y:ise-vbe]
6E 63 6F 2F 35 31 30 34 33 39 38 32 36 2F [tanco/510439826/]

453:
453:
453:

[ 9]
RADSEC: DTLS default secret
RADIUS/DECODE (00000000): There 1is no General DB. Reply server details may not be r
RADIUS (00000000) : Received from id 54509/10

WLCHR&EHI AR ACA
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9800#test aaa group Radsec testuser Ciscol23 new-code

Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19

RADIUS:

Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19

00:59:09.695: %PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
00:59:09.706: RADIUS/ENCODE(00000000):0rig. component type = Invalid

00:59:09.707: RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for-
00:59:09.707: RADIUS(00000000): Config NAS IP: 0.0.0.0

00:59:09.707: vrfid: [65535] 1ipv6 tableid : [0]

00:59:09.707: idb is NULL

00:59:09.707: RADIUS(00000000): Config NAS IPv6:

00:59:09.707: RADIUS(00000000): sending

00:59:09.707: RADIUS/DECODE(00000000): There is no General DB. Want server details may not be sp
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS(00000000): Send Access-Request to 172.16.18.123:2083 1id 52764/13, len 54

authenticator E8 09 1D BO 72 50 17 E6 - B4 27 F6 E3 18 25 16 64
00:59:09.707: RADIUS: User-Password [2] 18
00:59:09.707: RADIUS: User-Name [1] 10 "testuser"
00:59:09.707: RADIUS: NAS-IP-Address [4] 6 172.16.5.11
00:59:09.707: RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(13)

00:59:09.707: RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

00:59:09.707: RADIUS_RADSEC_SOCK_SET: O Success

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.707: RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
00:59:09.707: RADIUS_RADSEC_GET_SOURCE_ADDR: Success

00:59:09.707: RADIUS_RADSEC_GET_SOCK_ADDR: Success

00:59:09.707: RADIUS_RADSEC_SET_LOCAL_SOCK: Success

00:59:09.707: RADIUS_RADSEC_SOCK_SET: Success

00:59:09.707: RADIUS_RADSEC_BIND_SOCKET: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_LPORT: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

00:59:09.707: RADIUS_RADSEC_CLIENT_HS_START: local port = 49556

00:59:09.707: RADIUS_RADSEC_SOCKET_CONNECT: Success

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
00:59:09.709: RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.709: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secsUser reject

uwu-9800#
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00:59:09.709: RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2

00:59:09.711: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.711: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.711: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.711: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

00:59:09.711: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
00:59:09.711: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
00:59:09.711: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

00:59:09.711: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
00:59:09.711: RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.711: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

00:59:09.713: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.720: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.720: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.720: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.720: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

00:59:09.720: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
00:59:09.720: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
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RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(13)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake <---------- D
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

RADIUS/DECODE: No response from radius-server; parse response; FAIL

RADIUS/DECODE: Case error(no response/ bad packet/ op decode);parse response; FAIL
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_CERTIFICATE_VALIDATION_FAILUR
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_IDENTITY_CHECK_FAILURE: Chass
%RADSEC_AUDIT_MESSAGE-6-FIPS_AUDIT_FCS_DTLSC_DTLS_SESSION_CLOSED: Chassis 1 R0/0:

AEARWLC EREN SN EISEREPIENHP —ESANT £ TE :

9800(config)#radius server

9800(config)#dtls match-server-identity hostname

%EEEE BEREFEELE EEEEACAZER%%% , dtlstrustpoint server

configuration uses the Issuer CA trustpoint.

ISE#R & A R FICA
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wHERAHR, EfFRE>Radius>Bl BFEETRE.

Cisco ISE
Steps
Overview P
91030 RADIUS DTLS handshake started
Event 5450 RADIUS DTLS handshake failed anashake starte
91104 RADIUS DTLS: no need to run Client Identity check
Lisamama 91031 RADIUS DTLS: received client hello message
Endpoint Id 91105 RADIUS DTLS: sent client hello verify request

Endpoint Profile

Authorization Result

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Event

Failure Reason

2024-07-19 00:34:51.935

2024-07-19 00:34:51.935

ise-vbetanco

5450 RADIUS DTLS handshake failed

91050 RADIUS DTLS: TLS handshake failed because of an

91105
91031
91032
91033
91034
91035
91035
91035

91036

91050

RADIUS DTLS: sent client hello verify request
RADIUS DTLS: received client hello message
RADIUS DTLS: sent server hello message
RADIUS DTLS: sent server certificate
RADIUS DTLS: sent client certificate request
RADIUS DTLS: sent server done message
RADIUS DTLS: sent server done message
RADIUS DTLS: sent server done message
RADIUS DTLS: received client certificate

RADIUS DTLS: TLS handshake failed because of an
unknown CA in the certificates chain

unknown CA in the certificates chain

Ensure that the certificate authority that signed the client's
certificate is correctly installed in the Certificate Store page
(Administration > System > Cenrtificates > Certificate

Resolution Management > Trusted Certificates). Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information. If CRL is configured, check the System Diagnostics
for possible CRL downloading faults.

RADIUS DTLS: SSL handshake failed because of an unknown

Root calise

CA in the certificates chain

ISEENES HFME BN RACAERHDTLSIEF LB

EWEFHRE , F®{R "Intermediate Certificates, # "Root Certificatesy , ¥4 ™
Administration>System>Certificates>Trusted certificates s TiZH Trust for client authentication
and SyslogZRHU 5 2,

WEmEC A

EREEAZWLCE  FEVYNEETHRBATHERE, EEFWLCERESEEZFRAEELER
K BRHIEEE K mMARRRRE XN,
R E R IR R WS E(S £ 2 EE = 95 S revocation-check noneo

Jul 17 21:50:39.064:
Jul 17 21:50:39.064:
Jul 17 21:50:39.064:
Jul 17 21:50:39.064:
Jul 17 21:50:39.068:

RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x780FB0715978:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed

Reason : Enrollment URL not configured. <------ WLC tries to perform revocation c
RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(2)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)

Jul 17 21:50:39.070:
Jul 17 21:50:39.070:
Jul 17 21:50:39.070:
Jul 17 21:50:39.070:



Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)

Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake

Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

Jul 17 21:50:39.070: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

Jul 17 21:50:39.070: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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No. Time Source Destination Praotocol Length Info
1 2824-18-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 237 Client Hello
2 2024-19-18 12:04:2._ 172.16.18.123 172.16.85.122 DTLSv1. 2 186 Hello Verify Request
3 2924-18-18 12:@4:2. 172.16.B85.122 172.16.18.123 DTLSV1.2 269 Client Hello
6 2024-10-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSvi.2 926 Server Hello, Certificate (Fragment), Certificate (Fragment), Certificage {Fragment
§ 2024-10-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSvl. 2 688 Certificate (Fragment), Certificate (Fragment), Certificate (Fragment), [Certificate
0 2024-18-18 12:94:2_ 172.16.85.122 172.16.18.123 DTLSv1.2 27@ Certificate (Fragment)
18 2024-18-18 12:04:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
11 2824-18-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate (Fragment)
12 2024-19-18 12:94:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
13 2024-19-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment) DTLS Turinel negatiation
14 2024-18-18 12:@4:2_ 172.16.85.122 172.16.18.123 DTLSV1.2 270 Certificate (Fragment)
15 2024-18-18 11:84:3. 172.16.85.132 172.16.18.123 DFLSvi. 2 278 Certificate (Fragment)
16 2824-18-18 1Z:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
17 2824-18-18 12:94:2_ 172.16.85.132 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
18 2024-19-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSvL. 2 278 Certificate (Fragment)
19 2024-18-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
20 2024-10-18 12:084:2. 172.16.85.122 172.16.18.123 DTLSvl.2 70 Certificate (Fragment)
21 2824-18-18 12:@4:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
22 2024-19-18 12:84:2_ 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate (Fragmént)
13 2024-18-18 1I:94:2. 172.16.85,122 172.16,18.123 DTLvl. 2 278 Certificate (Fragment)
24 2824-18-18 12:84:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
25 2024-19-18 12:84:2_ 172.16.85.122 172.16.18.123 DTLSvL.2 270 Certificate (Reassembled), Client Key Exchange (Fragment)
26 28924-18-18 12:@4:2. 172.16.85.122 172.16.18.123 DTLSV1.2 278 Client Key Exchange (Reassembled), Certificate Verify (Fragment)
27 2034-18-18 12:04:2. 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate Verify (Fragment)
16 3024-10-18 11:084:2. 172.16.85.132 172.16.18.123 DTLSvl. 2 278 Certificate Verify (Reassembled), Change Cipher Spec, Encrypted HandshaWe Message
20 2824-18-18 12:@4:2_ 172.16.18.123 172.16.85.122 DTLSv1.2 121 Change Ciphar Spec, Encrypted Handshake Message
30 2024-19-18 12:94:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
31 2024-18-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSv1.2 103 Application Data DTLS encrypted RADIUS Messages
48 2024-18-18 12:94:3._ 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
49 1024-19-18 12:04:3. 172.16.18.123 172.16.85.122 DTL5v1. 2 183 Application Data
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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