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« 9800RFIEiRIRHIE
« Intel Wi-Fift T+ ( AC9560, AX200, AX201, AX210EEE mhRA )
» Aironet Wave 2 / Wi-Fi 6/6E/7 AP

« 98004 ZEZL % Cisco IOS-XE® 17.6.1HE = ix A
o HEBWI-FINEFSERE22 50 E S RAHNESER

- LEKEFIREE AR A#EWindowsiER 5 5 AnyConnect NAM
- MBRFEANAM |, 552E CSCwc57807 ¥ FAPMF P EE B B {ENAM AT Windows A 4

BRA T
EABERRESF :

. iE1717.6.3/99800-L-C

« iE{TWindows 11#JLenovo X1 Carbon Gen 9 PC , #& #22. 1505 E)F2 X MY 4 FAX201 T
[ERS

« AP4800, C9105, C9120, C9130

ANHHEARBBERBEERETRFEANKEMEL. XHEAINAMBERERRERER (HR
) BVHERERRE) . MRIEHVEEREFT | BRARCHEATAESTRERNTE,
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9800 CLI

1. AR R R

9800-L#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
9800-L (config)#network-assurance enable

2. RAkESD R
9800-L(config)#device classifier

3. EBMEWLANLRBAEE DM, FEE, device-analyticss H "device analytics pc-
analytics, TEFXRAA. device-analytics exporty 2AEM, B TERAFIH
PMF (ETREEFERT FimERAN/MEE ) -

9800-L(config)#wlan TUCSONLAB 1 TUCSONLAB
9800-L(config-wlan)#shutdown
9800-L(config-wlan)#device-analytics
9800-L(config-wlan)#device-analytics pc-analytics


https://tools.cisco.com/bugsearch/bug/CSCwc57807

9800-L(config-wlan)#device-analytics export # optional
9800-L(config-wlan)#security pmf optional # or "mandatory"
9800-L(config-wlan)#no shutdown

9800 GUI

1. R R
Configuration = » Services = » Cloud Services

Metwork Assurance DMNA Spaces

Network Assurance Configuration

Service Status [EH&ELED .]

2. MAKESE
Configuration = *» Wireless -~ > Wireless Global

Default Mobility Domain * dafault
RF Group Mame* default
Maximum Login Sessions Per 0
Lser*

Management Via Wireless ]

Device Classification k4 <:

3. R ESMEWLAN , £Advanced > Device Analytics T , BXfDevice Analytics . PC



Analytics T B ( Wi ) EEFImLAER

Device Analytics

Advertise Support

v <2
Advertise PC Analytics = q:

Support @

share Data with Client

4. HASEWLAN , #PMF:E&E AOptionalzRequired(CEE : E WL ER FiREGN/FH M

]
Be

Protected Management Frame

PME Riggumrad v

)
18 Intel 1% I 2L SEARABEE .
9800 CLI

. BIEZFHRMACHIAISTA INFORE

9800-L#show device classifier mac-address 36da.2624.f622 detail
Client Mac: 36da.2624.f622

Device Type: LENOVO 20XXS31C01

Confidence Level: 40

Day Zero Classification: LENOVO

Device Name: Unknown Device

Software Version: 22.150.00.03

Device 0S: Windows 10

Device Vendor: Intel



Power Type: AC Powered
Hardware Model: AX201 160MHz

- REFRBEPCHMER

9800-L#show wireless client mac-address 36da.2624.f622 stats pc-analytics

Selected AP RSSI:: -55
Candidate BSSIDs:

Neighbor AP RSSI(dB)
683b.78aa.230e -62
04eb.409f.0d6e -55
3c41.0e3b.0d6e -64

Last Reported Time:: 08/02/2022 22:40:39
APs with Invalid IEs: None
APs not sending response:

BSSID Frame Type
084f.f983.4a4de Authentication Response
04eb.409f.0d6e Other Frame types

STA Info 1
Neigh AP 1
Low RSSI 0
Beacon Miss 0
Failed AP 1
Unknown APs 0

9800 GUI

« f£Monitoring > Wireless > Clients > Client MACH ##RSTA INFOR % :
- £ "360 View ( 360#4R ) - BEET :



Client

360 View General QOS Statistics ATF Statsics

General

LI Pelarmed

MSA

AT Ackdrirss J6da 2624.187F Dol
Liyst e i 1063 lSonds
WPLAN Mars TUCSOMNLAR

A Mo J Lo 0 R B

LEMUAD 200053

- -
. i . . - § o - .
Chariit 1TEEINGEE M T L CHIATE ] a [ = LNV, -

T Mgt ol i o 20 e B0 B

- F£General > Client PropertiesE& T :



Client

360 View General Q0% Statishics ATF Statistics Mok

Client Properties AP Properties Security Information Clie

Max Client Protocol Capability 802.11ac Wave 2

WiFi to Cellular Steering Mot implameanted

Cellular Capabsity MSA

Regular ASR support DISABLED

Confidence Level 40

Day Lero Classihcation LENOWD

Software Version 22.150.00.03

Device Vendor Intel

Power Type AL Powerned

Hardware Model AXF01 160MHz
L

. fE£General > Client StatisticsE& T :

360 View Genaral OIS Statistics ATF Statistics Muabality History Call Statistics

Chlient Properties AP Properiies Securty Information Client Statistics Q05 Properties FoGRE

=emees == "E T Amsrr

18769677 1521688112 OO0

= P——— T

humber of Bytes Sent to Clhent

HNumber of Packets Received from 108802
Client
HNumber of Packets Sent to Client E1961
humber of Policy Ermors i
Radio Signal Strength Indicator -42 dBm
Signil 1o Noese Ratio o B
PC Analytics Statistics
Neighbor APs Info Failed AP Report
Reparted Time QRSO272022 2240039 Last Repored Time 08/02)2022 22:40:39
Roaming Reasonis) APs with Invalid 1Es
Selected AP RSS -55 dBm BSSID Frame Type Es
Candidate BSSIDs
Naighbor AP RS5I APs not sending response
BEIh. 7Baa, 230w -62 dBm BSSID Frame Type
Dol 400 DE6E =535 dBm 084 1863 dade Authenicaton RESponse
Fe41 0030 Da6e 64 dBm Odeb,400.0cdEe Cnhier frama types




=% B P iR
BRI URELTAR -

- BFimRARKER B9800

« JRE9800KYEPC , EEFirMAC L8R
« REAPHEITEFindEE

« ZHER(OTA)H I HEE

BT ROIER—ETERS (EBWindowsigR 7 ) M—E3ETHEZRHI ( £EAAnyConnect NAM )
RAIR it

#£9800L B FARARR it

debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
(EEFERENEF inEEAPEIH )

BARARARR Mt I R R B TF TP AR 2%

no debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
( BERFHMra_tracel@ = )

dir bootflash: | include ra_trace

copy

bootflash:ra_trace_MAC_38:87:d5:09:33:eb_211303_UTC_Fri_Aug_05_2022.10g
tftp://192.168.10.2/ra_trace.log

ERARKE P EF T

BN ERPC AnalyticsERIntelEr FimBL &£ , RIRA Trace/i§ BN AT 3R B Fr iz WURAEIR Y B BIHY ZhEE

2022/08/05 21:12:14.083830 {wncd_x_R0-0}{1}: [client-orch-sm] [24548]: (debug.
2022/08/05 21:12:14.083831 {wncd_x_R0-0}{1}: [dotll-validate] [24548]: (debug:
2022/08/05 21:12:14.083836 {wncd_x_R0-0}{1}: [dotll-validate] [24548]: (debug:

RECEZEBINEFHRBENESR , HIMEEEMRA

2022/08/05 21:12:14.083917 {wncd_x_R0-0}{1}: [dotll-validate] [24548]: (debug:



HRANEHEHEE
£9800_L R BIEPC

monitor capture MYCAP clear

monitor capture MYCAP interface Ten0/1/0 both
monitor capture MYCAPX % + -] 100
monitor capture MYCAP match any
monitor capture MYCAPp #tmac 38:87:D5:09:33:EB

T 473 EMYCAP#c

( FIEERRENEFimEEAPRIEE )
{Z1EEPC & HH BITFTP{El AR 2%

oA E 4 EMYCAP G 1t

monitor capture MYCAP export tftp://192.168.10.2/MYCAP.pcap

no monitor capture MYCAP

TEEPCHPEM (&

TEWireshark? , EFRERIRE A "HEEIEENZIRE L (wanfixed.category_code == 126)Hy /18
(wlan.fc.type_subtype == 0x000d), B EkFE LAASCIIFE RPC &/ B 5%

17 35 82 22 @@ 3d o0 oo
@3 03 B8 96 1o vl ©0 el
32 3@ 58 58 53 33 4a 43
85 81 f2 9¢c 3e f1l 21 eb

AP L& Fim gt

S EIEs

EI-III,I

BB ERE

debug client 38:87:D5:09:33:EB
( FEEERHNEFinEEAPEE )
LR

B 23R

terminal monitor disable

EAPHEB P EMA T E

dd 21 @8 17 35 @1 1f o8
@6 4c 45 4e 4f 56 4f Ba
30 31 009 dd 8= 88 17 35
11 31 a8

5. o= 1..5
- - . {LEnovo]

28XX53]C| a1 5
Bala 29



EAPET KB EFimAEAACTIONIS R | Z3INTEL_DEO_ANALYTICST , #5i#n :

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0674] [1659733933: 67444] [AP480(

[U:W] DOT11_ACTION : Category Code: 23, Action Code: 53

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0675] CLSM[38:87:D5:09:33:EB]: U

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0676] CLSM[38:87:D5:09:33:EB]: II

OTAE R B HE

EARRGIG | FH 7 E{TWireless DiagnosticsfIMacBook, 2 BIfEMacBook FINEELFE RS
HE.

CEZEIEFEFiHER T —ExRZEZCCMPREMNACTIONDE (Wlan.ccmp.extiv &&
wlan.fc.type_subtype == 0x000d), HRELFAEENE , AU EEELBNEH (BERKREPCIL
BRZAR K RURAPHRIRSERBEIEE ) .

WREFImLEEEZCCMPRENEEN , AIARPMFRE R WEH A,

ERFEIS002 S EFEE E ABE & Intel Analytics , FERIREZMRIFHEE, EHAFECisco
OUI(00:40:96 — Elwlan.tag.oui == 0x004096) L FERF S EER., T —E-#EMH/ VB (&£
Vendor Specific OUI Typet{L# ) WEKB0x2c — ERDEO_IE, UTN\{UxBETIRS ; &
FE UKL R Intel Analyticsfi,

N
N



https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
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