odosu puwb IBcluos pdUod Iy punl) Lloiss
J VEdge lg cEdge

lJpzo9sle

| Jp, 9506

lJoJoule | P00

psJ9plo | wl _wsé

2920 UES pzd> 04

lJlz,le

Wz 3 Lwepsle wwslows ezds 1eadis Jods o el LGl os oo ) esz0 01

o J9ole 3l 00

lJp 9500

§9uba_osl lJpuwows Js9so o_-:J_9g§o wslywo I.Jo_adp OS glJuiuveJé lJgluweo (SD-WAN)
lJpg )96 woluwbo Idolpe Jowwosd Idpuwl) IOl s 19 IJolbise.

lJeobdulo

w9os Cisco vi.;, oJ9u s pgy9s wldpesluose IJoldse:

- 295999 s wgLbsé SD-WAN (OMP) oy Cisco.
s owslgws Idoede IJedsis gon vuods WAN Idpe,096 g0 bysd 1wt

lJedoule IJpwodpd

ouvows Idpedsple 1Jgl)o WOs 03l IUpuwaows IJs luoshle Idwlez sldpdsule 1debse IJoldso:



- Cisco cEdge: IJl_o>l, 17.3.3

- Cisco vEdge: IJl_e>l, 20.3.2

- Cisco vSmart Controller. |J|_o>l, 20.4.2
oy logvle IJPEJ.9r°|U |J_9|J)6 gé.,s 03l |.JrouuUU) -1%) |Jia0J6 |.Jro_9a9>5 k.égs WSSO p&pJ55 aluoo
wlo zpse IUlzojs U,ouuua)loo Vs 03l ldpuwows wodssy ppuwde (I8eluss). Bl Jlue
u.uU-Jud @5) |Juuu&§J g9u|~J) U dorod JJu|u5J lJPaUP'J .JLS IrOJ

peJ9plo lul yuss

Jig 1o 03l 1dg o0 swp lesh Ipeew wluuegsle 5 cEdges/VEdges eJs perdle zlowss
peoJ 96 25 Szwss Idpsze 01 9ldesze 02 9ldesze 03 gds puwly IBe)luos ©p wdgsue B
VPN 1.

- ublpe vSmart g, 1Jl ool 10.1.1.7.

- cEdge Router01 system ip 10.70.70.1. pog,9 IJe99¢ 70.

- cEdge Router02 system ip 10.80.80.1. pog,9 IJp9.9¢ 80.

- cEdge Router03 system ip 10.80.80.2. pg ;9 IJp9 8¢ 80.

- cEdge Router04 system ip 10.70.70.2. pog ;9 IJe99¢ 40.

- p9zo VEdge 05 system ip 10.20.20.1. pog,9 lJp99¢ 20.
Swweded IUp9zo04 (10.70.70.2) sRouter05 (10.20.20.1) Idpuwly IJIOe)los po Ide9ze 01
(10.70.70.1) sRouter02 (10.80.80.1) sRouter03 (10.80.80.1) 95, Jw0. Jl s92> wog pudis wuivb 9
wog pedss plbwds eds 1dizosé wd pglbb Iduvwds 1Yl ds wuvdd 1Be,l s,

sodds 1pszo 04 9lJpszo 05 o ul,y IBe,luos pu &Jles 2036 pgoduds.

Rout er 04# show sdwan omp routes
Generating output, this mght take tinme, please wait ...

Code:
C -> chosen
| -> installed
Red -> redistributed
Rej -> rejected
L -> | ooped
R -> resol ved
S ->stale
Ext -> extranet
Inv -> invalid
Stg -> staged
IA -> On-denmand inactive
U -> TLCC unresol ved
PATH ATTRI BUTE

VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 29 1002 CI,R installed 10.70.70.1
bi z-i nt er net i psec -

10.1.1.7 30 1005 CI,R installed 10.80.80.1
npl s i psec

10.1.1.7 31 1003 CI,R installed 10.80.80.2

npl s i psec



wdpse: show sdwan omp routes SpJdy iQ sIYyu IJIglz J cEdges Jo syl 31 Jly 1Jpgeo
Suvode puvble Jes)s. spdud luuogsle show sdwan omp route vpn JooWdso 1Jpd)zlo iy
Lsu'ol‘ SpJdud |gwwesle show sdwan omp route vpn Jouodsse JJ etoele ldoble Jdolbisé
s cEdges.

Rout er 05# show omp routes vpn 1
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected

L -> | ooped
R -> resol ved
S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-denmand i nactive
U -> TLOC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER I D LABEL STATUS TYPE TLCC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 5 1002 Cl,R installed 10.70.70.1
bi z- i nt er net i psec -

10.1.1.7 6 1005 Cl,R installed 10.80.80.1
npl s i psec -

10.1.1.7 7 1003 Cl,R installed 10.80.80.2
npl s i psec -

oJpse: show omp route Spdy o sdow 1JIg)lz J VEdges Jos)l 31 Jlo 1 pszo suwede
puvblo. spdoud [uwegale show omp routes vpn Jouoss Idegzle Vs VEdges. spdud
lgvegsle 1tab wzol) 1Jley Joss Idedzle WS zo9d IJouuvsd W VEdges.

Sd9p IJp9z004 (10.70.70.2) sRouter05 (10.20.20.1) wetuse Idpusl IIBe,luos oo Idpozo
01 (10.70.70.1) sRouter02 (10.80.80.1) sRouter03 (10.80.80.1).

Rout er 04# show ip route vrf 1

Routing Table: 1

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m- OW
n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT DI A
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration sunmmary
0 - ODR, P - periodic downl oaded static route, | - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides fromPfR
& - replicated local route overrides by connected



Gateway of last resort is 10.80.80.2 to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 10.80.80.2, 00:05:02, Sdwan-systemintf
[251/0] via 10.80.80.1, 00:05:02, Sdwan-systemintf
[251/0] via 10.70.70.1, 00:05:02, Sdwan-systemintf

oJpse: show ip route vif Sp ig sy IJIg)lz J cEdges Jos)l !'{l {JI.;, lJpe9zo suvedpe
eunblo. spdud luwegsle show ip route vif Joos6 [Jpg)ele s lsuol spdud [pwegsle

show ip route vif JooWs6 JJ e zle [doble JJulsise.

Rout er 05# show ip routes vpn 1 0.0.0.0/0
Codes Proto-sub-type:
IA -> ospf-intra-area, |E -> ospf-inter-area,
El -> ospf-externall, E2 -> ospf-external 2,
N1 -> ospf-nssa-externall, N2 -> ospf-nssa-external 2,

e -> bgp-external, i -> bgp-internal
Codes Status fl ags:
F->fib, S->selected, | -> inactive,

B -> bl ackhole, R -> recursive, L -> inport

PROTOCOL  NEXTHOP NEXTHOP

VPN PREFI X PROTOCCOL SUB TYPE | F NAME ADDR
1P COLOR ENCAP STATUS

1 0.0.0.0/0 onp -

10.70.70.1 bi z-i nt er net ipsec F, S

1 0.0.0.0/0 onp -

10. 80.80.1 mpl s ipsec F, S

1 0.0.0.0/0 onp -

10. 80. 80. 2 mpl s ipsec F, S

oJdpse: show ip routes Spdy IO sy IJIglz J VEdges Jos,l Bl Jly 1Jpsze suwede

punblo. spdoud [vwgsle show ip routes vpn JooWdse IJpgzle Vs VEdges.

IJodysuole

IJ2d 1: luvesle uwsluws Idode IJpydis Jodosd [Jpusly IUIVClUos pu

IJesze 01 edss p9zo wes> p2>> 04

Iwogsp euue) wede peurue JJptbb 38 vobusd cd osd Jdeuwh IJIBC,ljos B

OMP.
lowesle less ldpgwly wadl po Slessé pade IJusd (TLOC).

b [Jpblo§s

+ pblods 2sh Ideouins Jdeszo 01 System-IP 10.70.70.1 9.8lis p6 lJobisle 1dpps36 puvod

B $9lis e lduusluwle pg 1Julsiss 0.0.0.0/0.

cJl soblod Glsps wlsss ip 0.0.0.0/0 o 1Upuuly IJIBE,luos BEb 9Jsuw zse IJpuwllo:

J3JY spdud luuegsle odo Idulbiss JBlises [dolbsle.



- woblog Slisps wbsle oy9w9dsd IJlue,ue H8p 0.0.0.0/0 le 32 pg gpse IJpuwble.
Jlels
O vubusd 0l lJuoz Vs lugle IJuols) gds pe)d p9de 1Jp9zo04 40.
odaso vog IS
SpJdud [uwueslpe vManage GUI JoJ9sy Centralized Policy o€ Control Policy.

Op od9su uwsluwle IJopde B Topology: 9.5pdud 1JIE sy Hub-and-Spoke. Mesh, 19 Custom Control

Custom Control(Route & TLOC) Swwgde Jodl lduwsubsy 1Upeess Jel 09 p9 oz BOs 1Ju09)0.

L& CONFIGURATION | POLICIES Centralized Policy > Add Policy

Q Create

Specify your network topology

Topology VPN Membership

l © Add Topology - .

Hub-and-Spoke

Mesh

Custom Control (Route & TLOC)
I —

Import Existing Topology

Sequence type 9Sequence Rule U p o !u'o|u'9c;o.
Originator Swpe wESSU wble-ip 98lispo IUubisle Vs gl pblu§o.

Accept 9 Preference wp Lowbo gds gpdsle Judyw Idogudund: Jpl 09 p9 oz Bs 1Uuo9)0.

= Match Conditiens
Originator: 10.70.70.1

Prefix List: Default_Raoute
L

Control Policy Wb loglo IUuols) JJesde 40 Jpl 09 p9 0z WO [Juo9,6.



Topology  Application-Aware Routing  Traffic Data  Cflowd

originatoronly

out

ogds) Jouubsh Centralized Policy. Sgole vSmart Ids $lde zols PTCKY I9 Centralized Policy
huwlJ a Failed to activate policy IJg bol. szw 1o 9w vSmart s 90e vManage.

od9su wog CLI

SpJdud odosu vSmart sx98!1 wadl pu 9lzod lJpwese |Uyuu9ess vManage.

control -policy originatoronly
sequence 1
mat ch route
originator 10.70.70.1
prefix-1ist Default_Route
!
action accept
set
pref erence 200
!
!
[
defaul t-action accept
!
lists
prefix-1ist Default_Route
ip-prefix 0.0.0.0/0
[
site-list sitio40
site-id 40
[
!
!
appl y-policy
site-list sitio40
control -policy originatoronly out <<<<<<<
!
!

.§_)ou vSrpart LJ.,S Router04 R.QLSJD |J|ouu|_) |J|L9u_)|u0..s PU |quuu§ Router01 (1070701) PE
oVLosd leds 200.

O3t op wEssu dlple Jlvo)lops eds Lo,
Sedu wessu ldlple IUIvo,)lgos eds Gwsd 19 00

opds) Bl de sop oblog ldogwdgnd: oogs ququJlo lJle)le IJI_;éo_)Iu‘o..___s.
909 Sgus lue Bl wp cessu ldlple IUleslgos eds 1L uo 9dpe seblod



IJeuwly pg ls cuvduvd: sop 28 o0 pu VEMart sJl sop llelo guo lds 1Jesssd.
Bl op cvessu lUlple IJlolgos eds 9wad 9dp soblo@ leush et ls
cunduwd: sop Busdo pu lJpdelz VSMART sldleJlo uo IJs IJesldo.

IJozdd pu IJuoes

SpJud |gwwgsle show running-config policy i..o_) eds vSmart JJoz 88 pu I Control-Policy plow 9
wubdd Lozt

vsnmart# show running-config policy control-policy
policy
control -policy originatoronly
sequence 1
mat ch route
originator 10.70.70.1
prefix-list Default_Route
!
action accept
set
preference 200
1
!
1
defaul t-acti on accept
!
1

luwwgslpe show running-config apply-policy JJweg 99 pu lJesde gldleglo 1U3s Control-Policy plow 9.

vsnmart# show running-config apply-policy
appl y- policy
site-list sitio40
control -policy originatoronly out
!
1

odpse: spdud |uuegslp show running-config policy control-policy Jo o8 1Jpg)zle 131 Jly
vSmart J>so 1Jgsss pu uwsluwle 1dogde.

Suvodp Router04 (10.70.70.2) zpse 1Jpszole IUIWe,)l o6 oo IJp9ze 01 (10.70.70.1)
9Router02 (10.80.80.1) sRouter03 (10.80.80.1). sJIJu swpwe IJpuwh IUIBC,lGos o0 1Upsz0 01
vodosd leds (200).

Rout er 04# show sdwan omp routes
Generating output, this mght take tinme, please wait ...

Code:

C -> chosen

| -> installed

Red -> redistributed
Rej -> rejected

L -> | ooped

R -> resol ved

S -> stale



Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-denmand i nactive
U -> TLOC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER I D LABEL STATUS TYPE TLCC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 29 1002 Cl,R installed 10.70.70.1
bi z-i nternet i psec 200 << LK<

10.1.1.7 30 1005 R installed 10.80.80.1
npl s i psec -

10.1.1.7 31 1003 R installed 10.80.80.2
npl s i psec -

Sd9p Wpozoe 04 (10.70.70.2) Lecuse IUpushy pu ldesze 01 (10.70.70.1) Bl B 239J puwl,
IP.

Rout er 04# show ip route vrf 1

Routing Table: 1
Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m- OW
n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT DI A
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration sunmary

0 - ODR, P - periodic downl oaded static route, | - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides fromPfR

& - replicated local route overrides by connected

Gateway of last resort is 10.70.70.1 to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 10.70.70.1, 00:13:25, Sdwan-systemintf

lJp9zo 05 (10.20.20.1) Ws Idpesde 20. JI sjld: suvedod 9seww gese IJpuvble
IJIe,)los6 po IJesge 01 (10.70.70.1). 9lJesze 02 (10.80.80.1). 9lJe9z0 03 (10.80.80.1).

Rout er 05# show omp routes vpn 1
Code:

C -> chosen

| -> installed

Red -> redistribute

Rej -> rejected

L -> | ooped
R -> resol ved
S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-denand inactive
U -> TLCC unresol ved

PATH ATTRI BUTE
VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLCR ENCAP PREFERENCE



1 0.0.0.0/0 10.1.1.7 5 1002 CIl,R installed 10.70.70.1

bi z- i nt er net i psec - <<<<<< no preference

10.1.1.7 6 1005 Cl,R installed 10.80.80.1
npl s i psec -

10.1.1.7 7 1003 Cl,R installed 10.80.80.
npl s i psec -

Rout er 05# show ip routes vpn 1
Codes Proto-sub-type:
IA -> ospf-intra-area, |E -> ospf-inter-area,
El -> ospf-externall, E2 -> ospf-external 2,
N1 -> ospf-nssa-externall, N2 -> ospf-nssa-external 2,

e -> bgp-external, i -> bgp-internal
Codes Status fl ags:
F->fib, S->selected, | -> inactive,

B -> bl ackhole, R -> recursive, L -> inport

PROTOCOL  NEXTHOP

NEXTHOP NEXTHOP
ADDR VPN

VPN PREFI X PROTOCCL SUB TYPE | F NAME
1P COLOR ENCAP STATUS

1 0.0.0.0/0 onp - -
10.70.70.1 bi z-i nt er net ipsec F, S

1 0.0.0.0/0 onp - -

10. 80.80.1 mpl s ipsec F, S

1 0.0.0.0/0 onp - -

10. 80. 80. 2 mpl s ipsec F, S

IJ2d 2: luwesle uwsluws Idozde Ipdss Jodosd IJpuwl IUIVG,luos pu

IJpszo 01 JJs 2pse IJpseole B I bwds Il eJs

Iowegse vBuw IJuog IJss solution 1 wp luuegsleo: sbu@o B IJlozlo 1Ushs oo pe )b p98E

|Jp_9a001.

control -policy originatoronly

sequence 1

match route
originator 10.70.70.1
prefix-list Default_Route
!

action accept
set

preference 200
!

|
defaul t -acti on accept
!
lists
prefix-list Default_Route
i p-prefix 0.0.0.0/0
!
site-list SiteList_70
site-id 70
!



appl y- policy

site-list SitelList_70
control-policy originatoronly in <<<<<<<<<
!

lJozdd pu IJuoes

Il doe cuvesse ozl 1Ushs. Bl 1Jpsze 04 (10.70.70.2) sRouter05 (10.20.20.1) s vede
IJpowly IJId el uos o Idpsze 01 (10.70.70.1) 9.s,dwo Bé .

Rout er 04# show sdwan omp routes

Generating output, this nmght take tine, please wait
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected

L -> | ooped
R -> resolved
S -> stale

Ext -> extranet
Inv ->invalid
Stg -> staged
IA -> On-denand inactive
U -> TLCC unresol ved
PATH ATTRI BUTE
VPN PREFI X FROM PEER I D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE

1 0.0.0.0/0 10.1.1.7 29 1002 CI,R installed 10.70.70.1
bi z-i nt ernet i psec 200 <<<<<<<

Rout er 05# show onp routes vpn 1
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected

L -> | ooped

R -> resolved

S ->stale

Ext -> extranet

Inv ->invalid

Stg -> staged

IA -> On-denmand inactive
U -> TLCC unresol ved

PATH ATTRI BUTE
VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLCR ENCAP PREFERENCE

1 0.0.0.0/0 10.1.1.7 5 1002 CI,R installed 10.70.70.1
bi z-i nt ernet i psec 200 <<<<<<<

IJob, Vs JJl lduwsobssosu: IJlogle 1Jsl)s i3 IJool>)

I3l W@ IJpsge 01 (10.70.70.1). Vly IJpszole woww gese IJpuvble IUIGC,)luoso IJos



coddlol 390 eBUBs. B 03l I wsolyss: oo Router02 (10.80.80.1) sRouter03 (10.80.80.2):

Rout er 04# show sdwan omp routes

Generating output, this nmght take tine, please wait
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected

L -> | ooped
R -> resolved
S -> stale

Ext -> extranet

Inv ->invalid

Stg -> staged

IA -> On-denand inactive
U -> TLCC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 36 1005 CI,R installed 10.80.80.1
mpl s i psec -

10.1.1.7 37 1003 CI,R installed 10.80.80.2
mpl s i psec -
Rout er 05# show omp routes vpn 1
Code:
C -> chosen
| -> installed
Red -> redistributed
Rej -> rejected
L -> | ooped
R -> resolved
S ->stale
Ext -> extranet
Inv ->invalid
Stg -> staged
IA -> On-denand inactive
U -> TLCC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 14 1005 CI,R installed 10.80.80.1
mpl s i psec -

10.1.1.7 15 1003 CI,R installed 10.80.80.2
mpl s i psec -

IJ2d 3: Juwosle uwsluws IJoedp Iderdss Jodosd IJpunl IJIBSe)luos pu
IJeszo 01 pg lle i lzoslbs JJpuwble IUIVC,)loss pu IUpszole 1U1E)s

WO o3l IJCQ‘ wodds Idesgole 1Jpsze IJIBu)lios Vb pu ldpsze 01 (10.70.70.1) 9JJy 151
O 9o Blue wyss Idpuwl) IJIVe,)luos JJdouwg IJlzoslbs 1Uss wp vowse Ideszele
lJogsr6 gdso pu l1dpsze 02 (10.80.80.1) sdsuw pu JJ pu IJp9ee 02(10.80.80.1) 9Router03



(10.80.80.1) Jpl 09 Solution 1 9 Solution 2.

Sp wluolss cuudund gds VO Loz IJogde 88p vobusy wOLSU I6J OPL YUESSUO
pu v 8osd IJpuwh IJIVe,)ljos Jowjosd 1Je9ze01 2000 JIu leds pu lJovwosd
lJIe,luos (100).

lJouwes Jdpuwl) IV o)los 1Upedu guo po IJpsze 02 (10.80.80.1). Spdud wessu
o Losd 150.

control -policy originator
sequence 1
mat ch route
originator 10.70.70.1
prefix-list Default_Route
!
action accept
set
preference 200
!
!
!
sequence 11 <<<<< new sequence
mat ch route
originator 10.80.80.1 <<<<< Router02 systemip as originator
prefix-list Default_Route
!
action accept
set
preference 150 <<< | ower preference of RouterOl
!
!
!
defaul t-acti on accept
!
lists
prefix-list Default_Route
ip-prefix 0.0.0.0/0
!
site-list sitiod0
site-id 40
!
!
!
appl y-pol i cy
site-list sitio40
control -policy originator out
!
!

IJoz2dd pu lJuors

Suvede Ideszo Idpuwble Il uoss pe o osdle 2000 150. gldewdosd IJIwe,)los.

Rout er 04# show sdwa omp routes
Generating output, this nmight take tine, please wait
Code:



C -> chosen

| -> installed

Red -> redistributed
Rej -> rejected

L -> | ooped
R -> resol ved
S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-denmand i nactive
U -> TLOC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER ID LABEL STATUS TYPE TLOC I P
COLCR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 36 1005 R installed 10.80.80.1
nmpl s i psec 150 <<<<<<<<

10.1.1.7 37 1003 R installed 10.80.80.2
npl s i psec -

10.1.1.7 38 1002 Cl,R installed 10.70.70.1
bi z-i nternet i psec 200 <<<<<<<<

Sop voose lJpsze 04 (10.70.70.2) WO za9d IJwgzse B@b Ideuwl, IJIGe,los pu IJpsze
01 (10.70.70.1) pg v osd leds:

Rout er 04# show ip route vrf 1

Routing Table: 1
Codes: L - local, C - connected, S - static, R- RIP, M- npobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m- OW
n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT DI A
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration sunmary

0 - ODR, P - periodic downl oaded static route, | - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides fromPfR

& - replicated local route overrides by connected

Gateway of last resort is 10.70.70.1 to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 10.70.70.1, 00:02:47, Sdwan-systemintf

I3l W@ IJpsze 01 (19.70.70.1)‘ Ilu IJpeggo 04 (10.70.70.2) 899, vovwsw ldpuwl) B 8b pg
lJowosd IJolds Idlgds po [Jp9ge 02 (10.80.80.1).

Rout er 04# show sdwa omp routes

Generating output, this nmight take tine, please wait
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected



L -> | ooped
R -> resol ved
S -> stale
Ext -> extranet
Inv ->invalid
Stg -> staged
IA -> On-demand inactive
U -> TLCC unresol ved
PATH ATTRI BUTE
VPN PREFI X FROM PEER ID LABEL STATUS TYPE TLOC I P
COLCR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1. 7 36 1005 CI,R installed 10.80.80.1
nmpl s i psec 150 <<<<<<<
10.1.1. 7 37 1003 R installed 10.80.80.2

npl s i psec -
Rout er 04# show ip route vrf 1
Routing Table: 1
Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT DI A

i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route

H- NHRP, G- NHRP registered, g - NHRP registration sunmary

0 - ODR, P - periodic downl oaded static route, | - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides fromPfR

& - replicated local route overrides by connected
Gateway of last resort is 10.80.80.1 to network 0.0.0.0
nt 0.0.0.0/0 [251/0] via 10.80.80.1, 00:00:15, Sdwan-systemintf

I3l W 9> IJpsze 02 Wy, Router04 599, vovwse lJpuwl) IUIVe,)los oo Router03
(10.80.80.1) IJ3s 09 IJpuwl) pg IJowdosd IUIG el os.

on§a: S&pd IJloglo 1Usl)s 9lduols, VIJJ{)_,@,jé IJoldss: ldbs Bl oo euss Idledlo go
lJowosdle J_a,o@g U,o_ga_olo lJogsy6 Ws Iduveds 1JJleds 19 1Juols6 13l doo o8
Iledlo gu IJovgosdio B@b |Us pade wesd pe--

IJzd 4: luvosle wog IJorde IJerdis Joduosd weuo puvblo Idobislo

oepd gese 1Jedad IUuwlo®s wuduw 1db)s86 wplel 31 duo ouuegse Ls wldisé ié)é ol pu

obsiss 1 el IUIG el o.s.

pold pg 1dulsess 10.40.40.0/24 1o Jo uol po IJpszo 01 (10.70.70.1) | s IJeszo 04
(10.70.70.2).

control -policy originator
sequence 1
mat ch route

originator 10.70.70.1



prefix-1ist prefix40
!
action accept
set
preference 200
!
!
|
defaul t-acti on accept
!
lists
prefix-1ist prefix40
i p-prefix 10.40.40.0/ 24 <<<<<<<<<
!
site-list sitio40
site-id 40
|
!
1
appl y- policy
site-list sitiod0
control -policy originator out
!

lJozdd pu lJuoes

Rout er 04# show sdwan omp routes

Generating output, this nmight take tine, please wait
Code:

C -> chosen

| -> installed

Red -> redistributed

Rej -> rejected

L -> | ooped
R -> resol ved
S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-denmand i nactive
U -> TLOC unresol ved

PATH ATTRI BUTE

VPN PREFI X FROM PEER I D LABEL STATUS TYPE TLCC I P
COLOR ENCAP PREFERENCE
1 0.0.0.0/0 10.1.1.7 36 1005 Cl,R installed 10.80.80.1
npl s i psec 150

10.1.1.7 37 1003 R installed 10.80.80.2
npl s i psec -
1 10. 40. 40. 0/ 24 10.1.1.7 13 1002 Cl,R installed 10.70.70.1
bi z-i nternet i psec 200 <<<<<<<<

10.1.1.7 15 1005 R installed 10.80.80.1
npl s i psec -

10.1.1.7 16 1003 R installed 10.80.80.2
npl s i psec -

Rout er 04# show ip route vrf 1

Routing Table: 1



Codes: L - local, C - connected, S - static, R- RIP, M- npobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m- OW
n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT DI A
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration sunmary

0 - ODR, P - periodic downl oaded static route, | - LISP

a - application route

+ - replicated route, %- next hop override, p - overrides fromPfR

& - replicated local route overrides by connected

Gateway of last resort is 10.80.80.1 to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 10.80.80.1, 00:11:55, Sdwan-systemintf

10.0.0.0/24 is subnetted, 1 subnets
m 10.40.40.0 [251/0] via 10.70.70.1, 00:02:17, Sdwan-systemintf <<<<<<
Rout er 04#

pedsple slo LoJé
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/content/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/control-policies.html#id_107224 
https://www.cisco.com/c/ar_ae/support/index.html
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