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Subscriber Traffic Management

Thisdocument describesthe Subscriber Traffic Management (STM) feature Version 1.3. STM feature supports
al DOCSIS-compliant cable modems.

The STM feature allows a service provider to configure a maximum bandwidth threshold over afixed period
for aspecific service class (or quality of service [QoS] profile)). The subscribers who exceed this configured
threshold can then be identified and allocated reduced QoS. STM works as alow-CPU alternative to
Network-Based Application Recognition (NBAR) and access control lists (ACLs). However, using STM does
not mean that NBAR and ACL s have to be turned off; STM can be applied along with NBAR and ACLs.
STM aso worksin conjunction with the Cisco Broadband Troubleshooter to support additional network
management and troubleshooting functionsin the Cisco CMTS.

Important

In this document, the phrase QoS profile is synonymously used to indicate a service classfor aDOCSIS 1.1
cable modem. However, QoS profile applies only to DOCSIS 1.0 operations. In instances where QoS profile
is mentioned to indicate DOCSIS1.1 operations, the QoS profile should be treated as a service class.

Finding Feature Information

Your software release may not support all the features that are documented in this module. For the latest
feature information and caveats, see the release notes for your platform and software release. The Feature
Information Table at the end of this document provides information about the documented features and lists
the releases in which each feature is supported.

» Hardware Compatibility Matrix for the Cisco cBR Series Routers, on page 2

* Restrictions for Subscriber Traffic Management on the Cisco CM TS Routers, on page 2

« Information About Subscriber Traffic Management on the Cisco CM TS Routers, on page 3

» How to Configure the Subscriber Traffic Management Feature on the Cisco CMTS Routers, on page 8
« Monitoring the Subscriber Traffic Management Feature on the Cisco CM TS Routers, on page 19

« Configuration Examples for Subscriber Traffic Management on the Cisco CM TS Routers, on page 22
 Additional References, on page 25

* Feature Information for Subscriber Traffic Management, on page 27
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. Hardware Compatibility Matrix for the Cisco cBR Series Routers

Hardware Compatibility Matrixforthe CiscocBR Series Routers
A\

Note Thehardware componentsthat areintroduced in agiven Cisco |OS-X E Release are supported in all subsequent
releases unless otherwise specified.

Table 1: Hardware Compatibility Matrix for the Cisco cBR Series Routers

Cisco CMTS Platform Processor Engine Interface Cards

Cisco cBR-8 Converged Broadband | Cisco |OS-XE Release 16.5.1 and | Cisco | OS-XE Release 16.5.1 and

Router Later Releases Later Releases
Cisco cBR-8 Supervisor: Cisco cBR-8 CCAP Line Cards:
* PID—CBR-SUP-250G * PID—CBR-LC-8D30-16U30

* PID—CBR-CCAP-SUP-160G * PID—CBR-LC-8D31-16U30
* PID—CBR-CCAP-SUP-60G * PID—CBR-RF-PIC

* PID—CBR-SUP-8X10G-PIC * PID—CBR-RF-PROT-PIC

* PID—CBR-CCAP-LC-40G
* PID—CBR-CCAP-LC-40G-R

Cisco cBR-8 Downstream PHY
Modules:

* PID—CBR-D30-DS-MOD
* PID—CBR-D31-DS-MOD

Cisco cBR-8 Upstream PHY
Modules:

* PID—CBR-D30-US-MOD
* PID—CBR-D31-US-MOD

Restrictions for Subscriber Traffic Management on the Cisco
CMTS Routers

\}

Note In this document, the phrase QoS profile is synonymously used to indicate a service classfor aDOCSIS 1.1
cable modem. However, QoS profile applies only to DOCSIS 1.0 operations. In instances where QoS profile
is mentioned to indicate DOCSIS 1.1 operations, the QoS profile should be treated as a service class.
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The STM feature has the following restrictions and limitations:

 In STM version 1.1, the sampling rate range (duration) is cal culated using the monitoring duration rather
than the constant range (10 to 30 minutes) used in STM 1.0.

« If the monitoring duration is more than a day (1440 minutes), the duration sasmplerateis calculated
as (duration / 100).

* If the monitoring duration is less than a day, the sample rate range is from 10 to 30 minutes.

« If you areusing STM 1.0 with a duration of two days and a sampl e rate of 20 minutes, and you try
to restore that configuration in STM 1.1, the command fails because now the valid range is from
28 to 86 minutes.

« For DOCSIS1.0, theregistered QoS profile specified by an enforce-rule must match exactly aQoS profile
that exists on the Cisco CMTS. To manage a cable modem that is using a modem-created QoS profile,
you must first create that same exact QoS profile on the Cisco CMTS. All parametersin the QoS profile
must match before the cable modem can be managed by the enforce-rule.

* The Cisco cBR series routers support a certain maximum of 40 enforce-rules. If you have created the
maximum number of enforce-rules and want to create another rule, you must first delete one of the
existing rules.

* Changing the configuration of an enforce-rule automatically resets all byte counters for the subscribers
who are mapped to that enforce-rule.

» When specifying a QoS profile to be enforced when users violate their registered QoS profiles, both the
originally provisioned QoS profile and the enforced QoS profile must be created on the Cisco CMTS.

« The Subscriber Traffic Management feature cal cul ates duration based on the time set on the router, not
uptime. Therefore, if you use the clock set command to change the time on the router, you might affect
the STM monitoring behavior.

» The maximum cycle for subscriber traffic management is 31 days. If you choose a cycle of 31 days, the
minimum sample rate that you can set is (31 days/100) minutes.

Information About Subscriber Traffic Management on the Cisco
CMTS Routers

This section contains the following:

Feature Overview

The STM feature allows service providers to configure a maximum bandwidth threshold over afixed period,
for a specific service class (or QoS profile). The subscribers who exceed this configured threshold can then
be identified and allocated a reduced QoS. This feature supplements current techniques such as NBAR and
ACLs, to ensure that a minority of users do not consume a majority of a cable network’s bandwidth.

Current subscriber controls, such as NBAR and ACLs, examine all packets coming into the CMTS. These
techniques can curb alarge volume of problem traffic, but they are not as effective in dealing with the latest
generation of peer-to-peer file-sharing applications that can place heavy demands on a network’s available
bandwidth.

The STM feature allows service providersto focus on aminority of potential problem userswithout impacting
network performance or other users who are abiding by their service agreements.

The STM feature supports two types of monitoring:
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* Legacy Monitoring—L egacy monitoring allows you to set up a single monitoring duration without the
ability to choose thetime of day when that monitoring is performed. The configured monitoring parameters
remain constant throughout the day.

* Peak-Off peak M onitoring—~Peak-Off peak monitoring allows you to specify up to two high-traffic periods
inaday for monitoring, in addition to the ability to continue monitoring during the remaining (or off-peak)
periods. By combining the peak time option with weekend monitoring, you can identify and limit the
bandwidth usage of certain subscribers for up to two peak network usage periods during weekdays, and
during a different set of peak usage periods on weekends.

When a cable modem goes offline and remains offline for 24 hours, the Cisco CMTSrouter deletesits service
flow IDsfromitsinternal databases, and also del etes the modem’straffic counters. This can allow some users
to exceed their bandwidth limits, go offline, and come back online with new counters. The Subscriber Traffic
Management feature helps to thwart these types of theft-of-service attacks by implementing a penalty period
for cable modems that violate their service level agreements (SLAS). Even if a cable modem goes offline, its
counters are still reset, and the CMTS continues to enforce the penalty period.

Feature List

The Subscriber Traffic Management feature has the following operational features:

* Subscriber Traffic Management 1.1 (STM 1.1) supports cable modems that have registered for DOCSIS
1.1 operations (using the service class/service flow ID [SFID] model).

« Up to 40 enforce-rules can be created on each router.

* Separate enforce-rules can be used for downstream traffic and for upstream traffic. However, the limit
on the total number of enforce-rulesthat can be configured includes the upstream and downstream rules
combined.

« Each enforce-rule uses a subscriber’s registered QoS profile to identify which users should be monitored
for excessive traffic for DOCSIS1.0 cable modems. The registered QoS profile must exist on the Cisco
CMTS. If you want to manage cable modems that are using QoS profiles that were created by the cable
modem, you must first manually create a QoS profile with the exact same QoS parameters on the Cisco
CMTS, and then allow the cable modem to come online using the manually created profile.

* Each enforce-rule specifies the maximum number of kilobytes a user can transmit during a specified
window.

* Subscribers who exceed the maximum bandwidth that is specified by their enforce-rule can be
automatically switched to aseparate enforced QoS profilethat limitstheir network usefor acustomizable
penalty period. The enforced QoS profile can change the guaranteed bandwidth, priority, or any other
aspect of thetraffic that the service provider considers an acceptable response to subscriberswho violate
their service agreements.

« Subscribers are automatically switched back to their registered QoS profile at the end of their penalty
period. A technician at the service provider’'s network operations center (NOC) can also switch them
back before the penalty period expires.

A

Note To manually switch back, delete the cable modem and allow it to register again.

« This feature also supports a no-per sistence option, so that the enforced QoS profile does not remainin
effect when a cable modem reboots. This option is particularly useful when the featureisinitially
implemented, so that the service providers can identify problem subscribers and applications, without
creating a major impact on the entire user base. When repeat offenders are found, they can then be
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switched to an enforce-rule that does keep the enforced QoS profilein effect even when the cable modem
reboots.

* Service providers can display alist of all subscribers' current usage statistics. Service providers can also
display alist of just those subscribers who are overconsuming bandwidth.

« The penalty period persists across reboots of the cable modem, so subscribers cannot avoid the enforced
QoS profile by resetting their modems and reregistering on the cable network. This allows service
providersto set an appropriate penalty for those users that consistently exceed the maximum bandwidth
they have been allocated. Service providers also can specify atime of day when CMsthat are identified
for penalty can be released from the penalty period.

« If auser that is using excessive bandwidth decides to upgrade to a higher level of service, the service
provider can reconfigure the provisioning system to assign a new QoS profile to the cable modem. The
user can then reboot the cable modem and come online using the new level of service.

* Service providers can change subscriber service classes for a particular modem using the cable modem
service-class-name command.

« Different subscriber monitoring parameters can be configured for weekends, including peak and offpeak
monitoring windows. You can also establish the same monitoring windows for every day of the week,
or turn off monitoring altogether on the weekends as desired.

Sliding Window for Monitoring Service Flows

When an enforce-rule is activated, the CM TS periodically checks the bandwidth being used by subscribers
to determine whether any subscribers are consuming more bandwidth than that specified by their registered
QoSprafiles. The CM TS keepstrack of the subscribersusing adiding window that begins at each sample-rate
interval and continues for the monitoring-duration period.

Each sample-rate interval begins a new dliding window period for which the CMTS keeps track of the total
bytestransmitted. At the end of each sliding window period, the CM TS examinesthe byte countersto determine
if any subscriber is currently overconsuming bandwidth on the network.

For example, with the default sample-rate interval of 15 minutes and the default monitoring-duration window
of 360 minutes (6 hours), the CM TS samples the bandwidth usage every 15 minutes and determines the total
bytes transmitted at the end of each 360-minute window. Therefore, every 15 minutes, the CM TS determines
each subscriber’s usage statistics for the preceding 6-hour period.

Figure below illustrates how this process works, with a new sliding window beginning at the beginning of
each sample-rate interval period.
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Figure 1: Monitoring-Duration Windows
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Weekend Monitoring

With standard legacy and peak-offpeak monitoring configuration, monitoring continues to occur on the
weekends.

STM version 1.2 supports configuration of different monitoring conditions on weekends. Weekend monitoring
options support the same parameters that are available in the existing monitoring options, but use a separate
set of commandsto configure alternate monitoring on weekend days. Thisincludes configuration of peak and
off peak weekend monitoring windows.

In addition, the CLI supports the ability to turn off any monitoring on the weekend, or to use the same
monitoring conditions for every day of the week.

SNMP Trap Notifications

Simple Network Management Protocol (SNMP) trap natification can be sent whenever a subscriber violates
the enforce-rule. Thistrap is defined in the CISCO-CABLE-QOS-MONITOR-MIB and is enabled using the
snmp-server enable traps cable command.

Each SNMP trap natification contains the following information:

* MAC address of the subscriber’s cable modem

« Name of the enforce-rule being applied to this subscriber

« Total bytes sent by the subscriber during the monitoring-duration window
« Time at which the subscriber’s penalty period expires

The CISCO-CABLE-QOS-MONITOR-MIB aso containsthe following tables that provideinformation about
the Subscriber Traffic Management configuration and about subscribers who violate their enforce-rules:

» ccgmCmtsEnforceRuleTable—Contains the attributes of the enforce-rules that are currently configured
on the Cisco CMTS.

 ccgmEnfRuleViolateTable—Provides a snapshot list of the subscribers who violated their enforce-rules
over the sliding monitoring-duration window.
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The following objects are used for enforce rules:

» ccgmCmtsEnfRulePenaltyEndTime

» ccgmCmtsEnfRul eWkndOff

» ccgmCmtsEnfRuleWkndMonDuration

« ccgmCmtsEnfRuleWkndAvgRate

» ccgmCmtsEnfRuleWkndSampleRate

» ccgmCmtsEnfRulewWkndFirstPeak Time

» ccgmCmtsEnfRuleéWkndFirstDuration

» ccgmCmtsEnfRuleWkndFirstAvgRate

» ccgmCmtsEnfRuleéWkndSecondPeak Time
» ccgmCmtsEnfRulewWkndSecondDuration
» ccgmCmtsEnfRulewWkndSecondAvgRate

» ccgmCmtsEnfRul eWkndOff PeakDuration
» ccgmCmtsEnfRuleWkndOff Peak AvgRate
» ccgmCmtsEnfRuleWkndAutoEnforce

» ccgmCmtsEnfRuleFirstPeak TimeMin

» ccgmCmtsEnfRuleSecondPeak TimeMin

» ccgmCmtsEnfRulewWkndFirstPeak TimeMin
» ccgmCmtsEnfRuleWkndSecondPeak TimeMin
» ccgmCmtsEnfRulePenaltyEndTimeMin

» ccgmCmtsEnfRuleWkPenaltyPeriod

» ccgmCmtsEnfRuleéWkndPenal tyPeriod

» ccgmCmtsEnfRuleRel TimeM onitorOn

The following objects are used for enforce rule violations:
» ccgmEnfRuleViolatel D
 ccgmEnfRuleViolateMacAddr
» ccgmEnfRuleViolateRuleName
 ccgmEnfRuleViolateByteCount
» ccgmEnfRuleViolatel astDetectTime
 ccgmEnfRuleViolatePenaltyExpTime
« ccgmEnfRuleViolateAvgRate

Cable Modem Interaction with the Subscriber Traffic Management Feature

The Subscriber Traffic Management feature ensuresthat users cannot bypass the QoS restrictions by rebooting
their cable modems or performing other configuration changes. The service provider, however, continuesto
be able to change the modems' profiles and other configuration parameters as desired.

When the Subscriber Traffic Management feature is enabled, the following behavior isin effect:

* The primary service flow counters for downstream and upstream traffic are preserved when the cable
modem reboots. The service provider, however, can reset the counters by changing the QoS profile for
the cable modem using the cable modem qos pr ofile command and resetting the cable modem.

Subscriber Traffic Management .
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* Secondary service flow counters are reset whenever the cable modem reboots. This happens regardless
of the enforce-rule configuration.

* The cable modem retains its current primary downstream and upstream service flows when it reboots.
If the cable modem isin an enforced QoS profile penalty period when it reboots, it continues using the
enforced QoS profile after the reboot. Service providers can manually change the profile by assigning a
new QoS profile using the cable modem gos pr ofile command.

)

Note Changing the QoS profile for a cable modem using the cable modem qos profile command, also changes
the enforce-rule for the cable modem when it reboots. When the cable modem comes back online, it begins
operating under the enforce-rule whose registered QoS profile (see the qos-profile registered command)
matches the new QoS profile the modem is using.

* Service providers can also change the enforce-rule configuration. The following happens when the
provider changes the enforce-rule configuration:

* If the enforce-ruleis disabled (using the no enabled command), all cable modems using that rule’s
registered QoS profile are no longer managed by the Subscriber Traffic Management feature.
Configuring no enabled, deactivates the enforce-rule and moves all the modemsin penalty to its
registered QoS.

« If the registered QoS profile for the ruleis changed (using the qos-profile registered command),
the cable modems that are using the previous registered QoS profile are no longer managed by the
Subscriber Traffic Management feature. Instead, any cable modemsthat use the new registered QoS
profile begin being managed by this rule.

« If the enforced QoS profile for therule is changed (using the qos-pr ofile enforced command), any
cable modems using thisrule that are currently in the penalty period continue using the previously
configured enforced QoS profile. Any cable modems that enter the penalty period after this
configuration change, however, use the new enforced QoS profile.

* Service providers also have the option of making an enforce-rule nonpersistent, so that the enforced QoS
profile does not remain in force when a cable modem reboots. Instead, when the cable modem reboots
and reregisterswith the Cisco CMTS, the CM TS assignsit the QoS profilethat is specifiedinitsDOCSI S
configuration file.

How to Configure the Subscriber Traffic Management Feature
on the Cisco CMTS Routers

This section contains the following:

Creating and Configuring an Enforce-Rule

Every service class name that needs to be monitored will be linked with an enforce-rule. An enforce-rule
defines the monitoring duration, the sample rate, the penalty period, and the registered service class name
that the enforce-rule is linked to and the enforced service class name.

Use the procedure given below to create and configure an enforce-rule. An enforce-rule does not become
active until the enabled command is given.
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Before you begin

* The registered and enforced service (QoS) profiles must be created on the CMTS before creating an
enforce-rule that uses those profiles. If you want to manage a cable modem that currently uses a
modem-created QoS profile, you must first manually create a new QoS profile on the CMTS with the
same QoS parameters as the modem-created profile. Then allow the modem to come online using the
manually created profile before beginning this procedure.

* To display quality of service (QoS) profilesfor aCisco CMTS, use the show cable qos profile
command in privileged EXEC mode.

» To configure a QoS profile, use the cable qos profile command in global configuration mode. To
set aparticular value to its default, or to delete the profile when no specific parameters have been
set, use the no form of this command.

* For monitoring of DOCSIS 1.1 cable modems:

» Only DOCSIS 1.1 modems that register with a service class name are monitored.

* To ensure that the DOCSIS 1.1 service flow counters remain across a reboot of the CM, configure
the cable primary-sflow-qosl1 keep all global configuration command.

* Only primary upstream and downstream service flows are supported.

| A

Restriction » When configuring peak-off peak monitoring, you can define a maximum of two peak durationswithin a
day, and also monitoring of the remaining hours, if you configure the offpeak duration. The monitoring
duration and threshold for first peak, second peak, and offpeak, can be different. However, the monitoring
duration for any peak or offpeak configuration cannot be more than a day.

* The parameters defined by the named service class should aways be acompatibl e subset of the registered
set of parameters for the CM. Only certain options can be changed using a CM TS router service class,
such as the max-rate, priority, or tos-overwrite options. The max-bur st option in both the enforced
and registered CM TS router service classes must strictly match the value for max-bur st in the registered
DOCSIS configuration file. If the service class val ue does not match, either the cable modem registration
will fail with areject-c state, or the enforced class will fail.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password if prompted.
Rout er > enabl e

Step 2 configure terminal Enters the global configuration mode.
Example:
Rout er# configure term nal

Subscriber Traffic Management .
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Command or Action Purpose
Step 3 cable gos enforce-rule name Creates an enforce-rule with the specified name
and entersthe enforce-rule configuration mode.
Example:
Note Each enforce-rule can be created by
Rout er (config)# cable qos enforce-rule giving it aname.
test
Step 4 monitoring-basics{legacy | peak-offpeak} | Definesthekind of monitoring desired and the
{docsis10 | docsis11} type of modems to be monitored.
Example: The default is legacy and DOCSIS 1.0.
Rout er (enf orce-rul e)# noni tori ng-basi cs
peak- of f peak docsisll
Step 5 Perform one of the following: * For DOCSIS 1.0 cable modems:

« If you specified DOCSIS 1.0 cable a. Specifiesthe registered quality of
modemsin Step 4, on page 10, use the service (QoS) profile that should be
following commands: used for this enforce-rule.

a. qos-profileregistered profile-id Note If you want to manage a
cable modem that
b. qos-profile enforced profile-id currently usesa
[no-per sistence] modem-created QoS
- profile, you must first
modems in Step 4, on page 10, use the QoS profileonthe CMTS
service-class { enforced | registered} with the same QoS
name command. parameters as the
Example: modem-created profile.

Then allow the modem to
Rout er (enforce-rul e)# service-cl ass come online using the_
enforced test manually created profile
before using this
command.

b. Specifiesthequality of service (QoS)
profile that should be enforced when
usersviolate their registered QoS
profiles for DOCSIS 1.0 cable
modems.

» For DOCSIS 1.1 (and later) cable
modems, identifies a particular service
class with the specified name for cable
modem monitoring in an enforce-rule.

Step 6 duration minutes avg-r ate rate Specifiesthe time period and samplerate used
sample-interval minutespenalty minutes] | for monitoring subscribers when legacy
{downstream | upstream} [enforce] monitoring is configured (Step 4, on page 10).
Example:
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Command or Action

Purpose

Rout er (enforce-rul e)# duration 10
avg-rate 500 sanple-interval 10 penalty
120 downstream enforce

Step 7

peak-timel { hour | hour:minutes} duration
minutes avg-r ate rate [peak-time2 { hour |
hour:minutes} duration minutes avg-rate
rate][dur ation offpeak-minutes avg-rate
offpeak-rate ] sample-interval
minutes[penalty minutes] { downstream |
upstream}[enforce]

Example:

Rout er (enforce-rul e)# peak-tinel 6
duration 180 avg-rate 2 peak-tinme2 18
duration 180 avg-rate 2 duration 120
avg-rate 3 sanple-interval 10 upstream
enforce

Rout er (enforce-rul e)# peak-tinel 6:30
duration 180 avg-rate 2 peak-tinme2 18: 40
duration 180 avg-rate 2 duration 120
avg-rate 3 sanple-interval 10 penalty
120 upstream enforce

Specifies peak monitoring periods when
peak-offpeak monitoring is configured (Step 4,
on page 10).

Step 8

penalty-period minutes [time-of-day
{ hour |hour:minutes} ] [monitoring-on]

Example:

Rout er (enforce-rul e)# penal ty-period 10

(Optional) Specifies the period for which an
enforced QoS profile should be in effect for

subscribers who violate their registered QoS
profiles.

Step 9

enabled

Example:

Rout er (enforce-rul e)# enabl ed

(Optional) Activates the enforce-rule and
begins subscriber traffic management.

Step 10

end

Example:

Rout er (enforce-rul e)# end

Exits enforce-rule configuration mode and
returns to privileged EXEC mode.

Examples

This section provides command-line interface (CLI) examples, including the help feature for some of the
enforce-rule commands.

Example: Legacy Monitoring Configuration

The following example shows a sample configuration of an enforce-rule for legacy monitoring:

Rout er (config)# cable gos enforce-rule test

Subscriber Traffic Management .
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Rout er (enforce-rul e)# nonitoring-basics ?
| egacy Enabl e | egacy (same average rate for all day) nonitoring
peak- of f peak Enabl e peak- of f peak nonitoring
Rout er (enforce-rul e)# nonitoring-basics | egacy ?
docsi s10 Enforce-rule will map to docsis 1.0 nodens
docsis11 Enforce-rule will map to docsis 1.1 nodens
Rout er (enforce-rul e)# nonitoring-basics | egacy docsisll
Rout er (enforce-rul e)# service-class ?
enforced Enforced service class
regi stered Registered service class
Rout er (enforce-rul e)# service-class registered ?
WORD Regi stered service class nane
Rout er (enforce-rul e)# service-cl ass regi stered BEUS
Rout er (enforce-rul e)# service-class enforced test
Rout er (enforce-rul e)# duration ?
<10-10080> Duration in mnutes
Rout er (enforce-rul e)# duration 10 ?
avg-rate Average rate for the duration in kbits/sec
Rout er (enforce-rul e)# duration 10 avg-rate ?
<1-4294967> average rate in kbits/sec
Rout er (enforce-rul e)# duration 10 avg-rate 2 ?
sanpl e-interval Rate of sanpling in Mnutes
Rout er (enforce-rul e)# duration 10 avg-rate 2 sanple-interval ?
<1-30> Sanpling rate in Mnutes
Rout er (enforce-rul e)# duration 10 avg-rate 2 sanple-interval 10 ?
downstream downstream
upstream upst ream
Router(enforce-rul e)# duration 10 avg-rate 2 sanple-interval 10 upstream ?
enforce enforce the qos-profile automatically
<cr>
Rout er (enforce-rul e)# duration 10 avg-rate 2 sanple-interval 10 upstream enf
Router (enforce-rule)# $ avg-rate 2 sanple-interval 10 upstream enforce
Rout er (enf orce-rul e) # enabl ed
Rout er (enforce-rul e)# end

Example: Peak-offpeak Monitoring Configuration

The following example shows a sample configuration of an enforce-rule for peak-offpeak monitoring:

Rout er (confi g)# cabl e qos enforce-rul e test
Rout er (enforce-rul e)# nonitoring-basi cs peak-of f peak
Rout er (enforce-rul e)# nonitoring-basi cs peak-of f peak docsi s10
Rout er (enforce-rul e)# qos-profile ?
enf or ced Enforced qos profile
registered QoS profile index
Rout er (enforce-rul e)# qos-profile registered ?
<1- 255> Registered QoS profile index
Rout er (enforce-rul e)# qos-profile registered 5
Rout er (enforce-rul e)# qos-profile enforced 4
Rout er (enforce-rul e)# peak-tinmel 6 ?
duration First peak duration
Rout er (enforce-rul e)# peak-tinmel 6 duration ?
<60- 1440> Duration in mnutes
Rout er (enforce-rul e)# peak-tinmel 6 duration 180 ?
avg-rate First peak average rate in kbits/sec
Rout er (enforce-rul e)# peak-tinmel 6 duration 180 avg-rate ?
<1-4294967> Average rate in kbits/sec
Rout er (enforce-rul e)# peak-tinmel 6 duration 180 avg-rate 2 ?
duration O f-peak duration
peak-ti me2 Second peak tinme
sanpl e-interval Rate of sanpling in mnutes

Rout er (enforce-rul e)# peak-tinmel 6 duration 180 avg-rate 2 peak-time2 ?
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<10- 1440>

Start of second peak tinme

Configuring Weekend Monitoring .

Rout er (enforce-rul e)# peak-tinmel 6 duration 180 avg-rate 2 peak-tine2 18 ?

duration

Second peak duration

Rout er (enforce-rule)# $6 duration 180 avg-rate 2 peak-tine2 18 duration ?

<10- 1440>

Duration in m nutes

Rout er (enforce-rul e)# $6 duration 180 avg-rate 2 peak-tine2 18 duration 240 ?

avg-rate

Second peak average rate in kbits/sec

Rout er (enforce-rule)# $ 180 avg-rate 2 peak-tine2 18 duration 240 avg-rate ?

<1-4294967>

Average rate in kbits/sec

Rout er (enforce-rule)# $ 180 avg-rate 2 peak-tine2 18 duration 240 avg-rate 3 ?

duration

sanpl e-i nterval

O f-peak duration
Rate of sanpling in minutes

Rout er (enforce-rule)# $ 180 avg-rate 2 peak-tine2 18 duration 240 avg-rate 3 d
Rout er (enforce-rule)# $-tine2 18 duration 240 avg-rate 3 duration 120 ?

avg-rate

O f-peak average rate in kbits/sec

Rout er (enforce-rul e)# $duration 240 avg-rate 3 duration 120 avg-rate 1 ?

sanpl e-i nterval

Rate of sanpling in mnutes

Rout er (enforce-rul e)# $40 avg-rate 3 duration 120 avg-rate 1 sanple-interval ?

<1-30> Sanpling rate in Mnutes

Rout er (enforce-rul e)# $e 3 duration 120 avg-rate 1 sanple-interval 10 ?

downstream downstream

upst ream

upst ream

Rout er (enforce-rule)# $e 3 duration 120 avg-rate 1 sanple-interval 10 upstream ?

enforce
<cr>

enforce the qos-profile automatically

Rout er (enforce-rul e)# $on 120 avg-rate 1 sanple-interval 10 upstream enforce

Rout er (enf orce-rul e) # enabl ed

Rout er (enforce-rul e)# end

Configuring Weekend Monitoring

This section describes the tasks required to configure weekend monitoring for STM on a Cisco CMTSrouter.

Prerequisites

You must first configure the weekday monitoring parametersfor an enforce-rule before configuring weekend
monitoring. See the Creating and Configuring an Enforce-Rule, on page 8.

Restrictions

 Up to 40 total enforce-rules across both upstream and downstream configurations are supported.
» When using SNM P for weekend monitoring, only SNMP GET and GETMANY operations are supported.

Configuring Different Legacy Monitoring Conditions for Weekends

Use the following procedure if you want to establish different legacy monitoring conditions for subscribers

for either upstream or downstream traffic on weekend days.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode. Enter your
password if prompted.
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Command or Action

Purpose

Rout er > enabl e

Step 2

configure terminal

Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3

cable qos enforce-rule name

Example:

Rout er (config)# cable gos enforce-rule
test

Accesses the enforce-rule with the specified
name and enters enforce-rule configuration
mode.

Step 4

weekend duration minutes avg-r ate rate
sample-interval minutes { downstream |
upstream} [penalty minutes] [enforce]

Example:

Rout er (enforce-rul e)# weekend duration
15 avg-rate 500 sanpl e-interval 10
penalty 120 downstream enforce

Specifies the time period and sample rate used
for monitoring subscribers on weekends.

Step 5

end

Example:

Rout er (enforce-rul e)# end

Exits enforce-rule configuration mode and
returns to privileged EXEC mode.

Configuring Different Peak-Offpeak Monitoring Conditions for Weekends

Use the following procedure if you want to establish different peak and offpeak monitoring conditions for
subscribers for either upstream or downstream traffic on weekend days.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

Rout er# configure terni nal

Enters global configuration mode.

. Subscriber Traffic Management



| Subscriber Traffic Management

Disabling Weekend Monitoring .

Command or Action

Purpose

Step 3

cable qos enforce-rule name

Example:

Rout er (confi g)# cabl e qos enforce-rule
t est

Accesses the enforce-rule with the specified
name and enters enforce-rule configuration
mode.

Step 4

weekend peak-timel{ hour | hour:minutes}
duration minutes avg-rate rate [peak-time2
hour duration minutes avg-rate rate]
[duration offpeak-minutes avg-rate
offpeak-rate] sample-interval minutes[penalty
minutes] { downstream| upstream} [enfor ce]

Example:

Rout er (enf orce-rul e) # weekend peak-tinel
9 duration 180 avg-rate 2 peak-tinme2 16
duration 180 avg-rate 2 duration 120
avg-rate 3 sanple-interval 10 upstream
enforce

Example:

Rout er (enforce-rul e) # weekend peak-tinel
9: 30 duration 180 avg-rate 2 peak-tinme2
16: 58 duration 180 avg-rate 2 duration
120 avg-rate 3 sanple-interval 10
penalty 120 upstream enforce

Specifies peak and offpeak monitoring times
on weekends.

Step 5

end

Example:

Rout er (enforce-rul e)# end

Exits enforce-rule configuration mode and
returns to privileged EXEC mode.

Disabling Weekend Monitoring

Usethe following procedureto turn off the weekend monitoring configuration and monitor on weekdaysonly.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

Rout er# configure term nal

Enters global configuration mode.
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Command or Action Purpose
Step 3 cable gos enforce-rule name Accesses the enforce-rule with the specified
name and enters enforce-rule configuration
Example:
mode.

Rout er (confi g)# cabl e qos enforce-rule
t est

Step 4 weekend off Disables monitoring on weekends.

Example:

Rout er (enforce-rul e)# weekend of f

Step 5 end Exits enforce-rule configuration mode and

Example: returnsto privileged EXEC mode.

Rout er (enforce-rul e)# end

Removing Weekend Monitoring Conditions and Use the Same Monitoring Criteria Every Day

Use the following procedure to remove the specified weekend monitoring conditions and use the same
monitoring criteria all week (including weekends).

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
Example: password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 cable gos enforce-rule name Accesses the enforce-rule with the specified
name and enters enforce-rule configuration
Example:
mode.
Rout er (config)# cable gos enforce-rule
test
Step 4 no weekend Performs monitoring on theweekends using the
same parameters for weekdays and weekends.
Example:
Rout er (enforce-rul e)# no weekend
Step 5 end Exits enforce-rule configuration mode and
returns to privileged EXEC mode.
Example:
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Disabling an Enforce-Rule .

Command or Action

Purpose

Rout er (enforce-rul e)# end

Disabling an Enforce-Rule

Use thefollowing procedure to disable an enforce-rule. The enforce-rule remainsin the CMTS configuration
file, but any subscriber traffic management that uses this enforce-rule ends.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configureterminal

Example:

Rout er# configure term na

Enters global configuration mode.

Step 3

cable qos enforce-rulename

Example:

Rout er (confi g)# cabl e gos enforce-rule
test

Creates an enforce-rule with the specified name
and enters enforce-rule configuration mode.

Step 4

no enabled

Example:

Rout er (enforce-rul e)# no enabl ed

Disables the enforce-rule and ends subscriber
traffic management for users with therule's
registered QoS profile. It movesall modemsin
penalty to its registered QoS.

Step 5

end

Example:

Rout er (enforce-rul e)# end

Exits enforce-rule configuration mode and
returns to privileged EXEC mode.

Removing an Enforce-Rule

Use the following procedure to delete an enforce-rule and remove it from the CMTS configuration file. Any

subscriber traffic management that uses this rule also ends.
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Procedure
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Command or Action

Purpose

Step 1

enable

Example:

Rout er> enabl e

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

configure terminal

Example:

Rout er# configure termn nal

Enters glabal configuration mode.

Step 3

no cable gos enfor ce-r ulename

Example:

Rout er (confi g)# no cabl e qos enforce-rul e
ef-rule

Déletesthe enforce-rule with the specified name
. Thisenforce-rule and its configuration are
removed from the CM TS configuration, and
any subscriber traffic management that usesthis
rule ends.

Step 4

end

Example:

Rout er (config)# end

Exits global configuration mode and returnsto
privileged EXEC mode.

Changing a Cable Modem Service Class

Use the following procedure to change a QoS service class for a particular DOCSIS 1.1 cable modem.

| A

Restriction

» The command is supported only on DOCSIS 1.1 CM primary service flows.

* You can specify the cable modem service-class-name command only after the CM has been online for
at least 200 seconds.

« The parameters defined by the named service class should aways be acompatibl e subset of the registered
set of parameters for the CM. Only certain options can be changed using a CM TS router service class,
such asthe max-rate, priority, or tos-overwrite options. The max-bur st option in both the enforced
and registered CM TS router service classes must strictly match the value for max-bur st in the registered
DOCSIS configuration file. If the service class value does not match, then CM registration will fail with
argject-c state, or the enforced class will fail.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Rout er > enabl e

Enables privileged EXEC mode. Enter your
password if prompted.
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Monitoring the Subscriber Traffic Management Feature on the Cisco CMTS Routers .

Command or Action Purpose

Step 2 cable modem {ip-address | mac-address} Changes a QoS service class for a particular
service-class-name name cable modem.
Example:

Rout er# cabl e nbdem aaaa. bbbb. cccc
servi ce-cl ass-nane test

Step 3 end Exits privileged EXEC mode.

Example:

Rout er# end

Monitoring the Subscriber Traffic Management Feature on the
Cisco CMTS Routers

This section describes the following tasks that can be used to monitor the Subscriber Traffic Management
feature:

Displaying the Currently Defined Enforce-Rules

To display al enforce-rulesthat are currently defined on the Cisco CM TS router, or the definitions for a
particular enforce-rule, use the show cable gos enfor ce-rule command in privileged EXEC mode.

For offpeak monitoring, use the show cable gos enfor ce-r ule command to display the monitoring duration
and average-rate values applicable for that time of day. If no monitoring istaking place, O is displayed.

Thefollowing exampl e shows sample output from the show cable qos enfor ce-rule command for al configured
enforce-rules:

Rout er# show cabl e qos enforce-rul e

Nane Dur Dir byte-cnt Auto rate penalty Reg Enf Ena Persi st
(mn) (kbytes) enf (mn) (mn) QS QS
residenti al 10 us 5 act 1 10080 5 10 Yes Yes
ef -qlld 30 ds 150 act 1 20 11 99 Yes Yes
ef-qllu 30 us 60 act 1 20 11 99 Yes Yes
ef-qg21 720 us 60 act 1 10 21 81 Yes Yes
ef-g21d 300 ds 150 act 1 10 21 81 Yes Yes
ef-q22 720 us 60 act 1 10 22 82 Yes Yes
ef - g22d 300 ds 150 act 1 10 22 82 Yes No
ef -q23 720 us 60 act 1 10 23 83 Yes Yes
ef - q23d 300 ds 150 act 1 10 23 83 Yes Yes
ef-q24 720 us 60 act 1 10 24 84 Yes Yes
ef - q24d 300 ds 150 act 1 10 24 84 Yes Yes
ef -q25 720 us 60 act 1 10 25 85 Yes Yes
ef - q25d 300 ds 150 act 1 10 25 85 Yes Yes
ef -q26 720 us 60 act 1 10 26 86 Yes Yes
ef - q26d 300 ds 150 act 1 10 26 86 Yes Yes
ef - q27 720 us 60 act 1 10 27 87 Yes Yes
ef-q27d 300 ds 150 act 1 10 27 87 Yes Yes
ef -q28 720 us 60 act 1 10 28 88 Yes Yes
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ef - q28d 300 ds 150 act 1 10 28 88 Yes No
ef - g5d 300 ds 150 act 1 10 5 99 Yes Yes
ef - q5u 720 wus 600 act 1 10 5 99 Yes Yes

Thefollowing exampl e shows sample output from the show cable qos enfor ce-r ule command for a particular
enforce-rule named “test”:

Rout er# show cabl e qos enforce-rul e test

Nanme Type Dur Dir Avg-rate Auto rate Reg Enf En Per
(mn) kbits/s enf (mn)
test p-of f 120 us 1 act 10 255 4 Y Y

The following example shows the sample output from the show cable gos enfor ce-r ule ver bose command
for an enforce-rule named “test”:

Rout er# show cabl e qos enforce-rule test verbose

Nane . test

Ver si on : docsisll

Moni toring Type peak- of f peak
Regi st ered REG- DS

Enf or ced ENF- DS

Moni toring Duration 70 (in mnutes)
Sanpl e-rate 10 (in mnutes)
Average-rate 3 kbits/sec

Di rection downst ream

Aut o Enforce Yes

Current Penalty Duration
Default Penalty Duration

Penalty End-tine
Rul e Enabl ed

Per si st ence
Weekend

Penalty OF f

Moni t or Weekend

Monitoring after Rel Tine

First Peak Tine

Dur ati on

First Average-rate
Second Peak Tinme
Dur ati on

Second Average-rate
O f peak Duration

10 (in mnutes)
10 (in mnutes)
23:0 (time of day)
Yes

Yes

No

No

Yes

O f

10: 0

60 (in mnutes)
1 kbits/sec

19: 0

65 (in mnutes)
2 kbits/sec

70 (in mnutes)

O f peak Average-rate : 3 kbits/sec
Aut o Enforce . Yes

Sanmpl e Rate ;10

Penal ty-Period for week-days : O

Weekend First Peak Tine :11:0

Weekend Duration : 75 (in mnutes)
Weekend First Average-rate : 4 kbits/sec
Weekend Second Peak Tinme : 20:0

Weekend Duration : 80 (in mnutes)
Weekend Second Average-rate : 5 kbits/sec
Weekend O f peak Duration : 85 (in mnutes)
Weekend O f peak Average-rate : 6 kbits/sec
Weekend Auto Enforce : Yes

Weekend Sanpl e Rate ;12

Penal ty-Period for week-ends : 0O
rout er#sh cl ock
*17:30:50. 259 UTC Mon Apr 19 2010

The following example shows sample output from the show cable qos enfor ce-rule ver bose command for
aparticular enforce-rule named “test” that has specified peak-off peak weekend monitoring options:

. Subscriber Traffic Management



| Subscriber Traffic Management

Rout er# show cabl e qos enforce-rule test verbose
Nanme

Ver si on

Moni toring Type
Regi st er ed
Enforced :
Moni toring Duration

test

docsi s10

4

Sanpl e-rate
Average-rate :

Direction :

Penalty Tine :
Penalty End-tine :
Rul e Enabl ed :
Per si st ence

Week-
First Peak Tine :
Dur ati on

First Average-rate :

end :

Yes

255

peak- of f peak

1 kbits/sec

upst ream

120 (in mnutes)
10 (in mnutes)

10080 (in mnutes)

Yes

Yes

6

180 (in mnutes)

Second Peak Tine :
240 (in mnutes)

Dur ati on
Second Averate-rate :

O f peak Duration :

O f peak Average-rate

Aut o- enforce

2 kbits/sec
18

active

23 (time of day in hrs)

3 kbits/sec
120 (in mnutes)
1 kbits/sec

Weekend First Peak Tine : 8

Weekend First Duration : 120 (in mnutes)
Weekend First Average-rate : 2 kbits/sec
Weekend Second Peak Tinme : 18

Weekend Second Duration : 180 (in mnutes)
Weekend Second Average-rate : 5 kbits/sec
Weekend O fpeak Duration : 240 (in mnutes)
Weekend O f peak Average-rate : 4 kbits/sec
Weekend Auto-enforce : active

Displaying the Current Subscriber Usage

To display the usage for all subscribers on a cable interface, use the show cable subscriber-usage command
in privileged EXEC mode without any options.

Displaying the Current Subscriber Usage .

To display the usage for just those subscribers who are violating their registered quality of service (QoS)
profiles, use the show cable subscriber-usage over-consume form of the command.

The following example shows sample output from the show cable subscriber-usage command for all users

on the specified cable interface:

Rout er # show cabl e subscri ber-usage cable 6/0/1
Sfid Mac Address Enforce-rul e Total - Kbyte

Name Count
3 0007. 0e03. 110d efrul e-g5 121944817 Janl
4 0007. 0e03. 110d efrul e-g5d 1879076068 Janl
5 0007. 0e03. 1431 efrul e-g5 120052387 Janl
6 0007. 0e03. 1431 efrul e-g5d 1838493626 Janl
7 0007. 0e03. 1445 efrul e-g5 120919427 Janl
8 0007. 0e03. 1445 efrul e-g5d 1865955172 Janl
9 0007. 0e03. 1225 efrul e-g5 120200155 Janl
10 0007. 0e03. 1225 efrul e-g5d 1839681070 Janl
11 0007. 0e03. 0chl efrul e-g5 122941643 Janl
12 0007. 0e03. 0chl efrul e-g5d 1889107176 Janl
13 0007. 0e03. 1435 efrul e-g5 119504795 Janl
14 0007. 0e03. 1435 efrul e-g5d 1835164034 Janl

Last - det ect
tinme
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

44.
35:
44.
34:
44.
35:
44.
34:
43:
35:
44.
34:

Pen
Fl ag
Act
Act
Act
Act
Act
06 Act
18 Act
55 -
58 Act
06 Act
18 Act
55 -

Last - penal ty
tinme
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

08
05
18
55
08
06
18
55
58
06
18
55

Janl
Janl
Janl
Janl
Janl
Janl
Janl
Janl
Janl
Janl
Janl
Janl

54:
45:
54:
44:
54:
45:
54:
44:
53:
45:
54:
44:

08
06
18
55
08
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. Configuration Examples for Subscriber Traffic Management on the Cisco CMTS Routers

By default, the display is sorted by the service flow ID (SFID). To sort the display by the subscriber byte
count, with the largest byte counts listed first, use the sort-byte-count option. The following example shows
sample output for show cable subscriber-usage sort-byte-count form of the command:

Note

The sort-byte-count option was replaced by the sort-avg-rate option.

Rout er # show cabl e subscri ber-usage
sort - byt e-count

Sfid Mac Address Enforce-rul e Total -Kbyte Last-detect Last - penal ty Pen
Name Count tinme tinme Fl ag

7 0007. 0e03. 2cad testl 65157114  Feb24 11:36:34 Mar3 11:36:34 Act

9 0007. 0e03. 2c45 testl 16381014 -

5 0007. 0e03. 2c25 testl 13440960 -

Configuration Examples for Subscriber Traffic Management on
the Cisco CMTS Routers

This section lists sample configurations for the Subscriber Traffic Management feature on aCM TS router:

Example: DOCSIS Configuration File and STM Service Classes

\}

Thefollowing example shows asample DOCSI S configuration file along with sampl e registered and enforced
QoS service classesthat you could define on aCisco CM TS router to perform subscriber traffic management.

DOCSIS Configuration File Options

Thisis an example of avery basic set of options that you can configure for a cable modem in your DOCSIS
configuration file that supports a successful configuration of new QoS service class options on the Cisco
CMTS router.

Note

There are certain QoS parameters that cannot be changed from the registered QoS parameter set and a new
service class. For example, the max-bur st value must match the originally registered in the DOCSIS
configuration file, and the registered and enforced QoS service classes on the Cisco CMTS router. If the
max-bur st value differs from the registered CM TS service class and the DOCSIS configuration file, the CM
might go into reject-c state, or the enforced class could fail.

The following example shows the configuration of two service classes named “BE-STM-US-1" and
“BE-STM-DS-1" inaDOCSI S configuration fileto define abasic set of upstream and downstream parameters:

03 (Net Access Control) = Yes

17 (Baseline Privacy Bl ock)

S01 (Authorize Wait Timeout) = 10

18 (Maxi mum Nunber of CPE) = 10

24 (Upstream Service Fl ow Bl ock)

S01 (Fl ow Reference) =1

S04 (Service Class Nanme) = BE-STM US-1
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Example: DOCSIS Configuration File and STM Service Classes .

S06 (QoS Paraneter Set Type) = 7

25 (Downstream Servi ce Fl ow Bl ock)

S01 (Flow Reference) = 2

S04 (Service Class Nane) = BE-STM DS-1

S06 (QoS Paraneter Set Type) = 7

29 (Privacy Enable) = Yes

The follow ng exanpl e shows sanpl e cabl e service class

commands on the Cisco CMIS router for configuration of subscriber traffic managenent that
correspond to the service class nanmes in the DOCSI S configuration file of “BE-STM US-1" and
“BE-STM DS-1."” These service classes correspond to the regi stered service classes configured
by the service-class registered

command for the QoS enforce-rules shown later in this exanple:

cabl e service class name BE- STM US-1

cabl e service class upst ream

cabl e service class max-rate 2000000

cabl e service class max- burst 3044

cabl e service class max- concat - bur st 8000

cabl e service class name BE- STM DS- 1

cabl e service class downst r eam

cabl e service class max-rate 30000000

cabl e service class max- concat - bur st 8000

WWWWNNNDNDN

For the cable modem to achieve maximum US thoroughput, provide a large value to the max-concat-burst
keyword in the cable service class command.

Thefollowing example shows sample cable ser vice class commands on the Cisco CM TSrouter that configure
new QoS parametersfor identified subscribersto limit bandwidth using the max-r ate parameter. These service
classes correspond to the enforced service classes configured by the ser vice-class enfor ced command for the
QoS enforce rules shown later in this example:

cabl e service class 102 nanme BEUS-1

cabl e service class 102 upstream

cabl e service class 102 max-rate 48888

cabl e service class 102 max-burst 3044

cabl e service class 102 max-concat - burst 8000
cabl e service class 103 name BEDS-1

cabl e service class 103 downstream

cabl e service class 103 nmax-rate 988888

cabl e service class 103 max-concat - burst 8000

Thefollowing exampl e shows configuration of the corresponding enforce-rulesfor upstream and downstream
monitoring, which identifies the registered and enforced service classes:

cable gqos enforce-rule US-1
nmoni t ori ng- basi cs | egacy docsisll
penal ty-period 10
servi ce-class regi stered BE- STM US-1
servi ce-class enforced BEUS-1
duration 10 avg-rate 1 sanple-interval 10 up enf
enabl ed
|
cable qos enforce-rule DS-1
nmoni t ori ng- basi cs | egacy docsisll
penal ty-period 10
servi ce-class regi stered BE- STM DS-1
servi ce-cl ass enforced BEDS-1
duration 10 avg-rate 1 sanple-interval 10 do enf
enabl ed
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Example: Downstream Configuration

The following example shows atypical enforce-rule configuration for traffic in the downstream direction:

|
cabl e qos enforce-rul e downstreamrul e
nmoni t ori ng-basi cs | egacy docsisll
penal ty-period 10
servi ce-class regi stered cl assb
servi ce-class enforced cl ass99
duration 30 avg-rate 1 sanple-interval 10 downstream enforce
enabl ed

Example: Upstream Configuration

The following example shows atypical enforce-rule configuration for traffic in the upstream direction:

!
cabl e gqos enforce-rul e upstreamrule

nmoni t ori ng- basi cs | egacy docsisll

penal ty-period 10

servi ce-class regi stered cl assb

servi ce-cl ass enforced cl ass99

duration 30 avg-rate 1 sanple-interval 10 upstream enforce

enabl ed

Example: Downstream and Upstream Configuration

The following example shows atypical enforce-rule configuration for traffic in both the downstream and
upstream directions. Two separate rules are created, using theidentical configuration, except for the keywords
upstream and downstream in the duration command.

\}

Note The enforce rulesfor the upstream and downstream directions can use either an identical configuration, or
they can use their own individual configurations.

|
cabl e gqos enforce-rul e upstreamrul e
noni tori ng- basi cs | egacy docsi sll
penal ty-period 10
servi ce-cl ass regi stered cl ass5
service-class enforced class99
duration 30 avg-rate 5 sanple-interval 10 upstream enforce
enabl ed
cabl e gqos enforce-rule downstreamrul e
noni tori ng- basi cs | egacy docsisll
penal ty-period 10
servi ce-cl ass regi stered cl ass5
service-class enforced cl ass99
duration 30 avg-rate 5 sanple-interval 10 downstream enforce
enabl ed

Thefollowing example shows an enforce-rule configuration for traffic in upstream direction. A unique penalty
duration is configured for upstream, with monitoring turned on after the penalty release time.
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Example: Weekend Monitoring Configuration .

Note

For upstream direction, a unique penalty duration (120 minutes) is configured, which takes precedence over
the duration configured using the penalty-period command (60 minutes). A fresh monitoring starts after the
penalty release time (23:00), when all the traffic counters are reset to 0.

|
cabl e gqos enforce-rul e upstreamrul e

nmoni t ori ng- basi cs peak- of f peak docsi s10

penal ty-period 60 time-of-day 23:00 nonitoring-on

qos-profile registered 6

qos-profile enforced 100

peak-timel 10: 30 duration 120 avg-rate 10 peak-tine2 22:10 duration 60 avg-rate 10
sanpl e-interval 10 penalty 120 upstream enforce
enabl ed

Example: Weekend Monitoring Configuration

Additional

The following example shows a sample configuration of peak-offpeak weekend monitoring for DOCSIS 1.0
cable modems:

cabl e gos enforce-rule nonitoring

nmoni t ori ng- basi cs peak- of f peak docsi s10

penal ty-period 60

qos-profile registered 6

qos-profile enforced 100

peak-timel 10 duration 120 avg-rate 10 peak-tinme2 23 duration 60 avg-rate 10
sanpl e-interval 10 upstream enforce

weekend peak-timel 8 duration 60 avg-rate 100 peak-tine2 20 duration 60 avg-rate 10000
duration 90 avg-rate 20000 sanple-interval 20 downstream enforce

enabl ed

References

For additional information related to the Subscriber Traffic Management feature, refer to the following
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troubleshooting and resolving technical issues with
Cisco products and technol ogies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newdletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
reguires a Cisco.com user ID and password.

http://www.ci sco.com/cisco/web/support/index.html
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http://www.ietf.org/rfc/rfc2233.txt
http://www.ietf.org/rfc/rfc2665.txt
http://www.ietf.org/rfc/rfc2665.txt
http://www.ietf.org/rfc/rfc2669.txt
http://www.ietf.org/rfc/rfc2669.txt
http://www.cisco.com/cisco/web/support/index.html
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Use Cisco Feature Navigator to find information about the platform support and software image support.

Cisco Feature Navigator enablesyou to determine which software images support a specific software release,
feature set, or platform. To access Cisco Feature Navigator, go to the www.cisco.com/go/cfn link. An account
on the Cisco.com pageis not required.

Note

The following table lists the software release in which a given feature isintroduced. Unless noted otherwise,
subsequent releases of that software release train also support that feature.

Table 2: Feature Information for Subscriber Traffic Management

Feature Name

Releases

Feature Information

Subscriber traffic
management

Cisco 10S XE Everest
16.6.1

This feature was integrated into Cisco |OS XE
Everest 16.6.1 on Cisco cBR Series Converged
Broadband Routers.

Subscriber Traffic Management .
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