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Smart Licensing and HyperFlex

Overview

Cisco Smart Software Licensing (Smart Licensing) is an intelligent software license management system that
automates time-consuming, manual licensing tasks, such as procuring, deploying, and managing licenses
across your entire organization. It provides visibility into your license ownership and consumption so you
know what you own and how you are using it.

Smart Licensing introduces company-wide license pooling. Server-based licenses, or smart licenses, are not
node-locked to devices so they can be used on any compatible device owned by your company. Using virtual
accounts to organize licenses and product instances for your company into logical entities, for example, by

business unit, product type, or IT group, makes it easy to transfer devices and licenses across virtual accounts.

The Smart Licensing feature integrates with Cisco HyperFlex and is automatically enabled as soon as you
create an HX storage cluster. For your HX storage cluster to start reporting license consumption, you must
register it with Cisco Smart Software Manager (SSM) through your Cisco Smart Account. A Smart Account
is a cloud-based repository that provides full visibility and access control to Cisco software licenses and
product instances across your company. Registration is valid for one year.

Registration enables HyperFlex to be identified to a Smart Account and allows license usage to be reported
to Cisco Smart Software Manager or Smart Software Manager satellite. After registration, HyperFlex reports
license usage to Cisco Smart Software Manager or Smart Software Manager satellite with the current license
status. See the following License Status section for details.

)

Note  You will need to open ports 80 and 443 to tools.cisco.com for all HyperFlex management IPs in order
for this to work.
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. Smart Licensing and HyperFlex

After you register your HX storage cluster, communication messages are signed by a certificate used to identify
HyperFlex to Cisco Smart Software Manager or Smart Software Manager satellite. HyperFlex automatically
sends the following requests:

* A renew registration request every six months. In case the automatic registration renewal does not occur,
use the stcli license renew id command to manually renew.

* A renew authorization request every 30 days is required by Smart Licensing. In case the automatic
authorization renewal does not occur, use the stcli license renew auth command to manually renew.
You need to manually renew Smart Licensing authorization only if connectivity is not available when
renewal is attempted or your renewal time is outside of your connectivity window.

* A renew authorization request is also sent to Cisco Smart Software Manager or Smart Software Manager
satellite whenever license consumption changes. This authorization is valid for 90 days. If HyperFlex
doesn't contact Cisco Smart Software Manager or Smart Software Manager satellite for 90 days to renew
its authorization, licenses consumed by HyperFlex are reclaimed and put back in the pool.

License Status

Registration Status | Description Verify Status System Functionality

Evaluation Mode To verify the status or
check the remaining
time left in the

evaluation period, run

No impact on features or
functionality.

Smart Licensing is enabled
but your HX storage cluster is
not registered to Cisco Smart
Software Manager or Smart
Software Manager satellite
and in a 90-day evaluation
period.

#stcli license
show all

Result:

Mode = Eval &
Remaining

period (Number of
Days:Hours:Minutes)

Evaluation Expired

Smart Licensing is enabled
but your HX storage cluster is
not registered to Cisco Smart
Software Manager or Smart
Software Manager satellite.
Your license is in the Initial
Unidentified state and not
considered out of compliance.

To verify the status,
run #stcli license
show all

Result:

Mode =
Expired

Evaluation

No impact on features or
functionality.

* Generates syslog
message.

« Generates an Evaluation
Expired alarm in the HX
Connect Ul.

In Compliance

Smart Licensing is enabled
and your HX storage cluster
is registered to Cisco Smart
Software Manager or Smart
Software Manager satellite.
You are consuming less
licenses than you own.
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Registration Status

Description

Verify Status

System Functionality

HyperFlex Release
5.0(2a) and laterOut
of Compliance

See the License Compliance
and Feature Functionality , on
page 4section for the impact
to features and functionality.

HyperFlex Release
5.0(1b) and
earlierOut of
Compliance

You are consuming more
licenses than you own.

Cisco will never
interfere with or
shutdown a
customer
network when a
device is out of
compliance.

Important

* Out of Compliance at
Initial Registration
state—Smart Licensing
is enabled and your HX
storage cluster is
registered to Cisco Smart
Software Manager or
Smart Software Manager
Satellite but after initial
registration you do not
have enough licenses.

Out of Compliance
after Initial stateor
after being
in-compliancefor some
period— Smart
Licensing is enabled and
your HX storage cluster
is registered to Cisco
Smart Software Manager
or Smart Software
Manager Satellite but
you no longer have
enough licenses.

To verify the status,
run #stcli license
show all.

Result:

Mode = Out of
Compliance

No impact on features or
functionality.

* Generates syslog
message.

* Generates an Out of
Compliance alarm in the
HX Connect Ul at cluster
level.

The Out of
Compliance state
breaches the
intellectual
property EULA
and the license
must be
purchased/renewed
in order to
continue receivin
support.

Note

=i

O
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Registration Status

Description

Verify Status

System Functionality

Authorization
Expired

Smart Licensing is enabled
and your HX storage cluster
is registered to Cisco Smart
Software Manager or Smart
Software Manager satellite but
has not communicated to
Cisco Smart Software
Manager or Smart Software
Manager satellite for more
than 90 days.

To verify the status,
run #stcli license

show status.

Result:
Mode =
Authorization
Expired

No impact on features or
functionality.

 Generates syslog
message.

* No event or alarm on HX
Connect.

» Cisco Smart Software
Manager portal displays
flags and notifications.

Export Control Flag

Smart Licensing is enabled

Behavior is mostly controlled

is registered to Cisco Smart
Software Manager or Smart
Software Manager satellite but
your ID certificate has not
renewed for more than six
months. Your license is in the
Subsequent Unidentified state
and is considered out of
compliance.

#stcli license
show status
Result:

Mode: ID
Certificate Expired

To clear all conditions
and return to In
Compliance status,
run the following
command:

#stcli license
renew
<auth>/<id>

Set to " Not and your HX storage cluster by the Cisco Smart Software
Allowed" is registered to Cisco Smart Manager server.
Software Manager or Sman Note This status is
Software Manager satellite but .
cannot register to use Export applicable only
if the HX
Control.
storage cluster
contains
restricted
functionality.
ID Certificate Smart Licensing is enabled | To verify the status, * Generates syslog
Expired and your HX storage cluster |run message.

» No event or alarm on HX
Connect.

* Cisco Smart Software
Manager portal displays
flags and notifications.

License Compliance and Feature Functionality

Beginning with Cisco HXDP Release 5.0(2a), full feature functionality and configuration changes require a
valid Cisco HyperFlex Software License. HX Connect users with expired or insufficient licenses at the end
of the evaluation or the grace period after the license compliance date, view a prominent countdown banner
that alerts the user to the license compliance need and provides a link to the license renewal page until the

license expiration is remedied.
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In the event a license passes both the license expiration date and the grace period countdown, the current
configurations will operate as expected with limited information. Renewing the license allows a user to resume
full feature functionality, and make configuration changes. For details and examples of the banners, see the
License Compliance and Feature Functionality section of the Cisco HyperFlex Systems Ordering and Licensing
Guide.

To review the Cisco End User Agreement (Cisco EULA), see https://www.cisco.com/c/en/us/about/legal/
cloud-and-software/end_user license agreement.html

License Management for Connected Environments

To manage your licenses for connected environments, proceed as follows:

Registering a Cluster with Smart Licensing

Smart Licensing automatically integrates with your HX storage cluster and is enabled by default. You need
not install Smart Licensing. Your HX storage cluster is unregistered with Smart Licensing and in a 90-day
EVAL MODE. Within the 90 days, you need to register your HX storage cluster to use full functionality.

"
Y

[-_.&

Attention  Before registering the HyperFlex cluster with Smart Software Manager satellite, ensure that proxy is not
configured. If proxy is configured, remove proxy before registering the cluster with Smart Software Manager
satellite.

Before you begin

* Smart Licensing was introduced in Cisco HX Release 2.5. It is recommended that you confirm your
cluster is running a HX 4.0 release and later.

* Before you can begin using Smart Licensing, you need to have a Cisco Smart Account. You can create
(or select) a Smart Account while placing an order, or create a Smart Account outside of placing an order
and add new or existing licenses over time.

To create a Smart Account, see Cisco Software Central > Request a Smart Account
(https://webapps.cisco.com/software/company/smartaccounts/home?route=module/accountcreation).

You can register the HX storage cluster with Cisco Smart Software Manager (SSM) in one of the following
ways:
Registering a Cluster with Smart Software Licensing through HX Connect

Cisco recommends registration of cluster with Smart Software Licensing through HX Connect.

Before you begin

* You must have a product instance registration token. If you do not have a token, you can create a token
in Cisco Smart Software manager. For more information on how to create a product instance registration
token, see Creating a Registration Token, on page 7.
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. Registering a Cluster with Smart Software Licensing through HX Connect

Step 1 Log into HX Connect.

Step 2 In the Dashboar d page, click Cluster License not registered.
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Alternatively, you can do the registration by clicking the Register Now link in the System I nfor mation page.

Step 3 In the Smart SoftwareLicensing Product Registration dialog box, enter the registration token in the Product | nstance
Registration Token field.

nart Software Licensing Product Registration

i youl da not have a Product Instance Registration Token, you Can generate a new token within the specific

wirtudl Seeaunt in the CHco S

Wt Solftaane BARAS AT

Product Instance Regestration Token

For more information on how to create a product instance registration token, see Creating a Registration Token, on page

7.
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Step 4 Click Register.
On successful registration, the license type and license status appears in the System I nformation page.
* License Type—Displays Evaluation, Edge, or Data Centre as the HX storage cluster license type.
« License Status—Displays one of the following as the HX storage cluster license status:
* In compliance

* License expires in <n> days. Cluster not registered - Register Now. (This status appears only for Evaluation
type license)

* License expired. Cluster not registered - Register Now. (This status appears only for Evaluation type license)
* Out of compliance - Insufficient license

* Authentication expired—This status appears when HX is unable to communicate with Cisco Smart Software
Manager or Smart Software Manager satellite for more than 90 days.

Creating a Registration Token

Registration Token is used to register and consume a product for smart licensing. You must create a token to
register the product and add the product instance to a specified virtual account.

Step 1 Log into the software manager depending on which release you are using.
Option Description
Cisco Smart Software Manager Navigate to Cisco Software Central (https://software.cisco.com/) and log in to

your Smart Account. In the License pane, click Smart Software Licensing.
Click Inventory.

Smart Software Manager satellite Navigatetohttps://<IP address of the satellite>:8443,and
log in to the satellite using admin credentials.

Step 2 From the virtual account where you want to register your HX storage cluster, click General, and then click New Token.
Step 3 In the Create Registration Token dialog box, do the following, and then click Create Token:

* Add a short Description for the token.

* Enter the number of days you want the token to be active and available to use on other products. Maximum = 365
days

* Check Allow export-controlled functionality on the products registered with this token.

Step 4 From the New I D Token row, click the Actions drop-down list, and click Copy.

Registering a Cluster with Smart Software Licensing through a Controller VM

This section covers the alternate method for registering a cluster with Smart Software Licensing.
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. Deregistering a Cluster from Smart Licensing

Step 1
Step 2

Step 3

Step 4

Log into a controller VM.
Confirm that your HX storage cluster is in Smart Licensing mode.

# stcli license show status

Feedback should show Smart LicensingisENABLED, Status: UNREGISTERED, and the amount of time left during
the 90-day evaluation period (in days, hours, minutes, and seconds). The Smart Licensing evaluation period starts when
the HX storage cluster begins using the licensing feature and is not renewable. When the evaluation period expires, the
Smart Agent sends a notification.

Register your HX storage cluster, where idtoken-string is the New | D Token from Cisco Smart Software Manager or
Smart Software Manager satellite.

# stcli license register --idtoken idtoken-string

Confirm that your HX storage cluster is registered.

# stcli license show summary

Alternatively, you can confirm that your HX storage cluster is registered in Cisco Smart Software M anager > | nventory >
Product I nstances.

Example:

root@SpringpathController80IWIHJOKW: ~# stcli license show summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Corp X HyperFlex License
Virtual Account: west-region
Last Renewal Attempt: None
Next Renewal Attempt: Aug 1 17:47:06 2017 PDT

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Mar 4 16:47:11 2017 PST

License Usage:
License Entitlement Tag
Count Status

Cisco Vendor String XYZ
regid.2016-11.com.cisco.HX-SP-DP-5001,1.0 1c06cal2-18f2-47bd-bcea-518abl£fd4520 3 InCompliance

Deregistering a Cluster from Smart Licensing

You deregister an HX storage cluster when you want to release the licenses back into the pool to be used by
another HX storage cluster or to remove Cisco Smart Software Manager registration; for example, if you want
to decommission a cluster. After the HX storage cluster is deregistered, HyperFlex runs in evaluation mode,
if any evaluation period remains. If not, HyperFlex is in evaluation expired status. Deregistering a cluster that
is in an expired evaluation state, does not impact the cluster production data.
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The Smart Agent contacts the licensing cloud and unregisters itself. All Smart Licensing entitlements and
certificates on the platform are removed. All certificates and registration information on the trusted store are
removed. The Smart Agent can unregister even if it is unable to communicate with Cisco to deregister. If you
need to use Smart Licensing again, reregister your HX storage cluster. See Registering a Cluster with Smart
Software Licensing through a Controller VM, on page 7.

Before you begin

* Verify that your HX storage cluster is registered with Smart Licensing using the following command:

# stcli license show status

Step 1 Log into a controller VM.
Step 2 Deregister your HX storage cluster from Smart Licensing.

# stcli license deregister

Step 3 Confirm that your HX storage cluster is deregistered.

# stcli license show summary

Renewing Smart Licensing Authorization

Before you begin

» Verify that your HX storage cluster is registered with Smart Licensing using the following command:

# stcli license show status

Step 1 Log into a controller VM.
Step 2 Renew the Smart Licensing authorization using the following commands:
# stcli license renew id

# stcli license renew auth

Step 3 Confirm that the HX storage cluster is renewed and authorized.

# stcli license show summary

License Management for Disconnected Environments

To manage your license for disconnected environments, proceed as follows:

Configure Licensing with HyperFlex Data Platform .
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. Smart Licensing and Smart Software Manager Satellite

Smart Licensing and Smart Software Manager Satellite

If you would prefer not to, or are not permitted to manage your installed base using an Internet connection,
you can install Smart Software Manager Satellite on-premises to manage your licenses locally using a subset
of Cisco Smart Software Manager. Download Smart Software Manager satellite.

To configure Smart Software Manager satellite for HyperFlex, from the HX Data Platform CLI, run the
following command:

stcli services sch set --portal-url
http://<satellite-host>/Transportgateway/services/DeviceRequestHandler --email
<user-email-address>

After Smart Software Manager satellite registers with Cisco Smart Software Manager and is fully functional,
it needs to synchronize with Cisco Smart Software Manager every 30 days. There are two options for syncing:

N

* On-demand or scheduled synchronization when your network is connected.

* Manual synchronization by downloading and then uploading the license file.

Note

)

Once the HX cluster is configured with a Smart Satellite server, the token can no longer be generated from
the Smart Licensing registration from the Smart portal, as it needs to be generated from the Smart Satellite
Server UL

Note

Smart Software Manager Satellite on-premises is not supported with Hyper-V.

Specific License Reservation and HyperFlex

Cisco Specific License Reservation (SLR) is a new software license management system that allows customers
to use their devices in a disconnected mode, specifically for environments without external network connectivity
(air-gapped). SLR also provides the following additional benefits:

» Automates time-consuming licensing tasks
* Allows tracking of the status of license and software usage trends

+ Simplifies core purchasing, management, and reporting functions

SLR allows customers to reserve licenses from their virtual account, tie them to a devices UDI, and then use
their device with these licenses in a disconnected mode. It also allows customers to operate normally without
ongoing communication with either the Cisco Smart Software Manager (CSSM) or a Smart Software Satellite
(on-site collector).

HyperFlex SLR enabled PIDs
Only the following HyperFlex PIDs are eligible for use under the SLR mode:
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Table 1: Cisco HyperFlex Data Platform (HXDP) Software SKUs for Disconnected and Air-gapped Deployments

HXDP SKU Description

Specific License Registration

HXDP-S-SLR Cisco HyperFlex Data Platform Standard Edition
Specific License Registration Subscription

HXDP-P-SLR Cisco HyperFlex Data Platform Enterprise Edition
Specific License Registration Subscription

HXDP-E-SLR Cisco HyperFlex Data Platform Edge Edition Specific
License Registration Subscription

Installing Specific License Reservation (SLR) Licenses

Step 1

This procedure explains how to install an SLR license, return an SLR license (for re-use by CSSM), or cancel
an SLR license request.

The SLR installation process is very similar to the regular Smart License installation process. Since there is
no communication between the cluster and the Smart account, a manual process must be used to carry out the
same conversation that previously existed with the HTTP connection.

These conversations start from the Cisco hardware cluster where request codes are generated. The request
code includes some basic cluster identification information. The request then gets carried to the Smart account
in the Cisco portal to request an authorization code based on the request code. Once Cisco gets the authorization
code, which includes both license identification and entitlement information, the authorization code is carried
back to the cluster and installation can begin. Once the installation is complete, the license is fully activated
on the cluster.

The enable/disable command is for getting to reservation mode. This is the default mode in the current
registration feature. You have to specifically enable reservation mode to configure all of the reservations
inside of the command. If you already have a license registered with CSSM, you should unregister it so that
it can be recycled. Once you get the authorization code back from CSSM, you can use the reservation
install command to install the reservation code. At some point, if you want to destroy the cluster or just
return the license back to CSSM so that it can be re-used, you can use the reservation return command to
generate a return code that can be deposited back.

The following steps describe how to install, return and cancel your SLR license.

Enter the command stcli license reservation enable on the HX node to enable the reservation mode.
Entering this command switches the configuration mode into reservation mode. No license status is changed.

On the left side of the following screen, you can view the status for a typical cluster with a regular registration. In
reservation mode, you can see the difference in that status. For a typical device, if you look at the reservation status, it
shows as registered. The license authorization status will be authorized. If you have an individual license, it will tell you
which license is in compliance.

On the right side, you can see the system is in the unregistered state and using the evaluation license.
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. Installing Specific License Reservation (SLR) Licenses

Step 2

Step 3
Step 4

restipringeathlontroller0VETNGHED (= sneld license show all

Smart Licensing Statws * Login to COntrO| VM COI"ISO'E

- stcli license reservation enable

Slﬂ 3 F(G[ST[‘E[D

COUNT ¢ ToRUCTIoN TEST
\.uwa. Account: MIDS-Lic-Production: Tut
Export-Controlled Functionality: Allowe
Initisk Regintraticn: SUCCEEDED on Jun !- 15049041 MUT POT
Last Renewal Attespt: SUCCEEDED en Jus 14 15:49:41 WUT POT
Hext Fenewal Attespi: Dec 11 14:49:41 2017 PST
Registration Expires: Jun 14 15:43:40 2018 POT

Li earh

L 4 bi1a 44 Liadl 4 15:49:48 2017 POT
Hext Comsunicatits Atts 15:49:42 2017 POT
Conmunication Desdiine: Sep 12 15:83:48 JOQV POT

Evaluaticn Pariod:
Evalupticn Mode: Not In Use
Evalustion Peried Resatning: &9 days, 12 hr, 40 mdm, 5 sec

#6 Asthoriratica Statud:; AUTHORIZED &i of Jun 14 15:49;48 2017 POT

Cisco SP HyperFlex MX Data Platfors SW v2.@ (regld.d0l6. El.(M.(!!Cb.HllSPlDP:Sﬂﬂl,l.ﬁ_]C% .
Description: Cisco SP HyperFlex KX Data Platforn SW wi.
Count: 3

i
5tates: Intemplionce ]

?loduc .AFem.\um

WI 910 h'!‘ﬂ( BB, S L E0SRE IR LISSETRNIE, VID: SR10ITITLTIGAIIMOLG
a.g.n Verafen

S’Mrl l}c-'t h‘.r Ll.(dﬂ-! ﬂg 1.3.%

Enter the command stcli license reservation request to make a reservation request.

The license request code is shown in the blue box in the following screen.

status
sing is EMABLED

eservation is ENABLED

IN PROGRESS
tion pru starte Thu Aug 30 15:04
ort-Controlled Functionality: Not Allowed

License Authorization:

Status: Evaluation Mode (84 days, 16 hr, 54 min, 14 sec remaining)

utility:
Status: DISABLED

reservation

Once you start a reservation request, you can see that the registration status is RESERVATION IN PROGRESS (as shown in
the red box). Once you have the Request Code, you can go to CSSM to convert it into an authorization code.

Log into CSSM (located at https;//software.cisco.com).
In the License section, click on the Smart Software Licensing link.
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This takes you to the Smart Software Licensing page.

Step 5 Under the Licenses tab, click License Reservation.

Installing Specific License Reservation (SLR) Licenses .
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Complete the four-step SLR process to Enter your Request Code, Select Licenses, Review and confirm the Authorization
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. Installing Specific License Reservation (SLR) Licenses

a. Enter the Request Code — Enter the Reservation Request Code that was just generated on the

@ Secure | httpsy//softwarecisco.com/s SmartLicensing-Inventory

Smart License Reservation

- - ~
| § /‘) TEF ] STEP [
ad ‘

Enter Request Code

p—

Yol can resong liconsas for product instances that cannoel connect 10 the Intemat for security reasons,
You will begin by generating a Reservation Request Code from the product instancs,
To learn how bo generata this code, see the configuration guida for the product being licensed,

Onca you have generated the ooda:

1) Enter thi Reservation Request Code balow

2) Select the licanses 1o bo reserved

3) Genarate & Reservation Authorization Code

4) Entar thir Reservation Authorzation Code on the product inslancd 1o 26tvabd the fodlures

= Reservation Request Code:

[ [CB.PH}t 10C-HHSX 51743837 435080504050 VT 22-‘!7121‘-635\35544=ENHU§!-‘-NT-D4|J

Goen

To leam how 10 enter this code. sea the confiouration cuida for the croduct beina licensed

dgl

b. Select Licenses— This screen tells you what the license is for and provides Product Instance Details such as the
Product Type, UDI PID, UDI Serial Number and UDI VID. Verify the information provided, then select the checkbox
to Reserve a specific license.
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# htipsy//software.cisco.com/software/csws/ws/platform/home#SmartLicensing-Inventory

Smart License Reservation

— oY)

Enter Réeguest Code Select Licenses

Product Instance Details

Product Type: UCSHX

uDi Pib: HE240C-M55X

UDI Serial Mumber: S T4E0T5IIT0517264

LDiviD:

5119877 367T947641800

Licenses to Reserve

[ ® Reserve a specific icense I

License Description

Cisco SP HyperFlex HX Data Platform ...  Cisco 5P HyperFlex HX Data Platform ...

Im order to continue, ansure that you have a surplus of the licenses you want to reserve in the Virtual Account

Reserve a HyperFlex Data Platform Standard Edition - Permanent License Reservation Only universal license

Expires Available = Quantity To Reserve

mulliple lerms

For the Specific License Reservation you have selected, enter the Quantity to Reserve.

l

Smart License Reser HyperFlex Data Platform Specific License Reservation

STEP ‘I v Stan Date Explres Sub ID Avallable  Cuantity To Resane
Enser Requedt Code
20
In o - ! o 2018-Mas-11 2019-Sep-07T

) Reserve a HyperFlex Dail

) Ressive i SpEciic lioensa

If you dont specify quantites, the Boenses with the longes! ime remaining befone expiration will be selected by default

Lictnse
Showw datail

e |

HyperFlex Data Platiorm E

]

o[
—

Clsco 5P HyperFiex HX Data Platform SWv2.0 Clsco P HypeaFlex HX Data Platform SW v2.0 miitiple berms. 44
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¢. Review and Confirm — Review and confirm the product instance details and license to reserve, then click the
Generate Authorization Code button at the bottom of the screen.

Smart License Reservation

w / o = f

wd

Erver Regary: Cose Seiee Lt Ravvbrw and confirm

Preduct instance Detalls

Preodiuct Type: UCSHX

B Pl Vidwane st
LD Sgrind Bl S TR0 ITER020
LT EAILNATII0A31ITY

Licenses to Reserve

Lanig Derbeription Exprcs Quanzy To Riderv

HyperFlex Data Platirm Specific License Resenalion HyperFlex Data Plalform Specific Livense Resermation multiple lerms. 3

| e ()

d. Authorization Code— View the authorization code, which you can use on the device side, then click the Download
as File button at the bottom of the screen.

el Smartlicensang -Imentony .

@ https/software cisco.com/soft

Smart License Reservation

-

y o D >3 v 4

Enier Request Code Sadect Licenses Rurvirw and confm Authorization Code

The Feseration Authorization Coda below has been generated for this produst instancs.
Enter thas codie into tho Smant Licenging seltings I0e the product, 1o anabio the Boorded Teatunes.

v

Product Instance Details

Product Type: UCSHX

uD| PD: WiwaceVirtualPiatiorm
UDI Seripl Numbor: S1P0ITR054 13768000
UDI D B2002403T 1033274

Authorization Code:

AP PLR L U A Oe AR AT <y orahon= i o <pidTEea00a 133 240 20 SE00-00 0551 G02403 Lol <tme Iampc 1552 34024 17 1BLUmeSlang> Centitements
gntitiement> <tagereghd 201903, com cisco HXDP-SLR, 1,0_Sc20i4 T acbl-do 2d.a2cfbece T TEBe 20<Mag> coount>3<'oount> <startDates 201 -blar 11 UTC<stanDate> sendDate> 201 8-5ep-
OF UTC<lensdlate> <Bcense Type>TERM-<Scense Typo > <displaNome>HyporF lox Datn Platkom Specific License Reseration<idisployiames stagDescription>HyperFlex Data Platiorm Specific
Liconds Resanationtlagio soiptonsLatacription| D= iubsaiplioniDe Seniiemonts Senlitemanti L athoizationCoder

sigratune> MECCIDPOIGEAT 2 ba0o 0P Y Jpobre S VT T+ AAHEF GG pANA L TD THel + SRES o SPeCt B vDOhe X e QB4 pBOige </signature>

<gdi> P Vi e VirualPlatform, 54 1 0320M054 1 3T68000. ViBR0024 837 1103 331 2T4<udi> <specific FLR>

To beaen how 40 ented this coda, 206 tha confi

&

Dowrioad a3 File Copy 1o Clipboard m

Step 7 Go to the Product I nstances tab to view the license you just reserved, which is located in the row corresponding to the
class and serial number of your reservation. Click the link in this row (shown in the red box).
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@ Secure  hitpsy/softvare cisco.com)s5

Q

Workdwade fchange]

Froducts & Sefvices Herw 1o By Tradning & Events Partrbrs

Cco Softwane Conval = Sman Software Licansing English [ Change] & Heso,Boxie o) BU Production Test

Smart Software Licensing Feedoack Support Help

Cuesiions Aboul Licensing?

Alerts | Invenbory | Cofvei to Smaft Licending | Repors | Preferences | Satelites | Activity e sadbial m
Try o Vietsal As

Virtual Account: DLC-VA2 @ Mince | Hide Alerts

General Licensas Product Instances Event Log

] Search by Name, Produd! Type o,
Mame Product Type Last Contact Aleris. Actions.

[ UIDI_PID:HX2E0C-MEEX, UDI_SH:17438374 35060004050, UDL..  UCSHX D020 210955 (Redarved Lianses) ] Actiond =
UD_PIDcHX240C-MESX; UDI_SH40MBS00054440034; UDIL,. hCSHX 2018 Jun-18 18:1T:38 (Reserved Licenses) Asiong =
UDH_PiD-HX240CMESX; UDI_SH-105481TO55001T41488; UDI..  UCSHX 208l A9 21:52-51 (Reserved Licenses) Agtions =

Shénieni A1 3 Riceeds

A dialog box appears showing a description of the license:
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i Secure | httpss/softwarecisco.com

UDI_PID:HX240C-M53X; UDI_SN:330350977339931241; UDI_VID:9128284972303402947;

=T Event Log
Description
soo HyperFlex HX Data Plasiorm Softwace License
General
Name: UDI_PID:HX240CME5X: UDI_SH-03035007 7335034241 LDI_VID 252840720034 00047;
Proc Clsod HypsiFlax HX Data Platiom Solwaee Lanss
Host il
MAC Address
Pl HXZAOC-MESX

28 180925 (Re

Licanse Usage

Licerss Expires

Bising

HyperFlex Data PLatform Standaid Edition - Pénman Propaid

Actions a

Thasa icensas ang resarved on this product instance Updatos reservation

Required

Showng ol 1 Rows

From this page, you can view general details of the license. You can also download the reservation authorization code
(highlighted in red above) in case you lose it in any given instance. You can always return to this page to retrieve it again.

You can then go back to the Licensestab to view the current license consumption.

Step 8
by your authorization code.

Enter the command stcli license reservation install <enter authorization code> on the HX node followed

Once the reservation is successful, you can view the status, which shows as REGISTERED - SPECIFIC LICENSE
RESERVATION. The authorization also shows that it iS AUTHORIZED - RESERVED.

. Configure Licensing with HyperFlex Data Platform



| Configure Licensing with HyperFlex Data Platform
Canceling Specific License Reservation (SLR) Licenses .

rinn-
D - RESERVED on Thu Feb 2

CIFIC INSTALLED

UDI: PID:H

You can also enter the command stcli license show reservation onthe HX node to show the SLR reservation. The
response shows that SLR has been installed.

Canceling Specific License Reservation (SLR) Licenses

This procedure explains how to cancel an SLR license request.

Step 1 To cancel a reservation request that you started (before going to CSSM to get an authorization code), use the stc1i
license reservation cancel command.
Step 2 Verify that the reservation request was canceled by using the stcli license show reservation command.

After entering this command, you should see that the status has returned to unregistered.
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@ Secure | hitps)software cisco.com,s S

Froducts & Services

Training & Events

Woridwicle fchange]

Partners

Clsoo Soltware Ceniral > Smart Software Licensing

Smart Software Licensing

Absits Irventory Convert to Smart Licensing Reparts Preferences Saelines Acthaity
Virtual Account: DLC-VAZ
General Licenses Produdt Instances Event Log
Liconse Resonation... O
Licenss Purchased InUse  Biling
Jata Platfoem Enterprise Edi 4 0 Prepakd

Engitsh [ Change | & Helio, BoXie () BU Production Test

Feeduack Suppoit Help

Cuestions AboUT Licensing? m
Ty Gl Virly |

) Minc | Mide Aberts

[ HypeiFlex Data Platform Standard Ediso, 12 2 (2 Reserved)  Prepaid

Sea'Eh By LIS (=}
Balance  Aderts Actions
4 Licenses Expiring Astions =
=10 ] Actions v

Returning Specific License Reservation (SLR) Licenses

Shiwing A1 2 Riodids

Now that the license on the cluster is fully active, at a later time, you can destroy the cluster and return the
license to CSSM so it can be re-used for another cluster. The following steps describe how to return your SLR

license.

Step 1

Enter the command stc1i license reservation return. A return code is then generated that you can use in CSSM.

If you look at the status, the license reverts back to being an unregistered evaluation license just as it was before you

registered it.
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Step 2

Returning Specific License Reservation (SLR) Licenses .

root@springpathController2SAPEPSVI9:~# stcli Tlicense reservation return
ICABeUN-BVP261-yJU9PC-TW5911-CNTFmt-
root@springpathContro ZSAPEP8VI9:~# stclil 1icense show reservation

Ssmart Licensing is EMNABLED
License Reservation i1s ENABLED

Last Return Code:CABeUN-BVP2617-yju9Pc-TWS5911l-cNTFmt-MRq
root@springpathController2SAPEP8VI9:~# stcli license show status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
status: UNREGISTERED
EXport-controlled FUnctionality: Not Allowed

License Authorization:
Status: EVAL MODE
EVATUation Period Remaining: 89 days, 23 hr, 32 min, 3 sec
Last Communication Attempt: SUCCEEDED on Aug 20 14:12:06 2018 PDT
Next Communication Attempt: NONE

License Conversion:
Automatic Conversion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: TransportcCallHome

Go back to CSSM to return the license back to the pool. Go back to the Product | nstances tab, use the Actions menu,
then click Remove.

(&0 & Secure | httpsy/software.cisco.com/@Smar ; venior 4 F &

Partners

fral > Smari Software Licensing

Smart Software Licensing

Inventory o1 o St L J Reports Prederences Sane 3 Mcthity i i . @

Virtual Account: DLC-VAZ Hidh Abrts

Product Instances
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The Remove Product I nstance dialog box appears, which allows you to enter the return code. Enter the return code,
then click Remove Product

Indance

L&R @ Secure

Chsco Software Central > Smart Software Licens
Smart Software Licensing

Merts | Inventory | Coevert to Smart Licensis

Virtual Account: DLC-VA2

General Licenses Product Ins|

hitps://software cisco.com/# Smartl

Remove Product Instance

To remowe 3 Produdt Instancs thal has resenved Boenses and make hoss i

= Ressrvation Return Code:

;g
Mame:

Produd Type

UDE_PIDHX240C-MASK: UDI_SH1T43837435000004050; UDL. .. UGSHX

UIDI_PiD: HX240C-MASK; UDI_SN405633350200:4445834; UDI. ..

UDI_PID:HXZE0C-MESK; UDI_SK: 1054617955001 74 1488; UDI...

UCSHX

UCSHX

you cannct generate a Reservation Rotam GCode, cont

GABEUN BP0 P TWSHI-CNTEm-iRG

WEE 00 BOain Fvailable
Cooe generated by the Prodiuct Ingtances, if
00 Suppon

bge] & Helo BoXie HB BU Production Test

Fesdback Suppont Help

Questions About Licensing?
Try our Vinual Assistant
€ Minor | Hide Alrts
oo
L
| soarch by tame, Product Type a,/
Last Contact At Actions
2018-A0g-20 21:09:58 (Reserved Licenses) Actions =
2018-Jun.15 18:17:38 (Reserved Liconses) Actions =
2018-Jul-18 21:52:51 (Reserved Licenses) Acsions =
Showing Al 3 Rocoeds

In the Product I nstances tab, you can see that the SLR license you previously registered is now gone. You can see that
there are now only two in use, whereas there used to be three. At this point the license has been successfully returned.

i Secure | hups//softwarecisco.comys

Products & Services

0o Softwace Central > Smart Softwarne Licensing

Smart Software Licensing

How to Buy

Werkiwide khange]  Losgedin | Account | Loa Out

Trabning & Events Partners

English [Change | & Helo, BoXie D BU Production Test

Quesiions About Licensing® m
TI'_rG\.." U Aggistant

Mes | Inventory | Convert o Smarl Licensing | Reports | Preferences | Saleliies

Virtual Account: DLC-VAZ Lol B
General Licenses Product Instances Evert Log
C‘* Soarch by Name, Product Type a,
e Product Type Last Contact Alerts Actions
UDI_PIDCHXN2A0C-ME 5 UDI_SN L0563 3850250444 5834; UDM,., UCSHX 2B Jurs-15 18,1728 [Réderved Licenses) ACONS -
UDI_PIDCHXZA0C-MS5C UDI_SNG 105461 TaS0001 T4 1485, UIDI., UCEHK 2018-Jul-19 21:52:51 (Reserved Licenses) ACONS

Showweg AJ 2 Rioconds
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Troubleshooting Specific License Reservation (SLR)

This section describes common error messages that may appear as you configure and use Specific License
Reservation (SLR). It also provides recommendations on how to troubleshoot if applicable.

Two common error messages that may appear are as follows

* During configuration, if you issue a reservation request command before you enable the reservation
mode, an error message appears indicating that "License Reservation is not enabled". Or, if you
request to cancel an operation that you did not request, a message appears indicating that "No reservation
process is pending". The following image shows these errors:

- Error you see from command line configuration output.

- Making reservation request before reservation is enabled. Issue “stcli license reservation
enable” first

rootEspringpath

Internal error processing sihe : ation: ‘“com.cisco.nesla.agent. Smarta tion: i vation is not en

cot@springpathController 25APERPSVIO:~# stcli license reservation cancel

Internal error processing sicancelReservation: ‘com.cisco.nesla.agent.SmartAgentException: |[No reservation process is pending.’

* During run-time when the license status changes, initial registration fails with a communication send
error. This message typically appears when entering the show status command. The library does not
propagate the error to the top but you can find the actual reason by using the logs.

« Smart Licensing Agent only runs on the node with the mgmtip.

« Do “stcli license show status” or “stcli license show tech-support” for check the
status

ringpathController2SAPEPEV] # stcli Ticense sh status
# Ssmart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Initial Registration: FAILED
Failure Reason: Communication send error
Export-Controlled Functionality: Not Allow

License aAuthorization:
Status: EVAL MODE

Evaluation Pericd Remaining: 84 ) 17 hr, 48 min, 14 sec
Last Communication Attempt:

License Conversion:
Automatic C sion Enabled: true
Status: NOT STARTED

Utility:
Status: DISABLED

Transport:
Type: TransportcallHome

Step 1 Issue a grep command and view the SL column to identify errors and all other SL-related messages in the log. For
example, the following image shows that a proxy is being used and that the proxy connection failed. This gives a good
indication that the proxy configuration for your license server is not correct.
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- grep for “ERROR\|SL:“ in /var/log/springpath/stNodeMgr.log

- “stcli services sch show” reveals the proxy server setting error §

Step 2 To resolve this, use the stc1i services sch show command to see the proxy set-up, correct any errors, then try again.

Step 3 You can also issue a grep command on "CISCO-SMART-LIC" to check the Smart License syslog messages which are
generated during the transition.

- grep “CISCO-SMART-LIC" /var/log/syslog

mart reservation

305919

Facilitating Controller VM Root Access for Air-Gapped Clusters

Starting with Cisco HX Release 5.0(2b), for HX nodes licensed with Subscription License Reservations or
Permanent License Reservations, you now have the option to enable a persistent advance shell for
troubleshooting, after a one-time Consent Token authentication with TAC. This enables access to root

on-demand thereafter without needing to go through Consent Token (CT) challenge-response workflows with
TAC repeatedly.

Note To enable this feature, you must have a license reservation with either SLR or PLR.

Note  Once you enable this feature, you cannot invalidate the Consent Token.

Note  Once a cluster is enabled with persistent root shell, all expanded nodes are enabled with persistent root
automatically.
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To facilitate Controller VM Root Access for Air-Gapped Clusters, proceed as follows:

Step 1 From hxshell, issue an su root command. A warning message appears indicating the following:

WARNING: By accepting this support session, you give your consent and hereby authorize Cisco to have
privileged access to the supported Cisco device for the purpose of providing technical support. At
the conclusion of this session you must exit root shell from all the open ssh sessions of all the
controller vms of the cluster and invalidate the consent token in order to terminate Cisco’s access
and close the privileged access portal. You are hereby advised that failure to do so may create a

vulnerability in your product.

Step 2 Click v to Accept. A message appears indicating that "Consent token is needed to access root shell !! with 4

. n
options:

1. Generate Challenge For root Shell Access
2. Accept Response
3. Exit

4. Generate Challenge for Persistent Root Shell Access

Step 3 Enter CLI Option 4. A Warning message appears indicating:

WARNING: Installation of this consent token will enable persistent root shell access on this device.
You are hereby advised that this action may create a vulnerability in your product. Accept (N/y):

Step 4 Click y to Accept.
Step 5 Copy the Challenge String provided.

Step 6 Contact TAC and provide the Challenge String and obtain the Consent Token.

Step 7 If starting a new SSH session, re-enter su root. Enter CLI Option 2.
A message appears indicating a Starting background timer of 30 mins. Please input the response when you

are ready

Step 8 Enter the Consent Token.

When done, a message appears indicating the status of the Response Signature and Response processed. Next, a message
appearsrequesﬁng"Do you want to sync the consent token to other controller VMs in the cluster (y/n)?

Step 9 Enter "y" to sync the consent token with all other nodes in the cluster.

Note Sync the consent token with all other nodes in the cluster. You do not need to complete these procedures on
multiple nodes.

EXAMPLE:
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hxshell:~% su root

Password

WARNI By accepting this support session, you give your consent and hereby authorize Cisco to have pr vileged access
Cisco device for the purpose of providing technical support. At the conclusion of this session YOu mus i

pen ssh sessions of all the controller vms of the cluster and invalidate the consent token in order to terminate Cisco
se the privileged acc portal. You are hereby advised tha = = to do so may create a vulnerability in your produc
Accept(Y/n):

Consent token is needed to access root shell !!

1. Generate Challenge For root Shell Access

2 Accept Response

3. Exit

4. Generate Challenge for Persistent Root Shell Access

Enter CLI Option:

4

WARNING: Installation of this consent token will enable persiste s : ; on this device. You are hereby adv
ction may create a vulnerability in your product. Accept (N/y
Generating Challenge. ..
Challenge String (Please copy everything between the asterisk lines exclusively):
EGIN TOKEN
3MygAAAQEBAAQAAAABAQAE AAAAAWMACO iomz 15anMIBAAQe
11¢Dc0N’11NmeYzQ4 HszM;R Nl rﬁ7th__
L %
onsent tuken is needed tD access root shell !!
Generate Challenge For root Shell Access
“cept Response
it

6
1
*

*

= 0

enge for Persistent Root Shell Access

: input the response when you

1TPXIQAAAQEBAAQAAAABAGAEAAAAAWMEYm: z\V r ZWVVUVVS ek JBVTdXTmhYRXZtaloxSUdiVES VK2 FhXeTBjK21Zdmorak FBbGhSbWFXcTRWejg
ANUMrWUZ1MGO 1MUSMY L LWcUxzYTLYeW1Z0VN6Mk 9 xRVd6dXISMFZMSmVIbFI6ald0TWhITmMNCnp1TF LWck vQaHp3ckRLVkLrait1b2c xeldpNk xscGtyNH
NazZk FWMOpob3FEWGR ] aE93UBsNCNM3RVI s cUdgVTAYyOWk zRWNhRVMSdFALZUSIUFR4UNVLRNDhZHLSL1)zeTVteXhTS3BtWULzMOSRTHZPTFLCZXkNCnkrd
211 wWmhve TEMbGIaRzNoZmVwS3MOL2Z: "T’El\S;FFQUC;HE Wbz NVVk 1hKOhLOXVCNWONC jN4aVM2bE 1wTmFQalg2NXUyb3U4T3c9P0=

Signature Verified !

processed su .
Do you want to sync the consent token to other controller VMs in the cluster(y/n)?

ase re-enter root password

Token synchronized s 1}
Providing persistent root shelll!
bash-4.2#
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