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Using the Cisco 10S Command-Line Interface

The Cisco |0S command-line interface (CLI) is the primary user interface used for configuring,
monitoring, and maintaining Cisco devices. This user interface allows you to directly and simply execute
Cisco 10S commands, whether using a router console or terminal, or using remote access methods.

This chapter describes the basic features of the Cisco |OS CLI and how to use them. Topics covered
include an introduction to Cisco 10S command modes, navigation and editing features, help features, and
command history features.

Additional user interfaces include Setup mode (used for first-time startup), the Cisco Web Browser, and
user menus configured by a system administrator. For information about Setup mode, see Using Setup
Mode to Configure a Cisco Networking Device and Using Autolnstall to Remotely Configure Cisco
Networking Devices. For information on issuing commands using the Cisco Web Browser, see “Using the
Cisco Web Browser User Interface”. For information on user menus, see “Managing Connections, Menus,
and System Banners”.

For a complete description of the user interface commands in this chapter, see the Cisco 10S
Configuration Fundamentals Command Reference. To locate documentation of other commands that
appear in this chapter, use the Cisco |0S Master Command List, All Releases.

e Finding Feature Information, page 1

* CiscolOS XE CLI Command Modes Overview, page 1
* CiscolOS XE CLI Task List, page 2

» Using the Cisco I0S XE CLI Examples, page 11

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Cisco 10S XE CLI Command Modes Overview

To aid in the configuration of Cisco devices, the Cisco |OS XE command-line interface is divided into
different command modes. Each command mode has its own set of commands available for the
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Cisco 10S XE CLI Task List

configuration, maintenance, and monitoring of router and network operations. The commands available to
you at any given time depend on the mode you are in. Entering a question mark (?) at the system prompt
(router prompt) allows you to obtain alist of commands available for each command mode.

The use of specific commands allows you to navigate from one command mode to another. The standard
order that a user would access the modes is as follows: user EXEC mode; privileged EXEC mode; global
configuration mode; specific configuration modes; configuration submodes; and configuration
subsubmodes.

When you start a session on arouter, you generally begin in user EXEC mode, which is one of two access
levels of the EXEC mode. For security purposes, only alimited subset of EXEC commands are available in
user EXEC mode. Thislevel of accessisreserved for tasks that do not change the configuration of the
router, such as determining the router status.

In order to have accessto al commands, you must enter privileged EXEC mode, which is the second level
of access for the EXEC mode. Normally, you must enter a password to enter privileged EXEC mode. In
privileged EXEC mode, you can enter any EXEC command, because privileged EXEC mode is a superset
of the user EXEC mode commands.

Most EXEC mode commands are one-time commands, such as show or mor e commands, which show the
current configuration status, and clear commands, which clear counters or interfaces. EXEC mode
commands are not saved across reboots of the router.

From privileged EXEC mode, you can enter global configuration mode. In this mode, you can enter
commands that configure general system characteristics. Y ou also can use global configuration mode to
enter specific configuration modes. Configuration modes, including global configuration mode, allow you
to make changes to the running configuration. If you later save the configuration, these commands are
stored across router reboots.

From global configuration mode you can enter a variety of protocol-specific or feature-specific
configuration modes. The CLI hierarchy requires that you enter these specific configuration modes only
through global configuration mode. As an example, this chapter describes interface configuration mode, a
commonly used configuration mode.

From configuration modes, you can enter configuration submodes. Configuration submodes are used for
the configuration of specific features within the scope of a given configuration mode. As an example, this
chapter describes the subinterface configuration mode, a submode of the interface configuration mode.

ROM monitor mode is a separate mode used when the router cannot boot properly. If your system (router,
switch, or access server) does not find avalid system image to load when it is booting, the system will enter
ROM monitor mode. ROM monitor (ROMMON) mode can also be accessed by interrupting the boot
seguence during startup.

The following sections contain detailed information on these command modes:

Cisco 10S XE CLI Command Modes Overview, page 1 follows these sections and summarizes the main
Cisco |0S XE command modes.

Cisco 10S XE CLI Task List

To familiarize yourself with the features of the Cisco |IOS XE CLI, perform any of the tasks described in
the following sections:

» Getting Context-Sensitive Help, page 3

e Using the no and default Forms of Commands, page 5

» Using Command History, page 6

« Using CLI Editing Features and Shortcuts, page 6
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» Searching and Filtering CLI Output, page 11

Getting Context-Sensitive Help

Entering a question mark (?) at the system prompt displays alist of commands available for each command
mode. Y ou aso can get alist of the arguments and keywords available for any command with the context-
sensitive help feature.

To get help specific to acommand mode, a command name, a keyword, or an argument, use any of the
following commands:

Command Purpose

(pr onpt Displays a brief description of the help system.

y# help

( pr ompt Lists commands in the current mode that begin with
) g w aparticular character string.

abbr evi at ed- command-ent ry?

Completes a partial command name.

(pronpt

)# abbrevi at ed- command-entry

<Tab>

( pr ompt Lists all commands available in the command

)z ,,np mode.

( pr ompt Lists the available syntax options (arguments and

)# command? keywords) for the command.

( pr ompt Lists the next available syntax option for the
)# command command.
keyword ?

Note that the system prompt will vary depending on which configuration mode you are in.

When context-sensitive help is used, the space (or lack of a space) before the question mark (?) is
significant. To obtain alist of commands that begin with a particular character sequence, type in those
characters followed immediately by the question mark (?). Do not include a space. Thisform of helpis
called word help, because it completes aword for you. For more information, see the “ Completing a Partial
Command Name " section later in this chapter.

To list keywords or arguments, enter a question mark (?) in place of akeyword or argument. Include a
space before the?. Thisform of help is called command syntax help, because it shows you which keywords
or arguments are available based on the command, keywords, and arguments you aready have entered.

Y ou can abbreviate commands and keywords to the number of characters that allow a unique abbreviation.
For example, you can abbreviate the configur eter minalcommand to configt. Because the abbreviated form
of the command is unique, the router will accept the abbreviated form and execute the command.

Entering thehelp command (available in any command mode) will provide the following description of the
help system:

Rout er #
hel p

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX .
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Hel p may be requested at any point in a comrand by entering
a question mark '?'. If nothing matches, the help list wll
be enpty and you nust back up until entering a '?" shows the
avai |l abl e opti ons.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
conmand argunent (e.g. 'show ?') and describes each possible
ar gunent .
2. Partial help is provided when an abbrevi ated argunent is entered
and you want to know what arguments match the input
(e.g. '"show pr?'.)
As described in the help command output, you can use the question mark (?) to complete a partial
command name (partia help), or to obtain alist of arguments or keywords that will complete the current

command.

The following example illustrates how the context-sensitive help feature enables you to create an access list
from configuration mode.

Enter the letters co at the system prompt followed by a question mark (?). Do not leave a space between the
last |etter and thequestion mark. The system provides the commands that begin with co.

Rout er# co?

configure connect copy

Enter the configure command followed by a space and aquestion mark to list the keywords for the
command and a brief explanation:

Rout er# configure ?

menory Configure from NV nenory

net wor k Configure froma TFTP network host

overwite-network Overwite NV nmenory from TFTP networ k host

termnal Configure fromthe term nal

<cr>
The <cr> symbol (“cr” stands for carriage return) appearsin thelist to indicate that one of your optionsis
to press the Return or Enter key to execute the command, without adding any keywords. In this example,
the output indicates that your options for the configure command are configurememory (configure from
NVRAM), configurenetwork (configure from afile on the network), configur eover write-network
(configure from afile on the network and replace the filein NVRAM), or configur eter minal (configure
manually from the terminal connection). For most commands, the <cr> symbol is used to indicate that you
can execute the command with the syntax you have already entered. However, the configure command is a
special case, because the CLI will prompt you for the missing syntax:

Rout er# configure

Configuring fromtermnal, nenory, or network [terminal]? term nal

Enter configurati on comrands, one per line. End with CNTL/Z.

Rout er (confi g) #

The default response for the ? prompt isindicated in the CLI output by a bracketed option at the end of the
line. In the preceding example, pressing the Enter (or Return) key is equivalent to typing in the word
“terminal.”

Enter the configur eter minal command to enter global configuration mode:

Rout er# configure term nal

Enter configurati on conmands, one per line. End with CNTL/Z.

Rout er (confi g) #

The CLI provides error isolation in the form of an error indicator, a caret symbol ( *). The” symbol
appears at the point in the command string where the user has entered incorrect or unrecognized command

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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syntax. For example, the caret symbol in the following output shows the letter that was mistyped in the
command:

Rout er# configure termnal
N

% I nvalid input detected at '~' marker.
Rout er #

Note that an error message (indicated by the % symbol) appears on the screen to aert you to the error
marker.

Enter the access-list command followed by a space and a question mark to list the available options for the
command:

Rout er (confi g)# access-list ?

<1-99> | P standard access |i st

<100- 199> | P extended access |i st

<1100-1199> Ext ended 48-bit MAC address access |i st
<1300- 1999> | P standard access |ist (expanded range)
<200- 299> Prot ocol type-code access |i st

<2000- 2699> | P extended access |ist (expanded range)
<700- 799> 48-bit MAC address access |ist

dynami c-extended Extend the dynamic ACL absolute tiner
rate-limt Sinple rate-limt specific access |ist

The two numbers within the angle brackets represent an inclusive range. Enter the access list number 99
and then enter another question mark to see the arguments that apply to the keyword and brief explanations:

Rout er (config)# access-list 99 ?
deny Speci fy packets to reject
permit Specify packets to forward

Enter the deny argument followed by a question mark (?)to list additional options:
Rout er (confi g)# access-list 99 deny ?
A.B.C.D Address to natch

Generally, uppercase letters represent variables (arguments). Enter the | P address followed by a question
mark (?) to list additional options:;

Rout er (confi g)# access-list 99 deny 172.31.134.0 ?
A.B.C.D Mask of bits to ignore
<cr>

In this output, A.B.C.D indicates that use of awildcard mask is allowed. The wildcard mask is a method for
matching | P addresses or ranges of 1P addresses. For example, awildcard mask of 0.0.0.255 matches any
number in the range from O to 255 that appearsin the fourth octet of an | P address.

Enter the wildcard mask followed by a question mark (?) to list further options:
Rout er (confi g)# access-list 99 deny 172.31.134.0 0.0.0.255 ?
<cr>

The <cr> symbol by itself indicates there are no more keywords or arguments. Press Enter (or Return) to
execute the command.:

Rout er (config)# access-list 99 deny 172.31.134.0 0.0.0. 255

The system adds an entry to access list 99 that denies access to all hosts on subnet 172.31.134.0, while
ignoring bits for |P addresses that end in O to 255.

Using the no and default Forms of Commands

Almost every configuration command has ano form. In general, use the no form to disable a feature or
function. Use the command without the nokeyword to reenable a disabled feature or to enable a feature that
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Moving the Cursor on the Command Line

is disabled by default. For example, IP routing is enabled by default. To disable IP routing, use the
noiprouting form of theiprouting command. To reenable it, use the plain iprouting form. The Cisco |0OS
software command reference publications describe the function of the no form of the command whenever a
noformisavailable.

Many CLI commands a so have adefault form. By issuing the defaultcommand-name command, you can
configure the command to its default setting. The Cisco |OS software command reference documents
generally describe the function of the default form of the command when the default form performsa
different function than the plain and no forms of the command. To see what default commands are
available on your system, enter default? in the appropriate command mode.

Using Command History

The Cisco |OS CLI provides a history or record of commands that you have entered. Thisfeatureis
particularly useful for recalling long or complex commands or entries, including access lists. To use the
command history feature, perform any of the tasks described in the following sections:

Using CLI Editing Features and Shortcuts

. Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX

A variety of shortcuts and editing features are enabled for the Cisco 10S CLI. The following subsections
describe these features:

¢ Moving the Cursor on the Command Line, page 6

e Completing a Partial Command Name, page 7

» Recaling Deleted Entries, page 8

¢ Editing Command Lines that Wrap, page 8

» Deleting Entries, page 8

e Continuing Output at the --More-- Prompt, page 9

* Redisplaying the Current Command Line, page9

» Transposing Mistyped Characters, page 9

» Controlling Capitalization, page 10

¢ Designating a Keystroke as a Command Entry, page 10

» Disabling and Reenabling Editing Features, page 10

Moving the Cursor on the Command Line

The table below shows the key combinations or sequences you can use to move the cursor on the command
line to make corrections or changes. Ctrl indicates the Control key, which must be pressed simultaneously
with its associated letter key. Esc indicates the Escape key, which must be pressed first, followed by its
associated letter key. Keys are not case sensitive. Many letters used for CLI navigation and editing were
chosen to provide an easy way of remembering their functions. In the table below characters are bolded in
the “Function Summary” column to indicate the relation between the letter used and the function.

Table 1: Key Combinations Used to Move the Cursor

Keystrokes Function Summary Function Details

L eft Arrow or Ctrl-B B ack character Moves the cursor one character to
the left. When you enter a
command that extends beyond a
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Keystrokes Function Summary Function Details

single line, you can press the Left
Arrow or Ctrl-B keys repeatedly
to scroll back toward the system
prompt and verify the beginning
of the command entry, or you can
press the Ctrl-A key combination.

Right Arrow or Ctrl-F F orward character Moves the cursor one character to
the right.

Esc,B B ack word Moves the cursor back one word.

Esc, F F orward word Moves the cursor forward one
word.

Ctrl -A Beginning of line Moves the cursor to the

beginning of theline.

Ctrl -E E nd of line Moves the cursor to the end of
the command line.

Completing a Partial Command Name

If you cannot remember a complete command name, or if you want to reduce the amount of typing you
have to perform, enter the first few letters of the command, then press the Tab key. The command line
parser will complete the command if the string entered is unique to the command mode. If your keyboard
does not have a Tab key, press Ctrl-I instead.

The CLI will recognize a command once you have entered enough characters to make the command
unique. For example, if you enter conf in privileged EXEC mode, the CLI will be able to associate your
entry with the configur e command, because only the configur e command begins with conf.

In the following example the CLI recognizes the unique string for privileged EXEC mode of confwhen the
Tab key is pressed:

Rout er # conf
<Tab
>

Rout er# configure

When you use the command completion feature the CLI displays the full command name. The command is
not executed until you use the Return or Enter key. Thisway you can modify the command if the full
command was not what you intended by the abbreviation. If you enter a set of characters that could indicate
more than one command, the system beeps to indicate that the text string is not unique.

If the CLI cannot compl ete the command, enter a question mark (?) to obtain alist of commands that begin
with that set of characters. Do not leave a space between the last letter you enter and the question mark (?).

For example, entering co? will list all commands available in the current command mode:
Rout er# co?

configure connect copy
Router# co

Note that the characters you enter before the question mark appear on the screen to allow you to complete
the command entry.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX .
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Recalling Deleted Entries

The CLI stores commands or keywords that you delete in a history buffer. Only character strings that begin
or end with a space are stored in the buffer; individual characters that you delete (using Backspace or Ctrl-
D) are not stored. The buffer stores the last ten items that have been deleted using Ctrl-K, Ctrl-U, or Ctrl-X.
To recall these items and paste them in the command line, use the following key combinations:

Keystrokes Purpose

Ctrl -Y Recalls the most recent entry in the buffer (press
keys simultaneously).

Esc,Y Recalls the previous entry in the history buffer
(press keys sequentially).

Note that the Esc, Y key sequence will not function unless you press the Ctrl-Y key combination first. If
you press Esc, Y more than ten times, you will cycle back to the most recent entry in the buffer.

Editing Command Lines that Wrap

The CLI provides awrap-around feature for commands that extend beyond a single line on the screen.
When the cursor reaches the right margin, the command line shifts ten spaces to the left. Y ou cannot see the
first ten characters of the line, but you can scroll back and check the syntax at the beginning of the
command. To scroll back, press Ctrl-B or the Left Arrow key repeatedly until you scroll back to the
beginning of the command entry, or press Ctrl-A to return directly to the beginning of theline.

In the following example, the access-list command entry extends beyond one line. When the cursor first
reaches the end of the line, the line is shifted ten spaces to the left and redisplayed. The dollar sign ($)
indicates that the line has been scrolled to the left. Each time the cursor reaches the end of theline, the line
is again shifted ten spaces to the left.

Rout er (config)# access-list 101 permt tcp 172.31.134.5 255.255.255.0 172.31.1
Router(config)# $ 101 permt tcp 172.31.134.5 255.255.255.0 172.31. 135.0 255. 25
Router(config)# $t tcp 172.31.134.5 255.255.255.0 172.31.135. 0 255. 255. 255. 0 eq

Rout er (confi g) #

$31.134.5 255.255.255.0 172.31.135.0 255. 255. 255.0 eq 45

When you have completed the entry, press Ctrl-A to check the complete syntax before pressing the Return
key to execute the command. The dollar sign ($) appears at the end of the line to indicate that the line has

been scrolled to the right:

Rout er (confi g)# access-list 101 permit tcp 172.31.134.5 255.255.255.0 172.31. 1%

The Cisco |0S XE software assumes you have aterminal screen that is 80 columnswide. If you have a
different screen-width, use the terminal width user EXEC command to set the width of your terminal.

Use line wrapping in conjunction with the command history feature to recall and modify previous complex
command entries. See the Recalling Commands section in this chapter for information about recalling
previous command entries.

Deleting Entries

Use any of the following keys or key combinations to delete command entriesif you make a mistake or
change your mind:

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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Keystrokes Purpose
Delete or Backspace Deletes the character to the left of the cursor.
Ctrl -D Deletes the character at the cursor.
Ctrl -K Deletes all characters from the cursor to the end of

the command line.

Ctrl -U or Ctrl-X Deletes all characters from the cursor to the
beginning of the command line.

Ctrl -W Deletes the word to the left of the cursor.

Esc,D Deletes from the cursor to the end of the word.

Continuing Qutput at the --More-- Prompt

When you use the Cisco |OS XE CLI, output often extends beyond the visible screen length. For cases
where output continues beyond the bottom of the screen, such as with the output of many ?, show, or more
commands, the output is paused and a --More-- prompt appears at the bottom of the screen. To resume
output, press the Return key to scroll down one line, or press the Spacebar to display the next full screen of
output.

%

If output is pausing on your screen, but you do not see the --More-- prompt, try entering alower value for
the screen length using the length line configuration command or the terminal length privileged EXEC
mode command. Command output will not be paused if the length valueis set to zero.

For information about filtering output from the --More-- prompt, see the Searching and Filtering CLI
Output module in this chapter.

Redisplaying the Current Command Line

If you are entering a command and the system suddenly sends a message to your screen, you can easily
recall your current command line entry. To redisplay the current command line (refresh the screen), use
either of the following key combinations:

Keystrokes Purpose

Ctrl -L or Ctrl-R Redisplays the current command line.

Transposing Mistyped Characters

If you have mistyped a command entry, you can transpose the mistyped characters. To transpose
characters, use the following key combination:

Keystrokes Purpose

Ctrl -T Transposes the character to the left of the cursor
with the character located to the right of the cursor.
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. Controlling Capitalization

Controlling Capitalization

Y ou can capitalize or lowercase words or capitalize a set of letters with simple key sequences. Note,
however, that Cisco |OS XE commands are generally case-insensitive, and are typically al in lowercase.
To change the capitalization of commands, use any of the following key sequences:

Keystrokes Purpose

Esc,C Capitalizes the letter at the cursor.

Esc, L Changes the word at the cursor to lowercase.

Esc,U Capitalizes | etters from the cursor to the end of the
word.

Designating a Keystroke as a Command Entry

Y ou can configure the system to recognize a particular keystroke (key combination or sequence) as
command aliases. In other words, you can set a keystroke as a shortcut for executing acommand. To enable
the system to interpret a keystroke as a command, use the either of the following key combinations before
entering the command sequence:

Keystrokes Purpose

Ctrl -V or Esc,Q Configures the system to accept the following
keystroke as a user-configured command entry
(rather than as an editing command).

Disabling and Reenabling Editing Features

The editing features described in the previous sections are automatically enabled on your system. However,
there may be some unique situations that could warrant disabling these editing features. For example, you
may have scripts that conflict with editing functionality. To globally disable editing features, use the
following command in line configuration mode:

Command Purpose

Rout er (config-1ine)# no editing Disables CLI editing features for a particular line.

To disable the editing features for the current terminal session, use the following command in user EXEC
mode:

Command Purpose

) o Disables CLI editing features for the local line.
Router# No terminal editing

To reenable the editing features for the current terminal session, use the following command in user EXEC
mode:

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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Command Purpose

Enables the CLI editing features for the current

Rout er# terminal editing termina session.

To reenable the editing features for a specific line, use the following command in line configuration mode:

Command Purpose

o Enables the CLI editing features.
Rout er (confi g-1ine)# editing

Searching and Filtering CLI Output

A

Note

The Cisco |OS CLI provides ways of searching through large amounts of command output and filtering
output to exclude information you do not need. These features are enabled forshow and mor e commands,
which generaly display large amounts of data.

Show and mor e commands are always entered in user EXEC or privileged EXEC.

When output continues beyond what is displayed on your screen, the Cisco 10S CLI displays a--More--
prompt. Pressing Return displays the next line; pressing the Spacebar displays the next screen of output.
The CLI String Search feature allows you to search or filter output from --More-- prompts.

Using the Cisco 10S XE CLI Examples

* Determining Command Syntax and Using Command History Example, page 11
e Searching and Filtering CLI Output Examples, page 12

Determining Command Syntax and Using Command History Example

The CLI provides error isolation in the form of an error indicator, a caret symbol (*). The * symbol appears
at the point in the command string where you have entered an incorrect command, keyword, or argument.

In the following example, suppose you want to set the clock. Use context-sensitive help to determine the
correct command syntax for setting the clock.

Rout er# cl ock ?
set Set the tine and date
Rout er# cl ock

The help output shows that the set keyword is required. Determine the syntax for entering the time:
Router# cl ock set ?

hh: mm ss Current tine

Rout er# cl ock set

Enter the current time:

Rout er# cl ock set 13:32:00
% | nconpl et e conmand.
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The system indicates that you need to provide additional arguments to complete the command. Press Ctrl-P
or the Up Arrow to automatically repeat the previous command entry. Then add a space and question mark
(?) to reveal the additional arguments:

Router# cl ock set 13:32:00 ?
<1-31> Day of the nmonth
MONTH Month of the year

Now you can complete the command entry:

Router# cl ock set 13:32:00 February 01

N

% I nvalid input detected at '~ marker

The caret symbol (") and help response indicate an error at 01. To list the correct syntax, enter the
command up to the point where the error occurred and then enter a question mark (?):

Rout er# clock set 13:32:00 February ?
<1-31> Day of the nmonth

Router# cl ock set 13:32:00 February 23 ?
<1993- 2035> Year

Enter the year using the correct syntax and press Enter or Return to execute the command:
Router# clock set 13:32:00 February 23 2001

Searching and Filtering CLI Output Examples

Thefollowing is partial sample output from the mor envram:startup-config|begin privileged EXEC mode
command that begins unfiltered output with the first line that contains the regular expression ip. At the --
More-- prompt, the user specifies afilter to exclude output lines that contain the regular expression ip.

Rout er# nore nvram startup-config | begin ip
address-fam ly ipvé

exit-address-famly

!

address-fam ly ipv6

exit-address-famly

|

éecurity passwords min-length 1
|

no aaa new nodel

i p subnet-zero

no i p domain | ookup

ip host sjc-tftp02 171.69.17.17
ip host sjc-tftp0l 171.69.17.19
ip host dirt 171.69.1.129

|

!
mul tilink bundl e-name aut henti cated
!
!
redundancy
node sso
!
!
bba- group pppoe gl oba
[

|

interface G gabitEthernet0/0/0

ip address 10.4.9.158 255.255.255.0
medi a-type rj 45

speed 1000

dupl ex ful

negotiati on auto
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no cdp enabl e

nterface G gabitEthernet0/0/1
no i p address

medi a-type rj 45

speed 1000

dupl ex ful

negotiati on auto

no cdp enabl e

nterface POS0/1/0
no i p address
shut down

no cdp enabl e

nterface POSO/1/1
no i p address
shut down

no cdp enabl e

nterface G gabitEthernet0
vrf forwarding Mnt-intf
no i p address

speed 1000

dupl ex ful

negotiati on auto

|
ip default-gateway 10.4.9.1

ip classless

ip default-network 0.0.0.0

ip route 0.0.0.0 0.0.0.0 G gabitEthernet0/0/0
iproute 171.69.0.0 255.255.0.0 10.4.9.1

|

no ip http server

no ip http secure-server

|

|

snnp m b bul kstat schena EO

snnp m b bul kstat schema | FM B

snnp m b bul kstat transfer 23

snnp m b bul kstat transfer bul kstatl
|

|
control -pl ane
|
!
line con O
exec-timeout 30 0
| oggi ng synchronous
stopbits 1
l'ine aux O
stopbits 1
line vty 0 4
privilege level 15
password | ab
login
|
end

Thefollowing is partial sample output of the mor envram:startup-configlinclude privileged EXEC
command. It only displays lines that contain the regular expressionip .

Router# nmore nvram startup-config | include ip
i p subnet-zero

i p domai n-nane ci sco.com

i p nane-server 1192.168. 48. 48

i p name-server 172.16.2.132

The following is partial sample output from the mor envram: startup-config|excludeprivileged EXEC
command. It excludes lines that contain the regular expression service . At the --More-- prompt, the user
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specifies afilter with the regular expression Dialerl. Specifying this filter resumes the output with the first
line that contains Dialerl.

Router# nore nvram startup-config | exclude service
|

Version 12. 2
|

host name rout er

!

boot system flash
no | oggi ng buffered
|

ip subnet-zero
i p domai n-nane ci sco.com

--More--

/Dialerl

filtering..

interface Dialerl

no i p address

no i p directed-broadcast
di al er in-band

no cdp enabl e

Thefollowing is partial sample output from theshowinterface user EXEC or privileged EXEC command
mode with an output search specified. The use of the keywords beginFastEther net after the pipe begins
unfiltered output with the first line that contains the regular expression Fast Ethernet . At the --More--
prompt, the user specifies afilter that displays only the lines that contain the regular expression Serial .

Rout er# show interface | begi n FastEt hernet

Fast Ethernet0/0 is up, line protocol is up

Hardware is Lance, address is 0060.837c.6399 (bia 0060.837c.6399)
Description: ip address is 172.1.2.14 255.255.255.0
Internet address is 172.1.2.14/24

0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

--Mre--

+Seri al

filtering..

Seriall is up, line protocol is up
Serial2 is up, line protocol is up
Serial3 is up, line protocol is down
Serial4 is down, |line protocol is down
Serial5 is up, line protocol is up
Serial6 is up, line protocol is up
Serial7 is up, line protocol is up

Thefollowing is partial sample output from theshowbuffer slexcludecommand. It excludes lines that
contain the regular expression 0 misses . At the --More-- prompt, the user specifies a search that continues
the filtered output beginning with the first line that contains SerialO.

Rout er# show buffers | exclude O m sses
Buf fer el enents
398 in free list (500 nax al | owed)
Public buffer pools:
Smal | buffers, 104 bytes (total 50, permanent 50)
50 in free list (20 mn, 150 max all owed)
551 hits, 3 misses, O trins, O created
Bi g buffers, 1524 bytes (total 50, pernmanent 50)
49 in free list (5 mn, 150 nax al | owed)
Very Big buffers, 4520 bytes (total 10, permanent 10)
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Huge buffers, 18024 bytes (total O pernanent O0):
Oinfreelist (0 mn, 4 max al |l owed)

--Mre--

/SerialO

filtering...

Serial 0 buffers, 1543 bytes (total 64, permanent 64):
16 in free list (O mn, 64 max al |l owed)
48 hits, 0 fall backs

Thefollowing is partial sample output from theshowinterfacelincludeuser EXEC or privileged EXEC
command mode. The use of the include(is) keywords after the pipe (]) causes the command to display only
lines that contain the regular expression ( is). The parenthesis force the inclusion of the spaces before and
after is. Use of the parenthesis ensures that only lines containing is with a space both before and after it will
be included in the output (excluding from the search, for example, words like “ disconnect”) .

router# show interface | include ( is )

ATMD is adm nistratively down, line protocol is down
Hardware is ATM zer BX-50

Dialer0/1 is up (spoofing), line protocol is up (spoofing)

Har dware i s Unknown
DTR is pulsed for 1 seconds on reset
Fast Et hernet0/0 is up, line protocol is u
Hardware is Lance, address is 0060.837c. 6399 (bia 0060.837c. 6399)
Internet address is 172.21.53.199/24
FastEthernetO/1 is up, line protocol is up
Hardware is Lance, address is 0060.837c.639c (bia 0060.837c.639c)
Internet address is 10.5.5.99/24
Serial0:0 is down, line protocol is down
Har dware i s DSX1

.- More--

At the --More-- prompt, the user specifies a search that continues the filtered output beginning with the first
line that contains Serial 0:13:

/Serial0:13
filtering...
Serial 0: 13 is down, |line protocol is down
Hardware i s DSX1
Internet address is 10.0.0.2/8
0 output errors, O collisions, 2 interface resets
Tinesl ot (s) Used: 14, Transmitter delay is O flag

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual 1P
addresses or phone numbersin illustrative content is unintentional and coincidental.
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EXEC Commands in Configuration Mode

Beginning in Cisco |OS Release 12.1(11b)E, EXEC-level Cisco |OS commands (such as show, clear, and
debug commands) can be entered within any configuration mode (such as global configuration mode) by
issuing the docommand followed by the desired EXEC command. This feature provides the convenience
of entering EXEC-level commands without needing to exit the current configuration mode.

*  Finding Feature Information, page 17

»  Prerequisites for EXEC Commands in Configuration Mode, page 17

e How to Enter EXEC Commands in Configuration Mode, page 17

»  Configuration Examples for EXEC Commands in Configuration Mode, page 19
» Additional References, page 20

* Restrictions for EXEC Commands in Configuration Mode, page 21

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Prerequisites for EXEC Commands in Configuration Mode

Y ou must have your network up and running with Cisco |0S Release 12.1(11b)E or alater release
installed.

How to Enter EXEC Commands in Configuration Mode

» Using the do Command in Configuration Mode, page 18
» Using the do Command in Interface Configuration Mode, page 18
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How to Enter EXEC Commands in Configuration Mode

Using the do Command in Configuration Mode

To execute an EXEC-level command in any configuration mode (including configuration submodes),
complete the tasks in this section:

SUMMARY STEPS
1. enable
2. configureterminal
3. do command
DETAILED STEPS
Command or Action Purpose
Step 1/ enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:

Rout er > enabl e

Step 2

configureterminal

Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3

do command

Example:

Rout er (confi g)# configuration conmand

Allows you to execute any EXEC mode command from within any
configuration mode.

command --The EXEC command to be executed.

Using the do Command in Interface Configuration Mode

To execute an EXEC-level command for a specific interface on arouter, complete the task in this section:

SUMMARY STEPS
1. enable
2. configureterminal
3. interfacetype slot /port
4. docommand
DETAILED STEPS
Command or Action Purpose
Step 1| enable Enables privileged EXEC mode.
» Enter your password if prompted.
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Configuration Examples for EXEC Commands in Configuration Mode .

Command or Action Purpose

Example:

Rout er > enabl e

Step 2 confi gureter minal Enters glOba] confi gurati on mode.

Example:

Rout er# configure termn nal

Step 3 interface type slot /port The syntax for this command varies according to your platform and Cisco
|OS release. For complete information, refer to the “ Additional

Example: References” section.

* Thesdot/port argument identifies the slot and port on the router where
you are entering do commands.

Step 4| do command Allows you to execute any EXEC mode command from within any

configuration mode on a specific interface.

Rout er (config)# interface serial 3/0

Example: command --The EXEC command to be executed.

Rout er (config-if)# do show interfaces
serial 3/0

Configuration Examples for EXEC Commands in Configuration
Mode

¢ Example do show interface Command, page 19
« Exampledo clear vpdn tunnel Command, page 19

Example do show interface Command

The following example shows how to execute the EXEC-level showinterface command from within global
configuration mode:

Rout er (config)# do show interfaces serial 3/0
Serial3/0 is up, line protocol is up
Har dware is MBT- RS232
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input never, output 1d17h, output hang never
Last clearing of "show interface" counters never

Example do clear vpdn tunnel Command
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Additional References

The following example shows how to execute the EXEC-level clearvpdntunnel command from within

VPDN configuration mode:

Rout er (confi g-vpdn)# do cl ear vpdn tunnel
Rout er (confi g-vpdn) #

Additional References

Related Documents

Related Topic

Document Title

Cisco |OS commands

Cisco |0S Master Commands List, All Releases

Cisco 10S configuration commands

Cisco 10S Configuration Fundamentals Command
Reference

Standards

Standard

Title

No new or modified standards are supported, and
support for existing standards has not been
modified

MIBs

MIBs Link

» No new or modified MIBs are supported, and
support for existing M1Bs has not been
modified.

To locate and download MIBs for selected
platforms, Cisco software releases, and feature sets,
use Cisco MIB Locator found at the following
URL:

http://www.cisco.com/go/mibs

RFCs

RFC

Title

No new or modified RFCs are supported, and
support for existing RFCs has not been modified.

Technical Assistance

Description

Link

The Cisco Support and Documentation website
provides online resources to download
documentation, software, and tools. Use these

http://www.cisco.com/cisco/web/support/
index.html
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EXEC Commands in Configuration Mode

Restrictions for EXEC Commands in Configuration Mode .

Description Link

resources to install and configure the software and
to troubleshoot and resolve technical issues with
Cisco products and technologies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and
password.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Restrictions for EXEC Commands in Configuration Mode

Y ou cannot use the do command to execute the configur eterminal EXEC command because issuing the
configur eter minalcommand changes the mode to configuration mode.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual IP
addresses or phone numbersin illustrative content is unintentional and coincidental.
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show Command Output Redirection

The show Command Output Redirection feature provides the capability to redirect output from Cisco 10S
command-line interface (CL1) show commands and more commandsto afile.

» Finding Feature Information, page 23

e Information About show Command Output Redirection, page 23

*  How to Use the show Command Enhancement, page 24

» Additional References, page 24

e Feature Information for show Command Output Redirection, page 25

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Information About show Command Output Redirection

This feature enhances the show commands in the Cisco |OS CL 1 to alow large amounts of data output to
be written directly to afilefor later reference. Thisfile can be saved on local or remote storage devices
such as Flash, a SAN Disk, or an external memory device.

For each show command issued, anew file can be created, or the output can be appended to an existing
file. Command output can optionally be displayed on-screen while being redirected to afile by using the
tee keyword. Redirection is available using a pipe (|) character after any show command, combined with
the followingkeywords:

Output redirection keywords:

Keyword Usage

append Append redirected output to URL (URLS
supporting append operation only)
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show Command Output Redirection

. How to Use the show Command Enhancement
Keyword Usage
begin Begin with the line that matches
count Count number of lines which match regexp
exclude Exclude lines that match
format Format the output using the specified spec file
include Include lines that match
redirect Redirect output to URL
tee Copy output to URL

These extenstions can also be added to mor e commands.

How to Use the show Command Enhancement

No configuration tasks are associated with this enhancement. For usage guidelines, see the command
reference documents listed in the “Related Documents” section.

Additional References

Related Documents

Related Topic

Document Title

Cisco |OS commands

Cisco |0S Master Commands List, All Releases

Cisco 10S configuration commands

Cisco 10S Configuration Fundamentals Command
Reference

Standards

Standard

Title

No new or modified standards are supported, and
support for existing standards has not been
modified
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Feature Information for show Command Output Redirection

MIBs

MIBs Link

» No new or modified MIBs are supported, and
support for existing MI1Bs has not been

To locate and download MIBs for selected
platforms, Cisco software releases, and feature sets,
use Cisco MIB Locator found at the following

modified.
URL:
http://www.cisco.com/go/mibs
RFCs
RFC Title
No new or modified RFCs are supported, and --
support for existing RFCs has not been modified.
Technical Assistance
Description Link

The Cisco Support and Documentation website
provides online resources to download
documentation, software, and tools. Use these
resources to install and configure the software and
to troubleshoot and resolve technical issueswith
Cisco products and technologies. Access to most
tools on the Cisco Support and Documentation
website requires a Cisco.com user |D and
password.

http://www.cisco.com/cisco/web/support/
index.html

Feature Information for show Command Qutput Redirection

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 2: Feature Information for the show Command Ouput Redirection Feature

Feature Name Releases

Feature Information

show Command Output
Redirection

12.0(21)S 12.2(13)T .

The show Command Output
Redirection feature provides
the capability to redirect
output from Cisco 10S
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show Command Output Redirection

Feature Name Releases Feature Information

command-line interface
(CLI) show commands and
mor e commands to afile.

The following commands were
introduced or modified: show,
andmore.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual 1P
addresses or phone numbersin illustrative content is unintentional and coincidental.
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Overview Basic Configuration of a Cisco
Networking Device

Cisco 10S software provides two features, Autolnstall and Setup mode, to simplify configuring a Cisco

| OS-based networking device. Autolnstall enables automatic loading of device configuration files from a
remote location and can be used to configure several devices concurrently. Setup is an interactive Cisco

| OS software command-line interface (CL1) mode that guides you through a basic (also called a startup)
configuration but limits you to configuring a single device at atime. Autolnstall is an automatic process
for the device that is being configured; Setup is amanual process for the device that is being configured.

This module provides an introduction to each feature and directs you to modules that describe the features
in detail and explain how to use them.

Thetermsinitial configuration and startup configuration are used interchangeably.

» Prerequisites for Basic Configuration of a Cisco Networking Device, page 27

» Restrictions for Basic Configuration of a Cisco Networking Device, page 28

» Information About Basic Configuration of a Cisco Networking Device, page 29

*  Whereto Go Next, page 30

» Additional References, page 30

*  Feature Information for Overview Basic Configuration of a Cisco Networking Device, page 31

Prerequisites for Basic Configuration of a Cisco Networking
Device

Prerequisites for Cisco 10S Autolnstall

« Using Autolnstall to Remotely Configure Cisco Networking Devices module is written specifically for
networking devices running Cisco 10S Release 12.4(1) or newer. However most of the information in
this document can be used to configure networking devices that support Autolnstall and are not
running Cisco 10S release 12.4(1) or newer. The two key differences that you must allow for are:

o Some Cisco networking devices use BOOTP instead of DHCP to request | P address addresses
over LAN interfaces. Enabling BOOTP support on your DHCP server will resolve thisissue.

o Some Cisco networking devices use a DHCP client identifier format that is different from the
format used by networking devices running Cisco |0S release 12.4(1) or newer. This document
only explains the DHCP client identifier format used by networking devices running Cisco |0S
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. Restrictions for Basic Configuration of a Cisco Networking Device

release 12.4(1) or newer. Use the process described in the “ Determining the Value for the DHCP
Client Identifier Automatically” section in Using Autolnstall to Remotely Configure Cisco
Networking Devices module to determine the DHCP client identifier format that your Cisco
networking deviceis using.

« No configuration file residesin NVRAM on the networking device that is being configured with
Autol nstall.

« The configuration files that you want to load on to the networking device using Autolnstall reside on a
TFTP server that is connected to the network. In most cases there is more than one file; for example, a
network file with the I P-to-hostname mappings and a device-specific configuration file.

¢ You have someone at the remote site to connect the networking device that is being configured with
Autolnstall to the network and power it on.

¢ The network has the IP connectivity necessary to permit the networking device to load configuration
files from the TFTP server during the Autolnstall process.

¢ A DHCP server is available on the network to provide I P addresses to networking devicesthat are
using Autolnstall over aLAN connection.

Prerequisites for Cisco |0S Setup Mode

« A terminal is connected to the console port of the device being configured.
¢ You know theinterfaces you want to configure.
¢ You know the routing protocols you want to enable.

For information about routing protocols, see the Cisco IOS 1P Routing Protocols Configuration Guide .

¢ You know whether the device you are configuring will perform bridging.
¢ You know whether the device you are configuring has protocol trandation installed.
¢ You have network addresses for the protocols being configured.

For information about network addresses, see the Cisco I0SIP Addressing Services Configuration Guide.
¢ You have a password strategy for your network environment.

For information about passwords and device security, see “Configuring Security with Passwords, Privilege
Levels, and Login User names for CLI Sessions on Networking Devices’ in the Cisco |0S Security
Configuration Guide .

¢ You have or have access to documentation for the product you want to configure.

Restrictions for Basic Configuration of a Cisco Networking
Device

Restrictions for Cisco |OS Autol nstall

e (Serid interfaces only) Autolnstall over aserial interface using either HDLC or Frame Relay can be
performed only over the first serial port on a new device (serial interface O or serial interface x/0).

¢ (LAN interfaces only) Only LAN Token Ring interfaces that set ring speed with physical jumpers
support Autolnstall.

Restrictions for Cisco |10S Setup Mode

e Setup modeis hardware dependent. Y ou must follow instructions for the specific product you want to
configure, as described in documentation for that product.
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Information About Basic Configuration of a Cisco Networking Device .

¢ Some configuration parameters apply only when a networking device has the protocol translation
option. If adevice does not have protocol trandation, Setup does not prompt for these parameters.

Information About Basic Configuration of a Cisco Networking
Device

Before you configure a networking device with a basic configuration, you should understand the following
concepts and decide whether Autolnstall or Setup mode is the best method, based on your requirements.

e Comparison of Cisco 10S Autolnstall and Cisco 10S Setup Mode, page 29
¢ Cisco lOS Autolnstall, page 29
e Cisco 10S Setup Mode, page 29

Comparison of Cisco 10S Autolnstall and Cisco 10S Setup Mode

Cisco 10S Autolnstall enables automatic loading of device configuration files from a remote location and
can be used to configure several devices concurrently. Setup is an interactive Cisco 10S software CLI mode
that guides you through a basic (also called a startup) configuration but limits you to configuring asingle
device at atime. Autolnstall is an automatic process; Setup is amanual process.

Cisco 10S Autolnstall

Autolnstall isthe Cisco |OS software feature that enables the configuration of a remote networking device
from a central location. The configuration files must be stored on a TFTP server that is accessible by the
devicesthat you are using Autolnstall to setup.

Autolnstall is supported over Ethernet, Token Ring, and FDDI interfaces for LANS, serial interfaces using
High-Level DataLink Control (HDLC) encapsulation, seria interfaces using Frame Relay encapsulation
for WANS, and WIC-1-DSU-T1v2 cards (No other T1E1 card supports Autoinstall.).

Autolnstall is designed to facilitate central management of installations at remote sites. The Autol nstall
process begins when a Cisco 10S software-based device isturned on and avalid configuration file is not
found in NVRAM. Autolnstall may not start if the networking device has Cisco Router and Security
Device Manager (SDM) or Cisco Network Assistant already installed. In this case, to enable Autolnstall
you need to disable SDM.

Using Autol nstall to Remotely Configure Cisco Networking Devices module describes how Autolnstall
functions, how to disable SDM, and how to configure devices to use Autol nstall.

Cisco 10S Setup Mode

Cisco 10S Setup mode enables you to build an initial configuration file using the Cisco 10S CLI or System
Configuration Dialog. The dialog guides you through initial configuration and is useful when you are
unfamiliar with Cisco products or the CLI and when configuration changes do not require the level of detail
the CLI provides.

Setup starts automatically when a device has no configuration filein NVRAM and is not preconfigured
from the factory to use Cisco SDM. When setup completes, it presents the System Configuration Dialog.
This dialog guides you through an initial configuration with prompts for basic information about your
device and network and then creates an initial configuration file. After thefileis created, you can use the
CLI to perform additional configuration.
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. Where to Go Next

Using Setup Mode to Configure a Cisco Networking Device describes how to use Setup to build abasic
configuration and to make configuration changes.

Where to Go Next

Proceed to either Using Autolnstall to Remotely Configure Cisco Networking Devices module or Using
Setup Mode to Configure a Cisco Networking Device.

Additional References

This section provides references related to the basic configuration of a Cisco networking device.

Related Documents

Related Topic Document Title

Cisco 10S commands Cisco |OS Master Commands List, All Releases

Configuration fundamentals commands Cisco 10S Configuration Fundamentals Command
Reference

Configuring a networking device for thefirsttime  Using Autolnstall to Remotely Configure Cisco
using the Cisco 10S software feature Autolnstall. Networking Devices modulein Cisco |0S
Configuration Fundamentals Configuration Guide

Configuring a networking device using Cisco IOS  Using Setup Mode to Configure a Cisco
Setup mode Networking Device modulein Cisco |0S
Configuration Fundamentals Configuration Guide

Technical Assistance

Description Link
The Cisco Support website provides extensive http://www.cisco.com/cisco/web/support/
online resources, including documentation and index.html

tools for troubleshooting and resolving technical
issues with Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various
services, such as the Product Alert Tool (accessed
from Field Notices), the Cisco Technical Services
Newsletter, and Really Simple Syndication (RSS)
Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

. Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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| Overview Basic Configuration of a Cisco Networking Device
Feature Information for Overview Basic Configuration of a Cisco Networking Device .

Feature Information for Overview Basic Configuration of a
Cisco Networking Device

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software rel ease train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 3: Feature Information for Overview: Basic Configuration of a Cisco Networking Device

Feature Name Releases Feature Information
Overview: Basic Configuration of 12.4(3) Cisco 10S software provides two
a Cisco Networking Device features, Autolnstall and Setup

mode, to simplify configuring a
Cisco |0S-based networking
device. Autolnstall enables
automatic loading of device
configuration files from aremote
location and can be used to
configure several devices
concurrently. Setup isan
interactive Cisco 10S software
command-line interface (CLI)
mode that guides you through a
basic (also called a startup)
configuration but limits you to
configuring asingle device at a
time. Autolnstall is an automatic
process for the devicethat is
being configured; Setup isa
manual process for the device
that is being configured.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual |P
addresses or phone numbersin illustrative content is unintentional and coincidental.
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Using Setup Mode to Configure a Cisco
Networking Device

Setup mode provides an interactive menu to help you to create an initial configuration file for anew
networking device, or adevice that you have erased the startup-config file from NVRAM. The nteractive
menu guides you through initial configuration and is useful when you are unfamiliar with Cisco products
or the command lineinterface (CLI) and when configuration changes do not require the level of detail the
CLI provides. Setup mode can also be used to modify an existing configuration.

This section describes how to use the System Configuration Diaog to prepare a Cisco networking device
for full configuration and how you can make configuration changes after an initial configuration is
complete. To improve readability, filenames are enclosed in quotation marks. Also, the terms device and
networking device mean arouter, switch, or other device running Cisco 10S software. The terms initial
configuration and startup configuration are used interchangeably.

» Finding Feature Information, page 33
» Prerequisites for Using Cisco 10S Setup Mode to Configure a Cisco Networking Device, page 33
» Restrictions for Using Cisco 10S Setup Maode to Configure a Cisco Networking Device, page 34

» Information About Using Cisco |OS Setup Maode to Configure a Cisco Networking Device, page
34

* How to Use Cisco |OS Setup Mode to Configure a Cisco Networking Device and Make
Configuration Changes, page 36

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Prerequisites for Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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Cisco 10S Setup Mode |

Restrictions for Using Cisco 10S Setup Mode to Configure a Cisco Networking Device

* You haveread the “Basic Configuration of a Cisco Networking Device Overview” module.
¢ AnASCII termina is connected to the console port of the device being configured.

e You know theinterfaces you want to configure.

¢ You know the routing protocols you want to enable.

For information about routing protocols, see the Cisco IOS 1P Routing Protocols Configuration Guide ,
Release 12.4.

¢ You know whether the device you are configuring will perform bridging.
¢ You know whether the device you are configuring has protocol trandation installed.
¢ You have network addresses for the protocols being configured.

For information about network addresses, see the Cisco IOSIP Addressing Services Configuration Guide,
Release 12.4.

e You have apassword strategy for your network environment.

For information about passwords and device security, see “Configuring Security with Passwords, Privilege
Levels, and Login User names for CLI Sessions on Networking Devices’ module in the Cisco |0S Security
Configuration Guide, Release 12.4.

¢ You have or have access to documentation for the product you want to configure.

Restrictions for Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

» Setup mode is hardware dependent. Y ou must follow instructions for the specific product you want to
configure, as described in documentation for that product.

« Some configuration parameters apply only when a networking device has the protocol trandation
option. If adevice does not have protocol translation, Setup does not prompt for these parameters.

Information About Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

e Cisco 10S Setup Mode, page 34

» Cisco Router and Security Device Manager, page 35
e System Configuration Dialog, page 35

» Benefits of Using Cisco |OS Setup Mode, page 35

Cisco 10S Setup Mode

. Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX

Cisco 10S Setup mode enables you to build an initial configuration file using the Cisco 10S CLI or System
Configuration Dialog. The dialog guides you through initial configuration and is useful when you are
unfamiliar with Cisco products or the CLI and when configuration changes do not require the level of detail
the CLI provides.

Setup starts automatically when a device has no configuration filein NVRAM and is not preconfigured
from the factory to use Cisco Router and Security Device Manager (SDM). When setup completes, it




| Cisco Router and Security Device Manager

Information About Using Cisco 10S Setup Mode to Configure a Cisco Networking Device .

presents the System Configuration Dialog. This dialog guides you through an initial configuration with
prompts for basic information about your device and network and then creates an initial configuration file.
After thefileis created, you can use the CLI to perform additional configuration.

Cisco Router and Security Device Manager

Cisco SDM is aweb-based device management tool for configuring Cisco 10S network connections and
security features on networking devices. SDM provides a default configuration and various wizards to
guide you step by step through configuring a Cisco networking device, additional LAN or WAN
connections, and VPN connections; creating firewalls; and performing security audits.

In addition to building an initial configuration, SDM provides an Advanced M ode through which you can
configure advanced features such as Firewall Policy and Network Address Translation (NAT).

Some Cisco products ship from the factory with SDM installed. If SDM is preinstalled on your device and
you want to use Setup to configure an initial configuration, you first must disable the SDM default
configuration.

System Configuration Dialog

The System Configuration Dialog is an interactive CLI mode that prompts you for information needed to
build an initial configuration for a Cisco networking device. Like the CLI, the System Configuration Dialog
provides help text at each prompt. To access this help text, you enter a question mark (?) at the prompt.

The prompts in the System Configuration Dialog vary depending on hardware, installed interface modules,
and software image. To use the dialog for aninitial configuration, you need to refer to product-specific
documentation.

The values shown in square brackets next to prompts reflect the current settings. These may be default
settings from the factory or the latest settings configured on the device. To accept these settings, you press
Enter on the keyboard.

Y ou can exit (Ctrl-C) the System Configuration Dialog and return to privileged EXEC mode without
making changes and without going through the entire dialog. If you exit the dialog but want to continue
with setup, you can issue the setup command in privileged EXEC mode.

When you complete all the steps in the dialog, the device displays the modified configuration file and asks
if you want to use that file. Y ou must answer yes or no; there is no default for this prompt. If you answer
yes, thefileis saved to NVRAM as the startup configuration. If you answer no, the fileis not saved and
you must start at the beginning of the dialog if you want to build ancther initial configuration.

In addition to being a quick and easy way to perform an initial configuration, the System Configuration
Dialog also is useful for performing basic configuration changes after an initial configuration has been
performed.

Benefits of Using Cisco 10S Setup Mode

The System Configuration Dialog in Cisco |OS Setup mode can be a valuable tool for users who are
unfamiliar with Cisco products or the CLI. The dialog guides users through the configuration process with
prompts for basic information to get the device operational. When general configuration changes are
needed, the dialog also is an alternative method to the detail-level CLI.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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How to Use Cisco 10S Setup Mode to Configure a Cisco Networking Device and Make Configuration Changes

How to Use Cisco 10S Setup Mode to Configure a Cisco
Networking Device and Make Configuration Changes

This section describes how to use the System Configuration Dialog to build aninitial configuration file and
to make configuration changes after a startup configuration has been loaded.

» Disabling the SDM Default Configuration File, page 36

» Using the System Configuration Dialog to Create an Initial Configuration File, page 37

» Using the System Configuration Dialog to Make Configuration Changes, page 41

» Verifying the Configuration, page 43

» Configuration Examples for Using Cisco 10S Setup Mode to Configure a Cisco Networking Device,

page 46

Disabling the SDM Default Configuration File

Step 1
Step 2

Step 3

Step 4

Perform thistask if SDM was preinstalled on your device and you want to use Setup to build an initial
configuration file. SDM remains on the device.

Perform thistask if SDM was pre installed on your device and you want to use Autolnstall to configure the
device instead. SDM remains on the device.

SUMMARY STEPS

1. Connect the console cable, shipped with your device, from the console port on the device to a seria port
on your PC. Refer to the hardware installation guide for the device for instructions.

2. Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device. Refer to the quick start guide for the device for instructions.

3. UseHyperterminal or asimilar terminal emulation program on your PC, with the following terminal
emulation settings, to connect to the device:

4. enable
5. erasestartup-config
6. reload

DETAILED STEPS

Connect the console cable, shipped with your device, from the console port on the device to a seria port on your PC.
Refer to the hardware installation guide for the device for instructions.

Connect the power supply to the device, plug the power supply into a power outlet, and turn on the device. Refer to
the quick start guide for the device for instructions.

Use Hyperterminal or asimilar terminal emulation program on your PC, with the following terminal emulation
settings, to connect to the device:

* 9600 baud
e 8databits, no parity, 1 stop bit
* Noflow control

enable
Enter privileged EXEC mode.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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How to Use Cisco 10S Setup Mode to Configure a Cisco Networking Device and Make Configuration Changes .
enable
Example:
Rout er > enabl e
Rout er #
Step 5 erase startup-config

Erases the existing configuration in NVRAM.

Example:

Rout er# erase startup-config

Step 6 reload
Initiates the reload process. The router will initiate the Autolnstall process after it finishes the reload process.

Example:

Rout er# rel oad

Using the System Configuration Dialog to Create an Initial Configuration File

Perform this task to create an initial configuration for a Cisco networking device.
If SDM isinstalled, you must disableits default configuration file before using Setup.

A

Note The System Configuration Dialog does not allow you to randomly select or enter parameters for
configuration. Y ou must move through the dialog step by step until the screen shows the information you
want to change.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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. How to Use Cisco 10S Setup Mode to Configure a Cisco Networking Device and Make Configuration Changes

SUMMARY STEPS

1. Power on the device.

Enter yes at the prompt to enter theinitial configuration dialogue.

3. If you are prompted to continue with the configuration dialogue, enter yes
atthepr ompttocontinuethedial og(thisstepmightnotappear).

4. The basic management screen is displayed:

Enter a hostname for the device. This example uses Router.
Enter an enable secret password. This password is encrypted and cannot be seen when viewing the
configuration.

1. Enter an enable password that is different from the enable secret password. An enable password is not
encrypted and can be seen when viewing the configuration:

8. Enter avirtual terminal password. This password allows access to the device through only the console
port.

9. Respond to the following prompts as appropriate for your network. In this example, the current setting
[no] is accepted by pressing Enter.

10. Select an interface to connect the router to the management network:

11. Respond to the prompts as appropriate for your network. In this example, IPis configured: an IP
addressis entered and the current subnet mask is accepted. The screen displays the command script
created.

12. Enter 2or pressEnterto save the configuration file to NVRAM and exit.

DETAILED STEPS

Step 1 Power on the device.
Step 2 Enter yesat the prompt to enter theinitial configuration dialogue.
If the following messages appear at the end of the startup sequence, the System Configuration Dialog was invoked
automatically:
Example:
--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: yes
The screen displays the following:
Example:
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]:
Step 3 If you are prompted to continue with the configuration dialogue, enter yes
atthepr ompttocontinuethedial og(thisstepmightnotappear).
Example:
Continue with configuration dialog? [yes/no]: yes
Step 4 The basic management screen is displayed:
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Step 5

Step 6

Step 7

Step 8

How to Use Cisco 10S Setup Mode to Configure a Cisco Networking Device and Make Configuration Changes .

Example:

At any point you nay enter a question nark '?" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]"'.

Basi ¢ managenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

Woul d you like to enter basic nanagenent setup? [yes/no]:

Enter yes to enter basic management setup:

Example:

Woul d you like to enter basic nanagenent setup? [yes/no]: yes
The screen displays the follow ng:

Configuring gl obal paraneters:

Enter host nane [R1]:

Enter a hostname for the device. This example uses Router.

Example:

Configuring global paraneters:

Enter host nane [R1]: Router

The screen displays the follow ng:

The enabl e secret is a password used to protect access to
privil eged EXEC and configuration nodes. This password, after
entered, beconmes encrypted in the configuration.

Enter enabl e secret:

Enter an enable secret password. This password is encrypted and cannot be seen when viewing the configuration.

Example:

Enter enabl e secret: 1g2j 3nm

The screen displays the following:

Example:

The enabl e password is used when you do not specify an
enabl e secret password, with some ol der software versions, and
sone boot i mages.
Ent er enabl e password:

Enter an enable password that is different from the enable secret password. An enable password is not encrypted and
can be seen when viewing the configuration:

Example:

Enter enabl e password: cts54tnl

The screen displays the following:

Example:

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual term nal password:

Enter avirtual terminal password. This password allows access to the device through only the console port.
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. How to Use Cisco 10S Setup Mode to Configure a Cisco Networking Device and Make Configuration Changes

Example:

Enter virtual term nal password: tls6gato
The screen displays the following:

Example:

Configure SNVP Network Managenent? [no]:
Step 9 Respond to the following prompts as appropriate for your network. In this example, the current setting [no] is
accepted by pressing Enter.

Example:

Configure SNVP Network Managenent? [no]:

A summary of the available interfaces displays. The interface numbering that appears depends on the type of platform
and on the installed interface modules and cards.

Example:

Current interface summary

Interface | P- Addr ess OK? Met hod St at us Prol
Et hernet 0/ 0 unassi gned YES NVRAM admi ni stratively down dow
Et hernet 1/0 unassi gned YES NVRAM administratively down dow
Serial 2/0 unassi gned YES NVRAM admi ni stratively down dow
Serial 3/0 unassi gned YES NVRAM admi ni stratively down dow
Loopback0 1.1.1.1 YES NVRAM up up

Enter interface nane used to connect to the
managenent network fromthe above interface summary:

Step 10 Select an interface to connect the router to the management network:

Example:

Enter interface nanme used to connect to the
managenent network fromthe above interface summary: Ethernet0/0

Step 11 Respond to the prompts as appropriate for your network. In this example, 1P is configured: an |P addressis entered
and the current subnet mask is accepted. The screen displays the command script created.

Example:

Configuring interface EthernetO/O0:
Configure IP on this interface? [no]: yes
| P address for this interface: 172.17.1.1
Subnet mask for this interface [255.255.0.0] :
Class B network is 172.17.0.0, 16 subnet bits; mask is /16
The followi ng configuration command scri pt was created:
host name Rout er
enabl e secret 5 $1$1Gg9$CGuxXf UUBBf VqGvl Wips| mlL
enabl e password cts54tnl
line vty 0 4
password tls6gato
no snnp-server
|

no ip routing
|

i nterface Ethernet0/0

no shut down

ip address 172.17.1.1 255.255.0.0
|

i nterface Ethernetl/0
shut down
no i p address

. Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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What to Do Next

!

interface Serial 2/0
shut down

no i p address

|

interface Serial 3/0

shut down

no i p address

|

end

[0] Go to the | OS command pronpt w thout saving this config.
[1] Return back to the setup wi thout saving this config.

[2] Save this configuration to nvramand exit.
Enter your selection [2]:

Step 12 Enter 2or pressEnterto save the configuration file to NVRAM and exit.
Example:
[0] Go to the | OS command pronpt w thout saving this config.
[1] Return back to the setup wi thout saving this config.
[2] Save this configuration to nvramand exit.
Enter your selection [2]: 2
The screen displays the following:
Example:
Bui I di ng configuration...
[ O] . . . . .
Use the enabl ed node 'configure' comrand to nodify this configuration.
Rout er #
00: 01: 32: %.1 NK-3- UPDOM\: I nterface Ethernet0/0, changed state to up
00: 01: 33: 9| NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernet0/0, changed p

e What to Do Next, page 41
What to Do Next

Proceed to the “Verifying the Configuration” section.

Using the System Configuration Dialog to Make Configuration Changes

The System Configuration Dialog is an alternative to the CL1 when configuration changes do not require
the level of detail the CLI provides. For example, you can use the System Configuration Dialog to add a
protocol suite, make addressing scheme changes, or configure a newly installed interface. Although you
can use configuration modes available through the CL 1 to make these changes, the System Configuration
Dialog provides you a high-level view of the configuration and guides you through the configuration
process.

When you add or modify hardware and need to update a configuration, refer to documentation for your
platform for details about physical and logical port assignments.
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Step 1

Step 2

Step 3

Step 4

What to Do Next

A

Note The System Configuration Dialog does not allow you to randomly select or enter parameters for
configuration. Y ou must move through the dialog step by step until the screen shows the information you
want to change.

SUMMARY STEPS

1. enable
2. setup

3. Follow Steps 3through 12 in the Detailed Stepsin the preceding “ Using the System Configuration
Dialog to Create an Initial Configuration File” section on page5.

4. Verify the configuration is modified correctly. Refer to the “Verifying the Configuration” section.

DETAILED STEPS

enable
The enable command enters privileged EXEC mode.

Example:

Rout er > enabl e
Rout er #

setup
The setup command puts the router in setup mode.

Example:

Rout er # set up

The screen displays the following:

Example:

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]:

Enter yes atthepr ompttocontinuethedial og.

Example:
Continue with configuration dialog? [yes/no]: yes

The screen displays the follow ng:

At any point you nay enter a question nmark '?" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]"'.

Basi ¢ nanagenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

Wuld you like to enter basic nanagenent setup? [yes/no]:

Follow Steps 3 through 12 in the Detailed Stepsin the preceding “ Using the System Configuration Dialog to
Create an Initial Configuration File” section on page5 .

Verify the configuration is modified correctly. Refer to the “Verifying the Configuration” section.
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What to Do Next .

Verifying the Configuration

Perform this task to verify that the configuration you created using the System Configuration Dialog is
operating correctly.

SUMMARY STEPS

1.
2.
3.

show interfaces
show ip interface brief
show configuration

DETAILED STEPS

Step 1 show interfaces
This command verifies that the interfaces are operating correctly and that they and the line protocol are in the correct
state: up or down.

Step 2 show ip interface brief
This command displays a summary status of the interfaces configured for IP.

Step 3 show configuration
This command verifies that the correct hostname and password were configured.

Example

This example is the verification of the configuration file created in the “Using the System Configuration
Dialog to Create an Initial Configuration File” section.

Rout er# show i nterfaces
Et hernet0/0 is up, line protocol is up

Hardware i s AndP2, address is aabb.cc03.6c00 (bia aabb.cc03.6c00)
Internet address is 172.17.1.1/16
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
ARP type: ARPA, ARP Tinmeout 04:00:00
Last input never, output 00:00: 06, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Qut put queue: 0/40 (size/ max)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored
0 input packets with dribble condition detected
11 packets output, 1648 bytes, 0 underruns
0 output errors, O collisions, 1 interface resets
0 babbles, 0 late collision, O deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
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Et hernet1/0 is admi nistratively down, |ine protocol is down

Hardware is AndP2, address is aabb.cc03.6c01 (bia aabb.cc03.6c01)

MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on ARPA, | oopback not set

Keepal i ve set (10 sec)

ARP type: ARPA, ARP Timeout 04:00: 00

Last input never, output never, output hang never

Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Qut put queue: 0/40 (sizel/ max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored
0 input packets with dribble condition detected
0 packets output, O bytes, O underruns
0 output errors, 0 collisions, O interface resets
0 babbles, 0 late collision, O deferred
O lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
Serial2/0 is adm nistratively down, line protocol is down
Hardware is MAT
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, crc 16, |oopback not set
Keepal i ve set (10 sec)
Restart-Delay is O secs
Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/ max total/threshol d/drops)
Conversations 0/0/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)
Avai | abl e Bandwi dth 1158 kil obits/sec
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
0 input errors, 0 CRC, O frane, O overrun, O ignored, O abort
0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions DCD=up DSR=up DTR=down RTS=down CTS=up
Serial3/0 is adm nistratively down, line protocol is down
Hardware is MAT
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, crc 16, |oopback not set
Keepal i ve set (10 sec)
Restart-Delay is O secs
Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/ max total/threshol d/ drops)
Conversations 0/0/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)
Avai | abl e Bandwi dth 1158 kil obits/sec
5 mnute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles
0 input errors, 0 CRC, O frane, O overrun, O ignored, O abort
0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions DCD=down DSR=down DTR=up RTS=up CTS=down

LoopbackO is up, line protocol is up
Hardware i s Loopback
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Internet address is 1.1.1.1/32
MIU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on LOOPBACK, | oopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Qut put queue: 0/0 (size/ max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
0 input errors, 0 CRC, O frane, O overrun, O ignored, O abort
0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets
Router# show ip interface brief

Interface | P- Addr ess OK? Met hod St at us Pr ol
Et hernet 0/ 0 172.17.1.1 YES manual up up
Et hernet 1/0 unassi gned YES manual admi nistratively down dow
Serial 2/0 unassi gned YES manual admi nistratively down dow
Serial 3/0 unassi gned YES manual admi nistratively down dow
LoopbackO 1.1.1.1 YES NVRAM up up

Rout er# show configuration
Usi ng 1029 out of 8192 bytes
|

version 12.3

servi ce tinmestanps debug uptine
service tinestanps | og uptine
no servi ce password-encryption
|

Host name Rout er

!

boot - st art - mar ker

boot - end- mar ker

!

enabl e secret 5 $1$1Gg9$CGuxXf UUBBf VqGvl Wips| ml
enabl e password cts54tnl

|

no aaa new nodel
|

resource nanager

|

clock tinmezone PST -8
i p subnet-zero

no ip routing

1

nt erface LoopbackO
ip address 1.1.1.1 255, 255. 255. 255
no i p route-cache

nterface Ethernet0/0
ip address 172.17.1.1 255.255.0.0
no i p route-cache

nterface Ethernetl/0
no i p address

no i p route-cache
shut down

nterface Serial2/0

no i p address

no i p route-cache

shut down

serial restart-delay O

nterface Serial 3/0
no i p address
no i p route-cache
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. Example Configuring Ethernet Interface 0 Using the System Configuration Dialog

shut down

serial restart-delay O
|

|

ip classless

no ip http server

|

|
|

|

control -pl ane

|

!

line con O

transport preferred all
transport output all
line aux 0

transport preferred all
transport output all
line vty 0 4

password tl s6gato
login

transport preferred all
transport input all
transport output all

|

end

Configuration Examples for Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

« Example Configuring Ethernet Interface 0 Using the System Configuration Dialog, page 46

Example Configuring Ethernet Interface 0 Using the System Configuration Dialog

A

Note

In the following example, the System Configuration Dialog is used to configure Ethernet interface O with
an |P address.

Prompts and the order in which they appear on the screen vary depending on the platform and the interfaces
installed in the device.

R1# setup
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/no]: yes
At any point you nay enter a question nmark '?" for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]"'.
Basi ¢ nanagenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system
Wuld you like to enter basic nanagenent setup? [yes/no]: yes
Configuring global paraneters:
Enter host nane [R1]: Router
The enabl e secret is a password used to protect access to
privil eged EXEC and configuration nodes. This password, after
entered, beconmes encrypted in the configuration.
Enter enable secret: 1g2j 3mmt
The enabl e password is used when you do not specify an
enabl e secret password, with some ol der software versions, and
some boot images.
Enter enabl e password: cts54tnl
The virtual terminal password is used to protect
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access to the router over a network interface.

Enter virtual term nal password: tls6gato

Configure SNVP Network Managenent? [no]:
Current interface summary

Interface | P- Addr ess OK? Met hod Status Pr ol
Et hernet 0/ 0 172.17.1.1 YES manual up up
Et hernet 1/ 0 unassi gned YES manual admi nistratively down dow
Serial 2/0 unassi gned YES manual admi nistratively down dow
Serial 3/0 unassi gned YES manual adm nistratively down dow
LoopbackO 1.1.1.1 YES NVRAM up up

Enter interface nane used to connect to the
managenent network fromthe above interface summary: Ethernet0/0
Configuring interface EthernetO/O0:
Configure IP on this interface? [no]: yes
| P address for this interface: 172.17.1.1
Subnet mask for this interface [255.255.0.0] :
Class B network is 172.17.0.0, 16 subnet bits; mask is /16
The followi ng configuration command scri pt was created:
host name Rout er
enabl e secret 5 $1$1Gg9$CGuxXf UUBBf VqGvl Wips| mlL
enabl e password cts54tnl
line vty 0 4
password tl s6gato
no snnp-server
|

no ip routing
|

i nterface Ethernet0/0

no shut down

ip address 172.17.1.1 255.255.0.0
|

i nterface Ethernetl1/0
shut down

no i p address

|

i nterface Serial2/0
shut down

no i p address

|

interface Serial 3/0

shut down

no i p address

|

end

[0] Go to the | OS command pronpt wi thout saving this config.
[1] Return back to the setup without saving this config.

[2] Save this configuration to nvramand exit.

Enter your selection [2]:
Bui | di ng configuration...

[XK]

Use the enabl ed node 'configure' command to nodify this configuration.

Rout er #

00: 01: 32: %1 NK-3- UPDOM\: I nterface Ethernet0/0, changed state to up

00: 01: 33: 9.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernet0/0, changed p

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual 1P
addresses or phone numbersin illustrative content is unintentional and coincidental.
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Using Autolnstall to Remotely Configure Cisco
Networking Devices

Autolnstall enables remote, automatic configuration of networking devices. Autolnstall istypically used
to set up new networking devices remotely. Y ou can, however, use Autolnstall to configure existing
networking devices after you remove the configuration file from their NVRAM. The Autolnstall process
uses preexisting configuration files that are stored on a TFTP server.

In this modul e the term networking device means a router that runs Cisco 10S software. Also, the
following terms are used interchangeably:

e initial configuration and startup configuration
e set up and configure

*  Finding Feature Information, page 49

e Prerequisites for Using Autolnstall to Remotely Configure Cisco Networking Devices, page 50

* Restrictionsfor Using Autolnstall to Remotely Configure Cisco Networking Devices, page 50

» Information About Using Autolnstall to Remotely Configure Cisco Networking Devices, page 51

* How to Use Autolnstall to Remotely Configure Cisco Networking Devices, page 62

e Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices,
page 82

» Additional References, page 99

» Feature Information for Using Autolnstall to Remotely Configure a Cisco Networking Device, page
101

Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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. Prerequisites for Using Autolnstall to Remotely Configure Cisco Networking Devices

Prerequisites for Using Autolnstall to Remotely Configure
Cisco Networking Devices

Y ou have read Overview: Basic Configuration of a Cisco Networking Device module in the Cisco |0S
Configuration Fundamentals Configuration Guide.

This document is written specifically for networking devices running Cisco |0S Release 12.4(1) or
newer. However most of the information in this document can be used to configure networking
devices that support Autolnstall and are not running Cisco 10S release 12.4(1) or newer. The two key
differences that you must allow for are:

o Some Cisco networking devices use BOOTP instead of DHCP to request | P address addresses
over LAN interfaces. Enabling BOOTP support on your DHCP server will resolve thisissue.

o Some Cisco networking devices use a DHCP client identifier format that is different from the
format used by networking devices running Cisco 10S release 12.4(1) or newer. This document
only explains the DHCP client identifier format used by networking devices running Cisco |0S
release 12.4(1) or newer. Use the process described in Determining the Value for the DHCP
Client Identifier Automatically to determine the DHCP client identifier format that your Cisco
networking deviceis using.

No configuration file residesin NVRAM on the networking device that is being configured with
Autol nstall.

The configuration files that you want to load on to the networking device using Autolnstall reside on a
TFTP server that is connected to the network. In most cases there is more than onefile; for example, a
network file with the | P-to-hostname mappings and a device-specific configuration file.

Y ou have someone at the remote site to connect the networking device that is being configured with
Autolnstall to the network and power it on.

The network has the I P connectivity necessary to permit the networking device to load configuration
files from the TFTP server during the Autolnstall process.

A DHCP server is available on the network to provide | P addresses to networking devices that are
using Autolnstall over aLAN connection.

Restrictions for Using Autolnstall to Remotely Configure
Cisco Networking Devices

(Seridl interfaces only) Autolnstall over aseria interface using either HDLC or Frame Relay can be
performed only over thefirst serial port on a new device (serial interface O or serial interface x/0).
(LAN interfaces only) Only LAN Token Ring interfaces that set ring speed with physical jumpers
support Autolnstall.

Autolnstall does not automatically run on a T1 interface. For Autolnstall to work on a T1 interface,
you have to manually configure the T1 interface to create a serial interface and then assign an IP
address and network mask to that serial interface.
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Information About Using Autolnstall to Remotely Configure Cisco Networking Devices .

Information About Using Autolnstall to Remotely Configure
Cisco Networking Devices

e Autolnstall Overview, page 51
» Benefitsof Using Autolnstall to Remotely Configure a Cisco Networking Device, page 62

Autolnstall Overview

P

Tip

Autolnstall can be used to load afinal full configuration, or a partial temporary configuration, on to a
networking device that is being configured with Autolnstall.

When you use Autol nstall to load a partial temporary configuration, you must finish configuring the device
manually.

» Servicesand Servers Used by Autolnstall Dynamic Assignment of IP Addresses, page 51
e Servicesand Servers Used by Autolnstall IP-to-Hostname Mapping, page 55

* Servicesand Servers Used by Autolnstall Storage and Transmission of Configuration Files, page
55

» Networking Devices Used by Autolnstall, page 56
« Configuration Files Used by Autolnstall, page 58
» Configuration Options for Autolnstall, page 60

e TheAutolnstall Process, page 61

Services and Servers Used by Autolnstall Dynamic Assignment of IP Addresses

DHCP Servers

The network must be able to provide the dynamic assignment of an |P address to the networking device
that is being configured with Autolnstall. The type of |P address assignment server that is used depends on
the type of connection that the networking that is being configured with Autolnstall has to the network.

Autolnstall uses these types of | P address servers:

¢ DHCP Servers, page51
* SLARP Servers, page 52
e BOOTP Servers, page 53

Networking devices using Autolnstall over aLAN connection require a DHCP server to provide an IP
address dynamically. This requirement applies to Ethernet, Token Ring, and FDDI interfaces. The network
must be configured to provide I P connectivity between the DHCP server and any devices that are using
Autolnstall over LAN connections.

DHCP (defined in RFC 2131) is an extension of the functionality provided by the Bootstrap Protocol
(defined in RFC 951). DHCP provides the framework for passing configuration information to hosts on a
TCP/IP network. DHCP adds the capability of automatic allocation of reusable network addresses and
additional configuration options such as arouter (gateway) |P address, a TFTP server |P address, the name

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX .



Using Autolnstall to Remotely Configure Cisco Networking Devices I

[l SLARPServers

Note

SLARP Servers

of aboot file to load, and the domain name to use. DHCP servers can be configured on routers, UNIX
servers, Microsoft Windows-based servers, and other platforms.

DHCP serverstypically assign I P addresses from a pool of 1P addresses randomly. It is possible for a
device that uses DHCP to obtain its | P address to have a different | P address every time it is connected to
the network. This behavior creates a problem for the Autol nstall process when you want to ensure that a
particular deviceis assigned a specific hosthame during the Autolnstall process. For example, if you are
installing routers on different floorsin aremote site and each router is supposed to be assigned a name that
indicates its location, such as ChicagoHQ-1st and ChicagoHQ-2nd, you need to ensure that each device
gets the I P address that will be mapped to its correct hostname.

The process of ensuring that adevice is assigned a specific |P address isreferred to as creating a
reservation . A reservation is amanually configured relationship between an | P address and a physical
layer address of aLAN interface on the device. Many Cisco |0S-based devices do not use their MAC
address when they request an | P address via DHCP. They use a much longer client identifier instead. Due
to the complexity of identifying the client identifier so that you can preconfigure a reservation, and the
complexity of finding out if the new device usesits MAC address or the client identifier, we recommend
that you allow a new device to obtain an |P address without using a DHCP reservation first in order to
discover if the deviceisusing its MAC address or a client identifier. When you have learned how the new
deviceisidentifying itself to the DHCP server, you can make a note of the format and create a reservation
for it. The next time the new device is rebooted it should obtain the IP address that you reserved to ensure
that the new deviceis assigned the correct hostname. Refer to the information on creating DHCP
reservations that was provided with your DHCP server software. The process for creating reservations
using Cisco |0S based DHCP serversis explained in the Using Autolnstall to Set Up Devices Connected to
LANSs section. This section includes instructions for identifying the client identifier before the deviceis
connected to the network so that you can preconfigure the DHCP reservations.

This document uses a Cisco router as the DHCP server for using Autolnstall to configure L AN-connected
networking devices. If you are using a different device as your DHCP server ensure that you have the user
documentation for it available in the event that you need help configuring it.

There are several configuration parameters such as TFTP server addresses, DNS server addresses, domain
names and so on, that can be provided to L AN-connected clients by DHCP servers during the process of
assigning | P addresses to clients. These parameters are not required by Autolnstall, therefore they are not
included in this document. If you know how to use these parameters, you can include them in your DHCP
server configuration when you are using Autolnstall to set up your networking devices.

For more information on DHCP services visit the IETF RFC site ( http://www.ietf.org/rfc.html ) and ook
for RFCs about DHCP. Most server operating systems support DHCP servers. Refer to the documentation
that was provided with your operating system for more information.

A router that is being configured with Autolnstall over a serial interface using HDL C encapsulation will
send a Serial Line ARP (SLARP) request for an IP address over the serial interface that is connected to the
staging router.

The serial interface of the staging router must be configured with an IP address in which the host portion is
1or 2, such as 192.168.10.1 or 192.168.10.2. The staging router will send a SLARP response to the router
that is being configured with Autolnstall that contains the value that the staging router is not using. For
example, if the interface on the staging router that is connected to the router that is being configured with
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BOOTP Servers [ |

Autolnstall isusing 192.168.10.1 as its | P address, the staging router will send a SLARP response with a
value of 192.168.10.2 to the router that is being configured with Autol nstall.

P

Tip If you are using amask of 255.255.255.252 on the serial interface of the staging router SLARP will assign
the available | P host address to the new device. For example, if you assign |P address 198.162.10.5
255.255.255.252 to serial 0 on the staging router, SLARP will assign 198.162.10.6 to the new device. If
you assign | P addresses 198.162.10.6 255.255.255.252 to serial 0 on the staging router SLARP will assign
198.162.10.5 to the new device.

The figure below shows an example of SLARP.
In the figure below, the I P address of serial interface 0 on the staging router (R2) is192.168.10.1. SLARP
therefore assigns the | P address 192.168.10.2 to serial interface 0 on the new device.

Figure 1: Using SLARP to Assign an IP Address to a New Device

172.16.28.252
TFTP Server

B Ethernet 010

| &~ 172162999

%T N HOLC wan [

192.1668.10.2 192.168.10.1
Serial 0 Serial 0

IP address assigned by SLARP

145154

Note Autolnstall over a serial interface using HDLC can be performed only over the first serial port on a new
device (serial interface O or seria interface x/0). The staging router and new device must be directly
connected using thefirst serial interface port on the new device; for example, serial 0/0 or if the first serial
port isin the second slot of the device, serial 2/0.

#

The IP address that is assigned to the router that is being configured with Autolnstall by SLARP from the
staging router is the | P address that you must use in the ip host hosthame ip-addresscommand in the
Autolnstall network-confg or cisconet.cfg file to ensure that the router that is being configured with
Autolnstall is assigned the correct hostname so that it can request its host-specific configuration file.

BOOTP Servers
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[l BooTPServers

A router that is being configured with Autolnstall over a serial interface using Frame Relay encapsulation
will send a BOOTP request for an |P address over the seria interface that is connected to the staging router.

The staging router learns the correct 1P address to provide in its BOOTP response to the router that is being
configured with Autolnstall by examining the frame-relay map ip ip-address dici command that is
configured on the interface that it is using to connect to the router that is being configured with Autolnstall.

In the figure below R2 isthe staging router. R2 has the frame-relay map ip 172.16.27.100 100 broadcast
command configured on interface serial 0. When R2 receives the BOOTP request for an |P address from
R3 during the Autolnstall process, R3 will reply with 172.16.27.100.

Figure 2: Example of Using BOOTP for Autoinstall Over a Frame Relay Network

172.16.29.252
TFTP Server
,,
]
— 172.16.27.100 172.16.27.99 Aqa
i Serial 0
Sedsl " Ethemet 00
l p— . \ &+~ 172162999
| e
Loeal DLCI 101 Local DLCI 100 | !
Homtrase RE
1vceriace Serimll
: iy Shatdoamn
Staging router (R2) mnning BOOTP Sarver A, BEIEES. 33, 1817, 00 IR0 SRS 2REC0
assigns the IP address used in the fﬁcﬁﬂtﬁ:‘:::ﬂniﬁﬁfj‘gézz
frame.relay map ip command for the framaralay nap Lp 00 broadesat. | B
router that is being configured wilh Autolnstall i | o
| =

%

The limitation imposed by SLARP in which the IP addresses for the new device and the staging router must
end in either .1 or .2 does not apply to BOOTP. BOOTP for Autolnstall over Frame Relay supports al host
addresses for the | P address subnet that is assigned to the Frame Relay circuit between the router that is
being configured with Autolnstall and the staging router.

'

Tip The IP address that is assigned to the router that is being configured with Autolnstall by BOOTP from the
staging router is the | P address that you must use in the ip host hostname ip-addresscommand in the
Autolnstall network-confg or cisconet.cfg file to ensure that the router that is being configured with
Autolnstall is assigned the correct hostname so that it can request its host-specific configuration file.
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A

Note

Services and Servers Used by Autolnstall IP-to-Hostname Mapping .

Autolnstall over a serial interface using Frame Relay encapsulation can be performed only over the first
serial port on anew device (serial interface O or serial interface x/0). The staging router and new device
must be directly connected using the first serial interface port on the new device; for example, serial 0/0 or
if thefirst serial port isin the second slot of the device, seria 2/0.

Services and Servers Used by Autolnstall IP-to-Hostname Mapping

If you want the networking device to load afull configuration file during the Autolnstall process, the
networking device must be able to determine its hostname so that it can request the configuration file that
you created specificaly for it.

The following caveats apply to the provisioning of |P address to hostname mapping for Autolnstall:

« Any networking device that is being configured with Autolnstall can determine its hostname by
loading one of the Autolnstall network configuration files (network-confg or cisconet.cfg) from the
TFTP server that contain the iphosthostnamei p-address commands. For example, to map host R3to IP
address 198.162.100.3, the network-confg or cisconet.cfg file must contain the iphostr 3198.162.100.3
command.

* A networking device that is being configured with Autolnstall over aLAN interface can also
determine its hostname by querying a DNS server. If the DNS server is not connected to the same
LAN the device must learn the | P address of the DNS server from the DHCP server during the process
of obtaining its dynamically assigned IP address from the DHCP server.

DNS Servers

DNS servers are used to provide a network service that maps hostnames to | P addresses and | P addresses to
hostnames (reverse DNS lookups). Anytime that you use a hostname to initiate an | P connection to a host,
your PC must determine the I P address that is assigned to the hostname that you want to contact. For
example, when you visit Cisco’' s website (http://www.cisco.com/) your PC sends a DNS query to aDNS
server to discover the current | P address that can be used to contact Cisco’s website.

For more information on DNS services visit the IETF RFC site ( http://www.ietf.org/rfc.html ) and ook for
RFCs about DNS. The Name Server LookUp tool (nslookup) is very useful for learning more about DNS.
There are several excellent websites available about nslookup that you can find by searching for them.

Services and Servers Used by Autolnstall Storage and Transmission of Configuration Files

P
Tip

TFTPisaprotocol used to transfer files between devices on anetwork. A TFTP server is a device that uses
TFTPto transfer filesto devices. TFTP servers can be configured on UNIX servers, Microsoft Windows-
based PCs and servers, and other platforms.

If you do not have a TFTP server available you can configure a Cisco |OS-based router asa TFTP server
using the tftp-ser ver file-system:filename command. Refer to the Configuring Basic File Transfer Services
feature for more information on configuring your router asa TFTP server.

Cisco routers use TFTP to load the configuration files that are required for Autolnstall. Y ou must have a
TFTP server deployed in your network to provide file storage and file transmission services to the devices
that will be using Autolnstall.

For more information on TFTP services visit the IETF RFC site ( http://www.ietf.org/rfc.html ) and look
for RFCs about TFTP. There are severa excellent websites available about TFTP that you can find by
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Networking Devices Used by Autolnstall

searching for them. Severa freeware and shareware versions of TFTP servers for various operating systems
and hardware platforms are available from the Internet.
The following caveats apply to the provisioning of TFTP servers for Autolnstall:

¢ Devicesusing Autolnstall over a LAN--If the TFTP server and the devices using Autolnstall are on
different LAN segments, you must either configure the iphel per -addr essaddress command on all of
the interfaces that will receive TFTP session initialization requests from the devices that are using
Autol nstall.

« Devicesusing Autolnstall over aWAN--1f the devices using Autolnstall are connected to a WAN, you
must configure the iphelper -addr essaddress command on all of the interfaces that will receive TFTP
session initialization requests from devices that are using Autolnstall.

ip helper-address

If the new device does not learn the IP address of the TFTP server via DHCP option 150, it will transmit
the TFTP session initialization requests as network layer broadcasts using the I P destination broadcast
address of 255.255.255.255. Routers block network layer broadcast datagrams which prevents the TFTP
session initialization requests from reaching the TFTP server, and Autolnstall will fail. The solution to this
problem isto use the iphel per-addr essaddress command. The iphel per-addr essaddress command
changes the broadcast address of TFTP session initialization request from 255.255.255.255 to the address
that is configured with the address argument. For example, the iphelper-address172.16.29.252 command
will change I P destination broadcast address of 255.255.255.255 to 172.16.29.252.

Networking Devices Used by Autolnstall

« Device That IsBeing Configured with Autolnstall, page 56
» Staging Router, page 56
e Intermediate Frame Relay-ATM Switching Device, page 57

Device That Is Being Configured with Autolnstall

Staging Router

A devicethat is being configured with Autolnstall can be any Cisco 10S-based router that supports
Autolnstall and does not have a configuration filein its NVRAM.

A staging router acts as an intermediary between the TFTP server (to which it must have I P connectivity)
and a device that is being configured with Autolnstall when the new device and the TFTP server are
connected to different networks. In the figure below R1 requires a staging router because it is connected to
adifferent LAN segment than the TFTP server.

Staging routers are required in the following situations:

e Devicesusing Autolnstall over aLAN--If the TFTP and/or DHCP servers and the devices using
Autolnstall are on different LAN segments you must use a staging router.

« Devicesusing Autolnstall over aWAN--1f the devices using Autolnstall are connected to a WAN, you
must configure the ip helper-addr ess address command on all of the directly connected interfaces that
will receive TFTP session initialization requests from the devices that are using Autolnstall.

Figure 3: Example of Autolnstall That Requires a Staging Router

172.16.29.252
TFTP Server

= QSR B
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Intermediate Frame Relay-ATM Switching Device .

Staging routers are not required when the new device that is being configured with Autolnstall is connected
to the same LAN segment as the TFTP and DHCP servers. In the figure below R2 does not require a
staging server to use Autolnstall because it is on the same LAN segment asthe TFTP server.
Figure 4: Example of Autolnstall That Does Not Require a Staging Router

1721620 252

TFTP Server

Ethernet 010
172.16.29.99
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Intermediate Frame Relay-ATM Switching Device

An intermediate Frame Relay-ATM switching device is one that can perform both routing and switching
operations. Frame Relay-ATM switching devices are used to connect Frame Relay and ATM networks.
The Autolnstall over Frame Relay-ATM Interworking Connections feature modifies the Autol nstall
process to use Frame Relay encapsulation defined by the IETF standard instead of the Frame Relay
encapsulation defined by Cisco.

The figure below shows an example topology using Autolnstall over Frame Relay-ATM Interworking
Connections. Router R6 does the Frame Relay to ATM Service Internetworking (FRF8) conversion for
Frame Relay DLCI 50 to ATM VPI/VCI 5/50. The LS1010 switch routes the VPI/V Cl combination used
by R6 (5/50) to the VPI/VCI combination used by R4 (6/60).

Figure 5: Example Topology for Autolnstall over Frame Relay-ATM Interworking Connections
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Configuration Files Used by Autolnstall

A configuration file executes predefined commands and settings that enable a device to function in a
network. The type of configuration file you choose determines many aspects of how you set up the network
for Autolnstall.

» Network Configuration File, page 58
» Host-Specific Configuration File, page 58
» Default Configuration File (Optional), page 59

Network Configuration File

The network configuration file is the first file that the Autolnstall process attempts to use. After the device
has obtained an |P address it will try to discover its hostname by attempting to download a network
configuration file that contains IP address to host name mappings.

If you want the device to learn its hosthame from the network-confg file so that it can download a host-
specific configuration file, you must add an entry for the device in the network-confg network
configuration file. The syntax for the entry is iphosthostnameip-address where hostname is the name that
you want the host to use and ip-address is the address that the host will receive from the | P address server.
For example, if you want the new device to use the name Australia, and the | P address that was
dynamically assigned the new device is 172.16.29.103, you need to create an entry in the network
configuration file that contains the iphostaustralial72.16.29.103command.

The file names used for the network configuration file are network-confg or cisconet.cfg. Routers running
Autolnstall will try to load the network-confg from the TFTP server first. If the network-confg is not found
on the TFTP server, the Autolnstall process will attempt to load the cisconet.cfg file. The cisconet.cfg
filename was used by DOS-based TFTP servers that only supported the old 8.3 file naming convention. We
recommend that you use the network-confg filename to avoid the delay that is created when Autolnstall has
to timeout attempting to load the network-confg before it attempts to load the cisconet.cfg file.

If you use Autolnstall to set up multiple devices, you can create one network configuration file that
contains an entry for each of the devices.

Host-Specific Configuration File

Host-specific configuration files are afull configuration for each new device. If you decide to use host-
specific files, you must create a separate file for each new device that you are using Autolnstall to set up.

The filenames used for the host-specific configuration files are name-confg or name.cfg where the word
name is replaced by the hostname of the router. For example, the filename for arouter named hgrouter is
hgrouter-confg or hgrouter.cfg.

Routers running Autol nstall will try to load the host-specific configuration filename using the format name-
confg from the TFTP server first. If the name-confg file is not found on the TFTP server, the Autol nstall
process will attempt to load the name.cfg file. The name.cfg file name format was used by DOS based
TFTP serversthat only supported the old 8.3 file naming convention. We recommend that you use the
name-confg filename to avoid the delay that is created when Autolnstall has to timeout attempting to load
the name-confg before it attempts to load the name.cfq file.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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L
Tip

Default Configuration File (Optional) .

If you use the name.cfg format for host-specific configuration files the filenames for hostnames that are
longer than 8 characters must be truncated to the first eight characters. For example, the filename for a
device with the hostname australia must be truncated to australi.cfg. When Autolnstall maps the | P address
assigned to the new router to its hostname of australiain the network configuration file, Autolnstall will
attempt to download a host-specific file with the name australi.cfg after it fails to load the host-specific
filename austrailia-confg.

Cisco recommends that you use the host-specific file option for setting up new devices to ensure that each
new deviceis set up properly.

Default Configuration File (Optional)

L
Tip

A default configuration file, which includes minimum configuration information allows you to telnet to the
new device and configure it manually.

If the new device has learned its hostname after it loaded the network configuration file the default
configuration file is not used. Y ou must use the host-specific file instead to configure features such as
passwords for remote CL 1 sessions.

The figure below is an example of using the default configuration file to stage new routers for remote
manual configuration. Routers A, B, and C are new routers that will be added to the network one at atime.
Y ou connect the first router and wait for it to load the default configuration file. The default configuration
file must have enough information in it to alow the new router to communicate with the PC that you will
be using to finish its configuration using a Telnet session. After the default configuration file is loaded on
the new router, you can use Telnet to connect to the router to complete its configuration. Y ou must assign a
new, unique IP address to its interfaces so that the default configuration file can be used for configuring the
next router.
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. Configuration Options for Autolnstall

A

Caution Failure to change the IP addresses in the router that you are configuring remotely with Telnet will result in
duplicate P addresses on the LAN when the next router loads the default configuration file. In this
situation you will not be able to use Telnet to connect to either router. Y ou must disconnect one of the
routers before you can resolve this problem.

Figure 6: Example of Using the Default Configuration File To Stage Routers For Remote Manual Configuration
172 16.29 252

TFTF Zerver 4@
i LR = s

Ethernet 00 Ethernet 051
172162999 172.16.28.99
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P

Tip Y ou must include the commands for configuring passwords for remote Telnet access and access to
privileged EXEC mode if you are going to access the routers remotely to complete their configurations
save their configuration filesto NVRAM.

The filenames used for the default network configuration file are router-confg or router.cfg. Routers
running Autolnstall will try to load the router-confg from the TFTP server first. If the router-confg is not
found on the TFTP server the Autolnstall process will attempt to load the router.cfg file. The router.cfg file
name was used by DOS-based TFTP servers that only supported the old 8.3 file naming convention. We
recommend that you use the router-confg filename to avoid the delay that is created when Autolnstall has
to timeout while attempting to load the router-confg before it attempts to load the router.cfg file.

If you are using Autolnstall to configure LAN-attached devices, you can specify a different default boot
filename in DHCP Option 067.

Configuration Options for Autolnstall

Y ou can provision your network to support Autolnstall using several different combinations of devices and
services. For example:

¢ You can provision al of the services required for Autolnstall (except dynamic | P address assignment
using SLARP or BOOTP that must be preformed by a Cisco router) on one network server, or you can
provision each service on a different network server.

¢ You can provision the DHCP service on a Cisco router.

¢ Thedevice using Autolnstall can determine its | P address from a DNS server, or you can use one of
the Autolnstall network configuration files (network-confg or cisconet.cfg) that contain the
iphosthostnamei p-address commands.

¢ You can use provision Autolnstall to load afull configuration or a partial configuration onto a device
that isusing Autolnstall.
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The Autolnstall Process .

This module focuses on some of the most common methods for provisioning Autolnstall. Refer to the How
to Use Autolnstall to Remotely Configure Cisco Networking Devices for information on the most common
methods for provisioning Autolnstall.

The Autolnstall Process

The Autolnstall process begins when a networking device that does not have any filesinits NVRAM is
connected to the network.

Timesaver Y ou can decrease the time that the Autolnstall process takes to complete by only connecting the interface
on the networking device that you want to use for Autolnstall until the Autolnstall process has finished. For
example, if you want the networking device to perform Autolnstall over aWAN interface and you connect
its LAN interfaces and its WAN interfaces the networking device will attempt to perform Autolnstall over
the LAN interfaces before it attempts to use the WAN interfaces. Leaving the LAN interfaces disconnected
until the Autolnstall processis finished causes the networking device to initiate the Autol nstall process
over its WAN interface immediately.

The following figure shows the basic flow of the Autolnstall process.

Figure 7: Autolnstall Process Flowchart
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Benefits of Using Autolnstall to Remotely Configure a Cisco Networking
Device

Autolnstall facilitates the deployment of Cisco routers by allowing you to manage the setup procedure for
routers from a central location. The person responsible for physically installing the router does not require
specific networking skills. The ability to physically install the router, connect the power and networking
cables, and power it on are the only skills required by the installer. The configuration files are stored and
managed on a central TFTP server. By using Autolnstall one skilled network technician based at a central
site can manage the deployment of several routersin a short period of time.

e Autolnstall Using DHCP for LAN Interfaces, page 62
« Autolnstall over Frame Relay-ATM Interworking Connections, page 62

Autolnstall Using DHCP for LAN Interfaces

The Autolnstall Using DHCP for LAN Interfaces feature enhances the benefits of Autolnstall by replacing
the use of the Bootstrap Protocol (BOOTP) with the use of the Dynamic Host Configuration Protocol
(DHCP) for Cisco 10S Autolnstall over LAN interfaces (specifically Ethernet, Token Ring, and FDDI
interfaces).

DHCP (defined in RFC 2131) is an extension of the functionality provided by the BOOTP (defined in RFC
951). DHCP provides the framework for passing configuration information to hosts on a TCP/IP network.
DHCP adds the capability of automatic allocation of reusable network addresses and additional
configuration options. In Cisco |0S Release 12.1(5)T, and later rel eases, the IP address procurement phase
of the Autolnstall processis now accomplished using DHCP for Ethernet, Token Ring, and FDDI
interfaces. Prior to thisrelease, |P addresses for LAN interfaces were obtained using BOOTP or RARP

during the Autolnstall process. Additionally, this feature allows for the uploading of configuration files
using unicast TFTP.

Autolnstall over Frame Relay-ATM Interworking Connections

The Autolnstall over Frame Relay-ATM Interworking Connections feature further enhances the benefits of
Autolnstall by allowing you to use arouter with an ATM interface asaBOOTP server for new routers
being connected at remote locations.

How to Use Autolnstall to Remotely Configure Cisco
Networking Devices

This section describes the how to prepare arouter for Autolnstall, how to use Autolnstall with Frame Relay
to ATM Service Internetworking, and how to use Autolnstall for new routers connected to LANS.
Additional examplesfor using Autolnstall for new routers connected to LANs, HDLC WANSs, and Frame
Relay networks that do not use Frame Relay to ATM Service Internetworking, are provided in the
Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices section.

In most cases you need to configure a staging router through which a new device running Autolnstall sends
TFTP, BOOTP, and DNS requests.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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How to Use Autolnstall to Remotely Configure Cisco Networking Devices .

P

Tip In all cases, you must verify and save the configuration on the networking device after the Autolnstall
processis complete. If you do not save the configuration, you must repeat the entire process.

» Disabling the SDM Default Configuration File, page 63
e Using Autolnstall with Frame Relay to ATM Service Internetworking Example, page 64
» Using Autolnstall to Set Up Devices Connected to LANs Example, page 78

Disabling the SDM Default Configuration File

Step 1
Step 2

Step 3

Step 4

Step 5

Perform thistask if Security Device Manager (SDM) was preinstalled on your device and you want to use
Autolnstall to configure the device instead. SDM remains on the device.

SUMMARY STEPS

1. Connect the console cable, shipped with your device, from the console port on the device to a seria port
on your PC. Refer to the hardware installation guide for the device for instructions.

2. Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device. Refer to the quick start guide for the device for instructions.

3. Use Hyperterminal or asimilar terminal emulation program on your PC, with the following terminal
emulation settings, to connect to the device:

4. enable
5. erase startup-config
6. reload

DETAILED STEPS

Connect the console cable, shipped with your device, from the console port on the device to a serial port on your PC.
Refer to the hardware installation guide for the device for instructions.

Connect the power supply to the device, plug the power supply into a power outlet, and turn on the device. Refer to
the quick start guide for the device for instructions.

Use Hyperterminal or asimilar terminal emulation program on your PC, with the following terminal emulation
settings, to connect to the device:
e 9600 baud
e 8databits, no parity, 1 stop bit
¢ No flow control
enable
Enter privileged EXEC mode.

enable

Example:

Rout er > enabl e
Rout er #

erase startup-config
Erases the existing configuration in NVRAM.
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. How to Use Autolnstall to Remotely Configure Cisco Networking Devices

Example:

Rout er# erase startup-config
Step 6 reload

Initiates the reload process. The router will initiate the Autolnstall process after it finishes the reload process.

Example:

Rout er # rel oad

Using Autolnstall with Frame Relay to ATM Service Internetworking

Example

Refer to the figure below for the sample network used in this task. Perform this task to configure routers
R6, R4, and the LS1010 ATM switch so that Autolnstall can be used with Frame Relay to ATM Service
Internetworking (FRF8) to set up router R2.

MY

Note The IP address that will be assigned to Serial 0 on R2 (10.10.10.1/24) during and after the Autolnstall
process and the | P address that is assigned to ATM 0/0.50 on R4 (10.10.10.2/24) are on the same subnet
(10.10.10.0/24). Using | P addresses on the same subnet is required because the interfaces on R6 and the
L S10101 switch are switching the | P packets between R2 and R4 at Layer 2.

Figure 8: Example Topology for Autolnstall over Frame Relay/ATM Interworking Connections
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Configuring R6 for Frame Relay to ATM Service Internetworking .

» Configuring R6 for Frame Relay to ATM Service Internetworking, page 65

e Verifying Frame Relay to ATM Service Interworking on R6, page 69

e Configuring R4 for Frame Relay to ATM Service Internetworking, page 69

» Configuring IP Routing R4, page 72

e Configuring the LS1010 Switch, page 74

* Verifying Autolnstall with Frame Relay to ATM Service Internetworking, page 75

» Configuring R6 for Frame Relay to ATM Service Internetworking Example, page 84
e Configuring R4 for Frame Relay to ATM Service Internetworking Example, page 84
e Configuring R4 for Frame Relay to ATM Service Internetworking Example, page 84
» Configuring the LS1010 Switch Example, page 85

« Creating the Configuration File for R2 Example, page 85

Configuring R6 for Frame Relay to ATM Service Internetworking

Router R6 does the Frame Relay to ATM Service Internetworking (FRF8) conversion for Frame Relay
DLCI 50to ATM VPI/VCI 5/50.

S

Note The serial interface and the ATM interface on R6 that are used for ATM Service Internetworking (FRF8)
do not have I P addresses because they are used as Layer 2 switching interfaces in this configuration.
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. Configuring R6 for Frame Relay to ATM Service Internetworking

DETAILED STEPS

SUMMARY STEPS

© e NS AR wWN=

N NN = o oed oed oed omd omd omd omd =
N = O © 00 N OO 61 &2 W N = O

enable

configureterminal

hostname hostname

interface serial interface-number

noip address

encapsulation frame-relay ietf
frame-relay interface-dici dici switched
exit

frame-relay Imi-type ansi

. frame-relay intf-type dce

. exit

. interface atm interface-number

. noip address

. pvc vpi / vei gqsaal

. pvc vpi / vci ilmi

. no atm ilmi-keepalive

. pvc vpi / vei

. encapsulation aal5mux fr-atm-srv
. exit

. exit

. connect name serial slot / port dici atm slot / port vpi / vci service-interworking
. end

Command or Action

Purpose

Step1 |enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2 | configure terminal

Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3 | hostname hostname

Example:

Rout er (confi g)# host nane R6

Changes the name of the host (router) to R6.
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Configuring R6 for Frame Relay to ATM Service Internetworking

Command or Action Purpose
Step 4 |interface serial interface-number Specifies the serial interface that connects to the router that is
being set up with Autolnstall and enters interface configuration
Example: mode.
R6(config)# interface serial 3/0
Step5 noip address Removes an existing | P address.
NoteThisinterface isused as alayer 2 switch interface in this
Example: configuration. It isnot an IP layer 3 endpoint. Therefore it
R6(config-if)# no ip address does not require an |P address.
Step 6 encapsulation frame-relay ietf Enables and specifies the Frame Relay encapsul ation method.
NoteOnly the Frame Relay commands and keywords required for
Example: this task are described in this task. For more information on
o : the other Frame Relay commands and keywords, refer to the
R6 fig-if)# [ f -relay |ETF . . )
(config-17)# encapsulation frame-relay Cisco 10S Wide-Area Networking Command Reference.
Step 7 frame.relay interface-dlci dici switched SpeCIfleSthaI the Frame Relay data-link connection identifier
(DLCI) is switched and enters Frame Relay DLCI configuration
Example: mode.
R6(config-if)# frame-relay interface-dlci 50
sw t ched
Step 8 | it Exits Frame Relay DLCI configuration mode and enters interface
configuration mode.
Example:
R6(config-fr-dlci)# exit
Step 9 frame-relay Imi-type ansi Specifies that the router should use Annex D defined by
American National Standards Institute (ANSI) standard T1.617
Example: asthe LMI type.
Router(config-if)# frame-relay |Im-type ansi
Step 10 fr amerd ay intf-type dce Specifies that the router functions as a switch connected to a
router.
Example:
R6(config-if)# frame-relay intf-type dce
Step 11| it Returns to global configuration mode.
Example:
R6(config-if)# exit
Step 12| interface atm interface-number Specifiesthe ATM interface and enters interface configuration

Example:

R6(config)# interface ATMA/ 0

mode.
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. Configuring R6 for Frame Relay to ATM Service Internetworking

Command or Action

Purpose

NoteOnly the ATM commands and keywords required for this
task are described in this task. For more information on the
other Frame Relay commands and keywords refer to the

Cisco 10S Asynchronous Transfer Mode Command
Reference

Step 13

no ip address

Example:

R6(config-if)# no ip address

Removes an existing |P address.

NoteThisinterface isused as alayer 2 switch interface in this
configuration. It isnot an IP layer 3 endpoint. Therefore it
does not require an |P address.

Step 14

pvc vpi / vci gsaal

Example:

R6(config-if)# pvc 0 5 gsaal

Configuresa PV C for QSAAL1 signaling.

Step 15

pvc vpi / vei ilmi

Example:

R6(config-if)# pvc 0 16 ilm

Configuresa PV C for ILMI signaling.

Step 16

no atm ilmi-keepalive

Example:

R6(config-if)# no atmilm-keepalive

Disables ATM ILMI keep dlives.

Step 17

pvc vpi / vci

Example:

R6(config-if)# pvc 5/50

Configures the PV C. When configuring PV Cs, configure the
lowest available VPI and VCI numbersfirst and entersinterface
ATM VC configuration mode.

NoteVClsOto 31 on al VPIsarereserved.

Step 18

encapsulation aal5mux fr-atm-srv

Example:

R6(config-if-atmvc)# encapsul ati on aal 5mux
fr-atmsrv

Enables the Frame Relay and ATM internetworking service.

Step 19

exit

Example:

R6(config-if-atmvc)# exit

Exitsinterface ATM VC configuration mode and returns to
interface configuration mode.

Step 20

exit

Example:

R6(config-if)# exit

Returnsto global configuration mode.
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Verifying Frame Relay to ATM Service Interworking on R6 .
Command or Action Purpose
Step 21 connect name serial slot/ port dici atm slot/ port Vp| / | Creates the connection between the Frame Relay DLCI and the
VCi service-interworking ATM PVC for the Frame Relay and ATM internetworking

R6(config)# connect r2 serial3/0 50 ATMA/ 0
5/ 50 service-interworking

service and enters FRF .8 configuration mode.

Step 22

R6(config-frf8)# end

Returnsto privileged EXEC mode.

Verifying Frame Relay to ATM Service Interworking on R6

Use the showconnectionnamer 2 command to verify whether the Service Interworking Connection is up.

The output of the showconnectionnamer 2 command indicates that the Service Interworking Connection is
up.

R6# show connection nane r2
FR/ ATM Servi ce | nterworking Connection: r2
St at us - UP
Segnent 1 - Serial 3/0 DLCI 50
Segrment 2 - ATM4/0 VPI 5 VCI 50
I nterwor ki ng Paraneters -
service transl ation
efci-bit 0
de-bit map-clp
cl p-bit map-de

Configuring R4 for Frame Relay to ATM Service Internetworking

R4 is one of the endpoints for Frame Relay to ATM Service Internetworking in this task. R2 is the other
endpoint. R4 is not directly connected to the Frame Relay network. Therefore R4 requires only the ATM
commands to act as the endpoint for Frame Relay to ATM Service Internetworking.

R4 is the core router that connectsto the LAN with the TFTP server. R4 isthe BOOTP server that will
provide the I P address required for R2 (10.10.10.1/24) when R2 runs Autolnstall.
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. Configuring R4 for Frame Relay to ATM Service Internetworking

DETAILED STEPS

SUMMARY STEPS

© e NSO W=

— el e e el el md md md
0O N OO 1 A WDN = O

enable

configureterminal

hosthame hostname

interface ethernet module/ dlot / port
ip address ip-address mask

exit

interface atm interface-number

noip address

pvc vpi / vci gsaal

. pvc vpi / vei ilmi

. ho atm ilmi-keepalive
. exit

. interface atm slot / port .subinterface-numbermultipoint
. ip addr ess ip-address mask

. ip helper-addressip-address

. pvc vpi / vai

. protocol ip ip-address broadcast
. end

Command or Action

Purpose

Step1 |enable

Example:

Rout er > enabl e

Enables privileged EXEC mode.

Enter your password if prompted.

Step 2 | configure terminal

Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3 | hostname hostname

Example:

Rout er (confi g)# hostnanme R4

Changes the name of the host (router) to R4.

Step 4 |interface ethernet module/ slot / port

Example:

R4(config)# interface ethernet 3/0/0

Species the Ethernet interface and entersinterface configuration
mode.
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Configuring R4 for Frame Relay to ATM Service Internetworking .
Command or Action Purpose
Step 5 |ip addressip-address mask Specifiesthe |P address for the interface.
Example:
R4(config-if)# ip address 172.16.29.97
255. 255. 255. 0
Step 6 | it Returnsto global configuration mode.
Example:
Ra(config-if)# exit
Step 7 |interface atm interface-number Species the ATM interface and entersinterface configuration
mode.
Example: NoteOnly the ATM commands and keywords required for this task
Ra(contig)# interface atno/o are described in this task. For more information on thg other
Frame Relay commands and keywords, refer to the Cisco 10S
A synchronous Transfer Mode Command Reference,
Step8 o ip address The main ATM interface does not require an IP addressin this
configuration. The IP addressis assigned to the multipoint
Example: subinterface in Step 9.
R4(config-if)# no ip address
Step 9 pvc vpi / vci gsaal Configuresa PV C for QSAAL1 signaling.
Example:
R4(config-if)# pvc 0 5 gsaal
Step 10 pvc vpi / vai ilmi ConfiguresaPVC for ILMI signaling.
Example:
R4a(config-if)# pvc 0 16 ilm
Step 11 no atm ilmi-keepalive Disables ATM ILMI keep dlives.
Example:
Ra(config-if)# no atmilm -keepalive
Step 12| it Returnsto global configuration mode.
Example:
Ra(config-if)# exit
Step 13| interface atm slot / port .subinterface- Creates the ATM multipoint virtual subinterface and enters

numbermultipoint

subinterface configuration mode.
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. Configuring IP Routing R4

Command or Action Purpose

Example:

R4a(config-if)# interface atnD/0.50 mul tipoint

Step 14)ip addr ess ip-address mask Specifies the IP address for the subinterface.

Example:

R4(config-subif)# ip address 10.10.10.2
255. 255. 255. 0

Step 15/ ip helper-addressip-address Specifies the |P address of the TFTP server. This |P addressis
used to replace the 255.255.255.255 | P destination broadcast
address that R2 will use when it attempts to establish a connection

Example:
to the TFTP server.
R4(config-subif)# ip hel per-address
172. 16. 29. 252
Step 16 pvc vpi / vci Configures the PV C. When configuring PV Cs, configure the

lowest available VPI and VCI numbersfirst and enters ATM VC
configuration mode.

NoteVClsOto 31 on dl VPIsarereserved.

Example:

R4(confi g-subif)# pvc 6/60

Step 17 protoco| |p ip_addre$ broadcast SpeCIfleSthe IP address of the device at the other end of this PV C.
In this example the device is R2.
Example: «  For this example, this address is the | P address that will be
Ra(config-if-atmvc)# protocol ip 10.10.10.1 assigned by the BOOTP server on R4 to R2 during the
br oadcast Autolnstall process.
Step 18| eng Returnsto privileged EXEC mode.
Example:

R4(config-if-atmvc)# end

Configuring IP Routing R4

In order for R4 to be able to forward IP traffic between network 172.16.29.0 and R2 after the Autolnstall
processis complete, R4 needs to have I P routing configured.

Y

Note The configuration file for R2 provided in the Creating the Configuration File for R2 Example section
includes the I P routing commands required to establish IP routing connectivity for R2 using RIP Version 2.
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SUMMARY STEPS

enable
configureterminal
router rip

version version
network ip-network

no auto-summary
end

O NSO R W=

DETAILED STEPS

Configuring IP Routing R4

Repeat Step 5 for the other 1P networks.

Command or Action

Purpose

Step 1/ enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 router rip Enables RIP routing on R4.
NoteOnly the RIP commands and keywords required for thistask are
Example: described in this task. For more information on the other RIP
Rout er (config)# router rip goor:%zr;%s%jel:%?rds, refer to the Cisco 10S Routing Protocols
Step 4| version version Specifies the version of RIP that the router will use.
Example:
Rout er (config-router)# version 2
Step 5 network ip-network Specifies the IP networks for which RIP will provide routing services.
Example:
Rout er (config-router)# network 172.16.0.0
Step 6/ Repeat Step 5 for the other |P networks. -
Example:
Rout er (config-router)# network 10.0.0.0
Step 7/ no auto-summary Disables the default RIP V2 behavior of summarizing | P subnetsin the

routing adverti sements.
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[l Configuring the LS1010 Switch
Command or Action Purpose
Example:
Rout er (config-router)# no auto-sunmary
Step 8 end Returnsto privileged EXEC mode.
Example:
Rout er (config-router)# end
Configuring the LS1010 Switch
Thistask describes how to configure an LS1010 switch to route the PV Cs between R6 and R4. R6 is
connected to ATM 3/1/1 on the LS1010 switch. R4 is connected to ATM 3/1/2 on the LS1010 switch.
SUMMARY STEPS
1. enable
2. configureterminal
3. interface atm module/ dot / port
4. pvcvpi vci interface atm interface-number vpi vci
5 end
DETAILED STEPS
Command or Action Purpose
Step 1/ enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Rout er > enabl e
Step 2 configure ter minal Enters global configuration mode.
Example:
Rout er# configure termn nal
Step 3 interface atm module/ slot / port Speciesthe ATM interface and enters interface configuration
mode.
Example: NoteOnly the LS1010 ATM commands and keywords required for
: ) this task are described in this task. For more information on
Router (conflg)# Interface ATMB/1/2 the other ATM commands and keywords available on the
LS1010, refer to the Lightstream 1010 ATM Switch
Dnr‘l iments .
Step 4/ pvc vpi vai interface atm interface-number vpi vci Configuresastatic PV C route.

* Inthisexample, aroute for the PV C from R6 (5/50) to R4
(6/60) is configured.
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Verifying Autolnstall with Frame Relay to ATM Service Internetworking .

Command or Action Purpose

Example:

Rout er (config-if)# pvc 6 60 interface
ATMB/ 1/1 5 50

Step 5/ end Returnsto privileged EXEC mode.

Example:

Rout er (config-if)# end

Verifying Autolnstall with Frame Relay to ATM Service Internetworking

Perform this task to verify the Autolnstall with Frame Relay to ATM Service I nternetworking
configuration by setting up the topology shown in the Example Topology for Autolnstall over Frame
Relay/ATM Interworking Connections figure, in the Using Autolnstall with Frame Relay to ATM Service
Internetworking Example section.

The following prerequisites must be met before you can perform this task:

¢ You must have a TFTP server on the network with the I P address that you specified on R4 with the
iphel per-addr essip-address command.

¢ You must have aconfiguration file for R2 named r2-confg on the TFTP server.

* You must have a network configuration named network-confg file with the iphostr 210.10.10.1
command in it on the TFTP server.

¢ You must have configured R6, R4 and the LS1010 ATM switch (or afunctional equivalent of the
ATM switch) following the instructions provided in the previous tasks in this section.

¢ R2must not have aconfiguration filein NVRAM.

SUMMARY STEPS

Connect a console terminal to R2.

Power cycle, or power on R2.

When the prompt to enter the initial configuration dialog appears, answer no.
When the prompt to terminate Autolnstall appears answer no.

The Autolnstall process can take several minutes to complete. Do not press any keys on R2's terminal
session until Autolnstall has completed.

6. Copy the running configuration to the startup configuration with the copyr unning-configstartup-
configcommand.

s LN =

DETAILED STEPS

Step 1 Connect a console terminal to R2.
Use Hyperterminal or asimilar terminal emulation program on your PC, with the following terminal emulation
settings, to connect to the device:

* 9600 baud
e 8databits, no parity, 1 stop bit
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Step 2
Step 3

Step 4

Step 5

Verifying Autolnstall with Frame Relay to ATM Service Internetworking

¢ No flow control
Power cycle, or power on R2.
When the prompt to enter the initial configuration dialog appears, answer no.

Example:

Wuld you like to enter the initial configuration dialog? [yes/no]: no
When the prompt to terminate Autolnstall appears answer no.

Example:

Wuld you like to terminate autoinstall? [yes]: no

Autolnstall will start.

Example:

Pl ease Wait. Autoinstall attenpted over Serial O !trrrrrrrrrrrrrrrrrrrrrrnd

............... Prrrrrrirnerrrreniy

The Autolnstall process can take several minutes to complete. Do not press any keys on R2's terminal session until
Autolnstall has compl eted.

This display output is from a successful Auto Installation process.

NoteY ou can ignore the “ %PARSER 4-BADCFG: Unexpected end of configuration file” error message. This problem

Noteﬁi %Slggttt%vjc\)l eg Wlth tlt”le /oé\?gg%?gl\w—'?&eﬁsm%ages indicate the network-confg and r2-confg files have

been received successfully.

Example:

Press RETURN to get started!

*Mar 1 00:00:11.155: % NK-3- UPDOMN: | nterface Ethernet0, changed state to up

*Mar 1 00:00: 11.159: 9% NK-3-UPDOMN: | nterface Serial 0, changed state to up

*Mar 1 00:00:11.527: %1 NK-3-UPDOMN: | nterface Seriall, changed state to down

*Mar 1 00:00:12.271: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface Serial 0, changed state to up
*Mar 1 00:00: 29.487: 9%.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Ethernet0O, changed state to
down

*Mar 1 00:00: 32.347: %.1 NEPROTO 5- UPDOMN: Line protocol on Interface Serial 0, changed state to up
*Mar 1 00:00: 40. 355: 9%.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Serial O, changed state to
down

*Mar 1 00:00: 45.551: %. NEPROTO 5- UPDOMN: Line protocol on Interface Serial 0, changed state to up
*Mar 1 00:01:58.499: 9% P-5-WEBI NST_KI LL: Termi nating DNS process

*Mar 1 00:02: 00.035: %1 NK-5-CHANGED: Interface Ethernet0O, changed state to administratively down
*Mar 1 00:02:00.039: %1 NK-5-CHANGED: Interface Seriall, changed state to adm nistratively down
*Mar 1 00:02:01.039: %. NEPROTO 5- UPDOMN: Line protocol on Interface Seriall, changed state to
down

*Mar 1 00:02:50.635: %B8YS-5- RESTART: Systemrestarted --

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-1S-L), Version 12.3(13a), RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww.cisco.con techsupport

Copyright (c) 1986-2005 by cisco Systens, Inc.

Conpi | ed Tue 26- Apr-05 12:52 by ssearch

*Mar 1 00:02:50.643: %BNVP- 5- COLDSTART: SNWMP agent on host Router is undergoing

a cold start

*Mar 1 00:03:54.759: YPARSER- 4- BADCFG Unexpected end of configuration file.

*Mar 1 00:03:54.763: %BYS-5-CONFIG |: Configured fromtftp://172.16.29. 252/ network-confg by
consol e

*Mar 1 00:04:12.747: %8YS-5-CONFI G I: Configured fromtftp://172.16.29.252/r2-confg by consol e

If you have logging enabled on your TFTP server the log should contain messages similar to the following text:
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Step 6

Troubleshooting .

Example:

Sent network-confg to (10.10.10.1), 76 bytes
Sent r2-confg to (10.10.10.1), 687 bytes

Copy the running configuration to the startup configuration with the copyr unning-configstar tup-configcommand.

« Troubleshooting, page 77

Troubleshooting

Step 1

Step 2

If after approximately five minutes you do not see the %SY S-5-CONFIG_| messages and R2 has a factory
default prompt of Router>, the Autolnstall process failed.

SUMMARY STEPS

1. Look for error messages on the TFTP server indicating that the files were not found. A very common
mistake is that the .txt extension was added to the r2-confg file (r2-confg.txt) by your text editor. Y our
operating system might be hiding the extension for known file types when you browse the TFTP root
directory. Disable the Hidefileextensionsfor knownfiletypes option.

2. Test the connectivity in your network by configuring R2 with the configuration file that you created.
Y ou can copy the configuration for R2 to R2 by pasting it into the console terminal session.

3. If the IP connectivity appearsto be working and the TFTP server is configured correctly, verify that you
entered the iphel per -addr essip-address command on R4 correctly.

DETAILED STEPS

Look for error messages on the TFTP server indicating that the files were not found. A very common mistake is that

the .txt extension was added to the r2-confg file (r2-confg.txt) by your text editor. Y our operating system might be

hiding the extension for known file types when you browse the TFTP root directory. Disable the

Hidefileextensionsfor knownfiletypes option.

TipY ou can stop most text editors from adding the filename extension by saving the file with double quotes
(“filename") around the filename. For example, saving the file as “r2-confg” should force the text editor to only use
r2-confg.

Test the connectivity in your network by configuring R2 with the configuration file that you created. Y ou can copy the
configuration for R2 to R2 by pasting it into the console terminal session.

After you have copied the configuration to R2, try to ping 10.10.10.2. If thisfails, you have a problem between R2
and R4. Verify the cabling, the status of the interfaces, and the configurations on the routers.

If R2 can ping 10.10.10.2, try pinging the TFTP server (172.16.29.252) from R2. If thisfails, you have a configuration
problem somewhere between R4 and the TFTP server. Verify the cabling, the status of the interfaces, and the
configurations on the routers. Verify the IP address and |P default gateway on the TFTP server.

TipThe | P default gateway on the TFTP server should be 172.16.29.97 (the local Ethernet interface on R4).

If R2 can ping the TFTP server (172.16.29.252), you probably have a problem with the TFTP server itself. A common
mistake with TFTP serversisthat they are configured to receive files but not to send them. Another common mistake
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. Determining the Value for the DHCP Client Identifier Manually

on UNIX-based TFTP serversisthat the files do not have the correct permissions. On a UNIX TFTP server thefiles
should have permissions set to rw-rw-rw.

Step 3 If the IP connectivity appears to be working and the TFTP server is configured correctly, verify that you entered the
iphel per-addr essip-address command on R4 correctly.

Using Autolnstall to Set Up Devices Connected to LANs Example

This task uses the network in the figure below. Thistask will show how to use Autolnstall to setup routers
R2, R3, and R4. Router R1 isthe DHCP server that will be used to assign the | P address for Fast Ethernet
0/0 on the new routers during the Autolnstall process.

Figure 9: Network Topology for Assigning Autolnstall Configuration Files For Specific Devices
172 16.29 252

TFTF Server 4@
— | . [ s

Ethernet 00 Ethernet 0/1
172.16.2899 172.16.28.99

146157

Every DHCP client has a unique DHCP client identifier. The DHCP client identifier is used by DHCP
servers to keep track of |P address leases and for configuring | P address reservations. Y ou need to know the
DHCP client identifier for each of the networking devices that you want to configure with Autolnstall so
that you can configure the DHCP | P address reservations which will ensure that each deviceis provided
with the correct |P address, and subsequently its unique configuration file. Y ou can determine the DHCP
client identifier manually or automatically.

To use Autolnstall to setup routers R2, R3, and R4, perform following tasks:

« Determining the Value for the DHCP Client Identifier Manually, page 78
« Determining the Value for the DHCP Client Identifier Automatically, page 82

Determining the Value for the DHCP Client Identifier Manually

If you want to determine the value for the client identifiers automatically, you do not need to perform this
task. Proceed to the Determining the VValue for the DHCP Client Identifier Automatically Example section.
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P

Tip

Note

Determining the Value for the DHCP Client Identifier Manually .

If you are using Autolnstall to configure networking devices that are running a Cisco |0S release other than
12.4(1) or newer the DHCP client identifier might use a different format. In this case use the process
explained in the Determining the Vlaue for the DHCP Client Identifier Automatically Example section. .

Y ou must know the MAC address of the Ethernet interface that will be used to connect the router to the
LAN during the Autolnstall process to determine the client identifier manually. To determine the client
identifier manually requires connecting aterminal to the router, and powering it on, so that you can enter
the showinter faceinterface-type interface-number command.

The client-identifier looks like this:
0063.6973.636f.2d30.3030.362e.3533.6237.2e38.6537.312d.4661.332f.30

The format is nullcisco-0006.53b7.8e71-fa3/0 where 0006.53b7.8e71 is the MAC address and fa3/0 is the
short interface name for the interface that the IP address request is made.

The values for the short-if-name field can be obtained from an SNMP workstation with the Cisco MIBs
installed. The following is an example of how to map ifIndex to an interface on Cisco |0S:

snmpwal k -c¢ public ponch ifName
IF-MB::ifNane.1 = STRING AT2/0
IF-MB::ifNane.2 = STRING Et0/0
IF-MB::ifNane.3 = STRING Se0/0
IF-MB::ifNane.4 = STRING BRO/O

Use the showinter faceinterface-type interface-number command to display the information and statistics
for aFast Ethernet interface.

R6> show interface fastethernet 3/0
Fast Ethernet3/0 is up, line protocol is up
Hardware is AndFE, address is 0006.53b7.8e71 (bia 0006.53b7.8e71)

R6>
The MAC address for Fast Ethernet 3/0 on R6 is 0006.53b7.8e71. The format of the client identifier for this
interface is nullcisco-0006.53b7.8e71-fa3/0.

The short interface name for Fast Ethernet interfacesis fa

The table below shows the values for converting characters to their hexadecimal equivalents. The last row
in the second table below shows the client identifier for Fast Ethernet 3/0 on R6
(nullcisco-0006.53b7.8e71-fa3/0).

Table 4: Hexadecimal to Character Conversion Chart

Hex Char Hex Char Hex Char Hex Char Hex Char
00 NUL la SUB 34 4 de N 68 h

01 SOH 1b ESC 35 5 4f O 69 I

02 STX 1c FS 36 6 50 P 6a j

03 ETX 1d GS 37 7 51 Q 6b k
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. Determining the Value for the DHCP Client Identifier Manually

Hex Char Hex Char Hex Char Hex Char Hex Char
04 EOT le RS 38 8 52 R 6c I
05 ENQ 1f us 39 9 53 S 6d m
06 ACK 20 3a : 54 T 6e n
07 BEL 21 ! 3b ; 55 U 6f 0
08 BS 22 " 3c < 56 Y, 70 p
09 TAB 23 # 3d = 57 w 71 q
0A LF 24 $ 3e > 58 X 72 r
0B VT 25 % 3f ? 59 Y 73 S
ocC FF 26 & 40 @ 5a z 74 t
0D CR 27 ‘ 41 A 5b [ 75 u
OE SO 28 ( 42 B 5c \ 76 %
OF Sl 29 ) 43 C 5d ] 77 w
10 DLE 2a * 44 D 5e N 78 X
11 DC1 2b + 45 E 5f _ 79 y
12 DC2 2c , 46 F 60 X 7a z
13 DC3 2d - 47 G 61 a 7o {
14 DC4 2e . 48 H 62 b 7c |
15 NAK 2f / 49 I 63 c 7D }
16 SYN 30 0 4a J 64 d Te ~
17 ETB 31 1 4b K 65 e f D
18 CAN 32 2 4c L 66 f

19 EM 33 3 4d M 67 g

Table 5: Conversion of nullcisco-0006.53b7.8e71-fa3/0 To A Client Identifier

ci s c¢co- 0O0OOO®G6G. 53 b7 . 8e 71 - f a3/1

6f

o o o o

6 6 6 3 33 3 2336 3 23 3 3 4
3 9 3 0 00O 6 e 53 27 e 8 7 1 6

= O

7 2 6 2
3 d 5 d
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Note

Determining the Value for the DHCP Client Identifier Manually .

R4

Use the showinter faceinterface-type interface-number command to display the information and statistics
for Ethernet 0 on R4.

R4> show i nterface ethernet 0
Et hernetO is up, line protocol is u
Hardware is Lance, address is 00e0. 1eb8. ebOe (bia 00e0. 1eb8. eb0e)
The MAC address for Ethernet 0 on R4 is 00e0.1€b8.eb0e. The format of the client identifier for this
interface is nullcisco-00e0.1eb8.eb0e-et0.

The short interface name for Ethernet interfacesis et.

Using the values for converting characters to their hexadecimal equivalentsin the first table above, the
client identifier for Ethernet 0 on R4 is shown in the last row of the table below.

Table 6: Conversion of null.cisco-00e0.1eb8.eb0e-et0 To A Client Identifier for R4

00Oc i s ¢c o - O 0O e 0. 1 e b 8 . e b 0 e - et O

00 63 69 73 63 6f 2d 30 30 65 30 2 31 65 62 38 2 65 62 30 65 2d 45 74 30

R3

Use the showinter faceinterface-type interface-number command to display the information and statistics
for Ethernet 0 on R3.

R3> show interface ethernet O
Et hernetO is up, line protocol is up
Hardware is Lance, address is 00e0. 1eb8. eb73 (bia 00e0. 1eb8. eb73)

The MAC address for Ethernet 0 on R3 is 00e0.1eb8.eb73. The format of the client identifier for this
interfaceis: nullcisco-00e0.1eb8.eb73-€et0.

Using the values for converting characters to their hexadecimal equivalentsin the first table above, the
client identifier for Ethernet 0 on R3 is shown in the last row of the table below.

Table 7: Conversion of null.cisco-00e0.1eb8.eb73-et0 To A Client Identifier for R3

00c i s ¢c o - 0 0O e 0. 1 e b 8 . e b 7 3 - et O

00 63 69 73 63 6f 2d 30 30 65 30 2¢ 31 65 62 38 2 65 62 37 33 2d 45 74 30

R2

Use the showinter faceinterface-type interface-number command to display the information and statistics
for Ethernet 0 on R2.

R2> show interface ethernet 0
Et hernetO is up, line protocol is up
Hardware is Lance, address is 00e0. 1eb8. eb09 (bia 00e0. 1eb8. eb09)
The MAC address for Ethernet 0 on R2 is 00e0.1eb8.eb09. The format of the client identifier for this
interface is nullcisco-00e0.1eb8.eb09-et0.

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX .



Using Autolnstall to Remotely Configure Cisco Networking Devices I

What to Do Next
Using the values for converting characters to their hexadecimal equivalentsin the first table above, the
client identifier for Ethernet 0 on R2 is shown in the last row of the table below
Table 8: Conversion of null.cisco-00e0.1eb8.eb09-et0 To A Client Identifier for R2
00c i s ¢c o - 0O e 0. 1 e b 8 . eb 09 - et O
00 63 69 73 63 6f 2d 30 30 65 30 2¢ 31 65 62 38 2 65 62 30 39 2d 45 74 30
Y ou have now determined the values for the client identifiers on each router. Thefinal stepisto add a
period after each group of four characters working from the left to the right as shown below:
¢ R4-0063.6973.636f.2d30.3065.302¢e.3165.6238.2665.6230.652d.4574.30
* R3-0063.6973.636f.2d30.3065.302¢e.3165.6238.2665.6237.332d.4574.30
* R2-0063.6973.636f.2d30.3065.302¢e.3165.6238.2665.6230.392d.4574.30
e What to Do Next, page 82
What to Do Next
Save the valuesin atext file and proceed to the Creating a Private DHCP Pool for Each of the Routers
Example section.

Determining the Value for the DHCP Client Identifier Automatically

If you determined the value for the client identifiers manually, you do not need to perform this task.
Proceed to the Creating a Private DHCP Pool for Each of the Routers Example section.

Thistask will create a DHCP server on R1 that will provide only one IP address. This IP address will used
by each new router in sequence while you determine the value of the router’s client identifier. By limiting
the IP address scope to asingle IP address you avoid any possible confusion about which router you are
working on. If somebody powers up another router that attempts to start the Autolnstall process, it will not
be able to obtain an | P address.

Tip Do not place the network-confg or router configuration files (r4-confg, r3-confg, or r2-confg) in the root
directory of the TFTP server yet. Y ou do not want any of the routers to load these files until you have
ensured that each router will obtain the correct |P address from the DHCP server so that the router will load
the correct configuration file.

Thistask is broken down into subtasks. See the Determining the Value for the DHCP Client Identifier
Manually section for more information.

Configuration Examples for Using Autolnstall to Remotely
Configure Cisco Networking Devices

» Using Autolnstall with Frame Relay to ATM Service Internetworking Example, page 64
« Using Autolnstall to Set Up Devices Connected to LANs Example, page 86
« Using Autolnstall to Set Up Devices Connected to WANs Example, page 94
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Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices .

Using Autolnstall with Frame Relay to ATM Service Internetworking

Example

Refer to the figure below for the sample network used in this task. Perform this task to configure routers
R6, R4, and the LS1010 ATM switch so that Autolnstall can be used with Frame Relay to ATM Service
Internetworking (FRF8) to set up router R2.

Y

Note The |P address that will be assigned to Serial 0 on R2 (10.10.10.1/24) during and after the Autolnstall
process and the | P address that is assigned to ATM 0/0.50 on R4 (10.10.10.2/24) are on the same subnet
(10.10.10.0/24). Using | P addresses on the same subnet is required because the interfaces on R6 and the
L S10101 switch are switching the | P packets between R2 and R4 at Layer 2.

Figure 10: Example Topology for Autolnstall over Frame Relay/ATM Interworking Connections

10.10.10.1 Frame Relay and
Serial 0 AT Switch Router

- , (FRF 8)
) —

Serial 30 ATM 40 (PYC 5/40)

DLCIS0
AT 3N
LS1010 ATM Swatch
ATM 37112 10.10.10.2
/ ATW 01050 (PYC BABD)
L, & &S
Hostrene Rd

172 16.29.252 Fast Ethemet 30/0 imkterface ATHO/O
TETP Server o ip address

atm pwe 1L 0 5 gsasl
stn prc 2 0 16 ilmi
e &t 1lwi-kespalive

Core router (R4) running BOOTP Server .
assigns the IP address used in the incerface ATHO/0_ S0 maleipoine
protocol ip comrmand for the ip address 10.10.10.2 255.Z55.255.0

router that is being configured with Autolnstall ;f,th;;};;”'m“’ 172.16.28. 282

protocol dip E-_la-ullfl-il broadcast

146154

e Configuring R6 for Frame Relay to ATM Service Internetworking, page 65

* Verifying Frame Relay to ATM Service Interworking on R6, page 69

» Configuring R4 for Frame Relay to ATM Service Internetworking, page 69

e Configuring IP Routing R4, page 72

e Configuring the LS1010 Switch, page 74

» Verifying Autolnstall with Frame Relay to ATM Service Internetworking, page 75

e Configuring R6 for Frame Relay to ATM Service Internetworking Example, page 84
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. Configuring R6 for Frame Relay to ATM Service Internetworking Example

» Configuring R4 for Frame Relay to ATM Service Internetworking Example, page 84
» Configuring R4 for Frame Relay to ATM Service Internetworking Example, page 84
» Configuring the LS1010 Switch Example, page 85

» Creating the Configuration File for R2 Example, page 85

Configuring R6 for Frame Relay to ATM Service Internetworking Example

The following example shows how to configure R6 for Frame Relay to ATM Service I nternetworking
(FRF8).

host name R6

1

interface Serial 3/0

no i p address

encapsul ation frane-relay | ETF
frame-relay interface-dlci 50 swtched
frame-relay I m-type ansi

frame-relay intf-type dce

|

interface ATM4/ 0
pvc 0 5 gsaa
pvc 0 16 ilm
no atmilm-keepalive
pvc 5/50
encapsul ati on aal 5mux fr-atmsrv
|

éonnect r2 serial 3/0 50 atn4/ 0 5/50 service-interworking
!

Configuring R4 for Frame Relay to ATM Service Internetworking Example

The following example configures R4 as the core router for Autolnstall using Frame Relay to ATM Service
Internetworking (FRF8).

!
host name R4
!
interface FastEthernet3/0/0
ip address 172.16.29.97 255.255.255.0
|

interface ATM)/ 0
no i p address
pvc 0 5 gsaa
pvc 0 16 il m
no atmil m-keepalive
!
interface ATM)/ 0.50 mnul ti point
i p address 10.10.10.2 255. 255.255.0
i p hel per-address 172.16. 29. 252
pvc 6/ 60
protocol ip 10.10.10.1 broadcast
!

Configuring R4 for Frame Relay to ATM Service Internetworking Example

The following example shows how to configure IP routing on R4.

router rip
version 2

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX
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Step 1

Configuring the LS1010 Switch Example .

network 10.0.0.0
network 172.16.0.0
no aut o- sunmary

Configuring the LS1010 Switch Example

The following example shows how to configure the LS1010 ATM switch to route the PV Cs between R6
and R4.

|
atm address 47.0091. 8100. 0000. 0010. 11b9. 6101. 0010. 11b9. 6101. 00
atmrouter pnn

no aesa enbedded- nunber left-justified

node 1 |evel 56 |owest

redistribute atmstatic

nterface ATM2/0/0

no i p address

no i p directed-broadcast
at m maxvp- nunber 0

nterface ATMB/1/0

no i p address

no ip directed-broadcast
no atmilm-keepalive

nterface ATM3/1/1

no i p address

no i p directed-broadcast
no atmil m-keepalive

nterface ATMB/ 1/2

no i p address

no ip directed-broadcast

no atmil m-keepalive

pvc 6 60 interface ATM3/1/1 5 50

nterface ATMB/1/3

no i p address

no i p directed-broadcast
no atmil m-keepalive

Creating the Configuration File for R2 Example

SUMMARY STEPS

1. Create the following configuration file for R2.
2. Storethe configuration file on the TFTP server with the name r2-confg.

DETAILED STEPS

Create the following configuration file for R2.

Example:

|
host name R2
|
|
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. Determining the Value for the DHCP Client Identifier Automatically Example

enabl e secret 7gD2A0
|

interface EthernetO

no i p address

shut down

1

interface SerialO

i p address 10.10.10.1 255. 255.255.0
encapsul ation franme-relay | ETF
frame-relay map ip 10.10.10.2 50 broadcast
frame-relay interface-dlci 50
frame-relay I m-type ans

1

interface Seriall

no i p address

shut down

|

1
router rip

version 2

network 10.0.0.0

no auto-sunmary

|
ip http server
ip classless

|

iine vty 0 4
password 87F3cOm
I ogin
!
end
Step 2 Store the configuration file on the TFTP server with the name r2-confg.
Example:

Rout er# copy running-config tftp
Address or nane of renote host []? 192.0.2.1

Destination filenanme [running-config]? r2-config

1
1030 bytes copied in 9.612 secs (107 bytes/sec)
Rout er #

Using Autolnstall to Set Up Devices Connected to LANs Example

« Determining the Value for the DHCP Client Identifier Automatically Example, page 86
« Creating a Private DHCP Pool for Each of The Routers Example, page 89

« Creating Configuration Files for Each Router Example, page 90

» Creating the network-confg file Example, page 91

e Setting Up the Routers with Autolnstall Example, page 91

» Saving the Configuration Files on the Routers Example, page 93

« Removing the Private DHCP Address Pools from R1 Example, page 94

Determining the Value for the DHCP Client Identifier Automatically Example

» Configuring IP on the Interfaces on R1 Example, page 87
e Configuring a DHCP Pool on R1 Example, page 87
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Configuring IP on the Interfaces on R1 Example .

« Excluding All But One of the IP Addresses from the DHCP Pool on R1 Example, page 87
» Verifying the Configuration on R1 Example, page 87

» Enabling debug ip dhcp server events on R1 Example, page 88

« ldentifying the Vaue for the Client Identifier on Each of the Routers Example, page 88

« Removing the DHCP Pool on R1 for Network 172.16.28.0 24 Example, page 89

» Removing the Excluded Address Range From R1 Example, page 89

Configuring IP on the Interfaces on R1 Example

The following example shows how to configure the iphel per -addr essip-address command on Ethernet0/1.

i nterface Ethernet0/0
ip address 172.16.29.99 255. 255.255.0
|

i nterface Ethernet0/1

ip address 172.16.28.99 255. 255. 255.0
i p hel per-address 172.16. 29. 252
!

Configuring a DHCP Pool on R1 Example

The following example shows how to configure the commands to set up atemporary DHCP server on R1.

Y

Note There should be only one DHCP server in operation on R1. This server should be the only DHCP server
that is accessible by the routers that you will be using Autolnstall to set up.

!
ip dhcp pool get-client-id

network 172.16.28.0 255.255.255.0
!

Excluding All But One of the IP Addresses from the DHCP Pool on R1 Example

The following example shows how to configure the ipdhcpexcluded-addr ess command to exclude every
| P address except 172.16.28.1 from the DHCP poal.

A

Note Y ou need to ensure that there is only one | P address available from the DHCP server at any time.

!
i p dhcp excl uded- address 172.16.28.2 172.16. 28. 255
!

Verifying the Configuration on R1 Example
The following example shows how to verify the configuration on R1.

Verify that the configuration file for R1 has a DHCP server pool configured to provide asingle |P address
(172.16.28.1) toaDHCP client.
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. Enabling debug ip dhcp server events on R1 Example

Verify that the configuration file has the | P addresses for the Ethernet interfaces and the iphelper -
addr essip-address command.

!

i p dhcp excl uded- address 172.16.28.2 172.16. 28. 255
!

i p dhcp pool get-client-id

network 172.16.28.0 255.255.255.0
|

iMeHaw Et hernet 0/ 0
i p address 172.16.29.99 255. 255. 255.0
|

iMeHaw Et hernet 0/ 1

i p address 172.16.28.99 255. 255. 255.0
i p hel per-address 172.16. 29. 252
!

Enabling debug ip dhcp server events on R1 Example
The following example shows how to enable the debugipdhcpser ver events command on R1.
Use the display output from the debugipdhcpser ver events command on the terminal connected to R1 to
identify the value of the client identifier for each router.

R1# debug ip dhcp server events

Identifying the Value for the Client Identifier on Each of the Routers Example
The following example shows how to identify the value for the client identifier on each of the routers.

The following step is repeated for each of the routers. Y ou should have only one of the routers powered-on
at any time. When you have identified the value of the client identifier field for the router, turn the router
off and proceed to the next router.

R4

Connect R4 to the Ethernet network and power it on. The following message is displayed on the terminal
connected to R1 when R4 is assigned the | P address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client 0063.6973. 636f.2d30. 3065. 302e
3165. 6238. 2e65. 6230. 652d. 4574. 30

Copy the client identifier 0063.6973.636f.2d30.3065.302e.3165.6238.2€65.6230.652d.4574.30 to atext file
and save it. Keep the text file open for the next two routers.

Turn off R4
Release the | P address binding for R4 from the DHCP pool on R1 using the clearipdhcpbinding*
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id

R3

Connect R3 to the Ethernet network and power it on. The following message is displayed on the terminal
connected to R1 when R3 is assigned the | P address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client 0063.6973. 636f.2d30. 3065. 302e
3165. 6238. 2e65. 6237. 332d. 4574. 30
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Removing the DHCP Pool on R1 for Network 172.16.28.0 24 Example .

Copy the client identifier 0063.6973.636f.2d30.3065.302e.3165.6238.2e65.6237.332d.4574.30 to the text
fileand saveit. Keep the text file open for the final router.

Turn off R3.

Release the | P address binding for R3 from the DHCP pool on R1 using the clearipdhcpbinding*
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id.

R2

Connect R2 to the Ethernet network and power it on. The following message is displayed on the terminal
connected to R1 when R2 is assigned the | P address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client 0063.6973. 636f.2d30. 3065. 302e.
3165. 6238. 2e65. 6230. 392d. 4574. 30.

Copy the client identifier 0063.6973.636f.2d30.3065.302¢e.3165.6238.2e65.6230.392d.4574.30 to the text
file and saveit.

Turn off R2
Release the | P address binding for R2 from the DHCP pool on R1 using the clearipdhcpbinding*
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id.

Client Identifiers for R4, R3, and R2
Y ou have determined the values for the client identifiers on each router.

¢ R4-0063.6973.636f.2d30.3065.302e.3165.6238.2e65.6230.652d.4574.30
* R3-0063.6973.636f.2030.3065.302¢.3165.6238.2€65.6237.332d.4574.30
* R2-0063.6973.636f.20d30.3065.302€.3165.6238.2€65.6230.392d.4574.30

Removing the DHCP Pool on R1 for Network 172.16.28.0 24 Example

The following example shows how to remove the temporary DHCP pool on the router that is no longer
required.

Rl(config)# no ip dhcp pool get-client-id

Removing the Excluded Address Range From R1 Example

The following example shows how to remove the command for excluding all of the I P addresses except
172.16.28.1 from the DHCP pool on the router.

Rl(config)# no ip dhcp excluded-address 172.16.28.2 172.16. 28. 255

Creating a Private DHCP Pool for Each of The Routers Example
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. Creating Configuration Files for Each Router Example

The following example shows how to create private DHCP address pools for each router to ensure that each
router is assigned the | P address that maps to its host name in the network-configuration file.

ip dhcp pool r4
host 172.16.28.100 255. 255. 255.0
client-identifier 0063.6973.636f.2d30.3065. 302e. 3165. 6238. 2e65. 6230. 652d. 4574. 30

ip dhcp pool r3
host 172.16.28.101 255. 255. 255.0
client-identifier 0063.6973. 636f.2d30. 3065. 302e. 3165. 6238. 2e65. 6237. 332d. 4574. 30

i p dhcp pool r2
host 172.16.28.102 255. 255. 255.0
client-identifier 0063.6973. 636f.2d30. 3065. 302e. 3165. 6238. 2e65. 6230. 392d. 4574. 30

Creating Configuration Files for Each Router Example

The following example shows how to create the configuration files for each router and place them in the
root directory of the TFTP server.

P

Tip Y ou must include the commands for configuring passwords for remote Telnet access and access to
privileged EXEC mode if you are going to access the routers remotely to save their configuration filesto
NVRAM.

r2-confg

hostnane R2
|

enabl e secret 79D2A0
!
interface EthernetO
ip address 172.16.28.102 255.255.255.0
|

interface Serial 0
i p address 192.168.100.1 255. 255. 255. 252
no shut down

!

interface Seriall
i p address 192.168.100.5 255. 255. 255. 252
no shut down

!

no ip http server

ip classless

i p default-networ

k 0.0.0.0
ip route 0.0.0.0 0.0.0
|

Et hernet 0

oo

line vty 0 4
password 5Rf 1k9
login

!

end

r3-confg

hostnane R3
|

énable secret 7gD2A0
|
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Creating the network-confg file Example .

interface EthernetO
ip address 172.16.28.101 255. 255. 255. 0
|

interface Serial 0

i p address 192. 168. 100. 9 255. 255. 255. 252
no shut down

|

interface Seriall

i p address 192.168. 100. 13 255. 255. 255, 252
no shut down

1

no ip http server

ip classless

ip default-network 0.0.0.0

iproute 0.0.0.0 0.0.0.0 EthernetO

|

iine vty 0 4
password 5Rf 1k9
login

|

end
rd-confg

hostnane R4
|

énable secret 7gD2A0
|

imeﬁam Et hernet 0
ip address 172.16.28.101 255.255.255.0
|

interface Serial 0

i p address 192.168.100.9 255. 255. 255. 252
no shut down

!

interface Seriall

i p address 192.168. 100. 13 255. 255. 255. 252
no shut down

!

no ip http server

ip classless

ip default-network 0.0.0.0
ip route 0.0.0.0 0.0.0.0 EthernetO
!
line vty 0 4
password 5Rf 1k9
login
!
end

Creating the network-confg file Example

The following example shows how to create the network-configuration file with the iphosthostnameip-
address commands that map the IP addresses that you will be assigning with the DHCP server to the
hostname.

ip host r4 172.16.28.100
ip host r3 172.16.28.101
ip host r2 172.16.28. 102

Setting Up the Routers with Autolnstall Example
The following example shows how to set up three routers (R4, R3, and R2) using Autolnstall.
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Setting Up the Routers with Autolnstall Example

Connect aterminal to the routersif you want to monitor the progress of Autolnstall. Use Hyperterminal or
asimilar terminal emulation program on your PC, with the following terminal emulation settings, to
connect to the device:

e 9600 baud
« 8databits, no parity, 1 stop bit
¢ No flow control

Y ou should have the following files in the root directory of the TFTP server.

¢ network-confg

¢ r4-confg
* r3-confg
e r2-confg

The TFTP server must be running.

Power on each router.

Timesaver

Y ou can set up all three routers concurrently.

R4

The following is an excerpt of the messages that are displayed on R4’ s console terminal during the
Autolnstall process:

Loadi ng network-confg from 172. 16.29. 252 (via Ethernet0): !
[OK - 76 bytes]

Configuration mapped i p address 172.16.28.100 to r4

Loadi ng r4-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 687 bytes]

R3

Thefollowing is an excerpt of the messages that are displayed on R3's console terminal during the
Autolnstall process:

Loadi ng network-confg from 172. 16. 29. 252 (via Ethernet0Q): !
[OK - 76 bytes]

Configuration mapped ip address 172.16.28.101 to r3

Loadi ng r3-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 687 bytes]

R2

Thefollowing is an excerpt of the messages that are displayed on R2's console terminal during the
Autolnstall process:

Loadi ng network-confg from 172. 16. 29. 252 (via Ethernet0Q): !
[OK - 76 bytes]

Configuration mapped ip address 172.16.28.102 to r2

Loadi ng r2-confg from 172. 16. 29. 252 (via Ethernet0Q): !

[OK - 687 bytes]
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Saving the Configuration Files on the Routers Example .

TFTP Server Log

The TFTP server log should contain messages similar to the following text.

Sent network-confg to (172.16.28.100), 76 bytes
Sent r4-confg to (172.16.28.100), 687 bytes
Sent network-confg to (172.16.28.101), 76 bytes
Sent r3-confg to (172.16.28.101), 687 bytes
Sent network-confg to (172.16.28.102), 76 bytes
Sent r2-confg to (172.16.28.102), 687 bytes

Saving the Configuration Files on the Routers Example

The following example shows how to save the running configurations on each router to the startup
configuration to ensure that the routers retain their configurations if they are ever power cycled.

R4

R1# tel net 172.16.28.100

Trying 172.16.28.100 ... Open

User Access Verification

Passwor d:

R4> enabl e

Passwor d:

R4# copy running-config startup-config
Destination filenanme [startup-config]?
Bui | di ng configuration...

[OX]

RA# exit

[ Connection to 172.16.28.100 closed by foreign host]
R1#

R3

R1# tel net 172.16.28.101

Trying 172.16.28.101 ... Open

User Access Verification

Passwor d:

R3> enabl e

Passwor d:

R3# copy running-config startup-config
Destination filenanme [startup-config]?
Bui | di ng configuration...

[

R3# exit

[ Connection to 172.16.28.101 closed by foreign host]
R1#

R2

R1# tel net 172.16.28.102

Trying 172.16.28.102 ... Qpen

User Access Verification

Passwor d:

R2> enabl e

Passwor d:

R2# copy running-config startup-config
Destination filenanme [startup-config]?
Bui | di ng configuration...

[

R2# exi t

[ Connection to 172.16.28.102 closed by foreign host]
R1#
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. Removing the Private DHCP Address Pools from R1 Example

Removing the Private DHCP Address Pools from R1 Example

The following example shows how to remove the private DHCP address pools from R1.

Ri(config)# no ip dhcp pool r4
Rl(config)# no ip dhcp pool r3
Rl(config)# no ip dhcp pool r2

Thistask isthe final step for using Autolnstall to set up devices connected to LANS.

Using Autolnstall to Set Up Devices Connected to WANs Example

e HDLC WAN Connections, page 94
e Frame-Relay WAN Connections, page 97

HDLC WAN Connections

This section uses the network in the figure below. The section shows how to use Autolnstall to setup R4.
R2 will use SLARP to provide R4 the I P address (192.168.20.2) required for Autolnstall.

Figure 11: Network Topology Using Autolnstall to Configure Routers Connected to HDLC WANs
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» Creating the Configuration for R4 Example, page 94
» Creating the network-confg File Example, page 95

e Configuring R1 and R2 Example, page 95

e Setting Up R4 using Autolnstall Example, page 96

» Savethe Configuration File on R4 Example, page 96

Creating the Configuration for R4 Example
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Creating the network-confg File Example .

The following example shows how to cregate the configuration file for R4 and save it on the TFTP server as
r4-confg:

ﬁostnane R4
|

enabl e secr et 7gD2A0
!
interface EthernetO
i p address 10.89.45.1 255. 255. 255. 0
no shut down
!
interface Serial0
ip address 192.168.10.2 255. 255. 255.0
no fair-queue
!
router rip
version 2
network 168.192.0.0
no aut o- summary
!
ip http server
ip classless
i p default-networ

k 0.0.0.
ip route 0.0.0.0 0.0.0.0
I

0
Serial 0

line vty 0 4
password 6T2daX9
!

end

Creating the network-confg File Example

The following example shows how to create the network configuration file for R4 and save it on the TFTP
server as network-confg:

ip host r4 192.168.10.2

Configuring R1 and R2 Example

The following example shows how to configure R1 and R2 using the following configurations:

R1

host name R1
|

énable secret 7gD2A0
!
interface Ethernet0/0
ip address 172.16.29.99 255.255.255.0
|

imeﬂaw Et hernet 0/ 1
ip address 172.16.28.99 255. 255.255.0
|

interface Serial2
i p hel per-address 172.16. 29. 252
!

router rip

version 2

network 172.16.0.0
no auto-sunmary

|

ip classless

ip http server

|
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. Setting Up R4 using Autolnstall Example

line vty 0 4
password 67F2SaB

!

end

R2

!
host name R2
|

énabl e secret 7gD2A0
|

i nterface EthernetO
i p address 172.16.28. 98 255. 255. 255. 0
|

i nterface Serial 1
i p address 192.168.10.1 255. 255. 255. 0
cl ockrate 64000

!

router rip

version 2

network 172.16.0.0
network 192.168.10.0

no aut o-sunmmary
|

ip http server
ip classless
|

iine vty 0 4
password u58Hgl
!

end

Setting Up R4 using Autolnstall Example

The following example shows how to set up R4 using Autol nstall.
Connect R4 to the HDLC WAN network.

Power R4 on.

The Autolnstall process should be complete in approximately 5 minutes.

TFTP Server Log
The TFTP server log should contain messages similar to the following text:

Sent network-confg to (192.168.10.2), 76 bytes
Sent r4-confg to (192.168.10.2), 687 bytes

Save the Configuration File on R4 Example

The following example shows how to save the running configurations on R4 to the startup configuration to
ensure that R4 retains its configuration if it is ever power cycled.

R1# tel net 192.168. 10.2

Trying 192.168.10.2 ... Open

User Access Verification

Passwor d:

R4> enabl e

Passwor d:

R4# copy running-config startup-config
Destination filename [startup-config]?
Bui | di ng configuration...

[OK]
R4# exit
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Frame-Relay WAN Connections .

[ Connection to 192.168. 10.2 cl osed by foreign host]
R1#

Frame-Relay WAN Connections

This section uses the network in the figure below. The section shows how to use Autolnstall to setup R4.
R2 will use BOOTP to provide R4 the | P address (172.16.27.100) required for Autolnstall.

R2 uses 172.16.27.100 as the IP address to provide to R3 using BOOTP because thisis the IP addressin the
frame-relay map ip 172.16.27.100 100 br oadcast command on seria O that pointsto serial 0 on R3.

Figure 12: Network Topology for Using Autolnstall to Configure Routers Connected to Frame Relay WANs
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e Creating the Configuration for R3 Example, page 97

« Creating the network-confg File Example, page 98

« Configuring R1 and R2 Example, page 98

e Setting Up R3 using Autolnstall Example, page 99

» Saving the Configuration File on R3 Example, page 99

Creating the Configuration for R3 Example

The following example shows how to create the configuration file for R4 and save it on the TFTP server as
r3-confg:

!
host name R3
|

enabl e secret 8Hg52c20
|

i nterface EthernetO
no i p address
shut down

|

interface Serial0
ip address 172.16.27.100 255. 255. 255.0
encapsul ation frame-relay | ETF

Configuration Fundamentals Configuration Guide, Cisco 10S Release 12.2SX .



Using Autolnstall to Remotely Configure Cisco Networking Devices I

. Creating the network-confg File Example

no fair-queue

frame-relay map ip 172.16.27.99 101 broadcast
frame-relay interface-dlci 101
!
interface Seriall

no i p address

shut down

!

router rip

version 2

network 172.16.0.0

no aut o- sunmmary
|

iine vty 0 4
password 67Td3a
login

!

end

Creating the network-confg File Example

The following example shows how to create the network configuration file for R3 and save in on the TFTP
server as network-confg:

ip host r3 172.16.27.100

Configuring R1 and R2 Example
The following example shows how to configure R1 and R2 using the following configurations:

R1

Hostnane R1
|

énable secret 86vCrzZ
|

iMeHaw Et hernet 0/ 0
ip address 172.16.29.99 255.255.255.0
|

iMeHaw Et hernet 0/ 1
ip address 172.16.28.99 255.255.255.0
!

router rip
version 2
network 172.16.0.0

no aut o-sunmmary
|

iine vty 0 4
password 6Gu8z0s
!

!
end

R2

|
host name R2
|

énable secret 67Hf c5z2

!

interface EthernetO
ip address 172.16.28.98 255. 255. 255.0
i p hel per-address 172.16.29. 252

!

interface Serial0
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Setting Up R3 using Autolnstall Example .

ip address 172.16.27.99 255.255.255.0

i p hel per-address 172.16. 29. 252

encapsul ation frane-relay | ETF

no fair-queue

frame-relay map ip 172.16.27.100 100 broadcast
frame-relay interface-dlci 100

|

interface Seriall

no i p address

|

router rip

version 2

network 172.16.0.0
no aut o- summary

|

line vty 0 4
password 9Jb6Z3g

|

énd

Setting Up R3 using Autolnstall Example

The following example shows how to set up R3 using Autolnstall.
Connect R3 to the Frame Relay network.

Power R3 on.

The Autolnstall process should be complete in approximately 5 minutes.

TFTP Server Log
The TFTP server log should contain messages similar to the following text:

Sent network-confg to (172.16.27.100), 76 bytes
Sent r3-confg to (172.16.27.100), 687 bytes

Saving the Configuration File on R3 Example

Additional

The following example shows how to save the running configurations on R3 to the startup configuration to
ensure that R3 retains its configuration if it is ever power cycled.

R1# tel net 172.16.27.100

Trying 172.16.27.100 ... Open
User Access Verification
Passwor d:

R3> enabl e

Passwor d:

R3# copy runni ng-config startup-config

Destination filename [startup-config]?

Bui I di ng configuration..

[

R4# exit

[ Connection to 192.168.10.2 cl osed by foreign host]
R1#

References

The following sections provide references related to using Autolnstall to remotely configure Cisco
networking devices.
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Additional References

Related Documents

Related Topic

Document Title

Cisco 10OS commands

Cisco 10S Master Commands List, All Releases

Configuration Fundamentals commands

Cisco 10S Configuration Fundamentals Command
Reference

Frame Relay-to-ATM Service Interworking (FRF.
8)

* Frame Relay-ATM Interworking Supported
Standards module in the Cisco |OS Wide-Area
Networking Configuration Guide

» Configuring Frame Relay-ATM Interworking
module in the Cisco |IOSWide-Area
Networking Configuration Guide

Overview of Cisco 10S setup mode and Autolnstall
for configuring Cisco networking devices

Overview: Basic Configuration of a Cisco
Networking Device module in the Cisco |0OS
Configuration Fundamentals Configuration Guide

Using setup mode to configure a Cisco networking

Using Setup Mode to Configure a Cisco

device Networking Device module in the Cisco 10S
Configuration Fundamental s Configuration Guide
MIBs
MIB MIBs Link
IF-MIB The IFNAME object in the IF-MIB can be used to
identify the values for the short interface names
used in the DHCP Client Identifier for Cisco 10S
devices when they are configured as DHCP clients.
To locate and download MIBs for selected
platforms, Cisco |OS releases, and feature sets, use
Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs
RFCs
RFC Title
No new or modified RFCs are supported by this --
feature, and support for existing RFCs has not been
modified by this feature
Technical Assistance
Description Link

The Cisco Support website provides extensive
online resources, including documentation and

http://www.cisco.com/cisco/web/support/
index.html
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Feature Information for Using Autolnstall to Remotely Configure a Cisco Networking Device .

Description Link

tools for troubleshooting and resolving technical
issues with Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various
services, such as the Product Alert Tool (accessed
from Field Notices), the Cisco Technical Services
Newsdletter, and Really Simple Syndication (RSS)
Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

Feature Information for Using Autolnstall to Remotely
Configure a Cisco Networking Device

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 9: Feature Information for Usinf Autolnstall to Remotely Set Up a Cisco Networking Device

Feature Name Releases Feature Configuration Information
Autolnstall over Frame Relay- 12.2(0T The Autolnstall over Frame
ATM Interworking Connections Relay-ATM Interworking

Connections feature extends the
functionality of the existing Cisco
10S Autolnstall feature. While
Autolnstall over Frame Relay
encapsulated serial interfaces has
long been supported, this feature
provides the same functionality
when the central (existing) router
hasan ATM interface instead of a
Frame Relay interface.

No new or modified commands
are introduced with this feature.
All commands used with this
feature are documented in the
Cisco 10S Configuration
Fundamentals Command
Reference.
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Feature Name Releases Feature Configuration Information
Autolnstall Using DHCP for 12.1(5)T 12.2(33)SRC The Autolnstall Using DHCP for
LAN Interfaces LAN Interfaces feature enhances

the benefits of Autolnstall by
replacing the use of the Bootstrap
Protocol (BOOTP) with the use
of the Dynamic Host
Configuration Protocol (DHCP)
for Cisco |OS Autolnstall over
LAN interfaces (specifically
Ethernet, Token Ring, and FDDI
interfaces).

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology diagrams,
and other figures included in the document are shown for illustrative purposes only. Any use of actual 1P
addresses or phone numbers in illustrative content is unintentional and coincidental.
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Unique Device Identifier Retrieval

The Unique Device Identifier Retrieval feature provides the ability to retrieve and display the Unique
Device Identifier (UDI) information from any Cisco product that has electronically stored such identity
information.

History for Unique Device Identifier Retrieval Feature

Release Modification

12.3(4)T This feature was introduced.

12.0(27)S This feature was integrated into Cisco |OS
Release 12.0(27)S.

12.2(25)S This feature was integrated into Cisco |0S
Release 12.2(25)S.

12.2(27)SBC This feature was integrated into Cisco |0S
Release 12.2(27)SBC.

12.2(18)SXE5 This feature was integrated into Cisco |OS
Release 12.2(18) SXES5.

Software images for Cisco 12000 series Internet routers have been deferred to Cisco 10S Release
12.0(27)S1.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn . Y ou must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

*  Prerequisites for Unique Device Identifier Retrieval, page 104

» Information About Unique Device Identifier Retrieval, page 104

* How to Retrieve the Unique Device Identifier, page 105

e Configuration Examples for Unique Device Identifier Retrieval, page 107
» Additional References, page 107
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Unique Device Identifier Overview

. Prerequisites for Unique Device Identifier Retrieval

Prerequisites for Unique Device Identifier Retrieval

In order to use UDI retrieval, the Cisco product in use must be UDI-enabled. A UDI-enabled Cisco product
supports five required Entity MIB objects. The five Entity MIB v2 (RFC-2737) objects are as follows:

e entPhysicalName

e entPhysicalDescr

« entPhysicaModelName
e entPhysicalHardwareRev
e entPhysical SerialNum

Although the showinventory command may be available, using that command on devices that are not
UDI-enabled will likely produce no outpuit.

Information About Unique Device Identifier Retrieval

* Unique Device Identifier Overview, page 104
» Benefits of the Unique Device Identifier Retrieval Feature, page 104

Unique Device Identifier Overview

Each identifiable product is an entity, as defined by the Entity MIB (RFC-2737) and its supporting
documents. Some entities, such as a chassis, will have subentities like slots. An Ethernet switch might be a
member of a superentity like a stack. Most Cisco entities that are orderable products will leave the factory
with an assigned UDI. The UDI information is printed on alabel that is affixed to the physical hardware
device, and it is also stored electronically on the device in order to facilitate remote retrieval.

A UDI consists of the following elements:

¢ Product identifier (PID)
e Versionidentifier (VID)
e Serial number (SN)

The PID is the name by which the product can be ordered; it has been historically called the “ Product
Name” or “Part Number.” Thisistheidentifier that one would use to order an exact replacement part.

The VID isthe version of the product. Whenever a product has been revised, the VID will be incremented.
The VID isincremented according to arigorous process derived from Telcordia GR-209-CORE, an
industry guideline that governs product change notices.

The SN isthe vendor-unique seriaization of the product. Each manufactured product will carry aunique
serial number assigned at the factory, which cannot be changed in the field. Thisisthe means by which to
identify an individual, specific instance of a product.

Benefits of the Unique Device Identifier Retrieval Feature

e Identifiesindividua Cisco productsin your networks.

* Reduces operating expenses for asset management through simple, cross-platform, consistent
identification of Cisco products.

e |dentifies PIDs for replaceable products.
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How to Retrieve the Unique Device Identifier

¢ Fecilitates discovery of products subject to recall or revision.
e Automates Cisco product inventory (capital and asset management).
¢ Provides a mechanism to determine the entitlement level of a Cisco product for repair and replacement

service.

How to Retrieve the Unique Device Identifier

* Retrieving the Unique Device ldentifier, page 105

Retrieving the Unique Device Identifier
Perform this task to retrieve and display identification information for a Cisco product.

Step 1

SUMMARY STEPS

1. enable

2. show inventory [raw] [entity

DETAILED STEPS

enable
Enters privileged EXEC mode. Enter your password if prompted.

Example:

Rout er > enabl e

Step 2

show inventory [raw] [entity

Enter theshowinventory command to retrieve and display information about al of the Cisco productsinstalled in the

networking device that are assigned aPID, VID, and SN. If a Cisco entity is hot assigned a PID, that entity is not

retrieved or displayed.
Example:

Rout er# show i nventory
NAMVE: “Chassis”, DESCR
PI D GSR8/ 40 ,
NAME: “slot 0", DESCR
PID. GRP-B ,
NAME: “slot 1", DESCR

PI D: 40C3/ ATM MM SC ,
NAME: “slot 3", DESCR
PI D LC 40C3/ PCS- MM ,
NAME: “slot 5", DESCR
PID: CGE-GBI CSC-B ,
NAME: “slot 7", DESCR *“
PID: GRP-B ,
NAME: “slot 16", DESCR
PI D GSR8- CSC/ ALRM

NAME: “sfslot 1", DESCR
PI D: GSR8- SFC

NAME: “sfslot 27,

PI D: GSR8- SFC ,
NAME: “sfslot 3", DESCR
PI D. GSR8- SFC ,

“12008/ GRP chassi s”

VI D

“ GRP"

VI D

“4 port

VI D

“4 port

VI D

“1 port

VI D
GRP”
VI D

“GSR 12008 C ock Schedul er Card”

VI D

“GSR 12008 Switch Fabric Card”

VI D

VI D

“GSR 12008 Switch Fabric Card”

VI D

V01, SN 63915640

V01, SN CAB021300R5
ATM OC3 mul ti node”
V01, SN. CAB04036GT1
0C3 PGS nul ti node”
V01, SN CAB014900GU
G gabit Ethernet”

V01, SN CAB034251NX

V01, SN: CAB0428ANAO
V01, SN CABO429AUYH
V01, SN CAB0428ALCS

DESCR “GSR 12008 Switch Fabric Card”

V01, SN: CAB0429AUOM

V01, SN CAB0429ARD7
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NAME: “PSslot 1", DESCR *“GSR 12008 AC Power Supply”
PI D FWR- GSR8- AC-B ,  VID V01, SN CAB041999CW

Enter theshowinventorycommand with an entity argument value to display the UDI information for a specific type of
Cisco entity installed in the networking device. In this example, alist of Cisco entities that match the sfslot argument
string is displayed.

Example:

Rout er# show i nventory sfsl ot
NAME: “sfslot 1", DESCR “GSR 12008 Switch Fabric Card”

PI D. GSR8- SFC , VID V01, SN CAB0428ALCS
NAME: “sfslot 2", DESCR “GSR 12008 Switch Fabric Card”
PI D. GSR8-SFC , VID V01, SN CAB0429AUOM
NAME: “sfslot 3", DESCR “GSR 12008 Switch Fabric Card”
PI D: GSR8- SFC , VID V01, SN CAB0429ARD7

Y ou can request even more specific UDI information using theshowinventor ycommand with an entity argument
value that is enclosed in quotation marks. In this example, only the details for the entity that exactly matches the sfslot
1 argument string are displayed.

Example:

Rout er# show i nventory “sfslot 1"

NAME: “sfslot 1", DESCR “GSR 12008 Switch Fabric Card”
PI D: GSR8- SFC , VID: V01, SN CAB0428ALCS

For diagnostic purposes, theshowinventor ycommand can be used with the raw keyword to display every RFC 2737
entity including those without a PID, UDI, or other physical identification.

NoteThe raw keyword option is primarily intended for troubleshooting problems with the showinventory command
itself.

Example:

Rout er# show i nventory raw
NAME: “Chassis”, DESCR: “12008/ GRP chassis”

PI D , VID V01, SN 63915640
NAME: “slot 0", DESCR “CRP”

PI D: , VID V01, SN CAB021300R5
NAME: “slot 1", DESCR “4 port ATM OC3 nul ti node”

PI D: 40C3/ ATM MM SC , VID V01, SN CAB04036GT1
NAMVE: “slot 3", DESCR “4 port 0C3 PCS nultinode”
PID: LC 40C3/ POS- WM , VID V01, SN CAB014900&U

Enter theshowinventorycommand with the raw keyword and an entity argument value to display the UDI information
for the Cisco entities that are installed in the networking device and that match the argument string, even if they do not
contain an assigned PID.

Example:

Rout er# show i nventory raw sl ot
NAME: “slot 0", DESCR “GRP"

PI D , VID V01, SN CAB021300R5
NAME: “slot 1", DESCR “4 port ATM OC3 nul ti node”

PI D: 40C3/ ATM M\t SC , VID V01, SN CAB04036GT1
NAME: “slot 3", DESCR “4 port 0C3 PCS nultinode”
PID: LC 40C3/ POCS- MM , VID V01, SN CAB014900CU

e Troubleshooting Tips, page 107
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Troubleshooting Tips

If any of the Cisco products do not have an assigned PID, the output may display incorrect PIDs and the
VID and SN elements may be missing, asin the following example.

NAMVE: "Four Port Hi gh-Speed Serial", DESCR "Four Port H gh-Speed Serial"
PID: Four Port High-Speed Serial, VID: 1.1, SN. 17202570

NAME: "Serial 1/0", DESCR "MT"

PID:. MAT , VID: , SN

In the sample output, the PID is exactly the same as the product description. The UDI is designed for use
with new Cisco products that have a PID assigned. UDI information on older Cisco productsis not always
reliable.

Configuration Examples for Unique Device Identifier
Retrieval

There are no configuration examples for the UDI Retrieval feature. For sample display output from the
show inventory command, see the “Retrieving the Unique Device Identifier” section.

Additional References

This section provides references related to the UDI Retrieval feature.

Related Documents

Related Topic Document Title

Information about managing configuration files « Cisco 10S Configuration Fundamentals

Configuration Guide, Release 12.0

» Cisco |0S Configuration Fundamentals
Configuration Guide, Release 12.2

« Cisco |0S Configuration Fundamentals and
Network Management Configuration Guide,
Release 12.3

Commands for showing interface statistics «  Cisco 10S Interface Command Reference

Release 12.0

» Cisco |0S|Interface Command Reference,
Release 12.2

e Cisco |0S|nterface and Hardware Component
Command Reference, Release 12.3T
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Standards

Standards Title

No new or modified standards are supported by this
feature, and support for existing standards has not
been modified by this feature.

MIBs
MIBs MIBs Link
CISCO-ENTITY-ASSET-MIB To locate and download MIBs for selected
platforms, Cisco |OS releases, and feature sets, use
Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title
RFC 2737 Entity MIB (Version 2)

Technical Assistance

Description Link

The Cisco Technical Support website contains http://www.cisco.com/techsupport
thousands of pages of searchable technical content,

including links to products, technologies, solutions,

technical tips, and tools. Registered Cisco.com

users can log in from this page to access even more

content.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliatesin the U.S. and other
countries. A listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party
trademarks mentioned are the property of their respective owners. The use of the word partner does not
imply a partnership relationship between Cisco and any other company. (1005R)
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