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CHAPTER 1

Read Me First

Important Information

Note

\}

For CUBE feature support information in Cisco |OS XE Bengaluru 17.6.1a and later releases, see Cisco
Unified Border Element |OS-XE Configuration Guide.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-freeis defined aslanguage that does not imply discrimination based on age, disability, gender, racia
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be

present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on standards documentation, or language that isused by areferenced third-party product.

Feature Information

Use Cisco Feature Navigator to find information about feature support, platform support, and Cisco software
image support. An account on Cisco.com is not required.

Related References

* Cisco |OS Command References, All Releases

Obtaining Documentation and Submitting a Service Request

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you're looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

« To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Read Me First |
. Short Description

« Short Description, on page 2

Short Description

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliatesin the U.S. and
other countries. To view alist of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/

legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. Theuse
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)
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CHAPTER 2

Configuring GLBP

Gateway L oad Balancing Protocol (GLBP) protects datatraffic from afailed device or circuit, like Hot Standby
Router Protocol (HSRP) and Virtual Router Redundancy Protocol (VRRP), while alowing packet |oad sharing
between a group of redundant devices.

* Finding Feature Information, on page 3

* Restrictions for GLBP, on page 3

* Prerequisites for GLBP, on page 3

« Information About GLBP, on page 4

* How to Configure GLBP, on page 9

* Configuration Examples for GLBP, on page 22
 Additional References for GLBP, on page 23

* Feature Information for GLBP, on page 24

* Glossary, on page 24

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releases in which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for GLBP

Enhanced Object Tracking (EQT) is not stateful switchover (SSO)-aware and cannot be used with GLBP in
SSO mode.

Prerequisites for GLBP

Before configuring GLBP, ensure that the devices can support multiple MAC addresses on the physical
interfaces. For each GLBP forwarder to be configured, an additional MAC addressis used.
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. Information About GLBP

Information About GLBP

GLBP Overview

GLBP provides automatic device backup for 1P hosts configured with a single default gateway on an IEEE
802.3 LAN. Multiplefirst-hop devices on the LAN combineto offer asingle virtua first-hop IP device while
sharing the IP packet forwarding load. Other devices on the LAN act as redundant GLBP devices that will
become active if any of the existing forwarding devicesfail.

GLBP performsasimilar function for the user as HSRP and VRRP. HSRP and VRRP allow multiple devices
to participate in avirtual device group configured with avirtual 1P address. One member is elected to be the
active device to forward packets sent to the virtual |P address for the group. The other devices in the group
are redundant until the active device fails. These standby devices have unused bandwidth that the protocol is
not using. Although multiple virtual device groups can be configured for the same set of devices, the hosts
must be configured for different default gateways, which resultsin an extra administrative burden. The
advantage of GLBP isthat it additionally provides load balancing over multiple devices (gateways) using a
singlevirtual | P addressand multiplevirtual MAC addresses. The forwarding load is shared among all devices
in a GLBP group rather than being handled by a single device while the other devices stand idle. Each host
is configured with the same virtual 1P address, and all devicesin the virtual device group participate in
forwarding packets. GLBP members communicate between each other through hello messages sent every 3
seconds to the multicast address 224.0.0.102, UDP port 3222 (source and destination).

GLBP Packet Types

GLBP uses 3 different packet types to operate. The packet types are Hello, Request, and Reply. The Hello
packet is used to advertise protocol information. Hello packets are multicast, and are sent when any virtual
gateway or virtual forwarder isin Speak, Standby or Active state. Request and Reply packets are used for
virtual MAC assignment. They are both unicast messages to and from the active virtual gateway (AVG).

GLBP Active Virtual Gateway

Members of a GLBP group elect one gateway to be the active virtual gateway (AVG) for that group. Other
group members provide backup for the AVG if the AVG becomes unavailable. The AV G assigns a virtual
MAC address to each member of the GLBP group. Each gateway assumes responsibility for forwarding
packets sent to the virtual MAC address assigned to it by the AVG. These gateways are known as active
virtual forwarders (AVFs) for their virtual MAC address.

The AVG is also responsible for answering Address Resolution Protocol (ARP) requests for the virtual 1P
address. Load sharing is achieved by the AV G replying to the ARP requests with different virtual MAC
addresses.

Prior to Cisco |OS Release 15.0(1)M 1 and 12.4(24)T2, when the no glbp load-balancing command is
configured, the AV G aways responds to ARP requests with the MAC address of its AVF.

In Cisco 10S Release 15.0(1)M1 and 12.4(24) T2, and later rel eases, when the no glbp load-balancing
command is configured, if the AVG does not have an AVF, it preferentially responds to ARP requests with
the MAC address of the first listening virtual forwarder (VF), which will causes traffic to route via another
gateway until that VF migrates back to being the current AVG.

In the figure below, Router A (or Device A) isthe AVG for a GLBP group, and is responsible for the virtual
IP address 10.21.8.10. Router A isalso an AVF for the virtual MAC address 0007.b400.0101. Router B (or
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GLBP Virtual MAC Address Assignment .

Device B) isamember of the same GLBP group and is designated as the AVF for the virtual MAC address
0007.b400.0102. Client 1 has a default gateway |P address of 10.21.8.10 and a gateway MAC address of
0007.b400.0101. Client 2 shares the same default gateway |P address but receives the gateway MAC address
0007.b400.0102 because Router B is sharing the traffic load with Router A.

Figure 1: GLBP Topology

i N
L\\.\__. : Ly -
. WAF:I L|r1|_<:l WAN Linkz .~
Router A T Router B
S AVG 1 SO AV 1.2
Sy AvFia b
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Virtual MAC D007.b400.0101 Virtual MAC 0007 b400.0102

AVG = active virtual gateway

o

_I AVF = active virtual forwarder

~’

Client 1 Cliant 2
Default gateway: Virtual IP address 10.21.8.10 Virtual IP addrass 10.21.8.10 g
Gateway MAC:  Virtual MAC 0007.b400.0101 Virtual MAC 0007.b400.0102 ]

If Router A becomes unavailable, Client 1 will not lose access to the WAN because Router B will assume
responsibility for forwarding packets sent to the virtual MAC address of Router A, and for responding to
packets sent to its own virtual MAC address. Router B will also assume the role of the AVG for the entire
GLBP group. Communication for the GL BP members continues despite the failure of a device in the GLBP

group.

GLBP Virtual MAC Address Assignment

A GLBP group alows up to four virtual MAC addresses per group. The AVG isresponsible for assigning
thevirtual MAC addresses to each member of the group. Other group membersrequest avirtual MAC address
after they discover the AV G through hello messages. Gateways are assigned the next MAC addressin sequence.
A virtual forwarder that isassigned avirtual MAC address by the AV G isknown asaprimary virtual forwarder.
Other members of the GLBP group learn the virtual MAC addressesfrom hello messages. A virtual forwarder
that has learned the virtual MAC addressis referred to as a secondary virtual forwarder.

GLBP Virtual Gateway Redundancy

GLBP operates virtual gateway redundancy in the same way as HSRP. One gateway is elected as the AVG,
another gateway is elected as the standby virtual gateway, and the remaining gateways are placed in alisten
State.

If an AVG fails, the standby virtual gateway will assume responsibility for the virtual 1P address. A new
standby virtual gateway is then elected from the gateways in the listen state.
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GLBP Virtual Forwarder Redundancy

Virtual forwarder redundancy is similar to virtual gateway redundancy with an AVF. If the AVF fails, one
of the secondary virtual forwarders in the listen state assumes responsibility for the virtual MAC address.

The new AVF isalso aprimary virtual forwarder for a different forwarder number. GLBP migrates hosts
away from the old forwarder number using two timers that start as soon as the gateway changes to the active
virtual forwarder state. GLBP uses the hello messages to communicate the current state of the timers.

Theredirect timeistheinterval during which the AVG continuesto redirect hoststo the old virtual forwarder
MAC address. When the redirect time expires, the AV G stops using the old virtual forwarder MAC address

in ARPreplies, although thevirtual forwarder will continueto forward packetsthat were sent to the old virtual
forwarder MAC address.

The secondary holdtime isthe interval during which the virtual forwarder is valid. When the secondary
holdtime expires, the virtual forwarder isremoved from all gatewaysin the GLBP group. The expired virtual
forwarder number becomes eligible for reassignment by the AVG.

GLBP Gateway Priority

GLBP gateway priority determines the role that each GLBP gateway plays and what happens if the AVG
fails.

Priority also determinesif a GLBP device functions as a backup virtual gateway and the order of ascendancy
to becoming an AV G if the current AVG fails. You can configure the priority of each backup virtual gateway
with avalue of 1 through 255 using the glbp priority command.

In the "GLBP Topology" figure, if Router A (or Device A)—the AVG in aLAN topology—fails, an election
process takes place to determine which backup virtual gateway should take over. In this example, Router B
(or Device B) isthe only other member in the group so it will automatically become the new AV G. If another
device existed in the same GLBP group with a higher priority, then the device with the higher priority would
be elected. If both devices have the same priority, the backup virtual gateway with the higher I P address would
be elected to become the active virtual gateway.

By default, the GLBP virtual gateway preemptive scheme isdisabled. A backup virtual gateway can become
the AVG only if the current AV G fals, regardless of the priorities assigned to the virtual gateways. You can
enable the GLBP virtual gateway preemptive scheme using the glbp preempt command. Preemption allows
abackup virtual gateway to becomethe AVG, if the backup virtual gateway is assigned a higher priority than
the current AVG.

GLBP Gateway Weighting and Tracking

GLBP uses aweighting scheme to determine the forwarding capacity of each deviceinthe GLBP group. The
weighting assigned to a device in the GLBP group can be used to determine whether it will forward packets
and, if so, the proportion of hostsin the LAN for which it will forward packets. Thresholds can be set to
disable forwarding when the weighting for aGLBP group falls below a certain value, and when it rises above
another threshold, forwarding is automatically reenabled.

The GLBP group weighting can be automatically adjusted by tracking the state of an interface within the
device. If atracked interface goes down, the GLBP group weighting is reduced by a specified value. Different
interfaces can be tracked to decrement the GLBP weighting by varying amounts.

By default, the GLBP virtual forwarder preemptive scheme is enabled with adelay of 30 seconds. A backup
virtual forwarder can become the AVF if the current AVF weighting falls below the low weighting threshold
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GLBP MD5 Authentication [

for 30 seconds. You can disable the GLBP forwarder preemptive scheme using the no glbp forwar der
preempt command or change the delay using the glbp forwarder preempt delay minimum command.

GLBP MD5 Authentication

ISSU-GLBP

GLBP MD5 authentication uses the industry-standard MD5 algorithm for improved reliability and security.
MD5 authentication provides greater security than the alternative plain text authentication scheme and protects
against spoofing software.

MD5 authentication allows each GLBP group member to use a secret key to generate a keyed MD5 hash that
is part of the outgoing packet. A keyed hash of an incoming packet is generated and, if the hash within the
incoming packet does not match the generated hash, the packet is ignored.

The key for the MD5 hash can either be given directly in the configuration using a key string or supplied
indirectly through a key chain. The key string cannot exceed 100 charactersin length.

A device will ignore incoming GLBP packets from devices that do not have the same authentication
configuration for a GLBP group. GLBP has three authentication schemes:

» No authentication
« Plain text authentication

* MD5 authentication

GLBP packets will be rejected in any of the following cases:
« The authentication schemes differ on the device and in the incoming packet.
» MD5 digests differ on the device and in the incoming packet.

* Text authentication strings differ on the device and in the incoming packet.

GLBP supports In Service Software Upgrade (1SSU). ISSU allows a high-availability (HA) systemtorunin
Stateful Switchover (SSO) mode even when different versions of Cisco |OS software are running on the active
and standby Route Processors (RPs) or line cards.

ISSU provides the ability to upgrade or downgrade from one supported Cisco 10S release to another while
continuing to forward packets and maintain sessions, thereby reducing planned outage time. The ability to
upgrade or downgrade is achieved by running different software versions on the active RP and standby RP
for ashort period of timeto maintain state information between RPs. This feature allowsthe system to switch
over to asecondary RP running upgraded (or downgraded) software and continue forwarding packets without
session loss and with minimal or no packet loss. This feature is enabled by default.

For detailed information about 1SSU, see the Cisco 10S In Service Software Upgrade Process in the Cisco
IOS High Availability Configuration Guide

For detailed information about 1SSU on the 7600 series devices, see the |SSU and eFSUJ on Cisco 7600 Series
Routers document.
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Configuring GLBP |

With the introduction of the GLBP SSO functionality, GLBP is stateful switchover (SSO) aware. GLBP can
detect when adeviceisfailing over to the secondary router processor (RP) and continue in its current group
State.

SSO functionsin networking devices (usually edge devices) that support dual RPs. SSO provides RP redundancy
by establishing one of the RPs as the active processor and the other RP as the standby processor. SSO also
synchronizes critical state information between the RPs so that network state information is dynamically
maintained between RPs.

Without SSO-awareness, if GLBP is deployed on a device with redundant RPs, a switchover of roles between
the active RP and the standby RP resultsin the device relinquishing its activity asa GL BP group member and
then rejoining the group asif it had been reloaded. The GLBP SSO feature enables GLBP to continue its
activitiesasagroup member during aswitchover. GLBP stateinformation between redundant RPsis maintained
so that the standby RP can continue the device's activities within the GLBP during and after a switchover.

Thisfeatureisenabled by default. To disablethisfeature, usethe no glbp sso commandin global configuration
mode.

For more information, see the Stateful Swithover document in the Cisco |0S High Availability Configuration
Guide.

GLBP Benefits

Load Sharing

You can configure GLBP in such away that traffic from LAN clients can be shared by multiple devices,
thereby sharing the traffic load more equitably among available devices.

Multiple Virtual Devices

GLBP supports up to 1024 virtual devices (GLBP groups) on each physical interface of a device and up to
four virtual forwarders per group.

Preemption

The redundancy scheme of GLBP enables you to preempt an active virtual gateway (AVG) with a higher
priority backup virtual gateway that has become available. Forwarder preemption worksin asimilar way,
except that forwarder preemption uses weighting instead of priority and is enabled by default.

Authentication

GLBP supports the industry-standard message digest 5 (MD5) algorithm for improved reliability, security,
and protection against GL BP-spoofing software. A devicewithin aGLBP group with adifferent authentication
string than other devices will be ignored by other group members. You can alternatively use a simple text
password authentication scheme between GLBP group members to detect configuration errors.
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How to Configure GLBP

Enabling and Verifying GLBP

How to Configure GLBP .

Perform thistask to enable GLBP on an interface and verify its configuration and operation. GLBP isdesigned
to be easy to configure. Each gateway in a GL BP group must be configured with the same group number, and
at least one gateway in the GLBP group must be configured with the virtual 1P addressto be used by the
group. All other required parameters can be learned.

Before you begin

If VLANsare in use on an interface, the GLBP group number must be different for each VLAN.

SUMMARY STEPS

enable
configure terminal
interface type number

exit

NO oA ®WN A

DETAILED STEPS

ip address ip-address mask [secondary]
glbp group ip [ip-address [secondary]]

show glbp [interface-type interface-number] [group] [state] [brief]

Command or Action

Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2 configure terminal

Example:

Devi ce# configure tern nal

Enters global configuration mode.

Step 3 interface type number

Example:

Specifiesan interface type and number, and entersinterface
configuration mode.

Step 4 ip address ip-address mask [secondary]

Example:

Devi ce(config-if)# ip address 10.21. 8. 32
255.255.255. 0

Specifiesaprimary or secondary |P addressfor aninterface.
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Command or Action Purpose
Step 5 glbp group ip [ip-address [secondary]] Enables GLBP on an interface and identifies the primary
IP address of the virtual gateway.
Example:
« After you identify a primary |P address, you can use
Devi ce(config-if)# glbp 10 ip 10.21.8. 10 the glbp group ip command again with the secondary
keyword to indicate additional |P addresses supported
by this group.
Step 6 exit Exits interface configuration mode, and returns the device
to globa configuration mode.
Example:
Devi ce(config-if)# exit
Step 7 show glbp [interface-typeinterface-number] [group] [state] | (Optional) Displays information about GLBP groups on a
[brief] device.
Example: » Usetheoptiona brief keywordto display asingleline
of information about each virtual gateway or virtual
Devi ce(config)# show gl bp 10 forwarder.

Example

In the following example, sample output is displayed about the status of the GLBP group, named

10, on the device:

Devi ce# show gl bp 10

G gabi t Et hernet0/0/0 -
State is Active
2 state changes,
Virtual |IP address is 10.21.8.10
Hello time 5 sec, hold tine 18 sec
Next hello sent in 4.300 secs
Redirect time 600 sec,
Aut henti cation text "stringabc"
Preenption enabled, mn delay 60 sec
Active is local
St andby is unknown
Priority 254 (configured)
Wei ghting 105 (configured 110),

G oup 10

Load bal anci ng: host - dependent
There is 1 forwarder (1 active)
Forwar der 1
State is Active
1 state change,

t hreshol ds:
Track object 2 state Down decrenent 5

| ast state change 23:50: 33

forwarder tinme-out 7200 sec

| ower 95, upper 105

| ast state change 23:50: 15

MAC address is 0007.b400. 0101 (default)

Oaner |1 D is 0005.0050.6c08

Redi recti on enabl ed

Preenption enabled, nmn delay 60 sec
Active is local, weighting 105

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



| Configuring GLBP

Customizing GLBP .

Customizing GLBP

Customizing the behavior of GLBPisoptional. Be aware that as soon asyou enable a GL BP group, that group
isoperating. It is possible that if you first enable a GLBP group before customizing GL BP, the device could
take over control of the group and become the AVG before you have finished customizing the feature.
Therefore, if you plan to customize GLBP, it isagood ideato do so before enabling GLBP.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask [secondary]
5. glbp group timers[msec] hellotime [msec] holdtime
6. glbp group timersredirect redirect timeout
7.  glbp group load-balancing [host-dependent | round-robin | weighted]
8. glbp group priority level
9. glbp group preempt [delay minimum seconds]
10. glbp group name redundancy-name
1.  exit
12. noglbp sso
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Specifiesaninterface type and number, and entersinterface
Example: configuration mode.
Devi ce(config)# interface fastethernet 0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
Example: interface.
Devi ce(config-if)# ip address 10.21.8.32
255, 255, 255, 0
Step 5 glbp group timers[msec] hellotime [msec] holdtime Configures the interval between successive hello packets

Example: sent by the AVG in a GLBP group.
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Command or Action

Purpose

Devi ce(config-if)# glbp 10 tinmers 5 18

« The holdtime argument specifies the interval in
seconds before the virtual gateway and virtual
forwarder information in the hello packet is
considered invalid.

« The optiona msec keyword specifies that the
following argument will be expressed in milliseconds,

instead of the default seconds.
Step 6 glbp group timersredirect redirect timeout Configures the time interval during which the AVG

continues to redirect clientsto an AVF. The default is 600

Example: :

seconds (10 minutes).

Devi ce(config-if)# glbp 10 tiners redirect 1800 * Thetimeout argument specifiestheinterval in seconds
28800 before asecondary virtual forwarder becomesinvalid.
The default is 14,400 seconds (4 hours).

Note The zero valuefor the redirect argument cannot
be removed from the range of acceptable values
because preexisting configurations of Cisco 10S
software already using the zero value could be
negatively affected during an upgrade.
However, a zero setting is not recommended
and, if used, resultsin aredirect timer that never
expires. If the redirect timer does not expire,
and the device fails, new hosts continue to be
assigned to the failed device instead of being
redirected to the backup.

Step 7 glbp group load-balancing [host-dependent | Specifies the method of load balancing used by the GLBP
round-robin | weighted] AVG.
Example:
Devi ce(config-if)# gl bp 10 | oad-bal anci ng
host - dependent

Step 8 glbp group priority level Setsthe priority level of the gateway within a GLBP group.
Example: * The default value is 100.
Devi ce(config-if)# glbp 10 priority 254

Step 9 glbp group preempt [delay minimum seconds] Configures the device to take over as AVG for aGLBP

Example:

Devi ce(config-if)# glbp 10 preenpt delay nini mumn
60

group if it has a higher priority than the current AVG.
 This command is disabled by default.

 Use the optional delay and minimum keywords and
the seconds argument to specify a minimum delay
interval in seconds before preemption of the AVG
takes place.
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Command or Action Purpose
Step 10 glbp group name redundancy-name Enables I P redundancy by assigning a name to the GLBP
group.
Example:
» The GLBP redundancy client must be configured with
Devi ce(config-if)# gl bp 10 name abc123 the same GL BP group name so the redundancy client

and the GLBP group can be connected.

Step 11 exit Exitsinterface configuration mode, and returnsthe device

Example: to global configuration mode.

Devi ce(config-if)# exit

Step 12 no glbp sso (Optional) Disables GLBP support of SSO.

Example:

Devi ce(config)# no gl bp sso

Configuring GLBP MD5 Authentication Using a Key String

SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask [secondary]
5. glbp group-number authentication md5 key-string [ O | 7] key
6. glbp group-number ip [ip-address [secondary]]
7. Repeat Steps 1 through 6 on each device that will communicate.
8. end
9. show glbp
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal
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Command or Action

Purpose

Step 3 inter face type number Configures an interface type and enters interface
configuration mode.

Example:
Devi ce(config)# interface Ethernet0/1

Step 4 ip addressip-address mask [secondary] Specifiesaprimary or secondary |1P addressfor an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0

Step 5 glbp group-number authentication md5 key-string[ O| | Configures an authentication key for GLBP MD5
7] key authentication.
Example:  Thekey string cannot exceed 100 charactersin length.
Devi ce(config-if)# glbp 1 authentication mi5 *No prefi.x to the key argument or specifying 0 means
key-string dOOb4r 987654321a the key is unencrypted.

* Specifying 7 means the key is encrypted. The
key-string authentication key will automatically be
encrypted if the service passwor d-encryption global
configuration command is enabled.

Step 6 glbp group-number ip [ip-address [secondary]] Enables GLBP on an interface and identifies the primary
IP address of the virtual gateway.
Example:
Devi ce(config-if)# glbp 1 ip 10.0.0.10
Step 7 Repeat Steps 1 through 6 on each device that will —
communicate.
Step 8 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 9 show glbp (Optional) Displays GLBP information.
Example: * Use this command to verify your configuration. The

Devi ce# show gl bp

key string and authentication type will be displayed if
configured.

Configuring GLBP MD5 Authentication Using a Key Chain

Perform this task to configure GLBP M D5 authentication using akey chain. Key chains allow adifferent key
string to be used at different times according to the key chain configuration. GLBP will query the appropriate
key chain to obtain the current live key and key ID for the specified key chain.
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SUMMARY STEPS

enable

configure terminal

key chain name-of-chain
key key-id

key-string string

exit

exit

inter face type number

©ENDOG LN

- o) e
wnN 2o

end
show glbp
show key chain

- -
ok

DETAILED STEPS

ip address ip-address mask [secondary]

glbp group-number authentication md5 key-chain name-of-chain
glbp group-number ip [ip-address [secondary]]

Repeat Steps 1 through 10 on each device that will communicate.

Configuring GLBP MD5 Authentication Using a Key Chain .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure terninal
Step 3 key chain name-of-chain Enabl es authentication for routing protocolsand identifies
Example: agroup of_ authentication keys and enters key-chain
configuration mode.
Devi ce(config)# key chain gl bp2
Step 4 key key-id | dentifies an authentication key on akey chain.
Example: * Thevaluefor the key-id argument must be a number.
Devi ce(confi g- keychai n) # key 100
Step 5 key-string string Specifies the authentication string for akey and enters

Example:

Devi ce(confi g- keychai n- key) # key-string abc123

key-chain key configuration mode.

 The value for the string argument can be 1 to 80
uppercase or lowercase a phanumeric characters; the
first character cannot be a numeral.
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Command or Action

Purpose

Step 6 exit Returns to key-chain configuration mode.
Example:
Devi ce(confi g- keychai n-key) # exit
Step 7 exit Returnsto global configuration mode.
Example:
Devi ce(confi g-keychai n)# exit
Step 8 interface type number Configures an interface type and entersinterface
configuration mode.
Example:
Devi ce(config)# interface Ethernet0/1
Step 9 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.21.0.1
255, 255, 255, 0
Step 10 glbp group-number authentication md5 key-chain Configures an authentication MD5 key chain for GLBP
name-of-chain MDS5 authentication.
Example: * The key chain name must match the name specified
in Step 3.
Devi ce(config-if)# glbp 1 authentication nd5
key-chai n gl bp2
Step 11 glbp group-number ip [ip-address [secondary]] Enables GLBP on an interface and identifies the primary
I P address of the virtual gateway.
Example:
Devi ce(config-if)# glbp 1 ip 10.21.0.12
Step 12 Repeat Steps 1 through 10 on each device that will —
communicate.
Step 13 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 14 show glbp (Optional) Displays GLBP information.
Example: * Use this command to verify your configuration. The

Devi ce# show gl bp

key chain and authentication type will be displayed
if configured.
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Configuring GLBP Text Authentication .

Command or Action

Purpose

Step 15

show key chain

Example:

Devi ce# show key chain

(Optional) Displays authentication key information.

Configuring GLBP Text Authentication

Text authentication provides minimal security. Use MD5 authentication if security is required.

SUMMARY STEPS

enable
configureterminal
interface type number

end
show glbp

©ENDO LN

DETAILED STEPS

ip address ip-address mask [secondary]

glbp group-number authentication text string

glbp group-number ip [ip-address [secondary]]

Repeat Steps 1 through 6 on each device that will communicate.

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface Ethernet0/1
Step 4 ip address ip-address mask [secondary] Specifiesaprimary or secondary IP addressfor an interface.

Example:

Devi ce(config-if)# ip address 10.0.0.1
255.255.255. 0
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Command or Action Purpose
Step 5 glbp group-number authentication text string Authenticates GL BP packets received from other devices
in the group.
Example:
« If you configure authentication, all devices within the
Devi ce(config-if)# glbp 10 authentication text GLBP group must use the same authentication string.
stringxyz
Step 6 glbp group-number ip [ip-address [secondary]] Enables GLBP on an interface and identifies the primary
IP address of the virtual gateway.
Example:
Devi ce(config-if)# glbp 1 ip 10.0.0.10
Step 7 Repeat Steps 1 through 6 on each device that will —
communicate.
Step 8 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 9 show glbp (Optional) Displays GLBP information.
Example: * Use this command to verify your configuration.

Devi ce# show gl bp

Configuring GLBP Weighting Values and Object Tracking

GLBP weighting is used to determine whether a GLBP group can act asavirtual forwarder. Initial weighting
values can be set and optional thresholds specified. Interface states can be tracked and a decrement value set
to reduce the weighting value if the interface goes down. When the GL BP group weighting drops below a
specified value, the group will no longer be an active virtual forwarder. When the weighting rises above a
specified value, the group can resumeitsrole as an active virtual forwarder.

SUMMARY STEPS

enable
configureterminal
exit

inter face type number

©ENSOOHRWN

exit

=y
°

track object-number interface type number {line-protocol |ip routing}

glbp group weighting maximum [lower lower] [upper upper]
glbp group weighting track object-number [decrement value]
glbp group forwarder preempt [delay minimum seconds]

show track [object-number | brief] [interface [brief] | ip route[ brief] | resolution | timers]
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DETAILED STEPS

Configuring GLBP Weighting Values and Object Tracking .

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 track object-number inter face type number {line-protocol | Configuresan interfaceto betracked where changesinthe
| ip routing} state of the interface affect the weighting of a GLBP
Example: gateway, and enters tracking configuration mode.
« This command configures the interface and
Devi ce(config)# track 2 interface PGS 6/0/0 ip corresponding object number to be used with theglbp
routing weighting track command.

« Theline-protocol keyword tracks whether the
interfaceis up. Theip routing keywords also check
that IP routing is enabled on the interface, and an IP
address is configured.

Step 4 exit Returnsto global configuration mode.
Example:
Devi ce(config-track)# exit
Step 5 interface type number Enters interface configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 6 glbp group weighting maximum [lower lower] [upper | Specifiesthe initial weighting value, and the upper and
upper] lower thresholds, for a GLBP gateway.
Example:
Devi ce(config-if)# gl bp 10 wei ghting 110 | ower 95
upper 105
Step 7 olbp group weighting track object-number [decrement | Specifiesan object to be tracked that affects the weighting

value]

Example:

Devi ce(config-if)# glbp 10 weighting track 2
decrenent 5

of a GLBP gateway.

 The value argument specifies areduction in the
weighting of a GLBP gateway when atracked object
fals.
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. Troubleshooting GLBP

Command or Action Purpose
Step 8 glbp group forwarder preempt [delay minimum Configures the device to take over as AVF for aGLBP
seconds] group if the current AVF for a GLBP group falls below

Example: its low weighting threshold.

 Thiscommand is enabled by default with adelay of
Devi ce(config-if)# gl bp 10 forwarder preenpt del ay 30 seconds.
m ni mum 60
» Use the optional delay and minimum keywords and
the seconds argument to specify a minimum delay

interval in seconds before preemption of the AVF

takes place.
Step 9 exit Returns to privileged EXEC mode.
Example:
Device(config-if)# exit
Step 10 show track [object-number | brief] [interface[brief] | ip | Displays tracking information.

route[ brief] | resolution | timerg]

Example:

Devi ce# show track 2

Troubleshooting GLBP

GLBP introduces five privileged EXEC mode commands to enable display of diagnostic output concerning
various events relating to the operation of GLBP. The debug condition glbp,debug glbp errors, debug glbp
events, debug glbp packets, and debug glbp ter se commands areintended only for troubleshooting purposes
because the volume of output generated by the software can result in severe performance degradation on the
device. Perform this task to minimize the impact of using the debug glbp commands.

This procedure will minimize the load on the device created by the debug condition glbpor debug glbp
command because the console port is no longer generating character-by-character processor interrupts. If you
cannot connect to a console directly, you can run this procedure viaaterminal server. If you must break the
Telnet connection, however, you may not be able to reconnect because the device may be unable to respond
due to the processor load of generating the debugging output.

Before you begin

Thistask requires adevice running GLBP to be attached directly to a console.

SUMMARY STEPS

enable

configureterminal

no logging console

Use Telnet to access a device port and repeat Steps 1 and 2.
end

terminal monitor

o0k wWN=

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



| Configuring GLBP
Troubleshooting GLBP .

7. debug condition glbp interface-type interface-number group [forwarder]
8. terminal no monitor

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termn nal

Step 3 no logging console Disables all logging to the console terminal.

Example: « To reenable logging to the console, use thelogging
console command in global configuration mode.
Devi ce(config)# no | oggi ng consol e

Step 4 Use Telnet to access adevice port and repeat Steps 1 and | Enters global configuration mode in arecursive Telnet
2. session, which alowsthe output to be redirected away from
the console port.

Step 5 end Exitsto privileged EXEC mode.

Example:

Devi ce(config)# end

Step 6 terminal monitor Enables logging output on the virtual terminal.

Example:

Devi ce# term nal nonitor

Step 7 debug condition glbp interface-type interface-number Displays debugging messages about GLBP conditions.

group [forwarder] « Try to enter only specific debug condition glbp or

Example: debug glbp commandsto isolate the output to acertain
subcomponent and minimize theload on the processor.
Devi ce# debug condition gl bp G gabitEt hernet 0/ 0/ 0 Use appropriate arguments and keywords to generate
1 more detailed debug information on specified
subcomponents.

« Enter the specific no debug condition glbp or no
debug glbp command when you are finished.

Step 8 terminal no monitor Disables |ogging on the virtual terminal.

Example:

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



Configuring GLBP |
. Configuration Examples for GLBP

Command or Action Purpose

Devi ce# term nal no nonitor

Configuration Examples for GLBP

Example: Customizing GLBP Configuration

Devi ce(config)# interface fastethernet 0/0

Devi ce(config-if)# ip address 10.21.8.32 255. 255. 255.0
Devi ce(config-if)# glbp 10 tinmers 5 18

Devi ce(config-if)# glbp 10 tinmers redirect 1800 28800
Devi ce(config-if)# gl bp 10 | oad- bal anci ng host - dependent
Devi ce(config-if)# glbp 10 priority 254

Devi ce(config-if)# gl bp 10 preenpt delay m ni num 60

Dev

ce(config-if)# glbp 10 client-cache nmaxi mum 1200 ti meout 245

Example: Configuring GLBP MD5 Authentication Using Key Strings

The following example shows how to configure GLBP M D5 authentication using akey string:

Devi ce(config)# interface Ethernet 0/1

Devi ce(config-if)# ip address 10.0.0.1 255.255.255.0

Devi ce(config-if)# glbp 2 authentication md5 key-string ThisStringl sTheSecr et Key
Devi ce(config-if)# glbp 2 ip 10.0.0.10

Example: Configuring GLBP MD5 Authentication Using Key Chains

In the following example, GLBP queries the key chain “AuthenticateGLBP’ to obtain the current live key
and key 1D for the specified key chain:

Devi ce(config)# key chain Authenticat eGLBP

Devi ce(confi g- keychai n)# key 1

Devi ce(confi g- keychai n- key) # key-string Thi sl sASecr et Key

Devi ce(confi g- keychai n-key) # exit

Devi ce(confi g- keychai n) # exit

Devi ce(config)# interface Ethernet 0/1

Devi ce(config-if)# ip address 10.0.0.1 255. 255. 255.0

Devi ce(config-if)# glbp 2 authentication nd5 key-chai n Aut henti cat eGLBP
Devi ce(config-if)# glbp 2 ip 10.0.0.10

Example: Configuring GLBP Text Authentication

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.21.8.32 255. 255.255.0
Devi ce(config-if)# gl bp 10 authentication text stringxyz
Devi ce(config-if)# glbp 10 ip 10.21.8.10
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Example: Configuring GLBP Weighting

In the following example, the deviceis configured to track the | P routing state of the POS interface 5/0/0 and
6/0/0, an initial GLBP weighting with upper and lower thresholdsis set, and aweighting decrement value of
10 is set. If POS interface 5/0/0 and 6/0/0 go down, the weighting value of the device is reduced.

Devi ce(config)# track 1 interface POS 5/0/0 ip routing

Devi ce(config)# track 2 interface POS 6/0/0 ip routing

Devi ce(config)# interface fastethernet 0/0/0

Devi ce(config-if)# gl bp 10 weighting 110 | ower 95 upper 105
Devi ce(config-if)# glbp 10 weighting track 1 decrement 10
Devi ce(config-if)# glbp 10 weighting track 2 decrement 10
Devi ce(config-if)# glbp 10 forwarder preenpt delay m ni nrum 60

Example: Enabling GLBP Configuration

In the following example, the device is configured to enable GLBP, and the virtual |P address of 10.21.8.10
is specified for GLBP group 10:

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# ip address 10.21. 8. 32 255. 255. 255.0
Devi ce(config-if)# glbp 10 ip 10.21.8.10

Additional References for GLBP

Related Documents

Related Topic Document Title

GLBP commands: complete command syntax, Cisco IOS 1P Application Services Command Reference
command mode, command history, defaults, usage
guidelines, and examples

In Service Software Upgrade (1SSU) configuration | "In Service Software Upgrade” process modulein the
Cisco IOSHigh Availability Configuration Guide

Key chains and key management commands: Cisco |OSIP Routing Protocol -1ndependent Command

complete command syntax, command mode, Reference

command history, defaults, usage guidelines, and

examples

Object tracking "Configuring Enhanced Object Tracking" module

Stateful Switchover The "Stateful Switchover" module in the Cisco 10S
High Availability Configuration Guide

VRRP "Configuring VRRP" module

HSRP "Configuring HSRP"' module

GLBP Support for IPv6 “FHRP - GLBP Support for IPv6” module
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Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for GLBP

Glossary

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

active RP—The Route Processor (RP) controlsthe system, provides network services, runs routing protocols
and presents the system management interface.

AV F—active virtua forwarder. One virtual forwarder within a GLBP group is elected as active virtual
forwarder for a specified virtual MAC address, and it is responsible for forwarding packets sent to that MAC
address. Multiple active virtual forwarders can exist for each GLBP group.

AVG—active virtual gateway. One virtual gateway within a GLBP group is elected as the active virtual
gateway, and is responsible for the operation of the protocol.

GL BP gateway—Gateway Load Balancing Protocol gateway. A router or gateway running GLBP. Each
GLBP gateway may participate in one or more GLBP groups.

GL BP group—Gateway Load Balancing Protocol group. One or more GLBP gateways configured with the
same GLBP group number on connected Ethernet interfaces.

| SSU—In Service Software Upgrade. A processthat allows Cisco |0S XE software to be updated or otherwise
modified while packet forwarding continues. In most networks, planned software upgrades are a significant
cause of downtime. I1SSU allows software to be modified while packet forwarding continues, which increases
network availability and reduces downtime caused by planned software upgrades.

NSF—nonstop forwarding. The ability of arouter to continue to forward traffic to a router that may be
recovering from afailure. Also, the ability of arouter recovering from afailure to continueto correctly forward
traffic sent to it by a peer.

RP—Route Processor. A generic term for the centralized control unit in achassis. Platforms usually use a
platform-specific term, such as RSP on the Cisco 7500, the PRE on the Cisco 10000, or the SUP+M SFC on
the Cisco 7600.
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Glossary .

RPR—Route Processor Redundancy. RPR provides an aternative to the High System Availability (HSA)
feature. HSA enables a system to reset and use a standby Route Processor (RP) if the active RP fails. Using
RPR, you can reduce unplanned downtime because RPR enables a quicker switchover between an active and
standby RP if the active RP experiences afatal error.

RPR+—An enhancement to RPR in which the standby RP isfully initialized.

SSO—Stateful Switchover. Enables applications and features to maintain state information between an active
and standby unit.

standby RP—An RP that has been fully initialized and is ready to assume control from the active RP should
amanual or fault-induced switchover occur.

switchover—An event in which system control and routing protocol execution are transferred from the active
RP to the standby RP. Switchover may be a manual operation or may be induced by a hardware or software
fault. Switchover may include transfer of the packet forwarding function in systems that combine system
control and packet forwarding in an indivisible unit.

vl P—virtual IP address. An IPv4 address. There must be only one virtual 1P address for each configured
GLBP group. The virtual 1P address must be configured on at least one GLBP group member. Other GLBP
group members can learn the virtual | P address from hello messages.
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CHAPTER 3

HSRP for IPv6

IPv6 routing protocols ensure device-to-device resilience and failover. However, in situations in which the
path between a host and the first-hop device fails, or the first-hop device itself fails, first hop redundancy
protocols (FHRPs) ensure host-to-device resilience and failover.

The Hot Standby Router Protocol (HSRP) protects data traffic in case of a gateway failure.

* Finding Feature Information, on page 27

* Prerequisites for HSRP for 1Pv6, on page 27

« Information About HSRP for IPv6, on page 28

» How to Enable HSRP for IPv6, on page 28

« Configuration Examples for HSRP for IPv6, on page 31
 Additional References, on page 33

* Feature Information for HSRP for |Pv6, on page 34

* Glossary, on page 34

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Prerequisites for HSRP for IPv6

HSRP version 2 must be enabled on an interface before HSRP for 1Pv6 can be configured.
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Information About HSRP for IPv6

HSRP for IPv6 Overview

The HSRP is an FHRP designed to allow for transparent failover of the first-hop 1P device. HSRP provides
high network availability by providing first-hop routing redundancy for I P hosts on Ethernet configured with
adefault gateway | P address. HSRPis used in agroup of devicesfor selecting an active device and a standby
device. Inagroup of deviceinterfaces, the active deviceisthe device of choicefor routing packets; the standby
device is the device that takes over when the active device fails or when preset conditions are met.

IPv6 hosts|earn of available IPv6 devicesthrough 1Pv6 neighbor discovery RA messages. These are multicast
periodically, or may be solicited by hosts. HSRP is designed to provide only avirtual first hop for 1Pv6 hosts.

An HSRP IPv6 group has avirtual MAC address that is derived from the HSRP group number, and a virtual
IPv6 link-local addressthat is, by default, derived from the HSRP virtual MAC address. Periodic RAs are
sent for the HSRP virtual 1Pv6 link-local address when the HSRP group is active. These RAs stop after afinal
RA is sent when the group leaves the active state.

Periodic RAsfor the interface link-local address stop after afinal RA is sent while at least one virtual 1Pv6
link-local addressis configured on theinterface. No restrictions occur for theinterface IPv6 link-local address
other than that mentioned for the RAs. Other protocols continue to receive and send packets to this address.

HSRP uses a priority mechanism to determine which HSRP configured deviceis to be the default active
device. To configure a device as the active device, you assign it a priority that is higher than the priority of
all the other HSRP-configured devices. The default priority is 100, so if you configure just one device to have
ahigher priority, that device will be the default active device.

HSRP IPv6 Virtual MAC Address Range

HSRP IPv6 uses a different virtual MAC address block than does HSRP for IP;
0005.73A0.0000 through 0005.73A0.0FFF (4096 addresses)

HSRP IPv6 UDP Port Number

Port number 2029 has been assigned to HSRP | Pv6.

How to Enable HSRP for IPv6

Enabling an HSRP Group for IPv6 Operation

HSRP version 2 must be enabled on an interface before HSRP 1Pv6 can be configured.
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Enabling HSRP Version2 ||

Enabling HSRP Version 2

SUMMARY STEPS
1. enable
2. configure terminal
3. interface type number
4. standby version {1]|2}
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 inter face type number Specifies an interface type and number, and places the

Example:

Devi ce(config)# interface G gabitEthernet 0/0/0

devicein interface configuration mode.

Step 4 standby version {12} Changes the version of the HSRP.

Example:

Devi ce(config-if)# standby version 2

* Version 1 isthe default.

Enabling and Verifying an HSRP Group for IPv6 Operation

In thistask, when you enter the standby ipv6 command, alink-local addressis generated from the link-local
prefix, and amodified EUI-64 format interface identifier is generated in which the EUI-64 interface identifier
is created from the relevant HSRP virtual MAC address.

A link-local addressisan IPv6 unicast address that can be automatically configured on any interface using
the link-local prefix FE80::/10 (1111 1110 10) and the interface identifier in the modified EUI-64 format.
Link-local addresses are used in the statel ess autoconfiguration process. Nodes on alocal link can uselink-local
addresses to communicate; the nodes do not need site-local or globally unique addresses to communicate.

In IPv6, adevice on thelink advertisesin RA messages any site-local and global prefixes, and its willingness
to function as a default device for the link. RA messages are sent periodically and in response to router
solicitation messages, which are sent by hosts at system startup.

A node on thelink can automatically configure site-local and global |Pv6 addresses by appending itsinterface
identifier (64 bits) to the prefixes (64 bits) included in the RA messages. Theresulting 128-bit |Pv6 addresses
configured by the node are then subjected to duplicate address detection to ensure their uniqueness on the
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HSRP for IPv6 |

link. If the prefixes advertised in the RA messages are globally unique, then the IPv6 addresses configured
by the node are also guaranteed to be globally unique. Router solicitation messages, which have a value of
133inthe Type field of the ICMP packet header, are sent by hosts at system startup so that the host can
immediately autoconfigure without needing to wait for the next scheduled RA message.

SUMMARY STEPS
1. enable
2. configure terminal
3. ipv6 unicast-routing
4. interface type number
5. standby [group-number] ipv6 {link-local-address | autoconfig}
6. standby [group-number] preempt [delay minimum seconds | reload seconds | sync seconds]
7.  standby [group-number] priority priority
8. exit
9. show standby [type number [group]] [all | brief]
10. show ipv6 interface [brief] [interface-type interface-number] [pr efix]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 ipv6 unicast-routing Enables the forwarding of IPv6 unicast datagrams.
Example:  Theipv6 unicast-routing command must be enabled
for HSRP for 1Pv6 to work.
Devi ce(config)# ipv6 unicast-routing
Step 4 interface type number Specifies an interface type and number, and places the
device in interface configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 5 standby [group-number] ipv6 {link-local-address | Activates the HSRP in IPv6.

autoconfig}

Example:

Devi ce(config-if)# standby 1 ipv6 autoconfig
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Command or Action

Purpose

Step 6 standby [group-number] preempt [delay minimum Configures HSRP preemption and preemption del ay.
seconds | reload seconds | sync seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 8 exit Returns the device to privileged EXEC mode.
Example:
Devi ce(config-if)# exit
Step 9 show standby [type number [group]] [all | brief] Displays HSRP information.
Example:
Devi ce# show st andby
Step 10 show ipv6 interface [brief] [interface-type Displays the usability status of interfaces configured for

interface-number] [prefix]

Example:

Devi ce# show i pv6 interface G gabitEthernet 0/0/0

IPv6.

Configuration Examples for HSRP for IPv6

Example: Configuration and Verification for an HSRP Group

Thefollowing exampl e shows configuration and verification for an HSRP group for | Pv6 that consists
of Devicel and Device2. The show standby command isissued for each deviceto verify the device's

configuration:

Device 1 configuration

interface FastEthernet0/0.100
description DATA VLAN for PCs
encapsul ati on dot1Q 100

i pv6 address 2001: DB8: CAFE: 2100: : BADL: 1010/ 64

version 2

101 priority 120

101 preenpt delay mi ni num 30
101 aut hentication ese

101 track Serial 0/1/0.17 90
201 ipv6 autoconfig

201 priority 120

st andby
st andby
st andby
st andby
st andby
st andby
st andby
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standby 201 preenpt delay m ni num 30

standby 201 aut hentication ese

standby 201 track Serial 0/1/0.17 90

Devi cel# show st andby

Fast Et hernet 0/ 0. 100 - G oup 101 (version 2)
State is Active

2 state changes, |ast state change 5whd

Active virtual MAC address is 0000.0c9f.f065

Local virtual MAC address is 0000.0c9f.f065 (v2 default)
Hello time 3 sec, hold tine 10 sec

Next hello sent in 2.296 secs

Aut hentication text "ese"

Preenption enabl ed, delay nmin 30 secs

Active router is |loca

Priority 120 (configured 120)

Track interface Serial 0/1/0.17 state Up decrenment 90
I P redundancy nane is "hsrp-Fa0/0.100-101" (default)
Fast Et hernet 0/ 0. 100 - G oup 201 (version 2)
State is Active

2 state changes, last state change 5whd

Virtual |IP address is FE80::5: 73FF: FEAO: C9

Active virtual MAC address is 0005.73a0.00c9

Local virtual MAC address is 0005.73a0.00c9 (v2 | Pv6 default)
Hello time 3 sec, hold tine 10 sec

Next hello sent in 2.428 secs

Aut hentication text "ese"

Preenption enabl ed, delay nmin 30 secs

Active router is |loca

St andby router is FE80::20F: 8FFF: FE37: 3B70, priority 100 (expires in 7.856 sec)
Priority 120 (configured 120)

Track interface Serial0/1/0.17 state Up decrenment 90
I P redundancy nane is "hsrp-Fa0/0.100-201" (default)

Device 2 configuration

interface FastEthernet0/0.100

description DATA VLAN for Conputers

encapsul ati on dot1Q 100

i pv6 address 2001: DB8: CAFE: 2100: : BAD1: 1020/ 64
standby version 2

standby 101 preenpt

standby 101 aut hentication ese

standby 201 ipv6 autoconfig

standby 201 preenpt

standby 201 aut hentication ese

Devi ce2# show st andby

Fast Et hernet 0/ 0. 100 - G oup 101 (version 2)
State is Standby

7 state changes, last state change 5whd

Active virtual MAC address is 0000.0c9f.f065

Local virtual MAC address is 0000.0c9f.f065 (v2 default)
Hello time 3 sec, hold tine 10 sec

Next hello sent in 0.936 secs

Aut hentication text "ese"

Preenpti on enabl ed

MAC address is 0012. 7fc6. 8f Oc

St andby router is |ocal

Priority 100 (default 100)

I P redundancy nane is "hsrp-Fa0/0.100-101" (default)
Fast Et hernet 0/ 0. 100 - G oup 201 (version 2)
State is Standby

7 state changes, |ast state change 5whd

Virtual |IP address is FE80::5: 73FF: FEAO: C9

Active virtual MAC address is 0005.73a0.00c9

Local virtual MAC address is 0005.73a0.00c9 (v2 | Pv6 default)
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Hello time 3 sec, hold tine 10 sec

Next hello sent in 0.936 secs

Aut hentication text "ese"

Preenpti on enabl ed

Active router is FE80::212: 7FFF: FEC6: 8FOC, priority 120 (expires in 7.548 sec)
MAC address is 0012. 7fc6. 8f Oc

Standby router is |ocal

Priority 100 (default 100)

I P redundancy nane is "hsrp-Fa0/0.100-201" (default)

Additional References

Related Documents

Related Topic Document Title

Cisco |0S commands Cisco 10S Master Commands List, All Releases

VRRP commands Cisco IOSIP Application Services Command Reference
Object tracking Configuring Enhanced Object Tracking

Hot Standby Routing Protocol (HSRP) Configuring HSRP

In Service Software Upgrace (1SSU) "In Service Software Upgrade Process' in the High Availability
Configuration Guide

Gateway L oad Balancing Protocol (GLBP) | Configuring GLBP

Stateful Switchover The Stateful Switchover section in theHigh Availability
Configuration Guide

Standards

Standards Title

No new or modified standards are supported by thisfeature, and support for existing standards has not | —
been modified by this feature.

MIBs

MIBs MIBs Link

VRRPMIB | To locate and download MIBsfor selected platforms, Cisco software rel eases, and feature sets,
use Cisco MIB Locator found at the following URL :

http://www.cisco.com/go/mibs
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RFCs

HSRP for IPv6 |

RFCs Title

RFC 2338 | Virtual Router Redundancy Protocol

RFC 2787 | Definitions of Managed Objects for the Virtual Router Redundancy Protocol

RFC 3768 | Virtual Router Redundancy Protocol (VRRP)

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

http://mww.ci sco.com/cisco/web/support/index.html

Feature Information for HSRP for IPv6

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Glossary

» CPE --Customer premises equipment

* FHRP --First hop redundancy protocol

» GLBP --Gateway load balancing protocol
* HSRP --Hot standby routing protocol

* NA --Neighbor advertisement

* ND --Neighbor Discovery

* NS --Neighbor solicitation

* PE --Provider equipment

* RA --Router advertisement

* RS --Router solicitation
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CHAPTER 4

Configuring HSRP

The Hot Standby Router Protocol (HSRP) isaFirst Hop Redundancy Protocol (FHRP) designed to allow for
transparent failover of thefirst-hop IP device. HSRP provides high network availability by providing first-hop
routing redundancy for IP hosts on networks configured with a default gateway 1P address. HSRPisused in
agroup of routers for selecting an active device and a standby device. In agroup of device interfaces, the
active deviceisthe device of choicefor routing packets; the standby deviceisthe device that takes over when
the active device fails or when preset conditions are met.

* Finding Feature Information, on page 35

* Restrictions for HSRP, on page 35

* Information About HSRP, on page 36

* How to Configure HSRP, on page 50

« Configuration Examples for HSRP, on page 83
» Additional References, on page 91

* Feature Information for HSRP, on page 92

* Glossary, on page 93

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for HSRP

» HSRPisdesigned for use over multiaccess, multicast, or broadcast capable Ethernet LANs. HSRPis not
intended as a replacement for existing dynamic protocoals.
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Information About HSRP

HSRP Operation

Most IP hosts have an | P address of a single device configured as the default gateway. When HSRP is used,
the HSRPvirtual |P addressis configured asthe host’s default gateway instead of the | P address of the device.

HSRP isuseful for hosts that do not support a discovery protocol (such as |ICMP Router Discovery Protocol
[IRDP]) and cannot switch to anew device when their selected device rel oads or |oses power. Because existing
TCP sessions can survive the failover, this protocol also provides a more transparent recovery for hosts that

dynamically choose a next hop for routing IP traffic.

When HSRP is configured on a network segment, it provides avirtual MAC address and an I P address that
isshared among agroup of devicesrunning HSRP. The address of thisHSRP group isreferred to asthevirtual
IP address. One of these devicesis selected by the protocol to be the active device. The active device receives
and routes packets destined for the MAC address of the group. For n devices running HSRP, n+ 1 IP and
MAC addresses are assigned.

HSRP detects when the designated active device fails, at which point a selected standby device assumes
control of the MAC and IP addresses of the Hot Standby group. A new standby deviceis also selected at that
time.

HSRP uses a priority mechanism to determine which HSRP configured deviceis to be the default active
device. To configure a device as the active device, you assign it a priority that is higher than the priority of
all the other HSRP-configured devices. The default priority is 100, so if you configure just one device to have
ahigher priority, that device will be the default active device.

Devicesthat are running HSRP send and receive multicast UDP-based hell o messagesto detect device failure
and to designate active and standby devices. When the active device fails to send a hello message within a
configurable period of time, the standby device with the highest priority becomes the active device. The
transition of packet forwarding functions between devicesis completely transparent to all hosts on the network.

You can configure multiple Hot Standby groups on an interface, thereby making fuller use of redundant
devices and load sharing.

The figure below shows a network configured for HSRP. By sharing avirtual MAC address and | P address,
two or more devices can act asasinglevirtual router. Thevirtual device doesnot physically exist but represents
the common default gateway for devicesthat are configured to provide backup to each other. You do not need
to configure the hosts on the LAN with the I P address of the active device. Instead, you configure them with
the IP address (virtual |P address) of the virtual device astheir default gateway. If the active device failsto
send a hello message within the configurable period of time, the standby device takes over and responds to
the virtual addresses and becomes the active device, assuming the active device duties.
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Figure 2: HSRP Topology
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HSRP Version 2 Design

HSRP version 2 is designed to address the following restrictionsin HSRP version 1.

* INnHSRP version 1, millisecond timer values are not advertised or learned. HSRP version 2 advertises
and learns millisecond timer values. This change ensures stability of the HSRP groupsin all cases.

* In HSRP version 1, group numbers are restricted to the range from 0 to 255. HSRP version 2 expands
the group number range from 0 to 4095.

* HSRP version 2 providesimproved management and troubleshooting. With HSRP version 1, you cannot
use HSRP active hello messages to identify which physical device sent the message because the source
MAC addressis the HSRP virtual MAC address. The HSRP version 2 packet format includes a 6-byte
identifier field that isused to uniquely identify the sender of the message. Typically, thisfield is popul ated
with the interface MAC address.

 The multicast address 224.0.0.2 is used to send HSRP hello messages. This address can conflict with
Cisco Group Management Protocol (CGMP) leave processing.

Version 1 is the default version of HSRP.

HSRP version 2 uses the new |P multicast address 224.0.0.102 to send hello packets instead of the multicast
address of 224.0.0.2, used by HSRP version 1. This new multicast address allows CGMP leave processing to
be enabled at the same time as HSRP.

HSRP version 2 permits an expanded group number range, 0 to 4095, and consequently uses a new MAC
address range 0000.0C9F.FO00 to 0000.0C9F.FFFF. The increased group number range does not imply that
an interface can, or should, support that many HSRP groups. The expanded group number range was changed
to alow the group number to match the VLAN number on subinterfaces.

When the HSRP version is changed, each group will reinitialize because it now has a new virtual MAC
address.
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HSRPversion 2 has adifferent packet format than HSRP version 1. The packet format uses atype-length-value
(TLV) format. HSRP version 2 packets received by an HSRP version 1 device will have the type field mapped
to the version field by HSRP version 1 and subseguently ignored.

The Gateway L oad Balancing Protocol (GLBP) also addresses the same restrictions rel ative to HSRP version
1 that HSRP version 2 does. See the Configuring GLBP document for more information on GLBP.

Jitter timers

Jitter timers are used in HSRP. They are recommended for timers running on services that work realtime and
scale. Jitter timers are intended to significantly improve the reliability of HSRP, and other FHRP protocols,
by reducing the chance of bunching of HSRP groups operations, and thus hel p reduce CPU and network traffic
spikes. In the case of HSRP, a given device may have up to 4000 operational groups configured. In order to
distribute the load on the device and network, the HSRP timers use ajitter. A given timer instance may take
up to 20% more than the configured value. For example, for a hold time set to 15 seconds, the actual hold
time may take 18 seconds.

In HSRP, the Hello timer (which sends the Hello Packet) has a negative Jitter, while the Holddown timer
(which checks for failure of apeer) has a positivejitter.

HSRP Configuration Changes

With CSCsv12265, an HSRP group may be configured with avirtual |P address that matches the subnet of
an | P address of a secondary interface.

When thevirtual IP address of an HSRP group is configured with the same network | D asasecondary interface
| P address, the source address of HSRP messagesis automatically set to the most appropriate interface address.
This configuration change allows the following configuration:

interface Ethernet1/0

i p address 192.168.1.1 255.255. 255.0

i p address 192.168. 2.1 255. 255. 255. 0 secondary

standby 1 ip 192.168.1.254

standby 1 priority 105

standby 1 preenpt

standby 2 ip 192.168.2.254 ! Same network I D as secondary interface

Prior to CSCsv12265, an HSRP group remained in INIT state unless the HSRP virtual 1P address had the
same network 1D as the primary interface address.

In addition, the following warning message is displayed if an HSRP group addressis configured when no
interface addresses are configured:

% Warni ng: address is not within a subnet on this interface

HSRP Benefits

Redundancy

HSRP employs a redundancy scheme that is time proven and deployed extensively in large networks.

Fast Failover

HSRP provides transparent fast failover of the first-hop device.
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Preemption

Preemption allows a standby device to delay becoming active for a configurable amount of time.

Authentication

HSRP message digest 5 (MD5) algorithm authentication protects against HSRP-spoofing software and uses
the industry-standard M D5 a gorithm for improved reliability and security.

HSRP Groups and Group Attributes

You can use the CLI to apply group attributes to:

« A single HSRP group—performed in interface configuration mode and applies to a group.

« All groups on the interface—performed in interface configuration mode and appliesto all groups on the
interface.

« All groups on all interfaces—performed in global configuration mode and appliesto all groups on all
interfaces.

HSRP Preemption

When a newly reloaded device becomes HSRP active, and there is already an HSRP active device on the
network, HSRP preemption may appear to not function. HSRP preemption may appear not function correctly
because the new HSRP active device did not receive any hello packets from the current HSRP active device,
and the preemption configuration never factored into the new device's decision making.

HSRP may appear to not function on somelarger hardware platformswherethere can beadelay in aninterface
receiving packets.

In general, we recommend that all HSRP devices have the following configuration;
standby delay minimum 30 reload 60

Thestandby delay minimum reload interface configuration command delays HSRP groupsfrom initializing
for the specified time after the interface comes up.

Thisisadifferent command than the standby preempt delay interface configuration command, which enables
HSRP preemption delay.

HSRP Priority and Preemption

Preemption enablesthe HSRP router with the highest priority to immediately becomethe active router. Priority
is determined first by the configured priority value, and then by the IP address. In case of ties, the primary IP
addresses are compared, and the higher 1P address has priority. In each case, ahigher value is of greater
priority. If you do not use the standby preempt interface configuration command in the configuration for a
router, that router will not become the active router, even if its priority is higher than all other routers.

A standby router with equal priority but a higher 1P address will not preempt the active router.

When arouter first comes up, it does not have a complete routing table. You can set a preemption delay that
allows preemption to be delayed for aconfigurable time period. Thisdelay period alowsthe router to populate
its routing table before becoming the active router.
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If preemption is not enabled, then a router may appear to preempt the active router if it does not receive any
Hello messages from the active router.

How Object Tracking Affects the Priority of an HSRP Device

The priority of adevice can change dynamically if it has been configured for object tracking and the object
that is being tracked goes down. The tracking process periodically polls the tracked objects and notes any
change of value. The changesin the tracked object are communicated to HSRP, either immediately or after
aspecified delay. The object values are reported as either up or down. Examples of objectsthat can be tracked
arethe line protocol state of an interface or the reachability of an IP route. If the specified object goes down,
the HSRP priority is reduced. The HSRP device with the higher priority can become the active deviceif it
has the standby preempt command configured.

HSRP Addressing

HSRP devices communicate between each other by exchanging HSRP hello packets. These packets are sent
to the destination | P multicast address 224.0.0.2 (reserved multicast address used to communicate to all
devices) on UDP port 1985. The active device sources hello packets from its configured | P address and the
HSRP virtual MAC address while the standby device sources hellos from its configured | P address and the
interface MAC address, which may or may not be the burned-in MAC address (BIA).

Because hosts are configured with their default gateway asthe HSRP virtual | P address, hosts must communicate
with the MAC address associated with the HSRP virtual | P address. ThisMAC addresswill beavirtual MAC
addressin the format of 0000.0C07.ACxy, where xy is the HSRP group number in hexadecimal based on the
respective interface. For example, HSRP group one will use the HSRP virtual MAC address of
0000.0C07.ACO01. Hosts on the adjoining LAN segment use the normal Address Resolution Protocol (ARP)
process to resolve the associated MAC addresses.

HSRP version 2 uses the new |P multicast address 224.0.0.102 to send hello packets instead of the multicast
address of 224.0.0.2, whichisused by version 1. This new multicast address allows Cisco Group Management
Protocol (CGMP) leave processing to be enabled at the same time as HSRP.

HSRP version 2 permits an expanded group number range, 0 to 4095, and consequently uses anew MAC
address range 0000.0C9F.FO00 to 0000.0C9F.FFFF.

HSRP Virtual MAC Addresses and BIA MAC Addresses

A device automatically generates avirtual MAC address for each HSRP device. However, some network
implementations, such as Advanced Peer-to-Peer Networking (APPN), use the MAC address to identify the
first hop for routing purposes. In this case, specify the virtual MAC address by using the standby mac-address
command in the group; the virtual 1P address is unimportant for these protocols.

The standby use-bia command was implemented to overcome the limitations of using afunctional address
for the HSRP MAC address on Token Ring interfaces. This command allows HSRP groupsto use the burned-in
MAC address of an interface instead of the HSRP virtual MAC address. When HSRP runs on amultiple-ring,
source-routed bridging environment and the HSRP devices reside on different rings, configuring the standby
use-bia command can prevent confusion about the routing information field (RFI).

The standby use-bia command is used for an interface and the standby mac-address command is used for
an HSRP group.
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HSRP Timers

For HSRP version 1, nonactive devices learn timer values from the active device, unless millisecond timer
values are being used. If millisecond timer values are being used, all devices must be configured with the
millisecond timer values. Thisrule appliesif either the hello time or the hold timeis specified in milliseconds.
This configuration is necessary because the HSRP hello packets advertise the timer values in seconds. HSRP
version 2 does not have this limitation; it advertises the timer values in milliseconds.

Jitter timers

Jitter timers are used in HSRP. They are recommended for timers running on services that work realtime and
scale. Jitter timers are intended to significantly improve the reliability of HSRP, and other FHRP protocols,
by reducing the chance of bunching of HSRP groups operations, and thus hel p reduce CPU and network traffic
spikes. In the case of HSRP, a given device may have up to 4000 operational groups configured. In order to
distribute the load on the device and network, the HSRP timers use ajitter. A given timer instance may take
up to 20% more than the configured value. For example, for a hold time set to 15 seconds, the actual hold
time may take 18 seconds.

In HSRP, the Hello timer (which sends the Hello Packet) has a negative Jitter, while the Holddown timer
(which checks for failure of apeer) has a positivejitter.

HSRP MAC Refresh Interval

When HSRP runs over FDDI, you can change theinterval at which apacket is sent to refresh the MAC cache
on learning bridges and switches. HSRP hello packets on FDDI interfaces use the burned-in address (BIA)
instead of the MAC virtual address. Refresh packets keep the MAC cache on switches and learning bridges
current. Refresh packets are also used for HSRP groups configured as multigroup subordinates because these
do not send regular Hello messages.

You can change the refresh interval on FDDI ringsto alonger or shorter interval, thereby using bandwidth
more efficiently. You can prevent the sending of any MAC refresh packets if you do not need them (if you
have FDDI but do not have alearning bridge or switch).

HSRP Text Authentication

HSRPignores unauthenticated HSRP protocol messages. The default authentication typeistext authentication.

HSRP authentication protects against fal se HSRP hell o packets causing adenial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device

HSRP packets will be rejected in any of the following cases:
* The authentication schemes differ on the device and in the incoming packets.

« Text authentication strings differ on the device and in the incoming packet.

HSRP MD5 Authentication

Before the introduction of HSRP MD5 authentication, HSRP authenticated protocol packets with asimple
plain text string. HSRP M D5 authentication is an enhancement to generate an MD5 digest for the HSRP
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portion of the multicast HSRP protocol packet. Thisfunctionality provides added security and protects against
the threat from HSRP-spoofing software.

MD5 authentication provides greater security than the alternative plain text authentication scheme. MD5
authentication allows each HSRP group member to use a secret key to generate akeyed MD5 hash that is part
of the outgoing packet. A keyed hash of an incoming packet is generated and if the hash within the incoming
packet does not match the generated hash, the packet isignored.

The key for the MD5 hash can be either given directly in the configuration using a key string or supplied
indirectly through a key chain.

HSRP has two authentication schemes:

« Plain text authentication

* M D5 authentication

HSRP authentication protects against fal se HSRP hell o packets causing adenial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device.

HSRP packets will be rejected in any of the following cases:
* The authentication schemes differ on the device and in the incoming packets.
» MD5 digests differ on the device and in the incoming packet.

« Text authentication strings differ on the device and in the incoming packet.

HSRP Support for IPv6

Most IPv4 hosts have a single router’s | P address configured as the default gateway. When HSRP is used,
then the HSRP virtual 1P addressis configured asthe host’s default gateway instead of therouter’s | P address.
Simple load sharing may be achieved by using two HSRP groups and configuring half the hosts with one
virtual |P address and half the hosts with the other virtual 1P address.

In contrast, |Pv6 hosts learn of available | Pv6 routers through IPv6 neighbor discovery Router Advertisement
(RA) messages. These are multicast periodically, or may be solicited by hosts. HSRP is designed to provide
only avirtual first hop for IPv6 hosts.

An HSRP IPv6 group has avirtual MAC address that is derived from the HSRP group number, and a virtual
IPv6 link-local addressthat is, by default, derived from the HSRP virtual MAC address. HSRP IPv6 uses the
MAC address range 0005.73A0.0000 to 0005.73A0.0FFF. Periodic RAs are sent for the HSRP virtual IPv6
link-local address when the HSRP group is active. These RAs stop after afinal RA is sent when the group
leaves the active state.

Periodic RAs for the interface link-local address stop after afinal RA is sent while at least one virtual IPv6
link-local addressis configured ontheinterface. No restrictions occur for theinterface IPv6 link-local address
other than that mentioned for the RAs. Other protocols continue to receive and send packets to this address.

HSRP uses a priority mechanism to determine which HSRP configured router isto be the default active router.
To configure arouter asthe active router, you assign it apriority that is higher than the priority of all the other
HSRP-configured routers. The default priority is 100, so if you configure just one router to have a higher
priority, that router will be the default active router.
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For more information see the "Configuring First Hop Redundancy Protocolsin IPv6" chapter of the Cisco
IOS 1Pv6 Configuration Guide.

HSRP Messages and States

Devices configured with HSRP exchange three types of multicast messages:

» Coup—When astandby device wantsto assume the function of the active device, it sendsacoup message.

* Hello—The hello message conveys to other HSRP device the HSRP priority and state information of
the device.

* Resign—A device that is the active device sends this message when it is about to shut down or when a
device that has a higher priority sends a hello or coup message.
At any time, a device configured with HSRP is in one of the following states:
« Active—The device is performing packet-transfer functions.

« Init or Disabled—The deviceis not yet ready or able to participate in HSRP, possibly because the
associated interface is not up. HSRP groups configured on other devices on the network that are learned
viasnooping are displayed as being in the Init state. Locally configured groups with an interface that is
down or groups without a specified interface | P address appear in the Init state.

* Learn—The device has not determined the virtual |P address and has not yet seen an authenticated hello
message from the active device. In this state, the device still waits to hear from the active device.

o Listen—The deviceis receiving hello messages.
* Spesk—The device is sending and receiving hello messages.

« Standby—The device is prepared to assume packet-transfer functions if the active devicefails.

HSRP uses logging Level 5 for syslog messages related to HSRP state changes to allow logging of an event
without filling up the syslog buffer on the device with low-priority Level 6 messaging.

HSRP Group Linking to IP Redundancy Clients

HSRP provides stateless redundancy for | P routing. HSRP by itself islimited to maintaining its own state.
Linking an IP redundancy client to an HSRP group provides a mechanism that allows HSRP to provide a
service to client applications so they can implement stateful failover.

IP redundancy clients are other Cisco |OS processes or applications that use HSRP to provide or withhold a
service or resource dependent upon the state of the group.

HSRP groups have a default name of hsrp-interface-group so specifying a group nameis optional. For
example, Group 1 on Ethernet0/0 has a default group name of "hsrp-Et0/0-1."

HSRP Object Tracking

Object tracking separates the tracking mechanism from HSRP and creates a separate standal one tracking
processthat can be used by any other processaswell asHSRP. The priority of adevice can change dynamically
when it has been configured for object tracking and the object that is being tracked goes down. Examples of
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objects that can be tracked are the line protocol state of an interface or the reachability of an IP route. If the
specified object goes down, the HSRP priority is reduced.

A client process such as HSRP, Virtual Router Redundancy Protocol (VRRP), or Gateway Load Balancing
Protocol (GLBP) can register itsinterest in tracking objects and then be notified when the tracked object
changes state.

For more information about object tracking, see the " Configuring Enhanced Object Tracking" document.

HSRP Group Shutdown

The FHRP—HSRP Group Shutdown feature enables you to configure an HSRP group to become disabled
(its state changed to Init) instead of having its priority decremented when a tracked object goes down. Use
the standby track command with the shutdown keyword to configure HSRP group shutdown.

If an object isalready being tracked by an HSRP group, you cannot change the configuration to use the HSRP
Group Shutdown feature. You must first remove the tracking configuration using the no standby track
command and then reconfigure it using the standby track command with the shutdown keyword.

HSRP Support for ICMP Redirect Messages

By default, HSRP filtering of Internet Control Message Protocol (ICMP) redirect messages is enabled on
devices running HSRP.

ICMPisanetwork layer Internet protocol that provides message packetsto report errors and other information
relevant to |P processing. ICMP can send error packets to a host and can send redirect packets to a host.

When HSRP is running, preventing hosts from discovering the interface (or real) |P addresses of devicesin
the HSRP group isimportant. If ahost isredirected by ICMPto thereal |P address of adevice, and that device
later fails, then packets from the host will be lost.

ICMP redirect messages are automatically enabled on interfaces configured with HSRP. This functionality
works by filtering outgoing ICMP redirect messages through HSRP, where the next hop | P address may be
changed to an HSRP virtual |P address.

ICMP Redirects to Active HSRP Devices

The next-hop IP address is compared to the list of active HSRP devices on that network; if amatch isfound,
then the real next-hop | P addressis replaced with a corresponding virtual 1P address and the redirect message
is alowed to continue.

If no match isfound, then the ICMP redirect messageis sent only if the device corresponding to the new next
hop IP address is not running HSRP. Redirects to passive HSRP devices are not allowed (a passive HSRP
deviceis adevice running HSRP, but which contains no active HSRP groups on the interface).

For optimal operation, every device in a network that is running HSRP should contain at least one active
HSRP group on an interface to that network. Every HSRP device need not be a member of the same group.
Each HSRP device will snoop on all HSRP packets on the network to maintain alist of active devices (virtual
| P addresses versus real |P addresses).

Consider the network shown in the figure below, which supports the HSRP ICMP redirection filter.
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Figure 3: Network Supporting the HSRP ICMP Redirection Filter
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If the host wants to send a packet to another host on Net D, then it first sendsiit to its default gateway, the
virtual 1P address of HSRP group 1.

The following is the packet received from the host:

dest MAC = HSRP group 1 virtual MAC
source MAC = Host MAC

dest IP = host-on-netD | P

source | P = Host IP

Device R1 receivesthis packet and determinesthat device R4 can provide a better path to Net D, so it prepares
to send aredirect message that will redirect the host to the real |P address of device R4 (because only real |P
addresses are inits routing table).

Thefollowing istheinitial ICMP redirect message sent by device R1:

dest MAC = Host MAC
source MAC = router R1 MAC
dest IP = Host IP
source | P = router RL IP

gateway to use router R4 I P

Before this redirect occurs, the HSRP process of device R1 determines that device R4 is the active HSRP
device for group 3, so it changes the next hop in the redirect message from the real 1P address of device R4
to the virtual |P address of group 3. Furthermore, it determines from the destination MAC address of the
packet that triggered the redirect message that the host used the virtual |P address of group 1 asits gateway,
so it changes the source I P address of the redirect message to the virtual |P address of group 1.

The modified ICMP redirect message showing the two modified fields (*) is as follows:

dest MAC Host MAC
source MAC router RL MAC
dest IP Host | P

source | P*
gateway to use*

HSRP group 1 virtual IP
HSRP group 3 virtual IP

This second modification is necessary because hosts compare the source | P address of the ICMP redirect
message with their default gateway. If these addresses do not match, the ICMP redirect message isignored.
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The routing table of the host now consists of the default gateway, virtual 1P address of group 1, and aroute
to Net D through the virtual |P address of group 3.

ICMP Redirects to Passive HSRP Devices

ICMP redirects to passive HSRP devices are not permitted. Redundancy may belost if hostslearn thereal IP
addresses of HSRP devices.

Inthe"Network Supporting the HSRP ICM P Redirection Filter” figure, redirection to device R8 is not allowed
because R8 is a passive HSRP device. In this case, packets from the host to Net D will first go to device R1
and then be forwarded to device R4; that is, they will traverse the network twice.

A network configuration with passive HSRP devicesis considered a misconfiguration. For HSRP ICMP
redirection to operate optimally, every device on the network that is running HSRP should contain at least
one active HSRP group.

ICMP Redirects to Non-HSRP Devices

ICMP redirects to devices not running HSRP on their local interface are permitted. No redundancy islost if
hosts learn the real |P address of non-HSRP devices.

In the "Network Supporting the HSRP ICMP Redirection Filter" figure, redirection to device R7 is alowed
because R7 is not running HSRP. In this case, the next hop IP address is unchanged. The source | P address
is changed dependent upon the destination MAC address of the original packet. You can specify the no
standby redirect unknown command to stop these redirects from being sent.

Passive HSRP Advertisement Messages

Passive HSRP devices send out HSRP adverti sement messages both periodically and when entering or leaving
the passive state. Thus, all HSRP devices can determine the HSRP group state of any HSRP device on the
network. These advertisements inform other HSRP devices on the network of the HSRP interface state, as
follows:

« Active—Interface has at least one active group. A single advertisement is sent out when the first group
becomes active.

« Dormant—Interface has no HSRP groups. A single advertisement is sent once when the last group is
removed.

* Passive—Interface has at least one nonactive group and no active groups. Advertisements are sent out
periodically.

You can adjust the advertisement interval and hold-down time using the standby redirect timer s command.

ICMP Redirects Not Sent

If the HSRP device cannot uniquely determine the | P address used by the host when it sends the packet that
caused the redirect, the redirect message will not be sent. The device uses the destination MAC addressin
the original packet to make this determination. In certain configurations, such asthe use of the standby use-bia
interface configuration command specified on an interface, redirects cannot be sent. In this case, the HSRP
groups use the interface MAC address as their virtual MAC address. The device now cannot determineif the
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default gateway of the host isthe real |P address or one of the HSRP virtual |P addresses that are active on
theinterface.

The I P source address of an | CMP packet must match the gateway address used by the host in the packet that
triggered the ICM P packet, otherwise the host will reject the ICMP redirect packet. An HSRP device usesthe
destination MAC address to determine the gateway 1P address of the host. If the HSRP deviceis using the
same MAC address for multiple | P addresses, uniquely determining the gateway |P address of the host is not
possible, and the redirect message is not sent.

The following is sample output from the debug standby eventsicmp EXEC command if HSRP could not
uniquely determine the gateway used by the host:

10: 43: 08: HSRP: ICWP redirect not sent to 10.0.0.4 for dest 10.0.1.2
10: 43: 08: HSRP: could not uniquely determine |P address for nac 00dO. bbd3. bc22

HSRP Support for MPLS VPNs

HSRP support for a Multiprotocol Label Switching (MPLS) VPN interface is useful when an Ethernet LAN
is connected between two provider edge (PE) devices with either of the following conditions:

* A customer edge (CE) device with adefault route to the HSRP virtual 1P address

» One or more hosts with the HSRP virtual 1P address configured as the default gateway
Each VPN is associated with one or more VPN routing and forwarding (VRF) instances. A VRF consists of
the following elements:

* IProuting table

« Cisco Express Forwarding table

* Set of interfaces that use the Cisco Express Forwarding forwarding table

* Set of rules and routing protocol parameters to control the information in the routing tables

VPN routing information is stored in the IP routing table and the Cisco Express Forwarding table for each
VRF. A separate set of routing and Cisco Express Forwarding tablesis maintained for each VRF. Thesetables
prevent information from being forwarded outside a VPN and also prevent packets that are outside a VPN
from being forwarded to a device within the VPN.

HSRP adds ARP entries and | P hash table entries (aliases) using the default routing table instance. However,
adifferent routing table instance is used when VRF forwarding is configured on an interface, causing ARP
and ICMP echo requests for the HSRP virtual |P address to fail.

HSRP support for MPLS VPNs ensures that the HSRP virtual 1P address is added to the correct IP routing
table and not to the default routing table.

HSRP Multiple Group Optimization

The configuration of many hundreds of subinterfaces on the same physical interface, with each subinterface
having its own HSRP group, can cause the processes of negotiation and maintenance of multiple HSRP groups
to have adetrimental impact on network traffic and CPU utilization.

Only one HSRP group is required on a physical interface for the purposes of electing active and standby
devices. Thisgroup is known asthe primary group. Other HSRP groups may be created on each subinterface
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and linked to the primary group viathe group name. These linked HSRP groups are known as client or
subordinate groups.

The HSRP group state of the client groups follows that of the primary group. Client groups do not participate
in any sort of device election mechanism.

Client groups send periodic messagesin order to refresh their virtual MAC addressesin switches and learning
bridges. The refresh message may be sent at a much lower frequency compared with the protocol election
messages sent by the primary group.

TheIn Service Software Upgrade (I1SSU) process allows Cisco software to be updated or otherwise modified
while packet forwarding continues. In most networks, planned software upgrades are a significant cause of
downtime. ISSU allows Cisco software to be modified while packet forwarding continues, which increases
network availability and reduces downtime caused by planned software upgrades.

For detailed information about I SSU, see the Cisco 10S In Service Software Upgrade Process document in
the High Availability Configuration Guide.

SSO HSRP alters the behavior of HSRP when a device with redundant Route Processors (RPs) is configured
for stateful switchover (SSO) redundancy mode. When an RP is active and the other RP is standby, SSO
enables the standby RP to take over if the active RP fails.

With this functionality, HSRP SSO information is synchronized to the standby RP, allowing traffic that is
sent using the HSRP virtual |P address to be continuously forwarded during a switchover without aloss of
dataor apath change. Additionally, if both RPsfail on the active HSRP device, then the standby HSRP device
takes over as the active HSRP device.

The feature is enabled by default when the redundancy mode of operation is set to SSO.

SS0 Dual-Route Processors and Cisco Nonstop Forwarding

SSO functionsin networking devices (usually edge devices) that support dual RPs. SSO provides RP redundancy
by establishing one of the RPs as the active processor and the other RP as the standby processor. SSO also
synchronizes critical state information between the RPs so that network state information is dynamically
maintained between RPs.

SSO is generally used with Cisco nonstop forwarding (NSF). Cisco NSF enables forwarding of data packets
to continue a ong known routes while the routing protocol information isbeing restored following a switchover.
With NSF, users are less likely to experience service outages.

HSRP and SSO Working Together

The SSO HSRP feature enablesthe Cisco | OS HSRP subsystem software to detect that astandby RPisinstalled
and the system is configured in SSO redundancy mode. Further, if the active RP fails, no change occurs to
the HSRP group itself and traffic continues to be forwarded through the current active gateway device.

Prior to introduction of the SSO HSRP feature, when the primary RP of the active devicefailed, it would stop
participating in the HSRP group and trigger another switch in the group to take over as the active HSRP
switch.
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HSRP BFD Peering [

SSO HSRPis required to preserve the forwarding path for traffic destined to the HSRP virtual |P address
through an RP switchover.

Configuring SSO on the edge device enables the traffic on the Ethernet links to continue during an RP failover
without the Ethernet traffic switching over to an HSRP standby device (and then back, if preemptionis
enabled).

Note

You may want to disable SSO HSRP by using the no standby sso command if you have LAN segments that
should switch HSRP traffic to a redundant device while SSO maintains traffic flow for other connections.

HSRP BFD Peering

The HSRP BFD Peering feature introduces Bidirectional Forwarding Detection (BFD) in the Hot Standby
Router Protocol (HSRP) group member health monitoring system. HSRP supports BFD asapart of the HSRP
group member health monitoring system. Without BFD, HSRP runs as a process in a multiprocess system
and cannot be guaranteed to be scheduled in time to service large numbers of groups with hello and hold
timers, inmilliseconds. BFD runs as a pseudopreemptive process and can therefore be guaranteed to run when
required. Only one BFD session between two devices can provide early failover notification for multiple
HSRP groups.

Thisfeature is enabled by default. The HSRP standby device learns the real |P address of the HSRP active
device from the HSRP hello messages. The standby device registers as a BFD client and asks to be notified
if the active device becomes unavailable. When BFD determines that the connections between standby and
active devices has failed, it will notify HSRP on the standby device which will immediately take over asthe
active device.

BFD provides alow-overhead, short-duration method of detecting failures in the forwarding path between
two adjacent devices, including the interfaces, datalinks, and forwarding planes. BFD is a detection protocol
that you enable at the interface and routing protocol levels. Cisco supports the BFD asynchronous mode,
which depends on the sending of BFD control packets between two systems to activate and maintain BFD
neighbor sessions between devices. Therefore, to create a BFD session, you must configure BFD on both
systems (or BFD peers). When BFD is enabled on the interfaces and at the device level for HSRP, a BFD
session is created, BFD timers are negotiated, and the BFD peers will begin to send BFD control packets to
each other at the negotiated interval.

BFD providesfast BFD peer failure detection timesindependently of all mediatypes, encapsulations, topologies,
and routing protocol s such as, Border Gateway Protocol (BGP), Enhanced Interior Gateway Routing Protocol
(EIGRP), Hot Standby Router Protocol (HSRP), Intermediate System To Intermediate System (1S-1S), and
Open Shortest Path First (OSPF). By sending rapid failure detection notices to the routing protocols in the
local device to initiate the routing table recal culation process, BFD contributes to greatly reduce overall
network convergence time. The figure below shows a simple network with two devices running HSRP and
BFD.
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Figure 4: HSRP BFD Peering
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For more information about BFD, see the IP Routing: BFD Configuration Guide.

HSRP MIB Traps

HSRP MIB supports Simple Network Management Protocol (SNMP) Get operations, to alow network devices
to get reports about HSRP groups in a network from the network management station.

Enabling HSRP MIB trap support is performed through the CLI, and the MIB is used for getting the reports.
A trap notifies the network management station when a device leaves or enters the active or standby state.
When an entry is configured from the CLI, the RowStatus for that group in the MIB immediately goesto the
active state.

Cisco software supports a read-only version of the MIB, and set operations are not supported.
This functionality supports four MIB tables, as follows:
* cHsrpGrpEntry table defined in CISCO-HSRP-MIB.my
* cHsrpExtlf TrackedEntry, defined in CISCO-HSRP-EXT-MIB.my
* cHsrpExtSecAddrEntry, defined in CISCO-HSRP-EXT-MIB.my
* cHsrpEXtIfEntry defined in CISCO-HSRP-EXT-MIB.my
The cHsrpGrpEntry table consists of al the group information defined in RFC 2281, Cisco Hot Standby

Router Protocol; the other tables consist of the Cisco extensions to RFC 2281, which are defined in
CISCO-HSRP-EXT-MIB.my.

How to Configure HSRP

Enabling HSRP

Perform this task to enable HSRP.

The standby ip interface configuration command activates HSRP on the configured interface. If an | P address
is specified, that addressis used as the virtual |P address for the Hot Standby group. For HSRP to elect a
designated device, you must configure the virtual 1P address for at least one of the devicesin the group; it
can be learned on the other devicesin the group.
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Before you begin

Enabling HSRP [J]

You can configure many attributes in HSRP such as authentication, timers, priority, and preemption. You
should configure the attributes before enabling the HSRP group. This practice avoids authentication error
messages and unexpected state changesin other routers that can occur if the group is enabled first and then
there is along enough delay (one or two hold times) before the other attribues are configured.

We recommend that you always specify an HSRP | P address.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask
5. standby [group-number] ip [ip-address [secondary]]
6. end
7. show standby [all] [brief]
8. show standby type number [group-number | all] [brief]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example:  Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip address ip-address mask Configures an |P address for an interface.
Example:
Device(config-if)# ip address 172.16.6.5
255. 255, 255. 0
Step 5 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Device(config-if)# standby 1 ip 172.16.6.100

« |f you do not configure a group number, the default
group number is 0. The group number rangeis from
0to 255 for HSRP version 1 and from 0 to 4095 for
HSRP version 2.
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Command or Action

Purpose

« The value for the ip-address argument is the virtual
I P address of the virtual device. For HSRP to elect a
designated device, you must configure the virtual 1P
address for at least one of the devicesin the group; it
can be learned on the other devicesin the group.

Step 6 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 7 show standby [all] [brief] (Optional) Displays HSRP information.
Example: * This command displays information for each group.
The all option displays groupsthat are learned or that
Devi ce# show st andby do not have the standby ip command configured.
Step 8 show standby type number [group-number | all] [brief] | (Optional) Displays HSRP information about specific

Example:

Devi ce# show standby G gabitEthernet 0

groups or interfaces.

Delaying the Initialization of HSRP on an Interface

The standby delay command isused to delay HSRP initialization either after areload and/or after aninterface
comes up. This configuration allows the interface and device time to settle down after the interface up event

and helps prevent HSRP state flapping.

We recommend that you use the standby minimum reload command if the standby timers command is
configured in milliseconds or if HSRP is configured on aVLAN interface.

SUMMARY STEPS

enable

configureterminal
interface type number

ip address ip-address mask

end
show standby delay [typenumber]

NSO A WN A

DETAILED STEPS

standby delay minimum min-seconds reload rel oad-seconds
standby [group-number ] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1

enable

Enables privileged EXEC mode.
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Command or Action

Purpose

Example:

Devi ce> enabl e

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 1/0/0
Step 4 ip addressip-address mask Specifies an IP address for an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0
Step 5 standby delay minimum min-seconds reload (Optional) Configures the delay period before the
reload-seconds initialization of HSRP groups.
Example: » The min-seconds value is the minimum time (in
seconds) to delay HSRP group initialization after an
Devi ce(config-if)# standby del ay mi ni mum 30 rel oad interface comes up. Thisminimum delay period applies
60 to all subsequent interface events.
 The reload-seconds value is the time period to delay
after the device hasrel oaded. Thisdelay period applies
only to thefirst interface-up event after the device has
reloaded.
Note The recommended min-seconds value is 30 and
the recommended rel oad-seconds value is 60.
Step 6 standby [group-number ] ip [ip-address [secondary]] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
255. 255. 255. 0
Step 7 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 8 show standby delay [typenumber] (Optional) Displays HSRPinformation about delay periods.

Example:
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Command or Action

Purpose

Devi ce# show st andby del ay

Configuring HSRP Priority and Preemption

SUMMARY STEPS

enable

configureterminal

inter face type number

ip address ip-address mask

end
show standby [all] [brief]

©ENSOGOHRWN

=y
°

DETAILED STEPS

standby [group-number] priority priority
standby [group-number] preempt [delay { minimum | reload | sync} seconds]
standby [group-number] ip ip-address [secondary]]

show standby type number [group-number | all] [brief]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal

Step 3 inter face type number Configures an interface type and enters interface

configuration mode.

Example:
Devi ce(config)# interface G gabitEthernet0/0/0

Step 4 ip address ip-address mask Specifies an IP address for an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0

Step 5 standby [group-number] priority priority Configures HSRP priority.

Example:

Devi ce(config-if)# standby 1 priority 110

* The default priority is 100.
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Command or Action Purpose
Step 6 standby [group-number] preempt [delay { minimum | | Configures HSRP preemption and preemption delay.
reload | sync} seconds « The default delay period is 0 seconds; if the device
Example: wants to preempt, it will do so immediately. By
default, the device that comes up later becomes the
Devi ce(config-if)# standby 1 preenpt del ay ni ni mun standby.
380
Step 7 standby [group-number] ip ip-address [secondary]] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
255, 255, 255, 0
Step 8 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 9 show standby [all] [brief] (Optional) Displays HSRP information.
Example: * This command displays information for each group.
Theall option displays groupsthat arelearned or that
Devi ce# show st andby do not have the standby ip command configured.
Step 10 show standby type number [group-number | all] [brief] | (Optional) Displays HSRP information about specific

Example:

Devi ce# show standby G gabitEthernet 0/0/0

groups or interfaces.

Configuring HSRP Object Tracking

Perform this task to configure HSRP to track an object and change the HSRP priority based on the state of

the object.

Each tracked object isidentified by a unique number that is specified on the tracking CLI. Client processes

use this number to track a specific object.

SUMMARY STEPS

enable
configureterminal

exit
interface type number

PN O A WN A

end

track object-number interface type number {line-protocol |ip routing}

standby [group-number] track object-number [decrement priority-decrement] [shutdown]
standby [group-number] ip [ip-address [secondary]]

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



. Configuring HSRP Object Tracking

Configuring HSRP |

9. show track [object-number | brief] [interface [brief] | ip route [brief] | resolution | timerg]

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 track object-number inter facetype number {line-protocol | Configures an interface to be tracked and enters tracking
| ip routing} configuration mode.
Example:
Devi ce(config)# track 100 interface G gabit Et her net
0/0/0 |ine-protocol
Step 4 exit Returnsto global configuration mode.
Example:
Devi ce(config-track)# exit
Step 5 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 6 standby [group-number] track object-number [decrement | Configures HSRP to track an object and change the Hot

priority-decrement] [shutdown]

Example:

Devi ce(config-if)# standby 1 track 100 decrenent
20

Standby priority on the basis of the state of the object.

« By default, the priority of the device is decreased by
10 if atracked object goes down. Use the decrement
priority-decrement keyword and argument combination
to change the default behavior.

« When multiple tracked objects are down and
priority-decrement values have been configured, these
configured priority decrements are cumulative. I
tracked objects are down, but none of them were
configured with priority decrements, the default
decrement is 10 and it is cumulative.

 Usethe shutdown keyword to disable the HRSP group
on the device when the tracked object goes down.
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Command or Action Purpose

Note If an object isalready being tracked by an HSRP
group, you cannot change the configuration to
use the HSRP Group Shutdown feature. You
must first remove the tracking configuration
using the no standby track command and then
reconfigureit using the standby track command
with the shutdown keyword.

Step 7 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:  The default group number is 0. The group number
rangeisfrom 0 to 255 for HSRP version 1 and from
Devi ce(config-if)# standby 1 ip 10.10.10.0 0to 4095 for HSRP version 2.
Step 8 end Returnsto privileged EXEC mode.
Example:

Devi ce(config-if)# end

Step 9 show track [object-number | brief] [interface [brief] | ip | Displays tracking information.

route [brief] | resolution | timers]

Example:

Devi ce# show track 100 interface

Configuring HSRP MD5 Authentication Using a Key String

)

Note

\}

Text authentication cannot be combined with MD5 authentication for an HSRP group at any onetime. When
MD5 authentication is configured, the text authentication field in HSRP hello messagesis set to all zeroeson
transmit and ignored on receipt, provided the receiving device also has MD5 authentication enabled.

Note

SUMMARY STEPS

If you are changing akey string in agroup of devices, change the active device last to prevent any HSRP state
change. The active device should haveits key string changed no later than one hold-time period, specified by
the standy timer sinterface configuration command, after the nonactive devices. This procedure ensures that
the nonactive devices do not time out the active device.

enable

configureterminal

terminal interface type number

ip address ip-address mask [secondary]

DN
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standby [group-number] priority priority

© o N® O

10. end
11. show standby

Configuring HSRP |

standby [group-number] preempt [delay { minimum | reload | sync} seconds]
standby [group-number] authentication md5 key-string [0 | 7] key [timeout seconds]
standby [group-number] ip [ip-address] [secondary]]

Repeat Steps 1 through 8 on each device that will communicate.

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 terminal interface type number Configures an interface type and entersinterface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay {minimum | | Configures HSRP preemption.
reload | sync} seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] authentication md5 key-string | Configures an authentication string for HSRP MD5

[0] 7] key [timeout seconds]

Example:

authentication.

 The key argument can be up to 64 charactersin length.
We recommended that at least 16 characters be used.
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Command or Action

Purpose

Devi ce(config-if)# standby 1 authentication nd5
key-string dOOb4r987654321a ti meout 30

* No prefix to the key argument or specifying O means
the key will be unencrypted.

« Specifying 7 means the key will be encrypted. The
key-string authentication key will automatically be
encrypted if the service passwor d-encr yption global
configuration command is enabled.

» The timeout value is the period of time that the old
key string will be accepted to allow configuration of
all routersin agroup with anew key.

Step 8

standby [group-number] ip [ip-address] [secondary]]

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.3

Activates HSRP.

Step 9

Repeat Steps 1 through 8 on each device that will
communicate.

Step 10

end

Example:

Devi ce(config-if)# end

Returns to privileged EXEC mode.

Step 11

show standby

Example:

Devi ce# show st andby

(Optional) Displays HSRP information.

* Use this command to verify your configuration. The
key string or key chain will be displayed if
configured.

Configuring HSRP MD5 Authentication Using a Key Chain

Perform this task to configure HSRP M D5 authentication using akey chain. Key chains allow a different key
string to be used at different times according to the key chain configuration. HSRP will query the appropriate
key chain to obtain the current live key and key ID for the specified key chain.

SUMMARY STEPS

enable

configure terminal

key chain name-of-chain

key key-id

key-string string

exit

exit

inter face type number

ip address ip-address mask [secondary]

©OENOOHWN

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



. Configuring HSRP MD5 Authentication Using a Key Chain

10. standby [group-number] priority priority

Configuring HSRP |

11. standby [group-number] preempt [delay {minimum | reload | sync} seconds]
12. standby [group-number] authentication md5 key-chain key-chain-name

13. standby [group-number] ip [ip-address [secondary]]

14. Repeat Steps 1 through 12 on each device that will communicate.

15. end
16. show standby

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 key chain name-of-chain Enables authentication for routing protocols, identifies a
group of authentication keys, and enters key-chain
Example: . .
configuration mode.
Devi ce(config)# key chain hsrpl
Step 4 key key-id | dentifies an authentication key on akey chain and enters
Example: key-chain key configuration mode.
« The value for thekey-id argument must be a number.
Devi ce(confi g-keychai n)# key 100
Step 5 key-string string Specifies the authentication string for akey.
Example: * The value for the string argument can be 1 to 80
uppercase or lowercase alphanumeric characters; the
Devi ce(confi g- keychai n-key) # key-string mol72 first character cannot be anumeral
Step 6 exit Returns to key-chain configuration mode.
Example:
Devi ce(confi g- keychai n-key) # exit
Step 7 exit Returnsto global configuration mode.
Example:

Devi ce(confi g- keychai n) # exit
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Command or Action

Purpose

Step 8 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 9 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.21.8. 32
255, 255, 255, 0
Step 10 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 11 standby [group-number] preempt [delay { minimum | | Configures HSRP preemption.
reload | sync} seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 12 standby [group-number] authentication md5 key-chain | Configures an authentication MD5 key chain for HSRP
key-chain-name MD5 authentication.
Example: * The key chain name must match the name specified
in Step 3.
Devi ce(config-if)# standby 1 authentication nd5
key-chai n hsrpl
Step 13 standby [group-number] ip [ip-address [secondary]] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.21.8.12
Step 14 Repeat Steps 1 through 12 on each device that will —
communicate.
Step 15 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 16 show standby (Optional) Displays HSRP information.
Example: * Use this command to verify your configuration. The

Devi ce# show st andby

key string or key chain will be displayed if
configured.
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Troubleshooting HSRP MD5 Authentication

Perform this task if HSRP M D5 authentication is not operating correctly.

SUMMARY STEPS
1. enable
2. debug standby errors
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 debug standby errors Displays error messages related to HSRP.

Example: « Error messages will be displayed for each packet that
failsto authenticate, so use this command with care.

Devi ce# debug standby errors

Examples

In the following example, Device A has MD5 text string authentication configured, but Device B
has the default text authentication:

Devi ce# debug standby errors

A:Jun 16 12:14:50.337: HSRP: Et0/1 G'p O Auth failed for Hello pkt from10.21.0.5, M5 confgd
but no tlv

B:Jun 16 12:16:34.287: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.4, Text auth
failed

In the following example, both Device A and Device B have different MD5 authentication strings:

Devi ce# debug standby errors
A:Jun 16 12:19:26.335: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.5, M5 auth
failed

B:Jun 16 12:18:46.280: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.4, MD5 auth
failed

Configuring HSRP Text Authentication

SUMMARY STEPS

1. enable
2. configureterminal
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3 inter face type number

4 ip address ip-address mask [secondary]

5. standby [group-number] priority priority

6. standby [group-number] preempt [delay { minimum | reload | sync} seconds]
7 standby [group-number] authentication text string

8 standby [group-number] ip [ip-address [secondary]]

9. Repeat Steps 1 through 8 on each device that will communicate.

10. end
11. show standby

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2

configure terminal Enters global configuration mode.

Example:

Devi ce# configure termnal

Step 3

inter face type number Configures an interface type and enters interface

Example: configuration mode.

Devi ce(config)# interface G gabitEthernet 0/0/0

Step 4

ip address ip-address mask [secondary] Specifies a primary or secondary |P address for an

interface.
Example:

Devi ce(config-if)# ip address 10.0.0.1
255. 255.255. 0

Step 5

standby [group-number] priority priority Configures HSRP priority.

Example:

Devi ce(config-if)# standby 1 priority 110

Step 6

standby [group-number] preempt [delay {minimum | | Configures HSRP preemption.
reload | sync} seconds]

Example:

Devi ce(config-if)# standby 1 preenpt

Step 7

standby [group-number] authentication text string Configures an authentication string for HSRP text

authentication.
Example:

* The default string is cisco.
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Command or Action Purpose
Devi ce(config-if)# standby 1 authentication text
aut henti cationl
Step 8 standby [group-number] ip [ip-address [secondary]] Activates HSRP,
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
Step 9 Repeat Steps 1 through 8 on each device that will --
communicate.
Step 10 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 11 show standby (Optional) Displays HSRP information.
Example: * Use this command to verify your configuration. The

Devi ce# show st andby

key string or key chain will be displayed if
configured.

Configuring HSRP Timers

N\

Note
of 800 milliseconds.

We recommend configuring aminimum hello-time value of 250 milliseconds and a minimum hold-time value

You can use the standby delay command to allow theinterface to come up completely before HSRPinitializes.

SUMMARY STEPS

enable

configureterminal

inter face type number

ip address ip-address mask [secondary]]

oa kN2

DETAILED STEPS

standby [group-number] timer s [msec] hellotime [msec] holdtime
standby [group-number] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

« Enter your password if prompted.
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Command or Action

Purpose

Devi ce> enabl e

Step 2 configureterminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabit Ethernet 0/0/1
Step 4 ip address ip-address mask [secondary]] Specifiesaprimary or secondary |P addressfor an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0
Step 5 standby [group-number] timers [msec] hellotime [msec] | Configures the time between hello packets and the time
holdtime before other devices declare the active Hot Standby or
standby device to be down.
Example:
Device(config-if)# standby 1 tinmers 5 15
Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.3

Configuring an HSRP MAC Refresh Interval

SUMMARY STEPS

enable

configureterminal

interface type number

ip addressip-address mask [secondary]
standby mac-refresh seconds

oo ks wh-=

DETAILED STEPS

standby [group-number] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Devi ce> enabl e

Step 2 configureterminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/1
Step 4 ip address ip-address mask [secondary] Specifiesaprimary or secondary IP addressfor an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0
Step 5 standby mac-refresh seconds Changes the interval at which packets are sent to refresh
the MAC cache when HSRP is running over FDDI.
Example:
« This command applies to HSRP running over FDDI
Devi ce(config-if)# standby mac-refresh 100 only.
Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.3

Configuring Multiple HSRP Groups for Load Balancing

Perform this task to configure multiple HSRP groups for load balancing.

Multiple HSRP groups enable redundancy and load-sharing within networks and allow redundant devices to
be more fully utilized. A device actively forwarding traffic for one HSRP group can be in standby or in the

listen state for another group.

If two devices are used, then Device A would be configured as active for group 1 and standby for group 2.
Device B would be standby for group 1 and active for group 2. Fifty percent of the hosts on the LAN would
be configured with the virtual |P address of group 1 and the remaining hosts would be configured with the
virtual 1P address of group 2. See the Example: Configuring Multiple HSRP Groups for Load Balancing for

adiagram and configuration example.

SUMMARY STEPS

1. enable
2. configureterminal
3. interfacetype number
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Configuring Multiple HSRP Groups for Load Balancing .

4. ip addressip-address mask [secondary]

5. standby [group-number] priority priority

6. standby [group-number] preempt [delay { minimum | reload | sync} delay]

7.  standby [group-number] ip [ip-address] secondary]

8. Onthe same device, repeat Steps 5 through 7 to configure the device attributes for different standby
groups.

9. exit

10. Repeat Steps 3 through 9 on another device.

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 interface type number Configures an interface type and entersinterface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay {minimum | | Configures HSRP preemption.
reload | sync} delay]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] ip [ip-address] secondary] Activates HSRP.

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.3
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Command or Action

Purpose

Step 8 On the same device, repeat Steps 5 through 7 to configure | For example, Device A can be configured as an active
the device attributes for different standby groups. device for group 1 and be configured as an active or
standby device for another HSRP group with different
priority and preemption values.
Step 9 exit Exits to global configuration mode.
Example:
Devi ce(config-if)# exit
Step 10 Repeat Steps 3 through 9 on another device. Configures multiple HSRP and enables |oad balancing on

another device.

Improving CPU and Network Performance with HSRP Multiple Group
Optimization

Perform this task to configure multiple HSRP client groups.

The standby follow command configures an HSRP group to become a subordinate of another HSRP group.

HSRP client groupsfollow the master HSRP with adlight, random delay so that al client groups do not change

at the ssmetime.

Use the standby mac-r efresh seconds command to directly change the HSRP client group refresh interval.
The default interval is 10 seconds and can be configured to as much as 255 seconds.

\)

Note

« Client or subordinate groups must be on the same physical interface as the master group.

* A client group takes its state from the group it is following. Therefore, the client group does not useits
timer, priority, or preemption settings. A warning is displayed if these settings are configured on a client

group:

Devi ce(config-if)# standby 1 priority 110

%Narning: This setting has no effect while foll ow ng another group.

Devi ce(config-if)# standby 1 tiners 5 15
% Warning: This setting has no effect

whi l e foll owi ng anot her group.

Devi ce(config-if)# standby 1 preenpt delay m ni num 300

% Warning: This setting has no effect

whi l e foll owi ng another group.

Before you begin

Configurethe HSRP master group using the stepsin the Configuring Multiple HSRP Groupsfor L oad Balancing

section.

SUMMARY STEPS

1. enable
2. configureterminal
3. interface type number
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Improving CPU and Network Performance with HSRP Multiple Group Optimization .

4. ip addressip-address mask [secondary]
5. standby mac-refresh seconds
6. standby group-number follow group-name
7. exit
8. Repeat Steps 3 through 6 to configure additional HSRP client groups.
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2

configureterminal Enters global configuration mode.

Example:

Devi ce# configure tern nal

Step 3

interface type number Configures an interface type and enters interface

Example: configuration mode.

Devi ce(config)# interface G gabitEthernet 0/0/0

Step 4

ip addressip-address mask [secondary] Specifiesaprimary or secondary |P addressfor aninterface.

Example:

Devi ce(config-if)# ip address 10.0.0.1
255.255.255. 0

Step 5

standby mac-refresh seconds Configures the HSRP client group refresh interval.

Example:

Devi ce(config-if)# standby mac-refresh 30

Step 6

standby group-number follow group-name Configures an HSRP group as a client group.

Example:

Devi ce(config-if)# standby 1 foll ow HSRP1

Step 7

exit Exits to global configuration mode.

Example:

Devi ce(config-if)# exit

Step 8

Repeat Steps 3 through 6 to configure additional HSRP | Configures multiple HSRP client groups.
client groups.
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Enabling HSRP Support for ICMP Redirect Messages

By default, HSRPfiltering of ICMP redirect messagesis enabled on devices running HSRP. Perform this task
to reenable this feature on your deviceiif it is disabled.

SUMMARY STEPS

enable
configureterminal
interface type number

end

oa kN2

DETAILED STEPS

standby redirect [timers advertisement holddown] [unknown]

show standby redirect [ip-address] [interface-type interface-number] [active] [passive] [timers]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure tern nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 standby redirect [timer s advertisement hol ddown] Enables HSRP filtering of ICMP redirect messages.
[unknown] « You can aso usethiscommand in global configuration
Example: mode, which enables HSRPfiltering of ICM P redirect
messages on all interfaces configured for HSRP.
Devi ce(config-if)# standby redirect
Step 5 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 6 show standby redirect [ip-address] [interface-type (Optional) Displays| CMP redirect information on interfaces

interface-number] [active] [passive] [timers]

Example:

Devi ce# show st andby redirect

configured with HSRP.
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Configuring HSRP Virtual MAC Addresses or BIA MAC Addresses
A\

Note You cannot use the standby use-bia and standby mac-address commands in the same configuration; they
are mutually exclusive.

The standby use-bia command has the following disadvantages:

» When a device becomes active the virtual |P address is moved to a different MAC address. The newly
active device sends a gratuitous ARP response, but not all host implementations handle the gratuitous
ARRP correctly.

« Proxy ARP does not function when the standby use-bia command is configured. A standby device
cannot cover for the lost proxy ARP database of the failed device.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask [secondary]
5. Enter one of the following commands:
« standby [group-number] mac-addr ess mac-address
*Or
« standby use-bia [scopeinterface]
e Or
6. standby [group-number] ip [ip-address [secondary]]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 inter face type number Configures an interface type and enters interface

Example: configuration mode.

Devi ce(config)# interface G gabitEthernet 0/0/0
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Command or Action Purpose
Step 4 ip address ip-address mask [secondary] Configures an |P address for an interface.
Example:
Device(config-if)# ip address 172.16.6.5
255. 255. 255. 0
Step 5 Enter one of the following commands: Specifies avirtual MAC address for HSRP.
« standby [group-number] mac-address mac-address « This command cannot be used on a Token Ring
e Or interface.
« standby use-bia [scope interface]
or
e or
Configures HSRP to use the burned-in address of the
Example: interface asits virtual MAC address.
Devi ce(config-if)# standby 1 nmac-address * The scope inter face keywords specify that the
5000. 1000. 1060 command is configured just for the subinterface on
. which it was entered, instead of the major interface.
Example:
Devi ce(config-if)# standby use-bia
Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Devi ce(config-if)# standby 1 ip 172.16.6.100

Linking IP Redundancy Clients to HSRP Groups

Before you begin

Within the client application, you must first specify the same name as configured in the standby name

command.

SUMMARY STEPS

enable

configure terminal
interface type number

ip address ip-address mask

o0k wON =2

DETAILED STEPS

standby [group-number] name [redundancy-name]
standby [group-number] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1

enable

Enables privileged EXEC mode.
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Command or Action

Purpose

Example:

Devi ce> enabl e

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal

Step 3 inter face type number Configures an interface type and enters interface

configuration mode.

Example:
Devi ce(config)# interface Ethernet 0/1

Step 4 ip addressip-address mask Specifies an IP address for an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0

Step 5 standby [group-number] name [redundancy-name] Configures the name of the standby group.
Example: « HSRP groups have a default name of

hsrp-interface-group so specifying a group nameis

Devi ce(config-if)# standby 1 name HSRP-1 optional.

Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.11

Changing to HSRP Version 2

HSRP version 2 was introduced to prepare for further enhancements and to expand the capabilities beyond
what is possible with HSRP version 1. HSRP version 2 has a different packet format than HSRP version 1.

\}

Note * HSRP version 2 is not available for ATM interfaces running LAN emulation.

» HSRP version 2 will not interoperate with HSRP version 1. An interface cannot operate both version 1
and version 2 because both versions are mutually exclusive. However, the different versions can be run
on different physical interfaces of the same device. You cannot change from version 2 to version 1 if
you have configured groups above the group number range alowed for version 1 (0 to 255).

SUMMARY STEPS

1. enable
2. configureterminal
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interface type number
ip address ip-address mask
standby version {12}

end
show standby

N O AW

DETAILED STEPS

Configuring HSRP |

standby [group-number] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface vlan 400
Step 4 ip addressip-address mask Sets an IP address for an interface.
Example:
Devi ce(config-if)# ip address 10.10.28.1
255. 255. 255. 0
Step 5 standby version {12} Changes the HSRP version.
Example:
Devi ce(config-if)# standby version 2
Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.
Example: » The group number range for HSRP version 2is0
through 4095. The group number range for HSRP
Devi ce(config-if)# standby 400 ip 10.10.28.5 version 1is 0 through 255.
Step 7 end Ends the current configuration session and returns to
Example: privileged EXEC mode.
Devi ce(config-if)# end
Step 8 show standby (Optional) Displays HSRP information.
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Enabling $SO Aware HSRP [J|]

Command or Action

Purpose

Example:

Devi ce# show st andby

* HSRP version 2 information will be displayed if
configured.

Enabling SSO Aware HSRP

The SSO aware HSRP is enabled by default when the redundancy mode is set to SSO. Perform this task to
reenable HSRP to be SSO aware if it has been disabled.

\}

Note You may want to disable SSO HSRP by using the no standby sso command if you have LAN segments that
should switch HSRP traffic to a redundant device while SSO maintains traffic flow for other connections.

SUMMARY STEPS

enable

redundancy
mode sso

exit

no standby sso
standby sso
end

PN O A WN A

DETAILED STEPS

configureterminal

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 redundancy Enters redundancy configuration mode.
Example:
Devi ce(confi g)# redundancy
Step 4 mode sso Enables the redundancy mode of operation to SSO.
Example: * HSRP is SSO aware on interfaces that are configured

for HSRP and the standby RP is automatically reset.
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Command or Action

Purpose

Devi ce(config-red)# nbde sso

Step 5 exit Exits redundancy configuration mode.
Example:
Devi ce(config-red)# exit
Step 6 no standby sso Disables HSRP SSO mode for all HSRP groups.
Example:
Devi ce(config)# no standby sso
Step 7 standby sso Enables the SSO HSRP feature if you have disabled the
functionality.
Example:
Devi ce(config)# standby sso
Step 8 end Ends the current configuration session and returns to
privileged EXEC mode.
Example:

Devi ce(config)# end

Verifying SSO Aware HSRP

To verify or debug HSRP SSO operation, perform the following steps from the active RP console.

SUMMARY STEPS

1. show standby

2. debug standby eventsha
DETAILED STEPS
Step 1 show standby

Use the show standby command to display the state of the standby RP, for example:

Example:

Devi ce# show st andby

G gabitEthernet0/0/0 - Goup 1
State is Active (standby RP)

Virtual IP address is 10.1.0.7
Active virtual MAC address is unknown

Local virtual MAC address is 000a.f3fd.5001 (bia)
Hello time 1 sec, hold tine 3 sec

Aut henti cation text “authword”
Preenpti on enabl ed
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Step 2

Enabling HSRP MIB Traps

Active router is unknown
St andby router is unknown
Priority 110 (configured 120)
Track object 1 state Down decrenent 10
(cfgd)

Group nane is “nanel”

debug standby events ha

Enabling HSRP MIB Traps [J|]

Use thedebug standby events ha command to display the active and standby RPs, for example:

Example:

Devi ce# debug standby events ha

I Active RP

*Apr 27 04:13:47.755:
*Apr 27 04:13:47.855:
*Apr 27 04:13:57.755:
*Apr 27 04:13:57. 855:
*Apr 27 04:14:07. 755:
*Apr 27 04:14:07.755:
*Apr 27 04:14:07.863:
*Apr 27 04:14:07.867:

! St andby RP
*Apr 27 04:

11:21. 011:
*Apr 27 04:11:21.011:
*Apr 27 04:11:31.011:
*Apr 27 04:11:31.011:
*Apr 27 04:11:41.071:
*Apr 27 04:11:41.071:
*Apr 27 04:11:41.071:
*Apr 27 04:11:41.071:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

G 0/0/1 Gp 101 RF Encode state Listen into sync buffer
CF Sync send ok

G 0/0/1 Gp 101 RF Encode state Speak into sync buffer
CF Sync send ok

G 0/0/1 Gp 101 RF Encode state Standby into sync buffer
G 0/0/1 Gp 101 RF Encode state Active into sync buffer
CF Sync send ok

CF Sync send ok

RF CF client 32, entity O got nsg len 24

G 0/0/1 Gp 101 RF sync state Init -> Listen
RF CF client 32, entity O got nsg len 24

G 0/0/1 Gp 101 RF sync state Listen -> Speak
RF CF client 32, entity O got nsg len 24

RF CF client 32, entity O got nsg len 24

G 0/0/1 Gp 101 RF sync state Speak -> Standby
G 0/0/1 Gp 101 RF sync state Standby -> Active

SUMMARY STEPS
1. enable
2. configureterminal
3. snmp-server enabletrapshsrp
4. snmp-server host host community-string hsrp
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.

Example:
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Command or Action

Purpose

Devi ce# configure term nal

Step 3 snmp-server enabletrapshsrp Enables the device to send SNMP traps and informs, and
HSRP notifications.
Example:
Devi ce(config)# snnp-server enable traps hsrp
Step 4 snmp-server host host community-string hsrp Specifies the recipient of an SNMP notification operation,

Example:

Devi ce(config)# snnp-server host mnyhost.conp.com
public hsrp

and that HSRP noitifications be sent to the host.

Configuring BFD Session Parameters on an Interface

Perform thistask to configure Bidirectional Forwarding Detection (BFD) on aninterface by setting the baseline
BFD session parameters on the interface. Repeat the steps in this task for each interface on which you want

to run BFD sessions to BFD neighbors.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface type number
4. bfd interval millissconds min_rx milliseconds multiplier interval-multiplier
5. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 interface type number Enters interface configuration mode.

Example:

Devi ce(config)# interface FastEthernet 6/0
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Command or Action Purpose

Step 4 bfd interval milliseconds min_rx milliseconds
multiplier interval-multiplier

Example:

Devi ce(config-if)# bfd interval 50 mn_rx 50
multiplier 5

Enables BFD on the interface.

Step 5 end

Example:

Devi ce(config-if)# end

Exits interface configuration mode.

Configuring HSRP BFD Peering

Perform this task to enable Hot Standby Router Protocol (HSRP) Bidirectional Forwarding Detection (BFD)
peering. Repeat the stepsin thistask for each interface over which you want to run BFD sessions to HSRP

SUMMARY STEPS

peers.

HSRP supports BFD peering by default. If HSRP BFD peering is disabled, you can reenable it at the device
level to enable BFD support globally for all interfaces or you can reenable it on a per-interface basis at the
interface level.

Before you begin

Before you proceed with this task:

©ENDGOHWN

- -
- O

* HSRP must be running on all participating devices.

» Cisco Express Forwarding must be enabled.

enable

configure terminal

ip cef [distributed]

interface type number

ip address ip-address mask

standby [group-number] ip [ip-address [secondary]]

standby bfd

exit

standby bfd all-interfaces
exit

show standby [neighbor 5]
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DETAILED STEPS
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Command or Action

Purpose

Step 1

enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2

configure terminal

Example:

Devi ce# configure term nal

Enters global configuration mode.

Step 3

ip cef [distributed]

Example:

Devi ce(config)# ip cef

Enables Cisco Express Forwarding or distributed Cisco
Express Forwarding.

Step 4

interface type number

Example:

Devi ce(config)# interface FastEthernet 6/0

Entersinterface configuration mode.

Step 5

ip address ip-address mask

Example:

Devi ce(config-if)# ip address 10.0.0. 11
255. 255. 255. 0

Configures an | P address for the interface.

Step 6

standby [group-number] ip [ip-address [secondary]]

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.11

Activates HSRP.

Step 7

standby bfd

Example:

Devi ce(config-if)# standby bfd

(Optional) EnablesHSRP support for BFD on theinterface.

Step 8

exit
Example:

Device(config-if)# exit

Exits interface configuration mode.

Step 9

standby bfd all-interfaces

Example:

Devi ce(config)# standby bfd all-interfaces

(Optional) Enables HSRP support for BFD on all
interfaces.
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Command or Action Purpose
Step 10 exit Exits global configuration mode.
Example:

Devi ce(config)# exit

Step 11 show standby [neighbor ] (Optional) Displays information about HSRP support for

Example: BFD.

Devi ce# show st andby nei ghbors

Verifying HSRP BFD Peering

To verify Hot Standby Router Protocol (HSRP) Bidirectional Forwarding Detection (BFD) peering, use any
of the following optional commands.

SUMMARY STEPS
1. show standby
2. show standby brief
3. show standby neighbor s [type number]
4. show bfd neighbors
5. show bfd neighborsdetails
DETAILED STEPS

Step 1 show standby
Use the show standby command to display HSRP information.

Example:

Devi ce# show st andby

Fast Et hernet2/0 - Goup 1
State is Active
2 state changes, |ast state change 00: 08: 06
Virtual |IP address is 10.0.0.11
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.ac01l (vl default)
Hello tine 3 sec, hold tine 10 sec
Next hello sent in 2.772 secs
Preenpti on enabl ed
Active router is local
Standby router is 10.0.0.2, priority 90 (expires in 8.268 sec)
BFD enabl ed !
Priority 110 (configured 110)
G oup nane is "hsrp-Fa2/0-1" (default)

Step 2 show standby brief
Use the show standby brief command to display HSRP standby device information in brief.
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. Verifying HSRP BFD Peering

Step 3

Step 4

Step 5

Example:

Devi ce# show standby brief

Interface Gp Pri P State Active Standby Virtual IP
Et0/0 4 120 P Active |ocal 172.24.1.2 172.24.1.254
Et1/0 6 120 P Active |ocal FE80: : A8BB: CCFF: FE0O: 3401 FE8O0: : 5: 73FF: FEAO: 6

show standby neighbor s [type number]
Use the show standby neighbor s command to display information about HSRP peer devices on an interface.

Example:

Devi cel# show standby nei ghbors

HSRP nei ghbors on Fast Et hernet2/0
10.1.0. 22
No active groups
St andby groups: 1
BFD enabl ed !

Devi ce2# show st andby nei ghbors
HSRP nei ghbors on Fast Et hernet2/0
10.0.0.2
Active groups: 1

No standby groups
BFD enabl ed !

show bfd neighbors

Use the show bfd neighbors command to display aline-by-line listing of existing Bidirectional Forwarding Detection
(BFD) adjacencies.

Example:
Devi ce# show bfd nei ghbors

| Pv6 Sessions

Nei ghAddr LD/ RD RH RS State I nt
FE80: : A8BB: CCFF: FE0O: 3401 4/ 3 Up Up Et1/0
FE80: : A8BB: CCFF: FE0O: 3401 4/ 3 Up Up Et1/0

show bfd neighbor s details
Use the details keyword to display BFD protocol parameters and timers for each neighbor.

Example:
Devi ce# show bfd nei ghbors details

Qur Addr Nei ghAddr LOYRD RH/ RS Holdown(rult) State I nt
10.0.0.2 10.0.0.1 5/0 Down 0 (0) Down Fa2/ 0
Local Diag: 0, Demand node: 0, Poll bit: O

M nTxI nt: 1000000, M nRxInt: 1000000, Multiplier: 3

Received M nRxInt: 0, Received Miultiplier: O

Hol down (hits): 0(0), Hello (hits): 1000(55)

Rx Count: 0, Rx Interval (ns) mn/max/avg: 0/0/0 last: 3314120 ns ago
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Configuration Examples for HSRP .

Tx Count: 55, Tx Interval (ms) mn/max/avg: 760/1000/872 |ast: 412 ms ago
Regi stered protocol s: HSRP
Last packet: Version: 1 - Diagnostic: O

State bit: AdminDown - Demand bit: O

Poll bit: O - Final bit: O

Miultiplier: O - Length: O

My Discr.: O - Your Discr.: O

Mn tx interval:

M n Echo interval:

0 -
0

Mn rx interval: 0

Configuration Examples for HSRP

Example: Configuring HSRP Priority and Preemption

In thefollowing example, Device A is configured to be the active device for group 1 because it has the higher
priority and standby devicefor group 2. Device B is configured to be the active device for group 2 and standby
device for group 1.

Device A Configuration

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# ip address 10.1.0.21 255.255.0.0

Devi ce(config-if)# standby 1 priority 110
Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 ip 10.1.0.1
Devi ce(config-if)# standby 2 priority 95
Devi ce(config-if)# standby 2 preenpt

Devi ce(config-if)# standby 2 ip 10.1.0.2

Device B Configuration

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# ip address 10.1.0.22 255.255.0.0

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 105
Devi ce(config-if)# standby 1 ip 10.1.0.1
Devi ce(config-if)# standby 2 priority 110
Devi ce(config-if)# standby 2 preenpt

Devi ce(config-if)# standby 2 ip 10.1.0.2

Example: Configuring HSRP Object Tracking

Inthefollowing example, thetracking processis configured to track the | P-routing capability of serial interface
1/0. HSRP on Gigabit Ethernet interface 0/0/0 then registers with the tracking process to be informed of any
changes to the I P-routing state of serial interface 1/0. If the I P state on serial interface 1/0 goes down, the
priority of the HSRP group is reduced by 10.

If both serial interfaces are operational, Device A will be the HSRP active device because it has the higher
priority. However, if 1P routing on serial interface 1/0 in Device A fails, the HSRP group priority will be
reduced and Device B will take over as the active device, thus maintaining a default virtual gateway service
to hosts on the 10.1.0.0 subnet.
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. Example: Configuring HSRP Group Shutdown

Device A Configuration

Devi ce(config)# track 100 interface serial 1/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.1.0.21 255.255.0.0

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 track 100 decrenent 10

Devi ce(config-if)# standby 1 ip 10.1.0.1

Device B Configuration

Devi ce(config)# track 100 interface serial 1/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.1.0.22 255.255.0.0

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 track 100 decrenent 10

Devi ce(config-if)# standby 1 ip 10.1.0.1

Example: Configuring HSRP Group Shutdown

In the following example, the tracking processis configured to track the IP-routing capability of Gigabit
Ethernet interface 0/0/0. HSRP on Gigabit Ethernet interface 0/0/1 then registers with the tracking processto
beinformed of any changesto the | P-routing state of Gigabit Ethernet interface 0/0/0. If the | P state on Gigabit
Ethernet interface 0/0/0 goes down, the HSRP group is disabled.

If both Gigabit Ethernet interfaces are operational, Device A will be the HSRP active device because it has
the higher priority. However, if 1P routing on Gigabit Ethernet interface 0/0/0 in Device A fails, the HSRP
group will be disabled and Device B will take over as the active device, thus maintaining a default virtual
gateway service to hosts on the 10.1.0.0 subnet.

Device A Configuration

Devi ce(config)# track 100 interface G gabitEthernet 0/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# ip address 10.1.0.21 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.1.0.1

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 track 100 shut down

Device B Configuration

Devi ce(config)# track 100 interface G gabitEthernet 0/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# ip address 10.1.0.22 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.1.0.1

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 track 100 shut down
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Example: Configuring HSRP MD5 Authentication Using Key Strings .

If an object isalready being tracked by an HSRP group, you cannot change the configuration to use the HSRP
Group Shutdown feature. You must first remove the tracking configuration using the no standby track
command and then reconfigure it using the standby track command with the shutdown keyword.

Thefollowing exampl e shows how to change the configuration of atracked object to include the HSRP Group
Shutdown feature:

Devi ce(config)# no standby 1 track 100 decrenment 10
Devi ce(config)# standby 1 track 100 shut down

Example: Configuring HSRP MD5 Authentication Using Key Strings

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication nd5 key-string 54321098452103ab ti neout 30
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring HSRP MD5 Authentication Using Key Chains

In the following example, HSRP queries the key chain “hsrpl” to obtain the current live key and key ID for
the specified key chain:

Devi ce(config)# key chain hsrpl

Devi ce(confi g-keychai n)# key 1

Devi ce(confi g- keychai n-key)# key-string 54321098452103ab

Devi ce(confi g- keychai n-key) # exit

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication nd5 key-chain hsrpl
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring HSRP MD5 Authentication Using Key Strings and Key

Chains

Thekey ID for key-string authentication is always zero. If akey chainis configured with akey ID of zero,
then the following configuration will work:

Device 1

Devi ce(config)# key chain hsrpl

Devi ce(confi g-keychai n)# key 0

Devi ce(confi g- keychai n-key)# key-string 54321098452103ab

Devi ce(confi g- keychai n-key) # exit

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 authentication nd5 key-chain hsrpl
Devi ce(config-if)# standby 1 ip 10.21.0.10

Device 2

Devi ce(config)# interface G gabitEthernet 0/0/0
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. Example: Configuring HSRP Text Authentication

Devi ce(config-if)# standby 1 authentication nd5 key-string 54321098452103ab
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring HSRP Text Authentication

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication text conpany?2
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring Multiple HSRP Groups for Load Balancing

You can use HSRP or multiple HSRP groups when you configure load sharing. In the figure below, half of
the clients are configured for Router A, and half of the clients are configured for Router B. Together, the
configuration for Routers A and B establish two Hot Standby groups. For group 1, Router A is the default
active router because it has the assigned highest priority, and Router B is the standby router. For group 2,
Router B is the default active router because it has the assigned highest priority, and Router A isthe standby
router. During normal operation, the two routers share the | P traffic load. When either router becomes
unavailable, the other router becomes active and assumes the packet-transfer functions of the router that is
unavailable. The standby preempt interface configuration command is necessary so that if arouter goes
down and then comes back up, preemption occurs and restores load sharing.

Figure 5: HSRP Load Sharing Example
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The following example shows Router A configured as the active router for group 1 with a priority of 110 and
Router B configured as the active router for group 2 with a priority of 110. The default priority level is 100.
Group 1 usesavirtua 1P address of 10.0.0.3 and Group 2 uses avirtual |P address of 10.0.0.4.
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Example: Improving CPU and Network Performance with HSRP Multiple Group Optimization .

Router A Configuration

Rout er (confi g) # host nane Router A

|

Rout er (config)# interface G gabitEthernet 0/0/0

Rout er (config-if)# ip address 10.0.0.1 255. 255. 255.0
Rout er (config-if)# standby 1 priority 110
Rout er (config-if)# standby 1 preenpt
Rout er (config-if)# standby 1 ip 10.0.0.3
Rout er (config-if)# standby 2 preenpt
Rout er (config-if)# standby 2 ip 10.0.0.4

Router B Configuration

Rout er (confi g)# host nane Rout er B
|

Rout er (config)# interface G gabitEthernet 0/0/0

Rout er (config-if)# ip address 10.0.0.2 255.255.255.0
Rout er (config-if)# standby 1 preenpt

Rout er (config-if)# standby 1 ip 10.0.0.3
Rout er (config-if)# standby 2 priority 110
Rout er (config-if)# standby 2 preenpt
Rout er (config-if)# standby 2 ip 10.0.0.4

Example: Improving CPU and Network Performance with HSRP Multiple Group
Optimization

The following example shows how to configure an HSRP client and primary group:

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# no shutdown

Devi ce(config-if)# standby mac-refresh 30

! Cient Hello message interval

|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# no shutdown

Devi ce(config-if)# ip vrf forwardi ng VRF2

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.0.0. 254

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 nane HSRP1

! Server group

|

Devi ce(config)# interface G gabitEthernet 0/0/2

Devi ce(config-if)# no shutdown

Device(config-if)# ip vrf forwardi ng VRF3

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254

Devi ce(config-if)# standby 2 fol | ow HSRP1

! dient group

|

Devi ce(config)# interface G gabitEthernet 0/0/3

Devi ce(config-if)# no shutdown

Devi ce(config-if)# ip vrf forwardi ng VRF4

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254
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. Example: Configuring HSRP Support for ICMP Redirect Messages

Devi ce(config-if)# standby 2 fol | ow HSRP1
I dient group

Example: Configuring HSRP Support for ICMP Redirect Messages

Device A Configuration—Active for Group 1 and Standby for Group 2

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.0.0.10 255.0.0.0

Devi ce(config-if)# standby redirect

Devi ce(config-if)# standby 1 priority 120

Devi ce(config-if)# standby 1 preenpt delay m ni num 20
Devi ce(config-if)# standby 1 ip 10.0.0.1

Devi ce(config-if)# standby 2 priority 105

Devi ce(config-if)# standby 2 preenpt delay m ni num 20
Devi ce(config-if)# standby 2 ip 10.0.0.2

Device B Configuration—Standby for Group 1 and Active for Group 2

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.0.0.11 255.0.0.0

Devi ce(config-if)# standby redirect

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 preenpt delay m ni num 20
Devi ce(config-if)# standby 1 ip 10.0.0.1

Devi ce(config-if)# standby 2 priority 120

Devi ce(config-if)# standby 2 preenpt delay m ni num 20
Devi ce(config-if)# standby 2 ip 10.0.0.2

Example: Configuring HSRP Virtual MAC Addresses and BIA MAC Address

In an Advanced Peer-to-Peer Networking (APPN) network, an end nodeistypically configured withthe MAC
address of the adjacent network node. In the following example, if the end nodes are configured to use
4000.1000.1060, HSRP group 1 is configured to use the same MAC address:

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.0.0.1

Devi ce(config-if)# standby 1 mac-address 4000. 1000. 1060
Devi ce(config-if)# standby 1 ip 10.0.0.11

In the following example, the burned-in address of Token Ring interface 3/0 will be the virtual MAC address
mapped to the virtual |P address:

Devi ce(config)# interface token 3/0
Devi ce(config-if)# standby use-bia

Note

You cannot use the standby use-bia command and the standby mac-address command in the same
configuration.
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Example: Linking IP Redundancy Clients to HSRP Groups .

Example: Linking IP Redundancy Clients to HSRP Groups

The following example shows HSRP support for a static Network Address Trandation (NAT) configuration.
The NAT client application islinked to HSRP via the correl ation between the name specified by the standby
name command. Two devices are acting as HSRP active and standby, and the NAT inside interfaces are
HSRP enabled and configured to belong to the group named “groupl.”

Active Device Configuration

Devi
Devi
Devi
Devi
Devi
Devi
Devi
Devi
Devi
|

|

Devi
Devi
Devi
Devi
Devi
Devi

ce(config)#
ce(config)#
ce(config)#
ce(config)#
ce(config)#
ce(config)#

ce(config)# interface BV
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#

ip
ip
ip
ip
ip
no

10

i p address 192. 168. 5. 54 255. 255. 255. 255. 0
no ip redirects

ip nat inside

standby 10 ip 192.168.5.30

standby 10 priority 110

standby 10 preenpt

standby 10 name groupl

standby 10 track Ethernet 2/1

def aul t - gat eway 10.0.18. 126

nat inside source static 192.168.5.33 10.10.10.5 redundancy groupl
cl assl ess

route 10.10.10.0 255.255.255.0 Ethernet 2/1

route 172.22.33.0 255.255.255.0 Ethernet 2/1

ip http server

Standby Device Configuration

Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev
Dev

ce(config)#
ce(config)#
ce(config)#
ce(config)#
ce(config)#
ce(config)#

ce(config)# interface BV
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#
ce(config-if)#

ip

ip
ip
ip

p
no

10

ip address 192. 168.5.56 255. 255. 255. 255. 0
no ip redirects

ip nat inside

standby 10 priority 95

standby 10 preenpt

standby 10 nanme groupl

standby 10 ip 192.168.5. 30

standby 10 track Ethernet 3/1

exit

def aul t - gat eway 10.0.18.126

nat inside source static 192.168.5.33 3.3.3.5 redundancy groupl
cl assl ess

route 10.0.32.231 255. 255. 255 Ethernet 3/1
route 10.10.10.0 255.255.255.0 Ethernet 3/1
ip http server

Example: Configuring HSRP Version 2

The following example shows how to configure HSRP version 2 on an interface with agroup number of 350:

Devi ce(config)# interface vlan 350

Devi ce(config-if)#
Devi ce(config-if)#
Devi ce(config-if)#
Devi ce(config-if)#
Devi ce(config-if)#

standby version 2

standby 350 priority 110
standby 350 preenpt

standby 350 timers 5 15
standby 350 ip 172.20.100. 10
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. Example: Enabling SS0-Aware HSRP

Example: Enabling SSO-Aware HSRP

The following example shows how to set the redundancy mode to SSO. HSRP is automatically SSO-aware
when this mode is enabled.

Devi ce(confi g)# redundancy
Devi ce(config-red)# nbde sso

If SSO HSRP is disabled using the no standby sso command, you can reenable it as shown in the following
example:

Devi ce(config)# interface G gabitEthernet 1/0/0
Devi ce(config-if)# ip address 10.1.1.1 255.255.0.0
Devi ce(config-if)# standby priority 200

Devi ce(config-if)# standby preenpt

Devi ce(config-if)# standby sso

Example: Enabling HSRP MIB Traps

Thefollowing examples show how to configure HSRP on two devices and enable the HSRP M1 B trap support
functionality. Asin many environments, one device is preferred as the active one. To configure adevice's
preference as the active device, configure the device at a higher priority level and enable preemption. In the
following example, the active device isreferred to as the primary device. The second device isreferred to as
the backup device:

Device A

Devi ce(config)# interface G gabitEthernet 0/0/0
Device(config-if)# ip address 10.1.1.1 255.255.0.0

Devi ce(config-if)# standby priority 200

Devi ce(config-if)# standby preenpt

Devi ce(config-if)# standby ip 10.1.1.3

Devi ce(config-if)# exit

Devi ce(confi g)# snnp-server enable traps hsrp

Devi ce(confi g)# snnp-server host yourhost.cisco.com public hsrp

Device B

Devi ce(config)#i nterface G gabitEthernet 1/0/0

Devi ce(config-if)# ip address 10.1.1.2 255.255.0.0

Devi ce(config-if)# standby priority 101

Devi ce(config-if)# standby ip 10.1.1.3

Devi ce(config-if)# exit

Devi ce(config)# snnp-server enable traps hsrp

Devi ce(config)# snnp-server host nyhost.cisco.com public hsrp

Example: HSRP BFD Peering

Hot Standby Router Protocol (HSRP) supports Bidirectional Forwarding Detection (BFD) as a part of the
HSRP group member health monitoring system. Without BFD, HSRP runs as a process in a multiprocess
system and cannot be guaranteed to be scheduled in time to service large numbers of groups with millisecond
hello and hold timers. BFD runs as a pseudo-preemptive process and can therefore, be guaranteed to run when
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Additional

Additional References .

required. Only one BFD session between two devices can provide early failover notification for multiple
HSRP groups.

In the following example, the standby bfd and the standby bfd all-inter faces commands are not displayed.
HSRP support for BFD is enabled by default when BFD is configured on a device or an interface by using
the bfd interval command. The standby bfd and standby bfd all-inter faces commands are needed only if
BFD has been manually disabled on a device or an interface.

Device A

Devi ceA(config)# ip cef

Devi ceA(config)# interface FastEthernet2/0

Devi ceA(config-if)# no shutdown

Devi ceA(config-if)# ip address 10.0.0.2 255.0.0.0
Devi ceA(config-if)# ip router-cache cef

Devi ceA(config-if)# bfd interval 200 min_rx 200 nultiplier 3
Devi ceA(config-if)# standby 1 ip 10.0.0.11

Devi ceA(config-if)# standby 1 preenpt

Devi ceA(config-if)# standby 1 priority 110

Devi ceA(config-if)# standby 2 ip 10.0.0. 12

Devi ceA(config-if)# standby 2 preenpt

Devi ceA(config-if)# standby 2 priority 110

Device B

Devi ceB(config)# interface FastEthernet2/0

Devi ceB(config-if)# ip address 10.1.0.22 255.255.0.0

Devi ceB(config-if)# no shutdown

Devi ceB(config-if)# bfd interval 200 min_rx 200 nultiplier 3
Devi ceB(config-if)# standby 1 ip 10.0.0.11

Devi ceB(config-if)# standby 1 preenpt

Devi ceB(config-if)# standby 1 priority 90

Devi ceB(config-if)# standby 2 ip 10.0.0. 12

Devi ceB(config-if)# standby 2 preenpt

Devi ceB(config-if)# standby 2 priority 80

References

Related Documents

Related Topic Document Title
Cisco 10S commands Cisco 10S Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions
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Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Pratocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

http://www.ci sco.com/cisco/web/support/index.html

Feature Information for HSRP

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Glossary

Glossary .
Table 1: Feature Information for HSRP
Feature Name Releases Feature Information
HSRP Cisco|IOS XE 17.3.2 Thisfeature was introduced for the
Catalyst 8000 Series platforms.

ARP—Address Resolution Protocol (ARP). ARP performs arequired function in IP routing. ARP finds the
hardware address, also known as Media Access Control (MAC) address, of a host from its known IP address.
ARP maintains a cache (table) in which MAC addresses are mapped to | P addresses. ARP is part of all Cisco
|OS systems running |P.

active device—The primary device in an HSRP group that is currently forwarding packets for the virtual
device.

active RP—The active RP that controls the system, provides network services, runs the routing protocols,
and presents the system management interface.

client group—An HSRP group that is created on asubinterface and linked to the primary group viathe group
name.

HSRP—Hot Standby Router Protocol. Protocol that provides high network availability and transparent
network-topology changes. HSRP creates a router group with alead device that services all packets sent to
the HSRP address. The lead device is monitored by other devicesin the group, and if it fails, one of these
standby HSRP devices inherits the lead position and the HSRP group address.

| SSU—In Service Software Upgrade. A process that allows Cisco |OS software to be updated or otherwise
modified while packet forwarding continues. In most networks, planned software upgrades are a significant
cause of downtime. |SSU allows Cisco 10S software to be modified while packet forwarding continues, which
increases network availability and reduces downtime caused by planned software upgrades.

primary group—An HSRP group that is required on a physical interface for the purposes of electing active
and standby devices.

RF—Redundancy Facility. A structured, functional interface used to notify its clients of active and standby
state progressions and events.

RP—Route Processor. A generic term for the centralized control unit in achassis.

RPR—Route Processor Redundancy. RPR provides an alternative to the High System Availability (HSA)
feature. HSA enables a system to reset and use a standby Route Processor (RP) if the active RP fails. Using
RPR, you can reduce unplanned downtime because RPR enables a quicker switchover between an active and
standby RP if the active RP experiences afatal error.

RPR+—An enhancement to RPR in which the standby RP isfully initialized.

standby group—The set of devices participating in HSRP that jointly emulate a virtual device.
standby device—The backup device in an HSRP group.

standby RP—The backup RP.

switchover—An event in which system control and routing protocol execution are transferred from the active
RP to the standby RP. Switchover may be a manual operation or may be induced by a hardware or software
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. Glossary

fault. Switchover may include transfer of the packet forwarding function in systems that combine system
control and packet forwarding in an indivisible unit.

virtual 1P address—The default gateway | P address configured for an HSRP group.

virtual MAC address—For Ethernet and FDDI, the automatically generated MAC address when HSRP is
configured. The standard virtual MAC address used is: 0000.0C07.ACxy, where xy is the group number in
hexadecimal. The functional addressis used for Token Ring. The virtual MAC addressis different for HSRP
version 2.
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HSRP Version 2

* Finding Feature Information, on page 95

* Information About HSRP Version 2, on page 95

» How to Configure HSRP Version 2, on page 96

« Configuration Examples for HSRP Version 2, on page 98
« Additional References, on page 98

* Feature Information for HSRP Version 2, on page 99

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About HSRP Version 2

HSRP Version 2 Design

HSRP version 2 is designed to address the following restrictionsin HSRP version 1:

* INnHSRP version 1, millisecond timer values are not advertised or learned. HSRP version 2 advertises
and learns millisecond timer values. This change ensures stability of the HSRP groupsin all cases.

* In HSRP version 1, group numbers are restricted to the range from 0 to 255. HSRP version 2 expands
the group number range from 0 to 4095.

» HSRP version 2 providesimproved management and troubleshooting. With HSRP version 1, you cannot
use HSRP active hello messages to identify which physical device sent the message because the source
MAC addressis the HSRP virtual MAC address. The HSRP version 2 packet format includes a 6-byte
identifier field that isused to uniquely identify the sender of the message. Typically, thisfield is popul ated
with the interface MAC address.
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. How to Configure HSRP Version 2

 The multicast address 224.0.0.2 is used to send HSRP hello messages. This address can conflict with
Cisco Group Management Protocol (CGMP) leave processing.

Version 1 isthe default version of HSRP.

HSRP version 2 uses the new |P multicast address 224.0.0.102 to send hello packetsinstead of the multicast
address of 224.0.0.2, used by HSRP version 1. This new multicast address allows CGMP leave processing to
be enabled at the same time as HSRP.

HSRP version 2 permits an expanded group number range, 0 to 4095, and consequently uses a new MAC
address range 0000.0C9F.F000 to 0000.0C9F.FFFF. The increased group number range does not imply that
an interface can, or should, support that many HSRP groups. The expanded group number range was changed
to alow the group number to match the VLAN number on subinterfaces.

When the HSRP version is changed, each group will reinitialize because it now has a new virtual MAC
address.

HSRPversion 2 has adifferent packet format than HSRP version 1. The packet format uses atype-length-value
(TLV) format. HSRP version 2 packets received by an HSRP version 1 device will have the type field mapped
to the version field by HSRP version 1 and subseguently ignored.

The Gateway L oad Balancing Protocol (GLBP) also addresses the same restrictions rel ative to HSRP version
1 that HSRP version 2 does. See the Configuring GLBP document for more information on GLBP.

Jitter timers

Jitter timers are used in HSRP. They are recommended for timers running on services that work realtime and
scale. Jitter timers are intended to significantly improve the reliability of HSRP, and other FHRP protocols,
by reducing the chance of bunching of HSRP groups operations, and thus hel p reduce CPU and network traffic
spikes. In the case of HSRP, a given device may have up to 4000 operational groups configured. In order to
distribute the load on the device and network, the HSRP timers use ajitter. A given timer instance may take
up to 20% more than the configured value. For example, for a hold time set to 15 seconds, the actual hold
time may take 18 seconds.

In HSRP, the Hello timer (which sends the Hello Packet) has a negative Jitter, while the Holddown timer
(which checks for failure of apeer) has a positivejitter.

How to Configure HSRP Version 2

Changing to HSRP Version 2

N

HSRP version 2 was introduced to prepare for further enhancements and to expand the capabilities beyond
what is possible with HSRP version 1. HSRP version 2 has a different packet format than HSRP version 1.

Note

» HSRP version 2 is not available for ATM interfaces running LAN emulation.

* HSRP version 2 will not interoperate with HSRP version 1. An interface cannot operate both version 1
and version 2 because both versions are mutually exclusive. However, the different versions can be run
on different physical interfaces of the same device. You cannot change from version 2 to version 1 if
you have configured groups above the group number range allowed for version 1 (0 to 255).
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SUMMARY STEPS

enable

configureterminal
interface type number

ip address ip-address mask
standby version {12}

end
show standby

PN GO P WN A

DETAILED STEPS

Changing to HSRP Version 2 .

standby [group-number] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface vlan 400
Step 4 ip addressip-address mask Sets an |P address for an interface.
Example:
Devi ce(config-if)# ip address 10.10.28.1
255. 255. 255. 0
Step 5 standby version {1 ]2} Changes the HSRP version.
Example:
Devi ce(config-if)# standby version 2
Step 6 standby [group-number] ip [ip-address [secondary]] Activates HSRP.
Example:  The group number range for HSRP version 2is0
through 4095. The group number range for HSRP
Devi ce(config-if)# standby 400 ip 10.10.28.5 version 1is 0 through 255.
Step 7 end Ends the current configuration session and returns to
privileged EXEC mode.
Example:
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Command or Action Purpose

Devi ce(config-if)# end

Step 8 show standby (Optional) Displays HSRP information.
Example: * HSRP version 2 information will be displayed if
configured.

Devi ce# show st andby

Configuration Examples for HSRP Version 2

Example: Configuring HSRP Version 2

The following example shows how to configure HSRP version 2 on an interface with agroup number of 350:

Devi ce(config)# interface vlan 350

Devi ce(config-if)# standby version 2

Devi ce(config-if)# standby 350 priority 110
Devi ce(config-if)# standby 350 preenpt

Devi ce(config-if)# standby 350 tiners 5 15

Devi ce(config-if)# standby 350 ip 172.20.100. 10

Additional References

Related Documents

Related Topic Document Title
Cisco |OS commands Cisco |0S Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module

Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions

Standards

Standards Title

No new or modified standards are supported by thisfeature, and support for existing standards has not
been modified by this feature.
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Feature Information for HSRP Version 2 .

MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Standby Router Protocol

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.ci sco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resources to install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for HSRP Version 2

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



CHAPTER 6

HSRP MD5 Authentication

« Finding Feature Information, on page 101

* Information About HSRP MD5 Authentication, on page 101

* How to Configure HSRP M D5 Authentication, on page 102

« Configuration Examples for HSRP MD5 Authentication, on page 107
« Additional References, on page 108

* Feature Information for HSRP MD5 Authentication, on page 109

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About HSRP MD5 Authentication

HSRP Text Authentication

HSRP ignores unauthenticated HSRP protocol messages. The default authentication typeistext authentication.

HSRP authentication protects against fal se HSRP hello packets causing adenial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device

HSRP packets will be rejected in any of the following cases:

« The authentication schemes differ on the device and in the incoming packets.

* Text authentication strings differ on the device and in the incoming packet.
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HSRP MD5 Authentication

Before the introduction of HSRP M D5 authentication, HSRP authenticated protocol packets with asimple
plain text string. HSRP M D5 authentication is an enhancement to generate an MD5 digest for the HSRP
portion of the multicast HSRP protocol packet. Thisfunctionality provides added security and protects against
the threat from HSRP-spoofing software.

MD5 authentication provides greater security than the alternative plain text authentication scheme. MD5
authentication allows each HSRP group member to use a secret key to generate akeyed MD5 hash that is part
of the outgoing packet. A keyed hash of an incoming packet is generated and if the hash within the incoming
packet does not match the generated hash, the packet isignored.

The key for the MD5 hash can be either given directly in the configuration using a key string or supplied
indirectly through a key chain.

HSRP has two authentication schemes:

« Plain text authentication

* M D5 authentication

HSRP authentication protects against fal se HSRP hell o packets causing a denial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device.

HSRP packets will be rejected in any of the following cases:
* The authentication schemes differ on the device and in the incoming packets.
» MD5 digests differ on the device and in the incoming packet.

« Text authentication strings differ on the device and in the incoming packet.

How to Configure HSRP MD5 Authentication

Configuring HSRP MD5 Authentication Using a Key Chain

SUMMARY STEPS

Perform thistask to configure HSRP M D5 authentication using akey chain. Key chains allow adifferent key
string to be used at different times according to the key chain configuration. HSRP will query the appropriate
key chain to obtain the current live key and key ID for the specified key chain.

enable
configureterminal

key chain name-of-chain
key key-id

key-string string

exit

exit

NOOAWN
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8. interfacetype number

9. ip addressip-address mask [secondary]
10. standby [group-number] priority priority

Configuring HSRP MD5 Authentication Using a Key Chain .

11. standby [group-number] preempt [delay {minimum | reload | sync} seconds]
12. standby [group-number] authentication md5 key-chain key-chain-name

13. standby [group-number] ip [ip-address [secondary]]

14. Repeat Steps 1 through 12 on each device that will communicate.

15. end
16. show standby

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termnal
Step 3 key chain name-of-chain Enables authentication for routing protocols, identifies a
group of authentication keys, and enters key-chain
Example: . .
configuration mode.
Devi ce(config)# key chain hsrpl
Step 4 key key-id | dentifies an authentication key on akey chain and enters
Example: key-chain key configuration mode.
« The value for thekey-id argument must be a number.
Devi ce(confi g-keychai n)# key 100
Step 5 key-string string Specifies the authentication string for a key.
Example: * The value for the string argument can be 1 to 80
uppercase or lowercase alphanumeric characters; the
Devi ce( confi g- keychai n-key) # key-string mol72 first character cannot be a numeral
Step 6 exit Returns to key-chain configuration mode.
Example:
Devi ce(confi g- keychai n-key) # exit
Step 7 exit Returnsto global configuration mode.
Example:

Devi ce(confi g-keychain)# exit

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



. Configuring HSRP MD5 Authentication Using a Key Chain

HSRP MD5 Authentication |

Command or Action

Purpose

Step 8 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 9 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.21.8. 32
255, 255, 255, 0
Step 10 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 11 standby [group-number] preempt [delay { minimum | | Configures HSRP preemption.
reload | sync} seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 12 standby [group-number] authentication md5 key-chain | Configures an authentication MD5 key chain for HSRP
key-chain-name M D5 authentication.
Example: * The key chain name must match the name specified
in Step 3.
Devi ce(config-if)# standby 1 authentication nd5
key-chai n hsrpl
Step 13 standby [group-number] ip [ip-address [secondary]] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.21.8.12
Step 14 Repeat Steps 1 through 12 on each device that will —
communicate.
Step 15 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 16 show standby (Optional) Displays HSRP information.
Example: * Use this command to verify your configuration. The

Devi ce# show st andby

key string or key chain will be displayed if
configured.
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Troubleshooting HSRP MD5 Authentication .

Troubleshooting HSRP MD5 Authentication

Perform this task if HSRP M D5 authentication is not operating correctly.

SUMMARY STEPS
1. enable
2. debug standby errors
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2 debug standby errors Displays error messages related to HSRP.

Example:

Devi ce# debug standby errors

 Error messages will be displayed for each packet that
failsto authenticate, so use this command with care.

Examples

In the following example, Device A has MD5 text string authentication configured, but Device B
has the default text authentication:

Devi ce# debug standby errors

A:Jun 16 12:14:50.337: HSRP: Et0/1 G'p O Auth failed for Hello pkt from10.21.0.5, M5 confgd
but no tlv

B:Jun 16 12:16:34.287: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.4, Text auth
failed

In the following example, both Device A and Device B have different MD5 authentication strings:

Devi ce# debug standby errors

A:Jun 16 12:19:26.335: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.5, M5 auth
failed
B:Jun 16 12:18:46.280: HSRP: Et0/1 G p O Auth failed for Hello pkt from 10.21.0.4, MD5 auth
failed

Configuring HSRP Text Authentication

SUMMARY STEPS

1. enable
2. configureterminal
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inter face type number
ip address ip-address mask [secondary]

standby [group-number] priority priority

HSRP MD5 Authentication |

standby [group-number] authentication text string
standby [group-number] ip [ip-address [secondary]]

3
4
5.
6. standby [group-number] preempt [delay { minimum | reload | sync} seconds]
7
8
9

Repeat Steps 1 through 8 on each device that will communicate.

10. end
11. show standby

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and entersinterface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay {minimum | | Configures HSRP preemption.
reload | sync} seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] authentication text string Configures an authentication string for HSRP text

Example:

authentication.

* The default string is cisco.
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Command or Action Purpose

Devi ce(config-if)# standby 1 authentication text
aut henti cati onl

Step 8 standby [group-number] ip [ip-address [secondary]] Activates HSRP,

Example:

Devi ce(config-if)# standby 1 ip 10.0.0.3

Step 9 Repeat Steps 1 through 8 on each device that will --
communicate.

Step 10 end Returns to privileged EXEC mode.
Example:

Devi ce(config-if)# end

Step 11 show standby (Optional) Displays HSRP information.
Example: * Use this command to verify your configuration. The
key string or key chain will be displayed if
Devi ce# show st andby configured.

Configuration Examples for HSRP MD5 Authentication

Example: Configuring HSRP MD5 Authentication Using Key Strings

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication nd5 key-string 54321098452103ab ti neout 30
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring HSRP MD5 Authentication Using Key Chains

In the following example, HSRP queries the key chain “hsrpl” to obtain the current live key and key ID for
the specified key chain:

Devi ce(config)# key chain hsrpl

Devi ce(confi g-keychai n)# key 1

Devi ce(confi g- keychai n-key)# key-string 54321098452103ab

Devi ce(confi g- keychai n-key) # exit

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication nd5 key-chain hsrpl
Devi ce(config-if)# standby 1 ip 10.21.0.10
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Example: Configuring HSRP MD5 Authentication Using Key Strings and Key
Chains

Thekey ID for key-string authentication is always zero. If akey chain is configured with akey 1D of zero,
then the following configuration will work:

Device 1

Devi ce(config)# key chain hsrpl

Devi ce(confi g- keychai n)# key 0

Devi ce(confi g- keychai n- key) # key-string 54321098452103ab

Devi ce(confi g- keychai n-key) # exit

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 authentication nd5 key-chain hsrpl
Devi ce(config-if)# standby 1 ip 10.21.0.10

Device 2

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# standby 1 authentication nd5 key-string 54321098452103ab
Devi ce(config-if)# standby 1 ip 10.21.0.10

Example: Configuring HSRP Text Authentication

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 authentication text conpany?2
Devi ce(config-if)# standby 1 ip 10.21.0.10

Additional References

Related Documents

Related Topic Document Title
Cisco |0S commands Cisco |OS Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions
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Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Pratocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

Feature Information for HSRP MD5 Authentication

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 7

HSRP Support for ICMP Redirects

« Finding Feature Information, on page 111

« Information About HSRP Support for ICMP Redirects, on page 111

» How to Configure HSRP Support for ICMP Redirects, on page 114

* Configuration Examples for HSRP Support for ICMP Redirects, on page 115
« Additional References, on page 116

* Feature Information for HSRP Support for ICMP Redirects, on page 117

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About HSRP Support for ICMP Redirects

HSRP Support for ICMP Redirect Messages

By default, HSRP filtering of Internet Control Message Protocol (ICMP) redirect messages is enabled on
devices running HSRP.

ICMPisanetwork layer Internet protocol that provides message packetsto report errors and other information
relevant to |P processing. ICMP can send error packets to a host and can send redirect packets to a host.

When HSRP is running, preventing hosts from discovering the interface (or real) |P addresses of devicesin
the HSRP group isimportant. If ahost isredirected by ICMPto thereal |P address of adevice, and that device
later fails, then packets from the host will be lost.

ICMP redirect messages are automatically enabled on interfaces configured with HSRP. This functionality
works by filtering outgoing ICMP redirect messages through HSRP, where the next hop | P address may be
changed to an HSRP virtual |P address.
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ICMP Redirects to Active HSRP Devices

The next-hop 1P address is compared to the list of active HSRP devices on that network; if a match isfound,
then the real next-hop I P addressis replaced with a corresponding virtual 1P address and the redirect message
is allowed to continue.

If no match isfound, then the ICMP redirect messageis sent only if the device corresponding to the new next
hop IP address is not running HSRP. Redirects to passive HSRP devices are not allowed (a passive HSRP
device is a device running HSRP, but which contains no active HSRP groups on the interface).

For optimal operation, every device in a network that is running HSRP should contain at least one active
HSRP group on an interface to that network. Every HSRP device need not be a member of the same group.
Each HSRP device will snoop on al HSRP packets on the network to maintain alist of active devices (virtual
IP addresses versus real 1P addresses).

Consider the network shown in the figure below, which supports the HSRP ICMP redirection filter.
Figure 6: Network Supporting the HSRP ICMP Redirection Filter

el el
el Active 1 el | Active 2 Active 3 Active 4
Standby 2 Standby 1 Standby 4 Standby 3
Met A
el | Listen 1
R7 Re Default gateway:
virtual IP 1

Host 3
ML ot memeaesdes Net G 5

If the host wants to send a packet to another host on Net D, then it first sendsiit to its default gateway, the
virtual 1P address of HSRP group 1.

The following is the packet received from the host:

dest MAC = HSRP group 1 virtual MAC
source MAC = Host MAC

dest IP = host-on-netD | P

source | P = Host IP

Device R1 receivesthis packet and determinesthat device R4 can provide a better path to Net D, soit prepares
to send aredirect message that will redirect the host to the real |P address of device R4 (because only real IP
addresses are inits routing table).

Thefollowing istheinitial ICMP redirect message sent by device R1:

dest MAC = Host MAC
source MAC = router R1 MAC
dest IP = Host IP
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ICMP Redirects to Passive HSRP Devices .

router RL IP
router R4 IP

source | P
gateway to use

Before this redirect occurs, the HSRP process of device R1 determines that device R4 is the active HSRP
device for group 3, so it changes the next hop in the redirect message from the real 1P address of device R4
to the virtual IP address of group 3. Furthermore, it determines from the destination MAC address of the
packet that triggered the redirect message that the host used the virtual 1P address of group 1 asits gateway,
so it changes the source 1P address of the redirect message to the virtual |P address of group 1.

The modified ICMP redirect message showing the two modified fields (*) is as follows:

dest MAC Host MAC
source MAC router R1 MAC
dest IP Host I P

source | P*
gateway to use*

HSRP group 1 virtual IP
HSRP group 3 virtual |IP

This second modification is necessary because hosts compare the source | P address of the ICMP redirect
message with their default gateway. If these addresses do not match, the ICMP redirect message isignored.
The routing table of the host now consists of the default gateway, virtual 1P address of group 1, and aroute
to Net D through the virtual |P address of group 3.

ICMP Redirects to Passive HSRP Devices

ICMP redirects to passive HSRP devices are not permitted. Redundancy may belost if hostslearn thereal IP
addresses of HSRP devices.

Inthe"Network Supporting the HSRP ICM P Redirection Filter” figure, redirection to device R8 isnot allowed
because R8 is a passive HSRP device. In this case, packets from the host to Net D will first go to device R1
and then be forwarded to device R4; that is, they will traverse the network twice.

A network configuration with passive HSRP devicesis considered a misconfiguration. For HSRP ICMP
redirection to operate optimally, every device on the network that is running HSRP should contain at least
one active HSRP group.

ICMP Redirects to Non-HSRP Devices

ICMP redirects to devices not running HSRP on their local interface are permitted. No redundancy islost if
hosts learn the real |P address of non-HSRP devices.

In the "Network Supporting the HSRP ICMP Redirection Filter" figure, redirection to device R7 is alowed
because R7 is not running HSRP. In this case, the next hop IP address is unchanged. The source | P address
is changed dependent upon the destination MAC address of the original packet. You can specify the no
standby redirect unknown command to stop these redirects from being sent.

Passive HSRP Advertisement Messages

Passive HSRP devices send out HSRP adverti sement messages both periodically and when entering or leaving
the passive state. Thus, all HSRP devices can determine the HSRP group state of any HSRP device on the
network. These advertisements inform other HSRP devices on the network of the HSRP interface state, as
follows:

« Active—Interface has at least one active group. A single advertisement is sent out when the first group
becomes active.
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» Dormant—Interface has no HSRP groups. A single advertisement is sent once when the last group is
removed.

* Passive—Interface has at least one nonactive group and no active groups. Advertisements are sent out
periodically.

You can adjust the advertisement interval and hold-down time using the standby redirect timers command.

ICMP Redirects Not Sent

If the HSRP device cannot uniquely determine the | P address used by the host when it sends the packet that
caused the redirect, the redirect message will not be sent. The device uses the destination MAC addressin
the original packet to make this determination. In certain configurations, such asthe use of the standby use-bia
interface configuration command specified on an interface, redirects cannot be sent. In this case, the HSRP
groups use the interface MAC address as their virtual MAC address. The device now cannot determineif the
default gateway of the host isthe real |P address or one of the HSRP virtual | P addresses that are active on
the interface.

The IP source address of an ICM P packet must match the gateway address used by the host in the packet that
triggered the ICM P packet, otherwise the host will reject the ICMP redirect packet. An HSRP device usesthe
destination MAC address to determine the gateway 1P address of the host. If the HSRP deviceis using the
same MAC address for multiple | P addresses, uniquely determining the gateway 1P address of the host is not
possible, and the redirect message is not sent.

The following is sample output from the debug standby eventsicmp EXEC command if HSRP could not
uniquely determine the gateway used by the host:

10: 43: 08: HSRP: I CWP redirect not sent to 10.0.0.4 for dest 10.0.1.2
10: 43: 08: HSRP: could not uniquely deternmine |IP address for mac 00dO. bbd3. bc22

How to Configure HSRP Support for ICMP Redirects

Enabling HSRP Support for ICMP Redirect Messages

SUMMARY STEPS

By default, HSRPfiltering of ICMP redirect messagesis enabled on devices running HSRP. Perform thistask
to reenable this feature on your deviceiif it is disabled.

enable

configureterminal

interface type number

standby redirect [timers advertisement holddown] [unknown]

end

show standby redirect [ip-address] [interface-type interface-number] [active] [passive] [timers]

ok 0N
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DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termn nal

Step 3 inter face type number Configures an interface type and enters interface

Example: configuration mode.

Devi ce(config)# interface G gabitEthernet 0/0/0

Step 4 standby redirect [timer s advertisement hol ddown] Enables HSRP filtering of ICMP redirect messages.

[unknown] « You can aso usethiscommand in global configuration

Example: mode, which enables HSRPfiltering of ICM P redirect
messages on all interfaces configured for HSRP.
Devi ce(config-if)# standby redirect

Step 5 end Returns to privileged EXEC mode.

Example:

Devi ce(config-if)# end

Step 6 show standby redirect [ip-address] [interface-type (Optional) Displays| CMP redirect information on interfaces
interface-number] [active] [passive] [timers] configured with HSRP.
Example:

Devi ce# show st andby redirect

Configuration Examples for HSRP Support for ICMP Redirects

Example: Configuring HSRP Support for ICMP Redirect Messages

Device A Configuration—Active for Group 1 and Standby for Group 2

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.0.0.10 255.0.0.0

Devi ce(config-if)# standby redirect

Devi ce(config-if)# standby 1 priority 120

Devi ce(config-if)# standby 1 preenpt delay m ni num 20

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



. Additional References

HSRP Support for ICMP Redirects |

Devi ce(config-if)# standby 1 ip 10.0.0.1

Devi ce(config-if)# standby 2 priority 105

Devi ce(config-if)# standby 2 preenpt delay m ni num 20
Devi ce(config-if)# standby 2 ip 10.0.0.2

Device B Configuration—Standby for Group 1 and Active for Group 2

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# ip address 10.0.0.11 255.0.0.0

Devi ce(config-if)# standby redirect

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 preenpt delay mi ni num 20

Devi ce(config-if)# standby 1 ip 10.0.0.1

Devi ce(config-if)# standby 2 priority 120

Devi ce(config-if)# standby 2 preenpt delay mi ni num 20

Devi ce(config-if)# standby 2 ip 10.0.0.2

Related Documents

Related Topic Document Title

Cisco |0S commands Cisco |OS Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

guidelines, and examples

command mode, command history, defaults, usage | Reference

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions

Standards

Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.

MIBs

MIBs MIBs Link

CISCO-HSRP-MIB
CISCO-HSRP-EXT-MIB

To locate and download MIBs for selected platforms, Cisco software
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs
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RFCs

RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Standby Router Protocol

Technical Assistance

Feature Information for HSRP Support for ICMP Redirects .

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

http://mww.ci sco.com/cisco/web/support/index.html

Feature Information for HSRP Support for ICMP Redirects

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 8

FHRP - HSRP Multiple Group Optimization

« Finding Feature Information, on page 119

« Information About FHRP - Multiple Group Optimization, on page 119

» How to configure FHRP - Multiple Group Optimization, on page 120

* Configuration Examples for FHRP - Multiple Group Optimization, on page 123

« Additional References, on page 125

* Feature Information for FHRP - HSRP Multiple Group Optimization, on page 126

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About FHRP - Multiple Group Optimization

HSRP Multiple Group Optimization

The configuration of many hundreds of subinterfaces on the same physical interface, with each subinterface
having its own HSRP group, can cause the processes of negotiation and maintenance of multiple HSRP groups
to have adetrimental impact on network traffic and CPU utilization.

Only one HSRP group is required on a physical interface for the purposes of electing active and standby
devices. Thisgroup is known asthe primary group. Other HSRP groups may be created on each subinterface
and linked to the primary group viathe group name. These linked HSRP groups are known as client or
subordinate groups.

The HSRP group state of the client groups follows that of the primary group. Client groups do not participate
in any sort of device election mechanism.
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Client groups send periodic messagesin order to refresh their virtual MAC addressesin switches and learning
bridges. The refresh message may be sent at a much lower frequency compared with the protocol election
messages sent by the primary group.

How to configure FHRP - Multiple Group Optimization

Configuring Multiple HSRP Groups for Load Balancing

Perform this task to configure multiple HSRP groups for load balancing.

Multiple HSRP groups enable redundancy and load-sharing within networks and allow redundant devices to
be more fully utilized. A device actively forwarding traffic for one HSRP group can be in standby or in the
listen state for another group.

If two devices are used, then Device A would be configured as active for group 1 and standby for group 2.
Device B would be standby for group 1 and active for group 2. Fifty percent of the hosts on the LAN would
be configured with the virtual |P address of group 1 and the remaining hosts would be configured with the
virtual 1P address of group 2. See the Example: Configuring Multiple HSRP Groups for Load Balancing for
adiagram and configuration example.

SUMMARY STEPS
1. enable
2. configureterminal
3. interfacetype number
4. ip addressip-address mask [secondary]
5. standby [group-number] priority priority
6. standby [group-number] preempt [delay { minimum | reload | sync} delay]
7.  standby [group-number] ip [ip-address] secondary]
8. Onthe same device, repeat Steps 5 through 7 to configure the device attributes for different standby
groups.
9. exit
10. Repeat Steps 3 through 9 on another device.
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termnal
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Improving CPU and Network Performance with HSRP Multiple Group Optimization .

Command or Action

Purpose

Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay { minimum | | Configures HSRP preemption.
reload | sync} delay]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] ip [ip-address] secondary] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
Step 8 On the same device, repeat Steps 5 through 7 to configure | For example, Device A can be configured as an active
the device attributes for different standby groups. device for group 1 and be configured as an active or
standby device for another HSRP group with different
priority and preemption values.
Step 9 exit Exitsto globa configuration mode.
Example:
Device(config-if)# exit
Step 10 Repeat Steps 3 through 9 on another device. Configures multiple HSRP and enables|oad balancing on

another device.

Improving CPU and Network Performance with HSRP Multiple Group
Optimization

Perform this task to configure multiple HSRP client groups.

The standby follow command configures an HSRP group to become a subordinate of another HSRP group.

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



FHRP - HSRP Multiple Group Optimization |

. Improving CPU and Network Performance with HSRP Multiple Group Optimization

HSRP client groups follow the primary HSRP with a dlight, random delay so that all client groups do not
change at the same time.

Use the standby mac-refresh seconds command to directly change the HSRP client group refresh interval.
The default interval is 10 seconds and can be configured to as much as 255 seconds.

Note « Client or subordinate groups must be on the same physical interface as the primary group.

« A client group takes its state from the group it is following. Therefore, the client group does not use its
timer, priority, or preemption settings. A warning is displayed if these settings are configured on aclient
group:

Devi ce(config-if)# standby 1 priority 110
%Mrning: This setting has no effect while foll owi ng another group.
Devi ce(config-if)# standby 1 timers 5 15
% Warni ng: This setting has no effect while foll ow ng another group.
Devi ce(config-if)# standby 1 preenpt delay m ni mum 300
% Warni ng: This setting has no effect while follow ng another group.
Before you begin
Configure the HSRP primary group using the stepsin the Configuring Multiple HSRP Groups for Load
Balancing section.
SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask [secondary]
5. standby mac-refresh seconds
6. standby group-number follow group-name
7. exit
8. Repesat Steps 3 through 6 to configure additional HSRP client groups.
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal
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Configuration Examples for FHRP - Multiple Group Optimization .

Command or Action

Purpose

Step 3

interface type number

Example:

Devi ce(config)# interface G gabitEthernet 0/0/0

Configures an interface type and enters interface
configuration mode.

Step 4

ip address ip-address mask [secondary]

Example:

Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0

Specifiesaprimary or secondary |1P addressfor an interface.

Step 5

standby mac-refresh seconds

Example:

Devi ce(config-if)# standby mac-refresh 30

Configures the HSRP client group refresh interval.

Step 6

standby group-number follow group-name

Example:

Devi ce(config-if)# standby 1 foll ow HSRP1

Configures an HSRP group as a client group.

Step 7

exit
Example:

Devi ce(config-if)# exit

Exitsto global configuration mode.

Step 8

Repeat Steps 3 through 6 to configure additional HSRP
client groups.

Configures multiple HSRP client groups.

Configuration Examples for FHRP - Multiple Group Optimization

Example: Configuring Multiple HSRP Groups for Load Balancing

You can use HSRP or multiple HSRP groups when you configure load sharing. In the figure below, half of
the clients are configured for Router A, and half of the clients are configured for Router B. Together, the
configuration for Routers A and B establish two Hot Standby groups. For group 1, Router A is the default
active router because it has the assigned highest priority, and Router B is the standby router. For group 2,
Router B is the default active router because it has the assigned highest priority, and Router A is the standby
router. During normal operation, the two routers share the | P traffic load. When either router becomes
unavailable, the other router becomes active and assumes the packet-transfer functions of the router that is
unavailable. The standby preempt interface configuration command is necessary so that if arouter goes
down and then comes back up, preemption occurs and restores load sharing.
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Figure 7: HSRP Load Sharing Example
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The following example shows Router A configured as the active router for group 1 with apriority of 110 and
Router B configured as the active router for group 2 with a priority of 110. The default priority level is 100.
Group 1 uses avirtual IP address of 10.0.0.3 and Group 2 uses avirtual |P address of 10.0.0.4.

Router A Configuration

Rout er (confi g)# host name Router A
|

Rout er (config)# interface G gabitEthernet 0/0/0
Router(config-if)# ip address 10.0.0.1 255.255.255.0
Router(config-if)# standby 1 priority 110

Router (config-if)# standby 1 preenpt
Router(config-if)# standby 1 ip 10.0.0.3
Rout er (config-if)# standby 2 preenpt
Router(config-if)# standby 2 ip 10.0.0.4

Router B Configuration

Rout er (confi g)# host name RouterB
|

Rout er (config)# interface G gabitEthernet 0/0/0
Router(config-if)# ip address 10.0.0.2 255.255.255.0
Rout er (config-if)# standby 1 preenpt
Router(config-if)# standby 1 ip 10.0.0.3
Rout er (config-if)# standby 2 priority 110
Rout er (config-if)# standby 2 preenpt
Router(config-if)# standby 2 ip 10.0.0.4
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Example: Improving CPU and Network Performance with HSRP Multiple Group
Optimization

The following example shows how to configure an HSRP client and primary group:

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# no shutdown

Devi ce(config-if)# standby nac-refresh 30

I dient Hello nessage interval

|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# no shutdown

Device(config-if)# ip vrf forwardi ng VRF2

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.0.0.254

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 nane HSRP1

| Server group

|

Devi ce(config)# interface G gabitEthernet 0/0/2

Devi ce(config-if)# no shutdown

Device(config-if)# ip vrf forwardi ng VRF3

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254

Devi ce(config-if)# standby 2 fol | ow HSRP1

I Client group

|

Devi ce(config)# interface G gabitEthernet 0/0/3

Devi ce(config-if)# no shutdown

Devi ce(config-if)# ip vrf forwardi ng VRF4

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254

Devi ce(config-if)# standby 2 fol | ow HSRP1

I dient group

Additional References

Related Documents

Related Topic Document Title
Cisco 10S commands Cisco 10S Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions
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Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Pratocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

http://www.ci sco.com/cisco/web/support/index.html

Feature Information for FHRP - HSRP Multiple Group

Optimization

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 9

FHRP - HSRP Group Shutdown

« Finding Feature Information, on page 127

« Information About FHRP - HSRP Group Shutdown, on page 127

» How to Configure FHRP - HSRP Group Shutdown, on page 128

« Configuration Examples for FHRP - HSRP Group Shutdown, on page 132
« Additional References, on page 134

* Feature Information for FHRP - HSRP Group Shutdown, on page 135

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About FHRP - HSRP Group Shutdown

How Object Tracking Affects the Priority of an HSRP Device

The priority of adevice can change dynamically if it has been configured for object tracking and the object
that is being tracked goes down. The tracking process periodically polls the tracked objects and notes any
change of value. The changesin the tracked object are communicated to HSRP, either immediately or after
aspecified delay. The object values are reported as either up or down. Examples of objectsthat can be tracked
arethe line protocol state of an interface or the reachability of an IP route. If the specified object goes down,
the HSRP priority is reduced. The HSRP device with the higher priority can become the active deviceif it
has the standby preempt command configured.

HSRP Object Tracking

Object tracking separates the tracking mechanism from HSRP and creates a separate standal one tracking
processthat can be used by any other processaswell asHSRP. The priority of adevice can change dynamically
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when it has been configured for object tracking and the object that is being tracked goes down. Examples of
objects that can be tracked are the line protocol state of an interface or the reachability of an IP route. If the
specified object goes down, the HSRP priority is reduced.

A client process such as HSRP, Virtual Router Redundancy Protocol (VRRP), or Gateway Load Balancing
Protocol (GLBP) can register itsinterest in tracking objects and then be notified when the tracked object
changes state.

For more information about object tracking, see the " Configuring Enhanced Object Tracking" document.

HSRP Group Shutdown

The FHRP—HSRP Group Shutdown feature enables you to configure an HSRP group to become disabled
(its state changed to Init) instead of having its priority decremented when a tracked object goes down. Use
the standby track command with the shutdown keyword to configure HSRP group shutdown.

If an object isalready being tracked by an HSRP group, you cannot change the configuration to use the HSRP
Group Shutdown feature. You must first remove the tracking configuration using the no standby track
command and then reconfigure it using the standby track command with the shutdown keyword.

How to Configure FHRP - HSRP Group Shutdown

Configuring HSRP Object Tracking

Perform this task to configure HSRP to track an object and change the HSRP priority based on the state of
the object.

Each tracked object isidentified by a unique number that is specified on the tracking CLI. Client processes
use this number to track a specific object.

SUMMARY STEPS

1. enable

2. configureterminal

3. track object-number interface type number {line-protocol | ip routing}

4. exit

5. interface type number

6. standby [group-number] track object-number [decrement priority-decrement] [shutdown]

7. standby [group-number] ip [ip-address [secondary]]

8. end

9. show track [object-number | brief] [interface [brief] | ip route [brief] | resolution | timers]
DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:

Enables privileged EXEC mode.

 Enter your password if prompted.
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Configuring HSRP Object Tracking .

Command or Action

Purpose

Devi ce> enabl e

Step 2 configureterminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 track object-number inter facetype number {line-protocol | Configures an interface to be tracked and enters tracking
| ip routing} configuration mode.
Example:
Devi ce(config)# track 100 interface G gabit Et her net
0/0/0 |ine-protocol
Step 4 exit Returnsto global configuration mode.
Example:
Devi ce(config-track)# exit
Step 5 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 6 standby [group-number] track object-number [decrement | Configures HSRP to track an object and change the Hot

priority-decrement] [shutdown]

Example:

Devi ce(config-if)# standby 1 track 100 decrenent
20

Standby priority on the basis of the state of the object.

« By default, the priority of the device is decreased by
10if atracked object goes down. Use the decrement
priority-decrement keyword and argument combination
to change the default behavior.

* When multiple tracked objects are down and
priority-decrement values have been configured, these
configured priority decrements are cumulative. If
tracked objects are down, but none of them were
configured with priority decrements, the default
decrement is 10 and it is cumulative.

« Usethe shutdown keyword to disablethe HRSP group
on the device when the tracked object goes down.

Note If an object isalready being tracked by an HSRP
group, you cannot change the configuration to
use the HSRP Group Shutdown feature. You
must first remove the tracking configuration
using the no standby track command and then
reconfigureit using the standby track command
with the shutdown keyword.
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Command or Action Purpose

Step 7 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example: * The default group number is 0. The group number
range isfrom 0 to 255 for HSRP version 1 and from
Devi ce(config-if)# standby 1 ip 10.10.10.0 0 to 4095 for HSRP version 2.
Step 8 end Returns to privileged EXEC mode.
Example:

Devi ce(config-if)# end

Step 9 show track [object-number | brief] [interface [brief] | ip | Displays tracking information.
route[brief] | resolution | timers]

Example:

Devi ce# show track 100 interface

Configuring HSRP MD5 Authentication Using a Key String
A

Note Text authentication cannot be combined with M D5 authentication for an HSRP group at any onetime. When
MD5 authentication is configured, the text authentication field in HSRP hello messagesis set to all zeroeson
transmit and ignored on receipt, provided the receiving device also has MD5 authentication enabled.

\)

Note If you are changing akey string in agroup of devices, change the active device last to prevent any HSRP state
change. The active device should haveits key string changed no later than one hold-time period, specified by
the standy timer sinterface configuration command, after the nonactive devices. This procedure ensures that
the nonactive devices do not time out the active device.

SUMMARY STEPS

enable

configure terminal

terminal interface type number

ip address ip-address mask [secondary]

standby [group-number] priority priority

standby [group-number] preempt [delay { minimum | reload | sync} seconds]
standby [group-number] authentication md5 key-string [0 | 7] key [timeout seconds]
standby [group-number] ip [ip-address] [secondary]]

Repeat Steps 1 through 8 on each device that will communicate.

end

show standby

©ENDOG LN

- -
- O
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DETAILED STEPS

Configuring HSRP MD5 Authentication Using a Key String .

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 terminal interface type number Configures an interface type and entersinterface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay {minimum | | Configures HSRP preemption.
reload | sync} seconds]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] authentication md5 key-string | Configures an authentication string for HSRP MD5

[0] 7] key [timeout seconds]

Example:

Devi ce(config-if)# standby 1 authentication nd5
key-string dOOb4r987654321a ti neout 30

authentication.

 The key argument can be up to 64 charactersin length.
We recommended that at least 16 characters be used.

« No prefix to the key argument or specifying O means
the key will be unencrypted.

« Specifying 7 means the key will be encrypted. The
key-string authentication key will automatically be
encrypted if the service passwor d-encryption global
configuration command is enabled.
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Command or Action Purpose

» The timeout value is the period of time that the old
key string will be accepted to allow configuration of
all routersin a group with anew key.

Step 8 standby [group-number] ip [ip-address] [secondary]] | Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
Step 9 Repeat Steps 1 through 8 on each device that will —
communicate.
Step 10 end Returns to privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 11 show standby (Optional) Displays HSRP information.
Example: * Use this command to verify your configuration. The
key string or key chain will be displayed if
Devi ce# show st andby configured.

Configuration Examples for FHRP - HSRP Group Shutdown

Example: Configuring HSRP Object Tracking

Inthefollowing example, thetracking processis configured to track the I P-routing capability of serial interface
1/0. HSRP on Gigabit Ethernet interface 0/0/0 then registers with the tracking process to be informed of any
changes to the IP-routing state of serial interface 1/0. If the I P state on serial interface 1/0 goes down, the
priority of the HSRP group is reduced by 10.

If both serial interfaces are operational, Device A will be the HSRP active device because it has the higher
priority. However, if 1P routing on serial interface 1/0 in Device A fails, the HSRP group priority will be
reduced and Device B will take over as the active device, thus maintaining a default virtual gateway service
to hosts on the 10.1.0.0 subnet.

Device A Configuration

Devi ce(config)# track 100 interface serial 1/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.1.0.21 255.255.0.0

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 track 100 decrenent 10

Devi ce(config-if)# standby 1 ip 10.1.0.1
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Device B Configuration

Devi ce(config)# track 100 interface serial 1/0/0 ip routing
1

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# ip address 10.1.0.22 255.255.0.0
Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 track 100 decrenent 10
Devi ce(config-if)# standby 1 ip 10.1.0.1

Example: Configuring HSRP Group Shutdown

In the following example, the tracking processis configured to track the IP-routing capability of Gigabit
Ethernet interface 0/0/0. HSRP on Gigabit Ethernet interface 0/0/1 then registers with the tracking process to
beinformed of any changesto the | P-routing state of Gigabit Ethernet interface 0/0/0. If the | P state on Gigabit
Ethernet interface 0/0/0 goes down, the HSRP group is disabled.

If both Gigabit Ethernet interfaces are operational, Device A will be the HSRP active device because it has
the higher priority. However, if P routing on Gigabit Ethernet interface 0/0/0 in Device A fails, the HSRP
group will be disabled and Device B will take over as the active device, thus maintaining a default virtual
gateway service to hosts on the 10.1.0.0 subnet.

Device A Configuration

Devi ce(config)# track 100 interface G gabitEthernet 0/0/0 ip routing
|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# ip address 10.1.0.21 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.1.0.1

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 track 100 shut down

Device B Configuration

Devi ce(config)# track 100 interface G gabitEthernet 0/0/0 ip routing
|

bevi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# ip address 10.1.0.22 255.255.0.0

Devi ce(config-if)# standby 1 ip 10.1.0.1

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 priority 105

Devi ce(config-if)# standby 1 track 100 shut down

If an object isalready being tracked by an HSRP group, you cannot change the configuration to use the HSRP
Group Shutdown feature. You must first remove the tracking configuration using the no standby track
command and then reconfigure it using the standby track command with the shutdown keyword.

Thefollowing exampl e shows how to change the configuration of atracked object to include the HSRP Group
Shutdown feature:

Devi ce(config)# no standby 1 track 100 decrenment 10
Devi ce(config)# standby 1 track 100 shut down
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Related Topic

Document Title

Cisco 10S commands

Cisco 10S Master Commands List, All Releases

HSRP commands: complete command syntax,
command mode, command history, defaults, usage
guidelines, and examples

Cisco |OSFirst Hop redundancy Protocols Command
Reference

HSRP for IPv6

“HSRP for IPv6” module

Troubleshooting HSRP

Hot Standby Router Protocol: Frequently Asked
Questions

Standards

Standards

Title

No new or modified standards are supported by this feature, and support for existing standards has not

been modified by this feature.

MIBs

MIBs MIBs Link

CISCO-HSRP-MIB
CISCO-HSRP-EXT-MIB

To locate and download MIBs for selected platforms, Cisco software
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://mww.cisco.com/go/mibs

RFCs

RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Standby Router Protocol
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Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for FHRP - HSRP Group Shutdown

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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« Finding Feature Information, on page 137

* Restrictions for SSO HSRP, on page 137

« Information About SSO HSRP, on page 137

» How to Configure SSO HSRP, on page 138

« Configuration Examples for SSO HSRP, on page 141
» Additional References, on page 141

* Feature Information for SSO - HSRP, on page 143

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for SSO HSRP

* Enhanced Object Tracking (EOT) isnot stateful switchover (SSO)-aware and cannot be used with HSRP
in SSO mode.

Information About SSO HSRP

SSO HSRP

SSO HSRP alters the behavior of HSRP when a device with redundant Route Processors (RPs) is configured
for stateful switchover (SSO) redundancy mode. When an RP is active and the other RP is standby, SSO
enables the standby RP to take over if the active RP fails.
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. S$S0 Dual-Route Processors and Cisco Nonstop Forwarding

With this functionality, HSRP SSO information is synchronized to the standby RP, allowing traffic that is
sent using the HSRP virtual 1P address to be continuously forwarded during a switchover without aloss of
dataor apath change. Additionally, if both RPsfail on the active HSRP device, then the standby HSRP device
takes over as the active HSRP device.

The feature is enabled by default when the redundancy mode of operation is set to SSO.

SSO0 Dual-Route Processors and Cisco Nonstop Forwarding

SSO functionsin networking devices (usually edge devices) that support dual RPs. SSO provides RP redundancy
by establishing one of the RPs as the active processor and the other RP as the standby processor. SSO also
synchronizes critical state information between the RPs so that network state information is dynamically
maintained between RPs.

SSO is generally used with Cisco nonstop forwarding (NSF). Cisco NSF enables forwarding of data packets
to continue al ong known routes while the routing protocol information isbeing restored following aswitchover.
With NSF, users are less likely to experience service outages.

HSRP and SSO Working Together

\}

The SSO HSRP feature enablesthe Cisco | OS HSRP subsystem software to detect that astandby RPisinstalled
and the system is configured in SSO redundancy mode. Further, if the active RP fails, no change occurs to
the HSRP group itself and traffic continues to be forwarded through the current active gateway device.

Prior to introduction of the SSO HSRP feature, when the primary RP of the active devicefailed, it would stop
participating in the HSRP group and trigger another switch in the group to take over as the active HSRP
switch.

SSO HSRPis required to preserve the forwarding path for traffic destined to the HSRP virtual |P address
through an RP switchover.

Configuring SSO on the edge device enables the traffic on the Ethernet links to continue during an RP failover
without the Ethernet traffic switching over to an HSRP standby device (and then back, if preemptionis
enabled).

Note

You may want to disable SSO HSRP by using the no standby sso command if you have LAN segments that
should switch HSRP traffic to a redundant device while SSO maintains traffic flow for other connections.

How to Configure SSO HSRP

Enabling SSO Aware HSRP

The SSO aware HSRP is enabled by default when the redundancy modeis set to SSO. Perform thistask to
reenable HSRP to be SSO aware if it has been disabled.
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Enabling $SO Aware HSRP [J|]

Note You may want to disable SSO HSRP by using the no standby sso command if you have LAN segments that
should switch HSRP traffic to a redundant device while SSO maintains traffic flow for other connections.

SUMMARY STEPS

enable

redundancy
mode sso

exit

no standby sso
standby sso
end

®NO O A WN

DETAILED STEPS

configureterminal

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 redundancy Enters redundancy configuration mode.
Example:
Devi ce(config)# redundancy
Step 4 mode sso Enables the redundancy mode of operation to SSO.
Example: * HSRP is SSO aware on interfaces that are configured
for HSRP and the standby RP is automatically reset.
Devi ce(config-red)# nobde sso
Step 5 exit Exits redundancy configuration mode.
Example:
Devi ce(config-red)# exit
Step 6 no standby sso Disables HSRP SSO mode for all HSRP groups.

Example:
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Command or Action Purpose

Devi ce(config)# no standby sso

Step 7 standby sso Enables the SSO HSRP feature if you have disabled the

Example: functionality.

Devi ce(config)# standby sso

Step 8 end Ends the current configuration session and returns to

Example: privileged EXEC mode.

Devi ce(config)# end

Verifying SSO Aware HSRP

To verify or debug HSRP SSO operation, perform the following steps from the active RP console.

SUMMARY STEPS

1. show standby
2. debug standby eventsha

DETAILED STEPS

Step 1 show standby
Use the show standby command to display the state of the standby RP, for example:

Example:

Devi ce# show st andby

G gabitEthernet0/0/0 - Goup 1

State is Active (standby RP)

Virtual IP address is 10.1.0.7

Active virtual MAC address is unknown
Local virtual MAC address is 000a.f3fd.5001 (bia)
Hello time 1 sec, hold tine 3 sec

Aut henti cation text “authword”

Preenpti on enabl ed

Active router is unknown

St andby router is unknown

Priority 110 (configured 120)
Track object 1 state Down decrenent 10
Goup nane is “nanel” (cfgd)

Step 2 debug standby events ha
Use thedebug standby events ha command to display the active and standby RPs, for example:

Example:

Devi ce# debug standby events ha
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I'Active RP

*Apr 27 04:13:47.755: HSRP: G 0/0/1 Gp 101 RF Encode state Listen into sync buffer
*Apr 27 04:13:47.855: HSRP: CF Sync send ok

*Apr 27 04:13:57.755: HSRP: G 0/0/1 Gp 101 RF Encode state Speak into sync buffer
*Apr 27 04:13:57.855: HSRP: CF Sync send ok

*Apr 27 04:14:07.755: HSRP: G 0/0/1 Gp 101 RF Encode state Standby into sync buffer
*Apr 27 04:14:07.755: HSRP: G 0/0/1 Gp 101 RF Encode state Active into sync buffer
*Apr 27 04:14:07.863: HSRP: CF Sync send ok

*Apr 27 04:14:07.867: HSRP: CF Sync send ok

I St andby RP
*Apr 27 04:11:21.011: HSRP: RF CF client 32, entity O got nmsg len 24

*Apr 27 04:11:21.011: HSRP: G 0/0/1 Gp 101 RF sync state Init -> Listen
*Apr 27 04:11:31.011: HSRP: RF CF client 32, entity O got nmsg len 24

*Apr 27 04:11:31.011: HSRP: G 0/0/1 Gp 101 RF sync state Listen -> Speak
*Apr 27 04:11:41.071: HSRP: RF CF client 32, entity O got nmsg len 24

*Apr 27 04:11:41.071: HSRP: RF CF client 32, entity O got nmsg len 24

*Apr 27 04:11:41.071: HSRP: G 0/0/1 Gp 101 RF sync state Speak -> Standby
*Apr 27 04:11:41.071: HSRP: G 0/0/1 Gp 101 RF sync state Standby -> Active

Configuration Examples for SSO HSRP

Example: Enabling SSO-Aware HSRP

The following example shows how to set the redundancy mode to SSO. HSRP is automatically SSO-aware
when this mode is enabled.

Devi ce(config)# redundancy
Devi ce(confi g-red)# node sso

If SSO HSRP is disabled using the no standby sso command, you can reenable it as shown in the following
example:

Devi ce(config)# interface G gabitEthernet 1/0/0
Devi ce(config-if)# ip address 10.1.1.1 255.255.0.0
Devi ce(config-if)# standby priority 200

Devi ce(config-if)# standby preenpt

Devi ce(config-if)# standby sso

Additional References

Related Documents

Related Topic Document Title
Cisco |OS commands Cisco |OS Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples
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. Additional References

SSO HSRP |

Related Topic Document Title
HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions
Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Standby Router Protocol

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resources to install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

http://www.cisco.com/ci sco/web/support/index.html
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Feature Information for SSO - HSRP

The following table provides release information about the feature or features described in thismodule. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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HSRP - ISSU

« Finding Feature Information, on page 145

* Information About HSRP - ISSU, on page 145
 Additional References, on page 146

* Feature Information for HSRP - ISSU, on page 147

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About HSRP - ISSU

HSRP—ISSU

The In Service Software Upgrade (I1SSU) process allows Cisco software to be updated or otherwise modified
while packet forwarding continues. In most networks, planned software upgrades are a significant cause of
downtime. ISSU allows Cisco software to be modified while packet forwarding continues, which increases
network availability and reduces downtime caused by planned software upgrades.

For detailed information about I SSU, see the Cisco 10S In Service Software Upgrade Process document in
the High Availability Configuration Guide.
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. Additional References

Additional

References

Related Documents

HSRP - ISSU |

Related Topic

Document Title

Cisco 10S commands

Cisco 10S Master Commands List, All Releases

HSRP commands: complete command syntax,
command mode, command history, defaults, usage
guidelines, and examples

Cisco |OSFirst Hop redundancy Protocols Command
Reference

HSRP for IPv6

“HSRP for IPv6” module

Troubleshooting HSRP

Hot Standby Router Protocol: Frequently Asked
Questions

Standards

Standards

Title

No new or modified standards are supported by this feature, and support for existing standards has not

been modified by this feature.

MIBs

MIBs MIBs Link

CISCO-HSRP-MIB
CISCO-HSRP-EXT-MIB

To locate and download MIBs for selected platforms, Cisco software
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://mww.cisco.com/go/mibs

RFCs

RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Standby Router Protocol
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Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for HSRP - ISSU

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 1 2

FHRP - HSRP MIB

« Finding Feature Information, on page 149

* Information About FHRP - HSRP MIB, on page 149

» How to Configure FHRP - HSRP MIB, on page 150

* Configuration Examples for FHRP - HSRP MIB, on page 151
« Additional References, on page 151

* Feature Information for FHRP - HSRP-MIB, on page 152

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About FHRP - HSRP MIB

HSRP MIB Traps

HSRP MIB supports Simple Network Management Protocol (SNMP) Get operations, to alow network devices
to get reports about HSRP groups in a network from the network management station.

Enabling HSRP MIB trap support is performed through the CLI, and the MIB is used for getting the reports.
A trap notifies the network management station when a device leaves or enters the active or standby state.
When an entry is configured from the CLI, the RowStatus for that group in the MIB immediately goesto the
active state.

Cisco software supports a read-only version of the MIB, and set operations are not supported.
This functionality supports four MIB tables, as follows:
* cHsrpGrpEntry table defined in CISCO-HSRP-MIB.my

* cHsrpExtlf TrackedEntry, defined in CISCO-HSRP-EXT-MIB.my
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. How to Configure FHRP - HSRP MIB

FHRP - HSRPMIB |

* cHsrpExtSecAddrEntry, defined in CISCO-HSRP-EXT-MIB.my

* cHsrpEXtIfEntry defined in CISCO-HSRP-EXT-MIB.my

The cHsrpGrpEntry table consists of al the group information defined in RFC 2281, Cisco Hot Standby
Router Protocol; the other tables consist of the Cisco extensions to RFC 2281, which are defined in

CISCO-HSRP-EXT-MIB.my.

How to Configure FHRP - HSRP MIB

Enabling HSRP MIB Traps

SUMMARY STEPS

1. enable

2. configureterminal

3. snmp-server enabletrapshsrp

4. snmp-server host host community-string hsrp
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 snmp-server enabletrapshsrp Enables the device to send SNMP traps and informs, and
HSRP notifications.
Example:
Devi ce(config)# snnp-server enable traps hsrp
Step 4 snmp-server host host community-string hsrp Specifies the recipient of an SNM P notification operation,

Example:

Devi ce(config)# snnp-server host nyhost.conp.com
public hsrp

and that HSRP noitifications be sent to the host.
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Configuration Examples for FHRP - HSRP MIB

Example: Enabling HSRP MIB Traps

Additional

Thefollowing examples show how to configure HSRP on two devices and enable the HSRP MIB trap support
functionality. Asin many environments, one device is preferred as the active one. To configure a device's
preference as the active device, configure the device at a higher priority level and enable preemption. In the
following example, the active device isreferred to as the primary device. The second device isreferred to as
the backup device:

Device A

Devi ce(config)# interface G gabitEthernet 0/0/0
Device(config-if)# ip address 10.1.1.1 255.255.0.0

Devi ce(config-if)# standby priority 200

Devi ce(config-if)# standby preenpt

Devi ce(config-if)# standby ip 10.1.1.3

Devi ce(config-if)# exit

Devi ce(config)# snnp-server enable traps hsrp

Devi ce(confi g)# snnp-server host yourhost.cisco.com public hsrp

Device B

Devi ce(config)#i nterface G gabitEthernet 1/0/0

Devi ce(config-if)# ip address 10.1.1.2 255.255.0.0

Devi ce(config-if)# standby priority 101

Devi ce(config-if)# standby ip 10.1.1.3

Devi ce(config-if)# exit

Devi ce(config)# snnp-server enable traps hsrp

Devi ce(confi g)# snnp-server host nyhost.cisco.com public hsrp

References

Related Documents

Related Topic Document Title
Cisco |0S commands Cisco |OS Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_q_and_a_item09186a00800a9679.shtml
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_q_and_a_item09186a00800a9679.shtml

. Feature Information for FHRP - HSRP-MIB

FHRP - HSRPMIB |

Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Pratocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

http://www.ci sco.com/cisco/web/support/index.html

Feature Information for FHRP - HSRP-MIB

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 1 3

HSRP Support for MPLS VPNs

« Finding Feature Information, on page 153

« Information About HSRP Support for MPLS VPNSs, on page 153
 Additional References, on page 154

* Feature Information for HSRP Support for MPLS VPNs, on page 155

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About HSRP Support for MPLS VPNs

HSRP Support for MPLS VPNs

HSRP support for a Multiprotocol Label Switching (MPLS) VPN interface is useful when an Ethernet LAN
is connected between two provider edge (PE) devices with either of the following conditions:

* A customer edge (CE) device with adefault route to the HSRP virtual 1P address
» One or more hosts with the HSRP virtual 1P address configured as the default gateway

Each VPN is associated with one or more VPN routing and forwarding (VRF) instances. A VRF consists of
the following elements:

« IProuting table
« Cisco Express Forwarding table
* Set of interfaces that use the Cisco Express Forwarding forwarding table

* Set of rules and routing protocol parameters to control the information in the routing tables
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. Additional References

HSRP Support for MPLS VPNs |

VPN routing information is stored in the I P routing table and the Cisco Express Forwarding table for each
VRF. A separate set of routing and Cisco Express Forwarding tablesis maintained for each VRF. Thesetables
prevent information from being forwarded outside a VPN and also prevent packets that are outside a VPN

from being forwarded to a device within the VPN.

HSRP adds ARP entries and | P hash table entries (aliases) using the default routing table instance. However,
adifferent routing table instance is used when VRF forwarding is configured on an interface, causing ARP
and ICMP echo requests for the HSRP virtual |P address to fail.

HSRP support for MPLS VPNs ensures that the HSRP virtual 1P address is added to the correct |P routing

table and not to the default routing table.

Additional References

Related Documents

Related Topic

Document Title

Cisco |OS commands

Cisco |0S Master Commands List, All Releases

HSRP commands: complete command syntax,
command mode, command history, defaults, usage
guidelines, and examples

Cisco |OSFirst Hop redundancy Protocols Command
Reference

HSRP for |Pv6

“HSRP for IPv6” module

Troubleshooting HSRP

Hot Standby Router Protocol: Frequently Asked
Questions

Standards
Standards Title
No new or modified standards are supported by thisfeature, and support for existing standards hasnot | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title
RFC 792 | Internet Control Message Protocol
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Feature Information for HSRP Support for MPLS VPNs .

RFCs Title

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

Feature Information for HSRP Support for MPLS VPNs

The following table provides release information about the feature or features described in thismodule. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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CHAPTER 1 4

Configuring VRRP

TheVirtual Router Redundancy Protocol (VRRP) isan election protocol that dynamically assignsresponsibility
for one or more virtual routers to the VRRP routerson aL AN, allowing several routers on a multiaccess link
to utilize the same virtual IP address. A VRRP router is configured to run the VRRP protocol in conjunction
with one or more other routers attached toaLAN. InaV RRP configuration, onerouter is el ected asthevirtual
primary router, with the other routers acting as backups in case the virtual primary router fails.

This module explains the concepts related to VRRP and describes how to configure VRRP in a network.

« Finding Feature Information, on page 157

* Restrictions for VRRP, on page 157

* Information About VRRP, on page 158

» How to Configure VRRP, on page 163

« Configuration Examples for VRRPv2, on page 170
 Additional References, on page 172

* Feature Information for VRRP, on page 173

* Glossary, on page 173

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for VRRP

* VRRPisdesigned for use over multiaccess, multicast, or broadcast capable Ethernet LANS. VRRPis
not intended as a replacement for existing dynamic protocols.

» VRRPissupported on Ethernet, Fast Ethernet, Bridge Group Virtual Interface (BV1), and Gigabit Ethernet
interfaces, and on Multiprotocol Label Switching (MPLS) Virtual Private Networks (VPNs), VRF-aware
MPLSVPNs, and VLANS.
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Configuring VRRP |
. Information About VRRP

* Because of the forwarding delay that is associated with the initialization of a BV interface, you must
configure the VRRP advertise timer to avalue equal to or greater than the forwarding delay on the BV
interface. This setting preventsaVRRP router on arecently initialized BV interface from unconditionally
taking over the primary role. Use the bridge forwar d-time command to set the forwarding delay on the
BVI interface. Usethe vrrp timer s advertise command to set the VRRP advertisement timer.

Information About VRRP

VRRP Operation

There are several waysaL AN client can determine which router should be thefirst hop to a particular remote
destination. Theclient can use adynamic process or static configuration. Examplesof dynamic router discovery
are asfollows:

 Proxy ARP—The client uses Address Resol ution Protocol (ARP) to get the destination it wantsto reach,
and arouter will respond to the ARP request with its own MAC address.

* Routing protocol—The client listens to dynamic routing protocol updates (for example, from Routing
Information Protocol [RIP]) and forms its own routing table.

* ICMP Router Discovery Protocol (IRDP) client—The client runs an Internet Control Message Protocol
(ICMP) router discovery client.

The drawback to dynamic discovery protocolsisthat they incur some configuration and processing overhead
onthe LAN client. Also, in the event of arouter failure, the process of switching to another router can be
slow.

An dternative to dynamic discovery protocolsisto statically configure a default router on the client. This
approach simplifies client configuration and processing, but creates a single point of failure. If the default
gateway fails, the LAN client islimited to communicating only on the local |P network segment and is cut
off from the rest of the network.

VRRP can solve the static configuration problem. VRRP enables a group of routersto form a single virtual
router. The LAN clients can then be configured with the virtual router as their default gateway. The virtual
router, representing a group of routers, is also known as aVRRP group.

VRRP is supported on Ethernet, Fast Ethernet, BVI, and Gigabit Ethernet interfaces, and on MPLS VPNs,
VRF-aware MPLS VPNSs, and VLANS.

The figure below shows a LAN topology in which VRRP is configured. In this example, Routers A, B, and
C areVRRProuters (routersrunning VRRP) that comprise avirtua router. The | P address of the virtual router
is the same as that configured for the Ethernet interface of Router A (10.0.0.1).
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Figure 8: Basic VRRP Topology

Router A Router B Router C
Virtual router Virtual router Virtual router
master backup backup Virtual
router ¢
IP addi

Becausethevirtual router usesthe | P address of the physical Ethernet interface of Router A, Router A assumes
therole of the virtual primary router and is also known asthe | P address owner. Asthevirtua primary router,
Router A controlsthe I P address of the virtual router and is responsible for forwarding packets sent to this 1P
address. Clients 1 through 3 are configured with the default gateway 1P address of 10.0.0.1.

Routers B and C function as virtual router backups. If the virtual primary router fails, the router configured
with the higher priority will become the virtual primary router and provide uninterrupted service for the LAN
hosts. When Router A recovers, it becomesthe virtual primary router again. For more detail on the roles that
VRRP routers play and what happens if the virtual primary router fails, see the VRRP Router Priority and
Preemption section.

The figure below shows a LAN topology in which VRRP is configured so that Routers A and B share the
traffic to and from clients 1 through 4 and that Routers A and B act as virtual router backups to each other if
either router fails.
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Figure 9: Load Sharing and Redundancy VRRP Topology

Router A Router B
Master for virtual router 1 Backup for virtual router 1
Backup for virtual router 2 Master for virtual router 2
10.0.0.1 10.0.0.2
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-
8

—— — —_—
Client 1 Client 2 Cliert 3 Client 4
Default gateway = Defaultgateway =  Default gateway =  Default gateway =
10.0.0.1 10.0.01 10.0.0.2 10.0.0.2

In this topology, two virtual routers are configured. (For more information, see the Multiple Virtual Router
Support section.) For virtua router 1, Router A isthe owner of IP address 10.0.0.1 and virtual primary router,
and Router B isthe virtual router backup to Router A. Clients 1 and 2 are configured with the default gateway
| P address of 10.0.0.1.

For virtual router 2, Router B isthe owner of IP address 10.0.0.2 and virtual primary router, and Router A is
the virtual router backup to Router B. Clients 3 and 4 are configured with the default gateway | P address of
10.0.0.2.

VRRP Benefits

Redundancy

VRRP enables you to configure multiple routers as the default gateway router, which reduces the possibility
of asingle point of failurein anetwork.

Load Sharing

You can configure VRRPin such away that traffic to and from LAN clients can be shared by multiple routers,
thereby sharing the traffic load more equitably among available routers.

Multiple Virtual Routers

Multiple IP Addresses

Thevirtual router can manage multiple | P addresses, including secondary |P addresses. Therefore, if you have
multiple subnets configured on an Ethernet interface, you can configure VRRP on each subnet.

Preemption

The redundancy scheme of VRRP enables you to preempt a virtual router backup that has taken over for a
failing virtual primary router with a higher priority virtual router backup that has become available.
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Authentication

VRRP message digest 5 (MD5) algorithm authentication protects against V RRP-spoofing software and uses
the industry-standard M D5 algorithm for improved reliability and security.

Advertisement Protocol

VRRP uses adedicated Internet Assigned Numbers Authority (IANA) standard multicast address (224.0.0.18)
for VRRP advertisements. This addressing scheme minimizes the number of routers that must service the
multicasts and allows test equipment to accurately identify VRRP packets on a segment. The IANA assigned
VRRP the | P protocol number 112.

VRRP Object Tracking

VRRP object tracking provides away to ensure the best VRRP router isthe virtual primary router for the
group by atering VRRP priorities to the status of tracked objects such asthe interface or | P route states.

Multiple Virtual Router Support

* Router processing capability
* Router memory capability

* Router interface support of multiple MAC addresses

In atopology where multiple virtual routers are configured on a router interface, the interface can act as
primary for one virtua router and as a backup for one or more virtual routers.

VRRP Router Priority and Preemption

An important aspect of the VRRP redundancy scheme is VRRP router priority. Priority determinestherole
that each VRRP router plays and what happens if the virtual primary router fails.

If a VRRP router owns the IP address of the virtual router and the IP address of the physical interface, this
router will function asavirtual primary router.

Priority also determinesif a VRRP router functions as avirtual router backup and the order of ascendancy to
becoming virtual primary router if the virtual primary router fails. You can configure the priority of each
virtual router backup with avalue of 1 through 254 using the vrrp priority command.

For example, if Router A, the virtual primary router in aLAN topology, fails, an election process takes place
to determine if virtual router backups B or C should take over. If Routers B and C are configured with the
priorities of 101 and 100, respectively, Router B is elected to become virtual primary router because it has
the higher priority. If Routers B and C are both configured with the priority of 100, the virtual router backup
with the higher IP address is elected to become the virtual primary router.

By default, a preemptive scheme is enabled whereby a higher priority virtual router backup that becomes
available takes over for the virtual router backup that was elected to become virtual primary router. You can
disable this preemptive scheme using the no vrrp preempt command. If preemption is disabled, the virtua
router backup that is elected to become virtual primary router remains asthe primary until the original virtual
primary router recovers and becomes the primary again.
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VRRP Advertisements

The virtual primary router sends VRRP advertisements to other VRRP routers in the same group. The
advertisements communicate the priority and state of the virtual primary router. The VRRP advertisements
are encapsulated in | P packets and sent to the | P Version 4 multicast address assigned to the VRRP group.
The advertisements are sent every second by default; the interval is configurable.

Although the VRRP protocol as per RFC 3768 does not support millisecond timers, Cisco routers allow you
to configure millisecond timers. You need to manually configure the millisecond timer values on both the
primary and the backup routers. The primary advertisement value displayed in the show vrrp command output
on the backup routersis always 1 second because the packets on the backup routers do not accept millisecond
values.

You must use millisecond timers where absolutely necessary and with careful consideration and testing.
Millisecond values work only under favorable circumstances, and you must be aware that the use of the
millisecond timer values restricts VRRP operation to Cisco devices only.

VRRP Object Tracking

Object tracking is an independent process that manages creating, monitoring, and removing tracked objects
such asthe state of the line protocol of an interface. Clients such asthe Hot Standby Router Protocol (HSRP),
Gateway Load Balancing Protocol (GLBP), and VRRP register their interest with specific tracked objects
and act when the state of an object changes.

Each tracked object isidentified by a unique number that is specified on the tracking CLI. Client processes
such as VRRP use this number to track a specific object.

The tracking process periodically pollsthe tracked objects and notes any change of value. The changesin the
tracked object are communicated to interested client processes, either immediately or after a specified delay.
The object values are reported as either up or down.

VRRP object tracking gives VRRP accessto al the objects available through the tracking process. Thetracking
process allows you to track individual objects such as athe state of an interface line protocol, state of an IP
route, or the reachability of aroute.

VRRP provides an interface to the tracking process. Each VRRP group can track multiple objects that may
affect the priority of the VRRP device. You specify the object number to be tracked and VRRP is notified of
any change to the object. VRRP increments (or decrements) the priority of the virtual device based on the
state of the object being tracked.

How VRRP Object Tracking Affects the Priority of a Device

The priority of adevice can change dynamically if it has been configured for object tracking and the object
that is being tracked goes down. The tracking process periodically polls the tracked objects and notes any
change of value. The changesin the tracked object are communicated to VRRP, either immediately or after
aspecified delay. The object values are reported as either up or down. Examples of objectsthat can be tracked
arethe line protocol state of an interface or the reachability of an IP route. If the specified object goes down,
the VRRP priority isreduced. The VRRP device with the higher priority can now become the virtual primary
deviceif it hasthe vrrp preempt command configured. See the “VRRP Object Tracking” section for more
information on object tracking.
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In Service Software Upgrade--VRRP

VRRP supports In Service Software Upgrade (ISSU). In Service Software Upgrade (ISSU) allows a
high-availability (HA) system to run in stateful switchover (SSO) mode even when different versions of
software are running on the active and standby Route Processors (RPs) or line cards.

ISSU provides the ability to upgrade or downgrade from one supported release to another while continuing
to forward packets and maintain sessions, thereby reducing planned outage time. The ability to upgrade or
downgrade is achieved by running different software versions on the active RP and standby RP for a short
period of time to maintain state information between RPs. This feature allows the system to switch over to a
secondary RP running upgraded (or downgraded) software and continue forwarding packets without session
loss and with minimal or no packet loss. Thisfeature is enabled by default.

For detailed information about 1 SSU, see the In Service Software Upgrade Process document in the High
Availability Configuration Guide.

VRRP Support for Stateful Switchover

With the introduction of the VRRP Support for Stateful Switchover feature, VRRP is SSO aware. VRRP can
detect when arouter isfailing over to the secondary RP and continue in its current group state.

SSO functions in networking devices (usually edge devices) that support dual Route Processors (RPs). SSO
provides RP redundancy by establishing one of the RPs asthe active processor and the other RP asthe standby
processor. SSO also synchronizes critical state information between the RPs so that network state information
is dynamically maintained between RPs.

Prior to being SSO aware, if VRRP was deployed on arouter with redundant RPs, a switchover of roles
between the active RP and the standby RP would result in the router relinquishing its activity as a VRRP
group member and then rejoining the group asif it had been rel oaded. The SSO--VRRP feature enables VRRP
to continue its activities as a group member during aswitchover. VRRP state information between redundant
RPsis maintained so that the standby RP can continue the router’s activities within the VRRP during and
after a switchover.

Thisfeatureisenabled by default. To disable thisfeature, usethe no vrrp sso command in global configuration
mode.

For more information, see the Stateful Switchover document.

How to Configure VRRP

VRRP

Customizing the behavior of VRRPisoptional. Be aware that as soon asyou enable aVRRP group, that group
is operating. It is possible that if you first enable a VRRP group before customizing VRRRP, the router could
take over control of the group and become the virtual primary router before you have finished customizing
the feature. Therefore, if you plan to customize VRRP, it is a good ideato do so before enabling VRRP.

Step 1 enable

Example:
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B vree

Rout er > enabl e
Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Rout er# configure term nal
Enters global configuration mode.

Step 3 inter face type number

Example:

Rout er (confi g) #G gabi t Et hernet 0/ 0/ 0
Entersinterface configuration mode.
Step 4 ip address ip-address mask

Example:

Rout er (config-if)# ip address 172.16.6.5 255.255.255.0
Configures an | P address for an interface.
Step 5 vrrp group description text

Example:

Rout er (config-if)# vrrp 10 descripti on worKki ng-group
Assigns atext description to the VRRP group.
Step 6 vrrp group priority level

Example:

Rout er(config-if)# vrrp 10 priority 110
Setsthe priority level of the router within aVRRP group.
* The default priority is 100.

Step 7 vrrp group preempt [delay minimum seconds]

Example:

Rout er (config-if)# vrrp 10 preenpt delay m ni num 380

Configuresthe router to take over asvirtual primary router for aVRRP group if it has ahigher priority than the current
virtual primary router.

* The default delay period is 0 seconds.

 Therouter that is | P address owner will preempt, regardless of the setting of this command.
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Step 8 vrrp group timerslearn

Example:

Rout er (config-if)# vrrp 10 tiners learn

Configures the router, when it is acting as virtual router backup for a VRRP group, to learn the advertisement interval
used by the virtual primary router.

Step 9 exit

Example:

Rout er (config-if)# exit

Exits interface configuration mode.
Step 10 No Vrrp sso

Example:

Rout er (config)# no vrrp sso

(Optional) Disables VRRP support of SSO.
« VRRP support of SSO is enabled by default.

EnablingVerifying VRRP

Step 1 enable

Example:

Rout er> enabl e
Enables privileged EXEC mode.

« Enter your password if prompted.
Step 2 configure terminal
Example:

Rout er# configure term nal

Enters global configuration mode.

Step 3 inter face type number

Example:

Rout er (config)# interfaceG gabitEthernet 0/0/0

Enters interface configuration mode.
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Step 4

Step 5

Step 6

Step 7

Step 8

ip address ip-address mask

Example:

Rout er (config-if)# ip address 172.16.6.5 255. 255. 255.0

Configures an |P address for an interface.

Vrrp group ip ip-address [secondary]

Example:

Rout er (config-if)# vrrp 10 ip 172.16.6.1
Enables VRRP on an interface.

« After you identify aprimary |P address, you can use the vrrp ip command again with the secondary keyword to
indicate additional | P addresses supported by this group.

Note All routers in the VRRP group must be configured with the same primary address and a matching list of
secondary addressesfor the virtual router. If different primary or secondary addresses are configured, the routers
in the VRRP group will not communicate with each other and any misconfigured router will change its state
to primary.

show vrrp [brief all] | interface]

Example:

Rout er (confi g-if)#show vrrp bri ef

Interface Gp Pri Tine Om Pre State Master addr G oup addr
BD10 1 100 9609 Y Backup 10.1.0.2 10.1.0.10

BD10 5 200 90218 Y Master 10.1.0.1 10.1.0.50

BD10 100 100 3609 Backup 10.1.0.2 10.1.0.100

(Optional) Displays a brief or detailed status of one or all VRRP groups on the router.

show vrrp interface type number [brief]

Example:

Rout er (config)# interfaceG gabitEthernet 0/0/0
Rout er) config-if)#show vrrp interface bdi 10
BDI 10 - G oup 10

Gl

State is Master

Virtual |IP address is 10.0.0.5

Virtual MAC address is 0000.5e00. 010a
Advertisenent interval is 10.000 sec
Preenption enabl ed, delay mn 380 secs
Priority is 110

Master Router is 10.0.0.2 (local), priority is 110
Mast er Advertisenent interval is 10.000 sec
Master Down interval is 30.570 sec

FLAGS: 1/1

(Optional) Displays the VRRP groups and their status on a specified interface.
end

Example:
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Rout er (config-if)# end

Returnsto privileged EXEC mode.

Configuring VRRP Object Tracking
A\

Note |If aVRRP group isthe IP address owner, its priority is fixed at 255 and cannot be reduced through object

tracking.
SUMMARY STEPS
1. enable
2. configureterminal
3. track object-number interface type number {line-protocal |ip routing}
4. interface type number
5. vrrp group ip ip-address
6. vrrpgroup priority level
7. vrrp group track object-number [decrement priority]
8. end
9. show track [object-number]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Rout er# configure termn nal

Step 3 track object-number inter face type number {line-protocol | Configures an interface to be tracked where changesin the
| ip routing} state of the interface affect the priority of a VRRP group.
Example: « This command configures the interface and
corresponding object number to be used withthevrrp
Router(config)# track 2 interface serial 6 track command.
I'i ne-protocol

» Theline-protocol keyword trackswhether theinterface
isup. Theip routing keyword also checks that IP
routing is enabled and active on the interface.
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Command or Action

Purpose

* You can aso usethetrack ip route command to track
the reachability of an IP route or a metric type object.

Step 4

interface type number

Example:

Rout er (config)# interface Ethernet 2

Enters interface configuration mode.

Step 5

vrrp group ip ip-address

Example:

Router(config-if)# vrrp 1 ip 10.0.1.20

Enables VRRP on an interface and identifies the | P address
of the virtual router.

Step 6

vrrp group priority level

Example:

Router(config-if)# vrrp 1 priority 120

Sets the priority level of the router within a VRRP group.

Step 7

vrrp group track object-number [decrement priority]

Example:

Router(config-if)# vrrp 1 track 2 decrenent 15

Configures VRRP to track an object.

Step 8

end

Example:

Rout er (config-if)# end

Returns to privileged EXEC mode.

Step 9

show track [object-number]

Example:

Rout er# show track 1

Displays tracking information.

Configuring VRRP Text Authentication

Step 1

Before you begin

Interoperability with vendors that may have implemented the RFC 2338 method is not enabled.

Text authentication cannot be combined with MD5 authentication for a VRRP group at any onetime. When
M D5 authentication is configured, the text authentication field in VRRP hello messagesis set to al zeros on
transmit and ignored on receipt, provided the receiving router also has MD5 authentication enabled.

enable

Example:
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Configuring VRRP Text Authentication .

Rout er > enabl e
Enables privileged EXEC mode.

* Enter your password if prompted.

configure terminal

Example:

Rout er# configure term nal
Enters global configuration mode.
terminal interface type number

Example:
Rout er (config)# interfaceG gabitEthernet 0/0/0 Ethernet 0/1

Configures an interface type and enters interface configuration mode.
ip address ip-address mask [secondary]

Example:

Rout er (config-if)# ip address 10.0.0.1 255. 255. 255.0
Specifies a primary or secondary |P address for an interface.
Vrrp group authentication text text-string

Example:

Router(config-if)# vrrp 1 authentication text textstringl
Authenticates VRRP packets received from other routers in the group.

« If you configure authentication, al routers within the VRRP group must use the same authentication string.

* The default string is cisco.

Note All routers within the VRRP group must be configured with the same authentication string. If the same
authentication string is not configured, the routers in the VRRP group will not communicate with each other
and any misconfigured router will change its state to primary.

Vrrp group ip ip-address

Example:

Router(config-if)# vrrp 1 ip 10.0.1.20

Enables VRRP on an interface and identifies the | P address of the virtual router.

Repeat Steps 1 through 6 on each router that will communicate.

end

Example:
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Rout er (config-if)# end

Returnsto privileged EXEC mode.

Configuration Examples for VRRPv2

Example: Configuring VRRP

In the following example, Router A and Router B each belong to three VRRP groups.
In the configuration, each group has the following properties:
« Group 1.

* Virtua |P addressis 10.1.0.10.

* Router A will become the primary for this group with priority 120.
* Advertising interval is 3 seconds.

* Preemption is enabled.

« Group 5:

* Router B will become the primary for this group with priority 200.
* Advertising interval is 30 seconds.
* Preemption is enabled.

 Group 100:

* Router A will become the primary for this group first because it has a higher 1P address (10.1.0.2).
* Advertising interval isthe default 1 second.
* Preemption is disabled.

Router A

Rout er (config) #

Rout er (config)# interfaceG gabitEthernet 0/0/Qinterface G gabitEthernet 1/0/0
Rout er (config-if)# ip address 10.1.0.2 255.0.0.0

Router(config-if)# vrrp 1 priority 120

Rout er(config-if)# vrrp 1 authentication text cisco
Router(config-if)# vrrp 1 tiners advertise 3
Router(config-if)# vrrp 1 tiners learn
Rout er(config-if)# vrrp 1 ip 10.1.0.10
Rout er(config-if)# vrrp 5 priority 100

Rout er(config-if)# vrrp 5 tiners advertise 30
Router(config-if)# vrrp 5 tiners learn

Rout er(config-if)# vrrp 5 ip 10.1.0.50

Rout er (config-if)# vrrp 100 tiners learn

Rout er (config-if)# no vrrp 100 preenpt

Rout er (config-if)# vrrp 100 ip 10.1.0. 100
Rout er (config-if)# no shutdown
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Router B

Rout er (confi g) #G gabi t Et hernet 0/ 0/ Qi nterface G gabitEthernet 1/0/0
Rout er(config-if)# ip address 10.1.0.1 255.0.0.0

Rout er(config-if)# vrrp 1 priority 100

Rout er(config-if)# vrrp 1 authentication text cisco
Rout er(config-if)# vrrp 1 tiners advertise 3
Router(config-if)# vrrp 1 tiners learn
Rout er(config-if)# vrrp 1 ip 10.1.0.10
Rout er(config-if)# vrrp 5 priority 200

Rout er(config-if)# vrrp 5 tiners advertise 30
Rout er(config-if)# vrrp 5 tiners learn

Rout er(config-if)# vrrp 5 ip 10.1.0.50

Rout er (config-if)# vrrp 100 tiners learn

Rout er (config-if)# no vrrp 100 preenpt

Rout er (config-if)# vrrp 100 ip 10.1.0. 100
Rout er (config-if)# no shutdown

Example: VRRP Object Tracking

In the following example, the tracking processis configured to track the state of the line protocol on serial
interface 0/1. VRRP on Ethernet interface 1/0 then registers with the tracking process to be informed of any
changes to the line protocol state of serial interface O/1. If the line protocol state on serial interface 0/1 goes
down, then the priority of the VRRP group is reduced by 15.

Router(config)# track 1 interface Serial 0/1 Iine-protocol
Rout er (config-track)# exit

Router(config)# interface Ethernet 1/0

Router(config-if)# ip address 10.0.0.2 255.0.0.0
Router(config-if)# vrrp 1 ip 10.0.0.3

Router(config-if)# vrrp 1 priority 120

Router(config-if)# vrrp 1 track 1 decrenent 15

Example: VRRP Object Tracking Verification

The following exampl es verify the configuration shown in the Example: VRRP Object Tracking section:

Rout er# show vrrp

Et hernet1/0 - Goup 1
State is Master
Virtual |IP address is 10.0.0.3
Virtual MAC address is 0000.5e00. 0101
Advertisenent interval is 1.000 sec
Preenption is enabl ed
mn delay is 0.000 sec
Priority is 105
Track object 1 state Down decrenment 15
Master Router is 10.0.0.2 (local), priority is 105
Mast er Advertisenent interval is 1.000 sec
Master Down interval is 3.531 sec

Rout er# show track

Track 1
Interface Serial0/1 Iine-protocol
Li ne protocol is Down (hw down)
1 change, |ast change 00: 06: 53
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Tracked by:
VRRP Ethernet1/0 1

Example: VRRP Text Authentication

The following example shows how to configure VRRP text authentication using atext string:

Rout er (confi g) #G gabi t Et hernet 0/ 0/0Oi nterface G gabitEthernet 0/0/0
Router(config)# ip address 10.21.8.32 255. 255.255.0
Router(config-if)# vrrp 10 authentication text stringxyz
Router(config-if)# vrrp 10 ip 10.21.8.10

Example: VRRP MIB Trap

Rout er (confi g)# snnp-server enable traps vrrp
Rout er (confi g)# snnp-server host 10.1.1.0 community abc vrrp

Additional References

Related Documents

Related Topic Document Title

Cisco 10S commands Cisco |OS Master Commands List, All Releases

VRRP commands Cisco IOSIP Application Services Command Reference
Object tracking Configuring Enhanced Object Tracking

Hot Standby Routing Protocol (HSRP) Configuring HSRP

In Service Software Upgrace (1SSU) "In Service Software Upgrade Process' in the High Availability
Configuration Guide

Gateway L oad Balancing Protocol (GLBP) | Configuring GLBP

Stateful Switchover The Stateful Switchover section in theHigh Availability
Configuration Guide

Standards

Standards Title

No new or modified standards are supported by thisfeature, and support for existing standards has not | —
been modified by this feature.
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MIBs

Feature Information for VRRP .

MIBs MIBs Link

VRRPMIB | To locate and download MIBsfor selected platforms, Cisco software rel eases, and feature sets,
use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title

RFC 2338 | Virtual Router Redundancy Protocol

RFC 2787 | Definitions of Managed Objects for the Virtual Router Redundancy Protocol

RFC 3768 | Virtual Router Redundancy Protocol (VRRP)

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
online resourcesto download documentation, software,
and tools. Use these resources to install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |D and password.

http://www.cisco.com/ci sco/web/support/index.html

Feature Information for VRRP

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Glossary

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

virtual IP address owner —The VRRP router that owns the | P address of the virtual router. The owner is
the router that has the virtual router address as its physical interface address.

virtual router —One or more VRRP routers that form agroup. The virtual router acts as the default gateway

router for LAN clients. Also known as a VRRP group.

virtual router backup —One or more VRRP routers that are available to assume the role of forwarding

packetsif the virtual primary router fails.
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. Glossary

virtual primary router —The VRRP router that is currently responsible for forwarding packets sent to the
| P addresses of the virtual router. Usually the virtual primary router also functions as the | P address owner.

VRRP router --A router that is running VRRP.

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



CHAPTER 1 5

VRRPv3 Protocol Support

Virtual Router Redundancy Protocol (VRRP) enables a group of devicesto form asingle virtual device to
provide redundancy. The LAN clients can then be configured with the virtual device astheir default gateway.
The virtual device, representing a group of devices, is aso known asaVRRP group. The VRRP version 3
(v3) Protocol Support feature providesthe capability to support IPv4 and | Pv6 addresses while VRRP version
2 (v2) only supports IPv4 addresses. This module explains concepts related to VRRPv3 and describes how
to create and customize aVRRP group in anetwork. Benefits of using VRRPv3 Protocol Support include the
following:

« Interoperability in multi-vendor environments.
* VRRPv3 supports usage of 1Pv4 and 1Pv6 addresses while VRRPv2 only supports | Pv4 addresses.
* Improved scalability through the use of VRRS Pathways.

N\

Note In thismodule, VRRP and VRRPv3 are used interchangeably.

* Finding Feature Information, on page 175

* Restrictions for VRRPv3 Protocol Support, on page 176

« Information About VRRPv3 Protocol Support, on page 176

« How to Configure VRRPv3 Protocol Support, on page 178

* Configuration Examples for VRRPv3 Protocol Support, on page 182
 Additional References for VRRPv3 Protocol Support, on page 184

* Feature Information for VRRPv3 Protocol Support, on page 185

* Glossary, on page 185

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releases in which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .


https://tools.cisco.com/bugsearch/search
https://cfnng.cisco.com/

VRRPv3 Protocol Support |

. Restrictions for VRRPv3 Protocol Support

Restrictions for VRRPv3 Protocol Support

* VRRPv3 is not intended as a replacement for existing dynamic protocols. VRRPv3 is designed for use
over multi-access, multicast, or broadcast capable Ethernet LANS.

* VRRPv3 is supported on Ethernet, Fast Ethernet, Bridge Group Virtual Interface (BV1), and Gigabit
Ethernet interfaces, and on Multiprotocol Label Switching (MPLS) Virtual Private Networks (VPNS),
VRF-aware MPLS VPNs, and VLANS.

« Because of the forwarding delay that is associated with the initialization of a BV interface, you must
not configure the VRRPv3 advertisetimer to avalue lesser than the forwarding delay onthe BV interface.
If you configure the VRRPv3 advertise timer to avalue equal to or greater than the forwarding delay on
the BVI interface, the setting prevents a VRRP device on arecently initialized BVI interface from
unconditionally taking over the primary role. Usethe bridge forwar d-time command to set the forwarding
delay on the BVI interface. Use the vrrp timer s advertise command to set the VRRP advertisement
timer.

* VRRPv3 does not support Stateful Switchover (SSO).
* VRRPv3 protocol does not support authentication.

« Full network redundancy can only be achieved if VRRP operates over the same network path as the
VRRS Pathway redundant interfaces. For full redundancy, the following restrictions apply:

» VRRS pathways should not share a different physical interface as the parent VRRP group or be
configured on a sub-interface having a different physical interface as the parent VRRP group.

» VRRS pathways should not be configured on Switch Virtual Interface (SVI) interfaces aslong as
the associated VL AN does not share the same trunk asthe VLAN on which the parent VRRP group
is configured.

Information About VRRPv3 Protocol Support

VRRPv3 Benefits

\}

Support for IPv4 and IPv6
VRRPv3 supports | Pv4 and |Pv6 address families while VRRPv2 only supports |Pv4 addresses.

Note

When VRRPv3isin use, VRRPv2 is unavailable. For VRRPv3 to be configurable, the fhrp version vrrp v3
command must be used in global configuration mode

Redundancy

VRRP enables you to configure multiple devices as the default gateway device, which reduces the possibility
of asingle point of failurein a network.
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VRRP Device Priority and Preemption .

Load Sharing

You can configure VRRP in such away that traffic to and from LAN clients can be shared by multiple devices,
thereby sharing the traffic load more equitably between available devices.

Multiple Virtual Devices

VRRP supports up to 255 virtual devices (VRRP groups) on adevice physical interface, subject to restrictions
in scaling. Multiple virtual device support enables you to implement redundancy and load sharing in your
LAN topology. In scaled environments, VRRS Pathways should be used in combination with VRRP control
groups.

Multiple IP Addresses

The virtual device can manage multiple | P addresses, including secondary |P addresses. Therefore, if you
have multiple subnets configured on an Ethernet interface, you can configure VRRP on each subnet.

Note

To utilize secondary | P addressesin aVRRP group, aprimary address must be configured on the same group.

Preemption

The redundancy scheme of VRRP enables you to preempt avirtual device backup that has taken over for a
failing virtual primary device with a higher priority virtual device backup that has become available.

Note

VRRP Device

Preemption of alower priority primary device is enabled with an optional delay.

Advertisement Protocol

VRRP uses a dedicated Internet Assigned Numbers Authority (IANA) standard multicast address for VRRP
advertisements. For |Pv4, the multicast addressis 224.0.0.18. For |Pv6, the multicast addressis
FF02:0:0:0:0:0:0:12. This addressing scheme minimizes the number of devicesthat must servicethe multicasts
and allows test equipment to accurately identify VRRP packets on a segment. The IANA has assigned VRRP
the IP protocol number 112.

Priority and Preemption

An important aspect of the VRRP redundancy scheme is VRRP device priority. Priority determinestherole
that each VRRP device plays and what happensiif the virtual primary devicefails.

If a VRRP device owns the IP address of the virtual device and the IP address of the physical interface, this
device will function asavirtual primary device.

Priority also determines if a VRRP device functions as a virtual device backup and the order of ascendancy
to becoming avirtual primary deviceif thevirtual primary devicefails. You can configure the priority of each
virtual device backup with avalue of 1 through 254 using the priority command (usethevrrp address-family
command to enter the VRRP configuration mode and access the priority option).

For example, if device A, the virtual primary devicein aLAN topology, fails, an election process takes place
to determine if virtual device backups B or C should take over. If devices B and C are configured with the
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VRRPv3 Protocol Support |

priorities of 101 and 100, respectively, device B is elected to become virtual primary device because it has
the higher priority. If devices B and C are both configured with the priority of 100, the virtual device backup
with the higher IP address is elected to become the virtual primary device.

By default, a preemptive scheme is enabled whereby a higher priority virtual device backup that becomes
available takes over from the virtual device backup that was elected to become virtual primary device. You
can disable this preemptive scheme using the no preempt command (use the vr rp addr ess-family command
to enter the VRRP configuration mode, and enter the no preempt command). If preemption is disabled, the
virtual device backup that is elected to become virtual primary device remains the primary until the original
virtual primary device recovers and becomes primary again.

Note

Preemption of alower priority primary device is enabled with an optional delay.

VRRP Advertisements

The virtual router master sends VRRP advertisements to other VRRP routers in the same group. The
advertisements communicate the priority and state of the virtual router master. The VRRP advertisements are
encapsulated into either IPv4 or IPv6 packets (based on the VRRP group configuration) and sent to the
appropriate multicast address assigned to the VRRP group. For 1Pv4, the multicast addressis 224.0.0.18. For
IPv6, the multicast address is FF02:0:0:0:0:0:0:12. The advertisements are sent every second by default and
theinterval is configurable.

Cisco routers allow you to configure millisecond timers, which is a change from VRRPv2. You need to
manually configure the millisecond timer values on both the primary and the backup routers. The master
advertisement value displayed in the show vrrp command output on the backup routersis always 1 second
because the packets on the backup routers do not accept millisecond values.

You must use millisecond timers where absolutely necessary and with careful consideration and testing.
Millisecond values work only under favorable circumstances. The use of the millisecond timer valuesis
compatible with third party vendors, as long as they also support VRRPv3. You can specify atimer value
between 100 milliseconds and 40000 milliseconds.

How to Configure VRRPv3 Protocol Support

IPv6 VRRP Link Local Address

VRRPv3 for IPv6 requires that a primary virtual link-local 1Pv6 address is configured to allow the group to
operate. After the primary link-local 1Pv6 address is established on the group, you can add the secondary
global addresses.

Enabling VRRPv3 on a Device

SUMMARY STEPS

To enable VRRPv3 on adevice, perform the following task:

1. enable
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2. configureterminal
3. fhrpversionvrrpv3
4. end

DETAILED STEPS

Creating and Customizing a VRRP Group .

Command or Action

Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2 configure terminal

Example:

Devi ce# configure term nal

Enters global configuration mode.

Step 3 fhrp version vrrp v3

Example:

Devi ce(config)# fhrp version vrrp v3

Enables the ahility to configure VRRPv3 and VRRS.

Note When VRRPv3isinuse, VRRPV2 is
unavailable.

Step 4 end

Example:

Devi ce(config)# end

Returnsto privileged EXEC mode.

Creating and Customizing a VRRP Group

To create a VRRP group, perform the following task. Steps 6 to 14 denote customizing options for the group,

and they are optional:

SUMMARY STEPS

enable

configure terminal
fhrp version vrrp v3
inter face type number

match-address

©ENOORWN A

10. priority priority-level
11. timersadvertiseinterval
12. vrrpv2

13. vrrsleader vrrs-leader-name

preempt delay minimum seconds

vrrp group-id address-family {ipv4 | ipv6}
addressip-address [primary | secondary]
description group-description
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14. shutdown
15. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal

Step 3 fhrp version vrrp v3 Enables the ability to configure VRRPv3 and VRRS.
Example: Note When VRRPv3isinuse, VRRPV2 is
unavailable.

Devi ce(config)# fhrp version vrrp v3

Step 4 inter face type number Entersinterface configuration mode.

Example:

Devi ce(config)# interface G gabitEthernet 0/0/0

Step 5 vrrp group-id address-family {ipv4 | ipv6} Creates a VRRP group and enters VRRP configuration

Example: mode.

Devi ce(config-if)# vrrp 3 address-fanmily ipv4

Step 6 addressip-address [primary | secondary] Specifies a primary or secondary address for the VRRP
group.
Example:
Note VRRPv3for IPv6 requiresthat aprimary virtual
Devi ce(config-if-vrrp)# address 100.0. 1. 10 pri mary link-local 1Pv6 addressis configured to allow

the group to operate. After the primary
link-local 1Pv6 addressis established on the
group, you can add the secondary global

addresses.
Step 7 description group-description (Optional) Specifies a description for the VRRP group.
Example:
Devi ce(config-if-vrrp)# description group 3
Step 8 match-address (Optional) Matches secondary addressin the advertisement

packet against the configured address.
* Secondary address matching is enabled by default.

Example:
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Configuring the Delay Period Before FHRP Client Initialization .

Command or Action

Purpose

Devi ce(config-if-vrrp)# natch-address

Step 9 preempt delay minimum seconds (Optional) Enables preemption of lower priority primary
device with an optional delay.
Example:
* Preemption is enabled by default.
Devi ce(config-if-vrrp)# preenpt delay m ni num 30
Step 10 priority priority-level (Optional) Specifiesthe priority value of the VRRP group.
Example: * The priority of aVRRP group is 100 by default.
Devi ce(config-if-vrrp)# priority 3
Step 11 timers advertise interval (Optional) Sets the advertisement timer in milliseconds.
Example: « The advertisement timer is set to 1000 milliseconds
by defauilt.
Devi ce(config-if-vrrp)# tiners advertise 1000
Step 12 vrrpv2 (Optional) Enables support for VRRPv2 simultaneously,
Example: S0 asto interoperate with devices which only support
ple: VRRP V2.
Devi ce(config-if-vrrp)# vrrpv2 * VRRPVv2 is disabled by default.
Step 13 vrrsleader vrrs-leader-name (Optional) Specifies aleader's name to be registered with
] VRRS and to be used by followers.
Example:
* A registered VRRS name is unavailable by default.
Devi ce(config-if-vrrp)# vrrs | eader |eader-1
Step 14 shutdown (Optional) Disables VRRP configuration for the VRRP
Example: group.
* VRRP configurationisenabled for aVRRP group by
Devi ce(config-if-vrrp)# shutdown default.
Step 15 end Returns to privileged EXEC mode.
Example:

Devi ce(config)# end

Configuring the Delay Period Before FHRP Client Initialization

To configurethe delay period beforetheinitialization of all FHRP clientson an interface, perform thefollowing

task:

SUMMARY STEPS

1. enable
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configureterminal

fhrp version vrrp v3

interface type number

fhrp delay {[minimum] [reload] seconds}
end

o0kl wN

DETAILED STEPS

VRRPv3 Protocol Support |

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: « Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 fhrp version vrrp v3 Enables the ahility to configure VRRPv3 and VRRS.
Example: Note When VRRPv3isin use, VRRPv2 is
unavailable.
Devi ce(config)# fhrp version vrrp v3
Step 4 inter face type number Enters interface configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 5 fhrp delay {[minimum] [reload] seconds} Specifies the delay period for the initialization of FHRP
clients after an interface comes up.
Example:
* The rangeis 0-3600 seconds.
Devi ce(config-if)# fhrp delay mnimum5
Step 6 end Returnsto privileged EXEC mode.
Example:

Devi ce(config)# end

Configuration Examples for VRRPv3 Protocol Support

Example: Enabling VRRPv3 on a Device

The following example shows how to enable VRRPv3 on a device:
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Example: Creating and Customizing a VRRP Group .

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# fhrp version vrrp v3
Devi ce(config-if-vrrp)# end

Example: Creating and Customizing a VRRP Group

)

The following example shows how to create and customize aVRRP group:

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# fhrp version vrrp v3

Devi ce(config)# interface gigabitethernet0/0
Device(config-if)# vrrp 3 address-fanmily ipv4

Devi ce(config-if-vrrp)# address 100.0.1.10 prinary
Devi ce(config-if-vrrp)# description group 3

Devi ce(config-if-vrrp)# match-address

Devi ce(config-if-vrrp)# preenpt delay m ni mrum 30
Devi ce(config-if-vrrp)# end

Note

In the above example, the fhrp version vrrp v3 command isused in the global configuration mode.

Example: Configuring the Delay Period Before FHRP Client Initialization

\}

The following example shows how to configure the delay period before FHRP client initialization :

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# fhrp version vrrp v3

Devi ce(config)# interface gigabitethernet0/0
Devi ce(config-if)# fhrp delay mnimm?5

Devi ce(config-if-vrrp)# end

Note

In the above example, afive-second delay period is specified for the initialization of FHRP clients
after the interface comes up. You can specify a delay period between 0 and 3600 seconds.

Example: VRRP Status, Configuration, and Statistics Details

Thefollowing isasample output of the status, configuration and statistics details for aVRRP group:

Devi ce> enabl e
Devi ce# show vrrp detail

Et hernet0/0 - Goup 1 - Address-Fanmly |Pv4

State i s MASTER
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State duration 3.707 secs

Virtual |IP address is 1.0.0.10
Virtual MAC address is 0000.5E00. 0101
Advertisenment interval is 1000 nsec
Preenpti on enabl ed

Priority is 100

Master Router is 1.0.0.1 (local), priority is 100

VRRPv3 Protocol Support |

Mast er Advertisenment interval is 1000 nsec (expires in 686 nsec)

Mast er Down interval is unknown
State i s MASTER
State duration 3.707 secs

VRRPv3 Advertisenents: sent 5 (errors 0) - rcvd O
VRRPv2 Advertisenents: sent O (errors 0) - rcvd O

Group Discarded Packets: 0
VRRPv2 inconpatibility: O
| P Address Oaner conflicts: O
Invalid address count: 0
| P address configuration msmtch : 0
Invalid Advert Interval: O
Adverts received in Init state: O
Invalid group other reason: 0
Goup State transition
Init to master: 0O

Init to backup: 1 (Last change Mon Jul 30 16:42:01. 856)
Backup to master: 1 (Last change Mon Jul 30 16:42:05. 469)

Master to backup: O
Master to init: O
Backup to init: O

Devi ce# exit

Additional References for VRRPv3 Protocol Support

Related Documents

Related Topic

Document Title

Cisco |0OS commands

Master Commands List, All
Releases

FHRP commands

First Hop Redundancy Protocols
Command Reference

Configuring VRRPv2

Configuring VRRP

Standards and RFCs

Standard/RFC | Title

RFC5798 | Mirtual Router Redundancy Protocol

(VRRPV3)

RFC 6527 | Definitions of Managed Objects for the Virtual Router Redundancy Protocol Version 3
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Feature Information for VRRPv3 Protocol Support .

MIBs
MIB MIBs Link
VRRPv3 To locate and download MIBs for selected platforms, Cisco software releases, and feature
MIB sets, use Cisco MIB Locator found at the following URL.:
http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation

website requires a Cisco.com user ID and password.

Feature Information for VRRPv3 Protocol Support

Glossary

The following table provides release information about the feature or features described in thismodule. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Virtual | P address owner—The VRRP router that owns the | P address of the virtual router. The owner is
the router that has the virtual router address asits physical interface address.

Virtual router—One or more VRRP routers that form agroup. The virtual router acts as the default gateway
router for LAN clients. The virtual router is also known as aVRRP group.

Virtual router backup—One or more VRRP routers that are available to assume the role of forwarding
packets if the virtual primary router fails.

Virtual primaryrouter —The VRRP router that is currently responsible for forwarding packets sent to the
| P addresses of the virtual router. Usually, the virtual primary router also functions as the | P address owner.

VRRP router—A router that is running VRRP.
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VRRPv3: Object Tracking Integration

Virtual Router Redundancy Protocol (VRRP) enables a group of devicesto form asingle virtual device to
provide redundancy. The LAN clients then can be configured with the virtual device as the default gateway.
The virtual device, representing a group of devices, is aso known as a VRRP group. The VRRPv3: Object
Tracking Integration feature allows you to track the behavior of an object and receive notifications of changes.
This modul e explains how object tracking, in particular the tracking of IPv6 objects, isintegrated into VRRP
version 3 (VRRPv3) and describes how to track an IPv6 object using aVRRPv3 group. Seethe“VRRP Object
Tracking” section for more information on object tracking.

« Finding Feature Information, on page 187

* Information About VRRPv3: Object Tracking Integration, on page 187

» How to Configure VRRPv3: Object Tracking Integration, on page 188

« Configuration Examples for VRRPv3: Object Tracking Integration, on page 189
« Additional Referencesfor VRRPv3: Object Tracking Integration, on page 190

* Feature Information for VRRPv3: Object Tracking Integration, on page 191

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About VRRPv3: Object Tracking Integration

VRRP Object Tracking

Object tracking is an independent process that manages creating, monitoring, and removing tracked objects
such asthe state of the line protocol of an interface. Clients such asthe Hot Standby Router Protocol (HSRP),
Gateway Load Balancing Protocol (GLBP), and VRRP register their interest with specific tracked objects
and act when the state of an object changes.
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. How VRRP Object Tracking Affects the Priority of a Device

Each tracked object isidentified by a unique number that is specified on the tracking CLI. Client processes
such as VRRP use this number to track a specific object.

Thetracking process periodically pollsthe tracked objects and notes any change of value. The changesin the
tracked object are communicated to interested client processes, either immediately or after a specified delay.
The object values are reported as either up or down.

VRRP object tracking gives VRRP accessto all the objects available through the tracking process. Thetracking
process allows you to track individual objects such as athe state of an interface line protocol, state of an IP
route, or the reachability of aroute.

VRRP provides an interface to the tracking process. Each VRRP group can track multiple objects that may
affect the priority of the VRRP device. You specify the object number to be tracked and VRRP is notified of
any change to the object. VRRP increments (or decrements) the priority of the virtual device based on the
state of the object being tracked.

How VRRP Object Tracking Affects the Priority of a Device

The priority of adevice can change dynamically if it has been configured for object tracking and the object
that is being tracked goes down. The tracking process periodically polls the tracked objects and notes any
change of value. The changesin the tracked object are communicated to VRRP, either immediately or after
aspecified delay. The object values are reported as either up or down. Examples of objectsthat can be tracked
arethe line protocol state of an interface or the reachability of an IP route. If the specified object goes down,
the VRRP priority isreduced. The VRRP device with the higher priority can now become the virtual primary
deviceif it hasthe vrrp preempt command configured. See the “VVRRP Object Tracking” section for more
information on object tracking.

How to Configure VRRPv3: Object Tracking Integration

Tracking an IPv6 Object using VRRPv3

SUMMARY STEPS
1. fhrpversionvrrpv3
2. interface type number
3. vrrp group-id address-family ipv6
4. track object-number decrement number
5. end
DETAILED STEPS
Command or Action Purpose
Step 1 fhrp version vrrp v3 Enables you to configure Virtual Router Redundancy
Examble: Protocol version 3 (VRRPv3) and Virtual Router
ple: Redundancy Service (VRRS) on adevice.
Devi ce(config)# fhrp version vrrp v3 Note When VRRPv3isinuse, VRRPV2 is
unavailable.
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Configuration Examples for VRRPv3: Object Tracking Integration .

Command or Action

Purpose

Step 2 inter face type number Specifies an interface and enters interface configuration
mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 3 vrrp group-id address-family ipv6 Creates a VRRP group for IPv6 and enters VRRP
configuration mode.
Example:
Devi ce(config-if)# vrrp 1 address-fanily ipv6
Step 4 track object-number decrement number Configures the tracking process to track the state of the
Examole: IPv6 object using the VRRPv3 group. VRRP on Ethernet
ple: interface 0/0 then registers with the tracking process to be
Devi ce(config-if-vrrp)# track 1 decrement 20 informed of any changesto the |Pv6 object onthe VRRPv3
9 P group. If the IPv6 object state on serial interface VRRPv3
goes down, then the priority of the VRRP group is reduced
by 20.
Step 5 end Returnsto privileged EXEC mode.
Example:

Devi ce(config-if-vrrp)# end

ConfigurationExamplesforVRRPv3: ObjectTrackingIntegration

Example: Tracking an IPv6 Object using VRRPv3

In the following example, the tracking process is configured to track the state of the IPv6 object

using the VRRPv3 group. VRRP on GigabitEthernet interface 0/0/0 then registers with the tracking
process to be informed of any changes to the IPv6 object on the VRRPv3 group. If the IPv6 object
state on serial interface VRRPv3 goes down, then the priority of the VRRP group is reduced by 20:

Devi ce(config)# fhrp version vrrp v3

Devi ce(config)# interface G gabitEthernet 0/0/0
Devi ce(config-if)# vrrp 1 address-famly ipv6
Devi ce(config-if-vrrp)# track 1 decrenment 20

Example: Verifying VRRP IPv6 Object Tracking

Devi ce# show vrrp

Et hernet0/0 - Goup 1 - Address-Fanmily |Pv4

State i s BACKUP
State duration 1 mins 41.856 secs
Virtual | P address is 172.24.1.253
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Additional

Virtual MAC address is 0000.5E00. 0101
Advertisenment interval is 1000 nsec
Preenpti on enabl ed

Priority is 80 (configured 100)

Track object 1 state Down decrenent 20
Mast er
Mast er Adverti sement
Mast er Down i nterval

i nterval

Devi ce# show track ipvé route brief

Track Type I nst ance

601 ipve route 3172::1/32

602 ipvé route 3192: ABCD::1/64
603 ipv6 route 3108: ABCD:: CDEF: 1/96
604 i pvé route 3162::EF01/16

605 ipvé route 3289::2/64

606 ipv6 route 3888::1200/64

607 ipvé route 7001:: AAAA/ 64

608 i pvé route 9999:: BBBB/ 64

611 ipve route 1111::1111/64

612 i pv6 route 2222:3333::4444/64
613 ipv6 route 5555::5555/64

614 ipvé route 3192::1/128

VRRPv3: Object Tracking Integration |

Router is 172.24.1.2, priority is 100
is 1000 nsec (| earned)
is 3609 nmsec (expires in 3297 nsec)

State
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Par anet er
metric threshold
metric threshold
metric threshold
metric threshold
c
c
c

Last Change
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55
00: 08: 55

metric threshold
metric threshold
metric threshold
metric threshold
reachability
reachability
reachability
reachability

References for VRRPv3: Object Tracking Integration

Related Documents

Related Topic

Document Title

Cisco |0OS commands

Cisco 10S Master Command List, All Releases

HSRP commands: complete command syntax,
command mode, command history, defaults, usage
guidelines, and examples

Cisco |OSFirst Hop Redundancy Protocols Command
Reference

Troubleshooting HSRP

Hot Sandby Router Protocol: Fregquently Asked
Questions

RFCs

RFCs Title

RFC 792 | Internet Control Message Protocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC5798 | Virtual Router Redundancy Protocol
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Feature Information for VRRPv3: Object Tracking Integration .

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.cisco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for VRRPv3: Object Tracking Integration

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .


http://www.cisco.com/cisco/web/support/index.html

VRRPv3: Object Tracking Integration |
. Feature Information for VRRPv3: Object Tracking Integration
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Virtual Router Redundancy Service

Virtual Router Redundancy Service (VRRS) provides a multiclient information abstraction and management
service between the Virtual Router Redundancy Protocol (VRRP), VRRS pathways and optional VRRS
clients. The VRRS multiclient service provides a consistent interface with VRRP by abstracting over severa
First Hop Redundancy Protocols (FHRPs) and providing an idealized view of their state. VRRS manages data
updates, allowing interested clients to register in one place and receive updates for named VRRP groups.

VRRP acts as aserver that pushes VRRP status information out to VRRS pathways, and al registered VRRS
clients. Pathways and clients obtain status on all essential information provided by VRRP, including current
and previous redundancy states, active and inactive Layer 2 and Layer 3 addresses, and, in some cases,
information about other redundant gatewaysin the network. Pathways use thisinformation in order to provide
scaled first-hop gateway redundancy across scaled interface environments. VRRS clients will also use this
information to provide stateless and stateful redundancy information to clients and protocols.

\}

Note In thismodule, VRRP and VRRPVv3 are used interchangeably.

« Finding Feature Information, on page 193

* Redtrictions for VRRS, on page 194

* Information About VRRS, on page 194

» How to Configure VRRS, on page 196

* Configuration Examples for VRRS, on page 202

« Additional References, on page 202

* Feature Information for Virtual Router Redundancy Service, on page 203

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.
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. Restrictions for VRRS

Restrictions for VRRS

* VRRS plug-ins must be configured on subinterfacesthat are not configured with VRRP, but which share
aphysical interface with aVRRP group it is following.

* VRRP Version 2 (VRRPVv2) is configurable only on Gigabit Ethernet interfaces.
* VRRS s currently only available for use with VRRP Version 3 (VRRPv3).

Information About VRRS

VRRS Overview

VRRS improves the scalability of VRRP. VRRS provides a statel ess redundancy service to VRRS pathways
and applications (VRRS clients) by monitoring VRRP. VRRS provides a database of the current VRRP state
and provides a*“push” data service to the VRRS pathways and clients with which it communicates. VRRP
acts asaVRRS server. VRRS clients are other Cisco processes or applications that use VRRP to provide or
withhold a service or resource dependent upon the state of the group. VRRS pathways are special VRRS
clientsthat use the VRRS database information in order to provide scaled first—hop gateway redundancy
across scaled interface environments.

The VRRS by itself islimited to maintaining its own state. Linking aVRRS client to aVRRP group provides
amechanism that allowsVRRSto provide aserviceto client applications so that they can implement stateless
or stateful failover. Stateless failover is failover without syncing of state. Stateful failover requires
communication with a nominated backup before failure so that operational datais not lost when failover
occurs.

VRRS pathways operate in asimilar way to clients, but are integrated with the VRRS architecture. They
provide a means to scale first—hop gateway redundancy by allowing the user the opportunity to configure a
virtual address across hundreds of interfaces. The “virtual gateway” state of aVRRS pathway follows the
state of an FHRP VRRS server.

Using VRRS with VRRP

VRRP provides server support for VRRS. The VRRP server pushes state and status information to VRRS
when an internal update occurs. VRRS updatesits internal database upon receiving a server update, and then
sends push notifications to each of the VRRS clients associated with the shared name. Clients are interested
in the protocol state, virtual MAC (VMAC) address, and virtual |P address information associated with a
group. The association name between a client and aVRRP group is a character name string. The information
provided by VRRS allows clientsto perform various activities that are dependent on the state of the associated
VRRP group.

VRRP notifies VRRS of its current state (primary, backup, or nonoperational initial state [INIT]). The VRRP
state is then passed on to pathways or clients. A VRRP group should be configured with a name to activate
VRRS. Pathways or clients should be configured with the same name to bind them with VRRS.

The VRRP group name associates the VRRP group with any clientsthat are configured as part of VRRS with
the same name.

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



| Virtual Router Redundancy Service
VRRS Servers and Clients .

VRRS Servers and Clients

VRRP acts as the VRRS server. Pathways and clients act on the VRRP server state. When aVRRP group
changes state, VRRS pathways and clients act by altering their behaviour (performing tasks such as shutting
down interfaces or appending accounting logs) depending on the state received from VRRS.

VRRS Pathways and Pathway Manager

VRRS Pathways

A VRRS pathway is defined as an entity that will provide IPv4 or |Pv6 traffic forwarding duties using the
following features on an Ethernet interface (such as a physical interface, subinterface, or a Switch Virtual
Interface [SVI]):

* VMAC address insertion and removal into the hardware driver using MACdb.

« Virtua 1P (vIP) insertion and removal using the IPv4 and IPv6 APIs.

* Provision to associate the vIP with the interface burned-in address (BIA) MAC.
* Provision to associate the vM AC address with the interface—owned vIP.

» Maintain the association of avMAC with aviPon aLAN using the Address Resol ution Protocol (ARP)
or Neighbor Discovery Protocol.

« Maintain the switching cache (content-addressable memory or [CAM]) of connected Layer 2 deviceson
the LAN.

* Checkpoints al data and the pathway state with a High Availability module.

A Pathway will provide some of the above features using its association with either the VRRS Pathway L2
Controller or the VRRS Pathway L3 Controller.

VRRS Pathway Manager
The VRRS Pathway Manager provides the following features:

« Creates an association between one or more VRRS pathway instances and asingle VRRS database name
entry.

« Pushes configuration and state information to associated registered pathwaysin response to a push from
VRRS.

* Provides debugging and show output to the user. The output is related to the state and configuration of
the VRRS pathway manager.

* IsOnline Insertion and Removal (Ol R)—aware and manages pathways that may be affected by OIR
events.

« IsVirtual Routing and Forwarding (V RF)—aware and manages pathways that may be affected by VRF
events.
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How to Configure VRRS

Configuring VRRPv3 Control Groups

Perform the following task to configure a VRRP control group.

SUMMARY STEPS

enable

configureterminal

fhrp version vrrp v3
interface type number

ip address ip-address mask

vrrsleader vrrs-leader-name
end

©ENSGOHRWN A

DETAILED STEPS

vrrp group-id address-family {ipv4 | ipv6}
addressip-address [primary | secondary]

Virtual Router Redundancy Service |

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 fhrp version vrrp v3 Enables the ability to configure VRRPv3 and VRRS.
Example: Note When VRRPv3isin use, VRRPv2is
unavailable.
Devi ce(config)# fhrp version vrrp v3
Step 4 inter face type number Entersinterface configuration mode.
Example:
Devi ce(config)# interface vlan 40
Step 5 ip address ip-address mask Configures the IP address on the interface.

Example:

Devi ce(config-if)# i p address 209. 165. 200. 230
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Configuring VRRS Pathways .

Command or Action

Purpose

255. 255. 255. 224

Step 6 vrrp group-id address-family {ipv4 | ipv6} Creates a VRRP group and enters VRRP configuration
mode.
Example:
Device(config-if)# vrrp 1 address-fam |y ipv4
Step 7 addressip-address [primary | secondary] Specifies a primary or secondary address for the VRRP
group.
Example:
Devi ce(config-if-vrrp)# address 209. 165. 202. 141
Step 8 vrrsleader vrrs-leader-name Specifies aleader’s name to be registered with VRRS and
enables a VRRP group to control aVRRS pathway.
Example:
* Itispossible for asingle VRRP instance to control
Devi ce(config-if-vrrp)# vrrs |eader groupl morethan one VRRS group. A registered VRRS name
is unavailable by default.
Step 9 end Returnsto privileged EXEC mode.
Example:

Devi ce(config-if-vrrp)# end

Configuring VRRS Pathways

Perform the following task to configure a VRRP pathway.

SUMMARY STEPS

enable

configure terminal

fhrp version vrrp v3

inter face type number

ip address ip-address mask
vrrs pathway vrrs-leader-name
mac address mac-address
addressip-address

end

©ENDOHWN

DETAILED STEPS

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

 Enter your password if prompted.
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Virtual Router Redundancy Service |

Command or Action

Purpose

Devi ce> enabl e

Step 2 configureterminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 fhrp version vrrp v3 Enables the ahility to configure VRRPv3 and VRRS.
Example: Note When VRRPv3isin use, VRRPv2 is
unavailable.
Devi ce(config)# fhrp version vrrp v3
Step 4 inter face type number Enters interface configuration mode.
Example:
Devi ce(config)# interface vlan 42
Step 5 ip address ip-address mask Configures the IP address on the interface.
Example:
Devi ce(config-if)# ip address 209. 165. 201. 25
255. 255. 255. 224
Step 6 vrrs pathway vrrs-leader-name Defines the VRRS pathway for aVRRS group and enters
VRRS pathway configuration mode.
Example:
Devi ce(config-if)# vrrs pathway groupl
Step 7 mac addr ess mac-address SpecifiesaMAC address used by a pathway.
Example:
Devi ce(config-if-vrrs-pw)# mac address
fe24.fe24.fe24
Step 8 address ip-address Defines the virtual IP for a pathway.
Example: * Note A VRRP group is capable of controlling
more than one pathway.
Devi ce(config-if-vrrs-pw)# address 209. 165. 201. 10
Step 9 end Returnsto privileged EXEC mode.
Example: * Note Repeat steps 1 to 9 to configure more

Devi ce(config-if-vrrs-pw# end

pathways.
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Verifying VRRS ]|}

Verifying VRRS

Perform this task to verify VRRS functions.

\}

Note Theshow commandsare not in any specific order. Theshow vrrs pathway command for different pathway
states (active, inactive, and “not ready”) is displayed below.

SUMMARY STEPS
1. enable
2. show vrrs pathway
3. show vrrs pathway
4. show vrrs pathway
5. show vrrs server
DETAILED STEPS
Step 1 enable

Step 2

Step 3

Enables privileged EXEC mode.

Example:

Devi ce> enabl e

show vrrs pathway

Displays VRRS pathway information for an active pathway with the tag name “groupl” and VRRP in primary state on
the VLAN interface.

Example:

Devi ce# show vrrs pat hway

Pat hway ["groupl" @1 an42]

State is ACTIVE [ VRRS push "ACTI VE']

Virtual MAC is fe24.fe24.fe24 [Active] (0)

Address-famly is v4

Options: Default Pathway=0, Oaner Mdde=0, Accept-Mde=1, Configured vMAC=1

Eval uation: No Shut=1, Connected=1, O R=1, L2 Ready=1, L3 Ready=1, vMAC Ready=1,
vl P Ready=1

Virtual Address List: 209.165.201.10

show vrrs pathway

Displays VRRS pathway information for an inactive pathway with the tag name “groupl” and VRRP in backup state on
the Ethernet O/1 interface.

Example:

Devi ce# show vrrs pat hway
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[l verifying VRRS

Pat hway ["groupl" @t 0/ 1]

State is I NACTI VE [ VRRS push "BACKUP"]

Virtual MAC is 0101.0101.0101 [Reserved] (0)

Address-famly is v4

Options: Default Pathway=0, Omer Mde=0, Accept-Mde=1, Configured vMAC=1

Eval uation: No Shut=1, Connected=1, O R=1, L2 Ready=1, L3 Ready=1, vMAC Ready=1,
vl P Ready=1

Virtual Address List: 209.165.201.10

Step 4 show vrrs pathway

Displays VRRS pathway information for a*“not ready” pathway with the tag name “groupl” and VRRP in backup state
on the Ethernet 0/1 interface.

Example:

Devi ce# show vrrs pat hway

Pat hway ["groupl" @t 0/ 1]

State is NOT READY [VRRS push "IN T"]

Virtual MAC is 0101.0101.0101 [ Reserved] (0)

Address-famly is v4

Options: Default Pathway=0, Omer Mde=0, Accept-Mde=1, Configured vMAC=1

Eval uation: No Shut=1, Connected=1, O R=1, L2 Ready=1, L3 Ready=1, vMAC Ready=1,
vl P Ready=1

Virtual Address List: 209.165.201.10

Step 5 show vrrs server
Displays VRRS server information.

Example:

Devi ce# show vrrs pat hway

Pat hway ["groupl" @t 0/ 1]

State is I NACTI VE [ VRRS push "BACKUP"]

Virtual MAC is 0101.0101.0101 [ Reserved] (0)

Address-famly is v4

Options: Default Pathway=0, Oaner Mbde=0, Accept-Mde=1, Configured vMAC=1

Eval uation: No Shut=1, Connected=1, O R=1, L2 Ready=1, L3 Ready=1, vMAC Ready=1,
vl P Ready=1

Virtual Address List: 209.165.201.10

The table below describes significant fields in the sample output:

Field Description

State Current state of VRRS on an interface. The values displayed
are“ACTIVE”", “INACTIVE", “NOT READY", or
“BACKUP".

Virtua MAC Virtual MAC address that is reserved for an interface.

Address-family IPv4 or |Pv6 address family.
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Verifying VRRS ]|}

Field Description

Default Pathway Indicatesthat the pathway has beenimplicitly created from
aVRRPgroup, if thevalueisl. If thevalueisO, it indicates
that the pathway has been explicitly created using thevrrs
pathway command.

Owner Mode Indicates that the interface | P address is specified if the
valueis 1.

Accept-Mode Indicates that traffic to a particular virtua |P addressis
accepted if thevalueis 1.

Configured vYMAC Indicates that a virtual MAC addressis configured if the
valueis 1.

No Shut Indicates that the interface has been set to no shutdown
modeif thevalueis 1.

Connected Indicates that the VRRS pathway is connected to a VRRS
group, if thevalueis 1.

OIR Indicates online insertion and removal (OIR) of interface
line cards on adeviceis completeif thevalueis 1.

L2 Ready Indicates that the Layer 2 interface isup if the valueis 1.

L3 Ready Indicatesthat the Layer 3interfaceisup if thevalueis 1.

VMAC Ready Indicates that the virtual MAC address has been assigned
to aninterfaceif thevalueis 1.

vIP Ready Indicatesthat the virtual | P address has been assigned to an

interfaceif thevalueis 1.

Virtual Address List

Addresslist of the virtual Pv4 or |Pv6 addresses.

Interface Name of the interface where the pathway is defined.
vVMAC Virtual MAC address that is assigned to an interface.
vIP Address Virtua |P address that is assigned to an interface.
Tags Connected The specific tag name that is currently connected to a

pathway on an interface.
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Configuration Examples for VRRS

Example: Configuring VRRPv3 Control Groups

Virtual Router Redundancy Service |

The following example shows how to configure a VRRPv3 control group:

Devi ce> enabl e

Devi ce# configure termn nal

Devi ce(config)# fhrp version vrrp v3
Devi ce(config)# interface vlan 40

Devi ce(config-if)# i p address 209. 165. 200. 230 255. 255. 255. 224

Device(config-if)# vrrp 1 address-family ipv4
Devi ce(config-if-vrrp)# address 209. 165. 202. 141
Devi ce(config-if-vrrp)# vrrs | eader groupl

Devi ce(config-if-vrrp)# end

\}

Note In the above example, the fhrp version vrrp v3 command is used in global configuration mode.

Example: Configuring VRRS pathways

The following example shows how to configure a VRRS pathway:

Devi ce> enabl e

Devi ce# configure term nal

Devi ce(config)# fhrp version vrrp v3
Devi ce(config)# interface vlan 42

Devi ce(config-if)# ip address 209. 165. 201. 25 255. 255. 255. 224

Devi ce(config-if)# vrrs pathway groupl

Devi ce(config-if-vrrs-pw)# nmac address fe24.fe24.fe24

Devi ce(config-if-vrrs-pw)# address 209. 165. 201. 10
Devi ce(config-if-vrrs-pw)# end

\}

Note In the above example, the fhrp version vrrp v3 command is used in global configuration mode.

Additional References

Related Documents

Related Topic

Document Title

Cisco 10S commands

Master Command List, All
Releases
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Related Topic Document Title

FHRP commands First Hop Redundancy Protocols
Command Reference

Configuring VRRPv2 “Configuring VRRP” modulein
the First Hop Redundancy

Protocols Configuration Guide

VRRPVv3 Protocol Support “VRRPv3 Protocol Support”
modulein the First Hop
Redundancy Protocols
Configuration Guide

Standards and RFCs

Standard/RFC | Title

RFC5798 | Virtual Router Redundancy Protocol

Technical Assistance

Description Link

The Cisco Support and Documentation website provides | http://www.ci sco.com/cisco/web/support/index.html
online resourcesto download documentation, software,
and tools. Use these resources to install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

Feature Information for Virtual Router Redundancy Service

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .


http://www.cisco.com/en/US/partner/docs/ios-xml/ios/ipapp_fhrp/command/fhp-cr-book.html
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/ipapp_fhrp/command/fhp-cr-book.html
http://www.cisco.com/support
http://www.cisco.com/go/cfn

Virtual Router Redundancy Service |
. Feature Information for Virtual Router Redundancy Service

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



S

show standby command 29

First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x .



Il voex

. First Hop Redundancy Protocols Configuration Guide, Cisco 10S XE Fuji 16.7.x



	First Hop Redundancy Protocols Configuration Guide, Cisco IOS XE Fuji 16.7.x
	Contents
	Read Me First
	Short Description

	Configuring GLBP
	Finding Feature Information
	Restrictions for GLBP
	Prerequisites for GLBP
	Information About GLBP
	GLBP Overview
	GLBP Active Virtual Gateway
	GLBP Virtual MAC Address Assignment
	GLBP Virtual Gateway Redundancy
	GLBP Virtual Forwarder Redundancy
	GLBP Gateway Priority
	GLBP Gateway Weighting and Tracking
	GLBP MD5 Authentication
	ISSU-GLBP
	GLBP SSO
	GLBP Benefits

	How to Configure GLBP
	Enabling and Verifying GLBP
	Customizing GLBP
	Configuring GLBP MD5 Authentication Using a Key String
	Configuring GLBP MD5 Authentication Using a Key Chain
	Configuring GLBP Text Authentication
	Configuring GLBP Weighting Values and Object Tracking
	Troubleshooting GLBP

	Configuration Examples for GLBP
	Example: Customizing GLBP Configuration
	Example: Configuring GLBP MD5 Authentication Using Key Strings
	Example: Configuring GLBP MD5 Authentication Using Key Chains
	Example: Configuring GLBP Text Authentication
	Example: Configuring GLBP Weighting
	Example: Enabling GLBP Configuration

	Additional References for GLBP
	Feature Information for GLBP
	Glossary

	HSRP for IPv6
	Finding Feature Information
	Prerequisites for HSRP for IPv6
	Information About HSRP for IPv6
	HSRP for IPv6 Overview
	HSRP IPv6 Virtual MAC Address Range
	HSRP IPv6 UDP Port Number

	How to Enable HSRP for IPv6
	Enabling an HSRP Group for IPv6 Operation
	Enabling HSRP Version 2
	Enabling and Verifying an HSRP Group for IPv6 Operation


	Configuration Examples for HSRP for IPv6
	Example: Configuration and Verification for an HSRP Group

	Additional References
	Feature Information for HSRP for IPv6
	Glossary

	Configuring HSRP
	Finding Feature Information
	Restrictions for HSRP
	Information About HSRP
	HSRP Operation
	HSRP Version 2 Design
	HSRP Configuration Changes
	HSRP Benefits
	HSRP Groups and Group Attributes
	HSRP Preemption
	HSRP Priority and Preemption
	How Object Tracking Affects the Priority of an HSRP Device
	HSRP Addressing
	HSRP Virtual MAC Addresses and BIA MAC Addresses
	HSRP Timers
	HSRP MAC Refresh Interval
	HSRP Text Authentication
	HSRP MD5 Authentication
	HSRP Support for IPv6
	HSRP Messages and States
	HSRP Group Linking to IP Redundancy Clients
	HSRP Object Tracking
	HSRP Group Shutdown
	HSRP Support for ICMP Redirect Messages
	ICMP Redirects to Active HSRP Devices
	ICMP Redirects to Passive HSRP Devices
	ICMP Redirects to Non-HSRP Devices
	Passive HSRP Advertisement Messages
	ICMP Redirects Not Sent
	HSRP Support for MPLS VPNs
	HSRP Multiple Group Optimization
	HSRP—ISSU
	SSO HSRP
	SSO Dual-Route Processors and Cisco Nonstop Forwarding
	HSRP and SSO Working Together

	HSRP BFD Peering
	HSRP MIB Traps

	How to Configure HSRP
	Enabling HSRP
	Delaying the Initialization of HSRP on an Interface
	Configuring HSRP Priority and Preemption
	Configuring HSRP Object Tracking
	Configuring HSRP MD5 Authentication Using a Key String
	Configuring HSRP MD5 Authentication Using a Key Chain
	Troubleshooting HSRP MD5 Authentication
	Configuring HSRP Text Authentication
	Configuring HSRP Timers
	Configuring an HSRP MAC Refresh Interval
	Configuring Multiple HSRP Groups for Load Balancing
	Improving CPU and Network Performance with HSRP Multiple Group Optimization
	Enabling HSRP Support for ICMP Redirect Messages
	Configuring HSRP Virtual MAC Addresses or BIA MAC Addresses
	Linking IP Redundancy Clients to HSRP Groups
	Changing to HSRP Version 2
	Enabling SSO Aware HSRP
	Verifying SSO Aware HSRP
	Enabling HSRP MIB Traps
	Configuring BFD Session Parameters on an Interface
	Configuring HSRP BFD Peering
	Verifying HSRP BFD Peering

	Configuration Examples for HSRP
	Example: Configuring HSRP Priority and Preemption
	Example: Configuring HSRP Object Tracking
	Example: Configuring HSRP Group Shutdown
	Example: Configuring HSRP MD5 Authentication Using Key Strings
	Example: Configuring HSRP MD5 Authentication Using Key Chains
	Example: Configuring HSRP MD5 Authentication Using Key Strings and Key Chains
	Example: Configuring HSRP Text Authentication
	Example: Configuring Multiple HSRP Groups for Load Balancing
	Example: Improving CPU and Network Performance with HSRP Multiple Group Optimization
	Example: Configuring HSRP Support for ICMP Redirect Messages
	Example: Configuring HSRP Virtual MAC Addresses and BIA MAC Address
	Example: Linking IP Redundancy Clients to HSRP Groups
	Example: Configuring HSRP Version 2
	Example: Enabling SSO-Aware HSRP
	Example: Enabling HSRP MIB Traps
	Example: HSRP BFD Peering

	Additional References
	Feature Information for HSRP
	Glossary

	HSRP Version 2
	Finding Feature Information
	Information About HSRP Version 2
	HSRP Version 2 Design

	How to Configure HSRP Version 2
	Changing to HSRP Version 2

	Configuration Examples for HSRP Version 2
	Example: Configuring HSRP Version 2

	Additional References
	Feature Information for HSRP Version 2

	HSRP MD5 Authentication
	Finding Feature Information
	Information About HSRP MD5 Authentication
	HSRP Text Authentication
	HSRP MD5 Authentication

	How to Configure HSRP MD5 Authentication
	Configuring HSRP MD5 Authentication Using a Key Chain
	Troubleshooting HSRP MD5 Authentication
	Configuring HSRP Text Authentication

	Configuration Examples for HSRP MD5 Authentication
	Example: Configuring HSRP MD5 Authentication Using Key Strings
	Example: Configuring HSRP MD5 Authentication Using Key Chains
	Example: Configuring HSRP MD5 Authentication Using Key Strings and Key Chains
	Example: Configuring HSRP Text Authentication

	Additional References
	Feature Information for HSRP MD5 Authentication

	HSRP Support for ICMP Redirects
	Finding Feature Information
	Information About HSRP Support for ICMP Redirects
	HSRP Support for ICMP Redirect Messages
	ICMP Redirects to Active HSRP Devices
	ICMP Redirects to Passive HSRP Devices
	ICMP Redirects to Non-HSRP Devices
	Passive HSRP Advertisement Messages
	ICMP Redirects Not Sent

	How to Configure HSRP Support for ICMP Redirects
	Enabling HSRP Support for ICMP Redirect Messages

	Configuration Examples for HSRP Support for ICMP Redirects
	Example: Configuring HSRP Support for ICMP Redirect Messages

	Additional References
	Feature Information for HSRP Support for ICMP Redirects

	FHRP - HSRP Multiple Group Optimization
	Finding Feature Information
	Information About FHRP - Multiple Group Optimization
	HSRP Multiple Group Optimization

	How to configure FHRP - Multiple Group Optimization
	Configuring Multiple HSRP Groups for Load Balancing
	Improving CPU and Network Performance with HSRP Multiple Group Optimization

	Configuration Examples for FHRP - Multiple Group Optimization
	Example: Configuring Multiple HSRP Groups for Load Balancing
	Example: Improving CPU and Network Performance with HSRP Multiple Group Optimization

	Additional References
	Feature Information for FHRP - HSRP Multiple Group Optimization

	FHRP - HSRP Group Shutdown
	Finding Feature Information
	Information About FHRP - HSRP Group Shutdown
	How Object Tracking Affects the Priority of an HSRP Device
	HSRP Object Tracking
	HSRP Group Shutdown

	How to Configure FHRP - HSRP Group Shutdown
	Configuring HSRP Object Tracking
	Configuring HSRP MD5 Authentication Using a Key String

	Configuration Examples for FHRP - HSRP Group Shutdown
	Example: Configuring HSRP Object Tracking
	Example: Configuring HSRP Group Shutdown

	Additional References
	Feature Information for FHRP - HSRP Group Shutdown

	SSO HSRP
	Finding Feature Information
	Restrictions for SSO HSRP
	Information About SSO HSRP
	SSO HSRP
	SSO Dual-Route Processors and Cisco Nonstop Forwarding
	HSRP and SSO Working Together

	How to Configure SSO HSRP
	Enabling SSO Aware HSRP
	Verifying SSO Aware HSRP

	Configuration Examples for SSO HSRP
	Example: Enabling SSO-Aware HSRP

	Additional References
	Feature Information for SSO - HSRP

	HSRP - ISSU
	Finding Feature Information
	Information About HSRP - ISSU
	HSRP—ISSU

	Additional References
	Feature Information for HSRP - ISSU

	FHRP - HSRP MIB
	Finding Feature Information
	Information About FHRP - HSRP MIB
	HSRP MIB Traps

	How to Configure FHRP - HSRP MIB
	Enabling HSRP MIB Traps

	Configuration Examples for FHRP - HSRP MIB
	Example: Enabling HSRP MIB Traps

	Additional References
	Feature Information for FHRP - HSRP-MIB

	HSRP Support for MPLS VPNs
	Finding Feature Information
	Information About HSRP Support for MPLS VPNs
	HSRP Support for MPLS VPNs

	Additional References
	Feature Information for HSRP Support for MPLS VPNs

	Configuring VRRP
	Finding Feature Information
	Restrictions for VRRP
	Information About VRRP
	VRRP Operation
	VRRP Benefits
	Multiple Virtual Router Support
	VRRP Router Priority and Preemption
	VRRP Advertisements
	VRRP Object Tracking
	How VRRP Object Tracking Affects the Priority of a Device
	In Service Software Upgrade--VRRP
	VRRP Support for Stateful Switchover

	How to Configure VRRP
	VRRP
	EnablingVerifying VRRP
	Configuring VRRP Object Tracking
	Configuring VRRP Text Authentication

	Configuration Examples for VRRPv2
	Example: Configuring VRRP
	Example: VRRP Object Tracking
	Example: VRRP Object Tracking Verification
	Example: VRRP Text Authentication
	Example: VRRP MIB Trap

	Additional References
	Feature Information for VRRP
	Glossary

	VRRPv3 Protocol Support
	Finding Feature Information
	Restrictions for VRRPv3 Protocol Support
	Information About VRRPv3 Protocol Support
	VRRPv3 Benefits
	VRRP Device Priority and Preemption
	VRRP Advertisements

	How to Configure VRRPv3 Protocol Support
	IPv6 VRRP Link Local Address
	Enabling VRRPv3 on a Device
	Creating and Customizing a VRRP Group
	Configuring the Delay Period Before FHRP Client Initialization

	Configuration Examples for VRRPv3 Protocol Support
	Example: Enabling VRRPv3 on a Device
	Example: Creating and Customizing a VRRP Group
	Example: Configuring the Delay Period Before FHRP Client Initialization
	Example: VRRP Status, Configuration, and Statistics Details

	Additional References for VRRPv3 Protocol Support
	Feature Information for VRRPv3 Protocol Support
	Glossary

	VRRPv3: Object Tracking Integration
	Finding Feature Information
	Information About VRRPv3: Object Tracking Integration
	VRRP Object Tracking
	How VRRP Object Tracking Affects the Priority of a Device

	How to Configure VRRPv3: Object Tracking Integration
	Tracking an IPv6 Object using VRRPv3

	Configuration Examples for VRRPv3: Object Tracking Integration
	Example: Tracking an IPv6 Object using VRRPv3
	Example: Verifying VRRP IPv6 Object Tracking

	Additional References for VRRPv3: Object Tracking Integration
	Feature Information for VRRPv3: Object Tracking Integration

	Virtual Router Redundancy Service
	Finding Feature Information
	Restrictions for VRRS
	Information About VRRS
	VRRS Overview
	Using VRRS with VRRP
	VRRS Servers and Clients
	VRRS Pathways and Pathway Manager
	VRRS Pathways
	VRRS Pathway Manager


	How to Configure VRRS
	Configuring VRRPv3 Control Groups
	Configuring VRRS Pathways
	Verifying VRRS

	Configuration Examples for VRRS
	Example: Configuring VRRPv3 Control Groups
	Example: Configuring VRRS pathways

	Additional References
	Feature Information for Virtual Router Redundancy Service

	INDEX

