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Overview

NBAR?2 Protocol Pack 24.0.0 contains improvements to service discovery in enterprise networks, specifically
for Microsoft “Skype for Business” (previously “Lync”) servers.

Supported Platforms

NBAR?2 Protocol Pack 24.0.0 is supported on the following platforms:
* Cisco ASR 1000 Series Aggregation Services Routers (ASR1000)
* Cisco 4000 Series Integrated Services Routers (ISR4000)
* Cisco Integrated Services Routers Generation 2 (ISRG2)
* Cisco Cloud Services Router CSR 1000V

Supported Releases

NBAR Protocol Pack 24.0.0 is supported on the following releases:
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Release Notes for NBAR2 Protocol Pack 24.0.0

Built-in

Supported on Maintenance Releases

Cisco I0S XE 3.16.2S Version 15.5(3)S2 and later
maintenance releases of 3.16.(x)S/15.5(3)S(x)

Cisco IOS XE Denali 16.3.2 and later maintenance
releases of 16.3.x

Cisco IOS Version 15.5(3)M2 and later maintenance
releases of 15.5(3)M(x)

New Protocols in NBAR2 Protocol Pack 24.0.0

The table below lists the new protocols added in NBAR2 Protocol Pack 24.0.0 (protocols added since 23.0.0).

Protocol Name

Common Name

Long Description

ms-lync-control

Skype for Business
(MS-Lync) Control

Skype for Business (formerly Microsoft Lync) is a
communications and collaboration platform that brings
together an experience inspired by Skype with
enterprise-grade security, compliance, and control.

Features include presence, IM, voice and video calls, and
online meetings. Because it is built into Microsoft Office,
initiating chats, calls, and meetings is an integrated
experience within Office.

Deprecated Protocols in NBAR2 Protocol Pack 24.0.0

In this release, no protocols have changed status to deprecated.

Caveats in NBAR2 Protocol Pack 24.0.0

)

Note  If you have an account on Cisco.com, you can view information on select caveats, using the Bug Search

Tool (https://tools.cisco.com/bugsearch/search).

Currently, there are no new or newly resolved caveats in NBAR2 Protocol Pack 24.0.0.
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Downloading NBAR2 Protocol Pack 24.0.0 .

Downloading NBAR2 Protocol Pack 24.0.0

NBAR?2 Protocol Packs are available for download on the Cisco.com software download page (http://
WwWwWw.cisco.com/cisco/software/navigator.html). On the download page, specify a platform model to display
software available for download. One software option will be NBAR2 Protocol Packs.

Example
To display protocol packs available for the Cisco ASR 1001 platform, the navigation path is:

Products > Routers > Service Provider Edge Routers > ASR 1000 Series Aggregation Services Routers >
ASR 1001 Router

NBAR2 Protocol Pack 24.0.0
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Additional References

Related Documentation

Related Topic Document Title

Application Visibility and Control Cisco Application Visibility and Control User Guide

Classifying Network Traffic Using NBAR | Classifying Network Traffic Using NBAR module

NBAR Protocol Pack NBAR Protocol Pack module

QoS: NBAR Configuration Guide QoS: NBAR Configuration Guide, Cisco IOS XE 3S
QoS: NBAR Configuration Guide, Cisco IOS XE 16

QoS Command Reference Quality of Service Solutions Command Reference
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http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/NBAR_Protocol_Pack.html
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-16/qos-nbar-xe-16-book.html
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_book.html
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« AIRBNB, page 38
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3COM-AMP3

scom-AmP3 i

Name/CLI Keyword 3com-amp3

Full Name 3Com AMP3

Description Registered with IANA on port 629 TCP/UDP

Reference http://www.iana.org/assignments/service-names-port-numbers/
service-names-port-numbers.xml

Global ID L4:629

ID 538

Known Mappings

UDP Port 629

TCP Port 629

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

Default. From Cisco IOS XE 3.16S and 10S 15.5(3)M only.

Category other

Sub Category other

P2P Technology No

Encrypted No

Traffic Class Bulk data. From Cisco IOS XE 3.16S and IOS 15.5(3)M only.
Tunnel No

Underlying Protocols |-
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3COM-TSMUX

3COM-TSMUX

Protocols: 0-9, A

Name/CLI Keyword 3com-tsmux

Full Name 3Com TSMUX

Description Registered with IANA on port 106 TCP/UDP

Reference http://www.iana.org/assignments/service-names-port-numbers/
service-names-port-numbers.xml

Global ID L4:106

ID 977

Known Mappings

UDP Port 106

TCP Port 106

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

default. From Cisco I0S XE 3.16S and IOS 15.5(3)M only.

Category other
Sub Category other
P2P Technology No
Encrypted No

Traffic-class

bulk-data. From Cisco IOS XE 3.16S and 10S 15.5(3)M only.

Tunnel

No

Underlying Protocols
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3PC

e W

Name/CLI Keyword 3pc

Full Name Third Party Connect Protocol
Description Registered with IANA as IP Protocol 34
Reference http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xml
Global ID L3:34

ID 788

Known Mappings

UDP Port -

TCP Port -

IP Protocol 34

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

default. From Cisco IOS XE 3.16S and 10S 15.5(3)M only.

Category layer3-over-ip
Sub Category other

P2P Technology No
Encrypted No

Traffic-class

bulk-data. From Cisco I0S XE 3.16S and 10S 15.5(3)M only.

Tunnel

No

Underlying Protocols
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4CHAN

Protocols: 0-9, A

Name/CLI Keyword 4chan

Full Name 4chan
Description 4chan - Website that hosts found images and discussions on them.
Reference http://4chan.org
Global ID L7:763

ID 1693

Known Mappings

UDP Port 53,5353

TCP Port 53,80,443,5353
IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes
Application Group other

Category browsing

Sub Category other

P2P Technology No

Encrypted No

Tunnel No

Underlying Protocols | sslhttp,dns,quic
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58-CITY

ss-ciry i

Name/CLI Keyword 58-city

Full Name 58 City
Description 58 City - Classified information about 58 cities in China.
Reference http://58.com
Global ID L7:704

ID 1634

Known Mappings

UDP Port 53,5353

TCP Port 53,80,443,5353
IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes
Application Group other

Category browsing

Sub Category other

P2P Technology No

Encrypted No

Tunnel No

Underlying Protocols | sslhttp,dns,quic
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914C G

Protocols: 0-9, A

Name/CLI Keyword 914c/g

Full Name Texas Instruments 914 Terminal

Description Registered with IANA on port 211 TCP/UDP

Reference http://www.iana.org/assignments/service-names-port-numbers/
service-names-port-numbers.xml

Global ID L4:211

ID 1109

Known Mappings

UDP Port 211

TCP Port 211

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

business-relevant. From Cisco I0S XE 3.16S and IOS 15.5(3)M only.

Category net-admin

Sub Category remote-access-terminal
P2P Technology No

Encrypted No

Traffic-class

ops-admin-mgmt. From Cisco IOS XE 3.16S and IOS 15.5(3)M only.

Tunnel

No

Underlying Protocols
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IPFS

I |

Name/CLI Keyword 9pfs

Full Name oP

Description 9P(or thePlan 9 Filesystem ProtocolorStyx) is anetwork protocoldeveloped for
thePlan 9 from Bell Labsdistributed operating systemas the means of connecting
the components of a Plan 9 system. Files are key objects in Plan 9. They
representwindows, networkconnections,processes, and almost anything else
available in the operating system. UnlikeNFS, 9P encouragescachingand also
servingsynthetic files.

Reference http://en.wikipedia.org/wiki/9P

Global ID L4:564

ID 479

Known Mappings

UDP Port 564

TCP Port 564

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

default. From Cisco 10S XE 3.16S and IOS 15.5(3)M only.

Category net-admin
Sub Category storage
P2P Technology No
Encrypted No

Traffic-class

bulk-data. From Cisco IOS XE 3.16S and IOS 15.5(3)M only.

Tunnel

No
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[ LGS

Underlying Protocols | -
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ABC-NEWS

Asc-News [

Name/CLI Keyword abc-news

Full Name ABC
Description ABC - Web Portal for television network.
Reference http://abc.com
Global ID L7:721

ID 1651

Known Mappings

UDP Port 53,5353

TCP Port 53,80,443,5353
IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes
Application Group other

Category browsing

Sub Category other

P2P Technology No

Encrypted No

Tunnel No

Underlying Protocols | sslhttp,dns,quic

NBAR2 Protocol Pack 24.0.0 -


http://abc.com

Il Acar

ACAP

Protocols: 0-9, A

Name/CLI Keyword acap

Full Name Application Configuration Access Protocol

Description The Application Configuration Access Protocol (ACAP) is a protocol for storing
and synchronizing general configuration and preference data. It was originally
developed so that IMAP clients can easily access address books, user options,
and other data on a central server and be kept in sync across all clients.

Reference http://www.ietf.org/rfc/rfc2244. txt

Global ID L4:674

ID 582

Known Mappings

UDP Port 674

TCP Port 674

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

business-relevant. From Cisco I0S XE 3.16S and IOS 15.5(3)M only.

Category

net-admin

Sub Category

network-management

P2P Technology

No

Encrypted

No

Traffic-class

ops-admin-mgmt. From Cisco IOS XE 3.16S and IOS 15.5(3)M only.

Tunnel

No

Underlying Protocols

- NBAR2 Protocol Pack 24.0.0


http://www.ietf.org/rfc/rfc2244.txt
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Il Acas

ACAS

Protocols: 0-9, A

Name/CLI Keyword acas

Full Name ACA Services

Description Registered with IANA on port 62 TCP/UDP

Reference http://www.iana.org/assignments/service-names-port-numbers/
service-names-port-numbers.xml

Global ID L4:62

ID 939

Known Mappings

UDP Port 62

TCP Port 62

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

default. From Cisco IOS XE 3.16S and I10S 15.5(3)M only.

Category other
Sub Category other
P2P Technology No
Encrypted No

Traffic-class

bulk-data. From Cisco IOS XE 3.16S and 10S 15.5(3)M only.

Tunnel

No

Underlying Protocols

- NBAR2 Protocol Pack 24.0.0


http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

Protocols: 0-9, A

ACCESSBUILDER

AccessBUILDER [

Name/CLI Keyword accessbuilder

Full Name AccessBuilder

Description AccessBuilder (Access Builder) is a family of dial-in remote access servers that
give mobile computer users and remote office workers full access to workgroup,
departmental, and enterprise network resources. Remote users dial into
AccessBuilder via analog or digital connections to get direct, transparent links
to Ethernet and Token Ring LANs-just as if they were connected locally.
AccessBuilder products support a broad range of computing platforms, network
operating systems, and protocols to fit a variety of network environments. They
provide multi-protocol bridging and routing for wide area Client-to-LAN
connections and remote LAN extensions to the central site.

Reference http://www.all3com.com/accessbuilder.html

Global ID L4:888

ID 662

Known Mappings

UDP Port 888

TCP Port 888

IP Protocol -

IP Version

IPv4 Support Yes

IPv6 Support Yes

Application Group other

Business Relevance

default. From Cisco 10S XE 3.16S and IOS 15.5(3)M only.

Category other
Sub Category other
P2P Technology No
Encrypted No

Traffic-class

bulk-data. From Cisco IOS XE 3.16S and I0S 15.5(3)M only.

NBAR2 Protocol Pack 24.0.0 -
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