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Cisco Easy VPN Remote

This document provides information on configuring and monitoring the Cisco Easy VPN Remote feature
to create IPsec Virtual Private Network (VPN) tunnels between a supported router and an Easy VPN
server (Cisco 10S router, VPN 3000 concentrator, or Cisco PI1X Firewall) that supports this form of IPsec
encryption and decryption.

Finding Feature Information, page 1

Prerequisites for Cisco Easy VPN Remote, page 1

Restrictions for Cisco Easy VPN Remote, page 2

Information About Cisco Easy VPN Remote, page 4

How to Configure Cisco Easy VPN Remote, page 37
Configuration Examples for Cisco Easy VPN Remote, page 70
Additional References, page 101

Feature Information for Easy VPN Remote, page 105
Glossary, page 109

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see a list of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Prerequisites for Cisco Easy VPN Remote

Cisco Easy VPN Remote Feature

A Cisco 800 series router running Cisco 10S Release 12.2(15)T, 12.3(2)T, 12.3(4)T, 12.3(7)T, or
12.3(7)XR2 configured as a Cisco Easy VPN remote.

A Cisco 1700 series router running Cisco 10S Release 12.2(15)T, 12.3(2)T, 12.3(4)T, 12.3(7)T, or
12.3(7)XR, configured as a Cisco Easy VPN remote.

A Cisco 1800 series fixed configuration router running Cisco 10S Release 12.3(8) Y.

A Cisco uBR905 or Cisco uBR925 cable access router running Cisco 10S Release 12.2(15)T,
configured as a Cisco Easy VPN remote.
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Cisco Easy VPN Remote

. Restrictions for Cisco Easy VPN Remote

Another Cisco router or VPN concentrator that supports the Cisco Easy VPN Server feature and that is
configured as a Cisco 10S Easy VPN server. See the “Prerequisites for Cisco Easy VPN Remote,

page 1” section for a detailed list.

A Dynamic Host Configuration Protocol (DHCP) server pool must be configured, for details see the
DHCP Features Roadmap.

An Easy VPN Server must be configured, for details see Easy VPN Server.

Optionally, an Easy VPN Server on a Cisco PIX Firewall can be configured, for details see Easy VPN
Server.

Reactivate Primary Peer Feature

An existing Easy VPN remote configuration can be enhanced to accommodate the Reactivate Primary
Peer feature using the peer command (and default keyword) and the idle-time command. After the
tunnel between the Easy VPN remote and a nondefault peer is working, the Reactivate Primary Peer
features takes effect, that is, the Easy VPN remote periodically tries to check the connectivity with the
primary peer. Any time the Easy VPN remote detects that the link is working, the Easy VPN remote
tears down the existing connection and brings up the tunnel with the primary peer.

Restrictions for Cisco Easy VPN Remote

Required Easy VPN Servers

The Cisco Easy VPN Remote feature requires that the destination peer be a Cisco 10S Easy VPN server or
VPN concentrator that supports the Cisco Easy VPN Server feature. At the time of publication, servers or
concentrators that support this feature include the following platforms when running the indicated software
releases:

Cisco 806, Cisco 826, Cisco 827, Cisco 828, Cisco 831, Cisco 836, and Cisco 837 routers--Cisco 10S
Release 12.2(8)T or later release. Cisco 800 series routers are not supported in Cisco 10S Release
12.3(7)XR, but they are supported in Cisco 10S Release 12.3(7)XR2.

Cisco 870 series--Cisco 10S Release 12.3(8)YI1.

Cisco 1700 series--Cisco 10S Release 12.2(8)T or later release.

Cisco 1800 series fixed configuration router--Cisco 10S Release 12.3(8) Y.
Cisco 1812 router--Cisco 10S Release 12.3(8)YH.

Cisco 2600 series--Cisco 10S Release 12.2(8)T or later release.

Cisco 3620--Cisco 10S Release 12.2(8)T or later release.

Cisco 3640--Cisco 10S Release 12.2(8)T or later release.

Cisco 3660--Cisco 10S Release 12.2(8)T or later release.

Cisco 7100 series VPN routers--Cisco 10S Release 12.2(8)T or later release.
Cisco 7200 series routers--Cisco 10S Release 12.2(8)T or later release.
Cisco 7500 series routers--Cisco 10S Release 12.2(8)T or later release.
Cisco PIX 500 series--Software Release 6.2 or later release.

Cisco VPN 3000 series--Software Release 3.11 or later release.

Only ISAKMP Policy Group 2 Supported on Easy VPN Servers

The Unity Protocol supports only Internet Security Association Key Management Protocol (ISAKMP)
policies that use group 2 (1024-bit Diffie-Hellman) Internet Key Exchange (IKE) negotiation, so the Easy
VPN server being used with the Cisco Easy VPN Remote feature must be configured for a group 2
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Cisco Easy VPN Remote

Note

Restrictions for Cisco Easy VPN Remote .

ISAKMP policy. The Easy VPN server cannot be configured for ISAKMP group 1 or group 5 when being
used with a Cisco Easy VPN client.

Transform Sets Supported

To ensure a secure tunnel connection, the Cisco Easy VPN Remote feature does not support transform sets
that provide encryption without authentication (ESP-DES and ESP-3DES) or transform sets that provide
authentication without encryption (ESP-NULL ESP-SHA-HMAC and ESP-NULL ESP-MD5-HMAUC).

The Cisco Unity Client Protocol does not support Authentication Header (AH) authentication, but
Encapsulation Security Protocol (ESP) is supported.

Dial Backup for Easy VPN Remotes
Line-status-based backup is not supported in this feature.

Network Address Translation Interoperability Support
Network Address Translation (NAT) interoperability is not supported in client mode with split tunneling.

Multicast and Static NAT

Multicast and static NAT are supported only for Easy VPN remotes using dynamic virtual tunnel interfaces
(DVTIs).

Virtual IPsec Interface Restrictions

¢ For the Virtual IPsec Interface Support feature to work, virtual templates support is needed.
e If you are using a virtual tunnel interface on the Easy VPN remote device, it is recommended that you
configure the server for a virtual tunnel interface.

Dual Tunnel Support

The following restrictions apply if you are using dual tunnels that share common inside and outside
interfaces:

e If dual tunnels are configured, one of the tunnels should have a split tunnel configured on the server.

* Web Intercept can be configured for only one of the tunnels. Web Intercept should not be used for the
voice tunnel.

« Web Intercept cannot be used for IP phones until authorization proxy becomes aware of how to bypass
the IP phone.

e Some features, such as Pushing a Configuration URL Through a Mode-Configuration Exchange, can
be used only through a single tunnel.

¢TCP Support on Easy VPN Clients

e CTCP listens on only up to 10 ports.
« If there are other applications registered for the port on which cTCP is enabled, those applications will
not work.

Easy VPN Configuration Guide Cisco 10S Release 12.2SR .



Benefits of the Cisco Easy VPN Remote Feature

. Information About Cisco Easy VPN Remote

Universal Client Mode Using DHCP

The Easy VPN Remote feature does not support universal client mode using DHCP.

Local-Traffic Triggered Activation

This feature helps to set up the Easy VPN connection with locally generated interesting traffic.

Preconditions

Easy VPN should be configured in Connect ACL mode.

The local traffic feature will be enabled only when at least one inactive EasyVVPN tunnel is in connect
ACL mode.

The local traffic feature will be automatically disabled for the following conditions: all the Easy VPN
tunnels in Connect ACL mode are active, and when none of the VPN client configuration are in
Connect ACL mode.

Cascaded ACLs

Cascaded ACLs are used to add new networks in the Easy VPN interest list. None of the entries in ACL
should match the inside interface network. If a match occurs, Easy VPN fails to create NAT rules and,
hence, packets will not be translated by Easy VPN.

Information About Cisco Easy VPN Remote

Benefits of the Cisco Easy VPN Remote Feature, page 4

Cisco Easy VPN Remote Overview, page 5

Modes of Operation, page 5

Authentication with Cisco Easy VPN Remote, page 8

Tunnel Activation Options, page 17

Dead Peer Detection Stateless Failover Support, page 18

Cisco Easy VPN Remote Features, page 19

Easy VPN Server on a VPN 3000 Series Concentrator, page 34

Benefits of the Cisco Easy VPN Remote Feature

Allows dynamic configuration of end-user policy, requiring less manual configuration by end users
and field technicians, thus reducing errors and further service calls.

Allows the provider to change equipment and network configurations as needed, with little or no
reconfiguration of the end-user equipment.

Provides for centralized security policy management.

Enables large-scale deployments with rapid user provisioning.

Eliminates the need for end users to purchase and configure external VPN devices.

Eliminates the need for end users to install and configure Easy VPN Client software on their PCs.
Offloads the creation and maintenance of the VPN connections from the PC to the router.
Reduces interoperability problems between the different PC-based software VPN clients, external
hardware-based VPN solutions, and other VPN applications.

Sets up a single IPsec tunnel regardless of the number of multiple subnets that are supported and the
size of the split-include list.
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Information About Cisco Easy VPN Remote .

Cisco Easy VPN Remote Overview

Cable modems, xDSL routers, and other forms of broadband access provide high-performance connections
to the Internet, but many applications also require the security of VPN connections that perform a high
level of authentication and that encrypt the data between two particular endpoints. However, establishing a
VPN connection between two routers can be complicated and typically requires tedious coordination
between network administrators to configure the VPN parameters of the two routers.

The Cisco Easy VPN Remote feature eliminates much of this tedious work by implementing Cisco Unity
Client Protocol, which allows most VPN parameters to be defined at a Cisco 10S Easy VPN server. This
server can be a dedicated VPN device, such as a Cisco VPN 3000 concentrator or a Cisco PIX Firewall or a
Cisco 10S router that supports the Cisco Unity Client Protocol.

After the Cisco Easy VPN server has been configured, a VPN connection can be created with minimal
configuration on an Easy VPN remote, such as a Cisco 800 series router or a Cisco 1700 series router.
When the Easy VPN remote initiates the VPN tunnel connection, the Cisco Easy VPN server pushes the
IPsec policies to the Easy VPN remote and creates the corresponding VPN tunnel connection.

The Cisco Easy VPN Remote feature provides for automatic management of the following details:

¢ Negotiating tunnel parameters, such as addresses, algorithms, and lifetime.

e Establishing tunnels according to the parameters that were set.

« Automatically creating the NAT or Port Address Translation (PAT) and associated access lists that are
needed, if any.

¢ Authenticating users, that is, ensuring that users are who they say they are by way of usernames, group
names, and passwords.

* Managing security keys for encryption and decryption.

< Authenticating, encrypting, and decrypting data through the tunnel.

Modes of Operation

The Cisco Easy VPN Remote feature supports three modes of operation: client, network extension, and
network extension plus:

¢ Client--Specifies that NAT or PAT be done so that the PCs and other hosts at the remote end of the
VPN tunnel form a private network that does not use any IP addresses in the IP address space of the
destination server.

An enhancement has been made so that the IP address that is received via mode configuration is
automatically assigned to an available loopback interface. The IPsec security associations (SAs) for this IP
address are automatically created by Easy VPN Remote. The IP address is typically used for
troubleshooting (using ping, Telnet, and Secure Shell).

¢ Network extension--Specifies that the PCs and other hosts at the client end of the VPN tunnel should
be given IP addresses that are fully routable and reachable by the destination network over the
tunneled network so that they form one logical network. PAT is not used, which allows the client PCs
and hosts to have direct access to the PCs and hosts at the destination network.

* Network extension plus (mode network-plus)--ldentical to network extension mode with the additional
capability of being able to request an IP address via mode configuration and automatically assign it to
an available loopback interface. The IPsec SAs for this IP address are automatically created by Easy
VPN Remote. The IP address is typically used for troubleshooting (using ping, Telnet, and Secure
Shell).
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Cisco Easy VPN Remote

. Client Mode and Network Extension Mode Scenarios

A

Note This functionality is supported only when the Cisco Easy VPN server and the Cisco Easy VPN client have
the same type of Easy VPN configuration. In other words, both must use a Legacy Easy VPN
configuration, or both must use a DVTI configuration.

All modes of operation also optionally support split tunneling, which allows secure access to corporate
resources through the VPN tunnel while also allowing Internet access through a connection to an Internet
service provider (ISP) or other service--thereby eliminating the corporate network from the path for web
access.

e Client Mode and Network Extension Mode Scenarios, page 6

Client Mode and Network Extension Mode Scenarios

The figure below illustrates the client mode of operation. In this example, the Cisco 831 router provides
access to two PCs, which have IP addresses in the 10.0.0.0 private network space. These PCs connect to the
Ethernet interface on the Cisco 831 router, which also has an IP address in the 10.0.0.0 private network
space. The Cisco 831 router performs NAT or PAT translation over the VPN tunnel so that the PCs can
access the destination network.

Figure 1 Cisco Easy VPN Remote Connection
10.0.0.3 192 168 100.x
LTINS Easy VPN server
10.0.0.2 e ~ VPNtunnel 7 45
. Internet ? %
Cisco 831 g J
(Easy VPN remote) s e
—_
10.0.0.4 5

== b ]

Y

Note The figure above could also represent a split tunneling connection, in which the client PCs can access
public resources in the global Internet without including the corporate network in the path for the public
resources.

The figure below also illustrates the client mode of operation, in which a VPN concentrator provides
destination endpoints to multiple xDSL clients. In this example, Cisco 800 series routers provide access to
multiple small business clients, each of which uses IP addresses in the 10.0.0.0 private network space. The

Easy VPN Configuration Guide Cisco 10S Release 12.2SR
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Client Mode and Network Extension Mode Scenarios .

Cisco 800 series routers perform NAT or PAT translation over the VPN tunnel so that the PCs can access
the destination network.

Figure 2 Cisco Easy VPN Remote Connection (Using a VPN Concentrator)
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The figure below illustrates the network extension mode of operation. In this example, the Cisco 831 router
and Cisco 1700 series router both act as Cisco Easy VPN remote devices, connecting to a Cisco VPN 3000
concentrator.

The client hosts are given IP addresses that are fully routable by the destination network over the tunnel.
These IP addresses could be either in the same subnet space as the destination network or in separate
subnets, assuming that the destination routers are configured to properly route those IP addresses over the
tunnel.

In this example, the PCs and hosts attached to the two routers have IP addresses that are in the same
address space as the destination enterprise network. The PCs connect to the Ethernet interface of the Cisco
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Client Mode and Network Extension Mode Scenarios

831 router, which also has an IP address in the enterprise address space. This scenario provides a seamless
extension of the remote network.

Figure 3 Cisco Easy VPN Network Extension Connection
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Authentication with Cisco Easy VPN Remote

The Cisco Easy VPN Remote feature supports a two-stage process for authenticating the remote router to
the central concentrator. The first step is Group Level Authentication and is part of the control channel
creation. In this first stage, two types of authentication credentials can be used: either preshared keys or
digital certificates. The following paragraphs provide details about these options.

The second authentication step is called Extended Authentication or Xauth. In this step, the remote side (in
this case the Easy VPN router) submits a username and password to the central site router. This step is the
same process as that which occurs when a user of the Cisco VPN software client on a PC enters his or her
username and password to activate his or her VPN tunnel. When using the router, the difference is that the
router itself is being authenticated to the network, not a PC with Cisco VPN Client software. Xauth is an
optional step (it can be disabled) but is normally enabled to improve security. After Xauth is successful and
the tunnel comes up, all PCs behind the Easy VPN remote router have access to the tunnel.

If Xauth is enabled, it is key to decide how to input the username and password. There are two options. The
first option is to store the Xauth username and password in the configuration file of the router. This option
is typically used if the router is shared between several PCs and the goal is to keep the VPN tunnel up all
the time (see the section “Automatic Activation, page 17”) or to have the router automatically bring up

the tunnel whenever there is data to be sent (see the section “Traffic-Triggered Activation, page 17”). An
example of this application is a branch office situation, in which the users in the branch office want the
VPN tunnel to be available whenever they have data to send and do not want to have to do anything special
to activate the VPN tunnel. If the PCs in the branch office must be individually authenticated on the basis
of the ID of each user, the correct configuration is to put the Easy VPN router in Automatic Activation
mode to keep the tunnel “up” all the time and to use Cisco 10S Authentication Proxy or 802.1x to
authenticate the individual PCs. Because the tunnel is always up, Authentication Proxy or 802.1x can
access a central site user database such as AAA/RADIUS to authenticate the individual user requests as
they are submitted by PC users. (See the “Authentication with Cisco Easy VPN Remote, page 8” sections
“General information on IPsec and VPN” for a reference to configuring Authentication Proxy and “802.1x
authentication” for a reference to configuring 802.1x authentication.)
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Use of Preshared Keys .

The second option for entry of the Xauth username and password is not to store it on the router. Instead, a
PC user who is connected to the router is presented with a special web page that allows the user to
manually enter the username and password (see the section “Manual Activation, page 17”). The router
sends the username and password to the central site concentrator, and if the username and password are
correct, the tunnel comes up. The typical application for this configuration is a teleworker network. The
teleworker wants to control when the tunnel is up and has to enter his or her personal user credentials
(which could include one-time passwords) to activate the tunnel. Also, the network administrator may want
teleworker tunnels up only when someone is using them to conserve resources on the central concentrators.
(See the section “Web-Based Activation, page 10” for details about this configuration.)

The Xauth username and password can also be manually entered from the command-line interface (CLI) of
the router. This method is not recommended for most situations because the user must first log in to the
router (and needs a user ID on the router to do so). However, it can be useful for network administrators
during troubleshooting.

« Use of Preshared Keys, page 9

« Use of Digital Certificates, page 9

e Use of Xauth, page 9

« Web-Based Activation, page 10

e 802.1x Authentication, page 16

Use of Preshared Keys

Using preshared keys, each peer is aware of the key of the other peer. Preshared keys are displayed in
running configurations, so they can be seen by anyone (referred to as clear format). When a more secure
type of authentication is required, Cisco software also supports another type of preshared key: the
encrypted preshared key.

Using an encrypted preshared key for authentication allows you to securely store plain-text passwords in
type 6 (encrypted) format in NVRAM. A group preshared key can be preconfigured on both VPN-tunnel
peers. The encrypted form of the keyword can be seen in the running configuration, but the actual keyword
is not visible. (For more information about encrypted preshared keys, see Encrypted Preshared Key.)

Use of Digital Certificates

)

Digital certificates provide for the support of Rivest, Shamir, and Adelman (RSA) signatures on Easy VPN
remote devices. The support is provided through a RSA certificate that can be stored on or off the remote
device.

Note The recommended timeout for Easy VPN using digital certificates is 40 seconds.
For more information about digital certificates, see the Easy VPN Remote RSA Signature Support feature
guide, Release 12.3(7)T1.
Use of Xauth

Xauth is an additional level of authentication that can be used. Xauth is applicable when either group
preshared keys or digital certificates are used. Xauth credentials can be entered using a web interface
manager, such as Security Device Manager (SDM), or using the CLI. (See the section “Cisco Easy VPN
Remote Web Managers, page 23.”)

The Save Password feature allows the Xauth username and password to be saved in the Easy VPN Remote
configuration so that you are not required to enter the username and password manually. One-Time
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Passwords (OTPs) are not supported by the Save Password feature and must be entered manually when
Xauth is requested. The Easy VPN server must be configured to “Allow Saved Passwords.” (For more
information about how to configure the Save Password feature, see the section “Dead Peer Detection
Periodic Message Option, page 24.”)

Xauth is controlled by the Easy VPN server. When the Cisco IOS Easy VPN server requests Xauth
authentication, the following messages are displayed on the console of the router:

EZVPN: Pendi ng XAuth Request, Pl ease enter the follow ng conmand:
crypto ipsec client ezvpn xauth

When you see this message, you can provide the necessary user ID, password, and other information by
entering the crypto ipsec client ezvpn connect command and responding to the prompts that follow.

The recommended Xauth timeout is 50 seconds or fewer.

A

Note The timeout for entering the username and password is determined by the configuration of the Cisco 10S
Easy VPN server. For servers running Cisco 10S software, this timeout value is specified by the crypto
isakmp xauth timeout command.

Web-Based Activation

Web-Based Activation provides a user-friendly method for a remote teleworker to authenticate the VPN
tunnel between his or her remote Easy VPN router and the central site router. This feature allows
administrators to set up their remote LANSs so that the initial HTTP request that is coming from any of the
remote PCs is intercepted by the remote Easy VPN router. A login page is returned to the user, whereby the
user may enter credentials to authenticate the VPN tunnel. After the VPN tunnel comes up, all users behind
this remote site can access the corporate LAN without being reprompted for the username and password.
Alternatively, the user may choose to bypass the VPN tunnel and connect only to the Internet, in which
case a password is not required.

A typical application for web-based activation is a home teleworker who brings up the Easy VPN tunnel
only when he or she needs to connect to the corporate LAN. If the remote teleworker is not present, other
members of the household (such as a spouse or children) can use the Internet Only option to browse the
Internet without activating the VPN tunnel. The figure below shows a typical scenario for web-based

activation.

Figure 4 Typical Web-Based Activation Scenario
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Web-Based Activation Portal Page .

Note Entering the Xauth credentials brings up the tunnel for all users who are behind this remote site. After the
tunnel is up, any additional PCs that are behind the remote site do not get prompted for Xauth credentials.
Web-Based Activation is an authentication to bring up the VPN tunnel for all remote PCs and cannot be
considered individual user authentication. Individual user authentication for VPN tunnel access is available
using the Cisco 10S Authentication Proxy or 802.1x features, which can be configured on the remote Easy
VPN router. (See the “Web-Based Activation, page 10” sections “General information on IPsec and VPN”
for a reference to configuring Authentication Proxy and “802.1x authentication” for a reference to
configuring 802.1x authentication.)

To configure web-based activation, see the section “Configuring Web-Based Activation, page 63.”

The following sections show the various screen shots that a remote teleworker sees when the Web-Based
Activation feature is turned on:

Web-Based Activation Portal Page, page 11
VPN Authentication Bypass, page 12

VPN Tunnel Authentication, page 14
Successful Authentication, page 14
Deactivation, page 15

Web-Based Activation Portal Page

The figure below is an example of a web-based activation portal page. The user may choose to connect to
the corporate LAN by clicking Connect Now or he or she may choose to connect only to the Internet by
clicking Internet Only.
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A

Note

If the user chooses to connect only to the Internet, a password is not required.

Figure 5 Portal Page
Eile Edit \View Go Bookmarks Tools Help @
@ -~ @ 8 @ ] http: //www.cisco.com/ j ]@:

VPN tunnel Activation Tool

Click on the "Connect Now" button to bring up the tunnel. If you wish to bypass the authentication
process and browse the internet, click on "Internet Only"

i Connect Mow | ‘ Bring up the VPN Tunnel

No VPN Connection: Direct Internet access
Internet Only | only

1 Done

VPN Authentication Bypass

The figure below is an example of a web-based activation in which the user chose to connect only to the

127240

Internet by clicking the Internet Only option. This option is most useful for household members who need
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VPN Authentication Bypass .

to browse the Internet while the remote teleworker is not available to authenticate the VPN tunnel for
corporate use.

Figure 6 VPN Authentication Bypass Page
| File Edit View Go Bookmarks Tools Help @
@-2-2 8 B |L| http: //www cisco.com/ :! I_@,

Log In | Register | Contacts & Feedback | Help | Site Map | Select a Location / Lan

Cisco SYSTEMS

Search:

Products & CELEBRATING 20 YEARS
Solptions NEXT GENERATION SN I
iz " NETWORK FIEWARED,,

Technical Support »

Learning &
Partners & R/

+»Log In to access
additional tools an
content.
+MNew User? Regist
Now.

VPN Authentication Bypassed ! e | TS0

Technical
Documentation
Partner Locator

Find a Service Prov
Security at Cisco

Career Certitication
Government Affairs
Discussion Forums

) VPN Authentication Bypass

About Cisco
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Connect | COMMUNICATION.
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+ LEARN MORE

Privacy Statement, Cookie Policy and

Done

If the Web-Based Activation window is mistakenly closed, to connect again, a user should follow this two-
step process:

1 Inabrowser, type “http://routeripaddress/ezvpn/bypass” and try to connect to the URL. Entering this
URL clears the bypass state that was created for your IP address (when the “Internet only” button was
pressed). If you get a message saying that no such page is found, it does not matter because the only
purpose of accessing the URL is to clear the bypass state.

2 After clearing the bypass state, you can browse to any external site. The Connect and Bypass page
appears again. You can connect to VPN by pressing the Connect button.

Easy VPN Configuration Guide Cisco 10S Release 12.2SR
I



Cisco Easy VPN Remote
. VPN Tunnel Authentication

VPN Tunnel Authentication

The figure below is an example of a web-based activation in which the user chose to connect to the
corporate LAN by entering a username and password. After the user is successfully authenticated, the Easy
VPN tunnel is brought up for this remote site. If there are multiple PCs behind this remote site, none of the

additional users who are connecting to the corporate LAN will be requested for the Xauth credentials
because the tunnel is already up.

Figure 7 VPN Tunnel Authentication
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Successful Authentication
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Deactivation .

The figure below is an example of a successful activation. If the user chooses to deactivate the VPN tunnel,
he or she should click the Disconnect button. After the IKE security association (SA) times out (the default
value is 24 hours), the remote teleworker has to enter the Xauth credentials to bring up the tunnel.

Figure 8 Successful Activation
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The figure below is an example of a VPN tunnel that has been deactivated successfully. The page
automatically closes in 5 seconds.

Figure 9

VPN Tunnel Deactivated Successfully
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802.1x Authentication

The 802.1x Authentication feature allows you to combine Easy VPN client mode operation with 802.1x
authentication on Cisco 10S routers. For more information about this feature, see “802.1 Authentication” in
the section “Additional References, page 101.”
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Tunnel Activation Options

There are three tunnel activation options:

* Automatic activation
e Manual activation
« Traffic-triggered activation (not available in Cisco 10S Release 12.3(11)T)

Tunnel connect and disconnect options are available with SDM.

» Automatic Activation, page 17
e Manual Activation, page 17
» Traffic-Triggered Activation, page 17

Automatic Activation

The Cisco Easy VPN tunnel is automatically connected when the Cisco Easy VPN Remote feature is
configured on an interface. If the tunnel times out or fails, the tunnel automatically reconnects and retries
indefinitely.

To specify automatic tunnel control on a Cisco Easy VPN remote device, you need to configure the crypto
ipsec client ezvpn command and then the connect auto command. However, you do not need to use these
two commands when you are creating a new Easy VPN remote configuration because the default is
“automatic.”

To disconnect or reset a particular tunnel, you should use the clear crypto ipsec client ezvpn command, or
you can use SDM.

Manual Activation

The Cisco Easy VPN Remote software implements manual control of the Cisco Easy VPN tunnels so that
you can establish and terminate the tunnel on demand.

To specify manual tunnel control on a Cisco Easy VPN remote device, you need to input the crypto ipsec
client ezvpn command and then the connect manual command.

The manual setting means that the Cisco Easy VPN remote will wait for a command before attempting to
establish the Cisco Easy VPN Remote connection. When the tunnel times out or fails, subsequent
connections will also have to wait for the command.

If the configuration is manual, the tunnel is connected only after you issue the command crypto ipsec
client ezvpn connect .

To disconnect or reset a particular tunnel, you should use the clear crypto ipsec client ezvpn command, or
you can use SDM.

See the “Configuring Manual Tunnel Control, page 42” section for specific information on how to
configure manual control of a tunnel.

Traffic-Triggered Activation
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A

Note

This feature is not available in Cisco 10S Release 12.3(11)T.

The Traffic-Triggered Activation feature is recommended for transactional-based VPN applications. It is
also recommended for use with the Easy VPN dial backup feature for the backup Easy VPN configuration
so that backup is activated only when there is traffic to send across the tunnel.

To use Access Control List (ACL) tunnel control, you must first describe the traffic that is considered
“interesting.” For more information about ACLs, refer to the “ IP Access List Overview ” chapter of the
Cisco 10S Security Configuration Guide: Securing the Data Plane . To actually configure an ACL-
triggered tunnel, use the crypto ipsec client ezvpn command with the connect acl command.

Dead Peer Detection Stateless Failover Support

Two options are available for configuring Dead Peer Detection Stateless Failover Support:

« Backup Server List Local Configuration
» Backup Server List Auto Configuration

« Backup Server List Local Configuration, page 18
e Backup Server List AutoConfiguration, page 18

Backup Server List Local Configuration

Backup Server List Local Configuration allows users to enter multiple peer statements. With this feature
configured, if the client is connecting to a peer and the negotiation fails, Easy VPN fails over to the next
peer. This failover continues through the list of peers. When the last peer is reached, Easy VPN rolls over
to the first peer. The IKE and IPsec SAs to the previous peer are deleted. Multiple peer statements work for
both IP addresses as well as for hostnames. Setting or unsetting the peer statements will not affect the order
of the peer statements.

To use this feature, use the peer command after the crypto ipsec client ezvpn command.

Backup Server List AutoConfiguration

Note

Easy VPN remote that is based on Cisco 10S software can have up to 10 backup servers configured for
redundancy. The Backup Server feature allows the Easy VPN server to “push” the backup server list to the
Easy VPN remote.

The backup list allows the administrator to control the backup servers to which a specific Easy VPN remote
will connect in case of failure, retransmissions, or dead peer detection (DPD) messages.

Before the backup server feature can work, the backup server list has to be configured on the server.

How a Backup Server Works

If remote A goes to server A and the connection fails, remote A goes to server B. If server B has a backup
list configured, that list will override the backup server list of server A. If the connection to server B fails,
remote A will continue through the backup servers that have been configured.
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Backup Server List AutoConfiguration .

Note If you are in auto mode and you have a failure, you will transition automatically from server A to server B.
However, if you are in manual mode, you have to configure the transition manually. To configure the
transition manually, use the crypto ipsec client ezvpn command with the connect keyword.

No new configuration is required at the Easy VPN remote to enable this feature. If you want to display the
current server, you can use the show crypto ipsec client ezvpn command. If you want to find out which
peers were pushed by the Easy VPN server, you can use the same command.

To troubleshoot this feature, use the debug crypto ipsec client ezvpn command. If more information is
needed for troubleshooting purposes, use the debug crypto isaskmp command. The show crypto ipsec
client ezvpn command may also be used for troubleshooting.

Cisco Easy VPN Remote Features

The Cisco Easy VPN Remote feature is a collection of features that improves the capabilities of the Cisco
Easy VPN Remote feature introduced in Cisco 10S Release 12.2(4)YA. The Cisco Easy VPN Remote
feature includes the following:

Default Inside Interface, page 20

Multiple Inside Interfaces, page 20

Multiple Outside Interfaces, page 20

VLAN Support, page 21

Multiple Subnet Support, page 21

NAT Interoperability Support, page 21

Local Address Support, page 22

Peer Hostname, page 22

Proxy DNS Server Support, page 22

Cisco 10S Firewall Support, page 23

Easy VPN Remote and Server on the Same Interface, page 23
Easy VPN Remote and Site to Site on the Same Interface, page 23
Cisco Easy VPN Remote Web Managers, page 23

Dead Peer Detection Periodic Message Option, page 24

Load Balancing, page 24

Management Enhancements, page 24

PFS Support, page 24

Dial Backup, page 25

Virtual IPsec Interface Support, page 26

Dual Tunnel Support, page 29

Banner, page 32

Configuration Management Enhancements (Pushing a Configuration URL Through a Mode-

Configuration Exchange), page 32

Reactivate Primary Peer, page 32
Identical Addressing Support, page 33
cTCP Support on Easy VPN Clients, page 34
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Default Inside Interface

Easy VPN Remote supports the autoconfiguration of the default Easy VPN inside interface for Cisco 800
series routers. The interface Ethernet 0 is the default inside interface.

If you want to disable the default inside interface and configure another inside interface on the Cisco 800

series router, you must configure the other inside interface first and then disable the default inside interface.

You can use the following command to disable the default inside interface:

no crypto ipsec client ezvpn
name i nsi de

If you did not configure the other inside interface first before disabling the default inside interface, you will
receive a message such as the following (see lines three and four):

Rout er (config)# interface ethernetO

Rout er (config-if)# no crypto ipsec client ezvpn hwclient inside
Cannot renove the single inside interface unless

one other inside interface is configured

Multiple Inside Interfaces

Inside interface support is enhanced in the Cisco Easy VPN Remote feature to support multiple inside
interfaces for all platforms. Inside interfaces can be configured manually with the enhanced command.:

interface
interface-namecrypt o i psec client ezvpn

name [ out si de
| inside

Note Multiple inside interfaces are supported only when the Cisco Easy VPN server and the Cisco Easy VPN
client have the same type of Easy VPN configuration. In other words, both must use a Legacy Easy VPN
configuration, or both must use a DVTI configuration.

See the “Configuring Multiple Inside Interfaces, page 45” section for information on how to configure
more than one inside interface.

Multiple inside interfaces offer the following capabilities:

e Up to eight inside interfaces are supported on the Cisco 800 and Cisco 1700 series routers.

¢ At least one inside interface must be configured for each outside interface; otherwise, the Cisco Easy
VPN Remote feature does not establish a connection.

« Adding a new inside interface or removing an existing inside interface automatically resets the Cisco
Easy VPN Remote connection (the currently established tunnel). You must reconnect a manually
configured tunnel, and if Xauth is required by the Cisco Easy VPN server, the user is reprompted. If
you have set the Cisco Easy VPN Remote configuration to connect automatically and no Xauth is
required, no user input is required.

* Inside interfaces that are configured or the default setting can be shown by using the show crypto
ipsec client ezvpn command.

Multiple Outside Interfaces

The Easy VPN Remote feature supports one Easy VPN tunnel per outside interface. You can configure up
to four Easy VPN tunnels per Cisco router. Each Easy VPN tunnel can have multiple inside interfaces
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configured, but they cannot overlap with another Easy VPN tunnel unless dial backup is configured. For
more information about dial backup, see the section “Dial Backup, page 25.” To configure multiple
outside interfaces, use the crypto ipsec client ezvpn command and outside keyword.

To disconnect or clear a specific tunnel, the clear crypto ipsec client ezvpn command specifies the IPsec
VPN tunnel name. If there is no tunnel name specified, all existing tunnels are cleared.

See the “Configuring Multiple Outside Interfaces, page 47” section for more information on configuring
more than one outside interface.

VLAN Support

VLAN support allows VLANSs to be configured as valid Easy VPN inside interfaces, which was not
possible before Cisco 10S Release 12.3(7)XR. With this feature, SAs can be established at connection
using the VLAN subnet address or mask as a source proxy.

For the inside interface support on VLANS to work, you must define each VLAN as an Easy VPN inside
interface. In addition, IPsec SAs should be established for each inside interface in the same manner as for
other inside interfaces. For more information about inside and outside interfaces, see the sections “Multiple
Inside Interfaces, page 20” and “Multiple Outside Interfaces, page 20.”

Inside interface support on VLANS is supported only on Cisco routers that support VLANS.

Multiple Subnet Support

For situations in which you have multiple subnets connected to an Easy VPN inside interface, you can
optionally include these subnets in the Easy VPN tunnel. First, you must specify the subnets that should be
included by defining them in an ACL. To configure an ACL, see “Access control lists, configuring” in the
“Additional References, page 101” section. Next, you have to use the acl command after the crypto ipsec
client ezvpn (global) command to link your ACL to the Easy VPN configuration. Easy VPN Remote will
automatically create the IPsec SAs for each subnet that is defined in the ACL as well as for the subnets that
are defined on the Easy VPN inside interface.

Multiple subnets are not supported in client mode.

This functionality is supported only when the Cisco Easy VPN server and the Cisco Easy VPN client have
the same type of Easy VPN configuration. In other words, both must use a Legacy Easy VPN
configuration, or both must use a DVTI configuration.

NAT Interoperability Support

Cisco Easy VPN Remote supports interoperability with NAT. You can have a NAT configuration and a
Cisco Easy VPN Remote configuration that coexist. When an IPsec VPN tunnel is down, the NAT
configuration works.

In the Cisco Easy VPN Remote feature, the router automatically restores the previous NAT configuration
when the IPsec VPN tunnel is torn down. The user-defined access lists are not disturbed. Users can
continue to access nontunnel areas of the Internet when the tunnel times out or disconnects.
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Note NAT interoperability is not supported in client mode with split tunneling.

Local Address Support

The Cisco Easy VPN Remote feature is enhanced to support an additional local-address attribute. This
attribute specifies which interface is used to determine the IP address that is used to source the Easy VPN
Remote tunnel traffic. After specifying the interface with the local-address command, you can manually
assign a static IP address to the interface or use the cable-modem dhcp-proxy interface command to
automatically configure the specified interface with a public IP address. See the “Configuring Proxy DNS
Server Support, page 50” section for configuration information.

Local Address Support is available for all platforms, but it is more applicable to the Cisco uBR905 and
Cisco uBR925 cable access routers in conjunction with the cable-modem dhcp-proxy interface command.
Typically, the loopback interface is the interface used to source tunnel traffic for the Cisco uBR905 and
Cisco uBR925 cable access routers.

In a typical DOCSIS network, the Cisco uBR905 and Cisco uBR925 cable access routers are normally
configured with a private IP address on the cable modem interface. In the initial Cisco Easy VPN Remote
feature, a public IP address was required on the cable modem interface to support the Easy VPN remote.

In the Cisco Easy VPN Remote feature, cable providers can use the Cable DHCP Proxy feature to obtain a
public IP address and assign it to the cable modem interface, which is usually the loopback interface.

For more information on the cable-modem dhcp-proxy interface command, see the Master Commands
List at http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html .

A

Note The cable-modem dhcp-proxy interface command is supported only for the Cisco uBR905 and Cisco
uBR925 cable access routers.

Peer Hostname

The peer in a Cisco Easy VPN Remote configuration can be defined as an IP address or a hostname.
Typically, when a peer is defined as a hostname, a DNS lookup is done immediately to get an IP address. In
the Cisco Easy VPN Remote feature, the peer hostname operation is enhanced to support DNS entry
changes. The text string of the hostname is stored so that the DNS lookup is done at the time of the tunnel
connection, not when the peer is defined as a hostname.

See the “Configuring and Assigning the Easy VPN Remote Configuration, page 37" section for
information on enabling the peer hostname functionality.

Proxy DNS Server Support

When the Easy VPN tunnel is down, the DNS addresses of the ISP or cable provider should be used to
resolve DNS requests. When the WAN connection is up, the DNS addresses of the enterprise should be
used.

As a way of implementing use of the DNS addresses of the cable provider when the WAN connection is
down, the router in a Cisco Easy VPN Remote configuration can be configured to act as a proxy DNS
server. The router, acting as a proxy DNS server for LAN-connected users, receives DNS queries from
local users on behalf of the real DNS server. The DHCP server then can send out the LAN address of the
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router as the IP address of the DNS server. After the WAN connection comes up, the router forwards the
DNS queries to the real DNS server and caches the DNS query records.

See the “Configuring Proxy DNS Server Support, page 50” section for information on enabling the
proxy DNS server functionality.

Cisco 10S Firewall Support

The Cisco Easy VPN Remote feature works in conjunction with Cisco 10S Firewall configurations on all
platforms.

Easy VPN Remote and Server on the Same Interface

This feature allows the Easy VPN remote and Easy VPN server to be supported on the same interface,
making it possible to both establish a tunnel to another Easy VPN server and terminate the Easy VPN
software client on the same interface simultaneously. A typical application would be a geographically
remote location for which Easy VPN Remote is being used to connect to a corporate Easy VPN server and
also to terminate local software client users.

For more information about the Easy VPN Remote and Server on the Same Interface feature, see “Easy
VPN Remote and Server on the Same Interface” in the section “Additional References, page 101.”

Easy VPN Remote and Site to Site on the Same Interface

This feature allows the Easy VPN remote and site to site (crypto map) to be supported on the same
interface, making it possible to both establish a tunnel to another Easy VPN server and have another site to
site on the same interface simultaneously. A typical application would be a third-party VPN service
provider that is managing a remote router via the site-to-site tunnel and using Easy VPN Remote to connect
the remote site to a corporate Easy VPN server.

For more information about the Easy VPN Remote and Site to Site on the Same Interface feature, see “Easy
VPN Remote and Site to Site on the Same Interface” in the section “Additional References, page 101.”

Cisco Easy VPN Remote Web Managers

Web interface managers may be used to manage the Cisco Easy VPN Remote feature. One such web
interface manager is SDM, which is supported on the Cisco 830 series, Cisco 1700 series, Cisco 2600
series, Cisco 3600 series, and Cisco 3700 series routers. SDM enables you to connect or disconnect the
tunnel and provides a web interface for Xauth. For more information about SDM, see Cisco Security
Device Manager .

A second web interface manager is the Cisco Router Web Setup (CRWS) tool, which is supported on the
Cisco 806 router. The CRWS provides a similar web interface as SDM.

A third web interface manager, Cisco Easy VPN Remote Web Manager, is used to manage the Cisco Easy
VPN Remote feature for Cisco uBR905 and Cisco uBR925 cable access routers. You do not need access to
the CLI to manage the Cisco Easy VPN remote connection.

The web interface managers allow you to do the following:

e See the current status of the Cisco Easy VPN remote tunnel.
¢ Connect a tunnel that is configured for manual control.

« Disconnect a tunnel that is configured for manual control or reset a tunnel configured for automatic
connection.

« Be prompted for Xauth information, if needed.
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See the “Troubleshooting the VPN Connection, page 68” section for more information about Cisco Easy
VPN Remote Web Manager.

Dead Peer Detection Periodic Message Option

The dead peer detection periodic message option allows you to configure your router to query the liveliness
of its IKE peer at regular intervals. The benefit of this approach over the default approach (on-demand dead
peer detection) is earlier detection of dead peers. For more information about the dead peer detection
periodic message option, see “ Dead peer detection” in the section “ Additional References, page 101.”

Load Balancing

When the Cisco VPN 3000 concentrator is configured for load balancing, the VPN 3000 will accept an
incoming IKE request from the VPN remote on its virtual IP address. If the device is loaded and unable to
accept more traffic, the VPN 3000 will send a notify message that contains an IP address that represents the
new IKE server to which the remote should connect. The old connection will be torn down and a new
connection established to the redirected VPN gateway.

There is no configuration required for load balancing to occur. If the VPN gateway is configured for load
balancing, and it notifies the VPN remote that it is performing load balancing, the VPN remote has access
to the load balancing feature.

To verify whether load balancing is occurring, use the debug crypto isakmp, debug crypto ipsec client
ezvpn, and show crypto ipsec commands. To troubleshoot the load balancing process, use the show
crypto ipsec command.

Management Enhancements

Note

PFS Support

Management enhancements for Easy VPN remotes allow for the remote management of the VPN remote.
The feature provides for the IPv4 address to be pushed by configuration mode to the VPN remote. The IPv4
address is assigned to the first available loopback interface on the VPN remote, and any existing statically
defined loopbacks are not overridden. On disconnect, the address and loopback interface are removed from
the list of active interfaces.

After the VPN remote is connected, the loopback interface should be accessible from the remote end of the
tunnel. All PAT activities will be translated through this interface IP address.

If a loopback exists, and an IP address is associated with it and its state is unassigned, the interface is a
good candidate for mode configuration address management.

After you assign an address to the loopback interface, if you save the configuration to NVRAM and reboot
the VPN remote, the configuration address is permanently contained in the configuration. If you saved the
configuration to NVRAM and rebooted the VPN remote, you must enter configuration mode and remove
the IP address from the loopback interface manually.

You can use the show ip interface command with the brief keyword to verify that a loopback has been
removed. The output of this show command also displays the interface.

The PFS configuration mode attribute is sent by the server if requested by the VPN remote device. If any
subsequent connection by the remote device shows that PFS is not received by the remote, PFS will not be
sent in IPsec proposal suites.
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The PFS group that will be proposed in the IPsec proposal suites is the same as the group used for IKE.

You can use the show crypto ipsec client ezvpn command to display the PFS group and to verify that you
are using PFS.

The Dial Backup feature is not available in Cisco 10S Release 12.3(11)T.

Dial backup for Easy VPN remotes allows you to configure a dial backup tunnel connection on your remote
device. The backup feature is “brought up” only when real data has to be sent, eliminating the need for
expensive dialup or ISDN links that must be created and maintained even when there is no traffic.

The figure below illustrates a typical Easy VPN remote-with-dial-backup scenario. In this scenario, Cisco
1751 remote device is attempting to connect to another Cisco 1751 (acting as a server). There is a failure in
the primary Easy VPN tunnel, and the connection is rerouted through the Easy VPN backup tunnel to the
Cisco 1751 server.

Figure 10 Dial Backup for Easy VPN Scenario
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 Dial Backup Using a Dial-on-Demand Solution, page 25

« Dial Backup Using Object Tracking, page 26

e Easy VPN Remote Dial Backup Support Configuration, page 26
« Dynamically Addressed Environments, page 26

« Dial Backup Examples, page 26

Dial Backup Using a Dial-on-Demand Solution

IP static route tracking enable Cisco 10S software to identify when a Point-to-Point Protocol over Ethernet
(PPPoE) or IPsec VPN tunnel “goes down” and initiates a Dial-on-Demand (DDR) connection to a
preconfigured destination from any alternative WAN or LAN port (for example, a T1, ISDN, analog, or
auxiliary port). The failure may be caused by several catastrophic events (for example, by Internet circuit
failures or peer device failure). The remote route has only a static route to the corporate network. The IP
static-route-tracking feature allows an object to be tracked (using an IP address or hostname) using Internet
Control Message Protocol (ICMP), TCP, or other protocols, and it installs or removes the static route on the
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basis of the state of the tracked object. If the tracking feature determines that Internet connectivity is lost,
the default route for the primary interface is removed, and the floating static route for the backup interface
is enabled.

Dial Backup Using Object Tracking

IP static route tracking must be configured for dial backup on an Easy VPN remote device to work. The
object tracking configuration is independent of the Easy VPN remote dial backup configuration. (For more
information about object tracking, see the feature guide Reliable Static Routing Backup Using Object
Tracking.)

Easy VPN Remote Dial Backup Support Configuration

You can configure dial backup for your Easy VPN remote using two Easy VPN remote options that allow a
connection to the backup Easy VPN configuration and a connection to the tracking system.

e To specify the Easy VPN configuration that will be activated when backup is triggered, use the
backup command after the crypto ipsec client ezvpn (global) command.

« The Easy VPN remote device registers to the tracking system to get the notifications for change in the
state of the object. Use the track command to inform the tracking process that the Easy VPN remote
device is interested in tracking an object, which is identified by the object number. The tracking
process, in turn, informs the Easy VPN remote device when the state of this object changes. This
notification prompts the Easy VPN remote device when the state of this object changes. This
notification prompts the Easy VPN remote device to bring up the backup connection when the tracked
object state is DOWN. When the tracked object is UP again, the backup connection is torn down and
the Easy VPN remote device will switch back to using the primary connection.

A

Note Only one backup configuration is supported for each primary Easy VPN configuration. Each inside
interface must specify the primary and backup Easy VPN configuration.

Dynamically Addressed Environments

To allow dial backup to be deployed in dynamically addressed environments, use the IP SLA Pre-Routed
ICMP Echo Probe feature. (For more information about this feature, see the Release Notes for Cisco 1700
Series Routers for Cisco 10S Release 12.3(7)XR. To use the IP SLA Pre-Routed ICMP Echo Probe feature,
use the icmp-echo command with the sour ce-inter face keyword.

Dial Backup Examples

For examples of dial backup configurations, see the section “Dial Backup Examples, page 81.”

Virtual IPsec Interface Support

The Virtual IPsec Interface Support feature provides a routable interface to selectively send traffic to
different Easy VPN concentrators as well as to the Internet.

Before Cisco 10S Release 12.4(4)T, at the tunnel-up/tunnel-down transition, attributes that were pushed
during the mode configuration had to be parsed and applied. When such attributes resulted in the
configurations being applied on the interface, the existing configuration had to be overridden. With the
Virtual IPsec Interface Support feature, the tunnel-up configuration can be applied to separate interfaces,
making it easier to support separate features at tunnel-up time. Features that are applied to the traffic going

Easy VPN Configuration Guide Cisco 10S Release 12.2SR
[ 2% | |



Cisco Easy VPN Remote

Note

Virtual IPsec Interface Support .

into the tunnel can be separate from the features that are applied to traffic that is not going through the
tunnel (for example, split-tunnel traffic and traffic leaving the device when the tunnel is not up). When the
Easy VPN negotiation is successful, the line protocol state of the virtual-access interface gets changed to
up. When the Easy VPN tunnel goes down because the security association (SA) expires or is deleted, the
line protocol state of the virtual-access interfaces changes to down.

Routes act as traffic selectors in an Easy VPN virtual interface, that is, the routes replace the access list on
the crypto map. In a virtual-interface configuration, Easy VPN negotiates a single IPsec SA if the Easy
VPN server has been configured with a dynamic virtual IPsec interface. This single SA is created
irrespective of the Easy VPN mode that is configured.

After the SA is established, routes that point to the virtual-access interface are added to direct traffic to the
corporate network. Easy VPN also adds a route to the VPN concentrator so that IPsec-encapsulated packets
get routed to the corporate network. A default route that points to the virtual-access interface is added in the
case of a nonsplit mode. When the Easy VPN server “pushes” the split tunnel, the split tunnel subnet
becomes the destination to which the routes that point to the virtual access are added. In either case, if the
peer (VPN concentrator) is not directly connected, Easy VPN adds a route to the peer.

Most routers that run the Cisco Easy VPN Client software have a default route configured. The default
route that is configured should have a metric value greater than 1. The metric value must be greater than 1
because Easy VPN adds a default route that has a metric value of 1. The route points to the virtual-access
interface so that all traffic is directed to the corporate network when the concentrator does not “push” the
split tunnel attribute.

For more information about the IPsec Virtual Tunnel Interface feature, see the document IPSec Virtual
Tunnd Interface (URL link provided in the “ Virtual IPsec Interface Support, page 26” section of this
document [“General Information on IPsec and VPN™]).

The table below presents the different methods of configuring a remote device and the corresponding
headend IPsec aggregator configurations. Each row represents a way to configure a remote device. The
third column shows the different headend configurations that can be used with IPsec interfaces. See the
second table below for a description of terms that are used in the first table below and Virtual IPsec
Interface Support, page 26.

Table 1 How Different Remote Device Configurations Interact with Various Headendsand Configurations
Remote Device Cisco 10S Headend-- Cisco 10S Headend -- VPN3000/ASA
Configurations Using Crypto Maps Using IPsec Interfaces
Crypto maps «  Supported. - N
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Remote Device Cisco 10S Headend-- Cisco 10S Headend -- VPN3000/ASA
Configurations Using Crypto Maps Using IPsec Interfaces
Easy VPN virtual «  Supported. «  Supported. Supported.

interface

Will create multiple
SAs for a split

Creates only a
single SA in split

Will create multiple
SAs for a split

tunnel. and no-split tunnels. tunnel.
e Becausethereisno  « Route injection is

interface on the accomplished on

headend, interface the server.

features cannot be  Routes are injected

supported. on the remote
e Limited quality of devices to direct

service (QoS) is traffic to the

supported. interface.

Legacy Easy VPN « Creates a single «  Not supported. Supported.
IPsec SA on the + Cannot be used Creates multiple
headend when a with split tunnels SAs for split
default policy is because the tunnels.
pushed. headend interface

» Creates multiple does not support
SAs when a split- multiple SAs on a
tunnel policy is single interface.
pushed to the
remote device.
Static virtual interface «  Not supported. * Supported. Not supported.

Can be used with a
static interface or
dynamic interface
on the headend.
Routing support is
mandatory to reach
the network.

The table below provides a description of the terms used in the table above and Virtual I1Psec Interface

Support, page 26.

Table 2 Terms Used in the Table Above and the Table Below
Terms Description
ASA Cisco Adaptive Security Appliance, a threat-

management security appliance.
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Terms Description

Crypto maps Commonly used for configuring IPsec tunnels. The
crypto map is attached to an interface. For more
information on crypto maps, see the “Creating
Crypto Map Sets” section in the Configuring
Security for VPNs with IPsec chapter of the Cisco
10S Security Configuration Guide: Secure
Connectivity. (URL link provided in the Virtual
IPsec Interface Support, page 26 section of this

document.)

Easy VPN dual tunnel remote device Two Easy VPN remote device configurations in
which both are using a dynamic IPsec virtual tunnel
interface.

Easy VPN virtual interface remote device (Easy Easy VPN remote configuration that configures the

VPN virtual interface) usage of a dynamic IPsec virtual tunnel interface.

IPsec interface Consists of static and dynamic IPsec virtual
interfaces.

IPsec Virtual Tunnel Interface Tunnel interface that is created from a virtual

template tunnel interface using mode IPsec. For
more information on virtual tunnel interface
configurations, see the document IPSec Virtual
Tunnel Interface ( URL link provided in the Virtual
IPsec Interface Support, page 26 section of this
document [General Information on IPsec and
VPN]).

Legacy Easy VPN Easy VPN remote device configuration that uses
crypto maps and does not use IPsec interfaces.

Static IPsec virtual tunnel interface (static virtual Tunnel interface used with mode IPsec that

tunnel interface) proposes and accepts only an ipv4 any any selector.
For more information on static virtual tunnel
interface configurations, see the document IPSec
Virtual Tunnel Interface (URL link provided in the
section of this document [General Information on
IPsec and VVPN]).

VPN 3000 Cisco VPN 3000 series routers.

Dual Tunnel Support

Easy VPN now supports the ability to configure two easy VPN tunnels that have the same inside and
outside interfaces. The feature is called the Easy VPN Dual Tunnel. Configuring multiple tunnels on a
single remote device can be accomplished in a number of ways, which are listed in the table below along
with their configuration and usage considerations. Further discussion in this section refers to only one such
method of configuring dual tunnels using Easy VPN tunnels that have virtual interfaces. This method will
be referred to as Dual Tunnel Support.
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Note

In a dual-tunnel Easy VPN setup, each Easy VPN tunnel is configured using virtual IPsec interface support,
as shown in the section “Virtual IPsec Interface Support, page 26.” Each Easy VPN tunnel has its unique
virtual interface, which is created when the Easy VPN configuration is complete.

There are two possible combinations in which the dual tunnels can be used.

¢ Dual Easy VPN tunnels that have one tunnel using a nonsplit tunnel policy and the other tunnel using a
split tunnel policy that has been pushed from the respective headend.

¢ Dual Easy VPN tunnel in which both tunnels are using an independent split tunnel policy that has been
pushed from the respective headend.

It is not permitted to have dual Easy VPN tunnels in which both tunnels are using a nonsplit tunnel policy.

The Easy VPN dual tunnel makes use of route injections to direct the appropriate traffic through the correct
Easy VPN virtual tunnel interface. When the Easy VPN tunnel on the remote device “comes up,” it
“learns” the split or nonsplit policy from the headend. The Easy VPN remote device injects routes in its
routing table that correspond to the nonsplit networks that have been learned. If the headend pushes a
nonsplit tunnel policy to the Easy VPN remote device, the Easy VPN remote device installs a default route
in its routing table that directs all traffic out of the Easy VPN virtual interface that corresponds to this Easy
VPN tunnel. If the headend pushes split-tunnel networks to the remote device, the remote device installs
specific routes to the split networks in its routing table, directing the traffic to these networks out of the
virtual tunnel interface.

Dual Tunnel Easy VPN uses destination-based routing to send traffic to the respective tunnels.

Output features can be applied to this virtual interface. Examples of such output features are Cisco 10S
quality of service and Cisco 10S Firewall. These features must be configured on the virtual template that is
configured in the Easy VPN client configuration.

The table below explains how this feature should be used. See Dual Tunnel Support, page 29 for a
description of terms that are used in Dual Tunnel Support, page 29 and the table below.

Table 3 Dual Tunnel Usage Guidelines

Dual Tunnel Combinations Headends Supported Configuration and Usage
Considerations on the Easy VPN
Remote Device and Headend

Two legacy Easy VPN tunnels Cisco 10S software, ASA, and .
VPN 3000

Two tunnels cannot share a

common outside interface.

¢ Two tunnels cannot share a
common inside interface.

* The two tunnels should use
separate inside and outside
interfaces.

« Traffic from an inside

interface that belongs to one

Easy VPN tunnel cannot be

pushed into another tunnel.
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Dual Tunnel Combinations Headends Supported

Configuration and Usage
Considerations on the Easy VPN
Remote Device and Headend

One legacy Easy VPN tunnel and  Cisco 10S software, ASA, and
one crypto map VPN 3000

The crypto map can share the
same outside interface as the
legacy Easy VPN client
configuration. However, the
behavior of the two remote
devices depends on the mode of
Easy VPN as well as the IPsec
selectors of the crypto map and
the Easy VPN remote device.
This is not a recommended
combination.

One legacy Easy VPN tunnel and  Cisco 10S software
one static virtual interface

Both tunnels cannot terminate on
the same headend. The static
virtual interface remote device
tunnel has to be terminated on a
static virtual interface on the
headend router. The legacy Easy
VPN remote device tunnel can
terminate on the virtual tunnel
interface or crypto map that is
configured on the headend.

One legacy Easy VPN tunnel and  Cisco 10S software, ASA, and
one Easy VPN virtual interface VPN 3000

* Both tunnels cannot
terminate on the same
headend.

* The legacy Easy VPN tunnel
and the Easy VPN virtual
interface can share a
common inside and outside
interface.

e An Easy VPN virtual
interface should be used only
with split tunneling.

* Legacy Easy VPN can use a
split tunnel or no split tunnel.

e The Web-Based Activation
feature cannot be applied on
both Easy VPN tunnels.

* Using two Easy VPN virtual
interfaces is preferable to
using this combination.
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Dual Tunnel Combinations Headends Supported Configuration and Usage
Considerations on the Easy VPN
Remote Device and Headend

One Easy VPN virtual interface  Cisco 10S software « Both tunnels cannot
and one static virtual interface terminate on the same peer.

The static virtual interface
and the Easy VPN virtual
interface can use the same
outside interface.

e The Easy VPN virtual
interface should use split
tunneling.

Two Easy VPN virtual interfaces  Cisco 10S software, ASA, and R
VPN 3000

Both tunnels cannot
terminate on the same peer.
» At least one of the tunnels

should use split tunneling.
* Web-Based Activation
cannot be applied to both
Easy VPN tunnels.

Banner

The Easy VPN server pushes a banner to the Easy VPN remote device. The Easy VPN remote device can
use the banner during Xauth and web-based activation. The Easy VPN remote device displays the banner
the first time that the Easy VPN tunnel is brought up.

The banner is configured under group configuration on the Easy VPN server.

Configuration Management Enhancements (Pushing a Configuration URL Through a Mode-
Configuration Exchange)

After this feature has been configured on the server using the commands configuration url and
configuration version (after use of the crypto isakmp client configuration group command), the server
can “push” the configuration URL and configuration version number to the Easy VPN remote device. With
this information, t