Configuring Certificate Enroliment for a PKI

Thismodul e describesthe different methods available for certificate enrollment and how to set up each method
for a participating PK1 peer. Certificate enrollment, which is the process of obtaining a certificate from a
certification authority (CA), occurs between the end host that requests the certificate and the CA. Each peer
that participates in the public key infrastructure (PK1) must enroll with a CA.

Note  Security threats, aswell asthe cryptographic technologiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

* Prerequisites for PK| Certificate Enrollment, on page 1

« Information About Certificate Enrollment for a PKI, on page 2

» How to Configure Certificate Enrollment for a PKI, on page 6

« Configuration Examples for PK1 Certificate Enrollment Requests, on page 30
« Additional References, on page 39

« Feature Information for PKI Certificate Enrollment, on page 40

Prerequisites for PKI Certificate Enroliment

Before configuring peers for certificate enrollment, you should have the following items:
* A generated Rivest, Shamir, and Adelman (RSA) key pair to enroll and a PKI in which to enroll.
* An authenticated CA.
* Familiarity with the module “ Cisco 10S PKI Overview: Understanding and Planning a PKI1.”

« Enable NTP on the device so that the PK 1 services such as auto enrollment and certificate rollover may
function correctly.

\}

Note Asof Cisco lOS Release 12.3(7)T, all commands that begin with “crypto ca” have been changed to begin
with “crypto pki.” Although the router will still accept crypto ca commands, all output will be be displayed
crypto pki.
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. Information About Certificate Enroliment for a PKI

Information About Certificate Enrollment for a PKI

What Are CAs

A CA isan entity that issues digital certificates that other parties can use. It is an example of atrusted third
party. CAs are characteristic of many PKI schemes.

A CA manages certificate requests and issues certificates to participating network devices. These services
provide centralized key management for the participating devices to validate identities and to create digital
certificates. Before any PKI operations can begin, the CA generatesits own public key pair and creates a
self-signed CA certificate; thereafter, the CA can sign certificate requests and begin peer enrollment for the
PKI.

You can use the Cisco 10S certificate server or a CA provided by athird-party CA vendor.

Framework for Multiple CAs

A PKI can be set up in ahierarchical framework to support multiple CAs. At thetop of the hierarchy isaroot
CA, which holds a self-signed certificate. The trust within the entire hierarchy is derived from the RSA key
pair of the root CA. The subordinate CAswithin the hierarchy can be enrolled with either the root CA or with
another subordinate CA. Multipletiersof CAsare configured by either theroot CA or with another subordinate
CA. Within ahierarchical PKI, all enrolled peers can validate the certificate of one another if the peers share
atrusted root CA certificate or a common subordinate CA.

When to Use Multiple CAs

Multiple CAs provide userswith added flexibility and reliability. For example, subordinate CAs can be placed
in branch offices while the root CA is at the office headquarters. Also, different granting policies can be
implemented per CA, so you can set up one CA to automatically grant certificate requests while another CA
within the hierarchy requires each certificate request to be manually granted.

Scenarios in which at least atwo-tier CA isrecommended are as follows:

* Large and very active networks in which alarge number of certificates are revoked and reissued. A
multiple tier CA helpsto control the size of the certificate revocation lists (CRLS).

» When online enrollment protocols are used, the root CA can be kept offline except to issue subordinate
CA certificates. This scenario provides added security for the root CA.

Authentication of the CA

The certificate of the CA must be authenticated before the device will beissued its own certificate and before
certificate enrollment can occur. Authentication of the CA typically occurs only when you initially configure
PKI support at your router. To authenticate the CA, issue the crypto pki authenticate command, which
authenticates the CA to your router by obtaining the self-signed certificate of the CA that contains the public
key of the CA.
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Note PKI does not support certificate with lifetime validity greater than the year 2099. So, It is recommended to
choose alife time validity fewer than the value 2099.

Authentication via the fingerprint Command

Cisco 10S Release 12.3(12) and later releases allow you to issue the finger print command t o preenter a
fingerprint that can be matched against the fingerprint of a CA certificate during authentication.

If afingerprint is not preentered for atrustpoint, and if the authentication request is interactive, you must
verify thefingerprint that is displayed during authentication of the CA certificate. If the authentication request
is noninteractive, the certificate will be rejected without a preentered fingerprint.

Note I the authentication request is made using the command-line interface (CL1), the request is an interactive
request. If the authentication request is made using HTTP or another management tool, the request isa
noninteractive request.

Supported Certificate Enrollment Methods

Cisco 10S software supports the following methods to obtain a certificate from a CA:

 Simple Certificate Enrollment Protocol (SCEP)--A Cisco-devel oped enrollment protocol that usesHTTP
to communicate with the CA or registration authority (RA). SCEP is the most commonly used method
for sending and receiving requests and certificates.

\}

Note To take advantage of automated certificate and key rollover functionality, you must be running a CA that
supports rollover and SCEP must be used as your client enrollment method. If you are running a Cisco 10S
CA, you must be running Cisco |OS Release 12.4(2)T or alater release for rollover support.

» PKCS12--The router imports certificates in PKCS12 format from an external server.

* IOS File System (IFS)--The router uses any file system that is supported by Cisco 10S software (such
as TFTPR, FTR, flash, and NVRAM) to send a certificate request and to receive the issued certificate.
Users may enable IFS certificate enrollment when their CA does not support SCEP.

\}

Note Prior to Cisco |OS Release 12.3(4)T, only the TFTP file system was supported within IFS.

» Manual cut-and-paste--The router displays the certificate request on the console terminal, allowing the
user to enter theissued certificate on the consoleterminal. A user may manually cut-and-paste certificate
reguests and certificates when there is no network connection between the router and CA.

* Enrollment profiles-- Enrollment profiles are primarily used for EST or terminal based enrollment. In
casethat the CA server does not support SCEP, the recommended methods for enrollment are EST based
enrollment or terminal based enrollment.
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. Cisco 10S Suite-B Support for Certificate Enrollment for a PKI
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* Self-signed certificate enrollment for atrustpoint--The secure HTTP (HTTPS) server generates a
self-signed certificate that is to be used during the secure socket layer (SSL) handshake, establishing a
secure connection between the HTTPS server and the client. The self-signed certificate is then saved in
the router’s startup configuration (NVRAM). The saved, self-signed certificate can then be used for
future SSL handshakes, eliminating the user intervention that was necessary to accept the certificate
every time the router rel oaded.

Note

To take advantage of autoenrollment and autoreenrollment, do not use either TFTP or manual cut-and-paste
enrollment as your enrollment method. Both TFTP and manual cut-and-paste enrollment methods are manual
enrollment processes, requiring user input.

Cisco 10S Suite-B Support for Certificate Enroliment for a PKI

Suite-B reguirements comprise of four user interface suites of cryptographic algorithmsfor use with IKE and
I PSec that are described in RFC 4869. Each suite consists of an encryption algorithm, a digital signature
algorithm, a key agreement algorithm, and a hash or message digest algorithm.

Suite-B adds the following support for the certificate enrollment for a PKI:

* Elliptic Curve Digital Signature Algorithm (ECDSA) (256-bit and 384-bit curves) isused for the signature
operation within X.509 certificates.

« PKI support for validation of for X.509 certificates using ECDSA signatures.

* PKI support for generating certificate requests using ECDSA signatures and for importing the issued
certificatesinto 10S.

See the Configuring Security for VPNs with | Psec feature module for more detailed information about Cisco
|OS Suite-B support.

Registration Authorities

A Cisco I10S certificate server can be configured to run in RA mode. An RA offloads authentication and
authorization responsibilities from a CA. When the RA receives a SCEP or manual enrollment request, the
administrator can either reject or grant it on the basis of local policy. If the request is granted, it will be
forwarded to theissuing CA, and the CA can be configured to automatically generate the certificate and return
it to the RA. The client can later retrieve the granted certificate from the RA.

Automatic Certificate Enroliment

Automatic certificate enrolIment allowsthe CA client to automatically request a certificate fromits CA sever.
This automatic router request eliminates the need for operator intervention when the enrollment request is
sent to the CA server. Automatic enrollment is performed on startup for any trustpoint CA that is configured
and that does not have avalid client certificate. When the certificate expires, anew certificate is automatically
requested.
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Certificate Enrollment Profiles .

Note

2

Tip

\}

When automatic enrollment is configured, clients automatically request client certificates. The CA server
performs its own authorization checks; if these checks include a policy to automatically issue certificates, all
clientswill automatically receive certificates, which isnot very secure. Thus, automatic certificate enrollment
should be combined with additional authentication and authorization mechanisms (such as Secure Device
Provisioning (SDP), leveraging existing certificates, and one-time passwords).

Automated Client Certificate and Key Rollover

By default, the automatic certificate enrollment function requests a new client certificate and keys from the
CS before the client’s current certificate expires. Certificate and key rollover alows the certificate renewal
rollover request to be made before the certificate expires by retaining the current key and certificate until the
new, or rollover, certificate is available. After a specified amount of time, the rollover certificate and keys
will become the active certificate and keys. The expired certificate and keys are immediately deleted upon
rollover and removed from the certificate chain and CRL.

The setup for automatic rollover istwofold: CA clients must be automatically enrolled and the client’s CAs
must be automatically enrolled and have the auto-rollover command enabled. For more information on
configuring your CA servers for automatic certificate rollover see the section “Automatic CA Certificate and
Key Rollover” inthe chapter “ Configuring and Managing a Cisco | OS Certificate Server for PKI Deployment
" of the Public Key Infrastructure Configuration Guide.

An optional renewal percentage parameter can be used with the auto-enroll command to allow anew certificate
to be requested when a specified percentage of the lifetime of the certificate has passed. For example, if the
renewal percentage is configured as 90 and the certificate has a lifetime of one year, a new certificateis
requested 36.5 days before the old certificate expires. In order for automatic rollover to occur, the renewal
percentage must be less than 100.The specified percent value must not be less than 10. If aclient certificate
isissued for less than the configured validity period due to the impending expiration of the CA certificate,
therollover certificate will beissued for the balance of that period. A minimum of 10 percent of the configured
validity period, with an absolute minimum of 3 minutes, isrequired to alow rollover enough timeto function.

If CA autoenrollment is not enabled, you may manually initiate rollover on an existing client with the crypto
pki enroll command if the expiration time of the current client certificate is equal to or greater than the
expiration time of the corresponding CA certificate. The client will initiate the rollover process, which occurs
only if the server is configured for automated rollover and has an available rollover server certificate.

Note

A key pairisaso sentif configured by the auto-enroll re-gener ate command and keyword. It isrecommended
that a new key pair be issued for security reasons.

Certificate Enrollment Profiles

Certificate enroliment profiles allow users to specify certificate authentication, enrollment, and reenrollment
parameters when prompted. The values for these parameters are referenced by two templates that make up
the profile. One template contains parameters for the HT TP request that is sent to the CA server to obtain the
certificate of the CA (a so known as certificate authentication); the other template contains parametersfor the
HTTP request that is sent to the CA for certificate enrollment.
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. How to Configure Certificate Enrollment for a PKI

Configuring two templates enables users to specify different URLS or methods for certificate authentication
and enrollment; for example, authentication (getting the certificate of the CA) can be performed viaTFTP
(using the authentication url command) and enrollment can be performed manually (using the enroliment
terminal command).

Prior to Cisco |OS Release 12.3(11)T, certificate requests could be sent only in a PK CS10 format; however,
an additional parameter was added to the profile, allowing users to specify the PKCS7 format for certificate
renewal requests.

Note

A single enrollment profile can have up to three separate sections for each task--certificate authentication,
enrollment, and reenrollment.

How to Configure Certificate Enrollment for a PKI

This section containsthe following enrolIment option procedures. If you configure enrollment or autoenrolIment
(the first task), you cannot configure manual certificate enrollment. Also, if you configure TFTP or manual
cut-and-paste certificate enrollment, you cannot configure autoenrollment, autoreenrollment, an enrollment
profile, nor can you utilize the automated CA certificate rollover capability.

Configuring Certificate Enrollment or Autoenrollment

Perform this task to configure certificate enrollment or autoenrollment for clients participating in your PKI.

Before you begin

Before configuring automatic certificate enrollment requests, you should ensure that all necessary enrollment
information is configured.

Prerequisitesfor Enabling Automated Client Certificate and Key Rollover

CA client support for certificate rollover is automatically enabled when using autoenrollment. For automatic
CA certificate rollover to run successfully, the following prerequisites are applicable:

* Your network devices must support shadow PKI.
* Your clients must be running Cisco 10S Release 12.4(2)T or alater release.

* The client’'s CS must support automatic rollover. See the section “Automatic CA Certificate and Key
Rollover” in the chapter “ Configuring and Managing a Cisco 1 OS Certificate Server for PK1 Deployment
" of the Public Key Infrastructure Configuration Guide for more information on CA server automatic
rollover configuration.

Prerequisites for Specifying Autoenrollment Initial Key Generation L ocation

To specify the location of the autoenrollment initial key generation, you must be running Cisco 10S Release
12.4(11)T or alater release.

RSA Key Pair Restriction for Autoenrollment

Trustpoints configured to generate anew key pair using the regener ate command or the regener ate keyword
of the auto-enroll command must not share key pairs with other trustpoints. To give each trustpoint its own
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Configuring Certificate Enroliment or Autoenrollment .

key pair, use the r sakeypair command in ca-trustpoint configuration mode. Sharing key pairs among
regenerating trustpoints is not supported and will cause loss of service on some of the trustpoints because of
key and certificate mismatches.

Certificate renewal with regenerate option does not work with key label starting from zero ('0"), for example,
'Otest'. CL1 allows configuring such name under trustpoint, and allows hostname starting from zero, but
certificate regenerate will fail.

Restrictions for Automated Client Certificate and Key Rollover

In order for clientsto run automatic CA certificate rollover successfully, the following restrictions are
applicable:

» SCEP must be used to support rollover. Any device that enrolls with the PKI using an aternative to
SCEP as the certificate management protocol or mechanism (such as enrollment profiles, manual
enrollment, or TFTP enrollment) will not be able to take advantage of the rollover functionality provided
by SCEP.

« If the configuration cannot be saved to the startup configuration after a shadow certificate is generated,
rollover will not occur.

« Rollover with key regenerate does not work when keypair name starts from zero ('0") (for example,
'Otest"). When configuring r sakeypair name under atrustpoint, do not configure name starting from zero.
When keypair name is not configured and the default keypair is used, make sure the router hostname
does not start from zero. If it does so, configure "rsakeypair name explicitly under the trustpoint with
adifferent name.

Note

SUMMARY STEPS

Security threats, aswell asthe cryptographic technol ogiesto hel p protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

1. enable

2. configureterminal

3.  crypto pki trustpoint name

4. enrollment [mode|retry period minutes|retry count number] url url [pem]
5. eckeypair label

6.  subject-name [x.500-name]

7 vrf vrf-name

8. ip-address{ip-address|interface | none}

9.  serial-number [none]

10. auto-enroll [percent] [regenerate]

11. usage methodl [method2 [method3]]

12. password string

13. rsakeypair key-label key-size encryption-key-size]]
14. fingerprint ca-fingerprint

15. on devicename :

16. exit
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17. crypto pki authenticate
18. exit

name

Configuring Certificate Enroliment for a PKI |

19. copy system:running-config nvram:startup-config

20. show crypto pki certificates

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure terninal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Rout er (config)# crypto pki trustpoint nytp
Step 4 enrollment [mode | retry period minutes | retry count | Specifiesthe URL of the CA onwhich your router should

number] url url [pem]

Example:

Rout er (ca-trustpoint)# enrol | ment url
http://cat.exanpl e.com

send certificate requests.

» mode --Specifies RA mode if your CA system
provides an RA.

e retry period minutes --Specifies the wait period
between certificate request retries. The default is 1
minute between retries.

e retry count number -- Specifiesthe number of times
arouter will resend a certificate request when it does
not receive aresponse from the previous request.
(Specify from 1 to 100 retries.)

e url url -- URL of the file system where your router
should send certificate requests. An IPv6 address can
be added in the URL enclosed in brackets. For
example: http:// [2001:DB8:1:1::1]:80.

* pem -- Adds privacy-enhanced mail (PEM)
boundaries to the certificate request.

Note An enrollment method other than TFTP or
manual cut-and-paste must be configured to
support autoenrollment.
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Command or Action

Purpose

Step 5 eckeypair label (Optional) Configures the trustpoint to use an Elliptic
Example: Curve (EC) key onwhich certificate requests are generated
ple: using ECDSA signatures. The label argument specifies
. _ the EC key label that is configured using the crypto key
Rout er (ca-trustpoint)# eckeypair Router_1_Key .
generatersaor crypto key gener ate ec keysizecommand
inglobal configuration mode. See the Configuring I nternet

Key Exchange for |Psec VPNs feature module for more

information.

Note If an ECDSA signed certificate is imported
without atrustpoint configuration, then the label
defaults to the FQDN value.

Step 6 subject-name [x.500-name] (Optional) Specifies the requested subject name that will
be used in the certificate request.
Example:
 x.500-name --If it is not specified, the fully qualified
Rout er (ca-trustpoi nt)# subj ect - name cat domain name (FQDN), which is the default subject
name, will be used.
Step 7 vrf vrf-name (Optional) Specifies the the VRF instance in the public
Example: key infrastructure (PK1) trustpoint to be used for
xample: enrollment, certificate revocation list (CRL) retrieval, and
. online certificate status protocol (OCSP) status.
Rout er (ca-trustpoint)# vrf nyvrf
Step 8 ip-address{ip-address | interface | none} (Optional) Includesthe | P address of the specified interface
in the certificate request.
Example:
* Issue the ip-address argument to specify either an
Router(ca-trustpoint)# ip address 192.168. 1. 66 IPv4 or IPv6 address.
« Issue the interface argument to specify an interface
on the router.
« Issue the none keyword if no IP address should be
included.

Note If this command is enabled, you will not be
prompted for an | P address during enrollment
for this trustpoint.

Step 9 seria-number [none] (Optional) Specifies the router serial number in the
Example: certificate request, unless the none keyword is issued.
* Issue the none keyword to specify that aserial number
Rout er (ca-trustpoi nt)# seri al - nunber will not be included in the certificate request.
Step 10 auto-enroll [percent] [regener ate] (Optional) Enables autoenrollment, allowing the client to

Example:

automatically request arollover certificate from the CA.

Configuring Certificate Enroliment for a PKI .
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Command or Action

Purpose

Router(ca-trustpoint)# auto-enroll regenerate

« |f autoenrollment is not enabled, the client must be
manually re-enrolled in your PKI1 upon certificate
expiration.

« By default, only t he Domain Name System (DNS)
name of the router isincluded in the certificate.

 Use the percent argument to specify that a new
certificate will be requested after the percentage of
the lifetime of the current certificate is reached.

» Use the regener ate keyword to generate a new key
for the certificate even if anamed key already exists.

Note If the key pair being rolled over is exportable,
the new key pair will also be exportable. The
following comment will appear in the trustpoint
configuration to indicate whether the key pair
isexportable: “! RSA key pair associated with
trustpoint is exportable.”
Note It is recommended that a new key pair be
generated for security reasons.

Step 11 usage methodl [method2 [method3]] (Optional) Specifies the intended use for the certificate.
Example: * Available options are ike, ssl-client, and ssl-server;
the default isike.
Rout er (ca-trustpoi nt)# usage ssl-client
Step 12 password string (Optional) Specifies the revocation password for the
certificate.
Example:
« |f thiscommand is enabled, you will not be prompted
Rout er (ca-trustpoint)# password stringl for a password during enrollment for this trustpoint.
Note When SCEP isused, this password can be used
to authorize the certificate request--often viaa
one-time password or similar mechanism.
Step 13 rsakeypair  key-label key-size encryption-key-size]] | (Optional) Specifies which key pair to associate with the
certificate.
Example:

Rout er (ca-trustpoi nt)# rsakeypair key-Iabel 2048
2048

. Configuring Certificate Enroliment for a PKI

* A key pair with the key-label argument will be
generated during enrollment if it does not already
exist or if the auto-enroll regener ate command was
issued.

« Specify the key-size argument for generating the key,
and specify the encryption-key-size argument to
request separate encryption, signature keys, and
certificates. The key-size and encryption-key-size
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Command or Action

Purpose

must be the same size. Length of lessthan 2048 is
not recommended.

Note If this command is not enabled, the FQDN key

pair is used.
Step 14 fingerprint ca-fingerprint (Optional) Specifies afingerprint that can be matched
against the fingerprint of a CA certificate during

Example: _

authentication.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided and
355CD23E 12EFS3FA 355CD23E authentication of the CA certificateis
interactive, thefingerprint will be displayed for
verification.
Step 15 on devicename : (Optional) Specifiesthat RSA keyswill be created on the
specified device upon autoenrollment initial key
Example: :
generation.

Rout er (ca-trustpoi nt)# on usbtokenO: « Devicesthat may be specified include NVRAM, loca
disks, and Universal Serial Bus (USB) tokens. USB
tokens may be used as cryptographic devicesin
addition to a storage device. Using aUSB token as a
cryptographic device allows RSA operations such as
key generation, signing, and authentication to be
performed on the token.

Step 16 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.

Example:

Router(ca-trustpoint)# exit

Step 17 crypto pki authenticate name Retrieves the CA certificate and authenticates it. Check
the certificate fingerprint if prompted.

Example:

Note This command is optional if the CA certificate

Router(config)# crypto pki authenticate nytp is already loaded into the configuration.

Step 18 exit Exits global configuration mode.
Example:
Rout er (config)# exit
Step 19 copy system:running-config nvram:startup-config (Optional) Copies the running configuration to the

Example:

Rout er #
copy system running-config nvramstartup-config

NVRAM startup configuration.

Note Autoenrollment will not update NVRAM if the
running configuration has been modified but
not written to NVRAM.

Configuring Certificate Enroliment for a PKI .
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Command or Action Purpose

Step 20 show crypto pki certificates (Optional) Displays information about your certificates,

including any rollover certificates.
Example:

Rout er# show crypto pki certificates

Configuring Manual Certificate Enroliment

Manual certificate enrollment can be set up via TFTP or the manual cut-and-paste method. Both options can
be used if your CA does not support SCEP or if a network connection between the router and CA is not
possible. Perform one of the following tasks to set up manual certificate enrollment:

PEM-Formatted Files for Certificate Enroliment Request

Using PEM-formatted files for certificate requests can be helpful for customers who are using terminal or
profile-based enrollment to request certificates from their CA server. Customers using PEM-formatted files
can directly use existing certificates on their routers.

Restrictions for Manual Certificate Enrollment

SCEP Restriction

We do not recommend switching URLs if SCEP is used; that is, if the enrollment URL is “http://myca,” do
not change the enrollment URL after getting the CA certificate and before enrolling the certificate. A user
can switch between TFTP and manual cut-and-paste.

Key Regeneration Restriction

Do not regenerate the keys manually using the crypto key generate command; key regeneration will occur
when the crypto pki enrollcommand isissued if the regenerate keyword is specified.

Configuring Cut-and-Paste Certificate Enrollment

Perform this task to configure cut-and-paste certificate enrollment. This task helps you to configure manual
certificate enrollment via the cut-and-paste method for peers participating in your PKI.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment terminal pem
fingerprint ca-fingerprint

exit

crypto pki authenticate name
crypto pki enroll name

crypto pki import name certificate
exit

©OENOGHWN
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o
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11.  show crypto pki certificates

Configuring Cut-and-Paste Certificate Enroliment .

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er > enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:
Router (config)# crypto pki trustpoint nytp
Step 4 enrollment terminal pem Specifies the manua cut-and-paste certificate enrollment
method.
Example:
« The certificate request will be displayed on the
Rout er (ca-trust poi nt)# enrol | ment terninal console terminal so that it may be manually copied
(or cut).
 pem --Configures the trustpoint to generate
PEM-formatted certificate requests to the console
terminal.
Step 5 fingerprint ca-fingerprint (Optional) Specifies afingerprint that can be matched
against the fingerprint of a CA certificate during
Example: .
authentication.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided, it will be
355CD23E 12EF53FA 355CD23E d|$|ayed for Verification_
Step 6 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Router(ca-trustpoint)# exit
Step 7 crypto pki authenticate name Retrieves the CA certificate and authenticatesiit.
Example:
Router(config)# crypto pki authenticate nytp
Step 8 crypto pki enroll name Generates certificate request and displays the request for

Example:

copying and pasting into the certificate server.

Configuring Certificate Enroliment for a PKI .
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Command or Action

Purpose

Router(config)# crypto pki enroll nytp

* You are prompted for enrollment information, such
aswhether to include the router FQDN and | P address
in the certificate request. You are also given the
choice about displaying the certificate request to the
console terminal.

» The base-64 encoded certificate with or without PEM
headers as requested is displayed.

Step 9

crypto pki import name certificate

Example:

Rout er (config)# crypto pki inport nytp certificate

Imports a certificate manually at the console terminal
(pasting).

* The base-64 encoded certificate is accepted from the
console terminal and inserted into the internal
certificate database.

Note You must enter this command twice if usage
keys, a signature key, and an encryption key
areused. Thefirst timethe command is entered,
one of the certificates is pasted into the router.
The second time the command is entered, the
other certificateis pasted into the router. It does
not matter which certificate is pasted first.
Note Some CAsignorethe usage key informationin
the certificate request and issue general purpose
usage certificates. If this appliesto the
certificate authority you are using, import the
genera purpose certificate. The router will not
use one of the two key pairs generated.

Step 10

exit
Example:

Router(config)# exit

Exits global configuration mode.

Step 11

show crypto pki certificates

Example:

Rout er# show crypto pki certificates

(Optional) Displays information about your certificates,
the certificates of the CA, and RA certificates.

Configuring TFTP Certificate Enrollment

Perform thistask to configure TFTP certificate enrollment. Thistask helpsyou to configure manual certificate

enrollment using a TFTP server.

Before you begin

* You must know the correct URL to useif you are configuring certificate enrollment viaTFTP.
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* The router must be able to write afile to the TFTP server for the crypto pki enroll command.

« If you are using afile specification with the enr ollment command, the file must contain the CA certificate
either in binary format or be base-64 encoded.

« You must know if your CA ignores key usage information in a certificate request and issues only a
general purpose usage certificate.

A

Caution Some TFTP serversrequire that the file must exist on the server before it can be written. Most TFTP servers
require files that can be written over. This requirement may pose a risk because any router or other device
may write or overwrite the certificate request; thus, the replacement certificate request will not be used by
the CA administrator, who must first check the enrollment request fingerprint before granting the certificate
request.

SUMMARY STEPS

enable

configure terminal

crypto pki trustpoint name
enrollment [mode] [retry period minutes] [retry count number] url url [pem]
fingerprint ca-fingerprint

exit

crypto pki authenticate name
crypto pki enroll name

crypto pki import name certificate
exit

show crypto pki certificates

©ENDGOHWN

- -
- O

DETAILED STEPS

Command or Action Purpose

Step 1

enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Rout er> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters

ca-trustpoint configuration mode.
Example:

Rout er (config)# crypto pki trustpoint nytp
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Command or Action

Purpose

Step 4 enrollment [mode] [retry period minutes] [retry count | Specifies TFTP as the enrollment method to send the
number] url url [pem] enrollment request and to retrieve the CA certificate and
router certificate and any optional parameters.
Example:
Note For TFTP enrollment, the URL must be
Rout er (ca-trustpoint)# enrol | ment url configured asa TFTP URL,
tftp://certserver/file_specification tftp://example_tftp_url.

» An optional file specification filename may be
included inthe TFTP URL. If the file specification
is not included, the FQDN will be used. If thefile
specification isincluded, the router will append the
extension “.ca’ to the specified filename.

Step 5 fingerprint ca-fingerprint (Optional) Specifies the fingerprint of the CA certificate
Examle: received via an out-of-band method from the CA
pe: administrator.
Rout er (ca-trustpoint)# fingerprint 12EF53FA Note If the fingerprint is not provided, it will be
355CD23E 12EF53FA 355CD23E d|sp|ayw for Verificmion_
Step 6 exit Exits ca-trustpoint configuration mode and returnsto global
configuration mode.
Example:
Rout er (ca-trustpoint)# exit
Step 7 crypto pki authenticate name Retrieves the CA certificate and authenticates it from the
specified TFTP server.
Example:
Rout er (config)# crypto pki authenticate nytp
Step 8 crypto pki enroll name Generates certificate request and writes the request out to
the TFTP server.
Example:
* You are prompted for enrollment information, such
Rout er (config)# crypto pki enroll nytp aswhether to include therouter FQDN and | P address
in the certificate request. You are queried about
whether to display the certificate request to the
console terminal.

« The filename to be written is appended with the
extension “.req”. For usage keys, asignature key and
an encryption key, two requests are generated and
sent. The usage key request filenames are appended
with the extensions “-sign.req” and “-encr.req”,
respectively.

Step 9 crypto pki import name certificate Imports a certificate via TFTP at the console terminal,

Example:
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Command or Action

Purpose

Rout er (config)# crypto pki inport nytp certificate

« The router will attempt to retrieve the granted
certificate via TFTP using the same filename used to
send the request, except the extension is changed from
“.req” to “.crt”. For usage key certificates, the
extensions “-sign.crt” and “-encr.crt” are used.

« The router will parse the received files, verify the
certificates, and insert the certificatesinto theinternal
certificate database on the router.

Note Some CAsignorethe usage key informationin
the certificate request and issue general purpose
usage certificates. If your CA ignoresthe usage
key information in the certificate request, only
import the general purpose certificate. The
router will not use one of the two key pairs

generated.
Step 10 exit Exits global configuration mode.
Example:
Router(config)# exit
Step 11 show crypto pki certificates (Optional) Displays information about your certificates,

Example:

Rout er# show crypto pki certificates

the certificates of the CA, and RA certificates.

Certifying a URL Link for Secure Communication with a Trend Micro Server

Perform thistask to certify alink used in URL filtering that all ows secure communication with aTrend Micro

Server.

\}

Note  Security threats, aswell asthe cryptographic technol ogiesto help protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

SUMMARY STEPS
1. enable
2. clockset hh : mm : ss date month year
3. configure terminal
4. clock timezone zone hours-offset [ minutes-offset |
5. ip http server
6. hostname name
7 ip domain-name name

Configuring Certificate Enroliment for a PKI .



. Certifying a URL Link for Secure Communication with a Trend Micro Server

Configuring Certificate Enroliment for a PKI |

8. cryptokey generatersa general-keysmodulus  modulus-size

9. crypto pki trustpoint name
10. enrollment terminal
11. cryptocaauthenticate name

12. Copy thefollowing block of text containing the base 64 encoded CA certificate and paste it at the

prompt.
13. Enter yesto accept this certificate.
14. serial-number
15. revocation-check none
16. end
17. trmregister

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Rout er> enabl e

Step 2 clock set hh : mm : ss date month year Sets the clock on the router.
Example:
Router# cl ock set 23:22:00 22 Dec 2009

Step 3 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal

Step 4 clock timezone zone hours-offset [minutes-offset ] Sets the time zone.

Example:

Rout er (config)# clock timezone PST -08

* The zone argument is the name of the time zone
(typically a standard acronym). The hours-offset
argument is the number of hours the time zoneis
different from Universal Time Coordinated (UTC).
The minutes-offset argument isthe number of minutes
the time zone is different from UTC.

Note The minutes-offsetargument of the clock
timezone command isavailable for those cases
where alocal time zone is a percentage of an
hour different from UTC or Greenwich Mean
Time (GMT). For example, the time zone for
some sections of Atlantic Canada (AST) is
UTC-3.5. In this case, the necessary command
would be clock timezone AST -3 30.
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Command or Action Purpose
Step 5 ip http server Enablesthe HTTP server.
Example:
Rout er(config)# ip http server
Step 6 hostname name Configures the hostname of the router.
Example:
Rout er (confi g)# host name host nanel
Step 7 ip domain-name name Defines the domain name for the router.
Example:
Rout er (config)# i p domai n-nane exanpl e. com
Step 8 crypto key generatersa general-keys modulus Generates the crypto keys.
modulus-size -
« The gener al-keys keyword specifies that a general
Example: purpose key pair is generated, which is the default.
Router (config)# crypto key generate rsa . Themoduluskgyword and modulus-size argument
gener al - keys nmodul us gener al S)ec'fy the IP Size Of the kw mOdUl us. By defaU|t,
the modulus of a CA key is 1024 bits. When
generating RSA keys, you will be prompted to enter
amodulus length. A longer modulus could offer
stronger security but takes longer to generate and to
use. A length of less than 2048 is not recommended.
Note The name for the general keysthat are
generated are based on the domain name that
isconfigured in Step 7. For example, the keys
will be called “ example.com.”
Step 9 crypto pki trustpoint name Declares the CA that your router should use and enters
ca-trustpoint configuration mode.
Example:
Note Effectivewith Cisco |0S Release 12.3(8)T, the
Rout er (config)# crypto pki trustpoint mytp crypto pki trustpoint command replaced the
crypto catrustpoint command.
Step 10 enrollment terminal Specifies the manual cut-and-paste certificate enrollment
method.
Example:
* The certificate request will be displayed on the
Rout er (ca-trust poi nt)# enrol | ment termninal console terminal so that you may manually copy (or
cut).
Step 11 crypto ca authenticate name Takes the name of the CA as the argument and

Example:

authenticatesiit.
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Command or Action

Purpose

Rout er (ca-trustpoint)# crypto ca authenticate nytp

« The following command output displays:

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line
by itself.

Step 12

Copy the following block of text containing the base 64
encoded CA certificate and paste it at the prompt.

. Configuring Certificate Enroliment for a PKI
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VVBAS BGYIKOZI hvZOBOEABAOWCSPY MIMBVDAGhAVROGESGE b3DEERQA
IR OKer 899612gKEF7VIObN] AJXMITENAKaSHrH 2kn@eUIXRmA KEdS) hveY
70j / V) TVbINTM enGH PSonl OKER! ZGx/ zuf 61 W VAZONARZS Wl odz2uPHth

1voqZi egDf gnclzgcPGUI WEX/ r 87yl ogaKHee9570+sB3c4

The following command output displays:
Certificate has the following attributes:

Fi ngerprint MD5: 67CB9DCO 13248A82 9BB2171E
D11BECD4
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Command or Action

Purpose

Fi ngerprint SHAl: D23209AD 23D31423 2174E40D
7F9D6213 9786633A

Step 13 Enter yes to accept this certificate.
% Do you accept this certificate? [yes/no]: yes
The following command output displays:
Trustpoint CA certificate accepted.
% Certificate successfully inported
Step 14 serial-number Specifiestherouter serial number in the certificate request.
Example:
host nanel(ca-trustpoint)# serial - nunber
Step 15 revocation-check none Specifies that certificate checking isignored.
Example:
host nanel(ca-trustpoi nt)# revocati on-check none
Example:
Step 16 end Exits ca-trustpoint configuration mode and returns to
Example: privileged EXEC mode.
host nanel(ca-trustpoint)# end
Step 17 trm register Manually starts the Trend Micro Server registration
rocess.
Example: P

host nanel# trmregister

Configuring a Persistent Self-Signed Certificate for Enrollment via SSL

This section contains the following tasks:

\}

Note These tasks are optional because if you enable the HTTPS server, it generates a self-signed certificate

automatically using default values.
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. Persistent Self-Signed Certificates Overview

Persistent Self-Signed Certificates Overview

Restrictions

)

The SSL protocol can be used to establish a secure connection between an HTTPS server and a client (web
browser). During the SSL handshake, the client expects the SSL server’s certificate to be verifiable using a
certificate the client already possesses.

If Cisco 10S software does not have a certificate that the HTTPS server can use, the server generates a
self-signed certificate by calling a PK| application programming interface (API). When the client receives
this self-signed certificate and is unable to verify it, intervention is needed. The client asksyouif the certificate
should be accepted and saved for future use. If you accept the certificate, the SSL handshake continues.

Future SSL handshakes between the same client and the server use the same certificate. However, if the router
isreloaded, the self-signed certificateislost. The HTTPS server must then create anew self-signed certificate.
Thisnew self-signed certificate does not match the previous certificate, so you are once again asked to accept
it.

Requesting acceptance of the router’s certificate each time that the router rel oads may present an opportunity
for an attacker to substitute an unauthorized certificate when you are being asked to accept the certificate.
Persistent self-signed certificates overcome all these limitations by saving a certificate in the router’s startup
configuration.

* You can configure only one trustpoint for a persistent self-signed certificate.

* The maximum lifetime of a self-signed certificate is 00:00:00 GMT Jan 1, 2030.

Note

Do not change the | P domain name or the hostname of the router after creating the self-signed certificate.
Changing either name triggers the regeneration of the self-signed certificate and overrides the configured
trustpoint. WebV PN tiesthe SSL trustpoint name to the WebV PN gateway configuration. If anew self-signed
certificate is triggered, then the new trustpoint name does not match the WebV PN configuration, causing the
WebV PN connections to fail.

Configuring a Trustpoint and Specifying Self-Signed Certificate Parameters

\}

Note

SUMMARY STEPS

Security threats, aswell asthe cryptographic technol ogiesto hel p protect against them, are constantly changing.
For more information about the latest Cisco cryptographic recommendations, see the Next Generation
Encryption (NGE) white paper.

Perform the following task to configure atrustpoint and specify self-signed certificate parameters.

enable

configure terminal
crypto pki trustpoint name
enrollment selfsigned
subject-name [x.500-name]

apwDbD-=
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rsakeypair key-label [key-size [encryption-key-siz€]]
crypto pki enroll name

end

show crypto pki certificates [trustpoint-name[ver bose]]
10. show crypto pki trustpoints[status | label [status]]

©oNo

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er> enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure termnal
Step 3 crypto pki trustpoint name Declares the CA that your router should use and enters
. ca-trustpoint configuration mode.
Example:
Note Effectivewith Cisco |0S Release 12.3(8)T, the
Rout er (config)# crypto pki trustpoint |ocal crypto pki trustpoint command replaced the
crypto ca trustpoint command.
Step 4 enrollment selfsigned Specifies self-signed enrollment.
Example:
Rout er (ca-trustpoint)# enrol | nent sel fsigned
Step 5 subject-name [x.500-name] (Optional) Specifiesthe requested subject nameto be used
in the certificate request.
Example:
« If no value for the x-500-name argument is specified,
Rout er (ca-trust poi nt)# subj ect - narme the FQDN, which isthe default subject name, is used.
Step 6 rsakeypair key-label [key-size [encryption-key-size]] | (Optional) Specifies which key pair to associate with the

certificate.
Example:
« The value for the key-label argument will be
Rout er (ca-trustpoint)# rsakeypair exanpl ekey 2048 generated during enrollment if it does not already
exist or if the auto-enroll regener ate command was
issued.

* Specify avalue for the key-size argument for
generating the key, and specify avalue for the
encryption-key-size argument to request separate
encryption, signature keys, and certificates. The
key-size and encryption-key-size must be the same
size. Length of less than 2048 is no recommended.
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Command or Action Purpose
Note If this command is not enabled, the FQDN key
pair is used.
Step 7 crypto pki enroll name Tells the router to generate the persistent self-signed
certificate.
Example:
Rout er (config)# crypto pki enroll Iocal
Step 8 end (Optional) Exits ca-trustpoint configuration mode.
Example: * Enter this command a second time to exit global
configuration mode.
Rout er (ca-trustpoint)# end
Step 9 show crypto pki certificates [trustpoint-name[ver bose]] | Displays information about your certificate, the
certification authority certificate, and any registration
Example: ; o
authority certificates.
Rout er # show crypto pki certificates | ocal verbose
Step 10 show crypto pki trustpoints [status | label [status]] Displays the trustpoints that are configured in the router.

Example:

Rout er# show crypto pki trustpoints status

Enabling the HTTPS Server

Perform the following task to enablethe HTTPS

Before you begin

server.

To specify parameters, you must create atrustpoint and configure it. To use default values, delete any existing
self-signed trustpoints. Deleting all self-signed trustpoints causes the HTTPS server to generate a persistent
self-signed certificate using default values as soon as the server is enabled.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip http secure-server

4. end

5. copy system:running-config nvram: startu
DETAILED STEPS

p-config

Command or Action

Purpose

Step 1

enable

Example:
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Command or Action

Purpose

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step 3 ip http secure-server Enables the HTTPS web server.
Example: Note A key pair (modulus 1024) and a self-signed
certificate are automatically generated.
Router(config)# ip http secure-server
Step 4 end Exits global configuration mode.
Example:
Rout er (config)# end
Step 5 copy system:running-config nvram: startup-config Saves the self-signed certificate and the HTTPS server in

Example:

Rout er# copy system running-config nvram
startup-config

enabled mode.

Configuring a Certificate Enroliment Profile for Enroliment or Reenrollment

Perform this task to configure a certificate enrollment profile for enrollment or reenrollment. Thistask helps
you to configure an enrollment profile for certificate enrollment or reenrollment of arouter with a Cisco 10S
CA that is aready enrolled with a third-party vendor CA.

Enable arouter that is enrolled with athird-party vendor CA to use its existing certificate to enroll with the
Cisco |OS certificate server so the enrollment request is automatically granted. To enable this functionality,
you must issue the enrollment credential command. Also, you cannot configure manual certificate enrollment.

Before you begin

Perform the following tasks at the client router before configuring a certificate enrollment profile for the client
router that is already enrolled with athird-party vendor CA so that the router can reenroll with a Cisco 10S

certificate server:

« Defined atrustpoint that points to the third-party vendor CA.

« Authenticated and enrolled the client router with the third-party vendor CA.
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\)

Note « To use certificate profiles, your network must have an HTTP interface to the CA.
« If an enrollment profileis specified, an enrollment URL may not be specified in the trustpoint configuration.
Although both commands are supported, only one command can be used at atimein atrustpoint.
* Because thereis no standard for the HT TP commands used by various CAs, the user isrequired to enter
the command that is appropriate to the CA that is being used.

>
SUMMARY STEPS
1. enable
2. configure terminal
3. cryptopki trustpoint name
4. enrollment profile label
5. exit
6. crypto pki profileenrollment label
7 Do one of the following:
* authentication url url
+ authentication terminal
8. authentication command
9. Do oneof thefollowing:
 enrollment url url
* enrollment terminal
10. enrollment credential |abel
11. enrollment command
12. parameter number {valuevalue|prompt string}
13. exit
14. show crypto pki certificates
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Rout er > enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Rout er# configure term nal

. Configuring Certificate Enroliment for a PKI



| Configuring Certificate Enrollment for a PKI
Configuring a Certificate Enrollment Profile for Enroliment or Reenrollment .

Command or Action Purpose
Step 3 crypto pki trustpoint name Declares the trustpoint and a given name and enters
ca-trustpoint configuration mode.
Example:

Rout er (config)# crypto pki trustpoint Entrust

Step 4 enrollment profile |abel Specifies that an enrollment profile is to be used for

certificate authentication and enrollment.
Example:

Router(ca-trustpoint)# enroll ment profile E

Step 5 exit Exits cartrustpoint configuration mode.

Example:

Router(ca-trustpoint)# exit

Step 6 crypto pki profile enroliment label Defines an enrollment profile and enters ca-profile-enroll

Example: configuration mode.

« |abel --Name for the enrollment profile; the
Rout er (config)# crypto pki profile enrollnent E enrollment profile name must match the name
specified in the enrollment profile command.

Step 7 Do one of the following: Specifies the URL of the CA server to which to send
. certificate authentication requests.
« authentication url wurl
« authentication ter minal « url --URL of the CA server to which your router
) should send authentication requests. If you are using
Example: HTTP, the URL should read “http:/CA_name,” where
CA_nameisthe host DNS name or IP address of the
Rout er (ca-profile-enroll)# authentication url CA. If vou are using TFTP. the URL should read
http://entrust: 81 Ay .g o e
“tftp://certserverffile_specification.” (If the URL does
Example: not include a file specification, the FQDN of the

router will be used.)
Rout er (ca-profile-enrol|)# aut hentication term nal

Specifies manual cut-and-paste certificate authentication.

Step 8 authentication command (Optional) Specifiesthe HTTP command that is sent to

the CA for authentication.
Example:

Router (ca-profile-enroll)# authenticati on conmand

Step 9 Do one of the following: Specifies the URL of the CA server to which to send

certificate enrollment requestsviaHTTP or TFTP.
e enrollment url wurl

. Specifies manual cut-and-paste certificate enrollment.
* enrollment terminal

Example:
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Command or Action Purpose
Router(ca-profile-enroll)# enrollnent url
http://entrust: 81/ cda-cgi/clientcgi.exe
Example:
Example:
Rout er (ca-profile-enroll)# enrol |l nent term nal
Step 10 enrollment credential label (Optional) Specifies the third-party vendor CA trustpoint
that isto be enrolled with the Cisco 10S CA.
Example:
Note This command cannot be issued if manual
Rout er (ca-profile-enroll)# enrol |l ment credenti al certificate enrollment is being used.
Ent r ust
Step 11 enrollment command (Optional) Specifiesthe HTTP command that is sent to
the CA for enrollment.
Example:
Rout er (ca-profile-enroll)# enrol | nent command
Step 12 parameter number {valuevalue|prompt string} (Optional) Specifies parametersfor an enrollment profile.
Example: * Thiscommand can be used multiple timesto specify
multiple values.
Router(ca-profile-enroll)# paranmeter 1 val ue
aaaa- bbbb-cccc
Step 13 exit (Optional) Exits ca-profile-enroll configuration mode.
Example: * Enter this command a second time to exit global
configuration mode.
Rout er (ca-profile-enroll)# exit
Step 14 show crypto pki certificates (Optional) Displays information about your certificates,
the certificates of the CA, and RA certificates.
Example:
Rout er# show crypto pki certificates
What to Do Next

If you configured the router to reenroll with a Cisco 10S CA, you should configure the Cisco |OS certificate
server to accept enrollment requests only from clients already enrolled with the specified third-party vendor
CA trustpoint to take advantage of this functionality. For more information, see the module “ Configuring
and Managing a Cisco |10S Certificate Server for PKI Deployment.”
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Configuring Certificate Enrollment in a Two-Tier PKI Environment

\}

Thefeature enables sub-CAsto issue certificatesto their clientswhen aroot CA isoffline. Theroot certificate
can be imported through the CL1 first, and then it is used to validate the issuing sub CA certificate configured
under the trustpoint.

Note

Enable revocation checking as per your environment before performing the following tasks.

For importing the ROOT-CA through terminal, perform the following steps:

enabl e

!

configure term nal

!

crypto pki trustpoint ROOT-CA
revocati on-check none

enrol |l ment term nal

1

crypto pki authenticate ROOT-CA
!

exit

For authenticating SUB-CA without specifying or accepting the fingerprint.

enabl e

!

configure term nal

!

crypto pki trustpoint SUB-CA
revocati on-check none

enrol I ment url url

chai n-val i dati on conti nue ROOT- CA
exit

!

crypto pki authenticate SUB-CA
exit

Configuring Certificate Renewal by Enabling Multiple Trustpoints

Starting from the Cisco 10S XE 17.4.1 release, you can enable the registration authority to use multiple
trustpoints to validate router credentials for initial certificate enrollment and certificate renewal. This
enhancement enables automated validation of multiple trustpoints while maintaining zero-touch certificate
enrollment through the SCEP enrollment protocol.

When you enroll arouter for the first time, an SCEP request isinitiated and this request is signed by using
the SUDI credentials. The request is then sent to aregistration authority which validates the SUDI certificate
through alocal trustpoint. The local trustpoint validates the router SCEP credentials. If the validation is
successful, the registration authority uses the SUDI certificate to decrypt the signature and validate the hash.
After the hash validation is also successful, the registration authority forwards the SCEP request to the
certificate authority (CA). The CA then signs the request and sends the certificate back to the registration
authority which in turn forwards the certificate to the router. At this point, the SCEP enrollment is complete.

In the case of a certificate renewal, when the same process is followed, the renewal fails. Thisis because the
registration authority cannot validate the renewal request since the router uses the current certificate asthe
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. Configuration Examples for PKI Certificate Enroliment Requests

\}

credentials. Since the registration authority can use only one trustpoint to validate the router identity, the
certificate renewal fails.

To overcome this challenge, you can now configure the registration authority to use multiple trustpoints to
validate the router credentials. In this manner, the initial enrollment as well as the renewal works seamlessly.

To configure multiple trustpoints, use the grant auto <tp-list> command. You can configure from upto 5
trustpoints by using this command. For example:

grant auto tp-list <tpl tp2>

grant auto tp-list <tpl tp2 tp3>

grant auto tp-list <tpl tp2 tp3 tp4>
grant auto tp-list <tpl tp2 tp3 tp4 tp5>

After you configure the trustpoints, the registration authority validates the certificates that are received by
using one of the configured trustpoints. The validation starts from the first trustpoint. If the validation is
successful, the certificate is renewed. Else, the authority validates using the next available trustpoint.

Sample Configuration

crypto pki server FANRSACA

no dat abase archive

grant auto <tp-list> ACT2_SUDI _CA <CA_TRUSTPO NT>

hash sha256

node ra transparent

|

crypto pki trustpoint FANRSACA

enrol Il ment url http://10.4.1.117: 8080/ ej bca/ publ i cweb/ appl y/ scep/ FANRSACA
seri al - nunber none

fqdn none

i p- addr ess none

subj ect - nanme seri al Nunber =PI D: | SR4451- X/ K9 SN: FOC23231CRY, CN=l SR4k-1-ra
revocati on-check none

rsakeypai r FANRSACA Key 4096

|

crypto pki trustpoint ACT2_SUDI _CA
enrol Il ment profile ACT2_SUDI _CA
revocati on-check none

!

crypto pki trustpool policy
revocati on-check none

Note

Grant auto trustpoint and grant auto tp-list are mutually exclusive. You cannot run the grant auto tp-list
command if you have already configured grant auto trustpoint.

Configuration Examples for PKI Certificate EnrolimentRequests

Configuring Certificate Enroliment or Autoenroliment Example

Thefollowing example showsthe configuration for the“mytp-A” certificate server and its associated trustpoint,
where RSA keys generated by the initial autoenrollment for the trustpoint will be stored on a USB token,
“usbtoken0”:

crypto pki server mytp-A

. Configuring Certificate Enroliment for a PKI



| Configuring Certificate Enrollment for a PKI
Configuring Autoenroliment Example .

dat abase | evel conplete
i ssuer-name CN=conpany, L=city, C=country
grant auto
| Specifies that certificate requests will be granted autonatically.
|
crypto pki trustpoint nytp-A
revocati on-check none
rsakeypair nyTP-A
st or age usbt okenO
! Specifies that keys will be stored on usbtokenO:
on usbt okenO

I Specifiesthat keys generated oninitial auto enroll will be generated on and stored on ! usbtokenO:

Configuring Autoenrollment Example

The following example shows how to configure the router to automatically enroll with a CA on startup,
enabling automatic rollover, and how to specify all necessary enrollment information in the configuration:

crypto pki trustpoint trustptl

enrol lment url http://trustptl. exanpl e.conl/

subj ect - nane OU=Spiral Dept., O=exanple.com

i p-address ethernet-0

seri al - number none

usage i ke

aut o-enroll regenerate

password passwordl

rsa-key trustptl 2048

|
crypto pki certificate chain trustptl
certificate pki 0B
30820293 3082023D A0030201 0202010B 300D0609 2A864886 F70D0101 04050030
79310B30 09060355 04061302 5553310B 30090603 55040813 02434131 15301306
0355040A 130C4369 73636F20 53797374 656D3120 301E0603 55040B13 17737562
6F726420 746F206B 6168756C 75692049 50495355 31243022 06035504 03131B79
6E692D75 31302043 65727469 66696361 7465204D 616E6167 6572301E 170D3030
30373134 32303536 32355A17 0D303130 37313430 31323834 335A3032 310E300C
06035504 0A130543 6973636F 3120301E 06092A86 4886F70D 01090216 11706B69
2D343562 2E636973 636F2E63 6F6D305C 300D0609 2A864886 F70D0101 01050003
4B003048 024100B3 0512A201 3B4243E1 378A9703 8ACSE3CE F77AF987 B5A422C4
15E947F6 70997393 70CF34D6 63A86B9C 4347A81A 0551FC02 ABA62360 01EF7DD2
6CL36AEB 3C6C3902 03010001 A381F630 81F3300B 0603551D 0F040403 02052030
10060355 1D110415 30138211 706B692D 3435622E 63697363 6F2E636F 6D301D06
03551D0E 04160414 247D9558 169B9A21 23D289CC 2DDA2A9A 4F77C616 301F0603
551D2304 18301680 14BD742C E892E819 1D551D91 683F6DB2 D8847A6C 73308185
0603551D 1F047E30 7C307AA0 3CA03AA4 38303631 OE300C06 0355040A 13054369
73636F31 24302206 03550403 131B796E 692D7531 30204365 72746966 69636174
65204D61 6E616765 72A23AA4 38303631 OE300C06 0355040A 13054369 73636F31
24302206 03550403 131B796E 692D7531 30204365 72746966 69636174 65204D61
6E616765 72300D06 092A8648 86F70D01 01040500 03410015 BC7CECF9 696697DF
E887007F 7A8DA24F 1ED5A785 C5C60452 47860061 0C18093D 08958A77 5737246B
0A25550A 25910E27 8B8B428E 32F8D948 3DD1784F 954C70
qui t

Note In thisexample, keys are neither regenerated nor rolled over.
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Configuring Certificate Autoenroliment with Key Regeneration Example

Thefollowing example shows how to configure the router to automatically enroll with the CA named “trustmel”
on startup and enable automatic rollover. The regener ate keyword isissued, so a new key will be generated
for the certificate and reissued when the automatic rollover processisinitiated. The renewal percentageis
configured as 90 so if the certificate has alifetime of one year, anew certificate is requested 36.5 days before
the old certificate expires. The changes made to the running configuration are saved to the NVRAM startup
configuration because autoenrolIment will not update NVRAM if the running configuration has been modified
but not written to NVRAM.

crypto pki trustpoint trustmel
enrol Il ment url http://trustnmel. exanpl e. conl
subj ect -name OU=Spiral Dept., O=exanple.com
i p-address ethernetO
seri al - nunmber none
auto-enroll 90 regenerate
password passwordl
rsakeypair trustnel 2048
exit
crypto pki authenticate trustnel
copy system running-config nvramstartup-config

Configuring Cut-and-Paste Certificate Enroliment Example

Thefollowing example shows how to configure certificate enrollment using the manual cut-and-paste enrollment
method:

Rout er (confi g) #

crypto pki trustpoint TP

Rout er (ca-trustpoint)#

enrol | ment term nal

Rout er (ca-trust point)#

crypto pki authenticate TP

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
----- BEG N CERTI FI CATE- - - - -

M | CNDCCAd6gAW BAgl Q0s CmXpVHWodKr y RoqULV7j ANBgkghki GOWOBAQUFADAS
M WCQYDVQQGEW] VUz EWWBQGALUEChIMNQ2I z2Y28gU3I zd GVt cz ESMBAGALUEAXMJ
bXNj YS1yb290NMB4XDTAy MDI x NDAWNDYWWo XDTA3NMDI x NDAWNT Q0 OFowOT EL MAK G
A1UEBhMCVWIWK Fj AUBgNVBAOTDUNpc2NvI FN5c3RI bXIVk Ej AQBgNVBAMICWLz Y2 Et
cnmBvdDBc MAOGCSqGSI b3 DQEBAQUAAOS AMEgCQQCI x8nl GFg+wy3Bj FbVi 25wYoG
K2NOHWAHpgx FuFhgyBnl COCshl n9Ct r dN3JvUNHr ONI Koc EMNKUGYnPWWGT T AgIVB
AAG gc Ewgb4wOwYDVROPBAQDAgHGVA8 GAL Ud EWEB/ WQFMAVBAF 8WwHQYDVROOBBYE
FKI acsl 6dKAf uNDVQym Sp7esf 8j M30GALUd HWRMVIBQWL 6 At 0 CuGKWAOdHAGLY 9t
Cc2NhLXJIvb3QvQ@VydEVucmdsbC9t c2NhLXJIvb3QuY3JsMDGgL6AL hi t maWkI O 8v
XFxt c2NhLXIvb3Rc@VydEVucmdsbFxt c2NhLXJIvb3QuY3JsMBAGCSs GAQBgj cV
AQQDAgEAMAOGCSqGS| h3DQEBBQUAAOEAeuZkZMX9gkoLHf ETYTpVW ZPCQhBnwiNRA
0JDSdYdt L3Bcl / uLL5g7EmODy &f Ly MaxuhQYx5r / 40aSQyLCqBg+yg==

----- END CERTI FI CATE- - - - -

Certificate has the following attributes:

Fi ngerprint: D6C12961 CD78808A 4E02193C 0790082A

% Do you accept this certificate? [yes/no]:

y

Trustpoint CA certificate accepted.

% Certificate successfully inported

Rout er (confi g) #

crypto pki enroll TP

% Start certificate enrollment..

% The subject nane in the certificate will be:
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Rout er . exanpl e. com

% I nclude the router serial nunber in the subject nane? [yes/no]:
n

% I nclude an | P address in the subject nane? [no]:

n

Di splay Certificate Request to termnal? [yes/no]:

y

Signature key certificate request -

Certificate Request follows:

M | BhTCB7wW BADAI MSMM QYJKoZI hvc NAGk CFhRTYWEk QrFnZ2Vy LimNpc 2Ny Lim\v
bTCBnz ANBgkghki GOWOBAQEFAACB] QAwg Yk Cg YEAXdhXFDi WAN/ hi Zs9zf Ot ssKA
daoWruOns9Fe/ Pew01dhl4vXdxgacst Cs2Pr 5wk 6] LOPxpvxQJPW QVBi pLimy Vxv
oj hyLTr Vohr h6Dngcvk+G 50hss909RxvONwx042pQchFnx9EKMUZC7evwRxJEQR
mBHXBZ8GTP3j YQsj S8MCAWEAAaAhNMBBGCSqGSI b3DQE]Dj ESMBAWDY YDVROPAQH

BAQDAge AMAOGCSqGSI b3DQEBBAUAA4 GBAMT6W y FWO5POY7Ut F+YI YHIi VRUf 4SCq
hRI AG | j UePL09i TqyPU1Pnt 8Jnl Z5P5BHU3M gP8sqgodaWib6nmubkzaohJ1gD06
87f nLCNi d5Tov5j KogFHI ki 2EGGZxBosUnd1 JI enQINdDPbJc5L1 Wif Dvci A6j O
N 8r Ot Knt 8Q+

|

|

!

Redi spl ay enrol |l ment request? [yes/no]:

Encryption key certificate request -

Certificate Request follows:

M | BhTCB7wW BADAI MSMM QYJKoZI hvc NAGk CFhRTYWEk QrFnZ2Vy LimNpc 2Ny Lim\v
bTCBnz ANBgk ghki GOWOBAQEFAAOB] QAwg Yk Cg YEAWGE0Qoj pDbzbKnyj 8FyTi Qcv
THKDP7XD4vLT1XaJ409z0gSI oGnl cdFt XhVI BW pq3/ Oz YFXr 1t H+BMCRQ 3Lt s
0l pxYa3DOi FPgev7SPXpsAl sY8a6FMy7Ti wLObqgi Q LKL4cbuVOFrj | OYuv5A/ Z+
kgMOn7c+pWAWFdLe9l s CAWEAAaAhNMBBGCSqGSI b3DQEI Dj ESMBAWDY YDVROPAQH
BAQDAgUgMAOGCSqGSI b3 DQEBBAUAAAGBACF7T eURj / f JNbj PBI R6f a9Br | MIx+2F
HO1YM Cl i z2n4nHTeWI'WKhLo T8WUf a9NGCk 7yi +nF/ F7035t wLf q6n2bSCTWlaem
8j LMVaeFxwkr V/ ce@Kr ucnNCLuVx+f By9r hnkKx8j 60XE25t np1U08r 6o pBQABU
eNPFhozcaQ 2

|

|

!

Redi spl ay enrol |l ment request? [yes/no]:

n

Rout er (confi g) #

crypto pki inmport TP certificate

Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself

M | Daj CCAxSgAwW BAgl KFN7C6 QAAAAAMRz ANBgk ghki GOw0 BAQUFADAS MQs wCQYD
VQQGEW] VUz EWWBQGALUEChIMNQ2I z2Y28gU3I zd GVt czESMBAGALUEAXMIbXNj YS1y
b290MB4 XDTAy MDYWODAXMI'YOM 0 XDTAz MDYWODAXM YOM owd TEj MCEGCSqGSI| b3
DQEJAhMUU2FuZEJhZ2dl ci 5] aXNj by 5] b20wgZ8wbDQYJKoZI hvc NAQEBBQADg YOA
M GJAoGBAMXYVxQAI gJ/ 4SGoPc3zr bLCgHWIFLt Jr PRXvz3sNNXYdelL13cYGnLL
Tr Nj 6+cJOoyzj 8ab8Ti T1skDOoqS5s! ch6l 4ci 061al a4eg56nL5Phv+al bLPaPU
cbzj cMIONqUHI Rz8f RIDLnQu3r 8Ec SRKkZgR1wWW Bpj 942EL| OvDAgMBAAG ggHM
M | By DAL BgNVHQBEBAMCB4 AWHQYDVROOBBYEFL8Quz8dy z4EG eKx9A8UMNHLE4S
MHAGALUd| wRpMCeAFKI acsl 6dKAFf uNDVQym Sp7esf 8j 0 T2k Oz A5 M wCQYDVQQRG
Ewd VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGVt czESMBAGALUEAXMIbXNj YS1yb290
ghA6wWKZel Uf ChOgqvJG pQ XuMCl GA1UJEQEB/ wQYMBaCFFNnbmRCYWINZXI uY2| z
Y28uY29t M30GAL Ud HWRmMMGOQWM 6 At 0 CuGKWhOdHAGLY 9t c2NhLXJIvb3Qv R VydEVU
cmBsbC9t c2NnLXJIvb3QuY3JsMDGYLBAL hi t maWkl O 8vXFxt c2NhLXJvb3RcQ@Vy
dEVucndsbFxt c2NnLXJvb3QuY3JsM GUBggr BgEFBQe BAQSBhz CBhDA/ Bggr BgEF
BQcwAoYzaHROcDovL21z Y2Et cnBvdCIDZXIORWbYb2xsL21z Y2Et cnBvdF9t c2Nh
LXJIvb3QuY3JOMEEGCCs GAQUFBz AChj VmaWkl O 8vXFxt c2NhLXJvb3RcQVydEVu
cmBsbFxt c2NhLXJIvb3Rf bXN YS1yb290LniNy dDANBgkghki GOWOBAQUFAANBAJ 02
r 6sHPGBATQX2EDoJ pR/ A2UHXx RYqQVSHKFKZW0z 31r 53z UMDOPNUETV7mZl YNVRZ
CSEX/ G8boi 3WJ z9wZo=

% Router Certificate successfully inported

Rout er (confi g) #

crypto pki inport TP cert
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Enter the base 64 encoded certificate.

End with a blank line or the word "quit" on a line by itself

M | Daj CCAxSgAwW BAgl KFN7 OBQAAAAAMSDANBgk ghki GOw0BAQUFADAS MQs wCQYD
VQQGEW] VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGvt cz ESMBAGALUEAXMIbXNj YS1y
b290MB4 XDTAy MDYWODAX MI'YONVo XDTAz MDYWODAXM YONVowd TEj MCEGCSqGSI b3
DQEJAhMUU2FuZEJhZ2dl ci 5j aXNj by5j b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOA
M GJAoGBAMBUt EKI 6Q282yp8o/ Bck4j nLOX5Az+1w+Ly09V2i eNPc9l Ei KBpyHHR
bV4AVZQVr aat / zvc2BV69bR/ gTAkUI t y7bNCKcW&E W/ YhT6enr +0j 16bACLGPGUhTK
u04sCznbokl yyi +HG71 dBa45dGLr +QP2f pKj Dpu3PqV] VhXS3vZbAgMBAAG ggHM
M | By DAL BgNVHQB EBAMCBSAWHQYDVROOBBYEFPDO290RdI EUSgBMy6j ZR+YFRW j

MHAGALUdI WRpMGeAFKI acsl 6dKAf uNDVQyml Sp7esf 8j 0 T2k Oz A5 MQs wCQYDVQQG
Ewd VUz EWWBQGALUEChMNQ2I z2Y28gU3I zdGvt czESMBAGALUEAXMIbXNj YS1yb290
ghA6wKZel Uf ChOqvJG pQ XuMCl GA1UJEQEB/ wQYMBaCFFNnbmRCYWINZXI uY2| z
Y28uY29t M30 GAL Ud HWRmMGQWM_ 6 At 0 CuGKWhOdHAGLY 9t c2NhLXJvb3Qv@VydEVU
cnmBsbC9t c2NnLXJIvb3QuY3JsMDGYL6AL hi t maWkl O 8vXFxt c2NhLXJvb3Rc@Vy
dEVucndsbFxt c2NnLXJvb3QuY3JsM GUBggr BgEFBQc BAQSBhz CBhDA/ Bggr BgEF
BQcwAoYzaHROcDovL21z Y2Et cnmBvdCODZXIORWbYb2xsL21z Y2Et cnPvdF9t c2Nh
LXJvb3QuY3JOMEEGCCs GAQUFBz AChj VmaWkl O 8vXFxt c2NhLXJvb3Rc Q@ VydEVuU
cnmBsbFxt c2NnLXJIvb3Rf bXN YS1yb290LniNy dDANBgk ghki GOWOBAQUFAANBAHaU
hyOaLi r UghNxCnlz XRG7 C3WLj 0k SX7a4f X9OxKR/ Z2SoM dMNPPy Apuh8SoT2z BP
ZKj ZU2W cZE nZFAWbk=

% Router Certificate successfully inported

You can verify that the certificate was successfully imported by issuing the show crypto pki certificates

command:

Rout er# show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number: 14DECE05000000000C48
Certificate Usage: Encryption
| ssuer:
CN = TPCA-r oot
O = Company
C=Us
Subj ect:
Nane: Router. exanpl e. com
O D. 1.2.840.113549.1.9.2 = Router.exanple.com
CRL Distribution Point:
http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:
start date: 18:16:45 PDT Jun 7 2002
end date: 18:26:45 PDT Jun 7 2003
renew date: 16:00: 00 PST Dec 31 1969
Associ ated Trustpoints: TP
Certificate
Status: Available
Certificate Serial Number: 14DEC2E9000000000C47
Certificate Usage: Signature
| ssuer:
CN = tpca-root
O = company
C=Us
Subj ect :
Nane: Router. exanpl e. com
O D. 1.2.840.113549.1.9.2 = Router.exanple.com
CRL Distribution Point:
http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:
start date: 18:16:42 PDT Jun 7 2002
end date: 18:26:42 PDT Jun 7 2003
renew date: 16:00: 00 PST Dec 31 1969
Associ ated Trustpoints: TP
CA Certificate
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Status: Avail able
Certificate Serial Number: 3AC0A65E9547C2874AAF2468A942D5EE
Certificate Usage: Signature

| ssuer:
CN = tpca-root
O = Company
C = Us
Subj ect :
CN = tpca-root
O = company
C = Us

CRL Distribution Point:

http://tpca-root/CertEnroll/tpca-root.crl
Validity Date:

start date: 16:46:01 PST Feb 13 2002

end date: 16:54:48 PST Feb 13 2007
Associ ated Trustpoints: TP

Configuring Manual Certificate Enrollment with Key Regeneration Example

The following example shows how to regenerate new keys with amanual certificate enrollment from the CA
named “trustme2”:

crypto pki trustpoint trustne2
enrol l ment url http://trustnme2. exanpl e. com
subj ect-nanme OU=Spiral Dept., O=exanple.com
i p-address ethernetO
seri al - number none
regenerate
password passwordl
rsakeypair trustne2 2048
exit
crypto pki authenticate trustne2
crypto pki enroll trustme2

Creating and Verifying a Persistent Self-Signed Certificate Example

Thefollowing example shows how to declare and enroll atrustpoint named “local” and generate a self-signed
certificate with an | P address:

crypto pki trustpoint |ocal

enrol | ment sel fsigned

end

configure term nal

Enter configurati on comrands, one per line. End with CNTL/Z.

crypto pki enroll |ocal

Nov 29 20:51:13.067: %SSH- 5- ENABLED: SSH 1.99 has been enabl ed

Nov 29 20:51:13. 267: Y CRYPTO 6- AUTOGEN: Generated new 512 bit key pair
% I nclude the router serial number in the subject name? [yes/no]: yes
% I nclude an | P address in the subject nane? [no]: yes

Enter Interface nanme or | P Address[]: ethernet O

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
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. Enabling the HTTPS Server Example

\)

Note

A router can have only one self-signed certificate. If you attempt to enroll atrustpoint configured for a
self-signed certificate and one already exists, you receive a notification and are asked if you want to replace
it. If so, anew self-signed certificate is generated to replace the existing one.

Enabling the HTTPS Server Example

The following example shows how to enable the HTTPS server and generate a default trustpoint because one
was not previously configured:

configure term nal

Enter configurati on conmmands, one per line. End with CNTL/Z.

ip http secure-server

% Generating 1024 bit RSA keys ...[ K]

*Dec 21 19:14:15.421: %Kl - 4- NOAUTOSAVE: Confi guration was nodified. |Issue "wite nenory"
to save new certificate

Rout er (config) #

Note

You need to save the configuration to NVRAM if you want to keep the self-signed certificate and have the
HTTPS server enabled following router reloads.

The following message also appears:

*Dec 21 19:14:10. 441: %8SH- 5- ENABLED: SSH 1. 99 has been enabl ed

Note

Creation of the key pair used with the self-signed certificate causes the Secure Shell (SSH) server to start.
This behavior cannot be suppressed. You may want to modify your Access Control Lists (ACLS) to permit
or deny SSH accessto therouter. You can usetheip ssh rsa keypair-name unexisting-key-pair-name command
to disable the SSH server.

Verifying the Self-Signed Certificate Configuration Example

The following example displays information about the self-signed certificate that you just created:

Rout er# show crypto pki certificates
Router Self-Signed Certificate
Status: Available
Certificate Serial Nunmber: 01
Certificate Usage: General Purpose
| ssuer:
cn=l OS- Sel f- Si gned- Certificate-3326000105
Subj ect :
Name: | OS-Sel f-Si gned-Certificate-3326000105
cn=l OS- Sel f- Si gned- Certificate-3326000105
Validity Date:
start date: 19:14:14 GMI Dec 21 2004
end date: 00:00: 00 GMI Jan 1 2020
Associ ated Trustpoints: TP-self-signed-3326000105
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)

Note The number 3326000105 is the router’s serial number and varies depending on the router’s actual serial
number.

The following example displays information about the key pair corresponding to the self-signed certificate:

Rout er# show crypto key mypubkey rsa

% Key pair was generated at: 19:14:10 GMI Dec 21 2004

Key nane: TP-self-signed-3326000105

Usage: General Purpose Key

Key is not exportable.

Key Dat a:
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00B88F70
6BC78B6D 67D6CFF3 135C1D91 8F360292 CA44A032 5ACLA8FD 095E4865 F8C95A2B
BFD1C2B7 E64A3804 9BBD7326 207BD456 19BAB78B DO75E78E 00D2560C B09289AE
6DECB8B0 6672FB3A 5CDAEE92 9DACAF71 F3BCB269 214F6293 4BASFABF 9486BCFC
2B941BCA 550999A7 2EFE12A5 6B7B669A 2D88AB77 39B38EOE AA23CB8C B7020301 0001

% Key pair was generated at: 19:14:13 GMI Dec 21 2004

Key nane: TP-self-signed-3326000105. server

Usage: Encryption Key

Key is not exportable.

Key Dat a:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 O00CS5680E 89777B42
463E5783 FE96EA9E F446DC7B 70499AF3 EA266651 56EE29F4 5B003D93 2FCI9F81D
8A46E12F 3FBAC2F3 046EDODD C5F27C20 1BBA6B9B 08F16E45 C34D6337 F863D605
34E30FOE B4921BC5 DAC9EBBA 50C54AA0 BF551BDD 88453F50 61020301 0001

\}

Note The second key pair with the name TP-self-signed-3326000105.server is the SSH key pair and is generated
when any key pair is created on the router and SSH starts up.

The following exampl e displays information about the trustpoint named “local”:

Rout er# show crypto pki trustpoints
Trust poi nt |ocal:
Subj ect Nane:
seri al Nunber =C63EBBE9+i paddr ess=10. 3. 0. 18+host nane=t est . exanpl e. com
Serial Number: 01
Persistent self-signed certificate trust point

Configuring Direct HTTP Enroliment Example

The following example show how to configure an enrollment profile for direct HTTP enrollment with a CA
server:

crypto pki trustpoint Entrust
enrollment profile E
seri al
crypto pki profile enrollnment E
aut hentication url http://entrust:81
aut henti cation command GET /certs/cacert. der
enrol lment url http://entrust:81/cda-cgi/clientcgi.exe
enrol | ment command PCST ref erence_nunber =$P2&aut hcode=$P1
&retri evedAs=r awDER&act i on=get Ser ver Cer t &kcs10Request =$REQ
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paraneter 1 val ue aaaa- bbbb-cccc
paraneter 2 val ue 5001

Configuring Certificate Enrollment in a Two-Tier PKI Environment Example

Example of importing the ROOT-CA viaterminal.

(config)#crypto pki trustpoint ROOT-CA
(ca-trustpoint)#revocati on-check none
(ca-trustpoint)#enroll ment term nal

(config)#crypto pki authenticate ROOT-CA

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
M | DdTCCAl 2gAw BAgl Q f TAr EE1ly KZPXHaAVgDk5j ANBgkghki GOwWOBAQs FADBN
MRMAVEQYKCZI mi ZPy LGQBGRYDY29t MRgWFg YKCZI mi ZPy LGQBGRY!I dnBuLWhc3Qx
HDAaBgNVBAMIE3Zwbi 11 YXNOLXphY2t t Y2kt QQEwWHhcNMTgxM | wivDAWN] MyWhc N
M gxM | wWDAXN] MyW BNVRMAVEQYKCZI i ZPy LGQBGRYDY29t MRgWHg YKCZI mi ZPy
LGBGRYI dnBuLW/hc3QxHDAaBgNVBAMIE3Zwhi 11 YXNOLXphY2t t Y2kt QOEwggQEi
MAOGCSqGSI b3DQEBAQUAA4I BDwAWggEKAoI BAQCOGANs 91 U2HHE +XYhr mZKg6+Xo
S5kNf I uémvCf Z7Zi AKxZ03whJWZgNC7JRZQ+LKI JAcBUSF 2nmSIWRp+HVg1 6k4Zf 7
bMyl Bg629HT8XnFLrr 31 f h1l f L7Wjl 1Uez7/ PEzj sw09y/ ml W Snr | gR3+PvyDbH
E86A6Jnnt TNl s4qgawle72Bl nEzwwRaFNi 7VQz 7GQw3CUo+RX9wt FYj ABTy TUM BA
MP47pl 8Cvh1j HVHqHcbgpyd97j 1/ 8n1d/ NCne HKI g2hnKEOLHx80K7Q Helr kryl
+r 0ol 2f S3CCGIY000+FI Ns3qwdah8H8xf nsc5cs8l JCl bZGIhMIXq6u4Ecp+N1AgVB
AAG UTBPMAs GA1Ud DWQEAW Bhj APBgNVHRVBAf 8EBTADAQH MBOGA1Ud DgQWBBTb
zvf a7aNZspz3GaJ CvKDI KOBKFTAQBgkr BgEEAY! 3FQEEAW BADANBgkghki GOWOB
AQs FAACCAQEAGTI PTauHsPp7hlv/ i FXkbWW1aGr08/ | aJ&sCr 0f 9/ nsf MOHOOJIm
LP+t wy5KkFa7l 6u4vM M f Nyuj S60Fgnw3nBUJCy2Sk YV G BddN+BQbnkZ460M
sYf aynFBsvsbmraLEqU@t 9cmNCsk Xoda+Ff f yFTWAUBFz V66BGKpn6Y70yl ghF5
NLj j gWPVNRy 7RKMA| Ke9J0+oEmugwt df Hgi FdX+d6qPovj bApj 2j 6N4+Cv6qHDO
/ c+WUXRxz08eFNOgHNJi pk700XM Un4UaWvhM CYA9ELsj j SAWhBI 4i i / +fi al Lw
xgof +2mm zaf zFZz+eVf 5kgwpV07d ZI ng==
----- END CERTI FI CATE- - - - -
qui t
Certificate has the following attributes:
Fi ngerprint MD5: 99182E1E 96FB0595 DF86BFCE 3C781CF5
Fi ngerprint SHAl: 6E55B878 9AA3B603 D689AC25 F027615E OCB8EGE4

% Do you accept this certificate? [yes/no]: yes
Aut henti cating SUB-CA w thout having to specify or accept the fingerprint.

(config)#crypto pki trustpoint SUB-CA

(ca-trustpoint)#enrollment url http://<SUBCA | P/ FQDN>: 80/ certsrv/ nmscep/ nscep. dl |
(ca-trustpoint)#chai n-val i dati on conti nue ROOT- CA

(ca-trustpoint)#revocati on-check none

(ca-trustpoint)#crypto pki authenticate SUB-CA
Certificate has the following attributes:
Fi ngerprint MD5: 5C38CBOA 050AAE87 84A08A75 5F7084B8
Fi ngerprint SHAl: EB829470 BB8B9E26E 4457F346 7A3E957C C623C6F9
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
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Additional References

Related Documents

Additional References .

Related Topic

Document Title

USB token RSA operations: Benefitsof using
USB tokens

“Storing PKI Credentials’ module in the Cisco 10S Security
Configuration Guide: Secure Connectivity

USB token RSA operations. Certificate server
configuration

“Configuring and Managing a Cisco |10S Certificate Server
for PKI Deployment” chapter in the Cisco 10S Security
Configuration Guide: Secure Connectivity

See the “ Generating a Certificate Server RSA Key Pair”
section, the “ Configuring a Certificate Server Trustpoint”
section, and related examples.

Overview of PKI, including RSA keys,
certificate enrollment, and CAs

“ Cisco |0S PKI Overview: Understanding and Planning a
PKI " modulein the Cisco 10S Security Configuration
Guide: Secure Connectivity

Secure Device Provisioning: functionality
overview and configuration tasks

“ Setting Up Secure Device Provisioning (SDP) for
Enrollment in a PKI " modulein the Cisco 10S Security
Configuration Guide: Secure Connectivity

RSA key generation and deployment

“ Deploying RSA Keys Within a PKI ” module in the Cisco
|OS Security Configuration Guide: Secure Connectivity

Cisco 10S certificate server overview
information and configuration tasks

“ Configuring and Managing a Cisco 10S Certificate Server
for PKI Deployment ” module in the Cisco |0S Security
Configuration Guide: Secure Connectivity

Setting up and using a USB token

“ Storing PK1 Credentials” modulein the Cisco |OS Security
Configuration Guide: Secure Connectivity

Cisco 10S security commands

Cisco 10S Security Command Reference

Suite-B ESP transforms

Configuring Security for VPNs with |Psec feature module.

Suite-B SHA-2 family (HMAC variant) and
Elliptic Curve (EC) key pair configuration.

Configuring Internet Key Exchange for |Psec VPNs feature
module.

Suite-B Integrity algorithm type transform
configuration.

Configuring Internet Key Exchange Version 2 (IKEv2) feature
module.

Suite-B Elliptic Curve Digital Signature
Algorithm (ECDSA) signature (ECDSA-siQ)
authentication method configuration for
IKEv2.

Configuring Internet Key Exchange Version 2 (IKEv2) feature
module.
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Related Topic Document Title

Suite-B Elliptic curve Diffie-Hellman (ECDH) | Configuring Internet Key Exchange for IPsec VPNs and

support for IPsec SA negotiation Configuring Internet Key Exchange Version 2 (IKEv2) feature
modules.

Recommended cryptographic algorithms Next Generation Encryption

MIBs

MIB | MIBs Link

MIB Locator found at the following URL.:

http://www.cisco.com/go/mibs

None. | To locate and download MIBsfor selected platforms, Cisco | OS rel eases, and feature sets, use Cisco

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
online resourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user ID and password.

http://mww.ci sco.com/cisco/web/support/index.html

Feature Information for PKI Certificate Enroliment

The following table provides rel ease information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 1: Feature Information for PKI Certificate Enrollment

Feature Name Releases Feature Information

Certificate Autoenrollment This feature introduces certificate
autoenrollment, which alowsthe
router to automatically request a
certificatefrom the CA that isusing
the parametersin the configuration.

The following commands were
introduced by this feature:
auto-enroll, rsakeypair, show
crypto catimers.

Certificate Enrollment This feature introduces five new
Enhancements crypto catrustpointcommandsthat
provide new options for certificate
reguests and allow users to specify
fields in the configuration instead
of having to go through prompts.

The following commands were
introduced by this feature:
ip-address(ca-trustpoint),
passwor d(ca-trustpoint),
serial-number, subject-name,

usage.
Direct HTTP Enrollment with CA This feature allows usersto
Servers configure an enrollment profile if

their CA server does not support
SCEP and they do not want to use
an RA-mode CS. The enrollment
profile allows usersto send HTTP
reguests directly to the CA server
instead of to an RA-mode CS.

The following commands were
introduced by this feature:
authentication command,
authentication terminal,
authentication url, crypto ca
profile enrollment, enrollment
command, enrollment profile,
enrollment terminal, enrollment
url, parameter.
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Feature Name Releases Feature Information

Import of RSA Key Pair and This feature allows customers to

Certificatesin PEM Format issue certificate requests and receive
issued certificatesin PEM-formatted
files.

The following commands were
modified by this feature:
enrollment, enrollment terminal.

Key Rollover for Certificate This feature allows the certificate
Renewal renewal reguest to be made before
the certificate expires and retains
the old key and certificate until the
new certificate is available.

The following commands were
introduced or modified by this
feature: auto-enroll, regener ate.

Manual Certificate Enrollment Thisfeature alowsusersto generate
(TFTP Cut-and-Paste) a certificate request and accept CA
certificates and the router’s
certificatesviaa TFTP server or
manual cut-and-paste operations.

The following commands were
introduced or modified by this
feature: crypto caimport,
enrollment, enrollment terminal.

Persistent Self-Signed Certificates Thisfeature allowsthe HTTPS
server to generate and save a
self-signed certificate in the router
startup configuration. Thus, future
SSL handshakes between the client
and the HTTPS server can use the
same self-signed certificate without
user intervention.

The following commands were
introduced or modified by this
feature: enrollment selfsigned,
show crypto pki certificates, show
crypto pki trustpoints.
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Feature Name

Releases

Feature Information

PKI Status

This enhancement adds the status
keyword to the show crypto pki
trustpointscommand, which dlows
you to display the current status of
the trustpoint.

Note Thisisaminor
enhancement. Minor
enhancements are not
typically listed in Feature
Navigator.

Reenroll Using Existing
Certificates

Thisfeatureallowsusersto reenroll
arouter with a Cisco 10S CA via
exigting certificates from a
third-party vendor CA.

The following commands were
introduced by this feature:
enrollment credential, grant auto
trustpoint.
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Feature Name Releases Feature Information

Suite-B support in 10S SW crypto Suite-B adds the following support
for certificate enrollment for a PKI:

* Elliptic Curve Digital
Signature Algorithm (ECDSA)
(256 bit and 384 bit curves) is
used for the signature
operation within X.509
certificates.

* PKI support for validation of
for X.509 certificates using
ECDSA signatures.

* PKI support for generating
certificate requests using
ECDSA signatures and for
importing the issued
certificatesinto |OS.

Suite-B requirements comprise of
four user interface suites of
cryptographic algorithms for use
with IKE and | Psec that are
described in RFC 4869. Each suite
consists of an encryption algorithm,
adigital signature algorithm, akey
agreement algorithm, and a hash or
message digest algorithm. See the
Configuring Security for VPNswith
IPsec feature module for more
detailed information about Cisco
10S Suite-B support.

Trustpoint CLI This feature introduces the crypto
pki trustpoint command, which
adds support for trustpoint CAs.
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