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A through K

To route specific flows to a firewall farm, use the accesscommand in firewall farm configuration mode. To
restore the default settings, use the no form of this command.

access [source source-ip netmask| destination destination-ip netmask| inbound {inbound-interface| datagram

connection}| outbound outbound-interface]

no access [source source-ip netmask| destination destination-ip netmask| inbound {inbound-interface|
datagram connection}| outbound outbound-interface]

Syntax Description

source (Optional) Routes flows based on source IP address.

source-ip (Optional) Source IP address. The default is 0.0.0.0
(all sources).

netmask (Optional) Source IP network mask. The default is
0.0.0.0 (all source subnets).

destination (Optional) Routes flows based on destination IP

address.

destination-ip

(Optional) Destination IP address. The default is
0.0.0.0 (all destinations).

netmask

(Optional) Destination IP network mask. The default
is 0.0.0.0 (all destination subnets).

inbound inbound-interface

(Optional) Indicates that the firewall farm is to accept
inbound packets only on the specified inbound
interface.

You can specify a subinterface, such as
Gigabitethernet7/3.100, for the
inbound-interfaceargument.

inbound datagram connection

(Optional) Indicates that IOS SLB is to create
connections for inbound traffic as well as outbound
traffic.

outbound outbound-interface

(Optional) Indicates that the firewall farm is to accept
outbound packets only on the specified outbound
interface.

You can specify a subinterface, such as
Gigabitethernet7/3.100, for the
outbound-interfaceargument.
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Command Default

Command Modes

access (firewall farm) .

The default source IP address is 0.0.0.0 (routes flows from all sources to this firewall farm). The default source
IP network mask is 0.0.0.0 (routes flows from all source subnets to this firewall farm). The default destination
IP address is 0.0.0.0 (routes flows from all destinations to this firewall farm). The default destination IP
network mask is 0.0.0.0 (routes flows from all destination subnets to this firewall farm). If you do not specify
an inbound interface, the firewall farm accepts inbound packets on all inbound interfaces. If you do not specify
the inbound datagram connection option, IOS SLB creates connections only for outbound traffic. If you do
not specify an outbound interface, the firewall farm accepts outbound packets on all outbound interfaces.

Firewall farm configuration (config-slb-fw)

Command History

Usage Guidelines

Release Modification

12.1(7)E This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE The inbound and outbound keywords and inbound-interface and
outbound-interface arguments were added.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRE This command was modified.

The datagram connection keywords were added.

The inbound-interfaceand outbound-interfacearguments can be subinterfaces.

You can specify more than one source or destination for each firewall farm. To do so, configure multiple
access statements, making sure the network masks do not overlap each other.

You can specify up to two inbound interfaces and two outbound interfaces for each firewall farm. To do so,
configure multiple access statements, keeping the following considerations in mind:

+ All inbound and outbound interfaces must be in the same Virtual Private Network (VPN) routing and
forwarding (VRF).

» All inbound and outbound interfaces must be different from each other.

* You cannot change inbound or outbound interfaces for a firewall farm while it is in service.

If you do not configure an access interface using this command, IOS SLB installs the wildcards for the firewall
farm in all of the available interfaces of the device, including the VRF interfaces. If IOS SLB is not required
on the VRF interfaces, use this command to limit wildcards to the specified interfaces only.

By default, IOS SLB firewall load balancing creates connections only for outbound traffic (that is, traffic that
arrives through the real server). Inbound traffic uses those same connections to forward the traffic, which can
impact the CPU. To enable IOS SLB to create connections for both inbound traffic and outbound traffic,
reducing the impact on the CPU, use the access inbound datagram connection command.
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Examples The following example routes flows with a destination IP address of 10.1.6.0 to firewall farm FIRE1:

Router (config)# ip slb firewallfarm FIRE1L
Router (config-slb-fw) # access destination 10.1.6.0 255.255.255.0

Related Commands

Command Description
show ip slb firewallfarm Displays information about the firewall farm
configuration.
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access (server farm)

To configure an access interface for a server farm, use the access command in server farm configuration mode.
To disable the access interface, use the no form of this command.

access interface

no access interface

Syntax Description

Command Default

omman odes

interface Interface to be inspected. The server farm will handle
outbound flows from real servers only on the specified
interface.

You can specify a subinterface, such as
Gigabitethernet7/3.100, for the inferfaceargument.

The server farm handles outbound flows from real servers on all interfaces.

Server farm configuration (config-slb-sfarm)

Command History

Usage Guidelines

Release Modification

12.2(18)SXE This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRE This command was modified. The interfaceargument can be a
subinterface.

The virtual server and its associated server farm interfaces must be in the same Virtual Private Network (VPN)
routing and forwarding (VRF).

You can specify up to two access interfaces for each server farm. To do so, configure two access statements,
keeping the following considerations in mind:

» The two interfaces must be in the same VRF.
» The two interfaces must be different from each other.
* The access interfaces of primary and backup server farms must be the same.

* You cannot change the interfaces for a server farm while it is in service.
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If you do not configure an access interface using this command, IOS SLB installs the wildcards for the server
farm in all of the available interfaces of the device, including the VRF interfaces. If IOS SLB is not required
on the VRF interfaces, use this command to limit wildcards to the specified interfaces only.

Examples The following example limits the server farm to handling outbound flows from real servers only on access
interface Vlan106:

Router (config) # ip slb serverfarm SF1
Router (config-slb-sfarm) # access V1anl06

Related Commands Command Description

show ip slb serverfarms Displays information about the server farms.
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access (virtual server)

access (virtual server) .

To enable framed-IP routing to inspect the ingress interface, use the access command in virtual server
configuration mode. To disable framed-IP routing, use the no form of this command.

access interface [route framed-ip]

no access interface [route framed-ip]

Syntax Description

Command Default

Command Modes

interface

Interface to be inspected.

You can specify a subinterface, such as
Gigabitethernet7/3.100, for the interfaceargument.

route framed-ip

(Optional) Routes flows using framed-IP routing.

Framed-IP routing cannot inspect the ingress interface.

Virtual server configuration (config-slb-vserver)

Command History

Usage Guidelines

Release Modification

12.1(12¢)E This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(18)SXE The command was modified to accept up to two framed-IP access
interfaces (specified on separate commands).

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(33)SRE This command was modified. The interfaceargument can be a subinterface.

This command enables framed-IP routing to inspect the ingress interface when routing subscriber traffic. All
framed-IP sticky database entries created as a result of RADIUS requests to this virtual server will include
the interface in the entry. In addition to matching the source IP address of the traffic with the framed-IP
address, the ingress interface must also match this interface when this command is configured.

You can use this command to allow subscriber data packets to be routed to multiple service gateway service

farms.

The virtual server and its associated server farm interfaces must be in the same Virtual Private Network (VPN)

routing and forwarding (VRF).
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You can specify up to two framed-IP access interfaces for each virtual server. To do so, configure two access
statements, keeping the following considerations in mind:

» The two interfaces must be in the same VRF.

» The two interfaces must be different from each other.

* You cannot change the interfaces for a virtual server while it is in service.

If you do not configure an access interface using this command, IOS SLB installs the wildcards for the virtual
server in all of the available interfaces of the device, including the VRF interfaces. I[f IOS SLB is not required
on the VRF interfaces, use this command to limit wildcards to the specified interfaces only.

Examples The following example enables framed-IP routing to inspect ingress interface Vlan20:

Router (config) # ip slb vserver SSG AUTH

Router (config-slb-vserver)# access Vlan20 route framed-ip

Related Commands Command

Description

show ip slb vservers

Displays information about the virtual servers defined
to I0S SLB.
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address (custom UDP probe)

To configure an IP address to which to send custom User Datagram Protocol (UDP) probes, use the
addresscommand in custom UDP probe configuration mode. To restore the default settings, use the no form
of this command.

address [ ip-address ] [routed]

no address [ ip-address | [routed]

Syntax Description

Command Default

Command Modes

ip-address (Optional) Destination IP address that is to respond
to the custom UDP probe.

routed (Optional) Flags the probe as a routed probe, with the
following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to ip-address.

If the custom UDP probe is associated with a firewall farm, you must specify an IP address. If the custom
UDP probe is associated with a server farm, and you do not specify an IP address, the address is inherited
from the server farm real servers.

Custom UDP probe configuration (config-slb-probe)

Command History

Examples

Release Modification

12.1(13)E3 This command was introduced.

12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

The following example configures a custom UDP probe named PROBEG®, enters custom UDP probe
configuration mode, and configures the probe to receive responses from IP address 13.13.13.13:

Router (config) # ip slb probe PROBE6 custom udp
Router (config-slb-probe) # address 13.13.13.13
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Related Commands Command

Description

ip slb probe custom udp

Configures a custom UDP probe name and enters
custom UDP probe configuration mode.

show ip slb probe

Displays information about an IOS SLB probe.
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address (DNS probe)

To configure an IP address to which to send Domain Name System (DNS) probes, use the addresscommand
in DNS probe configuration mode. To restore the default settings, use the no form of this command.

address [ip-address [routed]]

no address [ip-address [routed]]

Syntax Description

ip-address (Optional) Destination IP address that is to respond
to the DNS probe.
routed (Optional) Flags the probe as a routed probe, with the

following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to the specified IP address.

Command Default If the DNS probe is associated with a firewall farm, you must specify an IP address. If the DNS probe is
associated with a server farm, and you do not specify an IP address, the address is inherited from the server
farm real servers.

Command Modes DNS probe configuration (config-slb-probe)

Command History

Release Modification

12.1(11b)E This command was introduced.

12.1(12¢c)E The routed keyword was added.

12.2(14)S This command was integrated into Cisco I0S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example configures a DNS probe named PROBE4, enters DNS probe configuration mode, and
configures the probe to receive responses from IP address 10.1.10.1:

Router (config) # ip slb probe PROBE4 dns
Router (config-slb-probe) # address 10.1.10.1

Related Commands Command Description

ip slb probe dns Configures a DNS probe name and enters DNS probe
configuration mode.

show ip slb probe Displays information about an IOS SLB probe.
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address (HTTP probe)

To configure an IP address to which to send HTTP probes, use the addresscommand in HTTP probe
configuration mode. To restore the default settings, use the no form of this command.

address [ip-address [routed]]

no address [ip-address [routed]]

Syntax Description

ip-address (Optional) Destination IP address that is to respond
to the HTTP probe.
routed (Optional) Flags the probe as a routed probe, with the

following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to the specified IP address.

Command Default If the HTTP probe is associated with a firewall farm, you must specify an IP address. If the HTTP probe is
associated with a server farm, and you do not specify an IP address, the address is inherited from the server
farm real servers.

Command Modes HTTP probe configuration (config-slb-probe)

Command History

Release Modification

12.1(3a)E This command was introduced.

12.1(12¢c)E The routed keyword was added.

12.2(14)S This command was integrated into Cisco I0S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco I0S Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Cisco 10S Server Load Balancing Command Reference
|



AthroughK |
. address (HTTP probe)

Examples The following example configures an HTTP probe named PROBE2, enters HTTP probe configuration mode,
and configures the probe to receive responses from IP address 10.1.10.1:

Router (config) # ip slb probe PROBE2 http
Router (config-slb-probe) # address 10.1.10.1

Related Commands Command Description

ip slb probe http Configures an HTTP probe name and enters HTTP
probe configuration mode.

show ip slb probe Displays information about an IOS SLB probe.
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address (ping probe) .

To configure an IP address to which to send ping probes, use the addresscommand in ping probe configuration
mode. To restore the default settings, use the no form of this command.

address [ip-address [routed]]

no address [ip-address [routed]]

Syntax Description

Command Default

Command Modes

ip-address (Optional) Destination IP address that is to respond
to the ping probe.
routed (Optional) Flags the probe as a routed probe, with the

following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to the specified IP address.

If the ping probe is associated with a firewall farm, you must specify an IP address. If the ping probe is
associated with a server farm, and you do not specify an IP address, the address is inherited from the server

farm real servers.

Ping probe configuration (config-slb-probe)

Command History

Release Modification

12.1(3a)E This command was introduced.

12.1(12¢c)E The routed keyword was added.

12.2(14)S This command was integrated into Cisco I0S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco I0S Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example configures a ping probe named PROBEI, enters ping probe configuration mode, and
configures the probe to receive responses from IP address 10.1.10.1:

Router (config) # ip slb probe PROBEl ping
Router (config-slb-probe) # address 10.1.10.1

Related Commands Command Description

ip slb probe ping Configures a ping probe name and enters ping probe
configuration mode.

show ip slb probe Displays information about an IOS SLB probe.

[ ] Cisco 10S Server Load Balancing Command Reference



| AthroughK

address (TCP probe)

address (TCP probe) .

To configure an IP address to which to send TCP probes, use the addresscommand in TCP probe configuration
mode. To restore the default settings, use the no form of this command.

address [ip-address [routed]]

no address [ip-address [routed]]

Syntax Description

Command Default

Command Modes

ip-address (Optional) Destination IP address that is to respond
to the TCP probe.
routed (Optional) Flags the probe as a routed probe, with the

following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to the specified IP address.

If the TCP probe is associated with a firewall farm, you must specify an IP address If the TCP probe is
associated with a server farm, and you do not specify an IP address, the address is inherited from the server

farm real servers.

TCP probe configuration (config-slb-probe)

Command History

Release Modification

12.1(11b)E This command was introduced.

12.1(12¢c)E The routed keyword was added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example configures a TCP probe named PROBES, enters TCP probe configuration mode, and
configures the probe to receive responses from IP address 10.1.10.1:

Router (config) # ip slb probe PROBE5 tcp
Router (config-slb-probe) # address 10.1.10.1

Related Commands Command Description

ip slb probe tcp Configures a TCP probe name and enters TCP probe
configuration mode.

show ip slb probe Displays information about an IOS SLB probe.
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address (WSP probe)

To configure an IP address to which to send Wireless Session Protocol (WSP) probes, use the addresscommand
in WSP probe configuration mode. To restore the default settings, use the no form of this command.

address [ip-address [routed]]

no address [ip-address [routed]]

Syntax Description

ip-address (Optional) Destination IP address that is to respond
to the WSP probe.
routed (Optional) Flags the probe as a routed probe, with the

following considerations:

* Only one instance of a routed probe per server
farm can run at any given time.

* Outbound packets for a routed probe are routed
directly to the specified IP address.

Command Default If the WSP probe is associated with a firewall farm, you must specify an IP address. If the WSP probe is
associated with a server farm, and you do not specify an IP address, the address is inherited from the server
farm real servers. In dispatched mode, the ip-address argument value is the same as the virtual server IP
address. In directed Network Address Translation (NAT) mode, an IP address is unnecessary.

Command Modes WSP probe configuration (config-slb-probe)

Command History

Release Modification

12.1(5a)E This command was introduced.

12.1(12¢c)E The routed keyword was added.

12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco I0S Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
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Examples The following example configures a WSP probe named PROBE3, enters WSP probe configuration mode,
and configures the probe to receive responses from IP address 10.1.10.1:

Router (config) # ip slb probe PROBE3 wsp
Router (config-slb-probe) # address 10.1.10.1

Related Commands Command Description

ip slb probe wsp Configures a WSP probe name and enters WSP probe
configuration mode.

show ip slb probe Displays information about an IOS SLB probe.
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To control the installation of a static route to the NullO interface for a virtual server address, use the advertise
command in SLB virtual server configuration mode. To prevent the installation of a static route for the virtual
server IP address, use the no form of this command.

advertise [active]

no advertise [active]

Syntax Description

Command Default

Command Modes

active

(Optional) Indicates that the host route is to be
advertised only when the virtual IP address is
available (that is, when there is at least one real server
in OPERATIONAL, DFP_THROTTLED, or
MAXCONNS state).

The virtual server IP address is advertised. That is, a static route to the NullO interface is installed for the
virtual server IP addresses and it is added to the routing table. If you do not specify the activekeyword, the
host route is advertised regardless of whether the virtual IP address is available.

SLB virtual server configuration (config-slb-vserver)

Command History

Usage Guidelines

Release Modification

12.0(7)XE This command was introduced.

12.1(5T This command was integrated into Cisco IOS Release 12.1(5)T.
12.2 This command was integrated into Cisco IOS Release 12.2.
12.1(7)E The activekeyword was added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Advertisement of a static route using the routing protocol requires that you configure redistribution of static

routes for the routing protocol.

The advertise command does not affect virtual servers used for transparent web cache load balancing.
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HTTP probes and route health injection require a route to the virtual server. The route is not used, but it must
exist to enable the sockets code to verify that the destination can be reached, which in turn is essential for
HTTP probes and route health injection to function correctly.

» For HTTP probes, the route can be either a host route (advertised by the virtual server) or a default route
(specified using the ip route 0.0.0.0 0.0.0.0command, for example). If you specify either the no advertise
or the advertise active command, you must specify a default route.

* For route health injection, the route must be a default route.
HTTP probes and route health injection can both use the same default route; you need not specify two unique
default routes.
Examples The following example prevents advertisement of the virtual server’s IP address in routing protocol updates:

Router (config) # ip slb vserver PUBLIC_HTTP
Router (config-slb-vserver)# no advertise

Related Commands

Command Description
show ip slb vservers Displays information about the virtual servers defined
to IOS SLB.
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To identify a Dynamic Feedback Protocol (DFP) agent with which the IOS Server Load Balancing (I0S SLB)
feature can initiate connections, use the agentcommand in SLB DFP configuration mode. To remove a DFP
agent definition from the DFP configuration, use the no form of this command.

agent ip-address port [timeout [retry-count [ retry-interval 1]]

no agent ip-address port

Syntax Description ip-address

Agent [P address.

port

Agent TCP or User Datagram Protocol (UDP) port
number.

timeout

(Optional) Time period, in seconds, during which the
DFP manager must receive an update from the DFP
agent. The valid range is 0 to 65535 seconds. The

default is 0 seconds, which means there is no timeout.

retry-count

(Optional) Number of times the DFP manager
attempts to establish the TCP connection to the DFP
agent. The valid range is 0 to 65535 times. The default
is 0 retries, which means there are infinite retries.

retry-interval

(Optional) Interval, in seconds, between retries. The
valid range is 1 to 65535 seconds. The default is 180
seconds.

Command Default The default timeout is 0 seconds (no timeout). The default retry count is 0 (infinite retries). The default retry

interval is 180 seconds.

Command Modes SLB DFP configuration (config-slb-dfp)

Command History Release

Modification

12.0(7)XE

This command was introduced.

12.1(5)T

This command was integrated into Cisco IOS Release 12.1(5)T.

12.2

This command was integrated into Cisco IOS Release 12.2.

12.2(14)S

This command was integrated into Cisco IOS Release 12.2(14)S.
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Release Modification
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

A DFP agent collects status information about the load capability of a server and reports that information to
a load manager. The DFP agent may reside on the server, or it may be a separate device that collects and
consolidates the information from several servers before reporting to the load manager.

The password specified in the ip slb dfp command for the DFP manager must match the password specified
in the password command for the DFP agent.

You can configure up to 1024 agents.

The following example sets the DFP password to Password1 (to match the DFP agent’s password), sets the
timeout to 360 seconds, enters DFP configuration mode, and enables IOS SLB to connect to the DFP agent
with IP address 10.1.1.1 and port number 2221:

Router (config) # ip slb dfp password Passwordl 360
Router (config-slb-dfp)# agent 10.1.1.1 2221 30 0 10

Related Commands

[l Cisco 0S Server Load Balancing Command Reference

Command Description

ip dfp agent Identifies a DFP agent subsystem and enters DFP
agent configuration mode.

ip slb dfp Configures DFP, supplies an optional password, and
enters DFP configuration mode.
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apn

apn .

To configure an ASCII regular expression string to be matched against the access point name (APN) for
general packet radio service (GPRS) load balancing, use the apn command in SLB GTP map configuration
mode. To delete the APN string, use the no form of this command.

apn string

no apn string

Syntax Description

Command Default

omman odes

string ASCII regular expression string to be matched against
the APN.

For information about regular expressions and how
to use them in Cisco IOS software configurations,
refer to the Understanding Regular Expressions
section of the Cisco I0S Configuration Fundamentals
Configuration Guide .

None

SLB GTP map configuration (config-slb-gtp-map)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB This command was introduced.

For a given IOS SLB GTP map, you can configure up to 100 apn commands. However, we recommend you
configure no more than 10 apn commands per map.

The following example specifies that, for [OS SLB GTP map 2, string .cisco* is to be matched against the
APN:

Router (config) # ip slb map 2 gtp
Router (config-slb-gtp-map) # apn cisco*

Related Commands

Command Description

ip slb map Configures an I0OS SLB protocol map and enters SLB
map configuration mode.
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A through K

Command

Description

show ip slb map

Displays information about IOS SLB protocol maps.
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bindid

bindid ]

To configure a bind ID, use the bindidcommand inSLBserver farm configuration mode. To remove a bind
ID from the server farm configuration, use the no form of this command.

bindid [ bind-id |
no bindid [ bind-id |

Syntax Description

Command Default

omman odes

bind-id

(Optional) Bind ID number. The default bind ID is
0.

The default bind ID is 0.

SLB server farm configuration (config-slb-sfarm)

Command History

Usage Guidelines

Release Modification

12.0(7)XE This command was introduced.

12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.
12.2 This command was integrated into Cisco IOS Release 12.2.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

You can configure one bind ID on each bindid command.

The bind ID allows a single physical server to be bound to multiple virtual servers, and to report a different
weight for each one. Thus, the single real server is represented as multiple instances of itself, each having a
different bind ID. Dynamic Feedback Protocol (DFP) uses the bind ID to identify for which instance of the
real server a given weight is specified.

In general packet radio service (GPRS) load balancing, bind IDs are not supported. Therefore do not use the
bindidcommand in a GPRS load-balancing environment.
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Examples The following example configures bind ID 309:

Router (config) # ip slb serverfarm PUBLIC
Router (config-slb-sfarm) # bindid 309

A through K

Related Commands Command

Description

ip slb dfp

Configures DFP, supplies an optional password, and
enters DFP configuration mode.

show ip slb serverfarms

Displays information about the IOS SLB server farms.
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calling-station-id .

calling-station-id

To configure an ASCII regular expression string to be matched against the calling station ID attribute for
RADIUS load balancing, use the calling-station-id command in SLB RADIUS map configuration mode. To
delete the calling station ID match string, use the no form of this command.

calling-station-id string

no calling-station-id string

Syntax Description

Command Default

omman odes

string ASCII regular expression string to be matched against
the calling station ID attribute in the RADIUS
payload.

For information about regular expressions and how
to use them in Cisco IOS software configurations,
refer to the Understanding Regular Expressions
section of the Cisco I0S Configuration Fundamentals
Configuration Guide .

None

SLB RADIUS map configuration (config-slb-radius-map)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB This command was introduced.

For a given IOS SLB RADIUS map, you can configure a single calling-station-id command or a single
username (IOS SLB) command, but not both.

The following example specifies that, for [OS SLB RADIUS map 1, string .919* is to be matched against the
calling station ID attribute in the RADIUS payload:

Router (config)# ip slb map 1 radius
Router (config-slb-radius-map) # calling-station-id .919%*
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A through K

Related Commands Command

Description

ip slb map

Configures an I0S SLB protocol map and enters SLB
map configuration mode.

show ip slb map

Displays information about IOS SLB protocol maps.

username

Configures an ASCII regular expression string to be
matched against the username attribute in the
RADIUS payload.
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clear fm slb counters

To clear Feature Manager (FM) 10S Server Load Balancing (IOS SLB) counters, use the clear fm slb

counterscommand in privileged EXEC mode.

clear fm slb {inband| purge} counters

clear fm slb counters .

Syntax Description

Command Default

inband

Clears FM 10S SLB inband counters.

purge

Clears FM IOS SLB purge counters.

FM IOS SLB counters are not cleared.

Command Modes Privileged EXEC (#)
Command History Release Modification
12.2(18)SXF5 This command was introduced.

Examples

The following example clears the FM 10S SLB inband counters:

Router# clear fm slb inband counters

Related Commands

Command

Description

show fm slb counters

Displays information about the Feature Manager (FM)
I0S Server Load Balancing (IOS SLB) counters.
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clear ip slb connections

AthroughK |

To clear the IP IOS Server Load Balancing (IOS SLB) connections, use the clear ip slb connections command

in privileged EXEC mode.

clear ip slb connections [firewallfarm firewall-farm| serverfarm server-farm| vserver virtual-server|

Syntax Description firewallfarm firewall-farm

(Optional) Clears the IOS SLB connection database
for the specified firewall farm.

serverfarm server-farm

(Optional) Clears the IOS SLB connection database
for the specified server farm.

vserver virtual-server

(Optional) Clears the IOS SLB connection database
for the specified virtual server.

Command Default The I0S SLB connection database is cleared for all firewall farms, server farms, and virtual servers.

Command Modes Privileged EXEC (#)

Command History  pglease Modification
12.1(1)E This command was introduced as part of the clear ip slb command.
12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.
12.2 This command was integrated into Cisco IOS Release 12.2.
12.1(11b)E This command was separated from the clear ip slb command.
12.2(14)S This command was integrated into Cisco 10S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Usage Guidelines In general packet radio service (GPRS) load balancing, the clear ip slb connections command clears

connections, but does not clear sessions.
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clear ip slb connections .

Examples The following example clears the connection database of server farm FARMI1:

Router# clear ip slb connections serverfarm FARMI1
The following example clears the connection database of virtual server VSERVER1:

Router# clear ip slb connections vserver VSERVER1

Related Commands Command Description

show ip slb conns Displays information about active IOS SLB
connections.

show ip slb firewallfarm Displays information about the firewall farm
configuration.

show ip slb serverfarms Displays information about the IOS SLB server farms.

show ip slb vservers Displays information about the virtual servers defined
to IOS SLB.
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clear ip slb counters

A through K

To clear the IP IOS Server Load Balancing (IOS SLB) counters, use the clear ip sIb counterscommand in

privileged EXEC mode.

clear ip slb counters [kal-ap]

Syntax Description kal-ap

(Optional) clears only IP IOS SLB KeepAlive
Application Protocol (KAL-AP) counters.

Command Default IP IOS SLB counters are not cleared.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.1(1)E This command was introduced as part of the clear ip slb command.
12.1(5)T This command was integrated into Cisco I0S Release 12.1(5)T.
12.2 This command was integrated into Cisco IOS Release 12.2.
12.1(11b)E This command was separated from the clear ip slb command.
12.2(14)S This command was integrated into Cisco I0S Release 12.2(14)S.
12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(33)SRC The kal-apkeyword was added.

Examples The following example clears the IP IOS SLB counters:

Router# clear ip slb counters

Related Commands Command

Description

show ip slb stats

Displays IOS SLB statistics.
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clear ip slb sessions

To clear the IP IOS Server Load Balancing (I0S SLB) sessions database, use the clear ip slb sessionscommand

in privileged EXEC mode.

clear ip slb sessions .

clear ip slb sessions [firewallfarm firewall-farm| serverfarm server-farm| vserver virtual-server]

Syntax Description

Command Default

firewallfarm firewall-farm

(Optional) Clears the IOS SLB session database for
the specified firewall farm.

serverfarm  server-farm

(Optional