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Introduction |

Introduction

Frame Relay

This manual describes the commands used to configure wide-area networking features with Cisco 10S software.
For information about configuration, refer to the Cisco |OSWde-Area Networking Configuration Guide .

Some commands required for configuring wide-area networking protocols and broadband access are in other
Cisco IOS command references. Use the Master Command List or search online to find these commands.

This manual contains commands for configuring the following technologies and features:

* Frame Relay

* Frame Relay-ATM Interworking

* Layer 2 Tunnel Protocol Version 3 (L2TPv3)
* SMDS

* X.25 and LAPB

This manual is organized alphabetically.

Frame Relay commands are used to configure access to Frame Relay networks.

For Frame Relay configuration information and examples, refer to the “Configuring Frame Relay” module
in the Cisco |OSWde-Area Networking Configuration Guide .

Frame Relay-ATM Interworking

The Frame Relay-ATM interworking commands are used to configure FRF.5 Frame Relay-ATM Network
Interworking and FRF.8 Frame Relay-ATM Service Interworking.

For Frame Relay-ATM configuration information and examples, refer to the “Configuring Frame Relay-ATM
Interworking” module in the Cisco |OSWde-Area Networking Configuration Guide .

Layer 2 Tunnel Protocol Version 3 (L2TPv3)

SMDS

L2TPv3 is an Internet Engineering Task Force (IETF) Layer Two Tunneling Protocol Extensions (12tpext)
working group draft that provides several enhancements to L2TP for the capability to tunnel any Layer 2
payload over L2TP. L2TPv3 defines the L2TP protocol for tunneling Layer 2 payloads over an IP core network
using Layer 2 virtual private networks (VPNs).

For L2TPv3 configuration information and examples, refer to the “L2TPv3: Layer 2 Tunnel Protocol Version
3” new-feature document for Cisco IOS Release 12.3(2)T.

SMDS commands are used to configure Switched Multimegabit Data Service (SMDS), which is a wide-area
networking service offered by some regional Bell operating companies (RBOCs) and MCI.
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For SMDS configuration information and examples, refer to the “Configuring SMDS” module in the Cisco
|OSWde-Area Networking Configuration Guide .

X.25 and LAPB

X.25 and LAPB commands are used to configure the following:

* Link Access Procedure, Balanced (LAPB)
* X.25 services (X.25, X.25 over TCP [XOT] and Connection-Mode Network Service [CMNS])
* Defense Data Network (DDN) X.25

* Blacker Front End (BFE)

For X.25 and LAPB configuration information and examples, refer to the “Configuring X.25 and LAPB”
module in the Cisco |OSWde-Area Networking Configuration Guide .

For information on translating between X.25 and another protocol, refer to the “Configuring Protocol Translation
and Virtual Asynchronous Devices” module in the Cisco 10S Terminal Services Configuration Guide .
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accelerator .

accelerator

To enter a specific WAAS Express accelerator configuration mode based on the accelerator being configured,
use the accelerator command in parameter map configuration mode.

accelerator {cifs-express| http-express| sd-express}

Syntax Description

Command Default

Command Modes

cifs-express |Enters WAAS CIFS configuration mode and allows the configuration of Common Internet
File System (CIFS)-Express accelerator parameters.

http-express | Enters WAAS HTTP configuration mode and allows the configuration of HTTP-Express
accelerator parameters.

sd-express | Enters WAAS SSL configuration mode and allows the configuration of Secure Sockets Layer
(SSL)-Express accelerator parameters.

WAAS Express accelerator-specific mode is disabled.

Parameter map configuration (config-profile)

Command History

Usage Guidelines

Examples

Release | Modification

15.2(3)T | This command was introduced.

To use the accelerator command, enter parameter map configuration mode by using the parameter-map
type waas command.

The accelerator cifs-expresscommand enters WAAS CIFS configuration mode, the acceler ator http-express
command enters WAAS HTTP configuration mode, and the acceler ator ssl-express command enters WAAS
SSL configuration mode.

After entering a WAAS Express accelerator configuration mode, you can enable the respective accelerator
by using the enable command. If an accelerator is not enabled, accelerator-specific parameters do not come
into effect even if they are configured. Configure the accelerator-specific parameters after entering the respective
WAAS Express accelerator configuration mode.

Use the no form of the enable command to disable an accelerator. Use the exit command to exit a specific
WAAS Express accelerator configuration mode.

The following example shows how to enter WAAS CIFS configuration mode and enable CIFS-Express
accelerator:

Device (config) # parameter-map type waas waas_global
Device (config-profile) # accelerator cifs-express

Device (config-waas-cifs)# enable
(

Device (config-waas-cifs)# exit

The following example shows how to enter WAAS HTTP configuration mode and enable
HTTP-Express accelerator:

Device (config) # parameter-map type waas waas_global
Device (config-profile) # accelerator http-express
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Device (config-waas-http) # enable
Device (config-waas-http) # exit

The following example shows how to enter WAAS SSL configuration mode and enable SSL-Express
accelerator:

Device (config) # parameter-map type waas waas_global
Device (config-profile)# accelerator ssl-express
Device (config-waas-ssl)# enable

Device (config-waas-ssl)# exit

Related Commands | Command Description
parameter-map type waas Configures WAAS Express global parameters.
show waas acceler ator Displays information about WAAS Express accelerators.
show waas statistics acceler ator Displays statistical information about WAAS Express
accelerators.
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access-class (X.25)

To configure an incoming access class on virtual terminals, use the access-class (X.25) command in line
configuration mode.

access-class access-list-number in

Syntax Description

Command Default

Command Modes

access-list-number | An integer that identifies the access list. Range is from 1 to 199.

in Restricts incoming connections between a particular access server and the addresses
in the access list.

No incoming access class is defined.

Line configuration

Command History

Usage Guidelines

Examples

Release Modification

10.3 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

The access list number is used for both incoming TCP access and incoming packet assembler/disassembler
(PAD) access.

In the case of TCP access, the access server uses the IP access list defined with the access-list command.

For incoming PAD connections, the same numbered X.29 access list is referenced. If you only want to have
access restrictions on one of the protocols, you can create an access list that permits all addresses for the other
protocol.

The following example configures an incoming access class on virtual terminal line 4. For information
on the linevty command, see the publication Configuring the Route Processor for the Catalyst 8540
and Using Flash Memory Cards.

line vty 4
access-class 4 in

Related Commands

Command Description

access-list Configures the access list mechanism for filtering frames by protocol type or vendor code.

X29 access-list | Limits access to the access server from certain X.25 hosts.
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ads-negative-cache

To configure the alternate data stream negative caching feature of Common Internet File System (CIFS)-Express
accelerator, use the ads-negative-cache command in WAAS CIFS configuration mode. To disable negative
caching, use the no form of this command.

ads-negative-cache {enable|timeout seconds}
no ads-negative-cache {enable|timeout seconds}

Syntax Description

Command Default

Command Modes

enable Enables negative caching for alternate data streams.

timeout seconds | Specifies the timeout value, in seconds, for negative caching entries. The default value
is 3. The range is from 1 to 30.

Alternate data stream negative caching is enabled, and the default timeout value is 3 seconds.

WAAS CIFS configuration (config-waas-cifs)

Command History

Usage Guidelines

Examples

Release | Modification

15.2(3)T | This command was introduced.

Before you can enable the ads-negative-cache command, use the following commands:

* Use the parameter-map type waas command in global configuration mode to enter parameter map
configuration mode.

« Use the accelerator cifs-express command in parameter map configuration mode to enter WAAS CIFS
configuration mode.

To enable negative caching, use the ads-negative-cache enable command before configuring the timeout for
negative cache.

The following example shows how to enable alternate data stream negative caching and configure
the cache timeout:

Device (config) # parameter-map type waas waas_global
Device (config-profile)# accelerator cifs-express

Device (config-waas-cifs)# enable

Device (config-waas-cifs) # ads-negative-cache enable
Device (config-waas-cifs)# ads-negative-cache timeout 15

Related Commands

Command Description

accelerator Enters a specific WAAS Express accelerator configuration mode
based on the accelerator being configured.

parameter-map type waas Configures WAAS Express global parameters.

show waas acceler ator Displays information about WAAS Express accelerators.
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Command Description

show waas statistics acceler ator Displays statistical information about WAAS Express accelerators.
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aps group

To allow more than one protect and working interface and Access Circuit Redundancy (ACR) group to be
supported on a router, use the aps group command in interface configuration or controller configuration
mode. To remove a group, use the No form of this command.

aps group [acr] group-number
no aps group [acr] group-number

Syntax Description | acr (Optional) Specifies an ACR group.

group-number | Number of the group. The default is 0.

Command Default No groups exist.
\}

Note 0 is a valid group number.

Command Modes
Interface configuration (config-if)

Controller configuration (config-controller)

Command History Release Modification

11.1CC This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

15.1(1)S This command was modified. The acr keyword was added.

Usage Guidelines Use the aps groupcommand to specify more than one working and protect interface on a router--for example,
working channel for group 0 and protect channel for group 1 on one router, and working channel for group
1 and protect channel for group 0 on another router.

The default group number is 0. The aps group O command does not imply that no groups exist.
The aps group command must be configured on both the protect and working interfaces.

Use the acrkeyword to configure an ACR working or protect interface.

Examples The following example shows how to configure two working/protect interface pairs. Working interface

(3/0/0) is configured in group 10 (the protect interface for this working interface is configured on
another router), and protect interface (2/0/1) is configured in group 20.

Router# configure terminal
Router (config) # interface ethernet 0/0

. Cisco 10S Wide-Area Networking Command Reference



| accelerator through cpu-threshold
aps group .

Router (config-if) # ip address 10.7.7.6 255.255.255.0
Router (config-if) # exit

Router (config)# interface pos 3/0/0

Router (config-if) # aps group 10

Router (config-if) # aps working 1

Router (config-if) # exit

Router (config) # interface pos 2/0/1

Router (config-if) # aps group 20

Router (config-if) # aps protect 1 10.7.7.7

Router (config-if) # end

On the second router, protect interface (4/0/0) is configured in group 10, and working interface (5/0/0)
is configured in group 20 (the protect interface for this working interface is configured on another
router).

Router (config) # interface ethernet 0/0
Router (config-if) # ip address 10.7.7.7 255.255.255.0
Router (config-if) # exit

Router (config) # interface pos 4/0/0
Router (config-if) # aps group 10

Router (config-if) # aps protect 1 10.7.7.6
Router (config-if) # exit

Router (config) # interface pos 5/0/0
Router (config-if) # aps group 20

Router (config-if) # aps working 1

Router (config-if) # end

Related Commands | Command Description

apsprotect |Enables a POS interface as a protect interface.

apsworking | Configures a POS interface as a working interface.
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aps interchassis group

To enable Interchassis Stateful Switchover (IC-SSO) for Multilink PPP (MLPPP) sessions with Multirouter
Automatic Protection Switching (MR-APS), use the apsinterchassis group command in controller
configuration mode. To disable this functionality, use the no form of this command.

aps interchassis group group-number
no aps interchassis group

Syntax Description | group-number | Interchassis Redundancy Manager (ICRM) group number.

Command Default The IC-SSO for MLPPP sessions with MR-APS is disabled.

Command Modes
Controller configuration (config-controller)

Command History Release | Modification

15.1(3)S | This command was introduced on Cisco 7600 series routers.

Usage Guidelines The apsinterchassis groupcommandassociates an Automatic Protection Switching (APS) group with an
ICRM group number to facilitate MR-APS across two routers, while maintaining stateful MLPPP sessions
across the routers and avoiding session renegotiation in case of APS switchover. This command can only be
used on routers that have SONET controllers configured on them.

The ICRM group number is configured on the router using the interchassis group command.

Examples The following example shows how to associate an APS group with an ICRM group number:
Router# configure terminal
Router (config) # controller sonet
Router (config-controller)# aps interchassis group 100

Related Commands | Command Description

multi-router aps | Enables MR-APS.

interchassisgroup |Configures an interchassis group.
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aps l2vpn-state detach

To set both the working and protect pseudowires active in an APS configuration, use the aps|2vpn-state
detach command in controller configuration mode. To deactivate, use the no form of this command.

aps |2vpn-statedetach
no aps l2vpn-statedetach

Syntax Description | [2vpn-statedetach |Sets the active and protect pseudowires to stay active.

Command Default This command is not set by default.

Command Modes
Controller configuration (config-controller)

Command History Release Modification

Cisco I0S XE Release 3.18.1SP | This command was introduced on the Cisco ASR 900 Series Routers.

Usage Guidelines Use the aps |2vpn-state detach command in the active-active pseudowire redundancy configuration. This
command sets both the working and protect pseudowires in an APS configuration to active.

\)

Note The apsl|2vpn-state detach command takes effect after a controller shutdown command, followed by a no
shutown command is performed. Alternately, the command can be configured when the controller is in shut
state.

Examples Working Controller Configuration

controller sonet 0/1/0
aps group 2

aps adm

aps working 1

aps timers 1 3

aps l2vpn-state detach
aps hspw-icrm-grp 1

Protect Controller Configuration

controller sonet 0/1/0
aps group 2

aps adm

aps unidirectional

aps protect 1 15.15.15.1
aps timers 1 3

aps l2vpn-state detach
aps hspw-icrm-grp 1
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Related Commands | Command Description

apsprotect |Enables the interface as a protect interface.

apsworking | Configures the interface as a working interface.

. Cisco 10S Wide-Area Networking Command Reference



| accelerator through cpu-threshold

arp

arp .

To enable Address Resolution Protocol (ARP) entries for static routing over the Switched Multimegabit Data
Service (SMDS) network, use the following variation of the arp command in global configuration mode. To
disable this capability, use the no form of this command.

arp ip-address smds-address smds
no arp ip-address smds-address smds

Syntax Description

Command Default

Command Modes

ip-address IP address of the remote router.

smds-address | 12-digit SMDS address in the dotted notation nnnn.nnnn.nnNN (48 bits long).

smds Enables ARP for SMDS.

Static ARP entries are not created.

Global configuration

Command History

Release Modification

10.3 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

Examples

This command requires a 12-digit (48-bit) dotted-format SMDS address. It does not support 15-digit SMDS
addresses.

The following example creates a static ARP entry that maps the IP address 172.20.173.28 to the
SMDS address C141.5797.1313 on interface serial 0:

interface serial 0
arp 172.20.173.28 C141.5797.1313 smds

Related Commands

Command Description

smdsenable-arp |Enables dynamic ARP. The multicast address for ARP must be set before this command
is issued.

smds static-map | Configures a static map between an individual SMDS address and a higher-level protocol
address.
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async-write

To configure the async write feature of Common Internet File System (CIFS)-Express accelerator, use the
async-write command in WAAS CIFS configuration mode. To disable the async write feature, use the no
form of this command.

async-write {enable|quota-threshold mb}
no async-write {enable|quota-threshold mb}

Syntax Description enable Enables the async write operation.

quota-threshold mb | Specifies the quota threshold, in megabytes (MB), for async write to perform the
optimization. The default quote threshold is 20. The threshold range is from 1 to
1024.

Command Default The async write feature is enabled, and the default quota threshold is 20 MB.

Command Modes WAAS CIFS configuration (config-waas-cifs)

Command History Release | Modification

15.2(3)T | This command was introduced.

Usage Guidelines Before you can enable the async-write command, use the following commands:

* Use the parameter-map type waas command in global configuration mode to enter parameter map
configuration mode.

» Use the accelerator cifs-express command in parameter map configuration mode to enter WAAS CIFS
configuration mode.

To enable the async write feature, use the async-write enable command before configuring the quota threshold.

Examples The following example shows how to enable async write and configure the quota threshold:
Device (config) # parameter-map type waas waas_global

Device (config-profile) # accelerator cifs-express

Device (config-waas-cifs)# enable

Device (config-waas-cifs)# async-write enable

Device (config-waas-cifs)# async-write quota-threshold 1000

Related Commands | Command Description

accelerator Enters a specific WAAS Express accelerator configuration mode based
on the accelerator being configured.

parameter-map type waas Configures WAAS Express global parameters.

show waas acceler ator Displays information about WAAS Express accelerators.
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Command Description

show waas statisticsaccelerator | Displays statistical information about WAAS Express accelerators.
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authentication (L2TP)

Syntax Description

Command Default

Command Modes

To enable Challenge Handshake Authentication Protocol (CHAP) style authentication for Layer 2 Tunnel
Protocol Version 3 (L2TPv3) tunnels, use the authenticationcommand in L2TP class configuration mode.
To disable L2TPv3 CHAP-style authentication, use the no form of this command.

authentication
no authentication

This command has no arguments or keywords.
L2TPv3 CHAP-style authentication is disabled.

L2TP class configuration

Command History

Usage Guidelines

Release Modification

12.0(23)S This command was introduced.

12.3(2)T This command was integrated into Cisco IOS Release 12.3(2)T.

12.2(25)S This command was integrated into Cisco 10S Release 12.2(25)S.

12.2(27)SBC | Support for this command was integrated into Cisco IOS Release 12.2(27)SBC.

Two methods of control channel authentication are available in Cisco IOS Release 12.0(29)S and later releases.
The L2TPv3 Control Message Hashing feature (enabled with the digestcommand) introduces a more robust
authentication method than the older CHAP-style method of authentication enabled with the
authenticationcommand. You may choose to enable both methods of authentication to ensure interoperability
with peers that support only one of these methods of authentication, but this configuration will yield control
of which authentication method is used to the peer PE router. Enabling both methods of authentication should
be considered an interim solution to solve backward-compatibility issues during software upgrades.

The following table shows a compatibility matrix for the different L2TPv3 authentication methods. PE1 is
running a Cisco IOS software release that supports the L2TPv3 Control Message Hashing feature, and the
different possible authentication configurations for PE1 are shown in the first column. Each remaining column
represents PE2 running software with different available authentication options, and the intersections indicate
the different compatible configuration options for PE2. If any PE1/PE2 authentication configuration poses
ambiguity on which method of authentication will be used, the winning authentication method is indicated in
bold. If both the old and new authentication methods are enabled on PE1 and PE2, both types of authentication
will occur.

Table 1: Compatibility Matrix for L2TPv3 Authentication Methods

PE1 Authentication PE2 Supporting | PE2 Supporting New | PE2 Supporting Old and New
Configuration Old Authentication’ Authentication®
Authentication®

None None None None

New integrity check | New integrity check
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PE1 Authentication
Configuration

PE2 Supporting
old
Authentication®

PE2 Supporting New
Authentication®

PE2 Supporting Old and New
Authentication®

Old authentication

Old authentication

Old authentication

Old authentication and new
authentication

Old authentication and new integrity
check

New authentication

New authentication

New authentication

Old authentication and new
authentication

New integrity check | None None None
New integrity check | New integrity check
Old and new Old authentication | New authentication |Old authentication
authentication New authentication
Old and new authentication
Old authentication and new integrity
check
Old authentication and | Old authentication | -- Old authentication

new integrity check

Old authentication and new
authentication

Old authentication and new integrity
check

! Any PE software that supports only the old CHAP-like authentication system.

2 Any PE software that supports only the new message digest authentication and integrity checking
authentication system, but does not understand the old CHAP-like authentication system. This type of
software may be implemented by other vendors based on the latest L2TPv3 draft.

3

Any PE software that supports both the old CHAP-like authentication and the new message digest

authentication and integrity checking authentication system, such as Cisco IOS 12.0(29)S or later

releases.

Router (config)
# 1l2tp-class l2tp-classl
Router (config-12tp-class)
# authentication

The following example enables CHAP-style authentication for L2ZTPv3 pseudowires configured
using the L2TP class configuration named 12tp class1:
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Related Commands | Command |Description

digest Enables L2TPv3 control channel authentication or integrity checking.

I2tp-class |Creates a template of L2TP control plane configuration settings that can be inherited by different
pseudowire classes and enters L2TP class configuration mode.

password |Configures the password used by a PE router for CHAP-style L2TPv3 authentication.
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authentication key-chain (0TV)

To configure an authentication key chain string for an edge device authentication, use the authentication
key-chain command in OTV IS-IS instance configuration mode. To return to the default setting, use the no
form of this command.

authentication key-chain key-chain-name
no authentication key-chain key-chain-name

Syntax Description

Command Default

Command Modes

key-chain-name | Authentication key chain. The key-chain-name argument is case-sensitive and can be an
alphanumeric string of up to 16 characters in length.

No authentication key chain is configured.

OTV IS-IS instance configuration (config-otv-isis)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

The authentication key-chain command is used to assign a password in the authentication of link-state packet
(LSP) protocol data units (PDUs), complete sequence number PDUs (CSNPs), and partial sequence number
PDUs (PSNPs). Only one authentication key chain is applied to an IS-IS interface at one time. If you configure
a second authentication key-chain command, the first is overridden. You can specify authentication for an
entire instance of IS-IS instead of at the interface level by using the authentication key-chain command.

The following example shows how to configure an authentication key chain string for edge device
authentication:

Router# configure terminal

Router (config) # otv isis overlay 1

Router (config-otv-isis)# authentication key-chain OTVkey
Router (config-otv-isis) # end

Related Commands

Command Description
show otv Displays information about OTV.
show otv isis Displays the IS-IS status and configuration.

Cisco 10S Wide-Area Networking Command Reference .



accelerator through cpu-threshold |
. authentication mode (0TV)

authentication mode (0OTV)

To configure an Overlay Transport Virtualization (OTV) authentication type, use the authentication mode
command in OTV IS-IS instance configuration mode. To return to the default setting, use the no form of this
command.

authentication mode {md5 | text}
no authentication mode {md5 | text}

Syntax Description | md5 |Specifies the message digest algorithm (MD5) authentication method.

text | Specifies the cleartext authentication method.

Command Default The authentication type is not configured.
Command Modes OTV IS-IS instance configuration (config-otv-isis)
Command History Release Maodification

Cisco IOS XE Release 3.5S | This command was introduced.

Usage Guidelines Use the authentication mode command to configure the authentication type for link-state packet (LSP)
protocol data units (PDUs), complete sequence number PDUs (CSNPs), and partial sequence number PDUs
(PSNPs) on an interface.

Examples The following example shows how to specify cleartext authentication:
Router# configure terminal

Router (config) # otv isis overlay 1

Router (config-otv-isis)# authentication mode text

Router (config-otv-isis) # end

The following example shows to specify MD5 authentication:

Router# configure terminal

Router (config) # otv isis overlay 1

Router (config-otv-isis)# authentication mode md5
Router (config-otv-isis) # end

Related Commands | Command Description

show otv Displays information about OTV.

show otv isis Displays the IS-IS status and
configuration.
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authentication send-only (OTV)

To disable the authentication check on incoming hello protocol data units (PDUs) on an interface and allow
only sending of authinfo, use the authentication send-only command in OTV IS-IS instance configuration
mode. To return to the default setting, use the no form of this command.

authentication send-only
no authentication send-only

Syntax Description ~ This command has no arguments or keywords.

Command Default The authentication check is enabled on incoming hello PDUs.
Command Modes OTYV IS-IS instance configuration (config-otv-isis)
Command History Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

Usage Guidelines The authentication send-only command controls authentication checking on incoming link-state packet
(LSP) protocol data units (PDUs), complete sequence number PDUs (CSNPs), and partial sequence number
PDUs (PSNPs).

Examples

The following example shows how to disable authentication of hello messages between edge devices:

Router# configure terminal

Router (config) # otv isis overlay 1

Router (config-otv-isis)# authentication send-only
Router (config-otv-isis) # end

Related Commands |Command |Description

show otv Displays information about OTV.

show otv isis| Displays the IS-IS status and configuration.
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auto-route-target

Syntax Description

Command Default

Command Modes

To enable the automatic generation of a route target, use the auto-route-target command in L2 VFI
configuration or VFI autodiscovery configuration mode. To remove the automatically generated route targets,
use the nNo form of this command.

auto-route-target
no auto-route-target

This command has no arguments or keywords.
A route target is automatically enabled.

L2 VFI configuration (config-vfi)

VFI autodiscovery configuration (config-vfi-autodiscovery)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB This command was introduced.

Cisco IOS XE Release 3.7S | This command was modified as part of the Multiprotocol Label Switching
(MPLS)-based Layer 2 VPN (L2VPN) command modifications for cross-OS
support . This command was made available in VFI autodiscovery configuration
mode.

Use this command with the 12 vfi autodiscovery or the autodiscovery (M PL S) command, which automatically
creates route targets. The no form of this command allows you to remove the automatically generated route
targets. You cannot enter this command if route targets have not been automatically created yet.

The following example shows how to generate route targets for Border Gateway Protocol (BGP)
autodiscovered pseudowire members with Label Discovery Protocol (LDP) signaling:

Device (config) # 1l2vpn vfi context vfil

Device (config-vfi)# wvpn id 100

Device (config-vfi) # autodiscovery bgp signaling ldp
Device (config-vfi-autodiscovery)# auto-route-target

The following example shows how to remove automatically generated route targets in VFI
configuration mode:

Device (config-vfi) # no auto-route-target

Related Commands

Command Description

autodiscovery (MPLS) | Designates a VFI as having BGP autodiscovered pseudowire members.

12 vfi autodiscovery Enables the VPLS PE router to automatically discover other PE routers that are
part of the same VPLS domain.

route-target (VPLS) Specifies a route target for a VPLS VFL
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backup active interface

To activate primary and backup lines on specific X.25 interfaces, use the backup activeinterface command
in interface configuration mode. To disable active backup behavior on the X.25 interface, use the no form of
this command.

backup active interfaceX.25-interface number
no backup active interfaceX.25-interface number

Syntax Description

Command Default

Command Modes

X.25-interface number | X.25 interface type and number, such as serial 1/3.

No default behavior or values

Interface configuration

Command History

Release |Modification

12.2(13)T | This command was introduced.

Usage Guidelines

Examples

The backup activeinterfacecommand is available only on serial interfaces configured for the X.25 protocol.
Use this command to activate dual serial lines (a primary and a backup) to maintain the redundancy and
monitoring capability available from the SCCO and SCC1 links on a Lucent SESS switch in a telco data
communication network (DCN). The DCN provides telco service providers with communications for network
management applications.

This configuration requires that both serial interfaces be on the same Cisco router. Once the backup active
interfacecommand is configured, the router will bring up leads on the backup X.25 interface, but will ignore
Set Asynchronous Balanced Mode (SABM) messages from the Lucent SESS switch until the primary interface
fails.

The following partial example shows how to configure a primary and backup X.25 interface for dual
serial line management of the Lucent SESS switch in a DCN:

interface serial 1/0
description SCCO
backup active interface serial 1/1
encapsulation x25 dce
%25 address 66666666
x25 1ltc 8
%25 ips 256
x25 ops 256
clockrate 9600
|

interface serial 1/1
description SCC1
encapsulation x25 dce
x25 address 66666666
x25 1ltc 8
%25 ips 256
x25 ops 256
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clockrate 9600

Related Commands | Command Description

debug backup | Monitors the transitions of an interface going down and then back up.

show backup | Displays interface backup status.
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backup delay (L2VPN local switching)

To specify how long a backup pseudowire virtual circuit (VC) should wait before resuming operation after
the primary pseudowire VC goes down, use the backup delay command in interface configuration mode or
xconnect configuration mode.

backup delay enable-delay {disable-delay | never}

Syntax Description

enable-delay | Number of seconds that elapse after the primary pseudowire VC goes down before the Cisco
I10S software activates the secondary pseudowire VC. The range is from 0 to 180. The default
is 0.

disable-delay | Number of seconds that elapse after the primary pseudowire VC comes up before the Cisco
IOS software deactivates the secondary pseudowire VC. The range is from 0 to 180. The
default is 0.

never Specifies that the secondary pseudowire VC will not fall back to the primary pseudowire
VC ifthe primary pseudowire VC becomes available again unless the secondary pseudowire
VC fails.

Command Default

Command Modes

If a failover occurs, the xconnect redundancy algorithm will immediately switch over or fall back to the backup
or primary member in the redundancy group.

Interface configuration (config-if)
Xconnect configuration (config-if-xconn)

Command History

Examples

Release Modification

12.031)S This command was introduced.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.4(11)T This command was integrated into Cisco IOS Release 12.4(11)T.
12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.
12.2(33)SXI This command was integrated into Cisco IOS Release 12.2(33)SXI.
Cisco I0S XE Release 3.3S | This command was integrated into Cisco IOS XE Release 3.3S.
12.2(33)SCF This command was integrated into Cisco 10S Release 12.2(33)SCF.

The following example shows a Multiprotocol Label Switching (MPLS) xconnect with one redundant
peer. Once a switchover to the secondary VC occurs, there will be no fallback to the primary VC
unless the secondary VC fails.

Router (config) # pseudowire-class mpls
Router (config-pw-class) # encapsulation mpls
Router (config) # connect frpwl serial0/1 50 l2transport
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Router (config-if) # xconnect 10.0.0.1 50 pw-class mpls
Router (config-if-xconn)# backup peer 10.0.0.2 50
Router (config-if-xconn) # backup delay 0 never

accelerator through cpu-threshold |

The following example shows an MPLS xconnect with one redundant peer. The switchover will not
begin unless the Layer 2 Tunnel Protocol (L2TP) pseudowire has been down for 3 seconds. After a
switchover to the secondary VC occurs, there will be no fallback to the primary until the primary

VC has been reestablished and is up for 10 seconds.

Router (config) # pseudowire-class mpls
Router (config-pw-class)# encapsulation mpls
Router (config) # connect frpwl serialO0/1 50 l2transport

Router (config-if-xconn) # backup peer 10.0.0.2 50

(
(
(
Router (config-if)# xconnect 10.0.0.1 50 pw-class mpls
(
(

Router (config-if-xconn) # backup delay 3 10

Cisco CMTS Routers: Example

The following example sets a 2-second delay before resuming operation after the primary pseudowire

VC goes down.

cable 12vpn 0011.0011.0011

service instance 1 ethernet
encapsulation default
xconnect 10.2.2.2 22 encapsulation mpls
backup delay 1 2

Related Commands Command

Description

backup peer

Configures a redundant peer for a pseudowire VC.
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backup peer

To specify a redundant peer for a pseudowire virtual circuit (VC), use the backup peer command in interface
configuration mode or xconnect configuration mode. To remove the redundant peer, use the no form of this

command.

backup peer .

backup peer peer-router-ip-addr vcid [pw-class pw-class-name] [priority value]
no backup peer peer-router-ip-addr vcid

Syntax Description

Command Default

Command Modes

peer-router-ip-addr | IP address of the remote peer.

veid 32-bit identifier of the VC between the routers at each end of the layer control channel.

pw-class (Optional) Specifies the pseudowire type. If not specified, the pseudowire type is
inherited from the parent xconnect.

pw-class-name (Optional) Name of the pseudowire you created when you established the pseudowire
class.
priority value (Optional) Specifies the priority of the backup pseudowire in instances where multiple

backup pseudowires exist. The default is 1. The range is from 1 to 10.

No redundant peer is established.

Interface configuration (config-if)

Xconnect configuration (config-if-xconn)

Command History

Usage Guidelines

Release Modification

12.031)S This command was introduced.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.4(11)T This command was integrated into Cisco IOS Release 12.4(11)T.

12.2(33)SRB This command was integrated into Cisco I0S Release 12.2(33)SRB.

12.2(33)SXI This command was integrated into Cisco IOS Release 12.2(33)SXI.

Cisco I0S XE Release 2.4 This command was modified. The ability to add up to three backup
pseudowires was added. The priority keyword was added to assign
priority to the backup pseudowires.

12.2(33)SCF This command was integrated into Cisco I0S Release 12.2(33)SCF.

15.1(2)SNH This command was implemented on the Cisco ASR 901 Series

Aggregation Services Routers.

The combination of the peer-router-ip-addr and vcid arguments must be unique on the router.
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Examples

accelerator through cpu-threshold |

In Cisco I0S XE Release 2.3, only one backup pseudowire is supported. In Cisco IOS XE Release 2.4 and
later releases, up to three backup pseudowires are supported.

The Cisco I0S Release 12.2(33)SCF supports up to three backup pseudowires for a primary pseudowire. The
priority keyword is optional when only one backup pseudowire is configured. This keyword is a required
choice when multiple backup pseudowires are configured.

The following example shows how to configure a Multiprotocol Label Switching (MPLS) xconnect
with one redundant peer:

Device (config) # pseudowire-class mpls

Device (config-pw-class)# encapsulation mpls
RoDeviceuter (config) # interface serial0/0

Device (config-if) # xconnect 10.0.0.1 100 pw-class mpls
Device (config-if-xconn) # backup peer 10.0.0.2 200

The following example shows how to configure a local-switched connection between ATM and
frame relay using Ethernet interworking. The frame relay circuit is backed up by an MPLS pseudowire.

Device (config) # pseudowire-class mpls

Device (config-pw-class)# encapsulation mpls

Device (config-pw-class)# interworking ethernet

Device (config) # connect atm-fr atml/0 100/100 s2/0 100 interworking ethernet
Device (config-if) # backup peer 10.0.0.2 100 pw-class mpls

The following example shows how to configure a pseudowire with two backup pseudowires:

interface ATM4/0.1 point-to-point

pvc 0/100 1l2transport
encapsulation aal5snap
xconnect 10.1.1.1 100 pw-class mpls
backup peer 10.1.1.1 101
backup peer 10.10.1.1 110 priority 2
backup peer 10.20.1.1 111 priority 9

Cisco CMTS Routers: Example

The following example shows how to set a redundant peer for a pseudowire.

cable 12vpn 0011.0011.0011
service instance 1 ethernet
encapsulation default
xconnect 10.2.2.2 22 encapsulation mpls
backup peer 10.3.3.3 33

Related Commands

Command Description

backup delay |Specifies how long the backup pseudowire VC should wait before resuming operation after
the primary pseudowire VC goes down.
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vie [

bfe

Note Effective with Cisco IOS Release 12.2, the bfe command is not available in Cisco I0S Software.

To allow the router to participate in emergency mode or to end participation in emergency mode when the
interface is configured for x25 bfe-emergency decision and x25 bfe-decision ask, use the bfe command in
user EXEC mode.

bfe {enter |leave} type number

Syntax Description  |enter | Causes the Cisco 10S software to send a special address translation packet that includes an enter
emergency mode command to the Blacker Front End (BFE) if the emergency mode window is
open. If the BFE is already in emergency mode, this command enables the sending of address
translation information.

leave Disables the sending of address translation information from the Cisco 10S software to the BFE
when the BFE is in emergency mode.

type Interface type.

number |Interface number.

Command Default None

Command Modes
User EXEC (>)

Command History Release | Modification

10.3 This command was introduced.

12.2 This command became unsupported.

Examples The following example enables an interface to participate in BFE emergency mode:
bfe enter serial O
Related Commands | Command Description

encapsulation x25 | Specifies operation of a serial interface as an X.25 device.

x25 bfe-decision Specifies how a router configured for X.25 BFE emergency decision will participate
in emergency mode.

x25 bfe-emergency | Configures the circumstances under which the router participates in emergency mode.
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bridge-domain

accelerator through cpu-threshold |

To enable RFC 1483 ATM bridging or RFC 1490 Frame Relay bridging to map a bridged VLAN to an ATM
permanent virtual circuit (PVC) or Frame Relay data-link connection identifier (DLCI), use the
bridge-domaincommand in Frame Relay DLCI configuration, interface configuration, interface ATM VC
configuration, or PVC range configuration mode. To disable bridging, use the no form of this command.

bridge-domain vlan-id [{access|dot1lq [tag]|dotlg-tunnel}] [broadcast] [ignore-bpdu-pid] [pvst-tlv
CE-vlan] [increment] [lan-fcs] [split-horizon]
no bridge-domain vian-id

Syntax Description vlan-id

The number of the VLAN to be used in this bridging configuration. The valid range is
from 2 to 4094.

access

(Optional) Enables bridging access mode, in which the bridged connection does not
transmit or act upon bridge protocol data unit (BPDU) packets.

dotlq

(Optional) Enables Institute of Electrical and Electronic Engineers (IEEE) 802.1Q
tagging to preserve the class of service (CoS) information from the Ethernet frames
across the ATM network. If this keyword is not specified, the ingress side assumes a
CoS value of 0 for quality of service (QoS) purposes.

tag

(Optional--ATM PVCs only) Specifies the 802.1Q value in the range 1 to 4095. You
can specify up to 32 bridge-domain command entries using dot1q tag for a single PVC.
The highest tag value in a group of bridge-domain commands must be greater than the
first tag entered (but no more than 32 greater).

dotlg-tunnel

(Optional) Enables IEEE 802.1Q tunneling mode, so that service providers can use a
single VLAN to support customers who have multiple VLANs, while preserving customer
VLAN IDs and segregating traffic in different customer VLANS.

broadcast

(Optional) Enables bridging broadcast mode on this PVC. This option is not supported
for multipoint bridging. Support for this option was removed in Cisco IOS Release
12.2(18)SXF2 and Cisco IOS Release 12.2(33)SRA.

ignore-bpdu-pid

(Optional for ATM interfaces only) Ignores BPDU protocol identifiers (PIDs) and treats
all BPDU packets as data packets to allow interoperation with ATM customer premises
equipment (CPE) devices that do not distinguish BPDU packets from data packets.

pvst-tlv

(Optional) When the router or switch is transmitting, translates Per-VLAN Spanning
Tree Plus (PVST+) BPDUs into IEEE BPDUs.

When the router or switch is receiving, translates IEEE BPDUs into PVST+ BPDUs.

CE-vlan

Customer-edge VLAN in the Shared Spanning Tree Protocol (SSTP) tag-length-value
(TLV) to be inserted in an IEEE BPDU to a PVST+ BPDU conversion.

increment

(PVC range configuration mode only) (Optional) Increments the bridge domain number
for each PVC in the range.
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bridge-domain .

lan-fcs

(Optional) Specifies that the VLAN bridging should preserve the Ethernet LAN frame
checksum (FCS) of the Ethernet frames across the ATM network.

Note This option applies only to routers using a FlexWAN module. Support for
this option was removed in Cisco IOS Release 12.2(18)SXF2 and Cisco IOS

Release 12.2(33)SRA.

split-horizon

(Optional) Enables RFC 1483 split horizon mode to globally prevent bridging between
PVCs in the same VLAN.

Command Default

Command Modes

Bridging is disabled.

Frame Relay DLCI configuration (config-fr-dlci)

Interface configuration (config-if)--Only the dot1q and dot1g-tunnel keywords are supported in interface
configuration mode.

Interface ATM VC configuration (config-if-atm-vc)

PVC range configuration (config-if-atm-range)

Command History

Usage Guidelines

Release Modification

12.1(13)E This command was introduced as the bridge-vlan command for the 2-port OC-12 ATM
WAN Optical Services Modules (OSMs) on Cisco 7600 series routers and Catalyst 6500
series switches.

12.1(12c)E | This command was integrated into Cisco IOS Release 12.1(12¢c)E.

12.1(14)E1 | This command was integrated into Cisco IOS Release 12.1(14)E1. The dot1g-tunne keyword
was added.

12.2(14)SX | This command was integrated into Cisco IOS Release 12.2(14)SX. The dot1g-tunnel keyword
is not supported in this release.

12.1(19)E The split-horizon keyword was added.

12.2(18)S This command was integrated into Cisco IOS Release 12.2(18)S. The dot1g-tunnel and
split-horizon keywords are supported in this release.

12.2(17a)SX | Support was added for the dot1g-tunnel keyword in Cisco I0S Release 12.2(17a)SX.

12.2(18)SXE | This command was renamed from bridge-vlan to bridge-domain. The access, broadcast,
ignore-bpdu-pid, and increment keywords were added.

12.2(18)SXF?2 | Support for the lan-fcsand broadcastkeywords was removed. The ignore-bpdu-pidand
pvst-tlvkeywords were added.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

RFC 1483 bridging on ATM interfaces supports the point-to-point bridging of Layer 2 packet data units
(PDUs) over Ethernet networks. RFC 1490 Frame Relay bridging on Packet over SONET (POS) or serial
interfaces that are configured for Frame Relay encapsulation provides bridging of Frame Relay packets over
Ethernet networks.
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The Cisco 7600 router can transmit BPDUs with a PID of either 0x00-0E or 0x00-07. When the router connects
to a device that is fully compliant with RFC 1483 Appendix B, in which the IEEE BPDUs are sent and received
by the other device using a PID of 0x00-0E, you must not use the ignore-bpdu-pidkeyword.

If you do not enter the ignore-bpdu-pid keyword, the PVC between the devices operates in compliance with
RFC 1483 Appendix B. This is referred to as strict mode . Entering the ignore-bpdu-pid keyword creates
loose mode . Both modes are described as follows:

« Without the ignore-bpdu-pidkeyword, in strict mode, IEEE BPDU s are sent out using a PID of 0x00-0E,
which complies with RFC 1483.

« With the ignor e-bpdu-pidkeyword, in loose mode, IEEE BPDUs are sent out using a PID of 0x00-07,
which is normally reserved for RFC 1483 data.

Cisco-proprietary PVST+ BPDUs are always sent out on data frames using a PID of 0x00-07, regardless of
whether you enter the ignore-bpdu-pid keyword.

Use the ignore-bpdu-pid keyword when connecting to devices such as ATM digital subscriber line (DSL)
modems that send PVST (or 802.1D) BPDUs with a PID of 0x00-07.

The pvst-tlv keyword enables BPDU translation when the router interoperates with devices that understand
only PVST or IEEE Spanning Tree Protocol. Because the Catalyst 6500 series switch ATM modules support
PVST+ only, you must use the pvst-tlv keyword when connecting to a Catalyst 5000 family switch that
understands only PVST on its ATM modules, or when connecting with other Cisco 10S routers that understand
IEEE format only.

When the router or switch is transmitting, the pvst-tlv keyword translates PVST+ BPDUs into [IEEE BPDUs.
When the router or switch is receiving, the pvst-tlv keyword translates IEEE BPDUs into PVST+ BPDUs.

Note

The bridge-domainand bre-connect commands are mutually exclusive. You cannot use both commands on
the same PVC for concurrent RFC 1483 and BRE bridging.

To preserve class of service (CoS) information across the ATM network, use the dot1q option. This
configuration uses IEEE 802.1Q tagging to preserve the VLAN ID and packet headers as they are transported
across the ATM network.

To enable service providers to use a single VLAN to support customers that have multiple VLANs, while
preserving customer VLAN IDs and segregating traffic in different customer VLANS, use the dot1g-tunnel
option on the service provider router. Then use the dot1q option on the customer routers.

Note

The access, dot1lq, and dot1g-tunnel options are mutually exclusive. If you do not specify any of these
options, the connection operates in “raw” bridging access mode, which is similar to access, except that the
connection does act on and transmit BPDU packets.

RFC 1483 bridging is supported on AALS-MUX and AAL5-LLC Subnetwork Access Protocol (SNAP)
encapsulated PVCs. RFC-1483 bridged PVCs must terminate on the ATM interface, and the bridged traffic
must be forwarded over an Ethernet interface, unless the split-horizon option is used, which allows bridging
of traffic across bridged PVCs.
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\}

Note RFC 1483 bridging is not supported for switched virtual circuits (SVCs). It also cannot be configured for
PVCs on the main interface.

In interface configuration mode, only the dot1q and dot1g-tunnel keyword options are supported.

Examples The following example shows a PVC being configured for IEEE 802.1Q VLAN bridging using a
VLAN ID of 99:

Router# configure terminal

Router (config) # interface ATM6/2

Router (config-if) # pve 2/101

Router (config-if-atm-vc) # bridge-domain 99 dotlg

Router (config-if-atm-vc) # end

The following example shows how to enable BPDU translation when a Catalyst 6500 series switch
is connected to a device that understands only IEEE BPDUs in an RFC 1483-compliant topology:

Router (config-if-atm-vc) # bridge-domain
100 pvst-tlv 150

The ignore-bpdu-pid keyword is not used because the device operates in an RFC 1483-compliant
topology for [IEEE BPDUs.

The following example shows how to enable BPDU translation when a Catalyst 5500 ATM module
is a device that understands only PVST BPDUs in a non-RFC1483-compliant topology. When a
Catalyst 6500 series switch is connected to a Catalyst 5500 ATM module, you must enter both
keywords.

Router (config-if-atm-vc) # bridge-domain
100 ignore-bpdu-pid pvst-tlv 150

To enable BPDU translation for the Layer 2 Protocol Tunneling ( L2PT) topologies, use the following
command:

Router (config-if-atm-vc) # bridge-domain

100 dotlg-tunnel ignore-bpdu-pid pvst-tlv 150

The following example shows a range of PVCs being configured, with the bridge domain number
being incremented for each PVC in the range:

Router (config) # interface atm 8/0.100

Router (config-if) # range pvec 102/100 102/199
Router (config-if-atm-range) # bridge-domain 102 increment

Related Commands | Command Description

bre-connect Enables the BRE over a PVC or SVC.
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Command

Description

show atm pvc

Displays the configuration of a particular PVC.
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bridge-domain (service instance)

To bind a service instance or a MAC tunnel to a bridge domain instance, use the bridge-domain command
in either service instance configuration mode or MAC-in-MAC tunnel configuration mode. To unbind a service
instance or MAC tunnel from a bridge domain instance, use theno form of this command.

bridge-domain bridge-id [split-horizon [group group-id]]
no bridge-domain bridge-id [split-horizon [group group-id]]

Syntax on the Cisco ASR 1000 Series Aggregation Device
bridge-domain bridge-id [split-horizon group group-id]
no bridge-domain bridge-id [split-horizon group group-id]

Syntax Description | bridge-id Numerical identifier for the bridge domain instance. The range is an integer from 1 to the
platform-specific maximum (or upper) limit.

* The upper limit on the Cisco ASR 1000 device is 4096.

split-horizon |(Optional) Configures a port or service instance as a member of a split-horizon group.

* This keyword is not supported in MAC-in-MAC tunnel configuration mode.

group (Optional) Defines the split-horizon group.
* This keyword is not supported in MAC-in-MAC tunnel configuration mode.

group-id (Optional) Identifier for the split-horizon group. Range is 1 to 65533.

* This argument is not supported in MAC-in-MAC tunnel configuration mode.

* On the Cisco ASR 1000 device, the only values supported are O and 1.

Command Default Service instances and MAC tunnels are not bound to a bridge domain instance.

Command Modes Service instance configuration (config-if-svc)

MAC-in-MAC tunnel configuration (config-tunnel-minm)

Command History Release Modification
12.2(33)SRB This command was introduced.
12.2(33)SRD This command was modified. The split-horizon keyword was added.
12.2(33)SRE This command was modified. Support for this command was added in

MAC-in-MAC tunnel configuration mode.

Cisco I0S XE Release 3.2S | This command was integrated into Cisco IOS XE Release 3.2S.

15.1(2)SNG This command was implemented on Cisco ASR 901 Series Aggregation
Services Routers.
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Usage Guidelines

Use the bridge-domain(service instance) command to bind either a service instance or a MAC tunnel to a
bridge domain.

Bridge domains cannot be configured under a service instance under a MAC tunnel without encapsulation
also being configured.

The Cisco ASR 1000 device does not support MAC tunnels.

Note

Examples

The bridge-domain(config) command allows a user to configure components on a bridge domain. For example,
the MAC Address Limiting security component can be configured on a bridge domain using this command.

The following example shows how to bind a bridge domain to a service instance:

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/0
Device (config-if) # service instance 100 ethernet
Device (config-if-srv)# encapsulation dotlg 100
Device (config-if-srv)# bridge-domain 200

The following example shows how to bind a MAC tunnel to a service instance:

Device> enable

Device# configure terminal

Device (config) # ethernet mac-tunnel virtual 100
Device (config-tunnel-minm) # bridge-domain 200

Related Commands

Command Description

bridge-domain (config) Enables a user to configure components on a bridge domain.

ethernet evc Defines an EVC and enters EVC configuration mode.

ethernet serviceinstance Configures an Ethernet service instance on an interface and enters service

instance configuration mode.

encapsulation dotlad Defines the matching criteria to be used in order to map single-tagged
802.1ad frames ingress on an interface to the appropriate service instance.
The criteria for this command are single VLAN, range of VLANS, and
lists of these two criteria.

encapsulation dot1q Defines the matching criteria to map 802.1Q frames ingress on an
interface to the appropriate service instance.

encapsulation dot1q second Defines the matching criteria to map Q-in-Q ingress frames on an
dotlq interface to the appropriate service instance.
encapsulation untagged Defines the matching criteria to map untagged ingress Ethernet frames

on an interface to the appropriate service instance.
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bump (Frame Relay VC-bundle-member)

To configure the bumping rules for a Frame Relay permanent virtual circuit (PVC) bundle member, use the
bump command in Frame Relay VC-bundle-member configuration mode. To specify that the PVC bundle
member does not accept bumped traffic, use the noform of this command.

bump {explicit level |implicit | traffic}
no bump traffic

Syntax Description explicit level |Specifies the precedence, experimental (EXP), or differentiated services code point (DSCP)
level to which traffic on a PVC is bumped when the PVC goes down. For PVC bundles
that use precedence or EXP mapping, valid values for the level argument are from 0 to 7.
For PVC bundles that use DSCP mapping, valid values are from 0 to 63.

implicit Applies the implicit bumping rule, which is the default, to a single PVC bundle member.
The implicit bumping rule is that bumped traffic is to be carried by a PVC that has the lower
precedence level.

traffic Specifies that the PVC accept bumped traffic (the default condition). The noform stipulates
that the PVC does not accept bumped traffic.

Command Default The PVC accepts bumped traffic, and implicit bumping is used.

Command Modes
Frame Relay VC-bundle-member configuration

Command History Release Modification

12.2(13)T | This command was introduced.

12.2(16)BX | This command was integrated into Cisco IOS Release 12.2(16)BX.

12.0(26)S | This command was integrated into Cisco IOS Release 12.0(26)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

Usage Guidelines The no bump explicit and no bump implicitcommands have no effect.

To change the configured bumping rules for a PVC bundle member, override the current configuration with
a new bump command entry.

To return to the default condition of implicit bumping, use the bump implicit command.
The effects of different bumping configurations are as follows:

* Implicit bumping: If you configure implicit bumping, bumped traffic is sent to the PVC configured to
handle the next-lower service level. When the original PVC that bumped the traffic comes back up, it
resumes transmission of the configured service level. When the bump explicit command is not configured,
the bump implicitcommandtakes effect by default; however, the bump implicit command does not
appear in the show running-config and show startup-config command outputs.
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N

* Explicit bumping: If you configure a PVC with the bump explici t command, you can specify the service
level to which traffic is bumped when that PVC goes down, and the traffic is directed to a PVC mapped
with that level. If the PVC that picks up and carries the traffic goes down, the traffic uses the bumping
rules for that PVC. You can specify only one service level for bumping.

* Permit bumping: The PVC accepts bumped traffic by default. If the PVC has been previously configured
to reject bumped traffic, you must use the bump traffic command to return the PVC to its default
condition.

* Reject bumping: To configure a discrete PVC to reject bumped traffic when traffic is directed to it, use
the no bump traffic command.

Note

When no alternative PVC can be found to handle bumped traffic, even when there are no packets of that traffic
type present, the bundle brings itself down. No messages are displayed unless the debug frame-relay
vc-bundlecommand is enabled or the interface-level command logging event frame-relay vc-bundle statusis
enabled. When default (implicit) bumping is used for all PVCs, the PVC that is handling the lowest service
level can be configured to bump explicitly to a PVC handling a higher service level.

The following examples show the alerts that appear during configuration. They describe configuration problems
that might prevent the bundle from coming up or might cause the bundle to go down unexpectedly:

* The following example shows an alert that appears when the bump explicit command is configured:

%$DLCI 300 could end up bumping traffic to itself

It warns that PVC 300 may be configured to bump to a PVC that will in turn bump back to PVC 300, in which
case the bundle will go down.

* The following example shows an alert that appears when a PVC that is explicitly bumped to is configured
with the no bump traffic command:

%DLCI 306 is configured for bumping traffic to level 7

* The following example shows an alert that appears when the service levels handled by a PVC are changed,
which leaves other PVCs explicitly configured to bump to levels that are no longer being handled by
that PVC:

%DLCI (s) configured for explicitly bumping traffic to DLCI 300

* The following example shows an alert that appears when a PVC is configured to explicitly bump to a
level that is not yet handled by any PVCs:

%Presently no member is configured for level 3

* The following example shows an alert that appears when you attempt to explicitly configure bumping
to a PVC that is already configured with the no bump traffic command:

$DLCI configured for level 0 does not accept bumping
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Examples

bump (Frame Relay VC-bundle-member) .

The following example configures PVC 101 in the Frame Relay PVC bundle named bundlel with
explicit bumping to the PVC bundle member having a precedence level of 7. PVC 101 is also
configured to prohibit traffic from other PVCs from being bumped to it:

frame-relay vc-bundle bundlel
match precedence

pvc 101

precedence 5

no bump traffic

bump explicit 7

Related Commands

Command

Description

class

Associates a map class with a specified DLCI.

dscp (FrameRelay VC-bundle-member)

Specifies the DSCP value or values for a specific Frame Relay
PVC bundle member.

V C-bundle-member)

exp Configures MPLS EXP levels for a Frame Relay PVC bundle
member.
precedence (Frame Relay Configures the precedence levels for a Frame Relay PVC bundle

member.

protect (Frame Relay
V C-bundle-member)

Configures a Frame Relay PVC bundle member with protected
group or protected PVC status.

pvc (Frame Relay VC-bundle)

Creates a PVC and PVC bundle member and enters Frame Relay
VC-bundle-member configuration mode.
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cell-packing

To enable ATM over Multiprotocol Label Switching (MPLS) or Layer 2 Tunneling Protocol Version 3
(L2TPv3) to pack multiple ATM cells into each MPLS or L2TPv3 packet, use the cell-packing command in
the appropriate configuration mode. To disable cell packing, use the no form of this command.

accelerator through cpu-threshold |

cell-packing cells mcpt-timer timer

no cell-packing

Syntax Description

cells

The number of cells to be packed into an MPLS or L2TPv3 packet.

The range is from 2 to the maximum transmission unit (MTU) of the interface divided
by 52. The default number of ATM cells to be packed is the MTU of the interface
divided by 52.

If the number of cells packed by the peer provider edge router exceeds this limit, the
packet is dropped.

mcpt-timer timer

Specifies which timer to use for maximum cell-packing timeout (MCPT). Valid values
are 1, 2, or 3. The default value is 1.

Command Default

Command Modes

Cell packing is disabled.

Interface configuration
L2transport PVC configuration--for ATM PVC
L2transport PVP configuration--for ATM PVP
VC class configuration

Command History

Release Modification

12.0(25)S This command was introduced.

12.0(29)S Support for L2TPv3 sessions was added.

12.0(30)S This command was updated to enable cell packing as part of a virtual circuit
(VC) class.

12.031)S This command was integrated into Cisco 10S Release 12.0(31)S.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.4(11D)T This command was integrated into Cisco IOS Release 12.4(11)T.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.

12.2(33)SXH This command was integrated into Cisco 10S Release 12.2(33)SXH.

12.2(1)SRE This command was modified. Support for static pseudowires was added.

15.0(1)S This command was integrated into Cisco IOS Release 15.0(1)S.
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Usage Guidelines

Examples

cell-packing .

Release Modification

Cisco I0S XE Release 3.1S. | This command was integrated into Cisco IOS XE Release 3.18S.

The cell-packing command is available only if you configure the ATM VC or virtual path (VP) with ATM
adaptation layer 0 (AALO) encapsulation. If you specify ATM adaptation layer 5 (AALS5) encapsulation, the
command is not valid.

Only cells from the same VC or VP can be packed into one MPLS or L2TPv3 packet. Cells from different
connections cannot be concatenated into the same packet.

When you change, enable, or disable the cell-packing attributes, the ATM VC or VP and the MPLS or L2TPv3
emulated VC are reestablished.

If a provider edge (PE) router does not support cell packing, the PE router sends only one cell per MPLS or
L2TPv3 packet.

The number of packed cells need not match between the PE routers. The two PE routers agree on the lower
of the two values. For example, if PE1 is allowed to pack 10 cells per MPLS or L2TPv3 packet and PE2 is
allowed to pack 20 cells per MPLS or L2TPv3 packet, the two PE routers would agree to send no more than
10 cells per packet.

If the number of cells packed by the peer PE router exceeds the limit, the packet is dropped.

If you issue the cell-packing command without first specifying the atm mcpt-timers command, you get the
following error:

Please set mcpt values first

In order to support cell packing for static pseudowires, both PEs must run Cisco IOS Release 12.2(1)SRE,
and the maximum number of cells that can be packed must be set to the same value on each.

The following example shows cell packing enabled on an interface set up for VP mode. The
cell-packing command specifies that ten ATM cells be packed into each MPLS packet. The command
also specifies that the second maximum cell-packing timeout (MCPT) timer be used.

Router> enable

Router# configure terminal

Router (config) # interface atml/0

Router (config-if)# atm mcpt-timers 1000 800 500

Router (config-if)# atm pvp 100 l2transport

Router (config-if-atm-12trans-pvp) # xconnect 10.0.0.1 234 encapsulation mpls
Router (config-if-atm-12trans-pvp) # cell-packing 10 mcpt-timer 2

The following example shows how to configure ATM cell relay over MPLS with cell packing in VC
class configuration mode. The VC class is then applied to an interface.

Router> enable

Router# configure terminal

Router (config) # vc-class atm cellpacking

Router (config-vc-class) # encapsulation aal0

Router (config-vc-class) # cell-packing 10 mcpt-timer 1
Router (config-vc-class) # exit

Router (config) # interface atml/0

Router (config-if)# atm mcpt-timers 100 200 250

Router (config-if) # class-int cellpacking
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Router (config-if) # pve *200 l2transport
Router (config-if-atm-12trans-pvc) # xconnect 10.13.13.13 100 encapsulation mpls

The following example shows how to configure ATM AALS over L2TPv3 in VC class configuration
mode. The VC class is then applied to an interface.

Router (config) # vec-class atm aalSclass

Router (config-vc-class) # encapsulation aal5

|

Router (config) # interface atml/0

Router (config-if)# class-int aal5class

Router (config-if)# pve *00 l2transport

Router (config-if-atm-12trans-pvc)# xconnect 10.13.13.13 100 encapsulation 12tpv3

Related Commands | Command Description

atm mcpt-timers Creates cell-packing timers, which specify how long the PE router can wait for
cells to be packed into an MPLS or L2TPv3 packet.

debug atm cell-packing | Displays ATM cell relay cell packing debugging information.

show atm cell-packing | Displays information about the VCs and VPs that have ATM cell packing enabled.
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cipher

To add a cipher suite to a cipher list, use the cipher command in cipher list configuration mode. To remove
a cipher suite from a cipher list, use the no form of this command.

cipher cipher-suite
no cipher cipher-suite

Syntax Description | cipher-suite | Name of the cipher suite. Valid values include:
* dhe-rsa-with-3des-ede-cbe-sha

* dhe-rsa-with-aes-128-cbc-sha

* dhe-rsa-with-aes-256-cbc-sha

* dhe-rsa-with-des-cbc-sha

* rsa-with-3des-ede-cbc-sha

* rsa-with-aes-128-cbc-sha

* rsa-with-aes-256-cbc-sha

* rsa-with-des-cbc-sha

* rsa-with-rc4-128-md5

« rsa-with-rc4-128-sha

Command Default A cipher suite does not exist in a cipher list.
Command Modes Cipher list configuration (config-waas-cipher-list)
Command History Release | Modification

15.2(3)T | This command was introduced.

Usage Guidelines Before you can enable the cipher command, use the following commands:

* Use the parameter-map type waas command in global configuration mode to enter parameter map
configuration mode.

» Use the accelerator ssl-express command in parameter map configuration mode to enter WAAS SSL
configuration mode.

Use the cipher-list command in WAAS SSL configuration mode to enter cipher list configuration mode.

Examples The following example shows how to add a cipher suite to a cipher list:

Device (config) # parameter-map type waas waas_global
Device (config-profile) # accelerator ssl-express
Device (config-waas-ssl)# enable
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Device (config-waas-ssl) # cipher-list clist
Device (config-waas-cipher-1list)# cipher rsa-with-3des-ede-cbc-sha

Related Commands Command Description

accelerator Enters a specific WAAS Express accelerator
configuration mode based on the accelerator being
configured.

cipher-list Creates a cipher list for a WAAS-to-WAAS session.

parameter-map type waas Configures WAAS Express global parameters.

show waas acceler ator Displays information about WAAS Express
accelerators.

show waas statistics acceler ator Displays statistical information about WAAS Express
accelerators.
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cipher-list

To create a cipher list for a Wide-Area Application Services (WAAS)-to-WAAS session, use the cipher-list
command in WAAS SSL configuration mode. To remove a cipher list, use the no form of this command.

cipher-list  list-name
no cipher-list list-name

Syntax Description list-name | Name of the cipher list.

Command Default A cipher list does not exist.

Command Modes WAAS SSL configuration (config-waas-ssl)

Command History Release | Modification

15.2(3)T | This command was introduced.

Usage Guidelines A cipher list is customer list of cipher suites that you assign to an SSL connection.
Before you can enable the cipher-list command, use the following commands:

* Use the parameter-map type waas command in global configuration mode to enter parameter map
configuration mode.

» Use the accelerator ssl-express command in parameter map configuration mode to enter WAAS SSL
configuration mode.

Use the cipher-list command to create a cipher list and to enter cipher list configuration mode, where you
can add a cipher suite to or remove a cipher suite from a cipher list. Use the cipher command to add a cipher
suite to a cipher list.

Examples The following example shows how to create a cipher list:
Device (config) # parameter-map type waas waas_global
Device (config-profile) # accelerator ssl-express
Device (config-waas-ssl)# enable

(

Device (config-waas-ssl)# cipher-list clist

Related Commands Command Description

accelerator Enters a specific WAAS Express accelerator configuration mode
based on the accelerator being configured.

cipher Adds a cipher suite to a cipher list.
parameter-map type waas Configures WAAS Express global parameters.
services host-service peering Configures the SSL-Express accelerator host peering service.
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Command Description

show waas acceler ator Displays information about WAAS Express accelerators.

show waas statistics acceler ator Displays statistical information about WAAS Express
accelerators.

waas-ssl-trustpoint Associates a trustpoint with SSL-Express accelerator.
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To associate a map class with a specified data-link connection identifier (DLCI), use the class command in
Frame Relay DLCI configuration mode or Frame Relay VC-bundle-member configuration mode. To remove
the association between the DLCI and the map class, use the no form of this command.

class name
no class name

Syntax Description

Command Default

Command Modes

name | Name of the map class to associate with the specified DLCI.

No map class is defined.

Frame Relay DLCI configuration
Frame Relay VC-bundle-member configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(13)T This command was made available in Frame Relay VC-bundle-member configuration mode.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.2(33)SCF | This command was integrated into Cisco IOS Release 12.2(33)SCF.

15.4(1)S This command was implemented on the Cisco ASR 901 series routers.

Use this command with DLCIs that were created using the frame-relay interface-dlci command and with
DLClIs that were created as permanent virtual circuit (PVC) bundle members within a specified Frame Relay
PVC bundle. The PVC bundle is created using the frame-relay vc-bundle command. The Frame Relay PVC
bundle member DLClISs are then created by using the pvc command in Frame Relay VC-bundle configuration
mode.

A map class applied to the interface is applied to all PVC members in a PVC bundle. A class applied to an
individual PVC bundle member supersedes the class applied at the interface level.

The map class is created by using the map-class frame-relay command in global configuration mode.

The following example shows how to define a map class named slow-vcs and apply it to DLCI 100:

interface serial 0.1 point-to-point
frame-relay interface-dlci 100
class slow-vcs
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map-class frame-relay slow-vcs
frame-relay cir out 9600

The following example shows how to apply a map class to a DLCI for which a frame-relay map
statement exists. The frame-relay interface-dici command must also be used.

interface serial 0.2 point-to-multipoint
frame-relay map ip 172.16.13.2 100
frame-relay interface-dlci 100
class slow-vcs

map-class frame-relay slow_vcs
frame-relay traffic-rate 56000 128000
frame-relay idle-timer 30

The following example creates a Frame Relay map class named class1 and shows how to assign it
to PVC 300 in a Frame Relay PVC bundle named MP-3-static:

map-class frame-relay classl
interface serial 1/4
frame-relay map ip 10.2.2.2 vc-bundle MP-3-static
frame-relay vc-bundle MP-3-static
pve 300
class HI

Example of the class Command for Defining Traffic Classes Inside a 802.1p Domain in Cisco 10S
Release 12.2(33)SCF

The following example shows how to define traffic classes for the 8021.p domain with packet CoS
values:

enable
configure terminal
policy-map cos7
class cos2
set cos 2
end

Example of the class Command for Defining Traffic Classes Inside an MPLS Domain in Cisco 10S
Release 12.2(33)SCF

The following example shows how to define traffic classes for the MPLS domain with packet EXP
values:

enable
configure terminal
policy-map exp7
class exp7
set mpls experimental topmost 2

end
Related Commands | Command Description
frame-relay interface-dlci Assigns a DLCI to a specified Frame Relay subinterface on the router or
access server.
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Command Description

frame-relay map Defines mapping between a destination protocol address and the DLCI used
to connect to the destination address.

frame-relay vc-bundle Creates a Frame Relay PVC bundle and enters Frame Relay VC-bundle
configuration mode.

map-class frame-relay Creates a map class for which unique QoS values can be assigned.

pvc (frame-relay vc-bundle) |Creates a PVC and PVC bundle member and enters Frame Relay
VC-bundle-member configuration mode.
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class (map-list)

To associate a map class with a protocol-and-address combination, use the class command in map-list
configuration mode.

protocol protocol-address class map-class [broadcast] [trigger] [ietf]

Syntax Description protocol S upported protocol, bridging, or logical link control keywords: appletalk, bridging,
clns, decnet, disw, ip, ipx, lIc2, and rsrb.

protocol-address | Protocol address. The bridge and clns keywords do not use protocol addresses.

map-class Name of the map class from which to derive quality of service (QoS) information.
broadcast (Optional) Allows broadcasts on this switched virtual circuit (SVC).
trigger (Optional) Enables a broadcast packet to trigger an SVC. If an SVC that uses this map

class already exists, the SVC will carry the broadcast. This keyword can be configured
only if broadcast is also configured.

ietf (Optional) Specifies RFC 1490 encapsulation. The default is Cisco encapsulation.

Command Default No protocol, protocol address, and map class are defined. If the ietf keyword is not specified, the default is
Cisco encapsulation. If the broadcast keyword is not specified, no broadcasts are sent.

Command Modes
Map-list configuration

Command History Release Modification

11.2 This command was introduced.

12.2(13)T | The vinesand xns arguments were removed because Banyan VINES and Xerox Network
Systems are no longer available in the Cisco IOS software.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command is used for Frame Relay SVCs; the parameters within the map class are used to negotiate for
network resources. The class is associated with a static map that is configured under a map list.

Examples In the following example, if IP triggers the call, the SVC is set up with the QoS parameters defined
within the class “classip”. However, if AppleTalk triggers the call, the SVC is set up with the QoS
parameters defined in the class “classapple”. An SVC triggered by either protocol results in two SVC
maps, one for IP and one for AppleTalk.

Two maps are set up because these protocol-and-address combinations are heading for the same
destination, as defined by the dest-addr keyword and the values following it in the map-list command.
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map-list maplistl source-addr E164 14085551212 dest-addr E164 15085551212
ip 131.108.177.100 class classip

appletalk 1000.2 class classapple
In the following example, the trigger keyword allows AppleTalk broadcast packets to trigger an
SVC:

ip 172.21.177.1 class classl broadcast ietf
appletalk 1000.2 class classl broadcast trigger ietf

Related Commands | Command Description

map-classframe-relay |Specifies a map class to define QoS values for an SVC.

map-list Specifies a map group and links it to a local E.164 or X.121 source address and
aremote E.164 or X.121 destination address for Frame Relay SVCs.
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class-map type waas

To configure a WAAS Express class map, use the class-map type waas command in global configuration
mode. To remove a WAAS Express class map, use the no form of this command.

classmap type waas [match-any] class-map-name
no classmap type waas [match-any] class-map-name

Syntax Description | match-any Specifies to all statements in the specified class map.

class-map-name | Name of the class map.

Note The only class-map type supported is
waas _global.

Command Default WAAS Express class maps are not configured.

Command Modes
Global configuration (config)

Command History Release | Modification

15.1(2)T | This command was introduced.

Usage Guidelines This command extends the class-mapcommand and enters QoS class-map configuration mode.

Examples The following example shows how to configure a WAAS Express class map:
Router> enable

Router# configure terminal

Router (config) # class-map type waas waas_global

Router (config-cmap) # match tcp any

Related Commands | Command Description
class-map Defines a class map for matching packets to a specified class.
match tcp Matches traffic based on the IP address or port options.
parameter-map typewaas | Configures WAAS Express global parameters.
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clear frame-relay-inarp

To clear dynamically created Frame Relay maps, which are created by the use of Inverse Address Resolution
Protocol (ARP), use the clear frame-relay-inarp command in privileged EXEC mode.

clear framerelay-inarp

Syntax Description ~ This command has no arguments or keywords.

Command Modes

Privileged EXEC
Command History Release Modification
10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Examples The following example clears dynamically created Frame Relay maps:
clear frame-relay-inarp
Related Commands Command Description

frame-relay inverse-arp | Reenables Inverse ARP on a specified interface or subinterface.

show frame-relay map | Displays the current map entries and information about the connections.
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clear 12tun

To clear the specified Layer 2 tunnel, use the clear 12tun command in privileged EXEC mode.

clear 12tun {I2tp-class I2tp-class-name|tunnel id tunnel-id|local ip ip-address|remote ip ip-address

| all}
Syntax Description | [2tp-class |2tp-class-name | All tunnels with the specified L2TP class name will be torn down.
tunnel id tunnel-id The tunnel with the specified tunnel ID will be torn down.
local ip ip-address All tunnels with the specified local IP address will be torn down.
remoteip ip-address All tunnels with the specified remote IP address will be torn down.
all All tunnels will be torn down.
Command Modes
Privileged EXEC (#)
Command History Release Modification
12.0(30)S This command was introduced.

Cisco IOS XE Release 2.6 | This command was integrated into Cisco IOS XE Release 2.6.

Examples The following example clears the tunnel with the tunnel ID 65432:
Router# clear 1l2tun tunnel id 65432
Related Commands | Command Description

show 12tun session | Displays the current state of Layer 2 sessions and displays protocol information about
an L2TP control channel.

show [2tun tunnel | Displays the current state of a Layer 2 tunnels and displays information about currently
configured tunnels, including local and remote L2TP hostnames, aggregate packet
counts, and L2TP control channels.

. Cisco 10S Wide-Area Networking Command Reference



| accelerator through cpu-threshold

clear 12tun counters

To clear session counters for Layer 2 tunnels, use the clear 12tun counter scommand in privileged EXEC

mode.

clear 12tun counters .

clear 12tun counters [session {ip-addr ip-address|tunnel {id local-id [local-session-id] | remote-name
remote-name local-name} | username username| vcid veid}]

Syntax Description

session

(Optional) Specifies that Layer 2 Tunnel Protocol (L2TP) session counters
associated with a particular subset of sessions will be cleared.

ip-addr ip-address

(Optional) Specifies that L2TP session counters for sessions associated with
a particular peer IP address will be cleared.

tunnel

(Optional) Specifies that L2TP session counters for sessions associated with
a particular tunnel will be cleared.

id local-id [local-session-id]

(Optional) Specifies the tunnel for which L2TP session counters will be
cleared using the local tunnel ID, and optionally the local session ID.

remote-name remote-name

(Optional) Specifies the tunnel for which L2TP session counters will be

local-name cleared using the remote tunnel name and local tunnel name.
username username (Optional) Specifies that L2TP session counters for the sessions associated
with a particular username will be cleared.
vcid veid (Optional) Specifies that L2TP session counters for the sessions associated
with a particular virtual circuit ID (VCID) will be cleared.
Command Modes
Privileged EXEC
Command History Release | Modification
12.2(28)SB | This command was introduced.

Usage Guidelines

Examples

Use the clear 12tun counter scommand to clear the counters for all sessions. Use the additional syntax options
to clear the counters for only the specified subset of sessions.

The following example clears the session counters for all sessions:

Router# clear 1l2tun counters

The following example clears the session counters for only those sessions associated with the peer
at [P address 10.1.1.1:

Router# clear 1l2tun counters session ip-addr 10.1.1.1
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Related Commands | Command Description

clear 12tun counterstunnel 12tp |Clears global or per-tunnel control message statistics for L2TP tunnels.

show 12tun Displays general information about Layer 2 tunnels and sessions.

show [2tun counterstunnel 12tp | Displays global or per-tunnel control message statistics for L2TP tunnels,
or toggles the recording of per-tunnel statistics for a specific tunnel.

show |2tun session Displays the current state of Layer 2 sessions and protocol information
about L2TP control channels.

show 12tun tunnel Displays the current state of Layer 2 tunnels and information about
configured tunnels, including local and remote L2TP hostnames,
aggregate packet counts, and control channel information.
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clear 12tun counters tunnel 12tp

To clear global or per-tunnel control message statistics for Layer 2 Tunnel Protocol (L2TP) tunnels, use the
clear 12tun counterstunnel I2tp command in privileged EXEC mode.

clear 12tun counters tunnel [2tp [{authentication |id local-id}]

Syntax Description

Command Modes

authentication |(Optional) Clears the L2TP control channel authentication attribute-value (AV) pair
counters.

id local-id (Optional) Clears the per-tunnel control message counters for the L2TP tunnel with the
specified local ID.

Privileged EXEC

Command History

Usage Guidelines

Examples

Release Modification

12.2(28)SB | This command was introduced.

Use the clear 12tun counterstunnel 12tpcommand to clear the global L2TP control message counters.

Use the clear 12tun counterstunnel 12tp id local-idcommand to clear the per-tunnel L2TP control message
counters for the L2TP tunnel with the specified local ID.

Use the clear 12tun counterstunnel [2tp authenticationcommand to globally clear only the authentication
counters.

The following example clears the global L2TP control message counters:

clear 12tun counters tunnel 12tp

The following example clears the per-tunnel L2TP control message counters for the tunnel with the
local ID 38360:

clear 12tun counters tunnel 12tp id 38360

The following example clears the L2TP control channel authentication counters globally:

clear 12tun counters tunnel 12tp authentication

Related Commands

Command Description

monitor 12tun counterstunnel [2tp | Enables or disables the collection of per-tunnel control message
statistics for L2TP tunnels.

show [2tun counterstunnel 12tp Displays global or per-tunnel control message statistics for L2TP
tunnels.
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Command Description

show [2tun tunnel Displays the current state of L2TP tunnels and information about
configured tunnels.
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clear otv arp-nd

To clear all Layer 3-to-Layer 2 address mappings from Address Resolution Protocol (ARP) packets caching
information, use the clear otv arp-nd command in privileged EXEC mode.

clear otv arp-nd

Syntax Description ~ This command has no arguments or keywords.

Command History Release Maodification

Cisco IOS XE Release 3.5S | This command was introduced.

Examples The following example shows how to clear Layer 3-to-Layer 2 address mappings from the ARP
cache:
Router> enable
Router# clear otv arp-nd

Related Commands | Command Description

show otv arp-nd-cache| Displays Layer 2 and Layer 3 addresses cached from ARP packet inspection.
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clear otv isis

To clear the Overlay Transport Virtualization (OTV) Intermediate System-to-Intermediate System (IS-IS)
data, use the clear otv isis command in privileged EXEC mode.

clear otv isis [{overlay overlay-interface|site}] *

Syntax Description | overlay (Optional) Specifies the overlay interface. The range is from 0 to 512.
overlay-interface

site (Optional) Configures the IS-IS Layer 2 site process.

* Clears all IS-IS data.

Command History Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

Examples The following example shows how to clear all IS-IS data on overlay interface 1:
Router# clear otv isis overlay 1 *
Related Commands | Command Description

otvisisoverlay | Creates an OTV overlay interface.

show otv isis | Displays the IS-IS status and configuration.
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clear otv isis Ispfull

Syntax Description

Command Modes

To clear the Overlay Transport Virtualization (OTV) Intermediate System-to-Intermediate System (IS-IS)
link-state packet (LSP) database, use the clear otv isisIspfull command in privileged EXEC mode.

clear otv isisIspfull
This command has no arguments or keywords.

Privileged EXEC (#)

Command History

Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

Usage Guidelines

Examples

The LSP database becomes full because too many routes are redistributed. Use this command to clear the
LSP-full state.

The following example shows how to clear the LSP database:

Router# clear otv isis lspfull

Related Commands

Command Description

otvisisoverlay | Creates an OTV overlay interface.

show otv isis | Displays the IS-IS status and configuration.
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clear otv isis neighbors

To clear the counters and resets associated with Overlay Transport Virtualization (OTV) Intermediate
System-to-Intermediate System (IS-IS) neighbors, use the clear otv isis neighbors command in privileged
EXEC mode.

clear otv isis [{overlay overlay-interface|site}] neighbors

Syntax Description | overlay overlay-interface | (Optional) Specifies the overlay interface. The range is from 0 to 512.

site (Optional) Configures the IS-IS Layer 2 site process.

Command Modes Privileged EXEC (#)

Command History Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

Examples The following example shows how to clear the adjacency counters and resets:
Router# clear otv isis neighbors
Related Commands | Command Description

otvisisoverlay | Creates an OTV overlay interface.

show otv isis | Displays the IS-IS status and configuration.
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clear otvisis rib

To clear the local Overlay Transport Virtualization (OTV) Intermediate System-to-Intermediate System (IS-1S)
Routing Information Base (RIB), use the clear otv isisrib command in privileged EXEC mode.

clear otvisisrib redistribution [{* | mac|multicast {* | mapping}}]

Syntax Description redistribution | Clears redistribution RIB information.
* (Optional) Clears all IS-IS RIB information.
mac (Optional) Clears MAC address RIB information.
multicast (Optional) Clears multicast route RIB information.
mapping (Optional) Clears multicast mapping RIB information.

Command History Release Modification

Cisco IOS XE Release 3.5S | This command was introduced.

Examples The following example shows how to clear all IS-IS redistribution RIB information:
Router# clear otv isis rib redistribution *
Related Commands | Command Description

otvisisoverlay | Creates an OTV overlay interface.

show otv isis | Displays the IS-IS status and configuration.
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clear vpdn tunnel pppoe

To clear all PPP over Ethernet (PPPoE) sessions, use the clear vpdn tunnel pppoecommand in privileged
EXEC configuration mode.

clear vpdn tunnel pppoe

Syntax Description ~ This command has no arguments or keywords.

Command Modes

Privileged EXEC
Command History Release Modification
12.1()T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines Use this command to clear all PPPoE sessions on the device. To clear a specific PPPoE session or set of
sessions, use the clear pppoe command.

Examples The following example clears all PPPoE sessions on the device:

Router# clear vpdn tunnel pppoe

Related Commands | Command Description

clear pppoe | Clears PPPoE sessions.
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clear waas

To clear information about WAAS Express closed connections, statistics, cache, or tokens, use the clear waas
command in privileged EXEC mode.

clear waas .

clear waas {cache{cifs-express [ads-negative-cache] | http-express metadatacache {all | https|
conditional-response | redirect-response | unauthorized-response} | ssl-express} | closed-connections|
connection conn-id [forced] |token | statistics [{accelerator {cifs-express|http-express|ss-express}
| auto-discovery [blacklist] | aoim | class| connection | dre| errors| global | 1z | passthrough | peer}]}

Syntax Description

cache

Clears WAAS Express cache.

cifs-express

Clears Common Internet File System (CIFS)-Express accelerator cache.

ads-negative-cache

(Optional) Clears alternate data stream negative cache.

http-express metadatacache

Clears HTTP metadata cache.

all

Clears all types of metadata caches.

https

Clears HTTPS metadata cache.

conditional-response

Clears conditional-response metadata cache.

redirect-response

Clears redirect-response metadata cache.

unauthorized-response

Clears unauthorized-response metadata cache.

ssl-express

Clears Secure Sockets Layer (SSL)-Express accelerator cache.

closed-connections

Clears information about closed connections.

connection conn-id

Clears connection information based on the connection ID.

forced Clears a specified connection in noninteractive mode.

token Clears the WAAS Express configuration token used by the WAAS Central
Manager (WCM).

statistics Clears all WAAS Express statistics.

acceler ator Clears accelerator-specific statistics.

cifs-express Clears CIFS-Express accelerator statistics.

http-express Clears HTTP-Express accelerator statistics.

ssl-express Clears SSL-Express accelerator statistics.

auto-discovery [blacklist]

Clears autodiscovery and autodiscovery blocked list information for the
WAAS Express device.

aoim

Clears statistics for WAAS Express peers and negotiated capabilities.
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Command Default

Command Modes

accelerator through cpu-threshold |

class Clears the statistics for each class.

connection Clears WAAS Express statistics per connection.

dre Clears Data Redundancy Elimination (DRE) statistics.
errors Clears WAAS Express error statistics.

global Clears global WAAS Express statistics.

Iz Clears Lempel-Ziv (LZ) statistics.

pass-through Clears all pass-through statistics.

peer Clears peers statistics.

Information about closed connections, statistics, or tokens is not cleared.

Privileged EXEC (#)
Command History Release Modification
15.12)T This command was introduced.
15.2(3)T This command was modified. The cache, cifs-express,

Usage Guidelines

Examples

ads-negative-cache, http-express metadatacache, all, https,
conditional-response, redirect-response, unauthorized-response,
sdl-express, accelerator, http-express, connection, and error skeywords
were added.

Use this command to clear any information about WAAS Express on the device. The clear waas connection
conn-id command resets the connection and is used to kill connection for some specific reason.

The following example shows how to clear WAAS Express closed connections information:

Device> enable

Device# clear waas closed-connections

Related Commands

Command Description

debug waas Displays debugging information for different WAAS Express
modules.

show waas alarms Displays WAAS Express status and alarms.

show waas auto-discovery

Displays information about WAAS Express autodiscovery.

show waas connection

Displays information about WAAS Express connections.

show waas statistics aoim

Displays WAAS Express peer information and negotiated
capabilities.
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clear waas .

Command

Description

show waas statistics application

Displays WAAS Express policy application statistics.

show waas statistics auto-discovery

Displays WAAS Express autodiscovery statistics.

show waas statistics class

Displays statistics for the WAAS Express class map.

show waas statisticsdre

Displays WAAS Express DRE statistics.

show waas statisticserrors

Displays WAAS Express error statistics.

show waas statistics global

Displays global WAAS Express statistics.

show waas statistics |z

Displays WAAS Express LZ statistics.

show waas statistics pass-through

Displays WAAS Express connections placed in a pass-through
mode.

show waas statistics peer

Displays inbound and outbound statistics for peer WAAS Express
devices.

show waas status

Displays the status of WAAS Express.

show waas token

Displays the value of the configuration token used by the WAAS
Central Manager.

waas cm-register url

Registers a device with the WAAS Central Manager.
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clear x25

accelerator through cpu-threshold |

To restart an X.25 service or Connection-Mode Network Service (CMNS), to clear a switched virtual circuit
(SVCQ), or to reset a permanent virtual circuit (PVC), use the clear x25 command in privileged EXEC mode.

{clear x25 {serial number | {ethernet | fastethernet | tokenring|fddi} number mac-address}
[ve-number][dlci-number]}

Syntax Description

Command Modes

serial  number Local serial interface being used for X.25 service.

{ethernet | fastethernet | Local CMNS interface (Ethernet, Fast Ethernet, Token Ring, or FDDI
tokenring | fddi} number interface) and MAC address of the remote device; this information
mac-address identifies a CMNS service.

vc-number (Optional) SVC or PVC number, in the range 1 to 4095. If specified, the

SVC is cleared or the PVC is reset. If not specified, the X.25 or CMNS
service is restarted.

dici-number (Optional) When combined with a serial interface number, it triggers a
restart event for an Annex G logical X.25 VC.

Privileged EXEC
Command History Release Modification
11.2 This command was introduced.

Usage Guidelines

Examples

12.03)T Annex G restart or clear options were added.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command replaces the clear X25-vc command, which first appeared in Cisco I0S Release 8.3.

This command is used to disrupt service forcibly on an individual circuit or on all circuits using a specific
X.25 service or CMNS service.

If this command is used without the vc-number value, a restart event is initiated, which implicitly clears all
SVCs and resets all PVCs.

This command allows the option of restarting an Annex G connection per data-link connection identifier
(DLCI) number, clearing all X.25 connections, or clearing a specific X.25 logical circuit number on that
Annex G link.

The following example clears the SVC or resets the PVC specified:

clear x25 serial 0 1
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clear x25 .

The following example forces an X.25 restart, which implicitly clears all SVCs and resets all PVCs
using the interface:

clear x25 serial 0

The following example restarts the specified CMNS service (if active), which implicitly clears all
SVCs using the service:

clear x25 ethernet 0 0001.0002.0003

The following example clears the specified DLCI Annex G connection (40) from the specified
interface:

clear x25 serial 1 40

Related Commands | Command Description

clear xot Clears an XOT SVC or resets an XOT PVC.

frame-relay interface-dici | Assigns a DLCI to a specified Frame Relay subinterface on the router or access

server.
show x25 context Displays details of an Annex G DLCI link.
show x25 services Displays information about X.25 services.
show x25 vc Displays information about active X.25 virtual circuits.
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clear xot

accelerator through cpu-threshold |

To clear an X.25 over TCP (XOT) switched virtual circuit (SVC) or reset an XOT permanent virtual circuit
(PVC), use the clear xot command in privileged EXEC mode.

clear xot remote ip-address port local ip-address port

Syntax Description

remote ip-addressport |Remote IP address and port number of an XOT connection ID.

local ip-address port Local IP address and port number of an XOT connection ID.
Command Modes
Privileged EXEC
Command History Release Modification
11.2 This command was introduced.

Usage Guidelines

Examples

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Each SVC or PVC supported by the XOT service uses a TCP connection to communicate X.25 packets. A
TCP connection is uniquely identified by the data quartet: remote IP address, remote TCP port, local IP
address, and local TCP port. This command form is used to forcibly disrupt service on an individual XOT
circuit.

XOT connections are sent to TCP port 1998, so XOT connections originated by the router will have that
remote port number, and connections received by the router will have that local port number.

The following command will clear or reset, respectively, the SVC or PVC using the TCP connection
identified:

clear xot remote 10.1.1.1 1998 local 172.2.2.2 2000

Related Commands

Command Description

show x25 services | Displays information pertaining to the X.25 services.
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cip-bit JJ]

clp-bit

To set the ATM cell loss priority (CLP) field in the ATM cell header, use the clp-bitcommand in FRE.5 or
FREF.8 connect mode. To disable ATM CLP bit mapping, use the no form of this command.

clp-bit {0] 1| map-de}
no clp-bit {0| 1| map-de}

Syntax Description |0 The CLP field in the ATM cell header is always set to 0.

1 The CLP field in the ATM cell header is always set to 1.

map-de | The discard eligible (DE) field in the Frame Relay header is mapped to the CLP field in the ATM
cell header.

Command Modes
FREF.5 connect configuration

FRF.8 connect configuration

Command History Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command maps from Frame Relay to ATM.

Examples

FRE5: Example
The following example sets the CLP field in the ATM header to 1 for FRF.5:

Router (config) # connect network-1 vc-group network-1 ATM3/0 1/35
Router (config-frf5)# clp-bit 1

FRF.8: Example
The following example sets the CLP field in the ATM header to 1 for FRF.8:

C3640 (config) # connect service-1 Seriall/0 16 ATM3/0 1/32 service-interworking
C3640 (config-frf8)# clp-bit 1
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B cipbit

Related Commands | Command Description

connect (FRF.5) | Connects a Frame Relay DLCI or VC group to an ATM PVC.

de-bit map-clp | Sets the Frame Relay DE bit field in the Frame Relay cell header.
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cmns enable

To enable the Connection-Mode Network Service (CMNS) on a nonserial interface, use the cmns enable
command in interface configuration mode. To disable this capability, use the no form of this command.

cmns enable
no cmns enable

Syntax Description ~ This command has no arguments or keywords.

Command Default Each nonserial interface must be explicitly configured to use CMNS.

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines After this command is processed on the LAN interfaces--Ethernet, Fiber Distributed Data Interface (FDDI),
and Token Ring--all the X.25-related interface configuration commands are made available.

Examples The following example enables CMNS on Ethernet interface 0:

interface ethernet 0
cmns enable

Related Commands | Command |Description

x25route | Creates an entry in the X.25 routing table (to be consulted for forwarding incoming calls and
for placing outgoing PAD or protocol translation calls).
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collect art
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To collect Application Response Time (ART) metrics, use the collect art command in Flexible NetFlow flow
record configuration mode. To disable the collecting of ART metrics, use the no form of this command.

collect art {all|client {bytes|network time {maximum | minimum |sum} | packets} | count {late
responses| new connections| responses histogram | retransmissions | transactions} | network time
{maximum | minimum | sum} | response time {maximum | minimum | sum} | server {bytes|packets
| {network | response} time {maximum | minimum |sum}} |total {response|transaction} time
{maximum | minimum | sum} }
no collect art {all|client {bytes|network time {maximum |minimum |sum} | packets} | count
{late responses|new connections|responses histogram | retransmissions| transactions} | network
time {maximum | minimum | sum} | response time {maximum | minimum | sum} | server {bytes|
packets| {network | response} time {maximum | minimum |sum}} |total {response|transaction}
time {maximum | minimum | sum}}

Syntax Description

all Collects all ART metrics.

client Collects ART client metrics.

bytes Measures the number of bytes sent by a client.
networ k Collects ART client network metrics.

time Collects ART client network time metrics
maximum Measures the maximum client network time.
minimum Measures the minimum client network time.
sum Measures the total client network time.
packets Measures the number of packets sent by client.
count Collects ART count metrics.

late Collects ART count late metrics.

responses Measures the number of responses.

new Collects ART count new connection metrics.
connections Measures the number of new connections.
responses Measures the number of responses.

histogram Collects the response count buckets for histogram.

retransmissions

Measures the number of retransmissions.

transactions

Measures the number of transactions.

networ k

Collects the ART network metrics.
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collect art .

response Collects the total ART response time metrics.
server Collects the ART server metrics.

total Collects the total ART metrics.

transaction Collects the total ART transaction metrics.

Command Default No ART metrics are collected.

Command Modes
Flexible NetFlow flow record configuration (config-flow-record)

Command History Release | Modification

15.1(4)M | This command was introduced.

Usage Guidelines Use the collect art command to collect the various metrics associated with ART.

The Measurement, Aggregation, and Correlation Engine (MACE) measures TCP and non-TCP traffic. Metrics
that are collected by MACE can be categorized as follows:

* Metrics that are provided by the MACE engine, for example, the number of packets and bytes.

* Metrics that are provided by the ART engine, for example, network delay. These metrics are available
only for TCP flows.

* Metrics that are provided by Wide Area Application Services (WAAS), for example, Data Redundancy
Elimination (DRE) input bytes. These metrics are available only when WAAS is configured and MACE
is monitoring the WAAS traffic.

MACE leverages the capabilities of the ART engine to collect measurements associated with TCP-based

applications.

Examples The following example shows how to collect all ART metrics.
Router (config) # flow record type mace my-art-record
Router (config-flow-record) # collect art all

Related Commands | Command Description

collect waas Collects the metrics provided by WAAS.

flow record type mace | Defines the key and nonkey fields that are collected and exported for flow record
of type MACE.
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collect waas

To collect Wide Area Application Services (WAAS) metrics, use the collect waas command in Flexible
NetFlow flow record configuration mode. To disable the collecting of WAAS metrics, use the no form of this
command.

collect waas {all | connection mode| {bytes|dre|lz} {input|output}}
no collect waas {all | connection | {bytes|dre|lz} {input|output}}

Syntax Description

Command Default

Command Modes

all Collects all WAAS metrics.

connection | Configures the WAAS connection.

mode Configures the connection mode of WAAS.

bytes Measures input and output bytes of WAAS.

dre Measures WAAS Data Redundancy Elimination (DRE) metrics.

Iz Measures WAAS Lempel-Ziv (LZ) compression metrics.

input Measures the number of WAAS input bytes, DRE metrics, or LZ compression metrics.
output Measures the number of WAAS output bytes, DRE metrics, or LZ compression metrics.

No WAAS metrics are collected.

Flexible NetFlow flow record configuration (config-flow-record)

Command History

Usage Guidelines

\}

Release | Modification

15.1(4)M | This command was introduced.

Use the collect waas command to collect the various metrics associated with WAAS.

The Measurement, Aggregation, and Correlation Engine (MACE) measures TCP and non-TCP traffic. WAAS
performs operations like compression on the matched packet and stores the statistics in a database. MACE
uses a poll mechanism to receive the statistics collected by WAAS each time it needs to prepare the records
for exporting.

Note

If a flow matches both global WAAS and MACE policies, MACE exports both pre-WAAS and post-WAAS
metrics for the flow. If a flow matches the global MACE policy and does not match the global WAAS policy,
MACE does not export the post-WAAS metrics.

Once the required measurement metrics are collected, MACE exports the necessary information in an FNF-v9
format to an external NetFlow collector.

Metrics that are collected by MACE can be categorized as follows:
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* Metrics that are provided by the MACE engine, for example, the number of packets and bytes, Application
ID, Differentiated Services Code Point (DSCP), System Resource Check (SRC), and MACE address.

* Metrics that are provided by the ART engine, for example, network delay. These metrics are available
only for TCP flows.

* Metrics that are provided by WAAS, for example, DRE input bytes. These metrics are available only
when WAAS is configured and MACE is monitoring the WAAS traffic.

)

Note  All the metrics that are configured as part of the collect command are collected and exported to the collector
or IP address mentioned in the flow exporter, even if WAAS is not enabled. If WAAS is not enabled, the
value of these metrics is zero.

Examples The following example shows how to collect all WAAS metrics:
Router (config) # flow record type mace my-waas-record
Router (config-flow-record) # collect waas all

Related Commands Command Description

flow record type mace |Configures a flow record for MACE.
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connect (Frame Relay)

To define connections between Frame Relay permanent virtual circuits (PVCs), use the connect command
in global configuration mode. To remove connections, use the No form of this command.

connect connection-name interface dici {I interface dlci|l2transport}
no connect connection-name interface dici {interface dici | |2transport}

Syntax Description connection-name | A name for this connection.

interface Interface on which a PVC connection will be defined.
dici Data-link connection identifier (DLCI) number of the PVC that will be connected.
I2transport Specifies that the PVC will not be a locally switched PVC, but will be tunneled over the

backbone network.

Command Default No default behavior or values

Command Modes
Global configuration

Command History Release Modification

12.12)T This command was introduced.

12.0(23)S The 12transport keyword was added.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines When Frame Relay switching is enabled, the connect command creates switched PVCs in Frame Relay
networks.

Examples The following example shows how to define a connection called fromplsl with DLCI 100 on serial

interface 5/0.

connect fromplsl Serial5/0 100 l2transport

The following example shows how to enable Frame Relay switching and define a connection called
one between DLCI 16 on serial interface 0 and DLCI 100 on serial interface 1.

frame-relay switching
connect one serialO 16 seriall 100
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Related Commands

Command

Description

frame-relay switching

Enables PVC switching on a Frame Relay DCE or NNI.

mpls|2transport route

Enables routing of Frame Relay packets over a specified VC.
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connect (FRF.D)

To configure an FRF.5 one-to-one or many-to-one connection between two Frame Relay end users over an
intermediate ATM network, use the connect command in global configuration mode. To remove a connection,
use the nNo form of this command.

connect connection-name {vc-group group-name | fr-interface fr-dici}atm-interface atm-vpi/vci
networ k-interworking

no connect connection-name {vc-group group-name | fr-interface fr-dici}atminterface atm-vpi/vci
networ k-interworking

Syntax Description connection-name Connection name. Enter as a string of 15 characters maximum.

vc-group group-name | VC group name for a many-to-one FRFE.5 connection. Enter as a string of 11
characters maximum. (If the vc-group keywor dis specified, the interworking
type is always network-interworking and does not need to be set as such.)

fr-interface Frame Relay interface type and number; for example, serial 1/0.

fr-dici Frame Relay data-link connection identifier (DLCI) in the range from 16 to 1007.
atmrinterface ATM interface type and number; for example, atm1/0.

atmvpi / VCi ATM virtual path identifier/virtual channel identifier (VPI/VCI). If a VPI is not

specified, the default VPI is 0.

networ k-interworking | FRE.5 network interworking connection. This keyword is not valid if the vc-group
keyword is specified. (If the vc-group keyword is specified, the interworking
type is always network-interworking and does not need to be set as such.)

Command Default No default behavior or values

Command Modes
Global configuration

Command History Release Modification

12.12)T This command was introduced.

12.2(8)YN |Enhanced QoS features were added for Cisco 1720, Cisco 1750, Cisco 1751, Cisco 1760,
Cisco 2610XM-2651XM, Cisco 3640, Cisco 3640A, and Cisco 3660.

12.3(2)T This feature was integrated into Cisco IOS Release 12.3(2)T for the following platforms:
Cisco 1720, Cisco 1721, Cisco 1750, Cisco 1751, Cisco 1760, Cisco 2610-2651, Cisco
2610XM-2651XM, Cisco 2691, Cisco 3620, Cisco 3640, Cisco 3640A, and Cisco 3660.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.
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Usage Guidelines

Examples

connect (FRE5) .

Use the connect command to connect a group of Frame Relay DLCIs to an ATM permanent virtual circuit
(PVC).

To connect to the Frame Relay DLCI that has been configured on the interface, the Frame Relay DLCI must
be configured on the interface using the frame-relay interface-dlci switched command.

To disconnect the FRFE.5 interworking connection, use the shutdown command in FRF.5 connect mode.

The following example shows how to create an FRF.5 one-to-one connection (not using the vc-group
keyword):

Router (config) #

interface serial0/0

R

outer (config-if)# frame-relay interface-dlci 100 switched
R

outer (config-if) # interface atml/0

R

outer (config-if)# pve 0/32

R

outer (config-if-atm-vc) # encapsulation aalS5mux frame-relay
Router (config-if-atm-vc)# exit

Router (config-if)# exit

Router (config) #

connect frf5 serial0/0 100 atml/0 0/32 network-interworking
R

outer (config-frfb)# clp-bit 1

R

outer (config-frf5) # de-bit map-clp

The following example shows how to create an FRF.5 many-to-one connection (using the vc-group
keyword):

Router (config) #

interface seriall/0

R

outer (config-if)# frame-relay interface-dlci 100 switched
Router (config-if)# exit

Router (config) #

vc-group friends

Router (config-vc-group) #

seriall/0 16 16

Router (config-vc-group) #

seriall/0 17 17

Router (config-vc-group) #

seriall/0 18 18

Router (config-vc-group) #

seriall/0 19 19

Router (config-vc-group)# exit

Router (confiqg) #

interface atml/0

R

outer (config-if)# pve 0/32

R

outer (config-if-atm-vc) # encapsulation aalS5mux frame-relay
Router (config-if-atm-vc)# exit

Router (config-if)# exit

Router (config) #

connect frf5-v vc-group friends atml/0 0/32
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R
outer (config-frf5) # de-bit map-clp

Related Commands | Command Description

clp-bit Sets the ATM CLP field in the ATM cell header.

de-bit Sets the Frame Relay DE bit field in the Frame Relay cell header for
FREF.5 and FREF.8 service interworking.

encapsulation aal5 Configures the AAL and encapsulation type for an ATM PVC, SVC, VC
class, or VC bundle.

frame-relay interface-dlci Indicates that a Frame Relay DLCI is switched.

switched

pvc Creates or assigns a name to an ATM PVC, specifies the encapsulation

type on an ATM PVC, or enters interface-AMT-VC configuration mode.

vc-group Assigns multiple Frame Relay DLCIs to a VC group.
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connect (FRF.8)

To configure an FRF.8 one-to-one mapping between a Frame Relay data-link connection identifier (DLCI)
and an ATM permanent virtual circuit (PVC), use the connect command in global configuration mode. To
remove a connection, use the No form of this command.

connect connection-name FR-interface FR-DLCI ATM-interface ATM-VPI/VCI service-interworking
no connect connection-name FR-interface FR-DLCI ATM-interface ATM-VPI/VCI
service-interworking

Syntax Description | connection-name Specifies a connection name. Enter as a 15-character maximum string.

FR-interface Specifies the Frame Relay interface type and number, for example, serial1/0.

FR-DLCI Specifies the Frame Relay data-link connection identifier (DLCI) in the range 16
to 1007.

ATM-interface Specifies the ATM interface type and number, for example atm1/0.

ATM-VPI/VCI Specifies the ATM virtual path identifier/virtual channel identifier (VPI/VCI). If a
VPI is not specified, the default VPI is 0.

service-interworking | Specifies FRF.8 service interworking.

Command Default No default behavior or values.

Command Modes
Global configuration

Command History Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines Use the connect command to connect a Frame Relay DLCI to an ATM PVC.

To disconnect the FRF.8 interworking connection, use the shutdown connect subcommand.

Examples The following example shows how to create an FRF.8 connection:

router (config) #

interface serial0

router (config-if) # frame-relay interface-dlci 100 switche
d

router (config-if) # interface atml/0

router (config-if) # pve 0/32

router (config-if-atm-vc) # encapsulation aalSmux fr-atm-srv
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router (config) #
connect service-1 Serial0 100 ATM1/0 0/32 service-interworking
router (config-frf8)# efci-bit map-fecn

Related Commands | Command Description
clp-bit Sets the ATM CLP field in the ATM cell header.
de-bit map-clp Sets the EFCI bit field in the ATM cell header.

encapsulation aal5 | Configures the AAL and encapsulation type for an ATM PVC, SVC, or VC class.

pvc Creates an ATM PVC on a main interface or subinterface; enters interface-ATM-VC
configuration mode.
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connect (L2VPN local switching)

To create Layer 2 data connections between two ports on the same router, use the connect command in global
configuration mode. To remove such connections, use the No form of this command.

Syntax for 12.0S, 12.2S and 12.4T Releases

connect connection-name type number circuit-id [{dlcipvcpvp}] type number circuit-id [{dlcipvcpvp}]
[{interworking ip | ethernet}]

no connect connection-name type number circuit-id [{dlcipvcpvp}] type number circuit-id
[{dlcipvcpvp}] [{interworking ip | ethernet}]

Syntax for Cisco |OS XE Release 2.5 and Later Releases
connect connection-name type number type number
no connect connection-name type number type number

Syntax Description

connection-name

A name for this local switching connection.

type String that identifies the type of interface used to create a local switching connection;
for example, serial or Gigabit Ethernet.

number Integer that identifies the number of the interface; for example, 0/0/0.1 for a Gigabit
Ethernet interface.

circuit-id CEM group ID. This option is used for CEM circuits only.

dici (Optional) The data-link connection identifier (DLCI) assigned to the interface.

pvc (Optional) The permanent virtual circuit (PVC) assigned to the interface, expressed by
its vpi/vci (virtual path and virtual channel identifiers).

pvp (Optional) The permanent virtual path (PVP) assigned to the interface.

interworkingip

(Optional) Specifies that this local connection enables different transport types to be
switched locally and causes IP packets to be extracted from the attachment circuit and
sent over the pseudowire. Attachment circuit frames that do not contain IPv4 packets
are dropped.

Note This keyword is not necessary for configurations that locally switch the same
transport type, such as ATM to ATM, or Frame Relay to Frame Relay.

ethernet

(Optional) Specifies that this local connection enables different transport types to be
switched locally and causes Ethernet frames to be extracted from the attachment circuit
and sent over the pseudowire. Ethernet end-to-end transmission is assumed. Attachment
circuit frames that do not contain Ethernet frames are dropped. In the case of VLAN,
the VLAN tag is removed, leaving a pure Ethernet frame.

Note This keyword is not necessary for configurations that locally switch the same
transport type, such as ATM to ATM, or Frame Relay to Frame Relay.

Command Default

This command is disabled by default.
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Command Modes
Global configuration (config)

Command History Release Modification

12.027)S This command was introduced for local switching.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.0(30)S This command was integrated into Cisco IOS Release 12.0(30)S.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.

12.4(11)T This command was integrated into Cisco IOS Release 12.4(11)T.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.

12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.

Cisco I0S XE Release 2.5 | This command was integrated into Cisco IOS XE Release 2.5.

15.1(1)S This command was modified. The circuit-id argument was added.

Examples The following example shows an Ethernet interface configured for Ethernet, plus an ATM interface

configured for AALS Subnetwork Access Protocol (SNAP) encapsulation. The connect command
allows local switching between these two interfaces and specifies the interworking type as IP mode.

Router (config)# interface atm 0/0/0

Router (config-if)# pve 0/100 l2transport

Router (cfg-if-atm-12trans-pvc) # encapsulation aalS5snap

Router (config) # interface fastethernet 6/0/0.1

Router (config-subif) # encapsulation dotlqg 100

Router (config) # connect atm-eth-con atm 0/0/0 0/100 fastethernet 6/0/0.1 interworking ip

Related Commands | Command Description

frame-relay switching |Enables PVC switching on a Frame Relay DCE or NNIL.
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cpu-threshold

To set the CPU thresho

cpu-threshold .

1d limit, use the cpu-threshold command in parameter-map configuration mode. To

reset the threshold limit, use the no form of this command.

cpu-threshold maximum-threshold
no cpu-threshold maximum-threshold

Syntax Description

maxi mum-threshold

The maximum limit. The range is 1 to 100. The default threshold is 80.

Command Default

Command Modes

CPU threshold limit is not set.

Parameter-map configuration (config-profile)

Command History

Release | Modification

15.1(2)T | This command was introduced.

Usage Guidelines

Examples

Use this command to set the threshold limit for the CPU device using WAAS Express. WAAS Express
accelerates the WAAS optimized flow if the router's CPU utilization exceeds the configured limit.

The following example

shows how to set the CPU threshold:

Router (config) # parameter-map type waas waas_global
Router (config-profile) # cpu-threshold 70

Related Commands

Command

Description

|z entropy

Enables LZ compression through entropy checking.

parameter-map type

waas |Defines a WAAS Express parameter map.

policy-map type waas Configures WAAS Express policy map.

tfo auto-discovery

Configures autodiscovery for WAAS Express.

tfo optimize

Configures compression for WAAS Express.
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To set Frame Relay discard-eligible (DE) bit mapping for FRF.5 and FRF.8 network interworking, use the
de-bit command in FRF.5 connect configuration modeor FRF.8 connect configuration mode. To disable
or reset Frame Relay DE bit mapping, use the no form of this command.

de-bit {0] 1| map-clp}
no de-bit {0|1| map-clp}

Syntax Description

0 Sets the DE field in the Frame Relay header to 0. This keyword may be used only for FRF.8.

1 Sets the DE field in the Frame Relay header to 1. This keyword may be used only for FRF.8.

map-clp |DE field in the Frame Relay header is set to 1 if one or more cells that belong to a frame have
their cell loss priority (CLP) field set. This is the default setting. This keyword may be used for
FREF.5 or FRE.S.

Note Themap-clp keyword is the only one available for FRF.5.

Command Default

Command Modes

map-clp

FREF.5 connect configuration
FRF.8 connect configuration

Command History

Usage Guidelines

Release Modification

12.12)T This command was introduced.

12.2(8)YN | Enhanced QoS features were added for Cisco 1720, Cisco 1750, Cisco 1751, Cisco 1760,
Cisco 2610XM-2651XM, Cisco 3640, Cisco 3640A, and Cisco 3660.

12.2(13)T | This command was integrated into Cisco IOS Release 12.2(13)T.

12.3(2)T This command was integrated into Cisco IOS Release 12.3(2)T for the following platforms:
Cisco 1721, Cisco 2610-2651, Cisco 2610XM-2651XM, Cisco 2691, Cisco 3620, and Cisco
3660.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.28X release of this train depends on your feature set, platform, and platform hardware.

In the default state, the DE bit in the Frame Relay header is set to 1 when one or more ATM cells that belong
to a frame have their cell loss priority (CLP) field set to 1 or when the DE field of the Frame Relay
service-specific convergence sublayer (FR-SSCS) protocol data unit (PDU) is set to 1.

When the no de-bitcommand and map-clp keyword are entered, the FR-SSCS PDU DE field is copied
unchanged to the Q.922 core frame DE field, independently of CLP indications received at the ATM layer.
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de-bit [Jj

Examples The following example creates a connection between the virtual circuit (VC) group named “friends”
and ATM PVC 0/32 and configures FR DE field mapping to match the ATM CLP field:
Router (config) #
vc-group friends
Router (config-vc-group) #
seriall/0 16 16
Router (config-vc-group) #
seriall/0 17 17
Router (config-vc-group) #
seriall/0 18 18
Router (config-vc-group) #
seriall/0 19 19
Router (config) #
interface atm3/0
R
outer (config-if)# pve 0/32
R
outer (config-if-atm-vc) # encapsulation aalS5mux frame-relay
Router (config-if-atm-vc)# exit
Router (config-if)# exit
Router (confiqg) #
connect vc-group friends atm3/0 0/32
R
outer (config-frf5) # de-bit map-clp

Related Commands | Command Description

clp-bit Sets the ATM CLP field in the ATM cell header.

connect (FRF.5) |Configures an FRF.5 one-to-one connection or one-to-many connection between two
Frame Relay end users over an intermediate ATM network.

connect (FRF.8) | Configures an FRF.8 one-to-one mapping between a Frame Relay DLCI and an ATM
PVC.

vc-group Assigns multiple Frame Relay DLClIs to a VC group.

Cisco 10S Wide-Area Networking Command Reference .



. de-bit map-clp

de-bit through exp |

de-bit map-clp

Syntax Description

Command Default

Command Modes

To set Frame Relay discard eligible (DE) bit mapping for FRF.5 network interworking, use the de-bit map-clp
command in FRF.5 connect mode. To disable or reset Frame Relay DE bit mapping, use the no form of this
command.

de-bit map-clp
no de-bit map-clp

This command has no arguments or keywords.

No default behavior or values

FRE.5 connect configuration

Command History

Usage Guidelines

Examples

Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific

12.2SX release of this train depends on your feature set, platform, and platform hardware.

In the default state, the DE bit in the Frame Relay header is set to 1 when one or more ATM cells belonging
to a frame have their cell loss priority (CLP) field set to 1, or when the DE field of the Frame Relay service
specific convergence sublayer (FR-SSCS) protocol data unit (PDU) is set to 1.

When the no de-bit map-clp command is entered, the FR-SSCS PDU DE field is copied unchanged to the
Q.922 core frame DE field, independent of CLP indications received at the ATM layer.

The following example creates a connection that connects the virtual circuit (VC) group named
friends to ATM PVC 0/32 and configures FR DE field mapping to match the ATM CLP field:

Router (config) #

vc-group friends

Router (config-vc-group) #
serialO 16 16

Router (config-vc-group) #
serialO 17 17

Router (config-vc-group) #
serialO 18 18

Router (config-vc-group) #
serialO 19 19

Router (config) #
interface atm3/0

Router

(config-if) # pve 0/32
Router
(config-if-atm-vc)# encapsulation aalSmux frame-relay
Router (config) #
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connect vc-group friends atm3/0 0/32
Router

(config-frf5) # de-bit map-clp

Related Commands Command Description

clp-bit Sets the ATM CLP field in the ATM cell header.

connect (FRF.5) | Connects a Frame Relay DLCI or VC group to an ATM PVC.

vc-group Assigns multiple Frame Relay DLClIs to a VC group.
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To enable troubleshooting for Layer 4 Forwarding (L4F) flows, use the debug |4f command in privileged

EXEC mode. To disable the troubleshooting, use the no form of this command.

debug 14f {api | flow-db | flows| packet {all | detail | injection | interception | proxying | spoofing} |
test-app | trace-db-api | trace-db-flow | trace-engine}
no debug 14f {api |flow-db | flows| packet {all | detail |injection |interception | proxying | spoofing}
| test-app | trace-db-api | trace-db-flow | trace-engine}

Syntax Description

api Toggles LAF API debugging.

flow-db Toggles LAF flow database debugging.
flows Toggles L4F flows debugging.

packet Toggles L4F packet debugging.

all Toggles all L4F packet debugging.

detail Toggles L4F packet detail debugging.
injection Toggles L4F packet injection debugging.
interception | Toggles L4F packet interception debugging.
proxying Toggles L4F packet proxying debugging.
spoofing Toggles L4F packet spoofing debugging.
test-app Toggles L4F test application debugging.
trace-db-api | Toggles LAF database API debugging.

trace-db-flow

Toggles L4F database flow debugging.

trace-engine

Toggles L4F API tracing debugging.

Command Default

Command Modes

LA4F debugging is off.

Privileged EXEC (#)

Command History

Release | Modification

15.1(2)T | This command was introduced.

Usage Guidelines

Examples

Use this command to enable debugging for Layer 4 forwarding flows.

The following example shows how to enable debugging for L4F packets:
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Router# debug 14f packet all

debug 14 [}

Related Commands

Command

Description

show [4f

Displays the flow database for L4F.
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debug platform hardware qfp active interface frame-relay

multilink

To debug the multilink frame-relay interfaces in the Cisco QuantumFlow Processor (QFP), use the debug
platform har dwar e gfp interfaceframe-relay mulitlinkcommand in the Privileged EXEC mode. To disable
this form of debugging, use the no form of this command.

debug platform hardware gfp active interface frame-relay multilink {allerrorinfotracewarning}
no debug platform hardware gfp active interface frame-relay multilink {allerrorinfotracewarning}

Syntax Description

Command Default

Command Modes

mulitlink | Enables debug logging for the MFR multilink.

all All debug levels.

error E rror debug level.

info | nformation debug level.
trace R ace debug level.

warning | W arning debug level.

No default behavior or values.

Privileged EXEC (#)

Command History

Examples

Release Modification

Cisco IOS XE Release 3.4S | This command was introduced.

The following example shows how to debug the multilink frame relay client at all levels:

Router# debug platform hardware qgfp active interface frame-relay multilink
all
The selected MFR Client debugging is on
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debug rgf detailed

Syntax Description

Command Modes

To enable detailed debugging information about redundancy group facility (RGF) events that are sent and
received on Multirouter Automatic Protection Switching (MR-APS)-enabled routers that support stateful
Multilink PPP (MLPPP) sessions, use the debug rgf detailed command in privileged EXEC mode. To disable
debugging, use the no form of this command.

debug rgf detailed
no debug rgf detailed

This command has no arguments or keywords.

Privileged EXEC (#)

Command History

Examples

Release | Modification

15.1(3)S | This command was introduced.

The following is sample output from the debug rgf detailed command. The fields in the display are
self-explanatory.

Router# debug rgf detailed
RGF detailed event debugging is on
6d00h: RGF: Rcvd aps evt[4] aps group id:1
6d00h: RGF Event: Group[l] Got event|[Go-Standby-cold] current state[Standby-bulk]
6d00h: RGF: Group [1] state[Standby-bulk] Sending [Init] to client Id[1l]
6d00h: RGF: Group[l] Client [1] Sent OK for Init
6d00h: RGF State: Group[l] 0ld State [Standby-bulk] New State [Init] Event [Go-Standby-cold]
6d00h: RGF: Group[l] buffer app data len[20] len[44] allocated
6d00h: RGF: Sending data group[l] client[0] app data len[20]
6d00h: RGF: Sending data dump
6d00h: ICRM HEADER:
30 2 0 28
6d00h: RGF HEADER:
0002000140001 00000000
6d00h: PAYLOAD:
00000001000200040000
6d00h: RGF: Sent msg id 43317, 44 bytes to ICRM conn hdl0xAD000000
6d00h: RGF[1]: Client [1] Done for Init Action Going Cold
6d00h: RGF: Group [1] state[Init] Sending [Standby cold] to client Id[1l]
6d00h: RGF[1]: Client [1] Done for Standby cold Action Going Bulk
6d00h: RGF State: Group[l] 0ld State [Init] New State [Standby-cold] Event [Go-Standby-cold]
6d00h: RGF: Group[l] buffer app data len[20] len[44] allocated
6d00h: RGF: Sending data group[l] client[0] app data len[20]
6d00h: RGF: Sending data dump
6d00h: ICRM HEADER:
30 2 0 28
6d00h: RGF HEADER:
0002000140001 00000000
6d00h: PAYLOAD:
00000003000200010000
6d00h: RGF: Sent msg id 43318, 44 bytes to ICRM conn hdl0xAD000000
6d00h: RGF[1]: Dint get go bulk from APS. Postponing
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Related Commands Command Description

debugrgf errors |Enables RGF error debugging.

debug rgf events | Displays debugging information of all RGF events.
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debug rgf errors

Syntax Description

Command Modes

To enable redundancy group facility (RGF) error debugging on Multirouter Automatic Protection Switching
(MR-APS)-enabled routers that support stateful Multilink PPP (MLPPP) sessions, use the debug rgf errors
command in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug rgf errors
no debug rof errors

This command has no arguments or keywords.

Privileged EXEC (#)

Command History

Examples

Release | Modification

15.1(3)S | This command was introduced.

The following example shows how to use this command to display any RGF errors that may have
occurred in the system:

Router# debug rgf errors
RGF Error debugging is on

You will receive an error debugging output only if there are any RGF errors in the system.

Related Commands

Command Description

debug rgf detailed |Displays detailed debugging information of RGF events sent and received on the
router.

debug rgf events | Displays debugging information of all RGF events.
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debug rgf events

Syntax Description

Command Modes

To display all redundancy group facility (RGF) events on Multirouter Automatic Protection Switching
(MR-APS)-enabled routers that support stateful Multilink PPP (MLPPP) sessions, use the debug rgf events
command in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug rgf events
no debug rgf events

This command has no arguments or keywords.

Privileged EXEC (#)

Command History

Examples

Release | Modification

15.1(3)S | This command was introduced.

The following is sample output from the debug rgf events command when the SONET controller
is shut. The fields in the display are self-explanatory:

Router# debug rgf events

RGF event debugging is on

Router#

6d00h: RGF: Rcvd aps evt[4] aps group id:1

6d00h: RGF[1]: Got Standby cold from APS. Wait for Peer

6d00h: RGF: Group[l] buffer app data len[20] len[44] allocated

6d00h: RGF: Sending data group[l] client[0] app data len[20]

6d00h: RGF: Sent msg id 43218, 44 bytes to ICRM conn hdl0xAD000000

6d00h: RGF: Rcvd aps evt[5] aps_group id:1

6d00h: RGF PR PROG: Group[l] state [Standby-cold] Sending [peer Standby Bulk] to Peer
6d00h: RGF: Group[l] buffer app data len[20] len[44] allocated

6d00h: RGF: Sending data group[l] client[0] app data len[20]

6d00h: RGF: Sent msg id 43315, 44 bytes to ICRM conn hdl0xAD000000

6d00h: RGF State: Group[l] 0Old State [Standby-cold] New State [Standby-bulk] Event
[Go-Standby-bulk]

Related Commands

Command Description

debug rof detailed | Displays detailed debugging information of RGF events sent and received on the
router.

debugrgf errors | Enables RGF error debugging.
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debug vpdn

)

To troubleshoot Layer 2 Forwarding (L2F) or Layer 2 Tunnel Protocol (L2TP) virtual private dial-up network
(VPDN) tunneling events and infrastructure, use the debug vpdn command in privileged EXEC mode. To
disable the debugging of L2TP VPDN tunneling events and infrastructure, use the no form of this command.

Note

Effective with Cisco IOS Release 12.4(11)T, the L2F protocol is not supported in Cisco IOS software.

Cisco |OS Release 12.2(33)XNA and L ater Releases

debug vpdn {call {event|fsm} |authorization {error |event} |error |event [disconnect
[{traceback}]] | I2tp-sequencing | I2x-data | I2x-errors| 12x-events | [2x-packets | message | packet
[{detail |errors}]|sss {error | event |fsm} | subscriber {error | event | fsm}}

no debug vpdn {call {event|fsm} |authorization {error |event} |error |event [disconnect
[{traceback}]] | 12tp-sequencing | I2x-data | I2x-errors| I2x-events | |2x-packets| message | packet
[{detail | errors}]|sss {error | event |fsm} | subscriber {error | event|fsm}}

Cisco |OS Releases Prior to 12.2(33)XNA

debug vpdn {call {event|fsm} |authorization {error |event} |error |event [disconnect] |
[2tp-sequencing | I2x-data | I2x-errors| 12x-events| [2x-packets | message | packet [{detail | errors}] |
sss {error | event | fsm} | subscriber {error | event |fsm}}

no debug vpdn {call {event|fsm} |authorization {error |event} |error | event [disconnect] |
[2tp-sequencing | I2x-data | I2x-errors| 12x-events | I2x-packets | message | packet [{detail | errors}] |
sss {error | event | fsm} | subscriber {error | event |fsm}}

Syntax Description

call event Displays significant events in the VPDN call manager.

call fsm Displays significant events in the VPDN call manager finite state machine (FSM).

authorization error | Displays authorization errors.

authorization event | Displays authorization events.

error Displays VPDN errors.
event Displays VPDN events.
disconnect (Optional) Displays VPDN disconnect events.

Note The disconnect keyword is required in Cisco IOS Release 12.2(33)XNA
and later releases.

traceback (Optional) Displays traceback messages that provide reasons for VPDN disconnect.

I2tp-sequencing Displays significant events related to L2TP sequence numbers such as mismatches,
resend queue flushes, and drops.

I2x-data Displays errors that occur in data packets.

I2x-errors Displays errors that occur in protocol-specific conditions.
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|2x-events Displays events resulting from protocol-specific conditions.

I2x-packets Displays detailed information about control packets in protocol-specific conditions.
message Displays VPDN interprocess messages.

packet Displays information about VPDN packets.

detail (Optional) Displays detailed packet information, including packet dumps.

errors (Optional) Displays errors that occur in packet processing.

ssserror Displays debug information about VPDN Subscriber Service Switch (SSS) errors.
Sss event Displays debug information about VPDN SSS events.

sssfsm Displays debug information about the VPDN SSS FSM.

subscriber error

Displays debug information about VPDN Subscriber errors.

subscriber event

Displays debug information about VPDN Subscriber events.

subscriber fsm

Displays debug information about the VPDN Subscriber FSM.

Command Modes

Privileged EXEC (#)

Command History

Release Modification

112T This command was introduced.

12.05)T This command was modified. Support was added for
L2TP debugging messages. The | 2tp-sequencing and
error keywords were added. The 12f-errors,
|2f-events, and |2f-packets keywords were changed
to I2x-errors, 12x-events, and |2x-packets.

12.2(4)T This command was modified. The call, event, fsm,
and message keywords were added.

12.2(11)T This command was modified. The detail keyword
was added.

12.0(23)S This command was integrated into Cisco IOS Release
12.0(23)S.

12.2(13)T This command was modified. The sss, error, event,
and fsm keywords were added.

12.3(14)T This command was modified. Support was added to

decode the outbound control channel authentication
events.
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Release Modification

12.031)S This command was modified. The output was
enhanced to display messages about control channel
authentication events.

12.2(27)SBC This command was modified. Support for enhanced
display of messages about control channel
authentication events was added.

12.2(28)SB This command was modified. Support for the display
of messages about congestion avoidance events was
added.

12.2(31)SB This command was modified. Support was added to
decode the outbound control channel authentication
events.

12.4(15)T This command was modified. The authorization,
error, and event keywords were added.

12.2(33)XNA This command was modified. The traceback
keyword was added.

12.4(20)T This command was modified. The subscriber
keyword was added and the sss keyword was
removed.

Cisco IOS XE Release 2.6 This command was modified. Authentication failure
messages for L2TPv3 were added.

Usage Guidelines

Examples

The debug vpdn packet and debug vpdn packet detail commands generate several debug operations per
packet. Depending on the L2TP traffic pattern, these commands may cause the CPU load to increase to a high
level that impacts performance.

The following example shows the VPDN configuration on a network access server (NAS):

vpdn-group 1
request-dialin
protocol 12f
domain example.com
initiate-to ip 172.17.33.125
username nasl password nasl

The following is sample output from the debug vpdn event command on a NAS when an L2F tunnel
is brought up and Challenge Handshake Authentication Protocol (CHAP) authentication of the tunnel
succeeds:

Device# debug vpdn event
$LINK-3-UPDOWN: Interface Async6, changed state to up

*Mar 2 00:26:05.537: looking for tunnel — example.com —
*Mar 2 00:26:05.545: Async6 VPN Forwarding...
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*Mar 2 00:26:05.545: Async6é VPN Bind interface direction=1

*Mar 2 00:26:05.553: Async6 VPN vpn_ forward user user6@example.com is forwarded
SLINEPROTO-5-UPDOWN: Line protocol on Interface Async6, changed state to up
*Mar 2 00:26:06.289: L2F: Chap authentication succeeded for nasl.

The following is sample output from the debug vpdn event command on a NAS when the L2F

tunnel is brought down normally:

Device# debug vpdn event

SLINEPROTO-5-UPDOWN: Line protocol on Interface Async6, changed state to down
$LINK-5-CHANGED: Interface Async6, changed state to reset

*Mar 2 00:27:18.865: Async6 VPN cleanup
*Mar 2 00:27:18.869: Async6 VPN reset

*Mar 2 00:27:18.873: Async6 VPN Unbind interface
$LINK-3-UPDOWN: Interface Async6, changed state to down

The table below describes the significant fields shown in the two previous displays. The output
describes normal operations when an L2F tunnel is brought up or down on a NAS.

Table 2: debug vpdn event Field Descriptions for the NAS

Field

Description

Asynchronous interface coming up

%LINK-3-UPDOWN: Interface Async6, changed state
to up

Asynchronous interface 6 came up.

looking for tunnel — example.com —

Async6 VPN Forwarding...

Domain name is identified.

Async6 VPN Bind interface direction=1

Tunnel is bound to the interface. These are the
direction values:

* 1—From the NAS to the tunnel server

* 2—From the tunnel server to the NAS

Async6 VPN vpn_forward user user6@example.com
is forwarded

Tunnel for the specified user and domain name is
forwarded.

%LINEPROTO-5-UPDOWN: Line protocol on Interface
Async6, changed state to up

Line protocol is up.

L2F: Chap authentication succeeded for nas1.

Tunnel was authenticated with the tunnel password
nasl.

Virtual access interface coming down

%LINEPROTO-5-UPDOWN: Line protocol on Interface
Async6, changed state to down

Normal operation when the virtual access interface
is taken down.
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Field Description

Async6 VPN cleanup Normal cleanup operations performed when the
Async6 VPN reset line or virtual access interface goes down.

Async6 VPN Unbind interface

The following example shows the VPDN configuration on a tunnel server, which uses nasl as the
tunnel name and the tunnel authentication name. The tunnel authentication name can be entered in
a user’s file on an authentication, authorization, and accounting (AAA) server and used to define
authentication requirements for the tunnel.

vpdn-group 1
accept-dialin
protocol 12f
virtual-template 1
terminate-from hostname nasl

The following is sample output from the debug vpdn event command on a tunnel server when an
L2F tunnel is brought up successfully:

Device# debug vpdn event

L2F: Chap authentication succeeded for nasl.

Virtual-Access3 VPN Virtual interface created for user6@example.com

Virtual-Access3 VPN Set to Async interface

Virtual-Access3 VPN Clone from Vtemplate 1 block=1 filterPPP=0

$LINK-3-UPDOWN: Interface Virtual-Access3, changed state to up

Virtual-Access3 VPN Bind interface direction=2

Virtual-Access3 VPN PPP LCP accepted sent & rcv CONFACK

$LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access3, changed state to up

The following is sample output from the debug vpdn event command on a tunnel server when an
L2F tunnel is brought down normally:

Device# debug vpdn event

SLINK-3-UPDOWN: Interface Virtual-Access3, changed state to down

Virtual-Access3 VPN cleanup

Virtual-Access3 VPN reset

Virtual-Access3 VPN Unbind interface

Virtual-Access3 VPN reset

SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access3, changed state to down

The table below describes the fields shown in two previous outputs. The output describes normal
operations when an L2F tunnel is brought up or down on a tunnel server.

Table 3: debug vpdn event Field Descriptions

Field Description
L2F: Chap authentication succeeded for nasl. PPP CHAP authentication status for the tunnel named
nasl.

Virtual-Access3 VPN Virtual interface created for | Virtual access interface was set up on a tunnel server
user6@example.com for the user user6(@example.com.
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Field

Description

Virtual-Access3 VPN Set to Async interface

Virtual access interface 3 was set to asynchronous for
character-by-character transmission.

Virtual-Access3 VPN Clone from Vtemplate 1
block=1 filterPPP=0

Virtual template 1 was applied to virtual access interface
3.

%LINK-3-UPDOWN: Interface Virtual-Access3,
changed state to up

Link status is set to up.

Virtual-Access3 VPN Bind interface direction=2

Tunnel is bound to the interface. These are the direction
values:

* 1—From the NAS to the tunnel server

» 2—From the tunnel server to the NAS

Virtual-Access3 VPN PPP LCP accepted sent &
rcv CONFACK

PPP link control protocol (LCP) configuration settings
(negotiated between the remote client and the NAS)
were copied to the tunnel server and acknowledged.

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Access3, changed state to up

Line protocol is up; the line can be used.

%LINK-3-UPDOWN: Interface Virtual-Access3,
changed state to down

Virtual access interface is coming down.

Virtual-Access3 VPN cleanup
Virtual-Access3 VPN reset
Virtual-Access3 VPN Unbind interface
Virtual-Access3 VPN reset

Device is performing normal cleanup operations when
a virtual access interface used for an L2F tunnel comes
down.

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Access3, changed state to down

Line protocol is down for virtual access interface 3; the
line cannot be used.

The following is sample output from the debug vpdn event disconnect traceback command on a
tunnel server when an L2TP Network Server (LNS) tunnel session is disconnected:

Device# debug vpdn event disconnect traceback

*Aug 8 07:13:56.795: VPDN Vi2.1l disconnect

Local PPP Disconnect

(L2X) IETF: 18/host-request Ascend: 66/VPDN

*Aug 8 07:13:56.795: VPDN Vi2.1l vpdn shutdown session, result=2, error=6, vendor err=0,

syslog _error code=2, syslog key type=1
*Aug 8 07:13:56.795: VPDN Vi2.1 VPDN/AAA:

accounting stop sent

*Aug 8 07:13:56.795: VPDN Vi2.1l Unbinding session from idb, informational traceback:
*Aug 8 07:13:56.795: -Traceback= DFFFE7z 30EE221z 30DFBA8z 30E2F26z 30DF1DCz 30DF12Fz
1F0170Fz 1F015Alz 31E695Bz 31E674Dz 1F019F6z

*Aug 8 07:13:56.795: Vi2.1 VPDN: Resetting interface, informational traceback below:

LNS#

*Aug 8 07:13:56.795: -Traceback= DFFFE7z 30EDE74z 30EE2D4z 37996B7z 37A3019z 30EE408z
30DFBB3z 30E2F26z 30DF1DCz 30DF12Fz 1F0170Fz 1F015Alz 31E695Bz 31E674Dz 1F019F6z
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The following is sample output from the debug vpdn event command on the NAS when an L2TP
tunnel is brought up successfully:

Device# debug vpdn event

20:19:17: L2TP: I SCCRQ from tsl tnl 8

20:19:17: L2X: Never heard of tsl

20:19:17: Tnl L2TP: New tunnel created for remote tsl, address 172.21.9.4
20:19:17: Tnl L2TP: Got a challenge in SCCRQ, tsl

20:19:17: Tnl L2TP: Tunnel state change from idle to wait-ctl-reply
20:19:17: Tnl L2TP: Got a Challenge Response in SCCCN from tsl

20:19:17: Tnl L2TP: Tunnel Authentication success

20:19:17: Tnl L2TP: Tunnel state change from wait-ctl-reply to established
20:19:17: Tnl 7 L2TP: SM State established

20:19:17: Tnl/Cl 7/1 L2TP: Session FS enabled

20:19:17: Tnl/Cl 7/1 L2TP: Session state change from idle to wait-for-tunnel
20:19:17: Tnl/Cl 7/1 L2TP: New session created

20:19:17: Tnl/Cl 7/1 L2TP: O ICRP to tsl 8/1

20:19:17: Tnl/Cl 7/1 L2TP: Session state change from wait-for-tunnel to wait-connect
20:19:17: Tnl/Cl 7/1 L2TP: Session state change from wait-connect to established
20:19:17: Vil VPDN: Virtual interface created for examplel@example.com
20:19:17: Vil VPDN: Set to Async interface

20:19:17: Vil VPDN: Clone from Vtemplate 1 filterPPP=0 blocking

20:19:18: SLINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
20:19:18: Vil VPDN: Bind interface direction=2

20:19:18: Vil VPDN: PPP LCP accepting rcv CONFACK

20:19:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access1, changed state
toup

~N g9

The following is sample output from the debug vpdn event command on a tunnel server when an
L2TP tunnel is brought up successfully:

Device# debug vpdn event

20:47:33: SLINK-3-UPDOWN: Interface Async7, changed state to up

20:47:35: As7 VPDN: Looking for tunnel — example.com —

20:47:35: As7 VPDN: Get tunnel info for example.com with NAS nasl, IP 172.21.9.13
20:47:35: As7 VPDN: Forward to address 172.21.9.13

20:47:35: As7 VPDN: Forwarding...

20:47:35: As7 VPDN: Bind interface direction=1

20:47:35: Tnl/Cl 8/1 L2TP: Session FS enabled

20:47:35: Tnl/Cl 8/1 L2TP: Session state change from idle to wait-for-tunnel
20:47:35: As7 8/1 L2TP: Create session

20:47:35: Tnl 8 L2TP: SM State idle

20:47:35: Tnl 8 L2TP: Tunnel state change from idle to wait-ctl-reply

20:47:35: Tnl 8 L2TP: SM State wait-ctl-reply

20:47:35: As7 VPDN: examplel@example.com is forwarded

20:47:35: Tnl 8 L2TP: Got a challenge from remote peer, nasl

20:47:35: Tnl 8 L2TP: Got a response from remote peer, nasl

20:47:35: Tnl 8 L2TP: Tunnel Authentication success

20:47:35: Tnl 8 L2TP: Tunnel state change from wait-ctl-reply to established
20:47:35: Tnl 8 L2TP: SM State established

20:47:35: As7 8/1 L2TP: Session state change from wait-for-tunnel to wait-reply
20:47:35: As7 8/1 L2TP: Session state change from wait-reply to established
20:47:36: SLINEPROTO-5-UPDOWN: Line protocol on Interface Async7, changed state to up

The following is sample output from the debug vpdn 12x-events command on the NAS when an
L2F tunnel is brought up successfully:
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changed state to up

*Mar 2 00:41:17.365: L2F Open UDP socket to 172.21.9.26

*Mar 2 00:41:17.385: L2F CONF received

*Mar 2 00:41:17.389: L2F Removing resend packet (type 1)

*Mar 2 00:41:17.477: L2F OPEN received

*Mar 2 00:41:17.489: L2F Removing resend packet (type 2)

*Mar 2 00:41:17.493: L2F building nas2gw _mid0

$LINEPROTO-5-UPDOWN: Line protocol on Interface Async6, changed state to up
*Mar 2 00:41:18.613: L2F OPEN received

*Mar 2 00:41:18.625: L2F Got a MID management packet

*Mar 2 00:41:18.625: L2F Removing resend packet (type 2)

*Mar 2 00:41:18.629: L2F MID synced NAS/HG Clid=7/15 Mid=1 on Asyncé6

The following is sample output from the debug vpdn |2x-events command on a NAS when an L2F

tunnel is brought down normally:

Device# debug vpdn l2x-events

SLINEPROTO-5-UPDOWN: Line protocol
SLINK-5-CHANGED: Interface Asyncé,

on Interface Async6, changed state to down
changed state to reset

(type 3)
going down!

L2F Initiating tunnel shutdown.

changed state to down

*Mar 2 00:42:29.213: L2F CLOSE received

*Mar 2 00:42:29.217: L2F Destroying mid

*Mar 2 00:42:29.217: L2F Removing resend packet
*Mar 2 00:42:29.221: L2F Tunnel is

*Mar 2 00:42:29.221:

*Mar 2 00:42:29.225: L2F CLOSE received

*Mar 2 00:42:29.229: L2F CLOSE received

*Mar 2 00:42:29.229: L2F Got closing for tunnel
*Mar 2 00:42:29.233: L2F Removing resend packet
*Mar 2 00:42:29.233: L2F Closed tunnel structure
SLINK-3-UPDOWN: Interface Asynco,

*Mar 2 00:42:31.793: L2F Closed tunnel structure
*Mar 2 00:42:31.793: L2F Deleted inactive tunnel

The table below describes the fields shown in the displays.

Table 4: debug vpdn I2x-events Field Descriptions—NAS

Field

Descriptions

%LINK-3-UPDOWN: Interface Asynco,
changed state to up

Asynchronous interface came up normally.

L2F Open UDP socket to 172.21.9.26

L2F opened a User Datagram Protocol (UDP) socket to the
tunnel server IP address.

L2F CONF received

L2F CONEF signal was received. When sent from the tunnel
server to the NAS, an L2F CONF indicates the tunnel server’s
recognition of the tunnel creation request.

L2F Removing resend packet (type ...)

Removing the resend packet for the L2F management packet.

There are two resend packets that have different meanings in
different states of the tunnel.
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Field

Descriptions

L2F OPEN received

L2F OPEN management message was received, indicating
that the tunnel server accepted the NAS configuration of an
L2F tunnel.

L2F building nas2gw_mid0

L2F is building a tunnel between the NAS and the tunnel server
using the multiplex ID (MID) MIDO.

%LINEPROTO-5-UPDOWN: Line protocol
on Interface Async6, changed state to up

Line protocol came up. Indicates whether the software processes
that handle the line protocol regard the interface as usable.

L2F OPEN received

L2F OPEN management message was received, indicating
that the tunnel server accepted the NAS configuration of an
L2F tunnel.

L2F Got a MID management packet

MID management packets are used to communicate between
the NAS and the tunnel server.

L2F MID synced NAS/HG Clid=7/15 Mid=1
on Async6

L2F synchronized the client IDs on the NAS and the tunnel
server, respectively. An MID is assigned to identify this
connection in the tunnel.

Tunnel coming down

%LINEPROTO-5-UPDOWN: Line protocol
on Interface Async6, changed state to down

Line protocol came down. Indicates whether the software
processes that handle the line protocol regard the interface as
usable.

%LINK-5-CHANGED: Interface Asynco6,
changed state to reset

Interface was marked as reset.

L2F _CLOSE received

NAS received a request to close the tunnel.

L2F Destroying mid

Connection identified by the MID is being taken down.

L2F Tunnel is going down!

Advisory message about impending tunnel shutdown.

L2F Initiating tunnel shutdown.

Tunnel shutdown has started.

L2F CLOSE received

NAS received a request to close the tunnel.

L2F Got closing for tunnel

NAS began tunnel closing operations.

%LINK-3-UPDOWN: Interface Async6,
changed state to down

Asynchronous interface was taken down.

L2F Closed tunnel structure

NAS closed the tunnel.

L2F Deleted inactive tunnel

Now-inactivated tunnel was deleted.

The following is sample output from the debug vpdn 12x-events command on a tunnel server when

an L2F tunnel is created:
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Device# debug vpdn l1l2x-events

L2F CONF received

L2F Creating new tunnel for nasl

L2F Got a tunnel named nasl, responding

L2F Open UDP socket to 172.21.9.25

L2F OPEN received

L2F Removing resend packet (type 1)

L2F OPEN received

L2F Got a MID management packet

$LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to up

The following is sample output from the debug vpdn 12x-events command on a tunnel server when
the L2F tunnel is brought down normally:

Device# debug vpdn l2x-events

L2F CLOSE received

L2F Destroying mid

L2F Removing resend packet (type 3)

L2F Tunnel is going down!

L2F Initiating tunnel shutdown.

SLINK-3-UPDOWN: Interface Virtual-Accessl, changed state to down
L2F CLOSE received

L2F Got closing for tunnel

L2F Removing resend packet

L2F Removing resend packet

L2F Closed tunnel structure

L2F Closed tunnel structure

L2F Deleted inactive tunnel

SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down

The table below describes the significant fields shown in the displays.

Table 5: debug vpdn I2x-events Field Descriptions—Tunnel Server

Field Description

L2F CONF received L2F configuration is received from the NAS. When sent
from a NAS to a tunnel server, the L2F CONF is the
initial packet in the conversation.

L2F Creating new tunnel for nas1 Tunnel named nas1 is being created.

L2F Got a tunnel named nasl, responding Tunnel server is responding.

L2F Open UDP socket to 172.21.9.25 Opening a socket to the NAS IP address.

L2F OPEN received L2F OPEN management message was received, indicating
that the NAS is opening an L2F tunnel.

L2F Removing resend packet (type 1) Removing the resend packet for the L2F management
packet.

The two resend packet types have different meanings in
different states of the tunnel.
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Field

Description

L2F Got a MID management packet

L2F MID management packets are used to communicate
between the NAS and the tunnel server.

%LINK-3-UPDOWN: Interface Virtual-Access|,
changed state to up

Tunnel server is bringing up virtual access interface 1 for
the L2F tunnel.

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Accessl, changed state to up

Line protocol is up. The line can be used.

Tunnel coming down

L2F CLOSE received

NAS or tunnel server received a request to close the
tunnel.

L2F Destroying mid

Connection identified by the MID is being taken down.

L2F Removing resend packet (type 3)

Removing the resend packet for the L2F management
packet.

There are two resend packets that have different meanings
in different states of the tunnel.

L2F Tunnel is going down!

L2F Initiating tunnel shutdown.

Device is performing normal operations when a tunnel is
coming down.

%LINK-3-UPDOWN: Interface Virtual-Accessl,
changed state to down

The virtual access interface is coming down.

L2F _CLOSE received

L2F Got closing for tunnel
L2F Removing resend packet
L2F Removing resend packet
L2F Closed tunnel structure
L2F Closed tunnel structure

L2F Deleted inactive tunnel

Device is performing normal cleanup operations when
the tunnel is being brought down.

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Virtual-Access1, changed state to down

Line protocol is down; virtual access interface 1 cannot
be used.

The following partial example of the debug vpdn |2x-events command is useful for monitoring a
network running the L2TP Congestion Avoidance feature. The report shows that the congestion
window (Cwnd) has been reset to 1 because of packet retransmissions:

Device# debug vpdn l2x-events

*Jul 15 19:02:57.963:

Tnl 47100 L2TP: Congestion Control event received is retransmission
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*Jul 15 19:02:57.963: Tnl 47100 L2TP: Congestion Window size, Cwnd 1

*Jul 15 19:02:57.963: Tnl 47100 L2TP: Slow Start threshold, Ssthresh 2

*Jul 15 19:02:57.963: Tnl 47100 L2TP: Remote Window size, 500

*Jul 15 19:02:57.963: Tnl 47100 L2TP: Control channel retransmit delay set to 4 seconds
*Jul 15 19:03:01.607: Tnl 47100 L2TP: Update ns/nr, peer ns/nr 2/5, our ns/nr 5/2

The following partial example shows that traffic has been restarted with L2TP congestion avoidance

throttling traffic:

Device# debug vpdn l1l2x-events

*Jul 15 14:45:16.

123: Tnl 30597 L2TP: Control channel retransmit delay set to 2 seconds
*Jul 15 14:45:16.123: Tnl 30597 L2TP: Tunnel state change from idle to wait-ctl-reply
*Jul 15 14:45:16.131: Tnl 30597 L2TP: Congestion Control event received is positive
acknowledgement
*Jul 15 14:45:16.131: Tnl 30597 L2TP: Congestion Window size, Cwnd 2
*Jul 15 14:45:16.131: Tnl 30597 L2TP: Slow Start threshold, Ssthresh 500
*Jul 15 14:45:16.131: Tnl 30597 L2TP: Remote Window size, 500
*Jul 15 14:45:16.131: Tnl 30597 L2TP: Congestion Ctrl Mode is Slow Start

The table below describes the significant fields shown in the displays. See RFC 2661 for more details
about the information in the reports for L2TP congestion avoidance.

Table 6: debug vpdn I2x-events Field Descriptions—L2TP Congestion Avoidance

Field

Description

Control channel retransmit delay set to

Indicates the current value set for the retransmit delay.

Tunnel state...

Indicates the tunnel’s current Control Connection State, per RFC
2661.

Congestion Control event received is...

Indicates the received congestion control event.

* Retransmission—Indicates packet retransmission has been
detected in the resend queue.

* Positive acknowledgement—Indicates that a packet was
received and acknowledged by the peer tunnel endpoint.

Congestion Window size, Cwnd 2

Current size of the Cwnd.

Slow Start threshold, Ssthresh 500

Current value of the slow start threshold (Ssthresh).

Remote Window size, 500

Size of the advertised receive window configured on the remote
peer with the 12tp tunnel receive-window command.

Congestion Ctrl Mode is...

Indicates whether the device is operating in Slow Start or
Congestion Avoidance mode.

Update ns/nr, peer ns/nr 2/5, our ns/nr 5/2

See RFC 2661.
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The following is sample output from the debug vpdn error command on a NAS when the L2F

tunnel is not set up:

Device# debug vpdn error

SLINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,

SLINK-5-CHANGED:
SLINK-3-UPDOWN:
SLINK-3-UPDOWN:

Interface Asyncl,
Interface Asyncl,
Interface Asyncl,

changed state to down

changed state to reset
changed state to down
changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Asyncl,

changed state to up

VPDN tunnel management packet failed to authenticate
VPDN tunnel management packet failed to authenticate

The table below describes the significant fields shown in the display.

Table 7: debug vpdn error Field Descriptions for the NAS

Field

Description

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Asyncl, changed state to down

Line protocol on the asynchronous interface went down.

%LINK-5-CHANGED: Interface Async1, changed
state to reset

Asynchronous interface 1 was reset.

%LINK-3-UPDOWN: Interface Asyncl, changed
state to down

%LINK-3-UPDOWN: Interface Asyncl, changed
state to up

Link from asynchronous interface 1 link went down
and then came back up.

%LINEPROTO-5-UPDOWN: Line protocol on
Interface Asyncl, changed state to up

Line protocol on the asynchronous interface came back
up.

VPDN tunnel management packet failed to
authenticate

Tunnel authentication failed. This is the most common
VPDN error.

Note Verify the password for the NAS and the

tunnel server name.

If you store the password on an AAA server, you can
use the debug aaa authentication command.

The following is sample output from the debug vpdn 12x-errors command:

Device# debug vpdn l2x-errors

$LINK-3-UPDOWN: Interface Asyncl,

L2F Out of sequence packet 0 (expecting 0)

changed state to up

L2F Tunnel authentication succeeded for example.com
L2F Received a close request for a non-existent mid

L2F Out of sequence packet 0 (expecting 0)
L2F packet has bogusl key 1020868 D248BA0F
L2F packet has bogusl key 1020868 D248BA0F

The table below describes the significant fields shown in the display.
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Field

Description

%LINK-3-UPDOWN: Interface Asyncl,
changed state to up

The line protocol on the asynchronous interface came up.

L2F Out of sequence packet 0 (expecting 0)

Packet was expected to be the first in a sequence starting at
0, but an invalid sequence number was received.

L2F Tunnel authentication succeeded for
example.com

Tunnel was established from the NAS to the tunnel server,
example.com.

L2F Received a close request for a
non-existent mid

Multiplex ID was not used previously; cannot close the tunnel.

L2F Out of sequence packet 0 (expecting 0)

Packet was expected to be the first in a sequence starting at
0, but an invalid sequence number was received.

L2F packet has bogusl key 1020868
D248BAOF

Value based on the authentication response given to the peer
during tunnel creation. This packet, in which the key does not
match the expected value, must be discarded.

L2F packet has bogus1 key 1020868
D248BAOF

Another packet was received with an invalid key value. The
packet must be discarded.

The following is sample output from the debug vpdn I2x-packets command on a NAS. This example

displays a trace for a ping command.

Device# debug vpdn 12x-packets

L2F SENDING (17):

DO 1 110 0 0 040 11 0 0 81 94 E1 A0 4

L2F header flags: 53249 version 53249 protocol 1 sequence 16 mid 0 cid 4

length 17 offset 0 key 1701976070
L2F RECEIVED (17):
L2F SENDING (17):

DO 1110 00 0 40 11 00 65 72 18 6 5
DO 1111 0004011 00 81 94 E1 A0 4

L2F header flags: 53249 version 53249 protocol 1 sequence 17 mid 0 cid 4

length 17 offset 0 key 1701976070
L2F RECEIVED (17):

DO 1111000401100 657218 65

L2F header flags: 57345 version 57345 protocol 2 sequence 0 mid 1 cid 4

length 32 offset 0 key 1701976070

L2F-IN Output to Asyncl (16): FF 3 CO 21 9 F 0 C O 1D 41 AD FF 11 46 87
L2F-OUT (16): FF 3 CO 21 A F 0 C 0 1A C9 BD FF 11 46 87
L2F header flags: 49153 version 49153 protocol 2 sequence 0 mid 1 cid 4

length 32 offset 0 key -2120949344
L2F-OUT (101):

21 45 0 0 64 0 10 0 0 FF 1 B9 851 003100180 62B1

00CA8000O0O011 EEO AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD
AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB
CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD

L2F header flags: 49153 version 49153 protocol 2 sequence 0 mid 1 cid 4

length 120 offset 3 key -2120949344

L2F header flags: 49153 version 49153 protocol 2 sequence 0 mid 1 cid 4

length 120 offset 3 key 1701976070
L2F-IN Output to Asyncl (101):

21 45 0 0 64 0 10 0 0O FF 1 B9 851 00110

03006ABLOO0OCABO0O0OOOT1L11 EEO AB CD AB CD AB CD AB CD AB CD AB CD
AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB
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CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD

The table below describes the significant fields shown in the display.

Table 9: debug vpdn I2x-packets Field Descriptions

Field

Description

L2F SENDING (17)

Number of bytes being sent. The first set of “SENDING”...“RECEIVED” lines
displays L2F keepalive traffic. The second set displays L2F management data.

L2F header flags: Version and flags, in decimal.
version 53249 Version number.
protocol 1 Protocol for negotiation of the point-to-point link between the NAS and the

tunnel server is always 1, indicating L2F management.

sequence 16

Sequence numbers start at 0. Each subsequent packet is sent with the next
increment of the sequence number. The sequence number is thus a free running
counter represented modulo 256. There is a distinct sequence counter for each
distinct MID value.

mid 0 MID, which identifies a particular connection within the tunnel. Each new
connection is assigned a MID currently unused within the tunnel.

cid 4 Client ID used to assist endpoints in demultiplexing tunnels.

length 17 Size in octets of the entire packet, including header, all fields pre-sent, and
payload. Length does not reflect the addition of the checksum, if present.

offset 0 Number of bytes past the L2F header at which the payload data is expected to

start. If it is O, the first byte following the last byte of the L2F header is the
first byte of payload data.

key 1701976070

Value based on the authentication response given to the peer during tunnel
creation. During the life of a session, the key value serves to resist attacks
based on spoofing. If a packet is received in which the key does not match the
expected value, the packet must be silently discarded.

L2F RECEIVED (17)

Number of bytes received.

L2F-IN Output to Asyncl
(16)

Payload datagram. The data came in to the VPDN code.

L2F-OUT (16):

Payload datagram sent out from the VPDN code to the tunnel.

L2F-OUT (101)

Ping payload datagram. The value 62 in this line is the ping packet size in
hexadecimal (98 in decimal). The three lines that follow this line show ping
packet data.

The following example shows output from the debug vpdn I2x-eventscommand for an L2TP version
3 (L2TPv3) xconnect session on an Ethernet interface:
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Device# debug vpdn l1l2x-events

23:31:18: L2X: 12tun session [1669204400], event [client request], old state [open], new
state [open]

23:31:18: L2X: L2TP: Received L2TUN message <Connect>

23:31:18: Tnl/Sn58458/28568 L2TP: Session state change from idle to wait-for-tunnel
23:31:18: Tnl/Sn58458/28568 L2TP: Create session

23:31:18: Tnl58458 L2TP: SM State idle

23:31:18: Tnl58458 L2TP: O SCCRQ

23:31:18: Tnl58458 L2TP: Control channel retransmit delay set to 1 seconds

23:31:18: Tnl58458 L2TP: Tunnel state change from idle to wait-ctl-reply

23:31:18: Tnl58458 L2TP: SM State wait-ctl-reply

23:31:18: Tnl58458 L2TP: I SCCRP from router

23:31:18: Tnl58458 L2TP: Tunnel state change from wait-ctl-reply to established
23:31:18: Tnl58458 L2TP: O SCCCN to router tnlid 8012

23:31:18: Tnl58458 L2TP: Control channel retransmit delay set to 1 seconds

23:31:18: Tnl58458 L2TP: SM State established

23:31:18: Tnl/Sn58458/28568 L2TP: O ICRQ to router 8012/0

23:31:18: Tnl/Sn58458/28568 L2TP: Session state change from wait-for-tunnel to wait-reply

23:31:19: Tnlb58458 L2TP: Control channel retransmit delay set to 1 seconds

23:31:20: $LINK-3-UPDOWN: Interface Ethernet2/1, changed state to up

23:31:21: $LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet2/1, changed state to
up

23:31:25: L2X: Sending L2TUN message <Connect OK>

23:31:25: Tnl/Sn58458/28568 L2TP: O ICCN to router 8012/35149

23:31:25: Tnlb58458 L2TP: Control channel retransmit delay set to 1 seconds

23:31:25: Tnl/Sn58458/28568 L2TP: Session state change from wait-reply to established

23:31:25: L2X: 12tun session [1669204400], event [server response], old state [open], new

state [open]

23:31:26: Tnl58458 L2TP: Control channel retransmit delay set to 1 seconds

The following example shows debug messages for control channel authentication failure events in
Cisco IOS Release 12.0(31)S:
Device# debug vpdn l2x-events

Tnl41855 L2TP: Per-Tunnel auth counter, Overall Failed, now 1
Tnl41855 L2TP: Tunnel auth counter, Overall Failed, now 219

Related Commands

Command Description

debug aaa authentication | Displays information on AAA/TACACS+ authentication.

debug acir cuit Displays events and failures related to attachment circuits.

debug pppoe Displays debugging information for PPPoE sessions.

debug vpdn pppoe-data Displays data packets of PPPoE sessions.

debug vpdn pppoe-error | Displays PPPoE protocol errors that prevent a session from being established
or errors that cause an established sessions to be closed.

debug vpdn pppoe-events | Displays PPPoE protocol messages about events that are part of normal session
establishment or shutdown.

debug vpdn pppoe-packet | Displays each PPPoE protocol packet exchanged.
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Command Description

debug xconnect Displays errors and events related to an xconnect configuration.
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To enable debugging for WAAS Express modules, use the debug waas command in privileged EXEC mode.
To disable WAAS Express debugging, use the no form of this command.

debug waas {{auto-discovery|aoim | cce|infrastructure|lz|memory |tfo} {events|errors|
operations} | api | mibs|dre {events|errors|operations [brief]|uplink} | management {events|
errors}}

no debug waas {{auto-discovery |aoim | cce|infrastructure|lz| memory |tfo} {events|errors|
operations} | api | mibs|dre {events|errors|operations [brief]|uplink} | management {events|

errors}}
Syntax Description auto-discovery | Enables debugging for WAAS Express autodiscovery information.
aoim Enables debugging for peer information and negotiated capabilities information.
cce Enables debugging for Common Classification Engine (CCE).
infrastructure Enables debugging for WAAS Express infrastructure.
Iz Enables debugging for Lempel-Ziv (LZ) optimization.
memory Enables debugging for WAAS Express internal memory usage.
tfo Enables debugging for Transport Flow Optimization (TFO).
events Enables debugging for WAAS Express events.
errors Enables debugging for WAAS Express errors.
operations Enables debugging for WAAS Express operations.
brief Displays WAAS connection operations in brief.
api Enables debugging for WAAS Express public application programming interfaces
(APIs).
mibs Enables debugging for WAAS Express MIBs.
dre Enables debugging for Data Redundancy Elimination (DRE) optimization.
uplink Enables debugging for DRE upload.
management Enables debugging for error and event management.

Command Default Debugging is disabled.

Command Modes Privileged EXEC (#)

Command History Release Modification

15.12)T This command was introduced.
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Release Modification

15.2(3)T This command was modified. The api and mibskeywords were added, and
the brief keyword was removed.

Examples The following example shows how to enable debugging output for WAAS Express infrastructure
operations:
Device> enable
Device# debug waas infrastructure operations
Related Commands | Command Description
clear waas Clears WAAS Express statistics and closed connections information.
show waas alarms Displays WAAS Express status and alarms.
show waas auto-discovery Displays information about WAAS Express autodiscovery.
show waas connection Displays information about WAAS Express connections.
show waas statistics aoim Displays WAAS Express peer information and negotiated capabilities.

show waas statistics application | Displays WAAS Express policy application statistics.

show waas statistics Displays WAAS Express autodiscovery statistics.
auto-discovery

show waas statistics class Displays statistics for the WAAS Express class map.
show waas statisticsdre Displays WAAS Express DRE statistics.

show waas statisticserrors Displays WAAS Express error statistics.

show waas statistics global Displays global WAAS Express statistics.

show waas statistics |z Displays WAAS Express LZ statistics.

show waas statisticspass-through | Displays WAAS Express connections placed in a pass-through mode.

show waas statistics peer Displays inbound and outbound statistics for peer WAAS Express
devices.

show waas status Displays the status of WAAS Express.

show waastoken Displays the value of the configuration token used by the WAAS Central
Manager.

waas cm-register url Registers a device with the WAAS Central Manager.
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To enable Layer 2 Tunneling Protocol Version 3 (L2TPv3) control channel authentication or integrity checking,
use the digestcommand in L2TP class configuration mode. To disable control channel authentication or
integrity checking, use the no form of this command.

digest [secret [{0]7}] password] [hash {md5|sha}]
no digest [secret [{0]7}] password [hash {md5]sha}]]

Syntax Description

Command Default

Command Modes

secret (Optional) Enables L2TPv3 control channel authentication. If the digest command is
issued without the secret keyword option, L2TPv3 integrity checking will be enabled.

[0]7] Specifies the input format of the shared secret.

* 0 --Specifies that a plain-text secret will be entered.

* 7 --Specifies that an encrypted secret will be entered.

The default value is O.

password The shared secret used between peer provider edge (PE) routers. The value entered for
the password argument must be in the format that matches the input format specified by
the [0 | 7] keyword option.

hash {md>5| sha} |(Optional) Specifies the hash function to be used in per-message digest calculations.
» md5 --Specifies HMAC-MD5 hashing.

» sha --Specifies HMAC-SHA-1 hashing.

The default hash function is md5.

L2TPv3 control channel authentication and integrity checking are disabled by default.

L2TP class configuration

Command History

Usage Guidelines

Release Modification

12.0(29)S This command was introduced.

12.0(30)S This command was enhanced to allow two different passwords to be configured simultaneously.

12.2(27)SBC | Support for this command was integrated into Cisco IOS Release 12.2(27)SBC.

Beginning in Cisco IOS Release 12.0(29)S, two methods of control channel authentication are available. The
L2TPv3 Control Message Hashing feature (enabled with the digestcommand) introduces a more robust
authentication method than the older Challenge Handshake Authentication Protocol (CHAP) style method of
authentication enabled with the authenticationcommand. You may choose to enable both methods of
authentication to ensure interoperability with peers that support only one of these methods of authentication,
but this configuration will yield control of which authentication method is used to the peer PE router. Enabling
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both methods of authentication should be considered an interim solution to solve backward-compatibility
issues during software upgrades.

The table below shows a compatibility matrix for the different L2TPv3 authentication methods. PE1 is running
a Cisco IOS software release that supports the L2TPv3 Control Message Hashing feature, and the different

possible authentication configurations for PE1 are shown in the first column. Each remaining column represents
PE2 running software with different available authentication options, and the intersections indicate the different
compatible configuration options for PE2. If any PE1/PE2 authentication configuration poses ambiguity on

which method of authentication will be used, the winning authentication method is indicated in bold. If both
the old and new authentication methods are enabled on PE1 and PE2, both types of authentication will occur.

Table 10: Compatibility Matrix for LZTPv3 Authentication Methods

PE1 Authentication PE2 Supporting | PE2 Supporting New | PE2 Supporting Old and New
Configuration Old Authentication® Authentication®
Authentication”

None None None None

New integrity check | New integrity check

Old authentication Old authentication O1d authentication

Old authentication and new
authentication

Old authentication and new integrity
check

New authentication -- New authentication |New authentication

O1d authentication and new
authentication

New integrity check | None None None

New integrity check | New integrity check

Old and new Old authentication | New authentication |Old authentication
authentication ..
New authentication

Old and new authentication

Old authentication and new integrity
check

O1d authentication and | Old authentication O1d authentication

new integrity check

Old authentication and new
authentication

Old authentication and new integrity
check

4 Any PE software that supports only the old CHAP-like authentication system.
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5 Any PE software that supports only the new message digest authentication and integrity checking
authentication system, but does not understand the old CHAP-like authentication system. This type of
software may be implemented by other vendors based on the latest L2TPv3 draft.

® Any PE software that supports both the old CHAP-like authentication and the new message digest
authentication and integrity checking authentication system, such as Cisco IOS 12.0(29)S or later
releases.

In Cisco 10S Release 12.0(30)S, this command was enhanced to allow two L2TPv3 control channel
authentication passwords to be configured simultaneously. This enhancement allows the transition from using
an old authentication password to using a new authentication password without interrupting L2TPv3 services.
No more than two passwords may be configured at a time. In order to configure a new password when two
passwords are already configured, you must remove one of the existing passwords using the no digest
secretpassword command. The number of configured passwords can be verified using the show [2tun
tunnelcommand.

The following example configures control channel authentication and a control channel authentication
password for tunnels belonging to the L2TP class named classl1:

l2tp-class classl
digest secret cisco hash sha
hidden

The following example configures a second control channel authentication password for tunnels
belonging to the L2TP class named class!:

l2tp-class classl
digest secret cisco2 hash sha

The following example removes the old control channel authentication password for tunnels belonging
to the L2TP class named class1. The old password should be removed only after all peer routers have
been configured with the new password.

12tp-class classl
no digest secret cisco hash sha

The following example configures control channel integrity checking and disables validation of the
message digest for L2TPv3 tunnels belonging to the L2TP class named class2:

l2tp-class class2
digest hash sha
no digest check

The following example disables validation of the message digest for L2TPv3 tunnels belonging to
the L2TP class named class3. Control channel authentication and control channel integrity checking
are both disabled.

l2tp-class class3
no digest check

Related Commands

Command Description
authentication Enables L2TPv3 CHAP-style authentication.
digest check Enables the validation of the message digest in received control messages.
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Command Description

I2tp class Creates a template of L2TP control plane configuration settings that can be inherited
by different pseudowire classes and enters L2TP class configuration mode.

show 12tun tunnel | Displays the current state of L2TPv3 tunnels and displays information about currently
configured tunnels, including local and remote L2TP hostnames, aggregate packet
counts, and L2TP control channels.
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Command Default

Command Modes
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To enable upload Data Redundancy Elimination (DRE), use the dre upload command in parameter map
configuration mode. To disable upload DRE, use the no form of this command.

dre upload
no dre upload

This command has no arguments or keywords.
Upload DRE is enabled.

Parameter map configuration (config-profile)

Command History

Usage Guidelines

Examples

Release | Modification

15.2(3)T | This command was introduced.

Upload DRE compresses data in the upload direction. Upload DRE is useful in the download-edit-upload
scenario, where a user in a branch office downloads a file from the data center, modifies the file, and uploads
the modified document back to the data center. If the modifications are small and localized, the upload of the
modified file can benefit from the unmodified contents stored in the DRE cache.

Upload DRE is enabled by default. You can disable upload DRE by using the no dre upload command for
troubleshooting purposes, and then you can enable it again. Download DRE is always enabled and cannot be
disabled.

The following example shows how to disable upload DRE:

Device (config) # parameter-map type waas waas_global
Device (config-profile) # no dre upload

Related Commands

Command Description

parameter-map typewaas | Configures WAAS Express global parameters.

show waas acceler ator Displays information about WAAS Express accelerators.

show waas statisticsdre | Displays WAAS Express DRE statistics.
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dre-hints enable

To enable HTTP-Express accelerator to send Data Redundancy Elimination (DRE) hints to the DRE module,
use the dre-hints enable command in WAAS HTTP configuration mode. To disable DRE hints, use the no
form of this command.

dre-hintsenable
no dre-hints enable

Syntax Description ~ This command has no arguments or keywords.

Command Default DRE hints are enabled.

Command Modes WAAS HTTP configuration (config-waas-http)

Command History Release | Modification

15.2(3)T | This command was introduced.

Usage Guidelines HTTP-Express accelerator can pass DRE hints to the DRE module at any point during a session. DRE hints
help to improve overall DRE efficiency.

HTTP-Express accelerator can provide the following useful hints to the DRE module:

* Apply Lempel-Ziv (LZ) or Not: When the response from the server is already compressed, such as in
the form of a jpeg or gzip file, HTTP-Express accelerator can instruct the DRE module to not apply LZ
compression again. This can save some CPU cycles on WAAS Express.

+ Skip Bytes Multiple: Multiple HTTP requests that request for the same file can have different headers
even if the file being transferred is the same. To improve DRE compression in these cases, HTTP-Express
accelerator can instruct DRE to skip the header bytes.

Before you can enable the dre-hints enable command, use the following commands:

* Use the parameter-map type waas command in global configuration mode to enter parameter map
configuration mode.

* Use the accelerator http-expresscommand in parameter map configuration mode to enter WAAS HTTP
configuration mode.

Examples The following example shows how to enable DRE hints:
Device (config) # parameter-map type waas waas_global
Device (config-profile) # accelerator http-express
Device (config-waas-http) # enable

Device (config-waas-http)# dre-hints enable

Related Commands Command Description

accelerator Enters a specific WAAS Express accelerator configuration mode based
on the accelerator being configured.
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Command Description

parameter-map type waas Configures WAAS Express global parameters.

show waas connection detailed | Displays WAAS Express connection details.

show waas statisticsdre Displays WAAS Express DRE statistics.
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dscp (Frame Relay VC-bundle-member)

To configure the differentiated services code point (DSCP) levels for a Frame Relay permanent virtual circuit
(PVC) bundle member, use the dscp command in Frame Relay VC-bundle-member configuration mode. To
remove the DSCP level configuration from the PVC, use the no form of this command.

dscp {level | other}
no dscp level

Syntax Description

Command Default

Command Modes

level | DSCP level or levels for the Frame Relay PVC bundle member. The range is from 0 to 63. A PVC
bundle member can be configured with a single DSCP level, multiple individual DSCP levels, a
range of DSCP levels, multiple ranges of DSCP levels, or a combination of individual levels and
level ranges. For example:

<9

« 253545

« 25-35,45-55

« 10,20,25-35,40,45-55,60

other | Specifies that the Frame Relay PVC bundle member will handle all of the remaining DSCP levels
that are not specified by other PVC bundle members.

DSCP levels are not configured.

Frame Relay VC-bundle-member configuration

Command History

Usage Guidelines

Release Modification

12.2(13)T | This command was introduced.

12.2(16)BX | This command was integrated into Cisco IOS Release 12.2(16)BX.

12.0(26)S | This command was integrated into Cisco IOS Release 12.0(26)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Assignment of DSCP levels to PVC bundle members lets you create differentiated service, because you can
distribute the DSCP levels over the various PVC bundle members. You can map a single DSCP level or range
of levels to each discrete PVC in the bundle, which enables PVCs in the bundle to carry packets marked with
different DSCP levels.
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Examples

Use the dscp other command to configure a PVC to carry traffic marked with DSCP levels not specifically
configured on other PVCs. Only one PVC in the bundle can be configured with the dscp other command.

This command is available only when the match type for the PVC bundle is set to dscp by using the match
dscp command in Frame Relay VC-bundle configuration mode.

You can overwrite the DSCP level configuration on a PVC by reentering the dscp command with a new level
value.

There is no default value for this command. When the PVC bundle is set to dscp using the match dscp
command, all PVCs in the bundle are reset to remove any existing DSCP values. If one or more DSCP values
are not specifically configured, the bundle will not come up.

However, a PVC may exist in a bundle but have no DSCP value associated with the bundle. As long as all
valid DSCP values are handled by one or more of the other PVCs in the bundle, the bundle can come up, but
the PVC that has no DSCP value configured will not participate in the bundle.

A DSCP level can be configured on one PVC bundle member per bundle. If you configure the same DSCP
level on more than one PVC within a bundle, the following error warning appears on the console:

%O0verlapping diff-serv code points

The following example assigns DSCP levels 0 through 9 to PVC bundle member 300 in a Frame
Relay PVC bundle named MP-3-static:

interface Serial4/0

encapsulation frame-relay
frame-relay vc-bundle MP-3-static
match dscp

pve 300

dscp 0-9

frame-relay map ip 10.2.2.2 vc-bundle MP-3-static

The following example changes the DSCP levels in the above example from 0 through 9 to 0, 9, and
20 through 29:

interface serial 1/4
frame-relay map ip 10.2.2.2 vc-bundle MP-3-static
frame-relay vc-bundle MP-3-static
match dscp
pve 300
dscp 0,9,20-29

Related Commands

Command Description

exp Configures MPLS EXP levels for a Frame Relay PVC bundle member.

frame-relay map Defines mapping between a destination protocol address and the DLCI
used to connect to the destination address.
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Command Description

frame-relay vc-bundle Creates a Frame Relay PVC bundle and enters Frame Relay VC-bundle
configuration mode.

match Specifies which bits in the ToS octet to use for mapping packet service
levels to Frame Relay PVC bundle members.

precedence (Frame Relay Configures the precedence levels for a Frame Relay PVC bundle
V C-bundle-member) member.

pvc (Frame Relay VC-bundle) Creates a PVC and PVC bundle member and enters Frame Relay
VC-bundle-member configuration mode.
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To set the explicit forward congestion indication (EFCI) bit field in the ATM cell header for FRF.8 service
interworking, use the efci-bit command in FRF.8 connect mode. To disable or reset this bit, use the no form

of this comm:.

efci-bit {0]
no efci-bit

and.

map-fecn}
{0 | map-fecn}

Syntax Description

Command Default

Command Modes

0

The EFCI field in the ATM cell header is set to 0.

map-fecn

The EFCI field in the ATM cell header is set to 1 when the forward explicit congestion
notification (FECN) field in the Frame Relay header is set.

The default is O.

FRF.8 connect configuration

Command History

Usage Guidelines

Examples

Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific

12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command maps from Frame Relay to ATM.

The following example creates a connection that connects Frame Relay DLCI 100 to ATM PVC
0/32, and sets the EFCI field in the ATM cell header to 1 when the FECN field in the Frame Relay

header is set:

Router (conf
interface a
Router

(config-if)
Router

(config-if)
Router (conf
connect ser
Router

(config-frf

ig)#
tml/0

# pve 0/32
# encapsulation aalS5mux fr-atm-srv
ig)#

ial0 100 atml/0 0/32 service-interworking

8)# efci-bit map-fecn

Related Commands

Command

Description

clp-bit

Sets the ATM CLP field in the ATM cell header.
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efci-bit [Jj

Command Description

connect (FRF.8) Connects a Frame Relay DLCI to an ATM PVC.

connect (FRF.5) Sets the Frame Relay DE bit field in the Frame Relay cell header.

servicetrangation | Allows mapping between encapsulated ATM PDUs and encapsulated Frame Relay
PDUs.
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. empty-ssl-fragment-insertion

empty-ssl-fragment-insertion

Syntax Description

Command Default

Command Modes

To generate and send an empty Secure Sockets Layer (SSL) fragment to a client as the first encrypted message,
use the empty-ssl-fragment-insertion command in WAAS SSL configuration mode. To disable this function,
use the nNo form of this command.

empty-ssl-fragment-insertion
no empty-ss-fragment-insertion

This command has no arguments or keywords.
An empty SSL fragment is generated by default and sent to a client as the first encrypted message.

WAAS SSL configuration (config-waas-ssl)

Command History

Usage Guidelines

Examples

Release | Modification

15.2(4)M | This command was introduced.

When an SSL connection is optimized by the SSL-Express accelerator, Wide-Area Application Services
(WAAS) Express generates an empty SSL fragment and sends it to a client as the first encrypted message.
This behavior can impact interoperability with older versions of client applications such as Internet Explorer
6. You can disable the generation and sending of this empty SSL fragment using the no form of this command.

The following example shows how to disable the generation and sending of an empty SSL fragment
to a client as the first encrypted message:

Device# configure terminal

Device (config) # interface GigabitEthernet0/0

Device (config-if) # waas enable

Device (config-if)# exit

Device (config) # parameter-map type waas waas_global
Device (config-profile)# accelerator ssl-express

Device (config-waas-ssl) # no empty-ssl-fragment-insertion
Device (config-waas-ssl)# end

You can use the show parameter-map type waas command to verify that the generation of the
empty SSL fragment has been disabled.

Related Commands

Command Description

accelerator ssl-express Enters WAAS SSL configuration mode and allows the
configuration of SSL-Express accelerator parameters.

interface Configures an interface type and enters interface
configuration mode.

parameter-map type waas Configures WAAS Express global parameters.
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Command

Description

show parameter-map type waas

Displays WAAS Express global parameters.

waas enable

Enables WAAS Express on a WAN interface.
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encapsulation (Any Transport over MPLS)

To configure the ATM adaptation layer (AAL) encapsulation for an Any Transport over MPLS (AToM), use
the encapsulation command in the appropriate configuration mode. To remove the ATM encapsulation, use
the no form of this command.

encapsulation layer-type
no encapsulation layer-type

Syntax Description layer-type | The adaptation layer type, which is one of the following:
« aal5 --ATM adaptation layer 5

+ aal0 --ATM adaptation layer 0

Command Default The default encapsulation is AALS.

Command Modes
L2transport PVC configuration--for ATM PVCs

VC class configuration--for VC class

Command History Release Modification
12.0(23)S This command was introduced.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.
12.0(30)S This command was updated to enable ATM encapsulations as part of a virtual

circuit (VC) class.

12.031)S This command was integrated into Cisco IOS Release 12.0(31)S.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.4(11)T This command was integrated into Cisco IOS Release 12.4(11)T.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.
15.0(1)S This command was integrated into Cisco IOS Release 15.0(1)S.

Cisco I0S XE Release 3.1S | This command was integrated into Cisco IOS XE Release 3.1S.

Usage Guidelines In L2transport VC configuration mode, the pvc command and the encapsulation command work together.
Use the commands for AToM differently than for all other applications. The table below shows the differences
in how the commands are used.
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encapsulation (Any Transport over MPLS) .

Table 11: AToM-Specific Variations of the pvc and encapsulation Commands

Other Applications AToM

Router (config-if) # pve 1/100 Router (config-if) # pve 1/100 l2transport
Router (config-if-atm-vc) # encapsulation Router (config-if-atm-12trans-pvc) #
aalSsnap encapsulation aal5

The following list highlights the differences:

* pvc command: For most applications, you create a permanent virtual circuit (PVC) by using the pvc
vpi/vci command. For AToM, you must add the [2transport keyword to the pvc command. The
|2transport keyword enables the PVC to transport Layer 2 packets.

* encapsulation command: The encapsulation command for AToM has only two keyword values: aal5
or aal0. You cannot specify an encapsulation type, such as aal5snap. In contrast, the encapsulation
aal5 command you use for most other applications requires you to specify the encapsulation type, such
as aal5snap.

* You cannot create switched virtual circuits or VC bundles to transport Layer 2 packets.

When you use the aal5 keyword, incoming cells (except Operation, Administration, and Maintenance [OAM]
cells) on that PVC are treated as AALS encapsulated packets. The router reassembles the packet from the
incoming cells. The router does not check the contents of the packet, so it does not need to know the
encapsulation type (such as aal5snap and aal5mux). After imposing the Multiprotocol Label Switching
(MPLYS) label stack, the router sends the reassembled packet over the MPLS core network.

When you use the aal0 keyword, the router strips the header error control (HEC) byte from the cell header
and adds the MPLS label stack. The router sends the cell over the MPLS core network.

The following example shows how to configure a PVC to transport ATM cell relay packets for
AToM:

Router> enable

Router# configure terminal

Router (config) # interface atml/0

Router (config-if) # pve 1/100 l2transport

Router (config-if-atm-12trans-pvc) # encapsulation aalO

Router (config-if-atm-12trans-pvc) # xconnect 10.13.13.13 100 encapsulation mpls

The following example shows how to configure ATM AALS over MPLS in VC class configuration
mode. The VC class is applied to a PVC.

Router> enable

Router# configure terminal

Router (config) # ve-class atm aalS5class

Router (config-vc-class) # encapsulation aal5

Router (config) # interface atml/0

Router (config-if) # pve *200 l2transport

Router (config-if-atm-12trans-pvc)# class-vc aalS5class

Router (config-if-atm-12trans-pvc) # xconnect 10.13.13.13 100 encapsulation mpls
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Related Commands Command

Description

pvc

Creates or assigns a name to an ATM PVC.
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encapsulation (Frame Relay VC-bundle)

To override the encapsulation for a point-to-point subinterface and configure Frame Relay encapsulation for
an individual Frame Relay permanent virtual circuit (PVC) bundle, use the encapsulationcommand in Frame
Relay VC-bundle configuration mode. To disable the encapsulation for the individual PVC bundle and revert
to the encapsulation for the point-to-point subinterface, use the no form of this command.

encapsulation [{cisco]|ietf}]
no encapsulation [{cisco|ietf}]

Syntax Description

Command Default

Command Modes

cisco | (Optional) Uses Cisco proprietary encapsulation, which is a four-byte header, with two bytes to
identify the data-link connection identifier (DLCI) and two bytes to identify the packet type

ietf | (Optional) Sets the encapsulation method to comply with the Internet Engineering Task Force (IETF)
standard (RFC 1490 and RFC 2427). Use this keyword when connecting to another vendor’s
equipment across a Frame Relay network on point-to-point interfaces.

Encapsulation type that is configured on the main interface.

Frame Relay VC-bundle configuration

Command History

Release Modification

12.2(13)T | This command was introduced.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

Usage Guidelines

Examples

Use this command to override the encapsulation at a point-to-point subinterface for an individual Frame Relay
PVC bundle. This command is available for point-to-point subinterfaces only; it cannot be used on multipoint
interfaces.

The following example configures RFC 1490 encapsulation for the Frame Relay PVC bundle named
“pP2P-5"

interface serial 1/4.2 point-to-point
ip address 10.1.1.1 255.0.0.0
frame-relay vc-bundle P2P-5
encapsulation ietf

Related Commands

Command Description

encapsulation frame-relay |Enables Frame Relay encapsulation on an interface.
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encapsulation (L2TP)

To specify the Layer 2 data encapsulation method to be used for tunneling IP traffic over a pseudowire, use
the encapsulation(L2TP) command in pseudowire class configuration mode. To remove the specified Layer
2 encapsulation method, use the no form of this command.

encapsulation {I2tpv2|12tpv3 [manual] | mpls}
no encapsulation {I2tpv2|12tpv3 [manual]| mpls}

Syntax Description | [2tpv2 | Uses Layer 2 Tunneling Protocol (L2TP) as the tunneling method to encapsulate data in the
pseudowire.

I2tpv3 | Uses Layer 2 Tunneling Protocol Version 3 (L2TPv3) as the tunneling method to encapsulate
data in the pseudowire.

manual | (Optional) No signaling is to be used in the L2TPv3 control channel.

mpls Uses Multiprotocol Label Switching (MPLS) as the tunneling method to encapsulate data in the
pseudowire.

Command Default No encapsulation method is specified.

Command Modes
Pseudowire class configuration

Command History Release Modification

12.0(23)S | This command was introduced.

12.32)T The I2tpv2keyword was added and this command was integrated into Cisco IOS Release
12.32)T.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command must be configured if the pseudowire class will be referenced from an xconnect or pseudowire
configured to forward Layer 2 traffic.

Examples The following example shows how to configure L2TPv3 as the data encapsulation method for the

pseudowire class named “ether-pw”:

Router (confiqg)

# pseudowire-class ether-pw
Router (config-pw)

# encapsulation 12tpv3
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Related Commands Command Description

pseudowire-class | Specifies the name of an L2TP pseudowire class and enters pseudowire class
configuration mode.
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encapsulation (Layer 2 local switching)

To configure the ATM adaptation layer (AAL) for a Layer 2 local switching ATM permanent virtual circuit
(PVCQ), use the encapsulation command in ATM PVC L2transport configuration mode. To remove an
encapsulation from a PVC, use the no form of this command.

encapsulation layer-type
no encapsulation layer-type

Syntax Description | |ayer-type | Adaptation layer type. The values are:
« aal5

+ aalo

- aal5snap

+ aal5Smux

« aal5nlpid (not available on Cisco 12000
series)

Command Default If you do not create a PVC, one is created for you. The default encapsulation types for autoprovisioned PVCs
are as follows:

* For ATM-to-ATM local switching, the default encapsulation type for the PVC is AALO.

* For ATM-to-Ethernet or ATM-to-Frame Relay local switching, the default encapsulation type for the
PVC is AAL5 SNAP.

Command Modes
ATM PVC L2transport configuration

Command History Release Modification

12.0(27)S This command was introduced for Layer 2 local switching.

12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.

12.0(30)S This command was integrated into Cisco IOS Release 12.0(30)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.4(11)T This command was integrated into Cisco IOS Release 12.4(11)T.

12.2(33)SRB | This command was integrated into Cisco IOS Release 12.2(33)SRB.

12.2(33)SXH | This command was integrated into Cisco IOS Release 12.2(33)SXH.
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Usage Guidelines The pve command and the encapsulation command work together. The use of these commands with Layer 2
local switching is slightly different from the use of these commands with other applications. The following
list highlights the differences:

* For Layer 2 local switching, you must add the |12transport keyword to the pvc command. The |2transport
keyword enables the PVC to transport Layer 2 packets.

* The Layer 2 local switching encapsulation command works only with the pvc command. You cannot
create switched virtual circuits or VC bundles to transport Layer 2 packets. You can use only PVCs to
transport Layer 2 packets.

The table below shows the encapsulation types supported for each transport type:

Table 12: Supported Encapsulation Types

Interworking Type Encapsulation Type
ATM to ATM AALO, AALS
ATM to Ethernet with IP interworking AALS5SNAP, AALSMUX

ATM to Ethernet with Ethernet interworking | AALSSNAP

ATM to Frame-Relay AAL5SNAP, AALSNLPID

Examples The following example shows how to configure a PVC to transport AALO packets for Layer 2 local

switching:

pvc 1/100 l2transport
encapsulation aal0

Related Commands | Command | Description

pvc Creates or assigns a name to an ATM PVC.
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encapsulation default

Syntax Description

Command Default

Command Modes

To configure the default service instance on a port, use the encapsulation default command in service instance
mode. To delete the default service instance on a port, use the no form of this command.

encapsulation default
no encapsulation default

This command has no arguments or keywords.
No default service instance is configured on the port.

Service instance

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB | This command was introduced.

15.3(2)S This command was implemented on the Cisco ASR 901 Series Aggregation Services Routers.

If the default service instance is the only one configured on a port, the encapsulation default command matches
all ingress frames on that port. If the default service instance is configured on a port that has other non-default
service instances, the encapsulation default command matches frames that are unmatched by those non-default
service instances (anything that does not meet the criteria of other services instances on the same physical
interface falls into this service instance).

Only a single default service instance can be configured per interface. If you attempt to configure more than
one default service instance per interface, the encapsulation default command is rejected.

Only one encapsulation command must be configured per service instance.

The following example shows how to configure a service instance on a port:

Device (config-if-srv)# encapsulation default

Related Commands

Command Description
encapsulation dot1q (service Defines the matching criteria to map 802.1Q frames ingress on an
instance) interface to the appropriate service instance.

encapsulation dot1q second-dotlq | Defines the matching criteria to map Q-in-Q ingress frames on an
interface to the appropriate service instance.

encapsulation untagged Defines the matching criteria to map untagged ingress Ethernet
frames on an interface to the appropriate service instance.
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encapsulation dot1q (service instance)

To define the matching criteria to map 802.1Q frames ingress on an interface to the appropriate service
instance, use the encapsulation dot1q command in Ethernet service instance configuration mode. To delete
the matching criteria to map 802.1Q frames ingress on an interface to the appropriate service instance, use
the no form of this command.

encapsulation dotlg vlan-id[{, vlan-id[{-vlan-id}]}][{native}]
no encapsulation dotlq vian-id[{, vlan-id[{-vlan-id}]}][{native}]

Syntax Description vlan-id | VLAN ID, integer in the range 1 to 4094. A hyphen must be entered to separate the starting and
ending VLAN ID values that are used to define a range of VLAN IDs. (Optional) A comma must
be entered to separate each VLAN ID range from the next range.

native |(Optional) Sets the VLAN ID value of the port to the value specified by thevlan-id argument.

Command Default No matching criteria are defined.

Command Modes
Ethernet service instance (config-if-srv)

Command History Release Modification

12.2(33)SRB This command was introduced.

Cisco I0S XE Release 3.5S | This command was integrated into Cisco IOS XE Release 3.5S. Support was
added for the Cisco ASR 903 Router.

Usage Guidelines The criteria for this command are: a single VLAN, a range of VLANS, and lists of the previous two.

A single 802.1Q service instance allows one VLAN, multiple VLAN:S, or a range of VLANS. The native
keyword can be set only if a single VLAN tag has been specified.

Only a single service instance per port is allowed to have the native keyword.

Only one encapsulation command may be configured per service instance.

Examples The following example shows how to map 802.1Q frames ingress on an interface to the appropriate
service instance:
Router (config-if-srv) # encapsulation dotlg 10

Related Commands | Command Description

encapsulation default Configures the default service instance on a port.

encapsulation dot1q second-dot1q | Defines the matching criteria to map Q-in-Q ingress frames on an
interface to the appropriate service instance.
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Command Description

encapsulation untagged Defines the matching criteria to map untagged ingress Ethernet frames
on an interface to the appropriate service instance.
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encapsulation dot1q second-dot1q

To define the matching criteria to map Q-in-Q ingress frames on an interface to the appropriate service instance,
use the encapsulation dot1q second-dot1q command in service instance mode. To delete the matching criteria
to map Q-in-Q ingress frames on an interface to the appropriate service instance, use the no form of this
command.

encapsulation dotlg vian-id second-dotlq[{any | vian-id[{, vian-id[{-vlan-id}]}]1}]
no encapsulation dotlq vlian-id second-dotlq[{any |vlan-id[{, vian-id[{-vlan-id}]}]}]

Syntax Description

Command Default

Command Modes

vlan-id | VLAN ID, integer in the range 1 to 4094. Hyphen must be entered to separate the starting and
ending VLAN ID values that are used to define a range of VLAN IDs. (Optional) Comma must
be entered to separate each VLAN ID range from the next range.

any Any second tag in the range 1 to 4094.

No matching criteria are defined.

Service instance (config-if-srv)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB | This command was introduced.

15.1(2)SNH | This command was integrated into Cisco IOS Release 15.1(2)SNH to provide support for
Cisco ASR 901 Series Aggregation Services Routers.

The criteria for this command are: the outer tag must be unique and the inner tag may be a single VLAN, a
range of VLANSs or lists of the previous two.

QinQ service instance, allows single, multiple or range on second-dotlq.

Only one encapsulation command must be configured per service instance.

The following example shows how to map ingress frames to a service instance:

Device (config-if-srv)# encapsulation dotlg second-dotlqg 20

Related Commands

Command Description

encapsulation default Configures the default service instance on a port.

encapsulation dot1q (serviceinstance) | Defines the matching criteria to map 802.1Q frames ingress on an
interface to the appropriate service instance.

encapsulation untagged Defines the matching criteria to map untagged ingress Ethernet
frames on an interface to the appropriate service instance.
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encapsulation frame-relay

To enable Frame Relay encapsulation, use the encapsulation frame-relay command in interface configuration
mode. To disable Frame Relay encapsulation, use the no form of this command.

encapsulation frame-relay [{cisco]|ietf}]
no encapsulation frame-relay [ietf]

Syntax Description

Command Default

Command Modes

cisco | (Optional) Uses Cisco’s own encapsulation, which is a 4-byte header, with 2 bytes to identify the
data-link connection identifier (DLCI) and 2 bytes to identify the packet type.

ietf | (Optional) Sets the encapsulation method t o comply with the Internet Engineering Task Force (
IETF) standard (RFC 1490 ). Use this keyword when connecting to another vendor’s equipment
across a Frame Relay network.

The default is Cisco’s own encapsulation.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Use this command with no keywords to restore the default Cisco encapsulation, which is a 4-byte header with
2 bytes for the DLCI and 2 bytes to identify the packet type.

You should shut down the interface prior to changing encapsulation types. Although this is not required,
shutting down the interface ensures that the interface is reset for the new encapsulation.

The following example configures Cisco Frame Relay encapsulation on interface serial 1:
interface serial 1
encapsulation frame-relay

Use the ietf keyword if your router or access server is connected to another vendor’s equipment
across a Frame Relay network to conform with RFC 1490:

interface serial 1
encapsulation frame-relay ietf
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encapsulation frame-relay mfr

To create a multilink Frame Relay bundle link and to associate the link with a bundle, use the encapsulation
frame-relay mfrcommand in interface configuration mode. To remove the bundle link from the bundle, use
the no form of this command.

encapsulation frame-relay mfr number [name]
no encapsulation frame-relay mfr number [name]

Syntax Description | number | Interface number of the multilink Frame Relay bundle with which this bundle link will be
associated.

name (Optional) Bundle link identification (LID) name. The name can be up to 49 characters long. The
default is the name of the physical interface.

Command Default Frame Relay encapsulation is not enabled.

Command Modes
Interface configuration

Command History Release Modification

12.0(17)S | This command was introduced on the Cisco 12000 series routers.

12.2(8)T This command was integrated into Cisco I0S Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
IOS Release 12.3(4)T.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

Usage Guidelines Use the name argument to assign a LID name to a bundle link. This name will be used to identify the bundle
link to peer devices and to enable the devices to determine which bundle links are associated with which
bundles. The LID name can also be assigned or changed by using the frame-relay multilink lid command
on the bundle link interface. If the LID name is not assigned, the default name is the name of the physical
interface.
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To minimize latency that results from the arrival order of packets, we recommend bundling physical links of
the same line speed in one bundle.

To remove a bundle link from a bundle, use the no encapsulation frame-relay mfr command or configure
a new type of encapsulation on the interface by using the encapsulation command.

The following example shows serial interface 0 being associated as a bundle link with bundle interface
“mfr0.” The bundle link identification name is “BL1.”

interface mfr0
|

interface serial 0

encapsulation frame-relay mfrO BL1

Related Commands

Command

Description

debug frame-relay multilink

Displays debug messages for multilink Frame Relay bundles and bundle
links.

encapsulation

Sets the encapsulation method used by the interface.

frame-relay multilink lid

Assigns a LID name to a multilink Frame Relay bundle link.

show frame-relay multilink

Displays configuration information and statistics about multilink Frame
Relay bundles and bundle links.
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encapsulation 12tpv3

To specify that Layer 2 Tunnel Protocol Version 3 (L2TPv3) is used as the data encapsulation method for
tunneling IP traffic over the pseudowire, use the encapsulation 12tpv3 command in pseudowire class or VC
class configuration mode. To remove L2TPv3 as the encapsulation method, use the no pseudowire-class
command (see the Usage Guidelines for more information).

encapsulation 12tpv3
no pseudowire-class

Syntax Description ~ This command has no arguments or keywords.

Command Default No encapsulation method is specified.

Command Modes
Pseudowire class configuration

VC class configuration

Command History Release Modification

12.0(23)S | This command was introduced.

12.32)T This command was integrated into Cisco IOS Release 12.3(2)T.

12.2(25)S | This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(27)SBC | Support for this command was integrated into Cisco IOS Release 12.2(27)SBC.

Usage Guidelines This command must be configured if the pseudowire class will be referenced from an Xconnect configured
to forward L2TPv3 traffic.

Once you specify the encapsulation 12tpv3command, you cannot remove it using the no encapsulation
[2tpv3 command. Nor can you change the command's setting using the encapsulation mplscommand. Those
methods result in the following error message:

Encapsulation changes are not allowed on an existing pw-class.

To remove the command, you must delete the pseudowire with the no pseudowir e-classcommand. To change
the type of encapsulation, remove the pseudowire with the no pseudowire-class command and re-establish
the pseudowire and specify the new encapsulation type.

Examples The following example shows how to configure L2TPv3 as the data encapsulation method for the

pseudowire class named ether-pw:

Router (config)

# pseudowire-class ether-pw
Router (config-pw)

# encapsulation 12tpv3

The following example configures ATM AALS over L2TPv3 in VC class configuration mode:
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vc-class atm aalb5class
encapsulation aalb

Related Commands | Command Description

encapsulation mpls | Configures MPLS as the data encapsulation method over AToM-enabled IP/MPLS
networks.

pseudowire-class Specifies the name of an L2TP pseudowire class and enters pseudowire class
configuration mode.
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encapsulation lapb

To exchange datagrams over a serial interface using Link Access Procedure, Balanced ( LAPB) encapsulation,
use the encapsulation lapbcommand in interface configuration mode.

encapsulation lapb [{dte|dce}] [{multiprotocol}]

Syntax Description dte (Optional) Specifies operation as a data terminal equipment (DTE) device. This is the default
LAPB mode.
dce (Optional) Specifies operation as a data communications equipment (DCE) device.
multi (Optional) Specifies use of multiple LAN protocols to be carried on the LAPB line.

protocol |(Optional) A single protocol to be carried on the LAPB line. A single protocol can be one of the
following: appletalk, cins(ISO CLNS), decnet, ip, and ipx (Novell IPX).IP is the default protocol.

Command Default The default serial encapsulation is High-Level Data Link Control (HDLC). You must explicitly configure a
LAPB encapsulation method.

DTE operation is the default LAPB mode. IP is the default protocol.

Command Modes
Interface configuration

Command History Release Modification
10.0 This command was introduced.
10.3 The following keywords and argument were introduced: dte, dce, multi, protocol.

12.2(13)T | The apallo, vines, and xns arguments were removed because support for Apollo Domain,
Banyan VINES, and Xerox Network Systems is no longer available in the Cisco IOS software.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines LAPB encapsulations are appropriate only for private connections, where you have complete control over
both ends of the link. Connections to X.25 networks should use an X.25 encapsulation configuration, which
operates the X.25 Layer 3 protocol above a LAPB Layer 2.

One end of the link must be a logical DCE device, and the other end a logical DTE device. (This assignment
is independent of the interface’s hardware DTE or DCE identity.)

Both ends of the LAPB link must specify the same protocol encapsulation.

LAPB encapsulation is supported on serial lines configured for dial-on-demand routing (DDR). It can be
configured on DDR synchronous serial and ISDN interfaces and on DDR dialer rotary groups. It is not
supported on asynchronous dialer interfaces.
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A single-protocol LAPB encapsulation exchanges datagrams of the given protocol, each in a separate LAPB
information frame. You must configure the interface with the protocol-specific parameters needed--for example,
a link that carries IP traffic will have an IP address defined for the interface.

A multiprotocol LAPB encapsulation can exchange any or all of the protocols allowed for a LAPB interface.
It exchanges datagrams, each in a separate LAPB information frame. Two bytes of protocol identification
data precede the protocol data. You need to configure the interface with all the protocol-specific parameters
needed for each protocol carried.

Multiprotocol LAPB encapsulation supports transparent bridging. This feature requires use of the encapsulation
lapb multicommand followed by the bridge-group command, which identifies the bridge group associated
with multiprotocol LAPB encapsulation. This feature does not support use of the encapsulation lapb protocol
command with a bridge keyword.

LAPB encapsulation supports the priority and custom queueing features.

Examples The following example sets the operating mode as DTE and specifies that AppleTalk protocol traffic
will be carried on the LAPB line:

interface serial 1
encapsulation lapb dte appletalk

Related Commands | Command Description

bridge-group | Assigns each network interface to a bridge group.
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encapsulation smds

Syntax Description

Command Default

Command Modes

To enable Switched Multimegabit Data Service (SMDS) on the desired interface, use the encapsulation
smdsinterface configuration command.

encapsulation smds
This command has no arguments or keywords.

Disabled

Interface configuration

Command History

Usage Guidelines

\}

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

The interface to which this command applies must be a serial interface. All subsequent SMDS configuration
commands apply only to an interface with encapsulation SMDS.

Note

A

The maximum packet size allowed in the SMDS specifications (TA-772) is 9188. This is larger than the packet
size used by servers with most media. The Cisco default maximum transmission unit (MTU) size is 1500
bytes to be consistent with Ethernet. However, on the High Speed Serial Interface (HSSI), the default MTU
size is 4470 bytes. If a larger MTU is used, the mtucommand must be entered before the encapsulation smds
command.

Caution

Examples

The Cisco MCI card has buffer limitations that prevent setting the MTU size higher than 2048, and the HSSI
card has buffer limitations that prevent setting the MTU size higher than 4500. Configuring higher settings
can cause inconsistencies and performance problems.

The following example shows how to configure the SMDS service on serial interface 0:

interface serial O
encapsulation smds

Related Commands

Command | Description

mtu Adjusts the maximum packet size or MTU size.
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encapsulation untagged

Syntax Description

Command Default

Command Modes

To define the matching criteria to map untagged ingress Ethernet frames on an interface to the appropriate
service instance, use the encapsulation untaggedcommand in the service instance mode. To delete the
matching criteria to map untagged ingress Ethernet frames on an interface to the appropriate service instance,
use the nNo form of this command.

encapsulation untagged
no encapsulation untagged

This command has no arguments or keywords.
No matching criteria are defined.

Service instance (config-if-srv)

Command History

Usage Guidelines

Examples

Release Modification

12.2(33)SRB This command was introduced.

15.1(2)SNG This command was implemented on Cisco ASR 901 Series Aggregation Services
Routers.

15.2(02)SA This command was implemented on the Cisco ME 2600X Series Ethernet Access
Switches.

Only one service instance per port is allowed to have untagged encapsulation. The reason is to be able to
unambiguously map the incoming frames to the service instance. However, it is possible for a port that hosts
a service instance matching untagged traffic to host other service instances that match tagged frames.

Only one encapsulation command may be configured per service instance.

The following example shows how to map untagged ingress Ethernet frames to a service instance:

Device (config-if-srv)# encapsulation untagged

Related Commands

Command Description
encapsulation default Configures the default service instance on a port.
encapsulation dotlad Defines the matching criteria to be used in order to map single-tagged

802.1ad frames ingress on an interface to the appropriate service
instance. The criteria for this command are single VLAN, range of
VLANS, and lists of these two.

encapsulation dot1q (service Defines the matching criteria to map 802.1Q frames ingress on an
instance) interface to the appropriate service instance.

encapsulation dot1qg second-dot1q | Defines the matching criteria to map Q-in-Q ingress frames on an
interface to the appropriate service instance.
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encapsulation x25

To specify a serial interface’s operation as an X.25 device, use the encapsulation x25 command in interface
configuration mode. To remove the specification, use the Nno form of this command.

encapsulation x25 [{dte|dce}] [{ddn|Dbfe|ietf}]
no encapsulation x25 [{dte|dce}] [{ddn |bfe]ietf}]

Syntax Description  |dte |(Optional) Specifies operation as a data terminal equipment (DTE). This is the default X.25 mode.

dce |(Optional) Specifies operation as a data communications equipment (DCE).

ddn | (Optional) Specifies Defense Data Network (DDN) encapsulation on an interface using DDN X.25
Standard Service.

bfe |[(Optional) Specifies Blacker Front End (BFE) encapsulation on an interface attached to a BFE device.

ietf | (Optional) Specifies that the interface’s datagram encapsulation defaults to use of the Internet
Engineering Task Force (IETF) standard method, as defined by RFC 1356.

Command Default The default serial encapsulation is High-Level Data Link Control (HDLC). You must explicitly configure an
X.25 encapsulation method.

DTE operation is the default X.25 mode. Cisco’s traditional X.25 encapsulation method is the default.

Command Modes
Interface configuration

Command History Release Modification
10.0 This command was introduced.
10.3 The following keywords were added:
« dte
* dce
+ ddn
* bfe
* jetf
12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines One end of an X.25 link must be a logical DCE device and the other end a logical DTE device. (This assignment
is independent of the interface’s hardware DTE or DCE identity.) Typically, when connecting to a public data
network (PDN), the customer equipment acts as the DTE device and the PDN attachment acts as the DCE.

Cisco 10S Wide-Area Networking Command Reference .



de-bit through exp |
. encapsulation x25

Cisco has long supported the encapsulation of a number of datagram protocols, using a standard means when
available and a proprietary means when necessary. The IETF adopted a standard, RFC 1356, for encapsulating
most types of datagram traffic over X.25. X.25 interfaces use Cisco’s traditional method unless explicitly
configured for IETF operation; if the ietf keyword is specified, that standard is used unless Cisco’s traditional
method is explicitly configured. For details see the x25 map command.

You can configure a router attaching to the DDN or to a BFE device to use their respective algorithms to
convert between IP and X.121 addresses by using the ddn or bfe option, respectively. An IP address must be
assigned to the interface, from which the algorithm will generate the interface’s X.121 address. For proper
operation, this X.121 address must not be modified.

A router DDN attachment can operate as either a DTE or a DCE device. A BFE attachment can operate only
as a DTE device. The ietf option is not available if either the ddn or bfe option is selected.

Examples The following example configures the interface for connection to a BFE device:

interface serial 0
encapsulation x25 bfe

Related Commands | Command |Description

x25map | Sets up the LAN protocols-to-remote host mapping.

. Cisco 10S Wide-Area Networking Command Reference



| de-bit through exp

ethernet evc .

ethernet evc

To define an Ethernet virtual connection (EVC) and to enter EVC configuration mode, use the ethernet evc
command in global configuration mode. To delete the EVC, use the no form of this command.

ethernet evc evc-id

no ethernet evc evc-id

Syntax Description

Command Default

Command Modes

evc-id | String from 1 to 100 characters that identifies the EVC.

No EVCs are defined.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

12.2(25)SEG This command was introduced.

12.2(33)SRB This command was integrated into Cisco IOS Release 12.2(33)SRB.
12.4(15)T This command was integrated into Cisco IOS Release 12.4(15)T.

Cisco IOS XE Release 3.8S | This command was integrated into Cisco IOS XE Release 3.8S.

15.1(2)SNG This command was implemented on the Cisco ASR 901 Series Aggregation
Services Router.

After you enter the ethernet evc command, the device enters EVC configuration mode and the following
configuration commands are available:

« default --S ets the EVC to its default states.
* exit -- Exits EVC configuration mode and returns the CLI to global configuration mode.
* N0 -- Negates a command or returns a command to its default setting.

» oam protocol -- Configures the Ethernet operations, administration, and maintenance (OAM) protocol
and sets parameters.

* uni count -- Configures a UNI count for the EVC.

The following example shows how to define an EVC named test1 and to enter EVC configuration
mode:

Device (config) # ethernet evc testl
Device (config-evc) #
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Related Commands | Command Description
oam protocol Configures the EVC OAM protocol.
serviceinstance Configures an Ethernet service instance and attaches an EVC to it.

show ethernet serviceevc |Displays information about configured EVCs.

uni count Sets the UNI count for an EVC.

. Cisco 10S Wide-Area Networking Command Reference



| de-bit through exp

exp

exp .

To configure Multiprotocol Label Switching (MPLS) experimental (EXP) levels for a Frame Relay permanent
virtual circuit (PVC) bundle member, use the exp command in Frame Relay VC-bundle-member configuration
mode. To remove the EXP level configuration from the PVC, use the no form of this command.

exp {level | other}

no exp

Syntax Description

Command Default

Command Modes

level

The MPLS EXP level or levels for this Frame Relay PVC bundle member. The range is from 0 to
7.

A PVC bundle member can be configured with a single level, multiple individual levels, a range of
levels, multiple ranges of levels, or a combination of individual levels and level ranges.

Levels can be specified in ascending or descending order (although a subsequent show
running-configcommand will display them in ascending order).

Examples are as follows:
<0
+0,2,3
*6-5
*0-2,4-5
+0,1,2-4,7

other

Specifies that this Frame Relay PVC bundle member will handle all of the remaining MPLS EXP
levels that are not explicitly configured on any other bundle member PVCs.

EXP levels are not configured.

Frame Relay VC-bundle-member configuration

Command History

Usage Guidelines

Release

Modification

12.2(13)T | This command was introduced.

12.2(16)BX | This command was integrated into Cisco IOS Release 12.2(16)BX.

12.0(26)S | This command was integrated into Cisco 10S Release 12.0(26)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

Assignment of MPLS EXP levels to Frame Relay PVC bundle members lets you create differentiated services,
because you can distribute the levels over the various PVC bundle members. You can map a single level or
a range of levels to each discrete PVC in the bundle, which enables PVCs in the bundle to carry packets
marked with different levels.
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Use the exp other command to indicate that a PVC can carry traffic marked with EXP levels not specifically
configured for other PVCs. Only one PVC in the bundle can be configured using the exp other command.

All EXP levels must be accounted for in the PVC bundle configuration, or the bundle will not come up.
However, a PVC can be a bundle member but have no EXP level associated with it. As long as all valid EXP
levels are handled by other PVCs in the bundle, the bundle can come up, but the PVC that has no EXP level
configured will not participate in it.

The exp command is available only when MPLS is configured on the interface with the mplsip command.
You can overwrite the EXP level configuration on a PVC by reentering the exp command with a new value.

The MPLS experimental bits are a bit-by-bit copy of the IP precedence bits. When Frame Relay PVC bundles
are configured for IP precedence and MPLS is enabled, the precedence command is replaced by the exp
command. When MPLS is disabled, the exp command is replaced by the precedence command.

Examples The following example shows the configuration of four Frame Relay PVC bundle members in PVC
bundle bundlel configured with MPLS EXP level support:

interface serial 0.1 point-to-point
encapsulation frame-relay
ip address 10.1.1.1

mpls ip

frame-relay vc-bundle bundlel
pvc 100 ny-control

class control

exp 7

protect vc

pvc 101 ny-premium

class premium

exp 6-5

protect group

no bump traffic

bump explicit 7

pvc 102 my-priority

class priority

exp 4-2

protect group

pvc 103 ny-basic

class basic

exp other

protect group

Related Commands | Command Description
bump Configures the bumping rules for a specific PVC member of a bundle.
class Associates a map class with a specified DLCI.
dscp (Frame Relay Configures the DSCP value or values for a Frame Relay PVC bundle
VC-bundle-member) member.
match Specifies which bits of the IP header to use for mapping packet service

levels to Frame Relay PVC bundle members.

mplsip Enables label switching of IPv4 packets on an interface.
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Command

Description

precedence (Frame Relay
VC-bundle-member)

Configures the precedence levels for a Frame Relay PVC bundle
member.

protect

Configures a Frame Relay PVC bundle member with protected group
or protected PVC status.
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» fdl, on page 169

* flow monitor type mace, on page 171

» flow record type mace, on page 173

* frame-relay accounting adjust, on page 175

» frame-relay adaptive-shaping, on page 177

« frame-relay address registration auto-address, on page 180
+ frame-relay address registration ip, on page 182

* frame-relay address-reg enable, on page 184

* frame-relay bc, on page 185

* frame-relay be, on page 187

+ frame-relay broadcast-queue, on page 189

* frame-relay cir, on page 191

* frame-relay class, on page 193

* frame-relay congestion threshold de, on page 195

* frame-relay congestion threshold ecn, on page 197

* frame-relay congestion-management, on page 199

* frame-relay custom-queue-list, on page 200

* frame-relay de-group, on page 202

* frame-relay de-list, on page 204

» frame-relay end-to-end keepalive error-threshold, on page 206
* frame-relay end-to-end keepalive event-window, on page 208
* frame-relay end-to-end keepalive mode, on page 210

* frame-relay end-to-end keepalive success-events, on page 213
* frame-relay end-to-end keepalive timer, on page 215

* frame-relay fair-queue, on page 217

« frame-relay fecn-adapt, on page 220

* frame-relay fragment, on page 222

* frame-relay fragment end-to-end, on page 228

« frame-relay fragmentation voice-adaptive, on page 230

* frame-relay holdq, on page 232

+ frame-relay idle-timer, on page 234

* frame-relay ifmib-counter64, on page 236

* frame-relay interface-dlci, on page 237
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« frame-relay interface-dlci switched, on page 241

* frame-relay intf-type, on page 243

* frame-relay inverse-arp, on page 244

* frame-relay ip tcp compression-connections, on page 246
* frame-relay ip tcp header-compression, on page 248

* frame-relay lapf frmr, on page 250

* frame-relay lapfk, on page 251

* frame-relay lapf n200, on page 252
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T |

To set the Facility Data Link (FDL) exchange standard for CSU controllers or to set the FDL exchange standard
for a T1 interface that uses the Extended Super Frame (ESF) framing format, use the fdl command in interface
configuration mode. To disable FDL support or to specify that there is no ESF FDL, use the no form of this
command.

Cisco 2600 Series and Cisco 3600 Series Routers
fdl {att|ans | all | none}
no fdl {att|ans |all | none}

Cisco 10000 Series Router
fdl {att|ans}
no fdl {att|ansi}

Syntax Description

Command Default

Command Modes

att Specifies AT&T technical reference 54016 for ESF FDL exchange support.

ansi | Specifies ANSI T1.403 for ESF FDL exchange support.

all Specifies both AT&T technical reference 54016 and ANSI T1.403 for ESF FDL exchange support.

none | Specifies that there is no support for ESF FDL exchange.

ANSI T1.403 for ESF FDL exchange support

Interface configuration

Command History

Usage Guidelines

Release Modification

11.3 This command was introduced.

12.0(5)XK | The none keyword was added, and the both keyword was changed to all.

12.0(5)T The none keyword was added, and the both keyword was changed to all.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(31)SB | This command was integrated into Cisco IOS Release 12.2(31)SB.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command is available only for T1 links. This command sets the standard to be followed for FDL messaging
through a 4-kbps out-of-band channel that a service provider uses to check for errors on the facility.

You must use the same FDL exchange standard as your service provider. If the setting is not correct, the link
might not come up. You can configure a different standard on each T1 interface.
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Note

When using a multiport T1 ATM IMA network module on a Cisco 2600 series or Cisco 3600 series router,
ESF framing and binary eight zero substitution (B8ZS) line encoding are supported. When using a multiport
E1 ATM IMA network module on a Cisco 2600 series or Cisco 3600 series router, CRC4 multiframe framing
and HDB3 line encoding are supported. These are the parameters specified by the ATM Forum, and they
cannot be changed.

Cisco 2600 and Cisco 3600 Series Routers
The following example shows how to specify the ANSI standard and the AT&T standard for FDL

exchange:

Router (config) # interface atm 0/2
Router (config-if) # £dl all

Cisco 10000 Series Router
The following example shows how to specify the AT&T standard for FDL exchange:

Router (config) # interface atm 1/0/0
Router (config-if) # £d1l att
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flow monitor type mace

To configure a Flexible NetFlow (FNF) flow monitor of type MACE and to enter Flexible NetFlow flow
monitor configuration mode, use the flow monitor type mace command in global configuration mode. To
remove the flow monitor for the Measurement, Aggregation, and Correlation Engine (MACE), use the no
form of this command.

flow monitor type mace name
no flow monitor type mace name

Syntax Description name | Name of the flow monitor.

Command Default No flow monitor is configured for MACE.

Command Modes
Global configuration (config)

Command History Release |Modification

15.1(4)M | This command was introduced.

Usage Guidelines Use the flow monitor type mace command to define a set of metrics to be exported (flow record), the
corresponding exporter information, and the cache timeout update. Use this command to configure a flow
monitor for MACE and enter the FNF flow monitor configuration mode.

This mode accepts the following keywords:

» cache

- default

* description
- exporter

» record

Examples The following example shows how to configure a flow monitor for MACE, macel:
Router (config) # flow monitor type mace macel

Related Commands Command Description
cache (Flexible NetFlow) Configures a flow cache parameter for an FNF flow monitor.
default (Flexible NetFlow) Configures the default values for an FNF flow exporter.
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Command Description

description (Flexible NetFlow) | Configures a description for an FNF flow sampler, flow monitor, flow
exporter, or flow record.

exporter Configures a flow exporter for an FNF flow monitor.

flow record Creates or modifies an FNF flow record and enters FNF flow record
configuration mode.
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flow record type mace

To configure a flow record for the Measurement, Aggregation, and Correlation Engine (MACE) and to enter
Flexible NetFlow flow record configuration mode, use the flow record type mace command in global
configuration mode. To remove the flow record for MACE, use the no form of this command.

flow record type mace name
no flow record type mace name

Syntax Description

Command Default

Command Modes

name | Name of the flow record.

No flow record is configured for MACE.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release | Modification

15.1(4)M | This command was introduced.

The flow record type mace command defines the key and non-key fields of MACE that are collected and
exported. Use this command to configure a flow record for MACE and enter the FNF flow record configuration
mode.

This mode accepts the following keywords:

« collect
« default
* description

* execute

The following example shows how to configure a flow record for MACE, macel:

Router (config) # flow record type mace macel

Related Commands

Command Description
collect Configures a flow cache parameter for an FNF flow monitor.
default (Flexible NetFlow) Configures the default values for an FNF flow exporter.

description (Flexible NetFlow) | Configures a description for an FNF flow sampler, flow monitor, flow
exporter, or flow record.

execute (Flexible NetFlow) Executes a shell function for an FNF flow exporter.
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Command Description

flow record Creates or modifies an FNF flow record and enters FNF flow record
configuration mode.
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frame-relay accounting adjust

To enable byte count adjustment at the permanent virtual circuit (PVC) level so that the number of bytes sent
and received at the PVC corresponds to the actual number of bytes sent and received on the physical interface,
use the frame-relay accounting adjustcommand in interface configuration mode. To disable byte count
adjustment, use the No form of this command.

frame-relay accounting adjust
no frame-relay accounting adjust [frf9]

Syntax Description

Command Default

Command Modes

frf9 |(Optional) Payload compression using the Stacker method.

Note Use the frf9 keyword only with the no form of this
command.

Byte count adjustment is enabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2 This command was introduced.

122T This command was integrated into Cisco IOS Release 12.2 T.
1228 This command was integrated into Cisco I0S Release 12.2 S.

12.3 This command was integrated into Cisco IOS Release 12.3.
12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

Use this command to return the number of bytes shown at the PVC level back to the number of bytes received
at the PVC level without any adjustments. This command takes into consideration any dropped packets as
well as compression and decompression that may occur after initial processing.

If you use the no frame-relay accounting adjust frf9 command, then byte count includes dropped packets
and traffic shaping, but not compression and decompression savings from FRF.9.

The following example enables Frame-Relay accounting adjustment:

Router# configure terminal
Router (config) # interface serial3/0
Router (config-if) frame-relay accounting adjust

The following example disables Frame-Relay accounting adjustment:

Router# configure terminal
Router (config) # interface serial3/0
Router (config-if) no
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frame-relay accounting adjust
Router (config-if) # end

The following example verifies that Frame-Relay accounting adjustment is disabled:

Router# show run interface serial3/0
Building configuration...

Current configuration :266 bytes

|

interface Serial3/0

no ip address

encapsulation frame-relay

no frame-relay accounting adjust
end

Related Commands | Command Description

show frame-relay pvc |Displays the total input and output bytes for a PVC and an interface as equal.
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frame-relay adaptive-shaping

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay adaptive-shaping becn and frame-relay adaptive-shaping foresight combinations of this
command are hidden. Although these command combinations are still available in Cisco IOS software, the
CLI interactive Help does not display them if you attempt to view them by entering a question mark at the
command line. These combinations of the command will be completely removed in a future release. For the
frame-relay adaptive-shaping becncombination, this means that you will need to use the appropriate
replacement command (or sequence of commands). For more information (including a list of replacement
commands), see the Legacy QoS Command Deprecation feature document in the Cisco |0OS XE Quality of
Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature document in the
Cisco |0S Quality of Service Solutions Configuration Guide . The frame-relay adaptive-shaping foresight
combination of this command will not have a replacement command (or sequence of commands).

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay adaptive-shaping becncombination of this
command is replaced by a modular QoS CLI (MQC) command (or sequence of MQC commands). For the
appropriate replacement command (or sequence of commands), see the Legacy QoS Command Deprecation
feature document in the Cisco |OS XE Quality of Service Solutions Configuration Guide . The frame-relay
adaptive-shaping foresight combination of this command does not have a replacement command (or sequence
of commands).

To enable Frame Relay adaptive traffic shaping, use the frame-r elay adaptive-shaping command in map-class
configuration mode. To disable adaptive traffic shaping, use the no form of this command.

frame-relay adaptive-shaping {becn | foresight | interface-congestion [queue-depth]}
no framerelay adaptive-shaping {becn |foresight | interface-congestion}

Syntax Description

becn Enables rate adjustment in response to backward explicit congestion notification
(BECN).
foresight Enables rate adjustment in response to ForeSight messages.

interface-congestion | Enables rate adjustment in response to interface congestion.

gueue-depth (Optional) Maximum number of packets that can be in the interface queue before
the interface is considered congested. The range is from 0 to 40 packets. The default
is 0 packets.

Command Default

Command Modes

Frame Relay adaptive traffic shaping is not enabled. Queue depth: 0 packets

Map-class configuration
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Command History

Release Modification

11.3 This command was introduced.

12.2(4)T This command was modified to configure adaptive traffic shaping for interface
congestion.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2S8X This command is supported in the Cisco I0OS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

Cisco I10S XE Release 2.6 | This command was modified. The frame-relay adaptive-shaping becn and
frame-relay adaptive-shaping foresight combinations of this command were
hidden.

15.0(1)S This command was modified. The frame-relay adaptive-shaping becn and
frame-relay adaptive-shaping foresight combinations of this command were
hidden.

15.13)T This command was modified. The frame-relay adaptive-shaping becn and
frame-relay adaptive-shaping foresight combinations of this command were
hidden.

Cisco IOS XE Release This command was modified. The frame-relay adaptive-shaping becn

3.28 combination of this command was replaced by an MQC command (or sequence
of MQC commands). The frame-relay adaptive-shaping foresight combination
was removed.

Usage Guidelines

\}

This command replaces the frame-relay becn-response-enable command. If you use the frame-relay
becn-response-enable command in scripts, you should replace it with the frame-relay adaptive-shaping
command.

The frame-relay adaptive-shaping command configures a router to adjust virtual circuit (VC) sending rates
in response to BECN or ForeSight backward congestion notification messages or interface congestion.

Include this command in a map-class definition and apply the map class either to the main interface or to a
subinterface.

Adaptive traffic shaping for interface congestion can be configured along with BECN or ForeSight. When
adaptive shaping for interface congestion is used with BECN or ForeSight, if interface congestion exceeds
the queue depth, then the PVC send rate is reduced to minimum committed information rate (minCIR). When
interface congestion drops below the queue depth, then the send rate is adjusted in response to BECN or
ForeSight.

Note

For adaptive traffic shaping for interface congestion to work, the sum of the minCIR values for all PVCs on
the interface must be less than the usable interface bandwidth.
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Examples

ForeSight: Example

This example shows the map-class definition for a router configured with traffic shaping and Router
ForeSight enabled:

interface Serial0

no ip address

encapsulation frame-relay

frame-relay traffic-shaping
frame-relay class control-A

|

map-class frame-relay control-A
frame-relay adaptive-shaping foresight
frame-relay cir 56000
frame-relay bc 64000

Adaptive Shaping for Interface Congestion: Example

In the following example, the queue depth is set at 10 packets. If the number of packets in the interface
queue exceeds 10, the rate of traffic destined for PVC 200 will be reduced to the minCIR. When the
number of packets in the interface queue drops below 10, then the traffic rate will immediately return
to the CIR.

interface serial0
encapsulation frame-relay
frame-relay traffic-shaping
frame-relay interface-dlci 200
class adjust vc class rate
|
map-class frame-relay adjust vc class rate
frame-relay cir 64000
frame-relay mincir 32000
frame-relay adaptive-shaping interface-congestion 10

Related Commands | Command Description

frame-relay traffic-shaping | Enables both traffic shaping and per-VC queueing for all PVCs and SVCs
on a Frame Relay interface.

map-class frame-relay Specifies a map class to define QoS values for an SVC.
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frame-relay address registration auto-address

Syntax Description

Command Default

Command Modes

To enable a router to automatically select a management IP address for Enhanced Local Management Interface
(ELMI) address registration, use the frame-relay addressregistration auto-addresscommand in global
configuration mode. To disable automatic address selection, use the Nno form of this command.

frame-relay address registration auto-address
no frame-relay address registration auto-address

This command has no arguments or keywords.

Auto address selection is enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

12.13)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

During system initialization, if no management IP address is configured, then the router automatically selects
the IP address of one of the interfaces. The router will choose an Ethernet interface first and then serial and
other interfaces. If you do not want the router to select a management IP address during system initialization,
you can store the N0 form of this command in the configuration.

When automatic address selection is disabled and an IP address has not been configured using the frame-relay
addressregistration ip global configuration command, the IP address for ELMI address registration will be
set to 0.0.0.0.

The no frame-relay address registration ipcommand will set the IP address to 0.0.0.0, even when Frame
Relay automatic address selection is enabled.

If you configure the IP address using the frame-relay addressregistration ip global configuration command,
the IP address you configure will overwrite the IP address chosen automatically by the router.

If you enable automatic address selection after configuring the IP address using the frame-relay address
registration ip global configuration command, the IP address chosen automatically by the router will overwrite
the IP address you originally configured.

The following example shows ELMI enabled on serial interface 0. The automatic IP address selection
mechanism is disabled, and no other management IP address has been configured, so the device will
share a valid ifIndex and a management IP address of 0.0.0.0.

interface Serial O
no ip address
encapsulation frame-relay
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frame-relay lmi-type ansi
frame-relay gos-autosense
|

no frame-relay address registration auto-address

Related Commands Command Description

frame-relay address-reg enable Enables ELMI address registration on an interface.

frame-relay addressregistration ip | Configures the IP address to be used for ELMI address registration.

frame-relay qos-autosense Enables ELMI on the Cisco router.
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frame-relay address registration ip

To configure the IP address for Enhanced Local Management Interface (ELMI) address registration, use the
frame-relay addressregistration ip command in global configuration mode. To set the IP address to 0.0.0.0,
use the nNo form of this command.

frame-relay address registration ip address
no frame-relay address registration ip

Syntax Description | address |IP address to be used for ELMI address registration.

Command Default No default behavior or values

Command Modes
Global configuration

Command History Release Modification

12.13)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines A management IP address configured by using the frame-relay addressregistration ip command will
overwrite the IP address chosen by the router when automatic address selection is enabled.

The no frame-relay addressregistration ip command will disable automatic IP address selection and set
the management IP address to 0.0.0.0.

If you enable automatic address selection with the frame-relay addressregistration auto-address global
command after configuring the IP address using the frame-relay addressregistration ip global configuration
command, the IP address chosen automatically by the router will overwrite the IP address you originally
configured.

Examples The following example shows ELMI enabled on serial interface 0. The IP address to be used for

ELMI address registration is configured, so automatic IP address selection is disabled by default.

interface Serial O
no ip address
encapsulation frame-relay
frame-relay lmi-type ansi
frame-relay gos-autosense
|

frame-relay address registration ip address 10.1.1.1
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Related Commands | Command Description

frame-relay address-reg enable Enables ELMI address registration on an interface.

frame-relay addressregistration auto-address | Enables a router to automatically select the IP address to
be used for ELMI address registration.

frame-relay qos-autosense Enables ELMI on a Cisco router.
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frame-relay address-reg enable

To enable Enhanced Local Management Interface (ELMI) address registration on an interface, use the
frame-relay address-reg enable command in interface configuration mode. To disable ELMI address
registration, use the No form of this command.

frame-relay addressreg enable
no frame-relay addressreg enable

Syntax Description ~ This command has no arguments or keywords.

Command Default ELMI address registration is enabled.

Command Modes
Interface configuration

Command History Release Modification

12.13)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines ELMI address registration is enabled by default when ELMI is enabled.

Examples The following example shows ELMI address registration disabled on serial interface 0.

interface Serial O

no ip address

encapsulation frame-relay
frame-relay lmi-type ansi
frame-relay gos-autosense

no frame-relay address-reg enable

Related Commands | Command Description
frame-relay address registration Enables a router to automatically select the IP address to be
auto-address used for ELMI address registration.
frame-relay addressregistration ip Configures the IP address to be used for ELMI address
registration.
frame-relay qos-autosense Enables ELMI on a Cisco router.
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frame-relay bc

\}

Note

Effective with Cisco IOS XE Release 2.6 and Cisco I0S Release 15.0(1)S, the frame-relay bc command is
hidden. Although this command is still available in Cisco IOS software, the CLI interactive Help does not
display it if you attempt to view it by entering a question mark at the command line. This command will be
completely removed in a future release, which means that you will need to use the appropriate replacement
command (or sequence of commands). For more information (including a list of replacement commands),
see the Legacy QoS Command Deprecation feature document in the Cisco |OSXE Quality of Service Solutions
Configuration Guide or the Legacy QoS Command Deprecation feature document in the Cisco |OS Quality
of Service Solutions Configuration Guide .

Note

Effective with Cisco I0S XE Release 3.2S, the frame-relay bc command is hidden. Although this command
is still available in Cisco IOS software, the CLI interactive command is replaced by a modular QoS CLI
(MQC) command (or sequence of MQC commands). For the appropriate replacement command (or sequence
of commands), see the Legacy QoS Command Deprecation feature document in the Cisco 10S XE Quality of
Service Solutions Configuration Guide .

To specify the incoming or outgoing committed burst size (Bc) for a Frame Relay virtual circuit, use the
frame-relay bc command in map-class configuration mode. To reset the committed burst size to the default,
use the No form of this command.

frame-relay bc {in|out} bits
no frame-relay bc {in|out} bits

Syntax Description

Command Default

Command Modes

in | out | Incoming or outgoing; if neither is specified, both in and out values are set.

bits Committed burst size, in bits. Range is from 300 to 16000000. Default is 7000.

7000 bits

Map-class configuration

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.
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Release Modification

15.0(1)S This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

The Frame Relay committed burst size is specified within a map class to request a certain burst rate for the
circuit. Although it is specified in bits, an implicit time factor is the sampling interval Tc on the switch, which
is defined as the burst size divided by the committed information rate (CIR).

Usage Guidelines

Examples In the following example, the serial interface already has a basic configuration, and a map group
called “group1” has already been defined. The example shows a map-list configuration that defines
the source and destination addresses for bermuda, provides IP and IPX addresses, and ties the map
list definition to the map class called “class1”. Then traffic-shaping parameters are defined for the
map class.

map-list groupl local-addr X121 31383040703500 dest-addr X121 31383040709000

ip 172.21.177.26 class classl ietf

ipx 123.0000.0c07.d530 class classl ietf
map-class frame-relay classl

frame-relay cir in 2000000

frame-relay mincir in 1000000

frame-relay cir out 15000

frame-relay mincir out 10000

frame-relay bc in 15000

frame-relay bc out 9600

frame-relay be in 10000

frame-relay be out 10000

frame-relay idle-timer 30

Related Commands | Command Description

frame-relay be | Sets the incoming or outgoing excess burst size (Be) for a Frame Relay VC.

frame-relay cir | Specifies the incoming or outgoing CIR for a Frame Relay VC.
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frame-relay be

\}

Note

Effective with Cisco IOS XE Release 2.6 and Cisco I0S Release 15.0(1)S, the frame-relay becommand is
hidden. Although this command is still available in Cisco IOS software, the CLI interactive Help does not
display it if you attempt to view it by entering a question mark at the command line. This command will be
completely removed in a future release, which means that you will need to use the appropriate replacement
command (or sequence of commands). For more information (including a list of replacement commands),
see the Legacy QoS Command Deprecation feature document in the Cisco |OSXE Quality of Service Solutions
Configuration Guide or the Legacy QoS Command Deprecation feature document in the Cisco |OS Quality
of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay becommand is hidden. Although this command
is still available in Cisco IOS software, the CLI interactive command is replaced by a modular QoS CLI
(MQC) command (or sequence of MQC commands). For the appropriate replacement command (or sequence
of commands), see the Legacy QoS Command Deprecation feature document in the Cisco 10S XE Quality of
Service Solutions Configuration Guide .

To set the incoming or outgoing excess burst size (Be) for a Frame Relay virtual circuit, use the frame-relay
be command in map-class configuration mode. To reset the excess burst size to the default, use the no form
of this command.

frame-relay be {in|out} bits
no frame-relay be {in|out} bits

Syntax Description

Command Default

Command Modes

in | Incoming.

out |Outgoing.

bits | Excess burst size, in bits.

7000 bits

Map-class configuration

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.
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Release Modification

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

The Frame Relay excess burst size is specified within a map class to request a certain burst rate for the circuit.
Although it is specified in bits, an implicit time factor is the sampling interval Tc on the switch, which is
defined as the burst size divided by the committed information rate (CIR).

Usage Guidelines

Examples In the following example, the serial interface already has a basic configuration, and a map group
called “bermuda” has already been defined. The example shows a map-list configuration that defines
the source and destination addresses for bermuda, provides IP and IPX addresses, and ties the map
list definition to the map class called “jamaica”. Then traffic-shaping parameters are defined for the
map class.

map-list bermuda local-addr X121 31383040703500 dest-addr X121 31383040709000

ip 172.21.177.26 class jamaica ietf

ipx 123.0000.0c07.d530 class jamaica ietf
map-class frame-relay jamaica

frame-relay cir in 2000000

frame-relay mincir in 1000000

frame-relay cir out 15000

frame-relay mincir out 10000

frame-relay bc in 15000

frame-relay bc out 9600

frame-relay be in 10000

frame-relay be out 10000

frame-relay idle-timer 30

Related Commands | Command Description

frame-relay bc | Specifies the incoming or outgoing committed burst size (Bc) for a Frame Relay VC.

frame-relay cir | Specifies the incoming or outgoing CIR for a Frame Relay VC.
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frame-relay broadcast-queue

To create a special queue for a specified interface to hold broadcast traffic that has been replicated for
transmission on multiple data-link connection identifiers (DLCIs), use the frame-relay broadcast-queue
command in interface configuration mode.

frame-relay broadcast-queue size byte-rate packet-rate

Syntax Description

Command Default

Command Modes

size Number of packets to hold in the broadcast queue.

byte-rate Maximum number of bytes to be sent per second.

packet-rate | Maximum number of packets to be sent per second.

size : 64 packets byte-rate : 256000 bytes per second packet-rate : 36 packets per second

Interface configuration

Command History

Usage Guidelines

Release Modification

10.3 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.2(33)SB | This command was enhanced to support a default queue size of 256 packets and implemented
on the Cisco 10000 series router for the PRE3 and PRE4.

For purposes of the Frame Relay broadcast queue, broadcast traffic is defined as packets that have been
replicated for transmission on multiple DLCIs. However, the broadcast traffic does not include the original
routing packet or service access point (SAP) packet, which passes through the normal queue. Because of
timing sensitivity, bridged broadcasts and spanning-tree packets are also sent through the normal queue. The
Frame Relay broadcast queue is managed independently of the normal interface queue. It has its own buffers
and a configurable service rate.

A broadcast queue is given a maximum transmission rate (throughput) limit measured in bytes per second
and packets per second. The queue is serviced to ensure that only this maximum is provided. The broadcast
queue has priority when transmitting at a rate below the configured maximum, and hence has a guaranteed
minimum bandwidth allocation. The two transmission rate limits are intended to avoid flooding the interface
with broadcasts. The actual limit in any second is the first rate limit that is reached.

Given the transmission rate restriction, additional buffering is required to store broadcast packets. The broadcast
queue is configurable to store large numbers of broadcast packets.

The queue size should be set to avoid loss of broadcast routing update packets. The exact size will depend on
the protocol being used and the number of packets required for each update. To be safe, set the queue size so
that one complete routing update from each protocol and for each DLCI can be stored. As a general rule, start
with 20 packets per DLCI. Typically, the byte rate should be less than both of the following:
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* N/4 times the minimum remote access rate (measured in bytes per second), where N is the number of
DLCIs to which the broadcast must be replicated.

* 1/4 the local access rate (measured in bytes per second).

The packet rate is not critical if you set the byte rate conservatively. Set the packet rate at 250-byte packets.
Cisco 10000 Series Router Usage Guidelines

In Cisco IOS Release 12.2(33)SB, the default queue size for the frame-relay broadcast-queue is 256 packets.
In Cisco 10S Release 12.2(31)SB, the default queue size is 64 packets.

Examples The following example specifies a broadcast queue to hold 80 packets, to have a maximum byte

transmission rate of 240000 bytes per second, and to have a maximum packet transmission rate of
160 packets per second:

frame-relay broadcast-queue 80 240000 160
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frame-relay cir

\}

Note

Effective with Cisco IOS XE Release 2.6 and Cisco I0S Release 15.0(1)S, the frame-relay circommand is
hidden. Although this command is still available in Cisco IOS software, the CLI interactive Help does not
display it if you attempt to view it by entering a question mark at the command line. This command will be
completely removed in a future release, which means that you will need to use the appropriate replacement
command (or sequence of commands). For more information (including a list of replacement commands),
see the Legacy QoS Command Deprecation feature document in the Cisco |OSXE Quality of Service Solutions
Configuration Guide or the Legacy QoS Command Deprecation feature document in the Cisco |OS Quality
of Service Solutions Configuration Guide .

Note

Effective with Cisco I0S XE Release 3.2S, the frame-relay circommand is hidden. Although this command
is still available in Cisco IOS software, the CLI interactive command is replaced by a modular QoS CLI
(MQC) command (or sequence of MQC commands). For the appropriate replacement command (or sequence
of commands), see the Legacy QoS Command Deprecation feature document in the Cisco 10S XE Quality of
Service Solutions Configuration Guide .

To specify the incoming or outgoing committed information rate (CIR) for a Frame Relay virtual circuit, use
the frame-relay cir command in map-class configuration mode. To reset the CIR to the default, use the no
form of this command.

frame-relay cir {in|out} bps
no frame-relay cir {in|out} bps

Syntax Description

Command Default

Command Modes

in | Specifies an incoming CIR.

out | Specifies an outgoing CIR.

bps | CIR in bits per second.

56000 bits per second

Map-class configuration

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support
in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.
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Release Modification

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

Usage Guidelines Use this command to specify a CIR for an SVC. The specified CIR value is sent through the SETUP message
to the switch, which then attempts to provision network resources to support this value.

Examples The following example sets a higher committed information rate for incoming traffic than for outgoing
traffic (which is going out on a slow WAN line):
frame-relay cir in 2000000
frame-relay cir out 9600

Related Commands | Command Description

frame-relay bc | Specifies the incoming or outgoing committed burst size (Bc) for a Frame Relay VC.

frame-relay be | Sets the incoming or outgoing excess burst size (Be) for a Frame Relay VC.
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frame-relay class

To associate a map class with an interface or subinterface, use the frame-relay class command in interface
configuration mode. To remove the association between the interface or subinterface and the named map
class, use the no form of this command.

frame-relay class name
no framerelay class name

Syntax Description | name | Name of the map class to associate with this interface or subinterface.

Command Default No map class is defined.

Command Modes
Interface configuration

Command History Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command can apply to interfaces or subinterfaces.

All relevant parameters defined in the name map class are inherited by each virtual circuit created on the
interface or subinterface. For each virtual circuit, the precedence rules are as follows:

1. Use the map class associated with the virtual circuit if it exists.

2. If not, use the map class associated with the subinterface if the map class exists.
3. Ifnot, use map class associated with interface if the map class exists.
4

If not, use the interface default parameters.

Examples The following example associates the slow_vcs map class with the serial 0.1 subinterface and defines

the slow_vcs map class to have an outbound CIR value of 9600:

interface serial 0.1
frame-relay class slow_vcs

map-class frame-relay slow_vcs
frame-relay cir out 9600

If a virtual circuit exists on the serial 0.1 interface and is associated with some other map class, the
parameter values of the second map class override those defined in the slow_vc map class for that
virtual circuit.
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. frame-relay class

Related Commands Command Description

map-class frame-relay | Specifies a map class to define QoS values for an SVC.
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frame-relay congestion threshold de .

frame-relay congestion threshold de

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay congestion threshold decommand is hidden. Although this command is still available in Cisco
108 software, the CLI interactive Help does not display it if you attempt to view it by entering a question
mark at the command line. This command will be completely removed in a future release, which means that
you will need to use the appropriate replacement command (or sequence of commands). For more information
(including a list of replacement commands), see the Legacy QoS Command Deprecation feature document
in the Cisco |OS XE Quality of Service Solutions Configuration Guide or the Legacy QoS Command
Deprecation feature document in the Cisco 10S Quality of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay congestion threshold decommand is replaced

by a modular QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement
command (or sequence of commands), see the Legacy QoS Command Deprecation feature document in the
Cisco 10S XE Quality of Service Solutions Configuration Guide .

To configure the threshold at which discard-eligible (DE)-marked packets will be discarded from the
traffic-shaping queue of a switched permanent virtual circuit (PVC), use the frame-relay congestion threshold
de command in map-class configuration mode. To reconfigure the threshold, use the no form of this command.

frame-relay congestion threshold de percentage
no frame-relay congestion threshold de percentage

Syntax Description

Command Default

Command Modes

percentage | Threshold at which DE-marked packets will be discarded, specified as a percentage of the
maximum queue size.

100%

Map-class configuration

Command History

Release Modification

12.12)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.
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. frame-relay congestion threshold de

Release Modification

15.1(3)T This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

Usage Guidelines The frame-relay congestion threshold de command applies only to default FIFO traffic-shaping queues.

You must enable Frame Relay switching using the frame-relay switching global command before Frame
Relay congestion management parameters will be effective on switched PVCs.

Examples The following example illustrates the configuration of the DE congestion threshold in the Frame

Relay map class called “perpvc_congestion™:

map-class frame-relay perpvc_congestion
frame-relay congestion threshold de 50

Related Commands | Command Description

frame-relay Enables Frame Relay congestion management functions on all switched
congestion-management PVCs on an interface, and enters congestion management configuration
mode.

frame-relay congestion threshold | Configures the threshold at which ECN bits are set on packets in the
ecn traffic-shaping queue of a switched PVC.

threshold de Configures the threshold at which DE-marked packets are discarded
from switched PVCs on the output interface.

threshold ecn Configures the threshold at which ECN bits are set on packets in
switched PVCs on the output interface.
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frame-relay congestion threshold ecn .

frame-relay congestion threshold ecn

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay congestion threshold ecncommand is hidden. Although this command is still available in Cisco
108 software, the CLI interactive Help does not display it if you attempt to view it by entering a question
mark at the command line. This command will be completely removed in a future release, which means that
you will need to use the appropriate replacement command (or sequence of commands). For more information
(including a list of replacement commands), see the Legacy QoS Command Deprecation feature document
in the Cisco |OS XE Quality of Service Solutions Configuration Guide or the Legacy QoS Command
Deprecation feature document in the Cisco 10S Quality of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay congestion threshold ecncommand is replaced
by a modular QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement
command (or sequence of commands), see the Legacy QoS Command Deprecation feature document in the
Cisco 10S XE Quality of Service Solutions Configuration Guide .

To configure the threshold at which explicit congestion notice (ECN) bits will be set on packets in the
traffic-shaping queue of a switched permanent virtual circuit (PVC), use the frame-relay congestion threshold
ecn command in map-class configuration mode. To reconfigure the threshold, use the no form of this command.

frame-relay congestion threshold ecn percentage
no frame-relay congestion threshold ecn percentage

Syntax Description

Command Default

Command Modes

percentage | Threshold at which ECN bits will be set on packets, specified as a percentage of the maximum
queue size.

100%

Map-class configuration

Command History

Release Modification

12.12)T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.
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Release Modification

15.1(3)T This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

Usage Guidelines The frame-relay congestion threshold ecn command applies only to default FIFO traffic-shaping queues.

One ECN threshold applies to all traffic on a traffic-shaping queue. You cannot configure separate thresholds
for committed and excess traffic.

You must enable Frame Relay switching using the frame-relay switching global command before the
frame-relay congestion threshold ecncommand will be effective on switched PVCs.

Examples The following example illustrates the configuration of the ECN congestion threshold in the Frame

Relay map class called “perpvc_congestion”:

map-class frame-relay perpvc_congestion
frame-relay congestion threshold ecn 50

Related Commands | Command Description

frame-relay Enables Frame Relay congestion management functions on all switched
congestion-management PVCs on an interface, and enters congestion management configuration
mode.

frame-relay congestion threshold | Configures the threshold at which DE-marked packets are discarded
de from the traffic-shaping queue of a switched PVC.

threshold de Configures the threshold at which DE-marked packets are discarded
from switched PVCs on the output interface.

threshold ecn Configures the threshold at which ECN bits are set on packets in
switched PVCs on the output interface.
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frame-relay congestion-management .

frame-relay congestion-management

Syntax Description

Command Default

Command Modes

To enable Frame Relay congestion management functions on all switched permanent virtual circuits (PVCs)
on an interface, and to enter Frame Relay congestion management configuration mode, use the frame-relay
congestion-management command in interface configuration mode. To disable Frame Relay congestion
management, use the no form of this command.

frame-relay congestion-management
no frame-relay congestion-management

This command has no arguments or keywords.

Frame Relay congestion management is not enabled on switched PVCs.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.12)T This command was introduced.

12.0(26)S | This command was integrated into Cisco IOS Release 12.0(26)S.

12.2(27)SXA | This command was integrated into Cisco IOS Release 12.2(27)SXA.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

You must enable Frame Relay switching, using the frame-relay switching global command, before you can
configure Frame Relay congestion management.

Frame Relay congestion management is supported only when the interface is configured with class-based
weighted fair queuing (WFQ).

In the following example, the frame-relay congestion-management command enables Frame Relay
congestion management on serial interface 1. The command also enters Frame Relay congestion
management configuration mode so that congestion threshold parameters can be configured.

interface seriall

encapsulation frame-relay
frame-relay intf-type dce
frame-relay congestion-management
threshold ecn be 0
threshold ecn bc 20

Related Commands

Command Description

threshold ecn | Configures the threshold at which ECN bits are set on packets in switched PVCs on the
output interface.
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. frame-relay custom-queue-list

frame-relay custom-queue-list

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay custom-queue-listcommand is hidden. Although this command is still available in Cisco IOS
software, the CLI interactive Help does not display it if you attempt to view it by entering a question mark at
the command line. This command will be completely removed in a future release, which means that you will
need to use the appropriate replacement command (or sequence of commands). For more information (including
a list of replacement commands), see the Legacy QoS Command Deprecation feature document in the Cisco
|OSXE Quality of Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature
document in the Cisco |OS Quality of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.28S, the frame-relay custom-queue-listcommand is replaced by a
modular QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement
command (or sequence of commands), see the Legacy QoS Command Deprecation feature document in the
Cisco 10S XE Quality of Service Solutions Configuration Guide .

To specify a custom queue to be used for the virtual circuit queueing associated with a specified map class,
use the frame-relay custom-queue-list command in map-class configuration mode. To remove the specified
queueing from the virtual circuit and cause it to revert to the default first-come, first-served queueing, use the
no form of this command.

frame-relay custom-queue-list list-number
no framerelay custom-queue-list list-number

Syntax Description

Command Default

Command Modes

list-number | Custom queue list number.

If this command is not entered, the default queueing is first come, first served.

Map-class configuration

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.
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Usage Guidelines

Examples

frame-relay custom-queue-list .

Release

Modification

15.1(3)T

This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC

commands).

Use the queue-list commands to define the custom queue.

Only one form of queueing can be associated with a particular map class; subsequent definitions overwrite

previous ones.

The following example configures a custom queue list for the “fast vcs” map class:

map-class frame-relay fast vcs
frame-relay custom-queue-list 1
queue-list 1 queue 4 byte-count 100

Related Commands

Command

Description

map-class frame-relay

Specifies a map class to define QoS values for an SVC.
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frame-relay de-group

To specify the discard eligibility (DE) group number to be used for a specified data-link connection identifier
(DLCI), use the frame-relay de-group command in interface configuration mode. To disable a previously
defined group number assigned to a specified DLCI, use the no form of this command with the relevant
keyword and arguments.

frame-relay de-group group-number dici
no frame-relay de-group [group-number] [dlci]

Syntax Description | group-number | DE group number to apply to the specified DLCI number, from 1 to 10.

dici DLCI number.

Command Default ~ No DE group is defined.

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines To disable all previously defined group numbers, use the no form of this command with no arguments.
This command requires that Frame Relay be enabled.
Frame Relay DE group functionality is supported on process-switched packets only.

The DE bit is not set or recognized by the Frame Relay switching code, but must be recognized and interpreted
by the Frame Relay network.

\)

Note Frame Relay DE group functionality is being replaced by the Modular QoS CLI (MQC) DE marking
functionality. For information about the MQC commands that are used to configure Frame Relay DE marking,
refer to the Cisco 10S Quality of Service Configuration Guide and Cisco |OS Quality of Service Command
Reference..

Examples The following example specifies that group number 3 will be used for DLCI 170:

frame-relay de-group 3 170
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Related Commands | Command Description

frame-relay de-list | Defines a DE list specifying the packets that have the DE bit set and thus are eligible
for discarding during congestion on the Frame Relay switch.
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frame-relay de-list

To define a discard eligibility (DE) list specifying the packets that have the DE bit set and thus are eligible
for discarding when congestion occurs on the Frame Relay switch, use the frame-relay de-list command in
global configuration mode. To delete a portion of a previously defined DE list, use the no form of this command.

fdl through frame-relay lapf n200 |

frame-relay de-list list-number {protocol protocol | interface type number} characteristic
no frame-relay delist list-number {protocol protocol | interface type number} characteristic

Syntax Description

list-number

Number of the DE list.

protocol  protocol

One of the following values corresponding to a supported protocol or device:

arp --Address Resolution Protocol.appletalk--AppleTalk.bridge--bridging
device.clns--ISO Connectionless Network Service.clns_es--CLNS end
systems.cIns_is-CLNS intermediate systems.compr essedtcp--Compressed
TCP.decnet--DECnet.decnet_node--DECnet end node.decnet_router-L 1--DECnet
Level 1 (intra-area) router.decnet_router-L 2--DECnet Level 2 (interarea)
router.ip--Internet Protocol.ipx--Novell Internet Packet Exchange Protocol.

interface type

One of the following interface types: serial, null, or ethernet.

number

Interface number.

characteristic

Command Default

Command Modes

One of the following values:

fragments --Fragmented IP packetsgt bytes--Sets the DE bit for packets larger than
the specified number of bytes (including the 4-byte Frame Relay encapsulation).list
access-list-number--Previously defined access list number.It bytes--Sets the DE bit

for packets smaller than the specified number of bytes (including the 4-byte Frame

Relay encapsulation).tcp port--TCP packets to or from a specified port.udp port--User
Datagram Protocol (UDP) packets to or from a specified port.

Discard eligibility is not defined.

Global configuration

Command History

Release Modification

10.0 This command was introduced.

12.2(13)T | The apollo, vines, and xnsarguments were removed because Apollo Domain, Banyan VINES,
and Xerox Network Systems are no longer available in the Cisco 10S software.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.
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Usage Guidelines To remove an entire DE list, use the no form of this command with no options and arguments.

This prioritizing feature requires that the Frame Relay network be able to interpret the DE bit as indicating
which packets can be dropped first in case of congestion, or which packets are less time sensitive, or both.

When you calculate packet size, include the data packet size, the ICMP header, the IP header, and the Frame
Relay encapsulation bytes. For example, count 92 bytes of data, 8 bytes for the ICMP header, 20 bytes for
the IP header, and 4 bytes for the Frame Relay encapsulation, which equals 124 bytes.

Examples The following example specifies that IP packets larger than 512 bytes (including the 4-byte Frame

Relay encapsulation) will have the DE bit set:

frame-relay de-list 1 protocol ip gt 512
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frame-relay end-to-end keepalive error-threshold

To modify the keepalive error threshold value, use the frame-relay end-to-end keepalive error-threshold
command in map-class configuration mode. To reset the error threshold value to its default, use the no form
of this command.

frame-relay end-to-end keepalive error-threshold {send |receive} count
no frame-relay end-to-end keepalive error-threshold {send | receive}

Syntax Description | send Number of send-side errors in the event window before keepalive status goes from up to down.

receive |Number of receive-side errors in the event window before keepalive status goes from up to down.

count | Number of errors required. The maximum value is 32.

Command Default The default value for both the send and receive error threshold is 2.

Command Modes
Map-class configuration

Command History Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The send-side value can be configured only in bidirectional and request modes. The receive-side value can
be configured only in bidirectional and reply modes. See the frame-relay end-to-end keepalive mode
command. When you configure the error threshold, also configure the event window. See the frame-relay
end-to-end keepalive event-window command.

Examples The following example shows increasing the receive-side error threshold to 4 and changing the event
window to 7:
map-class frame-relay olga
frame-relay end-to-end keepalive reply
frame-relay end-to-end keepalive error-threshold receive 4
frame-relay end-to-end keepalive event-window receive 7
Related Commands | Command Description

frame-relay end-to-end keepalive event-window | Modifies the keepalive event window value.

frame-relay end-to-end keepalive mode Enables Frame Relay end-to-end keepalives.

frame-relay end-to-end keepalive success-events | Modifies the keepalive success events value.
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Command Description

frame-relay end-to-end keepalive timer Modifies the keepalive timer.

map-class frame-relay Specifies a map class to define QoS values for an SVC.

show frame-relay end-to-end keepalive Displays statistics about Frame Relay end-to-end
keepalive.
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. frame-relay end-to-end keepalive event-window

frame-relay end-to-end keepalive event-window

To modify the keepalive event window value, use the frame-relay end-to-end keepalive
event-windowcommand in map-class configuration mode. To reset the event window size to the default, use
the no form of this command.

frame-relay end-to-end keepalive event-window {send |receive} size
no frame-relay end-to-end keepalive event-window {send | receive}

Syntax Description

Command Default

Command Modes

send Send-side event window for which size is being configured.

receive |Receive-side event window for which size is being configured.

size Number of events in the event window. The maximum value is 32.

The default value for both the send and receive event windows is 3.

Map-class configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

The send-side value can be configured only in bidirectional and request modes. The receive-side value can
be configured only in bidirectional and reply modes. See the frame-relay end-to-end keepalive mode
command. When you configure the event window, also configure the error-threshold. See the frame-relay
end-to-end keepalive error-threshold command.

The following example shows increasing the receive-side error threshold to 4 and changing the event
window to 7:

map-class frame-relay olga
frame-relay end-to-end keepalive reply
frame-relay end-to-end keepalive error-threshold receive 4
frame-relay end-to-end keepalive event-window receive 7

Related Commands

Command Description

frame-relay end-to-end keepalive error-threshold | Modifies the keepalive error threshold value.

frame-relay end-to-end keepalive mode Enables Frame Relay end-to-end keepalives.

frame-relay end-to-end keepalive success-events | Modifies the keepalive success events value.
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Command Description

frame-relay end-to-end keepalive timer Modifies the keepalive timer.

map-class frame-relay Specifies a map class to define QoS values for an SVC.

show frame-relay end-to-end keepalive Displays statistics about Frame Relay end-to-end
keepalive.
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frame-relay end-to-end keepalive mode

To enable Frame Relay end-to-end keepalives, use the frame-relay end-to-end keepalive modecommand
in map-class configuration mode. To disable Frame Relay end-to-end keepalives, use the no form of this
command.

frame-relay end-to-end keepalive mode {bidirectional | request | reply | passive-reply}
no frame-relay end-to-end keepalive mode

Syntax Description bidirectional |Enables bidirectional mode.

request Enables request mode.

reply Enables reply mode.

passive-reply | Enables passive reply mode.

Command Default When a Frame Relay end-to-end keepalive mode is enabled, default values depend on which mode is selected.
For the meaning of the parameters, see the frame-relay end-to-end keepalivetimer, frame-relay end-to-end
keepalive event-window, frame-relay end-to-end keepalive error-threshold, and frame-relay end-to-end
keepalive success-events commands.

Command Modes
Map-class configuration

Command History Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines In bidirectional mode, both ends of a virtual circuit (VC) send keepalive requests and respond to keepalive
requests. If one end of the VC is configured in the bidirectional mode, the other end must also be configured
in the bidirectional mode.

In request mode, the router sends keepalive requests and expects replies from the other end of the VC. If one
end of a VC is configured in the request mode, the other end must be configured in the reply or passive-reply
mode.

In reply mode, the router does not send keepalive requests, but waits for keepalive requests from the other
end of the VC and replies to them. If no keepalive request has arrived within the timer interval, the router
times out and increments the error counter by 1. If one end of a VC is configured in the reply mode, the other
end must be configured in the request mode.

In passive-reply mode, the router does not send keepalive requests, but waits for keepalive requests from the
other end of the VC and replies to them. No timer is set when in this mode, and the error counter is not
incremented. If one end of a VC is configured in the passive-reply mode, the other end must be configured
in the request mode.
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Examples

frame-relay end-to-end keepalive mode .

The table below displays parameter values for send and receive sides in bidirectional mode.

Table 13: Bidirectional Mode

Parameter

Send-Side

Receive-Side

Timer

10 seconds

15 seconds

Event window

3

3

Error threshold

2

2

Success events

2

2

The table below displays parameter values for send- and receive-sides in request mode.

Table 14: Request Mode

Parameter

Send-Side

Receive-Side

Timer

10 seconds

no value set

Event window

3

no value set

Error threshold

2

no value set

Success events

2

no value set

The table below displays parameter values for send- and receive-sides in reply mode.

Table 15: Reply Mode

Parameter

Send-Side

Receive-Side

Timer

no value set

15 seconds

Event window

no value set

3

Error threshold

no value set

2

Success events

no value set

2

Passive-Reply M ode

In passive-reply mode, no values are set.

The following example configures one end of a VC to send keepalive requests and respond to keepalive
requests from the other end of the VC:

map-class frame-relay vcgrpl
frame-relay end-to-end keepalive bidirectional

The following example configures one end of a VC to reply to keepalive requests and to increment
its error counter if no keepalive requests are received 30 seconds after the latest request:
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map-class frame-relay oro34
frame-relay end-to-end keepalive reply
frame-relay end-to-end keepalive timer receive 30

Related Commands Command Description

frame-relay end-to-end keepaliveerror-threshold | Modifies the keepalive error threshold value.

frame-relay end-to-end keepalive event-window | Modifies the keepalive event window value.

frame-relay end-to-end keepalive success-events | Modifies the keepalive success events value.

frame-relay end-to-end keepalive timer Modifies the keepalive timer.

map-class frame-relay Specifies a map class to define QoS values for an SVC.

show frame-relay end-to-end keepalive Displays statistics about Frame Relay end-to-end
keepalive.
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frame-relay end-to-end keepalive success-events

To modify the keepalive success events value, use the frame-relay end-to-end keepalive success-events
command in map-class configuration mode. To reset the success events value to its default, use the no form
of this command.

frame-relay end-to-end keepalive success-events {send |receive} count
no frame-relay end-to-end keepalive success-events {send | receive}

Syntax Description send The number of consecutive send-side success events required to change the keepalive state from
down to up.

receive | The number of consecutive receive-side success events required to change the keepalive state from
down to up.

count | Number of consecutive success events required. The maximum value is 32.

Command Default The default value for both the send and receive success events is 2.

Command Modes
Map-class configuration

Command History Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The send-side value can be configured only in bidirectional and request modes. The receive-side value can
be configured only in the bidirectional and reply modes. See the frame-relay end-to-end keepalive mode
command.

If the success events value is set low at the same time that a low value is set for the error threshold value of
the frame-relay end-to-end keepalive error-threshold command, the keepalive state of the VC may flap
from state to state.

Examples The following example shows how to increase the success events value:
map-class frame-relay vcgrpé
frame-relay end-to-end keepalive request
frame-relay end-to-end keepalive success-events send 4
Related Commands Command Description

frame-relay end-to-end keepalive error-threshold | Modifies the keepalive error threshold value.
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Command

Description

frame-relay end-to-end keepalive event-window

Modifies the keepalive event window value.

frame-relay end-to-end keepalive mode

Enables Frame Relay end-to-end keepalives.

frame-relay end-to-end keepalive timer

Modifies the keepalive timer.

map-class frame-relay

Specifies a map class to define QoS values for an SVC.

show frame-relay end-to-end keepalive

Displays statistics about Frame Relay end-to-end
keepalive.
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frame-relay end-to-end keepalive timer

To modify the keepalive timer value, use the frame-relay end-to-end keepalivetimer command in map-class
configuration mode. To reset the timer value to its default, use the no form of this command.

frame-relay end-to-end keepalive timer {send |receive} number
no frame-relay end-to-end keepalive timer {send |receive}

Syntax Description | send How frequently to send a keepalive request.

receive | How long before the receive-side error counter is incremented if no request is received.

number | Number, in seconds, for the timer to expire.

Command Default Send timer: 10 seconds Receive timer: 15 seconds

Command Modes
Map-class configuration

Command History Release Modification

12.0(5)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The send-side value can be configured only in bidirectional and request modes. The receive-side value can
be configured only in the bidirectional and reply modes. See the frame-relay end-to-end keepalive mode
command.

The send-side timer expires if a reply has not been received numberseconds after a request is sent. The
receive-side timer expires if a request has not been received numberseconds after the previous request.

Examples The following example shows how to set up one end of a virtual circuit (VC) to send a keepalive

request every 15 seconds and increment the error counter if more than 22 seconds elapse between
receiving keepalive responses:

map-class frame-relay vcgrpl
frame-relay end-to-end keepalive bidirectional
frame-relay end-to-end keepalive timer send 15
frame-relay end-to-end keepalive timer receive 22

Related Commands | Command Description

frame-relay end-to-end keepaliveerror-threshold | Modifies the keepalive error threshold value.

frame-relay end-to-end keepalive event-window |Modifies the keepalive event window value.
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Command Description

frame-relay end-to-end keepalive mode Enables Frame Relay end-to-end keepalives.

frame-relay end-to-end keepalive success-events | Modifies the keepalive success events value.

map-class frame-relay Specifies a map class to define QoS values for an SVC.
show frame-relay end-to-end keepalive Displays statistics about Frame Relay end-to-end
keepalive.
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frame-relay fair-queue

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay fair-queuecommand is hidden. Although this command is still available in Cisco 10S software,
the CLI interactive Help does not display it if you attempt to view it by entering a question mark at the
command line. This command will be completely removed in a future release, which means that you will need
to use the appropriate replacement command (or sequence of commands). For more information (including
a list of replacement commands), see the Legacy QoS Command Deprecation feature document in the Cisco
|OSXE Quality of Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature
document in the Cisco |OS Quality of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay fair-queuecommand is replaced by a modular
QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement command (or
sequence of commands), see the Legacy QoS Command Deprecation feature document in the Cisco |OS XE
Quality of Service Solutions Configuration Guide .

To enable weighted fair queueing for one or more Frame Relay permanent virtual circuits (PVCs), use the
frame-relay fair-queue command in map-class configuration mode. To disable weighted fair queueing for
a Frame Relay map class, use the no form of this command.

frame-relay fair-queue [congestive-discard-threshold [number-dynamic-conversation-queues
[number-reservabl e-conver sation-queues [max-buffer-size-for-fair-queues]]]]

no frame-relay fair-queue [congestive-discard-threshold [number-dynamic-conversation-queues
[number-reservabl e-conver sation-queues [max-buffer-size-for-fair-queues]]]]

Syntax Description

congestive-discard-threshold (Optional) Specifies the number of messages allowed in each queue.
The range is from 1 to 4096 messages; the default is 64.

number-dynamic-conver sation- queues | (Optional) Specifies the number of dynamic queues to be used for
best-effort conversations--normal conversations not requiring any
special network services. Valid values are 16, 32, 64, 128, 256,
512, 1024, 2048, and 4096; the default is 16.

number -reser vabl e-conver sation-queues | (Optional) Specifies the number of reserved queues to be used for
carrying voice traffic. The range is from 0 to 100; the default is 0.
(The command-line interface (CLI) will not allow a value of less
than 2 if fragmentation is configured for the Frame Relay
map-class.)

max-buffer-size-for-fair-queues (Optional) Specifies the maximum buffer size in bytes for all of the

fair queues. The range is from 0 to 4096 bytes; the default is 600.

Command Default

Weighted fair queueing is not enabled.
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Command Modes
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Map-class configuration

Command History

Usage Guidelines

Examples

Release Modification

12.03)XG This command was introduced.

12.0(4)T This command was integrated into Cisco IOS Release 12.0(4)T.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.

15.13)T This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

To use this command, you must first associate a Frame Relay map class with a specific data-link connection
identifier (DLCI), and then enter map-class configuration mode and enable or disable weighted fair queueing
for that map class.

When Frame Relay fragmentation is enabled, weighted fair queueing is the only queueing strategy allowed.

If this command is entered without any accompanying numbers, the default values for each of the four
parameters will be set. If you desire to alter only the value of the first parameter (congestive_discard_threshold
), you only need to enter the desired value for that parameter. If you desire to alter only the value of the second,
third, or fourth parameters, you must enter values for the preceding parameters as well as for the parameter
you wish to change.

The following example shows how to enable weighted fair queueing and set the default parameter
values for the “voft” Frame Relay map class on a Cisco 2600 series, 3600 series, or 7200 series router
or on a Cisco MC3810:

interface serial 1/1
frame-relay interface-dlci 100
class vofr
exit

map-class frame-relay vofr
frame-relay fair-queue

The following example shows how to enable weighted fair queueing and set the congestive_discard_
threshold parameter to a value other than the default value for the “vofr” Frame Relay map class on
a Cisco 2600 series, 3600 series, or 7200 series router or on an MC3810 concentrator:

interface serial 1/1
frame-relay interface-dlci 100
class vofr

. Cisco 10S Wide-Area Networking Command Reference



| fdl through frame-relay lapf n200
frame-relay fair-queue .

exit
map-class frame-relay vofr
frame-relay fair-queue 255

The following example shows how to enable weighted fair queueing and set the number_reservable
conversation_queues to a value of 25 for the “vofr” Frame Relay map class on a Cisco 2600 series,
3600 series, or 7200 series router or on a Cisco MC3810:

interface serial 1/1
frame-relay interface-dlci 100
class vofr
exit

map-class frame-relay vofr
frame-relay fair-queue 64 256 25

Related Commands | Command Description
class (virtual circuit) Associates a map class with a specified DLCI.
frame-relay fragment Enables fragmentation for a Frame Relay map class.

frame-relay interface-dici | Assigns a DLCI to a specified Frame Relay subinterface on the router or access
server.

map-class frame-relay Specifies a map class to define QoS values for an SVC.
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frame-relay fecn-adapt

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay fecn-adaptcommand is hidden. Although this command is still available in Cisco IOS software,
the CLI interactive Help does not display it if you attempt to view it by entering a question mark at the
command line. This command will be completely removed in a future release, which means that you will need
to use the appropriate replacement command (or sequence of commands). For more information (including
a list of replacement commands), see the Legacy QoS Command Deprecation feature document in the Cisco
|OSXE Quality of Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature
document in the Cisco |OS Quality of Service Solutions Configuration Guide .

Note

Syntax Description

Command Default

Command Modes

Effective with Cisco IOS XE Release 3.28S, the frame-relay fecn-adaptcommand is replaced by a modular
QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement command (or
sequence of commands), see the Legacy QoS Command Deprecation feature document in the Cisco |OS XE
Quality of Service Solutions Configuration Guide .

To enable Frame Relay traffic-shaping reflection of forward explicit congestion notifications (FECNs) as
backward explicit congestion notifications (BECNs), use the frame-relay fecn-adapt command in map-class
configuration mode. To disable this reflection, use the no form of this command.

frame-relay fecn-adapt
no frame-relay fecn-adapt

This command has no arguments or keywords.

Frame Relay traffic-shaping reflection of FECNs as BECNs is disabled.

Map-class configuration (config-map-class)

Command History

Release Modification

12.2(11)T This command was introduced in a release earlier than Cisco IOS Release
122(1DT.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco I0S XE Release 2.1 | This command was integrated into Cisco IOS XE Release 2.1.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.
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Release Modification

15.1(3)T This command was modified. This command was hidden.

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

Examples The following example shows how to configure the frame-relay fecn-adapt command:

Router> enable

Router# configure terminal

Router (config) # map-class frame-relay classl
Router (config-map-class) # frame-relay fecn-adapt

Router (config-map-class)# end

Related Commands | Command Description

map-class frame-relay | Specifies a map class to define values for PVCs and SVCs.
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frame-relay fragment

To enable fragmentation of Frame Relay frames for a Frame Relay map class, use the frame-relay fragment
command in map-class configuration mode. To disable Frame Relay fragmentation, use the no form of this

command.

frame-relay fragment fragment-size [switched]
no frame-relay fragment

Syntax Description

fragment-size

Specifies the number of payload bytes from the original Frame Relay frame that will go into
each fragment. This number excludes the Frame Relay header of the original frame.

All the fragments of a Frame Relay frame except the last will have a payload size equal to
fragment-size; the last fragment will have a payload less than or equal to fragment-size.
Valid values are from 16 to 1600; the default is 53.

switched

(Optional) Specifies that fragmentation will be enabled on a switched permanent virtual
circuit (PVC).

Command Default

Command Modes

Fragmentation is disabled.

Map-class configuration

Command History

Release Modification

12.03)XG | This command was introduced.

12.0(4)T This command was integrated into Cisco IOS Release 12.0(4)T.

12.0(23)SX | This command was integrated into Cisco IOS Release 12.0(23)SX.

12.12)T Support of end-to-end FRF.12 fragmentation was extended to switched Frame Relay PVCs.

12.1(2)E This command was integrated into Cisco IOS Release 12.1(2)E.

12.1(5T This command was implemented on Cisco 7500 series routers with a Versatile Interface
Processor.

12.2(27)SBB | This command was integrated into Cisco IOS Release 12.2(27)SBB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(31)SB | This command was integrated into Cisco IOS Release 12.2(31)SB.

Usage Guidelines

You should enable fragmentation for low-speed links (meaning those operating at less than 768 kbps).

Frame Relay fragmentation is enabled on a per-PVC basis. Before enabling Frame Relay fragmentation, you
must first associate a Frame Relay map class with a specific data-link connection identifier (DLCI) and then
enter map-class configuration mode and enable or disable fragmentation for that map class. In addition, you
must enable Frame Relay traffic shaping on the interface.
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Selecting a Fragmentation Format

Frame Relay frames are fragmented using one of the following formats, depending on how the PVC is
configured:

* Pure end-to-end FRF.12
* FRF.11 Annex C

* Cisco proprietary

Only pure end-to-end FRF.12 fragmentation can be configured on switched PVCs.

Cisco recommends pure end-to-end FRF.12 fragmentation on PVCs that are carrying VoIP packets and on
PVCs that share the link with other PVCs carrying Voice over Frame Relay (VoFR) traffic.

In pure end-to-end FRF.12 fragmentation, Frame Relay frames having a payload less than the fragment size
configured for that PVC are transmitted without the fragmentation header.

FRF.11 Annex C fragmentation and Cisco proprietary fragmentation are used when VoFR frames are transmitted
on a PVC. When fragmentation is enabled on a PVC, and when command vofr is configured on that PVC,
FRF.11 Annex C format is implemented. When command vofr cisco is configured, Cisco proprietary format
is implemented.

In FRF.11 Annex C and Cisco proprietary fragmentation, VOFR frames are never fragmented, and all data
packets (including VoIP packets) contain the fragmentation header regardless of the payload size.

Selecting a Fragment Size

You should set the fragment size based on the lowest port speed between the routers. For example, for a
hub-and-spoke Frame Relay topology where the hub has a T1 speed and the remote routers have 64-kbps port
speeds, the fragmentation size must be set for the 64-kbps speed on both routers. Any other PVCs that share
the same physical interface must use the same fragmentation size used by the voice PVC.

With pure end-to-end FRF.12 fragmentation, you should select a fragment size that is larger than the voice
packet size.

The table below shows the recommended fragmentation sizes for a serialization delay of 10 ms.

Table 16: Recommended Fragment Size for 10-ms Serialization Delay

Lowest Link Speed in Path | Recommended Fragment Size
56 kbps 70 bytes

64 kbps 80 bytes

128 kbps 160 bytes

256 kbps 320 bytes

512 kbps 640 bytes

768 kbps 1000 bytes

1536 kbps 1600 bytes
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Examples

FRF.12 Fragmentation on a Switched PVC: Example

The following example shows how to configure pure end-to-end FRF.12 fragmentation in a map
class that is named data. The map class is associated with switched PVC 20 on serial interface 3/3:

Router (confiqg) #

frame-relay switching

Router (config) #

interface Serial3/2

Router (config-if) # encapsulation frame-relay
Router (config-if) # frame-relay intf-type dce
Router (config-if) # exit

Router (confiqg) #

interface Serial3/3

Router (config-if) # encapsulation frame-relay
Router (config-if) # frame-relay traffic-shaping
Router (config-if) # frame-relay interface-dlci 20 switched
Router (config-fr-dlci) # class data

Router (config-fr-dlci) # exit

Router (config-if) # frame-relay intf-type dce
Router (config-if) # exit

Router (config) #

map-class frame-relay data

Router (config-map-class)# frame-relay fragment 80 switched
Router (config-map-class) # frame-relay cir 64000
Router (config-map-class)# frame-relay bc 640
Router (config-map-class) # exit

Router (config) #

connect data Serial3/2 16 Serial3/3 20

End-to-End FRF.12 Fragmentation: Example

The following example shows how to enable pure end-to-end FRF.12 fragmentation for a map class.
named frag. The fragment payload size is set to 40 bytes. Frame Relay traffic shaping is required on
the PVC; the only queueing type supported on the PVC when fragmentation is configured is weighted
fair queueing (WFQ).

Router (config) #

interface serial 1/0/0

Router (config-if) # frame-relay traffic-shaping
Router (config-if) # frame-relay interface-dlci 100
Router (config-fr-dlci)# class frag

Router (config-fr-dlci) # exit

Router (config) #

map-class frame-relay frag

Router (config-map-class) # frame-relay cir 128000
Router (config-map-class) # frame-relay bc 1280
Router (config-map-class) # frame-relay fragment 40
Router (config-map-class) # frame-relay fair-queue

Router (config-map-class) # exit

The following example is for the same configuration on a VIP-enabled Cisco 7500 series router:

Router (config) #
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class-map frf

Router (config-cmap) # match protocol vofr

Router (config-cmap) #

exit

Router (config) #

policy-map 1llq

Router (config-pmap) #

class frf

Router (config-pmap-c) # priority 2000

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) # policy-map llg-shape

Router (config-pmap) # class class-default

Router (config-pmap-c) # shape average 1000 128000
Router (config-pmap-c) #

service-policy 1llg

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) #

interface serial 1/0/0.1

Router (config-if) # frame-relay interface-dlci 100
Router (config-fr-dlci)# class frag

Router (config-fr-dlci) # exit

Router (config) #

map-class frame-relay frag

Router (config-map-class)# frame-relay fragment 40
Router (config-map-class) # service-policy llg-shape
Router (config-map-class) # exit

FRF.11 Annex C Fragmentation Configuration: Example

The following example shows how to enable FRF.11 Annex C fragmentation for data on a Cisco
MC3810 PVC configured for VoFR. Fragmentation must be configured if a VoFR PVC will carry
data. The fragment payload size is set to 40 bytes. Frame Relay traffic shaping is required on the
PVC,; the only queueing type supported on the PVC when fragmentation is configured is weighted
fair queueing (WFQ):

Router (config) #

interface serial 1/1

Router (config-if) # frame-relay traffic-shaping
Router (config-if) # frame-relay interface-dlci 101
Router (config-fr-dlci) # vofr

Router (config-fr-dlci)# class frag

Router (config-fr-dlci) # exit

Router (config) #

map-class frame-relay frag

Router (config-map-class) # frame-relay cir 128000
Router (config-map-class) # frame-relay bc 1280
Router (config-map-class) # frame-relay fragment 40
Router (config-map-class) # frame-relay fair-queue
Router (config-map-class) # exit

The following example is for the same configuration on a VIP-enabled Cisco 7500 series router:

Router (config) #
class-map frf
Router (config-cmap) # match protocol vofr
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Router (config-cmap) #

exit

Router (config) #

policy-map 1llq

Router (config-pmap) #

class frf

Router (config-pmap-c) # priority 2000

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) # policy-map llg-shape

Router (config-pmap) # class class-default

Router (config-pmap-c) # shape average 1000 128000
Router (config-pmap-c) #

service-policy 1llq

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) #

interface serial 1/1/0.1

Router (config-if) # frame-relay interface-dlci 101
Router (config-fr-dlci)# class frag

Router (config-fr-dlci)# exit

Router (config) #

map-class frame-relay frag

Router (config-map-class) # frame-relay fragment 40
Router (config-map-class) # service-policy llg-shape
Router (config-map-class) # exit

Cisco-Proprietary Fragmentation: Example

The following example shows how to enable Cisco-proprictary Frame Relay fragmentation for a
Frame Relay map class named frag on a Cisco 2600 series, Cisco 3600 series, or Cisco 7200 series
router, starting from global configuration mode. The fragment payload size is set to 40 bytes. Frame
Relay traffic shaping is required on the PVC; the only queueing type supported on the PVC when
fragmentation is configured is weighted fair queueing (WFQ):

Router (config) #

interface serial 2/0/0

Router (config-if)# frame-relay traffic-shaping
Router (config-if) # frame-relay interface-dlci 102
Router (config-fr-dlci)# vofr cisco

Router (config-fr-dlci)# class frag

Router (config-fr-dlci) # exit

Router (config) #

map-class frame-relay frag

Router (config-map-class) # frame-relay cir 128000
Router (config-map-class) # frame-relay bc 1280
Router (config-map-class) # frame-relay fragment 40

Router (config-map-class) # frame-relay fair-queue

The following example is for the same configuration on a VIP-enabled Cisco 7500 series router:

Router (confiqg) #
class-map frf
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Router (config-cmap) # match protocol vofr

Router (config-cmap) #

exit

Router (config) #

policy-map llq

Router (config-pmap) #

class frf

Router (config-pmap-c) # priority 2000

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) # policy-map llg-shape

Router (config-pmap) # class class-default

Router (config-pmap-c) # shape average 1000 128000
Router (config-pmap-c) #

service-policy 1llqg

Router (config-pmap-c) #

exit

Router (config-pmap) # exit

Router (config) #

interface serial 2/0/0.1

Router (config-if) # frame-relay interface-dlci 102
Router (config-fr-dlci) # class frag

Router (config-fr-dlci) # exit

Router (config) #

map-class frame-relay frag

Router (config-map-class)# frame-relay fragment 40
Router (config-map-class) # service-policy llg-shape

frame-relay fragment .

Related Commands

Command Description

class (virtual circuit) Associates a map class with a specified DLCI.

debug frame-relay fragment | Displays information related to Frame Relay fragmentation on a PVC.

frame-relay fair-queue

Enables weighted fair queueing for one or more Frame Relay PVCs.

frame-relay interface-dici
acCCess Server.

Assigns a DLCI to a specified Frame Relay subinterface on the router or

frame-relay traffic-shaping
SVCs on a Frame Relay interface.

Enables traffic shaping and per-virtual circuit queueing for all PVCs and

map-class frame-relay

Specifies a map class to define QoS values for an SVC.

vofr

Enables Voice over Frame Relay (VoFR) on a specific data-link connection
identifier (DLCI) and configuration of specific subchannels on that DLCI.
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frame-relay fragment end-to-end

To enable fragmentation of Frame Relay frames on an interface, use the frame-relay fragment end-to-end
command in interface configuration mode. To disable Frame Relay fragmentation on an interface, use the no
form of this command.

frame-relay fragment fragment-size end-to-end
no frame-relay fragment end-to-end

Syntax Description fragment-size | Specifies the number of payload bytes from the original Frame Relay frame that will go into
each fragment. This number excludes the Frame Relay header of the original frame. Valid
values are from 16 to 1600 bytes; the default is 53.

Command Default Fragmentation is disabled.

Command Modes
Interface configuration

Command History Release Modification

12.2(13)T This command was introduced.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.0(27)S This command was integrated into Cisco IOS Release 12.0(27)S.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2(31)SB This command was integrated into Cisco IOS Release 12.2(31)SB.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a
specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

Cisco I0S XE Release | This command was integrated into Cisco IOS XE Release.

Usage Guidelines Interface fragmentation and class-based fragmentation cannot be configured at the same time. To configure
class-based fragmentation that can be applied to individual permanent virtual circuits (PVCs), use the
frame-relay fragment command in map-class configuration mode.

Interface fragmentation supports end-to-end FRF.12 fragmentation format.

When fragmentation is enabled on an interface, all PVCs on the main interface and its subinterfaces will have
fragmentation enabled with the same configured fragment size.

All the fragments of a Frame Relay frame except the last fragment will have a payload size equal to
fragment-size; the last fragment will have a payload less than or equal to fragment-size.

When configuring fragmentation on an interface that has low-latency queueing, configure the fragment size
to be greater than the largest high-priority frame that is expected. This configuration prevents higher-priority
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Examples

frame-relay fragment end-to-end .

traffic from being fragmented and queued behind lower-priority fragmented frames. If the size of a high-priority
frame is larger than the configured fragment size, the high-priority frame is fragmented.

Local Management Interface (LMI) traffic is fragmented.

Interface fragmentation and Frame Relay traffic shaping cannot be configured at the same time.

The following example shows the configuration of low-latency queueing, FRF.12 fragmentation,
and shaping on serial interface 3/2. Traffic from the priority queue will not be interleaved with
fragments from the class-default queue, because shaping is configured.

class-map voice
match access-group 101

policy-map llg
class voice
priority 64

policy-map shaper
class class-default
shape average 96000
service-policy 1llg

interface serial 3/2

ip address 10.0.0.1 255.0.0.0

encapsulation frame-relay

bandwidth 128
clock rate 128000

service-policy output shaper
frame-relay fragment 80 end-to-end

access-list 101 match ip any host 10.0.0.2

Related Commands

Command

Description

class (policy-map)

Specifies the name of the class whose policy you want to create or change,
or specifies the default class before you configure its policy.

debug frame-relay fragment

Displays information related to Frame Relay fragmentation on a PVC.

frame-relay fragment

Enables fragmentation of Frame Relay frames for a Frame Relay map class.
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frame-relay fragmentation voice-adaptive

To enable voice-adaptive Frame Relay fragmentation, use the frame-relay fragmentation voice-adaptive
command in interface configuration mode. To disable voice-adaptive Frame Relay fragmentation, use the no
form of this command.

frame-relay fragmentation voice-adaptive [deactivation seconds]
no frame-relay fragmentation voice-adaptive

Syntax Description

Command Default

Command Modes

deactivation seconds |(Optional) Number of seconds that must elapse after the last voice packet is
transmitted before fragmentation is deactivated. The range is from 1 to 10000.

Voice-adaptive Frame Relay fragmentation is not enabled. Seconds: 30

Interface configuration

Command History

Usage Guidelines

\}

Release | Modification

12.2(15)T | This command was introduced.

Frame Relay voice-adaptive fragmentation can be used in conjunction with Frame Relay voice-adaptive traffic
shaping to reduce network congestion and improve voice transmission quality.

The frame-relay fragmentation voice-adaptive command can be used only on main interfaces. This command
is not supported on subinterfaces.

Frame Relay voice-adaptive fragmentation enables a router to fragment large packets whenever packets
(usually voice) are detected in the low latency queueing priority queue or H.323 call setup signaling packets
are present. When there are no packets in the priority queue for a configured period of time and signaling
packets are not present, fragmentation is stopped.

Note

Although the priority queue is generally used for voice traffic, Frame Relay voice-adaptive fragmentation
will respond to any packets (voice or data) in the priority queue.

Note the following prerequisites for Frame Relay voice-adaptive fragmentation:

* End-to-end fragmentation must be configured in a map class by using the frame-relay fragment command
or on the interface by using the frame-relay fragment end-to-end command.

* Frame Relay traffic shaping or traffic shaping using the Modular QoS CLI (MQC) must be configured.
If end-to-end fragmentation is configured on the interface, traffic shaping using the MQC must be
configured.

» Low latency queueing must be configured.

Frame Relay voice-adaptive fragmentation supports FRF.12 fragmentation only. Neither FRF.11 Annex C
nor Cisco proprietary fragmentation is supported.
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Examples The following examples show the configuration of Frame Relay voice-adaptive traffic shaping and
fragmentation. The first example shows end-to-end fragmentation configured in a map class that is
associated with PVC 100. In the second example, end-to-end fragmentation is configured directly
on the interface.

With both example configurations, priority-queue packets or H.323 call setup signaling packets
destined for PVC 100 will result in the reduction of the sending rate from the committed information
rate (CIR) to the minimum CIR and the activation of FRF.12 end-to-end fragmentation. If signaling
packets and priority-queue packets are not detected for 50 seconds, the sending rate will increase to
CIR and fragmentation will be deactivated.
Frame Relay Voice-Adaptive Fragmentation with End-to-End Fragmentation Configured in a Map
Class: Example

interface serial0

encapsulation frame-relay

frame-relay fragmentation voice-adaptive deactivation 50

frame-relay interface-dlci 100

class voice adaptive class

|
map-class frame-relay voice_ adaptive class

frame-relay fair-queue

frame-relay fragment 80

service-policy output shape

Frame Relay Voice-Adaptive Fragmentation with End-to-End Fragmentation Configured on the
Interface: Example

interface serial0

encapsulation frame-relay

frame-relay fragmentation voice-adaptive deactivation 50

frame-relay fragment 80 end-to-end

frame-relay interface-dlci 100

class voice adaptive class
Related Commands | Command Description
frame-relay fragment Enables fragmentation of Frame Relay frames for a Frame Relay map
class.

frame-relay fragment end-to-end | Enables fragmentation of Frame Relay frames on an interface.

shape fr-voice-adapt Enables Frame Relay voice-adaptive traffic shaping.

show frame-relay pvc Displays statistics about PVCs for Frame Relay interfaces.
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frame-relay holdq

To configure the maximum size of a traffic-shaping queue on a switched permanent virtual circuit (PVC), use
the frame-relay holdg command in map-class configuration mode. To reconfigure the size of the queue, use
the no form of this command.

frame-relay holdq queue-size
no frame-relay holdq queue-size

Syntax Description

Command Default

Command Modes

gueue-size |Size of the traffic-shaping queue, as specified in maximum number of packets. The range is
from 1 to 2048.

40 packets for FIFO and 600 packets for CBWFQ

Map-class configuration

Command History

Usage Guidelines

Examples

Release Modification
12.12)T This command was introduced.
122(4)T This command was modified to allow configuration of the maximum buffers in CBWFQ

traffic shaping queues (as enabled by the service-policy output map-class command).

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.4(6)T7 | The maximum allowable value for queue-sizewas increased to 2048.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

You must enable Frame Relay traffic shaping, using the frame-relay traffic-shaping interface command,
before frame-relay holdq and other traffic-shaping map-class commands will be effective.

You must enable Frame Relay switching, using the frame-relay switching global command, before the
frame-relay holdg command will be effective on switched PVCs.

The frame-relay holdg command can be applied to switched PVCs that use FIFO default queueing.

The following example illustrates the configuration of the maximum size of the traffic-shaping queue
on a switched PVC. The queue size is configured in a map class called “perpvc_congestion”:

map-class frame-relay perpvc_congestion
frame-relay holdg 100

Related Commands

Command Description

frame-relay switching Enables PVC switching on a Frame Relay DCE or NNI.
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Command Description

frame-relay traffic-shaping |Enables both traffic shaping and per-PVC queueing for all PVCs and SVCs
on a Frame Relay interface.
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frame-relay idle-timer

To specify the idle timeout interval for a switched virtual circuit (SVC), use the frame-relay
idle-timer command in map-class configuration mode. To reset the idle timer to its default interval, use the
no form of this command.

frame-relay idletimer [{in|out}] seconds
no frame-relay idletimer seconds

Syntax Description

n (Optional) timeout interval applies to inbound packet activity.

out (Optional) timeout interval applies to outbound packet activity.

seconds | Time interval, in seconds, with no frames exchanged on a switched virtual circuit, after which the
SVC is released.

Command Default 120 seconds

Command Modes
Map-class configuration

Command History Release Modification
11.2 This command was introduced.
11.3 The following keywords were added:
+in
* out

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The frame-relay idle-timer command applies to switched virtual circuits that are associated with the map
class where the idle-timer is defined.

The idle timer must be tuned for each application. Routing protocols such as Routing Information Protocol
(RIP) might keep the SVC up indefinitely because updates go out every 10 seconds.

Beginning in Cisco IOS Release 11.3, if in and out are not specified in the command, the timeout interval
applies to both timers. In Cisco IOS Release 11.2, the timeout interval applies to the outbound timer.

Examples The following example defines the traffic rate and idle timer for the fast vcs map class and applies

those values to DLCI 100, which is associated with that map class:

interface serial 0
frame-relay interface-dlci 100
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class fast vc

frame-relay idle-timer .

map-class frame-relay fast vcs

frame-relay traffic-rate 56000 128000
frame-relay idle-timer 30

Related Commands

Command

Description

map-class frame-relay

Specifies a map class to define QoS values for an SVC.
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frame-relay ifmib-counter64

To enable 64-bit interface counter support on Frame Relay interfaces and subinterfaces that have a line speed
of less than 20 Mbps, use the frame-relay ifmib-counter 64 command in interface configuration mode. To
disable 64-bit counter support on Frame Relay interfaces and subinterfaces that have a line speed of less than
20 Mbps, use the no form of this command.

frame-relay ifmib-counter64 [{if | subif}]
no frame-relay ifmib-counter64 [{if | subif}]

Syntax Description

Command Default

Command Modes

if (Optional) Enables 64-bit interface counters for Frame Relay interfaces and subinterfaces.

subif | (Optional) Enables 64-bit interface counters for Frame Relay subinterfaces only.

64-bit interface counters are not supported for interfaces that have a line speed of less than 20 Mbps.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.0(21)S | This command was introduced.

12.3(10) This command was integrated into Cisco 10S Release 12.3(10).

12.3(11)T | This command was integrated into Cisco IOS Release 12.3(11)T.

12.2(18)SXE | This command was integrated into Cisco IOS Release 12.2(18)SXE.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

Entering the frame-relay ifmib-counter 64 command with no keyword produces the same result as entering
the frame-relay ifmib-counter 64 command with the if keyword.

The following example shows how to enable support for 64-bit interface counters on serial interface
5/3 and associated subinterfaces:

interface Serial 5/3

no ip address

no ip directed-broadcast
encapsulation frame-relay
no ip mroute-cache
load-interval 30

no keepalive

frame-relay ifmib-counter64

Related Commands

Command Description

show frame-relay pvc |Displays statistics about PVCs for Frame Relay interfaces.
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frame-relay interface-dlci

To assign a data-link connection identifier (DLCI) to a specified Frame Relay subinterface on the router or
access server, to assign a specific permanent virtual circuit (PVC) to a DLCI, or to apply a virtual template
configuration for a PPP session, use the frame-relay interface-dlcicommand in interface configuration mode.
To remove this assignment, use the No form of this command.

frame-relay interface-dici dici [{ietf|cisco}] [voice-cir cir] [ppp virtual-template-name]
no frame-relay interface-dici dici [{ietf|cisco}] [voice-cir cir] [ppp virtual-template-name]

BOOTP Server Only

frame-relay interface-dici dici [protocol ip ip-address]
no frame-relay interface-dici dici [protocol ip ip-address]

Syntax Description

dici DLCI number to be used on the specified subinterface.

ietf (Optional) Specifies Internet Engineering Task Force (IETF) as the type of Frame
Relay encapsulation.

Ccisco (Optional) Specifies Cisco encapsulation as the type of Frame Relay encapsulation.

voice-Cir cir (Optional; supported on the Cisco MC3810 only.) Specifies the upper limit on the
voice bandwidth that may be reserved for this DLCI. The default is the committed
information rate (CIR) configured for the Frame Relay map class. For more
information, see the “Usage Guidelines” section.

ppp (Optional) Enables the circuit to use the PPP in Frame Relay encapsulation.

virtual-template-name

(Optional) Name of the virtual template interface to apply the PPP connection to.

protocol ip ip-address

(Optional) Indicates the IP address of the main interface of a new router or access
server onto which a router configuration file is to be automatically installed over
a Frame Relay network. Use this option only when this device will act as the
BOOTP server for automatic installation over Frame Relay.

Command Default

Command Modes

No DLCI is assigned.

Interface configuration (config-if)

Subinterface configuration (config-subif)

Command History

Release Modification

10.0 This command was introduced.

11.3(1HMA The voice-encap option was added for the Cisco MC3810.
12.0(D)T The ppp keyword and virtual-template-name argumentwere added.
12.02)T The voice-cir option was added for the Cisco MC3810.
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Usage Guidelines

Release Modification

12.03)T The x25 profile keyword was added.

12.0(4)T Usage guidelines for the Cisco MC3810 were added.

12.0(7)XK The voice-encap keyword for the Cisco MC3810 was removed. This keyword is no
longer supported.

12.12)T The voice-encap keyword for the Cisco MC3810 was removed. This keyword is no
longer supported.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a
specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

12.0(33)S Support for [Pv6 was added. This command was implemented on the Cisco 12000
series routers.

Cisco I0S XE Release | This command was integrated into Cisco IOS XE Release.

This command is typically used for subinterfaces; however, it can also be used on main interfaces. Using the
frame-relay interface-dlci command on main interfaces will enable the use of routing protocols on interfaces
that use Inverse ARP. The frame-relay interface-dlcicommand on a main interface is also valuable for
assigning a specific class to a single PVC where special characteristics are desired. Subinterfaces are logical
interfaces associated with a physical interface. You must specify the interface and subinterface before you
can use this command to assign any DLCIs and any encapsulation or broadcast options.

A DLCI cannot be configured on a subinterface if the same DLCI has already been configured on the main
interface. If the same DLCI is to be configured on the subinterface as on the main interface, the DLCI on the
main interface must be removed first before it is configured on the subinterface. The DLCI on the main
interface can be removed by using the no frame-relay interface-dlci command on the main interface.

This command is required for all point-to-point subinterfaces; it is also required for multipoint subinterfaces
for which dynamic address resolution is enabled. It is not required for multipoint subinterfaces configured
with static address mappings.

Use the protocol ip ip-address option only when this router or access server will act as the BOOTP server
for auto installation over Frame Relay.

By issuing the frame-relay interface-dici interface configuration command, you enter Frame Relay DLCI
interface configuration mode (see the first example below). This gives you the following command options,
which must be used with the relevant class or X.25-profile names you previously assigned:

* class name --Assigns a map class to a DLCI.
« default --Sets a command to its defaults.
* no {class name | x25-profile name}--Cancels the relevant class or X.25 profile.

* x25-profile name --Assigns an X.25 profile to a DLCI. (Annex G.)

A Frame Relay DLCI configured for Annex G can be thought of as a single logical X.25/LAPB interface.
Therefore, any number of X.25 routes may be configured to route X.25 calls to that logical interface.
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Examples

frame-relay interface-dici .

The voice-cir option on the Cisco MC3810 provides call admission control; it does not provide traffic shaping.
A call setup will be refused if the unallocated bandwidth available at the time of the request is not at least
equal to the value of the voice-cir option .

When configuring the voice-cir option on the Cisco MC3810 for Voice over Frame Relay, do not set the value
of this option to be higher than the physical link speed. If Frame Relay traffic shaping is enabled for a PVC
that is sharing voice and data, do not configure the voice-cir option to be higher than the value set with the
frame-relay mincir command.

Note

On the Cisco MC3810 only, the voice-cir option performs the same function as the frame-relay voice
bandwidthmap-class configuration command introduced in Cisco I0S Release 12.0(3)XG.

The following example assigns DLCI 100 to serial subinterface 5.17:

! Enter interface configuration and begin assignments on interface serial 5.
interface serial 5

! Enter subinterface configuration by assigning subinterface 17.

interface serial 5.17

! Now assign a DLCI number to subinterface 5.17.

frame-relay interface-dlci 100

The following example specifies DLCI 26 over serial subinterface 1.1 and assigns the characteristics
under virtual-template 2 to this PPP connection:

Router (config) # interface seriall.l point-to-point
Router (config-if)# frame-relay interface-dlci 26 ppp virtual-template2

The following example shows an Annex G connection being created by assigning the X.25 profile
“NetworkNodeA” to Frame Relay DLCI interface 20 on serial interface 1 (having enabled Frame
Relay encapsulation on that interface):

Router (config) # interface serial 1

Router (config-if) # encapsulation frame-relay
Router (config-if) # frame-relay interface-dlci 20
Router (config-fr-dlci) # x25-profile NetworkNodeA

The following example assigns DLCI 100 to serial subinterface 5.17:

Router (config) # interface serial 5
Router (config-if)# interface serial 5.17
Router (config-if) # frame-relay interface-dlci 100

The following example assigns DLCI 80 to the main interface first and then removes it before
assigning the same DLCI to the subinterface. The DLCI must be removed from the main interface
first, because the same dlci cannot be assigned to the subinterface after already being assigned to the
main interface:

Router (config) # interface serial 2/0

Router (config-if) # encapsulation frame-relay
Router (config-if)# frame-relay interface-dlci 80
Router (config-fr-dlci)# exit

Router (config-if) # interface serial 2/0

Router (config-if)# no frame-relay interface-dlci 80
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Router (config-if) # interface serial 2/0.1
Router (config-subif) # frame-relay interface-dlci 80

Related Commands | Command Description

frame-relay class Associates a map class with an interface or subinterface.

show frame-relay pvc |Displays statistics about PVCs for Frame Relay interfaces.

show interface Displays P1024B/C information.

vofr Configures subchannels and enables Voice over Frame Relay for a specific DLCI.
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frame-relay interface-dlci switched

To indicate that a Frame Relay data-link connection identifier (DLCI) is switched, use the frame-relay
interface-dlci switchedcommand in interface configuration mode. To remove this assignment, use the no
form of this command.

frame-relay interface-dici dici switched
no frame-relay interface-dici dici switched

Syntax Description | dici | DLCI number to be used on the specified interface or subinterface.

Command Default No DLCI is assigned. The default PVC type is terminated.

Command Modes
Interface configuration

Command History Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines Use the frame-relay interface-dlci switchedcommand to allow a map class to be associated with a switched
permanent virtual circuit (PVC).

You cannot change an existing PVC from terminated to switched or vice versa. You must delete the PVC and
recreate it in order to change the type.

Use the frame-relay interface-dlci switchedcommand to create switched PVCs for configuring Frame
Relay-ATM network interworking (FRF.5) and Frame Relay-ATM service interworking (FRE.S8).

By issuing the frame-relay inter face-dlci switchedinterface configuration command, you enter Frame Relay
DLCI interface configuration mode (see the example below).

Examples In the following example, DLCI 16 on serial interface 0 is identified as a switched PVC and is

associated with a map class called “shape256K.”

Router (config) # interface serial0

Router (config-if) # encapsulation frame-relay

Router (config-if) # frame-relay interface-dlci 16 switched
Router (config-fr-dlci) # class shape256K

Related Commands | Command Description

connect (Frame Relay) | Defines connections between Frame Relay PVCs.
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Command Description

frame-relay class Associates a map class with an interface or subinterface.

frame-relay switching |Enables PVC switching on a Frame Relay DCE or NN

show frame-relay pvc | Displays statistics about PVCs for Frame Relay interfaces.
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frame-relay intf-type

To configure a Frame Relay switch type, use the frame-relay intf-typecommand in interface configuration
mode. To disable the switch, use the no form of this command.

frame-relay intf-type [{dce|dte|nni}]
no frame-relay intf-type [{dce|dte|nni}]

Syntax Description | dce |(Optional) Router or access server functions as a switch connected to a router.

dte |(Optional) Router or access server is connected to a Frame Relay network.

nni | (Optional) Router or access server functions as a switch connected to a switch--supports
Network-to-Network Interface (NNI) connections.

Command Default The router or access server is connected to a Frame Relay network.

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

Usage Guidelines This command can be used only if Frame Relay switching has previously been enabled globally by means of
the frame-relay switching command.

Examples The following example configures a DTE switch type:

frame-relay switching
|

interface serial 2
frame-relay intf-type dte
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frame-relay inverse-arp

To reenable Inverse Address Resolution Protocol (Inverse ARP) on a specified interface, subinterface, data-link
connection identifier (DLCI), or Frame Relay permanent virtual circuit (PVC) bundle if Inverse ARP was
previously disabled, use the frame-relay inver se-arp command in interface configuration mode. To disable
Inverse ARP, use the no form of this command.

frame-relay inverse-arp [protocol] [{dlci|vc-bundle vc-bundle-name}]
no frame-relay inverse-arp [protocol] [{dlci | vc-bundle vc-bundle-name} ]

Syntax Description

Command Default

Command Modes

protocol (Optional) One of the following values: appletalk, decnet, ip, and ipx.

dici (Optional) One of the DLCI numbers used on the interface. Acceptable values
are integers from 16 through 1007, inclusive.

vc-bundle vc-bundle-name | (Optional) A specific Frame Relay PVC bundle configured on the interface.

Inverse ARP is enabled.

Interface configuration

Command History

Release Modification

10.0 This command was introduced.

12.2(13)T | The vc-bundle ve-bundle-name keyword and argument pair was added.

The apollo, vines, and xnskeywords were removed because Apollo Domain, Banyan VINES,
and Xerox Network Systems are no longer available in the Cisco 10S software.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

To enable Inverse ARP for all protocols that were enabled before the prior no frame-relay

inver se-ar pcommand was issued, use the frame-relay inver se-ar p command without arguments. To disable
Inverse ARP for all protocols supported on an interface, use the no frame-relay inver se-ar p command without
arguments.

To enable or disable Inverse ARP for a specific protocol and DLCI pair, use both the protocol and dlci
arguments. To enable or disable Inverse ARP for a specific protocol and Frame Relay PVC bundle (consisting
of up to eight DLCIs), use both the protocol and vc-bundle ve-bundle-name elements.

To enable or disable Inverse ARP for all protocols on a DLCI or Frame Relay PVC bundle, use either the dici
argument by itself or the vc-bundle ve-bundle-namekeyword and argument pair by itself. To enable or disable
Inverse ARP for a specific protocol for all DLCIs on the specified interface or subinterface, use only the
protocol argument.
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Examples

frame-relay inverse-arp .

When a Frame Relay PVC bundle is specified, only one member of the PVC bundle will handle Inverse ARP
packets. By default, the bundle member PVC that handles precedence or EXP level 6 or DSCP level 63 handles
Inverse ARP packets. Use the inarp command to configure a different PVC bundle member to handle Inverse

ARP packets.

This implementation of Inverse ARP is based on RFC 1293. It allows a router or access server running Frame
Relay to discover the protocol address at the other side of a virtual circuit.

The show frame-relay map command displays the word “dynamic” to flag virtual circuits that are created
dynamically by Inverse ARP.

The following example sets Inverse ARP on DLCI 100 on an interface running IPX:

interface serial 0

frame-relay inverse-arp ipx 100

Related Commands

Command

Description

clear frame-relay-inarp

Clears dynamically created Frame Relay maps, which are created by the use of
Inverse ARP.

inarp

Specifies the PVC bundle member used to handle the Inverse ARP packets.

show frame-relay map

Displays the current map entries and information about the connections.
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. frame-relay ip tcp compression-connections

frame-relay ip tcp compression-connections

To specify the maximum number of TCP header compression connections that can exist on a Frame Relay
interface, use the frame-relayiptcpcompression-connectionscommand in interface configuration mode. To
restore the default, use the no form of this command.

frame-relay ip tcp compression-connections number
no frame-relay ip tcp compression-connections

Syntax Description

Command Default

Command Modes

number | Maximum number of TCP header compression connections. The range is from 3 to 256.

256 header compression connections

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Before you can configure the maximum number of connections, TCP header compression must be configured
on the interface using the frame-relayiptcpheader-compression command.

The number of TCP header compression connections must be set to the same value at each end of the
connection.

The following example shows the configuration of a maximum of 150 TCP header compression
connections on serial interface 0:

interface serial 0

encapsulation frame-relay

frame-relay ip tcp header-compression
frame-relay ip tcp compression-connections 150

Related Commands

Command Description

frame-relay ip tcp header-compression | Enables TCP header compression for all Frame Relay maps on
a physical interface.

frame-relay map ip compress Enables both RTP and TCP header compression on a link.
frame-relay map ip tcp Assigns header compression characteristics to an IP map that
header-compression differ from the compression characteristics of the interface with

which the IP map is associated.
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frame-relay ip tcp compression-connections .

Command Description
show frame-relay ip tcp Displays statistics and TCP/IP header compression information
header-compression for the interface.
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frame-relay ip tcp header-compression

To configure an interface to ensure that the associated permanent virtual circuit (PVC) will always carry
outgoing TCP/IP headers in compressed form, use the frame-relayiptcpheader-compressioncommand in
interface configuration mode. To disable compression of TCP/IP packet headers on the interface, use the no
form of this command.

frame-relay ip tcp header-compression [passive]
no frame-relay ip tcp header-compression

Syntax Description passive |(Optional) Compresses the outgoing TCP/IP packet header only if an incoming packet had a
compressed header.

Command Default Active TCP/IP header compression; all outgoing TCP/IP packets are subjected to header compression.

Command Modes
Interface configuration (config-if)

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command applies to interfaces that support Frame Relay encapsulation, specifically serial ports and
High-Speed Serial Interface (HSSI).

Frame Relay must be configured on the interface before this command can be used.

TCP/IP header compression and Internet Engineering Task Force (IETF) encapsulation are mutually exclusive.
If an interface is changed to IETF encapsulation, all encapsulation and compression characteristics are lost.

When you use this command to enable TCP/IP header compression, every IP map inherits the compression
characteristics of the interface, unless header compression is explicitly rejected or modified by use of the
frame-relaymapiptcpheader compressioncommand.

We recommend that you shut down the interface prior to changing encapsulation types. Although this is not
required, shutting down the interface ensures the interface is reset for the new type.

Examples The following example configures serial interface 1 to use the default encapsulation (cisco) and

passive TCP header compression:

interface serial 1
encapsulation frame-relay
frame-relay ip tcp header-compression passive
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frame-relay ip tcp header-compression .

Related Commands

Command

Description

frame-relay map ip tcp
header-compression

Assigns header compression characteristics to an IP map different
from the compression characteristics of the interface with which
the IP map is associated.
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frame-relay lapf frmr

To resume the default setting of sending the Frame Reject (FRMR) frame at the Link Access Procedure for
Frame Relay (LAPF) Frame Reject procedure after having set the option of not sending the frame, use the
frame-relay lapf frmr command in interface configuration mode. To set the option of not sending the Frame
Reject (FRMR) frame at the LAPF Frame Reject procedure, use the noform of this command.

frame-relay lapf frmr
no frame-relay lapf frmr

Syntax Description ~ This command has no arguments or keywords.

Command Default Send FRMR during the Frame Reject procedure.

Command Modes
Interface configuration

Command History Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines If the Frame Relay switch does not support FRMR, use the no form of this command to suppress the
transmission of FRMR frames.

Examples The following example suppresses the transmission of FRMR frames:

no frame-relay lapf frmr
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frame-relay lapf k .

frame-relay lapf k

To set the Link Access Procedure for Frame Relay (LAPF) window size k, use the frame-relay lapf kcommand
in interface configuration mode. To reset the maximum window size K to the default value, use the no form
of this command.

frame-relay lapf k number
no frame-relay lapf k [number]

Syntax Description

Command Default

Command Modes

number | Maximum number of Information frames that either are outstanding for transmission or are
transmitted but unacknowledged, in the range from 1 to 127.

7 frames

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command is used to tune Layer 2 system parameters to work well with the Frame Relay switch. Normally,
you do not need to change the default setting.

Manipulation of Layer 2 parameters is not recommended if you do not know well the resulting functional
change. For more information, refer to the ITU-T Q.922 specification for LAPF.

The following example resets the LAPF window size K to the default value:

no frame-relay lapf k

Related Commands

Command Description

frame-relay lapf t203 | Sets the LAPF link idle timer value T203 of DLCI 0.
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frame-relay lapf n200

To set the Link Access Procedure for Frame Relay (LAPF) maximum retransmission count N200, use the
frame-relay lapf n200 command in interface configuration mode. To reset the maximum retransmission
count to the default of 3, use the no form of this command.

frame-relay lapf n200 retries
no frame-relay lapf n200 [retries]

Syntax Description retries | Maximum number of retransmissions of a frame.

Command Default 3 retransmissions

Command Modes
Interface configuration

Command History Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command is used to tune Layer 2 system parameters to work well with the Frame Relay switch. Normally,
you do not need to change the default setting.

Manipulation of Layer 2 parameters is not recommended if you do not know well the resulting functional
change. For more information, refer to the ITU-T Q.922 specification for LAPF.

Examples The following example resets the N200 maximum retransmission count to the default value:

no frame-relay lapf n200
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* frame-relay lapf n201, on page 255

* frame-relay lapf t200, on page 256

* frame-relay lapf t203, on page 257

* frame-relay lmi-n391dte, on page 258

* frame-relay lmi-n392dce, on page 259

* frame-relay Imi-n392dte, on page 260

* frame-relay Imi-n393dce, on page 261

* frame-relay lmi-n393dte, on page 262

* frame-relay lmi-t392dce, on page 263

* frame-relay Imi-type, on page 264

* frame-relay local-dlci, on page 265

* frame-relay map, on page 266

* frame-relay map bridge, on page 271

* frame-relay map clns, on page 273

* frame-relay map ip tcp header-compression, on page 274
* frame-relay mincir, on page 276

* frame-relay multicast-dlci, on page 278

* frame-relay multilink ack, on page 279

* frame-relay multilink bandwidth-class, on page 281
* frame-relay multilink bid, on page 283

* frame-relay multilink hello, on page 285

* frame-relay multilink lid, on page 287

+ frame-relay multilink output-threshold, on page 289
* frame-relay multilink retry, on page 291

* frame-relay payload-compression, on page 293
* frame-relay policing, on page 296

* frame-relay priority-dlci-group, on page 297

* frame-relay priority-group, on page 299

* frame-relay pvc, on page 301

« frame-relay qos-autosense, on page 303

+ frame-relay route, on page 305

* frame-relay svc, on page 307

* frame-relay switching, on page 309
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« frame-relay tc, on page 310

* frame-relay traffic-rate, on page 312

» frame-relay traffic-shaping, on page 314

* frame-relay traps-maximum dlci-status-change, on page 316
* frame-relay ve-bundle, on page 318

* fr-atm connect dlci, on page 319
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frame-relay lapf n201 .

frame-relay lapf n201

To set the Link Access Procedure for Frame Relay (LAPF) N201 value (the maximum length of the Information
field of the LAPF I frame), use the frame-relay lapf n201 command in interface configuration mode. To
reset the maximum length of the Information field to the default of 260 bytes (octets), use the no form of this
command.

frame-relay lapf n201 bytes
no frame-relay lapf n201 [bytes]

Syntax Description

Command Default

Command Modes

bytes | Maximum number of bytes in the Information field of the LAPF I frame. Range is from 1 to 16384.
Default is 260.

260 bytes

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command is used to tune Layer 2 system parameters to work well with the Frame Relay switch. Normally,
you do not need to change the default setting.

Manipulation of Layer 2 parameters is not recommended if you do not know well the resulting functional
change. For more information, refer to the ITU-T Q.922 specification for LAPF.

The following example resets the N201 maximum information field length to the default value:

no frame-relay lapf n201
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frame-relay lapf t200

To set the Link Access Procedure for Frame Relay (LAPF) retransmission timer value T200, use the
frame-relay lapf t200 command in interface configuration mode. To reset the T200 timer to the default value
of 15, use the no form of this command.

frame-relay lapf t200 tenths-of-a-second
no frame-relay lapf t200

Syntax Description tenths-of-a-second | Time, in tenths of a second. Range is from 1 to 100. Default is 15.

Command Default 15 tenths of a second (1.5 seconds)

Command Modes
Interface configuration

Command History Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The retransmission timer value T200 should be less than the link idle timer value T203 (using the same time
unit).

This command is used to tune Layer 2 system parameters to work well with the Frame Relay switch. Normally,
you do not need to change the default setting.

Manipulation of Layer 2 parameters is not recommended if you do not know well the resulting functional
change. For more information, refer to the ITU-T Q.922 specification for LAPF.

Examples The following example resets the T200 timer to the default value:
no frame-relay lapf t200
Related Commands | Command Description

frame-relay lapf t203 | Sets the LAPF link idle timer value T203 of DLCI 0.
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frame-relay lapf t203 .

frame-relay lapf t203

To set the Link Access Procedure for Frame Relay (LAPF) link idle timer value T203 of data-link connection
identifier (DLCI) 0, use the frame-relay lapf t203 command in interface configuration mode. To reset the
link idle timer to the default value, use the no form of this command.

frame-relay lapf t203 seconds
no frame-relay lapf t203

Syntax Description | seconds | Maximum time allowed with no frames exchanged. Range is from 1 to 65535 seconds. Default
is 30.

Command Default 30 seconds

Command Modes
Interface configuration

Command History Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The frame-relay lapf t203 command applies to the link; that is, it applies to DLCI 0. Circuits other than
DLCI 0 are not affected.

The link idle timer value T203 should be greater than the retransmission timer value T200 (using the same
time unit).

This command is used to tune Layer 2 system parameters to work well with the Frame Relay switch. Normally,
you do not need to change the default setting.

Manipulation of Layer 2 parameters is not recommended if you do not know well the resulting functional
change. For more information, refer to the ITU-T Q.922 specification for LAPF.

Examples The following example resets the T203 idle link timer to the default value:

no frame-relay lapf t203
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. frame-relay Imi-n391dte

frame-relay Imi-n391dte

To set a full status polling interval, use the frame-relay Imi-n391dtecommand in interface configuration
mode. To restore the default interval value, assuming that a Local Management Interface (LMI) has been
configured, use the no form of this command.

frame-relay Imi-n391dte keep-exchanges
no frame-relay Imi-n391dte keep-exchanges

Syntax Description

Command Default

Command Modes

keep-exchanges | Number of keep exchanges to be done before requesting a full status message. Acceptable
value is a positive integer in the range from 1 to 255.

6 keep exchanges

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Use this command when the interface is configured as data terminal equipment (DTE) or a Network-to-Network
Interface (NNI) as a means of setting the full status message polling interval.

In the following example, one out of every four status inquiries generated will request a full status
response from the switch. The other three status inquiries will request keepalive exchanges only.

interface serial O
frame-relay intf-type DTE
frame-relay 1lmi-n391dte 4
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frame-relay Imi-n392dce .

frame-relay Imi-n392dce

To set the DCE and the Network-to-Network Interface (NNI) error threshold, use the frame-relay Imi-n392dce
command in interface configuration mode. To remove the current setting, use the no form of this command.

frame-relay Imi-n392dce threshold
no frame-relay Imi-n392dce threshold

Syntax Description

Command Default

Command Modes

threshold | Error threshold value. Acceptable value is a positive integer in the range from 1 to 10.

2 errors

Interface configuration

Command History

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

Examples

In Cisco’s implementation, N392 errors must occur within the number defined by the N393 event count in
order for the link to be declared down. Therefore, the threshold value for this command must be less than the
count value defined in the frame-relay Imi-n393dce command.

The following example sets the LMI failure threshold to 3. The router acts as a Frame Relay DCE
or NNI switch.

interface serial 0
frame-relay intf-type DCE
frame-relay 1mi-n392dce 3

Related Commands

Command Description

frame-relay Imi-n393dce | Sets the DCE and NNI monitored events count.
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frame-relay Imi-n392dte

To set the error threshold on a DTE or network-to-network interface ( NNI) interface, use the frame-relay
Imi-n392dte command in interface configuration mode. To remove the current setting, use the no form of
this command.

frame-relay Imi-n392dte threshold
no frame-relay Imi-n392dte threshold

Syntax Description | threshold | Error threshold value. Acceptable value is a positive integer in the range from 1 to 10.

Command Default 3 errors

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Examples The following example sets the Local Management Interface (LMI) failure threshold to 3. The router

acts as a Frame Relay DTE or NNI switch.

interface serial O
frame-relay intf-type DTE
frame-relay 1lmi-n392dte 3
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frame-relay Imi-n393dce

To set the DCE and Network-to-Network Interface ( NNI ) monitored events count, use the frame-relay
Imi-n393dce command in interface configuration mode. To remove the current setting, use the no form of
this command.

frame-relay Imi-n393dce events
no frame-relay Imi-n393dce events

Syntax Description events | Value of monitored events count. Acceptable value is a positive integer in the range from 1 to 10.

Command Default 2 events

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command and the frame-relay Imi-n392dce command define the condition that causes the link to be
declared down. In Cisco’s implementation, N392 errors must occur within the events argument count in order
for the link to be declared down. Therefore, the events value defined in this command must be greater than
the threshold value defined in the frame-relay Imi-n392dce command.

Examples The following example sets the Local Management Interface (LMI) monitored events count to 3.

The router acts as a Frame Relay DCE or NNI switch.

interface serial 0
frame-relay intf-type DCE
frame-relay 1mi-n393dce 3

Related Commands | Command Description

frame-relay Imi-n392dce | Sets the DCE and the NNI error threshold.
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frame-relay Imi-n393dte

To set the monitored event count on a DTE or Network-to-Network Interface ( NNI) interface, use the
frame-relay Imi-n393dtecommand in interface configuration mode. To remove the current setting, use the
noform of this command.

frame-relay Imi-n393dte events
no frame-relay Imi-n393dte events

Syntax Description | events | Value of monitored events count. Acceptable value is a positive integer in the range from 1 to 10.

Command Default 4 events

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Examples The following example sets the Local Management Interface (LMI) monitored events count to 3.

The router acts as a Frame Relay DTE or NNI switch.

interface serial O
frame-relay intf-type DTE
frame-relay 1lmi-n393dte 3
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frame-relay Imi-t392dce

To set the polling verification timer on a DCE or Network-to-Network Interface ( NNI) interface, use the
frame-relay Imi-t392dce command in interface configuration mode. To remove the current setting, use the
no form of this command.

frame-relay Imi-t392dce seconds
no frame-relay Imi-t392dce seconds

Syntax Description | seconds | Polling verification timer value from 5 to 30 seconds.

Command Default 15 seconds

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The value for the timer must be greater than the DTE or NNI keepalive timer.

Examples The following example indicates a polling verification timer on a DCE or NNI interface set to 20

seconds:

interface serial 3
frame-relay intf-type DCE
frame-relay 1mi-t392dce 20

Related Commands | Command Description

keepalive (LM1) |Enables the LMI mechanism for serial lines using Frame Relay encapsulation.
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frame-relay Imi-type

To select the Local Management Interface (LMI) type, use the frame-relay Imi-typecommand in interface
configuration mode. To return to the default LMI type, use the no form of this command.

frame-relay Imi-type {ansi | cisco|q933a}
no frame-relay Imi-type {ans | q933a}

Syntax Description

Command Default

Command Modes

ans Annex D defined by American National Standards Institute (ANSI) standard T1.617.

cisco | LMI type defined jointly by Cisco and three other companies.

q933a [ITU-T Q.933 Annex A.

LMI autosense is active and determines the LMI type by communicating with the switch.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Cisco’s implementation of Frame Relay supports three LMI types: Cisco, ANSI Annex D, and ITU-T Q.933
Annex A.

The LMI type is set on a per-interface basis and is shown in the output of the show inter faces EXEC command.

If you want to deactivate LMI autosense, use this command and the keepalive command to configure the
LMI. For more information about LMI autosense and configuring the LMI, refer to the chapter “Configuring
Frame Relay" in the Cisco |OSWde-Area Networking Configuration Guide .

The following is an example of the commands you might enter to configure an interface for the ANSI
Annex D LMI type:

interface Seriall
encapsulation frame-relay
frame-relay lmi-type ansi
keepalive 15
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frame-relay local-dlci .

frame-relay local-dici

To set the source data-link connection identifier (DLCI) for use when the Local Management Interface (LMI)
is not supported, use the frame-relay local-dIci command in interface configuration mode. To remove the
DLCI number, use the noform of this command.

frame-relay local-dlci number
no frame-relay local-dlci

Syntax Description

Command Default

Command Modes

number | Local (source) DLCI number to be used.

No source DLCI is set.

Interface configuration

Command History

Usage Guidelines

\}

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

If LMI is supported and the multicast information element is present, the network server sets its local DLCI
based on information provided via the LMI.

Note

Examples

The frame-relay local-dlci command is provided mainly to allow testing of the Frame Relay encapsulation
in a setting where two servers are connected back-to-back. This command is not required in a live Frame
Relay network.

The following example specifies 100 as the local DLCI:

interface serial 4
frame-relay local-dlci 100
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frame-relay map

To define the mapping between a destination protocol address and the data-link connection identifier (DLCI)
or Frame Relay permanent virtual circuit (PVC) bundle that connects to the destination address, use the
frame-relay map command in interface configuration mode. To delete the map entry, use the N0 form of this

command.

frame-relay lapf n201 through fr-atm connect dici |

frame-relay map protocol protocol-address {dlci | vc-bundle vc-bundle-name} [broadcast] [{ietf |
cisco}] [payload-compression {packet-by-packet | frf9 stac [one-way-negotiation] [ratio level]
[skip-zero-sync] [{softwarehardware-options}] | data-stream stac [one-way-negotiation] [ratio level]
[{softwar ehardware-options} ]} ]

no frame-relay map

protocol protocol-address

Syntax Description

protocol

One of the following values: appletalk, decnet, disw, ip, ipx, lc2, and rsrb.

protocol-address

Destination protocol address.

dici DLCI number used to connect to the specified protocol address on the interface.
Acceptable numbers are integers from 16 through 1007, inclusive.
vc-bundle A specific Frame Relay PVC bundle configured on the interface.

ve-bundle-name

broadcast

(Optional) Forwards broadcasts to this address when multicast is not enabled (see

the frame-relay multicast-dici command for more information about multicasts).
This keyword also simplifies the configuration of Open Shortest Path First (OSPF)
(see the “Usage Guidelines” section for more detail).

ietf

(Optional) Internet Engineering Task Force (IETF) form of Frame Relay
encapsulation, based on RFC 1490 and RFC 2427. Used when the router or access
server is connected to another vendor’s equipment across a Frame Relay network.

cisco

(Optional) Cisco-proprietary encapsulation method consisting of a four-byte header,
with two bytes to identify the DLCI and two bytes to identify the packet type.

payload-compression

(Optional) Enables payload compression.

packet-by-packet

(Optional) Packet-by-packet payload compression using the Stacker method.

frfo stac

(Optional) Enables FRF.9 compression using the Stacker method.

« If the router contains a CSAZ, compression is performed in the CSA hardware
(‘hardware compression).

* If the CSA is not available, compression is performed in the software installed
on the VIP28 ( distributed compression).

« If the VIP2 is not available, compression is performed in the main processor
of the router ( software compression).
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Command Default

Command Modes

frame-relay map .

one-way-negotiation

(Optional) Enables one-way negotiation. Use this keyword if your router will be
negotiating compression with another device that is running Cisco IOS Release
12.1(9) or earlier releases. Later Cisco IOS releases use a two-way handshake by
default to negotiate compression.

ratio level

(Optional) Sets throughput versus compression ratio. This option is available only
with hardware compression. Possible values for the level argument are as follows:

high --high compression versus low throughput
medium --medium compression versus medium throughput

low --low compression versus high throughput (default)

software

(Optional) Specifies that compression is implemented in the Cisco IOS software
installed in the main processor of the router.

hardware-options

(Optional) Choose one of the following hardware options:
caim element-number --Enables the CAIM? to perform compression.

distributed --Specifies that compression is implemented in the software that is
installed in a VIP2. If the VIP2 is not available, compression is performed in the
main processor of the router (software compression). This option applies only to
the Cisco 7500 series routers. This option is not supported with data-stream
compression.

csa csa_number -- Specifies the CSA to use for a particular interface. This option
applies only to Cisco 7200 series routers.

skip-zero-sync

(Optional) Causes compression frames to be numbered starting from 1 rather than
0. Use this keyword if your router will be interoperating with a device conforming
to IBM partner conventions.

data-stream stac

(Optional) Enables data-stream compression using the Stacker method.

« If the router contains a CSA, compression is performed in the CSA hardware
( hardware compression).

* If the CSA is not available, compression is performed in the main processor of
the router (software compression).

7 CSA= compression service adapter
8 vip2 = second-generation Versatile Interface Processor
’ CAIM = compression Advanced Interface Module

No mapping is defined.

Interface configuration

Command History

Release Modification

10.0 This command was introduced.
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Release Modification

11.3 The payload-compress frf9 stac keyword was added.

12.1(5)T The payload-compress data-stream stac keyword was added.

12.2(4)T The skip-zero-sync keyword was added.

12.2(13)T The vec-bundle ve-bundle-name keyword and argument pair was added.

The apollo, vines, and xnsarguments were removed because Apollo Domain, Banyan VINES,
and Xerox Network Systems are no longer available in the Cisco 10S software.

The one-way-negotiation keyword was added.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

Many DLCIs can be known by a router or access server and can send data to many different places, but they
are all multiplexed over one physical link. The Frame Relay map defines the logical connection between a
specific protocol and address pair and the correct DLCI or PVC bundle.

The optional ietf and cisco keywords allow flexibility in the configuration. If no keywords are specified, the
map inherits the attributes set with the encapsulation frame-relay command. You can also use the
encapsulation options to specify, for example, that all interfaces use IETF encapsulation except one, which
needs the original Cisco encapsulation method and can be configured through use of the cisco keyword with
the frame-relay map command.

Data-stream compression is supported on interfaces and virtual circuits (VCs) using Cisco proprietary
encapsulation. When the data-stream stac keyword is specified, Cisco encapsulation is automatically enabled.
FRF.9 compression is supported on IETF-encapsulated VCs and interfaces. When the frf9 stackeyword is
specified, IETF encapsulation is automatically enabled.

Packet-by-packet compression is Cisco-proprietary and will not interoperate with routers of other manufacturers.

You can disable payload compression by entering the no frame-relay map payload command and then
entering the frame-relay map command again with one of the other encapsulation keywords (ietf or cisco).

Use the frame-relay mapcommand to enable or disable payload compression on multipoint interfaces. Use
the frame-relay payload-compressioncommand to enable or disable payload compression on point-to-point
interfaces.

We recommend that you shut down the interface before changing encapsulation types. Although shutting
down the interface is not required, it ensures that the interface is reset for the new encapsulation.

The broadcast keyword provides two functions: it forwards broadcasts when multicasting is not enabled, and
it simplifies the configuration of OSPF for nonbroadcast networks that will use Frame Relay.

The broadcast keyword may also be required for some routing protocols--for example, AppleTalk--that
depend on regular routing table updates, especially when the router at the remote end is waiting for a routing
update packet to arrive before adding the route.
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frame-relay map .

By requiring selection of a designated router, OSPF treats a nonbroadcast, multiaccess network such as Frame
Relay in much the same way as it treats a broadcast network. When the frame-relay map command (with
the broadcast keyword) and the ip ospf networkcommand (with the broadcast keyword) are configured,
there is no need to configure any neighbors manually. OSPF will run automatically over the Frame Relay
network as a broadcast network. (See the ip ospf network interface command for more detail.)

Note

The OSPF broadcast mechanism assumes that IP class D addresses are never used for regular traffic over
Frame Relay.

IP Address to DLCI Mapping: Example
The following example maps the destination IP address 172.16.123.1 to DLCI 100:

interface serial 0
frame-relay map ip 172.16.123.1 100 broadcast

OSPF will use DLCI 100 to broadcast updates.

IP Address to Frame Relay PVC Bundle Mapping: Example

The following example maps the destination IP address 172.16.123.1 to the Frame Relay PVC bundle
named “MAIN-1":

interface serial O
frame-relay map ip 172.16.123.1 vc-bundle MAIN-1 broadcast

FRF.9 Compression: Example

The following example shows FRF.9 compression configuration using the frame-relay mapcommand:

interface serial2/0/1

ip address 172.16.1.4 255.255.255.0

no ip route-cache

encapsulation frame-relay ietf

no keepalive

shutdown

frame-relay map ip 172.16.1.1 105 ietf payload-compression frf9 stac

Data-Stream Compression: Example
The following example shows data-stream compression configuration using the frame-relay map

command:

interface serial0/0
frame-relay map ip 10.0.0.1 100 payload-compression data-stream stac

Related Commands

Command Description

encapsulation frame-relay Enables Frame Relay encapsulation on an interface.
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Command Description

frame-relay payload-compression |Enables Stacker payload compression on a specified point-to-point
interface or subinterface.

frame-relay vc-bundle Creates a Frame Relay PVC bundle and enters Frame Relay
VC-bundle configuration mode.

ip ospf network Configures the OSPF network type to a type other than the default
for a given medium.

. Cisco 10S Wide-Area Networking Command Reference



| frame-relay lapf n201 through fr-atm connect dlci
frame-relay map bridge .

frame-relay map bridge

To specify that broadcasts are to be forwarded during bridging, use the fra me-relay map bridgecommand
in interface configuration mode. To delete the map entry, use the no form of this command.

frame-relay

map bridge dlci [broadcast] [ietf]

no frame-relay map bridge dici

Syntax Description dici DLCI number to be used for bridging on the specified interface or subinterface.
broadcast |(Optional) Broadcasts are forwarded when multicast is not enabled.
ietf (Optional) IETF form of Frame Relay encapsulation. Use when the router or access server is
connected to another vendor's equipment across a Frame Relay network.

Command Default

Command Modes

No broadcasts are forwarded.

Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.4(13) This command was modified to remove support for bridging for Frame Relay permanent
virtual circuit (PVC) bundles.

12.0(32)SY3 | This command was modified to remove support for bridging for Frame Relay PVC bundles.

12.4(15)T | This command was modified to remove support for bridging for Frame Relay PVC bundles.

12.2(14)S11b | This command was modified to remove support for bridging for Frame Relay PVC bundles.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S This command was modified to remove support for bridging for Frame Relay PVC bundles.

12.2(33)SRC | This command was modified to remove support for bridging for Frame Relay PVC bundles.

12.2(44)SQ | This command was modified to remove support for bridging for Frame Relay PVC bundles.

Examples

The following example uses DLCI 144 for bridging:

interface serial 0
frame-relay map bridge 144 broadcast

The following example sets up separate point-to-point links over a subinterface and runs transparent

bridging over

it:
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interface serial O

bridge-group 1

encapsulation frame-relay
interface serial 0.1

bridge-group 1

frame-relay map bridge 42 broadcast
interface serial 0.2

bridge-group 1

frame-relay map bridge 64 broadcast
interface serial 0.3

bridge-group 1

frame-relay map bridge 73 broadcast

DLCI 42 is used as the link; refer to the section “Frame Relay Configuration Examples™ in the Cisco
|OSWde-Area Networking Configuration Guide for more examples of subinterfaces.
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frame-relay map clns

To forward broadcasts when Connectionless Network Service (CLNS) is used for routing, use the frame-relay
map clnscommand in interface configuration mode. To delete the map entry, use the no form of this command.

frame-relay map clns dici [broadcast]
no frame-relay map clns dici

Syntax Description | dlci DLCI number to which CLNS broadcasts are forwarded on the specified interface.

broadcast |(Optional) Broadcasts are forwarded when multicast is not enabled.

Command Default No broadcasts are forwarded.

Command Modes
Interface configuration

Command History Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Examples The following example uses DLCI 125 for CLNS routing:

interface serial O
frame-relay map clns 125 broadcast

Cisco 10S Wide-Area Networking Command Reference .



frame-relay lapf n201 through fr-atm connect dici |

. frame-relay map ip tcp header-compression

frame-relay map ip tcp header-compression

To assign to an [P map header compression characteristics that differ from the compression characteristics of
the interface with which the IP map is associated, use the frame-relay map ip tcp header-compression
command in interface configuration mode.

frame-relay map ip ip-address dici [broadcast] tcp header-compression [{active| passive}]
[connections number]

Syntax Description

Command Default

Command Modes

ip-address IP address of the destination or next hop.

dici Data-link connection identifier (DLCI) number.

broadcast (Optional) Forwards broadcasts to the specified IP address.

active (Optional) Compresses the header of every outgoing TCP/IP packet.

passive (Optional) Compresses the header of an outgoing TCP/IP packet only if an incoming
TCP/IP packet had a compressed header.

connections number | (Optional) Specifies the maximum number of TCP header compression connections.
The range is from 3 to 256. Default is 256.

Maximum number of TCP header compression connections: 256

Interface configuration

Command History

Usage Guidelines

Release Modification
10.0 This command was introduced.
12.12)T This command was modified to enable the configuration of the maximum number of header

compression connections.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

If you do not specify the number of TCP header compression connections, the map will inherit the current
value from the interface.

IP maps inherit the compression characteristics of the associated interface unless this command is used to
provide different characteristics. This command can also reconfigure an IP map that existed before TCP header
compression was configured on the associated interface.

When IP maps at both ends of a connection inherit passive compression, the connection will never transfer
compressed traffic because neither side will generate a packet that has a compressed header.
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If you change the encapsulation characteristics of the interface to Internet Engineering Task Force (IETF)
encapsulation, you lose the TCP header compression configuration of the associated IP map.

The frame-relay map ip ip-addressdici tcp header-compression active command can also be entered as
frame-relay map ip ip-addressdici activetcp header-compression.

We recommend that you shut down the interface before changing encapsulation types. Although shutting
down the interface is not required, it ensures that the interface is reset for the new encapsulation.

Examples The following example illustrates a command sequence for configuring an IP map associated with
serial interface 1 to enable active TCP/IP header compression:

interface serial 1

encapsulation frame-relay

ip address 10.108.177.170 255.255.255.0

frame-relay map ip 10.108.177.180 190 tcp header-compression active

Related Commands Command Description
frame-relay ip tcp Specifies the maximum number of TCP header compression
compr ession-connections connections that can exist on a Frame Relay interface.

frame-relay ip tcp header-compression | Enables TCP header compression for all Frame Relay maps
on a physical interface.

frame-relay map ip compress Enables both RTP and TCP header compression on a link.
show frame-relay ip tcp Displays statistics and TCP/IP header compression information
header-compression for the interface.
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frame-relay mincir

To specify the minimum acceptable incoming or outgoing committed information rate (CIR) for a Frame
Relay virtual circuit, use the frame-relay mincir command in map-class configuration mode. To reset the
minimum acceptable CIR to the default, use the no form of this command.

frame-relay mincir {in|out} bps
no frame-relay mincir

Syntax Description

Command Default

Command Modes

in | Specifies an incoming CIR.

out | Specifies an outgoing CIR.

bps | Rate, in bits per second.

56000 bps

Map-class configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in

a specific 12.2SX release of this train depends on your feature set, platform, and
platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command is no longer valid for permanent
virtual circuits (PVCs).

15.0(1)S This command was modified. This command is no longer valid for PVCs.

15.13)T This command was modified. This command is no longer valid for PVCs.

Rate values greater than 2048 must be entered with trailing zeros. For example, 2048000 and 5120000.

The network uses the mincir value when allocating resources for the virtual circuit. If the mincir value cannot
be supported, the call is cleared.

The following example defines the peak and average traffic rate, the minimum CIR, and the idle
timer for the fast vcs map class and applies those values to DLCI 100, which is associated with that
map class:

interface serial 0
frame-relay interface-dlci 100
class fast_vc

map-class frame-relay fast vc
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frame-relay traffic-rate 56000 128000
frame-relay idle-timer 30
frame-relay mincir out 48000

Related Commands | Command Description

map-classframe-relay |Specifies a map class to define QoS values for virtual circuits.
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frame-relay multicast-dici

To define the data-link connection identifier (DLCI) to be used for multicasts, use the frame-relay
multicast-dici command in interface configuration mode. To remove the multicast group, use the no form of
this command.

frame-relay multicast-dici number
no frame-relay multicast-dici

Syntax Description

Command Default

Command Modes

number | Multicast DLCI.

No DLCI is defined.

Interface configuration

Command History

Usage Guidelines

\}

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Use this command when the multicast facility is not supported. Network transmissions (packets) sent to a
multicast DLCI are delivered to all network servers defined as members of the multicast group.

Note

Examples

The frame-relay multicast-dlci command is provided mainly to allow testing of the Frame Relay encapsulation
in a setting where two servers are connected back-to-back. This command is not required in a live Frame
Relay network.

The following example specifies 1022 as the multicast DLCI:

interface serial 0
frame-relay multicast-dlci 1022

. Cisco 10S Wide-Area Networking Command Reference



| frame-relay lapf n201 through fr-atm connect dlci
frame-relay multilink ack .

frame-relay multilink ack

To configure the number of seconds for which a bundle link will wait for a hello message acknowledgment
before resending the hello message, use the frame-relay multilink ack command in interface configuration
mode. To reset this parameter to the default setting, use the no form of this command.

frame-relay multilink ack seconds
no frame-relay multilink ack

Syntax Description seconds | Number of seconds for which a bundle link will wait for a hello message acknowledgment before
resending the hello message. Range: 1 to 10. Default: 4.

Command Default The default acknowledgement interval is 4 seconds.

Command Modes
Interface configuration

Command History Release Modification

12.0(17)S | This command was introduced.

12.2(8)T This command was integrated into Cisco I0S Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
10S Release 12.3(4)T.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

Usage Guidelines The frame-relay multilink ack command can be configured only on bundle link interfaces that have been
associated with a bundle using the encapsulation frame-relay mfrcommand.

Both ends of a bundle link send out hello messages at regular intervals. When a peer device receives a hello
message, it responds by sending an acknowledgment. This exchange of hello messages and acknowledgments
serves as a keepalive mechanism for the link. If the bundle link sends a hello message but does not receive
an acknowledgment, it will resend the hello message up to a configured maximum number of times. If the
bundle link exhausts the maximum number of retries, the bundle link line protocol is considered down
(nonoperational).
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The frame-relay multilink ack command setting on the local router is independent of the setting on the peer
device.

Examples The following example shows how to configure the bundle link to wait 6 seconds before resending
hello messages:

interface serial0
encapsulation frame-relay mfr0
frame-relay multilink ack 6

Related Commands | Command Description
encapsulation frame-relay mfr Creates a multilink Frame Relay bundle link and associates the
link with a bundle.

frame-relay multilink bandwidth-class | Specifies the bandwidth class used to trigger activation or
deactivation of the Frame Relay bundle.

frame-relay multilink hello Configures the interval at which a bundle link will send out hello
messages.
frame-relay multilink retry Configures the maximum number of times that a bundle link will

resend a hello message while waiting for an acknowledgment.
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frame-relay multilink bandwidth-class

To specify the criterion used to activate or deactivate a Frame Relay bundle, use the frame-relay multilink
bandwidth-classcommand in interface configuration mode. To reset the bandwidth class to the default, use
the no form of this command.

frame-relay multilink bandwidth-class [{a|b|c [threshold]}]
no framerelay multilink bandwidth-class

Syntax Description

a

(Optional) Bandwidth class A (single link) criterion will be used to activate or deactivate the
Frame Relay bundle. This is the default.

* Criterion for activation--One or more bundle links indicate (by issuing a BL ACTIVATE
message) that operational bandwidth is available. When this occurs, the bundle emulates a
physical link by issuing a PH ACTIVATE message to the data-link layer.

* Criterion for deactivation--All bundle links are down and issue a BL DEACTIVATE
message, which triggers a PH_DEACTIVATE message to be sent to the data-link layer,
indicating that the Frame Relay bundle cannot accept frames.

(Optional) Bandwidth class B (all links) criterion will be used to activate or deactivate the Frame
Relay bundle.

* Criterion for activation--All bundle links indicate (by issuing a BL_ACTIVATE message)
that operational bandwidth is available. When this occurs, the bundle emulates a physical
link by issuing a PH_ACTIVATE message to the data-link layer.

* Criterion for deactivation--Any bundle link is down and issues a BL DEACTIVATE
message, which triggers a PH_DEACTIVATE message to be sent to the data-link layer,
indicating that the Frame Relay bundle cannot accept frames.

(Optional) Bandwidth class C (threshold) criterion will be used to activate or deactivate the Frame
Relay bundle.

* Criterion for activation--The minimum number of links in the configured bundle issue a
BL ACTIVATE message. When this occurs, the bundle emulates a physical link by issuing
a PH_ACTIVATE message to the data-link layer.

* Criterion for deactivation--The number of bundle links issuing a BL_ACTIVATE message
falls below the configured threshold value. When this occurs, a PH_DEACTIVATE message
is sent to the data-link layer, which indicates that the Frame Relay bundle cannot accept
frames.

threshold

(Optional) Number of bundle links. The range is from 1 to 65535. If the threshold argument is
not specified, the default value is 1.

Command Default

Command Modes

Frame Relay bundles use bandwidth class A (single link).

Interface configuration
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Command History Release Modification

12.0(30)S | This command was introduced.

12.4(2)T This command was integrated into Cisco IOS Release 12.4(2)T.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines The frame-relay multilink bandwidth-classcommand can be configured only on a bundle’s main interface.
If no bandwidth class is specified by using the frame-relay multilink bandwidth-classcommand, the Frame
Relay bundle uses the class A (single link) criterion.

Examples The following example shows how to specify the class B (all links) bandwidth class to trigger

activation or deactivation of the Frame Relay bundle on MFR interface 0:

interface mfr0
frame-relay multilink bandwidth-class b

The following example shows how to specify the class C (threshold) bandwidth class to trigger
activation or deactivation of the Frame Relay bundle on MFR interface 0, where the minimum
threshold of links indicating BL_ ACTIVATE is 3:

interface mfr0
frame-relay multilink bandwidth-class c 3

Related Commands | Command Description

inter face mfr Configures a multilink Frame Relay bundle interface.

show frame-relay multilink | Displays configuration information and statistics about multilink Frame
Relay bundles and bundle links.
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frame-relay multilink bid

To assign a bundle identification (BID) name to a multilink Frame Relay bundle, use the frame-relay multilink
bid command in interface configuration mode. To reset the name to the default, use the no form of this
command.

frame-relay multilink bid name
no frame-relay multilink bid

Syntax Description name | Bundle identification (BID) name. The name can be up to 49 characters long. The default is “mfr”
followed by the number assigned to the bundle using the interface mfr command; for example,
“mfr0.”

Command Default The BID name is assigned automatically as “mft” followed by the number assigned to the bundle.

Command Modes
Interface configuration

Command History Release Modification

12.0(17)S | This command was introduced.

12.2(8)T This command was integrated into Cisco IOS Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
IOS Release 12.3(4)T.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

Usage Guidelines This command can be entered only on the multilink Frame Relay bundle interface.

)

Note  You can enter the frame-relay multilink bid command at any time without affecting the current state of the
interface; however, the BID will not go into effect until the interface has gone from the down state to the up
state. One way to bring the interface down and back up again is by using the shutdownand no
shutdowncommands in interface configuration mode.
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Only one BID is allowed per bundle. A later entry of the frame-relay multilink bid command supersedes
prior entries.

The local and peer BIDs do not have to be unique.

Examples The following example shows how to assign a BID of “bundle1” to the multilink Frame Relay bundle.
The previous BID for the bundle was “mfr0.”
interface mfr0
frame-relay multilink bid bundlel
Related Commands | Command Description

frame-relay multilink lid Assigns a LID name to a multilink Frame Relay bundle link.

inter face mfr Configures a multilink Frame Relay bundle interface.

show frame-relay multilink | Displays configuration information and statistics about multilink Frame
Relay bundles and bundle links.

shutdown (interface) Disables an interface.
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frame-relay multilink hello

To configure the interval at which a bundle link will send out hello messages, use the frame-relay multilink
hello command in interface configuration mode. To reset this value to the default setting, use the no form of
this command.

frame-relay multilink hello seconds
no frame-relay multilink hello

Syntax Description

Command Default

Command Modes

seconds | Interval, in seconds, at which a bundle link will send out hello messages. Range: 1 to 180. Default:
10.

The interval is set at 10 seconds.

Interface configuration

Command History

Usage Guidelines

Release Modification

12.0(17)S | This command was introduced.

12.2(8)T This command was integrated into Cisco I0S Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
10S Release 12.3(4)T.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

The frame-relay multilink hellocommand can be configured only on bundle link interfaces that have been
associated with a bundle using the encapsulation frame-relay mfr command.

Both ends of a bundle link send out hello messages at regular intervals. When a peer device receives a hello
message, it responds by sending an acknowledgment. This exchange of hello messages and acknowledgments
serves as a keepalive mechanism for the link. If the bundle link sends a hello message but does not receive
an acknowledgment, it will resend the hello message up to a configured maximum number of times. If the
bundle link exhausts the maximum number of retries, the bundle link line protocol is considered down
(nonoperational).

The setting of the hello message interval on the local router is independent of the setting on the peer device.
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Examples The following example shows how to configure a bundle link to send hello messages every 15
seconds:

interface serial0
encapsulation frame-relay mfr0
frame-relay multilink hello 15

Related Commands Command Description

encapsulation frame-relay mfr | Creates a multilink Frame Relay bundle link and associates the link with
a bundle.

frame-relay multilink ack Configures the number of seconds that a bundle link will wait for a hello
message acknowledgment before resending the hello message.

frame-relay multilink retry Configures the maximum number of times that a bundle link will resend
a hello message while waiting for an acknowledgment.
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frame-relay multilink lid

To assign a bundle link identification (LID) name to a multilink Frame Relay bundle link, use the frame-relay
multilink lid command in interface configuration mode. To reset the name to the default, use the no form of
this command.

frame-relay multilink lid name
no frame-relay multilink lid

Syntax Description

name | Bundle link identification (LID) name. The name can be up to 49 characters long. The default is the
name of the physical interface.

Command Default

Command Modes

The name of the physical interface is used as the LID.

Interface configuration

Command History

Release Modification

12.0(17)S | This command was introduced.

12.2(8)T This command was integrated into Cisco I0S Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
10S Release 12.3(4)T.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

Usage Guidelines

\}

The frame-relay multilink lidcommand can be configured only on bundle link interfaces that have been
associated with a bundle using the encapsulation frame-relay mfr command.

Note

You can enter the frame-relay multilink lid command at any time without affecting the current state of the
interface; however, the LID will not go into effect until the interface has gone from the down state to the up
state. One way to bring the interface down and back up again is by using the shutdown and no shutdown
commands in interface configuration mode.
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Examples

The LID will be used to identify the bundle link to peer devices and to enable the devices to identify which
bundle links are associated with which bundles. The LID can also be assigned when the bundle link is created
by using the encapsulation frame-relay mfr command with the name argument. If the LID is not assigned,
the default LID is the name of the physical interface.

The local and peer LIDs do not have to be unique.

The following example shows the LID named BL1 assigned to serial interface 0:

interface serial 0
encapsulation frame-relay mfr0
frame-relay multilink 1id BL1

Related Commands

Command Description

encapsulation frame-relay mfr | Creates a multilink Frame Relay bundle link and associates the link with

a bundle.
frame-relay multilink bid Assigns a BID name to a multilink Frame Relay bundle.
show frame-relay multilink Displays configuration information and statistics about multilink Frame

Relay bundles and bundle links.

shutdown (interface) Disables an interface.
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frame-relay multilink output-threshold

To configure the number of bytes that a bundle link will transmit before the load-balancing mechanism causes
transmission to roll over to the next available link, use the frame-relay multilink output-threshold command
in interface configuration mode. To reset this value to the default setting, use the no form of this command.

frame-relay multilink output-threshold bytes
no frame-relay multilink output-threshold

Syntax Description

Command Default

Command Modes

bytes | Number of bytes that a bundle link will transmit before the load-balancing mechanism causes
transmission to roll over to the next link. Range: 20 to 2147483647. Default: 300.

The number of bytes transmitted is set at 300.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.2(8)T This command was introduced.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.0(30)S | This command was integrated into Cisco IOS Release 12.0(30)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Multilink Frame Relay enables load balancing across bundle links that are in the same bundle. When a bundle
link has reached its output threshold, transmission rolls over to the next available bundle link in the bundle.

The output threshold mechanism applies only when the bundle interface is using FIFO output queueing. When
the bundle interface is not using FIFO output queuing, the algorithm for choosing a bundle link interface for
output selects the bundle link that has the empty or shortest output queue.

The default output threshold is 300 bytes. This default value will work effectively if all the bundle links in
the bundle have the same speed. To efficiently use bundle links with different speeds, use the frame-relay
multilink output-threshold command to adjust the output threshold of the links as appropriate.

The frame-relay multilink output-threshold command can be used on the bundle interface and the bundle
links. If the command is used on the bundle interface, the configured output threshold will apply to all bundle
links in the bundle. If the command is used on a specific bundle link, the output threshold will overwrite the
current setting for that bundle link.

The following example shows how to configure the bundle link output threshold at 600 bytes. When
the bundle link reaches the threshold, transmission will roll over to the next link.
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interface serial0
encapsulation frame-relay mfr0
frame-relay multilink output-threshold 600

Related Commands Command Description
encapsulation frame-relay mfr Creates a multilink Frame Relay bundle link and associates the
link with a bundle.

frame-relay multilink bandwidth-class | Specifies the bandwidth class used to trigger activation or
deactivation of the Frame Relay bundle.
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frame-relay multilink retry

To configure the maximum number of times that a bundle link will resend a hello message while waiting for
an acknowledgment, use the frame-relay multilink retry command in interface configuration mode. To reset
this value to the default setting, use the no form of this command.

frame-relay multilink retry number
no frame-relay multilink retry

Syntax Description number | Maximum number of times that a bundle link will resend a hello message while waiting for an
acknowledgment. Range: 1 through 5. Default: 2.

Command Default The number of retries is set at 2.

Command Modes
Interface configuration

Command History Release Modification

12.0(17)S | This command was introduced.

12.2(8)T This command was integrated into Cisco I0S Release 12.2(8)T.

12.0(24)S | This command was implemented on VIP-enabled Cisco 7500 series routers.

12.2(14)S | This command was integrated into Cisco IOS Release 12.2(14)S.

12.3(4)T Support for this command on VIP-enabled Cisco 7500 series routers was integrated into Cisco
I0S Release 12.3(4)T.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.0(33)S | Support for IPv6 was added.

Usage Guidelines The frame-relay multilink retrycommand can be configured only on bundle link interfaces that have been
associated with a bundle using the encapsulation frame-relay mfrcommand.

If the bundle link sends the maximum number of hello messages without receiving an acknowledgment, the
bundle link line protocol is considered down (nonoperational).

The maximum number of retries configured on the local router is independent of the maximum number
configured on the peer device.

Examples The following example shows how to configure a bundle link to send a hello message a maximum

of 3 times while waiting for an acknowledgment:
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interface serial0
encapsulation frame-relay mfr0
frame-relay multilink retry 3

Related Commands Command Description

encapsulation frame-relay mfr | Creates a multilink Frame Relay bundle link and associates the link with
a bundle.

frame-relay multilink ack Configures the number of seconds that a bundle link will wait for a hello
message acknowledgment before resending the hello message.

frame-relay multilink hello Configures the interval at which a bundle link will send out hello
messages.
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frame-relay payload-compression

To enable Stacker payload compression on a specified point-to-point interface or subinterface, use the
frame-relay payload-compressioncommand in interface configuration mode. To disable payload compression
on a specified point-to-point interface or subinterface, use the no form of this command.

frame-relay payload-compression {packet-by-packet |frf9 stac [one-way-negotiation] [ratio level]
[skip-zero-sync] [{softwarehardware-options}] | data-stream stac [one-way-negotiation] [ratio level]
[{softwar ehardware-options} ]}

no frame-relay payload-compression {packet-by-packet | frf9 stac|data-stream stac}

Syntax Description

packet-by-packet

Packet-by-packet payload compression using the Stacker method.

frfo stac

Enables FRF.9 compression using the Stacker method.

« If the router contains a CSA%, compression is performed in the CSA hardware
(‘hardware compression).

« If the CSA is not available, compression is performed in the software installed
on the VIP21! ( distributed compression).

« If the VIP2 is not available, compression is performed in the main processor of
the router ( software compression).

one-way-negotiation

(Optional) Enables one-way negotiation. Use this keyword if your router will be
negotiating compression with another device that is running Cisco IOS Release 12.1(9)
or earlier releases. Later Cisco IOS releases use a two-way handshake by default to
negotiate compression.

ratio level

(Optional) Sets throughput versus compression ratio. This option is available only
with hardware compression. Possible values for the level argument are as follows:

high --high compression versus low throughput
medium --medium compression versus medium throughput

low --low compression versus high throughput (default)

skip-zero-sync

(Optional) Causes compression frames to be numbered starting from 1 rather than 0.
Use this keyword if your router will be interoperating with a device that conforms to
IBM partner conventions.

software

(Optional) Specifies that compression is implemented in the Cisco IOS software
installed in the main processor of the router.
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hardware-options

(Optional) Choose one of the following hardware options:
caim element-number --Enables the CAIM!2 to perform compression.

distributed --Specifies that compression is implemented in the software that is installed
ina VIP2. If the VIP2 is not available, compression is performed in the main processor
of the router (software compression). This option applies only to the Cisco 7500 series
routers. This option is not supported with data-stream compression.

csa csa_number -- Specifies the CSA to use for a particular interface. This option
applies only to Cisco 7200 series routers.

data-stream stac

Enables data-stream compression using the Stacker method.

« If the router contains a CSA, compression is performed in the CSA hardware (
hardware compression).

« If the CSA is not available, compression is performed in the main processor of
the router (software compression).

Command Default

Command Modes

10 csa= compression service adapter
1 yip2 = second-generation Versatile Interface Processor
2 cAM = Compression Advanced Interface Module

Payload compression is not enabled.

Interface configuration

Command History

Release Modification

11.0 This command was introduced.

11.2 The packet-by-packetkeyword was added.
11.3 The frf9 stac keyword was added.

12.1(5)T The data-stream stac keyword was added.

12.2(4)T The skip-zero-sync keyword was added.

12.2(13)T | The one-way-negotiation keyword was added.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific

12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

Use the frame-relay payload-compressioncommand to enable or disable payload compression on a
point-to-point interface or subinterface. Use the frame-relay map command to enable or disable payload
compression on a multipoint interface or subinterface.

We recommend that you shut down the interface before changing encapsulation types. Although shutting
down the interface is not required, it ensures that the interface is reset for the new encapsulation.
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frame-relay payload-compression .

Data-stream hardware compression is supported on interfaces and virtual circuits (VCs) using Cisco proprietary
encapsulation. When the data-stream stackeyword is specified, Cisco encapsulation is automatically enabled.
FRF.9 compression is supported on VCs and interfaces that using Internet Engineering Task Force (IETF)
encapsulation type. When the frf9 stackeyword is specified, IETF encapsulation is automatically enabled.

FRF.9 Compression: Example

The following example configures FRF.9 compression for subinterfaces:

interface serial2/0/0

no ip address

no ip route-cache

encapsulation frame-relay

ip route-cache distributed

no keepalive

shutdown

|
interface serial2/0/0.500 point-to-point
ip address 172.16.1.4 255.255.255.0

no cdp enable

frame-relay interface-dlci 500 ietf
frame-relay payload-compression frf9 stac

Data-Stream Compression: Example

The following example shows the configuration of data-stream compression using the frame-relay
payload-compressioncommand:

interface seriall/0

encapsulation frame-relay

frame-relay traffic-shaping

|
interface seriall/0.1 point-to-point

ip address 10.0.0.1 255.0.0.0

frame-relay interface-dlci 100

frame-relay payload-compression data-stream stac

Related Commands

Command Description

frame-relay map | Defines mapping between a destination protocol address and the DLCI used to connect
to the destination address.
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frame-relay policing

Syntax Description

Command Default

Command Modes

To enable Frame Relay policing on all switched PVCs on the interface, use the frame-relay policingcommand
in interface configuration mode. To disable Frame Relay policing, use the no form of this command.

frame-relay policing
no frame-relay policing

This command has no arguments or keywords.

Frame Relay policing is not enabled on switched PVCs.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

You must enable Frame Relay policing on the incoming interface before you can configure traffic-policing
parameters.

You must enable Frame Relay switching, using the frame-relay switching global command, before the
frame-relay policing command will be effective on switched PVCs.

The following example shows the configuration of Frame Relay policing on serial interface 0:

interface serial0
frame-relay policing

Related Commands

Command Description

frame-relay bc Specifies the incoming or outgoing Bc for a Frame Relay virtual circuit.
frame-relay be Specifies the incoming or outgoing Be for a Frame Relay virtual circuit.
frame-relay cir Specifies the incoming or outgoing CIR for a Frame Relay virtual circuit.

frame-relay switching | Enables PVC switching on a Frame Relay DCE or NNI.

frame-relay tc Specifies the measurement interval for policing incoming traffic when the CIR is
ZEeTo.
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frame-relay priority-dici-group

To prioritize multiple data-link connection identifiers (DLCIs) according to the type of Frame Relay traffic,
use the frame-relay priority-dlci-group interface configuration command.

frame-relay priority-dici-group group-number high-dici medium-dici normal-dici low-dici

Syntax Description

Command Default

Command Modes

group-number | Specific group number.

high-dici DLCIT that is to have highest priority level.

medium-dici DLCIT that is to have medium priority level.

normal-dici DLCT that is to have normal priority level.

low-dlci DLCI that is to have lowest priority level.

Disabled

Interface configuration

Command History

Usage Guidelines

Release Modification

11.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

This command is applied at the interface or subinterface level. Levels in descending order are high, medium,
normal, and low.

This command allows you to define different DLCIs for different categories of traffic based on traffic priorities.
This command does not itself define priority queueing, but it can be used in conjunction with priority queueing.

A global priority list must be defined, and the associated DLCIs must already be applied to the configuration
before you enable this command.

Associate the DLCIs to their prospective groups and define their priority levels. This command is used for
multiple DLCIs, where the source and destination endpoints are the same (parallel paths). This command
should not be used on a main interface, or point-to-point subinterface, where only a single DLCI is configured.

A DLCI can only be affiliated with a single priority-group; however, there can be multiple groups per interface
or subinterface.

You must configure the high-priority and medium-priority DLCI values. If you do not explicitly associate a
DLCI for the normal-dlici and low-dlci priority levels, the last DLCI specified in the command line is used as
the value of the remaining arguments. For example, the following two commands are equivalent:
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Examples

frame-relay priority-dlci-group 1 40 50
frame-relay priority-dlci-group 1 40 50 50 50

When you configure static map entries using frame-relay map commands or use Inverse Address Resolution
Protocol (ARP), the high-level DLCI is the only DLCI that is mapped. In the example, DLCI 40 is defined
as having the highest priority. Therefore, DLCI 40 is the only DLCI that should be included in the frame-relay
map command. DLCI 50 should not be included in a frame-relay map command.

The following example shows the frame-relay priority-dlci-group command configured on a main
interface with a static Frame Relay map entry. Note that DLCI 40 is the high-priority DLCI as defined
in the frame-relay priority-dlci-group command and the only DLCI included in the frame-relay
map command.

interface serial 1

ip address 172.21.177.1 255.255.255.0
encapsulation frame-relay

frame-relay priority-dlci-group 1 40
frame-relay map ip 172.21.177.2 40 broadcast

The following example shows the frame-relay priority-dlci-group command configured on
subinterfaces where multiple priority groups are defined. DLCI 40 is the high-priority DLCI in group
1, and DLCI 80 is the high-priority DLCI in group 2.

interface Serial3
no ip address
encapsulation frame-relay
!
interface Serial3.2 multipoint
ip address 172.21.177.1 255.255.255.0
frame-relay interface-dlci 40
frame-relay priority-dlci-group 1 40
!
interface Serial3.3 multipoint
ip address 131.108.177.180 255.255.255.0
frame-relay priority-dlci-group 2 80 90 100 100
frame-relay interface-dlci 80
!
interface Serial 4
no ip address
encapsulation frame-relay
!
interface serial4.l multipoint
ip address 172.16.1.1 255.255.255.0
frame-relay priority-dlci-group 3 200 210 300 300
frame-relay priority-dlci-group 4 400 410 410 410
frame-relay interface-dlci 200
frame-relay interface-dlci 400

Related Commands

Command Description

frame-relay map | Defines mapping between a destination protocol address and the DLCI used to connect
to the destination address.
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frame-relay priority-group

\}

Note

Effective with Cisco IOS XE Release 2.6, Cisco I0S Release 15.0(1)S, and Cisco I0S Release 15.1(3)T, the
frame-relay priority-groupcommand is hidden. Although this command is still available in Cisco I0S
software, the CLI interactive Help does not display it if you attempt to view it by entering a question mark at
the command line. This command will be completely removed in a future release, which means that you will
need to use the appropriate replacement command (or sequence of commands). For more information (including
a list of replacement commands), see the Legacy QoS Command Deprecation feature document in the Cisco
|OSXE Quality of Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature
document in the Cisco |OS Quality of Service Solutions Configuration Guide .

Note

Effective with Cisco IOS XE Release 3.2S, the frame-relay priority-groupcommand is replaced by a modular
QoS CLI (MQC) command (or sequence of MQC commands). For the appropriate replacement command (or
sequence of commands), see the Legacy QoS Command Deprecation feature document in the Cisco |OS XE
Quality of Service Solutions Configuration Guide .

To assign a priority queue to virtual circuits associated with a map class, use the frame-relay
priority-groupcommand in map-class configuration mode. To remove the specified queueing from the virtual
circuit and cause it to revert to the default first-come, first-served queueing, use the no form of this command.

frame-relay priority-group list-number
no frame-relay priority-group list-number

Syntax Description

list-number | Priority-list number to be associated with the specified map class.

Command Default

Command Modes

If this command is not entered, the default is first-come, first-served queueing.

Map-class configuration

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. This command was hidden.

15.13)T This command was modified. This command was hidden.
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Release Modification

Cisco I0S XE Release 3.2S | This command was replaced by an MQC command (or sequence of MQC
commands).

Usage Guidelines Use the priority-list commands to define the priority queue. Because only one form of queueing can be
associated with a particular map class, subsequent definitions overwrite previous ones.

Examples The following example configures a map class for a specified DLCI, specifies a priority list for the

map class, and then defines the priority list:

interface serial 0
encapsulation frame-relay
frame-relay interface-dlci 100
class pri vc
map-class frame-relay pri vc
frame-relay priority-group 1
priority-list 1 protocol ip high

Related Commands | Command Description

class (virtual circuit) Associates a map class with a specified DLCI.

frame-relay interface-dici | Assigns a DLCI to a specified Frame Relay subinterface on the router or access
server.

map-class frame-relay Specifies a map class to define QoS values for an SVC.
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frame-relay pvc

To configure Frame Relay permanent virtual circuits (PVCs) for FRF.8 Frame Relay-ATM Service
Interworking, use the frame-relay pvccommand in interface configuration mode. To remove the PVC, use
the no form of the command.

frame-relay pve .

frame-relay pvc dici service{transparent | trandation}[{clp-bit{0| 1| map-de}}][{de-bit{0]| 1]
map-clp}}][{efci-bit{0] 1| map-fecn}}Jinterface atmO wvpi/vcived

no frame-relay pvc dici service{transparent | trandation}[{clp-bit{0]| 1| map-de}}][{de-bit{0]| 1]
map-clp}}][{efci-bit{0] 1| map-fecn}}Jinterface atmO wvpi/vcived

Syntax Description

dici

A value ranging from 16 to 1007 for the PVC’s data-link connection identifier
(DLCI). Use this label when you associate a Frame Relay PVC with an ATM
PVC.

service {transparent |
trandation}

In the transparentmode of Service Interworking, encapsulations are sent
unaltered. In translation mode, mapping and translation take place. There is no
default.

clp-bit {0] 1| map-de}

(Optional) Sets the mode of DE/CLP mapping in Frame Relay to the ATM
direction. The default is map-de.

» map-de --Specifies Mode 1 (see section 4.2.1 of FRF.8)

* 0 or 1--Specifies Mode 2 (see section 4.2.1 of FRF.8)

de-bit {0] 1| map-clp}

(Optional) Sets the mode of DE/CLP mapping in the ATM-to-Frame Relay
direction. The default is map-clp.

» map-clp --Specifies Mode 1 (see section 4.2.1 of FRF.8)
* 0 or 1--Specifies Mode 2 (see section 4.2.1 of FRF.8)

efci-bit {0] 1| map-fecn}

(Optional) Sets FECN and the ATM EFCI in the Frame Relay-to-ATM direction.
map-fecn is the default.

* 0 --Sets a constant value rather than mapping.
1 --Sets a constant value rather than mapping.

» map-fecn --Adheres to Mode 1 and maps the FECN indicators to EFCI
indicators.

interfaceatmO {vpi/vci |
ved}

Maps the Frame Relay PVC to an ATM PVC specified by slot number (0 is the
only option for ATM on the Cisco MC3810) and either one of the following
labels:

* vpi /vci--The virtual path identifier-virtual channel identifier (VPI-VCI)
pair for the ATM PVC

* vcd --The ATM virtual circuit descriptor (VCD) for the ATM PVC
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Command Default No Frame Relay PVCs are configured.

Command Modes )
Interface configuration

Command History Release Modification

12.0(7)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco I0S Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command applies only to Frame Relay-ATM Service Interworking (FRF.8) on the Cisco MC3810. Use
this command to create Frame Relay PVCs for association with ATM PVCs when you are configuring FRF.8
Frame Relay-ATM Service Interworking on the Cisco MC3810 multiservice access concentrator.

Examples The following example shows two Frame Relay PVCs configured on a serial interface of a Cisco

MC3810:

frame-relay pvc 222 service translation clp-bit map-de de-bit map-clp efci-bit map-fecn
interface ATMO 222/222

frame-relay pvc 925 service transparent clp-bit map-de de-bit map-clp efci-bit map-fecn
interface ATMO 92/92

Related Commands | Command |Description

pvc Creates an ATM PVC on a main interface or subinterface; assigns a name to an ATM PVC;
specifies ILMI, QSAAL, or SMDS as the encapsulation type on an ATM PVC; or enters
interface-ATM-VC configuration mode.
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frame-relay qos-autosense .

frame-relay qos-autosense

\}

Note

Effective with Cisco IOS XE Release 2.6 and Cisco I0S Release 15.1(3)T, the frame-relay
gos-autosensecommand is hidden. Although this command is still available in Cisco IOS software, the CLI
interactive Help does not display it if you attempt to view it by entering a question mark at the command line.
This command will be completely removed in a future release, which means that you will need to use the
appropriate replacement command (or sequence of commands). For more information (including a list of
replacement commands), see the Legacy QoS Command Deprecation feature document in the Cisco 10S XE
Quality of Service Solutions Configuration Guide or the Legacy QoS Command Deprecation feature document
in the Cisco 10S Quality of Service Solutions Configuration Guide .

Note

Syntax Description

Command Default

Command Modes

Effective with Cisco IOS XE Release 3.2S, the frame-relay qos-autosensecommand is removed.

To enable Enhanced Local Management Interface (ELMI), use the frame-relay qos-autosense command in
interface configuration mode. To disable ELMI, use the no form of this command.

frame-relay gos-autosense
no framerelay gos-autosense

This command has no arguments or keywords.

ELMI is disabled.

Interface configuration (config-if)

Command History

Release Modification

11.2 This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support

in a specific 12.2SX release of this train depends on your feature set, platform,
and platform hardware.

Cisco IOS XE Release 2.6 | This command was modified. This command was hidden.

15.0(1)S This command was modified. Permanent virtual circuits (PVCs) are not
provisioned according to the QoS information sent by the router.

15.13)T This command was modified. This command was hidden.

Cisco IOS XE Release 3.2S | This command was removed. It is not available in Cisco IOS XE Release 3.2S
and later Cisco IOS XE 3S releases.
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Usage Guidelines ELMI must be configured on both the Cisco router and the Cisco switch.

Examples The following example shows how to enable a Frame Relay interface to receive ELMI messages

from a Cisco switch that is also configured with ELMI enabled.

interface serial0
no ip address
encapsulation frame-relay
frame-relay lmi-type ansi
frame-relay gos-autosense
interface serial0.l point-to-point
no ip address
frame-relay interface-dlci 101

Related Commands Command Description

encapsulation frame-relay Enables Frame Relay encapsulation.

frame-relay adaptive-shaping Selects the type of backward notification you want to use.

show frame-relay qos-autosense | Displays the QoS values sensed from the switch.
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frame-relay route .

frame-relay route

To specify the static route for permanent virtual circuit (PVC) switching, use the frame-relay route command
in interface configuration mode. To remove a static route, use the no form of this command.

frame-relay route in-dici interface out-interface-type out-interface-number out-dici [voice-encap
size]

no framerelay route in-dici interface out-interface-type out-interface-number out-dici [voice-encap
size]

Syntax Description

Command Default

Command Modes

in-dici DLCI on which the packet is received on the interface.

interface out-interface-type | Interface that the router or access server uses to transmit the packet.
out-interface-number

out-dlci DLCI that the router or access server uses to transmit the packet over the
interface specified by the out-interfaceargument.

voiceencap size (Optional) (Supported on the Cisco MC3810 only.) Specifies that data
segmentation will be used to support Voice over Frame Relay. Note that
the voice encapsulation applies only to the input DLCI side. The valid
range is from 8 to 1600.

No static route is specified.

Interface configuration

Command History

Usage Guidelines

N

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

When used with voice, the frame-relay route command is applied on both interfaces. If the voice-encap
keyword is specified on one interface, the incoming frames on that interface are defragmented before being
routed to the other interface. The outgoing frames on that interface are then fragmented after being routed
from the other interface, and before transmission out the interface.

Note

Static routes cannot be configured over tunnel interfaces on the Cisco 800 series, 1600 series, and 1700 series
platforms. Static routes can only be configured over tunnel interfaces on platforms that have the Enterprise
feature set.

Cisco 10S Wide-Area Networking Command Reference .



frame-relay lapf n201 through fr-atm connect dici |
. frame-relay route

Examples The following example configures a static route that allows packets in DLCI 100 and sends packets

out over DLCI 200 on interface serial 2:

frame-relay route 100 interface Serial 2 200

The following example illustrates the commands you enter for a complete configuration that includes
two static routes for PVC switching between interface serial 1 and interface serial 2:

interface Seriall

no ip address

encapsulation frame-relay

keepalive 15

frame-relay lmi-type ansi

frame-relay intf-type dce

frame-relay route 100 interface Serial 2 200
frame-relay route 101 interface Serial 2 201
clockrate 2000000
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frame-relay svc .

frame-relay svc

Syntax Description

Command Default

Command Modes

To enable Frame Relay switched virtual circuit (SVC) operation on the specified interface, use the frame-relay
svccommand in interface configuration mode. To disable SVC operation on the specified interface, use the
no form of this command.

frame-relay svc
no frame-relay svc

This command has no arguments or keywords.

SVC operation is not enabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

SVC operation can be enabled at the interface level only. Once it is enabled at the interface level, it is enabled
on all subinterfaces on the interface. One signaling channel, DLCI 0, is set up for the interface, and all SVCs
are controlled from the physical interface.

The first use of this command on the router starts all SVC-related processes on the router. If they are already
up and running because SVCs are enabled on another interface, no additional action is taken. These processes
are not removed once they are created.

The following example enables Frame Relay SVC operation on serial interface 0 and starts
SVC-related processes on the router:

interface serial 0
ip address 172.68.3.5 255.255.255.0
encapsulation frame-relay
frame-relay lmi-type g933a
frame-relay svc

Related Commands

Command Description

encapsulation frame-relay |Enables Frame Relay encapsulation.

frame-relay Imi-type Selects the LMI type.

interface serial Specifies a serial interface created on a channelized E1 or channelized T1
controller (for ISDN PRI, CAS, or robbed bit signalling).
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Command Description

ip address Sets a primary or secondary IP address for an interface.
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frame-relay switching .

frame-relay switching

Syntax Description

Command Default

Command Modes

To enable permanent virtual switching (PVC) switching on a Frame Relay DCE device or a Network-to-Network
Interface ( NNI), use the frame-relay switching command in global configuration mode. To disable switching,
use the nNo form of this command.

frame-relay switching
no frame-relay switching

This command has no arguments or keywords.

Switching is not enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

10.0 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

12.2(31)SB | This command was integrated into Cisco IOS Release 12.2(31)SB.

12.2(33)SB | This command’s behavior was modified and implemented on the Cisco 10000 series router
for the PRE3 and PRE4.

12.0(33)S | Support for IPv6 was added. This command was implemented on the Cisco 12000 series
routers.

You must add this command to the configuration file before configuring the routes.
Cisco 10000 Serie Router Usage Guidelines

In Cisco 10S Release 12.2(33)SB, you do not need to configure the frame-relay switching command when
configuring a Frame Relay interface as the DCE.

In Cisco I0S Release 12.2(31)SB, you must configure the frame-relay switching command when you configure
a Frame Relay interface as the DCE.

The following example shows the command that is entered in the configuration file before the Frame
Relay configuration commands to enable switching:

frame-relay switching
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frame-relay tc

To set the measurement interval for policing incoming traffic when the committed information rate (CIR) is
zero, use the frame-relay t¢c command in map-class configuration mode. To reset the measurement interval
for policing, use the no form of this command.

frame-relay tc milliseconds
no frame-relay tc milliseconds

Syntax Description | milliseconds | Time interval from 10 ms to 10,000 ms, during which incoming traffic cannot exceed
committed burst size (Bc) plus excess burst size (Be).

Command Default 1000 ms

Command Modes
Map-class configuration

Command History Release Modification

12.12)T This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines You must enable Frame Relay policing on the incoming interface, using the frame-relay policing interface
command, before you can configure traffic-policing parameters.

You must enable Frame Relay switching using the frame-relay switching global command before the
frame-relay tc command will be effective on switched PVCs.

When the CIR is greater than 0, Tc is equal to Bc divided by the CIR.

Examples The following example shows how to configure a policing measurement interval of 800 milliseconds
within a map class called “police™:
map-class frame-relay police
frame-relay tc 800
Related Commands | Command Description
frame-relay bc Specifies the incoming or outgoing Be for a Frame Relay virtual circuit.
frame-relay be Specifies the incoming or outgoing Be for a Frame Relay virtual circuit.
frame-relay cir Specifies the incoming or outgoing CIR for a Frame Relay virtual circuit.

frame-relay policing | Enables Frame Relay policing on all switched PVCs on an interface.
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Command Description

frame-relay switching |Enables PVC switching on a Frame Relay DCE or NNI.
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frame-relay traffic-rate

To configure all the traffic-shaping characteristics of a virtual circuit (VC) in a single command, use the
frame-relay traffic-rate command in map-class configuration mode. To remove the specified traffic shaping
from the map class, use the no form of this command.

frame-relay traffic-rate average [peak]
no frame-relay traffic-rate average [peak]

Syntax Description

Command Default

Command Modes

average | Average rate, in bits per second; equivalent to specifying the contracted committed information
rate (CIR).

peak (Optional) Peak rate, in bits per second; equivalent to CIR + Be/Tc = CIR (1 + Be/Bc) = CIR +
EIR. If the peak value is not configured, the peak rate will default to the configured average value.

If the peak rate is omitted, the default value used is the average rate configured.

Map-class configuration

Command History

Usage Guidelines

Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.28X This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

The configured peak and average rates are converted to the equivalent CIR, excess burst size (Be), and
committed burst size (Bc) values for use by the VC. When the values are translated, the average rate is used
as the CIR. This value is assumed to be for one second. The generated Be value is 1/8 the CIR value with an
interval of 125 milliseconds.

The Be value is derived from the peak rate by subtracting by the averagerate. The value of the peak rate
minus average rate is assumed to be for one second. The generated Be value is 1/8 the peak rate minus the
averagerate with an interval of 125 milliseconds. If the peak value is not configured, the peak rate will default
to the configured average value, and the Be value will equal 0.

For example, entering the frame-relay tr affic-r ate 64000 96000 command will result in a CIR of 64000 bps.
Assuming 8 intervals of 125 milliseconds, the Bc is 64000/8 or 8000 bits. The Be value is calculated by
subtracting 64000 from 96000, so the one-second value is 32000 bits. For each 125-millisecond interval, the
Be value is 4000 bits.

Note that the show frame-relay pvc command displays Be and Be values based on an interval of one second.
Internally the values being used are based on an interval of 125 milliseconds. The configuration examples
below include the frame-relay traffic-rate command and corresponding show frame-relay pvc command
output.
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Examples

frame-relay traffic-rate .

The frame-relay traffic-ratecommand lets you configure all the traffic-shaping characteristics of a virtual
circuit in a single command. Using it is simpler than the alternative of entering the three commands frame-relay
cir out, frame-relay be out and frame-relay bc out, but offers slightly less flexibility.

The following example associates a map class with specified data-link connection identifier (DLCI)
and then sets a traffic rate for the map class (and thus for the DLCI):

interface serial 0
frame-relay interface-dlci 100
class fast_vc

map-class frame-relay fast vc
frame-relay traffic-rate 64000 96000

The following sample output for the show frame-relay pvc command is for the PVC configured in
the preceding example. Note that the display shows values for Be and Bc that are based on an interval
of one second. Internally the values being used are based on an interval of 125 milliseconds, which
means that the actual Be value being used is 4000 bits and the actual B¢ value being used is 8000
bits.

Router# show frame-relay pvc 100
PVC Statistics for interface SerialO (Frame Relay DTE)
DLCI = 100, DLCI USAGE = LOCAL, PVC STATUS = STATIC, INTERFACE = Serial0.100

input pkts 0 output pkts 2314 in bytes 0

out bytes 748080 dropped pkts 0 in pkts dropped 0
out pkts dropped 0O out bytes dropped 0

in FECN pkts 0 in BECN pkts 0 out FECN pkts 0

out BECN pkts 0 in DE pkts 0 out DE pkts 0

out bcast pkts 2308 out bcast bytes 747792

pvc create time 1d16h, last time pvc status changed 1d1l6h

cir 64000 bc 64000 be 32000 byte limit 5000 interval 125
mincir 32000 byte increment 1000 Adaptive Shaping none

pkts 12 bytes 3888 pkts delayed O bytes delayed 0O

shaping inactive

traffic shaping drops 0

Queueing strategy:fifo

Output queue 0/40, 0 drop, 0 dequeued

Related Commands

Command Description

frame-relay bc | Specifies the incoming or outgoing Bc for a Frame Relay VC.

frame-relay be | Sets the incoming or outgoing Be for a Frame Relay VC.

frame-relay cir | Specifies the incoming or outgoing CIR for a Frame Relay VC.
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frame-relay traffic-shaping

Syntax Description

Command Default

Command Modes

To enable both traffic shaping and per-virtual-circuit queueing for all permanent virtual circuits (PVCs) and
switched virtual circuits (SVCs) on a Frame Relay interface, use the frame-relay traffic-shapingcommand
in interface configuration mode. To disable traffic shaping and per-virtual-circuit queueing, use the no form
of this command.

frame-relay traffic-shaping
no frame-relay traffic-shaping

This command has no arguments or keywords.

Frame Relay traffic shaping is not enabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release Modification

11.2 This command was introduced.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

For virtual circuits (VCs) for which no specific traffic-shaping or queueing parameters are specified, a set of
default values are used. The default queueing is performed on a first-come, first-served basis.

The default committed information rate (CIR) of 56K will apply in the following situations:

» When traffic shaping is enabled (by using the frame-relay traffic-shaping command), but a map- lass
is not assigned to the VC

» When traffic shaping is enabled (by using the frame-relay traffic-shapingcommand) and a map class
is assigned to the VC, but traffic-shaping parameters have not been defined in the map-class

Frame Relay traffic shaping is not effective for Layer 2 PVC switching using the frame-relay route command.

The following example enables both traffic shaping and per-virtual circuit queueing:

frame-relay traffic-shaping

Related Commands

Command Description

frame-relay class Associates a map class with an interface or subinterface.

frame-relay custom-queue-list | Specifies a custom queue to be used for the VC queueing associated with
a specified map class.
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Command Description

frame-relay priority-group Assigns a priority queue to VCs associated with a map class.

frame-relay traffic-rate Configures all the traffic-shaping characteristics of a VC in a single
command.

map-class frame-relay Specifies a map class to define QoS values for an SVC.
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. frame-relay traps-maximum dici-status-change

frame-relay traps-maximum dlci-status-change

To change the maximum number of frDLCIStatusChange traps that Frame Relay generates at linkup or when
receiving LMI Full Status messages, use the frame-relay traps-maximum dlci-status-changecommand in
interface configuration mode. To disable any limit on the number of traps, use the no form of this command.

frame-relay traps-maximum dlci-status-change traps
no frame-relay traps-maximum dlci-status-change

Syntax Description

Command Default

Command Modes

traps | Number of
traps.

Enabled (and the maximum number of traps is equal to the maximum number of trap events specified for the
SNMP server message queue).

Interface configuration (config-if)

Command History

Usage Guidelines

Release Modification

11.1(33)CC | This command was introduced.

11.1(33)CV | This command was integrated into Cisco IOS Release 11.1(33)CV.

12.1(8) This command was integrated into Cisco IOS Release 12.1(8).

You should set the maximum number of traps based on the number of PVCs on the interface as well as on
the SNMP server message queue length. A low number on an interface with many PVCs can be reached
quickly, which can cause a large number of traps to be dropped. Also, you should set this number smaller
than the SNMP server message queue length (which is specified by the snmp-server queue-length command,
which has a default of 10 traps).

The traps counter for this command is reset when a keepalive message is exchanged on the Frame Relay
interface.

Note

Examples

Frame Relay frDLCIStatusChange traps are not generated when the line status or line protocol status of an
interface changes to down.

This command does not restrict traps caused by individual circuit status changes.

The following example sets a maximum of 256 traps on serial interface 3/3:

Router> enable

Password:

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface serial 3/3
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frame-relay traps-maximum dici-status-change .

Router (config-if) # encapsulation frame-relay
Router (config-if) # frame-relay traps-maximum 256
Router (config-if) # end

Related Commands

Command

Description

snmp-server enabletrapsframe-relay

Enables Frame Relay SNMP notifications.

snmp-server host

Specifies the recipient of an SNMP notification operation.

snmp-server queue-length

Establishes the message queue length for each trap host.

snmp-server trap link

Enables linkUp/linkDown SNMP traps, which are compliant with
RFC 2233.

snmp-server trap-source

Specifies the interface (and hence the corresponding IP address)
from which an SNMP trap should originate.

snmp-server trap-timeout

Defines how often to try resending trap messages on the
retransmission queue.
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frame-relay ve-bundle

To create a Frame Relay permanent virtual circuit (PVC) bundle (if the bundle does not already exist) and to
enter Frame Relay VC-bundle configuration mode, use the frame-relay vc-bundle command in interface
configuration mode. To remove a Frame Relay PVC bundle, use the no form of this command.

frame-relay vc-bundle vec-bundle-name
no frame-relay vc-bundle vc-bundle-name

Syntax Description

Command Default

Command Modes

vc-bundle-name | Name of the Frame Relay PVC bundle.

A Frame Relay PVC bundle is not created.

Interface configuration

Command History

Release Modification

12.2(13)T | This command was introduced.

12.2(16)BX | This command was integrated into Cisco IOS Release 12.2(16)BX.

12.0(26)S | This command was integrated into Cisco IOS Release 12.0(26)S.

12.2(28)SB | This command was integrated into Cisco IOS Release 12.2(28)SB.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines

Examples

Use this command to create a unique Frame Relay PVC bundle (if one has not already been created using the
frame-relay map command). You can also use this command to enter Frame Relay VC-bundle configuration
mode, so that you can configure PVC bundle attributes and PVC bundle members.

The following example creates a Frame Relay PVC bundle named MAIN-1:

interface serial 0
frame-relay vc-bundle MAIN-1

Related Commands

Command Description

frame-relay map | Defines mapping between a destination protocol address and the DLCI or Frame Relay
PVC bundle that connects to the destination address.
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fr-atm connect dlci

To connect a Frame Relay data-link connection identifier (DLCI) to an ATM virtual circuit descriptor for
FRE.5 Frame Relay-ATM Interworking (currently available only for the Cisco MC3810), use the fr-atm
connect dlci interface configuration command. The encapsulation type of the current interface must be Frame
Relay or Frame Relay 1490 Internet Engineering Task Force (IETF). To remove the DLCI-to-VCD connection,
use the no form of this command.

frame-relay connect dici

fr-atm connect dici .

dici atnrinterface [{pvc name| [{vpi/vci}]}][{clp-bit{map-de| 0|

1}}][{de-bit {no-map-clp | map-clp} }]
no framerelay connect dici dici atm-interface [{pvc name| [{vpi/vci}]}][{clp-bit{map-de| 0|
1} }][{de-bit {no-map-clp | map-clp}}]

Syntax Description

Command Default

Command Modes

dici

Frame Relay DLCI number.

atm-interface

ATM interface connected to the DLCI.

pvc name

(Optional) ATM PVC name.

vpi [/ vci

(Optional) ATM PVC virtual path identifier (VPI)/virtual channel identifier
(VCI). The default value for vpiis 0 if no value is entered.

When specifying the ATM PVC, enter one of the following PVC designations:

* The name value
* The vpi value alone

* The vpi/vci combination

clp-bit {map-de| 0] 1}

(Optional) Sets the mode of Discard Eligibility/Cell Loss Priority (DE/CLP)
mapping in the Frame Relay to ATM direction. The default is map-de.

map-de --Specifies Mode 1 (as described in section 4.4.2 of FRE.5).
0 or 1--Specifies Mode 2 (as described in section 4.4.2 of FRE.S).

de-bit {no-map-clp|
map-clp}

(Optional) Sets the mode of DE/CLP mapping in the ATM to Frame Relay
direction. The default is map-clp.

map-clp --Specifies Mode 1 (as described in section 4.4.2 of FRF.5).
no-map-clp --Specifies Mode 2 (as described in section 4.4.2 of FRF.5).

No Frame Relay-ATM connection is configured.

Interface configuration

Command History

Release Modification

11.3 MA This command was introduced.
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Release Modification

12.0 Management CLI support was added.

12.0(7)T The clp-bitand de-bit keywords were added.

12.2(33)SRA | This command was integrated into Cisco IOS Release 12.2(33)SRA.

12.2SX This command is supported in the Cisco IOS Release 12.2SX train. Support in a specific
12.2SX release of this train depends on your feature set, platform, and platform hardware.

Usage Guidelines This command only applies to Frame Relay-ATM Network Interworking (FRF.5) on the Cisco MC3810.

N

Note The Cisco MC3810 provides only network interworking (FRF.5). The Cisco MC3810 can be used with service
interworking (FRF.8), which is provided by the carrier’s ATM network equipment.

Examples The following example configures a Frame Relay-ATM Interworking connection on FR-ATM

interface 20, in which Frame Relay DLCI 100 is connected to ATM VPI/VCI 100/200 for ATM
interface 0:

interface fr-atm 20
fr-atm connect dlci 100 atm0 100/200 clp-bit map-de de-bit map-clp

The following example configures a Frame Relay-ATM Interworking connection on FR-ATM
interface 10, in which Frame Relay DLCI 150 is connected to ATM VPI/VCI 0/150 for ATM interface
0:

interface fr-atm 10
fr-atm connect dlci 150 atm0 0/150 clp-bit map-de de-bit map-clp

Related Commands | Command Description

interfacefr-atm | Creates a Frame Relay-ATM Interworking interface on the Cisco MC3810 multiservice
concentrator.
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* hello, on page 323

* hidden, on page 324

* hostname (L2TP), on page 326

* hostname dynamic (OTV), on page 327
* inarp (Frame Relay VC-bundle-member), on page 328
« interface fr-atm, on page 330

* interface mft, on page 331

* interface nve, on page 333

* interface overlay, on page 334

« interface serial multipoint, on page 335
* interworking, on page 336

* ip dfbit set, on page 338

* ip local interface, on page 340

* ip pmtu, on page 342

* ip protocol, on page 345

* ip tos (L2TP), on page 347

* ip ttl, on page 349

* keepalive (LMI), on page 350

* 12 router-id, on page 351

* 12 vfi autodiscovery, on page 352
* 12tp cookie local, on page 353

* 12tp cookie remote, on page 355

* 12tp hello, on page 357

* 12tp id, on page 359

* 12tp-class, on page 361

* lapb interface-outage, on page 363
* lapb k, on page 364

* lapb modulo, on page 365

* lapb nl, on page 366

* lapb n2, on page 368

* lapb protocol, on page 369

* lapb t1, on page 370

* lapb t2, on page 372
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* lapb t4, on page 373

* log-adjacency-changes (OTV), on page 374
* logging event frame-relay x25, on page 375
* Isp-gen-interval (OTV), on page 376

* Isp-mtu (OTV), on page 377

* Isp-refresh-interval (OTV), on page 378

* 1z entropy-check, on page 379
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hello JJj

hello

To configure the interval used to exchange hello keepalive packets in a Layer 2 control channel, use the
hellocommand in L2TP class configuration mode. To disable the sending of hello keepalive packets, use the
no form of this command.

hello seconds
no hello seconds

Syntax Description seconds | Number of seconds that a router at one end of a Layer 2 control channel waits between sending
hello keepalive packets to its peer router. The valid values range from 0 to 1000 seconds. The
default value is 60 seconds.

Command Default The router sends hello keepalive packets at 60 second intervals.
Command Default L2TP class configuration
Command History Release Modification

12.0(23)S | This command was introduced.

12.3(2)T This command was integrated into Cisco IOS Release 12.3(2)T.

12.2(25)S | This command was integrated into Cisco IOS Release 12.2(25)S.

12.2(27)SBC | Support for this command was integrated into Cisco IOS Release 12.2(27)SBC.

Usage Guidelines You can configure different values with the hello command on the router at each end of a Layer 2 control
channel.

Examples The following example sets an interval of 120 seconds between sendings of hello keepalive messages

in pseudowires that have been configured using the L2TP class configuration named “12tp class1”:

Router (confiqg)

# l1l2tp-class l2tp-classl
Router (config-12tp-class)
# hello 120

Related Commands Command |Description

I2tp-class | Creates a template of L2TP control plane configuration settings that can be inherited by different
pseudowire classes an