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About Cisco 10S and Cisco 10S XE Software
Documentation

Last updated: December 10, 2008

This document describes the objectives, audience, conventions, and organization used in Cisco |OS and
Cisco 10S XE software documentation, collectively referred to in this document as Cisco 10S
documentation. Also included are resources for obtaining technical assistance, additional
documentation, and other information from Cisco. This document is organized into the following
sections:

¢ Documentation Objectives, pagei

e Audience, pagei

e Documentation Conventions, page ii
¢ Documentation Organization, page iii

¢ Additional Resources and Documentation Feedback, page xi

Documentation Objectives

Audience

Cisco 10S documentation describes the tasks and commands available to configure and maintain Cisco
networking devices.

The Cisco 10S documentation set is intended for users who configure and maintain Cisco networking
devices (such as routers and switches) but who may not be familiar with the configuration and

mai ntenance tasks, the relationship among tasks, or the Cisco |OS commands hecessary to perform
particular tasks. The Cisco |OS documentation set is also intended for those users experienced with
Cisco 10S who need to know about new features, new configuration options, and new software
characteristics in the current Cisco |OS release.
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Documentation Conventions

In Cisco 10S documentation, the term router may be used to refer to various Cisco products; for example,
routers, access servers, and switches. These and other networking devices that support Cisco |0S
software are shown interchangeably in examples and are used only for illustrative purposes. An example
that shows one product does not necessarily mean that other products are not supported.

This section includes the following topics:

e Typographic Conventions, page ii

e Command Syntax Conventions, page ii

o Software Conventions, page iii

¢ Reader Alert Conventions, page iii

Typographic Conventions

Cisco 10S documentation uses the following typographic conventions:

Convention

Description

~or Ctrl

Both the » symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the
Control key while you press the D key. (Keys are indicated in capital letters but
are not case sensitive.)

string

A string is a nonquoted set of characters shown in italics. For example, when
setting a Simple Network Management Protocol (SNMP) community string to
public, do not use quotation marks around the string; otherwise, the string will
include the quotation marks.

Command Syntax Conventions

Cisco 10S documentation uses the following command syntax conventions:

Convention

Description

bold

Bold text indicates commands and keywords that you enter as shown.

italic

Italic text indicates arguments for which you supply values.

[x]

Square brackets enclose an optional keyword or argument.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

A vertical line, called a pipe, indicates a choice within a set of keywords
or arguments.

[x1y]

Square brackets enclosing keywords or arguments separated by a pipeindicate an
optional choice.

{x1y}

Braces enclosing keywords or arguments separated by a pipe indicate a
required choice.

x{y|2z}]

Braces and a pipe within square brackets indicate a required choice within an
optional element.
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Software Conventions

Cisco 10S uses the following program code conventions:

Convention Description

Courier font Courier font is used for information that is displayed on a PC or terminal screen.
Bold Courier font |Bold Courier font indicates text that the user must enter.

< > Angle brackets enclose text that is not displayed, such as a password. Angle
brackets also are used in contexts in which the italic font style is not supported;
for example, ASCII text.

! An exclamation point at the beginning of alineindicatesthat thetext that follows
is a comment, not aline of code. An exclamation point is also displayed by
Cisco |0OS software for certain processes.

[ ] Square brackets enclose default responses to system prompts.

Reader Alert Conventions

The Cisco |OS documentation set uses the following conventions for reader alerts:

A

Caution  Meansreader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

S

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Timesaver  Means the described action saves time. You can save time by performing the action described in the
paragraph.

Documentation Organization

This section describes the Cisco |OS documentation set, how it is organized, and how to access it on
Cisco.com. Included are lists of configuration guides, command references, and supplementary
references and resources that make up the documentation set. The following topics are included:

¢ Cisco 10S Documentation Set, page iv
¢ Cisco 10S Documentation on Cisco.com, page iv

¢ Configuration Guides, Command References, and Supplementary Resources, page v
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Cisco 10S Documentation Set

Cisco |0S documentation consists of the following:

¢ Release notes and caveats provide information about platform, technology, and feature support for
arelease and describe severity 1 (catastrophic), severity 2 (severe), and severity 3 (moderate) defects
in released Cisco |0S code. Review release notes before other documents to learn whether or not
updates have been made to a feature.

e Sets of configuration guides and command references organized by technology and published for
each standard Cisco 10S release.

— Configuration guides—Compilations of documents that provide informational and
task-oriented descriptions of Cisco |OS features.

— Command references—Compilations of command pages that provide detailed information
about the commands used in the Cisco 10S features and processes that make up the related
configuration guides. For each technology, there is a single command reference that covers all
Cisco |0S releases and that is updated at each standard rel ease.

e Listsof all the commandsin a specific release and all commands that are new, modified, removed,
or replaced in the release.

e Command reference book for debug commands. Command pages are listed in alphabetical order.

¢ Reference book for system messages for all Cisco 10S releases.

Cisco 10S Documentation on Cisco.com

The following sections describe the documentation organization and how to access various document
types.
Use Cisco Feature Navigator to find information about platform support and Cisco |0S, Cisco 10S XE,

and Catalyst OS software image support. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

New Features List

The New Features List for each release provides alist of all featuresin the release with hyperlinksto the
feature guides in which they are documented.

Feature Guides

Cisco |0S features are documented in feature guides. Feature guides describe one feature or a group of
related features that are supported on many different software releases and platforms. Your Cisco 10S
software release or platform may not support all the features documented in a feature guide. See the
Feature Information table at the end of the feature guide for information about which features in that
guide are supported in your software release.

Configuration Guides

Configuration guides are provided by technology and release and comprise a set of individual feature
guides relevant to the release and technology.
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Command References

Command reference books describe Cisco 10S commands that are supported in many different software
releases and on many different platforms. The books are provided by technology. For information about
all Cisco 10S commands, use the Command L ookup Tool at http://tools.cisco.com/Support/CL I Lookup
or the Cisco 10S Master Command List, All Releases, at
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all _book.html.

Cisco 10S Supplementary Documents and Resources
Supplementary documents and resources are listed in Table 2 on page xi.

Configuration Guides, Command References, and Supplementary Resources

Table 1 lists, in alphabetical order, Cisco |OS and Cisco |OS XE software configuration guides and
command references, including brief descriptions of the contents of the documents. The Cisco |0S
command references are comprehensive, meaning that they include commands for both Cisco 10S
software and Cisco 10S XE software, for all releases. The configuration guides and command references
support many different software releases and platforms. Your Cisco |0S software release or platform
may not support all these technologies.

For additional information about configuring and operating specific networking devices, go to the
Product Support area of Cisco.com at http://www.cisco.com/web/psalproducts/index.html.

Table 2 lists documents and resources that supplement the Cisco 10S software configuration guides and
command references. These supplementary resources include release notes and caveats; master
command lists; new, modified, removed, and replaced command lists; system messages; and the debug
command reference.

Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References

Configuration Guide and Command Reference Titles Features/Protocols/Technologies

Cisco |10S AppleTalk Configuration Guide AppleTak protocol.
Cisco 10S XE AppleTalk Configuration Guide
Cisco 10S AppleTalk Command Reference

Cisco |10S Asynchronous Transfer Mode LAN ATM, multiprotocol over ATM (MPoA), and WAN ATM.
Configuration Guide

Cisco |0S Asynchronous Transfer Mode
Command Reference
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Table 1 Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Bridging and IBM Networking
Configuration Guide

Cisco 10S Bridging Command Reference
Cisco |0S IBM Networking Command Reference

e Transparent and source-route transparent (SRT) bridging,
source-route bridging (SRB), Token Ring Inter-Switch Link
(TRISL), and token ring route switch module (TRRSM).

e Data-link switching plus (DLSw+), serial tunnel (STUN),
block serial tunnel (BSTUN); logical link control, type 2
(LLC2), synchronous data link control (SDLC); IBM
Network Media Translation, including Synchronous Data
Logical Link Control (SDLLC) and qualified LLC (QLLC);
downstream physical unit (DSPU), Systems Network
Architecture (SNA) service point, SNA frame relay access,
advanced peer-to-peer networking (APPN), native client
interface architecture (NCIA) client/server topologies, and
IBM Channel Attach.

Cisco |0S Broadband and DSL Configuration Guide
Cisco |0S XE Broadband and DSL Configuration Guide
Cisco 10S Broadband and DS Command Reference

Point-to-Point Protocol (PPP) over ATM (PPPoA) and PPP over
Ethernet (PPPOE).

Cisco 10S Carrier Ethernet Configuration Guide
Cisco |OS Carrier Ethernet Command Reference

Connectivity fault management (CFM), Ethernet Local
Management Interface (ELMI), IEEE 802.3ad link bundling,
Link Layer Discovery Protocol (LLDP), media endpoint
discovery (MED), and operations, administration, and
maintenance (OAM).

Cisco |0S Configuration Fundamentals
Configuration Guide

Cisco |10S XE Configuration Fundamentals
Configuration Guide

Cisco |0S Configuration Fundamentals
Command Reference

Autoinstall, Setup, Cisco 10S command-line interface (CL1),
Cisco |0S file system (IFS), Cisco 10S web browser user
interface (Ul), basic file transfer services, and file management.

Cisco |OS DECnet Configuration Guide
Cisco |0S XE DECnet Configuration Guide
Cisco |OS DECnet Command Reference

DECnet protocol.

Cisco |0S Dial Technologies Configuration Guide
Cisco |OS XE Dial Technologies Configuration Guide
Cisco |0S Dial Technologies Command Reference

Asynchronous communications, dial backup, dialer technology,
dial-in terminal services and AppleTalk remote access (ARA),
large scale dialout, dial-on-demand routing, dialout, modem and
resource pooling, ISDN, multilink PPP (MLP), PPP, virtual
private dialup network (VPDN).

Cisco |0OS Flexible NetFlow Configuration Guide
Cisco |0S Flexible NetFlow Command Reference

Flexible NetFlow.
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Documentation Organization

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco I0OSH.323 Configuration Guide

Gatekeeper enhancements for managed voice services,
Gatekeeper Transaction M essage Protocol, gateway codec order
preservation and shutdown control, H.323 dual tone
multifrequency relay, H.323 version 2 enhancements, Network
Address Translation (NAT) support of H.323 v2 Registration,
Admission, and Status (RAS) protocol, tokenless call
authorization, and Vol P gateway trunk and

carrier-based routing.

Cisco |OS High Availability Configuration Guide
Cisco |0S XE High Availability Configuration Guide
Cisco IOS High Availability Command Reference

A variety of High Availability (HA) features and technologies
that are available for different network segments (from
enterprise access to service provider core) to facilitate creation
of end-to-end highly available networks. Cisco IOSHA features
and technologies can be categorized in three key areas:
system-level resiliency, network-level resiliency, and embedded
management for resiliency.

Cisco |0S Integrated Session Border Controller
Command Reference

A Vol P-enabled devicethat is deployed at the edge of networks.
An SBCisatoolkit of functions, such as signaling interworking,
network hiding, security, and quality of service (QoS).

Cisco 10S Intelligent Services Gateway
Configuration Guide

Cisco 10S Intelligent Services Gateway
Command Reference

Subscriber identification, service and policy determination,
session creation, session policy enforcement, session life-cycle
management, accounting for access and service usage, session
state monitoring.

Cisco 10S Interface and Hardware Component
Configuration Guide

Cisco |0S XE Interface and Hardware Component
Configuration Guide

Cisco |0S Interface and Hardware Component
Command Reference

LAN interfaces, logical interfaces, serial interfaces, virtual
interfaces, and interface configuration.

Cisco |OS | P Addressing Services Configuration Guide
Cisco |10S XE Addressing Services Configuration Guide
Cisco I0S IP Addressing Services Command Reference

Address Resolution Protocol (ARP), Network Address
Translation (NAT), Domain Name System (DNS), Dynamic
Host Configuration Protocol (DHCP), and Next Hop Address
Resolution Protocol (NHRP).

Cisco |OS P Application Services Configuration Guide

Cisco I0S XE IP Application Services Configuration
Guide

Cisco |OSIP Application Services Command Reference

Enhanced Object Tracking (EOT), Gateway L oad Balancing
Protocol (GLBP), Hot Standby Router Protocol (HSRP), IP
Services, Server Load Balancing (SLB), Stream Control
Transmission Protocol (SCTP), TCP, Web Cache
Communication Protocol (WCCP), User Datagram Protocol
(UDP), and Virtual Router Redundancy Protocol (VRRP).

Cisco I0S P Mobility Configuration Guide
Cisco |OS |P Mobility Command Reference

Mobile ad hoc networks (MANet) and Cisco mobile networks.

Cisco |OS P Multicast Configuration Guide
Cisco |OS XE IP Multicast Configuration Guide
Cisco |OS IP Multicast Command Reference

Protocol Independent Multicast (PIM) sparse mode (PIM-SM),
bidirectional PIM (bidir-PIM), Source Specific Multicast
(SSM), Multicast Source Discovery Protocol (MSDP), Internet
Group Management Protocol (IGMP), and Multicast VPN
(MVPN).

i
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S IP Routing Protocols Configuration Guide
Cisco 10S XE I P Routing Protocols Configuration Guide
Cisco |OS IP Routing Protocols Command Reference

Border Gateway Protocol (BGP), multiprotocol BGP,
multiprotocol BGP extensions for IP multicast, bidirectional
forwarding detection (BFD), Enhanced Interior Gateway
Routing Protocol (EIGRP), Interior Gateway Routing Protocol
(IGRP), Intermediate System-to-Intermediate System (1S-1S),
on-demand routing (ODR), Open Shortest Path First (OSPF),
and Routing Information Protocol (RIP).

Cisco |OS P SLAs Configuration Guide
Cisco |OS XE IP SLAs Configuration Guide
Cisco |OS P SLAs Command Reference

Cisco |OS IP Service Level Agreements (IP SLAS).

Cisco IOS P Switching Configuration Guide
Cisco 10S XE IP Switching Configuration Guide
Cisco 10S P Switching Command Reference

Cisco Express Forwarding, fast switching, and Multicast
Distributed Switching (MDS).

Cisco |OS IPv6 Configuration Guide
Cisco |0S XE IPv6 Configuration Guide

Cisco |OS I1Pv6 Command Reference

For 1Pv6 features, protocols, and technologies, go to the IPv6
“Start Here” document at the following URL:

http://www.cisco.com/en/U S/docs/ios/ipv6/configuration/
guide/ip6-roadmap.html

Cisco |OS SO CLNS Configuration Guide
Cisco 10S XE 1SO CLNS Configuration Guide
Cisco |0S1S0O CLNS Command Reference

I SO connectionless network service (CLNS).

Cisco IOS LAN Switching Configuration Guide
Cisco |0S XE LAN Switching Configuration Guide
Cisco |OS LAN Switching Command Reference

VLANS, Inter-Switch Link (ISL) encapsulation, |EEE 802.10
encapsulation, |EEE 802.1Q encapsulation, and multilayer
switching (MLS).

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Configuration Guide

Cisco 10S Mobile Wireless Gateway GPRS Support Node
Command Reference

Cisco |0S Gateway GPRS Support Node (GGSN) ina
2.5-generation general packet radio service (GPRS) and
3-generation universal mobile telecommunication system (UMTS)
network.

Cisco |OS Mobile Wireless Home Agent
Configuration Guide

Cisco |OS Mobile Wireless Home Agent
Command Reference

Cisco Mobile Wireless Home Agent, an anchor point for mobile
terminals for which mobile IP or proxy mobile IP services are
provided.

Cisco |OS Mobile Wireless Packet Data Serving Node
Configuration Guide

Cisco |OS Mobile Wireless Packet Data Serving Node
Command Reference

Cisco Packet Data Serving Node (PDSN), awireless gateway that
is between the mobile infrastructure and standard | P networks and
that enables packet data servicesin a code division multiple access
(CDMA) environment.

Cisco 10S Mobile Wireless Radio Access Networking
Configuration Guide

Cisco |OS Mobile Wireless Radio Access Networking
Command Reference

Cisco 10S radio access network products.

il
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Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Multiprotocol Label Switching
Configuration Guide

Cisco 10S XE Multiprotocol Label Switching
Configuration Guide

Cisco |OS Multiprotocol Label Switching
Command Reference

MPLS Label Distribution Protocol (LDP), MPLSLayer 2VPNs,
MPLS Layer 3 VPNs, MPLS Traffic Engineering (TE), and
MPLS Embedded Management (EM) and MIBs.

Cisco |OS Multi-Topology Routing Configuration Guide
Cisco 10S Multi-Topology Routing Command Reference

Unicast and multicast topology configurations, traffic
classification, routing protocol support, and network
management support.

Cisco 10S NetFlow Configuration Guide
Cisco 10S XE NetFlow Configuration Guide
Cisco 10S NetFlow Command Reference

Network traffic data analysis, aggregation caches, export
features.

Cisco |0S Network Management Configuration Guide
Cisco |0S XE Network Management Configuration Guide

Cisco 10S Network Management Command Reference

Basic system management; system monitoring and logging;
troubleshooting, logging, and fault management;

Cisco Discovery Protocol; Cisco |OS Scripting with Tool
Control Language (Tcl); Cisco networking services (CNS);
DistributedDirector; Embedded Event Manager (EEM);
Embedded Resource Manager (ERM); Embedded Syslog
Manager (ESM); HTTP; Remote Monitoring (RMON); SNMP;
and VPN Device Manager Client for Cisco 10S Software
(XSM Configuration).

Cisco |OS Novell IPX Configuration Guide
Cisco |0S XE Novell IPX Configuration Guide
Cisco |0S Novell 1PX Command Reference

Novell Internetwork Packet Exchange (IPX) protocol.

Cisco |OS Optimized Edge Routing Configuration Guide
Cisco |OS Optimized Edge Routing Command Reference

Optimized edge routing (OER) monitoring, policy
configuration, routing control, logging and reporting, and
VPN IPsec/generic routing encapsulation (GRE) tunnel
interface optimization.

Cisco |0S Quality of Service Solutions
Configuration Guide

Cisco |10S XE Quality of Service Solutions
Configuration Guide

Cisco 10S Quality of Service Solutions
Command Reference

Class-based weighted fair queuing (CBWFQ), custom queuing,
distributed traffic shaping (DTS), generic traffic shaping (GTS),
IP- to-ATM class of service (CoS), low latency queuing (LLQ),
modular QoS CLI (MQC), Network-Based Application
Recognition (NBAR), priority queuing, Security Device
Manager (SDM), Multilink PPP (MLPPP) for QoS, header
compression, AutoQoS, QoS features for voice, Resource
Reservation Protocol (RSVP), weighted fair queuing (WFQ),
and weighted random early detection (WRED).

Cisco |OS Security Configuration Guide
Cisco |0S XE Security Configuration Guide
Cisco 10S Security Command Reference

Access control lists (ACLs), authentication, authorization, and
accounting (AAA), firewalls, | P security and encryption,
neighbor router authentication, network access security, network
data encryption with router authentication, public key
infrastructure (PK1), RADIUS, TACACS+, terminal access
security, and traffic filters.

"
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Table 1

Cisco 10S and Cisco I0S XE Configuration Guides and Command References (continued)

Configuration Guide and Command Reference Titles

Features/Protocols/Technologies

Cisco 10S Service Selection Gateway Configuration Guide
Cisco 10S Service Selection Gateway Command Reference

Subscriber authentication, service access, and accounting.

Cisco |OS Software Activation Configuration Guide
Cisco |OS Software Activation Command Reference

An orchestrated collection of processes and components to
activate Cisco |OS software feature sets by obtaining and
validating Cisco software licenses.

Cisco | OS Software Modularity Installation and
Configuration Guide

Cisco 10S Software Modularity Command Reference

Installation and basic configuration of software modularity
images, including installations on single and dual route
processors, installation rollbacks, software modularity binding,
software modularity processes and patches.

Cisco 10S Terminal Services Configuration Guide
Cisco |0S Terminal Services Command Reference

Cisco |OS XE Terminal Services Command Reference

DEC, local-area transport (LAT), and X.25 packet
assembl er/disassembler (PAD).

Cisco |0S Virtual Switch Command Reference

Virtual switch redundancy, high availability, and packet handling;
converting between standalone and virtual switch modes; virtual
switch link (VSL); Virtual Switch Link Protocol (VSLP).

Note Forinformation about virtual switch configuration, refer
to the product-specific software configuration
information for the Cisco Catalyst 6500 series switch or

for the Metro Ethernet 6500 series switch.

Cisco 10S Voice Configuration Library
Cisco |0S Voice Command Reference

Cisco |0S support for voice call control protocols, interoperability,
physical and virtual interface management, and troubleshooting.
The library includes documentation for | P telephony applications.

Cisco IOSVPDN Configuration Guide
Cisco |0S XE VPDN Configuration Guide
Cisco |OS VPDN Command Reference

Layer 2 Tunneling Protocol (L2TP) dial-out load balancing and
redundancy, L2TP extended failover, L2TP security VPDN,
multihop by Dialed Number Identification Service (DNIS),
timer and retry enhancementsfor L2TP and Layer 2 Forwarding
(L2F), RADIUS Attribute 82: tunnel assignment I D, shell-based
authentication of VPDN users, tunnel authentication via
RADIUS on tunnel terminator.

Cisco |OS Wide-Area Networking Configuration Guide
Cisco |0S XE Wide-Area Networking Configuration Guide
Cisco |OS Wide-Area Networ king Command Reference

Frame Relay, Layer 2 Tunneling Protocol Version 3 (L2TPv3),
Link Access Procedure, Balanced (LAPB), Switched
Multimegabit Data Service (SMDS), and X.25.

Cisco |OS Wireless LAN Configuration Guide
Cisco |OSWireless LAN Command Reference

Broadcast key rotation, |EEE 802.11x support, |EEE 802.1x
authenticator, IEEE 802.1x local authentication service for
Extensible Authentication Protocol-Flexible Authentication via
Secure Tunneling (EAP-FAST), Multiple Basic Service Set ID
(BSSID), Wi-Fi Multimedia (WMM) required elements, and
Wi-Fi Protected Access (WPA).
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Table 2 Cisco 10S Supplementary Documents and Resources
Document Title Description
Cisco |OS Master Command List, All Releases Alphabetical list of all the commands documented in all
Cisco 10S releases.
Cisco 10S New, Modified, Removed, and List of all the new, modified, removed, and replaced commands
Replaced Commands for aCisco |OS release.
Cisco |0S Software System Messages List of Cisco 10S system messages and descriptions. System

messages may indicate problems with your system; be
informational only; or may help diagnose problems with
communications lines, internal hardware, or the

system software.

Cisco |OS Debug Command Reference Alphabetical list of debug commands including brief
descriptions of use, command syntax, and usage guidelines.

Release Notes and Caveats Information about new and changed features, system
requirements, and other useful information about specific
software releases; information about defects in specific
Cisco | OS software releases.

MIBs Files used for network monitoring. To locate and download
MIBs for selected platforms, Cisco |OS releases, and feature
sets, use Cisco MIB Locator at the following URL.:

http://www.cisco.com/go/mibs

RFCs Standards documents maintained by the Internet Engineering
Task Force (IETF) that Cisco |OS documentation references
where applicable. The full text of referenced RFCs may be
obtained at the following URL :

http://www.rfc-editor.org/

Additional Resources and Documentation Feedback

What’'s New in Cisco Product Documentation is published monthly and describes all new and revised
Cisco technical documentation. The What’s New in Cisco Product Documentation publication also
provides information about obtaining the following resources:

¢ Technical documentation

e Cisco product security overview
¢ Product alerts and field notices
e Technical assistance

Cisco 10S technical documentation includes embedded feedback forms where you can rate documents
and provide suggestions for improvement. Your feedback helps us improve our documentation.
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This document provides basic information about the command-line interface (CLI) in Cisco |OS and
Cisco 10S XE software and how you can use some of the CL1 features. This document contains the
following sections:

¢ Initially Configuring a Device, page i

e Usingthe CLI, pageii

¢ Saving Changes to a Configuration, page xii

¢ Additional Information, page xii

For more information about using the CL1, see the “Using the Cisco |0S Command-Line Interface”
section of the Cisco |0OS Configuration Fundamentals Configuration Guide.

For information about the software documentation set, see the “ About Cisco |OS and Cisco |OS XE
Software Documentation” document.

Initially Configuring a Device

Initially configuring a device varies by platform. For information about performing an initial
configuration, see the hardware installation documentation that is provided with the original packaging
of the product or go to the Product Support area of Cisco.com at
http://www.cisco.com/web/psal/products/index.html.

After you have performed the initial configuration and connected the device to your network, you can
configure the device by using the console port or aremote access method, such as Telnet or Secure Shell
(SSH), to access the CL1 or by using the configuration method provided on the device, such as Security
Device Manager.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/web/psa/products/index.html
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Note

Changing the Default Settings for a Console or AUX Port
There are only two changes that you can make to a console port and an AUX port:

¢ Change the port speed with the config-register Ox command. Changing the port speed is not
recommended. The well-known default speed is 9600.

¢ Change the behavior of the port; for example, by adding a password or changing the timeout value.

The AUX port on the Route Processor (RP) installed in a Cisco ASR1000 series router does not serve
any useful customer purpose and should be accessed only under the advisement of a customer support
representative.

Using the CLI

This section describes the following topics:
¢ Understanding Command Modes, page ii
e Using the Interactive Help Feature, page v
e Understanding Command Syntax, page vi
¢ Understanding Enable and Enable Secret Passwords, page viii
¢ Using the Command History Feature, page viii
¢ Abbreviating Commands, page ix
e Using Aliases for CLI Commands, page ix
e Using the no and default Forms of Commands, page x
e Using the debug Command, page x
¢ Filtering Output Using Output Modifiers, page x
e Understanding CLI Error Messages, page Xi

Understanding Command Modes

The CLI command mode structure is hierarchical, and each mode supports a set of specific commands.
This section describes the most common of the many modes that exist.

Table 1 lists common command modes with associated CLI prompts, access and exit methods, and a
brief description of how each mode is used.
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Table 1 CLI Command Modes
Command Access Method Prompt Exit Method Mode Usage
Mode
User EXEC Login. Rout er > Issue the logout or exit | e Change terminal
command. settings.
e Perform basic tests.
e Display device status.
Privileged From user EXEC mode, |Router# Issue the disable e [ssue show and debug
EXEC issue the enable command or the exit commands.
command. command to return to :
e Copy images to the
user EXEC mode. device.
¢ Reload the device.
e Manage device
configuration files.
e Manage devicefile
systems.
Global From privileged EXEC |Router (config)# Issue the exit command |Configure the device.

configuration

mode, issue the
configure terminal
command.

or the end command to
return to privileged
EXEC mode.

Interface
configuration

From global
configuration mode,
issue the interface

Rout er (config-if)#

I ssue the exit command
to return to global
configuration mode or

Configure individual
interfaces.

command. the end command to
return to privileged
EXEC mode.
Line From global Router (config-1ine)# |Issuetheexit command |Configure individual

configuration

configuration mode,
issuethelinevty orline
console command.

to return to global
configuration mode or
the end command to
return to privileged
EXEC mode.

terminal lines.
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Table 1 CLI Command Modes (continued)
Command Access Method Prompt Exit Method Mode Usage
Mode
ROM monitor |From privileged EXEC |rommon # > Issue the continue ¢ Run as the default
mode, issue the reload command. operating mode when a
command. Press the The # symbol valid image cannot be
Break key during the repr%sentsc';he line t loaded.
first 60 secondswhile | 2t ot e Access the fall-back
the system is booting. ' procedure for loading an
image when the device
lacks avalid image and
cannot be booted.
e Perform password
recovery when a
CTRL-Break sequenceis
issued within 60 seconds
of a power-on or reload
event.
Diagnostic The router boots or Rout er (di ag) # If aCisco IOS process | o Inspect various states on
(available only |enters diagnostic mode failure is the reason for the router, including the
on the Cisco in the following entering diagnostic Cisco |OS state.
ASR1000 scenarios. When a mode, the failure must

series router)

Cisco |0S process or
processes fail, in most
scenariostherouter will
reload.

e A user-configured
access policy was
configured using
the transport-map
command, which
directed the user
into diagnostic
mode.

e Therouter was
accessed using an
RP auxiliary port.

e A break signal
(Ctrl-C,
Ctrl-Shift-6, or the
send break
command) was
entered, and the
router was
configured to enter
diagnostic mode
when the break
signal was received.

be resolved and the
router must be rebooted

to exit diagnostic mode.

If therouter isin
diagnostic mode
because of a
transport-map
configuration, access
the router through
another port or using a
method that is
configured to connect to
the Cisco |OS CLI.

If the RP auxiliary port
was used to access the
router, use another port
for access. Accessing
the router through the
auxiliary port is not
useful for customer
purposes.

e Replace or roll back the
configuration.

¢ Provide methods of
restarting the Cisco 10S
software or other
processes.

¢ Reboot hardware, such
as the entire router, an
RP, an ESP, aSIP, aSPA,
or possibly other
hardware components.

e Transfer filesinto or off
of the router using
remote access methods
suchas FTP, TFTP, and
SCP.
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EXEC commands are not saved when the software reboots. Commands that you issue in a configuration
mode can be saved to the startup configuration. If you save the running configuration to the startup
configuration, these commands will execute when the software is rebooted. Global configuration mode
is the highest level of configuration mode. From global configuration mode, you can enter a variety of
other configuration modes, including protocol-specific modes.

ROM monitor mode is a separate mode that is used when the software cannot load properly. If avalid

software image is not found when the software boots or if the configuration file is corrupted at startup,
the software might enter ROM monitor mode. Use the question symbol (?) to view the commands that
you can use while the device isin ROM monitor mode.

romon 1 > ?

al i as set and display aliases comrand

boot boot up an external process

confreg configuration register utility

cont continue executing a downl oaded i mage

cont ext di splay the context of a | oaded inmage

cooki e di spl ay contents of cookie PROMin hex

romon 2 >

The following exampl e shows how the command prompt changes to indicate a different command mode:

Rout er > enabl e

Rout er# configure term nal
Router(config)# interface ethernet 1/1
Rout er (config-if)# ethernet

Rout er (config-line)# exit

Rout er (config)# end

Rout er #

A keyboard alternative to the end command is Ctrl-Z.

Using the Interactive Help Feature

The CLI includes an interactive Help feature. Table 2 describes how to use the Help feature.

Table 2 CLI Interactive Help Commands

Command Purpose

help Provides a brief description of the help feature in any command mode.

? Lists all commands available for a particular command mode.

partial command? Provides a list of commands that begin with the character string (no
space between the command and the question mark).

partial command<Tab> Completes a partial command name (no space between the command
and <Tab>).

command ? Lists the keywords, arguments, or both associated with the command

(space between the command and the question mark).

command keyword ? Liststhe argumentsthat are associated with the keyword (space between
the keyword and the question mark).

"
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The following examples show how to use the help commands:

help
Rout er> hel p

Hel p may be requested at any point in a command by entering a question mark '?'. |If
not hing matches, the help list will be enpty and you nust backup until entering a '?'
shows the avail abl e options.

Two styles of help are provided:

1. Full help is avail able when you are ready to enter a conmand argument (e.g. 'show ?')
and describes each possible argunment.

2. Partial help is provided when an abbrevi ated argunent is entered and you want to know
what arguments match the input (e.g. 'show pr?'.)

?

Router# ?

Exec commands:
access-enabl e Create a tenporary access-List entry
access-profile Apply user-profile to interface
access-tenpl ate Create a tenporary access-List entry
al ps ALPS exec conmmands
archi ve manage archive files

<sni p>

partial command?

Rout er (config)# zo?
zone zone-pair

partial command<Tab>

Rout er (confi g)# we<Tab> webvpn

command ?

Rout er (config-if)# pppoe ?
enabl e Enabl e pppoe
max- sessi ons Maxi num PPPCE sessi ons

command keyword ?

Rout er (config-if)# pppoe enable ?
group attach a BBA group
<Ccr>

Understanding Command Syntax

Command syntax is the format in which a command should be entered in the CLI. Commands include
the name of the command, keywords, and arguments. Keywords are alphanumeric strings that are used
literally. Arguments are placeholders for values that a user must supply. Keywords and arguments may
be required or optional.

Specific conventions convey information about syntax and command elements. Table 3 describes these
conventions.
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Symbol/Text Function

Notes

<> (angle brackets) Indicate that the optionisan

argument.

Sometimes arguments are displayed
without angle brackets.

A.B.C.D. Indicates that you must enter a

dotted decimal | P address.

Angle brackets (< >) are not always
used to indicate that an IP addressis
an argument.

WORD (all capital letters) Indicates that you must enter

one word.

Angle brackets (< >) are not always
used to indicate that a WORD isan
argument.

LINE (al capital |etters) Indicates that you must enter

more than one word.

Angle brackets (< >) are not always
used to indicate that aLINE isan
argument.

Indicates the end of the list of
available keywords and argu-
ments, and also indicates when
keywords and arguments are
optional. When <cr>isthe only
option, you have reached the
end of the branch or the end of
the command if the command
has only one branch.

<cr> (carriage return)

The following examples show syntax conventions:

Rout er (config)# ethernet cfmdomain ?
WORD donmi n nane
Rout er (confi g)# ethernet cfm domain dnane ?
| eve
Rout er (config)# ethernet cfm domain dnanme |evel ?

<0-7> maintenance |evel nunber
Rout er (config)# ethernet cfm domain dnane |evel 7 ?
<Cr>
Rout er (confi g)# snnp-server file-transfer access-group 10 ?
protocol protocol options
<Cr>

Rout er (confi g)# | oggi ng host ?
Hostnane or A B.C.D |P address of the syslog server

i pv6 Configure IPv6 syslog server

Rout er (confi g)# snnp-server file-transfer access-group 10 ?
protocol protocol options
<Cr>
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Understanding Enable and Enable Secret Passwords

Note

Some privileged EXEC commands are used for actions that impact the system, and it is recommended
that you set a password for these commandsto prevent unauthorized use. Two types of passwords, enable
(not encrypted) and enable secret (encrypted), can be set. The following commands set these passwords
and are issued in global configuration mode:

¢ enable password
¢ enable secret password

Using an enable secret password is recommended because it is encrypted and more secure than the
enable password. When you use an enable secret password, text is encrypted (unreadable) beforeitis
written to the config.text file. When you use an enabl e password, the text is written as entered (readabl e)
to the config.text file.

Each type of password is case sensitive, can contain from 1 to 25 uppercase and |owercase alphanumeric
characters, and can start with a number. Spaces are also valid password characters; for example,
“two words’ is avalid password. Leading spaces are ignored, but trailing spaces are recognized.

Both password commands have numeric keywords that are single integer values. If you choose a number
for thefirst character of your password followed by a space, the system will read the number asif it were
the numeric keyword and not as part of your password.

When both passwords are set, the enable secret password takes precedence over the enable password.

To remove a password, use the no form of the commands: no enable password or
no enable secret password.

For more information about password recovery procedures for Cisco products, see
http://www.cisco.com/en/US/products/sw/iosswrel /ps1831/
products_tech _note09186a00801746e6.shtml.

Using the Command History Feature

The CLI command history feature saves the commands you enter during a session in acommand history
buffer. The default number of commands saved is 10, but the number is configurable within the range of
0 to 256. This command history feature is particularly useful for recalling long or complex commands.

To change the number of commands saved in the history buffer for aterminal session, issue the
terminal history size command:

Router# term nal history size num
A command history buffer is also available in line configuration mode with the same default and

configuration options. To set the command history buffer size for aterminal sessionin line configuration
mode, issue the history command:

Router(config-line)# history [size num

To recall commands from the history buffer, use the following methods:

¢ Press Ctrl-P or the up arrow key—Recalls commands beginning with the most recent command.
Repeat the key sequence to recall successively older commands.



http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_tech_note09186a00801746e6.shtml
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e Press Ctrl-N or the down arrow key—Recalls the most recent commands in the history buffer after
they have been recalled using Ctrl-P or the up arrow key. Repeat the key sequence to recall
successively more recent commands.

N

Note Thearrow keys function only on ANSI-compatible terminals such as the VT100.

¢ Issue the show history command in user EXEC or privileged EXEC mode—L ists the most recent
commands that you entered. The number of commands that are displayed is determined by the
setting of the terminal history size and history commands.

The CLI command history feature is enabled by default. To disable this feature for a terminal
session, issue the terminal no history command in user EXEC or privileged EXEC mode or the
no history command in line configuration mode.

Abbreviating Commands

Typing a complete command name is not always required for the command to execute. The CLI
recognizes an abbreviated command when the abbreviation contains enough characters to uniquely
identify the command. For example, the show ver sion command can be abbreviated as sh ver. It cannot
be abbreviated as s ver because s could mean show, set, or systat. The sh v abbreviation also isnot valid
because the show command has vrrp as a keyword in addition to version. (Command and keyword
examples from Cisco |10S Release 12.4(13)T.)

Using Aliases for CLI Commands

To save time and the repetition of entering the same command multiple times, you can use a command
alias. An alias can be configured to do anything that can be done at the command line, but an alias cannot
move between modes, type in passwords, or perform any interactive functions.

Table 4 shows the default command aliases.

Table 4 Default Command Aliases

Command Alias Original Command
h help

lo logout

p ping

s show

uorun undebug

w where

To create a command alias, issue the alias command in global configuration mode. The syntax of the
command is alias mode command-alias original-command. Following are some examples:

¢ Router(config)# alias exec prt partition—privileged EXEC mode
¢ Router(config)# alias configure sb source-bridge—global configuration mode
¢ Router(config)# aliasinterfacerl rate-limit—interface configuration mode




Using the Command-Line Interface in Cisco 10S and Cisco 10S XE Software |

W Using the CLI

To view both default and user-created aliases, issue the show alias command.

For more information about the alias command, see
http://www.cisco.com/en/US/docs/ios/fundamental ss’command/reference/cf_book.html.

Using the no and default Forms of Commands

Most configuration commands have a no form that is used to reset a command to its default value or
disable afeature or function. For example, theip routing command is enabled by default. To disablethis
command, you would issue the no ip routing command. To re-enable IP routing, you would issue the
ip routing command.

Configuration commands may also have a default form, which returns the command settings to their
default values. For commands that are disabled by default, using the default form has the same effect as
using the no form of the command. For commands that are enabled by default and have default settings,
the default form enables the command and returns the settings to their default values.

The no and default forms of commands are described in the command pages of command references.

Using the debug Command

A debug command produces extensive output that helps you troubleshoot problems in your network.
These commands are available for many features and functions within Cisco 10S and Cisco 10S XE
software. Some debug commands are debug all, debug aaa accounting, and debug mpls packets. To
use debug commands during a Telnet session with a device, you must first enter the ter minal monitor
command. To turn off debugging completely, you must enter the undebug all command.

For more information about debug commands, see the Cisco 10S Debug Command Reference at
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html.

A

Caution  Debuggingisahigh priority and high CPU utilization process that can render your device unusable. Use
debug commands only to troubleshoot specific problems. The best times to run debugging are during
periods of low network traffic and when few users are interacting with the network. Debugging during
these periods decreases the likelihood that the debug command processing overhead will affect network
performance or user access or response times.

Filtering Output Using Output Modifiers

Many commands produce lengthy output that may use several screensto display. Using output modifiers,
you can filter this output to show only the information that you want to see.

Three output modifiers are available and are described as follows:

¢ begin regular expression—Displaysthefirst linein which amatch of theregular expressionisfound
and all lines that follow.

¢ includeregular expression—Displays all linesin which a match of the regular expression is found.

e excluderegular expression—Displays all lines except those in which a match of the regular
expression is found.
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To use one of these output modifiers, type the command followed by the pipe symbol (]), the modifier,
and the regular expression that you want to search for or filter. A regular expression is a case-sensitive
alphanumeric pattern. It can be a single character or number, a phrase, or a more complex string.

The following example illustrates how to filter output of the show interface command to display only
lines that include the expression “protocol .”

Rout er# show interface | include protocol
Fast Et hernet0/0 is up, line protocol is up
Serial4/0 is up, line protocol is up
Serial4/1 is up, line protocol is up

Serial4/2 is adninistratively down, |ine protocol is down
Serial4/3 is administratively down, line protocol is down

Understanding CLI Error Messages

You may encounter some error messages while using the CL1. Table 5 shows the common CLI error

messages.

Table 5 Common CLI Error Messages

Error Message Meaning How to Get Help

% Ambiguous command: You did not enter enough Reenter the command followed by a

“show con” charactersfor the commandto |space and a question mark (?). The
be recognized. keywords that you are allowed to

enter for the command appear.

% Incomplete command. You did not enter all the Reenter the command followed by a
keywords or valuesrequired  |space and a question mark (?). The
by the command. keywords that you are allowed to

enter for the command appear.

% Invalid input detected at “~" | You entered the command in- |Enter a question mark (?) to display

marker. correctly. The caret (*) marks |all thecommandsthat areavailablein
the point of the error. this command mode. The keywords

that you are allowed to enter for the

command appear.

For more system error messages, see the following documents:
¢ Cisco IOSRelease 12.2SR System Message Guide
¢ Cisco 10S System Messages, Volume 1 of 2 (Cisco |0S Release 12.4)
¢ Cisco 10S System Messages, Volume 2 of 2 (Cisco 10S Release 12.4)



http://www.cisco.com/en/US/products/ps6922/products_system_message_guide_book09186a00806c11a7.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_chapter09186a008046268a.html
http://www.cisco.com/en/US/products/ps6350/products_system_message_guide_book09186a008043c0cb.html
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Saving Changes to a Configuration

To save changes that you made to the configuration of adevice, you must issue the copy running-config
startup-config command or the copy system:running-config nvram:startup-config command. When
you issue these commands, the configuration changes that you made are saved to the startup
configuration and saved when the software reloads or power to the device is turned off or interrupted.
The following example shows the syntax of the copy running-config startup-config command:

Rout er# copy runni ng-config startup-config
Destination filenane [startup-config]?

You press Enter to accept the startup-config filename (the default), or type anew filename and then press
Enter to accept that name. The following output is displayed indicating that the configuration was saved:

Bui | di ng configuration...

[OK]
Rout er #

On most platforms, the configuration is saved to NVRAM. On platformswith aClass A flash file system,
the configuration is saved to the location specified by the CONFIG_FILE environment variable. The
CONFIG_FILE variable defaults to NVRAM.

Additional Information

e “Using the Cisco IOS Command-Line Interface” section of the
Cisco 10S Configuration Fundamentals Configuration Guide:

http://www.cisco.com/en/US/docs/ios/fundamental s/configuration/guide/cf_cli-basics.html
or

“Using Cisco |OS XE Software” chapter of the Cisco ASR1000 Series Aggregation Services Routers
Software Configuration Guide:

http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/chassis/using_cli.html
¢ Cisco Product Support Resources
http://www.cisco.com/web/psal/products/index.html
¢ Support area on Cisco.com (also search for documentation by task or product)
http://www.cisco.com/en/US/support/index.html
¢ White Paper: Cisco |0S Reference Guide

http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products white paper09186a00801830
5e.shtml

¢ Software Download Center (downloads; tools; licensing, registration, advisory, and general
information) (requires Cisco.com User ID and password)

http://www.cisco.com/kobayashi/sw-center/

e Error Message Decoder, atool to help you research and resolve error messages for
Cisco | OS software

http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi
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http://www.cisco.com/en/US/support/index.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a008018305e.shtml
http://www.cisco.com/kobayashi/sw-center/
http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
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e Command Lookup Tool, atool to help you find detailed descriptions of Cisco |OS commands
(requires Cisco.com user ID and password)

http://tools.cisco.com/Support/CL I L ookup

e Output Interpreter, a troubleshooting tool that analyzes command output of supported
show commands

https://www.cisco.com/pcgi-bin/Support/Outputl nterpreter/home.pl
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The Cisco |OS command-line interface (CL1) is the primary user interface used for configuring,
monitoring, and maintaining Cisco devices. Thisuser interface allowsyou to directly and simply execute
Cisco 10S commands, whether using a router console or terminal, or using remote access methods.

This chapter describes the basic features of the Cisco |OS CLI and how to use them. Topics covered
include an introduction to Cisco |0S command modes, navigation and editing features, help features,
and command history features.

Additional user interfaces include Setup mode (used for first-time startup), the Cisco Web Browser, and
user menus configured by a system administrator. For information about Setup mode, see Using Setup
Mode to Configure a Cisco Networking Device and Using Autolnstall to Remotely Configure Cisco
NetworkingDevices. For information on issuing commands using the Cisco Web Browser, see Using the
Cisco Web Browser User Interface. For information on user menus, see Managing Connections, Menus,
and System Banners.

For a complete description of the user interface commands in this chapter, see the Cisco 10S
Configuration Fundamentals Command Reference. To locate documentation of other commands that
appear in this chapter, use the Cisco |10S Master Command List, All Releases.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.
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Cisco 10S CLI Command Modes Overview

To aid in the configuration of Cisco devices, the Cisco 10S command-line interface is divided into
different command modes. Each command mode has its own set of commands available for the
configuration, maintenance, and monitoring of router and network operations. The commands available
to you at any given time depend on the mode you are in. Entering a question mark (?) at the system
prompt (router prompt) allows you to obtain a list of commands available for each command mode.

The use of specific commands allows you to navigate from one command mode to another. The standard
order that auser would access the modesis as follows: user EXEC mode; privileged EXEC mode; global
configuration mode; specific configuration modes; configuration submodes; and configuration
subsubmodes.

When you start a session on arouter, you generally beginin user EXEC mode, which is one of two access
levels of the EXEC mode. For security purposes, only alimited subset of Exec commands are available
in user EXEC mode. Thislevel of accessisreserved for tasks that do not change the configuration of the
router, such as determining the router status.

In order to have access to all commands, you must enter privileged EXEC mode, which is the second
level of access for the EXEC mode. Normally, you must enter a password to enter privileged EXEC
mode. In privileged EXEC mode, you can enter any EXEC command, because privileged EXEC mode
is a superset of the user EXEC mode commands.

Most EXEC mode commands are one-time commands, such as show or mor e commands, which show
the current configuration status, and clear commands, which clear counters or interfaces. EXEC mode
commands are not saved across reboots of the router.

From privileged EXEC mode, you can enter global configuration mode. In this mode, you can enter
commands that configure general system characteristics. You also can use global configuration mode to
enter specific configuration modes. Configuration modes, including global configuration mode, allow
you to make changes to the running configuration. If you later save the configuration, these commands
are stored across router reboots.

From global configuration mode you can enter a variety of protocol-specific or feature-specific
configuration modes. The CLI hierarchy requires that you enter these specific configuration modes only
through global configuration mode. As an example, this chapter describesinterface configuration mode,
a commonly used configuration mode.

From configuration modes, you can enter configuration submodes. Configuration submodes are used for
the configuration of specific features within the scope of a given configuration mode. As an example,
this chapter describes the subinterface configuration mode, a submode of the interface configuration
mode.

ROM monitor modeis a separate mode used when the router cannot boot properly. If your system (router,
switch, or access server) does not find a valid system image to load when it is booting, the system will
enter ROM monitor mode. ROM monitor (ROMMON) mode can also be accessed by interrupting the
boot sequence during startup.

The following sections contain detailed information on these command modes:
e User EXEC mode, page 3
¢ Privileged EXEC Mode, page 4
¢ Global Configuration Mode, page 5
¢ Interface Configuration Mode, page 6
¢ Subinterface Configuration Mode, page 7
¢ ROM Monitor Mode, page 8
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Table 1 follows these sections and summarizes the main Cisco |OS command modes.

User EXEC mode

Logging in to the router places you in user EXEC command mode (unless the system is configured to
take you immediately to privileged EXEC mode). Typically, login will require a username and a
password. You may try three times to enter a password before the connection attempt is refused.

S,
Note  For information on setting the password, see Configuring Security with Passwords, Privilege Levelsand,
Login Usernames for CLI Sessions on Networking Devices.
The Exec commands available at the user level are a subset of those available at the privileged level. In
general, the user EXEC commands allow you to connect to remote devices, change terminal line settings
on atemporary basis, perform basic tests, and list system information.
To list the available user EXEC commands, use the following command:
Command Purpose
Router> ? Lists the user EXEC commands.
The user EXEC mode prompt consists of the hostname of the device followed by an angle bracket (>),
as shown in the following example:
Rout er >
The default host nameisgenerally Rout er, unlessit has been changed during initial configuration using
the setup Exec command. You also change the hostname using the hostname global configuration
command.
N
Note = Examplesin Cisco |OS documentation assume the use of the default name of “Router.” Different devices

(for example, access servers) may use a different default name. If the routing device (router, access
server, or switch) has been named with the hostname command, that name will appear as the prompt
instead of the default name.

To list the commands available in user EXEC mode, enter a question mark (?) as shown in the following
example:

Router> ?

Exec commands:

<1-99> Sessi on nunber to resune

connect Open a term nal connection

di sconnect Di sconnect an existing telnet session

enabl e Turn on privileged comands

exit Exit from Exec node

hel p Description of the interactive help system
| at Open a |l at connection

| ock Lock the terninal

login Log in as a particul ar user

| ogout Exit from Exec node and | og out

menu Start a nmenu-based user interface

nmbr anch Trace multicast route for branch of tree
nr br anch Trace reverse nulticast route to branch of tree
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S

Note

ntrace Trace multicast route to group
nane-connection Nane an existing telnet connection
pad Open a X. 29 PAD connection

pi ng Send echo nessages

resume Resume an active telnet connection
show Show runni ng system i nfornmation
syst at Di splay informati on about terminal |ines
tel net Open a telnet connection

term nal Set termnal |ine paraneters
tn3270 Open a tn3270 connection

trace Trace route to destination

wher e Li st active telnet connections

x3 Set X 3 paraneters on PAD

Thelist of commands will vary depending on the software feature set and router platform you are using.

You can enter commands in uppercase, lowercase, or mixed case. Only passwords are case sensitive.
However, Cisco 10S documentation convention is to always present commands in lowercase.

Privileged EXEC Mode

Because many privileged EXEC mode commands set operating parameters, privileged-level access
should be password protected to prevent unauthorized use. The privileged EXEC command set includes
those commands contained in user EXEC mode. Privileged EXEC mode also provides access to
configuration modes through the configure command, and includes advanced testing commands, such
as debug.

The privileged EXEC mode prompt consists of the hostname of the device followed by a pound sign (#),
as shown in the following example:

Rout er #

To access privileged EXEC mode, use the following command:

Command

Purpose

Rout er> enabl e

Enables privileged EXEC mode.
e Enter your password when prompted.

Note that privileged EXEC mode is sometimes referred to as “enable mode,” because the enable
command is used to enter the mode.

If apassword has been configured on the system, you will be prompted to enter it before being allowed
access to privileged EXEC mode. The password is not displayed on the screen and is case sensitive. If
an enable password has not been set, privileged EXEC mode can be accessed only from the router
console (terminal connected to the console port). The system administrator uses the enable secret or
enable password global configuration command to set the password that restricts access to privileged
mode. For information on setting the passwords, see the“ Configuring Passwords and Privileges” chapter
in the Release 12.4 Cisco 10S Security Configuration Guide.

To return to user EXEC mode, use the following command:
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Command

Purpose

Rout er# di sabl e

Exits from privileged EXEC mode to user EXEC mode.

Note

The following example shows the process of accessing privileged EXEC mode:

Rout er > enabl e
Passwor d: <I et nei n>
Rout er #

Note that the password will not be displayed as you type, but is shown here for illustrational purposes.
To list the commands available in privileged EXEC mode, issue the ? command at the prompt. From
privileged EXEC mode you can access global configuration mode, which is described in the following
section.

Because the privileged EXEC command set contains all of the commands available in user EXEC mode,
some commands can be entered in either mode. In Cisco 10S documentation, commands that can be
entered in either user EXEC mode or privileged EXEC mode are referred to as EXEC mode commands.
If user or privileged EXEC mode is not specified in the documentation, assume that you can enter the
referenced commands in either mode.

Global Configuration Mode

Theterm “global” isused to indicate characteristics or features that affect the system asawhole. Global
configuration mode is used to configure your system globally, or to enter specific configuration modes
to configure specific elements such as interfaces or protocols. Use the configure terminal privileged
EXEC mode command to enter global configuration mode.

To access global configuration mode, use the following command in privileged EXEC mode:

Command Purpose
Rout er# confi gure terminal From privileged EXEC mode, enters global configuration
mode.

The following example shows the process of entering global configuration mode from privileged EXEC
mode:

Rout er# configure termnal

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #

Note that the system prompt changes to indicate that you are now in global configuration mode. The
prompt for global configuration mode consists of the hostname of the device followed by (confi g) and
the pound sign (#). To list the commands available in privileged EXEC mode, issue the ? command at
the prompt.
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Note

Commands entered in global configuration mode update the running configuration file as soon as they
are entered. In other words, changes to the configuration take effect each time you press the Enter or
Return key at the end of a valid command. However, these changes are not saved into the startup
configuration file until you issue the copy running-config startup-config EXEC mode command. This
behavior is explained in more detail later in this document.

As shown in the example, the system dialog prompts you to end your configuration session (exit
configuration mode) by pressing the Control (Ctrl) and “z" keys simultaneously; when you press these
keys, *Z appears on screen. You can actually end your configuration session by entering the Ctrl-Z key
combination, using the end command, or using the Ctrl-C key combination. The end command is the
recommended way to indicate to the system that you are done with the current configuration session.

If you use Ctrl-Z at the end of acommand line in which avalid command has been typed, that command
will be added to the running configuration file. In other words, using Ctrl-Z is equivalent to hitting the
Enter (Carriage Return) key before exiting. For thisreason, it is safer to end your configuration session
using theend command. Alternatively, you can use the Ctrl-C key combination to end your configuration
session without sending a Carriage Return signal.

You can also use the exit command to return from global configuration mode to EXEC mode, but this
worksonly in global configuration mode. Pressing Ctrl-Z or entering the end command will alwaystake
you back to EXEC mode regardless of which configuration mode or configuration submode you are in.

To exit global configuration command mode and return to privileged EXEC mode, use one of the
following commands:

Command

Purpose

Rout er (confi g)# end Ends the current configuration session and returns to privileged

or

Rout er (config)# "z

EXEC mode.

Rout er (confi g)# exit Exits the current command mode and returns to the preceding

mode. For example, exits from global configuration mode to
privileged EXEC mode.

From global configuration mode, you can enter a number of protocol-specific, platform-specific, and
feature-specific configuration modes. | nformation about specific modesisgiven in task-specific contexts
throughout the Cisco | OS software documentation set.

Interface configuration mode, described in the following section, is an example of a configuration mode
you can enter from global configuration mode.

Interface Configuration Mode

One example of a specific configuration mode you enter from global configuration mode is interface
configuration mode.

Many features are enabled on a per-interface basis. Interface configuration commands modify the
operation of an interface such as an Ethernet, FDDI, or serial port. Interface configuration commands
always follow an interface global configuration command, which defines the interface type.
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For details on interface configuration commands that affect general interface parameters, such as
bandwidth or clock rate, refer to the Cisco | OSInterface and Hardware Component Configuration Guide
for your release. For protocol-specific commands, refer to the appropriate Cisco | OS software command
reference.

To access and list the interface configuration commands, use the following command:

Command

Purpose

Router (config)# interface type nunber Specifiesthe interface to be configured, and entersinterface

configuration mode.

In the following example, the user enter interface configuration mode for serial interface 0. The new
prompt, host name(confi g-if)#, indicatesinterface configuration mode.

Router(config)# interface serial 0
Rout er (config-if)#

To exit interface configuration mode and return to global configuration mode, enter the exit command.

Configuration submodes are configuration modes entered from other configuration modes (besides
global configuration mode). Configuration submodes are for the configuration of specific elements
within the configuration mode. One example of a configuration submode is subinterface configuration
mode, described in the following section.

Subinterface Configuration Mode

From interface configuration mode, you can enter subinterface configuration mode. Subinterface
configuration mode is a submode of interface configuration mode. In subinterface configuration mode
you can configure multiple virtual interfaces (called subinterfaces) on a single physical interface.
Subinterfaces appear to be distinct physical interfaces to the various protocols. For example,

Frame Relay networks provide multiple point-to-point links called permanent virtual circuits (PVCs).
PV Cs can be grouped under separate subinterfaces that in turn are configured on a single physical
interface. From a bridging spanning-tree viewpoint, each subinterface is a separate bridge port, and a
frame arriving on one subinterface can be sent out on another subinterface.

Subinterfaces also allow multiple encapsulations for a protocol on asingle interface. For example, a
router or access server can receive an Advanced Research Projects Agency (ARPA-framed) Internetwork
Packet Exchange (IPX) packet and forward the packet back out the same physical interface asa
Subnetwork Access Protocol (SNAP-framed) |PX packet.

For detailed information on how to configure subinterfaces, refer to the appropriate documentation
module for a specific protocol in the Cisco |OS software documentation set.

To access subinterface configuration mode, use the following command in interface configuration mode:

Command

Purpose

Router(config-if)# interface type number Specifies the virtual interface to be configured and enters

subinterface configuration mode.

In the following example, a subinterface is configured for serial line 2, which is configured for

Frame Relay encapsulation. The subinterfaceisidentified as“2.1” to indicate that it is subinterface 1 of
serial interface 2. The new prompt host name( conf i g- subi f) # indicates subinterface configuration
mode. The subinterface can be configured to support one or more Frame Relay PV Cs.

"mxam



Using the Cisco 10S Command-Line Interface |

Bl Cisco I0S CLI Command Modes Overview

Router(config)# interface serial 2

Rout er (config-if)# encapsul ation frane-rel ay
Router(config-if)# interface serial 2.1

Rout er (confi g-subi f)#

To exit subinterface configuration mode and return to interface configuration mode, use the exit
command. To end your configuration session and return to privileged EXEC mode, press Ctrl-Z or enter
the end command.

ROM Monitor Mode

Note

Step 1

Step 2

ROM monitor mode (ROMMON) runs from a specialized software image, and is used to manually locate
avalid system software image from which to boot the system (ROM monitor mode is also sometimes
called “boot mode”).

If your system (router, switch, or access server) does not find a valid system image to load, the system
will enter ROM monitor mode. ROM monitor mode can also be accessed by interrupting the boot
sequence during startup. From ROM monitor mode, you can boot the device or perform diagnostic tests.

On most systems you can enter ROM monitor mode by entering the reload Exec command and then
issuing the Break command during the first 60 seconds of startup. The Break command is issued by
pressing the Break key on your keyboard or by using the Break key-combination (the default Break key
combination is Ctrl-C).

You must have a console connection to the router to perform this procedure, because Telnet connections
will be lost when the system reboots.

To access ROM monitor mode from EXEC mode, perform the following steps:

Enter thereload command in EXEC mode. After you enter this command and responding to the system
prompts as necessary, the system will begin reloading the system software image.

Issue the Break command during the first 60 seconds of system startup. The break command is issued

using the Break key or Break key combination. (The default Break key combination is Ctrl-C, but this
may be configured differently on your system.) Issuing the break command interrups the boot sequence
and brings you into ROM monitor mode.

Another method for entering ROM monitor mode is to set the configuration register so that the router
automatically enters ROM monitor mode when it boots. For information about setting the configuration
register value, see “Rebooting and Reloading - Configuring Image Loading Characteristics. “

ROM monitor mode uses an angle bracket (>) as the command line prompt. On some Cisco devices the
default ROM monitor prompt isrommon >. A list of ROM monitor commandsis displayed when you enter
the ? command or help command. The following example shows how thislist of commands may appear:

User break detected at |ocation 0x8162ac6\ E
romon 1 > ?

al i as set and display aliases conmand

boot boot up an external process

br eak set/show cl ear the breakpoint

confreg configuration register utility

cont continue executing a downl oaded i mage
cont ext di splay the context of a | oaded inmage
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cpu_card_type di splay CPU card type

dev list the device table

dir list files in file system

dis di sassenbl e instruction stream
frame print out a selected stack frane
hel p moni tor builtin command hel p

hi story nmoni tor command hi story

mem nf o main nmenory information

repeat repeat a nonitor conmand

reset system reset

set show al |l nonitor variables

stack produce a stack trace

sync wite nonitor environnent to NVRAM
sysret print out info fromlast systemreturn
unal i as unset an alias

unset unset a nonitor variable

ronmon 2>

The list of available commands will vary depending on the software image and platform you are using.
Some versions of ROMMON will display alist of commandsin a pre-aliased format such as the
following:

> 2

$ state Toggl e cache state (? for help)
B [filenane] [TFTP Server |P address | TFTP Server Nane]

Load and execute systeminage from ROM or from TFTP server
C [address] Continue execution [optional address]
D/SMLV Deposit value V of size Sinto location L with nodifier M
E/SML Exanmine location L with size Swith nodifier M
G [address] Begin execution

H Hel p for conmands

| Initialize

K Stack trace

L [filenane] [TFTP Server |P address | TFTP Server Nane]

Load system i nmage from ROM or from TFTP server, but do not
begi n execution

o Show configuration register option settings
P Set the break point
S Single step next instruction

T function Test device (? for help)

Deposit and Examine sizes nay be B (byte), L (long) or S (short).
Modi fiers may be R (register) or S (byte swap).

Regi ster nanes are: DO-D7, AO0-A6, SS, US, SR, and PC

To exit ROM monitor mode, use the continue command; this will restart the booting process.

For more information on ROM monitor mode characteristics and using ROM monitor mode, see the
“Rebooting and Reloading - Configuring Image Loading Characteristics’.

Summary of Main Cisco I0S Command Modes

Table 1 summarizes the main command modes used in the Cisco |OS CLI.
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Table 1 Summary of the Main Cisco I0S Command Modes
Command
Mode Access Method Prompt Exit Method
User EXEC Login. Rout er > Use the logout command.
Privileged From user EXEC mode, |Router# To exit to user EXEC mode, use the disable
Exec use the enable Exec command.
command. To enter global configuration mode, use the
configure terminal privileged EXEC command.
Global From privileged EXEC Rout er (confi g) # To exit to privileged EXEC mode, use the end

configuration

mode, use the configure
terminal command.

command or press Ctrl-Z.

To enter interface configuration mode, use the
inter face configuration command.

Interface
configuration

From global configuration |Router(config-if)#
mode, enter by specifying
an interface with an

inter face command.

To exit to global configuration mode, use the exit
command.

To exit to privileged EXEC mode, use the end
command or press Ctrl-Z.

To enter subinterface configuration mode, specify a
subinterface with the inter face command.

Subinterface
configuration

From interface Rout er (confi g-subi f)#
configuration mode,
specify a subinterface
with an interface
command. (The
availability of thismodeis
dependent on your
platform.)

To exit to global configuration mode, use the exit
command.

To exit to privileged EXEC mode, use the end
command or press Ctrl-Z.

ROM monitor

From privileged EXEC >
mode, usether eload Exec

command. Pressthe Break |Of

key during the first boot >

60 seconds while the

system is booting. or
rommon >

If you entered ROM monitor mode by interrupting
the loading process, you can exit ROM monitor
mode and resume loading by using the continue
commands.

Cisco 10S CLI Task List

To familiarize yourself with the features of the Cisco |OS CLI, perform any of the tasks described in the

following sections:

¢ Getting Context-Sensitive Help, page 11

e Using the no and default Forms of Commands, page 15

e Using Command History, page 15

e Using CLI Editing Features and Shortcuts, page 16

e Searching and Filtering CLI Output, page 21
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Getting Context-Sensitive Help

Entering a question mark (?) at the system prompt displays a list of commands available for each
command mode. You also can get alist of the arguments and keywords available for any command with
the context-sensitive help feature.

To get help specific to a command mode, a command name, a keyword, or an argument, use any of the
following commands:

Command Purpose

(pronpt)# hel p Displays a brief description of the help system.

(pronpt)# abbrevi at ed- command-entry? Lists commands in the current mode that begin with a particular
character string.

(pronpt)# abbrevi at ed- conmand- ent r y<Tab> Completes a partial command name.

(pronpt)# ? Lists all commands available in the command mode.

(pronpt)# comand ? Lists the available syntax options (arguments and keywords) for
the command.

(pronpt)# comand keyword ? Lists the next available syntax option for the command.

Note that the system prompt will vary depending on which configuration mode you are in.

When context-sensitive help is used, the space (or lack of a space) before the question mark (?) is
significant. To obtain alist of commands that begin with a particular character sequence, type in those
characters followed immediately by the question mark (?). Do not include a space. Thisform of helpis
called word help, because it completes aword for you. For more information, see the “Completing a
Partial Command Name” section later in this chapter.

To list keywords or arguments, enter a question mark (?) in place of a keyword or argument. Include a
space before the ?. This form of help is called command syntax help, because it shows you which
keywords or arguments are availabl e based on the command, keywords, and arguments you already have
entered.

You can abbreviate commands and keywords to the number of characters that allow a unique
abbreviation. For example, you can abbreviate the configure terminal command to config t. Because
the abbreviated form of the command is unique, the router will accept the abbreviated form and execute
the command.

Entering the help command (available in any command mode) will provide the following description of
the help system:

Rout er# hel p

Hel p may be requested at any point in a command by entering

a question mark '?'. |f nothing matches, the help list wll

be enpty and you nust back up until entering a '?" shows the

avai l abl e opti ons.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argunent (e.g. 'show ?') and describes each possible
ar gument .

2. Partial help is provided when an abbrevi ated argunment is entered
and you want to know what arguments match the input
(e.g. '"show pr?'.)
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As described in the help command output, you can use the question mark (?) to complete a partial
command name (partial help), or to obtain alist of arguments or keywords that will complete the current
command.

The following example illustrates how the context-sensitive help feature enables you to create an access
list from configuration mode.

Enter the letters co at the system prompt followed by a question mark (?). Do not |eave a space between
the last letter and the question mark. The system provides the commands that begin with co.

Rout er# co?
configure connect copy

Enter the configure command followed by a space and a question mark to list the keywords for the
command and a brief explanation:

Rout er# configure ?
menory Configure from NV nmenory
net wor k Configure froma TFTP network host
overwite-network Overwrite NV nmenory from TFTP networ k host
term nal Configure fromthe terninal
<cr>

The <cr > symbol (“cr” stands for carriage return) appears in the list to indicate that one of your options
is to press the Return or Enter key to execute the command, without adding any keywords. In this
example, the output indicates that your options for the configure command are configure memory
(configure from NVRAM), configure network (configure from afile on the network), configure
overwrite-network (configure from afile on the network and replace the filein NVRAM), or configure
terminal (configure manually from the terminal connection). For most commands, the <cr> symbol is
used to indicate that you can execute the command with the syntax you have already entered. However,
the configure command is a special case, because the CLI will prompt you for the missing syntax:

Rout er# configure

Configuring fromterminal, nmenory, or network [terminal]? term nal

Enter configurati on commands, one per line. End with CNTL/Z.
Rout er (confi g) #

The default response for the ? prompt isindicated in the CLI output by a bracketed option at the end of
the line. In the preceding example, pressing the Enter (or Return) key is equivalent to typing in the word
“terminal.”

Enter the configure terminal command to enter global configuration mode:

Rout er# configure terninal
Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #

The CLI provides error isolation in the form of an error indicator, a caret symbol (*). The * symbol
appears at the point in the command string where the user has entered incorrect or unrecognized
command syntax. For example, the caret symbol in the following output shows the letter that was
mistyped in the command:

Rout er# configure termnal
N

% I nvalid input detected at '~' marker.

Rout er #

Note that an error message (indicated by the % symbol) appears on the screen to alert you to the error
marker.
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Enter the access-list command followed by a space and a question mark to list the available options for
the command:

Rout er (confi g) #access-1list ?

<1-99> | P standard access |i st

<100- 199> | P extended access |i st

<1100- 1199> Ext ended 48-bit MAC address access |i st
<1300- 1999> | P standard access |ist (expanded range)
<200- 299> Prot ocol type-code access |i st

<2000- 2699> | P extended access |ist (expanded range)
<700- 799> 48-bit MAC address access |ist

dynani c-extended Extend the dynam c ACL absolute tiner
rate-limt Sinple rate-limt specific access |ist

The two numbers within the angle brackets represent an inclusive range. Enter the access list number 99
and then enter another question mark to see the arguments that apply to the keyword and brief
explanations:

Rout er (confi g)# access-list 99 ?

deny Speci fy packets to reject

permit Specify packets to forward
Enter the deny argument followed by a question mark (?) to list additional options:
Rout er (confi g)# access-list 99 deny ?

A.B.C.D Address to match

Generally, uppercase | etters represent variables (arguments). Enter the | P address fol lowed by aquestion
mark (?) to list additional options:

Rout er (confi g)# access-list 99 deny 172.31.134.0 ?
A.B.C.D Mask of bits to ignore
<Cr>

Inthisoutput, A.B.C.D indicates that use of awildcard mask is allowed. The wildcard mask is a method
for matching | P addresses or ranges of | P addresses. For example, awildcard mask of 0.0.0.255 matches
any number in the range from 0 to 255 that appears in the fourth octet of an IP address.

Enter the wildcard mask followed by a question mark (?) to list further options:
Rout er (confi g)# access-list 99 deny 172.31.134.0 0.0.0.255 ?

<Ccr>

The <cr > symbol by itself indicates there are no more keywords or arguments. Press Enter (or Return)
to execute the command.:

Rout er (config)# access-list 99 deny 172.31.134.0 0.0.0. 255

The system adds an entry to access list 99 that denies access to all hosts on subnet 172.31.134.0, while
ignoring bits for | P addresses that end in 0 to 255.

Displaying All User Exec Commands

To configure the current session to display the full set of user EXEC commands, use the following
command in user EXEC or privileged EXEC mode:
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Command

Purpose

Rout er# term nal

full-help

Configures this session to provide help for the full set of
user-level commands.

The system administrator can also configure the system to always display full help for connections made
to a particular line using the full-help line configuration command.

The full-help and ter minal full-help commands enable the displaying of all help messages availablein
user EXEC mode when the show ? command is executed.

The following example is output for the show ? command with the terminal full-help command
disabled and then enabled:

Router> terminal no full-help
Rout er > show ?

boot f| ash
cal endar
cl ock
cont ext
di al er

hi story
host s

i sdn

ker ber os
nodentap
ppp

rnon
sessi ons
snnp
term na
users
ver si on

Boot Fl ash information

Di spl ay the hardware cal endar

Di splay the system cl ock

Show context information

Di al er paraneters and statistics

Di splay the session command hi story

| P domai n- nane, | ookup style, naneservers, and host table
| SDN i nf or nati on

Show Ker beros Val ues

Show Modem Capabi liti es dat abase

PPP paraneters and statistics

rnon statistics

I nformati on about Tel net connections

snnp statistics

Di splay terminal configuration paraneters
Di splay information about terminal |ines
System hardware and software status

Router> term nal full-help
Rout er > show ?

access-expression List access expression

access-lists Li st access lists

al i ases Di splay alias conmmands

apol I o Apol | o network information

appl et al k Appl eTal k i nformation

arp ARP tabl e

async Information on termnal lines used as router interfaces
boot f 1 ash Boot Fl ash information

bri dge Bri dge Forwarding/ Filtering Database [verbose]

bsc BSC interface information

bstun BSTUN i nterface information

buffers Buf fer pool statistics

cal endar Di spl ay the hardware cal endar

cdp CDP i nformation

clns CLNS network information

cl ock Di splay the system cl ock

cls DLC user information

cms Connecti on- Mode networking services (CWS) infornation
x25 X.25 information
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Using the no and default Forms of Commands

Almost every configuration command has a no form. In general, use the no form to disable a feature or
function. Use the command without the no keyword to reenable a disabled feature or to enable afeature
that is disabled by default. For example, |P routing is enabled by default. To disable IP routing, use the
no ip routing form of the ip routing command. To reenable it, use the plain ip routing form. The
Cisco 10S software command reference publications describe the function of the no form of the
command whenever ano form is available.

Many CLI commands also have a default form. By issuing the default command-name command, you
can configure the command to its default setting. The Cisco | OS software command reference documents
generally describe the function of the default form of the command when the default form performs a
different function than the plain and no forms of the command. To see what default commands are
available on your system, enter default ? in the appropriate command mode.

Using Command History

The Cisco IOS CLI provides a history or record of commands that you have entered. This feature is
particularly useful for recalling long or complex commands or entries, including access lists. To use the
command history feature, perform any of the tasks described in the following sections:

e Setting the Command History Buffer Size, page 15
¢ Recalling Commands, page 16
¢ Disabling the Command History Feature, page 16

Setting the Command History Buffer Size

By default, the system records ten command lines in its history buffer. To set the number of command
lines that the system will record during the current terminal session, use the following command in
privileged EXEC mode:

Command Purpose
Router# terminal history [size nunber-of-1lines] Enables the command history feature for the current terminal
session.

The no terminal history size command resets the number of lines saved in the history buffer to the
default of ten lines.

To configure the number of command lines the system will record for all sessions on a particular line,
use the following command in privileged EXEC mode:

Command Purpose

Router (config-1ine)# history [size nunber-of-lines] |Enablesthe command history feature.
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Recalling Commands

To recall commands from the history buffer, use one of the following commands or key combinations:

Command or Key Combination Purpose

Ctrl-P or the Up Arrow key.! Recallscommandsin the history buffer, beginning with the most
recent command. Repeat the key sequence to recall successively
older commands.

Ctrl-N or the Down Arrow key.! Returns to more recent commands in the history buffer after
recalling commands with Ctrl-P or the Up Arrow key. Repeat the
key sequence to recall successively more recent commands.

Rout er> show hi story While in user EXEC mode, lists the last several commands
entered.

1. The arrow keys function only on American National Standards Institute (ANSI)-compatible terminals.

Disabling the Command History Feature

The command history feature is automatically enabled. To disableit during the current terminal session,
use the following command in user EXEC mode:

Command Purpose

Router> no terninal history Disables command history for the current session.

To configure a specific line so that the command history feature is disabled, use the following command
privileged EXEC mode:

Command Purpose
Router (config-line)# no history Disables command history for the line.

Using CLI Editing Features and Shortcuts

A variety of shortcuts and editing features are enabled for the Cisco I0S CLI. The following subsections
describe these features:

e Moving the Cursor on the Command Line, page 17
e Completing a Partial Command Name, page 17

¢ Recalling Deleted Entries, page 18

¢ Editing Command Lines that Wrap, page 19

¢ Deleting Entries, page 18

e Continuing Output at the --More-- Prompt, page 19
¢ Redisplaying the Current Command Line, page 19

e Transposing Mistyped Characters, page 20
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e Controlling Capitalization, page 20
¢ Designating a Keystroke as a Command Entry, page 20
¢ Disabling and Reenabling Editing Features, page 20

Moving the Cursor on the Command Line

Completing a

Table 2 shows the key combinations or sequences you can use to move the cursor on the command line
to make corrections or changes. Ctrl indicates the Control key, which must be pressed simultaneously
with its associated letter key. Esc indicates the Escape key, which must be pressed first, followed by its
associated letter key. Keys are not case sensitive. Many letters used for CLI navigation and editing were
chosen to provide an easy way of remembering their functions. In Table 2 characters are bolded in the
“Function Summary” column to indicate the relation between the letter used and the function.

Table 2 Key Combinations Used to Move the Cursor

Keystrokes

Function Summary

Function Details

L eft Arrow or
Ctrl-B

Back character

Moves the cursor one character to the left.
When you enter a command that extends beyond a single

line, you can pressthe Left Arrow or Ctrl-B keysrepeatedly
to scroll back toward the system prompt and verify the
beginning of the command entry, or you can pressthe Ctrl-A
key combination.

Right Arrow or Forward character |Moves the cursor one character to the right.

Ctrl-F

Esc, B Back word Moves the cursor back one word.

Esc, F Forward word Moves the cursor forward one word.

Ctrl-A Beginning of line | Moves the cursor to the beginning of the line.
Ctrl-E End of line Moves the cursor to the end of the command line.

Partial Command Name

If you cannot remember a complete command name, or if you want to reduce the amount of typing you
have to perform, enter the first few letters of the command, then press the Tab key. The command line
parser will completethe command if the string entered is unique to the command mode. If your keyboard
does not have a Tab key, press Ctrl-1 instead.

The CLI will recognize a command once you have entered enough characters to make the command
unique. For example, if you enter conf in privileged EXEC mode, the CLI will be able to associate your
entry with the configure command, because only the configure command begins with conf.

In the following example the CLI recognizes the unique string for privileged EXEC mode of conf when
the Tab key is pressed:

Rout er # conf <Tab>
Rout er# configure

When you use the command completion feature the CL 1 displaysthe full command name. The command
is not executed until you use the Return or Enter key. This way you can modify the command if the full
command was not what you intended by the abbreviation. If you enter a set of characters that could
indicate more than one command, the system beeps to indicate that the text string is not unique.

"=
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If the CLI cannot complete the command, enter a question mark (?) to obtain alist of commands that
begin with that set of characters. Do not |eave a space between the last letter you enter and the question
mark (7).

For example, entering co? will list all commands available in the current command mode:

Rout er# co?
configure connect copy
Rout er# co

Notethat the charactersyou enter before the question mark appear on the screen to allow you to complete
the command entry.

Deleting Entries

Use any of the following keys or key combinations to delete command entries if you make a mistake or
change your mind:

Keystrokes

Purpose

Delete or Backspace

Deletes the character to the left of the cursor.

Ctrl-D

Deletes the character at the cursor.

Ctrl-K

Deletes all charactersfrom the cursor to the end of the command
line.

Ctrl-U or Ctrl-X

Deletes all characters from the cursor to the beginning of the
command line.

Ctrl-w

Deletes the word to the left of the cursor.

Esc, D

Deletes from the cursor to the end of the word.

Recalling Deleted Entries

The CLI stores commands or keywords that you delete in a history buffer. Only character strings that

begin or end with a space are stored in the buffer; individual charactersthat you delete (using Backspace
or Ctrl-D) are not stored. The buffer storesthe last ten items that have been deleted using Ctrl-K, Ctrl-U,
or Ctrl-X. Torecall these items and paste them in the command line, use the following key combinations:

Keystrokes Purpose

Ctrl-Y Recalls the most recent entry in the buffer (press keys
simultaneously).

Esc, Y Recalls the previous entry in the history buffer (press keys

sequentially).

Note that the Esc, Y key sequence will not function unless you press the Ctrl-Y key combination first.
If you press Esc, Y more than ten times, you will cycle back to the most recent entry in the buffer.
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Editing Command Lines that Wrap

The CLI provides a wrap-around feature for commands that extend beyond a single line on the screen.
When the cursor reaches the right margin, the command line shifts ten spacesto the left. You cannot see
the first ten characters of the line, but you can scroll back and check the syntax at the beginning of the
command. To scroll back, press Ctrl-B or the Left Arrow key repeatedly until you scroll back to the
beginning of the command entry, or press Ctrl-A to return directly to the beginning of the line.

In the following example, the access-list command entry extends beyond one line. When the cursor first
reaches the end of the ling, the line is shifted ten spaces to the left and redisplayed. The dollar sign ($)
indicates that the line has been scrolled to the left. Each time the cursor reaches the end of the line, the
line is again shifted ten spaces to the left.

Rout er (confi g)# access-list 101 permt tcp 172.31.134.5 255.255.255.0 172.31.1
Router(config)# $ 101 permit tcp 172.31.134.5 255.255.255.0 172.31.135.0 255. 25

Rout er (config)# $t tcp 172.31.134.5 255.255.255. 0 172. 31.135.0 255.255.255.0 eq
Rout er (confi g)# $31.134.5 255. 255.255. 0 172.31.135.0 255.255.255.0 eq 45

When you have completed the entry, press Ctrl-A to check the complete syntax before pressing the
Return key to execute the command. The dollar sign ($) appears at the end of the lineto indicate that the
line has been scrolled to the right:

Rout er (config)# access-list 101 permt tcp 172.31.134.5 255.255.255.0 172.31.1%

The Cisco | OS software assumes you have a terminal screen that is 80 columns wide. If you have a
different screen-width, use the terminal width user EXEC command to set the width of your terminal.

Use line wrapping in conjunction with the command history feature to recall and modify previous
complex command entries. See the “ Recalling Commands” section in this chapter for information about
recalling previous command entries.

Continuing OQutput at the --More-- Prompt

Tip

When you use the Cisco |0S CLI, output often extends beyond the visible screen length. For cases where
output continues beyond the bottom of the screen, such as with the output of many ?, show, or more
commands, the output is paused and a --More-- prompt appears at the bottom of the screen. To resume
output, press the Return key to scroll down oneline, or press the Spacebar to display the next full screen
of output.

If output is pausing on your screen, but you do not see the --More-- prompt, try entering alower value
for the screen length using the length line configuration command or the terminal length privileged
EXEC mode command. Command output will not be paused if the length value is set to zero.

For information about filtering output from the --More-- prompt, see the “ Searching and Filtering CL|
Output” section in this chapter.

Redisplaying the Current Command Line

If you are entering a command and the system suddenly sends a message to your screen, you can easily
recall your current command line entry. To redisplay the current command line (refresh the screen), use
either of the following key combinations:

g o |
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Keystrokes

Purpose

Ctrl-L or Ctrl-R

Redisplays the current command line.

Transposing Mistyped Characters

If you have mistyped a command entry, you can transpose the mistyped characters. To transpose
characters, use the following key combination:

Keystrokes

Purpose

Ctrl-T

Transposes the character to the left of the cursor with the
character located to the right of the cursor.

Controlling Capitalization

You can capitalize or lowercase words or capitalize a set of letters with simple key sequences. Note,
however, that Cisco |OS commands are generally case-insensitive, and are typically all in lowercase. To
change the capitalization of commands, use any of the following key sequences:

Keystrokes Purpose

Esc, C Capitalizes the letter at the cursor.

Esc, L Changes the word at the cursor to lowercase.

Esc, U Capitalizes letters from the cursor to the end of the word.

Designating a Keystroke as a Command Entry

You can configure the system to recognize a particular keystroke (key combination or sequence) as
command aliases. In other words, you can set a keystroke as a shortcut for executing a command. To
enable the system to interpret a keystroke as a command, use the either of the following key
combinations before entering the command sequence:

Keystrokes

Purpose

Ctrl-V or Esc, Q

Configures the system to accept the following keystroke as a
user-configured command entry (rather than as an editing
command).

Disabling and Reenabling Editing Features

The editing features described in the previous sections were introduced in Cisco |OS Release 9.21, and
are automatically enabled on your system. However, there may be some unique situations that could
warrant disabling these editing features. For example, you may have scripts that conflict with editing
functionality. To globally disable editing features, use the following command in line configuration

mode:
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Command Purpose

Router (config-line)# no editing Disables CLI editing features for a particular line.
To disablethe editing features for the current terminal session, use the following command in user EXEC
mode:

Command Purpose

Router# no terminal editing Disables CLI editing features for the local line.
To reenable the editing features for the current terminal session, use the following command in user
EXEC mode:

Command Purpose

Router# termnal editing Enablesthe CLI editing featuresfor the current terminal session.
To reenable the editing features for a specific line, use the following command user EXEC mode:

Command Purpose

Rout er (config-line)# editing Enables the CLI editing features.

Searching and Filtering CLI OQutput

Note

The Cisco |0OS CLI provides ways of searching through large amounts of command output and filtering
output to exclude information you do not need. These features are enabled for show and more
commands, which generally display large amounts of data.

Show and more commands are always entered in user EXEC or privileged EXEC.

When output continues beyond what is displayed on your screen, the Cisco IOS CLI displaysa--More--
prompt. Pressing Return displays the next line; pressing the Spacebar displays the next screen of output.
The CLI String Search feature allows you to search or filter output from --More-- prompts.

Understanding Regular Expressions

A regular expression is a pattern (a phrase, number, or more complex pattern) the CLI String Search
feature matches against show or more command output. Regular expressions are case-sensitive and
allow for complex matching requirements. Simple regular expressions include entries like Seri al ,

m sses, or 138. Complex regular expressions include entries like 00210. .. ,( is ), or [ Oo] ut put.

A regular expression can be a single-character pattern or a multiple-character pattern. That is, aregular
expression can be a single character that matches the same single character in the command output or
multiple characters that match the same multiple characters in the command output. The pattern in the

"
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command output is referred to as a string. This section describes creating both single-character patterns
and multiple-character patterns. It also discusses creating more complex regular expressions using
multipliers, alternation, anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in the
command output. You can use any letter (A—Z, a-z) or digit (0-9) as a single-character pattern. You can
also use other keyboard characters (such as! or ~) as single-character patterns, but certain keyboard
characters have special meaning when used in regular expressions. Table 3 lists the keyboard characters
that have special meaning.

Table 3 Characters with Special Meaning

Character Special Meaning

Matches any single character, including white space.

* Matchers O or more sequences of the pattern.

Matches 1 or more sequences of the pattern.

Matches 0 or 1 occurrences of the pattern.

A Matches the beginning of the string.
$ Matches the end of the string.
_ (underscore) Matches acommal(,), left brace ({), right brace (}), left parenthesis ( (), right

parenthesis () ), the beginning of the string, the end of the string, or a space.

To use these special characters as single-character patterns, remove the special meaning by preceding
each character with a backslash (\). The following examples are single-character patterns matching a
dollar sign, an underscore, and a plus sign, respectively.

\$\\+

You can specify arange of single-character patternsto match against command output. For example, you
can create aregular expression that matches a string containing one of the following letters: a, e, i, 0, or
u. Only one of these characters must exist in the string for pattern matching to succeed. To specify a
range of single-character patterns, enclose the single-character patterns in square brackets ([ ]). For
example, [aeiou] matches any one of the five vowels of the lowercase alphabet, while [abcdABCD]
matches any one of the first four letters of the lower- or uppercase al phabet.

You can simplify ranges by entering only the endpoints of the range separated by adash (-). Simplify the
previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it with a
backslash:

[a-dA-D\-]
You can also include aright square bracket (]) as a single-character pattern in your range, as shown here:
[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase alphabet, a
dash, or aright square bracket.
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You can reverse the matching of the range by including acaret (") at the start of the range. The following
example matches any letter except the ones listed:

[*a-dgsv]
The following example matches anything except a right square bracket (]) or the letter d:
[(M\]d]

Multiple-Character Patterns

Multipliers

When creating regular expressions, you can also specify a pattern containing multiple characters. You

create multiple-character regular expressions by joining letters, digits, or keyboard charactersthat do not
have special meaning. For example, a4% is a multiple-character regular expression. Insert a backslash

before the keyboard characters that have special meaning when you want to indicate that the character
should be interpreted literally.

With multiple-character patterns, order isimportant. The regular expression a4% matches the character
afollowed by a4 followed by a % sign. If the string does not have a4%, in that order, pattern matching
fails. The multiple-character regular expression a. uses the special meaning of the period character to
match the letter afollowed by any single character. With this example, the strings ab, a!, or a2 are all
valid matches for the regular expression.

You can remove the special meaning of the period character by inserting a backslash before it. For
example, when the expression a\. is used in the command syntax, only the string a. will be matched.

You can create a multiple-character regular expression containing all letters, all digits, all keyboard
characters, or a combination of letters, digits, and other keyboard characters. For example,
telebit 3107 v32bisisavalid regular expression.

You can create more complex regular expressions that instruct Cisco |OS software to match multiple
occurrences of a specified regular expression. To do so, you use some special characters with your
single-character and multiple-character patterns. Table 4 lists the special characters that specify
“multiples” of aregular expression.

Table 4 Special Characters Used as Multipliers
Character Description
* Matches O or more single-character or multiple-character patterns.

Matches 1 or more single-character or multiple-character patterns.

Matches 0 or 1 occurrences of a single-character or multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:
a*

The following pattern requires that at least one letter a be in the string to be matched:

a+t

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**
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Alternation

Anchoring

To use multipliers with multiple-character patterns, you enclose the pattern in parentheses. In the
following example, the pattern matches any number of the multiple-character string ab:

(ab)*

Asamore complex example, the following pattern matches one or moreinstances of alphanumeric pairs,
but not none (that is, an empty string is not a match):

([A-Za-z][0-9])+

The order for matches using multipliers (*, +, or ?) isto put the longest construct first. Nested constructs
are matched from outside to inside. Concatenated constructs are matched beginning at the left side of the
construct. Thus, the regular expression matches A9b3, but not 9Ab3 because the letters are specified
before the numbers.

Alternation allows you to specify alternative patterns to match against a string. You separate the
alternative patterns with a vertical bar (|). Exactly one of the alternatives can match the string. For
example, the regular expression codex|telebit matches the string codex or the string tel ebit, but not both
codex and telebit.

You can instruct Cisco 10S software to match aregular expression pattern against the beginning or the
end of the string. That is, you can specify that the beginning or end of a string contain a specific pattern.
You “anchor” these regular expressions to a portion of the string using the special characters shown in
Table 5.

Table 5 Special Characters Used for Anchoring
Character Description

A Matches the beginning of the string.
$ Matches the end of the string.

For example, the regular expression ~ con matches any string that starts with con, and $sole matches any
string that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the logical
function “not” when used in a bracketed range. For example, the expression [*abcd] indicates a range
that matches any single letter, aslong asit is not the letters a, b, ¢, or d.

Contrast these anchoring characters with the special character underscore (). Underscore matches the
beginning of astring (*), the end of a string ($), parentheses (()), space ( ), braces ({}), comma ,), or

underscore (). With the underscore character, you can specify that a pattern exist anywherein the string.
For example, _1300_ matches any string that has 1300 somewhere in the string. The string 1300 can be
preceded by or end with a space, brace, comma, or underscore. So, although {1300 _matches the regular
expression 1300 _, 21300 and 13000 do not.

Using the underscore character, you can replace long regular expression lists. For example, instead of
specifying ~1300( ) ()1300$ {1300, ,1300, {1300} ,1300, (1300 you can specify simply _1300 .
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Parentheses for Recall

Asshown in the “Multipliers’ section, you use parentheses with multiple-character regular expressions
to multiply the occurrence of a pattern. You can also use parentheses around a single- or
multiple-character pattern to instruct the Cisco 10S software to remember a pattern for use elsewherein
the regular expression.

To create aregular expression that recalls a previous pattern, you use parentheses to indicate memory of
aspecific pattern and a backslash (\) followed by a number to reuse the remembered pattern. The number
specifies the occurrence of a parentheses in the regular expression pattern. If you have more than one
remembered pattern in your regular expression, then \1 indicates the first remembered pattern, and \2
indicates the second remembered pattern, and so on.

The following regular expression uses parentheses for recall:
a(.)bc()\1\2

This regular expression matches an a followed by any character (call it character no. 1), followed by bc
followed by any character (character number 2), followed by character no. 1 again, followed by character
number. 2 again. So, the regular expression can match aZbcTZT. The software remembers that character
number 1 is Z and character number 2is T and then uses Z and T again later in the regular expression.

Searching and Filtering show Commands

To search show command output, use the following command in privileged EXEC mode:

Command Purpose
Rout er# show any-conmand | begin regul ar-expression Begins unfiltered output of the show command with
the first line that contains the regular expression.
>
Note  Cisco |OS documentation generally uses the vertical bar to indicate a choice of syntax. However, to
search the output of show and more commands, you will need to enter the pipe character (the vertical
bar). In this section the pipe appearsin bold (] ) to indicate that you should enter this character.
To filter show command output, use one of the following commands in privileged EXEC mode;
Command Purpose

Rout er# show any-conmand | excl ude regul ar-expression Displays output lines that do not contain the regular

expression.

Rout er# show any-conmand | include regul ar-expression |Displays output lines that contain the regular expression.

On most systems you can enter the Ctrl-Z key combination at any time to interrupt the output and return
to privileged EXEC mode. For example, you can enter the show running-config | begin hostname
command to start the display of the running configuration file at the line contai ning the hostname setting,
then use Ctrl-Z when you get to the end of the information you are interested in.
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Searching and Filtering more Commands

You can search more commands the same way you search show commands (mor e commands perform
the same function as show commands). To search more command output, use the following command
in user EXEC mode:

Command Purpose

Router# nore any-conmand | begin regul ar-expression Begins unfiltered output of a more command with the first
line that contains the regular expression.

You can filter more commands the same way you filter show commands. To filter more command
output, use one of the following commands in user EXEC mode:

Command Purpose

Router# nore any-conmand | exclude regul ar-expression |Displays output lines that do not contain the regular
expression.

Router# nore any-conmand | include regul ar-expression |Displays output lines that contain the regular expression.

Searching and Filtering from the --More-- Prompt

You can search output from --More-- prompts. To search show or mor e command output from a--More--
prompt, use the following command in user EXEC mode:

Command Purpose

- Mor e- Begins unfiltered output with the first line that contains the
/ regul ar - expressi on regular expl‘eSSi on.

You can filter output from --More-- prompts. However, you can specify only one filter for each
command. The filter remains until the show or more command output finishes or until you interrupt the
output (using Ctrl-Z or Ctrl-6). Therefore, you cannot add a second filter at a --More-- prompt if you
already specified afilter at the original command or at a previous --More--prompt.

Note  Searchingand filtering are different functions. You can search command output using the begin keyword
and specify afilter at the --More-- prompt for the same command.

To filter show or mor e command output at a--More-- prompt, use one of the following commandsin
user EXEC mode:

Command Purpose

- Mor e- Displays output lines that do not contain the regular
-regul ar - expr essi on expression.

- Mor e- Displays output lines that contain the regular expression.

+r egul ar - expr essi on

“. |
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The following sections provide examples of using the CL1I:
e Determining Command Syntax and Using Command History: Example, page 27
e Searching and Filtering CLI Output: Examples, page 28

Determining Command Syntax and Using Command History: Example

The CLI provides error isolation in the form of an error indicator, a caret symbol (*). The * symbol
appears at the point in the command string where you have entered an incorrect command, keyword, or
argument.

In the following example, suppose you want to set the clock. Use context-sensitive help to determine the
correct command syntax for setting the clock.

Rout er# cl ock ?
set Set the tine and date
Rout er # cl ock

The help output shows that the set keyword is required. Determine the syntax for entering the time:

Rout er# cl ock set ?
hh: mm ss Current tine
Rout er# cl ock set

Enter the current time:

Rout er# cl ock set 13:32:00
% | nconpl et e conmmand.

The system indicates that you need to provide additional arguments to complete the command. Press
Ctrl-P or the Up Arrow to automatically repeat the previous command entry. Then add a space and
guestion mark (?) to reveal the additional arguments:

Rout er# clock set 13:32:00 ?
<1-31> Day of the nonth
January Month of the year
February
Mar ch
April
May
June
July
August
Sept enber
Cct ober
Novenber
Decenber

Now you can complete the command entry:
Router# clock set 13:32:00 23 February 01
N

% Invalid input detected at '~ marker.

The caret symbol (*) and help response indicate an error at 01. To list the correct syntax, enter the
command up to the point where the error occurred and then enter a question mark (?):

Router# cl ock set 13:32:00 23 February ?
<1993-2035> Year

| .“
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Router# cl ock set 13:32:00 23 February

Enter the year using the correct syntax and press Enter or Return to execute the command:
Router# clock set 13:32:00 23 February 2001

Searching and Filtering CLI Qutput: Examples

The following is partial sample output from the more nvram:startup-config | begin privileged Exec
mode command that begins unfiltered output with the first line that contains the regular expression ip.
At the --More-- prompt, the user specifies a filter to exclude output lines that contain the regular
expression ip.

Router# nore nvram startup-config | begin ip
i p subnet-zero

i p domai n-nane ci sco.com

i p name-server 192.168.48. 48

i p name-server 172.16.2.132

|

isdn switch-type primary-5ess

interface Ethernetl
ip address 10.5.5.99 10.255. 255.0
--Mre--
-|p
filtering..
medi a-type 10BaseT
|
nterface Serial0:23
encapsul ation frane-rel ay
no keepalive
dialer string 4001
dialer-group 1
i sdn switch-type prinmary-5ess
no fair-queue

The following is partial sample output of the more nvram:startup-config | include privileged EXEC
command. It only displays lines that contain the regular expression i p.

Rout er# nore nvram startup-config | include ip
i p subnet-zero

i p domai n-nane ci sco.com

i p name-server 1192.168. 48. 48

i p nane-server 172.16.2.132

Thefollowing is partial sample output from the mor e nvram:startup-config | exclude privileged EXEC
command. It excludeslinesthat contain the regular expression ser vi ce. At the --More-- prompt, the user
specifies a filter with the regular expression Dialerl. Specifying this filter resumes the output with the
first line that contains Dialerl.

Rout er# nore nvram startup-config | exclude service
|

version 12.2

!

host nane rout er

|

boot system flash
no | oggi ng buffered
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i p subnet-zero
i p domai n-nane ci sco.com

--More--

/Dialerl

filtering..

nterface Dialerl

no i p address

no i p directed-broadcast
di al er in-band

no cdp enabl e

The following is partial sample output from the show interface user EXEC or privileged EXEC
command mode with an output search specified. The use of the keywords begin Ethernet after the pipe
begins unfiltered output with the first line that contains the regular expression Et her net . At the
--More-- prompt, the user specifies afilter that displaysonly the linesthat contain the regular expression
Seri al .

Rout er# show i nterface | begin Ethernet

Et hernetO is up, line protocol is up

Hardware i s Lance, address is 0060.837c.6399 (bia 0060.837c. 6399)
Description: ip address is 172.1.2.14 255.255.255.0
Internet address is 172.1.2.14/24

O lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

--More--

+Seri al

filtering..

Seriall is up, line protocol is up
Serial2 is up, line protocol is up
Serial3 is up, line protocol is down
Serial4 is down, line protocol is down
Serial5 is up, line protocol is up
Serial6 is up, line protocol is up
Serial 7 is up, line protocol is up

Thefollowing is partial sample output from the show buffers| exclude command. It excludes lines that
contain the regular expression 0 ni sses. At the --More-- prompt, the user specifies a search that
continues the filtered output beginning with the first line that contains SerialO.

Rout er# show buffers | exclude 0 mi sses

Buf fer el enents
398 in free list (500 nax al | owed)
Public buffer pools:
Smal | buffers, 104 bytes (total 50, permanent 50):
50 in free list (20 min, 150 nax al | owed)
551 hits, 3 misses, O trins, O created
Big buffers, 1524 bytes (total 50, permanent 50):
49 in free list (5 mn, 150 nax al | owed)
Very Big buffers, 4520 bytes (total 10, permanent 10):

Huge buffers, 18024 bytes (total O pernmanent 0):
Oinfreelist (0 min, 4 max all oned)
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--Mre--

/SerialO

filtering...

Serial 0 buffers, 1543 bytes (total 64, permanent 64):
16 in free list (0 min, 64 max al |l owed)
48 hits, 0 fallbacks

Thefollowing is partial sample output from the show interface|include user EXEC or privileged EXEC
command mode. The use of theinclude ( is) keywords after the pipe (|) causes the command to display
only lines that contain the regular expression ( is). The parenthesis force the inclusion of the spaces
before and after is. Use of the parenthesis ensures that only lines containing is with a space both before
and after it will be included in the output (excluding from the search, for example, words like
“disconnect”) .

router# show interface | include ( is )

ATM) is administratively down, |line protocol is down
Hardware is ATM zer BX-50

Dialerl is up (spoofing), line protocol is up (spoofing)

Har dware i s Unknown
DTR is pulsed for 1 seconds on reset
Et hernetO is up, line protocol is up
Hardware i s Lance, address is 0060.837c.6399 (bia 0060.837c. 6399)
Internet address is 172.21.53.199/24
Et hernetl is up, line protocol is up
Hardware is Lance, address is 0060.837c.639c (bia 0060.837c. 639c)
Internet address is 10.5.5.99/24
Serial0:0 is down, line protocol is down
Har dware i s DSX1

--Mre--

At the --More-- prompt, the user specifies a search that continues the filtered output beginning with the
first line that contains Serial 0:13:

/ Serial 0:13
filtering...
Serial0:13 is down, line protocol is down
Har dware i s DSX1
Internet address is 10.0.0.2/8
0 output errors, O collisions, 2 interface resets
Tinmeslot(s) Used: 14, Transmitter delay is 0 flag
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EXEC Commands in Configuration Mode

Feature History

Release Modification

12.1(11b)E, 12.2(7)B, This feature (the do command) was introduced.
12.2(7)PB, 12.0(20)SP,

12.0(20)ST, 12.0(21)S,

12.2(8)T

This document describes the EXEC Commands in Configuration Mode feature and contains the
following sections:

¢ Feature Overview, page 1

e Supported Platforms, page 2

e Supported Standards, MIBs, and RFCs, page 2
e Configuration Tasks, page 3

e Configuration Examples, page 3

¢ Command Reference, page 4

Feature Overview

Benefits

I
CISCO.

You can now issue EXEC-level Cisco |OS commands (such as show, clear, and debug commands) from
within any configuration mode (such as global configuration mode) by issuing the do command followed
by the desired EXEC command.

This feature provides the convenience of entering EXEC-level commands without needing to exit the
current configuration mode.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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Restrictions

You cannot use the do command to execute the configur eter minal EXEC command because i ssuing the
configure terminal command changes the mode to configuration mode.

Related Documents

¢ Cisco 10S Configuration Fundamentals Command Reference

Supported Platforms

e Thiscommand is supported on all platforms running the software releases (and all derivative
releases) listed in the Feature History at the beginning of this document.

Determining Platform Support Through Cisco Feature Navigator

Cisco 10S software is packaged in feature sets that support specific platforms. To get updated
information regarding platform support for this feature, access Cisco Feature Navigator. Cisco Feature
Navigator dynamically updates the list of supported platforms as new platform support is added for the
feature.

Cisco Feature Navigator is a web-based tool that enables you to quickly determine which Cisco 10S
software images support a specific set of features and which features are supported in a specific
Cisco |OS image. You can search by feature or release. Under the release section, you can compare
releases side by side to display both the features unique to each software release and the featuresin
common.

To access Cisco Feature Navigator, you must have an account on Cisco.com. If you have forgotten or
lost your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an account
on Cisco.com by following the directions at http://www.cisco.com/register.

Cisco Feature Navigator is updated regularly when major Cisco |OS software rel eases and technology
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL:

http://www.cisco.com/go/fn

Supported Standards, MIBs, and RFCs

Standards
No new or modified standards are supported by this feature.

MIBs
No new or modified MIBs are supported by this feature.

To obtain lists of supported MIBs by platform and Cisco 10S release, and to download M1B modules,
go to the Cisco MIB website on Cisco.com at the following URL :

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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RFCs
No new or modified RFCs are supported by this feature.

Configuration Tasks

See the following section for the configuration task for the EXEC Commands in Configuration Mode
feature:

¢ Executing an EXEC Command in Configuration Mode (optional)

Executing an EXEC Command in Configuration Mode

To execute an EXEC-level command in any configuration mode (including configuration submodes),
issue the following command in global configuration mode or the mode from which you want to issue
the EXEC command:

Command Purpose

Rout er (config)# do command Allows you to execute any EXEC mode command from within any
Router (confi g) # configuration mode.

or e command—The EXEC command to be executed.

Rout er (config-if)# do command
Rout er (config-if)#

Configuration Examples

This section provides the following configuration examples:

e Executing an EXEC Command in Configuration Mode Examples

Executing an EXEC Command in Configuration Mode Examples

The following example shows how to execute the EXEC-level show interface command from within
global configuration mode:

Rout er (config)# do show interfaces serial 3/0

Serial3/0 is up, line protocol is up
Har dware is MBT- RS232
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, |oopback not set, keepalive set (10 sec)
Last input never, output 1d17h, output hang never
Last clearing of "show interface" counters never

Rout er (confi g) #
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The following example shows how to execute the EXEC-level clear vpdn tunnel command from within
VPDN configuration mode:

Rout er (confi g-vpdn)# do cl ear vpdn tunnel
Rout er (confi g- vpdn) #

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco 10S Configuration Fundamentals
Command Reference at

http://www.cisco.com/en/US/docs/ios/fundamental s’command/reference/cf_book.html. For
information about all Cisco 10S commands, go to the Command Lookup Tool at
http://tools.cisco.com/Support/CLILookup or to the Cisco 10S Master Commands List.

e do
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Show Command Qutput Redirection

Last Updated: May 2, 2008

This feature adds the capability to redirect output from Cisco |0S command-line interface (CLI) show
commands and more commands to afile.

Feature Specifications for the Show Command Output Redirection Feature

Feature History

Release Modification
12.0(21)S This feature was introduced.
12.2(13)T This feature was integrated into Cisco |OS Release 12.2 T.

Cisco |OS XE Release This feature was introduced on Cisco ASR 1000 Series Routers.
2.1

Determining Platform Support Through Cisco Feature Navigator

Cisco 10S software is packaged in feature sets that are supported on specific platforms. To get updated
information regarding platform support for this feature, access Cisco Feature Navigator. Cisco Feature
Navigator dynamically updates the list of supported platforms as new platform support is added for the
feature.

Cisco Feature Navigator is a web-based tool that enables you to determine which Cisco |0S software
images support a specific set of features and which features are supported in a specific Cisco |0S image.
You can search by feature or release. Under the release section, you can compare releases side by side
to display both the features unique to each software release and the features in common.

To access Cisco Feature Navigator, you must have an account on Cisco.com. If you have forgotten or
lost your account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check
will verify that your e-mail address is registered with Cisco.com. If the check is successful, account
details with a new random password will be e-mailed to you. Qualified users can establish an account
on Cisco.com by following the directions found at this URL:

http://www.cisco.com/register

Cisco Feature Navigator is updated regularly when major Cisco |0S software releases and technology
releases occur. For the most current information, go to the Cisco Feature Navigator home page at the
following URL:

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/register

Show Command Output Redirection |

M Contents
http://www.cisco.com/go/fn
Availability of Cisco 10S Software Images
Platform support for particular Cisco |OS software releases is dependent on the availability of the
software images for those platforms. Software images for some platforms may be deferred, delayed, or
changed without prior notice. For updated information about platform support and availability of
software images for each Cisco 10S software release, refer to the online release notes or, if supported,
Cisco Feature Navigator.

Contents

¢ Information About Show Command Output Redirection, page 2
¢ How to Use the Show Command Enhancement, page 2

¢ Additional References, page 2

¢ Command Reference, page 3

Information About Show Command Output Redirection

This feature enhances the show commands in the Cisco 10S CLI to allow large amounts of data output
to bewritten directly to afilefor later reference. Thisfile can be saved on local or remote storage devices
such as Flash, a SAN Disk, or an external memory device.

For each show command issued, a new file can be created, or the output can be appended to an existing
file. Command output can optionally be displayed on-screen while being redirected to afile by using the
tee keyword. Redirection is available using a pipe (|) character after any show command, combined with
the redirect, append, or tee keywords.

These extenstions can also be added to more commands.

How to Use the Show Command Enhancement

No configuration tasks are associated with this enhancement. For usage guidelines, see the command
pages in the “Command Reference” section on page 3.

Additional References

For information about specific show and more commands, see the Cisco |OS Documentation Set for
Release 12.2 T, available on Cisco.com.

No standards, MIBs, or RFCs are applicable to this feature.
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Technical Assistance

Description Link

Technical Assistance Center (TAC) home page, http://www.cisco.com/public/support/tac/home.shtml
containing 30,000 pages of searchable technical
content, including links to products, technologies,
solutions, technical tips, tools, and lots more.
Registered Cisco.com users can log in from this pageto
access even more content.

Command Reference

The following commands are introduced or modified in the feature or features documented in this
module. For information about these commands, see the Cisco 10S Configuration Fundamentals
Command Reference at

http://www.cisco.com/en/US/docs/ios/fundamental ss’command/reference/cf_book.html. For
information about all Cisco |0OS commands, go to the Command Lookup Tool at

http://tool s.cisco.com/Support/CL I L ookup or to the Cisco |OS Master Command List, All Releases.

e more <url> append
e show <command> append
¢ show <command> redirect

¢ show <command> tee
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Overview: Basic Configuration of a Cisco
Networking Device

First published: August 9, 2005
Last updated: May 2, 2008

Cisco 10S software provides two features, Autolnstall and Setup mode, to simplify configuring a Cisco
| OS-based networking device. Autolnstall enables automatic loading of device configuration files from
aremotelocation and can be used to configure several devices concurrently. Setup isan interactive Cisco
| OS software command-line interface (CL1) mode that guides you through a basic (also called a startup)
configuration but limits you to configuring a single device at atime. Autolnstall is an automatic process
for the devicethat is being configured; Setup isamanual processfor the device that is being configured.

This modul e provides an introduction to each feature and directs you to modules that describe the
features in detail and explain how to use them.

The termsiinitial configuration and startup configuration are used interchangeably.

e Prerequisites for Basic Configuration of a Cisco Networking Device, page 2

¢ Restrictions for Basic Configuration of a Cisco Networking Device, page 3

¢ Information About Basic Configuration of a Cisco Networking Device, page 3
e Additional References, page 4

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.



Overview: Basic Configuration of a Cisco Networking Device |

| Prerequisites for Basic Configuration of a Cisco Networking Device

Prerequisites for Basic Configuration of a Cisco Networking

Device

Prerequisites for Cisco 10S Autolnstall

Using Autolnstall to Remotely Configure Cisco Networking Devices is written specifically for
networking devices running Cisco 10S Release 12.4(1) or newer. However most of the information
in this document can be used to configure networking devices that support Autolnstall and are not
running Cisco |0S release 12.4(1) or newer. The two key differences that you must allow for are:

— Some Cisco networking devices use BOOTP instead of DHCP to request | P address addresses
over LAN interfaces. Enabling BOOTP support on your DHCP server will resolve this issue.

— Some Cisco networking devices use a DHCP client identifier format that is different from the
format used by networking devices running Cisco 10S release 12.4(1) or newer. This document
only explainsthe DHCP client identifier format used by networking devices running Cisco |OS
release 12.4(1) or newer. Use the process described in the “ Determining the Value for the DHCP
Client Identifier Automatically” section in Using Autolnstall to Remotely Configure Cisco
Networking Devicesto determine the DHCP client identifier format that your Cisco networking
deviceisusing.

No configuration file residesin NVRAM on the networking device that is being configured with
Autolnstall.

The configuration files that you want to load on to the networking device using Autolnstall reside
on a TFTP server that is connected to the network. In most cases there is more than one file; for
example, a network file with the IP-to-hostname mappings and a device-specific configuration file.

You have someone at the remote site to connect the networking device that is being configured with
Autolnstall to the network and power it on.

The network hasthe IP connectivity necessary to permit the networking device to load configuration
files from the TFTP server during the Autolnstall process.

A DHCP server is available on the network to provide | P addresses to networking devices that are
using Autolnstall over aLAN connection.

Prerequisites for Cisco |0S Setup Mode

A terminal is connected to the console port of the device being configured.
You know the interfaces you want to configure.
You know the routing protocols you want to enable.

For information about routing protocols, see the Cisco I0OS IP Routing Protocols Configuration
Guide, Release 12.4.

You know whether the device you are configuring will perform bridging.
You know whether the device you are configuring has protocol translation installed.
You have network addresses for the protocols being configured.

For information about network addresses, see the Cisco |OS P Addressing Services Configuration
Guide, Release 12.4.

You have a password strategy for your network environment.

For information about passwords and device security, see “ Configuring Security with Passwords,
Privilege Levels, and Login User names for CLI Sessions on Networking Devices’ in the Cisco |0S
Security Configuration Guide, Release 12.4.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_autoinstall.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_autoinstall.html#wp1204466
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_autoinstall.html#wp1204466
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_autoinstall.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_autoinstall.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hirp_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hirp_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiad_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hiad_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/part30/05ch/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hsec_c/part30/05ch/index.htm

| Overview: Basic Configuration of a Cisco Networking Device

Restrictions for Basic Configuration of a Cisco Networking Device Il

¢ You have or have access to documentation for the product you want to configure.

Restrictions for Basic Configuration of a Cisco Networking
Device

Restrictions for Cisco |0S Autolnstall

e (Serial interfacesonly) Autolnstall over aserial interface using either HDL C or Frame Relay can be
performed only over the first serial port on a new device (serial interface O or serial interface x/0).

¢ (LAN interfaces only) Only LAN Token Ring interfaces that set ring speed with physical jumpers
support Autolnstall.

Restrictions for Cisco 10S Setup Mode

¢ Setup mode is hardware dependent. You must follow instructions for the specific product you want
to configure, as described in documentation for that product.

e Some configuration parameters apply only when a networking device has the protocol translation
option. If a device does not have protocol translation, Setup does not prompt for these parameters.

Information About Basic Configuration of a Cisco Networking
Device

Before you configure a networking device with a basic configuration, you should understand the
following concepts and decide whether Autolnstall or Setup mode is the best method, based on your
requirements.

e Comparison of Cisco 10S Autolnstall and Cisco |OS Setup Mode, page 3
e Cisco 10S Autolnstall, page 3
¢ Cisco I0S Setup Mode, page 4

Comparison of Cisco 10S Autolnstall and Cisco 10S Setup Mode

Cisco 10S Autolnstall enables automatic loading of device configuration files from a remote location
and can be used to configure several devices concurrently. Setup is an interactive Cisco |OS software
CLI mode that guides you through a basic (also called a startup) configuration but limits you to

configuring a single device at atime. Autolnstall is an automatic process; Setup is a manual process.

Cisco 10S Autolnstall

Autolnstall is the Cisco |OS software feature that enables the configuration of a remote networking
devicefrom acentral location. The configuration files must be stored on a TFTP server that is accessible
by the devices that you are using Autolnstall to setup.

Autolnstall is supported over Ethernet, Token Ring, and FDDI interfaces for LANS, serial interfaces
using High-Level Data Link Control (HDLC) encapsulation, and serial interfaces using Frame Relay
encapsulation for WANS.

| .“
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Il Where to Go Next

Autolnstall is designed to facilitate central management of installations at remote sites. The Autol nstall
process begins when a Cisco 10S software-based device isturned on and avalid configuration fileis not
found in NVRAM. Autolnstall may not start if the networking device has Cisco Router and Security
Device Manager (SDM) or Cisco Network Assistant already installed. In this case, to enable Autol nstall
you need to disable SDM.

Using Autolnstall to Remotely Configure Cisco Networking Devices describes how Autolnstall
functions, how to disable SDM, and how to configure devices to use Autolnstall.

Cisco 10S Setup Mode

Cisco |0S Setup mode enables you to build aninitial configuration file using the Cisco 10S CLI or
System Configuration Dialog. The dialog guides you through initial configuration and is useful when
you are unfamiliar with Cisco products or the CLI and when configuration changes do not require the
level of detail the CLI provides.

Setup starts automatically when a device has no configuration filein NVRAM and is not preconfigured
from the factory to use Cisco SDM. When setup compl etes, it presents the System Configuration Dial og.
This dialog guides you through an initial configuration with prompts for basic information about your
device and network and then creates an initial configuration file. After the file is created, you can use
the CLI to perform additional configuration.

Using Setup Mode to Configure a Cisco Networking Device describes how to use Setup to build abasic
configuration and to make configuration changes.

Where to Go Next

Proceed to either Using Autolnstall to Remotely Configure Cisco Networking Devices module or Using
Setup Mode to Configure a Cisco Networking Device.

Additional References

This section provides references related to the basic configuration of a Cisco networking device.
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Additional References W

Related Documents

Related Topic Document Title

Configuring a networking device for the first time Using Autolnstall to Remotely Configure Cisco Networking
using the Cisco 10S software feature Autolnstall. Devices

Configuring a networking device using Cisco 10S Using Setup Mode to Configure a Cisco Networking Device
Setup mode

Configuration fundamental s and associated commands |Cisco |OS Configuration Fundamentals Configuration Guide for
your release and the release-independent Cisco |OS Configuration
Fundamentals Command Reference

Technical Assistance

Description Link

The Cisco Technical Support and Documentation http://www.cisco.com/techsupport
website contains thousands of pages of searchable
technical content, including links to products,
technologies, solutions, technical tips, and tools.
Registered Cisco.com users can log in from this pageto
access even more content.
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Using Setup Mode to Configure a Cisco
Networking Device

Setup mode provides an interactive menu to help you to create an initial configuration file for a new
networking device, or adevice that you have erased the startup-config file from NVRAM. The nteractive
menu guides you through initial configuration and is useful when you are unfamiliar with Cisco products
or the command line interface (CLI) and when configuration changes do not require the level of detail
the CLI provides. Setup mode can also be used to modify an existing configuration.

Thismodule describes how to use the System Configuration Dial og to prepare a Cisco networking device
for full configuration and how you can make configuration changes after an initial configuration is
complete.

In this module, to improve readability filenames are enclosed in quotation marks. Also, the terms device
and networking device mean arouter, switch, or other device running Cisco |OS software. The terms
initial configuration and startup configuration are used interchangeably.

Module History
This module was first published on August 9, 2005, and last updated on October 2006.

e Prerequisites for Using Cisco 10S Setup Mode to Configure a Cisco Networking Device, page 2
¢ Restrictions for Using Cisco |OS Setup Mode to Configure a Cisco Networking Device, page 2
¢ Information About Using Cisco 10S Setup Mode to Configure a Cisco Networking Device, page 2

¢ How to Use Cisco |OS Setup Mode to Configure a Cisco Networking Device and Make
Configuration Changes, page 4

e Configuration Examplesfor Using Cisco |OS Setup Mode to Configure a Cisco Networking Device,
page 14

¢ Additional References, page 16

e Feature Information for Using Cisco |0S Setup Mode to Configure a Cisco Networking Device,
page 17
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Prerequisites for Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

You have read the “Basic Configuration of a Cisco Networking Device Overview” module.
An ASCII terminal is connected to the console port of the device being configured.

You know the interfaces you want to configure.

You know the routing protocols you want to enable.

For information about routing protocols, see the Cisco I0OS IP Routing Protocols Configuration
Guide, Release 12.4.

You know whether the device you are configuring will perform bridging.
You know whether the device you are configuring has protocol translation installed.
You have network addresses for the protocols being configured.

For information about network addresses, see the Cisco |OS P Addressing Services Configuration
Guide, Release 12.4.

You have a password strategy for your network environment.

For information about passwords and device security, see “Configuring Security with Passwords,
Privilege Levels, and Login User names for CLI Sessions on Networking Devices’ in the Cisco 10S
Security Configuration Guide, Release 12.4.

You have or have access to documentation for the product you want to configure.

Restrictions for Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

Setup mode is hardware dependent. You must follow instructions for the specific product you want
to configure, as described in documentation for that product.

Some configuration parameters apply only when a networking device has the protocol translation
option. If a device does not have protocol translation, Setup does not prompt for these parameters.

Information About Using Cisco 10S Setup Mode to Configure a
Cisco Networking Device

Before you use Cisco |OS Setup mode to configure a Cisco networking device, you should understand
the following concepts:

Cisco |0S Setup Mode, page 3

Cisco Router and Security Device Manager, page 3
System Configuration Dialog, page 3

Benefits of Using Cisco 10S Setup Mode, page 4
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Cisco 10S Setup Mode

Cisco 10S Setup mode enables you to build an initial configuration file using the Cisco 10S CLI or
System Configuration Dialog. The dialog guides you through initial configuration and is useful when
you are unfamiliar with Cisco products or the CLI and when configuration changes do not require the
level of detail the CLI provides.

Setup starts automatically when a device has no configuration filein NVRAM and is not preconfigured
from the factory to use Cisco Router and Security Device Manager (SDM). When setup completes, it
presents the System Configuration Dialog. This dialog guides you through an initial configuration with
prompts for basic information about your device and network and then creates an initial configuration
file. After the fileis created, you can use the CLI to perform additional configuration.

Cisco Router and Security Device Manager

Cisco SDM is aweb-based device management tool for configuring Cisco | OS network connections and
security features on networking devices. SDM provides a default configuration and various wizards to
guide you step by step through configuring a Cisco networking device, additional LAN or WAN
connections, and VPN connections; creating firewalls; and performing security audits.

In addition to building an initial configuration, SDM provides an Advanced Mode through which you
can configure advanced features such as Firewall Policy and Network Address Translation (NAT).

Some Cisco products ship from the factory with SDM installed. If SDM is preinstalled on your device
and you want to use Setup to configure an initial configuration, you first must disable the SDM default
configuration.

System Configuration Dialog

The System Configuration Dialog is an interactive CLI mode that prompts you for information needed
to build an initial configuration for a Cisco networking device. Like the CLI, the System Configuration
Dialog provides help text at each prompt. To access this help text, you enter a question mark (?) at the
prompt.

The prompts in the System Configuration Dialog vary depending on hardware, installed interface
modules, and software image. To use the dialog for an initial configuration, you need to refer to
product-specific documentation.

The values shown in square brackets next to prompts reflect the current settings. These may be default
settings from the factory or the latest settings configured on the device. To accept these settings, you
press Enter on the keyboard.

You can exit (Ctrl-C) the System Configuration Dialog and return to privileged EXEC mode without
making changes and without going through the entire dialog. If you exit the dialog but want to continue
with setup, you can issue the setup command in privileged EXEC mode.

When you complete all the steps in the dialog, the device displays the modified configuration file and
asks if you want to use that file. You must answer yes or no; there is no default for this prompt. If you
answer yes, the file is saved to NVRAM as the startup configuration. If you answer no, the file is not
saved and you must start at the beginning of the dialog if you want to build another initial configuration.

In addition to being a quick and easy way to perform aninitial configuration, the System Configuration
Dialog also is useful for performing basic configuration changes after an initial configuration has been
performed.

| .“
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Benefits of Using Cisco 10S Setup Mode

The System Configuration Dialog in Cisco |OS Setup mode can be a valuable tool for users who are
unfamiliar with Cisco products or the CLI. The dialog guides users through the configuration process
with prompts for basic information to get the device operational. When general configuration changes
are needed, the dialog also is an alternative method to the detail-level CLI.

How to Use Cisco I0S Setup Mode to Configure a Cisco
Networking Device and Make Configuration Changes

This section describes how to use the System Configuration Dialog to build an initial configuration file
and to make configuration changes after a startup configuration has been loaded.

¢ Disabling the SDM Default Configuration File, page 4

¢ Using the System Configuration Dialog to Create an Initial Configuration File, page 5
¢ Using the System Configuration Dialog to Make Configuration Changes, page 9

¢ Verifying the Configuration, page 10

Disabling the SDM Default Configuration File

Perform this task if SDM was preinstalled on your device and you want to use Setup to build an initial
configuration file. SDM remains on the device.

Perform thistask if SDM was pre installed on your device and you want to use Autolnstall to configure
the device instead. SDM remains on the device.

SUMMARY STEPS

1. Connect the console cable from the console port on the device to the serial port on the PC.

2. Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device.

Connect to the device using aterminal emulation program.
enable
er ase startup-config

LI L .

reload

DETAILED STEPS

Step1  Connect the console cable, shipped with your device, from the consol e port on the device to a serial port
on your PC. Refer to the hardware installation guide for the device for instructions.

Step2  Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device. Refer to the quick start guide for the device for instructions.

Step3  Use Hyperterminal or a similar termina emulation program on your PC, with the following terminal
emulation settings, to connect to the device:

¢ 9600 baud

-. |
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e 8datahits, no parity, 1 stop bit
¢ No flow control
Step4 enable
Enter privileged EXEC mode.
enable

Rout er > enabl e
Rout er #

Step5  erase startup-config
Erases the existing configuration in NVRAM.

Router# erase startup-config

Step6 reload

Initiates the reload process. The router will initiate the Autolnstall process after it finishes the reload
process.

Rout er # rel oad

Using the System Configuration Dialog to Create an Initial Configuration File

Perform this task to create an initial configuration for a Cisco networking device.

Prerequisites
If SDM isinstalled, you must disable its default configuration file before using Setup.

Restrictions
The System Configuration Dialog does not allow you to randomly select or enter parameters for
configuration. You must move through the dial og step by step until the screen shows the information you
want to change.

SUMMARY STEPS

1. Power on the device.
2. Enter yesat the prompt to enter theinitial configuration dialog.

3. If you are prompted to continue with the configuration dialogue, enter yes at the prompt to
continue the dialog (this step might not appear).

Enter yes at the prompt to enter basic management setup.
Enter a hostname for the device.

Enter an enable secret password.

Enter an enable password.

© N o @ B

Enter a virtual terminal password.
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9. Respond to the prompts as appropriate for your network.
10. Select an interface to connect the device to the management console.
11. Respond to the prompts as appropriate for your network.

12. Enter 2 to save the configuration file to NVRAM and exit.

DETAILED STEPS

Step 1 Power on the device.
Step2 Enter yesat the prompt to enter theinitial configuration dialogue.

If the following messages appear at the end of the startup sequence, the System Configuration Dialog
was invoked automatically:

--- System Configuration Dialog ---

Woul d you like to enter the initial configuration dialog? [yes/no]: yes

The screen displays the following:
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]:

Step3  If you are prompted to continue with the configuration dialogue, enter yes at the prompt to
continue the dialog (this step might not appear).

Continue with configuration dialog? [yes/no]: yes

Step4  The basic management screen is displayed:

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.

Basi ¢ managenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

Woul d you like to enter basic nmanagenent setup? [yes/no]:

Enter yes to enter basic management setup:

Woul d you like to enter basic managenment setup? [yes/no]: yes
The screen displays the follow ng:
Configuring global paraneters:

Enter host nane [R1]:

Step5  Enter a hostname for the device. This example uses Router.

Configuring global paraneters:
Enter host nane [R1]: Router

The screen displays the follow ng:




| Using Setup Mode to Configure a Cisco Networking Device

Step 6

Step 7

Step 8

Step 9

Step 10
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The enabl e secret is a password used to protect access to
privileged EXEC and configuration nodes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret:

Enter an enable secret password. This password is encrypted and cannot be seen when viewing the
configuration.

Enter enabl e secret: 1g2j 3nm

The screen displays the following:

The enabl e password is used when you do not specify an
enabl e secret password, with some ol der software versions, and
sone boot inages.
Ent er enabl e password:

Enter an enable password that is different from the enable secret password. An enable password is not
encrypted and can be seen when viewing the configuration:

Ent er enabl e password: cts54tnl

The screen displays the following:

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual term nal password:

Enter avirtual terminal password. This password allows access to the device through only the console
port.

Enter virtual term nal password: tls6gato

The screen displays the following:

Configure SNMP Network Managenent? [no]:

Respond to the following prompts as appropriate for your network. In this example, the current setting
[no] is accepted by pressing Enter.

Configure SNVP Network Managerment? [no]:

A summary of the available interfaces displays. The interface numbering that appears depends on the
type of platform and on the installed interface modules and cards.

Current interface sunmary

Interface | P- Address OK? Met hod St atus Pr ol
Et hernet 0/ 0 unassi gned YES NVRAM adnini stratively down dow
Et hernet 1/ 0 unassi gned YES NVRAM adnmi ni stratively down dow
Serial 2/0 unassi gned YES NVRAM admi ni stratively down dow
Serial 3/0 unassi gned YES NVRAM adnini stratively down dow
LoopbackO 1.1.1.1 YES NVRAM up up

Enter interface nane used to connect to the
managenment network fromthe above interface summary:
Select an interface to connect the router to the management network:

Enter interface nanme used to connect to the
managenent network from the above interface sunmary: Ethernet0/0
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Step 11

Step 12

Respond to the prompts as appropriate for your network. In thisexample, IPis configured: an | P address
is entered and the current subnet mask is accepted. The screen displays the command script created.

Configuring interface Ethernet0/O0:
Configure IP on this interface? [no]: yes
| P address for this interface: 172.17.1.1
Subnet mask for this interface [255.255.0.0]
Class B network is 172.17.0.0, 16 subnet bits; mask is /16

The follow ng configuration command script was created

host name Rout er

enabl e secret 5 $1$1Gg9$GuxXf UUBBf VqGvl Wips| miL
enabl e password ctsb4tn

line vty 0 4

password tl s6gato

no snnp-server

|

no ip routing

|

interface Ethernet0/0

no shut down

ip address 172.17.1.1 255.255.0.0
|

interface Ethernetl/0
shut down

no i p address

!

interface Serial 2/0
shut down

no i p address

!

interface Serial 3/0
shut down

no i p address

!

end

[0] Go to the I OS command pronmpt without saving this config
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]:

Enter 2 or press Enter to save the configuration file to NVRAM and exit.

[0] Go to the I OS command pronpt wi thout saving this config
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvramand exit.

Enter your selection [2]: 2

The screen displays the following:

Bui | di ng configuration..

[

Use the enabl ed node 'configure' command to nodify this configuration

Rout er #
00: 01: 32: 9% NK- 3- UPDOMN: | nterface Ethernet0/0, changed state to up
00: 01: 33: %.1 NEPROTO 5- UPDOAN:  Li ne protocol on Interface Ethernet0/0, changed p
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What to Do Next

Proceed to the “Verifying the Configuration” section on page 10.

Using the System Configuration Dialog to Make Configuration Changes

The System Configuration Dialog is an alternative to the CLI when configuration changes do not require
the level of detail the CLI provides. For example, you can use the System Configuration Dialog to add
a protocol suite, make addressing scheme changes, or configure a newly installed interface. Although
you can use configuration modes available through the CLI to make these changes, the System
Configuration Dialog provides you a high-level view of the configuration and guides you through the
configuration process.

Prerequisites

When you add or modify hardware and need to update a configuration, refer to documentation for your
platform for details about physical and logical port assignments.

Restrictions

The System Configuration Dialog does not allow you to randomly select or enter parameters for
configuration. You must move through the dial og step by step until the screen shows the information you
want to change.

SUMMARY STEPS

1. enable
2. setup

3. Follow Steps 3 through 12 in the Detailed Stepsin the preceding “ Using the System
Configuration Dialog to Create an Initial Configuration File” section on page 5.

4. Verify the configurationis modified correctly. Refer to the “ Verifying the Configuration” section on
page 10.

DETAILED STEPS

Step1  enable
The enable command enters privileged EXEC mode.

Rout er > enabl e
Rout er #

Step2  setup

The setup command puts the router in setup mode.
Rout er # set up

The screen displays the following:
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]:
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Step 3

Step 4

Enter yes at the prompt to continue the dialog.

Continue with configuration dialog? [yes/no]: yes
The screen displays the follow ng:

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.

Basi ¢ nanagenent setup configures only enough connectivity
for managenent of the system extended setup will ask you
to configure each interface on the system

Woul d you like to enter basic nanagenent setup? [yes/no]:

Follow Steps 3 through 12 in the Detailed Stepsin the preceding “ Using the System Configuration
Dialog to Create an Initial Configuration File” section on page 5.

Verify the configuration is modified correctly. Refer to the “ Verifying the Configuration” section on
page 10.

Verifying the Configuration

SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Examples

Perform this task to verify that the configuration you created using the System Configuration Dialog is
operating correctly.

1. show interfaces
2. show ip interface brief

3. show configuration

show interfaces

This command verifies that the interfaces are operating correctly and that they and the line protocol are
in the correct state: up or down.

show ip interface brief

This command displays a summary status of the interfaces configured for IP.
show configuration

This command verifies that the correct hostname and password were configured.

This exampleisthe verification of the configuration file created in Steps 1 through 12 of the “Using the
System Configuration Dialog to Create an Initial Configuration File” section on page 5.

Rout er# show i nterfaces
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Et hernet0/0 is up, line protocol is up
Hardware is AndP2, address is aabb.cc03.6c00 (bia aabb.cc03.6c00)
Internet address is 172.17.1.1/16
MrU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
ARP type: ARPA, ARP Tinmeout 04:00: 00
Last input never, output 00:00: 06, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue: 0/40 (sizel/ nmax)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, 0 giants, O throttles
O input errors, 0 CRC, O frane, 0 overrun, O ignored
0 input packets with dribble condition detected
11 packets output, 1648 bytes, 0 underruns
0 output errors, O collisions, 1 interface resets
0 babbles, 0 late collision, O deferred
0 lost carrier, 0 no carrier
0 out put buffer failures, 0 output buffers swapped out
Et hernet1/0 is adninistratively down, |ine protocol is down
Hardware is AndP2, address is aabb.cc03.6c01 (bia aabb.cc03.6c01)
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Keepal i ve set (10 sec)
ARP type: ARPA, ARP Tinmeout 04:00: 00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue: 0/40 (sizel/ max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles

0 input errors, 0 CRC, 0 frame, O overrun, O ignored
0 input packets with dribble condition detected

0 packets output, O bytes, O underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collision, O deferred

O lost carrier, O no carrier

0 output buffer failures, 0 output buffers swapped out

Serial2/0 is administratively down, line protocol is down

Hardware is MAT

MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on HDLC, crc 16, |oopback not set

Keepal i ve set (10 sec)

Restart-Delay is 0 secs

Last input never, output never, output hang never

Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total output drops: O

Queuei ng strategy: weighted fair

Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/0/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)
Avai | abl e Bandwi dth 1158 kil obits/sec

5 mnute input rate 0 bits/sec, 0 packets/sec
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5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, 0 giants, O throttles

O input errors, 0 CRC, O frane, O overrun, O ignored, O abort

0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets
0 out put buffer failures, 0 output buffers swapped out

1 carrier transitions DCD=up DSR=up DTR=down RTS=down CTS=up

Serial3/0 is adnministratively down, |ine protocol is down
Hardware is MAT
MIU 1500 bytes, BW 1544 Kbit, DLY 20000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on HDLC, crc 16, |oopback not set
Keepal i ve set (10 sec)
Restart-Delay is 0 secs
Last input never, output never, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (size/max/drops/flushes); Total output drops

Queueing strategy: weighted fair

Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/0/256 (active/nax active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocated)
Avai | abl e Bandwi dth 1158 Ki | obits/sec

5 minute input rate O bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, O giants, O throttles

O input errors, 0 CRC, O frane, O overrun, O ignored, O abort

0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets
0 out put buffer failures, 0 output buffers swapped out

0

1 carrier transitions DCD=down DSR=down DTR=up RTS=up CTS=down

LoopbackO is up, line protocol is up
Hardware i s Loopback
Internet address is 1.1.1.1/32
MIU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsul ati on LOOPBACK, | oopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never

I nput queue: 0/75/0/0 (size/max/drops/flushes); Total output drops

Queueing strategy: fifo
Qut put queue: 0/0 (sizel/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, 0 giants, O throttles

O input errors, 0 CRC, O frane, O overrun, O ignored, O abort

0 packets output, O bytes, O underruns
0 output errors, O collisions, O interface resets

Router# show ip interface brief

Interface | P- Addr ess OK? Met hod St atus
Et hernet 0/ 0 172.17.1.1 YES manual up

0

Pr ol
up

Et hernet 1/ 0 unassi gned YES manual administratively down dow
Serial 2/0 unassi gned YES manual admi nistratively down dow
Serial 3/0 unassi gned YES manual administratively down dow

LoopbackO 1.1.1.1 YES NVRAM up

Rout er# show configuration

up
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Usi ng 1029 out of 8192 bytes
!

version 12.3

servi ce tinestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
|

host nane Rout er

!

boot - start - mar ker

boot - end- mar ker

!

enabl e secret 5 $1$1Gg9$CGuxXf UUBBf VqGvl Wips| mil
enabl e password ctsb4tn
!

no aaa new node

!

resour ce nanager

!

clock tinmezone PST -8

i p subnet-zero

no ip routing

nt erface LoopbackO
ip address 1.1.1.1 255.255. 255. 255
no i p route-cache

nterface Ethernet0/0
ip address 172.17.1.1 255.255.0.0
no i p route-cache

nterface Ethernetl/0
no i p address

no i p route-cache
shut down

nterface Serial2/0

no i p address

no ip route-cache

shut down

serial restart-delay O

nterface Serial3/0

no i p address

no i p route-cache
shut down

serial restart-delay O
!

!

ip classless

no ip http server

|

!

!

!

control -pl ane

!

!

line con O

transport preferred al
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transport output all
line aux O

transport preferred all
transport output all
line vty 0 4

password tl s6gato
login

transport preferred all
transport input all
transport output all

|

end

Configuration Examples for Using Cisco 10S Setup Mode to
Configure a Cisco Networking Device

This section provides the following configuration example:
e Configuring Ethernet Interface O Using the System Configuration Dialog: Example, page 15

Configuring Ethernet Interface 0 Using the System Configuration Dialog:

Example

Note

In the following example, the System Configuration Dialog is used to configure Ethernet interface O with
an |P address.

Prompts and the order in which they appear on the screen vary depending on the platform and the
interfaces installed in the device.

R1# setup

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any pronpt.
Default settings are in square brackets '[]'.

Basi ¢ managenent setup configures only enough connectivity
for managenment of the system extended setup will ask you
to configure each interface on the system

Woul d you like to enter basic managenent setup? [yes/no]: yes
Configuring global paraneters:

Enter host nane [R1]: Router

The enabl e secret is a password used to protect access to
privil eged EXEC and configuration nmobdes. This password, after
entered, beconmes encrypted in the configuration.

Enter enable secret: 1g2j 3mmt

The enabl e password is used when you do not specify an
enabl e secret password, with sonme ol der software versions, and
sone boot inmages.
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Enter enabl e password: cts54tn

The virtual termi nal password is used to protect
access to the router over a network interface.
Enter virtual term nal password: tls6gato
Configure SNVP Network Managerent? [no]:

Current interface summary

Interface | P- Addr ess OK? Met hod St atus Pro
Et hernet 0/ 0 172.17.1.1 YES manual up up
Et hernet 1/0 unassi gned YES manual administratively down dow
Serial 2/0 unassi gned YES manual admi nistratively down dow
Serial 3/0 unassi gned YES manual administratively down dow
LoopbackO 1.1.1.1 YES NVRAM up up

Enter interface name used to connect to the
managenent network fromthe above interface sumary: Ethernet0/0

Configuring interface Ethernet0/0
Configure IP on this interface? [no]: yes
| P address for this interface: 172.17.1.1
Subnet mask for this interface [255.255.0. 0]
Class B network is 172.17.0.0, 16 subnet bits; mask is /16

The followi ng configuration conmmand script was created

host nane Rout er

enabl e secret 5 $1$1Gg9$CGuxXf UUBBf VqGvl Wips| mil
enabl e password cts54tn

line vty 0 4

password tl s6gato

no snnp-server

|

no ip routing

!

interface Ethernet0/0

no shut down

ip address 172.17.1.1 255.255.0.0
!

interface Ethernet1/0
shut down

no i p address

!

interface Serial 2/0
shut down

no i p address

!

interface Serial 3/0
shut down

no i p address

!

end

[0] Go to the I OS command pronpt w thout saving this config
[1] Return back to the setup w thout saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]:
Bui | di ng configuration..

[

Use the enabl ed node 'configure' command to nodify this configuration
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Rout er #
00: 01: 32: 9%.1 NK- 3- UPDOMN: | nterface Ethernet0/0, changed state to up
00: 01: 33: 9.1 NEPROTO 5- UPDOMN: Line protocol on Interface Ethernet0/0, changed p

Additional References

The following sections provide references related to using Cisco |OS Setup to configure a Cisco
networking device.
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Related Documents

Related Topic

Document Title

Overview of Cisco 10S Setup Mode and Autol nstall for
configuring Cisco networking devices

“Basic Configuration of a Cisco Networking Device Overview”

Configuring a Cisco networking device using the Cisco
|OS Autolnstall feature

“Using Autolnstall to Remotely Configure Cisco Networking
Devices’

Standards

Standard

Title

No new or modified standards are supported, and
support for existing standards has not been modified.

MiBs

MIBs Link

No new or modified MIBs are supported, and support
for existing MIBs has not been modified.

To locate and download MIBs for selected platforms, Cisco |0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title
No new or modified RFCs are supported, and support |—
for existing RFCs has not been modified.

Technical Assistance

Description Link

The Cisco Technical Support website contains
thousands of pages of searchable technical content,
including links to products, technologies, solutions,
technical tips, and tools. Registered Cisco.com users
can log in from this page to access even more content.

http://www.cisco.com/techsupport

Feature Information for Using Cisco 10S Setup Mode to
Configure a Cisco Networking Device
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Table 1 lists the features in this module and provides links to specific configuration information. Only
featuresthat were introduced or modified in Cisco |OS Release 12.2(1) or 12.0(3)S or later appear in the
table.

Not all commands may be availablein your Cisco |OS software release. For details on when support for
specific commands was introduced, see the command reference documents.

Cisco 10S software images are specific to a Cisco |OS software release, a feature set, and a platform.
Use Cisco Feature Navigator to find information about platform support and Cisco 10S software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Note  Table llists only the Cisco |OS software release that introduced support for a given feature in a given
Cisco |0OS software release train. Unless noted otherwise, subsequent releases of that Cisco 10S
software release train also support that feature.
Table 1 Feature Information for Using Cisco I0S Setup Mode to Configure a Cisco Networking Device

Feature Name

Releases Feature Configuration Information

Thistable isintentionally left blank becauseno |— —

features were introduced or modified in
Cisco |OS Release 12.2(1) or later. Thistable

will be updated when
added to this module.

feature information is
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Using Autolnstall to Remotely Configure Cisco
Networking Devices

First published: November 28, 2005
Last updated: May 2, 2008

Autolnstall enablesremote, automatic configuration of networking devices. Autolnstall istypically used
to set up new networking devices remotely. You can, however, use Autolnstall to configure existing
networking devices after you remove the configuration file from their NVRAM. The Autol nstall process
uses pre-existing configuration files that are stored on a TFTP server.

In this modul e the term networking device means a router that runs Cisco 10S software. Also, the
following terms are used interchangeably:

¢ initial configuration and startup configuration
e set up and configure

Finding Feature Information in This Module

Your Cisco 10S software release may not support all of the features documented in thismodule. To reach
links to specific feature documentation in this module and to see alist of the releases in which each
feature is supported, use the “Feature Information for Using Autolnstall to Remotely Configure a Cisco
Networking Device” section on page 52.

Finding Support Information for Platforms and Cisco 10S and Catalyst 0S Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco |OS and Catalyst OS
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An
account on Cisco.com is not required.

e Prerequisites for Using Autolnstall to Remotely Configure Cisco Networking Devices, page 2
¢ Restrictions for Using Autolnstall to Remotely Configure Cisco Networking Devices, page 2
¢ Information About Using Autolnstall to Remotely Configure Cisco Networking Devices, page 3

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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e How to Use Autolnstall to Remotely Configure Cisco Networking Devices, page 15

¢ Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices,
page 31

¢ Additional References, page 50

¢ Feature Information for Using Autolnstall to Remotely Configure a Cisco Networking Device,
page 52

Prerequisites for Using Autolnstall to Remotely Configure Cisco
Networking Devices

¢ You have read Overview: Basic Configuration of a Cisco Networking Device.

¢ Thisdocument iswritten specifically for networking devices running Cisco 10S Release 12.4(1) or
newer. However most of the information in this document can be used to configure networking
devices that support Autolnstall and are not running Cisco 10S release 12.4(1) or newer. The two
key differences that you must allow for are:

— Some Cisco networking devices use BOOTP instead of DHCP to request | P address addresses
over LAN interfaces. Enabling BOOTP support on your DHCP server will resolve this issue.

— Some Cisco networking devices use a DHCP client identifier format that is different from the
format used by networking devices running Cisco |OSrelease 12.4(1) or newer. This document
only explainsthe DHCP client identifier format used by networking devices running Cisco |OS
release 12.4(1) or newer. Use the process described in “Determining the Value for the DHCP
Client Identifier Automatically” section on page 35 to determine the DHCP client identifier
format that your Cisco networking device is using.

¢ No configuration file residesin NVRAM on the networking device that is being configured with
Autolnstall.

e The configuration files that you want to load on to the networking device using Autolnstall reside
on a TFTP server that is connected to the network. In most cases there is more than one file; for
example, a network file with the IP-to-hostname mappings and a device-specific configuration file.

¢ You have someone at the remote site to connect the networking device that is being configured with
Autolnstall to the network and power it on.

¢ Thenetwork hasthe I P connectivity necessary to permit the networking deviceto load configuration
files from the TFTP server during the Autolnstall process.

e A DHCP server is available on the network to provide IP addresses to networking devices that are
using Autolnstall over aLAN connection.

Restrictions for Using Autolnstall to Remotely Configure Cisco
Networking Devices

o (Serial interfacesonly) Autolnstall over aserial interface using either HDL C or Frame Relay can be
performed only over the first serial port on a new device (serial interface O or serial interface x/0).

¢ (LAN interfaces only) Only LAN Token Ring interfaces that set ring speed with physical jumpers
support Autolnstall.
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Information About Using Autolnstall to Remotely Configure
Cisco Networking Devices

Before you configure or use Autolnstall, you should understand the following information:

Autolnstall

Autolnstall, page 3
Benefits of Using Autolnstall to Remotely Configure a Cisco Networking Device, page 14

Autolnstall can be used to load a final full configuration, or a partial temporary configuration, on to a
networking device that is being configured with Autolnstall.

Je

Tip When you use Autolnstall to load a partial temporary configuration, you must finish configuring the
device manually.

The requirements for provisioning your network for Autolnstall, and the configuration options for
provisioning Autolnstall are explained in these sections:

Services and Servers Used By Autolnstall: Dynamic Assignment of |P Addresses, page 3

Services and Servers Used By Autolnstall: IP-to-Hostname Mapping, page 7

Services and Servers Used By Autolnstall: Storage and Transmission of Configuration Files, page 7
Networking Devices Used by Autolnstall, page 8

Configuration Files Used by Autolnstall, page 10

Configuration Options for Autolnstall, page 12

The Autolnstall Process, page 13

Services and Servers Used By Autolnstall: Dynamic Assignment of IP Addresses

The network must be able to provide the dynamic assignment of an | P address to the networking device
that is being configured with Autolnstall. The type of | P address assignment server that is used depends
on the type of connection that the networking that is being configured with Autolnstall has to the
network.

Autolnstall uses these types of |P address servers:

DHCP Servers

DHCP Servers, page 3
SLARP Servers, page 4
BOOTP Servers, page 6

Networking devices using Autolnstall over a LAN connection require a DHCP server to provide an IP
address dynamically. This requirement applies to Ethernet, Token Ring, and FDDI interfaces. The
network must be configured to provide IP connectivity between the DHCP server and any devices that
are using Autolnstall over LAN connections.

"
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Note

SLARP Servers

DHCP (defined in RFC 2131) is an extension of the functionality provided by the Bootstrap Protocol
(defined in RFC 951). DHCP provides the framework for passing configuration information to hosts on
a TCP/IP network. DHCP adds the capability of automatic allocation of reusable network addresses and
additional configuration options such as a router (gateway) |P address, a TFTP server |P address, the
name of a boot file to load, and the domain name to use. DHCP servers can be configured on routers,
UNIX servers, Microsoft Windows-based servers, and other platforms.

DHCP serverstypically assign |P addresses from a pool of |P addresses randomly. It is possible for a
device that uses DHCP to obtain its | P address to have a different IP address every time it is connected
to the network. This creates a problem for the Autolnstall process when you want to ensure that a
particular device is assigned a specific hostname during the Autol nstall process. For example, if you are
installing routers on different floors in a remote site and each router is supposed to be assigned a name
that indicates its location, such as ChicagoHQ-1st and ChicagoH Q-2nd, you need to ensure that each
device gets the | P address that will be mapped to its correct hosthame.

The process of ensuring that a device is assigned a specific |P address is referred to as creating a
reservation. A reservation is a manually configured relationship between an IP address and a physical
layer address of a LAN interface on the device. Many Cisco 10S-based devices do not use their MAC
address when they request an | P address viaDHCP. They use amuch longer client identifier instead. Due
to the complexity of identifying the client identifier so that you can preconfigure a reservation, and the
complexity of finding out if the new device usesits MAC address or the client identifier, we recommend
that you allow a new device to obtain an |P address without using a DHCP reservation first in order to
discover if the device isusing its MAC address or a client identifier. When you have learned how the
new device isidentifying itself to the DHCP server, you can make a note of the format and create a
reservation for it. The next time the new device is rebooted it should obtain the IP address that you
reserved to ensure that the new device is assigned the correct hostname. Refer to the information on
creating DHCP reservations that was provided with your DHCP server software. The processfor creating
reservations using Cisco |0OS based DHCP serversis explained in the “Using Autolnstall to Set Up
Devices Connected to LANs: Example” section on page 31. This section includes instructions for
identifying the client identifier before the device is connected to the network so that you can
preconfigure the DHCP reservations.

This document uses a Cisco router as the DHCP server for using Autolnstall to configure
L AN-connected networking devices. If you are using a different device as your DHCP server ensure that
you have the user documentation for it available in the event that you need help configuring it.

There are several configuration parameters such as TFTP server addresses, DNS server addresses,
domain names and so on, that can be provided to L AN-connected clients by DHCP servers during the
process of assignhing |P addresses to clients. These parameters are not required by Autolnstall, therefore
they are not included in this document. If you know how to use these parameters you can include them
in your DHCP server configuration when you are using Autolnstall to setup your networking devices.

For moreinformation on DHCP servicesvisit the IETF RFC site (http://www.ietf.org/rfc.html) and look
for RFCs about DHCP. Most server operating systems support DHCP servers. Refer to the
documentation that was provided with your operating system for more information.

A router that is being configured with Autol nstall over aserial interface using HDL C encapsul ation will
send a Serial Line ARP (SLARP) request for an | P address over the serial interface that is connected to
the staging router.
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The serial interface of the staging router must be configured with an | P address in which the host portion
is1or 2, such as192.168.10.1 or 192.168.10.2. The staging router will send a SLARP response to the
router that is being configured with Autolnstall that contains the value that the staging router is not
using. For example, if the interface on the staging router that is connected to the router that is being
configured with Autolnstall isusing 192.168.10.1 asits | P address, the staging router will send aSLARP
response with a value of 192.168.10.2 to the router that is being configured with Autolnstall.

If you are using a mask of 255.255.255.252 on the serial interface of the staging router SLARP will
assign the available IP host address to the new device. For example, if you assign | P address
198.162.10.5 255.255.255.252 to serial 0 on the staging router, SLARP will assign 198.162.10.6 to the
new device. If you assign I P addresses 198.162.10.6 255.255.255.252 to serial 0 on the staging router
SLARP will assign 198.162.10.5 to the new device.

Figure 2 shows an example of SLARP.

In Figure 1, the IP address of serial interface 0 on the staging router (R2) is 192.168.10.1. SLARP
therefore assigns the | P address 192.168.10.2 to serial interface 0 on the new device.

Figure 1 Using SLARP to Assign an IP Address to a New Device

172.16.29 252
TFTP Server

I Ethernet 00
| & 17216299
%T HDLC WAN T

192.168.10.2 192.168.10.1
Serial 0 Serial 0

IP address assigned by SLARP

146154

Autolnstall over aserial interface using HDL C can be performed only over the first serial port on a new
device (serial interface O or serial interface x/0). The staging router and new device must be directly
connected using the first serial interface port on the new device; for example, serial 0/0 or if the first
serial port isin the second slot of the device, serial 2/0.

The IP address that is assigned to the router that is being configured with Autolnstall by SLARP from
the staging router isthe I P address that you must use in the ip host hostname ip-address command in the
Autolnstall network-confg or cisconet.cfg file to ensure that the router that is being configured with
Autolnstall is assigned the correct hostname so that it can request its host-specific configuration file.

"
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BOOTP Servers

A router that is being configured with Autolnstall over a serial interface using Frame Relay

encapsulation will send aBOOTP request for an | P address over the serial interface that is connected to
the staging router.

The staging router learns the correct | P address to provide in its BOOTP response to the router that is
being configured with Autolnstall by examining the frame-relay map ip ip-address dici command that

is configured on the interface that it is using to connect to the router that is being configured with
Autolnstall.

In Figure 2 R2 is the staging router. R2 has the frame-relay map ip 172.16.27.100 100 broadcast
command configured on interface serial 0. When R2 receives the BOOTP request for an IP address from
R3 during the Autolnstall process, R3 will reply with 172.16.27.100.

Figure 2 Example of Using BOOTP for Autoinstall Over a Frame Relay Network
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Tip The limitation imposed by SLARP in which the IP addresses for the new device and the staging router
must end in either .1 or .2 does not apply to BOOTP. BOOTP for Autolnstall over Frame Relay supports
all host addresses for the I P address subnet that is assigned to the Frame Relay circuit between the router
that is being configured with Autolnstall and the staging router.

Tip The IP address that is assigned to the router that is being configured with Autolnstall by BOOTP from
the staging router isthe | P address that you must use in the ip host hostname ip-address command in the
Autolnstall network-confg or cisconet.cfg file to ensure that the router that is being configured with
Autolnstall is assigned the correct hostname so that it can request its host-specific configuration file.
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Autolnstall over aserial interface using Frame Relay encapsulation can be performed only over the first
serial port on anew device (serial interface O or serial interface x/0). The staging router and new device
must be directly connected using the first serial interface port on the new device; for example, serial 0/0
or if thefirst serial port isin the second slot of the device, serial 2/0.

Services and Servers Used By Autolnstall: IP-to-Hostname Mapping

If you want the networking device to load a full configuration file during the Autolnstall process, the
networking device must be able to determine its hostname so that it can request the configuration file
that you created specifically for it.

The following caveats apply to the provisioning of |P address to hostname mapping for Autolnstall:

¢ Any networking device that is being configured with Autolnstall can determine its hosthame by
loading one of the Autolnstall network configuration files (network-confg or cisconet.cfg) from the
TFTP server that contain the ip host hostname ip-address commands. For example, to map host R3
to IP address 198.162.100.3, the network-confg or cisconet.cfg file must contain the
ip host r3198.162.100.3 command.

¢ A networking device that is being configured with Autolnstall over aLAN interface can also
determine its hostname by querying a DNS server. If the DNS server is not connected to the same
LAN the device must learn the | P address of the DNS server from the DHCP server during the
process of obtaining its dynamically assigned I P address from the DHCP server.

DNS Servers

DNS serversare used to provide a network service that maps hostnamesto | P addresses and | P addresses
to hostnames (reverse DNS lookups). Anytime that you use a hostname to initiate an IP connection to a
host, your PC must determine the IP address that is assigned to the hostname that you want to contact.
For example, when you visit Cisco’s website (http://www.cisco.com/) your PC sends a DNS query to a
DNS server to discover the current | P address that can be used to contact Cisco’s website.

For more information on DNS services visit the IETF RFC site (http://www.ietf.org/rfc.html) and |ook
for RFCs about DNS. The Name Server LookUp tool (nslookup) is very useful for learning more about
DNS. There are several excellent websites available about nslookup that you can find by searching for
them.

Services and Servers Used By Autolnstall: Storage and Transmission of Configuration Files

Tip

TFTPisaprotocol used to transfer files between devices on a network. A TFTP server is a device that
uses TFTP to transfer files to devices. TFTP servers can be configured on UNIX servers, Microsoft
Windows-based PCs and servers, and other platforms.

If you do not have a TFTP server available you can configure a Cisco | OS-based router asa TFTP server
using the tftp-server file-system:filename command. Refer to the Configuring Basic File Transfer
Services guide
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/ffcprt2/fcf011.htm
for more information on configuring your router as a TFTP server.

Cisco routers use TFTP to load the configuration files that are required for Autolnstall. You must have
aTFTP server deployed in your network to provide file storage and file transmission services to the
devices that will be using Autolnstall.

"mxam


http://www.ietf.org/rfc.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/ffcprt2/fcf011.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/ffcprt2/fcf011.htm

Using Autolnstall to Remotely Configure Cisco Networking Devices |
I Information About Using Autolnstall to Remotely Configure Cisco Networking Devices

For more information on TFTP services visit the IETF RFC site (http://www.ietf.org/rfc.html) and |ook
for RFCs about TFTP. There are several excellent websites available about TFTP that you can find by
searching for them. Several freeware and shareware versions of TFTP servers for various operating
systems and hardware platforms are available from the Internet.

The following caveats apply to the provisioning of TFTP servers for Autolnstall:

¢ Devicesusing Autolnstall over aLAN—If the TFTP server and the devices using Autol nstall are on
different LAN segments, you must either configure theip helper-address address command on all
of theinterfacesthat will receive TFTP session initialization requests from the devicesthat are using
Autolnstall.

¢ Devicesusing Autolnstall over a WAN—If the devices using Autolnstall are connected to a WAN,
you must configuretheip helper-address address command on all of theinterfacesthat will receive
TFTP session initialization requests from devices that are using Autol nstall.

ip helper-address

If the new device does not learn the | P address of the TFTP server via DHCP option 150, it will transmit
the TFTP session initialization requests as network layer broadcasts using the | P destination broadcast
address of 255.255.255.255. Routers block network layer broadcast datagrams which preventsthe TFTP
session initialization requests from reaching the TFTP server, and Autolnstall will fail. The solution to
this problem is to use the ip helper-address address command. The ip helper-address address
command changes the broadcast address of TFTP session initialization request from 255.255.255.255 to
the address that is configured with the address argument. For example, the

ip helper-address 172.16.29.252 command will change IP destination broadcast address of
255.255.255.255 to 172.16.29.252.

Networking Devices Used by Autolnstall

These networking devices are used by Autolnstall:
e Device That IsBeing Configured with Autolnstall, page 8
e Staging Router, page 8
¢ Intermediate Frame Relay-ATM Switching Device (Optional), page 9

Device That Is Being Configured with Autolnstall

A device that is being configured with Autolnstall can be any Cisco |OS-based router that supports
Autolnstall and does not have a configuration file in its NVRAM.

Staging Router

A staging router acts as an intermediary between the TFTP server (to which it must have I P connectivity)
and a device that is being configured with Autolnstall when the new device and the TFTP server are
connected to different networks. In Figure 3 R1 requires a staging router because it is connected to a
different LAN segment than the TFTP server.

Staging routers are required in the following situations:

e Devicesusing Autolnstall over a LAN—If the TFTP and/or DHCP servers and the devices using
Autolnstall are on different LAN segments you must use a staging router.
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¢ Devicesusing Autolnstall over a WAN—If the devices using Autolnstall are connected to a WAN,
you must configure the ip helper-address address command on all of the directly connected
interfaces that will receive TFTP session initialization requests from the devices that are using
Autolnstall.

Figure 3 Example of Autolnstall That Requires a Staging Router
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Staging routers are not required when the new device that is being configured with Autolnstall is
connected to the same LAN segment as the TFTP and DHCP servers. In Figure 4 R2 does not require a
staging server to use Autolnstall because it is on the same LAN segment as the TFTP server.

Figure 4 Example of Autolnstall That Does Not Require a Staging Router
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Intermediate Frame Relay-ATM Switching Device (Optional)

Anintermediate Frame Relay-ATM switching deviceis one that can perform both routing and switching
operations. Frame Relay-ATM switching devices are used to connect Frame Relay and ATM networks.

The Autolnstall over Frame Relay-ATM Interworking Connections feature modifies the Autol nstall
process to use Frame Relay encapsulation defined by the IETF standard instead of the Frame Relay
encapsulation defined by Cisco.

Figure 5 shows an example topology using Autolnstall over Frame Relay-ATM Interworking
Connections. Router R6 does the Frame Relay to ATM Service Internetworking (FRF8) conversion for
Frame Relay DLCI 50 to ATM VPI/VCI 5/50. The LS1010 switch routes the VPI/V Cl combination used
by R6 (5/50) to the VPI/VCI combination used by R4 (6/60).
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Figure 5 Example Topology for Autolnstall over Frame Relay-ATM Interworking Connections
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Configuration Files Used by Autolnstall

A configuration file executes predefined commands and settings that enable a device to function in a
network. The type of configuration file you choose determines many aspects of how you set up the
network for Autolnstall.

These types of files are used by Autolnstall:
¢ Network Configuration File, page 10
¢ Host-Specific Configuration File, page 11
¢ Default Configuration File (Optional), page 11

Network Configuration File

Thisisthe first file that the Autolnstall process attempts to use. After the device has obtained an |P
address it will try to discover its hostname by attempting to download a network configuration file that
contains | P address to host nhame mappings.

If you want the device to learn its hostname from the network-confg file so that it can download a
host-specific configuration file, you must add an entry for the device in the network-confg network
configuration file. The syntax for the entry isip host hostname ip-address where hostname is the name
that you want the host to use and ip-address is the address that the host will receive from the IP address
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server. For example, if you want the new device to use the name Australia, and the | P address that was
dynamically assigned the new device is 172.16.29.103, you heed to create an entry in the network
configuration file that contains the ip host australia 172.16.29.103 command.

The file names used for the network configuration file are network-confg or cisconet.cfg. Routers
running Autolnstall will try to load the network-confg from the TFTP server first. If the network-confg
is not found on the TFTP server, the Autolnstall process will attempt to load the cisconet.cfg file. The
cisconet.cfg filename was used by DOS-based TFTP servers that only supported the old 8.3 file naming
convention. We recommend that you use the network-confg filename to avoid the delay that is created
when Autolnstall has to timeout attempting to load the network-confg before it attempts to load the
cisconet.cfg file.

If you using autoinstall to setup multiple devices you can create one network configuration file that
contains an entry for each of the devices.

Host-Specific Configuration File

Tip

Je

Tip

Host-specific configuration files are a full configuration for each new device. If you decide to use
host-specific files, you must create a separate file for each new device that you are using Autolnstall to
setup.

The filenames used for the host-specific configuration files are name-confg or name.cfg where the word
name is replaced by the hostname of the router. For example, the filename for a router named hgrouter
is hgrouter-confg or hgrouter.cfg.

Routers running Autolnstall will try to load the host-specific configuration filename using the format
name-confg from the TFTP server first. If the name-confg file is not found on the TFTP server, the
Autolnstall process will attempt to load the name.cfg file. The name.cfg file name format was used by
DOS based TFTP servers that only supported the old 8.3 file naming convention. We recommend that
you use the name-confg filename to avoid the delay that is created when Autolnstall has to timeout
attempting to load the name-confg before it attempts to load the name.cfg file.

If you use the name.cfg format for host-specific configuration files the filenames for hostnames that are
longer than 8 characters must be truncated to the first eight characters. For example, the filename for a
device with the hostname australia must be truncated to australi.cfg. When Autolnstall maps the IP
address assigned to the new router to its hostname of australiain the network configuration file,
Autolnstall will attempt to download a host-specific file with the name australi.cfg after it fails to load
the host-specific filename austrailia-confg.

Cisco recommends that you use the host-specific file option for setting up new devices to ensure that
each new deviceis set up properly.

Default Configuration File (Optional)

Je

Tip.

A default configuration file, which includes minimum configuration information allows you to telnet to
the new device and configure it manually.

If the new device has learned its hostname after it loaded the network configuration file the default
configuration file is not used. You must use the host-specific file instead to configure features such as
passwords for remote CLI sessions.

"o
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Figure 6 is an example of using the default configuration file to stage new routers for remote manual
configuration. Routers A, B, and C are new routers that will be added to the network one at atime. You
connect the first router and wait for it to load the default configuration file. The default configuration
file must have enough informationin it to allow the new router to communicate with the PC that you will
be using to finish its configuration using a Telnet session. After the default configuration file is |oaded
on the new router, you can use Telnet to connect to the router to complete its configuration. You must
assign a new, unique IP address to its interfaces so that the default configuration file can be used for
configuring the next router.

Caution

Tip

Failure to change the I P addresses in the router that you are configuring remotely with Telnet will result
in duplicate | P addresses on the LAN when the next router loads the default configuration file. In this

situation you will not be able to use Telnet to connect to either router. You must disconnect one of the
routers before you can resolve this problem.

Figure 6 Example of Using the Default Configuration File To Stage Routers For Remote Manual

Configuration
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You must include the commands for configuring passwords for remote Telnet access and access to
privileged EXEC mode if you are going to access the routers remotely to complete their configurations
save their configuration filesto NVRAM.

The filenames used for the default network configuration file are router-confg or router.cfg. Routers
running Autol nstall will try to load the router-confg from the TFTP server first. If the router-confg is not
found on the TFTP server the Autolnstall process will attempt to load the router.cfg file. The router.cfg
file name was used by DOS-based TFTP servers that only supported the old 8.3 file naming convention.
We recommend that you use the router-confg filename to avoid the delay that is created when Autol nstall
has to timeout while attempting to load the router-confg before it attempts to load the router.cfg file.

If you are using Autolnstall to configure LAN-attached devices, you can specify a different default boot
filename in DHCP Option 067.

Configuration Options for Autolnstall

You can provision your network to support Autolnstall using several different combinations of devices
and services. For example:
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¢ You can provision all of the servicesrequired for Autolnstall (except dynamic | P address assignment
using SLARP or BOOTP that must be preformed by a Cisco router) on one network server, or you
can provision each service on a different network server.

¢ You can provision the DHCP service on a Cisco router.

e Thedeviceusing Autolnstall can determineits |P address from a DNS server, or you can use one of
the Autolnstall network configuration files (network-confg or cisconet.cfg) that contain the
ip host hostname ip-address commands.

¢ You can use provision Autolnstall toload afull configuration or apartial configuration onto adevice
that is using Autolnstall.

This modul e focuses on some of the most common methods for provisioning Autolnstall. Refer to the
“How to Use Autolnstall to Remotely Configure Cisco Networking Devices’ section on page 15 for
information on the most common methods for provisioning Autolnstall.

The Autolnstall Process

The Autolnstall process begins when a networking device that does not have any filesinits NVRAM is
connected to the network.

Timesaver  You can decrease the timethat the Autol nstall processtakesto complete by only connecting the interface
on the networking device that you want to use for Autolnstall until the Autolnstall process has finished.
For example, if you want the networking device to perform Autolnstall over a WAN interface and you
connect its LAN interfaces and its WAN interfaces the networking device will attempt to perform
Autolnstall over the LAN interfaces before it attempts to use the WAN interfaces. Leaving the LAN
interfaces disconnected until the Autolnstall processis finished causes the networking device to initiate
the Autolnstall process over its WAN interface immediately.

Figure 7 shows the basic flow of the Autolnstall process.
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Benefits of Using Autolnstall to Remotely Configure a Cisco Networking Device

Autolnstall facilitates the deployment of Cisco routers by allowing you to manage the setup procedure
for routers from a central location. The person responsible for physically installing the router does not
require specific networking skills. The ability to physically install the router, connect the power and
networking cables, and power it on are the only skills required by the installer. The configuration files
are stored and managed on a central TFTP server. By using Autolnstall one skilled network technician
based at a central site can manage the deployment of several routersin a short period of time.

Two enhancements to Autolnstall:
Autolnstall Using DHCP for LAN Interfaces

Autolnstall over Frame Relay-ATM Interworking Connections

Autolnstall Using DHCP for LAN Interfaces

The Autolnstall Using DHCP for LAN Interfaces feature enhances the benefits of Autolnstall by
replacing the use of the Bootstrap Protocol (BOOTP) with the use of the Dynamic Host Configuration

Protocol (DHCP) for Cisco |OS Autolnstall over LAN interfaces (specifically Ethernet, Token Ring, and
FDDI interfaces).
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DHCP (defined in RFC 2131) is an extension of the functionality provided by the BOOTP (defined in
RFC 951). DHCP provides the framework for passing configuration information to hosts on a TCP/IP
network. DHCP adds the capability of automatic allocation of reusable network addresses and additional
configuration options. In Cisco |OS Release 12.1(5)T, and later releases, the | P address procurement
phase of the Autolnstall processis now accomplished using DHCP for Ethernet, Token Ring, and FDDI
interfaces. Prior to this release, |P addresses for LAN interfaces were obtained using BOOTP or RARP
during the Autol nstall process. Additionally, this feature allows for the uploading of configuration files
using unicast TFTP.

Autolnstall over Frame Relay-ATM Interworking Connections

The Autolnstall over Frame Relay-ATM Interworking Connections feature further enhances the benefits
of Autolnstall by allowing you to use arouter with an ATM interface asaBOOTP server for new routers
being connected at remote locations.

How to Use Autolnstall to Remotely Configure Cisco Networking
Devices

This section describes the how to prepare arouter for Autolnstall, and how to use Autolnstall with Frame
Relay to ATM Service Internetworking. Additional examples for using Autolnstall for new routers
connected to LANs, HDLC WANSs, and Frame Relay networks that do not use Frame Relay to ATM
Service Internetworking, are provided in the “ Configuration Examples for Using Autolnstall to
Remotely Configure Cisco Networking Devices” section on page 31.

In most cases you need to configure a staging router through which a new device running Autol nstall
sends TFTP, BOOTP, and DNS requests.

Tip In all cases, you must verify and save the configuration on the networking device after the Autolnstall
process is complete. If you do not save the configuration, you must repeat the entire process.

¢ Disabling the SDM Default Configuration File, page 15
e Using Autolnstall with Frame Relay to ATM Service Internetworking, page 16

Disabling the SDM Default Configuration File

Perform thistask if SDM was pre installed on your device and you want to use Autolnstall to configure
the device instead. SDM remains on the device.

SUMMARY STEPS

1. Connect the console cable from the console port on the device to the serial port on the PC.

2. Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device.

3. Connect to the device using a terminal emulation program.
4. enable

5. erase startup-config
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

6. reload

Connect the consol e cable, shipped with your device, from the console port on the deviceto aserial port
on your PC. Refer to the hardware installation guide for the device for instructions.

Connect the power supply to the device, plug the power supply into a power outlet, and turn on the
device. Refer to the quick start guide for the device for instructions.

Use Hyperterminal or a similar terminal emulation program on your PC, with the following terminal
emulation settings, to connect to the device:

¢ 9600 baud
e 8 datahits, no parity, 1 stop bit
¢ No flow control

enable

Enter privileged EXEC mode.

enable

Rout er > enabl e
Rout er #

erase startup-config
Erases the existing configuration in NVRAM.

Rout er# erase startup-config

reload

Initiates the reload process. The router will initiate the Autolnstall process after it finishes the reload
process.

Rout er# rel oad

Using Autolnstall with Frame Relay to ATM Service Internetworking

Tip

Refer to figure 8 for the sample network used in this task. Perform this task to configure routers R6, R4,
and the LS1010 ATM switch so that Autolnstall can be used with Frame Relay to ATM Service
Internetworking (FRF8) to setup router R2.

The IP address that will be assigned to Serial 0 on R2 (10.10.10.1/24) during and after the Autol nstall
process and the |P address that is assigned to ATM 0/0.50 on R4 (10.10.10.2/24) are on the same subnet
(10.10.10.0/24). Using | P addresses on the same subnet is required because the interfaces on R6 and the
L S10101 switch are switching the IP packets between R2 and R4 at Layer 2.
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Figure 8
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This sections contains the following tasks:

Configuring R6 for Frame Relay to ATM Service Internetworking, page 17

Verifying Frame Relay to ATM Service Internetworking on R6, page 21

Configuring R4 for Frame Relay to ATM Service Internetworking, page 21

Configuring IP Routing R4, page 24

Configuring the LS1010 Switch, page 25
Creating the Configuration File for R2, page 27
Verifying Autolnstall with Frame Relay to ATM Service Internetworking, page 28

Configuring R6 for Frame Relay to ATM Service Internetworking

Y

Note

SUMMARY STEPS
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Example Topology for Autolnstall over Frame Relay/ATM Interworking Connections

Router R6 does the Frame Relay to ATM Service Internetworking (FRF8) conversion for Frame Relay
DLCI 50 to ATM VPI/VCI 5/50.

The serial interface and the ATM interface on R6 that are used for ATM Service Internetworking (FRF8)

do not have | P addresses because they are used as Layer 2 switching interfaces in this configuration.

1.
2.

enable
configure terminal
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1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

s N

© o N & o B~ W

hostname hostname
interface serial interface-number
no ip address

encapsulation frame-relay ietf

frame-relay interface-dlci dlci switched

frame-relay Imi-type ansi
frame-relay intf-type dce

exit

inter face atm interface-number
no ip address

atm pvc number 0 5 gsaal

atm pvc number 0 16 ilmi

no atm ilmi-keepalive

pvc vpi vci

encapsulation aal5mux fr-atm-srv

exit

exit

connect name serial interface-number dlci atm interface-number vpi/vci service-interworking

end

Command or Action

Purpose

enabl e

Example:

Rout er > enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

configure termnal

Example:

Rout er# configure termnal

Enters global configuration mode.

host nane host nane

Example:

Rout er (confi g)# host name R6

In this example, the hosthame is configured as R6.

interface serial interface-nunber

Example:

R6(config)# interface serial 3/0

Specifiesthe serial interface that connects to the router that
is being setup with Autolnstall.
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
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Command or Action

Purpose

no ip address

Example:
R6(config-if)# no ip address

Removes an existing | P address.

Note Thisinterfaceisused asalayer 2 switchinterfacein
this configuration. It is not an IP layer 3 endpoint.

Therefore it does not require an |P address.

encapsul ation frane-relay ietf

Example:

R6(config-if)# encapsulation frane-relay |ETF

Enables and specifies the Frame Relay encapsulation
method.

Note  Only the Frame Relay commands and keywords
required for this task are described in this task. For
more information on the other Frame Relay
commands and keywords, refer to the Cisco 10S

Wide-Area Networking Command Reference,

frame-relay interface-dlci dlci swtched

Example:
R6(config-if)# frane-relay interface-dlci
swi t ched

50

Specifies that the Frame Relay data-link connection
identifier (DLCI) is switched.

frame-relay | m-type ansi

Example:
R6(config-if)# frane-relay I nmi-type ansi

Specifies that the router should use Annex D defined by
American National Standards Institute (ANSI) standard
T1.617 asthe LMI type.

frame-relay intf-type dce

Example:
R6(config-if)# frame-relay intf-type dce

Specifies that the router functions as a switch connected to
arouter.

exit

Example:
R6(config-if)# exit

Returns to global configuration mode.

interface atm interface-number

Example:
R6(config)# interface ATMA/ 0

Species the ATM interface and enters interface
configuration mode.

Note  Only the ATM commands and keywords required
for this task are described in this task. For more
information on the other Frame Relay commands
and keywords refer to the Cisco |OS Asynchronous

Transfer Mode Command Reference.

no ip address

Example:
R6(config-if)# no ip address

Removes an existing | P address.

Note Thisinterfaceisused asalayer 2 switchinterfacein
this configuration. It is not an IP layer 3 endpoint.

Therefore it does not require an | P address.

atm pvc nunber 0 5 gsaal

Example:
R6(config-if)# atmpvc 1 0 5 gsaal

Configures a PVC for QSAAL1 signaling.



http://www.cisco.com/en/US/docs/ios/wan/command/reference/wan_book.html
http://www.cisco.com/en/US/docs/ios/wan/command/reference/wan_book.html
http://www.cisco.com/en/US/docs/ios/atm/command/reference/atm_book.html
http://www.cisco.com/en/US/docs/ios/atm/command/reference/atm_book.html
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Command or Action

Purpose

Step14 atmpvc number 0 16 ilmi Configures a PVC for ILMI signaling.
Example:
R6(config-if)# atmpvc 2 0 16 ilm
Step15 no atmilni-keepalive Disables ATM ILMI keep alives.
Example:
R6(config-if)# no atmilm-keepalive
Step16 pvc vpi/vci Configures the PV C. When configuring PV Cs, configure
the lowest available VPI and VCI numbers first.
Example: Note VCIsOto31onall VPIsarereserved.
R6(config-if)# pvc 5/50
Step 17 encapsul ation aal 5mux fr-atmsrv Enablesthe Frame Relay and ATM internetworking service.
Example:
R6(config-if-atmvc)# encapsul ati on aal 5mux
fr-atmsrv
Step18 exit Exits PV C configuration mode and returns to interface
configuration mode.
Example:
R6(config-if-atmvc)# exit
Step19 exit Returns to global configuration mode.
Example:
R6(config-if)# exit
Step20 connect name serial slot/port dlici atm Creates the connection between the Frame Relay DLCI and
sl ot/ port vpi/vci service-interworking the ATM PVC for the Frame Relay and ATM
internetworking service.
Example:
R6(confi g)# connect r2 serial3/0 50 ATMA/ 0 5/50
servi ce-interworki ng
Step21 end Returns to privileged EXEC mode.
Example:
R6(config)# end
Examples

The following example shows how to configure R6 for Frame Relay to ATM Service Internetworking

(FRFS).

1
host name R6

|

interface Serial3/0

no i p address

encapsul ation frane-relay | ETF
frame-rel ay interface-dlci
frame-relay I nm-type ans

50 switched
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frame-relay intf-type dce
|
interface ATMA/ 0
atmpvc 1 0 5 gsaal
atmpvec 2 0 16 ilm
no atmilm-keepalive
pvc 5/50
encapsul ation aal 5mux fr-atmsrv
!

connect r2 serial3/0 50 atm4/0 5/50 service-interworking
!

Verifying Frame Relay to ATM Service Internetworking on R6

In this example the output of the show connection name r2 command indicates that the Service
Interworking Connection is up.

R6# show connection nane r2

FR/ ATM Servi ce | nterworking Connection: r2
St at us - UP
Segnent 1 - Serial 3/0 DLCI 50
Segnent 2 - ATMA/0 VPI 5 VC 50
I nterworki ng Paraneters -
service translation
efci-bit 0
de-bit map-clp
cl p-bit map-de

Configuring R4 for Frame Relay to ATM Service Internetworking

SUMMARY STEPS

R4 is one of the endpoints for Frame Relay to ATM Service Internetworking in thistask. R2 isthe other
endpoint. R4 is not directly connected to the Frame Relay network. Therefore R4 requires only the ATM
commands to act as the endpoint for Frame Relay to ATM Service Internetworking.

R4 is the core router that connects to the LAN with the TFTP server. R4 is the BOOTP server that will
provide the I P address required for R2 (10.10.10.1/24) when R2 runs Autolnstall.

)

enable

configure terminal

hostname hostname

interface ethernet interface-number
ip address ip-address mask

inter face atm interface-number

no ip address

atm pvc number 0 5 gsaal

© e N & e B w N

atm pvc number 0 16 ilmi

-
e

no atm ilmi-keepalive

=Y
-

inter face atm interface-number.subinterface-number multipoint

-
N

ip address ip-address mask
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13. ip helper-address ip-address
14. pvc vpil/vci

15. protocol ip ip-address broadcast

16. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er > enabl e
Step2 configure terminal Enters global configuration mode.
Example:
Rout er# configure term nal
Step3  hostnane hostnane In this example the hostname is configured as R4.
Example:
Rout er (confi g)# host name R4
Step4 interface ethernet modul /sl ot/ port Species the Ethernet interface and enters interface
configuration mode.
Example:
R4(config)# interface ethernet 3/0/0
Step5 ip address ip-address mask Specifies the | P address for the interface.
Example:

R4a(config-if)# ip address 172.16.29. 97
255. 255. 255. 0

Step6 interface atminterface-number Species the ATM interface and enters interface
configuration mode.
Example: Note  Only the ATM commands and keywords required
R4(config)# interface atnmD/0 for this task are described in this task. For more

information on the other Frame Relay commands
and keywords, refer to the Cisco |0S Asynchronous
Transfer Mode Command Reference.

Step7 no ip address The main ATM interface does not require an IP addressin
this configuration. The IP address is assigned to the
multipoint subinterface in Step 9.

Example:
R4(config-if)# no ip address

Step8 atm pvc number 0 5 gsaal Configures a PVC for QSAAL1 signaling.
Example:

R4(config-if)# atmpvc 1 0 5 gsaal

“. |


http://www.cisco.com/en/US/docs/ios/atm/command/reference/atm_book.html
http://www.cisco.com/en/US/docs/ios/atm/command/reference/atm_book.html
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Command or Action

Purpose

Step9 atmpvc number 0 16 ilni Configures a PVC for ILMI signaling.
Example:
R4a(config-if)# atmpvc 2 0 16 ilm
Step10 no atmilm -keepalive Disables ATM ILMI keep alives.
Example:
R4(config-if)# no atmilm -keepalive
Step11 interface atmslot/port.subinterface-nunber Createsthe ATM multipoint virtual sub-interface and enters
mul ti poi nt sub-interface configuration mode.
Example:
R4(config-if)# interface atnD/0.50 nulti point
Step12 ip address ip-address mask Specifies the | P address for the sub-interface.
Example:
R4(config-subif)# ip address 10.10.10.2
255, 255, 255, 0
Step13 i p hel per-address ip-address Specifiesthe |P address of the TFTP server. This P address
is used to replace the 255.255.255.255 | P destination
Example: broadcast address that R2 will use when it attempts to
RA(conf i g-subi f)# i p hel per - addr ess establish a connection to the TFTP server.
172. 16. 29. 252
Step14 pvc vpi/vci Configures the PV C. When configuring PV Cs, configure
the lowest available VPl and VCI numbers first.
Example: Note VCIsOto31onall VPIsarereserved.
R4(config-if-atmvc)# pvc 6/60
Step15 protocol ip ip-address broadcast Specifiesthe IP address of the device at the other end of this
PVC. In this example the device is R2.
Example: For this example thisis the |P address that will be assigned
R4(config-if-atmvc)# protocol ip 10.10.10.1 by the BOOTP server on R4 to R2 during the Autolnstall
br oadcast process
Step16 end Returns to privileged EXEC mode.
Example:
R4(config-if-atmvc)# end
Examples

The following example configures R4 as the core router for Autolnstall using Frame Relay to ATM

Service Internetworking (FRF8).

host name R4
|

interface FastEthernet3/0/0

ip address 172.16.29.97 255. 255. 255.0
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interface ATM)/ 0
no i p address
atmpvc 1 0 5 gsaal
atmpvec 2 0 16 ilm
no atmilm-keepalive
|
interface ATMD/0.50 mul ti point
i p address 10.10.10.2 255. 255.255.0
i p hel per-address 172.16.29. 252
pvc 6/ 60
protocol ip 10.10.10.1 broadcast
|
|

Configuring IP Routing R4

In order for R4 to be able to forward | P traffic between network 172.16.29.0 and R2 after the Autol nstall
process is complete, R4 needs to have IP routing configured.

~

Note The configuration filefor R2 provided in the “ Creating the Configuration Filefor R2” section on page 27
includesthe IP routing commands required to establish | P routing connectivity for R2 using RIP Version

2.
SUMMARY STEPS
1. enable
2. configureterminal
3. router rip
4. version version
5. network ip-network
6. Repeat step 5 for the other 1P networks.
7. noauto-summary
8. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
R4> enabl e
Step2 configure terninal Enters global configuration mode.
Example:
R4# configure term nal

m' |
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Command or Action Purpose
Step3 router rip Enables RIP routing on R4.
Note  Only the RIP commands and keywords required for
Example: this task are described in this task. For more
R4(config)# router rip information on the other RIP commands and
keywords, refer to the Cisco |OS Routing Protocols
Command Reference.
Step4  version version Specifies the version of RIP that the router will use.
Example:
R4(config-router)# version 2
Step5 network ip-network Specifies the IP networks that RIP will provide routing
services for.
Example:
R4(config-router)# network 172.16.0.0
Step6 Repeat Step 5 for the other 1P networks. —
Example:
R4(config-router)# network 10.0.0.0
Step7 no auto-summary Disables the default RIP V2 behavior of summarizing IP
subnets in the routing advertisements.
Example:
R4(config-router)# no auto-sumrary
Step8 end Returns to privileged EXEC mode.
Example:
R4(config-router)# end
Examples

The following example shows how to configure IP routing on R4.

|
router rip

version 2

network 10.0.0.0
network 172.16.0.0
no aut o- sunmary

Configuring the LS1010 Switch

This task describes how to configure an LS1010 switch to route the PV Cs between R6 and R4. R6 is
connected to ATM 3/1/1 on the LS1010 switch. R4 is connected to ATM 3/1/2 on the LS1010 switch.

SUMMARY STEPS

1. enable

2. configureterminal
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3. interface atm nodul e/ sl ot/ port

4. atm pvc vpi vci interface atm interface-number vpi vci

5. end
DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Swi t ch> enabl e
Step2 configure terninal Enters global configuration mode.
Example:
Swi tch# configure term nal
Step3 interface atm nodul e/ sl ot/ port Species the ATM interface and enters interface
configuration mode.
Example: Note Only the LS1010 ATM commands and keywords
Switch(config)# interface ATMB/ 1/2 required for this task are described in this task. For

more information on the other ATM commands and
keywords available on the LS1010, refer to the
Lightstream 1010 ATM Switch Documents, Release
12.1(26)ES3.
(http://www.cisco.com/univercd/cc/td/doc/product/
atm/1s1010s/12_1/26 _e3/index.htm)

Step 4 atm pvc vpi vci interface atminterface-nunber Configures a static PVC route

vpi vci
P In this example aroute for the PV C from R6 (5/50) to R4
(6/60) is configured.

Example:
Switch(config-if)# atmpvc 6 60 interface
ATMB/ 1/1 5 50

Step5 end Returns to privileged EXEC mode.

Example:
Switch(config-if)# end

Examples

The following example shows how to configure the LS1010 ATM switch to route the PV Cs between R6
and R4.

|
atm address 47.0091. 8100. 0000. 0010. 11b9. 6101. 0010. 11b9. 6101. 00
atm router pnni

no aesa enbedded- nunber left-justified

node 1 level 56 | owest

redistribute atmstatic

|
interface ATM2/0/0

no i p address



http://www.cisco.com/univercd/cc/td/doc/product/atm/ls1010s/12_1/26_e3/index.htm
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no ip directed-broadcast
at m maxvp- nunber 0

nterface ATMB/1/0

no i p address

no ip directed-broadcast
no atmilm-keepalive

nterface ATMB/1/1

no i p address

no i p directed-broadcast
no atmilm-keepalive

nterface ATMB/ 1/2

no i p address

no ip directed-broadcast
no atmil m-keepalive

How to Use Autolnstall to Remotely Configure Cisco Networking Devices

atmpvc 6 60 interface ATM3/1/1 5 50

nterface ATMB/ 1/3

no i p address

no ip directed-broadcast
no atmil m-keepalive

Creating the Configuration File for R2

This section provides the content for the configuration file for R2.

SUMMARY STEPS

1. Create the configuration file for R2 using the information provided.

2. Storethe configuration file on the TFTP server with the name r2-confg.

DETAILED STEPS

Step1  Create the following configuration file for R2

!

host name R2

!

!

enabl e secret 7gD2A0

!

interface EthernetO
no i p address
shut down

|

interface Serial0

i p address 10.10.10.1 255.255.255.0
encapsul ation frame-relay | ETF
frame-relay map ip 10.10.10.2 50 broadcast
frame-relay interface-dlci 50

frame-relay | m-type ans

|

interface Seriall

no i p address

shut down
!
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Step 2

|

router rip
version 2
network 10.0.0.0
no aut o-sunmary

|

ip http server

ip classless

1

line vty 0 4

password 87F3cOm
login

!

end

Store the configuration file on the TFTP server with the name r2-confg

Verifying Autolnstall with Frame Relay to ATM Service Internetworking

This task verifies the Autolnstall with Frame Relay to ATM Service Internetworking configuration by
setting up R2, as shown in Figure 8, using Autolnstall.
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Prerequisites

Step 1

Step 2
Step 3

Step 4

Step 5
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The following prerequisites must be met before you can perform this task:

¢ You must have a TFTP server on the network with the IP address that you specified on R4 with the
ip helper-address ip-address command.

¢ You must have a configuration file for R2 named r2-confg on the TFTP server.

¢ You must have a network configuration named network-confg file with the ip host r2 10.10.10.1
command in it on the TFTP server.

¢ You must have configured R6, R4 and the LS1010 ATM switch (or a functional equivalent of the
ATM switch) following the instructions provided in the previous tasks in this section.

¢ R2 must not have a configuration filein NVRAM.

Connect a console terminal to R2.

Use Hyperterminal or a similar terminal emulation program on your PC, with the following terminal
emulation settings, to connect to the device:

e 9600 baud
e 8databits, no parity, 1 stop bit
¢ No flow control
Power cycle, or power on R2.
When the prompt to enter the initial configuration dialog appears, answer no.

Would you like to enter the initial configuration dialog? [yes/no]: no

When the prompt to terminate Autolnstall appears answer no.

Would you like to ternminate autoinstall? [yes]: no

Autolnstall will start.
Pl ease Wait. Autoinstall being attenpted over SerialO !lttrrrrrrrrrrrrrrrrrrrrnt

The Autolnstall process can take several minutes to complete. Do not press any keys on R2’s terminal
session until Autolnstall has completed.

This display output is from a successful Auto Installation process.
S,

Note  Youcan ignore the “ %PARSER-4-BADCFG: Unexpected end of configuration file” error
message. This problem does not adversely affect the Autolnstall process.

S
Note  Thelast two lines with the %SY S-5-CONFIG_| messages indicate the network-confg and
r2-confg files have been received successfully.

Press RETURN to get started!

*Mar 1 00:00:11.155: %1 NK-3- UPDOMN: | nterface Ethernet0, changed state to up

*Mar 1 00:00: 11.159: 9% .1 NK-3-UPDOMN: | nterface Serial O, changed state to up

*Mar 1 00:00:11.527: % .1 NK-3-UPDOMN: | nterface Seriall, changed state to down

*Mar 1 00:00:12.271: %1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 0, changed
state to up

g 2 |
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Step 6

Troubleshooting

Step 1

Step 2

*Mar 1 00:00: 29.487: % . NEPROTO 5- UPDOMN: Li ne protocol on Interface EthernetO, changed
state to down

*Mar 1 00:00: 32.347: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 0, changed
state to up

*Mar 1 00: 00: 40. 355: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 0, changed
state to down

*Mar 1 00:00: 45.551: 9% .1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 0, changed
state to up

*Mar 1 00:01:58.499: 9% P-5-WEBI NST_KI LL: Term nati ng DNS process

*Mar 1 00:02: 00.035: % .1 NK-5-CHANCGED: |nterface EthernetO, changed state to

adm ni stratively down

*Mar 1 00:02:00.039: % .1 NK-5-CHANGED: Interface Seriall, changed state to

admini stratively down

*Mar 1 00:02:01.039: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Seriall, changed
state to down

*Mar 1 00:02:50.635: %BYS-5- RESTART: Systemrestarted --

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-1S-L), Version 12.3(13a), RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww.cisco.conlftechsupport

Copyright (c) 1986-2005 by cisco Systens, Inc.

Conpi | ed Tue 26-Apr-05 12:52 by ssearch

*Mar 1 00:02:50.643: %SNWP- 5- COLDSTART: SNWP agent on host Router is undergoing

a cold start

*Mar 1 00: 03: 54. 759: %ARSER- 4- BADCFG  Unexpected end of configuration file.

*Mar 1 00:03:54.763: %YS-5-CONFIG |: Configured fromtftp://172.16.29. 252/ networ k-confg
by consol e

*Mar 1 00:04:12. 747: ¥8YS-5-CONFIG |: Configured fromtftp://172.16.29.252/r2-confg by
consol e

If you have logging enabled on your TFTP server the log should contain messages similar to the
following text:

Sent network-confg to (10.10.10.1), 76 bytes
Sent r2-confg to (10.10.10.1), 687 bytes

Copy the running configuration to the startup-configuration with the copy running-configuration
startup-configuration command.

If after approximately five minutes you do not see the %SY S-5-CONFIG_| messages and R2 has a
factory default prompt of Router>, the Autolnstall process failed.

Look for error messages on the TFTP server indicating that the files were not found. A very common
mistake is that the .txt extension was added to the r2-confg file (r2-confg.txt) by your text editor. Your
operating system might be hiding the extension for known file types when you browse the TFTP root
directory. Disable the Hide file extensions for known file types option.

e

Tip You can stop most text editors from adding the filename extension by saving the file with double
quotes (“filename") around the filename. For example, saving the fileas“r2-confg” should force
the text editor to only use r2-confg.

Test the connectivity in your network by configuring R2 with the configuration file that you created. You
can copy the configuration for R2 to R2 by pasting it into the console terminal session.
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After you have copied the configuration to R2, try to ping 10.10.10.2. If this fails, you have a problem
between R2 and R4. Verify the cabling, the status of the interfaces, and the configurations on the routers.

If R2 can ping 10.10.10.2, try pinging the TFTP server (172.16.29.252) from R2. If this fails, you have
a configuration problem somewhere between R4 and the TFTP server. Verify the cabling, the status of
the interfaces, and the configurations on the routers. Verify the |P address and | P default gateway on the
TFTP server.

e

ﬁ The I P default gateway on the TFTP server should be 172.16.29.97 (the local Ethernet interface
on R4).

If R2 can ping the TFTP server (172.16.29.252), you probably have a problem with the TFTP server
itself. A common mistake with TFTP serversis that they are configured to receive files but not to send
them. Another common mistake on UNIX-based TFTP serversis that the files do not have the correct
permissions. On a UNIX TFTP server the files should have permissions set to rw-rw-rw.

Step3 I the P connectivity appearsto be working and the TFTP server is configured correctly, verify that you
entered the ip helper-address ip-address command on R4 correctly.

Configuration Examples for Using Autolnstall to Remotely
Configure Cisco Networking Devices

This section provides the following configuration examples:
e Using Autolnstall to Set Up Devices Connected to LANs: Example, page 31
e Using Autolnstall to Set Up Devices Connected to WANSs: Example, page 43

Using Autolnstall to Set Up Devices Connected to LANs: Example

This task uses the network in Figure 9. Thistask will show how to use Autolnstall to setup routers R2,
R3, and R4. Router R1 is the DHCP server that will be used to assign the IP address for Ethernet 0 on
the new routers during the Autolnstall process.

Figure 9 Network Topology for Assigning Autolnstall Configuration Files For Specific Devices
172.16.28 252

TFTF Server 4%

Sy T . [ .

Ethernet 040 Ethernet 041
17216.29599 172.16.28.99

1461587
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Every DHCP client has a unique DHCP client identifier. The DHCP client identifier is used by DHCP
servers to keep track of | P address leases and for configuring | P address reservations. You need to know
the DHCP client identifier for each of the networking devicesthat you want to configure with Autolnstall
so that you can configure the DHCP | P address reservations which will ensure that each deviceis
provided with the correct | P address, and subsequently its unique configuration file. You can determine
the DHCP client identifier manually or automatically.

To use Autolnstall to setup routers R2, R3, and R4, perform following tasks:
¢ Determining the Value for the DHCP Client Identifier Manually, page 32
¢ Determining the Value for the DHCP Client Identifier Automatically, page 35
e Creating a Private DHCP Pool for Each of The Routers, page 38
e Creating Configuration Files for Each Router, page 39
¢ Creating the network-confg file, page 40
e Setting Up the Routers with Autolnstall, page 40
e Saving the Configuration Files on The Routers, page 42
¢ Removing the Private DHCP Address Pools from R1, page 43

Determining the Value for the DHCP Client Identifier Manually

Tp.

If you want to determine the value for the client identifiers automatically, you do not need to perform
this task. Proceed to the “Determining the Value for the DHCP Client Identifier Automatically” section
on page 35.

If you are using Autolnstall to configure networking devices that are running an | OS release other than
12.4(1) or newer the DHCP client identifier might use a different format. In this case use the process
explained in the “Determining the Value for the DHCP Client Identifier Automatically” section on

page 35.

You must know the MAC address of the Ethernet interface that will be used to connect the router to the
LAN during the Autol nstall processto determine the client identifier manually. Thisrequires connecting
aterminal to the router, and powering it on, so that you can enter the

show interface interface-type interface-number command.

The client-identifier looks like this:
0063.6973.636f.2d30.3030.362€.3533.6237.2e38.6537.312d.4661.332f.30

The format is nullcisco-0006.53b7.8e71-fa3/0 where 0006.53b7.8e71 is the MAC address and fa3/0 is
the short interface name for the interface that the | P address request is made for.

The values for the short-if-name field can be obtained from an SNMP workstation with the Cisco MIBs
installed. Thisis an example of how to map ifIndex to an interface on Cisco 10S:

snnpwal k -c public ponch ifNanme
IF-MB::ifNane. 1 STRING AT2/0
IF-MB::ifNane. 2 STRING Et0/0
IF-MB::ifNane. 3 STRING Se0/0
IF-MB::ifNane. 4 STRING BR0/0

Use the show interface interface-type interface-number command to display the information and
statistics for a FastEthernet interface.
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Note

R6> show i nterface fastethernet 3/0
Fast Et hernet3/0 is up,
Hardware i s AndFE, address is 0006.53b7.8e71 (bia 0006.53b7.8e71)

R6>
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l'ine protocol is up

The MAC address for FastEthernet 3/0 on R6 is 0006.53b7.8e71. The format of the client identifier for

this interface is nullcisco-0006.53b7.8e71-fa3/0.

The short interface name for FastEthernet interfacesis fa

Table 1 shows the values for converting characters to their hexadecimal equivalents. The last row in
Table 2 shows the client identifier for FastEthernet 3/0 on R6 (nullcisco-0006.53b7.8e71-fa3/0).

Table 1 Hexadecimal to Character Conversion Chart

Hex |Char |Hex Char |Hex Char |Hex Char |Hex Char
00 NUL |la SUB |34 4 4e N 68 h
01 SOH |1b ESC |35 5 Af O 69 I
02 STX |1c FS 36 6 50 P 6a i
03 ETX |1d GS 37 7 51 Q 6b k
04 EOT |le RS 38 8 52 R 6c I
05 ENQ |1f us 39 9 53 S 6d m
06 ACK |20 3a 54 T 6e n
07 BEL |21 ! 3b ; 55 ] 6f 0
08 BS 22 " 3c < 56 V 70 p
09 TAB |23 # 3d = 57 W 71 o}
O0A LF 24 $ 3e > 58 X 72 r
0B VT 25 % 3f ? 59 Y 73 S
oC FF 26 & 40 @ 5a Z 74

0D CR 27 ‘ 41 A 5b [ 75 u
OE SO 28 ( 42 B 5c \ 76 %
OF S| 29 ) 43 C 5d ] 77 W
10 DLE |2a * 44 D 5e A 78 X
11 DC1 |2b + 45 E 5f _ 79 y
12 DC2 |2c . 46 F 60 7a z
13 DC3 |2d - 47 G 61 a 7b {
14 DC4 |2e 48 H 62 b 7c |
15 NAK |2f / 49 I 63 c 7D }
16 SYN |30 4a J 64 d Te ~
17 ETB |31 4b K 65 e 7f D
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Table 1 Hexadecimal to Character Conversion Chart (continued)

Hex |Char |Hex Char [Hex Char |Hex Char [Hex Char

18 CAN |32 2 4c L 66 f

19 EM 33 3 4d M 67 g

Table 2 Conversion of nullcisco-0006.53b7.8e71-fa3/0 To A Client Identifier
00|c |i s |[c |lo |- |0 |[O |O (6 |. |5 |3 |b (7 |. |8 |e |7 (1 |- |f |a |3 |/
00 |63 |69 |73 |63 |6f |2d |30 (30 |30 |36 |2e |35 |33 |62 |37 |2e |38 |65 |37 |31 |2d |46 |61 |33 |2f |30

R4

Use the show interface interface-type interface-number command to display the information and

statistics for Ethernet O on R4.

R4> show i nterface ethernet 0

Et hernetO is up, line protocol is up

Hardware i s Lance, address is 00e0. 1eb8. eb0Oe (bia 00e0. 1eb8. eb0e)
The MAC address for Ethernet 0 on R4 is 00e0.1eb8.eb0e. The format of the client identifier for this
interface is nullcisco-00e0.1eb8.eb0e-etO.
~
Note = The short interface name for Ethernet interfacesis et.

Using the values for converting characters to their hexadecimal equivalentsin Table 1, the client

identifier for Ethernet 0 on R4 is shown in the last row of Table 3.

Table 3 Conversion of null.cisco-00e0.1eb8.eb0e-et0 To A Client Identifier for R4
00jc |i |s |Ic |o |- |0 O |le |[0O]. |11 |e |[b |8 . |e |[b |0 |e |- |e |t |O
00 |63 |69 |73 |63 |6f |2d |30 |30 |65 [30 |2e |31 |65 |62 (38 |2¢ |65 |62 |30 (65 |2d |45 |74 |30

R3

Use the show inter face interface-type interface-number command to display the information and
statistics for Ethernet 0 on R3.

R3> show i nterface ethernet 0O
Et hernetO is up, line protocol is up
Hardware is Lance, address is 00e0. 1eb8. eb73 (bia 00e0. 1eb8. eb73)

The MAC address for Ethernet 0 on R3 is 00e0.1eb8.eb73. The format of the client identifier for this
interface is: nullcisco-00e0.1eb8.eb73-et0.

Using the values for converting characters to their hexadecimal equivalentsin Table 1, the client
identifier for Ethernet 0 on R3 is shown in the last row of Table 4.
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Table 4 Conversion of null.cisco-00e0.1eb8.eb73-et0 To A Client Identifier for R3
00jc |i |s |[c |o |- [0 |[O |le |[0]. |11 |e |[b (8 |. |e |b |7 |3 |- |e [t |0
00 |63 |69 |73 |63 |6f |2d |30 |30 |65 |30 |2e |31 |65 |62 |38 |2¢ |65 |62 (37 |33 |2d |45 |74 |30
R2
Use the show interface interface-type interface-number command to display the information and
statistics for Ethernet 0 on R2.
R2> show i nterface ethernet 0
Et hernetO is up, line protocol is up
Hardware is Lance, address is 00e0. 1eb8. eb09 (bia 00e0. 1eb8. eb09)
The MAC address for Ethernet 0 on R2 is 00e0.1eb8.eb09. The format of the client identifier for this
interface is nullcisco-00e0.1eb8.eb09-€tO.
Using the values for converting characters to their hexadecimal equivalentsin Table 1, the client
identifier for Ethernet 0 on R2 is shown in the last row of Table 5
Table 5 Conversion of null.cisco-00e0. 1eb8.eb09-et0 To A Client Identifier for R2
00 jc |i |s |[c |o |- [0 |[O |le |0 ]. |1 |e |[b (8 |. |e |b |0 |9 |- |e |t |O
00 |63 |69 |73 |63 |6f |2d |30 |30 |65 |30 |2e |31 |65 |62 |38 (2e |65 |62 (30 |39 |2d (45 |74 |30
You have now determined the values for the client identifiers on each router. The final stepisto add a
period after each group of four characters working from the left to the right as shown below:
¢ R4-0063.6973.636f.2d30.3065.302¢e.3165.6238.2e65.6230.652d.4574.30
¢ R3-0063.6973.636f.2d30.3065.302¢e.3165.6238.2€65.6237.332d.4574.30
¢ R2-0063.6973.636f.2d30.3065.302e.3165.6238.2€65.6230.392d.4574.30
What to Do Next

Savethevaluesin atext file and proceed to the “ Creating a Private DHCP Pool for Each of The Routers’
section on page 38.

Determining the Value for the DHCP Client Identifier Automatically

Tip

If you determined the value for the client identifiers manually, you do not need to perform this task.
Proceed to the “ Creating a Private DHCP Pool for Each of The Routers” section on page 38.

This task will create a DHCP server on R1 that will provide only one IP address. This IP address will
used by each new router in sequence while you determine the value of the router’s client identifier. By
limiting the I P address scope to asingle | P address you avoid any possible confusion about which router
you areworking on. If somebody powers up another router that attemptsto start the Autolnstall process,
it will not be able to obtain an IP address.

Do not place the network-confg or router configuration files (r4-confg, r3-confg, or r2-confg) in the root
directory of the TFTP server yet. You do not want any of the routers to load these files until you have
ensured that each router will obtain the correct |P address from the DHCP server so that the router will
load the correct configuration file.

"=
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Thistask is broken down into sub-tasks to make it easier to follow (all sub-tasks are required):
e Configuring IP on the Interfaces on R1, page 36
¢ Configuring a DHCP Pool on R1, page 36
¢ Excluding All But One of the IP Addresses from the DHCP Pool on R1, page 36
¢ Verifying The Configuration on R1, page 36
¢ Enabling debug ip dhcp server events on R1, page 37
¢ |dentifying the Value for the Client Identifier on Each of the Routers, page 37
¢ Removing the DHCP Pool on R1 for Network 172.16.28.0/24, page 38
¢ Removing the DHCP Pool on R1 for Network 172.16.28.0/24, page 38
¢ Removing the Excluded Address Range From R1, page 38

Configuring IP on the Interfaces on R1

Configure IP addresses on the Ethernet interfaces. Configure the ip helper-address ip-address
command on Ethernet 0/1.

!

interface Ethernet0/0

ip address 172.16.29.99 255. 255.255.0
!

interface Ethernet0/1
ip address 172.16.28.99 255. 255.255.0

i p hel per-address 172.16.29. 252
!

Configuring a DHCP Pool on R1

Configure these commands to setup the temporary DHCP server on R1.

S
Note  This should be the only DHCP server in operation on R1. This should be the only DHCP server that is
accessible by the routers that you will be using Autolnstall to setup.

!
ip dhcp pool get-client-id

network 172.16.28.0 255.255.255.0
!

Excluding All But One of the IP Addresses from the DHCP Pool on R1

You need to ensure that there is only one IP address available from the DHCP server at any time.
Configure the following command to exclude every | P address except 172.16.28.1 from the DHCP pool.

!
ip dhcp excluded-address 172.16.28.2 172.16. 28. 255
!

Verifying The Configuration on R1

Verify that the configuration filefor R1 hasa DHCP server pool configured to provideasingle I P address
(172.16.28.1) to aDHCP client.

Verify that the configuration file has the IP addresses for the Ethernet interfaces and the
ip helper-address ip-address command.
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!
i p dhcp excl uded- address 172.16.28.2 172.16. 28. 255
|

ip dhcp pool get-client-id
network 172.16.28.0 255.255.255.0
!

interface Ethernet0/0

ip address 172.16.29.99 255. 255. 255.0
!

interface Ethernet0/1
ip address 172.16.28.99 255.255.255.0

i p hel per-address 172.16. 29. 252
!

Enabling debug ip dhcp server events on R1

You use the display output from the debug ip dhcp server events command on the terminal connected
to R1 to identify the value of the client identifier for each router.

Enable the debug ip dhcp server events command on R1.
R1# debug ip dhcp server events

Identifying the Value for the Client Identifier on Each of the Routers

This step is repeated for each of the routers. You should only have one of the routers powered-on at any
time. When you have identified the value of the client identifier field for the router, you will turn the
router off and proceed to the next router.

R4

Connect R4 to the Ethernet network and power it on. The following message will be displayed on the
terminal connected to R1 when R4 is assigned the IP address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client

0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6238. 2e65. 6230. 652d. 4574. 30.

Copy theclient identifier 0063.6973.636f.2d30.3065.302¢.3165.6238.2e€65.6230.652d.4574.30 to atext
file and save it. Keep the text file open for the next two routers.

Turn off R4

Release the | P address binding for R4 from the DHCP pool on R1 using the clear ip dhcp binding *
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id

R3

Connect R3 to the Ethernet network and power it on. The following message will be displayed on the
terminal connected to R1 when R3 is assigned the |P address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client

0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6238. 2e65. 6237. 332d. 4574. 30.

Copy the client identifier 0063.6973.636f.2d30.3065.302e.3165.6238.2€65.6237.332d.4574.30 to the
text file and save it. Keep the text file open for the final router.

Turn off R3.

| .“
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Release the | P address binding for R3 from the DHCP pool on R1 using the clear ip dhcp binding *
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id

R2

Connect R2 to the Ethernet network and power it on. The following message will be displayed on the
terminal connected to R1 when R2 is assigned the IP address 172.16.28.1.

DHCPD: assigned | P address 172.16.28.1 to client
0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6238. 2e65. 6230. 392d. 4574. 30

Copy the client identifier 0063.6973.636f.2d30.3065.302e.3165.6238.2€65.6230.392d.4574.30 to the
text file and save it.
Turn off R2

Release the | P address binding for R2 from the DHCP pool on R1 using the clear ip dhcp binding *
command on R1.

R1# clear ip dhcp binding *
R1#
01:16:11: DHCPD: returned 172.16.28.1 to address pool get-client-id

Client Identifiers for R4, R3, and R2
You have determined the values for the client identifiers on each router.

¢ R4-0063.6973.636f.2d30.3065.302¢.3165.6238.2e65.6230.652d.4574.30
¢ R3-0063.6973.636f.2d30.3065.302¢.3165.6238.2e65.6237.332d.4574.30
¢ R2-0063.6973.636f.2d30.3065.302¢.3165.6238.2e65.6230.392d.4574.30

Removing the DHCP Pool on R1 for Network 172.16.28.0/24

The temporary DHCP pool on the router is no longer required, and must be removed.
Rl(config)# no ip dhcp pool get-client-id

Removing the Excluded Address Range From R1

The command for excluding all of the | P addresses except 172.16.28.1 from the DHCP pool on the router
is no longer required, and must be removed.

R1(config)# no ip dhcp excl uded- address 172.16.28.2 172. 16. 28. 255

Creating a Private DHCP Pool for Each of The Routers

You need to create the private DHCP address pools for each router to ensure that each router is assigned
the 1P address that maps to its host name in the network-conf file.

ip dhcp pool r4
host 172.16.28. 100 255. 255. 255. 0
client-identifier 0063.6973.636f.2d30. 3065. 302e. 3165. 6238. 2e65. 6230. 652d. 4574. 30

!
ip dhcp pool r3
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host 172.16.28. 101 255. 255. 255.0

client-identifier 0063.6973. 636f.2d30. 3065. 302e. 3165. 6238. 2e65. 6237. 332d. 4574. 30

i p dhcp pool r2
host 172.16.28. 102 255. 255. 255.0

client-identifier 0063.6973. 636f.2d30. 3065. 302e. 3165. 6238. 2e65. 6230. 392d. 4574. 30

Creating Configuration Files for Each Router

2
Tip

Create the configuration files for each router and place them in the root directory of the TFTP server.

You must include the commands for configuring passwords for remote Telhet access and access to

privileged EXEC mode if you are going to access the routers remotely to save their configuration files

to NVRAM.

r2-confg
|

host name R2
|

enabl e secret 7gD2A0
!
interface EthernetO
ip address 172.16.28.102 255. 255.255.0
!
interface Serial O
i p address 192.168.100.1 255. 255. 255. 252
no shut down
!
interface Seriall
ip address 192.168.100.5 255. 255. 255. 252
no shut down
!
no ip http server
ip classless
ip default-network 0.0.0.0
ip route 0.0.0.0 0.0.0.0 EthernetO
!
line vty 0 4
password 5Rf 1k9
login
!
end

r3-confg
!
host name R3
!
enabl e secret 7gD2A0
!
interface EthernetO
ip address 172.16.28.101 255. 255.255.0
!
interface Serial0
i p address 192.168. 100. 9 255. 255. 255. 252

no shut down
!
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interface Seriall

i p address 192.168. 100. 13 255. 255. 255. 252
no shut down

|

no ip http server

ip classless

ip default-network 0.0.0.0

iproute 0.0.0.0 0.0.0.0 EthernetO

!

line vty 0 4

password 5Rf 1k9
login

!

end

rd-confg

host name R3
|

enabl e secret 7gD2A0
!
interface EthernetO
ip address 172.16.28.101 255. 255.255.0
!
interface Serial O
i p address 192.168. 100. 9 255. 255. 255. 252
no shut down
!
interface Seriall
i p address 192.168. 100. 13 255. 255. 255. 252
no shut down
!
no ip http server
ip classless
ip default-network 0.0.0.0
ip route 0.0.0.0 0.0.0.0 EthernetO
!
line vty 0 4
password 5Rf 1k9
login
!
end

Creating the network-confg file

Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices

Create the network-confg file with the ip host hosthame ip-address commands that map the | P addresses
that you will be assigning with the DHCP server to the hosthame.

ip host r4 172.16.28.100
ip host r3 172.16.28.101
ip host r2 172.16.28.102

Setting Up the Routers with Autolnstall

You are now ready to set up the three routers (R4, R3, and R2) using Autolnstall.
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Connect aterminal to the routersif you want to monitor the progress of Autolnstall. Use Hyperterminal
or asimilar terminal emulation program on your PC, with the following terminal emulation settings, to
connect to the device:

¢ 9600 baud
e 8 datahits, no parity, 1 stop bit
¢ No flow control
You should have the following files in the root directory of the TFTP server.
e network-confg
e r4-confg
e r3-confg
e r2-confg
The TFTP server must be running.
Power on each router.

Timesaver

You can set up all three routers concurrently.

R4

The following is an excerpt of the messages that are displayed on R4’s console terminal during the
Autolnstall process:

Loadi ng network-confg from 172. 16. 29. 252 (via Ethernet0): !
[OK - 76 bytes]

Configuration mapped ip address 172.16.28.100 to r4

Loadi ng r4-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 687 bytes]

R3

The following is an excerpt of the messages that are displayed on R3's console terminal during the
Autolnstall process:

Loadi ng network-confg from 172.16.29. 252 (via Ethernet0): !
[OK - 76 bytes]

Configuration mapped ip address 172.16.28.101 to r3

Loadi ng r3-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 687 bytes]

R2

The following is an excerpt of the messages that are displayed on R2's console terminal during the
Autolnstall process:

Loadi ng network-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 76 bytes]

Configuration mapped i p address 172.16.28.102 to r2

Loadi ng r2-confg from 172. 16. 29. 252 (via Ethernet0): !

[OK - 687 bytes]

TFTP Server Log
The TFTP server log should contain messages similar to the following text.
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Sent network-confg to (172.16.28.100), 76 bytes

Sent r4-confg to (172.16.28.100), 687 bytes

Sent network-confg to (172.16.28.101), 76 bytes

Sent r3-confg to (172.16.28.101),687 bytes

Sent network-confg to (172.16.28.102), 76 bytes

Sent r2-confg to (172.16.28.102),687 bytes

Saving the Configuration Files on The Routers

You must save the running configurations on each router to the startup configuration to ensure that the
routers retain their configurations if they are ever power cycled.

R4

R1# tel net 172.16.28. 100
Trying 172.16.28.100 ... Open

User Access Verification

Passwor d:
R4> enabl e
Passwor d:

R4# copy running-config startup-config
Destination filename [startup-config]?
Bui | di ng configuration...

[ ]
R4# exit

[ Connection to 172.16.28.100 closed by foreign host]

R1#

R3

R1# tel net 172.16.28.101
Trying 172.16.28.101 ... Open

User Access Verification

Passwor d:
R3> enabl e
Passwor d:

R3# copy running-config startup-config
Destination filenane [startup-config]?
Bui | di ng configuration...

[X]
R3# exit

[ Connection to 172.16.28.101 closed by foreign host]

R1#

R2

R1# tel net 172.16.28. 102
Trying 172.16.28.102 ... Open

User Access Verification
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Passwor d:
R2> enabl e
Passwor d:

R2# copy runni ng-config startup-config
Destination filename [startup-config]?
Bui | di ng configuration...

[K]

R2# exi t

[ Connection to 172.16.28.102 closed by foreign host]
R1#

Removing the Private DHCP Address Pools from R1

The final step in the Autolnstall processisto remove the private DHCP address pools from R1.

Ril(config)# no ip dhcp pool r4
Rl(config)# no ip dhcp pool r3
Rl(config)# no ip dhcp pool r2

Thisisthe final task, and step for Using Autolnstall to Setup Devices Connected to LANS.

Using Autolnstall to Set Up Devices Connected to WANSs: Example

This section contains the following examples:
e HDLC WAN Connections, page 43
¢ Frame-Relay WAN Connections, page 46

HDLC WAN Connections

This section uses the network in Figure 10. The section shows how to use Autolnstall to setup R4. R2
will use SLARP to provide R4 the | P address (192.168.20.2) required for Autolnstall.




Using Autolnstall to Remotely Configure Cisco Networking Devices |
M Configuration Examples for Using Autolnstall to Remotely Configure Cisco Networking Devices

Figure 10 Network Topology Using Autolnstall to Configure Routers Connected to HDLC WAN's
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The process for using Autolnstall to set up router R2 requires the following tasks:
¢ Creating the Configuration for R4, page 44
¢ Creating the network-confg File, page 45
e Configuring R1 and R2, page 45
e Setting Up R4 using Autolnstall, page 46
e Save the Configuration File on R4, page 46

Creating the Configuration for R4

Create the configuration file for R4 and save it on the TFTP server as r4-confg:

host name R4
|

enabl e secret 7gD2A0
!
interface EthernetO
i p address 10.89.45.1 255.255.255.0
no shut down
!
interface Serial O
i p address 192.168.10.2 255. 255.255.0
no fair-queue
!
router rip
version 2
network 168.192.0.0
no auto-sunmary
!
ip http server
ip classless
ip default-network
ip route 0.0.0.0 O.
!
line vty 0 4
password 6T2daX9

0.0.0.0
0.0.0 SerialO
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end

Creating the network-confg File

Create the network configuration file for R4 and save it on the TFTP server as network-confg:
ip host r4 192.168.10.2

Configuring R1 and R2

Configure R1 and R2 using the following configurations:;

R1

host name R1
|

enabl e secret 7gD2A0
!
interface Ethernet0/0
ip address 172.16.29.99 255.255.255.0
1

interface Ethernet0/1

ip address 172.16.28.99 255, 255. 255. 0
i p hel per-address 172.16.29. 252
!
router rip

version 2

network 172.16.0.0

no aut o- sunmmary

!

ip classless

ip http server

|

line vty 0 4
password 67F2SaB
!

end

R2

host name R2
|

enabl e secret 7gD2A0
!
interface EthernetO
ip address 172.16.28.98 255. 255.255.0
!
interface Seriall
ip address 192.168.10.1 255.255.255.0
cl ockrate 64000
!
router rip
version 2
network 172.16.0.0
network 192.168.10.0
no aut o-sunmary
!
ip http server
ip classless
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!
line vty 0 4

password u58Hgl
!

end

Setting Up R4 using Autolnstall

The network is now ready to use Autolnstall to setup R4. perform the following steps to setup R4.
Connect R4 to the HDLC WAN network.
Power R4 on.

The Autolnstall process should be complete in approximately 5 minutes.

TFTP Server Log
The TFTP server log should contain messages similar to the following text:

Sent network-confg to (192.168.10.2), 76 bytes
Sent r4-confg to (192.168.10.2),687 bytes

Save the Configuration File on R4

You must save the running configurations on R4 to the startup configuration to ensure that R4 retainsits
configuration if it is ever power cycled.

R1# tel net 192.168. 10. 2
Trying 192.168.10.2 ... Open

User Access Verification

Passwor d:
R4> enabl e
Passwor d:

R4# copy running-config startup-config
Destination filename [startup-config]?
Bui | di ng configuration...

[ K]
R4# exit

[ Connection to 192.168.10.2 cl osed by foreign host]
R1#

Frame-Relay WAN Connections

This section uses the network in Figure 11. The section shows how to use Autolnstall to setup R4. R2
will use BOOTP to provide R4 the | P address (172.16.27.100) required for Autolnstall.

R2 uses 172.16.27.100 as the IP address to provide to R3 using BOOTP because thisisthe IP addressin
the frame-relay map ip 172.16.27.100 100 broadcast command on serial O that points to serial 0 on
R3.
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Figure 11 Network Topology for Using Autolnstall to Configure Routers Connected to Frame
Relay WANs
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The process for using Autolnstall to set up router R3 requires the following tasks:
¢ Creating the Configuration for R3
¢ Creating the network-confg File
¢ Configuring R1 and R2
e Setting Up R3 using Autolnstall
e Saving the Configuration File on R3

Creating the Configuration for R3

Create the configuration file for R4 and save it on the TFTP server as r3-confg:

host name R3
|

enabl e secret 8Hg5Zc20

!

interface EthernetO

no i p address

shut down

!

interface SerialO

ip address 172.16.27.100 255. 255.255.0
encapsul ation frame-relay | ETF

no fair-queue

frame-relay map ip 172.16.27.99 101 broadcast
frame-relay interface-dlci 101

!
interface Seriall

no i p address

shut down

!
router rip
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version 2

network 172.16.0.0
no aut o-sunmary

|

line vty 0 4

password 67Td3a
login

!

end

Creating the network-confg File

Configuring R1 and R2

Create the network configuration file for R3 and save in on the TFTP server as network-confg:

ip host r3 172.16.27.100

Configure R1 and R2 using the following configurations:

R1

!
host name R1

!
enabl e secret 86vC7Z

!
interface Ethernet0/0

ip address 172.16.29.99 255.255.255.0
!

interface Ethernet0/1

ip address 172.16.28.99 255.255.255.0
!

router rip

version 2

network 172.16.0.0

no aut o- sumary
|

line vty 0 4
password 6Gu8z0s
|

!
end

R2

!

host name R2

!

enabl e secret 67Hf c5z2
!

interface EthernetO

ip address 172.16.28.98 255. 255.255.0

i p hel per-address 172.16.29. 252
!

interface Serial0

ip address 172.16.27.99 255. 255.255.0

i p hel per-address 172.16.29. 252
encapsul ation frame-relay | ETF
no fair-queue

frame-relay map ip 172.16.27.100 100 broadcast
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frame-relay interface-dlci 100
!

interface Seriall

no i p address

!
router rip

version 2

network 172.16.0.0

no aut o-sumary
|

line vty 0 4
password 9Jb6Z3g
!

end

Setting Up R3 using Autolnstall

The network is now ready to use Autolnstall to set up R3. perform the following steps to setup R4.
Connect R3 to the Frame Relay network.

Power R3 on.

The Autolnstall process should be complete in approximately 5 minutes.

TFTP Server Log
The TFTP server log should contain messages similar to the following text:

Sent network-confg to (172.16.27.100), 76 bytes
Sent r3-confg to (172.16.27.100), 687 bytes

Saving the Configuration File on R3

You must save the running configurations on R3 to the startup configuration to ensure that R3 retainsits
configuration if it is ever power cycled.

R1# tel net 172.16.27. 100
Trying 172.16.27.100 ... Open

User Access Verification

Passwor d:
R3> enabl e
Passwor d:

R3# copy runni ng-config startup-config
Destination filename [startup-config]?
Bui | di ng configuration..

[XK]
R4# exit

[ Connection to 192.168.10.2 closed by foreign host]
R1#
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Additional References

The following sections provide references related to Using Autolnstall to Remotely Configure Cisco
Networking Devices.
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Additional References W

Related Documents

Related Topic Document Title
Frame Relay-to-ATM Service Interworking (FRF.8) Frame Relay-to-ATM Service Interworking (FRF.8)

http://www.cisco.com/en/US/products/sw/iosswrel /ps1834/product
s _feature_guide09186a00800800ch.html

Frame Relay-ATM Interworking Supported Standards

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/
122cgcr/fwan_c/wcfapdx/wcfappa.htm

Configuring Frame Relay-ATM Interworking

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/
122cgcr/fwan_c/wcffratm.htm#15605

Overview of Cisco |0S Setup Modeand Autolnstall for |Overview: Basic Configuration of a Cisco Networking Device
configuring Cisco networking devices

Using Setup Mode to Configure a Cisco Networking  |Using Setup Mode to Configure a Cisco Networking Device
Device

Standards
Standard Title
FRF. 8.2 “Frame Relay/ATM PVC Service Interworking I mplementation

Agreement” (PDF file)
http://www.mae.net/docs/FRF.8.2.pdf

MiBs

MIB MIBs Link

IF-MIB The FNAME objectinthe |F-MIB can be used to identify the values
for the short interface names used in the DHCP Client I dentifier for
Cisco 10S devices when they are configured as DHCP clients.

To locate and download MIBs for selected platforms, Cisco |OS
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

No new or modified RFCs are supported by this —
feature, and support for existing RFCs has not been
modified by this feature



http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_feature_guide09186a00800800cb.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_c/wcfapdx/wcfappa.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fwan_c/wcffratm.htm#15605
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_config_overview.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_setup.html
http://www.mae.net/docs/FRF.8.2.pdf
http://www.mae.net/docs/FRF.8.2.pdf
http://www.cisco.com/go/mibs
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Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/techsupport
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technol ogies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website

requires a Cisco.com user 1D and password.

Feature Information for Using Autolnstall to Remotely Configure
a Cisco Networking Device

Note

Table 6 lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisco |OS Release 12.2(1) or 12.0(3)S or alater release
appear in the table.

Not all commands may be available in your Cisco 10S software release. For details on when support for
a specific command was introduced, see the command reference documentation.

Cisco 10S software images are specific to a Cisco |OS software release, a feature set, and a platform.
Use Cisco Feature Navigator to find information about platform support and Cisco 10S software image
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at
the login dialog box and follow the instructions that appear.

Table 6 lists only the Cisco |OS software release that introduced support for a given feature in a given
Cisco |OS software release train. Unless noted otherwise, subsequent releases of that Cisco 10S
software release train also support that feature.
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Table 6 Feature Information for Using Autolnstall to Remotely Set Up a Cisco Networking Device

Feature Name Releases Feature Configuration Information

Autolnstall over Frame Relay-ATM 12.2(4)T The Autolnstall over Frame Relay-ATM Interworking
Interworking Connections Connections feature extends the functionality of the

existing Cisco |OS Autolnstall feature. While Autolnstall
over Frame Relay encapsulated serial interfaces has long
been supported, thisfeature providesthe same functionality
when the central (existing) router has an ATM interface
instead of a Frame Relay interface.

The following sections provide information about this
feature:

¢ Intermediate Frame Relay-ATM Switching Device
(Optional)

e Using Autolnstall with Frame Relay to ATM Service
Internetworking

No new or modified commands are introduced with this
feature. All commands used with this feature are
documented in the Cisco |OS Configuration Fundamentals
Command Reference.

Autolnstall Using DHCP for LAN Interfaces 12.1(5T The Autolnstall Using DHCP for LAN Interfaces feature
12.2(33)SRC |enhances the benefits of Autolnstall by replacing the use of
Cisco 10S the Bootstrap Protocol (BOOTP) with the use of the

XE Release  |Dynamic Host Configuration Protocol (DHCP) for Cisco
21 |OS Autolnstall over LAN interfaces (specifically Ethernet,
Token Ring, and FDDI interfaces).

In Cisco |IOS XE Release 2.1, thisfeature was introduced on
Cisco ASR 1000 Series Routers.

The following section provides information about this
feature:

e Autolnstall Using DHCP for LAN Interfaces



http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html
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Configuring Operating Characteristics for
Terminals

This chapter describes how to configure operating characteristics for terminals. For a complete
description of the terminal operation commands in this chapter, refer to the “ Terminal Operating
Characteristics Commands” chapter in the Release 12.2 Cisco 10S Configuration Fundamentals
Command Reference. To locate documentation of other commands that appear in this chapter, use the
Cisco |OS Command Reference Master Index or search online.

To identify hardware or software image support for a specific feature, use Feature Navigator on
Cisco.com to search for information about the feature or refer to the software rel ease notes for a specific
release. For more information, see the “Identifying Platform Support for Cisco 10S Software Features’
section in the “About Cisco 10S Software Documentation” chapter.

Terminal Operating Characteristics Configuration Task List

~

Note

I
CISCO.

To configure operating characteristics for terminals, perform any of the tasks described in the following
sections. All tasks in this chapter are optional.

¢ Displaying Information About the Current Terminal Session
e Setting Local Terminal Parameters

e Saving Local Settings Between Sessions

¢ Ending a Session

¢ Changing Terminal Session Parameters

¢ Displaying Debug Messages on the Console and Terminals
¢ Recording the Serial Device Location

¢ Changing the Retry Interval for a Terminal Port Queue

e Configuring LPD Protocol Support on a Printer

For additional information about configuring terminal services, seethe Release 12.2 Cisco |OSTerminal
Services Configuration Guide and the Release 12.2 Cisco I0S Dial Technologies Configuration Guide.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA

© 2007 Cisco Systems, Inc. All rights reserved.
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Displaying Information About the Current Terminal Session

To display terminal line information, use the following commandsin user or privileged EXEC mode, as
needed:

Command Purpose

Rout er > show whoani text Displays information about the terminal line being used for the
current session, including host name, line number, line speed, and
location. If text isincluded as an argument in the command, that text
is displayed as part of the additional data about the line.

Rout er > wher e Lists all open sessions associated with the current terminal line. An
asterisk (*) in the output indicates the current terminal session.

The following example shows sample output of the show whoami command:

Rout er > show whoami
Comm Server “Router”, Line 0 at Obps. Location “Second floor, West”

--Mre--
Rout er >

To prevent the information from disappearing from the screen, the show whoami command always
displays a --More-- prompt before returning to the CL1 prompt. Press the Spacebar to return to the
prompt.

Setting Local Terminal Parameters

The terminal EXEC mode commands enable or disable features for the current session only. You can
use these commands to temporarily change terminal line settings without changing the stored
configuration file.

To display alist of the commands for setting terminal parameters for the current session, use the
following command in EXEC mode:

Command Purpose

Router# terminal ? Lists the commands for setting terminal parameters.

The following exampl e shows sampl e output for the ter minal ? command. Commands available on your
routing device will vary depending on the software image and hardware you are using.

Router> termnal ?

aut ohangup Aut omati cal |y hangup when | ast connection cl oses
dat a-character-bits Si ze of characters being handl ed

databits Set nunber of data bits per character

di spat ch-char act er Define the dispatch character

di spat ch-ti meout Set the dispatch timer

downl oad Put line into 'downl oad'" nobde

editing Enabl e command |ine editing

escape- charact er Change the current |line's escape character
exec-character-bits Si ze of characters to the command exec

fl onmcontrol Set the flow control
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full-help
hel p

hi story

hol d- char act er
ip

keymap-type

| at

I ength

no

notify

paddi ng

parity

rxspeed

speci al -character-bits
speed
start-character

st op- character
stopbits

tel net

tel net-transparent

term nal -type
transport

t xspeed

wi dt h

Saving Local Settings Between Sessions

Provide help to unprivil eged user

Description of the interactive help system
Enabl e and control the conmand history function
Define the hold character

| P options

Specify a keymap entry to use

DEC Local Area Transport (LAT) protocol-specific
configuration

Set nunber of lines on a screen

Negate a command or set its defaults

I nform users of output from concurrent sessions
Set padding for a specified output character

Set term nal parity

Set the receive speed

Size of the escape (and other special) characters
Set the transnmit and receive speeds

Define the start character

Define the stop character

Set async line stop bits

Tel net protocol -specific configuration

Send a CR as a CR followed by a NULL instead of a CR
followed by a LF

Set the terminal type

Define transport protocols for line

Set the transmt speeds

Set width of the display term na

Throughout this chapter, many terminal settings can be configured for all terminal sessions or for just
the current terminal session. Settings for all terminal sessions are configured in line configuration mode
and can be saved. Settings for the current session are specified using EXEC mode commands that
generally begin with the word ter minal.

Saving Local Settings Between Sessions

You can configure the Cisco |OS software to save local parameters (set with terminal EXEC mode
commands) between sessions. Saving these local settings ensures that the parameters the user sets will
remain in effect between terminal sessions. Thisfunction isuseful for serversin private offices. To save
local settings between sessions, use the following command in line configuration mode:

Command

Purpose

Rout er (config-line)# private

Saves local settings between sessions.

If the private line configuration command is not used, user-set terminal parameters are cleared when the
session ends with either the exit EXEC mode command or when the interval set with the exec-timeout
line configuration command has passed.

Ending a Session

To end a session, use the following command in EXEC mode:
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Command

Purpose

Rout er> quit

Ends the current session.

Refer to the “Managing Connections, Menus, and System Banners” chapter for more information on
ending sessions and closing connections.

Changing Terminal Session Parameters

This section explains how to change terminal and line settings both for a particular line and locally. The
local settings are set with the ter minal EXEC mode commands. They temporarily override the settings
made by the system administrator and remain in effect only until you exit the system. In line
configuration mode, you can set terminal operation characteristics that will be in operation for that line
until the next time you change the line parameters.

The following sections describe the tasks used to make the more common changes to the terminal and
line settings:

Defining the Escape Character and Other Key Sequences
Specifying Telnet Operation Characteristics

Configuring Data Transparency for File Transfers
Specifying an International Character Display

Thefollowing sections describe the tasks used to make the less common changes to the terminal and line
settings:

Setting Character Padding

Specifying the Terminal and Keyboard Type
Changing the Terminal Screen Length and Width
Enabling Pending Output Notifications

Creating Character and Packet Dispatch Sequences
Changing Flow Control for the Current Session

For more information about setting flow control or to set flow control on aline for more than the
current session, refer to the “ Configuring Modem Support and Asynchronous Devices’ chapter in
the Dial Solutions Configuration Guide. For information about X.25 flow control, see the
“Configuring X.25 and LAPB” chapter in the “Cisco |0S Wide-Area Networking Configuration
Guide” .Enabling Session Locking

Configuring Automatic Baud Rate Detection
Setting a Line as Insecure
Configuring Communication Parameters for Terminal Ports

Defining the Escape Character and Other Key Sequences

You can define or modify the default keys used to execute functions for system escape, terminal
activation, disconnect, and terminal pause. Generally, the keys used are actually combinations of keys,
such as pressing the Control (Ctrl) key and another key (or keys) at the same time (such as Ctrl-*).
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Sequences of keys, such as pressing the Control key and another key, then pressing yet another key, are
also sometimes used (for example Ctrl-?, x). However, in each case these keys are referred to as
characters, because each key or combination of keysis represented by a single ASCII character. For a
complete list of available ASCII characters and their decimal and keyboard equival ents, see the “ASCI|
Character Set” appendix of the Release 12.2 Cisco |OS Configuration Fundamentals Command
Reference.

Globally Defining Escape Character and Other Key Sequences

To define or change the default key sequences involved with terminal session activation, disconnection,
escape, or pausing, use the following commands in line configuration mode, as needed:

Command Purpose
Router (config-line)# escape-character {ascii-number | Changes the system escape character. We recommend the
ascii-character | break | default | none} use of the ASCI| characters represented by the decimal

numbers 1 through 30. The escape character can be asingle
character (such as ‘), akey combination (such as Ctrl-X), or
a sequence of keys (such as Ctrl-*, X). The default escape
character (key combination) is Ctrl-Shift-6 (Ctrl-"), or
Ctrl-Shift-6, X (Ctrl-», X).

Rout er (config-1ine)# activation-character ascii-nunber |Defines a session activation character. Entering this

character at avacant terminal beginsaterminal session. The
default activation character is the Return key.

Router (config-line)# di sconnect-character ascii-nunber |Definesthe session disconnect character. Entering this

character at aterminal ends the session with the router.
There is no default disconnect character.

Router (config-1ine)# hol d-character ascii-number Definesthe hold character that causes output to the screen to

pause. After this character has been set, a user can enter the
character at any time to pause output to the terminal screen.
To resume output, the user can press any key. To usethe hold
character in normal communications, precede it with the
escape character. There is no default hold character.

Note

For most of the commands described, you can reinstate the default value by using the no form. However,
to return the escape character to its default, you should use the escape-char acter default
line-configuration command.

If you are using the autosel ect function (enabled using the autoselect line configuration command), the
activation character should not be changed from the default value of Return. If you change this default,
the autosel ect feature may not function.

Defining Escape and Pause Characters for the Current Session

For the current terminal session, you can modify key sequences to execute functions for system escape
and terminal pause. To modify these sequences, use the following commands in EXEC mode, as needed:

"
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Command Purpose

Router> term nal escape-character ascii-numnber Changes the system escape sequence for the current session.
The escape sequence indicates that the codes that follow
have special meaning. The default key combination is
Ctrl-Shift-6 (Ctrl-").

Rout er> terminal hol d-character ascii-nunber Defines the hold sequence or character that causes output to
the terminal screen to pause for this session. Thereis no
default sequence. To continue the output, type any character
after the hold character. To use the hold character in normal
communications, precede it with the escape character. You
cannot suspend output on the console terminal.

The terminal escape-character EXEC command is useful, for example, if you have the default escape
character defined for a different purpose in your keyboard file. Entering the escape character followed
by the X key returns the router to EXEC mode when the router is connected to another device.

Specifying Telnet Operation Characteristics

To set Telnet operation characteristics for access servers, perform the tasks described in the following
sections:

¢ Generating a Hardware Break Signal for a Reverse Telnet Connection
e Setting the Line to Refuse Full-Duplex, Remote Echo Connections

¢ Allowing Transmission Speed Negotiation

¢ Synchronizing the Break Signal

¢ Changing the End-of-Line Character

~

Note = The commandsin this section apply only to access servers.

Generating a Hardware Break Signal for a Reverse Telnet Connection

To causethe access server to generate ahardware Break signal onthe EIA/TIA-232 linethat isassociated
with a reverse Telnet connection for the current line and session, use the following command in EXEC
mode:

Command Purpose

Router> terninal telnet break-on-ip Generates ahardware Break signal onthe EIA/TIA-232line
that is associated with a reverse Telnet connection for the
current line and session.

The hardware Break signal occurs when a Telnet Interrupt-Process command is received on that
connection. Thiscommand can be used to control the translation of Telnet |P commandsinto X.25 Break
indications.

This command is also a useful workaround in the following situations:




| Configuring Operating Characteristics for Terminals

Changing Terminal Session Parameters

e Several user Telnet programs send an I nterrupt-Process command, but cannot send a Telnet Break
signal.

e Some Telnet programs implement a Break signal that sends an Interrupt-Process command.

Some EIA/TIA-232 hardware devices use a hardware Break signal for various purposes. A hardware
Break signal is generated when a Telnet Break command is received.

Setting the Line to Refuse Full-Duplex, Remote Echo Connections

You can set the line to allow the Cisco 10S software to refuse full-duplex, remote echo connection
requests from the other end. Thisrefusal suppresses negotiation of the Telnet Remote Echo and Suppress
Go Ahead options. To set the current line to refuse to negotiate full-duplex for the current session or
remote echo options on incoming connections, use the following command in EXEC mode:

Command Purpose
Router> terninal telnet refuse-negotiations Sets the current line to refuse to negotiate full-duplex for the current
session.

Allowing Transmission Speed Negotiation

To allow the Cisco | OS software to negotiate transmission speed for the current line and session, use the
following command in EXEC mode:

Command Purpose
Router> terminal telnet speed default-speed Allows the Cisco |0S software to negotiate transmission speed for
maxi mum speed the current line and session.

You can match line speeds on remote systems in reverse Telnet, on host machines that connect to the
network through an access server, or on a group of console lines hooked up to an access server when
disparate line speeds are in use at the local and remote ends of the connection. Line speed negotiation
adheres to the Remote Flow Control option, defined in RFC 1080.

Synchronizing the Break Signal

You can set lines on the access server to cause areverse Telnet line to send a Telnet Synchronize signal
when it receives a Telnet Break signal. The TCP Synchronize signal clears the data path, but interprets
incoming commands. To cause the Cisco |OS software to send a Telnet Synchronize signal when it

receives a Telnet Break signal on the current line and session, use the following command in EXEC
mode:

Command

Purpose

Router> terninal telnet sync-on-break Causes the Cisco 10S software to send a Telnet Synchronize

signal when it receives a Telnet Break signal on the current line
and session.
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Changing the End-of-Line Character

The end of each line typed at the terminal is ended with a CR+LF (Carriage Return plus Line Feed)
signal. The CR+LF signal is sent when auser presses Enter or Return. To cause the current terminal line
to send a CR signal as a CR followed by a NULL instead of a CR followed by aline feed (LF), use the
following command in EXEC mode:

Command Purpose

Router> terminal telnet transparent Causes the current terminal line to send a CR signal asa CR
followed by a NULL instead of a CR followed by an LF.

This command ensures interoperability with different interpretations of end-of-line handling in the
Telnet protocol specification.

Configuring Data Transparency for File Transfers

Data transparency enablesthe Cisco 10S software to pass data on aterminal connection without the data
being interpreted as a control character.

During terminal operations, some characters are reserved for special functions. For example, the key
combination Ctrl-Shift-6, X ("x) suspends a session. When transferring files over aterminal connection
(using the Xmodem or Kermit protocols, for example), you must suspend the recognition of these special
charactersto allow afile transfer. This processis called data transparency.

You can set aline to act as atransparent pipe so that programs such as Kermit, Xmodem, and CrossTalk
can download a file across aterminal line. To temporarily configure aline to act as a transparent pipe
for file transfers, use the following command in EXEC mode:

Command Purpose

Rout er> termi nal downl oad Configures the terminal line to act as a transparent pipe for file transfers.

The terminal download command is equivalent to using all the following commands:
e terminal telnet transparent
¢ terminal no escape-character
¢ terminal no hold-character
e terminal no padding 0
¢ terminal no padding 128
e terminal parity none
¢ terminal databits 8

Specifying an International Character Display

The classic U.S. ASCII character set islimited to 7 bits (128 characters), which adequately represents
most displaysin the U.S. Most defaults on the modem router work best on a 7-bit path. However,
international character setsand special symbol display can require an 8-bit wide path and other handling.
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You can use a 7-bit character set (such as ASCII), or you can enable a full 8-bit international character
set (such as SO 8859). This allows special graphical and international characters for usein banners and
prompts, and adds special characters such as software flow control. Character settings can be configured
globally, per line, or locally at the user level. Use the following criteria for determining which
configuration mode to use when you set this international character display:

¢ If alarge number of connected terminals support nondefault ASCI|I bit settings, use the global
configuration commands.

¢ If only afew of the connected terminal s support nondefault ASCII bit settings, useline configuration
commands or the EXEC local terminal setting commands.

Note  Setting the EXEC character width to an 8-bit character set can cause failures. If auser on aterminal that
is sending parity enters the help command, an “unrecognized command” message appears because the
system isreading all eight bits, although the eighth bit is not needed for help.

If you are using the autosel ect function, the activation character should be set to the default Return, and
the EXEC character bit should be set to 7. If you change these defaults, the application does not
recognize the activation request.

Specifying the Character Display for All Lines

To specify a character set for all lines (globally), use one or both of the following commands in global
configuration mode;

Command Purpose

Rout er (confi g)# defaul t-val ue exec-character-bits {7 | 8} Specifies the character set used in command characters.

Router (config)# defaul t-val ue special -character-bits {7 | 8} Specifiesthe character set used in special characters
such as software flow control, hold, escape, and
disconnect characters.

Specifying the Character Display for a Line

To specify a character set based on hardware, software, or on a per-line basis, use any of the following
commands in line configuration mode:

Command Purpose

Router(config-line)# databits {5 | 6| 7| 8} Sets the number of data bits per character that are generated and
interpreted by hardware.

Router (config-1ine)# data-character-bits {7 | 8} Sets the number of data bits per character that are generated and
interpreted by software.

Router(config-line)# exec-character-bits {7 | 8} Specifies the character set used in EXEC and configuration

command characters on a per-line basis.

Router (config-line)# special-character-bits {7 | 8} |Specifiesthe character set used in special characters (such as
software flow control, hold, escape, and disconnect characters)
on aper-line basis.

| .“
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Specifying the Character Display for the Current Session

To specify a character set based on hardware, software, or on a per-line basis for the current terminal
session, use the following commands in EXEC mode:

Command Purpose

Router> terninal databits {5 | 6| 7| 8} Sets the number of data bits per character that are generated and
interpreted by hardware for the current session.

Router> terninal data-character-bits {7 | 8} Sets the number of data bits per character that are generated and
interpreted by software for the current session.

Router> terminal exec-character-bits {7 | 8} Specifies the character set used in EXEC and configuration

command characters on a per-line basis for the current session.

Router> terninal special-character-bits {7 | 8} Specifies the character set used in special characters (such as
software flow control, hold, escape, and disconnect characters)
on a per-line basis for the current session.

Setting Character Padding

Character padding adds a number of null bytes to the end of aline and can be used to make that line an
expected length for conformity. You can change the character padding on a specific output character.

Setting Character Padding for a Line

To set character padding for aline, use the following command in line configuration mode:

Command Purpose

Router (config-line)# padding ascii-nunmber count Sets padding on a specific output character for the specified line.

Changing Character Padding for the Current Session

To change character padding on a specific output character for the current session, use the following
command in EXEC mode:

Command Purpose

Router> termnal padding ascii-number count Sets padding on a specific output character for the specified line
for the current session.

Specifying the Terminal and Keyboard Type

You can specify the type of terminal connected to aline. This feature has two benefits: It provides a
record of the type of terminal attached to aline, and it can be used in Telnet terminal negotiations to
inform the remote host of the terminal type for display management.
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Specifying the Terminal Type for a Line

To specify the terminal type for aline, use the following command in line configuration mode:

Command Purpose

Router(config-line)# terninal -type {terminal-type} |Specifiestheterminal type. Any string is accepted for the
terminal-type argument.

Thisfeatureisused by TN3270 terminalsto identify the keymap and ttycap passed by the Telnet protocol
to the end host.

Specifying the Terminal and Keyboard Type for the Current Session

To specify the type of terminal connected to the current line for the current session, use the following
command in EXEC mode:

Command Purpose

Router> termnal term nal-type termnal-type Specifies the terminal type for the current session.

Indicate the terminal type if it is different from the default of VT100. This default is used by TN3270
terminals for display management and by Telnet and rlogin to inform the remote host of the terminal

type.
To specify the current keyboard type for a session, use the following command in EXEC mode:

Command Purpose

Router> terninal keymap-type keynmap-nane Specifies the keyboard type for the current session.

You must specify the keyboard type when you use a keyboard other than the default of VT100. The
system administrator can define other keyboard types (using the terminal-type line configuration
command) and provide these names to terminal users.

Changing the Terminal Screen Length and Width

By default, the Cisco 10S software provides a screen display of 24 lines by 80 characters. You can
change these values if they do not meet the requirements of your terminal. The screen values you set are
passed during rsh and rlogin sessions.

The screen values set can be learned by some host systems that use this type of information in terminal
negotiation. To disable pausing between screens of output, set the screen length to 0.

The screen length specified can be learned by remote hosts. For example, the rlogin protocol uses the
screen length to set terminal parameters on aremote UNIX host. The width specified also can be learned
by remote hosts.
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Setting the Terminal Screen Length and Width for a Line

To set the terminal screen length and width for all sessions on aline, use either of the following
commands in line configuration mode, as needed:

Command Purpose
Rout er (config-line)# | ength screen-length Sets the screen length.
Router (config-line)# width characters Sets the screen width.

Setting the Terminal Screen Length and Width for the Current Session

To set the number of lines or character columns on the current terminal screen for the current session,
use the following commands in EXEC mode, as needed:

Command Purpose
Router> terninal |ength screen-length Sets the screen length for the current session.
Router> terminal width characters Sets the screen width for the current session.

Enabling Pending Output Notifications

You can enable the system to inform users when output is pending on a connection other than the active
connection. Thisfeatureis for situations in which users are likely to have multiple, concurrent telnet
connections through the system. For example, the user might want to know when another connection
receives mail or a message.

Enabling Pending Output Notifications for a Line

To enable pending output notifications for aline, use the following command in line configuration mode:

Command Purpose
Router (config-1ine)# notify Enables a line to notify users of pending output on another
connection.

Setting Pending Output Notification for the Current Session

To set pending output notification for the current session, use the following command in EXEC mode:

Command Purpose
Router> terninal notify Sets up aline to notify a user of pending output for the current
session.
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Creating Character and Packet Dispatch Sequences

The Cisco 10S software supports di spatch sequences and T CP state machinesthat send data packets only
when they receive a defined character or sequence of characters. You can configure dispatch characters
that allow packetsto be buffered, then sent upon receipt of a character. You can configure astate machine
that allows packets to be buffered, then sent upon receipt of a sequence of characters. This feature
enables packet transmission when the user presses a function key, which is typically defined as a
sequence of characters, such asEsc | C.

TCP state machines can control TCP processes with a set of predefined character sequences. The current
state of the device determines what happens next, given an expected character sequence. The
state-machine commands configure the server to search for and recognize a particular sequence of
characters, then cycle through a set of states. The user defines these states—up to eight states can be
defined. (Think of each state as atask that the server performs based on the assigned configuration
commands and the type of character sequences received.)

The Cisco |OS software supports user-specified state machines for determining whether data from an
asynchronous port should be sent to the network. This functionality extends the concept of the dispatch
character and allows the equivalent of multicharacter dispatch strings.

Up to eight states can be configured for the state machine. Data packets are buffered until the appropriate
character or sequence triggers the transmission. Delay and timer metrics allow for more efficient use of
system resources. Characters defined in the TCP state machine take precedence over those defined for a
dispatch character.

Setting Character and Packet Dispatch Sequences for a Line

To configure your system, use the following commands in line configuration mode:

Command Purpose

Router(config-line)# state-machine nanme state Specifies the transition criteria for the states in a TCP state
firstchar lastchar [nextstate | transmit] machine.

Rout er (confi g-1ine)# di spatch-machi ne name Specifies the state machine for TCP packet dispatch.

Router (config-line)# dispatch-character Defines a character that triggers packet transmission.
ascii-nunber [ascii-nunber2 . . . ascii-nunber]

Rout er (confi g-1ine)# dispatch-timeout mlliseconds |Setsthe dispatch timer.

Router(config-line)# buffer-length |ength Specifies the maximum length of the data stream to be

forwarded.

Changing the Packet Dispatch Character for the Current Session

To change the packet dispatch character for the current session, use the following command in EXEC
mode:

Command Purpose
Rout er> terminal dispatch-character ascii-nunberl Defines a character that triggers packet transmission
[ascii-nunber2 . . . ascii-nunber] for the current session.

g s |
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Changing Flow Control for the Current Session

To change flow control between the router and attached device for this session, use the following
commands in EXEC mode, as needed:

Command Purpose

Router> terminal flowcontrol {none | software [in | |Setstheterminal flow control for this session.
out] | hardware}

Router> terninal start-character ascii-nunber? Sets the flow control start character in the current session.

Router> terminal stop-character ascii-nunber?® Sets the flow control stop character in the current session.

1. Thiscommand is seldom used. Typically, you only need to use the terminal flowcontrol command.

For more information about setting flow control or to set flow control on aline for more than the current session, refer to the
“Configuring Modem Support and Asynchronous Devices’ chapter inthe Dial Solutions Configuration Guide. For information
about X.25 flow control, see the “Configuring X.25 and LAPB” chapter in the “ Cisco |OS Wide-Area Networking
configuration Guide’. Enabling Session Locking

The lock EXEC command temporarily locks access to a session, denying access to other users. Session

locking must be enabled on the line for the lock command to work. To allow session locking by users on
a specific line or group of lines, use the following command in line configuration mode:

Command Purpose

Router (config-1ine)# | ockabl e Enables a temporary terminal-locking mechanism.

Configuring Automatic Baud Rate Detection

You can configure aline to automatically detect the baud rate being used. To set up automatic baud rate
detection, use the following command in line configuration mode:

Command Purpose

Rout er (config-1ine)# autobaud Configures aline to automatically detect the baud rate.

~

Note Do not use the autobaud command with the autoselect command.

To start communications using automatic baud detection, use multiple Returns at the terminal.

A 600-, 1800-, or 19200-baud line requires three Returnsto detect the baud rate. A line at any other baud
rate requires only two Returns. If you use extra Returns after the baud rate is detected, the EXEC facility
simply displays another system prompt.
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Setting a Line as Insecure

You can set up aterminal line to appear as an insecure dialup line. The information is used by the
local-area transport (LAT) software, which reports such dialup connections to remote systems.

To set aline asinsecure, use the following command in line configuration mode:

Command Purpose
Rout er (config-1ine)# insecure Setstheline asadialup line.

In early releases of Cisco |OS software, any line that used modem control was reported as dialup
connection through the LAT protocol; this command allows more direct control of your line.

Configuring Communication Parameters for Terminal Ports

You can change the following parameters as necessary to meet the requirements of the terminal or host
to which you are attached. To do so, use the following commands in EXEC mode, as needed:

Command Purpose
Router> ternminal {speed | txspeed | rxspeed} bps Sets the line speed for the current session. Choose from line
speed, transmit speed, or receive speed.
Router> terninal databits {5 ] 6| 7 | 8} Sets the data bits for the current session.
Router> terninal stopbits {1 | 1.5 2} Sets the stop bits for the current session.
IRout eL}> termnal parity {none | even | odd | space |Setsthe parity bit for the current session.
mar

Displaying Debug Messages on the Console and Terminals

To display debug command output and system error messages in EXEC mode on the current terminal,
use the following command in privileged EXEC mode:

Command Purpose

Router# terninal nonitor Displays debug command output and System error messages in
EXEC mode on the current terminal.

Remember that all terminal parameter-setting commands are set locally and do not remain in effect after
asession is ended. You must use this command at the privileged-level EXEC prompt at each session to
display the debugging messages.
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Recording the Serial Device Location

You can record the location of a serial device. The text provided for the location appears in the output
of the EXEC monitoring commands. To record the device location, use the following command in line
configuration mode;

Command Purpose

Router (config-line)# | ocation text Records the location of a serial device.

Changing the Retry Interval for a Terminal Port Queue

If you attempt to connect to a remote device such as a printer that is busy, the connection attempt is
placed in aterminal port queue. If the retry interval is set too high, and several routers or other devices
are connected to the remote device, your connection attempt can have long delays. To change the retry
interval for aterminal port queue, use the following command in global configuration mode:

Command Purpose

Router(config)# termi nal -queue entry-retry-interval |Changesthe retry interval for aterminal port queue.
interval

Configuring LPD Protocol Support on a Printer

The Cisco |0S software supports a subset of the Berkeley UNIX Line Printer Daemon (LPD) protocol
used to send print jobs between UNIX systems. This subset of the LPD protocol permits the following:

e |mproved status information

e Cancellation of print jobs

¢ Confirmation of printing and automatic retry for common print failures
e Use of standard UNIX software

The Cisco implementation of LPD permits you to configure a printer to allow several types of datato be
sent as print jobs (for example, PostScript or raw text).

To configure a printer for the LPD protocol, use the following command in global configuration mode;

Command Purpose
Router(config)# printer printername {line nunber | | Configuresaprinter and specifies atty line (or lines) for the
rotary nunber} [new ine-convert] device.

If you use the printer command, you also must modify the /etc/printcap file on the UNIX system to
include the definition of the remote printer on the router. Use the optional newline-convert keyword on
UNIX systems that do not handle single character line terminators to convert a new line to a character
Return, line-feed sequence.

The following example includes the configuration of the printer named saturn on the host memphis:

comm pt|Printer on cisco AccessServer:\
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s rmemenphi s:rp+saturn:\
: sd+/ usr/spool /| pd/ comrlpt : \
c1f=?var/1og/l pd/ coml pt:

The content of the actual file may differ, depending on the configuration of your UNIX system.
To print, users use the standard UNIX Ipr command.

Support for the LPD protocol allows you to display alist of currently defined printers and current usage
statistics for each printer. To do so, use the following command in EXEC mode:

Command

Purpose

Rout er > show printer Lists currently defined printers and their current usage statistics.

To provide access to LPD features, your system administrator must configure aprinter and assignaTTY
line (or lines) to the printer. The administrator must also modify the /etc/printcap file on your UNIX
system to include the definition of the remote printer in the Cisco 10S software.
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Simple Network Management Protocol (SNMP) is an application-layer protocol that provides amessage
format for communication between SNMP managers and agents. SNMP provides a standardized
framework and a common language that is used for monitoring and managing devices in a network.

Thisdocument discusses how to enable an SNMP agent on a Cisco device and how to control the sending
of SNMP notifications from the agent. For information about using SNM P management systems, see the
appropriate documentation for your network management system (NMS) application.

For a complete description of the router monitoring commands mentioned in this document, see the
Cisco |0S Networ k Management Command Reference. To locate documentation of other commands that
appear in this document, use the Cisco 10S Command Reference Master Index or search online.
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Your software release may not support all the features documented in this module. For the | atest feature
information and caveats, seethe release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each featureis
supported, see the “Feature Information for Configuring SNMP Support” section on page 68.

Use Cisco Feature Navigator to find information about platform support and Cisco 10S, Catalyst OS,
and Cisco 10S XE software image support. To access Cisco Feature Navigator, go to
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Restrictions for Configuring SNMP Support

Not all Cisco platforms are supported on the features described in this module. Use Cisco Feature
Navigator to find information about platform support and Cisco |OS software image support.

Information About Configuring SNMP Support

To configure SNMP support on your network, you should understand the following concepts:
¢ Components of SNMP, page 2
e SNMP Operations, page 4
e MIBsand RFCs, page 6
¢ Versions of SNMP, page 6
¢ Detailed Interface Registration Information, page 8
e SNMP Support for VPNs, page 9
¢ MIB Persistence, page 9
¢ Circuit Interface Identification Persistence, page 10
e Event MIB, page 11
e Expression MIB, page 12
¢ SNMP Notification Logging, page 12

Components of SNMP

SNMP is an application-layer protocol that provides a message format for communication between
SNMP managers and agents. SNM P provides a standardized framework and a common language used
for monitoring and managing devices in a network.
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The SNMP framework is made up of three parts:
e  SNMP manager
e SNMP agent
e« MIB

The SNMP manager is a system that controls and monitors the activities of network hosts using SNMP.
The most common managing system isan NMS. The term NM S can be applied either to a dedicated
device used for network management or to the applications used on such a device. Several network
management applications are available for use with SNMP and range from simple command-line
applications to applications that use GUIs, such as the CiscoWorks2000 products.

The SNMP agent is the software component within a managed device that maintains the data for the
device and reports this data, as needed, to managing systems. The agent resides on the routing device
(router, access server, or switch). To enable an SNMP agent on a Cisco routing device, you must define
the relationship between the manager and the agent.

Although it is possible to configure a Cisco router to be an SNMP agent, this practice is not
recommended. Commands that an agent needs to control the SNMP process are available through the
Cisco |0OS command-line interface (CLI) without additional configuration.

A MIB isavirtual information storage area for network management information and consists of
collections of managed objects. Within aMIB are collections of related objects defined in MIB modules.
MIB modules are written in the SNMP MIB module language, as defined in STD 58, RFC 2578, RFC
2579, and RFC 2580 (seethe“MIBsand RFCs” section for an explanation of RFC and STD documents).
Individual MIB modules are also referred to as MIBs; for example, the Interfaces Group MIB (IF-MI1B)
isa MIB module within the MIB on your system.

An SNMP agent contains M 1B variables whose values the SNM P manager can request or change through
Get or Set operations. A manager can get avalue from an agent or store avalue in that agent. The agent
gathers data from the MIB, the repository for information about device parameters and network data.
The agent can also respond to manager requests to get or set data.

Figure 1 illustrates the communications between the SNMP manager and agent. A manager sends an
agent requests to get and set MIB values. The agent responds to these requests. Independent of this
interaction, the agent can send the manager unsolicited notifications (traps or informs) to notify the
manager about network conditions.

Figure 1 Communication Between an SNMP Agent and Manager
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SNMP Operations

SNMP applications perform the following operations to retrieve data, modify SNMP object variables,
and send notifications:

o Get
e Set
¢ Send notifications

SNMP Get

The SNMP get operation is performed by an NM S to retrieve SNMP object variables. There are three
types of get operations:

e get—Retrieves the exact object instance from the SNMP agent.

¢ getNext—Retrieves the next object variable, which is alexicographical successor to the specified
variable.

¢ getBulk—Retrieves alarge amount of object variable data, without the need for repeated getNext
operations.

SNMP Set

The SNMP set operation is performed by an NM S to modify the value of an object variable.

SNMP Notifications

A key feature of SNMP isits capability to generate unsolicited notifications from an SNMP agent.

Traps and Informs

Unsolicited (asynchronous) notifications can be generated as traps or inform requests (informs). Traps
are messages alerting the SNM P manager to a condition on the network. Informs are traps that include
arequest for confirmation of receipt from the SNMP manager. Notifications can indicate improper user
authentication, restarts, the closing of a connection, loss of connection to a neighbor router, or other
significant events.

Traps are less reliable than informs because the receiver does not send an acknowledgment when it
receives atrap. The sender does not know if the trap was received. An SNMP manager that receives an
inform acknowledges the message with an SNM P response protocol data unit (PDU). If the sender never
receives aresponse, the inform can be sent again. Thus, informs are more likely to reach their intended
destination.

Traps are often preferred even though they are less reliable because informs consume more resourcesin
the router and in the network. Unlike a trap, which is discarded as soon as it is sent, an inform must be
held in memory until aresponse is received or the request times out. Also, traps are sent only once,
whereas an inform may be resent several times. The retries increase traffic and contribute to higher
overhead on the network. Use of traps and informs requires atrade-off between reliability and resources.
If it isimportant that the SNM P manager receives every notification, use informs, but if traffic volume
or memory usage are concerns and receipt of every notification is not required, use traps.

Figure 2 through Figure 5 illustrate the differences between traps and informs.
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Figure 2 shows that an agent successfully sends a trap to an SNM P manager. Although the manager
receives the trap, it does not send an acknowledgment. The agent has no way of knowing that the trap
reached its destination.

Figure 2 Trap Successfully Sent to SNMP Manager
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In Figure 3, the agent successfully sends an inform to the manager. When the manager receives the
inform, aresponseis sent to the agent and the agent knows that the inform reached its destination. Notice
that in this example the traffic generated is twice as much as in the interaction shown in Figure 2.

Figure 3 Inform Request Successfully Sent to SNMP Manager
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Figure 4 shows an agent sending a trap to a manager that the manager does not receive. The agent has
no way of knowing that the trap did not reach its destination. The manager never receives the trap
because traps are not resent.

Figure 4 Trap Unsuccessfully Sent to SNMP Manager
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Figure 5 shows an agent sending an inform to a manager that does not reach the manager. Because the
manager did not receive the inform, it does not send aresponse. After aperiod of time, the agent resends
the inform. The manager receives the inform from the second transmission and replies. In this example,
more traffic is generated than in the scenario shown in Figure 4 but the notification reaches the SNMP
manager.

"
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Figure 5 Inform Unsuccessfully Sent to SNMP Manager
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MIBs and RFCs

MIB modules typically are defined in RFC documents submitted to the Internet Engineering Task Force
(IETF), an international standards body. RFCs are written by individuals or groups for consideration by
the Internet Society and the Internet community as awhole, usually with the intention of establishing a
recommended Internet standard. Before being given RFC status, recommendations are published as
Internet Draft (I-D) documents. RFCs that have become recommended standards are also labeled as
standards (STD) documents. You can learn about the standards process and the activities of the IETF at
the Internet Society website at http://www.isoc.org. You can read the full text of all RFCs, I-Ds, and
STDs referenced in Cisco documentation at the |IETF website at http://www.ietf.org.

The Cisco implementation of SNMP uses the definitions of MIB |1 variables described in RFC 1213 and
definitions of SNMP traps described in RFC 1215.

Cisco provides its own private MIB extensions with every system. Cisco enterprise MIBs comply with
the guidelines described in the relevant RFCs unless otherwise noted in the documentation. You can find
the MIB module definition files and list of M1Bs supported on each Cisco platform on the Cisco MIB
website on Cisco.com.

Versions of SNMP

Cisco |0S software supports the following versions of SNMP:

¢ SNMPv1—Simple Network Management Protocol: afull Internet standard, defined in RFC 1157.
(RFC 1157 replaces the earlier versions that were published as RFC 1067 and RFC 1098.) Security
is based on community strings.

¢  SNMPv2c—The community string-based Administrative Framework for SNMPv2. SNMPv2c (the
“c” isfor “community”) is an experimental Internet protocol defined in RFC 1901, RFC 1905, and
RFC 1906. SNMPv2c is an update of the protocol operations and data types of SNMPv2p
(SNMPv2 Classic) and uses the community-based security model of SNMPv1.
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¢ SNMPv3—Version 3 of SNMP. SNMPv3 is an interoperable standards-based protocol defined in
RFCs 3413 to 3415. SNMPv3 provides secure access to devices by authenticating and encrypting
packets over the network.

The security features provided in SNMPv3 are as follows:
- Message integrity—Ensuring that a packet has not been tampered with in transit.
- Authentication—Determining that the message is from avalid source.

- Encryption—Scrambling the contents of a packet to prevent it from being learned by an
unauthorized source.

Both SNMPv1 and SNMPv2c use a community-based form of security. The community of SNMP
managers able to access the agent MIB is defined by an IP address access control list (ACL) and
password.

SNMPv2c support includes a bulk retrieval mechanism and detailed error message reporting to
management stations. The bulk retrieval mechanism supports the retrieval of tables and large quantities
of information, minimizing the number of round trips required. The SNMPv2c improved error handling
support includes expanded error codes that distinguish different types of errors; these conditions are
reported through a single error code in SNMPv1. The following three types of exceptions are also
reported: no such object, no such instance, and end of MIB view.

SNMPv3 is a security model in which an authentication strategy is set up for a user and the group in
which the user resides. A security level is the permitted level of security within a security model. A
combination of a security model and a security level determineswhich security mechanism is employed
when handling an SNMP packet.

Three security models are available: SNMPv1, SNMPv2c, and SNMPv3. Table 1 lists the combinations
of security models and levels and their meanings.

Table 1 SNMP Security Models and Levels
Model Level Authentication |Encryption What Happens
vl noAuthNoPriv |Community No Uses a community string match for
String authentication.
v2c noAuthNoPriv  |Community No Uses a community string match for
String authentication.
v3 noAuthNoPriv |Username No Uses a username match for
authentication.
v3 authNoPriv Message No Providesauthentication based on the
Digest 5 HMAC-MD5 or HMAC-SHA
(MD5) or algorithms.
Secure Hash
Algorithm
(SHA)
v3 authPriv MD5 or SHA |Data Provides authentication based on the
Encryption HMAC-MD5 or HMAC-SHA
Standard algorithms. Provides DES 56-bit
(DES) encryption in addition to
authentication based on the
CBC-DES (DES-56) standard.
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Note SNMPv2p (SNMPv2 Classic) is not supported in Cisco |0S Release 11.2 and later releases.
SNMPv2c replaces the Party-based Administrative and Security Framework of SNMPv2p with a
Community-based Administrative Framework. SNMPv2c retained the bulk retrieval and error handling
capabilities of SNMPv2p.

You must configure an SNMP agent to use the version of SNMP supported by the management station.
An agent can communicate with multiple managers, however, and you can configure Cisco | OS software
to support communications with one management station using the SNM Pv1 protocol, one using the
SNMPv2c protocol, and another using SMNPv3.

SNMPv3 supports RFCs 1901 to 1908, 2104, 2206, 2213, 2214, and 2271 to 2275. For additional
information about SNMPv3, see RFC 2570, Introduction to Version 3 of the Internet-standard Network
Management Framework (thisis not a standards document).

Detailed Interface Registration Information

The Interface Index Display for SNMP feature introduces new commands and command modifications
that allow advanced users of SNMP to view information about the interface registrations directly on the
managed agent. You can display MIB information from the agent without using an external NMS.

Note  For the purposes of this document, the agent is arouting device running Cisco 10S software.

This feature addresses three objectsin the Interfaces MIB: ifIndex, ifAlias, and ifName. For a complete
definition of these objects, see the IF-MIB.my file available from the Cisco SNMPv2 MIB website at
ftp://ftp.cisco.com/pub/mibs/v2/.

Interface Index

Theiflndex object (ifEntry 1) is called the Interface Index. The Interface Index isaunique value greater
than zero that identifies each interface or subinterface on the managed device. This value becomes the
interface index identification number.

The CLI command show snmp mib ifmib ifindex allows you to view the SNMP Interface Index
I dentification numbers assigned to interfaces and subinterfaces. An NMS is not required.

Interface Alias

TheifAlias object (if XEntry 18) is called the Interface Alias. The Interface Aliasis a user-specified
description of an interface used for SNM P network management. The ifAliasis an object in the
Interfaces Group MIB (IF-MIB) that can be set by anetwork manager to “name” aninterface. TheifAlias
value for an interface or subinterface can be set using the description command in interface
configuration mode or subinterface configuration mode or by using a Set operation from an NMS.
Previously, ifAlias descriptions for subinterfaces were limited to 64 characters. (The
OLD-CISCO-INTERFACES-MIB allows up to 255 characters for the loclfDescr MIB variable, but this
MIB does not support subinterfaces.) A new CLI command, snmp ifmib ifalias long, configures the
system to handle IfAlias descriptions of up to 256 characters. IfAlias descriptions appear in the output
of the CLI show interfaces command.
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The ifName object (ifXEntry 1) is the textual name of the interface. The purpose of the ifName object
isto cross reference the CLI representation of a given interface. The value of this object is the name of
the interface as assigned by the local device and issuitable for usein CLI commands. If thereisno local
name or this object is otherwise not applicable, this object contains a zero-length string. No commands
introduced by this feature affect the ifName object, but it is discussed here to show its relation to the
ifIndex and ifAlias objects.

The show snmp mib command shows all objects in the MIB on a Cisco device (similar to a mibwalk).
The objectsin the MIB tree are sorted using lexical ordering, meaning that object identifiers are sorted
in sequential, numerical order. Lexical ordering isimportant when using the GetNext operation from an
NM S because these operations take an object identifier (OID) or a partial OID as input and return the
next object from the MIB tree based on the lexical ordering of the tree.

SNMP Support for VPNs

The SNMP Support for VPNs feature allows SNMP traps and informs to be sent and received using
virtual private network (VPN) routing/forwarding (VRF) tables. In particular, this feature adds support
to Cisco 10S software for the sending and receiving of SNMP traps and informs specific to individual
VPNs.

A VPN is anetwork that provides high connectivity transfers on a shared system with the same usage
guidelines as a private network. A VPN can be built on the Internet over IP, Frame Relay, or ATM
networks.

A VRF stores per-VPN routing data. It defines the VPN membership of a customer site attached to the
network access server (NAS). A VRF consists of an I Prouting table, aderived Cisco Express Forwarding
table, and guidelines and routing protocol parameters that control the information that isincluded in the
routing table.

The SNMP Support for VPNs feature provides configuration commands that allow users to associate
SNM P agents and managers with specific VRFs. The specified VRF is used for sending SNMP traps and
informs and responses between agents and managers. If aVRF is not specified, the default routing table
for the VPN is used.

Support for VPNs allows you to configure an SNM P agent to accept only SNMP requests from a certain
set of VPNs. With this configuration, service providers can provide network management services to
their customers, so customers can manage all user VPN devices.

MIB Persistence

The MIB Persistence features allow the SNM P data of aMIB to be persistent across reloads; that is, M1B
information retains the same set object values each time a networking device reboots. MIB Persistence
is enabled by issuing the snmp mib persist command, and the MIB data of all MIBs that have had
persistence enabled using this command is then written to NVRAM by issuing the write mib-data
command. All modified MIB data must be written to NVRAM using the write mib-data command.

Both Event and Expression MIBs allow you to configure a value for an object and to set up object
definitions. Both also allow rows of datato be modified while the row isin an active state.

Scalar objects are stored every time they are changed, and table entries are stored only if therow isin
an active state. The Event MIB has two scalar objects and nine tables to be persisted into NVRAM.
Following are the tables:
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¢ mteEventNotificationTable
e mteEventSetTable

e mteEventTable

¢ mteObjectsTable

e mteTriggerBooleanTable

e mteTriggerDeltaTable

e mteTriggerExistenceTable
e mteTriggerTable

e mteTriggerThresholdTable

The Expression MIB has two scalar objects and three tables to be stored in NVRAM. The scalar objects
are expResourceDeltaMi