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Preface

The System Monitoring Configuration Guide for Cisco NCS5500 Series Routers preface contains these
sections:

 Changes to this Document, on page ix
« Communications, Services, and Additional Information, on page ix

Changes to this Document

This table lists the changes made to this document since it was first published.

Date Summary
September 2017 Initial release of this document.
March 2018 Republished for Release 6.3.2

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you're looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

« To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is aweb-based tool that acts as a gateway to the Cisco bug tracking system
that maintains acomprehensivelist of defectsand vulnerabilitiesin Cisco products and software. BST provides
you with detailed defect information about your products and software.
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CHAPTER 1

New and Changed Feature Information

This table summarizes the new and changed feature information for the System Monitoring Configuration
Guide for Cisco NCS5500 Series Routers, and tells you where they are documented.

» System Monitoring Features Added or Modified in 10S XR Release 6.3.x, on page 1

System Monitoring Features Added or Modified in I0S XR
Release 6.3.x

Feature Description Changed in Release Where Documented
Two-Way Active TWAMP defines a Release 6.3.1 Implementing IP Service
Measurement Protocol | flexible method for Level Agreements, on
(TWAMP) measuring round-trip 1P page 79

performance between any

two devices.
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CHAPTER 2

Implementing System Logging

This modul e describes the tasks you need to implement logging services on the router.

The Cisco |OS XR Software provides basic logging services. Logging services provide a meansto gather
logging information for monitoring and troubleshooting, to select the type of logging information captured,
and to specify the destinations of captured system logging (syslog) messages.

Feature History for Implementing System Logging

Release Modification

Release Platform Automated Monitoring (PAM) tool was introduced for al Cisco 10S XR 64-bit
6.1.2 platforms.

* Implementing System Logging , on page 3

Implementing System Logging

System Logging (Syslog) is the standard application used for sending system log messages. Log messages
indicates the health of the device and point to any encountered problems or simplify notification messages
according to the severity level. The |OS XR router sends its syslog messages to a syslog process. By default,
syslog messages will be sent to the console terminal. But, syslog messages can be send to destinations other
than the console such as the logging buffer, syslog servers, and terminal lines.

Syslog Message Format

By default, the general format of syslog messages generated by the syslog process on the Cisco IOS XR
softwareis as follows:

node-id : tinmestanp : process-nane [pid] : % nmessage category -group -severity -message
-code : nessage-text

The following table describes the general format of syslog messages on Cisco 10S XR software.

Table 1: Format of Syslog Messages

Field Description

node-id Node from which the syslog message originated.

System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x .
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Field

Description

timestamp

Time stamp in the month day HH:MM:SS format,
indicating when the message was generated.

Note The time-stamp format can be modified
using the service timestamps command.

process-name

Process that generated the syslog message.

size

Process ID (pid) of the process that generated the
syslog message.

[ pid]

M essage category, group name, severity, and message
code associated with the syslog message.

message-text

Text string describing the syslog message.

Syslog Message Severity Levels

In the case of logging destinations such as console terminal, syslog servers and terminal lines, you can limit
the number of messages sent to alogging destination by specifying the severity level of syslog messages.
However, for the logging buffer destination, syslog messages of all severity will be sent to it irrespective of
the specified severity level. In this case, the severity level only limits the syslog messages displayed in the
output of the command show logging, at or below specified value. The following table lists the severity level
keywords that can be supplied for the severity argument and the corresponding UNIX syslog definitionsin
order from the most severe level to the least severe level.

Table 2: Syslog Message Severity Levels

Severity Keyword Level Description

emergencies 0 System unusable

alert 1 Immediate action needed

critical 2 Critical conditions

errors 3 Error conditions

warnings 4 Warning conditions

notifications 5 Normal but significant
condition

informational 6 Informational messages only

debugging 7 Debugging messages

Prerequisites for Configuring System Logging

These prerequisitesare required to configure the logging of system messagesin your network operating center

(NOC):
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* You must bein auser group associated with atask group that includesthe proper task I Ds. The command
reference guides include the task IDs required for each command. If you suspect user group assignment
is preventing you from using a command, contact your AAA administrator for assistance.

* You must have connectivity with syslog serversto configure syslog server hosts as the recipients for
syslog messages.

Configuring System Logging

Perform the tasks in this section for configuring system logging as required.

Configuring Logging to the Logging Buffer

Syslog messages can be sent to multiple destinations including an internal circular buffer known as logging
buffer. You can send syslog messages to the logging buffer using the logging buffered command.

Configuration Example

This example shows the configuration for sending syslog messages to the logging buffer. The size of the
logging buffer is configured as 3000000 bytes. The default value for the size of the logging buffer is 2097152
bytes.

RP/ 0/ RPO/ CPUO: Rout er# configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# | oggi ng buffered 3000000
RP/ 0/ RPO/ CPUO: Rout er (config)# comm t

Configuring Logging to a Remote Server

Syslog messages can be sent to destinations other than the console, such as logging buffer, syslog servers,
snmp servers and terminal lines. You can send syslog messages to an external syslog server by specifying the
ip address or hostname of the syslog server using the logging command. Also you can configure the syslog
facility in which syslog messages are send by using the logging facility command.

Thefollowing table list the features supported by Cisco 10S XR Software to help managing syslog messages
sent to syslog servers.

Table 3: Features for Managing Syslog Messages

Features Description

UNIX system log facility Facility istheidentifier used by UNIX to describethe
application or processthat submitted thelog message.
You can configure the syslog facility in which syslog
messages are sent by using the logging facility
command.
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Features Description

Hostname prefix logging Cisco 10S XR Software supports hostname prefix
logging. When enabled, hostname prefix logging
appends a hostname prefix to syslog messages being
sent from the router to syslog servers. You can use
hostname prefixes to sort the messages being sent to
agiven syslog server from different networking
devices. Use the logging hostname command to
append a hostname prefix to syslog messages sent to
syslog servers

Syslog source address logging By default, a syslog message sent to a syslog server
containsthe | P address of theinterfaceit usesto leave
the router. Use the logging sour ce-interface
command to set all syslog messages to contain the
same | P address, regardless of which interface the
syslog message uses to exit the router.

Configuration Example for Logging to Syslog Server

This example showsthe configuration for sending syslog messagesto an external syslog server. Theip address
209.165.201.1 is configured as the syslog server.

Rout er# configure

Rout er (config)# | oggi ng 209. 165.201.1 vrf default

Rout er (config)# logging facility kern (optional)

Rout er (confi g)# | oggi ng host nameprefi x 203.0.113.1 (optional)

Rout er (confi g)# | oggi ng source-interface HundredG gE 0/0/0/3 (optional)
Rout er (config)# comm t

Configuration Example for Logging to SNMP Server

This example shows the configuration for sending syslog messages to an SNMP server. The logging trap
command is used to limit the logging of messages sent to the snmp servers based on severity.

Rout er# configure

Rout er (confi g)# snnp-server traps syslog
Rout er (confi g)# | ogging trap warni ngs
Rout er (config)# conm t

For more information on SNMP server configurations, see the Configuring Simple Network Management
Protocol chapter in the System Management Configuration Guide for Cisco NCS 5500 Series Routers

Related Topics
* Configuring Logging to the Logging Buffer, on page 5
« Configuring Logging to Terminal Lines, on page 6

Configuring Logging to Terminal Lines

By default syslog messages will be sent to the console terminal. But, syslog messages can also be send to
terminal lines other than the console. You can send syslog messages to the logging buffer using the logging
monitor command.

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x
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Configuration Example

This example shows the configuration for sending syslog messages to terminal lines other than console. In
this example, severity level is configured as critical. The terminal monitor command is configured to display
syslog messages during aterminal session. The default severity level is debugging.

RP/ 0/ RPO/ CPUW0: Rout er # confi gure

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# | oggi ng nonitor critical
RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

RP/ 0/ RPO/ CPUO: Rout er# termi nal nonitor

Modifying Logging to Console Terminal

By default syslog messageswill be sent to the consoleterminal . You can modify thelogging of syslog messages
to the console termina

Configuration Example

This example shows how to modify the logging of syslog messages to the console terminal.

RP/ 0/ RPO/ CPUO: Rout er# configure
RP/ 0/ RPO/ CPUO: Rout er (confi g)# | oggi ng consol e alerts
RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

Modifying Time Stamp Format

By default, time stamps are enabled for syslog messages. Time stamp isgenerated in the month day HH:MM:SS
format indicating when the message was generated.

Configuration Example

This example shows how to modify the time-stamp for syslog and debugging messages.

RP/ 0/ RPO/ CPUO: Rout er# configure

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# service tinestanps |og datetine |ocaltine nsec or service

timestanps | og uptine

RP/ 0/ RPO/ CPUO: Rout er (confi g)# service timestanps debug datetine nsec showtinmezone or service
ti mest anps debug uptine

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

Suppressing Duplicate Syslog Messages

Suppressing duplicate messages, especialy in alarge network, can reduce message clutter and simplify the
task of interpreting the log. The duplicate message suppression feature substantially reduces the number of
duplicate event messages in both the logging history and the syslog file.

Configuration Example

This example shows how to suppress the consecutive logging of duplicate syslog messages.

RP/ 0/ RPO/ CPUO: Rout er# configure
RP/ 0/ RPO/ CPUO: Rout er (confi g)# | oggi ng suppress duplicates
RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

Archiving System Logging Messages to a Local Storage Device

Syslog messages can also be saved to an archive on alocal storage device, such as the hard disk or aflash
disk. Messages can be saved based on severity level, and you can specify attributes such as the size of the

System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x .
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archive, how often messages are added (daily or weekly), and how many total weeks of messages the archive
will hold. You can create alogging archive and specify how the logging messages will be collected and stored
by using the logging ar chive command.

The following table lists the commands used to specify the archive attributes once you are in the logging
archive submode.

Table 4: Commands Used to Set Syslog Archive Attributes

Features Description

archive-length weeks Specifies the maximum number of weeks that the
archive logs are maintained in the archive. Any logs
older than this number are automatically removed
from the archive.

archive-size size Specifies the maximum total size of the syslog
archives on a storage device. If the sizeis exceeded
then the oldest file in the archive is deleted to make
space for new logs.

device{disk0 | disk1 | harddisk} Specifies the local storage device where syslogs are
archived. By default, the logs are created under the
directory devicelvar/log. If the deviceis not
configured, then all other logging archive
configurations are rejected. We recommend that
syslogs be archived to the harddisk because it has
more capacity than flash disks.

file-size size Specifies the maximum file size (in megabytes) that
asinglelog filein the archive can grow to. Once this
limit isreached, anew fileis automatically created
with an increasing serial number.

frequency {daily | weekly} Specifiesif logs are collected on adaily or weekly
basis.
severity severity Specifies the minimum severity of log messages to

archive. All syslog messages greater than or equal to
this configured level are archived while those lesser
than this are filtered out.

Configuration Example

This example shows how to save syslog messages to an archive on alocal storage device.

Rout er #conf t

Rout er (confi g) #l oggi ng ar chi ve

Rout er (confi g- 1 oggi ng- ar ch) #devi ce di skl

Rout er (confi g- 1 oggi ng- ar ch) #f requency weekly
Rout er (confi g-1 oggi ng- ar ch) #severity warni ngs
Rout er (confi g- 1 oggi ng- ar ch) #ar chi ve-1 ength 6
Rout er (confi g- I oggi ng- ar ch) #ar chi ve-si ze 50
Rout er (confi g-1 oggi ng-arch) #fil e-size 10

Rout er (confi g-1 oggi ng- ar ch) #commi t
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Platform Automated Monitoring

PAM Events

Platform Automated Monitoring (PAM) is a system monitoring tool integrated into Cisco 10S XR software
image to monitor issues such as process crash, memory leak, CPU hog, tracebacks, syslog and disk usage.
PAM is enabled by default on al Cisco 10S XR 64 bit platforms. When the PAM tool detects any of these
system issues, it collects the required data to troubleshoot the issue, and generates a syslog message stating
the issue. The auto-collected troubleshooting information is then stored as a separate file in
harddisk:/cisco_support/ or in /misc/disk1/cisco_support/ directory.

When PAM detects a process crash, traceback, potential memory leak, CPU hog or afull file system, it
automatically collects logs and saves these logs (along with the core file in applicable cases) as a .tgzfilein
harddisk:/cisco_support/ or in /misc/disk1/cisco_support/ directory. PAM also generates a syslog message
with severity level aswarning, mentioning the respective issue.

The format of the .tgz file is: PAM-< platform>-<PAM event>-<node-name>-<PAM

process>-< YYYYMMDD> -< checksum> .tgz.For example,
PAM-ncs5500-crash-xr_0_RPO_CPUO-ipv4 rib-2016Augl6-210405.tgz is the file collected when PAM
detects a process crash.

Because PAM assumes that core files are saved to the default archive folder (harddisk:/ or /misc/disk1/), you
must not modify the location of core archive (by configuring exception filepath) or remove the core files
generated after PAM detects an event. Else, PAM does not detect the process crash. Also, once reported, the
PAM does not report the same issue for the same process in the same node again.

For the list of commands used while collecting logs, refer Files Collected by PAM Tool, on page 12.

The sections below describe the main PAM events:

Crash Monitoring

The PAM monitors process crash for al nodes, in real time. Thisis a sample syslog generated when the PAM
detects a process crash:

RP/ 0/ RPO/ CPUO: Aug 16 21:04:06.442 : | ogger[69324]: %0S- SYSLOG 4- LOG WARNI NG : PAM det ect ed
crash for ipv4d_rib on 0_RPO_CPUO.

Al'l necessary files for debug have been coll ected and saved at

0/ RPO/ CPWO :

har ddi sk: / ci sco_support/ PAM ncs5500- crash- xr_0_RPO_CPUO-i pv4_ri b-2016Augl16- 210405.tgz

Pl ease copy tgz file out of the router and send to Cisco support. This tgz file will be
removed after 14 days.)

Traceback Monitoring

The PAM monitors tracebacks for al nodes, in real time. Thisisasample syslog generated when the PAM
detects a traceback:

RP/ 0/ RPO/ CPW0: Aug 16 21:42:42.320 : |ogger[66139]: %0S- SYSLOG 4-LOG WARNI NG : PAM det ect ed
traceback for ipv4_rib on O_RPO_CPWO.
Al'l necessary files for debug have been coll ected and saved at

0/ RPO/ CPWO :
har ddi sk: / ci sco_support/ PAM ncs5500-t raceback-xr_0_RPO_CPUO-i pv4_ri b-2016Augl6-214242.t9gz
Pl ease copy tgz file out of the router and send to G sco support. This tgz file will be
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removed after 14 days.)

Memory Usage Monitoring

The PAM monitors the process memory usage for all nodes. The PAM detects potential memory leaks by
monitoring the memory usage trend and by applying a proprietary algorithm to the collected data. By defaullt,
it collects top output on all nodes periodically at an interval of 30 minutes.

Thisisasample syslog generated when the PAM detects a potential memory leak:

RP/ 0/ RPO/ CPUW0: Aug 17 05:13:32.684 : |ogger[67772]: %0S- SYSLOG 4- LOG WARNI NG : PAM det ect ed
significant menory increase

(from 13. 00MB at 2016/ Aug/ 16/ 20: 42: 41 to 28.00MB at 2016/ Aug/ 17/ 04: 12:55) for

pam nenory_| eaker on 0_RPO_CPUO.

Al'l necessary files for debug have been coll ected and saved at

0/ RPO/ CPWO :

har ddi sk: / ci sco_suppor t / PAM ncs5500- nenory_| eak- xr _0_RP0_CPW0- pam nenory_| eaker - 2016Aug17- 051332. t gz

(Pl ease copy tgz file out of the router and send to Cisco support. This tgz file will be
renoved after 14 days.)

CPU Monitoring

The PAM monitors CPU usage on all nodes periodically at an interval of 30 minutes. The PAM reports a
CPU hog in either of these scenarios:

» When a process constantly consumes high CPU (that is, more than the threshold of 90 percentage)

* When high CPU usage lasts for more than 60 minutes

Thisis asample syslog generated when the PAM detects a CPU hog:

RP/ 0/ RPO/ CPU0: Aug 16 00: 56:00.819 : | ogger[68245]: %0S- SYSLOG 4-LOG WARNI NG : PAM det ect ed
CPU hog for cpu_hogger on 0_RPO_CPUO.

Al'l necessary files for debug have been collected and saved at 0/ RPO/ CPWO :

har ddi sk: / ci sco_support/ PAM ncs5500- cpu_hog- xr _0_RPO_CPU0- cpu_hogger - 2016Augl16- 005600. t gz
(Pl ease copy tgz file out of the router and send to Cisco support. This tgz file will be
removed after 14 days.)

RP/ 0/ RPO/ CPUW0: Jun 21 15:33:54.517 : | ogger[69042]: %0S-SYSLOG 1-LOG ALERT : PAM det ect ed
ifmgr is hogging CPU on 0_RPO_CPUO!

File System Monitoring

The PAM monitors disk usage on all nodes periodically at an interval of 30 minutes. Thisis a sample sysiog
generated when the PAM detects that afile systemisfull:

RP/ 0/ RPO/ CPU0: Jun 20 13:59:04.986 : | ogger[66125]: %0S- SYSLOG 4-LOG WARNI NG : PAM det ect ed
/'msc/config is full on 0_1_CPUO

(pl ease clean up to avoid any fault caused by this). Al necessary files for debug have

been col |l ected and saved at

0/ RPO/ CPW : harddi sk: /ci sco_support/PAM ncs5500- di sk_usage-xr_0_1_CPU0-2016Jun20- 135904. t gz

(Pl ease copy tgz file out of the router and send to Cisco support. This tgz file will be
removed after 14 days.)

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x



| Implementing System Logging
Disable and Re-enable PAM ]

Disable and Re-enable PAM

The PAM tool consists of three monitoring processes—monitor_cpu.pl, monitor_crash.pl, and
monitor_show_show_logging.pl.

Before disabling or re-enabling the PAM, use these options to check if the PAM isinstalled in the router:

* From Cisco |OS XR Command Line Interface:

Rout er# show processes pam nanager |ocation all
Tue Jun 14 17:58:42.791 UTC
node: node0_RPO_CPUO
Job 1d: 317
PI D: 14070
Execut abl e path: /opt/cisco/ XR/ packages/i osxr-infra.rp-6.1.1.171/bi n/ pam manager

Instance #: 1
Version | D: 00.00.0000
Respawn: ON
Respawn count: 4
Last started: Mon Jun 13 23:08:43 2016
Process state: Run
Package state: Nornal
core: MAI NVEM
Max. core: O
Level : 999
Pl acement: None
startup_path:
/ opt/ci scol XR/ packages/iosxr-infra.rp-6.1.1.171/startup/ pam nanager. startup
Ready: 0. 166s
Process cpu tine: 0.200 user, 0.310 kernel, 0.510 total

JID TID Stack pri state NAVE rt_pri
317 14070 0K 20 Sl eeping pam nanager 0
317 14071 0K 20 Sl eepi ng | wn debug_t hrea 0
317 14076 0K 20 Sl eepi ng pam nanager 0
317 14077 0K 20 Sl eepi ng | wm service_thr 0
317 14078 0K 20 Sl eepi ng gsm service_thr 0
317 14080 0K 20 Sl eeping pam nanager 0

 From router shell prompt:

Router# run ps auxw| egrep perl
Tue Jun 14 18:00: 25. 514 UTC

r oot 14324 0.0 0.2 84676 34556 ? S Junl3 0: 40 /usr/bin/perl
/ pkg/ opt/ ci sco/ pan / noni t or _cpu. pl
r oot 14414 0.0 0.1 65404 14620 ? S Junl3 0: 00 /usr/bin/perl

/ pkg/ opt/ ci sco/ pani / noni t or _crash. pl

Disable PAM
To shutdown PAM agents, execute these commands from the XR EXEC mode:
For local RP:

Rout er # process shutdown pam nanager
For al RPs:

Rout er # process shutdown pam nanager |ocation all
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Re-enable PAM

Because pam_manager isnot amandatory process, it does not restart automatically if it was manually disabled
(unlessin the case of a system reload).To restart PAM agents, execute the following commands from XR
EXEC mode:

For local RP:
Rout er# process start pam nmanager
For al RPs:

Rout er# process start pam nanager |ocation all

\)

Note Tostart PAM onall locations, the pam_manager process should berestarted on all nodes by using thelocation
all option in the process start pam_manager command.

Data Archiving in PAM

At any given point of time, PAM does not occupy more than 200 MB of harddisk: space. If more than 200
MB is needed, then PAM archives old files and rotates the logs automatically.

The PAM collects CPU or memory usage (using top -b -n1 command) periodicaly at aninterval of 30 minutes.
Thefiles are saved under harddisk:/cisco_support/ directory with the filename as <node name>.log (for
example, harddisk:/cisco_support/xr-0_RPO_CPUO.log). When the file size exceeds the limit of 15MB, the
fileisarchived (compressed) into .tgz file, and then rotated for a maximum of two counts (that is, it retains
only two .tgz files). The maximum rotation count of .tgz filesis three. Also, the old file (ASCII data) is
archived and rotated if anodeisreloaded. For example, xr-0_RPO_CPUOQ.log is archived if RPO is rel oaded.

You must not manually delete the core file generated by the PAM. The corefile is hamed as <process
name>_pid.by_user.<yyyymmdd>-<hhmmss>.<node>.< checksum>.core.gz.

Files Collected by PAM Tool

The table below lists the various PAM events and the respective commands and files collected by the PAM
for each event.

You can attach the respective.tgz file when you raise a service request (SR) with Cisco Technical Support.

Event Name Commands and Files Collected by PAM

Process crash * show install active
* show platform

* show version

« core (gz) file

* core.txt file
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Event Name

Commands and Files Collected by PAM

Process traceback

+ show dll

« show install active
« show logging

* show platform

 show version

Memory leak

* show install active
* show platform

* show version

« core (gz) file

« dumpcore running

* continuous memory usage snapshots

Show logging event

« show install active
* show logging

* show platform

* show version

« core (gz) file

* core.txt file

CPU hog

« follow process

* pstack

* show dll

* show install active
* show platform

* show version

e top -H

* core (gz) file

» CPU usage snapshots
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Event Name

Commands and Files Collected by PAM

Disk usage

* show install active
« show platform

* show version

« console log

* core (gz) file

* Disk usage snapshots
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CHAPTER 3

Implementing Alarm Log Correlation

Thismodule describes the concepts and tasks rel ated to configuring alarm log correlation. Alarm log correlation
extends system logging to include the ability to group and filter messages generated by various applications
and system servers and to isolate root messages on the router.

« Implementing Alarm Log Correlation, on page 15

Implementing Alarm Log Correlation

Alarm log correlation extends system logging to include the ability to group and filter messages generated
by various applications and system servers and to isolate root messages on the router. This module describes
the concepts and tasks related to configuring alarm log correlation and monitoring alarm logs.

Prerequisites for Implementing Alarm Log Correlation

You must be in a user group associated with atask group that includes the proper task I1Ds. The command
reference guides include the task 1Ds required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.

Information About Implementing Alarm Log Correlation

Alarm Logging and Debugging Event Management System

Cisco 10S XR Software Alarm Logging and Debugging Event Management System (ALDEMYS) is used to
monitor and store alarm messagesthat are forwarded by system servers and applications. In addition, ALDEMS
correlates alarm messages forwarded due to a single root cause.

ALDEMS enlarges on the basic logging and monitoring functionality of Cisco 10S XR Software, providing
the level of alarm and event management necessary for a highly distributed system with potentially hundreds
of line cards and thousands of interfaces.

Cisco 10S XR Software achieves this necessary level of alarm and event management by distributing logging
applications across the nodes on the system.

Figure 1: ALDEMS Component Communications, on page 16 illustrates the relationship between the
components that constitute ALDEMS.
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Figure 1: ALDEMS Component Communications
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Correlator

The correlator receives messages from system logging (syslog) helper processes that are distributed across
the nodes on the router and forwards syslog messages to the syslog process. If alogging correlation ruleis
configured, the correlator captures messages searching for amatch with any message specified in therule. If
the correlator finds amatch, it starts atimer that corresponds to the timeout interval specifiedintherule. The
correlator continues searching for a match to messages in the rule until the timer expires. If the root case
message was received, then acorrelation occurs; otherwise, all captured messages are forwarded to the syslog.
When a correlation occurs, the correl ated messages are stored in the logging correlation buffer. The correlator
tags each set of correlated messages with a correlation ID.

System Logging Process

The alarm logger is the final destination for system logging messages forwarded on the router. The alarm
logger stores alarm messages in the logging events buffer. The logging events buffer is circular; that is, when
full, it overwrites the oldest messages in the buffer.

Alarm Logger

The alarm logger isthe final destination for system logging messages forwarded on the router. The alarm
logger stores alarm messages in the logging events buffer. The logging events buffer is circular; that is, when
full, it overwrites the oldest messages in the buffer.
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Note

Alarms are prioritized in the logging events buffer. When it is necessary to overwrite an alarm record, the
logging events buffer overwrites messages in the following order: nonbistate alarms first, then bistate alarms
in the CLEAR state, and, finally, bistate dlarmsin the SET state.

When the table becomes full of messages caused by bistate alarmsin the SET state, the earliest bistate message
(based on the message time stamp, not arrival time) is reclaimed before others. The buffer sizefor thelogging
events buffer and the logging correlation buffer, thus, should be adjusted so that memory consumption is
within your requirements.

A table-full alarm is generated each time the logging events buffer wraps around. A threshold crossing
notification is generated each time the logging events buffer reaches the capacity threshold.

M essages stored in the logging events buffer can be queried by clients to locate records matching specific
criteria. The alarm logging mechanism assigns a sequential, unique ID to each alarm message.

Configuring Alarm Log Correlation

Perform the configuration tasks in this section to configure alarm log correlation as required.

Configuring Logging Correlation Rules

Logging correlation can be used to isolate the most significant root messages for events affecting system
performance. When correlation rules are configured, acommon root event that is generating secondary (non-
root-cause) messages can be isolated and sent to the syslog, while secondary messages are suppressed. An
operator can retrieve al correlated messages from the logging correlator buffer to view correlation events
that have occurred. If acorrelation ruleis applied to the entire router, then correlation takes place only for
those messages that match the configured cause values for therule, regardless of the context or location setting
of that message. If acorrelation ruleis applied to a specific set of contexts or locations, then correl ation takes
place only for those messages that match the configured cause values for the rule and that match at least one
of those contexts or locations.

When acorrelation rule is configured and applied, the correlator starts searching for a message match as
specified in therule. Timeout can be configured to specify thetimeinterval for amessage search onceamatch
isfound. Timeout begins when the correlator captures any alarm message specified for a correlation rule.

Configuration Example

This example shows how to configure and apply alogging correlation rule. In this example, timeout is
configured as 60000 milliseconds.

RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPUO: Rout er (config)# | ogging correlator rule rulel type stateful
RP/ 0/ RPO/ CPUO: Rout er (config-corr-rul e-st)# tineout 60000

RP/ 0/ RPO/ CPUO: Rout er (confi g)# | oggi ng correlator apply rule rulel

RP/ 0/ RPO/ CPUO: Rout er (confi g-corr-apply-rule)# all-of-router

or

RP/ 0/ RPO/ CPUO: Rout er (confi g-corr-apply-rule)# | ocation 0/1/ CPUO

or

RP/ 0/ RPO/ CPUO: Rout er (confi g-corr-apply-rul e)# context HundredG gE_0_0_0_0O
RP/ 0/ RPO/ CPUO: Rout er (confi g)# conm t
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Configuring a Logging Correlation Rule Set

You can configure alogging correlation rule set and include multiple correlation rules.

Configuration Example

This example shows how to configure and apply alogging correlation rule set for multiple correlation rules.
Thelogging correlation rule set can be applied to the entire router or to a specific context or location.

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er# configure
Rout er (config)# | ogging correlator ruleset rulesetl

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er (config-corr-rul eset)# rul ename stateful _rulel

Rout er (config-corr-rul eset)# rul ename stateful _rule2

Rout er (config)# | ogging correlator apply rul eset rulesetl
Rout er (confi g-corr-apply-rule)# all-of-router

or
RP/ 0/ RPO/ CPUO:
or
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er (confi g-corr-apply-rule)# | ocati on 0/2/ CPUO

Rout er (confi g-corr-apply-rul e)# context HundredG g 0_0 0_0O
Rout er (confi g)# conmmi t

Correlating a Root Cause and Non Root Cause Alarms

Thefirst message (with category, group, and code triplet) configured in acorrelation rule defines the root-cause
message. A root-cause message is always forwarded to the syslog process. You can correlate aroot cause to
one or more non-root-cause alarms and configure them as part of arule.

Configuration Example

This example shows how to correlate aroot cause to one or more non-root-cause alarms and configure them
toarule.

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er# configure

Rout er (config)# |l ogging correlator rule rule_stateful type stateful
Rout er (config-corr-rul e-st)# rootcause CAT Bl _1 GROUP_BI_1 CODE BI _1
Rout er (confi g-corr-rul e-st)# nonroot cause

Rout er (config-corr-rul e-st-nonrc)# al arm CAT_BI _2 GROUP_BI _2 CODE_BI _2
Rout er (confi g)# commi t

Configuring Hierarchical Correlation Rule Flags

Hierarchical correlation iswhen asingle alarm is both aroot cause for one correlation rule and a non-root
cause for another rule, and when alarms are generated resulting in a successful correlation associated with
both rules. What happens to a non-root-cause alarm depends on the behavior of its correl ated root-cause alarm.
There are casesin which you want to control the stateful behavior associated with these hierarchies and to
implement flags, such as reparenting and reissuing of non-bistate alarms. For detailed information about
hierarchical correlation and correlation flags, see Hierarchical Correlation, on page 22

Configuration Example

This example shows how to configure hierarchical correlation rule flags.

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er# configure
Rout er (config)# | ogging correlator rule rul e_nonstateful
Rout er (config-corr-rul e-st)# rei ssue-nonbi state

Rout er (confi g-corr-rul e-st)# reparent
Rout er (confi g)# commi t

Rout er# show | oggi ng correlator rule all

type nonst at ef ul

(optional)
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Configuring Logging Suppression Rules

The alarm logging suppression feature enables you to suppress the logging of alarms by defining logging
suppression rules that specify the types of alarms that you want to suppress. A logging suppression rule can
specify al types of alarms or alarms with specific message categories, group names, and message codes. You
can apply alogging suppression rule to alarms originating from all locations on the router or to alarms
originating from specific nodes.

Configuration Example

This example shows how to configure logging suppression rules.

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er# configure

Rout er (confi g)# | oggi ng suppress rul e infobistate

Rout er (confi g-suppr-rul e)# al arm MBGL COW T SUCCEEDED
Rout er (confi g)# | oggi ng suppress apply rule infobistate
Rout er (confi g-suppr-apply-rule)# all-of-router

Rout er (confi g)# commi t

Modifying Logging Events Buffer Settings

The alarm logger stores alarm messages in the logging events buffer. The logging events buffer overwrites
the oldest messages in the buffer when it isfull. Logging events buffer settings can be adjusted to respond to
changes in user activity, network events, or system configuration events that affect network performance, or
in network monitoring requirements. The appropriate settings depend on the configuration and requirements
of the system. A threshold crossing notification is generated each time the logging events buffer reaches the
capacity threshold.

Configuration Example
This example shows configuring the logging event buffer size, threshold, and alarm filter.

RP/ 0/ RPO/ CPUW0: Rout er# configure term nal

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er (confi g)# | oggi ng events buffer-size 50000
Rout er (confi g)# | oggi ng events threshold 85

Rout er (confi g)# | oggi ng events | evel warnings
Rout er (confi g)# conmmi t

Modifying Logging Correlation Buffer Settings

When a correlation occurs, the correlated messages are stored in the logging correlation buffer. The size of
the logging correlation buffer can be adjusted to accommaodate the anticipated volume of incoming correlated
messages. Records can be removed from the buffer by specifying the records, or the buffer can be cleared of

al records.

Configuration Example

This example shows configuring the correlation buffer size and removing the records from the buffer.

RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:
RP/ 0/ RPO/ CPUO:

Rout er# configure term nal

Rout er (confi g)# | oggi ng correl ator buffer-size 100000

Rout er (config)# exit

Router# clear |ogging correlator delete 48 49 50 (optional)
Router# clear logging correlator delete all-in-buffer (optional)
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Enabling Alarm Source Location Display Field for Bistate Alarms

Bistate alarms are generated by state changes associated with system hardware. The bistate alarm message
format is similar to syslog messages. You can optionally configure the output to include the location of the
actual alarm source, which may be different from the process that logged the alarm. For more information
about bistate alarms see, Bistate Alarms, on page 22

Configuration Example

This example shows how to enable the alarm source location display field for bistate alarms.

RP/ 0/ RPO/ CPUO: Rout er# configure
RP/ 0/ RPO/ CPUO: Rout er (confi g)# | oggi ng events display-Ilocation
RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

Configuring SNMP Correlation Rules

In large-scale systems, there may be situations when you encounter many SNMP traps emitted at regular
intervals of time. These traps, in turn, cause additional time in the Cisco |OS XR processing of traps. The
additional traps can also slow down troubleshooting and increases workload for the monitoring systems and
the operators. SNMP alarm correlation helps to extract the generic pieces of correlation functionality from
the existing syslog correlator. You can configure correlation rules to define the correlation rules for SNMP
traps and apply them to specific trap destinations.

Configuration Example

This example shows how to configure and apply correlation rules for SNMP traps. The SNMP correlator
buffer size is also configured as 600 bytes. The default value for buffer size is 64KB.

RP/ 0/ RPO/ CPUO: Rout er# configure term nal

RP/ 0/ RPO/ CPUO: Rout er (confi g)# snnp-server correlator buffer-size 1024 (optional)

RP/ 0/ RPO/ CPUO: Rout er (confi g)# snnp-server correlator rule test rootcause A varbind Al val ue
regex RA1 nonrootcause trap B varbind Bl index regex RBl

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# snnp-server correlator apply rule test host ipv4 address

1.2.3.4

RP/ 0/ RPO/ CPU0: Rout er (confi g)# commi t

Configuring SNMP Correlation Ruleset

You can configure a SNMP correlation rule set and include multiple SNMP correlation rules.

Configuration Example

This example shows how to configure a ruleset that allows you to group two or more rulesinto a group. You
can apply the specified group to a set of hosts or al of them.

RP/ 0/ RPO/ CPUW0: Rout er # configure termn nal

RP/ 0/ RPO/ CPUO: Rout er (confi g)# snnp-server correlator ruleset rulel rul enane rul e2

RP/ 0/ RPO/ CPUO: Rout er (confi g)# snnp-server correlator apply ruleset rulel host ipv4 address
1.2.3.4

RP/ 0/ RPO/ CPUO: Rout er (confi g)# commi t

Alarm Logging Correlation-Details

Alarm logging correlation can be used to isol ate the most significant root messagesfor events affecting system
performance. For example, the original message describing a card online insertion and removal (OIR) of a
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line card can beisolated so that only the root-cause message is displayed and all subsequent messages related
to the same event are correlated. When correlation rules are configured, acommon root event that is generating
secondary (non-root-cause) messages can be isolated and sent to the syslog, while secondary messages are
suppressed. An operator can retrieve al correlated messages from the logging correlator buffer to view
correlation events that have occurred.

Correlation Rules

Correlation rules can be configured to isolate root messages that may generate system alarms. Correlation
rules prevent unnecessary stress on Alarm Logging and Debugging Event Management System (ALDEMS)
caused by the accumulation of unnecessary messages. Each correlation rule depends on amessage identification,
consisting of a message category, message group hame, and message code. The correlator process scans
messages for occurrences of the message. If the correlator receives aroot message, the correlator storesit in
the logging correlator buffer and forwards it to the syslog process on the RP. From there, the syslog process
forwards the root message to the alarm logger in which it is stored in the logging events buffer. From the
syslog process, the root message may also be forwarded to destinations such asthe consol e, remote terminals,
remote servers, the fault management system, and the Simple Network Management Protocol (SNMP) agent,
depending on the network device configuration. Subsequent messages meeting the same criteria (including
another occurrence of the root message) are stored in the logging correlation buffer and are forwarded to the
syslog process on the router.

If a message matches multiple correlation rules, all matching rules apply and the message becomes a part of
all matching correlation queuesin the logging correlator buffer. The following message fields are used to
define amessage in alogging correlation rule;

» Message category
* Message group
» Message code

Wildcards can be used for any of the message fields to cover wider set of messages.

There are two types of correlations configured in rulesto isol ate root-cause messages, stateful correlation and
non-stateful correlation. Nonstateful correlation isfixed after it has occurred, and non-root-cause alarms that
are suppressed are never forwarded to the syslog process. All hon-root-cause alarms remain buffered in
correlation buffers. Stateful correlation can change after it has occurred, if the bistate root-cause alarm clears.
When the alarm clears, al the correlated non-root-cause alarms are sent to syslog and are removed from the
correlation buffer. Stateful correlations are useful to detect non-root-cause conditions that continue to exist
even if the suspected root cause no longer exists.

Alarm Severity Level and Filtering

Filter settings can be used to display information based on severity level. The alarm filter display indicates
the severity level settings used to report alarms, the number of records, and the current and maximum log
size.

Alarms can be filtered according to the severity level shown in thistable.

Table 5: Alarm Severity Levels for Event Logging

Severity System
Level Condition

0 Emergencies
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Severity System

Level Condition

1 Alerts

2 Critical

3 Errors

4 Warnings

5 Notifications
6 Informational

Bistate Alarms

Bistate alarms are generated by state changes associated with system hardware, such as a change of interface
state from active to inactive, the online insertion and removal (OIR) of aline card, or a change in component
temperature. Bistate alarm events are reported to the logging events buffer by default; informational and debug
messages are not.

Cisco 10S XR Software provides the ability to reset and clear alarms. Clientsinterested in monitoring alarms
in the system can register with the alarm logging mechanism to receive asynchronous notifications when a
monitored alarm changes state.

Bistate alarm notifications provide the following information:

 Theorigination ID, which uniquely identifies the resource that causes an alarm to be raised or cleared.
This resource may be an interface, aline card, or an application-specific integrated circuit (ASIC). The
origination ID is a unique combination of the location, job ID, message group, and message context.

By default, the general format of bistate alarm messages is the same as for all syslog messages:
node-id:timestamp : process-name [pid] : %category-group-severity-code : message-text

The following is a sample bistate alarm message:

LC/ 0/ 0/ CPUO: Jan 15 21:39:11.325 2016:ifngr[163]: %°KT_I NFRA- LI NEPRO
TO 5- UPDOMWN : Line protocol on Interface HundredG gE 0/0/0/0, changed state to Down

The message text includesthelocation of the process|ogging the alarm. Inthis example, the alarm was|ogged
by the line protocol on HundredGigE interface 0/0/0/0. Optionally, you can configure the output to include
the location of the actual alarm source, which may be different from the process that logged the alarm. This
appears as an additional display field before the message text.

When alarm source location is displayed, the general format becomes:
node-id:timestamp : process-name [pid] : %category-group-severity-code : source-location message-text
The following is a sample when alarm source location is displayed:

LC/ 0/ 0/ CPUO: Jan 15 21:39:11.325 2016:ifngr[163]: %°KT_| NFRA- LI NEPRO
TO 5- UPDOM : interface HundredG gE 0/0/0/0: Line protocol on Interface HundredG gE 0/ 0/ 0/ 0,
changed state to Down

Hierarchical Correlation

Hierarchical correlation takes effect when the following conditions are true:
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* When asingle alarm is both aroot cause for one rule and a non-root cause for another rule.

» When alarms are generated that result in successful correlations associated with both rules.

The following exampleillustrates two hierarchical correlation rules:

Rule 1 Category | Group |Code
Root Cause 1 Catl |Group |Code

1 1
Non-root Cause |[Cat2 |Group |Code
2 2 2
Rule 2

Root Cause 2 Cat2 |Group |Code
2 2

Non-root Cause |Cat3 |Group |Code
3 3 3

If three alarms are generated for Cause 1, 2, and 3, with all alarms arriving within their respective correlation
timeout periods, then the hierarchical correlation appears like this:

Cause 1 -> Cause 2 -> Cause 3

The correlation buffers show two separate correlations. onefor Cause 1 and Cause 2 and the second for Cause
2 and Cause 3. However, the hierarchical relationship isimplicitly defined.

Note

Stateful behavior, such asreparenting and reissuing of alarms, is supported for rulesthat are defined as stateful;
that is, correlations that can change.

Context Correlation Flag
The context correlation flag allows correlations to take place on a“ per context” basis or not.

This flag causes behavior change only if theruleis applied to one or more contexts. It does not go into effect
if theruleis applied to the entire router or location nodes.

Thefollowing is a scenario of context correlation behavior:

* Rule 1 hasaroot cause A and an associated non-root cause.

« Context correlation flag is not set on Rule 1.

* Rule 1 is applied to contexts 1 and 2.
If the context correlation flag is not set on Rule 1, a scenario in which alarm A generated from context 1 and
alarm B generated from context 2 resultsin the rule applying to both contexts regardless of the type of context.

If the context correlation flag is now set on Rule 1 and the same alarms are generated, they are not correlated
asthey are from different contexts.
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With the flag set, the correlator analyzes alarms against the rule only if alarms arrive from the same context.
In other words, if alarm A is generated from context 1 and alarm B is generated from context 2, then a
correlation does not occur.

Duration Timeout Flags

The root-cause timeout (if specified) is the aternative rule timeout to use in the situation in which a
non-root-cause alarm arrives before aroot-cause alarm in the given rule. It istypically used to give a shorter
timeout in asituation under the assumption that it islesslikely that the root-cause alarm arrives, and, therefore,
releases the hold on the non-root-cause alarms sooner.

Reparent Flag

The reparent flag specifies what happens to non-root-cause alarms in a hierarchical correlation when their
immediate root cause clears.

The following example illustrates context correlation behavior:
* Rule 1 hasaroot cause A and an associated non-root cause.
« Context correlation flag is not set on Rule 1.
* Rule 1lisapplied to contexts 1 and 2.

In this scenario, if alarm A arrives generated from context 1 and alarm B generated from context 2, then a
correlation occurs—regardless of context.

If the context correlation flag is now set on Rule 1 and the same alarms are generated, they are not correlated,
because they are from different contexts.
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Onboard Failure Logging

Onboard Failure Logging (OBFL) gathers boot, environmental, and critical hardware datafor field-replaceable
units (FRUs), and stores the information in the nonvolatile memory of the FRU. Thisinformation is used for
troubleshooting, testing, and diagnosisif afailure or other error occurs, providing improved accuracy in
hardware troubleshooting and root cause isolation analysis. Stored OBFL data can be retrieved in the event
of afailure and is accessible even if the card does not boot.

Because OBFL ison by default, datais collected and stored as soon as the card isinstalled. If a problem
occurs, the data can provide information about historical environmental conditions, uptime, downtime, errors,
and other operating conditions.

The Onboard Failure Logging (OBFL) functionality is enhanced to provide ageneric library that can be used
by different clients to log string messages.

Caution

OBFL isactivated by default in FRUs and can be deactivated by stopping the obflmgr process. Do not
deactivate OBFL without specific reasons, because the OBFL datais used to diagnose and resolve problems
in FRUs.

* Prerequisites, on page 25
« Information About OBFL, on page 25

Prerequisites

You must be in a user group associated with atask group that includes the proper task IDs. The command
reference guides include the task 1Ds required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.

Information About OBFL

OBFL isenabled by default. OBFL collects and stores both baseline and event- driven information in the
nonvolatile memory of each supported card where OBFL isenabled. The data collected includesthe following:

* Boot time

* FRU part serial number
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» OSversion
 Temperature and voltage at boot
« Temperature and voltage history

* Total run time
This datais collected in two different ways as baseline data and event- driven data.

Baseline Data Collection

Baseline data is stored independent of hardware or software failures and includes the information given in
the following table.

Table 6: Data Types for Baseline Data Collection

Data Type | Details

Installation | Chassis serial number and slot number are stored at initial boot.

Temperature | Information on temperature sensors is recorded after boot. The subsequent recordings are
specific to variations based on preset thresholds.

Run-time | Total run-timeislimited to the size of the history buffer used for logging. Thisis based on the
local router clock with logging granularity of 30 minutes.

Event-Driven Data Collection

Event driven datainclude card failure events. Failure events are card crashes, memory errors, ASIC resets,
and similar hardware failure indications.
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Table 7: Data Types for Event-Driven Data Collection

Information About OBFL .

Details

Environmental Factors

Temperature Value

Inlet and hot point temperature value
change beyond the threshold set in the
hardware inventory XML files.

Voltage Value

An environmental reading islogged when
thefollowing temperature or voltage events
occur:

 Exceed the normal range
» Change more than 10%

* Return within rangefor morethan five
minutes.

On reboot, these environmental readings
are consolidated into asingle environmental
history record that shows the duration and
extent out of normal rangefor aconsecutive
set of environmental readings.

Cdendar Time

Cleared

Thetimewhen OBFL logging was cleared.

Disabled

The time when OBFL logging was
disabled.

Resetto O

The time when tota line card runtimeis
reset to zero.

Supported Cards and Platform

FRUs that have sufficient nonvolatile memory available for OBFL data storage support OBFL. Thefollowing
table provides information about the OBFL support for different FRUs on the Cisco NCS 5500 Series router.

Table 8: OBFL Support on Cisco NCS 5500 Series Router

Card Type Cisco NCS 5500 Series Router
Route processor Supported

Fabric cards Supported

Linecard Supported

Power supply cards Not Supported

Fan tray Supported

System Controller Supported
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Implementing Performance Management

Performance management (PM) on the Cisco |OS XR Software provides aframework to perform these tasks:

* Collect and export PM statisticsto a TFTP server for data storage and retrieval
» Monitor the system using extensible markup language (XML) queries

« Configure threshold conditions that generate system logging messages when a threshold condition is
matched.

The PM system collects data that is useful for graphing or charting system resource utilization, for capacity
planning, for traffic engineering, and for trend analysis.

* Prerequisites for Implementing Performance Management , on page 29

« Information About Implementing Performance Management, on page 30
« PM Functional Overview, on page 30

* PM Bengfits, on page 31

* PM Statistics Collection Overview, on page 31

» How to Implement Performance Management, on page 35

Prerequisites for Implementing Performance Management

Before implementing performance management in your network operations center (NOC), ensure that these
prerequisites are met;

 You must install and activate the Package I nstallation Envel ope (PIE) for the manageability software.

* You must bein auser group associated with atask group that includesthe proper task I Ds. The command
reference guides include the task IDs required for each command. If you suspect user group assignment
is preventing you from using a command, contact your AAA administrator for assistance.

* You must have connectivity with a TFTP server.
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Information About Implementing Performance Management

PM Functional Overview

The Performance Management (PM) frameworks consists of two major components:
* PM statistics server

* PM statistics collectors

PM Statistics Server

The PM statistics server isthe front end for statistic collections, entity instance monitoring collections, and
threshold monitoring. All PM statistic collections and threshold conditions configured through the command-line

interface (CLI) or through XML schemas are processed by the PM statistics server and distributed among the
PM statistics collectors.

PM Statistics Collector

The PM statistics collector collects statistics from entity instances and storesthat datain memory. The memory
contents are checkpointed so that information is available across process restarts. I n addition, the PM statistics
collector is responsible for exporting operational data to the XML agent and to the TFTP server.

Figure 2: PM Component Communications, on page 31 illustrates the relationship between the components
that constitute the PM system.
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Figure 2: PM Component Communications
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PM Benefits

The PM system provides these benefits:

* Configurable data collection policies

« Efficient transfer of statistical datain the binary format viaTFTP
« Entity instance monitoring support

« Threshold monitoring support

« Data persistency across process restarts and processor failovers

PM Statistics Collection Overview

A PM statistics collection first gathers statistics from all the attributes associated with all the instances of an
entity in the PM system. It then exports the statistical datain the binary file format to a TFTP server. For
example, a Multiprotocol Label Switching (MPLS) Labd Distribution Protocol (LDP) statistics collection
gathers statistical data from all the attributes associated with all MPLS LDP sessions on the router.
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\}

Thistable lists the entities and the associated instances in the PM system.

Table 9: Entity Classes and Associated Instances

Entity Classes Instance

BGP Neighborsor Peers

Interface Basic Counters | Interfaces

Interface Data Rates Interfaces

Interface Generic Counters | Interfaces

MPLSLDP LDP Sessions
Node CPU Nodes

Node Memory Nodes

Node Process Processes
OSPFv2 Processes
OSPFv3 Processes

Note

\}

For alist of all attributes associated with the entities that constitute the PM system, see Table 12: Attributes
and Values, on page 39.

Note

Based on the interface type, the interface either supports the interface generic counters or the interface basic
counters. The interfaces that support the interface basic counters do not support the interface data rates.

Binary File Format for Exporting PM Statistics

This sample describes the binary file format:

Version : 4 Bytes
NoOf Entities : 1 Byte (e.g. . 4)

Entity ldentifier 1 Byte (e.g NODE=1, | nterface=2, BGP=3)
Opti ons 12 Bytes
NoOf SubEntities ;1 Byte (2)
SubEntity ldentifier :1 Byte (e.g BGP-PEERS )
Tinme Stanp 4 Bytes (Reference Tinme : Start Ref Tine)
No O Instances 12 Byte (e.g 100)
Key | nstance :Vari abl e

NoCf Sanples: 1 Byte (e.g 10 Sanpl es)
SanpleNo : 1 Byte (e.g Sanple No 1)
Tine Stanp 4 Bytes (Sanple Tine)
St at Count er Nane : 1 Byte (PeerSessionsEst=1)
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St at Count erVal ue : 8 Bytes ( for all counters)
Repeat for Each Stat Counter Nane
Repeat for Each Sanple No(Tine Interval)
Repeat for Al Instances
Repeat for Al SubTypes
Repeat for Al Entities

Binary File ID Assignments for Entity, Subentity, and StatsCounter Names
This table describes the assignment of various values and keys which is present in the binary file.

Table 10: Binary Format Values and Keys

Entity Subentity Key StatsCounters

Node (1) |CPU (1) CPU Key <Node ID> See Table 11: Supported
StatsCounters for Entities and
Subentites, on page 34

Memory (2) Memory Key <Node ID>

Process (3) Node Process Key <NodeProcess| D>
Interface| Generic Counters (1) | Generic Counters Key <ifName>
@)

DataRate Counters(2) | Data Rate Counters Key <ifName>

Basic Counters (3) Basic Counters Key <ifName>
BGP(3) |Peer (1) Peer Key <IpAddress>

MPLS (4) |Reserved (1) —

Reserved (2) —

LDP (4) LDP Session Key <IpAddress>
OSPF (5) |v2protocol (1) Instance <process_instance>

v3protocoal (2) Instance <process_instance

\}

Note <ifName>—The length isvariable. Thefirst two bytes contain the size of the Instance ID; thisis followed
by the Instance ID string (that is, an Interface name).
<IpAddress>—4 bytes that contain the | P address.

<NodeProcess| D>—64-bit Instance I D. Thefirst 32 bits contain the node 1D, and the second 32 bits contain
the process ID.

<Nodel D>—32-hit instance | D that contains the Node ID.

<process_instance>—The length is variable. The first two bytes contain the size of Instance 1D followed by
Instance ID string (that is, a process name).
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\)

Note

The numbersin parenthesis (the numbersthat are associated with each entity and subentity in Table 10: Binary

Format Values and Keys, on page 33 ) denote the entity and subEntity IDsthat are displayed inthe TFTP

File.

This table describes the supported statistics counters that are collected in the binary file for entities and

subentities.

Table 11: Supported StatsCounters for Entities and Subentites

Entity

Subentity

StatsCounters

Node (1)

CPU (1)

NoProcesses

Memory (2)

CurrMemory, PeakMemory

Process (3)

PeakMemory, NoThreads

Interface

)

Generic Counters

oy

InPackets, InOctets, OutPackets, OutOctets, InUcastPkts, InMulticastPkts,
InBroadcastPkts, OutUcastPkts, OutM ulticastPkts, OutBroadcastPkts,
OutputTotal Drops, InputTotal Drops, InputQueueDrops,
InputUnknownProto, OutputTotal Errors, OutputUnderrun,

InputTotal Errors, InputCRC,InputOverrun, InputFrame

Data Rate Counters
()

InputDataRate, |nputPacketRate, OutputDataRate, OutputPacketRate,
InputPeakRate, | nputPeakPkts, OutputPeakRate, OutputPeak Pkts,
Bandwidth

Basic Counters

InPackets, InOctets, OutPackets, OutOctets, InputTotal Drops,
InputQueueDrops,InputTotal Errors, OutputTotal Errors,
OutputQueueDrops, OutputTotal Errors

BGP (3)

Peer (1)

InputM essages, OutputM essages, | nputUpdateM essages,
OutputUpdateM essages, ConnEstablished, ConnDropped, ErrorsReceived,
ErrorsSent

MPLS (4)

LDP (4)

Total M sgsSent, TotalMsgsRevd, InitMsgsSent, InitM sgsRevd,
AddressM sgsSent, AddressM sgsRevd, AddresswithdrawM sgsSent,
AddresswWithdrawM sgsRevd, Label MappingM sgsSent,

L abel MappingMsgsRevd, Label WithdrawM sgsSent,

L abel WithdrawM sgsRevd, L abel Rel easeM sgsSent,

L abel ReleaseM sgsRevd, NotificationM sgsSent, NotificationM sgsRevd
KeepAliveM sgsSent, KeepAliveM sgsRevd

OSPF (5)

v2protocol (1)

InputPackets, OutputPackets, InputHelloPackets, OutputHelloPackets,
InputDBDs, InputDBDsL SA, OutputDBDs, OutputDBDsL SA,
InputL SRequests, InputL SRequestsL SA, OutputlL SRequests,

OutputL SRequestsL SA, InputL SAUpdates, | nputL SAUpdatesL SA,
OutputL SAUpdates, OutputL SAUpdatesL SA, InputL SAAcks,

InputL SAAcksL SA, OutputL SAAcks, OutputL SAACksLSA,
ChecksumErrors
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Entity Subentity StatsCounters

v3protocol (2) InputPackets, OutputPackets, |nputHelloPackets, OutputHelloPackets,
InputDBDs, InputDBDSL SA, OutputDBDs, OutputDBDSL SA,
InputL SRequests, InputL SRequestsL SA, OutputlL SRequests,

OutputL SRequestsL SA, InputL SAUpdates, | nputL SAUpdatesL SA,
OutputL SAUpdates, OutputL SAUpdatesL SA, InputL SAAcKs,

InputL SAAcksL SA, OutputL SAAcks, OutputL SAAcksL SA

Filenaming Convention Applied to Binary Files

These filenaming convention is applied to PM statistics collections that are sent to the directory location
configured on the TFTP server:

<LR_NAME>_<EntityName>_<SubentityName>_<TimeStamp>

How to Implement Performance Management

Configuring an External TFTP Server or Local Disk for PM Statistics Collection

You can export PM statistical datato an external TFTP server or dump the data to the local file system. Both
the local and TFTP destinations are mutually exclusive and you can configure either one of them at atime.

Configuration Examples

This example configures an external TFTP server for PM statistics collection.

RP/ 0/ RPO/ CPUO: Rout er# configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# performance-ngnt resources tftp-server 10.3.40.161 directory
nypndat a/ dat afil es

RP/ 0/ RPO/ CPUO: Rout er (config)# comm t

This example configures alocal disk for PM statistics collection.

RP/ 0/ RPO/ CPUO: Rout er# configure
RP/ 0/ RPO/ CPUO: Rout er (confi g)# performance-ngnt resources dunp | ocal
RP/ 0/ RPO/ CPUO: Rout er (config)# comm t

Configuring PM Statistics Collection Templates

PM statistics collections are configured through PM statistics collection templates. A PM statistics collection
template contains the entity, the sample interval, and the number of sampling operations to be performed
before exporting the datato a TFTP server. When a PM statistics collection template is enabled, the PM
statistics collection gathers statistics for all attributes from all instances associated with the entity configured
in the template. You can define multiple templates for any given entity; however, only one PM statistics
collection template for a given entity can be enabled at atime.

Guidelines for Configuring PM Statistics Collection Templates

When creating PM statistics collection templates, follow these guidelines:

System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x .



Implementing Performance Management |
Configuring PM Statistics Collection Templates

* You must configure a TFTP server resource or local dump resource if you want to export statistics data
onto aremote TFTP server or local disk.

* You can define multiple templates for any given entity, but at atime you can enable only one PM statistics
collection template for a given entity.

» When configuring atemplate, you can designate the template for the entity asthe default template using
the default keyword or name the template. The default template contains the following default values:

» A sampleinterval of 10 minutes.
» A sample size of five sampling operations.

» The sampleinterval setsthe frequency of the sampling operations performed during the sampling cycle.
You can configure the sample interval with the sample-interval command. The range is from 1 to 60
minutes.

 The sample size setsthe number of sampling operations to be performed before exporting the datato the
TFTP server. You can configure the sample size with the sample-size command. The rangeisfrom 1
to 60 samples.

N\

Note Specifying asmall sampleinterval increases CPU utilization, whereas specifying
alarge sample size increases memory utilization. The sample size and sample
interval, therefore, may need to be adjusted to prevent system overload.

* The export cycle determines how often PM statistics collection dataiis exported to the TFTP server. The
export cycle can be calculated by multiplying the sample interval and sample size (sample interval x
sample size = export cycle).

 Once atemplate has been enabled, the sampling and export cycles continue until the templateisdisabled
with the no form of the perfor mance-mgmt apply statistics command.

* You must specify either a node with the location command or enable the PM statistic collections for all
nodes using the location all command when enabling or disabling a PM statistic collections for the
following entities:

» Node CPU
* Node memory
» Node process

Configuration Example

This example shows how to create and enable a PM statistics collection template.

RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPWO: Rout er (confi g) # perfornmance-ngnt statistics interface generic-counters tenplate
tenplate 1

RP/ 0/ RPO/ CPWO: Rout er (confi g) # perfornmance-ngnt statistics interface generic-counters tenplate
1 sanpl e-size 10

RP/ 0/ RPO/ CPWO: Rout er (confi g) # perfornmance-ngnt statistics interface generic-counters tenplate
1 sanmple-interval 5

RP/ 0/ RPO/ CPUO: Rout er (confi g)# performance-nmgnt apply statistics interface generic-counters
1

RP/ 0/ RPO/ CPU0: Rout er # conmi t

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x



| Implementing Performance Management
Enabling PM Entity Instance Monitoring .

Enabling PM Entity Instance Monitoring

Entity instance monitoring gathers statistics from attributes associated with a specific entity instance. When
an entity instance is enabled for monitoring, the PM system gathers statistics from only attributes associated
with the specified entity instance. The PM system usesthe sampling cyclethat is configuredin the PM statistics
collection template for the entity being monitored. Entity instance monitoring, however, is a separate process
from that of the PM statistics collection; therefore, it does not interfere with PM statistics collection.
Furthermore, the data from entity instance monitoring collection is independent of PM statistics collection.
Unlike PM statistics collection, the data from entity instance monitoring is not exported to the TFTP server.
For more information about all the attributes associated with each entity instance and commands, see
Performance Management: Details, on page 38.

Configuration Example

This example shows how to enable entity instance monitoring for a node CPU entity instance.

RP/ 0/ RPO/ CPUW0: Rout er # confi gure

RP/ 0/ RPO/ CPW0: Rout er (confi g)# perfornmance-ngnt apply nonitor node cpu | ocation 0/ RPO/CPUO
def aul t

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# conmit

Configuring PM Threshold Monitoring Templates

The PM system supports the configuration of threshold conditions to monitor an attribute (or attributes) for
threshold violations. Threshold conditions are configured through PM threshold monitoring templates. When
aPM threshold template is enabled, the PM system monitors all instances of the attribute (or attributes) for
the threshold condition configured in the template. If at end of the sample interval athreshold condition is
matched, the PM system generates a system logging message for each instance that matches the threshold
condition. For thelist of attributes and value ranges associated with each attribute for all the entities, see
Performance Management: Details, on page 38

Guidelines for Configuring PM Threshold Monitoring Templates
While you configure PM threshold monitoring templates, follow these guidelines:

 Once atemplate has been enabled, the threshold monitoring continues until the templateis disabled with
the no form of the performance-mgmt apply thresholds command.

* Only one PM threshold template for an entity can be enabled at atime.

* You must specify either a node with the location command or enable the PM statistic collections for all
nodes using the location all command when enabling or disabling a PM threshold monitoring template
for the following entities:

* Node CPU
» Node memory
» Node process

Configuration Example

This example shows how to create and enable a PM threshold monitoring template. In this example, a PM
threshold template is created for the CurrMemory attribute of the node memory entity. The threshold
conditioninthisPM threshold condition monitorsthe Curr M emory attribute to determine whether the current
memory use is greater than 50 percent.
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Rout er# conf t

Rout er (confi g) # perfornance-ngnt threshol ds node nenory tenpl ate tenplate20

Rout er (confi g-threshol d-cpu)# CurrMenory gt 50 percent

Rout er (confi g-t hreshol d-cpu) # sanple-interval 5

Rout er (confi g-t hreshol d-cpu) # exit

Rout er (confi g)# perfornmance-nmgnt apply threshol ds node nenory | ocati on 0/ RPO/ CPUO t enpl at €20
Rout er (confi g)# commi t

Configuring Instance Filtering by Regular Expression

\}

Thistask explains defining a regular expression group which can be applied to one or more statistics or
threshold templates. You can also include multiple regular expression indices. The benefits of instancefiltering
using the regular expression group is as follows.

* You can use the same regular expression group that can be applied to multiple templates.
* You can enhance flexibility by assigning the same index values.

« You can enhance the performance by applying regular expressions, which has OR conditions.

Note

The Instance filtering by regular-expression is currently supported in interface entities only (Interface
basic-counters, generic-counters, data-rates.

Configuration Example

This example shows how to define aregular expression group.

RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# performance-mgm regul ar - expressi on regexp
RP/ 0/ RPO/ CPUO: Rout er (confi g- perfngnt -regex)# i ndex 10 match

RP/ 0/ RPO/ CPUO: Rout er (confi g)# conm t

Performance Management: Details

This section contains additional information which will be useful while configuring performance management.
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This table describes the attributes and val ue ranges associated with each attribute for all the entities that

congtitute the PM system.

Table 12: Attributes and Values

Entity Attributes Description Values
bgp ConnDropped Number of timesthe | Rangeisfrom 0to 4294967295.
connection was
dropped.
ConnEstablished Number of timesthe | Rangeisfrom 0to 4294967295.
connection was
established.
ErrorsReceived Number of error Rangeisfrom 0to 4294967295.
notifications received
on the connection.
ErrorsSent Number of error Rangeisfrom 0to 4294967295.
notifications sent on the
connection.
InputM essages Number of messages | Rangeisfrom 0to 4294967295.
received.
InputUpdateMessages | Number of update Rangeisfrom 0to 4294967295.
messages received.
OutputM essages Number of messages | Rangeisfrom 0to 4294967295.
sent.
OutputUpdateM essages | Number of update Rangeisfrom 0to 4294967295.
messages sent.
interface data-rates | Bandwidth Bandwidth in kbps. Rangeisfrom 0to 4294967295.
InputDataRate Input datarate in kbps. | Rangeisfrom 0to 4294967295.
I nputPacketRate Input packets per Rangeisfrom 0to 4294967295.
second.
InputPeakRate Peak input data rate. Rangeisfrom 0to 4294967295.
I nputPeakPkts Peak input packet rate. | Rangeisfrom 0to 4294967295.
OutputDataRate Output dataratein Rangeisfrom 0to 4294967295.
kbps.
OutputPacketRate Output packets per Rangeisfrom 0to0 4294967295.
second.
OutputPeakPkts Peak output packet rate. | Rangeisfrom 0to 4294967295.
OutputPeakRate Peak output datarate. | Rangeisfrom 0to4294967295.
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Entity Attributes Description Values
interface InPackets Packets received. Rangeisfrom 0to 4294967295.
basic-counters
InOctets Bytes received. Rangeisfrom 0to 4294967295.
OutPackets Packets sent. Rangeisfrom 0to 4294967295.
OutOctets Bytes sent. Rangeisfrom 0to 4294967295.
InputTotal Drops Inbound correct packets | Rangeisfrom 0 to 4294967295.
discarded.
InputQueueDrops Input queue drops. Rangeisfrom 0to 4294967295.
InputTotal Errors Inbound incorrect Rangeisfrom 0to 4294967295.
packets discarded.
OutputTotal Drops Outbound correct Rangeisfrom 0to 4294967295.
packets discarded.

OutputQueueDrops Output queue drops. Rangeisfrom 0to 4294967295.

OutputTotal Errors Outbound incorrect Rangeisfrom 0to 4294967295.
packets discarded.
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Entity Attributes Description Values
interface InBroadcastPkts Broadcast packets Rangeisfrom 0to 4294967295.
generic-counters received.
InMulticastPkts Multicast packets Rangeisfrom 0to 4294967295.
received.
InOctets Bytes received. Rangeisfrom 0to 4294967295.
InPackets Packets received. Rangeisfrom 0to 4294967295.
InputCRC Inbound packets Rangeisfrom 0to 4294967295.
discarded with incorrect
CRC.
InputFrame Inbound framing errors. | Rangeisfrom 0 to 4294967295.
InputOverrun Input overruns. Rangeisfrom 0to 4294967295.
InputQueueDrops Input queue drops. Rangeisfrom 0to 4294967295.
InputTotal Drops Inbound correct packets | Rangeisfrom 0 to 4294967295.
discarded.
InputTotalErrors Inbound incorrect Rangeisfrom 0to 4294967295.
packets discarded.
InUcastPkts Unicast packets Rangeisfrom 0to 4294967295.
received.
InputUnknownProto | Inbound packets Rangeisfrom 0to 4294967295.
discarded with
unknown protocol.
OutBroadcastPkts Broadcast packets sent. | Rangeisfrom 0to 4294967295.
OutMulticastPkts Multicast packets sent. | Rangeisfrom 0to 4294967295.
OutOctets Bytes sent. Rangeisfrom 0to 4294967295.
OutPackets Packets sent. Rangeisfrom 0to 4294967295.
OutputTotal Drops Outbound correct Rangeisfrom 0to 4294967295.
packets discarded.
OutputTota Errors Outbound incorrect Rangeisfrom 0to 4294967295.
packets discarded.
OutUcastPkts Unicast packets sent. | Rangeisfrom 0to 4294967295.
OutputUnderrun Output underruns. Rangeisfrom 0to 4294967295.
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Entity Attributes Description Values
mplslidp AddressMsgsRevd Address messages Rangeisfrom 0to 4294967295.
received.
AddressM sgsSent Address messages sent. | Rangeisfrom 0to 4294967295.
AddressithdravMgRaed | Address withdraw Rangeisfrom 0to 4294967295.
messages received.
AddresVithdravMgsSant | Address withdraw Rangeisfrom 0to 4294967295.
messages sent.
I nitM sgsSent Initial messages sent. | Rangeisfrom 0to 4294967295.
InitMsgsRcvd Initial messages Rangeisfrom 0to 4294967295.
received.
KeepaliveMsgsRevd | Keepalive messages Rangeisfrom 0to 4294967295.
received.
KeepaliveM sgsSent Keepalive messages Rangeisfrom 0to 4294967295.
sent.
LabdMappingMsgsRevd | Label mapping Rangeisfrom 0to 4294967295.
messages received.
LabeMappingMsgsSent | Label mapping Rangeisfrom 0to 4294967295.
messages sent.
LabelReleaseM sgsRevd | Label release messages | Rangeisfrom 0to 4294967295.
received.
LabelReleaseM sgsSent | Label release messages | Rangeisfrom 0to 4294967295,
sent.
LabdWithdravMsgsRevd | Label withdraw Rangeisfrom 0to 4294967295.
messages received.
LabeWithdrawMsgsSent | Label withdraw Rangeisfrom 0to 4294967295.
messages sent.
NotificationMsgsRcvd | Notification messages | Rangeisfrom 0to 4294967295,
received.
NotificationMsgsSent | Notification messages | Rangeisfrom 0to 4294967295.
sent.
TotalMsgsRevd Total messages Rangeisfrom 0to 4294967295.
received.
Total M sgsSent Total messages sent. Rangeisfrom 0to 4294967295.
node cpu NoProcesses Number of processes. | Rangeisfrom 0to 4294967295.
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Entity Attributes Description Values
node memory CurrMemory Current application Rangeisfrom 0to 4294967295.
memory (in bytes) in
use.
PeakMemory Maximum system Range isfrom 0 to 4194304.
memory (in MB) used
since bootup.
node process NoThreads Number of threads. Rangeisfrom 0to 4294967295.
PeakMemory Maximum dynamic Rangeisfrom 0 to 4194304.
memory (in KB) used
since startup time.
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Entity Attributes Description Values
ospf v2protocol InputPackets Total number of packets | Rangeisfrom 0to 4294967295.
received.
OutputPackets Total number of packets | Rangeisfrom 0to 4294967295.

InputHelloPackets

Number of Hello
packets received.

Rangeisfrom 0to 4294967295.

OutputHelloPackets

Number of Hello

Rangeisfrom 0to 4294967295.

packets sent.

InputDBDs Number of DBD Rangeisfrom 0to 4294967295.
packets received.

InputDBDsLSA Number of LSA Rangeisfrom 0to 4294967295.
received in DBD
packets.

OutputDBDs Number of DBD Rangeisfrom 0to 4294967295.
packets sent.

OutputDBDsL SA Number of LSA sent in | Rangeisfrom 0to 4294967295.
DBD packets.

InputL SRequests Number of LS requests | Rangeisfrom 0to 4294967295.
received.

InputL SRequestsLSA | Number of LSA Rangeisfrom 0to 4294967295.
received in LSrequests.

OutputL SRequests Number of LS requests | Rangeisfrom 0to 4294967295.
sent.

OutputL SRequestsL SA | Number of LSA sent in | Rangeisfrom 0to 4294967295.
LS requests.

InputL SAUpdates Number of LSA updates | Rangeisfrom 0to 4294967295.
received.

InputL SAUpdatesL SA | Number of LSA Rangeisfrom 0to 4294967295.
received in LSA
updates.

OutputL SAUpdates Number of LSA updates | Rangeisfrom 0to 4294967295.
sent.

OutputL SAUpdatesl. SA | Number of LSA sent in | Rangeisfrom 0to 4294967295.
L SA updates.

InputL SAAcks Number of LSA Rangeisfrom 0to 4294967295.

acknowledgements
received.
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Entity

Attributes

Description

Values

InputL SAAcksLSA

Number of LSA
received in LSA
acknowledgements.

Rangeisfrom 0to 4294967295.

OutputL SAAcks

Number of LSA
acknowledgements sent

Rangeisfrom 0to 4294967295.

OutputL SAAcksL SA

Number of LSA sentin
LSA
acknowledgements.

Rangeisfrom 0to 4294967295.

ChecksumErrors

Number of packets
received with checksum
errors.

Rangeisfrom 0to 4294967295.
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sent.

Entity Attributes Description Values
ospf v3protocol InputPackets Total number of packets | Rangeisfrom 0to 4294967295.
received.
OutputPackets Total number of packets | Rangeisfrom 0to 4294967295.

InputHelloPackets

Number of Hello
packets received.

Rangeisfrom 0to 4294967295.

OutputHelloPackets

Number of Hello

Rangeisfrom 0to 4294967295.

packets sent.

InputDBDs Number of DBD Rangeisfrom 0to 4294967295.
packets received.

InputDBDsLSA Number of LSA Rangeisfrom 0to 4294967295.
received in DBD
packets.

OutputDBDs Number of DBD Rangeisfrom 0to 4294967295.
packets sent.

OutputDBDsL SA Number of LSA sent in | Rangeisfrom 0to 4294967295.
DBD packets.

InputL SRequests Number of LS requests | Rangeisfrom 0to 4294967295.
received.

InputL SRequestsLSA | Number of LSA Rangeisfrom 0to 4294967295.
received in LSrequests.

OutputL SRequests Number of LS requests | Rangeisfrom 0to 4294967295.
sent.

OutputL SRequestsL SA | Number of LSA sent in | Rangeisfrom 0to 4294967295.
LS requests.

InputL SAUpdates Number of LSA updates | Rangeisfrom 0to 4294967295.
received.

InputL SRequestsLSA | Number of LSA Rangeisfrom 0to 4294967295.
received in LSrequests.

OutputL SAUpdates Number of LSA updates | Rangeisfrom 0to 4294967295.
sent.

OutputL SAUpdatesl. SA | Number of LSA sent in | Rangeisfrom 0to 4294967295.
L SA updates.

InputL SAAcks Number of LSA Rangeisfrom 0to 4294967295.

acknowledgements
received.
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Entity Attributes Description Values
InputL SAAcksLSA Number of LSA Rangeisfrom 0to 4294967295.
received in LSA

acknowledgements.

OutputL SAAcks Number of LSA Rangeisfrom 0to 4294967295.
acknowledgements sent

OutputL SAAcksLSA | Number of LSA sent in | Rangeisfrom 0to 4294967295.
LSA
acknowledgements.

This table describes the commands used to enable entity instance monitoring for different entity instances.

Table 13: Entity Instances and Monitoring Commands

Entity

Command Description

BGP

Usethe performance-mgmt apply monitor bgp command to enable entity instance
monitoring for a BGP entity instance.

Syntax:

per f or mance- ngmt
apply nonitor
bgp
i p- addr ess
tenpl ate-nane | defaul t}

RP/ 0/ RPO/ CPU0: Rout er (confi g)# perfornmance-ngnt apply nonitor bgp 10.12.0.4
def aul t

Interface
Data Rates

Usethe performance-mgmt apply monitor data-rates command to enable entity instance
monitoring for an interface data rates entity instance.

Syntax:

per f or mance- ngmt
apply
noni t or
interface
data-rates

type
interface-path-id {tenpl ate-nane |

defaul ty
RP/ 0/ RPO/ CPWO: Rout er (confi g)# performance-nmgnt apply nonitor interface data-rates

Hundr edG gE 0/ 3/ 0/ 24 def aul t
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Entity

Command Description

Interface
Basic
Counters

Usethe performance-mgmt apply monitor interface basic-counters command to enable
entity instance monitoring for an interface basic counters entity instance.

Syntax:

per f or mance- ngmt
apply
noni t or
interface
basi c-counters
type
interface-path-id {tenpl ate-nane |
def aul t}
RP/ 0/ RPO/ CPW0: Rout er (confi g)# performance-nmgnt apply nonitor interface
basi c-counters
Hundr edG gE 0/ 3/ 0/ 24 def aul t

Interface
Generic
Counters

Usethe performance-mgmt apply monitor interface generic-counters command to enable
entity instance monitoring for an interface generic counters entity instance.

Syntax:

per f or mance- ngmt
appl y
nmoni t or
interface
generic-counters
type
interface-path-id {tenpl ate-nane |
def aul t}
RP/ 0/ RPO/ CPW0: Rout er (confi g)# performance-nmgnt apply nonitor interface
generi c-counters
Hundr edG gE 0/ 3/ 0/ 24 def aul t

MPLS LDP

Usethe performance-mgmt apply monitor mplsldp command to enable entity instance
monitoring for an MPLS LDP entity instance.

Syntax:

per f or mance- ngmt

apply nonitor

mpl s

| dp

i p-address {tenpl ate-nane |
def aul t}

RP/ 0/ RPO/ CPUO: Rout er (confi g)# perfornance-nmgnt apply nonitor npls | dp 10. 34. 64. 154
def aul t
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Entity

Command Description

Node CPU

Usethe performance-mgmt apply monitor node cpu command to enable entity instance
monitoring for anode CPU entity instance.

Syntax:

per f or mance- ngmt

apply

noni t or

node

cpu

| ocation

node-id {tenpl ate-nane |
defaul ty

RP/ 0/ RPO/ CPW0: Rout er (confi g)# performance-nmgnt apply
nmoni tor node cpu | ocati on 0/ RPO/ CPUO def aul t

Node
Memory

Usethe performance-mgmt apply monitor nodememory command to enable entity instance
monitoring for anode memory entity instance.

Syntax:

per f or mance- ngmt

app!y

nmoni t or

node

menory

| ocation

node-id {tenpl ate-nane |
def aul t}

RP/ 0/ RPO/ CPW0: Rout er (confi g)# performance-nmgnt apply
nmoni tor node menory | ocation 0/ RPO/ CPUO def aul t

Node
Process

Usethe performance-mgmt apply monitor node process command to enable entity instance
monitoring collection for a node process entity instance.

Syntax:

per f or mance- ngmt
apply nonitor node
process
| ocation
node-id
pid {tenplate-nane | defaul t}

RP/ 0/ RPO/ CPU0: Rout er (confi g)# perfornmance-ngnt apply
noni tor node process |ocation p 0/RPO/CPU0 275 default
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CHAPTER 6

Configuring and Managing Embedded Event
Manager Policies

The Cisco 10S XR Software Embedded Event Manager (EEM) functions as the central clearing house for
the events detected by any portion of the Cisco 10S XR Software processor failover services. The EEM is
responsible for detection of fault events, fault recovery, and process reliability statisticsin a Cisco |0S XR
Software system. The EEM events are notifications that something significant has occurred within the system,
such as:

* Operating or performance statistics outside the allowable values (for example, free memory dropping
below acritical threshold).

* Onlineinsertion or removal (OIR).

 Termination of a process.

The EEM relies on software agents or event detectors to notify it when certain system events occur. When
the EEM has detected an event, it can initiate corrective actions. Actions are prescribed in routines called
policies. Policies must be registered before an action can be applied to collected events. No action occurs
unlessapolicy isregistered. A registered policy informsthe EEM about aparticular event that isto be detected
and the corrective action to be taken if that event is detected. When such an event is detected, the EEM enables
the corresponding policy. You can disable aregistered policy at any time.

The EEM monitorsthe reliability rates achieved by each processin the system, allowing the system to detect
the components that compromise the overall reliability or availability.

This module describes the tasks you need to perform to configure and manage EEM policies on your network
and write and customize the EEM policies using Tool Command Language (Tcl) scripts to handle faults and
events.

* Prerequisites for Configuring and Managing Embedded Event Manager Policies, on page 52
« Information About Configuring and Managing Embedded Event Manager Policies, on page 52
» How to Configure and Manage Embedded Event Manager Policies, on page 61
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Prerequisites for Configuring and Managing Embedded Event
Manager Policies

You must be in a user group associated with atask group that includes the proper task IDs. The command
reference guides include the task 1Ds required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.

Information About Configuring and Managing Embedded Event
Manager Policies

Event Management

Embedded Event Manager (EEM) in the Cisco |OS XR Software system essentially involves system event
management. An event can be any significant occurrence (not limited to errors) that has happened within the
system. The Cisco |0S XR Software EEM detects those events and implements appropriate responses.

The EEM enables a system administrator to specify appropriate action based on the current state of the system.
For example, a system administrator can use EEM to request notification by e-mail when a hardware device
needs replacement.

The EEM interacts with routines, “ event detectors,” that actively monitor the system for events. The EEM
relies on an event detector that it has provided to syslog to detect that a certain system event has occurred. It
uses a pattern match with the syslog messages and also relies on atimer event detector to detect that acertain
time and date has occurred.

When the EEM has detected an event, it can initiate actionsin response. These actions are contained in routines
called policy handlers. Policies are defined by Tcl scripts (EEM scripts) written by the user through a Tcl
API. While the data for event detection is collected, no action occurs unless a policy for responding to that
event has been registered. At registration, a policy informs the EEM that it islooking for a particular event.
When the EEM detects the event, it enables the palicy.

The EEM monitors the reliability rates achieved by each process in the system. These metrics can be used
during testing to determine which components do not meet their reliability or availability goals so that corrective
action can be taken.

System Event Processing

When the EEM receives an event notification, it takes these actions:

« Checksfor established policy handlersand if apolicy handler exists, the EEM initiates callback routines
(EEM handlers) or runs Tool Command Language (Tcl) scripts (EEM scripts) that implement policies.
The policies can include built-in EEM actions.

« Notifies the processes that have subscribed for event notification.
* Records reliability metric data for each processin the system.

* Provides access to EEM-maintai ned system information through an application program interface (API).
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Embedded Event Manager Scripts

When the EEM has detected an event, it can initiate corrective actions prescribed in routines called policies.
Policies must be registered before any action can be applied to collected events. No action occurs unless a
policy isregistered. A registered policy informsthe EEM about a particular event to detect and the corrective
actiontotakeif that event isdetected. When such an event is detected, the EEM runsthe policy. Tool Command
Language (Tcl) is used as the scripting language to define policies and all Embedded Event Manager scripts
arewrittenin Tcl. EEM scripts are identified to the EEM using the event manager policy configuration
command. An EEM script remains available to be scheduled by the EEM until the no event manager policy
command is entered.

In addition the onboard Tcl scripts that come with the |OS XR operating system, users may write their own
TCL-based palicies. Cisco provides enhancementsto the Tcl languagein theform of Tcl command extensions
that facilitate the writing of EEM policies. For more information about EEM Tcl command extensions, see
Embedded Event Manager Policy Tcl Command Extension Categories, on page 53

Writing an EEM script includes the following steps:

* Selecting the event Tcl command extension that establishes the criteria used to determine when the policy
isrun.

« Defining the event detector options associated with detecting the event.

« Choosing the actions to implement recovery or respond to the detected event.

Embedded Event Manager Policy Tcl Command Extension Categories
Thistable lists the different categories of EEM policy Tcl command extensions.

Table 14: Embedded Event Manager Tcl Command Extension Categories

Category Definition

EEM event Tcl command These Tcl command extensions are represented by the
extensions(three types. event event_register_xxx family of event-specific commands. Thereisa
information, event registration, and | separate event information Tcl command extension in this category as
event publish) well: event_reqginfo. Thisisthe command used in policiesto query the

EEM for information about an event. There is also an EEM event
publish Tcl command extension event_publish that publishes an
application-specific event.

EEM action Tcl command These Tcl command extensions (for example, action_syslog) are used
extensions by policies to respond to or recover from an event or fault. In addition
to these extensions, devel opers can use the Tcl language to implement
any action desired.

EEM utility Tcl command These Tcl command extensions are used to retrieve, save, set, or modify
extensions application information, counters, or timers.

EEM system information Tcl These Tcl command extensionsare represented by the sys reginfo_xxx
command extensions family of system-specific information commands. These commands

are used by apolicy to gather system information.
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Category Definition
EEM context Tcl command These Tcl command extensions are used to store and retrieve a Tcl
extensions context (the visible variables and their values).

Cisco File Naming Convention for Embedded Event Manager

All EEM policy names, policy support files (for example, e-mail template files), and library filenames are
consistent with the Cisco file-naming convention. In thisregard, EEM policy filenames adhere to thefollowing
specifications:

» An optiona prefix—Mandatory.—indicating, if present, that thisis a system policy that should be
registered automatically at boot time if it is not already registered; for example, Mandatory.sl_text.tcl.

« A filename body part containing atwo-character abbreviation (seetable below) for thefirst event specified;
an underscore part; and a descriptive field part that further identifies the policy.

« A filename suffix part defined as .tcl.

EEM e-mail template files consist of afilename prefix of email_template, followed by an abbreviation that
identifies the usage of the e-mail template.

EEM library filenames consist of afilename body part containing the descriptive field that identifiesthe usage
of the library, followed by _lib, and a filename suffix part defined as .tcl.

Table 15: Two-Character Abbreviation Specification

Two-Character Abbreviation | Specification

ap event_register_appl

ct event_register_counter
st event_register_stat

no event_register_none

oi event_register_oir

pr event_register_process

q event_register_syslog

tm event_register_timer

ts event_register_timer_subscriber
wd event_register_ wdsysmon

Embedded Event Manager Built-in Actions

EEM built-in actions can be requested from EEM handlers when the handlers run.
This table describes each EEM handler request or action.
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Table 16: Embedded Event Manager Built-In Actions

Embedded Event Manager Built-In
Action

Description

Log amessage to syslog

Sends amessage to the syslog. Argumentsto thisaction are priority
and the message to be logged.

Execute a CL| command

Writes the command to the specified channel handler to execute
the command by using the cli_exec command extension.

Generate a syslog message

L ogs a message by using the action_syslog Tcl command
extension.

Manually run an EEM policy

Runsan EEM policy within apolicy whilethe event manager run
command is running a policy in mode.

Publish an application-specific event

Publishes an applicati on-specific event by using the event_publish
appl Tcl command extension.

Reload the Cisco |OS software

Causes arouter to be reloaded by using the EEM action_reload
command.

Request system information

Represents the sys_reginfo_xxx family of system-specific
information commands by a policy to gather system information.

Send a short e-mail

Sendsthe e-mail out using Simple Mail Transfer Protocol (SMTP).

Set or modify a counter

Modifies a counter value.

EEM handlers require the ability to run CLI commands. A command is available to the Tcl shell to allow
execution of CLI commands from within Tcl scripts.

Application-specific Embedded Event Management

Any Cisco |0S XR Software application can define and publish application-defined events. Application-defined
events are identified by a name that includes both the component name and event name, to allow application
developersto assign their own event identifiers. Application-defined events can be raised by a Cisco IOS XR
Software component even when there are no subscribers. In this case, the EEM dismisses the event, which
allows subscribers to receive application-defined events as needed.

An EEM script that subscribes to receive system eventsis processed in the following order:

1. ThisCLI configuration command is entered: event manager policy scriptfilename username username.

2. The EEM scansthe EEM script looking for an eem event event_type keyword and subscribes the EEM
script to be scheduled for the specified event.

3. The Event Detector detects an event and contacts the EEM.

4. The EEM schedules event processing, causing the EEM script to be run.

5. The EEM script routine returns.
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Event Detection and Recovery

EEM isaflexible, policy-driven framework that supports in-box monitoring of different components of the
system with the help of software agents known as event detectors. Event detectors are separate programs that
provide an interface between other Cisco |OS XR Software components and the EEM . Event detectors (event
publishers) screen events and publish them when there is a match on an event specification that is provided
by event subscribers (policies). Event detectors notify the EEM server when an event of interest occurs.

An EEM event is defined as a notification that something significant has happened within the system. Two
categories of events exist:

* System EEM events

* Application-defined events
System EEM events are built into the EEM and are grouped based on the fault detector that raisesthem. They
areidentified by a symbolic identifier defined within the API.

Some EEM system events are monitored by the EEM whether or not an application has requested monitoring.
These are called built-in EEM events. Other EEM events are monitored only if an application has requested
EEM event monitoring. EEM event monitoring is requested through an EEM application APl or the EEM
scripting interface.

Some event detectors can be distributed to other hardware cards within the same secure domain router (SDR)
or within the administration plane to provide support for distributed components running on those cards.

These event detectors are supported:

System Manager Event Detector
The System Manager Event Detector has four roles:

* Records process reliability metric data.
* Screens for processes that have EEM event monitoring requests outstanding.
* Publishes events for those processes that match the screening criteria.

 Asksthe System Manager to perform its default action for those events that do not match the screening
criteria.

The System Manager Event Detector interfaces with the System Manager to receive process startup and
termination notifications. Theinterfacing is made through a private APl available to the System Manager. To
minimize overhead, a portion of the API resides within the System Manager process space. When a process
terminates, the System Manager invokes a helper process (if specified in the process.startup file) before calling
the Event Detector API.

Processes can be identified by component 1D, System Manager assigned job ID, or load module pathname
plus processinstance ID. Processinstance ID is an integer assigned to a processto differentiate it from other
processes with the same pathname. The first instance of a processis assigned an instance ID value of 1, the
second 2, and so on.
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The System Manager Event Detector handles EEM event monitoring reguests for the EEM events shown in
thistable.

Table 17: System Manager Event Detector Event Monitoring Requests

Embedded Event Manager Event Description

Normal process termination EEM event—nbuilt in | Occurs when a process matching the screening criteria
terminates.

Abnormal process termination EEM event—built | Occurs when a process matching the screening criteria

in terminates abnormally.
Process startup EEM event—built in Occurs when a process matching the screening criteria
starts.

When System Manager Event Detector abnormal process termination events occur, the default action restarts
the process according to the built-in rules of the System Manager.

The relationship between the EEM and System Manager is strictly through the private API provided by the
EEM to the System Manager for the purpose of receiving process start and termination notifications. When
the System Manager callsthe API, reliability metric datais collected and screening is performed for an EEM
event match. If amatch occurs, amessage is sent to the System Manager Event Detector. In the case of
abnormal process terminations, areturn is made indicating that the EEM handles process restart. If a match
does not occur, areturn is made indicating that the System Manager should apply the default action.

Timer Services Event Detector

The Timer Services Event Detector implementstime-related EEM events. These events are identified through
user-defined identifiers so that multiple processes can await notification for the same EEM event.

The Timer Services Event Detector handles EEM event monitoring requests for the Date/Time Passed EEM

event. This event occurs when the current date or time passes the specified date or time requested by an
application.

Syslog Event Detector

The sydog Event Detector implements syslog message screening for syslog EEM events. Thisroutineinterfaces
with the syslog daemon through a private API. To minimize overhead, a portion of the API resides within the
syslog daemon process.

Screening is provided for the message severity code or the message text fields.
The Sydog Event Detector handles EEM event monitoring requests for the events are shown in thistable.

Table 18: Syslog Event Detector Event Monitoring Requests

Embedded Event Manager Event | Description

Syslog message EEM event Occursfor ajust-logged message. It occurs when there is a match for
either the syslog message severity code or the syslog message text

pattern. Both can be specified when an application requests a syslog
message EEM event.
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Embedded Event Manager Event | Description

Process event manager EEM Occurswhen the event-processed count for a specified processiseither
event—nbuilt in greater than or equal to a specified maximum or is less than or equal
to a specified minimum.

None Event Detector

The None Event Detector publishes an event when the Cisco 10S XR Software event manager run CLI
command executes an EEM policy. EEM schedules and runs policies on the basis of an event specification
that is contained within the policy itself. An EEM policy must be identified and registered to be permitted to
run manually before the event manager run command will execute.

Event manager none detector provides user the ability to run atcl script using the CLI. The script isregistered
first before running. Cisco 10S XR Software version provides similar syntax with Cisco IOS EEM (refer to
the applicable EEM Documentation for details), so scriptswritten using Cisco IOSEEM isrunon Cisco IOSXR
Software with minimum change.

Watchdog System Monitor Event Detector

Watchdog System Monitor (IOSXRWDSysMon) Event Detector for Cisco 10S XR Software

The Cisco |0S XR Software Watchdog System Monitor Event Detector publishes an event when one of the
following occurs:

» CPU tilization for a Cisco |OS XR Software process crosses a threshold.

* Memory utilization for a Cisco |OS XR Software process crosses a threshold.

Note

Cisco 10S XR Software processes are used to distinguish them from Cisco 10S XR Software Modularity
processes.

Two events may be monitored at the same time, and the event publishing criteria can be specified to require
one event or both events to cross their specified thresholds.

The Cisco |0S XR Software Watchdog System Monitor Event Detector handles the events as shown in this
table.

Table 19: Watchdog System Monitor Event Detector Requests

Embedded Event Manager Event Description
Process percent CPU EEM Occurs when the CPU time for a specified processis either greater
event—nbuilt in than or equal to a specified maximum percentage of available CPU

time or isless than or equal to a specified minimum percentage of
available CPU time.

Total percent CPU EEM event—built | Occurs when the CPU time for a specified processor complex is
in either greater than or equal to a specified maximum percentage of
available CPU time or isless than or equal to a specified minimum
percentage of available CPU time.
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Embedded Event Manager Event Description

Process percent memory EEM Occurs when the memory used for a specified process has either
event—built in increased or decreased by a specified value.

Total percent available Memory EEM | Occurswhen the avail able memory for a specified processor complex
event—nbuiltin has either increased or decreased by a specified value.

Total percent used memory EEM Occurs when the used memory for a specified processor complex
event—built in has either increased or decreased by a specified value.

Watchdog System Monitor (WDSysMon) Event Detector for Cisco 10S XR Software Modularity
The Cisco 10S XR Software Software Modularity Watchdog System Monitor Event Detector detects infinite

loops, deadlocks, and memory leaksin Cisco |OS XR Software Modularity processes.
Distributed Event Detectors

Cisco 10S XR Software components that interface to EEM event detectors and that have substantially
independent implementations running on a distributed hardware card should have a distributed EEM event
detector. Thedistributed event detector permits scheduling of EEM eventsfor local processeswithout requiring
that the local hardware card to the EEM communication channel be active.

These event detectors run on a Cisco 10S XR Software line card:
* System Manager Fault Detector
» Wdsysmon Fault Detector
» Counter Event Detector
* OIR Event Detector
* Statistic Event Detector

Embedded Event Manager Event Scheduling and Notification

When an EEM handler is scheduled, it runs under the context of the process that creates the event request (or
for EEM scripts under the Tcl shell process context). For events that occur for a process running an EEM
handler, event scheduling is blocked until the handler exits. The defined default action (if any) is performed
instead.

The EEM Server maintains queues containing event scheduling and notification items across client process
restarts, if requested.

Reliability Statistics

Reliability metric datafor the system ismaintained by the EEM. Thedatais periodically written to checkpoint.
Reliability metric datais kept for each hardware card and for each process handled by the System Manager.

Hardware Card Reliability Metric Data
Hardware card reliability metric datais recorded in atable indexed by disk ID.
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Data maintained by the hardware card is as follows:

* Most recent start time

* Most recent normal end time (controlled switchover)

» Most recent abnormal end time (asynchronous switchover)
* Most recent abnormal type

» Cumulative available time

» Cumulative unavailable time

* Number of times hardware card started

* Number of times hardware card shut down normally

» Number of times hardware card shut down abnormally

Process Reliability Metric Data

Reliability metric datais kept for each process handled by the System Manager. This data includes standby
processes running on either the primary or backup hardware card. Datais recorded in atable indexed by
hardware card disk ID plus process pathname plus process instance for those processes that have multiple
instances.

Process terminations include the following cases:

» Normal termination—~Process exits with an exit value equal to 0.
« Abnormal termination by process—Process exits with an exit value not equal to 0.
» Abnormal termination by Linux—Linux operating system terminates the process.

» Abnormal termination by kill process API—API kill process terminates the process.

Datato be maintained by processis as follows:

» Most recent process start time

» Most recent normal process end time

* Most recent abnormal process end time

* Most recent abnormal process end type

* Previous ten process end times and types

» Cumulative process available time

« Cumulative process unavailable time

» Cumulative process run time (the time when the process is actually running on the CPU)
* Number of times started

« Number of times ended normally

* Number of times ended abnormally
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« Number of abnormal failures within the past 60 minutes
» Number of abnormal failures within the past 24 hours

« Number of abnormal failures within the past 30 days

How to Configure and Manage Embedded Event Manager
Policies

Configuring Environmental Variables

EEM environmental variablesare Tcl global variablesthat are defined external to the policy before the policy
isrun. The EEM policy engine receives notifications when faults and other events occur. EEM policies
implement recovery, based on the current state of the system and actions specified in the policy for agiven
event. Recovery actions are triggered when the policy isrun.

By convention, the names of all environment variables defined by Cisco begin with an underscore character
to set them apart; for example, _show_cmd.

You can configure the environment variable and values by using the event manager environmentvar-name
var-value command.

Use the show event manager environment command to display the name and value of all EEM environment
variables before and after they have been set using the event manager environment command.

Configuration Example

This example shows how to define a set of EEM environment variables.

RP/ 0/ RPO/ CPUO: Rout er # confi gure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager environnent _cron_entry 0-59/2 0-23/1 * * 0-7
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager environnent _enunil_from beta@i sco.com

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager environnent _enumil_to beta@isco.com

RP/ 0/ RPO/ CPUO: Rout er (confi g)# conm t

RP/ 0/ RPO/ CPUO: Rout er (confi g)# end

RP/ 0/ RPO/ CPUO: Rout er # show event nmanager environment

No. Nane Val ue

1 _email _to bet a@i sco. com

2 _cron_entry 0-59/2 0-23/1 * * 0-7
3 _emai |l _from bet a@i sco. com

RP/ 0/ RPO/ CPUO: Rout er #

Registering Embedded Event Manager Policies

You should register an EEM policy to run a policy when an event is triggered. Registering an EEM policy is
performed with the event manager policy command. An EEM script isavailableto be scheduled by the EEM
until the no form of this command is entered. Prior to registering a policy, display EEM policies that are
available to be registered with the show event manager policy available command.
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. How to Write Embedded Event Manager Policies Using Tcl

The EEM schedules and runs policies on the basis of an event specification that is contained within the policy
itself. When the event manager policy command is invoked, the EEM examines the policy and registers it
to be run when the specified event occurs.

You need to specify the following while registering the EEM policy.

* user name—Specifies the username that runs the script

* persist-time—Defines the number of seconds the username authentication isvalid. This keyword is
optional. The default persist-time is 3600 seconds (1 hour).

« system or user—Specifiesthe policy asasystem defined or user defined policy. Thiskeyword isoptional.

Note

AAA authorization (such as the aaa authorization eventmanager command) must be configured before
EEM policies can be registered. See the Configuring AAA Services module of Configuring AAA Serviceson
Cisco 10S XR Software for more information about AAA authorization configuration.

Once policies have been registered, their registration can be verified through the show event manager policy
registered command.

Configuration Example

This example shows how to register a user defined EEM policy.

RP/ 0/ RPO/ CPUO: Rout er# show event nanager policy avail able

RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager policy cron.tcl usernane tomtype user
RP/ 0/ RPO/ CPUO: Rout er# show event manager policy registered

How to Write Embedded Event Manager Policies Using Tcl

This section providesinformation on how to write and customize Embedded Event Manager (EEM) policies
using Tool Command Language (Tcl) scripts to handle Cisco |0S XR Software faults and events.

This section contains these tasks:

Registering and Defining an EEM Tcl Script

N

Perform this task to configure environment variables and register an EEM policy. EEM schedules and runs
policies on the basis of an event specification that is contained within the policy itself. When an EEM policy
is registered, the software examines the policy and registers it to be run when the specified event occurs.

Note

A policy must be available that is written in the Tcl scripting language. Sample policies are stored in the
system policy directory.

Configuration Example

This example shows how to register and define an EEM policy.

RP/ 0/ RPO/ CPW0: Rout er # show event nanager environnent all
RP/ 0/ RPO/ CPUW0: Rout er # confi gure
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Suspending EEM Policy Execution .

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager environnent _cron_entry 0-59/2 0-23/1 * * 0-7
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager policy tmcli_cnd.tcl usernanme user_a type
system

RP/ 0/ RPO/ CPUW0: Rout er (confi g)# commi t

RP/ 0/ RPO/ CPUW0: Rout er # show event nanager policy registered system

Note

To unregister an EEM policy, use the no event manager policy command. This command removes an EEM
policy from the running configuration file.

Suspending EEM Policy Execution

Suspending policies, instead of unregistering them, might be necessary for reasons of temporary performance
or security. If required, you can immediately suspend the execution of all EEM policies by using the event
manager scheduler suspend command.

Configuration Example

This example shows how to suspend the execution of all EEM policies.

RP/ 0/ RPO/ CPUO: Rout er # show event nmanager policy registered system
RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager schedul er suspend

RP/ 0/ RPO/ CPUO: Rout er (confi g)# conmi t

Specifying a Directory for Storing EEM Policies

A directory is essential to store the user-defined policy files or user library files. If you do not plan to write
EEM policies, you do not have to create the directory. The EEM searches the user policy directory when you
enter the event manager policy policy-name user command. To create auser policy directory beforeidentifying
it to the EEM, use the mkdir command. After creating the user policy directory, use the copy command to
copy the policy filesinto the user policy directory. You can use the show event manager directory user [
library | policy ] command to display the directory to use for EEM user library files or user-defined policy
files.

Configuration Example

This example shows how to specify adirectory to use for storing user-library files.

RP/ 0/ RPO/ CPUO: Rout er# show event nmanager directory user library

RP/ 0/ RPO/ CPUO: Rout er # configure

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager directory user library diskO:/usr/lib/tcl
RP/ 0/ RPO/ CPUO: Rout er (confi g)# conmi t

Programming EEM Policies with Tcl

Perform thistask to help you program apolicy using Tcl command extensions. We recommend that you copy
an existing policy and modify it. There are two required parts that must exist in an EEM Tcl policy: the
event_register Tcl command extension and the body. For detailed information about the Tcl policy structure
and requirements, see EEM Policies Using TCL: Details, on page 74
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. Programming EEM Policies with Tel

SUMMARY STEPS
1.  show event manager policy available [system | user]
2. Cut and paste the contents of the sample policy displayed on the screen to atext editor.
3. Definetherequired event_register Tcl command extension.
4. Add the appropriate namespace under the ::cisco hierarchy.
5.  Program the must defines section to check for each environment variable that is used in this policy.
6.  Program the body of the script.
7.  Check the entry status to determineif a policy has previously run for this event.
8.  Check the exit status to determine whether or not to apply the default action for this event, if a default
action exists.
9.  Set Cisco Error Number (_cerrno) Tcl global variables.
10. Savethe Tcl script with anew filename, and copy the Tcl script to the router.
11. configure
12. event manager directory user {library path | policy path}
13. event manager policy policy-name user name username [per sist-time[seconds| infinite] | type[system
| user]]
14. Usethe commit or end command.
15. Causethe policy to execute, and observe the policy.
16. Use debugging techniquesif the policy does not execute correctly.
DETAILED STEPS
Command or Action Purpose
Step 1 show event manager policy available [system |user] | Displays EEM policiesthat are available to be registered.
Example:

avai |l abl e

RP/ 0/ RPO/ CPUO: Rout er# show event nanager policy

Step 2 Cut and paste the contents of the sample policy displayed | —

on the screen to atext editor.

Step 3 Definetherequired event_register Tcl command extension. | Choose the appropriate event_register Tcl command

extension for the event that you want to detect, and add it
to the policy. The following are valid Event Registration
Tcl Command Extensions:

* event_register_appl

* event_register_counter
 event_register_stat

« event_register_wdsysmon
* event_register_oir
 event_register_process

* event_register_syslog
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Command or Action

Purpose

 event_register_timer
« event_register_timer_subscriber
* event_register_hardware

* event_register_none

Step 4

Add the appropriate namespace under the ::cisco hierarchy.

Policy developers can use the new namespace ::ciscoin
Tcl policiesto group all the extensions used by Cisco |0S
XR EEM. There are two namespaces under the ::cisco
hierarchy. Thefollowing are the namespaces and the EEM
Tcl command extensi on categoriesthat belongs under each
namespace:

* ::CisCO:eem
* EEM event registration
* EEM event information
* EEM event publish
* EEM action
* EEM utility
« EEM context library
* EEM system information
* CLI library

« ::cisco::lib
* SMTPlibrary

Note Ensure that the appropriate namespaces
are imported, or use the qualified
command nameswhen using the preceding
commands.

Step 5

Program the must defines section to check for each
environment variable that is used in this policy.

Thisis an optional step. Must definesis a section of the
policy that tests whether any EEM environment variables
that are required by the policy are defined before the
recovery actions aretaken. The must defines sectionisnot
required if the policy does not use any EEM environment
variables. EEM environment variables for EEM scripts
are Tcl global variablesthat are defined external to the
policy before the policy is run. To define an EEM
environment variable, use the EEM configuration
command event manager environment . By convention,
all Cisco EEM environment variables begin with"_" (an
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Command or Action

Purpose

underscore). To avoid future conflict, customers are urged
not to define new variables that start with"_".

Note You can display the Embedded Event Manager
environment variables set on your system by
using the show event manager environment
command.

For example, EEM environment variables defined by the
sample policiesinclude e-mail variables. The sample
policiesthat send e-mail must have thefollowing variables
set in order to function properly. The following are the
e-mail-specific environment variables used in the sample
EEM palicies.

e _email_server—A Simple Mail Transfer Protocol
(SMTP) mail server used to send e-mail (for example,
mailserver.example.com)

e _email_to—The addressto which e-mail is sent (for
example, engineering@example.com)

e _email_from—The address from which e-mail is
sent (for example, devtest@example.com)

¢ _email_cc—The address to which the e-mail must
be copied (for example, manager @example.com)

Step 6 Program the body of the script.

In this section of the script, you can define any of the
following:

» The event_reqinfo event information Tcl command
extension that is used to query the EEM for
information about the detected event.

* The action Tcl command extensions, such as
action_sydog, that are used to specify actions specific
to EEM.

 The system information Tcl command extensions,
such as sys reginfo_routername, that are used to
obtain general system information.

» Thecontext_saveand context_retrieve Tcl command
extensions that are used to save Tcl variables for use
by other policies.

» Useof the SMTPlibrary (to send e-mail notifications)
or the CL1 library (to run CLI commands) from a

policy.

Step 7 Check the entry status to determineif apolicy has
previously run for this event.

If the prior policy is successful, the current policy may or
may not require execution. Entry status designations may
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Command or Action

Purpose

use one of three possible values: 0 (previous policy was
successful), Not=0 (previous policy failed), and Undefined
(no previous policy was executed).

Step 8

Check the exit statusto determine whether or not to apply
the default action for this event, if a default action exists.

A value of zero means that the default action should not
be performed. A value of nonzero means that the default
action should be performed. The exit statusis passed to
subsequent policies that are run for the same event.

Step 9

Set Cisco Error Number (_cerrno) Tcl global variables.

Some EEM Tcl command extensions set a Cisco Error
Number Tcl global variable _cerrno. Whenever _cerrno
is set, four other Tcl global variables are derived from
_cerrno and are set along with it (_cerr_sub_num,
_cerr_sub_err,,and _cerr_str).

Step 10

Save the Tcl script with anew filename, and copy the Tcl
script to the router.

Embedded Event Manager policy filenames adhere to the
following specification:

» An optiona prefix—Mandatory.—indicating, if
present, that thisis a system policy that should be
registered automatically at boot timeif it is not
already registered. For example:
Mandatory.sl_text.tcl.

« A filename body part containing a two-character
abbreviation (see Table 15: Two-Character
Abbreviation Specification, on page 54) for the first
event specified, an underscore character part, and a
descriptive field part further identifying the policy.

« A filename suffix part defined as .tcl.
For more details, see theCisco File Naming Convention
for Embedded Event Manager, on page 54.

Copy thefileto the flash file system on the
router—typically diskO:.

Step 11

configure

Enters global configuration mode.

Step 12

event manager directory user {library path | policy
path}

Example:

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event nmnager
directory user library diskO:/user_library

Specifiesadirectory to use for storing user library filesor
user-defined EEM poalicies.

Step 13

event manager policy policy-name user name username
[persist-time [seconds | infinite] | type [system | user]]

Example:

Registers the EEM policy to be run when the specified
event defined within the policy occurs.
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. Creating an EEM User Tcl Library Index

Command or Action Purpose
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event nmanager policy
test.tcl username user_a type user
Step 14 Usethe commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the
configuration session.
» No —Exits the configuration session without
committing the configuration changes.
» Cancel —Remainsin the configuration session,
without committing the configuration changes.
Step 15 Cause the policy to execute, and observe the policy. —
Step 16 Use debugging techniques if the policy does not execute | —
correctly.

Creating an EEM User Tcl Library Index

SUMMARY STEPS

Perform this task to create an index file that contains a directory of all the procedures contained in alibrary
of Tcl files. Thistask allowsyou to test library support in EEM Tcl. In thistask, alibrary directory is created
to contain the Tcl library files, the files are copied into the directory, and an index tclindex) is created that
contains adirectory of all the proceduresin the library files. If the index is not created, the Tcl procedures
are not found when an EEM policy that references a Tcl procedureis run.

Onyour workstation (UNIX, Linux, PC, or Mac) create alibrary directory and copy the Tcl library files
into the directory.

tclsh
auto_mkindex directory_name * .tcl

Copy the Tcl library files from step 1 and the tclindex file from step 3 to the directory used for storing
user library files on the target router.

Copy auser-defined EEM policy file written in Tcl to the directory used for storing user-defined EEM
policies on the target router.

configure

event manager directory user library path

event manager directory user policy path

event manager policy policy-name user name username [per sist-time[seconds|infinite] | type[system
| user]]

event manager run policy [argument]

Usethe commit or end command.
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DETAILED STEPS
Command or Action Purpose
Step 1 On your workstation (UNIX, Linux, PC, or Mac) create a| The following example files can be used to create a
library directory and copy the Tcl library filesintothe | tclindex on aworkstation running the Tcl shell:
directory. libLtcl
proc testl {} {
puts "In procedure test1l"
proc test2 {} {
puts "In procedure test2"
}
lib2.tcl
proc test3 {} {
puts "In procedure test3"
}
Step 2 tclsh Entersthe Tcl shell.
Example:
wor kst ation%tcl sh
Step 3 auto_mkindex directory_name * .tcl Use theauto_mkindex command to create the tcllndex

Example:

wor kst ati on% aut o_nki ndex eem library *.tcl

file. The tclindex file contains a directory of all the
procedures contained in the Tcl library files. We
recommend that you runauto_mkindex inside adirectory,
because there can be only asingle tclindex filein any
directory and you may have other Tcl filesto be grouped
together. Running auto_mkindex in adirectory determines
which Tcl sourcefile or files are indexed using a specific
tclindex.

Thefollowing sample Tcllndex is created when thelibl.tcl
and lib2.tcl filesarein alibrary file directory and the
auto_mkindex command is run:

tcllndex

# Tcl autoload index file, version 2.0

# This file is generated by the "auto_nki ndex"
conmmand

# and sourced to set up indexing information for
one or

# nmore commands.
t hat

# sets an elenent in the auto_index array, where
t he

# elenent nane is the name of a command and the
value is

# a script that |oads the conmand.

set auto_index(testl) [list source [file join $dir
libl.tcl]]

set auto_index(test2) [list source [file join $dir

Typical ly each line is a conmand
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Command or Action

Purpose

libl.tcl]]
set auto_index(test3) [list source [file join $dir
lib2.tcl]]

Step 4 Copy the Tcl library filesfrom step 1 and the tclindex file | —
from step 3 to the directory used for storing user library
files on the target router.
Step 5 Copy a user-defined EEM policy filewrittenin Tcl to the | The directory can be the same directory used in step 4.
?A;etc;rorgt l:zi?efror storing user-defined EEM policies on The following example user-defined EEM policy can be
9 ' used to test the Tcl library support in EEM:
libtest.tcl
::cisco::eem:event_register_none
namespace inport ::cisco::eem:*
namespace inport ::cisco::lib::*
gl obal auto_i ndex auto_path
puts [array names auto_index]
if { [catch {test1l} result]} {
puts "calling testl failed result = $result
$aut o_pat h"
if { [catch {test2} result]} {
puts “"calling test2 failed result = $result
$aut o_pat h"
}
if { [catch {test3} result]} {
puts “"calling test3 failed result = $result
$aut o_pat h"
}
Step 6 configure Enters global configuration mode.
Example:
RP/ 0/ RPO/ CPWO: r out er # configure
Step 7 event manager directory user library path Specifies the EEM user library directory; thisisthe
directory to which thefilesin step 4 were copied.
Example:
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event nmnager
directory user library diskO:/eemlibrary
Step 8 event manager directory user policy path Specifies the EEM user policy directory; thisisthe
directory to which thefile in step 5 was copied.
Example:
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager
directory user policy diskO:/eempolicies
Step 9 event manager policy policy-name user name username | Registers a user-defined EEM policy.

[persist-time [seconds | infinite] | type [system | user]]

Example:
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Command or Action Purpose

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event nmanager policy
libtest.tcl usernane user_a

Step 10 event manager run policy [argument] Manually runs an EEM policy.

Example:

RP/ 0/ RPO/ CPW0: Rout er (confi g)# event nanager run
libtest.tcl

Step 11 Usethe commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remainsin the configuration session,
without committing the configuration changes.

Creating an EEM User Tcl Package Index

)

Perform thistask to create a Tcl packageindex filethat containsadirectory of al the Tcl packagesand version
information contained in alibrary of Tcl package files. Tcl packages are supported using the Tcl package

keyword.

Tcl packages are located in either the EEM system library directory or the EEM user library directory. When
apackagerequire Tcl command is executed, the user library directory is searched first for a pkglndex.tcl
file. If the pkglndex.tcl fileis not found in the user directory, the system library directory is searched.

In thistask, a Tcl package directory—the pkglndex.tcl file—is created in the appropriate library directory
using the pkg_mkIndex command to contain information about all the Tcl packages contained in the directory
along with version information. If the index is not created, the Tcl packages are not found when an EEM
policy that contains a package require Tcl command is run.

Using the Tcl package support in EEM, users can gain access to packages such as XML_RPC for Tcl. When
the Tcl package index is created, a Tcl script can easily make an XML-RPC call to an external entity.

Note

SUMMARY STEPS

Packages implemented in C programming code are not supported in EEM.

1.  Onyour workstation (UNIX, Linux, PC, or Mac) create alibrary directory and copy the Tcl package
filesinto the directory.

2. tclsh
3. pkg_mkindex directory name*.tcl
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4. CopytheTcl packagefilesfrom step 1 and the pkglndex filefrom step 3 to the directory used for storing
user library files on the target router.
5. Copy auser-defined EEM policy file written in Tcl to the directory used for storing user-defined EEM
policies on the target router.
6. configure
7.  event manager directory user library path
8. event manager directory user policy path
9. event manager policy policy-name user nameusername [per sist-time[seconds| infinite] | type[system
| user]]
10. event manager run policy [argument]
11. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 On your workstation (UNIX, Linux, PC, or Mac) createa|—
library directory and copy the Tcl package files into the
directory.
Step 2 tclsh Entersthe Tcl shell.
Example:

wor kst ation%tcl sh

Step 3 pkg_mkindex directory_name*.tcl

Example:

wor kst ati on% pkg_nki ndex eemlibrary *.tc

Use the pkg_mkindex command to create the pkglndex
file. The pkglndex file contains adirectory of al the
packages contained inthe Tcl library files. We recommend
that you run the pkg_mkindex command inside a
directory, because there can be only asingle pkglndex file
in any directory and you may have other Tcl filesto be
grouped together. Running the pkg_mkindex command
in adirectory determines which Tcl packagefile or files
are indexed using a specific pkglndex.

The following example pkglndex is created when some
Tcl packagefilesarein alibrary file directory and the
pkg_mkindex command is run:

pkgl ndex

# Tcl package index file, version 1.1

# This file is generated by the "pkg_nkl ndex"
conmmand

# and sourced either when an application starts
up or

# by a "package unknown" script. It invokes the

# "package ifneeded" conmmand to set up
package-rel at ed

# informati on so that packages will be | oaded
automatically

# in response to "package require" comrands. Wen
this

# script is sourced, the variable $dir nust
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Command or Action

Purpose

contain the

# full path nane of this file's directory
package ifneeded xmrpc 0.3 [list source [file
join $dir xmrpc.tcl]]

Step 4 Copy the Tcl package files from step 1 and the pkgindex | —
filefrom step 3 to the directory used for storing user library
files on the target router.
Step 5 Copy auser-defined EEM policy filewrittenin Tcl to the | The directory can be the same directory used in step 4.
?A;etc;rorgt l:zi?efror storing user-defined EEM policies on The following example user-defined EEM policy can be
9 ' used to test the Tcl library support in EEM:
packagetest.tcl
;1 cisco::eem:event_regi ster_none maxrun
1000000. 000
#
# test if xmrpc available
#
#
# Namespace inports
#
namespace inport ::cisco::eem:*
namespace inport ::cisco::lib::*
#
package require xmrpc
puts "Did you get an error?"
Step 6 configure Enters global configuration mode.
Example:
RP/ 0/ RPO/ CPWO: r out er # configure
Step 7 event manager directory user library path Specifies the EEM user library directory; thisisthe
directory to which thefilesin step 4 were copied.
Example:
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event nanager
directory user library diskO:/eemlibrary
Step 8 event manager directory user policy path Specifies the EEM user policy directory; thisisthe
directory to which thefile in step 5 was copied.
Example:
RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager
directory user policy diskO:/eempolicies
Step 9 event manager policy policy-name username username | Registers a user-defined EEM policy.

[persist-time [seconds | infinite] | type [system | user]]

Example:

RP/ 0/ RPO/ CPUO: Rout er (confi g)# event manager policy
packagetest.tcl username user_a
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Command or Action Purpose
Step 10 event manager run policy [argument] Manually runs an EEM poalicy.
Example:
RP/ 0/ RPO/ CPU0: Rout er (confi g)# event manager run
packagetest.tcl
Step 11 Usethe commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

« Cancel —Remainsin the configuration session,
without committing the configuration changes.

EEM Policies Using TCL: Details

This section provides detailed conceptua information about programming EEM policiesusing TCL.

Tel Policy Structure and Requirements

All EEM policies share the same structure, shown in the below figure. There are two parts of an EEM policy
that are required: the event_register Tcl command extension and the body. The remaining parts of the policy
are optional: environmental must defines, namespace import, entry status, and exit status.

Figure 3: Tcl Policy Structure and Requirements

EEM Pclicy

Event Register Keyword

Environmental Must Defines

Namespace Import

Entry Status

Exit Status

*» Required in every policy

Body » Required in every policy

1335583

The start of every policy must describe and register the event to detect using an event_register Tcl command
extension. This part of the policy schedules the running of the policy. The following example Tcl code shows
how to register the event_register_timer Tcl command extension:

;:cisco::eem:event_register_timer cron nane crontiner2 cron_entry $_cron_entry maxrun 240

The following example Tcl code shows how to check for, and define, some environment variables:
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# Check if all the env variables that we need exist.
# I f any of them does not exist, print out an error nsg and quit.
if {I[info exists _email _server]} {
set result \
"Policy cannot be run: variable _enmil_server has not been set"
error $result $errorinfo

if {I[info exists _email _from} {
set result \
"Policy cannot be run: variable _enmil_fromhas not been set"
error $result $errorinfo

if {I[info exists _email _to]} {
set result \
"Policy cannot be run: variable _enmil_to has not been set"
error $result $errorinfo

)

The namespace import section is optional and defines code libraries. The following example Tcl code shows
how to configure a namespace import section:

namespace inport ::cisco::eem:*
namespace inport ::cisco::lib::*
The body of the policy is arequired structure and might contain the following:

 The event_reqinfo event information Tcl command extension that is used to query the EEM for
information about the detected event.

* The action Tcl command extensions, such as action_syslog, that are used to specify actions specific to
EEM.

* The system information Tcl command extensions, such as sys reqinfo_routername, that are used to
obtain general system information.

» Use of the SMTP library (to send e-mail notifications) or the CLI library (to run CLI commands) from
apolicy.

» The context_save and con text_retrieve Tcl command extensions that are used to save Tcl variables
for use by other policies.

EEM Entry Status

The entry status part of an EEM policy is used to determine if aprior policy has been run for the same event,
and to determine the exit status of the prior policy. If the _entry status variableis defined, a prior policy has
already run for this event. The value of the _entry status variable determines the return code of the prior
policy.

Entry status designations may use one of three possible values:

* O (previous policy was successful)
» Not=0 (previous policy failed),

* Undefined (no previous policy was executed).
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EEM Exit Status

When apolicy finishes running its code, an exit valueis set. The exit value is used by the EEM to determine
whether or not to apply the default action for this event, if any. A value of zero means that the default action
should not be performed. A value of nonzero means that the default action should be performed. The exit
status is passed to subsequent policies that are run for the same event.

EEM Policies and Cisco Error Number

Some EEM Tcl command extensions set a Cisco Error Number Tcl global variableknown as_cerrno. Whenever
the _cerrno variableis set, the other Tcl global variables are derived from _cerrno and are set along with it
(_cerr_sub_num, _cerr_sub_err, and _cerr_str).

The _cerrno variable set by a command can be represented as a 32-hit integer of the following form:

XYSSSSSSSSSSSSSEEEEEEEEPPPPPPPPP

This 32-hit integer is divided up into the variables shown in this table.

Table 20: _cerrno: 32-Bit Error Return Value Variables

Variable Description

XY Theerror class (indicatesthe severity of the error). Thisvariable correspondsto thefirst
two bitsin the 32-bit error return value; 10 in the preceding case, which indicates
CERR_CLASS WARNING:

See Table 21: Error Class Encodings, on page 77 for the four possible error class
encodings specific to this variable.

SSSSSSSSSSSSSS | The subsystem number that generated the most recent error(13 bits= 8192 values). This
isthe next 13 bits of the 32-bit sequence, and its integer value is contained in
$ cerr_sub_num.

EEEEEEEE The subsystem specific error number (8 bits = 256 values). This segment is the next 8
bits of the 32-bit sequence, and the string corresponding to thiserror number is contained
in$ cer_sub_err.

For example, the following error return value might be returned from an EEM Tcl command extension:

862439AE

This number isinterpreted as the following 32-bit value:

10000110001001000011100110101110

The variable, XY, references the possible error class encodings shown in thistable.

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x



| Configuring and Managing Embedded Event Manager Policies
EEM Policies Using TCL: Details .

Table 21: Error Class Encodings

Error Return Error Class

Value

00 CERR_CLASS SUCCESS
01 CERR_CLASS INFO

10 CERR_CLASS WARNING
11 CERR_CLASS FATAL

An error return value of zero means SUCCESS.
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IP Service

CHAPTER 7

Implementing IP Service Level Agreements

IP Service Level Agreements (IP SLAS) isaportfolio of technologies embedded in most devices that run
Cisco I0OS XR Software, which allows the user to perform network assessments, verify quality of service
(Q0S), ease the deployment of new services, and assist administrators with network troubleshooting and so
on.

This chapter provides information about this feature and the different steps involved in configuring it.

Table 22: Feature History Table for IP SLA

Release Modification

Release 6.3.1 Two-Way Active Measurement Protocol (TWAMP)
was introduced.

This chapter covers the following topics:

* |P Service Level Agreements Technology Overview, on page 79

* Prerequisites for Implementing IP Service Level Agreements, on page 81

* Restrictions for Implementing IP Service Level Agreements, on page 82

» Measuring Network Performance with IP Service Level Agreements, on page 82
* Operation Typesfor IP Service Level Agreements, on page 84

* |P SLA VRF Support, on page 85

* |P SLA—Proactive Threshold Monitoring, on page 85

» Two-Way Active Measurement Protocol (TWAMP), on page 87

* MPLS LSP Monitoring, on page 89

« L SP Path Discovery, on page 92

* How to Implement IP Service Level Agreements, on page 93

* Configuration Examples for Implementing IP Service Level Agreements, on page 158

Level Agreements Technology Overview

IP SLA usesactive traffic monitoring, which generatestraffic in acontinuous, reliable, and predictable manner
to measure network performance. IP SLA sends data across the network to measure performance between
multiple network locations or across multiple network paths. It simulates network data and | P services, and
collects network performance information in real time. The following information is collected :

* Response times
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* One-way latency, jitter (inter-packet delay variance)
* Packet loss

 Network resource availability

IPSLA performsactive monitoring by generating and analyzing traffic to measure performance, either between
therouter or from arouter to aremote I P device such as anetwork application server. Measurement statistics,
which are provided by the various IP SLA operations, are used for troubleshooting, problem analysis, and
designing network topologies.

This section covers the following topics:

Service Level Agreements

Internet commerce has grown significantly in the past few years as the technology has advanced to provide
faster, more reliable access to the Internet. Many companies need online access and conduct most of their
business on line and any loss of service can affect the profitability of the company. Internet service providers
(ISPs) and even internal IT departments now offer a defined level of service—a service level agreement—to
provide their customers with adegree of predictability.

Network administrators are required to support service level agreements that support application solutions.
Figure 4: Scope of Traditional Service Level Agreement Versus IP SLA, on page 80 shows how IP SLA has
taken the traditional concept of Layer 2 service level agreements and applied a broader scope to support
end-to-end performance measurement, including support of applications.

Note * Provided that the apllication and the IP-SLA processing rates support it, you can specify the flow rate
for IP-SLA flow entries to up to 1500.

* To enable high performance for IP-SLA operations, avoid reuse of same source and destination ports
for multiple IP SLA operations on the same device, especially when the scaleis huge

Figure 4: Scope of Traditional Service Level Agreement Versus IP SLA
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This table lists the improvements with IP SLA over atraditional service level agreement.

Table 23: IP SLA Improvements over a Traditional Service Level Agreement

Type of Improvement Description

End-to-end measurements | The ability to measure performance from one end of the network to the other
allows a broader reach and more accurate representation of the end-user
experience.
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Benefits of IP Service Level Agreements .

Type of Improvement

Description

Sophistication Statistics, such as delay, jitter, packet sequence, Layer 3 connectivity, and path
and download time, that are divided into bidirectional and round-trip numbers
provide more data than just the bandwidth of a Layer 2 link.

Accuracy Applicationsthat are sensitive to slight changesin network performance require

the precision of the submillisecond measurement of 1P SLA.

Ease of deployment

Leveraging the existing Cisco devicesin alarge network makes IP SLA easier
toimplement than the physical operationsthat are often required with traditional
service level agreements.

Application-aware

IP SLA can simulate and measure performance statistics generated by

monitoring applications running over Layer 3 through Layer 7. Traditional service level
agreements can measure only Layer 2 performance.
Pervasiveness IP SLA support exists in Cisco networking devices ranging from low-end to

high-end routers and switches. This wide range of deployment gives|P SLA
more flexibility over traditional service level agreements.

Benefits of IP Service Level Agreements

Thistable lists the benefits of implementing IP SLA.

Table 24: List of Benefits for IP SLA

Benefit

Description

IP SLA monitoring

Provides service level agreement monitoring, measurement, and
verification.

Network performance monitoring Measure the jitter, latency, or packet lossin the network. In addition,

IP SLA provides continuous, reliable, and predictable measurements
along with proactive notification.

IP service network health assessment | Verifies that the existing QoS is sufficient for the new 1P services.

Troubleshooting of network operation | Provides consistent, reliable measurement that immediately identifies

problems and saves troubleshooting time.

Prerequisites for Implementing IP Service Level Agreements

Knowledge of general networking protocols and your specific network design is assumed. Familiarity with
network management applicationsis helpful. We do not recommend scheduling all the operations at the same
time as this could negatively affect your performance.

You must be in a user group associated with atask group that includes the proper task I1Ds. The command
reference guides include the task 1Ds required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.
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Restrictions for Implementing IP Service Level Agreements

» The maximum number of IP SLA operations that is supported by Cisco |OS XR Software is 2048.

 The maximum number of IP SLA configurable operations that is supported by Cisco |OS XR Software
is 2000.

« We do not recommend scheduling all the operations at the same start time as this may affect the
performance. At the same start time, not more than 10 operations per second should be scheduled. We
recommend using thestart after configuration.

A

Note  Setting the frequency to lessthan 60 secondswill increase the number of packets
sent. But this could negatively impact the performance of P SLA operation when
scheduled operations have same start time.

« IPSLA isnot HA capable.
« Consider the following guidelines before configuring the frequency, timeout, and threshold commands.

* Control disabled mode gives a better IP-SLA scale when compared to Control Enabled mode.

Measuring Network Performance with IP Service Level
Agreements

IP SLA uses generated traffic to measure network performance between two networking devices, such as
routers. Figure 5: IP SLA Operations, on page 82 shows how IP SLA starts when the IP SLA device sends
agenerated packet to the destination device. After the destination device receivesthe packet and if the operation
usesan IP SLA component at the receiving end (for example, 1P SLA Responder), the reply packet includes
information about the delay at the target device. The source device uses thisinformation to improve the
accuracy of the measurements. An |P SLA operation isanetwork measurement to adestination in the network
from the source device using a specific protocol, such as User Datagram Protocol (UDP) for the operation.

Figure 5: IP SLA Operations
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IP SLA Responder and IP SLA Control Protocol .

To implement IP SLA network performance measurement, perform these tasks:

1. Enablethe P SLA Responder, if appropriate.
2. Configure the required IP SLA operation type.
Configure any options available for the specified IP SLA operation type.

3

4. Configure reaction conditions, if required.

5. Schedule the operation to run. Then, let the operation run for aperiod of time to gather statistics.
6

Display and interpret the results of the operation using Cisco |OS-XR Software CLI, XML, or an NMS
system with SNMP.

The following topics are covered in this section:

IP SLA Responder and IP SLA Control Protocol

The IP SLA Responder is a component embedded in the destination Cisco routing device that allows the
system to anticipate and respond to IP SLA request packets. The IP SLA Responder provides enhanced
accuracy for measurements. The patented |P SLA Control Protocol isused by the IP SLA Responder, providing
amechanism through which the responder is notified on which port it should listen and respond. Only a Cisco
|OS-XR software device or other Cisco platforms can be a source for adestination |P SLA Responder.

Figure 5: IP SLA Operations, on page 82 showswherethe IP SLA Responder fits relative to the IP network.
The IP SLA Responder listens on a specific port for control protocol messages sent by an IP SLA operation.
Upon receipt of the control message, the responder enables the UDP port specified in the control message for
the specified duration. During thistime, the responder accepts the requests and responds to them. The responder
disables the port after it respondsto the IP SLA packet or packets, or when the specified time expires. For
added security, MD5 authentication for control messages is available.

Note

ThelP SLA responder needs at | east one second to open asocket and program Local Packet Transport Services
(LPTS). Therefore, configure the IP SLA timeout to at least 2000 milli seconds.

The IP SLA Responder must be used with the UDP jitter operation. If services that are already provided by
thetarget router are chosen, the IP SLA Responder need not be enabled. For devicesthat are not Cisco devices,
the IP SLA Responder cannot be configured, and the IP SLA can send operational packets only to services
native to those devices.

Response Time Computation for IP SLA

Because of other high-priority processes, routers can take tens of milliseconds to process incoming packets.
Thedelay affectsthe response times, because the reply to test packets might be sitting in aqueue whilewaiting
to be processed. In this situation, the response times would not accurately represent true network delays. |P
SLA minimizes these processing delays on the source router and on the target router (if IP SLA Responder
is being used) to determine true round-trip times. Some |P SLA probe packets contain delay information that
are used in the final computation to make measurements more accurate.

When enabled, the IP SLA Responder allows the target device to take two time stamps, both when the packet
arrives on the interface and again just asit isleaving, and accounts for it when calculating the statistics. This
time stamping is made with a granularity of submilliseconds.
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Figure 6: IP SLA Responder Time Stamping, on page 84 shows how the responder works. T3 is the time the
reply packet is sent at the IP SLA Responder node, and T1 isthe time the request is sent at the source node.
Four time stamps are taken to make the calculation for round-trip time. At the target router, with the responder
functionality enabled, time stamp 2 (TS2) is subtracted from time stamp 3 (TS3) to produce the time spent
processing the test packet asrepresented by delta. Thisdeltavalueisthen subtracted from the overall round-trip
time. Notice that the same principleis applied by IP SLA on the source router on which the incoming time
stamp 4 (TS4) istaken in ahigh-priority path to allow for greater accuracy.

Figure 6: IP SLA Responder Time Stamping
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IP SLA Operation Scheduling

After an IP SLA operation is configured, you must schedule the operation to begin capturing statistics and
collecting error information. When scheduling an operation, the operation starts immediately or startsat a
certain month and day. In addition, an operation can be scheduled to be in pending state, which is used when
the operation isareaction (threshol d) operation waiting to be triggered. Normal scheduling of IP SLA operations
lets you schedule one operation at atime.

Operation Types for IP Service Level Agreements

IP SLA configures various types of operations to measure response times, jitter, throughput, and packet loss.
Also, each operation maps to multiple applications.

Thistable lists the various types of operations.

Table 25: Types of Operations for IP SLA

Operation Description

UDP echo Measures round-trip delay and helps in accurate measurement of response time of UDP
traffic.

UDPjitter Measures round-trip delay, one-way delay, one-way jitter, two-way jitter, and one-way
packet loss.

ICMP echo Measures round-trip delay for the full path.

ICMP path-echo | Cal cul ates the hop-by-hop response time between the router and any |P device on the
network. The path is discovered using the traceroute algorithm and then by measuring the
response time between the source router and each intermediate hop in the path. If there
are multiple equal -cost routes between source and destination devices, the |CM P path-echo
operation can select one of the paths by using the Loose Source Routing (L SR) option,
which is configurable.

ICMP path-jitter | Measures hop-by-hop jitter, packet loss, and delay measurement statisticsin an | P network.
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Operation Description

MPLSLSPping | Tests the connectivity of alabel switched paths (L SP) and measures round-trip delay of
the LSPinan MPLS network. Thefollowing Forwarding Equivalence Classes (FECs) are
supported:

* |Pv4 Label Distribution Protocol (LDP)
« Traffic engineering (TE) tunnels
* Pseudowire

An echo request is sent along the same data path as other packets belonging to the FEC.
When the echo request packet reaches the end of the path, it is sent to to the control plane
of the egress label switching router (LSR). The LSR verifiesthat it isindeed an egressfor
the FEC and sends an echo reply packet that contains information about the FEC whose
MPLS path is being verified. Only adefault VRF table is supported.

MPLSLSP Tracesthe hop-by-hop route of an L SP path and measures the hop-by-hop round-trip delay
trace for IPv4 LDP prefixes and TE tunnel FECsin an MPLS network.

An echo request packet is sent datato the control plane of each transit L SR, which checks
if itisatransit LSR for this path. Each transit LSR &l so returns information related to the
label bound to the FEC that is being tested. Only a default VRF table is supported.

IP SLA VRF Support

Service providers need to monitor and measure network performance from both the perspective of the core
network and a customer’s network. To do so, it is necessary to use nondefault VPN routing and forwarding
(VRF) tablesfor IP SLA operationsin addition to the default VRF table. Table 25: Types of Operations for
IP SLA, on page 84 describes the different IP SLA operations, including information about whether or not
an operation supports the use of nondefault VRF tables.

IP SLA—Proactive Threshold Monitoring

This section describes the proactive monitoring capabilities for IP SLA that use thresholds and reaction
triggering. IP SLA alowsyou to monitor, analyze, and verify | P service levelsfor | P applications and services
to increase productivity, lower operational costs, and reduce occurrences of network congestion or outages.
IP SLA uses active traffic monitoring to measure network performance.

To perform the tasks that are required to configure proactive threshold monitoring using IP SLA, you must
understand these concepts:

IP SLA Reaction Configuration

IP SLA is configured to react to certain measured network conditions. For example, if IP SLA measures too
much jitter on a connection, IP SLA can generate a notification to a network management application or
trigger another IP SLA operation to gather more data.

IP SLA reaction configuration is performed by using the ipsla reaction operation command.
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IP SLA Threshold Monitoring and Notifications

IP SLA supports threshold monitoring for performance parameters, such asjitter-average, bidirectional
round-trip time, and connectivity. For packet loss and jitter, notifications can be generated for violationsin
either direction (for example, the source to the destination and the destination to the source) or for round-trip
values.

Notifications are not issued for every occurrence of athreshold violation. An event is sent and a notification
isissued when therising threshold is exceeded for thefirst time. Subsequent threshol d-exceeded notifications
areissued only after the monitored value fallsbel ow thefalling threshold before exceeding the rising threshold
again.

Thefollowing figure illustrates the sequence for atriggered reaction that occurs when the monitored element
exceeds the upper threshold.

Figure 7: IP SLAs Triggered Reaction Condition and Notifications for Threshold Exceeded
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1 Anevent is sent and athreshol d-exceeded notification
isissued when therising threshold is exceeded for the
first time.
2 Consecutive over-rising threshold violations occur
without issuing additional notifications.
3 The monitored val ue goes below the falling threshold.
4 Another threshol d-exceeded notification isissued
when the rising threshold is exceeded only after the
monitored valuefirst fell below the falling threshold.

Similarly, alower-threshold notification is also issued the first time that the monitored element falls below
the falling threshold. Subsequent notifications for lower-threshold violations are issued only after therising
threshold is exceeded before the monitored value falls below the falling threshold again.
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Two-Way Active Measurement Protocol (TWAMP)

The Two-Way Active Measurement Protocol (TWAMP) defines a flexible method for measuring round-trip
| P performance between any two devices and thereby checks IP SLA compliance.

Advantages of TWAMP

* TWAMP enables complete | P performance measurement.

* TWAMP provides aflexible choice of solutions asit supports al devices deployed in the network.

\}

Note TWAMP v4 and v6 are supported.

The following topics are the covered in this section:

The TWAMP Entities

The TWAMP system consists of 4 logical entities:
* server - manages one or more TWAMP sessions and also configures per-session portsin the end-points.
« session-reflector - reflects a measurement packet as soon as it receives a TWAMP test packet.
« control-client - initiates the start and stop of TWAMP test sessions.
* session-sender - instantiates the TWAMP test packets sent to the session reflector.
The below diagram shows TWAMP implementation where TWAMP runs on two separate hosts. One plays
theroles of Control-Client and Session-Sender, and the other plays the roles of Server and Session-Reflector.
The router supports Session-Server and Session Reflector functionality only. Using TWAMP, the IP

performance of underlying transport can be measured through cooperation between network elements that
include TWAMP support.

Figure 8: The TWAMP Entities
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TWAMP Protocols

The TWAMP protocol includes three distinct message exchange categories, they are:

 Connection set-up exchange: Messages establish a session connection between the Control-Client and
the Server. First the identities of the communicating peers are established via a challenge response
mechanism. The Server sends arandomly generated challenge, to which the Control-Client then sends
aresponse by encrypting the challenge using a key derived from the shared secret. Once the identities
are established, the next step negotiates a security mode that is binding for the subsequent TWAM P-Control
commands as well asthe TWAMP-Test stream packets.

A\

Note A server can accept connection requests from multiple control clients.

* TWAM P-control exchange: The TWAMP-Control protocol runs over TCP and is used to instantiate
and control measurement sessions. Unlike the Connection setup exchanges, the TWAMP-Control
commands can be sent multiple times. However, the messages cannot occur out of sequence athough
multiple request-session commands can be sent before a session-start command. The sequence of
commandsis as follows:

* request-session
* start-session
* stop-session
e TWAM P-test stream exchange: The TWAMP-Test runs over UDP and exchanges TWAMP-Test
packets between Session-Sender and Session-Reflector. These packets include timestamp fields that
contain the instant of packet egress and ingress. In addition, each packet includes an error-estimate that

indicates the synchronization skew of the sender (session-sender or session-reflector) with an external
time source (e.g.GPS or NTP). The packet also includes a Sequence Number.

TWAMP-Control and TWAM P-test stream, have three security modes: unauthenticated, authenticated, and
encrypted.

Restrictions of TWAMP on the Router

* Thisrouter supports only Session-Server and Session Reflector functionality.

» Hardware Timestamp feature which provides greater accuracy is not supported.

Configuring TWAMP on the Router

Configuration of Session-Server

Rout er# configure

Rout er (config)# ipsla server twanp

Rout er (confi g-i psl a-server-twanp)# port 862
Rout er (confi g-i psl a-server-twanp)# conmm t
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Verification of WAMP ]

Configuration of Session-Reflector

Rout er# configure
Rout er (confi g)# i psla responder twanp
Rout er (confi g-twanp-ref)# comm t

Running Configuration

i psla
r esponder
twanp
!
!
server twanp
port 862
!
!

Verification of TWAMP

MPLS LSP

The status of the TWAMP feature can be verified using the command: show ipsla twamp status

Rout er# show i psla twanp status
Thu Aug 17 12:42:38.923 | ST
TWAMP Server is enabl ed

TWAMP Server port : 862

TWAMP Refl ector is enabl ed

The TWAMP session can be verified using the command: show ipsla twamp session

Rout er# show i psla twanp session

| P SLAs Responder TWAMP is: Enabl ed

Recvr Addr: 10.5.139.11

Recvr Port: 7222

Sender Addr: 172.27.111.233

Sender Port: 33243

Session |d: 10.5.139.11:70929508: 88F7A620
Connection Id: 0O

The TWAMP test session based on source ip-address can be verified using the command: show ipsla twamp
$ession sour ce-ip <source ip-address> sour ce-port <source port-number >

Rout er# show i psla twanp session source-ip 172.27.111. 233 source-port 33286
| P SLAs Responder TWAMP is: Enabl ed

Recvr Addr: 10.5.139.11

Recvr Port: 6198

Sender Addr: 172.27.111.233

Sender Port: 33286

Session |d: 10.5.139.11:71804476: F2721505
Connection Id: D

Mode: UnAut hori zed

DSCP: 0

Pad Length: 0O

Nunmber of Packets Received: 8867

Monitoring

The IP Service Level Agreements (SLAS) label switched path (L SP) monitor feature provides the capability
to proactively monitor Layer 3 Multiprotocol Label Switching (MPLS) Virtual Private Networks (VPNS).
Thisfeature is useful for determining network availability or testing network connectivity between provider
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. How MPLS LSP Monitoring Works

edge (PE) routersin an MPLS VPN. When configured, MPLS L SP monitor automatically creates and del etes
IP SLA LSP ping or L SP traceroute operations based on network topology.

The MPLS L SP monitor feature also allows you to perform multi-operation scheduling of 1P SLA operations
and supports proactive threshold violation monitoring through SNMP trap notifications and syslog messages.

To use the MPL S L SP monitor feature, you must understand these concepts:

How MPLS LSP Monitoring Works

\}

The MPLS L SP monitor feature provides the capability to proactively monitor Layer 3 MPLS VPNs. The
genera process for how the MPLS L SP monitor worksis as follows:

1. Theuser configures an MPLS L SP monitor instance.

Configuring an MPLS L SP monitor instance is similar to configuring a standard IP SLA operation. To
illustrate, all operation parametersfor an MPL S L SP monitor instance are configured after an identification
number for the operation is specified. However, unlike standard IP SLA operations, these configured
parameters are then used as the base configuration for theindividual IP SLA LSP ping and L SPtraceroute
operations that will be created by the MPLS L SP monitor instance.

When thefirst MPL S L SP monitor instanceis configured and schedul ed to begin, BGP next-hop neighbor
discovery is enabled. See the BGP Next-hop Neighbor Discovery , on page 91.

2. The user configures proactive threshold violation monitoring for the MPLS L SP monitor instance.
3. The user configures multioperation scheduling parameters for the MPL S L SP monitor instance.

4. Depending on the configuration options chosen, the MPLS L SP monitor instance automatically creates
individual IP SLA LSP ping or L SP traceroute operations for each applicable BGP next-hop neighbor.

For any given MPLS L SP monitor operation, only one IP SLA LSP ping or L SP traceroute operation is
configured per BGP next-hop neighbor. However, more than one MPL S L SP monitor instance can be
running on aparticular PE router at the sametime. (For more details, see the note at the end of this section.)

5. EachIP SLA LSP ping or L SP traceroute operation measures network connectivity between the source
PE router and the discovered destination PE router.

Note

More than one MPLS L SP monitor instance can be running on a particular PE router at the same time. For
example, one MPLS L SP monitor instance can be configured to discover BGP next-hop neighbors belonging
to the VRF named VPN1. On the same PE router, another MPLS L SP monitor instance can be configured to
discover neighbors belonging to the VRF named VPN2. In this case, if a BGP next-hop neighbor belonged
to both VPN1 and VPN2, then the PE router would create two |P SLA operations for this neighbor—one for
VPN1 and one for VPN2.

Adding and Deleting IP SLA Operations from the MPLS LSP Monitor Database

The MPLS L SP monitor instance receives periodic notifications about BGP next-hop neighbors that have
been added to or removed from a particular VPN. Thisinformation is stored in a queue maintained by the
MPLS L SP monitor instance. Based on the information in the queue and user-specified time intervals, new
IP SLA operations are automatically created for newly discovered PE routers and existing I|P SLA operations
are automatically deleted for any PE routers that are no longer valid.
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BGP Next-hop Neighbor Discovery

BGP next-hop neighbor discovery is used to find the BGP next-hop neighbors in use by any VRF associated
with the source provider edge (PE) router. In most cases, these neighbors are PE routers.

When BGP next-hop neighbor discovery is enabled, a database of BGP next-hop neighbors in use by any

V RF associated with the source PE router is generated, based on information from the local VRF and global
routing tables. As routing updates are received, new BGP next-hop neighbors are added immediately to the
database. However, BGP next-hop neighbors that are no longer valid are removed from the database only
periodicaly, as defined by the user.

Figure 9: BGP Next-hop Neighbor Discovery for a Simple VPN, on page 91 shows how BGP next-hop
neighbor discovery works for asimple VPN scenario for an Internet service provider (ISP). In this example,
there are three VPNs associated with router PE1: red, blue, and green. From the perspective of router PEL,
these VPNSs are reachable remotely through BGP next-hop neighbors PE2 (router ID: 12.12.12.12) and PE3
(router ID: 13.13.13.13). When the BGP next-hop neighbor discovery processis enabled on router PE1, a
database is generated based on thelocal VRF and global routing tables. The database in this example contains
two BGP next-hop router entries, PE2 12.12.12.12 and PE3 13.13.13.13. The routing entries are maintained
per next-hop router to distinguish which next-hop routers belong within which particular VRF. For each
next-hop router entry, the |Pv4 Forward Equivalence Class (FEC) of the BGP next-hop router in the global
routing tableis provided so that it can be used by the MPLS L SP ping operation.

Figure 9: BGP Next-hop Neighbor Discovery for a Simple VPN
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1am3:

IP SLA LSP Ping and LSP Traceroute Operations

This feature introduces support for the IP SLA LSP ping and IP SLA L SP traceroute operations. These
operations are useful for troubleshooting network connectivity issues and determining network availability
inan MPLS VPN. When using MPLS L SP monitoring, IP SLA LSP ping and L SP traceroute operations are
automatically created to measure network connectivity between the source PE router and the discovered
destination PE routers. Individual IP SLA LSP ping and L SP traceroute operations can also be manually
configured. Manual configuration of these operations can be useful for troubleshooting a connectivity issue.

For more information about how to configure IP SLA LSP ping or L SP traceroute operations using MPLS
L SP monitoring, see the Configuring an MPLS L SP Monitoring Ping I nstance, on page 146 and the Configuring
an MPLS LSP Monitoring Trace Instance, on page 149.
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. Proactive Threshold Monitoring for MPLS LSP Monitoring

ThelP SLA LSP ping and IP SLA L SP traceroute operations are based on the same infrastructure used by
the MPLS LSP Ping and MPLS L SP Traceroute features, respectively, for sending and receiving echo reply
and request packetsto test L SPs.

Proactive Threshold Monitoring for MPLS LSP Monitoring

Proactive threshold monitoring support for the MPLS L SP Monitor feature providesthe capability for triggering
SNMP trap notifications and syslog messages when user-defined reaction conditions (such as a connection
loss or timeout) are met. Configuring threshold monitoring for an MPLS L SP monitor instance is similar to
configuring threshold monitoring for a standard IP SLAS operation.

Multi-operation Scheduling for the LSP Health Monitor

Multioperation scheduling support for the MPL S L SP Monitor feature providesthe capability to easily schedule
the automatically created IP SLA operations (for agiven MPLS L SP monitor instance) to begin at intervals
equally distributed over a specified duration of time (schedule period) and to restart at a specified frequency.
Multioperation scheduling is particularly useful in caseswhere MPLS L SP monitoring is enabled on asource
PE router that has alarge number of PE neighbors and, therefore, alarge number of IP SLASs operations
running at the same time.

Note

Newly created IP SLA operations (for newly discovered BGP next-hop neighbors) are added to the same
schedule period as the operations that are currently running. To prevent too many operations from starting at
the same time, the multioperation scheduling feature schedul es the operations to begin at random intervals
uniformly distributed over the schedule period.

LSP Path Discovery

L SP Peth Discovery (LPD) isan enhancement to MPLS L SP monitor (MPLSLM) that allows operations that
are part of an MPLSLM instanceto initiate the path discovery process and to process the results. Thisfeature
relies on the tree trace capabilities provided by the MPLS OAM infrastructure through the LSPV server.

When multiple pathswith equal cost exist between two PE routers, also know asequal cost multipath (ECMP),
routers between these PE routers perform load balancing on the traffic, based on characteristics of the traffic
being forwarded (for example. the destination address in the packet). In network topologies such as this,
monitoring only one (or some) of the available paths among PE routers does not provide any guarantee that
traffic will be forwarded correctly.

LPD is configured using the path discover command.

Note

LPD functionality may create considerable CPU demands when large numbers of path discovery requests are
received by the LSPV server at onetime.
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How to Implement IP Service Level Agreements

Configuring IP Service Levels Using the UDP Jitter Operation

The IP SLA UDP jitter monitoring operation is designed to diagnose network suitability for real-time traffic
applications such as Vol P, Video over IP, or real-time conferencing.

Jitter means interpacket delay variance. When multiple packets are sent consecutively from source to
destination—for example, 10 ms apart—and if the network is behaving ideally, the destination can receive
them 10 ms apart. But if there are delays in the network (for example, queuing, arriving through alternate
routes, and so on), the arrival delay between packets can be greater than or lessthan 10 ms. Using thisexample,
apositive jitter value indicates that the packets arrived more than 10 ms apart. If the packets arrive 12 ms
apart, positivejitter is2 ms; if the packets arrive 8 ms apart, negativejitter is2 ms. For delay-sensitive networks
like VoIP, positive jitter values are undesirable, and ajitter value of O isideal.

However, the P SLA UDPjitter operation does morethan just monitor jitter. The packetsthat IP SLA generates
carry sending sequence and receiving sequence information for the packets, and sending and receiving time
stamps from the source and the operational target. Based on these, UDP jitter operations are capable of
measuring the following functions:

* Per-direction jitter (source to destination and destination to source)

* Per-direction packet-loss

* Per-direction delay (one-way delay)

» Round-trip delay (average round-trip time)
Asthe pathsfor the sending and receiving of datamay be different (asymmetric), the per-direction dataallows
you to more readily identify where congestion or other problems are occurring in the network.

The UDPjitter operation functions by generating synthetic (simulated) UDP traffic. By default, ten
packet-frames (N), each with a payload size of 32 bytes (S) are generated every 20 ms (T), and the operation
is repeated every 60 seconds (F). Each of these parameters is user-configurable, so as to best simulate the IP
service you are providing, or want to provide.

This section contains these procedures:

Enabling the IP SLA Responder on the Destination Device
The IP SLA Responder must be enabled on the target device, which is the operational target.

By configuring the ipsla responder command, you make the IP SLA Responder open a UDP port 1967 and
wait for a control request (not for probes). You can open or close a port dynamically through the IP SLA
control protocol (through UDP port 1967). In addition, you can configure permanent ports.

Permanent ports are open until the configuration is removed. Agents can send IP SLA probe packetsto the
permanent port directly without a control request packet because the port can be opened by the configuration.

If you do not use permanent ports, you have to configure only the ipsa responder command.

To use adynamic port, use theipsla responder command, as shown in this example:
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. Enabling the IP SLA Responder on the Destination Device

Step 1

Step 2

Step 3

Step 4

configure
i psl a responder

The dynamic port is opened through the IP SLA control protocol on the responder side when you start an
operation on the agent side.

The exampleis configured as a permanent port on the responder. UDP echo and UDP jitter can use adynamic
port or apermanent port. If you use a permanent port for UDPjitter, thereisno check performed for duplicated
or out-of-sequence packets. Thisis because thereis no control packet to indicate the start or end of the probe
seguence. Therefore, the verification for sequence numbers are skipped when using permanent ports.

configure

Example:

RP/ 0/ RPO/ CPWO0: r out er # confi gure

Enters global configuration mode.

ipsla responder

Example:

RP/ 0/ RPO/ CPW0: r out er (confi g)# i psla responder
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-resp) #

Enablesthe IP SLA Responder for UDP echo or jitter operations.

type udp ipv4 addressip-address port port

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-resp)# type udp ipv4 address 12.25.26.10 port 10001
Enables the permanent address and port on the IP SLA Responder.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

What to do next

After enabling the IP SLA Responder, see the Configuring and Scheduling a UDP Jitter Operation on the
Source Device, on page 95 section.
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Configuring and Scheduling a UDP Jitter Operation on the Source Device

\}

ThelP SLA operationsfunction by generating synthetic (simulated) network traffic. A single I[P SLA operation
(for example, IP SLA operation 10) repeats at a given frequency for the lifetime of the operation.

A single UDPjitter operation consists of N UDP packets, each of size S, sent T milliseconds apart, from a
source router to atarget router, at a given frequency of F. By default, ten packets (N), each with a payload
size of 32 bytes (S), are generated every 20 ms (T), and the operation is repeated every 60 seconds (F). Each
of these parametersis user configurable, as shown in Table 26: UDP Jitter Operation Parameters, on page
95.

Table 26: UDP Jitter Operation Parameters

UDP Jitter Operation Parameter | Default | Configured Using

Number of packets (N) 10 packets * ipsla operation command with the operation-number
argument

* type udp jitter command

« packet count command with the count argument

Payload size per packet (S) 32 bytes * ipsla operation command with the operation-number
argument

* type udp jitter command

« datasize request command with the size argument

Time between packets, in 20 ms * ipsla operation command with the operation-number
milliseconds (T) argument

* type udp jitter command

* packet interval command with the interval argument

Elapsed time before the operation | 60 * ipsla operation command with the operation-number
repeats, in seconds (F) seconds argument

* type udp jitter command

« frequency command with the seconds argument

Note

If the control disable command isused to disable control packets while configuring IP SLA, the packets sent
out from sender do not have sequence numbers. To calculate jitter, sequence number and time stamp values
arerequired. So, jitter is not calculated when you use the control disable command.
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Prerequisites for Configuring a UDP Jitter Operation on the Source Device

Use of the UDP jitter operation requires that the IP SLA Responder be enabled on the target Cisco device.
To enable the IP SLA Responder, perform the task in the Enabling the IP SLA Responder on the Destination
Device, on page 93 section.

Configuring and Scheduling a Basic UDP Jitter Operation on the Source Device

You can configure and schedule a UDP jitter operation.

Step 1 configure

Example:
RP/ 0/ RPO/ CPUW0: r out er # confi gure
Enters global configuration mode.
Step 2 ipsla oper ation operation-number
Example:
RP/ 0/ RPO/ CPWO: rout er (confi g)# i psla operation 432
Specifies the operation number. The rangeisfrom 1 to 2048.
Step 3 type udp jitter
Example:
RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-op)# type udp jitter
Configures the operation as a UDP jitter operation, and configures characteristics for the operation.
Step 4 destination addressipv4address
Example:
RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-udp-jitter)# destination address 12.25.26.10
Specifies the |P address of the destination for the UDP jitter operation.
Step 5 destination port port
Example:
RP/ 0/ RPO/ CPUW0: rout er (confi g-i psl a-udp-jitter)# destination port 11111
Specifies the destination port number, in the range from 1 to 65535.
Step 6 packet count count

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-udp-jitter)# packet count 30

(Optional) Specifies the number of packetsto be transmitted during a probe. For UDP jitter operation, therangeis 1
to 60000. For ICMP path-jitter operation, the rangeis 1 to 100.
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The default number of packets sent is 10.

Step 7 packet interval interval

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-udp-jitter)# packet interval 30
(Optional) Specifies the time between packets. The default interval between packets is 20 milliseconds.
Step 8 frequency seconds

Example:

RP/ 0/ RPO/ CPUO: rout er (config-ipsla-udp-jitter)# frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 9 exit

Example:

RP/ 0/ RPO/ CPUW0: rout er (confi g-i psl a-udp-jitter)# exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exitsfrom IP SLA configuration mode and operational mode, and returns the CL1 to global configuration mode.

Step 10 ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
Step 11 life{ forever | seconds}

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psla-sched)# life 30

Theforever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

Step 12 ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

Step 13 recurring
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Example:

RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

Step 14 start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default isinactive. If the start-time command is not specified, no information is collected until the start timeis
configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Step 15 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring and Scheduling a UDP Jitter Operation with Additional Characteristics

You can configure and schedule a UDP jitter operation.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUWO: r out er # confi gure

Enters global configuration mode.

Step 2 ipsla operation operation-number

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g)# i psla operation 432

Specifies the operation number. The rangeis from 1 to 2048.
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Step 3 type udp jitter

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-op)# type udp jitter
Configures the operation as a UDP jitter operation, and configures characteristics for the operation.
Step 4 vrf vrf-name

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g-i psl a-udp-jitter)# vrf VPN-A

(Optional) Enables the monitoring of a VPN (using a nondefault routing table) in a UDP jitter operation. Maximum
length is 32 a phanumeric characters.

Step 5 destination addressipvdaddress

Example:
RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-udp-jitter)# destination address 12.25.26. 10
Specifies the |P address of the destination for the proper operation type.

Step 6 destination port port

Example:
RP/ 0/ RPO/ CPW0: rout er (confi g-i psl a-udp-jitter)# destination port 11111
Specifies the destination port number, in the range from 1 to 65535.

Step 7 frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-udp-jitter)# frequency 300
(Optional) Setsthe rate at which a specified |P SLA operation is sent into the network.
* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.
Step 8 statistics [hourly | interval seconds]

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g-i psl a-udp-jitter)# statistics hourly
RP/ 0/ RPO/ CPUW0: r out er (confi g-i psl a-op-stats)#

(Optional) Specifies the statistics collection parameters for UDP jitter operation.

Step 9 buckets hours

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- op-stats)# buckets 10
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

(Optional) Sets the number of hoursin which statistics are maintained for the IP SLA operations. This command is
valid only with the statistics command with hourly keyword. Therangeis 0 to 25 hours. The default value is 2 hours.

distribution count slot

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-op-stats)# distribution count 15

(Optional) Setsthe number of statistic distributionsthat are kept for each hop during the lifetime of the IP SLA operation.
Therangeis 1to 20. The default valueis 1 distribution.

distribution interval interval

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsl a-op-stats)# distribution interval 20

(Optional) Setsthe timeinterval for each statistical distribution. The range is 1 to 100 ms. The default value is 20 ms.
exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op-stats)# exit
Exitsfrom IP SLA statistics configuration mode.

datasizerequest size

Example:

RP/ 0/ RPO/ CPW0: r out er (confi g-i psl a-udp-jitter)# datasize request 512

(Optional) Setsthe data size in the payload of the operation's request packets. For UDP jitter, the range is from 16 to
1500 bytes.

timeout milliseconds

Example:

RP/ 0/ RPO/ CPUWO: rout er (config-ipsla-udp-jitter)# timeout 10000
Sets the time that the specified IP SLA operation waits for a response from its request packet.

* (Optional) Use the milliseconds argument to specify the number of millisecondsthat the operation waitsto receive
aresponse.

tos number

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-udp-jitter)# tos 255
Specifies the type of service number.
exit

Example:
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Step 17

Step 18

Step 19

Step 20

Step 21

Configuring and Scheduling a UDP Jitter Operation with Additional Characteristics .

RP/ 0/ RPO/ CPUWO: rout er (confi g-i psl a-udp-jitter)# exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exitsfrom IP SLA configuration mode and operational mode, and returns the CL1 to global configuration mode.

ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# ipsla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched) # recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
(Optional) Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default isinactive. If the start-time command is not specified, no information is collected until the start timeis
configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.

« (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
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Step 22

Step 23

Step 24

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipsla statistics [operation-number |

Example:

RP/ 0/ RPO/ CPW0: router # show ipsla statistics 432
Displaysthe current statistics.

show ipsla statistics aggregated [operation-number ]

Example:

RP/ 0/ RPO/ CPW0: router # show ipsla statistics aggregated 432
Returns the hourly statistics (aggregated data) on the performance of the network.
The UDP jitter operation provides the following hourly statistics:

« Jitter statistics—Interprets telephony and multimedia conferencing requirements.

« Packet loss and packet sequencing statistics—Interprets telephony, multimedia conferencing, streaming media,
and other low-latency data requirements.

* One-way latency and delay statistics—Interprets telephony, multimedia conferencing, and streaming media
requirements.

Configuring the IP SLA for a UDP Echo Operation

To measure UDP performance on a network, use the IP SLA UDP echo operation. A UDP echo operation
measures round-trip delay times and tests connectivity to Cisco devices and devicesthat are not Cisco devices.
Theresults of a UDP echo operation can be useful in troubleshooting issues with business-critical applications.

\}

Note The UDP echo operation requires a Cisco devicethat isrunning the IP SLA Responder or anon-Cisco device
that is running the UDP echo service.

Depending on whether you want to configure abasic UDP echo operation or to configure a UDP echo operation
with optional parameters, perform one of the following tasks:
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Prerequisites for Configuring a UDP Echo Operation on the Source Device

If you are using the IP SLA Responder, ensure that you have completed the Enabling the IP SLA Responder
on the Destination Device, on page 93 section.

Configuring and Scheduling a UDP Echo Operation on the Source Device

You can enable a UDP echo operation without any optional parameters.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUW0: r out er # confi gure

Enters global configuration mode.
Step 2 ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# ipsla operation 432

Specifies the operation number. The rangeisfrom 1 to 2048.
Step 3 type udp echo

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-op)# type udp echo

Configures the operation as a UDP echo operation, and configures characteristics for the operation.
Step 4 destination addressipv4address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp- echo) # destination address 12.25.26. 10

Specifies the IP address of the destination for the proper operation type.You can configure a permanent port on the
IP SLA Responder side, or you can use an UDP echo server.

Step 5 destination port port

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp- echo) # destination port 11111

Specifies the destination port number, in the range from 1 to 65535.

Step 6 frequency seconds

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- udp- echo) # frequency 300
(Optional) Setsthe rate at which a specified |P SLA operation is sent into the network.
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* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 7 exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- udp- echo) # exi t
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPU0: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

Step 8 ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# ipsla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
Step 9 life [forever | seconds]

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched)# life 1

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

Step 10 ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory whenit isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

Step 11 recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

Step 12 start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00

(Optional) Specifies atime for the operation to start. The following keywords are described:
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Step 13

Step 14

Step 15

Configuring and Scheduling a UDP Echo Operation with Optional Parameters on the Source Device .

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. Thisis
the default value. If the start-time command is not specified, no information is collected until the start timeis
configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipsla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432
Displaysthe current statistics.

show ipdla statistics aggregated [operation-number]
Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics aggregated 1
Displaysthe hourly stetistical errors and the hourly statistics for al the IP SLA operations or specified operation.

Configuring and Scheduling a UDP Echo Operation with Optional Parameters on the Source Device

Step 1

Step 2

You can enable a UDP echo operation on the source device and configure some optional IP SLA parameters.
The source device is the location at which the measurement statistics are stored.

configure

Example:

RP/ 0/ RPO/ CPUW0: rout er# configure

Enters global configuration mode.

ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPU0: rout er (config)# ipsla operation 432
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Specifies the operation number. The rangeisfrom 1 to 2048.

Step 3 type udp echo

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-op)# type udp echo
Configures the operation as a UDP echo operation, and configures characteristics for the operation.
Step 4 vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-udp-echo) # vrf VPN-A

(Optional) Enables the monitoring of a VPN (using a nondefault routing table) in a UDP echo operation. Maximum
length is 32 alphanumeric characters.

Step 5 destination addressipv4address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp- echo) # destination address 12.25.26. 10
Specifies the IP address of the destination for the proper operation type.
Step 6 destination port port

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp- echo) # destination port 11111

Specifies the destination port number, in the range from 1 to 65535.

Step 7 frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp-echo) # frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 8 datasizerequest size

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp- echo) # dat asi ze request 512
(Optional) Setsthe protocol data size in the payload of the IP SLA operation's request packet.

» Usethe size argument to specify the protocol datasizein bytes. Therangeisfrom 0 to the maximum of the protocol.
The default is 1 byte.

Step 9 tos number

Example:
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Configuring and Scheduling a UDP Echo Operation with Optional Parameters on the Source Device .

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp-echo) # tos 255
Defines atype of service (ToS) byte in the IP header of IP SLA operations.

Note The ToS byte is converted to a Differentiated Services Code Point (DSCP) value, but you cannot enter the
DSCP value directly. To use a DSCP value, multiply it by 4 and enter the result as the value of the number
argument.

timeout milliseconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- udp-echo) # ti meout 10000
Sets the time that the specified IP SLA operation waits for a response from its request packet.

» Usethe milliseconds argument to specify the number of millisecondsthat the operation waitsto receive aresponse.

tag text

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-udp-echo)# type udp echo tag ipsla
(Optional) Creates a user-specified identifier for an IP SLA operation.

exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- udp- echo) # exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IPSLA configuration mode. Returnsto global configuration mode.

ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule or schedule multiple operations using
group scheduling.

life {forever | seconds}

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psla-sched)# life 30

Theforever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

ageout seconds

Example:
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Step 16

Step 17

Step 18

Step 19

Step 20

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched) # recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tinme 01:00: 00
Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
« (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.
show ipdla statistics enhanced aggregated [operation-number] interval seconds
Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics enhanced aggregated 432
Displaysthe enhanced history statistics. You must configure the enhanced history statisticsto display the sample output.

show ipdla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432
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Configuring an ICMP Echo Operation .

Displays the current statistics.

Configuring an ICMP Echo Operation

To monitor |P connections on a device, usethe IP SLA ICMP echo operation. An ICMP echo operation
measures end-to-end response times between a Cisco router and devices using IP. ICMP echo is used to
troubleshoot network connectivity issues.

\}

Note The|CMP echo operation does not require the IP SLA Responder to be enabled.

Depending on whether you want to configure and schedule a basic ICMP echo operation or configure and
schedule an ICMP echo operation with optional parameters, perform one of the following procedures:

Configuring and Scheduling a Basic ICMP Echo Operation on the Source Device

Step 1

Step 2

Step 3

Step 4

Step 5

You can enable and schedule an ICMP echo operation without any optional parameters.

configure

Example:

RP/ 0/ RPO/ CPUWO: r out er# configure

Enters global configuration mode.

ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (confi g)# ipsla operation 432
Specifies the operation number. The range isfrom 1 to 2048.
typeicmp echo

Example:

RP/ 0/ RPO/ CPWO: rout er (config-i psla-op)# type icnp echo
Defines an ICMP echo operation type.

destination addressipv4address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp-echo) # destination address 12.25.26. 10
Specifies the |P address of the destination for the proper operation type.

frequency seconds

Example:
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RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp-echo) frequency 300
(Optional) Setsthe rate at which a specified |P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 6 exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp-echo) # exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPU0: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

Step 7 ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# ipsla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
Step 8 life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

Step 9 ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

Step 10 recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

Step 11 start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
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Step 12

Step 13

Configuring and Scheduling an ICMP Echo Operation with Optional Parameters on the Source Device .

Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

« (Optional) Use the now keyword to indicate that the operation should start immediately.
« (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.
show ipsla statistics [operation-number]
Example:

RP/ 0/ RPO/ CPW0: router # show ipsla statistics 432

Displaysthe current statistics.

Configuring and Scheduling an ICMP Echo Operation with Optional Parameters on the Source

Device

Step 1

Step 2

Step 3

You can enable an |CM P echo operation on the source device and configure someoptional |P SLA parameters.

configure

Example:

RP/ 0/ RPO/ CPUWO: rout er# configure

Enters global configuration mode.
ipsla operation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla operation 432

Specifies the operation number. Therangeisfrom 1 to 2048.

typeicmp echo

Example:
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

RP/ 0/ RPO/ CPWO: rout er (config-i psla-op)# type icnp echo
Defines an ICMP echo operation type.
vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp-echo)# vrf VPN-A

(Optional) Enables the monitoring of a VPN (using a nondefault routing table) in an ICM P echo operation. Maximum
length is 32 alphanumeric characters.

destination addressipv4address

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-i cnp-echo) # destinati on address 12.25.26. 10
Specifies the IP address of the destination for the proper operation type.

frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- echo) # frequency 300
(Optional) Setsthe rate at which a specified |P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

datasizerequest size

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- echo) # dat asi ze request 512
(Optional) Sets the protocol data size in the payload of the request packet for the specified IP SLA operation.

» Use the bytes argument to specify the protocol data size in bytes. The range isfrom 0 to 16384. The default is 36
bytes for ICMP echo operation.

tos number

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-icnp-echo)# tos 1
Defines atype of service (ToS) byte in the IP header of IP SLA operations.

Note The ToS byte can be converted to a Differentiated Services Code Point (DSCP) value, but you cannot enter
the DSCP valuedirectly. To use aDSCP value, multiply it by 4 and enter the result asthe value of the number
argument.

timeout milliseconds

Example:
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Configuring and Scheduling an ICMP Echo Operation with Optional Parameters on the Source Device .

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-i cnp-echo)# timeout 10000
Setsthe timethat the IP SLA operation waits for a response from its request packet.

» Usethe milliseconds argument to specify the number of millisecondsthat the operation waitsto receive aresponse.

tag text

Example:

RP/ 0/ RPO/ CPW0: r out er (confi g-ipsla-i cnp-echo)# tag ipsla
(Optional) Creates a user-specified identifier for an IP SLA operation.
exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp-echo) # exit
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

recurring

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.
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Step 16

Step 17

Step 18

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

« (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
« No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipdla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPWO: rout er # show ipsla statistics 432

Displays the current statistics.

Configuring the ICMP Path-echo Operation

ThelP SLA ICMP path-echo operation records statistics for each hop along the path that the |P SL A operation
takesto reach its destination. The ICMP path-echo operati on determines the hop-by-hop response time between
a Cisco router and any | P device on the network by discovering the path using the traceroute facility.

The source IP SLA device uses traceroute to discover the path to the destination IP device. A ping isthen
used to measure the response time between the source |P SLA device and each subsegquent hop in the path to
the destination IP device.

Note The ICMP path-echo operation does not require the IP SLA Responder to be enabled.

Depending on whether you want to configure and schedule a basic ICMP path-echo operation or configure
and schedule an | CM P path-echo operation with optional parameters, perform one of the following procedures:
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Configuring and Scheduling a Basic ICMP Path-echo Operation on the Source Device

You can enable and schedule an | CM P path-echo operation without any optional parameters.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUWO: r out er # confi gure

Enters global configuration mode.

Step 2 ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# i psla operation 432

Specifies the operation number. The rangeis from 1 to 2048.

Step 3 typeicmp path-echo

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op)# type icnp path-echo
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp- pat h- echo) #

Defines an ICMP path-echo operation type.
Step 4 destination addressipvdaddress

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h- echo) # destination address 12.25.26. 10

Specifies the IP address of the destination for the proper operation type.

Step 5 frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h- echo) # frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 6 exit

Example:
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp-pat h-echo) # exi t
RP/ 0/ RPO/ CPUWO: rout er (config-i psla-op)# exit

RP/ 0/ RPO/ CPW0: rout er (config-ipsla)# exit
RP/ 0/ RPO/ CPWO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.
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Step 7 ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) #

Schedul es the start time of the operation. You can configure a basic schedule.

Step 8 life {forever | seconds}

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedul es the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

Step 9 ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

Step 10 recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

Step 11 start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tinme 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

« (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
Step 12 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
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* No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

Step 13 show ipsla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432

Displaysthe current statistics.

Configuring and Scheduling an ICMP Path-echo Operation with Optional Parameters on the Source
Device

You can enable an |CMP path-echo operation on the source device and configure some optional 1P SLA
parameters.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUWO: rout er# configure

Enters global configuration mode.

Step 2 ipsla operation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla operation 432

Specifies the operation number. The range isfrom 1 to 2048.

Step 3 type icmp path-echo

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-op)# type icnp path-echo
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h- echo) #

Defines an ICMP path-echo operation type.
Step 4 vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i ncp-path-echo)# vrf VPN-A

(Optional) Enables the monitoring of a VPN (using a nondefault routing table) in an ICMP path-echo operation.
Maximum length is 32 alphanumeric characters.

Step 5 Isr-path ip-address

Example:
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i ntp- pat h-echo)# | sr-path 20.25.22.1
Specifies that aloose source routing path is to be used.
destination addressipv4address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h-echo) # desti nati on address 12.25.26. 10
Specifies the |P address of the destination for the proper operation type.
frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h-echo) # frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

datasizerequest size

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h- echo) # dat asi ze request 512
(Optional) Setsthe protocol data size in the payload of the request packet for the specified IP SLA operation.
» Use the bytes argument to specify the protocol data size in bytes. The range isfrom 0 to 16384. The default is 36

bytes.
tos number

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h-echo)# tos 5
Defines atype of service (ToS) byte in the IP header of IP SLA operations.
Note The ToS byte can be converted to a Differentiated Services Code Point (DSCP) value, but you cannot enter

the DSCP value directly. To use a DSCP value, multiply it by 4 and enter the result as the number argument.

timeout milliseconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-i cnp- pat h-echo)# ti meout 10000
Setsthe timethat the IP SLA operation waits for a response from its request packet.

» Usethe milliseconds argument to specify the number of millisecondsthat the operation waitsto receive aresponse.

tag text

Example:
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Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Configuring and Scheduling an ICMP Path-echo Operation with Optional Parameters on the Source Device .

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp-pat h-echo)# tag ipsla
(Optional) Creates a user-specified identifier for an IP SLA operation.

Isr-path ipaddressl {ipaddress2{ ... {ipaddress8} } }

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp- pat h-echo)# | sr-path 20.25.22.1
Specifies the path in which to measure the ICMP echo response time.

* (Optional) Use the ip address argument of the intermediate node or nodes in a path to the destination.

exit
Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-i cnp- pat h-echo) # exi t
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-sched)# life 1

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

recurring

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.
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Step 18

Step 19

Step 20

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

« (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
« No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipdla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432

Displays the current statistics.

Configuring the ICMP Path-jitter Operation

The IP SLA ICMP path-jitter operation provides hop-by-hop jitter, packet loss, and delay measurement
statisticsin an | P network. The path-jitter operation functions differently than the standard UDPjitter operation,
which provides total one-way data and total round-trip data.

ThelCMP path-jitter operation can be used as a supplement to the standard UDPjitter operation. For example,
resultsfrom the UDPjitter operation can indicate unexpected delays or high jitter values; the ICMP path-jitter
operation can then be used to troubleshoot the network path and determine if traffic is bottlenecking in a
particular segment along the transmission path.

The operation first discovers the hop-by-hop I P route from the source to the destination using a traceroute
utility, and uses ICM P echoes to determine the response times, packet |oss and approximate jitter values for
each hop along the path. Thejitter values obtained using the ICMP path-jitter operation are approximate
because they do not account for delays at the target nodes.

The ICMP path-jitter operation functions by tracing the | P path from a source device to a specified destination
device, then sending N number of Echo probes to each hop along the traced path, with atime interval of T
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milliseconds between each Echo probe. The operation as awhole is repeated at a frequency of once every F
seconds. The attributes are user-configurable, as described in this table.

Table 27: ICMP Path-jitter Operation Parameters

ICMP Path-jitter Operation Default Configured Using
Parameter
Number of echo probes (N) 10 echoes * ipda operation command with the
operation-number argument
* packet count command with the count
argument
Time between Echo probes, in 20ms * ipda operation command with the
milliseconds (T) operation-number argument
« packet interval command with the interval
argument
The frequency of how oftenthe | once every 60 * ipsa operation command with the
operation is repeated (F) seconds operation-number argument

« frequency command with the seconds
argument

Depending on whether you want to configure and schedule a basic ICMP path-jitter operation or configure
and schedule an ICMP jitter operation with additional parameters, perform one of the following procedures:

Configuring and Scheduling a Basic ICMP Path-jitter Operation

You can configure and schedule an ICM P path-jitter operation using the general default characteristics for

the operation.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUW0: r out er # confi gure

Enters global configuration mode.

Step 2 ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPUW0: rout er (confi g)# ipsla operation 432

Specifies the operation number. The rangeisfrom 1 to 2048.

Step 3 typeicmp path-jitter

Example:
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RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-op)# type icnp path-jitter
Defines an ICMP path-jitter operation type.
Step 4 destination addressipv4address

Example:

RP/ 0/ RPO/ CPW0: rout er (config-ipsla-icnp-path-jitter)# destinati on address 12.25. 26. 10
Specifies the |P address of the destination for the proper operation type.
Step 5 packet count count

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-icnp-path-jitter)# packet count 30

(Optional) Specifies the number of packetsto be transmitted during a probe. For UDP jitter operation, the rangeis 1
to 60000. For ICMP path-jitter operation, the rangeis 1 to 100.

The default number of packets sent is 10.

Step 6 packet interval interval

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g-i psl a-icnp-path-jitter)# packet interval 30

(Optional) Specifies the time between packets. The default interval between packets is 20 milliseconds.

Step 7 frequency seconds

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-icnp-path-jitter)# frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

Step 8 exit

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-icnp-path-jitter)# exit
RP/ 0/ RPO/ CPUO: rout er (config-i psla-op)# exit

RP/ 0/ RPO/ CPW0: rout er (config-ipsla)# exit

RP/ 0/ RPO/ CPWO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

Step 9 ipsa schedule operation op-num

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# ipsla schedul e operation 432
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- sched) #
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Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Configuring and Scheduling a Basic ICMP Path-jitter Operation .

Schedules the start time of the operation. You can configure a basic schedule.

life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory when it isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

recurring

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-sched) # recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tinme 01:00: 00
(Optional) Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
« (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
* No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipda statistics [operation-number]
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Example:

RP/ 0/ RPO/ CPWO: rout er# show i psla statistics 432

Displays the current statistics.

Configuring and Scheduling an ICMP Path-jitter Operation with Additional Parameters

You can enable an ICMP path-echo operation on the source device and configure some optional IP SLA
parameters.

Step 1 configure

Example:
RP/ 0/ RPO/ CPUWO: r out er# configure
Enters global configuration mode.
Step 2 ipsla operation operation-number
Example:
RP/ 0/ RPO/ CPUO: rout er (config)# ipsla operation 432
Specifies the operation number. The range isfrom 1 to 2048.
Step 3 typeicmp path-jitter
Example:
RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-op)# type icnp path-jitter
Defines an ICMP path-jitter operation type.
Step 4 vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-incp-path-jitter)# vrf VPN-A

(Optional) Enables the monitoring of a VPN (using a nondefault routing table) in an ICMP path-jitter operation.
Maximum length is 32 alphanumeric characters.

Step 5 Isr-path ip-address
Example:
RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-incp-path-jitter)# |sr-path 20.25.22.1
Specifies that aloose source routing path is to be used.

Step 6 destination addressipvdaddress

Example:
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Configuring and Scheduling an ICMP Path-jitter Operation with Additional Parameters .

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-icnp-path-jitter)# destinati on address 12.25.26. 10
Specifies the IP address of the destination for the proper operation type.
packet count count

Example:

RP/ 0/ RPO/ CPW0: rout er (config-ipsla-icnp-path-jitter)# packet count 30

(Optional) Specifies the number of packetsto be transmitted during a probe. For UDP jitter operation, the rangeis 1
to 60000. For ICMP path-jitter operation, the rangeis 1 to 100.

The default number of packets sent is 10.

packet interval interval

Example:

RP/ 0/ RPO/ CPW0: rout er (config-ipsla-icnp-path-jitter)# packet interval 30
(Optional) Specifies the time between packets. The default interval between packets is 20 milliseconds
frequency seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-icnp-path-jitter)# frequency 300
(Optional) Setsthe rate at which a specified [P SLA operation is sent into the network.

* (Optional) Use the seconds argument to specify the number of seconds between the IP SLA operations. Valid
values are in the range from 1 to 12604800 seconds. The default is 60 seconds.

datasizerequest size

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-icnp-path-jitter)# datasize request 512
(Optional) Sets the protocol data size in the payload of the request packet for the specified IP SLA operation.

» Use the size argument to specify the protocol data size in bytes. The default for jitter is 36 bytes. TherangeisO
to 16384 bytes.

tos number

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-icnp-path-jitter)# tos 1
Defines atype of service (ToS) byte in the IP header of IP SLA operations.

Note The ToS byte can be converted to a Differentiated Services Code Point (DSCP) value, but you cannot enter
the DSCP value directly. To use a DSCP value, multiply it by 4 and enter the result as the number argument.

timeout milliseconds

Example:

System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x .



Implementing IP Service Level Agreements |
. Configuring and Scheduling an ICMP Path-jitter Operation with Additional Parameters

RP/ 0/ RPO/ CPW0: rout er (config-ipsla-icnp-path-jitter)# timeout 10000
Setsthe timethat the IP SLA operation waits for a response from its request packet.

» Usethe milliseconds argument to specify the number of millisecondsthat the operation waitsto receive aresponse.

Step 13 tag text

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g-i psl a-icnp-path-jitter)# tag ipsla
(Optional) Creates a user-specified identifier for an IP SLA operation.
Step 14 exit

Example:

RP/ 0/ RPO/ CPUW0: rout er (confi g-i psl a-icnp-path-jitter)# exit
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

Exits IP SLA operation configuration mode and IP SLA configuration mode. Returnsto global configuration mode.

Step 15 ipsla schedule operation op-num

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.
Step 16 life {forever | seconds}

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# life 30

The forever keyword schedules the operation to run indefinitely. The seconds argument schedules the lifetime of the
operation, in seconds. The default lifetime of an operation is 3600 seconds (one hour).

Step 17 ageout seconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched) # ageout 3600

(Optional) Specifiesthe number of secondsto keep the operation in memory whenit isnot actively collecting information.
The default value of 0 seconds means that the operation never times out.

Step 18 recurring

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# recurring

(Optional) Specifies that the operation starts automatically at the specified time and for the specified duration every
day.

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x



| Implementing IP Service Level Agreements

Step 19

Step 20

Step 21

Configuring IP SLA MPLS LSP Ping and Trace Operations .

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

« (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
« No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

show ipdla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432

Displays the current statistics.

Configuring IP SLA MPLS LSP Ping and Trace Operations

The MPLS L SP ping and trace operations allow service providersto monitor label switched paths (L SPs) and
quickly isolate MPL S forwarding problems. Usethese P SLA operationsto troubleshoot network connectivity
between a source router and atarget router. To test LSPs, the MPL S L SP ping and trace operations send echo
request packets and receive echo reply packets.

To configure and schedule an MPL S L SP ping or trace operation, perform one of the following tasks:

Configuring and Scheduling an MPLS LSP Ping Operation

An MPLS LSP ping operation tests connectivity between routers along an L SP path in an MPL S network by
sending an echo request (User Datagram Protocol (UDP) packet) to the end of the L SP, and receiving an echo
reply back that contains diagnostic data

The MPL S echo request packet is sent to atarget router through the use of the appropriate label stack associated
with the LSP to be validated. Use of the label stack causes the packet to be forwarded over the L SP itself.

System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x .



Implementing IP Service Level Agreements |

. Configuring and Scheduling an MPLS LSP Ping Operation

Step 1

Step 2

Step 3

Step 4

Step 5

The destination IP address of the MPL S echo request packet is different from the address used to select the
label stack. The destination |P address is defined as a 127.x.y.z/8 address. The 127.x.y.z/8 address prevents
the IP packet from being I P switched to its destination if the LSP is broken.

An MPLS echo reply is sent in response to an MPL S echo request. Thereply is sent asan IP packet and it is
forwarded using IP, MPLS, or a combination of both types of switching. The source address of the MPLS
echo reply packet is an address obtained from the router generating the echo reply. The destination address
is the source address of the router that originated the MPL S echo request packet. The MPL S echo reply
destination port is set to the echo request source port.

The MPLS L SP ping operation verifies L SP connectivity by using one of the supported Forwarding Equivalence
Class (FEC) entities between the ping origin and egress node of each FEC. The following FEC types are
supported for an MPLS L SP ping operation:

» LDP IPv4 prefixes (configured with the tar get ipv4 command)
* MPLS TE tunnels (configured with the tar get traffic-eng tunnel command)

« Pseudowire (configured with the tar get pseudowire command)

configure

Example:

RP/ 0/ RPO/ CPUWO: r out er # confi gure

Enters global configuration mode.

ipsla operation operation-number

Example:

RP/ 0/ RPO/ CPUWO: rout er (confi g)# i psla operation 432
Configures an IP SLA operation and specifies the operation number. The range isfrom 1 to 2048.

type mplslsp ping
Example:

RP/ 0/ RPO/ CPW0: r out er (confi g-i psl a-op)# type npls |sp ping
Configures an MPLS L SP ping operation and enters IP SLA MPLS L SP Ping configuration mode.

output interface type interface-path-id

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl s-1 sp-pi ng) # out put interface pos 0/1/0/0
(Optional) Configures the echo request output interface to be used for L SP ping operations.

Note You cannot use the output interface command if pseudowireis specified asthetarget to beusedinan MPLS
L SP ping operation

tar get {ipv4 destination-address destination-mask | tr affic-eng tunnel tunnel-interface | pseudowir e destination-address
circuit-id}
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Step 6

Step 7

Step 8

Step 9

Configuring and Scheduling an MPLS LSP Ping Operation .

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-ping)# target ipv4 10.25.26.10 255. 255. 255. 255

or

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-nmpl s-1sp-ping)# target ipv4 10.25.26. 10/ 32

or

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-npl s-1sp-ping)# target traffic-eng tunnel 12

or

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-ping)# target pseudowire 192.168.1.4 4211

Specifies the target destination of the MPLS LSP ping operation as a LDP IPv4 address, MPL S traffic engineering
tunnel, or pseudowire.

Isp selector ipv4 ip-address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psla-nmpl s-1sp-ping)# | sp sel ector ipv4d 127.0.0.2
(Optional) Specifiesthe local host IPv4 address used to select the LSP in an MPLS L SP ping operation.

force explicit-null

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsl a-npl s-1sp-ping)# force explicit-null
(Optional) Adds an explicit null label to the label stack of an L SP when an echo request is sent.

reply dscp dscp-bits
Example:

RP/ 0/ RPO/ CPUWO: rout er (config-i psla-npls-1sp-ping)# reply dscp 2

(Optional) Specifies the differentiated services codepoint (DSCP) value to be used in echo reply packets.Valid values
arefrom 0 to 63.

Reserved keywords such as EF (expedited forwarding) and AF11 (assured forwarding class AF11) can be specified
instead of numeric values.

reply mode { control-channel | router-alert}

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-ping)# reply node router-alert

or

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-ping)# reply node control -channel
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(Optional) Sets echo requests to send echo reply packets by way of acontrol channel in an MPLS L SP ping operation,
or to reply as an |Pv4 UDP packet with IP router alert. The router-alert reply mode forces an echo reply packet to be
specially handled by the transit L SR router at each intermediate hop as it moves back to the destination.

Note The control-channel keyword can be used only if the target is set to pseudowire.

Step 10 exp exp-bits

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psla-npl s-1sp-ping)# exp 5

(Optional) Specifies the MPL S experimental field (EXP) value to be used in the header of echo reply packets. Valid
valuesarefromOto 7.

Step 11 ttl time-to-live

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-ping)# ttl 200

(Optional) Specifies the time-to-live (TTL) value used in the MPL S label of echo request packets. Valid values are
from 1 to 255.

Step 12 exit

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- npl s-1 sp-pi ng) # exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

ExitsIP SLA MPLS LSP Ping configuration mode and IP SLA configuration mode. Returns to global configuration
mode.

Step 13 ipsla schedule oper ation operation-number

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g)# i psla schedul e operation 432
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.

Step 14 start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tine 01: 00: 00
Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.
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Step 15

Step 16

Configuring and Scheduling an MPLS LSP Trace Operation .

* (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Usethe commit or end command.

commit —Saves the configuration changes and remains within the configuration session.

end —Pr

ompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —EXxits the configuration session without committing the configuration changes.

e Can

cel —Remains in the configuration session, without committing the configuration changes.

show ipda statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: rout er# show i psla statistics 432

Displays

IP SLA statistics for the current MPLS L SP ping operation.

Configuring and Scheduling an MPLS LSP Trace Operation

Step 1

An MPLSL SPtrace operation traces the hop-by-hop route of L SP pathsto atarget router in an MPL S network
by sending echo requests (UDP packets) to the control plane of each transit label switching router (LSR). A
transit LSR performs various checksto determineif it isatransit LSR for the LSP path. A trace operation
allows you to troubleshoot network connectivity and localize faults hop-by-hop.

Echo request and reply packets validate the LSP. The success of an MPLS L SP trace operation depends on
the transit router processing the MPLS echo request when it receives a labeled packet.

Thetransit router returns an MPL S echo reply containing information about the transit hop in response to any
time-to-live (TTL)-expired MPLS packet or LSP breakage. The destination port of the MPLS echo reply is
set to the echo request source port.

Inan MPLS L SP trace operation, each transit LSR returns information related to the type of Forwarding
Equivalence Class (FEC) entity that is being traced. This information allows the trace operation to check if
the local forwarding information matches what the routing protocols determine as the L SP path.

An MPLS label isbound to a packet according to the type of FEC used for the LSP. The following FEC types
are supported for an MPLS L SP trace operation:

* LDP IPv4 prefixes (configured with the tar get ipv4 command)

« MPLS TE tunnels (configured with the tar get traffic-eng tunnel command)

configure

Example:

RP/ 0/ RPO/ CPUW0: r out er # confi gure

Enters global configuration mode.
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Step 2 ipsla oper ation operation-number

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# i psla operation 432
Configures an |P SLA operation and specifies the operation number. The range is from 1 to 2048.
Step 3 type mplslsp trace

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-op)# type npls |Isp trace
Configures an MPLS L SP trace operation and enters IP SLA MPLS L SP Trace configuration mode.
Step 4 output interface type interface-path-id

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl s-1 sp-pi ng)# out put interface pos 0/1/0/0
(Optional) Configures the echo request output interface to be used for L SP trace operations.

Step 5 Do one of the following:

« target ipv4 destination-address destination-mask
« target traffic-eng tunnel tunnel-interface

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-npl s-1sp-trace)# target ipv4 10.25.26.10 255. 255. 255. 255

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-npl s-1sp-trace)# target ipv4 10.25.26. 10/ 32

or

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-nmpl s-1sp-trace)# target traffic-eng tunnel 12

Specifies the target destination of the MPL S L SP trace operation as an LDP |Pv4 address or MPL S traffic engineering
tunnel.

Step 6 Isp selector ipv4 ip-address

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-npls-1sp-trace)# | sp selector ipv4d 127.0.0.2
(Optional) Specifies the local host IPv4 address used to select the LSP in the MPLS L SP ping operation.

Step 7 force explicit-null

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-npl s-1sp-trace)# force explicit-null
(Optional) Adds an explicit null label to the label stack of an LSP when an echo request is sent.

Step 8 reply dscp dscp-bits

Example:

. System Monitoring Configuration Guide for Cisco NCS 5500 Series Routers,I0S XR Release 6.3.x



| Implementing IP Service Level Agreements

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Configuring and Scheduling an MPLS LSP Trace Operation .

RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-npls-1sp-trace)# reply dscp 2

(Optional) Specifies the differentiated services codepoint (DSCP) value to be used in echo reply packets.Valid values
arefrom 0 to 63.

Reserved keywords such as EF (expedited forwarding) and AF11 (assured forwarding class AF11) can be specified
instead of numeric values.

reply moderouter-alert

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-trace)# reply node router-alert

(Optional) Sets echo requeststo reply as an |Pv4 UDP packet with IP router alert. The router-alert reply mode forces
an echo reply packet to be specially handled by the transit L SR router at each intermediate hop as it moves back to the
destination.

exp exp-bits

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-ipsla-npls-1sp-trace)# exp 5

(Optional) Specifies the MPL S experimental field (EXP) value to be used in the header of echo reply packets. Valid
valuesarefromOto 7.

ttl time-to-live

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl s-1sp-trace)# ttl 20

(Optional) Specifies the time-to-live (TTL) value used in the MPL S label of echo request packets. Valid values are
from 1 to 255.

exit
Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-npl s-1sp-trace)# exit
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a-op) # exit

RP/ 0/ RPO/ CPUWO: rout er (confi g-i psl a)# exit

RP/ 0/ RPO/ CPUO: r out er (confi g) #

ExitsIP SLA MPLS LSP Trace configuration mode and IP SLA configuration mode. Returnsto global configuration
mode.

ipsla schedule oper ation operation-number

Example:

RP/ 0/ / CPUO: rout er (config)# ipsla schedul e operati on 432
RP/ 0/ / CPUO: rout er (confi g-i psl a- sched) #

Schedules the start time of the operation. You can configure a basic schedule.

start-time [hh:mm:ss{day | month day} | now | pending | after hh:mm:ss]

Example:
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RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-sched)# start-tinme 01:00: 00
Specifies atime for the operation to start. The following keywords are described:

* (Optional) Use the pending keyword to configure the operation to remain in a pending (unstarted) state. The
default valueisinactive. If the start-time command is not specified, no information is collected until the start
timeis configured or atrigger occurs that performs an immediate start.

* (Optional) Use the now keyword to indicate that the operation should start immediately.

« (Optional) Use the after keyword and associated arguments to specify the time after which the operation starts
collecting information.

Step 15 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

Step 16 show ipdla statistics [operation-number]

Example:

RP/ 0/ RPO/ CPW0: router # show ipsla statistics 432
Displaysthe current IP SLA statistics for the trace operation.

Configuring IP SLA Reactions and Threshold Monitoring

If youwant IP SLA to set somethreshold and inform you of athreshold violation, theipsla reaction operation
command and theipglareaction trigger command are required. Perform the following proceduresto configure
IP SLA reactions and threshold monitoring:

Configuring Monitored Elements for IP SLA Reactions

IP SLA reactions are configured to be triggered when a monitored value exceeds or falls below a specified
level or amonitored event (for example, timeout or connection-loss) occurs. These monitored values and
events are called monitored elements. You can configure the conditions for areaction to occur in a particular
operation.

The types of monitored elements that are available are presented in the following sections:

Configuring Triggers for Connection-Loss Violations

You can configure areaction if there is a connection-loss for the monitored operation.

Step 1 configure
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Step 2

Step 3

Step 4

Configuring Triggers for Jitter Violations .

Example:

RP/ 0/ RPO/ CPUO: r out er # configure

Enters global configuration mode.

ipsla reaction operation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
is the number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

react [connection-loss|

Example:

RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react)# react connection-Ioss
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond) #

Specifies an element to be monitored for areaction.

Usethe connection-loss keyword to specify areaction that occursif thereisaconnection-lossfor the monitored operation.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Triggers for Jitter Violations

Step 1

Step 2

Jitter values are computed as source-to-destination and destination-to-source values. Events, for example,
traps, can be triggered when the jitter value in either direction or both directions rises above a specified
threshold or falls below a specified threshold. You can configure jitter-average as a monitored element.

configure

Example:

RP/ 0/ RPO/ CPWO: r out er # confi gure

Enters global configuration mode.

ipsla reaction operation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432
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Step 3

Step 4

Configures certain actions that are based on events under the control of the IP SLA agent. The operation-number
argument is the number of the IP SLA operations for the reactions that are configured. The rangeis from 1 to 2048.

react [jitter-average { dest-to-source | source-to-dest}]

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g-i psl a-react)# react jitter-average
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react - cond) #

Specifies an element to be monitored for areaction.

A reaction occurs if the average round-trip jitter value violates the upper threshold or lower threshold. The following
options are listed for the jitter-aver age keyword:

« dest-to-sour ce—Specifies the jitter average destination to source (DS).

* sour ce-to-dest—Specifies the jitter average source to destination (SD).

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Triggers for Packet Loss Violations

Step 1

Step 2

Step 3

Packet-loss val ues are computed as source-to-destination and destination-to-source values. Events, for example,
traps, can be triggered when the packet-1oss values in either direction rise above a specified threshold or fall
below a specified threshold. Perform this task to configure packet-loss as a monitored element.

configure

Example:

RP/ 0/ RPO/ CPUO: r out er # configure
Enters global configuration mode.

ipsla reaction operation operation-number

Example:

RP/ 0/ RPO/ CPW0: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
is the number of the IP SLA operations for the reactions that are configured. The rangeis from 1 to 2048.

react [packet-loss [dest-to-sour ce | sour ce-to-dest]]
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Step 4

Configuring Triggers for Round-Trip Violations .

Example:

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a-react)# react packet-|oss dest-to-source
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond) #

Specifies an element to be monitored for areaction.
The reaction on packet loss value violation is specified. The following options are listed for the packet-loss keyword:

« dest-to-sour ce—Specifies the packet loss destination to source (DS) violation.

* sour ce-to-dest—Specifies the packet loss source to destination (SD) violation.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Triggers for Round-Trip Violations

Step 1

Step 2

Step 3

Round-trip time (RTT) isamonitored value of all IP SLA operations. Events, for example, traps, can be
triggered when the rtt val ue rises above a specified threshold or falls below a specified threshold. You can
configure rtt as a monitored element.

configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure

Enters global configuration mode.

ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

react [rtt]

Example:

RP/ 0/ RPO/ CPUO: rout er (confi g-i psla-react)# react rtt
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond) #

Specifies an element to be monitored for areaction.
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. Configuring Triggers for Timeout Violations

Step 4

Usethertt keyword to specify areaction that occursif the round-trip value viol ates the upper threshold or lower threshold.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —EXits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Triggers for Timeout Violations

Step 1

Step 2

Step 3

Step 4

You can configure triggers for timeout violations.

configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure

Enters global configuration mode.

ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reacti on operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

react [timeout]

Example:

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a-react)# react tineout
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond) #

Specifies an element to be monitored for areaction.

Use the timeout keyword to specify areaction that occurs if thereis atimeout for the monitored operation.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.
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Configuring Triggers for Verify Error Violations .

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Triggers for Verify Error Violations

Step 1

Step 2

Step 3

Step 4

You can specify areaction if thereis an error verification violation.

configure

Example:

RP/ 0/ RPO/ CPWO0: r out er # confi gure

Enters global configuration mode.

ipsla reaction operation operation-number

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
is the number of the IP SLA operations for the reactions that are configured. The rangeis from 1 to 2048.

react [verify-error]

Example:

RP/ 0/ RPO/ CPW0: rout er (confi g-i psl a-react)# react verify-error
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-react - cond) #

Specifies an element to be monitored for areaction.

Use the verify-error keyword to specify areaction that occursif thereis an error verification violation.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring Threshold Violation Types for IP SLA Reactions

For each monitored element, you can specify:

 Condition to check for the threshold value.

« Pattern of occurrences of the condition that can generate the reaction, such as a threshold type.
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For example, you can specify that areaction can occur for a particular element as soon as you observe the
condition of interest by using the threshold type immediate command or when you observe the condition
for three consecutive times by using the threshold type consecutive command.

The type of threshold defines the type of threshold violation (or combination of threshold violations) that

triggers an event.

Thistable lists the threshold violation types.

Table 28: Threshold Violation Types for IP SLA Reactions

Type of Threshold
Violation

Description

consecutive

Triggers an event only after aviolation occurs a number of times consecutively. For
exampl e, the consecutive violation type can be used to configure an action to occur
after atimeout occurs five timesin arow or when the round-trip time exceeds the
upper threshold valuefivetimesin arow. For moreinformation, see Generating Events
for Consecutive Violations, on page 141.

immediate

Triggers an event immediately when the value for a reaction type (such as response
time) exceeds the upper threshold value or falls below the lower threshold value or
when atimeout, connection-loss, or verify-error event occurs. For more information,
see Generating Events for Each Violation, on page 140.

XofY

Triggers an event after some number (X) of violations within some other number (Y)
of probe operations (X of Y). For more information, see Generating Events for X of
Y Violations, on page 142.

averaged

Triggers an event when the averaged totals of avaluefor X number of probe operations
exceeds the specified upper-threshold value or falls below the lower-threshold value.
For more information, see Generating Events for Averaged Violations, on page 143.

Generating Events for Each Violation

You can generate atrap or trigger another operation each time a specified condition is met.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUO: r out er # configure

Enters global configuration mode.

Step 2 ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The rangeisfrom 1 to 2048.
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Step 3

Step 4

Step 5

Generating Events for Consecutive Violations .

react [connection-loss|jitter-aver age{ dest-to-source | source-to-dest} | packet-loss[dest-to-sour ce | sour ce-to-dest]
| rtt | timeout | verify-error]

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-react)# react tineout
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-react - cond) #

Specifies an element to be monitored for areaction.

A reaction is specified if there is atimeout for the monitored operation.

threshold type immediate

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-react-cond)# threshol d type i nmedi ate
Takes action immediately upon athreshold violation.
Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Generating Events for Consecutive Violations

Step 1

Step 2

Step 3

You can generate a trap or trigger another operation after a certain number of consecutive violations.

configure

Example:

RP/ 0/ RPO/ CPUO: r out er # configure

Enters global configuration mode.

ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The rangeisfrom 1 to 2048.

react [connection-loss|jitter-aver age{ dest-to-source | source-to-dest} | packet-loss[dest-to-sour ce | sour ce-to-dest]
[ rtt | timeout | verify-error]

Example:
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. Generating Events for X of Y Violations

Step 4

Step 5

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a-react)# react connection-I|oss
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react - cond) #

Specifies an element to be monitored for areaction.

A reaction is specified if there is a connection-loss for the monitored operation.

threshold type consecutive occurrences

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react-cond)# threshold type consecutive 8

Takes action after anumber of consecutive violations. When the reaction condition is set for a consecutive number of
occurrences, thereis no default value. The number of occurrencesis set when specifying the threshold type. The number
of consecutive violationsisfrom 1 to 16.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Generating Events for X of Y Violations

Step 1

Step 2

Step 3

You can generate a trap or trigger another operation after some number (X) of violations within some other
number (Y) of probe operations (X of Y). The react command with the rtt keyword is used as an example.

configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure

Enters global configuration mode.

ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reacti on operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

react [connection-loss|jitter-aver age{ dest-to-source | source-to-dest} | packet-loss[dest-to-source| sour ce-to-dest]
[ rtt | timeout | verify-error]

Example:
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Step 4

Step 5

Generating Events for Averaged Violations .

RP/ 0/ RPO/ CPWO: rout er (confi g-i psl a-react)# react rtt
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react - cond) #

Specifies that a reaction occurs if the round-trip value violates the upper threshold or lower threshold.

threshold type xofy X value Y value

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react-cond)# threshold type xofy 7 7

When the reaction condition, such as threshold violations, are met for the monitored element after some x number of
violations within some other y number of probe operations (for example, x of y), the action is performed as defined by
the action command. The default is 5 for both x value and y value; for example, xofy 5 5. The valid range for each value
isfrom 1to 16.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Generating Events for Averaged Violations

Step 1

Step 2

Step 3

You can generate atrap or trigger another operation when the averaged totals of X number of probe operations
violate afalling threshold or rising threshold.

configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure
Enters global configuration mode.
ipsla reaction oper ation operation-number

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reacti on operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
isthe number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

react [connection-loss|jitter-average{ dest-to-source | source-to-dest} | packet-loss[dest-to-source | source-to-dest]
| rtt | timeout | verify-error]

Example:
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RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a-react)# react packet-1loss dest-to-source
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-react - cond) #

Specifies an element to be monitored for areaction.
The reaction on packet loss value violation is specified. The following options are listed for the packet-loss keyword:

* dest-to-sour ce—Specifies the packet 1oss destination to source (DS) violation.

* sour ce-to-dest—Specifies the packet loss source to destination (SD) violation.

Step 4 threshold type aver age number-of-probes

Example:

RP/ 0/ RPO/ CPUO: rout er (confi g-i psl a-react-cond)# threshol d type average 8
Takes action on average values to violate a threshol d.
Step 5 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Specifying Reaction Events

When areaction condition is detected, you can configure the type of action that occurs by using the action
command. The following types of actions are configured:

« logging—When the logging keyword is configured, a message is generated to the console to indicate
that areaction has occurred.

« trigger—When the trigger keyword is configured, one or more other operations can be started. Asa
result, you can control which operations can be started with theipslareaction trigger opl op2 command.
This command indicates when opl generates an action type trigger and operation op2 can be started.

You can specify reaction events. Thereact command with the connection-loss keyword is used as an example.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure

Enters global configuration mode.

Step 2 ipsla reaction oper ation operation-number
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Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla reaction operation 432

Configures certain actionsthat are based on events under the control of the IP SLA agent. The operation-number argument
is the number of the IP SLA operations for the reactions that are configured. The range is from 1 to 2048.

Step 3 react [connection-loss|jitter-aver age { dest-to-sour ce | sour ce-to-dest} | packet-loss[dest-to-sour ce | sour ce-to-dest]
| rtt | timeout | verify-error]

Example:

RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react)# react connection-Ioss
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond) #

Specifies areaction if thereis a connection-loss for the monitored operation.
Step 4 action [logging | trigger]

Example:

RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-react-cond)# acti on | oggi ng

Specifies what action or combination of actions the operation performswhen you configure the react command or when
threshold events occur. The following action types are described:

* logging—Sends alogging message when the specified violation type occurs for the monitored element. The IPSLA
agent generates a syslog and informs SNMP. Then, it is up to the SNMP agent to generate atrap or not.

« trigger—Determinesthat the operational state of one or more operations makesthetransition from pending to active
when the violation conditions are met. The target operations to be triggered are specified using the ipsla reaction
trigger command. A target operation continues until itslife expires, as specified by lifetime value of the target
operation. A triggered target operation must finish its life before it can be triggered again.

Step 5 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.
» No —EXxits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring the MPLS LSP Monitoring Instance on a Source PE Router

Perform thistask to configure the operation parameters for an MPL S LSP monitor (MPLSLM) instance. The
IP SLA measurement statistics are stored on the source PE router.

To configure an MPL S L SP monitor ping or trace instance, perform one of the following tasks:
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Configuring an MPLS LSP Monitoring Ping Instance

Before you begin

\)

Note MPLSLSP monitoring is configured on a PE router.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUW0: rout er# configure

Enters global configuration mode.
Step 2 ipda

Example:

RP/ 0/ RPO/ CPW0: rout er (config)# ipsla

Enters IP SLA configuration mode and configures |P service level agreements.
Step 3 mpls discovery vpn

Example:

RP/ 0/ RPO/ CPW0: rout er (config-ipsla)# npls discovery vpn

(Optional) Enters MPLS VPN BGP next-hop neighbor discovery configuration mode.
Step 4 interval minutes

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl s-di scovery-vpn)# interval 120

(Optional) Specifies the time interval at which routing entries that are no longer valid are removed from the BGP
next-hop neighbor discovery database of an MPLS VPN. The default time interval is 60 minutes.

Step 5 exit

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl s-di scovery-vpn)# exit
Exits MPLS discovery VPN configuration mode.

Step 6 mpls Isp-monitor

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla)# npls | sp-nonitor
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- npl sl m) #
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Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Configuring an MPLS LSP Monitoring Ping Instance .

Enters MPL S L SP monitor mode. From this mode you can configure an L SP monitor instance, configure areaction for
an L SP monitor instance, or schedule an L SP monitor instance.

monitor monitor-id

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla-nplsim# nonitor 1
RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- npl sl m def ) #

Configures an MPLS L SP monitor instance and enters IP SLA MPLS L SP monitor configuration mode.

type mplslsp ping
Example:

RP/ 0/ RPO/ CPW0: rout er (confi g-ipsla-nplslmdef)# type npls |sp ping

Automatically creates an MPLS L SP ping operation for each discovered BGP next-hop address and enters the
corresponding configuration mode to configure the parameters.

vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# vrf SANJOSE

(Optional) Enablesthe monitoring of a specific Virtual Private Network (V PN) routing and forwarding (VRF) instance
in the ping operation. If no VRF is specified, the MPLS L SP monitoring instance monitors all VRFs.

scan interval scan-interval

Example:

RP/ 0/ RPO/ CPUWO: r out er (confi g-i psl a- npl sl m | sp-pi ng)# scan interval 300

(Optional) Specifiesthetimeinterval (in minutes) at which the MPLS L SP monitor instance checks the scan queue for
BGP next-hop neighbor updates. The default time interval is 240 minutes.

At each interval, anew IP SLA operation is automatically created for each newly discovered BGP next-hop neighbor
listed in the MPL S L SP monitor instance scan queue.

scan delete-factor factor-value

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m 1 sp-pi ng)# scan del ete-factor 2

(Optional) Specifies the number of timesthe MPLS L SP monitor instance should check the scan queue before
automatically deleting IP SLA operations for BGP next-hop neighbors that are no longer valid.

The default scan factor is 1. In other words, each time the MPL S L SP monitor instance checks the scan queue for
updates, it deletes IP SLA operations for BGP next-hop neighbors that are no longer valid.

If the scan factor isset to O, IP SLA operations are never deleted by the MPLS L SP monitor instance. We do not
recommend this configuration.

timeout milliseconds

Example:
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. Configuring an MPLS LSP Monitoring Ping Instance

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m 1 sp-ping)# ti meout 50000

(Optional) Specifies the amount of time that each MPL S L SP operation waits for aresponse from the L SP verification
(LSPV) server. The default value is 5000 milliseconds.

datasizerequest size

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl sl m | sp- pi ng) # dat asi ze request 512
(Optional) Specifies the payload size of the MPL S L SP echo request packets. The default value is 100 bytes.
Note This command is available in MPLS L SP ping mode only.

Isp selector ipv4 ip-address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# | sp selector ipv4d 127.10.10.1

(Optional) Specifiesalocal host IP address (127.x.x.x) that is used to select the label switched path (LSP) from among
multiple LSPs. The default valueis 127.0.0.1.

force explicit-null

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# force explicit-null

(Optional) Specifies whether an explicit null 1abel is added to the label stack of MPLS L SP echo request packets. This
isdisabled by default.

reply dscp dscp-bits

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# reply dscp 5

(Optional) Specifiesthe differentiated services codepoint (DSCP) valueto be used in the | P header of MPLS L SP echo
reply packets.

reply moderouter-alert

Example:
RP/ 0/ RPO/ CPWO: rout er (config-ipsla-nplslmlsp-ping)# reply node router-alert
(Optional) Enables the use of the router alert optionin MPLS L SP echo reply packets. Thisis disabled by default.

ttl time-to-live

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-nmplslmlsp-ping)# ttl 200

(Optional) Specifies the maximum hop count for an echo request packet to be used for MPLS L SP operations. The
default valueis 255.
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Step 19

Step 20

Step 21

Step 22

Configuring an MPLS LSP Monitoring Trace Instance .

tag text

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# tag npl sl mtag
(Optional) Creates a user-specified identifier for MPLS L SP operations.
exp exp-bits

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-pi ng)# exp 7

(Optional) Specifies the experimental field value to be used in the MPLS header of MPL S L SP echo request packets.
The default valueis 0.

statistics hourly [buckets hours]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-ping)# statistics hourly buckets 2

(Optional) Specifies the statistics collection parameters for the operationsin the MPLS L SP monitoring instance. The
default number of hoursis 2.

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

* No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

What to do next

« Configure the reaction conditions.

« Schedule the MPLS L SP monitoring instance operations.

Configuring an MPLS LSP Monitoring Trace Instance

Step 1

Before you begin

\)

Note MPLSLSP monitoring is configured on a PE router.

configure
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Example:

RP/ 0/ RPO/ CPUWO: rout er# configure
Enters global configuration mode.
Step 2 ipda

Example:

RP/ 0/ RPO/ CPWO: rout er (config)# ipsla
Enters IP SLA configuration mode and configures |P service level agreements.
Step 3 mplsdiscovery vpn

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla)# npls discovery vpn
(Optional) Enables MPLS VPN BGP next-hop neighbor discovery.

Step 4 interval minutes

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- mpl s-di scovery-vpn)# interval 120

(Optional) Specifiesthe time interval at which routing entries that are no longer valid are removed from the BGP
next-hop neighbor discovery database of an MPLS VPN. The default time interval is 60 minutes.

Step 5 exit

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- npl s-di scovery-vpn)# exit
Exits MPL S discovery VPN configuration mode.

Step 6 mpls Isp-monitor

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla)# npls |sp-nonitor
RP/ 0/ RPO/ CPUWO: r out er (confi g-ipsla-npl sl m#

Enters MPLS L SP monitor mode. From this mode you can configure an L SP monitor instance, configure areaction
for an LSP monitor instance, or schedule an L SP monitor instance.

Step 7 monitor monitor-id

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-nmplslm# nonitor 1
RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a- mpl sl m def ) #

Configures an MPLS L SP monitor instance and enters IP SLA MPLS L SP monitor configuration mode.

Step 8 type mplslisp trace

Example:
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Step 9

Step 10

Step 11

Step 12

Step 13

Configuring an MPLS LSP Monitoring Trace Instance .

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl smdef)# type npls |Isp trace

Automatically creates an MPLS L SP trace operation for each discovered BGP next-hop address and enters the
corresponding configuration mode to configure the parameters.

vrf vrf-name

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl mlsp-trace)# vrf SANJOSE

(Optional) Enablesthe monitoring of a specific Virtual Private Network (VPN) routing and forwarding (VRF) instance
in the traceroute operation. If no VRF is specified, the MPL S L SP monitoring instance monitors al VRFs.

scan interval scan-interval

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# scan interval 300

(Optional) Specifiesthetimeinterval (in minutes) at which the MPLS L SP monitor instance checks the scan queue for
BGP next-hop neighbor updates. The default time interval is 240 minutes.

At each interval, anew IP SLA operation is automatically created for each newly discovered BGP next-hop neighbor
listed in the MPL S L SP monitor instance scan queue.

scan delete-factor factor-value

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# scan del ete-factor 2

(Optional) Specifies the number of times the MPLS L SP monitor instance should check the scan queue before
automatically deleting IP SLA operations for BGP next-hop neighbors that are no longer valid.

The default scan factor is 1. In other words, each time the MPLS L SP monitor instance checks the scan queue for
updates, it deletes IP SLA operations for BGP next-hop neighbors that are no longer valid.

If the scan factor isset to O, IP SLA operations are never deleted by the MPLS L SP monitor instance. We do not
recommend this configuration.

timeout milliseconds

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# tinmeout 50000

(Optional) Specifies the amount of time that each MPL S L SP operation waits for aresponse from the L SP verification
(LSPV) server. The default value is 5000 milliseconds.

Isp selector ipv4 ip-address

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla-nplslmlsp-trace)# |sp selector ipv4 127.10.10.1

(Optional) Specifiesalocal host IP address (127.x.x.x) that is used to select the label switched path (LSP) from among
multiple LSPs. The default valueis 127.0.0.1.
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Step 14

Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

force explicit-null

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# force explicit-null

(Optional) Specifieswhether an explicit null 1abel is added to the label stack of MPLS L SP echo request packets. This
isdisabled by default.

reply dscp dscp-bits

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m|sp-trace)# reply dscp 5

(Optional) Specifiesthe differentiated services codepoint (DSCP) valueto be used in the | P header of MPLS L SP echo
reply packets.

reply mode router-alert

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m|sp-trace)# reply node router-alert
(Optional) Enables the use of the router alert optionin MPLS L SP echo reply packets. Thisis disabled by defaullt.
ttl time-to-live

Example:

RP/ 0/ / CPWO: rout er (confi g-i psl a-npl sl m|sp-trace)# ttl 40

(Optional) Specifies the maximum hop count for an echo request packet to be used for MPLS L SP operations. The
default valueis 30.

tag text

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m|sp-trace)# tag npl sl mtag
(Optional) Creates a user-specified identifier for MPLS L SP operations.
exp exp-hbits

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# exp 7

(Optional) Specifies the experimental field value to be used in the MPL S header of MPL S L SP echo request packets.
The default value is 0.

statistics hourly [buckets hours]

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-trace)# statistics hourly buckets 2

(Optional) Specifies the statistics collection parameters for the operationsin the MPLS L SP monitoring instance. The
default number of hoursis 2.
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Step 21

Configuring the Reaction Conditions for an MPLS LSP Monitoring Instance on a Source PE Router .

Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

What to do next

* Configure the reaction conditions.

* Schedule the MPLS L SP monitoring instance operations.

Configuring the Reaction Conditions for an MPLS LSP Monitoring Instance on
a Source PE Router

Step 1

Step 2

Step 3

Perform this task to configure the reaction conditions for an MPL S L SP monitoring instance.

Before you begin

The MPLS L SP monitoring instance should be defined before you configure the reaction conditions.

configure

Example:

RP/ 0/ RPO/ CPUO: r out er# configure
Enters global configuration mode.
ipda

Example:

RP/ 0/ RPO/ CPUO: rout er (config)# ipsla

Enters IP SLA configuration mode and configures | P service level agreements.

mpls Isp-monitor

Example:

RP/ 0/ RPO/ CPUO: rout er (config-ipsla)# npls |sp-nonitor
RP/ 0/ RPO/ CPUO: r out er (confi g-i psl a-npl sl m) #

Enters MPLS L SP monitor mode. From this mode you can configure an L SP monitor instance, configure a reaction for
an L SP monitor instance, or schedule an L SP monitor instance.
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Step 4 reaction monitor monitor-id

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl m# reaction nonitor 2
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl mreact) #

Configuresan MPL S L SP monitor instance reaction and enters I[P SLA MPL S L SP monitor reaction configuration mode.
Step 5 react { connection-loss | timeout}

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl mreact)# react connection-I|oss

Specifiesthat areaction occursif thereisaone-way connection loss or timeout for the monitored operation. Thereaction
applies when the condition comes up for any of the automatically created operations.

Step 6 action logging

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl mreact-cond)# action | ogging
Specifies that an event be logged as aresult of the reaction condition and threshold.

Step 7 threshold type { consecutive occurrences | immediate}

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl mreact-cond)# threshold type consecutive 10

Specifies that the designated action is taken after the specified number of consecutive violations or immediately. The
valid range of occurrencesis1to 16.

Step 8 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes — Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

What to do next
 Schedule the MPL S L SP monitoring instance operations.

Scheduling an MPLS LSP Monitoring Instance on a Source PE Router

Perform this task to schedule the operationsin an MPLS L SP monitoring instance.
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Scheduling an MPLS LSP Monitoring Instance on a Source PE Router .

Step 1 configure

Example:

RP/ 0/ RPO/ CPWO0: r out er # confi gure
Enters global configuration mode.
Step 2 ipsa

Example:

RP/ 0/ RPO/ CPW0: rout er (config)# ipsla

Enters IP SLA configuration mode and configures | P service level agreements.

Step 3 mpls Isp-monitor

Example:

RP/ 0/ RPO/ CPWO: rout er (confi g-i psla)# npls | sp-nonitor
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a- npl sl m) #

Enters MPLS L SP monitor mode. From this mode you can configure an L SP monitor instance, configure areaction for
an L SP monitor instance, or schedule an L SP monitor instance.

Step 4 schedule monitor monitor-id

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl m# schedul e nonitor 2
RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a- npl sl m sched) #

EntersIP SLA MPLS L SP monitor schedule configuration mode to schedule the MPL S L SP monitor instance.

Step 5 frequency seconds

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a- npl sl m sched) # frequency 600

(Optional) Specifiesthe frequency at which the schedule period isrun. The default value is same as schedule period. The
schedule period is specified using the schedule period command. You must specify this value before scheduling an
MPLS L SP monitor instance start time.

Step 6 schedule period seconds

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a- npl sl m sched) # schedul e period 300

Specifies the amount of time, in seconds, during which all of the operations are scheduled to run. All operations are
scheduled equally spaced throughout the schedule period.

Use the frequency command to specify how often the entire set of operationsis performed. The frequency value must
be greater than or equal to the schedule period.

You must specify this value before scheduling an MPLS L SP monitor instance start time.
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Step 7 star t-time hh:mm:ss [day | month day]

Example:

RP/ 0/ RPO/ CPWO0: r out er (confi g-i psl a-npl sl m sched) # start-tine 11:45:00 July 4

Specifies the time when the MPLS L SP monitor instance starts collecting information. You must specify the scheduled
time; otherwise, no information is collected.

Step 8 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuring LSP Path Discovery

Perform this task to configure the L SP Path Discovery (LPD) and its required parameters, including echo
interval, path, and scan.

Step 1 configure

Example:

RP/ 0/ RPO/ CPUO: rout er# configure

Enters global configuration mode.
Step 2 ipsa

Example:

RP/ 0/ RPO/ CPWO: rout er (config)# ipsla

Enters IP SLA configuration mode and configures |P service level agreements.
Step 3 mpls Isp-monitor

Example:

RP/ 0/ RPO/ CPWO: rout er (config-ipsla)# npls |sp-nonitor

Enters MPLS L SP monitor mode. From this mode you can configure an L SP monitor instance, configure areaction
for an LSP monitor instance, or schedule an L SP monitor instance.

Step 4 monitor monitor-id

Example:
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RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sIm# nonitor 2
Configures an MPL S L SP monitor instance.

Step 5 type mplslsp ping
Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-nplslmdef)# type npls |sp ping
Verifies the end-to-end connectivity of alabel switched path (L SP) and the integrity of an MPL S network.
Step 6 path discover

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m 1 sp-ping)# path discover
Enables L SP path discovery.
Step 7 echointerval time

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-1pd)# echo interval 777

Configuresthe interval (in milliseconds) between MPLS L SP echo requests sent during path discovery. Rangeis0to
3600000. Default is 0.

Step 8 echo maximum Isp selector ipv4 host address

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-1 pd)# echo maxi num | sp sel ector ipv4 host_one
127.100. 100. 100

Configures alocal host IP address (127.x.x.x) that is the maximum selector value to be used during path discovery.
Default is 127.255.255.255.

Step 9 echo multipath bitmap-size size

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-nmplslmlsp-1pd)# echo nultipath bitnap-size 50

Configures the maximum number of selectors sent in the downstream mapping of an MPL S L SP echo request during
path discovery. Rangeis 1 to 256. Default is 32.

Step 10 echoretry count

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-nmplslmlsp-1pd)# echo retry 3

Configures the number of timeout retry attempts for MPLS L SP echo requests sent during path discovery. Rangeis0
to 10. Default is 3.

Step 11 echo timeout value

Example:
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RP/ 0/ RPO/ CPWO: r out er (confi g-i psla-npl sl m1sp-1pd)# echo tinmeout 300

Configures the timeout value for echo requests during path discovery. Range is 0 to 3600 in milliseconds. Default is 5.

Step 12 path retry range

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-1pd)# path retry 12
Configures MPLS L SP path retry range. Rangeis 1 to 16. Default is 1.

Step 13 path secondary frequency { both | connection-loss | timeout} value}

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-ipsla-npl sl mlsp-1pd)# path secondary frequency both 600
Enables secondary frequency for:

* Both timeout and connection loss
* Only connection loss

« Only timeout

Note Thereis no default value.

Step 14 scan period value

Example:

RP/ 0/ RPO/ CPWO: r out er (confi g-i psl a-npl sl m | sp-1pd)# scan period 60
Configures MPL S L SP scan time period value. Range is 0 to 7200 minutes. Default is 5.

Step 15 Usethe commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes — Saves configuration changes and exits the configuration session.
* No —Exits the configuration session without committing the configuration changes.

« Cancel —Remainsin the configuration session, without committing the configuration changes.

Configuration Examples for Implementing IP Service Level
Agreements

This section provides these configuration examples:
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Configuring IP Service Level Agreements: Example

The following example shows how to configure and schedule a UDP jitter operation:

configure
i psla
operation 101
type udp jitter
destination address 12.2.0.2
statistics hourly
buckets 5
distribution count 5
distribution interval 1
|
destination port 400
statistics interval 120
buckets 5
|
|
|
schedul e operation 101
start-time now
life forever
|
|

show i psla statistics

Fri Nov 28 16:48:48.286 GMI

Entry nunber: 101
Modi fication time: 16:39:36.608 GMI Fri Nov 28 2014
Start tinme : 16:39:36.633 GMI Fri Nov 28 2014
Nunmber of operations attenpted: 10
Nunmber of operations skipped : O

Current seconds left in Life : Forever
Operational state of entry : Active
Operational frequency(seconds): 60
Connection | oss occurred . FALSE
Ti meout occurred . FALSE
Latest RTT (mlliseconds) : 3
Latest operation start tine : 16:48:37.653 GMI Fri Nov 28 2014
Next operation start tine : 16:49:37.653 GMI Fri Nov 28 2014
Latest operation return code : K
RTT Val ues:
RTTAvg : 3 RTTM n: 3 RTTMax : 4
NumOF RTT: 10 RTTSum 33 RTTSunR: 111
Packet Loss Val ues:
Packet LossSD 0 Packet LossDS : 0
Packet Qut Of Sequence: 0 Packet M A 0
Packet LateArrival : O Packet Ski pped: 0
Errors 0 Busi es 0
I nval i dTi mest anp 0
Jitter Values :
M nCf Posi ti vesSD: MaxCOf Posi tivesSD: 1

NunmCf Posi ti vesSD:
SunRPosi tivesSD :
M nCf Negat i vesSD:
NuntX Negat i vesSD:
Sunm2Negati vesSD :
M nCf Posi ti vesDS:
Nun Posi ti vesDS:
SunRPosi tivesDS :

SuntX Posi tivesSD: 2

MaxOf Negati vesSD: 1
SumOf Negati vesSD: 1

MaxCF Posi tivesDS: 1
SuntX Posi tivesDS: 1

PR R R R RN P
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M nOf Negat i vesDS: 1 MaxOf Negat i vesDS: 1

NunOf Negat i vesDS: 1 Suntf Negat i vesDS: 1

Sunm?Negati vesDS : 1

JitterAve: 1 JitterSDAve: 1 JitterDSAve: 1

Interarrival jitterout: O Interarrival jitterin: O
One Way Val ues

Nunof O 0

OMnSD : 0 ONWBxSD: 0 ONBuntD: 0

ONsun2Sh: 0 OMveSD: 0

oM nDS : 0 ONWBxDS: 0 ONBunDS: 0

ONsunkDS: 0 OMveDS: 0

Configuring IP SLA Reactions and Threshold Monitoring: Example

The following examples show how to configure IP SLA reactions and threshold monitoring. You can:

« Configure areaction for attributes that activate atrue or false condition, for example, 1, 5, or 6.
* Configure areaction for attributes that accept a threshold value.
« Configure additional threshold type options.

« Configure either the logging or triggering of action types.

configure
i psla operation 1
type icnp echo

ti meout 5000
destination address 223. 255. 254. 254
frequency 10
statistics interval 30
buckets 3

end

configure
i psla operation 2
type icnp path-echo
destination address 223.255. 254. 254
frequency 5
end

configure
i psla reaction operation 1
react timeout
action trigger
threshol d type i nmredi ate
exit
exit
react rtt
action | oggi ng
threshold lower-limt 4 upper-limt 5
end

Operation 1 checks for timeout occurrence. If applicable, operation 1 generates atrigger event. If thertt
keyword exceeds 5, an error islogged.

If operation 1 generates atrigger event, operation 2 is started. The following example shows how to configure
areaction trigger operation by using the ipsla reaction trigger command:
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configure
ipsla reaction trigger 1 2
end

Configuring IP SLA MPLS LSP Monitoring: Example

The following exampleillustrates how to configure IP SLA MPLS L SP monitoring:

ipsla
mpl s | sp-noni tor
monitor 1
type nmpls |sp ping
vrf SANJOSE
scan interval 300
scan del ete-factor 2
timeout 10000
dat asi ze request 256
| sp selector ipv4 127.0.0.10
force explicit-nul
reply dscp af
reply nmode router-alert

ttl 30

exp 1

statistics hourly
buckets 1

|
|
!
reaction nmonitor 1
react timeout
action | oggi ng
threshol d type i mredi ate
|
react connection-I|oss
action | oggi ng
threshol d type i nmredi ate
|
|
schedul e monitor 1
frequency 300
schedul e period 120
start-tine 11:45:00 July 4
|
|
mpl s di scovery vpn
interval 600
|
|

Configuring LSP Path Discovery: Example

The following example illustrates how to configure L SP Path Discovery:

configure

ipsla

mpl s | sp-nonitor
monitor 1

type npls |sp ping
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pat h di scover
path retry 12
path secondary frequency both 12
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