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Get Started with Cisco EPN Manager

* Get Started With Cisco EPN Manager, on page 1






CHAPTER 1

Get Started With Cisco EPN Manager

\}

Note If you are an administrator and need to set up Cisco EPN Manager for its initial use, see Server Setup Tasks,
on page 555.

* Setup Tasks That Should Be Completed Before Using Cisco EPN Manager, on page 1
* Log In and Out, on page 2

* Change Your Password, on page 2

* Use the Main Window Controls, on page 2

* Change Your Default Home Page, on page 4

* Set Up and Use the Dashboards, on page 5

» Work In a Different Virtual Domain , on page 22

* Manage Jobs Using the Jobs Dashboard, on page 23

* Extend Cisco EPN Manager Functions, on page 24

* Check Cisco.com for the Latest Cisco EPN Manager Documentation, on page 25

Setup Tasks That Should Be Completed Before Using Cisco EPN
Manager

Before you can use the Cisco EPN Manager features, these tasks should be completed by an administrator:

Table 1: Setup Tasks and References

Tasks to completed before using Cisco EPN Manager For information, see:

Set up and configure the Cisco EPN Manager server. Server Setup Tasks, on page 555

Add devices to Cisco EPN Manager and create device Add and Organize Devices, on page 29
groups to simplify device and network management.

Enable monitoring for interfaces and technologies used by | Monitor Device and Network Health and
the network. Performance, on page 185
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Tasks to completed before using Cisco EPN Manager For information, see:

Customize alarm and event behavior for your deployment | Set Alarm and Event Management Preferences,
(for example, alarm and event refresh rates and e-mail and | on page 205
trap receivers).

Log In and Qut

To log into the GUI, enter the following in your web browser address field, where server-ip is the IP address
of the Cisco EPN Manager server:

https://server-ip

Depending on your network configuration, the first time your browser connects to the Cisco EPN Manager
web server, you may have to update your client browser to trust the server’s security certificate. This ensures
the security of the connection between your client and the Cisco EPN Manager web server.

To log out, click 4 at the top right of the Cisco EPN Manager window and choose Log Out.

For information on Cisco EPN Manager users and the actions they can perform, see:

* How to Transition Between the CLI User Interfaces in Cisco EPN Manager, on page 63 1—Describes all
classes of users supported byCisco EPN Manager, including the various CLI user accounts.

* Types of User Groups, on page 634—Describes the user group mechanism which allows you to control
the functions that everyday web GUI users can perform. What you can see and do in the user interface
is controlled by your user account privileges. This topic also describes the virtual domain mechanism,
which manages Role-Based Access Control (RBAC) for devices.

Change Your Password

You can change your password at any time by clicking 4+ at the top right of the Cisco EPN Manager window
and choosing Change Password. Click the information icon to review the password policy.

Use the Main Window Controls

The top left of the Cisco EPN Manager title bar provides the following controls.

E Menu button—Toggles the main Cisco EPN Manager navigation menu on the left (also called
the left sidebar menu)

A Home button—Returns you to the home page (normally the Overview Dashboard)

The right side of the title bar displays your user name and the virtual domain you are working in. A virtual
domain is a logical grouping of devices. Virtual domains are used to control who has access to devices and
areas of the network. To switch between virtual domains that are assigned to you, see Work In a Different
Virtual Domain , on page 22.
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Use the Main Window Controls .

jsmith - SJ-optical X3

L3

Web GUI global settings button—Log out, change password, view your Cisco.com account
profile, adjust your GUI preferences, check a Cisco.com support case, launch online help

When you click 4% on the right side of the title bar, the window settings menu opens.

jsmith - ROOT-DOMAIN £

Logged In As jsmith

Log out

Change Passward

Set Current Page As Home

My Preferences

Suppart Cases
Yitual Domain: ROOT-DOMAIN
Help

Getting Started

Online Help

APl Help

Supported Devices
Feedback

I 'wish this page would. ..

About Cisco EPM Manager

414324

Finally, the Alarm Summary gives you a visual indicator of number of alarms in your network. The color

indicates the highest severity alarm.

Alarm Summary—Provides a visual count of alarms in the categories you specify.
Clicking this area opens the Alarm Summary popup window.

When you click the Alarm Summary button (circled in the following figure), Cisco EPN Manager opens the
Alarm Summary popup window. You can customize the data that is displayed in both the button and the
pop-up window. In this example, the button displays a count for Switches and Hubs and System alarms, and
the Alarm Summary pop-up to show all of the alarm categories listed in the following illustration.
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Alarm Summary -ﬁ
Category € Critical Y Major Minor
Alarm Summary ] 5 2
Application Performance a 0 0

| Carrier Ethernet a 0 0
Cisco Interfaces and Modules a 0 0
Ferfarmance a a 1]
Fouters a 0 1
Security a 0 0
=witches and Hubs a 4 1
System a 1 0
!
Last Updated: Tuesday, February 10 2015, 03:42 P View Details

Change Your Default Home Page

You can specify which page you want to display when you perform either of the following tasks:

« You click ® from the left side of the web GUI title bar.
* You log in to the Cisco EPN Manager web GUI.

This setting is saved on a per-user basis. You can change it at any time without affecting other users.

Step 1 While you have the page you want displayed, click 1% at the top right of the Cisco EPN Manager web GUI.
Step 2 Choose Set Current Page as Home.
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Set Up and Use the Dashboards

Dashboards provide at-a-glance views of the most important data in your network. They provide status as
well as alerts, monitoring, performance, and reporting information. You can customize these dashboards so
they contain only the information that is important to you. It may be helpful to set the Network Summary
dashboard as your default home page. By doing so, this dashboard is displayed after you log in and you can
quickly check overall network health before you do anything else. To set any dashboard as your default home
page, see Change Your Default Home Page, on page 4.

Use the following dashboards to monitor and manage your network:

* Network Summary dashboard—To check the health of the entire network. See Network Summary
Dashboard Overview.

* Service Performance dashboard—To monitor Carrier Ethernet and optical service performance. See
Service Performance Dashboard Overview.

* Performance dashboard—To view high-level performance metrics for network components such as
interfaces, QoS policies, and ITU-T Y.1731 probes. See Performance Dashboard Overview.

* Device Trends dashboard—To view performance information for a specific device, application, or
service. See Device Trends Dashboard Overview.

* DWDM/OTN Performance dashboard—To view performance information for the dense wavelength
division multiplexing (DWDM) and Optical Transport Network (OTN) interfaces in your network. See
DWDM/OTN Performance Dashboard Overview.

Users with administrator privileges can also use the following dashboards:

* Licensing dashboard—See View the Licensing Dashboard
* Jobs dashboard—See Manage Jobs Using the Jobs Dashboard, on page 23.

* System Monitoring dashboard—See Check Cisco EPN Manager Server Health, Jobs, Performance, and
API Statistics Using the System Monitoring Dashboard, on page 612.

Note the following:

* For an explanation of the parts of the dashboard window and how to use dashboard filters, see How to
Use the Dashboards, on page 16.

* To troubleshoot dashboard data issues, see Find Out Why Data [s Missing from a Dashboard.

Types of Dashboards

The following topics describe the dashboards available in Cisco EPN Manager.

Service Performance Dashhoard Overview

From the Service Performance dashboard, you can view the performance statistics for a particular circuit,
VC, or service during the time frame you specify. To open this dashboard, choose Dashboard > Service
Performance > any of the tabs described in the following table.
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Dashbhoard Tab

Information Provided

CEM

For the selected Circuit Emulation (CEM) circuit:

* Details such as its name, type, and creation date

» Statistics (you can toggle between the statistics for the circuit's
endpoints)

» Number of packets lost during transmission

* Number of packets re-ordered in the jitter buffer before they reached
their destination

» Number of jitter buffer overruns and underruns

» Number of packets ordered incorrectly and subsequently dropped

* Number of malformed packets

» Number of seconds that were errored, serverely errored, or unavailable
* Failed events

* Dashlets that chart the number of Explicit Pointer Adjustment Relay
counters (such L-bits and P-bits) that have been generated and received

Note To view these dashlets, both the CEM and Pseudowire
Emulation Edge to Edge monitoring policies must be
enabled. See Monitoring Policies Reference, on page 729.

TE Tunnel

For the selected Traffic Engineering (TE) tunnel circuit:

* Details such as its name, serviceability state, and associated endpoint
* Service statistics
* Outgoing traffic, bandwidth utilization, and reserved bandwidth

* Service availability
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Dashboard Tab Information Provided

CE/L3VPN For the selected circuit or VC:

* Details such as its name, discovery state, and the last time it was
modified

* Lists the circuits and VCs with the highest values for the following
parameters:

* Average traffic between endpoints

* QoS class traffic and drops

Note You can toggle between inbound and outbound data. In
the Top N Service QoS Class Traffic dashlet, you can
also toggle between pre- and post-policy data.

* Inbound and outbound QoS drops
* Service traffic and availability

» Two-way delay, one-way jitter , and service loss

Top CE/L3VPN Lists the circuits and VCs with the highest values for the following
parameters:

* Delay
* Jitter
* Service loss

» Traffic (both inbound and outbound)

You can toggle between the information for CE and L3VPN services.

Note the following:

* Interface monitoring is not enabled by default. For information on how to check this, see Check What
Cisco EPN Manager Is Monitoring, on page 190.

* For a description of how to customize the contents and layout of a dashboard tab, see Customize a
Dashboard Tab.

Performance Dashboard Overview

From the Performance dashboard, you can can view high-level performance metrics for network components
such as interfaces, QoS policies, and ITU-T Y.1731 probes. To open this dashboard, choose Dashboard >
Performance > any of the tabs described in the following table.

Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide .



. Performance Dashboard Overview

Get Started with Cisco EPN Manager |

Dashbhoard Tab

Information Provided

Interfaces

For the selected interface:

* Details such as its name, the IP address of the device it is located
on, and its configured speed

* The average, minimum, and maximum values for the following
performance metrics (you can toggle between the metrics
collected for inbound and outbound data):

* Traffic

» Utilization
* Errors

* Discards

* Cyclic redundancy check (CRC) errors

Note CRC error data is not polled by default. To enable
the collection of this data, choose a polling
frequency for the Interface Health monitoring
policy's CRC parameter (see Change the Polling
for a Monitoring Policy).

* Individual graphs that chart the performance metrics listed in the
Interface Statistics dashlet

* Interface availability

* Top N QoS class map policy graph (inbound and outbound
pre-policy rate, post-policy rate, and drops percentage)

* QoS class map policy statistics (inbound and outbound)

QoS

For the selected QoS policy:

* Summary information

« Statistics and graphs for pre-policy, post-policy, and dropped
class map traffic

» Statistics and graphs for conforming, exceeding, and violating
class map traffic

IP SLA

For Layer 3 services on the selected probe:

* Summary information
* [P Service Level Agreement (SLA) statistics
* Delay, jitter, and frame loss between endpoints

* Endpoint availability
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Dashbhoard Tab

Information Provided

Y1731

For Layer 2 services on the selected probe:
* Summary information
* ITU-T Y.1731 statistics
* Delay, jitter, and frame loss between endpoints

* Endpoint availability

At the bottom of this tab, dashlets list the endpoints with the highest
values for the following parameters:

* Delay (one- and two-way)
« Jitter (one-way)

* Frame loss

BNG Statistics

Broadband Network Gateway (BNG) information for the selected
device:

* Details such as its name, IP address, product type, and software
version

* Names of configured IP pools, as well as the number and
percentage of available addresses used by each pool

¢ Chart that graphs the number of used or free addresses for the
selected IP pools

* Charts that graph the number of sessions for authenticated and
up subscribers by line card and session type
Note the following:

* Use the check boxes below the charts to select the items you want
to view information for

* Place your cursor over any point in the graphs to view the values
for the selected items at that particular time
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Dashbhoard Tab

Information Provided

ME1200 QoS

Quality of Service (QoS) information for the selected service on a
Cisco ME 1200 device:

* Details such as the name of the device, the customer associated
with this device, and its user-network interface (UNI) port.

* Average bit and frame rates for green (conforming), yellow
(exceeding), red (violating), and discard traffic. You can toggle
between inbound and outbound traffic data.

* Graphs that chart the traffic measured for the traffic types listed
in theME1200 QoS Statistics dashlet.

Note the following:

* Five traffic graphs are provided: one for each traffic type
as well as one consolidated graph.

* You can toggle between viewing the data by frame rate (in
frames per second) or bit rate (in kilobits per second).

* You can specify the elements you want to view in a chart
by checking the appropriate check box below that chart. In
the consolidated traffic dashlet, you can specify traffic types.
And in the individual traffic dashlets, you can specify one
or multiple EVC Control Entries (ECEs) associated with
the service.

Optical SFPs

For the selected Small Form-Factor Pluggable (SFP) Transceiver
Module interface:

* Details such as its name, the name and IP address of the device
on which the interface is located, and its configured speed

* The average, minimum, and maximum values for the following
operating metrics:

* Optical input and output power
* Operating temperature
* Transceiver supply voltage

« Laser bias current

* Individual graphs that chart the operating metrics listed in the
SFP Statistics dashlet
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Dashbhoard Tab

Information Provided

SONET/TDM

For the selected SONET or time-division multiplexing (TDM)
interface:

* Details such as its name, configured speed, and the IP address
of the device it is located on

* The average, minimum, and maximum values for the following
performance metrics:

* Errored seconds

* Severely errored seconds

* C-bit severely errored seconds
* P-bit severely errored seconds

 Unavailable seconds

Values are provided for both the near-end (the receiving end)
and far-end (the transmitting end) of the interface

* Individual graphs that chart the performance metrics listed in the
SONET/TDM Statistics dashlet

Device Sensors

For the sensors that reside on the selected device, details such as their
name, the type of information they collect (such as temperature or
voltage) and the corresponding unit of measure, and the value recorded
during the last device poll.

Note Sensor data is not polled by default. To enable the collection
of this data,create a monitoring policy based on the Device
Sensors policy type (see Create a New Monitoring Policy
Using Out-of-the-Box Policy Types).

Note the following:

* Interface monitoring is not enabled by default. For information on how to check this, see Check What
Cisco EPN Manager Is Monitoring, on page 190.

* For a description of how to customize the contents and layout of a dashboard tab, see Customize a

Dashboard Tab.

Network Summary Dashboard Overview

The Network Summary dashboard alerts you to the most important issues currently affecting your network.
It also collects metrics from various sources to display a set of key performance indicators (KPIs). To open
this dashboard, choose Dashboard > Network Summary > any of the tabs described in the following table.
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Dashbhoard Tab

Information Provided

Network Devices

+ Status (ICMP reachability, SNMP reachability, device manageability), system health,
and alarm summary metric dashlets

Note the following:

* To open a pop-up window that describes the information provided by a metric
dashlet, place your cursor over its name and then click the ? icon.

* To open a page that lists the alarms or devices that correspond to a particular
metric, click a dashlet value. For example, if the SNMP Reachability Status
dashlet indicates that 50 devices are currently reachable via SNMP, click 50
to open the Network Devices page and view a listing of these devices.

* Top N devices by CPU utilization, memory utilization, and environmental
temperature
For the Top N Environmental Temperature dashlet, note the following:

» Two temperature values are provided for each device: its highest recorded
internal temperature (displayed in the Max Inlet Temp column) and its highest
recorded ambient temperature (displayed in the Max Other Temp column).
By default, devices are sorted by their internal temperature.

* To identify the sensor that recorded a particular temperature value, place your
cursor over its i (information) icon.

* Network topology

Incidents

* System health and alarm summary metric dashlets
Note the following:

* To open a pop-up window that describes the information provided by a metric
dashlet, place your cursor over its name and then click the ? icon.

* To open a page that lists the alarms that correspond to a particular metric, click
a dashlet value. For example, if the Alarm Summary dashlet indicates that 12
critical alarms have been raised in your network, click 12 to open the Alarms
page and view a listing of these alarms.

» Alarm count for the entire network and the Cisco EPN Manager server

* Top N alarm types

* Syslog summary

* Top N event types and their count

*» Top N devices by number of syslogs sent

* Syslog details such as the corresponding device, severity, and message text

* Top N devices by number of alarms raised
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Dashbhoard Tab

Information Provided

Top N Interfaces

For the selected port group:

* Interface availability and utilization summaries

* Top N devices by interface traffic, errors and discards, cyclic redundancy check
(CRC) errors, and utilization

Note the following:

* CRC error data is not polled by default. To enable the collection of this data,
choose a polling frequency for the Interface Health monitoring policy's CRC
parameter (see Change the Polling for a Monitoring Policy).

* Due to a limitation in the current release, the Interface Health monitoring policy
polls all of the interfaces in your network for CRC error data, not just the ones
associated with the port group you chose from the Port Groups drop-down
list. Keep this in mind when you view the data provided by the Top N Interface
CRC Errors dashlet.

* Bottom N devices by interface availability

Also note that the dashlets in this tab (except for the summary dashlets) allow you to
open the 360 view for a device's adjacent device or interface by clicking its i (information)
icon.

Top N QoS

For the selected port group:
* Top N devices by QoS pre-policy, post-policy, and drop rates

* Top N devices by conforming, exceeding, and violating traffic rates

You can toggle between inbound and outbound traffic data.
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Dashbhoard Tab

Information Provided

Cable

Provides interactive graphs that chart the following metrics for the Cisco Converged
Broadband Router-8 (¢cBR-8) routers in your network:

* Software version—Indicates the number of routers running various Cisco I0S XE
versions

* License usage—Indicates the number of routers using a particular license type

* License state—Indicates the number of routers with registered or unregistered
licenses

* High availablity (HA)—Indicates the number of routers configured with stateful
switchover (SSO)

* Cable modem—Indicates the number of two-way DOCSIS-based cable modems
that are in various operational states (such as Online and Initializing)

» Remote physical device—Indicates the number of Customer Premise Equipment
(CPE) devices that are currently online, offline, establishing a connection with Cisco
EPN Manager, or for whom deployment is pending

* Supervisor FPGA Versions—Indicates the field programmable gate arrays (FPGAs)
currently in use, broken down by type and version

To view a table that provides additional information for one of these metrics, place your
cursor over a metric and click anywhere within the resulting box that appears. For example,
open the High Availability Details table and it provides information such as the name
and IP address of Cisco cBR-8 routers, the amount of time they have been up, and the
location of associated active and standby HA servers.

Note the following:

* To ensure that information is collected and reported for the Cisco cBR-8 routers in
your network, verify that Cable Policies is listed on the Monitoring Policies page
(Monitor > Monitoring Tools > Monitoring Policies > Policies pane), is currently
active, and has polling intervals set for its parameters.

* The information provided in this tab is refreshed periodically.

To refine the information that is provided in a details table, you can do two things: First,
you can create and apply a filter. And second, you can click a particular graph element.
For example, if you click the bar that corresponds to a Cisco IOS XE version in the
Software Version bar graph, the Software Version Details table only displays the
information specific to that version.

If you place your cursor over a graph element without clicking it, a pop-up window
appears that indicates the relevant metric and the number of instances recorded for that
metric.

You can also do the following from the Cable tab:

* Click Export to export the selected detail table rows as a .csv file.

* Open a device's Device 360 view by clicking its i (information) icon from the
Device IP column.
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Note the following:

* In the Top N Interfaces and Top N QoS tabs, you can choose a specific port group to view information
for:

* If you choose a port group using a tab's Port Groups filter, all of the dashlets in that tab display
information for the selected group.

* If you click a dashlet's Edit icon and choose a port group from the Port Groups drop-down list,
information for the selected group is displayed in just that dashlet.

* To determine if a particular dashlet is displaying information for a specific port group or all port
groups, view the Input of port group - field.

* In the Top N Interfaces and Top N QoS tabs, you can click an interface's name link to view performance
information for that interface in the Performance dashboard. If you click a link in the Top N Interfaces
tab, the Interfaces tab opens. If you click a link in the Top N QoS tab, the QoS tab opens instead.

* Interface monitoring is not enabled by default. For information on how to check this, see Check What
Cisco EPN Manager Is Monitoring, on page 190.

* For a description of how to customize the contents and layout of a dashboard tab, see Customize a
Dashboard Tab.

Device Trends Dashhoard Overview

From the Device Trends dashboard, you can view performance information for a specific device, application,
or service. To open this dashboard, choose Dashboard > Device Trends > any of the tabs described in the
following table.

Dashbhoard Tab Information Provided

Device For the selected device:
* CPU utilization and memory utilization
 Health information

* Port summary

Application For the selected application or service:

* Traffic rate and volume

* Top N clients, servers, and applications by traffic
rate and volume

Note the following:

* Interface monitoring is not enabled by default. For information on how to check this, see Check What
Cisco EPN Manager Is Monitoring, on page 190.

* For a description of how to customize the contents and layout of a dashboard tab, see Customize a
Dashboard Tab.
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DWDM/OTN Performance Dashboard Overview

From the DWDM/OTN Performance dashboard, you can view performance information for the dense
wavelength division multiplexing (DWDM) and Optical Transport Network (OTN) interfaces in your network.
This includes physical, optical data unit (ODU), optical transport unit (OTU), Ethernet, Synchronous Optical
Network (SONET), and Synchronous Digital Hierarchy (SDH) interfaces. To open this dashboard, do one of
the following:

* Choose Dashboard > DWDM/OTN Performance > Optical Interface.

* With an interface's 360 view open, choose View > Performance.

If you open the DWDM/OTN Performance dashboard using the first method, you also need to choose an
interface from the Interface drop-down list. The dashlets provided by the dashboard will vary, depending on
the type of interface you choose.

Note the following:

* The Circuits drop-down list is disabled, so you cannot use it to filter the information provided by this
dashboard.

* Interface monitoring is not enabled by default. For information on how to check this, see Check What
Cisco EPN Manager Is Monitoring, on page 190.

* For a description of how to customize the contents and layout of a dashboard tab, see Customize a
Dashboard Tab.

How to Use the Dashboards

The following figure illustrates the key parts of a dashboard window and the controls you can use to adjust

them.
© Ul Evolved Programmable Network Manager O, - - oot - ROOTDOMAIN - 3
f | Dashboard / Network Summary e o0
Network Devices | Incidents | Top Nlnterfaces || Top N QoS ®a Settings
v Metrics
ICMP Reachability Status SNMP Reachability Status Alarm Summary System Health Device Manageability Status

2 ¢ A n n n
1F 17 1 0 0 0 0 ) 18
Al Reachable  Unreachable Al Reachable  Unreachable Critical Major inor Critical Wiajor Winor Al Wanaged  Un-Mlanaged

Last Updated: Tuesday. February 7. 2017 at 10:50:49 AM IST

DFilters  Time Frame | Past2 Weeks v Apply

Top N CPU Utilization | View Details /7907 — X Top N Memory Utilization | View Details

Zoom: 1h | 6h | 1d | Tw | 2w | 4w | 3m | 6m | 1y Zoom: th | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

From:| 1/24/2017, 10:50 AM  [F] | To:| 2/7/2017, 10:50 AM ] From:| 1/24/2017, 10:60 AM [ | To:| 2/7/2017, 10:50 AM [
Device Device IP Maximum Utilization ¥ Current Utilization Device Device IP Instance Maximum Utilizat... ¥  Current Utiliza...
ME3600X-PAN-4 10.56.23.47 79% I 26% M1 | 4) ME3600X-PAN-3 10.56.23.46 [lle] 66% M @ 65% M1
ME3600X-PAN-3 10.56 23 46 71% I @ 7% I ME3600X-PAN-4 1056 2347 i Lo} 65% I @ 65% M1
ME3800X-PAN-1.cisco.com 10.56.23.27 70% I ] D 49% NN ASR901-CSG-1-DOM 10.56.23.16 Processor 60% M G 60% W]
ASR903-AGN-1_cisco 10.56.23 48 54% I | 21% W ASR901-CSG-1-DOM 10.56.23.22 €} Processor 58% W1 () 58% HEEN1
ASR901-CSG-1-DOMAINT 10.56.23.16 39% NN 26% W ASR903-AGN-1.cisco 10.56.23 48 Processor 54% W] 54% W]

Table 2: Dashboard Elements

1 |Dashboard filters—Filters all dashlets in the dashboard according to the selection. In this example, a
time-based filter is used. The filters displayed depend on the dashboard type. For example, in the
performance dashboards, you must select a specific interface, device, circuit, or VC.
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Metric dashlets—Provides quick metrics for alarms, available devices, and so forth.

Dashboard settings and controls:

* Dashboard icons—Allows you to launch online help, refresh the entire dashboard, and open the
Dock window.

* Dashboard Settings menu—Allows you to add or rename a dashboard tab, add new dashlets (both
standard and metric), adjust the dashboard's layout, reset all dashboards to their default settings,
and export data from the selected dashlets.

4

Standard dashlets—Provides at-a-glance data that is relevant to the dashboard.

In the top right corner of each dashlet are icons that are activated when you use that dashlet. The dashlet type
determines the icons that are available. The most common icons are displayed in the following figure:

N TR T (&)
olojololele

|
A NS

¥

408270

Edit icon—Click to change a dashlet's properties, such as its title, refresh interval, and the number of
devices that are displayed (applicable only to Top N and Bottom N dashlets).

Help icon—Click to open a pop-up window that describes the dashlet, indicates the monitoring policy
that needs to be activated in order for the dashlet to collect data, and lists the filters that can be applied
to the dashlet.

Refresh icon: Click to refresh the information displayed in the dashlet.

Detach icon—Click to move the dashlet to another location in the dashboard.

Collapse/Expand icon—Click to toggle between a maximized and minimized dashlet.

6

Close icon—Click to remove the dashlet from the dashboard.

In the bottom right corner of dashlets that provide charts, you can find the buttons highlighted in the following
figure. The buttons that are available will vary among dashlets.

Chart View button—Click to view a dashlet's information as a chart.

Table View button—Click to view a dashlet's information as a table.
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3 | Chart Type button—Click to choose the type of chart a dashlet displays (such as a bar or pie chart)
and any options you want to set (such as displaying a unique fill pattern for each element).

4 | Actions button—Click to print the information provided by a dashlet or export the information as either
a .csv or .pdf format file.

See these topics for additional information on dashboards:
* Types of Dashboards, on page 5
* Add Dashlets to Dashboards, on page 19
* Add a New Dashboard, on page 18

* Find Out Why Data Is Missing from a Dashboard

Add a New Dashbhoard

Step 1

Step 2

Step 3
Step 4

Use this procedure to create a new dashboard. Your new dashboard will appear as a new tab under one of the
dashboards listed in Types of Dashboards, on page 5.

Open the relevant existing dashboard.

For example, if you want to create a new tab under the Performance dashboard, click any tab under Dashboard >
Performance.

Click the + (Add New Dashboard) tab.

The Settings menu opens.

Enter a name for the new dashboard, then click Apply.
Click the new dashboard tab, then add dashlets as described in Add a Predefined Dashlet To a Dashboard, on page 19.

Customize a Dashboard Tab

Step 1

Step 2

To customize a tab in any of the dashboards that Cisco EPN Manager provides, complete the following
procedure:

Choose Dashboard > the dashboard tab you want to customize.

For example, if you want to customize the Performance dashboard's BNG tab, you would choose Dashboard >
Performance > BNG.

Adjust the dashboard tab as needed.
You can do things like:

* Drag dashlets to a different location on the dashboard.

* From the tab's Settings menu, rename a tab, add new dashlets (see Add Dashlets to Dashboards), and change the
tab's layout.
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Note To open a pop-up window that provides an overview of a dashlet you are thinking about adding, expand
the Add Dashlets drop-down list, locate the dashlet, and then place your cursor over its name.

» Use the filters to specify the information you want to view and the appropriate time frame, then click Apply.

Step 3 If necessary, troubleshoot why the tab is not displaying any data.

See Find Out Why Data Is Missing from a Dashboard for more information.

Add Dashlets to Dashhoards

You can add two types of dashlets to your dashboards:

* Prepackaged dashlets that are provided with Cisco EPN Manager—Some of the dashlets are displayed
on dashboards by default; others are listed in the Settings menu, and you can add them as needed. These
dashlets provide information you will likely monitor (for example, device CPU utilization, interface
errors and discards, and traffic statistics). See Add a Predefined Dashlet To a Dashboard, on page 19.

* Customized dashlets that you create to monitor device performance—These dashlet types can only be
added to the Device Trends dashboard. See Add a Customized Dashlet to the Device Trends Dashboard.

Add a Predefined Dashlet To a Dashboard

Cisco EPN Manager provides a predefined set of dashlets that will provide you with commonly-sought network
data. By default, a subset of these dashlets is already included in the dashboards, to help you get started.
Complete the following procedure to add another of these predefined dashlets to your dashboards.

\}

Note To edit or remove a dashlet, click the appropriate icon from the top right corner of that dashlet. (See How to
Use the Dashboards.)

Step 1 From the sidebar menu, choose Dashboard, then select the dashboard you want to add a dashlet to.

For example, to add a Device Memory Utilization dashlet to the Device Trends dashboard, choose Dashboard > Device
Trends > Device.

Step 2 Identify the dashlet you want to add, then add it:

a) From the top right corner of the dashboard, click Settings and then choose Add Dashlets. Cisco EPN Manager lists
the dashlets that can be added to that dashboard.

b) To open a pop-up window that provides an overview of a particular dashlet, place your cursor to the left of that
dashlet's name. The pop-up window also lists the sources for the data the dashlet provides and the filters you can
apply to the dashlet, as shown in the following illustration.
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Step 3
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¢) Click Add to add the selected dashlet to the dashboard.
Verify that the dashlet is populated with data.

Ifit is not, check whether the required monitoring policy is enabled. (Only the Device Health monitoring policy is enabled
by default. It checks device availability, CPU and memory pool utilization, and environmental temperature.)

a) From the top right corner of the dashlet, click its ? (Help) icon to open the dashlet's pop-up window.
b) Check the information provided in the Data Sources area. If it lists a monitoring policy, check whether the policy is
activated. See Check What Cisco EPN Manager Is Monitoring, on page 190.

Add a Customized Dashlet to the Device Trends Dashboard

Step 1
Step 2
Step 3
Step 4

If none of the dashlets in the Device Trends dashboard provide the device performance information you need,
you can add a dashlet that uses a customized template to poll devices for their SNMP MIB attributes. Complete
the following procedure to add this dashlet to the dashboard.

Before you begin

Check the available monitoring policies to determine which policy collects the information you need. You
will have to specify a policy during the dashlet creation process. If none of the policies meet your needs, you
can create a policy that polls new parameters. See Create a Monitoring Policy for Unsupported Parameters
and Third-Party Devices, on page 195.

Choose Dashboard > Device Trends > Device.

From the top right corner of the dashboard, click Settings and then choose Add Dashlets.
Expand the Device Dashlets list.

Locate Generic Dashlet, then click Add.

Cisco EPN Manager adds a blank generic dashlet to the Device Trends dashboard.
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Generic Dashlet ”
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Step 5 Configure the new dashlet as needed.

At a minimum, you should:

* Enter a meaningful title in the Dashlet Title field.

* Check the Override Dashboard Time Filter check box if you do not want to apply the time filters to all of the
dashlets in the dashboard.

* In the Type drop-down list, choose whether the dashlet will display its data as a table or line chart. (Regardless of
your choice, Cisco EPN Manager will display a toggle at the bottom of the dashlet that allows you to change the
format.)

* In the Policy Name drop-down list, choose the monitoring policy that will collect the data for this dashlet. See
Monitoring Policies Reference, on page 729 for descriptions of the available monitoring policies.

Step 6 Click Save and Close.
If no data is displayed in the dashlet, see Find Out Why Data Is Missing from a Dashboard.

Customize the Dock Window

Use the Dock window for quick navigation to frequently used web GUI pages and pop-up windows (such as
the 360 view for a particular device). From here, you can also access links to the 15 most recently visited
pages and Cisco EPN Manager training materials. To open this window, click the Dock icon (located in the
top right area of the page).

Complete the following procedure to update the links provided in the Dock window:

Step 1 Add a web GUI page link to the Favorites tab (Dock icon > Links Visited > Favorites):
a) Open the web GUI page you want to add.
b) Click its star (Favorite) icon, which is located in the top left area of the page.

Step 2 Add a pop-up window link to the Docked Items area (Dock icon > Docked Items):

a) Open the pop-up window you want to add, then open its 360 view.

Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide .



Get Started with Cisco EPN Manager |
. Find Out Why Data Is Missing from a Dashboard

b) From the top right corner of the pop-up window, click the Add to Dock icon.

Find Out Why Data Is Missing from a Dashboard

If data is missing from a dashboard or dashlet, perform the following steps to identify the cause:

Step 1 Check whether the dashlet data is filtered.
If you see Edited next to the dashlet name, do the following:

a) Click the Edit icon and adjust the current filter settings.
b) Click Save and Close.

Step 2 Check whether there is a problem with the device.

See Get Basic Device Information: Device 360 View, on page 61.

Step 3 Check whether the device inventory is being collected properly.
See Find Devices With Inventory Collection or Discovery Problems, on page 52.

Step 4 Check whether Cisco EPN Manager is collecting the required data by viewing the monitoring policies it is using:

a) Open the dashlet's overview pop-up window by clicking its Help icon.
b) Note the monitoring policy listed under Data Sources.

Monitoring policies are described in Monitoring Policies Reference, on page 729.

¢) Verify that this policy is listed and active in the Monitoring Policies page.
To open this page, choose Monitor > Monitoring Tools > Monitoring Policies, then choose My Policies.

* [f the policy is not listed, proceed to Step 4d.

« If the policy is listed and its status is Active, click Details to open the Collection Data pop-up window and see
if the device is being monitored by the policy. If it is not, you must adjust the policy as described in Change the
Device Set a Policy is Monitoring, on page 196. If the device is included in the policy, proceed to Step 5.

« If the policy is listed and its status is Inactive, select the policy and click Activate.

d) Create a new monitoring policy and activate it.

See Adjust What Is Being Monitored, on page 193.

Step 5 Check whether the relevant data was purged from the system.
See How Data Retention Settings Affect Web GUI Data, on page 626.

Work In a Different Virtual Domain

Virtual domains are logical groupings of devices and are used to control your access to specific sites and
devices. Virtual domains can be based on physical sites, device types, user communities, or any other
designation the administer chooses. All devices belong to ROOT-DOMAIN, which is the parent domain for
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Step 1
Step 2
Step 3

Manage Jobs Using the Jobs Dashboard .

all new virtual domains. For more information about virtual domains, see Create Virtual Domains to Control
User Access to Devices, on page 644.

If you are allowed access to more than one virtual domain, you can switch to a different domain by completing
the following procedure:

Click 4+ from the right side of the title bar.
Choose Virtual Domain: current-domain.

From the Virtual Domain drop-down list, choose a different domain.

Cisco EPN Manager immediately changes your working domain.

Manage Jobs Using the Jobs Dashboard

If you have the appropriate user account privileges, you can manage Cisco EPN Manager jobs using the Jobs
dashboard. To view the Jobs dashboard, choose Administration > Dashboards > Job Dashboard. From
here, you can quickly see if a job was successful, partially successful, or failed.

If too many jobs are already running, Cisco EPN Manager will hold other jobs in the queue until resources
are available. If this delays a scheduled job past its normal starting time, the job will not run. You will have
to run it manually.

Some jobs may require approval. If this is the case, Cisco EPN Manager sends an email to users with
Administrator privileges notifying them that a job was scheduled and needs approval. The job will only run
after it is approved. See Configure Job Approvers and Approve Jobs

The following table describes the buttons displayed in the Jobs dashboard.

Table 3: Jobs Dashboard Buttons

Button Description
Delete Job Removes a job from the Jobs dashboard.
Edit Job Edit the settings configured for the selected job.

Edit Schedule Displays the series schedule and lets you edit it (start time, interval, and end time).

Run Runs a new instance of the selected job. Use this to rerun partially successful or failed
jobs; the job will only run for the failed or partially successful components.

Abort Stops a currently-running job, but allows you to rerun it later. Not all jobs can be aborted,;
Cisco EPN Manager will indicate when this is the case.

Cancel Series Stops a currently-running job and does not allow anyone to rerun it. If the job is part of
a series, future runs are not affected.

Pause Series Pauses a scheduled job series. When a series is paused, you cannot run any instances

of that series (using Run).
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Step 4

Button Description

Resume Series Resumes a scheduled job series that has been paused.

N

Note The Delete Job, Abort, and Cancel Series buttons are not available for system and poller jobs.

To view the details of a job, follow these steps:

Choose Administration > Dashboards > Job Dashboard.

From the Jobs pane, choose a job series to get basic information (such as job type, status, job duration, and next start
time).
To view the job interval, click a job instance hyperlink.

At the top of the job page, the Recurrence field indicates how often the job recurs.

To get details about a failed or partially successful job, click the job instance hyperlink and expand the entries provided
on the resulting page.

This is especially helpful for inventory-related jobs. For example, if a user imported devices using a CSV file (a bulk
import), the job will be listed in the Jobs sidebar menu under User Jobs > Device Bulk Import. The job details will list
the devices that were successfully added and the devices that were not.

Example
To troubleshoot a failed software image import job:
1. Choose User Jobs > Software Image Import from the Jobs sidebar menu.

2. Locate the failed job in the table and then click its hyperlink.

3. Expand the job's details (if not already expanded) to view the list of devices associated with the
job and the status of the image import for each device.

4. To view the import details for a specific device, click that device's i (information) icon in the
Status column. This opens an Image Management Job Results pop-up window.

5. Examine each step and its status. For example, the Collecting image with Protocol: SFTP
column might report that SFTP is not supported on the device.

Extend Cisco EPN Manager Functions

Advanced users can extend Cisco EPN Manager using the following tools:

* Cisco Evolved Programmable Network Manager MTOSI API—Integrates Cisco EPN Manager with
your operations support system (OSS).
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* Cisco Evolved Programmable Network Manager REST API—Manages additional administrative
operations.

To get information about these tools, click %< from the right side of the title bar and then choose Help > API
Help. You can also download the following documents from Cisco.com:

* Cisco Evolved Programmable Network Manager MTOSI API Guide for OSS Integration
* Cisco Evolved Programmable Network Manager RESTConf NBI Guide

Check Cisco.com for the Latest Cisco EPN Manager
Documentation

Refer to the Cisco Evolved Programmable Network Manager Documentation Overview for information about
and links to all of the documentation that is provided with Cisco EPN Manager.

\}

Note We sometimes update the documentation after original publication. Therefore, you should also review the
documentation on Cisco.com for any updates.
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PART I I

Manage the Inventory

* Add and Organize Devices, on page 29

* View Device Details, on page 61

» Manage Device Configuration Files, on page 87

* Manage Device Software Images, on page 103

* Perform Configuration Audits Using Compliance, on page 129






CHAPTER 2

Add and Organize Devices

» Which Devices Are Supported by Cisco EPN Manager?, on page 29

» Which Device Software Versions Are Supported by Cisco EPN Manager?, on page 30
* How Often Is Inventory Collected?, on page 31

* Configure Devices So They Can Be Modeled and Monitored, on page 32

* Apply Device Credentials Consistently Using Credential Profiles, on page 40

* Add Devices to Cisco EPN Manager, on page 42

* Check a Device's Reachability State and Admin Status, on page 50

* Move a Device To and From Maintenance State, on page 51

* Validate Added Devices and Troubleshoot Problems, on page 52

* Export Device Information to a CSV File, on page 53

* Create Groups of Devices for Easier Management and Configuration, on page 53
* Delete Devices, on page 60

Which Devices Are Supported by Cisco EPN Manager?

Cisco Evolved Programmable Network Manager Supported Devices provides complete information about
items such as:

* Supported device types and their sysObjectIDs

* Supported device software versions (see Which Device Software Versions Are Supported by Cisco EPN
Manager?, on page 30)

* Supported inventory elements, such as modules, ports, and interfaces (physical and logical)
* Supported device configuration tasks (interfaces, routing protocols, and so forth)
* Supported configuration file archiving and software image management features

* Supported monitoring areas, such as device and interface health, reachability and availability, performance,
and technology-specific monitoring

* Supported topology features, such as LLDP and CDP

* Supported MIBs used by monitoring policies

The table also provides information about all new support that is provided in Cisco EPN Manager maintenance
packs.
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. Which Device Software Versions Are Supported by Cisco EPN Manager?

\}

Use cither of these methods to view the device support table:

* From the web GUI—Click %+ at the top right corner of the window and choosing Help > Supported

Devices.

* From Cisco.com—See Cisco Evolved Programmable Network Manager Supported Devices.

Note

For the most current information, use the table that is on Cisco.com.

Which Device Software Versions Are Supported by Cisco EPN

Manager?

All devices should be running a certified device software version. However, certain devices must be running
the minimum device software version. Follow the instructions in the table below on how to find out about a
device software version.

Cisco EPN Manager may report that a device is running an uncertified device software version. You will
likely notice no differences in how Cisco EPN Manager manages devices running an uncertified device
software version. It depends on whether the device software version contains fundamental changes (changes
to XML interfaces, SNMP commands, MIBs, CLI commands, and so forth). In some cases, Cisco EPN
Manager will recognize the device software version but may not provide full support for the device NEs such

as new modules.

certified device
software versions

To find this Do the following:
information:
A list of all Refer to Cisco Evolved Programmable Network Manager Supported Devices.

"i"

Choose Help > Supported Devices and hover over the "i" in the Software Version

column to display a popup.

If a managed
device is running
an uncertified
device software
version

Choose Monitor > Managed Elements > Network Devices, locate the device, and hover
your cursor over the "i" in the Last Inventory Collection column. Check if the popup
displays Uncertified Software Version.

From the device's Device Details page, under the Device Details tab, choose System >
Summary.

Check if the Inventory area displays [Uncertified Software Version].

Devices that
require a
minimum device
software version

Choose Help > Supported Devices and check the Software Version column for text
similar to >=x.x (For example, >=12.2 would indicate that the device must run at least
device software version 12.2).
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How Often Is Inventory Collected?

After devices are added and discovered, Cisco EPN Manager will collect physical and logical inventory
information and save it to the database. The following table describes how inventory collection is triggered.

Inventory Description
Collection Trigger

In response to Cisco EPN Manager receives an incoming NE SNMP trap, syslog, or TL1 message that
incoming events | signals a change on the NE. These incoming events include:

* Configuration change events that signal a change in the device configuration. These
events are normally syslogs or traps.

* Other inventory events, such as tunnel up/down, link up/down, module in/out, and
so forth.

Cisco EPN Manager reacts to these incoming events by collecting NE inventory and
state information to make sure that information in its database conforms to that of the
NE. Most events trigger granular inventory collection, where Cisco EPN Manager only
collects data relevant to the change event; other events will trigger a complete collection
(sync) of the NE physical and logical inventory. The data that Cisco EPN Manager
collects is determined by information in the incoming event, along with metadata that
is defined in Cisco EPN Manager. The metadata in Cisco EPN Manager uses a
combination of mechanisms—expedited events, reactive inventory, and granular
polling—to fine-tune what is collected.

For example, if Cisco EPN Manager receives a GMPLS Tunnel State Change event, it
will collect ODU tunnel inventory information to discover midpoints and the Z endpoint
of the tunnel.

On demand Users can perform an immediate inventory collection (called Sync) from:

» Network Devices page—Select one or more devices (by checking check boxes)
and click Sync.
* Device 360 view—Choose Actions > Sync Now.

See Collect a Device's Inventory Now (Sync), on page 255.

Note Some web GUI pages have a Sync button and an Update button. The Update
action only saves device changes to the database; it does not perform any
inventory collection.

Scheduled (daily) |Normal inventory collection is usually performed overnight. Users with sufficient
privileges can check when inventory is collected and the status of collection jobs by
choosing Administration > Dashboards > Job Dashboard and choosing System
Jobs > Inventory and Discovery Jobs.

Enable archive logging on devices

Follow these steps to enable archive logging on devices so that granular inventory can be enabled for those
devices on Cisco EPN Manager:
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For Cisco IOS-XR devices:

logging <epnm server ip> vrf default severity alerts
logging <epnm server ip> vrf default severity critical
logging <epnm server ip> vrf default severity error

logging <epnm server ip> vrf default severity warning
logging <epnm server ip> vrf default severity notifications
logging <epnm server ip> vrf default severity info
snmp-server host <epnm server ip> traps version 2c public

For Cisco IOS-XE devices:

logging host <epnm server ip> transport udp port 514
logging host <epnm server ip> vrf Mgmt-intf transport udp port 514
snmp-server host <epnm server ip> traps version 2c public

Configure Devices So They Can Be Modeled and Monitored

* Configure Devices To Forward Events To Cisco EPN Manager, on page 32
* Required Settings—Cisco IOS Device Operating System, on page 32

* Required Settings—Cisco I0S XE Device Operating System, on page 33

* Required Settings—Cisco I0S XR Device Operating System, on page 34

* Required Settings—Cisco NCS 4000 Series Devices, on page 35

* Required Settings—Cisco ONS Device Operating System, on page 40

* Required Configuration for IPv6 Devices, on page 40

Configure Devices To Forward Events To Cisco EPN Manager

To ensure that Cisco EPN Manager can query devices and receive events and notifications from them, you
must configure devices to forward events to the Cisco EPN Manager server. For most devices, this means
you must configure the devices to forward SNMP traps and syslogs.

For other devices (such as some optical devices), it means you must configure the devices to forward TL1
messages.

If you have a high availability deployment, you must configure devices to forward events to both the primary
and secondary servers (unless you are using a virtual IP address; see Using Virtual [P Addressing With HA,
on page 690).

In most cases, you should configure this using the snmp-server host command. Refer to the topics in this
document that list the prerequisites for the different device operating systems.

Required Settings—Cisco 10S Device Operating System

snmp-server host server IP
snmp-server community public-cmty RO
snmp-server community private-cmty RW
snmp-server ifindex persist

Do not change the device's default packet size (which 1500 bytes). SNMP requests are sent in bulk by default.
A small packet size could result in truncated responses.
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The following setting disables domain lookups (which can cause Telnet command delays):
no ip domain-lookup
The following syslog settings are required.

logging server IP

logging on

logging trap informational

logging buffered 64000 informational
logging event link-status default

The following syslog is required if the device has a management IP address (interface_name is the active
management [P address):

logging source-interface interface name

Required Settings—Cisco 10S XE Device Operating System

snmp-server host server IP
snmp-server community public-cmty RO
snmp-server community private-cmty RW
snmp-server ifindex persist

Do not change the device's default packet size (which 1500 bytes). SNMP requests are sent in bulk by default.
A small packet size could result in truncated responses.

This setting disables domain lookups (which can cause Telnet command delays):
no ip domain-lookup
The following syslog settings are required.

logging server IP

logging on

logging trap informational

logging buffered 64000 informational
logging event link-status default

The following syslog is required if the device has a management IP address (interface_name is the active
management [P address):

logging source-interface interface name
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Required Settings—Cisco 10S XR Device Operating System

)

Attention  If you are using Cisco NCS 4000 Series devices, do not complete the steps in this topic. Instead, complete
the steps described in Required Settings—Cisco NCS 4000 Series Devices, on page 35

snmp-server host server IP

domain ipv4 host server name server IP

telnet ipv4 server max-servers no-limit
snmp-server community community name SystemOwner
snmp-server community community name RO
snmp-server entityindex persist

snmp-server ifindex persist

vty-pool default 0 99

xml agent tty

netconf agent tty

service timestamps log datetime show-timezone msec year
telnet vrf default ipv4 server max-servers 100

Do not change the device's default packet size (which 1500 MB). SNMP requests are sent in bulk by default.
A small packet size could result in truncated responses.

In addition to the required settings, you must follow these guidelines:

* Install the Cisco IOS XR Manageability Package (MGBL) on top of the Cisco IOS XR version. You can
get information on this package from the release notes for your Cisco IOS XR version.

* Use the device login user that is a member of group root-system and cisco-support.

* User should use the admin user unique Telnet login user@admin (and also be a member of groups
root-system and cisco-support).

* The devices must have one of the following SNMP community privileges: SDROwner, SystemOwner
or the default (which means no specific level was specified). You may configure this as needed, using
the following guidelines. (The following command is one line.)

» The SNMP and Telnet timeout values can be increased to 300 seconds using the Cisco EPN Manager
GUI (Add Devices page).

snmp-server community [clear | encrypted] community-string [view view name] [RO | RW]
[SDROwner | SystemOwner] [access list name]

The snmp-server command takes the following arguments.

Argument Description
[clear | encrypted] Specifies the community-string command format and how it should be
community-string displayed in the show running command output:

* clear — community-string is clear text and should be encrypted
when displayed by show running

* encrypted — community-string is encrypted text and should be
displayed as such by show running

[view view-name ] Specifies the previously-defined view view-name which defines the
objects available to the community
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Argument Description

[SDROwner | SystemOwner] | Controls what Cisco EPN Manager users can see in web GUI:

* SDROwner—Limits access to the Service Domain Router (SDR)
owner. In other words, user will be able to view SDR owner modules
and ports and SDR child modules. But the user will not be able to
see the contents under SDR child modules and utility cards, such as
fans, power supplies, and so forth.

*» SystemOwner—Does not limit access. Users will be able to see the
entire physical inventory (including utility cards) in the web GUI.

[access-list-name ] List that contains IP addresses that are allowed to use community-string
to access the SNMP agent.

The following syslog settings are also required.

logging server IP

logging on

logging trap informational

logging facility local?

logging events level informational

logging events link-status software-interfaces

In the following syslog setting, the range indicates the minimum of 307200 and maximum of 125000000 log
messages that can be stored on the device.

logging buffered <307200-125000000>

This syslog is required if the device has a management IP address (interface_name is the active management
IP address):

logging source-interface interface name

If the device was added using its virtual IP address, configure it as follows:

ipv4 virtual address use-as-src-addr

Required Settings—Cisco NCS 4000 Series Devices

"
Y

[-_.&

Attention  Ensure that both the MPLS and K9 packages are installed on the device before completing the following steps.

* Cisco EPN Manager uses SSH to secure communication with Cisco NCS 4000 series devices. To enable
SSH, apply the following configuration settings on the device:

ssh server v2
ssh server rate-limit 600

» In MPLS traffic engineering configuration mode, enable event logging:

mpls traffic-eng logging events all
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* Set the VTY options:

line default

exec-timeout 10 0

session-limit 10

session-timeout 100

transport input ssh

transport output ssh

vty-pool default 0 99 line-template default

Configure the Netconf and XML agents:

xml agent tty
netconf agent tty

Configure SNMP on the device:

snmp-server host server IP
snmp-server community public RO SystemOwner
snmp-server community private RW SystemOwner
snmp-server ifindex persist

You can use either SNMPv2 or SNMPv3:
* For SNMPvV2 only, configure the community string:
snmp-server community ReadonlyCommunityName RO SystemOwner

* For SNMPv3 only, configure the following settings:

snmp-server user User Group v3 auth sha encrypted Password priv des56 encrypted
Password SystemOwner

snmp-server view Group 1.3.6 included

snmp-server group Group v3 priv notify Group read Group

For configuring the polling and configuration view, choose one of the following configuration
options:

* SNMPv3 default configuration (used for SNMPv3 polling and viewing of the default
configuration):

snmp-server group Group v3 priv read vldefault write vldefault notify vldefault
* SNMPv3 specific configuration:
* For SNMPv3 polling only:
snmp-server group Group v3 priv
* For viewing configuration for SNMPv3 set, polling, and for traps/informs notifications:

snmp-server group Group v3 priv notify epnm read epnm write epnm

* For viewing SNMPv3 - LLDP MIB OID configuration:

snmp-server view Group 1.0.8802.1.1.2 included

Note In the first line, User and Group are two distinct variables that you need to enter
values for.
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Configure the stats command to improve the SNMP interface stats response time using the configuration

Snmp-server ifmib stats cache

Configure SNMP traps for virtual interfaces to ensure that link-down scenarios are captured:

snmp-server interface subset 1 regular-expression Hun*

notification linkupdown
|

snmp-server interface subset 2 regular-expression Forty*

notification linkupdown
|

snmp-server interface subset 3 regular-expression Ten*
notification linkupdown

!

Syslogs are used by Cisco EPN Manager for alarm and event management. NTP settings ensure that
Cisco EPN Manager receives the correct timestamps for events. To configure syslogs on the device, add
the following settings:

clock timezone TimeZone

service timestamps log datetime show-timezone msec year

ntp server NTP Server

logging facility local7?
logging Server IP vrf name

Note the following:

* When specifying the time zone, enter the time zone's acronym and its difference (in hours) from
Coordinated Universal Time (UTC). For example, to specify the time zone for a device located in
Los Angeles, you would enter clock timezone PDT -7.

* Replace Server IP with the IP address of the host Cisco EPN Manager is installed on.

Configure the Virtual IP address:

ipv4 virtual address NCS4K Virtual IP Address/Subnet Mask
ipv4 virtual address use-as-src-addr

A\

Note NCS4K Virtual IP Address and Subnet Mask are two distinct variables separated
by a slash. Be sure to enter a value for both of these variables.

Enable performance management on all optical data unit (ODU) controllers:

controller oduX R/S/I/P
per-mon enable

Enable performance management for Tandem Connection Monitoring (TCM):

tcm id {1-6}
perf-mon enable

Configure the Telnet or SSH rate limit for accepting service requests:
* For Telnet, set the number of requests accepted per second (betweenl-100; the default is 1):
cinetd rate-limit 100
* For SSH, set the number of request accepted per minute (between 1-600; the default is 60):

ssh server rate-limit 600
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. Example: Cisco NCS 4000 Device Settings

* To open Cisco Transport Controller (CTC) from Cisco EPN Manager (from a Device 360 view), enable
the HTTP/HTTPS server:

http server ssl

* If you plan to use the Configuration Archive feature, devices must be configured as secured. To do this
from CTC:

1.
2.

Choose Provisioning > Security > Access

Set EMS Access to secure.

« If you notice any performance issues because multiple Cisco NCS 4000 Series devices are sending
information simultaneously, increase the number of Telnet sessions per second:

cinetd rate-limit 100

Example: Cisco NCS 4000 Device Settings

This example configures Telnet on a Cisco NCS 4000 device using the VRF option, with no timeout:

telnet vrf default ipv4 server max-servers 1-100
vty-pool default 0 99 line-template default

line default

exec-timeout 0 0

Required Settings—Cisco NCS 4200 Series Devices

* Cisco EPN Manager uses SSH to secure communication with Cisco NCS 4200 series devices. To enable
SSH, apply one the following configuration settings on the device:

enable

configure terminal
hostname name

ip domain-name name
crypto key generate rsa

enable

configure terminal

ip ssh rsa keypair-name keypair-name

crypto key generate rsa usage-keys label key-label modulus modulus-size
ip ssh version [1 | 2]

* Set the VTY options:

line vty <#>

exec-timeout

session-timeout

transport input ssh
transport output ssh

Configure SNMP on the device:

snmp-server host server IP
snmp-server community public RO

snmp-server community private RW

You can use either SNMPv2 or SNMPv3:

For SNMPv2 only, configure the community string:
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snmp-server community ReadonlyCommunityName RO

* For SNMPv3 only, configure the following settings:

snmp-server user User Group v3 auth sha Password priv des Password
snmp-server view Group 1.3.6 included
snmp-server group Group v3 priv notify Group

For configuring the polling and configuration view, choose one of the following configuration
options:

* SNMPv3 default configuration (used for SNMPv3 polling and viewing of the default
configuration):

snmp-server group Group v3 priv read vldefault write vldefault notify vldefault
* SNMPvV3 specific configuration:
* For SNMPv3 polling only:

snmp-server group Group v3 priv

* For viewing configuration for SNMPv3 set, polling, and for traps/informs notifications:

snmp-server group Group v3 priv notify epnm read epnm

* For viewing SNMPv3 - LLDP MIB OID configuration:

snmp-server view Group 1.0.8802.1.1.2 included

N

Note In the first line, User and Group are two distinct variables that you need to enter
values for.

Configure the cache settings at a global level to improve the SNMP interface response time using the
configuration snmp-server cache

Syslogs are used by Cisco EPN Manager for alarm and event management. NTP settings ensure that
Cisco EPN Manager receives the correct timestamps for events. To configure syslogs on the device, add
the following settings:

clock timezone TimeZone

service timestamps log datetime show-timezone msec year

ntp server NTP Server

update-calendar

logging facility local?

logging Server IP vrf default severity info [port default]

mpls traffic-eng logging events all

mpls traffic-eng logging lsp setups

mpls traffic-eng logging lsp teardowns

Note the following:

» When specifying the time zone, enter the time zone's acronym and its difference (in hours) from
Coordinated Universal Time (UTC). For example, to specify the time zone for a device located in
Los Angeles, you would enter clock timezone PDT -7.

* Replace Server IP with the IP address of the host Cisco EPN Manager is installed on.
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Required Settings—Cisco ONS Device Operating System

If you plan to use the Configuration Archive feature, devices must be configured as secured. You can do this
from CTC:

1. From CTC, choose Provisioning > Security > Access.

2. Set EMS Access to secure.

Required Configuration for IPv6 Devices

If you want to access a device that uses IPv6 addresses, configure the [Pv6 address and static route on the
Cisco EPN Manager server (virtual machine) by performing these steps:

1. Remove the ipv6 address autoconfig from the interface.
2. Configure the IPv6 address on the Cisco EPN Manager server.
3. Add a static route to the Cisco EPN Manager server.

ApplyDevice Credentials ConsistentlyUsing Credential Profiles

Credential profiles are collections of device credentials for SNMP, Telnet/SSH, HTTP, and TL1. When you
add devices, you can specify the credential profile the devices should use. This lets you apply credential
settings consistently across devices.

If you need to make a credential change, such as changing a device password, you can edit the profile so that
the settings are updated across all devices that use that profile.

To view the existing profiles, choose Inventory > Device Management > Credential Profiles.

Create a New Credential Profile

Use this procedure to create a new credential profile. You can then use the profile to apply credentials
consistently across products, or when you add new devices.

Step 1 Select Inventory > Device Management > Credential Profiles.
Step 2 If an existing credential profile has most of the settings you need, select it and click Copy. Otherwise, click Add.

Step 3 Enter a profile name and description. If you will have many credential profiles, make the name and description as
informative as possible because that information will be displayed on the Credential Profiles page.

Step 4 Enter the credentials for the profile. When a device is added or updated using this profile, the content you specify here
is applied to the device.

The SNMP read community string is required.

Step 5 Click Save Changes.
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Apply a New or Changed Profile to Existing Devices

Step 1

Step 2
Step 3
Step 4
Step 5

Use this procedure to perform a bulk edit of devices and change the credential profile the devices are associated
with. This operation overwrites any existing association between a device and a credential profile. You can
also use this operation to synchronize device configurations with the new settings.

\}

Note Make sure the profile’s credential settings are correct before following this procedure and selecting Update
and Sync. That operation will synchronize the devices with the new profile.

Configure the credential profile using one of these methods:

* Create a new credential profile by choosing Inventory > Device Management > Credential Profiles, and clicking
Add.

» Edit an existing profile by choosing Inventory > Device Management > Credential Profiles, selecting the profile,
and clicking Edit.

When you are satisfied with the profile, choose Inventory > Device Management > Network Devices.
Filter and select all of the devices you want to change (bulk edit).
Click Edit, and select the new credential profile from the Credential Profile drop-down list.

Save your changes:

+ Update saves your changes to the Cisco EPN Manager database.

» Update and Sync saves your changes to the Cisco EPN Manager database, collects the device physical and logical
inventory, and saves all inventory changes to the Cisco EPN Manager database.

Delete a Credential Profile

Step 1

Step 2

This procedure deletes a credential profile from Cisco EPN Manager. If the profile is currently associated
with any devices, you must disassociate them from the profile.

Check whether any devices are using the profile.

a) Go to Inventory > Device Management > Credential Profiles.
b) Select the credential profile to be deleted.
c) Click Edit, and check if any devices are listed on the Device List page. If any devices are listed, make note of them.

If required, disassociate devices from the profile.

a) Go to Inventory > Device Management > Network Devices.

b) Filter and select all of the devices you want to change (bulk edit).

c) Click Edit, and choose --Select-- from the Credential Profile drop-down list.

d) Disassociate the devices from the old profile by clicking OK in the warning dialog box.
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Step 3 Delete the credential profile by choosing Inventory > Device Management > Credential Profiles, selecting the profile,

and clicking Delete.

Add Devices to Cisco EPN Manager

Cisco EPN Manager uses device, location, and port groups to organize elements in the network. When you
view devices in a table or on a map (network topology), the devices are organized in terms of the groups they
belong to. When a device is added to Cisco EPN Manager, it is assigned to a group named Unassigned Group.

You can then move the device into the desired groups as described in Create Groups of Devices for Easier
Management and Configuration, on page 53.

\}

Note

To add a Cisco WLC to Cisco EPN Manager, make sure it does not have any unsupported Access Points
(APs), else, Cisco EPN Manager will not discover any APs from that WLC.

Table 4: Methods for Adding Devices

Supported Methods for Adding Devices See:

Add multiple devices by discovering the neighbors of a | Add Devices Using Discovery, on page 43.
seed device using:

* Ping sweep and SNMP polling (Quick Discovery) * Run Quick Discovery, on page 45
* Customized protocol, credential, and filter settings * Run Discovery With Customized Discovery
(useful when you will be repeating the discovery job) Settings, on page 45

Add multiple devices using the settings specified in a CSV | Import Devices Using a CSV File, on page 47.
file

Add a single device (for example, for a new device type) | Add Devices Manually (New Device Type or
Series), on page 48

These topics provide examples of how to add a Carrier Ethernet and an Optical device to Cisco EPN Manager:
» Example: Add a Single Cisco NCS 2000 or NCS 4000 Series Device, on page 49
* Example: Add a Network Element as an ENE Using Proxy Settings, on page 49
While adding Cisco ME1200 devices in Cisco EPN Manager:
* SNMP - Use the same SNMP settings as that of other devices.
* CLI - Ensure that the protocol setting is set to SSH2. Though the device can be reached via telnet using
a port, it is recommended to use SSH protocol. If telnet is used, then the custom telnet port used must

be 2323.

* HTTP - Ensure you specify the right http credentials.
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* Remember that configuration changes to Cisco ME1200 devices are not automatically discovered by
Cisco EPN Manager. After making a change, you must manually sync the device. To do this, select the
required device (s) in the Network Devices table and click Sync.

Add Devices Using Discovery

\}

Note Service discovery might take longer than usual when a large number of devices is added during database
maintenance windows. Therefore, we recommend that you avoid large-scale operations during the night and
on weekends.

Cisco EPN Manager supports two discovery methods:

* Ping sweep from a seed device (Quick Discovery). The device name, SNMP community, seed IP address
and subnet mask are required. This method is not supported for discovering optical devices. See Run
Quick Discovery, on page 45

+ Using customized discovery methods (Discovery Settings)—This method is recommended if you want
to specify settings and rerun discovery in the future. If you want to discover optical devices, use this
method. See Run Discovery With Customized Discovery Settings, on page 45.

Note Ifadiscovery job rediscovers an existing device and the device's last inventory collection status is Completed,
Cisco EPN Manager does not overwrite the existing credentials with those specified in the Discovery Settings.
For all other statuses (on existing devices), Cisco EPN Manager overwrites the device credentials with those
specified in the Discovery Settings.

The discovery process of a device is carried out in the sequence of steps listed below. As Cisco EPN Manager
performs discovery, it sets the reachability state of a device, which is: Reachable, Ping Reachable, or
Unreachable. A description of the states is provided in Device Reachability and Admin States, on page 50.

1. Cisco EPN Manager determines if a device is reachable using ICMP ping. If a device is not reachable, its
reachability state is set to Unreachable.

2. Server checks if SNMP communication is possible or not.

* [f a device is reachable by ICMP but its SNMP communication is not possible, its reachability state
is set to Ping Reachable.
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. Specify the Management IP Address Type (IPv4/IPv6) for Discovered Devices

N

Note In this fault scenario, do the following:

* Ensure that the credentials used by Cisco EPN Manager for device
verification are correct.

* Verify that SNMP is enabled on the device and that the SNMP credentials
configured on the device match those configured on Cisco EPN Manager.

* Check whether SNMP packets are being dropped due to configuration errors
or due to your security settings (default behavior) in all the network devices
that are participating in transporting SNMP packets between the managed
devices and the Cisco EPN Manager server.

For Cisco NCS 2000 devices, verify the TL1 credentials, in addition (or instead)
of SNMP credentials.

« If a device is reachable by both ICMP and SNMP, its reachability state is Reachable.

3. Verifies the device's Telnet and SSH credentials. If the credentials fail, details about the failure are provided
in the Network Devices table in the Last Inventory Collection Status column (for example, Wrong CLI
Credentials). The reachability state is not changed.

4. Modifies the device configuration to add a trap receiver so that Cisco EPN Manager can receive the
necessary notifications (using SNMP).

5. Starts the inventory collection process to gather all device information.

6. Displays all information in the web GUI, including whether discovery was fully or partially successful.

\}

Note When Cisco EPN Manager verifies a device’s SNMP read-write credentials, the device log is updated to
indicate that a configuration change by Cisco EPN Manager (identified by its IP address).

Specify the Management IP Address Type (IPv4/IPv6) for Discovered Devices

For discovered dual-home (IPv4/IPv6) devices, specify whether you want Cisco EPN Manager to use IPv4
or IPv6 addresses for management IP addresses.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Discovery.
Step 2 From the IPv4/IPv6 Preference for Management Address drop-down list, choose either V4 or V6.
Step 3 Click Save.
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Run Quick Discovery .

Run Quick Discovery

Use this method when you want to perform a ping sweep using a single seed device. Only the device name,
SNMP community, seed IP address and subnet mask are required. If you plan to use the configuration
management features, you must provide the protocol, user name, password, and enable password.

Before you begin

See Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure your devices are
configured correctly.

Step 1 Choose Inventory > Device Management > Discovery, then click the Quick Discovery link at the top right of the
window.
Step 2 At a minimum, enter the name, SNMP community, seed IP address, and subnet mask.

Step 3 Click Run Now.

What to do next

Click the job hyperlink in the Discovery Job Instances area to view the results.

Run Discovery With Customized Discovery Settings

Cisco EPN Manager can discover network devices using discovery profiles. A discovery profile contains a
collection of settings that instructs Cisco EPN Manager how to find network elements, connect to them, and
collect their inventory. For example, you can instruct Cisco EPN Manager to use CDP, LLDP, OSPF to
discover devices, or just perform a simple ping sweep (an example of the results of a ping sweep is provided
in Sample IPv4 IP Addresses for Ping Sweep, on page 46.) You can also create filters to fine-tune the collection,
specify credential sets, and configure other discovery settings. You can create as many profiles as you need.

After you create a profile, create and run a discovery job that uses the profile. You can check the results of
the discovery job on the Discovery page. You can also schedule the job to run again at regular intervals.

Before you begin

See Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure your devices are
configured correctly so that Cisco EPN Manager can discover them.

Step 1 Choose Inventory > Device Management > Discovery, then click Discovery Settings at the top right of the window.
(If you do not see a Discovery Settings link, click the arrow icon next to the Quick Discovery link.)

Step 2 In the Discovery Settings popup, click New. If the browser window is narrow, the buttons may be hidden. You can
launch them as shown in the following figure.
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. Sample IPv4 IP Addresses for Ping Sweep

Discovery Settings

Show | Quick Filter

-

Hame Date Cresg Date Modified

[REY

Step 3 Enter the settings in the Discovery Settings window. Click "?" next to a setting to get information about that setting. For
example, if you click "?" next to SNMPv2 Credentials, the help pop-up provides a description of the protocol and any
required attributes.

Step 4 Click Run Now to run the job immediately, or Save to save your settings and schedule the discovery to run later.

Sample IPv4 IP Addresses for Ping Sweep

The following table provides an example of the results of a ping sweep.

Subnet Range | Number of Bits | Number of Sample Seed Start End IP Address
IP Addresses |IP Address IP Address

255.255.240.0 |20 4094 205.169.62.11 |205.169.48.1 205.169.63.254
255.255.248.0 |21 2046 205.169.62.11 |205.169.56.1 205.169.63.254
255.255.252.0 |22 1022 205.169.62.11 |205.169.60.1 205.169.63.254
255.255.254.0 |23 510 205.169.62.11 |205.169.62.1 205.169.63.254
255.255.255.0 |24 254 205.169.62.11 |205.169.62.1 205.169.63.254
255.255.255.128 | 25 126 205.169.62.11 |205.169.62.1 205.169.63.127
255.255.255.192 | 26 62 205.169.62.11 |205.169.62.1 205.169.63.62

255.255.255.224 | 27 30 205.169.62.11 |205.169.62.1 205.169.63.30

255.255.255.240 | 28 14 205.169.62.11 ]205.169.62.1 205.169.63.14

255.255.255.248 | 29 6 205.169.62.11 |205.169.62.9 205.169.63.14

255.255.255.252 130 2 205.169.62.11 |205.169.62.9 205.169.63.10

255.255.255.254 |31 0 205.169.62.11

255.255.255.255 |32 1 205.169.62.11 |205.169.62.11 |205.169.62.11

Example: Add Optical Devices Using Discovery

The following example shows how to use to use a seed device and the OTS protocol to discover Cisco NCS 2000

devices.
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Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Import Devices Using a CSV File .

Check Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure the optical devices are
configured correctly.

Choose Inventory > Device Management > Discovery, then click Discovery Settings at the top right of the window.
In the Discovery Settings window, click New to create a new discovery profile.

a) Enter a discovery profile name—for example, NCS2k 3 OTS.

b) Enter the seed device and hop count information for the OTS protocol.

1. In the Protocol Settings area, click the arrow next to Advanced Protocols to open the discovery protocols list.
Click the arrow next to OTS to open the OTS protocol window.

Check the Enable OTS check box.

Click the Add Row ("+") icon.

Enter the seed device IP address and hop count (for example, 209.165.200.224 and 3), then click Save to add the
seed device information.

6. Click Save in the OTS protocol window to close the window. If necessary, click outside of the OTS Protocol
window to close it.

R wN

¢) Enter the TL1 device credentials for the Cisco NCS 2000 seed device.

In the Credential Settings area, click the arrow next to TL1 to open the TL1 credentials window.
Check the Enable TL1 check box.

Click the Add Row ("+") icon.

Enter the seed device IP address, username, password, and (if appropriate) proxy IP address .
Choose Enable from the SSH drop-down list.

Click Save to add the credential information.

A S o

Click Save in the TL1 Credentials window to close the window. If necessary, click outside of the TL1 Credentials
window to close it
Click Save to save the new discovery profile. The new NCS2k_3_OTS profile is added to the Discovery Settings window.

Note If you receive an error message, make sure you have enabled the protocols. (This is a common error.)

Select NCS2k_3_OTS, then click Run Now to begin the discovery job.

Check the results of the job by choosing Inventory > Device Management > Discovery.

Import Devices Using a CSV File

Use a CSV file to add devices if you have an existing management system from which you want to import
devices, or you want to specify different values in a spreadsheet.

* Create the CSV File, on page 47
* Import the CSV File, on page 48

Create the CSV File

Create the bulk import CSV file using the template that is available from the Bulk Import dialog box. To open

the dialog box, choose Inventory > Device Management > Network Devices, click the =+ icon above the
Network Devices table, and choose Bulk Import. Use the bulk device add sample template.

Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide .



Manage the Inventory |

Il import the csV File

To find out what the different fields mean and which fields are required, use the information that is in the web
GUIL. The information is the same for adding a single device or adding devices in bulk. To get this information,

choose Inventory > Device Management > Network Devices, click the =+ icon above the Network Devices
table, then choose Add Device. Mandatory fields are indicated by an asterisk; fields that require an explanation
display a question mark next to them (hover your mouse cursor over the question mark to view the field
details).

When you are done, save your changes and note the location of the file so you can import it as described in
Import the CSV File, on page 48.

Import the CSV File

Step 1

Step 2
Step 3

Step 4
Step 5

Follow this procedure to import devices using a CSV file.

Before you begin

See Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure your devices are
configured correctly.

Choose Inventory > Device Management > Network Devices.

Click the % icon above the Network Devices table, then choose Bulk Import.

In the Bulk Import dialog:

a) Make sure Device is chosen from the Operation drop-down list.

b) Click Browse, navigate to the CSV file, then click Import.

Check the status of the import by choosing Administration > Dashboards > Job Dashboard.

Click the arrow to expand the job details and view the details and history for the import job. If you encounter any problems,
see Validate Added Devices and Troubleshoot Problems, on page 52.

Add Devices Manually (New Device Type or Series)

Step 1

Step 2
Step 3

Step 4

Use this procedure to add a new device type and to test your settings before applying them to a group of
devices.
Before you begin

See Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure your devices are
configured correctly.

Choose Inventory > Device Management > Network Devices.

Click the % icon above the Network Devices table, then choose Add Device.
In the Add Device dialog box, complete the required fields. Click the "?" next to a field for a description of that field.

Note Telnet/SSH information is mandatory for devices such as most Cisco NCS devices.

(Optional) Click Verify Credentials to validate the credentials before adding the device.
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Example: Add a Single Cisco NCS 2000 or NCS 4000 Series Device .

Step 5 Click Add to add the device with the settings you specified.

Example: Add a Single Cisco NCS 2000 or NCS 4000 Series Device

Cisco NCS 2000 series devices are TL1-based devices, and Cisco EPN Manager uses the TL1 protocol to
communicate with these devices. Cisco NCS 4000 series devices, on the other hand, are Cisco IOS-XR devices,
and Cisco EPN Manageruses the SNMP and Telnet/SSH protocols to communicate with these devices

Step 1 Check Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure the Cisco NCS devices
are configured correctly.

Step 2 Click the * icon above the Network Devices table, then choose Add Device.
Step 3 In the Add Device dialog box, complete the required fields. Click the "?" next to a field for a description of that field.

* Cisco NCS 2000 series and Cisco ONS 15454—Enter TL1 parameters
* Cisco NCS 4000 series—Enter SNMP and Telnet/SSH parameters

Step 4 Click Verify Credentials to validate that Cisco EPN Manager can reach the device.
Step 5 Click Add to add the device to Cisco EPN Manager.

Example: Add a Network Element as an ENE Using Proxy Settings

Messages sent to a particular network element must pass through other NEs in the network. To pass messages,
one or more nodes can be a Gateway Network Element (GNE) and connect other NEs in your network. A
node becomes a GNE when you establish a TL1 session and enter a command that must be sent to another
node. The node that receives the TL1 message from another node for processing is an End-point Network
Element (ENE). Messages from an ENE are transmitted through a GNE to other NEs in the network.

Step 1 Check Configure Devices So They Can Be Modeled and Monitored, on page 32 to make sure your devices are configured
correctly.
Step 2 Click the * icon above the Network Devices table, then choose Add Device.

Step 3 In the Add Device dialog box, under the General Parameters, enter the IP address or the DNS name of the ENE that you
want to add. Click the "?" next to a field for a description of that field.

Step 4 Under the TL1 Parameters, enter the proxy IP address for the node that you are using as an ENE.
Step 5 Click Verify Credentials to validate that Cisco EPN Manager can connect to the device.
Step 6 Click Add to add the device to Cisco EPN Manager.
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Check a Device's Reachability State and Admin Status

Use this procedure to determine whether Cisco EPN Manager can communicate with a device (reachability
state) and whether it is managing that device (admin status). The admin status also provides information on
whether the device is being successfully managed by Cisco EPN Manager.

Step 1
Step 2

Choose Inventory > Device Management > Network Devices.

Locate your device in the Network Devices table.

a) From the Show drop-down list (at the top right of the table), choose Quick Filter.
b) Enter the device name (or part of it) in the text box under the Device Name column.

Step 3

page 50 for descriptions of these states.

Device Reachability and Admin States

Device Reachability State—Indicates whether Cisco EPN Manager can communicate with the device using
all configured protocols.

Table 5: Device Reachability State

Check the information in the Reachability and Admin Status columns. See Device Reachability and Admin States, on

cannot connect to the
device.

Icon Device Description Troubleshooting
Reachability
State
Reachable Cisco EPN Manager can | —
reach the device using
SNMP.
Ping Cisco EPN Manager can | Although ICMP ping is successful, check for all possible
reachable reach the device using |reasons why SNMP communication is failing. Check
Ping, but not via SNMP. | that device SNMP credentials are the same in both the
device and in Cisco EPN Manager, whether SNMP is
enabled on the device, or whether the transport network
is dropping SNMP packets due to reasons such as
mis-configuration, etc. See Change Basic Device
Properties, on page 257.
(X} Unreachable |Cisco EPN Manager Verify that the physical device is operational and
cannot reach the device | connected to the network.
using Ping.
Unknown Cisco EPN Manager Check the device.

Device Admin State—Indicates the configured state of the device (for example, if an administrator has
manually shut down a device, as opposed to a device being down because it is not reachable by Ping).
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Table 6: Device Admin State

Move a Device To and From Maintenance State .

Icon Device Description Troubleshooting

Admin State

5 Managed Cisco EPN Manager is | Not Applicable.
actively monitoring the
device.

% Maintenance | Cisco EPN Manager is | To move a device back to Managed state, see Move a
checking the device for | Device To and From Maintenance State, on page 51.
reachability but is not
processing traps,
syslogs, or TL1
messages.

Unmanaged |Cisco EPN Manager is |In the Network Devices table, locate the device and click
not monitoring the the "i" icon next to the data in the Last Inventory
device. Collection Status column. The popup window will

provide details and troubleshooting tips. Typical reasons
for collection problems are:

* Device SNMP credentials are incorrect.

* The Cisco EPN Manager deployment has exceeded

the number of devices allowed by its license.

* A device is enabled for switch path tracing only.
If a device type is not supported, its Device Type will
be Unknown. You can check if support for that device
type is available from Cisco.com by choosing
Administration > Licenses and Software Updates >
Software Update and then clicking Check for Updates.

2] Unknown Cisco EPN Manager Check the device.
cannot connect to the
device.

Move a Device To and From Maintenance State

When a device's admin status is changed to Maintenance, Cisco EPN Manager will not poll the device for
inventory changes, nor will it process any traps or syslogs that are generated by the device. However, Cisco
EPN Manager will continue to maintain existing links and check the device for reachability.

Step 1
Step 2

See Device Reachability and Admin States, on page 50 for a list of all admin states and their icons.

From the Network Devices table, choose Admin State > Set to Maintenance State.

To return the device to the fully managed state, choose Admin State > Set to Managed State.
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. Validate Added Devices and Troubleshoot Problems

Validate Added Devices and Troubleshoot Problems

To monitor the discovery process, follow these steps:

Step 1 To check the discovery process, choose Inventory > Device Management > Discovery.
Step 2 Expand the job instance to view its details, then click each of the following tabs to view details about that device's
discovery:

* Reachable - Devices that were reached using ICMP. Devices may be reachable, but not modeled, this may happen
due to various reasons as discussed in Add Devices Using Discovery, on page 43. Check the information in this tab
for any failures.

* Filtered - Devices that were filtered out according to the customized discovery settings.

* Ping Reachable - Devices that were reachable by ICMP ping but could not be communicated using SNMP. This
might be due to multiple reasons: invalid SNMP credentials, SNMP not enabled in device, network dropping SNMP
packets, etc.

* Unreachable - Devices that did not respond to ICMP ping, with the failure reason.

* Unknown - Cisco EPN Manager cannot connect to the device by ICMP or by SNMP.

Note For devices that use the TL1 protocol, make sure that node names do not contain spaces. Otherwise, you will
see a connectivity failure.

Step 3 To verify that devices were successfully added to Cisco EPN Manager, choose Inventory > Device Management >
Network Devices. Then:

* Verify that the devices you have added appear in the list. Click a device name to view the device configurations and
the software images that Cisco EPN Manager collected from the devices.

* View details about the information that was collected from the device by hovering your mouse cursor over the
Inventory Collection Status field and clicking the icon that appears.

* Check the Device Reachability Status and Admin Status columns. See Device Reachability and Admin States, on
page 50.

If you need to edit the device information, see Change Basic Device Properties, on page 257.

To verify that Cisco EPN Manager supports a device, refer to Cisco Evolved Programmable Network Manager Supported
Devices.

To verify that Cisco EPN Manager supports a device, click the Settings icon (%<"), then choose .

Find Devices With Inventory Collection or Discovery Problems

Use the quick filter to locate devices that have discovery or collection problems.

Step 1 Choose Monitor > Device Management > Network Devices to open the Network Devices page.
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Step 2 Make sure Quick Filter is listed in the Show drop-down at the top left of the table.

Step 3 Place your cursor in the quick filter field above the Collection Status and select a status from the drop-down list that is
displayed. The devices are filtered according to that status. For troubleshooting steps, see Validate Added Devices and
Troubleshoot Problems, on page 52.

Export Device Information to a CSV File

When you export the device list to a file, all device information is exported into a CSV file. The file is then
compressed and encrypted using a password you select. The exported file includes device credentials but does
not include credential profiles.

A

Caution Handle the CSV file with care because it lists all credentials for the exported devices. You will want to ensure
that only users with special privileges can perform a device export.

Step 1 Choose Inventory > Device Management > Network Devices.

Step 2 Select the devices that you want to export, then click “—'and choose Export Device.

Step 3 In the Export Device dialog box, enter an password that will be used to encrypt the exported CSV file. Users will need
to supply this password to open the exported file.

Step 4 Confirm the encryption password and click Export. Depending on your browser configuration, you can save or open the
compressed file.

Create Groups of Devices for Easier Management and
Configuration

* How Groups Work, on page 54
* Create User-Defined Device Groups, on page 57
* Create Location Groups, on page 58
* Create Port Groups, on page 59
» Make Copies of Groups, on page 59
* Hide Groups That Do Not Have Any Members, on page 60
* Delete Groups, on page 60
Organizing your devices into logical groupings simplifies device management, monitoring, and configuration.

Because you can apply operations to groups, grouping saves time and ensures that configuration settings are
applied consistently across your network. In smaller deployments where all devices can be configured with
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the same settings, you may only need to create one general device group. The grouping mechanism also
supports subgroups. You will see these groups in many of the Cisco EPN Manager GUI windows.

When a device is added to Cisco EPN Manager, it is assigned to a location group named Unassigned. If you
are managing a large number of devices, be sure to move devices into other groups so that the Unassigned
Group membership does not become too large.

How Groups Work

Groups are logical containers for network elements, such as devices and ports. You can create groups that are
specific to your deployment—for example, by device type or location. You can set up a group so that new
devices are automatically added if they match your criteria, or you may want to add devices manually.

For information on the specific types of groups, see the related topics Network Device Groups, on page 54
and Port Groups, on page 55.

For information on how elements are added to groups, see How Elements Are Added to Groups: Dynamic,
Manual, and Mixed Groups, on page 56.

Network Device Groups

The following table lists the supported types of network device groups.

Network Membership Criteria Can Be Created
Device or Edited By
Group Type Users?

Device Type | Devices are grouped by family (for example, Optical Networking, Routers, | No
Switches and Hubs, and so forth). Under each device family, devices are
further grouped by series. New devices are automatically assigned to the
appropriate family and series groups. For example, a Cisco ASR 9006
would belong to Routers (family) and Cisco ASR 9000 Series Aggregation
Services Routers (series).

Note the following:

* You cannot create a device type group; these are dynamic groups that
are system-defined. Instead, use device criteria to create a user-defined
group and give it an appropriate device name.

* Device type groups are not displayed in Network Topology maps.

* Unsupported devices discovered by Cisco EPN Manager are
automatically assigned the Generic Cisco Device device type and
are listed under Device Type > Generic Cisco Device Family.
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Port Groups

Port Groups .

Location

Location groups allow you to group devices by location. You can create
a hierarchy of location groups(such as theater, country, region, campus,
building, and floor) by adding devices manually or by adding devices
dynamically.

A device should appear in one location group only, though a higher level
“parent” group will also contain that device. For example, a device that
belongs to a building location group might also indirectly belong to the
parent campus group.

By default, the top location of the hierarchy is the All Locations group.
All devices that have not been assigned to a location appear under the
Unassigned group under All Locations.

Yes

User Defined

Devices are grouped by a customizable combination of device and location
criteria. You can customize group names and use whatever device and
location criteria you need.

Yes

The following table lists the supported types of port groups.

Port Group Membership Criteria Can be created or
Type edited by users?
Port Type Grouped by port type, speed, name, or description. Ports on new | No; instead create a

You cannot create Port Type groups. Instead, use device criteria to
create a user-defined group, and create subgroups under the
user-defined group.

devices are automatically assigned to the appropriate port group. | User Defined Group
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System Defined

Grouped by port usage or state. Ports on new devices are
automatically assigned to the appropriate port group.

Link Ports—Ports that are connected to another Cisco device or
other network devices and are operating on “VLAN” mode and are
assigned to a VLAN.

Trunk Ports—Ports that are connected to a Cisco device or other
network devices(Switch/Router/Firewall/Third party devices) and
operating on “Trunk” mode in which they carry traffic for all
VLAN:S.

If the status of a port goes down, it is automatically added to
Unconnected Port group. You cannot delete the ports in this group,
and you cannot re-create this group as a sub group of any other

group.

Wireless and Data Center devices use the other System Defined
port groups: AVC Configured Interfaces, UCS Interfaces, UCS
Uplink Interfaces, WAN Interfaces, and so forth.

You cannot create System Defined Port groups. Instead, use device
criteria to create a user-defined group, and create subgroups under
the user-defined group.

No; instead create a
User Defined Group

User Defined

Grouped by a customizable combination of port criteria, and you
can name the group. If the group is dynamic and a port matches the
criteria, it is added to the group.

Yes

How Elements Are Added to Groups: Dynamic, Manual, and Mixed Groups

How elements are added to a group depends on whether the group is dynamic, manual, or mixed.

Devices

Method for Adding |Description

Dynamic

rules.

Cisco EPN Manager automatically adds a new element to the group if the element
meets the group criteria. While there is no limit to the number of rules that you can
specify, the performance for updates may be negatively impacted as you add more

Manual

Users add the elements manually when creating the group or by editing the group.

Mixed

Elements are added through a combination of dynamic rules and manual additions.

The device inheritance in parent-child user defined and location groups are as follows:

* User Defined Group—When you create a child group:

* If the parent and child groups are both dynamic, the child group can only access devices that are in
the parent group.

« If the parent group is static and the child group is dynamic, the child group can access devices that
are outside of the parent group.
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Groups and Virtual Domains .

« If the parent and child groups are dynamic and static, the child group "inherits” devices from the
parent device group.

* Location Group—The parent group inherits the child group devices.

Groups and Virtual Domains

While groups are logical containers for elements, access to the elements is controlled by virtual domains. This
example shows the relationship between groups and virtual domains.

* A group named SanJoseDevices contains 100 devices.

* A virtual domain named NorthernCalifornia contains 400 devices. Those devices are from various
groups and include 20 devices from the SanJoseDevices group.

Users with access to the NorthernCalifornia virtual domain will be able to access the 20 devices from the
SanJoseDevices group, but not the other 80 devices in the group. For more details, see ""Create Virtual Domains
to Control User Access to Devices".

Create User-Defined Device Groups

Step 1
Step 2
Step 3

Step 4

To create a new device type group, use the user-defined group mechanism. You must use this mechanism
because device type groups are a special category used throughout Cisco EPN Manager. The groups you
create will appear in the User Defined category.

)

Note Cisco ASR satellites can only belong to location groups. For more information, see Satellite Considerations
in Cisco EPN Manager, on page 222.

To create a new group, complete the following procedure:

Choose Inventory > Group Management > Network Device Groups.
In the Device Groups pane, click the + (Add) icon and then choose Create User Defined Group.

Enter the group's name and description. If other user-defined device type groups already exist, you can set one as the
parent group by choosing it from the Parent Group drop-down list. If you do not select a parent group, the new group
will reside in the User-Defined folder (by default).

Add devices to the new group:

If you want to add devices that meet your criteria automatically, enter the criteria in the Add Devices Dynamically area.
To group devices that fall within a specific range of IP addresses, enter that range in square brackets. For example, you
can specify the following:

« IPv4-10.[101-155].[1-255].[1-255] and 10.126.170.[1-180]
« IPV6-2014::5217:[0000-fFff]:fe22:[ 1e40-1f41]

Note While there is no limit on the number of rules you can specify for a dynamic group, group update performance
could become slower as the number of rules increases.

If you want to add devices manually, do the following:
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Step 5
Step 6

1. Expand the Add Devices Manually area and then click Add.

2. Inthe Add Devices dialog box, check the check boxes for the devices you want to add, then click Add.

Click the Preview tab to see the members of your group.
Click Save.

The new device group appears in the folder you selected in Step 3.

Create Location Groups

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

N

Note Cisco ASR satellites can only belong to Location Groups. For more information, see Satellite Considerations
in Cisco EPN Manager, on page 222.

To create a location group, follow these steps:

Choose Inventory > Group Management > Network Device Groups.
In the Device Groups pane on the left, click the Add icon, then choose Create Location Group.

Enter the name and description, and choose a group from the Parent Group drop-down list. By default, the group will
be an All Locations subgroup (that is, displayed under the All Locations folder).

If you are creating a device group based on geographical location, for example, all devices located in a building at a
specific address, select the Geographical Location check box and specify the GPS coordinates of the group or click the
View Map link and click on the required location in the map. The GPS coordinates will be populated automatically in
this case. Note that location groups defined with a geographic location are represented by a group icon in the geo map.
The devices you add to the group will inherit the GPS coordinates of the group. See Device Groups in the Geo Map, on
page 169 for more information. Note that if geographical location is the primary reason for grouping a set of devices, it
is recommended that the devices you add to the group do not have their own GPS coordinates that are different from the
group's.

If you want devices to be added automatically if they meet certain criteria, enter the criteria in the Add Device Dynamically
area. Otherwise, leave this area blank.

While there is no limit on the number of rules that you can specify for a dynamic group, as the number of rules increases,

the group update performance could become slower.

If you want to add devices manually:

a) Under Add Devices Manually, click Add.

b) Inthe Add Devices dialog box, locate devices you want to add, then click Add.
Click the Preview tab to see the group members.

Click Save, and the new location group appears under the folder you selected in Step 3 (All Locations, by default).
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Create Port Groups

To create a port group, follow these steps:

Step 1 Choose Inventory > Group Management > Port Groups.

Step 2 From Port Groups > User Defined, hover your mouse over the "i" icon next to User Defined and click Add SubGroup
from the popup window.

Step 3 Enter the name and description, and choose a group from the Parent Group drop-down list. By default, the port group
will be under the User Defined folder.

Step 4 Choose the devices a port must belong to in order to be added to the group. From the Device Selection drop-down list,
you can:

* Device—To choose devices from a flat list of all devices.
* Device Group—To choose device groups (Device Type, Location, and User Defined groups are listed).

Step 5 If you want ports to be added automatically if they meet your criteria, enter the criteria in the Add Port Dynamically
area. Otherwise, leave this area blank.

While there is no limit on the number of rules that you can specify for a dynamic group, as the number of rules increases,
the group update performance could become slower.

Step 6 If you want to add devices manually:
a) Under Add Ports Manually, click Add.
b) Inthe Add Ports dialog box, locate devices you want to add, then click Add.
Step 7 Click the Preview tab to see the group members.
Step 8 Click Save, and the new port group appears under the folder you selected in Step 3 (User Defined, by default).

Make Copies of Groups

When you create a duplicate of a group, Cisco EPN Manager names the group CopyOfgroup-name by default.
You can change the name, if required.

To duplicate a group follow these steps:

Step 1 Choose Inventory > Group Management > Network Device Groups.

Step 2 Choose the group from the Device Groups pane on the left.

Hi"

Step 3 Locate the device group you want to copy, then click the "i" icon next to it to open the pop-up window.

Step 4 Click Duplicate Group (do not make any changes yet) and click Save. Cisco EPN Manager creates a new group called
CopyOfgroup-name.

Step 5 Configure your group as described in Create User-Defined Device Groups, on page 57 and Create Location Groups, on
page 58.
Step 6 Verify your group settings by clicking the Preview tab and examining the group members.

Step 7 Click Save to save the group.
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Hide Groups That Do Not Have Any Members

Step 1
Step 2

By default, Cisco EPN Manager will display a group in the web GUI even if the group has no members. Users
with Administrator privileges can change this setting so that empty groups are hidden—that is, they are not
displayed in the web GUI. (Hidden groups are not deleted from Cisco EPN Manager.)

Choose Administration > Settings > System Settings, then choose Inventory > Grouping.

Uncheck Display groups with no members, and click Save.

We recommend that you leave the Display groups with no members check box selected if you have a large number of
groups and devices. Unselecting it can slow system performance.

Delete Groups

Step 1
Step 2

Step 3

Make sure the group you want to delete has no members, otherwise Cisco EPN Manager will not allow the
operation to proceed.

Choose Inventory > Group Management > Network Device Groups.

nn

Locate the device group you want to delete in the Device Groups pane on the left, then click the "i" icon next to it to open
the pop-up window.

Click Delete Group and click OK.

Delete Devices

Step 1
Step 2

Step 3

When you delete a device, Cisco EPN Manager will no longer model or monitor it.

Before you begin

If a device has services on it that were provisioned using Cisco EPN Manager, you must delete those services
before deleting the device. However, you will be permitted to delete devices that have discovered services on
it (that is, services that were not created by Cisco EPN Manager). To find out which services are on a device,
use the Device 360 view; see View a Specific Device's Circuits/VCs, on page 507.

Choose Inventory > Device Management > Network Devices to open the Network Devices page.

Locate the device you want to delete. For example, navigate through the Groups list, or enter some text in the Quick Filter
boxes.

Select the device, and click Delete.
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View Device Details

The following topics explain how to get more information about your network devices. You can also generate
a variety of device reports that provide hardware and software details, CPU and memory utilization, general
device health, and so forth. For information on these reports, see Device Reports, on page 246. For information
on inventory collection, see How Often Is Inventory Collected?, on page 31.

* Find Devices, on page 61

* Get Basic Device Information: Device 360 View, on page 61

* View a Device's Local Topology from the Device 360 View, on page 64
* View the Network's Hardware Inventory, on page 65

* Get Complete Device Information: Device Details Page, on page 65
* View and Manage Devices Using the Chassis View, on page 69

* View Device Ports, on page 80

* View Device Interfaces, on page 80

* View Device Modules, on page 84

* View Environment Information (Power Supplies, Fans), on page 84
* View Device Neighbors, on page 85

* Get More Information About Links, on page 85

* View Circuits/VCs, on page 86

* View Satellites, on page 86

Find Devices

The quickest way to find a device is to use the quick search text boxes displayed at the top of the Network
Devices table (Inventory > Device Management > Network Devices). You can enter partial strings for a
device name, IP address, or software version, or choose from the values for reachability, admin status, and
Inventory Collection. Devices are also organized into device groups, which you can view by choosing
Inventory > Device Management > Network Devices and selecting a device type from the Device Group
list.

Get Basic Device Information: Device 360 View

The Device 360 view is a pop-up window that provides quick information about a device, its inventory, and
its status. This includes device alarms, modules, interfaces, neighbors, and chassis.
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To launch a Device 360 view:

* Click the "i" icon next to an IP address in almost any device table

» From the network topology, click a device in an expanded group, then click View

The Device 360 view provides general device and performance information at the top of the view, and more
detailed interface information in tabs in the lower part of the view. The information the Device 360 view
displays depends on the device type and configuration. The Device 360 view provides the following information.

Information
Provided in
Device 360 View

Description

General information
and tools

Device type, its OS type and version, its last configuration change, and its last inventory
collection. Icons convey the status of the device.

Note If you have opened the Device 360 view for a Cisco NCS 6000 device that

houses a Secure Domain Router (SDR), the SDR's name is also listed.
Using the menus in the top right of the popup window, you can also perform these
tasks:

* Troubleshoot—Perform a ping or traceroute, launch the Alarm browser, open a
Cisco support case, or get information from the Cisco Support Community
(Actions menu)

* Performance—Check device CPU and memory (View > Performance Graphs)

* Topology—View the network topology and the device's local topology, up to 3
hops (Actions menu)

* Check the device's routing table (Actions menu)

* Open the Device Console to enter commands you want to run on the device
(Actions menu)

* View the configuration that is currently running on the devie (Actions > Show
Command)

* Collect the device's inventory and save it to the database using Sync Now (Actions
menu)

* Open an HTTP, HTTPS, SSH, or Telnet session with the device (Actions menu)
» Launch Cisco Transport Controller for optical devices (Actions menu)
* Enable the automatic refresh of the view every 20 seconds (Actions menu)

* Open the Device Details page to view details about software image and
configuration file management, and use the device's Chassis View (by clicking
the device IP address hyperlink or choosing View > Details)

* Select a device for a side-by-side comparison with another device on the basis
of information such as raised alarms and the current status of circuits, interfaces,
and modules (Actions menu)—see Compare Device Information and Status
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Performance data

Charts reflecting various aspects of the device performance. If a device has multiple
memory pools, the Device 360 view will display the average utilization for all of the
memory pools. If you want to see information about individual memory pools, use
the memory utilization dashlets in the Network Summary dashboard. See Network
Summary Dashboard Overview.

Alarms tab Current alarms for the device, including their severity, status, and the time they were
generated. Depending on the alarm source, you can also launch other 360 views from
this tab.

Modules tab Modules that are configured on the device, including their name, type, state, ports,

and location.

Interfaces tab

Interfaces that are configured on the device, including status information. You can
also launch an Interface 360 view for a specific interface.

Neighbors tab

NEs that are connected to this device through CDP (Cisco Discovery Protocol). If the
selected device does not support CDP, this tab is empty. Displayed information includes
device type and name, and the local port and device port. To view the neighbors in a
popup topology map, choose Actions > N Hop Topology from the top right of the
Device 360 view (see View a Device's Local Topology from the Device 360 View,
on page 64.

Circuit/VCs tab

Circuit/VC name, type, customer, status, and creation date for each circuit provisioned
on the device. You can also launch a Circuit/VC 360 view for specific circuits/VCs.

Satellites tab

For Cisco ASR 9000 devices in a cluster configuration, lists a satellite’s name, type,
description, status, and IP and MAC addresses. You can also launch a Satellite 360
view for a specific satellite.

Civic Location

Geographical information about device's location.

Recent Changes The last five changes made on the device, classified as: Inventory, Config
(Configuration Archive), or SWIM (Software Images). (These are the same types of
changes that are displayed when you choose Inventory > Network Audit.)

SRRGs Lists the Shared Risk Resource Groups (SRRGs) assigned to the device. Click this

tab's ? (help) icon to view its legend. For more information about SRRGs, see View
and Manage Shared Risk Resource Groups (SRRG) in the Geo Map.

You can also view a specific device in the topology map by choosing Actions > Network Topology (at the
top right of the Device 360 view).

Compare Device Information and Status

From the Comparison View, you can perform a side-by-side comparison of multiple devices, viewing
information such as raised alarms, the status of modules, interfaces, and circuits on those devices, and a
summary of recent changes that have been made. To compare devices, do the following:

Step 1

Choose one of the following to open the Network Devices page:

* Monitor > Managed Elements > Network Devices
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Step 2

Step 3

Step 4

Step 5

Step 6

* Inventory > Device Management > Network Devices

For each device you want to compare:

a) Open its Device 360 view by clicking the i (information) icon in the IP Address column.
b) Choose Actions > Add to Compare.

The device you selected is displayed at the bottom of the page. You can select a maximum of 4 devices.

Click Compare.

The Comparison View opens.

From the drop-down list at the top of the view, specify whether the view will show all available information or just the
information that is unique to each device.

Click Comparison View, check the check box for the categories you want the view to display, and then click Save.

By default, all of the categories are already selected.

Scroll down the page to view the information provided for each category you selected.
Note the following:

* The Comparison View only displays information for two devices at a time. If you selected more than two, you will
need to toggle to the devices that are not currently displayed.

* To reorder the devices you have selected, click Rearrange.

* Each device’s View and Actions menu is identical to the ones provided in their Device 360 view. If you select an
option, the corresponding page opens.

* You can minimize and maximize the categories displayed, as needed.

* The Comparison View is also available for circuits and VCs, interfaces, and links. Whenever you select any of
these elements from their respective 360 view for comparison, they are displayed in the corresponding tab. This
allows you to switch between element types, as needed.

* When you are done comparing devices, click Back at the top of the view and then click Clear All at bottom of the
page. If tabs for other element types are still displayed, you will need to clear them as well.

View a Device's Local Topology from the Device 360 View

Step 1

Step 2

You can launch a small topology window from the Device 360 view that displays the network topology around
a device, up to 3 hops.

Open the Device 360 View for the device in which you are interested.

* Click the "i" icon next to an IP address in almost any device table.

» From the network topology, click a device in an expanded group, then click View.

Choose N-Hop Topology from the Actions drop-down menu (at the top right of the Device 360 view).
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Step 3 Adjust the popup window to show the information you need.
* Click the edit icon

* Select a hop count (1-3) from the Hop drop-down list.

* Select a topology map layout from the Layout drop-down list.

Step 4 Save your changes, and use the pan and zoom tools to view the results.

View the Network's Hardware Inventory

Use this procedure to view basic hardware information for all devices in the network—the product name,
physical location, serial number, manufacture date, and so forth.

Step 1 To view device-level information:

1. Choose Inventory > Device Management > Network Inventory.
2. Use the Quick Filters to locate specific devices. For example, to list the hardware information for all ASR devices,
enter *¥ASR* in the Product Name field.

Step 2 To view element-level information, use one of these methods:

* Get the information from the Device Details page. See Get Complete Device Information: Device Details Page, on
page 65.

* Get the information from the Chassis View. See Open the Chassis View, on page 69.

* Run a hardware report. See Device Reports, on page 246.

Get Complete Device Information: Device Details Page

For the most comprehensive information about a device, view the Device Details page. It provides in-depth
inventory information and configuration options.
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To launch the Device Details Page:

* From a Device 360 view—Click the IP address hyperlink or choose View > Details.
* From a network devices table—Click the device name hyperlink in a device table.

The tabs that are displayed here depend on your selection in the Chassis View. They are described in the

following table:

Tab Name | Description

Chassis Provides inventory, service, and alarm information that is contextualized to the element you

View select. Also serves as launch point for configuration, Image management, and Configuration
Archive features. (To configure logical elements, click the Logical View tab.)
For information on using the Chassis View features, see Overview of the Chassis View
Window, on page 70.

Logical Provides logical inventory information. Also provides configuration options for logical

View elements.

Device Provides system information (environment, modules ports, interfaces, and other settings).

Details

Alarms Get information about the alarms that have been raised on a device, a card, or a port. See View
an Alarm's Details.

Configuration | Configure a device, card, or port. Elements are grouped by their physical location. (To configure

elements that are grouped according to their logical function, click the Logical View tab.)
See Ways to Configure Devices Using Cisco Evolved Programmable Network Manager.
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Tab Name

Description

Inventory

View detailed hardware information such as serial numbers and manufacture dates for a device
or card.

Interfaces

View the status of interfaces configured on a device, card, or port. From here, you can also
open the Interface 360 view for a particular interface. For links to topics that describe other
ways to view interface information in Cisco EPN Manager, see View Device Interfaces.

Performance

View summary information and high-level performance metrics. Note the following:

* [f you are viewing the chassis view for any device other than a Cisco Converged
Broadband Router-8 (cBR-8) router, information is displayed for the selected interface
on a card or port. The dashlets displayed in addition to the Interface Details dashlet will
vary, depending on the interface type you chose. After choosing an interface from the
Interface drop-down list, make sure to click Apply in order to refresh the information
that is displayed.

* If you are viewing the chassis view for a Cisco cBR-8 router, information is also displayed
for the device as a whole. You can view dashlets that provide information such as the
number of voice calls that have been made and upstream/downstream utilization
percentages. To ensure that information is collected and reported for the Cisco cBR-8
routers in your network, verify that Cable Policies is listed on the Monitoring Policies
page (Monitor > Monitoring Tools > Monitoring Policies > Policies pane), is currently
active, and has polling intervals set for its parameters.

Circuits

View the circuits a device, card, or port participates in. For links to topics that describe other
ways to view circuit information in Cisco EPN Manager, see View Circuits/VCs.

Image

Manage the software image that is running on the device. See View the Images That Are
Saved in the Image Repository.

Note This tab is only available when a top-level chassis is selected.

Configuration
Archive

Manage the device configuration file that is running on the device. See View All Archived
Files.

Note This tab is only available when a top-level chassis is selected.

Configure Interfaces from the Device Details Page

Complete the following procedure to configure an interface from the Device Details page:

Step 1

Step 2
Step 3
Step 4

With a device’s Chassis View open, click the Launch Configuration link.

The Device Details page opens.

Click the Logical View tab.

From the Features pane, choose Interfaces > the interface type you want to configure.

Complete the instructions specific to the interface type you chose to add or edit an interface (see Configure Interfaces).
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Update Cisco NCS 1000 Interface Settings

Step 1

Step 2

Step 3
Step 4

You can quickly update the Admin Status, Wavelength (nm), and Loopback settings for interfaces configured
on a Cisco NCS 1000 Series device from its Device Details page. To do so, complete the following procedure.

Open the Device Details page for a Cisco NCS 1000 Series device, as described in Get Complete Device Information:
Device Details Page, on page 65.

Click the Configuration tab.

The page updates, displaying 3 sub-tabs: Optics, Ethernet, and Coherent DSP.

Click the sub-tab for the interface type you want to update.

Make the necessary changes:

Method 1

1. In the interfaces table, locate the interface you want to update.

2. Click the parameter you want to change to open a drop-down list.

3. Choose the value you want to set, then click Save.

Method 2

1. Click the radio button for the interface you want to update, then click the pencil (Edit) icon.
The Edit interface type dialog box opens.

2. Choose the value you want to set from the available drop-down lists, then click Apply.

3. Click OK to confirm your changes.

Note the following:
* For Optics interfaces:

* You can update the Admin Status and Wavelength (nm) parameters.

* You can only set a new wavelength value if the Optics Type parameter is set to DWDM.

* For Coherent DSP and Ethernet interfaces:
* You can update the Admin Status and Loopback parameters.
* You can only set a new loopback value if the Admin Status parameter is set to Testing.

* [f you set the Loopback parameter to Line, Cisco EPN Manager applies the same configuration applied for a
facility loopback. A facility loopback tests the line interface unit (LIU) of a card, the electrical interface assembly
(EIA), and related cabling.

« If you set the Loopback parameter to Internal, Cisco EPN Manager applies the same configuration applied
for a terminal loopback. A terminal loopback tests a circuit path as it passes through a TXP, MXP, or ADM-10G
card and loops back.
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View and Manage Devices Using the Chassis View

The Chassis View provides an interactive model of a device chassis and its hardware elements. From the
Chassis View you can:

* View the contents of a chassis.

* Check the state of chassis elements and quickly locate problems.

* View alarmed elements and launch views that provide alarm details.

* Configure interfaces (using the launch point that opens the Device Details page).
The elements that are displayed in the Chassis View depend on the device type and the elements that are
configured on the device.

Note that Admin users do not have read/write access to chassis views by default. To enable access for this
user group, open the Users, Roles & AAA page, choose User Groups, and then check the Chassis View
Read and Write check box (under Network Monitoring in the Tasks Permissions tab). See View and
Change the Tasks a Group Can Perform.

See these topics for information about how to launch and use the Chassis View:

Open the Chassis View

The following table describes the various ways you can open the Chassis View. If a device does not provide
these launch points, it means the device does not support the Chassis View. For a list of devices that support
the Chassis View, see Device Support for the Chassis View in This Release of Cisco EPN Manager, on page

74.

To open a Chassis | Do the following: The Chassis View is
View from: displayed in:
Nle)tlwork Devices | click [ next to the device IP address. A pop-up window
table

Click a device name hyperlink. A full-page view

Device 360 view |Choose View > Chassis View from the top right of the Device | A pop-up window
360 view.

Choose View > Details from the top right of the Device 360 | A full-page view
view.

Device Details | Click the Chassis View tab. A full-page view
page

To open a full-page Chassis View from a Chassis View pop-up window, click the Launch Configuration
link in the top right corner of the window.
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Permissions Required to View and Configure Devices Using the Chassis View

The following table describes the Chassis View permissions that are granted to members of the Cisco EPN
Manager user groups. These permissions cannot be edited. For more information on user groups, see Control
the Tasks Users Can Perform (User Groups), on page 634

* Full access (read and write)—Users in this group can view and configure devices using the Chassis View.

* Read-only access—Users in this group can use the Chassis View to view devices but not to configure
them.

» Write-only access—Users in this group can use the Chassis View to configure devices but not view them
(only applies to the NBI Write group).

* No access—Users in this group cannot access or use the Chassis View.

Group Type Read Write

Web UI Root X X
Super Users X X
Admin — _
Config Managers X X
System Monitoring X —
User-Defined 1-4 X —
Monitor Lite X —

NBI NBI Credential — —
NBI Read X —
NBI Write —
North Bound API X

Overview of the Chassis View Window

The following illustration shows the Chassis View for a Cisco ASR 903 router.
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In this example, the user then clicked a port that is currently down.

o
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The Chassis View updates, displaying only the line card module that the port resides on and zooming in on
it. The port pulsates in the Chassis View to help the user locate it. The badges displayed on the ports in this
module indicate the primary status of those port (see Port or Interface States, on page 76). Some elements

may be surrounded by colored lines to indicate their state (out of service, pre-provisioned, and so forth). To
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open a key that explains the meaning of the badges and these other indicators, click

Overview of the Chassis View Window .

i

at the bottom right

of the Chassis View.

If a device has multiple chassis or shelves, each chassis or shelf is displayed in the same Chassis View (for
an example, see View Mixed Chassis, Multi-Chassis, and Multi-Shelf Devices in the Chassis View, on page
77). If a card image cannot be retrieved, the Chassis View displays a question mark alongside the card name.

Note the following:

* The colors rendered in the Chassis View may not match your physical device because the Chassis View
displays a generic image that is packaged with Cisco EPN Manager.

* If you have opened the Chassis View for a Cisco NCS 6000 device that houses a Secure Domain Router
(SDR), both the device type and the SDR's name are displayed at the top of the Chassis View. Keep in
mind that there may be cases where the SDR label for a device that belongs to a cluster or a user-defined
group is not displayed (since auto-clustering is applied to devices based on their proximity).

The following table describes the Chassis View’s components and their function:

Chassis Description
View
Component
- Opens a field you can use to search for a particular rack, shelf, module, or interface on a

device.

Opens the Chassis Explorer.

Indicates the device’s reachability state (see Device Reachability and Admin States, on page
50). This example indicates the device is reachable.

Indicates the device’s administrative status (see Device Reachability and Admin States, on
page 50). This example indicates the device is managed.

Opens the device’s Device 360 view. See Get Basic Device Information: Device 360 View.

Launch Opens the device’s Device Details page. The tabs displayed on this page will vary, depending

Configuration | on whether a device, module, or port is currently selected in the Chassis View. See Get

link Complete Device Information: Device Details Page.
Adds a shortcut to the device’s Chassis View in the Dock window. See Customize the Dock
Window.

N/ Closes the Chassis View.

N

+ Zooms in on an image.

Zooms out from an image.

Sl
AR

Resizes an image so it can be viewed in its entirety within the Chassis View.

Opens a pop-up window that allows you to .
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Chassis
View
Component

Description

Toggles between the front and rear Chassis View for a device that supports this feature. A
callout that appears when you place your cursor over this icon indicates which view you are
opening.

This feature is supported by the following Cisco devices:

* ASR901S
* cBR-8
* NCS 1001, 1002, 5001, 5002, and 5008

=]

Rotates the image of the module that is currently displayed. This icon is not available when
an entire device is displayed.

Click to access the Enable Alarm Blinking check box. When checked, any alarm badges
displayed for a module or port will blink in order to draw attention to them and make them
easier to locate.

iii

Opens a key that explains the significance of badges and colored lines displayed in the Chassis
View.

Device Support for the Chassis View in This Release of Cisco EPN Manager

The following table lists the Chassis View features and the devices on which they are supported. This means
the feature has been tested and verified on that device. While you can launch the Chassis View from other
devices, it has only been verified on the devices below.

Feature

Supported on:
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General features Cisco NCS 1001 device

Cisco NCS 1002 device

Cisco NCS 2000 devices

Cisco NCS 4000 and 4200 devices
Cisco NCS 5001 device

Cisco NCS 5002 device

Cisco NCS 5011 device

Cisco NCS 5501 and 5501-SE devices
Cisco NCS 5502 and 5502-SE devices
Cisco NCS 6008 device

Cisco ONS devices

Cisco Catalyst 6504-E device

Cisco ASR 900 devices

Cisco ASR 9000 devices

Cisco cBR-8 device

Multi-chassis Cisco NCS 2000 devices

information Cisco ONS devices
Cisco ASR 9000 devices

Operational States Cisco NCS 1002 device
Cisco NCS 2000 devices

Cisco NCS 4000 and 4200 devices
Cisco ONS devices

Cisco ASR 900 devices

Cisco ASR 9000 devices

Cisco cBR-8 device

Alarms Cisco NCS 1002 device—Port, card, module, equipment alarms
Cisco NCS 2000 devices—Port, card, module, equipment alarms
Cisco NCS 4000 and 4200 devices—Port alarms

Cisco ONS devices

Cisco ASR 900 devices—Port, card, module, equipment alarms
Cisco ASR 9000 devices—Port, card, module, equipment alarms

Cisco cBR-8 device
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View Network Element State Information in the Chassis View

N

Badges, lines, and colors provide state information about elements and components in a device. To display a
key that lists what the badges, lines, and colors mean, click the Legends icon at the bottom right of the Chassis
View.

See these topics for more information:
» Equipment Operational States (Chassis View), on page 76

* Port or Interface States, on page 76

Note

Port state information is not shown for the CFP ports on an A9K-400G-DWDM-TR line card as these ports
are not yet supported.

Equipment Operational States (Chassis View)

Equipment Operational State—The equipment operational state represents the running state of the network
element.

Equipment Operational State | Icon Description
In Service (none) Equipment is operating properly.
Pre-provisioned (Cisco NCS 2000 and Cisco ONS devices only)

Equipment has been configured but is not physical
present in the chassis.

Failed/Disabled/Down/Out of — Equipment is not operating properly.
Service/Out of Service
Maintenance

Unknown Equipment operational state is unknown. No response
(or insufficient response) from the device.

Port or Interface States

Port or Interface Primary States—Conveys the most important state information for a port or interface by
combining the admin and operational states. The Multilayer Trace displays either a port's primary state or
alarm status. For the Chassis View, if an element does not support the changing of color to indicate a state
change, you can still get the state change information from the alarm that is generated.

Port or Icon Admin Status | Operational State
Interface
Primary State

Unknown Unknown Unknown
Down 0 Up Down
Test E] Test —
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Admin Down m Admin Down |—
Up Up Up
Auto Up (1] Up Auto Up

Port or Interface Admin Status—Represents the configured state of the port or interface (for example, if
an administrator has manually shut down a port).

Port or Interface | Icon Description
Admin Status

Unknown Port or interface admin status is unknown. There is no response (or insufficient
response) from the device.

Admin Down | %] Port or interface was manually shut down by the administrator.
Up Port or interface is enabled by the administrator.
Test & Port or interface is being tested by the administrator.

Port or Interface Operational State—Conveys the port or interface's running state and whether it is working

properly.

Port or Icon Description

Interface

Operational

State

Unknown Port or interface operational state is unknown. There is no response (or
insufficient response) from the device.

Down (] Port or interface is not working properly.

Up Port or interface is receiving and transmitting data.

Auto Up (1] Port or interface is receiving and transmitting data (only certain devices
support this state; other devices use "Up").

View Mixed Chassis, Multi-Chassis, and Multi-Shelf Devices in the Chassis
View

The following example shows a mixed Chassis View that has both Cisco NCS 2000 and Cisco ONS 15454
chassis. Shelf numbers are not consecutive because of the different types of chassis.
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M | .../ Inventory Network Devices [ Device Groups / All Devices f NGS2KE [P 4N |

Chassis View Logical view Device Details

= + [ rvesxemme EmO
NCS2KE
= — Mlarms  Configuration  Circuits Inventory  Image  Configuration Archive
R Tatal Top Level Raws 2 (5 L%+
Show | Quick Filter v
Location Product ID Oper..  ProductM...  Type Seri..  CLEL.
v 0 RACK =
RACK-1[38-1] Enabled Moduls
RACK-1[39-1] Enabled Module
RACK-A[37-1] Enabled Module
¥ RACK[O7] 15450-M6-54 Enabled NG Chassis
» SHELF-1 15850 M TNC 4G Erabled  TNC Module CATIE.  woCU
SHELF-1 Disabled Module
SHELF-1 15454 ME-DC Unknown  ME-DC Module SALE..  WOPU
SHELF-1 15050 MB-54 Unknown  MB-SA Moduls SALB.  WoM
SHELF-1 15450-MB-ECU Unknown  MB-ECU Module SALIE.  WoM
SHELF-1 15454 ME-FTA Unknown  ME-FTA Module SALIE..  WOCU
SHELF-1 15450 ME-LCD Unknown  MB-LCD Moduls SALIE.  WOP
» SHELF-1 Disabled Moduls
SHELF-1 Disabled Module | |
» SHELF-1 Disabled Module
o SHELF-1 Disabled Moguls
SHELF-1 Disabled Module

a1a872

For mixed-chassis, multi-chassis, and multi-shelf devices, Cisco EPN Manager aggregates alarms to a chassis
or shelf as explained in View Alarms in the Chassis View, on page 78.

For multi-chassis devices in a cluster, the Device 360 view's Chassis tab identifies which chassis is the primary
and which is the backup.

View Alarms in the Chassis View

An alarm badge in the Chassis View represents one or more alarms that have been localized to a piece of
equipment. For an element with multiple alarms, the badge icon will convey the most severe alarm.
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To customize the Chassis View so that alarm icons blink (to bring your attention them), click 2 from the
bottom right of the view, then check the Enable Alarm Blinking check box.

To view the alarms specific to a device, do the following:
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Step 1 With a device's Chassis View open, click the Launch Configuration link.

The Device Details page opens.

Step 2 If not already selected, click the Alarms tab.

All of the alarms that have been raised for the device are listed here.

Step 3 To view the alarms for a specific device component (such as a line card or port), do one of the following:

* Double-click the component in the Chassis View.

* Click to open the Chassis Explorer, then click its entry.

View Device Ports

You can get in-depth information about a device's physical ports from the Device Details page. You can also
get basic port information from various 360 views.

To view a device chassis with its modules and ports, use the Chassis View. See Open the Chassis View, on
page 69.

To view this port Do the following:
information:

All Physical ports on a 1. Open the Device Details page.
device (including port alias

g * Choose View > Details from the top right of the Device 360 view.
and residing module)

* Click the device name hyperlink in a device table.

2. Under the Device Details tab, choose System > Physical Ports.

An interface's ports Check the Interface tab on a 360 view

Ports connected to a Check the Modules tab on a Device 360 view
module

Ports connected to a Check the Neighbors tab on a Device 360 view
neighbor

For a matrix of ports states and icons, see Port or Interface States, on page 76.

View Device Interfaces

Cisco EPN Manager provides the following ways to view device interfaces:

Ways to View Interfaces For more information, see:
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View details about a specific interface | Get a Quick Look at a Device Interface: Interface 360 View, on page
81

View a specific device's interfaces * View a Specific Device's Interfaces: Device 360 View, on page
81

* Get Comprehensive Information About a Device's Interfaces
Using the Device Details Page, on page 83

View a Specific Device's Interfaces: Device 360 View

Use the Device 360 view to quickly check the status of a device's interfaces.

Step 1 Open the Device 360 view:

* Click the "i" icon next to an IP address in almost any device table

* From the network topology, click a device in an expanded group, then click View

Step 2 Click the Interfaces tab.

Get a Quick Look at a Device Interface: Interface 360 View

\}

The Interface 360 view gives you a quick details about a specified interface. In addition to status, performance,
and general interface information, you can enable and disable the interface from the Interface 360 view. The
Interfaces 360 view also provides ways to open 360 views for circuits/VCs (depending on the interface
configuration).

Hi”

You can launch the Interface 360 view wherever you see an "i" icon next to an interface name—for example,
in an alarms table, or in the various 360 views under the Interfaces or Endpoints tabs.

You can also view a specific interface in the topology map by choosing Actions > Show in Topology (at the
top right of the Interface 360 view).

The Interface 360 view provides general interface and performance information at the top of the view, and
more detailed interface information in tabs in the lower part of the view. The information the Interface 360
view displays depends on the interface configuration.

Note

The tabs displayed will vary, depending on the type of interface you launched this view for.

Information Provided | Description
in Interface 360 View
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General information

The interface name, status, description, type, device name; IP address, MAC address,
and so forth. Using the menus in the top right of the pop-up window, you can also
perform these tasks:

* Open a chassis view that highlights the port or line card the interface is
associated with (View menu). This feature comes in handy when you need to
describe to an onsite technician where to find the source of an issue.

* Select the interface for a side-by-side comparison with another interface on the
basis of information such as raised alarms and the current status of associated
circuits and VCs (Actions menu)—see Compare Interface Information and
Status.

* View performance information for optical devices by opening the DWDM/OTN
Performance dashboard from the View menu. See DWDM/OTN Performance
Dashboard Overview.

« Enable and disable the interface from the Actions menu.

* Enable and disable the lockout of an MPLS interface from the Actions menu.
You would lock out an MPLS interface before doing maintenance work on the
TE Tunnel link that the interface belongs to. After you lock out an MPLS
interface, be sure to manually sync the device. Otherwise, you will not have
the option to disable the lockout later.

* View the device on which the interface is located in a topology map (Actions
menu).

Performance data

Graphs or charts reflecting various aspects of interface performance.

Alarms

Current alarms for the interface, including their severity, status, and the time they
were generated. Also provides a launch point to the Alarm Browser.

Interfaces

Name, operational and admin status for each associated interface. Also provides a
launch point for the Interface 360 view.

Circuit/VCs

(For interfaces that participate in provisioned circuits) Circuit/VC name, type,
customer, status, and creation date. Also provides a launch point for the Circuit/VC
360 view.

EFPs

All EFPs associated with the interface. Also provides their operational status, admin
status, and EFP type.

Optical Physical

Real-time performance monitoring data for the interface. This data is collected every
10 seconds, and the results of the last 10 pollings are displayed here. For a listing
of the counters that can be displayed, see Performance Counters for Optical
Monitoring Policies.

Compare Interface Information and Status

From the Comparison View, you can perform a side-by-side comparison of multiple interfaces, viewing
information such as IP and MAC address, raised alarms, and associated circuits and VCs. To compare interfaces,

do the following:
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Step 1 For each interface you want to compare:

a) Open its Interface 360 view, as described in Get a Quick Look at a Device Interface: Interface 360 View.
b) Choose Actions > Add to Compare.

The interface you selected is displayed at the bottom of the page. You can select a maximum of 4 interfaces.

Step 2 Click Compare.

The Comparison View opens.

Step 3 From the drop-down list at the top of the view, specify whether the view will show all available information or just the
information that is unique to each device.

Step 4 Click Comparison View, check the check box for the categories you want the view to display, and then click Save.

By default, all of the categories are already selected.
Step 5 Scroll down the page to view the information provided for each category you selected.

Note the following:

» The Comparison View only displays information for two interfaces at a time. If you selected more than two, you
will need to toggle to the interfaces that are not currently displayed.

* To reorder the interfaces you have selected, click Rearrange.

* Each interface's View and Actions menu is identical to the ones provided in its Interface 360 view. If you select
an option, the corresponding page opens.

* You can minimize and maximize the categories displayed, as needed.

» The Comparison View is also available for circuits and VCs, devices, and links. Whenever you select any of these
elements from their respective 360 view for comparison, they are displayed in the corresponding tab. This allows
you to switch between element types, as needed.

» When you are done comparing interfaces, click Back at the top of the view and then click Clear All Items at bottom
of the page. If tabs for other element types are still displayed, you will need to clear them as well.

Get Comprehensive Information About a Device's Interfaces Using the Device
Details Page

Use the Device Details page to get extensive information about all of the interfaces that are configured on a
device. For easier navigation, interfaces are grouped together by type.

Step 1 Open the Device Details page.

* Click the device name hyperlink which appears in many of the device tables

* Choose View > Details at the top right of the Device 360 view
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Step 2 Under the Device Details tab, double-click Interfaces to display a list of all interfaces (of all types) that are configured
on the device.

Step 3 To display all interfaces of the same type, click the type (such as Ethernet Interfaces).

Step 4 To get details about a specific interface, click the interface name hyperlink.

View Device Modules

To view device module information, choose Inventory > Device Management > Network Devices, then
launch a Device 360 or Device Details page, depending on how much information you want.

To get this Use this navigation:

information:

Basic module From the Device 360 view, click the Modules tab. To open the Device 360 view:
information: Status, * Click the “i” icon next to the device name in almost any device table

type, ports

* From the Network Topology, click a device (in an expanded view), then click
View

Module equipment | From the Device Details page, choose System > Modules under the Device Details
type and power tab.
inf( i . .
information To open the Device Details page:

* Click the device name hyperlink which appears in many device tables

* Choose View > Details from the top right of the Device 360 view

Note Due to a limitation in the retrieval of module related information, this page
lists SFP transceivers of Cisco CAT6500 devices as "Unspecified' products.

View Environment Information (Power Supplies, Fans)

Environment-related information, such as details about power supplies and fans, is displayed in a device’s
Device Details page. To access this information:

Step 1 Do one of the following:

* Click the device name hyperlink that appears in many Cisco EPN Manager device tables and then click the Device
Details tab (if it is not already selected).

* Choose View > Details from the top right of a Device 360 view and then click the Device Details tab (if it is not
already selected).

Step 2 From the Features pane, choose System > Power Options & Fans.
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View Device Neighbors

Device neighbor information, such as the neighbor name, port number, index, and duplex setting, is displayed
in a device’s Device 360 view.

Step 1 Open the Device 360 view:

* Click the i (information) icon next to the device name in almost any device table

* From the network topology, click a device in an expanded group and click View

Step 2 Click the Neighbors tab.

Example

For example:

< dules Interfaces Meighbors Circuit™'C Satellites
Hame Index Port Duplex
ASRAK 7 TenGigEQDr2i0 fullduples
CPE-ISRGZ By GigahitEthernetms3 fullduplesx
Asr_B03 36 GigahitEthernet0rmso fullduplesx

4| | i

Get More Information About Links

Cisco EPN Manager provides a variety of ways that you can view links and get more details about them:

To view link information for: See the procedures in:

A specific link Get a Quick Look at a Specific Link: Link 360 View, on page 154

A specific link in a topology map View a Specific Link in the Topology Map, on page 157

A group in a topology map View a Device Group's Links in a Network Topology Map, on page
157
All of Cisco EPN Manager View Link Tables , on page 158
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View Circuits/VCs

Cisco EPN Manager provides a variety of ways that you can view circuits/VCs:

To view circuit/VC information for: | See the procedures in:

A specific circuit/VC in a topology * Get Quick Information About a Circuit/VC: Circuit/VC 360
map, in a Circuit/VC 360 view, or in View, on page 501

a Circuit/VC Details page . . .. ..
* Get Comprehensive Information About a Circuit/VC: Circuit/VC

Details Window, on page 505

A device View a Specific Device's Circuits/VCs, on page 507

A device group in a topology map or | View a Device Group's Circuits/VCs, on page 508
in an expanded table

All of Cisco EPN Manager View All Circuits/VCs in Cisco EPN Manager, on page 509

View Satellites

Cisco EPN Manager provides the following ways to view satellite information for host-satellite configurations:

Ways to View Satellites For more information, see:

View all satellites in a location group using | View Cisco ASR 9000 Host-Satellite Topologies in the Topology

a topology map Map, on page 223
View a specific device's satellites from a * Identify the Satellites Connected to a Cisco ASR 9000 Host,
Device 360 view on page 224
* Get Basic Device Information: Device 360 View, on page
61
View details about a specific satellite, Identify the Hosts Connected to a Satellite, on page 226

including the hosts it is connected to, using
the Satellite 360 view
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Manage Device Configuration Files

* Set Up Device Configuration File Management, on page 87

* How Do I Find Out the Last Time Files Were Archived?, on page 90

» Back Up Device Configuration Files to the Archive, on page 91

* View the Device Configuration Files That Are Saved in the Archive, on page 93
* View a Device's Running Configuration File (Raw Content), on page 94

* Label Important Configuration Files With Tags, on page 95

* Synchronize Running and Startup Device Configurations, on page 95

» Download Configuration Files, on page 95

» Compare or Delete Device Configuration Files, on page 96

* Deploy an External Configuration File to a Device, on page 97

* Overwrite a Startup Configuration with a Running Configuration, on page 98
* Roll Back a Device’s Configuration To an Archived Version, on page 98

» Export Configuration Files to a Local File System, on page 99

* Delete Archived Device Configuration Files, on page 100

* Check the Network Audit for Configuration Archive Operations, on page 100

Set Up Device Configuration File Management

* Make Sure Devices Are Configured Correctly, on page 87

* Control How Archiving is Triggered, on page 88

* Set Up Event-Triggered Archiving, on page 88

* Specify Items to Be Excluded When Configuration Files Are Checked for Changes, on page 89
* Control the Timeouts for Configuration Archive Operations, on page 89

* Control How Often the Archive Summary Is Updated, on page 89

* Control How Many Files Can Be Archived In Parallel, on page 90

* Control Whether Configuration File Content Is Masked During Exports, on page 90

* Control When Device Configuration Files are Purged from the Database, on page 90

Make Sure Devices Are Configured Correctly

Before you start using the Configuration Archive features, make sure devices are configured according to the
settings in Configure Devices So They Can Be Modeled and Monitored, on page 32.
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Control How Archiving is Triggered

By default, Cisco EPN Manager saves device configuration files to the archive when:

* A new device is added to Cisco EPN Manager

» When a device change notification is received

Users with Administrator privileges can change those settings.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Configuration Archive.
Step 2 Adjust the archiving settings depending on the following criteria.
Check this check box: To archive files:
Archive configuration out-of-box? When a new device is added (enabled by default)
Archive configuration after inventory sync? When a change is detected after inventory collection (disabled by
default)
Archive configuration on receiving configuration | When a configuration change notification is sent (enabled by
change events? default); see Set Up Event-Triggered Archiving, on page 88
Step 3 To schedule regular archiving for groups of devices (or single devices):

a) Choose Inventory > Device Management > Configuration Archive.
b) Under the Devices tab, select the devices or device groups that you want to archive on a regular basis.

c) Click Schedule Archive and complete the schedule settings in the Recurrence area. If the operation will be performed
on a large number of devices, schedule the archiving for a time that is least likely to impact production.

Set Up Event-Triggered Archiving

\}

By default, Cisco EPN Manager backs up a device’s configuration file whenever it receives a change notification
event. This function will work only if devices are configured properly; see How Often Is Inventory Collected?,
on page 31 For example, for devices running Cisco IOS XR and Cisco IOS XE, the following setting must
be configured:

logging server-IP

When Cisco EPN Manager receives a configuration change event, it waits 10 minutes (by default) before
archiving in case more configuration change events are received. This prevents multiple collection processes
from running at the same time. To check or change this setting, choose Administration > Settings > System
Settings, then choose Inventory > Configuration Archive and adjust the Hold Off Timer.

Note

The Hold Off Timer may be set to a shorter period for certain events, called expedited events. For more
information, see Change the Behavior of Expedited Events, on page 673.
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To turn off event-triggered archiving, choose Administration > Settings > System Settings, then choose
Inventory > Configuration Archive and uncheck the Archive configuration on receiving configuration
change events? check box.

Specify Items to Be Excluded When Configuration Files Are Checked for
Changes

Some lines in device configuration files should be excluded when Cisco EPN Manager compares different
versions to identify changes. Cisco EPN Manager excludes some lines by default, such as clock settings for
routers and switches. If you have Administrator privileges, you can check which lines are excluded, and add
more lines to be excluded.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Configuration Archive.

Step 2 Click the Advanced tab.

Step 3 In the Product Family list, choose the devices or groups to which you want to apply the command exclusions.

Step 4 In the Command Exclude List, enter a comma-separated list of configuration commands you want to exclude for that

selection. These are the parameters Cisco EPN Manager will ignore when checking devices for configuration changes.
Step 5 Click Save.

Control the Timeouts for Configuration Archive Operations

By default, Configuration Archive operations such as archiving, rolling back, and fetching configurations
from devices will time out if a device does not respond for 6 minutes (360s). To adjust this setting, choose
Administration > Settings > System Settings, then choose Inventory > Configuration Archive and change
the setting in the Timeout field.

Control How Often Alarms are Triggered

By default, Cisco EPN Manager saves device configuration files to the archive based on the configured settings.
However when these jobs fail, you can choose to generate an alarm notification.

When a Configuration Archive job fails, Cisco EPN Manager waits for 7 days or for more than 5 (by default)
configuration files before triggering an alarm. The alarm has information about the cause for the trigger of
the alarm and other related details associated with the configuration archives. To change the default settings
for how often the alarms are generated, choose Administration > Settings > System Settings, then choose
Inventory > Configuration Archive and adjust the Alarm Treshold parameter for maximum number of
configuration files (exeeding which an alarm is generated) and the number of days to wait before the alarm
is triggered.

Control How Often the Archive Summary Is Updated

When you choose Inventory > Device Management > Configuration Archive, Cisco EPN Manager lists
the configuration archives that it has collected. This summary data is updated whenever a new archive is
collected. It is also updated by default at least every 30 minutes according to a summary refresh timer. You
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can change the time setting by choosing Administration > Settings > System Settings, then choose
Inventory > Configuration Archive and adjust the Summary refresh hold-off time.

Control How Many Files Can Be Archived In Parallel

Cisco EPN Manager uses 10 thread pools for copying configuration files to the archive. A larger number may
be helpful when archiving of changes involving more than 1,000 devices; however, making the number too

large can negatively impact system performance. To change this number, choose Administration > Settings >
System Settings, then choose Inventory > Configuration Archive and adjust the Thread Pool Count value.

Control Whether Configuration File Content Is Masked During Exports

Cisco EPN Manager supports exporting startup and running configuration files to a local file system. By
default, the contents of these files are masked when they are exported. To export configuration files, see Export
Configuration Files to a Local File System, on page 99. If you want to change the mask setting, choose
Administration > Settings > System Settings, then choose Inventory > Configuration Archive and adjust
the Mask security content while exporting option.

Control When Device Configuration Files are Purged from the Database

Device configuration files cannot be automatically deleted from the database (you can manually delete the
files); they can be periodically purged by Cisco EPN Manager based on your settings. Users with Administrator
privileges can adjust when configuration files are purged as follows. If you do not want any configuration
files purged, follow this procedure but leave both fields blank.

Note For a description of how to manually delete a configuration file, see Delete Archived Device Configuration
Files.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Configuration Archive.

Step 2 Adjust the archiving settings depending on the following criteria.

Use this field: To purge files when:
Maximum configuration archives | The number of a device’s configuration files exceeds this setting (5 by default).
Maximum days retained A configuration file’s age exceeds this setting (7 days by default).

How Do | Find Out the Last Time Files Were Archived?

Step 1 To find out the most recent date when device running configuration files were backed up to the archive, choose choose
Inventory > Device Management > Configuration Archive and click the Devices tab. The Latest Archive column lists
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the archiving time stamp for each device with the most recent archive listed first. The Created By column displays the
archive trigger (for example, a syslog).

Step 2 To view the contents of a device’s most recently-archived running configuration file, click the time stamp hyperlink. The
Running Configuration window displays the contents of the file.

Step 3 To view the changes that were made between archives for a device, see Compare or Delete Device Configuration Files,
on page 96.

Back Up Device Configuration Files to the Archive

» What Is Backed Up to the Database?, on page 91
* Back Up (Archive) Configuration Files, on page 92

What Is Backed Up to the Database?

The configuration archive maintains copies of device configuration files, storing them in the database. Most
configuration files are stored in readable format as received from the device and can be compared with earlier
versions. Device configurations can be restored to earlier states using the files saved in the archive.

If the running and startup configurations on a device are the same, Cisco EPN Manager copies only the running
configuration to the database. This is why in some cases, when you view the image repository, you will only
see an archive for the running configuration.

If a configuration file has not changed since its last backup, Cisco EPN Manager does not archive the file.
Cisco EPN Manager will report that the job was successful and the job result will display Already Exists.

Cisco EPN Manager collects and archives the following device configuration files.

Device/Device 0S What is Backed Up

Cisco I0S and Latest startup, running, and VLAN configuration.
Cisco I0OS XE
Cisco I0S XR * Latest running configuration; includes active packages. Devices must be

managed with system user because copy command is not available in
command-line interface (CLI) for non-system users.

* Database configuration (binary file)

Note For Cisco NCS 4000 devices, the database is backed up as a .tgz
file to a file system on your local machine.

Cisco NCS Database configuration (binary file)

Note For Cisco NCS 2000 devices, the database is backed up as a binary file.
Because it is not a text file, you cannot compare versions, but you can
identify them by their file time stamp in the configuration archive.
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Back Up (Archive) Configuration Files

When a configuration file is backed up, Cisco EPN Manager fetches a copy of the configuration file from the
device and copies (backs it up) to the configuration archive (database). Before saving a copy to the archive,
Cisco EPN Manager compares the fetched file with the last version in the archive (of the same type—running
with running, startup with startup). Cisco EPN Manager archives the file only if the two files are different. If
the number of archived versions exceeds the maximum (5, by default), the oldest archive is purged.

For devices that support both a running and startup configurations, Cisco EPN Manager identifies out-of-sync
(unsynchronized) devices during the backup process by comparing the latest version of the startup configuration
with the latest version of the running configuration file. For more information on out-of-sync devices, see
Synchronize Running and Startup Device Configurations, on page 95.

The following table describes the supported backup methods and how they are triggered. To check or adjust
the default settings, see Control How Archiving is Triggered, on page 88.

When you archive a Cisco NCS 2000 database, if you receive an error message saying the database or flash
is busy, it is likely caused by one following:

* You are performing the archive operation in parallel with other Configuration Archive or Image
Management operations. You should retry the operation after a short period of time.

» Multiple users are performing the same operation at the same time. You should retry the operation after
a short period of time.

* The device has a software download alarm that has not been cleared. You should clear the alarm.

Table 7: Backup Method

Backup Method Description Notes
On-demand manual | Choose Inventory > Configuration Archive, choose devices, |N/A
backup and click Schedule Archive (run the job immediately or at a later

time).

Regular scheduled | Choose Inventory > Configuration Archive, choose devices, |N/A
backups and click Schedule Archive . In the scheduler, specify a
Recurrence.

Inventory collection |Cisco EPN Manager automatically performs backup if changes | Disabled by
backups are detected during inventory collection. default

New device backups | Cisco EPN Manager automatically performs backup for new Enabled by default

devices.
Event-triggered Cisco EPN Manager automatically performs backup when it Enabled by default
backups (device receives a syslog from a managed device.

change notifications)
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View the Device Configuration Files That Are Saved in the
Archive

* View All Archived Files, on page 93
* View Archived Files for a Specific Device, on page 93

View All Archived Files

To view the configuration files that are saved in the database, choose Inventory > Device Management >
Configuration Archive. Click the Archives or Devices tabs depending on where you want to start:

* Archives tab—A list of configuration files that have been archived, with the most recent archives listed
first. The Out of Band column indicates whether the change was made by an application other than Cisco
EPN Manager. Use the Groups list on the left to view archives by device types and families. From here
you can:

* Roll Back a Device’s Configuration To an Archived Version, on page 98
* Overwrite a Startup Configuration with a Running Configuration, on page 98
* Label Important Configuration Files With Tags, on page 95

* Devices tab—A flat list of devices with their archived configurations. From her you can:

* Schedule backups to the archive (see Back Up Device Configuration Files to the Archive, on page
91).

* View the archived file for a specific device by clicking the device name hyperlink (see View Archived
Files for a Specific Device, on page 93).

By default, Cisco EPN Manager saves up to 5 versions of a file, and deletes any files that are older than 7

days; device configuration files cannot be manually deleted from the database. (To check the current purging
settings, see Control When Device Configuration Files are Purged from the Database, on page 90.)

View Archived Files for a Specific Device

N

Note If you only see a running configuration file and not a startup file, that is because the two files are the same.
Cisco EPN Manager only backs up the startup configuration when it is different from the running configuration.

Step 1 Choose Inventory > Device Management > Configuration Archive, then click the Devices tab.

Step 2 Click a device name hyperlink. Cisco EPN Manager lists archived files according to their timestamps.
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View the Raw Content of an Archived Configuration File

Step 1
Step 2
Step 3

Step 4
Step 5

Use this procedure to view the startup, running, and (if supported) VLAN, database, and admin configuration
files that have been saved to the configuration archive. You can choose versions according to time stamps
and then compare them with other versions.

To quickly view a device's currently-running configuration, perform a show run from the Device 360 view.
See View a Device's Running Configuration File (Raw Content), on page 94.

Note For Cisco NCS 2000 and Cisco NCS 4000 devices, the database is backed up as a binary file. Because it is
not a text file, you cannot view it or compare it with other versions, instead, you can export the file directly.

To view the contents of a running configuration file stored in the configuration archive:

Choose Inventory > Device Management > Configuration Archive, then click the Devices tab.
Click a device name hyperlink. Cisco EPN Manager lists archived files according to their timestamps.

Expand a time stamp to view the files that were archived at that time. You will see the details for Running Configuration,
Startup Configuration, Admin Configuration, VLAN Configuration, and Database Configuration. Click the Details
hyperlink under these categories, to see more information.

Note If you only see a running configuration file and not a startup file, that is because the two files are the same.
Cisco EPN Manager only backs up the startup configuration when it is different from the running configuration.

Click a file under Configuration Type to view its raw data. The Raw Configuration tab lists the file contents, top to bottom.

To compare it with another file, click any of the hyperlinks under the Compare With column. The choices depend on the
device type and number of configuration files that have been backed up to the archive. Color codes indicate what was
updated, deleted, or added.

View a Device's Running Configuration File (Raw Content)

Step 1

Step 2
Step 3

To view a device's running configuration, execute a CLI sh run command from the Device 360 view Actions
menu.

Open the device's Device 360 view.

* Click the "i" icon next to an IP address in almost any device table
* From the network topology, click a device in an expanded group, then click View

Choose Actions > Show Command.

In the Run Show Commands dialog box, choose sh run from the drop-down list, then click Run.
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Label Important Configuration Files With Tags

Step 1
Step 2
Step 3

Assigning tags to configuration files is a clear method for identifying important configurations and convey
critical information. The tag is displayed with the list of files on the Configuration Archive page. Tags can
also be edited and deleted using the following procedure.

Choose Inventory > Device Management > Configuration Archive.
Locate the configuration file you want to label, and click Edit Tag at the top of the table.

Enter your content in the Edit Tag dialog box (or edit or delete existing tags) and click Save.

Synchronize Running and Startup Device Configurations

Step 1

Step 2

Step 3

Devices that have startup configuration files and running configuration files may become out-of-sync
(unsynchronized). A device is considered out-of-sync if its startup file (which is loaded when a device is
restarted) is different from its running configuration. Unless a modified running configuration is also saved
as the startup configuration, if the device is restarted, the modifications in the running configuration will be
lost. The overwrite operation synchronizes the files by overwriting the device’s startup configuration with its
current running configuration.

Note This device configuration file synchronize operation is different from the Sync operation which performs an
immediate inventory collection for a device. That Sync operation is described in Collect a Device's Inventory
Now (Sync), on page 255.

Identify the devices that are out-of-sync:

a) Choose Inventory > Device Management > Configuration Archive .
b) Under the Devices tab, check the Startup/Running Mismatch field .

¢) Ifany devices list Yes, make note of the devices.

To synchronize the devices:

a) Click the Archives tab.

b) Select the out-of-sync devices, and click Overwrite . (See Overwrite a Startup Configuration with a Running
Configuration, on page 98 for more information about the overwrite operation.)

To check the job details, choose Administration > Job Dashboard to view details about the overwrite job.

Download Configuration Files

You can download the Startup and Running configuration files of up to a maximum of 1000 devices at a time,
to your local system.
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Step 1
Step 2

Choose Inventory > Device Management > Configuration Archive.

From the Export drop-down list, select one of the following options to download the configuration files:

1. Sanitized—The device credential password will be masked in the downloaded file.

2. Unsanitized—The device credential password will be visible in the downloaded file.

This option downloads all supported configuration from the device as a csv file. To specifically download only the Startup
or the Running configuration from the device, use the alternate steps below.

The Unsanitized option appears based on the user permission set in Role Based Access Control (RBAC).

You can also download the configuration files by doing the following:

* Click the device for which you want to download configuration files in the Inventory > Device Management >
Configuration Archive page or Click the device for which you want to download configuration files in the Inventory
> Device Management > Network Devices page and click Configuration Archive tab.

* Use the expand icon to display the required configuration details from the archive.
* Click Details.

* Select Sanitized or Unsanitized from the Export drop-down list.

Compare or Delete Device Configuration Files

Step 1
Step 2

Step 3

The comparison feature displays two configuration files side by side with additions, deletions, and excluded
values indicated by different colors. You can use this feature to view the differences between startup and
running configuration files for out-of-sync devices, or to find out if similar devices are configured differently.
You can then delete the configuration archives from the database.

Cisco EPN Manager excludes a small set of commands by default, such as the NTP clock rate (which constantly
changes on a managed network element but is not considered a configuration change). You can change the
excluded commands list as described in Specify Items to Be Excluded When Configuration Files Are Checked
for Changes, on page 89.

Note File comparisons are not supported on the Cisco NCS 2000 devices because the files are saved in binary
format. Only text-based files can be compared.

Choose Inventory > Device Management > Configuration Archive.

To delete the device configuration archive, under the Devices tab, locate the device with the configuration you want to
delete and click the X delete button.

To compare device configuration archives:

a) Under the Devices tab, locate the device with the configuration you want to compare and click its device name
hyperlink.
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b) Expand a time stamp to view the files that were archived at that time.

¢) Launch a comparison window by clicking any of the hyperlinks under the Compare With column. The choices depend
on the device type and number of configuration files that have been backed up to the archive. Color codes indicate
what was updated, deleted, or added.

In the Configuration Comparison window, you can peruse the configuration by looking at the raw files or by looking
at certain portions of the files (configlets). Use the color codes at the bottom window to find what was updated,
deleted, or added.

Deploy an External Configuration File to a Device

The Schedule Deploy operation updates a device’s configuration file with an external file. The difference
between Rollback and Schedule deploy is that the Rollback uses an existing file from the archive, while
Schedule Deploy uses an external file.

Depending on the type of device, you can specify the following settings for the deploy job:

*» Overwrite the current startup configuration with the new version and optionally reboot the device after
the deploy.

* Merge the new file with the current running configuration and optionally archive the file as the new
startup configuration.

* Schedule the deploy of database configuration files in .tgz format.

Make sure you have the location of the file on your local machine.

Step 1 Open the device’s Device Details page, from which you will execute the deploy operation.

a) Choose Inventory > Device Management > Network Devices.
b) Click the device name hyperlink to open the Device Details page.

Step 2 Open the device’s Configuration Archive page by clicking the Configuration Archive tab.
For Cisco NCS 2000 and Cisco ONS devices, this choice is displayed on the right when you click the Chassis View tab.

Step 3 Click Schedule Deploy to open the deploy job dialog box.
Step 4 Choose the file you want to deploy by clicking Browse, navigating to the file’s location, and choosing the file.

Note To deploy database configuration files to Cisco for NCS 4000 devices, you must upload the files in .tgz format.

Step 5 Configure the job parameters, depending on the type of file you are deploying:

* Startup configuration—Choose Overwrite Startup Configuration. If you want to reboot the device after the deploy
operation, check the Reboot check box.

* Running configuration—Choose Merge with Running Configuration. If you want to also save the file on the
device as the startup configuration, check the Save to Startup check box.

* Database configuration—Choose Deploy Database Configuration and select a database file (in .tgz format for
Cisco NCS 4000 devices and .cfg format for Cisco NCS2000 devices).

* Admin configuration—Choose Merge with Admin Configuration.
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Step 6 Schedule the deploy job to run immediately or at a future time, and click Submit.
Step 7 Choose Administration > Job Dashboard to view details about the image activation job.

Overwrite a Startup Configuration with a Running Configuration

The overwrite operation copies a device’s running configuration to its startup configuration. If you make
changes to a device’s running configuration without overwriting its startup configuration, when the device
restarts, your changes will be lost.

N

Note Do not use the Overwrite button in the Archives tab (shown when you choose Inventory > Device
Management > Configuration Archive) because it only allows you to select a device but not select a
configuration file.

Step 1 Choose Inventory > Device Management > Network Devices.
Step 2 Click the device name hyperlink to open the device’s details page, then click the Configuration Archive tab.
For Cisco NCS 2000 and Cisco ONS devices, this choice is displayed on the right when you click the Chassis View tab.

Step 3 Click Schedule Overwrite and set the job to run immediately or at a future time, then click Submit.

Step 4 Choose Administration > Job Dashboard to view details about the image activation job.

Roll Back a Device’s Configuration To an Archived Version

The rollback operation copies files from the archive to devices, making the new files the current configuration.
You can roll back running, startup, and VLAN configurations. By default, the operation is performed by
merging the files. If you are rolling back a running configuration, you have the option to perform it using
overwrite rather than merge. To roll back a configuration file to a previous version.

Step 1 Choose Inventory > Device Management > Configuration Archive.
Step 2 Click the Archives tab and check the device that has the configuration file you want to roll back, and click Rollback .
Step 3 Choose the file types you want to roll back. In the Schedule Configuration Rollback dialog box:

a) Expand the Rollback Options area.

b) From the Files to Rollback drop-down list, choose the file type. Choosing All applies the operation to startup, running,
and VLAN configuration files.

Step 4 Click the specific configuration file version that you want to roll back to.
Step 5 Click Schedule Rollback and complete the following:
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Table 8: Roll Back Device Configuration

Export Configuration Files to a Local File System .

Area Option Description
Rollback Files to rollback Select Database Configuration, Running Configuration, or
Admin Configuration.

Reboot (Startup only) After rolling back the startup configuration,
reboot the device so the startup configuration becomes the
running configuration.

Save to startup (Running only) After rolling back the running configuration,
save it to the startup configuration.

Archive before rollback Back up the selected file(s) before beginning the rollback
operation.

Overwrite running configuration Overwrite (rather than merge) the old running configuration
with the new one.

Continue rollback on archive failure | (If Archive before rollback is selected) Continue the rollback
even if the selected files are not successfully backed up to
the database.

Rollback Rollback Database Configuration Begin the rollback operation for database configuration files.
Schedule (see web GUI) Specify whether to perform the rollback immediately or at
a later scheduled time.

Step 6 Click Submit.

Export Configuration Files to a Local File System

You can export running configuration files, startup configuration files. By default, the contents of device
running config files are masked when they are exported (see Control Whether Configuration File Content Is

\}

Masked During Exports, on page 90).

Note For Cisco NCS 2000 devices, you can export database configurations as binary files to a file system on your
local machine. With Cisco NCS 4000 devices, you can export database configurations as .tgz files. When you
export it, your browser will prompt you to save or open the file.

Step 1 Choose Inventory > Device Management > Configuration Archive.
Step 2 Under the Devices tab, locate the device with the archive you want to export, and click its device name hyperlink.
Step 3 Locate the configuration version you want to export and expand it.

Step 4 Under the Configuration Type column, click the hyperlink for the file you want to export (Running Configuration or,
if supported, Startup Configuration, or Database Configuration).
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Step 5 In the file viewer page, click Export and save the file to your local machine.

Delete Archived Device Configuration Files

Provided you are a user who has the device configuration rollback privilege, you can complete one of the
following procedures to manually delete archived device configuration files from the database.

(Method 1)
1. Choose Inventory > Device Management > Configuration Archive.

The Configuration Archive page opens with the Devices tab selected.
2. From the Name column, click the link for the device whose configuration files you want to delete.
Its Archive Details page opens.
3. Click the radio button for the configuration files you want to delete and then click the X (Delete) icon.

4. Click Yes to confirm deletion of the configuration files.

(Method 2)
1. Choose Inventory > Device Management > Configuration Archive.

The Configuration Archive page opens with the Devices tab selected.
2. Click the Archives tab.
3. Check the check box for the configuration files you want to delete and then click the X (Delete) icon.

4. Click Yes to confirm deletion of the configuration files.

Check the Network Audit for Configuration Archive Operations

To get historical information about device software image changes, check the Network Audit.

Step 1 Choose Inventory > Device Management > Network Audit. To filter the results to show only image management
operations, enter archive in the Audit Component field.
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A/ ../ Device Management / Network Audit

Show | Quick Filter

Device Name IP Address Audit Time Audit Component Audit Description
prime-asiE03 209.165.200.224 20158-Jan-23 17:12:21 PST IFM Software Image Management Image Distribution
»  prime-asE0 209.165.201.1 2015-Jan-23 17:11:29 PST IFM Software Image Management Image Distribution
»  prime-asr 209.165.202.128 2015-Jan-23 17:11:29 PST IFM Software Image Management Image Distribution
Step 2 Expand an event drawer to get details about a device change. For example, if you expand the drawer highlighted in the

above figure, given in step 1, you can see that the device’s running configuration file was successfully backed up to the
archive at that time.

Archive configuration Success
Fetch DATABASE configuration|Unsupported operation
Fetch VLAN configuration Unsupported operation

Fetch running configuration| Success

Fetch startup configuration| Success

Syslog Message <189>308716: *Jan 27 01:25:41.622: %SYS-5-CONFIG I: Configured from
console by vty0 (10.127.101.52)

For more information on the Network Audit feature, see Audit Configuration Archive and Software Management Changes
(Network Audit) , on page 679.
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Manage Device Software Images

* Set Up Software Image Management, on page 103

* Copy Software Images from Devices to the Image Repository (Create a Baseline), on page 107
* How Do I Find Out Which Images Are Used by Network Devices?, on page 107

* How Do I Know a Device Has the Latest Image?, on page 108

* View the Images That Are Saved in the Image Repository, on page 108

* Find Out Which Devices Are Using an Image, on page 109

* View Recommended and Available Software Images from Cisco.com, on page 109

* How Do I Know Whether I have Permission to Download Software from Cisco.com, on page 111
* Add (Import) Software Images to the Repository, on page 111

* Change the Device Requirements for Upgrading a Software Image, on page 114

* Verify That Devices Meet Image Requirements (Upgrade Analysis), on page 114

* Distribute a New Software Image to Devices, on page 115

* Activate a New Software Image on Devices, on page 122

* Activate, Deactivate, and Remove Cisco IOS XR Images from Devices, on page 124

* View and Upgrade FPD Images, on page 124

* Commit Cisco IOS XR Images Across Device Reloads, on page 125

* Roll Back Cisco IOS XR Images, on page 126

* Check the Network Audit for Software Image Operations, on page 126

* Delete Software Image Files from the Image Repository, on page 127

Set Up Software Image Management

» Make Sure Devices Are Configured Correctly, on page 104

* Verify the FTP/TFTP/SFTP/SCP Settings on the Cisco EPN Manager Server, on page 104

» How to Control Images that are Saved to the Image Repository During Inventory Collection, on page
104

* Adjust Criteria for Cisco.com Image Recommendations, on page 105

* Adjust Image Transfer and Distribution Preferences, on page 105

* Change Cisco.com Credentials for Software Image Operations, on page 107

N

Note Software Image Management is not supported on Cisco IOS-XR devices configured with a management VRF.
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Make Sure Devices Are Configured Correctly

Cisco EPN Manager can transfer files to and from devices only if the SNMP read-write community strings
configured on your devices match the strings that were specified when the devices were added to Cisco EPN
Manager. In addition, devices must be configured according to the settings in How Often Is Inventory
Collected?, on page 31.

Note

N

To improve security, Cisco EPN Manager no longer uses some of the SSH CBC (Cipher Block Chaining)
ciphers that older Cisco IOS-XE and I0S-XR versions use, as they have been deemed weak. For devices
running Cisco IOS-XE, ensure that you upgrade to version 16.5.x or later. And for devices running Cisco
I0S-XR, upgrade to version 6.1.2 or later. Otherwise, several Software Image Management operations will
fail.

Although we do not recommend doing so (since it weakens security), you also have the option to add the CBC
ciphers that Cisco EPN Manager stopped using back to its SSHD service configuration file. To do so, first
configure the CBC ciphers in the ciphers line of the file located in the /etc/ssh/sshd_config directory (as
shown in the example below), then restart the sshd service using the service sshd stop/start command.
Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,

arcfour256,arcfourl28,aesl28-cbc, 3des-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc

Note

Software Image Management is not supported in the NAT environment. This means that image management
features such as image import, upgrade, distribution, and activation, will not function in the NAT environment.

Verify the FTP/TFTP/SFTP/SCP Settings on the Cisco EPN Manager Server

If you will be using FTP, TFTP, SFTP, or SCP make sure that it is enabled and properly configured. See
Enable FTP/TFTP/SFTP Service on the Server, on page 608.

How to Control Images thatare Saved to the Image Repository During Inventory

Collection
Because collecting software images can slow the data collection process, by default, Cisco EPN Manager
does not collect and store device software images in the image repository when it performs inventory collection.
Users with Administration privileges can change that setting using the following procedure.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Image Management.

Step 2 To retrieve and store device images in the image repository when Cisco EPN Manager performs inventory collection,

check the Collect images along with inventory collection check box.
Step 3 Click Save.
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Adjust Criteria for Cisco.com Image Recommendations

You can use Cisco.com to get information about recommended images based on criteria you provide. The
following procedure shows how you can adjust those recommendations. The following table also lists the

default settings.

\}

Note To use these features, the device must support image recommendations.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Image management .
Step 2 Adjust the recommendation settings as follows.

Setting Description Default

Recommend latest maintenance version | Only considers images if it is the latest Disabled

of each major release maintenance version of each major release

Recommend same image feature Only considers images with same feature set | Disabled

as running device image

Recommend versions higher than the | Only considers images that are higher than | Disabled

current version the running device image

Include CCO for recommendation Retrieves images from Cisco.com and the | Enabled

image repository

Step 3 Click Save.

Adjust Image Transfer and Distribution Preferences

Use this procedure to specify the default protocols Cisco EPN Manager should use when transferring images
from the software image management server to devices. You can also configure Cisco EPN Manager to
perform, by default, a variety of tasks associated with image transfers and distributions—for example, whether
to back up the current image before an upgrade, reboot the device after the upgrade, continue to the next
device if a serial upgrade fails, and so forth. Users with Administration privileges can change that setting

using the following procedure.

This procedure only sets the defaults. You can override these defaults when you perform the actual distribute

operation.

\}

Note Cisco EPN Manager does not support the TETP protocol for distributions from the software image management

server to devices.

Step 1 Choose Administration > Settings > System Settings, then choose Inventory > Image Management.
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Step 2

Step 3

Step 4

Step 5

Specify the default protocol Cisco EPN Manager should use when transferring images in the Image Transfer Protocol
Order. Arrange the protocols in order of preference. If the first protocol listed fails, Cisco EPN Manager will use the next
protocol in the list.

Note When distributing an image to a device, use the most secure protocols supported by the device (for example,
SCP instead of TFTP). TFTP tends to time out when transferring very large files or when the server and client
are geographically distant from each other. If you choose SCP for the image distribution, ensure that the device
is managed in Cisco EPN Manager with full user privilege (Privileged EXEC mode); otherwise the distribution
will fail due to copy privilege error (SCP: protocol error: Privilege denied).

Specify the default protocol Cisco EPN Manager should use when configuring images on devices in the Image Config
Protocol Order area. Arrange the protocols in order of preference.

Specify the tasks that Cisco EPN Manager should perform when distributing images:

Setting Description Default
Continue distribution on | If distributing images to multiple devices and distribution to a device fails, | Enabled
failure continues the distribution to other devices

TFTP fallback Inserts the TFTP fallback command into the running image so that it can be | Disabled

reloaded if image distribution fails

Inserts the TFTP fallback command into the running image so that it can be
reloaded if image distribution fails

Backup current image | Before image distribution, backs up the running image to the TFTP server |Disabled

Backup current image | Before image distribution, backs up the running image to the TFTP server

Insert boot command After image distribution, inserts the boot command into the running image | Disabled

Inserts the boot command into the running image, after image distribution

Click Save.

Add a Software Image Management Server to Manage Groups of Devices

Step 1

Step 2

To distribute images to a group of devices, add a software image management server and specify the protocol
it should use for image distribution. You can add a maximum of three servers.

Add the server.

a) Choose Administration > Servers > Software Image Management Servers.

b) Click the Add Row icon and enter the server name, IP address, and device group the server will support.
¢) Click Save.

Configure the server protocol settings.

a) Check the check box next to the server name, then click Manage Protocols.

b) Click the Add Row icon and enter the software image management protocol details (username, password, and so
forth).
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¢) Click Save.

Change Cisco.com Credentials for Software Image Operations

Step 1
Step 2
Step 3

When Cisco EPN Manager connects to Cisco.com to perform software image management operations (for
example, to check image recommendations), it uses the credentials stored in the Account Settings page. You
can change those settings using the following procedure.

Choose Administration > Settings > System Settings, then choose General > Account Settings.
Click the Cisco.com Credentials tab.
Change the settings, then click Save.

Copy Software Images from Devices to the Image Repository
(Create a Baseline)

Step 1
Step 2
Step 3

Step 4

Depending on your system settings, Cisco EPN Manager may copy device software images to the image
repository during inventory collection (see How to Control Images that are Saved to the Image Repository
During Inventory Collection, on page 104). If you need to perform this operation manually, use the following
procedure, which imports software images directly from devices into the image repository.

Before you begin, ensure that images are physically present on the devices (rather than remotely loaded).

\}

Note If you are importing many images, perform this operation at a time that is least likely to impact production.

Choose Inventory > Device Management > Software Images.

Click the Add/Import tab.

In the Import Images dialog box, complete the following:

a) Inthe Source area, select the devices (you may want to select one device group at a time).

b) In the Collection Options area, specify whether to import the files immediately or schedule the import for later.

Click Submit.

How Do | Find OutWhichImages Are Used by Network Devices?

To view a list of the images used by network devices, choose Reports > Reports Launch Pad > Device >
Detailed Software.
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. How Do | Know a Device Has the Latest Image?

To list the top ten images use by network devices (and how many devices are using those images), choose
Inventory > Device Management > Software Images. Click Software Image Repository under Useful
Links, then then click the Image Dashboard icon in the top-right corner of the page.

How Do | Know a Device Has the Latest Image?

Step 1

Step 2

If your device type supports image recommendations, you can use the following procedure to check if a device
has the latest image from Cisco.com. Otherwise, use the Cisco.com product support pages to get this
information.

Choose Inventory > Device Management > Network Devices, then click the device name hyperlink to open the Device
Details page.

Click the Image tab and scroll down to the Recommended Images area. Cisco EPN Manager lists all of the images from
Cisco.com that are recommended for the device.

For Cisco NCS 2000 and Cisco ONS devices, this choice is displayed on the right when you click the Chassis View tab.
Note The recommendations list is purely informational. To use any of the recommended images, you must get them

from Cisco.com and add them to the image repository. See Add (Import) Software Images to the Repository,
on page 111.

View the Images That Are Saved in the Image Repository

Step 1

Use this procedure to list all of the software images saved in the image repository. The images are organized
by image type and stored in the corresponding software image group folder.

Choose Inventory > Device Management > Software Images. Cisco EPN Manager lists the images that are saved in
the image repository within the Software Image Summary panel.

From here you can:

* Import new images into the image repository from network devices; file systems on client machines, IPv4 or IPv6
servers (URLs), FTP servers, and Cisco.com. You can use the web GUI to find out what images are available from
Cisco.com, but images must be manually downloaded and then imported. See Add (Import) Software Images to the
Repository, on page 111.

* Adjust the requirements that a device must meet in order to upgrade to this image. See Change the Device
Requirements for Upgrading a Software Image, on page 114.

* Perform an upgrade analysis. See Verify That Devices Meet Image Requirements (Upgrade Analysis), on page 114.
» Copy new software images to devices. See Distribute a New Software Image to Devices, on page 115.

* Activate images, which makes a new image the device’s running image. See Activate a New Software Image on
Devices, on page 122.

» Commit Cisco IOS XR images, which persists the image across device reloads and creates a rollback point. See
Commit Cisco IOS XR Images Across Device Reloads, on page 125.
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Step 2

Find Out Which Devices Are Using an Image .

* Delete images from the image repository (images can only be deleted using the manual process). See Delete Software
Image Files from the Image Repository, on page 127.

Go to Software Image repository and click a software image hyperlink to open the Image Information page that lists the
file and image name, family, version, file size, and so forth.

From here you can:
* See which devices are using this image by checking the Device Details area at the bottom of the page.

* Adjust the requirements that a device must meet in order to upgrade to this image. (See Change the Device
Requirements for Upgrading a Software Image, on page 114.)

Find Out Which Devices Are Using an Image

Step 1
Step 2

Step 3

Choose Inventory > Device Management > Software Images.

In the Software Image Summary panel, locate the image that you are interested in by expanding the image categories
in the navigation area or entering partial text in one of the Quick Filter fields. For example, entering 3.1 in the Version
field would list Versions 3.12.02S, 3.13.01S, and so forth.

Click the image hyperlink to open the Software Image Summary page. Cisco EPN Manager lists all devices using that
image in the Device Details area.

View Recommended and Available Software Images from
Cisco.com

* View Recommended Images on Cisco.com, on page 109
* View Available Images on Cisco.com, on page 110

View Recommended Images on Cisco.com

Step 1
Step 2
Step 3
Step 4

Step 5

If your devices support Cisco.com image recommendations, you can use this procedure to check which images
your devices should be using.

Choose Inventory > Device Management > Software Images.
Click Software Image Repository under Useful Links.
Navigate to and select the software image for which you want to change requirements.

Choose the devices which you want to distribute the image from the Device List drop-down list and click Distribution
New Version.

Choose one of the following image sources:
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. View Available Images on Cisco.com

Step 6
Step 7

Step 8

Step 9

* Recommend Image from Cisco.com to select an image available on Cisco.com. Specify options, click Start
Recommendation, then skip ahead to Step 5.

Cisco EPN Manager displays recommended software images for your specific device types, but it does not allow
you to download software images directly from cisco.com. You must manually download software images and then
import the downloaded image file.

* Select Image from Local Repository to select an image stored locally. Then, under Local Repository:

* Check the Show All Images check box to display all images available in the image repository.
» Uncheck the Show All Images check box to display the software images applicable to the selected device.

Select the image to distribute, then click Apply.

Choose the image name in the Distribute Image Name field to change your selection and pick a new image, then click
Save.

Specify Distribution Options. You can change the default options in Administration > System Settings >Inventory>
Image Management.

Specify schedule options, then click Submit.

View Available Images on Cisco.com

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Depending on your device type, Cisco EPN Manager can narrow the list of available images by maintenance
versions, feature sets, versions, and so forth (see Adjust Criteria for Cisco.com Image Recommendations, on
page 105).

Cisco EPN Manager will use the Cisco.com credentials that are set by the administrator. If default credentials
are not set, you must enter valid credentials. (See Change Cisco.com Credentials for Software Image Operations,
on page 107).

Choose Inventory > Device Management > Software Images.
Click the Add/Import tab.

Note Although you cannot use Cisco EPN Manager to download images directly from Cisco.com and import them
into the Cisco EPN Manager server, you can use the Add/Import function to check Cisco.com for available
software images. Then you can manually download the images and import them into the image repository.

In the Import Images dialog:

a) Click Cisco.com.

b) If the credentials are not auto-populated, enter a valid Cisco.com user name and password.

¢) Choose a device platform and software version from the drop-down lists. The remaining choices (for example, feature
type) depend on the device platform and operating system you have chosen.

Perform a manual download of the images by going to the Cisco.com Software Download site. Enter your credentials

and follow the instructions.

Import the newly-downloaded images into the image repository using the procedure in Add a Software Image from a
Client Machine File System, on page 113.

Verify that the images are listed on the Software Images page (Inventory > Device Management > Software Images).
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How Do | Know Whether | have Permission to Download Software from Cisco.com .

How Do | Know Whether | have Permission to Download
Software from Cisco.com

Cisco EPN Manager displays the recommended latest software images for the device type you specify, and
it allows you to download the software images directly from Cisco.com. In order to download a EULA or K9
software image from Cisco.com, you must accept/renew the EULA agreement or K9 Agreement periodically.

Cisco EPN Manager does not display deferred software images. For detailed information, see the Cisco EPN
Manager 2.1 Supported Devices list.

Add (Import) Software Images to the Repository

\}

Cisco EPN Manager displays the recommended latest software images for the device type you specify, and
it allows you to download the software images directly from cisco.com. Cisco EPN Manager does not display
deferred software images. For detailed information, see Cisco EPN Manager 2.1 Supported Devices list.

Note

\}

In order to download a K9 software image from cisco.com, you must accept/renew the
https://software.cisco.com/download/eula.html K9 agreement periodically.

The following topics explain the different ways you can add software images to the image repository. For an
example of how to troubleshoot a failed import, see Manage Jobs Using the Jobs Dashboard, on page 23.

* Add a Software Image That Is Running on a Managed Device, on page 111
* Add a Software Image from an IPv4 or IPv6 Server (URL), on page 112
* Add a Software Image for an FTP Protocol Server (Protocol), on page 113

* Add a Software Image from a Client Machine File System, on page 113

Note

For Cisco NCS and Cisco ONS devices, you can only import software images using the procedure in Add a
Software Image from a Client Machine File System, on page 113.

Add a Software Image That Is Running on a Managed Device

This method retrieves a software image from a managed device and saves it in the image repository.
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. Add a Software Image from an IPv4 or IPv6 Server (URL)

Step 1
Step 2
Step 3

Step 4
Step 5

\}

Note When distributing an image to a device, use the most secure protocols supported by the device (for example,
SCP instead of TFTP). TFTP tends to time out when transferring very large files or when the server and client
are geographically distant from each other. If you choose SCP for the image distribution, ensure that the device
is managed in Cisco EPN Manager with full user privilege (Privileged EXEC mode); otherwise the distribution
will fail due to copy privilege error (SCP: protocol error: Privilege denied).

Note that TFTP is supported only when copying images from the device to the server and not the other way
around.

Limitations:

* For Cisco IOS-XR devices, direct import of images from the device is not supported by Cisco EPN
Manager; SMU and PIE imports are also not supported on these devices.

* For Cisco IOS-XE devices, if the device is loaded with the 'packages.conf' file, then images cannot be
imported directly from that device.

Choose Inventory > Device Management > Software Images.

Click the Add/Import tab.

In the Import Images dialog:

a) Click Device and under Collection Options, choose one or more devices.

b) Inthe Schedule area, schedule the job to run immediately, at a later time, or on a regular basis.

¢) Click Submit.

To view the status of the job, click the job link in the pop-up message or choose Administration > Job Dashboard.

Verify that the image is listed on the Software Images page (Inventory > Device Management > Software Images).

Add a Software Image from an IPv4 or IPv6 Server (URL)

Step 1
Step 2
Step 3

You can import software image from network-accessible IPv4 or IPv6 servers. The following file formats are
supported: .bin, .tar, .aes, .pie, .mini, .vm, .gz, .ova, and .ros.

Cisco EPN Manager supports to import Non-Cisco standard image.

Choose Inventory > Device Management > Software Images.
Click the Add/Import tab.

In the Import Images dialog:

a) Click URL.

b) Inthe URL To Collect Image field, enter a URL in the following format (you can also use an HTTP URL where user
credentials are not required):

http://username:password@server-ip/filename

¢) In the Schedule area, schedule the job to run immediately, at a later time, or on a regular basis.
d) Click Submit.
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Step 4
Step 5

Add a Software Image for an FTP Protocol Server (Protocol) .

To view the status of the job, click the job link in the pop-up message or choose Administration > Job Dashboard.

Verify that the image is listed on the Software Images page (Inventory > Device Management > Software Images).

Add a Software Image for an FTP Protocol Server (Protocol)

Step 1
Step 2
Step 3

Step 4
Step 5

Choose Inventory > Device Management > Software Images.
Click the Add/Import tab.
In the Import Images dialog:

a) Click Protocol.

b) Enter FTP in the Protocol field, then enter the FTP user name, password, server name or IP address, and file name.
The following is a file name example:

/ftpfolder/asr901-universalk9-mz.154-3.S4.bin

¢) Inthe Schedule area, schedule the job to run immediately, at a later time, or on a regular basis.
d) Click Submit.

To view the status of the job, click the job link in the pop-up message or choose Administration > Job Dashboard.

Verify that the image is listed on the Software Images page (Inventory > Device Management > Software Images).

Add a Software Image from a Client Machine File System

Step 1
Step 2
Step 3

Step 4
Step 5

Before you begin

When you import the software image file, the browser session is blocked temporarily. If the upload operation
exceeds the idle timeout limit of the browser session, then you will be logged out of Cisco EPN Manager and
the file import operation will be aborted. So it is recommended that you increase the idle timeout limit before
you begin with this import operation. To increase the idle timeout, see Configure the Global Timeout for Idle
Users, on page 643.

Choose Inventory > Device Management > Software Images.

Click the Add/Import tab.

In the Import Images dialog:

a) Click File.

b) Click the Browse button and navigate to the software image file.

c) In the Schedule area, schedule the job to run immediately, at a later time, or on a regular basis.

d) Click Submit.

To view the status of the job, click the job link in the pop-up message or choose Administration > Job Dashboard.

Verify that the image is listed on the Software Images page (Inventory > Device Management > Software Images).
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. Change the Device Requirements for Upgrading a Software Image

Change the Device Requirements for Upgrading a Software
Image

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

\}

Use this procedure to change the RAM, flash, and boot ROM requirements that a device must meet for a
software image to be distributed to the device. These values are checked when you perform an upgrade analysis
(see Verify That Devices Meet Image Requirements (Upgrade Analysis), on page 114).

Note

This operation is not supported on the Cisco NCS 2000 and Cisco ONS families of devices.

Choose Inventory > Device Management > Software Images.

In the Software Image Summary panel, locate and select the software image by clicking its associated hyperlink.

Click the software image name hyperlink to open its image information.

Adjust the device requirements:

* Minimum RAM (from 1 —999999999999999)

* Minimum FLASH (from 1 —999999999999999)

* Minimum Boot ROM Version

Click Save.

Click Restore Defaults, if you want to retain the previous requirements.

Verify That Devices Meet Image Requirements (Upgrade
Analysis)

An upgrade analysis verifies that the device contains sufficient RAM or FLASH storage (depending on the
device type) , the image is compatible with the device family, and the software version is compatible with the
image version running on the device. After the analysis, Cisco EPN Manager displays a report that provides
the results by device. The report data is gathered from:

* The software image repository, which contains information about minimum RAM, minimum Flash, and
so on, in the image header.

* The Cisco EPN Manager inventory, which contains information about the active images on the device,
as well as Flash memory, modules, and processor details.

Note

Upgrade analysis is supported on all Cisco IOS-XR devices (such as Cisco NCS 1000, Cisco NCS 4000, Cisco
NCS 5000, Cisco NCS 5500, and Cisco NCS 6000), except on Cisco ASR 9000 devices.
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Step 1
Step 2
Step 3

Distribute a New Software Image to Devices .

If you want to adjust the device requirements for an image, see Change the Device Requirements for Upgrading
a Software Image, on page 114.

Choose Inventory > Device Management > Software Images.

Click Upgrade Analysis under Useful Links. (Do not select an image from the Software Images page.)

In the Upgrade Analysis dialog:

a)
b)
<)
d)

Choose the source for the software images (the image repository or Cisco.com).
Select the devices you want to analyze.

Select the software images you want to analyze the devices against.

Click Run Report.

The report groups devices by their IP address.

Distribute a New Software Image to Devices

The image distribution operation copies a new software image to a specified location on a device. You can
distribute images for similar devices in a single deployment, adjusting your choices per device. When you
create the job, you determine whether the job runs immediately or at a scheduled time.

\}

Note Cisco EPN Manager does not support using TFTP to distribute images from a server to devices.

When you select an image to be distributed, Cisco EPN Manager only displays devices that are suitable for
the image. When you create the distribution job, you specify whether Cisco EPN Manager should:

* Activate the image in the same job or skip the activation. Delaying the activation lets you perform these
tasks before activating the image:

* Find out if there is insufficient memory, clear the disk space for distributing the image or package.

* Do an upgrade analysis to check the suitability of the device for the chosen image.

* (Cisco IOS XR only) Commit the image in the same job or skip the commit.

Limitations:

* When you distribute image to Cisco IOS-XR devices (except Cisco ASR 9000 devices), the image is
copied to the device storage before the install package is activated and committed. With Cisco ASR 9000
devices, however, the image is installed on the device directly from Cisco EPN Manager without being
copied to the device storage.

* During the distribution process, if the protocols used for distribution are not supported by the device,
then distribution might fail. For example, if you use the SCP protocol to distribute an image to Cisco
ASR 9000 devices, then the distribution fails, because copy of the image onto the device storage is not
supported in the device's command line.
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. Distribute a New Software Image to Devices

Step 1
Step 2

Step 3
Step 4

The image can be distributed to any file system on the device, including folders in the root directory. This is
supported only for NCS 42XX and ASR907 devices. If you choose a file system that has a stand by flash,
then the image is distributed to both the active flash and the stand by flash. This means that when you choose
to distribute the image to active flash, you are not required to re-distribute the image to the stand by flash.

\}

Note The option to distribute an image directly to a device folder is supported only on Cisco ASR907 and Cisco
NCS42xx devices.

Cisco EPN Manager displays feedback and status as the operation proceeds. If you are distributing an image
to many devices, you can stagger reboots so that service at a site is not completely down during the upgrade
window. For image distribution to work efficiently, the device and server from which the distribution is
performed must be in the same geographical location or site. The distribution job will return an error if the
distribution takes more time due to network slowness or low speed.

Note When distributing an image to a device, use the most secure protocols supported by the device (for example,
SCP instead of TFTP). TFTP tends to time out when transferring very large files or when the server and client
are geographically distant from each other. If you choose SCP protocol for the image distribution, ensure that
the device is managed in Cisco EPN Manager with full user privilege (Privileged EXEC mode); otherwise
the distribution will fail due to copy privilege error (SCP: protocol error: Privilege denied).

Before You Begin

* When distributing an image to a device, use the most secure protocols supported by the device (for
example, SCP instead of TFTP). TFTP tends to time out when transferring very large files or when the
server and client are geographically distant from each other. If you choose SCP protocol for the image
distribution, ensure that the device is managed in Cisco EPN Manager with full user privilege (Privileged
EXEC mode); otherwise the distribution will fail due to copy privilege error (SCP: protocol error: Privilege
denied).

* When distributing images to Cisco ME 1200 devices, you will need to activate the image on the device
immediately after distribution. Ensure that the device is ready for an image activation.

Choose Inventory > Device Management > Software Images.

Click the blue Distribute icon in the Software Image Management Lifecyle widget. Cisco EPN Manager displays the
devices that are appropriate for the images. You can configure the image for each device when you create a distribution
job.

Note If the required device is not listed here, ensure that the Image Family associated with the file is same as the

selected device's family.

To verify the device family, use the Image tab in the Device Details page.

From the Image Selection tab, select the image that you want to distribute on devices.

From the Device Selection tab, select the devices for image distribution. You can further adjust the distribution settings
for each device.
a) In the Image Deployment tab, Cisco EPN Manager displays one row per device and image.

b) For each device, check the location where the image will be copied. Cisco EPN Manager chooses the location based
on its memory calculations.
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Step 5

Step 6

Distribute a New Software Image to Devices .

Note Locations are not supplied for the Cisco NCS 2000 and Cisco ONS families of devices.

To change the location, double-click the location value in the Distribute Image field and choose another location
from the drop-down list.

After you click Save, Cisco EPN Managercalculates whether that location has adequate space for the image. If
there is enough space, Cisco EPN Manager displays a green check mark (after you click Save). Otherwise you
must choose another location, or select the Smart Flash Delete Before Distribution option in step 5.

The following is an example of a network audit event that is generated during image distribution.

N/ /Device Management | Network Audit

Show | Quick Filter

Device Name IP Address Audit Time Audit Component Audit Description

E] prirme-asr903 209.165.200.224 2015-Jan-23 17:12:21 PET IFI Software Image Management Image Distribution
»  prime-asiEl 209.165.201.1 2015-Jan-23 17:11:29 PST IFM Software Image Management Image Distributian
»  prime-ast 209.165.202.123 2015-Jan-23 17:11:29 PST IFM Software Image Management  Image Distribution

From the Image Details Verification tab, select the file system on the device where the image must be distributed
using the Distribute Location drop-down menu. This field displays the folders available on the device. To distribute
the image to new folders, create the folder on the device manually, and return to this step. Alternatively, you can create
a new folder during the distribution process automatically by choosing the 'swim_configuration.xml' file under
'fopt/CSCOlumos/swim' and providing any new folder name of your choice. The folder is automatically created under
this directory.

Configure the distribution settings.

In the Image Deployment tab area, configure the behavior for the distribution job—for example, in a bulk distribution
job, whether to continue the distribution if it fails on a device. (The preferences are populated according to defaults set
by the administrator.

For more information, see Adjust Image Transfer and Distribution Preferences, on page 105).

Image Deployment Ciscol0S | CsodDSXE | Cisco | (sodOSXR | CiscoNCS | CiscoNCS | Cisco | Cisco NCS | Cisco NCS

Options ASR 2000 and | 4000 NCS 1000 6000
9XX CiscoONS 4200
15454
Back Up Current Y Y Y — — — Y — —

Image—Back up the
device’s running image
to the TFTP server
before the new image
is copied to the device
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Image Deployment Ciscol0S | Ciod0SXE | Cisco | Csod0SXR | CiscoNCS | CiscoNCS | Cisco | Cisco NCS | Cisco NCS

Options ASR 2000 and | 4000 NCS 1000 6000
9XX CiscoONS 4200
15454
Smart Flash Delete |Y Y Y Y — Y Y Y —
Before
Distribution—Delete
any file (other than the

running image) to
recover disk space in
case the device has
insufficient memory
(additional image files
are deleted until
adequate space is
available in the
selected flash)

Distribute Y Y Y Y Y Y Y Y —
Parallely—Distribute
images to multiple
devices in parallel
rather than in a serial
manner

Continue on Y Y Y Y Y Y Y Y —
Failure—Continue the
distribution even if it
fails on a device

TFTP Y Y — — — — — — —
Fallback—Reload an
image if the
distribution fails by
inserting the TFTP
failback command into
the running image

Insert Boot — Y Y — — — Y — —
Command—Insert the
boot command into the
running image after the
image is distributed
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Image Deployment Ciscol0S | Ciod0SXE | Cisco | Csod0SXR | CiscoNCS | CiscoNCS | Cisco | Cisco NCS | Cisco NCS

Options ASR 2000 and |4000 |NCS (1000 6000
9XX CiscoONS 4200
15454

ISSU—Activate — — Y Y — Y Y — —
in-service software (Only (Only
upgrade (ISSU) to on on
update the software on Cisco Cisco
the device with ASR NCS
minimal service 907) 4216
interruption and

Cisco

NCS

42006)
Only image — — — — Y — — — —
downgrade

—Activate this option
to distribute an image
with a version lower
than the version
previously running on
the device. This option
is displayed only when
the selected device
supports image
downgrade and it is
disabled when the
Activate drop-down
menu is set to OFF.

Remove In-Active |— — — — — Y — — —
Packages after
Upgrade — Commit
the install operation
and remove previous
active packages from
the device repository
after the device
upgrade is complete.
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Image Deployment Ciscol0S | Ciod0SXE | Cisco | Csod0SXR | CiscoNCS | CiscoNCS | Cisco | Cisco NCS | Cisco NCS

Options ASR 2000 and | 4000 |NCS |1000 6000
9XX CiscoONS 4200
15454
Upgrade FPD — — — — — Y — Y —
image— Field
Programmable Devices
(FPDs) are hardware

devices implemented
on router cards that
support separate
software upgrades.
Select this option to
automatically choose
FPD image packages
for the upgrade during
image distribution and
activation processes.

Additional features
include:

* Smart Flash
Delete Before
Distribution

* Distribute
Parallely

« Continue on
Failure

Step 7 In the Activate Job Options window, choose the required settings:
* Activate Options: Sequential or Parallel
* Continue on failure: Continue the distribution even if it fails on a device.
* Commit: Commit the image on the device post distribution.
* FPDs Upgrade: Field Programmable Devices (FPDs) are hardware devices implemented on router cards that

support separate software upgrades. If you enable this option, FPD image packages will be used for the upgrade.

Step 8 Configure the image activation settings.

. Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide



| Manage the Inventory

Step 9

Step 10
Step 11
Step 12

Distribute a New Software Image to Devices .

Device 0S Settings

Cisco IOS and Check Insert Boot Command if you want the image to be activated when the device reloads,
Cisco I0OS XE and:

* If you do want to reload the device at the end of the operation (and activate the image)—
choose Sequentially, or Parallely from the drop-down list. This option is not available for
Cisco 10S XE devices.

* If you do not want to reload the device at the end of the operation—Choose OFF from the
drop-down list.

If you did not check Insert Boot Command but you want to activate the image, choose
Sequentially, or Parallely.

Note If You choose to perform an ISSU upgrade, choose OFF from the drop-down list. This
option is only applicable to some Cisco IOS XE devices such as Cisco NCS42xx.

Cisco IOS XR, * If you do want to activate or reload the image, choose either Sequentially, or Parallely.
Cisco NCS 2000 from the drop-down list.
and Cisco ONS

* If you do not want to activate the image, choose OFF from the drop-down list.

Note If you choose to perform an ISSU upgrade, choose OFF from the drop-down list. This
option is applicable to all Cisco IOS XR devices.

Note If you choose OFF from the drop-down list, the Only image downgrade option is
disabled. This option is applicable to all Cisco NCS 2000 devices.

The activation options are sometimes hidden because the ability to activate images during the distribution process has
been disabled in the Admin settings. To activate images, please return to Inventory > Device Management > Software
Images and click the Activate icon.

(Cisco IOS XR devices) Configure the image commit settings. To commit the image in this job, check Commit. If you
want to commit the image later, do not check Commit and then use the procedure in Commit Cisco IOS XR Images
Across Device Reloads, on page 125.

In the Schedule Distribution area, schedule the job to run immediately, at a later time, or on a regular basis.
Click Submit.

Choose Administration > Job Dashboard to view details about the image distribution job.

Note If the copy task takes longer than two hours, verify your connection speed from Cisco EPN Manager to the
selected device.

What to do next

If you encounter the following image distribution error, please configure the device with the commands listed
and try again:

Problem: You encounter the error- 'ssh connections not permitted from this terminal'.

Cause: Device is configured incorrectly.
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Solution: Configure the device with the following commands

line vty 0 <number available in the device>
transport input ssh
transport output ssh

<number available in the device> -represents the unique identifier that varies from 15 to over 100 depending
on the IOS version running on the device.

Note

These commands are not supported on Cisco [OS-XR devices.

Activate a New Software Image on Devices

N

Note

To activate Cisco IOS XR images, you can use this procedure or the procedure in Activate, Deactivate, and
Remove Cisco IOS XR Images from Devices, on page 124 (which performs the deactivate operation on single
devices).

When a new image is activated on a device, it becomes the running image on the disk. Deactivated images
are not removed when a new image is activated; you must manually delete the image from the device.

If you want to distribute and activate an image in the same job, see Distribute a New Software Image to
Devices, on page 115 .

To activate an image without distributing a new image to a device — for example, when the device has the
image you want to activate—use the following procedure. The activation uses the distribution operation but
does not distribute a new image.

Before you begin

* Before activating or reverting images on Cisco NCS 2000 devices, ensure that you disable all suppressed
alarms on the device.

* If you choose the ISSU option to activate an image that is in bundle mode, you need to reload the device
after activation. To verify if the device is in bundle mode, run this command show version | in image
to check if the image is of the format '.bin'. You can also check the format of the image by looking at the
filename of the image in the Image tab of the Device Details view.

* During activation using the ISSU option, if the device is in subpackage mode, for example, if the image
is of the format ‘bootflash:ISSU/packages.conf’, ensure that you use the same folder to activate the image.
Changing the folder location will cause a failure of the activate operation.

Step 1 Choose Inventory > Device Management > Software Images.
Step 2 Click the Activate icon in the Software Image Management Lifecyle widget.
Step 3 Note You cannot perform the activation operation when the standby version is lower than the active version.

In the Activation Source tab, choose Activate from Library or Activate from Completed Distribution Jobs or
Activate from Standby/Alternate Images as required .
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Step 4 If you choose Activate from Completed Distribution Jobs, click the Activate Job Options tab.
Step 5 In the Activate Job Options window, choose the required settings and go to Step 10:

* Activate Options: Sequential or Parallel
* Continue on failure: Continue the distribution even if it fails on a device.
* Commit: Commit the image on the device post distribution.

* FPDs Upgrade: Field Programmable Devices (FPDs) are hardware devices implemented on router cards that
support separate software upgrades. If you enable this option, FPD image packages will be used for the upgrade.

Step 6 If you choose Activate from Library in the Activation Source tab, then click the Image Selection tab.
Step 7 If you choose Activate from Standby Image, then go to Step 9.

Step 8 In the Image Selection tab, choose the software images that you want to distribute.

Step 9 Click the Device Selection tab and choose the devices for which the image must be activated.

By default, the devices for which the selected image is applicable are shown. For example, if you choose the Activate
from Standby/Alternate Images option in Step 3, then the Device Selection tab displays only devices such as, Cisco
NCS 2000, Cisco ONS 15454 devices, and Cisco ME1200 devices, which support activation of standby/alternate
images.

Step 10 Click the Activate Image tab, and verify whether the selected devices and software images are mapped correctly for
activation. While using standby images for activation, click the Verify Image Selection tab.

Note When you are activating a standby/alternate image, if the version of the standby/alternate image is lower than
that of the image running on the device, the Verification Status Message column displays in red that you are
downgrading to a lower version.

Step 11 Click the Activate Job Options tab, and choose the required Activate Job options.

If you choose the ISSU option from the Activate drop-down list, the software image in the device will get upgraded
without need for rebooting the device.

While activating a standby image, if the selected device supports a downgrade, then the Only image downgrade
checkbox is displayed. Selecting this checkbox ensures that the devices are downgraded only if they support the
downgrade operation (for example in case of Cisco NCS2000 devices) and any specified upgrade operation will fail.

Step 12 Click Submit to activate the software image in the selected devices.

See table below for information on Cisco devices and the protocols they support for image distribution:

Table 9: Cisco Devices and Supported Image Distribution Protocols

Cisco Devices TFTP FTP SCp SFTP HTTPS
Cisco ASR1000 |Yes Yes No Yes No
Cisco ASR9000 | Yes No No Yes No
Cisco IOS-XR Yes Yes Yes Yes No
(except Cisco

ASR9000 devices)
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Cisco NCS42xx,
Cisco ASRIXX,
or Cisco ASR
1000

Yes

Yes

Yes

Cisco ME1200

Yes

Yes

Cisco NCS2000
and Cisco ONS
devices

No

Yes

Yes

Activate, Deactivate, and Remove Cisco I10S XR Images from
Devices

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

View and Upgrade FPD Images
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You can perform activate, deactivate, and delete operations on specific devices from the Device Details page.

That view lists all it becomes the running image on the disk.

Before you begin

Before activating or reverting images on Cisco NCS 2000 devices, ensure that you disable all suppressed

alarms on the device.

Open the Device Details page and click the Image tab.
Expand the Applied Images area to display all of the images that are installed on the device.

* Active—Images that devices are actively using.

* Inactive—Images that are added to the boot device but are not activated.

* Available—Images that are physically present on the device but have not been added to the boot device.

Identify the image you want to manage, and double-click its Status field. The field changes to an editable row.

Choose the operation you want to perform from the Status drop-down list, then click Save. Your options are Active,
Deactivate, and Remove.

Click Apply above the images table.

Choose Administration > Job Dashboard to view details about the image activation job.

Field Programmable Devices (FPDs) are hardware devices implemented on router cards that support separate
software upgrades. You can configure FPD image packages to be automatically chosen for the upgrade during
image distribution and activation processes. Before performing an upgrade, you can view FPD details such

as the device name, card type, hardware version, etc.
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Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Commit Cisco 10S XR Images Across Device Reloads .

To do this:

Choose Configuration > Network Devices.
Locate and select the device with the FPD images.
Click the Images tab.

You can now view the FPD device name, location, available card types and their hardware versions, the ATR values, the
status of the image, and the running and programmed values.

Once you have reviewed the FPD image details, click the Upgrade FPD Image button, to configure the upgrade settings.
Schedule the upgrade to run immediately, at a later date and time, or on a regular basis.
Click Submit.

Commit Cisco 10S XR Images Across Device Reloads

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

\}

Note For Cisco IOS XR devices, we recommend that you do not commit the package change until the device runs
with its configuration for a period of time, until you are sure the change is appropriate.

When you commit a Cisco IOS XR package to a device, it persists the package configuration across device
reloads. The commit operation also creates a rollback point on the device which can be used for roll back
operations.

If you want to distribute, activate, and commit an image in the same job, use the procedure described in
Distribute a New Software Image to Devices, on page 115 .

To commit an activated image, use the following procedure.

Note Ifyou are only working on a single device, perform the commit operation from the Device Details page (click
the Image tab, choose the image, and click Commit).

Choose Inventory > Device Management > Software Images.
Click the Commit icon in the Software Image Management Lifecyle widget.

Select the devices with the image you want to commit and click Submit. (Images can only be committed if they have
been activated.)

Select the software image you want to activate, then click Submit.
In the Schedule Distribution area, schedule the commit job to run immediately, at a later time, or on a regular basis.
Click Submit.

Choose Administration > Job Dashboard to view details about the image activation job.
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Roll Back Cisco 10S XR Images

Rolling back a Cisco IOS XR image reverts the device image to a previous installation state—specifically, to
an installation rollback point. If an image has been removed from a device, all rollback points associated with
the package are also removed and it is no longer possible to roll back to that point.

Step 1

Step 2
Step 3
Step 4
Step 5

Manage the Inventory |

A rollback job can only be performed on one device at a time. You cannot perform a rollback for multiple

devices in the same job.

\}

Note The rollback feature is only supported on Cisco I0S-XR devices such as Cisco ASR 9000 devices.

Choose Inventory > Device Management > Network Devices, then click the device name hyperlink for the device with

the image you want to roll back.

Click the Image tab and expand the Rollback Info area.

Select the software image Commit ID you want to roll back to, and click Rellback. The Rollback Scheduler opens.

If you want to commit the image after the rollback operation completes, check Commit After Rollback.

In the Schedule Rollback area, schedule the rollback job to run immediately or at a later time, and click Submit.

Check the Network Audit for Software Image Operations

To get historical information about device software image changes, check the Network Audit.For more
information on the Network Audit feature, see Audit Configuration Archive and Software Management

Step 1

Step 2

Changes (Network Audit)

Choose Inventory > Network Audit. To filter the results to show only image management operations, enter software

image in the Audit Component field.

N/ ./ Device Management / Network Audit

Device Hame IP Address Audit Time
B prime-asiiil3 209,165,200, 224 2015-Jan-23 17:12:21 PST
b prime-asidD 209.165.201.1 2015-Jan-23 171129 PST
»  prime-asr 209.165.202.128 I015-Jan-23 17-11-29 PST

Audit Component

IFM Software Image Management
IFM Software Image Management

IFM Software Image Management

Shaw | Quick Filter

Audit Description

Image Distribution
Image Distribution

Image Distribution

Expand an event drawer to get details about a device change. For example, if you expand the drawer highlighted in the
above figure, you can see that the image listed in the job was successfully distributed to the device.
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Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Distribution
Operation

Device/Module ID

Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option
Option

ActivatePatches

: BackUpCurrentImageFetch

CfgXferProtocolOrder
Commit
DeviceUpgradeMode
HaltUponError
ISSUUpgrade
ImgXferProtocolOrder
InsertBootCommand
JobDirectory
RebootImmediately
RebootMode
SCPDirectory
SkipDistribution
TftpDirectory
TftpFallback
UpgradeMode

UseSSH

Running Image File Name
Running Image File Name

544544

Yes

No

TELNET, SSH

No

currentlyExists

No

No

SCP, SFTP, FTP, TFTP

No
/opt/CSCOlumos/conf/ifm/swim/jobs
No

Sequential

/localdisk/sftp

No

/localdisk/sftp

No

Sequential

Yes

Starting distribution of image to device

asr903rspl-universalk9 npe.03.13.00.5.154-3.S-ext.bin
asr903rspl-universalk9 npe.03.13.00.5.154-3.S-ext.bin

Delete Software Image Files from the Image Repository

Software images can only be manually deleted from the image repository; Cisco EPN Manager does not
perform any automatic purging of the image repository. If you have sufficient privileges, you can use the
following procedure to delete software image files from the image repository.

Step 1
Step 2

Step 3 Click Delete.

Choose Inventory > Device Management > Software Images.

From the Software Images Summary panel on the left, select the images that you want to delete.
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CHAPTER 6

Perform Configuration Audits Using Compliance

* How To Perform a Compliance Audit, on page 129

* Enable and Disable Compliance Auditing, on page 130

* Create a New Compliance Policy, on page 130

* Create Compliance Policy Rules, on page 131

* Create a Compliance Profile That Contains Policies and Rules, on page 133
* Run a Compliance Audit, on page 134

* View the Results of a Compliance Audit, on page 135

* View Violation Job Details, on page 136

* View Change Audit Details, on page 136

* View Audit Failure and Violation Summary Details, on page 136

* Fix Device Compliance Violations, on page 137

* View Audit Failure and Violation Summary Details, on page 138

* Import and Export Compliance Policies, on page 139

* View the Contents of a Compliance Policy XML File, on page 139
* View PSIRT and EoX Information, on page 139

How To Perform a Compliance Audit

The following table lists the basic steps for using the Compliance feature.

Description See:

1 |Create a compliance policy that contains a name and other Create a New Compliance Policy, on
descriptive text. page 130

2 | Add rules to the compliance policy. The rules specify what | Create Compliance Policy Rules, on page
constitutes a violation. 131
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3 | Create a compliance profile (which you will use to run an audit | Create a Compliance Profile That
on network devices) and: Contains Policies and Rules, on page 133

* Add a compliance policy to it.

* Choose the policy rules you want to include in the audit.

You can add multiple custom policies and/or predefined system
policies to the same profile.

4 | Run a compliance audit by selecting a profile and scheduling | Run a Compliance Audit, on page 134
an audit job.

5 | View the results of the compliance audit and if necessary, fix | View the Results of a Compliance Audit,
the violations. on page 135

Enable and Disable Compliance Auditing

Step 1
Step 2
Step 3

Step 4

The Compliance feature uses device configuration baselines and audit policies to find and correct any
configuration deviations in network devices. It is disabled by default because some of the compliance reports
can impact system performance. To enable the Compliance feature, use the following procedure.

Choose Administration > Settings > System Settings, then choose General > Server.
Next to Compliance Services, click Enable, then click Save.

Re-synchronize Cisco EPN Manager's device inventory: Choose Inventory> Network Devices, select all devices, then
click Synec.

Logout of Cisco EPN Manager and login again to view Compliance under the Configuration tab.

If you still don't see the different Compliance options under the Configuration tab, ensure that you have the required
system requirements as explained in the latest Cisco Evolved Programmable Network Manager Installation Guide.

Create a New Compliance Policy

Step 1
Step 2
Step 3

You can create a new compliance policy starting with a blank policy template.

Choose Configuration > Compliance > Policies.

Click the Create Compliance Policy (+) icon in the Compliance Policies navigation area on the left.

In the dialog box, enter a name and optional description, then click Create. The policy is added to the Compliance
Policies navigation area on the left.

To duplicate the policy click the i icon and choose Duplicate Policy.
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What to do next

Add rules to the compliance policy. See Create Compliance Policy Rules, on page 131.

Create Compliance Policy Rules

Compliance policy rules are platform-specific and define what is considered a device violation. A rule can
also contain CLI commands that fix the violation. When you are designing the compliance audit job, you can
select the rules you want to include in the audit (see Run a Compliance Audit, on page 134).

Cisco EPN Manger supports audit for AireOS Wireless LAN Controllers platform.

Step 1 Choose Configuration > Compliance > Policies, then select a policy from the navigation area on the left.

Step 2 From the work area pane, click New to add a new rule.

If a similar rule exists, you can copy the rule by clicking Duplicate, editing the rule, and saving it with a new name.

Step 3 Configure the new rule by entering your rule criteria.

Note Cisco EPN Manager supports all Java-based regular expressions. See http://www.rexegg.com/
regex-quickstart.html.

a) Enter a title, description, and other information in the Rule Information text fields. This information is free text and
does not impact any of the rule settings.

b) Specify the devices for this rule in the Platform Selection area.

¢) (Optional) In the Rule Inputs area, click New and specify the input fields that should be displayed to a user when
they run a policy that contains this rule. For example, you could prompt a user for an IP address.

Note If you choose the Accept Multiple Values check box, the audit will pass only if all the rule inputs match
in the condition.

d) Inthe Conditions and Actions area, click New and specify the criteria that will be checked. This will determine the
rule pass and fail conditions. For examples, see Examples—Rule Conditions and Actions, on page 131.
Step 4 Click Create. The rule is added to the compliance policy.

You can create as many rules as you want. Remember that when you want to run the audit job, you can pick the rules
you want to validate.

What to do next

Create a profile that contains the compliance policy and its rules, and then perform the audit using the profile.
See Create a Compliance Profile That Contains Policies and Rules, on page 133.

Examples—Rule Conditions and Actions

» Example Conditions and Actions: DNS Servers Configured on Device, on page 132
» Example Conditions and Actions: Community Strings, on page 132

» Example Conditions and Actions: IOS Software Version, on page 132

» Example Conditions and Actions: NTP Server Redundancy, on page 133
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Example Conditions and Actions: DNS Servers Configured on Device

This compliance policy checks if either IP name-server 1.2.3.4 or IP name-server2.3.4.5 is configured on

the device. If they are, the policy raises a violation with the message "DNS server must be configured as either
1.23.40r2.345."

Tab Tab Area Field Value
Condition Condition Scope Condition Scope Configuration
Details Details
Condition Match Operator Matches the expression
Criteria
Value ip name-server {1.2.3.42.3.4.5}
Action Details | Select Match Action | Select Action Does not raise a violation
Select Does Not Match | Select Action Raise a violation
Action
Violation Message Type | User Defined Violation Message
Violation Text DNS server must be configured as either
1.2.3.40r2.34.5

Example Conditions and Actions: Community Strings

This compliance policy checks if either snmp-server community public or snmp-server community private
is configured on a device (which is undesirable). If it is, the policy raises a violation with the message
"Community string xxxxx configured", where xxx is the first violation that was found.

Tab Tab Area Field Value
Condition Condition Scope Condition Scope Configuration
Details Details
Condition Match Operator Matches the expression
Criteria
Value snmp-server community {public|private}
Action Details | Select Match Action | Select Action Raise a violation
Select Does Not Select Action Continue
Match Action
Violation Message User Defined Violation Message
Type
Violation Text Community string xxxxx configured.

Example Conditions and Actions: 10S Software Version

This compliance policy checks if Cisco I0S software version 15.0(2)SE7 is installed on a device. If it is not,
the policy raises a violation with the message "Output of show version contains the string xxxxx," where xxxx
is the Cisco I0S software version that does not match 15.0(2)SE7.
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Tab Tab Area Field Value
Condition Condition Scope Condition Scope Device Command Outputs
Details Details
Show Commands show version
Condition Match Operator Contains the string
Criteria
Value 15.0(2)SE7
Action Details | Select Match Action | Select Action Continue
Select Does Not Select Action Raise a Violation
Match Action
Violation Message User Defined Violation Message
Type
Violation Text Output of show version contains the string
XXXXX.

Example Conditions and Actions: NTP Server Redundancy

This compliance policy checks if the command ntp server appears at least twice on the device. If it does not,
the policy raises a violation with the message "At least two NTP servers must be configured."

Tab Tab Area Field Value
Condition Condition Scope Details | Condition Scope Configuration
Details
Condition Match Operator Matches the expression
Criteria
Value (ntp server.*\n){2,}
Action Details | Select Match Action Select Action Continue
Select Does Not Match | Select Action Raise a violation
Action
Violation Message Type | User Defined Violation Message
Violation Text At least two NTP servers must be
configured.

Create a Compliance Profile That Contains Policies and Rules

A compliance profile contains one or more compliance policies. When you add a compliance policy to a
profile, all of the policy's rules are applied to the profile. You can customize the profile by selecting the policy
rules you want to include (and ignoring the others). If you group several policies in a profile, you can select
and deselect the rules for each policy.

Step 1 Choose Configuration > Compliance > Profiles.
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Step 2

Step 3

Step 4

Click the Create Policy Profile (+) icon in the Compliance Profiles navigation area on the left. This opens the Add
Compliance Policies dialog box.

Select the policies you want to include in the profile. User defined policies will be available under the User Defined
category.

a) Inthe Add Compliance Policies dialog box, choose the policies you want to add.

b) Click OK. The policies are added to the Compliance Policy Selector area.

Select the rules you want to include in the policy.

a) Select a policy in the Compliance Policy Selector area. The policy's rules are displayed in the area on the right.
b) Select and deselect specific rules, then click Save.

Note The choices you make here only apply to the policy instance in this profile. Your choices do not modify the
original version of the compliance policy.

What to do next

Schedule the compliance audit job as described in Run a Compliance Audit, on page 134.

Run a Compliance Audit

Step 1
Step 2
Step 3
Step 4

Step 5

To run a compliance audit, select a profile, choose the devices you want to audit (using the policies and rules
in the profile), and schedule the audit job.

Choose Configuration > Compliance > Profiles.

Select a profile in the Compliance Profiles navigation area on the left.

Click the Run Compliance Audit icon in the Compliance Profiles navigation area.

Expand the Devices and Configuration area, select the required devices and configuration files that you want to audit.
a) Select the devices (or device groups).

b) Specify which configuration file you want to audit.

* Use Latest Archived Configuration —Audit the latest backup file from the archive. If no backup file is
available,Cisco EPN Manager does not audit the device.

¢ Use Current Device Configuration— Poll and audit the device's running configuration. (For example, show
command output will be from the device's running configuration.)

When you select this option, Cisco EPN Manager first takes a backup of the configuration from device and then
performs audit. This is useful when periodic or event triggered configuration backup is not enabled and also
useful because archived configuration in Cisco EPN Manager is often out-of-sync with the device.

¢) Click Next.

Select Now to schedule the audit job immediately or select Date and enter a date and time to schedule it later.

Use the Reccurence option to repeat the audit job at regular intervals.
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Step 6 Click Finish. An audit job is scheduled. To view the status of the audit job, choose Configuration > Compliance >
Jobs.

What to do next

Check the audit results as described in View the Results of a Compliance Audit, on page 135.

View the Results of a Compliance Audit

Use this procedure to check an audit job results. The results will tell you which devices were audited, which
devices were skipped, which devices had violations, and so forth. There might be several different compliance
policies running on a single device.

After a job is created, you can set the following preferences for the job:

* Pause Series—Can be applied only on jobs that are scheduled in the future. You cannot suspend a job
that is running.

* Resume Series—Can be applied only on jobs that have been suspended.

* Edit Schedule—Reschedule a job that has been scheduled for a different time.

Step 1 Choose Configuration > Compliance > Jobs.
Step 2 Click the Audit Jobs tab, locate your job, and check the information in the Last Run column.

Last Run Result Value |Description

Failure One or more devices audited have a violation in the policies specified in the profile.

Partial Success The compliance job contains a mix of both audited and non-audited devices, and the
compliance status of audited devices is successful.

Success All devices audited conform to the policies specified in the profile.

For a compliance audit job, the number of violations supported is 20000 for Standard setup and 80000 for Pro and above
setup of Cisco EPN Manager.

Step 3 If the audit check failed:

* To see which devices failed, hover over the "i" icon next to the Failure hyperlink to display a details popup.

Hi"

* Launch a Device 360 view by selecting the job, clicking View Job Details, and clicking the "i" icon next to a device

in the popup window.
Step 4 For the most detail, click the Failure hyperlink to open the Compliance Audit Violation Details window.

Note Use the Next and Previous buttons to traverse the Compliance Audit Violation Details window.

* Check the Job Details and Violations area for a summary of the failures. The fields are described in the section
Administration > Dashboards > Job Dashboard > User Jobs > Compliance Jobs in Cisco Prime Infrastructure
Field Reference (the content is applicable to Cisco EPN Manager).
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* Check the Violations by Device area for per-device details.

What to do next

To fix any of the violations, see Fix Device Compliance Violations, on page 137.

View Violation Job Details

The following table shows the details that can be viewed from the Violation Details page.

To View: Do the following

The status of scheduled fixable violation jobs. | 1. Go to the Violation Details page.

2. Click the Fixable column filter box and choose Running.

The details of Fixed violation jobs. 1. Go to the Violation Details page.
2. Click the Fixable column filter box and choose Fixed.
3. Click the Fixed link.
The details of Fix Failed violation jobs. 1. Go to the Violation Details page.
2. Click the Fixable column filter box and choose Fix Failed.

(9]

. Click the Fix Failed link.

View Change Audit Details

Step 1 Log in to Cisco EPN Manager as an administrator
Step 2 Choose Monitor > Tools > Change Audit Dashboard.

The Change Audit Dashboard displays the network audit logs and change audit data of device management, user
management, configuration template management, device community and credential changes, and inventory changes of
devices. The Change Audit report and Change Audit dashboard display the details irrespective of the virtual domain
you are logged in.

View Audit Failure and Violation Summary Details

You can view detailed violation information, export this data, and view details of compliance jobs. You can
export detailed data for a specific job, or export summary data for multiple jobs.

Step 1 Choose Configuration > Compliance > Jobs.
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Step 2

Step 3

Fix Device Compliance Violations .

To view the details for a specific audit job:
a) Click the Audit Jobs tab and locate your job.
b) Click the job's Failure hyperlink to view the Compliance Audit Details window.

You can view information about the policy name, the set rules, its compliance state, the total violation count, the
job's instance count, its highest severity value, and the ignored count values.

¢) To export these details use one of the following options:

* To export the violation details to a Microsoft Excel spreadsheet in XLS format, click Export as XLS.
* To export the violation details to a Microsoft Excel spreadsheet in comma-separated text, click Export as CSV.

* To export the violation details to an HTML file, click Export as HTML.

d) Click Save File.

To view a collective summary of all audit jobs:
a) Click the Violation Summary tab.

You can view a collective report for all devices on which violations have occurred, their associated policy and profile
names, their audit job IDs, their associated rules and rule severity values, details on whether the violations are fixable
or not, or whether they are already fixed, and the message associated with the violation.

b) To export this detailed summary report, choose one of the following options from the drop-down menu:

* To export the summary to a Microsoft Excel spreadsheet in comma-separated text, click Violation Report CSV.

* To export the summary to a PDF file, click Violation Report PDF.

¢) Click Save File.

What to do next

To fix any of the violations, see Fix Device Compliance Violations, on page 137.

Fix Device Compliance Violations

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Use this procedure to fix compliance violations for a failed compliance audit.

Choose Configuration > Compliance > Jobs.
Click the Audit Jobs, locate your job, and check the information in the Last Run Result column.

Click the Failure hyperlink to open the Compliance Audit Violation Details window.

Note Use the Next and Previous buttons to traverse the Compliance Audit Violation Details window.

In the Job Details and Violations area, click Next.
In the Violations by Device area, select the device and violation and click Next.

In the Fix Rule Inputs area, preview the fix commands that were previously defined in the policy, then click Next.
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. View Audit Failure and Violation Summary Details

Step 7
Step 8

If custom policies are created with fix cli “<Rule input ID>" as the action for the condition, then the Fix Rule Inputs tab
is displayed. Enter the required fix rule values and click Next to continue.

Review the configuration that is displayed in the Preview Fix Commands pop up.

Schedule the fix job so that the generated configuration can be deployed to the device, then Click Schedule the Fix Job.

What to do next

To view any of the violations job details, see View Audit Failure and Violation Summary Details, on page
136.

View Audit Failure and Violation Summary Details

Step 1
Step 2

Step 3

You can view detailed violation information, export this data, and view details of compliance jobs. You can
export detailed data for a specific job, or export summary data for multiple jobs.

Choose Configuration > Compliance > Jobs.
To view the details for a specific audit job:

a) Click the Audit Jobs tab and locate your job.
b) Click the job's Failure hyperlink to view the Compliance Audit Details window.

You can view information about the policy name, the set rules, its compliance state, the total violation count, the
job's instance count, its highest severity value, and the ignored count values.

¢) To export these details use one of the following options:
* To export the violation details to a Microsoft Excel spreadsheet in XLS format, click Export as XLS.
* To export the violation details to a Microsoft Excel spreadsheet in comma-separated text, click Export as CSV.

* To export the violation details to an HTML file, click Export as HTML.

d) Click Save File.

To view a collective summary of all audit jobs:
a) Click the Violation Summary tab.

You can view a collective report for all devices on which violations have occurred, their associated policy and profile
names, their audit job IDs, their associated rules and rule severity values, details on whether the violations are fixable
or not, or whether they are already fixed, and the message associated with the violation.

b) To export this detailed summary report, choose one of the following options from the drop-down menu:

* To export the summary to a Microsoft Excel spreadsheet in comma-separated text, click Violation Report CSV.

* To export the summary to a PDF file, click Violation Report PDF.

¢) Click Save File.
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What to do next

To fix any of the violations, see Fix Device Compliance Violations, on page 137.

Import and Export Compliance Policies

Compliance policies are saved as XML files. You can export individual compliance policies and, if desired,
import them into another server. Files can only be imported in XML format.

Step 1 Choose Configuration > Compliance > Policies.

Step 2 To export a compliance policy:

"i"

a) Mouse hover on "i" icon next to the policy in the Compliance Policies navigation area on the left.

b) In the popup window, click the Export Policy as XML hyperlink, and save the file.
Step 3 To import a compliance policy:
a) Click the Import Policies icon above the Compliance Policies navigation area on the left.
b) In the Import Policies dialog box, click Choose Policies.
¢) Browse to the XML file and select it.
d) Click Import.

View the Contents of a Compliance Policy XML File

Compliance policies are saved as XML files. To view the contents of a policy's XML file:

Step 1 Choose Configuration > Compliance > Policies.
Step 2 Locate the policy in the Compliance Policies navigation area on the left, then hover your mouse over the "i" icon next
to the policy.

Step 3 In the popup window, click the View Policy as XML hyperlink. Cisco EPN Manager displays the content in XML format.

View PSIRT and EoX Information

* View Device Security Vulnerabilities , on page 139
* View Device Hardware and Software End-of-Life Report , on page 140
* View Field Notices for Device , on page 140

View Device Security Vulnerabilities

You can run a report to determine if any devices in your network have security vulnerabilities as defined by
the Cisco Product Security Incident Response Team (PSIRT). The report includes Device PSIRT, Device
Hardware EOX, Device Software EOX, and Field Notice information. You can also view documentation
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. View Device Hardware and Software End-of-Life Report

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

about the specific vulnerabilities that describes the impact of a vulnerability and any potential steps needed
to protect your environment.

Note PSIRT and EoX reports cannot be run for specific devices. When you schedule PSIRT and EoX jobs, the
report is generated for all devices in Managed and Completed state (on the Inventory > Configuration
> Network Devices page).

Before you begin

Sync the devices prior to scheduling the job. Choose Configuration > Network Devices, select the devices,
then click Syne.

Choose Reports > PSIRT and EoX.
Schedule and run the job.

A job is created in which Device PSIRT, Device Hardware EOX, Device Software EOX, and Field Note information is
gathered and reported. Separate jobs on each of the tabs need not be created.

Click View Job Details to view the current status of the PSIRT report.

When the report is completed, click the Device PSIRT tab to view PSIRT information.

In the PSIRT Title column, click the hyperlink to view the full description of a security vulnerability.

(Optional) You can export the device PSIRT details in PDF and CSV format for each device and for all devices collectively.

View Device Hardware and Software End-of-Life Report

Step 1
Step 2

Step 3

Step 4

You can run a report to determine if any Cisco device hardware or software in your network have reach edits
end of life (EOX). This can help you determine product upgrade and substitution options.

Choose Reports > PSIRT and EoX.

Click Schedule Job. A job is created in which Device PSIRT, Device Hardware EOX, Device Software EOX, and Field
Note information is gathered and reported. You do not create separate jobs on each of the tabs.

After the job completes, click one of the following EOX tabs to view the report information specific to that tab:
* Device Hardware EOX

* Device Software EOX

(Optional) You can export these device EoL details in PDF and CSV format for each device and for all devices collectively.

View Field Notices for Device

You can run a report to determine if any Cisco devices that are managed and have completed a full inventory
collection have any field notices. Field Notices are notifications that are published for significant issues, other
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than security vulnerability-related issues, that directly involve Cisco products and typically require an upgrade,
workaround, or other customer action.

Step 1 Choose Reports > PSIRT and EoX.

Step 2 Click Schedule Job. A job is created in which Device PSIRT, Device Hardware EOX, Device Software EOX, and Field
Note information is gathered and reported. You do not create separate jobs on each of the tabs.

Step 3 Click the Field Notice tab to view field notice information.

Step 4 Click on the hyperlink in the Field Notice Name column to view more information on cisco.com.
Step 5 (Optional) You can export the device field notice details in PDF and CSV format for each device and for all devices
collectively.
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PART III

Visualize the Network

* Visualize the Network Topology, on page 145
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CHAPTER 7

Visualize the Network Topology

This chapter provides the following topics:

* Network Topology Overview, on page 145

* View Detailed Tables of Alarms, Network Interfaces, Circuits/VCs, and Links from a Network Topology
Map, on page 147

* Determine What is Displayed in the Topology Map, on page 149

* Get More Information About Devices, on page 154

*» Get More Information About Links, on page 154

 Show Bandwidth Utilization for Links on the Map, on page 159

* View Fault Information for Devices and Links, on page 162

* Change the Layout of a Network Topology Map, on page 162

» Add a Background Image to the Network Topology, on page 164

* Visualize and Trace Circuits/VCs, on page 164

» Show Clock Synchronization Networks on a Network Topology Map, on page 165

» Show Routing Networks on a Network Topology Map, on page 166

* Save the Topology Map as an Image File, on page 167

* View Your Network on a Geographical Map (Geo Map), on page 168

Network Topology Overview

The Network Topology window presents a graphical, topological map view of devices, the links between
them, and the active alarms on elements in the map. It also enables you to visualize circuits/VCs within the
displayed topology map. In addition, the Network Topology window provides access to map element tools
and functions, and allows you to drill-down to get detailed information about map elements.

The Network Topology window is accessed from the left sidebar (Maps > Topology > Network Topology).
The content of the Network Topology window is determined by the device group you have selected. To select
a device group, click the Device Groups button from the toolbar, then use the Device Groups panel to select
a group. (From the Device Groups panel you can access the central device grouping functionality to create
new groups, add devices to groups, and so on. See Create Groups of Devices for Easier Management and
Configuration, on page 53 for more information. )
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. Network Topology Overview
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* Alarm Summary, Circuits/VCs, and Links (left pane)— Provides information relevant to the devices and
topology shown in the map.

* Alarm Summary tab—Shows all the current alarms for the selected group, categorized by alarm
severity. In addition to a table showing the number of alarms for each alarm severity, the Alarm
Summary tab provides a graphical pie chart view of the current alarms, which is color-coded based
on alarm severity. This enables you to see, at a glance, the distribution of alarm severities and the
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number of alarms of each severity. In both the table and the pie chart you can drill down to see a
table listing the actual alarms of that severity. To see all the alarms for the selected device group,
click the Alarms Table link at the bottom of the Alarm Summary tab.

* Circuits/VCs tab—Lists the circuits/VCs relevant to the devices in the selected group, and indicates
the primary state of each circuit/VC. The primary state reflects the most serious current state of the
circuit, as derived from the provisioning, serviceability, discovery, and alarm states. See Circuit or
VC States, on page 496. By default, the circuits/VCs are sorted by primary state, from most to least
severe. Note that:

* Selecting a circuit/VC in the list displays a visual representation of the circuit/VC in the topology
map.

* Clicking the Circuits/VCs link at the bottom of the tab launches a separate window with a table
of circuits/VCs providing more details for each circuit/VC.

* Clicking the Network Interfaces link at the bottom of the tab launches a table listing the
interfaces that have been configured for participation in circuits/VCs, such as UNIs and ENNIs.

* Clicking the appropriate toolbar icon allows you to peform actions such as creating a new
circuit or running an ITU-T Y.1564 test on the selected circuit.

* Links tab—Lists the links relevant to the selected device group and shows the highest severity alarm
on the link. Selecting a link in the table highlights the link in the topology map. Clicking the Links
Table link at the bottom of the tab launches a separate window with a table of links.

* Topology map (right pane)—Displays the topology of the selected device group in graphical form. It
displays the group’s devices and sub-groups (if any) and the links between them (Physical, Ethernet, and
technology-specific links). It also displays the active alarms on the devices or links so that you can easily
identify problems in the network. You can drill down from the topology map to detailed information
about a device or link in order to troubleshoot problems. The topology map can be customized, filtered,
and manipulated to show exactly the information you need.

You can toggle between the network topology map and the geographical map using the toggle buttons
in the top right corner of the map.

View Detailed Tables of Alarms, Network Interfaces,
Circuits/VCs, and Links from a Network Topology Map

From the Network Topology window, you can access extended tables that list and provide more information
about the alarms, network interfaces, circuits/VCs and links in the selected device group. These extended
tables open in a separate browser window.

The tables accessed from the Network Topology window contain information for the selected device group
only. You can access a full list of all alarms/circuits/deleted circuits/network interfaces/links in the system
by selecting Inventory > Other and then selecting the required table (links, network interfaces, and so on).

To open the extended details tables, click the Detach icon in the top right corner of the tab or click on the
hyperlink at the bottom of a specific tab, for example, click on the Alarms Table link at the bottom of the
Alarms tab.
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The window displaying the extended tables has these tabs: Alarms, Circuits/VCs, Deleted Circuits/VCs,

Network Interfaces, and Links.
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Be aware of the following when working with the extended tables:
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* When the extended tables window is open, the left pane of the Network Topology window is disabled.
When you close the extended tables window, the tabs in the left pane of the Network Topology window

become fully functional again.

* There is synchronization between the extended tables and the corresponding tabs in the Network Topology
window. For example, if you select a circuit/VC in the extended Circuits/VCs table, that circuit will also
be selected in the Circuits/VCs tab in the Network Topology window and the circuit/VC overlay will be
shown in the topology map. Conversely, if you select a circuit/VC in the Network Topology window
and then open the extended table, the same circuit/VC will be selected in the extended table.

* Alarms and circuits/VCs in both the Network Topology window and in the extended tables are refreshed
based on the user preference settings. See Set Up Your Alarm and Event Display Preferences, on page

205 and Customize the Alarm Summary, on page 207.

* Click the Export icon at the top right of the table to export the data from the table to a file (either PDF
or CSV format). Export is available for alarms, circuits/VCs and network interfaces.

N

Note Ifthe table contains more than 1000 rows, you will not be able to export the data.

* Click the i icon next to the Provisioning column in the Circuits/VCs and Deleted Circuits/VCs tabs to
view the details of configuration, configuration errors, rollback configuration, and rollback configuration
errors for each device participating in the circuit/VC. The i icon is available for all provisioning states,

except None.
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Filter Data in the Detailed Tables

You can also filter the data to find specific alarms, circuits/VCs, network interfaces, or links using a quick
filter or an advanced filter from the Show drop-down list. The quick filter narrows the content that is displayed
in a column according to the text you enter above the column. The advanced filter allows you to narrow down
the data in a table by applying a filter using multiple operators such as Does not contain, Does not equal, Ends
with, Is empty, and so on. You can also create a user defined filter which, if saved, will be added to the Show
drop-down menu.

To create and save a user defined filter:

Step 1 From the Show drop-down list above the extended tables of alarms, circuits/VCs, network interfaces, and links, choose
Advanced Filter.

Step 2 In the Advanced Filter data popup window, enter the advanced filter criteria, and then click Save As.

Step 3 In the Save Filter dialog box, enter a name for your filter and click Save.

To edit or remove a user defined filter, choose Manage User Defined Filters from the Show drop-down list.

Determine What is Displayed in the Topology Map

* Choose Device Group to Display in the Network Topology Map, on page 149

* View the Contents of a Sub-Group in the Topology Map, on page 150

* Manually Add Links to the Topology Map, on page 151

* Change Which Link and Device Types are Shown in the Network Topology Map, on page 152
» Show/Hide Alarms and Labels in the Topology Map, on page 153

* [solate Specific Sections of a Large Topology Map, on page 153

Choose Device Group to Display in the Network Topology Map

The topology map enables you to visualize the topology of a selected device group, which might cover a
specific network segment, a customer network, or any other combination of network elements. To determine
what is displayed in the topology map, you must click on the Device Groups button in the left pane and select
a device group. Since grouping is hierarchical, a group might be a “parent group,” meaning that it contains
sub-groups. If the selected group contains sub-groups, icons representing the sub-groups are shown in the
topology map and these can be expanded to display the devices within them.

After you have displayed the required group in the topology map, you can access additional information about
any device or link. See Get More Information About Devicesand Get More Information About Links

The topology map only displays devices for which the logged in user has access privileges, based on the
virtual domains to which the user has been assigned.

\}

Note If you encounter topology issues, such as topology components not rendering as expected or component data
not being displaying on the map, we recommend that you clear your browser cache and try again.
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To display network elements in the topology map:

Step 1 Choose Maps > Topology Maps > Network Topology.

Step 2 Click on the Device Groups button in the left pane to open the Device Groups panel.

Step 3 Click on the device group you want to display in the topology map. The selected device group is displayed above the
topology map.

Step 4 Customize the topology map as required by showing specific device/link types, adding manual links, and so on. See the

following topics for more information:
* Change Which Link and Device Types are Shown in the Network Topology Map, on page 152
» Manually Add Links to the Topology Map, on page 151

* Change the Layout of a Network Topology Map, on page 162

View the Contents of a Sub-Group in the Topology Map

You can expand a sub-group to show its contents within the current context or you can drill down to see the
contents of the sub-group independently of the current map context.

\)

Note When expanding sub-groups, be aware that if a device belongs to more than one group, the device will appear
in one of the expanded groups only. It will not appear in all of the groups to which it belongs. If your setup
has devices that belong to multiple groups, rather view the groups individually in the topology map by selecting
them in the Device Groups pane. This will ensure that you will always see all the devices that belong to a
specific group.

To view the contents of a sub-group:

Step 1 Click on a sub-group in the topology map.
Step 2 In the displayed popup, click one of the following:

* Drill down group—Displays the sub-group on its own in the topology map, meaning that the currently displayed
group is replaced with the selected sub-group. Note that the sub-group name is selected in the Device Groups pane.

Note You can double-click on the sub-group to quickly drill down into the group.

» Expand group—Adds the contents of the sub-group to the current topology map display.

In the figure below, the IL group is expanded.
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Manually Add Devices and Networks to the Topology Map

You can display devices and networks that are not managed by the system on the topology map and on the
geo map by adding them manually.

Step 1 In the topology toolbar, choose Create > Create Unmanaged Device or Create > Create Unmanaged Network.
Step 2 Click on the map to add the device/network to the map.

Step 3 Click on the newly-added device/network in the map. From the displayed panel, you can add the device/network to a
group, rename the device/network, or delete the device/network.

After you have added a device or network to the topology map, it will also be available in the geo map. The unmanaged
device will appear in the list of unmapped devices and you can set its location. See Place Unmapped Devices on the Geo
Map, on page 171.

Manually Add Links to the Topology Map

If you know that two devices are connected but Cisco EPN Manager cannot discover the link and show it on
the map, you can add the link manually. After you add this link, it will be shown by default whenever the
relevant group is shown on the map. You can add the following types of manual links:

» Unmanaged links: For visualization purposes only. If you know that two devices are connected but you
do not need full management of the link between them, you can add an unmanaged link to the map. The
link will appear as a grey dashed line.

* Managed links: When you add a managed link, it is saved to the database and is included in all links
tables. It is shown on the map as a solid line, the same as all other managed links. Cisco EPN Manager
retrieves the link status from the managed device interfaces to which it is connected. The discovery status
of a manually added managed link will be "Pre-provisioned." This indicates that it was not discovered
by the system.

Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide .



Visualize the Network |

[l Dpelete a Manually Added Link

Step 1
Step 2
Step 3

To manually add a link between two devices:

In the topology toolbar, choose Create > Create Unmanaged Link or Create > Create Managed Link.
Click and hold down the mouse on the first device in the topology map and drag it to the second device.

In the Interface Details dialog, select the source interface on the first device and the target interface on the second device
from the drop-down lists of available interfaces, and click OK.

The link between the two selected devices will be displayed on the map.

Delete a Manually Added Link

Step 1
Step 2
Step 3

Links that were added manually to the map can be deleted from the system.
* Manually added managed links are deleted from the Links table, as described in the procedure below.

» Manually added unmanaged links are deleted by clicking on the link in the map and then clicking Delete
in the Link panel.

To delete a manually added managed link:

In the left sidebar, choose Inventory > Other > Links.
Filter the Status column of the Links table to show Pre-provisioned links and select the required link.
Click the Delete icon to delete the link. The Delete icon is only enabled for manually added links.

Change Which Link and Device Types are Shown in the Network Topology

Map

Step 1
Step 2
Step 3
Step 4

You can choose to display only certain types of links or devices in the network topology map. Click the Show
button and select Links or Device Families to see a full list of link and device types and select the ones you
want to display.

\}

Note Link/device type filters are disabled when you select a specific circuit/VC to display on the map.

In the left sidebar, choose Maps > Topology Maps > Network Topology.
Click on the Device Groups button and select the required device group.
Click Show in the topology toolbar and choose Links or Device Families.
In the Links dialog:
* Select the types of links you want displayed in the topology map, for example, physical layer links, Ethernet layer

links, and so on. The Links dialog only shows link types that exist in your network. If a link type exists in your
network but not in the selected device group, it will be disabled.
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« If you want to differentiate aggregated links from single links, select the Display Aggregated Links as check box.

* You can enable bandwidth utilization visualization on links that support this feature. See Show Bandwidth Utilization
for Links on the Map, on page 159 for more information.

* Click OK. The topology map will reflect your selections. Only the link types you selected will be displayed.

Step 5 In the Devices dialog:

* Select the device types you want displayed in the topology map, for example, routers, switches and hubs, optical
networking, and so on. The Devices dialog only shows device types that exist in your network. If a device type exists
in your network but not in the selected device group, it will be disabled.

* Click OK. The topology map will reflect your selections. Only the device types you selected will be displayed.

Note If you have selected to display optical networks on the map, by default you will see the devices that serve as
optical line amplifiers (if any). Deselect the Display Optical Line Amplifier check box under Device Functions
if you do not want these optical line amplifier devices to be displayed on the map.

Show/Hide Alarms and Labels in the Topology Map

You can choose to hide the device name labels and you can hide alarms altogether or you can display alarms
of specific severities only.

Step 1 In the left sidebar, choose Maps > Topology Maps > Network Topology.
Step 2 Click the Show button in the topology toolbar.
Step 3 Select the items you want displayed in the topology map:

» Labels—Labels associated with devices, such as device names.

* Faults—Deselect the check box to hide fault information altogether. Select the check box to show all alarms or use
the slider to show only faults of a certain severity or higher.

Step 4 Close the Show dialog. Your selections are applied to the topology map.

Isolate Specific Sections of a Large Topology Map

In cases where a topology map is displaying thousands of devices, you might want to focus on specific devices
or sets of devices. The Overview pane shows you the entire topology map in miniature and lets you select the
area you want to display in the large topology map. It also provides an at-a-glance view of the alarm status
of the elements in the topology map.

Step 1 Click the Overview icon in the topology toolbar. The Overview pane appears in the at the bottom right of the topology
map and displays the following:

* Dot—indicates any network element. The color of the dot indicates the severity of alarms associated with the network
element.
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Step 2
Step 3

* Line—indicates a link. The color of the line indicates the severity of the associated alarm.

* Blue rectangle—indicates the selection area. The area within the rectangle is displayed in the map pane. Handles
on the corners enable you to resize the selection area.

* Pan mode cursor—cursor displayed within the selection area. Use this cursor to move the selection area, and thereby
view different elements in the map pane.

» Zoom mode cursor—displayed outside the selection area. Use this cursor to define a new selection area or to zoom
in on an existing selection area.

Draw a rectangle by dragging the mouse over the area you want to see in the topology map.

Click the x” in the upper right corner to close the Overview pane.

Get More Information About Devices

Step 1

Step 2

From the topology map, you can drill down to get more information about a device.

Click on the required device in the topology map. A popup appears showing basic device information and alarm information
for the device.

Click View 360 to access the Device 360 view for detailed information about the device.

For more information, see, Get Basic Device Information: Device 360 View, on page 61.

Get More Information About Links

Cisco EPN Manager provides a variety of ways that you can view links and get more details about them:

To view link information for: See the procedures in:

A specific link Get a Quick Look at a Specific Link: Link 360 View, on page 154

A specific link in a topology map View a Specific Link in the Topology Map, on page 157

A group in a topology map View a Device Group's Links in a Network Topology Map, on page
157
All of Cisco EPN Manager View Link Tables , on page 158

Get a Quick Look at a Specific Link: Link 360 View

The Link 360 view gives you a quick look at the configuration and status of a device's links. Each Link 360
view provides information about the A- and Z-sides of the link (type, direction, capacity, and so forth).
Depending on the link and device type, it also provides a wide range of metrics, such as power level, span
loss, and bit errors.
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You can launch the Link 360 view by clicking the "i" next to a link name in any of the link tables. This includes
the tables that are opened by clicking Links Table in a topology map, or by choosing Inventory > Other >

Links.

The Link 360 view provides general link and performance information at the top of the view, and more detailed
link information in tabs in the lower part of the view.

Information Provided
in Link 360 View

Description

General information

The link name, serviceability status, highest severity alarm, type, direction, capacity,
and utilization. Definitions of link serviceability states are provided in Link
Serviceability States, on page 155.

If the link you are viewing is an OTS or OTU link, you can click the Utilization
field's i (information) icon to open the Used Wavelengths pop-up window, which
lists the optical channels configured on the link and the circuits that are currently
using those channels.

Performance data

Graphs or charts reflecting various aspects of link performance.

Alarms

Current alarms for the link, including their severity, status, the time they were
generated, the source of the alarm, and the alarm's ID. Also provides a launch point
for the Alarm Browser.

Links

(LAGs only) Status, name, and IP address for the A-side and Z-side port in the Link
Aggregation Group.

Endpoints

Devices and interfaces that serve as endpoints for the link. Provides a launch point
for the Interface 360 view. For optical devices, this tab also displays the latest
recorded power values for transmitted and received signals.

Note Power values are not normally displayed for manual links. However, if
you open the Link 360 view for a manual LMP or OTS link between a
Cisco NCS 1000 and 2000 device, the view displays the power values
for both endpoints.

Circuit/VCs

(For a circuit/VC that traverses the link) Circuit/VC name, type, customer, status,
and creation date. Also provides a launch point for the Circuit/VC 360 view.

SRRGs

Lists the Shared Risk Resource Groups (SRRGs) assigned to the link or to the link
endpoint devices. For each listed SRRG, you can see whether it is the default SRRG
on the link/device or if it has been assigned to the link/device. For more information
about SRRGs, see View and Manage Shared Risk Resource Groups (SRRG) in the
Geo Map.

Link Serviceability States

Serviceability | Icon
State

Description

Admin Down m

Link was purposefully shut down by the administrator.
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Down o Link is down (but it should not be).

Up Link is up and traffic is passing through the link.

Auto Up (1] Link is up because it detected a signal (this state is only supported by optical
devices).

Unavailable Link is not discovered yet or its status is unavailable.

Partial Link has a mismatch between requests, resources, or resource states.
Examples:

* Link is processing a request to activate some service resources and
deactivate others.

« Link has some active and some deactivated resources.
* Some link resources are up and others are down.

* The state for one of the link's resources is not known.

Compare Link Information and Status

Step 1

Step 2

Step 3

Step 4

Step 5

From the Comparison View, you can perform a side-by-side comparison of multiple links, viewing information
such as raised alarms and the status of associated endpoints, circuits, and VCs. To compare links, do the
following:

For each link you want to compare:

a) Open its Link 360 view, as described in Get a Quick Look at a Specific Link: Link 360 View.
b) Choose Actions > Add to Compare.

The link you selected is displayed at the bottom of the page. You can select a maximum of 4 links.

Click Compare.

The Comparison View opens.

From the drop-down list at the top of the view, specify whether the view will show all available information or just the
information that is unique to each link.

Click Comparison View, check the check box for the categories you want the view to display, and then click Save.

By default, all of the categories are already selected.
Scroll down the page to view the information provided for each category you selected.

Note the following:

* The Comparison View only displays information for two links at a time. If you selected more than two, you will
need to toggle to the links that are not currently displayed.

* To reorder the links you have selected, click Rearrange.

* Each link’s Actions menu is identical to the one provided in its Link 360 view. If you select an option, the
corresponding page opens.
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* You can minimize and maximize the categories displayed, as needed.

* The Comparison View is also available for circuits and VCs, devices, and interfaces. Whenever you select any of

these elements from their respective 360 view for comparison, they are displayed in the corresponding tab. This
allows you to switch between element types, as needed.

* When you are done comparing links, click Back at the top of the view and then click Clear All at bottom of the
page. If tabs for other element types are still displayed, you will need to clear them as well.

View a Specific Link in the Topology Map

You can select a specific link from the following pages and view the link in the topology map:

 Launch the Link 360 view, and then choose Actions > Show in Topology. For information about how
to launch the Link 360 view, see Get a Quick Look at a Specific Link: Link 360 View, on page 154.

* From the links table, select a specific link, and then choose Actions > Show in Topology. You can access

the links table by clicking the Links Table hyperlink under the Links tab in the topology map, or by
choosing Inventory > Other > Links.

View a Device Group's Links in a Network Topology Map

Cisco EPN Manager uses the following conventions to represent links in the topology map:
* A solid line represents any type of discovered link between two elements in the topology map.
* A dotted line represents an unmanaged link that was manually drawn in the topology.
* (If enabled in the Show > Links menu) A dot-dash line represents an aggregated link.

« If there is a critical alarm on a link, the link will be colored red and the alarm icon will be displayed on
the link.

* If an existing link is down and there is no critical alarm on the link, the link will be colored grey and a
"?" icon will be displayed on the link. After 6 hours, the link will be removed automatically from the

map but it can be deleted manually from the Links table or from the Link details view before that time
if necessary.

If an alarm severity badge is displayed on a link, it represents the most severe alarm that is affecting the link.
For aggregated links, it represents the most severe alarm affecting any of the links in the aggregation.

To get more information about links in a topology map:

* Hover over the link with your mouse to display a panel that provides "at-a-glance" useful information
about that link, such as the most severe alarms, or bandwidth utilization information for the link, if

available. If there are no alarms on the link and there is no bandwidth utilization information, this panel
will not be displayed.

* Click on a link to display a popup window with link information, including link type, the link's A- and

Z-side devices and interfaces, and link utilization. For aggregated links, the popup window lists all the
underlying links, as in the following example:
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[l view Link Tables

| Link Details

ASRO03-AGN-1.cisco - ASRIDI-PANG [
Type Aggregated (2)

Alarm Name Type A End Device A End Interfac: A End Utilization Z End Device Z End Interfaci
) (v » LDP 888 _ (/] LDP ASRA03- i) [ ASRR0.. [ ASRO03-P, i) [ ASRS0
0 B PLINKPW ... (i] Pseu.. ASRI03-... i EFWEE. . ASRBO03-P... (i) EPWI16._..

View Link Tables

Cisco EPN Manager provides a table that lists all of the links that it is managing. This provides a quick way
to locate all links of a specific type or with a name that shares a common string. You can also identify links
that have severe alarms, and launch Interface 360 views for view the affected sides.

The table also provides a quick look at link utilization and capacity.

In addition, you can open a table showing links for the current group being displayed in the topology map.
This table provides the same information and actions as the table of all links in the system.

Step 1 To display link tables:

* For all links: In the left sidebar, choose Inventory > Other > Links.

* For a selected device group's links: In the left pane of the topology map window, select the Links tab, then click the
Detach icon in the top right corner or click the Links Table hyperlink at the bottom of the tab. The Links table is
displayed in a separate window.

Step 2 From here you can do the following:

» Find specific types of links—for example, Physical, Pseudowire, LAG, ODU, and so forth. Place your mouse cursor
in the Type field and select the link type from the drop-down list. You can also find Manual Links in this manner.

* Find links by name by entering text in the Link Name text box. You can also enter a partial string (for example,
3.33.3).

* Find links with severe alarms by clicking in the Severity text box to display a severity drop-down list, then choosing
a severity. You can perform this same procedure from the A-side or Z-side. The table will indicate which side of
the link has the more severe alarm, and you can launch an Interface 360 view for both sides.

* See the operational and discovery status of links in the Status column. Links can have an operational status of Up
or Down. The discovery status can be one of the following:

* Pre-provisioned: Managed links that were created manually by a user and were not discovered by the system.
These links can be deleted from the system and from the map. Select the link and click the Delete icon.

* Pre-provisioned-Incomplete: Manually created links that could not be fully discovered.

* Discovered-Incomplete: Links that could not be fully discovered. These partially discovered links are not shown
on the topology map.
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» Unknown: Existing links that are down and therefore can no longer be discovered. These links remain on the
topology map for 6 hours but they are colored grey and are identified by an "?" icon on the link. Links with
Unknown status can be deleted by selecting the link in the table and clicking the Delete button.

* See bandwidth utilization for optical (OTS, OTN, ODU), packet (physical, LAG), and cable (L2TP) links. The
Utilization column for each side of the link shows the actual usage data (for example, number of channels for OTS
links), the percentage of total capacity used, and the default time period for which utilization is calculated (1 hour).
The Capacity column shows the total bandwidth capacity of the link.

Note To show utilization for packet and cable links, an Interface Health monitoring policy must be created and
enabled on the relevant devices. See Set Up Basic Interface Monitoring, on page 186 for more information.
Type AEnd ... A End A End Utilization ZEnd ... Z End Z End Utilization
Physical €3 Critical  GigabitEth (5 0% (1.2800899&-7 Gbps) 1h 04 Clea...  GigabitEth_._(; 0% (3.83127948-7 Gbp:
Physical [ clea.  GigabitEth (7 0% (1.574779e-7 Gbps) 1h AcClea  GigabitEth..(j 0% (4.6376682e-7 Ghp:
Physical A clea. . TenGigabi... 0% (0.000044290136 Gbps) 1 B Clea...  TenGigabi... (; 0% (000003338692 Gi
Physical [l clea.  TenGigabi. (7 | 0% (0.000071106515 Gbps) 1 [l clea..  TenGigabi... 0% (0.00007004112 Gb
Physical A clea. . GigabitEth...(; 0% (3.2127232e-8 Gbps) 1h o Clea...  GigabitEth...(, 0% (0.0000010210271
Physical [l clea.  GigabitEth (7 0% (6.6194192-8 Gbps) 1h AcClea  GigabitEth..(j 0% (1.96934688-7 Ghp:
Physical A clea. . TenGigabi... 0.03% (0.002898862 Gbps) 1t Bl Clea...  TenGigabi... (; 0.03% (0.0028905713 (
Physical [l clea.  GigabitEth (7 0.05% (0.00047108906 Gbps) [0 Clea.  GigabitEth...( 3.01% (0.08006172 Gby
Physical A clea. . GigabitEth...(; 0% (8.722008e-8 Gbps) 1h o Clea...  GigabitEth...(, 0% (5.596751e-8 Gbps,
Physical [l clea.  GigabitEth (7 0% (8.718443e-8 Gbps) 1h AcClea  GigabitEth..(j 0% (5.419498e-8 Gbps!
Physical A clea. . TenGigabi... | 1.25% (0.12529424 Gbps) 1h B Clea...  TenGigabi... (; 1.09% (0.109484255 Gl
Physical [l clea.  GigabitEth (7 0.03% (0.00029982472 Gbps) 4 Clea. . GigabitEth...( 26.59% (D.2668724 Gb
Physical A clea. . TenGigabi... 0.03% (00028978328 Gbps) © Bl clea.  TenGigabi... ( 0.03% (0.0028960628 (
LAG S Clea.  ASR-OK-.. | 17.35% (0.34694874 Gbps) 1t [ clea..  ASR920_. 0.04% (000077091146
Physical A clea. . TenGigabi... | 1.1% (0.109563656 Gbps) 1h B Clea...  TenGigabi... (; 1.24% (0.1243847 Gbp

* Depending on the link type, perform an action by choosing a link and making a selection from the Actions drop-down
menu. (For example, for OTS links, you can run an OTDR Scan).

* View a specific link on the topology map by clicking Actions > Network Topology.

Show Bandwidth Utilization for Links on the Map

In the topology map and in the geo map, you can enable visualization of the bandwidth utilization for optical
links (OTS, OTN, and ODU), packet links (physical and LAG), and cable links (L2TP) over which circuits
are provisioned. In this way, you can easily identify when a link is over-utilized or approaching over-utilization.
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. Show Bandwidth Utilization for Links on the Map

Step 1
Step 2
Step 3
Step 4

Step 5

Visualize the Network |

Bandwidth utilization is supported for one link type at a time. Click on the Utilization button in the top right
corner of the topology map or the geo map to enable/disable visualization of bandwidth utilization and to
select the link type to be displayed.

Note To show utilization for packet and cable links, an Interface Health monitoring policy must be created and
enabled on the relevant devices. See Set Up Basic Interface Monitoring, on page 186 for more information.

When bandwidth utilization is enabled for a specific link type:

* A thicker link is shown in the map and is colored based on the percentage of total bandwidth currently
being used by provisioned circuits on the link. Click the "i" icon in the Utilization panel at the top right
of the map to see the color representations for the bandwidth utilization. The thresholds for bandwidth
utilization coloring can be set up in Administration > Settings > System Settings > Maps > Bandwidth
Utilization. See Define Color Thresholds for Link Bandwidth Utilization

» Bandwidth utilization data is provided in all link-related views, for example, the Link panel that is
displayed when you click on a link, Links tables, the Link 360, and so on.

Bandwidth utilization is calculated as follows:

* For OTS links, bandwidth utilization is calculated in terms of the number of 50Ghz ITU grid channels
currently being used. Click on the i icon in the Utilization column to see details of exactly which channels
are being used and which circuits are using the channels.

e For OTN and ODU links, bandwidth utilization is calculated based on the number of ODUO timeslots
reserved and is represented in gigabits per second.

* For physical and LAG links, bandwidth utilization is calculated from the input and output data rate of
the link interfaces. For these link types you can define whether you want to see the average utilization
or the peak utilization. You can also specify the time period for which you want to show utilization data
- 15 minutes, 1 hour, 6 hours, or 1 day.

* For cable L2TP links,

To enable visualization of bandwidth utilization:

Open the topology map.
Click the Device Groups button in the toolbar and select the required device group.
In the top right corner of the topology map, click the Utilization button.

In the displayed Links dialog, select the Bandwidth Utilization check box and select the required link type. Note that
bandwidth utilization will be disabled if there are no supported link types in the map for the selected device group.

Click OK.

In the topology map, the links of the selected type will appear thicker and will be colored based on the
bandwidth utilization of the link.
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Define Color Thresholds for Link Bandwidth Utilization

Step 1
Step 2
Step 3

When bandwidth utilization visualization is enabled, links in the map are colored based on the percentage of
total bandwidth currently utilized on the link. See Show Bandwidth Utilization for Links on the Map, on page
159. Default thresholds are defined by the system, however, you can define your own thresholds to determine
how bandwidth utilization will be reflected on the links.

To define color thresholds:

Select Administration > Settings > System Settings > Maps > Bandwidth Utilization.
Select the type of link for which you are defining thresholds.

In the Link Coloring Thresholds area, define the criteria for coloring the links. Each row defines a color and the bandwidth
percentage range that the color will represent. The default thresholds are: Green - 0-25%, Yellow - 26-50%, Orange -
51-75%, and Red - 76-100%. You can edit each row and/or you can add or delete rows using the plus and minus buttons.

Note the following:

» A maximum of 10 thresholds can be defined.
* The first threshold must start from zero and the last threshold must end with 100.

* The thresholds must be sequential, meaning that each row's range must follow on from the previous row's range.
For example, if the range in row 1 is 0-25%, row 2's range must start with 26%.
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Step 4 Click Save.

If you enable bandwidth utilization visualization in your map, the links will be colored according to these
thresholds.

View Fault Information for Devices and Links

If a device or link has an alarm associated with it, an alarm badge is displayed on the device icon or on the
link in the topology map. The color of the alarm badge corresponds with the alarm severity—minor (yellow),
major (orange), or critical (red)}—and matches the alarms displayed in the Alarm Browser.

For groups, the alarm badge represents the most severe alarm that is currently active for any of the group
members.

Link-related alarms, such as Link Down, generate an alarm badge on the relevant link in the topology map.
After the link up alarm is received, the link alarms and corresponding badges are cleared.

See Alarm Severity Icons, on page 209 for more information.

Change the Layout of a Network Topology Map

When you first open the topology map, it is displayed according to the default global layout. The global layout
can be changed by users with network topology "edit" privileges. Any changes you make in the map are
maintained for the current browser session only, meaning that when you next open the map, the global layout
will be applied. If you want your own map layout to be preserved for future sessions, you can save your layout.
Your saved layout overrides the global layout.

Click the Layout icon in the topology toolbar to access the layout options.
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Save

* A checkmark indicates which layout is currently being used. For example, a checkmark next to "Load"
under Global Layout indicates that the global layout is currently being used.

* If you move devices around in the map and you want to save the new layout as the global layout for all
users, click Save under Global Layout. This option is only available for users with network topology
"edit" privileges.

* If you move devices around in the map and you want to save your own layout for the next browser
session, click Save under User Layout.

» If the global layout is being used and you want to use your own saved layout, click Load under User
Layout.

You can specify how the devices and other network elements (such as labels, nodes, and the connections

between them) are arranged in the topology map by dragging them to the required position in the map or by
selecting one of the predefined options:

» Symmetrical (default)}—Maintains the symmetry that is inherent in the topology. This ensures that adjacent
nodes are closer to each other and prevents node overlapping.

* Circular—Arranges the network elements in a circular style highlighting the clusters inherent in the
network topology.
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* Hierarchical—Ensures that the dependencies on the relationships and flows between elements are
maintained.

* Incremental-—Maintains the relative positions of specific elements while adjusting the positions of newly
added elements. Use this layout to re-render nodes/links and to clean up overlaps.

Add a Background Image to the Network Topology

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

A background image can be applied to the topology map for any selected group. This is useful if, for example,
you want to group your network according to geographic location. A sub-group can have a different image
from its parent group. For example, you could apply a country map to one group and state maps to its
sub-groups. Background images are saved per group and per user.

When a background image is applied, zoom functionality is supported and devices maintain their location on
the image as you zoom in and zoom out.

The system provides some predefined images that you can select as background images. Alternatively, you
can use your own custom background images.

Before you begin
When adding a custom background image, follow these guidelines:

* The background image file must reside on the server in a directory that is covered by high availability
(HA), meaning that it will be moved to the secondary server in the case of primary server failure.

* Images should be in .png or .jpg format (.png is recommended).
* The file size should be as small as possible because the time taken to render the map is directly proportional
to the size of the image.

In the left sidebar, choose Maps > Topology Maps > Network Topology.

In the Network Topology window, click the Add Background Image icon in the topology toolbar. The Manage Group
Background Image dialog opens.

Choose the required group from the Select Group drop-down list.
Choose Predefined or Custom Image from the Background Image drop-down list.

For a custom image, click Select Image , navigate to the image file and double-click it. For a predefined image, select
one of the displayed images.

Click Apply.
In the topology map, arrange the devices as required (devices are arranged randomly on the map).

Save the new layout by choosing Layout > Save Current Layout.

Visualize and Trace Circuits/VCs

When working with circuits/VCs, it is very useful to see how a circuit/VC is deployed within the existing
network topology. Cisco EPN Manager overlays the circuit/VC on an existing topology map, clearly indicating
the endpoints and midpoints of the circuit/VC, the role of the endpoint (where relevant), and relevant fault
information for the circuit/VC. If the selected group does not contain all the devices participating in the
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circuit/VC, a popup is displayed asking if you want to switch groups to show the full overlay. See View and
Manage Discovered/Provisioned Circuits/VCs, on page 495 for more information.

Display Routes of a Circuit

For optical and CEM circuits, you can display routes associated with a specific circuit.

To do this use the Routes drop-down menu in the topology toolbar. The Routes menu calculates the routes
from the links within a service. You can also see more data about the circuit routes. For example, the working
path is represented with a “W” label and the Protected path with a ‘P’ label on the links. See Display the Routes
Associated With a Circuit, on page 511.

Trace and Visualize the Full Route of a Circuit

You can do a full multi-layer trace of a circuit from the Network Topology window. See Trace and Visualize
the Full Route of Circuits/VCs, on page 544 for more information.

Show Clock Synchronization Networks on a Network Topology

Map

Step 1
Step 2
Step 3

Step 4

If Synchronous Ethernet (Sync-E) or Precision Time Protocol (PTP) clock synchronization is configured on
the devices in your network, you can visualize the clock synchronization network on the topology map.

* The Sync-E overlay shows the topology and hierarchy of the sync-E network, including the primary
clock and the primary and secondary clock inputs for each device. This allows the clock signal to be
traced from any Sync-E enabled device to the primary clock or from the primary clock to a Sync-E
enabled device.

» The PTP overlay shows the clock synchronization tree topology, the PTP hierarchy, and the clock role
of each device in the tree - master, boundary, slave, or transparent.

In the left sidebar, choose Maps > Topology Maps > Network Topology.
Click on the Device Groups button and select the required device group.

Click Show in the topology toolbar and choose Technology. Click the question mark icon for a description of what will
be displayed on the map for each technology.

Select the required technology and click OK.

The clock synchronization network is shown as an overlay over the existing network in the map. The legend at the bottom
right explains the notations used in the map for the selected technology.

Note If you select a different device group, the technology overlay will be removed.
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Show Routing Networks on a Network Topology Map

Routing protocols used in your network can be graphically represented as an overlay on the topology map.
Overlay of the following routing protocols is supported:

» OSPF:

» The OSPF overlay shows the different OSPF domains in the network and the links between them,
which are labeled as inter-area OSPF links. The overlay shows the OSPF area ID to which each
link belongs and the role of each router, for example, Area Border Router (ABR), Designated Router
(DR), and so on.

* OSPF overlay is supported on devices running [OS-XE (ASR 90x, ASR 920, and NCS 42xx devices)
as well as devices running IOS-XR (ASR 9000, NCS 4000 devices). OSPF overlay is also supported
on XR-XE cross-platform devices.

* BGP:

» The BGP overlay labels each device with the ID of the autonomous system to which it belongs and
shows the links within and between autonomous systems.

« If two connected routers belong to the same autonomous system, the link is an internal BGP link.
If they belong to different autonomous systems, the link is marked as an external link.

* Each unique autonomous system has a different color so that you can easily identify devices belonging
to the same AS.

* The overlay also marks the devices that serve as route reflectors or route clients.

* BGP overlay is supported on ASR 920, ASR 901, and ASR 901 10G devices.

« ISIS:

* The ISIS overlay shows the devices (Intermediate Systems - IS) running ISIS as the Interior Gateway
Protocol (IGP). Above these devices, you will see a notation that indicates the IS type, the area ID
which identifies the different ISIS domains, and an indication if the device is a Designated
Intermediate System (DIS). The notation shows the first 6 bytes of the NET address. Hovering over
the notation displays a tooltip containing the complete NET address and the process ID.

* The IS type can be L1 for intra-area routing, L2 for routing between areas, or L1L2 for both intra-
and inter-area routing.

* Each ISIS domain is represented in a different color.

* A notation on the links in the ISIS network indicates the ISIS adjacency. For aggregated links where
multiple adjacency types exist, multiple adjacency type notations will be shown on the link.

« ISIS overlay is supported on devices running IOS-XE (ASR 903, ASR 907, and NCS 42xx devices)
as well as devices running IOS-XR (ASR 9000, NCS 4000 devices).

A

Note DIS indication is presented on the device level and not in the context of a specific
IS level.
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Save the Topology Map as an Image File .

Following is an example of an ISIS overlay in the map:
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To show a technology overlay in the map:

In the left sidebar, choose Maps > Topology Maps > Network Topology.
Click on the Device Groups button and select the required device group.

Click Show in the topology toolbar and choose Links. Make sure that the map is showing the relevant types of link, for
example, ISIS links, BGP links. In addition, if Bandwidth Utilization is enabled, disable it.

Click Show in the topology toolbar and choose Technology. Click the question mark icon for a description of what will
be displayed on the map for each technology.

Select the required routing protocol and click OK.

The routing network is shown as an overlay over the existing network in the map. The legend at the bottom right explains
the notations used in the map for the selected technology.

Note If you select a different device group, the technology overlay will be removed.

Save the Topology Map as an Image File

You can save the entire topology map or selected objects from the topology map as an image file. This will
enable you to store copies of the topology map in a specific state which you can use as a point of reference
in the future when multiple changes are made to the topology.

To save the topology map as an image file:
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. View Your Network on a Geographical Map (Geo Map)

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Choose Maps > Topology Maps > Network Topology.

Click on the Device Groups button and select the required device group.

Make content and layout changes to the topology map as required.

Click the Save Image icon in the topology toolbar.

In the Save As Image dialog box, select the file type for the saved image.

Choose whether you want to save the entire topology or only the items currently selected in the topology map.
Choose a size setting for the image file.

Click OK. The image is saved in your local Temp folder.

View Your Network on a Geographical Map (Geo Map)

* Geo Map Overview, on page 168

* Geo Map Setup, on page 170

* Identify Which Devices are not Showing on the Geo Map (Unmapped Devices), on page 170
* Place Unmapped Devices on the Geo Map, on page 171

* Change the Location of a Device on the Geo Map, on page 171

* Change the Location of a Device in a Cluster, on page 172

* Remove a Device from the Geo Map, on page 172

* Identify Which Devices are not Showing on the Geo Map (Unmapped Devices), on page 170
* Search for a Device in the Geo Map, on page 173

* View Link Layers in the Geo Map, on page 174

Geo Map Overview

Step 1
Step 2

The geo map enables you to position your network devices on a world map and monitor them within their
geographical context. The displayed world map is either imported by accessing the map provider's site over
the Internet (online mode) or from locally installed map resources (offline mode).

N

Note When working with the geo map in online mode, a connection to the Internet is required from each client or
from the Cisco EPN Manager server if it is being used as a proxy.

The geo map is accessed via the topology map. To open the geo map:

In the left sidebar, select Maps > Topology Maps > Network Topology
Click on the Geographical Map toggle button in the top right corner of the map.

7o)
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About the geo map:

* You can switch back and forth between the topology map and the geo map using the toggle buttons in
the top right corner of the map.

* The geo map displays devices for which GPS coordinates have been defined. Devices that do not have
GPS coordinates do not appear on the geo map and are called “unmapped devices.” See Place Unmapped
Devices on the Geo Map, on page 171.

* You can click on a device in the geo map to see alarms, basic information, location coordinates and civic
location (if it has been defined for the device).

* For optical devices that support GPS location configuration (NCS 2000 devices), any change that is made
to the device's location in the geo map is synched with the device and vice versa (location changes made
on the device itself will be reflected in the geo map).

* GPS coordinates are shown in DMM format (degrees and decimal minutes) but users can define GPS
coordinates in DMM, DD (Decimal Degrees), or DMS (Degrees, Minutes, and Seconds) formats.

* If there are no devices on the geo map, the full world map is shown. If there are devices in a specific
area, only that area of the world will be shown. The geo map shows only the portion of the world map
that contains devices.

* As in the topology map, the geo map shows the devices in the selected device group. The device group
selection is synchronized between the topology map and the geo map such that if you change the selection
in one map, it will change in the other map as well.

* If there is a device group that has a defined geographical location within the selected device group it will
be represented in the geo map with a device group icon. If the device group does not have a geographical
location, its contained devices will be shown individually in the geo map. See Device Groups in the Geo
Map, on page 169 for more information.

* The geo map groups devices that are close to one another geographically in clusters, represented by a
cluster icon with a number indicating the number of devices in the cluster. Zoom in to see the individual
devices. See Identify the Members of a Cluster, on page 173.

* As in the topology map, you can show a circuit/VC in the geo map. However, when initiating provisioning
actions such as creating a circuit/VC or modifying a circuit/VC, the view will switch to the topology
map.

Device Groups in the Geo Map

In addition to individual devices, the geo map shows device groups that have a defined location, for example,
devices in a building at a specific address.

Take the following into consideration when viewing groups in the geo map:

* Only location-type device groups can be shown in the geo map, and they are only visible if they have a
defined geographical location. The location is defined in the device group properties. To create or edit
a location device group and define the geographical location of the group, go to Inventory > Group
Management > Network Device Groups. See Create Location Groups, on page 58 for more information.

» Group members inherit the location of the group.

* [f a group's location is the same as other devices/groups, it will be included in a cluster. The number
displayed on the cluster icon represents the total number of devices in the cluster (including devices
contained in groups).

* [fthere are alarms on any of the devices within a group, the highest severity alarm icon will be displayed
on the device group icon.
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* Click on the location group icon to see a panel containing information about the group, including its
name, GPS coordinates, and alarm information. If civic location information is defined for the group, it
will also be shown in this panel. Click on the Show Members link in the panel to show a list of the
devices and sub-groups that belong to the group. Alternatively, double-click on the location group icon
to achieve the same results.

« If a group member device is given a geographical location, the device will be shown on the geo map as
an individual device and alarms will be shown on the device itself, not on the group. It is preferable to
have all devices in a geographical location group inherit the GPS coordinates of the group in order to
retain the significance of the group's location.

Geo Map Setup

The system is set up by default to get the map tiles from a specific Mapbox URL through a direct Internet
connection from the client or via the EPN Manager server which acts as a proxy. If required, you can use a
different map tiles provider by providing a specific URL. Both of these options require an Internet connection.
If you do not have an Internet connection, you can install the map resources locally and specify that you want
the system to use the local map resources, which means that you are effectively working in offline mode.

The geo map setup can be managed in the System Settings. In the left navigation pane, select Administration >
Settings > System Settings > Maps > Network Topology.

In the Network Topology page, you can do the following:

* Enable/disable the geo map. By default, geo map is enabled, meaning that all clients will have the geo
map functionality. You can deselect the Enable geo map checkbox to disable the functionality.

* Identify the source for the map tiles (using an Internet connection). The default map tiles provider is
Mapbox. If you are working with another map tiles provider, you need to provide the URL for map tiles
access. Be sure to request the exact format of this URL from the map tiles provider. Select Custom in
the Map Provider dropdown list and enter the URL. Note that the geo map functionality has not been
tested with map tiles from providers other than Mapbox.

» Make the Cisco EPN Manager server a proxy for accessing the Internet to retrieve the map tiles. For
security reasons, you might not want direct Internet access from each client. If you enable the Via
management application proxy check box, Internet access to the map provider URL is via the Cisco
EPN Manager server, not directly via the clients.

* Specify that you want to display the geo map using installed map resources that do not require a connection
to the Internet. Select Installed Map Resources in the Map Provider dropdown list. Refer to the Cisco
Evolved Programmable Network Manager Installation Guide for instructions on how to install the map
resources.

Identify Which Devices are not Showing on the Geo Map (Unmapped Devices)

For any selected device group, only the devices that are defined with GPS coordinates will automatically be
shown on the geo map. When you switch to the geo map or when you select a different device group, a popup
message will indicate how many unmapped devices there are, meaning how many devices that do not have
coordinates and therefore do not appear on the map.

To identify which devices are not being shown on the geo map, click the Unmapped Devices button above
the map.
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Place Unmapped Devices on the Geo Map

You can either drag and drop unmapped devices onto the required location on the geo map or you can specify
the GPS coordinates to define the device’s location on the geo map.

GPS coordinates can be specified in any of the following formats:

* Degrees and decimal minutes (DMM): 41 24.2028, 2 10.4418
» Decimal degrees (DD): 41.40338, 2.17403
* Degrees, minutes, and seconds (DMS): 41°24'12.2""N 2°1026.5""E

)

Note When using DMS format, please use a double quotation mark ("") to indicate the seconds.

To place unmapped devices on the geo map:

Step 1 In the left sidebar, select Maps > Topology Maps > Network Topology

Step 2 Click on the Geographical Map toggle button in the top right corner of the map.
Step 3 Click the Unmapped Devices button above the map.

Step 4 In the Unmapped Devices panel on the right, either:

a) Drag and drop a device onto the map or select multiple devices and drag and drop them onto the map.
b) Select the device(s) you want to place on the map and click Set Location. In the displayed dialog, specify the GPS
coordinates, for example, Latitude 59.623325, Longitude-103.535156. Click Place Device.

Note If you select multiple devices, they will be consolidated into a cluster and placed on the same location on the
map. The cluster icon indicates how many devices the cluster contains.

Change the Location of a Device on the Geo Map

To move a device to a different location on the geo map, you need to open the Edit Location dialog and then
either drag the device to the required location on the map or set the coordinates manually. If the device is in
a cluster, you must open the cluster to view the devices and then change the location of the device.

GPS coordinates can be specified in any of the following formats:

* Degrees and decimal minutes (DMM): 41 24.2028, 2 10.4418
* Decimal degrees (DD): 41.40338, 2.17403
* Degrees, minutes, and seconds (DMS): 41°24'12.2""N 2°1026.5""E

N

Note When using DMS format, please use a double quotation mark ("") to indicate the seconds.

To change the location of a device:
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. Change the Location of a Device in a Cluster

Step 1

Step 2
Step 3
Step 4

Click on the device on the geo map. A popup appears showing basic device information and alarm information for the
device.

Click Edit Location. The Edit Location dialog opens.
Drag the device to the required location or change the GPS coordinates as required.
Click Save.

Change the Location of a Device in a Cluster

Step 1
Step 2
Step 3

Devices that are very close to each other in location are grouped in a cluster on the geo map. You can change
the location of one or more of the devices in the cluster. The device will be removed from the cluster and will
appear on the geo map as an individual device.

To change the location of a device in a cluster:

Click on the cluster in the geo map. A popup appears showing basic information for the cluster.
Click Show Devices. A panel is displayed to the right of the map and lists all the devices in the cluster.
In the panel on the right, either:

a) Drag and drop a device onto the map or select multiple devices and drag and drop them onto the map.

b) Select the device(s) you want to place on the map and click Set Location. In the displayed dialog, specify the GPS
coordinates, for example, Latitude 59.623325, Longitude-103.535156. Click Place Device.

The device(s) will be removed from the cluster and placed in the specified location on the map.

Remove a Device from the Geo Map

Step 1

Step 2
Step 3

If you no longer want to display a device on the geo map, you can remove it. The removed device will appear
in the Unmapped Devices list.

To remove a device from the geo map:

Click on the device on the geo map. A popup appears showing basic device information and alarm information for the
device.

Click Edit Location.

In the Edit Location dialog, click Remove Location.

Remove a Clustered Device from the Geo Map

Devices within clusters can be removed from the geo map. You can remove an individual clustered device or
you can remove multiple devices in the same cluster at one time. The removed device(s) will appear in the
Unmapped Devices list.
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To remove clustered devices from the geo map:

Step 1 Click on the cluster containing the device(s) you want to remove. A popup appears showing basic device information
and alarm information for the device.

Step 2 Click Show Devices. A list of the devices contained in the cluster is displayed.
Step 3 Select the device(s) you want to remove.

Step 4 Click Set Location.

Step 5 In the displayed dialog, click Remove Location.

Step 6 Click Yes in the warning message informing you that the devices will be moved to the Unmapped Devices list.

Identify the Members of a Cluster

A cluster is formed when two or more devices or device groups are located close to one another on the map.
The cluster is represented on the geo map by a circle with a number in its center, indicating the number of
devices in the cluster (including individual devices and devices within groups). Zoom in to see the individual
cluster members on the map.

\}

Note If cluster members are very close to each other (approximately 8 meters apart or less), zooming in will not
show the individual devices/groups. Follow the procedure below to see the individual members of the cluster.

To see a list of the devices/groups in a cluster:

Step 1 Click on the cluster icon.

Step 2 In the displayed popup, click Show Members. The devices or device groups contained in the cluster are listed in the
panel to the right of the map. If the cluster contains groups, you can drill down to see the devices in the group. Use the
navigation links at the top of the dialog to return to the previous list.

Step 3 You can change the location of a device by dragging it from the list onto the map or by clicking Set Manually and
specifying new coordinates.

Search for a Device in the Geo Map

In the geo map, you can search for devices by device name, IP address or device family. The search results
show the device icon, the device name, and the highest severity alarm on the device. To search for specific
devices in the geo map:

Step 1 Click the Search icon in the toolbar.

Step 2 Type the full or partial device name/IP address/device family in the search text box and press Enter. The Search Results
panel lists the devices that match your search and indicates whether they are mapped or unmapped. Click on the i icon
to show the Device 360 which contains more information about the device.
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. Search for a Specific Location in the Geo Map

Step 3 Select a device in the search results to highlight it in the map.

Search for a Specific Location in the Geo Map

You can search for a specific location in the geo map, for example, a state, country, town, or a specific address.
If you enter a keyword in the search box, the results will show all locations that contain that keyword, down
to the level of a specific street. You can then select the required location in the search results to pinpoint it in
the map.

Note Internet connectivity is required to perform this location search.

To search for a specific location in the geo map:

Step 1 Click the Search icon in the toolbar.

Step 2 Type the full or partial result in the search text box and press Enter.
The Address tab in the search results panel lists locations that match your search.

Step 3 Select a location in the search results.
The map pans and zooms to the specified location and a marker on the map indicates the exact location.

View Link Layers in the Geo Map

In the geo map, you can see a three-dimensional view of the links in your network, separated by link type.

Click the Link Layers icon on the right to access the 3D link layers view. Click the icon again to return to the
full geo map.

The 3D link layers view consists of up to three separate layers. The lower layer shows the geo map with all
its links and devices. The two upper layers show links of a specific link type category (e.g., physical layer,
control plane, and so on), together with the relevant devices. The layers shown in the 3D link layers view
correspond with the link type categories currently selected for display in the link filter (click the Filter icon
in the toolbar and select Link Types).

N

Note Several operations such as pan, zoom, filter, and search are not available in the 3D link layers view.

View and Manage Optical Fiber Paths in the Geo Map

To view optical fibers in the geo map, you must create a KML file with the location data for the fibers and
import it into Cisco EPN Manager. For information about importing fiber location data, see Import Location
Data from a KML File, on page 178.

After you import a KML file that contains fiber location data, the fibers are shown on the geo map. If you do
not want to see them on the map, go to Show > Links and deselect Fiber under Physical Layer links.
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Optical fibers are represented as follows in the geo map:
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See Manage Fiber Paths, on page 175 and Associate Links to Fibers, on page 176 for information about
editing/deleting fibers and associating fibers to links.

Manage Fiber Paths

Fiber paths that are displayed in the geo map can be edited, deleted, or associated to links in the Fiber
Management dialog. Click the Fibers button in the geo map toolbar to open the Fiber Management dialog.

Note the following:

* The Fiber Management dialog lists fibers that are currently visible in the map only. If you cannot see the
fibers in the geo map, they will not appear in the Fiber Management dialog. Set up your geo map so that
the fibers you want to manage are being displayed.

* When you select a fiber in the Fiber Management dialog, the selected fiber is highlighted in purple in
the geo map. If the fiber is associated with a link, the link will also be highlighted in purple in the map.
When you click on a fiber in the geo map, the fiber is selected in the Fiber Management dialog.

* To show additional details about a specific fiber, click the arrow next to the fiber name to show the fiber
description.

* You can edit the fiber name, length (in km), and description. To edit a fiber, select it in the list and click
the Edit button. Click Save when you have completed your edits.

* To delete fibers, select the required fibers and click the Delete button.
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. Associate Links to Fibers

« If a fiber is associated with a link, a link icon will be present in the Link column. Click on the icon to
display the name of the link. You can disassociate the link if necessary. See Associate Links to Fibers,
on page 176 for more information.

Associate Links to Fibers

Step 1

Step 2

Step 3

A fiber can be associated to an OTN or OTS link so that you can visualize both the fiber and its associated
link on the map. To associate a fiber to a link, you must populate a KML file with the necessary information
and then import the KML file into the system.

A KML template that outlines the format for providing fiber-link associations can be downloaded and then
imported after you have added the required information.

To associate a link to a fiber:

Download the KML template that contains the correct KML format and instructions for fiber-link associations:

* Click the Import icon in the geo map toolbar and choose KML.
* Download the KML template by clicking the link at the bottom of the displayed dialog.

* In the KML file, locate the folder called "Links association info". This folder contains the format and instructions
for creating a fiber-link association.

Enter the required information in the KML file, save it, and then import it into the system. See Import Location Data
from a KML File, on page 178.

In the geo map, check that your fibers are displayed, then click on Fibers in the toolbar. In the Fiber Management dialog,
the fibers to which you associated links should have a link icon in the Link column. Click on the link icon to see the name
of the associated link.

Visualize Circuits/VCs on the Geo Map

The circuit/VC overlay functionality in the geo map is very similar to overlay in the topology map. However,
because of some differences in the functioning of the maps, a few items regarding overlay functionality in
the geo map need to be noted

* To overlay a circuit on the geo map, select the circuit/VC in the Circuits/VCs tab on the left, as you
would in the topology map.

* Select the Show Participating Devices Only check box to remove all devices from the map except for
those participating in the selected circuit/VC.

* Click the Participating Deviceslink to show a list of all the devices participating in the circuit/VC. The
list shows the role of the devices, for example, A-side and Z-side, and you can change the location of
the devices or remove them from the map.

» If a participating device is in a cluster on the geo map, the badge denoting the role of the device is shown
on the cluster icon. Zoom in to see the individual devices so that you can see exactly which device the
role badge is marking. Alternatively, click on the Participating Devices link to see all the devices and
their roles in the circuit/VC.
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« If some of the participating devices are not currently displayed on the map, a message will be displayed
and will enable you to open the list of unmapped devices. You can place them on the map by dragging
and dropping the devices or click Set Locationand enter their GPS coordinates.

Import Location Data

In addition to manually placing devices on the geo map, you can specify the coordinates of devices or fibers
in an external file and then import the file. The system reads the coordinates from the file and places the
devices/fibers on the map. This is useful for locating items on the map in bulk or for transferring location data
from another system. You can also export your existing locations from the geo map, make changes, and then
import the data back into the system.

You can import:

* Device locations from a CSV or KML file

* Device and fiber path locations and manually-created managed links from a KML file.

Keyhole Markup Language (KML) is a file format used to display geographic data in two- or three-dimensional
maps or in Earth browsers like Google Earth. KML is based on the XML standard and uses a tag-based
structure with nested elements and attributes.

For both file formats you can download a template from the GUI which will guide you as to the format in
which you need to enter the information so that the system can read it. To download the template, click on
the Import Locations icon above the geo map, select one of the options, and click on the template link.

See Import Device Locations from a CSV File, on page 177 and Import Location Data from a KML File, on
page 178 for more information.

Import Device Locations from a CSV File

Step 1
Step 2
Step 3

Device locations can be imported from a CSV file. The devices will be placed on the map according to the
coordinates you specify in the file.

For CSV file import, GPS coordinates can be specified in any of the following formats:
* Degrees and decimal minutes (DMM): 41 24.2028, 2 10.4418

» Decimal degrees (DD): 41.40338, 2.17403
* Degrees, minutes, and seconds (DMS): 41°24'12.2""N 2°1026.5""E

Note When using DMS format, please use a double quotation mark ("") to indicate the seconds.

To import device locations from a CSV file:

Click the Import Locations icon in the geo map toolbar and choose Device locations only (CSV).
Optionally download the CSV template by clicking the link at the bottom of the displayed dialog.

Enter the IP address and longitude and latitude coordinates for each device in the CSV file and save it.

Following is an example of the format of the location information in the CSV file:
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IP Address Longitude Latitude
XX.X.X -121.95823 37.41023
X.X.X.X 830.175781 e [23* 15'23.45"" N
Step 4 In the Import Locations dialog, browse to the location of your .csv file and click Place Devices. The devices will be

placed on the map in the locations you specified.

Import Location Data from a KML File

Keyhole Markup Language (KML) is a file format used to display geographic data in two- or three-dimensional
maps or in Earth browsers like Google Earth. KML is based on the XML standard and uses a tag-based
structure with nested elements and attributes. You can create a KML file with your device and fiber path
location data and import it in order to place your devices and fibers on the geo map. The following location
data can be included in the KML file:

* Device location data
* Fiber location data
* Fiber to link associations

* Manually-created managed links. After import, the managed links will be displayed in the topology map
and in the geo map (if both endpoints of the managed link are "mapped" in the geo map).

A template is provided to guide you as to the required format in which to enter information within the KML
file.

\}

Note Coordinates must be entered in Decimal degrees (DD) format, for example, 41.40338, 2.17403.

Following is an example of the KML format for device locations:

<Placemark>
<name>454A-234-157</name>
<Point>
<coordinates> -121.930938,37.411522</coordinates>
</Point>

<ExtendedData>
<Data namename="nodeIpAddress">

<value>10.56.23.47</value>

</Data>

</ExtendedData>

</Placemark>

Following is an example of the KML format for fiber paths:

<Placemark>
<name>Fiber-1</name>
<description>Fiber-1 long description</description>
<LineString>
<coordinates> -121.930938,37.411522,0.0 -121.931405,37.413011,0.0 -121.929364,37.413588,0.0
-121.930973,37.414602,0.0
</coordinates>
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<LineString>
</Placemark>

Following is an example of the KML format for fiber-link associations, where you must:

* Define one link association per folder, with the name "linkAssociation".
* Specify the segments of the fiber in the sequence that follows the A to Z path of the link to be associated.
* Specify the IP address of the A and Z sides of the link to be associated.

<Folder>
<name>Links association info</name>
<Folder>
<name>linksAssociation</name>
<description>0TS link-1</description>
<ExtendedData>
<Data> name="segments">
<value>Fiber-1,Fiber-1-to-2-segment, Fiber-2</value>
</Data>
<Data> name="nodeAIpAddress">
<value>10.56.23.47</value>
</Data>
<Data> name="nodeZIpAddress">
<value>2001:cdba:0000:0000:0000:0000:3257:9652</value>
</Data>
<Data> name="nodeAInterfaceName">
<value>LINE-2-17-3-TX</value>
</Data>
<Data> name="nodeZInterfaceName">
<value>LINE-1-1-3-TX</value>
</Data>
<Data> name="linktype">
<value>0TS</value>
</Data>
</ExtendedData>
</Folder>
</Folder>

Following is an example of the KML format for fiber-link associations, where you must:

* Define one link association per folder, with the name "linkAssociation".
* Specify the segments of the fiber in the sequence that follows the A to Z path of the link to be associated.

* Specify the IP address of the A and Z sides of the link to be associated.

<Folder>
<name>Links association info</name>
<Folder>
<name>linksAssociation</name>
<description>OTS link-1</description>
<ExtendedData>
<Data> name="segments">
<value>Fiber-1,Fiber-1-to-2-segment, Fiber-2</value>
</Data>
<Data> name="nodeAIpAddress">
<value>10.56.23.47</value>
</Data>
<Data> name="nodeZIpAddress">
<value>2001:cdba:0000:0000:0000:0000:3257:9652</value>
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</Data>
<Data> name="nodeAlInterfaceName">
<value>LINE-2-17-3-TX</value>
</Data>
<Data> name="nodeZInterfaceName">
<value>LINE-1-1-3-TX</value>
</Data>
<Data> name="linktype">
<value>0TS</value>
</Data>
</ExtendedData>
</Folder>
</Folder>

To import location data from a KML file:

Step 1 Click the Import icon in the geo map toolbar and choose KML.
Step 2 Optionally download the KML template by clicking the link at the bottom of the displayed dialog.

Step 3 Create a KML file and enter device/fiber/link data using the format and information in the template as a guide. Save the
KML file.

Step 4 In the Import KML dialog, browse to the saved KML file and click Import. The devices and fibers will be placed on the
geo map in the locations you specified. Managed links will be displayed in the topology map. To see the imported managed
links in the geo map, make sure that the devices on either side of the link are mapped in the geo map.

Export Location Data from the Geo Map

You can export location data for devices, fibers, fibers with link associations, and manually-created managed
links from the geo map to a KML file. Once you have the data in a KML file, you can edit it as required and
then import it back into the geo map.

)

Note Fiber location data cannot be exported together with the other location data - it must be exported in a separate
operation.

Step 1 Click the Export KML icon in the geo map toolbar.

Step 2 In the Export Options (KML) dialog, select the location data you want to export. Note that if you select Unassociated
Fibers, the other options will be disabled because these fibers must be exported independently of the other location data.

Step 3 Click Export. A KML file with your selected location data is created.
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View and Manage Shared Risk Resource Groups (SRRG) in the Geo Map

\}

Note  This feature is supported on optical devices and links only, specifically NCS 2000 and NCS 4000 devices and
OTS or OTU links.

A Shared Risk Resource Group (SRRG) is a set of devices and links that share a common resource, which if
it fails, would affect all the devices and links in the group and the circuits in which they participate. The
devices and links in the group share the same risk of failure and are therefore considered to belong to the same
SRRG. For example, links sharing a common fiber are said to be in the same SRRG because a fault with the
fiber might cause all links in the group to fail.

For devices, the SRRG is configured on the global device level. For links, the same SRRG is configured on
the A-side and Z-side interfaces.

In the geo map, you can visualize SRRGs that have been configured on specific devices and discovered by
the system. These SRRGs have an auto-generated numeric ID that cannot be changed but you can assign a
label to the SRRG to provide a more easily identifiable name. You can also assign SRRGs to specific
devices/links, modify SRRG assignments, and create and assign new SRRGs.

SRRG management is accessed from the geo map, from the Shared Risks (SRRGs) button above the map.
When managing SRRGs, the map is filtered to show only devices that support SRRG.

See View Assigned and Unassigned SRRGs, on page 181 and Manage SRRG Assignments, on page 182 for
more information.

View Assigned and Unassigned SRRGs

Step 1
Step 2
Step 3

Step 4

Step 5

You can view a global list of the SRRGs configured on the managed devices. Since these SRRGs were
discovered by the system or user-defined on specific devices or links, they are all "assigned" SRRGs. You
can also see unassigned SRRGs. SRRGs can only be deleted from the system if they are unassigned.

Each SRRG has a numeric ID that cannot be changed but you can assign a label to the SRRG to provide a
more easily identifiable name.

You can select an SRRG to show the devices/links to which it is assigned in the geo map.

To view and label SRRGs:

In the left sidebar, select Maps > Topology Maps > Network Topology.
Click on the Geographical Map toggle button in the top right corner of the map.

Click the Shared Risks (SRRGs) button above the map and select View and Name. The Shared Risk Resource Groups
dialog is displayed. It contains two tabs showing assigned and unassigned SRRGs. Note that when viewing SRRG
assignments, your device group selection is changed to the default All Locations group.

Select a SRRG to view it in the geo map. The devices and links on which the SRRG is defined will be highlighted in the
map.

To rename a SRRG, click in the SRRG Label column alongside the relevant SRRG ID, type in the required unique name,
and click Save.
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Manage SRRG Assignments

Visualize the Network |

A simple wizard enables you to select specific devices and links, see which SRRGs are assigned to them and

change the assignments as required.

To manage SRRG assignments:

Procedure

Command or Action

Purpose

Step 1

In the left sidebar, select Maps > Topology Maps >
Network Topology.

Step 2

Click on the Geographical Map toggle button in the top
right corner of the map.

Step 3

Click the Shared Risks (SRRGs) button above the map
and select Manage Assignments. The Manage SRRG
Assignments wizard opens.

Step 4

Select the devices/links for which you want to manage
SRRG assignments. You can either click on the required
devices/links in the map or click in the box in Step 1 of the
wizard and select devices from the list.

Step 5

Click Next. You will see a list of all the SRRGs common
to all the devices/links you selected in the previous step. If
an SRRG is assigned to one of the selected devices but not
to the others, it will not be shown in the list. The SRRGs
are color-coded based on whether they are the default on
the device, assigned, or yet to be assigned. Click on the
question mark icon to see the legend.

Step 6

Click the Plus icon and select additional SRRGs for the
selected devices/links or create a new SRRG on the fly by
typing an SRRG name. If the name is unique, a Create New
link will appear.

Step 7

Click Next to see a summary of your selections and SRRG
assignments.

Step 8

Click Finish. You will be notified if the SRRG modification
was successful. If it failed, an error dialog will provide
details of the failure.
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PART IV

Monitor the Network

* Monitor Device and Network Health and Performance, on page 185
* Monitor Alarms and Events, on page 201
* Monitor Cisco ASR 9000 Network Virtualization (nV) Satellites and Cluster Services, on page 221

* Manage Reports, on page 233






CHAPTER 8

Monitor Device and Network Health and
Performance

* How Device Health and Performance Is Monitored: Monitoring Policies, on page 185
* Set Up Basic Device Health Monitoring, on page 186

* Set Up Basic Interface Monitoring, on page 186

* Use the Dashboards To Check Network and Device Health, on page 189

* Check What Cisco EPN Manager Is Monitoring, on page 190

* Check a Monitoring Policy’s Device, Polling, Threshold, and Alarm Settings, on page 193
* Adjust What Is Being Monitored, on page 193

* Check the Status of Past Monitoring Policy Data Collections, on page 196

* Change the Device Set a Policy is Monitoring, on page 196

* Change the Polling for a Monitoring Policy, on page 197

* Change Thresholds and Alarm Behavior for a Monitoring Policy, on page 197

* Run Performance Tests, on page 198

* Monitor Network Performance Using Reports, on page 198

How Device Health and Performance Is Monitored: Monitoring
Policies

Monitoring policies control how Cisco EPN Manager monitors your network by controlling the following:
» What is monitored—The network and device attributes Cisco EPN Manager monitors.
* How often it is monitored—The rate at which parameters are polled.
* When to indicate a problem—Acceptable values for the polled attributes.
* How to indicate a problem—Whether Cisco EPN Manager should generate an alarm if a threshold is

surpassed, and what the alarm severity should be.

Monitoring policies are important because apart from controlling what is monitored, they determine what data
can be displayed in reports, dashboards, and other areas of Cisco EPN Manager. Monitoring policies do not
make any changes on devices.

Only device health monitoring (that is, the Device Health monitoring policy) is enabled by default. Interface
Health monitoring is not enabled by default to protect system performance in large deployments. Note that
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the Device Health monitoring policy does not apply to the Cisco NCS 2000 and Cisco ONS families of devices.
To monitor those device types, use the optical monitoring policies listed in Monitoring Policies Reference,
on page 729.

These steps summarize how you can configure a monitoring policy.

1. Use a monitoring policy type as a template for your monitoring policy, and give the policy a name that
is meaningful to you. Policy types are packaged with Cisco EPN Manager and make it easy for you to
start monitoring different technologies and services, such as Quality of Service, Optical SFP, and
TDM/SONET. A complete list is provided in Monitoring Policies Reference, on page 729.

2. Adjust your policy's polling frequencies or disable polling altogether for specific parameters.

3. Specify the threshold crossing alarms (TCAs) you want Cisco EPN Manager to generate if a parameter's
threshold is surpassed. Some TCAs are configured by default; you can adjust or disable them, and configure
new TCAs.

4. Specify the devices you want your policy to monitor. Devices are filtered depending on the policy type.

5. Activate your policy. The polled data will be displayed in dashboards, reports, the Alarms and Events
table, and other areas of the web GUI.

To view and administer monitoring policies, choose Monitor > Monitoring Tools > Monitoring Policies.

Navigation Description

Automonitoring | Lists the policies that are enabled by default in Cisco EPN Manager. Only the Device
Health monitoring policy is enabled by default. You can adjust the settings for this
policy.

My Policies The policy you create is listed here. When you choose a policy from My Policies, you
can view the policy's details.

Set Up Basic Device Health Monitoring

The Device Health monitoring policy is enabled by default. It checks managed devices for CPU utilization,
memory pool utilization, environment temperature, and device availability. This policy also specifies thresholds
for utilization and temperature which, if surpassed, trigger alarms that are displayed in the GUI client.

To view the current settings for this policy, choose Monitor > Monitoring Tools > Monitoring Policies,
then select Automonitoring from the list on the left. You can also adjust the polling frequency and threshold
for the different parameters. To adjust a polling frequency or threshold, use the drop-down lists that are
provided in the GUI client.

You might also want to create a device health monitoring policy that monitors specific devices—for example,
devices of a certain type or in a certain geographical location. For instructions on how to do this, see Adjust
What Is Being Monitored, on page 193.

Set Up Basic Interface Monitoring

Interfaces are not monitored by default. This protects system performance for networks with large numbers
of interfaces. Use this procedure to set up basic interface monitoring.
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Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Set Up Basic Interface Monitoring .

To set up and enable interface monitoring:

Choose Monitor > Monitoring Tools > Monitoring Policies, then select My Policies from the list on the left.

Click Add to create a new policy.
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Choose Interface Health for generic interface monitoring. If you are monitoring optical devices, choose Optical 15
Mins or another optical policy (see Monitoring Policies Reference, on page 729).
When you select a policy, Cisco EPN Manager populates the window with the policy settings.

Enter a meaningful name and description.

From the Device Selection drop-down list, click the appropriate radio button and then select the devices or device groups
you want to monitor. If you chose the Interface Health monitoring policy, you can also select port groups.

Cisco EPN Manager only lists the devices or ports applicable to the policy you selected in Step 3.
Note the following:

* If you want to use the default settings for polling and thresholds, proceed to Step 8.

* Due to a limitation in the current release of Cisco EPN Manager, the Interface Health monitoring policy polls all of
the interfaces in your network for cyclic redundancy check (CRC) error data, not just the ones associated with the
selected port group. Keep this in mind whenever you view CRC error data.

To adjust how often the interface is polled, select a value from the Polling Frequency drop-down list. Some policies
allow you to set polling frequencies for different parameters, while other policies have only one polling frequency that
is applied to all parameters.

For example, the following shows a policy that will monitor Cisco ASR 9000 interfaces. It uses the Interface Health
policy type, where all parameters are polled using the same interval.
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Policies / My Policies

ASRIK-IF-Health

*Device Selection v
*Name ASRIK-IF-Health Author root
Description Contact
Feature Category Interface Health Status Active

Parameters and Thresholds

Parameter Polling Frequency
P Statistics 15 min v
P CRC No Polling v

Save and Activate ¥ Cancel

Alternatively, the following shows a policy that will monitor Cisco NCS 2000 interfaces. It uses the Optical 15 mins
policy type, where each interface type has its own polling interval. You can edit the interval by double-clicking it.
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Faolicy Types | Optical 15 mins

* Device Selection b
*Name | MNCZ-2000-Zandose Author root
n_— Template for collecting -l
D t Contact
SRR Optical Statistics (15 mins = ity

Feature Category Optical 15 mins
Parameters and Thresholds

Parameter Polling Fre...

Physical 15 min

15 min v

Ethernet 15 min Save | Cancel

Sonetsdh 15 min

Dwedm Infrastructure 15 min

Save and Activate v Cancel

Step 7 If the policy supports TCA customization, you can adjust the thresholds. See Change Thresholds and Alarm Behavior
for a Monitoring Policy, on page 197.

Step 8 Click:

* Save and Activate to start monitoring immediately

* Save and Close to save the policy and activate it at a later time

Use the Dashboards To Check Network and Device Health

Cisco EPN Manager provides a variety of dashboards for monitoring your devices and network. The following
are some examples of what dashboards can provide:

» Network-wide real-time status information, such as unreachable devices, interfaces that are down, and
the most recent alarms.
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» Summarized historical information, such as the most frequently-occurring alarms, and the devices and
interfaces with the highest memory and CPU utilization.

* Device-specific information, such as a device's reachability history, utilization, interface statistics, and
alarms.

* Technology-specific information, such as Carrier Ethernet services.

For information on dashboards, see Set Up and Use the Dashboards, on page 5.

Check What Cisco EPN Manager Is Monitoring

This topic explains how to get the following information:

* Which policies are activated, their status, and their history.

* The specific parameters that Cisco EPN Manager is polling, the frequency at which they are polled, and
their threshold crossing alarm (TCA) settings.

* Who created the policy and which policy type they used as its basis.
To find out what a policy polls, when the policy last ran, and whether the policy is currently active, choose

Monitor > Monitoring Tools > Monitoring Policies, then choose My Policies. Cisco EPN Manager lists
the monitoring policies you created or have access to, with the following information.

Policy Field Description

Name Policy name (specified by the policy creator). To find
out who created a policy, see the instructions that
follow this table.

Description Policy description (specified by the policy creator).

Type Template (policy type) used to create this policy. For
information on the policy types, see How Device
Health and Performance Is Monitored: Monitoring
Policies, on page 185.

Status Active or Inactive.

Threshold Whether the policy monitors parameter thresholds
and generates TCAs. If Yes is displayed, you can
check the TCA settings using the instructions that
follow this table.
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Policy Field

Description

Activation History

Active monitoring policy—Displays the number of
times the policy was activated, and provides a
hyperlink to an Activation History popup window that
tells you:

* When the policy was activated.

* Which devices were polled at each policy run.
If the list is very long, hover your mouse cursor
over the list in the Activated for column to
launch a popup window.

Inactive monitoring policy—Displays Not Available.

Collection Status

Active monitoring policy—Provides a hyperlink to a
Collection Status popup window that tells you:

* The Device name, IP address, and reachability
state of each device that was polled by the policy.

* Which parameters were polled at each policy
run. If the list is very long, hover your mouse
cursor over the list in the Parameters column
to launch a popup window.

Inactive monitoring policy—Displays Not Available.

To view polling frequencies and TCA details, from My Policies, select a policy from the list on the left.
Depending on the policy type, the following information is displayed.

Note

The Optical 1 day and Optical 15 minutes policies do not display polled parameters in the web GUI. That
information is provided in Monitoring Policies Reference, on page 729.

Policy Field

Description

General Information

Name, description, creator, status, policy type (Feature
Category). For information on the policy types, see
How Device Health and Performance Is Monitored:
Monitoring Policies, on page 185.

Device Selection

Devices which the policy is monitoring.

Polling Frequency

How often Cisco EPN Manager polls the device
parameters.
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Policy Field Description

Parameters and Thresholds Which parameters are polled and their TCA settings,
if any. To view the TCA settings, click the arrow next
to the parameter name. For more information about
viewing the parameters polled by the various policy
types, see Check Which Parameters and Counters Are
Polled By a Monitoring Policy, on page 192.

Check Which Parameters and Counters Are Polled By a Monitoring Policy

Step 1

Step 2

Step 3

Check What Cisco EPN Manager Is Monitoring, on page 190 explains how to find out which monitoring
policies are currently activated. To find out which parameters are being polled by a policy, follow this
procedure.

\}

Note Because Optical 1 Day and Optical 15 Mins parameters are not displayed in the web GUI, they are listed in
Monitoring Policies Reference, on page 729.

You can use this procedure to check:

 Parameters polled by existing policies (regardless of whether a policy is active or inactive).

* Parameters used by a policy type. This useful if you want to check what a new policy will poll before
creating the policy.

Choose Monitor > Monitoring Tools > Monitoring Policies, then choose My Policies. The web GUI lists the existing
active and inactive monitoring policies.

To check the parameters used by an existing policy:
* To view parameters that were polled most recently, locate the policy in the window on the right, then click Details

in the Collection Status column. In the Collection Data dialog box, hover your mouse over the text in the Parameter
column to list the polled parameters.

* To view the parameters along with their polling settings, expand My Policies in the navigation area on the left, then
choose the policy you want to check. The window on the right displays the parameters and their polling settings.

To check the parameters used by a specific policy type:
a) Click Edit. The supported policy types are listed in the navigation area on the left.

b) Choose a policy type. The window on the right displays the parameters polled by that policy, along with default
polling and TCA settings. (These settings can be customized when a monitoring policy is created.)
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Policies Pane Pop-Up Window

From the Policies pane in the Monitoring Policies page, you can open a pop-up window that provides summary
information and action links for the corresponding policy or policy folder. To open a pop-up window, place
your cursor over the appropriate i (information) icon.

* If you open the pop-up window for a policy, it displays information such as the policy’s type, status, and
timestamp for the last time it was updated. From the Actions area, you can click links to edit, delete, or
duplicate the policy.

* If you open the pop-up window for a policy folder, it indicates the folder’s name and the number of
policies that belong to it. From the Actions area, you can click links to delete the folder or add a new
sub-folder. Note that you can only add and delete folders within My Policies. Also, when user-created
folders are in place, you need to specify the destination folder whenever you create a new policy.

Check a Monitoring Policy’s Device, Polling, Threshold, and
Alarm Settings

Step 1
Step 2
Step 3

Step 4

Step 5

To check a monitoring policy’s threshold and alarm settings:

Choose Monitor > Monitoring Tools > Monitoring Policies, then choose My Policies.
Select the monitoring policy and click Edit to open the policy details.

To find out which devices the policy is monitoring, click the Device Selection drop-down list. Devices that are monitored
are indicated with a check mark. To add or remove devices, see Change the Device Set a Policy is Monitoring, on page
196.

To find out the polling interval the policy is using, check the Polling Interval setting. For per-parameter polling, you
must expand the individual parameters to see the setting. To adjust the polling settings, see Change the Polling for a
Monitoring Policy, on page 197.

Optical policy polling frequencies cannot be changed; they can only be disabled.

To find out the thresholds and alarm settings the policy is using, expand the parameter in the Polling and Thresholds
area. To change the threshold and alarm settings, see Change Thresholds and Alarm Behavior for a Monitoring Policy,
on page 197.

Optical policy thresholds cannot be customized.

Adjust What Is Being Monitored

To make adjustments to what Cisco EPN Manager is monitoring, use the guidance in the following table to
find the best method for your needs.
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If:

See:

Cisco EPN
Manager is
collecting the
data you need,
and...

... you want to change the polling
frequency

Change the Polling for a Monitoring Policy, on
page 197

... you want to adjust the alarm
behavior

Change Thresholds and Alarm Behavior for a
Monitoring Policy, on page 197

... you want to adjust which devices
are monitored

Change the Device Set a Policy is Monitoring, on
page 196

Cisco EPN
Manager is not
collecting the
data you need,
and...

... a similar monitoring policy already
exists

Create a New Monitoring Policy Based On An
Existing Policy, on page 194

... no similar monitoring policies exist,
but one of the policy types contains the
parameters you want to monitor

Create a New Monitoring Policy Using
Out-of-the-Box Policy Types, on page 195

... no similar monitoring policies exist,
and none of the policy types contain
the parameters you want to monitor

... you want it to monitor unsupported
or third-party devices

Create a Monitoring Policy for Unsupported
Parameters and Third-Party Devices, on page 195

Create a New Monitoring Policy Based On An Existing Policy

Step 1

Manager Is Monitoring, on page 190.

Step 2 Create the duplicate.

Check what is currently being monitored to verify that you need to create a new policy. See Check What Cisco EPN

a) Choose Monitor > Monitoring Tools > Monitoring Policies, then click My Policies from the list on the left.

b) Locate the policy you want to duplicate.
c) Select the policy, then click Duplicate.
d) In the Duplicate Policy Creation dialog, choose the parent folder, enter a policy name and description, then click

OK.
Step 3

Make your changes to the duplicate.

a) Locate the policy under My Policies.
b) Select the policy and click Edit.
c¢) Make your changes as needed. See:

* Change the Device Set a Policy is Monitoring, on page 196
* Change the Polling for a Monitoring Policy, on page 197

* Change Thresholds and Alarm Behavior for a Monitoring Policy, on page 197

Step 4 Click:

 Save and Activate to save and activate the policy immediately on the selected devices.
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+ Save and Close to save the policy and activate it at a later time.

Create a New Monitoring Policy Using Out-of-the-Box Policy Types

Step 1 Check what is currently being monitored. See Check What Cisco EPN Manager Is Monitoring, on page 190.
Step 2 Choose Monitor > Monitoring Tools > Monitoring Policies, then click Add.

Step 3 Select the policy type template you want to use from the Policy Types menu. To check which policies can be applied to
port groups, see Check What Cisco EPN Manager Is Monitoring, on page 190.

Step 4 Configure the new policy:

a) Select the devices, device groups, or port groups from the Device Selection drop-down list. (Not all monitoring types
can be applied to port groups.)
b) Enter a name and contact, and edit the description.

¢) Under Parameters and Thresholds, configure the polling settings, parameter values, and alarm conditions. See
Change the Polling for a Monitoring Policy, on page 197 and Change Thresholds and Alarm Behavior for a Monitoring
Policy, on page 197.

Step 5 Click:
* Save and Activate to save and activate the policy immediately on the selected devices.

+ Save and Close to save the policy and activate it at a later time.

Create a Monitoring Policy for Unsupported Parameters and Third-Party
Devices

You can design custom MIB polling policies to monitor third-party or Cisco devices and device groups. You
can also create custom MIB policies to monitor device features for which Cisco EPN Manager doesn’t provide
default policies. Using this feature, you can:

* Upload the SNMP MIB for the device type, then choose devices and attributes to poll and the polling
frequency.

* Upload a single MIB definition file or a group of MIBs with their dependencies as a ZIP file.
* Display the results as a line chart or a table.

This feature allows you to easily repeat polling for the same devices and attributes and customize the way
Cisco devices are polled using SNMP.

You can create a maximum of 25 custom MIB polling policies.

To create a custom MIB polling policies, follow these steps:

Step 1 Choose Monitor > Monitoring Tools > Monitoring Policies, then choose My Policies and click Add.
Step 2 From the Policy Types menu, select Custom MIB Polling.
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Step 3
Step 4

Step 5

Step 6
Step 7

Enter a name for the policy.
Under the MIB Selection tab, specify the polling frequency and enter the MIB information.
* If Cisco EPN Manager does not list the MIB you want to monitor in the MIBs drop-down list, download the MIBs

you want to monitor from the following URL:
http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2

* To upload a MIB, specify a filename extension only if you are uploading a ZIP file.

* If you are uploading a ZIP file, ensure that all dependent MIB files are either included in the ZIP or already present
in the system.

* Ensure your upload file and the MIB definition have the same name. If you are uploading a ZIP file, you may name
it as you please, but the MIB files packaged inside it must also follow the same convention (for example: MyMibs.zip
is acceptable, as long as all MIB files in the ZIP match their MIB names).

To test the policy you created on a device before activating it, click the Test tab and select a device on which to test the
new policy.
Click Save and Activate to immediately activate the policy on the devices specified.

To view the MIB polling data, create a generic dashlet on the Performance dashboard using the name of the policy that
you created.

Note To view the SNMP polling date for Cisco ASR devices, you should use the show platform hardware qfp active
datapath utilization | inc Processing command for CPU utilization and show platform hardware qfp active
infrastructure exmem statistics | sec DRAM command for memory utilization.

Check the Status of Past Monitoring Policy Data Collections

Step 1
Step 2

To check a monitoring policy's past data collection:

Choose Monitor > Monitoring Tools > Monitoring Policies, then click My Policies.

Locate the policy, and under the Collection Status, click Details to open the Collection Data dialog. To see which
parameters were polled for a device, hover your mouse over the text in the Parameter column.

Change the Device Set a Policy is Monitoring

Step 1
Step 2
Step 3

You can customize how often monitoring information is gathered (polling interval). Not all policies have all
of these settings; for example, a policy may only collect statistics, so it would not have any thresholds or
alarms associated with it.

Choose Monitor > Monitoring Policies > My Policies and select the policy you want to edit.
Check the policy you want to edit and click Edit.

Click the Device Selection drop-down list.

. Cisco Evolved Programmable Network Manager 2.1.3 User and Administrator Guide


http://tools.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2

| Monitor the Network

Step 4
Step 5

Change the Polling for a Monitoring Policy .

Select and deselect devices as needed.

Click Save and Activate to save and activate the policy immediately on the selected devices.

Change the Polling for a Monitoring Policy

Step 1
Step 2
Step 3

Step 4

You can customize how often monitoring information is gathered (polling interval). Not all policies have all
of these settings; for example, a policy may only collect statistics, so it would not have any thresholds or
alarms associated with it.

Choose Monitor > Monitoring Tools > Monitoring Policies, then click My Policies.
Select the policy you want to edit and click Edit.
Adjust the polling frequency. How to adjust polling depends on the monitoring policy type.
* Policies with one polling frequency that applies to all attributes—To adjust the polling frequency, select the new

interval from the Polling Frequency drop-down list. To disable polling, deactivate the policy by clicking Save and
Deactivate at the bottom of the page.

* Policies with per-attribute polling frequencies—To change the polling setting for a specific attribute, double-click
the attribute 