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Preface

This guide describes how you can configure and maintain the using the command-line interface (CLI). Each
topic provides a high-level summary of the tasks required for using the CLI for the in the Unified Network
Solution that runs on supported appliances for small, medium, and large deployments.

* Who Should Read This Guide, on page ix

* How to Use This Guide, on page ix

* How This Guide Is Organized, on page ix

* Document Conventions, on page X

* Related Documentation, on page xi

* Obtaining Documentation and Submitting a Service Request, on page xi

Who Should Read This Guide

The majority of the instructions in this guide are straightforward; however, a few are complex. Therefore,
only experienced users should use these instructions.

\}

Note  Use this guide in conjunction with the documentation listed in Related Documentation, on page xi.

How to Use This Guide

We recommend that you use the information in this guide as follows:

* Read the document in its entirety. Subsequent sections build on information and recommendations
discussed in previous sections.

* Use this document for all-inclusive information about the appliance.

* Do not vary the command-line conventions.

How This Guide Is Organized

The following table lists the major sections of this guide.
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Preface |
. Document Conventions

Chapter Title Description

Overview of the Overview of the Cisco Prime Infrastructure | Provides an overview of the CLI
Command-Line Command-Line Interface environment and command modes.
Interface

Using the Using the Cisco Prime Infrastructure Describes how you can access and
Command-Line Command-Line Interface administer using the CLIL

Interface

Command Cisco Prime Infrastructure Command Provides a complete description of all CLI
Reference Reference commands.

Document Conventions

This guide uses the following conventions to convey instructions and information.

Convention Description

bold font Commands and keywords.

italic font Variables for which you supply values.

[.....] Keywords or arguments that appear within square brackets are optional.

{x|y|z} A choice of required keywords appears in braces separated by vertical bars. You must
select one.

courier font Examples of information displayed on the screen.

bold courier Examples of information you must enter.

font
<..> Nonprinting characters (for example, passwords) appear in angle brackets.
[....] Default responses to system prompts appear in square brackets.

\}

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Je

Tip Means the following information will help you solve a problem.

A

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.
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Related Documentation .

Related Documentation

The tables lists the Cisco Prime Infrastructure documents.

Table 1: Product Documentation

Document Title Location

Cisco Prime Infrastructure Release Notes

Cisco Prime Infrastructure Quick Start Guide

Cisco Prime Infrastructure Command Reference
Guide

Cisco Prime Infrastructure User Guide

Cisco Prime Infrastructure Administrator Guide

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional information,

see the monthly What’s New in Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed

and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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Overview of the Command-Line Interface

This chapter provides an overview of how to access the command-line interface (CLI), the different command
modes, and the commands that are available in each mode.

You can configure and monitor the through the web interface. You can also use the CLI to perform the
configuration and monitoring tasks described in this guide.

* Accessing the Command Environment, on page 2
* User Accounts and Modes in CLI, on page 3

* Command Modes in the CLI, on page 7

* CLI Audit, on page 13

Command Reference Guide for Cisco Prime Infrastructure 3.4 .



Overview of the Command-Line Interface |
. Accessing the Command Environment

Accessing the Command Environment

You can access the CLI through a secure shell (SSH) client or the console port using one of the following
machines:

* Windows PC running Windows 7, 8, and 10.
» Apple Computer running Mac OS X 10.4 or later

* PC running Linux
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User Accounts and Modes in CLI

Two different types of accounts are available on the CLI:

* Admin (administrator)

* Operator (user)

User Accounts and Modes in CLI .

When you power on the appliance for the first time, you are prompted to run the setup utility to configure the
appliances. During this setup process, an administrator user account, also known as an Admin account, is
created. After you enter the initial configuration information, the appliance automatically reboots and prompts
you to enter the username and the password that you specified for the Admin account. You must use this

Admin account to log in to the CLI for the first time.

An Admin can create and manage Operator (user) accounts (which have limited privileges and access to the
server). An Admin account also provides the functionality that is needed to use the CLI.

To create more users (with admin and operator privileges) with SSH access to the CLI, you must enter the
username command in configuration mode (see Command Modes in the CLI).

Table 2: Command Privileges lists the command privileges for each type of user account: Admin and Operator

(user).

Table 2: Command Privileges

User Account
Admin Operator
(User)
application commands *
backup *
backup-logs *
banner *
clock *
configure terminal *
copy commands *
debug *
delete *
dir *
exit * *
forceout *
halt *
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. User Accounts and Modes in CLI

User Account
Admin Operator
(User)
Ims *
mkdir *
ncs *
nslookup * *
ocsp *
patch *
patch install *
patch remove *
ping * *
ping6 * *
reload *
repository *
restore commands *
rmdir *
rsakey *
shell *
show application *
show backup *
show cdp * *
show clock * *
show cpu * *
show disks * *
show icmp_status * *
show icmp_status * *
show interface * *
show ip route *
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User Accounts and Modes in CLI .

User Account
Admin Operator
(User)
show logging * *
show logins * *
show memory * *
show ntp * *
show ports * *
show process * *
show repository *
show restore *
show running-config *
show startup-config *
show tech-support *
show terminal * *
show timezone * *
show timezones *
show udi * *
show uptime * *
show users *
show version * *
ssh * *
tech *
telnet * *
terminal * *
traceroute * *
undebug *
write *
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. User Accounts and Modes in CLI

Logging in to the server places you in operator (user) mode or admin (EXEC) mode, which always requires
a username and password for authentication.

You can tell which mode you are in by looking at the prompt. A right angle bracket (>) appears at the end of
operator (user) mode prompt; a pound sign (#) appears at the end of admin mode prompt, regardless of the
submode.
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Command Modes in the CLI .

Command Modes in the CLI

This section describes the command modes supported in .

EXEC Commands

EXEC commands primarily include system-level commands such as show and reload (for example, application
installation, application start and stop, copy files and installations, restore backups, and display information).

* Table 3: Summary of EXEC Commands describes the EXEC commands

* Table 4: Summary of show Commands describes the show commands in EXEC mode

For detailed information on EXEC commands, see Understanding Command Modes.

EXEC or System-Level Commands
Table 3: Summary of EXEC Commands describes EXEC mode commands.

Table 3: Summary of EXEC Commands

Description

application install Installs a specific application bundle.

application start Starts or enables a specific application.

application stop Stops or disables a specific application.

application upgrade Upgrades a specific application bundle.

backup Performs a backup and places the backup in a
repository.

backup-logs Performs a backup of all of the logs on the to a remote
location.

banner Sets messages while logging in to CLI (pre-login).

clock Sets the system clock on the server.

configure Enters configuration mode.

copy Copies any file from a source to a destination.

debug Displays any errors or events for various command
situations; for example, backup and restore,
configuration, copy, resource locking, file transfer,
and user management.

delete Deletes a file in the server.

dir Lists the files in the server.
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Description

exit Disconnects the encrypted session with a remote
system. Exits from the current command mode to the
previous command mode.

forceout Forces the logout of all of the sessions of a specific
server system user.

halt Disables or shuts down the server.

Ims Migrates data from LMS server to PI server.

mkdir Creates a new directory.

ncs NCS-related commands used to start, stop and back
up the server.

nslookup Queries the IPv4 address or hostname of a remote
system.

ocsp Enables certificate-based authentication for web
clients using OCSP responders.

patch Installs System or Application patch.

ping Determines the IPv4 network connectivity to a remote
system.

ping6 Determines the IPv6 network connectivity to a remote
system.

reload Reboots the server.

restore Restores a previous backup.

rmdir Removes an existing directory.

rsakey Displays a configured RSA key or sets a new RSA
public key for user authentication.

show Provides information about the server.

ssh Starts an encrypted session with a remote system.

tech Provides Cisco Technical Assistance Center (TAC)
commands.

telnet Establishes a Telnet connection to a remote system.

terminal length

Sets terminal line parameters.

terminal session-timeout

Sets the inactivity timeout for all terminal sessions.
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show Commands .

Description

terminal session-welcome

Sets the welcome message on the system for all
terminal sessions.

terminal terminal-type

Specifies the type of terminal connected to the current
line of the current session.

traceroute Traces the route of a remote IP address.

undebug Disables the output (display of errors or events) of
the debug command for various command situations;
for example, backup and restore, configuration, copy,
resource locking, file transfer, and user management.

write Erases the startup configuration that forces to run the

setup utility and prompt the network configuration,
copies the running configuration to the startup
configuration, and displays the running configuration
on the console.

show Commands

The show commands are used to display the settings and are among the most useful commands. See Table
4: Summary of show Commands for a summary of the show commands. The show commands must be
followed by a keyword; for example, show application status. Some show commands require an argument
or variable after the keyword to function; for example, show application version.

Table 4: Summary of show Commands

Description

application (requires keyword)

Displays information about the installed application;
for example, status information or version information.

backup (requires keyword)

Displays information about the backup.

banner (requires keyword)

Sets up messages when logging in to CLI.

cdp (requires keyword) Displays information about the enabled Cisco
Discovery Protocol interfaces.

clock Displays the day, date, time, time zone, and year of
the system clock.

cpu Displays CPU information.

disks Displays file-system information of the disks.

icmp-status

Displays the Internet Control Message Protocol
(ICMP) echo response configuration information.

interface

Displays statistics for all of the interfaces configured
on the .
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Description
inventory Displays information about the hardware inventory,
including the appliance model and serial number.
ip route Displays s ip route details of the application.

logging (requires keyword)

Displays the server logging information.

logins (requires keyword)

Displays the login history of the server.

memory Displays memory usage by all running processes.

ntp Displays the status of the Network Time Protocol
(NTP) servers.

ports Displays all of the processes listening on the active
ports.

process Displays information about the active processes of

the server.

repository (requires keyword)

Displays the file contents of a specific repository.

restore (requires keyword)

Displays the restore history in the .

running-config

Displays the contents of the configuration file that
currently runs in the .

startup-config

Displays the contents of the startup configuration in
the .

tech-support

Displays system and configuration information that
you can provide to the TAC when you report a
problem.

terminal Displays information about the terminal configuration
parameter settings for the current terminal line.

timezone Displays the current time zone in the .

timezones Displays all of the time zones available for use in the

udi Displays information about the unique device
identifier (UDI) of the .

uptime Displays how long the system you are logged in to
has been up and running.

users Displays information about the system users.

version Displays information about the currently loaded

software version, along with hardware and device
information.
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Configuration Commands

Configuration Commands .

Configuration commands include interface and repository. To access configuration mode, run the configure

command in EXEC mode.

Some of the configuration commands require that you enter the configuration submode to complete the

configuration.

Table 5: Summary of Configuration Commands describes the configuration commands.

Table 5: Summary of Configuration Commands

Description

aaa authentication

Logs in to Prime Infrastructure server remotely.

backup-staging-url

Specifies a Network File System (NFS) temporary
space or staging area for the remote directory for
backup and restore operations.

cdp holdtime Specifies the amount of time the receiving device
should hold a Cisco Discovery Protocol packet from
the server before discarding it.

cdp run Enables Cisco Discovery Protocol.

cdp timer Specifies how often the server sends Cisco Discovery

Protocol updates.

clock timezone

Sets the time zone for display purposes.

do Executes an EXEC-level command from configuration
mode or any configuration submode.
Note To initiate, the do command precedes the

EXEC command.

end Returns to EXEC mode.

exit Exits configuration mode.

hostname Sets the hostname of the system.

icmp echo Configures the ICMP echo requests.

interface Configures an interface type and enters interface

configuration mode.

ipv6 address autoconfig

Enables IPv6 stateless autoconfiguration in interface
configuration mode.

ipv6 address dhcp

Enables IPv6 address DHCP in interface configuration
mode.
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Description

ip address

Sets the IP address and netmask for the Ethernet
interface.

Note This is an interface configuration
command.

ip default-gateway

Defines or sets a default gateway with an IP address.

ip domain-name

Defines a default domain name that a server uses to
complete hostnames.

ip name-server

Sets the Domain Name System (DNS) servers for use
during a DNS query.

Kron occurrence

Schedule one or more Command Scheduler commands
to run at a specific date and time or a recurring level.

kron policy-list

Specifies a name for a Command Scheduler policy.

logging Enables the system to forward logs to a remote system.

logging loglevel Configures the log level for the logging command.

no Disables or removes the function associated with the
command.

ntp Synchronizes the software clock through the NTP

server for the system.

password-policy

Enables and configures the password policy.

repository

Enters repository submode.

service

Specifies the type of service to manage.

snmp-server community

Sets up the community access string to permit access
to the Simple Network Management Protocol
(SNMP).

snmp-server contact

Configures the SNMP contact the Management
Information Base (MIB) value on the system.

snmp-server host

Sends SNMP traps to a remote system.

snmp-server location

Configures the SNMP location MIB value on the
system.

username

Adds a user to the system with a password and a
privilege level.

For detailed information on configuration mode and submode commands, see Understanding Command

Modes.
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CLI Audit

cu Audit [Jj

You must have administrator access to execute the configuration commands. Whenever an administrator logs
in to configuration mode and executes a command that causes configurational changes in the server, the
information related to those changes is logged in the operational logs.

Table 6: Configuration Mode Commands for the Operation Log describes configuration mode commands that

generate operational logs.

Table 6: Configuration Mode Commands for the Operation Log

Description

clock

Sets the system clock on the server.

ip name-server

Sets the DNS servers for use during a DNS query.

hostname

Sets the hostname of the system.

ip address

Sets the IP address and netmask for the Ethernet
interface.

ntp server

Allows synchronization of the software clock by the
NTP server for the system.

In addition to configuration mode commands, some commands in EXEC mode generate operational logs.

Table 7: EXEC Mode Commands for the Operation Log describes EXEC mode commands that generate

operational logs.

Table 7: EXEC Mode Commands for the Operation Log

Description

backup Performs a backup and places the backup in a
repository.

restore

Restores from backup the file contents of a specific
repository.

backup-logs

Backs up system logs.

Command Reference Guide for Cisco Prime Infrastructure 3.4 .



Overview of the Command-Line Interface |
B cuAudit
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Using the Command-Line Interface

This chapter provides helpful tips for understanding and configuring the from the command-line interface
(CLI). The can be deployed for small, medium, and large deployments and is available on different platforms
and also as a software that can run on VMware.

* Before Accessing the CLI, on page 16

* Running the Setup Utility to Configure the Appliance, on page 17
* Accessing the CLI, on page 20

* Understanding Command Modes, on page 23

* Navigating the CLI Commands, on page 26

* Where to Go Next, on page 29
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. Before Accessing the CLI

Before Accessing the CLI

Before logging in to the CLI, ensure that you have completed the installation tasks as specified in the Cisco
Prime Infrastructure 3.2 Quick Start Guide at : http://www.cisco.com/c/en/us/support/
cloud-systems-management/prime-infrastructure/products-installation-guides-list.html.
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Running the Setup Utility to Configure the Appliance

When you power on the appliances for the first time, you are prompted to run the setup utility to configure
the appliances. Before you run the utility using the setup command, ensure that you have values for the
following network configuration prompts:

* Hostname

* [P address

* Netmask

» Gateway

* Domain

* Nameserver

* Network Time Protocol (NTP) server (optional)
* User ID

* Password
The following is a sample output from the setup command:

ER R IR Ik kb kb b b b b b b b b b b b b b b b b b bk bk b b b b gk b b b b b gk b 3

Please type 'setup' to configure the appliance
LR SRS S S S S SR SR SRS SR SRR RS RS SRS E SRS SR SRS EEEEEE SRS

localhost login: setup

Press 'Ctrl-C' to abort setup

Enter hostname[]: pi-33-aws-100

Enter IP address[10.126.168.100]:

Enter IP default netmask[]: 255.255.255.0

Enter IP default gateway[]: 10.126.168.1
Enter default DNS domain[]: cisco.com
Enter primary nameserver[]: 72.163.128.140

Add/Edit another nameserver? Y/N : n

Enter primary NTP server[time.nist.gov]: 10.81.254.202
Add/Edit secondary NTP server? Y/N : n

Enter system timezone[UTC]: Asia/Calcutta

Current system clock time : 2017-11-15 07:59:14 IST
Change system clock time? Y/N : n

Enter username[admin]:

Enter password:

Enter password again:

R R R R I I I R R R R R E I b I I i

* High Availability (HA) Role Selection *

R R R R R e I R R R R R R I b I I 3 b 3

HA refers to a system that is continuously operating during failure.
To configure HA, go to the primary server's user interface.

Choose Administration > High Availability > HA Configuration.

For more information, click the context-sensitive online help.

Will this server be used as a Secondary for HA? (yes/no) : no

R R R R R R R R R R I b I I I

* Web Interface Root Password Selection *
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkdhhkhkhkhkkhkhkdhhkhkhkhkhkhkkhhhkhhkhhkhkkxxxk
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Enter Web Interface - root password:
Enter Web Interface - root password again:
Apply these settings? (y/n)y
Settings Applied.
Bringing up network interface...
Pinging the gateway...
Pinging the primary nameserver...
Do not use 'Ctrl-C' from this point on...
Appliance is configured
Setup is complete
Running post setup script...
Installing applications...
Installing NCS
Prime Application installation completed

R R R Rk b I I dE dh b b b b b b b b b b b b b E h b b b S b b bk b h b b 3

* Cisco Prime Infrastructure Setup *
ER R R Rk kb I I b b h b b b b b b b b b b b b b E h b b b b b b b b h 3k b

Reading configuration from file.

R R R R b I I dh E b b b b b b b b b b b b b E h b b b b b b 3k b b bk k3

*  Summary *
ER R R Rk I b I I b dh b b b b b b b b b b b b b E h b b b b b b b b b b bk

Server will not be a Secondary
Web Interface - root password is set.
Settings Applied.

Application bundle (NCS) installed successfully
=== Initial Setup for Application: NCS ===

Running database cloning script...
Running database creation script...
Setting limits.conf file...

Virtual Appliance

Turning off ipmi service...

Setting up NCS service...
Generating configuration...
Rebooting...

After you enter the required information, the appliance automatically reboots and the following login prompt
appears:

machine name login:
where machine_name identifies the hostname that you specified when you ran the setup command.

In this example, this prompt appears:

NCS login:

To log in, use the administrator user account (and the corresponding password) that you created during the
setup process. You must also use this Admin account to log in to the CLI for the first time. After accessing
the CLI as an administrator, you can create more users (with admin and operator privileges) with SSH access
to the CLI by running the username command in configuration mode.
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Note The administrator user account and the corresponding password (a CLI user account) that you created during
the initial setup wizard can be used to manage the application using the CLI. The CLI user has privileges to
start and stop the application software, backup and restore the application data, apply software patches and
upgrades to the application software, view all of the system and the application logs, and reload or shut down
the appliance. To protect the CLI user credentials, explicitly create users with access to the CLI.

Note  Any users that you create from the web interface cannot automatically log in to the CLI. You must explicitly
create users with access to the CLI. To create these users, you must log in to the CLI using the Admin account
that you created during setup; then, enter configuration mode, and run the username command.
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Accessing the CLI

Before logging in to the CLI, ensure that you have completed the hardware installation and configuration
process outlined in the Before Accessing the CLI, on page 16

To log in to the server and access the CLI, use an SSH secure shell client or the console port. You can log in
from:

* A PC running Windows 7, 8, and 10.
* A PC running Linux.
* An Apple computer running Mac OS X 10.4 or later.

* Any terminal device compatible with VT100 or ANSI characteristics. On the VT100-type and ANSI
devices, you can use cursor-control and cursor-movement key. Keys include left arrow, up arrow, down
arrow, right arrow, Delete, and Backspace. The CLI senses the use of the cursor-control keys and
automatically uses the optimal device characteristics.

To exit the CLI, use the exit command from EXEC mode. If you are currently in one of the configuration
modes and you want to exit the CLI, enter the end, exit, or press Ctrl z command to return to EXEC mode,
and then enter the exit command.

Supported Hardware and Software Platforms

The following valid terminal types can access the :
* 1178
* 2621
* 5051
* 6053
* 8510
» altos5
* amiga
* ansi
* apollo
* Apple_Terminal
* att5425
* ibm327x
* kaypro
* vt100

You can also access the through an SSH client or the console port.
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Opening the CLI with Secure Shell

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

\}

Note To access the CLI environment, use any SSH client that supports SSH v2.

The following example shows you how to log in with a Secure Shell (SSH) client (connection to a wired
WAN) via a PC by using Windows XP. Assuming that is preconfigured through the setup utility to accept an
Admin (administrator) user, log in as Admin.

Use any SSH client and start an SSH session.

The SSH window appears.
Press Enter or Spacebar to connect.
The Connection to Remote Host window appears.

Enter a hostname, username, port number, and authentication method.

In this example, you enter nes for the hostname, admin for the username, and 22 for the port number; and, for the
authentication method, choose Password from the drop-down list.

Click Connect, or press Enter.
The Enter Password window appears.

Enter your assigned password for the administrator.

The SSH with the Add Profile window appears.

(Optional) Enter a profile name in the text box and click Add to Profile.
Click Close in the Add Profile window.

The command prompt appears. You can now enter CLI commands.

Opening the CLI Using a Local PC

If you need to configure locally (without connecting to a wired LAN), you can connect a PC to the console
port on the appliance by using a null-modem cable.

The serial console connector (port) provides access to the CLI locally by connecting a terminal to the console
port. The terminal is a PC running terminal-emulation software or an ASCII terminal. The console port
(EIA/TIA-232 asynchronous) requires only a null-modem cable.

To connect a PC running terminal-emulation software to the console port, use a DB-9 female to DB-9 female
null-modem cable.

To connect an ASCII terminal to the console port, use a DB-9 female to DB-25 male straight-through cable
with a DB-25 female to DB-25 female gender changer.

The default parameters for the console port are 9600 baud, 8 data bits, no parity, 1 stop bit, and no hardware
flow control.
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Note If you are using a Cisco switch on the other side of the connection, set the switchport to duplex auto, speed
auto (the default).

Step 1 Connect a null-modem cable to the console port on the Cisco ISE-3315 and to the COM port on your PC.

Step 2 Set up a terminal emulator to communicate with the . Use the following settings for the terminal emulator connection:
9600 baud, 8 data bits, no parity, 1 stop bit, and no flow control.

Step 3 When the terminal emulator activates, press Enter.
Step 4 At the console, enter your username, then press Enter.
Step 5 Enter the password, then press Enter.

When the CLI activates, you can enter CLI commands to configure the .
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Understanding Command Modes

EXEC Mode

This section describes the command modes in detail.

When you start a session on the , you begin in admin or EXEC mode. From EXEC mode, you can enter
configuration mode. Most of the EXEC commands (one-time commands), such as show commands, display
the current configuration status. The admin or EXEC mode prompt consists of the device name or hostname
before a pound sign (#), as shown:

ncs/admin# (Admin or EXEC mode)

Note

Throughout this guide, the server uses the name ncs in place of the hostname and admin of the server for the
user account.

You can always tell when you are in EXEC mode or configuration mode by looking at the prompt.
* In EXEC mode, a pound sign (#) appears after the NCS server hostname and your username.

For example:

ncs/admin#

* In configuration mode, the ‘config’ keyword and a pound sign (#) appear after the hostname of the server
and your username.

For example:

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # (configuration mode)

If you are familiar with UNIX, you can equate EXEC mode to root access. You could also equate it to the
administrator level in Windows NT or the supervisor in NetWare. In this mode, you have permission to access
everything in the server, including the configuration commands. However, you cannot enter configuration
commands directly. Before you can change the actual configuration of the server, you must enter configuration
mode by entering the configure or configure terminal (conf t) command. Enter this command only when
in EXEC mode.

For example:
ncs/admin# conf t

Enter configuration commands, one per line. End with CNTL-Z.
ncs (config) # (configuration mode)

The configuration mode has several submodes; each has its own prompt. To enter these submodes, you must
first enter configuration mode by entering the configure terminal command.

To exit configuration mode, enter the end, exit, or Ctrl-z command. To exit EXEC mode, enter the exit
command. To exit both configuration and EXEC modes, enter this sequence of commands:

Command Reference Guide for Cisco Prime Infrastructure 3.4 .



. Configuration Mode

Using the Command-Line Interface |

ncs/admin (config) # exit
ncs/admin# exit

To obtain a listing of commands in EXEC mode, enter a question mark (?):

ncs/admin# ?

Configuration Mode

N

Use configuration mode to make changes to the existing configuration. When you save the configuration,
these commands remain across server reboots, but only if you run either of these commands:

* copy running-config startup-config

* write memory

To enter configuration mode, run the configure or configure terminal (conf t) command in EXEC mode.
When in configuration mode, the expects configuration commands.

For example:

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL-Z.
ncs/admin (config) # (configuration mode)

From this level, you can enter commands directly into the configuration. To obtain a listing of commands in
this mode, enter a question mark (?):

ncs/admin (config) # ?

The configuration mode has several configuration submodes. Each of these submodes places you deeper in
the prompt hierarchy. When you enter the exit, command the backs you out one level and returns you to the
previous level. When you enter the exit command again, the backs you out to the EXEC level.

Note

In configuration mode, you can alternatively press the Ctrl-z instead of entering the end or exit command.

Configuration Submodes

In the configuration submodes, you can enter commands for specific configurations. For example:

ncs/admin# config t
ncs/admin (config) # interface GigabitEthernet 0
ncs/admin (config-GigabitEthernet) #

To obtain a list of commands in this mode, enter a question mark (?):

ncs/admin (config-GigabitEthernet) # ?
Use the exit or end command to exit this prompt and return to the configuration prompt.

The following table lists the commands in the interface GigabitEthernet O configuration submode. Other
configuration submodes exist including those specific to the kron, repository, and password policy commands.
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Table 8: Command Options in the Interface GigabitEthernet 0 Configuration Submode

Comment

ncs/admin (config) # interface GigabitEthernet
0

ncs/admin (config-GigabitEthernet) # ?
Configure ethernet interface:

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its
defaults

shutdown Shutdown the interface

ncs/admin (config-GigabitEthernet) #

Enter the command that you want to configure for the
interface. This example uses the interface
GigabitEthernet command.

Enter ? to display what you must enter next on the
command line. This example shows the available
interface GigabitEthernet configuration submode
commands.

ncs/admin (config-GigabitEthernet) # ip ?
address Configure IP address
ncs/admin (config-GigabitEthernet) # ip

Enter the command that you want to configure for the
interface. This example uses the ip command.

Enter ? to display what you must enter next on the
command line. This example shows the available ip
configuration submode commands.

ncs/admin (config-GigabitEthernet) # ip address|
?
<A.B.C.D> 1IPv4 address

ncs/admin (config-GigabitEthernet) ip address

Enter the command that you want to configure for the
interface. This example uses the ip addresss
command.

Enter ? to display what you must enter next on the
command line. In this example, you must enter an
IPv4 address.

A carriage return <cr> does not appear; therefore, you
must enter additional arguments to complete the
command.

ncs/admin (config-GigabitEthernet) # ip address|
172.16.0.1 ?
<A.B.C.D> Network mask

ncs/admin (config-GigabitEthernet) # ip address|
172.16.0.1

Enter the keyword or argument that you want to use.
This example uses the 172.16.0.1 IP address.

Enter ? to display what you must enter next on the
command line. In this example, you must enter a
network mask.

A carriage return <cr> does not display; therefore,
you must enter additional arguments to complete the
command.

ncs/admin (config-GigabitEthernet) # ip address|
172.16.0.1 255.255.255.224 ?
<cr> Carriage Return

ncs/admin (config-GigabitEthernet) # ip address|
172.16.0.1 255.255.255.224 ?

Enter the network mask. This example uses the
255.255.255.224 1P address.

Enter ? to display what you must enter next on the
command line. In this example, you can press Enter.

A carriage return <cr> displays; you can press Enter
to complete the command.
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Navigating the CLI Commands

This section describes how to navigate the commands and modes on the

Getting Help
Use the question mark (?) and the arrow keys to help you enter commands:
* For a list of available commands, enter a question mark (?):
ncs/adming ?

* To complete a command, enter a few known characters before ? (with no space):

ncs/admin# s?

* To display keywords and arguments for a command, enter ? at the prompt or after entering part of a
command followed by a space:

ncs/admin# show ?

The displays a list and brief description of available keywords and arguments.

N

Note The <cr> symbol in command help stands for “carriage return”, which means to
press the Return or the Enter key). The <cr> at the end of command help output
indicates that you have the option to press Enter to complete the command and
that the arguments and keywords in the list preceding the <cr> symbol are optional.
The <cr> symbol by itself indicates that no more arguments or keywords are
available, and that you must press Enter to complete the command.

* To redisplay a command that you previously entered, press the Up Arrow key. Continue to press the
Up Arrow key to see more commands.

Using the No and Default Forms of Commands

Some EXEC or configuration commands have a no form. In general, use the no form to disable a function.
Use the command without the no keyword to re-enable a disabled function or to enable a function disabled
by default; for example, an IP address enabled by default. To disable the IP address, use the no ip address
command; to re-enable the IP address, use the ip address command.

Configuration commands can also have a default form, which returns the command settings to the default
values. Most commands disable by default, so in such cases using the default form has the same result as
using the no form of the command. However, some commands are enabled by default and have variables set
to certain default values. In these cases, the default form of the command enables the command and sets the
variables to their default values.

See Command Reference, on page 31 for a description of the complete syntax of the configuration commands,
and the no and default forms of a command.
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Command-Line Conventions

This section contains some basic command-line convention and operation information that is essential to the
use of this guide.
Command-Line Editing Key Conventions

The provides a number of keyboard shortcuts that you can use to edit an entered line.

Tab
Press Tab to try to finish the current command.
If you press the Tab key:
* At the beginning of a line, the system lists all of the short-form options.

» When you enter a partial command, the system lists all of the short form options beginning with those
characters.

* When only one possible option is available, the system fills in the option automatically.

Ctrl-c

Press Ctrl-c to abort the sequence. Pressing this key sequence breaks out of any executing command and
returns to the previous mode.

Ctrl-z

Press Ctrl-z to exit configuration mode and return to previous configuration mode.

?

Enter a question mark (?) at the prompt to list the available commands.

Command Line Completion

Command-line completion makes the CLI more user-friendly. It saves you extra key strokes and helps out
when you cannot remember the syntax of a command.

For example, for the show running-config command:

ncs/admin# show running-config

You can:

ncs/admin# sh run
The expands the command sh run to show running-config.

Another shortcut is to press the Tab key after you type sh; the Cisco NCS CLI fills in the rest of the command,
in this case show.

If the Cisco NCS CLI does not understand a command, it repeats the entire command line and places a caret
symbol (*) under the point at which it is unable to parse the command.
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For example:

ncs/admin# show unning-configuration

~

% Invalid input detected at '’ marker.

The caret symbol (*) points to the first letter in the command line that the does not understand. Usually, this
means that you need to provide additional arguments to complete the command or you mispelled the command.
In this case, you omitted the “r” in the “unning” command. To fix the error, retype the command.

In another form of command-line completion, you can start a command by entering the first few characters,
then pressing the Tab key. As long as you can match one command, the CLI will complete the command.
For example, if you type sh and press Tab, the completes the sh with show. If does not complete the command,
you can enter a few more letters and press Tab again.

Continuing Output at the --More-- Prompt

P

Tip

When working with the CLI, output often extends beyond the visible screen length. For cases where output

continues beyond the bottom of the screen, such as with the output of many ? or show commands, the output
pauses and a --More-- prompt appears at the bottom of the screen. To resume output, press Return to scroll

down one line, or press the spacebar to display the next full screen of output.

If the output pauses on your screen but you do not see the --More-- prompt, try entering a smaller value for
the screen length by using the terminal length EXEC command. Command output will not pause if you set
the length value to zero (0).

. Command Reference Guide for Cisco Prime Infrastructure 3.4



| Using the Command-Line Interface
Where to Go Next .

Where to Go Next

Now that you are familiar with some of the CLI basics, you can begin to configure the by using the CLI.
Remember that:

* You can use the question mark (?) and arrow keys to help you enter commands.

» Each command mode restricts you to a set of commands. If you have difficulty entering a command,
check the prompt and then enter the question mark (?) to see a list of available commands.

* To disable a feature, enter the keyword no before the command; for example, no ip address.

* You must save your configuration changes so that you preserve them during a system reload or power
outage.

Proceed to Command Reference, on page 31 for command listings, descriptions, syntax, usage guidelines,
and sample output.
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Command Reference

This appendix contains necessary information on disk space management for all types of deployments and
an alphabetical listing of the commands specific to the . The comprise the following modes:

* EXEC
* System-level

e Show

* Configuration
» configuration submode

Use EXEC mode system-level config or configure command to access configuration mode.

Each of the commands in this appendix is followed by a brief description of its use, command syntax, any
command defaults, command modes, usage guidelines, and one or more examples. Throughout this appendix,
the server uses the name ncs in place of the server’s hostname.

)

Note If an error occurs in any command usage, use the debug command to determine the cause of the error.

* EXEC Commands, on page 31
* show Commands, on page 96
* Configuration Commands, on page 127

EXEC Commands

This section lists each EXEC command and each command page includes a brief description of its use,
command syntax, any command defaults, command modes, usage guidelines, and an example of the command
and any related commands.

application start

To start the application process, use the application start command in EXEC mode. There is no form of this
command.
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Note

This command does not work in FIPS release.

application start application-name

Syntax Description

Command Default

Command Modes

Usage Guidelines

application-name

Name of the predefined application that you want to
enable. Up to 255 alphanumeric characters.

No default behavior or values.
EXEC

Enables an application.

You cannot use this command to start the application.

can see that the is already running.

pi-system-117/admin# application start ncs

)

% Application failed to start
pi-system-117/admin#

If you use this command to start the application, you

Related Commands

Command

Description

application stop

Stops or disables an application.

application upgrade

Upgrades an application bundle.

show application

Shows application information for the installed
application packages on the system.

application stop

To stop the PI process, use the application stop command in EXEC mode. There is no No form of this

\)

command.

Note

This command does not work in FIPS release.

application stop application-name

Syntax Description

Command Default

application-name

Name of the predefined application that you want to
disable. Up to 255 alphanumeric characters.

No default behavior or values.
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EXEC
Disables an application.

pi-system-117/admin# application stop ncs

% Application failed to stop
pi-system-117/admin#

Related Commands

Description

application start Starts or enables an application.

application upgrade Upgrades an application bundle.

show application Shows application information for the installed
application packages on the system.

application upgrade

To upgrade lower version to higher version (supported version), use the application upgrade command in
EXEC mode.

application upgrade application-bundle repository-name

Syntax Description

Command Default

Command Modes

Usage Guidelines

A

application-bundle Enter the upgrade bundle name.
remote-repository-name Remote repository name (up to 80 alphanumeric
characters).

No default behavior or values.
EXEC

Upgrades an application bundle, and preserves any application configuration data.

If you enter the application upgrade command when another application upgrade operation is in progress,
you will see the following warning message:

An existing application install, remove, or upgrade is in progress. Try again shortly.

Caution

Do not enter the backup or restore commands when the upgrade is in progress. This action might cause the
database to be corrupted.

Related Commands

Command Description
application start Starts or enables an application.
application stop Stops or disables an application.

Command Reference Guide for Cisco Prime Infrastructure 3.4 .



. backup

backup

Command Reference |

Command Description

show application Shows application information for the installed
application packages on the system.

Appliance Backup: To perform a backup (including the and Cisco ADE OS data) and place the backup in a
repository, use the backup command in EXEC mode.

Application Backup: To perform a backup of only the application data without the Cisco ADE OS data, use
the application keyword command.

Command for Appliance Backup:

backup backup-name repository repository-name

Command for Application Backup

backup backup-name repository repository-name application application-name

Syntax Description

Command Default

Command Modes

Usage Guidelines

backup-name Name of the backup file. Up to 26 alphanumeric
characters is recommended.

repository-name Name of the location where the files should be backed
up to. Up to 80 alphanumeric characters.

application-name Application name. Up to 255 alphanumeric characters.
Note Enter the application name as ‘NCS’ in
uppercase.

No default behavior or values.
EXEC

Performs a backup of the and Cisco ADE OS data and places the backup in a repository.

To perform a backup of only the application data without the Cisco ADE OS data, use the application
command.

Example for Appliance Backup

pi-system-117/admin# backup MySysBkp repository defaultRepo

DO NOT press ~C while the backup is in progress

Aborting backup with a “C may terminate the backup operation or the backup file may \
be corrupted

To restore this backup you will have to enter this password

Password :
Password Again :
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Backup Started at : 02/28/18 00:48:51
Stage 1 of 7: Database backup
Database size: 16G
-- completed at 02/28/18 00:50:12
Stage 2 of 7: Database copy
-- completed at 02/28/18 00:50:12
Stage 3 of 7: Backing up support files
-- completed at 02/28/18 00:50:12
Stage 4 of 7: Compressing Backup
-- completed at 02/28/18 00:50:17
Stage 5 of 7: Building backup file
-- completed at 02/28/18 00:50:54
Stage 6 of 7: Encrypting backup file
-- completed at 02/28/18 00:51:04
Stage 7 of 7: Transferring backup file
-- completed at 02/28/18 00:51:06
% Backup file created is: \
MySysBkp-180228-0048  VER3.2.50.0.70 BKSZ13G_FIPS ON CPU20 MEM16G_RAM62G SWAP15G_SYS\
_CK1677401767.tar.gpg
Total Backup duration is: Oh:2m:15s
pi-system-117/admin#

Example for Application Backup

pi-system-117/admin# backup MyApplicationBkp repository defaultRepo application NCS

DO NOT press "C while the backup is in progress
Aborting backup with a “C may terminate the backup operation or the backup file may \
be corrupted

To restore this backup you will have to enter this password

Password
Password Again
Backup Started at : 02/28/18 00:52:37
Stage 1 of 7: Database backup
Database size: 16G
-- completed at 02/28/18 00:53:45
Stage 2 of 7: Database copy
-- completed at 02/28/18 00:53:45
Stage 3 of 7: Backing up support files
-- completed at 02/28/18 00:53:45
Stage 4 of 7: Compressing Backup
-- completed at 02/28/18 00:53:50
Stage 5 of 7: Building backup file
-- completed at 02/28/18 00:54:25
Stage 6 of 7: Encrypting backup file
-- completed at 02/28/18 00:54:35
Stage 7 of 7: Transferring backup file
-— completed at 02/28/18 00:54:38
% Backup file created is: \
MyApplicationBkp-180228-0052 VER3.2.50.0.70 BKSZ13G_FIPS ON CPU20 MEM16G RAM62G SWA\
P15G_APP CK4137329745.tar.gpg
Total Backup duration is: Oh:2m:1ls
pi-system-117/admin#

Related Commands

Command Description

delete Deletes a file from the server.
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Command Description

repository Enters the repository submode for configuration of
backups.

restore Restores from backup the file contents of a specific
repository.

show backup history Displays the backup history of the system.

show repository Displays the available backup files located on a
specific repository.

To back up system logs, use the backup-logs command in EXEC mode. There is no no form of this command.

backup-logs backup-name repository repository-name

Syntax Description

Command Default

Command Modes

Usage Guidelines

backup-name Name of one or more files to back up. Up to 100
alphanumeric characters.

repository-name Location where files should be backed up to. Up to
80 alphanumeric characters.

No default behavior or values.
EXEC

Backs up system logs.

pi-admin/admin# backup-logs log-backup repository defaultRepo

% Creating log backup with timestamped filename: log-backup-150621-1618.tar.gz
Transferring file ...
-- complete.

pi-system/admin#

Related Commands

banner

Command Description

repository Enters the repository submode for configuration of
backups.

show repository Shows the available backup files located on a specific
repository.

To set up messages while logging (pre-login) in to CLI, use the banner install pre-login command.

. Command Reference Guide for Cisco Prime Infrastructure 3.4



| Command Reference

clock .

banner install pre-login banner-text-filename repository Repository-name

Syntax Description

Command Default

Command Modes

banner-text-filename Banner text file name.

repository-name Repository name.

No default behavior or values.

EXEC

admin# banner install pre-login test.txt repository defaultRepo

Related Commands

clock

Command Description

show banner pre-login, on page 98 Enables you to display a pre-login banner.

To set the system clock, use the clock command in EXEC mode. You cannot remove this function but reset
the clock.

clock set [mmm dd hh:mm:ss yyyy]

Syntax Description

Command Default

Command Modes

Usage Guidelines

mmm Current month of the year by name. Up to three
alphabetic characters. For example, Jan for January.

dd Current day (by date) of the month. Value =0 to 31.
Up to two numbers.

hh:mm:ss Current time in hours (24-hour format), minutes, and
seconds.

yyyy Current year (no abbreviation).

No default behavior or values.
EXEC

Sets the system clock. You must restart the server after you reset the clock for the change to take effect.

pi-system/admin# clock set nov 16 18:00:00 2017
pi-system-81/admin# show clock

Thu Nov 16 18:00:05 IST 2017

pi-system/admin#
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Related Commands

configure

Command Description
show clock Displays the time and date set on the system software
clock.

To enter configuration mode, use the configure command in EXEC mode. If the replace option is used with
this command, copies a remote configuration to the system which overwrites the existing configuration.

configure terminal

Syntax Description

Command Default

Command Modes

Usage Guidelines

terminal Executes configuration commands from the terminal.

No default behavior or values.

EXEC

Use this command to enter configuration mode. Note that commands in this mode write to the running
configuration file as soon as you enter them (press Enter).

To exit configuration mode and return to EXEC mode, enter end, exit, or pressCtrl-z.

To view the changes that you have made to the configuration, use the show running-config command in
EXEC mode.

Example 1

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #

Example 2

ncs/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #

Related Commands

Command Description

show running-config Displays the contents of the currently running
configuration file or the configuration.

show startup-config Displays the contents of the startup configuration file
or the configuration.
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copy [l

To copy any file from a source to a destination, use the copy command in EXEC mode.

Syntax Description

Command Default

Command Modes

Usage Guidelines

running-config Represents the current running configuration file.

startup-config Represents the configuration file used during
initialization (startup).

protocol See Table 9: Protocol Prefix Keywords for protocol
keyword options.

hostname Hostname of destination.

location Location of disk:/<dirpath>.

logs The system log files.

all Copies all log files from the system to another

location. All logs are packaged as ncslogs.tar.gz and
transferred to the specified directory on the remote
host.

filename Allows you to copy a single log file and transfer it to
the specified directory on the remote host, with its
original name.

log filename Name of the log file, as displayed by the show logs
command (up to 255 characters).

mgmt Copies the management debug logs and Tomcat logs
from the system, bundles them as mgmtlogs.tar.gz,
and transfers them to the specified directory on the
remote host.

runtime Copies the runtime debug logs from the system,
bundles them as runtimelogs.tar.gz, and transfers them
to the specified directory on the remote host.

No default behavior or values.
EXEC

The fundamental function of the copy command allows you to copy a file (such as a system image or
configuration file) from one location to another location. The source and destination for the file specified uses
the file system, through which you can specify any supported local or remote file location. The file system
being used (a local memory source or a remote system) dictates the syntax used in the command.

You can enter on the command line all of the necessary source and destination information and the username
and password to use; or, you can enter the copy command and have the server prompt you for any missing
information. You can enter up to a maximum of 2048 characters of source and destination URL information
on the command line.
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The copy command in the copies a configuration (running or startup).

The active configuration stores itself in the RAM. Every configuration command you enter resides in the
running configuration. If you reboot your server, you lose the running configuration. If you make changes
that you want to save, you must copy the running configuration to a safe location, such as a network server,
or save it as the server startup configuration.

You cannot edit a startup configuration directly. All commands that you enter store themselves in the running
configuration, which you can copy into the startup configuration.

In other words, when you boot a server, the startup configuration becomes the initial running configuration.
As you modify the configuration, the two diverge: the startup configuration remains the same; the running
configuration reflects the changes that you have made. If you want to make your changes permanent, you
must save the running configuration to the startup configuration using the write memory command. The
write memory command makes the current running configuration permanent.

Note

\)

If you do not save the running configuration, you will lose all your configuration changes during the next
reboot of the server. You can also save a copy of the running and startup configurations using the following
commands, to recover in case of loss of configuration:

copy startup-config /ocation

copy running-config location

Note

Tip

The copy command is supported only for the local disk and not for a repository.

Aliases reduce the amount of typing that you need to do. For example, type copy run start (the abbreviated
form of the copy running-config startup-config command).

The entire copying process might take several minutes and differs from protocol to protocol and from network
to network.

Use the filename relative to the directory for file transfers.

Possible error is the standard FTP error message.

Table 9: Protocol Prefix Keywords

Keyword Destination

ftp URL for FTP network server. The syntax for this alias:
ftp://location/directory
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Keyword Destination
sftp URL for an SFTP network server. The syntax for this
alias: sftp://location/directory
SFTP Repositories may require the // between the IP
address/FQDN and the physical path on the SFTP
store. If you find that you cannot access the SFTP
repository with single slashes, add the additional slash
and try the operation again. For example: url
sftp://server//path
Note The remote sftp servers need to be enabled
for 'password authentication’
(keyboard-interactive mode does not work
for sftp transfers). See the documentation
on sshd server used at the remote end, to
enable password authentication.
Depending on the SFTP software used with the remote
server, you may need to enable "password
authentication” instead of "keyboard-interactive
mode”. Enabling “password authentication” is
required; copy to remote SETP servers will not work
unless it is enabled. For example: With OpenSSH
6.6x, “keyboard-interactive mode” is the default. To
enable “password authentication”, edit the OpenSSH
sshd _config file to set the PasswordAuthentication
parameter to “yes”, as follows:
PasswordAuthentication yes.
tftp URL for a TFTP network server. The syntax for this
alias:
tftp://location/directory
Example 1
ncs/admin# copy run start
Generating configuration...
ncs/admin#
Example 2
ncs/admin# copy running-config startup-config
Generating configuration...
ncs/admin#
Example 3
ncs/admin# copy start run
ncs/admin#
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Example 4

ncs/admin# copy startup-config running-config
ncs/admin#

Example 5

ncs/admin# copy logs disk:/
Collecting logs...
ncs/admin#

Example 6

This command is used to copy the certificate from ftp tp pnp.

copy tftp://<PI Server IP Address>/server.key disk:/
copy tftp://<PI Server IP Address>/server.crt disk:/
copy tftp://<PI Server IP Address>/ncs server certificate.crt disk:/

Related Commands | Command Description
delete Deletes a file from the server.
dir Lists a file from the server.

debug

To display errors or events for command situations, use the debug command in EXEC mode.

debug{all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp | system |
transfer | user | utils}

Syntax Description all Enables all debugging.

application Application files.

* all—Enables all application debug output. Set
level between 0 and 7, with 0 being severe and
7 being all.

* install—Enables application install debug output.
Set level between 0 and 7, with 0 being severe
and 7 being all.

* operation—Enables application operation debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.

* uninstall—Enables application uninstall debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.
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backup-restore

Backs up and restores files.

* all—Enables all debug output for backup-restore.
Set level between 0 and 7, with 0 being severe
and 7 being all.

* backup—Enables backup debug output for
backup-restore. Set level between 0 and 7, with
0 being severe and 7 being all.

* backup-logs—Enables backup-logs debug output
for backup-restore. Set level between 0 and 7,
with 0 being severe and 7 being all.

* history—Enables history debug output for
backup-restore. Set level between 0 and 7, with
0 being severe and 7 being all.

* restore—Enables restore debug output for
backup-restore. Set level between 0 and 7, with
0 being severe and 7 being all.

cdp

Cisco Discovery Protocol configuration files.

* all—Enables all Cisco Discovery Protocol
configuration debug output. Set level between 0
and 7, with 0 being severe and 7 being all.

* config—Enables configuration debug output for
Cisco Discovery Protocol. Set level between 0
and 7, with 0 being severe and 7 being all.

* infra—Enables infrastructure debug output for
Cisco Discovery Protocol. Set level between 0
and 7, with 0 being severe and 7 being all.
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config Configuration files.

* all—Enables all configuration debug output. Set
level between 0 and 7, with 0 being severe and
7 being all.

* backup—Enables backup configuration debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.

* clock—Enables clock configuration debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.

* infra—Enables configuration infrastructure
debug output. Set level between 0 and 7, with 0
being severe and 7 being all.

* kron—Enables command scheduler configuration
debug output. Set level between 0 and 7, with 0
being severe and 7 being all.

* network—Enables network configuration debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.

* repository—Enables repository configuration
debug output. Set level between 0 and 7, with 0
being severe and 7 being all.

* service—Enables service configuration debug
output. Set level between 0 and 7, with 0 being
severe and 7 being all.

icmp Internet Control Message Protocol (ICMP) echo
response configuration.

all—Enable all debug output for ICMP echo response
configuration. Set level between 0 and 7, with 0 being
severe and 7 being all.

copy Copy commands. Set level between 0 and 7, with 0
being severe and 7 being all.

locks Resource locking.

* all—Enables all resource locking debug output.
Set level between 0 and 7, with 0 being severe
and 7 being all.

* file—Enables file locking debug output. Set level
between 0 and 7, with 0 being severe and 7 being
all.
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logging

Logging configuration files.

all—Enables all logging configuration debug output.
Set level between 0 and 7, with 0 being severe and 7
being all.

snmp

SNMP configuration files.

all—Enables all SNMP configuration debug output.
Set level between 0 and 7, with 0 being severe and 7
being all.

system

System files.

* all—Enables all system files debug output. Set
level between 0 and 7, with 0 being severe and
7 being all.

* id—Enables system ID debug output. Set level
between 0 and 7, with 0 being severe and 7 being
all.

* info—Enables system info debug output. Set
level between 0 and 7, with 0 being severe and
7 being all.

* init—Enables system init debug output. Set level
between 0 and 7, with 0 being severe and 7 being
all.

transfer

File transfer. Set level between 0 and 7, with 0 being
severe and 7 being all.

user

User management.

* a/l[—Enables all user management debug output.
Set level between 0 and 7, with 0 being severe
and 7 being all.

* password-policy—Enables user management
debug output for password-policy. Set level
between 0 and 7, with 0 being severe and 7 being
all.

utils

Utilities configuration files.

all—Enables all utilities configuration debug output.
Set level between 0 and 7, with 0 being severe and 7
being all.

Command Default No default behavior or values.

Command Modes EXEC
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Use the debug command to identify various failures within the server; for example, setup failures or
configuration failures.

ncs/admin# debug all
ncs/admin# mkdir disk:/1
ncs/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success

ncs/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ncs/admin#

ncs/admin# undebug all

ncs/admin#
Related Commands | Command Description
undebug Disables the output (display of errors or events) of
the debug command for various command situations.

delete

To delete a file from the server, use the delete command in EXEC mode. There is no no form of this command.

delete filename [disk:/path]

Syntax Description

Command Default

Command Modes

Usage Guidelines

filename Filename.

disk:/path Location.

No default behavior or values.
EXEC

If you attempt to delete the configuration file or image, the system prompts you to confirm the deletion. Also,
if you attempt to delete the last valid system image, the system prompts you to confirm the deletion.

ncs/admin# delete disk:/hs_err pidl9962.log

ncs/admin#
Related Commands Command Description
dir Lists all of the files on the server.

dir

To list a file from the server, use the dir command in EXEC mode. To remove this function, use the no form
of this command.
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dir /word][recursive]

Syntax Description

Command Default

word Directory name. Up to 80 alphanumeric characters.
Requires disk:/ preceding the directory name.
recursive Lists a local directory or filename recursively.

No default behavior or values.

Command Modes EXEC
Related Commands Command Description
delete Deletes a file from the server.

exit

Syntax Description

Command Default

Command Modes

Usage Guidelines

To close an active terminal session by logging out of the server or to move up one mode level from configuration
mode, use the exit command in EXEC mode.

exit

This command has no arguments or keywords.
No default behavior or values.

EXEC

Use the exit command in EXEC mode to exit an active session (log out of the server) or to move up from
configuration mode.

ncs/admin# exit

Related Commands

forceout

Command Description

end Exits configuration mode.

exit Exits configuration mode or EXEC mode.
Ctrl-z Exits configuration mode.

To force users out of an active terminal session by logging them out of the server, use the forceout command
in EXEC mode.

forceout wusername
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Syntax Description  ysername The name of the user. Up to 31 alphanumeric
characters.

Command Default No default behavior or values.

Command Modes EXEC

ncs/admin# forceout userl
ncs/admin#

halt

To shut down and power off the system, use the halt command in EXEC mode.

halt

This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes EXEC

Usage Guidelines Before you enter the halt command, ensure that the is not performing any backup, restore, installation, upgrade,
or remove operation. If you enter the halt command while the is performing any of these operations, you will
get one of the following warning messages:

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?
If you get any of these warnings, enter YEs to halt the operation, or enter NO to cancel the halt.

If no processes are running when you use the halt command or if you enter Yes in response to the warning
message displayed, the asks you to respond to the following option:

Do you want to save the current configuration ?

Enter YES to save the existing configuration. The displays the following message:

Saved the running configuration to startup successfully

pi-system/admin# halt

Save the current ADE-OS running configuration? (yes/no) [yes] ? yes
Generating configuration...

Saved the ADE-OS running configuration to startup successfully
Continue with shutdown? [y/n] y

Broadcast message from root (pts/0) (Wed May 5 18:37:02 2010):

The system is going down for system halt NOW!

Server is shutting down...
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Related Commands

Ims

Command Description

reload Reboots the system.

To migrate data from Ims server to PI server, use Ims command in EXEC mode.

Ims migrate repository repository-name

Syntax Description

Command Default

Command Modes

mkdir

repository-name Name of the PI repository.

No default values or behaviour.

EXEC

pi-system-117/admin# lms migrate repository test

Repository name : test

ERROR: Restore is not supported in FIPS enabled server.

INFO: LMS Migration will not proceed with FIPS enabled Server.
pi-system-117/admin#

To create a new directory on the server, use the mkdir command in EXEC mode.

mkdir directory-name [disk:/path]

Syntax Description

Command Default

Command Modes

Usage Guidelines

directory-name The name of the directory to create. Up to 80

alphanumeric characters.

disk:/path Use disk:/path with the directory name.

No default behavior or values.
EXEC

Use disk:/path with the directory name; otherwise, an error appears that indicates that the disk:/path must be
included.

ncs/admin# mkdir disk:/test
ncs/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/

4096 May 06 2010 13:40:59 1logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
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4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available

ncs/admin#

Related Commands Command Description
dir Displays a list of files on the server.
rmdir Removes an existing directory.

ncs run client-auth

You can enable client certificate authentication on your Prime Infrastructure application using ncs run
client-auth command.

ncs run client-auth enable

ncs run client-auth disable

Command Default No default behavior or values.

Command Modes EXEC
pi-system-117/admin# ncs run client-auth enable
WARNING
This feature requires the CA certificate to be installed on the system.
Please use the command 'ncs key importcacert ..." to
import the certificate of the CA used to sign the client certificates.

Ignore this warning if the CA certificate is already installed.

Use the 'disable' option of this command, to disable client authentication,
if not required.

client_auth status : enabled
pi-system-117/admin#

pi-system-117/admin# ncs run client-auth disable

client auth status : disabled
pi-system-117/admin#

ncs run list

To display the list of commands associated with NCS, use nes run list command in EXEC mode.

ncs run list

Command Default No default behavior or arguments

Command Modes EXEC
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pi-system-61/admin# ncs run list
commands
list - prints this list

test iops - tests the disk write performance

reset [dblkeys] - reset database and keys to default factory settings

csrf [disable|enable] - enable or disable CSRF protection

client-auth [disable|enable] - enable or disable client certificate based authentication
jms [disable|enable] - enable or disable message bus connectivity (port 61617)
sshclient-nonfips-ciphers [disable|enable] - enable or disable non fips compliant ciphers
for outgoing ssh client connections to devices

ssh-server-dhlkey [disable|enable] - enable or disable DH groupl for SSH service.
tls-server-versions <tls versions> - set the TLS versions to be enabled for TLS service -

TLSv1.2 TLSvl.1l TLSvl
tls-server-ciphers <tls cipher groups> - set the TLS cipher group to be enabled for TLS

service - tls-ecdhe tls-dhe tls-static ssl-static
livelogs [all|secure|ade|messages] - view live audit logs
loghistory [all|secure|ade|messages] - view audit logs

ncs run test iops

To test and view details of the input output operations on your Prime Infrastructure, use ncs run test iops
command in EXEC mode.

ncs run test iops

Command Default No default behavior or values.

Command Modes EXEC

pi-242/admin# ncs run test iops

Testing disk write speed

8388608+0 records in

8388608+0 records out

8589934592 bytes (8.6 GB) copied, 33.4561 s, 257 MB/s

ncs run reset

You can use ncs run reset command to delete all private keys from your Prime Infrastructure server and to
clean a corrupted Database. Resetting the DB clears all existing data and replaces it with empty data.

ncs run reset { db | keys }

Syntax Description db Resets DB wth empty data.
keys Deletes all private keys from Prime Infrastructure
server.
Command Default No default behavior or values.
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EXEC

pi-system-61/admin# ncs run reset db

This example shows how to delete all private keys in server:

pi-system-61/admin# ncs run reset keys
This will delete all the private keys and may impact webserver, SSH service etc.
Do you want to proceed [yes/no] [no]? yes

The cross-site request forgery check can be disabled (not recommended). The CLI provided only for backward
compatibility with API clients which are not programmed for CSRF protection. For CSRF protection, this
option should be enabled using the following command.

ncs run csrf enable
To disable, use the following command:

ncs run csrf disable
No default behavior or values.

EXEC

pi-cluster-93/admin# ncs run csrf enable

pi-cluster-93/admin# ncs run csrf disable

ncs run pnp-ciphers

Command Default

Command Modes

You can enable or disable weak ciphers for the HTTPS port for Plug and Play using nes run pnp-ciphers
command. To enable or disable, use the following commands:

ncs run pnp-ciphers enable

ncs run pnp-ciphers disable
No default behavior or values.

EXEC

pi-cluster-93/admin# ncs run pnp-ciphers enable

*** WARNING ***

The cipher suite “SSL RSA WITH DES CBC SHA” is enabled. This cipher suite is
required for Plug and Play functionality to work with CNS Agent in Secure mode.
This is considered a weak cipher, and security scans may detect the presence of
this cipher suite and flag as a vulnerability.

Use the 'disable' option of this command, to disable this cipher, if not required.
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ncs run jms

Prime Infrastructure can send notifications to a Java Message Server (JMS) whenever there are changes in
inventory or configuration parameters that are part of an audit you have defined.You can enable or disable
this feature using nes run jms command.

ncs run jms enable

ncs run jms disable

Command Default No default behavior or values.

Command Modes EXEC

pi-cluster-93/admin# ncs run jms enable

pi-cluster-93/admin# ncs run jms disable

Connectivity to the JMS (message bus) from external servers disabled.
Connectivity is required for external PnP Gateway servers to interact
with the Prime Infrastructure server.

Use the 'enable' option of this command, to enable connectivity again.

ncs run livelogs

You can run nces run livelogs command to view live audit logs.

ncs run livelogs { all | secure | ade | messages }

Command Default No default behavior or values.

Command Modes EXEC

pi-system-120/admin# ncs run livelogs

***Available filter options to limit logs - all secure ade messages***
************Press Ctrl+c for Stop logging*****************
2018-02-28T01:48:39.407787+05:30 pi-system-120 sshd[10309]: pam unix(sshd:session): \
session closed for user admin

2018-02-28T01:50:14.109435+05:30 pi-system-120 sshd[32038]: \
pam_tally2 (sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T01:50:14.109456+05:30 pi-system-120 sshd[32038]: \

pam_tally2 (sshd:account): unknown option: no reset

2018-02-28T01:50:14.112152+05:30 pi-system-120 sshd[32038]: pam unix(sshd:session): \
session opened for user admin by (uid=0)

2018-02-28T02:00:57.499844+05:30 pi-system-120 sshd[32038]: pam unix (sshd:session): \
session closed for user admin

2018-02-28T02:04:28.870085+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-28T02:04:28.976462+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-28T02:21:30.485537+05:30 pi-system-120 sshd[6381]: \
pam_tally2 (sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T02:21:30.485556+05:30 pi-system-120 sshd[6381]: \
pam_tally2 (sshd:account): unknown option: no reset

2018-02-28T02:21:30.488589+05:30 pi-system-120 sshd[6381]: pam unix(sshd:session): \

session opened for user admin by (uid=0)
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2018-02-28T02:25:04.370446+05:30 pi-system-120 debugd([3229]: [7471]: \
config:network: sysconfig.c[1116] [admin]: Getting ipaddress for ethl
2018-02-28T02:25:04.377607+05:30 pi-system-120 debugd([3229]: [7471]: \
config:network: syscfg cli.c[1098] [admin]: No ipaddress for interface ethl
2018-02-28T02:25:04.384642+05:30 pi-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetIfState::root:/opt/system/bin/carssh:NotFromTerminal:5:
2018-02-28T02:25:04.384720+05:30 pi-system-120 debugd([3229]: [7471]: \
config:network: syscfg cli.c[1105] [admin]: Interface ethl is down
2018-02-28T02:25:04.384777+05:30 pi-system-120 debugd([3229]: [7471]: \
config:network: syscfg cli.c[1011] [admin]: Getting dhcpvé enabled for ethl
2018-02-28T02:25:04.405866+05:30 pi-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:6:
2018-02-28T02:25:04.412912+05:30 pi-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:7:
2018-02-28T02:25:04.420049+05:30 pi-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:8:
2018-02-28T02:25:04.427224+05:30 pi-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetGateway::root:/opt/system/bin/carssh:NotFromTerminal:9:
2018-02-28T02:28:16.411167+05:30 pi-system-120 ADEOSShell[8312]: Change Audit \

Details:SUCCESS:CARS CLI:run_command::root:/opt/system/bin/carssh:/dev/pts/1:1:

2018-02-28T02:21:25.649026+05:30 pi-system-120 sshd[6381]: Operating in CiscoSSL \
Common Criteria mode
2018-02-28T02:21:25.654950+05:30 pi-system-120 sshd[6381]: FIPS mode initialized

2018-02-28T02:21:25.806409+05:30 pi-system-120 sshd[6381]: Outbound-ReKey for \
10.77.144.125:16285 [preauth]

2018-02-28T02:21:25.889051+05:30 pi-system-120 sshd[6381]: Inbound-ReKey for \
10.77.144.125:16285 [preauth]

2018-02-28T02:21:30.487757+05:30 pi-system-120 sshd[6381]: Accepted password for \
admin from 10.77.144.125 port 16285 ssh2

2018-02-28T02:21:30.490420+05:30 pi-system-120 sshd[6390]: Inbound-ReKey for \
10.77.144.125:16285

2018-02-28T02:21:30.490437+05:30 pi-system-120 sshd[6390]: Outbound-ReKey for \
10.77.144.125:16285

2018-02-28T02:21:32.124237+05:30 pi-system-120 rsyslogd: [origin \
software="rsyslogd" swVersion="5.8.10" x-pid="3216" \
x-info="http://www.rsyslog.com ] rsyslogd was HUPed

2018-02-28T02:25:04.601075+05:30 pi-system-120 rsyslogd-2177: imuxsock begins to \
drop messages from pid 3229 due to rate-limiting

2018-02-28T02:25:30.938945+05:30 pi-system-120 rsyslogd-2177: imuxsock lost 463 \

messages from pid 3229 due to rate-limiting
~CERROR: cmd '/opt/CSCOlumos/bin/run_command.sh livelogs' failed
pi-system-120/admin#

ncs run loghistory

You can run ncs run loghistory command to view a list of audit logs.

ncs run loghistory { all | secure | ade | messages }

Command Default No default behavior or values.

Command Modes EXEC
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pi-system-120/admin# ncs run loghistory
***Available filter options to limit logs - all secure ade messages***

2018-02-25T04:22:03.091312+05:30 pi-system-120 passwd: pam unix (passwd:chauthtok): \
password changed for scpuser

2018-02-25T05:47:52.693460+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T05:47:52.746896+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T07:48:08.551061+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T07:48:08.607276+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T09:48:29.616066+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T09:48:29.675890+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T11:48:49.792055+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T11:48:49.845594+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T13:49:13.712070+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T13:49:13.764692+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T15:49:28.165108+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T15:49:28.231362+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T17:49:46.089296+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T17:49:46.143475+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T19:50:06.775083+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T19:50:06.828332+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T21:50:33.338183+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T21:50:33.393056+05:30 pi-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T23:50:59.225069+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T23:50:59.278849+05:30 pi-system-120 su: pam unix(su:session): session \

closed for user oracle

2018-02-26T01:51:23.433628+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T01:52:00.541797+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T01:52:00.582068+05:30 pi-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)
2018-02-26T01:52:00.635314+05:30 pi-system-120 su: pam unix(su:session): session \

closed for user oracle

2018-02-26T03:30:00.737839+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:01.308384+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:01.318405+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:01.373111+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:01.411957+05:30 pi-system-120 su: pam unix(su-l:session): session \
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opened for user oracle by (uid=0)

2018-02-26T03:30:03.176254+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:03.196829+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:03.252549+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:06.105604+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:07.126919+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:07.131747+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:14.916295+05:30 pi-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:14.923602+05:30 pi-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

pi-system-120/admin#

ncs run tls-server-versions

To set the TLS (Transport Layer Security) version, use ncs run tls-server-versions command in EXEC mode.

ncs run tls-server-version <TLS version>

Command Default No default behavior or values.

Command Modes EXEC

The following example illustrates the use of the ncs run set-tls-versionscommand:

pi-system-117/admin# ncs run tls-server-versions TLSvl TLSvl.1l TLSvl.2
Error : Invalid TLS version - TLSvl not supported in FIPS mode
pi-system-117/admin# ncs run tls-server-versions TLSvl.1l TLSv1.2
Enabled TLS version are - TLSvl.1l,TLSv1.2

Restart is required for the changes to take effect
pi-system-117/admin#

A

Warning  Running this command requires an immediate software restart. It is suggested you perform a failover and
failback so that changes are reflected in both primary and secondary servers.

Related Topics
Ensuring Primary HA Server Changes are Replicated

ncs start
To start the server, use the nes start command.
ncs start [verbose]
Syntax Description verbose Displays the detailed messages during the start

process.
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Command Default

Command Modes

Usage Guidelines

No default behavior or values.

EXEC

To see the messages in the console, use the ncs start verbose command.

This example shows how to start the server:

pi-common-133/admin# ncs start verbose
Starting Prime Infrastructure...

Reporting Server Heap size = 4096m
XMP Server Heap size = 6656m
Starting Health Monitor

Starting Health Monitor as a primary
Checking for Port 8082 availability... OK
CERT MATCHED :

Updating web server configuration file ...
Starting Health Montior Web Server...
Health Monitor Web Server Started.

Setting UID to 499:110

UID set to 499:110

Starting Health Monitor Server...

Health Monitor Server Started.

Database server started for instance : wcs

Processing Service Name: Database
Database is already running.

Processing Service Name: FTP Service
Processing Service Name: TFTP Service

Processing Service Name: Matlab
FTP Service is disabled.

Processing Service Name: Matlabl
Starting Remoting Service: Matlab Server

Processing Service Name: Matlab?2

Processing Service Name: NMS Server

Starting Remoting Service: Matlab Server Instance 1
Starting Remoting Service: Matlab Server Instance 2

Checking /tmp/remoting launchout Matlabl.lock...
Checking /tmp/remoting launchout Matlab.lock...
Checking /tmp/remoting launchout Matlab2.lock...
Executing startRemoting for Matlab2 ...
Executing startRemoting for Matlabl ...
Executing startRemoting for Matlab ...
DEPENDENCY CHECK: Database

DB scheme update process starting..

DB scheme update process finished.

Starting NMS Server

Started TFTP Service

/opt/CSCOlumos/classloader-conf:/opt/CSCOlumos/lib/xmp/XMPClassLoader-11

Checking for running servers.

Command Reference .
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Checking if DECAP is running.
00:00 DECAP is not running.
00:00 Check complete. No servers running.
Unable to initialize com.mathworks.mwswing.MJStartup
Matlab pid = 9696
system property before init instance: null
Starting Remoting Instance: Matlab Server
Checking for Port 10555 availability... OK
Starting Remoting Service Web Server Matlab Server...
Warning: MATLAB does not support bit depths less than or equal to 8.
Figure windows may not be usable
Warning: latest version of matlab app-defaults file not found.
Contact your system administrator to have this file installed
Warning: Duplicate directory name: /opt/CSCOlumos/matlab/toolbox/compiler.
Remoting Service Web Server Matlab Server Started.
Starting Remoting Service Matlab Server...
Remoting 'Matlab Server' started successfully.
Unable to initialize com.mathworks.mwswing.MJStartup
Matlabl pid = 9692
system property before init instance: null
Starting Remoting Instance: Matlab Server Instance 1
Checking for Port 10755 availability... OK
Starting Remoting Service Web Server Matlab Server Instance 1...
Warning: MATLAB does not support bit depths less than or equal to 8.
Figure windows may not be usable
Warning: latest version of matlab app-defaults file not found.
Contact your system administrator to have this file installed
Warning: Duplicate directory name: /opt/CSCOlumos/matlab/toolbox/compiler.
Remoting Service Web Server Matlab Server Instance 1 Started.
Starting Remoting Service Matlab Server Instance 1...
00:09 DECAP setup complete.
Started executing compliance db set up.sh Input = checkAndCreatePariTableOnSID
Remoting 'Matlab Server Instance 1' started successfully.
No Pari table creation needed on SID wcs
Setting/Clearing remote database parameters
Done waiting DB initialization
_outputHdlr check:1log4j:WARN No appenders could be found for logger \
(com.cisco.ciscossl.provider.ciscojce.CiscoJCENativeCrypto) .
Starting SAM daemon...
Done.
Done. Setting/Clearing remote database parameters
Starting DA daemon...
Starting Server
DASH HOME = /opt/CSCOlumos/compliance
NCCMHOME = /opt/CSCOlumos/compliance
Asia/Kolkata
Starting NCCM server with Java memory 1024
Unable to initialize com.mathworks.mwswing.MJStartup
Matlab2 pid = 9693
system property before init instance: null
Starting Remoting Instance: Matlab Server Instance 2
Checking for Port 10756 availability... OK
Starting Remoting Service Web Server Matlab Server Instance 2...
Warning: MATLAB does not support bit depths less than or equal to 8.
Figure windows may not be usable
Warning: latest version of matlab app-defaults file not found.
Contact your system administrator to have this file installed
Warning: Duplicate directory name: /opt/CSCOlumos/matlab/toolbox/compiler.
Remoting Service Web Server Matlab Server Instance 2 Started.
Starting Remoting Service Matlab Server Instance 2...
Remoting 'Matlab Server Instance 2' started successfully.
Creating Application Context
Attempt 1: checking /opt/CSCOlumos/logs/remotingMatlabl-0-0.log and \
/opt/CSCOlumos/logs/remoting launchout Matlabl.log whether Remoting Service Web \
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Server Matlab.* Started.

Detected: /opt/CSCOlumos/logs/remotingMatlabl-0-0.log:02/28/18 01:21:27.147 INFO \
[system] [main] Remoting Service Web Server Matlab Server Instance 1 Started.
/opt/CSCOlumos/logs/remoting launchout Matlabl.log:Remoting Service Web Server \

Matlab Server Instance 1 Started.
Completed launchout Matlabl as 9692

Attempt 1: checking /opt/CSCOlumos/logs/remotingMatlab-0-0.log and \
/opt/CSCOlumos/logs/remoting launchout Matlab.log whether Remoting Service Web \
Server Matlab.* Started.

Detected: /opt/CSCOlumos/logs/remotingMatlab-0-0.10g:02/28/18 01:21:21.247 INFO \
[system] [main] Remoting Service Web Server Matlab Server Started.
/opt/CSCOlumos/logs/remoting launchout Matlab.log:Remoting Service Web Server \

Matlab Server Started.
Completed launchout Matlab as 9696

Attempt 1: checking /opt/CSCOlumos/logs/remotingMatlab2-0-0.log and \
/opt/CSCOlumos/logs/remoting launchout Matlab2.log whether Remoting Service Web \
Server Matlab.* Started.

Detected: /opt/CSCOlumos/logs/remotingMatlab2-0-0.1log:02/28/18 01:21:37.344 INFO \
[system] [main] Remoting Service Web Server Matlab Server Instance 2 Started.
/opt/CSCOlumos/logs/remoting launchout Matlab2.log:Remoting Service Web Server \

Matlab Server Instance 2 Started.
Completed launchout Matlab2 as 9693
Starting servlet container.

NMS Server started successfully

Processing Service Name: Compliance engine

Compliance Engine is enabled in this server

Compliance engine is already running.

Invoked post init hook - com.cisco.ifm.telemetry.config.UpdateProxyInitHook@5d67dec?

Prime Infrastructure started successfully.

iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]
Completed in 577 seconds

pi-common-133/admin#

pi-system-120/admin# ncs start

Starting Prime Infrastructure...

This may take a while (10 minutes or more)

_outputHdlr check:1log4j:WARN No appenders could be found for logger \
(com.cisco.ciscossl.provider.ciscojce.CiscoJCENativeCrypto) .

Prime Infrastructure started successfully.

iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

Completed in 490 seconds

pi-system-120/admin#

Related Commands Command Description

ncs stop Stops the server.

ncs status Displays the current status of the server.
ncs stop

To stop the server, use the nes stop command in EXEC mode. To see the detailed messages, use the nes stop
verbose command.

ncs stop [verbose]
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Syntax Description  verbose Displays the detailed messages during the stop
process.

Command Default No default behavior or values.

Command Modes EXEC

Usage Guidelines To see the detailed messages, use the ncs stop verbose command.

This example shows how to stop the server:

pi-system-120/admin# ncs stop

Stopping Prime Infrastructure...

This may take a few minutes...

Database is not running.

FTP Service is not running.

TFTP Service is not running.

Matlab is not running.

Matlabl is not running.

Matlab2 is not running.

Matlab3 is not running.

NMS Server is not running!.

Compliance engine is not running!.

Prime Infrastructure successfully shutdown.

log4j :WARN No appenders could be found for logger \
(com.cisco.ciscossl.provider.ciscojce.CiscoJCENativeCrypto) .
log4j:WARN Please initialize the log4j system properly.
Stopping SAM daemon...

Checking for SAM daemon again

SAM Daemon not found...

Stopping DA daemon

Checking for DA daemon again

DA Daemon not found...

Compliance engine stopped

Completed shutdown of all services
pi-system-120/admin#

pi-common-133/admin# ncs stop verbose
Stopping Prime Infrastructure...

Status:Creating

ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:Creating
ServerStartupStatus:C