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Configuring Secure Storage 

Secure Storage feature allows you to secure critical configuration information by encrypting it. It 
encrypts VPN, IPSec, and other asymmetric key-pairs, pre-shared secrets, the type 6 password 
encryption key and certain credentials. An instance-unique encryption key is stored in the hardware trust 
anchor to prevent it from being compromised.

By default, this feature is enabled on platforms that come with a hardware trust anchor. This feature is 
not supported on platforms that do not have hardware trust anchor.

• Enabling Secure Storage

• Disabling Secure Storage

• Verifying the Status of Encryption

• Verifying the Platform Identity

• Downgrading the Platform Image to an Older Version

Enabling Secure Storage 
The following example shows how to enable Secure Storage:

router#config terminal
router(config)# service private-config-encryption
router(config)# do write memory

Note By default, this feature is enabled on a platform. Use the above procedure on a platform where it is 
disabled.

Disabling Secure Storage
The following example shows how to disable Secure Storage:

router#config terminal
router(config)# no service private-config-encryption
router(config)# do write memory
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Verifying the Status of Encryption
Use the show parser encrypt file status command to verify the status of encryption. The following 
command output indicates that the feature is available but the file is not encrypted. The file is in “plain 
text” format.

router#show parser encrypt file status 
Feature: Enabled
File Format: Plain Text
Encryption Version: Ver1

 

The following command output indicates that the feature is enabled and the file is encrypted. The file is 
in “cipher text” format.

router#show parser encrypt file status 
Feature: Enabled
File Format: Cipher Text
Encryption Version: Ver1

Verifying the Platform Identity
Use the show platform sudi certificate command to display the SUDI certificate in standard PEM 
format. The command output helps you verify the platform identity.

In the command output, the first certificate is the Cisco Root CA 2048 and the second is the Cisco 
subordinate CA (ACT2 SUDI CA). The third is the SUDI certificate.

router#show platform sudi certificate sign nonce 123
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE-----127
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-----END CERTIFICATE-----
-----BEGIN CERTIFICATE-----
 MIIDhzCCAm+gAwIBAgIEAJT3DDANBgkqhkiG9w0BAQsFADAnMQ4wDAYDVQQKEwVD-----END CERTIFICTAE
Signature version: 1
Signature: 
405C70D802B73947EDBF8D0D2C8180F10D4B3EF9694514219C579D2ED52F7D583E0F40813FC4E9F549B2EB1C21
725F7C
B1C79F98271E47E780E703E67472380FB52D4963E1D1FB9787B38E28B8E696570A180B7A2F131B1F174EA79F5D
B4765DF67386126D8
9E07EDF6C26E0A81272EA1437D03F2692937082756AE1F1BFAFBFACD6BE9CF9C84C961FACE9FA0FE64D85AE4FA
086969D0702C536ABD
B8FBFDC47C14C17D02FEBF4F7F5B24D2932FA876F56B4C07816270A0B4195C53D975C85AEAE3A74F2DBF293F52
423ECB7B853967080A
9C57DA3E4B08B2B2CA623B2CBAF7080A0AEB09B2E5B756970A3A27E0F1D17C8A243

Downgrading the Platform Image to an Older Version
Before you downgrade the platform image to an older version where the Secure Storage is not supported, 
you have to disable the feature in the version where it is supported. To disable Secure Storage, see 
Disabling Secure Storage, page 125

If you do not disable this feature before downgrading to an older image, the private-config file will be 
in an encrypted format. The following Syslog message will be generated to indicate that the file is in an 
encrypted format:
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%PARSER-4-BADCFG: Unexpected end of configuration file.

If the file is in ‘plain text’, no Syslog message will be generated.
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