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Preface

Note  This product has reached end-of-life status. For more information, see the End-of-Life and End-of-Sale Notices.

From Release 6.1.2 onwards, Cisco introduces support for the 64-bit Linux-based IOS XR operating system.
Extensive feature parity is maintained between the 32-bit and 64-bit environments. Unless explicitly marked
otherwise, the contents of this document are applicable for both the environments. For more details on Cisco
10S XR 64 bit, refer to the Release Notes for Cisco ASR 9000 Series Routers, Release 6.1.2 document.

This preface contains these sections:

* Changes to This Document, on page xiii
» Communications, Services, and Additional Information, on page xiii

Changes to This Document

Date Summary
March 2017 Initial release of this document.
July 2017 Republished for Release 6.2.2.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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. Preface

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x


https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html

CHAPTER 1

New and Changed BNG Features

This table summarizes the new and changed feature information for the Cisco ASR 9000 Series Aggregation
Services Router Broadband Networ k Gateway Configuration Guide, and tells you where they are documented.

* BNG Features Added or Modified in IOS XR Release 6.2.x, on page |

BNG Features Added or Modified in 10S XR Release 6.2.x

Feature Description Changed in Release Where Documented
BNG support on the Cisco | This feature was Release 6.2.2 Broadband Network
ASR 9000 Series 24-Port | introduced. Gateway Overview
and 48-Port Dual-Rate chapter:
10GE/1GE Line Cards Broadband Network
Gateway Overview, on
page 9
BNG Geo Redundancy | This feature was Release 6.2.2 BNG Geo Redundancy
with Satellite introduced. chapter:
BNG Geo Redundancy

with Satellite, on page 383

For commands, see the
Subscriber and Session
Redundancy Commands
chapter in Cisco ASR
9000 Series Aggregation
Services Router
Broadband Network
Gateway Command
Reference.
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New and Changed BNG Features |
. BNG Features Added or Modified in 10S XR Release 6.2.x

Feature Description Changed in Release Where Documented

Configurable DHCPv6 | This feature was Release 6.2.1 Establishing Subscriber

Option 17 introduced. Sessions chapter:
Configurable DHCPv6

Option 17, on page 211

See the BNG DHCP
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this

feature.
Unconditional Proxy ARP | This feature was Release 6.2.1 Establishing Subscriber
Response introduced. Sessions chapter:
Unconditional Proxy ARP

Response, on page 109

See the Subscriber and
Session Redundancy
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.
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| New and Changed BNG Features
BNG Features Added or Modified in 10S XR Release 6.2.x .

Feature Description Changed in Release Where Documented
IGMP QoS Correlation |IGMP QoS Correlation |Release 6.2.1 Configuring Subscriber
for IPoE Subscribers feature was extended to Features chapter:

IPoE subscribers. IGMP QoS Correlation

for IPoE Subscribers, on
page 316

See the Subscriber and
Session Redundancy
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this

feature.
DHCP Soft Pool This feature was Release 6.2.1 Establishing Subscriber
Migration introduced. Sessions chapter:

DHCP Soft Pool
Migration, on page 204

See the Address Pool
Service Commands
chapter in Cisco ASR
9000 Series Aggregation
Services Router
Broadband Network
Gateway Command
Reference, for information
on the commands related
to this feature.

SNMP Lawful Intercept | This feature was Release 6.2.1 Configuring Subscriber
Using Circuit-Id introduced. Features chapter:
SNMP Lawful Intercept
Using Circuit-1d, on page
295
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. BNG Features Added or Modified in 10S XR Release 6.2.x

New and Changed BNG Features |

Feature

Description

Changed in Release

Where Documented

Multiple Class Support
for Ingress Policing for
Subscribers

This feature was
introduced.

Release 6.2.1

Deploying the Quality of
Service (QO0S) chapter:

Multiple Class Support for
Ingress Policing for
Subscribers, on page 274

See the QoS Commands
chapter in Cisco ASR
9000 Series Aggregation
Services Router
Broadband Network
Gateway Command
Reference, for information
on the commands related
to this feature.

Controlling Subscriber
Plans Using Protocol
Options

This feature was
introduced.

Release 6.2.1

Configuring Subscriber
Features chapter:

Controlling Subscriber
Plans Using Protocol
Options, on page 350

See the Subscriber and
Session Redundancy
Commands chapter and
Control Policy Commands
in Cisco ASR9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.
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| New and Changed BNG Features

BNG Features Added or Modified in 10S XR Release 6.2.x .

Feature Description Changed in Release Where Documented
New MAC Address A new MAC address Release 6.2.1 Configuring
Format for RADIUS format was introduced for Authentication,

User-name Attribute

RADIUS User-name
Attribute.

Authorization, and
Accounting Functions
chapter:

Creating Attributes of
Specific Format, on page
29

See the BNG AAA
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.

Group-based Grand
Parent Shaping

This feature was
introduced.

Release 6.2.1

Deploying the Quality of
Service (QoS) chapter:

Group-based Grandparent
Shaping, on page 275

See the QoS Commands
chapter in Cisco ASR
9000 Series Aggregation
Services Router
Broadband Network
Gateway Command
Reference, for information
on the commands related
to this feature.
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New and Changed BNG Features |
. BNG Features Added or Modified in 10S XR Release 6.2.x

Feature Description Changed in Release Where Documented
PPP Class-based DHCPv6 | This feature was Release 6.2.1 Establishing Subscriber
Mode Selection introduced. Sessions chapter:

PPP Class-based DHCPv6
Mode Selection, on page
183

See the BNG DHCP
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this

feature.
Global PPPoE This feature was Release 6.2.1 Establishing Subscriber
BBA-Group introduced. Sessions chapter:

PPPoE Session Limit, on
page 139

See the PPPoE
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.
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| New and Changed BNG Features
BNG Features Added or Modified in 10S XR Release 6.2.x .

Feature Description Changed in Release Where Documented

Geo Redundancy using | This feature was Release 6.2.1 BNG Geo Redundancy

SERG for IPv6 ND introduced. chapter:

Clients Configuring and
Verifying Session
Redundancy for IPv6 ND

Clients, on page 373

See the Subscriber and
Session Redundancy
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.

Geo Redundancy using | This feature was Release 6.2.1 BNG Geo Redundancy
SERG for DHCPv6 introduced. chapter:

Clients Configuring and

Verifying Session
Redundancy for DHCPv6
Clients, on page 365

See the Subscriber and
Session Redundancy
Commands chapter in
Cisco ASR 9000 Series
Aggregation Services
Router Broadband
Network Gateway
Command Reference, for
information on the
commands related to this
feature.

Local VPDN for LAC This feature was Release 6.2.1 Establishing Subscriber
introduced. Sessions chapter:

Local VPDN RADIUS
Enhancement, on page
134
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CHAPTER 2

Broadband Network Gateway Overview

This chapter provides an overview of the Broadband Network Gateway (BNG) functionality implemented on
the Cisco ASR 9000 Series Router.

Table 1: Feature History for Broadband Network Gateway Overview

Release Modification

Release 4.2.0 Initial release of BNG.

Release 5.3.3 RSP-880 support was added.

Release 6.1.2 Added BNG support for these hardware:

* A9K-8X100G-LB-SE
* A9K-8X100GE-SE

* A9K-4X100GE-SE

+ A9K-MOD200-SE

* A9K-MOD400-SE

* A9K-MPA-1x100GE

* A9K-MPA-2x100GE

* A9K-MPA-20x10GE

Release 6.1.2 Added BNG support for the use of Cisco NCS 5000 Series Router as
a satellite.

Release 6.1.2 Added BNG smart licensing feature.

Release 6.2.2 Added the support for BNG Geo Redundancy over Cisco NCS 5000

Series Router satellite.

Release 6.2.2 Added BNG support for the following hardware:
* A9K-48X10GE-1G-SE

* A9K-24X10GE-1G-SE

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



Broadband Network Gateway Overview |
. Understanding BNG

* Understanding BNG, on page 10

* BNG Architecture, on page 10

* BNG Role in ISP Network Models, on page 13
* BNG Packaging, on page 14

* BNG Configuration Process, on page 15

» Hardware Requirements for BNG, on page 16
* BNG Interoperability, on page 18

* BNG Smart Licensing, on page 19

Understanding BNG

Broadband Network Gateway (BNG) is the access point for subscribers, through which they connect to the
broadband network. When a connection is established between BNG and Customer Premise Equipment (CPE),
the subscriber can access the broadband services provided by the Network Service Provide (NSP) or Internet
Service Provider (ISP).

BNG establishes and manages subscriber sessions. When a session is active, BNG aggregates traffic from
various subscriber sessions from an access network, and routes it to the network of the service provider.

BNG is deployed by the service provider and is present at the first aggregation point in the network, such as
the edge router. An edge router, like the Cisco ASR 9000 Series Router, needs to be configured to act as the
BNG. Because the subscriber directly connects to the edge router, BNG effectively manages subscriber access,
and subscriber management functions such as:

* Authentication, authorization and accounting of subscriber sessions
* Address assignment

* Security

* Policy management

* Quality of Service (QoS)

Some benefits of using BNG are:

» The BNG router not only performs the routing function but also communicates with authentication,
authorization, and accounting (AAA) server to perform session management and billing functions. This
makes the BNG solution more comprehensive.

» Different subscribers can be provided different network services. This enables the service provider to
customize the broadband package for each customer based on their needs.

BNG Architecture

The goal of the BNG architecture is to enable the BNG router to interact with peripheral devices (like CPE)
and servers (like AAA and DHCP), in order to provide broadband connectivity to subscribers and manage
subscriber sessions. The basic BNG architecture is shown in this figure.
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Figure 1: BNG Architecture
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The BNG architecture is designed to perform these tasks:
* Connecting with the Customer Premise Equipment (CPE) that needs to be served broadband services.
» Establishing subscriber sessions using IPoE or PPPoE protocols.

* Interacting with the AAA server that authenticates subscribers, and keeps an account of subscriber
sessions.

* Interacting with the DHCP server to provide IP address to clients.

* Advertising the subscriber routes.

The five BNG tasks are briefly explained in the following sections.

Connecting with the CPE

BNG connects to the CPE through a multiplexer and Home Gateway (HG). The CPE represents the triple
play service in telecommunications, namely, voice (phone), video (set top box), and data (PC). The individual
subscriber devices connect to the HG. In this example, the subscriber connects to the network over a Digital
Subscriber Line (DSL) connection. Therefore, the HG connects into a DSL Access Multiplexer (DSLAM).

Multiple HGs can connect to a single DSLAM that sends the aggregated traffic to the BNG router. The BNG
router routes traffic between the broadband remote access devices (like DSLAM or Ethernet Aggregation
Switch) and the service provider network.

Establishing Subscriber Sessions

Each subscriber (or more specifically, an application running on the CPE) connects to the network by a logical
session. Based on the protocol used, subscriber sessions are classified into two types:

* PPPoOE subscriber session—The PPP over Ethernet (PPPoE) subscriber session is established using the
point-to-point (PPP) protocol that runs between the CPE and BNG.

* [PoE subscriber session—The IP over Ethernet (IPoE) subscriber session is established using IP protocol
that runs between the CPE and BNG; IP addressing is done using the DHCP protocol.
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Interacting with the RADIUS Server

BNG relies on an external Remote Authentication Dial-In User Service (RADIUS) server to provide subscriber
Authentication, Authorization, and Accounting (AAA) functions. During the AAA process, BNG uses RADIUS
to:

* authenticate a subscriber before establishing a subscriber session
» authorize the subscriber to access specific network services or resources

» track usage of broadband services for accounting or billing

The RADIUS server contains a complete database of all subscribers of a service provider, and provides
subscriber data updates to the BNG in the form of attributes within RADIUS messages. BNG, on the other
hand, provides session usage (accounting) information to the RADIUS server. For more information about
RADIUS attributes, see RADIUS Attributes, on page 443.

BNG supports connections with more than one RADIUS server to have fail over redundancy in the AAA
process. For example, if RADIUS server A is active, then BNG directs all messages to the RADIUS server
A. If the communication with RADIUS server A is lost, BNG redirects all messages to RADIUS server B.

During interactions between the BNG and RADIUS servers, BNG performs load balancing in a round-robin
manner. During the load balancing process, BNG sends AAA processing requests to RADIUS server A only
if it has the bandwidth to do the processing. Else, the request is send to RADIUS server B.

Interacting with the DHCP Server

BNG relies on an external Dynamic Host Configuration Protocol (DHCP) server for address allocation and
client configuration functions. BNG can connect to more than one DHCP server to have fail over redundancy
in the addressing process. The DHCP server contains an IP address pool, from which it allocates addresses
to the CPE.

During the interaction between BNG and the DHCP server, BNG acts as a DHCP relay or DHCP proxy.

As the DHCP relay, BNG receives DHCP broadcasts from the client CPE, and forwards the request to the
DHCEP server.

As the DHCP proxy, BNG itself maintains the address pool by acquiring it from DHCP server, and also
manages the IP address lease. BNG communicates on Layer 2 with the client Home Gateway, and on Layer
3 with the DHCP server.

The DSLAM modifies the DHCP packets by inserting subscriber identification information. BNG uses the
identification information inserted by the DSLAM, as well as the address assigned by the DHCP server, to
identify the subscriber on the network, and monitor the IP address lease.

Advertising Subscriber Routes

For optimal performance in design solutions where the Border Gateway Protocol (BGP) advertises the
subscriber routes, the BNG advertises the entire subnet designated to the subscribers using the network
command in the BGP configuration.

The BNG redistributes the individual subscriber routes only in scenarios where the Radius server assigns the
IP address to a subscriber and there is no way to know to which BNG that particular subscriber will connect.
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BNG Role in ISP Network Models

The role of BNG is to pass traffic from the subscriber to the ISP. The manner in which BNG connects to the
ISP depends on the model of the network in which it is present. There are two types of network models:

» Network Service Provider, on page 13

* Access Network Provider, on page 13

Network Service Provider

The following figure shows the topology of a Network Service Provider model.

Figure 2: Network Service Provider Model
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In the Network Service Provider model, the ISP (also called the retailer) directly provides the broadband
connection to the subscriber. As shown in the above figure, BNG is at the edge router, and its role is to connect
to the core network through uplinks.

Access Network Provider

The following figure shows the topology of a Access Network Provider model.
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Figure 3: Access Network Provider Model
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In the Access Network Provider model, a network carrier (also called the wholesaler) owns the edge network
infrastructure, and provides the broadband connection to the subscriber. However, the network carrier does
not own the broadband network. Instead, the network carrier connects to one of the ISPs that manage the
broadband network.

BNG is implemented by the network carrier and its role is to hand the subscriber traffic off to one of several
ISPs. The hand-off task, from the carrier to the ISP, is implemented by Layer 2 Tunneling Protocol (L2TP)
or Layer 3 Virtual Private Networking (VPN). L2TP requires two distinct network components:

* L2TP Access Concentrator (LAC)—The LAC is provided by the BNG.
* L2TP Network Server (LNS)—The LNS is provided by the ISP.

BNG Packaging

The BNG pie, asr 9k-bng-px.piecan be installed and activated on the Cisco ASR 9000 Series Router to access
the BNG features. The install, uninstall, activate and deactivate operations can be performed without rebooting
the router.

It is recommended that the relevant BNG configurations be removed from the running configuration of the
router, before uninstalling or deactivating the BNG pie.

Installing and Activating the BNG Pie on Cisco ASR 9000 Series Router

SUMMARY STEPS

Perform this task to install and activate the BNG pie on the Cisco ASR 9000 Series Router:

1. admin
2. ingtall add {pie location | source | tar}
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3. ingtall activate {pie name | id}

DETAILED STEPS

BNG Configuration Process .

Command or Action

Purpose

Step 1 admin Enters the administration mode.
Example:
RP/0/RSPO/CPUO:router# admin
Step 2 install add {pie location | source | tar} Installs the pie from the tftp location, on to the Cisco ASR
9000 Series Router.
Example:
RP/0/RSPO/CPUO:router (admin) # install add
tftp://223.255.254.254/softdir/asr9k-bng-px.pie
Step 3 install activate {pie_ name | id} Activates the installed pie on the Cisco ASR 9000 Series

Example:

RP/0/RSPO/CPUO: router (admin) # install activate
asr9k-bng-px.pie

Router.

What to do next

)

Note During upgrade from Release 4.2.1 to Release 4.3.0, it is recommended that the Cisco ASR 9000 base image
pie (asr9k-mini-px.pie) is installed prior to installing the BNG pie (asr9k-bng-px.pie).

After BNG pie is installed, you must copy BNG related configurations from the flash or tftp location to the
router. [f BNG pie is deactivated and activated again, then load the removed BNG configurations by executing
the load configuration removed command from the configuration terminal.

\)

Note Most of the BNG feature configurations are moved to a new namespace partition, and hence BNG features
are not available by default now. To avoid inconsistent BNG configurations before, or after installing the
BNG pie, run the clear configuration inconsistency command, in EXEC mode.

BNG Configuration Process

Configuring BNG on the Cisco ASR 9000 Series Router involves these stages:

* Configuring RADIUS Server—BNG is configured to interact with the RADIUS server for authentication,
authorization, and accounting functions. For details, see Configuring Authentication, Authorization, and

Accounting Functions, on page 21.
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* Activating Control Policy—Control policies are activated to determine the action that BNG takes when
specific events occur. The instructions for the action are provided in a policy map. For details, see
Activating Control Policy, on page 75.

* Establishing Subscriber Sessions—Configurations are done to set up one or more logical sessions, from
the subscriber to the network, for accessing broadband services. Each session is uniquely tracked and
managed. For details, see Establishing Subscriber Sessions, on page 87.

* Deploying QoS—~Quality of Service (QoS) is deployed to provide control over a variety of network
applications and traffic types. For example, the service provider can have control over resources (example
bandwidth) allocated to each subscriber, provide customized services, and give priority to traffic belonging
to mission-critical applications. For details, see Deploying the Quality of Service (QoS), on page 227.

* Configuring Subscriber Features—Configurations are done to activate certain subscriber features that
provide additional capabilities like policy based routing, access control using access list and access
groups, and multicast services. For details, see Configuring Subscriber Features, on page 277.

* Verifying Session Establishment—Established sessions are verified and monitored to ensure that
connections are always available for use. The verification is primarily done using "show" commands.
Refer to the Cisco ASR 9000 Series Aggregation Services Router Broadband Network Gateway Command
Reference guide for the list of various "show" commands.

To use a BNG command, you must be in a user group associated with a task group that includes the proper
task IDs. The Cisco ASR 9000 Series Aggregation Services Router Broadband Network Gateway Command
Reference guide includes the task IDs required for each command. If you suspect that the user group assignment
is preventing you from using a command, contact your AAA administrator for assistance.

Restriction

The Select VRF Download (SVD) must be disabled, when BNG is configured. For more information about
SVD, see the Cisco |0S XR Routing Configuration Guide for the Cisco XR 12000 Series Router.

Hardware Requirements for BNG

These hardwares support BNG:

* The Satellite Network Virtualization (nV) system.

* The route switch processors, RSP-440, RSP-880 and RSP-880-LT-SE.

* The route processor, A99-RP-SE, A99-RP2-SE, on the Cisco ASR 9912 and the Cisco ASR 9922 chassis.
* The below table lists the Line Cards and Modular Port Adapters that support BNG.

Table 2: Line Cards and Modular Port Adapters Supported on BNG

Product Description Part Number
24-Port 10-Gigabit Ethernet Line Card, Service | A9K-24X10GE-SE
Edge Optimized

36-Port 10-Gigabit Ethernet Line Card, Service | A9K-36X10GE-SE
Edge Optimized
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Product Description

Part Number

40-Port Gigabit Ethernet Line Card, Service Edge
Optimized

A9K-40GE-SE

4-Port 10-Gigabit Ethernet, 16-Port Gigabit
Ethernet Line Card, 40G Service Edge Optimized

A9K-4T16GE-SE

Cisco ASR 9000 High Density 100GE Ethernet
line cards:

* Cisco ASR 9000 8-port 100GE "LAN-only"
Service Edge Optimized Line Card, Requires
CPAK optics

* Cisco ASR 9000 8-port 100GE
“LAN/WAN/OTN?” Service Edge Optimized
Line Card, Requires CPAK optics

* Cisco ASR 9000 4-port 100GE
“LAN/WAN/OTN” Service Edge Optimized
Line Card, Requires CPAK optics

A9K-8X100G-LB-SE
A9K-8x100GE-SE
A9K-4x100GE-SE

Cisco ASR 9000 Series 24-port dual-rate
10GE/1GE service edge—optimized line cards

A9K-24X10-1GE-SE

Cisco ASR 9000 Series 48-port dual-rate
10GE/1GE service edge—optimized line cards

A9K-48X10-1GE-SE

80 Gigabyte Modular Line Card, Service Edge
Optimized

A9K-MODS80-SE

160 Gigabyte Modular Line Card, Service Edge
Optimized

A9K-MOD160-SE

20-Port Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-20GE

ASR 9000 200G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A9K-MOD200-SE

ASR 9000 400G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A9K-MODA400-SE

2-port 10-Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-2X10GE

4-Port 10-Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-4X10GE

ASR 9000 20-port 10-Gigabit Ethernet Modular
Port Adapter, requires SFP+ optics

A9K-MPA-20x10GE

2-port 40-Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-2X40GE

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



Broadband Network Gateway Overview |
. BNG Interoperability

Product Description Part Number
1-Port 40-Gigabit Ethernet Modular Port Adapter | A9K-MPA-1X40GE
(MPA)

ASR 9000 1-port 100-Gigabit Ethernet Modular | A9K-MPA-1x100GE
Port Adapter, requires CFP2-ER4 or CPAK optics

ASR 9000 2-port 100-Gigabit Ethernet Modular | A9K-MPA-2x100GE
Port Adapter, requires CFP2-ER4 or CPAK optics

BNG Interoperability

The BNG interoperability allows BNG to exchange and use information with other larger heterogeneous
networks. These are the key features:

* BNG Coexists with ASR9001:

ASR9001 is a standalone high processing capability router that comprises of a route switch processor
(RSP), linecards (LC), and ethernet plugs (EPs). All BNG features are fully supported on the ASR9001
chassis.

BNG Supports nV Satellite:

The only topology that is supported with BNG-nV Satellite is - bundled Ethernet ports on the CPE side
of the Satellite node connected to the Cisco ASR 9000 through non-bundle configuration (static-pinning).
That is,

CPE --- Bundle --- [Satellite] --- Non Bundle ICL --- ASR9K

Although the following topology is supported on Satellite nV System (from Cisco IOS XR Software
Release 5.3.2 onwards), it is not supported on BNG:

* Bundled Ethernet ports on the CPE side of the satellite node, connected to the Cisco ASR 9000
through bundle Ethernet connection.

From Cisco IOS XR Software Release 6.1.2 and later, BNG supports the use of Cisco NCS 5000 Series
Router as a Satellite.

From Cisco IOS XR Software Release 6.2.2 and later, the BNG geo redundancy feature is supported on
the Cisco IOS XR 32 bit operating system with the Cisco NCS 5000 Series satellite. Whereas, the same
remains unsupported for Cisco ASR 9000v satellite. For details, see BNG Geo Redundancy chapter in

Cisco ASR 9000 Series Aggregation Services Router Broadband Networ k Gateway Configuration Guide.

For details on nV Satellite configuration, see nV System Configuration Guide for Cisco ASR 9000 Series
Routerslocated here.

BNG interoperates with Carrier Grade NAT (CGN):

To address the impending threat from IPv4 address space depletion, it is recommended that the remaining
or available IPv4 addresses be shared among larger numbers of customers. This is done by using CGN,
which primarily pulls the address allocation to a more centralized NAT in the service provider network.
NAT44 is a technology that uses CGN and helps manage depletion issues of the IPv4 address space.
BNG supports the ability to perform NAT44 translation on IPoE and PPPoE-based BNG subscriber
sessions.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x


http://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xr-software/products-installation-and-configuration-guides-list.html

| Broadband Network Gateway Overview
BNG Smart Licensing .

N

Note For BNG and CGN interoperability, configure the BNG interface and the
application service virtual interface (SVI) on the same VRF instance.

Restrictions

* Only bundle access with non-bundle ICLs are supported for BNG interfaces over Satellite nV System
access interfaces.

BNG Smart Licensing

BNG supports Cisco Smart Software Licensing that provides a simplified way for the customers to purchase
licenses and to manage them across their network. This provides a customizable consumption-based model
that aligns to the network growth of the customer. It also provides the flexibility to quickly modify or upgrade
software feature configurations to deploy new services over time.

For more information about Cisco Smart Software Licensing, see Software Entitlement on the Cisco ASR
9000 Series Router chapter of System Management Configuration Guide for Cisco ASR 9000 Series Routers.

For latest updates, refer the latest version of guides present in http://www.cisco.com/c/en/us/support/
i0s-nx-os-software/ios-xr-software/products-installation-and-configuration-guides-list.html.

BNG Smart Licensing supports Geo redundancy as well as non-Geo redundancy subscriber sessions. One
license is required for every group of 8000 subscribers or a fraction of it. For example, two licenses are required
for 9000 subscribers.

These are the software license PIDs for BNG:
* S-A9K-BNG-LIC-8K —for non-geo redundancy sessions
* S-A9K-BNG-ADV-8K —for geo redundancy sessions

You can use the show sessionmon license command to display the subscriber session statistics.
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CHAPTER 3

Configuring Authentication, Authorization, and
Accounting Functions

This chapter provides information about configuring authentication, authorization, and accounting (AAA)
functions on the BNG router. BNG interacts with the RADIUS server to perform AAA functions. A group of
RADIUS servers form a server group that is assigned specific AAA tasks. A method list defined on a server
or server group lists methods by which authorization is performed. Some of the RADIUS features include
creating specific AAA attribute formats, load balancing of RADIUS servers, throttling of RADIUS records,
Change of Authorization (CoA), and Service Accounting for QoS.

Table 3: Feature History for Configuring Authentication, Authorization, and Accounting Functions

Release Modification

Release 4.2.0 Initial release

Release 5.3.1 RADIUS over IPv6 was introduced.

Release 5.3.2 Service accounting support was added for line card subscribers.

Release 6.2.1 A new MAC address format was introduced for RADIUS User-name
Attribute.

Release 6.6.3 Dynamic Policy Download over RADIUS Interface for BNG
Subscriber was introduced.

This chapter covers these topics:

* Configuring Authentication, Authorization, and Accounting Functions, on page 22
* AAA Overview, on page 22

» Using RADIUS Server Group, on page 24

* Specifying Method List, on page 26

* Defining AAA Attributes, on page 28

» Making RADIUS Server Settings, on page 40

* Balancing Transaction Load on the RADIUS Server, on page 47

* Throttling of RADIUS Records, on page 50

* RADIUS Change of Authorization (CoA) Overview, on page 54

* User Authentication and Authorization in the Local Network, on page 62
* Service Accounting, on page 67
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* Understanding Per-VRF AAA Function, on page 72
* RADIUS over IPv6, on page 73
* Additional References, on page 73

Configuring Authentication, Authorization, and Accounting
Functions

This chapter provides information about configuring authentication, authorization, and accounting (AAA)
functions on the BNG router. BNG interacts with the RADIUS server to perform AAA functions. A group of
RADIUS servers form a server group that is assigned specific AAA tasks. A method list defined on a server
or server group lists methods by which authorization is performed. Some of the RADIUS features include
creating specific AAA attribute formats, load balancing of RADIUS servers, throttling of RADIUS records,
Change of Authorization (CoA), and Service Accounting for QoS.

Table 4: Feature History for Configuring Authentication, Authorization, and Accounting Functions

Release Modification

Release 4.2.0 Initial release

Release 5.3.1 RADIUS over IPv6 was introduced.

Release 5.3.2 Service accounting support was added for line card subscribers.

Release 6.2.1 A new MAC address format was introduced for RADIUS User-name
Attribute.

Release 6.6.3 Dynamic Policy Download over RADIUS Interface for BNG
Subscriber was introduced.

This chapter covers these topics:

AAA Overview

AAA acts as a framework for effective network management and security. It helps in managing network
resources, enforcing policies, auditing network usage, and providing bill-related information. BNG connects
to an external RADIUS server that provides the AAA functions.

The RADIUS server performs the three independent security functions (authentication, authorization, and
accounting) to secure networks against unauthorized access. The RADIUS server runs the Remote
Authentication Dial-In User Service (RADIUS) protocol. (For details about RADIUS protocol, refer to RFC
2865). The RADIUS server manages the AAA process by interacting with BNG, and databases and directories
containing user information.

The RADIUS protocol runs on a distributed client-server system. The RADIUS client runs on BNG (Cisco
ASR 9000 Series Router) that sends authentication requests to a central RADIUS server. The RADIUS server
contains all user authentication and network service access information.

The AAA processes, the role of RADIUS server during these processes, and some BNG restrictions, are
explained in these sections:
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Authentication

The authentication process identifies a subscriber on the network, before granting access to the network and
network services. The process of authentication works on a unique set of criteria that each subscriber has for
gaining access to the network. Typically, the RADIUS server performs authentication by matching the
credentials (user name and password) the subscriber enters with those present in the database for that subscriber.
If the credentials match, the subscriber is granted access to the network. Otherwise, the authentication process
fails, and network access is denied.

Authorization

After the authentication process, the subscriber is authorized for performing certain activity. Authorization is
the process that determines what type of activities, resources, or services a subscriber is permitted to use. For
example, after logging into the network, the subscriber may try to access a database, or a restricted website.

The authorization process determines whether the subscriber has the authority to access these network resources.

AAA authorization works by assembling a set of attributes based on the authentication credentials provided
by the subscriber. The RADIUS server compares these attributes, for a given username, with information
contained in a database. The result is returned to BNG to determine the actual capabilities and restrictions
that are to be applied for that subscriber.

Accounting

The accounting keeps track of resources used by the subscriber during network access. Accounting is used
for billing, trend analysis, tracking resource utilization, and capacity planning activities. During the accounting
process, a log is maintained for network usage statistics. The information monitored include, but are not
limited to - subscriber identities, applied configurations on the subscriber, the start and stop times of network
connections, and the number of packets and bytes transferred to, and from, the network.

BNG reports subscriber activity to the RADIUS server in the form of accounting records. Each accounting
record comprises of an accounting attribute value. This value is analyzed and used by the RADIUS server for
network management, client billing, auditing, etc.

The accounting records of the subscriber sessions may timeout if the BNG does not receive acknowledgments
from the RADIUS server. This timeout can be due to RADIUS server being unreachable or due to network
connectivity issues leading to slow performance of the RADIUS server. If the sessions on the BNG are not
acknowledged for their Account-Start request, loss of sessions on route processor fail over (RPFO) and other
critical failures are reported. It is therefore recommended that a RADIUS server deadtime be configured on
the BNG, to avoid loss of sessions. Once this value is configured, and if a particular session is not receiving
an accounting response even after retries, then that particular RADIUS server is considered to be non-working
and further requests are not sent to that server.

The radius-server deadtime limit command can be used to configure the deadtime for RADIUS server. For
details, see Configuring RADIUS Server Settings, on page 41.

Restrictions

* On session disconnect, transmission of the Accounting-Stop request to RADIUS may be delayed for a
few seconds while the system waits for the "final" session statistics to be collected from the hardware.
The Event-Timestamp attribute in that Accounting-Stop request should, however, reflect the time the
client disconnects, and not the transmission time.
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Using RADIUS Server Group

A RADIUS server group is a named group of one or more RADIUS servers. Each server group is used for a
particular service. For example, in an AAA network configuration having two RADIUS server groups, the
first server group can be assigned the authentication and authorization task, while the second group can be
assigned the accounting task.

Server groups can include multiple host entries for the same server. Each entry, however, must have a unique
identifier. This unique identifier is created by combining an IP address and a UDP port number. Different
ports of the server, therefore, can be separately defined as individual RADIUS hosts providing a specific AAA
service. In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on
the same server. Further, if two different host entries on the same RADIUS server are configured for the same
service (like the authentication process), then the second host entry acts as a fail-over backup for the first one.
That is, if the first host entry fails to provide authentication services, BNG tries with the second host entry.
(The RADIUS host entries are tried in the order in which they are created.)

For assigning specific actions to the server group, see Configuring RADIUS Server Group, on page 24.

Configuring RADIUS Server Group

Perform this task to define a named server group as the server host.

SUMMARY STEPS
1.  configure
2. aaagroup server radius name
3. accounting accept radius attribute list name
4. authorization reply accept radius attribute list_name
5. deadtime limit
6. load-balance method least-outstanding batch-size size ignore-preferred-server
7.  server host_name acct-port accounting port number auth-port authentication port number
8. source-interface name value
9. wvrf name
10. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSP0O/CPUO:router# configure

Step 2 aaa group server radius name Configures the RADIUS server group named rl.

Example:

RP/0/RSP0O/CPUO:router (config) # aaa group server
radius rl
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Command or Action Purpose

Step 3 accounting accept radius attribute list name Configures the radius attribute filter for the accounting

Example: process to accept only the attributes specified in the list.

RP/0/RSP0/CPUO: router (config-sg-radius) # accounting
accept att list

Step 4 authorization reply accept radius attribute list name| Configures the radius attribute filter for the authorization

Example: process to accept only the attributes specified in the list.

RP/0/RSPO/CPUO: router (config-sg-radius) # authorization
reply accept att listl

Step 5 deadtime [limit Configures the RADIUS server-group deadtime. The
deadtime limit is configured in minutes. The range is from

Example: 1 to 1440, and the default is 0.

RP/0/RSPO/CPUO: router (config-sg-radius) # deadtime

40
Step 6 load-balance method least-outstanding batch-size Configures load balancing batch size after which the next
Size ignore-preferred-server host is picked.
Example:

RP/0/RSPO/CPUO: router (config-sg-radius) # load-balance
method least-outstanding batch-size 50
ignore-preferred-server

Step 7 server host_name acct-port accounting_port_number | Specifies the radius server, and its IP address or host name.
auth-port authentication_port_number Configures the UDP port for RADIUS accounting and
authentication requests. The accounting and authentication
port number ranges from 0 to 65535. If no value is
specified, then the default is 1645 for auth-port, and 1646
for acct-port.

From Cisco IOS XR Software Release 5.3.1 and later, IPv6
address can also be configured for the RADIUS server.
But, the host name option is supported only for IPv4
domain, and not for IPv6.

Example:

RP/0/RSP0O/CPUO:router (config-sg-radius) # server
1.2.3.4 acct-port 455 auth-port 567

Step 8 source-interface name value Configures the RADIUS server-group source-interface

name and value for Bundle-Ether.
Example:

RP/0/RSP0O/CPUO: router (config-sg-radius) # source-interface]
Bundle-Ether 455

Step 9 vrf name Configures the vrf to which the server radius group

Example: belongs.

RP/0/RSP0/CPUO: router (config-sg-radius) # vrf vrf 1
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Command or Action Purpose

Step 10 Use the

commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Specifying

Configuring Radius Server-Group: An example

configure

aaa group server radius rl

accounting accept rl r2

authorization reply accept al a2

deadtime 8

load-balance method least-outstanding batch-size 45 ignore-preferred-server
server host name acct-port 355 auth-port 544

source-interface Bundle-Ether100.10

vrf vrf 1
|

end

Method List

Method lists for AAA define the methods using which authorization is performed, and the sequence in which
these methods are executed. Before any defined authentication method is performed, the method list must be
applied to the configuration mechanism responsible for validating user-access credentials. The only exception
to this requirement is the default method list (named "default"). The default method list is automatically
applied if no other method list is defined. A defined method list overrides the default method list.

On BNG, you have to specify the method list and the server group that will be used for AAA services. For
specifying method lists, see Configuring Method Lists for AAA, on page 26.

Configuring Method Lists for AAA

SUMMARY STEPS

Perform this task to assign the method list to be used by the server group for subscriber authentication,
authorization, and accounting.

1. configure
2. aaaauthentication subscriber default method-list-name group server-group-name
3. aaaauthorization subscriber default method-list-name group server-group-name |radius
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4. aaaaccounting subscriber default method-list-name group server-group-name

5. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 aaaauthentication subscriber default method-list-name| Configures the method-list which will be applied by default
group server-group-name for subscriber authentication. You can either enter 'default’
Examble: or a user-defined name for the AAA method-list. Also, enter
ple: the name of the server group, on which the method list is
, , | applied.
RP/0/RSPO/CPUO:router (config)# aaa authentication
subscriber default methodl group groupl radius
group group2 group group3 ...
Step 3 aaaauthorization subscriber default method-list-name | Configures the method-list which will be applied by default
group server-group-name |radius for subscriber authorization. You can either enter 'default’
Examle: or a user-defined name for the AAA method-list. Also, enter
xample: the name of the server group, on which the method list is
. . . applied.
RP/0/RSPO/CPUO:router (config) # aaa authorization
subscriber default methodl group groupl radius
group group2 group group3 ...
Step 4 aaa accounting subscriber default method-list-name | Configures the method-list which will be applied by default
group server-group-name for subscriber accounting. You can either enter 'default' or
Examble: a user-defined name for the AAA method-list. Also, enter
ple: the name of the server group, on which the method list is
, , applied.
RP/0/RSPO/CPUO:router (config) # aaa accounting
subscriber default methodl group groupl radius
group group2 group group3 ...
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring Method-list for AAA: An example

configure

aaa authentication subscriber default group radius group rad2 group rad3..

aaa authorization subscriber default group radius group radl group rad2 group rad3..
aaa accounting subscriber default group radius group radl group rad2 group rad3..

|

|

end

Defining AAA Attributes

The AAA attribute is an element of RADIUS packet. A RADIUS packet transfers data between a RADIUS
server and a RADIUS client. The AAA attribute parameter, and its value - form a Attribute Value Pair (AVP).
The AVP carries data for both requests and responses for the AAA transaction.

The AAA attributes either can be predefined as in Internet Engineering Task Force (IETF) attributes or vendor
defined as in vendor-specific attributes (VSAs). For more information about the list of BNG supported
attributes, see RADIUS Attributes, on page 443.

The RADIUS server provides configuration updates to BNG in the form of attributes in RADIUS messages.
The configuration updates can be applied on a subscriber during session setup through two typical methods—
per-user attributes, which applies configuration on a subscriber as part of the subscriber's authentication Access
Accept, or through explicit domain, port, or service authorization Access Accepts. This is all controlled by
the Policy Rule Engine's configuration on the subscriber.

When BNG sends an authentication or an authorization request to an external RADIUS server as an Access
Request, the server sends back configuration updates to BNG as part of the Access Accept. In addition to
RADIUS configuring a subscriber during setup, the server can send a change of authorization (CoA) message
autonomously to the BNG during the subscriber's active session life cycle, even when the BNG did not send
arequest. These RADIUS CoA updates act as dynamic updates, referencing configured elements in the BNG
and instructing the BNG to update a particular control policy or service policy.

BNG supports the concept of a "service", which is a group of configured features acting together to represent
that service. Services can be represented as either features configured on dynamic-templates through CLI, or
as features configured as RADIUS attributes inside Radius Servers. Services are activated either directly from
CLI or RADIUS through configured "activate" actions on the Policy Rule Engine, or through CoA
"activate-service" requests. Services can also be deactivated directly (removing all the involved features within
the named service) through configured "deactivate" action on the Policy Rule Engine or through CoA
"deactivate-service" requests.

The attribute values received from RADIUS interact with the subscriber session in this way:

* BNG merges the values received in the RADIUS update with the existing values that were provisioned
statically by means of CLI commands, or from prior RADIUS updates.

* In all cases, values received in a RADIUS update take precedence over any corresponding CLI provisioned
values or prior RADIUS updates. Even if you reconfigured the CLI provisioned values, the system does
not override session attributes or features that were received in a RADIUS update.

* Changes made to CLI provision values on the dynamic template take effect immediately on all sessions
using that template, assuming the template features have not already been overridden by RADIUS. Same
applies to service updates made through CoA "service-update" requests.
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AAA Attribute List

An attribute list is named list that contains a set of attributes. You can configure the RADIUS server to use a
particular attribute list to perform the AAA function.

To create an attribute list, see Configuring RADIUS Attribute List, on page 34.

AAA Attribute Format

It is possible to define a customized format for some attributes. The configuration syntax for creating a new
format is:

aaa attribute format <format-name> format-string [length] <string> *[<Identity-Attribute>]

where:

» format-name — Specifies the name given to the attribute format. This name is referred when the format
is applied on an attribute.

* length — (Optional) Specifies the maximum length of the formatted attribute string. If the final length
of the attribute string is greater than the value specified in LENGTH, it is truncated to LENGTH bytes.
The maximum value allowed for LENGTH is 255. If the argument is not configured, the default is also
255.

» string — Contains regular ASCII characters that includes conversion specifiers. Only the % symbol is
allowed as a conversion specifier in the STRING. The STRING value is enclosed in double quotes.

* Identity-Attribute — Identifies a session, and includes user-name, ip-address, and mac-address. A list
of currently-defined identity attributes is displayed on the CLI.

Once the format is defined, the FORMAT-NAME can be applied to various AAA attributes such as username,
nas-port-ID, calling-station-ID, and called-station-ID. The configurable AAA attributes that use the format
capability are explained in the section Creating Attributes of Specific Format, on page 29.

To create a customized nas-port attribute and apply a predefined format to nas-port-ID attribute , see Configuring
RADIUS Attribute Format, on page 36.

Specific functions can be defined for an attribute format for specific purposes. For example, if the input
username is "text@abc.com", and only the portion after "@" is required as the username, a function can be
defined to retain only the portion after "@" as the username. Then, "text" is dropped from the input, and the
new username is "abc.com". To apply username truncation function to a named-attribute format, see Configuring
AAA Attribute Format Function, on page 38.

Creating Attributes of Specific Format

BNG supports the use of configurable AAA attributes. The configurable AAA attributes have specific
user-defined formats. The following sections list some of the configurable AAA attributes used by BNG.

Username

BNG has the ability to construct AAA username and other format-supported attributes for subscribers using
MAC address, circuit-ID, remote-ID, and DHCP Option-60 (and a larger set of values available in CLI). The
DHCP option-60 is one of the newer options that is communicated by the DHCP client to the DHCP server

in its requests; it carries Vendor Class Identifier (VCI) of the DHCP client's hardware.

The MAC address attribute is specified in the CLI format in either of these forms:

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



Configuring Authentication, Authorization, and Accounting Functions |
. Creating Attributes of Specific Format

» mac-address: for example, 0000.4096.3¢4a
» mac-address-ietf: for example, 00-00-40-96-3E-4A
» mac-address-raw: for example, 000040963e4a

» mac-address-custom1: for example, 01.23.45.67.89.AB

(This particular MAC address format is available only from Cisco IOS XR Software Release 6.2.1 and
later).

An example of constructing a username in the form "mac-address@vendor-class-ID" is:

aaa attribute format USERNAME-FORMAT format-string “%$s@%$s” mac-address dhcp-vendor-class

NAS-Port-1D

The NAS-Port-ID is constructed by combining BNG port information and access-node information. The BNG
port information consists of a string in this form:

"eth phy slot/phy subslot/phy port:XPI.XCI"
For 802.1Q tunneling (QinQ), XPI is the outer VLAN tag and XCI is the inner VLAN tag.

If the interface is QinQ, the default format of nas-port-ID includes both the VLAN tags; if the interface is
single tag, it includes a single VLAN tag.

In the case of a single VLAN, only the outer VLAN is configured, using this syntax:
<slot>/<subslot>/<port>/<outer vlan>

In the case of QinQ, the VLAN is configured using this syntax:
<slot>/<subslot>/<port>/<inner vlan>.<outer vlan>

In the case of a bundle-interface, the phy slot and the phy subslot are set to zero (0); whereas the phy port
number is the bundle number. For example, 0/0/10/30 is the NAS-Port-ID for a Bundle-Ether10.41 with an
outer VLAN value 30.

The nas-port-ID command is extended to use the 'nas-port-type' option so that the customized format (configured
with the command shown above) can be used on a specific interface type (nas-port-type). The extended
nas-port-ID command is:

aaa radius attribute nas-port-id format <FORMAT NAME> [type <NAS PORT TYPE>]

If 'type' option is not specified, then the nas-port-ID for all interface types is constructed according to the
format name specified in the command. An example of constructing a maximum 128 byte NAS-Port-ID, by
combining the BNG port information and Circuit-ID is:

aaa attribute format NAS-PORT-ID-FORMAT1 format-string length 128 “eth %$s/%s/%s:%s.%s %s”
physical-slot physical-subslot physical-port outer-vlan-Id inner-vlan-id circuit-id-tag

An example of constructing the NAS-Port-ID from just the BNG port information, and with "0/0/0/0/0/0"
appended at the end for circuit-1D, is:

aaa attribute format NAS-PORT-ID-FORMAT2 format-string “eth %s/%s/%s:%s.%s 0/0/0/0/0/0”
physical-slot physical-subslot physical-port outer-vlan-Id inner-vlan-id

An example of constructing the NAS-Port-ID from just the Circuit-ID is:

aaa attribute format NAS-PORT-ID-FORMAT3 format-string “%s” circuit-id-tag
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The NAS-Port-ID formats configured in the above examples, can be specified in the nas-port-ID command,
thus:

For IPoEoQINQ interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT1 type 41

For Virtual IPoEoQINQ interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT2 type 44

For IPOEoOE interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT3 type 39

NAS-Port-Type on Interface or VLAN Sub-interface

In order to have different production models for subscribers on the same BNG router, but different physical
interfaces of same type, the NAS-Port-Type is made configurable for each physical interface, or VLAN
sub-interface. With a different NAS-Port-Type value configured on the interface, the NAS-Port and
NAS-Port-ID gets formatted according to the formats defined globally for the new NAS-Port-Type configured
on the interface, instead of the actual value of NAS-Port-Type that the interface has. This in turn sends different
formats of NAS-Port, NAS-Port-ID and NAS-Port-Type to the RADIUS server for the subscribers under
different production models.

In the case of sub-interfaces, the hierarchy to be followed in deciding the format of NAS-Port-Type to be sent
to the RADIUS server is:

1. Verify whether the NAS-Port-Type is configured on the sub-interface in which the subscriber session
arrives.

2. If NAS-Port-Type is not configured on the sub-interface, verify whether it is configured on the main
physical interface.

The format of NAS-Port or NAS-Port-ID is based on the NAS-Port-Type retrieved in Step 1 or Step 2.

3. IfNAS-Port-Type is configured on neither the sub-interface nor the main physical interface, the format
of NAS-Port or NAS-Port-ID is based on the format of the default NAS-Port-Type of the sub-interface.

4. If a NAS-Port or NAS-Port-ID format is not configured for the NAS-Port-Type retrieved in steps 1, 2 or
3, the format of NAS-Port or NAS-Port-ID is based on the default formats of NAS-Port or NAS-Port-ID.

Use this command to configure NAS-Port-Type per interface or VLAN sub-interface:

aaa radius attribute nas-port-type <nas-port-type>

where:

<nas-port-type> is either a number ranging from 0 to 44, or a string specifying the nas-port-type.

Refer Configuring RADIUS Attribute Nas-port-type, on page 37.

Calling-Station-ID and Called-Station-ID

BNG supports the use of configurable calling-station-ID and called-station-ID. The calling-station-ID is a
RADIUS attribute that uses Automatic Number Identification (ANI), or similar technology. It allows the
network access server (NAS) to send to the Access-Request packet, the phone number from which the call
came from. The called-station-ID is a RADIUS attribute that uses Dialed Number Identification (DNIS), or
similar technology. It allows the NAS to send to the Access-Request packet, the phone number that the user
called from.
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The command used to configure the calling-station-ID and called-station-1D attributes is:

aaa radius attribute calling-station-id format <FORMAT NAME>

aaa radius attribute called-station-id format <FORMAT NAME>
Examples of constructing calling-station-ID from mac-address, remote-ID, and circuit-ID are:

aaa radius attribute calling-station-id format CLID-FORMAT

aaa attribute format CLID-FORMAT format-string “$s:%$s:%s” client-mac-address-ietf
remote-id-tag circuit-id-tag

Examples of constructing called-station-ID from mac-address, remote-ID, and circuit-1D are:

aaa radius attribute called-station-id format CLDID-FORMAT

aaa attribute format CLDID-FORMAT format-string “%$s:%s” client-mac-address-raw circuit-id-tag

NAS-Port Format

NAS-Port is a 4-byte value that has the physical port information of the Broadband Remote Access Server
(BRAS), which connects the Access Aggregation network to BNG. It is used both by Access-Request packets
and Accounting-Request packets. To uniquely identify a physical port on BRAS, multiple pieces of information
such as shelf, slot, adapter, and so on is used along with the port number. A configurable format called format-e
is defined to allow individual bits or group of bits in 32 bits of NAS-Port to represent or encode various pieces
that constitute port information.

Individual bits in NAS-Port can be encoded with these characters:
e Zero: 0

* One: 1

* PPPoX slot: S

* PPPoX adapter: A

* PPPoX port: P

* PPPoX VLAN Id: V

* PPPoX VPI: 1

* PPPoX VCI: C

* Session-1d: U

* PPPoX Inner VLAN ID: Q

aaa radius attribute nas-port format e [string] [type {nas-port-type}]

The above command is used to configure a format-e encode string for a particular interface of NAS-Port type
(RADIUS attribute 61). The permissible nas-port type values are:
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Nas-port-types Values Whether value can be| Whether value can be
derived from configured on the
associated interface |interface configuration

mode

ASYNC 0 No Yes

SYNC 1 No Yes

ISDN 2 No Yes

ISDN V120 3 No Yes

ISDN V110 4 No Yes

VIRTUAL 5 No Yes

ISDN_PIAFS 6 No Yes

X75 9 No Yes

ETHERNET 15 No Yes

PPPATM 30 No Yes

PPPOEOA 31 No Yes

PPPOEOE 32 Yes Yes

PPPOEOVLAN 33 Yes Yes

PPPOEOQINQ 34 Yes Yes

VIRTUAL PPPOEOE 35 Yes Yes

VIRTUAL PPPOEOVLAN 36 Yes Yes

VIRTUAL PPPOEOQINQ 37 Yes Yes

IPSEC 38 No Yes

IPOEOE 39 Yes Yes

IPOEOVLAN 40 Yes Yes

IPOEOQINQ 41 Yes Yes

VIRTUAL IPOEOE 42 Yes Yes

VIRTUAL IPOEOVLAN 43 Yes Yes

VIRTUAL IPOEOQINQ 44 Yes Yes

Examples:

For non-bundle: GigabitEthernet0/1/2/3.11.pppoe5
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where:

PPPoE0QinQ (assuming 2 vlan tags): interface-type

1: slot

2: adapter

3: port

vlan-ids: whatever the outer and inner vlan-ids received in the PADR were
5: session-id

aaa radius attribute nas-port format e SSAAPPPPQQQOQOQQQQQVVVVVVVVVVUUUU type 34
Generated NAS-Port: 01100011Q0Q0Q00QQQQVVVVVVVVVV0O101

For bundle: Bundle-Etherl7.23.pppoe8

where:

Virtual-PPPoEoQinQ (assuming 2 vlan tags): interface-type

0: slot

0: adapter

17 (bundle-id): port

Vlan-Ids: whatever the outer and inner vlan-ids received in the PADR were.
8: session-id

aaa radius attribute nas-port format e PPPPPPQQQOQQQQOQQQVVVVVVVVVVUUUUUU type 37

Generated NAS-Port: 010001QQQQ00QQQQVVVVVVVVVV000101

NAS-port format for IP/DHCP sessions are represented in these examples:

For IPoEOVLAN interface type:
aaa radius attribute nas-port format e SSAAAPPPPPVVVVVVVVVVVVVVVVVVVVVV type 40

For IPoEoQinQ:
aaa radius attribute nas-port format e SSAAAPPPPPQQOQQOQQQQQQVVVVVVVVVVV type 41

For virtual IPoEOVLAN:
aaa radius attribute nas-port format e PPPPPPPPVVVVVVVVVVVVVVVVUUUUUUUU type 43

NAS-port format for PPPoE sessions are represented in these examples:

For PPPOEOVLAN interface type:
aaa radius attribute nas-port format e SSAAAPPPPPVVVVVVVVVVVVVVVVVVUUUU type 33

For Virtual PPPOEOVLAN:.
aaa radius attribute nas-port format e PPPPPPPPVVVVVVVVVVVVVVVVUUUUUUUU type 36

Note

If a NAS-Port format is not configured for a NAS-Port-Type, the system looks for a default CLI configuration
for the NAS-Port format. In the absence of both these configurations, for sessions with that particular
NAS-Port-Type, the NAS-Port attribute is not sent to the RADIUS server.

Configuring RADIUS Attribute List

SUMMARY STEPS

Perform this task to create a RADIUS attribute list that is used for filtering authorization and accounting
attributes.

1. configure
2. radius-server attributelist listname
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3. attribute list_of radius attributes
4. attributevendor-id vendor-type number
5. vendor-type vendor-type-value
6. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 radius-server attributelist listname Defines the name of the attribute list.
Example:
RP/0/RSPO/CPUO: router (config) # radius-server
attribute list 11
Step 3 attribute list_of radius_attributes Populates the list with radius attributes.
Example: Note For more information about supported attributes,
see RADIUS Attributes, on page 443 .
RP/0/RSP0/CPUO: router (config-attribute-filter) # attribute]
al, a2
Step 4 attribute vendor-id vendor-type number Configures the attribute filtering to be applied to vendor
Example: specific attributes (VSAs) by allowing vendor specific
ple: information for VSAs to be specified in radius attribute list
} ' . | CLI. Vendor specific information comprises of vendor-id,
RP/0/RSPO/CPUO:router (config) # attribute vendor-id . . . .
6456 vendor-type, and optional attribute name in case of Cisco
generic VSA. The vendor-id ranges from 0 to 4294967295.
Step 5 vendor-type vendor-type-value Configures the vendor specific information such as the
Example: vendor-type to be specified in radius attribute list. The range
ple: of the vendor-type value is from 1 to 254.
RP/0/RSP0O/CPUO:router (config-attribute-filter-vsa) #
vendor-type 54
Step 6 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring RADIUS Attribute List: An example

configure

Configuring Authentication, Authorization, and Accounting Functions |

radius-server attribute list list ! attribute B C

attribute vendor-id vendor-type 10
vendor-type 30
|

end

Configuring RADIUS Attribute Format

Perform this task to the define RADIUS attribute format for the nas-port attribute, and apply a predefined

format on nas-port-ID attribute.

SUMMARY STEPS
1. configure
2. aaaradiusattribute
3. nasport format estring type nas-port-type value
4. nas-port-id format format name
5. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 aaaradiusattribute Configures the AAA radius attribute.
Example:
RP/0/RSP0O/CPUO: router (config) # aaa radius attribute
Step 3 nas-port format estring type nas-port-type value Configures the format for nas-port attribute. The string
Examole: represents a 32 character string representing the format to
ple: be used. The nas-port-value ranges from 0 to 44.
RP/0/RSP0O/CPUO:router (config) # nas-port format e
formatl type 30
Step 4 nas-port-id format format name Applies a predefined format to the nas-port-ID attribute.

Example:

RP/0/RSPO/CPUO:router (config) # nas-port-id format|
format?2
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Command or Action Purpose

Step 5 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Attribute Format: An example

configure

aaa radius attribute

nas-port format e abcd type 40
nas-port-id format ADEF

|

end

Configuring RADIUS Attribute Nas-port-type

Perform this task to configure RADIUS Attribute nas-port-type on a physical interface or VLAN sub-interface:

SUMMARY STEPS
1. configure
2. interface typeinterface-name
3. aaaradius attribute nas-port-type {value| name}
4. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO: router# configure

Step 2 interface type interface-name Enters the interface configuration mode.

Example:

RP/0/RSPO/CPUO: router (config) # interface
gigabitEthernet 0/0/0/0

Step 3 aaaradius attribute nas-port-type {value | name} Configures the RADIUS Attribute nas-port-type value.
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Command or Action

Purpose

Example:

RP/0/RSPO/CPUO:router (config-if) # aaa radius
attribute nas-port-type 30

or

RP/0/RSPO/CPUO:router (config-if) # aaa radius
attribute nas-port-type Ethernet

The range of value is from 0 to 44.

See table in NAS-Port Format, on page 32, for permissible
nas-port-type values within this range.

Step 4 Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Attribute Nas-port-type: An example

configure
interface gigabitEthernet 0/0/0/0

aaa radius attribute nas-port-type Ethernet

end

Configuring AAA Attribute Format Function

Perform this task to configure a function for the AAA attribute format. The function is for stripping the

user-name till the delimiter.

SUMMARY STEPS
1. configure
2. aaaattributeformat format-name
3. username-strip prefix-delimiter prefix_delimiter
4. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1 configure

Example:

Enters global configuration mode.
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Command or Action

Purpose

RP/0/RSPO/CPUO: router# configure

Step 2 aaa attributeformat format-name

Example:

red

RP/0/RSP0/CPUO: router (config) # aaa attribute format]

Specifies the format name for which the function is defined.

Step 3 username-strip prefix-delimiter prefix_delimiter

Example:

RP/0/RSPO/CPUO:router (config-id-format) #
username-strip prefix-delimiter @

Configures the function to strip the username preceding the
prefix delimiter, which is @.

Step 4 Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring AAA Attribute Format Function: An example

configure
aaa attribute format red

username-strip prefix-delimiter @

end

Suppressing Unassigned Attributes

You can suppress unassigned (experimental) attributes like 196 that are sent during access-request by the

BNG router to the RADIUS.

Configuration Example

To suppress unassigned (experimental) attributes like 196 that are sent during access-request by the BNG
router to the RADIUS, you must complete the following configurations:

1. Create an attribute list to filter an attribute, for example attribute 196.

2. Configure the radius server host in the AAA group.
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3. Filter and reject the attribute list containing attribute 196 from being sent to RADIUS.
4. (Optional) Configure the IP address of the private RADIUS server for the group server

5. (Optional) Configure the radius-server key.

Configuration

/* Enter the global configuration mode and then create an attribute list to filter an
attribute. */

Router# configure

Router (configure) # radius-server attribute list <name-of-the-filter-list>

Router (config-attribute-filter)# attribute <attribute-number>

Router (config-attribute-filter)# commit

Router (config-attribute-filter)# exit

/* Enter the global configuration mode and then configure the radius server host in the AAA
group. */
Router (configure) # aaa group server radius <name-of-the-RADIUS-server>

/* Filter and reject the attribute list containing attribute 196 from being sent to RADIUS.
*/
Router (config-sg-radius) # authorization request reject <name-of-the-filter-list>

/* (Optional) Configure the IP address of the private RADIUS server for the group server.
*/

Router (config-sg-radius) # server-private <ip-address-of-the-radius-server> auth-port
<auth-port-number> acct-port <acct-port-number>

/* (Optional) Configure the radius-server key. */
Router (config-sg-radius-private) # key <key-secret-for-the-radius>
Router (config-sg-radius-private)# commit

Running Configuration

Router# show running configuration

radius-server attribute list FILTER-mm
attribute 196

|

aaa group server radius TEST.
authorization request reject FILTER-mm
server-private 192.0.2.0 auth-port 1 acct-port 2

key 7

Making RADIUS Server Settings

In order to make BNG interact with the RADIUS server, certain server specific settings must be made on the
BNG router. This table lists some of the key settings:

Settings Description

Server host Defines the RADIUS server details to which BNG will connect.
Attribute list Defines which attribute list is to be used.

Server key Defines the encryption status.

Dead criteria Defines the criteria that is used to mark a RADIUS server as dead.
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Settings Description

Retransmit value | Defines the number of retries the BNG makes to send data to RADIUS server.

Timeout value Defines how long BNG waits for the RADIUS server to reply.

Automated Defines the duration after which automated testing will start and the username to be tested.

testing

IP DSCP Allows RADIUS packets to be marked with a specific Differentiated Services Code Point
(DSCP) value.

For more making RADIUS server settings, see Configuring RADIUS Server Settings, on page 41.

For more making specific automated testing settings, see Configuring Automated Testing, on page 45.

For more making specific IP DSCP settings, see Setting [P DSCP for RADIUS Server, on page 46.

Restriction

The service profile push or asynchronously pushing a profile to the system is not supported. To download a
profile from Radius, the profile must be requested initially as part of the subscriber request. Only service-update
is supported and can be used to change a service that was previously downloaded.

Configuring RADIUS Server Settings

Perform this task to make RADIUS server specific settings on the BNG router.

SUMMARY STEPS

configure

radius-server host ip-address acct-port accounting_port_number auth-port
authentication_port_number

radius-server attributelist list_name attribute list
radius-server key 7 encrypted text

radius-server disallow null-username

radius-server dead-criteria time value

radius-server dead-criteria tries value

radius-server deadtime limit

radius-server ipv4 dscp codepoint_value

radius-server load-balance method least-outstanding ignore-preferred-server batch-size size
radius-server retransmit retransmit_value
radius-server source-port extended

radius-server timeout value

radius-server vsa attributeignore unknown

radius source-interface Loopback value vrf vrf_name
Use the commit or end command.
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DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUO:router# configure
Step 2 radius-server host ip-address acct-port Specifies the radius server and its IP address. Configures
accounting_port_number auth-port the UDP port for RADIUS accounting and authentication
authentication_port_number requests. The accounting and authentication port numbers
E le: range from 0 to 65535. If no value is specified, then the
Xample: default is 1645 for the auth-port and 1646 for the acct-port.
RP/0/RSP0O/CPUO: router (config) # radius-server host| From Cisco IOS XR Software Release 5.3.1 and later, IPv6
1.2.3.4 acct-port 455 auth-port 567 address can also be configured for the RADIUS server
host.
Step 3 radius-server attributelist list_ name attribute list Specifies the radius server attributes list, and customizes
the selected radius attributes.
Example:
RP/0/RSP0O/CPUO: router (config) # radius-server
attribute list rad list a b
Step 4 radius-server key 7 encrypted text Specifies the per-server encryption key that overrides the
default, and takes the value 0 or 7, which indicates that the
Example: .
unencrypted key will follow.
RP/0/RSPO/CPUO: router (config-radius-host) # radius-server|
key 7 rngiry
Step 5 radius-server disallow null-username Specifies that the null-username is disallowed for the radius
server.
Example:
RP/0/RSP0O/CPUO:router (config)# radius-server
disallow null-username
Step 6 radius-server dead-criteria time value Specifies the dead server detection criteria for a configured
RADIUS server. The time (in seconds) specifies the
Example: - . . . .
minimum time that must elapse since a response is received
) ) from this RADIUS server.
RP/0/RSP0O/CPUO: router (config) # radius-server
dead-criteria time 40
Step 7 radius-server dead-criteria tries value Specify the value for the number of consecutive timeouts
Example: that must occur on the router before the RADIUS server
ple: is marked as dead. The value ranges from 1 to 100.
RP/0/RSPO/CPUO:router (config)# radius-server
dead-criteria tries 50
Step 8 radius-server deadtime limit Specifies the time in minutes for which a RADIUS server

Example:

is marked dead. The deadtime limit is specified in minutes
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Command or Action

Purpose

RP/0/RSP0O/CPUO:router (config)# radius-server
deadtime 67

and ranges from 1 to 1440. If no value is specified, the
default is 0.

Step 9 radius-server ipv4 dscp codepoint_value Allows radius packets to be marked with a specific
differentiated services code point (DSCP) value. This code
Example: .
point value ranges from 0 to 63.
RP/0/RSPO/CPUO:router (config) # radius-server ipvé
dscp 45
Step 10 radius-server load-balance method least-outstanding | Configures the radius load-balancing options by picking
ignore-preferred-server batch-size size the server with the least outstanding transactions. This
Examle: load-balancing method uses the batch-size for the selection
ple: of the server. The size ranges from 1 to 1500. If no value
is specified, the default is 25.
RP/0/RSPO/CPUO:router (config) # radius-server
load-balance method least-outstanding
ignore-preferred-server batch-size 500
Step 11 radius-server retransmit retransmit_value Specifies the number of retries to the active server. The
Example: retransmit value indicates the number of retries in numeric
ple: and ranges from 1 to 100. If no value is specified, then the
) ) default is 3.
RP/0/RSP0O/CPUO:router (config) # radius-server
retransmit 45
Step 12 radius-server source-port extended Configures BNG to use a total of 200 ports as the source
orts for sending out RADIUS requests.
Example: P & q
RP/0/RSPO/CPUO:router (config) # radius-server
source-port extended
Step 13 radius-server timeout value Specifies the time to wait for a radius server to reply. The
value is in seconds and ranges from 1 to 1000. The default
Example: .
1s 5.
RP/0/RSPO/CPUO: router (config) # radius-server
timeout
Step 14 radius-server vsa attribute ignore unknown Ignores the unknown vendor-specific attributes for the
radius server.
Example:
RP/0/RSP0O/CPUQ:router (config)# radius-server vsa
attribute ignore unknown
Step 15 radiussource-interface Loopback value vrf vrf_name| Specifies loopback interface for source address in RADIUS
packets. The value ranges from 0 to 65535.
Example:
RP/0/RSPO/CPUO:router (config) # radius
source-interface Loopback 655 vrf vrf 1
Step 16 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



Configuring Authentication, Authorization, and Accounting Functions |
. Configuring RADIUS Server Settings

Command or Action Purpose

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

 Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Server Settings: Examples

\\Configuring RADIUS Server Options

configure

radius-server attribute list listl a b

radius-server dead-criteria time 100

radius-server deadtime 30

radius-server disallow null-username

radius-server host 1.2.3.4 acct-port 655 auth-port 566
radius-server ipv4 dscp 34

radius-server key 7 ERITYS

radius-server load-balance method least-outstanding ignore-preferred-server batch-size 25
radius-server retransmit 50

radius-server source-port extended

radius-server timeout 500

radius-server vsa attribute ignore unknown

|

|

end

\\Configuring RADIUS Attribute List

radius-server attribute list list ! attribute B C
attribute vendor-id vendor-type 10

vendor-type 30

|

end

\\Configuring RADIUS Server Host
configure

radius-server host 1.3.5.7 acct-port 56 auth-port 66
idle-time 45

ignore-acct-port
ignore-auth-port 3.4.5.6

key 7 ERWQ

retransmit 50

test username username

timeout 500

|

end

\\Configuring RADIUS Server Key
configure

radius-server key 7 ERWQ

|

end

\\Configuring Load Balancing for RADIUS Server
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configure

radius-server load-balance method least-outstanding batch-size 25

radius-server load-balance method least-outstanding ignore-preferred-server batch-size 45
|

end

\\Ignoring Unknown VSA Attributes in RADIUS Server
configure

radius-server vsa attribute ignore unknown

|

end

\\Configuring
configure

radius-server
radius-server

Dead Criteria

dead-criteria
dead-criteria

for RADIUS Server

time 60
tries 60

end

\\Configuring Disallow Username
configure

radius-server disallow null-username
|

end

\\Setting IP DSCP for RADIUS Server
configure

radius-server ipv4 dscp 43
radius-server ipv4 dscp default

|

end

Configuring Automated Testing

Perform this task to test if the external RADIUS server is UP or not.

SUMMARY STEPS
1. configure
2. radius-server idle-time idle time
3. radius-server test username username
4. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
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Command or Action

Purpose

Step 2 radius-server idle-time idle_time Specifies the idle-time after which the automated test should
start. The idle time is specified in minutes, and ranges from
Example:
1 to 60.
RP/0/RSPO/CPUO: router (config-radius-host) # radius-server]
idle-time 45
Step 3 radius-server test username username Specifies the username to be tested for the automated testing
functionality.
Example: 4
RP/0/RSPO/CPUO: router (config-radius-host) # radius-server]
test username userl
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Automated Testing: An example

configure

radius-server idle-time 60
radius-server test username user 1
|

end

Setting IP DSCP for RADIUS Server

Perform this task to set IP differentiated services code point (DSCP) for RADIUS server.

SUMMARY STEPS

configure

radius-server ipv4 dscp codepoint_value
radius-server ipv4 dscp default

Use the commit or end command.

pPwWN =
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DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 radius-server ipv4 dscp codepoint_value Allows radius packets to be marked with a specific
Examole: differentiated services code point (DSCP) value that replaces
ple: the outdated IP precedence, a 3-bit field in the Type of
, , , Service byte of the IP header originally used to classify and
RP/0/RSP0O/CPUO:router (config) # radius-server ipv4| . .. ftraffic. Thi d g 1 fi
dscp 45 prioritize types of traffic. This code point value ranges from
0 to 63.
Step 3 radius-server ipv4 dscp default Matches the packets with default dscp (000000).
Example:
RP/0/RSPO/CPUO:router (config) # radius-server ipvé
dscp default
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Setting IP DSCP for RADIUS Server: An example

configure

radius-server ipv4 dscp 43
radius-server ipv4 dscp default
|

end

Balancing Transaction Load on the RADIUS Server

The RADIUS load-balancing feature is a mechanism to share the load of RADIUS access and accounting
transactions, across a set of RADIUS servers. Each AAA request processing is considered to be a transaction.
BNG distributes batches of transactions to servers within a server group.
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When the first transaction for a new is received, BNG determines the server with the lowest number of
outstanding transactions in its queue. This server is assigned that batch of transactions. BNG keeps repeating
this determination process to ensure that the server with the least-outstanding transactions always gets a new
batch. This method is known as the least-outstanding method of load balancing.

You can configure the load balancing feature either globally, or for RADIUS servers that are part of a server
group. In the server group, if a preferred server is defined, you need to include the keyword
"ignore-preferred-server" in the load-balancing configuration, to disable the preference.

For configuring the load balancing feature globally, see Configuring Load Balancing for Global RADIUS

Server Group, on page 48.

For configuring the load balancing feature on RADIUS servers that are part of a named server group, see
Configuring Load Balancing for a Named RADIUS Server Group, on page 49.

Configuring Load Balancing for Global RADIUS Server Group

Perform this task to activate the load balancing function for the global RADIUS server group. As an example,
in this configuration the preferred server is set to be ignored.

SUMMARY STEPS

configure

PN =

Use the commit or end command.

DETAILED STEPS

radius-server load-balance method least-outstanding batch-size size
radius-server load-balance method least-outstanding ignore-preferred-server batch-size size

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 radius-server load-balance method least-outstanding | Configures the radius load-balancing options by picking
batch-size size the server with the least-outstanding transactions. This
E le: load-balancing method uses the batch-size for the selection
xample: of the server. The size ranges from 1 to 1500. If no value
, , is specified, the default is 25.
RP/0/RSPO/CPUO: router (config) # radius-server
load-balance method least-outstanding batch-size
500
Step 3 radius-server load-balance method least-outstanding | Configures the radius load-balancing options by disabling

ignore-preferred-server batch-size size

Example:
RP/0/RSPO/CPUO: router (config) # radius-server

load-balance method least-outstanding
ignore-preferred-server batch-size 500

the preferred server for this Server Group. This
load-balancing method uses the batch-size for the selection
of the server. The size ranges from 1 to 1500. If no value
is specified, the default is 25.
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Command or Action Purpose

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Load Balancing for RADIUS Server: An example

configure
radius-server load-balance method least-outstanding batch-size 25

radius-server load-balance method least-outstanding ignore-preferred-server batch-size 45
|

end

Configuring Load Balancing for a Named RADIUS Server Group

Perform this task to activate the load balancing function for a named RADIUS server group. As an example,
in this configuration the preferred server is set to be ignored.

SUMMARY STEPS
1. configure
2. aaagroup server radius server_group_name load-balance method least-outstanding batch-size
Size
3. aaagroup server radius server_group_name load-balance method least-outstanding
ignore-preferred-server batch-size size
4. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 aaa group server radius server_group_name Configures the radius load-balancing options by picking
load-balance method least-outstanding batch-size size|the server with the least-outstanding transactions. This
load-balancing method uses the batch-size for the selection

Example:
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Command or Action

Purpose

RP/0/RSP0O/CPUO:router (config)# aaa group server
radius sgl load-balance method least-outstanding
batch-size 500

of the server. The size ranges from 1 to 1500. If no value
is specified, the default is 25.

Step 3 aaa group server radius server_group_name Configures the radius load-balancing options by disabling
load-balance method least-outstanding the preferred server for this Server Group. This
ignore-preferred-server batch-size size load-balancing method uses the batch-size for the selection
Examble: of the server. The size ranges from 1 to 1500. If no value

ple: is specified, the default is 25.
RP/0/RSPO/CPUO:router (config)# aaa group server
radius sgl load-balance method least-outstanding
ignore-preferred-server batch-size 500
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Throttling of RADIUS Records

The Throttling of AAA (RADIUS) records is a mechanism to avoid RADIUS congestion and instability. This
function is useful in situations when there is insufficient bandwidth to accommodate a sudden burst of AAA
requests generated by the BNG for the RADIUS server.

While configuring throttling, a threshold rate, which corresponds to the maximum number of outstanding
requests, is defined. It is possible to configure independent throttling rates for access (authentication and
authorization) and accounting requests. After a threshold value is reached for a server, no further requests of
that type are sent to the server. However, for the pending requests, a retransmit timer is started, and if the
outstanding request count (which is checked after every timer expiry), is less than the threshold, then the

request is sent out.

As a session may timeout due to throttle on the access requests, a limit is set for the number of retransmit
attempts. After this limit is reached, further access requests are dropped. Throttled accounting requests,
however, are processed through the server-group failover process.

The throttling feature can be configured globally, or for a server-group. However, the general rule of
configuration preference is that the server-group configuration overrides global configuration, if any.

The syntax for the throttling CLI command is:

radius-server throttle {[accounting THRESHOLD]

NUMBER OF-TIMEOUTS]]}

[access THRESHOLD [access—-timeout
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where:

* accounting THRESHOLD—Specifies the threshold for accounting requests. The range is from 0 to
65536. The default is 0, and indicates that throttling is disabled for accounting requests.

+ access THRESHOLD—Specifies the threshold for access requests. The range is from 0 to 65536. The
default is 0, and indicates that throttling is disabled for accounting requests.

* access-timeout NUMBER _OF-TIMEOUTS—Specifies the number of consecutive timeouts that must
occur on the router, after which access-requests are dropped. The range of is from 0 to 10. The default
is 3.

)

Note By default, the throttling feature is disabled on BNG.

For activating throttling globally, see Configuring RADIUS Throttling Globally, on page 51.

For activating throttling on a server group, see Configuring RADIUS Throttling on a Server Group, on page
52.

Configuring RADIUS Throttling Globally

Perform this task to activate RADIUS throttling globally.

SUMMARY STEPS
1. configure
2. radius-server throttle access threshold value
3. radius-server throttle access threshold value accesstimeout value
4. radius-server throttle access threshold value access-timeout value accounting threshold value
5. radius-server throttle accounting threshold value access value accesstimeout value
6. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 radius-server throttle access threshold value Controls the number of access requests sent to a RADIUS
server. The threshold value denotes the number of
outstanding access requests after which throttling should
be performed. The range is from 0 to 65535, and the
preferred value is 100.

Example:

RP/0/RSPO/CPUO: router (config) # radius-server
throttle access 10

Step 3 radius-server throttle access threshold_value Specifies the number of timeouts, after which a throttled
access-timeout value access request is dropped. The value denotes the number
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Command or Action

Purpose

Example:

RP/0/RSPO/CPUO: router (config) # radius-server
throttle access 10 access-timeout 5

of timeouts for a transaction. The range is from 1 to 10, and
the default is 3.

Step 4 radius-server throttle access threshold value Controls the number of access timeout requests sent to a
access-timeout value accounting threshold value RADIUS server. The threshold value denotes the number
Examble: of outstanding accounting transactions after which throttling
ple: should be performed. The range is from 0 to 65535, and the
. . preferred value is 100.
RP/0/RSP0O/CPUO:router (config) # radius-server
throttle access 10 access-timeout 5 accounting 10
Step 5 radius-server throttle accounting threshold value Controls the number of accounting requests sent to a
access value access-timeout value RADIUS server. The threshold value denotes the number
Example: of outstanding accounting transactions after which throttling
ple: should be performed. The value ranges between 0 to 65535
and the preferred value is 100.
RP/0/RSPO/CPUO: router (config) # radius-server
throttle accounting 56 access 10 access-timeout 5
Step 6 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Throttling Globally: An example

configure

radius-server throttle access 10 access-timeout 5 accounting 10

end

Configuring RADIUS Throttling on a Server Group

Perform this task to activate RADIUS throttling on a server group.

SUMMARY STEPS

1. configure

2. aaa group server radius server_group_hame
3. server hostname acct-port acct port_value auth-port auth port value
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4. throttle access threshold value access-timeout value accounting threshold value

5. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO: router# configure
Step 2 aaa group server radius server_group_name Configures the AAA (RADIUS) server-group definition.
Example:
RP/0/RSPO/CPUO:router (config)# aaa group server
radius SG1
Step 3 server hostname acct-port acct_port_value auth-port | Configures a RADIUS server accounting or authentication
auth_port_value port with either the IP address or hostname (as specified).
Examole: The accounting port number and the authentication port
ple: number ranges from 0 to 65535.
RP/0/RSPO/CPUO:router (config-sg-radius)# server
99.1.1.10 auth-port 1812 acct-port 1813
Step 4 throttle access threshold_value access-timeout value | Configures the RADIUS throttling options to control the
accounting threshold value number of access and accounting requests sent to a RADIUS
server. The threshold value denotes the number of
Example: . . .
outstanding access requests or accounting transactions after
. . , which throttling should be performed. The range is from 0
RP/0/RSP0/CPUO: router (config-sg-radius) # radius-server| .
th s : to 65535, and for both access and accounting requests the
rottle access 10 access-timeout 5 accounting 10 .
preferred value is 100.
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Throttling on a Server Group: An example

configure
aaa group server radius SG1
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server 99.1.1.10 auth-port 1812 acct-port 1813

radius-server throttle access 10 access-timeout 5 accounting 10
|

end

RADIUS Change of Authorization (CoA) Overview

The Change of Authorization (CoA) function allows the RADIUS server to change the authorization settings
for a subscriber who is already authorized. CoA is an extension to the RADIUS standard that allows sending
asynchronous messages from RADIUS servers to a RADIUS client, like BNG.

\}

Note A CoA server can be a different from the RADIUS server.

To identify the subscriber whose configuration needs to be changed, a RADIUS CoA server supports and
uses a variety of keys (RADIUS attributes) such as Accounting-Session-ID, Username, IP-Address, and
ipv4:vrf-id.

The RADIUS CoA supports:

* account-logon — When a user logs into a network, an external web portal that supports CoA sends an
account-logon request to BNG with the user's credentials (username and password). Account-logon on
BNG then attempts to authenticate the user through RADIUS with those credentials.

* account-logoff— BNG processes the account-logoff request as a disconnect event for the subscriber and
terminates the session.

N

Note The RADIUS CoA server does not differentiate between originators of the
disconnect event. Hence, when the BNG receives an account-logoff request from
the RADIUS CoA server, for both a user-initiated and an administrator-initiated
request, the Acct-Terminate-Cause to be sent to the RADIUS server is always
set as Admin-Reset.

* account-update — BNG parses and applies the attributes received as part of the CoA profile. Only
subscriber-specific attributes are supported and applied on the user profile.

* activate-service — BNG starts a predefined service on a subscriber. The service settings can either be
defined locally by a dynamic template, or downloaded from the RADIUS server.

* deactivate-service — BNG stops a previously started service on the subscriber, which is equivalent to
deactivating a dynamic-template.

For a list of supported Vendor-Specific Attributes for account operations, see Vendor-Specific Attributes for
Account Operations, on page 451.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x



Configuring Authentication, Authorization, and Accounting Functions

\}

RADIUS Change of Authorization (CoA) Overview .

Note

In order for BNG to enable interim accounting, it is mandatory for the CoA request to have both accounting
method list from the dynamic-template and Acct-Interim-Interval attribute from the user profile. This behavior
is applicable for accounting enabled through dynamic-template. Whereas, from Cisco IOS XR Software
Release 5.3.0 and later, the CoA request needs to have only the Acct-Interim-Interval attribute in the user
profile.

Service Activate from CoA

BNG supports activating services through CoA requests. The CoA service-activate command is used for
activating services. The CoA request for the service activate should contain these attributes:

* "subscriber:command=activate-service" Cisco VSA
* "subscriber:service-name=<service name>" Cisco VSA

* Other attributes that are part of the service profile

The "<subscriber:sa=<service-name>" can also be used to activate services from CoA and through RADIUS.

Duplicate service activate requests can be sent to BNG from the CoA server. BNG does not take any action
on services that are already activated. BNG sends a CoA ACK message to the CoA server under these scenarios:

* When a duplicate request with identical parameters comes from the CoA for a service that is already
active.

* When a duplicate request with identical parameters comes from the CoA to apply a parameterized service.
BNG sends a CoA NACK message to the CoA server with an error code as an invalid attribute under these
scenarios:

* When a request comes from the CoA to deactivate a non-parameterized service that is not applied to the
session.

* When a request comes from the CoA to deactivate a parameterized service that is not applied to the
session.

» When a duplicate request to apply a parameterized service is made with non-identical parameters from
the CoA.

» When a request with non-identical parameters comes from CoA to deactivate a parameterized service.

Service Update from CoA

The service update feature allows an existing service-profile to be updated with a new RADIUS attribute list
representing the updated service. This impacts any subscriber who is already activated with the service and
new subscriber who activate the service in the future. The new CoA service-update command is used for
activating this feature. The CoA request for the service update should have these attributes:

* "subscriber:command=service-update" Cisco VSA
* "subscriber:service-name=<service name>" Cisco VSA

* Other attributes that are part of the service profile
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A service update CoA should have a minimum of these attributes:
* vsa cisco generic 1 string "subscriber:command=service-update"

* vsa cisco generic 1 string "subscriber:service-name=<service name>"

Web Logon with RADIUS Based CoA

To support Web Logon, a set of Policy Rule Events need to be configured in an ordered manner. These events
are as follows:

* session-start:

* On the start of a session, a subscriber is setup to get internet connectivity. The service is activated
to redirect HTTP traffic to a Web portal for web-based logon.

* Start the timer with duration for the maximum waiting period for authentication.

* account-logon — The Web portal collects the user credentials such as username and password and triggers
a CoA account-logon command. When this event is triggered, subscriber username and password are
authenticated by the RADIUS server. Once the authentication is successful, the HTTP redirect service
is deactivated, granting user access to already connected internet setup. Also, the timer established in
session-start must be stopped. However, if the authentication fails during account-logon, BNG sends a
NAK CoA request, allowing for further authentication attempts to take place.

* timer expiry — When the timer expires, the subscriber session is disconnected based on the configuration.

Multi-Action Change of Authorization

BNG supports multi-action Change of Authorization (CoA) wherein service providers can activate and
deactivate multiple services using a single CoA request. Multi-action CoA is supported for Service-L ogon
and Service-L ogoff CoA commands. The Service-Logon command can contain one or more Service-Activate
attributes, and optionally Service-Deactivate attributes, for multi-action CoA to specify service(s) to be
activated or deactivated. Similarly, the Service-L ogoff command can contain one or more Service-Deactivate
attributes, and optionally Service-Activate attributes, for multi-action CoA to specify service(s) to be
deactivated or activated.

MA-CoA supports up to a maximum of 10 service activations or deactivations per MA-CoA request, however,
it is recommended to issue six activations or deactivations per MA-CoA request.

During the multi-action CoA request, if any of the COA requests fail to activate or deactivate, then any of the
services which have been activated or deactivated as part of that CoA request is rolled back to its previous
state. The session restores back to the its pre-MA-CoA state upon failure to activation or deactivation.

A rollback-failure event, exception, can be configured to specify what action to be taken when a service
rollback fails following a failed MA-CoA request (that is, a case of a double-failure condition). The default
action to be taken when the rollback fails is to preserve the session, however, you can configure to terminate
the session.

The following example details on the rollback failure exception.
policy-map type control subscriber PL1
event session-start match-first

class type control subscriber class-default do-all
1 activate dynamic-template pkt-trigl
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|

!

event exception match-first
class type control subscriber coa-rollback-failure do-all

10 disconnect

|

|

|

An Example of a Multi-Action Change of Authorization Use Case
The following example lists the sequence of events that occur in the case of a PTA session initiation.

1. PTA session's web traffic redirected to a service portal (HTTP Redirect)

2. The user activates the first level of service through the service portal. A multi-action COA request
is initiated in the following sequence.

a. Deactivate redirection
b. Activate Turbo Button 1
C. Activate VoIP with two channels
3. The user activates the second level of service through the service portal. A multi-action COA
request is initiated in the following sequence.
a. Deactivate Turbo Button 1
b. Activate Turbo Button 2
C. Deactivate VoIP with two channels

d. Activate VoIP with 4 channels

Interworking with Service-Level Accounting

BNG supports Service-Level Accounting, where a service is a collection of features that are activated and
deactivated as a group. Service-Level Accounting and MA-CoA features are independent, that is, they can be
applied separately. However, MA-CoA accounts for services that are activated or deactivated that have
Service-Level Accounting enabled through the dynamic template configuration.

Generating Accounting Records
The following cases describes how the multi-action CoA records are generated for accounting purposes.
MA-CoA ACK Case

* If MA-CoA request contains only service activate commands, then START accounting record for those
services are generated after the CoA Ack is sent out.

» If MA-CoA request contains only deactivate services or combination of activate and deactivate services,
then for those services START or STOP accounting records are generated after the CoA Ack is sent out.

MA-CoA NAK Case (Rollback scenario)
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* If MA-CoA request fails due to presence of invalid command formats or due to internal software failure
or due to presence of invalid service names, that are not defined in the box, in such cases the accounting
START or STOP messages are not generated upon rollback.

* I[f MA-CoA request fails due to internal feature programming failure, then the Service-START or
Service-STOP accounting records may be generated for the services that were activated or deactivated
before the failure. After the failure, the rollback is initiated and appropriate Service-START or
Service-STOP records are generated for these services.

High Availability for MA-CoA

If an high availability event other than a line card online insertion and removal (LC-OIR), such as a process
restart or an RP failover occurs while an MA-CoA request is being processed, then the affected session is
restored to its pre-MA-CoA state. The policy plane does not make an attempt to automatically recover the
MA-CoA message or to resume processing. Instead, the CoA Client times out and re-sends the MA-CoA

request to the BNG router.

An Example with Verification Commands

The following example shows the profile of a subscriber with existing services, modified with a MA-CoA
request, and the subscriber profile with the changed services invoked by the MA-CoA request.

Multi-Action Change of Authorization - Verification Commands

Session with an Existing Service [1]

show subsscriber session all detail internal

Interface:
Circuit ID:
Remote ID:

Type:

IPv4 State:

IPv4 Address:
IPv4 Up helpers:

IPv4 Up requestors:

Mac Address:

Account-Session Id:

Nas-Port:

User name:

Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Ifhandle:

Session History ID:

Access-interface:
Policy Executed:

Bundle-Etherl.l.ipl
Unknown

Unknown

IP: DHCP-trigger

Up, Wed Jul 9 14:25:40 2014
12.1.0.2, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
0000.0c00.0001
00000001

Unknown

0000.0c00.0001

10

0x00000040

Wed Jul 9 14:25:37 2014
Activated
unauthenticated
authorized

0x020001a0

1

Bundle-Etherl.1l

event Session-Start match-first [at Wed Jul 9 14:25:37 2014]
class type control subscriber ISN CM do-all [Succeeded]

1 activate dynamic-template ISN TEMPLATE 1 [cerr: No error
2 authorize aaa list default [cerr: No error] [aaa: Success
1001 activate dynamic-template svcQoSAcct2 [cerr: No error
1002 activate dynamic-template svcQoSAcct3 [cerr: No error

[aaa: Success]

[aaa: Success]
[aaa: Success]

]
]
]
]
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Session Accounting: disabled

Last COA request received: unavailable
User Profile received from AAA:
Attribute List: 0x1000eb24

1: ipvé4-mtu len= 4 wvalue= 1500 (5dc)
Services:

Name : ISN TEMPLATE 1

Service-ID : 0x4000002

Type : Template

Status : Applied

Name : svcQoSAcctl

Service-ID : 0x400000a

Type : Multi Template

Status : Applied

Name : svcQoSAcct2

Service-ID : 0x400000b

Type : Template

Status : Applied

Name : svcQoSAcct3

Service-ID : 0x400000c

Type : Template

Status : Applied

[Event Historyl
Jul 9 14:29:41.056 IPv4 Start
Jul 9 14:29:44.384 SUBDB produce done
Jul 9 14:29:44.384 IPv4 Up

RP/0/RSP1/CPUO :BNG#show subscriber database association

Location 0/RSP1/CPUO

Bundle-Etherl.1l.ipl, subscriber label 0x40

Name Template Type
U00000040 User profile
svcQoSAcct3 Service
svcQoSAcct?2 Service
svcQoSAcctl Service
ISN_TEMPLATE 1 IP subscriber

MA-CoA Request I nitiated From RADIUSC Client
(2]

exec /bin/echo
"Cisco-AVPair="'subscriber:sd=svcQoSAcctl',Cisco-AVPair="subscriber:sd=svcQoSAcct2"',

Cisco-AVPair='subscriber:sd=svcQoSAcct3',Cisco-AVPair="'subscriber:sa=gosin coa',

Cisco-AVPair='subscriber:sa=gosout coa',Acct-Session-Id=00000001" | /usr/local/bin/radclient
-r 1 -x 5.11.17.31:1700 coa coa

RP/0/RSP1/CPUQ:BNG#show subscriber manager statistics AAA COA location 0/rspl/cpu0

[ CHANGE OF AUTHORIZATION STATISTICS ]

CoA Requests:
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Type
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Account Logon
Account Logoff
Account Update

Disconnect

Single Service Logon
Single Service Logoff
Single Service Modify
Multiple Service

Errors:
None

Received Acked NAKed
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
1 1 0

RP/0/RSP1/CPUO:BNG#show subscriber session all detail internal

Interface:
Circuit ID:
Remote ID:
Type:
IPv4
IPv4

State:
Address:

IPv4 Up helpers:
IPv4 Up requestors:
Mac Address:
Account-Session Id:
Nas-Port:

User name:

Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Ifhandle:

Session History ID:
Access-interface:
Policy Executed:

event Session-Start match-first
class type control subscriber ISN CM do-all

1 activate dynamic-template ISN TEMPLATE 1

2 authorize aaa list default
1001 activate dynamic-template svcQoSAcct?2
1002 activate dynamic-template svcQoSAcct3

Bundle-Etherl.l.ipl
Unknown

Unknown

IP: DHCP-trigger

Up, Wed Jul 9 14:25:40 2014
12.1.0.2, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
0000.0c00.0001
00000001

Unknown

0000.0c00.0001

10

0x00000040

Wed Jul 9 14:25:37 2014
Activated
unauthenticated
authorized

0x020001a0

1

Bundle-Etherl.1l

[at Wed Jul 9 14:25:37 2014]

Session Accounting: disabled

Last COA request: Wed

COA Request

1: sd

2: command

3: service-info

4: service-name

5: sd

6: command

7: service-info

8: service-name

9: sd

10: command

11: service-info
12: service-name
13: sa

14: command

15: service-info
16: service-name

Jul

Attribute List:

9 14:27:37 2014
0x1000£0c4

len= 11 wvalue= svcQoSAcctl

len= 18 value= deactivate-service
len= 11 wvalue= svcQoSAcctl

len= 11 wvalue= svcQoSAcctl

len= 11 wvalue= svcQoSAcct2

len= 18 value= deactivate-service
len= 11 wvalue= svcQoSAcct2

len= 11 wvalue= svcQoSAcct2

len= 11 wvalue= svcQoSAcct3

len= 18 value= deactivate-service
len= 11 wvalue= svcQoSAcct3

len= 11 wvalue= svcQoSAcct3

len= 9 wvalue= gosin coa

len= 16 value= activate-service
len= 9 wvalue= gosin coa

len= 9 wvalue= gosin coa
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17: sa len= 10 value= gosout coa
18: command len= 16 value= activate-service
19: service-info len= 10 value= gosout coa
20: service-name len= 10 value= gosout coa

Last COA response: Result ACK
COA Response Attribute List: 0x1000f4ed

1: sd len= 11 wvalue= svcQoSAcctl
2: sd len= 11 wvalue= svcQoSAcct2
3: sd len= 11 wvalue= svcQoSAcct3
4: sa len= 9 wvalue= gosin_coa

5: sa len= 10 value= gosout coa

User Profile received from AAA:
Attribute List: 0x1000f6f4

1: ipvé4-mtu len= 4 wvalue= 1500 (5dc)
Services:

Name : ISN TEMPLATE 1

Service-ID : 0x4000002

Type : Template

Status : Applied

Name : gosin_coa

Service-ID : 0x4000006

Type : Multi Template

Status : Applied

Name ¢ gosout_coa

Service-ID : 0x4000008

Type : Multi Template

Status : Applied

[Event Historyl
Jul 9 14:29:41.056 IPv4 Start
Jul 9 14:29:44.384 IPv4 Up
Jul 9 14:31:41.504 CoA request
Jul 9 14:31:41.632 SUBDB produce done [many]

Changed Subscriber Profile after the MA-CoA Request is Processed from RADIUS
(3]

RP/0/RSP1/CPUO:BNG#show subscriber database association

Location 0/RSP1/CPUO

Bundle-Etherl.1l.ipl, subscriber label 0x40

Name Template Type
U00000040 User profile

gosout_coa Service

gosin coa Service

ISN TEMPLATE 1 IP subscriber

In the above example, the subscriber profile existing services are defined by [1], the changes initiated
by the MA-CoA request is represented by [2], and the changes that are impacted by the MA-CoA
request is shown in [3].

Restrictions in Multi-Action Change of Authorization

Multi-Action Change of Authorization is subjected to the following restrictions:
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* Service-Activate and Service-Deactivate commands only: Only the Service-Activate and
Service-Deactivate commands are supported in the MA-CoA requests. If a MA-CoA request containing
account-logon, account-logoff, account-update, session-query, or disconnect-request commands is
received, the request is rejected.

» Cisco VSAs of format " subscriber :command= activate-service" and " subscriber : service-name=Svcl"
are not supported in MA-COA. If requests containing these VSA formats are received, a NAK is sent.
Only formats of the " subscriber:sa/sd=svcname" type is supported.

» Event service-logon and service-logoff actions are not supported under policy map for services activated
or deactivated through MA-CoA (same as service activation done as part of Access-Accept).

* MA-CoA with QoS Shaper Parameterization is not supported.

» CoA Account-Update messagesmust not contain any Service-Activateor Deactivate VSAs: MA-CoA
does not restrict or detect Service-Activate or Service-Deactivate VSAs within the CoA Account-Update
messages, however, the support is not available.

« Scale, Performance, Boundary Conditions: The following are the conditions for MA-CoA:

* MA-CoA does not to impose any significant limitations on scaling, in terms of the total number of
sessions or the number of services applied per session.

* MA-CoA supports up to a maximum of 10 service activations or deactivations per MA-CoA request.
If the number of action requests exceeds the limit of 10, a NAK is initiated for the last request
received.

* MA-CoA can handle a maximum of 30 CoA messages per second.

User Authentication and Authorization in the Local Network

The user authentication and authorization in the local network feature in BNG provides the option to perform
subscriber authorization locally (in a subscriber's network), instead of both remote authentication and
authorization that occurs in RADIUS servers. With the User Authentication and Authorization in the Local
Network feature, you can run the RADIUS server locally in your network, manage, and configure the RADIUS
server locally in your network to the profile that is required for the environment. In the case of a remote
RADIUS server, the RADIUS server is maintained by an external regulatory body (not within the subscriber's
network) and subscriber will not be able to manage or configure the server.
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Figure 4: User Authentication and Authorization in the Local Network
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User Authentication and Authorization in the Local Network feature is used in a case when a user wants to
perform a two-level authentication or authorization, first, a remote authentication (or authorization) followed
by a local authorization (or authentication).

Note

All the debug commands applicable to AAA server are applicable on User Authentication and Authorization
in the Local Network feature.

For IPoE subscribers, User Authentication and Authorization in the Local Network is a two-level authorization
process as a part of the session-start event. For PTA subscribers, User Authentication and Authorization in
the Local Network is a remote server authentication process, followed by a local server authorization process.

Policy Configurations for IPoE Sessions

The following policy configuration explains how the authentication and authorization process occurs in [IPoE
subscriber sessions. The authentication and authorization processes are performed using two RADIUS servers
(one located remotely and the other located locally). At first, the authentication request is routed to the remotely
located RADIUS server, which is not in the user's control. Then, to authorize the session, the authorization

request is routed to the local RADIUS server, where the subscriber profile for the service provider is maintained.

As a first step in the authorization process, you can configure the authentication process to download the
authorization profile from the local RADIUS server. However, when both RADIUS servers have the same
authorization profiles, either partially or completely, that part of the authorization profile that is the same is
overridden by the one downloaded from the local RADIUS server, and the other part of the authorization
profile is merged.

Case 1: Subscriber session created by applying the user profile downloaded from the local RADIUS server.

Radius Serverl (located remotely, profile not controlled by the operator

0000.0000.0001 Cleartext-Password := "shootme"
Fall-Through = no
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Radius Server2 (located locally, profile controlled by the operator)

0000.0000.0001 Cleartext-Password := "shootme"
Class = "IPSUB",
Cisco-avpair += "ip:sub-gos-policy-in=12MUp",
Cisco-avpair += "ip:sub-gos-policy-out=12MDown",

Fall-Through = no

Case 2: Subscriber session created by applying the user profile downloaded from the remote RADIUS server,
and in this case, the policy attribute values are overridden by the local RADIUS server profile.

Radius Serverl (located remotely, profile not controlled by the operator)

0000.0000.0001 Cleartext-Password := "shootme"
Cisco-avpair += "ip:sub-gos-policy-in=6MUp",
Cisco-avpair += "ip:sub-gos-policy-out=6MDown",

Fall-Through = no

Radius Server2 (located locally, profile controlled by the operator)

0000.0000.0001 Cleartext-Password := "shootme"
Class = "IPSUB",
Cisco-avpair += "ip:sub-gos-policy-in=12MUp",
Cisco-avpair += "ip:sub-gos-policy-out=12MDown",

Fall-Through = no

Profile Created by the Attribute Merging of both the Local and Remote Server Profiles

RP/0/RSP0O/CPUQ:BNG#sh run aaa

radius-server host 10.105.236.46 auth-port 1812 acct-port 1813
key 7 111B1801464058

|

radius-server host 10.105.236.237 auth-port 1812 acct-port 1813
key 7 095E4F0D485744
|

aaa group server radius local server

server 10.105.236.237 auth-port 1812 acct-port 1813

|

aaa group server radius remote server

server 10.105.236.46 auth-port 1812 acct-port 1813

|

aaa accounting subscriber acct meth broadcast group local server group remote server
aaa authorization subscriber local server group local server

aaa authorization subscriber remote server group remote server

RP/0/RSPO/CPUOQ : BNG#

RP/0/RSPO/CPUO:BNG#sh run policy-map type control subscriber ISN CNTRL 1
policy-map type control subscriber ISN CNTRL 1
event session-start match-all
class type control subscriber ISN CM do-all
10 activate dynamic-template ISN_TEMPLATE 1
11 authorize aaa list remote_server identifier source-address-mac password shootme
12 authorize aaa list local_ server identifier source-address-mac password shootme
|
1
end-policy-map
|
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RP/0/RSPO/CPUO : BNG#
Remote User Profile

0000.0c00.0001 Cleartext-Password := "shootme"

cisco-avpair += "subscriber:accounting-list=acct meth", -- [(A) Same attribute on both
profile]

Session-Timeout += 1000, ----————————"—""""""""""-"-"-"-—————— [(B) Attribute defined in
remote profile only]

Acct-Interim-Interval = 3600 -~ —————————-—--""-""""""-"---—-————— [(C) Same attribute on both
profiles with diff value}
Local User profile
0000.0c00.0001 Cleartext-Password := "shootme"

cisco-avpair += "subscriber:accounting-list=acct meth", -- [(A) Same attribute on both
profile]

cisco-avpair += "sub-gos-policy-in=12MUp", --—--—--—--—--—- [ (D) Attribute defined in
local profile only]

cisco-avpair += "sub-gos-policy-out=12MDown", --—--—--—--—-— [(E) Attribute defined in
local profile only]

cisco-avpair += "ipvé4:inacl=innet", --—-----—--——-———————— [(F) Attribute defined in
local profile only]

cisco-avpair += "ipvé4:outacl=outnet", ---------—--———————- [ (G) Attribute defined in
local profile only]

Acct-Interim-Interval = 3000 - ———————-—----"-""""""-"-"---———— [ (H) Same attributes on both

profiles with diff value]

RP/0/RSPO/CPUO:BNG#sh subscriber session all detail internal

Interface: Bundle-Etherl.1l.ip22
Circuit ID: Unknown

Remote ID: Unknown

Type: IP: DHCP-trigger

IPv4d State: Up, Wed Jun 18 16:56:25 2014
IPv4 Address: 12.16.0.24, VRF: default
IPv4 Up helpers: 0x00000040 {IPSUB}

IPv4 Up requestors: 0x00000040 {IPSUB}

Mac Address: 0000.0c00.0001
Account-Session Id: 000000bb

Nas-Port: Unknown

User name: 0000.0c00.0001

Outer VLAN ID: 10

Subscriber Label: 0x00000075

Created: Wed Jun 18 16:56:15 2014
State: Activated
Authentication: unauthenticated
Authorization: authorized

Ifhandle: 0x000012a0

Session History ID: 11

Access-interface:
Policy Executed:

Bundle-Etherl.1l

event Session-Start match-all [at Wed Jun 18 16:56:15 2014]
class type control subscriber ISN CM do-all [Succeeded]

10 activate dynamic-template ISN TEMPLATE 1 [cerr: No error] [aaa:

11 authorize aaa list remote server [cerr: No error][aaa: Success]

12 authorize aaa list local server [cerr: No error][aaa: Success]

Session Accounting:

Acct-Session-Id:
Method-list:
Accounting started:

Success]

000000bb
acct_meth
Wed Jun 18 16:56:25 2014

Interim accounting: On, interval 50 mins
Last successful update: Never
Next update in: 00:46:48 (dhms)
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Last update sent: Never
Updates sent: 0
Updates accepted: 0
Updates rejected: 0
Update send failures: 0
Last COA request received: unavailable

User Profile received from AAA:

Attribute List: 0x1000e764
1: session-timeout len= 4 value= 1000(3e8) --—-————- [ (B) Attribute
the remote profile]
2: accounting-list len= 9 value= acct meth ------- [ (A) Attribute
profiles]
3: sub-gos-policy-in len= 5 wvalue= 12MUp = ---—----— [ (D) Attribute
profile]
4: sub-gos-policy-out len= 7 value= 12MDown ------- [ (E) Attribute
profile]
5: inacl len= 5 wvalue= innet -——————————- [ (F) Attribute
profile]
6: outacl len= 6 value= outnet ----—-—-—-—---- [ (G) Attribute
profile]
7: acct-interval len= 4 wvalue= 3000 (bb8) —-—-—————- [(I) Attribute
the local profile]
Services:
Name ISN_TEMPLATE 1
Service-ID 0x4000002
Type : Template
Status : Applied

value fetched from

common to both the

defined in the local

defined in the local

defined in the local

defined in the local

value fetched from

In the above example, the server profile attributes are defined in both the Local RADIUS and the
Remote RADIUS servers. Attributes (A), (B), and (C) are defined in remote RADIUS server profile,
and attributes (A), (D), (E), (F), (G), and (H) are defined in the local RADIUS server profile. The
subscriber session created by applying the user profile downloaded from the local RADIUS server
contains attributes (B), (A), (D), (E), (F), (G), and (I), where the attribute (B) is fetched from the
remote RADIUS server profile; the attribute (A) is common to both the RADIUS server profiles; the
attributes (D), (E), (F), and (G) are the attributes fetched from the local RADIUS server profile; and
attribute (I) is common to both the profiles, however, the attribute value differs on both the profiles.
In this case, the value of the attribute (I) is fetched from the local RADIUS server profile.

Policy Configurations for PTA Sessions

The following policy configuration explains how the authentication and authorization processes occur in PTA
subscriber sessions. In the case of PTA subscriber sessions, the authentication and authorization processes

consists of two steps:

1. Domain Authorization on LAC: Achieved through the local RADIUS server where the domain authorization

occurs.

policy-map type control subscriber vpdn ipv4 pmap
event session-start match-first
class type control subscriber vpdn ipv4 cmap do-until-failure
! activate dynamic-template vpdn_ vi4
|
event session-activate match-first
class type control subscriber vpdn ipv4 cmap do-until-failure

10 authorize aaa list vpdn-author-list format vpdn_domain password cisco
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20 authenticate aaa list vpdn-authen-list
|

2. User Authentication before forwarding on LAC: Achieved using two RADIUS servers: one local RADIUS
server for domain authorization and another remote RADIUS server for user authentication.

radius-server vsa attribute ignore unknown

radius-server host 5.8.23.156 auth-port 1812 acct-port 1813

key 7 02050D480809
!

radius-server host 5.8.23.160 auth-port 1812 acct-port 1813

key 7 030752180500
!

radius-server key 7 0214055F5A545C
aaa attribute format vpdn domain

username-strip prefix-delimiter @

1

aaa accounting network default start-stop group radius
aaa group server radius vpdn-authen

server 5.8.23.160 auth-port 1812 acct-port 1813
1

aaa group server radius vpdn-author

server 5.8.23.156 auth-port 1812 acct-port 1813

1

aaa accounting subscriber default group radius

aaa authorization subscriber vpdn-author-list group vpdn-author

aaa authentication subscriber vpdn-authen-list group vpdn-authen
|

Service Accounting

Accounting records for each service enabled on a subscriber can be sent to the configured RADIUS server.
These records can include service-start, service-stop, and service-interim records containing the current state
of the service and any associated counters. This feature is the Service Accounting feature. Service accounting
records are consolidated accounting records that represent the collection of features that make up a service as
part of a subscriber session.

Service accounting starts when a subscriber session comes up with a service enabled on it. This can happen
through a dynamic template applied through a control policy, through access-accept (AA) messages when
the session is authorized, or through a change of authorization (CoA), when a new service is applied on a
subscriber session. Service accounting stops either when the session is terminated, or a service is removed
from the session through CoA, or some other event that deactivates the service. Start records have no counters;
interim and stop records with QoS counters are generated when service accounting is enabled for QoS. Interim
accounting records can be generated, in between start and stop accounting, as an option with a pre-defined
periodic interval. When the interim period is zero, interim accounting records are not created. Different interim
intervals are based on every service for each session. Service accounting is enabled on each template, based
on the configuration.

Service Accounting is supported on bundle subscriber interfaces as well as line card subscriber interfaces.
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Note

The policy-map associated to a dynamic template can be edited to change the service parameters. However,
this does not update the accounting records. Therefore, to generate all the accounting records accurately, it is
recommended that a new service with all the required service parameters be created and associated to the new
service, through a CoA.

For service accounting, statistics for ingress and egress QoS policies, which are applied under each service
for a given subscriber, may need to be reported as part of the accounting interim and stop records. For each
service, these QoS counters can be reported as part of the accounting records:

» BytesIn — Aggregate of bytes matching all classes of the ingress QoS policy for the service minus the
policer drops.

* PacketsIn — Aggregate of packets matching all classes of the ingress QoS policy for the service minus
the policer drops.

* BytesOut — Aggregate of bytes matching all classes of the egress QoS policy for the service minus the
queuing drops.

* PacketsOut — Aggregate of packets matching all classes of the egress QoS policy for the service minus
the queuing drops

Dynamic template features that support accounting statistic collection and require that their statistics be
reported in the AAA service accounting records can enable accounting statistics on their features using the
newly-introduced optional acct-stats configuration option. This option is not available for the features that
do not support statistic collection. By default, QoS accounting statistics are disabled to optimize performance.

Note

The QoS counters for each direction is reported only if a QoS policy is applied for that service in the given
direction. For example, if a service does not have an ingress policy applied, BytesIn and PacketsIn counters
are reported as being 0.

Pre-requisites

* Subscriber accounting, the parent accounting record for service accounting, must be configured to enable
the service accounting feature to work.

* The keyword acct-statsmust be configured in service-policy configuration to enable the service accounting
feature to report feature counter information as part of the records.

Restriction

* IPv4 and IPv6 subscriber sessions has a single set of service accounting records. They are merged into
one set of bytes_in, bytes out, packets_in, packets_out counters.

* Service accounting is not supported for static sessions.

Configuring Service Accounting

Perform this task to configure service accounting through the dynamic template:
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You must configure subscriber accounting before performing this task. Refer Creating Dynamic Template
for IPv4 or IPv6 Subscriber Session, on page 93 for configuring procedure.

SUMMARY STEPS
1. configure
2. aaaaccountingservice {list name | default} {broadcast group {group name | radius} |group
{group_name | radius} }
3. aaaservice-accounting [extended | brief]
4. dynamic-template
5. type service dynamic-template-name
6. accountingaaalist {method_list name | default} typeservice [periodic-interval time]
7. {ipv4 | ipv6} access-group accesslist-name
8. service-policy {input | output | type} service-policy name [acct-stats]
9. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 aaa accounting service {list hame | default} Creates an accounting list for service accounting
{broadcast group {group_name | radius} |group
{group_name | radius} }
Example:
RP/0/RSP0O/CPUO: router (config) # aaa accounting
service 11 group srGroupl
Step 3 aaa service-accounting [extended | brief] (Optional) Sets accounting parameters for service to select
Example: the level of subscriber accounting state and to identity
Xample: attribute reporting in brief or extended form.
RP/0/RSP0O/CPUO:router (config) # aaa Note The default setting is extended.
service-accounting brief
Step 4 dynamic-template Enters the dynamic-template configuration mode.
Example:
RP/0/RSPO/CPUO: router (config) # dynamic-template
Step 5 type service dynamic-template-name Creates a dynamic-template with a user-defined name for

Example:

a service.
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Command or Action

Purpose

RP/0/RSPO/CPUO: router (config-dynamic-template) # type
service sl

Step 6

accounting aaa list {method_list hame | default}
typeservice [periodic-interval time]

Example:

RP/0/RSP0/CPUO: router (config-dynamic-template-type) # accounting
aaa list 11 type service periodic-interval 1000

Configures the service accounting feature.

Step 7

{ipv4 | ipv6} access-group accesslist-name

Example:

RP/0/RSP0/CPUO: router (config-dynamic-template-type) # ipv4
access—group ACL1

RP/0/RSPO/CPUO: router (config-dynamic-template-type) # ipvé
access-group ACL2

Sets IPv4 or IPv6 access list to an interface.

Step 8

service-policy {input | output | type}
service-policy_name [acct-stats]
Example:

RP/0/RSP0O/CPUO: router (config-dynamic-template-type) #
service-policy input QoSl acct-stats

RP/0/RSP0O/CPUO: router (config-dynamic-template-type) #
service-policy output QoS2 acct-stats

Associates a service-policy to the dynamic template, and
enables service accounting feature using acct-statskeyword.

Step 9

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Service Accounting: Example

configure
aaa accounting service S1 group SG1
aaa service-accounting brief
dynamic-template

type service sl

accounting aaa list S1 type service periodic-interval 600
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ipv4 access-group ACL1
service-policy input QOS1 acct-stats
service-policy output QOS2 acct-stats

end

Statistics Infrastructure

The accounting counters are maintained by the service accounting statistics IDs (statsD) infrastructure. Service
accounting interacts with the statistics infrastructure in this manner:

« Each feature has a statistics collector process that is responsible for returning statistics counters for that
feature.

* A single collector can handle counters for multiple features.

* An accounting process, the service accounting management agent, uses the access library to register for
notifications and request statistics, and pushes to a radius server.

There is a polling period to pull the data from statsD. To support sub-second accuracy on stop records, the
statistics are immediately pulled when the session is terminated, without waiting for any polling method to
get accurate data. The same method is followed by session accounting and service accounting. Sub-second
accuracy is not supported for data reported in interim records, because no data is pulled while sending interim
accounting records.

Configuring Statistics IDs (statsD)

SUMMARY STEPS

DETAILED STEPS

The statsD is configured to poll feature statistics by default every 900 seconds (that is, every 15 minutes).
Perform this task to change the default figure to either increase or decrease the polling interval.

1. configure
2. datisticsperiod service-accounting {period | disable}
3. Use the commit or end command.

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO: router# configure
Step 2 statisticsperiod service-accounting {period | disable} | Sets collection period for statistics collectors for the service

Example:

RP/0/RSP0O/CPUO:router (config)# statistics period
service-accounting 1800

accounting feature.
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Command or Action Purpose

Step 3

Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Service Accounting: Example

configure
statistics period service-accounting 1800
end

Understanding Per-VRF AAA Function

The Per VRF AAA function allows authentication, authorization, and accounting (AAA) on the basis of virtual
routing and forwarding (VRF) instances. This feature permits the Provider Edge (PE) or Virtual Home Gateway
(VHG) to communicate directly with the customer's RADIUS server, (which is associated with the customer's
Virtual Private Network (VPN)), without having to go through a RADIUS proxy.

ISPs must be able to define operational parameters such as AAA server groups, method lists, system accounting,
and protocol-specific parameters, and associate those parameters to a particular VRF instance.

The Per VRF AAA feature is supported with VRF extensions to server-group, RADIUS, and system accounting
commands. The list of servers in server groups is extended to include definitions of private servers, in addition
to references to the hosts in the global configuration. This allows simultaneous access to both customer servers
and global service provider servers. The syntax for the command used to configure per-vrf AAA globally is:

radius source-interface subinterface-name [vrf vrf-name]

RADIUS Double-Dip Feature

BNG supports the RADIUS double-dip feature, where BNG sends the first authentication or authorization
request to a service provider's RADIUS server, which in turn responds with the correct VRF associated with
the subscriber session. Subsequently, the BNG redirects the original request, and sends it as a second request,
to the correct RADIUS server that is associated with the designated VRF.
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RADIUS over IPv6

From Cisco IOS XR Software Release 5.3.1 and later, RADIUS over IPv6 is supported in BNG, thereby
allowing IPv6 address also for various RADIUS configurations and CoA client configurations.

These commands are extended to support IPv6 address:

« radius-server host (global configuration mode)
» radius server (radius server group configuration mode)
« radius server-private (radius server group configuration mode)

» aaa server radius dynamic-author client (global configuration mode)

For details on configuring RADIUS server group and settings, see Configuring RADIUS Server Group, on
page 24 and Configuring RADIUS Server Settings, on page 41.

Additional References

These sections provide references related to implementing RADIUS.

RFCs

Standard/RFC - AAA

RFC-2865 Remote Authentication Dial In User Service (RADIUS)
RFC-2866 RADIUS Accounting

RFC-2867 RADIUS Accounting Modifications for Tunnel Protocol Support
RFC-2868 RADIUS Attributes for Tunnel Protocol Support
RFC-2869 RADIUS Extensions

RFC-3575 IANA Considerations for RADIUS

RFC-4679 DSL Forum Vendor-Specific RADIUS Attributes
RFC-5176 Dynamic Authorization Extensions to RADIUS
MIBs

MBs | MIBs Link

— | To locate and download MIBs for selected platforms, Cisco 1OS releases, and feature sets, use Cisco
MIB Locator found at the following URL:

http://www.cisco.com/go/mibs
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Technical Assistance

Description Link

The Cisco Technical Support website contains thousands of pages of http://www.cisco.com/cisco/web/
searchable technical content, including links to products, technologies, |support/index.html

solutions, technical tips, and tools. Registered Cisco.com users can log
in from this page to access even more content.
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CHAPTER 4

Activating Control Policy

A control policy enables the service provider to define certain actions that are performed during various
subscriber life-cycle events. This chapter provides information about activating control policy on the BNG
router. A control policy is defined using a policy-map. The policy-map contains a set of events - events during
which certain actions are performed. The condition for performing an action is defined in a class-map. After
a class-map is created, it is included in the policy-map. The policy-map is then activated on the router interface
for the policy to take effect. One of the actions that can be performed by the policy map is activating dynamic
template. The dynamic template is a container used to group a set of configuration items to be applied to a
group of subscribers. This chapter covers the following topics:

* Control Policy Overview, on page 75

* Creating Class-Map, on page 77

* Creating Policy-Map, on page 78

* Activating Policy-Map, on page 82

* Defining Dynamic Templates, on page 83
+ Additional References, on page 84

Control Policy Overview

A control policy enables the service provider to define actions that must be performed during various subscriber
lifecycle events, such as creation of a session, connectivity loss, and so on. For the complete list of events,
see Control Policy Events, on page 79.

Different actions can be executed for different subscribers based on various match criteria. Some actions that
can be specified in the control policy are:

* Authenticating or authorizing a subscriber by an external AAA server
» Starting subscriber accounting

* Activating specific configurations on the subscriber using dynamic templates

A control policy is deployed using policy-map and class-map. Each policy-map contains a list of events that
the service provider considers applicable to the subscriber lifecycle. The policy-map also defines the actions
that will be performed during these events. However, these actions are performed only when certain conditions
are met. These conditions are called match criteria. The match criteria are defined in class-maps, which is
included within the policy-map. It is possible to have different match criteria for different subscribers.
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For example, a control policy can be created to start the "subscriber authentication" action, when a "session

start" event occurs, for a specific "MAC address" match criteria. After this control policy is deployed, when
the device having the specified MAC address starts a new session, BNG initiates the subscriber authentication
process.

The actions defined in the policy-map are executed by action handlers. For more information about supported
action handlers, see Action Handlers, on page 459.

The following figure shows the structure of control policy. It illustrates that for each policy there can be
multiple events; for each event, there can be multiple classes; and for each class, there can be multiple actions.
As a result, a single policy map can be used to trigger multiple actions, when a match is found for a single or
several criteria, during one or many events.

Figure 5: Control Policy

Policy-map: Name

List of Event-Rule: Type
subscriber Condition-evaluation:
control Match First or
policies Match All

Class (match criteria)

List of Exe ' .
tion-strat
Events = ;‘ﬁl 1Ion-strategy’

per Policy

Do Until Success
Do Until Failure

List of
Classes

per Event Actions

F:|3I_T0

The following sample configuration shows the control policy structure:

policy-map type control subscriber policy-map-name
event <event-type> [match-all|match-first]
class type control subscriber <class-map-name>
<seqg#> <action-type> <action options>

Note

\)

From Cisco IOS XR Software Release 5.2.2 and later, you can edit the class associated with the subscriber
policy even while the sessions are active. Prior to this, new class map actions were not editable if the sessions
were up, and any such dynamic policy-map changes resulted in clearing off the subscriber sessions.

Note

Limit the policy-map type control subscriber number to 100.
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Creating Class-Map

The class-map is used to define traffic class. The traffic is classified based on match criteria defined in the
class-map. The parameter for match criteria can be protocol, MAC address, input interface, access group, and
SO on.

If more than one match criteria is listed in a single class-map, then instructions must be included defining
how the match criteria are to be evaluated. The evaluation instruction are of two types:

* Match-any—A positive match is made if the traffic being evaluated matches any one of the specified
criteria.

» Match-all—A positive match is made only if the traffic being evaluated matches all specified criteria.

Once a match is made, the traffic is considered as a member of the class.
Each class-map is assigned a name for identification. The class-map name is specified within the policy-map.

For creating a class-map, see Configuring a Class-Map, on page 77.

Configuring a Class-Map

Perform this task to configure a class-map for control policies. As an example, this class-map is created with
the evaluation instruction, "match-any". The match criteria is "protocol" with value "PPP". As a result, a
positive match is made when the session is uses PPP protocol.

SUMMARY STEPS
1. configure
2. class-map type control subscriber match-any class-map-name
3. match protocol ppp
4. end-class-map
5. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 class-map type control subscriber match-any Creates a new subscriber control class-map with a user
class-map-name defined name.
Example: Enters the class-map mode.

RP/0/RSPO/CPUO:router (config) # class-map type
control subscriber match-any clmapl

Defines the match evaluation instruction to be "match-any".

Step 3 match protocol ppp Defines the match-criteria to be PPP protocol.
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Command or Action

Purpose

Example:

RP/0/RSP0O/CPUO: router (config-cmap) # match protocol]
ppp

Note More than one match statement can be applied

per class-map.

Step 4 end-class-map Ends the class map configuration.
Example:
RP/0/RSP0O/CPUO:router (config-cmap) # end-class-map
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring a Class-Map: An example

class-map type control subscriber match-any DHCP class

match protocol dhcpvé
end-class-map

|

|

end

Creating Policy-Map

The policy-map is used to define the events for which a set of actions are executed when a match, based on
the class-map definitions, is made. For more information about the supported BNG events, see Control Policy

Events, on page 79.

A policy-map lists a set of events. For each event, a set of class-maps are defined. For each class-map, a series

of actions are listed sequentially. After the policy-

map is applied on the BNG router interface, when the traffic

matches the criteria mentioned in the class-map, the actions are performed.

If more than one class-map is listed in the policy-map, then instruction has to be specified that defines which
class-maps should be applied. The evaluation instruction are of two types:

* First-match—Actions are performed only when a match is made for the first class-map.

* Match-all—Actions are performed for all matching classes.
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Like with a class-map, each policy-map is assigned a name for identification. The policy-map name is specified
when activating the policy-map on the router interface.

For creating a policy-map, see Configuring a Policy-Map, on page 80.

Control Policy Events

Control policy on BNG supports the events listed here. These events need to be defined while creating a
policy-map using the task Configuring a Policy-Map, on page 80.

Session-Start—This event is used by the PPPoE and DHCP access protocols to create a subscriber in the
policy plane. The operator may configure the AAA actions and activate dynamic templates, suitable for
subscriber.

Session-Activate—Some access protocols require a two-stage session bring-up; for example, with PPPoE
subscribers, the PPPoE Access protocol calls the Session-Start event for first sign of life (FSOL), followed
by Session-Activate during PPP negotiation and authentication. The operator configures the AAA actions
and activates the dynamic templates as suitable for the subscriber.

Service-Stop—CoA is responsible for generating this event. The BNG operator configures the activate
or deactivate actions, to put the subscriber in a default state when a service is stopped.

Authentication-No-Response—If configured, this event is triggered when there is no response from the
AAA server(s) for an authentication request. This event allows the network access server (NAS) operators
to define how the failure should be handled. If the authentication-no-response event is not configured,
then the authentication failure result is propagated to the access protocol for default handling.

Authorization-No-Response—If configured, this event is triggered when there is no response from the
AAA server(s) for an authorization request. This event allows the NAS operators to define how the failure
should be handled. If the authorization-no-response event is not configured, then the authorization results
are propagated to the access protocol for default handling, which causes the client who triggered the
authorization to disconnect the subscriber session.

Authentication-Failure—If configured and if the RADIUS server returns an authentication failure, then
the Policy Rule Engine returns an "Authentication-Success" to the client that originated the request, in
order to prevent it from disconnecting the subscriber. Furthermore, instead of depending on the client to
provide the necessary behavior, the actions within the configured Authentication-Failure event are applied
on the subscriber.

Authorization-Failure—The authorization failure event indicates a RADIUS server rejection for the
access request. If configured, the service provider overrides the default handling of the failure from the
client.

Timed-Policy-Expiry—If configured, this event is triggered as a result of a policy set-timer action that
is configured and set on a subscriber session. This event allows NAS operators to define a timer for a
number of possible scenarios. The set timer indicates that certain subscriber state changes have taken
place. If sessions are not in the desired state, the NAS operators can disconnect or terminate the session
through a configured disconnect action, or impose a different user policy.

Account-Logon—If configured, this event provides an override behavior to the default account-logon
processing. The default behavior only triggers authentication with provided credentials. However, if you
override the default account-logon event, then you must explicitly configure the authentication action,
and any additional action you require.
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* Account-Logoff—If configured, this event provides an override behavior for the default account-logoff
processing. The default behavior of the account-logoff processing is to disconnect the subscriber. Being
able to override the default behavior is useful. Instead of disconnecting the subscriber, the service provider
can perform a re-authentication. The re-authentication is done through a new account-logon by enabling

HTTP Redirect feature on the subscriber.

* Idle-Timeout—If configured, this event terminates the IPoE and PPPoE subscriber sessions when the
timeout period expires. The default behavior of the Idle-Timeout event is to disconnect the session. You
can configure a monitor action under the idle timeout event for a subscriber policy, to prevent the
termination of the subscriber session when the idle timeout period expires.

Configuring a Policy-Map

Perform this task to configure policy map for control policies. As an example, this policy-map is created for
the Session-Start and Session-Activate events. For the Session-Start event, a dynamic template is activated.
For the Session-Activate event, an authentication process is invoked. For more information about the supported

events, see Control Policy Events, on page 79.

SUMMARY STEPS
1. configure
2. policy-map type control subscriber policy-map-name
3. event session-start match-all
4. classtypecontrol subscriber class hame do-until-failure
5. sequence_number activate dynamic-template dynamic-template name
6. event session-activate match-all
7.  classtypecontrol subscriber class nhame do-until-failure
8. sequence number authenticateaaalist default
9. end-policy-map
10. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUQO:router# configure
Step 2 policy-map type control subscriber policy-map-name | Creates a new policy-map with user-defined name.
Example: Enters the policy-map mode.
RP/0/RSP0O/CPUO: router (config) # policy-map type
control subscriber plmapl
Step 3 event session-start match-all Defines an event (session start) for which actions will be

Example:

performed.
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Command or Action

Purpose

RP/0/RSP0O/CPUO:router (config-pmap) # event
session-start match-all

Defines the match instruction to be "match-all", which
executes actions for all matched classes.

Step 4 classtype control subscriber class name Associates a class-map with the event. The class-map name
do-until-failure has to be specified.
Example: Instructs that the actions will be performed until a failure
occurs.
RP/0/RSP0O/CPUO: router (config-pmap-e) # class type
control subscriber CL1 do-until-failure
Step 5 sequence_number activate dynamic-template Defines the action to be performed. In this case, it activates
dynamic-template_name a dynamic-template.
Example: Note This command can be repeated to define
multiple actions.
RP/0/RSP0O/CPUO:router (config-pmap-c)# 1 activate
dynamic-template templatel
Step 6 event session-activate match-all Defines an event (activate session) for which actions will
be performed.
Example: P
Defines the match instruction to be "match-all", which
RP/0/RSPO/CPUQ: router (config-pmap) # event executes actions for all matched classes.
session-activate match-all
Step 7 classtype control subscriber class name Associates a class-map with the event. The class-map name
do-until-failure needs to be specified.
Example: Instructs that the actions will be performed until a failure
occurs.
RP/0/RSP0O/CPUO:router (config-pmap-e) # class type
control subscriber CL1 do-until-failure
Step 8 sequence_number authenticate aaalist default Defines the action to be performed. In this case, it initiates
the authentication of AAA list.
Example:
RP/0/RSP0O/CPUO:router (config-pmap-c)# 2
authenticate aaa list default
Step 9 end-policy-map Ends the policy map configuration.
Example:
RP/0/RSPO/CPUO: router (config-pmap) # end-policy-map|
Step 10 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



. Activating Policy-Map

Activating Control Policy |

Command or Action Purpose

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Activating

Configuring a Policy-Map: An example

policy-map type control subscriber PL1
event session-start match-first
class type control subscriber DHCP class do-until-failure
1 activate dynamic-template dhcp
class type control subscriber class-default do-until-failure
! Packet trigger is default
1 activate dynamic-template packet-trigger
end-policy-map
|

end

\\Configuring a Policy-Map with idle-timeout event and monitor action

policy-map type control subscriber PL2
event idle-timeout
class type control subscriber DHCP class
1 monitor

Policy-Map

After a policy-map is created, it needs to be activated on a router interface. The policies are implemented only
after the policy-map activation is completed. One or more policy-maps will constitute the service-policy. To
enable the service-policy, see Enabling a Service-Policy on a Subscriber Interface, on page 82.

Enabling a Service-Policy on a Subscriber Interface

SUMMARY STEPS

Perform this task to enable a service-policy on a subscriber interface. The process involves attaching a
previously created policy-map with an interface. Once this process is complete, the actions defined in the
class-map will take effect for the traffic coming on the interface on which service-policy is enabled.

configure

interface type interface-path-id

service-policy type control subscriber policy name
Use the commit or end command.

PN =
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DETAILED STEPS
Command or Action Purpose

Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 interface type interface-path-id Enters the interface configuration mode for the bundle-ether
access interface.
Example:
Note For IPoE sessions, it is recommended that
RP/0/RSPO/CPUO: router (config) # interface Dynamic ARP learning be disabled in the
Bundle-Ether100.10 access-interface, using the arp learning disable
command.
Step 3 service-policy type control subscriber policy name | Applies a pre-defined policy-map named 'plmap1' to an
access interface.
Example:

RP/0/RSPO/CPUO: router (config-if)# service-policy
type control subscriber plmapl

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Defining Dynamic Templates

A dynamic template is a container used to group a set of configuration settings, and apply them to the subscriber
sessions. A dynamic template is globally configured through CLI. However, defining the dynamic template
does not immediately cause the configuration to be applied to a subscriber interface. The configuration within
a dynamic template is applied to a subscriber interface, only when the dynamic template is activated using a
control policy. Similarly, the applied configurations are stopped, only when the dynamic template is deactivated
using a control policy.

There are three basic types of dynamic-templates:

» PPP templates—It contains specific configurations related to the PPPoE protocol.

* IP Subscriber templates—It contains specific configurations that are activated on IP subscriber sessions.
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* Service templates—It contains service-related configuration that are activated in response to session
life-cycle events. Service templates are precluded from containing interface or media-specific commands.

A dynamic template can either be configured on the CLI, or downloaded from the AAA server. In the following
sample configuration, the policy map activates an IP Subscriber dynamic template that is defined on the CLI.

dynamic-template

type ipsubscriber ipsub

ipv4 unnumbered Loopback400

policy-map type control subscriber PL2

event session-start match-first

class type control subscriber class-default do-all
1 activate dynamic-template ipsub

There are two types of dynamic templates that are downloaded from the AAA server—user profiles and
service profiles. User profiles are applied to a single subscriber, whereas, service profiles can be applied to
multiple subscribers. In the following sample configuration, the policy map downloads a service template
from the AAA server.

Radius Config:
servicel Password="xxxxxx"
Cisco-avpair = "ipv4:ipv4-unnumbered=Loopback400"

Router Config:
policy-map type control subscriber PL2
event session-start match-first

class type control subscriber class-default do-all
1 activate dynamic-template servicel aaa list default

In the above example, the "aaa list default" keyword specifies that the template "servicel" be downloaded
from the AAA server. A template is downloaded only once. If there are multiple control policies referring to
servicel, then those will get the previously downloaded version.

It is possible to activate more than one dynamic template on the same subscriber interface, for the same event
or different events. If the configurations for a particular functionality is defined in multiple dynamic templates,
the configurations are derived from all the templates on a certain order of precedence. This order is based on
the type of dynamic template, and whether it is being applied from CLI or AAA. The order is:

* Template applied by the user profile from AAA
 Template applied by the service profile from AAA
* [P Subscriber template applied from CLI

* PPP template applied from CLI

* Service template applied from CLI

The tasks involving the use of dynamic templates to define specific feature configurations are included in
their corresponding feature topics.

References

These sections provide references related to implementing control policy.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x



| Activating Control Policy

Additional References .

MIBs

MIBs Link

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use Cisco
MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including http://www.cisco.com/
documentation and tools for troubleshooting and resolving technical issues with | cisco/web/support/
Cisco products and technologies. index.html

To receive security and technical information about your products, you can
subscribe to various services, such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and Really Simple Syndication
(RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user ID
and password.
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CHAPTER 5

Establishing Subscriber Sessions

A subscriber accesses network resources through a logical connection known as subscriber session. This
chapter provides information about various types of subscriber sessions, namely IPoE and PPPoE, and IP
addressing by DHCP.

Table 5: Feature History for Establishing Subscriber Sessions

Release Modification

Release 4.2.0 Initial release

Release 5.3.0 BNG Subscriber Templates feature was introduced.

Release 5.3.2 Support of Parameterized QoS (PQoS) feature for line card subscribers
was added.

Release 5.3.1 Support of Geo Redundancy for PPPoE sessions was added.

Release 5.3.3 Option to prevent default ARP entry creation for a subscriber interface

was introduced.

Release 6.0.1 IPv6 router advertisements on IPv4 subscriber interface is introduced.

Release 6.1.2 These DHCP enhancements were added:
» Rich DHCP Option on RADIUS VSA

* DHCP Options Support for BNG DHCPv6 Proxy Mode
* DHCP Option 60 Filtering
* Allow-move for simple IP sessions

* DHCP Duplicate MAC Session with exclude VLAN option.
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Release Modification

Release 6.2.1 These new features were introduced:

* Configurable DHCPv6 Option 17

* Unconditional Proxy ARP Response
* DHCP Soft Pool Migration

* PPP Class-based DHCPv6 Mode Selection

This chapter covers these topics:

* Subscriber Session Overview, on page 88

* Establishing IPoE Session, on page 90

* Establishing PPPoE Session, on page 110

* Activating IPv6 Router Advertisement on a Subscriber Interface When IPv4 Starts, on page 144
» Making DHCP Settings, on page 145

* DHCPv6 Overview, on page 176

* Packet Handling on Subscriber Interfaces, on page 211
* [Pv6 Neighbor Discovery, on page 213

* Line Card Subscribers, on page 214

» Static Sessions, on page 216

* Subscriber Session Limit , on page 217

* BNG Subscriber Templates, on page 218

* eBGP over PPPoE, on page 220

* BNG over Pseudowire Headend , on page 221

* Additional References, on page 224

Subscriber Session Overview

A session represents the logical connection between the customer premise equipment (CPE) and the network
resource. To enable a subscriber access the network resources, the network has to establish a session with the
subscriber. Each session establishment comprises of these phases:

\}

Note When packets arrive on an access interface, an attempt is made to link that packet to a subscriber context.

» For PPPoE sessions the Source MAC of the CPE, Access interface and PPPoE Session ID are used to
match the remote peer to a subscriber interface.

* For IPoE sessions the Source MAC, Access interface and IP address are verified against the DHCP
binding to find a matching subscriber interface.

If there is no match, the packet is mapped against the access (sub-)interface. Considering that the access
interface in IPoE designs is IP enabled (eg via an IP-Unnumbered configuration) that packets are processed
like regular IP. In order to secure your BNG access interface, you will want to apply either uRPF or an
Access-List blocking everything but DHCP incoming on the access interface to limit remote subscribers for
which we don't have an interface created from accessing network resources.
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» Establishing a connection—in this phase CPE finds the BNG with which to communicate.

* Authenticating and authorizing the subscriber—in this phase, BNG authenticates the subscribers and
authorizes them to use the network. This phase is performed with the help of the RADIUS server.

* Giving subscriber an identity—in this phase, the subscriber is assigned an identity, the IP address.

* Monitoring the session—in this phase, BNG ascertains that the session is up and running.

The subscribers are not configured directly on BNG. Instead, a framework is created on which subscriber
features and subscriber sessions are started and stopped dynamically. The framework consists of control
policies and dynamic templates, which perform these functions:

* Control policy determines the action BNG takes when specific events, such as receipt of a session start
request, or failure of authentication, occurs. The action is determined by the class-map defined in the
control policy. The action involves activating dynamic templates.

» Dynamic template contains a set of CLI commands that are applied to a subscriber session. Multiple
dynamic templates can be activated, one at a time, on the same subscriber interface. Also, the same
dynamic template can be activated on multiple subscriber interfaces through different control policies.

Service providers can deploy subscribers over VLAN in these ways:

* 1:1 VLAN model—This model depicts a scenario where one dedicated VLAN is available for each
customer. Each VLAN is an g-in-q VLAN where the inner VLAN tag represents the subscriber and the
outer VLAN tag represents the DSLAM.

* N:1 VLAN model—This model depicts a scenario where multiple subscribers are available on a shared
VLAN. The VLAN tags represent the DSLAM or the aggregation device.

» Ambiguous VLANs —This model allows the operator to specify a large number of VLANS in a single
CLI line. Using ambiguous VLAN, a range of inner or outer tags (or both) can be configured ona VLAN
sub-interface. This is particularly useful for the 1:1 model, where every subscriber has a unique value
for the set of VLAN tags. For more information about ambiguous VLANS, see Subscriber Session on
Ambiguous VLANSs , on page 301.

The subscriber sessions are established over the subscriber interfaces, which are virtual interfaces. It is possible
to create only one interface for each subscriber session. A port can contain multiple VLANSs, each of which
can support multiple subscribers. BNG creates subscriber interfaces for each kind of session. These interfaces
are named based on the parent interface, such as bundle-ether 2.100.pppoe312. The subscribers on bundles
(or bundle-VLANS) interfaces allow redundancy, and are managed on the BNG route processor (RP).

For details on subscriber session limit, see Subscriber Session Limit , on page 217.

To provide network redundancy and load balancing, the service provider can deploy multiple links between
the DSLAM and the BNG. The individual links can be grouped into ether-bundles, including VLANSs over
ether-bundles, or link aggregation groups (LAGs). The subscriber sessions can be active on any link within
the bundle or group. If a BNG is deployed in a LAG configuration, all traffic for one subscriber should be
configured to traverse one link of the ether-bundle. Load-balancing is achieved by putting different subscribers
on different links.

There are two mechanisms to establish a subscriber session, namely, IPOE and PPPoE. These are discussed
next in the next topics.

Line card (LC) subscribers are supported in BNG. For details, see Line Card Subscribers, on page 214.
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BNG supports interface based static sessions, where all traffic belonging to a particular VLAN sub-interface
is treated as a single session. For details, see Static Sessions, on page 216.

Note

* If a clear subscriber session all command is issued with the intend to clear all the subscriber sessions
and if a route processor fail over (RPFO) occurs while the session bring down is in progress, then it is
recommended to re-run the same command post RPFO, to ensure all the remaining sessions, if any, are
brought down.

Do not add or delete any Virtual Routing and Forwarding (VRF) configuration when the subscriber
sessions are being brought up or brought down. Otherwise, there can be issues while creating new
subscriber sessions that can lead to system instability.

With packet-triggered session initiator configured, new sessions (for subscriber session with already
activated state or subscriber sessions which are duplicating the credentials of already activated subscribers)
are attempted even before clearing the previous session. This happens while clearing a subscriber session
(either using CoA or using clear subscriber session command) when the user is sending traffic. From
Cisco IOS XR Software Release 5.2.2 and later, if a packet-triggered session gets to an error state
(Access-Reject or feature programming error) during session establishment procedure, then a penalty of
two minutes is applied to that subscriber. That is, BNG does not accept a new session from the same
subscriber for a time period of two minutes. This avoids hogging of system resources by a DoS attack.
The penalty remains the same if the session was cleared either using CoA or using clear subscriber session
command. For IP-initiated sessions, the subscribers can disconnect either based on the idle timeout or
based on the portal logout. For idle timeout scenario, the penalty does not have any impact, because the
penalty is applicable only if the subscriber sends traffic while the session is being cleared. In a portal
logout scenario, a CoA is triggered by the portal. If subscriber sends traffic when the CoA is received,
then the two-minute penalty is applied to that subscriber; else there is no penalty.

From Cisco IOS XR Software Release 5.3.0 and later, the penalty is reduced to 10 seconds only for
scenarios where the previous session of the same subscriber is in disconnecting state. For other scenarios,
the penalty remains as two minutes.

Restrictions

« If the subscriber's VRF is taken from the access interface's VRF value, then the VRF, configured in the
dynamic template used by the subscriber, must match. If the two VRFs do not match, then the session
would not work properly.

* ACL logging on BNG dynamic template is not supported.

Establishing IPoE Session

In an IPoE subscriber session, subscribers run IPv4 or IPv6 on the CPE device and connect to the BNG through
a Layer-2 aggregation or Layer-3 routed network. IP subscriber sessions that connect through a Layer-2
aggregation network are called L2-connected and sessions that connect through routed access network are
called L3-connected or routed subscriber sessions. IPoE subscriber sessions are always terminated on BNG
and then routed into the service provider network. IPoE relies on DHCP to assign IP address. A typical IPoE
session is depicted in the following figure.
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Figure 6: IPoE Session
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The process of provisioning an IPoE session involves:

* Enabling the processing of IPv4 or IPv6 protocol on an access interface. See Enabling IPv4 or IPv6 on
an Access Interface, on page 92.

N

Note  For subscriber deployments, it is recommended that Dynamic ARP learning be
disabled in the access-interface, using the arp learning disable command in the
access-interface configuration mode.

* Creating dynamic template that contains the settings for the IPoE sessions. See Creating Dynamic
Template for IPv4 or IPv6 Subscriber Session, on page 93.

* Creating policy-map to activate dynamic template. See Creating a Policy-Map to Run During IPoE
Session, on page 96.

* Enabling IPoE subscriber creation on access interface by activating service-policy. The service-policy
will apply the policy-map on the access interface. See Enabling IPoE Subscribers on an Access Interface,
on page 97.
For details on routed subscriber sessions, see Routed Subscriber Sessions, on page 100.

BNG supports IPoE subscriber session-restart. For details, see Subscriber Session-Restart, on page 169.

To limit the default ARP entry creations, see Prevent Default ARP Entry Creation for a Subscriber Interface,
on page 109.

Note

If an access interface in BNG is configured to support only packet (PKT) triggered sessions, or both DHCP
and PKT triggered sessions, then a burst of traffic with unique flows can affect the BNG router in terms of
processing each packet to determine if it is an IPoE (PKT triggered) packet. New subscriber sessions cannot
be established in these scenarios and this can in turn lead to system instability. Therefore, it is mandatory to
configure static Ipts policer for unclassified r sp protocol, on each of the line cards (LCs), such that the traffic
rate does not exceed 150 pps per LC. The rate configured is applied at network processor (NP). Therefore,
for an LC with 4 NPs, the rate should be configured as 38 (150/4), to achieve a traffic rate of 150 pps. For
example, lpts punt police location 0/RSP0/CPUO protocol unclassified rsp rate 38.
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Restrictions

Enabling IPoE subscribers on an access-interface is subjected to a restriction that packet-triggered L2 sessions
(initiator unclassified-source) are not supported for IPv6.

Enabling IPv4 or IPv6 on an Access Interface

Perform these tasks to enable IPv4 and IPv6 processing on an access interface. In this example, the IPv4 is
being provisioned on an unnumbered bundle-interface.

SUMMARY STEPS
1. configure
2. interface type interface-path-id
3. arplearningdisable
4. ipv4unnumbered interface-type interface-instance
5. ipv6 enable
6. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 interface type interface-path-id Enters interface configuration mode for the bundle-interface.

Example:

RP/0/RSPO/CPUO: router (config) # interface
Bundle-Ether100.10

Step 3 arp learning disable Disables arp learning for the access-interface.

Example:

RP/0/RSPO/CPUO:router (config-if)# arp learning

disable
Step 4 ipv4 unnumbered interface-type interface-instance Enables IPv4 processing on a unnumbered interface without
assigning an explicit IPv4 address to that interface. Instead,
Example:

the IP address is borrowed from the loopback interface. For
the "ipv4 unnumbered" command, you must specify another

RP/0/RSPO/CPUO:router (config-if)# ipv4 unnumbered . . .
g P interface in the same router that has been assigned an IP

loopback 5 o
address and whose status is displayed as “up” for the show
interfaces command.
Step 5 ipv6 enable Enables IPv6 processing on an unnumbered interface that
has not been assigned an explicit IPv6 address.
Example:
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Command or Action Purpose

Note This step not only enables IPv6 processing on
the interface, but also assigns an IPv6 link-local
unicast address to it.

RP/0/RSPO/CPUO:router (config-if)# ipvé enable

Step 6 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Enabling IPv4 or IPv6on an Access Interface: Examples

//Enabling IPv4 on an Access Interface

configure

interface Bundle-Ether100.10
arp learning disable

ipv4 unnumbered loopback 5

!

!

end

//Enabling IPv6 on an Access Interface

configure

interface Bundle-Ether100.10
arp learning disable

ipv6 enable

!

!

end

Creating Dynamic Template for IPv4 or IPv6 Subscriber Session

Perform this task to create a dynamic template for IPv4 or IPv6 subscriber session. As an example, in this
dynamic template you will specify the MTU value for the IPv4 or IPv6 session and enable uRPF. The uRPF
ensures that the traffic from malformed or forged IPv4 source addresses are not accepted on the subscriber
interface. For more information about uRPF feature, see uRPF, on page 306.

SUMMARY STEPS

1. configure
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dynamic-template

type { ipsubscriber | ppp | service}

{ipv4 |
{ipv4 |
Use the commit or end command.

ipv6} mtu mtu-bytes

®NO O R WN

DETAILED STEPS

Establishing Subscriber Sessions |

dynamic-template-name

timeout idle value [threshold duration] [traffic {both | inbound | outbound}]
accounting aaa list default type session periodic-interval value dual-stack-delay value

ipv6}verify unicast sourcereachable-viarx

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 dynamic-template Enters the dynamic-template configuration mode.
Example:
RP/0/RSPO/CPUO:router (config) # dynamic-template
Step 3 type { ipsubscriber | ppp | service} Creates a dynamic-template with an user-defined name for
dynamic-template-name IP subscriber.
Example:
RP/0/RSPO/CPUO: router (config-dynamic-template) # type
ipsubscriber ipsubl
Step 4 timeout idle value [threshold duration] [traffic {both | IPv4 or IPv6 or Dual-stack Subscribers support idle timeout
| inbound | outbound}] feature.
Example: Note You can configure a monitor action under the
idle timeout event for a subscriber policy, to
RP/0/RSP0/CPUQ : router (config-dynamic-template-type) # timeout prevent the termination of subscriber sessions
idle 600 threshold 2 traffic both when the idle timeout period expires.
Step 5 accounting aaa list default type session Configures the subscriber accounting feature.
periodic-interval value dual-stack-delay value
Example:
RP/0/RSP0/CPUQ: router (config-dynamic-template) # accounting
aaa list default type session periodic-interval
60 dual-stack-delay 1
Step 6 {ipv4d | ipv6} mtu mtu-bytes Sets IPv4 or IPv6 maximum transmission unit (MTU). The
range is from 68 to 65535 bytes. The MTU value defines
Example:

RP/0/RSP0O/CPUO: router (config-dynamic-template-type) # ipv4
mtu 678

the largest packet size that can be transmitted during the
subscriber session.
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Command or Action Purpose

RP/0/RSP0/CPUO: router (config-dynamic-template-type) # ipvé

mtu 548
Step 7 {ipv4 | ipv6}verify unicast sourcereachable-viarx |Enables uRPF for packet validation that performs source
address reachability check.
Example:
RP/0/RSP0/CPUO: router (config-dynamic-template-type) # ipv4
verify unicast source reachable-via rx
RP/0/RSP0/CPUO: router (config-dynamic-template-type) # ipv6
verify unicast source reachable-via rx
Step 8 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Creating Dynamic Template for IPv4 or IPv6 Subscriber Session: Examples

//Creating Dynamic Template for IPv4 Subscriber Session

configure

dynamic-template

type ipsubscriber ipsubl

timeout idle 600

accounting aaa list default type session periodic-interval 60 dual-stack-delay 1
ipv4d mtu 678

ipv4d verify unicast source reachable-via rx

|

|

end

//Creating Dynamic Template for IPv6 Subscriber Session

configure

dynamic-template

type ipsubscriber ipsubl

timeout idle 600 threshold 2 traffic both

accounting aaa list default type session periodic-interval 60 dual-stack-delay 1
ipvé mtu 678

ipvé verify unicast source reachable-via rx

|

|

end
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Creating a Policy-Map to Run During IPoE Session

Perform this task to create a policy-map that will activate a predefined dynamic-template during an IPoE
subscriber session. As an example, this policy-map activates a dynamic template, and applies a locally defined
authorization setting, during a session-start event.

SUMMARY STEPS
1. configure
2. policy-map type control subscriber policy_name
3. event session-start match-first
4. classtypecontrol subscriber class name do-until-failure
5. sequence number activate dynamic-template dynamic-template name
6. sequence number authorize aaalist default format format_name password password
7. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 policy-map type control subscriber policy_name Creates a new policy map of the type "control subscriber"
Example: with the name "IPoE_policy".
RP/0/RSPO/CPUO: router (config) # policy-map type
control subscriber IPoE policy
Step 3 event session-start match-first Defines an event (session start) for which actions will be
f d.
Example: periorme
RP/0/RSP0O/CPUO:router (config-pmap) # event
session-start match-first
Step 4 classtype control subscriber class name Configures the class to which the subscriber has to be
do-until-failure matched. When there is a match, executes all actions until
a failure is encountered.
Example:
RP/0/RSPO/CPUO: router (config-pmap-e) # class type
control subscriber class-default do-until-failure
Step 5 sequence_number activate dynamic-template Allows authentication of the subscriber to be triggered using

dynamic-template_name

Example:

RP/0/RSP0O/CPUO:router (config-pmap-c)# 1 activate
dynamic-template ipsubl

the complete structure username.
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Command or Action Purpose
Step 6 sequence_number authorize aaa list default format Allows authorization of the subscriber to be triggered using
format_name password password the domain name of the subscriber. Also, provides domain

format-rule, which helps to parse the domain from a

Example: complete structured username.

RP/0/RSPO/CPUO:router (config-pmap-c)# 1 authorize
aaa list default format RM User password Cisco

Step 7 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Creating a Policy-Map to Run During IPoE Session: An example

configure

policy-map type control subscriber IPoE policy

event session-start match-first

class type control subscriber class-default do-until-failure
1 activate dynamic-template ipsubl

1 authorize aaa list default format RM User password Cisco

|

|

end

Enabling IPoE Subscribers on an Access Interface

Perform this task to enable IPoE subscriber creation on an access interface.

SUMMARY STEPS

configure

interface interface-type interface-path-id

arp learning disable

{ipv4 |ipv6} address {ipv4 address |ipv6 address} ipsubnet_mask
service-policy typecontrol subscriber policy-name

encapsulation dotlq value

ipsubscriber {ipv4 |ipv6}l2-connected

initiator dhcp

initiator unclassified-source [address-unique]

©ONDOHWN R
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10. Use the commit or end command.

DETAILED STEPS
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Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUQ:router# configure
Step 2 interface interface-type interface-path-id Configures an interface and enters interface configuration
mode.
Example:
RP/0/RSP0O/CPUO:router (config)# interface * The type argument specifies an interface type. For
Bundler-Ether400.12 more information on interface types, use the question
mark (?) online help function.
* The instance argument specifies either a physical
interface instance or a virtual instance.

» The naming notation for a physical interface
instance is rack/slot/module/port. The slash (/)
between values is required as part of the
notation.

* The number range for a virtual interface instance
varies depending on the interface type.

Step 3 arp learning disable Disables arp learning for the access-interface.
Example:
RP/0/RSP0O/CPUO:router (config-if)# arp learning
disable
Step 4 {ipv4 |ipv6} address {ipv4_address |ipv6_address} | Sets the IPv4 address or an IPv6 address for an interface.
ipsubnet_mask
Example:
RP/0/RSP0O/CPUO: router (config-subif) # ipv4 address
3.5.1.1 255.255.0.0
or
Example:
RP/0/RSPO/CPUO:router (config-subif) # ipv6 address
1144:11
Step 5 service-policy typecontrol subscriber policy-name | Associates a subscriber control service policy to the

Example:

RP/0/RSP0O/CPUO:router (config-subif) #
service-policy type control subscriber PL4

interface.

Note Refer to the "Configuring a Subscriber Policy
Map" procedure to create a PL4 policy-map.
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Command or Action

Purpose

Step 6 encapsulation dotlq value Defines the matching criteria to map 802.1Q frames ingress
on an interface to the appropriate service instance. The
Example:
value ranges from 1 to 4094.
RP/0/RSP0/CPUO:router (config-subif) # encapsulation
dotlg 40
Step 7 ipsubscriber {ipv4 |ipv6}l2-connected Enables creations of L2-connected IPv4 or IPv6 subscribers
on the sub-interface.
Example:
RP/0/RSPO/CPUO: router (config-subif)# ipsubscriber| NOte It is not recommended to remove these call
ipv4 12-connected flow-initiated configurations, after subscriber
sessions are active:
or
. * For an IPoE subscriber session, you must
Example: : . :
. _ _ . not delete the ipsubscriber ipv4
R.P/ 0/RSP0O/CPUO:router (config-subif) # ipsubscriber] |2-connected initiator dth command
ipv6 l2-connected .
from the sub-interface
* For a packet-triggered subscriber session,
you must not delete the ipsubscriber ipv4
I2-connected initiator
unclassified-sour ce command from the
sub-interface.
Step 8 initiator dhcp Configures DHCP as the first-sign-of-life (FSOL) protocol
for IP subscriber.
Example:
RP/0/RSP0/CPUO: router (config-subif-ipsub-ipv4-12conn) #
initiator dhcp
or
Example:
RP/0/RSP0/CPUO: router (config-subif-ipsub-ipv6-12conn) #
initiator dhcp
Step 9 initiator unclassified-source [address-unique] Configures unclassified packets as the first-sign-of-life

Example:

RP/0/RSPO/CPUO: router (config-subif-ipsub-ipv4-12conn) #
initiator unclassified-source

(FSOL) for IPv4 subscriber.

The address-unique option enables subscriber IP
uniqueness check during FSOL processing, thereby
preventing invalid sessions from creating interfaces. This
option is available from Cisco IOS XR Software Release
5.2.2 and later.

Note * The initiator unclassified-sour ce option
is not supported for IPvo6.

* [f multiple initiators are used, use a policy
or class map to prevent overlap of the IP
addresses for the different sources.
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Command or Action

Purpose

Step 10

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Enabling IPoE Subscribers on an Access Interface: Examples

configure

interface Bundler-Ether400.12
arp learning disable

ipv4 address 3.5.1.1 255.255.0.0
service-policy type control subscriber PL4
encapsulation dotlg 40
ipsubscriber ipv4 l2-connected
initiator dhcp

initiator unclassified-source

|

|

end

configure

interface Bundler-Ether400.12

arp learning disable

ipvé address 4444:34

service-policy type control subscriber PL4
encapsulation dotlg 40

ipsubscriber ipv6 l2-connected

initiator dhcp

|

|

end

Routed Subscriber Sessions

BNG supports L3 or routed subscriber sessions (DHCP-initiated and Packet-triggered), where IP subscribers
are connected through a routed access network. The policies and services on the routed subscriber sessions
are applied in a similar manner as with L2 subscriber sessions.

This figure shows a typical routed subscriber session network model:
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Figure 7: Routed Subscriber Session Network Model
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L2-connected subscribers are either directly attached to the physical interfaces of BNG or connected to BNG
through a Layer 2 access network, such as a bridged or a switched network. Each user device here is a unique
subscriber session. In case there is a routed CPE, the CPE owns the subscriber session on the BNG, and all
devices behind the CPE performs NAT. The CPE holds the start of the session to BNG. The subscriber is
keyed on the MAC address. Because there is a switched network, the BNG directly sees the MAC address of
the device.

This figure shows a typical L2-connected subscriber session:

Figure 8: L2-connected Subscriber Session
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Whereas, routed subscribers are connected to BNG through routed device(s). The devices behind the CPE's
MAC address are not visible to BNG. The subscriber is no longer keyed on MAC address. Instead, ip-address
is used to key the subscriber session of the device.

In a typical L3 routed aggregation model, the CPE uses NAT to cover up the devices behind the routed CPE.
The BNG sees a subscriber session that is initiated and linked to the WAN interface of the routed CPE.

With this routed subscriber session functionality, you can connect devices and create subscriber sessions that
are behind a routed CPE.

This figure shows a typical routed subscriber session:

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, 10S XR Release 6.2.x .



Establishing Subscriber Sessions |
. DHCP-initiated Routed Subscriber Sessions

Figure 9: Routed Subscriber Session
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To configure an access-interface to host routed subscriber sessions, see Configuring Routed Subscriber
Sessions, on page 107.

Routed subscriber sessions come up only if a summary route is added on BNG. The summary route can be
either statically configured, or created through some of the routing protocols like OSPF or EIGRP. The
summary route VRF must be same as the access-interface VRF in BNG. Modifying or deleting a summary
route that is pointing to the subscriber access-interface, while the subscriber sessions are active, may cause a
minimal traffic disruption due to route re-convergence. Therefore, it is recommended that the summary route
pointing to the subscriber access-interface be modified or deleted only after deleting the sessions that are using
that static summary route.

DHCP-initiated Routed Subscriber Sessions

BNG supports DHCPv4-initiated routed subscriber sessions.

DHCP Interaction

The DHCP pool IP address range in BNG must be in compliance with the summary route address range. This
DHCP pool IP address range must also match the IP address subnet of the first hop router, which acts as the
DHCEP relay or proxy. The route for this particular address range must be configured in BNG, so that BNG
can reach the subnet of the first hop router, and eventually reach the subscriber.

The subscriber route need not be explicitly added. It is added internally by the BNG process, when the
subscriber session is up.

For routed subscriber sessions, the DHCP server should be configured locally on ASRIK router itself, or a
DHCP radius proxy should be used. Proxy mode to an external DHCP server is not supported. For details on
the call flow of a DHCPv4-initiated session, see Call Flow of DHCPv4-initiated Routed Subscriber Sessions,
on page 103.

Session Initiator and Session ldentifier

Routed sessions should use IP-based session in-band initiator; whereas L2 connected sessions can have
unclassified-mac as session in-band initiator. Only DHCPv4 initiated sessions are supported.

Access Interface Features

Although features like ACL and Netflow may be configured on the access-interface, they do not get applied
on the subscriber traffic under the respective access-interface. Which features get applied on the subscriber
interface is decided based on the dynamic-template configurations under the interface or through RADIUS
profile.
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VRF Mapping

Routed subscriber sessions support VRF mapping, which allows subscriber to be in a different VRF other
than the access-interface VRF. The DHCP pool VRF in BNG must be same as the subscriber VRF, whereas
the summary route VRF must be same as the access-interface VRF in BNG. During subscriber creation,
information from the dynamic-template or RADIUS is used to set the subscriber VRF. Because access-interface
is not used to classify subscriber traffic, the IP address given to subscriber in a given access-interface must
be a non-overlapping address.

Non-Subscriber Traffic

Because DHCP is the only session initiator for a routed subscriber, a non-subscriber packet is routed as a
normal packet on an access-interface. For such packets, the features on access interface are applicable as
normal. To prevent such traffic, you should deploy ACL on the access interface.

Call Flow of DHCPv4-initiated Routed Subscriber Sessions

This figure shows a call flow of DHCPv4-initiated routed subscriber session:

Figure 10: Call Flow of DHCPv4-initiated Routed Subscriber Session

il

These are the detailed steps involved in the DHCPv4 call flow :

1. The subscriber connects to the network and sends a DHCPDISCOVER broadcast packet on the network.
The first hop router, configured as a DHCP relay or a DHCP proxy, processes the DHCPDISCOVER
message and unicasts it to the BNG that acts as a DHCP server.

2. The BNG creates the subscriber session in its policy plane, and executes the policy rules on the session.

3. As per the policy rule, the BNG sends an AAA authorization request based on Option-82 and Option-60
to the RADIUS server.

4. The RADIUS server replies to the BNG with an Access-Accept message containing DHCP class information
that is used for the subscriber IP address assignment.

5. The DHCP server on the BNG uses the DHCP class information in the Access-Accept message to allocate
an IP address from an appropriate address pool, and sends a DHCPOFFER message to the subscriber.

6. The subscriber accepts the IP address and sends a DHCPREQUEST message back to the BNG.

7. The BNG assigns IPv4 address to the subscriber; from this point onwards, the session on the BNG starts
accepting traffic from the subscriber.

8. The BNG sends a DHCPACK message to the subscriber.

The first hop router can act as either a DHCP relay or a DHCP proxy. In the case of a DHCP proxy, the first
hop router maintains the DHCP binding, and it also acts as a DHCP server to the subscriber.

When a DHCP binding is deleted, the BNG session associated with it is also deleted. Because DHCPv4 is the
only session initiator, IP address changes cannot happen without having the DHCP server run on BNG.
Therefore, in the case of an IP address change, the DHCP deletes the previous session and creates a new
session.
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Packet-triggered Routed Subscriber Sessions

)

BNG supports packet-triggered IPv4 and IPv6 routed subscriber sessions. Also, packet-triggered FSOL 1Pv4
and IPv6 on the same access interface are supported.

Note

This feature is available from Cisco IOS XR Software Release 5.2.2 and later.

Session Initiator and Session ldentifier

The unclassified-ip is used as the initiator for packet-triggered IPv4 and IPv6 routed subscriber sessions. The
routed session is identified by subscriber-prefix and prefix-length.

In the case of dual-stack (that is, if both address-families are enabled on a CPE), two separate sessions are
created on BNG - one for IPv4 and another for IPv6. Also, if RADIUS profile has dual-stack configuration,
the entire configuration does not take effect; only the profile for the address-family takes effect.

The access interface features and VRF mapping for packet-triggered routed subscriber sessions remain the
same as that for DHCP-initiated sessions.

For IPv6 packet-triggered routed subscribers, you can perform CoA using session identifier as standard
Framed-I Pv6-Prefix or AVpair addrve RADIUS attribute.

Configuring Packet-triggered Routed Subscriber Sessions

This command is configured on the access interface, to make all the subscribers coming on that interface to
routed subscribers:

ipsubscriber ipv4 routed
initiator unclassififed-ip

ipsubscriber ipv6 routed
initiator unclassififed-ip [prefix-len]

Here, prefix-len is the prefix-length of subscriber route. By default, this value is 32 and 128 for IPv4 and IPv6
subscribers respectively.

For a sample deployment topology and use-case scenario of packet-triggered routed subscriber sessions, see
Routed Subscriber Deployment Topology and Use Cases, on page 486.

Deployment Model for IPv6 Routed Network

This figure depicts a typical TR-177 routed IPv6 residential gateway deployment:
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Figure 11: TR-177 Routed IPv6 Residential Gateway Deployment
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Here, the BNG router acts as a DHCPv6 server, proxy or relay (the DHCP functions can be off-box also) with
IA-NA and IA-PD option enabled. BNG allocates both IA-NA and IA-PD non-shared different prefix (/56)
for different access networks. Routed Residential Gateway (RG) uses the IA-NA address for itself. Again,
Routed RG uses the IA-PD prefix (/56) to distribute different delegated prefixes (/64) to different LAN
segments attached to it, using SLAAC or DHCPv6. When the end subscriber starts sending packets, the
subscriber session is triggered on BNG.

In another deployment scenario, CPEs with /128 prefix-Len are terminated on BNG. Here, each subscriber
is individually authenticated on BNG.

Call Flow of IPv6 Routed Subscriber Session

This figure depicts a typical call flow of web-logon packet-triggered IPv6 routed subscriber session in BNG:
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Figure 12: Call Flow of Web-logon IPv6 Routed Subscriber Session
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Restrictions for Routed Subscriber Sessions

Support for BNG routed subscriber sessions is subjected to these restrictions:

* Overlapping IP addresses are not supported on the same access-interface.
* Overlapping IP addresses are not supported on the same VRF.

* DHCP-initiated IPv6 sessions are not supported.
* Dual-stack sessions are not supported.

* DHCP lease query is not supported.

* Line card subscribers are not supported.

* For IPv4, BNG cannot be used as DHCP server or proxy to lease IPv4 addresses to IPv4-routed

packet-triggered subscribers.
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* For IPv6, on-box DHCPvV6 server or DHCPv6 proxy can be used to lease IPv6 PD addresses to CPE;
but not to end subscribers.

* Because Neighbor Discovery (ND) is point-to-point, ND-triggered sessions (Router Solicitation) are not
supported.

* From Cisco IOS XR Software Release 6.2.2 and later, the maximum limit of ECMP path supported for
each covering route is 8.

Configuring Routed Subscriber Sessions

Perform this task to configure routed subscriber sessions on an access-interface:

Before you begin
Configuring routed subscriber session in BNG is subjected to these guidelines:

* You must configure dynamic or static routes on the router for subscriber IP addresses. These routes
should be configured in such a way that they are synchronized with the way DHCP assigns the IP
addresses.

For DHCP-initiated sessions:
* To authorize the subscriber on session-start, you must configure policy-map with a policy having Option-82
(circuit-id and remote-id) and Option-60 as identifiers.
For Packet-triggered sessions:

» While creating the route (also called as cover route), the route prefix must be smaller than the subscriber
prefix. Else, the subscriber route does not install, and the session fails. The cover route must be installed
in the access-vrf.

SUMMARY STEPS
1. configure
2. interfacetype interface-path-id
3. ipsubscriber {ipv4 |ipv6} routed
4. initiator {dhcp |unclassified-ip [prefix-len prefix-len]}
5. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO: router# configure

Step 2 inter face type interface-path-id Specifies an access-interface and enters the interface

Example:

RP/0/RSP0O/CPUO:router (config)# interface
bundle-ether101.201

configuration mode.
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Command or Action

Purpose

Step 3 ipsubscriber {ipv4 |ipv6} routed Configures the access-interface to accept routed subscriber
sessions.
Example:
RP/0/RSPO/CPUO: router (config-if) # ipsubscriber ipv4
routed
Step 4 initiator {dhcp | unclassified-ip [prefix-len prefix-len]} | Configures the session initiator as DHCP or unclassified-ip,
for routed subscribers.
Example:
Note * DHCP-initiated IPv6 sessions are not
RP/0/RSPO/CPUO: router (config-if)# initiator dhcp supported.
or « prefix-len option is applicable only for
packet-triggered (initiator unclassified-ip)
RP/0/RSP0O/CPUO:router (config-if)# initiator IPv6 sessions.
unclassified-ip
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Routed Subscriber Sessions: An example

DHCP-initiated routed subscriber sessions:

interface Bundle-Ether101.201
vrf vpnl
ipv4d address 10.1.1.1 255.255.255.0

service-policy type control subscriber ROUTED POLICY
encapsulation dotlg 201 second-dotlg 301

ipsubscriber ipv4 routed

initiator dhcp
|

//Configuring static summary route

|

router static

address-family ipv4 unicast
14.0.0.0/16 12.0.0.2

//Configuring DHCP address pool
|
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pool vrf default ipv4 ROUTED_ POOL1
network 14.0.0.0/16

exclude 14.0.0.1 0.0.0.0
|

Packet-triggered routed subscriber sessions:

interface Bundle-Etherl.201

ipv4 address 15.15.15.1 255.255.255.0
ipv6 address 15:15:15::1/64
service-policy type control subscriber PL
encapsulation dotlg 201

ipsubscriber ipv4 routed

initiator unclassified-ip
|

ipsubscriber ipv6 routed

initiator unclassified-ip
|

Prevent Default ARP Entry Creation for a Subscriber Interface

In certain deployment scenarios, the subscriber access-interfaces are unnumbered and the associated loopback
interface may have multiple secondary IP addresses. These unnumbered interfaces inherit all attributes,
including the secondary IP addresses, from the loopback interface. This creates multiple local ARP entries
per subscriber interface and the ARP table may extend beyond the supported scale in such scenarios. You can
now prevent such default ARP entry creations by using the subscriber arp scale-mode-enable command.
This functionality does not impact the existing ARP behavior for the subscribers.

Configuration Example

Router (config) # subscriber arp scale-mode-enable

Unconditional Proxy ARP Response

Unconditional proxy ARP response in BNG is an enhancement where the BNG router responds to all ARP
requests coming over the subscriber interface. This feature is beneficial for scenarios like static IP subscribers,
where the network operator does not intend to configure any subnet on the loopback.

Prior to this, the BNG router responded only to such ARP requests where the requested IP address was in the
configured subnet of the attached loopback. This caused a lot of challenge in static IP address subscriber
management and in dynamic pool migration scenarios (referDHCP Soft Pool Migration, on page 204), where
it was required to update the loopback for each pool migration.

Enable Unconditional Proxy ARP Response

You can enable unconditional proxy ARP feature by configuring subscriber arp uncond-proxy-ar p-enable
command in the Global Configuration mode.

Router (config) #subscriber arp uncond-proxy-arp-enable
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Verify Unconditional Proxy ARP Response

Use the show arp traffic command to verify if ARP requests are responded on subscriber interfaces. The
Subscriber Interface field in the command output displays the respective statistics.

Router# show arp traffic location 0/0/CPUO
ARP statistics:
Recv: 0 requests, 0 replies
Sent: 0 requests, 0 replies (0 proxy, 0 local proxy, 0 gratuitous)
Subscriber Interface:
10 requests recv, 10 replies sent, 0 gratuitous replies sent

Resolve requests rcvd: 0

Resolve requests dropped: 0O

Errors: 0 out of memory, 0 no buffers, 0 out of sunbet
ARP cache:

Total ARP entries in cache: 0

Dynamic: 0O, Interface: 0, Standby: 0

Alias: O, Static: O, DHCP: 0

IP Packet drop count for node 0/0/CPU0O: O

Total ARP-IDB:O0

Establishing PPPoE Session

The PPP protocol is mainly used for communications between two nodes, like a client and a server. The PPP
protocol provides a standard method for transporting multi-protocol diagrams over point-to-point links. It
defines an encapsulation scheme, a link layer control protocol (LCP), and a set of network control protocols
(NCPs) for different network protocols that can be transmitted over the PPP link. The LCP is used to configure
and maintain the data link. PPP peers can use the LCP to negotiate various link layer properties or
characteristics. The NCP is used to establish and configure the associated network protocol before data packets
for the protocol can be transmitted.

One of the methods to establish PPP connection is by the use of PPP over Ethernet (PPPoE). In a PPPoE
session, the Point-to-Point (PPP) protocol runs between the CPE and BNG. The Home Gateway (which is
part of the CPE) adds a PPP header (encapsulation) that is terminated at the BNG.

CPE detects and interacts with BNG using various PPPoE Active Discovery (PAD) messages listed here:
* PPPoE Active Discovery Initiation (PADI)—The CPE broadcasts to initiate the process to discover BNG.
* PPPoE Active Discovery Offer (PADO)—The BNG responds with an offer.
* PPPoE Active Discovery Request (PADR)—The CPE requests to establish a connection.

* PPPoE Active Discovery Session confirmation (PADS)—BNG accepts the request and responds by
assigning a session identifier (Session-ID).

* PPPoE Active Discovery Termination (PADT)—Either CPE or BNG terminates the session.
In redundant BNG setups, where the PPPoE client is connected to multiple BNGs, the PADI message sent
by the CPE is received on all BNGs. Each BNG, in turn, replies with a PADO message. You must configure

Smart Server Selection on BNG to allow subscribers to select one of the BNGs in a multi-BNG setup. Refer
PPPoE Smart Server Selection, on page 137
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The BNG provides configuration flexibility to limit and throttle the number of PPPoE sessions requests, based
on various parameters. For details, see PPPoE Session Limit, on page 139 and PPPoE Session Throttle, on
page 142.

The PPPoE session are of two types, PPP PTA and PPP LAC. For the functioning of PPP PTA and PPP LAC
session, the RADIUS server must be set up to authenticate and forward sessions as necessary. There is no
local authentication available on BNG. The PPP PTA and PPP LAC sessions are explained in the sections,
Provisioning PPP PTA Session, on page 111 and Provisioning PPP LAC Session, on page 118.

Provisioning PPP PTA Session

In a PPP Termination and Aggregation (PTA) session, the PPP encapsulation is terminated on BNG. After it
is terminated, BNG routes the traffic to the service provider using IP routing. A typical PTA session is depicted
in this figure.

Figure 13: PTA Session

3 PPPoEoX > IF Route *
!I'_ : 3 . CORE L
= & P Es bl
e Sl PTA (N ISP1.com
£ .
%
ABA o

PPPoE session configuration information is contained in PPPoE profiles. After a profile has been defined, it
can be assigned to an access interface. Multiple PPPoE profiles can be created and assigned to multiple
interfaces. A global PPPoE profile can also be created; the global profile serves as the default profile for any
interface that has not been assigned a specific PPPoE profile.

The PPP PTA session is typically used in the Network Service Provider (retail) model where the same service
operator provides the broadband connection to the subscriber and also manages the network services. The
process of provisioning a PPP PTA session involves:

* Creating a PPPoE profile for PPPoE session. See, Creating PPPoE Profiles, on page 111.

* Creating dynamic template that contains the various settings for the PPPoE sessions. See, Creating a PPP
Dynamic-Template, on page 113.

* Creating policy-map to activate the dynamic template. See, Creating a Policy-Map to Run During PPPoE
Session, on page 114.

* Enabling subscriber creation, and apply the PPPoE profile and service-policy on the access interface.
See, Applying the PPPoE Configurations to an Access Interface, on page 116.

The subscriber creation function must be explicitly enabled on BNG. Unless this function is enabled, the
system will not attempt subscriber classification. As a result, the packets get forwarded based on the
incoming interface mode.

Creating PPPoE Profiles

Perform this task to create PPPoE profiles. The PPPoE profile will later be applied to an access interface.
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SUMMARY STEPS
1. configure
2. pppoebba-group bba-group name
3. service name service_name
4. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 pppoe bba-group bba-group name Creates a PPPoE profile with an user-specified name.
Example:
RP/0/RSP0O/CPUO: router (config) # pppoe bba-group
bba_1
Step 3 service name service_name Indicates the service that is requested by the subscriber.
Example: Repeat this step for each service name that you want to add
to the subscriber profile.
RP/0/RSP0O/CPUO:router (config-bbagroup) # service
name service 1
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Creating PPPoE Profiles: An example

configure

pppoe bba-group bba 1
service name service 1
|

|

end
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Creating a PPP Dynamic-Template .

Perform this task to create a PPP dynamic-template. As an example, this dynamic-template is created to apply

PAP and CHAP authentication methods.

SUMMARY STEPS
1. configure
2. dynamic-templatetype ppp dynamic_template name
3. ppp authentication pap
4. ppp authentication chap
5. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 dynamic-templatetype ppp dynamic_template name | Creates a dynamic-template with user-defined name for
PPP session.
Example:
RP/0/RSPO/CPUO: router (config) # dynamic-template
type ppp ppp pta template
Step 3 ppp authentication pap Enables the use of PAP type authentication during link
negotiation by Link Control Protocol (LCP).
Example:
RP/0/RSP0/CPUO: router (config-dynamic-template-type) # ppp|
authentication pap
Step 4 ppp authentication chap Enables the use of CHAP type authentication during link
negotiation by Link Control Protocol (LCP).
Example:
RP/0/RSP0O/CPUQ: router (config-dynamic-template-type) # ppp
authentication chap
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Creating a Policy-Map to Run During PPPoE Session

Creating a PPP Dynamic-Template: An example

configure

Establishing Subscriber Sessions |

dynamic-template type ppp ppp_pta template

ppp authentication pap

ppp authentication pap chap
|

|

end

Perform this task to create a policy-map that will activate a PPP dynamic-template during a PPPoE subscribers
session. As an example, this policy-map activates a dynamic template during a session-start event. Also, this
policy-map applies a locally-defined authorization setting during a session-activate event.

SUMMARY STEPS
1. configure
2. policy-map type control subscriber policy name
3. event session-start match-all
4. classtypecontrol subscriber class name do-until-failure
5. sequence_number activate dynamic-template dynamic-template name
6. event session-activate match-all
7. classtype control subscriber class name do-until-failure
8. segquence number authenticate aaa list default
9. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUO:router# configure
Step 2 policy-map type control subscriber policy name Creates a new policy map of the type "control subscriber"
with the user-defined name "PPPoE _policy".
Example:
RP/0/RSPO/CPUO: router (config) # policy-map type
control subscriber PPPoE policy
Step 3 event session-start match-all Defines an event (session start) for which actions will be

Example:

RP/0/RSP0O/CPUO:router (config-pmap) # event
session-start match-all

performed.
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Command or Action

Purpose

Step 4 classtype control subscriber class name Configures the class to which the subscriber is to be
do-until-failure matched. When there is a match, executes all actions until
a failure is encountered.
Example:
RP/0/RSPO/CPUO:router (config-pmap-e) # class type
control subscriber pta class do-until-failure
Step 5 sequence_number activate dynamic-template Activates the dynamic-template with the specified dynamic
dynamic-template_name template name.
Example:
RP/0/RSP0O/CPUO:router (config-pmap-c)# 1 activate
dynamic-template ppp pta template
Step 6 event session-activate match-all Defines an event (session activate) for which actions are
erformed.
Example: P
RP/0/RSP0O/CPUO: router (config-pmap) # event
session-activate match-all
Step 7 classtype control subscriber class_name Configures the class to which the subscriber is to be
do-until-failure matched. When there is a match, executes all actions until
a failure is encountered.
Example:
RP/0/RSPO/CPUO: router (config-pmap-e) # class type
control subscriber PPP_class do-until-failure
Step 8 sequence_number authenticate aaa list default Allows authentication of the subscriber to be triggered using
the complete structure username.
Example:
RP/0/RSPO/CPUO:router (config-pmap-c)# 1
authenticate aaa list default
Step 9 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Creating a Policy-Map to Run During PPPoE Session: An example

configure

policy-map type control subscriber policyl

event session-start match-all

class type control subscriber pta class do-until-failure
1 activate dynamic-template templatel

|

|

event session-activate match-all

class type control subscriber pta classl do-until-failure
1 activate dynamic-template ppp pta template
end-policy-map

Modifying VRF for PPPoE Sessions

BNG does not support modification of VRF using single dynamic template activated on session start. In order
to change the VRF for PPPoE sessions from RADIUS, you must split the dynamic template. One dynamic
template must be activated in session-start (for PPP parameters). The other dynamic template must contain
L3 parameters and it must be enabled on session-activate event after the authenticate step.

This example shows a sample dynamic template configuration and a policy-map configuration for such a VRF
transfer scenario, where some PPPoE users must be terminated in a different VRF than the normal user VRF.
In order to do so, the user sends two AV-Pairs through RADIUS.

dynamic-template

type ppp PPP TPL ===> Layer 3 interface

ppp authentication chap

ppp ipcp peer-address pool IPv4

ipv4 unnumbered Loopbackl00 ==> Loopback in Global Routing Table
type ppp PPP TPL NO LO ===> Layer 2 interface

ppp authentication chap

policy-map type control subscriber BNG PPPOE
event session-activate match-first
class type control subscriber PPP do-until-failure
10 authenticate aaa list default
20 activate dynamic-template PPP_TPL
event session-start match-first
class type control subscriber PPP do-until-failure
10 activate dynamic-template PPP_TPL NO_LO

Here, the Layer 2 dynamic template is created first, and only PPP authentication is done on it. Therefore, the
RADIUS request is sent. The RADIUS returns the attributes and then the BNG proceeds to the next step, that
is, session-activate. In session-activate, another dynamic template interface which has layer 3 configuration
is used. But, because the BNG has already received the RADIUS attribute for the user, it uses the ipv4
unnumbered contained in the RADIUS profile, rather than the one configured directly under the Layer 3
dynamic template.

Applying the PPPoE Configurations to an Access Interface

Perform this task to apply the PPPoE profiles and the policy-maps to an access interface. The completion of
this task enables the receiving of PPPoE traffic on the interface.
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Before you begin

You must perform this task after performing the Creating PPPoE Profiles, on page 111.

SUMMARY STEPS
1. configure
2. interface type interface-path-id
3. service-policy typecontrol subscriber policy name
4. pppoe enablebba-group bbagroup name
5. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 interface type interface-path-id Enters interface configuration mode for the bundle-interface.
Example:
RP/0/RSPO/CPUO:router (config)# interface
Bundle-Ether 5.1
Step 3 service-policy typecontrol subscriber policy_name | Associates a subscriber control service policy to the
interface.
Example:
RP/0/RSP0O/CPUO:router (config-if)# service-policy
type control subscriber PL1
Step 4 pppoe enable bba-group bbagroup name Enables PPPoE on the bundle-ether interface and specifies
the PPPoE profile named bba 1 to be used on this interface.
Example: -
Note It is not recommended to remove the call
RP/0/RSPO/CPUO:router (config-if) # pppoe enable flow-initiated configurations, after subscriber
bba-group bba_1 sessions are active. Therefore, you must not
delete the pppoe enable command from the
sub-interface, while the PPPoE sessions are up.
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.
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Command or Action Purpose

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Applying the PPPoE Configurations to an Access Interface: An example

configure
interface Bundle-Ether100.10
service-policy type control subscriber PL1

pppoe enable bba-group bba 1
|
|

end

Provisioning PPP LAC Session

In a PPP LAC session, the PPP session is tunneled to a remote network server by BNG, using Layer 2 Tunneling
Protocol (L2TP). BNG performs the role of L2TP Access Concentrator (LAC), as it puts the subscriber session
in the L2TP tunnel. The device on which the tunnel terminates is called L2TP Network Server (LNS). During
a PPP LAC session, the PPPoE encapsulation terminates on BNG; however, the PPP packets travel beyond
BNG to LNS through the L2TP tunnel. A typical LAC session is depicted in Figure 1.

Figure 14: LAC Session
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The PPP LAC session is used in the Access Network Provider (wholesale) model, where the network service
provider (NSP) is a separate entity from the local access network provider (ANP). NSPs perform access
authentication, manage and provide IP addresses to subscribers, and are responsible for overall service. The
ANP is responsible for providing the last-mile digital connectivity to the customer, and for passing on the
subscriber traffic to the NSP. In this kind of setup, the ANP owns the LAC and the NSP owns the LNS.

A PPP LAC session establishes a virtual point-to-point connection between subscriber device and a node in
the service provider network. The subscriber dials into a nearby L2TP access connector (LAC). Traffic is then
securely forwarded through the tunnel to the LNS, which is present in service provider network. This overall
deployment architecture is also known as Virtual Private Dial up Network (VPDN).

The process of provisioning a PPP LAC session involves:

* Defining a template with specific settings for the VPDN. See, Configuring the VPDN Template, on page
119.

* Defining the maximum number of VPDN sessions that can be established simultaneously. See, Configuring
Maximum Simultaneous VPDN Sessions, on page 121.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x



| Establishing Subscriber Sessions
Configuring the VPDN Template .

* Activating the logging of VPDN event messages. See, Activating VPDN Logging, on page 123.

* Specifying the method to apply calling station-ID. See, Configuring Options to Apply on Calling Station
ID, on page 124.

* Specifying the session-ID. See, Configuring L2TP Session-ID Commands, on page 125.
* Defining specific settings for the L2TP class. See, Configuring L2TP Class Options, on page 126.

* Preventing creation of additional VPDN sessions. See, Configuring Softshut for VPDN, on page 129.

This is a sample user-profile for L2TP LAC:

abc_xyz@domain.com Password="abc"
Service-Type = Outbound-User,
Tunnel-Type = L2TP,
Tunnel-Medium-Type = IP,
Cisco-avpair "vpdn:ip-addresses=3.3.3.3",
Cisco-avpair "vpdn:source-ip=1.1.1.1"

\}

Note For L2TP LAC session to be up, the user-profile coming from the RADIUS server to the BNG must have
Service-Type = Outbound-User configured for the user.

Reassembly of fragmented L2TP data packets is enabled on LAC to prevent these packets from getting
dropped. See, L2TP Reassembly on LAC, on page 130

A PPP LAC session supports stateful switchover (SSO) along with non-stop routing (NSR) to reduce traffic
loss during RP failover. For more information, see L2TP Access Concentrator Stateful Switchover, on page
131

Restrictions for PPP LAC
* PPPoE LAC is not supported with LC subscribers.

* Provisioning PPP LAC session is subjected to a restriction that only ASR 9000 Enhanced Ethernet Line
Cards are supported as core facing line cards.

» A maximum of 19 LNS IP address can be configured in the user-profile for L2TP LAC sessions. This
means there can be up to 19 IP addresses assigned to the Tunnel-Server-Endpoint argument for traffic
to be securely forwarded through the L2TP tunnel.

N

Note If there are more than 19 LNS IP addresses, they are rejected, which means the
previous 19 addresses are not overwritten with the new addresses.

Configuring the VPDN Template

Perform this task to configure the vpdn template:
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SUMMARY STEPS
1.  configure
2. vpdntemplate
3. I2tp-class class name
4. tunnd busytimeout timeout value
5. caller-id mask-method remove match match_substring
6. dd-line-info-forwarding
7. iptos type of service value
8. vpn id value
9. vpnvrf vrf_name
10. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 vpdn template Enters the VPDN template sub-mode.
Example:
RP/0/RSP0O/CPUO: router (config) # vpdn template
Step 3 [2tp-class class_name Configures the 12tp class command.
Example:
RP/0/RSP0/CPUQ: router (config-vpdn-template) # 12tp-class
class_temp
Step 4 tunnel busy timeout timeout_value Configure 12tp tunnel busy list commands. The busy
timeout value ranges from 60-65535.
Example:
RP/0/RSPO/CPUO:router (config-vpdn-template) # tunnel
busy timeout 456
Step 5 caller-id mask-method remove match match_substring | Configures options to apply on calling station id by
masking the characters by the match substring specified.
Example:
RP/0/RSPO/CPUO: router (config-vpdn-template) # caller-id
mask-method remove match ml
Step 6 dsl-line-info-forwar ding Forwards the DSL Line Info attributes.

Example:

RP/0/RSPO/CPU0: router (config-vpdn-tenplate) # dsl-line-info-forwarding
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Command or Action

Purpose

Step 7 ip tos type of service value Sets IP ToS value for tunneled traffic. The service value
ranges from 0 to 255.
Example:
RP/0/RSP0O/CPUO: router (config-vpdn-template) # ip
tos 56
Step 8 vpn id value Specifies tunnel for a vpn and configures the vpn id with
the value 3333:33. The value ranges from O-ffffff in
Example: .
hexadecimal.
RP/0/RSPO/CPUO: router (config-vpdn-temp) # vpn id
3333:33
Step 9 vpnvrf vrf_name Configures the vpn vrf name.
Example:
RP/0/RSP0O/CPUO:router (config-vpdn-template) # vpn
vrf vrf 1
Step 10 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring the VPDN Template: An example

configure
l2tp-class class hello-interval 100
vpdn

template 12tp-class class //template default will be used and display in show run

template tunnel busy timeout 567
l2tp-class class

vpdn

template default
l2tp-class class
!

end

Configuring Maximum Simultaneous VPDN Sessions

Perform this task to configure the maximum simultaneous vpdn sessions for session limiting per tunnel:
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SUMMARY STEPS
1. configure
2. vpdn
3. session-limit number_of sessions
4. Usethe commit or end command.
DETAILED STEPS
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Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO: router# configure
Step 2 vpdn Enables VPDN and enters the VPDN sub-mode.
Example:
RP/0/RSPO/CPUO: router (config) # vpdn
Step 3 session-limit number_of_sessions Configures the maximum simultaneous VPDN sessions.
The range is from 1 to 131072.
Example:
Note If limit is configured after a number of sessions
RP/0/RSPO/CPUO: router (config-vpdn) # session-limit are up, then those sessions remain up irrespective
200 of the limit.
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Maximum Simultaneous VPDN Sessions: An example

configure

vpdn
session-limit 200
|

end
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Activating VPDN Logging

Perform this task to activate logging of VPDN event information. When VPDN event logging is enabled,
VPDN event messages are logged as the events occur.

)

Note Tunnel start and stop records are generated without any tunnel statistics.

SUMMARY STEPS
1. configure
2. vpdn
3. logging [cause| cause-normal | dead-cache | local | tunnel-drop | user ]
4. history failure
5. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 vpdn Enters the VPDN sub-mode.

Example:

RP/0/RSPO/CPUO: router (config) # vpdn

Step 3 logging [cause| cause-normal | dead-cache | local | Enables the logging of generic VPDN events.
| tunnel-drop | user ]

Example:
RP/0/RSPO/CPUO:router (config-vpdn)# logging local
RP/0/RSPO/CPUO:router (config-vpdn)# logging user
RP/0/RSPO/CPUO:router (config-vpdn)# logging cause
RP/0/RSPO/CPUO: router (config-vpdn) # logging
tunnel-drop
Step 4 history failure Enables logging of VPDN failure events to the history

failure table.
Example:

RP/0/RSPO/CPUO: router (config-vpdn) # history failure

Step 5 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:
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Command or Action Purpose

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Activating VPDN Logging: An example

configure

vpdn

history failure
logging local
logging user

logging cause-normal
logging tunnel-drop
logging dead-cache

!

end

Configuring Options to Apply on Calling Station ID

Perform this task to configure options to apply on calling station ID. The calling station ID provides detailed
information about the originator of the session, such as the phone number of the originator, the Logical Line
ID (LLID) used to make the connection on the LAC, or the MAC address of the PC connecting to the network.

SUMMARY STEPS
1. configure
2. vpdn
3. caller-id mask-method remove match match_name
4. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 vpdn Enters the VPDN sub-mode.

Example:

RP/0/RSP0O/CPUO: router (config) # vpdn
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Command or Action Purpose
Step 3 caller-id mask-method remove match match_name Suppresses the calling station ID for all users. If there is a
‘match’ option, then calling station ID only for users which
Example: . . . .
have the ‘match-string’ in their username is suppressed.
RP/0/RSPO/CPUO:router (config-vpdn) # caller-id Note This command an also be run under the vpdn
mask-method remove match match class Knnpkaeconﬁguraﬁonlnode
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Options to Apply on Calling Station ID: An example

configure
vpdn //or vpdn template

caller-id mask-method remove match match call
|

end

Configuring L2TP Session-ID Commands

Perform this task to configure L2TP session-id commands.

SUMMARY STEPS
1. configure
2. vpdn
3. |2tp session-id space hierarchical
4. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
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Command or Action Purpose
Step 2 vpdn Configures vpdn.
Example:

RP/0/RSPO/CPUO:router (config) # vpdn

Step 3 I2tp session-id space hierarchical Enables the hierarchical session-ID allocation algorithm.

Example:

RP/0/RSPO/CPUO: router (config-vpdn) # 12tp session-id
space hierarchical

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring L2TP Session-ID Commands: An example

configure

vpdn

12tp session-id space hierarchical
|

end

Configuring L2TP Class Options

Perform this task to configure the various options for L2TP class.

SUMMARY STEPS
1.  configure
2. |2tp-class class name
3. authentication [ disable | enable ]
4. congestion control
5. digest [check disablelhash { MD5|SHA1 } |secret { O|7|LINE } ]
6. hello-interval interval_duration
7 hostname host_name
8. receve-window size
9. retransmitinitial [retries|retries_ number | timeout {max max_seconds| min min_seconds }
10. timeout [no-user{ timeout value|never } |setup setup value ]
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11.  tunnel accounting accounting_method_list_name
12. Use the commit or end command.

DETAILED STEPS
Command or Action Purpose

Step 1 configure Enters global configuration mode.
Example:

RP/0/RSP0O/CPUO:router# configure

Step 2 [2tp-class class name Configures the L2TP class command.

Example:

RP/0/RSPO/CPUO:router (config)# 1l2tp-class classl

Step 3 authentication [ disable | enable ] Enables the tunnel authentication. The Enable and Disable

options enables or disables the L2TP tunnel authentication.
Example:

RP/0/RSPO/CPUO: router (config-12tp-class) # authentication|
disable

Step 4 congestion control Enables L2TP congestion control.

Example:

RP/0/RSPO/CPUO: router (config-12tp-class)# congestion

control
Step 5 digest [check disable|hash { MD5|SHA1 } | Messages the Digest configuration for L2TPv3 control
secret { O|7|LINE } ] connection.
Example:

RP/0/RSP0O/CPUO:router (config-12tp-class) # digest
check disable

RP/0/RSP0O/CPUO:router (config-12tp-class) # digest
hash MD5

RP/0/RSP0O/CPUO:router (config-12tp-class) # digest
secret 0

Step 6 hello-interval interval_duration Sets HELLO message interval for specified amount of

seconds.
Example:

RP/0/RSPO/CPUO: router (config-12tp-class) # hello-interval
45

Step 7 hostname host_name Sets the local hostname for control connection

authentication.
Example:

RP/0/RSPO/CPUO: router (config-12tp-class) # hostname
local host
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Command or Action

Purpose

Step 8 receive-window size Receives window size for the control connection. The
range is from 1 to 16384.
Example:
RP/0/RSP0/CPUO: router (config-12tp-class) # receive-window|
56
Step 9 retransmit initial [retries|retries number | timeout | Receives window size for the control connection. The
{max max_seconds | min min_seconds } range is from 1 to 16384.
Example:
RP/0/RSPO/CPUO: router (config-12tp-class) # retransmit]
initial retries 58
RP/0/RSPO/CPUO: router (config-12tp-class) # retransmit]
initial timeout max 6
Step 10 timeout [no-user { timeout value|never } |setup | Receives window size for the control connection. The
setup_value ] timeout value range, in seconds, is from 0 to 86400. The
setup value range is from 60 to 6000.
Example:
RP/0/RSPO/CPUO:router (config-12tp-class)# timeout
no-user 56
RP/0/RSP0O/CPUO:router (config-12tp-class) # retransmit
setup 60
Step 11 tunnel accounting accounting_method_list name Configures the AAA accounting method list name.
Example:
RP/0/RSPO/CPUO:router (config-12tp-class)# tunnel
accounting acc_tunn
Step 12 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring L2TP Class Options: An example

configure

12tp-class classl
authentication enable
congestion-control
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digest check disable
hello-interval 876

hostname 12tp host
receive-window 163

retransmit initial timeout 60
timeout no-user 864

tunnel accounting aaa 12tp

|

end

Configuring Softshut for VPDN

Perform this task to configure softshut for vpdn.

SUMMARY STEPS
1. configure
2. vpdn
3. softshut
4. Usethe commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 vpdn Enters the VPDN sub-mode.

Example:

RP/0/RSPO/CPUO:router (config) # vpdn

Step 3 softshut Ensures that no new sessions are allowed.

Example:

RP/0/RSPO/CPUO: router (config-vpdn) # softshut

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring Softshut for VPDN: An example

configure

vpdn
softshut
|

end

L2TP Reassembly on LAC

The L2TP Reassembly feature on L2TP Access Concentrator (LAC) ensures reassembly of fragmented L2TP
data packets in the intervening network, between the LAC and L2TP Network Server (LNS). Data packets
are fragmented when they exceed the Maximum Transmission Unit (MTU) of the IPv4 core. Enabling this
feature prevents the fragmented packets from getting dropped and ensures the subsequent forwarding of these
data packets.

When L2TP Reassembly feature is disabled on LAC, fragmented data packets are dropped. The feature does
not affect the reassembly of non-L2TP packets. To ensure that packets for non-L2TP applications are properly
reassembled regardless of whether load balancing occurs for each packet, it is recommended that:

* A separate loopback address be configured only for L2TP traffic. No other applications on the router
should use this IP address.

» Multiple loopback addresses be used for L2TP, but no other applications across all VRFs should use
these addresses.

In cases of reassembly errors or fragmentation timeout, the maximum period a traffic flow is kept, before it
is forwarded to the Route Switch Processor (RSP) is 250m:s.

Restrictions
Enabling L2TP reassembly feature is subjected to these restrictions:

* Only ASR 9000 Enhanced Ethernet Line Cards support L2TP reassembly feature
* Only IPv4 fragmented packets are reassembled

* Only packets with two fragments are reassembled

* The fragments must not overlap

* The fragmented IP headers must not contain options

* The fragmented L2TP packets must be delivered to the same line card. In other words, the intervening
network must not use per packet load balancing schemes that make the fragments arrive on different line
cards. On the other hand, the reassembly of non-L2TP packets is not affected even when the packets
arrive on different line cards

Enabling L2TP Reassembly on LAC
Perform this task to enable L2TP reassembly on L2TP Access Concentrator (LAC):

SUMMARY STEPS

1. configure
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2. vpdn
3. |2tp reassembly
4. Use the commit or end command.

DETAILED STEPS
Command or Action Purpose

Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 vpdn Enters the VPDN configuration mode.

Example:
RP/0/RSPO/CPUO: router (config) # vpdn

Step 3 |2tp reassembly Enables L2TP reassembly on LAC.

Example:
RP/0/RSP0O/CPUO:router (config-vpdn) # 12tp reassembly

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Enabling L2TP Reassembly on LAC: An example

configure

vpdn

12tp reassembly
|

end

L2TP Access Concentrator Stateful Switchover

The L2TP Access Concentrator Stateful Switchover (LAC SSO) feature establishes one of the RPs as the
active processor, designates the other RP as the standby processor, and then synchronizes critical state
information between them. In specific Cisco networking devices that support dual RPs, LAC SSO takes
advantage of RP redundancy to increase network availability.
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LAC SSO supports non-stop routing (NSR) for VPDN and L2TP protocols in the event of a RP failover. The
NSR provides the ability to guarantee reliable L2TP and VPDN synchronization between active and standby
RPs. In case of RP fail-over, all VPDN and L2TP tunnels and sessions information are preserved without
impacting the L2TP network peer. Also, peer networking devices do not experience routing flaps, and therefore
reduce loss of service outages for customers. When VPDN and LAC SSO are enabled, all the tunnels and

sessions are mirrored to the backup RP.

Enabling LAC SSO

Perform this task to enable LAC/VPDN SSO feature:

SUMMARY STEPS
1. configure
2. vpdn
3. redundancy
4. Use the commit or end command.
5. show vpdn redundancy
6. show vpdn redundancy mirroring
7. show I2tpv2 redundancy
8. show I2tpv2 redundancy mirroring
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.

Step 2

vpdn

Example:

RP/0/RSPO/CPUO: router (config) # vpdn

Enters vpdn configuration mode.

Step 3

redundancy

Example:

RP/0/RSPO/CPUO:router (config-vpdn) # redundancy

Enters vpdn redundancy configuration mode.

Step 4

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.
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Command or Action

Purpose

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 5 show vpdn redundancy Displays all vpdn redundancy related information.
Example:
RP/0/RSP0O/CPUO: router# show vpdn redundancy

Step 6 show vpdn redundancy mirroring Displays vpdn related mirroring statistics.
Example:
RP/0/RSPO/CPUO:router# show vpdn redundancy
mirroring

Step 7 show 12tpv2 redundancy Displays L2TP redundancy related information.
Example:
RP/0/RSPO/CPUO: router# show 12tpv2 redundancy

Step 8 show |2tpv2 redundancy mirroring Displays L2TP related mirroring statistics.

Example:

RP/0/RSPO/CPUO:router# show 12tpv2 redundancy
mirroring

Enabling LAC SSO: Example

configure
vpdn
redundancy
process-failures switchover
end

Enabling RPFO on Process-failures

In the event of an application or process crash, if VPDN NSR is enabled, an RP failover is triggered and a
new primary RP process restarts without traffic loss.

The VPDN NSR is disabled by default. Perform these steps to enable RPFO:

SUMMARY STEPS

1. configure

2. nsr process-failures switchover

3. vpdn

4. redundancy

5. process-failures switchover

6. Use the commit or end command.
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Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.

Step 2

nsr process-failures switchover

Example:

RP/0/RSPO/CPUO:router (config)# 12tp nsr
process-failures switchover

Enables VPDN non-stop routing.

Step 3

vpdn

Example:

RP/0/RSPO/CPUO:router (config) # vpdn

Enters vpdn configuration mode.

Step 4

redundancy

Example:

RP/0/RSPO/CPUO: router (config-vpdn) # redundancy

Enters vpdn redundancy configuration mode.

Step 5

process-failures switchover

Example:

RP/0/RSPO/CPUO: router (config-vpdn-redundancy) #
process-failures switchover

Forces a switchover in case of a process failure.

Step 6

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Local VPDN RADIUS Enhancement

From Cisco IOS XR Software Release 6.2.1 and later, BNG router supports local VPDN configuration that
is capable of working with locally stored user profiles, for LAC tunneling. Prior to this, BNG supported only
external VPDN configuration through RADIUS server.
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Configure Local VPDN for LAC

SUMMARY STEPS
1.  configure
2. radius-server host server-IP-address auth-port port number acct-port port number
3. key encryption key
4. exit
5. interface typeinterface-path-id
6. ip address ip-address mask
7 exit
8. vpdn
9. local secret password profile-dir directory path [cache-disabled port port number]
10. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters the global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 radius-server host server-1P-address auth-port port Specifies the RADIUS server IP address, authorization
number acct-port port number port, and accounting port.
Example:

RP/0/RSP0/CPUO: router (config) # radius-server host]
9.9.9.1 auth-port 1645 acct-port 1646

Step 3 key encryption key Specifies the per-server encryption key.
Example:
RP/0/RSP0O/CPUO: router (config-radius-host) # key
cisco
Step 4 exit Exits configuration mode for the radius host and returns
to global configuration mode.
Example: & g

RP/0/RSP0O/CPUO:router (config-radius-host) # exit

Step 5 interface type interface-path-id Enters configuration mode for loopback interface.

Example:

RP/0/RSP0/CPUO: router (config) # interface Loopback9

Step 6 ip address ip-address mask Sets the IP address and subnet mask for the loopback

interface.
Example:

RP/0/RSPO/CPUO:router (config-if)# ip address
9.9.9.1 255.255.255.255
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Command or Action

Purpose

Step 7 exit Exits configuration mode for the loopback interface and
returns to global configuration mode.
Example:
RP/0/RSPO/CPUO:router (config-if) # exit
Step 8 vpdn Enters vpdn configuration mode.
Example:
RP/0/RSP0O/CPUO: router (config) # vpdn
Step 9 local secret password profile-dir directory path Configures the following parameters under VPDN:
[cache-disabled port port number] * Profile-directory: It is the local path in the router
Example: where the user-profile is saved.
RP/0/RSPO/CPUO: router (config-vpdn) # local secret * Cache-Disabled: It disables the cached configuration
abc profile-dir /users/test/
file.
* Port-number: It is the udp port number. The default
is 1645.
Step 10 Use the commit or end command. commit - Saves the configuration changes and remains

within the configuration session.
end - Prompts user to take one of these actions:

* Yes - Saves configuration changes and exits the
configuration session.

» No - Exits the configuration session without
committing the configuration changes.

+ Cancel - Remains in the configuration mode, without
committing the configuration changes.

Example

Sample Domain Profile:

address=1.2.3.4
password=abcd
client-name=user
identification=12tp
local-interface=loopback9
ip-router-name=rl

The supported fields in the user profile with their respective attribute is given below :

* address: Tunnel server endpoint.
* password: Tunnel-password.
* local-interface-Source IP address.

* identification: Tunnel assignment ID.
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* ip-router-name: VPN vrf.

* client-name: Tunnel client auth id.

Restrictions for Local VPDN for LAC
Local VPDN for LAC tunelling in BNG is subjected to these restrictions:
* Change of Authorization (CoA) is not supported.
* You must restart the VPDNRAD process whenever the user-profile is modified.
* The maximum number of user-profile cache entries supported is 16.

* BNG processes the packets only if an Access-Request message is received from the client. Else, packets
are discarded.

* Password in CLI and user-profile are saved in clear text format.

* The loopback interface name and IP address are internally hardcoded to 127.0.0.x where x is the Loopback
interface number that is defined. The loopback interface in the configuration should match the one used
in user-profile.

PPPoE Smart Server Selection

The PPPoE Smart Server Selection (PADO delay) feature in BNG allows the PPPoE client to control the
selection of BNG for session establishment, in a multi-BNG setup. The feature provides the option for
configuring a delay in sending PADO messages from BNG, in response to the PADI messages received from
the PPPoE clients. This, in turn, helps in establishing a priority order and load balancing across all BNGs.

When establishing a PPPoE session in a multi-BNG setup, the clients broadcast their PADI messages to all
BNGs. When the BNGs reply with a PADO message, the subscriber selects a BNG, and sends a PADR
message to the BNG with which a session needs to be established. Most PPPoE clients send a PADR message
to the BNG from which it received the first PADO message. By configuring the Smart Server Selection feature
on BNG, a delay is added to the PADO messages sent from the BNG, based on the properties of the PADI
messages received from the PPPoE clients. This delay in receiving the PADO packets, in turn, gives the PPPoE
client the flexibility of effectively selecting the appropriate BNG to which the PADR message is to be sent.

Configuration options for Smart Server Selection

* Allows configuring a specific delay for the PADO message sent from BNG.

+ Allows configuring a delay for the PADO message sent from BNG, based on the Circuit-ID, Remote-ID
and Service-Name contained in the incoming PADI message.

* Allows Circuit-ID and Remote-ID tag matching, with strings up to 64 characters in length.

* Allows partial matching on Circuit-ID, Remote-ID, and Service-Name contained in the incoming PADI
message.

For configuring the delay for a PADO message, see Configuring PADO Delay, on page 138.
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Configuring PADO Delay

Perform this task to configure a delay for PPPoE Active Discovery Offer (PADO) message, or in other words,
enabling Smart Server Selection feature for a PPPoE BBA-Group in BNG.

)
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Note If multiple delays match a particular subscriber, Circuit-ID matches are preferred to Remote-ID matches,
which, in turn, are preferred to Service-Name matches.
SUMMARY STEPS
1. configure
2. pppoe bba-group bba-group-name
3. Use these commands to configure the PADO delay based on a specific delay value, Circuit-ID, Remote-ID,
and Service-Name respectively:
- pado delay delay
« pado delay circuit-id {delay | {string | contains} string delay}
+ pado delay remote-id {delay | {string | contains} string delay}
+ pado delay service-name {string | contains} string delay
4. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 pppoe bba-group bba-group-name Enters the PPPoE BBA-Group configuration mode.
Example:
RP/0/RSP0O/CPUO:router (config) # pppoe bba-group
bba_1
Step 3 Use these commands to configure the PADO delay based | Sets the PADO delay in milliseconds based on:

on a specific delay value, Circuit-ID, Remote-ID, and
Service-Name respectively:

« pado delay delay

+ pado delay circuit-id {delay | {string | contains}
string delay}

« pado delay remote-id {delay | {string | contains}
string delay}

+ pado delay service-name {string | contains} string
delay

Example:

* A specific delay value
* Circuit-ID received in PADI
* Remote-ID received in PADI

 Service-Name received in PADI

The delay range is from 0 to 10000.

The string option delays the PADO message, when the
Circuit-ID (or Remote-ID or Service-Name) received in the
PADI message matches the configured string value.
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Command or Action

Purpose

RP/0/RSPO/CPUO: router (config-bbagroup) # pado delay|
500

RP/0/RSPO/CPUO: router (config-bbagroup) # pado delay
circuit-id 200
RP/0/RSPO/CPUO: router (config-bbagroup) # pado delay

remote-id string circuit4

RP/0/RSPO/CPUO: router (config-bbagroup) # pado delay
service-name contains service 9950

The contains option delays the PADO message, when the
Circuit-ID (or Remote-ID or Service-Name) received in the
PADI message contains the configured string value.

Step 4

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring PPPoE PADO delay : An example

pppoe bba-group bba 1
pado delay 500
pado delay remote-id 100

pado delay circuit-id string circuit4 8000
pado delay service-name contains service 9950

end

PPPoE Session Limit, Throttle and In-flight-window

PPPoE Session Limit

The PPPoE Session Limit support limits the number of PPPoE sessions that can be created on a BNG router.
As a result, it reduces excessive memory usage by the BNG router for virtual access.

This offers additional configuration flexibility on the BNG router by limiting the number of PPPoE sessions

for each:

e Line card
* Parent interface

* Peer MAC address

* Peer MAC address under individual access interface

* Circuit-ID
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* Remote-ID

» Combination of Circuit-ID and Remote ID

* Access interface using the same Inner VLAN tag
* Access interface using the same Outer VLAN tag.

* Access interface using the same Inner and Outer VLAN tags
The PPPoE Session Limit support also limits the number of Inter Working Function (IWF) sessions for each
peer MAC address and for each peer MAC address under individual access interface.

From Cisco IOS XR Software Release 6.2.1 and later, you can set a global PPPoE sessions limit in a BNG
router. This limit is configured under the global BBA-Group (using pppoe bba-group global command) and
sets the maximum session limit on the node

N

Note * For RP subscribers, the node is the complete chassis.

 For LC subscribers, the node is the LC. For LC subscribers, each LC considers the maximum limit set
by the global limit. But with multiple LC in the chassis, the session count in the chassis can be multiplied
by the number of active LC.

To use a BNG-wide limit for LC based subscribers, you can use either bundles or pre authentication.

* For a single member, when you are using bundles, the sessions are maintained on the RP and the control
is moved to the RP for all sessions. The bba group limit applies to all sessions regardless to the number
of line cards carrying subscribers:

interface GigabitEthernet0/0/0/0
bundle id 100 mode on

* In a pre authentication method, when PADI is received, an authorization request is sent to AAA . An
authorisation request determines the session count on radius for it to accept or reject the request. When
the request is accepted, a PADO is sent. When the request is rejected the PADI is discarded and ignored.

See, Configuring PPPoE Session Limit, on page 140.

Configuring PPPoE Session Limit

Perform this task to configure PPPoE session limit for a PPPoE BBA-Group or to set a global session limit
in BNG.

\}

Note The global BBA-Group is not valid for subscriber redundancy group (SRG) in BNG, and hence the pppoe
bba-group global command must not be used in BNG geo redundancy scenarios. Because global is a reserved
keyword for IOS XR PPPoE call flow, you must use a different keyword for SRG.

SUMMARY STEPS

1. configure
2. pppoebba-group {bba-groupname | global}
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3. sessions {access-interface| circuit-id | circuit-id-and-remote-id | inner-vlan | {{mac | mac-iwf}
[access-interface] }} | max | outer-vlan | remote-id | vian} limit limit-count [threshold threshold-count]

4. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO: router# configure
Step 2 pppoe bba-group {bba-group name | global} Enters the specific PPPoE BBA-Group or global PPPoE
BBA-Group configuration mode.
Example:
RP/0/RSPO/CPUO:router (config) # pppoe bba-group
bba 1
OR
RP/0/RSP0O/CPUO:router (config) # pppoe bba-group
global
Step 3 sessions {access-interface| circuit-id | Configures the PPPoE session limits.
circuit-id-and-remote-id | inner-vlan | {{mac | mac-iwf . .
. | | | . ) If the optional argument, threshold is configured, a log
[access-interface] }} | max | outer-vlan | remote-id | vian} . Lol
T message is generated when the PPPoE session limit exceeds
limit limit-count [threshold threshold-count]
the threshold-count value.
Example: .
P The limit-count value and threshold-count value ranges
' ' from 1 to 65535. The default value is 65535.
RP/0/RSPO/CPUO:router (config-bbagroup) # sessions
access-interface limit 1000 If max limit is configured under pppoe bba-group global
RP/O/RSPO/CPUO: router (config-bbagroup) # sessions | 46 it sets the PPPOE session limit for the entire router
mac access-interface limit 5000 threshold 4900 > ’
RP/0/RSPO/CPUO:router (config-bbagroup) # sessions
circuit-id limit 8000 threshold 7500
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring PPPoE Session Limit: An example

configure

pppoe bba-group bbal
sessions circuit-id limit 8000 threshold 7500
sessions access-interface limit 1000

sessions mac access-interface limit 5000 threshold 900
|

end

This example shows how to configure a global PPPoE session limit in BNG. As per this, a maximum
of only 250 sessions can come up in the router. If 100 sessions are already created under bbal, then
only the remaining number of sessions (250-100 = 150) can come up in bba2.

configure
pppoe bba-group global

sessions max limit 250
|

pppoe bba-group bbal
sessions max limit 100
|

pppoe bba-group bba2
sessions max limit 200
|

end

PPPoE Session Throttle

The PPPoE Session Throttle support on BNG limits the number of PPPoE session requests coming to BNG
within a specified period of time. This, in turn, ensures that the session establishment of other client requests
coming to the BNG server is not impacted.

This offers configuration flexibility in the BNG router by throttling the number of session requests based on
one of these:

* Peer MAC address

* Peer MAC address under individual access interface
* Circuit-ID

* Remote-ID

* A combination of Circuit-ID and Remote ID

* Inner VLAN tag under individual access interface

* Outer VLAN tag under individual access interface

* Inner and Outer VLAN tag under individual access interface

The PPPoE session throttle support also throttles the number of Inter Working Function (IWF) session requests
for each peer MAC address under an individual access interface.

See, Configuring PPPoE Session Throttle, on page 143.
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Configuring PPPoE Session Throttle .

Perform this task to configure PPPoE session throttle for a PPPoE BBA-Group in BNG.

3. sessions {circuit-id | circuit-id-and-remote-id | inner-vlan | {mac [access-interface] } | {mac-iwf
{access-interface} } | outer-vlan | remote-id | vian} throttle request-count request-period blocking-period

SUMMARY STEPS
1. configure
2. pppoe bba-group bba-group name
4. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.

Step 2

pppoe bba-group bba-group name

Example:

RP/0/RSPO/CPUO:router (config) # pppoe bba-group
bba 1

Enters the PPPoE BBA-Group configuration mode.

Step 3

sessions {circuit-id | circuit-id-and-remote-id | inner-vlan
| {mac[access-interface] } | {mac-iwf {access-interface} }
| outer-vlan | remote-id | vlan} throttle request-count
request-period blocking-period

Example:

RP/0/RSPO/CPUO:router (config-bbagroup) # sessions
circuit-id throttle 1000 50 25
RP/0/RSP0O/CPUO:router (config-bbagroup) # sessions
mac-iwf access-interface throttle 5000 100 50

Configures the PPPoE session throttles.

The request-count value ranges from 1 to 65535.
The reguest-period value ranges from 1 to 100.
The blocking-period value ranges from 1 to 100.

Step 4

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring PPPoE Session Throttle: An example

configure
pppoe bba-group bbal
sessions circuit-id throttle 1000 50 25

sessions mac-iwf access-interface throttle 5000 100 50
|

PPPoE In-flight-window

PPPoE in-flight-window is an enhancement to limit the number of PPPoE sessions in BNG that are in
progression towards established state. The in-flight-window option sets the PPPoE process queue to a particular
limit per LC and per RP, thereby providing a better control of incoming PPPoE sessions to BNG.

To enable this feature, use pppoe in-flight-window command in the global configuration mode.

Note

The recommended in-flight-window size for RP-based subscribers is 200, and that for LC-based subscribers
is 50. Values higher than these are not recommended for production deployment, as it can lead to system
instability.

Configuration Example for PPPoE In-flight-window

Router# configure
Router (config) # pppoe in-flight-window 200
Router (config) #commit

Activating IPvé Router Advertisement on a Subscriber Interface
When IPv4 Starts

BNG introduces the ability to automatically trigger an IPv6 router advertisement on an IPv4 subscriber
interface. This feature can be used by subscriber interfaces that are on a dual stack network and are enabled
for IPv6 processing.

To configure this feature you can either use dynamic templates through CLI or configure RADIUS user profile
attributes. This feature is only supported for subscriber sessions that use the IPoE protocol.

In a BNG dual stack network, an IPv4 session is initiated first followed by an IPv6 session request. After
receiving the DHCP IPv6 request, the DHCP server allocates an IPv6 address.

Creating Dynamic Template for Enabling IPv6 Router Advertisement on an IPv4
Susbscriber Interface

Perform this task to create a dynamic template to enable IPv6 router advertisements on a subscriber interface:

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x



| Establishing Subscriber Sessions

Making DHCP Settings [}

SUMMARY STEPS
1. configure
2. dynamic-template
3. type ipsubscriber dynamic template name
4. ipv6 nd start-ra-on-ipv6-enable
5. show ipv6 nd idb interface subscriber interface detail location member location
DETAILED STEPS
Step 1 configure
Step 2 dynamic-template

Step 3

Step 4

Step 5

Enters the dynamic template configuration.
Example:

RP/0/RSP0O/CPUO: router (config) #dynamic-template
type ipsubscriber dynamic template name
Creates a dynamic template with a user-defined name for an ipsubscriber service.
Example:

RP/0/RSPO/CPUO:router (config-dynamic-template) #type ipsubscriber ipoe ipvé6
ipv6 nd start-ra-on-ipv6-enable

Enables IPv6 router advertisement capability if ipv6-enable is already configured, instead of waiting for the dual stack
to boot up.

Example:

RP/0/RSPO/CPUO:router (config-dynamic-template) #type ipsubscriber ipoe ipv6 start-ra-on-ipvé6-enable

show ipv6 nd idb interface subscriber interface detail location member location

Example:

RP/0/RSPO/CPUO:router##show ipv6 nd idb interface bundle-ether 50.11.ip3 d
RA flag: 0x1l, Unicast RA send: FALSE, Initial RA count: 3, RA pkts sent count: 4

Displays the RA packets sent from the subscriber interface.

Making DHCP Settings

\}

Note For detailed information on the DHCP features and configurations supported on ASRIK router, refer to the
Implementing the Dynamic Host Configuration Protocol chapter in the |P Addresses and Services
Configuration Guide for Cisco ASR 9000 Series Routers. For a complete list of DHCP commands supported
on ASRIK router, refer to the DHCP Commands chapter in the |P Addresses and Services Command Reference
for Cisco ASR 9000 Series Routers.
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The Dynamic Host Configuration Protocol (DHCP) is a network protocol used to configure network devices
so that they can communicate on an IP network. There are three distinct elements in a DHCP network:

* DHCP client—TIt is the device that seeks IP configuration information, such as IP address.
* DHCP server—It allocates IP address from its address pool to the DHCP client.

* DHCP relay or DHCP proxy—It passes IP configuration information between the client and server. It
is used when DHCP client and DHCP server are present on different networks.

Initially, the DHCP client (which is a CPE) does not possess an IP address. As a result, it sends a L2 broadcast
request to get an [P address. Acting as the relay agent, BNG processes the request and forwards it to the DHCP
server. BNG also forwards responses from the DHCP server back to the DHCP client, ensuring that the end
device gets correct IP configuration information. A typical DHCP layout is depicted in this figure.

Figure 15: DHCP Network
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The DHCP server allocates IP addresses for only a configurable period of time known as the lease period. If
a client device needs to retain the IP address for a period longer than the lease period, then the client must
renew the lease before it expires. To renew the lease, the client sends a unicast request to the DHCP server.
On receiving the request message, the server responds with an acknowledgment, and the client's lease is
extended by the lease time specified in the acknowledgment message.

When a control policy is applied to an access interface, it becomes a subscriber access interface. Otherwise,
itis a DHCP standalone interface. For the standalone interface, DHCP adds routes to RIB and populates ARP
entries, based on the configuration.

For the subscriber access interface, DHCP uses the policy-plane to determine whether the IP subscriber session
should be created for a client binding. This is determined based on whether a valid control policy is applied
to the access-interface on which the client binding is created. If a subscriber session is created, then a route
is added for the subscriber interface, but no ARP requests are sent out from that subscriber interface.

BNG can be configured to either act as DHCP proxy or DHCP server in the DHCP network.

Note

DHCEP relay is not supported for BNG.
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Enabling DHCP Proxy

As the DHCP proxy, BNG performs all the functions of a relay and also provides some additional functions.
In the proxy mode, BNG conceals DHCP server details from DHCP clients. BNG modifies the DHCP replies
such that the client considers the proxy to be the server. In this state the client interacts with BNG as if it is
the DHCP server.

BNG procures IP leases from the DHCP server and keeps it in its pool. When the client needs to renew its
lease, it unicasts the lease renewal request directly to the BNG, assuming it to be the server. BNG renews the
lease by allocating the lease from its lease pool.

This way the DHCP proxy splits the lease management process into two phases:

* Server to Proxy (Proxy Lease)

* Proxy to Client (Client lease)

The two phase lease management has these features:
* Shorter client lease times and longer proxy lease times.
* High frequency lease management (renews) at network edge.

» Low frequency lease management (renews) at centralized server.

The benefits of DHCP proxy are:
* Reduced traffic between BNG and DHCP server.

* Quicker client response to network outages.

Configuring DHCP proxy on BNG involves these phases:

* Creating a proxy profile. The profile contains various proxy settings. These settings are applied when
the profile is attached to an interface. To create a proxy profile, see Configuring DHCP IPv4 Profile
Proxy Class, on page 147

* Specifying client lease period. The client should renew the lease before the completion of this time
period, otherwise the lease expires. To specify the client lease period within a proxy profile, see
Configuring the Client Lease Time, on page 151.

* Specifying remote-ID. The remote-ID is used by the proxy to identify the host that had sent the
DHCEP request. To define a remote-id within a proxy profile, see Configuring a Remote-ID, on page
150.

* Specifying circuit-ID for an interface. The circuit-ID is used by the proxy to identify the circuit in which
the DHCP request was received. Later, DHCP proxy uses it for relaying DHCP responses back to the
proper circuit. The circuit-ID is defined for an interface. To define it, see Configuring a Circuit-ID for
an Interface, on page 149.

* Attaching proxy profile to an interface. See, Attaching a Proxy Profile to an Interface, on page 152

Configuring DHCP IPv4 Profile Proxy Class
Perform this task to define DHCP.
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SUMMARY STEPS
1. configure
2. dhcpipva
3. profile profile-name proxy
4. class class-name
5. Usethe commit or end command.
6. show dhcp ipv4 proxy profile name name
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 dhcp ipv4 Enters the IPv4 DHCP configuration mode.
Example:
RP/0/RSP0O/CPUO:router (config)# dhcp ipv4
Step 3 profile profile-name proxy Enters the proxy profile configuration mode. The DHCP
Proxy makes use of the class information to select a subset
Example: . .
of parameters in a given profile.
RP/0/RSPO/CPUO: router (config-dhcpvd) # profile
profilel proxy
Step 4 class class-name Creates a DHCP proxy profile class and enters the proxy
profile class mode.
Example:
RP/0/RSPO/CPUO:router (config-dhcpvéd-profile) # class|
blue
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
* No —Exits the configuration session without
committing the configuration changes.
» Cancel —Remains in the configuration session,
without committing the configuration changes.
Step 6 show dhcp ipv4 proxy profile name name (Optional) Displays the details proxy profile information.

Example:

RP/0/RSPO/CPUO:routershow dhcp ipv4 proxy profile
name profilel
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Configuring a Circuit-1D for an Interface .

Perform this task to configure a circuit-id for an interface.

SUMMARY STEPS
1. configure
2. dhcpipva
3. interface type interface-path-id
4. proxy information option for mat-type circuit-id value
5. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.

Step 2

dhcp ipv4

Example:
RP/0/RSPO/CPUO: router (config)# dhcp ipvé

Enters DHCP IPv4 configuration submode.

Step 3

interface type interface-path-id

Example:

RP/0/RSPO/CPUO: router (config-dhcpv4d) # interface
Bundle-Ether 355

Configures the interface and enters the interface
configuration mode.

Step 4

proxy information option format-type circuit-id value

Example:

RP/0/RSPO/CPUO:router (config-dhcpv4d) # proxy
information option format-type circuit-id 7

Configures the circuit-id for this interface.

Step 5

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring a Circuit-1D for an Interface: An example

configure
dhcp ipv4
interface Bundle-Ether100.10

proxy information option format-type circuit-id 7

end

Configuring a Remote-ID

Perform this task to configure a remote-ID.

SUMMARY STEPS
1. configure
2. dhcpipva
3. profile profile-name proxy
4. relay information option remote-id value
5. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUO:router# configure
Step 2 dhcp ipv4 Enters the IPv4 DHCP configuration mode.
Example:
RP/0/RSP0O/CPUO:router (config)# dhcp ipv4
Step 3 profile profile-name proxy Creates a DHCP proxy profile.
Example:
RP/0/RSP0O/CPUO: router (config-dhcpv4d) # profile
profilel proxy
Step 4 relay information option remote-id value Inserts relay agent information for remote id suboptions
such as remote-ID value.
Example:
RP/0/RSPO/CPUO: router (config-if) # relay information|
option remote-id 9
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.

end —Prompts user to take one of these actions:
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Command or Action

Purpose

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring a Remote-ID: An example

configure
dhcp ipv4
profile profilel proxy

relay information option remote-id 9

end

Configuring the Client Lease Time

Perform this task to configure the client lease time. It defines the time period after which the client lease

expires.
SUMMARY STEPS

1. configure

2. dhcpipva

3. profile profile-name proxy

4. leaseproxy client-lease-time value

5. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSP0O/CPUO:router# configure

Enters global configuration mode.

Step 2

dhcp ipv4

Example:
RP/0/RSPO/CPUO:router (config) # dhcp ipvé

Enters the IPv4 DHCP configuration mode.

Step 3

profile profile-name proxy

Example:

RP/0/RSP0O/CPUO: router (config-dhcpv4d) # profile
profilel proxy

Creates a DHCP profile.
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Command or Action

Purpose

Step 4 lease proxy client-lease-time value Configures a client lease time for each profile. The
minimum value of the lease proxy client time is 300
Example:
seconds.
RP/0/RSPO/CPUO: router (config-dhcpvid-proxy-profile) #
lease proxy client-lease-time 600
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring the Client Lease Time: An example

configure

dhcp ipv4

profile profilel proxy

lease proxy client-lease-time 600
|

|

end

Attaching a Proxy Profile to an Interface

Preform this task to attach a proxy profile to an interface. After it is attached, the various settings specified

in the proxy profile take effect on the interface.

SUMMARY STEPS
1. configure
2. dhcpipva
3. interface type interface-path-id proxy profile profile-name
4. Usethe commit or end command.
5. show dhcp ipv4 proxy profilename name
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.
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Command or Action

Purpose

Step 2 dhcp ipv4 Enters the IPv4 DHCP configuration mode.
Example:
RP/0/RSPO/CPUO:router (config) # dhcp ipvé
Step 3 interface type interface-path-id proxy profile Enters the Interface configuration mode and assigns a proxy
profile-name profile to an interface.
Example:
RP/0/RSPO/CPUO: router (config-dhcpv4d) # interface
Bundle-Ether 344 proxy profile profilel
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
* No —Exits the configuration session without
committing the configuration changes.
+ Cancel —Remains in the configuration session,
without committing the configuration changes.
Step 5 show dhcp ipv4 proxy profilename name (Optional) Displays the details proxy profile information.

Example:

RP/0/RSPO/CPUO: router# show dhcp ipvé4 proxy profile
name profilel

Attaching a Proxy Profile to an Interface: An example

configure
dhcp ipv4

interface Bundle-Ether100.10 proxy profile profilel
proxy information option format-type circuit-id 7

end

DHCPv4 Server

DHCEP server accepts address assignment requests and renewals and assigns the IP addresses from predefined
groups of addresses contained within Distributed Address Pools (DAPS). DHCP server can also be configured
to supply additional information to the requesting client such as the IP address of the DNS server, the default
router, and other configuration parameters. DHCP server can accept broadcasts from locally attached LAN

segments or from DHCP requests that have been forwarded by other DHCP relay agents within the network.

The DHCP proxy performs all the functions of a relay and also provides some additional functions. The DHCP
proxy conceals DHCP server details from DHCP clients. The DHCP proxy modifies the DHCP replies such
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that the client considers the proxy to be the server. In this state, the client interacts with the proxy as if it is
the DHCP server.

The pool is configured under server-profile-mode and server-profile-class-sub-mode. The class-based pool
selection is always given priority over profile pool selection.

Enabling DHCP Server

BNG can be configured to act as a DHCPv4 Server. To create a DHCPv4 Server profile, see Configuring
DHCPv4 Server Profile, on page 154.

For more information on DHCPv4 Server configuration, see |mplementing the Dynamic Host Configuration
Protocol chapter in the |P Addresses and Services Configuration Guide for Cisco ASR 9000 Series Routers.

Configuring DHCPv4 Server Profile

Perform this task to configure the DHCPv4 Server.

SUMMARY STEPS
1.  configure
2. dhcpipva
3.  profile profile-name server
4.  bootfile boot-file-name
5. broadcast-flag policy unicast-always
6. classclass-name
7 exit
8. default-router addressl address? ... address8
9. lease {infinite | days minutes seconds }
10. limit lease {per-circuit-id |per-interface|per-remote-id } value
11. netbios-nameserver addressl address? ... address8
12. netbios-node-type {number |b-node|h-node | m-node | p-node }
13. option option-code { ascii string | hex string |ip address}
14. pool pool-name
15. requested-ip-address-check disable
16. commit
DETAILED STEPS
Command or Action Purpose
Step 1 configure
Step 2 dhcp ipv4 Enables DHCP for IPv4 and enters DHCP IPv4
configuration mode.
Example:

RP/0/RSP0O/CPUO:router (config) # dhcp ipvié
RP/0/RSP0O/CPUO: router (config-dhcpvi4) #
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Command or Action

Purpose

Step 3 profile profile-name server Enters the server profile configuration mode.
Example:
RP/0/RSPO/CPUO: router (config-dhcpv4d )# profile
TEST server
RP/0/RSP0/CPUO: router (config-dhcpvéd-server-profile) #
Step 4 bootfile boot-file-name Configures the boot file.
Example:
RP/0/RSPO/CPUO: router (config-dhcpvéd-server-profile) #
bootfile bl
Step 5 broadcast-flag policy unicast-always Configures the broadcast-flag policy to unicast-always.
Example:
RP/0/RSP0/CPUO: router (config-dhcpvéd-server-profile) #
broadcast-flag policy unicast-always
Step 6 class class-name Creates and enters server profile class configuration
submode.
Example:
RP/0/RSP0O/CPUO: router (config-dhcpvéd-server-profile) #
class Class_A
RP/0/RSP0/CPUQ: router (config-dhcpv4-server-profile-class)
Step 7 exit Exits the server profile class submode.
Example:
RP/0/RSP0/CPUQ: router (config-dhcpva-server-profile-class) #
exit
RP/0/RSP0O/CPUO: router (config-dhcpvéd-server-profile) #
Step 8 default-router addressl address2 ... address8 Configures the name of the default-router or the IP address.

Example:

RP/0/RSP0/CPUO: router (config-dhcpvéd-server-profile) #
default-router 10.20.1.2
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Command or Action

Purpose

Step 9 lease {infinite | days minutes seconds } Configures the lease for an IP address assigned from the
0ol.
Example: P
RP/0/RSP0/CPUO: router (config-dhcpvéd-server-profile) #
lease infinite
Step 10 limit lease {per-circuit-id Configures the limit on a lease per-circuit-id, per-interface,
| per-interface| per-remote-id } value or per-remote-id.
Example:
RP/0/RSP0/CPUQ: router (config-dhcpvéd-server-profile) #
limit lease per-circuit-id 23
Step 11 netbios-name server addressl address2 ... address8 Configures the NetBIOS name servers.
Example:
RP/0/RSP0O/CPUQ: router (config-dhcpvid-server-profile) #
netbios-name-server 10.20.3.5
Step 12 netbios-node-type {number |b-node|h-node | m-node| Configures the type of NetBIOS node.
| p-node }
Example:
RP/0/RSP0/CPUO: router (config-dhcpvéd-server-profile) #
netbios-node-type p-node
Step 13 option option-code {ascii string | hex string |ip Configures the DHCP option code.
address}
Example:
RP/0/RSP0O/CPUQ: router (config-dhcpv4d-server-profile) #
option 23 ip 10.20.34.56
Step 14 pool pool-name Configures the Distributed Address Pool Service (DAPS)

Example:

RP/0/RSP0/CPUQ: router (config-dhcpvéd-server-profile) #
pool pooll

pool name.
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Command or Action Purpose
Step 15 requested-ip-address-check disable Validates a requested IP address.
Example:

RP/0/RSP0O/CPUO: router (config-dhcpvd-server-profile) #
requested-ip-address—-check disable

Step 16 commit

Specifying DHCP Lease Limit

The DHCP lease limit feature allows you to limit the number of DHCP bindings on an interface. A binding
represents the mapping between the MAC address of the client and the IP address allocated to it. The lease
limit can be specified for each Circuit-ID, or Remote-ID, or interface.

The lease limit can be configured through a DHCP proxy profile. When this profile is attached to an interface,
bindings up to the configured limit on that interface are allowed. For example, if a profile with a per-circuit
lease limit of 10 bindings is assigned to four interfaces, then for each unique Circuit-ID, there would be 10
bindings allowed for each interface.

If the lease limit is lowered below the current number of existing bindings, then the existing bindings are
allowed to persist, but no new bindings are allowed to be created until the number of bindings drops below
the new lease limit.

If the lease limit is specified from the AAA server, as part of Change of Authorization (CoA) or Access-Accept
message, then the DHCP lease limit configured through the proxy profile is overridden. In this case, the most
recent session limit, received from the AAA server, is taken as the current lease limit for the particular
Circuit-ID. The lease limit set from the AAA server is cleared when there are no more client bindings associated
with the Circuit-ID for which the lease limit is applied.

To specify the lease limit, see these procedures:
* Specifying the Lease Limit for a Circuit-ID, on page 157
* Specifying the Lease Limit for a Remote-ID, on page 158

* Specifying the Lease Limit for an Interface, on page 160

Specifying the Lease Limit for a Circuit-1D

SUMMARY STEPS

Perform this task to specify the lease limit for each Circuit-1D.

configure

dhcp ipv4

profile profile-name proxy

limit lease per-circuit-id value
Use the commit or end command.

apwN-=
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Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUO:router# configure

Enters global configuration mode.

Step 2

dhcp ipv4

Example:
RP/0/RSP0O/CPUO:router (config)# dhcp ipv4

Enters the IPv4 DHCP configuration mode.

Step 3

profile profile-name proxy

Example:

RP/0/RSP0O/CPUO:router (config-dhcpv4d) # profile
profilel proxy

Creates a DHCP profile.

Step 4

limit lease per-circuit-id value

Example:

RP/0/RSP0/CPUO: router (config-dhcpv4-proxy-profile) #
limit lease per-circuit-id 1000

Specifies the lease limit for a Circuit-ID that is applied to
an interface.

Step 5

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Specifying the Lease Limit for a Circuit-1D: An example

configure

dhcp ipv4

profile profilel proxy

limit lease per-circuit-id 1000
|

|

end

Specifying the Lease Limit for a Remote-1D

Perform this task to specify the lease limit for each Remote-ID.
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SUMMARY STEPS

1. configure

2. dhcpipva

3. profile profile-name proxy

4. limit lease per-remote-id value

5. Use the commit or end command.
DETAILED STEPS

Specifying the Lease Limit for a Remote-ID .

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 dhcp ipv4 Enters the IPv4 DHCP configuration mode.
Example:
RP/0/RSPO/CPUO: router (config)# dhcp ipvé
Step 3 profile profile-name proxy Creates a DHCP profile.
Example:
RP/0/RSPO/CPUO: router (config-dhcpv4d) # profile
profilel proxy
Step 4 limit lease per-remote-id value Specifies the lease limit for a Remote-ID that is applied to
an interface.
Example:
RP/0/RSPO/CPUO: router (config-dhcpvid-proxy-profile) #
limit lease per-remote-id 1340
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Specifying the Lease Limit for a Remote-ID: An example

configure

dhcp ipv4

profile profilel proxy

limit lease per-remote-id 1340
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end

Specifying the Lease Limit for an Interface

Perform this task to specify the lease limit for each interface.

SUMMARY STEPS
1. configure
2. dhcpipva
3. profile profile-name proxy
4. limit lease per-interface value
5. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSP0O/CPUO:router# configure

Step 2 dhcep ipv4 Enters the IPv4 DHCP configuration mode.

Example:
RP/0/RSPO/CPUO:router (config)# dhcp ipvé

Step 3 profile profile-name proxy Creates a DHCP profile.

Example:

RP/0/RSPO/CPUO: router (config-dhcpv4d) # profile
profilel proxy

Step 4 limit lease per-interface value Specifies the lease limit for each interface.

Example:

RP/0/RSP0/CPUO: router (config-dhcpvd-proxy-profile) #
limit lease per-interface 2400

Step 5 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Specifying the Lease Limit for an Interface: An example

configure

dhcp ipv4

profile profilel proxy

limit lease per-interface 2400
|

|

end

Understanding DHCP Option-82

DHCP Option 82 allows the DHCP server to generate [P addresses based on the location of the client device.
This option defines these sub-options:

+ Agent Circuit ID Sub-option—This sub-option is inserted by DSLAM and identifies the subscriber line
in the DSLAM.

» Agent Remote ID Sub-option—This sub-option is inserted by DSLAM or BNG in an 12-connected
topology. It is the client MAC address, but can be overridden. With the DHCP proxy or relay, the client
MAC address is lost by the time the packet gets to the DHCP server. This is a mechanism that preserves
the client MAC when the packet gets to the server.

* VPN identifier sub-option—This sub-option is used by the relay agent to communicate the VPN for
every DHCP request that is sent to the DHCP server, and it is also used to forward any DHCP reply that
the DHCP server sends back to the relay agent.

* Subnet Selection Sub-option—This sub-option allows the separation of the subnet from the IP address
and is used to communicate with the relay agent. In a DHCP processing, the gateway address specifies
both the subnet on which a DHCP client resides, and the IP address that the server uses to communicate
with the relay agent.

* Server Identifier Override Sub-option—This sub-option value is copied in the reply packet from the
DHCEP server, instead of the normal server ID address. This sub-option contains the incoming interface
IP address, which is the IP address on the relay agent that is accessible from the client. Using this
information, the DHCP client sends all renew and release packets to the relay agent, which in turn adds
all of the VPN sub-options and forwards the renew and release packets to the original DHCP server.

)

Note The VPN Identifier, Subnet Selection, and Server Identifier Override sub-options are used by DHCP relay/proxy
for supporting MPLS VPNs.

Option 82 Relay Information Encapsulation

When two relay agents are relaying messages between the DHCP client and DHCP server, the second relay
agent (closer to the server), by default, replaces the first option 82 information with its own option 82. The
remote ID and circuit ID information from the first relay agent is lost. In some deployment scenarios, it is
necessary to maintain the initial option 82 from the first relay agent, in addition to the option 82 from the
second relay agent.

The DHCP option 82 relay information encapsulation feature allows the second relay agent to encapsulate
option 82 information in a received message from the first relay agent, if it is also configured to add its own
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option 82 information. This configuration allows the DHCP server to use option 82 information from both
the relay agents.

Configuring DHCPv4 Class of Service (CoS)

BNG supports manual reset of Class of Service (CoS) value of DHCPv4 control packets sent on subscriber
interfaces. By default, the outer and inner CoS values are set to 6. This feature allows to set or modify these
CoS values sent by BNG.

The inner and outer Class of Service (CoS) values can be configured for DHCPv4 control packets. For broadcast
packets, both the inner-cos and outer-coscommands can be used to configure CoS values. For unicast packets,
the inner-cos command cannot be directly used. The outer CoS value configured using the outer-cos command
is also set as the inner CoS value.

To reset the CoS values, use the dhcp ipv4 [inner-cos | outer-cos] value command.

For more information about configuring the CoS values, see the BNG DHCP Commands chapter in the Cisco
ASR 9000 Series Aggregation Services Router Broadband Network Gateway Command Reference.

Send Rich DHCP Options from RADIUS to DHCP Server

Rich DHCP options are options derived from the RADIUS and some of these options enable customisation
of benefits or services available to subscribers on a per-subscriber basis.

Rich DHCP option enhances the DHCPv4 server profile whereby BNG provides subscriber-based DHCP
options to the client through DHCP messages. These options are retrieved by BNG as Cisco attribute-value
pairs (AVPs) from the AAA server. Cisco AVP, dhcpv4-option, is used to send various DHCPv4 option
types from the AAA server to the DHCP server.

Note

Rich DHCP options are supported only on DHCP server profile.

Each AVP carries a generic DHCPv4 option. If DHCP server profile is configured on BNG, the
per-subscriber-based DHCP options get preference over the generic DHCP options.

The following figure illustrates that when multiple clients send DHCP requests to the DHCP server, unique
and subscriber-based Rich DHCP Options are sent from the AAA server to the DHCP server.
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Figure 16: Flow of Rich Options From AAA Server to DHCP Server
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The following figure illustrates that when multiple clients send DHCP requests to the DHCP proxy, unique
and subscriber-based Rich DHCP Options are sent from the AAA server to the DHCP proxy. DHCP proxy
sends the options to the DHCP server.

Figure 17: Flow of Rich Options From AAA Server to DHCP Proxy
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Note

The numbers mentioned in parenthesis represent Option IDs.

* DHCPv4 options

» < Relay Agent Information (82)
* Client Id (61)
* Address Request (50)

* DHCPv6 options
* Subscriber-ID (38)

* Interface-ID (18)

Use Cases for Rich DHCP Option on RADIUS VSA

This table lists some of the use cases and expected behavior of rich DHCP option on RADIUS VSA.

Use Case Description

Expected Behavior

Create a basic BNG IPoE session without including
Cisco AVP (DHCP options) in Access-Accept
message while authorizing the subscriber.

BNG creates the IPoE session successfully and
verifies that it includes DHCP options which are
configured under the DHCP server profile.

Create a basic BNG IPoE session by processing Cisco
AVP (DHCP options) in Access-Accept message
while authorizing the subscriber.

BNG creates the IPoE session successfully by parsing
the Cisco-AVP values and by fetching the DHCP
options from each Cisco-AVP. BNG also includes the
successfully parsed or identified DHCP option values
in the DHCP Offer or DHCP Ack messages toward
the end-user.

Renew BNG IPoE session by processing DHCP
Request message.

BNG successfully renews the IPoE session by
including the DHCP options (previously received
from the AAA server) along with appropriate lease
time, in the DHCP Ack message.

Generate an information request for BNG IPoE
session by processing the DHCP Inform message.

BNG replies with Ack message for the IPoE session,
by including previously received DHCP options from
the AAA server.

This table lists some of the error conditional use cases

and the expected behavior.

Use Case Description

Expected Behavior

An invalid Cisco-AVP present in the Access-Accept
message while authorizing the subscriber

BNG drops the session and the session does not come
up.

. Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x



| Establishing Subscriber Sessions

\}

Configure Rich DHCP Option on RADIUS VSA .

Use Case Description Expected Behavior

An invalid DHCP option present in Cisco-AVP of the | BNG drops the session and the session does not come
received Access-Accept message while authorizing | up.
the subscriber

Access-Accept message with maximum number of | BNG sets maximum supported Cisco-AVP attributes
Cisco-AVPs for DHCP options for carrying DHCP options and ignores the attributes
exceeding this limit.

Fragmented Access-Accept message BNG handles fragmented Access-Accept messages,
waits for re-assembling the packet and processes the

Access-Accept message is fragmented at source or . .
( P & & e reassembled packet as per the functionality.

intermediate router because of MTU issues. This is
because of more number of of Cisco-AVPs.)

Note

Through the aaa dhcp-option for ce-insert command you can send DHCP options while replying to the DHCP
client, regardless of the request from the DHCP host.

Configure Rich DHCP Option on RADIUS VSA

To enable rich DHCP option on RADIUS VSA, use aaa dhcp-option for ce-insert command in dhepv4 server
profile configuration mode. When it is configured, BNG mandatorily inserts the DHCP option while replying
to the DHCP client, regardless of whether DHCP host requested it in the DHCP-request packet or not.

Configuration Example: DHCPv4 Server

Router#configure

Router (config) #dhcp ipv4

Router (config-dhcpv4) #profile DHCPV4_EXAMPLE PROFILE server
Router (config-dhcpv4-server-profile) #aaa dhcp-option force-insert

RADIUS Interface to Support Rich DHCP Option on RADIUS VSA
The existing vendor-specific attribute (VSA) of type 26 is used to process Cisco AVPs with DHCP options.
The usage format of the dhcpv4-option AVP is:
Cisco-avpair = "dhcpvé4-option = DHCP-option-type, DHCP-option-length,
DHCP-option-data-format, DHCP-option-data"
where,

» DHCP-option-type is the type of DHCP option, in decimal.

» DHCP-option-length is the length of DHCP option, in decimal.

» DHCP-option-data-format is the format in which DHCP option is encoded, in decimal. The format is 1
for IP address, 2 for ASCII and 3 for hexadecimal.

» DHCP-option-data is the DHCP option as specified by the data format.
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For example,

Cisco-avpair = "dhcpvé4-option=1, 4, 3, ffff£ff00"

If you want to include sub-options, then the full sub-option encoding (including type, length, format and data
of sub-option) must be done in the AVP DHCP option data. Options having sub-option must be configured
only in hexadecimal format.

Verification

You can use show subscriber session command to get details of the BNG subscriber session:

Router#show subscriber session all detail internal
Mon Feb 15 23:00:59.833 IST

Interface: GigabitEthernet0/1/0/0.100.1ipl

Circuit ID: Unknown

Remote ID: Unknown

1: service-type len= 4 wvalue= Outbound

2: ipvé4-mtu len= 4 value= 806 (326)

3: dhcpvéd-option len= 12 wvalue= 1,4,3,ffff£f£00

4: dhcpvd-option len= 20 wvalue= 3,8,3,0a0a0a0a0b0b0ble

5: dhcpvéd-option len= 13 wvalue= 44,4,3,0c0c0cOc

6: dhcpv4-option len= 29 wvalue= 4,12,3,010203040a0a0a0a0b0b0ble

Related Topics
* Send Rich DHCP Options from RADIUS to DHCP Server, on page 162

Associated Commands

aaa dhcp-option force-insert

DHCP Option 60 Filtering

DHCP option 60 filtering in BNG provides support to either block or allow subscribers based on the DHCPv4
option 60 (Vendor-Id or Class-1d) field. This feature provides administrator the flexibility to drop illegal
clients (with Vendor-Id in the blocked list) at an early stage of DHCP session handling.

A list of allowed or blocked clients is created using specific configuration in DHCP. Every incoming DHCP
packet is filtered based on the prevailing configuration. The feature kicks in only for DISCOVER packets
that have option 60 field available. The DISCOVER packet from a blocked client is not treated as a
first-sign-of-life (FSOL).

To enable DHCP option 60 filtering, use match option 60 command in dhcpv4 profile (server or proxy or
base/dynamic profile) configuration mode. We can specify either an allow or drop action. In the case of
dynamic mode, the preference is given to the base profile filter list over proxy or server mode filter list, if
available.

You can also configure a global filter in case any Vendor-Id specific option 60 filter is not configured. This
default action is applied only for the packets where a Vendor-Id option 60 field is available, but without a
matching option 60 filter.
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Configuration Example

For server and proxy profile:

RP/0/RSP0O/CPUOQ
RP/0/RSPO/CPUO
RP/0/RSP0O/CPUO
RP/0/RSPO/CPUOQ

:router#configure
:router (config) #dhcp ipv4

For base or dynamic profile:

Configure DHCP Option 60 Filtering .

:router (config-dhcpv4) #profile DHCPV4_SAMPLE PROFILE server
:router (config-dhcpvé-server-profile) #match option 60 hex FFFF action allow

RP/0/RSP0/CPUO: router (config-dhcpv4) #profile DHCPV4_SAMPLE BASE_PROFILE base
RP/0/RSPO/CPUO:router (config-dhcpvid-base-profile) #match option 60 FFFF action allow

To define a default behavior for any profile:

RP/0/RSPO/CPUO:router (config-dhcpv4) #profile DHCPV4_SAMPLE PROFILE server
RP/0/RSP0/CPUO:router (config-dhcpvd-server-profile) #match option 60 default action allow

Use Cases of DHCP Option 60 Filtering

This table lists some of the use cases and expected behavior of DHCP Option 60 filtering.

Use Case Description

Expected Behavior

Configure blocked list of Vendor-Id values in server
or proxy profile and bring up BNG IPoE session.

match option 60 hex <hex-string> action drop
match option 60 default action allow

BNG allows all DISCOVER packets by default except
the ones that are explicitly configured to be dropped.
Session comes up for all, except for blocked list of
clients.

Configure allowed list of Vendor-Id values in server
or proxy profile and bring up BNG IPoE session.

match option 60 hex <hex-string> action allow|
match option 60 default action drop

BNG drops all DISCOVER packets by default except
the ones that are explicitly configured to be allowed.
Session comes up for allowed list of clients.

Configure blocked list of Vendor-Id values in base or
dynamic profile and bring up BNG IPoE session.

match option 60 hex <hex-string> action drop
match option 60 default action allow

BNG allows all DISCOVER packets by default except
the ones that are explicitly configured to be dropped.
Session comes up for all, except for blocked list of
clients.

Configure allowed list of Vendor-Id values in base or
dynamic profile and bring up BNG IPoE session.

match option 60 hex <hex-string> action allow|
match option 60 default action drop

BNG drops all DISCOVER packets by default except
the ones that are explicitly configured to be allowed.
Session comes up for allowed list of clients.
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Use Case Description Expected Behavior
Block all DISCOVER packets by default. BNG drops all DISCOVER packets provided Option
60 field is available. If not, the DISCOVER packets
match option 60 default action drop are always allowed.
Allow all DISCOVER packets by default. BNG allows all DISCOVER packets. The same
behavior is observed when this feature is not
match option 60 default action allow configured
Verification

Use this command to see the DHCP option 60 drop count.

RP/0/RSP0O/CPUO:router#show dhcp ipv4 server/proxy statistics raw include-zeroes all | inc
packet_option_60_drop

Use this command to see the table of received, transmitted and dropped packets mapped with the DHCP option
60 drop count.

RP/0/RSP0/CPUO: router#show dhcp vrf default ipv4 server/proxy statistics

DHCP RADIUS Proxy

BNG supports DHCP IPv4 RADIUS proxy for RADIUS-based authorization of DHCP leases. This is a
RADIUS-based address assignment mechanism in which a DHCP server authorizes remote clients and allocates
IP addresses, based on replies from a RADIUS server. For DHCP RADIUS proxy to work, you must configure
the DHCPv4 server profile on the BNG interface.

These are the steps involved in the address assignment mechanism:

* The DHCP server sends DHCP client information to the RADIUS server.

» The RADIUS server returns all required information, primarily IPV4 address and subnet mask, to the
DHCEP server, in the form of RADIUS attributes.

» The DHCP server translates the RADIUS attributes into DHCP options and sends this information back
in a DHCP OFFER message to the DHCP client.

» The DHCP binding is synchronized after the RADIUS server authorizes the client session.
If DHCPv4 IETF attributes: Framed-I P-Address and Framed-I P-Netmask are received from the RADIUS
server, then they are preferred and used instead of allocating the IP address from the local pool.

Example:

Framed-IP-Address
Framed-IP-Netmask

10.10.10.81,
255.255.255.0,

If Cisco attribute: VRF-ID is received from the RADIUS server and configured on BNG, then it is used and
preferred over local configuration.

Example:

Cisco-avpair = "vrf-id=RED"
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If Cisco attributes: ipv6:addrv6 and delegated-prefix are received from the RADIUS server, then they are
preferred and used instead of allocating the IP address from the local pool.

Example:

Cisco-avpair
Cisco-avpair

"ipv6:addrv6=2000:4:4::1",
"delegated-prefix=3405:100:1015:2::/64"

Apart from these attributes, if the RADIUS server sends the dhcp-class attribute to the DHCP server, then
that attribute value is used to decide other configuration parameters in the reply that is to be sent to the DHCP
client. For example, if the DHCPv4 server profile has both Class A and Class B in it, and if RADIUS server
sends a reply to the DHCP server with the class name as 'B', then instead of Class A, Class B is used to send
the options back to the DHCP client.

Additional RADIUS server attributes are allowed, but not mandatory. The DHCP server ignores additional
attributes that it does not recognize. If a RADIUS server user profile contains a required attribute that is empty,
the DHCP server does not generate the DHCP options.

Subscriber Session-Restart

\)

BNG supports IPoE subscriber session-restart, where the DHCP binding for a subscriber session is retained
even after the session is deleted. The DHCP client still holds the initial IP address issued by BNG. Later,
when the client sends data packets or a DHCP renew request, the session is re-created in BNG. This behavior
applies to DHCPv4 sessions on RP or LC.

At the time of session deletion, the DHCP binding moves from the BOUND to the DISCONNECT state. The
subscriber label is reset to 0x0 when the binding moves to the DISCONNECT state. Later, when the session
is re-created, the binding state then moves back from the DISCONNECT to the BOUND. This re-created
session has a new subscriber label and a new subscriber interface.

The binding stays in the DISCONNECT state, only till the lease time. If a data packet or renew request does
not come before the lease time expires, then the session is cleared.

Session-restart behavior is applicable to session deletions triggered by idle timeout, or by an account-logoff
procedure, where the trigger for deletion is any action other than the DHCP release from the client.

Session-restart is not applicable to session deletions done by the execution of the clear subscriber session
all command. The DHCP bindings are removed in such cases.

For session deletion triggered by the DHCP client, both the session and the DHCP binding are deleted.

Note

For session-restart to work, you must configure dual initiators (initiator dhcp and initiator unclassified-sour ce)
under the access-interface.

DHCP Session MAC Throttle

The ASRIK router supports the DHCP session MAC throttle feature. This feature limits the number of DHCP
client requests reaching the ASRIK, based on the MAC address of the DHCP clients. This feature is supported
for the DHCPv4 proxy, the DHCPv4 server, and the DHCPV6 proxy. The feature prevents a DHCP client
from sending multiple DISCOVER packets to the ASRIK router, within short periods of time. This, in turn,
prevents that client from impacting the session establishment of other DHCP clients.
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Note

From Release 6.2.2 onwards, 200K sessions are supported on a proxy or server running DHCPvo6.

A unique throttle entry is created in the system for each unique MAC address received on any interface where
the profile is attached.

To configure the DHCP session MAC throttle feature, use the sessonsmac throttle command in the respective
DHCP profile configuration mode.

Configuring DHCP Session MAC Throttle: Example

dhcp ipv4

profile pl server
sessions mac throttle 300 60 40
|

interface GigabitEthernet0/0/0/0 server profile pl
|

Allow-move for Simple IP Sessions

Allow-move feature supports roaming of simple IP subscribers associated with an access-interface in BNG.
If a new first sign of life (FSOL) for an existing IPoE subscriber comes on a different access-interface or on
a different VLAN (in the case of ambiguous VLAN) in BNG, then this new FSOL is processed and a new
subscriber session is created. The old session is deleted after creating the new session. Allow-move is supported
for L2 subscriber sessions and IPv4 sessions only.

To enable allow-move, you must configure allow-move for that particular access-interface.

Only simple roaming is supported; mobile roaming is not supported. Compared to wire-line BNG, a number
of'additional FSOL events such as DHCP discover, DHCP renew request and IPv4 data packets are supported
in the case of roaming subscribers.

This table summarizes the BNG system behavior when a simple IP subscriber roams and re-connects:

FSOL Expected behavior (for DHCP Expected behavior ( for Packet
session initiator) session initiator)

DHCP DISCOVER Old session is deleted. Subsequent | New Session is created on the new
DHCP discover message creates a | access-interface and old session is
new session on the new deleted. DHCP binding is added
access-interface. IP address and ACK is sent for the next DHCP

retention is not guaranteed for the |renew request.
new session.

DHCP RENEW NACK is sent for the DHCP renew | NACK is sent for the DHCP renew
request. Subsequent DHCP request. Subsequent DHCP
discover message creates a new discover message creates a new
session. session.
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Note * When a DHCP discover comes on a new access-interface or on the same access-interface, it is assumed
that the client is requesting for a new address or that client is rebooted. IP address retention is not
guaranteed in this scenario.

* If the access-interface is configured only with DHCP initiator, then only DHCP discover message brings
up the new session. This is because NACK is sent for the DHCP renew request on a new interface.

Restrictions for Simple IP Allow-move
The allow-move feature for simple IP subscribers are subjected to these restrictions:
* Not supported for IPv6 Sessions
* Not supported for routed subscribers
» Walk-by lite sessions are not supported as part of simple IP roaming
* Not supported for PPPoE sessions
» ARP DNAV4 is not supported as a trigger for simple IP roaming
* Movement of sessions between nodes is not supported

* Not supported with subscriber redundancy group (SRG)

DHCP Duplicate MAC Session

Duplicate MAC Session is an enhancement in DHCP where BNG supports IPoE subscribers with the same
MAC address, but with different VLANS or interfaces.

To enable DHCP duplicate MAC session feature, use the duplicate-mac-allowed command in the DHCP
[Pv4 configuration mode.

This feature is not supported with subscriber redundancy group (SRG).

DHCP Duplicate MAC Session With Exclude VLAN Option

From Cisco IOS XR Software Release 6.1.2 onwards, DHCP duplicate MAC session feature is enhanced with
an option to exclude inner and outer VLANS from the client key. Only MAC and interface are used to form
the client key. The exclude-vlan option is added to the duplicate-mac-allowed command to exclude the
VLANES.
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Use Case Description

Expected Behavior

« Configure duplicate-mac-allowed exclude-vlan
command in BNG with access-interface having
ambiguous configuration.

* Configure allow-move in the profile.

* Create two BNG IPoE sessions for a CPE (Voice
and Video).

* Change the DSLAM port for the CPE.

* DSLAM port adds SVLAN, CPE adds CVLAN
. The change in DSLAM port is equivalent to
change in VLAN, but with same interface.

The movement of a session terminates the previous
session and bring up the new one. So the initial two
sessions (the ones before the movement) go down and
the new sessions come up. Although seamless
movement is not guaranteed, after the movement, the
subscriber need not wait for the lease expiry of the
session before movement.

Behavior of duplicate-mac-allowed and allow-move Commands Configuration

The duplicate-mac-allowed command allows to determine the key selection for clients. This key selection for
client determines how the allow-move configuration takes effect. The key includes MAC, interface and
VLANSs. The VLANSs are excluded from the key if exclude-vlan option is configured.

The actions corresponding to the BOOTREQUEST packets for duplicate-mac-allowed and allow-move

commands combinations are listed in the table below.

Interface or VLAN Change | duplicate-mac-allowed |Behavior When Behavior When
for Subscriber Movement | Command Configured allow-move Command is | allow-move Command is
(Yes or No) Not Configured Configured
Interface change No Drops BOOTREQUEST | DISCOVER: Deletes
session (sends release for
or
proxy mode)
Same interface, but REQUEST: NAK (sends
VLAN change
release for proxy mode
with new parameters,
Deletes session
DECLINE: Deletes
session
RELEASE: Deletes
session
INFORM: DROP
Interface change Yes (without Treats BOOTREQUEST | No effect.
or exclude-option) as new session Treats BOOTREQUEST
Same interface, but as hew session
VLAN change
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Interface or VLAN Change | duplicate-mac-allowed |Behavior When Behavior When
for Subscriber Movement | Command Configured allow-move Command is | allow-move Command is
(Yes or No) Not Configured Configured
Interface change Yes (with exclude-option) | Treats BOOTREQUEST | No effect.
as hew session Treats BOOTREQUEST
as new session
Same interface, but Yes (with exclude-option) | Drops BOOTREQUEST | DISCOVER: Deletes
VLAN change session (sends release for

proxy mode)

REQUEST: NAK (sends
release for proxy mode
with new parameters,
Deletes session

DECLINE: Deletes
session

RELEASE: Deletes
session

INFORM: DROP

Configure DHCP Duplicate MAC Session

Configuration Example

RP/0/RSPO/CPUQ:router#configure

RP/0/RSP0O/CPUO:router (config) #dhcp ipv4

RP/0/RSPO/CPUO:router (config-dhcpv4d) #interface bundle-Ether 1.1 proxy profile pl
RP/0/RSPO/CPUO:router (config-dhcpv4) #duplicate-mac-allowed exclude-vlan

Running Configuration

dhcp ipv4
profile pl proxy
helper-address vrf default 1.1.1.1 giaddr 0.0.0.0
!
interface Bundle-Etherl.l proxy profile PROXY
duplicate-mac-allowed exclude-vlan

Verification

RP/0/RSP0O/CPUO:router#show dhcp ipv4 proxy binding detail
Wed Feb 24 14:32:14.476 IST

MAC Address: XXXX.YYY0.0002Z
VRF: default

Server VRF: default

IP Address: 198.51.100.101
Giaddr from client: 0.0.0.0

Giaddr to server: 192.0.2.1
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Server IP Address to client: 198.51.100.151

Server IP Address:
ReceivedCircuit ID:
InsertedCircuit ID:
ReceivedRemote ID:
InsertedRemote ID:
ReceivedVSISO:

InsertedVSISO:

Auth. on received relay info:

ParamRequestOption:
SavedOptions:
Profile:

State:

Lease:

Lease remaining:
Client ID:

Access Interface:
Access VRF:

VLAN Id:

Subscriber Label:
Subscriber Interface:
Srg State:

Event History:
Session Start:
PACKET_DISCOVER
DPM_SUCCESS
PACKET_OFFER
PACKET_REQUEST
PACKET_ACK
LEASE_DPM SUCCESS
MAC Address:

VREF':

Server VRF:

IP Address:

Giaddr from client:
Giaddr to server:

Server IP Address to client:

Server IP Address:
ReceivedCircuit ID:
InsertedCircuit ID:
ReceivedRemote ID:
InsertedRemote ID:
ReceivedVSISO:

InsertedVSISO:

Auth. on received relay info:

ParamRequestOption:
SavedOptions:
Profile:

State:

Lease:

Lease remaining:
Client ID:

Access Interface:
Access VRF:

VLAN Id:

Subscriber Label:
Subscriber Interface:
Srg State:

Event History:
Session Start:
PACKET_DISCOVER
DPM_SUCCESS
PACKET_OFFER
PACKET_REQUEST

203.0.113.1

FALSE

TEST

BOUND

1000 secs (00:16:40)
991 secs (00:16:31)

0xXX-0xXX-0xYY-0xY0-0x00-0x02Z

Bundle-Etherl.1l
default

102

0x42
Bundle-Etherl.1.ip3
NONE

Feb 24 14:32:01.925
0.001s
0.094s
1.020s
2.058s
3.059s
3.544s
XXXX.YYY0.0002Z
default
default
198.51.100.102
0.0.0.0
192.0.2.1
198.51.100.151
203.0.113.1

FALSE

TEST

BOUND

1000 secs (00:16:40)
991 secs (00:16:31)

0xXX-0xXX-0xYY-0xY0-0x00-0x02Z

Bundle-Etherl.2
default

101

0x42
Bundle-Etherl.2.ipl
NONE

Feb 24 14:32:00.925
0.001s
0.094s
1.020s
2.058s
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PACKET_ACK
LEASE_DPM SUCCESS
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3.059s
3.544s

RP/0/RSPO/CPUQO:router# show subscriber session all detail internal
Wed Feb 24 14:39:20.084 IST

Interface:
Circuit ID:
Remote ID:
Type:
IPv4
IPv4

State:
Address:

IPv4 Up helpers:
IPv4 Up requestors:
Mac Address:
Account-Session Id:
Nas-Port:

User name:
Formatted User name:
Client User name:
Outer VLAN ID:
Subscriber Label:
Created:

State:
Authentication:
Authorization:
Ifhandle:

Session History ID:
Access-interface:
SRG Flags:

Policy Executed:

event Session-Start match-first
class type control subscriber CLASS SUB PROT DHCP do-all
1 activate dynamic-template DYN TEMPL IPSUB

Bundle-Etherl.1l.ip3
Unknown

Unknown

IP: DHCP-trigger

Up, Wed Feb 24 14:32:05 2016
198.51.100.101, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
XXXX.YYY0.0002Z

00000003

Unknown

unknown

unknown

unknown

102

0x00000042

Wed Feb 24 14:32:01 2016
Activated
unauthenticated
unauthorized

0x00000£80

1

Bundle-Etherl.1l
0x00000000

[at Wed Feb 24 14:32:01 2016]
[Succeeded]

[cerr: Success] [aaa: Success]

Session Accounting: disabled

Last COA request received:

unavailable

User Profile received from AAA: None

Services:
Name
Service-ID 0x4000007
Type Template
Status Applied

[Event History]
Feb 24 14:32
Feb 24 14:32
Feb 24 14:32

Interface:
Circuit ID:
Remote ID:
Type:
IPv4
IPv4

State:

Address:

IPv4 Up helpers:
IPv4 Up requestors:
Mac Address:
Account-Session Id:
Nas-Port:

User name:

Formatted User name:

DYN TEMPL IPSUB

:01.856 IPv4 Start
:05.312 SUBDB produce done
:05.440 IPv4 Up

Bundle-Etherl.2.ipl
Unknown

Unknown

IP: DHCP-trigger

Up, Wed Feb 24 14:32:05 2016
198.51.100.102, VRF: default
0x00000040 {IPSUB}
0x00000040 {IPSUB}
XXXX.YYY0.0002Z

00000003

Unknown

unknown

unknown
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Client User name: unknown

Outer VLAN ID: 101

Subscriber Label: 0x00000042
Created: Wed Feb 24 14:32:01 2016
State: Activated
Authentication: unauthenticated
Authorization: unauthorized
Ifhandle: 0x00000£80
Session History ID: 1
Access-interface: Bundle-Etherl.1l
SRG Flags: 0x00000000

Policy Executed:

event Session-Start match-first [at Wed Feb 24 14:32:01 2016]
class type control subscriber CLASS SUB PROT_DHCP do-all [Succeeded]
1 activate dynamic-template DYN TEMPL IPSUB [cerr: Success][aaa: Success]
Session Accounting: disabled
Last COA request received: unavailable
User Profile received from AAA: None

Services:
Name : DYN_TEMPL IPSUB
Service-ID : 0x4000007
Type : Template
Status : Applied

[Event Historyl
Feb 24 14:32:01.856 IPv4 Start
Feb 24 14:32:05.312 SUBDB produce done
Feb 24 14:32:05.440 IPv4 Up

DHCPv6 Overview

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) enables DHCP servers to pass configuration
parameters, such as IPv6 network addresses, to IPv6 nodes. It enables automatic allocation of reusable network
addresses to the requesting clients, using the stateful address-configuration. Along with address and prefix
allocation, DHCPv6 also offers additional configuration flexibility by assigning other configuration parameters
such as DNS address, DNS domain name, AFTR address to IPv6 nodes in a network.

The basic DHCPv6 client-server concept is similar to using DHCP for IPv4 (DHCPv4). If a client wishes to
receive configuration parameters, it sends out a request on the attached local network to detect the available
DHCPv6 servers. Although DHCPv6 assigns IPv6 addresses or prefixes, name servers, and other configuration
information very similar to that of DHCP for IPv4, these are certain key differences between DHCPv4 and
DHCPv6. For example, unlike DHCPv4, address allocation in DHCPv6 is handled using a message option,
DHCPv6 clients can request multiple addresses and prefixes in a single request, and DHCPv6 can request
different lease times for the addresses and prefixes. These significant advantages of DHCPv6 make it a
preferred protocol for address assignment.

IPv6 hosts use Stateless Address Auto-Configuration (SLAAC), a model in which the hosts generate their
own addresses using a combination of local and router-advertised information.

The DHCPv6 has been standardized by the IETF through RFC 3315. This DHCPv6 protocol is a stateful
counterpart to IPv6 Stateless Address Auto-Configuration (RFC 4862), and can be used separately, or
concurrently with SLAAC, to obtain configuration parameters.
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DHCPv6 Server and DHCPv6 Proxy .

Note

Prior to configuring DHCPv6, IPv6 must be enabled on the interface on which DHCPV6 is servicing and
enable Neighbor Discovery (ND).

For more information about Neighbor Discovery (ND), refer to the "Implementing Network Stack IPv4 and
IPv6" section in the Cisco IOSXR IP Addresses and Services Configuration Guide.

Restrictions

* DHCPv6 Proxy supports to a maximum of eight external DHCPv6 servers per proxy profile.
* Bulk lease query is not supported.

* DHCPv6 server is supported only with BNG configuration.

DHCPv6 Server and DHCPv6 Proxy

)

The DHCPv6 server always uses stateful address assignment. On receiving a valid request, the DHCPv6
server assigns IPv6 address or prefix and other configuration attributes such as domain name, domain name
server (DNS) address to requesting clients.

A DHCPv6 Relay or Proxy forwards a DHCPv6 message from a client to a server. A DHCPv6 Relay can use
either stateless or stateful address assignment. The DHCPv6 Stateless Relay agent acts as an intermediary to
deliver DHCPv6 messages between clients and servers. The Relay does not store or keep track of information
such as client addresses or the lease time. The DHCPv6 Relay is also known as a Stateless Relay. On the other
hand, the DHCPv6 Stateful Relay agent, also known as DHCP proxy, not only forwards a DHCPv6 message
from a client to the server, but also keeps track of the client's addresses and lease time. Hence, DHCPv6 Proxy
is also known as Stateful Relay. DHCPv6 supports a standalone proxy.

DHCPv6 Proxy enables inserting remote-ID and interface-ID options. The DHCPv6 Proxy uses the interface-ID
in addition to remote-ID to choose the interface on which to send the response towards client.

DHCPv6 can be enabled on different configuration modes. For more information about configuring DHCPv6
on different configuring modes, see Enabling DHCPv6 for Different Configuration Modes, on page 177. For
more information about setting the DHCPv6 parameters, see Setting Up DHCPv6 Parameters, on page 181.

Note

DHCP relay is not supported for BNG.

Enabling DHCPv6 for Different Configuration Modes

SUMMARY STEPS

Perform this task to enable DHCPv®6 for different configuration modes such as global, server profile, proxy
profile configuration modes, and server profile class and proxy profile class sub-configuration modes.

configure

dhcp ipv6

profile server_profile_name server
class class-name

hPWN =
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dns-server address
domain-name name

prefix-pool pool_name
address-pool pool_name

Use the commit or end command.

© 0N
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10. interface type interface-path-id server profile profile_name

11. profile proxy_profile_ name proxy
12. link-address ipv6_address
13. class class-name

14. helper-address vrf vrf_name ipv6_address

15. Use the commit or end command.

16. interface type interface-path-id proxy profile profile_name

17. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUO:router# configure
Step 2 dhcp ipv6 Configures DHCP for IPv6 and enters the DHCPv6
configuration mode.
Example:
RP/0/RSPO/CPUO:router (config)# dhcp ipvé
Step 3 profile server_profile_name server Creates a DHCPv6 server profile and enters the DHCPv6
server profile sub-configuration mode.
Example:
RP/0/RSP0O/CPUQ:router (config-dhcpvé6) # profile
my-server-profile server
Step 4 class class-name Defines a class in a server profile and enters the server
profile class sub-mode.
Example:
RP/0/RSPO/CPUO: router (config-dhcpve-server-profile) #
class server-green
Step 5 dns-server address Defines a dns-server and the corresponding address in a
server profile.
Example: p
RP/0/RSP0O/CPUQ: router (config-dhcpvé6-server-profile) #
dns-server 1111::1
Step 6 domain-name name Defines a domain name in a server profile.

Example:

RP/0/RSP0/CPUO: router (config-dhcpv6-server-profile) #
domain-name www.xyz.com
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Command or Action Purpose
Step 7 prefix-pool pool_name Configures a prefix pool in a server profile.
Example:

RP/0/RSP0/CPUO: router (config-dhcpv6-server-profile) #
prefix pool pl

Step 8 address-pool pool_name Configures an address pool in a server profile.

Example:

RP/0/RSP0/CPUQ: router (config-dhcpvé-server-profile) #
address pool pl

Step 9 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 10 interface type interface-path-id server profile Associates a DHCPv6 server configuration profile with
profile_name an IPv6 interface.
Example:

RP/0/RSPO/CPUO:router (config-dhcpvo) # interface
Bundle-Etherl.l server profile my-server-profile

Step 11 profile proxy_profile_name proxy Creates a DHCPv6 profile proxy and enters the DHCPv6

Example: proxy sub-configuration mode.

RP/0/RSPO/CPUO:router (config-dhcpvé) # profile
my-proxy-profile proxy

Step 12 link-address ipv6_address Specifies the IPv6 address to be filled in the link-address
field of the Relay Forward message.
Example:
RP/0/RSP0/CPUO:router (config-dhcpv6) # link-address
5:6::78
Step 13 class class-name Defines a class in a proxy profile and enters the proxy
profile class sub-mode.
Example:

RP/0/RSPO/CPUO:router (config-dhcpvé-proxy-profile) #
class proxy-red

Step 14 helper-address vrf vrf_name ipv6_address Configures DHCPv6 address as a helper address to the
Pproxy.

Example:
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Command or Action Purpose
RP/0/RSP0O/CPUO: router (config-dhcpve-proxy-profile) # Note The helper address can be configured only
helper-address vrf my-server-vrf 1:1:1::1 under the proxy proﬁle and proxy proﬁle class
sub-modes.
Step 15 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 16 interface type interface-path-id proxy profile Associates a DHCPv6 proxy configuration profile to an
profile_name IPv6 interface.
Example:

RP/0/RSP0O/CPUO: router (config-dhcpv6) # interface
BundleEtherl100.1 proxy profile my-proxy-profile

Step 17 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Enabling DHCPv6 for Different Configuration Modes: An example

configure

dhcp ipv6

profile my-server-profile server
link-address 5:6::78

class server-green

dns-server 1111::1

domain-name www.cisco.com
prefix-pool POOL_P6 2
address-pool POOL_A6_1

end
[l
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configure

dhcp ipv6

interface GigabitEthernet 0/2/0/0 server profile my-server-profile
profile my-proxy-profile proxy

link-address 5:6::78

class proxy-red

helper-address 5661:11

end

!

configure

dhcp ipv6

interface GigabitEthernet 0/2/0/0 proxy profile my-proxy-profile

end
I

Setting Up DHCPv6 Parameters

Perform this task to set up DHCPv6 parameters such as address pool name, prefix pool name, DNS server,
domain name, lease time, and helper address.

SUMMARY STEPS
1.  configure
2. dhcpipve
3. profile server_profile name server
4. dnsserver ipv6_address
5. domain-name domain_name
6. lease
7. helper-address vrf wvrf_name ipv6_address
8. prefix-pool prefix-pool-name
9. address-pool address-pool-name
10. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSP0O/CPUO:router# configure

Step 2 dhcp ipv6 Configures DHCP for IPv6 and enters the DHCPv6

Example:
RP/0/RSPO/CPUO:router (config)# dhcp ipvé

configuration mode.

Step 3 profile server_profile_name server Configures DHCPv6 server profile and enters the DHCPv6

Example:

RP/0/RSP0O/CPUO:router (config-dhcpvé6) # profile
my-server-profile server

server profile sub-configuration mode.
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Command or Action

Purpose

Step 4 dns-server ipv6_address Configures the DNS server for DHCPv6 server profile.
Example: Note The DNS server name is defined in the class
RP/0/RSPO/CPUO: router (config-dhcpvé-server-profile) # mode. If the same parameters are defined in the

dns-server 1:1:1::1 profile mode too, then the values defined in the
class mode takes precedence.

Step 5 domain-name domain_name Configures the DNS domain name for DHCPv6 server

rofile.
Example: P
RP/0/RSP0/CPUQ: router (config-dhcpvé-server-profile) # Note The DNS server name is defined in the class
domain-name my.domain.name mode. If the same parameters are defined in the
profile mode too, then the values defined in the
class mode takes precedence.
Step 6 lease Configures the lease time for a duration of 1 day, 6 hours,
and 0 minutes.
Example:
RP/0/RSP0/CPUO: router (config-dhcpvé-server-profile) #
lease 1 6 0
Step 7 helper-address vrf vrf_name ipv6_address Configures DHCPv6 address as a helper address to the
TOXY.
Example: proxy
RP/0/RSP0O/CPUO: router (config-dhcpvé-proxy-profile) # Note The helper address can be Conﬁgured Only
helper-address vrf my-server-vrf 1:1:1::1 under the proxy profile and proxy profile class
sub-modes.
Step 8 prefix-pool  prefix-pool-name Configures the prefix pool under the DHCPv6 server
profile class sub-mode.
Example:
RP/0/RSP0O/CPUQ: router (config-dhcpv6-server-profile-class) #
prefix-pool my-server-delegated-prefix-pool
Step 9 address-pool address-pool-name Configures the address pool under the DHCPv6 server
profile class sub-mode.
Example:
RP/0/RSP0/CPUO: router (config-dhcpve-server-profile-class) #
address-pool my-server-address-pool
Step 10 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Setting Up DHCPv6 Parameters: An example

configure

dhcp ipv6

profile my-server-profile server

dns-server 1:1:1::1

domain-name my.domain.name

lease 1 6 0

class classl

prefix-pool my-server-delegated-prefix-pool
address-pool my-server-address-pool

end
[l

PPP Class-based DHCPv6 Mode Selection

PPP Class-based DHCPv6 mode selection is a functionality where BNG provides IPv6 prefix allocation
mechanism for PPPoE subscribers, based on their PPP Class information. BNG does this by selecting the
corresponding DHCPvV6 profile to perform DHCPv6 server or proxy functionality. This feature helps service
providers to change the IPv6 address allocation mechanism only for a specific class of users, rather than
allocating IPv6 address for their whole user base through the DHCPv6 server.

BNG receives the PPP Class information as part of Access-Accept message sent from the AAA server while
authorizing the subscriber or as part of Vendor Class Option (DHCPv6 Option 16) sent from the client. It is
based on this PPP Class information that the BNG selects the corresponding DHCPv6 profile to perform
DHCPv6 Server or Proxy functionality for IPv6 prefix allocation to the end user. The PPP Class information
provided by AAA server is given preference over the one provided by PPP negotiation.

The base profile option in DHCPv6 configuration mode, and PPP Class match sub-options under the base
profile are introduced in order to enable this PPP Class-based DHCPv6 mode selection feature.

Running Configuration

/* Creating base profile */

dhcp ipvé

profile base TEST base
match mode-class BASE-PROXY profile CLASS PROXY proxy
match mode-class BASE-SERVER profile CLASS SERVER server

match-default profile server TEST server
|

/* Attaching base profile to an interface */
interface Bundle-Ether302.2501

base profile base TEST
|

DHCPv6 Features

DHCPvV6 is widely used in LAN environments to dynamically assign host IP addresses from a centralized
server. This dynamic assignment of addresses reduces the overhead of administration of IP addresses. DHCPv6
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also helps conserve the limited IP address space. This is because IP addresses no longer need to be permanently
assigned to hosts; only those hosts that are connected to the network consume IP addresses.

The DHCPv6 features supported in BNG are:

High Availability Support for DHCPv6

High availability support for DHCPv6 includes:

Linecard Online Insertion and Removal

Linecard Online Insertion and Removal (OIR) enables you to replace faulty parts without affecting the system's
operations. When a card is inserted, power is available on the card, and it initializes itself to start being
operational.

Note

DHCPv6 bindings are not affected by Linecard OIR.

Checkpoint and Shadow Database

The checkpoint and shadow database are actively maintained on the RSP and contains a copy of all bindings
from all linecards. The checkpoint database has client or subscriber bindings from the subscribers over
interfaces in its scope. The shadow database on the active RSP updates the standby shadow database.

DHCPv6 Hot Standby

DHCPv6 Hot Standby is a process that is supported only on RSPs. Whenever the active RSP stops responding,
it is instantly replaced by a standby RSP. The standby RSP takes over processing when it becomes active.

DHCPv6 Prefix Delegation

The DHCPv6 prefix delegation is a mechanism of delegating IPv6 prefixes to a client. The prefix delegation
feature can be used to manage link, subnet, and site addressing changes.

An Internet Service Provider (ISP) assigns prefix to a customer for use within the customer's network. Prefix
delegation occurs between a provider edge (PE) device and customer premises equipment (CPE), using the
DHCPv6 prefix delegation option. After the ISP has delegated prefixes to a customer, the customer may
further subnet and assign prefixes to the links in the customer's network.

By default, the prefix delegation feature is always enabled.

IPv6 IPoE Subscriber Support

An IPv6 subscriber transmits IPv6 address that is created using the DHCPv6 protocol. The IPv6 subscribers
run IPv6 on the CPE device and are connected to BNG through a Layer-2 network or through Layer-2
aggregation. The IPv6 subscribers are supported when they are directly connected to the BNG or through a
Layer-2 aggregator.

To enable IPv6 IPoE subscriber support, the DHCPv6 profile needs to be explicitly configured on the subscriber
interface. For more information, see Configuring IPv6 IPoE Subscriber Interface, on page 185.
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FSOL Handling

The DHCPv6 First Sign of Life (FSOL) handling is only supported for IPoE sessions. DHCPv6 handles
SOLICIT packet from client as FSOL packet for IPoE session validation and creation. The IPoE session gets
created, as long as the configuration exists and the subscriber information is validated successfully.

Configuring IPv6 IPoE Subscriber Interface

SUMMARY STEPS

Perform this task to configure IPoE subscriber interface.

©ENDORWN
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configure

pool vrf name ipv6 pool_name

address-range first_ipv6_address last_ipv6_address

pool vrf name ipv6 pool_name

prefix-length length

prefix-range first_ipv6_address last_ipv6 _address

Use the commit or end command.

dhcp ipv6

interface type interface-path-id server profile profile name
profile server_profile_ name server

prefix-pool pool_name

address-pool pool_name

Use the commit or end command.

dhcp ipv6

interface type interface-path-id proxy profile profile_name
profile server_profile name proxy

helper-address vrf vrf_name ipv6_address

Use the commit or end command.
dynamic-template type ipsubscriber dynamic_template name
ipv6 enable

dhcpv6 address-pool pool_name

dhcpv6 delegated-prefix-pool pool_name

Use the commit or end command.

class-map type control subscriber match-all class-map_name
match protocol dhcpv6

end-class-map

policy-map type control subscriber class-map _name

event session-start match-first

classtype control subscriber class name do-all
sequence_number activate dynamic-template dynamic-template name
end-policy-map

Use the commit or end command.

interface type interface-path-id

ipv4 address ipv4_address

ipv6 address ipv6_address
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36. ipv6 enable
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37. service-policy type control subscriber name

38. ipsubscriber ipv6 12-connected
39. initiator dhcp
40. Use the commit or end command.

DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

RP/0/RSPO/CPUQO:router# configure

Enters global configuration mode.

Step 2

pool vrf name ipv6 pool_name

Example:

RP/0/RSP0O/CPUO:router (config) # pool vrf default
ipv6 pooll

Configures the distributed address pool service.

Step 3

address-range first_ipv6_address last_ipv6_address

Example:

RP/0/RSP0O/CPUO:router (config-pool-ipv6) #
address-range 2201:abcd:1234:2400:£800::1
2201:abcd:1234:2400:£800:: £££

Configures the address-range.

Step 4

pool vrf name ipv6 pool_name

Example:

RP/0/RSPO/CPUO:router (config) # pool vrf default
ipv6 pool2

Configures the distributed address pool service.

Step 5

prefix-length length

Example:

RP/0/RSP0O/CPUO: router (config-pool-ipv6) #
prefix-length 92

Specifies the prefix-length to be used.

Step 6

prefix-range first_ipv6_address last_ipv6 _address

Example:

RP/0/RSP0O/CPUO:router (config-pool-ipv6) #
prefix-range 3301:1ab7:2345:1200:£800::
3301:1ab7:2345:1200:£800:£££0::

Specifies the prefix-range for allocation.

Step 7

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.
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Command or Action

Purpose

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 8 dhcp ipv6 Configures DHCP for IPv6 and enters the DHCPv6
configuration mode.
Example:
RP/0/RSP0O/CPUO:router (config)# dhcp ipvé
Step 9 interface type interface-path-id server profile Associates a DHCPv6 proxy configuration profile to an
profile_name IPv6 interface.
Example:
RP/0/RSP0O/CPUO: router (config-dhcpv6) # interface
Bundle-Etherl.l server profile foo
Step 10 profile server_profile_name server Creates a DHCPv6 server profile and enters the DHCPv6
server profile sub-configuration mode.
Example:
RP/0/RSP0O/CPUO:router (config-dhcpv6) # profile foo
server
Step 11 prefix-pool pool_name Configures a prefix pool in a server profile.
Example:
RP/0/RSPO/CPUO: router (config-dhcpve-server-profile) #
prefix-pool pool2
Step 12 address-pool pool_name Configures an address pool in the server profile.
Example:
RP/0/RSPO/CPUO: router (config-dhcpvé-server-profile) #
address-pool pooll
Step 13 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
» No —Exits the configuration session without
committing the configuration changes.
» Cancel —Remains in the configuration session,
without committing the configuration changes.
Step 14 dhcp ipv6 Configures DHCP for IPv6 and enters the DHCPv6
configuration mode.
Example:

RP/0/RSPO/CPUO:router (config)# dhcp ipvé
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Command or Action

Purpose

Step 15 interface type interface-path-id proxy profile Associates a DHCPv6 proxy configuration profile to an
profile_name IPv6 interface.
Example:
RP/0/RSPO/CPUO: router (config-dhcpv6) # interface
Bundle-Etherl.l proxy profile foo
Step 16 profile server_profile_name proxy Creates a DHCPv6 server profile and enters the DHCPv6
server profile sub-configuration mode.
Example:
RP/0/RSPO/CPUO:router (config-dhcpv6) # profile foo
proxy
Step 17 helper-address vrf vrf_name ipv6_address Configures DHCPv6 address as a helper address to the
rOXYy.
Example: Proxy
RP/0/RSPO/CPUO: router (config-dhcpvé-proxy-profile) # Note The helper address can be Conﬁgured Only
helper-address vrf my-server-vrf 1:1:1::1 under the proxy profile and proxy profile class
sub-modes.
Step 18 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
» No —Exits the configuration session without
committing the configuration changes.
+ Cancel —Remains in the configuration session,
without committing the configuration changes.
Step 19 dynamic-template type ipsubscriber Configures the dynamic template of type ipsubscriber and
dynamic_template_name enters the dynamic template type configuration mode.
Example:
RP/0/RSPO/CPUO:router (config) # dynamic-template
type ipsubscriber dhcpv6 temp
Step 20 ipv6 enable Enables IPv6 on an interface.
Example:
RP/0/RSP0/CPUQ: router (config-dynamic-template-type) #
ipv6 enable
Step 21 dhcpv6 address-pool pool_name Configures DHCPv6 address pool.

Example:

RP/0/RSP0O/CPUQ: router (config-dynamic-template-type) #
dhcpv6 address-pool pool3

Broadband Network Gateway Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.2.x




| Establishing Subscriber Sessions

Configuring IPv6 IPoE Subscriber Interface .

Command or Action

Purpose

Step 22 dhcpv6 delegated-prefix-pool pool_name Configures DHCPv6 delegated prefix pool.
Example:
RP/0/RSP0/CPUO: router (config-dynamic-template-type) #
dhcpv6 delegated-prefix-pool poold
Step 23 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
» No —Exits the configuration session without
committing the configuration changes.
» Cancel —Remains in the configuration session,
without committing the configuration changes.
Step 24 class-map type control subscriber match-all Configures the class map control subscriber with a
classsmap_name match-any criteria.
Example:
RP/0/RSP0O/CPUQ:router (config)# class-map type
control subscriber match-all dhcpv6_class
Step 25 match protocol dhcpvé Configures match criteria for the class configured in the
earlier step.
Example: P
RP/0/RSPO/CPUO:router (config-cmap) # match protocol
dhcpv6
Step 26 end-class-map Configures the end class map.
Example:
RP/0/RSPO/CPUO: router (config-cmap) # end-class-map|
Step 27 policy-map type control subscriber class-map _name | Configures the subscriber control policy map.
Example:
RP/0/RSP0O/CPUO: router (config) # policy-map type
control subscriber dhcpvé-policy
Step 28 event session-start match-first Configures the policy event with the match-first criteria.
Example:
RP/0/RSPO/CPUO: router (config-pmap) # event
session-start match-first
Step 29 classtype control subscriber class name do-all Configures the class map control subscriber with a

Example:

RP/0/RSP0O/CPUO: router (config-pmap-e) # class type
control subscriber dhcpvé class do-all

match-any criteria.
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Command or Action Purpose

Step 30 sequence_number activate dynamic-template Activates actions related to dynamic template.
dynamic-template_name
Example:

RP/0/RSPO/CPUO:router (config-pmap-c) # 20 activate
dynamic-template dhcpvé temp

Step 31 end-policy-map Configures the end policy map.

Example:

RP/0/RSP0O/CPUO: router (config-pmap-c) #
end-policy-map

Step 32 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 33 interface type interface-path-id Configures an interface and enters the interface

configuration mode.
Example:

RP/0/RSPO/CPUO:router (config)# interface
Bundle-Etherl.1l

Step 34 ipv4 address ipv4_address Configures the ipv4 address on an interface.

Example:

RP/0/RSPO/CPUO:router (config-if)# ipv4 address
11.11.11.2 255.255.255.0

Step 35 ipv6 address ipv6_address Configures the ipv6 address on an interface.

Example:

RP/0/RSP0O/CPUO:router (config-if)# ipv6 address
11:11:11::2/64

Step 36 ipv6 enable Enables IPv6 on an interface.

Example:
RP/0/RSP0O/CPUO:router (config-if)# ipv6 enable

Step 37 service-policy type control subscriber name Associates a subscriber control service policy to the

interface.
Example:

RP/0/RSPO/CPUQ:router (config-if)# service-policy
type control subscriber dhcpv6 policy
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Command or Action

Purpose

Step 38

ipsubscriber ipv6 12-connected

Example:

RP/0/RSP0O/CPUO:router (config-if)# ipsubscriber
ipvé l2-connected

Enables 12-connected IPv6 subscriber.

Step 39

initiator dhcp

Example:

RP/0/RSP0O/CPUO: router (config-if-ipsub-ipv6-12conn) #
initiator dhcp

Configures IPv6 subscriber initiator.

Step 40

Use the commit or end command.

commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring IPv6 IPoE Subscriber Interface: An example

configure
pool vrf default ipvé pooll

address-range 2201:abcd:1234:2400:£800::1 2201:abcd:1234:2400:£800::fff

pool vrf default ipvé pool2
prefix-length 92
prefix-range 3301:1ab7:2345:1200:£800::

dhcp ipv6

3301:1ab7:2345:1200:£800:f£f£0::

interface GigabitEthernet0/3/0/0 server profile foo

profile foo server
prefix-pool pool2
address-pool pooll

|

|

end

configure
dhcp ipv6

interface GigabitEthernet0/3/0/0 proxy profile foo

profile foo proxy

helper address <v6 address of the server

dynamic-template type ipsubscriber dhcpv6 temp

ipv6é enable
dhcpv6 address-pool pool3
dhcpv6 delegated-prefix-pool poold
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|
|
!
class-map type control subscriber match-all dhcpvé6 _class
match protocol dhcpvé
end-class-map
|
policy-map type control subscriber dhcpvé policy
event session-start match-first
class type control subscriber dhcpvé class do-all
20 activate dynamic-template dhcpvé_ temp
|
|

end

configure
interface GigabitEthernet0/3/0/0
ipv4 address 11.11.11.2 255.255.255.0
ipv6 address 11:11:11::2/64
ipvé enable
service-policy type control subscriber dhcpvé policy
ipsubscriber ipv6 l2-connected
initiator dhcp
|
|

end

end

IPv6 PPPoE Subscriber Support

The PPPoE subscriber interfaces establish a PPP link with the subscriber, which is used for authentication
and address assignment. The DHCPv6 server assigns the address or prefix to the PPPoE subscriber. Because
the PPPoE subscriber interfaces are created dynamically, the DHCPv6 profile is applied to all the PPPoE
interfaces created on the router, and not just a single PPPoE interface.

To enable PPPoE subscriber support, you have to configure the DHCPv6 profile globally or on all PPPoE
interfaces. For more information, see Configuring IPv6 PPPoE Subscriber Interfaces, on page 192.

Configuring IPv6 PPPoE Subscriber Interfaces

SUMMARY STEPS

Perform this task to configure PPPoE subscriber interfaces.

configure

dynamic-templatetype ppp dynamic_template name
ppp authentication chap

ppp ipcp peer-address pool pool_name

ipv4 unnumbered interface-type interface-path-id
ipv6 enable

Use the commit or end command.

classs-map type control subscriber match-any class-map_name
match protocol ppp

end-class-map

Use the commit or end command.

©COND oA WN
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12. classmap type control subscriber match-all class-map_name
13. match protocol dhcpv6

14. end-classmap

15. Use the commit or end command.

16. policy-map type control subscriber policy_name

17. event session-start match-first

18. classtype control subscriber name do-all

19. sequence number activate dynamic-template dynamic-template name
20. end-policy-map

21. policy-map type control subscriber policy_name

22. event session-start match-all

23. classtype control subscriber name do-all

24. sequence number activate dynamic-template dynamic-template_name
25. end-policy-map

26. Use the commit or end command.

27. interface type interface-path-id

28. description LINE

29. ipv6enable

30. service-policy type control subscriber name

31. encapsulation dot1lq 801

32. ipsubscriber ipv6 12-connected

33. initiator dhcp

34. Use the commit or end command.

DETAILED STEPS
Command or Action Purpose

Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 dynamic-templatetype ppp dynamic_template name | Configures the dynamic template of type ppp and enters

Example: the dynamic template type configuration mode.

RP/0/RSPO/CPUO:router (config) # dynamic-template
type ppp ppp_pta_template

Step 3 ppp authentication chap Configures challenge handshake authentication protocol

(chap) and sets PPP link authentication method.
Example:

RP/0/RSP0O/CPUQ: router (config-dynamic-template-type) #
ppp authentication chap

Step 4 ppp ipcp peer-address pool pool_name Sets ipcp negotiation options and sets the peer address

Example: configuration option for the peer-address pool.

RP/0/RSP0O/CPUQ: router (config-dynamic-template-type) #
ppp ipcp peer-address pool pl
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Command or Action Purpose

Step 5 ipv4 unnumbered interface-type interface-path-id Enables IPv4 processing without an explicit address for

an interface.
Example:

RP/0/RSP0/CPUO: router (config-dynamic-template-type) #
ipv4 unnumbered Loopback 1

Step 6 ipv6 enable Enables IPv6 on an interface.

Example:

RP/0/RSP0/CPUQ: router (config-dynamic-template-type) #
ipv6 enable

Step 7 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 8 classs-map type control subscriber match-any Configures the class map control subscriber with a
class-map_name match-any criteria.
Example:

RP/0/RSP0O/CPUO:router (config)# class-map type
control subscriber match-any pta class

Step 9 match protocol ppp Configures match criteria for the class configured in the
earlier step.
Example: p
RP/0/RSP0O/CPUO:router (config-cmap) # match protocol
pPPp
Step 10 end-class-map Configures the end class map.
Example:

RP/0/RSPO/CPUO: router (config-cmap) # end-class-map

Step 11 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.
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Command or Action Purpose

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 12 class-map type control subscriber match-all Configures the class map control subscriber with a
class-map_name match-all criteria.
Example:

RP/0/RSP0O/CPUO:router (config)# class-map type
control subscriber match-all ipoe_ test

Step 13 match protocol dhcpv6 Configures match criteria for the class configured in the
earlier step.
Example: P
RP/0/RSP0O/CPUO:router (config-cmap) # match protocol
dhcpv6
Step 14 end-class-map Configures the end class map.
Example:

RP/0/RSP0O/CPUO:router (config-cmap) # end-class-map|

Step 15 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Step 16 policy-map type control subscriber policy_name Configures the subscriber control policy map.

Example:

RP/0/RSP0O/CPUO: router (config) # policy-map type
control subscriber policyl

Step 17 event session-start match-first Configures the policy event with the match-first criteria.

Example:

RP/0/RSPO/CPUO: router (config-pmap) # event
session-start match-first

Step 18 classtype control subscriber name do-all Configures the policy event with the match-first criteria.

Example:

RP/0/RSP0O/CPUO:router (config-pmap) # class type
control subscriber ipoe testl do-all

Step 19 sequence_number activate dynamic-template Activates actions related to dynamic template.
dynamic-template_name
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Command or Action

Purpose

Example:

RP/0/RSPO/CPUO: router (config-pmap-c) # 24 activate

dynamic-template v6 testl

Step 20 end-policy-map Configures the end policy map.
Example:
RP/0/RSP0O/CPUO: router (config-pmap-c) #
end-policy-map
Step 21 policy-map type control subscriber policy name Configures the subscriber control policy map.
Example:
RP/0/RSPO/CPUO:router (config) # policy-map type
control subscriber policyl
Step 22 event session-start match-all Configures the policy event with the match-all criteria.
Example:
RP/0/RSPO/CPUO:router (config-pmap) # event
session-start match-all
Step 23 classtype control subscriber name do-all Configures the policy event with the match-first criteria.
Example:
RP/0/RSP0O/CPUO: router (config-pmap) # class type
control subscriber pta class do-all
Step 24 sequence_number activate dynamic-template Activates actions related to dynamic template.
dynamic-template_name
Example:
RP/0/RSP0O/CPUO:router (config-pmap-c)# 1 activate
dynamic-template ppp pta template
Step 25 end-policy-map Configures the end policy map.
Example:
RP/0/RSP0O/CPUO: router (config-pmap-c) #
end-policy-map
Step 26 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Command or Action Purpose

Step 27 interface type interface-path-id Configures an interface and enters the interface

configuration mode.
Example:

RP/0/RSPO/CPUO:router (config) # interface
BundleEtherl.1l

Step 28 description LINE Sets the description for the above configured interface.

Example:
RP/0/RSPO/CPUO: router (config-if) # description IPOE]

Step 29 ipv6 enable Enables IPv6 on an interface.

Example:
RP/0/RSP0O/CPUO:router (config-if)# ipvé enable

Step 30 service-policy type control subscriber name Associates a subscriber control service policy to the

interface.
Example:

RP/0/RSPO/CPUO:router (config-if)# service-policy
type control subscriber ipoel

Step 31 encapsulation dot1q 801 Enables encapsulated 802.1Q VLAN configuration.

Example:

RP/0/RSP0O/CPUO:router (config-if)# encapsulation
dotlg 801

Step 32 ipsubscriber ipv6 12-connected Enables 12-connected [Pv6 subscriber.

Example:

RP/0/RSP0O/CPUO:router (config-if)# ipsubscriber
ipvé l2-connected

Step 33 initiator dhcp Configures IPv6 subscriber initiator.

Example:

RP/0/RSP0O/CPUO: router (config-if-ipsub-ipv6-12conn) #
initiator dhcp

Step 34 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.
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Configuring IPv6 PPPoE Subscriber Interfaces: An example

configure

dynamic-template

type ppp PPP_PTA TEMPLATE

ppp authentication chap

ppp ipcp peer-address pool ADDRESS POOL
ipv4 unnumbered LoopbackO

ipv6é enable

|

type ipsubscriber v6 testl
ipvé enable
|

|

class-map type control subscriber match-any PTA CLASS
match protocol ppp

end-class-map

|

class-map type control subscriber match-all ipoe testl
match protocol dhcpv6

end-class-map

|

policy-map type control subscriber ipoel

event session-start match-first

class type control subscriber ipoe testl do-all
24 activate dynamic-template v6_ testl

|

|

end-policy-map

|

policy-map type control subscriber POLICY1
event session-start match-all

class type control subscriber PTA CLASS do-all
1 activate dynamic-template PPP_PTA TEMPLATE

|

|

end-policy-map

|

interface Bundle-Ether2.801

description IPoOE

ipvé enable

service-policy type control subscriber ipoel
encapsulation dotlg 801

ipsubscriber ipv6 1l2-connected

initiator dhcp

Ambiguous VLAN Support

An Ambiguous VLAN is configured with a range or group of VLAN IDs. The subscriber sessions created
over ambiguous VLANS are identical to subscribers over regular VLANSs that support all regular configurations
such as policy-map, VRFs, QoS, and ACL. Multiple subscribers can be created on a particular VLAN ID as
long as they contain a unique MAC address. Ambiguous VLANSs enhance scalability by reducing the need
for configuring multiple access interfaces.

To enable DHCPv6 support, ambiguous VLANSs are unnumbered on top of the bundle interface.
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\}

Note The ambiguous VLANs are named exactly the same way as regular VLANs. The ambiguous VLANS are
considered Layer 3 interfaces in contrast to EFP ranges allowed for 12transport interface.

When DHCPv6 Server receives a SOLICIT message on the ambiguous VLAN interface, the VLAN IDs are
extracted from the received packet and used for authenticating the subscriber with the client related information.

When an interface configuration is changed from ambiguous to non-ambiguous or vice-versa or Ambiguous
VLAN range is changed, then all existing client bindings for the Ambiguous VLAN are cleared.

For more information on configuring ambiguous VLAN, see Configuring Ambiguous VLANSs, on page 199.

Configuring Ambiguous VLANs

Perform this task to configure ambiguous vlans.

N

Note There is no DHCP-specific configuration required for ambiguous VLANS.

SUMMARY STEPS
1. configure
2. interface type interface-path-id
3. Use any of these encapsulations to configure encapsulated ambiguous VLANSs:
+ encapsulation ambiguous { dot1lq | dotlad } {any | vlan-range }
* encapsulation ambiguous dot1q vlan-id second-dot1q { any | vian-range }
* encapsulation ambiguous dot1q any second-dot1q { any | vian-id }
* encapsulation ambiguous dotlad vian-id dot1q { any | vian-range }
* encapsulation ambiguous dot1q vian-range second-dot1q any
* encapsulati