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CHAPTER 1

Read Me First

\}

Note

To achieve simplification and consistency, the Cisco SD-WAN solution has been rebranded as Cisco Catalyst
SD-WAN. In addition, from Cisco IOS XE SD-WAN Release 17.12.1a and Cisco Catalyst SD-WAN Release
20.12.1, the following component changes are applicable: Cisco vManage to Cisco Catalyst SD-WAN
Manager, Cisco vAnalytics to Cisco Catalyst SD-WAN Analytics, Cisco vBond to Cisco Catalyst SD-WAN
Validator, Cisco vSmart to Cisco Catalyst SD-WAN Controller, and Cisco Controllers to Cisco Catalyst
SD-WAN Control Components. See the latest Release Notes for a comprehensive list of all the component
brand name changes. While we transition to the new names, some inconsistencies might be present in the
documentation set because of a phased approach to the user interface updates of the software product.

Related References

* Cisco Catalyst SD-WAN Control Components Compatibility Matrix and Server Recommendations

* Cisco Catalyst SD-WAN Device Compatibility

User Documentation

» User Documentation for Cisco IOS XE Catalyst SD-WAN Release 17

Communications, Services, and Additional Information

* Sign up for Cisco email newsletters and other communications at: Cisco Profile Manager.

* For information on the latest technical, advanced, and remote services to increase the operational reliability
of your network visit Cisco Services.

» To browse and discover secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco Devnet.

* To obtain general networking, training, and certification titles from Cisco Press Publishers, visit Cisco
Press.

* To find warranty information for a specific product or product family, visit Cisco Warranty Finder.
+ To view open and resolved bugs for a release, access the Cisco Bug Search Tool.

* To submit a service request, visit Cisco Support.
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Read Me First |

Documentation Feedback

To provide feedback about Cisco technical documentation use the feedback form available in the right pane
of every online document.
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CHAPTER 2

What's New in Cisco 10S XE (SD-WAN)

What's New in Cisco IOS XE Catalyst SD-WAN Release 17.x
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CHAPTER 3

Introduction

This document contains a technology-group based alphabetical listing of commands. These commands are
qualified for use with CLI templates in Cisco vManage. To search for a command, use the alphabet key in
the relevant technology chapter and scroll down until you find the command of interest, or use the Find

function in the PDF format. For more information on CLI templates, refer CLI Templates for Cisco I0OS XE
SD-WAN Routers.
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CHAPTER 4

AAA Commands

* aaa accounting, on page 7

» aaa authentication attempts login, on page 10

* aaa authentication enable default, on page 10

* aaa authentication login, on page 11

* aaa authentication password-prompt, on page 12
* aaa authentication ppp, on page 13

* aaa authentication username-prompt, on page 14
* aaa authorization, on page 15

* aaa authorization config-commands, on page 16
* aaa authorization console, on page 17

* aaa authorization credential download default, on page 17
* aaa lockout-policy, on page 19

* aaa group server tacacs+, on page 20

* aaa netconf-accounting, on page 20

* ip tacacs source-interface, on page 21

* ip vrf forwarding (server-group), on page 22

* lockout-policy, on page 23

* login block-for, on page 25

* login quiet-mode access-class, on page 26

* login-rate, on page 27

» multi-factor-auth duo, on page 27

* server-private (TACACS+), on page 29

* tacacs server address ipv4, on page 30

* tacacs server key, on page 31

* tacacs server port, on page 31

* tacacs server timeout, on page 32

aaa accounting

To enable authentication, authorization, and accounting (AAA) accounting of requested services for billing
or security purposes when you use TACACS+, use the aaa accounting command in global configuration
mode or template configuration mode. To disable AAA accounting, use the Nno form of this command.
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. aaa accounting

aaa accounting
[default]

AAA Commands |

{ system |exec | network | connection connection-name | commands level }

{ start-stop | stop-only } group group-name
no aaa accounting

{ system |exec | connection connection-name | commands level } [default]

{ start-stop |stop-only } group group-name

Syntax Description

Command Default

Command Modes

system

Performs accounting for all system-level events not associated with users, such as
reloads.

Note When system accounting is used and the accounting server is unreachable at

system startup time, the system will not be accessible for approximately two
minutes.

commands
connection

exec

Specifies the accounting method list. Enter at least one of the following keywords:

» commands: Creates a method list to provide accounting information about specific,
individual EXEC commands associated with a specific privilege level.

« connection: Creates a method list to provide accounting information about all
outbound connections made from the network access server.

» exec: Creates a method list to provide accounting records about user EXEC terminal
sessions on the network access server, including username, date, and start and stop
times.

exec

Runs accounting for the EXEC shell session. This keyword might return user profile
information such as what is generated by the autocommand command.

network

Runs accounting for all network-related service requests.

connection

Provides information about all outbound connections made from the network access
server, such as Telnet, local-area transport (LAT), TN3270, packet assembler and
disassembler (PAD), and rlogin.

commands level

Runs accounting for all commands at the specified privilege level. Valid privilege level
entries are integers from 0 through 15.

start-stop

Sends a “start” accounting notice at the beginning of a process and a “stop” accounting
notice at the end of a process. The “start” accounting record is sent in the background.
The requested user process begins regardless of whether the “start” accounting notice
was received by the accounting server.

stop-only

Sends a stop accounting record for all cases including authentication failures regardless
of whether the aaa accounting send stop-record authentication failure command is
configured.

group group-name

Server groups for aaa accounting with group-name as character string or radius or
tacacs as defined by aaa group server command.

AAA accounting is disabled.

Global configuration (config)
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| AAA Commands

aaa accounting .

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE
Release 17.2.1r

Command qualified for use in Cisco vManage CLI templates. exec, commands,
connection, system keywords and group group-name, local , none methods are
supported.

Cisco I0S XE
Catalyst SD-WAN
Release 17.5.1a

Additional method qualified: network

Cisco IOS XE
Catalyst SD-WAN
Release 17.10.1a

Support for multi-group configuration is added.

Cisco I0S XE
Catalyst SD-WAN
Release 17.12.1a

Additional methods qualified: group tacacs+

Use the aaa accounting command to enable accounting and to create named method lists that define specific
accounting methods on a per-line or per-interface basis.

For usage guidelines, see the Cisco IOS XE aaa accounting command.

The table below contains descriptions of keywords for AAA accounting methods.

Table 1: aaa accounting Methods

Keyword

Description

group group-name

Uses a subset of RADIUS or TACACS+ servers for accounting as defined by the server
group group-name argument.

group tacacs+

Uses the list of all TACACS+ servers for authentication as defined by the aaa group
server tacacs+ command.

The following example shows how to define a default command accounting method list, where
accounting services are provided by a TACACS+ security server, set for privilege level 15 commands
with a stop-only restriction:

aaa accounting commands 15 default stop-only group tacacs+

aaa authorization commands 15 default local group tacacs+

aaa accounting exec default start-stop group tacacs+

aaa accounting commands 15 default start-stop group tacacs+

aaa accounting system default start-stop group tacacs+

aaa accounting network default group tacacs+

The following example shows how to configure multiple groups:
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AAA Commands |

. aaa authentication attempts login

aaa accounting commands 15 default start-stop group tacacs+ broadcast logger group radius

aaa authentication attempts login

To set the maximum number of login attempts that will be permitted before a session is dropped, use the aaa
authentication attempts logincommand in global configuration mode. To reset the number of attempts to
the default, use the no form of this command.

aaa authentication attempts login number-of-attempts
no aaa authentication attempts login

Syntax Description

Command Default

Command Modes

number-of-attempts | Number of login attempts. Range is from 1 to 25. Default is 3.

3 attempts

Global configuration

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI templates.

The aaa authentication attempts login command configures the number of times a router will prompt for
username and password before a session is dropped.

The following example configures a maximum of 5 attempts at authentication for login:

aaa authentication attempts login 5

aaa authentication enable default

To enable authentication, authorization, and accounting (AAA) authentication to determine whether a user
can access the privileged command level, use the aaa authentication enable default command in global
configuration mode. To disable this authorization method, use the no form of this command.

aaa authentication enable default methodl [ method2 . . .]
no aaa authentication enable default methodl [ method2 . . .]

Syntax Description

Command Default

Command Modes

methodl [method?2...] | At least one of the keywords described in the table below.

None

Global configuration (config)
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aaa authentication login .

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release | Command qualified for use in Cisco vManage CLI templates.
17.12.1a group group-name and enable keywords are supported.

Use the aaa authentication enable default command to create a series of authentication methods that are
used to determine whether a user can access the privileged command level. Method keywords are described
in the table below. The additional methods of authentication are used only if the previous method returns an
error, not if it fails.

For usage guidelines, see the Cisco IOS XE aaa authentication enable default command.

Table 2: aaa authentication enable default Methods

Keyword Description

enable Uses the enable password for authentication.

Note An authentication request fails over to the next authentication method only if
no enable password is configured on the router.

group tacacs+ Uses the list of all TACACS+ servers for authentication.

group group-name | Uses a subset of TACACS+ servers for authentication as defined by the aaa group
server tacacs+ command.

aaa authentication enable default group tacacs-511 enable

aaa authentication login

To set authentication, authorization, and accounting (AAA) authentication at login, use the aaa authentication
login command in global configuration mode. To disable AAA authentication, use the no form of this command.

aaa authentication login { default list-name} methodl [ method2 . . . ]
no aaa authentication login { default list-name} methodl [ method2 . . . ]
Syntax Description default Uses the listed authentication methods that follow this keyword as the default list of

Command Default

methods when a user logs in.

list-name Character string used to name the list of authentication methods activated when a
user logs in. See the “Usage Guidelines” section for more information.

method1 [method?2...] | The list of methods that the authentication algorithm tries in the given sequence. You
must enter at least one method; you may enter up to four methods. Method keywords
are described in the table below.

AAA authentication at login is disabled.
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AAA Commands |
. aaa authentication password-prompt

Command Modes
Global configuration (config)

Command History Release Modification

Cisco 10S XE SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI templates.

default, group group-name keyword-argument pair are
supported.

Cisco IOS XE Catalyst SD-WAN Release | Additional parameters qualified: , group tacacs+, and local
17.12.1a keywords were added as methods for authentication.

Usage Guidelines If the default keyword is not set, only the local user database is checked. This has the same effect as the
following command:

aaa authentication login default local

N\

Note On the console, login will succeed without any authentication checks if default keyword is not set.

For usage guidelines, see the Cisco IOS XE aaa authentication login command.

The table below describes the method keywords.

Table 3: aaa authentication login Methods Keywords

Keyword Description

enable Uses the enable password for authentication. This keyword cannot be used.

group group-name | Uses a subset of RADIUS or TACACS+ servers for authentication as defined by the
aaa group server tacacs+ command.

group tacacs+ Uses the list of all TACACS+ servers for authentication.

local Uses the local username database for authentication.

aaa authentication login default group tacacs+ local

aaa authentication login default group tacacs-511

aaa authentication password-prompt

To change the text displayed when users are prompted for a password, use the aaa authentication
password-prompt command in global configuration mode. To return to the default password prompt text,
use the No form of this command.

aaa authentication password-prompt text-string
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| AAA Commands

aaa authentication ppp .

no aaa authentication password-prompt text-string

Syntax Description

text-string | String of text that will be displayed when the user is prompted to enter a password. If this

text-string contains spaces or unusual characters, it must be enclosed in double-quotes (for

example, “Enter your password:”).

Command Default

Command Modes

There is no user-defined text-string, and the password prompt appears as ‘“Password.”

Global configuration

Command History

Release Modification

Cisco I0OS XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE aaa authentication password-prompt command.

The following example changes the text for the password prompt:

aaa authentication password-prompt “Enter your password now:”

aaa authentication ppp

To specify one or more authentication, authorization, and accounting (AAA) methods for use on serial interfaces
that are running PPP, use the aaa authentication ppp command in global configuration mode. To disable
authentication, use the no form of this command.

list-name methodl
list-name methodl

aaa authentication ppp
no aaa authentication ppp

Syntax Description

list-name | Character string used to name the list of authentication methods tried when a user logs in.

methodl |Identifies the list of methods that the authentication algorithm tries in the given sequence. You
must enter at least one method; you may enter up to four methods. Method keywords are described

in the table below.

Command Default

Command Modes

AAA authentication methods on serial interfaces running PPP are not enabled.

Global configuration (config)

Command History

Release Modification

Cisco IOS XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates. local keyword
is supported.
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AAA Commands |
. aaa authentication username-prompt

Usage Guidelines For usage guidelines, see the Cisco IOS XE aaa authentication ppp command.

Table 4: aaa authentication ppp Methods

Keyword | Description

local Uses the local username database for authentication.

Examples The following example shows how to create a AAA authentication list called dialinppp for serial

lines that use PPP. This authentication first tries to contact a TACACS+ server. If this action returns
an error, the user is allowed access with no authentication.

aaa authentication ppp dialinppp local

aaa authentication username-prompt

To change the text displayed when users are prompted to enter a username, use the aaa authentication
username-prompt command in global configuration mode. To return to the default username prompt text,
use the No form of this command.

aaa authentication username-prompt text-string
no aaa authentication username-prompt text-string

Syntax Description  |text-string |String of text that will be displayed when the user is prompted to enter a username. If this
text-string contains spaces or unusual characters, it must be enclosed in double-quotes (for
example, “Enter your name:”).

Command Default There is no user-defined text-string, and the username prompt appears as “Username.”

Command Modes
Global configuration

Command History Release Modification

Cisco I0S XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines Use the aaa authentication username-prompt command to change the default text that the Cisco I0S
software displays when prompting a user to enter a username. The no form of this command returns the
username prompt to the default value:

Username:

Some protocols (for example, TACACS+) have the ability to override the use of local username prompt
information. Using the aaa authentication username-prompt command will not change the username prompt
text in these instances.
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| AAA Commands
aaa authorization .

\)

Note The aaa authentication username-prompt command does not change any dialog that is supplied by a remote
TACACS+ server.

Examples The following example changes the text for the username prompt:

aaa authentication username-prompt “Enter your name here:”

aaa authorization

To set the parameters that restrict user access to a network, use the aaa authorization command in global
configuration mode. To remove the parameters, use the No form of this command.

aaa authorization { commands level |exec |network }  {defaultlist-name} [ methodl [

method2 . . .]]

no aaa authorization { commands level |exec |network }  { defaultlist-name} [ methodl

[method2 . . .]]

Syntax Description | commands Runs authorization for all commands at the specified privilege level.

level Specific command level that should be authorized. Valid entries are 0 through 15.

exec Runs authorization to determine if the user is allowed to run an EXEC shell. This
facility returns user profile information such as the autocommand information.

network Runs authorization for all network-related service requests, including Serial Line
Internet Protocol (SLIP), PPP, PPP Network Control Programs (NCPs), and AppleTalk
Remote Access (ARA).

default Uses the listed authorization methods that follow this keyword as the default list of
methods for authorization.

list-name Character string used to name the list of authorization methods.

method1 [method2...] | (Optional) Identifies an authorization method or multiple authorization methods to
be used for authorization. A method may be any one of the keywords listed in the
table below.

Command Default Authorization is disabled for all actions.

Command Modes
Global configuration (config)
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AAA Commands |
. aaa authorization config-commands

Command History Release Modification

Cisco I0S XE SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI templates.
config-commands, exec, command, network, default keywords
and group group-name, local , none methods are supported

Cisco IOS XE Catalyst SD-WAN Release | Additional methods qualified: group tacacs+
17.12.1a

Usage Guidelines For usage guidelines, see the Cisco IOS XE aaa authorization command.

The table below describes the method keywords.

Table 5: aaa authorization Methods

Keyword Description

group group-name | Uses a subset of RADIUS or TACACS+ servers for accounting as defined by the aaa
group server group-name command.

group tacacs+ Uses the list of all TACACS+ servers for authorization as defined by the aaa group
server tacacs+ command.

local Uses the local database for authorization.

none Indicates that no authorization is performed.

Examples The following example shows how to define aaa authorization:

aaa authorization commands 15 default local group tacacs+
aaa authorization network default local

aaa authorization commands 2 default group tacacs-511 local none

aaa authorization config-commands

To reestablish the default created when the aaa authorization commands command was issued, use the aaa
authorization config-commands command in global configuration mode. To disable authentication,
authorization, and accounting (AAA) configuration command authorization, use the no form of this command.

aaa authorization config-commands
no aaa authorization config-commands

Syntax Description ~ This command has no arguments or keywords.

Command Default This command is disabled by default.

Command Modes
Global configuration
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aaa authorization console .

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.12.1a | Command qualified for use in Cisco vManage CLI
template

Usage Guidelines For usage guidelines, see the Cisco IOS XE aaa authorization config-commands command.

Examples The following example specifies that TACACS+ authorization is run for level 15 commands and

that AAA authorization of configuration commands is disabled:

aaa authorization command 15 group tacacs+ none
no aaa authorization config-commands

aaa authorization console

To apply authorization to a console, use the aaa authorization console command in global configuration
mode. To disable the authorization, use the no form of this command.

aaa authorization console
no aaa authorization console

Syntax Description ~ This command has no arguments or keywords.

Command Default Authentication, authorization, and accounting (AAA) authorization is disabled on the console.

Command Modes
Global configuration

Command History Release Modification

Cisco IOS XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE aaa authorization console command.

Examples The following example shows that the default authorization that is configured on the console line is

being disabled:

Router (config)# aaa authorization console

aaa authorization credential download default

To set an authorization method list to use local credentials, use the aaa authorization credential download
default command in global configuration mode. To disable the authorization method list from using the local
credentials, use the no form of this command.
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AAA Commands |

. aaa authorization credential download default

aaa authorization credential download { default |auth_list} [cache] [group] [if-authenticated]
[local] [none] [radius] [tacacs]
no aaa authorization credential download { default |auth_list }

Syntax Description

default Specifies the authorization methods that follow the default list.

auth_list Specifies the named authorization method list.

cache (Optional) Uses a cache server group for authorization.

group (Optional) Uses a subset of RADIUS or TACACS+ servers for accounting as defined by

the aaa group server group-name command.

Command Default

Command Modes

if-authenticated (Optional)
Allows the user to access the requested function if the user is authenticated.

Note The if-authenticated method is a terminating method. Therefore, if it is listed as
a method, any methods listed after it will never be evaluated.

local (Optional) Uses the local database for authorization.
none (Optional) Indicates that no authorization is performed.
radius (Optional) Uses RADIUS for authorization.

tacacs (Optional) Uses TACACS+ for authorization.

Disabled, unless the aaa authorization command is configured, in which case all config-commands require
authorization.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.10.1a  This command was introduced.

Use the aaa authorization credential-download command for downloading EAP credentials from the local
database or from the RADIUS, or LDAP server as defined by aaa group server command.

The following example shows how to set an authorization method list to use local credentials:

Device (config) # aaa authorization credential-download default local

The following example shows how to configure four groups to set an authorization method list:

Device (config) # aaa authorization credential-download Ap-Auth group radius-group cache ldap
local if-authenticated
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aaa lockout-policy .

aaa lockout-policy

To configure the authentication, authorization, and accounting (AAA) user lockout policy in system
configuration mode for Cisco SD-WAN Manager, use the aaa lockout-policy command in system configuration
mode.

To disable the system lockout policy, use the no form of this command.
aaa lockout-policy fail-attempts attempt-count fail-interval fail-int lockout-interval lockout-int

no aaa lockout-policy

Syntax Description

Command Modes

Command History

fail-attempts attempt-count | Specifies the number of failed authentication attempts before the user is locked
out.

Default: 5
Range: 1 - 3600

fail-interval fail-int Specifies the duration in seconds of failed authentication attempts before the
user is locked out.

Default: 900
Range: 1 - 3600

lockout-interval lockout-int | Specifies the lockout duration in seconds.
Default: 900
Range: 1 - 3600

system configuration (config-system)

Command History

Usage Guidelines

Examples

Release Modification

Cisco Catalyst SD-WAN Control Components Release This command is supported in Cisco SD-WAN.
20.12.1

Use the aaa lockout-policy command to configure notifications for unauthorized activity.

The following example shows how to configure the lockout policy:

sdwan-manager (config) # system

sdwan-manager (config-system) # aaa

sdwan-manager (config-aaa) # lockout-policy lockout-interval 600 fail-interval 60 fail-attempts
5

In the above example, fail-attempts is 5, fail-interval is 60, and lockout-interval is 600. The result
is that if there are 5 failed attempts to log in within 60 seconds, then the Cisco SD-WAN Manager
does not allow additional attempts for a period of 600 seconds (10 minutes).
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. aaa group server tacacs+

aaa group server tacacs+

To group different TACACS+ server hosts into distinct lists and distinct methods, use the aaa group server
tacacs+ command in global configuration mode. To remove a server group from the configuration list, use
the no form of this command.

aaa group server tacacs+ group-name
no aaa group server tacacs+ group-name

Syntax Description group-name | Character string used to name the group of servers. See the table below for a list of words
that cannot be used as the group-name argument.

Command Default No default behavior or values.

Command Modes
Global configuration (config)

Command History Release Modification

Cisco IOS XE 17.2.1r Command qualified for use in Cisco vManage templates.
Usage Guidelines For usage guidelines, refer to Cisco IOS XE aaaa group server tacacs+ command.
Examples

The following example shows the configuration of an AAA server group named tacgroup] that
comprises three member servers:

aaa group server tacacs+ tacgroupl
server 10.1.1.1
server 10.2.2.2
server 10.3.3.3

aaa netconf-accounting

To enable authentication, authorization, and accounting (AAA) accounting of netconf services for billing or
security purposes when you use TACACS+, use the aaa netconf-accounting command in global configuration
mode or template configuration mode. To disable AAA accounting, use the Nno form of this command.

aaa netconf-accounting

aaa netconf-accounting { system |exec | network | connection connection-name }

Syntax Description system Performs accounting for all system-level events not associated with users, such as reloads.

Note When system accounting is used and the accounting server is unreachable at system
startup time, the system will not be accessible for approximately two minutes.
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| AAA Commands

Command Default

Command Modes

ip tacacs source-interface .

exec Runs accounting for the EXEC shell session. This keyword might return user profile information
such as what is generated by the autocommand command.

network Runs accounting for all network-related service requests.

connection |Provides information about all outbound connections made from the network access server,
such as Telnet, local-area transport (LAT), TN3270, packet assembler and disassembler (PAD),
and rlogin.

AAA accounting is disabled.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco I0S XE Catalyst SD-WAN Release 17.15.1a Command qualified for use in Cisco vManage CLI
templates.
Example

The following example shows how to configure netconf accounting:

Device (config)# system
Device (config)# aaa netconf-accounting aaalistl
Device (confiqg)#

Ip tacacs source-interface

To use the IP address of a specified interface for all outgoing TACACS+ packets, use the ip tacacs
source-interface command in global configuration mode. To disable use of the specified interface ip address,
use the N0 form of this command.

ip tacacs source-interface interface-name
no ip tacacs source-interface interface-name

Syntax Description

Command Default

Command Modes

interface-name  Name of the interface that TACACS+ uses for all its outgoing packets.

None

Global configuration (config)
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. ip vrf forwarding (server-group)

Command History

Usage Guidelines

Release Mociicaion

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command
qualified
for use in
Cisco
SD-WAN
Manager
CLI
templates.

Use ip tacacs source-interface command to set the IP address of a subinterface for all outgoing TACACS+
packets. This address is used if the interface is in the up state. In this way, the TACACS+ server can use one
IP address entry associated with the network access client instead of maintaining a list of all IP addresses.
You can use the ip tacacs source-interface command when the router has many interfaces and ensure that
all TACACS+ packets from a particular router have the same IP address. The specified interface must have
an IP address associated with it. If the specified subinterface does not have an IP address or is in a down state,
TACACS+ reverts to the default. To avoid this, add an IP address to the subinterface or bring the interface
to the up state.

Example

The following example configures TACACS+ to use the IP address of the loopback0 interface for
all outgoing TACACS+ packets.

Device (config)# ip tacacs source-interface loopbackO

ip vrf forwarding (server-group)

To associate a Virtual Private Network (VPN) routing and forwarding (VRF) reference of an authentication,
authorization, and accounting (AAA) TACACS+ server group, use the ip vrf forwarding command in
server-group configuration mode. To enable server groups to use the global (default) routing table, use the
no form of this command.

ip vrf forwarding vrf-name
no ip vrf forwarding vrf-name

Syntax Description

Command Default

Command Modes

name | Name assigned to a VRF.

Server groups use the global routing table.

Server-group configuration (server-group)

Command History

Release Modification

Cisco I0S XE Release 17.2.1r | Command qualified for use in Cisco vManage CLI templates.

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference



| AAA Commands

Usage Guidelines

Examples

lockout-policy .

Use the ip vrf forwarding command to specify a VRF for a AAA TACACS+ server group. This command
enables dial users to utilize AAA servers in different routing domains.

The following example shows how to configure the VRF user using a AAA

aaa group server tacacs+ tacacs-511
server-private 172.16.0.1 key 7 110al016141d
ip vrf forwarding 511

lockout-policy

To configure Cisco SD-WAN Manager and other controllers to lock out users who have made a designated
number of consecutive unsuccessful login attempts within a designated period, or who have not logged in for
a designated number of days, use the lockout-policy command in global configuration mode. To disable the
lockout policy, use the no form of this command.

lockout-policy {[fail-attempts attempts fail-interval fail-interval [lockout-interval lockout-interval]]
[num-inactive-days days]}

no lockout-policy {[fail-attempts attempts fail-interval fail-interval [lockout-interval lockout-interval]]
[num-inactive-days days]}

Syntax Description

fail-attempts attempts Specifies the number of consecutive times a user
unsuccessfully attempts to log in to Cisco SD-WAN
Manager or other controllers after which the user is locked
out.

Note Attempting to log in through the CLI without
providing a password is counted as a failed login
attempt.

Default: 5
Range: 1 through 3600

fail-interval fail-interval Specifies the period, in seconds, in which consecutive
unsuccessful login attempts are counted.

For example, if this period is set to 10 seconds and the
number of failed login attempts is set to 5, a user is locked
out if the user makes 5 consecutive unsuccessful login
attempts within 10 seconds.

Default: 900
Range: 1 through 3600
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AAA Commands |

lockout-interval lockout-interval Specifies the period, in seconds, after which a user who
is locked out because of unsuccessful login attempts can
log in.

If you do not configure this period, an administrator must
manually unlock the account of a locked-out user.

Default: 900
Range: 0 through 3600

num-inactive-days days Specifies the number of days since a user last logged in
to Cisco SD-WAN Manager or other controllers after
which the user is locked out.

Range: 2 through 365

Command Default

Command Modes

This command is disabled, and so a lockout policy is not in effect. In this case, by default, Cisco SD-WAN
Manager and other controllers allow five consecutive unsuccessful password attempts before an account is
locked for 15 minutes or until an administrator unlocks it.

Global configuration (config)

Command History

Release Modification

Cisco IOS XE Release 17.12.1a | This command was
introduced.

Usage Guidelines

Examples

When you configure a lockout policy, users who violate the policy cannot log in again until a configured
amount of time has passed or an administrator unlocks their accounts in Cisco SD-WAN Manager and other
controllers.

The following example shows how to configure a lockout policy of three failed login attempts over
a period of 300 seconds, and a reset period of 100 seconds:

device (config-system) # aaa
device (config-aaa)# lockout-policy
device (config-lockout-policy)# fail-attempts 3 fail-interval 300 lockout-interval 100

The following example shows how to configure an inactivity lockout period of 30 days for user
logins:
device (config-system) # aaa

device (config-aaa)# lockout-policy
device (config-lockout-policy)# num-inactive-days 30

Related Commands

Command Description

aaa authentication attempts login | Sets the maximum number of login attempts that are permitted before
a session is dropped.
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Command Description

multi-factor-auth duo Configures controllers to require Duo multifactor authentication (MFA)
to verify the identity of users before they can log in.

login block-for

To configure your Cisco IOS device for login parameters that help provide denial-of-service (DoS) detection,
use the login block-forcommand in global configuration mode. To disable the specified login parameters and
return to the default functionality, use the no form of this command.

login block-for seconds attempts tries within seconds
no login block-for

Syntax Description seconds Duration of time in which login attempts are denied (also known as a quiet period) by
the Cisco IOS device. Valid values range from 1 to 65535 (18 hours) seconds.

attempts tries | Maximum number of failed login attempts that triggers the quiet period. Valid values
range from 1 to 65535 tries.

within seconds | Duration of time in which the allowed number of failed login attempts must be made
before the quiet period is triggered. Valid values range from 1 to 65535 (18 hours) seconds.

Command Default No login parameters are defined.

A quiet period is not enabled.

Command Modes
Global configuration (config)

Command History Release Modification

Cisco IOS XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE login block-for command.

Examples The following example shows how to configure your router to block all login requests for 100 seconds

if 15 failed login attempts are exceeded within 100 seconds. Thereafter, the show login command
is issued to verify the login settings.

Device (config) # login block-for 100 attempts 15 within 100

Device (config) # exit

Device# show login

A default login delay of 1 seconds is applied.

No Quiet-Mode access list has been configured.

All successful login is logged.

All failed login is logged.

Router enabled to watch for login Attacks.

If more than 15 login failures occur in 100 seconds or less, logins will be disabled for
100 seconds.
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. login quiet-mode access-class

Router presently in Watch-Mode, will remain in Watch-Mode for 95 seconds.
Present login failure count 5

The following example shows how to disable login parameters. Thereafter, the show login command
is issued to verify that login parameters are no longer configured.

Router (config) # no login block-for
Router (config) # exit

Router# show login

No login delay has been applied.

No Quiet-Mode access list has been configured.

All successful login is logged.

Router NOT enabled to watch for login Attacks

login quiet-mode access-class

To specify an access control list (ACL) that is to be applied to the router when the router switches to quiet
mode, use the login quiet-mode access-classcommand in global configuration mode. To remove this ACL
and allow the router to deny all login attempts, use the no form of this command.

login quiet-mode access-class {acl-nameacl-number}
no login quiet-mode access-class {acl-nameacl-number}

Syntax Description

acl-name | Named ACL that is to be enforced during quiet mode.

acl-number | Numbered (standard or extended) ACL that is to be enforced during quiet mode.

Command Default

Command Modes

All login attempts via Telnet, secure shell (SSH), and HTTP are denied.

Global configuration (config)

Command History

Release Modification

Cisco IOS XE Release 17.3.1a | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE login quiet-mode access-class command.

The following example shows how to configure your router to accept hosts only from the ACL
“myacl” during the next quiet period:

Device (config) # login quiet-mode access-class myacl
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login-rate

login-rate .

To configure a threshold for detecting frequent logins, use the login-rate command in alarms configuration
mode.

Use the no form of the command to clear the configuration.

Cisco SD-WAN Manager
login-rate  { interval seconds | num-logins count }

no login-rate

Syntax Description

Command Modes

interval seconds | Specify the interval in seconds.

num-logins count | Specify the number of logins to be reached before generating an alarm.

Alarms configuration (config-alarms)

Command History

Examples

Release Modification

Cisco Catalyst SD-WAN Control This command was introduced.
Components Release 20.12.1

The following example shows how to configure the login-rate alarm parameters:

sdwan-manager (config) # system
sdwan-manager (config-system) # alarms
sdwan-manager (config-alarms)# login-rate interval 60 num-logins 3

Related Commands

Command Description

alarms Configures CPU-usage watermarks and polling interval.

show alarms Displays alarm history and watermarks for CPU, memory, and
disk usage, and the disk read and write speeds.

multi-factor-auth duo

To configure Cisco SD-WAN Manager and other controllers to require Duo multifactor authentication (MFA)
to verify the identity of users before they can log in, use the multi-factor-auth duo command in global
configuration mode. To disable Duo MFA authentication for controllers, use the no form of this command.

multi-factor-auth duo api-hostname name integration-key i-key secret-key s-key
proxy proxy-url

no multi-factor-auth duo api-hostname name integration-key i-key secret-key s-key
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proxy proxy-url

Syntax Description

Command Default

Command Modes

api-hostname name Specifies the API hostname (api-hostname) of your Duo
account.

integration-key i-key Specifies the integration key (Ikey) of your Duo account.

secret-key s-key Specifies the secret key (Skey) of your Duo account.

proxy proxy-url Specifies the URL of the proxy that is used to access the
Duo server if Cisco SD-WAN Manager is behind a
firewall.

If an HTTP proxy is configured for Cisco SD-WAN
Manager, this proxy is the default value.

This command is disabled. So, Cisco SD-WAN Manager and other controllers do not require Duo MFA to
verify the identity of users before they log in.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Release 17.12.1a | This command was
introduced.

* You must have a Duo account with local users created on that account.

* When you configure this command, users are prompted on their mobile devices to authenticate with Duo
after they enter a username and password to log in to Cisco SD-WAN Manager or other controllers.

* Duo MFA does not apply to the admin user by default. If you want to enable Duo MFA for the admin
user, configure multi-factor-auth duo, then enter the admin-auth-order command.

« If Cisco SD-WAN Manager or another controller does not have internet access, use the following
commands to configure proxy information for the device on which Duo MFA is enabled. Enter these
commands either from the command line of the device or its device template. This configuration provides
access to the Duo MFA feature. The device can be a Cisco SD-WAN Manager server, a Cisco Catalyst
SD-WAN Validator, or a Cisco Catalyst SD-WAN Controller.

vm # config

vm (config) # system aaa
vm(config-aaa) # multi-factor-auth

vm (config-multi-factor-auth)# duo

vm (config-duo) # api-hostname name

vm (config-duo) # secret-key s-key

vm (config-duo) # integration-key i-key
vm (config-duo) # proxy proxy-url
v ( ) #

config-duo commit

The following example shows how to configure Cisco SD-WAN Manager and other controllers to
require Duo MFA to verify the identity of users before they can log in:
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device (config-system) # aaa

device (config-aaa)# multi-factor-auth duo

device (config-duo)# api-hostname api-xxxxxxxx.duosecurity.com

device (config-duo)# integration-key DIMVTNXXXXXXXXXX
( ) #

device (config-duo secret-key MXXXXXXXXXXXXX

Related Commands | Command Description

aaa authentication attempts | Sets the maximum number of login attempts that are permitted before a
login session is dropped.

lockout-policy Configures Cisco SD-WAN Manager and other controllers to lock out users
who have made a designated number of consecutive unsuccessful login
attempts within a designated period, or who have not logged in for a
designated number of days.

server-private (TACACS+)

To configure the IPv4 or IPv6 address of the private TACACS+ server for the group server, use the
server-private command in TACACS+ server-group configuration mode. To remove the associated private
server from the authentication, authorization, and accounting (AAA) group server, use the no form of this
command.

server-private ip-address [ port port-number |timeout interval |key [0 |6 |7] key-string ]

no server-private ip-address [ port port-number |timeout interval |key [0 |6 |7] key-string]

Syntax Description | ip-address IP address of the private RADIUS or TACACS+ server host.

port port-number | (Optional) Specifies the server port number. This option overrides the default, which
is port 49.

Range: 1 to 65535

timeout interval | (Optional) Specifies the server timeout interval.

Range: 1 to 1000

key [0]6]7] (Optional) Specifies an authentication and encryption key. This key must match the key
used by the TACACS+ daemon. Specifying this key overrides the key set by the
globaltacacs-server key command for this server only.

* [f no number or 0 is entered, the string that is entered is considered to be plain text.
If 6 is entered, the string that is entered is considered to be an advanced encryption
scheme [AES] encrypted text. If 7 is entered, the string that is entered is considered

to be hidden text.
key-string (Optional) Character string specifying the authentication and encryption key.
Command Default If server-private parameters are not specified, global configurations are used; if global configurations are not

specified, default values are used.
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Command Modes TACACS+ server-group configuration (config-sg-tacacs+)
Command History Release Modification
Cisco IOS XE SD-WAN Release 17.2.1r Command qualified for use in Cisco vManage CLI
templates.
Cisco IOS XE Catalyst SD-WAN Release Port and Timeout keywords added in AAA named server
17.10.1a implementation.

Usage Guidelines For usage guidelines, see the Cisco IOS XE server-private (TACACS+) command.

Examples The following example shows how to define the TACACS+ group server and associate private servers

with it:
Device> enable
Device# config-transaction

Device (config) # aaa group server tacacs+ tacacsl
Device (config-sg-tacacs+) # server-private 172.16.0.1 key 7 110al016141d

The following example shows how to configure TACACS+ group server port number and timeout
interval:

Device (config) # aaa group server tacacs+ tacacsl
Device (config-sg-tacacs+) # server-private 172.16.0.1 port 49 timeout 100

tacacs server address ipv4

To set the IPv4 address of a specified TACACS+ server, use the tacacs server address ipv4 command in
global configuration mode. To remove the IPv4 address associated with the specified TACACS+ server, use
the no form of this command.

tacacs server server-name address ipv4 ipv4-address
no tacacs server server-name address ipv4 ipv4-address

Syntax Description server-name Name of TACACS+ server.

ipv4-address TACACS+ server IPv4 address in the A.B.C.D format.

Command Default None

Command Modes Global configuration (config)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines Use tacacs server address ipv4 command to set an IP address for a known TACACS+ server.
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tacacs server key .

Example

The following example configures an IP address of 10.10.10.10 for the TACACS+ server
“tacacsserver’”.

Device (config) # tacacs server tacacsserver address ipv4 10.10.10.10

tacacs server key

To set an authentication and encryption key of a specified TACACS+ server, use the tacacs server key
command in global configuration mode. To remove the key associated with the specified TACACS+ server,
use the N0 form of this command.

tacacs server server-name key [key ]
no tacacs server server-name key [key ]

Syntax Description

Command Default

Command Modes

server-name  Name of TACACS+ server.

key (optional) Specifies an authentication and encryption key. This must match the key used by
the TACACS+ daemon.

None

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Use tacacs server key command to set an authentication and encryption key for a known TACACS+ server.

Example

The following example configures an authentication and encryption key “Ys6WhgHS40” for the
TACACS+ server “tacacsserver”.

Device (config) # tacacs server tacacsserver key Ys6WhgHS40

tacacs server port

To set the port on which the TACACS server connects with the server host, use the tacacs server port
command in global configuration mode. To reset port settings, use the Nno form of this command.

tacacs server server-name port port-number
no tacacs server server-name port port-number
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Syntax Description

Command Default

Command Modes

port-number  Specifies the port number. The range is from 1 to 65535. The default value is 49.

server-name  Specifies the name of the private TACACS+ server host.

The default port on which the server connects with the server host is 49.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.10.1a  This command was introduced.

Use the port integer argument to specify the TCP port number to be used when making connections to the
TACACS+ daemon. The default port number is 49.

The following example shows how to configure the port to 49:

Device (config) # tacacs server serverl
Device (config-server-tacacs)# timeout 20

Device (config) # tacacs server serverl
Device (config-server-tacacs) # port 49

tacacs server timeout

To set the interval for which the TACACS server waits for a server host to reply, use the tacacs server timeout
command in global configuration mode. To restore the default timeout interval, use the no form of this
command.

tacacs server name timeout seconds
no tacacsserver name timeout

Syntax Description

Command Default

Command Modes

name |Name of the private TACACS+ server host.

timeout | Configures the time to wait for a reply from the specified TACACS server.

seconds | Timeout interval, in seconds. The range is from 1 to 1000. The default is 5.

The default timeout interval for which the server waits for the server host to reply is 5 seconds.

Global configuration (config)

Command History

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.10.1a | This command was introduced.
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Usage Guidelines For usage guidelines, see the Cisco IOS XE tacacs server timeout command.

Examples The following example shows how to set the timeout interval to 20 seconds:

Device (config) # tacacs server serverl timeout 20

Related Commands | Command Description
tacacs-server host Specifies a TACACS+ host.
tacacs server address Sets the IPv4 address of a specified TACACS+ server.
ipv4
tacacs server key Sets an authentication and encryption key of a specified TACACS+ server.
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CHAPTER 5

ACL Commands

* deny, on page 35

* ip access-list, on page 38

* ipv6 access-list, on page 39
* permit, on page 39

* sequence, on page 42

To set conditions in a named IP access list or object group access control list (OGACL) that will deny packets,
use the deny configuration command in the appropriate configuration mode. To remove a deny condition
from an IP access list or OGACL, use the no form of this command.

TCP or UDP

sequence-number  deny  { tcp |udp} { src-addr src-wildcard |any | host addr | object-group
src-network-group } [ eq  port [range min-port max-port] { dest-addr dest-wildcard |any | host
addr | object-group dest-network-group } [ eq port |range min-port max-port] [log]

no sequence-number [deny][ |{ tcp |udp} |{ src-addr src-wildcard |any |host addr |
object-group src-network-group } |[ eq port |range min-port max-port] | { dest-addr
dest-wildcard | any | host addr |object-group dest-network-group} |[ eq port | range min-port
max-port] ] [log]

All other protocols

sequence-number  deny  { protocol | object-group service-group} { src-addr src-wildcard |
any |host addr |object-group src-network-group } { dest-addr dest-wildcard |any | host addr
| object-group  dest-network-group }  [log]

no sequence-number [deny] [ { protocol |object-group service-group} | { src-addr
src-wildcard | any | host addr | object-group src-network-group } | { dest-addr  dest-wildcard |
any | host addr |object-group dest-network-group | range port} |[log]]

Syntax Description

sequence-number Specify a sequence number to permit or deny statements to order the statement
in the list . You also can use sequence numbers to reorder, add, or remove
statements in a list.
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protocol

Name or number of a protocol; valid values are eigrp, gre, icmp, igmp, igrp,
ip, ipinip, nos, ospf, tcp, or udp, or an integer in the range 0 to 255 representing
an IP protocol number. To match any Internet protocol (including Internet Control
Message Protocol (ICMP), TCP, and User Datagram Protocol (UDP), use the
keyword ip. See the “Usage Guidelines” section for additional qualifiers.

object-groupservice-group

Specify an object group of type service.

src-addr Number of the source network or host from which the packet is being sent in a
32-bit quantity in four-part, dotted-decimal format.

src-wildcard Wildcard bits to be applied to source network in four-part, dotted-decimal format.
Place ones in the bit positions you want to ignore.

any Specifies any source or any destination host as an abbreviation for the
source-addror destination-addr valueand the source-wildcard or
destination-wildcard value of 0.0.0.0 255.255.255.255.

host addr Specifies the source or destination address of a single host.

tcp Specifies the TCP protocol.

udp Specifies the UDP protocol.

object-group
source-addr-group-name

Specifies the name of the object-group that contains the group of source
addresses. The source and destination object groups must be network object
groups. You cannot use empty object groups in access control lists.

destination-addr

Number of the network or host to which the packet is being sent in a 32-bit
quantity in four-part, dotted-decimal format.

destination-wildcard

Wildcard bits to be applied to the destination in a 32-bit quantity in four-part,
dotted-decimal format. Place ones in the bit positions you want to ignore.

object-group
dest-addr-group-name

Specifies the name of the object-group that contains the group of destination
addresses. The source and destination object groups must be network object
groups. You cannot use empty object groups in access control lists.
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(Optional) Causes an informational logging message about the packet that
matches the entry to be sent to the console. (The level of messages logged to the
console is controlled by the logging console command.)

The message for a standard list includes the access list number, whether the
packet was permitted or denied, the source address, and the number of packets.

The message for an extended list includes the access list number; whether the
packet was permitted or denied; the protocol; whether the protocol was TCP,
UDP, ICMP, or a number; and, if appropriate, the source and destination
addresses and source and destination port numbers.

For both standard and extended lists, the message is generated for the first packet
that matches, and then at 5-minute intervals, including the number of packets
permitted or denied in the prior 5-minute interval.

The logging facility might drop some logging message packets if there are too
many to be handled or if there is more than one logging message to be handled
in 1 second. This behavior prevents the router from reloading because of too
many logging packets. Therefore, the logging facility should not be used as a
billing tool or an accurate source of the number of matches to an access list.

Command Default

Command Modes

There is no specific condition under which a packet is denied passing the access list.

Standard access-list configuration (config-std-nacl)
Extended access-list configuration (config-ext-nacl)

Command History

Usage Guidelines

Examples

Release

Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI

templates.

Cisco I0S XE Catalyst SD-WAN Release 17.3.1a | Additional parameters qualified: udp, tcp, icmp, and

range

For usage guidelines, see the Cisco IOS XE deny command.

ip access-list standard
10 deny 10.1.1.1

ip access-1list standard
10 deny any

ip access-list extended
10 deny ip any any

ip access-list extended
10 deny ip host 10.1.1

10

15

105

105

.1 any

20 deny object-group OBJ PROTO object-group OBJ SRC object-group OBJ DEST

ip access-list extended
10 deny ip any any log

EXTACL
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ACL Commands |

Ip access-list

To define an IP access list or object-group access control list (ACL) by name or number or to enable filtering
for packets with IP helper-address destinations, use the ip access-list command in global configuration mode.
To remove the IP access list or object-group ACL or to disable filtering for packets with IP helper-address
destinations, use the no form of this command.

ip access-list { {standard |extended} { access-list-name access-list-number } }
no ip access-list { {standard |extended} { access-list-name access-list-number } }

Syntax Description

standard Specifies a standard IP access list. You can only filter based on the source with standard
IP access lists.

extended Specifies an extended IP access list. Required for object-group ACLs.

access-list-name Name of the IP access list or object-group ACL. Names cannot contain a space or
quotation mark, and must begin with an alphabetic character to prevent ambiguity with
numbered access lists.

access-list-number | Number of the access list.
* A standard IP access list is in the ranges 1-99 or 1300-1999.
» An extended IP access list is in the ranges 100-199 or 2000-2699.

Command Default

Command Modes

No IP access list or object-group ACL is defined, and outbound ACLs do not match and filter IP helper relayed
traffic.

Global configuration (config)

Command History

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1v | ip access-list extended command qualified for use
in Cisco vManage CLI templates.

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Additional parameter qualified: ip access-1list

standard

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE ip access-1ist command.

ip access-1list standard 10
10 deny 10.1.1.1

ip access-list standard 15
10 deny any

ip access-list standard 15
10 deny ip-address
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ip access-list extended 105
10 deny ip 10.1.1.1 any
20 deny ip object-groupl any

In the following example, the source IP address is 10.1.1.1 and the destination IP address is 10.1.1.2

ip access-list extended 105
10 permit host 10.1.1.1 10.1.1.2

ip access-1list extended 105
10 deny ip any any

ip access-list extended EXTACL
10 deny ip any any log

Ipv6 access-list

To define an IPv6 access list and to place the device in IPv6 access list configuration mode, use the ipv6
access-listcommand in global configuration mode. To remove the access list, use the no form of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

Examples

permit

For usage guidelines, see the Cisco IOS XE ipv6 access-list command.

Device# config-transaction

Device (config) # ipv6é access-list test300_vé

Device (config-ip-acl) # sequence 100 permit ipv6é any 2001:DB8::/32
Device (config-ip-acl) #

To set conditions in named IP access list that will permit packets, use the permit command in the appropriate
configuration mode. To remove a condition from an IP access list, use the no form of this command.

Syntax Description

sequence-number Specify a sequence number to permit or deny statements to position the statement
in the list. You can also use sequence numbers to reorder, add, or remove
statements in a list.

protocol Name or number of a protocol; valid values are; valid values are ahp, eigrp,
esp, gre, icmp, igmp, igrp, ip, ipinip, nos, ospf, , tcp, pcp, pim, udp, or an
integer in the range 0 to 255 representing an [P protocol number. To match any
Internet protocol (including Internet Control Message Protocol (ICMP), TCP,
and User Datagram Protocol (UDP), use the keyword ip. See the “Usage
Guidelines” section for additional qualifiers.

object-groupservice-group | Specify an object group of type service.
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source-addr

(Optional) Number of the network or host from which the packet is being sent
in a 32-bit quantity in four-part, dotted-decimal format.

source-wildcard

(Optional) Wildcard bits to be applied to the source in four-part, dotted-decimal
format. Place ones in the bit positions you want to ignore.

any

Specifies any source or any destination host as an abbreviation for the
source-addror destination-addr valueand the source-wildcard or
destination-wildcard value of 0.0.0.0 255.255.255.255.

host address name

Specifies the source or destination address and name of a single host.

object-group
source-addr-group-name

Specifies the name of the object group that contains the group of source addresses.
The source and destination object groups must be network object groups. You
cannot use empty object groups in access control lists.

destination-addr

Number of the network or host to which the packet is being sent in a 32-bit
quantity in four-part, dotted-decimal format.

destination-wildcard

Wildcard bits to be applied to the destination in a 32-bit quantity in four-part,
dotted-decimal format. Place ones in the bit positions you want to ignore.

object-group
dest-addr-group-name

Specifies the name of the object-group that contains the group of destination
addresses. The source and destination object groups must be network object
groups. You cannot use empty object groups in access control lists.

log

(Optional) Causes an informational logging message about the packet that
matches the entry to be sent to the console. (The level of messages logged to the
console is controlled by the logging console command.)

The message for a standard list includes the access list number, whether the
packet was permitted or denied, the source address, and the number of packets.

The message for an extended list includes the access list number; whether the
packet was permitted or denied; the protocol; whether the protocol was TCP,
UDP, ICMP, or a number; and, if appropriate, the source and destination
addresses and port numbers and the user-defined cookie or router-generated hash
value.

For both standard and extended lists, the message is generated for the first packet
that matches, and then at 5-minute intervals, including the number of packets
permitted or denied in the prior 5-minute interval.

The logging facility might drop some logging message packets if there are too
many to be handled or if there is more than one logging message to be handled
in 1 second. This behavior prevents the router from reloading because of too
many logging packets. Therefore, the logging facility should not be used as a
billing tool or an accurate source of the number of matches to an access list.

After you specify the log keyword (and the associated word argument), you
cannot specify any other keywords or settings for this command.

tep

Specifies the TCP protocol.

udp

Specifies the UDP protocol.
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permit .

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Additional parameters qualified: udp, tcp, icmp, and

range

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Additional parameters qualified: geo-group

Usage Guidelines For usage guidelines, see the Cisco IOS XE permit command.

)

Note  You can configure a fully qualified domain name (FQDN) or a GEO as a source object group or as a destination
object group using an Access Control List (ACL). Do not configure both a GEO and an FQDN as a source
or destination object group.

object-group fgdn asdfa-Rule 2-fgdn-src
pattern "www\.cisco\.com"

|

object-group fgdn asdfa-Rule 4-fqgdn-dstn
pattern "www\.cnn\.com"

|

object-group geo asdfa-Rule l-geo-src
country AGO

|

object-group geo asdfa-Rule 3-geo-dstn
country CMR

|

object-group service asdfa-Rule l-svc_
ip

!

object-group service asdfa-Rule 2-svc
ip

!

object-group service asdfa-Rule 3-svc
ip

!

object-group service asdfa-Rule 4-svc
ip

ip access-list extended asdfa-seg-Rule_l-acl_

19 permit object-group asdfa-Rule_l-svc_ geo-group asdfa-Rule l-geo-src_ any

!

ip access-list extended asdfa-seg-Rule 2-acl

14 permit object-group asdfa-Rule 2-svc_ fgdn-group asdfa-Rule 2-fgdn-src_ any
!

ip access-list extended asdfa-seg-Rule_3-acl_

15 permit object-group asdfa-Rule 3-svc_ any geo-group asdfa-Rule 3-geo-dstn_
!

ip access-list extended asdfa-seg-Rule_4-acl_

12 permit object-group asdfa-Rule_ 4-svc_ any fgdn-group asdfa-Rule_ 4-fgdn-dstn_
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. sequence

sequence

To specify a sequence number for the permit condition in the IP access list, use the sequence command in
the appropriate configuration mode. To remove a sequence number from an I[P access list, use the no form of
this command.

sequence sequence-number { permit } {ipv6 } {any ipv6-address }

Syntax Description | sequence-number | Permits statements to position the statement in the list.

permit Sets permit conditions for an IPv6 access list.

ipv6 Sets the IPv6 address to set permit conditions.

any ipv6-address | Specifies any source or any destination host as an abbreviation for the source-addr or
destination-addr value and the source-wildcard or destination-wildcard value of 0.0.0.
255.255.255.255.

Command Default There are no specific conditions under which a packet passes the access list.

Command Modes
IPv6 access-list configuration

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Examples

Device (config) # ipv6é access-list test300_v6
Device (config-ipvé6-acl) # sequence 100 permit ipvé any 2001:DBS8::/32
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AppNav Commands

* appnav-controller, on page 43

* service-insertion, on page 44

* service-insertion appnav-controller-group, on page 45
* service-node-group, on page 46

* service-insertion waas interface, on page 47

* service node, on page 47

* service-policy, on page 48

appnav-controller

To configure IPv4 addresses for an AppNav Controller, use appnav-controller command in Service Insertion
AppNav Controller-group configuration mode. To remove the AppNav controller, use the no form of this
command.

appnav-controller ipvdaddress vrf vrf
no appnav-controller ipvdaddress vrf vrf

Syntax Description

Command Default

Command Modes

ipvdaddress  Specifies the IPv4 address of the AppNav controller.

vrf Specifies the service VRF.

None

Service insertion AppNav controller-group configuration (config-service-insertion-acg).

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r This command was
introduced.

The AppNav-XE component is made up of a distribution unit called the AppNav controller and service nodes.
The AppNav controller intercepts network traffic and based on an AppNav policy, distributes that traffic to
one or more WAAS nodes for optimization. The device in this context is a Cisco WAN edge device running
AppNav-XE.
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AppNav Commands |

The AppNav Controller group configures the AppNav Controller. To configure the AppNav Controller group,
enter the IP addresses used by the AppNav Controllers.

Examples

The following example shows how to configure the IP address 192.3.3.1 as an AppNav controller
for traffic interception on VRF 2.

Device (config) # service-insertion appnav-controller-group scg
Device (config-service-insertion-acg)# appnav-controller 192.3.3.1 vrf 2

Table 6: Related Commands

Command Description

service-insertion appnav-controller-group Configures an AppNav Controller Group.

service-insertion

To configure an AppNav Controller group (ANCG), Service Node Group (SNG) and service context that is
part of an AppNav Cluster, use the service-insertion command. To unconfigure settings, use the no form of
this command.

service-insertion { appnav-controller-group ancgroupname | service-node-group sngroupname |
service-context contextname { waas } | waas interface interface }

no service-insertion

Syntax Description

Command Default

Command Modes

ancgroupname | Specifies the name of an ANCG to configure and enters AppNav Controller group
configuration mode to configure ANCG settings. I[f the ANCG does not exist, this command
creates it.

sngroupname | Specifies the name of a SNG to configure and enters service node group configuration
mode to configure SNG settings. If the SNG does not exist, this command creates it.

contextname Specifies the service context name to configure and enters service context group
configuration mode to configure service context settings. If the service context does not
exist, this command creates it.

No default behavior or values.

global configuration (config)

Command History

Release Modification
Cisco IOS XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v
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Usage Guidelines

Examples

service-insertion appnav-controller-group .

Use this command to create service controller group, service node group and service insertion context.

The following is an example of this command:

service-insertion appnav-controller-group scg
appnav-controller 192.3.3.1 vrf 2
appnav-controller 192.3.3.2 vrf 2

1

service-insertion service-node-group acgl
service-node 192.3.3.3

1

service-insertion service-context waas/1
appnav-controller-group scg

service-node-group acgl
service-policy pl
enable

]
service-insertion waas interface Tunnel2

service-insertion waas interface Tunnel3
]

service-insertion appnav-controller-group

To configure an AppNav controller group, use Service-insertion appnav-controller-group command in
global configuration mode. To remove the AppNav controller group, use the no form of this command.

service-insertion appnav-controller-group group-name
no service-insertion appnav-controller-group group-name

Syntax Description

Command Default

Command Modes

group-name Specifies the name of the AppNav controller group.

None

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r This command was
introduced.

The AppNav-XE component is made up of a distribution unit called the AppNav controller and service nodes.
The AppNav Controller intercepts network traffic and based on an AppNav policy, distributes that traffic to
one or more WAAS nodes for optimization. The device in this context is a Cisco Catalyst SD-WAN edge
device running AppNav-XE.

Use the service-insertion appnav-controller-group command to configure an AppNav controller group.
You can configure different AppNav controllers on the AppNav controller group.
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Examples

The following example shows how to configure the IP address 192.3.3.1 as an AppNav controller
for traffic interception on VRF 2 on the AppNav controller group scg.

Device# config-transaction
Device (config) # service-insertion appnav-controller-group scg
Device (config-service-insertion-acg)# appnav-controller 192.3.3.1 vrf 2

Table 7: Related Commands

Command Description

appnav-controller Configures an AppNav controller.

service-node-group

To configure the name of a SNG to be used in a service context, use the service-node-group service context
configuration command. To unconfigure the SNG, use the no form of this command.

service-node-group sngroupname

no service-node-group sngroupname

Syntax Description

service-node-groupsngroupname | Specifies the name of a SNG to add to the service context. The SNG must
have been previously configured by the service-insertion
service-node-group command.

Command Default

Command Modes

No default behavior or values.

Service context configuration (config-service-insertion-context)

Command History

Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Usage Guidelines

Examples

An AppNav Cluster can have up to 32 member SNGs and a maximum of 32 service nodes.

The following example shows how to configure this command:

service-insertion service-context waas/1
service-node-group acgl
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service-insertion waas interface

To enable WAAS service AppNav interception for an interface, use the service-insertion waas interface
command in global configuration mode. To disable WAAS service AppNav interception for an interface, use
the no form of this command.

service-insertion waas interface interface
no service-insertion waas interface interface

Syntax Description interface  Specifies the name of the interface for WAAS service AppNav interception.

Command Default None

Command Modes Global configuration (config)
Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.2.1r This command was
introduced.
Usage Guidelines The AppNav-XE component is made up of a distribution unit called the AppNav controller and service nodes.

The AppNav controller intercepts network traffic and, based on an AppNav policy, distributes that traffic to
one or more WAAS nodes for optimization. The device in this context is a Cisco Catalyst SD-WAN edge
device running AppNav-XE.

Use service-insertion waas interface command to enable WAAS service AppNav interception for an WAN

interface, and in the case of a Cisco Catalyst SD-WAN Overlay, a tunnel interface on the transport side (VPN
0).

Examples

The following example shows how to WAAS service AppNav interception for interfaces tunnel 2
and tunnel 3, both transport interfaces for a WAN edge device.

Device (config)# service-insertion waas interface Tunnel2
Device (config) # service-insertion waas interface Tunnel3

service node

To configure the IP address to be added to the SNG, use the service-node service node group configuration
command. To unconfigure the IP address, use the no form of this command.

service-node ip-address

no service-node ip-address
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Syntax Description | ip-address | Specifies the IP address of a service node to be added to the SNG. The address must be the IP
address of the interface on which the service node is to receive traffic.

Command Default No default behavior or values.

Command Modes
Service node group configuration (config-service-insertion-sng)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines Use this command to create service node.

Examples The following example shows how to configure the IP address of a service node:

device (config) # service-insertion service-node-group acgl
device (config-service-insertion-sng)# service-node 10.10.10.15

service-policy

To configure AppNav and optimization service policy, use the service-policy global configuration command.
To unconfigure settings, use the no form of this command

service-policy policyname

no service-policy policyname

Command Default None.

Command Modes
Service context configuration (config-service-insertion-context)

Command History Release Modification
Cisco IOS XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Examples

service-insertion service-context waas/1
service-policy pl

class testlOl-seg-21-cm_
service-policy avc Yahoo-pm
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AppQoE Commands

* (config-scxt) appnav-controller-group , on page 49
* app-resource package-profile, on page 50

* appqoe http-connect, on page 51

* appqoe tcpopt enable, on page 51

* app-hosting, on page 52

* app-hosting appid, on page 53

* app-vnic, on page 54

* cluster-type, on page 55

* device-role, on page 55

* dreopt enable, on page 56

* dual-side optimization enable, on page 56

* exporter, on page 57

* guest-ipaddress, on page 58

* i0x, on page 59

* performance monitor apply, on page 59

* performance monitor context, on page 60

* performance monitor sampling-rate, on page 61

* platform resource, on page 62

* rd, on page 62

* sdwan appqoe dreopt enable, on page 63

* service-insertion appqoe, on page 64

* service-insertion appnav-controller-group appqoe, on page 64
* service-insertion service-node-group appqoe, on page 65
* start (app-hosting), on page 66

« traffic-monitor, on page 67

« vrf (service-insertion-context), on page 68

(config-scxt) appnav-controller-group

To configure the name of the ANCG to be used in a service context, use the appnav-controller-group service
context configuration command. To unconfigure the ANCG, use the no form of this command.

appnav-controller-group ancgroupname
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no appnav-controller-group ancgroupname

Syntax Description | appnav-controller-group Specifies the name of the ANCG to add to the service context. The
ancgroupname ANCG must have been previously configured by the service-insertion
appnav-controller-group command.

Command Default No default behavior or values.

Command Modes
Service context configuration (config-scxt)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines A service context can have only one member ANCG.

Examples The following is an example of this command:

service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE

app-resource package-profile

To assign a DRE profile size to a device, use the app-resource package-profile command in app-hosting
configuration mode. To remove the DRE profile assigned to a device, use the no form of this command.

app-resource package-profile profile-size

app-resource package-profile

Syntax Description profile-size  The size of the DRE
profile.

Command Default The default DRE size specific to the device model is assigned.

Command Modes App-hosting (config-app-hosting)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.6.1a This command was
introduced.
Example

This example configures a small sized DRE profile on the device.
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Device (config-app-hosting) # app-resource package-profile small

appqoe http-connect

Command Default

Command Modes

To enable HTTP connect, use the appgoe http-connect command in the SD-WAN configuration mode. To
disable HTTP connect, use the no form of this command.

appgoe http-connect enable [server-port] port-number-1 [ port-number-2] [ port-number-3]

no appqoe http-connect enable [server-port] port-number-1 [ port-number-2] [ port-number-3]

Table 8: Syntax Description

enable Enables HTTP connect.

server-port A number that identifies a specific process to which
an internet or other network message is to be
forwarded when it arrives at a server.

port-number An HTTP connect request can be sent only using the
following standard ports Port 80, 8080, and 8088

HTTP connect is not enabled.

SD-WAN configuration (config-sdwan)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.9.1a Command qualified for use in Cisco vManage CLI
templates.

This command enables HTTP connect. If you don't enter a standard port number, the default server-port
number is assumed as 80.

Example

The following example shows how to enable HTTP connect.

Device (config) # sdwan
Device (config-sdwan) # appgoe
Device (config-appgoe) # http-connect enable server-port 80

appqoe tcpopt enable

To enable TCP optimization feature, use appqoe tcpopt enable command in Cisco SD-WAN configuration
mode. To disable TCP optimization feature, use the no form of this command.

appgoe tcpopt enable
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Syntax Description

Command Default

Command Modes

AppQoE Commands |

no appqgoe tcpopt enable
This command has no keywords or arguments.
None

SD-WAN configuration (config-sdwan)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Release 17.3.1a TCP optimization support extended to CiscolSR4221, Cisco ISRv,
and Cisco 1000 Series Integrated Services Routers.

Cisco IOS XE SD-WAN Release This feature optimizes TCP data traffic by decreasing any round-trip

16.12.1d latency and improving throughput.

TCP optimization fine tunes the processing of TCP data traffic to decrease round-trip latency and improve
throughput. It is recommended that you configure TCP optimization on both the WAN Edge routers.

The command can be used to enable TCP optimization feature on WAN Edge routers.

Example

The following example shows how to enable TCP optimization feature on a WAN Edge:

Device (config) # sdwan
Device (config-sdwan) # appgoe tcpopt enable

Or

Device (config) # sdwan
Device (config-sdwan) # appgoe
Device (config-appgoe) # tcpopt enable

The following example show how to disable TCP optimization feature on a WAN Edge router.

Device (config) # sdwan
Device (config-sdwan) # no appgoe tcpopt enable

Or
Device (config) # sdwan

Device (config-sdwan) # appgoe
Device (config-appgoe) # no tcpopt enable

app-hosting

To start or activate application hosting, use the app-hosting command in privileged EXEC mode. To stop or
deactivate application hosting, use the no form of this command.

app-hosting { install | activate |start |stop |deactivate |uninstall } appid app-name

Syntax Description

install Installs an application from the specified location. An application can be installed from a
local storage location.
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activate Validates all the application resource requests, and if all the resources are available, the
application is activated; if not, the activation fails.

start Starts and runs an application that has already been configured.

stop Stops the DRE application.

deactivate Deactivates all the resources allocated for the application.

uninstall Uninstalls all the packaging and images stored. All the changes and updates to the

application are also removed.

appid Specifies the name of the application.
app-name

Command Default Application hosting is not enabled.

Command Modes Privileged EXEC (#)

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage templates.

Usage Guidelines The start command in application-hosting configuration mode is equivalent to the app-hosting activate
appid and app-hosting start appid commands.

The no start command in application-hosting configuration mode is equivalent to the app-hosting stop
appidand app-hosting deactivate appid commands.

Example

The following example shows how to install an application named Bangalore.

Device# app-hosting install appid Bangalore

The following example shows how to start app-hosting for an application named Bangalore

Device# app-hosting activate appid Bangalore

app-hosting appid

To configure an application and enter application-hosting configuration mode, use the app-hosting app-id
command in global configuration mode.

To remove the application, use the no form of this command.

app-hosting app-id app-name

Syntax Description  app-name  Specifies a name for the application.
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Command Default

Command Modes

AppQoE Commands |

Global configuration (config)

Command History

Usage Guidelines

app-vnic

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage templates.

Example

The following example shows how to configure an application with the name TEST, and enter
application hosting configuration mode.

Device (config) # app-hosting appid TEST
Device (config-app-hosting) #

To configure a virtual interface gateway for application, use the app-vnic command in application hosting
configuration mode. To remove the configuration, use the no form of this command.

app-vnic gateway0 [ virtualportgroup port-number guest-interface interface ]

Syntax Description

Command Default

Command Modes

gatewayO Configures gateway0 as the VNIC gateway for the application.

virtualportgroup port-number  Configures a VirtualPortGroup interface for the gateway. Range: 0 to 31.

guest-interface interface Configures a guest interface for the gateway. Range: 0 to 3.

The virtual network gateway is not configured

Application hosting configuration (config-app-hosting)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage templates.

After you configure the virtual network interface gateway of an application, the command mode changes to
application-hosting gateway configuration mode. In this mode, you can configure the IP address of the guest
interface.

Example

Device (config) # iox

Device (config) # app-hosting appid dreopt

Device (config-app-hosting) # app-vnic gatewayO virtualportgroup 3 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.3.2 netmask 255.255.255.252
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # start

Device (config-app-hosting) # exit
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cluster-type .

Device (config) # interface VirtualPortGroup3

Device (config-if)# no shutdown

Device (config-if)# ip address 192.168.3.1 255.255.255.252
Device (config-if) # exit

cluster-type

To specify the cluster type for a specific service-context, use the cluster-type command in service insertion
context configuration mode. To remove this configuration, use the no form of this command.

cluster-type { service-controller |integrated-service-node }

no cluster-type

Syntax Description

Command Default

Command Modes

service-controller Specifies service controller as the cluster type.

integrated-service-node Specifies integrated service node as the cluster type.

Service cluster type is not configured.

Service insertion context (config-service-insertion-context)

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Cisco I0S XE Catalyst SD-WAN Release 17.5.1a Additional parameters qualified: integrated-service-node

Example

The following example shows how to enter the service insertion context configuration mode and
specify service-controller as the cluster type.

Device (config) # service-insertion service-context appgoe CISCO
Device (config-service-insertion-context)# cluster-type service-controller

The following example shows how to enter the service insertion context configuration mode and
specify integrated-service-node as the cluster type.

Device (config) # service-insertion service-context appgoe CISCO
Device (config-service-insertion-context)# cluster-type integrated-service-node

device-role

To specify the role of the device attached to the port, use the device-role command in service context
configuration command mode.

device-role
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Command Default

Command Modes

AppQoE Commands |

The device role is host.

Service context configuration (config-scxt)

Command History

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

The following is an example of this command:

service-insertion service-node-group appgoe SNG-APPQOE
device-role service-node

dreopt enable

Syntax Description

Command Default

Command Modes

To enable DRE optimization, use the dreopt enable command in AppQoE configuration mode.
dreopt enable

no dreopt [enable]

This command has no keywords or arguments.

DRE optimization is not enabled.

AppQOoE configuration (config-appqoe)

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates
Example

The following example shows how to enable the AppQoE configure mode, and enable DRE
optimization.

Device (config) # sdwan appgoe
Device (config-appgoe) # dreopt enable

dual-side optimization enable

To enable optimization of dual-side traffic, use the dual-side optimization enable command in SSL proxy
configuration mode. To disable optimization of dual-side traffic, use the no form of this command.
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Syntax Description

Command Default

Command Modes

exporter .

dual-side optimization enable

no dual-side optimization

This command has no keywords or arguments.
Dual-side optimization is not enabled.

SSL proxy configuration (config-sslproxy)

Command History

exporter

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates.

Example

sslproxy
enable

dual-side optimization enable
I

To export metrics from performance monitors to the collectors, use the exporter command in performance
monitor configuration mode. To clear the configuration, use the no form of this command.

exporter destination { destination-ip [ source port ] |local-sdwan source source[ dscp value |vrf
vrf-id] }

no exporter destination

Syntax Description

destination destination-ip Specifies the IP address of the collector.

source source Specifies the source interface.

port port (Optional) Specifies the port on the interface.

local-sdwan Specifies that the performance monitor metrics be sent to Cisco vManage. Note
that this option is only supported on features that support vManage as the
collector.

Note This keyword is not applicable to the Performance Monitor feature.

dscp value (Optional) Specifies IP differentiated services code point (DSCP) values to
match. Valid values are from 0 to 63.

vrf vrf-id (Optional) Specifies that the export data packets should be sent to the VRF that
is specified.
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Command Default Performance monitor metrics are not exported to the collector.
Command Modes Performance monitor configuration (config-perf-mon)
Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Additional parameters qualified:

destination destination-ip

Usage Guidelines After configuring performance monitor, use the exporter command to specify where the monitoring metrics
should be exported.

The local-sdwan keyword is not applicable to the Performance Monitoring feature.

Example

The following example shows how to configure performance monitoring with the sdwan-performance
profile, and then specify the destination IP, source interface, and port to export the monitoring metrics.

Device (config) # performance monitor context CISCO-MONITOR profile sdwan-performance
Device (config-perf-mon) # exporter destination 10.0.1.128 source GigabitEthernet9 port 2055

guest-ipaddress

To configure the IP address of the guest interface configured for application hosting (DRE), use the
guest-ipaddress command in app hosting gateway configuration mode.

guest-ipaddress ip-address [ netmask mask ]

no guest-ipaddress ip-address [ netmask mask ]

Syntax Description ip-address The IP address that should be assigned to the guest interface.

netmask mask Specifiest the netmask for the IP address.

Command Modes App hosting gateway configuration (config-app-hosting-gateway)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines After you configure the virtual network interface gateway of an application, the command mode changes to
application-hosting gateway configuration mode. In this mode, you can configure the IP address of the guest
interface.
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iox II

Example

The following example assigns and IP address and netmask to the guest interface configured for
app-hosting.

Device (config) # app-hosting appid dreopt
Device (config-app-hosting) # app-vnic gatewayO virtualportgroup 3 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.3.2 netmask 255.255.255.252

To enable DRE or UTD container, use the i0X command in global configuration mode.
iox

no iox

Syntax Description ~ This command has no keywords or arguments.

Command Default The container for DRE or UTD is not enabled.

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates.

Example

Device (config) # iox

Device (config) # app-hosting appid dreopt

Device (config-app-hosting) # app-vnic gatewayO virtualportgroup 3 guest-interface 1
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.3.2 netmask 255.255.255.252
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # start

Device (config-app-hosting) # exit

Device (config) # interface VirtualPortGroup3

Device (config-if)# no shutdown

Device (config-if)# ip address 192.168.3.1 255.255.255.252

Device (config-if) # exit

performance monitor apply

To apply performance monitor to a tunnel, use the performance monitor apply command in global
configuration mode. To remove performance monitor from a tunnel, use the no form of this command.

performance monitor apply context { color-all-dia | color-list color | sdwan-tunnel }
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no performance monitor apply context

Syntax Description context The name of the context for which the performance monitor should be applied.

color-all-dia Applies performance monitor to all links in the Direct Internet Access (DIA) tunnel.

color-list color Specifies the link color or colors to which the performance monitor should be applied.

sdwan-tunnel  Specifies that the performance monitor be applied to all SD-WAN tunnel interfaces.

Command Default Performance monitor is not applied to any tunnel interfaces or links.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Additional parameters qualified: sdwan-tunnel

Usage Guidelines The keywords color-all-dia and color-list are not applicable to the application performance monitor feature.
These parameters are specific to ART monitoring for Cloud onRamp for SaaS applications.

Example

The following example shows how to apply performance monitor configuration on all SD-WAN
tunnel interfaces globally.

Device (config) # performance monitor apply CISCO-MONITOR sdwan-tunnel

performance monitor context

To enable the performance monitor context on a specified interface, use the performance monitor context
command in interface configuration mode. To remove performance monitor configuration, use the no form
of this command.

performance monitor context context-name[ profile sdwan-performance ]

no performance monitor context context-name [ profile sdwan-performance ]

Syntax Description  context-name Name of the performance monitor context name. The performance monitor
context is used to enable performance monitor feature on the specified interface.

profile Specifies that the sdwan-performance profile should be applied to the class map
sdwan-performance specified for performance monitoring.

Note This parameter is optional only if sdwan-performance profile is used to
instantiate the performance monitor context.
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Command Default

Command Modes

performance monitor sampling-rate .

Performance monitor is not configured.

Interface configuration (config-if)

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

The keywords profile and sdwan-performance are optional only if the context name is generated when the
sdwan-performance profile is applied.

Example

The following example shows how to enable performance monitor on Tunnell.

interface Tunnell
performance monitor context CISCO-MONITOR

performance monitor sampling-rate

To monitor a specified number of flows as a sample, from the total flows being monitored, use the performance
monitor sampling-rate command in global configuration mode. To remove the sampling rate, use the no
form of this command

performance monitor sampling-rate rate

no performance monitor sampling-rate

Syntax Description

Command Default

Command Modes

rate Specifies the number of flows to be monitored from the total flows that performance monitor is applied
to.

Range: 2 to 32768

Sampling rate is not configured.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Example

The following example shows how to configure a sampling rate of 10 for the traffic being monitored:
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Device (config) # performance monitor sampling-rate 10

platform resource

To configure a device to allocate cores to the service plane or the data plane, use the platform resource
command in global configuration mode. To remove the core allocation configuration, use the no form of this
command.

platform resource { data-plane-heavy |service-plane-heavy |app-heavy }

Syntax Description  data-plane-heavy Allocates more cores to the data plane.

service-plane-heavy Allocates more cores to the service plane.

app-heavy Allocates more cores to the AppQoE service.

Note  Use this keyword to allocate more cores to the service plane of Cisco Catalyst
8000V instances on UCS E-Series servers.

Command Default When this command is not configured, the supported Cisco Catalyst 8300 Series Edge Platforms are configured
as service-plane heavy by default, and Cisco Catalyst 8000V Edge software is configured as data-plane heavy

by default.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Cisco IOS XE Catalyst SD-WAN Release 17.6.1a A new keyword was added to this command: app-heavy

Usage Guidelines If this command is not configured, the supported Cisco Catalyst 8300 Series Edge Platforms are configured
as service-plane heavy by default, and Cisco Catalyst 8000V Edge software is configured as data-plane heavy
by default. If you change the default configuration, you need to reboot the device for the updated configuration
to take effect.

Example

The following example configures an external service node device as app-heavy.

Device (config) # platform resource app-heavy

rd

To specity a route distinguisher (RD) for a VPN routing and forwarding (VRF) instance, use the rdcommand
in VRF configuration mode. To remove a route distinguisher, use the no form of this command.
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sdwan appqoe dreopt enable .

rd route-distinguisher
no rd route-distinguisher

Syntax Description route-distinguisher | An 8-byte value to be added to an IPv4 prefix to create a VPN IPv4 prefix.

Command Default ~ No RD is specified.

Command Modes
VRF configuration (config-vrf)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE rd command.

Examples The following example shows how to configure a default RD:

vrf definition 100

rd 1:100
!

address-family ipv4
route-target export 1:100
route-target import 1:100

exit-address-family
|

sdwan appqoe dreopt enable

To enable DRE optimization, use the sdwan appqoe dreopt enable command in global configuration mode.
To disable DRE, use the no form of this command.

sdwan appqoe dreopt enable

no sdwan appqoe dreopt enable

Command Default DRE optimization is not enabled.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage templates.
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. service-insertion appqoe

Usage Guidelines
Example

The following example shows how to enable DRE optimization.

Device (config) # sdwan appgoe dreopt enable

service-insertion appqoe

To configure service nodes and a service controller to form a service node group, use the service-insertion
appgoe command in interface configuration mode. To unconfigure the service node group, use the no form
of this command.

service-insertion appgoe

no service-insertion appqoe

Syntax Description ~ This command has no keywords or arguments.

Command Default No default behavior or values.

Command Modes
Interface configuration (config-if)

Command History Release Maodification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.5.1a

Examples

interface VirtualPortGroup2

no shutdown

ip address 192.168.2.1 255.255.255.0
service-insertion appgoe

service-insertion appnav-controller-group appqoe

To configure a service controller inside a service controller group, use the service-insertion
appnav-controller-group appgoe command in global configuration mode.

To remove the service controller configuration, use the no form of this command.

service-insertion appnav-controller-group appqoe group-name [ appnav-controller ipv4-address [
vrf vrf-id ] | description description [ appnav-controller ipv4-address [ vrf vrf-id ]]]

no service-insertion appnav-controller-group appgoe
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service-insertion service-node-group appqoe .

Syntax Description  group-name Specifies the name of the AppQoE service-controller-group that the
service controller is being configured under

appnav-controller ipv4-address Specifies the IPv4 address of the AppQoE service controller

vrf vrf-id Specifies the ID of the VRF to which this configuration is being applied.
description description Provides a description for the AppQoE controller.

Command Default No service controller is configured.

Command Modes Global configuration (config)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command modified to enable applying the service-insertion
17.4.1a configuration to a VRF.

Usage Guidelines For the service-insertion appnav-controller-group appgoe configuration to take effect, you must create

a VRF and configure interface VirtualPortGroup first.

Examples The following example shows how to configure a service controller inside a controller group and

connect service nodes to the controller:

config-transaction
vrf definition 200
|
interface VirtualPortGroup2
no shutdown
ip address 192.168.2.1 255.255.255.0
service-insertion appgoe
|
service-insertion appnav-controller-group appgoe ACG-APPQOE
appnav-controller 198.51.100.1 vrf 200
|

service-insertion service-node-group appgoe SNG-APPQOE
service-node 192.0.2.2

service-node 192.
service-node 192.

service-node 192.
|

o O O
NN DN
g W

service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE
cluster-type service-controller

enable

vrf default
|

service-insertion service-node-group appqoe

To configure a supported device as an external AppQoE service node, use the service-insertion
service-node-group appgoe command in global configuration mode.
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AppQoE Commands |

To remove the service node configuration, see the no form of this command.

service-insertion service-node-group appgoe group-name [ description description ][ device-role
service-node ] [ node-discovery enable ] [ service-node ipv4-address ]

no service-insertion service-node-group appqoe

Syntax Description

Command Modes

group-name Specifies the name of the appqoe service-node-group that the service node is
being configured under

device-role service-node (Optional) Configures the supported device with the service-node role

node-discovery enable (Optional) Enables discovery for the service node

service-node ipv4-address (Optional) Specifies the IPv4 address of the service node

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
Cisco 10S XE Catalyst SD-WAN Command modified. Support was added for the keywords
Release 17.4.1a device-role service-node, which enables you to configure a device

as an external service node.

The parameters after service-insertion service-node-group appqoe group-name are optional and can be
entered in any order.

The following example shows how to configure a service node in a service node group.

config-transaction
service-insertion service-node-group appgoe SNG-APPQOE
device-role service-node

service-node 192.168.2.2
|

start (app-hosting)

Syntax Description

Command Default

Command Modes

To start the DRE service, use the start command in app-hosting configuration mode. To stop the DRE service,
use the No form of this command.

start

no start

This command has no keywords or arguments.
The DRE service does not start.

App hosting gateway configuration (config-app-hosting)
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traffic-monitor .

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates.
Example

app-hosting appid dreopt

app-resource package-profile extra-large

app-vnic gateway0O virtualportgroup 3 guest-interface 1
guest-ipaddress 192.168.3.2 netmask 255.255.255.252

|

start

traffic-monitor

To specify the type of traffic that sdwan-performance monitoring profile monitors, use the traffic-monitor
command in performance monitor configuration mode. To clear the types of traffic being monitored, use the
no form of this command.

traffic-monitor { application-response-time | media |art-cor-saas } [ class-and class-map [ipv4] ]
[ class-replace classmap ]

no traffic-monitor [ application-response-time | media |art-cor-saas ][ class-and | class-replace ]

Syntax Description

Command Default

Command Modes

application-response-time Specifies that application response time (ART) be monitored for the specified

traffic.

media Specifies that media traffic be monitored.

art-cor-saas Specifies that ART be monitored for traffic specific to Cloud onRamp for
SaaS.

class-and class-map Specifies that traffic monitoring be filtered by additional class maps specified.

class-replace class-map Specifies that the customized class-map replace the default class-map, which
is automatically created when you enable the sdwan-performance profile for
monitoring.

ipvd Specifies that only IPv4 flows be monitored.

Note For the Application Performance Monitor feature introduced in Cisco
10S XE Catalyst SD-WAN Release 17.5.1a, IPv4 is enabled by
default.

Performance monitoring is not applied to specific traffic type.

Performance monitor configuration (config-perf-mon)
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. vrf (service-insertion-context)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Additional parameters qualified:
application-response-time and media

After configuring performance monitor, use the traffic-monitor command to specify which traffic type
should be monitored.

Example

The following example show how to configure traffic monitoring by ART for media monitoring.

Device (config) # performance monitor context CISCO-MONITOR profile sdwan-performance
Device (config-perf-mon) # traffic-monitor application-response-time
Device (config-perf-mon) # traffic-monitor media

vrf (service-insertion-context)

To specify the VRF to which the AppQOoE service should be applied, use the vrf command in
service-insertion-context configuration mode. To remove the AppQoE service from the VRF, use the no form
of this command.

vrf global

no vrf global

Syntax Description

Command Default

Command Modes

global Applies the AppQoE service to the global VRF.

AppQoE service is not applied to the VRF.

Service insertion context (config-service-insertion-context)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.

Example

service-insertion service-context appgoe/1l
appnav-controller-group ACG-APPQOE
service-node-group SNG-APPQOE
cluster-type integrated-service-node
enable

vrf global
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ATM-native Commands

* encapsulation (ATM), on page 69

* interface ATM, on page 71
* oam-pvc, on page 72
* oam retry, on page 73

* pvc, on page 74
* service-policy, on page 75
* vbr-nrt, on page 76

* Physical and Logical ATM Interface Commands, on page 77

* bridge-dot1q encap, on page 77

* dialer pool-member, on page 77
* ip mtu, on page 78
* load-interval, on page 79

* protocol (ATM), on page 80

encapsulation (ATM)

To configure the ATM adaptation layer (AAL) and encapsulation type for an ATM virtual circuit (VC), VC
class, VC, bundle, or permanent virtual circuit (PVC) range, use the encapsulationcommand in the appropriate
mode. To remove an encapsulation type, use the no form of this command.

encapsulation { aal5mux protocol | aal5snap }

no encapsulation

Syntax Description

aal5mux

Specifies the AAL and encapsulation type for multiplex (MUX)-type VCs. A protocol must be
specified when you use this encapsulation type.
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protocol | Protocol type being used by the multiplex (MUX)-encapsulated VC. Values for the
protocolargument are as follows:

+ appletalk --AppleTalk protocol.

* bridge ieee8023 --Ethernet LAN protocol.

+ decnet --DECnet protocol.

« frame-relay --Frame Relay-ATM Network Interworking (FRF.5) on the Cisco MC3810.
* fr-atm-srv --Frame Relay-ATM Service Interworking (FRF.8) on the Cisco MC3810.

* ip --IP protocol.

* ipx --Internet Packet Exchange (IPX) protocol.

* ppp Virtual-Template template-number - Internet Engineering Task Force
(IETF)-compliant PPP over ATM. Use the virtual-template template-number option to
identify the virtual template. This keyword is supported on ATM PVCs only.

* pppoe --PPP over Ethernet.

« voice --Voice over ATM.

aal5snap | Specifies the AAL and encapsulation type that supports Inverse Address Resolution Protocol
(ARP). Logical link control/Subnetwork Access Protocol (LLC/SNAP) precedes the protocol
datagram.

Command Default The global default encapsulation option is aal5snap.

Command Modes ATM PVC configuration (config-if-pvc)

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release | Command qualified for use in Cisco vManage CLI templates.
17.2.1v The aal5snap command option is qualified.

Cisco I0S XE Catalyst SD-WAN Release | Command qualified for use in Cisco vManage CLI templates.
17.3.1a The aal5mux protocol command option is qualified.

Usage Guidelines For usage guidelines, see the Cisco IOS XE encapsulation (ATM) command.

MUX-Type Encapsulation on a VC Example

Device (config) # interface ATM 0/3/0
Device (config-subif)# no shutdown
Device (config-subif) # pve 0/1

Device (config-if-pvc)# encapsulation aalbmux ppp Virtual-Template 1
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interface ATM .

SNAP Encapsulation Example

Device (config) # interface ATM 0/3/0.1 point-to-point

Device (config-subif)# ip address 10.0.0.0 255.255.255.252
Device (config-subif)# ip mtu 1496

Device (config-subif)# no shutdown

Device (config-subif)# pve 0/100

Device (config-if-pvc) # bridge-dotlq encap 1

Device (config-if-pvc)# encapsulation aalS5snap

MUX Encapsulation Example

Device (config) # interface ATM 0/2/0.1 point-to-point
Device (config-subif)# pve 0/1
Device (config-if-pvc)# encapsulation aal5mux ppp dialer

interface ATM

To configure an ATM interface and enter interface configuration mode, use the interface ATM command in
global configuration mode. To remove an ATM interface configuration, use the no form of this command.

interface atm interface-number [ . subinterface-number  { multipoint | point-to-point } ]
no interface ATM interface-number

Syntax Description

Command Default

Command Modes

interface-number Specifies a (physical) ATM interface (for example, 3/0).

subinterface-number | (Optional) Specifies a subinterface number. A dot (.) must be used to separate the
interface-number from the subinterface-number (for example 2/0.1).

multipoint (Optional) Specifies multipoint as the interface type for which a subinterface is to
be created.
point-to-point (Optional) Specifies point-to-point as the interface type for which a subinterface

is to be created.

No ATM interfaces are configured.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE interface atm command.
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. oam-pvc

Examples

Examples

Examples

oam-pvc

ATM-native Commands |

For physical ATM interface 3/0, the following command creates an ATM subinterface having
subinterface number 1:

Device (config) # interface ATM 3/0.1

For physical ATM interface 0/2/0.1, the following command creates an ATM subinterface:

Device (config) # interface ATM 0/2/0.1

The following command specifies point-to-point as the interface type for which an ATM subinterface
is created:

Device (config) # interface ATM 0/2/0.1 point-to-point

To enable end-to-end F5 Operation, Administration, and Maintenance (OAM) loopback cell generation and

OAM management for an ATM permanent virtual circuit (PVC), virtual circuit (VC) class, or label-controlled
ATM (LC-ATM) VC, use the oam-pvc command in the appropriate command mode. To disable generation

of OAM loopback cells and OAM management, use the No form of this command.

ATM VC
oam-pvc [ frequency | manage [frequency] ]
no oam-pvc [frequency | manage [frequency] ]

Syntax Description

Command Default

Command Modes

frequency | (Optional) Specifies the time delay between transmittals of OAM loopback cells, in seconds.
For ATM VCs, the range is 0 to 600, and the default is 10.

manage | (Optional) for ATM VCs; Enables OAM management. The default is disabled.

OAM management is disabled.

ATM VC class configuration (config-ve-class)
ATM VC configuration (config-if-atm-vc)

ATM PVC configuration (config-if-pvc)
Control-VC configuration (cfg-mpls-atm-cvc)
PVC-in-range configuration (cfg-if-atm-range-pvc)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

For usage guidelines, see the Cisco IOS XE oam-pvc command.
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Examples

oam retry

oam retry .

The following example shows OAM management on an LC-ATM interface with a transmission
frequency of 2 seconds:

Router (config) # interface ATM 0/2/0.1 point-to-point
Router (config-subif) # pve 0/1
Router (config-if-pvc) # oam-pvc manage 2

To configure parameters related to Operation, Administration, and Maintenance (OAM) management for an
ATM permanent virtual circuit (PVC), switched virtual circuit (SVC), VC class, or VC bundle, or
label-controlled ATM (LC-ATM) VC, use the 0am retry command in the appropriate command mode. To
remove OAM management parameters, use the N0 form of this command.

oam retry up-count down-count retry-frequency
no oam retry

Syntax Description

Command Default

Command Modes

up-count Number of consecutive end-to-end F5 OAM loopback cell responses that must be received
in order to change a connection state to up. This argument does not apply to SVCs.

down-count Number of consecutive end-to-end F5 OAM loopback cell responses that are not received
in order to change the state to down or tear down an SVC connection.

retry-frequency | The frequency (in seconds) at which end-to-end F5 OAM loopback cells are transmitted
when a change in the up/down state is being verified. For example, if a PVC isup and a
loopback cell response is not received after the retry-frequency (in seconds) argument is
specified using the oam-pvc command, loopback cells are sent at the retry-frequency to
verify whether the PVC is down.

ATM PVCs and SVCs
up-count : 3down-count: Sretry-frequency: 1 second
LC-ATM VCs

up-count : 2down-count: 2retry-frequency: 2 seconds

Bundle configuration mode (for a VC bundle)

Control-VC configuration (for an LC-ATM VC)

Interface-ATM-VC configuration (for an ATM PVC or SVC)

PVC range configuration (for an ATM PVC range)

PVC-in-range configuration (for an individual PVC within a PVC range)
VC-class configuration (for a VC class)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.
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. pve

Usage Guidelines

Examples

pvc

ATM-native Commands |

For usage guidelines, see the Cisco IOS XE oam retry command.

The following example shows how to configure the OAM management parameters with an up count
of 3, a down-count of 3, and the retry frequency set at 10 seconds:

Device (config) # interface ATM 0/2/0.1 point-to-point
Device (config-subif) # pve 0/1
Device (config-if-pvc)# oam retry 3 3 10

To create or assign a name to an ATM permanent virtual circuit (PVC), to specify the encapsulation type on
an ATM PVC, and to enter ATM virtual circuit configuration mode, use the pvC command in interface
configuration mode or subinterface configuration mode. To remove an ATM PVC from an interface, use the
no form of this command.

pvc vpi/vCi

Syntax Description

Command Default

Command Modes

Usage Guidelines

vpi  Specifies the ATM network virtual path identifier (VPI) for this PVC. The slash is required. This value
defaults to 0 if no value is given for vpi/.

The arguments vpi and vci cannot both be set to 0; if one is 0, the other cannot be 0.

vCi  Specifies the ATM network virtual channel identifier (VCI) for this PVC. The range of valid values
is 0 to 1 less than the maximum value set for this interface by the atm vc-per-vp command. Lower
values from 0 to 31 are usually reserved for specific traffic such as: F4 Operation Administration and
Maintenance (OAM), SSL VPN Client (SVC) signaling, Interim Local Management Interface (ILMI),
and so on.; and should not be used.

The VClI value is a 16-bit field in the header of the ATM cell. The VCI value is unique only on a single
link, not throughout the ATM network, because it has local significance only.

A value that is out of range causes an “unrecognized command” error message.

The arguments vpi and vci cannot both be set to 0; if one is 0, the other cannot be 0.

No PVC is defined.

Interface configuration (config-if)
Subinterface configuration (config-subif)

This command is used to create or assign a name to an ATM permanent virtual circuit (PVC), to specify the
encapsulation type on an ATM PVC, and to enter ATM virtual circuit configuration mode.

When a PVC is defined, the global default of the encapsulation command applies (aal5snap). Use the pvc
command to configure a single ATM VC only, not a VC that is a bundle member.

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command qualified for use in Cisco vManage CLI
templates.
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| ATM-native Commands
service-policy .

Examples

The following example specifies the output PCR for an ATM PVC to be 100,000 kbps, the output
SCR to be 50,000 kbps, and the output MBS to be 64:

Device# config-t

Device (config) # interface ATM 0/2/0

Device (config-if)# no shut

Device (config-if) # interface ATM 0/2/0.1 point-to-point
Device (config-subif) # pve 0/32

service-policy

To attach a policy map to an input interface or an output interface, use the service-policy command in the
appropriate configuration mode. To remove a service policy from an input or output interface, use the no form
of this command.

service-policy output policy-map-name
no service-policy

Syntax Description | output Attaches the specified policy map to the output interface or output VC.

policy-map-name | The name of a service policy map (created using the policy-map command) to be
attached. The name can be a maximum of 40 alphanumeric characters in length.

Command Default No service policy is specified. A control policy is not applied to a context. No policy map is attached.

Command Modes Interface configuration (config-if)

Subinterface configuration (config-subif)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Qualified for use in Cisco vManage CLI templates.

Usage Guidelines For the usage guidelines, see service-policy.

Examples Device (config)# interface GigabitEthernet 1
Device (config-if)# service-policy output policy_ 1

Examples Device (config)# interface ATM 0/2/0.1 point-to-point
Device (config-subif) # service-policy output policy 1
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. vbr-nrt

vbr-nrt

ATM-native Commands |

To configure the variable bit rate-nonreal time (VBR-NRT) quality of service (QoS) and specify output peak
cell rate (PCR), output sustainable cell rate (SCR), and output maximum burst cell size for an ATM permanent
virtual circuit (PVC), PVC range, switched virtual circuit (SVC), VC class, or VC bundle member, use the
vbr-nrt command in the appropriate command mode. To remove the VBR-NRT parameters, use the no form
of this command.

vbr-nrt output-pcr output-scr [output-maxburstsize] [input-pcr] [input-scr]  [input-maxburstsize]
no vbr-nrt output-pcr output-scr output-maxburstsize [input-pcr] [input-scr] [input-maxburstsize]

Syntax Description

Command Default

Command Modes

output-pcr The output PCR, in kilobytes per second (kbps).

output-scr The output SCR, in kbps.

output-maxburstsize | The output maximum burst cell size, expressed in number of cells.

input-pcr (Optional for SVCs only) The input PCR, in kbps.

input-scr (Optional for SVCs only) The input SCR, in kbps.

input-maxburstsize | (Optional for SVCs only) The input maximum burst cell size, expressed in number
of cells.

Unspecified bit rate (UBR) QoS at the maximum line rate of the physical interface is the default.

ATM PVC-in-range configuration (for an individual PVC within a PVC range)
ATM PVC range configuration (for an ATM PVC range)

ATM PVP configuration

Bundle-vc configuration (for ATM VC bundle members)

Interface-ATM-VC configuration (for an ATM PVC or SVC)

VC-class configuration (for a VC class)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE vbr-nrt command.

The following example specifies the output PCR for an ATM PVC to be 48 kbps, the output SCR
to be 1 kbp:

Device (config) # interface ATM 0/2/0.1 point-to-point

Device (config-subif) # pve 0/1
Device (config-if-pvc)# vbr-nrt 48 1
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| ATM-native Commands

Physical and Logical ATM Interface Commands .

Physical and Logical ATM Interface Commands

bridge-dot1q encap

To add a VLAN ID to an ATM permanent virtual circuit (PVC) over an ATM xDSL link or a PVC configured
using Route-Bridge Encapsulation (RBE), use the bridge-dot1q encap command in ATM PVC configuration
mode. To prevent a VLAN ID from being sent across the link, use the no form of this command.

bridge-dotlg encap outgoing-vian-id
no bridge-dotlq encap outgoing-vian-id

Syntax Description

outgoing-vian-id | The VLAN ID to be carried over an ATM xDSL link. The valid value of the VLAN ID
can range from 1 to 4094.

Command Default

Command Modes

If this command is not used a VLAN ID is not added to an ATM PVC configured over an ATM xDSL link
or a PVC configured using RBE.

ATM PVC configuration (config-if-pvc)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command qualified for use in Cisco vManage CLI
templates.

You can configure only one 8§02.1Q VLAN tag under a PVC.

If the incoming packet at the Fast Ethernet port contains an ingress 802.1Q tag, the ingress 802.1Q tag is
replaced by the egress 802.1Q tag while the packet is forwarded over an ATM xDSL link.

The bridge-dot1q encap outgoing-vian-id command can also be used to tag packets on a PVC that is
configured on an RBE subinterface.

The Transporting 802.1Q Tag over PVC feature is supported only for ATM Adaptation Layer 5 Subnetwork
Protocol Access Protocol (AAL5-SNAP) encapsulation.

Device (config) # interface ATM 0/3/0.1 point-to-point

Device (config-subif)# ip address 10.0.0.0 255.255.255.252
Device (config-subif) # ip mtu 1496
Device (config-subif)# no shutdown
Device (config-subif)# pve 0/100
( c)

Device (config-if-pvc) # bridge-dotlq encap 1

dialer pool-member

To configure a physical interface to be a member of a dialer profile dialing pool, use the dialer pool-member
command in interface configuration mode. To remove the configuration, use the no form of this command.
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. ip mtu

dialer pool-member  number

no dialer pool-member

Syntax Description number Dialing pool number. Range is from 1 to 255.

Command Default The interface is not a member of a dialer profile dialing pool.

Command Modes ATM PVC configuration (config-if-pvc)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines The common dialing pool number used in the dialer pool command and in the dialer pool-member command
links the physical interface and dialer interface configurations.

For more usage guidelines, see the Cisco IOS XE dialer pool-member command.

Example

Device (config) # interface ATM 0/3/0/0.1 point-to-point
Device (config-subif)# pvec 0/100
Device (config-if-pvc)# dialer pool-member 1

ip mtu

To set the maximum transmission unit (MTU) size of IP packets that are sent on an interface, use the ip mtu
command in interface configuration mode. To restore the default MTU size, use the no form of this command.

ip mtu bytes
no ip mtu

Syntax Description bytes | MTU size, in bytes.

Command Default The default MTU value depends on the interface type.

Table 9: Default MTU Values by Interface Type

Interface Type Default MTU (Bytes)
ATM 4470
Ethernet 1500
FDDI 4470
High-Speed Serial Interface High Speed Access (HSSI HSA) [ 4470
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| ATM-native Commands

load-interval .

Interface Type Default MTU (Bytes)
Serial 1500
Token Ring 4464
VRF-Aware Service Infrastructure (VASI) 9216

Command Modes

Interface configuration (config-if)
Subinterface configuration (config-subif)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Qualified for use in Cisco vManage CLI templates.

Usage Guidelines

Examples

For the usage guidelines, see the IOS XE ip mtu command.

Device (config)# interface GigabitEthernet 1
Device (config-if)# ip mtu 1500

Device (config) # interface ATM 0/2/0.1 point-to-point
Device (config-if)# ip mtu 1500

load-interval

To change the length of time for which data is used to compute load statistics, use the load-interval command
in the interface or sub-interface configuration mode. To revert to the default setting, use the noform of this
command.

load-interval seconds
no load-interval seconds

Syntax Description

seconds | Length of time for which data is used to compute load statistics. Value is a multiple of 30, from
30 to 600 (30, 60, 90, 120, and so on). The default is 300 seconds.

Command Default

Command Modes

Enabled

Interface configuration (config-if)

Sub-interface configuration (config-subif)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command qualified for use in Cisco vManage CLI
templates.

For the usage guidelines, see load-interval.
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ATM-native Commands |
. protocol (ATM)

Interface Example

Device (config) # interface ATM 0/3/0.1 point-to-point
Device (config-subif) # load-interval 30

protocol (ATM)

To configure a static map for an ATM permanent virtual circuit (PVC), switched virtual circuit (SVC), or
virtual circuit (VC) class or to enable Inverse Address Resolution Protocol (ARP) or Inverse ARP broadcasts
on an ATM PVC, use the protocol command in the appropriate mode. To remove a static map or disable
Inverse ARP, use the no form of this command.

protocol protocol dialer
no protocol protocol
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protocol (ATM) .

Syntax Description

protocol

Choose one of the following values:

» aarp —AppleTalk ARP

+ appletalk—AppleTalk

» arp—IP ARP

* bridge—bridging

* bstun—block serial tunnel

« cdp—Cisco Discovery Protocol

¢ cIns—ISO Connectionless Network Service (CLNS)
* cIlns_es—ISO CLNS end system

* clns_is—ISO CLNS intermediate system

* cmns—ISO CMNS

» compressedtcp—Compressed TCP

+ decnet—DECnet

* decnet_node—DECnet node

« decnet_prime_router—DECnet prime router

« decnet_router-I11—DECnet router L1

« decnet_router-I2—DECnet router L2

* dlsw—data link switching

* ip—IPipx—Novell IPX

o llc2—lic2

* pad—packet assembler/disassembler (PAD) links
* ppp—Point-to-Point Protocol carried on the VC
* pppoe—PPP over Ethernet

* gllc—AQualified Logical Link Control protocol

* rsrb—remote source-route bridging

* snapshot—snapshot routing support

 stun—serial tunnel

dialer

Specifies a dialer interface that an accept-dialout virtual private dialup network (VPDN) subgroup

will use to dial out calls.

Command Default

Command Modes

Inverse ARP is enabled for IP and IPX if the protocol is running on the interface and no static map is configured.

Interface-ATM-VC configuration (for an ATM PVC or SVC)
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. protocol (ATM)

VC-class configuration (for a VC class)
PVC range configuration (for an ATM PVC range)

PVC-in-range configuration (for an individual PVC within a PVC range)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE protocol (ATM) command.

Examples The following example creates a static map on a VC, indicates that 192.0.2.2 is connected to this

VC, and sends ATM pseudobroadcasts:

protocol ip 192.0.2.2 broadcast

The following example enables Inverse ARP for IPX and does not send ATM pseudobroadcasts:

protocol ipx inarp no broadcast

The following example removes a static map from a VC and restores the default behavior for Inverse
ARP (see the “Command Default” section described above):

no protocol ip 192.0.2.2

In the following example, the VC carries PPP traffic and its associated parameters.

protocol ppp 192.0.2.2 virtual-template

In the following example, the VC carries PPP traffic to a dialer interface .

interface ATM 0/2/0.1 point-to-point
pve 0/1
protocol ppp dialer

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/atm/command/atm-cr-book/atm-m1.html#wp2075294226

CHAPTER 9

BFD Commands

» alarms alarm bfd-state-change syslog, on page 83
* bfd app-route, on page 84

* bfd color, on page 85

* hello-interval, on page 86

* pmtu-discovery, on page 86

alarms alarm bfd-state-change syslog

To enable the BFD syslog messages, use the alarms alarm bfd-state-change syslog command in system
configuration mode. To disable BFD syslog messages, use the no form of this command.

alarms alarm bfd-state-change syslog
no alarms alarm bfd-state-change syslog

Syntax Description  bfd-state-change BFD state change.

syslog Enables syslog for this
feature.
Command Default If the command is not used, the BFD state change syslog messages are not reported in the console.
Command Modes System configuration (config-system)
Command History Release Modification
Cisco IOS XE Release 17.6.3 This command was introduced.
Usage Guidelines When the command is configured, if there is a BFD state change event in the device , then the BFD state

change syslog message is displayed for every session.

The following example shows how to enable BFD syslog messages:

Device (config)# system
Device (config-system)# alarms alarm bfd-state-change syslog
Device (config-alarm-bfd-state-change) # commit
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. bfd app-route

The following example shows how to disable BFD syslog messages:

Device (config-system) # no alarms alarm bfd-state-change syslog
Device (config-system)# commit
Commit complete.

bfd app-route

To configure Bidirectional Forwarding Protocol timers used by application-aware routing, use the bfd app-route
command. To disable, use the no form of this command.

bfd app-route { multiplier | poll-interval }
no bfd app-route

Syntax Description

multiplier number Multiplier for the Polling Interval:

Value to multiply the poll interval by to set how often application-aware routing acts
on the data plane tunnel statistics to figure out the loss and latency and to calculate
new tunnels if the loss and latency times do not meet configured SLAs.

Range: 1 through 6
Default: 6

poll-interval Polling Interval:
milliseconds

How often BFD polls all data plane tunnels on a vEdge router to collect packet
latency, loss, and other statistics to be used by application-aware routing.
Range:

1 through 4,294,967,295 (2°% — 1) milliseconds

Default:

600,000 milliseconds (10 minutes)

Command Default None.

Command Modes Global configuration (config)

Command History Release Modification
Cisco IOS XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Usage Guidelines

\}

Note BFD multiplier does not account for processing delays during BFD convergence. There is a delay of a few
additional seconds for BFD convergence to complete.
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bfd color

Command Default

Command Modes

bfd color .

Example

Change the polling interval and multiplier to use for application-aware routing:

bfd app-route multiplier 6
bfd app-route poll-interval 4294967295

To configure the Bidirectional Forwarding Protocol timers used on transport tunnels use the bfd color command.
To disable this command, use the no form of this command.

bfd color { mpls |Ite | 3g}
no bfd color

Syntax Description

color Identifier for the Transport Tunnel:

color Transport tunnel for data traffic moving between vEdge routers. The color identifies a specific
WAN transport provider.
Values:

39, biz-internet, blue, bronze, custom1, custom2, custom3, default, gold, green, Ite,
metro-ethernet, mpls, privatel through private6, public-internet, red, silver

Default:
default

None.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

The following are examples for this command

bfd color mpls
hello-interval 300000
no pmtu-discovery

multiplier 60
!

bfd color lte
hello-interval 300000
pmtu-discovery

Cisco 10S XE Catalyst SD-WAN Qualified Command Reference .



BFD Commands |
. hello-interval

multiplier 60
|

bfd color 3g
hello-interval 300000
no pmtu-discovery
multiplier 60

hello-interval

To set the BFD Hello interval for a transport color, use the hello-interval command in BFD transport color
configuration mode. To remove the BFD Hello interval, use the no form of this command.

hello-interval milliseconds

Syntax Description milliseconds Specifies how often BFD sends Hello packets. Range: 100 through 310000 milliseconds

Command Default BFD Hello interval is set to 1000 milliseconds (1 second) by default.

Command Modes Transport color configuration (config-color-transport-color)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines BFD uses Hello packets to detect the liveness and faults on a connection. BFD Hello Interval packet is sent
at the default interval of 1000 milliseconds on all connections. This command can be used to change the hello
interval for a transport color.

Example

The following example shows how to configure the hello-interval on the transport MPLS to 3 seconds
(3000 milliseconds).

Device (config) # bfd color mpls
Device (config-color-mpls)# hello-interval 3000

pmtu-discovery

To enable Path MTU (PMTU) discovery for a transport color, use the pmtu-discovery command in BFD
transport color configuration mode. To disable PMTU discovery, use the no form of this command.

pmtu-discovery

no pmtu-discovery
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Command Default PMTU discovery is disabled.

Command Modes Transport color configuration (config-color-transport-color)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines When PMTU discovery is enabled, the path MTU for the connection is checked periodically, about once in
twenty minutes, and it is updated dynamically. When PMTU discovery is disabled, the expected connection
MTU is 1472 bytes, but the effective connection MTU is 1468 bytes. Use this command to enable PMTU
discovery.

Example

The following example shows how to enable PMTU discovery on the transport MPLS.

Device (config) # bfd color mpls
Device (config-color-mpls) # pmtu-discovery

Related Commands | Command |Description

hello-interval | Set the interval at which Hello Packets are sent. Range: 100 to 310000 milliseconds.

multiplier | Sets the maximum number of attempts. Range: 1 to 60.
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CHAPTER 1 0

BGP Commands

* address-family ipv4 (BGP), on page 90

* address-family ipv6, on page 91

* aggregate-address, on page 91

* bandwidth (policy-map class), on page 92

* bgp always-compare-med, on page 93

* bgp bestpath as-path multipath-relax, on page 94
* bgp bestpath compare-routerid, on page 95

* bgp bestpath med missing-as-worst, on page 96
* bgp deterministic-med, on page 96

* bgp graceful-restart, on page 97

* bgp log-neighbor-changes, on page 97

* bandwidth remaining ratio, on page 98

* class (policy-map), on page 99

« distance bgp, on page 100

* exit-address-family (bgp), on page 101

» maximum-paths eibgp, on page 102

* neighbor advertise-map, on page 102

* neighbor advertisement-interval, on page 103

» neighbor description, on page 104

* neighbor ebgp-multihop, on page 105

* neighbor ha-mode graceful-restart, on page 106
* neighbor maximum-prefix (BGP), on page 106
» neighbor next-hop-self, on page 107

* neighbor password, on page 108

* neighbor remote-as, on page 109

* neighbor route-map, on page 110

* neighbor send-community, on page 111

* neighbor shutdown, on page 111

* neighbor timers, on page 112

* network (BGP and multiprotocol BGP), on page 113
* police (percent), on page 113

* policy-map, on page 114

* priority level, on page 115
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. address-family ipv4 (BGP)

« redistribute (IP), on page 116

* redistribute omp (bgp) , on page 118
* router bgp, on page 119

* timers bgp, on page 120

address-family ipv4 (BGP)

To enter address family or router scope address family configuration mode to configure a routing session
using standard IP Version 4 (IPv4) address prefixes, use the address-family ipv4 command in router
configuration or router scope configuration mode. To exit address family configuration mode and remove the
IPv4 address family configuration from the running configuration, use the no form of this command.

address-family ipv4 [unicast][vrf wvrf-name]
no address-family ipv4 [unicast] [vrf wvrf-name]

Syntax Description | unicast (Optional) Specifies IPv4 unicast address prefixes. This is the default.

vrf vrf-name | (Optional) Specifies the name of the VPN routing and forwarding (VRF) instance to associate
with subsequent IPv4 address family configuration mode commands.

Command Default IPv4 address prefixes are not enabled.
Command Modes Router configuration (config-router)
Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE address-family ipv4 (BGP) command.

Examples The following example places the device in address family configuration mode for the IPv4 address

family:

router bgp 50000
address-family ipv4

The following example places the device in address family configuration mode, specifies unicast
address prefixes for the IPv4 address family, and specifies 1 as the VRF instance to associate with
subsequent address family configuration mode commands:

router bgp 64496
address-family ipv4 unicast vrf 1
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| BGP Commands
address-family ipvé .

address-family ipv6

To enter address family configuration mode for configuring routing sessions, such as BGP, that use standard
IPv6 address prefixes, use the address-family ipv6 command in router configuration mode. To disable address
family configuration mode, use the no form of this command.

address-family ipv6 [vrf vrf-name][ unicast ]
no address-family ipv6 [unicast][vrf wvrf-name]

Syntax Description unicast (Optional) Specifies IPv4 unicast address prefixes. This is the default.

vrf vrf-name | (Optional) Specifies the name of the VPN routing and forwarding (VRF) instance to associate
with subsequent IPv4 address family configuration mode commands.

Command Default IPv6 address prefixes are not enabled. Unicast address prefixes are the default when IPv6 address prefixes
are configured.

N

Note Routing information for address family IPv4 is advertised by default for each BGP routing session configured
with the neighbor remote-as command unless you configure the no bgp default ipv4-unicast command
before configuring the neighbor remote-as command.

Command Modes
Router configuration (config-router)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE address-family ipvé command.

Examples The following example places the router in address family configuration mode and specifies unicast

address prefixes for the IPv6 address family:

Router (config) # router bgp 100
Router (config-router) # address-family ipv6 unicast
Router (config-router-af) #

aggregate-address

To create an aggregate entry in a Border Gateway Protocol (BGP) database, use the aggregate-address
command in address family or router configuration mode. To disable this function, use the no form of this
command.
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aggregate-address address mask [as-set] [summary-only]
no aggregate-address address mask [as-set] [summary-only]

Syntax Description address Aggregate address.
mask Aggregate mask.
as-set (Optional) Generates autonomous system set path information.
summary-only |(Optional) Filters all more-specific routes from updates.

Command Default The atomic aggregate attribute is set automatically when an aggregate route is created with this command
unless the as-set keyword is specified.

Command Modes Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE aggregate-address command.

In the following example, an aggregate BGP address is created in router configuration mode. The
path advertised for this route will be an AS_SET consisting of all elements contained in all paths
that are being summarized. Because the summary-only keyword is configured, more-specific routes
are filtered from updates.

router bgp 50000
aggregate-address 192.168.51.0 255.255.255.0 as-set summary-only

bandwidth (policy-map class)

To specify or modify the bandwidth allocated for a class belonging to a policy map, or to enable ATM overhead
accounting, use the bandwidth command in QoS policy-map class configuration mode. To remove the
bandwidth specified for a class or disable ATM overhead accounting, use the no form of this command.

bandwidth [ remaining] percent percentage
no bandwidth

Syntax Description remaining (Optional) Specifies that the percentage of guaranteed bandwidth is based on a
relative percent of available bandwidth.

percent percentage |Specifies the percentage of guaranteed bandwidth based on an absolute percent of
available bandwidth to be set aside for the priority class or on a relative percent of
available bandwidth. The valid range is 1 to 100.

Command Default No bandwidth is specified.
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Command Modes

bgp always-compare-med .

QoS policy-map class configuration (config-pmap-c)

Command History

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE bandwidth (policy-map class) command.

The following example shows how to create two policy maps called “PMap” and "generic-cos" and
configure two class policies in each policy map.

policy-map PMap
class PMap-super-fast
priority level 1
police percent 5
|
class PMap-fast
priority level 2
police percent 5
|
!
policy-map generic-cos
class cos-map-generic
bandwidth remaining percent 5
queue-limit 108 packets
|
class class-default
bandwidth remaining percent 95

queue-limit 2028 packets
|

bgp always-compare-med

Syntax Description

Command Default

Command Modes

To enable the comparison of the Multi Exit Discriminator (MED) for paths from neighbors in different
autonomous systems, use the bgp always-compare-med command in router configuration mode. To disallow
the comparison, use the no form of this command.

bgp always-compare-med
no bgp always-compare-med

This command has no arguments or keywords.
The software does not compare the MED for paths from neighbors in different autonomous systems if this

command is not enabled or if the No form of this command is entered. The MED is compared only if the
autonomous system path for the compared routes is identical.

Router configuration (config-router)
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. bgp bestpath as-path multipath-relax

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE bgp always-compare-med command.

In the following example, the local BGP routing process is configured to compare the MED from
alternative paths, regardless of the autonomous system from which the paths are received:

router bgp 1
bgp always-compare-med

bgp bestpath as-path multipath-relax

Command Default

Command Modes

To configure a Border Gateway Protocol (BGP) routing process to consider the different autonomous system
(AS) paths and load balance multiple paths during best path route selection, use the bgp bestpath as-path
multipath-relax command in router BGP configuration mode. To return the BGP routing process to the
default operation, use the no form of this command.

bgp bestpath as-path multipath-relax

Syntax Description

This command has no arguments or keywords.
None

Router BGP configuration (config-router)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Qualified for use in Cisco vManage CLI templates.

When BGP multi-pathing is enabled, BGP load-balances user traffic within a single autonomous system (AS).
The criteria are that all attributes must match (weight, AS path, etc). However, when a device is multi-homed
to multiple autonomous systems, BGP cannot load balance traffic between them by default.

In order to enable load-balancing of traffic among the multi-homed autonomous systems, the bgp bestpath
as-path multipath-relax command needs to be enabled. The criteria required for this is that the AS-path length
should be equal.

Before you use this command, ensure that BGP is enabled.

This command can be used to configure a Border Gateway Protocol (BGP) routing process to consider the
different autonomous system (AS) paths and load balance multiple paths during best path route selection.
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bgp bestpath compare-routerid .

Example

The following example shows how to configure Border Gateway Protocol (BGP) routing process
65001 to consider the different autonomous system (AS) paths and load balance multiple paths during
best path route selection.

Router (config) # router bgp 65001
Router (config-router) # bgp bestpath as-path multipath-relax

bgp bestpath compare-routerid

Syntax Description

Command Default

Command Modes

To configure a Border Gateway Protocol (BGP) routing process to compare identical routes received from
different external peers during the best path selection process and to select the route with the lowest router
ID as the best path, use the bgp bestpath compare-routerid command in router configuration mode. To
return the BGP routing process to the default operation, use the no form of this command.

bgp bestpath compare-routerid
no bgp bestpath compare-routerid

This command has no arguments or keywords.

The behavior of this command is disabled by default; BGP selects the route that was received first when two
routes with identical attributes are received.

Router configuration (config-router)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

The bgp bestpath compare-routerid command is used to configure a BGP routing process to use the router
ID as the tie breaker for best path selection when two identical routes are received from two different peers
(all the attributes are the same except for the router ID). When this command is enabled, the lowest router ID
will be selected as the best path when all other attributes are equal.

In the following example, the BGP routing process is configured to compare and use the router ID
as a tie breaker for best path selection when identical paths are received from different peers:

router bgp 50000
bgp bestpath compare-routerid
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bgp bestpath med missing-as-worst

Syntax Description

Command Default

Command Modes

To configure a Border Gateway Protocol (BGP) routing process to assign a value of infinity to routes that are
missing the Multi Exit Discriminator (MED) attribute (making the path without a MED value the least desirable
path), use the bgp bestpath med missing-as-worst command in router configuration mode. To return the
router to the default behavior (assign a value of 0 to the missing MED), use the no form of this command.

bgp bestpath med missing-as-worst
no bgp bestpath med missing-as-worst

This command has no arguments or keywords.

The software assigns a value of 0 to routes the are missing the MED attribute, causing the route with the
missing MED attribute to be considered the best path.

Router configuration (config-router)

Command History

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

In the following example, the BGP router process is configured to consider a route with a missing
MED attribute as having a value of infinity (4294967294), making this path the least desirable path:

router bgp 50000
bgp bestpath med missing-as-worst

bgp deterministic-med

Syntax Description

Command Default

Command Modes

To enforce the deterministic comparison of the Multi Exit Discriminator (MED) value between all paths
received from within the same autonomous system, use the bgp deterministic-med command in router
configuration mode. To disable the required MED comparison, use the no form of this command.

bgp deterministic-med
no bgp deterministic-med

This command has no arguments or keywords.

The software does not enforce the deterministic comparison of the MED variable between all paths received
from the same autonomous system.

Router configuration (config-router)
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Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Examples In the following example, BGP is configured to compare the MED during path selection for routes

advertised by the same subautonomous system within a confederation:

outer bgp 50000
bgp deterministic-med

bgp graceful-restart

To enable the Border Gateway Protocol (BGP) graceful restart capability globally for all BGP neighbors, use
the bgp graceful-restart command in address family or in router configuration mode. To disable the BGP
graceful restart capability globally for all BGP neighbors, use the no form of this command.

bgp graceful-restart
no bgp graceful-restart

Command Default By default, the restart time is set to 120 seconds and the stalepath time to 360 seconds.

Command Modes Address-family configuration (config-router-af)

Router configuration (config-router)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE bgp graceful-restart command.

Examples In the following example, the BGP graceful restart capability is enabled for AS number 64496 and

disabled for the neighbor:

router bgp 64496

neighbor 10.0.0.1 remote-as 64496

bgp graceful-restart

neighbor 10.0.0.1 ha-mode graceful-restart disable

bgp log-neighbor-changes

To enable logging of BGP neighbor resets, use the bgp log-neighbor-changes command in router configuration
mode. To disable the logging of changes in BGP neighbor adjacencies, use the no form of this command.

bgp log-neighbor-changes
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. bandwidth remaining ratio

Syntax Description

Command Default

Command Modes

no bgp log-neighbor-changes
This command has no arguments or keywords.
Logging of BGP neighbor resets is not enabled.

Router configuration (config-router)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE bgp log-neighbor-changes command.

The following example logs neighbor changes for BGP in router configuration mode:

bgp router 40000
bgp log-neighbor-changes

bandwidth remaining ratio

To specify a bandwidth-remaining ratio for class-level or subinterface-level queues to be used during congestion
to determine the amount of excess bandwidth (unused by priority traffic) to allocate to nonpriority queues,
use the bandwidth remaining ratio command in policy-map class configuration mode. To remove the
bandwidth remaining ratio, use the no form of this command.

bandwidth remaining ratio ratio
no bandwidth remaining ratio ratio

Syntax Description

Command Default

Command Modes

ratio | Relative weight of this subinterface or class queue with respect to other subinterfaces or class queues.
Valid values are from 1 to 1000. At the subinterface level, the default value is platform dependent.
At the class queue level, the default is 1.

ratio | Relative weight of this subinterface or class queue with respect to other subinterfaces or class queues.

The default bandwidth ratio is 1.

Policy-map class (config-pmap-c)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

For usage guidelines, see the Cisco IOS XE bandwidth remaining ratio command.
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Examples

class (policy-map) .

class Queuel
bandwidth remaining ratio 20

random-detect precedence-based
|

class (policy-map)

To specify the name of the class whose policy you want to create or change or to specify the default class
(commonly known as the class-default class) before you configure its policy, use the classcommand in
policy-map configuration mode. To remove a class from the policy map, use the no form of this command.

class {classname |class-default }
no class {classname |class-default }

Syntax Description

Command Default

Command Modes

class-name | Name of the class to be configured or whose policy is to be modified. The class name is used

for both the class map and to configure a policy for the class in the policy map.

class-default | Specifies the default class so that you can configure or modify its policy.

No class is specified.

Policy-map configuration (config-pmap)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE class (policy-map) command.

The following example shows how to create two policy maps called “PMap” and "generic-cos" and
configure two class policies in each policy map.

policy-map PMap
class PMap-super-fast
priority level 1
police percent 5
|
class PMap-fast
priority level 2
police percent 5
|
!
policy-map generic-cos
class cos-map-generic
bandwidth remaining percent 5
queue-limit 108 packets
|
class class-default
bandwidth remaining percent 95
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queue-limit 2028 packets
|
|

distance bgp

To configure the administrative distance for BGP routes, use the distance bgp command in address family
or router configuration mode. To return to the administrative distance to the default value, use the no form
of this command.

distance bgp external-distance internal-distance local-distance
no distance bgp

Syntax Description external-distance | Administrative distance for external BGP routes. Routes are external when learned from
an external autonomous system. The range of values for this argument are from 1 to
255.

internal-distance | Administrative distance for internal BGP routes. Routes are internal when learned from
peer in the local autonomous system. The range of values for this argument are from 1
to 255.

local-distance Administrative distance for local BGP routes. Local routes are those networks listed

with a network router configuration command, often as back doors, for the router or
for the networks that is being redistributed from another process. The range of values
for this argument are from 1 to 255.

Command Default The following values are used if this command is not configured or if the no form is entered:
external-distance : 20 internal-distance: 200 local-distance: 200

Routes with a distance of 255 are not installed in the routing table.

Command Modes Router configuration (config-router)

Address family configuration (config-router-af)

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release | Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Cisco I0S XE Catalyst SD-WAN Release | Starting from this release, this command can be configured in
17.4.1a address-family (non-VRF) configuration mode only. It is no
longer supported under router configuration mode.

Usage Guidelines For usage guidelines, see the Cisco IOS XE distance bgp command.

Examples The following example is applicable to releases before Cisco IOS XE Catalyst SD-WAN Release

17.2.1v.
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exit-address-family (bgp) .

In this example, the external distance is set to 10, the internal distance is set to 50, and the local
distance is set to 100:

router bgp 50000
distance bgp 10 50 100
address family ipv4
network 10.108.0.0
neighbor 192.168.6.6 remote-as 123
neighbor 172.16.1.1 remote-as 47

The following example is applicable to Cisco IOS XE Catalyst SD-WAN Release 17.4.1a and later.

router bgp 50000

address family ipv4
network 10.108.0.0
neighbor 192.168.6.6 remote-as 123
neighbor 172.16.1.1 remote-as 47
distance bgp 10 50 100

exit-address-family (bgp)

Command Default

Command Modes

To exit the BGP address family configuration mode, use the exit-address-family command in BGP
Address-family configuration mode. There is no N0 form of this command.

exit-address-family

Syntax Description

This command has no arguments or keywords.
None

Address-family configuration (config-router-af)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.2.1r Command qualified for use in Cisco vManage CLI
templates.

Cisco routers can use various IP routing protocols, such as Open Shortest Path First (OSPF), Enhanced Interior
Gateway Routing Protocol (EIGRP), or Border Gateway Protocol (BGP) to learn routes dynamically. You
can configure these routing protocols on your router by entering the router configuration mode and address
family configuration mode. You can use this command to exit the BGP address family configuration mode.

Example

The following example shows exiting from the BGP address family configuration mode.

Router (config) # router bgp 65001
Router (config-router)# address-family ipv4
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. maximum-paths eibgp

Router (config-router-af)# exit-address-family

maximum-paths eibgp

To enable multipath load sharing among external Border Gateway Protocol (eBGP) and internal BGP (iBGP)
routes, use the maximum-paths eibgp command in address family configuration mode. To disable multipath
load sharing for e BGP and iBGP routes, use the no form of this command.

maximum-paths eibgp number-of-paths
no maximum-paths eibgp number-of-paths

Syntax Description number-of-paths | Number of routes to install into the routing table. See the “Usage Guidelines” section for
the number of paths that can be configured with this argument.

Command Default BGP, by default, will install only one best path in the routing table.

Command Modes
Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE maximum-paths eibgp command.

Examples The following example shows how to configure this command on a non-VRF address family.

Device (config) # router bgp 64498
Device (config-router)# address-family ipv4 unicast
Device (config-router-af) # maximum-paths eibgp 4

neighbor advertise-map

To advertise the routes in the BGP table matching the configured route-map, use the neighbor advertise-map
command in router configuration mode. To disable route advertisement, use the no form of this command.

neighbor { ipv4d-address |ipv6-address} advertise-map map-name { non-exist-map map-name

H
no neighbor { ipv4d-address |ipv6-address} advertise-map map-name { non-exist-map
map-name }

Syntax Description ip-address Specifies the IPv4 address of the router that should receive conditional

advertisements.
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Command Default

Command Modes

neighbor advertisement-interval .

ipv6-address

Specifies the IPv6 address of the router that should receive conditional
advertisements.

advertise-map map-name

Specifies the name of the route map that will be advertised if the conditions of
the exist map or non-exist map are met.

non-exist-map map-name

not.

Specifies the name of the non-exist-map that is compared with the routes in
the BGP table to determine whether the advertise-map route is advertised or

No default behavior or values.

Address family configuration (config-router-af)

Command History

Usage Guidelines

Examples

Release

Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI

templates.

For usage guidelines, see the Cisco IOS XE neighbor advertise-map command.

The following address family configuration example configures BGP to conditionally advertise a
prefix to the 10.1.1.1 neighbor using a non-exist map. If the prefix exists in MAP3 but not MAP4,
the condition is met and the prefix is advertised.

router bgp 5
address-family ipv4 unicast
neighbor 10.1.1.1 advertise-map MAP3 non-exist-map MAP4

neighbor advertisement-interval

To set the minimum route advertisement interval (MRAI) between the sending of BGP routing updates, use
the neighbor advertisement-interval command in address family or router configuration mode. To restore
the default value, use the no form of this command.

neighbor ip-address advertisement-interval seconds

Syntax Description

Command Default

no neighbor ip-address advertisement-interval seconds
ip-address | IP address of the neighbor.
seconds Time (in seconds) is specified by an integer ranging from 0 to 600.

eBGP sessions not in a VRF: 30 seconds

eBGP session

s in a VRF: 0 seconds

iBGP sessions: 0 seconds
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Command Modes
Router configuration (config-router)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines When the MRALI is equal to 0 seconds, BGP routing updates are sent as soon as the BGP routing table changes.

Examples The following router configuration mode example sets the minimum time between sending BGP

routing updates to 600 seconds:

router bgp 5
neighbor 10.0.0.1 advertisement-interval 600

neighbor description

To associate a description with a neighbor, use the neighbor description command in router configuration
mode or address family configuration mode. To remove the description, use the no form of this command.

neighbor ip-address description text
no neighbor ip-address description [text]

Syntax Description ip-address | IP address of the neighbor.

text Text (up to 80 characters in length) that describes the neighbor.
Command Default There is no description of the neighbor.
Command Modes Router configuration (config-router)

Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | This command was introduced.

Examples In the following examples, the description of the neighbor is “peer with example.com”:

router bgp 109
neighbor 172.16.2.3 description peer with example.com
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neighbor ebgp-multihop .

neighbor ebgp-multihop

To accept and attempt BGP connections to external peers residing on networks that are not directly connected,
use the neighbor ebgp-multihop command in router configuration mode. To return to the default, use the
no form of this command.

neighbor { ip-address |ipv6-address} ebgp-multihop [ttl]
no neighbor { ip-address |ipv6-address} ebgp-multihop

Syntax Description

Command Default

Command Modes

ip-address IP address of the BGP-speaking neighbor.

ipv6-address IPv6 address of the BGP-speaking neighbor.

peer-group-name | Name of a BGP peer group.

ttl (Optional) Time-to-live in the range from 1 to 255 hops.

For Cisco I0S XE Catalyst SD-WAN Release 17.4.1a and later, the supported range is
from 2 to 255. If you have configured the value of 1, you must modify the device CLI
template or CLI Add-on feature template with supported values.

Only directly connected neighbors are allowed.

Router configuration (config-router)

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1v | This command was introduced.

Cisco I0S XE Catalyst SD-WAN Release 17.4.1a | This command was modified. The supported time-to-live
range for ebgp-multihop is now 2 to 255.

This feature should be used only under the guidance of Cisco technical support staff.

If you specify a BGP peer group by using the peer-group-name argument, all the members of the peer group
will inherit the characteristic configured with this command.

To prevent the creation of loops through oscillating routes, the multihop will not be established if the only
route to the multihop peer is the default route (0.0.0.0).

The following example allows connections to or from neighbor 10.108.1.1, which resides on a
network that is not directly connected:

router bgp 109
neighbor 10.108.1.1 ebgp-multihop 255
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neighbor ha-mode graceful-restart

To enable or disable the Border Gateway Protocol (BGP) graceful restart capability for a BGP neighbor or
peer group, use the neighbor ha-mode graceful-restart command in router configuration mode. To remove
from the configuration the BGP graceful restart capability for a neighbor, use the no form of this command.

neighbor ip-address ha-mode graceful-restart [disable]
no neighbor ip-address ha-mode graceful-restart [disable]

Syntax Description ip-address | IP address of the neighbor.

disable (Optional) Disables BGP graceful restart capability for a neighbor.

Command Default BGP graceful restart capability is disabled.

Command Modes
Router configuration (config-router)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE neighbor ha-mode graceful-restart command.

Examples The following example enables the BGP graceful restart capability for the BGP neighbor, 172.21.1.2:

router bgp 45000

bgp log-neighbor-changes

address-family ipv4 unicast

neighbor 172.21.1.2 remote-as 45000

neighbor 172.21.1.2 activate

neighbor 172.21.1.2 ha-mode graceful-restart
end

The following example enables the BGP graceful restart capability globally for all BGP neighbors
and then disables the BGP graceful restart capability for the BGP neighbor 10.0.0.1.

router bgp 64496

neighbor 10.0.0.1 remote-as 64496

bgp graceful-restart

neighbor 10.0.0.1 ha-mode graceful-restart disable

neighbor maximum-prefix (BGP)

To control how many prefixes can be received from a neighbor, use the neighbor maximum-prefix command
in router configuration mode. To disable this function, use the no form of this command.
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| BGP Commands
neighbor next-hop-self .

neighbor  { ip-address peer-group-name } maximum-prefix maximum [threshold] [ restart
restart-interval |
no neighbor ip-address maximum-prefix maximum

Syntax Description ip-address IP address of the neighbor.

maximum Maximum number of prefixes allowed from the specified neighbor. The number of prefixes
that can be configured is limited only by the available system resources on a router.

threshold (Optional) Integer specifying at what percentage of the maximumeprefix limit the router
starts to generate a warning message. The range is from 1 to 100; the default is 75.

restart (Optional) Configures the router that is running BGP to automatically reestablish a peering
session that has been disabled because the maximum-prefix limit has been exceeded. The
restart timer is configured with the restart-interval argument.

restart-interval | (Optional) Time interval (in minutes) that a peering session is reestablished. The range is
from 1 to 65535 minutes.

Command Default This command is disabled by default. Peering sessions are disabled when the maximum number of prefixes
is exceeded. If the restart-interval argument is not configured, a disabled session will stay down after the
maximum-prefix limit is exceeded.

threshold : 75 percent

Command Modes
Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE neighbor maximum-prefix (BGP) command.

Examples In the following example, the maximum number of prefixes that will be accepted from the 192.168.3.3

neighbor is set to 769434. The router is configured to display a warning when 100 percent of the
prefixes is reached. The router is also configured to reestablish a disabled peering session after 65535
minutes.

router bgp 40000
address-family ipv4 unicast
neighbor 192.168.3.3 maximum-prefix 769434 100 restart 65535

neighbor next-hop-self

To configure a router as the next hop for a BGP-speaking neighbor or peer group, use the neighbor
next-hop-self command in router configuration mode. To disable this feature, use the no form of this command.

neighbor ip-address next-hop-self
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. neighbor password

no neighbor

BGP Commands |

ip-address next-hop-self

Syntax Description

Command Default

Command Modes

ip-address

IP address of the BGP-speaking neighbor.

This command is disabled by default.

Address family configuration (config-router-af)

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1v

Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE neighbor next-hop-self command.

The following example forces all updates destined for 10.108.1.1 to advertise this router as the next

hop:

router bgp 109

neighbor 10.108.1.1 next-hop-self

neighbor password

To enable message digest5 (MDS5) authentication on a TCP connection between two BGP peers, use the
neighbor password command in router configuration mode. To disable this function, use the no form of this

command.

neighbor
no neighbor

ip-address  password

[type] string

ip-address  password

Syntax Description

ip-address

IP address of the BGP-speaking neighbor.

peer-group-name

Name of a BGP peer group.

type

(Optional) The type of password. You can only specify the following:
* 0: Unencrypted
* 7: Encrypted with MD5

Even though the CLI accepts other values only these value change the encryption of the
password.

string

Case-sensitive password of up to 25 characters in length. The first character cannot be
a number. The string can contain any alphanumeric characters, including spaces. You
cannot specify a password in the format number-space-anything. The space after the
number can cause authentication to fail.
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| BGP Commands

Command Default

Command Modes

neighbor remote-as .

MDS5 is not authenticated on a TCP connection between two BGP peers.

Router configuration (config-router)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE neighbor password command.

The following example configures MD5 authentication for the peering session with the 10.108.1.1
neighbor. The same password must be configured on the remote peer before the hold-down timer
expires.

router bgp 109
neighbor 10.108.1.1 password 7 00141215174C04140BlE1E

neighbor remote-as

To add an entry to the BGP or multiprotocol BGP neighbor table, use the neighbor remote-as command in
router configuration mode. To remove an entry from the table, use the no form of this command.

neighbor { ip-address |ipv6-address } remote-as autonomous-system-number
no neighbor { ip-address | ipv6-address } remote-as  autonomous-system-number

Syntax Description

ip-address IP address of the neighbor.

ipv6-address IPv6 address of the neighbor.

autonomous-system-number | Number of an autonomous system to which the neighbor belongs in the range
from 1 to 65535.

Command Default

Command Modes

There are no BGP or multiprotocol BGP neighbor peers.

Router configuration (config-router)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

For usage guidelines, see the Cisco IOS XE neighbor remote-as command.
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BGP Commands |
. neighbor route-map

Examples The following example specifies that a router at the address 10.0.0.1 is an internal BGP (iBGP)

neighbor in autonomous system number 64496:

router bgp 64496

neighbor 10.0.0.1 remote-as 64496

bgp graceful-restart

neighbor 10.0.0.1 ha-mode graceful-restart disable

neighbor route-map

To apply a route map to incoming or outgoing routes, use the neighbor route-map command in address
family or router configuration mode. To remove a route map, use the Nno form of this command.

neighbor { ip-address |ipv6-address[ % ] } route-map map-name {in |out}
no neighbor { ip-address | ipv6-address| % | } route-map map-name { in |out }

Syntax Description ip-address | IP address of the neighbor.

ipv6-address | IPv6 address of the neighbor.

% (Optional) IPv6 link-local address identifier. This keyword needs to be added whenever a
link-local IPv6 address is used outside the context of its interface.

map-name Name of a route map.

in Applies route map to incoming routes.

out Applies route map to outgoing routes.

Command Default No route maps are applied to a peer.

Command Modes Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE neighbor route-map command.

Examples The following address family configuration mode example applies a route map named internal-map

to a unicast BGP route from 172.16.70.24:

router bgp 5
address-family ipv4 unicast
neighbor 172.16.70.24 route-map internal-map in
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| BGP Commands

neighbor send-community .

neighbor send-community

To specify that a communities attribute should be sent to a BGP neighbor, use the neighbor send-community
command in address family or router configuration mode. To remove the entry, use the no form of this
command.

neighbor {ip-address ipv6-address} send-community both
no neighbor ip-addressipv6-address send-community

Syntax Description

Command Default

Command Modes

ip-address IP address of the neighbor.

ipv6-address | IPv6 address of the neighbor.

both (Optional) Specifies that both standard and extended communities will be sent.

No communities attribute is sent to any neighbor.

Address family configuration (config-router-af)

Command History

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

In the following address family configuration mode example, the router belongs to autonomous
system 109 and is configured to send the communities attribute to its neighbor at IP address
172.16.70.23:

router bgp 109
address-family ipv4 unicast
neighbor 172.16.70.23 send-community both

neighbor shutdown

To disable a neighbor or peer group or to gracefully shut down a link for maintenance, use the neighbor
shutdown command in router configuration mode or address family configuration mode. To reenable the
neighbor or peer group, use the N0 form of this command.

neighbor ip-address shutdown
no neighbor ip-address shutdown

Syntax Description

Command Default

Command Modes

ip-address | IP address of the neighbor.

No change is made to the status of any BGP neighbor or peer group.

Router configuration (config-router)

Cisco 10S XE Catalyst SD-WAN Qualified Command Reference .



BGP Commands |
. neighbor timers

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE neighbor shutdown command.

Examples The following example disables any active session for the neighbor 172.16.70.23:

router bgp 123134
neighbor 172.16.70.23 shutdown

neighbor timers

To set the timers for a specific BGP peer or peer group, use the neighbor timers command in address family
or router configuration mode. To clear the timers for a specific BGP peer or peer group, use the no form of
this command.

neighbor ip-address timers keepalive holdtime
no neighbor ip-address timers

Syntax Description | ip-address |(Optional) A BGP peer or peer group IP address.

keepalive | Frequency (in seconds) with which the Cisco IOS software sends keepalive messages to its
peer. The default is 60 seconds.The range is from 0 to 65535.

holdtime | Interval (in seconds) after not receiving a keepalive message that the software declares a peer
dead. The default is 180 seconds. The range is from 0 to 65535.

Command Default keepalive : 60 secondsholdtime: 180 seconds

Command Modes Router configuration (config-router)

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE neighbor timers command.

Examples The following example changes the keepalive timer to 70 seconds and the hold-time timer to 210

seconds for the BGP peer 192.168.47.0:

router bgp 109
neighbor 192.168.47.0 timers 70 210
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| BGP Commands
network (BGP and multiprotocol BGP) .

network (BGP and multiprotocol BGP)

To specify the networks to be advertised by the Border Gateway Protocol (BGP) and multiprotocol BGP
routing processes, use the network command in address family or router configuration mode. To remove an
entry from the routing table, use the no form of this command.

network { network-number [ mask network-mask] }
no network { network-number [ mask network-mask]}

Syntax Description networ k-number Network that BGP will advertise.

mask network-mask | (Optional) Network or subnetwork mask with mask address.

Command Default No networks are specified.

Command Modes Address family configuration (config-router-af)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines BGP networks can be learned from connected routes, from dynamic routing, and from static route sources.

The maximum number of network commands you can use is determined by the resources of the router, such
as the configured NVRAM or RAM.

Examples The following example sets up network 192.168.51.0 with mask of 255.255.255.0 to be included in
unicast BGP updates:

router bgp 64800
address-family ipv4 unicast
network 192.168.51.0 mask 255.255.255.0

police (percent)

To configure traffic policing on the basis of a percentage of bandwidth available on an interface, use the police
command in policy-map class configuration mode. To remove traffic policing from the configuration, use the
no form of this command.

police rate percent percentage
no police rate percent percentage

Syntax Description rate Specifies the information rate.

percent Specifies that a percentage of bandwidth will be used for calculating the CIR.
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BGP Commands |
. policy-map

percentage | The bandwidth percentage. Valid range is a number from 1 to 100.

Command Default No traffic policing is configured.

Command Modes
Policy-map class configuration (config-pmap-c)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE police (percent) command.

Examples The following example shows how to configure traffic policing:
Policy-map PMap
class PMap-super-fast
priority level 1
police rate percent 5
class PMap-fast
priority level 2
police rate percent 5
|
!
policy-map generic-cos
class cos-map-generic
bandwidth remaining percent 5
queue-limit 108 packets
class class—-default
bandwidth remaining percent 95
queue-limit 2028 packets

policy-map

To enter policy-map configuration mode and create or modify a policy map that can be attached to one or
more interfaces to specify a service policy, use the policy-mapcommand in global configuration mode. To
delete a policy map, use the no form of this command.

policy-map [type inspect] policy-map-name
no policy-map [type inspect] policy-map-name

Syntax Description | type inspect (Optional) Specifies the policy-map type as inspect.

policy-map-name | Name of the policy map.

Command Default The policy map is not configured.

Command Modes Global configuration (config)
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| BGP Commands
priority level .

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Qualified for use in Cisco vManage CLI templates.

Cisco I0S XE Catalyst SD-WAN Release 17.2.1r | Command modified to support type inspect.

Usage Guidelines For usage guidelines, see the Cisco IOS XE policy-map command.

Examples The following example shows how to create two policy maps called “PMap” and "generic-cos" and

configure two class policies in each policy map.

policy-map PMap
class PMap-super-fast
priority level 1
police percent 5
|
class PMap-fast
priority level 2
police percent 5
|
!
policy-map generic-cos
class cos-map-generic
bandwidth remaining percent 5
queue-limit 108 packets
|
class class-default
bandwidth remaining percent 95
queue-limit 2028 packets
|
|

priority level

To configure multiple priority queues, use the priority level command in policy-map class configuration
mode. To remove a previously specified priority level for a class, use the no form of this command.

priority level level
no priority level level

Syntax Description level | Defines multiple levels of a strict priority service model. When you enable a traffic class with a
specific level of priority service, the implication is a single priority queue associated with all traffic
that is enabled with the specified level of priority service.

Valid values are from 1 (high priority) to 2 (low priority). Default is 1.

Command Default The priority level has a default level of 1.

Command Modes
Policy-map class configuration (config-pmap-c)
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BGP Commands |
. redistribute (IP)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE priority level command.

Examples The following example shows how to configure multi level priority queues. In the example, the traffic

class named PMap-super-fast is given high priority (level 1), and the class named PMap-fast is given
level 2 priority. To prevent PMap-fast traffic from becoming starved of bandwidth, PMap-super-fast
traffic is policed at 5 percent of the available bandwidth.
Policy-map PMap

class PMap-super-fast

priority level 1

police percent 5

class PMap-fast

priority level 2

police percent 5
|
|

redistribute (IP)

To redistribute routes from one routing domain into another routing domain, use the redistribute command
in the appropriate configuration mode. To disable all or some part of the redistribution (depending on the
protocol), use the no form of this command.

redistribute  {omp |static |connected | nat-route }

no redistribute  {omp |static |connected | nat-route }

Syntax Description | omp The omp keyword specifies OMP as the source protocol from
which routes are being redistributed.].

static The static [ip] keyword is used to redistribute IP static routes.

connected The connected keyword refers to routes that are established

automatically by virtue of having enabled IP on an interface.

nat-route The nat-route keyword redistributes NAT66 DIA routes into
BGP protocol.
Command Default Route redistribution is disabled.
Command Modes Address family configuration (config-af)
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| BGP Commands

redistribute (IP) .

Command History

Usage Guidelines

Examples

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

Cisco 10S XE Catalyst SD-WAN Release 17.14.x | This command was modified. Added the nat-route
keyword to redistribute NAT66 DIA routes into BGP
protocol.

For usage guidelines, see the Cisco IOS XE redistribute (IP) command.

The following example redistributes a NAT66 DIA route into BGP:

router bgp 15

bgp bestpath as-path multipath-relax

bgp log-neighbor-changes

bgp router-id 10.1.1.1
address-family ipv4 unicast vrf 1
neighbor 10.2.2.2 remote-as 2
neighbor 10.2.2.2 activate
redistribute nat-route dia
exit-address-family

|

address-family ipv6 unicast vrf 1
bgp router-id 10.1.1.1

neighbor 2001:a14:18::64 remote-as 2
neighbor 2001:al14:18::64 activate
redistribute nat-route

exit-address-family
|

The following example redistributes a NAT66 DIA route into OSPFv3:

interface GigabitEthernetb5

ospfv3 1 network point-to-point
ospfv3 1 ipv4 area O

ospfv3 1 ipv6 area O

router ospfv3 1

max-lsa 50000

router-id 10.1.1.1

address-family ipv4 unicast vrf 1
log-adjacency-changes
redistribute connected
exit-address-family

|

address-family ipv6 unicast
log-adjacency-changes
redistribute connected
redistribute nat-route
redistribute maximum-prefix 10240
exit-address-family

The following example redistributes routes for an IPv4 address family:

router bgp 64496

address—-family ipv4 unicast vrf 1
redistribute omp
redistribute static
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. redistribute omp (bgp)

BGP Commands |

redistribute connected
exit-address-family

The following example redistributes routes for an IPv6 address family:

Device (config) # router eigrp 1

Device (config-router)# address-family ipv6é unicast vrf 1 autonomous-system 3
Device (config-router-af)# topology base

Device (config-router-af-toplogy) # redistribute static route-map route-mapl

redistribute omp (bgp)

To enable redistributing omp routes into BGP, use the redistribute omp command in BGP Address-family
IP configuration mode. To disable redistributing omp routes into BGP, use the no form of this command.

redistribute omp  { route-map string }

no redistribute omp { route-map string }

Syntax Description

Command Default

Command Modes

Usage Guidelines

None Enable redistributing omp routes into BGP.

route-mapstring (Optional) Specifies the route map that should be interrogated to filter the importation of
routes from this source routing protocol to the current routing protocol. If not specified,
all routes are redistributed.

None

BGP Address-family IP configuration (config-router-af)

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1r | Command qualified for use in Cisco vManage CLI
templates.

By default, routes from other routing protocols are not redistributed into BGP. It can be useful for BGP to
learn OMP routes, because OMP learns routes to destinations throughout the overlay network.

This command can be used to enable redistributing omp routes into BGP.

Example

The following example shows how to enable redistributing omp into BGP process 65001.

Router (config) # router bgp 65001
Router (config-router) # address-family ipv4
Router (config-router-af) # redistribute omp

The following example shows how to enable redistributing omp with the route-map named
OMP-to-BGP into BGP process 65001.

Router (config) # router bgp 65001
Router (config-router) # address-family ipv4
Router (config-router-af) # redistribute omp route-map OMP-to-BGP
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| BGP Commands
router bgp .

router bgp

To configure the Border Gateway Protocol (BGP) routing process, use the router bgp command in global
configuration mode. To remove a BGP routing process, use the no form of this command.

router bgp autonomous-system-number
no router bgp autonomous-system-number

Syntax Description autonomous-system-number | Number of an autonomous system that identifies the router to other BGP routers
and tags the routing information that is passed along. Number in the range from
1 to 65535 for 2-byte non asdot notation.

4-byte autonomous system numbers are supported in the range from 65536 to
4294967295 in asplain notation and in the range from 1.0 to 65535.65535 in
asdot notation.

Note When you run this command, the Cisco SD-WAN device does not
verify the accuracy of the entered values. However when you commit
the CLI, any invalid CLIs, either syntax or functionality, are rejected.

Command Default No BGP routing process is enabled by default.

Command Modes
Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release Qualified for use in Cisco vManage CLI templates. with an

17.2.1r autonomous-system-number of 64496.
Cisco I0S XE Catalyst SD-WAN Release Command modified to include full range of
17.2.1v autonomous-system-numbers
Usage Guidelines For further usage guidelines on this command, see the Cisco IOS XE router bgp command.
Examples Examples:

router bgp 64496

neighbor 10.0.0.1 remote-as 64496

bgp graceful-restart

neighbor 10.0.0.1 ha-mode graceful-restart disable

router bgp 64496

address-family ipv4 unicast vrf 1
redistribute omp

redistribute static

redistribute connected
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BGP Commands |
. timers bgp

timers bgp

To adjust BGP network timers, use the timers bgp command in router configuration mode. To reset the BGP
timing defaults, use the no form of this command.

timers bgp keepalive holdtime [min-holdtime]
no timers bgp

Syntax Description keepalive Frequency (in seconds) with which the Cisco IOS software sends keepalive messages to its
peer. The default is 60 seconds. The range is from 0 to 65535.

holdtime Interval (in seconds) after not receiving a keepalive message that the software declares a
peer dead. The default is 180 seconds. The range is from 0 to 65535.

min-holdtime | (Optional) Interval (in seconds) specifying the minimum acceptable hold-time from a BGP
neighbor. The minimum acceptable hold-time must be less than, or equal to, the interval
specified in the holdtimeargument. The range is from 0 to 65535.

Command Default keepalive : 60 seconds
holdtime: 180 seconds

Command Modes
Router configuration

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE timers bgp command.

Examples The following example changes the keepalive timer to 70 seconds, the hold-time timer to 130 seconds,

and the minimum acceptable hold-time interval to 100 seconds:

router bgp 45000
timers bgp 70 130 100
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Ite gps (cellular)

CHAPTER 1 1

Cellular Commands

* Ite gps (cellular), on page 121

* Ite sim, on page 122

* profile id, on page 123

* Ite gps constellation, on page 125

To configure Global Positioning System (GPS) parameters for a cellular router, use the Ite gps command in
cellular configuration mode. To delete the GPS configuration parameters, use the no form of this command.

Ite gps { mode { ms-based |standalone } [ enable ][ nmea [ ip udp ipv4-address] ] | enable [ mode
{ ms-based |standalone } ] [ nmea [ ip udp ipv4-address] ] | nmea [ ip udp source-ip-address
destination-ip-address port | }

no Ite gps

Syntax Description

Ite gps

Enables GPS on the LTE PIM module in the 0/x/0 section of the controller cellular
configuration.

mode

Specifies the mode.

» ms-based: Use mobile station-based assistance, also called assisted GPS mode,
when determining position. In this mode, a network data session is used to
obtain the GPS satellite locations, resulting in a faster fix of location coordinates.

« standalone: Use satellite information when determining position.

Note The standalone parameter is currently not supported for geofencing.

ms-based

Enables ms-based assistance.

Note We recommend using ms-based mode with a SIM card plugged in and a
GPS antenna connected to the LTE pluggable module GPS port.

For more information, see Cisco 4G Indoor/Outdoor Active GPS Antenna
(GPS-ACT-ANTM-SMA).
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standalone Enables standalone mode.
If there is no SIM card inserted, you can use standalone mode.

Note The standalone parameter is currently not supported for geofencing.

enable Enables the GPS features. Use this command to enable the GPS feature if GPS has
been disabled for any reason.

nmea Enables the use of National Marine Electronics Association (NMEA) streams to
Cisco I0S applications for listening to the specified port on the destination address.

ip (Optional) Enables the redirection of GPS NMEA streams to the destination IP
address.

Note This parameter is not used for configuring geofencing.

udp source-ip-address | (Optional) Enables the redirection of GPS NMEA streams to the source and
destination-ip-address | destination IP address and port.

r . . . .
port Note This parameter is not used for configuring geofencing.

controller Cellular 0/x/0 (config-Cellular-0/x/0)

Command History

Usage Guidelines

Examples

Ite sim

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.6.1a | Command qualified for use in Cisco SD-WAN Manager
CLI templates.

If multiple LTE pluggable module slots are present in the platform chassis, we recommend that you configure
GPS on only one of the LTE pluggable module slots and use the slot for GPS coverage.

The following example enables GPS on the LTE PIM module:

Device (config) # controller Cellular 0/2/0
Device (config-Cellular-0/2/0)# lte gps enable

The following example sets ms-based assistance on the LTE PIM module:
Device (config-Cellular-0/2/0)# lte gps mode ms-based
The following example configures nmea on the LTE PIM module:

Device (config-Cellular-0/2/0)# lte gps nmea

To configure Subscriber Identity Module (SIM) parameters for a cellular router, use the Ite sim command in
cellular configuration mode. To delete the SIM configuration parameters, use the no form of this command.

Ite sim [ attach-profile attach-profile data-profile data-profileslot slot ]
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profileid ]

no Ite sim

Syntax Description

Command Modes

Usage Guidelines

Examples

profile id

Ite sim Enables SIM on the LTE cellular module in the 0/x/0 section of the controller cellular
configuration.

attach-profile  Attaches the profile on the LTE PIM module in the 0/x/0 section of the controller cellular
configuration.

data-profile  Default profile on the LTE PIM module in the 0/x/0 section of the controller cellular
configuration.

slot SIM slot that contains the SIM to configure. Valid values are 0 (primary SIM card) and 1
(secondary SIM card).

controller Cellular 0/x/0 (config-Cellular-0/x/0)

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.6.1a | Command qualified for use in Cisco SD-WAN Manager
CLI templates.

Dual Subscriber Identity Module (SIM) provides reliability and multihoming capabilities over LTE and
HSPA-based networks. With two LTE modems, the IR829 enables concurrent connectivity to two cellular
networks for high reliability, enhanced data throughputs, load balancing and differentiated services.

Example

The following example enables SIM on the LTE SIM module:

Device (config) # controller Cellular 0/2/0
Device (config-Cellular-0/2/0)# lte sim enable
Device (config-Cellular-0/2/0)# lte sim attach-profile 1 data-profile 1 slot 0

To create a data profile for a device, use the profile id command in cellular configuration mode. To set the
command to the default state, use the no form of this command.

profile id id apn name [ authentication auth_type username username password password ][ pdn-type
pdn_type ][ slot slot_number ]

no profile id id
Syntax Description  |id Identification number of the data profile. Valid values
are from 1 to 16.
apn name Name of the access point network of the service provider.
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Command Default

Command Modes
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authentication auth_type

Authentication type used for APN access. Valid values
are:

+ chap: Use CHAP authentication only.
* pap: Use PAP authentication only.

* pap_chap: Use PAP or CHAP authentication.

username username

Username provided by the service provider for APN
access authentication. Required if the authentication type
is chap, pap, or pap_chap, otherwise not used.

password password

Password provided by the service provider for APN
access authentication. Required if the authentication type
is chap, pap, or pap_chap, otherwise not used.

pdn-type pdn_type

Type of packet data matching used for APN access. Valid
values are:

* ipv4: IPv4 type bearer.
* ipv4v6: IPV4V6 type bearer.

* ipv6: IPv6 type bearer.

slot-number slot_number

SIM slot that contains the SIM to configure. Valid values
are 0 (primary SIM card) and 1 (secondary SIM card).

By default, when the Auto SIM feature is enabled on a modem, a data profile is selected based on the modem

firmware.

Controller cellular configuration (controller-cellular)

Command History

Release

Modification

Cisco SD-WAN Release 20.8.1

This command was

introduced.

Usage Guidelines

Examples
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If a device contains two SIM cards, you can create a separate data profile for each SIM card.

The following example shows how to configure a data profile for the primary SIM card in a device:

controller Cellular 0/1/0

profile id 6 apn test authentication chap username admin password my password pdn-type

ipv4 slot O
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Ite gps constellation
To configure the Global Navigation Satellite System (GNSS) constellations on a Cisco I0S XE Catalyst
SD-WAN device, use the Ite gps constellation command in cellular configuration mode. To disable the
GNSS settings, use the no form of this command.

Ite gps constellation { beidou | galileo | glonass | gps | gnss }

no Ite gps constellation

beidou |Enable beidou as an active constellation.

galileo |Enable galileo as an active constellation.

glonass | Enable glonass as an active constellation.

aps Enable gps as an active constellation.

gnss Choose gnss to enable multiple GNSS constellations.

Command Default No default behavior or values.

Command Modes Controller cellular configuration (controller-cellular)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco Catalyst SD-WAN
17.15.1a Manager CLI templates.

Examples The following example shows how to configure GNSS constellation on a Cisco I0S XE Catalyst

SD-WAN device:

Device (config) # controller cellular 0/1/0
Device (config-controller)# lte gps constellation gps
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CFM Commands

\}

Note This documentation set includes commands that are tested and verified on a Cisco IOS XE SD-WAN device
using the Device Configuration-Based CLI Templates or the CLI add-on feature template.

* alarm, on page 127

* cfim mep domain, on page 128

* cos, on page 129

* cthernet cfm ieee, on page 129

* ethernet cfm global, on page 129

* ethernet oam, on page 130

» cthernet oam remote-loopback, on page 130

» ethernet loopback permit, on page 131

* snmp-server enable traps ethernet cfim cc, on page 131
 snmp-server enable traps ethernet cfin crosscheck, on page 132
» cthernet evc, on page 132

» ethernet cfm domain level, on page 132

* offload sampling, on page 133

* sender-id, on page 134

* service (CFM-srv), on page 135

* service evce, on page 136

* continuity-check, on page 136

alarm

To configure an alarm when fault alarms are enabled, use the alarm command in Ethernet connectivity fault
management (CFM) interface configuration mode. To remove the configuration, use the no form of this
command.

notification | Sets the defects that are to be reported if fault alarms are enabled.

all Reports all defects: DefRDI, DefMACStatus, DefRemote, DefError, and DefXcon.
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. cfm mep domain

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE alarm command.

Examples

The following example shows how to set up notifications for all defects:

Interface interface-name
cfm mep domain domain-name mpid id service service-name
alarm notification all

cfm mep domain

To configure a maintenance endpoint (MEP) for a domain, use the cfm mep domain command in either
service instance configuration mode or virtual forwarding instance (VFI) configuration mode. To remove the
MEDP, use the no form of this command.

Syntax Description | domain-name | String from 1 to 154 characters that identifies the domain name.

mpid Indicates the maintenance point ID (MPID).

mpid-value Integer from 1 to 8191 that identifies the MPID.

cos (Optional) Indicates the class of service (CoS) for CFM packets.
cos-value (Optional) Integer from 0 to 7 that specifies the CoS.
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE cfim mep domain command.

Examples The following example shows how to configure the cfm mep domain command:

Device (config) #ethernet cfm domain CUSTOMER level 7
Device (config-ecfm) #service customer_ 100 evc evc_100
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cos .

COS

To set the class of service (CoS) for a Cisco IOS IP Service Level Agreements (SLAs) Ethernet operation,
use the cos command in the appropriate submode of IP SLA configuration or IP SLA Ethernet monitor
configuration mode. To return to the default value, use the no form of this command.

cos-value |Class of service (CoS) value. The range is from 0 to 7. The default is 0.

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE cos command.

Examples

The following example shows how to configure this command:

Interface interface-name

cfm mep domain domain-name mpid id service service-name
alarm notification all*
cos 0-7

ethernet cfm ieee

To enable the Ethernet Connectivity Fault Management 802.1ag Standard (CFM IEEE) version of CFM, use
the ethernet cfm ieee command in global configuration mode. To disable the CFM IEEE version, use the no
form of this command.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE ethernet cfm ieee command.

Examples

Device (config) # ethernet cfm ieee

ethernet cfm global

To enable Ethernet connectivity fault management (CFM) globally on a device, use the ethernet cfm global
command in global configuration mode. To disable CFM globally on a device, use the no form of this command.
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Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE ethernet cfm global command.

Examples

Device (config) # ethernet cfm global

ethernet oam

To enable Ethernet operations, maintenance, and administration (OAM) on an interface, use the ethernet
oam command in interface configuration mode. To disable Ethernet OAM on an interface, use the no form
of this command.

mode (Optional) Sets the OAM client mode.

passive | (Optional) Sets the OAM client mode to passive. In passive mode, a device cannot initiate discovery,
inquire about variables, or set loopback mode.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE ethernet oam command.

Examples

The following example shows how to activate an Ethernet OAM interface that was previously
configured to be in passive mode:

Device (config) # interface gigabitethernet 0/1
Device (config-if) # ethernet oam mode passive

ethernet oam remote-loopback

To turn on or off Ethernet operations, maintenance, and administration (OAM) remote loopback functionality
on an interface, use the ethernet oam remote-loopbackcommand in privileged EXEC mode. This command
does not have a no form.

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.
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Usage Guidelines For more information about this command, see the Cisco IOS XE ethernet oam remote-loopback command.

Examples The following example shows when a remote loopback session is supported:

Device# ethernet oam remote-loopback supported

ethernet loopback permit

To configure an Ethernet data-plane loopback session on the interface, use the ethernet loopback permit
command in interface configuration mode. To disable the Ethernet data-plane loopback session on the interface,
use the no form of this command.

Syntax Description | external | Allows the activation of loopback of the traffic from the wire.

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.
Usage Guidelines For more information about this command, see the Cisco I0S XE ethernet loopback permit command.
Examples

The following example shows the how to configure an Ethernet data-plane loopback session:

Device (config) # interface ethernet 0/1
Device (config-if)# ethernet loopback permit external

snmp-server enable traps ethernet cfm cc

To enable Simple Network Management Protocol (SNMP) trap generation for Ethernet connectivity fault
management (CFM) continuity check events, use the Snmp-server enable traps ethernet cfm cc command
in global configuration mode. To disable SNMP trap generation for Ethernet CFM continuity check events,
use the No form of this command.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.
Usage Guidelines For more information about this command, see the Cisco I0S XE snmp-server enable traps ethernet cfm cc
command.
Examples

Device (config)# snmp-server enable traps ethernet cfm cc
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snmp-server enable traps ethernet cfm crosscheck

To enable Simple Network Management Protocol (SNMP) trap generation for Ethernet connectivity fault
management (CFM) continuity check events, in relation to the cross-check operation between statically
configured maintenance endpoints (MEPs) and those learned via continuity check messages (CCMs), use the
snmp-server enable traps ethernet cfm crosscheck command in global configuration mode. To disable
SNMP trap generation for these continuity check events, use the no form of this command.

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE snmp-server enable traps ethernet cfm

crosscheck command.

Examples

Device (config)# snmp-server enable traps ethernet cfm crosscheck

ethernet evc

To define an Ethernet virtual connection (EVC) and to enter EVC configuration mode, use the ethernet evc
command in global configuration mode. To delete the EVC, use the no form of this command.

Supported Parameters

evc-id | String from 1 to 100 characters that identifies the EVC.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

For more information about this command, see the Cisco IOS XE ethernet evec command.

Examples

Device (config) # ethernet evc evc-id

ethernet cfm domain level

To define a connectivity fault management (CFM) maintenance domain at a particular maintenance level and
enter Ethernet CFM configuration mode, use the ethernet cfm domain level command in global configuration
mode. To remove the CFM domain at the specified level, use the no form of this command.
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Supported Parameters

domain-name | String of a maximum of 154 characters that identifies the domain.

level-id Integer from 0 to 7 that identifies the maintenance level.

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

For more information about this command, see the Cisco IOS XE ethernet cfm domain level command.

ethernet cfm domain domain-name level level-id
id dns dns-name
mep ccm-hold-time hours
mep ccm-fastage enable
mep archive-hold-time minutes
sender-id chassis
service vpn-id vpn-id port
service vlan-id vlan-id port
service number MA-number port
service short-ma-name port
service short-ma-name evc evc-name vlan vlanid direction down

offload sampling

To configure offload sampling rate, use the offload sampling command in the Ethernet CFM configuration
mode. To return to the default value, use the no form of this command.

offload sampling sample-rate

no offload sampling

Syntax Description

Command Modes

samplerate| Configure the Offload sampling rate for each CCM interval. Range: 10 to 10,000

Ethernet CFM service configuration (config-ecfm-srv)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

You configure CFM Sessions Hardware sessions for effective CPU utilization by offloading the one second
CCM interval sessions on the hardware. Effective Cisco IOS XE Catalyst SD-WAN Release 17.5.1a, an Cisco
I0S XE Catalyst SD-WAN device can oftload the one second interval CCM sessions on hardware as well.
You can enable this feature for 1 second offload sampling rate by configuring the offload sampling 10
command on the router. This is not mandatory for all CFM sessions.
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Examples

sender-id

CFM Commands |

The offload sampling configuration means that when rmep session is created, the CCM packet from rmep
will be punted to PI every offload sampling value. The actual punt interval time is [ccm interval * offload
sampling]. For example, if CCM interval is 100ms, and the offload sampling is 100, then the punt interval of
CCM packet from rmep is 100ms*100=10s. For CCM interval of 100ms/10ms/3.3ms, the default offload
sampling value is 100.

ASR1000 routers can offload sessions with CCM interval of 100 milliseconds, 10 milliseconds, and 3.3
milliseconds. CCM session with 1 second interval does not get offloaded by default. To offload the CCM
session with 1 second, configure the sampling rate (offload sampling). The CCM session with 10 minutes, 1
minute, and 10 seconds are not offloaded.

The suggested offload sampling for each CCM interval is as follows:
*1s-10
* 100ms - 100
* 10ms - 1000
* 3.3ms - 2000

To offload CCM sessions with 1 second, you must configure the hardware offload sampling rate. This example
given below configures the offload sampling rate as 10 seconds.

Device (config) #ethernet cfm domain domainl level 6

Device (config-ecfm) #service USER_SRV evc USER_EVC vlan 100 direction down
Device (config-ecfm-srv) #continuity-check

Device (config-ecfm-srv) #continuity-check interval 1s

Device (config-ecfm-srv) #offload sampling 10

To indicate the contents of the Sender ID TLV field transmitted in Ethernet connectivity fault management
(CFM) messages for members of a maintenance domain, use the sender-id command in Ethernet CFM
configuration mode. To send no sender ID information, use the no form of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines

Examples

For more information about this command, see the Cisco IOS XE sender-id command.

Device (config) #ethernet cfm domain domain-name level 5
Device (config-ecfm) #sender-id chassis

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/command/ce-cr-book/ce-m1.html#wp4022283706

| CFM Commands
service (CFM-srv) .

service (CFM-srv)

To configure a maintenance association within a maintenance domain and enter Ethernet connectivity fault
management (CFM) service configuration mode (config-ecfm-srv), use the service command in Ethernet
CFM configuration mode. To remove the configuration, use the no form of this command.

Supported Parameters

ma-name | Short maintenance association name.

ma-num | Integer from 0 to 65535 that identifies the maintenance association.

vlan-id Configures a primary VLAN.

vlian-id Integer from 1 to 4094 that identifies the primary VLAN.

vpn-id Configures a virtual private network (VPN).

vpn-id Integer from 1 to 32767 that identifies the VPN.

port (Optional) Configures a DOWN service direction without a VLAN association.

vlan (Optional) Configures a VLAN.

direction |(Optional) Configures the service direction. The default is “up.”

down (Optional) Configures the direction toward the LAN.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco IOS XE service (CFM-srv) command.

Examples

ethernet cfm domain domain-name level level-id
id dns dns-name

mep ccm-hold-time hours

mep ccm-fastage enable

mep archive-hold-time minutes

sender-id chassis

service vpn-id vpn-id port

service vlan-id vlan-id port

service number MA-number port

service short-ma-name port

service short-ma-name evc evc-name vlan vlanid direction down
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service evce

To set a universally unique ID for a customer service instance (CSI) within a maintenance domain, use the
service evc command in Ethernet CFM configuration mode. To remove a universally unique ID for a service
within a maintenance domain, use the no form of this command.

Supported Parameters

service Specifies the service instance.

eve Specifies the Ethernet virtual circuit (EVC).

evc-name | String that identifies the Ethernet virtual circuit (EVC).

vlan Specifies the VLAN.

vian-id String the VLAN ID. Range is from 1 to 4094.

direction |Specifies the service direction.

down Specifies the direction towards the LAN.

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.

Usage Guidelines For more information about this command, see the Cisco I0S XE service eve command.

Examples

ethernet cfm domain domain-name level level-id
id dns dns-name

mep ccm-hold-time hours

mep ccm-fastage enable

mep archive-hold-time minutes

sender-id chassis

service vpn-id vpn-id port

service vlan-id vlan-id port

service number MA-number port

service short-ma-name port

service short-ma-name evc evc-name vlan vlanid direction down

continuity-check

To enable the transmission of continuity check messages (CCMs), use the continuity-check command in
Ethernet connectivity fault management (CFM) service configuration mode. To disable message transmission,
use the nNo form of this command.
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Supported Parameters

interval (Optional) Configures the time period between message transmissions.
loss-threshold | (Optional) Sets the number of CCMs that should be missed before declaring that a remote
maintenance endpoint (MEP) is down.
threshold (Optional) Integer from 2 to 255. The default is 3.
Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.4.1a CLI templates.
Usage Guidelines For more information about this command, see the Cisco IOS XE continuity-check command.

Examples

ethernet cfm domain domain-name level level-id
id dns dns-name
mep ccm-hold-time hours
mep ccm-fastage enable
mep archive-hold-time minutes
sender-id chassis
service vpn-id vpn-id port
service vlan-id vlan-id port
service number MA-number port
service short-ma-name port
service short-ma-name evc evc-name vlan vlanid direction down
continuity-check
continuity-check [interval cc-intervall]
continuity-check loss-threshold threshold
ais period 1 or 60
ais level 0-7
ais expiry-threshold 0-255
ais suppress-alarms
maximum meps 1-65535
sender-id chassis
offload sampling sample
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Cisco Survivable Remote Site Telephony
Commands

* Cisco Survivable Remote Site Telephony Commands, on page 139
* SRST Commands, on page 139

Cisco Survivable Remote Site Telephony Commands

Table 10: Feature History

Feature Name Release Information Description

Cisco Survivable Remote Site Cisco I0S XE Catalyst SD-WAN | This feature enables you to
Telephony Commands Release 17.14.1a configure Cisco Survivable Remote
Site Telephony (SRST) commands
on Cisco IOS XE Catalyst
SD-WAN devices using Cisco
SD-WAN Manager device CLI
templates or CLI add-on feature
templates.

Cisco Catalyst SD-WAN Manager
Release 20.14.1

This documentation describes the commands for configuring Cisco Survivable Remote Site Telephony (SRST)
commands that are tested and verified on a Cisco IOS XE Catalyst SD-WAN device using a Cisco SD-WAN
Manager CLI template or a CLI add-on feature template.

These commands are supported beginning with Cisco I0S XE Catalyst SD-WAN Release 17.14.1a and Cisco
Catalyst SD-WAN Manager Release 20.14.1.

SRST Commands

The following table lists the commands that are supported by Cisco Catalyst SD-WAN CLI templates for
SRST. Click a command name in the Command column to view information about the command, its syntax,
and its use.
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Cisco Survivable Remote Site Telephony Commands |
. SRST Commands

Table 11: Cisco Catalyst SD-WAN CLI Template Commands for SRST

Command Description

http client secure-ciphersuite Sets the secure encryption cipher suite for the HTTP
client.

transport-tcp-tls (call-manager-fallback) Configures a specific TLS version for Unified Secure
SCCP SRST, in call-manager-fallback mode.
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CHAPTER 1 4

Cisco TrustSec

* aaa authorization network, on page 142

* aaa group server radius, on page 142

* aaa server radius dynamic-author, on page 143
* accept-lifetime, on page 143

» client, on page 144

* cryptographic-algorithm, on page 144

» cts authorization list network, on page 145
* cts credentials, on page 146

* cts role-based enforcement, on page 146
* cts role-based permissions, on page 147
* cts role-based sgt-map , on page 148

* cts sgt, on page 148

* cts sxp connection peer, on page 149

* cts sxp default key-chain, on page 150

* cts sxp default password, on page 151

* cts sxp default source-ip, on page 152

* cts sxp enable, on page 152

* cts sxp listener hold-time, on page 153

* cts sxp log binding-changes, on page 153
* cts manual, on page 154

* cts sxp node-id, on page 154

* cts sxp reconciliation period, on page 155
* cts sxp retry period, on page 155

* cts sxp speaker hold-time, on page 156

* domain stripping, on page 156

* ip radius source-interface, on page 157

* ip vrf forwarding, on page 157

* key, on page 157

* key chain, on page 158

* key-string, on page 158

* port, on page 159

* recv-id, on page 159

* send-id, on page 160

Cisco 10S XE Catalyst SD-WAN Qualified Command Reference .



Cisco TrustSec |
. aaa authorization network

+ send-lifetime, on page 161
» server-private (RADIUS), on page 161

aaa authorization network

To set authorization for all network-related service requests, use the aaa authorization network command
in global configuration mode.

aaa authorization network authorization-list-name [ group ] group_name

Syntax Description | authorization-list-name | Character string used to name the list of authorization methods activated when a
user logs in.

group Uses a subset of RADIUS servers for authentication as defined by the server group
group-name
group_name Server group name.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Examples The following example shows how to set an authorization method list to the RADIUS server group

in local web authentication

Device# config-transaction
Device (config) # aaa authorization network webauth radius group ISE_group
Device (config) #

aaa group server radius

To group different RADIUS server hosts into distinct lists and distinct methods, enter the aaa group server
radius command in global configuration mode. To remove a group server from the configuration list, enter
the no form of this command.

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE aaa group server radius

Examples The following example shows the configuration of an AAA group server named radgroupl that

comprises three member servers:
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aaa server radius dynamic-author .

Device# config-transaction

Device (config) # aaa group server radius radgroupl

Device (config-sg-radius) #server-private 10.251.1.1 timeout 5 retransmit 3 pac key 6
JT£GZMb [edH[G_V[MEQYKN~N]QeeBbLeB

Device (config-sg-radius) #ip radius source-interface GigabitEthernet0/0/1.100

Device (config-sg-radius) #ip vrf forwarding 1

Device (config-sg-radius) #

)

Note If auth-port and acct-port are not specified, the default value of auth-port is 1812 and the default
value of acct-port is 1813.

aaa server radius dynamic-author

To configure a device as an authentication, authorization, and accounting (AAA) server to facilitate interaction
with an external policy server, use the aaa server radius dynamic-authorcommand in global configuration
mode. To remove this configuration, use the no form of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines

Examples

For more information about this command, see the Cisco IOS XE aaa server radius dynamic-author

The following example configures the ISG to act as a AAA server when interacting with the client
at [P address 10.12.12.12:

Device# config-transaction

Device# (config)# aaa server radius dynamic-author

Device# (config-locsvr-da-radius) # client 10.12.12.12 vrf 1 server-key 6
PhHSFDUiS_abVCScDPYgYPJgXYXP[AADY

Device# (config-locsvr-da-radius) #

accept-lifetime

To set the time period during which the authentication key on a key chain is received as valid, use the
accept-lifetimecommand inkey chain key configuration mode. To revert to the default value, use the no form
of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines

For more information about this command, see the Cisco IOS XE accept-lifetime
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II client

Examples

client

Cisco TrustSec |

The following show how to specify the time entered in Cisco vManage for which the key is valid to
be accepted for TCP-AO authentication.

Specify the start-time in the local time zone. By default, the start-time corresponds to UTC time. The
end-time can be specified in 3 ways - infinite (no expiry), duration (1- 2147483646 sec), exact time
— either UTC or local.

Device# config-transaction

Device (config) #key chain key6 tcp

Device (config-keychain) # key 2000

Device (config-keychain-key)# accept-lifetime local 18:00:00 Jan 12 2021 06:00:00 Jan 12
2022

Device (config-keychain-key) #

To specify a RADIUS client from which a device will accept Change of Authorization (CoA) and disconnect
requests, use the client command in dynamic authorization local server configuration mode. To remove this
specification, use the no form of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE client

The following example configures the router to accept requests from the RADIUS client at [P address
10.0.0.1:

Device# config-transaction

Device# (config) # aaa server radius dynamic-author

Device# (config-locsvr-da-radius) # client 10.0.0.1 vrf 1 server-key 6
gWTLbecJKOQcFcIbJINR[]WKP_g~TRacRF

Device# (confiqg) #

cryptographic-algorithm

To specify the TCP cryptographic algorithm for a TCP-AO key, use the cryptographic-algorithm command
in key chain key configuration mode. To disable this feature, use the no form of this command.

cryptographic-algorithm algorithm

no cryptographic-algorithm algorithm
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| Cisco TrustSec

cts authorization list network .

Syntax Description

Command Default

Command Modes

algorithm | Specify one of the following authentication algorithms:
* aes-128-cmac- AES-128-CMAC algorithm

* hmac-sha-1- HMAC-SHA-1 algorithm

* hmac-sha-256- HMAC-SHA-256 algorithm

No algorithm is specified.

Key chain key configuration (config-keychain-key)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

You must configure a key chain with keys to enable authentication.

Although you can identify multiple key chains, we recommend using one key chain per interface per routing
protocol. Upon specifying the key chain command, you enter key chain configuration mode.

The following example configures a simple key chain for a TCP-AO enabled connection.

Device#config-transaction

Device (config) # key chain kcl tcp

Device (config-keychain) # key 7890

Device (config-keychain-key) # send-id 215

config-keychain-key) # recv-id 215

config-keychain-key) # key-string klomn
config-keychain-key) # cryptographic-algorithm hmac-sha-1
config-keychain-key) #

Device
Device
Device
Device

cts authorization list network

To specify a list of AAA servers for the Cisco TrustSec (CTS) seed device to use, use the cts authorization
list network command in global configuration mode. To stop using the list during authentication, use the no
form of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts authorization list network

The following example shows how to specify a list of AAA servers for a CTS seed device:

Device# config-transaction

Device (config) # aaa group server radius radgroupl

Device (config-sg-radius) #server-private 10.251.1.1 timeout 5 retransmit 3 pac key 6
JT£GZMb [edH [G_V[MfQYKN~N]QeeBbLeB

Device (config-sg-radius) #ip radius source-interface GigabitEthernet0/0/1.100
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Cisco TrustSec |

Device (config-sg-radius) #ip vrf forwarding 1
Device (config-sg-radius) #

Device# config-transaction

Device (config) # aaa authentication enable default enable

Device (config)# aaa authentication login default local group radius-1
Device (config) # aaa authorization console

Device (config) # aaa authorization exec default local group radius-1
Device (config)# aaa authorization network cts-mlist group radius-1
Device (config) #

Device# config-transaction
Device (config)# cts authorization list cts-mlist
Device (config) #

cts credentials

To specify the Cisco TrustSec (CTS) ID and password of the network device, use the cts credentials command
in privileged EXEC mode. To delete the CTS credentials, use the clear cts credentials command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts credentials

The following example configures himalaya and cisco as the CTS device ID and password:

Device# cts credentials id himalaya password cisco

CTS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

The following example changes the CTS device ID and password to atlas and cisco123:

Device# cts credentials id atlas password ciscol23

A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

The following example displays the CTS device ID and password state:

Device# show cts credentials

CTS password is defined in keystore, device-id = atlas

cts role-based enforcement

To enable role-based access control globally and on specific Layer 3 interfaces using Cisco TrustSec, use the
cts role-based enforcement command in global configuration mode and interface configuration mode
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| Cisco TrustSec

Usage Guidelines

cts role-based permissions .

respectively. To disable the enforcement of role-based access control at an interface level, use the no form of
this command.

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts role-based enforcement

The following example shows how to enable role-based access control on a Gigabit Ethernet interface:

Device# config-transaction

Device (config) # interface gigabitethernet 1/1/3
Device (config-if)# cts role-based enforcement
Device (config-if) #

cts role-based permissions

To enable permissions from a source group to a destination group, use the cts role-based permissions command
in global configuration mode. To remove the permissions, use the No form of this command

cts role-based permissions { {[ default |from |[source-sgt] |to |[dest-sgt]]} }

no cts role-based permissions { {[ default | from |[ source-sgt] |to |[dest-sgt]]} }

Syntax Description

Command Default

Command Modes

default Specifies the default permissions list. Every cell (an SGT pair) for which, security group access
control list (SGACL) permission is not configured statically or dynamically falls under the
default category. .

from Specifies the source group tag of the filtered traffic.

source-sgt | Security Group Tag (SGT). Valid values are from 0 to 65519.

dest-sgt Security Group Tag (SGT). Valid values are from 2 to 65519.

Permissions from a source group to a destination group is not enabled.

Global configuration (config)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Use the cts role-based permissions command to define, replace, or delete the list of SGACLs for a given
source group tag (SGT), destination group tag (DGT) pair. This policy is in effect as long as there is no
dynamic policy for the same DGT or SGT.

The cts role-based permissions command defines, replaces, or deletes the list of SGACLs of the default
policy as long as there is no dynamic policy for the same DGT.
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Cisco TrustSec |

. cts role-based sgt-map

Examples

The following example shows how to enter CTS manual interface configuration mode on an interface:

Device# config-transaction
Device (config) # cts role-based permissions from 6 to 6 mon_2
Device (config-if) #

cts role-based sgt-map

To manually map a source IP address to a Security Group Tag (SGT) on either a host or a VRF, use the cts
role-based sgt-map command in global configuration mode. Use the no form of the command to remove the

mapping.

Supported Parameters

interface-type | Specifies the type of interface. For example, ethernet. The specified SGT is mapped to
traffic from this logical or physical Layer 3 interface.

sgtsgt-number | Specifies the SGT number from 0-65535.

Command History

Usage Guidelines

Examples

cts sgt

Command Default

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE cts role-based sgt-map

The following example shows how to manually map a source IP address to an SGT on a Cisco ASR
1000 series router:

Device# config-transaction
Device (config) # cts role-based sgt-map 10.10.1.1 sgt 77
Device (config) #

To manually assign a Security Group Tag (SGT) number to a network device, use the cts sgt command in
global configuration mode. Use the no form of the command to remove the tag.

cts sgt tag-number
no cts sgt tag-number

Supported Parameters

tag-number | Configures the SGT for packets sent from this device. The tag-number argument is in decimal
format. The range is from 1 to 65533.

No SGT number is assigned
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Command Modes

cts sxp connection peer .

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

In Cisco TrustSec, the authentication server assigns an SGT to the device for packets originating from the
device. You can manually configure an SGT to be used if the authentication server is not accessible, but an
authentication server-assigned SGT will take precedence over a manually assigned SGT.

The following example shows how to enter CTS manual interface configuration mode on an interface:

Device# config-transaction
Device (config) # cts sgt 1234
Device (config) #

cts sxp connection peer

Use the cts sxp connection peer command in global configuration mode to specify

» the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) peer IP address

» if a password is used for the peer connection or a TCP key-chain should be used to provide TCP-AO
authentication

» the global hold-time period for a listener or speaker device

« if the connection is bidirectional.

To remove these configurations for a peer connection, use the Nno form of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts sxp connection peer

The following example shows how to enable CTS-SXP and configure the CTS-SXP peer connection
on Device A, a speaker, for connection to Device B, a listener with the password option for TCP
MDS5 authentication: :

Device A> enable

Device A# config-transaction

Device A#(config)# cts sxp enable

Device A#(config)#cts sxp node-id ipv4 10.30.1.1

Device A# (config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
hold-time 0 vrf 7

Device A#(config)#
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Cisco TrustSec |
. cts sxp default key-chain

The following example shows how to configure the CTS-SXP peer connection on Device B, a
listener, for connection to Device A, a speaker:

Device B> enable

Device_B# config-transaction

Device B(config)# cts sxp enable

Device B# (config)#cts sxp node-id ipv4 10.30.1.2

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
hold-time 0 vrf 7

Device B# (config)#

You can also configure both peer and source IP addresses for an SXP connection. The source IP
address specified in the cts sxp connection command overwrites the default value.

The following example shows how to configure the CTS-SXP peer connection on Device A, a
speaker, for connection to Device B, a listener without a password or key chain option:

Device A(config)# cts sxp connection peer 10.51.51.1 source 10.51.51.2 password none mode
local speaker hold-time 0 vrf 7
Device A(config)#

Device B(config)# cts sxp connection peer 10.51.51.2 source 10.51.51.1 password none mode
local listener hold-time 0 vrf 7
Device B(config)#

The following example shows how to enable bidirectional CTS-SXP and configure the SXP peer
connection on Device A to connect to Device B:

Device A> enable
Device A# config-transaction

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp node-id ipv4 10.30.1.1

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local both
Device A# (config)#cts sxp connection peer 10.20.2.2 password default mode local both vrf 7
Device A# (config)#

The following example shows how to enable CTS-SXP and configure a CTS-SXP peer connection
with TCP-AO authentication on Device A, a speaker, for connection to Device B, a listener:

Device A> enable

Device A# config-transaction

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp node-id ipv4 10.30.1.2

Device A#(config)# cts sxp default key-chain sxp 1

Device A#(config)# cts sxp connection peer 10.2.2.2 password key-chain mode local speaker
hold-time 0 vrf 7

Device_ A# (config)#

cts sxp default key-chain

To specify the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) default key-chain
for TCP-AO, use the cts sxp default key-chain command in global configuration mode. To remove the
CTS-SXP default key-chain, use the no form of this command.
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Usage Guidelines

cts sxp default password .

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco 10S XE cts sxp default key-chain

Example

In the following example, a TCP-AO key chain named sxp_1 is configured as the default key chain
for CTS SXP sessions using TCP-AQ.

Device> enable

Device# config-transaction

Device (config) # cts sxp default key-chain keyé6

Device (config) # cts sxp connection peer 10.30.1.1 source 10.201.1.2 password key-chain mode
local speaker hold-time 0 vrf 1

Device (config)# cts sxp enable

Device (config)# cts sxp node-id ipv4 10.30.1.1

Device (config) #

cts sxp default password

Usage Guidelines

Examples

To specify the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) default password,
use the cts sxp default password command in global configuration mode. To remove the CTS-SXP default
password, use the no form of this command.

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE cts sxp default password

The following example shows how to enable CTS-SXP and configure the CTS-SXP peer connection
on Device A, a speaker, for connection to Device B, a listener:

Device A# config-transaction

Device A# (config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp node-id ipv4 10.30.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
Device A# (config)

#
#
#
#

The following example shows how to configure the CTS-SXP peer connection on Device B, a
listener, for connection to Device A, a speaker:

Device B# config-transaction

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B# (config)#cts sxp node-id ipv4 10.30.1.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
Device B# (config)#
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. cts sxp default source-ip

cts sxp default source-ip

To configure the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) source IPv4
address, use the cts sxp default source-ip command in global configuration mode. To remove the CTS-SXP
default source IP address, use the no form of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines

Examples

For more information about this command, see the Cisco IOS XE cts sxp default source-ip

The following example shows how to enable CTS-SXP and configure the CTS-SXP peer connection
on Device A, a speaker, for connection to Device B, a listener:

Device A# config-transaction

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp node-id ipv4 10.30.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
Device A# (config)#

The following example shows how to configure the CTS-SXP peer connection on Device B, a
listener, for connection to Device A, a speaker:

Device_ B# config-transaction

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B# (config)# cts sxp node-id ipv4 10.30.1.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
Device B# (config) #

cts sxp enable

To enable the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) on a device, use the
cts sxp enable command in global configuration mode. To disable the CTS-SXP on a device, use the no form
of this command

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines

Examples

For more information about this command, see the Cisco IOS XE cts sxp enable

The following example shows how to enable CTS-SXP and configure the SXP peer connection on
Device A, a speaker, for connection to Device B, a listener:
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cts sxp listener hold-time .

Device A# config-transaction

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp node-id ipv4 10.30.1.1

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
Device_ A# (config)#

The following example shows how to configure the CTS-SXP peer connection on Device B, a
listener, for connection to Device A, a speaker:

Device B# config-transaction

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23

Device B# (config)# cts sxp node-id ipv4 10.30.1.2

Device B(config)# cts sxp default source-ip 10.20.2.2

Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
Device B(config)#

cts sxp listener hold-time

Usage Guidelines

To configure the global hold-time period of a listener network device in a Cisco TrustSec Security Group Tag
(SGT) Exchange Protocol version 4 (SXPv4) network, use the cts sxp listener hold-time command in global
configuration mode. To remove the hold time from the listener device, use the no form of this command.

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts sxp listener hold-time

The following example shows how to configure the hold time period of a listener device for a minimum
of 300 seconds and a maximum of 500 seconds:

Device> enable

Device# config-transaction

Device (config)# cts sxp listener hold-time 300 500
Device (config) #

cts sxp log binding-changes

To enable logging for IP-to-Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) binding
changes, use the cts sxp log binding-changes command in global configuration mode. To disable logging,
use the No form of this command.

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE cts sxp log binding-changes
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Examples The following example shows how to enable logging for IP-to-Cisco TrustSec Security Group Tag

(SGT) Exchange Protocol (CTS-SXP) binding changes:

Device# config-transaction
Device# (config)# cts sxp log binding-changes
Device# (config) #

cts manual

To manually enable an interface for Cisco TrustSec Security (CTS), use the cts manual command in interface
configuration mode.

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE cts manual

Examples The following example shows how to enter CTS manual interface configuration mode on an interface:

Device# config-transaction

Device (config)# interface gigabitethernet 0
Device (config-if)# cts manual

Device (config-if-cts-manual))#

The following example shows how to remove the CTS manual configuration from an interface:

Device# config-transaction

Device (config)# interface gigabitethernet 0
Device (config-if)# no cts manual

Device (config-if) #

cts sxp node-id

To configure the node ID of a network device for Cisco TrustSec (CTS) Security Group Tag (SGT) Exchange
Protocol version 4 (SXPv4), use the cts sxp node-id command in global configuration mode. To remove the
node ID, use the no form of this command.

When you need to change a Node ID, you must first disable SXP and then push the template to the device.
Then, you change the Node ID, and then push the template to the device again.

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco 10S XE cts sxp node-id
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cts sxp reconciliation period .

The following example shows how to configure the node ID of a network device for Cisco TrustSec
(CTS) Security Group Tag (SGT) Exchange Protocol version 4 (SXPv4).

Device# config-transaction
Device (config)# cts sxp node-id ipv4 10.16.1.3
Device (config) #

cts sxp reconciliation period

To change the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) reconciliation period,
use the cts sxp reconciliation period command in global configuration mode. To return the CTS-SXP
reconciliation period to its default value, use the no form of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE cts sxp reconciliation period

The following example shows how to change the Cisco TrustSec Security Group Tag (SGT) Exchange
Protocol (CTS-SXP) reconciliation period:

Device# config-transaction
Device# (config) # cts sxp reconciliation period 120
Device (config) #

cts sxp retry period

To change the Cisco TrustSec Security Group Tag (SGT) Exchange Protocol (CTS-SXP) retry period timer,
use the cts sxp retry period command in global configuration mode. To return the CTS-SXP retry period
timer to its default value, use the no form of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE cts sxp retry period

The following example shows how to change the Cisco TrustSec Security Group Tag (SGT) Exchange
Protocol (CTS-SXP) retry period timer:

Device# config-transaction
Device# (config)# cts sxp retry period 60
Device (config) #
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cts sxp speaker hold-time

To configure the global hold-time period of a speaker network device in a Cisco TrustSec Security Group
Tag (SGT) Exchange Protocol version 4 (SXPv4) network, use the cts sxp speaker hold-time command in
global configuration mode. To remove the hold time from the speaker device, use the no form of this command.

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE cts sxp speaker hold-time

The following example shows how to configure the minimum hold time period of a speaker device
for 300 seconds:

config-transaction
Device (config) # cts sxp speaker hold-time 300
Device (config) #

domain stripping

To configure domain stripping at the server group level, use the domain-stripping command in server group
RADIUS configuration mode. To disable the configuration, use the no form of this command.

Supported Parameters

right-to-left | (Optional) Terminates the string at the first delimiter going from right to left.

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE domain stripping

Examples The following example shows how to configure domain stripping at the server group level:

Device# configure transaction

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius) # client 77.251.1.1 vrf 1 server-key 0
$CRYPT_CLUSTER$8p6dnAgrJ00J5nT2ibIz+A==$7hds/zxmCbjtkbAJ1KynPQ==
Device (config-locsvr-da-radius) # domain stripping right-to-left
Device (config-locsvr-da-radius) #
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ip radius source-interface

To force RADIUS to use the IP address of a specified interface for all outgoing RADIUS packets, use the ip
radius source-interfacecommand in global configuration mode. To prevent RADIUS from using the IP
address of a specified interface for all outgoing RADIUS packets, use the no form of this command.

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE ip radius source-interface

Examples The following example shows how to configure RADIUS to use the IP address of subinterface s2

for all outgoing RADIUS packets:

Device# config-transaction

Device (config) # aaa group server radius radgroupl

Device# (config-sg-radius)# ip radius source-interface GigabitEthernet0/0/1.100
Device# (config-sg-radius) #

ip vrf forwarding

To associate a Virtual Private Network (VPN) routing and forwarding (VRF) instance with a Diameter peer,
use the ip vrf forwarding command in Diameter peer configuration mode. To enable Diameter peers to use
the global (default) routing table, use the no form of this command.

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE ip vrf forwarding

Examples The following example shows how to configure a VRF:

config-transaction

Device (config) # aaa group server radius radius-1
Device# (config-sg-radius)# ip vrf forwarding 1
Device (config-sg-radius) #

key

To identify an authentication key on a key chain, use the key command in key-chain configuration mode. To
remove the key from the key chain, use the no form of this command.
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Command History

Usage Guidelines

Examples

key chain

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco 10S XE key

You configure TCP Authentication Option (TCP-AO) for SXP where you configure keys on both
the peers communicating through a TCP connection.

This example shows how to create a key with the specified key-id.

Device# config-transaction

Device (config) #key chain key6 tcp
Device (config-keychain) # key 2000
Device (config-keychain-key) #

To define an authentication key chain needed to enable authentication for routing protocols and enter key-chain
configuration mode, use the key chain command in global configuration mode. To remove the key chain, use
the no form of this command.

Command History

Usage Guidelines

Examples

key-string

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE key chain

You configure TCP Authentication Option (TCP-AO) for SXP where you configure the key chain
on both the peers communicating through a TCP connection.

This example shows how to create a TCP-AO key chain with the specified name.
Device# config-transaction

Device (config) #key chain key6 tcp
Device (config-keychain) #

To specify the authentication string for a key, use the key-stringcommand in key chain key configuration
mode. To remove the authentication string, use the No form of this command.

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines

For more information about this command, see the Cisco I0S XE key-string
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Examples

port

port I}

This example show how to specify the master-key for deriving traffic keys.

The master-keys must be identical on both peers. If the master-keys do not match, authentication
fails and segments may be rejected by the receiver.

Device# config-transaction

Device (config) #key chain key6 tcp

Device (config-keychain) # key 2000

Device (config-keychain-key) # key-string 6 _RPB[dVI]SO"BAOVNMKATgOZKMXFGXFTa

To specify the port on which a device listens for RADIUS requests from configured RADIUS clients, use the
port command in dynamic authorization local server configuration mode. To restore the default, use the no
form of this command.

Command History

Usage Guidelines

Examples

recv-id

Command Modes

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco I0S XE port

The following example specifies port 1650 as the port on which the device listens for RADIUS
requests:

Device# config-transaction

Device# (config) # aaa server radius dynamic-author
Device# (config-locsvr-da-radius) # client 10.0.0.1
Device# (config-locsvr-da-radius) # port 1650
Device# (config-locsvr-da-radius) #

To specify the receive ID for a TCP-AO key chain, use the recv-id command in the key chain key configuration
mode. To remove the receive ID, use the Nno form of this command.

recv-id |ID

no recv-id ID

Supported Parameters

ID | Specifies the receive identifier. An integer between 0 to 255.

Key chain key configuration (config-keychain-key)
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Command History

Usage Guidelines

send-id

Command Modes

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

The send-id on the device must match the recv-id on the other device and vice versa.
You must configure a key chain with keys to enable authentication.

Although you can identify multiple key chains, we recommend using one key chain per interface per routing
protocol. Upon specifying the key chain command, you enter key chain configuration mode.

The following example configures a simple key chain for a TCP-AO enabled connection.

Device# config-transaction

Device (config) # key chain kcl tcp

Device (config-keychain) # key 7890

Device (config-keychain-key) # send-id 215

Device (config-keychain-key) # recv-id 215

Device (config-keychain-key) # key-string klomn

Device (config-keychain-key) # cryptographic-algorithm hmac-sha-1
Device (config-keychain-key) # include-tcp-options

Device (config-keychain-key) #

To specify the send ID for a TCP-AO key chain, use the send-id command in the key chain key configuration
mode. To remove the send ID, use the no form of this command.

send-id ID

no send-id ID

Supported Parameters

ID | Specifies the send identifier. An integer between 0 to 255.

Key chain key configuration (config-keychain-key)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

The send-id on the device must match the recv-id on the other device and vice versa.
You must configure a key chain with keys to enable authentication.
Although you can identify multiple key chains, we recommend using one key chain per interface per routing

protocol. Upon specifying the key chain command, you enter key chain configuration mode.

The following example configures a simple key chain for a TCP-AO enabled connection.
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send-lifetime .

Device# config-transaction

Device (config) # key chain kcl tcp

Device (config-keychain) # key 7890

Device (config-keychain-key) # send-id 215

Device (config-keychain-key) # recv-id 215

Device (config-keychain-key) # key-string klomn

Device (config-keychain-key)# cryptographic-algorithm hmac-sha-1
Device (config-keychain-key) # include-tcp-options

Device (config-keychain-key) #

send-lifetime

To set the time period during which an authentication key on a key chain is valid to be sent, use the
send-lifetime command in key chain key configuration mode. To revert to the default value, use the no form
of this command.

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

For more information about this command, see the Cisco IOS XE send-lifetime

The following show how to specify the time entered in Cisco SD-WAN Manager for which the key
is valid to be used for TCP-AO authentication.

Specify the start-time in the local time zone. By default, the start-time corresponds to UTC time. The
end-time can be specified in 3 ways - infinite (no expiry), duration (1- 2147483646 sec), exact time
— either UTC or local.

Device# config-transaction

Device (config) #key chain key6 tcp

Device (config-keychain) # key 2000

Device (config-keychain-key)# send-lifetime local 18:00:00 Jan 12 2021 01:00:00 Jan 12 2022
Device (config-keychain-key) #

server-private (RADIUS)

To configure the IP address of the private RADIUS server for the group server, use the server-private
command in RADIUS server-group configuration mode. To remove the associated private server from the
authentication, authorization, and accounting (AAA) group server, use the no form of this command.

Supported Parameters

ip-address IP address of the private RADIUS server host.

auth-port port-number | (Optional) User Datagram Protocol (UDP) destination port for authentication
requests. The default value is 1645.

acct-port port-number | Optional) UDP destination port for accounting requests. The default value is 1646.
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timeout seconds

(Optional) Time interval (in seconds) that the router waits for the RADIUS server
to reply before retransmitting. This setting overrides the global value of the
radius-server timeout command. If no timeout value is specified, the global value
is used.

retransmit retries

(Optional) Number of times a RADIUS request is resent to a server, if that server
is not responding or responding slowly. This setting overrides the global setting of
the radius-server retransmit command.

key string

(Optional) Authentication and encryption key used between the router and the
RADIUS daemon running on the RADIUS server. This key overrides the global
setting of the radius-server key command. If no key string is specified, the global
value is used.

The string can be 0 (specifies that an unencrypted key follows), 6 (specifies that
an advanced encryption scheme [AES] encrypted key follows), 7 (specifies that a
hidden key follows), or a line specifying the unencrypted (clear-text) server key.

Command History Release

Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a | Qualified for use in Cisco vManage CLI templates

Usage Guidelines For more information about this command, see the Cisco IOS XE server-private (RADIUS)

Examples

servers with it:

Device> enable

The following example shows how to define the sg_water RADIUS group server and associate private

Device# config-transaction

Device (config) # aaa new-model

Device (config) # aaa group server radius sg water

Device (config-sg-radius) # server-private 10.1.1.1 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # server-private 10.2.2.2 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) #
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15

Cisco Unified Border Element Commands

Table 12: Feature History

Feature Name

Release Information

Description

Cisco Unified Border Element
Configuration

Cisco IOS XE Catalyst SD-WAN
Release 17.7.1a

Cisco vManage Release 20.7.1

This feature lets you configure
Cisco Unified Border Element
(CUBE) functionality by using
Cisco IOS XE Catalyst SD-WAN
device CLI templates or CLI
add-on feature templates.

Secure SRST Support on Cisco
Catalyst SD-WAN

Cisco IOS XE Catalyst SD-WAN
Release 17.10.1a

Cisco vManage Release 20.10.1

This feature enables you to
configure Cisco Survivable Remote
Site Telephony (SRST) commands
on Cisco IOS XE Catalyst
SD-WAN devices using Cisco
SD-WAN Manager device CLI
templates or CLI add-on feature
templates. The feature also provides
additional Cisco Unified Border
Element (CUBE) commands that
are qualified for use in Cisco Cisco
SD-WAN Manager device CLI
templates or CLI add-on feature
templates.

Cisco Unified Border Element
Configuration

Cisco IOS XE Catalyst SD-WAN
Release 17.14.1a

Cisco Catalyst SD-WAN Manager
Release 20.14.1

This feature provides support for
the following commands:

« cipher (voice class)

* nat media-keepalive

* secure-ciphersuite

« transport tcp tls (sip-ua)

* voice-class sip nat
media-keepalive
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Cisco Unified Border Element Commands |

This documentation describes the commands for configuring Cisco Unified Border Element (CUBE) that are
tested and verified on a Cisco IOS XE Catalyst SD-WAN device using a Cisco IOS XE Catalyst SD-WAN
device CLI template or a CLI add-on feature template.

These commands are supported beginning with Cisco IOS XE Catalyst SD-WAN Release 17.7.1a and Cisco

vManage Release 20.7.1.

For related information, see Cube Configuration.

* CUBE Commands, on page 164

CUBE Commands

The following table lists the commands that are supported by Cisco Catalyst SD-WAN CLI templates for
CUBE configuration. Click a command name in the Command column to view information about the

command, its syntax, and its use.

Table 13: Cisco Catalyst SD-WAN CLI Template Commands for CUBE Configuration

Command

Description

address-hiding

Hides signaling and media peer addresses from endpoints other than
the gateway.

anat

Enables Alternative Network Address Types (ANAT) on a SIP
trunk.

answer-address

Specifies the full E.164 telephone number to be used to identify the
dial peer of an incoming call.

application (global)

Enters application configuration mode to configure applications.

asserted-id

Enables support for the asserted ID header in incoming SIP requests
or response messages, and to send the asserted ID privacy
information in outgoing SIP requests or response messages.

asymmetric payload

Configures SIP asymmetric payload support.

audio forced

Allows only audio and image (for T.38 Fax) media types, and drops
all other media types).

authentication Enables SIP digest authentication.

bind Binds the source address for signaling and media packets to the
IPv4 or IPv6 address of a specific interface.

block Configures global settings to drop (not pass) specific incoming SIP
provisional response messages on a CUBE.

call spike Configures the limit on the number of incoming calls received in a
short period (a call spike).

call threshold global Enables the global resources of a gateway.
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call treatment action

Configures the action that the router takes when local resources are
unavailable.

call treatment cause-code

Specifies the reason for the disconnection to the caller when local
resources are unavailable.

call treatment isdn-reject

Specifies the rejection cause code for ISDN calls when all ISDN
trunks are busied out, but the switch ignores the busyout trunks and
still sends ISDN calls into the gateway.

call treatment on

Enables call treatment to process calls when local resources are
unavailable.

callmonitor Enables the call monitoring messaging functionality on a SIP
endpoint in a VoIP network.
call-route Enables header-based routing at the global configuration level.

cipher (voice class)

Configures the cipher setting, and associates it to a TLS profile.

clid

Passes the network-provided ISDN numbers in an ISDN calling
party information element screening indicator field, and removes
the calling party name and number from the calling-line identifier
in voice service voip configuration mode. Alternatively, allows the
presentation of the calling number by substituting for the missing
Display Name field in the Remote-Party-ID and From headers.

codec preference

Specifies a list of preferred codecs to use on a dial peer.

codec profile

Defines audio and video capabilities that are needed for video
endpoints.

codec transparent

Enables codec capabilities to be passed transparently between
endpoints in a CUBE.

conn-reuse

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Reuses the
TCP connection of a SIP registration for an endpoint behind a
firewall.

connection-reuse

Uses global listener port for sending requests over UDP.

contact-passing

Configures pass-through of the contact header from one leg to the
other leg for 302 pass-through.

cpa Enables the call progress analysis (CPA) algorithm for outbound
VolIP calls and to set CPA parameters.
credentials Configures a SIP TDM gateway or CUBE to send a SIP registration

message when in the UP state.
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crypto signaling

Identifies the trustpoint trustpoint-name keyword and argument
that is used during the Transport Layer Security (TLS) handshake
that corresponds to the remote device address.

dial-peer cor custom

Specifies that named class of restrictions (COR) apply to dial peers.

dial-peer cor list

Defines a class of restrictions (COR) list name.

disable-early-media 180

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Specifies which
call treatment, early media or local ringback, is provided for 180
responses with 180 responses with Session Description Protocol
(SDP).

dspfarm profile

Enters DSP farm profile configuration mode and defines a profile
for DSP farm services.

dtmf-interworking

Enables a delay between the dtmf-digit begin and dtmf-digit end
events in the RFC 2833 packets sent from CUBE, and generates
RFC 4733 compliance RTP Named Telephony Event (NTE) packets
from CUBE.

carly-media update block

Blocks the UPDATE requests with the Session Description Protocol
(SDP) in an early dialog.

early-offer

Forces CUBE to send a SIP invite with Early Offer on the Out Leg.

emergency

Configures a list of emergency numbers.

error-code-override

Configures the SIP error code to be used at the dial peer.

error-passthru

Enables the passage of error messages from the incoming SIP leg
to the outgoing SIP leg.

g729-annexb override

Configures the settings for G.729 codec interoperability and
overrides the default value if the annexb attribute is not present.

geid

Enables Global Call ID (GCID) for every call on an outbound leg
of a VoIP dial peer for a SIP endpoint.

gw-accounting

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Enables an
accounting method for collecting call detail records (CDRs).

handle-replaces

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Configures a
Cisco IOS device to handle SIP INVITE with Replaces header
messages at the SIP protocol level.

header-passing

Enables the passing of headers to and from SIP INVITE,
SUBSCRIBE, and NOTIFY messages.
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host-registrar

Populates the sip-ua registrar domain name or IP address value in
the host portion of the diversion header and redirects the contact
header of the 302 response.

http client connection idle timeout

Sets the number of seconds for which the HTTP client waits before
terminating an idle connection.

http client connection persistent

Enables HTTP persistent connections so that multiple files can be
loaded by using the same connection.

http client connection timeout

Sets the number of seconds for which the HTTP client waits for a
server to establish a connection before abandoning its connection
attempt.

ip qos dscp Configures the DSCP value for QoS.

localhost Globally configures CUBE to substitute a DNS hostname or domain
as the localhost name in place of the physical IP address in the
From, Call-ID, and Remote-Party-ID headers in outgoing messages.

max-conn Specifies the maximum number of incoming or outgoing

connections for a particular VoIP dial peer.

max-forwards

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Globally sets
the maximum number of hops, that is, proxy or redirect servers that
can forward the SIP request.

media

Enables media packets to pass directly between endpoints without
the intervention of CUBE, and enables signaling services.

media disable-detailed-stats

Disables the collection of detailed call statistics.

media profile asp

Creates a media profile to configure acoustic shock-protection
parameters.

media profile nr

Creates a media profile to configure noise-reduction parameters.

media profile stream-service

Enables stream service on CUBE.

media profile video

Creates a media profile video.

media-address voice-vrf

Associates an RTP port range with VRF.

media-inactivity-criteria

Specifies the mechanism for detecting media inactivity (silence) on
a voice call.

midcall-signaling

Configures the method that is used for signaling messages.

min-se

Changes the minimum session expiration (Min-SE) header value
for all the calls that use the SIP session timer.
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nat

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Uses SIP
Network Address Translation (NAT) global configuration.

nat media-keepalive

Enables media keepalive packet transmission for the specified
interval of time.

notify redirect

Enables application handling of redirect requests for all VoIP dial
peers.

notify ignore substate

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Specifies
Ignoring the Subscription-State header in a Notify message.

notify telephone-event

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Configures the
maximum interval between two consecutive NOTIFY messages for
a particular telephone event.

num-exp

Defines how to expand a telephone extension number into a
particular destination pattern.

options-ping

Enables in-dialog options.

outbound-proxy

Configures a SIP outbound proxy for outgoing SIP messages
globally.

pass-thru content

Enables the pass-through of SDP from in-leg to the out-leg.

permit hostname

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Stores
hostnames used during validation of initial incoming INVITE
messages.

privacy

Sets privacy support at the global level as defined in RFC 3323.

privacy-policy

Configures the privacy header policy options at the global level.

progress_ind

Configures an outbound dial peer on a CUBE to override and
remove or replace the default progress indicator in specified call
messages.

protocol mode

Configures the Cisco IOS SIP stack.

random-contact

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Populates an
outgoing INVITE message with random-contact information instead
of clear-contact information.

reason-header override

Enables cause code passing from one SIP leg to another.

redirect ip2ip

Redirects SIP phone calls to SIP phone calls globally on a gateway.
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redirection

Enables the handling of 3xX redirect messages

referto-passing

Disables dial peer lookup and modification of the Refer-To header
when the CUBE passes across a REFER message during a call
transfer.

registrar

Enables SIP gateways to register E.164 numbers on behalf of analog
telephone voice ports (FXS), IP phone virtual voice ports (EFXS),
and SCCP phones with an external SIP proxy or SIP registrar.

rellxx

Enables SIP provisional responses (other than 100 Trying) to be
sent reliably to the remote SIP endpoint.

remote-party-id

Enables translation of the Remote-Party-ID SIP header.

requri-passing

Enables pass-through of the host part of the Request-URI and To
SIP headers.

retry bye

Configures the number of times that a BYE request is retransmitted
to the other user agent.

retry invite

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Configures the
number of times that a SIP INVITE request is retransmitted to the
other user agent.

rtcp all-pass-through

Passes through all the RTCP packets in the datapath.

rtep keepalive

Configures RTCP keepalive report generation and generates RTCP
keepalive packets.

rtp payload-type

Identifies the payload type of an RTP packet.

rtp-media-loop count

Configures the number of media loops before RTP voice and video
media packets are dropped.

rtp-port

Configures the real-time protocol range.

rtp-ssrc multiplex

Multiplexes RTCP packets with RTP packets and sends multiple
synchronization source in RTP headers (SSRCs) in an RTP session.

secure-ciphersuite

Configures the cipher suites (encryption algorithms) to be used for
encryption over HTTPS for a WebSocket connection in CUBE.

session refresh

Enables SIP session refresh globally.

session transport

Configures a VoIP dial peer to use TCP or UDP as the underlying
transport layer protocol for SIP messages.

set pstn-cause

Maps an incoming PSTN cause code to a SIP error status code.

set sip-status

Maps an incoming SIP error status code to a PSTN cause code.
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Cisco Unified Border Element Commands |

Command

Description

signaling forward

Configures global settings for transparent tunneling of QSIG, Q.931,
H.225, and ISUP messages.

silent discard untrusted

Discards SIP requests from untrusted sources in an incoming SIP
trunk.

sip-server

Configures a network address for the SIP server interface.

srtp

Specifies that SRTP be used to enable secure calls and call fallback.

srtp negotiate

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Enables the
Cisco IOS Session Initiation Protocol (SIP) gateway to accept and
send a Real-Time Transport Protocol (RTP) Audio/Video Profile
(AVP) at the global configuration level.

stun

Enters STUN configuration mode for configuring firewall traversal
parameters.

stun flowdata shared-secret

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Configures a
secret shared on a call control agent.

stun usage firewall-traversal flowdata

Enables firewall traversal using STUN.

supplementary-service
media-renegotiate

Globally enables midcall media renegotiation for supplementary
services.

timers

Configures SIP-signaling timers.

transport

Configures the SIP user agent (gateway) for SIP signaling messages
in inbound calls through the SIP TCP, TLS over TCP, or UDP
socket.

This command supports TLS version 1.3 and all associated ciphers.

uc secure-wsapi

Configures a secure Cisco Unified Communication IOS services
environment for a specific application.

uc wsapi

Configures a nonsecure Cisco Unified Communication IOS services
environment for a specific application.

update-callerid

Enables sending updates for caller IDs.

url (SIP) Configures URLs to either the SIP, SIP secure (SIPS), or telephone
ormat for your Vo calls.
(TEL) f for your VoIP SIP call
vad Enables VAD for calls using a specific dial peer.

video codec

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Specifies a
video codec for a voice class.
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CUBE Commands .

Command

Description

voice cause code

Sets the internal Q850 cause code mapping for, voice and enters
voice cause configuration mode.

voice class codec

Enters voice-class configuration mode and assigns an identification
tag number for a codec voice class.

voice class dpg

Creates a dial-peer group for grouping multiple outbound dial peers.

voice class el 64-pattern-map

Creates an E.164 pattern map that specifies multiple destination
E.164 patterns in a dial peer.

voice class media

Configures media control parameters for voice.

voice class server-group

Enters voice-class configuration mode and configures server groups
(groups of IPv4 and IPv6 addresses) that can be referenced from
an outbound SIP dial peer.

voice-class sip options-keepalive

Monitors connectivity between CUBE VoIP dial peers and SIP
servers.

voice class sip-copylist

Configures a list of entities to be sent to the peer call leg.

voice class sip-event-list

Configures a list of SIP events to be passed through.

voice class sip-hdr-passthrulist

Configures a list of headers to be passed through the route string.

voice-class sip nat media-keepalive

Configures media keepalive to enable media keepalive packets to
be transmitted for the interval specified.

voice class sip-profiles

Configures SIP profiles for a voice class.

voice class srtp-crypto

Enters voice class configuration mode and assigns an identification
tag for an srtp-crypto voice class command.

voice class uri

Creates or modifies a voice class for matching dial peers to a SIP
or TEL URI

voice class tls-cipher

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco I0S XE Catalyst SD-WAN Release 17.10.1a. Configures an
ordered set of TLS cipher suites.

voice class tls-profile

Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Enables voice
class configuration mode, and assigns an identification tag for a
TLS profile.

voice iec syslog

Enables viewing of internal error codes as they are encountered in
real time.

voice statistics iec

Enables collection of internal error code statistics.
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. CUBE Commands

Command Description

xfer target Minimum supported releases: Cisco vManage Release 20.10.1 and
Cisco IOS XE Catalyst SD-WAN Release 17.10.1a. Routes the
INVITE to the refer-to destination in the REFER consume case.
The routing decision is made based on the xfer target destination.
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class-map

CHAPTER 1 6

Class-Map Commands

* class-map, on page 173

* match qos-group, on page 175
* pass, on page 176

To create a class map to be used for matching packets to a specified class and to enter QoS class-map
configuration mode, use the class-map command in global configuration mode. To remove an existing class
map from a device, use the no form of this command.

class-map  {[type inspect match-all ] |[ match-any]} class-map-name

no class-map

{[type inspect match-all] |[ match-any]}

Syntax Description

Command Default

Command Modes

type inspect

(Optional) Specifies the class-map type as inspect.

match-all (Optional) Determines how packets are evaluated when multiple match criteria exist.
Matches statements under this class map based on the logical AND function. A packet
must match all statements to be accepted. If you do not specify the match-all or
match-any keyword, the default keyword used is match-all.

match-any (Optional) Determines how packets are evaluated when multiple match criteria exist.

Matches statements under this class map based on the logical OR function. A packet must
match any of the match statements to be accepted. If you do not specify the match-any
or match-all keyword, the default keyword is used match-all.

class-map-name

Name of the class for the class map. The class name is used for both the class map and
to configure a policy for the class in the policy map.

Note  You can enter the value for the class-map-name argument within quotation marks.
The software does not accept spaces in a class map name entered without
quotation marks.

A class map is not configured.

Global configuration (config)

Cisco 10S XE Catalyst SD-WAN Qualified Command Reference .



. class-map

Class-Map Commands |

Command History

Release

Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v

Command qualified for use in Cisco vManage CLI

templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE class-map command.

class—-map match-any BestEffort

match gos-group 3
|

class-map match-any
match gos-group 4

|

class-map match-any
match gos-group 1

|

class-map match-any
match gos-group 2

|

class-map match-any
match gos-group 2

|

class-map match-any
match gos-group 4

|

class-map match-any
match gos-group 1

|

class-map match-any
match gos-group 5
|

class-map match-any
match gos-group 3
|

class-map match-any
match gos-group O

|

class-map match-any
match gos-group 0O

|

class-map match-any
match gos-group 1

|

class-map match-any
match gos-group 2

|

class-map match-any
match gos-group 3
|

class-map match-any
match gos-group 4

|

class—-map match-any

match gos-group 5
|

Bulk

Critical

Critical-Low

BULK

CONTROL-SIGNALING

CRITICAL-DATA

Default

INTERACTIVE-VIDEO

LLO

Queuel

Queuel

Queue?

Queue3

Queueid

Queueb5

class-map type inspect match-all cmap

match access-group
|
class-map match-any

match gos-group 0O
|

name cmap

Queueid
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| Class-Map Commands
match qos-group .

The following example configures the match criterion for a class map on the basis of a specified
protocol for zone based policy firewall:
class-map match-any aal-cmO_

match protocol test

match protocol mpeg2-ts
|

match gos-group

To identify a specific quality of service (QoS) group value as a match criterion, use the match qos-group
command in class-map configuration or policy inline configuration mode. To remove a specific QoS group
value from a class map, use the no form of this command.

match qos-group qos-group-value
no match qos-group gos-group-value

Syntax Description | gos-group-value | The exact value from 0 to 99 used to identify a QoS group value.

Command Default No match criterion is specified.

Command Modes
Class-map configuration (config-cmap)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Examples

class-map match-any BestEffort
match gos-group 3
!
class-map match-any Bulk
match gos-group 4
!
class-map match-any Critical
match gos-group 1
!
class-map match-any Critical-Low
match gos—-group 2
!
class-map match-any BULK
match gos—-group 2
!
class-map match-any CONTROL-SIGNALING
match gos-group 4
!
class-map match-any CRITICAL-DATA
match gos-group 1
!
class-map match-any Default
match gos-group 5
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pass

Command Default

Command Modes

Class-Map Commands |

class—-map match-any INTERACTIVE-VIDEO
match gos-group 3

|

class—-map match-any LLQ
match gos-group 0

|

class—-map match-any Queue0
match gos-group 0

|

class—-map match-any Queuel
match gos-group 1

|

class—-map match-any Queue2
match gos-group 2

|

class—-map match-any Queue3
match gos-group 3

|

class—-map match-any Queued
match gos-group 4

|

class—-map match-any Queueb

match gos-group 5
|

To allow packets to be sent to the router without being inspected, use the pass command in policy-map-class
configuration mode.

pass log
No default behavior or values.

Policy-map-class configuration mode (config-pmap-c)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command qualified for use in Cisco vManage CLI
templates.

The zone-based firewall feature can be enabled on a Cisco I0OS XE Catalyst SD-WAN devices for inspecting
traffic exchange between multiple service VPNs. policy-map type inspect command can be used to create
a policy-map under which class or class type inspect command can be called for taking further actions on the
traffic of interest.

Examples

The following example shows how to create a policy-map type inspect fw_policyl. Inside this
policy-map, a class of class type inspect cmap 1 has been called. Inside the class type inspect, pass
log command can be called to not drop or inspect packets for the desired class.
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pass .

Device (config) # policy-map type inspect fw_policyl
Device (config-pmap) # class type inspect cmap_ 1
Device (config-pmap-c) # pass log

Related Commands

Command

Description

policy-map type inspect policy-name

Creates a Layer 3 or Layer 4 inspect type policy map.

class type inspect class-name

Specifies the traffic class on which an action is to be
performed.

log

Logs the firewall activity for an inspect parameter
map.
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. pass
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Cloud OnRamp for SaaS Commands

* probe-path load-balance-dia latency-variance, on page 179
* probe-path load-balance-dia loss-variance, on page 181

* probe-path load-balance-dia source-ip-hash, on page 183

* probe saas-app, on page 184

* probe saas-app webex, on page 185

probe-path load-balance-dia latency-variance

To configure the latency variance for Cloud onRamp for SaaS load balancing, use the probe-path
load-balance-dia latency-variance command in global configuration mode. To disable Cloud onRamp for
SaaS load balancing, use the no form of the command.

probe-path load-balance-dia latency-variance latency-variance

no probe-path load-balance-dia latency-variance

Syntax Description latency-variance To use another interface for load balancing, the latency value of the interface cannot vary
from the latency of the best path interface by more than this number of milliseconds.

You can configure a smaller value to restrict load balancing only to interfaces with a latency
value very close to that of the best path interface, or you can configure a larger value to be
more inclusive of interfaces that might have a higher latency than the best path interface.

For example, if the best path interface has a latency of 5 milliseconds, and the
latency-variance is set to 15, then another interface can be used for load balancing only if
its latency is no more than 20 milliseconds.

Range: 1 to 1000 (milliseconds)
Default: 50

Command Modes Global configuration (config)
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. probe-path load-balance-dia latency-variance

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.5.1a This command was
introduced.

Usage Guidelines

\)

Note We recommend configuring Cloud onRamp for SaaS load balancing using Cisco SD-WAN Manager, not by

CLL

By default, Cloud onRamp for SaaS load balancing is disabled. Any of the following commands can enable
Cloud onRamp for SaaS load balancing:

« probe-path load-balance-dia latency-variance

« probe-path load-balance-dia loss-variance

- probe-path load-balance-dia source-ip-hash
Using the no form of each of the commands disables Cloud onRamp for SaaS load balancing after it has been
enabled:

* no probe-path load-balance-dia latency-variance

* no probe-path load-balance-dia loss-variance

* no probe-path load-balance-dia source-ip-hash

After determining the best path interface for a cloud application, Cloud onRamp for SaaS compares the
performance statistics for other interfaces. To use another interface for load balancing, the following must be
true:

* The packet loss value of the interface must be within a configured percentage of the value for the best
path interface. See the probe-path load-balance-dia loss-variance command.

* The latency value of the interface cannot vary from the latency of the best path interface by more than
a configured number of milliseconds (configured by this command).

Example
The following example configures a latency variance of 50 milliseconds.

Device (config) # probe-path load-balance-dia latency-variance 50

Example

The show full-configuration probe-path load-balance-dia command displays the currently
configured parameters for Cloud onRamp for SaaS load balancing.

Device (config) # show full-configuration probe-path load-balance-dia
probe-path load-balance-dia latency-variance 50

probe-path load-balance-dia loss-variance 30

probe-path load-balance-dia source-ip-hash false
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probe-path load-balance-dia loss-variance .

Example

The no form of each of the following commands disables Cloud onRamp for SaaS load balancing.

Device (config) # no probe-path load-balance-dia latency-variance
Device (config) # no probe-path load-balance-dia loss-variance
Device (config) # no probe-path load-balance-dia source-ip-hash

probe-path load-balance-dia loss-variance

To configure the packet loss variance for Cloud onRamp for SaaS load balancing, use the probe-path
load-balance-dia loss-variance command in global configuration mode. To disable Cloud onRamp for SaaS
load balancing, use the no form of the command.

probe-path load-balance-dia loss-variance loss-variance

no probe-path load-balance-dia loss-variance

Syntax Description  |ossvariance To use another interface for load balancing, the packet loss value of the interface must be
within the percentage configured with loss-variance, compared with the value for the best
path interface.

You can configure a smaller value to restrict load balancing only to interfaces with a packet
loss value very close to that of the best path interface, or you can configure a larger value to
be more inclusive of interfaces that might have a higher packet loss than the best path interface.

For example, if the best path interface has a packet loss value of 2% and the loss-variance
value is 10, then another interface can be used for load balancing only if its packet loss value
is no more than 12%.

Range: 1 to 100 (percent)

Default: 10
Command Default 10
Command Modes Global configuration (config)
Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.5.1a This command was

introduced.

Usage Guidelines
“

Note We recommend configuring Cloud onRamp for SaaS load balancing using Cisco SD-WAN Manager, not by
CLIL
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. probe-path load-balance-dia loss-variance

By default, Cloud onRamp for SaaS load balancing is disabled. Any of the following commands can enable
Cloud onRamp for SaaS load balancing:

» probe-path load-balance-dia latency-variance

* probe-path load-balance-dia loss-variance

« probe-path load-balance-dia source-ip-hash
Using the no form of each of the commands disables Cloud onRamp for SaaS load balancing after it has been
enabled:

* no probe-path load-balance-dia latency-variance
* no probe-path load-balance-dia loss-variance

* no probe-path load-balance-dia source-ip-hash

After determining the best path interface for a cloud application, Cloud onRamp for SaaS compares the
performance statistics for other interfaces. To use another interface for load balancing, the following must be
true:

* The packet loss value of the interface must be within a configured percentage of the value for the best
path interface (configured by this command).

* The latency value of the interface cannot vary from the latency of the best path interface by more than
a configured number of milliseconds. See the probe-path load-balance-dia latency-variance command.

Example

The following example configures a packet loss variance of 30 percent.

Device (config) # probe-path load-balance-dia loss-variance 30

Example

The show full-configuration probe-path load-balance-dia command displays the currently
configured parameters for Cloud onRamp for SaaS load balancing.

Device (config)# show full-configuration probe-path load-balance-dia
probe-path load-balance-dia latency-variance 50

probe-path load-balance-dia loss-variance 30

probe-path load-balance-dia source-ip-hash false

Example

The no form of each of the following commands disables Cloud onRamp for SaaS load balancing.

Device (config) # no probe-path load-balance-dia latency-variance
Device (config) # no probe-path load-balance-dia loss-variance
Device (config) # no probe-path load-balance-dia source-ip-hash
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probe-path load-balance-dia source-ip-hash

To ensure that all traffic from a single host uses a single interface, when using Cloud onRamp for SaaS load
balancing, use the probe-path load-balance-dia source-ip-hash command in global configuration mode.
To disable this option, use the no form of this command.

probe-path load-balance-dia source-ip-hash

no probe-path load-balance-dia source-ip-hash

Command Default Disabled

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a This command was
introduced.

Usage Guidelines
S

Note We recommend configuring Cloud onRamp for SaaS load balancing using Cisco SD-WAN Manager, not by
CLI

By default, Cloud onRamp for SaaS load balancing is disabled. Any of the following commands can enable
Cloud onRamp for SaaS load balancing:

* probe-path load-balance-dia latency-variance

» probe-path load-balance-dia loss-variance

* probe-path load-balance-dia source-ip-hash
Using the no form of each of the commands disables Cloud onRamp for SaaS load balancing after it has been
enabled:

* no probe-path load-balance-dia latency-variance

* no probe-path load-balance-dia loss-variance

* no probe-path load-balance-dia source-ip-hash
Cloud onRamp for SaaS determines the best network path for each type of cloud traffic. However, if multiple
direct internet access (DIA) interfaces on a WAN edge device at a branch site provide acceptable performance
for a cloud application, Cloud onRamp for SaaS can employ load balancing across multiple interfaces to

further improve performance. When you enable load balancing across multiple interfaces of a WAN edge
devices, load balancing is enabled for all cloud applications that are managed by Cloud onRamp for SaaS.

If you want all traffic from a single host, such as a device within your network, to use a single interface (not
load balancing), you can enable this option. For example, you may want DNS and application traffic from a
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Cloud OnRamp for SaaS Commands |

device to use the same interface. Use the probe-path load-balance-dia source-ip-hash command to configure
this.

Example

Device (config) # probe-path load-balance-dia source-ip-hash

Example

The show full-configuration probe-path load-balance-dia command displays the currently
configured parameters for Cloud onRamp for SaaS load balancing.

Device (config)# show full-configuration probe-path load-balance-dia
probe-path load-balance-dia latency-variance 50

probe-path load-balance-dia loss-variance 30

probe-path load-balance-dia source-ip-hash false

Example

Executing the no form of each of the following commands disables Cloud onRamp for SaaS load
balancing.
Device (config)# no probe-path load-balance-dia latency-variance

Device (config) # no probe-path load-balance-dia loss-variance
Device (config) # no probe-path load-balance-dia source-ip-hash

probe saas-app

To define a SaaS application list for Cloud onRamp for SaaS, use the probe saas-app command in global
configuration mode. To remove a SaaS application list, use the no form of the command.

\}

Note We do not recommend using this command. We recommend using Cisco SD-WAN Manager to configure

this feature. Configuring Cloud onRamp for SaaS features using CLI commands causes devices to be out of

synchronization with Cisco SD-WAN Manager.

probe saas-app applist-name application

[ application ... ]
{ endpoint-ip ip-address | endpoint-fqdn fgdn | endpoint-url url }

no probe saas-app applist-name

Syntax Description

applist-name Name of the SaaS application list.

application Applications to include in the SaaS application list.
Minimum number of applications: 1

Maximum number of applications: 8
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probe saas-app webex .

endpoint-ip ip-address IP address of the application server to probe. Cloud onRamp for SaaS probes the
server using port 80.

endpoint-fqdn fgdn  Fully qualified domain name of the application server to probe. Cloud onRamp for
SaaS probes the server using port 80.

endpoint-url url A URL using HTTP or HTTPS of the application server to probe. Cloud onRamp
for SaaS probes the server using port 80 or port 443, depending on the URL
provided.
Command Default By default, no application list is defined.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.8.1a This command was
introduced.

Example

The following example creates a SaaS application list called example-apps that includes two
applications (example-audio and example-video) and specifies www.example.com as the endpoint
for probing to find the best path.
probe saas-app example-apps

app example-audio

app example-video

endpoint-fgdn www.example.com

probe saas-app webex

To enable Cloud onRamp for SaaS to determine the best path for network traffic for Webex, use the probe
saas-app webex command in global configuration mode.

\}

Note We do not recommend using this command. It requires an understanding of Webex server information and
knowledge of how to configure region-name, region-id, and endpoint-fqdn. In addition, using this command
can cause a device to go out of synchronization with the configuration of Cloud onRamp for SaaS by Cisco
SD-WAN Manager.

probe saas-app webex region region-name id region-id endpoint-fqdn server-fqdn

Syntax Description region region-name Region of the Webex server.
id region-id Region ID of the Webex server.
endpoint-fqdn server-fgdn Fully qualified domain name of the Webex server.
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. probe saas-app webex

Command Modes Global configuration (config)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.7.1a CLI templates.

Usage Guidelines

\)

Note We do not recommend using this command. It requires an understanding of Webex server information and
knowledge of how to regions and ID's. In addition, using this command can cause a device to go out of
synchronization with the configuration of Cloud onRamp for SaaS by Cisco SD-WAN Manager.

Examples The following example configures two webex servers.
probe
saas—-app webex
region ap-east-1
id 231
endpoint-fgdn pinger.ap-east-1l.net.infra.webex.com

region ap-northeast-1
id 221

endpoint-fgdn pinger.ap-northeast-1l.net.infra.webex.com
!
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Crypto Commands

* aaa authorization (IKEv?2 profile), on page 188
* address (IKEv2 keyring), on page 189

« authentication (IKEv2 profile), on page 190

» config-exchange, on page 191

* crypto ikev2 authorization policy, on page 191
* crypto ikev2 diagnose, on page 192

* crypto ikev2 keyring, on page 193

* crypto ikev2 policy, on page 193

* crypto ikev2 profile, on page 194

* crypto ikev2 proposal, on page 195

* crypto ipsec profile, on page 195

* crypto ipsec transform-set, on page 196

* crypto isakmp aggressive-mode disable, on page 197
* crypto pki import, on page 198

* crypto pki trustpoint, on page 198

» encryption (IKEv2 proposal), on page 199

» enrollment selfsigned, on page 200

* group (IKEv2 proposal), on page 200

* integrity, on page 201

* keyring (IKEv2 profile), on page 201

« lifetime (IKEv2 profile), on page 202

* match identity remote, on page 203

» mode (IPSec), on page 204

» multi-tenancy, on page 205

* parameter-map type inspect-global, on page 206
* peer, on page 207

* pre-shared-key, on page 208

* proposal, on page 209

» revocation-check, on page 210

* set ikev2-profile, on page 210

* set pfs, on page 211

* set security-association lifetime, on page 213

* set security-association replay window-size, on page 214
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. aaa authorization (IKEv2 profile)

* set transform-set, on page 214
* subject-name, on page 215

aaa authorization (IKEv2 profile)

To specify the authentication, authorization, and accounting (AAA) authorization for a local or external group
policy, use the aaa authorization command in IKEv2 profile configuration mode. To remove the AAA
authorization, use the No form of this command.

aaa authorization { group { cert |list |eap list | psk list} |user
list [psk list} {aaa-listname |[ aaa-username |[ local ] | name-mangler
password password]} }

no aaa authorization { group { cert list |[eap list |psk list} |user
eap list |psk list} {aaa-listname |[ aaa-username | [ local ] | name-mangler
|[ password password]} }

{ cert list |eap
mangler-name] | [

{ cert list |
mangler-name ]

Syntax Description

Command Default

Command Modes

group Specifies the AAA authorization for local or external group policy.

local (Optional) Specifies the authorization policy that is used through a local method.

user Specifies the AAA authorization for each user policy.

cert Specifies the AAA method list that is used when the remote authentication
method is certificate based.

eap Specifies the AAA method list that is used when the remote authentication
method is Extensible Authentication Protocol (EAP).

psk Specifies the AAA method list that is used when the remote authentication
method is preshared key.

list Specifies the AAA method list for the remote authentication method.

aaa-listname The AAA list name.

aaa-username The AAA username.

name-mangler
mangler-name

Derives the name mangler from the crypto ikev2 name-mangler command.

password password Specifies the AAA password. This password argument defines the following

values:

* 0—Specifies that the password is unencrypted.
* 6—Specifies that the password is encrypted.

* password—Specifies an unencrypted user password.

AAA authorization is not specified.

IKEvV2 profile configuration (config-ikev2-profile)
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address (IKEv2 keyring) .

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE aaa authorization (IKEv2 profile) command.

Examples

The following example shows how to configure the AAA authorization for a local group policy.

\
Router (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Router (config-ikev2-profile)# aaa authorization group psk list default 1li_policy

address (IKEv2 keyring)

To specify an IPv4 address or the range of the peer in an Internet Key Exchange Version 2 (IKEv2) keyring,
use the address command in IKEv2 keyring peer configuration mode. To remove the IP address, use the no
form of this command.

address ipv4-address

no address
Syntax Description ipv4-address |IPv4 address of the remote peer.
Command Default There is no default IP address.

Command Modes
IKEV2 keyring peer configuration (config-ikev2-keyring-peer)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE address (IKEv2 keyring) command.

Examples The following examples show how to specify the preshared key of an IP Security (IPsec) peer:

Router (config) # crypto ikev2 keyring if-ipsec256-ikev2-keyring
Router (config-ikev2-keyring) # peer if-ipsec256-ikev2-keyring-peer
Router (config-ikev2-keyring-peer)# address 172.16.93.1

Router (config-ikev2-keyring-peer)# pre-shared-key ciscol23
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. authentication (IKEv2 profile)

authentication (IKEv2 profile)

To specify the local and remote authentication methods in an Internet Key Exchange Version 2 (IKEv2)
profile, use the authentication command in IKEv2 profile configuration mode. To delete the authentication
method, use the No form of this command.

authentication { local
| pre-share [ key ]} }
no authentication { local

| rsa-sig | pre-share [ key ]} }

{ rsa-sig | pre-share [ key ] |ecdsa-sig } |remote {anyconnect-eap |rsa-sig

{ rsa-sig | pre-share [ key ] | ecdsa-sig } | remote { anyconnect-eap

Syntax Description

Command Default

Command Modes

local Specifies the local authentication method.

rsa-sig Specifies Rivest, Shamir, and Adelman (RSA) signature as the authentication method.
pre-share Specifies preshared key as the authentication method.

key Specifies a preshared key.

ecdsa-sig Specifies Elliptic Curve Digital Signature Algorithm (ECDSA) signature (ECDSA-sig)

as the authentication method.

anyconnect-eap | Specifies Extensible Authentication Protocol (EAP) as the authentication method.

remote Specifies the remote authentication method.

The default local and remote authentication method is not configured.

IKEV2 profile configuration (crypto-ikev2-profile)

Command History

Release Modification

Cisco I0S XE Catalyst SD-WAN Release
17.2.1v

Command qualified for use in Cisco SD-WAN Manager
CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE authentication (IKEv2 profile) command.

The following example shows how to specify an authentication method in an IKEv2 profile:

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile

Device (config-ikev2-profile)# aaa authorization group psk list default 1li_ policy
Device (config-ikev2-profile)# authentication local pre-share

Device (config-ikev2-profile)# authentication remote pre-share

Device (config-ikev2-profile)# no config-exchange request

Device (config-ikev2-profile)# keyring local if-ipsec256-ikev2-keyring

Device (config-ikev2-profile)# lifetime 86400

(

Device (config-ikev2-profile) # match identity remote address 172.16.93.2
|

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-a3.html#wp2907759861

| Crypto Commands

config-exchange .

In the above example, the profile if-ipsec256-ikev2-profile specifies preshare as the local authentication
method and as the remote authentication method that use keyring if-ipsec256-ikev2-keyring.

config-exchange

To enable the configuration exchange options, use the config-exchange command in IKEv2 profile
configuration mode. To disable sending, use the no form of this command.

config-exchange {request | set {accept | send}}
no config-exchange {request | set {accept | send}}

Syntax Description

request | Enables configuration exchange request.

set Enables configuration exchange request set options.

accept | Accepts configuration exchange request set.

send | Enables sending of configuration exchange set.

Command Default

Command Modes

The configuration exchange options is enabled by default.

IKEV2 profile configuration (config-ikev2-profile)

Command History

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE config-exchange command.

The following example show how to set the acceptance of configuration exchange request for the
IKEV2 profile “if-ipsec256-ikev2-profile”:

Router (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Router (config-ikev2-profile) # config-exchange set accept

crypto ikev2 authorization policy

To configure an IKEv2 authorization policy, use the crypto ikev2 authorization policy command in global
configuration mode. To remove this command and all associated subcommands from your configuration, use
the no form of this command.

crypto ikev2 authorization policy policy-name
no crypto ikev2 authorization policy policy-name

Syntax Description

policy-name | Group definition that identifies which policy is enforced for users.
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Command Default None.

Command Modes
Global configuration (config)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto ikev2 authorization policy command.

Examples

In this example, the policy is enforced for users that matches the group name “li_policy.”
crypto ikev2 authorization policy

1i policy
exit

crypto ikev2 diagnose

To enable Internet Key Exchange Version 2 (IKEv2) error diagnostics, use the crypto ikev2 diagnose command
in global configuration mode. To disable the error diagnostics, use the no form of this command.

crypto ikev2 diagnose error number
no crypto ikev2 diagnose error

Syntax Description  |error | Enables the IKEV2 error path tracing.

number | Specifies the maximum number of errors allowed in the exit path entry. The range is 1 to 1000.

Command Default IKEv2 error diagnostics is not enabled.

Command Modes
Global configuration (config)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto ikev2 diagnose command.

Examples

The following example shows that error diagnostics is disabled:

Router (config) # no crypto ikev2 diagnose error
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crypto ikev2 keyring .

crypto ikev2 keyring

To configure an Internet Key Exchange version 2 (IKEv2) key ring, use the crypto ikev2 keyring command
in the global configuration mode. To delete an IKEv2 keyring, use the no form of this command.

crypto ikev2 keyring keyring-name
no crypto ikev2 keyring keyring-name

Syntax Description

Command Default

Command Modes

keyring-name | Name of the keyring.

There is no default key ring.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco I0S XE crypto ikev2 keyring command.

The following example shows how to configure a keyring:

Router (config) # crypto ikev2 keyring if-ipsec256-ikev2-keyring
Router (config-ikev2-keyring) # peer if-ipsec256-ikev2-keyring-peer
Router (config-ikev2-keyring-peer)# address 172.16.93.1

Router (config-ikev2-keyring-peer)# pre-shared-key ciscol23

|

!

crypto ikev2 policy

To configure an Internet Key Exchange Version 2 (IKEv2) policy, use the crypto ikev2 policy command in
global configuration mode. To delete a policy, use the no form of this command. To return the policy to its
default value, use the default form of this command.

crypto ikev2 policy name
no crypto ikev2 policy name
default crypto ikev2 policy

Syntax Description

Command Default

name | Name of the IKEv2 policy.

A default IKEv2 policy is used only in the absence of any user-defined IKEv2 policy. The default IKEv2
policy will have the default IKEv2 proposal and will match all local addresses in a global VPN Routing and
Forwarding (VRF).
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Command Modes Global configuration (config)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto ikev2 policy command.

Examples

The following example show how to configure a policy:

Router (config) # crypto ikev2 policy policyl-global
Router (config-ikev2-policy) # proposal pl-global

crypto ikev2 profile

To configure an Internet Key Exchange Version 2 (IKEv2) profile, use the crypto ikev2 profile command
in global configuration mode. To delete the profile, use the no form of this command.

crypto ikev2 profile profile-name
no crypto ikev2 profile profile-name

Syntax Description profile-name | The name of the IKEv2
profile.

Command Default There is no default IKEv2 profile. However, there are default values for some commands under the profile,
such as lifetime.

Command Modes
Global configuration (config)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto ikev2 profilecommand.

Examples The following example show an IKEv2 profile matched on a remote identity.

IKEv2 Profile Matched on Remote Identity

The following profile caters to peers that identify using a remote address and authenticate with
pre-share. The local node authenticates with pre-share using keyring, if-ipsec256-ikev2-keyring.

Router (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
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crypto ikev2 proposal .

Router (config-ikev2-profile)# aaa authorization group psk list default 1li_policy
Router (config-ikev2-profile)# authentication local pre-share

Router (config-ikev2-profile) # authentication remote pre-share

Router (config-ikev2-profile) # no config-exchange request

Router (config-ikev2-profile) # keyring local if-ipsec256-ikev2-keyring

Router (config-ikev2-profile)# lifetime 86400

(

Router (config-ikev2-profile) # match identity remote address 172.16.93.2
|

crypto ikev2 proposal

To configure an Internet Key Exchange Version 2 (IKEv2) proposal, use the crypto ikev2 proposal command
in global configuration mode. To delete an IKEv2 proposal, use the no form of this command. To return the
proposal to its default value, use the default form of this command.

crypto ikev2 proposal name
no crypto ikev2 proposal name
default crypto ikev2 proposal

Syntax Description

Command Default

Command Modes

name |Name of the proposal. The proposals are attached to IKEv2 policies using the proposal command.

The default IKEv2 proposal is used.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE crypto ikev2 proposal command.

The following example shows how to configure a proposal:

Device (config) # crypto ikev2 proposal pl-global

Device (config-ikev2-proposal) # encryption aes-cbc-128 aes-cbc-256
Device (config-ikev2-proposal)# group 14 15 16 2
(

Device (config-ikev2-proposal) # integrity shal sha256 sha384 sha512
|

crypto ipsec profile

To define the IP Security (IPsec) parameters that are to be used for IPsec encryption between two [Psec routers
and to enter IPsec profile configuration mode, use the crypto ipsec profile command in global configuration
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mode. To delete an IPsec profile, use the no form of this command. To return the IPsec profile to its default
value, use the default form of this command.

crypto ipsec profile name
no crypto ipsec profile name

Syntax Description name |Profile name.

Command Default The default IPsec profile is used.

Command Modes
Global configuration (config)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto ipsec profile command.

Examples

The following example shows how to configure a crypto map that uses an IPsec profile:

crypto ipsec profile if-ipsec256-ipsec-profile

set ikev2-profile if-ipsec256-ikev2-profile

set pfs groupl6

set transform-set if-ipsec256-ikev2-transform

set security-association lifetime kilobytes disable
set security-association lifetime seconds 3600

set security-association replay window-size 512

crypto ipsec transform-set

To define a transform set—an acceptable combination of security protocols and algorithms—use the crypto
ipsec transform-set command in global configuration mode. To delete a transform set, use the no form of
this command. To return the transform-set to its default value, use the default form of this command.

crypto ipsec transform-set transform-set-name transforml [transform2] [transform3] [transformd]
no crypto ipsec transform-set transform-set-name

Syntax Description transfor m-set-name Name of the transform set to create (or modify).
transforml transform?2 Type of transform set. You may specify up to four “transforms”: one
transform3 transform4 Authentication Header (AH), one Encapsulating Security Payload (ESP)

encryption, one ESP authentication, and one compression. These transforms
define the IP Security (IPSec) security protocols and algorithms. Accepted
transform values are available in the usage guidelines.
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Command Default

Command Modes

crypto isakmp aggressive-mode disable .

The default transform-set is used.

Global configuration

This command invokes the crypto transform configuration mode.

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release
17.2.1v

Command qualified for use in Cisco SD-WAN Manager
CLI templates.

For usage guidelines, see the Cisco IOS XE crypto ipsec transform-set command.

The following example defines a transform set. The transform set will be used with an IPSec peer
that supports the esp-gcm protocols.

Router (config)# crypto ipsec transform-set if-ipsec256-ikev2-transform esp-gcm 256

Router (cfg-crypto-trans)# mode tunnel
|

crypto isakmp aggressive-mode disable

Syntax Description

Command Default

Command Modes

To block all Internet Security Association and Key Management Protocol (ISAKMP) aggressive mode requests
to and from a device, use the crypto isakmp aggressive-mode disable command in global configuration
mode. To disable the blocking, use the no form of this command.

crypto isakmp aggressive-mode disable
no crypto isakmp aggressive-mode disable

This command has no arguments or keywords.
If this command is not configured, Cisco IOS software will attempt to process all incoming ISAKMP aggressive
mode security association (SA) connections. In addition, if the device has been configured with the crypto

isakmp peer address and the set aggressive-mode passwordor set aggressive-mode
client-endpointcommands, the device will initiate aggressive mode if this command is not configured.

Global configuration

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release
17.2.1v

Command qualified for use in Cisco SD-WAN Manager
CLI templates.

Usage Guidelines

For usage guidelines, see the Cisco IOS XE crypto isakmp aggressive-mode disable command.
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Examples The following example shows that all aggressive mode requests to and from a device are blocked:

Router (config)# crypto isakmp aggressive-mode disable

crypto pki import

To import Rivest, Shamir, and Adleman (RSA) keys, use the crypto pki import pkcs12 password command
in privileged EXEC mode. To remove any of the configured parameters, use the no form of this command

Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.7.1a | This command was introduced.

Usage Guidelines For usage guidelines, see the Cisco IOS XE crypto pki import command.

Examples In the following example, an RSA key pair that has been associated with the trustpoint named test2

is to be imported:
Device# crypto pki import test2 pkcsl2 bootflash:routerl.pl2 password ciscol23

% Importing pkcsl2...Reading file from bootflash:routerl.pl2
CRYPTO PKI: Imported PKCS12 file successfully.

crypto pki trustpoint

To declare the trustpoint that your router should use, use the crypto pki trustpoint command in global
configuration mode. To delete all identity information and certificates associated with the trustpoint, use the
no form of this command.

crypto pki trustpoint name
no crypto pki trustpoint name

Syntax Description name | Creates a name for the trustpoint. (If you previously declared the trustpoint and just want to update
its characteristics, specify the name you previously created.)

Command Default Your router does not recognize any trustpoints until you declare a trustpoint using this command.

Your router uses unique identifiers during communication with Online Certificate Status Protocol ( OCSP)
servers, as configured in your network.

Command Modes
Global configuration (config)

Command History Release Modification
Cisco IOS XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html#wp1213177088
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Usage Guidelines

Examples

encryption (IKEv2 proposal) .

For usage guidelines, see the Cisco IOS XE crypto pki trustpoint command.

The following example shows a self-signed certificate being designated for a trustpoint named local
using the enrollment selfsigned subcommand of the crypto pki trustpoint command:

crypto pki trustpoint TP-self-signed-3865005142
enrollment selfsigned

encryption (IKEv2 proposal)

To specify one or more encryption algorithms for an Internet Key Exchange Version 2 (IKEv2) proposal, use
the encryption command in IKEv2 proposal configuration mode. To remove the encryption algorithm, use
the no form of this command.

encryption  { des | 3des | aes-chbc-128 |aes-cbc-192 | aes-cbc-256 }
no encryption

Syntax Description

Command Default

Command Modes

des Specifies 56-bit Data Encryption Standard (DES)-CBC as the encryption algorithm.

3des Specifies 168-bit DES (3DES) as the encryption algorithm.

aes-chc-128 | Specifies 128-bit Advanced Encryption Standard (AES) as the encryption algorithim.

aes-cbc-192 | Specifies 192-bit AES as the encryption algorithim.

aes-chc-256 | Specifies 256-bit AES as the encryption algorithim.

The encryption algorithm is not specified.

IKEV2 proposal configuration (config-ikev2-proposal)

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE encryption (IKEv2 proposal) command.

The following example configures an IKE proposal with the aes-cbc-128 and aes-cbc-256 encryption
algorithm (all other parameters are set to the defaults):

crypto ikev2 proposal pl-global
encryption aes-cbc-128 aes-cbc-256
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. enrollment selfsigned

enrollment selfsigned

To specify self-signed enrollment for a trustpoint, use the enrollment self command in ca-trustpoint
configuration mode. To delete self-signed enrollment from a trustpoint, use the no form of this command.

enrollment  self
no enrollment self

Syntax Description ~ This command has no arguments or keywords.

Command Default This command has no default behavior or values.

Command Modes
ca-trustpoint configuration (ca-trustpoint)

Command History Release Modification
Cisco I0S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Usage Guidelines For usage guidelines, see the Cisco IOS XE enrollment selfsigned command.

Examples

The following example shows a self-signed certificate being designated for a trustpoint named local:

crypto pki trustpoint local
enrollment self

group (IKEv2 proposal)

To specify one or more Diffie-Hellman (DH) group identifier(s) for use in an Internet Key Exchange Version
2 (IKEv2) proposal, use the groupcommand in IKEv2 proposal configuration mode. To reset the DH group
identifier to the default value, use the no form of this command.

group group type
no group

Syntax Description group type | Specifies the DH group.

Command Default DH group 2 and 5 in the IKEv2 proposal.

Command Modes IKEv2 proposal configuration (config-ikev2-proposal)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.
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Usage Guidelines

Examples

integrity

integrity .

For usage guidelines, see the Cisco I0S XE group (IKEv2 proposal command.

The following example shows how to configure an IKEv2 proposal with the 2048-bit, 3072-bit,
4096-bit, and 1024-bit DH group:

Device (config)# crypto ikev2 proposal pl-global
Device (config-ikev2-proposal)# group 1 2 5 14 15 16 19 20 21 24

To specify one or more integrity algorithms for an Internet Key Exchange Version 2 (IKEv2) proposal, use
the integrity command in IKEv2 proposal configuration mode. To remove the configuration of the hash
algorithm, use the no form of this command.

integrity integrity type
no integrity

Syntax Description

Command Default

Command Modes

integrity type | Specifies the hash algorithm.

The default integrity algorithm is used.

IKEvV2 proposal configuration (config-ikev2-proposal)

Command History

Usage Guidelines

Examples

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE integrity command.

The following example configures an IKEv2 proposal with the shal, sha256, sha384, and sha512
integrity algorithms:

Device (config)# crypto ikev2 proposal pl-global
Device (config-ikev2-proposal) # integrity md5 shal sha256 sha384 sha512

keyring (IKEv2 profile)

To specify a locally defined or accounting, authentication and authorization (AAA)-based keyring, use the
keyring command in IKEv2 profile configuration mode. To delete the keyring, use the no form of this
command.

keyring { local keyring-name |aaa list-name[ name-mangler mangler-name | password password

13

no keyring
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Crypto Commands |

Syntax Description

Command Default

Command Modes

local Specifies the local keyring.

keyring-name The keyring name for a locally defined keyring.
aaa Specifies the AAA-based preshared keys list name.
list-name The AAA method list name.

name-mangler

Derives the username from the peer identity in the preshared key lookup on the AAA
list.

mangler-name

(Optional) Globally defined name mangler.

password
password

Specifies a password for the password. This argument defines the following values:

» 0—Specifies that the password is unencrypted.
» 6—Specifies that the password is encrypted.
* password—Specifies an unencrypted user password.

A keyring is not specified.

IKEV2 profile configuration (crypto-ikev2-profile)

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE keyring (IKEv2 profile) command.

The following example shows how to configure a locally defined keyring:

Router (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Router (config-ikev2-profile)# keyring local if-ipsec256-ikev2-keyring

lifetime (IKEv2 profile)

To specify the lifetime for an Internet Key Exchange Version 2 (IKEv2) security association (SA), use the
lifetime command in IKEv2 profile configuration mode . To reset the SA lifetime to the default value, use
the no form of this command.

lifetime seconds

no lifetime

Syntax Description

Command Default

seconds | The time that each IKE SA should exist before expiring. Use an integer from 60 to 86,400 seconds.

The default is 86,400 seconds (one day).

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book/sec-cr-k1.html#wp1391331370

| Crypto Commands
match identity remote .

Command Modes
IKEV2 profile configuration (config-ikev2-profile)

Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE lifetime (IKEv2 profile) command

Examples The following example configures an IKEv2 profile with a security association lifetime of 86400

seconds, and all other parameters are set to the defaults:

Router (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Router (config-ikev2-profile)# lifetime 86400

match identity remote

To define the remote identity match statement, use the match identity remote command in IKEv2-profile
configuration mode. To remove the remote identity match statement, use the N0 form of this command.

match identity remote { address ipv4-address |any |email {email-address | domain domain-name
} | fgdn { domain domain-name domain-name } | key-id opaque-string }

no match identity remote { address ipv4-address |any |email {email-address | domain
domain-name } |fqdn { domain domain-name domain-name } |key-id opaque-string }

Syntax Description  address ipv4-address Matches peer identity based on remote IPv4 address.
any Matches any peer identity.
email email-address Matches peer identity based on email address.
domain domain-name Specifies to match peer identity based on domain.
fqdn Matches peer identity based on FQDN.
domain-string Specifies the domain string to match.
key-id opaque-string Matches peer identity based on remote key ID.
Command Default No default behavior or values.

Command Modes IKEv2 profile configuration (config-ikev2-profile)#

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command is qualified for use in Cisco vManage CLI
templates.
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. mode (IPSec)

Usage Guidelines An IKEv2 profile is a repository of the nonnegotiable parameters of the IKE security association, such as
local or remote identities and authentication methods and the services that are available to the authenticated
peers that match the profile. An IKEv2 profile must be attached to either a crypto map or an IPSec profile on
both IKEv?2 initiator and IKEv2 responder. During IKE AUTH Internet Security Association and Key
Management Protocol (ISAKMP) negotiations, the peers must identify themselves to each other.

An IKEv2 profile must contain a match identity or a match certificate statement. An IKEv2 profile can have
more than one match identity or match certificate statements.

This command can be used to define the remote identity match statement.

Examples

The following example shows how to define the IKEv2 profile if-ipsec256-ikev2-profile to match
the peer identity based on IPv4 address:

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Device (config-ikev2-profile) # match identity remote address 172.16.93.2

The following example shows how to define the IKEv2 profile if-ipsec256-ikev2-profile to match
any peer identity:

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Device (config-ikev2-profile) # match identity remote any

The following example shows how to define the IKEv2 profile if-ipsec256-ikev2-profile to match
the peer identity based on FQDN. To match the entire domain, use the domain keyword:
Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile

Device (config-ikev2-profile)# match identity remote fgdn remote.cisco.com
Device (config-ikev2-profile) # match identity remote fgdn domain cisco.com

The following example shows how to define the IKEv2 profile if-ipsec256-ikev2-profile to match
the peer identity based on email. To match the entire domain, use the domain keyword:

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Device (config-ikev2-profile) # match identity remote email remote@cisco.com
Device (config-ikev2-profile) # match identity remote email domain cisco.com

The following example shows how to define the IKEv2 profile if-ipsec256-ikev2-profile to match
the peer identity based on key-ID:

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile
Device (config-ikev2-profile) # match identity remote key-id cisco

mode (IPSec)

To change the mode for a transform set, use the mode command in crypto transform configuration mode. To
reset the mode to the default value of tunnel mode, use the no form of this command.

mode  { tunnel | transport }
no mode

Syntax Description tunnel | transport | Specifies the mode for a transform set: either tunnel or transport mode. If neither
tunnel nor transport is specified, the default (tunnel mode) is assigned.
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Command Default

Command Modes

multi-tenancy .

Tunnel mode

Crypto transform configuration

Command History

Usage Guidelines

Examples

Release Modification

Cisco I0S XE Catalyst SD-WAN Release
17.2.1v

Command qualified for use in Cisco SD-WAN Manager
CLI templates.

For usage guidelines, see the Cisco IOS XE mode (IPSec) command.

The following example defines a transform set and changes the mode to transport mode. The mode
value only applies to IP traffic with the source and destination addresses at the local and remote
IPSec peers.

crypto ipsec transform-set if-ipsec256-ikev2-transform esp-gcm 256
mode transport
exit

multi-tenancy

Syntax Description

Command Default

Command Modes

To enable multi-tenancy as a global parameter map, use the multi-tenancy command in parameter-map type
inspect configuration mode. To disable multi-tenancy as a global parameter map, use the no form of this
command.

multi-tenancy
no multi-tenancy

This command has no keywords or arguments.
None

Parameter-map type inspect configuration (config-profile).

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

A parameter map allows you to specify parameters that control the behavior of actions and match criteria sthat
are specified under a policy map and a class map respectively, for zone-based firewall policies.

The following example shows how to enable multi-tenancy as a global parameter map:

Device (config) # parameter-map type inspect-global
Device (config-profile) # multi-tenancy
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. parameter-map type inspect-global

parameter-map type inspect-global

Syntax Description

Command Default

Command Modes

To configure a global parameter map and enter parameter-map type inspect configuration mode, use the
parameter-map type inspect-global command in global configuration mode. To delete a global parameter
map, use the no form of this command.

parameter-map type inspect-global
no parameter-map type inspect-global

This comand has no keywords or arguments.

Global parameter maps are not configured.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

After you enter the parameter-map type inspect-global command, you can enter the commands listed in
the table below in parameter-map type inspect-global configuration modes.

Command Description

aggressive-aging Enables aggressive aging of half-opened firewall sessions.
alert on Enables Cisco 10S stateful packet inspection alert messages.
inspect Enables and disables audit trail messages.

log {dropped-packets | flow-export} |Logs the dropped packets.

max-incomplete {low | high} Defines the number of existing half-open sessions that will cause
number-of-connections the software to start and stop deleting half-open sessions.
multi-tenancy Enables Cisco vManage for multitenancy.

vpn zone security Inspects traffic exchange between multiple service VPNs.

Ensure that you configure the parameter-map type inspect-global command with vpn zone security command
to enable zone-based firewall.

For more information on usage guidelines, see the Cisco IOS XE parameter-map type inspect-global command.

The following example shows a sample parameter-map type inspect-global configuration:

Device (config) # parameter-map type inspect-global
Device (config) # alert on

Device (config-profile) # log dropped-packets

Device (config-profile) # multi-tenancy

Device (config-profile)# vpn zone security allow dia
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peer

peer .

To define the peer or peer group and enter the IKEv2 keyring peer configuration mode, use the peer command
in IKEv2 keyring configuration mode. To remove the peer or peer group, use the N0 form of this command.

peer name
Nno peer name

Syntax Description

Command Default

Command Modes

name Defines the name of the peer or peer group.

No default behavior or values.

IKEV2 keyring configuration (config-ikev2-keyring)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command is qualified for use in Cisco vManage CLI
templates.

IKEvV2 supports crypto map-and tunnel protection-based crypto interfaces. An IKEv2 keyring is a repository
of symmetric and asymmetric preshared keys and is independent of the IKEv1 keyring. The IKEv2 keyring
is associated with an IKEv2 profile and hence, caters to a set of peers that match the IKEv2 profile. IKEv2
keyring keys must be configured in the peer configuration submode that defines a peer subblock. An IKEv2
keyring can have multiple peer subblocks. A peer subblock contains a single symmetric or asymmetric key
pair for a peer or peer group identified by any combination of hostname, identity, and IP address. This command
can be used to set the name of the peer or peer group.

Examples

The following example shows setting the peer name to if-ipsec256-ikev2-keyring-peer and entering
the IKEv2 keyring peer configuration mode:
Device (config) # crypto ikev2 keyring if-ipsec256-ikev2-keyring

Device (config-ikev2-keyring) # peer if-ipsec256-ikev2-keyring-peer
Device (config-ikev2-keyring-peer) #

Related Commands

Command Description

address Specifies an IPv4 or IPv6 address or range for the
peer.

description Specifies the description for the peer.

hostname Specifies the peer using a hostname.

identity Identifies the IKEv2 peer.BS:

pre-shared-key Specifies the preshared key for the peer.
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pre-shared-key

To define the preshared key, use the pre-shared-key command in IKEv2 keyring peer configuration mode.
To remove the preshared key, use the no form of this command.

pre-shared-key key
no pre-shared-key

Syntax Description

Command Default

Command Modes

key  Defines the pre-shared
key.

By default, the preshared key is symmetric.

IKEV2 keyring peer configuration (config-ikev2-keyring-peer).

Command History

Usage Guidelines

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

IKEvV2 supports crypto map-and tunnel protection-based crypto interfaces. An IKEv2 keyring is a repository
of symmetric and asymmetric preshared keys and is independent of the IKEv1 keyring. The IKEv2 keyring
is associated with an IKEv2 profile and hence, caters to a set of peers that match the IKEv2 profile. IKEv2
keyring keys must be configured in the peer configuration submode that defines a peer subblock. An IKEv2
keyring can have multiple peer subblocks. A peer subblock contains a single symmetric or asymmetric key
pair for a peer or peer group identified by any combination of hostname, identity, and IP address. Use the
pre-shared-key command to specify the preshared key for the peer.

Examples

The following example shows setting the IKEv2 Keyring with Asymmetric Preshared Keys. The
local preshared key is encrypted and named key1. The remote preshared key is unencrypted and
named key?2:

Device (config) # crypto ikev2 keyring if-ipsec256-ikev2-keyring

Device (config-ikev2-keyring) # peer if-ipsec256-ikev2-keyring-peer

Device (config-ikev2-keyring-peer)# hostname if-ipsec256-ikev2-keyring-peer
Device (config-ikev2-keyring-peer)# address 10.0.0.1 255.255.255.0

Device (config-ikev2-keyring-peer) # identity address 10.0.0.5

Device (config-ikev2-keyring-peer) # pre-shared-key ciscol23

Table 14: Related Commands

Command Description

address Specifies an IPv4 or an IPv6 address or range for the
peer.

description Specifies the description for the peer.
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proposal

proposal .

Command Description
hostname Specifies the peer using a hostname.
identity Identifies the IKEv2 peer.

To attach a proposal to an IKEv2 policy, use the proposal command in IKEv2 policy configuration mode.
To remove a proposal from an IKEv2 policy, use the no form of this command.

proposal name
no proposal name

Syntax Description

Command Default

Command Modes

name Specifies the name of the proposal in an IKEv2 policy

No default behavior or values.

IKEV2 policy configuration (config-ikev2-policy)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release 17.2.1v. Command is qualified for use in Cisco vManage CLI
templates.

An IKEv2 policy contains proposals that are used to negotiate the encryption, integrity, PRF algorithms, and
DH group in SA_INIT exchange. It can have match statements which are used as selection criteria to select
a policy during negotiation. An IKEv2 proposal is a collection of transforms used in the negotiation of IKE
security associations as part of the IKE SA INIT exchange. Each profile can have multiple proposals and
are prioritized in the order of listing. The default proposal is used if no proposals have been attached. This
command can be used to attach a proposal to an IKEv2 policy.

Examples

The following example shows how to create the proposal p1-global and attach it to the IKEv2 policy
policyl-global:

Device (config) # crypto ikev2 proposal pl-global
Device (config-ikev2-proposal) # encryption aes-cbc-128
Device (config-ikev2-proposal) # integrity md5
Device (config-ikev2-proposal) # exit

Device (config) # crypto ikev2 policy policyl-global
Device (config-ikev2-policy)# proposal pl-global
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revocation-check

To check the revocation status of a certificate, use the revocation-check crl command in ca-trustpoint
configuration mode. To disable this functionality, use the revocation-check none command.

revocation-check crl
revocation-check none

Syntax Description nore| Certificate checking is disabled.

Command Default After a trustpoint is enabled, the default is set to revocation-check crl, which means that CRL checking is
mandatory.

Command Modes _ . .
Ca-trustpoint configuration (ca-trustpoint)

Command History Release Modification

Cisco I0S XE Release 17.2.1v | Command qualified for use in Cisco vManage CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE revocation check command.

Examples The following example shows how revocation check is ignored:

Device (config)# crypto pki trustpoint TP-self-signed-3865005142
Device (ca-trustpoint) # revocation-check none

set ikev2-profile

To attach an IKEv2 profile to an IPSec profile, use the set ikev2-profile command in IPSec profile
configuration mode. To remove the IKEv2 profile from an IPSec profile, use the no form of this command.

set ikev2-profile  profile-name
no set ikev2-profile

Syntax Description profile-name  Specifies the IKEv2 profile name

Command Default No default behavior or values.
Command Modes IPSec profile configuration (ipsec-profile)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v Command is qualified for use in Cisco vManage CLI
templates.
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Usage Guidelines

set pfs .

An IKEv2 profile is a repository of the nonnegotiable parameters of the IKE security association, such as
local or remote identities and authentication methods and the services that are available to the authenticated
peers that match the profile. An IKEv2 profile must be attached to either crypto map or IPSec profile on both
IKEV2 initiator and responder. An IPSec profile defines the IPsec parameters that are to be used for IPsec
encryption between two [Psec devices. This command can be used to attach an IKEv2 profile to an IPSec
profile.

Examples

The following example shows how to create the prerequisites — IKEv2 keyring, PKI Trustpoint,
IKEV2 profile and how to attach the IKEv2 profile to the IPSec profile if-ipsec256-ipsec-profile:

Device (config) # crypto ikev2 keyring if-ipsec256-ikev2-keyring

Device (config-ikev2-keyring)# peer if-ipsec256-ikev2-keyring-peer

Device (config-ikev2-keyring-peer) # hostname if-ipsec256-ikev2-keyring-peer
Device (config-ikev2-keyring-peer)# address 10.0.0.1 255.255.255.0
Device (config-ikev2-keyring-peer) # identity address 10.0.0.5
Device (config-ikev2-keyring-peer) # pre-shared-key ciscol23
Device (config-ikev2-keyring-peer)# exit
Device (config-ikev2-keyring) # exit

Device (config) # crypto ikev2 profile if-ipsec256-ikev2-profile

Device (config-ikev2-profile) # authentication local ecdsa-sig

Device (config-ikev2-profile)# aaa authorization group cert list listl
Device (config-ikev2-profile)# keyring local if-ipsec256-ikev2-keyring
Device (config-ikev2-profile)# lifetime 86400

Device (config-ikev2-profile)# match address local 10.10.10.10

Device (config-ikev2-profile) # exit

Device (config) # crypto ipsec profile if-ipsec256-ipsec-profile
Device (ipsec-profile) # set ikev2-profile if-ipsec256-ikev2-profile

Related Commands

set pfs

Command Description

setidentity Specifies which identity can be used
setisakmp-profile Specifies which isakmp-profile can be used
setmixed-mode Specifies which mixed-mode can be used

setpfs Specifies which pfs can be used
setreverse-route Specifies which reverse-route can be used
setsecurity-association Specifies which security-association can be used
setsecurity-policy Specifies which security-policy can be used
settransform-set Specifies which transform sets can be used

To optionally specify that IP security (IPsec) requests the perfect forward secrecy (PFS) Diffie-Hellman (DH)
prime modulus group identifier when requesting new security associations (SAs) for a crypto map entry or
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Crypto Commands |

when IPsec requires PFS when receiving requests for new SAs, use the set pfs command in crypto m ap
configuration mode. To specify that [Psec should not request PFS during the DH exchange, use the no form
of this command.

set pfs [groupl |group2 |group5 |groupld |groupl5 |groupl6 |groupl9 |group20 |group2l
| group24 ]
no set pfs

Syntax Description

Command Default

Command Modes

groupl |Specifies the 768-bit DH identifier.

group2 | Specifies the 1024-bit DH identifier.

group5 | Specifies the 1536-bit DH identifier.

groupl4 |Specifies the 2048-bit DH identifier.

groupl5 |Specifies the 3072-bit DH identifier.

groupl6 |Specifies the 4096-bit DH identifier.

groupl9 |Specifies the 256-bit elliptic curve DH (ECDH) identifier.

group20 |Specifies the 384-bit ECDH identifier.

group21 |Specifies the 521-bit DH identifier.

group24 | Specifies the 2048-bit DH identifier.

By default, PFS is not requested. If no group is specified with this command, the groupl keyword is used as
the default.

Crypto map configuration (config-crypto-map)

IPsec profile configuration (ipsec-profile)

Command History

Usage Guidelines

Examples

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE set pfs command.

The following example specifies that PFS should be used whenever a new security association is
negotiated for the crypto ipsec profile if-ipsec256-ipsec-profile:

crypto ipsec profile if-ipsec256-ipsec-profile
set ikev2-profile if-ipsec256-ikev2-profile
set pfs grouplb
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set security-association lifetime .

set security-association lifetime

To set the TEK lifetime for a specific crypto map entry or IPsec profile that is used when negotiating IPsec
security associations (SAs), use the set security-association lifetime command in crypto map configuration
mode or IPsec profile configuration mode. To reset a lifetime to the global value, use the no form of this
command.

set security-association lifetime {days number-of-days| kilobytes {number-of-kilobytes| disable} |
seconds number-of-seconds}
no set security-association lifetime { days | seconds }

Syntax Description

Command Default

Command Modes

days number-of-days Lifetime in days. The range is 1 to 30.

kilobytes number-of-kilobytes| Volume of traffic (in kilobytes) that can pass between IPsec peers using an
SA. The range is 2560 to 4294967295.

disable Disables the SA rekey based on the traffic-volume lifetime.

seconds number-of-seconds | Lifetime in seconds. The range is 120 to 2592000.

Note It is not recommended to use a lifetime value that is lower than 900
seconds in production routers.

Global lifetime values are used.

IPsec profile configuration (ipsec-profile)

Command History

Usage Guidelines

Examples

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE set security-association lifetime command.

The following example shows how to disable the SA rekey based on the traffic-volume lifetime for
an IPsec profile named if-ipsec256-ipsec-profile:

Device# configure-t
Device (config)# crypto ipsec profile if-ipsec256-ipsec-profile
Device (ipsec-profile) # set ikev2-profile if-ipsec256-ikev2-profile
Device (ipsec-profile) # set pfs groupl6
(ipsec-profile) # set transform-set if-ipsec256-ikev2-transform
( )# set security-association lifetime kilobytes disable

Device
Device (ipsec-profile
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set security-association replay window-size

To control the security associations (SAs) that are created using the policy specified by a particular crypto
map, dynamic crypto map, or crypto profile, use the set security-association replay window-sizecommand
in crypto map configuration or crypto profile configuration mode. To reset the crypto map to follow the global
configuration that was specified by the crypto ipsec security-association replay window-size command,
use the no form of this command.

set security-association replay window-size [N]
no set security-association replay

Syntax Description N | (Optional) Size of the window. The value can be 64, 128, 256, 512, or 1024. This value sets the window
size for a particular crypto map, dynamic crypto map, or crypto profile.

Command Default Window size is not set.

Command Modes
Crypto map configuration

Crypto profile configuration

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Examples

The following example shows that the window size has been set to 512 for the crypto ispec profile
named "if-ipsec256-ipsec-profile":

crypto ipsec profile if-ipsec256-ipsec-profile
set ikev2-profile if-ipsec256-ikev2-profile
set pfs grouplé

set transform-set if-ipsec256-ikev2-transform
set security-association lifetime seconds 3600
set security-association replay window-size 512

set transform-set

To specify which transform sets can be used with the crypto map entry, use the set transform-setcommand
in crypto map configuration mode. To remove all transform sets from a crypto map entry, use the no form of
this command.

set transform-set transform-set-name

[transform-set2...transfor m-set6]
no set transform-set
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subject-name .

Syntax Description

Command Default

Command Modes

transform-set-name | Name of the transform set.
For an ipsec-manual crypto map entry, you can specify only one transform set.

For an ipsec-isakmp or dynamic crypto map entry, you can specify up to six transform
sets.

No transform sets are included by default.

IPsec profile configuration (ipsec-profile)

Command History

Usage Guidelines

Examples

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

For usage guidelines, see the Cisco IOS XE set transform-set command.

The following example defines a transform set and specifies that it can be used with a crypto ispec
profile.

crypto ipsec transform-set if-ipsec256-ikev2-transform esp-gcm 256
mode tunnel
|
crypto ipsec profile if-ipsec256-ipsec-profilep
set ikev2-profile if-ipsec256-ikev2-profile
set pfs grouplb
set transform-set if-ipsec256-ikev2-transform

subject-name

To specify the subject name in the certificate request, use the subject-name command in ca-trustpoint
configuration mode. To clear any subject name from the configuration, use the no form of this command.

subject-name name
no subject-name name

Syntax Description

Command Default

Command Modes

name | Specifies the subject name used in the certificate request.

If the name argument is not specified, the fully qualified domain name (FQDN), which is the default subject
name, will be used.

Ca-trustpoint configuration (ca-trustpoint)
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Crypto Commands |
. subject-name

Command History Release Modification
Cisco I0S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

Usage Guidelines For usage guidelines, see the Cisco IOS XE subject-name command.

Examples

The following example shows how to specify the subject name for the certificate:

crypto pki trustpoint TP-self-signed-3865005142
enrollment selfsigned
revocation-check none
subject-name cn=I0S-Self-Signed-Certificate-3865005142
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CHAPTER 1 9

EIGRP Commands

* address-family ipv4 vrf autonomous-system, on page 217
» af-interface, on page 218

» dampening-change, on page 219

» dampening-interval, on page 220

* exit-address-family, on page 220

» exit-af-interface, on page 221

* exit-af-topology, on page 222

* hello-interval, on page 223

* hold-time, on page 223

* neighbor (EIGRP), on page 224

* network (EIGRP), on page 225

» redistribute omp metric , on page 226
» redistribute static , on page 227

* router eigrp, on page 227

* split-horizon (EIGRP), on page 228

* topology (EIGRP), on page 229

address-family ipv4 vrf autonomous-system

To enter router address family configuration mode to configure the Enhanced Interior Gateway Routing
Protocol (EIGRP) for Multitopology Routing (MTR), use the address-family ipv4 vrf autonomous-system
command in router configuration mode. To remove the address family from the EIGRP configuration, use
the no form of this command.

address-family ipv4 vrf vrf-number[unicast | multicast] autonomous-system as-number
no address-family ipv4 vrf vrf-number[unicast | multicast] autonomous-system as-number

Syntax Description

unicast (Optional) Specifies the unicast subaddress family.
multicast (Optional) Specifies the multicast subaddress family.
vrf vrf-number Specifies the number for VRF.

autonomous-system as-number | Specifies the autonomous system number.
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Command Default

Command Modes

EIGRP Commands |

This command is disabled by default.

Router configuration (config-router)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

The address-family ipv4 vrf autonomous-system command is used to enter router address family or
subaddress family configuration mode to configure the exchange of address-family and subaddress-family
prefixes.

For usage guidelines, see the Cisco IOS XE address-family ipv4 command.

The following example shows how to configure an IPv4 address family to associate with the MTR
topology named base:

Device (config) # router eigrp mtr
Device (config-router)# address-family ipv4 vrf 1 autonomous-system 5 topology base

af-interface

To enter address-family interface configuration mode and to configure interface-specific Enhanced Interior
Gateway Routing Protocol (EIGRP) commands, use the af-interface command in address-family configuration
mode. To reset the address-family interface setting to factory values, use the no form of this command.

af-interface  { default | interface-type interface-number }
no af-interface

{ default | interface-type interface -number }

Syntax Description

Command Default

Command Modes

default Specifies the default address-family interface configuration mode. Commands
applied under this mode affect all interfaces used by this address-family
instance.

interface-typeinterface-number | Interface type and number of the interface that the address-family submode
commands will affect.

Address-family interface configuration mode is not entered.

Address-family configuration (config-router-af)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.
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| EIGRP Commands
dampening-change .

Usage Guidelines For usage guidelines, see the Cisco IOS XE af-interface command.

Examples The following example shows how to enter address-family interface configuration mode and to

configure EIGRP interface-specific commands:

Device (config) # router eigrp virtual-name
Device (config-router)# address-family ipv4 vrf 1 autonomous-system 5
Device (config-router-af)# af-interface interface-name

dampening-change

To set a threshold percentage to minimize or dampen the effect of frequent routing changes through an interface
in an Enhanced Interior Gateway Routing Protocol (EIGRP) address family or service family, use the
dampening-change command in address-family interface configuration mode or service-family interface
configuration mode. To restore the default value, use the no form of this command.

dampening-change [change-percentage]
no dampening-change

Syntax Description change-percentage | (Optional) The percentage a metric must change before the value is stored for future
decisions on advertisements.

Value range is 1 to 100. If a change-percentage value is not specified, the default is
50 percent of the computed metric.

Command Default No threshold percentage is configured.

Command Modes Address-family interface configuration (config-router-af-interface) Service-family interface configuration
(config-router-sf-interface)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE dampening-change command.

Examples The following example configures an EIGRP address family to accept a peer metric change if the

change is greater than 75 percent of the last updated value:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 5400
Device (config-router-af) # af-interface ethernet0/0

Device (config-router-af-interface)# dampening-change 75
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. dampening-interval

EIGRP Commands |

dampening-interval

To set a threshold time interval to minimize or dampen the effect of frequent routing changes through an
interface in an Enhanced Interior Gateway Routing Protocol (EIGRP) address family or service family, use
the dampening-interval command in address-family interface configuration mode or service-family interface
configuration mode. To restore to the default value, use the no form of this command.

dampening-interval [interval]
no dampening-interval [interval]

Syntax Description

Command Default

Command Modes

interval |(Optional) Time interval, in seconds, that must elapse before a route change will cause an update
to occur. Value range is 1 to 65535. If an interval value is not specified, the default is 30 seconds.

A dampening interval is not enabled.

Address-family interface configuration (config-router-af-interface) Service-family interface configuration
(config-router-sf-interface)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE dampening-interval command.

The following example configures EIGRP address-family Ethernet interface 0/0 to limit the metric
change frequency to no more than one change in a 45-second interval:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 5400
Device (config-router-af) # af-interface ethernet0/0
Device (config-router-af-interface)# dampening-interval 45

exit-address-family

Syntax Description

Command Default

Command Modes

To exit from address-family configuration mode, use the exit-address-family command in address-family
configuration mode.

exit-address-family
This command has no arguments or keywords.
The router remains in address-family configuration mode.

Address-family configuration (config-router-af) VRF address-family configuration (config-vrf-af)
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Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines Use the exit-address-family command to exit address-family configuration mode and return to router
configuration mode.

This command can be abbreviated to exit.

For usage guidelines, see the Cisco IOS XE exit-address-family command.

Examples The following example shows how to exit address-family configuration mode and return to router

configuration mode:

Device (config) # router eigrp virtual-name
Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453

Device (config-router-af) # exit-address-family

Device (config-router) #

The following example shows how to exit VRF address-family configuration mode and return to
VRF configuration mode:

Device (config) # vrf definition vrfl
Device (config-vrf) # address-family ipvé
Device (config-vrf-af)# exit-address-family

Device (config-vrf) #

exit-af-interface

To exit address-family interface configuration mode, use the exit-af-interface command in address-family
interface configuration mode.

exit-af-interface

Syntax Description ~ This command has no arguments or keywords.

Command Default The router remains in address-family interface configuration mode.
Command Modes Address-family interface configuration (config-router-af-interface)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.
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. exit-af-topology

Usage Guidelines Use the exit-af-interface command to exit address-family interface configuration mode and return to
address-family configuration mode.

For usage guidelines, see the Cisco IOS XE exit-af-interface command.

Examples The following example shows how to exit address-family interface configuration mode:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af)# af-interface af-interface-name

Device (config-router-af-interface) # exit-af-interface

Device (config-router-af) #

exit-af-topology

To exit address-family topology configuration mode, use the exit-af-topology command in address-family
topology configuration mode.

exit-af-topology

Syntax Description ~ This command has no arguments or keywords.

Command Default The router remains in address-family topology configuration mode.
Command Modes Address-family topology configuration (config-router-af-topology)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines Use the exit-af-topology command to exit address-family topology configuration mode and return to
address-family configuration mode.

For usage guidelines, see the Cisco IOS XE exit-af-topology command.

Examples The following example shows how to exit address-family topology configuration mode:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af) # topology base

Device (config-router-af-topology) # exit-af-topology

Device (config-router-af) #
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| EIGRP Commands

hello-interval .

hello-interval

To configure the hello interval for the Enhanced Interior Gateway Routing Protocol (EIGRP) address-family
configuration, use the hello-interval command in address-family interface configuration mode. To configure
the default hello interval, use the no form of this command.

hello-interval seconds
no hello-interval

Syntax Description

Command Default

Command Modes

seconds |Hello interval in seconds. The range is 1 to 65535. The default is 60 for low-speed nonbroadcast
multiaccess (NBMA) networks, and 5 for all other networks.

The EIGRP hello interval is 60 seconds for low-speed NBMA networks and 5 seconds for all other networks.

Address-family interface configuration (config-router-af-interface)

Command History

Usage Guidelines

Examples

hold-time

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE hello-interval command.

The following example configures a 10-second hello interval for address-family Ethernet interface
0/0:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af-interface)# af-interface ethernet0/0

Device (config-router-af-interface)# hello-interval 10

To configure the hold time for Enhanced Interior Gateway Routing Protocol (EIGRP) address-family, use the
hold-time command in address-family interface configuration mode. To configure the default hold time, use
the no form of this command.

hold-time seconds
no hold-time

Syntax Description

seconds | Interval, in seconds, before a neighbor is considered down. Valid range is 1 to 65535 seconds
(approximately 18 hours). The default is 180 seconds for low-speed nonbroadcast multiaccess

(NBMA) networks and 15 seconds for all other networks.

Command Default

The EIGRP hold time is 180 seconds for NBMA networks and 15 seconds for all other networks.
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[l reighbor (EIGRP)

Command Modes

EIGRP Commands |

Address-family interface configuration (config-router-af-interface)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

On very congested and large networks, the default hold time may not be sufficient for all routers and access
servers to receive hello packets from neighbors. In this case, increase the hold time duration. The hold time

should be at least three times the hello interval. If a router does not receive a hello packet within the specified
hold time, services through this router are considered unavailable. Increasing the hold time will delay route

convergence across the network.

For usage guidelines, see the Cisco IOS XE hold-time command.

The following example sets a 50-second hold time for address-family Ethernet interface 0/0:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af-interface)# af-interface ethernet0/0

Device (config-router-af-interface)# hold-time 50

neighbor (EIGRP)

To define a neighboring device with which an Enhanced Interior Gateway Routing Protocol (EIGRP) device
can exchange routing information, use the neighbor command in the address family configuration mode. To
remove an entry, use the No form of this command.

neighbor {ip-addressipv6-address} interface-type interface-number
no neighbor {ip-addressipv6-address} interface-type interface-number

Syntax Description

Command Default

Command Modes

ip-address IP address of a peer router with which routing information will be exchanged.
ipv6-address IPv6 address of a peer router with which routing information will be exchanged.
interface-type Interface or subinterface through which peering sessions are established.
interface-number | Number of the interface or subinterface.

No neighboring routers are defined.

Address family configuration (config-router-af)

Command History

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.
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| EIGRP Commands

Usage Guidelines

Examples

network (EIGRP) [Jj

Multiple neighbor statements can be used to establish peering sessions with specific EIGRP neighbors. The
interface through which EIGRP exchanges routing updates must be specified in the neighbor statement. The
interfaces through which two EIGRP neighbors exchange routing updates must be configured with IP addresses
from the same network.

For usage guidelines, see the Cisco IOS XE neighbor command.

The following example shows how to configure EIGRP peering sessions with neighbors 192.168.1.1
and 192.168.2.2:

The following named configuration example shows how to configure EIGRP to send address-family
updates to specific neighbors:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af) # neighbor 192.168.1.10 1

Device (config-router-af) # neighbor 10.1.1.2 loopback 0 remote 10

network (EIGRP)

To specify the network for an Enhanced Interior Gateway Routing Protocol (EIGRP) routing process, use the
network command in address-family configuration mode. To remove an entry, use the No form of this
command.

network ip-address [wildcard-mask]
no network ip-address

Syntax Description

Command Default

Command Modes

ip-address IP address of the directly connected network.

wildcard-mask | (Optional) EIGRP wildcard bits. Wildcard mask indicates a subnetwork, bitwise complement
of the subnet mask.

No networks are specified.

Address-family configuration (config-router-af)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE network command.

The following example configures EIGRP autonomous system 1 and establishes neighbors through
network 172.16.0.0 and 192.168.0.0:

The following example configures EIGRP address-family autonomous system 4453 and establishes
neighbors through network 172.16.0.0 and 192.168.0.0:
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. redistribute omp metric

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
Device (config-router-af)# network 172.16.0.0

Device (config-router-af)# network 192.168.0.0

redistribute omp metric

To redistribute OMP routes into EIGRP, use the redistribute omp metric command in (EIGRP Named Mode)
Address-family Topology configuration mode. To disable redistribute OMP routes into EIGRP, use the no
form of this command.

redistribute omp metric { bandwidth |delay |reliability |load |MTU }

no redistribute omp metric { bandwidth |delay |reliability |load |MTU }

Syntax Description

Command Default

Command Modes

Usage Guidelines

bandwidth In units of kilobits per second; 10000 for Ethernet <1 .. 4294967295>

delay In units of tens of microseconds; for Ethernet it is 100 x 10 microseconds = 1 ms <0..4294967295>

reliability 255 for 100 percent reliability <unsignedByte, 0 .. 255>

load Effective load on the link expressed as a number from 1 to 255 (255 is 100 percent loading)
<unsignedByte, 1 .. 255>
MTU Minimum MTU of the path; usually equals that for the Ethernet interface, which is 1500 bytes
<1 ..65535>
None

(EIGRP Named Mode) Address-family topology configuration (config-router-af-topology)

Release Modification

Cisco I0S XE SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI templates.

By default, routes from other routing protocols are not redistributed into EIGRP. It can be useful for EIGRP
to learn OMP routes, because OMP learns routes to destinations throughout the overlay network. This command
can be used to redistribute omp routes into EIGRP.

Example

The following example shows redistributing omp into a named EIGRP process called INSTANCE1
with the following metrics - bandwidth = 1000000, delay = 100, reliability = 255, load = 1, MTU =
1500.

Device (config) # router eigrp INSTANCEl
config-router)# address-family ipv4 unicast vrf 1 autonomous-system 100
config-router-af)# topology base

config-router-af-topology) # redistribute omp metric 1000000 100 255 1 1500

Device
Device
Device
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redistribute static

To redistribute IPv4 routes to Enhanced Interior Gateway Routing Protocol (EIGRP), use the redistribute
static command in the address-family topology configuration mode. To disable the configuration, use the no
form of this command

redistribute static

Syntax Description static | Indicates static route redistribution in eigrp.

Command Default Route redistribution is disabled.

Command Modes Address-family topology configuration (config-router-af-topology)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE redistribute eigrp command.

Examples The following example shows the behavior of the redistribute static command.

Device (config)# router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 4453
(
(

Device (config-router-af) # topology base

Device (config-router-af-topology) # redistribute static

router eigrp

To configure the Enhanced Interior Gateway Routing Protocol (EIGRP) routing process, use the router eigrp
command in global configuration mode. To remove an EIGRP routing process, use the no form of this
command.

router eigrp { autonomous-system-number virtual-instance-name }
no router eigrp {autonomous-system-number virtual-instance-name }

Syntax Description | autonomous-system-number | Autonomous system number that identifies the services to the other EIGRP

address-family routers. It is also used to tag routing information. Valid range
is 1 to 65535.

virtual-instance-name EIGRP virtual instance name. This name must be unique among all
address-family router processes on a single router, but need not be unique
among routers.
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Command Default No EIGRP processes are configured.

Command Modes Global configuration (config)
Command History Release Modification
10.0 This command was introduced.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
12.2(31)SB2 This command was integrated into Cisco IOS Release 12.2(31)SB2.
Cisco 10S XE Release 2.1 This command was integrated into Cisco IOS XE Release 2.1.
12.28X This command is supported in the Cisco IOS Release 12.2SX train.
Support in a specific 12.2SX release of this train depends on your feature
set, platform, and platform hardware.
15.0(1)M This command was modified. The virtual-instance-name argument was
added.
12.2(33)SRE This command was modified. The virtual-instance-name argument was
added.
12.2(33)XNE This command was modified. The virtual-instance-name argument was
added.
Cisco IOS XE Release 2.5 This command was modified. The virtual-instance-name argument was
added.
Cisco I0S XE Catalyst SD-WAN | Command qualified for use in Cisco vManage CLI templates.
Release 17.2.1v

Usage Guidelines For usage guidelines, see the Cisco IOS XE router eigrp command.

Examples The following example configures EIGRP process 109:

Device (config) # router eigrp 109

The following example configures an EIGRP address-family routing process and assigns it the name
“virtual-name”:

Device (config) #
router eigrp virtual-name

split-horizon (EIGRP)

To enable Enhanced Interior Gateway Routing Protocol (EIGRP) split-horizon, use the split-horizon command
in address-family interface configuration mode or service-family interface configuration mode. To disable
EIGRP split-horizon, use the no form of this command.
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Syntax Description

Command Default

Command Modes

topology (EIGRP) .

split-horizon
no split-horizon

This command has no arguments or keywords.

EIGRP split-horizon is enabled by default. However, for ATM interfaces and subinterfaces split-horizon is
disabled by default.

Address-family interface configuration (config-router-af-interface) Service-family interface configuration
(config-router-sf-interface)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE split-horizon (EIGRP) command.

The following example disables EIGRP split-horizon for serial interface 3/0 in address-family 5400:

Device (config) # router eigrp virtual-name

Device (config-router)# address-family ipv4 vrf 1 autonomous-system 5400
Device (config-router-af) # af-interface serial3/0

Device (config-router-af-interface)# split-horizon

topology (EIGRP)

To configure an Enhanced Interior Gateway Routing Protocol (EIGRP) process to route IP traffic under the
specified topology instance and to enter address-family topology configuration mode, use the topology
command in address-family configuration mode.

topology base
no topology topology-name

Syntax Description

Command Default

Command Modes

base | Specifies the base topology.

EIGRP routing processes are not configured to route IP traffic under a topology instance.

Address-family configuration (config-router-af)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE topology command.
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Examples The following example configures EIGRP process 1 to route traffic for the 192.168.0.0/16 network
under the VOICE topology instance:

Device (config) # router eigrp 1
Device (config-router)# address-family ipv4 vrf 1 autonomous-system 3
Device (config-router-af)# topology base
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CHAPTER 20

Event Commands

* action (EEM), on page 231

* event ipsla, on page 234

* event manager applet, on page 236

* event manager session cli username, on page 237
* event none, on page 237

* event routing, on page 238

* event syslog, on page 240

* event timer, on page 241

* event track, on page 243

action (EEM)

To match a regular expression pattern on an input string, to specify the action of writing a message to syslog,
and to specify the action of reloading the Cisco 10S software when an Embedded Event Manager (EEM)
applet is triggered, use the action command in applet configuration mode. To disable this function, use the
no form of this command.

action label { regexp dtring-submatch |reload |syslog msg msg-text |wait wait-interval
| else | break |continue |elseif | while |set |increment | handle-error |gets | foreach | divide |
decrement | counter |append }

no action label

Syntax Description

label Unique identifier that can be any string value. Actions are sorted and run in ascending
alphanumeric key sequence using the label as the sort key. If the string contains embedded
blanks, enclose it in double quotation marks.

gring-submatch (Optional) The variable name to store any submatches that are present. A maximum of three
submatch strings can be specified.

msg Specifies the message to be logged.
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msg-text Character text, an environment variable, or a combination of the two. If the string contains
embedded blanks, enclose it in double quotation marks.
Note Messages written to syslog from an EEM applet are not screened for EEM syslog

events, which may lead to recursive EEM syslog events. Messages sent from an
EEM applet include the applet name for identification.

wait-interval  The wait interval range is from 1 to 31536000.

else Identifies the else conditional action block. If a statement is not associated with this applet,
events are still triggered without any action or result.

break Causes an immediate exit from a loop of actions. Skips all the actions down to the related
end action.

continue Causes the loop to continue with the next iteration.

elseif Identifies the beginning of an elseif conditional action block when an EEM applet is triggered.

while Identifies the while conditional action block when an EEM applet is triggered.

set Sets the value of a variable when an EEM applet is triggered.

increment Increments the value of the variable with the long integer specified.

handle-error Specifies the error.

gets Specifies an input from the local tty in a synchronous applet and stores the value in the given
variable when an EEM applet is triggered

foreach Specifies the iteration of an input string using the delimiter as a tokenizing pattern.

divide Specifies the dividend value by the given divisor value when an EEM applet is triggered.

decrement Decrements the value of the variable with the integer specified.

counter Specifies the counter to be set or modified.

append Appends the given string value to the current value of the variable specified.

Command Default No messages are written to syslog.

No reload of the Cisco 10S software is performed.

No regular expression patterns are matched.

Command Modes Applet configuration (config-applet)

Command History Release

Modifications

Cisco IOS XE Catalyst SD-WAN Release 17.7.1a  This command was introduced.

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference



| Event Commands

Usage Guidelines

Examples

action (EEM) .

Release Modifications

Cisco I0S XE Catalyst SD-WAN Release 17.14.1a  The EEM configurations such as else, break, continue,
elseif, while, set, increment, handle-error, gets,
foreach, divide, decrement, counter, and append are
supported.

For usage guidelines, see the Cisco IOS XE action (EEM) commands.

Use the action else command to identify the else conditional action block. If a statement is not associated
with this applet, events are still triggered without any action or result. A warning message stating that no
statements are associated with this applet is displayed at the exit time of the configuration.

The following example shows how to specify a message to be sent to syslog when the memory-fail
applet is triggered:

Device (config) # event manager applet memory-fail

Device (config-applet)# event snmp oid 1.3.6.1.4.1.9.9.48.1.1.1.6.1 get-type exact entry-op
1t entry-val 5120000 poll-interval 10

Device (config-applet)# action 4.0 syslog msg "Memory exhausted; current available memory
is $ snmp oid val bytes"

The following example shows how to reload the Cisco IOS software when the memory-fail applet
is triggered:

Device (config) # event manager applet memory-fail

Device (config-applet)# event snmp oid 1.3.6.1.4.1.9.9.48.1.1.1.6.1 get-type exact entry-op
1t entry-val 5120000 poll-interval 10

Device (config-applet)# action 3.0 reload

The following example shows how to define a regular expression match:

Device (config-applet) # event manager applet regexp
Device (config-applet)# event none
Device (config-applet)# action 1 regexp "(.*) (.*) (.*)" "one two three" _match _subl

The following example shows how to configure an EEM applet to break from a loop of actions:

Device (config) # event manager applet loop
Device (config-applet) # event none

Device (config-applet)# action 1 while 1 eq 1
Device (config-applet) # action 2 break

Device (config-applet)# action 3 end

The following example shows how to configure an EEM applet to continue from a loop of actions:

Device (config) # event manager applet loop
Device (config-applet)# event none

Device (config-applet)# action 2 continue
Device (config-applet)# action 3 end

The following example shows how to identify the beginning of an else action block:

Device (config)# event manager applet loop
config-applet)# event none
config-applet)# action label2 else

config-applet)# action 3 end

Device
Device
Device

Cisco 10S XE Catalyst SD-WAN Qualified Command Reference .


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book/eem-cr-a1.html

. event ipsla

Event Commands |

The following example shows how to identify the beginning of the elseif conditional action block.

Device (config) # event manager applet action
Device (config-applet) # event none

(
(
Device (config-applet) # action 1.
Device (config-applet)
Device (config-applet)
Device (config-applet)
( )
(
(

Device

config-applet
Device (config-applet)

0 set x "5"
# action 2.0 if $x 1t 3
# action 3.0 puts "$x is less than 3"
# action 4.0 elseif $x 1t 10
# action 5.0 puts "$x is less than 10"
# action 6.0 end

Device (config) # event manager run action 5 is less than 10

event ipsla

To publish an event when an IP SLAs operation is triggered for an Embedded Event Manager (EEM) applet,
use the eventipsla command in the applet configuration mode. To disable publishing events when an IP SLAs
reaction gets triggered, use the No form of this command.

event ipsla [ group-name name ][ maxrun maxruntime-number ][ ratelimit ratelimit-number ][

reaction-type type]

no event ipsla

Syntax Description group-name

Specifies the IP SLAs group ID.

name

Name of the IP SLAs group.

reaction-type

(Optional) Specifies the reaction to be taken for the specified IP SLAs operation.

type

(Optional) Type of IP SLAs reaction. One of the following keywords can be specified:

« connectionLoss: Specifies that a reaction should occur if there is a one-way
connection loss for the monitored operation.

« icpif: Specifies that a reaction should occur if the one-way Calculated Planning
Impairment Factor (ICPIF) value violates the upper threshold or lower threshold.

» jitterAvg: Specifies that a reaction should occur if the average round-trip jitter
value violates the upper threshold or lower threshold.

« jitterDSAvQ: Specifies that a reaction should occur if the average one-way
destination-to-source jitter value violates the upper threshold or lower threshold.

» jitterSDAVQ: Specifies that a reaction should occur if the average one-way
source-to-destination jitter value violates the upper threshold or lower threshold.

» maxOfNegativeDS: Specifies that a reaction should occur if the one-way maximum
negative jitter destination-to-source threshold is violated.

» maxOfNegativeSD: Specifies that a reaction should occur if the one-way maximum
negative jitter source-to-destination threshold is violated.
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» maxOfPositiveDS: Specifies that a reaction should occur if the one-way maximum
positive jitter destination-to-source threshold is violated.

» maxOfPositiveSD: Specifies that a reaction should occur if the one-way maximum
positive jitter source-to-destination threshold is violated.

* mos: Specifies that a reaction should occur if the one-way Mean Opinion Score
(MOS) value violates the upper threshold or lower threshold.

« packetLateArrival: Specifies that a reaction should occur if the one-way number
of late packets violates the upper threshold or lower threshold.

* packetLossDS: Specifies that a reaction should occur if the one-way

destination-to-source packet loss value violates the upper threshold or lower
threshold.

« packetLossSD: Specifies that a reaction should occur if the one-way
source-to-destination packet loss value violates the upper threshold or lower
threshold.

* packetMIA: Specif ies that a reaction should occur if the one-way number of
missing packets violates the upper threshold or lower threshold.

« packetOutOfSequence: Specifies that a reaction should occur if the one-way
number of packets out of sequence violates the upper threshold or lower threshold.

* rtt: Specifies that a reaction should occur if the round-trip time violates the upper
threshold or lower threshold.

« timeout: Specifies that a reaction should occur if there is a one-way timeout for
the monitored operation.

« verifyError: Specifies that a reaction should occur if there is a one-way error
verification violation.

maxrun

(Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is
specified, the maxruntime-number value must be specified. If the maxrun keyword is
not specified, the default applet run time is 20 seconds.

maxr untime-nunber

(Optional) Number of seconds specified in SS855sSS[mmm | format, where SSSSSSSSmust
be an integer representing seconds from 0 to 31536000, and where mmm must be an
integer representing milliseconds from 0 to 999.

ratelimit

(Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number

Command Default

Command Modes

(Optional) Number of seconds specified in SS55ssSS[mmm | format, where SSSSSSSSmust
be an integer representing seconds from 0 to 31536000, and where mmm must be an
integer representing milliseconds from 0 to 999.

No events are published when IP SLAs operations are triggered.

Applet configuration (config-applet)
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Command History Release Modification

Cisco I0S XE Catalyst SD-WAN Release 17.7.1a  This command was introduced.

Usage Guidelines For usage guidelines, see the Cisco IOS XE event ipsla command.

Examples The following example shows how to publish an event when an IP SLAs operation is triggered:

Device# config-transaction
Device (config) # event manager applet EventIPSLA
Device (config-applet)# event ipsla group-name grpl reaction-type timeout maxrun 3

event manager applet

To register an applet with the Embedded Event Manager (EEM) and to enter applet configuration mode, use
the event manager applet command in global configuration mode. To unregister the applet, use the no form
of the command.

event manager applet applet-name [authorization bypass ]
no event manager applet

Syntax Description applet-name | Name of the applet file.

authorization |(Optional) Specifies AAA authorization type for applet.

bypass (Optional) Specifies EEM AAA authorization type bypass.

Command Default No EEM applets are registered.

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release This command was introduced.
17.4.1a

Usage Guidelines For usage guidelines, see the Cisco IOS XE event manager applet command.

Examples The following example shows how to register an applet with the name one and class A and enter

applet configuration mode where the timer event detector is set to trigger an event every 10 seconds.
When the event is triggered, the action syslog command writes the message “hello world” to syslog:

Device (config) # event manager applet one class A
config-applet)# event timer watchdog time 10
config-applet)# action syslog syslog msg "hello world"

config-applet) # exit

Device
Device

Device

The following example shows how to bypass the AAA authorization when registering an applet with
the name one and class A.
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Device (config) # event manager applet one class A authorization bypass
Device (config-applet) #

event manager session cli username

To associate a username with Embedded Event Manager (EEM) policies that use the CLI library, use the
event manager session cli username command in global configuration mode. To remove the username
association with EEM policies that use the CLI library, use the no form of the command.

event manager session cli username username privilege privilege-level
no event manager session cli

Syntax Description

username Username assigned to EEM CLI sessions that are initiated by EEM policies.
privilege Sets the privilege level for the user. Range: 0 to 15. Default is 1.
privilege-level

Command Modes

Command Default

Global configuration (config)

No username is associated with EEM CLI sessions.

Command History

Usage Guidelines

Examples

event none

Release Modification
Cisco IOS XE Catalyst SD-WAN Release This command was introduced.
17.4.1a

For usage guidelines, see the Cisco IOS XE event manager session cli username command.

The following example of the event manager session cli username command associates the username
eemuser with EEM CLI sessions initiated by EEM policies:

Device (config) # event manager session cli username eemuser

To specify that an Embedded Event Manager (EEM) policy is to be registered with the EEM and can be run
manually, use the event none command in applet configuration mode. To remove the event none command
from the configuration file, use the no form of the command.

event none [ maxrun maxruntime-number ][ ratelimit ratelimit-number ]
no event none

Syntax Description

maxrun (Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is
specified, the maxruntime-number value must be specified. If the maxrun keyword
is not specified, the default applet run time is 20 seconds.
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maxr unti me-number

(Optional) Number of seconds specified in ssssssss.mmm] format, where ssssssss
must be an integer representing seconds between 0 and 31536000, inclusive, and
where mmm must be an integer representing milliseconds between 0 and 999).

ratelimit

(Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number

(Optional) Number of seconds specified in S55SSSSS [mmm | format, where SSSSSSSS
must be an integer representing seconds from 0 to 31536000, and where mmm must
be an integer representing milliseconds from 0 to 999.

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE Catalyst SD-WAN Release This command was introduced.

17.7.1a

For usage guidelines, see the Cisco IOS XE event none command.

The following example shows how to register a policy named manual-policy to be run manually and
then how to execute the policy:

Device (config) # event manager applet manual-policy
Device (config-applet) # event none

Device (config-applet) # exit

Device# event manager run manual-policy

event routing

To publish an event when route entries change in Routing Information Base (RIB) infrastructure, use the
event routing command in applet configuration mode. To stop publishing events when route entries change
in RIB, use the no form of the command.

event  routing network ip-address/length [ type {add |all | modify |remove } ] [ maxrun
maxruntime-number ][ ratelimit ratelimit-number ]
no event routing

Syntax Description network Specifies the network ip address and length, whose route is to be monitored.

ip-address/ length

The ip address and length of the network to be monitored. For example, 192.0.2.4/8.

type (Optional) Specifies the desired policy trigger. The default is all.
add Specifies that an entry is added to the routing table.

all Specifies that a routing table entry is added, removed, or modified.
modify Specifies that an entry in the routing table is modified.

remove Specifies that an entry is removed from the routing table
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Command Default

Command Modes

event routing .

maxrun

(Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is
specified, the maxruntime-number value must be specified. If the maxrun keyword
is not specified, the default applet run time is 20 seconds.

maxr unti me-number

(Optional) Number of seconds specified in ssssssss[.mmm] format, where ssssssss
must be an integer representing seconds from 0 to 31536000, inclusive, and where
mmm must be an integer representing milliseconds between 0 and 999.

ratelimit

(Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number

(Optional) Number of seconds specified in SSSSSSSS [mmm ] format, where SSSSSSSS
must be an integer representing seconds from 0 to 31536000, and where mmm must
be an integer representing milliseconds from 0 to 999.

By default, no events are published when route entries change in RIB infrastructure.

Applet configuration (config-applet)

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE Catalyst SD-WAN Release This command was introduced.

17.7.1a

For usage guidelines, see the Cisco IOS XE event routing command.

The following example shows how a specific route entries change when many parameters are

monitored:

Device# configure terminal
Device (config) # event manager applet EventRouting
Device (config-applet) # event routing network 192.0.2.4/8 type add maxrun 56

The following example shows the output for the Cisco IOS version that uses the old routing API

(v1.0):

Device# show event manager detector routing

No. Name Version

Node Type

1 routing 01.00 node0/0 RP

The following example shows the output for the Cisco I0S version that uses the new routing API

(v2.0):

Device# show event manager detector routing

No. Name Version

Node Type

1 routing 02.00 node0/0 RP
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event syslog

To specify the event criteria for an Embedded Event Manager (EEM) applet that is run by matching syslog
messages, use the event syslog command in applet configuration mode. To remove the syslog message event
criteria, use the no form of the command.

event syslog [ pattern regular-expression ][ occurs num-occurrences] [ period period-value
] [ratelimit ratelimit-number ] [ maxrun maxruntime-number ]
no event syslog

Syntax Description

pattern Specifies that a regular expression is used to perform the syslog message pattern
match.

regular-expression | String value that is the pattern to be matched.

occurs (Optional) Specifies the number of matching occurrences before an EEM event is
triggered. If a number is not specified, an EEM event is triggered after the first match.

num-occurrences (Optional) Integer in the range of 1 to 32, inclusive.

eriod (Optional) Specifies the time interval during which the one or more occurrences must
p P P g
take place. If the period keyword is not specified, no time-period check is applied.

period-value (Optional) Number that represents seconds and optional milliseconds in the format
ssssssssss[.mmm)]. The range for seconds is from 0 to 4294967295. The range for
milliseconds is from 0 to 999. If using milliseconds only, specify the milliseconds in
the format 0.mmm.

maxrun (Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is
specified, the maxruntime-number value must be specified. If the maxrun keyword
is not specified, the default applet run time is 20 seconds.

maxruntime-number | (Optional) Number of seconds specified in ssssssss[.mmm] format, where ssssssss
must be an integer representing seconds between 0 and 31536000, inclusive, and
where mmm must be an integer representing milliseconds between 0 and 999).

ratelimit (Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number (Optional) Number of seconds specified in $SSsSSSS [mmm ] format, where SSSSSSSS
must be an integer representing seconds from 0 to 31536000, and where mmm must
be an integer representing milliseconds from 0 to 999.

Command Default

Command Modes

No EEM events are triggered on the basis of matches with syslog messages.

Applet configuration (config-applet)

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release This command was introduced.
17.7.1a
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Usage Guidelines

Examples

event timer .

For usage guidelines, see the Cisco IOS XE event syslog command.

The following example shows how to specify an EEM applet to run when the syslog identifies that
Ethernet interface 1/0 is down. The applet sends a message about the interface to the syslog.

Device (config) # event manager applet interface-down
Device (config-applet)# event syslog pattern {.*UPDOWN.*Ethernetl/0.*} occurs 4

event timer

To specify the event criteria for an Embedded Event Manager (EEM) applet that is run based on time-specific
events, use the event timer command in applet configuration mode. To remove the time-specific event criteria,
use the no form of this command.

event timer { cron [ cron-entry cron-entry | maxrun maxrun-number | name timer-name | ratelimit
ratelimit-number ] | watchdog [ maxrun maxrun-number | name timer-name | ratelimit ratelimit-number
| time time-value] }

no event timer

Syntax Description

cron Specifies that an event is triggered when the CRON string specification matches the
current time.

cron-entry Specifies the first five fields of a UNIX crontab entry as used with the UNIX CRON
daemon.
cron-entry Text string that consists of five fields separated by spaces. The fields represent the

times and dates when CRON timer events will be triggered. Fields and corresponding
values are as follows:

* minute: A number in the range from 0 to 59 that specifies when a CRON timer
event is triggered.

* hour: A number in the range from 0 to 23 that specifies when a CRON timer
event is triggered.

+ day-of-month: A number in the range from 1 to 31 that specifies the day of the
month when a CRON timer event is triggered.

» month: A number in the range from 1 to 12 or the first three letters (not
case-sensitive) of the name of the month in which a CRON timer event is triggered.

+ day-of-week: A number in the range from 0 to 6 (Sunday is 0) or the first three
letters (not case-sensitive) of the name of the day when a CRON timer event is
triggered.

Instead of the first five fields, special strings can be entered. See the “Usage Guidelines”
section for details.

watchdog Specifies that an event is triggered when the specified time counts down to zero. The
timer automatically resets to the initial value and continues to count down.

name (Optional) Specifies that the timer is named.
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. event timer

Command Default

Command Modes

Event Commands |

timer-name

(Optional) Name of the timer.

maxrun

(Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is
specified, the maxruntime-number value must be specified. If the maxrun keyword is
not specified, the default applet run time is 20 seconds.

maxr untime-number

(Optional) Number of seconds specified in ssssssss[.mmm] format, where ssssssss
must be an integer representing seconds between 0 and 31536000, inclusive, and where
mmm must be an integer representing milliseconds between 0 and 999).

ratelimit

(Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number

(Optional) Number of seconds specified in [mmm ] format, where
must be an integer representing seconds from 0 to 31536000, and where mmm must
be an integer representing milliseconds from 0 to 999.

time

Specifies the time interval during which the event must take place.

time-value

Integer that specifies, in seconds and optional milliseconds, the time interval during
which the event must take place. The range for seconds is from 0 to 4294967295 and
the range for milliseconds is from 0 to 999. The format is ssssss[.mmm]. When only
milliseconds are specified, use the format 0.mmm.

No EEM events are triggered on the basis of time-specific events.

Applet configuration

Command History

Usage Guidelines

Examples

Release

Modification

Cisco IOS XE Catalyst SD-WAN Release This command was introduced.

17.7.1a

For usage guidelines, see the Cisco IOS XE event timer command.

The following example shows how to specify that an event is triggered at 1:01 a.m. on January 1

each year:

Device (config) # event manager applet timer-cronl

Device (config-applet)# event timer cron cron-entry 1 1 1 1 * name Janl

The following example shows how to specify that an event is triggered at noon on Monday through
Friday of every week:

Device (config) # event manager applet timer-cron2
Device (config-applet)# event timer cron cron-entry 0 12 * * 1-5 name MonFri

The following example shows how to specify that an event is triggered at midnight on Sunday every
week:

Device (config) # event manager applet timer-cron3
Device (config-applet) # event timer cron cron-entry @weekly name Sunday
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event track .

The following example shows how to specify that an event is triggered every 5 hours:

Device (config) # event manager applet timer-watch
Device (config-applet)# event timer watchdog time 18000

event track

To specify the event criteria for an Embedded Event Manager (EEM) applet that is run based on a Cisco I0S
Object Tracking subsystem report for the specified object number, use the event track command in applet
configuration mode. To remove the report event criteria, use the no form of this command.

event track object-number [state {up |down |any }] [ maxrun maxruntime-number ] [ ratelimit

ratelimit-number ]

no event track object-number

Syntax Description

Command Default

Command Modes

obj ect-number Tracked object number in the range from 1 to 500, inclusive. The number is defined
using the track stub command.

state (Optional) Specifies that the tracked object transition will cause an event to be raised.

up (Optional) Specifies that an event will be raised when the tracked object transitions
from a down state to an up state.

down (Optional) Specifies that an event will be raised when the tracked object transitions
from an up state to a down state.

any (Optional) Specifies that an event will be raised when the tracked object transitions
to or from any state. This is the default.

maxrun (Optional) Specifies the maximum runtime of the applet. If the maxrun keyword is

specified, the maxruntime-number value must be specified. If the maxrun keyword
is not specified, the default applet run time is 20 seconds.

maxr unti me-number

(Optional) Number of seconds specified in ssssssss[.mmm] format, where ssssssss
must be an integer representing seconds between 0 and 31536000, inclusive, and
where mmm must be an integer representing milliseconds between 0 and 999).

ratelimit

(Optional) Specifies the ratelimit time interval of the applet. If the ratelimit keyword
is specified, the ratelimit-number value must be specified.

ratelimit-number

(Optional) Number of seconds specified in SSSSSSSS [mmm ] format, where SSSSSSSS
must be an integer representing seconds from 0 to 31536000, and where mmm must
be an integer representing milliseconds from 0 to 999.

No EEM event criteria are specified.

Applet configuration (config-applet)
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Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager CLI
17.7.1a templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE event track command.

Examples The following example shows how to specify event criteria based on a tracked object:

Device (config) # event manager applet track-ten
Device (config-applet) # event track 10 state any
Device (config-applet)# action 1.0 track set 10 state up
Device (config-applet)# action 2.0 track read 10
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CHAPTER 21

Frame-Relay-Native Commands

* frame-relay Imi-type , on page 245

* frame-relay intf-type, on page 246

* frame-relay interface-dlci, on page 247

* frame-relay multilink bandwidth-class, on page 248
* interface, on page 249

« interface MFR, on page 252

* ip address, on page 253

* encapsulation frame-relay, on page 254

frame-relay Imi-type

To select the Local Management Interface (LMI) type, use the frame-relay Imi-type command in interface
configuration mode. To return to the default LMI type, use the no form of this command.

frame-relay Imi-type {ansi}
no frame-relay Imi-type {ansi}

Syntax Description

Command Default

Command Modes

ansi | Annex D defined by American National Standards Institute (ANSI) standard T1.617.

LMI autosense is active and determines the LMI type by communicating with the switch.

Interface configuration (config-if)

Command History

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.3.1a CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE frame-relay Imi-type command.

The following is an example of the commands you might enter to configure an interface for the ANSI
Annex D LMI type:
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interface Serial 0/1/0
encapsulation frame-relay
frame-relay lmi-type ansi

frame-relay intf-type

To configure a Frame Relay switch type, use the frame-relay intf-type command in interface configuration
mode. To disable the switch, use the no form of this command.

frame-relay intf-type [dce |dte]
no frame-relay intf-type [dce |dte]

Syntax Description

Command Default

Command Modes

dce | (Optional) Router or access server functions as a switch connected to a router.

dte |(Optional) Router or access server is connected to a Frame Relay network.

The router or access server is connected to a Frame Relay network.

Interface configuration (config-if)

Command History

Usage Guidelines

Examples

Examples

Examples

Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.3.1a CLI templates.

For usage guidelines, see the Cisco IOS XE frame-relay intf-type command.

The following example configures a DTE switch type:

interface Serial 0/1/0
frame-relay intf-type dte

The following example configures a DCE switch type on interface serial 0/0/1:5:

interface Serial 0/0/1:5
frame-relay intf-type dce

The following example configures a DTE switch type on MFR interface 1:

interface MFRL
frame-relay intf-type dte
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frame-relay interface-dici .

frame-relay interface-dlci

To assign a data-link connection identifier (DLCI) to a specified Frame Relay subinterface on the router or
access server, to assign a specific permanent virtual circuit (PVC) to a DLCI, use the frame-relay interface-dici
command in interface configuration mode. To remove this assignment, use the no form of this command.

frame-relay interface-dici dici
no frame-relay interface-dici dici

Syntax Description | dici | DLCI number to be used on the specified subinterface.

Range: 16-1007

Command Default No DLCI is assigned.

Command Modes
Interface configuration (config-if)

Subinterface configuration (config-subif)

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.3.1a CLI templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE frame-relay interface-dlci command.

Examples

The following example assigns DLCI 80 to the main interface and then removes it.

Router (config) # interface Serial 0/1/0

Router (config-if) # frame-relay interface-dlci 80
Router (config-fr-dlci)# exit

Router (config-if)# interface Serial 0/1/0

Router (config-if)# no frame-relay interface-dlci 80

The following example assigns DLCI 100 to a point-to-point serial interface.

Router (config) # interface Serial 0/1/0.2
Router (config-if) # encapsulation frame-relay ietf
Router (config-if) # frame-relay interface-dlci 100

The following example assigns DLCI 100 on MFR interface 1:

Router (config) # interface MFRL
Router (config-if) # frame-relay interface-dlci 100
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frame-relay multilink bandwidth-class

To specify the criterion used to activate or deactivate a Frame Relay bundle, use the frame-relay multilink
bandwidth-class command in interface configuration mode. To reset the bandwidth class to the default, use

the no form of this command.

frame-relay multilink bandwidth-class {a |b |c}

no frame-relay multilink bandwidth-class

Syntax Description a |Bandwidth class A (single link) criterion will be used to activate or deactivate the Frame Relay bundle.

This is the default.

* Criterion for activation--One or more bundle links indicate (by issuing a BL__ACTIVATE message)
that operational bandwidth is available. When this occurs, the bundle emulates a physical link by
issuing a PH ACTIVATE message to the data-link layer.

* Criterion for deactivation--All bundle links are down and issue a BL_DEACTIVATE message,
which triggers a PH DEACTIVATE message to be sent to the data-link layer, indicating that the
Frame Relay bundle cannot accept frames.

b | Bandwidth class B (all links) criterion will be used to activate or deactivate the Frame Relay bundle.

* Criterion for activation--All bundle links indicate (by issuing a BL__ACTIVATE message) that
operational bandwidth is available. When this occurs, the bundle emulates a physical link by issuing
a PH_ACTIVATE message to the data-link layer.

* Criterion for deactivation--Any bundle link is down and issues a BL_DEACTIVATE message,
which triggers a PH DEACTIVATE message to be sent to the data-link layer, indicating that the
Frame Relay bundle cannot accept frames.

¢ |Bandwidth class C (threshold) criterion will be used to activate or deactivate the Frame Relay bundle.

* Criterion for activation--The minimum number of links in the configured bundle issue a
BL ACTIVATE message. When this occurs, the bundle emulates a physical link by issuing a
PH_ACTIVATE message to the data-link layer.

* Criterion for deactivation--The number of bundle links issuing a BL_ACTIVATE message falls
below the configured threshold value. When this occurs, a PH_DEACTIVATE message is sent to
the data-link layer, which indicates that the Frame Relay bundle cannot accept frames.

Command Default Frame Relay bundles use bandwidth class A (single link).

Command Modes
Interface configuration (config-if)

Command History Release

Modification

Cisco I0S XE Catalyst SD-WAN Release
17.3.1a

Command qualified for use in Cisco SD-WAN Manager
CLI templates.
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Usage Guidelines

Examples

interface

interface .

For usage guidelines, see the Cisco IOS XE frame-relay multilink bandwidth-class command.

The following example shows how to specify the class A (single link) bandwidth class to trigger
activation or deactivation of the Frame Relay bundle on MFR interface 1:

interface MFRI1
frame-relay multilink bandwidth-class a

The following example shows how to specify the class B (all links) bandwidth class to trigger
activation or deactivation of the Frame Relay bundle on MFR interface 1:

interface MFRI1
frame-relay multilink bandwidth-class b

The following example shows how to specify the class C (threshold) bandwidth class to trigger
activation or deactivation of the Frame Relay bundle on MFR interface 1:

interface MFRI1
frame-relay multilink bandwidth-class c

To configure an interface type and to enter interface configuration mode, use the interface command in the
global configuration mode.

interface type number . subinterface-number
interface type dlot/ subslot / port . subinterface-number [point-to-point]
no interface type number . subinterface-number

no interface type dlot/ subslot / port .  subinterface-number [point-to-point]

Syntax Description

type Type of interface to be configured. See the table below.

number Port, connector, or interface card number. The numbers are assigned at the factory at
the time of installation or when added to a system; they can be displayed with the
showinterfaces command.

dot Chassis slot number.

Refer to the appropriate hardware manual for slot information. For SIPs, refer to the
platform-specific SPA hardware installation guide or the corresponding "Identifying
Slots and Subslots for SIPs and SPAs" topic in the platform-specific SPA software
configuration guide.

/ subslot Secondary slot number on a SIP where a SPA is installed. The slash (/) is required.

Refer to the platform-specific SPA hardware installation guide and the corresponding
"Specifying the Interface Address on a SPA" topic in the platform-specific SPA
software configuration guide for subslot information.
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/ port

Port or interface number. Theslash(/)is required.

Refer to the appropriate hardware manual for port information. For SPAs, refer to
the corresponding “Specifying the Interface Address on a SPA” topics in the
platform-specific SPA software configuration guide.

subinterface-number

Subinterface number in the range 1 to 4294967293. The number that precedes the
period (.) must match the number to which this subinterface belongs.

point-to-point

(Optional) Specifies a point-to-point subinterface.

Command Default No interface types are configured.
Command Modes Global configuration (config)
Command History Release Modification
Cisco I0S XE Release Commands of the following form were qualified for use in Cisco vManage

Amsterdam 17.2.1v

CLI templates:
* interface ATM 0/3/0

« interface ATM 0/3/0.1 point-to-point
« interface Dialer 1

- interface GigabitEthernet 1

« interface GigabitEthernet 1.101

- interface Loopback 100

* interface Tunnel 10

« interface VirtualPortGroup 0

« interface Vlan 1

Cisco IOS XE Release
Amsterdam 17.3.1

Commands of the following form were qualified for use in Cisco vManage
CLI templates:

« interface Serial 2/0
« interface Serial 0/1/0

« interface Serial 0/1/0.2 point-to-point

Usage Guidelines The table below displays the keywords that represent the types of interfaces that can be configured with the
interface command. Replace the type argument with the appropriate keyword from the table.

Usage Guidelines Starting from Cisco IOS XE Catalyst SD-WAN Release 17.15.1a, size limit for interface is within the range
1 to 31 for interface commands.
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Usage Guidelines

interface .

Table 15: Interface Type Keywords

Keyword Interface Type

ATM ATM interface.

Dialer Dialer interface.

GigabitEthernet | 1000-Mbps Ethernet interface.

Loopback Software-only loopback interface that emulates an interface that is always up. It is a
virtual interface supported on all platforms. The number argument is the number of the
loopback interface that you want to create or configure. There is no limit on the number
of loopback interfaces that you can create.

Serial Serial interface.

Tunnel Tunnel interface; a virtual interface. The number argument is the number of the tunnel
interface that you want to create or configure. There is no limit on the number of tunnel
interfaces that you can create.

Vlan VLAN interface.

VirtualPortGroup | Virtual Port Group interface.

For more usage guidelines, see interface.

ATM Interface

Device (config) # interface ATM 0/3/0
Device (config-if) #

Device (config) # interface ATM 0/3/0.1 point-to-point
Device (config-if) #

Dialer Interface

Device (config)# interface Dialer 1
Device (config-if) #

GigabitEthernet Interface

Device (config)# interface GigabitEthernet 1
Device (config-if) #

Device (config) # interface GigabitEthernet 1.101
Device (config-if) #

Loopback Interface

Router (config) # interface Loopback 100
Router (config-if) #
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. interface MFR

Serial Interface

Router (config) # interface Serial 2/0
Router (config-if) #

Router (config)# interface Serial 0/1/0
Router (config-if) #

Router (config) # interface Serial 0/1/0.2 point-to-point
Router (config-if) #

Router (config) # interface Serial 0/0/1:5
Router (config-if) #

Tunnel Interface

Router (config) # interface Tunnel 10
Router (config-if) #

Virtual Port Group Interface

Router (config) # interface VirtualPortGroup 0
Router (config-if) #

VLAN Interface

Router (config) # interface Vlan 1
Router (config-if) #

interface MFR

To configure a multilink Frame Relay bundle interface, use the interface MFR command in global configuration
mode. To remove the bundle interface, use the no form of this command.

interface MFR number
no interface MFR number

Syntax Description | number | Number that will uniquely identify this bundle interface. Range: 0 to 2147483647.

Command Default A Frame Relay bundle interface is not configured.

Command Modes Global configuration (config)

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference



| Frame-Relay-Native Commands

ip address .
Command History Release Modification
Cisco I0S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.3.1a CLI templates.
Usage Guidelines For usage guidelines, see the Cisco IOS XE interface MFR command.
Examples

The following example shows the configuration of a bundle interface called “MFR 1.”

interface MFR1

Ip address

To set a primary or secondary IP address for an interface, use the ip address command in interface or
sub-interface configuration mode. To remove an IP address or disable IP processing, use the no form of this
command.

ip address ip-address [mask]
no ip address [ip-address|] [mask]

Syntax Description ip-address |IP address.

mask (Optional) Mask for the associated IP subnet.

Command Default No IP address is defined for the interface.

Command Modes Interface configuration (config-if)

Sub-interface configuration (config-subif)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.2.1v | Qualified for use in Cisco vManage CLI templates.

Usage Guidelines For the usage guidelines, see the Cisco I0S XE ip address command.

Exa"““es Device (config) # interface ATM 0/3/0.1 point-to-point

Device (config-if)# ip address 192.10.6.5

Device (config) # interface ATM 0/3/0.1

Device (config-subif)# ip address 10.0.0.0 255.255.255.252

Device (config) # interface Serial 0/1/0.2

Device (config-if)# ip address 10.1.1.1 255.255.255.0
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. encapsulation frame-relay

Device (config) # interface Serial 0/0/1:5

Device (config-if)# ip address 10.1.1.1 255.255.255.0

Device (config) # interface MFR1

Device (config-if)# ip address 10.4.4.4 255.255.255.0

encapsulation frame-relay

To enable Frame Relay encapsulation, use the encapsulation frame-relay command in interface configuration
mode. To disable Frame Relay encapsulation, use the no form of this command.

encapsulation frame-relay [ ietf ]
no encapsulation frame-relay [ ietf]

Syntax Description

ietf |(Optional) Sets the encapsulation method to comply with the Internet Engineering Task Force (IETF)
standard (RFC 1490). Use this keyword when connecting to another vendor's equipment across a
Frame Relay network.

Command Default

Command Modes

The default is the encapsulation of Cisco.

Interface configuration (config-if)

Command History

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.3.1a CLI templates.

Usage Guidelines

Examples

For usage guidelines, see the Cisco IOS XE encapsulation frame-relay command.

In the following example, use the ietf keyword if your router or access server is connected to another
vendor's equipment across a Frame Relay network to confirm with RFC 1490:

interface Serial 0/1/0
encapsulation frame-relay ietf

The following example configures Cisco Frame Relay encapsulation on interface serial 0/0/1:5:

interface Serial 0/0/1:5
encapsulation frame-relay
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CHAPTER 22

Global Configuration Commands

* clock, on page 255

* config-transaction, on page 256

* crypto isakmp diagnose error, on page 257
* hostname, on page 258

* line, on page 258

* login authentication, on page 259

* login on-success log, on page 260

» mac address-table aging-time, on page 261
» mac address-table static, on page 261

» memory free low-watermark processor, on page 262
* platform qfp utilization monitor load, on page 263
* platform-resource, on page 264

* sdwan, on page 264

* service password-recovery, on page 265

* service tcp-small-servers, on page 265

* service timestamps, on page 266

* service udp-small-servers, on page 268

* speed, on page 269

* stopbits, on page 269

* transport input, on page 270

* transport output, on page 271

* username, on page 271

clock

Set the timezone to use on the local device.

clock timezone timezone hours-offset
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Syntax Description

timezone Set the timezone on the device. timezone is one of the timezones in the tz database (also
timezone called tzdata, the zoneinfo database, or the IANA timezone database).

Default: UTC

hours-offset Hours offset from Coordinated Universal Time (UTC). Range is from —23 to +23.

Command Default

Command Modes

Usage Guidelines

UTC

Global configuration (config)

Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

For usage guidelines, see the Cisco IOS XE clock timezone command.

Examples

Device (config)# clock timezone UTC 20

config-transaction

Syntax Description

To enter global configuration mode on a Cisco IOS XE Catalyst SD-WAN device, use the config-transaction
command in privileged EXEC mode.

config-transaction

This command has no keywords or arguments.

Command Default ~ None

Command History Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines

Use this command to enter global configuration mode on a Cisco IOS XE Catalyst SD-WAN device. Commands
entered in this mode are written to the running configuration file, but saved in the running config after commit.

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/command/bsm-cr-book/bsm-cr-a1.html#wp1568108159

| Global Configuration Commands

crypto isakmp diagnose error .

Example

The following example shows how to enter global configuration mode from privileged EXEC and
set an ip address for a name server, then commit changes.

Device# config-transaction
Device (config)# ip name-server 10.255.1.1
Device (config)# commit

Table 16: Related Commands

Commands Description

commit Submits changes and writes to memory.

end Cancels and exits out to privileged EXEC mode.
yes Sends yes.

no Sends no.

cancel Cancels changes.

crypto isakmp diagnose error

To set the count of display errors for Internet Security Association and Key Management Protocol (ISAKMP),
use the crypto isakmp diagnose error command in global configuration mode. To remove the ISAKMP
error count, use the No form of this command.

crypto isakmp diagnose error count
no crypto isakmp diagnose error count

Syntax Description

Command Default

Command Modes

count  Sets error
counters.

ISAKMP error diagnostic is enabled by default.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

IKE is a hybrid protocol that implements the Oakley key exchange and key exchange inside the framework.
IKE is a key management protocol standard that is used in conjunction to configure basic VPNs. IPsec can
be configured without IKE, but IKE enhances [Psec by providing additional features, flexibility, and ease of
configuration for the IPsec standard.
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. hostname

hosthame

Example

Global Configuration Commands |

The following example shows how to configure the crypto diagnose error count to 10.

Device (config) # crypto isakmp diagnose error 10

To specify or modify the hostname for the network server, use the hostname command in global configuration

mode.

hostname name

Syntax Description

Command Default

Command Modes

name | New hostname for the network server.

The default hostname is Router.

Global configuration (config)

Command History

Usage Guidelines

line

Release Modification
Cisco I0S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

For usage guidelines, see the Cisco IOS XE hostname command.

To identify a specific line for configuration and enter line configuration collection mode, use the line command
in global configuration mode. To remove configuration from a specific line, use the no form of this command.

line { auto-consolidation |aux |con 0 |range | vty line-number }
no line { auto-consolidation aux |con O |range |vty line-number }

auto-consolidation | Enable or disable auto-consolidation of terminal lines.

aux (Optional) Auxiliary EIA/TIA-232 DTE port. Must be addressed as relative line 0. The
auxiliary port can be used for modem support and asynchronous connections.

conO Console 0 terminal line. The console port is DCE.

vty Virtual terminal line for remote console access.

range Range of lines with first line number and last line number.

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fundamentals/command/Cisco_IOS_Configuration_Fundamentals_Command_Reference/F_through_K.html#wp2689140485

| Global Configuration Commands

Command Default

Command Modes

login authentication .

line-number Relative number of the virtual terminal line (or the first line in a contiguous group) that

you want to configure when the line type is specified. Numbering begins with zero.

You can either configure a single line or a range.

There is no default line.

Global configuration

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE Catalyst SD-WAN Release 17.2.1v | Command qualified for use in Cisco vManage CLI

templates.
Cisco 10S XE Catalyst SD-WAN Release Additional parameters qualified: auto-consolidation, aux
17.10.1a and range.

For usage guidelines, see the Cisco 10S line command.

The terminal from which you locally configure the router is attached to the console port. To configure
line parameters for the console port, enter the following:

line console 0

The following example starts configuration for virtual terminal lines 0 to 4:

line vty 0 4

The following example configuration shows how to disable auto-consolidation:

line auto-consolidation

To configure line parameters for the auxiliary port, enter the following:

line aux

0

The following example starts configuration for a range of lines:

line range 1 5

login authentication

To enable authentication, authorization, and accounting (AAA) authentication for logins, use the login
authenticationcommand inline configuration mode. To return to the default specified by the aaa authentication
login command, use the no form of this command.

login authentication  { default }
no login authentication { default }

Syntax Description

Command Default

default

Uses the default list created with the aaa authentication login command.

Uses the default set with aaa authentication login.
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Global Configuration Commands |
. login on-success log

Command Modes
Line configuration (config-line)

Command History Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1r

Usage Guidelines

\}

Note The default option for login authentication command is available only if you enter the line configuration
mode using the line console command.

For usage guidelines, see the Cisco IOS XE login authentication command.

Examples The following example specifies that the default AAA authentication is to be used on the line:

line con 0
login authentication default

login on-success log

To generate a syslog message for successful login attempts, use the login on-success log command in global
configuration mode. To remove the syslog setting, use the N0 form of this command.

login on-success log [ every number ]
no login on-success log [ every number |

Syntax Description every Optional command.

number  The number of successful login attempts. The range is from 0 to 65535.

Command Default Every successful login attempt is logged.

Command Modes Global configuration (config)

Command History Release Modification
Cisco 10S XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

Usage Guidelines Use the login on-success log command to generate a syslog message on every successful login attempt, or

on any number of successful logins attempts up to 65535.
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| Global Configuration Commands

mac address-table aging-time .

Example

The following example shows how to configure the syslog message to log every 10th successful
login attempt.

Device (config) # login on-success log every 10

Table 17: Related Commands

Commands Description

login on-success lo Logs every successful login.
g ry g

mac address-table aging-time

To configure the maximum aging time for entries in the Layer 2 table, use the mac address-tableaging-time
command in global configuration mode. To reset maximum aging time to the default setting, use the no form
of this command.

mac address-table aging-time seconds
no mac-address-table aging-time seconds

Syntax Description

Command Default

Command Modes

seconds | MAC address table entry maximum age. Aging time is counted from the last time that the switch
detected the MAC address. The default value is 300 seconds.

The default aging time is 300 seconds.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

The aging time entry will take the specified value. Valid entries are from 10 to 1000000 seconds.

This command cannot be disabled.

The following example shows how to configure aging time to 300 seconds:

mac address-table aging-time 300

mac address-table static

To add static entries to the MAC address table or to disable Internet Group Multicast Protocol (IGMP) snooping
for a particular static multicast MAC address, use the mac address-table static command in global
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. memory free low-watermark processor

configuration mode. To remove entries profiled by the combination of specified entry information, use the
no form of this command.

mac address-table static mac-address vlan vlan-id interface typesdlot/ port
no mac-address-table static mac-address vlan vlan-id interface type slot/port

Syntax Description mac-aadress Address to add to the MAC address table.

vlan vlan-id Specifies the VLAN associated with the MAC address entry. The range
is from 2 to 100.

interface typedot/port or Specifies the interface type and the slot and port to be configured.

interface - type number On the Catalyst switches, thetype and number arguments should specify

the interface type and the slot/port or slot/subd ot/port numbers (for
example, interface pos 5/0 or interface ATM 8/0/1).

Command Default Static entries are not added to the MAC address table.

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a | Command qualified for use in Cisco vManage CLI
templates.

Usage Guidelines For usage guidelines, see the Cisco IOS XE mac address-table static command.

Examples The following example shows how to add static entries to the MAC address table:

Device (config) # mac-address-table static 0050.3e8d.6400 vlan 100 interface fastethernet5/7

memory free low-watermark processor

To set a low free memory threshold, use the memory free low-watermark processor command in global
configuration mode. To remove a low free memory threshold, use the no form of this command.

memory free low-watermark processor threshold

Syntax Description threshold  Specifies threshold in kilobytes of free processor.
The range is from 0 to 4294967295.

Command Default None

Command Modes Global configuration (config)
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| Global Configuration Commands

platform qfp utilization monitor load .

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

When a router is overloaded by processes, the amount of available memory might fall to levels insufficient
for it to issue critical notifications. Use the memory free low-watermark processor command to reserve a
region of memory to be used by the router for issuing critical notifications.

Example

The following example shows how to configure a memory threshold for the router.

Device (config) # memory free low-watermark processor 70694

platform qfp utilization monitor load

To set the default value for CPU utilization monitoring, use the platform gfp utilization monitor load
command in global configuration mode. To remove the platform qfp utilization monitor load, use the no form
of this command.

platform gfp utilization monitor load load

Syntax Description

Command Default

Command Modes

load The range is from 0 to 65535, and from range 50 to 90 can be either set to Packets Per Second (PPS)
or a percent.

The default value for this command is set to 80%.

Global configuration (config)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Catalyst SD-WAN Release Command qualified for use in Cisco SD-WAN Manager
17.2.1v CLI templates.

The qfp monitoring is set to 80 percent by default, therefore when the CPU is running at 80 percent or above
it will start to log warning and error messages. This default value can be changed to a smaller/larger percent
or globally.

Example

The following examples shows how to configure a platform qfp utilization monitor load value to
75% and 60535 pps.

Device (config) # platform qfp utilization monitor load 75
Device (config) # platform gfp utilization monitor load 60535
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. platform-resource

platform-resource

To select a template for core allocation, use the platform-resource command in configuration mode. To
remove this configuration, use the no form of this command.

platform-resource [ service-plane-heavy | data-plane-heavy ]

no platform-resource

Syntax Description  service-plane-heavy (Optional) Specifies using service plane heavy template.

data-plane-heavy (Optional) Specifies using data plane heavy template.

Command Default Platform resource template is not configured.
Command Modes Global configuration (config)
Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.5.1a Command qualified for use in Cisco vManage CLI
templates.

The following example shows how to configure vCPU distribution across the service plane.

Device (config) # platform resource service-plane-heavy

sdwan

To enter the SD-WAN configuration mode (config-sdwan) on a Cisco IOS XE SD-WAN device, enter the
sdwan command in the global configuration mode.

sdwan

Syntax Description ~ This comand has no keywords or arguments.

Command Default None

Command Modes Global configuration (config)

Command History Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.4.1a Command qualified for use in Cisco vManage CLI
templates.
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service password-recovery .

Example

Device# config-transaction
Device (config) # sdwan

service password-recovery

To enable password recovery capability, use the service password-recovery command in global configuration
mode. To disable password recovery capability, use the no service password-recovery [strict] command.

service password-recovery
no service password-recovery [strict]

Syntax Description

Command Default

Command Modes

[strict] (Optional) Restricts device recovery.

Password recovery capability is enabled.

Global configuration

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Release Command qualified for use in Cisco vManage CLI templates.
17.6.1a

For usage guidelines, see the Cisco IOS XE service password-recovery command.

Example

The following example shows how to disable password recovery capability using the no service
password-recovery strict command:

Device# configure terminal

Device (config) # no service password-recovery strict

WARNING:

Executing this command will disable the password recovery mechanism.

Do not execute this command without another plan for password recovery.
Are you sure you want to continue? [yes]: yes

service tcp-small-servers

To enable small TCP servers such as the Echo, use the service tcp-small-servers command in global
configuration mode. To disable the TCP server, use the no form of this command.

service tcp-small-servers
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. service timestamps

Command Default

Command Modes

Global Configuration Commands |

no service tcp-small-servers
TCP small servers are disabled.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE service tcp small servers command.

The following example shows how to enable small TCP servers:

Device (config) # service tcp-small-servers

service timestamps

To configure the system to apply a time stamp to debugging messages or system logging messages, use the
service timestamps command in global configuration mode. To disable this service, use the no form of this
command.

service timestamps [ debug | log ] [ uptime | datetime msec ] [ localtime ] [ show-timezone ] [ year ]
no service timestamps [ debug | log ]

Syntax Description

debug (Optional) Indicates time-stamping for debugging messages.
log (Optional) Indicates time-stamping for system logging messages.
uptime (Optional) Specifies that the time stamp should consist of the time since the system was

last rebooted. For example “4w6d” (time since last reboot is 4 weeks and 6 days).

* This is the default time-stamp format for both debugging messages and logging
messages.

* The format for uptime varies depending on how much time has elapsed:

* HHHH :MM :SS(HHHH hours: MM minutes: SSseconds) for the first 24 hours
* D dHH h (D days HH hours) after the first day
* WwD d (Wweeks D days) after the first week
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Command Default

Command Modes

service timestamps .

datetime (Optional) Specifies that the time stamp should consist of the date and time.

* The time-stamp format for datetime is MMM DD HH:MM:SS, where MMM is
the month, DD is the date, HH is the hour (in 24-hour notation), MM is the minute,
and SS is the second.

« If the datetime keyword is specified, you can optionally add the msec localtime ,
show-timezone , or year keywords.

« If the service timestamps datetime command is used without addtional keywords,
time stamps will be shown using UTC, without the year, without milliseconds, and
without a time zone name.

msec (Optional) Includes milliseconds in the time stamp, in the format HH: DD: MM: SS
mmm , where .mmm is milliseconds
localtime (Optional) Time stamp relative to the local time zone.
year (Optional) Include the year in the date-time format.
show-timezone | (Optional) Include the time zone name in the time stamp.
Note If the localtime keyword option is not used (or if the local time zone has not
been configured using the clock timezone command), time will be displayed in
Coordinated Universal Time (UTC).

Time stamps are applied to debug and logging messages.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release

Modification

Cisco I0S XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI

templates.

For usage guidelines, see the Cisco IOS XE service timestamps command.

In the following example, the router begins with time-stamping disabled. Then, the default
time-stamping is enabled (uptime time stamps applied to debug output). Then, the default
time-stamping for logging is enabled (uptime time stamps applied to logging output).

Router# show running-config | include time

no service timestamps debug uptime
no service timestamps log uptime
Router# config terminal

Device (config) # service timestamps

! issue the show running-config command in config mode using do Router (config)# do show
running-config | inc time

! shows that debug timestamping is enabled, log timestamping is disabled
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Global Configuration Commands |

. service udp-small-servers

service timestamps debug uptime

no service timestamps log uptime

! enable timestamps for logging messages
Router (config) # service timestamps log
Router (config) # do show run | inc time

service timestamps debug uptime
service timestamps log uptime
Router (config) # service sequence-numbers

Router (config) # end

000075: 5w0d: %SYS-5-CONFIG I: Configured from console by console

! The following is a level 5 system logging message

! The leading number comes from the service sequence-numbers command.

! 4w6d indicates the timestamp of 4 weeks, 6 days 000075: 4wé6d: %SYS-5-CONFIG I: Configured
from console by console

In the following example, the user enables time-stamping on logging messages using the current
time and date in Coordinated Universal Time/Greenwich Mean Time (UTC/GMT), and enables the
year to be shown.

Router (config) # service timestamps log datetime show-timezone year

Router (config) # end
! The following line shows the timestamp with datetime (11:13 PM March 22nd)
.Mar 22 2004 23:13:25 UTC: %SYS-5-CONFIG I: Configured from console by console

service udp-small-servers

Command Default

Command Modes

To enable small User Datagram Protocol (UDP) servers such as the Echo, use the service udp-small-servers
command in global configuration mode. To disable the UDP server, use the no form of this command.

service udp-small-servers
no service udp-small-servers

UDP small servers are disabled.

Global configuration (config)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Catalyst SD-WAN Release 17.3.1a | Command qualified for use in Cisco vManage CLI
templates.

For usage guidelines, see the Cisco IOS XE service udp small servers command.

The following example shows how to enable small UDP:

Router (config) # service udp-small-servers

. Cisco 10S XE Catalyst SD-WAN Qualified Command Reference


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fundamentals/command/cf_command_ref/R_through_setup.html#wp3151371062

| Global Configuration Commands

speed

speed .

To configure the speed for a Fast Ethernet or Gigabit Ethernet interface, use the speed command in line
configuration mode. To return to the default configuration, use the no form of this command.

speed speed-range
no speed speed-range

Syntax Description

Command Default

Command Modes

speed-range | Configures the interface to transmit at the specified speed range.

None

Line configuration (config-line)

Command History

Usage Guidelines

Examples

stopbits

Release Modification
Cisco 10S XE Release Command qualified for use in Cisco vManage CLI templates.
17.2.1v

For usage guidelines, see the Cisco IOS XE speed command.

The following is an example of this command

Device# configure terminal
Device (config)# line con 0
Device (config-line) # speed 9600

To configure the stop bits for the console port, use the stopbits command. To revert to the default, use the no
form of this command.

stopbits { 1}

no stopbits { 1 }

Syntax Description

Command Default

Command Modes

1 | Specifies one stop
bit.

1 stop bit

Terminal line configuration mode (config)
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. transport input

Command Histo