CHAPTER

Network Object NAT (ASA 8.3 and Later)

All NAT rules that are configured as a parameter of a network object are considered to be network object
NAT rules. Network object NAT is a quick and easy way to configure NAT for a single IP address, a range
of addresses, or a subnet. After you configure the network object, you can then identify the mapped
address for that object.

This chapter describes how to configure network object NAT, and it includes the following sections:
e Information About Network Object NAT, page 6-1
e Licensing Requirements for Network Object NAT, page 6-2
e Prerequisites for Network Object NAT, page 6-2
¢ Guidelines and Limitations, page 6-2
e Default Settings, page 6-3
e Configuring Network Object NAT, page 6-4
e Monitoring Network Object NAT, page 6-19
e Configuration Examples for Network Object NAT, page 6-20
e Feature History for Network Object NAT, page 6-45

~

Note For detailed information about how NAT works, see Chapter 5, “Information About NAT (ASA 8.3 and
Later).”

Information About Network Object NAT

When a packet enters the ASA, both the source and destination IP addresses are checked against the
network object NAT rules. The source and destination address in the packet can be translated by separate
rules if separate matches are made. These rules are not tied to each other; different combinations of rules
can be used depending on the traffic.

Because the rules are never paired, you cannot specify that a source address should be translated to A
when going to destination X, but be translated to B when going to destination Y. Use twice NAT for that
kind of functionality (twice NAT lets you identify the source and destination address in a single rule).

For detailed information about the differences between twice NAT and network object NAT, see How
NAT is Implemented, page 5-15.

Network object NAT rules are added to section 2 of the NAT rules table. For more information about
NAT ordering, see NAT Rule Order, page 5-20.
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Licensing Requirements for Network Object NAT

The following table shows the licensing requirements for this feature:

Model License Requirement
ASAv Standard or Premium License.
All other models Base License.

Prerequisites for Network Object NAT

Depending on the configuration, you can configure the mapped address inline if desired or you can create
a separate network object or network object group for the mapped address. Network object groups are
particularly useful for creating a mapped address pool with discontinous IP address ranges or multiple
hosts or subnets. To create a network object or group, see the general operations configuration guide.

For specific guidelines for objects and groups, see the configuration section for the NAT type you want
to configure. See also the Guidelines and Limitations, page 6-2 section.

Guidelines and Limitations

Context Mode Guidelines

Supported in single and multiple context mode.

Firewall Mode Guidelines

e Supported in routed and transparent firewall mode.
¢ In transparent mode, you must specify the real and mapped interfaces; you cannot use --Any--.

¢ In transparent mode, you cannot configure interface PAT, because the transparent mode interfaces
do not have IP addresses. You also cannot use the management IP address as a mapped address.

¢ In transparent mode, translating between IPv4 and IPv6 networks is not supported. Translating
between two IPv6 networks, or between two IPv4 networks is supported.

IPv6 Guidelines
e Supports IPv6. See also the NAT and IPv6, page 5-15.

e For routed mode, you can also translate between IPv4 and IPv6.

e For transparent mode, translating between IPv4 and IPv6 networks is not supported. Translating
between two IPv6 networks, or between two IPv4 networks is supported.

e For transparent mode, a PAT pool is not supported for IPv6.
e For static NAT, you can specify an IPv6 subnet up to /64. Larger subnets are not supported.

e When using FTP with NAT46, when an IPv4 FTP client connects to an IPv6 FTP server, the client
must use either the extended passive mode (EPSV) or extended port mode (EPRT); PASV and PORT
commands are not supported with IPv6.
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Default Settings

Additional Guidelines

You can only define a single NAT rule for a given object; if you want to configure multiple NAT
rules for an object, you need to create multiple objects with different names that specify the same
IP address, for example, object network obj-10.10.10.1-01, object network obj-10.10.10.1-02,
and so on.

If you change the NAT configuration, and you do not want to wait for existing translations to time
out before the new NAT configuration is used, you can clear the translation table using the clear
xlate command. However, clearing the translation table disconnects all current connections that use
translations.

N

Note If you remove a dynamic NAT or PAT rule, and then add a new rule with mapped addresses
that overlap the addresses in the removed rule, then the new rule will not be used until all
connections associated with the removed rule time out or are cleared using the clear xlate
command. This safeguard ensures that the same address is not assigned to multiple hosts.

Objects and object groups used in NAT cannot be undefined; they must include IP addresses.

You cannot use an object group with both IPv4 and IPv6 addresses; the object group must include
only one type of address.

You can use the same mapped object or group in multiple NAT rules.
The mapped IP address pool cannot include:

— The mapped interface IP address. If you specify --Any-- interface for the rule, then all interface
IP addresses are disallowed. For interface PAT (routed mode only), use the interface name
instead of the IP address.

— (Transparent mode) The management IP address.
— (Dynamic NAT) The standby interface IP address when VPN is enabled.
- Existing VPN pool addresses.

For application inspection limitations with NAT or PAT, see Default Settings and NAT Limitations,
page 8-4 in Chapter 8, “Getting Started with Application Layer Protocol Inspection.”

Default Settings

(Routed mode) The default real and mapped interface is Any, which applies the rule to all interfaces.

(8.3(1), 8.3(2), and 8.4(1)) The default behavior for identity NAT has proxy ARP disabled. You
cannot configure this setting. (8.4(2) and later) The default behavior for identity NAT has proxy
ARP enabled, matching other static NAT rules. You can disable proxy ARP if desired. See Routing
NAT Packets, page 5-22 for more information.

If you specify an optional interface, then the ASA uses the NAT configuration to determine the
egress interface. (8.3(1) through 8.4(1)) The only exception is for identity NAT, which always uses
a route lookup, regardless of the NAT configuration. (8.4(2) and later) For identity NAT, the default
behavior is to use the NAT configuration, but you have the option to always use a route lookup
instead. See Routing NAT Packets, page 5-22 for more information.
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Configuring Network Object NAT

This section describes how to configure network object NAT and includes the following topics:
e Configuring Dynamic NAT or Dynamic PAT Using a PAT Pool, page 6-4
e Configuring Dynamic PAT (Hide), page 6-8
e Configuring Static NAT or Static NAT-with-Port-Translation, page 6-11
e Configuring Identity NAT, page 6-15
e Configuring Per-Session PAT Rules, page 6-18

Configuring Dynamic NAT or Dynamic PAT Using a PAT Pool

This section describes how to configure network object NAT for dynamic NAT or for dynamic PAT using
a PAT pool. For more information, see Dynamic NAT, page 5-8 or the Dynamic PAT, page 5-10.

Guidelines

For a PAT pool:

e If available, the real source port number is used for the mapped port. However, if the real port is not
available, by default the mapped ports are chosen from the same range of ports as the real port
number: 0 to 511, 512 to 1023, and 1024 to 65535. Therefore, ports below 1024 have only a small
PAT pool that can be used. (8.4(3) and later, not including 8.5(1) or 8.6(1)) If you have a lot of traffic
that uses the lower port ranges, you can now specify for a PAT pool a flat range of ports to be used
instead of the three unequal-sized tiers: either 1024 to 65535, or 1 to 65535.

e If you use the same PAT pool object in two separate rules, then be sure to specify the same options
for each rule. For example, if one rule specifies extended PAT and a flat range, then the other rule
must also specify extended PAT and a flat range.

For extended PAT for a PAT pool:

e Many application inspections do not support extended PAT. See Default Settings and NAT
Limitations, page 8-4 in Chapter 8, “Getting Started with Application Layer Protocol Inspection,”
for a complete list of unsupported inspections.

e If you enable extended PAT for a dynamic PAT rule, then you cannot also use an address in the PAT
pool as the PAT address in a separate static NAT with port translation rule. For example, if the PAT
pool includes 10.1.1.1, then you cannot create a static NAT-with-port-translation rule using 10.1.1.1
as the PAT address.

e If you use a PAT pool and specify an interface for fallback, you cannot specify extended PAT.

e For VoIP deployments that use ICE or TURN, do not use extended PAT. ICE and TURN rely on the
PAT binding to be the same for all destinations.

For round robin for a PAT pool:

e If a host has an existing connection, then subsequent connections from that host will use the same
PAT IP address if ports are available. Note: This “stickiness” does not survive a failover. If the ASA
fails over, then subsequent connections from a host may not use the initial IP address.

¢ Round robin, especially when combined with extended PAT, can consume a large amount of
memory. Because NAT pools are created for every mapped protocol/IP address/port range, round
robin results in a large number of concurrent NAT pools, which use memory. Extended PAT results
in an even larger number of concurrent NAT pools.
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Detailed Steps

Step 1

Step 2

Step 3

Configuring Network Object NAT

Add NAT to a new or existing network object:

e To add a new network object, choose Configuration > Firewall > NAT Rules, then click Add >
Add Network Object NAT Rule.
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e To add NAT to an existing network object, choose Configuration > Firewall > Objects > Network
Objects/Groups, and then double-click a network object.

For more information, see the general operations configuration guide.
The Add/Edit Network Object dialog box appears.
For a new object, enter values for the following fields:

a. Name—The object name. Use characters a to z, A to Z, 0 to 9, a period, a dash, a comma, or an
underscore. The name must be 64 characters or less.

b. Type—Host, Network, or Range.

c. IP Address—An IPv4 or IPv6 address. If you select Range as the object type, the IP Address field
changes to allow you to enter a Start Address and an End address.

d. Netmask/Prefix Length—Enter the subnet mask or prefix length.
e. Description—(Optional) The description of the network object (up to 200 characters in length).

) Add Network Object &
Mame: myInshat
Typs: Metwark :|
1P Address: 10,120
Metmask:  |255.255.255.0 B
Descripticn:

NAT k-

248700

If the NAT section is hidden, click NAT to expand the section.
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8N Add Metwork Object
Mame: MylnsMet
Type Network
IP Address: 10.1.2.0
Metmask: 255.255.255.0 hd
Description:
NAT 2

¥| Add Automatic Address Translation Rules

Type: Dynamic -
Translated Addr:

PAT Pool Translated Address:

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

aja

|awa

Stepd  Check the Add Automatic Translation Rules check box.

Step5 From the Type drop-down list, choose Dynamic. Choose Dynamic even if you are configuring dynamic
PAT with a PAT pool.

Step6  Configure either dynamic NAT, or dynamic PAT with a PAT pool:

e Dynamic NAT—To the right of the Translated Addr field, click the browse button and choose an
existing network object or create a new object from the Browse Translated Addr dialog box.

Hame * [P Address Metmask
=I-IPwd Metwork Objects o
= oA 10.1.1.1 10.1.1.1 255,255.255... [~
nf DMZnetwarkl 20%.165.201.0  255.255.255... g
Note

addresses; it must contain one type only.

e Dynamic PAT using a PAT pool—Enable a PAT pool:

The object or group cannot contain a subnet. The group cannot contain both IPv4 and IPv6
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Step 7

Configuring Network Object NAT 1l

MNAT 3
|'_A Add Automatic Address Translation Rules
Type _Dynamic +
Translated Addr: D
™ PAT Pool Translated Address: . D
! Round Robin

Do not enter a value for the Translated Addr. field; leave it blank.

Check the PAT Pool Translated Address check box, then click the browse button and choose an
existing network object or create a new network object from the Browse Translated PAT Pool
Address dialog box.

N

Note The PAT pool object or group cannot contain a subnet. The group cannot contain both IPv4
and IPv6 addresses; it must contain one type only.

(Optional) Check the Round Robin check box to assign addresses/ports in a round-robin fashion.
By default without round robin, all ports for a PAT address will be allocated before the next PAT
address is used. The round-robin method assigns one address/port from each PAT address in the pool
before returning to use the first address again, and then the second address, and so on.

(Optional, 8.4(3) and later, not including 8.5(1) or 8.6(1)) Check the Extend PAT uniqueness to
per destination instead of per interface check box to use extended PAT. Extended PAT uses 65535
ports per service, as opposed to per IP address, by including the destination address and port in the
translation information. Normally, the destination port and address are not considered when creating
PAT translations, so you are limited to 65535 ports per PAT address. For example, with extended
PAT, you can create a translation of 10.1.1.1:1027 when going to 192.168.1.7:23 as well as a
translation of 10.1.1.1:1027 when going to 192.168.1.7:80.

(Optional, 8.4(3) and later, not including 8.5(1) or 8.6(1)) Check the Translate TCP or UDP ports
into flat range (1024-65535) check box to use the 1024 to 65535 port range as a single flat range
when allocating ports. When choosing the mapped port number for a translation, the ASA uses the
real source port number if it is available. However, without this option, if the real port is not
available, by default the mapped ports are chosen from the same range of ports as the real port
number: 1 to 511, 512 to 1023, and 1024 to 65535. To avoid running out of ports at the low ranges,
configure this setting. To use the entire range of 1 to 65535, also check the Include range 1 to 1023
check box.

(Optional, Routed Mode Only) To use the interface IP address as a backup method when the other
mapped addresses are already allocated, check the Fall through to interface PAT (dest intf) check box,
and choose the interface from the drop-down list. To use the IPv6 address of the interface, also check the
Use IPv6 for interface PAT checkbox.

- failif
management
e

I"_i'T Fall through to interface PAT(dest intf): [00E

Use IPvE for interface PAT

Advanced...

I
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Step8  (Optional) Click Advanced, and configure the following options in the Advanced NAT Settings dialog

box.
AnY £ Edit Network Object 0.0,
A, test
Any  Nane: Muinehiat )
[7j Advanced NAT Settings &3
[] Transiate DNS reples for rule
Interface
Source Interface: Irisade “f'_.
Destination Interface: | — Any — o
— Any —
Hinside
Imanagement
I'n';J"'IL
kmide
[ o« ][ concet |[ Hep |
o
| - 2
[}

e Translate DNS replies for rule—Translates the IP address in DNS replies. Be sure DNS inspection
is enabled (it is enabled by default). See DNS and NAT, page 5-31 for more information.

¢ (Required for Transparent Firewall Mode) Source Interface—Specifies the real interface where this
NAT rule applies. By default, the rule applies to all interfaces.

¢ (Required for Transparent Firewall Mode) Destination Interface—Specifies the mapped interface
where this NAT rule applies. By default, the rule applies to all interfaces.

When you are finished, click OK. You return to the Add/Edit Network Object dialog box.
Step9  Click OK, and then Apply.

Configuring Dynamic PAT (Hide)

This section describes how to configure network object NAT for dynamic PAT (hide). For dynamic PAT
using a PAT pool, see Configuring Dynamic NAT or Dynamic PAT Using a PAT Pool, page 6-4 instead
of using this section. For more information, see Dynamic PAT, page 5-10.

Detailed Steps
Step1  Add NAT to a new or existing network object:

e To add a new network object, choose Configuration > Firewall > NAT Rules, then click Add >
Add Network Object NAT Rule.
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Step 2

Step 3

Configuring Network Object NAT 1l
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e To add NAT to an existing network object, choose Configuration > Firewall > Objects > Network
Objects/Groups, and then double-click a network object.

For more information, see the general operations configuration guide.
The Add/Edit Network Object dialog box appears.
For a new object, enter values for the following fields:

a. Name—The object name. Use characters a to z, A to Z, 0 to 9, a period, a dash, a comma, or an
underscore. The name must be 64 characters or less.

b. Type—Host, Network, or Range.

c. IP Address—An IPv4 or IPv6 address. If you select Range as the object type, the IP Address field
changes to allow you to enter a Start Address and an End address.

d. Netmask/Prefix Length—Enter the subnet mask or prefix length.

e. Description—(Optional) The description of the network object (up to 200 characters in length).

{7) Add Network Object =
Mame: my Insiat
Typa: Matwark: :|
1P Address:  |10,1,2.0
Netmask: 255,255,255, |
Description: &
NAT 2 g

If the NAT section is hidden, click NAT to expand the section.
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- Nals) Add Network Object
MName: MylinsMet
Type MNetwaork
IP Address: 10.1.2.0
MNetmask: 255.255.255.0 A
Description:
NAT 2

™ Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: ||

00

Advanced...

Help Cancel oK

<k o]

Stepd  Check the Add Automatic Translation Rules check box.
Step5  From the Type drop-down list, choose Dynamic PAT (Hide).
A

Note  To configure dynamic PAT using a PAT pool instead of a single address, see Configuring
Dynamic NAT or Dynamic PAT Using a PAT Pool, page 6-4.

Step6  Specify a single mapped address. In the Translated Addr. field, specify the mapped IP address by doing
one of the following:

e Type a host IP address.

e Type an interface name or click the browse button, and choose an interface from the Browse
Translated Addr dialog box.

= Interfaces
B insice
Ea outside

240775

If you specify an interface name, then you enable interface PAT, where the specified interface IP
address is used as the mapped address. To use the IPv6 interface address, you must also check the
Use IPv6 for interface PAT checkbox. With interface PAT, the NAT rule only applies to the
specified mapped interface. (If you do not use interface PAT, then the rule applies to all interfaces
by default.) See Step 7 to optionally also configure the real interface to be a specific interface instead
of --Any--.
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Configuring Network Object NAT 1l

N

Note  You cannot specify an interface in transparent mode.

e Click the browse button, and choose an existing host address from the Browse Translated Addr

dialog box.
e Click the browse button, and create a new named object from the Browse Translated Addr dialog
box.
Step7  (Optional) Click Advanced, and configure the following options in the Advanced NAT Settings dialog
box.
AY B3 Edit Net Abioct 0.0,
Any test
Ane__Hama: Mufnetiat o
[0 Advanced NAT Settings &3
[[] Transhate DNS repbes for rule
Interface
Source Interface: | Insde |
Destination Interface: | — Any - ™
- Ariy —
Hnzide
Imanagement
jmomit
tside
o [ cond J[ beo |
F @
Lok || concel J[ hHen | Eg“

e Translate DNS replies for rule—Translates the IP address in DNS replies. Be sure DNS inspection
is enabled (it is enabled by default). See DNS and NAT, page 5-31 for more information.

¢ (Required for Transparent Firewall Mode) Source Interface—Specifies the real interface where this
NAT rule applies. By default, the rule applies to all interfaces.

¢ (Required for Transparent Firewall Mode) Destination Interface—Specifies the mapped interface
where this NAT rule applies. By default, the rule applies to all interfaces.

When you are finished, click OK. You return to the Add/Edit Network Object dialog box.
Step8 Click OK, and then Apply.

Configuring Static NAT or Static NAT-with-Port-Translation

This section describes how to configure a static NAT rule using network object NAT. For more
information, see Static NAT, page 5-3.

Detailed Steps

Step 1 Add NAT to a new or existing network object:
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Step 2

Step 3

e To add a new network object, choose Configuration > Firewall > NAT Rules, then click Add >
Add Network Object NAT Rule.

i Cisco ASDM |~ for ASA - 10.86.94.87
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e To add NAT to an existing network object, choose Configuration > Firewall > Objects > Network
Objects/Groups, and then double-click a network object.

For more information, see the general operations configuration guide.
The Add/Edit Network Object dialog box appears.
For a new object, enter values for the following fields:

a. Name—The object name. Use characters a to z, A to Z, 0 to 9, a period, a dash, a comma, or an
underscore. The name must be 64 characters or less.

b. Type—Network, Host, or Range.

c. IP Address—An IPv4 or IPv6 address. If you select Range as the object type, the IP Address field
changes to allow you to enter a Start Address and an End address.

d. Netmask/Prefix Length—Enter the subnet mask or prefix length.
e. Description—(Optional) The description of the network object (up to 200 characters in length).

(o TN Add Metwork Object
Name: MyLBHost
Type _ Host _:—'
IP Address: 110.1.2.27
Description: :
 NAT £

If the NAT section is hidden, click NAT to expand the section.
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Configuring Network Object NAT 1l

- NaNs] Add Metwork Object
Name: MyLBHast
Type Host
IP Address: 10.1.2.27

Description

[NAT z |
™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel 0K |

HITE

Stepd  Check the Add Automatic Translation Rules check box.
Step5  From the Type drop-down list, choose Static.
Step 6 In the Translated Addr. field, do one of the following:

e Type an IP address.

When you type an IP address, the netmask or range for the mapped network is the same as that of
the real network. For example, if the real network is a host, then this address will be a host address.
In the case of a range, then the mapped addresses include the same number of addresses as the real
range. For example, if the real address is defined as a range from 10.1.1.1 through 10.1.1.6, and you
specify 172.20.1.1 as the mapped address, then the mapped range will include 172.20.1.1 through
172.20.1.6.

e (For static NAT-with-port-translation only) Type an interface name or click the browse button, and
choose an interface from the Browse Translated Addr dialog box.

=i Interfaces
= inside
S cutside

240775

To use the IPv6 interface address, you must also check the Use IPv6 for interface PAT checkbox.
Be sure to also configure a service on the Advanced NAT Settings dialog box (see Step 8). (You
cannot specify an interface in transparent mode).

e Click the browse button, and choose an existing address from the Browse Translated Addr dialog
box.
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e Click the browse button, and create a new address from the Browse Translated Addr dialog box.

Mame: 2 IP Address Metmasi

= IPvd Metwork Objects o
= A_10.1.11 10.1.1.1 255.255.255... -
al DMznetworkd 209.165.201.0  255.255.255... %

- e o mma mEe me e

Typically, you configure the same number of mapped addresses as real addresses for a one-to-one
mapping. You can, however, have a mismatched number of addresses. For more information, see Static
NAT, page 5-3.

Step7  (Optional) For NAT46, check Use one-to-one address translation. For NAT 46, specify one-to-one to
translate the first IPv4 address to the first IPv6 address, the second to the second, and so on. Without this
option, the IPv4-embedded method is used. For a one-to-one translation, you must use this keyword.

Step8  (Optional) Click Advanced, and configure the following options in the Advanced NAT Settings dialog
box.

- ] Advanced MAT Settings

_| Disable Proxy ARP on egress interface

| Lookup route table to locate egress interface

Interface

Source Interface: _insidel &

Destination Interface: | check

e

Service

Protocol: e TCp i
Real Port: ssh.

Mapped Port: ssh

Help (" Cancel . OK

e Translate DNS replies for rule—Translates the IP address in DNS replies. Be sure DNS inspection
is enabled (it is enabled by default). See DNS and NAT, page 5-31 for more information.

¢ Disable Proxy ARP on egress interface—Disables proxy ARP for incoming packets to the mapped
IP addresses. See Mapped Addresses and Routing, page 5-22 for more information.

¢ (Required for Transparent Firewall Mode) Interface:

— Source Interface—Specifies the real interface where this NAT rule applies. By default, the rule
applies to all interfaces.

— Destination Interface—Specifies the mapped interface where this NAT rule applies. By default,
the rule applies to all interfaces.

e Service:
— Protocol—Configures static NAT-with-port-translation. Choose tep or udp.
— Real Port—You can type either a port number or a well-known port name (such as “ftp”).
— Mapped Port—You can type either a port number or a well-known port name (such as “ftp”).
When you are finished, click OK. You return to the Add/Edit Network Object dialog box.
Step9  Click OK, and then Apply.
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Configuring Network Object NAT

Because static rules are bidirectional (allowing initiation to and from the real host), the NAT Rules table
show two rows for each static rule, one for each direction.

Configuration > Fireyrall = NAT Rules
#add - FHedt [Jocete + § J B3 W - G Fnd B Disgram < Packet Trace

Match Criteria: Original Packet Action: Translated Packet

Source Intf Dest Intf Seurce Destination Service Source Destination Service
1 insde outside 1=l stanel = HTTP_SERVER mr servicel =l statie2 (5) 2| HTTP_SERVER fir senvicel
| ouiside inside &l HTTP_SERVER M stabic? b servicel B HTTP_SERVER (5] 3 stabel iR service 1
= "Metwork Object” NAT (Rule 2) i
2 insde outside B HTTP_SEVER @ any &b http B 200.165.201.3(5) ~Original - mehty
outside inside @ any 3 209.155.201.3 s http == Original - B HTTP_SERVER e http %

Configuring Identity NAT

Detailed Steps

Step 1

Step 2

This section describes how to configure an identity NAT rule using network object NAT. For more
information, see Identity NAT, page 5-12.

Add NAT to a new or existing network object:

e To add a new network object, choose Configuration > Firewall > NAT Rules, then click Add >
Add Network Object NAT Rule.

fﬁ& Cisco ASDM |~ for ASA - 10.86.94.87

anle view Tools Wizards Window  Help
| 5 ome o confuraton [ 7] marworn | | save Q@ reresh | QY oock ()| D v
| Device List o % % | Confiquration > Firewall > AT Rules
| t;ddﬂm & conneat | add-| @ Est Mosete + & Y M EL- QFed FED
172.23.204.12 P
B viwl 49443 —1 | | = AddNAT Rule...
[[| = 1086190225 || | B3 add NAT Rule ARer "Metwork Object” NAT Rules...
8 10.85.194.224 - Add "Metwork Object” NAT Rule... ]
| &) 10.86.94.87 2] E‘ 2= ~ :
|| oFrsmail i | |2 9
[ Bﬁmwﬂdﬁ 3 =
53 NAT Rides 2

e To add NAT to an existing network object, choose Configuration > Firewall > Objects > Network
Objects/Groups, and then double-click a network object.

For more information, see the general operations configuration guide.
The Add/Edit Network Object dialog box appears.
For a new object, enter values for the following fields:

a. Name—The object name. Use characters a to z, A to Z, 0 to 9, a period, a dash, a comma, or an
underscore. The name must be 64 characters or less.

b. Type—Network, Host, or Range.

c. IP Address—An IPv4 or IPv6 address. If you select Range as the object type, the IP Address field
changes to allow you to enter a Start Address and an End address.
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d. Netmask/Prefix Length—Enter the subnet mask or prefix length.
e. Description—(Optional) The description of the network object (up to 200 characters in length).

Name: MyLBHost
Type: | Host a
IP Address: |10.1.2.27| ]

Description:

Step 3 If the NAT section is hidden, click NAT to expand the section.

800 Add Network Object
Name: |MyLBHost
Type: Host E
IP Address: 10.1.2.27

Description:

@ Add Automatic Address Translation Rules

Type: | Static $

Translated Addr: (-]
PAT Pool Translated Address
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) failif -
Use IPvE for interface PAT

Adva_n::d._..

[ Help | [ caneal | [k ]

H[ITE

Step4  Check the Add Automatic Translation Rules check box.
Step5  From the Type drop-down list, choose Static.
Step 6 In the Translated Addr. field, do one of the following:
e Type the same IP address that you used for the real address.
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e Click the browse button, and choose a network object with a matching IP address definition from
the Browse Translated Addr dialog box.

¢ Click the browse button, and create a new network object with a matching IP address definition from
the Browse Translated Addr dialog box.

Hame : [P Address Metmask

= IPw4 Network Objects o
B A_10.1.1.1 0,111 255.255.255... -
) DMZnetworkl 209.165.201.0  255.255.285... g

- e man ser man mma mee mes nee

Step7  (Optional) Click Advanced, and configure the following options in the Advanced NAT Settings dialog

box.
8 s Advanced NAT Settings
_| Disable Proxy ARP on egress interface
| Lookup route table to locate egress interface
Interface
Source Interface: _insidel &
Destination Interface: | check = }
Service
Protocol: e tep 2
Real Port: ssh
Mapped Port: ssh

Help Y ( Cancel . OK

¢ Disable Proxy ARP on egress interface—Disables proxy ARP for incoming packets to the mapped
IP addresses. See Mapped Addresses and Routing, page 5-22 for more information.

¢ (Routed mode; interface(s) specified) Lookup route table to locate egress interface—Determines the
egress interface using a route lookup instead of using the interface specified in the NAT command.
See Determining the Egress Interface, page 5-24 for more information.

¢ (Required for Transparent Firewall Mode) Interface:

- Source Interface—Specifies the real interface where this NAT rule applies. By default, the rule
applies to all interfaces.

— Destination Interface—Specifies the mapped interface where this NAT rule applies. By default,
the rule applies to all interfaces.

Do not configure any other options on this dialog box. When you are finished, click OK. You return to
the Add/Edit Network Object dialog box.

Step8 Click OK, and then Apply.

Because static rules are bidirectional (allowing initiation to and from the real host), the NAT Rules table
show two rows for each static rule, one for each direction.

Cisco ASA Series Firewall ASDM Configuration Guide
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Configuration > Firewall > NAT Rules
dpoacd » et [focete + 4§ B3 M- Q Fnd B Disgram &) Packet Trace
Match Criteria: Original Packet Action: Translated Packet
Source Intf | Destintf | Source Destination Sarvice Source Destination Service
1 inside outside =l staticl = HTTP_SERVER = et servicel = static2 (5) =l HTTP_SERVER  mr servicel
ouiside inside &l HTTP_SERVER. S| staticZ ft service 1 B HTTP_SERVER (5) M staticl e servicel
= Network Object” NAT (Rule 2) o
2 inside outside B HTTP_SERVER 4P any fep http = 209,165.201.3(5) - Original — e hittp &
outside insidie @ any B 209.165.201.3 fep htip == Original -- & HTTP_SERVER e hitp %

Configuring Per-Session PAT Rules

Defaults

Note

Detailed Steps

Step 1

Step 2

By default, all TCP PAT traffic and all UDP DNS traffic uses per-session PAT. To use multi-session PAT
for traffic, you can configure per-session PAT rules: a permit rule uses per-session PAT, and a deny rule
uses multi-session PAT. For more information about per-session vs. multi-session PAT, see Per-Session
PAT vs. Multi-Session PAT (Version 9.0(1) and Later), page 5-11.

By default, the following rules are installed:
e Permit TCP from any (IPv4 and IPv6) to any (IPv4 and IPv6)
e Permit UDP from any (IPv4 and IPv6) to domain

These rules do not appear in the rule table.

You cannot remove these rules, and they always exist after any manually-created rules. Because rules
are evaluated in order, you can override the default rules. For example, to completely negate these rules,
you could add the following:

e Deny TCP from any (IPv4 and IPv6) to any (IPv4 and IPv6)
¢ Deny UDP from any (IPv4 and IPv6) to domain

Choose Configuration > Firewall > Advanced > Per-Session NAT Rules, and click Add > Add
Per-Session NAT Rule.

O Configuration > Firewall > Advanced > Per-5ession NAT Rules
BN m t4 Jhm-
[ 4 Add Per-session NAT Rule... Destinatic
Fwice Address
* Insert
*

Click Permit or Deny.
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Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

Monitoring Network Object NAT

ano Add Per-5ession NAT Rule
Action: A=) Permit Deny
Source

Address: | any4

Service: | udp

Destination

Address: | any4

Service: | udp

Help Cancal | oK _i

A permit rule uses per-session PAT; a deny rule uses multi-session PAT.
Specify the Source Address either by typing an address or clicking the ... button to choose an object.

Specify the Source Service, UDP or TCP. You can optionally specify a source port, although normally
you only specify the destination port. Either type in UDP/port or TCP/port, or click the ... button to select
a common value or object.

Specify the Destination Address either by typing an address or clicking the ... button to choose an object.

Specify the Destination Service, UDP or TCP; this must match the source service. You can optionally
specify a destination port. Either type in UDP/port or TCP/port, or click the ... button to select a common
value or object.

Click OK.
Click Apply.

Monitoring Network Object NAT

The Monitoring > Properties > Connection Graphs > Xlates pane lets you view the active Network
Address Translations in a graphical format. You can choose up to four types of statistics to show in one
graph window. You can open multiple graph windows at the same time.

Fields

e Available Graphs—Lists the components you can graph.
— Xlate Utilization—Displays the ASA NAT utilization.

e Graph Window Title—Shows the graph window name to which you want to add a graph type. To
use an existing window title, select one from the drop-down list. To display graphs in a new window,
enter a new window title.

¢ Add—Click to move the selected entries in the Available Graphs list to the Selected Graphs list.
e Remove—Click to remove the selected entry from the Selected Graphs list.

e Show Graphs—Click to display a new or updated graph window.
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The Monitoring > Properties > Connection Graphs > Perfmon pane lets you view the performance
information in a graphical format. You can choose up to four types of statistics to show in one graph
window. You can open multiple graph windows at the same time.

Fields

Available Graphs—Lists the components you can graph.
— AAA Perfmon—Displays the ASA AAA performance information.
— Inspection Perfmon—Displays the ASA inspection performance information.

— Web Perfmon—Displays the ASA web performance information, including URL access and
URL server requests.

— Connections Perfmon—Displays the ASA connections performance information.
- Xlate Perfmon—Displays the ASA NAT performance information.

Graph Window Title—Shows the graph window name to which you want to add a graph type. To
use an existing window title, select one from the drop-down list. To display graphs in a new window,
enter a new window title.

Add—Click to move the selected entries in the Available Graphs list to the Selected Graphs list.
Remove—Click to remove the selected statistic type from the Selected Graphs list.

Show Graphs—Click to display a new or updated graph window.

Configuration Examples for Network Object NAT

This section includes the following configuration examples:

Providing Access to an Inside Web Server (Static NAT), page 6-21

NAT for Inside Hosts (Dynamic NAT) and NAT for an Outside Web Server (Static NAT), page 6-23
Inside Load Balancer with Multiple Mapped Addresses (Static NAT, One-to-Many), page 6-28
Single Address for FTP, HTTP, and SMTP (Static NAT-with-Port-Translation), page 6-32

DNS Server on Mapped Interface, Web Server on Real Interface (Static NAT with DNS
Modification), page 6-35

DNS Server and FTP Server on Mapped Interface, FTP Server is Translated (Static NAT with DNS
Modification), page 6-38

IPv4 DNS Server and FTP Server on Mapped Interface, IPv6 Host on Real Interface (Static NAT64
with DNS64 Modification), page 6-40

Cisco ASA Series Firewall ASDM Configuration Guide
| 6-20 | |



| Chapter6

Network Object NAT (ASA 8.3 and Later)

Configuration Examples for Network Object NAT

Providing Access to an Inside Web Server (Static NAT)

Step 1

Step 2

The following example performs static NAT for an inside web server. The real address is on a private
network, so a public address is required. Static NAT is necessary so hosts can initiate traffic to the web

server at a fixed address. (See Figure 6-1).

Figure 6-1

Undo Translation
10.1.2.27 —> 209.165.201.10

W

=

<Eside

y /]
! :nngebServ
A

Static NAT for an Inside Web Server

A——
E! 209.165.201.12
—
209.165.201.1

)< Security

Appliance

10.1.2.1

1.2.27

248772

Create a network object for the internal web server:

7 Cisco ASDM ' for ASA - 10.86.94.87

File Wiew Tools Wizards Window Help

Device List .
% Add [ Delets & Connect

| 9 pame | 0% cotiqraton| [ ] venkorng| | seve Q¥ refreh | Q) sk
Configuration = Firewall > NAT Rules
addf- e ot + & LM QFdED

B 172.23.204.02

B w1 A9443 E¥| add MAT Rule,.,

)| Add MAT Rule After "Network Object” NAT Rules...

™3

‘ &l 10.86.194.225
ﬂ 10.66.194.224

| #110.86.94.87 |2 .
| eena s | |5

[E3 Add "Netwerk Object” NAT Rule...

Define the web server address:

248705
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IP Address; 10,1227

Description: | Inside Wah Server|

i
=]
NAT ¥ g
Step3  Configure static NAT for the object:
8no Add Network Object
Name: !thSew
Type: Host s
IP Address: [10.1.2.27
Description: flnside Web Server

(¥ Add Automatic Address Translation Rules

Type: | Static B
Translated Addr: | 209.165.201.10 )
PAT Pool Translated Address: :D

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP parts Into flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) failif -
Use IPvE for interface PAT

Advanced... |

Help | | Cancel | | OK |

Step4  Configure the real and mapped interfaces by clicking Advanced:
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ano Advanced NAT Settings

Translate DNS replies for rule

Disable Proxy ARP on egress interface

Interface

Source Interface: inside N

Destmatini Interface: | outside -

Service

Protocol: LU (4] i

Real Port:

Mapped Port:

Help Cancel oK

[awm2

Step5  Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.

NAT for Inside Hosts (Dynamic NAT) and NAT for an Qutside Web Server
(Static NAT)

The following example configures dynamic NAT for inside users on a private network when they access
the outside. Also, when inside users connect to an outside web server, that web server address is
translated to an address that appears to be on the inside network. (See Figure 6-2).

Cisco ASA Series Firewall ASDM Configuration Guide
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Figure 6-2 Dynamic NAT for Inside, Static NAT for Outside Web Server

I:l Web Server
[ 209.165.201.12
_—

QOutside

209.165.201.1

Translation
10.1.2.10 —> 209.165.201.20

Undo Translation
209.165.201.12 <— 10.1.2.20

D)

I Security
% Appliance

g

10.1.2.1

mylInsNet
10.1.2.0/24
2
&
S
Step 1 Create a network object for the inside network:
[ Cisco ASDM for ASA - 10.86.94.87
!:‘*_ﬁ_"*‘*_-@'c‘“’:‘*__ﬂ add-| @ et [odete + & % M- QFd Eo
172.23.204.12 A
B vFul:q3443 E Add NAT Rule...
&l 1086194225 e | Add NAT Rule After "Natwork Objact” NAT Rules,..
lllll 'il.’!:'.:;ﬁ;f“ii. :?2: I~ |? m "Natwerk Object” NAT Rule... ]
i I .S -
B Access Rules A et EJI.gQ

Step2  Define the addresses for the inside network:
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77 Add Network Object =
Mame: my Insiat
Typa: Mabwark: :]

1P Address:  |10,1.2.0
Netmask: 255,255,255, ~|

240750

Step3  Enable dynamic NAT for the inside network:

a0 Add Network Object
MName: MylnsMet
Type: Netwaork a
IP Address: 10.1.2.0
Metmask: 255.255.255.0 e

Description:

- NAT 8

v Add Automatic Address Translation Rules

Type: Dynamic E
Translated Addr:

PAT Pool Translated Address:

00

Extend PAT uniguene 10 per destinatian Instead of
Tra ite TCP and UDP ports into flat range 1024-65535 Include range 1
Fall through to interface PAT(dest intf):
b for interface PA

Advanced...

Help : Cancel OK

[ara

Step4  For the Translated Addr field, add a new network object for the dynamic NAT pool to which you want
to translate the inside addresses by clicking the browse button.

a. Add the new network object.

Cisco ASA Series Firewall ASDM Configuration Guide
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[C Browse Translated Addr

#os-lw @ a

a8 Metwork Object... |

il Metwork Object Group... oz

(= 1Pw4 Natwork Objects
B myWeb... 10.1.2.27 255,28
w8 networkl  10.9.1.0 255,25
Al test 10.1.1.0 285,250
| tast3 10.11.1.1 25525 %
# tasts 10,90.67.2 o E

b. Define the NAT pool addresses, and click OK.

[0 Edit Network Object 1%}
Name: myNatBaol
Typ=: [range E

Start Addre.., [209,165,201.20
End Address: |209.165,201,30
Description:

NAT ¥

[ox [ comxe J[ oo ]

240753

c. Choose the new network object by double-clicking it. Click OK to return to the NAT configuration.

Selected Tramslated Addr -
Translated Addr -> myhatPool

o J[ Concd |

240704

Step5  Configure the real and mapped interfaces by clicking Advanced:

ano Advanced NAT Settings

|_| Translate DNS replies for rule

| Disable Proxy ARP on egress interface

Lookup route table o locate egress interface
Interface
Source Interface: inside -

an

Destinatiu'i Interface: | outside

Service

Protocol: LI (]

Real Port:
Mapped Port:

Help | | Cancel | [ oK

nar2
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Step6  Click OK to return to the Edit Network Object dialog box, click then click OK again to return to the
NAT Rules table.

Step7  Create a network object for the outside web server:

*fr:;.z:::zﬁm S add-|Feat osete + & L M- QFed B
172,23, il A =
. Add NAT Rule...

Bl vFwl:49443
— B 10.86.194.225 Add NAT Rule After "Network Object” MAT Rulss...

= 10.86.194.224 1| B 20d Wetwerk Object” NaT Rue... ]

| —PHaccessrules || LB i

&= c omw

240785

Step8  Define the web server address:

-Xa¥s! Add Network Object
MName: outWebSery
Type: | Host 0
IP Address: 1209.165.201.12 |
Description: ' |

Step9  Configure static NAT for the web server:

8.0.0, Add Network Object
Mame: | outWebServ
Type: Host ~!
IP Address: 5;09.165.2U1.12
Description: '

™ Add Automatic Address Translation Rules

&

Type: | Staric 3

Translated Addr: | 10.1.2.29 D

PAT Pool Translated Address:
Step 10  Configure the real and mapped interfaces by clicking Advanced:

Cisco ASA Series Firewall ASDM Configuration Guide
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B [ 0 dd Net Tt
Blamsa A ahCary
|3 Advanced NAT Settings
[ Translate DNS rephies For rule
Interface
Saures Intarfaca: autsids ¥ |
Destination Interface: | nside _v!
Sarvice
Protocol: £k bep |
Real Pork:
Mappad Port:
Lok [ camcel [ e |
I~
[ ox [ concs [ b | %
o

Step11  Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.

Inside Load Balancer with Multiple Mapped Addresses (Static NAT,
One-to-Many)

The following example shows an inside load balancer that is translated to multiple IP addresses. When
an outside host accesses one of the mapped IP addresses, it is untranslated to the single load balancer
address. Depending on the URL requested, it redirects traffic to the correct web server. (See Figure 6-3).
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Figure 6-3 Static NAT with One-to-Many for an Inside Load Balancer

Host

‘
IE;;;JJ
—

@ Undo Translation
Undo Translation 209.165.201.5 > 10.1.2.27

209.165.201.3 > 10.1.2.27

B

l--lﬁ
——
Undo Translation
209.165.201.4 —> 10.1.2.27 @
Load Balancer
4 10.1.2.27

248633

Web Servers

Step1  Create a network object for the load balancer:

Emico ASDH“for ASA - 10.86.94.87

3_;“_?3_"2"* Heomee | gl ores Moses + ¢ % MM- QFd @0
172.23.204.12 e
- Ll Add NAT Rule. .
= 10.86.194.225 B | Add MAT Rule After "Network Object” NAT Rules...
B 10.66.194.224 B3 Add "Network Object” NAT Rule...
..... Dinsssisr o] |‘ e i |
B Access Fules s I
D NaTRikes 8

Step2  Define the load balancer address:
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;{'Eam Network Object R = |
| ame: MyLBHast |
Type: Host :]
[P Address: 10.1.2.27

Descripbon:

240700

Step3  Configure static NAT for the load balancer:

/{3 Add Network Object - |
[}
| ovame: MyLBHost |
Type: -Hcrst :I
P Address:  10.1.2.27
Descriphon:
NAT e

[] Add Automatic Address Translation Rules

Type: [state ~]
Translated Addr: (=]
(= Jle= =] |2
o

Stepd  For the Translated Addr field, add a new network object for the static NAT group of addresses to which
you want to translate the load balancer address by clicking the browse button.

a. Add the new network object.

I3 Browse Translated Addr

daddl-m - @ q

a8 network Object... |

i’ﬂ Natwork: Object Group. Neiis

=-1Pv4 Natwork Objacts
= myweb... 10.1.2.27 255,25
al networl  10.9.1.0 255,25
al test 16.1.1.0 28519
B test3 10.10.1.0 25525 ﬁ
= tasts 10.90.67.2 :ﬁ.:sﬁ

b. Define the static NAT group of addresses, and click OK.
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') Add Network Object &
Hame: myPublciPs
Tpe: |[Range [

Start Addre... |209,165.201.3

NAT

[oc J[ conce J]

Heip

]
1

1

]

i

U End Address: |209,155.201.8
|

g Descripton:

]

1

|

¥

!

Configuration Examples for Network Object NAT

¢. Choose the new network object by double-clicking it. Click OK to return to the NAT configuration.

| Salected Translated Addr
Transiated Addr - >

myPublciPs

(o) e ] |3

248700

Step5  Configure the real and mapped interfaces by clicking Advanced:
ﬁ Edit Network Object LJ
[0 Advanced NAT Settings X}
[] Translate DNS replies For rule
Inkerface
Source Interface: | Inside [v]
Destination Interface: | GUtsioe 1]
Sarvice
Protocol: |1 teo v
Raal Port:
Mappad Part:
ok J[ come J[ neo ]
ok J[ concet J[ bee |
Step 6

Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.
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Single Address for FTP, HTTP, and SMTP (Static NAT-with-Port-Translation)

Step 1

Step 2

The following static NAT-with-port-translation example provides a single address for remote users to
access FTP, HTTP, and SMTP. These servers are actually different devices on the real network, but for
each server, you can specify static NAT-with-port-translation rules that use the same mapped IP address,
but different ports. (See Figure 6-4.)

Figure 6-4 Static NAT-with-Port-Translation

Undo Translation @

209.165.201.3:21 > 10.1.2.27

Undo Translation
209.165.201.3:25 > 10.1.2.29

Undo Translation
209.165.201.3:80 —> 10.1.2.28

—

—

ﬁ SMTP server

10.1.2.29

130031

HTTP server
10.1.2.28

Create a network object for the FTP server address:

(@ Cisco ASDM|  for ASA - 10.86.94.87

| File Wiew Tools Wizards Window Halp

| (% tome| o Contiprston) [ onkorng | | save Qeeeiresn| Qo ) | P ww

| | Device List g % ¥ | Confiquration > Firewall > NAT Rules

l"‘ﬂddﬂm & connect | hadd)-|Fect [odets + & % M- QredEo
B 172,23.204.12 e
B vFwlids443 5| Add NAT Rule...

| 8 10.86.194.225 | | |59 AddNAT Rule After “Network Object” MAT Rulss,..
= 10.86.194.224 { o |

1] el ||i| Add "Network Objact” NAT Rule... |

| ircwal duia | |2 9
ﬁmuﬂdﬂ - =
59 NAT Rues g

Define the FTP server address, and configure static NAT with identity port translation for the FTP server:
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@ Add Network Object
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Name: [F1p_senven
Type: |Hosk
1P Address: | 10.1.2.27
Description: |

MAT

Transiated Addr: | 205, 155.201.3

[#] Add Automatic Address Translation Rules

Type: !-Slzlx e

»

[ ok

| [Lconcel ]

Step 3

i@ Advanced NAT Settings

[] Transiate DS replies for rule
Interface

Hep | %

Source Interface: | mside

Destination Interface: | cutside

]
vl

[t 1o
Real Port: fio
Mapped Part; fig

]

[  ox

| [_conce

) s %

Step 4

Create a network object for the HTTP server address:

Click Advanced to configure the real and mapped interfaces and port translation for FTP.

& Add [ Delete ﬂCnmuct\

) 172,23,204.12 sl
Al vFwl 99443 |
=1 10.86.194.225 B |
= 10.86.194.224 -

| woiDEeS4ET ¥
el OB R,

Hﬂﬂ&ﬂuls

Add NAT Rule...
Add MAT Rule Aftsr "Network Object” NAT Rules...

[E9 Add "Network Object” NAT Rule...

4.

Paddl~ Fedt [Jodete &+ & ¥ BMl- QFed Hoi

N

Step 5
server:

|—
240785

Define the HTTP server address, and configure static NAT with identity port translation for the HTTP
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Step 6

Step 7

Step 8

Transiated Addr: | 205, 155.201.3

Name:  |HTTP_SERVER f
Type: |Hosk 1]
P Address:  |10.1.2.28 '
Description: |

MAT -]

[#] Add Automatic Address Translation Rules

Type: | stae e

Lok ][ coe ][

Hep |

240004

Click Advanced to configure the real and mapped interfaces and port translation for HTTP.

B Advanced NAT Settings l(;g;]
[[] Transiate DS replies for rule
Interface
Source Interface: | inside EI
Destination Interface: | cutside E|
Service
Protocok: |18 tep 3
Real Port: hitp
Mapped Part: htt

[ J[ concs

] [t ]

2400085

Create a network object for the SMTP server address:

% Add [ Delete ' Connect

) 172,23,204.12 sl
Al vFwl 99443 |
=1 10.86.194.225 B |
= 10.86.194.224 -

| woiDEeS4ET ¥

M

Hﬂﬂ&ﬂuls

r ASA - 10.86.94.

+;M,|1.:]EE¢EM + 4| SMMl- Qrd B

Add NAT Rule...
Add MAT Rule Aftsr "Network Object” NAT Rules...

[E9 Add "Network Object” NAT Rule... ]

ﬁ

- - pag S

240785

Define the SMTP server address, and configure static NAT with identity port translation for the SMTP

Server:
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[Z) Edit Network Object F:j
Namea: SMTP_SERVER
Type: Host »

IP Address: 10.L23
Description:

HAT 2
[#] Add Automatic Address Transiation Rules
Type: Stabc vi

Translated Addr: | 209,155,201, 3 (J

T |
o

Step9  Click Advanced to configure the real and mapped interfaces and port translation for SMTP.

]
[] Translate DS replies for rule
Interface
Source Interface: nside hd |
Destination Interface: | cutside :\-’_!
SEracE
Protoool: e bp V_l
Resl Pork: mitp
Mapped Part: mitg|

S

g

- 3

I

E.
248007

Step10 Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.

DNS Server on Mapped Interface, Web Server on Real Interface (Static NAT
with DNS Modification)

For example, a DNS server is accessible from the outside interface. A server, ftp.cisco.com, is on the
inside interface. You configure the ASA to statically translate the ftp.cisco.com real address (10.1.3.14)
to a mapped address (209.165.201.10) that is visible on the outside network. (See Figure 6-5.) In this
case, you want to enable DNS reply modification on this static rule so that inside users who have access
to ftp.cisco.com using the real address receive the real address from the DNS server, and not the mapped
address.

Cisco ASA Series Firewall ASDM Configuration Guide
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When an inside host sends a DNS request for the address of ftp.cisco.com, the DNS server replies with
the mapped address (209.165.201.10). The ASA refers to the static rule for the inside server and
translates the address inside the DNS reply to 10.1.3.14. If you do not enable DNS reply modification,

then the inside host attempts to send traffic to 209.165.201.10 instead of accessing ftp.cisco.com
directly.

Figure 6-5 DNS Reply Modification

DNS Server

: Security
,| Appliance
14

DNS Query
@ ftp.cisco.com?
DNS Reply
209.165.201.10

DNS Reply Modification
209.165.201.10 > 10.1.3.14

@

Inside

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Outside to:
209.165.201.10

®

FTP Request
10.1.3.14

Step1  Create a network object for the FTP server address:

130021
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% Add [ Delete & Connect A ec odete + & L MM QFdED

B 172,23.204.12 | A AT R

B vwl 49443 3

Bl 10.86.194.225 | Add NAT Rule After "Network Object” NAT Rules...

Bl 10.86.194.224 | [E3 Add "Network Object” NAT Rule |
=

ﬁ

240705

Step 2 Define the FTP server address, and configure static NAT with DNS modification:

Type: |Hust i]
1P Address:  |10.1.3.14 |
Description: |

HAT 2

[#] Add sutomate Address Transiation Rules

Type: [ stabe -

Transiated Addr: zos 165.201, 10 [3]
I | T %

Step3  Click Advanced to configure the real and mapped interfaces and DNS modification.

@ Advanced NAT Settings @

[¥] Translate DN replies for rue
Interfaca

Source Interface: | inside
Destination Interface: | outsde

=l EIE]

o) (o ) (] E

Step4  Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.
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DNS Server and FTP Server on Mapped Interface, FTP Server is Translated
(Static NAT with DNS Modification)

Figure 6-6 shows an FTP server and DNS server on the outside. The ASA has a static translation for the
outside server. In this case, when an inside user requests the address for ftp.cisco.com from the DNS
server, the DNS server responds with the real address, 209.165.201.10. Because you want inside users
to use the mapped address for ftp.cisco.com (10.1.2.56) you need to configure DNS reply modification
for the static translation.

Figure 6-6 DNS Reply Modification Using Outside NAT

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

DNS Server

Dest Addr. Translation
10.1.2.56 —> 209.165.201.10

Security
Appliance

DNS Reply Modification
209.165.201.10 —> 10.1.2.56

@

DNS Reply
10.1.2.56

130022

Step1  Create a network object for the FTP server address:
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#add [Pookte Fomedt | [gpilares Modete + 4 % BB - G FedED
B 172,23,204.12 ~
Bl el 4943 E Add MAT Rule...
J. 10.86.194.225 b | Add MAT Rule After "Network Object” NAT Rules...
B 10.06.194.24 'w| | |2 Add "Netwerk Object” NAT Rule... ]
M g-l:l g
| Bgaccessaues | il |gi
SN &

Step 2 Define the FTP server address, and configure static NAT with DNS modification:

@ Edit Network Object &
Name:  |FTP_SERVER f
Type: |Hosk 1]
IP Address:  [209.165.201.10 |
Description: |

MAT -]
Add Automatic Address Transation Rules

Type: i-S_Izlx e

Transiated Addr: | 10.1.2.55 [3]

248090

ok ][ concd [ rep |

Step3  Click Advanced to configure the real and mapped interfaces and DNS modification.

B Advanced NAT Settings l(;g;]
[¥] Transiate DS replies for rule
Interface
Source Interface: | cutsde EI
Destination Interface: | nside ]
Service
Frotocal: |10 tep ]
Real Port:
Mapped Port:

248844

o J[ conce J[ rep |

Step4  Click OK to return to the Edit Network Object dialog box, click OK again, and then click Apply.
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IPv4 DNS Server and FTP Server on Mapped Interface, IPv6 Host on Real
Interface (Static NAT64 with DNS64 Modification)

Figure 6-6 shows an FTP server and DNS server on the outside IPv4 network. The ASA has a static
translation for the outside server. In this case, when an inside IPv6 user requests the address for
ftp.cisco.com from the DNS server, the DNS server responds with the real address, 209.165.200.225.
Because you want inside users to use the mapped address for ftp.cisco.com (2001:DB8::D1A5:C8E1)
you need to configure DNS reply modification for the static translation. This example also includes a
static NAT translation for the DNS server, and a PAT rule for the inside IPv6 hosts.

Figure 6-7 DNS Reply Modification Using Outside NAT

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F

@

DNS Query
ftp.cisco.com?

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply
209.165.200.225

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:C8E1

2001:DB8::D1A5:C8E1

—]

7

User:
2001:DB8::1
PAT Translation on Outside to:
209.165.200.230

333368

Step 1 Configure static NAT with DNS modification for the FTP server.

a. Create a network object for the FTP server address.
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O. P Heip [Tyee

@ Home [3' Mi-:nltoring I g Sav_! G— Ft_en!sh o Back

000 Davice List

% Add [] Delete & Connect -l-:‘ it @oelete 4 % 0 % B @ - | Q Find B4 Diagi
Find: | datwork Object” NAT Rules...

= 10.86.194.224 [ i5erv
ect” NAT Rules... -
| @

&l 10.86.194.225

=+ Insert...
¥ Insert After.,

b. Define the FTP server address, and configure static NAT with DNS modification and, because this
is a one-to-one translation, configure the one-to-one method for NAT46.

Il @ service Policy Rules '

800 Add Network Object
Name: FTP_server
Type: _Host T
IP Version: (s)1Pva (] IPVE
IP Address:  209.165.200.225
Description:

'\7'1 Add Automatic Address Translation Rules
Type: | Static t]
Translated Addr. | 2001.D88:D1A5:C8E1 E]

O

Round Robin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP parts into flat range 1024-65535 Include range 1-1023
Fall through ta interface PAT{dest intf} management
Use IPvE for interface PAT

Advanced...

| Help | Cancel | 0K |

c. Click Advanced to configure the real and mapped interfaces and DNS modification.
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a8ano Advanced NAT Settings

(¥ Translate DNS replies for rule
|| Disable Proxy ARP on egress interface
Lookup route table to locate egress Interface

Interface

Source Interface: | outside *

Destination Interface: | inside s

Service

Protocol: w cp o

Real Port:
Mapped Port:

| Help | | cancel | [Eok| g

d. Click OK to return to the Edit Network Object dialog box.
Step2  Configure NAT for the DNS server.
a. Create a network object for the DNS server address.

b. Define the DNS server address, and configure static NAT using the one-to-one method.

a8no Add Network Object
MName: DMNS_server
Type: Host H
IP Version: (&) IPva () IPVE
IP Address: [208.165.201.15
Description:

@ Add Automatic Address Translation Rules

Type: | Static ]

Reund Rebin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports inta flat range 1024-65535 Include range 1-1023
Fall through to interface PAT(dest intf) management
Use IPvi for interface PAT

Advanced...

| Help [ cancel | [EOKE]
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c. Click Advanced to configure the real and mapped interfaces.

-Nals) Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface
Interface

Source Interface: putside 4

Destination Interface: | inside :)

Service

Protocol: - tep

Real Port:
Mapped Port:

Help ] ; Cancel oK 5

d. Click OK to return to the Edit Network Object dialog box.
Step3  Configure an IPv4 PAT pool for translating the inside IPv6 network.

8no Add Network Object
Name: IPv4_POOL
Type: Range »

Start Address: 203.0.113.1
End Address:  [203.0.113.254

Description:

B E=

Under NAT, uncheck the Add Automatic Address Translation Rules check box.

Description:

Step4  Configure PAT for the inside IPv6 network.
a. Create a network object for the inside IPv6 network.

b. Define the IPv6 network address, and configure dynamic NAT using a PAT pool.
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a8ano Add Network Object
Name: IPvE_INSIDE
Type: Network H
IP Address: (2001:DBS::

Prefix Length: 96

Description:

™ Add Automatic Address Translation Rules

Type: [ Dynamic ]
Translaved Addr: (3
(¥ PAT Pool Translated Address: | IPv4_POOL E]

|| Round Robin

| | Extend PAT uniqueness to per destination instead of per interface

|_| Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
_| Fall through to interface PAT(dest intf): | Inside .

Use IPv6 for interface PAT

Advanced...

[ Help [ cancel | ok

AT

c. Next to the PAT Pool Translated Address field, click the ... button to choose the PAT pool you created
earlier, and click OK.

8no Browse PAT Pool Translated Address

& Add - [& Edit [J] Delete G Where Used

Filter: [Fiiter]Clear]
Name a1 IP Address Newmask Description Object NAT Ad.,
v Metwork Objects
= DNS_server 209.165.20... 2001:db&::d...
& FTP_server 209.165.20... 2001:db8::d...
8 IPvd_POOL 203.0.113....
a ohj_any 0.0.0.0 0.0.0.0 outside (P}
affl test 2001:dbl:: 96

¥ Interfaces
P e

Selecred PAT Pool Translated Address

| PAT Pool Translated Address -> | |IPy4_PODL

Cancel -! | oKk |

d. Click Advanced to configure the real and mapped interfaces.
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Advanced NAT Settings

Translate DNS replies for rule

Interface

Source Interface:

Destination Interface:

inside

outside

e. Click OK to return to the Edit Network Object dialog box.
Step5  Click OK, and then click Apply.

Feature History for Network Object NAT

Table 6-1 lists each feature change and the platform release in which it was implemented. ASDM is
backwards-compatible with multiple platform releases, so the specific ASDM release in which support

was added is not listed.

Table 6-1 Feature History for Network Object NAT
Platform
Feature Name Releases Feature Information
Network Object NAT 8.3(1) Configures NAT for a network object IP address(es).

We introduced or modified the following screens:
Configuration > Firewall > NAT Rules
Configuration > Firewall > Objects > Network
Objects/Groups

Identity NAT configurable proxy ARP and route
lookup

8.4(2)/8.5(1)

In earlier releases for identity NAT, proxy ARP was
disabled, and a route lookup was always used to determine
the egress interface. You could not configure these settings.
In 8.4(2) and later, the default behavior for identity NAT
was changed to match the behavior of other static NAT
configurations: proxy ARP is enabled, and the NAT
configuration determines the egress interface (if specified)
by default. You can leave these settings as is, or you can
enable or disable them discretely. Note that you can now
also disable proxy ARP for regular static NAT.

When upgrading to 8.4(2) from 8.3(1), 8.3(2), and 8.4(1),
all identity NAT configurations will now include the
no-proxy-arp and route-lookup keywords, to maintain
existing functionality.

We modified the following screen: Configuration > Firewall
> NAT Rules > Add/Edit Network Object > Advanced NAT
Settings.
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Table 6-1 Feature History for Network Object NAT (continued)

Feature Name

Platform
Releases

Feature Information

PAT pool and round robin address assignment

8.4(2)/8.5(1)

You can now specify a pool of PAT addresses instead of a
single address. You can also optionally enable round-robin
assignment of PAT addresses instead of first using all ports
on a PAT address before using the next address in the pool.
These features help prevent a large number of connections
from a single PAT address from appearing to be part of a
DoS attack and makes configuration of large numbers of
PAT addresses easy.

We modified the following screens: Configuration >
Firewall > NAT Rules > Add/Edit Network Object.

Round robin PAT pool allocation uses the same
IP address for existing hosts

8.4(3)

When using a PAT pool with round robin allocation, if a host
has an existing connection, then subsequent connections
from that host will use the same PAT IP address if ports are
available.

We did not modify any screens.

This feature is not available in 8.5(1) or 8.6(1).

Flat range of PAT ports for a PAT pool

8.4(3)

If available, the real source port number is used for the
mapped port. However, if the real port is not available, by
default the mapped ports are chosen from the same range of
ports as the real port number: 0 to 511, 512 to 1023, and
1024 to 65535. Therefore, ports below 1024 have only a
small PAT pool.

If you have a lot of traffic that uses the lower port ranges,
when using a PAT pool, you can now specify a flat range of
ports to be used instead of the three unequal-sized tiers:
either 1024 to 65535, or 1 to 65535.

We modified the following screens: Configuration >
Firewall > NAT Rules > Add/Edit Network Object.

This feature is not available in 8.5(1) or 8.6(1).

Extended PAT for a PAT pool

8.4(3)

Each PAT IP address allows up to 65535 ports. If 65535
ports do not provide enough translations, you can now
enable extended PAT for a PAT pool. Extended PAT uses
65535 ports per service, as opposed to per IP address, by
including the destination address and port in the translation
information.

We modified the following screens: Configuration >
Firewall > NAT Rules > Add/Edit Network Object.

This feature is not available in 8.5(1) or 8.6(1).
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Table 6-1 Feature History for Network Object NAT (continued)

Feature Name

Platform
Releases

Feature Information

Automatic NAT rules to translate a VPN peer’s
local IP address back to the peer’s real IP
address

8.4(3)

In rare situations, you might want to use a VPN peer’s real
IP address on the inside network instead of an assigned local
IP address. Normally with VPN, the peer is given an
assigned local IP address to access the inside network.
However, you might want to translate the local IP address
back to the peer’s real public IP address if, for example,
your inside servers and network security is based on the
peer’s real IP address.

You can enable this feature on one interface per tunnel
group. Object NAT rules are dynamically added and deleted
when the VPN session is established or disconnected. You
can view the rules using the show nat command.

Note Because of routing issues, we do not recommend
using this feature unless you know you need this
feature; contact Cisco TAC to confirm feature
compatibility with your network. See the following
limitations:

¢ Only supports Cisco IPsec and AnyConnect Client.

e Return traffic to the public IP addresses must be
routed back to the ASA so the NAT policy and VPN
policy can be applied.

e Does not support load-balancing (because of
routing issues).

e Does not support roaming (public IP changing).

ASDM does not support this command; enter the command
using the Command Line Tool.

NAT support for IPv6

9.0(1)

NAT now supports IPv6 traffic, as well as translating
between IPv4 and IPv6. Translating between IPv4 and IPv6
is not supported in transparent mode.

We modified the following screen: Configuration > Firewall
> Objects > Network Objects/Group.
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Table 6-1 Feature History for Network Object NAT (continued)
Platform
Feature Name Releases Feature Information
NAT support for reverse DNS lookups 9.0(1) NAT now supports translation of the DNS PTR record for
reverse DNS lookups when using IPv4 NAT, IPv6 NAT, and
NAT64 with DNS inspection enabled for the NAT rule.
Per-session PAT 9.0(1) The per-session PAT feature improves the scalability of PAT

and, for clustering, allows each member unit to own PAT
connections; multi-session PAT connections have to be
forwarded to and owned by the master unit. At the end of a
per-session PAT session, the ASA sends a reset and
immediately removes the xlate. This reset causes the end
node to immediately release the connection, avoiding the
TIME_WAIT state. Multi-session PAT, on the other hand,
uses the PAT timeout, by default 30 seconds. For
“hit-and-run” traffic, such as HTTP or HTTPS, the
per-session feature can dramatically increase the
connection rate supported by one address. Without the
per-session feature, the maximum connection rate for one
address for an IP protocol is approximately 2000 per
second. With the per-session feature, the connection rate for
one address for an IP protocol is 65535/average-lifetime.

By default, all TCP traffic and UDP DNS traffic use a
per-session PAT xlate. For traffic that requires multi-session
PAT, such as H.323, SIP, or Skinny, you can disable
per-session PAT by creating a per-session deny rule.

We introduced the following screen: Configuration >
Firewall > Advanced > Per-Session NAT Rules.
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