imir
CISCO.

AWS ASAv

Amazon Web (AWS) ASAv

AWS ASAv 29
ASAv  AWS 29
ASAv  AWS 30

SSH 30
AWS ASAv 31
AWS ASAv 32

AWS ASAv

AWS ASAv5

AWS Xen
AWS ASAv

B c3.large c4large-2 VvCPU 3.75GB 3
c3.large ASAv10  ASAv30

B c3.xlarge cd.xlarge-4 VvCPU 75GB 3

c3.xlarge ASAv30
ASAv  AWS Xen
AWS AWS ASAv
AMI AWS
ASAv  AWS
[ aws.amazon.com
[ ] ASAv ASAv ASAv
ASAv

- (Additional subnet) (DMZ)

ASAv  Xen

c3.large

Amazon

WWW.Cisco.com
29

(AMI)

100

AWS

ASAv30

AMI

100 Kbps


http://aws.amazon.com/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/intro-license-smart.html

AWS ASAv

ASAv  AWS

- (Management interface) - ASAv ASDM

- (Inside interface) - ASAv

- (Outside interface) - ASAv

- DMz (DMZ interface) - c3.xlarge ASAv DMZ
| ASAv ASA

ASAv  AWS

(VPC)
(SR-I10V) -
Amazon Marketplace
vCPU

SSH ASDM
IPv6

VLAN
100 Mbps  ASAvV5

ASAv
EtherChannel
VM /

Amazon Cloudwatch

VMware ESXi

SSH

SSH - SSH SSH
SSH Amazon Web (AWS) ASAv
AWS SSH
ASDM ASDM

30


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

AWS ASAv

AWS ASAv
“admin”
username admin nopassword privilege 15
username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed
ssh authentication
aaa authentication ssh console LOCAL
username admin password <password> privilege 15
nopassword nopassword
9.6(2) SSH aaa nopassword
aaa password nopassword username
username password nopassword
username
username admin privilege 15
1 31 ASAv AWS ASAv

DMZ

1 AWS ASAv

AWS VPC
" —— B . A 7
L] HEFR | TR .
DMZ [
EETR

=il
5

M A TG & -

BEFELY
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AWS

ASAv

AWS

ASAv

AWS ASAv

2.

ASAv AWS AWS

aws.amazon.com
AWS

(My Account) > AWS (AWS Management Console) “ ”(Networking)
VPC > VPC (Start VPC Wizard) VPC
- (Inside and outside subnet) - VPC
- (Internet Gateway) -
- (outside table) - 0.0.0.0/0

(My Account) > AWS (AWS Management Console) > Ec2 (Create an
Instance)
- AMI Ubuntu Server 14.04 LTS

AMI
- ASAv c3.large
- CPU
- “ ”(Advanced Details) Day O Day
0 Day 0 22

Day O

! ASA 9.5.1.200

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet
name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov

name 129.6.15.29 time-b.nist.gov

name 129.6.15.30 time-c.nist.gov
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https://aws.amazon.com/documentation/gettingstarted/
http://aws.amazon.com/

AWS ASAv

AWS ASAv

ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov
- (Storage)
- (Tag Instance) -
- (Security Group) -

SSH ASAv
_ (Launch)
(Launch Instance) ASAv
. (My Account) > AWS (AWS Management Console) > EC2 > (Launch an
Instance) > AMI (My AMIs)
ASAv /
AWS IP IP ASAv
ASAv DMZ /
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