imir
CISCO.

VVMware

ASAvV

VMware ASAv
®m ASAv  VMware
B ASAv  VMware 8
B ASAv  VMware 8
[ ] ASAv VMware Day O 9
] VMware vSphere Web ASAv 11
[ ] VMware vSphere Day 0 ASAv 15
[ ] OVF Day O ASAv 16
[ ASAv 17
[ ] vCPU
ASAv  VMware
1 7 ASAv  Vmware
1 ASAv VMware
/
VM
DRS
VM
VM
VM
VM
VM
vCloud Director VM
VM VM
vMotion VM
VMware FT VM HA ASAv VM ASAv
VMware HA ESX ASAv VM ASAv
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VMware ASAv

ASAv  VMware

1 ASAv VMware

VM VM ASAv VM ASAv
VMware HA

VMware vSphere VM -
Windows

VMware vSphere VM -
Web

ASAv  VMware

VMware vSphere Web vSphere OVF ASAv ASA
vSphere
vSphere 2 ASAv

] (Reject)

® MAC (Accept)

n (Accept)

ASAv vSphere
2
< > < >
MAC < > < >

< >

ASAv  VMware

OVF

asav-vi.ovf asav-esxi.ovf
B Asav-vi - vCenter
B Asav-esxi - ESXi vCenter

ASAv30s
IPv6
VMware vSphere Web ASAv OVF IPv6 ASDM
CLI IPv6



http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

VMware ASAv

ASAv VMware Day O
m  ASAv OVF ASCII VMware
vCenter LDAP
[ ] ASAv VM
[ | ASAv (Edit
Settings) vCPU ASAv
100-125% 24 125% 1 ASAv
vCPU ASAv 4 VMware
ASAv showvm show cpu ASDM (Home) > (Device Dashboard) >
(Device Information) > (Virtual Resources) (Monitoring) > (Properties) >
(System Resources Graphs) > CPU
[ ] ASAv ASAv
vMotion SAN
[ ] ESXi 5.0 ASAv OVF vSphere Web vSphere
ASAvV VMware Day O
ASAv Day 0 ASAv ASAv
“day0-config” dayO.iso Day 0
SSH ASA
day0-config day0.iso day0.iso day0.iso day0.iso
ASAv (ID) Day O
“idtoken”
ASAv ASA Day 0
Day 0
Linux Windows

1. Cisco.com

http://www.cisco.com/go/asa-software

Cisco.com
2.
— asav-vi.ovf - vCenter
— asav-esxi.ovf - vCenter
— boot.vmdk -

— diskO.vmdk - ASAv

— day0.iso - day0-config idtoken ISO
— asav-vi.mf - vCenter
— asav-esxi.mf - vCenter


https://software.cisco.com/download/navigator.html?mdfid=279513386

VMware ASAv

ASAv VMware Day 0
3. “day0-config” ASAv  CLI
ASA day0O-config ASA
ASAv dayO-config

ASA Version 9.5.1

|

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

ASAv

ISO CD-ROM

day0O-config

“idtoken”

PC

show run

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

Linux dayO.iso SHA1

openssl dgst -shal day0.iso

SHAL (day0.iso)= ebbeel36elebla2bl09311c59e2flec9f731lecb66 day0l.iso

10
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VMware ASAv

VMware vSphere Web ASAv

8. asav-vi.mf day0.iso SHA1

.mf

SHAL (asav-vi.ovf)= de0£f1878b8f1260e379ef853db4e790c8e92f2b2
SHAL (diskO.vmdk)= 898b26891cc68falc94ebd91532£fc450da418b02
SHAL (boot.vmdk) = 6b0000ddebfc38ccc99ac2d4d5dbfb8abtfb3docd
SHAL (day0.iso)= ebbeel36elebla2bl09311c59e2flec9f731ecbbb

9. day0.iso dayO0.iso
day0.iso

VMware vSphere Web ASAvV

VMware vSphere Web ASAv Web vCenter vCenter
VMware vSphere Day O ASAv 15 OVF Day O ASAv
16

| vSphere Web 11
[ ] VMware vSphere Web ASAv 12

vSphere Web

vSphere Web ASAv
Macintosh Web VMware

1. VMware vSphere Web
https://vCenter_server:port/vsphere-client/
9443
2, ASAv

a. (Download the Client Integration Plug-in)

11



VMware ASAv

VMware vSphere Web ASAv

vser e |

VMware vSphere Web Client

a
5
b.
c. vSphere Web
3. (Login) Windows (Use Windows session
authentication) Windows
VMware vSphere Web ASAvV
ASAv VMware vSphere Web vSphere (OVF)
vSphere Web “ OVF ”(Deploy OVF Template) ASAv ASAv
OVF ASAv
VMware VMware vSphere Web
ASAv vSphere
1. Cisco.com ASAv PC
http://www.cisco.com/go/asa-software
Cisco.com
2.  vSphere Web Navigator vCenter
3. (Hosts and Clusters)

12


http://www.cisco.com/go/asa-software

VMware ASAv

ASAv

OVF (Deploy OVF Template)

(Setup networks)

ASAv
ASAv ID ID

(Edit Settings)

>}

ASAv ID

Management0/0

GigabitEthernet0/0

GigabitEthernet0/1

GigabitEthernet0/2

GigabitEthernet0/3

GigabitEthernet0/4

GigabitEthernet0/5

GigabitEthernet0/6

GigabitEthernet0/7

2O |0 (N0 0 |d W[ |-

o

GigabitEthernet0/8

ASAv vSphere Web
ASAv

vSphere Web

ASAv

/HA GigabitEthernet 0/8

HTTP
Smart Call Home

/HA (Customize template)
- P
IP MAC
MAC IP

(HA Connection Settings)

. vSphere Web VM
Tasks) “ OVF (Initialize OVF deployment)”

13

OVF

Smart Call Home

VMware vSphere Web

ASAv

(Edit Settings)
(Edit Settings)

ID ASAv

vSphere Web

ARP

IP

(Global Information)

ASAv

(Deploy OVF Template)

(Edit Settings)

(Smart Call Home Settings)

IP MAC

GigabitEthernet 0/8

(Recent



VMware ASAv

VMware vSphere Web ASAv

| All | Running Failed
Initialize OVF deployment
ﬁ DE-Testing

o

OVF (Deploy OVF Template)

“ '[:‘ﬁ Recent Tasks 4

lm Runm‘ng_l Failed

" Deploy OVF template
] asav3

" |nitialize OVF deployment
B DE-Testing

My Tasks = More Tasks§ 8
i PPN ..J i
=]

(Inventory) ASAv VM

14



VMware ASAv

VMware vSphere Day 0 ASAv
vmware® vSphere Web Client #f @
; e —
< Home [~ | & | S me—asav3 | Acions ~
Q Search: | Getung startea | Summary Wonitor  Manage
(51 Virtual Machines ;)
i VWhat is a Virtual Machine?
Virtual Machinas
Avirtual machine Is a software computer that.
@ asav2 like a phiysical computar, runs an operating
zystem and applications. An oparating
azavi system instalied on avinual maching is
aead called 3 guest opsrating system
Because every virtual maching is an isclated
computing environment, you can use vireal
machines as desidop or workstation
emdronments, as =EBBHQ emwvironments, arto
consolidate sarvar applications.
In wCenter Seaver, virlual machings fun on
hasts or clusters. The same hosi canrun
many virtual machines
Basic Tasks
B Power Off the virtual machine
ol Suspend the virtual machine
(% Edit virtual machine settings 5
o
. - Py Y L. s - =
— o
10. ASAv VM (Power on the virtual machine)
ASAv ASDM ASAv OVF
ASAv ASAv
(Console) ASAv
11. /HA
- P bootstrap
ASAv ASAv
ASAv VMware vSphere (OVF) asav-vi.ovf vCenter
asav-esxi.ovf vCenter vSphere “ OVF ”(Deploy OVF Template)
ASAv ASAv OVF ASAv
VMware “ OVF ”(Deploy OVF Template) VMware
vSphere



VMware ASAv

OVF

Day O ASAv
ASAv vSphere
ASAv VMware Day 0 9 Day 0
VMware vSphere (File) > OVF (Deploy OVF Template)
“ OVF ”(Deploy OVF Template)
asav-vi.ovf
“OVF ”(OVF Template Details)
(Finish)
ASAv Vmware
SSH ASAv Day 0
ASAv
OVF Day 0 ASAvV
OVF ASAv day0.iso dayO.iso
Day O Day O ASAv VMware
9
OVF Linux  Windows PC ESXi vCenter
OVF

linuxprompt# which ovftool

.cmd

linuxprompt# cat launch.cmd

ovitool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup_Mgmt" \
--net:GigabitEthernet0-1="Portgroup_Inside" \
--net:GigabitEthernet0-0="Portgroup_Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@l0.1.2.3/

16
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VMware ASAv

ASAv
3. cmd
linuxprompt# ./launch.cmd
ASAv
4. SSH ASAv VMware ASAv
ASAv
ASAvV
ASDM CLlI VMware vSphere
VMware vSphere 17
[ ] 18
VMware vSphere
VMware vSphere Web CLI Telnet SSH
CLI
vSphere Web ASAv
1.  VMware vSphere Web (Inventory) ASAv (Open
Console) (Summary) (Launch Console)
2. Enter Ctrl + Alt
ASAv
ASAv OVF ASAv

ASAv

100 kbps

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

ciscoasa>

EXEC EXEC
3. EXEC

ciscoasa> enable

Password:

17



VMware ASAv

vCPU
4. Enter
ciscoasa#
EXEC
5.

ciscoasa# configure terminal

ciscoasa(config)#

VMware vSphere ASAv

1. VMware vSphere
2. ASAv disk0
disk0:/use_ttyS0O

ASDM
- vSphere

EXEC
disable exit quit
ASAv exit quit
VMware vSphere
“use_ttyS0”
(Tools) > (File Management)

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg diskO0:/use_ttyS0

3. ASAv

- ASDM
- vSphere

ASAv vSphere

4. Telnet

vCPU

ASAv

ASAv

vCPU

(Tools) > (System Reload)
reload
vSphere IP Telnet
vCPU
vCPU
ASAv CPU RAM
vCPU

18
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VMware
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VMware ASAv

Ea

i

vCPU
- - vSphere Web ASAv ASAv (Power Off the
virtual machine) ASAv (Shut Down Guest OS)
- - vSphere Web ASAv ASAv (Power Off the
virtual machine) ASAv (Shut Down Guest OS)
ASAv (Edit Virtual machine settings) ASAv (Edit
Settings)
(Edit Settings)
ASAv 4 CPU/ vCPU
(Virtual Hardware) CPU
L+ -asavd - Edit Sattings 2
| Vinual Hargwara VK Opiions | SORS Rules wapp Uphions
- Ecru e
Cores par Socket [ 1 -.-| Socksts: 3
CPL Hot Plug [ enable CPU Het 2dd
Resenation 1200 Z| [Ili:i--]
Limit | 15000 3 (u <)
Shares I“I .n':"I;I g -.:-|
— = g
CPUID Mask anr:n'—eﬂ'-elJ\--._' flag to guest .] Advanced g
(Memory) RAM
(OK)
ASAv (Power On the Virtual Machine)
a. ASDM
b.
- ASDM (Monitoring) > (Properties) > (Failover) > (Status)
(Make Standby)
- CLI ciscoasa# failover active
C. 3 9
ASAv 4

19
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