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Overview

CHAPTER 1

Introduction

* Overview, on page 1
* Prerequisites, on page 3
* Related Documentation, on page 5

The Cisco Application Policy Infrastructure Controller (APIC) is a single point of control for centralized
functions on the Cisco Application Centric Infrastructure (ACI). The APIC can automate the insertion of
services such as a Cisco Firepower Threat Defense (FTD) northbound between applications, also called
endpoint groups (EPGs). The APIC uses northbound Application Programming Interfaces (APIs) for configuring
the network and services. You use these APIs to create, delete, and modify a configuration using managed
objects.

To configure and monitor service devices, the APIC requires a device package. A device package manages
a class of service device and provides the APIC with information about the device so that the APIC knows
what the device can do. By using a device package, you can insert and configure network service functions
on a service device such as an FTD appliance.

The FTD Fabric Insertion (FI) Device Package is based on a hybrid model (Service Manager, in ACI
terminology) where the responsibility of the full-device configuration is shared between security and network
administrators:

* Security administrator. Uses the FMC to pre-define a security policy for the new service graph, leaving
Security Zone criteria unset. The new policy rule(s) defines appropriate access (allowed protocols) and
an advanced set of protections such as NGIPS and malware policy, URL filtering, Threat Grid, and more.

* Network admininistrator. Uses the APIC to orchestrate a service graph, insert an FTD device into the
ACI fabric, and attach directed traffic to this pre-defined security policy. Inside the APIC's L4-L7 Device
Parameters or Function profile, the network administrator sets parameters defined in this guide, including
matching a pre-defined FMC Access Control Policy and Rule(s).

When the APIC matches the name of the Access Control Policy Rule in the FMC, it simply inserts newly
created security zones into the rule(s). If a rule is not found, the APIC creates a new rule by that name, attaches
security zones to it, and sets the Action to Deny. This forces the security administrator to update the new
Rule(s) criteria and appropriate set of protections before traffic can be allowed for a given service graph.
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FTD Device Package for ACI

Managed Service Graph
Hybrid — Service Manager Model

Firepower NGFW
(FTD 6.2 image)
Registered to FMC

APIC Imports
FTD Device Package
To Program FMC/FTD

[———1 J

Security Admin MNetwork Admin

urity policy rule in FMC for use in the ACI fabric: Uses APIC to attach FTD to ACI fabric and EPG traffic to a policy by:
* Defines initial criteria for allowed Protocols and can update later v" Creating Interfaces and matching VLANS for traffic to arrive to FTD
“ Attaches appropriate threat policies (Malware, NGIPS) v Defining mode of operation: Routed, Transparent FW, NGIPS
¢ Adds URL Filtering, Geo-location, Threat Grid sandboxing, etc. v" Creating Security Zones and attaching to pre-defined security policy
Access Control Policy Rule is dedicated per service graph » FTD device package programs Fabric Insertion features from APIC

This document describes how to integrate FTD with the ACI and configure the APIC to utilize capabilities
of the FTD:

* Enable the REST API in the Firepower Management Center (FMC)
* Download the FTD for ACI device package software from CCO

* Import the FTD for ACI device package into the APIC

* Register the FTD appliance

* Define a network service graph that utilizes the FTD appliance

N

Note The screenshots of the examples used in this document show a pre-existing tenant named SampleTenant.
When following the steps in this guide and using provided templates, use the actual name of your tenant.

Service Function Insertion

When a service function is inserted in the service graph between applications, traffic from these applications
is classified by the APIC and identified using a tag in the overlay network. Service functions use the tag to
apply policies to the traffic. For the FTD integration with the APIC, the service function forwards traffic using
either routed, transparent, or inline firewall operation.

Available APIC Products

The initial software release contains the Cisco FTD Device Package Fabric Insertion software for ACI.
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Prerequisites

* FMC version 6.2.3; it includes REST API support for FTD.
* FTD version 6.2.3.

* APIC version 2.3(1f); its Device Manager is used to register a device. The FTD device package uses the
Device Manager to allow the network portion of the FMC configuration to be instantiated by the APIC.

* Ensure that the FTD appliance you are trying to insert and configure as a network service is bootstrapped
with a base configuration and registered with the FMC. For example, check the Device Management
page in the FMC for the FTD:

Overview Analysis Policies gL Objects AMP Deploy ', System Helpv admin v

Device Management NAT VPN Qos Platform Settings FlexConfig Certificates
By Group v %) Add. .. - , Device Name

Name Model License Type Access Control Policy
4l Ungrouped (4)

© 10.254.6.96

Zip - : = Cisco Firepower Threat Defense Base, Threat, Malware... ACIAccPolicyRouted
10.254.6.96 - Cisco Firepower Threat Defense for VMWare - v6.2.0 - routed : L3 : ] i £ : 2

* To avoid REST API token generation race conditions, create an FMC administrator dedicated for use
on the ACI. For example:

Overview Analysis Policies Devices Objects = AMP Deploy 4, JSCTNE Help »

Configuration Users Domains Integration Updates Licenses » Health » Manitering v

m User Roles External Authentication

o Create User

Roles Authentication Method Password Lifetime

Usemnmame
I aciadmin I Administrator Internal Unlimited & & u |

admin Adrmanistrator Internal Unlimited

* To avoid both deployment failure and a gap in time between the servers, configure the APIC and FMC
to use the same Network Time Protocol (NTP) server. With FTD on the Firepower 41xx and 93xx Series
appliance, the Chassis Manager must also be configured.

* In the APIC, navigate to Fabric > Fabric Policies > Pod Policies > Policies > Date and Time.
Use the Create Date and Time Policy Wizard to configure the same NTP server:
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System Tenants Fabric VM Networking  L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policies

Policie ; . ;

Date and Time Policy - Policy default
Cuick Start

» I Switch Policies E

» I nodule Policies :
+ M Interface Policies PrOpeﬂlES

Name: default
Description: | oot

4 M Pod Policies
4 M Folicies
4 I Date and Time

» & Policy detaurt Administrative State:
B deraut _
> B s Authentication State enabled

» I Management Access NTF Servers:
& isise it
\E} 1515 Policy default X
= . = Minimum Polling  Maximum Polling

':l, COOP Group Pelity default Host Name/IP Address Preferred riterisak Inwarval Management EPG

1El BGP Route Reflector default 126.50.0.245 True 4 6 default {Out-of-Band)
» B Folicy Groups
» M Profiles

» I Giobal Policies

» I nMon taring Policies

» I Troubleshoot Folicies
» Il Geolocation Policies

» MM Tags

* In the FMC, navigate to System > Configuration > Time Synchronization and configure the same
NTP server:

&, BRI Help v admin v

Configuration Users Domains Integration Updates Licenses » Health +  Monitoring v = Tools »

Arcass List \eSave,
Process Serve Time via NTP Enabled ¥

Audit Log Certificate AN i T otal o QU ation]

Audit Leg Set My Clock # Via NTP from

0.245
Login Banner 128.59. 5

Change Reconciliation
ONS Cache

Dashiboard

Database

External Database Access

Email Notification

Access Control Preferences
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Management Interfaces
Metwork Analysis Policy Preferences
Femote Storage Device
REST AP] Preferences
SHMP

UCAPL/CC Compliance
Shell Timeout

Time

Time Synchronization
WMware Tools

ulnerability Mapping

* In the Chassis Manager of the Firepower 41xx and 93xx series appliance, navigate to Platform
Settings > NTP > Time Synchronization and add the same NTP server:
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Overview Interfaces Logical Devices Security Engine RYEIs{lgy Settings
» NTP Time Synchronization eI

SSH 5

SNMP Set Time Source

HTTPS Set Time Manually

nn Date: 02/06/2017 “ (mm/dd/yyyy)
Syslog Time: 6 v| [0 v | |PM v (hh:mm)
DNS

FIPS and Commeon Criteria Get System Time

Access List

NTP Server Authentication: Enable

© Use NTP Server

NTP Server Server Status Actions

ntp.esl.cisco.com Synchronized

gl

\}

Note Ifyou try to create a configuration that is not supported on your current FMC or FTD version, an error similar
to the following may appear on the APIC: "Major script error: Configuration error: .... ERROR: % Invalid
input detected at "' marker."

Related Documentation

* Cisco Application Centric Infrastructure Fundamentals
* Cisco APIC Layer 4 to Layer 7 Services Deployment Guide
* Cisco Firepower Threat Defense NGFW

* Cisco Firepower Management Center
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Install

* Validate that the FMC REST API is Enabled, on page 7
* Import the Device Package, on page 8

Validate that the FMC REST API is Enabled

The APIC uses a REST API to connect with Firepower devices. By default, the REST API is enabled. Before
the APIC can set up and manage any Firepower device, ensure that the FMC REST API is enabled by
completing the following steps:

Before you begin

The FMC must be running version 6.2.0 or newer.

N

Note The REST API is already packaged with the FMC software; there is no license required.

Step 1 Sign in to the FMC using your administrator credentials.
Step 2 Navigate to System > Configuration > REST API Preferences.
Step 3 If the Enable REST API check box is not already selected, check the box and click Save.

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 [Jj
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Overview Analysis Polides Devices Objeds = AMP ']

Configuration  Users  Domaing  InRegration  Updates  Licensesw  Health»  Monitoring s Tools v

» REST API Preferences

What to do next
Once the REST API is enabled, the FMC is ready to support the FTD for ACI device package.

Create an account other than admin to use with the APIC.

Import the Device Package

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

The APIC requires a device package in order to configure and monitor a service device. Import the FTD for
ACI device package into the APIC so that the APIC knows you have an FTD appliance and what the FTD
appliance can do.

Download the device package from http://www.cisco.com/go/software and save it onto your local drive.

Note The device package is downloaded as a .zip file. Do not unzip the file.

Sign in to the APIC as the provider administrator.

On the menu bar, click L4-L7 Services.

On the submenu bar, click Packages.

In the navigation pane, click L4-L7 Service Device Types.

Select Actions > Import Device Package.

In the File Name field, specify the device package that you downloaded in Step 1, and click Submit.

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
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Import the Device Package .

What to do next

Refresh the Device Types window. The new device appears in the list of device types.

Inventory | Packages

Packages E

L4-L7 Service Device Types i
I Cuick Start
» I L4-17 Service Device Types

O ¥ ACTIONS -
Vendor & Model Version Functions
cisco ASA 12 Firawall
cisco ASA_FI 1 Firewall

clsco FTO_FI 10 FTD

(Optional) In the navigation pane, expand Device Types to see the function parameters for the device package.

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 .
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CHAPTER 3

Configure

* Background, on page 11

* Register the FTD Appliance, on page 11

* Create a Service Graph, on page 20

* Apply a Service Graph Template, on page 21
* Supported Functions, on page 24

* FTD Deployments, on page 29

Background

The ACI fabric provides for integration of L4-L7 services as an integral part of an application. This is
accomplished through the use of an APIC-managed service graph, which requires a L4-L7 device package.
The imported device package exposes configuration parameters in APIC, and allows it to orchestrate a given
configuration onto the device.

To install the L4-L7 service graph, register a L4-L7 device with the APIC, add its configuration as part of a
Function Profile or L4-L7 Service Parameters, and link those two with a service graph. Once you apply this
L4-L7 service graph to a contract, the APIC renders it in the fabric by tagging device interfaces and stitching
them to appropriate consumer and provider EPGs. The APIC then applies a given configuration to the registered
device in an automated fashion. Once all of the configuration is applied to the ACI fabric and the L4-L7
device, the ACI fabric directs traffic defined by the contract to a given device for inspection. The ACI also
allows you to chain multiple services together under a single service graph.

Register the FTD Appliance

Before you register the FTD device with the APIC, add its FMC management station as an APIC Device
Manager. In this hybrid service graph model, the APIC and the FMC share full responsibility for the FTD
configuration. The APIC provisions configuration of the interfaces, IP addresses, security zones, BVIs, and
NGIPS inline pairs, while the FMC defines the threat policies and rules that govern communication between
EPGs. Add the FMC as a device manager, and register your FTD appliance with the APIC in order to utilize
it in a service graph.

Note

One FMC can be used as a device manager for multiple FTD devices provisioned for multiple service graphs.
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Before you begin

* Configure the APIC Communication Policy to allow HTTP communication.
* Configure either a Virtual Machine Manager or Physical Domain.

* Configure a tenant. The steps in this section require an existing tenant.

Step 1 Sign in to the APIC.
Step 2 On the menu bar, click Tenants.
Step 3 In the navigation pane, expand the Tenant branch, expand the 1.4-L7 Services branch, and click Device Managers.
Step 4 Select Actions > Create Device Manager.
Step 5 Complete the following options:
Option Description
Device Manager Name Name of the device manager.
Device Manager Type Select CISCO-FTDmgr_FI-1.0.
Management Click "+" to add an FMC, which manages an FTD
appliance, and complete the Host and Port fields. Click
Update.
Username Username of the FMC.
Password Password of the FMC.
Confirm Password Password of the FMC.

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3



| Configure

Step 6
Step 7

Tenant SampleTenant
I Quick Start
4 2 Tenant SampleTenant
» I Application Profiles
» Il Networking
M 417 Service Parameters
» Il Security Policies
» Il Troubleshoot Policies
» I Monitoring Policies
4 MW | 417 Senvices
» Il L4-L7 Service Graph Templates
» IR Router configurations
» I Function Profiles
» Il | 417 Devices
» Il imported Devices

» Il Devices Selection Policies

v

= Deployed Graph Instances

v

I Deployed Devices

E Inband Management Configuration for L4-L7 devices

» I Device Managers
» Il Chassis
» Il Analytics

Register the FTD Appliance .

Device Managers

o ¥

« Mame Management EPG Device Manager Type

ACTIONS ~

Management Addr

Create Device Manager

Mo items have been found.

Select Actions to o

Device Manager Name:

Management EPG:

Device Manager Type:

Management:

Usermname:

Specify device manager

StrictFMC

select an option

-

This is required only for inband management.

CISCO-FTDmgr_FI-1.0 - @

X +
Host Port
10.254.6.84 443
aciadmin

Password: «eeen.

Confirm Password: ...

‘ SUBMIT || CANCEL |

Click Submit to create the device manager.

In the navigation pane, expand the Tenant branch, expand the L4-L7 Services branch, and click L4-L7 Devices.

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 .
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il | Il ll i
cisco  AP|C System Fabric VM Networking

ALL TENANTS | AddTenant | Tenant Search: | common

Tenant G = o

C» Quick Start

v ﬁ Tenant
> Application Profiles
> Networking

L4-L7 Service Parameters

> Security Policies
| Troubleshoot Policies
> Manitaring Policies

W L4-L7 Services

> L4-L7 Service Graph Templates

> Router configurations
> Function Profiles
o L4-L7 Devices

Step 8 Right-click and select Create L4-L7 Devices. The Create L4-L7 Devices dialog box appears, showing the General
page.
Step 9 Complete the following:
Option Description
Name Name of the FTD appliance.
Note FMC fields are limited to 48 characters and are saved on

the FMC as "<Field Value> <Tenant Name> <L4-L7
Device Name>" so we recommend you reduce your tenant
and device name lengths to accommodate this limit.

Service Type Select Firewall.

Device Type Select PHYSICAL or VIRTUAL.

Device Package Select the device package you've uploaded.
Model Select the model of the FTD appliance.
Context Aware Allocate an appliance to a tenant.

. Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
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Option

Description

Note Multiple is not recommended.

Single means that the appliance cluster cannot be shared across
multiple tenants of a given type which are hosted on the provider
network.

Multiple means that the appliance cluster can be shared across
multiple tenants of a given type which you are hosting on this
provider network. For example, there could be two hosting companies
that share the same appliance. The tenancy assignment is implicitly
based on the endpoint group (EPG) to which the package is bound.
If you created a cluster, you must specify the management EPG,
which determines the network through which the appliance would
be managed.

Function Type

Select GoThrough or GoTo.

A GoThrough appliance is a transparent firewall (uses BVIs) or
NGIPS mode (uses IPS-only ports) appliance. Network packets
traverse the appliance with being modified and endpoints are not
aware of that appliance. A GoTo appliance is a routed firewall mode
and acts as a specific L3 destination to L2-attached EPGs.

Physical Domain

For physical FTD appliances, select the domain to use when
allocating network resources for the graphs that use this appliance
cluster. Select an existing physical domain or configure a new one.

Note This is not required for a virtual FTD appliance.

View

Defaults to Single Node. Shows you Device 1 to configure.

Note Starting in 1.0.2, HA Node is supported. When HA Node
is selected, both Device 1 and Device 2 in the HA device
pair are shown for you to configure.

Note Starting in 1.0.3, clustering is supported. When Cluster
is selected, multiple devices can be added with its own
management addresses.

VMM Domain

For a virtual FTD appliance, select the Virtual Machine Manager
(VMM) domain (vCenter domain). Select an existing VMM domain
or configure a new one.

Note This is not required for a physical FTD appliance.

Username

Username of the FMC.

Password

Password of the FMC.

Confirm Password

Password of the FMC.

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 [Jj
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Step 10 In the Device 1 section, complete the following options:
Option Description
Management [P Address IP address of the management interface for the concrete

appliance in the appliance cluster.

Management Port

Select HTTP or HTTPS.

VM For a virtual FTD, name of the virtual machine on which
the appliance is hosted.
Note This is not required for a physical FTD
appliance.
Step 11 For Device Interfaces, click "+" to enter information for a concrete interface, which is the interface on the concrete

appliance. The information that you enter specifies how the concrete interfaces are connected to the fabric and how the
concrete interfaces are mapped to the logical interfaces. Click Update to add the interface. Complete the following

options:
Option Description
Name Name field identifies an interface on the concrete appliance. For example,

GigabitEthernet0/1 or GigabitEthernet(0/2.

Path For physical appliances, specify how the concrete interface attaches to the fabric.

For example, the leaf node/slot/port to which the concrete interface is attached.

vNIC For virtual appliances, the network adapter name that was assigned on the vCenter
for identifying the corresponding interface of a concrete appliance. Usually on

the vCenter, a VNIC is labeled Network adapter x, where x =1, 2, 3...

Note You can check the interface MAC address on the appliance, and then
identify the corresponding vNIC on the vCenter by matching the MAC
address field.

Step 12 If View: HA Node is selected, then also complete the corresponding options in the Device 2 section. Devices 1 and 2

form the HA failover pair.

For example:

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
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Device 1
Management IP Address: 192.168.102.194 Management Port: | https
VM: |kevin-vcenter/vFTD622 v i@
Chassis: |select a value e
Device Interfaces:
Name VNIC Path (Only For Route Peering)
GigabitEthernet0/0 Network adapter 2
I GigabitEthernet0/1 Network adapter 3
Device 2
Management IP Address: |192.168.102.195 Management Port: |https
VM: | kevin-vcenter/vFTDtiw v @
Chassis: |select a value e
Device Interfaces:
Name VNIC Path (Only For Route Peering)
GigabitEthernet0/0 Network adapter 2
I GigabitEthernet0/1 Network adapter 3

If View: Cluster is selected:

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 .
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Step 13

Step 14

Managed: |+

Mame: FTDRouted

Service Type: ||

Configure |

Devices

Mame Management Address hlanagement Port  Interfaces

r . 92.168.102.152 443 Port
Device Type: EEEREISETE Po
Physical Domain: | Shivad 1 - : el 4 o
F
WiEw Mode
& ¢
Device Package: | CISCO-FT ‘L’J
Madel
Promiscuous Mode: [
Context Aware: | Mulliple
Function Type G ':-.:'l-.-lf‘.--"\'j'
Management I[P Address: 192, 168,102,195 Management Port
Device Manager: | commeon/FMCT 5 g L_T’]
Gluster Imerfaces
e Ma Concrata |nt [

APIC to Device @0 C

Management Connectmaty: - _ | O I LS mas - channel
owido insice Irmasten Port - channel2
Usernam | mandgement-user
Password; |-
Confirm Password: | oeeeee

In the Cluster section, complete the following options:
Option Description
Management IP Address IP address of the FMC.
Management Port Port number of the FMC.
Device Manager Select the device manager.

For Cluster Interfaces, click "+" to enter information for a cluster interface, which is the cluster logical interface. The
information that you enter specifies how the logical interfaces are connected to the fabric and how the logical interfaces
are mapped to the appliance concrete interfaces. Click Update to add the interface. Complete the following options:

Option Description
Type Type of cluster logical interface. For example, consumer or provider.
Name Name field identifies an interface on the graph. For example, external

or internal.

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
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Option Description

Concrete Interfaces
interface.

Specify how the logical interface attaches to the appliance concrete

For Cluster Interfaces, specify the interfaces for both members of the HA device pair.

Step 15
For example:
Cluster
Management IP Address: | 192.168.102.193 Management Port: |https
Device Manager: | common/FMC165 v gl
Cluster Interfaces: ¥
Type MName Concrete Interfaces
consumer | external Device2/GigabitEthernet0/0
Device1/GigabitEthernet0/0
Device1/GigabitEthernet0/1
Device2/GigabitEthernet0/0
Device2/GigabitEthernet0/1
Cluster
Management IP Address: |192.168.102.193 Management Port: |https
Device Manager: | common/FMC165 v @
Cluster Interfaces: 5
Type Name Concrete Interfaces
consumer  external Device1/GigabitEthernet0/0,Device2/GigabitEthernet0/0
provider internal Device1/GigabitEthernet0/1,Device2/GigabitEthernet0/1
Step 16 Click Next.
Step 17 (Optional) Add configuration parameters. The configuration parameters are for the concrete appliance and are used
during the one-time configuration at the time of initialization.
Step 18 Click Finish to create the appliance.

Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3 .
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What to do next

If you select your FTD device under L4-L7 Devices, it should show a ‘stable”’ state if the APIC was able to

register it properly. If it was unable to reach your FMC or find a registered FTD with a given IP adress on the
FMC, an error is displayed. Refer to the Troubleshoot chapter to understand and resolve L4-L7 device faults.
Ensure that your FTD device is in a ‘stable’ state before creating a service graph with its L4-L7 configuration.

Create a Service Graph

Step 1
Step 2
Step 3
Step 4

A service graph is an ordered set of function nodes between a set of terminals, which identifies a set of network
service functions that are required by an application. Service functions within a graph are automatically
provisioned on a service device that is based on an application's requirements.

After you register an appliance, you can create service graphs using that appliance and all the functions that
appliance has exposed. The service graph can be created under the common tenant or can be tenant-specific.
This can be done by the provider administrator or by the tenant administrator within its own tenancy.

To insert an FTD as a service function, the service graph template needs to be created using the FTD Function
Node.

Sign in to the APIC.

Navigate to a common tenant or specific tenant.

In the navigation pane, expand the L4-L7 Services branch, and click L4-L7 Service Graph Templates.

Select Actions > Create L4-L7 Service Graph Template.

Note The Create L4-L7 Service Graph Template dialog box appears. The left pane lists the service devices that

the APIC knows about and the service functions that are provided by those devices. The APIC obtained this
information from the FTD for ACI device package you previously imported.

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
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Create L4-L7 Service Graph Template

¥ (i]%]
Drag device clusters to create graph nodes.

Device Clusters Graph Name:  WebGraph
e

O Graph Type: @ Create ANew One (@ Clone An Existing Cne

2 svcType: FW
== SampleTenant/StrictFTD (Managed)| Consumer Provider

StrictFTD

L
FTD

Please drag a device from devices table and drop it here to create a service node.
StrictFTD Information

Firewall: @ Routed @ Transparent

Profile: CISCO-FTD_FI-1.0/RoutedModeForf + (3

Route Redirect: []

‘ SUBMIT ” CANCEL |

Step 5 Complete the Graph Name field with the name of the service graph.

Step 6 Drag and drop an FTD service function from the left pane to the right pane to add that function to the service graph.

Step 7 Change the name of the node.

Step 8 Select the type of firewall mode, Routed or Transparent, based on your deployment.

Step 9 Select a profile for the service node. Select a function profile in the default templates that come with the device package
or that you created before.

Step 10 Click Submit to create the graph.

The Service Graph dialog box should list the new graph that you created.

Apply a Service Graph Template

The APIC automatically configures services according to the service function requirements that are specified
in the service graph. The APIC also automatically configures the network according to the needs of the service
function that is specified in the service graph; no change in the service device is required.

The APIC passes the parameters to the appliance script within the device package. The appliance script
converts the parameter data to the configuration that is downloaded onto the appliance. It assumes application
profile, EPGs, and contract exists under a specific tenant to associate a created service graph.

Complete the following steps to associate a service graph with a contract.
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Before you begin
Configure a tenant.

Configure an application profile with EPGs.

Step 1 Sign in to the APIC.

Step 2 On the menu bar, click Tenants.

Step 3 In the navigation pane, expand the tenant's folder tree.

Step 4 Expand the L4-L7 Services > L.4-L7 Service Graph Templates branch to show the service graph templates.

Step 5 Right-click the service graph template of your choice, and in the pop-up menu that appears, click Apply L4-L7 Service
Graph Template.

Step 6 In the Step 1 Contract dialog box, select the Consumer and Provider EPGs.

L4-L7 Service Graph Template - WebGraph
Apply L4-L7 Service Graph Template To EPGs (i ] %

STEP 1 > Contract 1. Contract 2. Graph

Config A Contract Between EPGs

EPGs Information

ameters Consumer EPG / External Metwork: SampleTenant/sap/epg-AppEPG @

Provider EPG [ External Network: SampleTenant/sap/epg-WebEPG - @ “}

Contract Information

P B B R B
]

Contract: @ Create A New Contract @ Choose An Existing Contract Subject

=

Contract Name: WebCty

4

Na Filter (Allow All Traffic):

‘ NEXT ” CANCEL I

Step 7 Create a new contract, or choose an existing contract subject. Enter a name for the new contract. Click Next.
Step 8 In the Step 2 Graph dialog box, select the bridge domains (BDs) and Cluster Interfaces. Click Next.
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Apply a Service Graph Template .

Apply L4-L7 Service Graph Template To EPGs (i ] %]

STEP 2 > Graph 1. Contract 2. Graph 3. StrictFTD Parameters

Config A Service Graph

Ievice Ehisiors Graph Template: SampleTenant/WebGraph - @

Consumer Provider
. SampleTenant /StrictFTD (Managed Firewall) c E
StrictFTD
AppEPG WebEPG
&
FTD
StrictFTD Information
Firewall: routed
Profile: RoutedMaodeForFTD
- Consumer Connector
Type: @ General D) Route Peering
BD: SampleTenant/AppBD - i@

The Bridge Domain that connects the two devices

Cluster Interface: external » @

Provider Connector
Type: General D) Route Peering

BD: SampleTenant/WebBD - @

The Bridge Domsain that connects the two devices

Cluster Interface: internal i @

‘ PREVIOUS ” NEXT ” CANCEL |

Step 9 In the Step 3 Parameters dialog box, click the All Parameters tab.
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. Supported Functions

Apply L4-L7 Service Graph Template To EPGs

Profile Name:

Features:

All

STEP 3 > StrictFTD Parameters

config parameters for the selected device

Required Parameters

BRARONDNDRIRNDDODOIDNMD

Folder/Param
4 ¥ Device Config
» [::“ Access Policy
» [::“ Bridge Group Interface
» £l inline Set
» [::“ Interface
» [::“ Interface
» [::“ Security Zone
» [;'“ Security Zone
4 _@i Function Canfig
» [;'“ Access Policy Configuration
» [;'“ Bridge Group Interface Configuration
» [;'“ External Interface Configuration

» [_:“ Internal Interface Configuration

1. Contract

Name

Device
AClAccPolicyRouted

externalinterface
internalinterface
ExternalSZRT
Internal SZRT
Function

AccessPolicyFolder

ExtConfig
IntConfig

2. Graph 3. StrictFTD Parameters

RoutedModeForFTD <div id="vns:apply GraphTemplate2A:apply GraphNew:3:apply Profile_editlcon’ style="display: inline-block; width: 30px"></div>

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

‘ PREVIOUS ” FINISH ” CANCEL |

Step 10 Configure the parameters based on your deployment. You can define a function profile based on a built-in template
and use that in this step. See the sections below on Supported Functions and FTD Deployments. Click Finish to attach
the contract to the service graph.

What to do next

Once the service graph is instantiated, verify that the APIC pushed the provisioned configurations to the FTD
interfaces into the FMC correctly.

Also, verify that end points can communicate to each other using the provisioned FTD.

Supported Functions

This section describes the exposed functionality supported by the FTD for ACI device package.

Y

Note  An asterisk ("*") indicates that the option is required. Otherwise, it's optional.
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\}

Note The GraphDeploymentSuffix is " <Tenant Name> <Device Name>" and gets appended to a value where
specified below.

Note For any unsupported FTD feature, we recommended that you clean up the configuration manually before
removing a service graph or deleting the tenant.

Function Parameter Options Description

Access Policy | *Name <name> Name of the access policy.

» The APIC internally adds
a GraphDeploymentSuffix
and other information to
the Policy description.

* Pre-existing FMC Access
Policy name must match
for the APIC to use.

*Access Rules | *Name <name> Name of the access rule.

* The APIC internally adds
a GraphDeploymentSuftix
and other information to
the Rule comment.

* Pre-existing FMC Access
Rule name must match for
the APIC to update with
the created Service Graph
Security Zones.

Source Interface Referenceto |—
Interface
Object Security
Zone

Destination Interface Referenceto |—
Interface
Object Security
Zone

Bi-directional true | false If set to true, applies both
Security Zones under Access
Rule Source and Destination
Zones. Otherwise, Security
Zones are individually applied
Source and Destination fields.
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Security Zone

*Name

<name>

Configure |

Name of the security zone. Also,
APIC folder name of the
security zone object, so that
other APIC objects can
reference it.

The APIC internally adds a
GraphDeploymentSuffix to the
name. For example, if you select
a Security Zone name of
External, on the FMC you'll see
a Security Zone named
External <Tenant

Name> <Device Name>.

Note The name field gets
saved as <Field
Value> <Tenant

Name> <Device Name¢

on the FMC which is
limited to a total of 48
characters. Since the

GraphDeploymentSuffix

can use up to 40
characters, try to limit
the name field value t
8 characters.

*Type

INLINE | ROUTED | SWITCHED

Type of the security zone.

A mismatched security zone
type and interface type are not
allowed. It's based on
deployment mode.
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Inline Set

*Name

<name>

Supported Functions .

Name of the inline set. Also,
APIC folder name of the inline
set object, so that other APIC
objects can reference it.

The APIC internally adds a
GraphDeploymentSuffix to the
name. For example, if you select
an Inline Set name of External,
on the FMC you'll see an Inline
Set named External <Tenant
Name> <Device Name>.

Note The name field gets
saved as <Field
Value> <Tenant
Name> <Device Namg
on the FMC which is
limited to a total of 48
characters. Since the

GraphDeploymentSuffix

can use up to 40
characters, try to limit
the name field value t
8 characters.

*MTU

<integer>

MTU property of the Inline Set.

*Snort Fail
Open Busy

true | false

Snort Fail Open Busy property
of an Inline Set.

*Snort Fail
Open Down

true | false

Snort Fail Open Down property
of an Inline Set.
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Configure |

*Name <name> APIC folder name of the
interface object.

*Enabled true | false Enable property of the interface.

*MTU <integer> MTU property of the interface.

*Logical Name | <name> Logical name of the interface

(optional unless Inline).

The APIC internally adds a
GraphDeploymentSuffix to the
name. For example, if you select
a Logical Name of External, on
the FMC you'll see a Logical
Name of External <Tenant
Name> <Device Name>.

Note The name field gets
saved as <Field

Value> <Tenant

Name> <Device Name¢

on the FMC which is
limited to a total of 48
characters. Since the

GraphDeploymentSuffiix

can use up to 40
characters, try to limit
the name field value t
8 characters.

*Inline Set

Inline Set Object

Reference link to the APIC
Inline Set folder object.

*Security Zone

Security Zone Object

Reference link to the APIC
Security Zone folder object.

*Pv4

*static *address

IPv4 address
with subnet
mask

Applies only to routed
interfaces. Values are the IPv4
address with a subnet mask. For

example, 1.1.1.1/24

>
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Bridge Group |*Name <name> APIC folder name of the bridge
Interface group interface.

The APIC internally adds a
GraphDeploymentSuffix and
other information to the

description.
*IPv4 Address | *static *address |IPv4 address | Applies only to transparent
Configuration with subnet interfaces. Values are the IPv4
mask address with a subnet mask. For
example, 1.1.1.1/24

*Bridge Group | <integer> —

ID
*Interfaces — Reference link to the APIC
interface folder object.
IPv4 Static *Network <network> The foreign network for this
Route route. Must be in
A.B.C.D/prefix format. For
example, 192.168.1.0/24
*Gateway <gateway> The IPv4 address of the gateway
by which the foreign network is
reached. For example,
192.168.1.1
Metric <integer> Distance metric for this route.
Valid range is a number between
1 and 255, inclusive.
isTunneled true | false —

* For routed-mode FTD, if an IPv4 static route is to be configured, configure it at the
physical-interface level. However, if physical interfaces are put into the BVI interface
(IRB feature), configure the IPv4 static route at the BVI-interface level.

* For transparent-mode FTD, if an IPv4 static route is to be configured, configure it at
the physical-interface level, no matter the BVI configuration.

FTD Deployments

This section describes the function profile configuration changes required for the various deployment modes.
All three modes require you to reference the appropriate access control policy or rules:

* Verify that the Access Policy name is set correctly.

* Verify that the Access Rules under the Access Policy are set correctly, with source and destination
Security Zone mappings pointing to the correct interfaces. Ensure that the Bi-directional flag is set to
apply both interfaces' Security Zones to Access Rule Source and Destination Zones.
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Configure |

Transparent Mode
Select the default function profile CISCO-FTD_FI-1.0/TransparentModeForFTD and:

* Verify that the Bridge Group ID (Device Config > Bridge Group Interface > Bridge Group ID >
Value) is a unique number. Set the Bridge Group Interface IP address, and ensure the interfaces are
configured correctly.

* Verify that the Security Zone name (Device Config > Security Zone > Name) is set correctly and its
type is set to SWITCHED.

* Verify that the Logical Name of the Interface is unique (Device Config > Interface (either internal or
external) > Logical Name > Value). Ensure that the Enabled flag is set to true and the Security Zone
is mapped correctly.

Routed Mode
Select the default function profile CISCO-FTD_FI-1.0/RoutedModeForFTD and:

* Verify that the Security Zone name (Device Config > Security Zone > Name) is set correctly and its
type is set to ROUTED.

* Verify that the Logical Name of the Interface is unique (Device Config > Interface (either internal or
external) > Logical Name > Value). Ensure that the Enabled flag is set to true and the Security Zone
is mapped correctly. Set the Interface IP address.

Inline Mode
Select the default function profile CISCO-FTD_FI-1.0/InlineModeForFTD and verify:

* Verify that the Inline Set name (Device Config > Inline Set > Name) is set correctly.

* Verify that the Security Zone name (Device Config > Security Zone > Name) is set correctly and its
type is set to INLINE.

* Verify that the Logical Name of the Interface is unique (Device Config > Interface (either internal or
external) > Logical Name > Value). Ensure that the Enabled flag is set to true and the Inline Set and
Security Zone are mapped correctly.
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CHAPTER 4

Troubleshoot

* Fault Remediation, on page 31

Fault Remediation

This section describes some basic troubleshooting including common faults and how to remediate them.

Parameter Configurations

Any misconfigured configuration parameters for an FTD service node in a network service graph in the APIC
may return one of the following faults.

Fault Format

Graph configuration resulted in *Major script error: Configuration error: <error>* for <parameter-name> in
context <context-name> on cluster <cluster-name> in tenant <tenant-name>

Fault Message

Graph configuration resulted in *Major script error: Configuration error: Specified interface type and security
zone type must match* for enabled in context SampleTenantctx1 on cluster StrictFTDvCluster in tenant
SampleTenant

Remediation

Create a new security zone with the correct type, and delete the old zone. The FMC cannot alter a security
zone after it is created. Correct the misconfigured configuration parameter in the service graph based on what
the FMC is expecting.

Fault Message

Graph configuration resulted in *Major script error: Configuration error: Item with name DefaultInlineSet
already exists. Please choose a different name or delete the current item*
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. Appliance Configurations

Remediation

Verify that the inline set with the name DefaultInlineSet is not configured in the FMC. Inline sets that already
exist cannot be used by the device package. The device package wants to create a fresh inline set so that it
can delete it without affecting the workflow.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Interface name cannot be more
than 48 characters long*

Remediation

Verify that the Tenant, Device, and Interface logical or Inline Set names combined with 2 delimiters (" ") is
not more than 48 characters.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Name should be less than 48
characters *

Remediation

Verify that the Tenant, Device, and Interface Security Zone names combined with 2 delimiters ("_") is not
more than 48 characters.

Appliance Configurations

Any misconfigured appliance login and IP information in the APIC may return one of the following faults.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Can’t login to a appliance, configured
login information is wrong.*

Remediation

Verify that the configured FMC username and password are correct.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : The requested device does not
exist.*

Remediation

Verify that the configured device is registered with the configured FMC.

Fault Message

Graph configuration resulted in * A connection attempt failed because the connected party did not properly
respond after a period of time, or established connection failed because connected host has failed to respond.*
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Appliance Configurations .

Remediation

Verify that the configured FMC IP address is correct and reachable.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Unable to find the requested
interface.*

Remediation

Verify that the concrete interface configured in the device which is in the device cluster is present in the FMC.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Unable to deploy configuration
changes to device. Possible reasons could be that another deployment is in progress, or APIC and FMC times
are out of sync. Please be sure to sync their time to the same NTP service, set up their time zones, and retry
by re-attaching the service graph.*

Remediation

Verify that the ACI and FMC are configured with the same NTP service and that no other deployment is in
progress for the same device.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Device configuration missing.*

Remediation

Verify that the device in the device cluster is configured correctly. Also, verify that the Device Manager is
configured with information for only one FMC host.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Device IP or Port configuration
missing.*

Remediation

Verify that the registered device cluster or appliance IP address and port are configured correctly.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : Device Username or Password
configuration missing.*

Remediation

Verify that the registered device cluster username and password are configured correctly.
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Fault Message

Graph configuration resulted in *Major script error : Configuration error : Device Username or Password
configuration missing.*

Remediation

Verify that the registered device cluster username and password are configured correctly.

Fault Message

Graph configuration resulted in *Major script error : Configuration error : FMC fields are limited to 48
characters and are saved on FMC as "<Field Value> <Tenant Name> <L4-L7 Device Name>". Your current
Tenant and Device names combined with 2 delimiters (" ") are greater than 40 characters, leaving you with
an 8-character function profile field. Please reduce your Tenant or Device name lengths to accommodate this
limit.*

Remediation

Verify that the Tenant and Device names combined are not more than 38 characters.

[l Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3



	Cisco Firepower Threat Defense Quick Start Guide for APIC Integration, 1.0.3
	Introduction
	Overview
	Prerequisites
	Related Documentation

	Install
	Validate that the FMC REST API is Enabled
	Import the Device Package

	Configure
	Background
	Register the FTD Appliance
	Create a Service Graph
	Apply a Service Graph Template
	Supported Functions
	FTD Deployments

	Troubleshoot
	Fault Remediation
	Parameter Configurations
	Appliance Configurations



