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VISA 3419
VKontakte 3420
VLC Media Player 3421
Vlingo 3422

VM PWSCS 3423

3418

Contents .
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VMNET 3424

VMTP 3425

VMware Fault Domain Manager 3426
VMware Horizon View 3427
VMware Remote Authentication 3428
VMware Server Console 3429
VMware vCenter client 3430
VMware vMotion 3431
vnas 3432

VNC 3433

VoiceFive 3434

Voilabot 3435

Vonage 3436

Voxer 3437
Voyages-sncf.com 3438
VPN Master 3439

VPN Monster 3440
VPNReactor 3441
VPPS-Via 3442

VRRP 3443

vsinet 3444

VSLMP 3445

VTunnel 3446

Vuze 3447

VVPS-Qua 3448

VXLan 3449

VyprVPN Login 3450

CHAPTER 25 Applications: W 3451
w3schools.com 3455
Wachovia 3456
Walgreens 3457
Walkme 3458
Wall Street Journal 3459
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Walmart 3460

Wang Span 3461

WAP connectionless session service 3462
WAP Push 3463

WAP Push OTA-HTTP port 3464
WAP Push OTA-HTTP secure 3465
WAP Push Secure 3466

WAP secure connectionless session service
WAP Session Service 3468

WAP Session Service Secure 3469
WAP vCal 3470

WAP vCal Secure 347

WAP vCard 3472

WAP vCard Secure 3473

wApua 3474

War-rock 3475

WarLight 3476

WarriorForum 3477

Washington Times 3478

Watan 3479

WatchMyGf 3480

WAV 3481

WCCP 3482

WD softwares Download/Update 3483
WDT 3484

Weather 3485

Weather Underground 3486
Weather.com 3487

Weather.gov 3488

WeatherBug 3489

WeatherLink 3490

Web Of Trust 3491

Web Services for Devices 3492

Web Services for Devices Secured 3493

3467

Contents .
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Web.de 3494
Webcrawler 3495
WebDAV 3496
WebEx 3497
WebEx Connect 3498
WebEx Media 3499
WebEx Sharing 3500
Webex Teams 3501
Webfilter 3502
Webhard 3503
weblio 3504
WebLogic 3505
WebM 3506

WebM Files 3507
WebMD 3508
Weborama 3509
WebRTC 3510
Webs 3511
Websense 3512
Webshots 3513
WebSocket 3514
WebSphere MQ 3515
webster 3516
Webtrends 3517
Webtretho 3518
WeChat 3519
WeChat heartbeat 3520
WeChat login 3521
WeChat media 3522
WeChat message 3523
WeChat update 3524
Weebly 3525
Weibo 3526

Wells Fargo 3527
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wer-kennt-wen 3528
WESP 3529

Western Digital 3530
Western Journalism 3531
wetpaint entertainment 3532
WeTransfer 3533

Wget 3534

WhatsApp 3535
WhatsApp Media Message 3536
WhatsApp Voice 3537
WhereCoolThingsHappen 3538
WhitePages Inc 3539
whoami 3540

whois 3541

Wi-Fi Calling 3542
Wideband EXPAK 3543
Wideband Monitoring 3544
Widget Media 3545

Wii 3546

Wii Shop Channel 3547
Wikia 3548

wikidot 3549

wikiHow 3550

Wikipedia 3551

Wikipedia Edit 3552
Wimbledon 3553
wimp.com 3554

Winamp 3555

Windows Help client 3556
Windows Live 3557
Windows Live Hotmail 3558
Windows Live SkyDrive 3559
Windows Media 3560
Windows Media Player 3561

Contents .
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Windows Phone Browser 3562
Windows Phone sites 3563
Windows Update 3564
Windscribe 3565
WinMX 3566

Winny 3567

WINS 3568

Wired.com 3569
Wirtualna Polska 3570
WittyFeed 3571

WIX 3572

WiZiQ 3573

WLCCP 3574

WMA 3575

WMV 3576

Wolfram Alpha 3577
Wondershare 3578
Wood TVS 3579
Wooga 3580

Woolik 3581

WooMe 3582

Woopra 3583

Woot 3584

Wordpress 3585
WordReference.com 3586
Words With Friends 3587
Workday 3588
Workplace by Facebook 3589
World Fusion 3590
World of Warcraft 3591
WorldCat 3592
WorldstarHipHop 3593
Wow 3594

Wowhead 3595
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wpgs 3596

WPS Office 3597

Wretch 3598

WSDD 3599

WSDL Event Receiver 3600
WSP 3601

WTOP 3602

WX 3603

Wyzo 3604

CHAPTER 26 Applications: X 3605
X font server 3607
X-PRO SIP Client 3608
xact-backup 3609
Xanga 3610
Xaxis 3611
Xbone 3612
Xbox Live 3613
Xbox Live sites 3614
Xcar 3615
Xcode 3616
xda-developers 3617
XDMCP 3618
Xenu Link Sleuth 3619
Xfer 3620
Xfinity 3621
Xfire 3622
XHamster 3623
Xiami.com 3624
Xiaomi 3625
XING 3626
XiTi 3627
Xlite SIP Client 3628
XM Radio Online 3629
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CHAPTER 27

XMPP 3630

XMPP File Transfer 3631
XNS 3632

XNS Authentication 3633
XNS Clearinghouse 3634
XNS Mail 3635

XNS Time 3636

Xnxx 3637
XProtectUpdater 3638
XTP 3639

Xunlei 3640

Xunlei Kankan 3641
XVideos 3642

XVPN 3643

xvttp 3644

XWindows 3645
Xyplex 3646
Xywycom 3647

Applications: Y 3649

Y8 3651

Yahoo! 3652

Yahoo! Accounts 3653
Yahoo! Box 3654

Yahoo! Box Download 3655
Yahoo! Box Upload 3656
Yahoo! Calendar 3657
Yahoo! Douga 3658

Yahoo! Finance 3659
Yahoo! Flash 3660

Yahoo! Games 3661

Yahoo! Mail 3662

Yahoo! Messenger 3663
Yahoo! Messenger Audio 3664
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Yahoo! Messenger SMS 3666
Yahoo! Messenger Video 3667

Yahoo! Mobage 3668
Yahoo! MP4 3669
Yahoo! Screen 3670
Yahoo! Shockwave 3671
Yahoo! Slurp 3672
Yahoo! Toolbar 3673
Yahoo! Voice 3674
Yammer 3675
Yandex 3676
Yandex AppMetrica 3677
Yandex Bot 3678
Yandex Disk 3679
Yandex Email 3680
Yandex Images 3681
Yandex Maps 3682
Yandex Market 3683
Yandex Money 3684
Yandex Music 3685
Yandex Translate 3686
Yandex Video 3687
Ybrant Digital 3688
Yellow Pages 3689
Yelp 3690
Yemonisoni 3691
Yesky 3692

Yet ABC 3693

Yeti Bot 3694
yfrog 3695
Yieldmanager 3696
Yik Yak 3697
YiXin 3698

Contents .
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Yle Areena 3699
Youdao Dictionary 3700
Youjizz 3701
Youku 3702

Youm?7 3703
YouPorn 3704
YouPornGay 3705
Youth.cn 3706
YouTube 3707
Youtube Upload 3708
YouTubeMp3 3709
Yum 3710

YY 3m

CHAPTER 28 Applications: Z 3713
Zabbix 3715
Zabbix Trap 3716
Zales 311
Zalmos 3718
Zannet 3719
Zanox 3720
Zapier 37121
Zappos 3722
Zattoo 3723
Zbigz 3724
Zcbra 3725
ZEDO 3726
Zendesk 37217
ZenMate 3728
ZenVPN 3729
ZergNet 3730
Zero VPN 3731
Zerodha 3732
Zhihu.com 3733
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Zillow 3734
Zip.ca 3735
ZipCloud 3736
Zippyshare 3737
Zmags 3738
Zoho 3739
Zoho Assist 3740
Zoho Chat 37141
Zoho Connect 3742
Zoho Docs 3743
Zoho Mail 3744

Zoho SalesIQ Chat 3745

Zoho Social 3746
Zoho Wiki 3747
Zol.com.cn 3748
Zomato 3749
Zombo.com 3750
Zoom 3751

Zoom Download 3752
Zoom Meeting 3753
Zoom Upload 3754
ZRTP 3755
Zscaler 3756
Zulily 3757
ZumoDrive 3758
Zynga 3799
Zynga Poker 3760

Contents .
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. About the Cisco Vulnerability Database

About the Cisco Vulnerability Database

The Cisco vulnerability database (VDB) is a database of known vulnerabilities to which hosts may be
susceptible, as well as fingerprints for operating systems, clients, and applications. The system uses the VDB
to help determine whether a particular host increases your risk of compromise.

Cisco issues periodic updates to the VDB. The time it takes to update the VDB and its associated mappings
on the Firepower Management Center depends on the number of hosts in your network map. As a rule of
thumb, divide the number of hosts by 1000 to determine the approximate number of minutes to perform the
update.

You can find VDB updates on the VDB Software Downloads page on Cisco.com.
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About the Cisco Firepower Application Detector Reference

The Cisco Firepower Application Detector Reference contains the release notes and information about the
application detectors supported in the VDB release. For each application listed in the reference, you can find
the following information:

* Description—A brief description of the application.

» Categories—A general classification for the application that describes its most essential function. Example
categories include web services provider, e-commerce, ad portal, and social networking.

» Tags—Predefined tags that provide additional information about the application. Example tags include
webmail, SSL protocol, file sharing/transfer, and displays ads. An application can have zero, one, or
more tags.

* Risk—The likelihood that the application is used for purposes that might be against your organization’s
security policy. The risk levels are Very High, High, Medium, Low, and Very Low.

* Business Relevance—The likelihood that the application is used within the context of your organization’s
business operations, as opposed to recreationally. The relevance levels are Very High, High, Medium,
Low, and Very Low.
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Supported Platforms and Software Versions

This guide relates to Vulnerability Database Updates installed via the following software versions on the
following platforms:

Sourcefire 3D System/Firepower System Version 5.x:

* Cisco FireSIGHT Management Centers (formerly Defense Centers)

Firepower Version 6.x:

* Cisco Firepower Management Centers (formerly Defense Centers/FireSIGHT Management Centers)
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Supported Detector Types

The following Detector Types are supported:
* application protocol
* client

» web application
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Total Applications Supported in Vulnerability Database Update
342

Cisco Vulnerability Database (VDB) Update 342 supports 3,628 applications.
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Vulnerability Database Update 342 Changelog

This section describes the changes from VDB 341 (8:02:48 PM on January 29th, 2021 UTC) to VDB 342
(8:56:05 PM on March 29th, 2021 UTC).

Application Protocol Detectors

Total Added: 59
Total Removed: 0
Total Updated 5

Client Detectors

Total Added: 0
Total Removed: 0
Total Updated 1

Web Application Detectors

Total Added: 2
Total Removed: 17
Total Updated 19

FireSIGHT/Firepower Detector Updates

Total Added: 0
Total Removed: 0
Total Updated 0

Operating System Fingerprint Details

Total Added: 0
Total Removed: 0
Total Updated 0

Operating System and Hardware Fingerprint Details

Total Added: 0
Total Removed: 0
Total Updated 0

Vulnerability References
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Total Added: 107
Total Removed: 0
Total Updated 0

Finger print References

Total Added: 0
Total Removed: 0
Total Updated 0

File Type Detectors

Total Added: 0
Total Removed: 0
Total Updated 0

Operating System Fingerprint Details:

* no additions or modifications

Operating System and Hardware Fingerprint Details:

* no additions or modifications

Fingerprint Reference Details:

* no additions or modifications

Application Protocol Detectors:
* GRPC: Remote Procedure Call developed by Google. (Added)

* NDMP: Modified for added coverage (Updated)

* RTSP: Modified for added coverage (Updated)

* RADIUS: Modified for added coverage (Updated)

* QUIC: Modified for added coverage on UDP flows (Updated)

* [EC 104 End of Initialization: Updated app description (Updated)

* [EC 104 TESTFR CON: An IEC 104 Function of Test Frame Confirmation. (Added)

* [EC 104 TESTFR ACT: An IEC 104 Function of Test Frame Activation. (Added)

* [EC 104 STARTDT CON: An IEC 104 Function of Start Data Transfer Confirmation. (Added)
* [EC 104 STARTDT ACT: An IEC 104 Function of Start Data Transfer Activation. (Added)

* [EC 104 Double Point Info: An IEC 104 Type ID, M_DP_NA 1. Process information in monitor direction
of Double point information. (Added)
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* [EC 104 Monitor Bitstring 32 bit: An IEC 104 Type ID, M_BO _NA 1. Process information in monitor
direction of Bit string of 32 bit. (Added)

* [EC 104 Measured Normalized: An IEC 104 Type ID, M_ME NA 1. Process information in monitor
direction of Measured value, normalized value. (Added)

* [EC 104 Measured Scaled: An IEC 104 Type ID, M_ME NB_ 1. Process information in monitor direction
of Measured value, scaled value. (Added)

* [EC 104 Integrated Totals: An IEC 104 Type ID, M _IT NA 1. Process information in monitor direction
of Integrated totals. (Added)

* [EC 104 Packed Single Point: An IEC 104 Type ID, M_PS NA 1. Process information in monitor
direction of Packed single-point information with status change detection. (Added)

* [EC 104 Measured Normalized without Quality Descriptor: An IEC 104 Type ID,M_ME ND 1. Process
information in monitor direction of Measured value, normalized value without quality descriptor. (Added)

* [EC 104 Double Point Info with Long Time: An IEC 104 Type ID, M_DP_TB_1. Process telegrams of
Double point information with time tag CP56Time2a. (Added)

* [EC 104 Step Position Info with Long Time: An IEC 104 Type ID, M_ST TB 1. Process telegrams of
Step position information with time tag CP56Time2a. (Added)

« [EC 104 Bitstring 32 bit with Long Time: An IEC 104 Type ID, M_BO_TB_1. Process telegrams of Bit
string of 32 bit with time tag CP56Time2a. (Added)

* [EC 104 Measured Scaled with Long Time: An IEC 104 Type ID, M ME TE 1. Process telegrams of
Measured value, scaled value with time tag CP56Time2a. (Added)

* [EC 104 Measured Short Float with Long Time: An IEC 104 Type ID, M_ ME TF 1. Process telegrams
of Measured value, short floating-point value with time tag CP56Time2a. (Added)

* [EC 104 Integrated Totals with Long Time: An IEC 104 Type ID, M_IT TB 1. Process telegrams of
Integrated totals with time tag CP56Time2a. (Added)

* [EC 104 Event of Protection with Long Time: An IEC 104 Type ID, M_EP_TD 1. Process telegrams
of Event of protection equipment with time tag CP56Time2a. (Added)

* [EC 104 Packed Start Event with Long Time: An IEC 104 Type ID, M_EP TE 1. Process telegrams of
Packed start events of protection equipment with time tag CP56Time2a. (Added)

* [EC 104 Packed Output Circuit Info with Long Time: An IEC 104 Type ID, M_EP_TF 1. Process
telegrams of Packed output circuit information of protection equipment with time tag CP56Time2a.
(Added)

* [EC 104 Single Command with Long Time: An IEC 104 Type ID, C_ SC TA 1. Command telegrams
of Single command with time tag CP56Time2a. (Added)

* [EC 104 Double Command with Long Time: An IEC 104 Type ID, C DC_TA 1. Command telegrams
of Double command with time tag CP56Time2a. (Added)

» [EC 104 Regulating Step Command with Long Time: An IEC 104 Type ID, C RC TA 1. Command
telegrams of Regulating step command with time tag CP56Time2a. (Added)

* [EC 104 Setpoint Command Normalized with Long Time: An IEC 104 Type ID,C_SE TA 1. Command
telegrams of Setpoint command, normalized value with time tag CP56Time2a. (Added)
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* [EC 104 Setpoint Command Scaled with Long Time: An IEC 104 Type ID, C_SE TB_1. Command
telegrams of Setpoint command, scaled value with time tag CP56Time2a. (Added)

* [EC 104 Setpoint Command Short Float with Long Time: An IEC 104 Type ID,C_SE TC 1. Command
telegrams of Setpoint command, short floating point value with time tag CP56Time2a. (Added)

* [EC 104 Bitstring 32 bit Command with Long Time: An IEC 104 Type ID, C BO_TA_1. Command
telegrams of Bit string 32 bit with time tag CP56Time2a. (Added)

* [EC 104 Counter Interrogation Command: An IEC 104 Type ID, C_CI NA 1. System information in
control direction of Counter interrogation command. (Added)

* [EC 104 Read Command: An IEC 104 Type ID, C RD NA 1. System information in control direction
of Read command. (Added)

* [EC 104 Clock Synchronization Command: An IEC 104 Type ID, C_CS_NA_1. System information in
control direction of Clock synchronization command. (Added)

» [EC 104 Reset Process Command: An [EC 104 Type ID, C_ RP_NC 1. System information in control
direction of Reset process command. (Added)

* [EC 104 Test Command with Long Time: An IEC 104 Type ID, C TS TA 1. System information in
control direction of Test command with time tag CP56Time2a. (Added)

* [EC 104 Parameter of Measured Normalized: An IEC 104 Type ID, P. ME _NA 1. Parameter in control
direction of measured value, normalized value. (Added)

* [EC 104 Parameter of Measured Scaled: An IEC 104 Type ID, P. ME NB 1. Parameter in control
direction of measured value, scaled value. (Added)

* [EC 104 Parameter of Measured Short Float: An IEC 104 Type ID, P. ME NC 1. Parameter in control
direction of measured value, short floating point value. (Added)

* [EC 104 Parameter Activation: An IEC 104 Type ID, P. AC NA 1. Parameter in control direction of
Parameter activation. (Added)

* [EC 104 File Ready: An IEC 104 Type ID, F FR_NA 1. File ready in file transfer. (Added)
* [EC 104 Section Ready: An IEC 104 Type ID, F SR_NA 1. Section ready in file transfer. (Added)

* [EC 104 Call directory Select File: An IEC 104 Type ID, F_SC_NA 1. Call directory, select file, call
file, call section. (Added)

* [EC 104 Last Section Last Segment: An IEC 104 Type ID, F LS NA 1. Last section, last segment in
file transfer. (Added)

* [EC 104 Ack File Ack Section: An IEC 104 Type ID, F_ AF NA 1. Act file, Act section in file transfer.
(Added)

* [EC 104 List Segment: An IEC 104 Type ID, F SG_NA 1. List Segment in file transfer. (Added)
» [EC 104 List Directory: An IEC 104 Type ID, F DR _TA 1. List Directory in file transfer. (Added)
* [EC 104 Query Log: An IEC 104 Type ID, F SC NB 1. Query Log in file transfer. (Added)

* Modbus Read Coils: The Read Coils command is a function code in the Modbus Serial Communication
Protocol. (Added)
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* Modbus Read Discrete Inputs: The Read Discrete Inputs command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Read Holding Registers: The Read Holding Registers command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Read Input Registers: The Read Input Registers command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Write Single Coil: The Write Single Coil command is a function code in the Modbus Serial
Communication Protocol. (Added)

* Modbus Write Single Register: The Write Single Register command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Write Multiple Coils: The Write Multiple Coils command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Write Multiple Registers: The Write Multiple Registers command is a function code in the
Modbus Serial Communication Protocol. (Added)

* Modbus Read File Record: The Read File Record command is a function code in the Modbus Serial
Communication Protocol. (Added)

* Modbus Write File Record: The Write File Record command is a function code in the Modbus Serial
Communication Protocol. (Added)

* Modbus Mask Write Register: The Mask Write Register command is a function code in the Modbus
Serial Communication Protocol. (Added)

* Modbus Read/Write Multiple Registers: The Read/Write Multiple Registers command is a function code
in the Modbus Serial Communication Protocol. (Added)

* Modbus Read FIFO Queue: The Read FIFO Queue command is a function code in the Modbus Serial
Communication Protocol. (Added)

* Modbus Encapsulated Interface Transport: The Modbus Encapsulated Interface Transport command is
a function code in the Modbus Serial Communication Protocol. (Added)

Client Detectors:
» TextMe: Added patterns to cover web client (Updated)

Web Application Detectors:

* Hopster: A couponing site (Removed)

* J&R: Computer and electronics retailer. (Removed)

» Writeboard: Collaborative web based text editor. (Removed)

* Diamond Dash: Matching game for Facebook. (Removed)

* Family Tree: Family-oriented social networking app for facebook (Removed)
* Google Maps: Added the ‘decrypted traffic’ tag (Updated)

* Babylon: Removed from ‘search engine’ category (Updated)
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* Yellow Pages: Removed the tag ‘share video’ and ‘multimedia (TV/video)’ (Updated)
* Yandex: Removed the ‘webmail’ tag (Updated)

» Redbox Instant: Rental and online movie/game. (Removed)

* Microsoft Excel: Modified for added coverage (Updated)

» Boxoh: A site that aggregates shipment tracking from different shipping providers. (Removed)
» Adenin: Removed from ‘search engine’ category (Updated)

* Squidoo: Social blogging site. (Removed)

» Wikispaces: Wiki hosting site. (Removed)

* 24/7 Media: Advertisement site. (Removed)

* Effective Measure: App renamed to Narratiive (Updated)

* Nugg: Advertisement site. (Removed)

* Yabuka: Advertisement site. (Removed)

* X Plus One: Advertisement site. (Removed)

* DC Storm: Advertisement site. (Removed)

» Ultrasurf: Modified to fix false positives on traffic from Firefox browser (Updated)
* PointRoll: Advertising company. (Removed)

* ESPN Video: Modified for added coverage (Updated)

» Amazon Cloud Drive: Modified for added coverage (Updated)

» Amazon Cloud Drive Upload: Modified for added coverage (Updated)

* Myspace Music: Modified for added coverage (Updated)

* Mgoon: Korean Entertainment web portal. (Removed)

* Seterus: Loan servicing company. (Removed)

* Cassandra: Free and open-source NoSQL database management system. (Added)

* Yum: Package management tool for RPM based Linux operating systems. (Added)
» TeamViewer: Modified for added coverage (Updated)

* Facebook: Modified for added coverage (Updated)

* Google: Modified for added coverage (Updated)

* Microsoft: Modified for added coverage (Updated)

* Microsoft Azure: Modified for added coverage (Updated)

* VPN Monster: Modified for added UDP coverage (Updated)

* Orange: Added coverage for decryption patterns. (Updated)

FireSIGHT/Firepower Detector Updates:
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* no additions or modifications

File Type Detector Details:

* no additions or modifications

Snort ID Vulnerability Reference Details:
* CVE 2013-2028 - Snort Reference ID 108,16,8 (Added)

* CVE 2014-3120 - Snort Reference ID 33830,36256,44690,57129,57130,57131 (Added)
* CVE 2015-0050 - Snort Reference ID 33053,33358 (Added)

* CVE 2017-0199 - Snort Reference ID 42189, 42190, 42229, 42230, 42231,45519, 45520, 52481, 52482,
57063, 57064, 57065, 57066 (Added)

* CVE 2017-8965 - Snort Reference ID 57188 (Added)

* CVE 2017-11882 - Snort Reference ID 44989, 44990, 45132, 45133, 45134, 45135, 45466, 45467,
45511, 45512, 49775, 49776, 50684, 50685, 53090, 54620, 54621, 57054, 57055 (Added)

* CVE 2017-18344 - Snort Reference ID 57156,57157 (Added)

* CVE 2018-1156 - Snort Reference ID 57176,57177 (Added)

* CVE 2018-11472 - Snort Reference ID 57126,57127 (Added)

* CVE 2018-11473 - Snort Reference ID 57178,57179 (Added)

* CVE 2019-5544 - Snort Reference ID 57111,57112 (Added)

* CVE 2019-11707 - Snort Reference ID 50518,50519,57180,57181 (Added)
* CVE 2019-19781 - Snort Reference ID 300001,52512,52513,52603,52620,52662 (Added)
* CVE 2020-4006 - Snort Reference ID 57182,57183,57184,57185 (Added)
* CVE 2020-6088 - Snort Reference ID 53126 (Added)

* CVE 2020-13546 - Snort Reference ID 55991,55992 (Added)

* CVE 2020-13548 - Snort Reference ID 56063,56064 (Added)

* CVE 2020-13550 - Snort Reference ID 56048,56049,56050 (Added)

* CVE 2020-13561 - Snort Reference ID 56158,56159,56160,56161 (Added)
* CVE 2020-13562 - Snort Reference ID 56145,56146 (Added)

* CVE 2020-13563 - Snort Reference ID 56143,56144 (Added)

* CVE 2020-13564 - Snort Reference ID 56145,56146 (Added)

* CVE 2020-13565 - Snort Reference ID 56152,56153 (Added)

* CVE 2020-13572 - Snort Reference ID 56365,56366 (Added)

» CVE 2020-13574 - Snort Reference ID 56211,56275 (Added)

* CVE 2020-13575 - Snort Reference ID 56507,56508 (Added)
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* CVE 2020-13576 - Snort Reference ID 56509,56510 (Added)
* CVE 2020-13577 - Snort Reference ID 56307,56308 (Added)
* CVE 2020-13578 - Snort Reference ID 56297,56298 (Added)
* CVE 2020-13579 - Snort Reference ID 56226,56227,56228,56229 (Added)
* CVE 2020-13580 - Snort Reference ID 56212,56213 (Added)
* CVE 2020-13581 - Snort Reference ID 56209,56210 (Added)
* CVE 2020-13582 - Snort Reference ID 56199 (Added)

* CVE 2020-13585 - Snort Reference ID 56451,56452 (Added)
* CVE 2020-13586 - Snort Reference ID 56389,56390 (Added)
* CVE 2020-13942 - Snort Reference ID 56990 (Added)

* CVE 2020-13951 - Snort Reference ID 56989 (Added)

* CVE 2020-14343 - Snort Reference ID 56223,56224 (Added)
* CVE 2020-16846 - Snort Reference ID 57048,57049 (Added)
* CVE 2020-25159 - Snort Reference ID 57155 (Added)

* CVE 2020-27247 - Snort Reference ID 56526,56527 (Added)
* CVE 2020-27248 - Snort Reference ID 56526,56527 (Added)
* CVE 2020-27249 - Snort Reference ID 56526,56527 (Added)
* CVE 2020-27250 - Snort Reference ID 56526,56527 (Added)
* CVE 2020-28595 - Snort Reference ID 56727,56728 (Added)
* CVE 2021-1138 - Snort Reference ID 56955 (Added)

* CVE 2021-1139 - Snort Reference ID 56953 (Added)

* CVE 2021-1140 - Snort Reference ID 56938,56939,56940,56941 (Added)
* CVE 2021-1141 - Snort Reference ID 56945 (Added)

* CVE 2021-1142 - Snort Reference ID 56955 (Added)

* CVE 2021-1247 - Snort Reference ID 56947 (Added)

* CVE 2021-1248 - Snort Reference ID 56954 (Added)

* CVE 2021-1264 - Snort Reference ID 56950 (Added)

* CVE 2021-1272 - Snort Reference ID 56956 (Added)

* CVE 2021-1280 - Snort Reference ID 56893,56894 (Added)
* CVE 2021-1289 - Snort Reference ID 57087,57093 (Added)
* CVE 2021-1290 - Snort Reference ID 57091 (Added)

* CVE 2021-1291 - Snort Reference ID 57094 (Added)

. Cisco Firepower Application Detector Reference - VDB 342



| Release Notes for Cisco Vulnerability Database (VDB) Update 342
Vulnerability Database Update 342 Changelog .

* CVE 2021-1292 - Snort Reference ID 57088,57089 (Added)
* CVE 2021-1293 - Snort Reference ID 57097 (Added)

* CVE 2021-1294 - Snort Reference ID 57076 (Added)

* CVE 2021-1295 - Snort Reference ID 57092 (Added)

* CVE 2021-1296 - Snort Reference ID 57074 (Added)

* CVE 2021-1297 - Snort Reference ID 57072 (Added)

* CVE 2021-1298 - Snort Reference ID 56946 (Added)

* CVE 2021-1299 - Snort Reference ID 56942,56943,56944 (Added)
* CVE 2021-1302 - Snort Reference ID 56957 (Added)

* CVE 2021-1304 - Snort Reference ID 56958,56959,56960,56961,56962 (Added)
* CVE 2021-1305 - Snort Reference ID 56963 (Added)

* CVE 2021-1314 - Snort Reference ID 57086 (Added)

* CVE 2021-1315 - Snort Reference ID 57086 (Added)

* CVE 2021-1316 - Snort Reference ID 57086 (Added)

* CVE 2021-1317 - Snort Reference ID 57095,57096 (Added)
* CVE 2021-1318 - Snort Reference ID 57084,57085 (Added)
* CVE 2021-1319 - Snort Reference ID 57090 (Added)

* CVE 2021-1320 - Snort Reference ID 57069 (Added)

* CVE 2021-1321 - Snort Reference ID 57069 (Added)

* CVE 2021-1322 - Snort Reference ID 57101 (Added)

* CVE 2021-1323 - Snort Reference ID 57068 (Added)

* CVE 2021-1324 - Snort Reference ID 57068 (Added)

* CVE 2021-1325 - Snort Reference ID 57090 (Added)

* CVE 2021-1327 - Snort Reference ID 57082 (Added)

* CVE 2021-1328 - Snort Reference ID 57077 (Added)

* CVE 2021-1329 - Snort Reference ID 57113 (Added)

* CVE 2021-1330 - Snort Reference ID 57114 (Added)

* CVE 2021-1331 - Snort Reference ID 57099 (Added)

* CVE 2021-1332 - Snort Reference ID 57098 (Added)

* CVE 2021-1333 - Snort Reference ID 57073 (Added)

* CVE 2021-1334 - Snort Reference ID 57073 (Added)

* CVE 2021-1335 - Snort Reference ID 57113 (Added)
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* CVE 2021-1336 - Snort Reference ID 57110 (Added)

* CVE 2021-1337 - Snort Reference ID 57109 (Added)

* CVE 2021-1338 - Snort Reference ID 57075 (Added)

* CVE 2021-1339 - Snort Reference ID 57102 (Added)

* CVE 2021-1340 - Snort Reference ID 57102 (Added)

* CVE 2021-1341 - Snort Reference ID 57105 (Added)

* CVE 2021-1342 - Snort Reference ID 57077 (Added)

* CVE 2021-1343 - Snort Reference ID 57078,57079,57080,57081 (Added)
* CVE 2021-1344 - Snort Reference ID 57113 (Added)

* CVE 2021-1345 - Snort Reference ID 57114 (Added)

* CVE 2021-1346 - Snort Reference ID 57083 (Added)

* CVE 2021-1347 - Snort Reference ID 57100 (Added)

* CVE 2021-1348 - Snort Reference ID 57113 (Added)

* CVE 2021-1648 - Snort Reference ID 57061,57062 (Added)
* CVE 2021-2109 - Snort Reference ID 57158,57159 (Added)
* CVE 2021-21017 - Snort Reference ID 57137,57138 (Added)
* CVE 2021-25274 - Snort Reference ID 57161 (Added)
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For Assistance

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information about Cisco Firepower devices, see What's New in Cisco Product
Documentation.

Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service. If you have any questions or require assistance with Cisco ASA devices, please
contact Cisco Support:

* Note: To open a TAC request, you must first register for a Cisco.com user ID

* Once you have a Cisco.com user ID, you may initiate or check on the status of a service request online
or contacting the TAC by phone:

* U.S. - 1-800-553-2447 Toll Free

* International support numbers

* For additional information on obtaining technical support through the TAC, please consult the Technical
Support Reference Guide (PDF - 1 MB)
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About Talos

The Talos Security Intelligence and Research Group (Talos) is made up of leading threat researchers supported
by sophisticated systems to create threat intelligence for Cisco products that detects, analyzes and protects
against both known and emerging threats. Talos maintains the official rule sets of Snort.org, ClamAV,
SenderBase.org and SpamCop. The team's expertise spans software development, reverse engineering,
vulnerability triage, malware investigation and intelligence gathering.
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Applications: 0-9

This chapter contains the following sections:

* 050plus, on page 21

* 1&1 Internet, on page 22
* 1-800-Flowers, on page 23
* 1000mercis, on page 24

* 100Bao, on page 25

* 12306.cn, on page 26

* 123Movies, on page 27

* 126.com, on page 28

* 17173.com, on page 29

* Ifichier, on page 30

* 2345.com, on page 31

* 247 Inc., on page 32

* 2channel, on page 33

* 2Leep, on page 34

* 33Across, on page 35

* 360 Safeguard, on page 36
* 39.net, on page 37

* 3Com AMP3, on page 38
* 3COM-TSMUX, on page 39
* 4399.com, on page 40

* 4chan, on page 41

* 4shared, on page 42

* 500px, on page 43

* 51.com, on page 44

* 56.com, on page 45

* 58 City, on page 46

* 5by5 Radio, on page 47

* 6.pm, on page 48

* 7digital, on page 49

* 914CG, on page 50

* 9Gag, on page 51

* OP, on page 52
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* 9p.com, on page 53
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050plus

050plus .

Description VoIP smartphone app.
Categories mobile application, VoIP
Tags SSL protocol

Risk Medium

Business Relevance Medium
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. 1&1 Internet

1&1 Internet

Applications: 0-9 |

Description Internet and Domain name service provider.
Categories web services provider,e-commerce

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Low
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1-800-Flowers .

1-800-Flowers

Description Online retailer of flowers and other gifts.
Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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. 1000mercis

1000mercis

Applications: 0-9 |

Description Advertising and analytics site.
Categories ad portal

Tags SSL protocol,displays ads
Risk Low

Business Relevance Very Low
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100Bao

100Ba0 [J§

Description A Chinese P2P file sharing program.
Categories peer to peer

Tags high bandwidth,file sharing/transfer,share media
Risk Very High

Business Relevance Very Low
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B 123060

12306.cn

Applications: 0-9 |

Description China Railway online customer service.
Categories web services provider,e-commerce
Tags SSL protocol,web-based support/help
Risk Very Low

Business Relevance High

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: 0-9

123Movies

123Movies .

Description Online movie site.
Categories multimedia (TV/video)

Tags SSL protocol,not work related
Risk Medium

Business Relevance Very Low
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. 126.com

126.com

Applications: 0-9 |

Description Free webmail system.
Categories email

Tags SSL protocol,sends mail,webmail
Risk Very Low

Business Relevance High
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17173.com

17173.com JJj

Description Chinese social networking site.
Categories social networking

Tags SSL protocol

Risk Medium

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



B fichier

1fichier

Applications: 0-9 |

Description Cloud storage service.

Categories web services provider,remote file storage,business
Tags SSL protocol,file sharing/transfer

Risk Low

Business Relevance Medium
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2345.com

2345.com .

Description Web portal.

Categories web content aggregators
Tags SSL protocol

Risk Very Low

Business Relevance Medium
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. 247 Inc.

247 Inc.

Applications: 0-9 |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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2channel

2channel .

Description Japan based Internet forum.

Categories web content aggregators

Tags SSL protocol,not work related,adult content
Risk Low

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



. 2leep

2Leep

Applications: 0-9 |

Description Network for Bloggers.
Categories web services provider
Tags blog

Risk Medium

Business Relevance Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: 0-9

33Across

33Across .

Description Social ad delivery service.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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. 360 Safeguard

360 Safeguard

Applications: 0-9 |

Description Chinese anti-virus software.
Categories security management

Tags SSL protocol

Risk Low

Business Relevance High
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39.net

39.net .

Description Chinese health information web portal.
Categories web services provider,healthcare services
Tags SSL protocol

Risk Very Low

Business Relevance High

Cisco Firepower Application Detector Reference - VDB 342 .



B 3comAmps

3Com AMP3

Applications: 0-9 |

Description Registered with IANA on port 629 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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scom-1smux ||

3COM-TSMUX

Description 3COM-TSMUX Queuing service, registered with TANA on port 106 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance High
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. 4399.com

4399.com

Applications: 0-9 |

Description Chinese gaming website.

Categories gaming

Tags SSL protocol,web gaming,not work related
Risk Medium

Business Relevance Very Low
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4chan

4chan .

Description Website that hosts found images and discussions on them.
Categories instant messaging

Tags SSL protocol,web chat,not work related

Risk Medium

Business Relevance Very Low
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. 4shared

4shared

Applications: 0-9 |

Description File sharing and storage service.
Categories remote file storage

Tags SSL protocol,file sharing/transfer
Risk Low

Business Relevance High
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500px

500px .

Description Online photo sharing.

Categories web services provider,mobile application

Tags SSL protocol,encrypts communications,displays ads,share photos
Risk Very Low

Business Relevance Low
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. 51.com

51.com

Applications: 0-9 |

Description Chinese social networking site.
Categories social networking

Tags SSL protocol,web chat

Risk Low

Business Relevance Low
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56.com

56.com .

Description Large Chinese video sharing site.
Categories multimedia (TV/video)

Tags high bandwidth,SSL protocol,share video
Risk Low

Business Relevance Very Low
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B seciy

58 City

Description Classified information about 58 cities in China.

Categories web services provider,e-commerce

Tags SSL protocol,encrypts communications,displays ads,web chat
Risk Very Low

Business Relevance Low
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5by5 Radio

5by5 Radio [}

Description Online live and recorded talk shows.
Categories multimedia (other),multimedia (music/audio)
Tags encrypts communications,displays ads

Risk Medium

Business Relevance Low
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. 6.pm

Applications: 0-9 |

Description Discount shoes and clothing retailer.
Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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1digital

1digital JJ]

Description Digital music and video delivery company.
Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Very Low

Business Relevance Low
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B oce

914CG

Description Texas Instruments 914C/G terminal, registered with IANA on port 211
tep/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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9Gag

9Gag .

Description Meme aggregation site.

Categories web content aggregators,multimedia (other)

Tags SSL protocol,displays ads,share links,not work related
Risk Medium

Business Relevance Very Low
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9P

Applications: 0-9 |

Description Plan 9 systems network protocol.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance High
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9p.com

9p.com .

Description Games related internet site.
Categories e-commerce,gaming,news
Tags displays ads,not work related
Risk Medium

Business Relevance Very Low
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. 9p.com
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This chapter contains the following sections:

* ABC, on page 62

* Abonti, on page 63

» About.com, on page 64

* ABS-CBN, on page 65

» ACA Services, on page 66

* ACAP, on page 67

* Access Network, on page 68
* AccessBuilder, on page 69

» AccuWeather, on page 70

» Ace Hardware Corporation, on page 71
* Acer, on page 72

* AcFun, on page 73

* ACI, on page 74

* Acoon.de, on page 75

* ACR-NEMA, on page 76

* Acrobat.com, on page 77

* Active Networks, on page 78
* ActiveSync, on page 79

» Ad Advisor, on page 80

» AD Backup, on page 81

* AD DRS, on page 82

* AD DSAOP, on page 83

* AD DSROL, on page 84

» AD File Replication Service, on page 85
» Ad Marvel, on page 86

» Ad Master, on page 87

* Ad Mob, on page 88

» Ad Nexus, on page 89

* AD NSP, on page 90

* Ad Redirector, on page 91

» AD Restore, on page 92

* Ad Tech, on page 93
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* AD XDS, on page 94

* AD-X Tracking, on page 95

» Ad4mat, on page 96

» Adap.tv, on page 97

» Adblade, on page 98

* Adcash, on page 99

* Adconion Media Group, on page 100
* Addicting Games, on page 101

» Addictive Mobility, on page 102
* AddThis, on page 103

* AddThis Bot, on page 104

* AddToAny, on page 105

* Adenin, on page 106

» AdF.ly, on page 107

* AdGear, on page 108

* Adify, on page 109

* Admeld, on page 110

* ADMETA, on page 111

* Admin5, on page 112

» AdNetwork.net, on page 113

* ADNStream, on page 114

» Ado Tube, on page 115

» Adobe Analytics, on page 116

» Adobe Connect, on page 117

* Adobe Creative Cloud, on page 118
» Adobe Fonts, on page 119

» Adobe PostScript, on page 120

*» Adobe Software, on page 121

» Adobe Update, on page 122

» AdobeAlIR, on page 123

» Adorama, on page 124

* ADP, on page 125

» ADP GlobalView, on page 126

» ADP Resource, on page 127

» ADP Streamline, on page 128

» ADP TotalSource, on page 129

* ADP Vantage, on page 130

» ADP Workforce Now, on page 131
» AdReady, on page 132

* ADrive, on page 133

» AdRoll, on page 134

* adSage, on page 135

» AdSame, on page 136

* Adtech, on page 137

* Adtegrity, on page 138

* Adult Friend Finder, on page 139
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» Advanced Hosters, on page 140

» Advanced Packaging Tool, on page 141
* Advertising.com, on page 142

» Adweek, on page 143

* AdXpose, on page 144

* AED512, on page 145

* Aeolon Core Protocol, on page 146
» AEP, on page 147

* AFP, on page 148

* Afreeca, on page 149

» After School, on page 150

» AgentX, on page 151

» Aggregate Knowledge, on page 152
» AhrefsBot, on page 153

* Aili, on page 154

* AIM Express, on page 155

* Airbnb, on page 156

* AirPlay, on page 157

* Airsoft Powerburst, on page 158

* Airspace, on page 159

* Airtime, on page 160

* AirTunes, on page 161

* Aizhan, on page 162

* AJP, on page 163

» Akamai, on page 164

» Akamai NetSession Interface, on page 165
* Al Jazeera, on page 166

* Albawaba, on page 167

* Alias, on page 168

+ Alibaba, on page 169

* Aliexpress, on page 170

* Alipay, on page 171

* Alisoft, on page 172

» Aliwangwang, on page 173

* Aliyun, on page 174

* Allegro.pl, on page 175

* Allmyapps, on page 176

* AllRecipes, on page 177

» Allstate, on page 178

* ALPES, on page 179

» ALTools, on page 180

* AMANDA, on page 181

* Amazon, on page 182

* Amazon Ads System, on page 183
* Amazon Cloud Drive, on page 184
» Amazon Cloud Drive Authenticate, on page 185
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* Amazon Cloud Drive Download, on page 186
» Amazon Cloud Drive Upload, on page 187
» Amazon Cloud Player, on page 188

» Amazon Web Services, on page 189

* AMD, on page 190

* Ameba, on page 191

» American Airlines, on page 192

» American Express, on page 193

* AMlInet, on page 194

* AMMYY, on page 195

» Amobee, on page 196

* Amp, on page 197

* AMQP, on page 198

* AMQPS, on page 199

* Ancestry.com, on page 200

* Ando Media, on page 201

» Android Asynchronous Http Client, on page 202
* Android browser, on page 203

* Android Client, on page 204

* Android Download Manager, on page 205
* Android Music, on page 206

* Android.com, on page 207

» Anghami, on page 208

* Angry Birds, on page 209

* Anipang, on page 210

» ANSA Notify, on page 211

* ANSA REX Trader, on page 212

* ANSI Z39.50, on page 213

* Answers.com, on page 214

* any host, on page 215

* AnyConnect, on page 216

» AnyConnect [PSec Client, on page 217

» AnyConnect SSL Client, on page 218

» AnyDesk, on page 219

* AODV, on page 220

* AOL, on page 221

* AOL Ads, on page 222

* AOL Games, on page 223

* AOL Instant Messenger (Mac), on page 224
* AOL Mail, on page 225

* AOL Video, on page 226

» Apache Nutch, on page 227

» Apertus Tech Load Distribution, on page 228
* APNS, on page 229

» AppGlu, on page 230

* Appier, on page 231
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» Apple App Store, on page 232
 Apple Developer, on page 233

* Apple iForgot, on page 234

* Apple Mail, on page 235

» Apple Maps, on page 236

» Apple Music, on page 237

» Apple News, on page 238

* Apple Pipeline, on page 239

* Apple PubSub, on page 240

» Apple Remote Desktop, on page 241
* Apple sites, on page 242

* Apple Stocks, on page 243

 Apple Store, on page 244

 Apple Syndication, on page 245

* Apple Trailers, on page 246

» Apple TV, on page 247

* Apple TV Plus, on page 248
 Apple Update, on page 249

» AppleCoreMedia, on page 250

* Applejuice, on page 251

* Applejuice GUI, on page 252

* appleqtcsrvr, on page 253

* AppleShare, on page 254

* AppleTalk Routing Maintenance, on page 255
» AppleTalk Unused 203, on page 256
» AppleTalk Unused 205, on page 257
* AppleTalk Unused 207, on page 258
* AppleTalk Unused 208, on page 259
» AppleTalk Zone Information Protocol, on page 260
» ApplianceWare Managment Protocol, on page 261
* Applix ac, on page 262

» AppNeta, on page 263

* AppNexus, on page 264

» Aptean, on page 265

* ArcGIS, on page 266

* ARCISDMS, on page 267

* ARCServe, on page 268

* Ares, on page 269

* Argos, on page 270

* Argus, on page 271

* Ariel, on page 272

* Ariel2, on page 273

* Ariel3, on page 274

* ARIS, on page 275

* Arizona Public Media, on page 276
* ARNS, on page 277
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 Arora, on page 278

* ArtStack, on page 279

* AS Server Mapper, on page 280
» ASA, on page 281

* Asana, on page 282

» ASF, on page 283

* Asia Times Online, on page 284
* Asipregistry, on page 285

» Ask.com, on page 286

» ASKfm, on page 287

* asos, on page 288

» ASProxy, on page 289

* Associated Press, on page 290

* Asterisk PBX, on page 291

* Astraweb, on page 292

* Asus, on page 293

* AT&T, on page 294

* ATG Live Help, on page 295

* Atlas Advertiser Suite, on page 296
* Atlassian, on page 297

* Atom, on page 298

* Audible.com, on page 299

* AudienceScience, on page 300
* AudioDocumentary.org, on page 301
» AUDIT, on page 302

* auditd, on page 303

* Auditude, on page 304

* Aurora, on page 305

* Aurora CMGR, on page 306

* AURP, on page 307

* Autoblog, on page 308

* Autodesk, on page 309

» Autohome.com.cn, on page 310
 AutoTrader.com, on page 311

* AutoZone, on page 312

* Avast, on page 313

* Avaya, on page 314

» Avaya Audio, on page 315

* Avaya Live, on page 316

* Avaya Video, on page 317

* AVG, on page 318

* Avian, on page 319

» Avira Download/Update, on page 320
* Avito, on page 321

* Avocarrot, on page 322

» Avocent, on page 323
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* Avoidr, on page 324

» Aweber, on page 325

* AX.25, on page 326

* Azar Live, on page 327

» AZLyrics, on page 328

* Azure cloud portal, on page 329
» Azure Service Bus, on page 330
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B asc

ABC

Description Web Portal for television network.

Categories web services provider,multimedia (TV/video),news

Tags web-based support/help,displays ads,web chat,User-Agent Exclusion
Risk Medium

Business Relevance Very Low
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Abonti

Abonti I

Description Web crawler.

Categories web spider/search crawler
Tags

Risk Low

Business Relevance Very Low
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About.com

Applications: A |

Description A site that provides original information on various subjects.
Categories web content aggregators

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

ABS-CBN

ass-ceN I}

Description Phillipines-based news.

Categories web services provider,multimedia (TV/video),news
Tags file sharing/transfer,displays ads

Risk Very Low

Business Relevance High
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Applications: A |
. ACA Services

ACA Services

Description DEC's Application Control Architecture services, registered with IANA on
port 62 tcp/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

ACAP

acar i

Description Application Configuration Access Protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Access Network

Access Network

Applications: A |

Description Registered with IANA on port 699 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AccessBuilder .

AccessBuilder

Description A family of dial-in remote access servers for mobile computer users and
remote office workers.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. AccuWeather

AccuWeather

Applications: A |

Description Weather forecasting website.

Categories web services provider,e-commerce,multimedia (TV/video)
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Low
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| Applications: A
Ace Hardware Corporation .

Ace Hardware Corporation

Description Home improvement goods and hardware retailer.
Categories e-commerce

Tags SSL protocol,displays ads,not work related

Risk Low

Business Relevance Very Low
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. Acer

Acer

Applications: A |

Description Manufacturer of PCs and laptops.
Categories business

Tags SSL protocol

Risk Very Low

Business Relevance High
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| Applications: A

AcFun

AcFun .

Description Video sharing site.

Categories web content aggregators,multimedia (TV/video)
Tags share media,displays ads,share video,not work related
Risk High

Business Relevance Very Low
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Applications: A |

B ~

ACI

Description Application Communication Interface, registered with IANA on port 187
tep/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Acoon.de

Acoon.de .

Description Search engine and Web crawler.

Categories search engine,web spider/search crawler

Tags SSL protocol,encrypts communications,safesearch unsupported
Risk Low

Business Relevance Low
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Applications: A |
Bl Acr-nEmA

ACR-NEMA

Description A standard for handling, storing, printing, and transmitting medical imaging.
Registered with IANA on port 104 tcp/udp.

Categories network protocols/services

Tags file sharing/transfer,share media,share photos

Risk Low

Business Relevance High
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| Applications: A
Acrobat.com .

Acrobat.com

Description Adobe file transfer and PDF conversion site.
Categories web services provider

Tags SSL protocol,file sharing/transfer

Risk Low

Business Relevance High
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Applications: A |
. Active Networks

Active Networks

Description A networking technology used to enable unique processing of each network
packet.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
ActiveSync .

ActiveSync

Description Microsoft software that allows synchronization of data between handheld
devices and desktop computers.

Categories network protocols/services,email

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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B AdAdvisor

Ad Advisor

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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| Applications: A
AD Backup .

AD Backup

Description Microsoft Active Directory Backup service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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[l Aooes

AD DRS

Applications: A |

Description Microsoft Active Directory Replication Service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

AD DSAQP

anpsaor i

Description Microsoft Active Directory System Agent service.
Categories network protocols/services,Active Directory

Tags

Risk Low

Business Relevance Very High
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[l AoosroL

AD DSROL

Applications: A |

Description Microsoft Active Directory Server Role service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
AD File Replication Service .

AD File Replication Service

Description Used to synchronize file changes between Active Directory servers.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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B AdMarvel

Ad Marvel

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Ad Master

Ad Master .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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B Admob

Ad Mob

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Ad Nexus

Ad Nexus .

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium

Cisco Firepower Application Detector Reference - VDB 342 .



Il Aonse

AD NSP

Applications: A |

Description Microsoft Active Directory Name Service Provider.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
Ad Redirector .

Ad Redirector

Description Ad service.
Categories e-commerce,ad portal
Tags displays ads

Risk Low

Business Relevance Very Low
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. AD Restore

AD Restore

Applications: A |

Description Microsoft Active Directory Restore service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

Ad Tech

AdTech [}

Description Advertisement site Adtech AG, part of AOL networks.
Categories web services provider,e-commerce,ad portal

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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Il Aoxos

AD XDS

Applications: A |

Description Microsoft Active Directory Extended Directory service.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
AD-X Tracking [Jj

AD-X Tracking

Description Data analysis and monitoring of ad-related traffic targeted for mobile
applications.

Categories web services provider,mobile application,ad portal

Tags SSL protocol

Risk Low

Business Relevance Medium
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. Ad4mat

Ad4mat

Applications: A |

Description Ad site.

Categories ad portal

Tags SSL protocol,displays ads
Risk Low

Business Relevance Very Low
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| Applications: A

Adap.tv

Adap.tv .

Description Video advertising service.
Categories web services provider
Tags SSL protocol

Risk Very Low

Business Relevance Very Low
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B Adviade

Adblade

Applications: A |

Description Advertising platform.

Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Adcash

Adcash .

Description Advertising network.

Categories web services provider

Tags SSL protocol,encrypts communications
Risk Very Low

Business Relevance Low
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Applications: A |
. Adconion Media Group

Adconion Media Group

Description Multi-channel ad delivery company.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A
Addicting Games .

Addicting Games

Description Website for flash games.

Categories gaming

Tags business impact,displays ads,web gaming,Flash,not work related
Risk Low

Business Relevance Very Low
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B Addictive Mobility

Addictive Mobility

Applications: A |

Description Mobile ad and media service.
Categories mobile application

Tags displays ads

Risk High

Business Relevance Low
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| Applications: A

AddThis

Addhis [Jj

Description Social bookmarking service.
Categories web services provider

Tags SSL protocol,encrypts communications
Risk Very Low

Business Relevance Low
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[l AddThis Bot

AddThis Bot

Applications: A |

Description Web crawler by AddThis.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance Low
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| Applications: A

AddToAny

AddToAny [}

Description Social bookmarking and sharing platform.
Categories web services provider,browser plugin
Tags SSL protocol

Risk Medium

Business Relevance Low
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. Adenin

Adenin

Applications: A |

Description A web portal.
Categories web content aggregators
Tags SSL protocol

Risk Very Low

Business Relevance Low
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| Applications: A

AdFly

adrly i

Description URL shortening service.
Categories web services provider
Tags SSL protocol,share links
Risk Very Low

Business Relevance Very Low
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. AdGear

AdGear

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

Adify

adity i

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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Applications: A |

B Admeld

Admeld

Description Ad delivery company servicing online publishers.
Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

ADMETA

aoverA i

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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B Admins

Adminb

Applications: A |

Description Chinese directory of web admins.
Categories web services provider

Tags SSL protocol

Risk Medium

Business Relevance Very Low
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| Applications: A
AdNetwork.net .

AdNetwork.net

Description Ad Portal.

Categories web services provider,business,ad portal
Tags SSL protocol

Risk Medium

Business Relevance Low
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. ADNStream

ADNStream

Applications: A |

Description Spanish video streaming site.
Categories e-commerce,multimedia (TV/video)
Tags displays ads

Risk Low

Business Relevance Very Low
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| Applications: A

Ado Tube

Ado Tube [J§

Description Video advertising solution.

Categories web services provider,multimedia (TV/video),ad portal
Tags SSL protocol

Risk Low

Business Relevance Low
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Applications: A |
. Adobe Analytics

Adobe Analytics

Description Traffic going to Adobe Analytics websites such as scene7.com, demdex.net,
omtrdc.net, and 207.net.

Categories web services provider

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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| Applications: A
Adobe Connect .

Adobe Connect

Description Online meeting and collaboration system.
Categories collaboration,web conferencing

Tags allows remote connect,allows remote control
Risk Low

Business Relevance High
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. Adobe Creative Cloud

Adobe Creative Cloud

Applications: A |

Description Adobe cloud services.

Categories web services provider,remote file storage
Tags share media

Risk Low

Business Relevance High
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| Applications: A
Adobe Fonts .

Adobe Fonts

Description Adobe Fonts is an online service which offers a subscription library of
high-quality fonts.

Categories web services provider

Tags SSL protocol,content provider

Risk Very Low

Business Relevance Low
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. Adobe PostScript

Adobe PostScript

Applications: A |

Description A printing and imaging standard.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
Adobe Software .

Adobe Software

Description Adobe software and updates.

Categories business,browser plugin,software update
Tags SSL protocol,adds/installs other software
Risk Very Low

Business Relevance High
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. Adobe Update

Adobe Update

Applications: A |

Description Updates for Adobe software.
Categories software update

Tags

Risk Low

Business Relevance High
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| Applications: A

AdobeAIR

AdobeAR [J|§

Description Adobe runtime environment for rich internet applications.

Categories multimedia (TV/video),multimedia (other),browser plugin,mobile application
Tags Flash,User-Agent Exclusion

Risk Low

Business Relevance Medium
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. Adorama

Adorama

Applications: A |

Description Online camera retailer.

Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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| Applications: A

ADP

aor

Description Payroll services.

Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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[l AoP Globalview

ADP GlobalView

Applications: A |

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP Resource .

ADP Resource

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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. ADP Streamline

ADP Streamline

Applications: A |

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP TotalSource .

ADP TotalSource

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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. ADP Vantage

ADP Vantage

Applications: A |

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP Workforce Now .

ADP Workforce Now

Description An ADP payroll solution website.
Categories web services provider,financial
Tags

Risk Very Low

Business Relevance Very High
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B Adready

AdReady

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

ADrive

ADrive .

Description Online file storage and backup.

Categories remote file storage

Tags evasive,FTP protocol,high bandwidth,SSL protocol,encrypts communications
Risk Very Low

Business Relevance High
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B Adroll

AdRoll

Applications: A |

Description Online advertising and Retargetting website vistor.
Categories web services provider,ad portal

Tags SSL protocol

Risk Low

Business Relevance Low
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| Applications: A

adSage

adSage .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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. AdSame

AdSame

Applications: A |

Description Chinese digital marketting platform.
Categories web services provider,ad portal
Tags SSL protocol

Risk Low

Business Relevance Low
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| Applications: A

Adtech

Adech [J|

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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. Adtegrity

Adtegrity

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A
Adult Friend Finder [JJ}

Adult Friend Finder

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



Applications: A |
. Advanced Hosters

Advanced Hosters

Description Content delivery network.

Categories web services provider,network protocols/services
Tags

Risk Low

Business Relevance Very High
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| Applications: A
Advanced Packaging Tool .

Advanced Packaging Tool

Description Installation/management of software for Debian GNU/Linux distribution.
Categories download manager

Tags adds/installs other software,User-Agent Exclusion

Risk Very Low

Business Relevance Medium
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. Advertising.com

Advertising.com

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Adweek

Adweek .

Description Marketing, Media and advertising news.
Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,displays ads

Risk Medium

Business Relevance Very Low
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. AdXpose

AdXpose

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AED512

aes12 i

Description AED 512 Emulation service, registered with IANA on port 149 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Aeolon Core Protocol

Aeolon Core Protocol

Applications: A |

Description Registered with IANA on port 599 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AEP

aer

Description AppleTalk Echo Protocol.
Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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Applications: A |

B a

AFP

Description Apple Filing Protocol over tcp/udp. Registered with IANA on port 548
tep/udp.

Categories network protocols/services

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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| Applications: A

Afreeca

Afreeca .

Description Video streaming service based in South Korea.
Categories multimedia (TV/video)

Tags high bandwidth,SSL protocol,share video
Risk Low

Business Relevance Very Low
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. After School

After School

Applications: A |

Description Anonymous messaging app.
Categories instant messaging,anonymizer/proxy
Tags evasive,SSL protocol,instant chat
Risk Medium

Business Relevance Low
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| Applications: A

AgentX

AgentX .

Description AgentX is an SNMP-related protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Aggregate Knowledge

Aggregate Knowledge

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AhrefsBot

AhrefsBot .

Description Web crawler by Ahrefs, SEO tool for checking backlinks.
Categories web spider/search crawler

Tags

Risk Low

Business Relevance Low
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A

Aili

Applications: A |

Description Chinese web portal for news and reviews about fashion.
Categories web services provider

Tags displays ads,blog

Risk Very Low

Business Relevance Low
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| Applications: A
AIM Express .

AIM Express

Description Browser-based client for AIM.
Categories instant messaging

Tags SSL protocol,instant chat,web chat
Risk Low

Business Relevance Medium
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Applications: A |

B Airbnb

Airbnb

Description Online accommodation rental service.

Categories web services provider,mobile application

Tags SSL protocol,encrypts communications,displays ads,share photos
Risk Very Low

Business Relevance Low
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| Applications: A

AirPlay

airrlay ||

Description Wirelessly steam audio, video and photos on the iOS device to big screen
display.

Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider,User-Agent Exclusion

Risk Very Low

Business Relevance Low
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Applications: A |
. Airsoft Powerburst

Airsoft Powerburst

Description A remote access accelerator that caches client sessions on the remote server.
IANA tcp/udp 485.

Categories network protocols/services,remote administration

Tags

Risk Medium

Business Relevance High
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| Applications: A

Airspace

Airspace .

Description LeapMotion app store.
Categories e-commerce

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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B Airtime

Airtime

Applications: A |

Description Video chat.

Categories web services provider,social networking,web conferencing
Tags SSL protocol,encrypts communications,instant chat,web chat
Risk Very Low

Business Relevance Low
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| Applications: A

AirTunes

AirTunes .

Description Wireless Server for steaming audio, video and photos on the iOS device to
big screen display.

Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider

Risk Very Low

Business Relevance Low
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. Aizhan

Aizhan

Applications: A |

Description Chinese web portal.

Categories web services provider,search engine
Tags SSL protocol,safesearch unsupported
Risk Very Low

Business Relevance Medium
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| Applications: A

AJP

ar i

Description Communications between webservers and servlet repositories.
Categories network protocols/services

Tags

Risk Very High

Business Relevance Very Low
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Applications: A |

. Akamai

Akamai

Description Internet content delivery network and SSL certificate provider.
Categories web services provider,web content aggregators

Tags SSL protocol,encrypts communications

Risk Very Low

Business Relevance Low
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| Applications: A
Akamai NetSession Interface .

Akamai NetSession Interface

Description Interface for faster download.
Categories web services provider,collaboration
Tags file sharing/transfer,streaming feed
Risk Low

Business Relevance Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Al Jazeera

Al Jazeera

Applications: A |

Description News network based in the Arab world.
Categories news

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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| Applications: A

Albawaba

Albawaba .

Description Middle Eastern news.
Categories multimedia (TV/video),news
Tags SSL protocol,content provider
Risk Very Low

Business Relevance High
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B Aias

Alias

Applications: A |

Description Registered with IANA on port 1187 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Alibaba

Alibaba [J||

Description International trade site.
Categories e-commerce

Tags SSL protocol

Risk Low

Business Relevance Medium
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Applications: A |
. Aliexpress

Aliexpress

Description Online shopping portal.

Categories web services provider,e-commerce,gaming,social networking
Tags SSL protocol,encrypts communications,displays ads,web chat
Risk Very Low

Business Relevance Low
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| Applications: A

Alipay

Alipay .

Description Online payment service.

Categories web services provider,e-commerce,financial
Tags SSL protocol

Risk Medium

Business Relevance Medium
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B Aisoft

Alisoft

Applications: A |

Description IT company for wesites design and development.
Categories web services provider,business

Tags SSL protocol

Risk Very Low

Business Relevance Low
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| Applications: A
Aliwangwang .

Aliwangwang
Description Instant messaging.
Categories instant messaging
Tags SSL protocol,instant chat
Risk Medium
Business Relevance Medium
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. Aliyun

Aliyun

Applications: A |

Description Chinese web portal.
Categories web services provider
Tags SSL protocol

Risk Low

Business Relevance Medium
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| Applications: A

Allegro.pl

Allegro.pl .

Description Polish auction website.
Categories web services provider,e-commerce
Tags SSL protocol

Risk Medium

Business Relevance Low
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. Allmyapps

Allmyapps

Applications: A |

Description Application update manager.

Categories software update

Tags SSL protocol,adds/installs other software, Windows installer
Risk Low

Business Relevance High
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| Applications: A
AllRecipes .

AllRecipes

Description Recipes and cooking guide.

Categories web services provider,multimedia (TV/video)
Tags SSL protocol,share media,displays ads,share video
Risk Medium

Business Relevance Very Low
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. Allstate

Allstate

Applications: A |

Description Insurance company.
Categories e-commerce,financial
Tags SSL protocol

Risk Very Low

Business Relevance High
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| Applications: A

ALPES

ares i

Description Administration Delocalisee Par Emissions Securisee (ALPES) is a secure
network administration protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B Atrools

AlLTools

Applications: A |

Description Software tools by ESTsoft.

Categories web services provider

Tags SSL protocol,encrypts communications,bundles software
Risk Low

Business Relevance Low
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| Applications: A

AMANDA

amanoA i

Description Advanced Maryland Automatic Network Disk Archiver. [ANA tcp/udp port
10080.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Amazon

Amazon

Applications: A |

Description Online retailer of books and most other goods.
Categories e-commerce

Tags SSL protocol,encrypts communications

Risk Very Low

Business Relevance Low
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| Applications: A
Amazon Ads System .

Amazon Ads System

Description Amazon Ad services.
Categories web services provider,ad portal
Tags

Risk Medium

Business Relevance Low
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. Amazon Cloud Drive

Amazon Cloud Drive

Applications: A |

Description Web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic
Risk Medium

Business Relevance High
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| Applications: A
Amazon Cloud Drive Authenticate .

Amazon Cloud Drive Authenticate

Description Login action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance High
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Applications: A |
. Amazon Cloud Drive Download

Amazon Cloud Drive Download

Description Download action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance High
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| Applications: A
Amazon Cloud Drive Upload .

Amazon Cloud Drive Upload

Description Upload action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance High
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Applications: A |
. Amazon Cloud Player

Amazon Cloud Player

Description Media player by Amazon facilitates listening music from cloud or download
on the device.

Categories web services provider,multimedia (music/audio),mobile application

Tags

Risk High

Business Relevance Very Low
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| Applications: A
Amazon Web Services .

Amazon Web Services

Description Online cloud computing service.

Categories web services provider,remote file storage,business,database,web desktop
Tags SSL protocol,console gaming

Risk Medium

Business Relevance High
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B avo

AMD

Applications: A |

Description A manufacturer or PC chipsets.
Categories business

Tags SSL protocol

Risk Very Low

Business Relevance High
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| Applications: A

Ameba

Ameba .

Description Japanese blogging and social networking website.
Categories web services provider,social networking

Tags SSL protocol,encrypts communications,displays ads,web chat
Risk Very Low

Business Relevance Low
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. American Airlines

American Airlines

Applications: A |

Description Airline services and travel planner.
Categories web services provider,business

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Very Low
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| Applications: A
American Express .

American Express

Description Financial services company.
Categories e-commerce,business,financial

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Medium
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Applications: A |

B AMinet

AMinet

Description AMInet Protocol is used for communication and control of Alcorn McBride
Inc. products.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AMMYY

avmyy i

Description Remote access software.
Categories remote administration
Tags allows remote connect
Risk Medium

Business Relevance Low
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. Amobee

Amobee

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: A

Amp

Amp .

Description AMP is a web component framework and a website publishing technology
Categories web services provider

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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Applications: A |

B Aver

AMOQP

Description Advanced Message Queing Protocol, a message-oriented protocol for
communications applications.

Categories network protocols/services,business,messaging queues

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

AMOPS

amers i

Description Advanced Message Queing Protocol over SSL.
Categories network protocols/services,business,messaging queues
Tags SSL protocol

Risk Very Low

Business Relevance Very High
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. Ancestry.com

Ancestry.com

Applications: A |

Description Online family history resource.
Categories web services provider

Tags SSL protocol,displays ads
Risk Medium

Business Relevance Very Low
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| Applications: A
Ando Media [}

Ando Media

Description Metrics and analytics for Internet radio.
Categories web services provider,multimedia (music/audio)
Tags SSL protocol,encrypts communications

Risk Medium

Business Relevance Low
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. Android Asynchronous Http Client

Android Asynchronous Http Client

Applications: A |

Description Asynchronous callback-based HTTP client for Android.
Categories web services provider

Tags

Risk High

Business Relevance Low
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| Applications: A
Android browser .

Android browser

Description Browser for Android devices.
Categories web browser,mobile application
Tags User-Agent Exclusion

Risk Low

Business Relevance Medium
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Applications: A |
Bl Android Client

Android Client

Description Client for Android devices.

Categories web services provider,mobile application
Tags

Risk Very Low

Business Relevance Low
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| Applications: A
Android Download Manager .

Android Download Manager

Description Mobile app to manage the downloads for Android.
Categories web services provider,download manager,mobile application
Tags

Risk Low

Business Relevance Low
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. Android Music

Android Music

Applications: A |

Description Google play music streaming and downloads.
Categories multimedia (music/audio),mobile application
Tags

Risk Very Low

Business Relevance Low
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| Applications: A
Android.com .

Android.com

Description Android web site.
Categories e-commerce
Tags SSL protocol
Risk Very Low
Business Relevance Medium
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. Anghami

Anghami

Applications: A |

Description Music streaming site.

Categories multimedia (music/audio),mobile application
Tags

Risk Low

Business Relevance Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: A
Angry Birds .

Angry Birds

Description Catapult game.

Categories gaming

Tags web gaming,social network game,not work related,Facebook game
Risk Medium

Business Relevance Very Low
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. Anipang

Anipang

Applications: A |

Description Online Mobile puzzle game.
Categories gaming,mobile application
Tags displays ads

Risk High

Business Relevance Very Low
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| Applications: A
AnsA Notity [J||

ANSA Notify

Description ANSA REX Notify, registered with IANA on port 116 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Applications: A |
[ ANSAREX Trader

ANSA REX Trader

Description ANSA REX Trader, registered with IANA on port 124 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Ansizaoso i

ANSI Z39.50

Description A client-server protocol for searching and retrieving information from remote
computer databases.

Categories network protocols/services,database

Tags

Risk Very Low

Business Relevance Medium
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. Answers.com

Answers.com

Applications: A |

Description A site that provides original answers to questions.
Categories web content aggregators

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

any host

any host .

Description Registered with IANA as IP Protocol 61.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. AnyConnect

AnyConnect

Applications: A |

Description Cisco VPN server.

Categories VPN/tunnel,network protocols/services
Tags tunnels

Risk Very Low

Business Relevance Very High
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| Applications: A
AnyConnect IPSec Client .

AnyConnect IPSec Client

Description IPSec in use by Cisco VPN client.
Categories VPN/tunnel

Tags encrypts communications

Risk Very Low

Business Relevance Very High
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. AnyConnect SSL Client

AnyConnect SSL Client

Applications: A |

Description SSL in use by Cisco VPN client.
Categories VPN/tunnel

Tags encrypts communications

Risk Very Low

Business Relevance Very High
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| Applications: A

AnyDesk

AnyDesk .

Description Remote Desktop Access Software.

Categories remote administration,remote desktop control

Tags SSL protocol,allows remote connect,allows remote control
Risk High

Business Relevance Medium
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Applications: A |

[l roov

AODV

Description Ad hoc On-Demand Distance Vector (AODV) is a routing protocol for mobile
ad hoc networks.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AOL

ao. i

Description American company develops, grows and invests in brands and web sites.
Categories web services provider,search engine

Tags SSL protocol,safesearch unsupported

Risk Medium

Business Relevance Low
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B roLads

AOL Ads

Applications: A |

Description AOL advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AoLGames [
AOL Games
Description Online games on AOL.com.
Categories gaming
Tags high bandwidth,SSL protocol,business impact,displays ads,web gaming,not
work related
Risk Low
Business Relevance Very Low
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Applications: A |
. AOL Instant Messenger (Mac)

AOL Instant Messenger (Mac)

Description AOL's internet chat client for Macintosh computers.

Categories instant messaging, VoIP

Tags instant chat,autostarts/stays resident, OSCAR protocol,video conferencing,Mac
installer

Risk Very Low

Business Relevance Medium
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| Applications: A

AOL Mail

aoLmail JJj

Description AOL's email client and webmail.
Categories email

Tags SSL protocol,sends mail,webmail
Risk Low

Business Relevance Medium

Cisco Firepower Application Detector Reference - VDB 342 .



B roLvideo

AOL Video

Applications: A |

Description Videos on AOL.com.

Categories web services provider,multimedia (TV/video)
Tags not work related

Risk Medium

Business Relevance Low
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| Applications: A
Apache Nutch .

Apache Nutch

Description Open soruce web crawler.
Categories web spider/search crawler
Tags SSL protocol

Risk Very Low

Business Relevance Low
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. Apertus Tech Load Distribution

Apertus Tech Load Distribution

Applications: A |

Description Registered with IANA on port 539 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

APNS

aens i

Description Apple Push Notification Service.
Categories network protocols/services,network utilities
Tags SSL protocol,autostarts/stays resident

Risk Very Low

Business Relevance Medium
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Applications: A |

. AppGlu

AppGlu

Description Mobile apps for business use.
Categories business,collaboration,mobile application
Tags

Risk Low

Business Relevance Very High
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| Applications: A

Appier

Appier .

Description Appier is a technology company which aims to provide artificial intelligence
(AI) platforms

Categories web services provider,business

Tags Software as a Service

Risk Very Low

Business Relevance Very High
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. Apple App Store

Apple App Store

Applications: A |

Description Apple iPhone app downloads. Different than Mac App Store.
Categories web services provider

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Apple Developer .

Apple Developer

Description Web portal for Apple Developer.

Categories web services provider,remote file storage,business,web desktop
Tags SSL protocol

Risk Medium

Business Relevance Low
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. Apple iForgot

Apple iForgot

Applications: A |

Description Password reset portal for Apple.
Categories web services provider

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Very Low
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| Applications: A

Apple Mail [}
Apple Mail
Description Apple email client.
Categories email
Tags SSL protocol,encrypts communications,sends mail,Mac installer,User-Agent
Exclusion
Risk Medium
Business Relevance Medium
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. Apple Maps

Apple Maps

Applications: A |

Description Apple maps and navigation.
Categories web services provider

Tags SSL protocol,User-Agent Exclusion
Risk Very Low

Business Relevance High

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: A
Apple Music .

Apple Music

Description Internet radio by Apple.

Categories web services provider,multimedia (music/audio)
Tags SSL protocol

Risk High

Business Relevance Very Low
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Applications: A |
. Apple News

Apple News

Description Apple News is an app the brings news and magazines, all in one place.
Categories web services provider,multimedia (TV/video),news

Tags SSL protocol,displays ads

Risk Medium

Business Relevance Low
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| Applications: A
Apple Pipeline .

Apple Pipeline

Description Apple Pipeline Testing on iOS devices, like Apple TV, iPod and etc.
Categories download manager

Tags

Risk Low

Business Relevance High
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Il Apple Pubsub

Apple PubSub

Applications: A |

Description Web Feed.

Categories web content aggregators
Tags share media

Risk Medium

Business Relevance Low
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| Applications: A
Apple Remote Desktop .

Apple Remote Desktop

Description VNC on Mac OSX.
Categories remote desktop control
Tags allows remote connect
Risk Very Low

Business Relevance High
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. Apple sites

Apple sites

Applications: A |

Description Apple corporate websites.
Categories e-commerce

Tags SSL protocol,displays ads
Risk Very Low

Business Relevance Medium
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| Applications: A
Apple Stocks .

Apple Stocks

Description Stock related updates.
Categories business,mobile application
Tags

Risk Medium

Business Relevance Very Low
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. Apple Store

Apple Store

Applications: A |

Description Official online retailer of Apple products.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: A
Apple Syndication .

Apple Syndication

Description Apple's web feed for products like Safari and iTunes.
Categories web services provider

Tags

Risk Low

Business Relevance Low
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. Apple Trailers

Apple Trailers

Applications: A |

Description Portal for quicktime motion picture trailers.
Categories multimedia (TV/video)

Tags high bandwidth,content provider

Risk Very Low

Business Relevance Very Low
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| Applications: A

Apple TV

Applev [}

Description Apple device to receive the media traffics from Internet or Local networks.
Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider,User-Agent Exclusion

Risk Very Low

Business Relevance Low
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. Apple TV Plus

Apple TV Plus

Applications: A |

Description Video streaming service from Apple Inc.
Categories e-commerce,multimedia (TV/video)
Tags high bandwidth,SSL protocol

Risk Low

Business Relevance Very Low
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| Applications: A
Apple Update .

Apple Update

Description Apple software updating tool.
Categories software update

Tags SSL protocol,adds/installs other software
Risk Low

Business Relevance Medium
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. AppleCoreMedia

AppleCoreMedia

Applications: A |

Description Application used by Mobile Safari to handle media streams.
Categories multimedia (TV/video),mobile application

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Applejuice .
Applejuice
Description Peer-to-peer file sharing.
Categories peer to peer
Tags evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,share

media,encrypts communications,UDP protocol

Risk Very High

Business Relevance Very Low
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Applications: A |
. Applejuice GUI

Applejuice GUI

Description A graphical front end for the Applejuice Core.
Categories peer to peer
Tags evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,share

media,encrypts communications,UDP protocol

Risk Very High

Business Relevance Very Low
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| Applications: A
appleqtcsrvr .

appleqtcsrvr
Description Registered with IANA on port 545 TCP/UDP.
Categories network protocols/services
Tags
Risk Medium
Business Relevance Medium
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. AppleShare

AppleShare

Applications: A |

Description AppleShare IP WebAdmin.
Categories network protocols/services
Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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| Applications: A
AppleTalk Routing Maintenance .

AppleTalk Routing Maintenance

Description A protocol for AppleTalk routers to keep each other informed about the
topology of the network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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I AppleTalk Unused 203

AppleTalk Unused 203

Applications: A |

Description Registered with IANA on port 203 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AppleTalk Unused 205 ]

AppleTalk Unused 205

Description Registered with IANA on port 205 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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I AppleTalk Unused 207

AppleTalk Unused 207

Applications: A |

Description Registered with IANA on port 207 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AppleTalk Unused 208 ]

AppleTalk Unused 208

Description Registered with IANA on port 208 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: A |
. AppleTalk Zone Information Protocol

AppleTalk Zone Information Protocol

Description The Zone Information Protocol was the protocol by which AppleTalk network
numbers were associated with zone names.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
ApplianceWare Managment Protocol .

ApplianceWare Managment Protocol

Description Registered with IANA on port 688 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Applix ac

Applix ac

Applications: A |

Description Registered with IANA on port 999 UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AppNeta

AppNeta .

Description Web application performance metrics and analytics.
Categories web services provider

Tags

Risk Low

Business Relevance Very High
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Applications: A |
. AppNexus

AppNexus

Description Real-time advertising services.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

Aptean

Aptean .

Description Enterprise software company.
Categories web services provider,e-commerce
Tags SSL protocol

Risk Very Low

Business Relevance Very Low
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. ArcGIS

ArcGIS

Applications: A |

Description GIS tool to analyse, Manage and Manipulate the Spatial data.
Categories web services provider

Tags high bandwidth

Risk Medium

Business Relevance Very Low
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| Applications: A
arcisoms i

ARCISDMS

Description Registered with IANA on port 262 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. ARCServe

ARCServe

Applications: A |

Description Distributed network backup system.
Categories remote file storage,network utilities
Tags high bandwidth,file sharing/transfer
Risk Low

Business Relevance Very High
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| Applications: A

Ares

Ares .

Description P2P file sharing program.

Categories peer to peer

Tags evasive,high bandwidth, file sharing/transfer,share media,BitTorrent,share
video,share music,not work related, Gnutella protocol

Risk High

Business Relevance Very Low
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Applications: A |

. Argos

Argos

Description British online retailer of appliances, hardware, and other goods.
Categories e-commerce

Tags displays ads,not work related

Risk Low

Business Relevance Very Low
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| Applications: A

Argus

Argus .

Description Registered with IANA as IP Protocol 13.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: A |

B Adiel

Ariel

Description Infotrieve Ariel. Cloud-based system for converting and storing image scans
as PDF.

Categories network protocols/services

Tags file sharing/transfer

Risk Medium

Business Relevance Medium
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| Applications: A

Ariel2

arieiz JJj

Description Ariel allows users to send high-detail electronic images.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B A

Ariel3

Applications: A |

Description Ariel allows users to send high-detail electronic images.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: A

ARIS

aris

Description Aggregate Route-Based IP Switching establishes switched paths through a
network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Arizona Public Media

Arizona Public Media

Applications: A |

Description Web portal by University of Arizona to connect people.
Categories web services provider

Tags SSL protocol,encrypts communications,displays ads
Risk Low

Business Relevance Low
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| Applications: A

ARNS

Arns i

Description Adaptive Receive Node Scheduling, port 384 tcp/udp.
Categories network protocols/services

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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Applications: A |

. Arora

Arora

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows installer,User-Agent Exclusion
Risk Low

Business Relevance Medium
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| Applications: A

ArtStack

Anstack ||

Description Social platform for Art.

Categories web services provider,social networking
Tags social network post

Risk Low

Business Relevance Medium
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Applications: A |
. AS Server Mapper

AS Server Mapper

Description Provides a method for client applications to determine the port number
associated with a particular server.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

ASA

asa i

Description Registered with IANA on port 386 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Applications: A |

. Asana

Asana

Description Collboration service.

Categories web services provider,collaboration
Tags

Risk Low

Business Relevance Very High
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| Applications: A

ASF

ask i

Description Microsoft's proprietary audio/video format.
Categories web browser

Tags

Risk Very Low

Business Relevance Medium
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. Asia Times Online

Asia Times Online

Applications: A |

Description Web Portal for news update.
Categories web services provider,news

Tags SSL protocol,displays ads,web chat
Risk Medium

Business Relevance Very Low
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| Applications: A
Asipregistry .

Asipregistry

Description Registered with IANA on port 687 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Ask.com

Ask.com

Applications: A |

Description Search engine.

Categories search engine,multimedia (TV/video)
Tags SSL protocol,safesearch supported
Risk Medium

Business Relevance Very Low
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| Applications: A

ASKfm

askim i

Description Question and answer themed search engine.
Categories search engine

Tags SSL protocol,safesearch unsupported

Risk Very Low

Business Relevance Medium
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. asos

asos

Applications: A |

Description Clothing and fashion brand.
Categories e-commerce,business

Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

ASProxy

ASProxy .

Description ASProxy open-source web proxy
Categories anonymizer/proxy

Tags encrypts communications

Risk High

Business Relevance Very Low
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Applications: A |
. Associated Press

Associated Press

Description Official web site for the Associated Press, non-profit news agency.
Categories news

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low
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| Applications: A
Asterisk PBX [J|]

Asterisk PBX

Description PBX implementation to support VoIP and PSTN.
Categories multimedia (other), VoIP

Tags high bandwidth,web chat,video conferencing
Risk Very Low

Business Relevance Very High
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. Astraweb

Astraweb

Applications: A |

Description A Usenet/newsgroup service provider.
Categories news

Tags SSL protocol,file sharing/transfer
Risk High

Business Relevance Very Low
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| Applications: A

Asus

Asus .

Description Manufacturer of PCs and PC components.
Categories business

Tags

Risk Very Low

Business Relevance High
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Applications: A |

B At

AT&T

Description Telecom and Internet provider.

Categories web services provider

Tags SSL protocol,web-based support/help,not work related
Risk Low

Business Relevance Very Low
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| Applications: A
ATG Live Help [J|}

ATG Live Help

Description A suite of online help tools for the customer support center.
Categories instant messaging

Tags

Risk Very Low

Business Relevance Very High
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. Atlas Advertiser Suite

Atlas Advertiser Suite

Applications: A |

Description Tools for online advertising.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

Atlassian

Atlassian .

Description Project Control and Management Software.

Categories remote file storage

Tags SSL protocol,file sharing/transfer,encrypts communications
Risk Very Low

Business Relevance Very High
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. Atom

Atom

Applications: A |

Description Atom is a web content syndication system similar to RSS.
Categories web content aggregators,news

Tags blog

Risk Very Low

Business Relevance Medium
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| Applications: A

Audible.com .
Audible.com
Description Digital audio version for books, magazines, information and other
entertainments.
Categories web services provider,multimedia (music/audio)
Tags SSL protocol,encrypts communications
Risk Medium
Business Relevance Very Low
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. AudienceScience

AudienceScience

Applications: A |

Description Online marketing.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A
AudioDocumentary.org .

AudioDocumentary.org

Description Online archive of public-domain audio and video documentaries.
Categories multimedia (TV/video),multimedia (music/audio)

Tags

Risk Very Low

Business Relevance Medium
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Applications: A |

B Ao

AUDIT

Description Unisys Audit SITP.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

auditd

auditd [JJj

Description The audit daemon operates as a server, monitoring /dev/audit for local audit
data.

Categories web spider/search crawler

Tags file sharing/transfer

Risk Medium

Business Relevance High
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B Auditude

Auditude

Applications: A |

Description Video advertising application.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Aurora

Aurora .

Description IBM AURORA Performance Visualizer. IANA TCP/UDP port 9084.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Aurora CMGR

Aurora CMGR

Applications: A |

Description Registered with IANA on port 364 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AURP

avre i

Description AppleTalk Update-based Routing Protocol (AURP) is an AppleTalk WAN
routing protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Autoblog

Autoblog

Applications: A |

Description Automobile news and information site.
Categories multimedia (TV/video),news

Tags SSL protocol,displays ads,not work related
Risk Very Low

Business Relevance Very Low
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| Applications: A

Autodesk

Autodesk .

Description A CAD and 3D printing software company,
Categories web services provider

Tags SSL protocol

Risk Low

Business Relevance Very High
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. Autohome.com.cn

Autohome.com.cn

Applications: A |

Description Chinese website targetted for automotive related information.
Categories web services provider

Tags displays ads

Risk Medium

Business Relevance Low
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| Applications: A
AutoTrader.com .

AutoTrader.com

Description Used car listings by owner or dealer.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



. AutoZone

AutoZone

Applications: A |

Description Automotive parts and accessories retailer.
Categories e-commerce

Tags SSL protocol,not work related

Risk Very Low

Business Relevance Low
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| Applications: A

Avast

Avast .

Description Anti-virus software for Windows PCs.

Categories security management

Tags SSL protocol,adds/installs other software, Windows installer
Risk Low

Business Relevance Medium
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. Avaya

Avaya

Applications: A |

Description Network and Communication solution provider.
Categories web services provider,business

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Low
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| Applications: A
Avaya Audio .

Avaya Audio

Description Traffic generated by Avaya Audio.
Categories multimedia (music/audio)

Tags

Risk Medium

Business Relevance Low
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Applications: A |
. Avaya Live

Avaya Live

Description Cloud based VoIP service.
Categories VPN/tunnel,business,email,mobile application, VoIP
Tags SSL protocol,encrypts communications,instant chat,sends mail,web

chat,tunnels,webmail

Risk Low

Business Relevance High
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| Applications: A
Avaya Video .

Avaya Video

Description Traffic generated by Avaya video.
Categories multimedia (TV/video)

Tags

Risk Medium

Business Relevance Low
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B ave

AVG

Applications: A |

Description AVG Antivirus/Security software download and updates.
Categories security management

Tags adds/installs other software,antivirus

Risk Very Low

Business Relevance Medium
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| Applications: A

Avian

Avian .

Description Registered with IANA on port 486 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Avira Download/Update

Avira Download/Update

Applications: A |

Description Avira Antivirus/Security software download and updates.
Categories security management

Tags adds/installs other software,antivirus

Risk Very Low

Business Relevance High
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| Applications: A

Avito

Avito .

Description Russian online marketplace.
Categories e-commerce

Tags SSL protocol,displays ads
Risk Medium

Business Relevance Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Avocarrot

Avocarrot

Applications: A |

Description Mobile ad traffic.
Categories mobile application
Tags displays ads

Risk High

Business Relevance Low
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| Applications: A

Avocent

Avocent .

Description Registered with IANA on port 1078 tcp/udp.
Categories network protocols/services,anonymizer/proxy
Tags

Risk Very Low

Business Relevance Medium
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Applications: A |

. Avoidr

Avoidr

Description Web based proxy compatible with many popular social networking sites.
Categories anonymizer/proxy

Tags encrypts communications

Risk High

Business Relevance Very Low
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| Applications: A

Aweber

Aweber .

Description Email marketing Service.
Categories web services provider,business
Tags SSL protocol,instant chat

Risk Low

Business Relevance Very Low
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Applications: A |

B Az

AX.25

Description AX.25 is a data link layer protocol derived from the X.25 protocol suite.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

Azar Live

Azar Live .

Description Instant messaging and video.
Categories instant messaging,mobile application
Tags SSL protocol

Risk Very Low

Business Relevance Low
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. AZlyrics

AZLyrics

Applications: A |

Description Website for sharing and cataloging song lyric transcriptions.
Categories web services provider

Tags share media

Risk Very Low

Business Relevance Very Low
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| Applications: A
Azure cloud portal .

Azure cloud portal

Description Microsoft Azure cloud service portal.

Categories web services provider,remote file storage,business,database,web desktop
Tags SSL protocol,Common Industrial Protocol

Risk Very Low

Business Relevance High
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Applications: A |
. Azure Service Bus

Azure Service Bus

Description Azure Service Bus is a multi-tenant cloud messaging service you can use to
send information between applications and services.

Categories business

Tags SSL protocol,encrypts communications,Common Industrial Protocol

Risk Very Low

Business Relevance High
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Applications: B

This chapter contains the following sections:

* B&H Photo Video, on page 335
* Babelgum, on page 336

* Babylon, on page 337

* Babytree, on page 338

* Backblaze, on page 339

* Backpack, on page 340

* Backpage.com, on page 341

* Backupgrid, on page 342

* BACnet, on page 343

* Badoo, on page 344

* Baidu, on page 345

* Baidu Movies, on page 346

* Baidu Yun, on page 347

* BaiduHi, on page 348

* Baiduspider, on page 349

* Baike.com, on page 350

* Balatarin, on page 351

* Ballina Beach Village, on page 352
* Bandcamp, on page 353

*» Bank of America, on page 354
* Banyan VIP, on page 355

* banyan-rpc, on page 356

* Barnes and Noble, on page 357
» Barneys New York, on page 358
* Basecamp, on page 359

* Battle.net, on page 360

* Battle.net Desktop, on page 361
* Battle.net Protocol, on page 362
* Battle.net site, on page 363

* Battlefield, on page 364

* Baydin, on page 365

* Bazaarvoice, on page 366
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Applications: B |

* BB, on page 367

* BBB, on page 368

* BBC, on page 369

* BBC iPlayer, on page 370

* BBN RCC, on page 371

* BearShare, on page 372

* Beeg, on page 373

* Behance, on page 374

* Bejeweled Blitz, on page 375
* Bejeweled Chrome Extension, on page 376
* Benefitfocus, on page 377

* beRecruited, on page 378

* Best Buy, on page 379

* BesTV, on page 380

* Bet365, on page 381

* Betclic, on page 382

« Betternet, on page 383

* Beweb, on page 384

* BFTP, on page 385

* BGMP, on page 386

* BGP, on page 387

* bgs-nsi, on page 388

* BH611, on page 389

* BHEVENT, on page 390

* BHFHS, on page 391

* BHMDS, on page 392

* BigBlueButton, on page 393
* BigUpload, on page 394

* Bild.de, on page 395

* Bilibili, on page 396

* BillDesk, on page 397

* Bing, on page 398

* Bing Bar, on page 399

* Bing Maps, on page 400

* Bingbot, on page 401

* BioDigital Human, on page 402
* Biography.com, on page 403
* Bitauto, on page 404

* Bitbucket, on page 405

* BitCoin, on page 406

* Bitcoin Forum, on page 407
* BitComet, on page 408

* BitDefender, on page 409

* BitGravity, on page 410

* bitly, on page 411

* BITS, on page 412
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| Applications: B

* BitTornado, on page 413

* BitTorrent, on page 414

* BitTorrent client, on page 415

» BitTorrent tracker, on page 416

* Bizo, on page 417

* Bizrate, on page 418

* BINP, on page 419

* BJNP Discovery, on page 420

* Black & Decker Corporation, on page 421
* Blackbaud, on page 422

* Blackberry browser, on page 423
* Blackberry sites, on page 424

* Blackboard, on page 425

* Blackbox, on page 426

* Blackjack, on page 427

* Blast, on page 428

* Blasting News, on page 429

* BlazeFS, on page 430

* Bleacher Report, on page 431

* Blekko, on page 432

* BlekkoBot, on page 433

* blinkx, on page 434

* Blip.tv, on page 435

* Blizzard, on page 436

* Blizzard Client, on page 437

* Blizzard Downloader, on page 438
* Blizzard Game Data, on page 439
* Blockbuster, on page 440

* blog.jp, on page 441

* Blogfa, on page 442

* Blogger, on page 443

* Bloglovin, on page 444

* Blokus, on page 445

* Bloomberg, on page 446

* Bloomingdales, on page 447

* Blue Nile, on page 448

* Bluefly, on page 449

* Bluehost, on page 450

* BlueJeans, on page 451

* BlueKai, on page 452

* BlueLithium, on page 453

* BlueStacks, on page 454

* BlueStacks apps, on page 455

* BlueStacks download, on page 456
* BlueStacks update, on page 457
* bmpp, on page 458
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Applications: B |

* BNA, on page 459

* Bnet, on page 460

* Boingo, on page 461

* BoldChat, on page 462

* Bomgar, on page 463

» BongaCams, on page 464

* Bonjour, on page 465

* Booking.com, on page 466

* Boom Beach, on page 467

* Boomerang, on page 468

* Bootstrap CDN, on page 469
* Borland DSJ, on page 470

* Box, on page 471

* Boxcar.io, on page 472

* Boxnet Upload SSL, on page 473
* BranchOut, on page 474

* BravoTube, on page 475

* BRCDN, on page 476

* Break.com, on page 477

* Brewster, on page 478

* Bria, on page 479

* Brightcove, on page 480

* Brightroll, on page 481

* Brighttalk, on page 482

* Brilig, on page 483

* Britton Lee IDM, on page 484
* Brothersoft, on page 485

* Browsec, on page 486

* Browzar, on page 487

* BRSRVR, on page 488

* Bubble Island, on page 489

* Bubble Saga, on page 490

» Bubble Witch Saga, on page 491
* Buffer, on page 492

* Bukalapak, on page 493

* Bundle Discovery Protocol, on page 494
* Burnbook, on page 495

* Burstly, on page 496

* Business Insider, on page 497
* Business Intelligence, on page 498
* BuzzFeed, on page 499

* BuzzHand, on page 500

* BV! Media, on page 501
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| Applications: B
B&H Photo Video [

B&H Photo Video

Description Online retailer of cameras.
Categories e-commerce

Tags SSL protocol,displays ads
Risk Low

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Babelgum

Babelgum

Applications: B |

Description Internet TV service.
Categories multimedia (music/audio)
Tags high bandwidth,SSL protocol
Risk Low

Business Relevance Very Low
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| Applications: B

Babylon

Babylon .

Description Search engine, Translation and Dictionary toolbar.
Categories web services provider,social networking

Tags SSL protocol,displays ads,sends mail,webmail,Flash
Risk Low

Business Relevance Very Low
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. Babytree

Babytree

Applications: B |

Description Website with resources and shopping for expectant mothers.
Categories e-commerce,social networking

Tags

Risk Very Low

Business Relevance Low
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| Applications: B

Backblaze

Backblaze .

Description Online backup tool for Windows and Mac users.
Categories remote file storage

Tags SSL protocol,file sharing/transfer

Risk Medium

Business Relevance Medium
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Applications: B |
. Backpack

Backpack

Description Business focused information management and social networking.
Categories business

Tags share media,instant chat,web-based support/help

Risk Medium

Business Relevance Low
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| Applications: B
Backpage.com .

Backpage.com

Description Free classified ads.

Categories web services provider,e-commerce,business
Tags displays ads

Risk Low

Business Relevance Very Low
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. Backupgrid

Backupgrid

Applications: B |

Description Reseller of cloud backup / storage solutions.
Categories web services provider,remote file storage
Tags SSL protocol

Risk Very Low

Business Relevance High
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| Applications: B

BACnet

BACnet [Jj

Description Building Automation and Control Networks is a communications protocol
for building automation.

Categories network protocols/services

Tags SCADA protocol

Risk Medium

Business Relevance Medium
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. Badoo

Badoo

Applications: B |

Description Social networking service.
Categories social networking

Tags SSL protocol,web chat
Risk Low

Business Relevance Low
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| Applications: B

du

Baidu [Jj

Description Chinese Search engine.

Categories web services provider,search engine,social networking

Tags SSL protocol,displays ads,sends mail,webmail,Flash,safesearch unsupported
Risk Low

Business Relevance Very Low
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Applications: B |
. Baidu Movies

Baidu Movies

Description Video search engine by Baidu.

Categories web services provider,search engine,multimedia (TV/video)
Tags SSL protocol,safesearch unsupported,User-Agent Exclusion
Risk High

Business Relevance Very Low
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| Applications: B

Baidu Yun

Baidu Yun .

Description Baidu cloud storage and P2P file transfer.
Categories remote file storage,peer to peer

Tags SSL protocol

Risk High

Business Relevance Low
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B saiduni

BaiduHi

Applications: B |

Description Baidu instant messaging.
Categories instant messaging

Tags SSL protocol,instant chat,web chat
Risk Very High

Business Relevance Medium
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| Applications: B
Baiduspider .

Baiduspider

Description Web crawler for Baidu search engine.
Categories web services provider,web spider/search crawler
Tags User-Agent Exclusion

Risk Low

Business Relevance Very Low
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Applications: B |
. Baike.com

Baike.com

Description Social networking site.

Categories web services provider,social networking
Tags

Risk Medium

Business Relevance Low
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| Applications: B

Balatarin

Balatarin .

Description Social bookmarking and community website aimed at an [ranian audience.
Categories web content aggregators

Tags SSL protocol,share media

Risk Very Low

Business Relevance Low
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Applications: B |
[l sallina Beach Village

Ballina Beach Village

Description Website for a vacation resort where you can book and plan your trip to them
Categories e-commerce

Tags SSL protocol,not work related

Risk Very Low

Business Relevance Very Low
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| Applications: B

Bandcamp

Bandcamp .

Description Explore online music posted by independendent artist.
Categories web services provider,multimedia (music/audio)

Tags SSL protocol

Risk High

Business Relevance Very Low
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. Bank of America

Bank of America

Applications: B |

Description Global financial services company.
Categories business, financial

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Medium
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| Applications: B
Banyan VIP .

Banyan VIP

Description Banyan VINES Internet Protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. banyan-rpc

banyan-rpc

Applications: B |

Description Registered with IANA on port 567 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: B
Barnes and Noble .

Barnes and Noble

Description Online retailer of books and other goods.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low
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. Barneys New York

Barneys New York

Applications: B |

Description Luxury retail department store.
Categories e-commerce

Tags displays ads,not work related
Risk Low

Business Relevance Very Low
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| Applications: B

Basecamp

Basecamp .

Description Web based project management tool.

Categories web services provider,business,collaboration,email

Tags SSL protocol,file sharing/transfer,share media,business impact,webmail
Risk Very Low

Business Relevance High
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. Battle.net

Battle.net

Applications: B |

Description Game networking service.
Categories gaming,virtual worlds

Tags high bandwidth,not work related
Risk Very Low

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: B
Battle.net Desktop .

Battle.net Desktop

Description Desktop application for Battle.net.
Categories gaming

Tags web gaming,console gaming

Risk Low

Business Relevance Low
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. Battle.net Protocol

Battle.net Protocol

Applications: B |

Description Protocol traffic for Battle.net gaming.
Categories gaming

Tags web gaming,console gaming

Risk Low

Business Relevance Low
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| Applications: B
Battle.net site .

Battle.net site

Description Website for Battle.net.

Categories gaming

Tags SSL protocol,web gaming,console gaming
Risk Low

Business Relevance Low
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B satieficld

Battlefield

Applications: B |

Description A multi-player video game.

Categories gaming

Tags high bandwidth,UDP protocol,business impact
Risk Very Low

Business Relevance Very Low
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| Applications: B

Baydin

Baydin .

Description Gmail productivity app.
Categories web services provider,collaboration
Tags

Risk Low

Business Relevance High
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Applications: B |
. Bazaarvoice

Bazaarvoice

Description Online service that provides data and analystics to brands/customer.
Categories web services provider

Tags SSL protocol

Risk Low

Business Relevance Low
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| Applications: B

Description Big Brother is a tool for systems and network monitoring.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: B |

Description Better Business Bureau - non-profit organization providing reliable business
review.

Categories web services provider,business

Tags SSL protocol,displays ads

Risk Medium

Business Relevance Low
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| Applications: B

BBC

Bec i

Description Web Portal for news update.

Categories web services provider,multimedia (TV/video),news

Tags SSL protocol,web-based support/help,displays ads,web chat
Risk Medium

Business Relevance Very Low
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Applications: B |
[l BsciPlayer

BBC iPlayer

Description Web and mobile app to watch BBC TV live.

Categories web services provider,multimedia (TV/video),multimedia
(music/audio),mobile application,news

Tags
Risk Medium
Business Relevance Very Low
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| Applications: B

BBN RCC

T |

Description Registered with IANA as IP Protocol 10.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. BearShare

BearShare

Applications: B |

Description Peer to peer file sharing software.

Categories peer to peer

Tags high bandwidth,file sharing/transfer,Gnutella protocol
Risk Very High

Business Relevance Very Low
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| Applications: B

Beeg

Beeg .

Description Adult video streaming site.

Categories web content aggregators,multimedia (TV/video)
Tags SSL protocol,not work related,adult content
Risk High

Business Relevance Very Low
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. Behance

Behance

Applications: B |

Description Showcase for artwork.
Categories multimedia (other)

Tags SSL protocol,share media
Risk Low

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: B
Bejeweled Blitz [JJj}

Bejeweled Blitz

Description Facebook version of Bejeweled 2.

Categories gaming

Tags SSL protocol,web gaming,social network game,not work related,Facebook
game

Risk High

Business Relevance Very Low
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Applications: B |
. Bejeweled Chrome Extension

Bejeweled Chrome Extension

Description Bejeweled for the Chrome browser.

Categories gaming,multimedia (other),browser plugin

Tags SSL protocol,displays ads,web gaming,not work related
Risk Very Low

Business Relevance Very Low
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| Applications: B
Benefitfocus .

Benefitfocus

Description A provider of online employee benefits services.
Categories web services provider

Tags

Risk Very Low

Business Relevance Very High
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. beRecruited

beRecruited

Applications: B |

Description College athletic social networking site.
Categories social networking

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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| Applications: B

Best Buy

Best Buy .

Description Website and online retailer for national chain of electronics stores.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low
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Applications: B |

B Besv

BesTV

Description Shangai Media Group television station, pioneer in China's IPTV and Internet
TV.

Categories multimedia (TV/video),news

Tags SSL protocol,displays ads

Risk Very High

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: B

Bet365

Betz65 [

Description Online gambling website.

Categories gaming

Tags SSL protocol,BitTorrent,web gaming,not work related
Risk Low

Business Relevance Very Low
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. Betclic

Betclic

Applications: B |

Description Online gambling site.
Categories gaming

Tags web gaming

Risk High

Business Relevance Very Low
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| Applications: B

Betternet

Betternet .

Description A VPN tunneling app.
Categories VPN/tunnel

Tags encrypts communications
Risk Very High

Business Relevance Low
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. Beweb

Beweb

Applications: B |

Description Advertising and analytics site.
Categories ad portal

Tags displays ads

Risk Low

Business Relevance Very Low
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| Applications: B

BFTP

A |

Description Background File Transfer Program.
Categories network protocols/services,download manager
Tags file sharing/transfer

Risk Low

Business Relevance Medium
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B scwe

BGMP

Applications: B |

Description Border Gateway Multicast Protocol.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: B

BGP

BeP [

Description BGP (Border Gateway Protocol) is the protocol backing the core routing
decisions on the Internet.

Categories network protocols/services

Tags opens port

Risk Very Low

Business Relevance Medium
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. bgs-nsi

bgs-nsi

Applications: B |

Description Registered with IANA on port 482 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: B

BH611

11 ]

Description Registered with IANA on port 354 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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[l sHEVENT

BHEVENT

Applications: B |

Description Registered with IANA on port 357 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: B

BHFHS

BHFHS [}

Description Registered with IANA on port 248 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Il sHmDs

BHMDS

Applications: B |

Description Registered with IANA on port 310 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: B
BigBlueButton .

BigBlueButton

Description Web conferencing system.
Categories VoIP,web conferencing
Tags SSL protocol

Risk Very Low

Business Relevance High
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B sisupload

BigUpload

Applications: B |

Description File hosting and sharing service.
Categories remote file storage

Tags SSL protocol,file sharing/transfer
Risk Very High

Business Relevance Very Low
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| Applications: B

Bild.de

Bild.de [

Description Online edition of German tabloid.
Categories multimedia (TV/video),news
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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Applications: B |

B siivii

Description Chinese site for uploading and discussing anime.

Categories web content aggregators,social networking,multimedia (TV/video)
Tags share media,share video,console gaming

Risk High

Business Relevance Very Low
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| Applications: B

BillDesk

Billesk ]

Description Online payment consolidation site.
Categories e-commerce,business

Tags

Risk Medium

Business Relevance Medium
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Applications: B |

Description Microsoft's internet search engine.

Categories search engine

Tags SSL protocol,displays ads,safesearch supported
Risk Very Low

Business Relevance Medium
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| Applications: B

Bing Bar

Bing Bar .

Description Browser Toolbar for Bing search engine.

Categories web services provider,search engine,browser plugin

Tags displays ads,safesearch unsupported,User-Agent Exclusion
Risk Low

Business Relevance Low
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. Bing Maps

Bing Maps

Applications: B |

Description Microsoft online mapping and directions service.
Categories web services provider

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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| Applications: B

Bingbot

Bingbot .

Description Microsoft web-crawler for the Bing search engine.
Categories web spider/search crawler

Tags high bandwidth,User-Agent Exclusion

Risk Very High

Business Relevance Very Low
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. BioDigital Human

BioDigital Human

Applications: B |

Description A web-based medical imaging app.
Categories web services provider

Tags SSL protocol

Risk Low

Business Relevance Low
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| Applications: B
Biography.com .

Biography.com

Description Stories, biographies about people.

Categories web services provider,multimedia (TV/video),news
Tags SSL protocol,displays ads,share links

Risk Medium

Business Relevance Very Low
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. Bitauto

Bitauto

Applications: B |

Description Marketing and advertising service for Chinese auto industry.
Categories web services provider,e-commerce,business

Tags

Risk Low

Business Relevance High
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| Applications: B

Bitbucket

Bitbucket ]

Description Source code hosting site.
Categories remote file storage,collaboration
Tags SSL protocol

Risk Very Low

Business Relevance Very High
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Applications: B |

B sitcoin

BitCoin

Description Application and website for mining and exchanging BitCoins, a cryptographic
currency.

Categories financial

Tags SSL protocol

Risk Very High

Business Relevance Low
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| Applications: B
Bitcoin Forum .

Bitcoin Forum

Description Forums for discussing BitCoin mining and exchange.
Categories web services provider,financial

Tags SSL protocol

Risk Medium

Business Relevance Low
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. BitComet

BitComet

Applications: B |

Description BitTorrent client.

Categories peer to peer

Tags high bandwidth,SSL protocol,file sharing/transfer,BitTorrent
Risk Very High

Business Relevance Very Low
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| Applications: B
BitDefender .

BitDefender

Description BitDefender Antivirus/Security software download and updates.
Categories security management,software update

Tags file sharing/transfer,antivirus

Risk Very Low

Business Relevance High
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Applications: B |
. BitGravity

BitGravity

Description Content delivery network.

Categories web services provider,business

Tags SSL protocol,encrypts communications,instant chat
Risk Low

Business Relevance Low
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| Applications: B

bitly

bity [}

Description Web portal for bookmarking and sharing links.
Categories web services provider

Tags SSL protocol,displays ads

Risk Medium

Business Relevance Medium
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Applications: B |

B sers

BITS

Description Background Intelligent Transfer Service. A file transfer protocol for Microsoft
Updates.

Categories network protocols/services,software update

Tags file sharing/transfer,adds/installs other software, Windows installer

Risk Very Low

Business Relevance High
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| Applications: B
BitTornado .

BitTornado

Description A free BitTorrent client with GUL

Categories peer to peer

Tags BitTorrent,share video,share music,not work related
Risk Very High

Business Relevance Very Low
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Applications: B |
. BitTorrent

BitTorrent

Description A peer-to-peer file sharing protocol used for transferring large amounts of
data.

Categories web content aggregators,peer to peer

Tags evasive,high bandwidth,SSL protocol,encrypts
communications,BitTorrent,User-Agent Exclusion

Risk Very High

Business Relevance Very Low
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| Applications: B
BitTorrent client .

BitTorrent client

Description peer to peer file sharing software.

Categories peer to peer

Tags file sharing/transfer,share media,BitTorrent,share video,share music,not work
related

Risk Very High

Business Relevance Very Low
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Applications: B |
. BitTorrent tracker

BitTorrent tracker

Description peer to peer file sharing software.

Categories peer to peer

Tags file sharing/transfer,share media,BitTorrent,share video,share music,not work
related

Risk Very High

Business Relevance Very Low
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| Applications: B

Bizo

Bizo .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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. Bizrate

Bizrate

Applications: B |

Description Lists best deals for online shopping.
Categories web services provider

Tags SSL protocol

Risk Medium

Business Relevance Low
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| Applications: B

BJNP

Bine i

Description USB over IP protocol for Canon printers.
Categories network protocols/services

Tags

Risk Low

Business Relevance High
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Applications: B |
. BJNP Discovery

BJNP Discovery

Description Discovering network printer devices using BJNP protocol by Canon.
Categories network protocols/services

Tags

Risk Low

Business Relevance Low
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| Applications: B
Black & Decker Corporation .

Black & Decker Corporation

Description Power tools, hardware, and home improvement products retailer.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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B sBlackbaud

Blackbaud

Applications: B |

Description Fundraising software company.
Categories web services provider

Tags

Risk Medium

Business Relevance Very High
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| Applications: B
Blackberry browser .

Blackberry browser

Description web browser for RIMM Blackberry.
Categories web browser,mobile application
Tags sends mail,User-Agent Exclusion
Risk High

Business Relevance Medium
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. Blackberry sites

Blackberry sites

Applications: B |

Description Website for RIM's smartphone.
Categories e-commerce

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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| Applications: B
Blackboard .

Blackboard

Description Online course management system.
Categories collaboration,web conferencing
Tags SSL protocol,share media,sends mail
Risk Low

Business Relevance Very Low
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. Blackbox

Blackbox

Applications: B |

Description Network hardware and software vendor.
Categories e-commerce,business

Tags SSL protocol

Risk Very Low

Business Relevance High
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| Applications: B

Blackjack

Blackjack [}

Description Registered with IANA on port 1025 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Very Low
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. Blast

Blast

Applications: B |

Description VMWare Blast Protocol.

Categories web services provider,remote administration
Tags SSL protocol,allows remote connect

Risk Low

Business Relevance High
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| Applications: B
Blasting News .

Blasting News

Description Citizen journalism site.

Categories web services provider,collaboration,multimedia (other)
Tags share media,share links

Risk Low

Business Relevance High
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Applications: B |

B sBlazeFs

BlazeFS

Description Blaze File Server is a remote file sharing system designed specifically for
Macs.

Categories remote file storage

Tags file sharing/transfer

Risk Low

Business Relevance Medium
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| Applications: B
Bleacher Report .

Bleacher Report

Description Web Portal for Sports news update.

Categories web services provider,email,multimedia (TV/video),news
Tags SSL protocol,web-based support/help,displays ads,web chat
Risk Medium

Business Relevance Very Low
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B seko

Blekko

Applications: B |

Description Search engine based on categories.
Categories business,search engine,multimedia (TV/video)
Tags SSL protocol,safesearch unsupported

Risk Low

Business Relevance Low
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| Applications: B

BlekkoBot

BlekkoBot ]

Description Web crawler for Blekko.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance Low
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B biinkx

blinkx

Applications: B |

Description Video search engine.

Categories search engine,multimedia (TV/video)

Tags SSL protocol,share video,safesearch unsupported
Risk Medium

Business Relevance Very Low
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| Applications: B

Blip.tv

Biiptv I

Description Online video streaming site for web series.
Categories web content aggregators,multimedia (TV/video)
Tags share video,content provider

Risk Low

Business Relevance Low
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Applications: B |

. Blizzard

Blizzard

Description The website for Blizzard Software, a popular PC and console game company.
Categories business,gaming

Tags SSL protocol,web gaming,console gaming

Risk Low

Business Relevance Low
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| Applications: B
Blizzard Client ]

Blizzard Client

Description A Blizzard game client.
Categories gaming

Tags web gaming,console gaming
Risk Low

Business Relevance Low
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Applications: B |
. Blizzard Downloader

Blizzard Downloader

Description A tool used to download clients and other software for Blizzard games.
Categories gaming,download manager

Tags adds/installs other software,web gaming,console gaming

Risk Low

Business Relevance Low
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| Applications: B
Blizzard Game Data .

Blizzard Game Data

Description Traffic associated with a Blizzard game loading game files.
Categories gaming

Tags web gaming,console gaming

Risk Low

Business Relevance Low
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. Blockbuster

Blockbuster

Applications: B |

Description Movie and video game rental/streaming website.
Categories e-commerce,gaming,multimedia (TV/video)
Tags SSL protocol,displays ads,not work related

Risk Low

Business Relevance Very Low
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| Applications: B

blog.jp

blog.jp .

Description Japanese blogging site.

Categories web services provider,social networking
Tags SSL protocol,blog

Risk Low

Business Relevance Low
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. Blogfa

Blogfa

Applications: B |

Description Persian language blogging site.
Categories web services provider,social networking
Tags SSL protocol,blog

Risk Low

Business Relevance Low
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| Applications: B

Blogger

Blogger .

Description A blog publishing service owned by Google, formerly known as blogspot.
Categories social networking

Tags SSL protocol,blog

Risk Very Low

Business Relevance Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Bloglovin

Bloglovin

Applications: B |

Description Blog portal.

Categories web services provider

Tags SSL protocol,displays ads,blog
Risk Low

Business Relevance Low
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| Applications: B

Blokus

Blokus .

Description Online spatial strategy board game.
Categories gaming

Tags not work related

Risk Very Low

Business Relevance Very Low
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. Bloomberg

Bloomberg

Applications: B |

Description Financial news and research.
Categories business,news,financial
Tags SSL protocol,displays ads
Risk Very Low

Business Relevance Low
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| Applications: B
Bloomingdales .

Bloomingdales

Description Retail department store.

Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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B Bienie

Blue Nile

Applications: B |

Description Online jewelry and diamonds retailer.
Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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| Applications: B

Bluefly

Bluefly [

Description Online fashion retailer.

Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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. Bluehost

Bluehost

Applications: B |

Description Web hosting portal.

Categories web services provider

Tags SSL protocol,displays ads,web chat
Risk Low

Business Relevance Low
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| Applications: B

BlueJeans

BlueJeans .

Description An interoperable cloud-based video conferencing service.
Categories collaboration,multimedia (other),web conferencing

Tags share media,allows remote connect,video conferencing
Risk Low

Business Relevance Medium

Cisco Firepower Application Detector Reference - VDB 342 .



Applications: B |

B sBiuekai

BlueKai

Description Data-driven online marketing.

Categories web services provider,business,social networking,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: B
BlueLithium ]

BlueLithium

Description Advertising network.
Categories web services provider,ad portal
Tags displays ads

Risk Medium

Business Relevance Low
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Applications: B |
. BlueStacks

BlueStacks

Description An app player that runs mobile apps on laptops and desktop machines.
Categories web services provider,mobile application

Tags User-Agent Exclusion

Risk Low

Business Relevance Medium
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| Applications: B
BlueStacks apps .

BlueStacks apps

Description Site for apps running on BlueStacks.
Categories web services provider

Tags Windows installer

Risk Low

Business Relevance Very High
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. BlueStacks download

BlueStacks download

Applications: B |

Description Download of BlueStacks components.
Categories software update

Tags Windows installer

Risk Low

Business Relevance Very High
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| Applications: B
BlueStacks update .

BlueStacks update

Description Updates for the BlueStacks app player.
Categories software update

Tags Windows installer

Risk Low

Business Relevance Very High

Cisco Firepower Application Detector Reference - VDB 342 .



Applications: B |

. bmpp

bmpp

Description BMPP allows spammers to discover if a mailbox is willing to accept bulk
email.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: B

BNA

T |

Description BNA is a suite of networking protocols for mainframes.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Bnet

Bnet

Applications: B |

Description Registered with IANA on port 415 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: B

Boingo

Boingo .

Description Software to find Wifi hotspots both free and paid.
Categories network protocols/services,mobile application
Tags SSL protocol,encrypts communications

Risk Low

Business Relevance Low
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Applications: B |
B Boldchat

BoldChat

Description Live Chat software for website.

Categories web services provider

Tags SSL protocol,encrypts communications,instant chat,displays ads
Risk Medium

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: B

Bomgar

Bomgar .

Description Remote desktop control and file transfer software.

Categories remote administration,remote desktop control

Tags SSL protocol,file sharing/transfer,allows remote connect,allows remote control
Risk High

Business Relevance Medium
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. BongaCams

BongaCams

Applications: B |

Description Adult video streaming site.

Categories web content aggregators,multimedia (TV/video)
Tags SSL protocol,not work related,adult content
Risk High

Business Relevance Very Low
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| Applications: B

Bonjour

Bonjour .

Description An MDNS-based zero configuration protocol.
Categories network protocols/services

Tags

Risk Low

Business Relevance High
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. Booking.com

Booking.com

Applications: B |

Description Online travel reservation site.
Categories e-commerce

Tags SSL protocol,displays ads
Risk Very Low

Business Relevance Very Low
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| Applications: B
Boom Beach .

Boom Beach

Description A web-based game.
Categories gaming,mobile application
Tags web gaming

Risk Medium

Business Relevance Very Low
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. Boomerang

Boomerang

Applications: B |

Description Gmail send and receive scheduling.
Categories web services provider

Tags sends mail

Risk Low

Business Relevance High
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| Applications: B
Bootstrap CDN .

Bootstrap CDN

Description Free and public content delivery network.
Categories web services provider

Tags content provider

Risk High

Business Relevance Very Low
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. Borland DSJ

Borland DSJ

Applications: B |

Description Deployment Server for Java (DSJ) is a deployment service.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: B

Box

Box .

Description File storage and transfer site.

Categories web services provider,remote file storage

Tags high bandwidth,SSL protocol,file sharing/transfer
Risk Low

Business Relevance Low
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Applications: B |

. Boxcar.io

Boxcar.io

Description Social media and RSS aggregator. Different site than boxcar.com.
Categories web services provider

Tags SSL protocol

Risk Low

Business Relevance Medium
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| Applications: B
Boxnet Upload SSL .

Boxnet Upload SSL

Description Online repository for documents, spreadsheet and presentations. This app
can be detected from decrypted traffic only.

Categories remote file storage,business

Tags SSL protocol,file sharing/transfer,encrypts communications,decrypted traffic

Risk Medium

Business Relevance Very Low
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. BranchQut

BranchQOut

Applications: B |

Description Facebook professional networking.
Categories social networking

Tags SSL protocol,Facebook

Risk High

Business Relevance Very Low
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| Applications: B

BravoTube

BravoTube .

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low
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Applications: B |
[l sreon

BRCDN

Description A content delivery network.

Categories web services provider,web content aggregators
Tags

Risk High

Business Relevance Medium
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| Applications: B

Break.com

Break.com .

Description Web portal for sharing funny videos and pictures.
Categories web services provider,multimedia (TV/video)
Tags SSL protocol,encrypts communications,web chat
Risk Medium

Business Relevance Very Low
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Applications: B |
. Brewster

Brewster

Description Consolidated address book with sync'd up contacts from Linked, Facebook,
Gmail and other apps.

Categories collaboration,mobile application

Tags SSL protocol

Risk High

Business Relevance Medium
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| Applications: B

Bria

Bria .

Description VoIP based software for video calls and instant messaging.
Categories instant messaging,multimedia (other),mobile application, VoIP
Tags high bandwidth,web chat,video conferencing

Risk Very Low

Business Relevance Very High
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. Brightcove

Brightcove

Applications: B |

Description Video hosting platform.

Categories web services provider,multimedia (TV/video)
Tags SSL protocol,displays ads

Risk Medium

Business Relevance Very Low
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| Applications: B

Brightroll

Brightroll [

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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Applications: B |
B srighttaik

Brighttalk

Description Online webinar and video provider.

Categories web services provider,collaboration,multimedia (TV/video)
Tags SSL protocol,share media,web chat

Risk Low

Business Relevance Medium
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| Applications: B

Brilig

grilig [Jj

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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[l sriton Lee IDM

Britton Lee IDM

Applications: B |

Description Britton Lee Integrated Database Manager.
Categories database

Tags

Risk Very Low

Business Relevance Medium
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| Applications: B
Brothersoft .

Brothersoft

Description Free software download site.
Categories remote file storage,download manager
Tags file sharing/transfer

Risk Low

Business Relevance Medium
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. Browsec

Browsec

Applications: B |

Description A VPN app.

Categories VPN/tunnel,anonymizer/proxy

Tags SSL protocol,encrypts communications
Risk Very High

Business Relevance Low
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| Applications: B

Browzar

Browzar .

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows installer,User-Agent Exclusion
Risk Low

Business Relevance Medium
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Applications: B |
[l BrsrvR

BRSRVR

Description A content delivery network.

Categories web services provider,web content aggregators
Tags

Risk High

Business Relevance Medium
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| Applications: B
Bubble Island ]

Bubble Island

Description Social bubble bursting game for Facebook.
Categories gaming
Tags SSL protocol,web gaming,Flash,social network game,not work

related,Facebook game

Risk High

Business Relevance Very Low
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Applications: B |
. Bubble Saga

Bubble Saga

Description Facebook bubble bursting game.

Categories gaming

Tags SSL protocol,web gaming,social network game,not work related,Facebook
game

Risk High

Business Relevance Very Low
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| Applications: B
Bubble Witch Saga [}

Bubble Witch Saga

Description Witch-themed, bubble-bursting Facebook game.

Categories gaming

Tags SSL protocol,web gaming,social network game,not work related,Facebook
game

Risk High

Business Relevance Very Low
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Applications: B |

. Buffer

Buffer

Description App to share web pages with social media.

Categories web services provider,social networking,mobile application
Tags SSL protocol,share media,encrypts communications,displays ads
Risk Medium

Business Relevance Low
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| Applications: B
Bukalapak .

Bukalapak

Description Online marketplace for retail goods.
Categories e-commerce,business

Tags SSL protocol

Risk Very Low

Business Relevance Medium
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. Bundle Discovery Protocol

Bundle Discovery Protocol

Applications: B |

Description A Multi-link PPP (MP) Link Control Protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: B

Burnbhook

Burnbook .

Description Anonymous messaging app.

Categories web services provider,instant messaging,mobile application
Tags SSL protocol

Risk Very High

Business Relevance Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Burstly

Burstly

Applications: B |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: B
Business Insider .

Business Insider

Description Online news web portal.
Categories web services provider,e-commerce
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Low
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. Business Intelligence

Business Intelligence

Applications: B |

Description SAP integrated business analysis tools.
Categories business

Tags

Risk Very Low

Business Relevance Very High
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| Applications: B

BuzzFeed

BuzzFeed .

Description News portal.

Categories web services provider,multimedia (TV/video),news
Tags displays ads,Flash

Risk Very Low

Business Relevance Low
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Applications: B |
. BuzzHand

BuzzHand

Description Content creation site for articles and collaboration.
Categories web services provider,web content aggregators,collaboration
Tags share media

Risk Low

Business Relevance Medium
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BV! Media

BV! Media ]

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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B sV Media
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Applications: C

This chapter contains the following sections:

* C-SPAN, on page 509

* C3 Metrics, on page 510

* CA Certificate, on page 511

* CA Intl License Server, on page 512
» CAB Protocol, on page 513

* Cabal Online, on page 514

* Cableport AX, on page 515

* Cabletron Management Protocol, on page 516
* CactusVPN, on page 517

* CadLock, on page 518

» CafeMom, on page 519

* CAICCI, on page 520

* Caijing, on page 521

* California.gov, on page 522

* Call of Duty, on page 523

* Cam4, on page 524

» CamerasDirect.com.au, on page 525
» Camo Proxy, on page 526
 campaign contribution disclosures, on page 527
» Campfire, on page 528

* Canva, on page 529

+ CanvasRider, on page 530

* CAP, on page 531

* Capital One, on page 532

* Captive Network Assistance, on page 533
* CAPWAP, on page 534

* Car and Driver, on page 535

* Caraytech, on page 536

* Carbonite, on page 537

* CareerBuilder.com, on page 538

» CarMax, on page 539

* Casale, on page 540
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* Cassandra, on page 541

* Catholic Education Australia, on page 542
* CBS, on page 543

* CBS Interactive, on page 544
* CBS Sports, on page 545

* CBT, on page 546

* CC Studios, on page 547

* CCP, on page 548

* CCP Games, on page 549

* CCTV.com, on page 550

* CDC, on page 551

* CDDB, on page 552

* CDiscount, on page 553

* CDN13, on page 554

* Cedexis, on page 555

* Cerner Corporation, on page 556
* CFDP, on page 557

* cFTP, on page 558

* Chango, on page 559

* Channel 4, on page 560

* CHAOSNet, on page 561

* CHAP, on page 562

* Character Generator, on page 563
* Chartbeat, on page 564

* Chase, on page 565

* Chat, on page 566

* Chatroulette, on page 567

* Chaturbate, on page 568

* CheapOAir, on page 569

* CheapStuff, on page 570

* CheapTickets, on page 571

* Check Point, on page 572

* Cheezburger, on page 573

» Chimera2, on page 574

* China Daily, on page 575

* China News, on page 576

* China.com, on page 577

* Chinauma, on page 578

* Chosun, on page 579

* Chrome, on page 580

» Chrome webstore, on page 581
* Chshell, on page 582

* Cil23, on page 583

* CIFS, on page 584

» CimaClub, on page 585

* CIMPLEX, on page 586
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* CIP, on page 587

* CIP Admin, on page 588

* CIP Infrastructure, on page 589

* CIP Malformed, on page 590

* CIP RA Admin Download, on page 591
* CIP RA Admin Firmware Update, on page 592
* CIP RA Admin Other, on page 593
* CIP RA Infrastructure, on page 594
* CIP RA Read Other, on page 595

* CIP RA Read Tag, on page 596

* CIP RA Write Other, on page 597
» CIP RA Write Tag, on page 598

* CIP Read, on page 599

* CIP Unknown, on page 600

* CIP Write, on page 601

* Circuit, on page 602

* Cisco, on page 603

* Cisco DRP, on page 604

* Cisco FNATIVE, on page 605

* Cisco GDP, on page 606

* Cisco Jabber, on page 607

* Cisco NAC, on page 608

* Cisco Phone, on page 609

* Cisco SIP Gateway, on page 610

* Cisco SLA, on page 611

* Cisco SYSMAINT, on page 612

* Cisco TNATIVE, on page 613

* CiteULike, on page 614

« Citi, on page 615

* Citrix CGP, on page 616

* Citrix GoToMeeting Platform, on page 617
* Citrix IMA, on page 618

« Citrix Jedi, on page 619

» Citrix Licensing, on page 620

* Citrix Online, on page 621

* Citrix RTMP, on page 622

* Citrix SLG, on page 623

» Citrix Static, on page 624

* Citrix WANScaler, on page 625

* City Sports, on page 626

« Cityville, on page 627

* CK101, on page 628

* CL1, on page 629

* Clarizen, on page 630

* Clash of Clans, on page 631

* Clash Royale, on page 632
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* Classmates, on page 633

* CLDAP, on page 634

* Clear Channel, on page 635

* Clearcase, on page 636

* ClearSea SIP Client, on page 637
* ClickBank, on page 638

* ClickBooth, on page 639

* Clicksgear, on page 640

* ClickTale, on page 641

* Clip Converter, on page 642

* Clip2Net, on page 643

* Clip2Net Upload, on page 644

* CLOANTO, on page 645

* Cloud VPN, on page 646

* CloudApp, on page 647

* CloudFlare, on page 648

* CloudFront, on page 649

* Cloudinary, on page 650

* CloudMe, on page 651

* Cloudnymous Login, on page 652
* Cloudsponge, on page 653

* Clubbox, on page 654

* CMIP, on page 655

* CMIP/TCP Manager, on page 656
* CNBC, on page 657

* Cnblogs, on page 658

* CNET, on page 659

* CNET Download, on page 660

* CNET TV, on page 661

* CNN.com, on page 662

* CNNIC, on page 663

* CNTV, on page 664

* CNZZ, on page 665

* Coc Coc, on page 666

* Coc Coc bot, on page 667

* Coda Auth, on page 668

* Code42, on page 669

* Cognitive Match, on page 670

* Collabedit, on page 671

* Collaborator, on page 672

* CollegeHumor, on page 673

* Collider, on page 674

» Combat Radio Transport Protocol, on page 675
» Combat Radio User Datagram, on page 676
* Comcast, on page 677

» Comcast Mail, on page 678
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» Comedy Central, on page 679

» CometBird, on page 680

» Commerce, on page 681

» Commission Junction, on page 682
» Common Trace Facility, on page 683
* Commvault, on page 684

» Comodo Dragon, on page 685

» Compaqg-Peer, on page 686

* Compete, on page 687

» Compressed PPP, on page 688

* CompressNET, on page 689

* Compuware, on page 690

* COMSCM, on page 691

» comScore, on page 692

* con, on page 693

* Concur, on page 694

» Conduit, on page 695

+ connendp, on page 696

* Connexion client, on page 697

* Connexity, on page 698

« Connextra, on page 699

» ConnMan, on page 700

* Conservative Tribune, on page 701
* Constant Contact, on page 702

* contentserver, on page 703

* ContextWeb, on page 704

* contnet, on page 705

* Conviva, on page 706

* Coolmath, on page 707

* Coral CDN, on page 708

* CORBA, on page 709

* Core Audience, on page 710

* Corerjd, on page 711

* Cornerstone OnDemand, on page 712
* COSEM, on page 713

* Costco, on page 714

* COTP, on page 715

* Coupa, on page 716

* Coupons.com, on page 717

* Courier Mail Server, on page 718
« Coursera, on page 719

* Covia, on page 720

* Cox, on page 721

* CP Heart Beat, on page 722

* CP Network Executive, on page 723
* cpq-wbem, on page 724
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* CPX Interactive, on page 725

* CR List, on page 726

* Crackle, on page 727

* Crackle Video, on page 728

* Craigslist, on page 729

* Crashlytics, on page 730

* CrashPlan, on page 731

* Cray Network Semaphore server, on page 732
* Cray Unified Resource Manager, on page 733
* Crazy Browser, on page 734

* Creative Commons, on page 735
* Creative Partner, on page 736

* Creative Server, on page 737

* Cricbuzz.com, on page 738

* Criteo, on page 739

* Crittercism, on page 740

* Cross Net Debugger, on page 741
* CrossLoop, on page 742

* Crowd Science, on page 743

* Crunchyroll, on page 744

* Crunchyroll Video, on page 745
* Crutchfield, on page 746

* CRYPTOAdmin, on page 747

* CSDN, on page 748

* CSNET Mailbox Name Nameserver, on page 749
» CSTA, on page 750

* CTV, on page 751

* CTV News, on page 752

* CU-SeeMe, on page 753

* cURL, on page 754

* Customer Ixchange, on page 755
* Cute Overload, on page 756

* cvc_hostd, on page 757

+ Cvent, on page 758

* CVS, on page 759

* CVS pserver, on page 760

* CVSup, on page 761

* cXense, on page 762

* Cybercash, on page 763

* CyberGhost VPN, on page 764

* cycleserv, on page 765

* cycleserv2, on page 766

* Cydia, on page 767

* Cyworld, on page 768
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C-SPAN

c-sean i

Description Cable-Satellite Public Affairs Network - Non-profit cable television.
Categories multimedia (TV/video)

Tags displays ads

Risk Low

Business Relevance Low
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. C3 Metrics

C3 Metrics

Description Visiting websites that use C3 Metrics to deliver advertisements.
Categories web services provider,ad portal

Tags

Risk Very Low

Business Relevance Medium
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CA Certificate [}

CA Certificate

Description A certificate issued by a Certificate Authority to the owner of a public key.
Categories security management

Tags

Risk Very Low

Business Relevance Very High
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. CA Intl License Server

CA Intl License Server

Applications: C |

Description Registered with IANA on port 216 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: C
CAB Protocol .

CAB Protocol

Description CAB Protocol exchanges real-time data between building automation systems.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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[l cabal online

Cabal Online

Applications: C |

Description Online multiplayer games.

Categories web services provider,gaming

Tags SSL protocol,encrypts communications,displays ads
Risk Medium

Business Relevance Very Low
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| Applications: C
cableport AX [J§

Cableport AX

Description Registered with IANA on port 282 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Cabletron Management Protocol

Cabletron Management Protocol

Applications: C |

Description Registered with IANA on port 348 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 342



| Applications: C
CactusVPN .

CactusVPN

Description A VPN client.

Categories VPN/tunnel,anonymizer/proxy
Tags evasive,SSL protocol,tunnels
Risk High

Business Relevance Low
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B cadlock

CadLock

Description Cadlock is used to access AutoCad drawings protected by CadVault.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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CafeMom

CafeMom .

Description Social networking site targeted towards mothers.
Categories social networking

Tags SSL protocol,web chat

Risk Medium

Business Relevance Medium
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CAICCI

Applications: C |

Description Communications between Computer Associates systems.
Categories network protocols/services

Tags

Risk Low

Business Relevance Very High
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Caijing

Caijing .

Description Chinese independant news resource.

Categories web services provider,collaboration,multimedia (other)
Tags share media,share links

Risk Very Low

Business Relevance High
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. California.gov

California.gov

Applications: C |

Description California government official website.
Categories web services provider,government services
Tags SSL protocol,web chat

Risk Very Low

Business Relevance Low
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| Applications: C
call of Duty [Jj

Call of Duty

Description Shooter video game series franchise.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Cam4

Cam4

Applications: C |

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low
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CamerasDirect.com.au .

CamerasDirect.com.au

Description Australian camera and photography gear retailer.
Categories e-commerce

Tags SSL protocol,displays ads

Risk Low

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 342 .



. Camo Proxy

Camo Proxy

Applications: C |

Description Online free proxy server.
Categories anonymizer/proxy

Tags SSL protocol

Risk High

Business Relevance Very Low
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| Applications: C
campaign contribution disclosures .

campaign contribution disclosures

Description Registered with IANA on port 667 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: C |
. Campfire

Campfire

Description Business-focused group messaging and enterprise social networking.
Categories business,collaboration,social networking,instant messaging,mobile application
Tags SSL protocol,instant chat

Risk Very Low

Business Relevance Very High
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Canva

Canva .

Description Graphic design software.
Categories web services provider
Tags SSL protocol,share media
Risk Very Low

Business Relevance High
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. CanvasRider

CanvasRider

Applications: C |

Description Online game website.
Categories gaming

Tags displays ads,web gaming
Risk Medium

Business Relevance Very Low
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CAP

cae

Description Registered with IANA on port 1026 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Capital One

Capital One

Applications: C |

Description U.S. based bank holding company.
Categories business, financial

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Medium
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| Applications: C
Captive Network Assistance .

Captive Network Assistance

Description Captive Portal Testing.

Categories network protocols/services,network utilities
Tags SSL protocol

Risk Very Low

Business Relevance Low
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Applications: C |
B crrwar

CAPWAP

Description Control and Provisioning of Wireless Access Points, a protocol that assists
in setting up wireless networks.

Categories network protocols/services

Tags

Risk Low

Business Relevance Very High
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Car and Driver .

Car and Driver

Description American automotive enthusiast news site.
Categories news

Tags SSL protocol,displays ads,not work related
Risk Very Low

Business Relevance Very Low
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. Caraytech

Caraytech

Applications: C |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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Carbonite

Carbonite .

Description Cloud-based backup service.

Categories web services provider,remote file storage
Tags SSL protocol,User-Agent Exclusion
Risk Very Low

Business Relevance High
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. CareerBuilder.com

CareerBuilder.com

Applications: C |

Description Online job search portal.
Categories web services provider
Tags SSL protocol,displays ads
Risk Low

Business Relevance Very Low
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CarMax

CarMax .

Description New and used car retailer.
Categories e-commerce

Tags SSL protocol,not work related
Risk Medium

Business Relevance Very Low
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. Casale

Casale

Applications: C |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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Cassandra

Cassandra .

Description Free and open-source NoSQL database management system.
Categories database

Tags opens port

Risk Very Low

Business Relevance High
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Applications: C |
. Catholic Education Australia

Catholic Education Australia

Description Site for Catholic Schools and to the schools in the Archdiocese of Canberra
and Goulburn

Categories web services provider

Tags

Risk Very Low

Business Relevance Very Low
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CBS

ces i

Description CBS news website.
Categories multimedia (TV/video),news
Tags SSL protocol,displays ads
Risk Very Low

Business Relevance Medium
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Applications: C |
. CBS Interactive

CBS Interactive

Description Division of CBS Corporation which coordinates ad sales and television
programs together.

Categories multimedia (TV/video),news

Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Medium
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| Applications: C
CBS Sports .

CBS Sports

Description Sports news website.
Categories news

Tags SSL protocol,streaming feed
Risk Very Low

Business Relevance Very Low
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B ocer

CBT

Applications: C |

Description The Core-Based Trees protocol is a multicast technology.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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CC Studios

CC Studios .

Description Entertainment website focused on film and animation.

Categories web content aggregators,multimedia (TV/video)

Tags share media,displays ads,share video,content provider,not work related
Risk Low

Business Relevance Very Low
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B occr

CCP

Description Compression Control Protocol, used for establishing compressed PPP links.
Categories VPN/tunnel,network protocols/services

Tags

Risk Low

Business Relevance Very High
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CCP Games .

CCP Games

Description Video game developer and publisher.
Categories multimedia (TV/video)

Tags SSL protocol,web gaming

Risk High

Business Relevance Very Low
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Applications: C |
. CCTV.com

CCTV.com

Description China Central Television site.

Categories web services provider,multimedia (TV/video),news
Tags

Risk Very Low

Business Relevance High
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CDC

coc

Description Certificate Distribution Center, registered with IANA on port 223 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Il coos

CDDB

Applications: C |

Description Compact Disc Database Protocol, for searching CD contents.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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CDiscount

CDiscount .

Description French online retailer.

Categories e-commerce

Tags SSL protocol,displays ads,not work related
Risk Low

Business Relevance Very Low
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B cons

CDN13

Description Content delivery network provider.

Categories network protocols/services,web content aggregators
Tags

Risk Very Low

Business Relevance Very High
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Cedexis

Cedexis .

Description Advertising and analytics site.
Categories ad portal

Tags SSL protocol,displays ads
Risk Low

Business Relevance Very Low
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. Cerner Corporation

Cerner Corporation

Description Health care information systems.
Categories web services provider,healthcare services
Tags

Risk Very Low

Business Relevance Very High
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CFDP

cror i

Description Coherent File Distribution Protocol, for one-to-many file transfer operations.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B e

cFTP

Description Client-Oriented File Transfer Protocol is a PHP-based file transfer protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Chango

Chango .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags SSL protocol,displays ads

Risk Very Low

Business Relevance Very Low
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. Channel 4

Channel 4

Applications: C |

Description British based streaming television.
Categories multimedia (TV/video)

Tags SSL protocol,displays ads,share video
Risk Medium

Business Relevance Very Low
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chaosnet [l

CHAOSNet

Description CHAOSNet is one of the earliest local area network hardware
implementations.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B cuae

CHAP

Description Challenge Handshake Authentication Protocol, which provides security on
PPP links.

Categories network protocols/services

Tags

Risk Low

Business Relevance Very High
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Character Generator .

Character Generator

Description Software for inserting text into media streams.
Categor