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About the Cisco Vulnerability Database
The Cisco vulnerability database (VDB) is a database of known vulnerabilities to which hosts may be
susceptible, as well as fingerprints for operating systems, clients, and applications. The system uses the VDB
to help determine whether a particular host increases your risk of compromise.

Cisco issues periodic updates to the VDB. The time it takes to update the VDB and its associated mappings
on the Firepower Management Center depends on the number of hosts in your network map. As a rule of
thumb, divide the number of hosts by 1000 to determine the approximate number of minutes to perform the
update.

You can find VDB updates on the VDB Software Downloads page on Cisco.com.
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About the Cisco Firepower Application Detector Reference
The Cisco Firepower Application Detector Reference contains the release notes and information about the
application detectors supported in the VDB release. For each application listed in the reference, you can find
the following information:

• Description—A brief description of the application.

• Categories—Ageneral classification for the application that describes its most essential function. Example
categories include web services provider, e-commerce, ad portal, and social networking.

• Tags—Predefined tags that provide additional information about the application. Example tags include
webmail, SSL protocol, file sharing/transfer, and displays ads. An application can have zero, one, or
more tags.

• Risk—The likelihood that the application is used for purposes that might be against your organization’s
security policy. The risk levels are Very High, High, Medium, Low, and Very Low.

• Business Relevance—The likelihood that the application is used within the context of your organization’s
business operations, as opposed to recreationally. The relevance levels are Very High, High, Medium,
Low, and Very Low.
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Supported Platforms and Software Versions
This guide relates to Vulnerability Database Updates installed via the following software versions on the
following platforms:

Sourcefire 3D System/Firepower System Version 5.x:

• Cisco FireSIGHT Management Centers (formerly Defense Centers)

Firepower Version 6.x:

• Cisco Firepower Management Centers (formerly Defense Centers/FireSIGHT Management Centers)
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Supported Detector Types
The following Detector Types are supported:

• application protocol

• client

• web application
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Total Applications Supported in Vulnerability Database Update
342

Cisco Vulnerability Database (VDB) Update 342 supports 3,628 applications.
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Vulnerability Database Update 342 Changelog
This section describes the changes from VDB 341 (8:02:48 PM on January 29th, 2021 UTC) to VDB 342
(8:56:05 PM on March 29th, 2021 UTC).

Application Protocol Detectors

59Total Added:

0Total Removed:

5Total Updated

Client Detectors

0Total Added:

0Total Removed:

1Total Updated

Web Application Detectors

2Total Added:

17Total Removed:

19Total Updated

FireSIGHT/Firepower Detector Updates

0Total Added:

0Total Removed:

0Total Updated

Operating System Fingerprint Details

0Total Added:

0Total Removed:

0Total Updated

Operating System and Hardware Fingerprint Details

0Total Added:

0Total Removed:

0Total Updated

Vulnerability References
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107Total Added:

0Total Removed:

0Total Updated

Fingerprint References

0Total Added:

0Total Removed:

0Total Updated

File Type Detectors

0Total Added:

0Total Removed:

0Total Updated

Operating System Fingerprint Details:

• no additions or modifications

Operating System and Hardware Fingerprint Details:

• no additions or modifications

Fingerprint Reference Details:

• no additions or modifications

Application Protocol Detectors:

• GRPC: Remote Procedure Call developed by Google. (Added)

• NDMP: Modified for added coverage (Updated)

• RTSP: Modified for added coverage (Updated)

• RADIUS: Modified for added coverage (Updated)

• QUIC: Modified for added coverage on UDP flows (Updated)

• IEC 104 End of Initialization: Updated app description (Updated)

• IEC 104 TESTFR CON: An IEC 104 Function of Test Frame Confirmation. (Added)

• IEC 104 TESTFR ACT: An IEC 104 Function of Test Frame Activation. (Added)

• IEC 104 STARTDT CON: An IEC 104 Function of Start Data Transfer Confirmation. (Added)

• IEC 104 STARTDT ACT: An IEC 104 Function of Start Data Transfer Activation. (Added)

• IEC 104 Double Point Info: An IEC 104 Type ID,M_DP_NA_1. Process information in monitor direction
of Double point information. (Added)
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• IEC 104 Monitor Bitstring 32 bit: An IEC 104 Type ID, M_BO_NA_1. Process information in monitor
direction of Bit string of 32 bit. (Added)

• IEC 104 Measured Normalized: An IEC 104 Type ID, M_ME_NA_1. Process information in monitor
direction of Measured value, normalized value. (Added)

• IEC 104Measured Scaled: An IEC 104 Type ID,M_ME_NB_1. Process information in monitor direction
of Measured value, scaled value. (Added)

• IEC 104 Integrated Totals: An IEC 104 Type ID, M_IT_NA_1. Process information in monitor direction
of Integrated totals. (Added)

• IEC 104 Packed Single Point: An IEC 104 Type ID, M_PS_NA_1. Process information in monitor
direction of Packed single-point information with status change detection. (Added)

• IEC 104Measured Normalized without Quality Descriptor: An IEC 104 Type ID,M_ME_ND_1. Process
information in monitor direction ofMeasured value, normalized value without quality descriptor. (Added)

• IEC 104 Double Point Info with Long Time: An IEC 104 Type ID, M_DP_TB_1. Process telegrams of
Double point information with time tag CP56Time2a. (Added)

• IEC 104 Step Position Info with Long Time: An IEC 104 Type ID, M_ST_TB_1. Process telegrams of
Step position information with time tag CP56Time2a. (Added)

• IEC 104 Bitstring 32 bit with Long Time: An IEC 104 Type ID, M_BO_TB_1. Process telegrams of Bit
string of 32 bit with time tag CP56Time2a. (Added)

• IEC 104 Measured Scaled with Long Time: An IEC 104 Type ID, M_ME_TE_1. Process telegrams of
Measured value, scaled value with time tag CP56Time2a. (Added)

• IEC 104 Measured Short Float with Long Time: An IEC 104 Type ID, M_ME_TF_1. Process telegrams
of Measured value, short floating-point value with time tag CP56Time2a. (Added)

• IEC 104 Integrated Totals with Long Time: An IEC 104 Type ID, M_IT_TB_1. Process telegrams of
Integrated totals with time tag CP56Time2a. (Added)

• IEC 104 Event of Protection with Long Time: An IEC 104 Type ID, M_EP_TD_1. Process telegrams
of Event of protection equipment with time tag CP56Time2a. (Added)

• IEC 104 Packed Start Event with Long Time: An IEC 104 Type ID, M_EP_TE_1. Process telegrams of
Packed start events of protection equipment with time tag CP56Time2a. (Added)

• IEC 104 Packed Output Circuit Info with Long Time: An IEC 104 Type ID, M_EP_TF_1. Process
telegrams of Packed output circuit information of protection equipment with time tag CP56Time2a.
(Added)

• IEC 104 Single Command with Long Time: An IEC 104 Type ID, C_SC_TA_1. Command telegrams
of Single command with time tag CP56Time2a. (Added)

• IEC 104 Double Command with Long Time: An IEC 104 Type ID, C_DC_TA_1. Command telegrams
of Double command with time tag CP56Time2a. (Added)

• IEC 104 Regulating Step Command with Long Time: An IEC 104 Type ID, C_RC_TA_1. Command
telegrams of Regulating step command with time tag CP56Time2a. (Added)

• IEC 104 Setpoint CommandNormalizedwith Long Time: An IEC 104 Type ID, C_SE_TA_1. Command
telegrams of Setpoint command, normalized value with time tag CP56Time2a. (Added)
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• IEC 104 Setpoint Command Scaled with Long Time: An IEC 104 Type ID, C_SE_TB_1. Command
telegrams of Setpoint command, scaled value with time tag CP56Time2a. (Added)

• IEC 104 Setpoint Command Short Float with Long Time: An IEC 104 Type ID, C_SE_TC_1. Command
telegrams of Setpoint command, short floating point value with time tag CP56Time2a. (Added)

• IEC 104 Bitstring 32 bit Command with Long Time: An IEC 104 Type ID, C_BO_TA_1. Command
telegrams of Bit string 32 bit with time tag CP56Time2a. (Added)

• IEC 104 Counter Interrogation Command: An IEC 104 Type ID, C_CI_NA_1. System information in
control direction of Counter interrogation command. (Added)

• IEC 104 Read Command: An IEC 104 Type ID, C_RD_NA_1. System information in control direction
of Read command. (Added)

• IEC 104 Clock Synchronization Command: An IEC 104 Type ID, C_CS_NA_1. System information in
control direction of Clock synchronization command. (Added)

• IEC 104 Reset Process Command: An IEC 104 Type ID, C_RP_NC_1. System information in control
direction of Reset process command. (Added)

• IEC 104 Test Command with Long Time: An IEC 104 Type ID, C_TS_TA_1. System information in
control direction of Test command with time tag CP56Time2a. (Added)

• IEC 104 Parameter of Measured Normalized: An IEC 104 Type ID, P_ME_NA_1. Parameter in control
direction of measured value, normalized value. (Added)

• IEC 104 Parameter of Measured Scaled: An IEC 104 Type ID, P_ME_NB_1. Parameter in control
direction of measured value, scaled value. (Added)

• IEC 104 Parameter of Measured Short Float: An IEC 104 Type ID, P_ME_NC_1. Parameter in control
direction of measured value, short floating point value. (Added)

• IEC 104 Parameter Activation: An IEC 104 Type ID, P_AC_NA_1. Parameter in control direction of
Parameter activation. (Added)

• IEC 104 File Ready: An IEC 104 Type ID, F_FR_NA_1. File ready in file transfer. (Added)

• IEC 104 Section Ready: An IEC 104 Type ID, F_SR_NA_1. Section ready in file transfer. (Added)

• IEC 104 Call directory Select File: An IEC 104 Type ID, F_SC_NA_1. Call directory, select file, call
file, call section. (Added)

• IEC 104 Last Section Last Segment: An IEC 104 Type ID, F_LS_NA_1. Last section, last segment in
file transfer. (Added)

• IEC 104 Ack File Ack Section: An IEC 104 Type ID, F_AF_NA_1. Act file, Act section in file transfer.
(Added)

• IEC 104 List Segment: An IEC 104 Type ID, F_SG_NA_1. List Segment in file transfer. (Added)

• IEC 104 List Directory: An IEC 104 Type ID, F_DR_TA_1. List Directory in file transfer. (Added)

• IEC 104 Query Log: An IEC 104 Type ID, F_SC_NB_1. Query Log in file transfer. (Added)

• Modbus Read Coils: The Read Coils command is a function code in the Modbus Serial Communication
Protocol. (Added)
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• Modbus Read Discrete Inputs: The Read Discrete Inputs command is a function code in the Modbus
Serial Communication Protocol. (Added)

• Modbus Read Holding Registers: The Read Holding Registers command is a function code in theModbus
Serial Communication Protocol. (Added)

• Modbus Read Input Registers: The Read Input Registers command is a function code in the Modbus
Serial Communication Protocol. (Added)

• Modbus Write Single Coil: The Write Single Coil command is a function code in the Modbus Serial
Communication Protocol. (Added)

• Modbus Write Single Register: The Write Single Register command is a function code in the Modbus
Serial Communication Protocol. (Added)

• Modbus Write Multiple Coils: The Write Multiple Coils command is a function code in the Modbus
Serial Communication Protocol. (Added)

• Modbus Write Multiple Registers: The Write Multiple Registers command is a function code in the
Modbus Serial Communication Protocol. (Added)

• Modbus Read File Record: The Read File Record command is a function code in the Modbus Serial
Communication Protocol. (Added)

• Modbus Write File Record: The Write File Record command is a function code in the Modbus Serial
Communication Protocol. (Added)

• Modbus Mask Write Register: The Mask Write Register command is a function code in the Modbus
Serial Communication Protocol. (Added)

• Modbus Read/Write Multiple Registers: The Read/Write Multiple Registers command is a function code
in the Modbus Serial Communication Protocol. (Added)

• Modbus Read FIFO Queue: The Read FIFO Queue command is a function code in the Modbus Serial
Communication Protocol. (Added)

• Modbus Encapsulated Interface Transport: The Modbus Encapsulated Interface Transport command is
a function code in the Modbus Serial Communication Protocol. (Added)

Client Detectors:

• TextMe: Added patterns to cover web client (Updated)

Web Application Detectors:

• Hopster: A couponing site (Removed)

• J&R: Computer and electronics retailer. (Removed)

• Writeboard: Collaborative web based text editor. (Removed)

• Diamond Dash: Matching game for Facebook. (Removed)

• Family Tree: Family-oriented social networking app for facebook (Removed)

• Google Maps: Added the ‘decrypted traffic’ tag (Updated)

• Babylon: Removed from ‘search engine’ category (Updated)
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• Yellow Pages: Removed the tag ‘share video’ and ‘multimedia (TV/video)’ (Updated)

• Yandex: Removed the ‘webmail’ tag (Updated)

• Redbox Instant: Rental and online movie/game. (Removed)

• Microsoft Excel: Modified for added coverage (Updated)

• Boxoh: A site that aggregates shipment tracking from different shipping providers. (Removed)

• Adenin: Removed from ‘search engine’ category (Updated)

• Squidoo: Social blogging site. (Removed)

• Wikispaces: Wiki hosting site. (Removed)

• 24/7 Media: Advertisement site. (Removed)

• Effective Measure: App renamed to Narratiive (Updated)

• Nugg: Advertisement site. (Removed)

• Yabuka: Advertisement site. (Removed)

• X Plus One: Advertisement site. (Removed)

• DC Storm: Advertisement site. (Removed)

• Ultrasurf: Modified to fix false positives on traffic from Firefox browser (Updated)

• PointRoll: Advertising company. (Removed)

• ESPN Video: Modified for added coverage (Updated)

• Amazon Cloud Drive: Modified for added coverage (Updated)

• Amazon Cloud Drive Upload: Modified for added coverage (Updated)

• Myspace Music: Modified for added coverage (Updated)

• Mgoon: Korean Entertainment web portal. (Removed)

• Seterus: Loan servicing company. (Removed)

• Cassandra: Free and open-source NoSQL database management system. (Added)

• Yum: Package management tool for RPM based Linux operating systems. (Added)

• TeamViewer: Modified for added coverage (Updated)

• Facebook: Modified for added coverage (Updated)

• Google: Modified for added coverage (Updated)

• Microsoft: Modified for added coverage (Updated)

• Microsoft Azure: Modified for added coverage (Updated)

• VPN Monster: Modified for added UDP coverage (Updated)

• Orange: Added coverage for decryption patterns. (Updated)

FireSIGHT/Firepower Detector Updates:
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• no additions or modifications

File Type Detector Details:

• no additions or modifications

Snort ID Vulnerability Reference Details:

• CVE 2013-2028 - Snort Reference ID 108,16,8 (Added)

• CVE 2014-3120 - Snort Reference ID 33830,36256,44690,57129,57130,57131 (Added)

• CVE 2015-0050 - Snort Reference ID 33053,33358 (Added)

• CVE 2017-0199 - Snort Reference ID 42189, 42190, 42229, 42230, 42231, 45519, 45520, 52481, 52482,
57063, 57064, 57065, 57066 (Added)

• CVE 2017-8965 - Snort Reference ID 57188 (Added)

• CVE 2017-11882 - Snort Reference ID 44989, 44990, 45132, 45133, 45134, 45135, 45466, 45467,
45511, 45512, 49775, 49776, 50684, 50685, 53090, 54620, 54621, 57054, 57055 (Added)

• CVE 2017-18344 - Snort Reference ID 57156,57157 (Added)

• CVE 2018-1156 - Snort Reference ID 57176,57177 (Added)

• CVE 2018-11472 - Snort Reference ID 57126,57127 (Added)

• CVE 2018-11473 - Snort Reference ID 57178,57179 (Added)

• CVE 2019-5544 - Snort Reference ID 57111,57112 (Added)

• CVE 2019-11707 - Snort Reference ID 50518,50519,57180,57181 (Added)

• CVE 2019-19781 - Snort Reference ID 300001,52512,52513,52603,52620,52662 (Added)

• CVE 2020-4006 - Snort Reference ID 57182,57183,57184,57185 (Added)

• CVE 2020-6088 - Snort Reference ID 53126 (Added)

• CVE 2020-13546 - Snort Reference ID 55991,55992 (Added)

• CVE 2020-13548 - Snort Reference ID 56063,56064 (Added)

• CVE 2020-13550 - Snort Reference ID 56048,56049,56050 (Added)

• CVE 2020-13561 - Snort Reference ID 56158,56159,56160,56161 (Added)

• CVE 2020-13562 - Snort Reference ID 56145,56146 (Added)

• CVE 2020-13563 - Snort Reference ID 56143,56144 (Added)

• CVE 2020-13564 - Snort Reference ID 56145,56146 (Added)

• CVE 2020-13565 - Snort Reference ID 56152,56153 (Added)

• CVE 2020-13572 - Snort Reference ID 56365,56366 (Added)

• CVE 2020-13574 - Snort Reference ID 56211,56275 (Added)

• CVE 2020-13575 - Snort Reference ID 56507,56508 (Added)
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• CVE 2020-13576 - Snort Reference ID 56509,56510 (Added)

• CVE 2020-13577 - Snort Reference ID 56307,56308 (Added)

• CVE 2020-13578 - Snort Reference ID 56297,56298 (Added)

• CVE 2020-13579 - Snort Reference ID 56226,56227,56228,56229 (Added)

• CVE 2020-13580 - Snort Reference ID 56212,56213 (Added)

• CVE 2020-13581 - Snort Reference ID 56209,56210 (Added)

• CVE 2020-13582 - Snort Reference ID 56199 (Added)

• CVE 2020-13585 - Snort Reference ID 56451,56452 (Added)

• CVE 2020-13586 - Snort Reference ID 56389,56390 (Added)

• CVE 2020-13942 - Snort Reference ID 56990 (Added)

• CVE 2020-13951 - Snort Reference ID 56989 (Added)

• CVE 2020-14343 - Snort Reference ID 56223,56224 (Added)

• CVE 2020-16846 - Snort Reference ID 57048,57049 (Added)

• CVE 2020-25159 - Snort Reference ID 57155 (Added)

• CVE 2020-27247 - Snort Reference ID 56526,56527 (Added)

• CVE 2020-27248 - Snort Reference ID 56526,56527 (Added)

• CVE 2020-27249 - Snort Reference ID 56526,56527 (Added)

• CVE 2020-27250 - Snort Reference ID 56526,56527 (Added)

• CVE 2020-28595 - Snort Reference ID 56727,56728 (Added)

• CVE 2021-1138 - Snort Reference ID 56955 (Added)

• CVE 2021-1139 - Snort Reference ID 56953 (Added)

• CVE 2021-1140 - Snort Reference ID 56938,56939,56940,56941 (Added)

• CVE 2021-1141 - Snort Reference ID 56945 (Added)

• CVE 2021-1142 - Snort Reference ID 56955 (Added)

• CVE 2021-1247 - Snort Reference ID 56947 (Added)

• CVE 2021-1248 - Snort Reference ID 56954 (Added)

• CVE 2021-1264 - Snort Reference ID 56950 (Added)

• CVE 2021-1272 - Snort Reference ID 56956 (Added)

• CVE 2021-1280 - Snort Reference ID 56893,56894 (Added)

• CVE 2021-1289 - Snort Reference ID 57087,57093 (Added)

• CVE 2021-1290 - Snort Reference ID 57091 (Added)

• CVE 2021-1291 - Snort Reference ID 57094 (Added)
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• CVE 2021-1292 - Snort Reference ID 57088,57089 (Added)

• CVE 2021-1293 - Snort Reference ID 57097 (Added)

• CVE 2021-1294 - Snort Reference ID 57076 (Added)

• CVE 2021-1295 - Snort Reference ID 57092 (Added)

• CVE 2021-1296 - Snort Reference ID 57074 (Added)

• CVE 2021-1297 - Snort Reference ID 57072 (Added)

• CVE 2021-1298 - Snort Reference ID 56946 (Added)

• CVE 2021-1299 - Snort Reference ID 56942,56943,56944 (Added)

• CVE 2021-1302 - Snort Reference ID 56957 (Added)

• CVE 2021-1304 - Snort Reference ID 56958,56959,56960,56961,56962 (Added)

• CVE 2021-1305 - Snort Reference ID 56963 (Added)

• CVE 2021-1314 - Snort Reference ID 57086 (Added)

• CVE 2021-1315 - Snort Reference ID 57086 (Added)

• CVE 2021-1316 - Snort Reference ID 57086 (Added)

• CVE 2021-1317 - Snort Reference ID 57095,57096 (Added)

• CVE 2021-1318 - Snort Reference ID 57084,57085 (Added)

• CVE 2021-1319 - Snort Reference ID 57090 (Added)

• CVE 2021-1320 - Snort Reference ID 57069 (Added)

• CVE 2021-1321 - Snort Reference ID 57069 (Added)

• CVE 2021-1322 - Snort Reference ID 57101 (Added)

• CVE 2021-1323 - Snort Reference ID 57068 (Added)

• CVE 2021-1324 - Snort Reference ID 57068 (Added)

• CVE 2021-1325 - Snort Reference ID 57090 (Added)

• CVE 2021-1327 - Snort Reference ID 57082 (Added)

• CVE 2021-1328 - Snort Reference ID 57077 (Added)

• CVE 2021-1329 - Snort Reference ID 57113 (Added)

• CVE 2021-1330 - Snort Reference ID 57114 (Added)

• CVE 2021-1331 - Snort Reference ID 57099 (Added)

• CVE 2021-1332 - Snort Reference ID 57098 (Added)

• CVE 2021-1333 - Snort Reference ID 57073 (Added)

• CVE 2021-1334 - Snort Reference ID 57073 (Added)

• CVE 2021-1335 - Snort Reference ID 57113 (Added)
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• CVE 2021-1336 - Snort Reference ID 57110 (Added)

• CVE 2021-1337 - Snort Reference ID 57109 (Added)

• CVE 2021-1338 - Snort Reference ID 57075 (Added)

• CVE 2021-1339 - Snort Reference ID 57102 (Added)

• CVE 2021-1340 - Snort Reference ID 57102 (Added)

• CVE 2021-1341 - Snort Reference ID 57105 (Added)

• CVE 2021-1342 - Snort Reference ID 57077 (Added)

• CVE 2021-1343 - Snort Reference ID 57078,57079,57080,57081 (Added)

• CVE 2021-1344 - Snort Reference ID 57113 (Added)

• CVE 2021-1345 - Snort Reference ID 57114 (Added)

• CVE 2021-1346 - Snort Reference ID 57083 (Added)

• CVE 2021-1347 - Snort Reference ID 57100 (Added)

• CVE 2021-1348 - Snort Reference ID 57113 (Added)

• CVE 2021-1648 - Snort Reference ID 57061,57062 (Added)

• CVE 2021-2109 - Snort Reference ID 57158,57159 (Added)

• CVE 2021-21017 - Snort Reference ID 57137,57138 (Added)

• CVE 2021-25274 - Snort Reference ID 57161 (Added)
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For Assistance
For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information about Cisco Firepower devices, seeWhat's New in Cisco Product
Documentation.

Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service. If you have any questions or require assistance with Cisco ASA devices, please
contact Cisco Support:

• Note: To open a TAC request, you must first register for a Cisco.com user ID

• Once you have a Cisco.com user ID, you may initiate or check on the status of a service request online
or contacting the TAC by phone:

• U.S. - 1-800-553-2447 Toll Free

• International support numbers

• For additional information on obtaining technical support through the TAC, please consult the Technical
Support Reference Guide (PDF - 1 MB)
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http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/web/services/acquisitions/downloads/sourcefire-tech-support-reference-guide.pdf
http://www.cisco.com/web/services/acquisitions/downloads/sourcefire-tech-support-reference-guide.pdf


About Talos
The Talos Security Intelligence and Research Group (Talos) is made up of leading threat researchers supported
by sophisticated systems to create threat intelligence for Cisco products that detects, analyzes and protects
against both known and emerging threats. Talos maintains the official rule sets of Snort.org, ClamAV,
SenderBase.org and SpamCop. The team's expertise spans software development, reverse engineering,
vulnerability triage, malware investigation and intelligence gathering.
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Applications: 0-9

This chapter contains the following sections:

• 050plus, on page 21
• 1&1 Internet, on page 22
• 1-800-Flowers, on page 23
• 1000mercis, on page 24
• 100Bao, on page 25
• 12306.cn, on page 26
• 123Movies, on page 27
• 126.com, on page 28
• 17173.com, on page 29
• 1fichier, on page 30
• 2345.com, on page 31
• 247 Inc., on page 32
• 2channel, on page 33
• 2Leep, on page 34
• 33Across, on page 35
• 360 Safeguard, on page 36
• 39.net, on page 37
• 3Com AMP3, on page 38
• 3COM-TSMUX, on page 39
• 4399.com, on page 40
• 4chan, on page 41
• 4shared, on page 42
• 500px, on page 43
• 51.com, on page 44
• 56.com, on page 45
• 58 City, on page 46
• 5by5 Radio, on page 47
• 6.pm, on page 48
• 7digital, on page 49
• 914CG, on page 50
• 9Gag, on page 51
• 9P, on page 52
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• 9p.com, on page 53
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050plus
VoIP smartphone app.Description

mobile application,VoIPCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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1&1 Internet
Internet and Domain name service provider.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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1-800-Flowers
Online retailer of flowers and other gifts.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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1000mercis
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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100Bao
A Chinese P2P file sharing program.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share mediaTags

Very HighRisk

Very LowBusiness Relevance
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12306.cn
China Railway online customer service.Description

web services provider,e-commerceCategories

SSL protocol,web-based support/helpTags

Very LowRisk

HighBusiness Relevance
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123Movies
Online movie site.Description

multimedia (TV/video)Categories

SSL protocol,not work relatedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
27

Applications: 0-9
123Movies



126.com
Free webmail system.Description

emailCategories

SSL protocol,sends mail,webmailTags

Very LowRisk

HighBusiness Relevance
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17173.com
Chinese social networking site.Description

social networkingCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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1fichier
Cloud storage service.Description

web services provider,remote file storage,businessCategories

SSL protocol,file sharing/transferTags

LowRisk

MediumBusiness Relevance
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2345.com
Web portal.Description

web content aggregatorsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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247 Inc.
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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2channel
Japan based Internet forum.Description

web content aggregatorsCategories

SSL protocol,not work related,adult contentTags

LowRisk

Very LowBusiness Relevance
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2Leep
Network for Bloggers.Description

web services providerCategories

blogTags

MediumRisk

LowBusiness Relevance
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33Across
Social ad delivery service.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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360 Safeguard
Chinese anti-virus software.Description

security managementCategories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
36

Applications: 0-9
360 Safeguard



39.net
Chinese health information web portal.Description

web services provider,healthcare servicesCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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3Com AMP3
Registered with IANA on port 629 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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3COM-TSMUX
3COM-TSMUXQueuing service, registered with IANA on port 106 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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4399.com
Chinese gaming website.Description

gamingCategories

SSL protocol,web gaming,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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4chan
Website that hosts found images and discussions on them.Description

instant messagingCategories

SSL protocol,web chat,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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4shared
File sharing and storage service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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500px
Online photo sharing.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communications,displays ads,share photosTags

Very LowRisk

LowBusiness Relevance
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51.com
Chinese social networking site.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

LowBusiness Relevance
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56.com
Large Chinese video sharing site.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

LowRisk

Very LowBusiness Relevance
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58 City
Classified information about 58 cities in China.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communications,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance
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5by5 Radio
Online live and recorded talk shows.Description

multimedia (other),multimedia (music/audio)Categories

encrypts communications,displays adsTags

MediumRisk

LowBusiness Relevance
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6.pm
Discount shoes and clothing retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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7digital
Digital music and video delivery company.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

LowBusiness Relevance
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914CG
Texas Instruments 914C/G terminal, registered with IANA on port 211
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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9Gag
Meme aggregation site.Description

web content aggregators,multimedia (other)Categories

SSL protocol,displays ads,share links,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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9P
Plan 9 systems network protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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9p.com
Games related internet site.Description

e-commerce,gaming,newsCategories

displays ads,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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Applications: A

This chapter contains the following sections:

• ABC, on page 62
• Abonti, on page 63
• About.com, on page 64
• ABS-CBN, on page 65
• ACA Services, on page 66
• ACAP, on page 67
• Access Network, on page 68
• AccessBuilder, on page 69
• AccuWeather, on page 70
• Ace Hardware Corporation, on page 71
• Acer, on page 72
• AcFun, on page 73
• ACI, on page 74
• Acoon.de, on page 75
• ACR-NEMA, on page 76
• Acrobat.com, on page 77
• Active Networks, on page 78
• ActiveSync, on page 79
• Ad Advisor, on page 80
• AD Backup, on page 81
• AD DRS, on page 82
• AD DSAOP, on page 83
• AD DSROL, on page 84
• AD File Replication Service, on page 85
• Ad Marvel, on page 86
• Ad Master, on page 87
• Ad Mob, on page 88
• Ad Nexus, on page 89
• AD NSP, on page 90
• Ad Redirector, on page 91
• AD Restore, on page 92
• Ad Tech, on page 93
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• AD XDS, on page 94
• AD-X Tracking, on page 95
• Ad4mat, on page 96
• Adap.tv, on page 97
• Adblade, on page 98
• Adcash, on page 99
• Adconion Media Group, on page 100
• Addicting Games, on page 101
• Addictive Mobility, on page 102
• AddThis, on page 103
• AddThis Bot, on page 104
• AddToAny, on page 105
• Adenin, on page 106
• AdF.ly, on page 107
• AdGear, on page 108
• Adify, on page 109
• Admeld, on page 110
• ADMETA, on page 111
• Admin5, on page 112
• AdNetwork.net, on page 113
• ADNStream, on page 114
• Ado Tube, on page 115
• Adobe Analytics, on page 116
• Adobe Connect, on page 117
• Adobe Creative Cloud, on page 118
• Adobe Fonts, on page 119
• Adobe PostScript, on page 120
• Adobe Software, on page 121
• Adobe Update, on page 122
• AdobeAIR, on page 123
• Adorama, on page 124
• ADP, on page 125
• ADP GlobalView, on page 126
• ADP Resource, on page 127
• ADP Streamline, on page 128
• ADP TotalSource, on page 129
• ADP Vantage, on page 130
• ADP Workforce Now, on page 131
• AdReady, on page 132
• ADrive, on page 133
• AdRoll, on page 134
• adSage, on page 135
• AdSame, on page 136
• Adtech, on page 137
• Adtegrity, on page 138
• Adult Friend Finder, on page 139
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• Advanced Hosters, on page 140
• Advanced Packaging Tool, on page 141
• Advertising.com, on page 142
• Adweek, on page 143
• AdXpose, on page 144
• AED512, on page 145
• Aeolon Core Protocol, on page 146
• AEP, on page 147
• AFP, on page 148
• Afreeca, on page 149
• After School, on page 150
• AgentX, on page 151
• Aggregate Knowledge, on page 152
• AhrefsBot, on page 153
• Aili, on page 154
• AIM Express, on page 155
• Airbnb, on page 156
• AirPlay, on page 157
• Airsoft Powerburst, on page 158
• Airspace, on page 159
• Airtime, on page 160
• AirTunes, on page 161
• Aizhan, on page 162
• AJP, on page 163
• Akamai, on page 164
• Akamai NetSession Interface, on page 165
• Al Jazeera, on page 166
• Albawaba, on page 167
• Alias, on page 168
• Alibaba, on page 169
• Aliexpress, on page 170
• Alipay, on page 171
• Alisoft, on page 172
• Aliwangwang, on page 173
• Aliyun, on page 174
• Allegro.pl, on page 175
• Allmyapps, on page 176
• AllRecipes, on page 177
• Allstate, on page 178
• ALPES, on page 179
• ALTools, on page 180
• AMANDA, on page 181
• Amazon, on page 182
• Amazon Ads System, on page 183
• Amazon Cloud Drive, on page 184
• Amazon Cloud Drive Authenticate, on page 185
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• Amazon Cloud Drive Download, on page 186
• Amazon Cloud Drive Upload, on page 187
• Amazon Cloud Player, on page 188
• Amazon Web Services, on page 189
• AMD, on page 190
• Ameba, on page 191
• American Airlines, on page 192
• American Express, on page 193
• AMInet, on page 194
• AMMYY, on page 195
• Amobee, on page 196
• Amp, on page 197
• AMQP, on page 198
• AMQPS, on page 199
• Ancestry.com, on page 200
• Ando Media, on page 201
• Android Asynchronous Http Client, on page 202
• Android browser, on page 203
• Android Client, on page 204
• Android Download Manager, on page 205
• Android Music, on page 206
• Android.com, on page 207
• Anghami, on page 208
• Angry Birds, on page 209
• Anipang, on page 210
• ANSA Notify, on page 211
• ANSA REX Trader, on page 212
• ANSI Z39.50, on page 213
• Answers.com, on page 214
• any host, on page 215
• AnyConnect, on page 216
• AnyConnect IPSec Client, on page 217
• AnyConnect SSL Client, on page 218
• AnyDesk, on page 219
• AODV, on page 220
• AOL, on page 221
• AOL Ads, on page 222
• AOL Games, on page 223
• AOL Instant Messenger (Mac), on page 224
• AOL Mail, on page 225
• AOL Video, on page 226
• Apache Nutch, on page 227
• Apertus Tech Load Distribution, on page 228
• APNS, on page 229
• AppGlu, on page 230
• Appier, on page 231
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• Apple App Store, on page 232
• Apple Developer, on page 233
• Apple iForgot, on page 234
• Apple Mail, on page 235
• Apple Maps, on page 236
• Apple Music, on page 237
• Apple News, on page 238
• Apple Pipeline, on page 239
• Apple PubSub, on page 240
• Apple Remote Desktop, on page 241
• Apple sites, on page 242
• Apple Stocks, on page 243
• Apple Store, on page 244
• Apple Syndication, on page 245
• Apple Trailers, on page 246
• Apple TV, on page 247
• Apple TV Plus, on page 248
• Apple Update, on page 249
• AppleCoreMedia, on page 250
• Applejuice, on page 251
• Applejuice GUI, on page 252
• appleqtcsrvr, on page 253
• AppleShare, on page 254
• AppleTalk Routing Maintenance, on page 255
• AppleTalk Unused 203, on page 256
• AppleTalk Unused 205, on page 257
• AppleTalk Unused 207, on page 258
• AppleTalk Unused 208, on page 259
• AppleTalk Zone Information Protocol, on page 260
• ApplianceWare Managment Protocol, on page 261
• Applix ac, on page 262
• AppNeta, on page 263
• AppNexus, on page 264
• Aptean, on page 265
• ArcGIS, on page 266
• ARCISDMS, on page 267
• ARCServe, on page 268
• Ares, on page 269
• Argos, on page 270
• Argus, on page 271
• Ariel, on page 272
• Ariel2, on page 273
• Ariel3, on page 274
• ARIS, on page 275
• Arizona Public Media, on page 276
• ARNS, on page 277
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• Arora, on page 278
• ArtStack, on page 279
• AS Server Mapper, on page 280
• ASA, on page 281
• Asana, on page 282
• ASF, on page 283
• Asia Times Online, on page 284
• Asipregistry, on page 285
• Ask.com, on page 286
• ASKfm, on page 287
• asos, on page 288
• ASProxy, on page 289
• Associated Press, on page 290
• Asterisk PBX, on page 291
• Astraweb, on page 292
• Asus, on page 293
• AT&T, on page 294
• ATG Live Help, on page 295
• Atlas Advertiser Suite, on page 296
• Atlassian, on page 297
• Atom, on page 298
• Audible.com, on page 299
• AudienceScience, on page 300
• AudioDocumentary.org, on page 301
• AUDIT, on page 302
• auditd, on page 303
• Auditude, on page 304
• Aurora, on page 305
• Aurora CMGR, on page 306
• AURP, on page 307
• Autoblog, on page 308
• Autodesk, on page 309
• Autohome.com.cn, on page 310
• AutoTrader.com, on page 311
• AutoZone, on page 312
• Avast, on page 313
• Avaya, on page 314
• Avaya Audio, on page 315
• Avaya Live, on page 316
• Avaya Video, on page 317
• AVG, on page 318
• Avian, on page 319
• Avira Download/Update, on page 320
• Avito, on page 321
• Avocarrot, on page 322
• Avocent, on page 323

Cisco Firepower Application Detector Reference - VDB 342
60

Applications: A



• Avoidr, on page 324
• Aweber, on page 325
• AX.25, on page 326
• Azar Live, on page 327
• AZLyrics, on page 328
• Azure cloud portal, on page 329
• Azure Service Bus, on page 330
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ABC
Web Portal for television network.Description

web services provider,multimedia (TV/video),newsCategories

web-based support/help,displays ads,web chat,User-Agent ExclusionTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
ABC



Abonti
Web crawler.Description

web spider/search crawlerCategories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: A
Abonti



About.com
A site that provides original information on various subjects.Description

web content aggregatorsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
About.com



ABS-CBN
Phillipines-based news.Description

web services provider,multimedia (TV/video),newsCategories

file sharing/transfer,displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: A
ABS-CBN



ACA Services
DEC's Application Control Architecture services, registered with IANA on
port 62 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ACA Services



ACAP
Application Configuration Access Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
ACAP



Access Network
Registered with IANA on port 699 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Access Network



AccessBuilder
A family of dial-in remote access servers for mobile computer users and
remote office workers.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AccessBuilder



AccuWeather
Weather forecasting website.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
AccuWeather



Ace Hardware Corporation
Home improvement goods and hardware retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Ace Hardware Corporation



Acer
Manufacturer of PCs and laptops.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Acer



AcFun
Video sharing site.Description

web content aggregators,multimedia (TV/video)Categories

share media,displays ads,share video,not work relatedTags

HighRisk

Very LowBusiness Relevance
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Applications: A
AcFun



ACI
Application Communication Interface, registered with IANA on port 187
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ACI



Acoon.de
Search engine and Web crawler.Description

search engine,web spider/search crawlerCategories

SSL protocol,encrypts communications,safesearch unsupportedTags

LowRisk

LowBusiness Relevance
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Applications: A
Acoon.de



ACR-NEMA
A standard for handling, storing, printing, and transmitting medical imaging.
Registered with IANA on port 104 tcp/udp.

Description

network protocols/servicesCategories

file sharing/transfer,share media,share photosTags

LowRisk

HighBusiness Relevance
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Applications: A
ACR-NEMA



Acrobat.com
Adobe file transfer and PDF conversion site.Description

web services providerCategories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: A
Acrobat.com



Active Networks
A networking technology used to enable unique processing of each network
packet.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
78

Applications: A
Active Networks



ActiveSync
Microsoft software that allows synchronization of data between handheld
devices and desktop computers.

Description

network protocols/services,emailCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ActiveSync



Ad Advisor
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Ad Advisor



AD Backup
Microsoft Active Directory Backup service.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AD Backup



AD DRS
Microsoft Active Directory Replication Service.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AD DRS



AD DSAOP
Microsoft Active Directory System Agent service.Description

network protocols/services,Active DirectoryCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: A
AD DSAOP



AD DSROL
Microsoft Active Directory Server Role service.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AD DSROL



AD File Replication Service
Used to synchronize file changes between Active Directory servers.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AD File Replication Service



Ad Marvel
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Ad Marvel



Ad Master
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Ad Master



Ad Mob
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Ad Mob



Ad Nexus
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Ad Nexus



AD NSP
Microsoft Active Directory Name Service Provider.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
90

Applications: A
AD NSP



Ad Redirector
Ad service.Description

e-commerce,ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Ad Redirector



AD Restore
Microsoft Active Directory Restore service.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AD Restore



Ad Tech
Advertisement site Adtech AG, part of AOL networks.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Ad Tech



AD XDS
Microsoft Active Directory Extended Directory service.Description

network protocols/services,Active DirectoryCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
94

Applications: A
AD XDS



AD-X Tracking
Data analysis and monitoring of ad-related traffic targeted for mobile
applications.

Description

web services provider,mobile application,ad portalCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: A
AD-X Tracking



Ad4mat
Ad site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
96

Applications: A
Ad4mat



Adap.tv
Video advertising service.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Adap.tv



Adblade
Advertising platform.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Adblade



Adcash
Advertising network.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Adcash



Adconion Media Group
Multi-channel ad delivery company.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Adconion Media Group



Addicting Games
Website for flash games.Description

gamingCategories

business impact,displays ads,web gaming,Flash,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Addicting Games



Addictive Mobility
Mobile ad and media service.Description

mobile applicationCategories

displays adsTags

HighRisk

LowBusiness Relevance
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Applications: A
Addictive Mobility



AddThis
Social bookmarking service.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
AddThis



AddThis Bot
Web crawler by AddThis.Description

web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: A
AddThis Bot



AddToAny
Social bookmarking and sharing platform.Description

web services provider,browser pluginCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: A
AddToAny



Adenin
A web portal.Description

web content aggregatorsCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Adenin



AdF.ly
URL shortening service.Description

web services providerCategories

SSL protocol,share linksTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AdF.ly



AdGear
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AdGear



Adify
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Adify



Admeld
Ad delivery company servicing online publishers.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Admeld



ADMETA
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
ADMETA



Admin5
Chinese directory of web admins.Description

web services providerCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
112

Applications: A
Admin5



AdNetwork.net
Ad Portal.Description

web services provider,business,ad portalCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: A
AdNetwork.net



ADNStream
Spanish video streaming site.Description

e-commerce,multimedia (TV/video)Categories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: A
ADNStream



Ado Tube
Video advertising solution.Description

web services provider,multimedia (TV/video),ad portalCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: A
Ado Tube



Adobe Analytics
Traffic going to Adobe Analytics websites such as scene7.com, demdex.net,
omtrdc.net, and 2o7.net.

Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Adobe Analytics



Adobe Connect
Online meeting and collaboration system.Description

collaboration,web conferencingCategories

allows remote connect,allows remote controlTags

LowRisk

HighBusiness Relevance
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Applications: A
Adobe Connect



Adobe Creative Cloud
Adobe cloud services.Description

web services provider,remote file storageCategories

share mediaTags

LowRisk

HighBusiness Relevance
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Applications: A
Adobe Creative Cloud



Adobe Fonts
Adobe Fonts is an online service which offers a subscription library of
high-quality fonts.

Description

web services providerCategories

SSL protocol,content providerTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Adobe Fonts



Adobe PostScript
A printing and imaging standard.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
120

Applications: A
Adobe PostScript



Adobe Software
Adobe software and updates.Description

business,browser plugin,software updateCategories

SSL protocol,adds/installs other softwareTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Adobe Software



Adobe Update
Updates for Adobe software.Description

software updateCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: A
Adobe Update



AdobeAIR
Adobe runtime environment for rich internet applications.Description

multimedia (TV/video),multimedia (other),browser plugin,mobile applicationCategories

Flash,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: A
AdobeAIR



Adorama
Online camera retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Adorama



ADP
Payroll services.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP



ADP GlobalView
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP GlobalView



ADP Resource
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP Resource



ADP Streamline
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP Streamline



ADP TotalSource
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP TotalSource



ADP Vantage
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP Vantage



ADP Workforce Now
An ADP payroll solution website.Description

web services provider,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ADP Workforce Now



AdReady
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AdReady



ADrive
Online file storage and backup.Description

remote file storageCategories

evasive,FTP protocol,high bandwidth,SSL protocol,encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: A
ADrive



AdRoll
Online advertising and Retargetting website vistor.Description

web services provider,ad portalCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: A
AdRoll



adSage
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
adSage



AdSame
Chinese digital marketting platform.Description

web services provider,ad portalCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: A
AdSame



Adtech
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Adtech



Adtegrity
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Adtegrity



Adult Friend Finder
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: A
Adult Friend Finder



Advanced Hosters
Content delivery network.Description

web services provider,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: A
Advanced Hosters



Advanced Packaging Tool
Installation/management of software for Debian GNU/Linux distribution.Description

download managerCategories

adds/installs other software,User-Agent ExclusionTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Advanced Packaging Tool



Advertising.com
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Advertising.com



Adweek
Marketing, Media and advertising news.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Adweek



AdXpose
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AdXpose



AED512
AED 512 Emulation service, registered with IANA on port 149 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AED512



Aeolon Core Protocol
Registered with IANA on port 599 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Aeolon Core Protocol



AEP
AppleTalk Echo Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AEP



AFP
Apple Filing Protocol over tcp/udp. Registered with IANA on port 548
tcp/udp.

Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AFP



Afreeca
Video streaming service based in South Korea.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Afreeca



After School
Anonymous messaging app.Description

instant messaging,anonymizer/proxyCategories

evasive,SSL protocol,instant chatTags

MediumRisk

LowBusiness Relevance
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Applications: A
After School



AgentX
AgentX is an SNMP-related protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AgentX



Aggregate Knowledge
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Aggregate Knowledge



AhrefsBot
Web crawler by Ahrefs, SEO tool for checking backlinks.Description

web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: A
AhrefsBot



Aili
Chinese web portal for news and reviews about fashion.Description

web services providerCategories

displays ads,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Aili



AIM Express
Browser-based client for AIM.Description

instant messagingCategories

SSL protocol,instant chat,web chatTags

LowRisk

MediumBusiness Relevance
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Applications: A
AIM Express



Airbnb
Online accommodation rental service.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communications,displays ads,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Airbnb



AirPlay
Wirelessly steam audio, video and photos on the iOS device to big screen
display.

Description

web services provider,multimedia (TV/video),multimedia (other)Categories

content provider,User-Agent ExclusionTags

Very LowRisk

LowBusiness Relevance
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Applications: A
AirPlay



Airsoft Powerburst
A remote access accelerator that caches client sessions on the remote server.
IANA tcp/udp 485.

Description

network protocols/services,remote administrationCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: A
Airsoft Powerburst



Airspace
LeapMotion app store.Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Airspace



Airtime
Video chat.Description

web services provider,social networking,web conferencingCategories

SSL protocol,encrypts communications,instant chat,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Airtime



AirTunes
Wireless Server for steaming audio, video and photos on the iOS device to
big screen display.

Description

web services provider,multimedia (TV/video),multimedia (other)Categories

content providerTags

Very LowRisk

LowBusiness Relevance
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Applications: A
AirTunes



Aizhan
Chinese web portal.Description

web services provider,search engineCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Aizhan



AJP
Communications between webservers and servlet repositories.Description

network protocols/servicesCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: A
AJP



Akamai
Internet content delivery network and SSL certificate provider.Description

web services provider,web content aggregatorsCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Akamai



Akamai NetSession Interface
Interface for faster download.Description

web services provider,collaborationCategories

file sharing/transfer,streaming feedTags

LowRisk

LowBusiness Relevance
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Applications: A
Akamai NetSession Interface



Al Jazeera
News network based in the Arab world.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Al Jazeera



Albawaba
Middle Eastern news.Description

multimedia (TV/video),newsCategories

SSL protocol,content providerTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Albawaba



Alias
Registered with IANA on port 1187 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Alias



Alibaba
International trade site.Description

e-commerceCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: A
Alibaba



Aliexpress
Online shopping portal.Description

web services provider,e-commerce,gaming,social networkingCategories

SSL protocol,encrypts communications,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Aliexpress



Alipay
Online payment service.Description

web services provider,e-commerce,financialCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: A
Alipay



Alisoft
IT company for wesites design and development.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Alisoft



Aliwangwang
Instant messaging.Description

instant messagingCategories

SSL protocol,instant chatTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
173

Applications: A
Aliwangwang



Aliyun
Chinese web portal.Description

web services providerCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: A
Aliyun



Allegro.pl
Polish auction website.Description

web services provider,e-commerceCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: A
Allegro.pl



Allmyapps
Application update manager.Description

software updateCategories

SSL protocol,adds/installs other software,Windows installerTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
176

Applications: A
Allmyapps



AllRecipes
Recipes and cooking guide.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share media,displays ads,share videoTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
AllRecipes



Allstate
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Allstate



ALPES
Administration Delocalisee Par Emissions Securisee (ALPES) is a secure
network administration protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
ALPES



ALTools
Software tools by ESTsoft.Description

web services providerCategories

SSL protocol,encrypts communications,bundles softwareTags

LowRisk

LowBusiness Relevance
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Applications: A
ALTools



AMANDA
Advanced Maryland Automatic Network Disk Archiver. IANA tcp/udp port
10080.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AMANDA



Amazon
Online retailer of books and most other goods.Description

e-commerceCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Amazon



Amazon Ads System
Amazon Ad services.Description

web services provider,ad portalCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: A
Amazon Ads System



Amazon Cloud Drive
Web Storage application.Description

remote file storageCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

HighBusiness Relevance
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Applications: A
Amazon Cloud Drive



Amazon Cloud Drive Authenticate
Login action from Amazon cloud drive, a web Storage application.Description

remote file storageCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

HighBusiness Relevance
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Applications: A
Amazon Cloud Drive Authenticate



Amazon Cloud Drive Download
Download action from Amazon cloud drive, a web Storage application.Description

remote file storageCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

HighBusiness Relevance
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Applications: A
Amazon Cloud Drive Download



Amazon Cloud Drive Upload
Upload action from Amazon cloud drive, a web Storage application.Description

remote file storageCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

HighBusiness Relevance
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Applications: A
Amazon Cloud Drive Upload



Amazon Cloud Player
Media player by Amazon facilitates listening music from cloud or download
on the device.

Description

web services provider,multimedia (music/audio),mobile applicationCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: A
Amazon Cloud Player



Amazon Web Services
Online cloud computing service.Description

web services provider,remote file storage,business,database,web desktopCategories

SSL protocol,console gamingTags

MediumRisk

HighBusiness Relevance
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Applications: A
Amazon Web Services



AMD
A manufacturer or PC chipsets.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: A
AMD



Ameba
Japanese blogging and social networking website.Description

web services provider,social networkingCategories

SSL protocol,encrypts communications,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Ameba



American Airlines
Airline services and travel planner.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
American Airlines



American Express
Financial services company.Description

e-commerce,business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: A
American Express



AMInet
AMInet Protocol is used for communication and control of Alcorn McBride
Inc. products.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AMInet



AMMYY
Remote access software.Description

remote administrationCategories

allows remote connectTags

MediumRisk

LowBusiness Relevance
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Applications: A
AMMYY



Amobee
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Amobee



Amp
AMP is a web component framework and a website publishing technologyDescription

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Amp



AMQP
Advanced Message Queing Protocol, a message-oriented protocol for
communications applications.

Description

network protocols/services,business,messaging queuesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AMQP



AMQPS
Advanced Message Queing Protocol over SSL.Description

network protocols/services,business,messaging queuesCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AMQPS



Ancestry.com
Online family history resource.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Ancestry.com



Ando Media
Metrics and analytics for Internet radio.Description

web services provider,multimedia (music/audio)Categories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance
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Applications: A
Ando Media



Android Asynchronous Http Client
Asynchronous callback-based HTTP client for Android.Description

web services providerCategories

Tags

HighRisk

LowBusiness Relevance
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Applications: A
Android Asynchronous Http Client



Android browser
Browser for Android devices.Description

web browser,mobile applicationCategories

User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: A
Android browser



Android Client
Client for Android devices.Description

web services provider,mobile applicationCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: A
Android Client



Android Download Manager
Mobile app to manage the downloads for Android.Description

web services provider,download manager,mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: A
Android Download Manager



Android Music
Google play music streaming and downloads.Description

multimedia (music/audio),mobile applicationCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: A
Android Music



Android.com
Android web site.Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Android.com



Anghami
Music streaming site.Description

multimedia (music/audio),mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: A
Anghami



Angry Birds
Catapult game.Description

gamingCategories

web gaming,social network game,not work related,Facebook gameTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Angry Birds



Anipang
Online Mobile puzzle game.Description

gaming,mobile applicationCategories

displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: A
Anipang



ANSA Notify
ANSA REX Notify, registered with IANA on port 116 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ANSA Notify



ANSA REX Trader
ANSA REX Trader, registered with IANA on port 124 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ANSA REX Trader



ANSI Z39.50
A client-server protocol for searching and retrieving information from remote
computer databases.

Description

network protocols/services,databaseCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ANSI Z39.50



Answers.com
A site that provides original answers to questions.Description

web content aggregatorsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Answers.com



any host
Registered with IANA as IP Protocol 61.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
any host



AnyConnect
Cisco VPN server.Description

VPN/tunnel,network protocols/servicesCategories

tunnelsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AnyConnect



AnyConnect IPSec Client
IPSec in use by Cisco VPN client.Description

VPN/tunnelCategories

encrypts communicationsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AnyConnect IPSec Client



AnyConnect SSL Client
SSL in use by Cisco VPN client.Description

VPN/tunnelCategories

encrypts communicationsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
AnyConnect SSL Client



AnyDesk
Remote Desktop Access Software.Description

remote administration,remote desktop controlCategories

SSL protocol,allows remote connect,allows remote controlTags

HighRisk

MediumBusiness Relevance
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Applications: A
AnyDesk



AODV
Ad hoc On-DemandDistance Vector (AODV) is a routing protocol for mobile
ad hoc networks.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AODV



AOL
American company develops, grows and invests in brands and web sites.Description

web services provider,search engineCategories

SSL protocol,safesearch unsupportedTags

MediumRisk

LowBusiness Relevance
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Applications: A
AOL



AOL Ads
AOL advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AOL Ads



AOL Games
Online games on AOL.com.Description

gamingCategories

high bandwidth,SSL protocol,business impact,displays ads,web gaming,not
work related

Tags

LowRisk

Very LowBusiness Relevance
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Applications: A
AOL Games



AOL Instant Messenger (Mac)
AOL's internet chat client for Macintosh computers.Description

instant messaging,VoIPCategories

instant chat,autostarts/stays resident,OSCARprotocol,video conferencing,Mac
installer

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AOL Instant Messenger (Mac)



AOL Mail
AOL's email client and webmail.Description

emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

MediumBusiness Relevance
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Applications: A
AOL Mail



AOL Video
Videos on AOL.com.Description

web services provider,multimedia (TV/video)Categories

not work relatedTags

MediumRisk

LowBusiness Relevance
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Applications: A
AOL Video



Apache Nutch
Open soruce web crawler.Description

web spider/search crawlerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Apache Nutch



Apertus Tech Load Distribution
Registered with IANA on port 539 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Apertus Tech Load Distribution



APNS
Apple Push Notification Service.Description

network protocols/services,network utilitiesCategories

SSL protocol,autostarts/stays residentTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
APNS



AppGlu
Mobile apps for business use.Description

business,collaboration,mobile applicationCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: A
AppGlu



Appier
Appier is a technology company which aims to provide artificial intelligence
(AI) platforms

Description

web services provider,businessCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
Appier



Apple App Store
Apple iPhone app downloads. Different than Mac App Store.Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Apple App Store



Apple Developer
Web portal for Apple Developer.Description

web services provider,remote file storage,business,web desktopCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: A
Apple Developer



Apple iForgot
Password reset portal for Apple.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Apple iForgot



Apple Mail
Apple email client.Description

emailCategories

SSL protocol,encrypts communications,sends mail,Mac installer,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Apple Mail



Apple Maps
Apple maps and navigation.Description

web services providerCategories

SSL protocol,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Apple Maps



Apple Music
Internet radio by Apple.Description

web services provider,multimedia (music/audio)Categories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: A
Apple Music



Apple News
Apple News is an app the brings news and magazines, all in one place.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: A
Apple News



Apple Pipeline
Apple Pipeline Testing on iOS devices, like Apple TV, iPod and etc.Description

download managerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: A
Apple Pipeline



Apple PubSub
Web Feed.Description

web content aggregatorsCategories

share mediaTags

MediumRisk

LowBusiness Relevance
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Applications: A
Apple PubSub



Apple Remote Desktop
VNC on Mac OSX.Description

remote desktop controlCategories

allows remote connectTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Apple Remote Desktop



Apple sites
Apple corporate websites.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Apple sites



Apple Stocks
Stock related updates.Description

business,mobile applicationCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Apple Stocks



Apple Store
Official online retailer of Apple products.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
244

Applications: A
Apple Store



Apple Syndication
Apple's web feed for products like Safari and iTunes.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: A
Apple Syndication



Apple Trailers
Portal for quicktime motion picture trailers.Description

multimedia (TV/video)Categories

high bandwidth,content providerTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Apple Trailers



Apple TV
Apple device to receive the media traffics from Internet or Local networks.Description

web services provider,multimedia (TV/video),multimedia (other)Categories

content provider,User-Agent ExclusionTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Apple TV



Apple TV Plus
Video streaming service from Apple Inc.Description

e-commerce,multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Apple TV Plus



Apple Update
Apple software updating tool.Description

software updateCategories

SSL protocol,adds/installs other softwareTags

LowRisk

MediumBusiness Relevance
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Applications: A
Apple Update



AppleCoreMedia
Application used by Mobile Safari to handle media streams.Description

multimedia (TV/video),mobile applicationCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AppleCoreMedia



Applejuice
Peer-to-peer file sharing.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,share
media,encrypts communications,UDP protocol

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: A
Applejuice



Applejuice GUI
A graphical front end for the Applejuice Core.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,share
media,encrypts communications,UDP protocol

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: A
Applejuice GUI



appleqtcsrvr
Registered with IANA on port 545 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
appleqtcsrvr



AppleShare
AppleShare IP WebAdmin.Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
254

Applications: A
AppleShare



AppleTalk Routing Maintenance
A protocol for AppleTalk routers to keep each other informed about the
topology of the network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AppleTalk Routing Maintenance



AppleTalk Unused 203
Registered with IANA on port 203 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AppleTalk Unused 203



AppleTalk Unused 205
Registered with IANA on port 205 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AppleTalk Unused 205



AppleTalk Unused 207
Registered with IANA on port 207 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AppleTalk Unused 207



AppleTalk Unused 208
Registered with IANA on port 208 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AppleTalk Unused 208



AppleTalk Zone Information Protocol
The Zone Information Protocol was the protocol by which AppleTalk network
numbers were associated with zone names.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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AppleTalk Zone Information Protocol



ApplianceWare Managment Protocol
Registered with IANA on port 688 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
ApplianceWare Managment Protocol



Applix ac
Registered with IANA on port 999 UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Applix ac



AppNeta
Web application performance metrics and analytics.Description

web services providerCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: A
AppNeta



AppNexus
Real-time advertising services.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AppNexus



Aptean
Enterprise software company.Description

web services provider,e-commerceCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
265

Applications: A
Aptean



ArcGIS
GIS tool to analyse, Manage and Manipulate the Spatial data.Description

web services providerCategories

high bandwidthTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
ArcGIS



ARCISDMS
Registered with IANA on port 262 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ARCISDMS



ARCServe
Distributed network backup system.Description

remote file storage,network utilitiesCategories

high bandwidth,file sharing/transferTags

LowRisk

Very HighBusiness Relevance
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Applications: A
ARCServe



Ares
P2P file sharing program.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,share media,BitTorrent,share
video,share music,not work related,Gnutella protocol

Tags

HighRisk

Very LowBusiness Relevance
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Applications: A
Ares



Argos
British online retailer of appliances, hardware, and other goods.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Argos



Argus
Registered with IANA as IP Protocol 13.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Argus



Ariel
Infotrieve Ariel. Cloud-based system for converting and storing image scans
as PDF.

Description

network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
272

Applications: A
Ariel



Ariel2
Ariel allows users to send high-detail electronic images.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Ariel2



Ariel3
Ariel allows users to send high-detail electronic images.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Ariel3



ARIS
Aggregate Route-Based IP Switching establishes switched paths through a
network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
ARIS



Arizona Public Media
Web portal by University of Arizona to connect people.Description

web services providerCategories

SSL protocol,encrypts communications,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
276

Applications: A
Arizona Public Media



ARNS
Adaptive Receive Node Scheduling, port 384 tcp/udp.Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ARNS



Arora
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: A
Arora



ArtStack
Social platform for Art.Description

web services provider,social networkingCategories

social network postTags

LowRisk

MediumBusiness Relevance
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Applications: A
ArtStack



AS Server Mapper
Provides a method for client applications to determine the port number
associated with a particular server.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AS Server Mapper



ASA
Registered with IANA on port 386 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ASA



Asana
Collboration service.Description

web services provider,collaborationCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: A
Asana



ASF
Microsoft's proprietary audio/video format.Description

web browserCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ASF



Asia Times Online
Web Portal for news update.Description

web services provider,newsCategories

SSL protocol,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Asia Times Online



Asipregistry
Registered with IANA on port 687 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Asipregistry



Ask.com
Search engine.Description

search engine,multimedia (TV/video)Categories

SSL protocol,safesearch supportedTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Ask.com



ASKfm
Question and answer themed search engine.Description

search engineCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
ASKfm



asos
Clothing and fashion brand.Description

e-commerce,businessCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
asos



ASProxy
ASProxy open-source web proxyDescription

anonymizer/proxyCategories

encrypts communicationsTags

HighRisk

Very LowBusiness Relevance
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Applications: A
ASProxy



Associated Press
Official web site for the Associated Press, non-profit news agency.Description

newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Associated Press



Asterisk PBX
PBX implementation to support VoIP and PSTN.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
Asterisk PBX



Astraweb
A Usenet/newsgroup service provider.Description

newsCategories

SSL protocol,file sharing/transferTags

HighRisk

Very LowBusiness Relevance
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Applications: A
Astraweb



Asus
Manufacturer of PCs and PC components.Description

businessCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: A
Asus



AT&T
Telecom and Internet provider.Description

web services providerCategories

SSL protocol,web-based support/help,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: A
AT&T



ATG Live Help
A suite of online help tools for the customer support center.Description

instant messagingCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
ATG Live Help



Atlas Advertiser Suite
Tools for online advertising.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Atlas Advertiser Suite



Atlassian
Project Control and Management Software.Description

remote file storageCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: A
Atlassian



Atom
Atom is a web content syndication system similar to RSS.Description

web content aggregators,newsCategories

blogTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Atom



Audible.com
Digital audio version for books, magazines, information and other
entertainments.

Description

web services provider,multimedia (music/audio)Categories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: A
Audible.com



AudienceScience
Online marketing.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AudienceScience



AudioDocumentary.org
Online archive of public-domain audio and video documentaries.Description

multimedia (TV/video),multimedia (music/audio)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AudioDocumentary.org



AUDIT
Unisys Audit SITP.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AUDIT



auditd
The audit daemon operates as a server, monitoring /dev/audit for local audit
data.

Description

web spider/search crawlerCategories

file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: A
auditd



Auditude
Video advertising application.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: A
Auditude



Aurora
IBM AURORA Performance Visualizer. IANA TCP/UDP port 9084.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Aurora



Aurora CMGR
Registered with IANA on port 364 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Aurora CMGR



AURP
AppleTalk Update-based Routing Protocol (AURP) is an AppleTalk WAN
routing protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AURP



Autoblog
Automobile news and information site.Description

multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
Autoblog



Autodesk
A CAD and 3D printing software company,Description

web services providerCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: A
Autodesk



Autohome.com.cn
Chinese website targetted for automotive related information.Description

web services providerCategories

displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: A
Autohome.com.cn



AutoTrader.com
Used car listings by owner or dealer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: A
AutoTrader.com



AutoZone
Automotive parts and accessories retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

Very LowRisk

LowBusiness Relevance
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Applications: A
AutoZone



Avast
Anti-virus software for Windows PCs.Description

security managementCategories

SSL protocol,adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: A
Avast



Avaya
Network and Communication solution provider.Description

web services provider,businessCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Avaya



Avaya Audio
Traffic generated by Avaya Audio.Description

multimedia (music/audio)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: A
Avaya Audio



Avaya Live
Cloud based VoIP service.Description

VPN/tunnel,business,email,mobile application,VoIPCategories

SSL protocol,encrypts communications,instant chat,sends mail,web
chat,tunnels,webmail

Tags

LowRisk

HighBusiness Relevance
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Applications: A
Avaya Live



Avaya Video
Traffic generated by Avaya video.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: A
Avaya Video



AVG
AVG Antivirus/Security software download and updates.Description

security managementCategories

adds/installs other software,antivirusTags

Very LowRisk

MediumBusiness Relevance
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Applications: A
AVG



Avian
Registered with IANA on port 486 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
Avian



Avira Download/Update
Avira Antivirus/Security software download and updates.Description

security managementCategories

adds/installs other software,antivirusTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Avira Download/Update



Avito
Russian online marketplace.Description

e-commerceCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: A
Avito



Avocarrot
Mobile ad traffic.Description

mobile applicationCategories

displays adsTags

HighRisk

LowBusiness Relevance
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Applications: A
Avocarrot



Avocent
Registered with IANA on port 1078 tcp/udp.Description

network protocols/services,anonymizer/proxyCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: A
Avocent



Avoidr
Web based proxy compatible with many popular social networking sites.Description

anonymizer/proxyCategories

encrypts communicationsTags

HighRisk

Very LowBusiness Relevance
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Applications: A
Avoidr



Aweber
Email marketing Service.Description

web services provider,businessCategories

SSL protocol,instant chatTags

LowRisk

Very LowBusiness Relevance
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Applications: A
Aweber



AX.25
AX.25 is a data link layer protocol derived from the X.25 protocol suite.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: A
AX.25



Azar Live
Instant messaging and video.Description

instant messaging,mobile applicationCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: A
Azar Live



AZLyrics
Website for sharing and cataloging song lyric transcriptions.Description

web services providerCategories

share mediaTags

Very LowRisk

Very LowBusiness Relevance
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Applications: A
AZLyrics



Azure cloud portal
Microsoft Azure cloud service portal.Description

web services provider,remote file storage,business,database,web desktopCategories

SSL protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Azure cloud portal



Azure Service Bus
Azure Service Bus is a multi-tenant cloud messaging service you can use to
send information between applications and services.

Description

businessCategories

SSL protocol,encrypts communications,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: A
Azure Service Bus



Applications: B

This chapter contains the following sections:

• B&H Photo Video, on page 335
• Babelgum, on page 336
• Babylon, on page 337
• Babytree, on page 338
• Backblaze, on page 339
• Backpack, on page 340
• Backpage.com, on page 341
• Backupgrid, on page 342
• BACnet, on page 343
• Badoo, on page 344
• Baidu, on page 345
• Baidu Movies, on page 346
• Baidu Yun, on page 347
• BaiduHi, on page 348
• Baiduspider, on page 349
• Baike.com, on page 350
• Balatarin, on page 351
• Ballina Beach Village, on page 352
• Bandcamp, on page 353
• Bank of America, on page 354
• Banyan VIP, on page 355
• banyan-rpc, on page 356
• Barnes and Noble, on page 357
• Barneys New York, on page 358
• Basecamp, on page 359
• Battle.net, on page 360
• Battle.net Desktop, on page 361
• Battle.net Protocol, on page 362
• Battle.net site, on page 363
• Battlefield, on page 364
• Baydin, on page 365
• Bazaarvoice, on page 366
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• BB, on page 367
• BBB, on page 368
• BBC, on page 369
• BBC iPlayer, on page 370
• BBN RCC, on page 371
• BearShare, on page 372
• Beeg, on page 373
• Behance, on page 374
• Bejeweled Blitz, on page 375
• Bejeweled Chrome Extension, on page 376
• Benefitfocus, on page 377
• beRecruited, on page 378
• Best Buy, on page 379
• BesTV, on page 380
• Bet365, on page 381
• Betclic, on page 382
• Betternet, on page 383
• Beweb, on page 384
• BFTP, on page 385
• BGMP, on page 386
• BGP, on page 387
• bgs-nsi, on page 388
• BH611, on page 389
• BHEVENT, on page 390
• BHFHS, on page 391
• BHMDS, on page 392
• BigBlueButton, on page 393
• BigUpload, on page 394
• Bild.de, on page 395
• Bilibili, on page 396
• BillDesk, on page 397
• Bing, on page 398
• Bing Bar, on page 399
• Bing Maps, on page 400
• Bingbot, on page 401
• BioDigital Human, on page 402
• Biography.com, on page 403
• Bitauto, on page 404
• Bitbucket, on page 405
• BitCoin, on page 406
• Bitcoin Forum, on page 407
• BitComet, on page 408
• BitDefender, on page 409
• BitGravity, on page 410
• bitly, on page 411
• BITS, on page 412
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• BitTornado, on page 413
• BitTorrent, on page 414
• BitTorrent client, on page 415
• BitTorrent tracker, on page 416
• Bizo, on page 417
• Bizrate, on page 418
• BJNP, on page 419
• BJNP Discovery, on page 420
• Black & Decker Corporation, on page 421
• Blackbaud, on page 422
• Blackberry browser, on page 423
• Blackberry sites, on page 424
• Blackboard, on page 425
• Blackbox, on page 426
• Blackjack, on page 427
• Blast, on page 428
• Blasting News, on page 429
• BlazeFS, on page 430
• Bleacher Report, on page 431
• Blekko, on page 432
• BlekkoBot, on page 433
• blinkx, on page 434
• Blip.tv, on page 435
• Blizzard, on page 436
• Blizzard Client, on page 437
• Blizzard Downloader, on page 438
• Blizzard Game Data, on page 439
• Blockbuster, on page 440
• blog.jp, on page 441
• Blogfa, on page 442
• Blogger, on page 443
• Bloglovin, on page 444
• Blokus, on page 445
• Bloomberg, on page 446
• Bloomingdales, on page 447
• Blue Nile, on page 448
• Bluefly, on page 449
• Bluehost, on page 450
• BlueJeans, on page 451
• BlueKai, on page 452
• BlueLithium, on page 453
• BlueStacks, on page 454
• BlueStacks apps, on page 455
• BlueStacks download, on page 456
• BlueStacks update, on page 457
• bmpp, on page 458
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• BNA, on page 459
• Bnet, on page 460
• Boingo, on page 461
• BoldChat, on page 462
• Bomgar, on page 463
• BongaCams, on page 464
• Bonjour, on page 465
• Booking.com, on page 466
• Boom Beach, on page 467
• Boomerang, on page 468
• Bootstrap CDN, on page 469
• Borland DSJ, on page 470
• Box, on page 471
• Boxcar.io, on page 472
• Boxnet Upload SSL, on page 473
• BranchOut, on page 474
• BravoTube, on page 475
• BRCDN, on page 476
• Break.com, on page 477
• Brewster, on page 478
• Bria, on page 479
• Brightcove, on page 480
• Brightroll, on page 481
• Brighttalk, on page 482
• Brilig, on page 483
• Britton Lee IDM, on page 484
• Brothersoft, on page 485
• Browsec, on page 486
• Browzar, on page 487
• BRSRVR, on page 488
• Bubble Island, on page 489
• Bubble Saga, on page 490
• Bubble Witch Saga, on page 491
• Buffer, on page 492
• Bukalapak, on page 493
• Bundle Discovery Protocol, on page 494
• Burnbook, on page 495
• Burstly, on page 496
• Business Insider, on page 497
• Business Intelligence, on page 498
• BuzzFeed, on page 499
• BuzzHand, on page 500
• BV! Media, on page 501
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B&H Photo Video
Online retailer of cameras.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: B
B&H Photo Video



Babelgum
Internet TV service.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Babelgum



Babylon
Search engine, Translation and Dictionary toolbar.Description

web services provider,social networkingCategories

SSL protocol,displays ads,sends mail,webmail,FlashTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Babylon



Babytree
Website with resources and shopping for expectant mothers.Description

e-commerce,social networkingCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: B
Babytree



Backblaze
Online backup tool for Windows and Mac users.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: B
Backblaze



Backpack
Business focused information management and social networking.Description

businessCategories

share media,instant chat,web-based support/helpTags

MediumRisk

LowBusiness Relevance
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Applications: B
Backpack



Backpage.com
Free classified ads.Description

web services provider,e-commerce,businessCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Backpage.com



Backupgrid
Reseller of cloud backup / storage solutions.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: B
Backupgrid



BACnet
Building Automation and Control Networks is a communications protocol
for building automation.

Description

network protocols/servicesCategories

SCADA protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: B
BACnet



Badoo
Social networking service.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

LowBusiness Relevance
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Applications: B
Badoo



Baidu
Chinese Search engine.Description

web services provider,search engine,social networkingCategories

SSL protocol,displays ads,sends mail,webmail,Flash,safesearch unsupportedTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Baidu



Baidu Movies
Video search engine by Baidu.Description

web services provider,search engine,multimedia (TV/video)Categories

SSL protocol,safesearch unsupported,User-Agent ExclusionTags

HighRisk

Very LowBusiness Relevance
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Applications: B
Baidu Movies



Baidu Yun
Baidu cloud storage and P2P file transfer.Description

remote file storage,peer to peerCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: B
Baidu Yun



BaiduHi
Baidu instant messaging.Description

instant messagingCategories

SSL protocol,instant chat,web chatTags

Very HighRisk

MediumBusiness Relevance
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Applications: B
BaiduHi



Baiduspider
Web crawler for Baidu search engine.Description

web services provider,web spider/search crawlerCategories

User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Baiduspider



Baike.com
Social networking site.Description

web services provider,social networkingCategories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
350

Applications: B
Baike.com



Balatarin
Social bookmarking and community website aimed at an Iranian audience.Description

web content aggregatorsCategories

SSL protocol,share mediaTags

Very LowRisk

LowBusiness Relevance
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Applications: B
Balatarin



Ballina Beach Village
Website for a vacation resort where you can book and plan your trip to themDescription

e-commerceCategories

SSL protocol,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Ballina Beach Village



Bandcamp
Explore online music posted by independendent artist.Description

web services provider,multimedia (music/audio)Categories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bandcamp



Bank of America
Global financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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354

Applications: B
Bank of America



Banyan VIP
Banyan VINES Internet Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Banyan VIP



banyan-rpc
Registered with IANA on port 567 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
356

Applications: B
banyan-rpc



Barnes and Noble
Online retailer of books and other goods.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
357

Applications: B
Barnes and Noble



Barneys New York
Luxury retail department store.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
358

Applications: B
Barneys New York



Basecamp
Web based project management tool.Description

web services provider,business,collaboration,emailCategories

SSL protocol,file sharing/transfer,share media,business impact,webmailTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
359

Applications: B
Basecamp



Battle.net
Game networking service.Description

gaming,virtual worldsCategories

high bandwidth,not work relatedTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
360

Applications: B
Battle.net



Battle.net Desktop
Desktop application for Battle.net.Description

gamingCategories

web gaming,console gamingTags

LowRisk

LowBusiness Relevance
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Applications: B
Battle.net Desktop



Battle.net Protocol
Protocol traffic for Battle.net gaming.Description

gamingCategories

web gaming,console gamingTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
362

Applications: B
Battle.net Protocol



Battle.net site
Website for Battle.net.Description

gamingCategories

SSL protocol,web gaming,console gamingTags

LowRisk

LowBusiness Relevance
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363

Applications: B
Battle.net site



Battlefield
A multi-player video game.Description

gamingCategories

high bandwidth,UDP protocol,business impactTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Battlefield



Baydin
Gmail productivity app.Description

web services provider,collaborationCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Baydin



Bazaarvoice
Online service that provides data and analystics to brands/customer.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Bazaarvoice



BB
Big Brother is a tool for systems and network monitoring.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: B
BB



BBB
Better Business Bureau - non-profit organization providing reliable business
review.

Description

web services provider,businessCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: B
BBB



BBC
Web Portal for news update.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
BBC



BBC iPlayer
Web and mobile app to watch BBC TV live.Description

web services provider,multimedia (TV/video),multimedia
(music/audio),mobile application,news

Categories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: B
BBC iPlayer



BBN RCC
Registered with IANA as IP Protocol 10.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: B
BBN RCC



BearShare
Peer to peer file sharing software.Description

peer to peerCategories

high bandwidth,file sharing/transfer,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BearShare



Beeg
Adult video streaming site.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

HighRisk

Very LowBusiness Relevance
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Applications: B
Beeg



Behance
Showcase for artwork.Description

multimedia (other)Categories

SSL protocol,share mediaTags

LowRisk

MediumBusiness Relevance
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Applications: B
Behance



Bejeweled Blitz
Facebook version of Bejeweled 2.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bejeweled Blitz



Bejeweled Chrome Extension
Bejeweled for the Chrome browser.Description

gaming,multimedia (other),browser pluginCategories

SSL protocol,displays ads,web gaming,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Bejeweled Chrome Extension



Benefitfocus
A provider of online employee benefits services.Description

web services providerCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: B
Benefitfocus



beRecruited
College athletic social networking site.Description

social networkingCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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378

Applications: B
beRecruited



Best Buy
Website and online retailer for national chain of electronics stores.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Best Buy



BesTV
ShangaiMedia Group television station, pioneer in China's IPTV and Internet
TV.

Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BesTV



Bet365
Online gambling website.Description

gamingCategories

SSL protocol,BitTorrent,web gaming,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Bet365



Betclic
Online gambling site.Description

gamingCategories

web gamingTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Betclic



Betternet
A VPN tunneling app.Description

VPN/tunnelCategories

encrypts communicationsTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Betternet



Beweb
Advertising and analytics site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Beweb



BFTP
Background File Transfer Program.Description

network protocols/services,download managerCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
385

Applications: B
BFTP



BGMP
Border Gateway Multicast Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: B
BGMP



BGP
BGP (Border Gateway Protocol) is the protocol backing the core routing
decisions on the Internet.

Description

network protocols/servicesCategories

opens portTags

Very LowRisk

MediumBusiness Relevance
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Applications: B
BGP



bgs-nsi
Registered with IANA on port 482 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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388

Applications: B
bgs-nsi



BH611
Registered with IANA on port 354 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
BH611



BHEVENT
Registered with IANA on port 357 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
BHEVENT



BHFHS
Registered with IANA on port 248 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: B
BHFHS



BHMDS
Registered with IANA on port 310 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
BHMDS



BigBlueButton
Web conferencing system.Description

VoIP,web conferencingCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
393

Applications: B
BigBlueButton



BigUpload
File hosting and sharing service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BigUpload



Bild.de
Online edition of German tabloid.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Bild.de



Bilibili
Chinese site for uploading and discussing anime.Description

web content aggregators,social networking,multimedia (TV/video)Categories

share media,share video,console gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bilibili



BillDesk
Online payment consolidation site.Description

e-commerce,businessCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: B
BillDesk



Bing
Microsoft's internet search engine.Description

search engineCategories

SSL protocol,displays ads,safesearch supportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Bing



Bing Bar
Browser Toolbar for Bing search engine.Description

web services provider,search engine,browser pluginCategories

displays ads,safesearch unsupported,User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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399

Applications: B
Bing Bar



Bing Maps
Microsoft online mapping and directions service.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Bing Maps



Bingbot
Microsoft web-crawler for the Bing search engine.Description

web spider/search crawlerCategories

high bandwidth,User-Agent ExclusionTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
Bingbot



BioDigital Human
A web-based medical imaging app.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: B
BioDigital Human



Biography.com
Stories, biographies about people.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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403

Applications: B
Biography.com



Bitauto
Marketing and advertising service for Chinese auto industry.Description

web services provider,e-commerce,businessCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: B
Bitauto



Bitbucket
Source code hosting site.Description

remote file storage,collaborationCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: B
Bitbucket



BitCoin
Application and website for mining and exchanging BitCoins, a cryptographic
currency.

Description

financialCategories

SSL protocolTags

Very HighRisk

LowBusiness Relevance
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Applications: B
BitCoin



Bitcoin Forum
Forums for discussing BitCoin mining and exchange.Description

web services provider,financialCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: B
Bitcoin Forum



BitComet
BitTorrent client.Description

peer to peerCategories

high bandwidth,SSL protocol,file sharing/transfer,BitTorrentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BitComet



BitDefender
BitDefender Antivirus/Security software download and updates.Description

security management,software updateCategories

file sharing/transfer,antivirusTags

Very LowRisk

HighBusiness Relevance
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Applications: B
BitDefender



BitGravity
Content delivery network.Description

web services provider,businessCategories

SSL protocol,encrypts communications,instant chatTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
BitGravity



bitly
Web portal for bookmarking and sharing links.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

MediumBusiness Relevance
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Applications: B
bitly



BITS
Background Intelligent Transfer Service. A file transfer protocol forMicrosoft
Updates.

Description

network protocols/services,software updateCategories

file sharing/transfer,adds/installs other software,Windows installerTags

Very LowRisk

HighBusiness Relevance
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Applications: B
BITS



BitTornado
A free BitTorrent client with GUI.Description

peer to peerCategories

BitTorrent,share video,share music,not work relatedTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BitTornado



BitTorrent
A peer-to-peer file sharing protocol used for transferring large amounts of
data.

Description

web content aggregators,peer to peerCategories

evasive,high bandwidth,SSL protocol,encrypts
communications,BitTorrent,User-Agent Exclusion

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BitTorrent



BitTorrent client
peer to peer file sharing software.Description

peer to peerCategories

file sharing/transfer,share media,BitTorrent,share video,share music,not work
related

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BitTorrent client



BitTorrent tracker
peer to peer file sharing software.Description

peer to peerCategories

file sharing/transfer,share media,BitTorrent,share video,share music,not work
related

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BitTorrent tracker



Bizo
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Bizo



Bizrate
Lists best deals for online shopping.Description

web services providerCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Bizrate



BJNP
USB over IP protocol for Canon printers.Description

network protocols/servicesCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
419

Applications: B
BJNP



BJNP Discovery
Discovering network printer devices using BJNP protocol by Canon.Description

network protocols/servicesCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: B
BJNP Discovery



Black & Decker Corporation
Power tools, hardware, and home improvement products retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: B
Black & Decker Corporation



Blackbaud
Fundraising software company.Description

web services providerCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: B
Blackbaud



Blackberry browser
web browser for RIMM Blackberry.Description

web browser,mobile applicationCategories

sends mail,User-Agent ExclusionTags

HighRisk

MediumBusiness Relevance
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Applications: B
Blackberry browser



Blackberry sites
Website for RIM's smartphone.Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Blackberry sites



Blackboard
Online course management system.Description

collaboration,web conferencingCategories

SSL protocol,share media,sends mailTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Blackboard



Blackbox
Network hardware and software vendor.Description

e-commerce,businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: B
Blackbox



Blackjack
Registered with IANA on port 1025 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Blackjack



Blast
VMWare Blast Protocol.Description

web services provider,remote administrationCategories

SSL protocol,allows remote connectTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
428

Applications: B
Blast



Blasting News
Citizen journalism site.Description

web services provider,collaboration,multimedia (other)Categories

share media,share linksTags

LowRisk

HighBusiness Relevance
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Applications: B
Blasting News



BlazeFS
Blaze File Server is a remote file sharing system designed specifically for
Macs.

Description

remote file storageCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: B
BlazeFS



Bleacher Report
Web Portal for Sports news update.Description

web services provider,email,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Bleacher Report



Blekko
Search engine based on categories.Description

business,search engine,multimedia (TV/video)Categories

SSL protocol,safesearch unsupportedTags

LowRisk

LowBusiness Relevance
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Applications: B
Blekko



BlekkoBot
Web crawler for Blekko.Description

web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
433

Applications: B
BlekkoBot



blinkx
Video search engine.Description

search engine,multimedia (TV/video)Categories

SSL protocol,share video,safesearch unsupportedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
434

Applications: B
blinkx



Blip.tv
Online video streaming site for web series.Description

web content aggregators,multimedia (TV/video)Categories

share video,content providerTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
435

Applications: B
Blip.tv



Blizzard
Thewebsite for Blizzard Software, a popular PC and console game company.Description

business,gamingCategories

SSL protocol,web gaming,console gamingTags

LowRisk

LowBusiness Relevance
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Applications: B
Blizzard



Blizzard Client
A Blizzard game client.Description

gamingCategories

web gaming,console gamingTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
437

Applications: B
Blizzard Client



Blizzard Downloader
A tool used to download clients and other software for Blizzard games.Description

gaming,download managerCategories

adds/installs other software,web gaming,console gamingTags

LowRisk

LowBusiness Relevance
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Applications: B
Blizzard Downloader



Blizzard Game Data
Traffic associated with a Blizzard game loading game files.Description

gamingCategories

web gaming,console gamingTags

LowRisk

LowBusiness Relevance
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Applications: B
Blizzard Game Data



Blockbuster
Movie and video game rental/streaming website.Description

e-commerce,gaming,multimedia (TV/video)Categories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: B
Blockbuster



blog.jp
Japanese blogging site.Description

web services provider,social networkingCategories

SSL protocol,blogTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
441

Applications: B
blog.jp



Blogfa
Persian language blogging site.Description

web services provider,social networkingCategories

SSL protocol,blogTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
442

Applications: B
Blogfa



Blogger
A blog publishing service owned by Google, formerly known as blogspot.Description

social networkingCategories

SSL protocol,blogTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
443

Applications: B
Blogger



Bloglovin
Blog portal.Description

web services providerCategories

SSL protocol,displays ads,blogTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Bloglovin



Blokus
Online spatial strategy board game.Description

gamingCategories

not work relatedTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
445

Applications: B
Blokus



Bloomberg
Financial news and research.Description

business,news,financialCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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446

Applications: B
Bloomberg



Bloomingdales
Retail department store.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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447

Applications: B
Bloomingdales



Blue Nile
Online jewelry and diamonds retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
448

Applications: B
Blue Nile



Bluefly
Online fashion retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
Bluefly



Bluehost
Web hosting portal.Description

web services providerCategories

SSL protocol,displays ads,web chatTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
450

Applications: B
Bluehost



BlueJeans
An interoperable cloud-based video conferencing service.Description

collaboration,multimedia (other),web conferencingCategories

share media,allows remote connect,video conferencingTags

LowRisk

MediumBusiness Relevance
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451

Applications: B
BlueJeans



BlueKai
Data-driven online marketing.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: B
BlueKai



BlueLithium
Advertising network.Description

web services provider,ad portalCategories

displays adsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
453

Applications: B
BlueLithium



BlueStacks
An app player that runs mobile apps on laptops and desktop machines.Description

web services provider,mobile applicationCategories

User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: B
BlueStacks



BlueStacks apps
Site for apps running on BlueStacks.Description

web services providerCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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455

Applications: B
BlueStacks apps



BlueStacks download
Download of BlueStacks components.Description

software updateCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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456

Applications: B
BlueStacks download



BlueStacks update
Updates for the BlueStacks app player.Description

software updateCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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Applications: B
BlueStacks update



bmpp
BMPP allows spammers to discover if a mailbox is willing to accept bulk
email.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: B
bmpp



BNA
BNA is a suite of networking protocols for mainframes.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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459

Applications: B
BNA



Bnet
Registered with IANA on port 415 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Bnet



Boingo
Software to find Wifi hotspots both free and paid.Description

network protocols/services,mobile applicationCategories

SSL protocol,encrypts communicationsTags

LowRisk

LowBusiness Relevance
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Applications: B
Boingo



BoldChat
Live Chat software for website.Description

web services providerCategories

SSL protocol,encrypts communications,instant chat,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
BoldChat



Bomgar
Remote desktop control and file transfer software.Description

remote administration,remote desktop controlCategories

SSL protocol,file sharing/transfer,allows remote connect,allows remote controlTags

HighRisk

MediumBusiness Relevance
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Applications: B
Bomgar



BongaCams
Adult video streaming site.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
464

Applications: B
BongaCams



Bonjour
An MDNS-based zero configuration protocol.Description

network protocols/servicesCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: B
Bonjour



Booking.com
Online travel reservation site.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Booking.com



Boom Beach
A web-based game.Description

gaming,mobile applicationCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
Boom Beach



Boomerang
Gmail send and receive scheduling.Description

web services providerCategories

sends mailTags

LowRisk

HighBusiness Relevance
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Applications: B
Boomerang



Bootstrap CDN
Free and public content delivery network.Description

web services providerCategories

content providerTags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bootstrap CDN



Borland DSJ
Deployment Server for Java (DSJ) is a deployment service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Borland DSJ



Box
File storage and transfer site.Description

web services provider,remote file storageCategories

high bandwidth,SSL protocol,file sharing/transferTags

LowRisk

LowBusiness Relevance
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Applications: B
Box



Boxcar.io
Social media and RSS aggregator. Different site than boxcar.com.Description

web services providerCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: B
Boxcar.io



Boxnet Upload SSL
Online repository for documents, spreadsheet and presentations. This app
can be detected from decrypted traffic only.

Description

remote file storage,businessCategories

SSL protocol,file sharing/transfer,encrypts communications,decrypted trafficTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
Boxnet Upload SSL



BranchOut
Facebook professional networking.Description

social networkingCategories

SSL protocol,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: B
BranchOut



BravoTube
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: B
BravoTube



BRCDN
A content delivery network.Description

web services provider,web content aggregatorsCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: B
BRCDN



Break.com
Web portal for sharing funny videos and pictures.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,encrypts communications,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
Break.com



Brewster
Consolidated address book with sync'd up contacts from Linked, Facebook,
Gmail and other apps.

Description

collaboration,mobile applicationCategories

SSL protocolTags

HighRisk

MediumBusiness Relevance
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Applications: B
Brewster



Bria
VoIP based software for video calls and instant messaging.Description

instant messaging,multimedia (other),mobile application,VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: B
Bria



Brightcove
Video hosting platform.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: B
Brightcove



Brightroll
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Brightroll



Brighttalk
Online webinar and video provider.Description

web services provider,collaboration,multimedia (TV/video)Categories

SSL protocol,share media,web chatTags

LowRisk

MediumBusiness Relevance
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Applications: B
Brighttalk



Brilig
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
Brilig



Britton Lee IDM
Britton Lee Integrated Database Manager.Description

databaseCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Britton Lee IDM



Brothersoft
Free software download site.Description

remote file storage,download managerCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Brothersoft



Browsec
A VPN app.Description

VPN/tunnel,anonymizer/proxyCategories

SSL protocol,encrypts communicationsTags

Very HighRisk

LowBusiness Relevance
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Browsec



Browzar
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: B
Browzar



BRSRVR
A content delivery network.Description

web services provider,web content aggregatorsCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: B
BRSRVR



Bubble Island
Social bubble bursting game for Facebook.Description

gamingCategories

SSL protocol,web gaming,Flash,social network game,not work
related,Facebook game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bubble Island



Bubble Saga
Facebook bubble bursting game.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bubble Saga



Bubble Witch Saga
Witch-themed, bubble-bursting Facebook game.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: B
Bubble Witch Saga



Buffer
App to share web pages with social media.Description

web services provider,social networking,mobile applicationCategories

SSL protocol,share media,encrypts communications,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: B
Buffer



Bukalapak
Online marketplace for retail goods.Description

e-commerce,businessCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: B
Bukalapak



Bundle Discovery Protocol
A Multi-link PPP (MP) Link Control Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: B
Bundle Discovery Protocol



Burnbook
Anonymous messaging app.Description

web services provider,instant messaging,mobile applicationCategories

SSL protocolTags

Very HighRisk

LowBusiness Relevance
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Applications: B
Burnbook



Burstly
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: B
Burstly



Business Insider
Online news web portal.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: B
Business Insider



Business Intelligence
SAP integrated business analysis tools.Description

businessCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: B
Business Intelligence



BuzzFeed
News portal.Description

web services provider,multimedia (TV/video),newsCategories

displays ads,FlashTags

Very LowRisk

LowBusiness Relevance
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Applications: B
BuzzFeed



BuzzHand
Content creation site for articles and collaboration.Description

web services provider,web content aggregators,collaborationCategories

share mediaTags

LowRisk

MediumBusiness Relevance
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Applications: B
BuzzHand



BV! Media
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: B
BV! Media
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Applications: C

This chapter contains the following sections:

• C-SPAN, on page 509
• C3 Metrics, on page 510
• CA Certificate, on page 511
• CA Intl License Server, on page 512
• CAB Protocol, on page 513
• Cabal Online, on page 514
• Cableport AX, on page 515
• Cabletron Management Protocol, on page 516
• CactusVPN, on page 517
• CadLock, on page 518
• CafeMom, on page 519
• CAICCI, on page 520
• Caijing, on page 521
• California.gov, on page 522
• Call of Duty, on page 523
• Cam4, on page 524
• CamerasDirect.com.au, on page 525
• Camo Proxy, on page 526
• campaign contribution disclosures, on page 527
• Campfire, on page 528
• Canva, on page 529
• CanvasRider, on page 530
• CAP, on page 531
• Capital One, on page 532
• Captive Network Assistance, on page 533
• CAPWAP, on page 534
• Car and Driver, on page 535
• Caraytech, on page 536
• Carbonite, on page 537
• CareerBuilder.com, on page 538
• CarMax, on page 539
• Casale, on page 540
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• Cassandra, on page 541
• Catholic Education Australia, on page 542
• CBS, on page 543
• CBS Interactive, on page 544
• CBS Sports, on page 545
• CBT, on page 546
• CC Studios, on page 547
• CCP, on page 548
• CCP Games, on page 549
• CCTV.com, on page 550
• CDC, on page 551
• CDDB, on page 552
• CDiscount, on page 553
• CDN13, on page 554
• Cedexis, on page 555
• Cerner Corporation, on page 556
• CFDP, on page 557
• cFTP, on page 558
• Chango, on page 559
• Channel 4, on page 560
• CHAOSNet, on page 561
• CHAP, on page 562
• Character Generator, on page 563
• Chartbeat, on page 564
• Chase, on page 565
• Chat, on page 566
• Chatroulette, on page 567
• Chaturbate, on page 568
• CheapOAir, on page 569
• CheapStuff, on page 570
• CheapTickets, on page 571
• Check Point, on page 572
• Cheezburger, on page 573
• Chimera2, on page 574
• China Daily, on page 575
• China News, on page 576
• China.com, on page 577
• Chinauma, on page 578
• Chosun, on page 579
• Chrome, on page 580
• Chrome webstore, on page 581
• Chshell, on page 582
• Ci123, on page 583
• CIFS, on page 584
• CimaClub, on page 585
• CIMPLEX, on page 586
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• CIP, on page 587
• CIP Admin, on page 588
• CIP Infrastructure, on page 589
• CIP Malformed, on page 590
• CIP RA Admin Download, on page 591
• CIP RA Admin Firmware Update, on page 592
• CIP RA Admin Other, on page 593
• CIP RA Infrastructure, on page 594
• CIP RA Read Other, on page 595
• CIP RA Read Tag, on page 596
• CIP RA Write Other, on page 597
• CIP RA Write Tag, on page 598
• CIP Read, on page 599
• CIP Unknown, on page 600
• CIP Write, on page 601
• Circuit, on page 602
• Cisco, on page 603
• Cisco DRP, on page 604
• Cisco FNATIVE, on page 605
• Cisco GDP, on page 606
• Cisco Jabber, on page 607
• Cisco NAC, on page 608
• Cisco Phone, on page 609
• Cisco SIP Gateway, on page 610
• Cisco SLA, on page 611
• Cisco SYSMAINT, on page 612
• Cisco TNATIVE, on page 613
• CiteULike, on page 614
• Citi, on page 615
• Citrix CGP, on page 616
• Citrix GoToMeeting Platform, on page 617
• Citrix IMA, on page 618
• Citrix Jedi, on page 619
• Citrix Licensing, on page 620
• Citrix Online, on page 621
• Citrix RTMP, on page 622
• Citrix SLG, on page 623
• Citrix Static, on page 624
• Citrix WANScaler, on page 625
• City Sports, on page 626
• Cityville, on page 627
• CK101, on page 628
• CL1, on page 629
• Clarizen, on page 630
• Clash of Clans, on page 631
• Clash Royale, on page 632
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• Classmates, on page 633
• CLDAP, on page 634
• Clear Channel, on page 635
• Clearcase, on page 636
• ClearSea SIP Client, on page 637
• ClickBank, on page 638
• ClickBooth, on page 639
• Clicksgear, on page 640
• ClickTale, on page 641
• Clip Converter, on page 642
• Clip2Net, on page 643
• Clip2Net Upload, on page 644
• CLOANTO, on page 645
• Cloud VPN, on page 646
• CloudApp, on page 647
• CloudFlare, on page 648
• CloudFront, on page 649
• Cloudinary, on page 650
• CloudMe, on page 651
• Cloudnymous Login, on page 652
• Cloudsponge, on page 653
• Clubbox, on page 654
• CMIP, on page 655
• CMIP/TCP Manager, on page 656
• CNBC, on page 657
• Cnblogs, on page 658
• CNET, on page 659
• CNET Download, on page 660
• CNET TV, on page 661
• CNN.com, on page 662
• CNNIC, on page 663
• CNTV, on page 664
• CNZZ, on page 665
• Coc Coc, on page 666
• Coc Coc bot, on page 667
• Coda Auth, on page 668
• Code42, on page 669
• Cognitive Match, on page 670
• Collabedit, on page 671
• Collaborator, on page 672
• CollegeHumor, on page 673
• Collider, on page 674
• Combat Radio Transport Protocol, on page 675
• Combat Radio User Datagram, on page 676
• Comcast, on page 677
• Comcast Mail, on page 678
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• Comedy Central, on page 679
• CometBird, on page 680
• Commerce, on page 681
• Commission Junction, on page 682
• Common Trace Facility, on page 683
• Commvault, on page 684
• Comodo Dragon, on page 685
• Compaq-Peer, on page 686
• Compete, on page 687
• Compressed PPP, on page 688
• CompressNET, on page 689
• Compuware, on page 690
• COMSCM, on page 691
• comScore, on page 692
• con, on page 693
• Concur, on page 694
• Conduit, on page 695
• connendp, on page 696
• Connexion client, on page 697
• Connexity, on page 698
• Connextra, on page 699
• ConnMan, on page 700
• Conservative Tribune, on page 701
• Constant Contact, on page 702
• contentserver, on page 703
• ContextWeb, on page 704
• contnet, on page 705
• Conviva, on page 706
• Coolmath, on page 707
• Coral CDN, on page 708
• CORBA, on page 709
• Core Audience, on page 710
• Corerjd, on page 711
• Cornerstone OnDemand, on page 712
• COSEM, on page 713
• Costco, on page 714
• COTP, on page 715
• Coupa, on page 716
• Coupons.com, on page 717
• Courier Mail Server, on page 718
• Coursera, on page 719
• Covia, on page 720
• Cox, on page 721
• CP Heart Beat, on page 722
• CP Network Executive, on page 723
• cpq-wbem, on page 724
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• CPX Interactive, on page 725
• CR List, on page 726
• Crackle, on page 727
• Crackle Video, on page 728
• Craigslist, on page 729
• Crashlytics, on page 730
• CrashPlan, on page 731
• Cray Network Semaphore server, on page 732
• Cray Unified Resource Manager, on page 733
• Crazy Browser, on page 734
• Creative Commons, on page 735
• Creative Partner, on page 736
• Creative Server, on page 737
• Cricbuzz.com, on page 738
• Criteo, on page 739
• Crittercism, on page 740
• Cross Net Debugger, on page 741
• CrossLoop, on page 742
• Crowd Science, on page 743
• Crunchyroll, on page 744
• Crunchyroll Video, on page 745
• Crutchfield, on page 746
• CRYPTOAdmin, on page 747
• CSDN, on page 748
• CSNET Mailbox Name Nameserver, on page 749
• CSTA, on page 750
• CTV, on page 751
• CTV News, on page 752
• CU-SeeMe, on page 753
• cURL, on page 754
• Customer Ixchange, on page 755
• Cute Overload, on page 756
• cvc_hostd, on page 757
• Cvent, on page 758
• CVS, on page 759
• CVS pserver, on page 760
• CVSup, on page 761
• cXense, on page 762
• Cybercash, on page 763
• CyberGhost VPN, on page 764
• cycleserv, on page 765
• cycleserv2, on page 766
• Cydia, on page 767
• Cyworld, on page 768
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C-SPAN
Cable-Satellite Public Affairs Network - Non-profit cable television.Description

multimedia (TV/video)Categories

displays adsTags

LowRisk

LowBusiness Relevance
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Applications: C
C-SPAN



C3 Metrics
Visiting websites that use C3 Metrics to deliver advertisements.Description

web services provider,ad portalCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
C3 Metrics



CA Certificate
A certificate issued by a Certificate Authority to the owner of a public key.Description

security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
CA Certificate



CA Intl License Server
Registered with IANA on port 216 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CA Intl License Server



CAB Protocol
CABProtocol exchanges real-time data between building automation systems.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CAB Protocol



Cabal Online
Online multiplayer games.Description

web services provider,gamingCategories

SSL protocol,encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
Cabal Online



Cableport AX
Registered with IANA on port 282 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
Cableport AX



Cabletron Management Protocol
Registered with IANA on port 348 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Cabletron Management Protocol



CactusVPN
A VPN client.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,tunnelsTags

HighRisk

LowBusiness Relevance
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Applications: C
CactusVPN



CadLock
Cadlock is used to access AutoCad drawings protected by CadVault.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CadLock



CafeMom
Social networking site targeted towards mothers.Description

social networkingCategories

SSL protocol,web chatTags

MediumRisk

MediumBusiness Relevance
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Applications: C
CafeMom



CAICCI
Communications between Computer Associates systems.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: C
CAICCI



Caijing
Chinese independant news resource.Description

web services provider,collaboration,multimedia (other)Categories

share media,share linksTags

Very LowRisk

HighBusiness Relevance
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Applications: C
Caijing



California.gov
California government official website.Description

web services provider,government servicesCategories

SSL protocol,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: C
California.gov



Call of Duty
Shooter video game series franchise.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Call of Duty



Cam4
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: C
Cam4



CamerasDirect.com.au
Australian camera and photography gear retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: C
CamerasDirect.com.au



Camo Proxy
Online free proxy server.Description

anonymizer/proxyCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: C
Camo Proxy



campaign contribution disclosures
Registered with IANA on port 667 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
campaign contribution disclosures



Campfire
Business-focused group messaging and enterprise social networking.Description

business,collaboration,social networking,instantmessaging,mobile applicationCategories

SSL protocol,instant chatTags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
Campfire



Canva
Graphic design software.Description

web services providerCategories

SSL protocol,share mediaTags

Very LowRisk

HighBusiness Relevance
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Applications: C
Canva



CanvasRider
Online game website.Description

gamingCategories

displays ads,web gamingTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
CanvasRider



CAP
Registered with IANA on port 1026 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CAP



Capital One
U.S. based bank holding company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: C
Capital One



Captive Network Assistance
Captive Portal Testing.Description

network protocols/services,network utilitiesCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: C
Captive Network Assistance



CAPWAP
Control and Provisioning of Wireless Access Points, a protocol that assists
in setting up wireless networks.

Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: C
CAPWAP



Car and Driver
American automotive enthusiast news site.Description

newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Car and Driver



Caraytech
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Caraytech



Carbonite
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocol,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance
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Applications: C
Carbonite



CareerBuilder.com
Online job search portal.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: C
CareerBuilder.com



CarMax
New and used car retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
CarMax



Casale
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Casale



Cassandra
Free and open-source NoSQL database management system.Description

databaseCategories

opens portTags

Very LowRisk

HighBusiness Relevance
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Applications: C
Cassandra



Catholic Education Australia
Site for Catholic Schools and to the schools in the Archdiocese of Canberra
and Goulburn

Description

web services providerCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Catholic Education Australia



CBS
CBS news website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CBS



CBS Interactive
Division of CBS Corporation which coordinates ad sales and television
programs together.

Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CBS Interactive



CBS Sports
Sports news website.Description

newsCategories

SSL protocol,streaming feedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
CBS Sports



CBT
The Core-Based Trees protocol is a multicast technology.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CBT



CC Studios
Entertainment website focused on film and animation.Description

web content aggregators,multimedia (TV/video)Categories

share media,displays ads,share video,content provider,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: C
CC Studios



CCP
Compression Control Protocol, used for establishing compressed PPP links.Description

VPN/tunnel,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: C
CCP



CCP Games
Video game developer and publisher.Description

multimedia (TV/video)Categories

SSL protocol,web gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: C
CCP Games



CCTV.com
China Central Television site.Description

web services provider,multimedia (TV/video),newsCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: C
CCTV.com



CDC
Certificate Distribution Center, registered with IANA on port 223 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CDC



CDDB
Compact Disc Database Protocol, for searching CD contents.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
552

Applications: C
CDDB



CDiscount
French online retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
553

Applications: C
CDiscount



CDN13
Content delivery network provider.Description

network protocols/services,web content aggregatorsCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
554

Applications: C
CDN13



Cedexis
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
555

Applications: C
Cedexis



Cerner Corporation
Health care information systems.Description

web services provider,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
556

Applications: C
Cerner Corporation



CFDP
Coherent File Distribution Protocol, for one-to-many file transfer operations.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
557

Applications: C
CFDP



cFTP
Client-Oriented File Transfer Protocol is a PHP-based file transfer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
558

Applications: C
cFTP



Chango
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
559

Applications: C
Chango



Channel 4
British based streaming television.Description

multimedia (TV/video)Categories

SSL protocol,displays ads,share videoTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
560

Applications: C
Channel 4



CHAOSNet
CHAOSNet is one of the earliest local area network hardware
implementations.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
561

Applications: C
CHAOSNet



CHAP
Challenge Handshake Authentication Protocol, which provides security on
PPP links.

Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
562

Applications: C
CHAP



Character Generator
Software for inserting text into media streams.Description

web content aggregators,network utilitiesCategories

opens portTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
563

Applications: C
Character Generator



Chartbeat
Realtime Website data for Collection.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
564

Applications: C
Chartbeat



Chase
Consumer and commercial banking company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
565

Applications: C
Chase



Chat
Registered with IANA on port 531 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
566

Applications: C
Chat



Chatroulette
Service that pairs random strangers for video chat.Description

instant messagingCategories

SSL protocol,web chat,webcam,not work relatedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
567

Applications: C
Chatroulette



Chaturbate
Adult video streaming site.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
568

Applications: C
Chaturbate



CheapOAir
Travel booking and price comparison site.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
569

Applications: C
CheapOAir



CheapStuff
Aggregates best deals.Description

e-commerce,web content aggregators,collaborationCategories

displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
570

Applications: C
CheapStuff



CheapTickets
Travel services company focused on the leisure market.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
571

Applications: C
CheapTickets



Check Point
Firewall management interface.Description

security managementCategories

autostarts/stays residentTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
572

Applications: C
Check Point



Cheezburger
Hang-out place for funny Photos and stories.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share photosTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
573

Applications: C
Cheezburger



Chimera2
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
574

Applications: C
Chimera2



China Daily
Chinese news site.Description

multimedia (TV/video),news,government servicesCategories

SSL protocol,content providerTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
575

Applications: C
China Daily



China News
Chinese news site.Description

newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
576

Applications: C
China News



China.com
Chinese social networking site.Description

web services provider,e-commerce,databaseCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
577

Applications: C
China.com



Chinauma
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
578

Applications: C
Chinauma



Chosun
News aggregates from BBC in Korean.Description

newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
579

Applications: C
Chosun



Chrome
Google's web browser.Description

web browserCategories

SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
580

Applications: C
Chrome



Chrome webstore
App and extension marketplace for Chrome and Chromebook.Description

e-commerceCategories

displays ads,decrypted trafficTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
581

Applications: C
Chrome webstore



Chshell
Registered with IANA on port 562 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
582

Applications: C
Chshell



Ci123
Chinese marketing and ad service.Description

web services provider,e-commerce,businessCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
583

Applications: C
Ci123



CIFS
Common Internet File System, also known as SMB.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
584

Applications: C
CIFS



CimaClub
Movie and video streaming website.Description

web content aggregators,multimedia (TV/video)Categories

displays ads,share video,content provider,not work relatedTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
585

Applications: C
CimaClub



CIMPLEX
Registered with IANA on port 673 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
586

Applications: C
CIMPLEX



CIP
Common Industrial Protocol.Description

network protocols/servicesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
587

Applications: C
CIP



CIP Admin
A CIP message.Description

network protocols/services,CIP Admin,CIP RA AdminCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
588

Applications: C
CIP Admin



CIP Infrastructure
A CIP message.Description

network protocols/services,CIP Read,CIP RA ReadCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
589

Applications: C
CIP Infrastructure



CIP Malformed
A CIP message.Description

network protocols/servicesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
590

Applications: C
CIP Malformed



CIP RA Admin Download
A CIP message.Description

network protocols/services,CIP RA AdminCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
591

Applications: C
CIP RA Admin Download



CIP RA Admin Firmware Update
A CIP message.Description

network protocols/services,CIP RA AdminCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
592

Applications: C
CIP RA Admin Firmware Update



CIP RA Admin Other
A CIP message.Description

network protocols/services,CIP RA AdminCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
593

Applications: C
CIP RA Admin Other



CIP RA Infrastructure
A CIP message.Description

network protocols/services,CIP RA ReadCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
594

Applications: C
CIP RA Infrastructure



CIP RA Read Other
A CIP message.Description

network protocols/services,CIP RA ReadCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
595

Applications: C
CIP RA Read Other



CIP RA Read Tag
A CIP message.Description

network protocols/services,CIP RA ReadCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
596

Applications: C
CIP RA Read Tag



CIP RA Write Other
A CIP message.Description

network protocols/services,CIP RA WriteCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
597

Applications: C
CIP RA Write Other



CIP RA Write Tag
A CIP message.Description

network protocols/services,CIP RA WriteCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
598

Applications: C
CIP RA Write Tag



CIP Read
A CIP message.Description

network protocols/services,CIP Read,CIP RA ReadCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
599

Applications: C
CIP Read



CIP Unknown
An unclassified CIP protocol.Description

network protocols/servicesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
600

Applications: C
CIP Unknown



CIP Write
A CIP message.Description

network protocols/services,CIP Write,CIP RA WriteCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
601

Applications: C
CIP Write



Circuit
A Team collaboration tool with messaging, video, document and screen
sharing

Description

collaboration,web conferencingCategories

SSL protocol,file sharing/transfer,instant chat,share videoTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
602

Applications: C
Circuit



Cisco
Official website for Cisco.Description

web services providerCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
603

Applications: C
Cisco



Cisco DRP
Director Response Protocol enables Cisco's DistributedDirector product to
query routers on a network for BGP route information.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
604

Applications: C
Cisco DRP



Cisco FNATIVE
Registered with IANA on port 130 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
605

Applications: C
Cisco FNATIVE



Cisco GDP
Gateway Discovery Protocol allows hosts to dynamically detect the arrival
of new routers as well as determine when a router goes down.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
606

Applications: C
Cisco GDP



Cisco Jabber
Cisco's version of the Jabber XMPP client.Description

instant messagingCategories

SSL protocol,web chat,Jabber protocolTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
607

Applications: C
Cisco Jabber



Cisco NAC
Cisco Network Admission Control is an access control system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
608

Applications: C
Cisco NAC



Cisco Phone
Cisco Phone using SIP traffic.Description

web services provider,network utilitiesCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
609

Applications: C
Cisco Phone



Cisco SIP Gateway
Cisco SIP gateway.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
610

Applications: C
Cisco SIP Gateway



Cisco SLA
Monitors Service Level Agreements.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
611

Applications: C
Cisco SLA



Cisco SYSMAINT
Registered with IANA on port 132 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
612

Applications: C
Cisco SYSMAINT



Cisco TNATIVE
Registered with IANA on port 131 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
613

Applications: C
Cisco TNATIVE



CiteULike
Social bookmarking-esque site for scholarly papers and references.Description

web content aggregators,social networkingCategories

share mediaTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
614

Applications: C
CiteULike



Citi
Financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
615

Applications: C
Citi



Citrix CGP
Citrix Common Gateway Protocol.Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
616

Applications: C
Citrix CGP



Citrix GoToMeeting Platform
GotoMeeting platform based services.Description

VPN/tunnel,collaboration,web conferencing,web desktopCategories

SSL protocol,UDP protocol,tunnels,video conferencingTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
617

Applications: C
Citrix GoToMeeting Platform



Citrix IMA
IndependentManagement Architeture protocol. Used for licensing and server
load updates.

Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
618

Applications: C
Citrix IMA



Citrix Jedi
Citrix real-time streaming connection protocol.Description

collaborationCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
619

Applications: C
Citrix Jedi



Citrix Licensing
Citrix Licensing traffic. Registered with IANA on port 7279 tcp/udp.Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
620

Applications: C
Citrix Licensing



Citrix Online
Citrix Online services, including GoToMyPC, GoToMeeting, GoToWebinar,
and GoToTraining.

Description

collaborationCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
621

Applications: C
Citrix Online



Citrix RTMP
Registered with IANA on port 2897 tcp/udp.Description

remote administrationCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
622

Applications: C
Citrix RTMP



Citrix SLG
Storage Link Gateway. Discovery and access to various storage services.Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
623

Applications: C
Citrix SLG



Citrix Static
Citrix related service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
624

Applications: C
Citrix Static



Citrix WANScaler
Citrix WAN optimization traffic.Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
625

Applications: C
Citrix WANScaler



City Sports
Sporting goods and athletic apparel retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
626

Applications: C
City Sports



Cityville
Social city-building game.Description

gamingCategories

web gaming,social network game,not work relatedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
627

Applications: C
Cityville



CK101
Chinese Internet forum.Description

web content aggregators,social networking,newsCategories

social network post,not work relatedTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
628

Applications: C
CK101



CL1
Network Innovations CL/1, registered with IANA on port 172 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
629

Applications: C
CL1



Clarizen
Work management and project management system.Description

business,collaborationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
630

Applications: C
Clarizen



Clash of Clans
A web-based game.Description

gaming,mobile applicationCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
631

Applications: C
Clash of Clans



Clash Royale
A web and mobile-based game spun off from Clash of Clans.Description

gaming,mobile applicationCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
632

Applications: C
Clash Royale



Classmates
Social networking site that allows schoolmates to connect via yearbook
photograph.

Description

social networkingCategories

SSL protocol,displays ads,sends mail,share photos,not work relatedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
633

Applications: C
Classmates



CLDAP
Connectionless Lightweight Directory Access Protocol, or LDAP over UDP.Description

network protocols/services,security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
634

Applications: C
CLDAP



Clear Channel
Aggregates online radio broadcasting.Description

gaming,web content aggregators,multimedia (TV/video)Categories

SSL protocol,displays ads,web gaming,streaming feedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
635

Applications: C
Clear Channel



Clearcase
Software revision control system.Description

network protocols/services,collaborationCategories

high bandwidth,file sharing/transfer,allows remote connectTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
636

Applications: C
Clearcase



ClearSea SIP Client
ClearSea SIP Client.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
637

Applications: C
ClearSea SIP Client



ClickBank
Online marketplace for Digital products.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
638

Applications: C
ClickBank



ClickBooth
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
639

Applications: C
ClickBooth



Clicksgear
Suspicious Adware.Description

web browser,browser pluginCategories

displays adsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
640

Applications: C
Clicksgear



ClickTale
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
641

Applications: C
ClickTale



Clip Converter
Free online video converter application.Description

multimedia (TV/video),multimedia (other),multimedia (music/audio),browser
plugin

Categories

Tags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
642

Applications: C
Clip Converter



Clip2Net
Yandex cloud storage that acts like a clipboard.Description

remote file storageCategories

SSL protocol,file sharing/transfer,share media,displays ads,adds/installs other
software,User-Agent Exclusion

Tags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
643

Applications: C
Clip2Net



Clip2Net Upload
Copying a local file to Clip2Net.Description

remote file storageCategories

file sharing/transfer,share media,displays ads,adds/installs other softwareTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
644

Applications: C
Clip2Net Upload



CLOANTO
The cloanto.net infrastructure provides redundant hosting, email and
telecommunications services.

Description

remote file storage,network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
645

Applications: C
CLOANTO



Cloud VPN
VPN/anonymizer app.Description

VPN/tunnel,mobile applicationCategories

evasive,encrypts communicationsTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
646

Applications: C
Cloud VPN



CloudApp
Data synch and collaboration app.Description

web services provider,remote file storage,business,collaboration,download
manager

Categories

file sharing/transfer,share media,share links,share videoTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
647

Applications: C
CloudApp



CloudFlare
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
648

Applications: C
CloudFlare



CloudFront
Content Delivery for AWS.Description

web services provider,remote file storage,business,web content
aggregators,database

Categories

SSL protocol,content providerTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
649

Applications: C
CloudFront



Cloudinary
Cloud service soultion for image mangementDescription

web services providerCategories

Software as a Service,file sharing/transfer,share media,share photosTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
650

Applications: C
Cloudinary



CloudMe
Web desktop service.Description

web desktopCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
651

Applications: C
CloudMe



Cloudnymous Login
Logins to Cloudynomous, a private VPN/anonymizer service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
652

Applications: C
Cloudnymous Login



Cloudsponge
Contact importer for various email services.Description

web services providerCategories

sends mailTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
653

Applications: C
Cloudsponge



Clubbox
Korean online movie/channel/music.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
654

Applications: C
Clubbox



CMIP
Common Management Information Protocol.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
655

Applications: C
CMIP



CMIP/TCP Manager
Common Management Information Protocol, an OSI specified network
management protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
656

Applications: C
CMIP/TCP Manager



CNBC
Official website for the CNBC channel which is basically meant for Business
and Financial market related news.

Description

web services provider,business,multimedia (TV/video),news,financialCategories

SSL protocol,displays ads,blogTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
657

Applications: C
CNBC



Cnblogs
Chinese discussion forum for programmers.Description

web services provider,web browser,browser pluginCategories

Tags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
658

Applications: C
Cnblogs



CNET
Tech and gadget related news, reviews, and shopping.Description

e-commerce,newsCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
659

Applications: C
CNET



CNET Download
Download of content from CNET.Description

e-commerceCategories

SSL protocol,social network gameTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
660

Applications: C
CNET Download



CNET TV
Videos on tech and gadget related website.Description

e-commerce,newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
661

Applications: C
CNET TV



CNN.com
Turner Broadcasting System's news website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
662

Applications: C
CNN.com



CNNIC
China Internet Network Infromation Center is reponsible for handling domain
name registrations.

Description

web services providerCategories

Tags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
663

Applications: C
CNNIC



CNTV
Chinese online news portal aorund the world.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
664

Applications: C
CNTV



CNZZ
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
665

Applications: C
CNZZ



Coc Coc
Vietnamese search engine and advertising platform.Description

web services provider,search engineCategories

safesearch unsupportedTags

Very LowRisk

Very LowBusiness Relevance
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666

Applications: C
Coc Coc



Coc Coc bot
Web crawler for coccoc.com.Description

web content aggregators,web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
667

Applications: C
Coc Coc bot



Coda Auth
Registered with IANA on port 370 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
668

Applications: C
Coda Auth



Code42
Enterprise data management and security software.Description

security managementCategories

file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
669

Applications: C
Code42



Cognitive Match
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
670

Applications: C
Cognitive Match



Collabedit
Online collaborative code editor which allows multiple users to modify/view
code together.

Description

web services provider,collaborationCategories

share media,web chatTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
671

Applications: C
Collabedit



Collaborator
Registered with IANA on port 622 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
672

Applications: C
Collaborator



CollegeHumor
Site that presents humorous videos and media.Description

web content aggregatorsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
673

Applications: C
CollegeHumor



Collider
Movie/Television news, reviews and trailers.Description

multimedia (TV/video),multimedia (other)Categories

SSL protocol,displays ads,share videoTags

MediumRisk

Very LowBusiness Relevance
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674

Applications: C
Collider



Combat Radio Transport Protocol
Transports the combat radio's data through in an internet network.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Combat Radio Transport Protocol



Combat Radio User Datagram
Registered with IANA as IP Protocol 127.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Combat Radio User Datagram



Comcast
Web Portal.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
Comcast



Comcast Mail
Email service provided by Comcast.Description

web services provider,emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Comcast Mail



Comedy Central
Official website of Comedy Central, Television channel.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
Comedy Central



CometBird
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: C
CometBird



Commerce
Registered with IANA on port 542 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Commerce



Commission Junction
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
Commission Junction



Common Trace Facility
Registered with IANA on port 84 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
Common Trace Facility



Commvault
Enterprise data backup and storage management software.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

Very LowRisk

HighBusiness Relevance
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Applications: C
Commvault



Comodo Dragon
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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685

Applications: C
Comodo Dragon



Compaq-Peer
Proprietary protocol used by HP to set up peer-to-peer networks.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Compaq-Peer



Compete
Data-driven marketing and advertising platform.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: C
Compete



Compressed PPP
Compressed PPP traffic.Description

VPN/tunnel,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: C
Compressed PPP



CompressNET
CompressNET is a commercial WAN compression/acceleration protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: C
CompressNET



Compuware
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Compuware



COMSCM
Registered with IANA on port 437 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
COMSCM



comScore
Digital business analytics.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: C
comScore



con
Registered with IANA on port 759 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
con



Concur
Business travel site.Description

e-commerce,businessCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Concur



Conduit
Online website to create community toolbar.Description

web services providerCategories

SSL protocol,business impact,Flash,blogTags

MediumRisk

MediumBusiness Relevance
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Applications: C
Conduit



connendp
Almanid Connection Endpoint (connendp) is a part of Novell Directory
Services.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
connendp



Connexion client
Desktop client for the OCLC.Description

web desktopCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: C
Connexion client



Connexity
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Connexity



Connextra
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Connextra



ConnMan
Plug-in for managing internet connectivity in the linux based embedded
devices.

Description

web services provider,collaboration,mobile applicationCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: C
ConnMan



Conservative Tribune
Online portal for political and cultural related news.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Conservative Tribune



Constant Contact
Online marketing service.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance
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Applications: C
Constant Contact



contentserver
A collaboration tool for web development.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
contentserver



ContextWeb
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
ContextWeb



contnet
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
contnet



Conviva
Ad site.Description

web services provider,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
Conviva



Coolmath
Educational games portalDescription

gamingCategories

business impact,displays ads,web gaming,Flash,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Coolmath



Coral CDN
Content distribution network.Description

web content aggregatorsCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: C
Coral CDN



CORBA
Common Object Request Broker Architecture is a protocol that allows
software written in different languages and on different platforms to
interoperate.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CORBA



Core Audience
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Core Audience



Corerjd
Registered with IANA on port 284 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Corerjd



Cornerstone OnDemand
Human Resources related Software-as-a-Service.Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
Cornerstone OnDemand



COSEM
Companion Specification for EnergyMetering being used to exchange energy
metering data between systems.

Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
713

Applications: C
COSEM



Costco
Warehouse club's online retail website.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Costco



COTP
Connection-oriented ISO protocol.Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
COTP



Coupa
Procurement software.Description

web services provider,remote file storage,businessCategories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
716

Applications: C
Coupa



Coupons.com
An online coupons and deals website.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
Coupons.com



Courier Mail Server
A mail server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Courier Mail Server



Coursera
Educational site connecting people, offer online courses from top universities.Description

web services providerCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Coursera



Covia
Manages audio, video, data and other types of communication between
multiple systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Covia



Cox
Telecommunication and wireless service provider.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: C
Cox



CP Heart Beat
Registered with IANA as IP Protocol 73.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CP Heart Beat



CP Network Executive
Registered with IANA as IP Protocol 72.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CP Network Executive



cpq-wbem
Compaq Insight Manager Service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
cpq-wbem



CPX Interactive
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: C
CPX Interactive



CR List
A list of revoked certificates issued by a Certificate Authority.Description

security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
CR List



Crackle
Digital network providing streaming video content.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Crackle



Crackle Video
Video streaming from Crackle.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: C
Crackle Video



Craigslist
Popular online classifieds.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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Applications: C
Craigslist



Crashlytics
A crash reporting solution.Description

web services providerCategories

autostarts/stays residentTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
Crashlytics



CrashPlan
Cloud-based enterprise backup solution.Description

security managementCategories

file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance
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Applications: C
CrashPlan



Cray Network Semaphore server
Registered with IANA on port 451 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Cray Network Semaphore server



Cray Unified Resource Manager
Registered with IANA on port 606 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Cray Unified Resource Manager



Crazy Browser
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: C
Crazy Browser



Creative Commons
Non-profit organization to share your creativity legally without losing the
credits.

Description

web services providerCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: C
Creative Commons



Creative Partner
Registered with IANA on port 455 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Creative Partner



Creative Server
Registered with IANA on port 453 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Creative Server



Cricbuzz.com
Online site to provide live Cricket updatesDescription

web services provider,multimedia (TV/video)Categories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Cricbuzz.com



Criteo
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Criteo



Crittercism
Mobile application monitor.Description

mobile applicationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Applications: C
Crittercism



Cross Net Debugger
Cross Net Debugger is a networked debugger.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Cross Net Debugger



CrossLoop
Desktop sharing / remote access site.Description

web services provider,collaboration,remote administrationCategories

SSL protocol,allows remote connectTags

LowRisk

HighBusiness Relevance
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Applications: C
CrossLoop



Crowd Science
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
Crowd Science



Crunchyroll
Video streaming site specializing in Japanese animation.Description

web services provider,multimedia (TV/video)Categories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: C
Crunchyroll



Crunchyroll Video
Streaming video from Crunchyroll.Description

multimedia (TV/video)Categories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: C
Crunchyroll Video



Crutchfield
Electronics retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: C
Crutchfield



CRYPTOAdmin
CRYPTOAdmin a remote authentication solution.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CRYPTOAdmin



CSDN
Chinese IT community/forum for Software related issues.Description

web services provider,social networkingCategories

SSL protocol,encrypts communications,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
CSDN



CSNET Mailbox Name Nameserver
A relic of the Computer Science Network, which was ARPANET-lite.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CSNET Mailbox Name Nameserver



CSTA
Registered with IANA on port 450 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
CSTA



CTV
Canadian Television network.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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751

Applications: C
CTV



CTV News
News channel by CTV.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
CTV News



CU-SeeMe
Internet video conferencing client.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CU-SeeMe



cURL
Utility for HTTP access.Description

web browser,web spider/search crawlerCategories

evasive,file sharing/transfer,share media,allows remote connect,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
cURL



Customer Ixchange
Registered with IANA on port 528 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Customer Ixchange



Cute Overload
Pictures,videos and stories about Animals.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share photosTags

MediumRisk

Very LowBusiness Relevance
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756

Applications: C
Cute Overload



cvc_hostd
Registered with IANA on port 442 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: C
cvc_hostd



Cvent
Event registration software.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
758

Applications: C
Cvent



CVS
Version control system.Description

collaborationCategories

high bandwidth,file sharing/transfer,allows remote connectTags

LowRisk

HighBusiness Relevance
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Applications: C
CVS



CVS pserver
An insecure method of remote access to a Concurrent Versions System (CVS)
repository.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
CVS pserver



CVSup
A protocol for synchronizing files. Originally a tool for CVS but has been
extended to other file types.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: C
CVSup



cXense
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: C
cXense



Cybercash
An online currency transfer system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
Cybercash



CyberGhost VPN
An anonymizer that obfuscates web usage.Description

web services provider,VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocolTags

Very HighRisk

LowBusiness Relevance
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Applications: C
CyberGhost VPN



cycleserv
Registered with IANA on port 763 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
cycleserv



cycleserv2
Registered with IANA on port 772 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: C
cycleserv2



Cydia
An appstore for jailbroken IOS devices.Description

download manager,mobile applicationCategories

adds/installs other softwareTags

MediumRisk

Very LowBusiness Relevance
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Applications: C
Cydia



Cyworld
South Korean social networking service.Description

social networkingCategories

SSL protocol,web chatTags

Very HighRisk

Very LowBusiness Relevance
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Applications: C
Cyworld



Applications: D

This chapter contains the following sections:

• D-II, on page 773
• DAAP, on page 774
• Dai Ky Nguyen, on page 775
• Daily Horoscope, on page 776
• Daily Mail, on page 777
• Dailymotion, on page 778
• Dainik Bhaskar, on page 779
• Dangdang, on page 780
• DASP, on page 781
• Data Saver, on page 782
• DataLogicx, on page 783
• DataRamp Svr, on page 784
• DataRampSrvSec, on page 785
• DATEX-ASN, on page 786
• Daum, on page 787
• Daum Blog, on page 788
• Daum Cafe, on page 789
• Daum Mail, on page 790
• David Jones, on page 791
• daytime, on page 792
• DB2, on page 793
• dBase, on page 794
• DCAP, on page 795
• DCCP, on page 796
• DCE/RPC, on page 797
• DCinside, on page 798
• dcLINK, on page 799
• DCN Measurement Subsystems, on page 800
• DCP, on page 801
• dctp, on page 802
• DDM, on page 803
• DDM DFM, on page 804
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• DDM RRDA, on page 805
• DDM-SSL, on page 806
• DDP, on page 807
• DDS, on page 808
• De Telegraaf, on page 809
• Dealertrack, on page 810
• Deals Direct, on page 811
• DEC Auth, on page 812
• DEC DLM, on page 813
• DEC LaDebug, on page 814
• decap, on page 815
• Decbsrv, on page 816
• DECVMS, on page 817
• Deezer, on page 818
• DEI-ICDA, on page 819
• Delicious, on page 820
• Dell, on page 821
• Delta Search, on page 822
• Demandbase, on page 823
• Demio, on page 824
• DeNA websites, on page 825
• DEOS, on page 826
• DepartApp, on page 827
• DepositFiles, on page 828
• Desknet's, on page 829
• Destructoid, on page 830
• detikcom, on page 831
• Detroit Free Press, on page 832
• deviantART, on page 833
• device, on page 834
• DGP, on page 835
• DHCP, on page 836
• DHCP Failover, on page 837
• DHCP Failover 2, on page 838
• DHCPv6, on page 839
• Diameter, on page 840
• Dick's Sporting Goods, on page 841
• DICOM, on page 842
• Dictionary.com, on page 843
• Digg, on page 844
• Digikala, on page 845
• digital-vrc, on page 846
• Diigo, on page 847
• Dilbert.com, on page 848
• Dillards, on page 849
• DingDing, on page 850
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• DINGIT.TV, on page 851
• DioDeo, on page 852
• Diply, on page 853
• DirBuster, on page 854
• Direct Connect, on page 855
• Direct TV Software Updates, on page 856
• Direct TV Tickers, on page 857
• DirectPlay, on page 858
• DirectPlay8, on page 859
• DirectREV, on page 860
• DirecTV Data Catalog, on page 861
• DirecTV Webcasting, on page 862
• Discard, on page 863
• Discover, on page 864
• Disney, on page 865
• Disney Plus, on page 866
• Disqus, on page 867
• distcc, on page 868
• DivShare, on page 869
• DIXIE, on page 870
• Djpod, on page 871
• dl.free.fr, on page 872
• DLMS-COSEM, on page 873
• DLMS-COSEM Get Request, on page 874
• DLMS-COSEM Get Response, on page 875
• DLMS-COSEM Initiate Request High-Level Authentication, on page 876
• DLMS-COSEM Initiate Request Low-Level Authentication, on page 877
• DLMS-COSEM Initiate Request No Authentication, on page 878
• DLMS-COSEM Initiate Response, on page 879
• DLMS-COSEM Set Request, on page 880
• DLMS-COSEM Set Response, on page 881
• DLS, on page 882
• dls-mon, on page 883
• DMM, on page 884
• DN6-NLM-AUD, on page 885
• DNA-CML, on page 886
• DNP3, on page 887
• DNS, on page 888
• DNS over HTTPS, on page 889
• DNS over TLS, on page 890
• DNSIX, on page 891
• Docstor, on page 892
• DocuSign, on page 893
• Dogpile, on page 894
• DomainTools, on page 895
• Dooble, on page 896
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Applications: D



• Doof, on page 897
• DOOM, on page 898
• Dotomi, on page 899
• Dots, on page 900
• DotVPN, on page 901
• Douban, on page 902
• Doubleclick, on page 903
• DoubleDownCasino, on page 904
• DoublePimp, on page 905
• DoubleVerify, on page 906
• Douyu, on page 907
• DPSI, on page 908
• Dr. Watson, on page 909
• Dragon Dictate, on page 910
• Draw.io, on page 911
• Drawbridge, on page 912
• DRDA, on page 913
• Drift, on page 914
• DriveHQ, on page 915
• Dropbear, on page 916
• Dropbox, on page 917
• Dropbox Download, on page 918
• Dropbox Share, on page 919
• Dropbox Upload, on page 920
• Dropcam, on page 921
• Drudge Report, on page 922
• Drugs.com, on page 923
• Drugstore.com, on page 924
• Drupal, on page 925
• DSFGW, on page 926
• DSP, on page 927
• DSP3270, on page 928
• DSR, on page 929
• DSSETUP, on page 930
• DSW, on page 931
• DTAG, on page 932
• DTK, on page 933
• DTLS, on page 934
• DuckDuckGo, on page 935
• Dwolla, on page 936
• DWR, on page 937
• DynGate, on page 938
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Applications: D



D-II
Registered with IANA as IP Protocol 116.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
773

Applications: D
D-II



DAAP
Apple iTunes protocol.Description

network protocols/services,multimedia (music/audio),mobile applicationCategories

high bandwidth,share mediaTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
774

Applications: D
DAAP



Dai Ky Nguyen
Vietnamese online news portal.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
775

Applications: D
Dai Ky Nguyen



Daily Horoscope
A Facebook astrology app.Description

social networkingCategories

social network post,Facebook post,FacebookTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
776

Applications: D
Daily Horoscope



Daily Mail
Web Portal for news update.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
777

Applications: D
Daily Mail



Dailymotion
A video sharing service website.Description

search engine,multimedia (TV/video)Categories

SSL protocol,share media,displays ads,share video,content provider,not work
related,safesearch unsupported

Tags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
778

Applications: D
Dailymotion



Dainik Bhaskar
Hindi online news portal.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
779

Applications: D
Dainik Bhaskar



Dangdang
Chinese general E-commerce company.Description

e-commerceCategories

displays ads,not work relatedTags

Very LowRisk

LowBusiness Relevance
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780

Applications: D
Dangdang



DASP
This protocol is designed to provide an unordered, reliable, secure session
for full-duplex datagram exchange that can be implemented for low power
wireless networks and low cost devices.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
781

Applications: D
DASP



Data Saver
A chrome extension offered by Google for saving data usage.Description

browser pluginCategories

web-based support/helpTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
782

Applications: D
Data Saver



DataLogicx
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
783

Applications: D
DataLogicx



DataRamp Svr
Registered with IANA on port 461 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
784

Applications: D
DataRamp Svr



DataRampSrvSec
Registered with IANA on port 462 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
785

Applications: D
DataRampSrvSec



DATEX-ASN
A data communications protocol generally used to allow communication
between highway traffic control devices. Registered with IANA on port 355
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
786

Applications: D
DATEX-ASN



Daum
Popular South Korean web portal.Description

web content aggregatorsCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
787

Applications: D
Daum



Daum Blog
Daum blogging app.Description

web services provider,social networkingCategories

displays ads,share photosTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
788

Applications: D
Daum Blog



Daum Cafe
Daum forums and social networking.Description

web services provider,collaboration,social networkingCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
789

Applications: D
Daum Cafe



Daum Mail
Daum webmail.Description

emailCategories

SSL protocol,displays ads,sends mail,webmailTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
790

Applications: D
Daum Mail



David Jones
High-end Australian department store.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: D
David Jones



daytime
UNIX network measurement tool.Description

network utilitiesCategories

Tags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
792

Applications: D
daytime



DB2
IBM's relational database.Description

databaseCategories

file sharing/transfer,share media,business impactTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
793

Applications: D
DB2



dBase
An old database management system for microcomputers that run Unix and
VMS.

Description

databaseCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
794

Applications: D
dBase



DCAP
An application layer protocol used between workstations and routers to
transport SNA/NetBIOS traffic over TCP sessions.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
795

Applications: D
DCAP



DCCP
Datagram Congestion Control Protocol, a transport protocol used for
congestion control in VoIP and media streaming applications.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
796

Applications: D
DCCP



DCE/RPC
Distributed Computing Environment / Remote Procedure Calls is the remote
procedure call system for the Distributed Computing Environment.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
797

Applications: D
DCE/RPC



DCinside
Internet forum for photography and Digital camera.Description

web services provider,e-commerce,social networkingCategories

SSL protocol,displays ads,sends mail,webmail,FlashTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
798

Applications: D
DCinside



dcLINK
dcLINK Data Collection is inventory management software.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
799

Applications: D
dcLINK



DCN Measurement Subsystems
Registered with IANA as IP Protocol 19.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
800

Applications: D
DCN Measurement Subsystems



DCP
An application level protocol optimized for the integration, monitoring and
control of devices on a network. Registered with IANA on port 93 tcp/udp.

Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
801

Applications: D
DCP



dctp
Registered with IANA on port 675 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
802

Applications: D
dctp



DDM
IBM Lotus Domino domain monitoring, a management system for Domino
networks.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
803

Applications: D
DDM



DDM DFM
Distributed Data Management Distributed File Management.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
804

Applications: D
DDM DFM



DDM RRDA
Distributed Data Management Remote Relational Database Access.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
805

Applications: D
DDM RRDA



DDM-SSL
DDM over TLS/SSL.Description

databaseCategories

SSL protocol,file sharing/transfer,share media,business impactTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
806

Applications: D
DDM-SSL



DDP
Datagram Delivery Protocol is a member of the AppleTalk networking
protocol suite.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
807

Applications: D
DDP



DDS
Data Distribution Service, communications middleware for data processing
applications.

Description

network protocols/services,database,messaging queuesCategories

UDP protocolTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
808

Applications: D
DDS



De Telegraaf
Dutch daily newspaper site.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
809

Applications: D
De Telegraaf



Dealertrack
Automobile dealership related Software-as-a-Service.Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
810

Applications: D
Dealertrack



Deals Direct
Australian discount retailer.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
811

Applications: D
Deals Direct



DEC Auth
Digital Equipment Corporation authentication protocol. Registered with
IANA on port 316 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
812

Applications: D
DEC Auth



DEC DLM
Registered with IANA on port 625 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
813

Applications: D
DEC DLM



DEC LaDebug
Remote source code debugging protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
814

Applications: D
DEC LaDebug



decap
Registered with IANA on port 403 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
815

Applications: D
decap



Decbsrv
Registered with IANA on port 579 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
816

Applications: D
Decbsrv



DECVMS
Registered with IANA on port 441 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
817

Applications: D
DECVMS



Deezer
Music streaming service based in Paris.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
818

Applications: D
Deezer



DEI-ICDA
Registered with IANA on port 618 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
819

Applications: D
DEI-ICDA



Delicious
Social bookmarking website for storing, sharing, and finding web bookmarks.Description

social networking,browser pluginCategories

SSL protocol,share linksTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
820

Applications: D
Delicious



Dell
Computer and related technologies retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
821

Applications: D
Dell



Delta Search
A search engine, with a toolbar that is commonly installed by mistake.Description

search engineCategories

SSL protocol,autostarts/stays resident,safesearch unsupportedTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
822

Applications: D
Delta Search



Demandbase
Advertising and marketing site.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
823

Applications: D
Demandbase



Demio
Demio is a webinar platform.Description

web conferencingCategories

SSL protocol,sharemedia,instant chat,web-based support/help,web chat,video
conferencing

Tags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
824

Applications: D
Demio



DeNA websites
Traffic generated by browsing DeNA Comm website and some other sites
that belong to DeNA.

Description

web services providerCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
825

Applications: D
DeNA websites



DEOS
Distributed External Object Store. Registered with IANA on port 76 tcp/udp.Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
826

Applications: D
DEOS



DepartApp
Platform for measurement, collection, analysis and reporting of web dataDescription

web services providerCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
827

Applications: D
DepartApp



DepositFiles
International file hosting and sharing service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
828

Applications: D
DepositFiles



Desknet's
Desknet's (by NEO) is a Japanese groupware application for resource sharing.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
829

Applications: D
Desknet's



Destructoid
An independent blog focused on video games.Description

e-commerce,gamingCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
830

Applications: D
Destructoid



detikcom
Indonesian online news portal.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
831

Applications: D
detikcom



Detroit Free Press
News local to Detroit metropolitan area.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
832

Applications: D
Detroit Free Press



deviantART
Online community focused around artwork.Description

remote file storage,social networkingCategories

file sharing/transfer,share media,displays ads,share photos,blog,adult contentTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
833

Applications: D
deviantART



device
Registered with IANA on port 801 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
834

Applications: D
device



DGP
Dissimilar Gateway Protocol, Registered with IANA as IP Protocol 86.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
835

Applications: D
DGP



DHCP
DHCP (Dynamic Host Configuration Protocol) is an auto configuration
protocol used for assigning IP addresses.

Description

network protocols/servicesCategories

UDP protocol,opens portTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
836

Applications: D
DHCP



DHCP Failover
DHCP Failover Protocol supports automatic DHCP failover.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
837

Applications: D
DHCP Failover



DHCP Failover 2
Provides synchronization between two DHCP servers.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
838

Applications: D
DHCP Failover 2



DHCPv6
Dynamic Host Configuration Protocol for IPv6.Description

network protocols/servicesCategories

UDP protocol,opens portTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
839

Applications: D
DHCPv6



Diameter
Diameter AAA. IANA TCP port 3868.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
840

Applications: D
Diameter



Dick's Sporting Goods
Retailer focused on sporting goods.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
841

Applications: D
Dick's Sporting Goods



DICOM
Medical imaging standards for storing,printing and transmitting.Description

web services provider,PACSCategories

Tags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
842

Applications: D
DICOM



Dictionary.com
Online free dictionary.Description

web services providerCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
843

Applications: D
Dictionary.com



Digg
News discussion site.Description

web content aggregators,social networkingCategories

business impact,share linksTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
844

Applications: D
Digg



Digikala
Online shopping and review forum from Iran.Description

web services provider,gamingCategories

encrypts communicationsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
845

Applications: D
Digikala



digital-vrc
Registered with IANA on port 466 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
846

Applications: D
digital-vrc



Diigo
Social bookmarking website for storing, sharing, and finding web bookmarks.Description

web content aggregators,social networkingCategories

SSL protocol,file sharing/transfer,share media,share linksTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
847

Applications: D
Diigo



Dilbert.com
Offcial website for Dilbert, American comic strips.Description

web services provider,multimedia (other)Categories

SSL protocol,encrypts communications,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
848

Applications: D
Dilbert.com



Dillards
Retail department store.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
849

Applications: D
Dillards



DingDing
Instant messaging & Collaboration software.Description

collaboration,instant messaging,mobile application,web desktopCategories

SSL protocol,encrypts communications,web chatTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
850

Applications: D
DingDing



DINGIT.TV
Sports highlights and online game portal.Description

web services provider,gaming,multimedia (TV/video)Categories

encrypts communications,share videoTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
851

Applications: D
DINGIT.TV



DioDeo
Korean Entertainment news.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
852

Applications: D
DioDeo



Diply
Social news and entertainment with trending contents.Description

web services provider,multimedia (TV/video)Categories

share media,displays ads,share videoTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
853

Applications: D
Diply



DirBuster
Lists directory and files on web servers.Description

web services provider,network utilitiesCategories

not work relatedTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
854

Applications: D
DirBuster



Direct Connect
Peer-to-peer file sharing.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,encrypts
communications,business impact

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
855

Applications: D
Direct Connect



Direct TV Software Updates
Registered with IANA on port 3335 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
856

Applications: D
Direct TV Software Updates



Direct TV Tickers
Registered with IANA on port 3336 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
857

Applications: D
Direct TV Tickers



DirectPlay
Part of Microsoft's DirectX API.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
858

Applications: D
DirectPlay



DirectPlay8
Part of Microsoft's DirectX API.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
859

Applications: D
DirectPlay8



DirectREV
Real-time digital ad marketplace to connects publishers with agencies and
ad networks.

Description

web services provider,businessCategories

Tags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
860

Applications: D
DirectREV



DirecTV Data Catalog
Consumer satellite data service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
861

Applications: D
DirecTV Data Catalog



DirecTV Webcasting
Consumer satellite internet broadcasts.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
862

Applications: D
DirecTV Webcasting



Discard
A service in the Internet Protocol Suite defined in RFC 863. It is intended
for testing, debugging, and measurement purposes.

Description

network protocols/services,network utilitiesCategories

opens portTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
863

Applications: D
Discard



Discover
Financial services company.Description

e-commerce,business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
864

Applications: D
Discover



Disney
Official Disney website.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
865

Applications: D
Disney



Disney Plus
Disney+ is a video on-demand streaming subscriptionDescription

e-commerce,multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
Disney Plus



Disqus
Company which provides discussion forum features.Description

web services providerCategories

SSL protocol,web chatTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
867

Applications: D
Disqus



distcc
Distributed Compiler Protocol is used with distributed compilers.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
868

Applications: D
distcc



DivShare
File hosting and sharing service.Description

remote file storageCategories

file sharing/transferTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
869

Applications: D
DivShare



DIXIE
A lightweight directory assistence protocol, registered with IANA on port
96 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
870

Applications: D
DIXIE



Djpod
A suite of tools for podcasting.Description

multimedia (music/audio)Categories

SSL protocol,streaming feedTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
871

Applications: D
Djpod



dl.free.fr
French based file hosting service.Description

remote file storageCategories

file sharing/transferTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
872

Applications: D
dl.free.fr



DLMS-COSEM
DLMS (Device Language Message Specification) / COSEM
(CompanionSpecification for Energy Metering) specifies an interface model
and communication protocols for data exchange with metering equipment.

Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLMS-COSEM



DLMS-COSEM Get Request
A DLMS-COSEM service request to get the value(s) of one or all attributes.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
874

Applications: D
DLMS-COSEM Get Request



DLMS-COSEM Get Response
A DLMS-COSEM service to send a response to a previously received GET
indication primitive.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLMS-COSEM Get Response



DLMS-COSEM Initiate Request High-Level Authentication
A DLMS-COSEM service request for User-Information exchange with
High-Level Authentication.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLMS-COSEM Initiate Request High-Level Authentication



DLMS-COSEM Initiate Request Low-Level Authentication
A DLMS-COSEM service request for User-Information exchange with
Low-Level Authentication.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLMS-COSEM Initiate Request Low-Level Authentication



DLMS-COSEM Initiate Request No Authentication
A DLMS-COSEM service request for User-Information exchange with No
Authentication.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLMS-COSEM Initiate Request No Authentication



DLMS-COSEM Initiate Response
A DLMS-COSEM service response for User-Information exchange.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: D
DLMS-COSEM Initiate Response



DLMS-COSEM Set Request
A DLMS-COSEM service request to set the value of one or more attributes.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: D
DLMS-COSEM Set Request



DLMS-COSEM Set Response
A DLMS-COSEM service to send a response to a previously received SET
indication primitive.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: D
DLMS-COSEM Set Response



DLS
Directory Location Service, registered with IANA on port 197 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DLS



dls-mon
Directory Location Service Monitor registered with IANA on port 198
TCP/UDP

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
dls-mon



DMM
Japan-based e-commerce portal for purchasing goods and services like
e-books, games, VOD, 3D priting.

Description

web services provider,e-commerceCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: D
DMM



DN6-NLM-AUD
DNSIX Network Level Module Audit registered with IANA on port 195
TCP/UDP

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: D
DN6-NLM-AUD



DNA-CML
Registered with IANA on port 436 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: D
DNA-CML



DNP3
Process automation protocol, commonly used to control equipment used by
utilities such as electricity and water.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: D
DNP3



DNS
DNS (Domain Name System) provides hostname resolution for finding hosts
on a network.

Description

network protocols/servicesCategories

UDP protocol,opens portTags

Very LowRisk

Very HighBusiness Relevance
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Applications: D
DNS



DNS over HTTPS
DNS traffic that is encrypted and obfuscated with HTTPS.Description

network protocols/servicesCategories

SSL protocol,UDP protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: D
DNS over HTTPS



DNS over TLS
DNS over TLS, security protocol for encrypting and transmitting DNS query
and response via TLS.

Description

network protocols/servicesCategories

UDP protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: D
DNS over TLS



DNSIX
DNSIX stands for DODIIS (Department of Defence Intelligence Information
System) Network Security Information Exchange. Network security protocols
defined by the U.S. Defense Intelligence Agency.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: D
DNSIX



Docstor
Electronic document storage site.Description

remote file storageCategories

high bandwidth,file sharing/transferTags

HighRisk

LowBusiness Relevance
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Applications: D
Docstor



DocuSign
Secure electronic document signing.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: D
DocuSign



Dogpile
Search engine aggregator.Description

web services provider,search engineCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

HighBusiness Relevance
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Applications: D
Dogpile



DomainTools
A domain name registrar.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: D
DomainTools



Dooble
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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896

Applications: D
Dooble



Doof
Online gaming site.Description

gaming,web content aggregatorsCategories

SSL protocol,content provider,web gamingTags

Very LowRisk

Very LowBusiness Relevance
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Applications: D
Doof



DOOM
A first person shooter game with multiplayer support developed by Id
Software.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: D
DOOM



Dotomi
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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899

Applications: D
Dotomi



Dots
Mobile game for connecting dots.Description

gaming,mobile applicationCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: D
Dots



DotVPN
A VPN Tunneling app.Description

VPN/tunnelCategories

SSL protocol,encrypts communicationsTags

Very HighRisk

LowBusiness Relevance
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Applications: D
DotVPN



Douban
Chinese social networking service.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
Douban



Doubleclick
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: D
Doubleclick



DoubleDownCasino
Facebook casino games.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DoubleDownCasino



DoublePimp
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: D
DoublePimp



DoubleVerify
Verifies Online advertisements.Description

web services provider,business,ad portalCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: D
DoubleVerify



Douyu
Chinese portal for live video games.Description

web services provider,gaming,multimedia (TV/video)Categories

encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: D
Douyu



DPSI
Desktop Paging Software, Inc. Registered with IANA on port 315 tcp/udp.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: D
DPSI



Dr. Watson
Application debugger.Description

collaborationCategories

Windows installerTags

Very LowRisk

Very HighBusiness Relevance
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Applications: D
Dr. Watson



Dragon Dictate
Speach recognition software for Mac.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: D
Dragon Dictate



Draw.io
Online diagram and flowchart application.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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911

Applications: D
Draw.io



Drawbridge
Advertisement site.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: D
Drawbridge



DRDA
Protocol for distributed relational databases.Description

databaseCategories

file sharing/transfer,share media,business impactTags

LowRisk

Very HighBusiness Relevance
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Applications: D
DRDA



Drift
Conversational marketing platformDescription

web services provider,mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: D
Drift



DriveHQ
Cloud storage and online backup system.Description

web services provider,remote file storageCategories

FTP protocol,SSL protocol,file sharing/transfer,encrypts communications,UDP
protocol

Tags

Very LowRisk

HighBusiness Relevance
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Applications: D
DriveHQ



Dropbear
SSH client.Description

VPN/tunnel,network protocols/services,security management,remote
administration

Categories

evasive,SSL protocol,encrypts communications,allows remote connect,Mac
installer,Linux installer

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: D
Dropbear



Dropbox
Cloud based file storage.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
917

Applications: D
Dropbox



Dropbox Download
File download action of Dropbox.Description

remote file storageCategories

SSL protocol,decrypted trafficTags

HighRisk

LowBusiness Relevance
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Applications: D
Dropbox Download



Dropbox Share
File sharing option from Dropbox.Description

remote file storageCategories

decrypted trafficTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
Dropbox Share



Dropbox Upload
File upload action of Dropbox.Description

remote file storageCategories

SSL protocol,decrypted trafficTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
Dropbox Upload



Dropcam
Cloud-based remote Wifi video with voice chat from either side.Description

remote file storage,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: D
Dropcam



Drudge Report
News aggregator.Description

web services provider,multimedia (TV/video),newsCategories

web-based support/help,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: D
Drudge Report



Drugs.com
Online pharmacy.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: D
Drugs.com



Drugstore.com
Online retailer for health, beauty, and wellness products.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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924

Applications: D
Drugstore.com



Drupal
Open source to content management service.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: D
Drupal



DSFGW
Registered with IANA on port 438 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: D
DSFGW



DSP
Display Support Protocol. Registered with IANA on port 33 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: D
DSP



DSP3270
Display Systems Protocol. Registered with IANA on port 246 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: D
DSP3270



DSR
Dynamic Source Routing is a routing protocol for wireless mesh networks.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
929

Applications: D
DSR



DSSETUP
Microsoft Active Directory's Directory Services Setup.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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930

Applications: D
DSSETUP



DSW
Designer Shoe Warehouse - branded footwear.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Applications: D
DSW



DTAG
Protocols developed by Deutsche Telekom AG. Registered with IANA on
port 352 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: D
DTAG



DTK
The Deception ToolKit is honeypot software that allows faking of
vulnerabilities.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: D
DTK



DTLS
Datagram Transport Layer Security, essentially TLS over UDP.Description

network protocols/servicesCategories

SSL protocol,encrypts communications,UDP protocol,decrypted trafficTags

Very LowRisk

Very HighBusiness Relevance
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934

Applications: D
DTLS



DuckDuckGo
Search engine.Description

web services provider,search engineCategories

SSL protocol,safesearch supportedTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
935

Applications: D
DuckDuckGo



Dwolla
Online Payment service.Description

web services provider,e-commerce,financialCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: D
Dwolla



DWR
Registered with IANA on port 644 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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937

Applications: D
DWR



DynGate
A firewall that allows TeamViewer traffic to tunnel over HTTP.Description

VPN/tunnel,remote desktop controlCategories

encrypts communications,tunnelsTags

MediumRisk

MediumBusiness Relevance
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938

Applications: D
DynGate



Applications: E

This chapter contains the following sections:

• E! Online, on page 942
• E*TRADE, on page 943
• EA Download Manager, on page 944
• EA Games, on page 945
• EarthCam, on page 946
• EarthLink, on page 947
• Easou Spider, on page 948
• East Money, on page 949
• Eastday, on page 950
• easyMule, on page 951
• eBay, on page 952
• eBay Bid, on page 953
• eBay Search, on page 954
• eBay Watch, on page 955
• eBuddy, on page 956
• eBuddy XMS, on page 957
• echo, on page 958
• Eclipse, on page 959
• Eclipse Marketplace, on page 960
• Eclipse Updates, on page 961
• Edge, on page 962
• Edge Chromium, on page 963
• EdgeCast, on page 964
• Edmunds.com, on page 965
• eDonkey, on page 966
• eDonkey Static, on page 967
• eFax, on page 968
• Egloos, on page 969
• EGP, on page 970
• eHow, on page 971
• EIGRP, on page 972
• ekantipur, on page 973
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• Eksi sozluk, on page 974
• EL PALS, on page 975
• Elephant Drive, on page 976
• Elinks, on page 977
• Elisa Viihde, on page 978
• Elmogaz, on page 979
• EMBLNDT, on page 980
• EMC SmartPackets, on page 981
• EMFIS Data, on page 982
• EMFIS-CNTL, on page 983
• Emission Control Protocol, on page 984
• Encapsulation Header, on page 985
• Enet, on page 986
• Engadget, on page 987
• engage BDR, on page 988
• ENIP, on page 989
• Ensighten, on page 990
• Entertainment Weekly, on page 991
• entomb, on page 992
• Entrust Administration Service Handler, on page 993
• Entrust SPS, on page 994
• entrust-aaas, on page 995
• entrust-aams, on page 996
• Entrust-KMSH, on page 997
• EntrustTime, on page 998
• Envato, on page 999
• Epic, on page 1000
• Epiphany, on page 1001
• Epmap, on page 1002
• EQ Ads, on page 1003
• eRecht24, on page 1004
• eRoom, on page 1005
• ERPC, on page 1006
• errlog copy/server daemon, on page 1007
• ESCP, on page 1008
• Eset, on page 1009
• eSignal, on page 1010
• ESP, on page 1011
• ESPN, on page 1012
• ESPN Video, on page 1013
• ESPNcricinfo, on page 1014
• ESRO, on page 1015
• ESRO-EMSDP V1.3, on page 1016
• ESTsoft, on page 1017
• Etao, on page 1018
• EtherIP, on page 1019
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Applications: E



• ETOS, on page 1020
• Etsy, on page 1021
• ETtoday, on page 1022
• Eudora, on page 1023
• Eudora Pro, on page 1024
• Eudora Set, on page 1025
• European Union, on page 1026
• Eve Online, on page 1027
• Eventbrite, on page 1028
• Evernote, on page 1029
• Evidon, on page 1030
• Evolution, on page 1031
• Evony, on page 1032
• Examiner.com, on page 1033
• Exchange, on page 1034
• Exchange Online, on page 1035
• Exchange System Attendant, on page 1036
• exec, on page 1037
• eXelate, on page 1038
• ExoClick, on page 1039
• Expedia, on page 1040
• Exponential Interactive, on page 1041
• ExpressVPN, on page 1042
• ExtraTorrent, on page 1043
• ExtremeTube, on page 1044
• Eyejot, on page 1045
• eyeReturn, on page 1046
• ezhelp, on page 1047
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941

Applications: E



E! Online
Online entertainment news.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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942

Applications: E
E! Online



E*TRADE
Financial services company with a focus on online stock brokerage.Description

e-commerce,business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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943

Applications: E
E*TRADE



EA Download Manager
Electronic Arts Download manager is a digital distribution for EA games.Description

download manager,gamingCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: E
EA Download Manager



EA Games
Web portal for Electronics Arts, a video games distributor.Description

web services providerCategories

SSL protocol,encrypts communications,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: E
EA Games



EarthCam
Network of live cameras in public places around the world.Description

multimedia (TV/video)Categories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
EarthCam



EarthLink
IT Solution provider for network and communications.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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947

Applications: E
EarthLink



Easou Spider
Web crawler for Easou.Description

web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: E
Easou Spider



East Money
Chinese financial news portal.Description

business,financialCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: E
East Money



Eastday
Chinese news portal.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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950

Applications: E
Eastday



easyMule
Open-Source P2P software.Description

web services providerCategories

file sharing/transferTags

HighRisk

Very LowBusiness Relevance
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Applications: E
easyMule



eBay
An online auction and shopping website.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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952

Applications: E
eBay



eBay Bid
Bidding in an eBay Auction.Description

e-commerceCategories

SSL protocol,business impact,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: E
eBay Bid



eBay Search
Browsing eBay listings.Description

e-commerceCategories

business impact,displays adsTags

LowRisk

Very LowBusiness Relevance
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954

Applications: E
eBay Search



eBay Watch
Watching an item on eBay.Description

e-commerceCategories

business impact,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: E
eBay Watch



eBuddy
Web chat client.Description

e-commerce,instant messagingCategories

displays ads,web chat,IM aggregator,tunnelsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: E
eBuddy



eBuddy XMS
eBuddy messages over XMS.Description

e-commerce,instant messaging,SMS toolsCategories

displays ads,web chat,IM aggregator,tunnelsTags

MediumRisk

MediumBusiness Relevance
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Applications: E
eBuddy XMS



echo
UNIX service for repeating strings of characters. Registered with IANA on
port 7 tcp/udp.

Description

network utilitiesCategories

opens portTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
958

Applications: E
echo



Eclipse
Software Updates for Eclipse.Description

software updateCategories

high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software

Tags

MediumRisk

LowBusiness Relevance
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Applications: E
Eclipse



Eclipse Marketplace
Marketplace for Eclipse application.Description

software updateCategories

high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software

Tags

MediumRisk

LowBusiness Relevance
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Applications: E
Eclipse Marketplace



Eclipse Updates
Software Updates for Eclipse.Description

software updateCategories

high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software

Tags

MediumRisk

LowBusiness Relevance
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Applications: E
Eclipse Updates



Edge
Microsoft web browser.Description

web browserCategories

SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Edge



Edge Chromium
Microsoft browser based on chromiumDescription

web browserCategories

SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Edge Chromium



EdgeCast
Verizon Digital Media Services content delivery network.Description

web services providerCategories

SSL protocol,content providerTags

Very LowRisk

MediumBusiness Relevance
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Applications: E
EdgeCast



Edmunds.com
General automotive information website.Description

e-commerce,newsCategories

not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: E
Edmunds.com



eDonkey
A peer to peer file sharing network.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,UDP protocol,allows remote
connect,not work related,eDonkey

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: E
eDonkey



eDonkey Static
eDonkey related traffic.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
eDonkey Static



eFax
Internet fax service.Description

web services providerCategories

SSL protocol,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: E
eFax



Egloos
Korean blog host.Description

web services providerCategories

SSL protocol,displays ads,blogTags

LowRisk

LowBusiness Relevance
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Applications: E
Egloos



EGP
Exterior Gateway Protocol, predecessor of BGP. Used between Autonomous
Systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
EGP



eHow
Website featuring tutorials on a wide variety of subjects.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,web-based support/help,displays ads,share links,share video,blogTags

MediumRisk

Very LowBusiness Relevance
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Applications: E
eHow



EIGRP
Enhanced Interior Gateway Routing Protocol is a Cisco interior gateway
protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
EIGRP



ekantipur
Kantipur online news portal.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
ekantipur



Eksi sozluk
Turkish online dictionary.Description

web services provider,multimedia (TV/video)Categories

encrypts communications,displays ads,social network postTags

Very LowRisk

LowBusiness Relevance
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Applications: E
Eksi sozluk



EL PALS
Spanish daily newspaper portal.Description

web services provider,multimedia (TV/video),newsCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
EL PALS



Elephant Drive
Cloud storage service used primarily as an online backup tool.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: E
Elephant Drive



Elinks
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: E
Elinks



Elisa Viihde
A Finnish telecommunications company.Description

multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays ads,content provider,streaming feedTags

Very LowRisk

MediumBusiness Relevance
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978

Applications: E
Elisa Viihde



Elmogaz
Egyptian online news portal.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
Elmogaz



EMBLNDT
Registered with IANA on port 394 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: E
EMBLNDT



EMC SmartPackets
Registered with IANA on port 3218 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
EMC SmartPackets



EMFIS Data
EMFIS Service, port 140 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: E
EMFIS Data



EMFIS-CNTL
EMFIS Control Service registered with IANA on port 141 TCP/UDPDescription

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: E
EMFIS-CNTL



Emission Control Protocol
Registered with IANA as IP Protocol 14.Description

network protocols/servicesCategories

SCADA protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: E
Emission Control Protocol



Encapsulation Header
Encapsulation Protocol is an IP over IP tunneling protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Encapsulation Header



Enet
Web portal for Chinese-speaking IT workers.Description

web services provider,business,social networkingCategories

displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: E
Enet



Engadget
E-commerce for gadgets and electronics.Description

e-commerce,mobile applicationCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: E
Engadget



engage BDR
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
engage BDR



ENIP
Ethernet/IP, an industrial control protocol.Description

network protocols/servicesCategories

SCADA protocol,Common Industrial ProtocolTags

LowRisk

Very HighBusiness Relevance
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Applications: E
ENIP



Ensighten
Tag-based advertising platform.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: E
Ensighten



Entertainment Weekly
Entertainment new and video clips.Description

multimedia (TV/video),newsCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: E
Entertainment Weekly



entomb
Registered with IANA on port 775 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
entomb



Entrust Administration Service Handler
Registered with IANA on port 710 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Entrust Administration Service Handler



Entrust SPS
Registered with IANA on port 640 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Entrust SPS



entrust-aaas
Registered with IANA on port 680 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
995

Applications: E
entrust-aaas



entrust-aams
Registered with IANA on port 681 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
entrust-aams



Entrust-KMSH
Entrust KeyManagement Service Handler is a cryptographic keymanagement
service.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Entrust-KMSH



EntrustTime
Time protocol for Entrust, Inc's security software. Registered with IANA on
port 309 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: E
EntrustTime



Envato
Combined software education and marketplace site.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: E
Envato



Epic
Software that uses the Health Level 7 protocol.Description

network protocols/services,healthcare servicesCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: E
Epic



Epiphany
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: E
Epiphany



Epmap
DCE endpoint resolution. Registered with IANA on port 135 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
Epmap



EQ Ads
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
EQ Ads



eRecht24
Russian Web portal for all legal related information.Description

web services providerCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: E
eRecht24



eRoom
Collaborative software site.Description

web services provider,collaboration,remote administrationCategories

SSL protocol,allows remote connectTags

LowRisk

HighBusiness Relevance
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Applications: E
eRoom



ERPC
Encore Expedited Remote Procedure Call.Description

network protocols/services,remote administrationCategories

allows remote controlTags

HighRisk

MediumBusiness Relevance
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Applications: E
ERPC



errlog copy/server daemon
Registered with IANA on port 704 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
errlog copy/server daemon



ESCP
Registered with IANA on port 621 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
ESCP



Eset
Eset Antivirus/Security software download and updates.Description

security managementCategories

SSL protocol,file sharing/transfer,adds/installs other softwareTags

Very LowRisk

HighBusiness Relevance
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Applications: E
Eset



eSignal
Used by eSignal in their online trading line of products.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
eSignal



ESP
Encapsulating Security Payload, a part of the IPSec security protocol suite.Description

e-commerceCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
ESP



ESPN
Online Sports news and show.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: E
ESPN



ESPN Video
Video streaming on ESPN.Description

multimedia (TV/video)Categories

decrypted trafficTags

MediumRisk

LowBusiness Relevance
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Applications: E
ESPN Video



ESPNcricinfo
ESPN site focused on the game of Cricket.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

LowRisk

Very LowBusiness Relevance
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Applications: E
ESPNcricinfo



ESRO
The Efficient Short Remote Operations service is a Remote Procedure Call
service.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: E
ESRO



ESRO-EMSDP V1.3
IANA tcp/udp port 642.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: E
ESRO-EMSDP V1.3



ESTsoft
Provides software tools and online games.Description

web services provider,gaming,software updateCategories

SSL protocol,bundles softwareTags

MediumRisk

LowBusiness Relevance
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Applications: E
ESTsoft



Etao
Chinese web portal.Description

web services providerCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: E
Etao



EtherIP
EtherIP is a protocol used for tunneling Ethernet packets across an IP internet.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: E
EtherIP



ETOS
Registered with IANA on ports 377-378 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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1020

Applications: E
ETOS



Etsy
E-commerce website for homemade or vintage items.Description

e-commerceCategories

SSL protocol,not work relatedTags

MediumRisk

MediumBusiness Relevance
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1021

Applications: E
Etsy



ETtoday
Chinese online news portal.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: E
ETtoday



Eudora
email client.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

LowRisk

MediumBusiness Relevance
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Applications: E
Eudora



Eudora Pro
email client.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

LowRisk

MediumBusiness Relevance
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Applications: E
Eudora Pro



Eudora Set
Protocol used by Eudora. IANA tcp/udp port 592.Description

network protocols/services,emailCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: E
Eudora Set



European Union
Official website for European Union.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: E
European Union



Eve Online
Science fiction multi player online game.Description

multimedia (TV/video)Categories

web gamingTags

HighRisk

LowBusiness Relevance
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Applications: E
Eve Online



Eventbrite
Event organization and invite site.Description

collaboration,social networkingCategories

SSL protocol,sends mailTags

Very LowRisk

HighBusiness Relevance
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1028

Applications: E
Eventbrite



Evernote
Synched note taking and web bookmarking app.Description

web desktopCategories

SSL protocol,Mac installerTags

LowRisk

MediumBusiness Relevance
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Applications: E
Evernote



Evidon
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
Evidon



Evolution
Gnome email client.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

MediumRisk

MediumBusiness Relevance
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Applications: E
Evolution



Evony
Browser-based online multiplayer game.Description

gamingCategories

high bandwidth,SSL protocol,web gaming,not work relatedTags

HighRisk

Very LowBusiness Relevance
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Applications: E
Evony



Examiner.com
News portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays ads,FlashTags

Very LowRisk

LowBusiness Relevance
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Applications: E
Examiner.com



Exchange
Microsoft Exchange services.Description

collaboration,emailCategories

encrypts communications,User-Agent ExclusionTags

HighRisk

HighBusiness Relevance
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Applications: E
Exchange



Exchange Online
Traffic associated with Exchange Online, such as visiting outlook.com.Description

web services provider,web content aggregatorsCategories

SSL protocol,Common Industrial ProtocolTags

LowRisk

LowBusiness Relevance
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Applications: E
Exchange Online



Exchange System Attendant
Micosoft Exchange System Attendant service.Description

emailCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: E
Exchange System Attendant



exec
Unix utility that provides remote execution of software.Description

remote desktop control,network utilitiesCategories

allows remote connect,opens port,allows remote controlTags

LowRisk

Very HighBusiness Relevance
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Applications: E
exec



eXelate
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
eXelate



ExoClick
Barcelona based advertising company for both advertisers and publishers.Description

web services provider,businessCategories

encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Applications: E
ExoClick



Expedia
Travel reservation website.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: E
Expedia



Exponential Interactive
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
Exponential Interactive



ExpressVPN
A paid VPN platform with desktop and mobile apps.Description

VPN/tunnelCategories

evasive,FTP protocol,SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: E
ExpressVPN



ExtraTorrent
A BitTorrent network.Description

download manager,peer to peerCategories

file sharing/transfer,share media,BitTorrent,share video,not work relatedTags

Very HighRisk

Very LowBusiness Relevance
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Applications: E
ExtraTorrent



ExtremeTube
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: E
ExtremeTube



Eyejot
Video mail web application.Description

email,multimedia (TV/video),VoIPCategories

SSL protocol,sends mail,share video,webmailTags

Very LowRisk

HighBusiness Relevance
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1045

Applications: E
Eyejot



eyeReturn
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: E
eyeReturn



ezhelp
Allows remote access.Description

web services provider,ad portalCategories

SSL protocol,displays ads,allows remote connectTags

MediumRisk

LowBusiness Relevance
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Applications: E
ezhelp
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Applications: E
ezhelp



Applications: F

This chapter contains the following sections:

• F-Prot, on page 1053
• F-secure, on page 1054
• Fab.com, on page 1055
• Facebook, on page 1056
• Facebook Applications Other, on page 1057
• Facebook Apps, on page 1058
• Facebook Comment, on page 1059
• Facebook event, on page 1060
• Facebook Games, on page 1061
• Facebook Like, on page 1062
• Facebook Message, on page 1063
• Facebook Notes, on page 1064
• Facebook Photos, on page 1065
• Facebook search, on page 1066
• Facebook Sports, on page 1067
• Facebook Status Update, on page 1068
• Facebook Utilities, on page 1069
• Facebook video, on page 1070
• Facebook video chat, on page 1071
• Facebook VoIP, on page 1072
• Facetime, on page 1073
• Fancy, on page 1074
• Fark, on page 1075
• Farmville, on page 1076
• FASP, on page 1077
• FastCGI, on page 1078
• FastTrack, on page 1079
• Fatmen, on page 1080
• FC2, on page 1081
• FCP, on page 1082
• FDSSDP, on page 1083
• Federated Media, on page 1084
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• FedEx, on page 1085
• Feed43, on page 1086
• FeedBurner, on page 1087
• Feedfetcher, on page 1088
• Feedly, on page 1089
• Feedly Fetcher, on page 1090
• Fetion, on page 1091
• FFFFOUND!, on page 1092
• Fidelity, on page 1093
• Fiesta, on page 1094
• Fifth Third Bank, on page 1095
• FileDropper, on page 1096
• Fileguri, on page 1097
• FileHost.ro, on page 1098
• Filemail, on page 1099
• FileMaker, on page 1100
• FileServe, on page 1101
• FilmOn, on page 1102
• Finger, on page 1103
• Fingta, on page 1104
• Fink, on page 1105
• FinTS, on page 1106
• FiOS TV, on page 1107
• Fire, on page 1108
• FireAMP, on page 1109
• Firefly Education, on page 1110
• Firefox, on page 1111
• Fiserv, on page 1112
• Fiverr, on page 1113
• FIX, on page 1114
• Flash Video, on page 1115
• FlashGet, on page 1116
• Flexera Software, on page 1117
• FLEXlm, on page 1118
• Flickr, on page 1119
• Flickr Upload, on page 1120
• Flightradar24, on page 1121
• Fling, on page 1122
• Flipboard, on page 1123
• Flipkart, on page 1124
• Flixster, on page 1125
• FLN-SPX, on page 1126
• Flock, on page 1127
• Fluent, on page 1128
• Flurry Analytics, on page 1129
• Fluxiom, on page 1130
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• FlyProxy, on page 1131
• Fnac, on page 1132
• FogBugz, on page 1133
• folkd, on page 1134
• Font Awesome, on page 1135
• Food Network, on page 1136
• FORA.tv, on page 1137
• Forbes, on page 1138
• Fotki, on page 1139
• Foursquare, on page 1140
• FOX, on page 1141
• Fox News, on page 1142
• Fox Sports, on page 1143
• Foxy, on page 1144
• FreeCast, on page 1145
• Freee TV, on page 1146
• Freegate, on page 1147
• Freelancer, on page 1148
• Freenet, on page 1149
• FreeOnes, on page 1150
• Freepik, on page 1151
• FreeStreams, on page 1152
• FreeSWITCH, on page 1153
• Freewheel, on page 1154
• FriendFeed, on page 1155
• FriendFinder, on page 1156
• Friendster, on page 1157
• Fring, on page 1158
• Fring A/V, on page 1159
• FRIV, on page 1160
• FrostWire, on page 1161
• Frozenway, on page 1162
• Fry's Electronics, on page 1163
• FTD, on page 1164
• FTP, on page 1165
• FTP Active, on page 1166
• FTP Data, on page 1167
• FTP Passive, on page 1168
• FTP Software Agent System, on page 1169
• FTPS, on page 1170
• FTPS Data, on page 1171
• Fujitsu Device Control, on page 1172
• Funny or Die, on page 1173
• Funshion, on page 1174
• Funshion Video, on page 1175
• Fuyin.TV, on page 1176
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• Fuze, on page 1177
• FXP, on page 1178
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F-Prot
F-Prot Antivirus/Security software download and updates.Description

security managementCategories

SSL protocol,file sharing/transferTags

Very LowRisk

HighBusiness Relevance
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Applications: F
F-Prot



F-secure
Antivirus software.Description

security managementCategories

antivirus,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance
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Applications: F
F-secure



Fab.com
E-commerce for all articles.Description

web services provider,e-commerceCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: F
Fab.com



Facebook
Facebook is a social networking service.Description

gaming,social networking,instant messaging,multimedia (TV/video),mobile
application,VoIP

Categories

SSL protocol,encrypts communications,displays ads,web chat,video
conferencing,Facebook post,Facebook

Tags

HighRisk

LowBusiness Relevance
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Applications: F
Facebook



Facebook Applications Other
Other Application categories in Facebook.Description

web services providerCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Applications Other



Facebook Apps
Any facebook add on, generally games, puzzles, gifts, classifieds.Description

social networkingCategories

FacebookTags

HighRisk

LowBusiness Relevance
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Applications: F
Facebook Apps



Facebook Comment
A comment made to another user's status update on Facebook.Description

social networkingCategories

social network post,Facebook post,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Comment



Facebook event
A message or page view of a social event on Facebook.Description

social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook event



Facebook Games
Online games section of Facebook.Description

web services provider,social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Games



Facebook Like
Clicking Like on Facebook.Description

social networkingCategories

social network post,Facebook post,FacebookTags

HighRisk

LowBusiness Relevance
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Applications: F
Facebook Like



Facebook Message
A message sent on Facebook.Description

social networkingCategories

SSL protocol,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Message



Facebook Notes
Notes app in Facebook.Description

web services provider,social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Notes



Facebook Photos
Photos traffic from Facebook.Description

multimedia (TV/video),multimedia (other)Categories

SSL protocol,share media,FacebookTags

HighRisk

LowBusiness Relevance
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Applications: F
Facebook Photos



Facebook search
Using the search bar on Facebook.Description

social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook search



Facebook Sports
Sports section of Facebook.Description

web services provider,social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Sports



Facebook Status Update
A status update on Facebook.Description

social networkingCategories

Facebook post,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Status Update



Facebook Utilities
Utilities category in Facebook.Description

web services provider,social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook Utilities



Facebook video
Viewing video posted on Facebook.Description

social networkingCategories

SSL protocol,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Facebook video



Facebook video chat
Video chat on Facebook.Description

social networkingCategories

FacebookTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1071

Applications: F
Facebook video chat



Facebook VoIP
Using the facebook app for video conferencing.Description

VoIPCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: F
Facebook VoIP



Facetime
Apple video conferencing software.Description

mobile application,VoIPCategories

high bandwidth,video conferencing,Mac installerTags

MediumRisk

MediumBusiness Relevance
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Applications: F
Facetime



Fancy
Social media to share and buy items.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: F
Fancy



Fark
News link sharing and discussion.Description

web content aggregators,social networkingCategories

share media,business impact,share linksTags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Fark



Farmville
A real-time farm simulation game developed by Zynga, available for Facebook
and the iPhone.

Description

gaming,social networkingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: F
Farmville



FASP
Fast and Secure Protocol, for high speed file transfer.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
FASP



FastCGI
Distributed extension of CGI.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FastCGI



FastTrack
Peer-to-peer software.Description

network protocols/services,peer to peerCategories

high bandwidth,file sharing/transfer,share media,business impact,share
photos,User-Agent Exclusion

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FastTrack



Fatmen
Registered with IANA on port 347 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: F
Fatmen



FC2
Web server, sites and Blog provider.Description

web services providerCategories

SSL protocol,instant chat,web chat,blogTags

MediumRisk

LowBusiness Relevance
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Applications: F
FC2



FCP
FirstClass Protocol, a transport layer networking protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
FCP



FDSSDP
A service discovery protocol.Description

network protocols/services,network utilitiesCategories

recent vulnerabilities,User-Agent ExclusionTags

Very HighRisk

Very HighBusiness Relevance
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Applications: F
FDSSDP



Federated Media
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Federated Media



FedEx
Courier delivery services.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1085

Applications: F
FedEx



Feed43
Online RSS feed converter.Description

web content aggregatorsCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: F
Feed43



FeedBurner
Web feed management.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: F
FeedBurner



Feedfetcher
Google app that grabs RSS and Atom feeds.Description

web content aggregatorsCategories

streaming feedTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1088

Applications: F
Feedfetcher



Feedly
News Aggregator.Description

web services provider,mobile application,newsCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: F
Feedly



Feedly Fetcher
RSS feed for Feedly.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: F
Feedly Fetcher



Fetion
Chinese instant messaging client.Description

instant messaging,mobile applicationCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: F
Fetion



FFFFOUND!
Site for sharing found images from around the web.Description

multimedia (other)Categories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
FFFFOUND!



Fidelity
Mutual fund and financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: F
Fidelity



Fiesta
Games website.Description

gamingCategories

displays ads,web gamingTags

MediumRisk

LowBusiness Relevance
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Applications: F
Fiesta



Fifth Third Bank
A bank.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: F
Fifth Third Bank



FileDropper
File hosting and sharing service.Description

remote file storageCategories

SSL protocol,file sharing/transfer,share mediaTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1096

Applications: F
FileDropper



Fileguri
Korean file sharing web site.Description

web services provider,remote file storage,download managerCategories

high bandwidth,SSL protocol,file sharing/transferTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Fileguri



FileHost.ro
Romanian File sharing service.Description

web services providerCategories

file sharing/transferTags

HighRisk

LowBusiness Relevance
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Applications: F
FileHost.ro



Filemail
File hosting and sharing service.Description

remote file storageCategories

SSL protocol,file sharing/transfer,share mediaTags

Very HighRisk

LowBusiness Relevance
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Applications: F
Filemail



FileMaker
A cross-platform relational database application.Description

network protocols/services,databaseCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1100

Applications: F
FileMaker



FileServe
File hosting and sharing service.Description

remote file storageCategories

file sharing/transfer,share media,share photosTags

Very HighRisk

LowBusiness Relevance
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Applications: F
FileServe



FilmOn
Subscription based video on demand and TV streaming service.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: F
FilmOn



Finger
A simple network protocol for the exchange of human-oriented status and
user information.

Description

network protocols/servicesCategories

opens portTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1103

Applications: F
Finger



Fingta
Web Services, Malware and Ads.Description

web services providerCategories

displays adsTags

Very HighRisk

Very LowBusiness Relevance
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Applications: F
Fingta



Fink
Command line and Graphical interface for distributing binary files.Description

network protocols/services,download managerCategories

adds/installs other software,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: F
Fink



FinTS
An open protocol for online banking.Description

network protocols/services,business,financialCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FinTS



FiOS TV
Verizon FiOS TV.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,UDP protocol,adult content,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Applications: F
FiOS TV



Fire
Registered with IANA as IP Protocol 125.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
Fire



FireAMP
Cloud-based real time antivirus protection.Description

web services provider,security managementCategories

SSL protocol,autostarts/stays resident,antivirusTags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FireAMP



Firefly Education
Australian site that provides educational resourcesDescription

web services providerCategories

Flash,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Firefly Education



Firefox
A mozilla web browser.Description

web browserCategories

SSL protocol,recent vulnerabilities,encrypts communications,adds/installs
other software,Windows installer,Mac installer,Linux installer,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
Firefox



Fiserv
Fiserv is a provider of technology solutions to the financial world, including
banks, credit unions, securities processing organizations, insurance companies,
etc.

Description

web services provider,financialCategories

SSL protocol,business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: F
Fiserv



Fiverr
E-Commerce site generally for $5.Description

web services provider,e-commerce,businessCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: F
Fiverr



FIX
Financial Information eXchange, a protocol designed for securities and
commodities exchange information.

Description

network protocols/services,financialCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: F
FIX



Flash Video
Multimedia file format and Streaming video using Adobe Flash plugin.Description

web services provider,multimedia (TV/video),browser pluginCategories

high bandwidth,recent vulnerabilities,FlashTags

LowRisk

LowBusiness Relevance
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Applications: F
Flash Video



FlashGet
Windows based download manager.Description

download managerCategories

evasive,recent vulnerabilities,share media,UDP protocol,adds/installs other
software

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FlashGet



Flexera Software
Software tools for creating packages with compatible to cross platforms.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: F
Flexera Software



FLEXlm
FlexNet license manager, a software license manager.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
FLEXlm



Flickr
An image hosting and video hosting website, web services suite, and online
community.

Description

web services provider,search engine,social networkingCategories

SSL protocol,safesearch supportedTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Flickr



Flickr Upload
Online photo management and sharing.Description

remote file storageCategories

SSL protocol,file sharing/transfer,encrypts communications,share photosTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Flickr Upload



Flightradar24
Real-time aircraft flight tracking web service.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: F
Flightradar24



Fling
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: F
Fling



Flipboard
News aggregator Mobile application.Description

mobile application,newsCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Flipboard



Flipkart
India-based shopping site.Description

e-commerceCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: F
Flipkart



Flixster
A movie-based social networking site allowing users to share ratings and
recommendations. Available Facebook app.

Description

social networkingCategories

high bandwidth,MySpace,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: F
Flixster



FLN-SPX
Berkeley rlogind with SPX auth registered with IANA on port 221 TCP/UDPDescription

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: F
FLN-SPX



Flock
A web browser.Description

web browserCategories

adds/installs other software,webcam,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: F
Flock



Fluent
Marketing and analytics.Description

ad portalCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Fluent



Flurry Analytics
Mobile application analytics.Description

business,web browserCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Flurry Analytics



Fluxiom
Cloud storage, collaboration, and file management.Description

remote file storage,collaborationCategories

SSL protocol,file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
Fluxiom



FlyProxy
Anonymous proxy service.Description

anonymizer/proxyCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: F
FlyProxy



Fnac
International retail chain focused on cultural and electronic products.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: F
Fnac



FogBugz
Web-based project management and bug tracking system.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FogBugz



folkd
Social bookmarking and social news website.Description

web content aggregators,social networkingCategories

share linksTags

LowRisk

LowBusiness Relevance
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Applications: F
folkd



Font Awesome
Website for vector icons and social logos for websitesDescription

web services providerCategories

content providerTags

Very LowRisk

MediumBusiness Relevance
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Applications: F
Font Awesome



Food Network
Official website for the TV network about food and cooking.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share media,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: F
Food Network



FORA.tv
Website hosting videos of live events, lectures, and debates.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

LowRisk

MediumBusiness Relevance
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Applications: F
FORA.tv



Forbes
Website for Forbes, a business news magazine.Description

business,newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: F
Forbes



Fotki
Photo sharing site.Description

remote file storage,multimedia (other)Categories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: F
Fotki



Foursquare
Location-based social networking.Description

social networking,mobile applicationCategories

SSL protocol,social network post,social network gameTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Foursquare



FOX
Official website for Fox entertainment.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: F
FOX



Fox News
Web Portal for news update.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Fox News



Fox Sports
Web Portal for Sports news update.Description

web services provider,email,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Fox Sports



Foxy
Peer to peer client.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,allows remote
connect,Gnutella protocol

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: F
Foxy



FreeCast
Peer-to-peer streaming.Description

multimedia (TV/video)Categories

evasive,high bandwidth,SSL protocol,UDP protocol,displays ads,share
video,share music

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: F
FreeCast



Freee TV
International television streaming.Description

businessCategories

SSL protocol,content provider,streaming feedTags

LowRisk

Very LowBusiness Relevance
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Applications: F
Freee TV



Freegate
Software that allows the user to access the internet anonymously using a
network of proxy servers.

Description

VPN/tunnelCategories

evasive,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: F
Freegate



Freelancer
Site for job listings for temporary work.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Freelancer



Freenet
Free software for self-contained network and allow user to browse, publish
their content anonymously.

Description

web services provider,network protocols/services,anonymizer/proxyCategories

file sharing/transferTags

HighRisk

LowBusiness Relevance
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Applications: F
Freenet



FreeOnes
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: F
FreeOnes



Freepik
Search engine for free vector & graphic designs.Description

web services provider,search engineCategories

safesearch unsupportedTags

LowRisk

MediumBusiness Relevance
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Applications: F
Freepik



FreeStreams
Online Movies, Radio and Games.Description

gaming,multimedia (TV/video)Categories

displays ads,web gaming,streaming feedTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
FreeStreams



FreeSWITCH
Open source implementation for VoIP.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: F
FreeSWITCH



Freewheel
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: F
Freewheel



FriendFeed
FriendFeed is a real-time feed aggregator from social media sites.Description

social networkingCategories

SSL protocol,share media,share photosTags

LowRisk

LowBusiness Relevance
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Applications: F
FriendFeed



FriendFinder
Online friend finder and dating site.Description

web services provider,social networkingCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: F
FriendFinder



Friendster
Social networking site.Description

social networkingCategories

webmailTags

MediumRisk

Very LowBusiness Relevance
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Applications: F
Friendster



Fring
A mobile messaging app.Description

VPN/tunnel,SMS tools,VoIPCategories

SSL protocol,instant chat,tunnelsTags

LowRisk

MediumBusiness Relevance
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Applications: F
Fring



Fring A/V
Fring streaming audio and video.Description

VPN/tunnel,SMS tools,VoIPCategories

instant chat,tunnelsTags

LowRisk

MediumBusiness Relevance
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Applications: F
Fring A/V



FRIV
Free online gaming site.Description

gaming,multimedia (other)Categories

high bandwidth,business impact,web gaming,not work relatedTags

HighRisk

Very LowBusiness Relevance
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Applications: F
FRIV



FrostWire
Open source client for BitTorrent.Description

web services providerCategories

high bandwidth,file sharing/transferTags

HighRisk

Very LowBusiness Relevance
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Applications: F
FrostWire



Frozenway
VPN for bypassing firewalls.Description

VPN/tunnelCategories

evasive,encrypts communicationsTags

Very HighRisk

LowBusiness Relevance
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Applications: F
Frozenway



Fry's Electronics
Computer and electronics retailer.Description

e-commerceCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: F
Fry's Electronics



FTD
Floral retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: F
FTD



FTP
Used to manage FTP Data transfers from a file server to a local machine.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTP



FTP Active
Used to manage FTP Data transfers in active mode. PORT and EPRT
commands.

Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTP Active



FTP Data
File Transfer Protocol data flow.Description

remote file storageCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTP Data



FTP Passive
Used to manage FTP Data transfers in passive mode. PASV and EPSV
commands.

Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTP Passive



FTP Software Agent System
Registered with IANA on port 574 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTP Software Agent System



FTPS
FTP control over TLS/SSL.Description

remote file storage,network protocols/servicesCategories

SSL protocol,file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTPS



FTPS Data
FTP data over TLS/SSL.Description

remote file storageCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: F
FTPS Data



Fujitsu Device Control
A system that controls devices within a house.Description

network protocols/servicesCategories

SCADA protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: F
Fujitsu Device Control



Funny or Die
Site that presents humorous videos and media.Description

web content aggregatorsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1173

Applications: F
Funny or Die



Funshion
Chinese site for online games, videos, and shopping.Description

social networkingCategories

SSL protocol,not work relatedTags

MediumRisk

LowBusiness Relevance
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Applications: F
Funshion



Funshion Video
Video streaming from Chinese site Funshion.Description

multimedia (TV/video)Categories

not work relatedTags

MediumRisk

LowBusiness Relevance
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Applications: F
Funshion Video



Fuyin.TV
Chinese website for Christians.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays ads,share videoTags

MediumRisk

LowBusiness Relevance
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Applications: F
Fuyin.TV



Fuze
A team collaborative call and messaging tool.Description

business,collaboration,instant messaging,mobile application,VoIP,web
conferencing

Categories

SSL protocol,file sharing/transfer,instant chat,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1177

Applications: F
Fuze



FXP
File eXchange Protocol uses FTP to transfer data from one remote server to
another without routing this data through the client's connection.

Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: F
FXP



Applications: G

This chapter contains the following sections:

• G4, on page 1183
• GACP, on page 1184
• Gaia Online, on page 1185
• Game Center, on page 1186
• Game Front, on page 1187
• Game Informer, on page 1188
• GamerCom, on page 1189
• GAMERSKY, on page 1190
• GameSpot, on page 1191
• GameSpy, on page 1192
• GameStop, on page 1193
• GameTrailers, on page 1194
• Ganglia, on page 1195
• Ganji, on page 1196
• Gantter, on page 1197
• Garmin, on page 1198
• Gateway, on page 1199
• Gawker, on page 1200
• Gazprom Media, on page 1201
• Gbridge, on page 1202
• gdomap, on page 1203
• GDS DataBase, on page 1204
• GearBest, on page 1205
• Geewa, on page 1206
• Geico, on page 1207
• generic audio/video, on page 1208
• Genesis PPP, on page 1209
• Genie, on page 1210
• Genieo, on page 1211
• Genieo Web Filter, on page 1212
• GENRAD, on page 1213
• Gfycat, on page 1214
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• GG, on page 1215
• GG Media, on page 1216
• GGP, on page 1217
• Ghaneely, on page 1218
• GIFSoup.com, on page 1219
• giFT, on page 1220
• Giganews, on page 1221
• ginad, on page 1222
• GIOP, on page 1223
• GIPHY, on page 1224
• GISMETEO, on page 1225
• GIST, on page 1226
• GitHub, on page 1227
• Gizmodo, on page 1228
• GKrellM, on page 1229
• Glide, on page 1230
• Globo, on page 1231
• Glympse, on page 1232
• Glype, on page 1233
• Glype Proxy, on page 1234
• Gmail, on page 1235
• Gmail attachment, on page 1236
• GMTP, on page 1237
• GMX Mail, on page 1238
• GNOME, on page 1239
• GNU Generation Foundation NCP 678, on page 1240
• GNU Project, on page 1241
• Gnucleus, on page 1242
• GnucleusLAN, on page 1243
• Gnutella, on page 1244
• Gnutella2, on page 1245
• GO.com, on page 1246
• Goal, on page 1247
• GoBank, on page 1248
• GoBoogy, on page 1249
• GoDaddy, on page 1250
• GOLF.com, on page 1251
• Gom VPN, on page 1252
• GOMTV Remote Control, on page 1253
• GOMTV.com, on page 1254
• GOMTV.net, on page 1255
• goo.ne.jp, on page 1256
• Goodreads, on page 1257
• GoodSync, on page 1258
• Google, on page 1259
• Google Accounts Authentication, on page 1260
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• Google ads, on page 1261
• Google Adsense, on page 1262
• Google Analytics, on page 1263
• Google APIs, on page 1264
• Google App Engine, on page 1265
• Google Calendar, on page 1266
• Google Code project hosting, on page 1267
• Google Desktop, on page 1268
• Google Drive, on page 1269
• Google Duo, on page 1270
• Google Earth, on page 1271
• Google Fiber, on page 1272
• Google Finance, on page 1273
• Google G-Suite, on page 1274
• Google Groups, on page 1275
• Google Hangouts, on page 1276
• Google Inbox, on page 1277
• Google Inbox attachment, on page 1278
• Google Maps, on page 1279
• Google News, on page 1280
• Google PageSpeed, on page 1281
• Google Play, on page 1282
• Google Play Books, on page 1283
• Google Play Music, on page 1284
• Google Product Search, on page 1285
• Google Reader, on page 1286
• Google Remote Desktop, on page 1287
• Google Safebrowsing, on page 1288
• Google Sign in, on page 1289
• Google Sites, on page 1290
• Google Talk Audio, on page 1291
• Google Talk Gadget, on page 1292
• Google Talk Video, on page 1293
• Google Toolbar, on page 1294
• Google Translate, on page 1295
• Google Update, on page 1296
• Google URL Shortener, on page 1297
• Google+, on page 1298
• Google+ Location Tagging, on page 1299
• Google+ Photos, on page 1300
• Google+ Videos, on page 1301
• Googlebot, on page 1302
• Googlebot Image Search, on page 1303
• GOOSE, on page 1304
• Gopher, on page 1305
• Gothere, on page 1306
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Applications: G



• GotoDevice, on page 1307
• GoToMeeting, on page 1308
• GoToMyPC, on page 1309
• GoToTraining, on page 1310
• GoToWebinar, on page 1311
• GPFS, on page 1312
• Grammarly, on page 1313
• Grantland, on page 1314
• Graphics, on page 1315
• GraphOn Login, on page 1316
• Gravatar, on page 1317
• GRE, on page 1318
• GREE, on page 1319
• GREE Games, on page 1320
• GreenBrowser, on page 1321
• Greystripe, on page 1322
• Groove, on page 1323
• Groupon, on page 1324
• Groupwise, on page 1325
• GRPC, on page 1326
• GSA Crawler, on page 1327
• GSE, on page 1328
• GSI-FTP, on page 1329
• GSMArena, on page 1330
• GSS HTTP, on page 1331
• Gss X License Verification, on page 1332
• GTA Online, on page 1333
• gtk-gnutella, on page 1334
• GTP Control, on page 1335
• GTP Prime, on page 1336
• GTP User, on page 1337
• Guangming Online, on page 1338
• Guardster, on page 1339
• Gulf Times, on page 1340
• GungHo Online Entertainment, on page 1341
• GVFS, on page 1342
• Gyao, on page 1343
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Applications: G



G4
Video game news website to accompany its associated television channel.Description

gaming,multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: G
G4



GACP
Gateway Access Control Protocol, registered with IANA on port 190 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: G
GACP



Gaia Online
Anime themed social networking and forums website.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

Very LowBusiness Relevance
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Applications: G
Gaia Online



Game Center
Social gaming app for iOS.Description

gaming,social networking,mobile applicationCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
Game Center



Game Front
Gaming news, reviews, cheats, and walkthroughs,Description

gamingCategories

SSL protocol,displays ads,console gamingTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1187

Applications: G
Game Front



Game Informer
Video game news, reviews, and previews website.Description

gaming,multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
Game Informer



GamerCom
An internet forum for video games, comics, animation in taiwan.Description

gaming,multimedia (other)Categories

high bandwidth,business impact,web gaming,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: G
GamerCom



GAMERSKY
Entertainment media that focuses on stand-alone games.Description

gaming,multimedia (other)Categories

high bandwidth,business impact,web gaming,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: G
GAMERSKY



GameSpot
Video game previews/reviews/news website.Description

e-commerce,gaming,newsCategories

displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
GameSpot



GameSpy
Video game news, reviews, and previews website.Description

gaming,multimedia (TV/video),newsCategories

SSL protocol,share media,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
GameSpy



GameStop
Video game retailer.Description

e-commerce,gamingCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: G
GameStop



GameTrailers
Video game news, reviews, and previews website.Description

e-commerce,gaming,multimedia (TV/video),newsCategories

SSL protocol,share media,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
GameTrailers



Ganglia
Monitors distributed computing systems.Description

remote administrationCategories

allows remote connectTags

HighRisk

Very LowBusiness Relevance
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Applications: G
Ganglia



Ganji
Chinese website for classified information.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: G
Ganji



Gantter
Online project management resource.Description

web services provider,collaborationCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: G
Gantter



Garmin
Offcial website for Garmin, GPS manufacturer.Description

web services providerCategories

SSL protocol,streaming feedTags

MediumRisk

Very LowBusiness Relevance
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Applications: G
Garmin



Gateway
Manufacturer and retailer of PCs.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Gateway



Gawker
Online blog based around media news and gossip.Description

newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
Gawker



Gazprom Media
Russian media group comprises television, radio, advertising, movie theaters
and etc.

Description

web services providerCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: G
Gazprom Media



Gbridge
Google extension to access other computer remotely.Description

web services provider,remote administrationCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1202

Applications: G
Gbridge



gdomap
Used by GNUstep programs to look up distributed objects and processes.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
gdomap



GDS DataBase
Registered with IANA on port 3050 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
GDS DataBase



GearBest
Platform for user feedbacks, suggestions, promotions and giveaways.Description

e-commerce,social networkingCategories

encrypts communications,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: G
GearBest



Geewa
Browser and Facebook-based gaming.Description

gamingCategories

high bandwidth,SSL protocol,web gaming,Flash,Facebook gameTags

HighRisk

Very LowBusiness Relevance
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Applications: G
Geewa



Geico
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Geico



generic audio/video
An unspecified audio or video format.Description

multimedia (other)Categories

high bandwidthTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
generic audio/video



Genesis PPP
Genesis Point-to-Point Trans Net, registered with IANA on port 103 tcp/udp.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Genesis PPP



Genie
A network management/diagnostic protocol.Description

network protocols/servicesCategories

old/obsoleteTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Genie



Genieo
Web portal adware site.Description

web content aggregators,ad portalCategories

displays ads,adds/installs other softwareTags

Very HighRisk

MediumBusiness Relevance
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Applications: G
Genieo



Genieo Web Filter
Software with personalized information and feeds the favorite topics around
the web.

Description

web services provider,collaborationCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: G
Genieo Web Filter



GENRAD
Registered with IANA on port 176 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: G
GENRAD



Gfycat
User-generated short video hosting company.Description

database,multimedia (TV/video)Categories

share mediaTags

HighRisk

Very LowBusiness Relevance
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Applications: G
Gfycat



GG
Gadu Gadu, a polish instant messaging app.Description

instant messagingCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: G
GG



GG Media
Voice and video using GG.Description

instant messaging,multimedia (music/audio),VoIPCategories

share videoTags

MediumRisk

MediumBusiness Relevance
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Applications: G
GG Media



GGP
Gateway to Gateway Protocol, an obsolete transport protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: G
GGP



Ghaneely
Music streaming service.Description

multimedia (music/audio),mobile applicationCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: G
Ghaneely



GIFSoup.com
Create animated GIF from videos.Description

web services provider,multimedia (other)Categories

encrypts communications,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: G
GIFSoup.com



giFT
Gnutella client.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
giFT



Giganews
A popular Usenet/newsgroup service provider.Description

newsCategories

file sharing/transferTags

HighRisk

Very LowBusiness Relevance
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Applications: G
Giganews



ginad
Registered with IANA on port 634 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
ginad



GIOP
Communication between object request brokers.Description

network protocols/servicesCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
GIOP



GIPHY
Online database & search engine for animated GIF files.Description

search engine,database,multimedia (other)Categories

share media,safesearch unsupportedTags

HighRisk

Very LowBusiness Relevance
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Applications: G
GIPHY



GISMETEO
Website providing wheather forecasts for different areas in Russia.Description

web services provider,web content aggregatorsCategories

web-based support/helpTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
GISMETEO



GIST
General Internet Signalling Transport.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: G
GIST



GitHub
Code management portal for open Source projects.Description

web services provider,remote file storageCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: G
GitHub



Gizmodo
Blogs about design and technology.Description

web services providerCategories

SSL protocol,displays ads,blogTags

LowRisk

HighBusiness Relevance
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Applications: G
Gizmodo



GKrellM
GNU Krell Monitors is a single process stack of system monitors.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
GKrellM



Glide
Cross-platform web desktop that allows for file sharing between different
computers and mobile devices.

Description

web services provider,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

Very HighBusiness Relevance
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Applications: G
Glide



Globo
Mass media group of Latin America, founded in Rio de Janeiro.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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Applications: G
Globo



Glympse
Mobile App to share the location with others.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communicationsTags

HighRisk

LowBusiness Relevance
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Applications: G
Glympse



Glype
Web-based proxy.Description

web services provider,anonymizer/proxyCategories

SSL protocol,displays adsTags

HighRisk

LowBusiness Relevance
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Applications: G
Glype



Glype Proxy
Anonymous web proxy server.Description

network protocols/services,anonymizer/proxyCategories

tunnelsTags

MediumRisk

Very LowBusiness Relevance
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Applications: G
Glype Proxy



Gmail
Google online email.Description

emailCategories

SSL protocol,encrypts communications,displays ads,webmailTags

LowRisk

MediumBusiness Relevance
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Applications: G
Gmail



Gmail attachment
Downloading an attached file from Gmail.Description

emailCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

HighBusiness Relevance
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Applications: G
Gmail attachment



GMTP
GraphicalMedia Transfer Protocol, a lightweight graphicalMTPmedia client
for UNIX.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
GMTP



GMX Mail
German based webmail service.Description

emailCategories

SSL protocol,webmailTags

LowRisk

MediumBusiness Relevance
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Applications: G
GMX Mail



GNOME
Official website for GNOME, a desktop environment and graphical UI.Description

web services provider,software updateCategories

SSL protocol,encrypts communications,bundles softwareTags

LowRisk

HighBusiness Relevance
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Applications: G
GNOME



GNU Generation Foundation NCP 678
Registered with IANA on port 678 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
GNU Generation Foundation NCP 678



GNU Project
Aggregates free software for Unix-compatible system.Description

web services provider,collaborationCategories

SSL protocol,bundles softwareTags

LowRisk

LowBusiness Relevance
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Applications: G
GNU Project



Gnucleus
Peer to peer software.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
Gnucleus



GnucleusLAN
Gnutella client.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
GnucleusLAN



Gnutella
A large peer-to-peer file-sharing network.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
Gnutella



Gnutella2
A branch of Gnutella, also known as Mike's Protocol (MP).Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: G
Gnutella2



GO.com
Web portal.Description

e-commerceCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
GO.com



Goal
Football news and statistics.Description

newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
Goal



GoBank
A bank that focuses on mobile banking.Description

financialCategories

SSL protocolTags

MediumRisk

Very HighBusiness Relevance
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Applications: G
GoBank



GoBoogy
Korean P2P file sharing software.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: G
GoBoogy



GoDaddy
Domain registrar.Description

web services provider,business,web content aggregators,ad portalCategories

webmailTags

LowRisk

MediumBusiness Relevance
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Applications: G
GoDaddy



GOLF.com
News, instruction and courses about Golf.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: G
GOLF.com



Gom VPN
Browser plugin based VPN.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: G
Gom VPN



GOMTV Remote Control
Mobile app that allows for remote control of GOM streaming to a television
set or media player.

Description

web services provider,multimedia (TV/video),mobile applicationCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: G
GOMTV Remote Control



GOMTV.com
Korean sports-related website.Description

web services provider,multimedia (other),newsCategories

FTP protocol,SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Applications: G
GOMTV.com



GOMTV.net
International video game news from the GOM network.Description

web services provider,gaming,multimedia (other),newsCategories

FTP protocol,SSL protocol,displays ads,web gaming,console
gaming,streaming feed

Tags

Very LowRisk

LowBusiness Relevance
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Applications: G
GOMTV.net



goo.ne.jp
Japanese web portal.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: G
goo.ne.jp



Goodreads
Book review and cataloging.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: G
Goodreads



GoodSync
File transfer and synchronization service.Description

web services provider,remote file storageCategories

SSL protocol,file sharing/transferTags

HighRisk

Very HighBusiness Relevance
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Applications: G
GoodSync



Google
Traffic generated by the Google search engine or one of the other many
Internet services provided by Google Inc.

Description

web services provider,search engineCategories

SSL protocol,safesearch supportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google



Google Accounts Authentication
Login process for Google sites.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1260

Applications: G
Google Accounts Authentication



Google ads
Google targeted advertising.Description

e-commerce,businessCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google ads



Google Adsense
AdSense for Google.Description

web services provider,business,ad portalCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: G
Google Adsense



Google Analytics
Google service that tracks and generates detailed web statistics.Description

web services providerCategories

business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Google Analytics



Google APIs
Google Application Programming Interfaces that support the development
of web applications that leverage Google services.

Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google APIs



Google App Engine
Google App Engine lets you run your web applications using Google's
infrastructure.

Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google App Engine



Google Calendar
A free time-management web application offered by Google.Description

business,web desktopCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Google Calendar



Google Code project hosting
Google site that hosts software projects.Description

web services provider,collaborationCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: G
Google Code project hosting



Google Desktop
Google's Desktop search and desktop gadget software.Description

business,web desktopCategories

User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: G
Google Desktop



Google Drive
A free office suite and cloud storage system hosted by Google.Description

web services provider,remote file storageCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Google Drive



Google Duo
Google's instant messaging and video app.Description

instant messaging,mobile applicationCategories

SSL protocol,instant chat,video conferencingTags

Very LowRisk

HighBusiness Relevance
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Applications: G
Google Duo



Google Earth
Google's virtual globe, map and geographical information program.Description

mobile application,network utilitiesCategories

User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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Applications: G
Google Earth



Google Fiber
Internet service provider by Google.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

HighRisk

LowBusiness Relevance
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Applications: G
Google Fiber



Google Finance
Stock quotes and news.Description

e-commerce,business,news,financialCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google Finance



Google G-Suite
Google's suite of intelligent apps.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Google G-Suite



Google Groups
Platform for discussion groups provided by Google.Description

web services provider,search engineCategories

SSL protocol,decrypted traffic,safesearch unsupportedTags

LowRisk

LowBusiness Relevance
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Google Hangouts
Google cross-platform messenger application.Description

instant messaging,mobile application,SMS tools,VoIPCategories

SSL protocol,file sharing/transfer,instant chat,web chatTags

MediumRisk

HighBusiness Relevance
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Google Hangouts



Google Inbox
An alternate Gmail interface provided by Google.Description

emailCategories

SSL protocol,encrypts communications,displays ads,webmailTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1277

Applications: G
Google Inbox



Google Inbox attachment
Sending files with Google Inbox.Description

emailCategories

SSL protocol,file sharing/transfer,decrypted trafficTags

LowRisk

HighBusiness Relevance
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Google Inbox attachment



Google Maps
Google map and directions service.Description

web services providerCategories

decrypted trafficTags

LowRisk

MediumBusiness Relevance
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Google Maps



Google News
Automated news aggregator.Description

web content aggregators,newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1280

Applications: G
Google News



Google PageSpeed
Website analyze and optimizer by Google.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance
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Google PageSpeed



Google Play
Google Play Store for Android applications.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: G
Google Play



Google Play Books
Google ebook reader.Description

e-commerce,browser plugin,SMS toolsCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: G
Google Play Books



Google Play Music
Google cloud music storage and streaming.Description

e-commerce,multimedia (music/audio),browser pluginCategories

displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Google Play Music



Google Product Search
Google e-commerce site.Description

e-commerce,search engineCategories

SSL protocol,safesearch supportedTags

Very LowRisk

LowBusiness Relevance
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Google Reader
Google RSS reader.Description

browser pluginCategories

streaming feed,User-Agent ExclusionTags

Very LowRisk

MediumBusiness Relevance
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Google Reader



Google Remote Desktop
Online desktop sharing service.Description

web services provider,remote administrationCategories

SSL protocol,allows remote connectTags

Very LowRisk

LowBusiness Relevance
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Google Safebrowsing
Website blacklisting service.Description

web services provider,security managementCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Google Safebrowsing



Google Sign in
Signin portal for Google apps and services.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Google Sites
Google web page hosting.Description

web services providerCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Google Sites



Google Talk Audio
Google audio chat.Description

instant messaging,multimedia (music/audio),VoIPCategories

instant chat,web chat,Jabber protocolTags

Very LowRisk

HighBusiness Relevance
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Google Talk Audio



Google Talk Gadget
Flash based Google Talk IM client.Description

instant messagingCategories

share media,web chat,Google talk protocol,User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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Google Talk Gadget



Google Talk Video
Google video chat.Description

instant messaging,multimedia (TV/video)Categories

high bandwidth,web chat,video conferencing,Jabber protocolTags

Very LowRisk

HighBusiness Relevance
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Google Talk Video



Google Toolbar
Google's toolbar browser plugin.Description

browser pluginCategories

displays ads,autostarts/stays resident,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance
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Google Toolbar



Google Translate
Google translation service.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Google Translate



Google Update
A client that handles automated updates of Google apps.Description

software updateCategories

autostarts/stays residentTags

LowRisk

Very HighBusiness Relevance
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Google Update



Google URL Shortener
Shortens URL for website.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Google+
Google social networking application.Description

social networkingCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: G
Google+



Google+ Location Tagging
Traffic generated by Google+ Location services.Description

web services providerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Google+ Location Tagging



Google+ Photos
Photo sharing among Google+ community.Description

web services provider,social networkingCategories

share photos,decrypted trafficTags

MediumRisk

LowBusiness Relevance
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Google+ Videos
Video sharing among Google+ community.Description

web services provider,social networking,multimedia (TV/video)Categories

decrypted trafficTags

MediumRisk

LowBusiness Relevance
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Google+ Videos



Googlebot
Google's web crawler.Description

web spider/search crawlerCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Googlebot Image Search
Google's spider that searches the web for images.Description

web spider/search crawlerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Googlebot Image Search



GOOSE
GOOSE being used to transmit data over a substation network.Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: G
GOOSE



Gopher
A TCP/IP Application layer protocol designed for distributing, searching,
and retrieving documents over the Internet.

Description

network protocols/services,network utilitiesCategories

file sharing/transfer,opens portTags

Very LowRisk

LowBusiness Relevance
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Gothere
Navigation app for finding directions and places in Singapore.Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance
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GotoDevice
Cross-platform control and administration software.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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GoToMeeting
Online meeting and desktop sharing service.Description

collaboration,web conferencingCategories

SSL protocol,share media,share links,allows remote connect,allows remote
control

Tags

LowRisk

HighBusiness Relevance
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GoToMyPC
PC remote control software.Description

remote desktop controlCategories

SSL protocol,allows remote connectTags

MediumRisk

HighBusiness Relevance
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GoToTraining
Citrix GoToMeeting service focused on online training.Description

web services provider,collaborationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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GoToWebinar
Citrix GoToMeeting service focused on delivering online seminars.Description

web services provider,collaborationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1311

Applications: G
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GPFS
IBMGeneral Parallel File System is a high-performance shared-disk clustered
file system. Registered with IANA on port 1191 tcp/udp.

Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1312

Applications: G
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Grammarly
Digital writing tool using artificial intelligence and natural language processing
(auto corecting tool)

Description

browser pluginCategories

Tags

Very LowRisk

LowBusiness Relevance
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Grantland
Web portal for sports news by ESPN.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Graphics
Registered with IANA on port 41 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Graphics



GraphOn Login
A secure cloud application delivery solution.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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GraphOn Login



Gravatar
Profile picture management for comments and discussion forum.Description

web services providerCategories

SSL protocol,encrypts communications,web chatTags

Very LowRisk

HighBusiness Relevance
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GRE
Generic Routing Encapsulation, tunnels one network layer protocol over
another.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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GREE
Japanese mobile social game developer.Description

gaming,social networking,mobile applicationCategories

SSL protocol,web gamingTags

Very LowRisk

Very LowBusiness Relevance
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GREE



GREE Games
A Japanese social network and mobile gaming site.Description

gaming,social networking,mobile applicationCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance
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GREE Games



GreenBrowser
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Greystripe
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Groove
Microsoft desktop application designed for document collaboration.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Groove



Groupon
Gift certificate website.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: G
Groupon



Groupwise
A messaging and collaborative software platform from Novell that supports
email, calendaring, personal information management, instant messaging,
and document management.

Description

collaboration,instant messaging,emailCategories

sends mail,web chatTags

Very LowRisk

Very HighBusiness Relevance
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GRPC
Remote Procedure Call developed by Google.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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GRPC



GSA Crawler
Google Search Appliance, a webcrawler.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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GSE
GSE being used to transmit data over a substation network.Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance
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GSI-FTP
TheGlobus GridFTP (GSI-FTP, Grid Security Infrastructure) is a secure FTP
solution.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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GSMArena
Web site providing information about mobile phones.Description

search engineCategories

displays ads,safesearch unsupportedTags

Very LowRisk

MediumBusiness Relevance
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GSS HTTP
Authentication mechanism for GSS HTTP.Description

security managementCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: G
GSS HTTP



Gss X License Verification
Authentication for Cisco's GSS loadbalancing product.Description

network protocols/services,security managementCategories

Tags

Very LowRisk

MediumBusiness Relevance
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GTA Online
Grand Theft Auto V, Video game series created by Rockstar Games.Description

web services provider,gamingCategories

SSL protocolTags

Very HighRisk

Very LowBusiness Relevance
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GTA Online



gtk-gnutella
Graphical Gnutella client.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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GTP Control
GPRS Tunneling Protocol Control.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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GTP Prime
GPRS Tunneling Protocol Prime.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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GTP User
GPRS Tunneling Protocol User.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Guangming Online
Chinese news site.Description

multimedia (TV/video),news,government servicesCategories

SSL protocol,content providerTags

LowRisk

MediumBusiness Relevance
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Guangming Online



Guardster
Anonymous proxy service.Description

anonymizer/proxyCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Gulf Times
Daily Newspaper published by GPPC Doha, Qatar.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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GungHo Online Entertainment
A Japanese game developer that produces console and mobile games.Description

gaming,mobile applicationCategories

console gamingTags

MediumRisk

Very LowBusiness Relevance
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GVFS
GNOME desktop virtual filesystem.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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GVFS



Gyao
Video streaming website by Yahoo! Japan.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: H

This chapter contains the following sections:

• H&M, on page 1348
• H&R Block, on page 1349
• ha-cluster, on page 1350
• Habbo, on page 1351
• Haber7, on page 1352
• Haiku Learning Systems, on page 1353
• Hamachi, on page 1354
• HandyCafe, on page 1355
• Hangame, on page 1356
• Hao123.com, on page 1357
• HAP, on page 1358
• HardSexTube, on page 1359
• Hardware Control Protocol Wismar, on page 1360
• Harvard University, on page 1361
• Hassle, on page 1362
• Hatena Blog, on page 1363
• HBO, on page 1364
• HBO GO, on page 1365
• HBO Nordic, on page 1366
• HDAP, on page 1367
• HDFC Bank, on page 1368
• Hello, on page 1369
• HELLO Port, on page 1370
• Helpshift, on page 1371
• HEMS, on page 1372
• Heroix Longitude, on page 1373
• hi5, on page 1374
• Hide My Ass!, on page 1375
• Hide.me VPN, on page 1376
• Hideman Login, on page 1377
• HideMyIp VPN, on page 1378
• Hightail, on page 1379
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• HIKE, on page 1380
• HIKE Media, on page 1381
• HIP, on page 1382
• HipChat, on page 1383
• Hitachi Universal Storage Platform, on page 1384
• HiveStor, on page 1385
• HL7, on page 1386
• HLN, on page 1387
• HMMP Indication, on page 1388
• HMMP Operation, on page 1389
• HMP, on page 1390
• Hola, on page 1391
• HOLACOM, on page 1392
• Home Depot, on page 1393
• Honey, on page 1394
• Honeywell Control Station/NIF Server, on page 1395
• Honeywell Experion DSA Server Monitor, on page 1396
• HootSuite, on page 1397
• HostGator, on page 1398
• Hostname server, on page 1399
• Hotels.com, on page 1400
• Hotline, on page 1401
• Hotspot Shield, on page 1402
• Hotstar, on page 1403
• House of Fraser, on page 1404
• HowardForums, on page 1405
• Hoxx VPN, on page 1406
• HP Home & Home Office Store, on page 1407
• HP Network Management Center., on page 1408
• HP Perf, on page 1409
• HP VMM, on page 1410
• HSBC, on page 1411
• HSRP, on page 1412
• HTFacile, on page 1413
• HTTP, on page 1414
• HTTP Audio, on page 1415
• HTTP Proxy, on page 1416
• HTTP RPC Ep Map, on page 1417
• HTTP Tunnel, on page 1418
• HTTP Video, on page 1419
• HTTP/2, on page 1420
• HTTP/SSL Tunnel, on page 1421
• HTTPMGT, on page 1422
• HTTPS, on page 1423
• Huanqiu, on page 1424
• HubPages, on page 1425
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• HubSpot, on page 1426
• HugeDomains.com, on page 1427
• Hulu, on page 1428
• Hulu Video, on page 1429
• Hupu, on page 1430
• Hurriyet, on page 1431
• Hushmail, on page 1432
• HWCDN, on page 1433
• Hybrid Point of Presence, on page 1434
• Hyper-G, on page 1435
• Hyperwave-ISP, on page 1436
• Hyves, on page 1437
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H&M
Website of a clothing-retail company.Description

e-commerceCategories

encrypts communications,not work relatedTags

Very LowRisk

LowBusiness Relevance
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H&R Block
Tax service provider.Description

web services provider,financialCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance
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H&R Block



ha-cluster
Protocol for High Availability systems.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Habbo
Social networking site aimed at teenagers.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

Very LowBusiness Relevance
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Habbo



Haber7
Turkish news Website.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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Haiku Learning Systems
Online tool for teaching and learning.Description

web services provider,collaborationCategories

SSL protocol,share media,share linksTags

LowRisk

HighBusiness Relevance
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Hamachi
A hosted, secure VPN service.Description

VPN/tunnel,network protocols/servicesCategories

instant chat,tunnelsTags

Very HighRisk

MediumBusiness Relevance
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HandyCafe
Internet Cafe Software.Description

multimedia (other)Categories

encrypts communications,adds/installs other softwareTags

HighRisk

LowBusiness Relevance
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Hangame
Korean online game portal.Description

gamingCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance
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Hao123.com
Chinese website for personalized local news.Description

web services provider,newsCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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HAP
Host Access Protocol is a network layer protocol that defines different types
of host-to-network control messages.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HardSexTube
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Hardware Control Protocol Wismar
Registered with IANA on port 686 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Harvard University
Official website for Harvard University, Educational Institute.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1361

Applications: H
Harvard University



Hassle
A networking application that allows to execute remote jobs that have a
transfer component built in.

Description

network protocols/servicesCategories

file sharing/transfer,allows remote connect,allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Hatena Blog
Internet services company in Japan.Description

web services provider,social networkingCategories

blogTags

LowRisk

Very LowBusiness Relevance
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HBO
Offical website for HBO shows.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,encrypts communications,displays adsTags

LowRisk

Very LowBusiness Relevance
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HBO GO
Mobile app for HBO subscribers to watch HBO programming.Description

multimedia (TV/video)Categories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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HBO Nordic
A video on demand service serving Norway, Denmark, Sweden and Finland.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,encrypts communications,displays ads,content
provider,streaming feed

Tags

LowRisk

Very LowBusiness Relevance
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HDAP
Microsoft HDA Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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HDFC Bank
Indian banking and financial services company.Description

business,financialCategories

encrypts communicationsTags

LowRisk

LowBusiness Relevance
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Hello
Hello is a social networking service.Description

remote file storage,social networking,mobile applicationCategories

file sharing/transfer,share mediaTags

HighRisk

MediumBusiness Relevance
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HELLO Port
Part of Dynamic Tunnel Configuration Protocol (DTCP).Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Helpshift
Customer service platformDescription

business,collaborationCategories

SSL protocol,share media,sends mail,web chatTags

Very LowRisk

HighBusiness Relevance
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HEMS
High-Level Entity Management System.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Heroix Longitude
A performance monitoring solution.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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hi5
Social networking and social gaming platform.Description

gaming,social networkingCategories

SSL protocol,displays ads,web chat,web gamingTags

MediumRisk

Very LowBusiness Relevance
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Hide My Ass!
Web surfing anonymizer.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

MediumRisk

MediumBusiness Relevance
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Hide.me VPN
VPN traffic generated by Hide.me vpn.Description

VPN/tunnelCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Hideman Login
Logging into Hideman internet anonymizer.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

Very HighRisk

MediumBusiness Relevance
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HideMyIp VPN
VPN traffic generated by HideMyIp vpn.Description

VPN/tunnelCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Hightail
Secure file transfer service. Formerly Yousendit.Description

emailCategories

share media,sends mailTags

HighRisk

MediumBusiness Relevance
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HIKE
Mobile App for Instant Messaging.Description

instant messaging,mobile applicationCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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HIKE Media
Voice and Video calls between HIKE users.Description

instant messaging,multimedia (music/audio),mobile application,VoIPCategories

share mediaTags

LowRisk

Very LowBusiness Relevance
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HIP
Host Identity Protocol, host identification technology.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HipChat
An instant messaging / web chat platform.Description

instant messagingCategories

SSL protocol,instant chat,web chatTags

MediumRisk

HighBusiness Relevance
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Hitachi Universal Storage Platform
Hitachi brand enterprise storage arrays.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HiveStor
HiveStor Distributed File System.Description

remote file storageCategories

file sharing/transferTags

Very LowRisk

LowBusiness Relevance
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HL7
Health Level 7, a protocol for the electronic exchange of healthcare
information.

Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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HLN
CNN's Headline News website.Description

newsCategories

Tags

Very LowRisk

MediumBusiness Relevance
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HMMP Indication
Registered with IANA on port 612 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HMMP Operation
Registered with IANA on port 613 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HMP
Host Monitoring Protocol is a connectionless transport protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Hola
An open source VPN.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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HOLACOM
Spanish news Website.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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Home Depot
Retailer for home improvement and construction goods/products.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Honey
Digital tool to find the best savings, perks, and all around value, coupons and
discounts

Description

browser pluginCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Honeywell Control Station/NIF Server
Honeywell Protocol Detector for Control station.Description

network utilitiesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance
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Honeywell Experion DSA Server Monitor
Honeywell Protocol Detector for Experion DSA server.Description

network utilitiesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance
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HootSuite
Social Network management.Description

web services provider,collaborationCategories

SSL protocol,instant chat,share photos,Twitter post/tweet,FacebookTags

MediumRisk

Very LowBusiness Relevance
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HostGator
Web hosting portal.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,share media,displays adsTags

Very LowRisk

LowBusiness Relevance
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Hostname server
Service for translating a hostname to a network address.Description

network protocols/servicesCategories

opens portTags

LowRisk

Very HighBusiness Relevance
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Hotels.com
Webportal for finding hotel deals and booking it online.Description

web services providerCategories

SSL protocol,encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Hotline
P2P file sharing and community-building application.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,allows remote connect,share
music

Tags

Very HighRisk

Very LowBusiness Relevance
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Hotspot Shield
Anonymizer and tunnel that encrypts communications.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,encrypts communications,tunnels,stealth tacticsTags

HighRisk

LowBusiness Relevance
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Hotstar
Video streaming app for Star India.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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House of Fraser
British department store.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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HowardForums
Cellular phone forums.Description

newsCategories

blogTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1405

Applications: H
HowardForums



Hoxx VPN
An anonymizer and tunnelling software that encrypts web traffic.Description

VPN/tunnelCategories

evasive,SSL protocolTags

HighRisk

LowBusiness Relevance
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HP Home & Home Office Store
HP's online store for computers and related products.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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HP Network Management Center.
Network and systems management product.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HP Perf
Performance Data Collector for HP OpenVMS.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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HP VMM
HP Virtual Machine Manager.Description

remote administrationCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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HSBC
Global banking and financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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HSRP
Hot Standby Routing Protocol, a protocol that enables redundant gateways
for LANs.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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HTFacile
Advertising and analytics site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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HTTP
HTTP (HyperText Transfer Protocol) the principal transport protocol for the
World Wide Web.

Description

network protocols/servicesCategories

file sharing/transfer,allows remote connect,opens portTags

Very LowRisk

MediumBusiness Relevance
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HTTP Audio
Audio files/streams delivered over HTTP that were not detected as being part
of a more specific application.

Description

multimedia (music/audio)Categories

Tags

Very LowRisk

LowBusiness Relevance
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HTTP Proxy
Traffic generated by generic HTTP proxy applicationsDescription

VPN/tunnel,network protocols/servicesCategories

tunnelsTags

HighRisk

MediumBusiness Relevance
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HTTP RPC Ep Map
The http-rpc-epmap endpoint mapper provides CIS parameters for Remote
Procedure Call.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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HTTP Tunnel
Traffic tunneled over HTTP via the CONNECT method.Description

VPN/tunnel,network protocols/servicesCategories

tunnelsTags

HighRisk

Very HighBusiness Relevance
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HTTP Video
Video files/streams delivered over HTTP that were not detected as being part
of a more specific application.

Description

multimedia (TV/video)Categories

Tags

LowRisk

LowBusiness Relevance
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HTTP/2
Enhanced protocol for World wide web.Description

network protocols/servicesCategories

file sharing/transferTags

LowRisk

HighBusiness Relevance
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HTTP/SSL Tunnel
Using HTTP to open an SSL connection on port 443.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

Very HighRisk

HighBusiness Relevance
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HTTPMGT
HTTP Management.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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HTTPS
HTTP protocol over TLS/SSL.Description

network protocols/servicesCategories

SSL protocol,file sharing/transfer,allows remote connect,opens portTags

MediumRisk

MediumBusiness Relevance
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Huanqiu
Chinese dialy newspaper.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

LowBusiness Relevance
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HubPages
Social blogging site.Description

e-commerce,web content aggregators,collaboration,social networkingCategories

SSL protocol,share media,content providerTags

Very LowRisk

Very LowBusiness Relevance
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HubSpot
Developer/Marketer of software products for inbound marketing and sales.Description

businessCategories

business impact,bundles softwareTags

Very LowRisk

Very HighBusiness Relevance
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HugeDomains.com
Domain hosting service.Description

web services provider,businessCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Hulu
Video streaming.Description

multimedia (TV/video)Categories

SSL protocol,displays ads,share videoTags

LowRisk

Very LowBusiness Relevance
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Hulu Video
Hulu Video streaming.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance
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Hupu
Sports news website.Description

newsCategories

streaming feedTags

Very LowRisk

Very LowBusiness Relevance
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Hurriyet
Turkish news Website.Description

multimedia (TV/video),newsCategories

encrypts communications,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Hushmail
Web mail service providing encrypted and virus scanned e-mail.Description

emailCategories

SSL protocol,encrypts communications,webmailTags

LowRisk

MediumBusiness Relevance
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HWCDN
Advertising and analytics site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Hybrid Point of Presence
Takes TCP/IP packets from the Internet, modulates them into standard TV
channels and feeds them to a TV system.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Hyper-G
A publishing system designed to offer features more advanced than HTTP.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Hyperwave-ISP
Hyperwave-ISP focuses on document and knowledgemanagement in intranet
environments.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Hyves
Dutch social networking site.Description

social networkingCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: I

This chapter contains the following sections:

• I Waste So Much Time, on page 1445
• i-nlsp, on page 1446
• I2P, on page 1447
• iAd, on page 1448
• iafdbase, on page 1449
• IAFServer, on page 1450
• IASD, on page 1451
• iAstrology, on page 1452
• IATP, on page 1453
• IAX, on page 1454
• IAX2, on page 1455
• iBackup, on page 1456
• IBM, on page 1457
• IBM App, on page 1458
• IBM Director, on page 1459
• IBM NetView DM, on page 1460
• IBM NetView DM/6000 Server/Client, on page 1461
• iBooks, on page 1462
• IBP, on page 1463
• ibVPN, on page 1464
• ibVPN Login, on page 1465
• ICA, on page 1466
• ICA Browser, on page 1467
• ICAD, on page 1468
• iCal, on page 1469
• ICAP, on page 1470
• IceShare, on page 1471
• ICICI Bank, on page 1472
• ICL coNETion locate server, on page 1473
• ICL coNETion server info, on page 1474
• iCloud, on page 1475
• ICMP, on page 1476
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• ICMP for IPv6, on page 1477
• ICP, on page 1478
• ICQ, on page 1479
• ICQ2Go, on page 1480
• Ident, on page 1481
• idfp, on page 1482
• IDP, on page 1483
• IDPR, on page 1484
• IDPR Control Message, on page 1485
• IDRP, on page 1486
• IDXRad, on page 1487
• IEC 104 Ack File Ack Section, on page 1488
• IEC 104 Bitstring 32 bit Command with Long Time, on page 1489
• IEC 104 Bitstring 32 bit with Long Time, on page 1490
• IEC 104 Call directory Select File, on page 1491
• IEC 104 Clock Synchronization Command, on page 1492
• IEC 104 Control Bitstring 32 bits, on page 1493
• IEC 104 Counter Interrogation Command, on page 1494
• IEC 104 Double Command, on page 1495
• IEC 104 Double Command with Long Time, on page 1496
• IEC 104 Double Point Info, on page 1497
• IEC 104 Double Point Info with Long Time, on page 1498
• IEC 104 End of Initialization, on page 1499
• IEC 104 Event of Protection with Long Time, on page 1500
• IEC 104 File Ready, on page 1501
• IEC 104 Integrated Totals, on page 1502
• IEC 104 Integrated Totals with Long Time, on page 1503
• IEC 104 Interrogation Command, on page 1504
• IEC 104 Last Section Last Segment, on page 1505
• IEC 104 List Directory, on page 1506
• IEC 104 List Segment, on page 1507
• IEC 104 Measured Normalized, on page 1508
• IEC 104 Measured Normalized with Long Time, on page 1509
• IEC 104 Measured Normalized without Quality Descriptor, on page 1510
• IEC 104 Measured Scaled, on page 1511
• IEC 104 Measured Scaled with Long Time, on page 1512
• IEC 104 Measured Short Float, on page 1513
• IEC 104 Measured Short Float with Long Time, on page 1514
• IEC 104 Monitor Bitstring 32 bit, on page 1515
• IEC 104 Packed Output Circuit Info with Long Time, on page 1516
• IEC 104 Packed Single Point, on page 1517
• IEC 104 Packed Start Event with Long Time, on page 1518
• IEC 104 Parameter Activation, on page 1519
• IEC 104 Parameter of Measured Normalized, on page 1520
• IEC 104 Parameter of Measured Scaled, on page 1521
• IEC 104 Parameter of Measured Short Float, on page 1522
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• IEC 104 Query Log, on page 1523
• IEC 104 Read Command, on page 1524
• IEC 104 Regulating Step Command, on page 1525
• IEC 104 Regulating Step Command with Long Time, on page 1526
• IEC 104 Reset Process Command, on page 1527
• IEC 104 Section Ready, on page 1528
• IEC 104 Setpoint Command Normalized, on page 1529
• IEC 104 Setpoint Command Normalized with Long Time, on page 1530
• IEC 104 Setpoint Command Scaled, on page 1531
• IEC 104 Setpoint Command Scaled with Long Time, on page 1532
• IEC 104 Setpoint Command Short Float, on page 1533
• IEC 104 Setpoint Command Short Float with Long Time, on page 1534
• IEC 104 Single Command, on page 1535
• IEC 104 Single Command with Long Time, on page 1536
• IEC 104 Single Point Info, on page 1537
• IEC 104 Single Point Info with Long Time, on page 1538
• IEC 104 STARTDT ACT, on page 1539
• IEC 104 STARTDT CON, on page 1540
• IEC 104 Step Position Info, on page 1541
• IEC 104 Step Position Info with Long Time, on page 1542
• IEC 104 Test Command with Long Time, on page 1543
• IEC 104 TESTFR ACT, on page 1544
• IEC 104 TESTFR CON, on page 1545
• IEC 60870-5-104, on page 1546
• IEEE C37.118 Command DT Off Frame, on page 1547
• IEEE C37.118 Command DT On Frame, on page 1548
• IEEE C37.118 Command Extended Frame, on page 1549
• IEEE C37.118 Command Send Configuration 1 Frame, on page 1550
• IEEE C37.118 Command Send Configuration 2 Frame, on page 1551
• IEEE C37.118 Command Send Configuration 3 Frame, on page 1552
• IEEE C37.118 Command Send Header Frame, on page 1553
• IEEE C37.118 Configuration Frame 1, on page 1554
• IEEE C37.118 Configuration Frame 2, on page 1555
• IEEE C37.118 Configuration Frame 3, on page 1556
• IEEE C37.118 Data Frame, on page 1557
• IEEE C37.118 Header Frame, on page 1558
• IEEE C37.118 Synchrophasor, on page 1559
• IEEE-MMS-SSL, on page 1560
• iFCP, on page 1561
• Ifeng.com, on page 1562
• iflix, on page 1563
• IFMP, on page 1564
• IFTTT, on page 1565
• iFunny, on page 1566
• IGMP, on page 1567
• IGN, on page 1568
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• IGRP, on page 1569
• iHeartRadio, on page 1570
• IKE, on page 1571
• IKEA.com, on page 1572
• IL, on page 1573
• Image Venue, on page 1574
• ImageShack, on page 1575
• IMAP, on page 1576
• IMAPS, on page 1577
• IMDB, on page 1578
• IMGames, on page 1579
• Imgur, on page 1580
• IMO, on page 1581
• imo.im, on page 1582
• IMP Logical Address Maintenance, on page 1583
• ImpressCoJp, on page 1584
• Improve Digital, on page 1585
• IMRWorldWide, on page 1586
• IMSP, on page 1587
• IMTransferAgent, on page 1588
• IMzog, on page 1589
• In.com, on page 1590
• Inbox.com, on page 1591
• InBusiness, on page 1592
• Indeed, on page 1593
• Indiatimes, on page 1594
• Indiegogo, on page 1595
• Infinity Blade, on page 1596
• Info.com, on page 1597
• Infonline, on page 1598
• Informix, on page 1599
• InfoSeek, on page 1600
• Infostore, on page 1601
• Infusionsoft, on page 1602
• IngresNET, on page 1603
• Innovation Interactive, on page 1604
• InQuest Technologies, on page 1605
• INRIX, on page 1606
• InsightExpress, on page 1607
• InSkin Media, on page 1608
• Inspectlet, on page 1609
• Instagram, on page 1610
• Instagram Media, on page 1611
• Instapaper, on page 1612
• Instructure, on page 1613
• Intecourier, on page 1614
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• Integra Software Management Environment, on page 1615
• Integral Ad Science, on page 1616
• Integromedb Crawler, on page 1617
• Intel, on page 1618
• Intermarkets, on page 1619
• Internet Configuration Manager, on page 1620
• Internet Download Manager, on page 1621
• Internet Explorer, on page 1622
• Internet telephony tool, on page 1623
• Intralinks, on page 1624
• intrinsa, on page 1625
• Intuit, on page 1626
• Investopedia, on page 1627
• Invitemedia, on page 1628
• IP in IP, on page 1629
• IP Mobility, on page 1630
• ipcd, on page 1631
• IPComp, on page 1632
• IPCP, on page 1633
• IPCU, on page 1634
• ipdd, on page 1635
• iPerceptions, on page 1636
• Iperf, on page 1637
• IPFIX, on page 1638
• IPLT, on page 1639
• IPP, on page 1640
• IPsec, on page 1641
• IPv6 encapsulation, on page 1642
• IPv6CP, on page 1643
• IPX over IP, on page 1644
• IPX over UDP, on page 1645
• IRC, on page 1646
• IRC file transfer, on page 1647
• IRC-SERV, on page 1648
• IRCS, on page 1649
• IRCTC, on page 1650
• ircu, on page 1651
• iRODS, on page 1652
• IRTP, on page 1653
• ISCSI, on page 1654
• ISI Graphics, on page 1655
• ISIS, on page 1656
• Island Mob, on page 1657
• ISO ILL Protocol, on page 1658
• ISO IP, on page 1659
• ISO MMS, on page 1660
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• ISO Transport Class 2 Non-Control over TCP, on page 1661
• ISO-TP0, on page 1662
• Isoball, on page 1663
• Issuu, on page 1664
• iStock, on page 1665
• it168, on page 1666
• itm-mcell-s, on page 1667
• Itsfogo, on page 1668
• ITU H.225, on page 1669
• ITU H.245, on page 1670
• ITU H.245 Audio, on page 1671
• ITU H.323, on page 1672
• ITU T.120, on page 1673
• iTunes, on page 1674
• iTunes Desktop, on page 1675
• iTunes iPad, on page 1676
• iTunes iPhone, on page 1677
• iTunes iPod, on page 1678
• iTunes Music, on page 1679
• iTunes Store, on page 1680
• iTunes U, on page 1681
• ITV, on page 1682
• Ivacy Login, on page 1683
• iWARP, on page 1684
• IxChariot, on page 1685
• Ixxx, on page 1686
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I Waste So Much Time
Funny photos and videos around the world.Description

web services provider,multimedia (TV/video)Categories

displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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i-nlsp
Integrated Net Layer Security Protocol, a proposed security protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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I2P
Invisible Internet Protocol, an anonymous p2p network.Description

network protocols/services,peer to peerCategories

file sharing/transferTags

Very HighRisk

Very LowBusiness Relevance
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iAd
Web advertisement services.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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iafdbase
Registered with IANA on port 480 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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IAFServer
IAFServer is part of the Integrated Authentication Framework.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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IASD
Registered with IANA on port 432 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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iAstrology
Facebook astrology app.Description

social networkingCategories

SSL protocol,social network post,Facebook post,FacebookTags

HighRisk

Very LowBusiness Relevance
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IATP
Interactive Agent Transfer Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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IAX
Inter-Asterisk eXchange, a protocol used by the Asterisk PBX.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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IAX2
Inter-Asterisk Exchange, version 2.Description

network protocols/servicesCategories

Tags

LowRisk

HighBusiness Relevance
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iBackup
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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1456

Applications: I
iBackup



IBM
Website for IBM.Description

e-commerce,businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1457

Applications: I
IBM



IBM App
IBM systems software.Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1458

Applications: I
IBM App



IBM Director
IBM Director is an element management system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1459

Applications: I
IBM Director



IBM NetView DM
IBM NetView Distribution Manager provides centralized management
capabilities.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1460

Applications: I
IBM NetView DM



IBM NetView DM/6000 Server/Client
IBM NetView Distribution Manager provides centralized management
capabilities.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1461

Applications: I
IBM NetView DM/6000 Server/Client



iBooks
Mobile app for download and read e-books.Description

web services provider,mobile applicationCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1462

Applications: I
iBooks



IBP
Internet Backplane Protocol, middleware for managing and using remote
storage.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1463

Applications: I
IBP



ibVPN
Traffic generated by ibVPN.Description

anonymizer/proxyCategories

SSL protocol,encrypts communicationsTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1464

Applications: I
ibVPN



ibVPN Login
Logins to the ibVPN personal VPN service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1465

Applications: I
ibVPN Login



ICA
Remote desktop service.Description

network protocols/servicesCategories

allows remote connectTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1466

Applications: I
ICA



ICA Browser
Remote desktop service.Description

remote administration,web browserCategories

allows remote connectTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1467

Applications: I
ICA Browser



ICAD
A knowledge-based engineering system written in Lisp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1468

Applications: I
ICAD



iCal
Apple calendar application.Description

collaboration,mobile applicationCategories

Mac installerTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1469

Applications: I
iCal



ICAP
Proxy service for specific content.Description

anonymizer/proxyCategories

recent vulnerabilities,stealth tacticsTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1470

Applications: I
ICAP



IceShare
Peer-to-peer broadcasting application.Description

multimedia (music/audio),peer to peerCategories

high bandwidth,share music,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1471

Applications: I
IceShare



ICICI Bank
Indian multinational banking and financial services company.Description

business,financialCategories

encrypts communicationsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1472

Applications: I
ICICI Bank



ICL coNETion locate server
Registered with IANA on port 886 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1473

Applications: I
ICL coNETion locate server



ICL coNETion server info
Registered with IANA on port 887 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1474

Applications: I
ICL coNETion server info



iCloud
Apple cloud storage service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1475

Applications: I
iCloud



ICMP
Internet Control Message Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1476

Applications: I
ICMP



ICMP for IPv6
Internet Control Message Protocol version 6 (ICMPv6) is the implementation
of the Internet ControlMessage Protocol (ICMP) for Internet Protocol version
6 (IPv6).

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1477

Applications: I
ICMP for IPv6



ICP
Registered with IANA on port 1112 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1478

Applications: I
ICP



ICQ
Internet chat client.Description

instant messagingCategories

SSL protocol,instant chat,opens portTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1479

Applications: I
ICQ



ICQ2Go
Web-based ICQ.Description

instant messagingCategories

recent vulnerabilities,web chat,OSCAR protocolTags

Very HighRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1480

Applications: I
ICQ2Go



Ident
Protocol to identify the user who has opened an internet connection.Description

network utilitiesCategories

Tags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1481

Applications: I
Ident



idfp
Registered with IANA on port 549 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1482

Applications: I
idfp



IDP
Xerox Internet Datagram ProtocolDescription

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1483

Applications: I
IDP



IDPR
Inter-Domain Policy Routing Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1484

Applications: I
IDPR



IDPR Control Message
Constructs and maintains routes between source and destination domains in
an IDPR network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1485

Applications: I
IDPR Control Message



IDRP
Inter-Domain Routing Protocol, an exterior gateway protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1486

Applications: I
IDRP



IDXRad
Radiology imagery transmission system.Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1487

Applications: I
IDXRad



IEC 104 Ack File Ack Section
An IEC 104 Type ID, F_AF_NA_1. Act file, Act section in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1488

Applications: I
IEC 104 Ack File Ack Section



IEC 104 Bitstring 32 bit Command with Long Time
An IEC 104 Type ID, C_BO_TA_1. Command telegrams of Bit string 32 bit
with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1489

Applications: I
IEC 104 Bitstring 32 bit Command with Long Time



IEC 104 Bitstring 32 bit with Long Time
An IEC 104 Type ID, M_BO_TB_1. Process telegrams of Bit string of 32
bit with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1490

Applications: I
IEC 104 Bitstring 32 bit with Long Time



IEC 104 Call directory Select File
An IEC 104 Type ID, F_SC_NA_1. Call directory, select file, call file, call
section.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1491

Applications: I
IEC 104 Call directory Select File



IEC 104 Clock Synchronization Command
An IEC 104 Type ID, C_CS_NA_1. System information in control direction
of Clock synchronization command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1492

Applications: I
IEC 104 Clock Synchronization Command



IEC 104 Control Bitstring 32 bits
An IEC 104 Type ID, C_BO_NA_1. Process Information in control direction
of Bit string 32 bit.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1493

Applications: I
IEC 104 Control Bitstring 32 bits



IEC 104 Counter Interrogation Command
An IEC 104 Type ID, C_CI_NA_1. System information in control direction
of Counter interrogation command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1494

Applications: I
IEC 104 Counter Interrogation Command



IEC 104 Double Command
An IEC 104 Type ID, C_DC_NA_1. Process Information in control direction
of Double command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1495

Applications: I
IEC 104 Double Command



IEC 104 Double Command with Long Time
An IEC 104 Type ID, C_DC_TA_1. Command telegrams of Double command
with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1496

Applications: I
IEC 104 Double Command with Long Time



IEC 104 Double Point Info
An IEC 104 Type ID,M_DP_NA_1. Process information in monitor direction
of Double point information.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1497

Applications: I
IEC 104 Double Point Info



IEC 104 Double Point Info with Long Time
An IEC 104 Type ID, M_DP_TB_1. Process telegrams of Double point
information with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1498

Applications: I
IEC 104 Double Point Info with Long Time



IEC 104 End of Initialization
An IEC 104 Type ID, M_EI_NA_1. System information in monitor direction
of End of initialization.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1499

Applications: I
IEC 104 End of Initialization



IEC 104 Event of Protection with Long Time
An IEC 104 Type ID,M_EP_TD_1. Process telegrams of Event of protection
equipment with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1500

Applications: I
IEC 104 Event of Protection with Long Time



IEC 104 File Ready
An IEC 104 Type ID, F_FR_NA_1. File ready in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1501

Applications: I
IEC 104 File Ready



IEC 104 Integrated Totals
An IEC 104 Type ID,M_IT_NA_1. Process information in monitor direction
of Integrated totals.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1502

Applications: I
IEC 104 Integrated Totals



IEC 104 Integrated Totals with Long Time
An IEC 104 Type ID, M_IT_TB_1. Process telegrams of Integrated totals
with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1503

Applications: I
IEC 104 Integrated Totals with Long Time



IEC 104 Interrogation Command
An IEC 104 Type ID, C_IC_NA_1. System Information in control direction
of General Interrogation command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1504

Applications: I
IEC 104 Interrogation Command



IEC 104 Last Section Last Segment
An IEC 104 Type ID, F_LS_NA_1. Last section, last segment in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1505

Applications: I
IEC 104 Last Section Last Segment



IEC 104 List Directory
An IEC 104 Type ID, F_DR_TA_1. List Directory in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1506

Applications: I
IEC 104 List Directory



IEC 104 List Segment
An IEC 104 Type ID, F_SG_NA_1. List Segment in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1507

Applications: I
IEC 104 List Segment



IEC 104 Measured Normalized
An IEC 104 Type ID,M_ME_NA_1. Process information inmonitor direction
of Measured value, normalized value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1508

Applications: I
IEC 104 Measured Normalized



IEC 104 Measured Normalized with Long Time
An IEC 104 Type ID, M_ME_TD_1. Process telegrams of Measured value,
normalized value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1509

Applications: I
IEC 104 Measured Normalized with Long Time



IEC 104 Measured Normalized without Quality Descriptor
An IEC 104 Type ID,M_ME_ND_1. Process information inmonitor direction
of Measured value, normalized value without quality descriptor.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1510

Applications: I
IEC 104 Measured Normalized without Quality Descriptor



IEC 104 Measured Scaled
An IEC 104 Type ID,M_ME_NB_1. Process information inmonitor direction
of Measured value, scaled value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1511

Applications: I
IEC 104 Measured Scaled



IEC 104 Measured Scaled with Long Time
An IEC 104 Type ID, M_ME_TE_1. Process telegrams of Measured value,
scaled value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1512

Applications: I
IEC 104 Measured Scaled with Long Time



IEC 104 Measured Short Float
An IEC 104 Type ID,M_ME_NC_1. Process information inmonitor direction
of Measured value, short floating point value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1513

Applications: I
IEC 104 Measured Short Float



IEC 104 Measured Short Float with Long Time
An IEC 104 Type ID, M_ME_TF_1. Process telegrams of Measured value,
short floating point value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1514

Applications: I
IEC 104 Measured Short Float with Long Time



IEC 104 Monitor Bitstring 32 bit
An IEC 104 Type ID,M_BO_NA_1. Process information inmonitor direction
of Bit string of 32 bit.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1515

Applications: I
IEC 104 Monitor Bitstring 32 bit



IEC 104 Packed Output Circuit Info with Long Time
An IEC 104 Type ID, M_EP_TF_1. Process telegrams of Packed output
circuit information of protection equipment with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1516

Applications: I
IEC 104 Packed Output Circuit Info with Long Time



IEC 104 Packed Single Point
An IEC 104 Type ID,M_PS_NA_1. Process information in monitor direction
of Packed single-point information with status change detection.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1517

Applications: I
IEC 104 Packed Single Point



IEC 104 Packed Start Event with Long Time
An IEC 104 Type ID, M_EP_TE_1. Process telegrams of Packed start events
of protection equipment with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1518

Applications: I
IEC 104 Packed Start Event with Long Time



IEC 104 Parameter Activation
An IEC 104 Type ID, P_AC_NA_1. Parameter in control direction of
Parameter activation.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1519

Applications: I
IEC 104 Parameter Activation



IEC 104 Parameter of Measured Normalized
An IEC 104 Type ID, P_ME_NA_1. Parameter in control direction of
measured value, normalized value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1520

Applications: I
IEC 104 Parameter of Measured Normalized



IEC 104 Parameter of Measured Scaled
An IEC 104 Type ID, P_ME_NB_1. Parameter in control direction of
measured value, scaled value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1521

Applications: I
IEC 104 Parameter of Measured Scaled



IEC 104 Parameter of Measured Short Float
An IEC 104 Type ID, P_ME_NC_1. Parameter in control direction of
measured value, short floating point value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1522

Applications: I
IEC 104 Parameter of Measured Short Float



IEC 104 Query Log
An IEC 104 Type ID, F_SC_NB_1. Query Log in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1523

Applications: I
IEC 104 Query Log



IEC 104 Read Command
An IEC 104 Type ID, C_RD_NA_1. System information in control direction
of Read command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1524

Applications: I
IEC 104 Read Command



IEC 104 Regulating Step Command
An IEC 104 Type ID, C_RC_NA_1. Process information in control direction
of Regulating step command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1525

Applications: I
IEC 104 Regulating Step Command



IEC 104 Regulating Step Command with Long Time
An IEC 104 Type ID, C_RC_TA_1. Command telegrams of Regulating step
command with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1526

Applications: I
IEC 104 Regulating Step Command with Long Time



IEC 104 Reset Process Command
An IEC 104 Type ID, C_RP_NC_1. System information in control direction
of Reset process command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1527

Applications: I
IEC 104 Reset Process Command



IEC 104 Section Ready
An IEC 104 Type ID, F_SR_NA_1. Section ready in file transfer.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1528

Applications: I
IEC 104 Section Ready



IEC 104 Setpoint Command Normalized
An IEC 104 Type ID, C_SE_NA_1. Process information in control direction
of Setpoint command, normalized value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1529

Applications: I
IEC 104 Setpoint Command Normalized



IEC 104 Setpoint Command Normalized with Long Time
An IEC 104 Type ID, C_SE_TA_1. Command telegrams of Setpoint
command, normalized value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1530

Applications: I
IEC 104 Setpoint Command Normalized with Long Time



IEC 104 Setpoint Command Scaled
An IEC 104 Type ID, C_SE_NB_1. Process information in control direction
of Setpoint command, scaled value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1531

Applications: I
IEC 104 Setpoint Command Scaled



IEC 104 Setpoint Command Scaled with Long Time
An IEC 104 Type ID, C_SE_TB_1. Command telegrams of Setpoint
command, scaled value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1532

Applications: I
IEC 104 Setpoint Command Scaled with Long Time



IEC 104 Setpoint Command Short Float
An IEC 104 Type ID, C_SE_NC_1. Process information in control direction
of Setpoint command, short floating point value.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1533

Applications: I
IEC 104 Setpoint Command Short Float



IEC 104 Setpoint Command Short Float with Long Time
An IEC 104 Type ID, C_SE_TC_1. Command telegrams of Setpoint
command, short floating point value with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1534

Applications: I
IEC 104 Setpoint Command Short Float with Long Time



IEC 104 Single Command
An IEC 104 Type ID, C_SC_NA_1. Process information in control direction
of Single command.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1535

Applications: I
IEC 104 Single Command



IEC 104 Single Command with Long Time
An IEC 104 Type ID, C_SC_TA_1. Command telegrams of Single command
with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1536

Applications: I
IEC 104 Single Command with Long Time



IEC 104 Single Point Info
An IEC 104 Type ID,M_SP_NA_1. Process information in monitor direction
of Single point information.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1537

Applications: I
IEC 104 Single Point Info



IEC 104 Single Point Info with Long Time
An IEC 104 Type ID, M_SP_TB_1. Process telegrams of Single point
information with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1538

Applications: I
IEC 104 Single Point Info with Long Time



IEC 104 STARTDT ACT
An IEC 104 Function of Start Data Transfer Activation.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1539

Applications: I
IEC 104 STARTDT ACT



IEC 104 STARTDT CON
An IEC 104 Function of Start Data Transfer Confirmation.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1540

Applications: I
IEC 104 STARTDT CON



IEC 104 Step Position Info
An IEC 104 Type ID,M_ST_NA_1. Process information in monitor direction
of Step position information.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1541

Applications: I
IEC 104 Step Position Info



IEC 104 Step Position Info with Long Time
An IEC 104 Type ID, M_ST_TB_1. Process telegrams of Step position
information with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1542

Applications: I
IEC 104 Step Position Info with Long Time



IEC 104 Test Command with Long Time
An IEC 104 Type ID, C_TS_TA_1. System information in control direction
of Test command with time tag CP56Time2a.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1543

Applications: I
IEC 104 Test Command with Long Time



IEC 104 TESTFR ACT
An IEC 104 Function of Test Frame Activation.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1544

Applications: I
IEC 104 TESTFR ACT



IEC 104 TESTFR CON
An IEC 104 Function of Test Frame Confirmation.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1545

Applications: I
IEC 104 TESTFR CON



IEC 60870-5-104
A SCADA type of protocol, also known as IEC 104. One of the IEC 60870
set of standards which define systems used for telecontrol (supervisory control
and data acquisition) in electrical engineering and power system automation
applications.

Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1546

Applications: I
IEC 60870-5-104



IEEE C37.118 Command DT Off Frame
An IEEE C37.118 Protocol Synchrophasor Command Data Transmission
Off Frame Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1547

Applications: I
IEEE C37.118 Command DT Off Frame



IEEE C37.118 Command DT On Frame
An IEEEC37.118 Protocol Synchrophasor CommandData Transmission On
Frame Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1548

Applications: I
IEEE C37.118 Command DT On Frame



IEEE C37.118 Command Extended Frame
An IEEEC37.118 Protocol Synchrophasor CommandExtended Frame Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
IEEE C37.118 Command Extended Frame



IEEE C37.118 Command Send Configuration 1 Frame
An IEEE C37.118 Protocol Synchrophasor Command Send Configuration 1
Frame Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
IEEE C37.118 Command Send Configuration 1 Frame



IEEE C37.118 Command Send Configuration 2 Frame
An IEEE C37.118 Protocol Synchrophasor Command Send Configuration 2
Frame Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
IEEE C37.118 Command Send Configuration 2 Frame



IEEE C37.118 Command Send Configuration 3 Frame
An IEEE C37.118 Protocol Synchrophasor Command Send Configuration 3
Frame Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1552

Applications: I
IEEE C37.118 Command Send Configuration 3 Frame



IEEE C37.118 Command Send Header Frame
An IEEE C37.118 Protocol Synchrophasor Command Send Header Frame
Packet.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial Protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1553

Applications: I
IEEE C37.118 Command Send Header Frame



IEEE C37.118 Configuration Frame 1
An IEEE C37.118 Protocol Synchrophasor Configuration Frame 1 Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
IEEE C37.118 Configuration Frame 1



IEEE C37.118 Configuration Frame 2
An IEEE C37.118 Protocol Synchrophasor Configuration Frame 2 Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
IEEE C37.118 Configuration Frame 2



IEEE C37.118 Configuration Frame 3
An IEEE C37.118 Protocol Synchrophasor Configuration Frame 3 Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
IEEE C37.118 Configuration Frame 3



IEEE C37.118 Data Frame
An IEEE C37.118 Protocol Synchrophasor Data Frame Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
IEEE C37.118 Data Frame



IEEE C37.118 Header Frame
An IEEE C37.118 Protocol Synchrophasor Header Frame Packet.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
IEEE C37.118 Header Frame



IEEE C37.118 Synchrophasor
IEEE C37.118 Synchrophasor Data Transfer Protocol is an IEEE standard
which defines a method for exchange of synchronized phasor measurement
data between power system equipment.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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1559

Applications: I
IEEE C37.118 Synchrophasor



IEEE-MMS-SSL
IEEE Media Management System, a distributed system for managing
removable media.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IEEE-MMS-SSL



iFCP
Internet Fibre Channel Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
iFCP



Ifeng.com
Chinese webportal from Phoenix New media.Description

web services provider,gaming,newsCategories

displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: I
Ifeng.com



iflix
Movie streaming.Description

multimedia (TV/video)Categories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iflix



IFMP
Ipsilon Flow Management Protocol, is a label-switching protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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1564

Applications: I
IFMP



IFTTT
Service to connect channels.Description

web services providerCategories

SSL protocol,encrypts communications,share linksTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1565

Applications: I
IFTTT



iFunny
Aggregator of humorous and interesting memes.Description

web content aggregatorsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1566

Applications: I
iFunny



IGMP
Internet Group Messaging Protocol, used to help form multicast networks.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1567

Applications: I
IGMP



IGN
News/reviews website focused primarily on video games.Description

e-commerce,gaming,newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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1568

Applications: I
IGN



IGRP
Cisco's Interior Gateway Routing Protocol is a distance vector interior routing
protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IGRP



iHeartRadio
Website that provides streaming access to local and digital-only radio stations.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,share musicTags

LowRisk

LowBusiness Relevance
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Applications: I
iHeartRadio



IKE
Internet Key Exchange.Description

network protocols/servicesCategories

encrypts communications,tunnelsTags

Very LowRisk

MediumBusiness Relevance
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1571

Applications: I
IKE



IKEA.com
Online storefront for international furniture retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: I
IKEA.com



IL
The Internet Link Protocol or IL is a connection-based transport layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IL



Image Venue
Free image hosting site.Description

web services provider,remote file storageCategories

share photosTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1574

Applications: I
Image Venue



ImageShack
Image hosting website.Description

remote file storageCategories

high bandwidth,SSL protocol,share photosTags

LowRisk

LowBusiness Relevance
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Applications: I
ImageShack



IMAP
IMAP (Internet Message Access Protocol) is an Internet standard protocol
for accessing email on a remote server.

Description

emailCategories

sends mail,allows remote connect,opens portTags

Very HighRisk

MediumBusiness Relevance
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Applications: I
IMAP



IMAPS
IMAP4 protocol over TLS/SSL.Description

emailCategories

SSL protocol,sends mail,allows remote connect,opens portTags

MediumRisk

MediumBusiness Relevance
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1577

Applications: I
IMAPS



IMDB
Movie information, reviews and previews.Description

newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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1578

Applications: I
IMDB



IMGames
Registered with IANA on port 1077 tcp/udp.Description

network protocols/services,gamingCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: I
IMGames



Imgur
Image hosting website.Description

remote file storageCategories

high bandwidth,SSL protocol,share photosTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1580

Applications: I
Imgur



IMO
Microsoft Outlook with Internet Mail Only option.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

LowRisk

HighBusiness Relevance
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1581

Applications: I
IMO



imo.im
Instant messenger service for various instant messaging protocols.Description

instant messagingCategories

SSL protocol,instant chat,IM aggregatorTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1582

Applications: I
imo.im



IMP Logical Address Maintenance
Registered with IANA on port 51 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1583

Applications: I
IMP Logical Address Maintenance



ImpressCoJp
General impress.co.jp website traffic.Description

businessCategories

web-based support/helpTags

LowRisk

Very LowBusiness Relevance
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Applications: I
ImpressCoJp



Improve Digital
European sell side online ad service.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1585

Applications: I
Improve Digital



IMRWorldWide
Market research and Network analytics to display advertisement.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1586

Applications: I
IMRWorldWide



IMSP
The Internet Message Support Protocol, for mail provisioning.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1587

Applications: I
IMSP



IMTransferAgent
Windows Azure storage used by iMessage.Description

remote file storageCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1588

Applications: I
IMTransferAgent



IMzog
Adult videos.Description

multimedia (TV/video)Categories

encrypts communications,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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1589

Applications: I
IMzog



In.com
Entertainment news and media.Description

e-commerce,multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: I
In.com



Inbox.com
Free web-based email service provider.Description

web services provider,gamingCategories

SSL protocol,displays ads,webmailTags

Very LowRisk

LowBusiness Relevance
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1591

Applications: I
Inbox.com



InBusiness
Administration of InBusiness line of small office network equipment.
Registered with IANA on port 244/tcp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
InBusiness



Indeed
The job search engine.Description

businessCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1593

Applications: I
Indeed



Indiatimes
Online news portal.Description

web services provider,newsCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1594

Applications: I
Indiatimes



Indiegogo
Online Fund raiser for new ideas/products.Description

web services provider,business,multimedia (TV/video)Categories

SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Indiegogo



Infinity Blade
Mobile game.Description

gaming,mobile applicationCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: I
Infinity Blade



Info.com
Search engine.Description

search engineCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

Very HighBusiness Relevance
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Applications: I
Info.com



Infonline
Malware-generated online advertisements.Description

web services provider,ad portalCategories

evasive,SSL protocol,displays adsTags

Very HighRisk

MediumBusiness Relevance
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Applications: I
Infonline



Informix
Relational database management system.Description

business,databaseCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: I
Informix



InfoSeek
A 90s-era internet search engine.Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1600

Applications: I
InfoSeek



Infostore
Microsoft Exchange information store.Description

emailCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Infostore



Infusionsoft
Software company providing solutions for sales and marketing.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Infusionsoft



IngresNET
Protocol that allows access to Ingres databases.Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: I
IngresNET



Innovation Interactive
Digital marketing services.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: I
Innovation Interactive



InQuest Technologies
Cloud based business automation service.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: I
InQuest Technologies



INRIX
Mobile app for Traffic related updates.Description

web services provider,mobile applicationCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: I
INRIX



InsightExpress
Analyser for online and Mobile advertisements.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: I
InsightExpress



InSkin Media
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: I
InSkin Media



Inspectlet
Website informatics and analytics.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Inspectlet



Instagram
Mobile phone photo sharing.Description

web services provider,remote file storage,social networking,mobile applicationCategories

SSL protocol,file sharing/transfer,share media,FacebookTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Instagram



Instagram Media
Traffic generated while viewing images and videos in Instagram.Description

web services provider,remote file storage,social networking,mobile applicationCategories

SSL protocol,file sharing/transfer,share media,FacebookTags

MediumRisk

LowBusiness Relevance
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Applications: I
Instagram Media



Instapaper
App to save wb pages for later use.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance
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Applications: I
Instapaper



Instructure
Online portal for teaching and learning.Description

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Instructure



Intecourier
Registered with IANA on port 495 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Intecourier



Integra Software Management Environment
Part of the Symantec Management Platform.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
Integra Software Management Environment



Integral Ad Science
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Integral Ad Science



Integromedb Crawler
Medical data web crawler.Description

web spider/search crawlerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
Integromedb Crawler



Intel
Computer chip builder.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
Intel



Intermarkets
Sales management firm for Advertising.Description

web services providerCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: I
Intermarkets



Internet Configuration Manager
Registered with IANA on port 615 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Internet Configuration Manager



Internet Download Manager
Software which supports downloads across multiple platform.Description

download managerCategories

Tags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Internet Download Manager



Internet Explorer
A Microsoft web browser.Description

web browserCategories

SSL protocol,encrypts communications,User-Agent ExclusionTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Internet Explorer



Internet telephony tool
A set of data conferencing and telephony extensions for Netscape Navigator.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
Internet telephony tool



Intralinks
A secure collaboration site.Description

web services provider,collaborationCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance
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Applications: I
Intralinks



intrinsa
Registered with IANA on port 503 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
intrinsa



Intuit
Software company for financial and tax related services.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: I
Intuit



Investopedia
A wiki focused on information related to investments.Description

financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: I
Investopedia



Invitemedia
Advertising portal.Description

web services provider,ad portalCategories

SSL protocol,encrypts communications,displays ads,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: I
Invitemedia



IP in IP
Tunneling IP within IP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IP in IP



IP Mobility
An IETF standard communications protocol for mobile devices.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IP Mobility



ipcd
Registered with IANA on port 576 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ipcd



IPComp
IP Payload Compression Protocol, reduces the size of IP datagrams.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IPComp



IPCP
Internet Protocol Control Protocol, allows the configuration of IP addressing
over a PPP link.

Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: I
IPCP



IPCU
Internet Packet Core Utility, registered with IANA as IP Protocol 71.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IPCU



ipdd
Registered with IANA on port 578 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ipdd



iPerceptions
Online marketing analysis provider.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: I
iPerceptions



Iperf
A TCP/UDP bandwidth measurement tool.Description

network protocols/servicesCategories

UDP protocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: I
Iperf



IPFIX
IP Flow Information Export.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: I
IPFIX



IPLT
Registered with IANA as IP Protocol 129.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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1639

Applications: I
IPLT



IPP
Internet Printing Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
IPP



IPsec
Internet Protocol Security is an end-to-end security scheme commonly used
for VPNs.

Description

VPN/tunnel,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: I
IPsec



IPv6 encapsulation
A packet is encapsulated and carried as payload within an IPv6 packet.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IPv6 encapsulation



IPv6CP
Internet Protocol Version 6 Control Protocol, IPv6 version of IPCP.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: I
IPv6CP



IPX over IP
Internetwork Packet Exchange encapsulated in IP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IPX over IP



IPX over UDP
Internetwork Packet Exchange encapsulated in UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IPX over UDP



IRC
Internet relay chat daemon.Description

network protocols/services,instant messagingCategories

file sharing/transfer,instant chat,allows remote connect,IRC protocol,opens
port

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
IRC



IRC file transfer
Transfer of data on an IRC session.Description

network protocols/servicesCategories

file sharing/transfer,IRC protocolTags

HighRisk

MediumBusiness Relevance
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Applications: I
IRC file transfer



IRC-SERV
A server software that implements the IRC Internet Relay Chat protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IRC-SERV



IRCS
IRC protocol over TLS/SSL.Description

network protocols/services,instant messagingCategories

SSL protocol,file sharing/transfer,instant chat,allows remote connect,IRC
protocol,opens port

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1649

Applications: I
IRCS



IRCTC
Official website for Indian Railway Catering and Tourism Corporation.Description

web services providerCategories

encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: I
IRCTC



ircu
IRC server often used in customer-service chat applications.Description

instant messagingCategories

web-based support/help,IRC protocolTags

HighRisk

LowBusiness Relevance
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Applications: I
ircu



iRODS
Integrated Rule Oriented Data System aiming at flexible data management.Description

network protocols/servicesCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: I
iRODS



IRTP
Internet Reliable Transaction Protocol, a transport level host-to-host protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
IRTP



ISCSI
Internet Small Computer System Interface, an IP protocol that allows storage
systems to communicate.

Description

remote file storage,network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
ISCSI



ISI Graphics
ISI Graphics Language.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: I
ISI Graphics



ISIS
Intermediate System-to-Intermediate System is an interior gateway routing
protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ISIS



Island Mob
Official website for Island Mob which provides mobile services like, games,
ringtones, videos and wallpapers.

Description

web services provider,businessCategories

encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Applications: I
Island Mob



ISO ILL Protocol
Interlibrary Loan (ILL), for communication between various document
exchange systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ISO ILL Protocol



ISO IP
An ISO-specified network layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ISO IP



ISO MMS
Manufacturer Messaging Specification, the ISO session-layer protocol.Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: I
ISO MMS



ISO Transport Class 2 Non-Control over TCP
Implementation of ISO Transport Class 2 Non-use of Explicit Flow Control
on top of TCP.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ISO Transport Class 2 Non-Control over TCP



ISO-TP0
A protocol that is used to bridge ISO TP0 packets between X.25 and TCP
networks.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
ISO-TP0



Isoball
Web game where you must construct a track to lead a ball into a hole.Description

gamingCategories

web gamingTags

Very LowRisk

Very LowBusiness Relevance
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Applications: I
Isoball



Issuu
Web based document posting and sharing service.Description

remote file storageCategories

SSL protocol,share mediaTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1664

Applications: I
Issuu



iStock
Online royalty-free stock images.Description

web services providerCategories

SSL protocol,share photosTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iStock



it168
Chinese social media website.Description

e-commerce,databaseCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: I
it168



itm-mcell-s
Registered with IANA on port 828 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: I
itm-mcell-s



Itsfogo
Advertising and analytics site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: I
Itsfogo



ITU H.225
An ITU-specified call signalling protocol used with H.323 and H.324.Description

multimedia (other)Categories

video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: I
ITU H.225



ITU H.245
An ITU-specified control channel protocol used with H.323 and H.324.Description

multimedia (other)Categories

video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: I
ITU H.245



ITU H.245 Audio
An ITU-specified control channel protocol used with H.323 and H.324 audio
sessions.

Description

multimedia (music/audio)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
ITU H.245 Audio



ITU H.323
Packet-based mulimedia conferencing protocol.Description

network protocols/services,collaboration,VoIP,web conferencingCategories

webcam,video conferencingTags

LowRisk

HighBusiness Relevance
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Applications: I
ITU H.323



ITU T.120
An ITU-T family of protocols for multimedia conferencing.Description

network protocols/services,multimedia (TV/video),multimedia
(other),VoIP,web conferencing,web desktop

Categories

video conferencingTags

Very LowRisk

HighBusiness Relevance
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Applications: I
ITU T.120



iTunes
Apple's media player and online store.Description

e-commerce,multimedia (music/audio)Categories

SSL protocol,share music,Windows installer,Mac installerTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iTunes



iTunes Desktop
iTunes desktop app.Description

multimedia (music/audio)Categories

Tags

LowRisk

LowBusiness Relevance
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Applications: I
iTunes Desktop



iTunes iPad
iTunes for iPad.Description

web services provider,multimedia (music/audio),mobile applicationCategories

User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iTunes iPad



iTunes iPhone
iTunes for iPhone.Description

web services provider,multimedia (music/audio),mobile applicationCategories

User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iTunes iPhone



iTunes iPod
iTunes for iPod.Description

web services provider,multimedia (music/audio),mobile applicationCategories

User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: I
iTunes iPod



iTunes Music
Music by iTunes for iPhone.Description

multimedia (music/audio),mobile applicationCategories

User-Agent ExclusionTags

MediumRisk

Very LowBusiness Relevance
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Applications: I
iTunes Music



iTunes Store
An Apple store for music and movies on iOS devices. Different than Mac
App Store and Apple App Store.

Description

multimedia (TV/video),multimedia (music/audio),mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: I
iTunes Store



iTunes U
Access to courses from the leading universities.Description

multimedia (TV/video),virtual worlds,mobile applicationCategories

SSL protocol,encrypts communications,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: I
iTunes U



ITV
Streaming video provider.Description

multimedia (TV/video)Categories

content providerTags

MediumRisk

Very LowBusiness Relevance
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Applications: I
ITV



Ivacy Login
Logging into Ivacy VPN, a firewall-bypassing service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

LowRisk

HighBusiness Relevance
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Applications: I
Ivacy Login



iWARP
Internet Wide Area RDMA Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: I
iWARP



IxChariot
Network telemetry software.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: I
IxChariot



Ixxx
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: I
Ixxx



Applications: J

This chapter contains the following sections:

• J.C. Penney, on page 1689
• J.P. Morgan, on page 1690
• Jabber, on page 1691
• Jabong.com, on page 1692
• Jalopnik, on page 1693
• Jamendo, on page 1694
• Jango, on page 1695
• Jargon, on page 1696
• Jaspersoft, on page 1697
• Java, on page 1698
• Java RMI, on page 1699
• Java Update, on page 1700
• JBoss Remoting, on page 1701
• JetBrains, on page 1702
• JetBrains feature, on page 1703
• JetBrains plugins, on page 1704
• JetBrains update, on page 1705
• Jetsetz, on page 1706
• JikeSpider, on page 1707
• Jimdo, on page 1708
• Jingdong (360buy.com), on page 1709
• Jira, on page 1710
• Jive, on page 1711
• John's Background Switcher, on page 1712
• JoinMe, on page 1713
• JonDo, on page 1714
• Joomla, on page 1715
• Joystiq, on page 1716
• JSTOR, on page 1717
• Jubii, on page 1718
• JuicyAds, on page 1719
• Jungle Disk, on page 1720
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• JustCloud, on page 1721
• Justin.tv, on page 1722
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Applications: J



J.C. Penney
Clothing and accessory retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: J
J.C. Penney



J.P. Morgan
Financial services arm of J.P. Morgan Chase & Co.Description

financialCategories

SSL protocolTags

MediumRisk

Very HighBusiness Relevance
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Applications: J
J.P. Morgan



Jabber
Opensource XMPP client.Description

instant messagingCategories

web chat,Jabber protocolTags

HighRisk

MediumBusiness Relevance
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Applications: J
Jabber



Jabong.com
Indian online shopping site.Description

web services provider,e-commerceCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: J
Jabong.com



Jalopnik
Automotive news and information blog.Description

web content aggregators,newsCategories

SSL protocol,displays ads,blogTags

Very LowRisk

Very LowBusiness Relevance
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Applications: J
Jalopnik



Jamendo
Website that allows for the streaming, downloading, and uploading of free
music.

Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,share musicTags

LowRisk

LowBusiness Relevance
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Applications: J
Jamendo



Jango
Internet radio and social networking service.Description

social networking,multimedia (music/audio)Categories

high bandwidth,SSL protocol,share musicTags

HighRisk

LowBusiness Relevance
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Applications: J
Jango



Jargon
Jargon protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: J
Jargon



Jaspersoft
Jaspersoft embedded analytics software is a BI platform to design, embed,
and manage reports & analytics with programmatic control.

Description

web services provider,business,collaborationCategories

SSL protocol,business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: J
Jaspersoft



Java
Java based application.Description

web services providerCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: J
Java



Java RMI
A Java application programming interface that performs the object-oriented
equivalent of remote procedure calls (RPC).

Description

network protocols/servicesCategories

allows remote connectTags

Very LowRisk

MediumBusiness Relevance
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Applications: J
Java RMI



Java Update
Java update software service.Description

software updateCategories

SSL protocol,adds/installs other softwareTags

Very LowRisk

LowBusiness Relevance
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Applications: J
Java Update



JBoss Remoting
Framework for communication over the network.Description

network protocols/services,remote administrationCategories

displays ads,allows remote connect,User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: J
JBoss Remoting



JetBrains
A collection of IDEs for different programming languages and frameworks.Description

web services providerCategories

Windows installer,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance
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Applications: J
JetBrains



JetBrains feature
JetBrains IDE cloud storage features.Description

web services providerCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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Applications: J
JetBrains feature



JetBrains plugins
JetBrains IDE plugins.Description

web services providerCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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Applications: J
JetBrains plugins



JetBrains update
Updates for JetBrains IDE software.Description

software updateCategories

Windows installerTags

LowRisk

Very HighBusiness Relevance
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Applications: J
JetBrains update



Jetsetz
Travel booking and price comparison site.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: J
Jetsetz



JikeSpider
Web crawler for Jike.com, chinese search engine.Description

web content aggregators,web spider/search crawlerCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: J
JikeSpider



Jimdo
Portal for to creating web site/blog.Description

web services provider,businessCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: J
Jimdo



Jingdong (360buy.com)
Chinese e-commerce site.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: J
Jingdong (360buy.com)



Jira
Web based bug tracking and project management tool.Description

business,collaborationCategories

share media,sends mail,web chatTags

Very LowRisk

HighBusiness Relevance
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Applications: J
Jira



Jive
Collaboration software provider.Description

web services providerCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: J
Jive



John's Background Switcher
An application that automatically changes the desktop background image.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: J
John's Background Switcher



JoinMe
Video, Audio and Text Conferencing provider.Description

collaboration,multimedia (other),web conferencingCategories

SSL protocol,share media,encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: J
JoinMe



JonDo
Anonymous surfing proxy and traffic generated by it.Description

web services provider,VPN/tunnelCategories

evasive,recent vulnerabilities,share videoTags

HighRisk

LowBusiness Relevance
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Applications: J
JonDo



Joomla
Content Management System for building web sites.Description

web services providerCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: J
Joomla



Joystiq
Video gaming blog.Description

gaming,newsCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: J
Joystiq



JSTOR
Digital library for academic journals and books.Description

web services providerCategories

SSL protocol,encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: J
JSTOR



Jubii
Web portal providing search engine, e-mail, and file sharing services.Description

search engine,emailCategories

SSL protocol,file sharing/transfer,safesearch unsupportedTags

LowRisk

MediumBusiness Relevance
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Applications: J
Jubii



JuicyAds
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: J
JuicyAds



Jungle Disk
Cloud storage and backup.Description

remote file storageCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: J
Jungle Disk



JustCloud
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: J
JustCloud



Justin.tv
Live streaming video platform.Description

multimedia (TV/video)Categories

high bandwidth,share video,FlashTags

HighRisk

Very LowBusiness Relevance
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Applications: J
Justin.tv



Applications: K

This chapter contains the following sections:

• K-Block, on page 1725
• K9 Web Protection, on page 1726
• KAD, on page 1727
• Kaixin001, on page 1728
• Kakaku, on page 1729
• Kakao Story, on page 1730
• KakaoTalk, on page 1731
• KakaoTalk Audio, on page 1732
• Kali, on page 1733
• KapanLagi, on page 1734
• KASKUS, on page 1735
• Kaspersky, on page 1736
• Kaspersky Network Agent, on page 1737
• Kay Jewelers, on page 1738
• Kayak, on page 1739
• KBS, on page 1740
• Kerberos, on page 1741
• Kerberos Administration, on page 1742
• Key Server, on page 1743
• keyholetv, on page 1744
• KFTP, on page 1745
• KFTPDATA, on page 1746
• Kickass Torrents, on page 1747
• Kickstarter, on page 1748
• Kik Messenger, on page 1749
• King.com, on page 1750
• KinoGo, on page 1751
• Kinopoisk, on page 1752
• KIS, on page 1753
• Kismet, on page 1754
• KissAnime, on page 1755
• Kiwoom, on page 1756
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• Klogin, on page 1757
• KMail, on page 1758
• Kmart, on page 1759
• KNETCMP, on page 1760
• Kodi, on page 1761
• Kogan Technologies, on page 1762
• Kohl's, on page 1763
• Komli Media, on page 1764
• Kompas.com, on page 1765
• Kongregate, on page 1766
• Konqueror, on page 1767
• Konspire2b, on page 1768
• Kontiki, on page 1769
• Kooora.com, on page 1770
• Kotaku, on page 1771
• kpasswd, on page 1772
• KProxy, on page 1773
• Kraken, on page 1774
• Krux, on page 1775
• Kryptolan, on page 1776
• ksfetch, on page 1777
• kshell, on page 1778
• Ktelnet, on page 1779
• Kugou, on page 1780
• KVM, on page 1781
• KVOA.com, on page 1782
• KWDB, on page 1783
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Applications: K



K-Block
K-Block protects unattended logged-in terminals from unauthorized access
in OpenVMS environments.

Description

network protocols/services,security managementCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: K
K-Block



K9 Web Protection
Security and Malware protection.Description

web services provider,security managementCategories

User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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Applications: K
K9 Web Protection



KAD
P2P network that uses the Kademlia algorithm.Description

peer to peerCategories

file sharing/transfer,share media,allows remote connect,eDonkeyTags

Very HighRisk

Very LowBusiness Relevance
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Applications: K
KAD



Kaixin001
Chinese based social networking service.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

Very LowBusiness Relevance
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Applications: K
Kaixin001



Kakaku
Japanese website for price comparison on various products.Description

web services providerCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
Kakaku



Kakao Story
Keeping blogs on Kakao.Description

web services provider,social networkingCategories

SSL protocol,displays ads,share photosTags

LowRisk

MediumBusiness Relevance
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Applications: K
Kakao Story



KakaoTalk
Mobile messaging for smartphones.Description

instant messaging,mobile applicationCategories

SSL protocol,instant chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: K
KakaoTalk



KakaoTalk Audio
KakaoTalk voice chat.Description

VoIPCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
KakaoTalk Audio



Kali
An IPX network emulator for DOS and Windows.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Kali



KapanLagi
Indonesia's internet forum.Description

web services providerCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
KapanLagi



KASKUS
Indonesian internet forum.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
KASKUS



Kaspersky
Kaspersky Antivirus/Security software download and updates.Description

security managementCategories

file sharing/transferTags

Very LowRisk

HighBusiness Relevance
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Applications: K
Kaspersky



Kaspersky Network Agent
Kaspersky Network Agent facilitates interaction between the Administration
server and Kaspersky lab products.

Description

security managementCategories

file sharing/transferTags

HighRisk

HighBusiness Relevance
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Applications: K
Kaspersky Network Agent



Kay Jewelers
Retail jeweller.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: K
Kay Jewelers



Kayak
Online Flight and Hotel reservation/deals website.Description

web services provider,newsCategories

SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Applications: K
Kayak



KBS
Korean Broadcasting Syste, radio station.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: K
KBS



Kerberos
Kerberos is a network authentication protocol designed to provide strong
authentication for client/server applications by using secret-key cryptography.

Description

network protocols/services,security managementCategories

encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: K
Kerberos



Kerberos Administration
Kerberos is a network authentication protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Kerberos Administration



Key Server
A system that receives and then serves existing cryptographickeysto users.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Key Server



keyholetv
An online television portal that links to Japanese television channels, radio
stations, and user-made channels.

Description

network protocols/servicesCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: K
keyholetv



KFTP
File Transfer Protocol with Kerberos authentication and encryption.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: K
KFTP



KFTPDATA
File Transfer Protocol with Kerberos authentication and encryption.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: K
KFTPDATA



Kickass Torrents
Torrent site.Description

multimedia (TV/video)Categories

SSL protocol,file sharing/transfer,BitTorrentTags

HighRisk

Very LowBusiness Relevance
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Applications: K
Kickass Torrents



Kickstarter
Platform for creative projects with funding goal and deadline.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
Kickstarter



Kik Messenger
Instant messenger for Smartphones.Description

instant messaging,mobile applicationCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: K
Kik Messenger



King.com
Web-based gaming.Description

gamingCategories

high bandwidth,SSL protocol,web gaming,Flash,Facebook gameTags

LowRisk

Very LowBusiness Relevance
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Applications: K
King.com



KinoGo
Russsian website for online movies.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
KinoGo



Kinopoisk
Russian website for cinema related news and reviews.Description

web services providerCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
Kinopoisk



KIS
KIS Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: K
KIS



Kismet
Communication between network sniffer clients and a GUI server.Description

e-commerceCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Kismet



KissAnime
Online streaming video.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: K
KissAnime



Kiwoom
Investment firm.Description

business,financialCategories

SSL protocol,business impactTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
Kiwoom



Klogin
Registered with IANA on port 543 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Klogin



KMail
KDE email client.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

LowRisk

MediumBusiness Relevance
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Applications: K
KMail



Kmart
Discount department store/retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: K
Kmart



KNETCMP
KNET/VM Command/Message Protocol.Description

network protocols/services,remote desktop controlCategories

allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
KNETCMP



Kodi
Open source media player.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: K
Kodi



Kogan Technologies
Australian retailer of consumer electronic devices.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: K
Kogan Technologies



Kohl's
Department store/retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: K
Kohl's



Komli Media
Online marketing and advertising.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
Komli Media



Kompas.com
Indonesian newspaper portal.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
Kompas.com



Kongregate
Website for hosting and playing games.Description

gaming,social networkingCategories

displays ads,web gaming,console gamingTags

MediumRisk

Very LowBusiness Relevance
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Applications: K
Kongregate



Konqueror
KDE web browser.Description

web browserCategories

SSL protocol,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: K
Konqueror



Konspire2b
A content distribution system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
Konspire2b



Kontiki
Cloud based enterprise for video platform.Description

download manager,mobile applicationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Applications: K
Kontiki



Kooora.com
Webportal for Sports related news.Description

web services provider,newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: K
Kooora.com



Kotaku
Video game focused blog.Description

e-commerce,gaming,newsCategories

SSL protocol,displays ads,not work related,blogTags

Very LowRisk

Very LowBusiness Relevance
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Applications: K
Kotaku



kpasswd
Kerberos change-password protocol (kpasswd) is a password changing service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
kpasswd



KProxy
Anonymous proxy service.Description

anonymizer/proxyCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: K
KProxy



Kraken
A web crawler.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: K
Kraken



Krux
Cloud-based online marketing and monetization service.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
Krux



Kryptolan
Registered with IANA on port 398 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: K
Kryptolan



ksfetch
Google update app. Runs in the background and checks latest version of
installed Google apps.

Description

software updateCategories

autostarts/stays residentTags

LowRisk

Very HighBusiness Relevance
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Applications: K
ksfetch



kshell
Registered with IANA on port 544 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: K
kshell



Ktelnet
Telnet with Kerberos authentication and encryption.Description

remote administrationCategories

encrypts communicationsTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1779

Applications: K
Ktelnet



Kugou
Peer-to-peer music.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,adds/installs
other software,stealth tactics,User-Agent Exclusion

Tags

HighRisk

LowBusiness Relevance
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Applications: K
Kugou



KVM
KVM (Keyboard/Video/Mouse) over IP Management Service.Description

remote administration,remote desktop controlCategories

allows remote controlTags

Very LowRisk

HighBusiness Relevance
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Applications: K
KVM



KVOA.com
NBC-affiliated news channel for Tucson, Arizona.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: K
KVOA.com



KWDB
Remote Kernel debugger communication.Description

remote administration,remote desktop controlCategories

allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: K
KWDB
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Applications: K
KWDB



Applications: L

This chapter contains the following sections:

• L'equipe.fr, on page 1788
• L2TP, on page 1789
• La Repubblica, on page 1790
• LA Times, on page 1791
• lanserver, on page 1792
• LargePornTube, on page 1793
• Last.fm, on page 1794
• LastPass, on page 1795
• Launchpad, on page 1796
• LCP, on page 1797
• LDAP, on page 1798
• LDAPS, on page 1799
• LDP, on page 1800
• LeadBolt, on page 1801
• LeadLander, on page 1802
• Leaf-1, on page 1803
• Leaf-2, on page 1804
• Leap Motion sites, on page 1805
• LeapFILE, on page 1806
• Leboncoin, on page 1807
• Legacy.com, on page 1808
• Legent, on page 1809
• LEGENT-2, on page 1810
• Letterpress, on page 1811
• LeTV, on page 1812
• Level 3, on page 1813
• Libero.it, on page 1814
• Liberty Mutual, on page 1815
• Library of Congress, on page 1816
• Libsyn, on page 1817
• Libwww-Perl, on page 1818
• Licorize, on page 1819
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• LIFE, on page 1820
• LifeBuzz, on page 1821
• Lifehacker, on page 1822
• Ligatus, on page 1823
• Lijit, on page 1824
• Likes, on page 1825
• Limelight, on page 1826
• LimeWire, on page 1827
• LINE, on page 1828
• LINE Games, on page 1829
• LINE Media, on page 1830
• Line2, on page 1831
• Lineage, on page 1832
• LINK, on page 1833
• LinkedIn, on page 1834
• LinkedIn Contacts, on page 1835
• LinkedIn Inbox, on page 1836
• LinkedIn Job Search, on page 1837
• LinkedIn Profile, on page 1838
• LinkedIn Upload, on page 1839
• Links, on page 1840
• LinkVPN, on page 1841
• Linphone, on page 1842
• Linux Mint, on page 1843
• Linuxconf, on page 1844
• Liputan 6, on page 1845
• ListProc, on page 1846
• LiteCoin, on page 1847
• Literotica, on page 1848
• Live365, on page 1849
• Livedoor, on page 1850
• Livefyre, on page 1851
• LiveJasmin, on page 1852
• LiveJournal, on page 1853
• LiveJournal Post, on page 1854
• Livemocha, on page 1855
• LivePerson, on page 1856
• Livestream, on page 1857
• LiveStrong.com, on page 1858
• LivingSocial, on page 1859
• ljk-login, on page 1860
• LLMNR, on page 1861
• Localytics, on page 1862
• LOCKSS, on page 1863
• Locus ARP, on page 1864
• Locus Map, on page 1865
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Applications: L



• Locus PC-Interface Conn Server, on page 1866
• Loglogic, on page 1867
• LogMeIn, on page 1868
• LogMeIn Rescue, on page 1869
• Lokalisten, on page 1870
• Lord & Taylor, on page 1871
• Lotame, on page 1872
• Lotus Notes, on page 1873
• LOVEFiLM, on page 1874
• Lowe's, on page 1875
• Loyalty Innovations, on page 1876
• lpr, on page 1877
• LSARPC, on page 1878
• lsh, on page 1879
• LTN, on page 1880
• Lucidchart, on page 1881
• Luminate, on page 1882
• LWAPP, on page 1883
• Lycos, on page 1884
• Lyft, on page 1885
• lynda.com, on page 1886
• Lynx, on page 1887
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Applications: L



L'equipe.fr
French sports news site.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
L'equipe.fr



L2TP
A tunneling protocol used in VPNs and DSL customer loops.Description

VPN/tunnelCategories

encrypts communications,tunnelsTags

Very LowRisk

HighBusiness Relevance
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Applications: L
L2TP



La Repubblica
Italian daily newspaper.Description

web services providerCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
La Repubblica



LA Times
News site for the west coast newspaper.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
LA Times



lanserver
Registered with IANA on port 637 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
lanserver



LargePornTube
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: L
LargePornTube



Last.fm
A social networking music streaming site.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Last.fm



LastPass
Password management application.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
LastPass



Launchpad
Web based bug tracking and project management tool.Description

business,collaborationCategories

SSL protocol,share mediaTags

Very LowRisk

HighBusiness Relevance
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Applications: L
Launchpad



LCP
Link Control Protocol, a companion protocol to PPP that helps establish the
PPP connection.

Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: L
LCP



LDAP
Lightweight Directory Access Protocol, a protocol for reading and editing
directories over an IP network.

Description

network protocols/services,security managementCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: L
LDAP



LDAPS
LDAP protocol over TLS/SSL.Description

network protocols/services,security managementCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: L
LDAPS



LDP
Label Distribution Protocol is a protocol that works with MPLS.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
LDP



LeadBolt
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
LeadBolt



LeadLander
Visiting websites which use LeadLander services to track customersDescription

web services providerCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: L
LeadLander



Leaf-1
The Leaf File Access Protocol is one of the first protocols to enable remote
access to files.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
Leaf-1



Leaf-2
The Leaf File Access Protocol is one of the first protocols to enable remote
access to files.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
Leaf-2



Leap Motion sites
Sites related to computer peripheral that uses hand movements to direct a
pointer.

Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Leap Motion sites



LeapFILE
Managed file transfer site.Description

remote file storage,collaborationCategories

SSL protocol,file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance
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Applications: L
LeapFILE



Leboncoin
Auction and classified seller website.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: L
Leboncoin



Legacy.com
Online Obituaries.Description

web services providerCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: L
Legacy.com



Legent
Protocols for legent-1, registeredwith IANAon port 373 tcp/udp, and legent-2,
registered with IANA on port 374 tcp/udp.

Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Legent



LEGENT-2
Legent Corporation registered with IANA on port 374 TCP/UDPDescription

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: L
LEGENT-2



Letterpress
Word game for iOS.Description

gaming,mobile applicationCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
Letterpress



LeTV
Chinese online video portal.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays ads,share videoTags

Very LowRisk

LowBusiness Relevance
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Applications: L
LeTV



Level 3
Level 3 Communications content delivery network.Description

web services providerCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: L
Level 3



Libero.it
Itailian search engine and news portal.Description

web services provider,multimedia (TV/video),newsCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
Libero.it



Liberty Mutual
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: L
Liberty Mutual



Library of Congress
Online collection of American history memories and culture.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: L
Library of Congress



Libsyn
Podcast hosting services.Description

web services providerCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: L
Libsyn



Libwww-Perl
Library for World wide web service.Description

web services provider,remote file storage,business,database,web desktopCategories

console gamingTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Libwww-Perl



Licorize
Social bookmarking service.Description

web content aggregatorsCategories

SSL protocol,share links,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Licorize



LIFE
Entertainment website from Taiwan.Description

web services providerCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
LIFE



LifeBuzz
Online portal for trending contents.Description

web services providerCategories

share photosTags

LowRisk

Very LowBusiness Relevance
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Applications: L
LifeBuzz



Lifehacker
Weblog about life hacks and software.Description

web services provider,multimedia (TV/video)Categories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
Lifehacker



Ligatus
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Ligatus



Lijit
Advertising and analystics company.Description

web services provider,business,ad portalCategories

SSL protocol,encrypts communicationsTags

HighRisk

Very LowBusiness Relevance
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Applications: L
Lijit



Likes
Entertainment website with dynamic content.Description

web services providerCategories

displays ads,social network postTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
Likes



Limelight
Content delivery network.Description

web services providerCategories

SSL protocol,content providerTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Limelight



LimeWire
Peer to peer file sharing software.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,allows remote connect,share
music

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: L
LimeWire



LINE
Mobile and Desktop App for Instant Messaging.Description

web services provider,instant messaging,mobile applicationCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: L
LINE



LINE Games
Games played using LINE.Description

gamingCategories

SSL protocol,web gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: L
LINE Games



LINE Media
Voice and Video calls between LINE users.Description

instant messaging,multimedia (music/audio),mobile application,VoIPCategories

share mediaTags

LowRisk

Very LowBusiness Relevance
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Applications: L
LINE Media



Line2
Mobile VoIP application with support for text messaging.Description

mobile application,SMS tools,VoIPCategories

SSL protocol,Windows installerTags

MediumRisk

MediumBusiness Relevance
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Applications: L
Line2



Lineage
Online game for multiplayer.Description

web services provider,gamingCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: L
Lineage



LINK
Registered with IANA on port 245 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: L
LINK



LinkedIn
Career oriented social networking.Description

social networkingCategories

SSL protocol,sends mail,webmailTags

MediumRisk

HighBusiness Relevance
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Applications: L
LinkedIn



LinkedIn Contacts
LinkedIn application for networking with contacts.Description

business,social networkingCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Applications: L
LinkedIn Contacts



LinkedIn Inbox
Inbox session of LinkedIn.Description

web services provider,social networkingCategories

webmail,decrypted trafficTags

LowRisk

LowBusiness Relevance
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Applications: L
LinkedIn Inbox



LinkedIn Job Search
The job search facility on LinkedIn.Description

business,social networkingCategories

not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: L
LinkedIn Job Search



LinkedIn Profile
Profile page while browsing through LinkedIn.Description

web services provider,social networkingCategories

decrypted trafficTags

LowRisk

LowBusiness Relevance
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Applications: L
LinkedIn Profile



LinkedIn Upload
Uploading resumes and other data to LinkedIn.Description

businessCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: L
LinkedIn Upload



Links
A text-based web browser.Description

web browserCategories

adds/installs other software,webcamTags

LowRisk

MediumBusiness Relevance
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Applications: L
Links



LinkVPN
VPN traffic generated by using the LinkVPN app on mobile devices.Description

VPN/tunnelCategories

encrypts communicationsTags

Very HighRisk

LowBusiness Relevance
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Applications: L
LinkVPN



Linphone
VoIP application using SIP.Description

multimedia (other),mobile application,VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: L
Linphone



Linux Mint
Linux based Operating System.Description

web services provider,software updateCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: L
Linux Mint



Linuxconf
Linux system configurator.Description

remote administrationCategories

web-based support/help,adds/installs other software,allows remote
connect,opens port,Linux installer,allows remote control

Tags

Very HighRisk

MediumBusiness Relevance
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Applications: L
Linuxconf



Liputan 6
Television news program on SCTV, an Indonesian TV station.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Liputan 6



ListProc
ListProcessor, mailing list management software.Description

network protocols/servicesCategories

sends mailTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
ListProc



LiteCoin
A cryptopgraphic currency similar to BitCoin which requires lighter-weight
resources to mine.

Description

financialCategories

Tags

Very HighRisk

LowBusiness Relevance
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Applications: L
LiteCoin



Literotica
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: L
Literotica



Live365
Internet radio.Description

multimedia (music/audio)Categories

evasive,high bandwidth,SSL protocol,business impact,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Live365



Livedoor
Japanese Internet service provider.Description

web services provider,newsCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: L
Livedoor



Livefyre
Real-Time tools for socializing the web-sites.Description

web services providerCategories

SSL protocol,instant chat,blogTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1851

Applications: L
Livefyre



LiveJasmin
Adult content videos.Description

web services provider,multimedia (TV/video)Categories

displays ads,adult content,streaming feedTags

HighRisk

Very LowBusiness Relevance
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Applications: L
LiveJasmin



LiveJournal
Social blogging site.Description

social networkingCategories

SSL protocol,displays ads,not work related,blogTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1853

Applications: L
LiveJournal



LiveJournal Post
Making a post on social networking site livejournal.Description

social networkingCategories

displays ads,not work related,blogTags

MediumRisk

LowBusiness Relevance
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Applications: L
LiveJournal Post



Livemocha
Language learning community and platform offering free and paid language
courses.

Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

MediumBusiness Relevance
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Applications: L
Livemocha



LivePerson
Online Marketing and Web analytics service provider.Description

web services providerCategories

SSL protocol,encrypts communications,web chatTags

MediumRisk

LowBusiness Relevance
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Applications: L
LivePerson



Livestream
Live streaming video platform.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

HighRisk

LowBusiness Relevance
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Applications: L
Livestream



LiveStrong.com
Health and fitness information.Description

web services provider,healthcare servicesCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: L
LiveStrong.com



LivingSocial
Deals website.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1859

Applications: L
LivingSocial



ljk-login
Registered with IANA on port 472 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
ljk-login



LLMNR
Link-local Multicast Name Resolution. Used by Windows for local name
resolution.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: L
LLMNR



Localytics
Mobile application analytics.Description

business,web browserCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: L
Localytics



LOCKSS
Lots of Copies Keep Stuff Safe, an open source digital preservation system.Description

database,security managementCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: L
LOCKSS



Locus ARP
Registered with IANA as IP Protocol 91.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
Locus ARP



Locus Map
Registered with IANA on port 125 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Locus Map



Locus PC-Interface Conn Server
Registered with IANA on port 127 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
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Loglogic
Enterprise-class log management infrastructure.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
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LogMeIn
Remote access and PC desktop control.Description

remote administrationCategories

SSL protocol,allows remote controlTags

HighRisk

HighBusiness Relevance
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Applications: L
LogMeIn



LogMeIn Rescue
A remote desktop support tool.Description

remote administration,remote desktop controlCategories

SSL protocol,instant chat,web-based support/help,web chat,User-Agent
Exclusion

Tags

LowRisk

HighBusiness Relevance
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Applications: L
LogMeIn Rescue



Lokalisten
German social network site focused on local events.Description

social networkingCategories

SSL protocol,not work relatedTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1870

Applications: L
Lokalisten



Lord & Taylor
Specialty-retail department store chain.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Lord & Taylor



Lotame
Online advertising and marketing research platform.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: L
Lotame



Lotus Notes
IBM's enterprise collaboration suite.Description

business,collaboration,emailCategories

sends mailTags

HighRisk

Very HighBusiness Relevance
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Applications: L
Lotus Notes



LOVEFiLM
Home video and video game rental service.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: L
LOVEFiLM



Lowe's
Home improvement and appliance retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: L
Lowe's



Loyalty Innovations
Reward programs and solutions for both online and offline.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: L
Loyalty Innovations



lpr
Network PostScript.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: L
lpr



LSARPC
Microsoft Active Directory Local Security Authority Subsystem Service.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: L
LSARPC



lsh
Freeware SSH implementation.Description

security management,remote administrationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: L
lsh



LTN
Official website for Liberty Times Net, a Taiwan newspaper.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
LTN



Lucidchart
Web analytics services.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: L
Lucidchart



Luminate
Advertisement site.Description

web services provider,e-commerce,multimedia (other),ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: L
Luminate



LWAPP
Lightweight Access Point Protocol, a protocol that can control multipleWi-Fi
access points.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1883

Applications: L
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Lycos
Search engine also offers email, web hosting and social networking.Description

web services provider,search engine,multimedia (TV/video)Categories

SSL protocol,displays ads,safesearch unsupportedTags

LowRisk

LowBusiness Relevance
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Applications: L
Lycos



Lyft
Transportation network company offering car rides.Description

business,mobile applicationCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: L
Lyft



lynda.com
Online education site focusing on aspects of web design.Description

multimedia (other)Categories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: L
lynda.com



Lynx
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: L
Lynx
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Applications: M

This chapter contains the following sections:

• Mac App Store, on page 1895
• MacOS Server Admin, on page 1896
• MacPorts, on page 1897
• Macy's, on page 1898
• Magenta Logic, on page 1899
• MagicJack, on page 1900
• MagPie, on page 1901
• Mail.Ru, on page 1902
• Mail.ru Attachment, on page 1903
• Mailbox, on page 1904
• Mailbox-LM, on page 1905
• MailChimp, on page 1906
• MAILQ, on page 1907
• maitrd, on page 1908
• Malware Defense System, on page 1909
• Malwarebytes, on page 1910
• Mama.cn, on page 1911
• Management Utility, on page 1912
• MANET, on page 1913
• Manolito, on page 1914
• Manorama, on page 1915
• Manta, on page 1916
• MAPI, on page 1917
• MapleStory, on page 1918
• MapMyFitness, on page 1919
• MapQuest, on page 1920
• Marca, on page 1921
• Marco Polo, on page 1922
• Marine Traffic, on page 1923
• Marketo, on page 1924
• Mashable, on page 1925
• Masqudialer, on page 1926

Cisco Firepower Application Detector Reference - VDB 342
1889



• Match.com, on page 1927
• Mathrubhumi, on page 1928
• Mathworks, on page 1929
• MATIP, on page 1930
• MATIP-TYPE-B, on page 1931
• MawDoo3, on page 1932
• MaxDB, on page 1933
• MaxPoint Interactive, on page 1934
• Maxymiser, on page 1935
• MC-FTP, on page 1936
• McAfee, on page 1937
• McAfee AutoUpdate, on page 1938
• McIDAS, on page 1939
• mck-ivpip, on page 1940
• mcns-sec, on page 1941
• MCStats, on page 1942
• mdc-portmapper, on page 1943
• MDNS, on page 1944
• Me2day, on page 1945
• Media Hub, on page 1946
• Media Innovation Group, on page 1947
• Media Stream Daemon, on page 1948
• Media6Degrees, on page 1949
• Mediabot, on page 1950
• MediaFire, on page 1951
• MediaMath, on page 1952
• MediaMind, on page 1953
• Mediaplex, on page 1954
• MediaV, on page 1955
• Medipac, on page 1956
• Medium, on page 1957
• Meeting Maker, on page 1958
• Meetup, on page 1959
• Mega, on page 1960
• Megaco, on page 1961
• MegaMeeting, on page 1962
• Megaproxy, on page 1963
• Megashare, on page 1964
• Megaupload, on page 1965
• MelOn, on page 1966
• Memcomm, on page 1967
• Menards, on page 1968
• Mendeley, on page 1969
• Mention, on page 1970
• Mercado Livre, on page 1971
• Merdeka.com, on page 1972
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• Meregister, on page 1973
• MERIT Internodal Protocol, on page 1974
• Merriam-Webster, on page 1975
• Mesmo Games, on page 1976
• Messenger, on page 1977
• Metacafe, on page 1978
• MetaCrawler, on page 1979
• MetaFilter, on page 1980
• Metagram, on page 1981
• Meter, on page 1982
• MF Cobol, on page 1983
• MFE, on page 1984
• MFTP, on page 1985
• MGCP, on page 1986
• MGID, on page 1987
• Mibbit, on page 1988
• Michigan Radio, on page 1989
• micom-pfs, on page 1990
• MICP, on page 1991
• Micromuse-lm, on page 1992
• Microsoft, on page 1993
• Microsoft Access, on page 1994
• Microsoft Ads, on page 1995
• Microsoft AutoUpdate, on page 1996
• Microsoft Azure, on page 1997
• Microsoft CRM Dynamics, on page 1998
• Microsoft CryptoAPI, on page 1999
• Microsoft download, on page 2000
• Microsoft Excel, on page 2001
• Microsoft FrontPage Server Extensions, on page 2002
• Microsoft Global Catalog, on page 2003
• Microsoft NCSI, on page 2004
• Microsoft Powerpoint, on page 2005
• Microsoft Rome, on page 2006
• Microsoft Shuttle, on page 2007
• Microsoft Store, on page 2008
• Microsoft Stream, on page 2009
• Microsoft System Center Operations Manager, on page 2010
• Microsoft Teams, on page 2011
• Microsoft Update, on page 2012
• Microsoft Visual Studio, on page 2013
• Microsoft Web Platform Installer, on page 2014
• Microsoft Windows Live Services Authentication, on page 2015
• Microsoft Windows Messenger, on page 2016
• Microsoft WNS, on page 2017
• Microsoft Word, on page 2018
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• Microsoft WSMan, on page 2019
• Middle East Broadcasting Center, on page 2020
• Midori, on page 2021
• Mikogo, on page 2022
• Millennial Media, on page 2023
• Milliyet, on page 2024
• Minecraft, on page 2025
• Mini SQL, on page 2026
• Mininova, on page 2027
• Mint.com, on page 2028
• MissLee, on page 2029
• Mister Wong, on page 2030
• MIT ML Device, on page 2031
• MIT Spooler, on page 2032
• mit-ml-dev, on page 2033
• Mitel, on page 2034
• Mixi, on page 2035
• Mixpanel, on page 2036
• Mixx, on page 2037
• MJ12 Bot, on page 2038
• MKRU, on page 2039
• MKRU Streaming, on page 2040
• MLive, on page 2041
• MMS, on page 2042
• MMS getNameList, on page 2043
• Moat, on page 2044
• Mobaga Town, on page 2045
• Mobile Safari, on page 2046
• Mobile Theory, on page 2047
• MobileAsset, on page 2048
• MobileCore, on page 2049
• MobileIP, on page 2050
• MobilIP-MN, on page 2051
• Mobility XE protocol, on page 2052
• MobiTV, on page 2053
• Modbus, on page 2054
• Modbus Encapsulated Interface Transport, on page 2055
• Modbus Mask Write Register, on page 2056
• Modbus Read Coils, on page 2057
• Modbus Read Discrete Inputs, on page 2058
• Modbus Read FIFO Queue, on page 2059
• Modbus Read File Record, on page 2060
• Modbus Read Holding Registers, on page 2061
• Modbus Read Input Registers, on page 2062
• Modbus Read/Write Multiple Registers, on page 2063
• Modbus Write File Record, on page 2064
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• Modbus Write Multiple Coils, on page 2065
• Modbus Write Multiple Registers, on page 2066
• Modbus Write Single Coil, on page 2067
• Modbus Write Single Register, on page 2068
• MOG, on page 2069
• Mojang, on page 2070
• Mondex, on page 2071
• Monetate, on page 2072
• Monitor, on page 2073
• Monster VPN, on page 2074
• Monster.com, on page 2075
• Moodlebot, on page 2076
• Mop.com, on page 2077
• MoPub, on page 2078
• MoreFreeCamSecret, on page 2079
• Morgan Stanley, on page 2080
• Morpheus, on page 2081
• MortgageWare, on page 2082
• Motley Fool, on page 2083
• Motorola, on page 2084
• Motrixi, on page 2085
• Movieclips, on page 2086
• MovieTickets.com, on page 2087
• Mozilla, on page 2088
• MP4, on page 2089
• MPEG, on page 2090
• MPEG Transport Stream, on page 2091
• MPLS, on page 2092
• MPLS Unicast, on page 2093
• MPM, on page 2094
• MPM FLAGS Protocol, on page 2095
• MPTN, on page 2096
• MQTT, on page 2097
• MRM, on page 2098
• MS CDN, on page 2099
• MS CRS, on page 2100
• MS Exchange Routing, on page 2101
• MS Global Catalog Secure, on page 2102
• MS Office Existence Discovery, on page 2103
• MS Office Protocol Discovery, on page 2104
• MS OLAP, on page 2105
• MS Online, on page 2106
• MS SQL, on page 2107
• MSA, on page 2108
• MSDN, on page 2109
• MSDP, on page 2110
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• MSG, on page 2111
• msg-icp, on page 2112
• MSMQ, on page 2113
• MSN, on page 2114
• MSN Messenger, on page 2115
• MSN Messenger (Mac), on page 2116
• msnbot, on page 2117
• MSNP, on page 2118
• MSOC File Transfer, on page 2119
• MSP, on page 2120
• MTA, on page 2121
• MTP, on page 2122
• MTv, on page 2123
• MTV3, on page 2124
• Multiling HTTP, on page 2125
• Multiupload, on page 2126
• Munin, on page 2127
• Mute, on page 2128
• Mutt, on page 2129
• MUX, on page 2130
• MyBuys, on page 2131
• MyDownloader, on page 2132
• MyHeritage, on page 2133
• Mylex-mapd, on page 2134
• MyLife, on page 2135
• MyOnlineArcade, on page 2136
• MyPCBackup, on page 2137
• MySpace, on page 2138
• Myspace Music, on page 2139
• Myspace Photos, on page 2140
• Myspace Videos, on page 2141
• MySQL, on page 2142
• myUdutu, on page 2143
• MyWay, on page 2144
• MyWebSearch, on page 2145
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Mac App Store
Online store for Mac OSX products. Different than Apple App Store, which
is for iOS products.

Description

web services provider,e-commerceCategories

User-Agent ExclusionTags

Very LowRisk

LowBusiness Relevance
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Applications: M
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MacOS Server Admin
Remote administration/configuration tools for Mac OS X Server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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MacOS Server Admin



MacPorts
Package for software installation.Description

web services providerCategories

SSL protocol,encrypts communications,adds/installs other
software,User-Agent Exclusion

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: M
MacPorts



Macy's
Department store chain.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: M
Macy's



Magenta Logic
Registered with IANA on port 313 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
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MagicJack
Magic Jack is a USB device that allows any phone to make free calls within
the US and Canada.

Description

multimedia (other)Categories

Tags

Very HighRisk

MediumBusiness Relevance
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MagPie
A web crawler.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: M
MagPie



Mail.Ru
Runet's free e-mail service.Description

web services provider,email,multimedia (TV/video)Categories

SSL protocol,displays ads,sends mail,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: M
Mail.Ru



Mail.ru Attachment
Attaching a file to an email on mail.ru.Description

web services provider,email,multimedia (TV/video)Categories

SSL protocol,displays ads,sends mail,share photosTags

MediumRisk

LowBusiness Relevance
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Applications: M
Mail.ru Attachment



Mailbox
App for Email service.Description

web services provider,email,mobile applicationCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: M
Mailbox



Mailbox-LM
Mailbox-LM is a used by FTP Daemon.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
Mailbox-LM



MailChimp
Email service provider.Description

emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

LowBusiness Relevance
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Applications: M
MailChimp



MAILQ
Registered with IANA on port 174 tcp/udp.Description

emailCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MAILQ



maitrd
Registered with IANA on port 997 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Malware Defense System
Anti-virus software.Description

security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Malware Defense System



Malwarebytes
Antimalware software.Description

security managementCategories

SSL protocol,antivirus,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance
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Malwarebytes



Mama.cn
A website that communicates knowledge about infants and young children,
sharing parenting experiences and family life experiences.

Description

social networkingCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Management Utility
Registered with IANA on port 2 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
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MANET
Mobile Ad-hoc Networks Protocol.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MANET



Manolito
P2P software.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,allows remote connect,share
music

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
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Manorama
Daily morning newspaper, in Malayalam language.Description

multimedia (other),multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: M
Manorama



Manta
Provides US company profiles and information.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: M
Manta



MAPI
The protocol that Microsoft Outlook uses to communicate with Microsoft
Exchange.

Description

emailCategories

webmailTags

MediumRisk

Very HighBusiness Relevance
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Applications: M
MAPI



MapleStory
Online game portal.Description

web services provider,gamingCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: M
MapleStory



MapMyFitness
App to track the workouts and calorie.Description

mobile applicationCategories

Tags

LowRisk

Very LowBusiness Relevance
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MapMyFitness



MapQuest
Map and Driving service by AOL.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: M
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Marca
Primarily Spanish video streaming site.Description

web content aggregators,multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: M
Marca



Marco Polo
Marco Polo is a Mobile Social Media platform.Description

social networking,multimedia (other),mobile applicationCategories

SSL protocol,webcam,social network postTags

MediumRisk

LowBusiness Relevance
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Marco Polo



Marine Traffic
Real-time information on the movements of ships in harbours and ports.Description

web services provider,mobile applicationCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: M
Marine Traffic



Marketo
Ad site.Description

web services provider,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
Marketo



Mashable
News blog website for social network and new technology.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: M
Mashable



Masqudialer
The masqudialer system allows authorized LAN users to manipulate the
network interface, usually a modem, that gives Internet access on a Linux
box without having to use Telnet.

Description

network protocols/services,anonymizer/proxyCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
Masqudialer



Match.com
Dating website.Description

social networkingCategories

SSL protocol,web chat,webmailTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
Match.com



Mathrubhumi
Malayalam newspaper published from Kerala, India.Description

web services provider,multimedia (TV/video),newsCategories

displays ads,not work relatedTags

LowRisk

MediumBusiness Relevance
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Applications: M
Mathrubhumi



Mathworks
Producers of MATLAB and other tools for science and engineering.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
Mathworks



MATIP
Airline reservation, ticketing, and messaging system.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MATIP



MATIP-TYPE-B
Mapping of Airline Traffic over IP Type B (MATIP) is an e-mail application
where real-time is not needed registered with IANA on port 351 TCP/UDP

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: M
MATIP-TYPE-B



MawDoo3
Arabic online encyclopedia.Description

search engine,web content aggregators,web spider/search crawlerCategories

displays ads,safesearch unsupportedTags

LowRisk

MediumBusiness Relevance
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Applications: M
MawDoo3



MaxDB
SAP's relational database management system.Description

collaboration,databaseCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1933

Applications: M
MaxDB



MaxPoint Interactive
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
MaxPoint Interactive



Maxymiser
Advertising and marketing platform.Description

web services provider,business,ad portalCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: M
Maxymiser



MC-FTP
Multicast File Transfer Protocol.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1936

Applications: M
MC-FTP



McAfee
McAfee Antivirus/Security software download and updates.Description

security managementCategories

SSL protocol,file sharing/transfer,Windows installer,Mac installer,antivirusTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1937

Applications: M
McAfee



McAfee AutoUpdate
Update system used by McAfee products.Description

network protocols/services,security managementCategories

antivirusTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1938

Applications: M
McAfee AutoUpdate



McIDAS
Man-computer Interactive Data Access System, a data transmission protocol.Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1939

Applications: M
McIDAS



mck-ivpip
Citel's VoIP extender ipvip protocol.Description

multimedia (other),web conferencingCategories

video conferencingTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1940

Applications: M
mck-ivpip



mcns-sec
Registered with IANA on port 638 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1941

Applications: M
mcns-sec



MCStats
Free plugin metrics.Description

web services provider,web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1942

Applications: M
MCStats



mdc-portmapper
Registered with IANA on port 685 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1943

Applications: M
mdc-portmapper



MDNS
Multicast DNS.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1944

Applications: M
MDNS



Me2day
South Korean based social networking service.Description

social networkingCategories

web chatTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1945

Applications: M
Me2day



Media Hub
Samsung video store.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1946

Applications: M
Media Hub



Media Innovation Group
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1947

Applications: M
Media Innovation Group



Media Stream Daemon
Audio Streaming Daemon.Description

multimedia (music/audio)Categories

high bandwidth,streaming feedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1948

Applications: M
Media Stream Daemon



Media6Degrees
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1949

Applications: M
Media6Degrees



Mediabot
Web crawler used by Google AdSense.Description

web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1950

Applications: M
Mediabot



MediaFire
File and image hosting site.Description

remote file storageCategories

FTP protocol,SSL protocol,file sharing/transfer,share media,share video,share
music,share photos

Tags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1951

Applications: M
MediaFire



MediaMath
Advertising and business analytics.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1952

Applications: M
MediaMath



MediaMind
Online ad network.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1953

Applications: M
MediaMind



Mediaplex
Data-driven marketing analytics.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1954

Applications: M
Mediaplex



MediaV
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1955

Applications: M
MediaV



Medipac
Hospital software for Admissions, Discharges, and Transfers.Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1956

Applications: M
Medipac



Medium
Online publishing platform.Description

collaboration,multimedia (other),multimedia (music/audio)Categories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1957

Applications: M
Medium



Meeting Maker
A cross-platform personal calendar and group scheduling software application.Description

collaborationCategories

sends mail,share linksTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1958

Applications: M
Meeting Maker



Meetup
Social networking website.Description

social networkingCategories

SSL protocol,webmailTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1959

Applications: M
Meetup



Mega
Web site of cloud storage and file hosting service.Description

web services provider,remote file storage,business,databaseCategories

SSL protocol,file sharing/transferTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1960

Applications: M
Mega



Megaco
Call setup and control protocol for VoIP.Description

VoIPCategories

opens portTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1961

Applications: M
Megaco



MegaMeeting
Web based conferencing platform.Description

VoIP,web conferencingCategories

SSL protocol,Flash,video conferencingTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1962

Applications: M
MegaMeeting



Megaproxy
Web VPN services through SSL traffic.Description

businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1963

Applications: M
Megaproxy



Megashare
File hosting and sharing service. Distinct from Megashares.Description

remote file storageCategories

file sharing/transfer,share media,share video,share music,share photosTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1964

Applications: M
Megashare



Megaupload
File transfer application.Description

remote file storageCategories

high bandwidth,SSL protocol,file sharing/transferTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1965

Applications: M
Megaupload



MelOn
Korean music site.Description

web services provider,multimedia (music/audio)Categories

SSL protocol,streaming feedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1966

Applications: M
MelOn



Memcomm
Registered with IANA on port 668 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1967

Applications: M
Memcomm



Menards
Home improvement goods retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1968

Applications: M
Menards



Mendeley
A tool for sharing, storing, and organizing reference material such as PDFs.Description

remote file storageCategories

SSL protocol,file sharing/transfer,share media,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1969

Applications: M
Mendeley



Mention
Site that will generate alerts and updates regarding topics you are interested
in.

Description

web services provider,web content aggregators,mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1970

Applications: M
Mention



Mercado Livre
Brazil online auction and shopping website.Description

web services provider,newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1971

Applications: M
Mercado Livre



Merdeka.com
Indonesian news site.Description

multimedia (other),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1972

Applications: M
Merdeka.com



Meregister
Registered with IANA on port 669 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1973

Applications: M
Meregister



MERIT Internodal Protocol
An uncommonly used transport protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1974

Applications: M
MERIT Internodal Protocol



Merriam-Webster
Online dictionary and thesaurus.Description

web services provider,mobile applicationCategories

displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1975

Applications: M
Merriam-Webster



Mesmo Games
Online game company that produces games for facebook and other platforms.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1976

Applications: M
Mesmo Games



Messenger
Facebook's standalone messenger app.Description

instant messaging,mobile application,VoIPCategories

SSL protocol,instant chat,webcam,video conferencing,FacebookTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1977

Applications: M
Messenger



Metacafe
Online video entertainment website.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocol,file sharing/transfer,sharemedia,displays ads,share video,content
provider,Flash

Tags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1978

Applications: M
Metacafe



MetaCrawler
Metasearch engine that combines results from various popular search engines.Description

search engine,web content aggregatorsCategories

displays ads,safesearch unsupportedTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1979

Applications: M
MetaCrawler



MetaFilter
Community weblog for link sharing.Description

web content aggregators,social networkingCategories

SSL protocol,share links,blogTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1980

Applications: M
MetaFilter



Metagram
Metagram Relay.Description

network protocols/servicesCategories

tunnelsTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1981

Applications: M
Metagram



Meter
Registered with IANA on port 570 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1982

Applications: M
Meter



MF Cobol
Micro Focus Cobol Directory Service.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1983

Applications: M
MF Cobol



MFE
Registered with IANA as IP Protocol 31.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1984

Applications: M
MFE



MFTP
Multisource File Transfer Protocol, a file sharing protocol.Description

network protocols/services,peer to peerCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1985

Applications: M
MFTP



MGCP
VoIP control protocol.Description

VoIPCategories

tunnels,opens portTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1986

Applications: M
MGCP



MGID
Service provider for advertising and marketing.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1987

Applications: M
MGID



Mibbit
Web based chat client that supports IRC and Twitter.Description

instant messagingCategories

SSL protocol,instant chat,web chat,IM aggregatorTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1988

Applications: M
Mibbit



Michigan Radio
Public radio serving the American state of Michigan.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1989

Applications: M
Michigan Radio



micom-pfs
Registered with IANA on port 490 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1990

Applications: M
micom-pfs



MICP
Mobile Internetworking Control Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1991

Applications: M
MICP



Micromuse-lm
Registered with IANA on port 1534 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1992

Applications: M
Micromuse-lm



Microsoft
Official Microsoft website.Description

web services provider,businessCategories

SSL protocol,Common Industrial ProtocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1993

Applications: M
Microsoft



Microsoft Access
Microsoft desktop database application.Description

databaseCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1994

Applications: M
Microsoft Access



Microsoft Ads
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1995

Applications: M
Microsoft Ads



Microsoft AutoUpdate
Automatic software updates for Microsoft products.Description

download manager,software updateCategories

autostarts/stays resident,adds/installs other softwareTags

HighRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1996

Applications: M
Microsoft AutoUpdate



Microsoft Azure
Cloud computing by Microsoft.Description

remote file storage,businessCategories

SSL protocol,encrypts communications,Common Industrial ProtocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1997

Applications: M
Microsoft Azure



Microsoft CRM Dynamics
Microsoft product for sales, marketing and service sector.Description

web services provider,businessCategories

SSL protocol,Software as a ServiceTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1998

Applications: M
Microsoft CRM Dynamics



Microsoft CryptoAPI
Crypto based API included with Windows Operating system.Description

web services providerCategories

encrypts communications,Common Industrial ProtocolTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
1999

Applications: M
Microsoft CryptoAPI



Microsoft download
Software downloads from Microsoft.Description

web services provider,e-commerce,download manager,software updateCategories

adds/installs other software,Windows installerTags

HighRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2000

Applications: M
Microsoft download



Microsoft Excel
Microsoft online spreadsheet software.Description

web services providerCategories

decrypted traffic,Common Industrial ProtocolTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2001

Applications: M
Microsoft Excel



Microsoft FrontPage Server Extensions
Traffic generated via FrontPage Server Extensions communication.Description

web services providerCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2002

Applications: M
Microsoft FrontPage Server Extensions



Microsoft Global Catalog
A distributed data repository.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2003

Applications: M
Microsoft Global Catalog



Microsoft NCSI
Microsoft Network Awareness component. Collects information about the
PC's network connection for us by the operating system and applications.

Description

network utilitiesCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2004

Applications: M
Microsoft NCSI



Microsoft Powerpoint
Microsoft Powerpoint.Description

web services providerCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2005

Applications: M
Microsoft Powerpoint



Microsoft Rome
Registered with IANA on port 569 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2006

Applications: M
Microsoft Rome



Microsoft Shuttle
Registered with IANA on port 568 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2007

Applications: M
Microsoft Shuttle



Microsoft Store
Online retailer for Microsoft products.Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2008

Applications: M
Microsoft Store



Microsoft Stream
Enterprise video streaming and sharing software.Description

business,collaboration,multimedia (TV/video),mobile applicationCategories

SSL protocol,share media,webcam,video conferencing,Common Industrial
Protocol

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2009

Applications: M
Microsoft Stream



Microsoft System Center Operations Manager
A cross-platform data center management system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2010

Applications: M
Microsoft System Center Operations Manager



Microsoft Teams
Microsoft Teams is a unified communication and collaboration platform for
workplace communication exchange

Description

collaboration,instant messagingCategories

SSL protocol,instant chat,Common Industrial ProtocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2011

Applications: M
Microsoft Teams



Microsoft Update
Microsoft software updates.Description

software updateCategories

high bandwidth,SSL protocol,autostarts/stays resident,adds/installs other
software

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2012

Applications: M
Microsoft Update



Microsoft Visual Studio
Microsoft Integrated Developer Environment and toolchain designed to make
it easier to develop software for Microsoft platforms.

Description

software updateCategories

SSL protocol,Windows installerTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2013

Applications: M
Microsoft Visual Studio



Microsoft Web Platform Installer
Microsoft Web Platform Installer is a tool to download and setup web
development tools based on Microsoft development stack (IIS, SQL Server,
.NET Framework, Visual Web Developer, etc).

Description

download manager,software updateCategories

adds/installs other software,Windows installerTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2014

Applications: M
Microsoft Web Platform Installer



Microsoft Windows Live Services Authentication
Login process for Windows sites.Description

web services providerCategories

SSL protocol,Common Industrial ProtocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2015

Applications: M
Microsoft Windows Live Services Authentication



Microsoft Windows Messenger
Microsoft instant messaging software.Description

instant messagingCategories

instant chat,Windows msgr protocolTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2016

Applications: M
Microsoft Windows Messenger



Microsoft WNS
Windows push Notification Service, an API that allows for updates to be sent
from cloud-based services.

Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2017

Applications: M
Microsoft WNS



Microsoft Word
Microsoft Word.Description

web services providerCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2018

Applications: M
Microsoft Word



Microsoft WSMan
Microsoft Web Services for Management tools.Description

web services provider,network protocols/services,business,remote
administration,network utilities

Categories

allows remote connectTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2019

Applications: M
Microsoft WSMan



Middle East Broadcasting Center
Web site of Arabic private free-to-air satellite broadcasting company.Description

multimedia (TV/video),multimedia (music/audio)Categories

Tags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2020

Applications: M
Middle East Broadcasting Center



Midori
A web browser.Description

web browserCategories

adds/installs other software,webcamTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2021

Applications: M
Midori



Mikogo
Desktop sharing application.Description

web services provider,remote administrationCategories

SSL protocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2022

Applications: M
Mikogo



Millennial Media
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2023

Applications: M
Millennial Media



Milliyet
Turkish daily newspaper published in Istanbul.Description

multimedia (other),newsCategories

displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2024

Applications: M
Milliyet



Minecraft
Online game.Description

gaming,multimedia (other)Categories

SSL protocol,web gaming,FlashTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2025

Applications: M
Minecraft



Mini SQL
A lightweight database management system.Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2026

Applications: M
Mini SQL



Mininova
BitTorrent downloads website.Description

collaboration,peer to peerCategories

SSL protocol,file sharing/transfer,BitTorrentTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2027

Applications: M
Mininova



Mint.com
Web-based personal finance tool.Description

web services provider,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2028

Applications: M
Mint.com



MissLee
Korean Instant Messenger.Description

web services provider,instant messagingCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2029

Applications: M
MissLee



Mister Wong
European social bookmarking service.Description

social networkingCategories

web chatTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2030

Applications: M
Mister Wong



MIT ML Device
Registered with IANA on port 83 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2031

Applications: M
MIT ML Device



MIT Spooler
MIT Dover Spooler. Registered with IANA on port 91 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2032

Applications: M
MIT Spooler



mit-ml-dev
MIT ML Device, registered with IANA on port 83 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2033

Applications: M
mit-ml-dev



Mitel
Traffic generated by Mitel business phones and application suites.Description

business,collaboration,instant messaging,mobile application,SMS
tools,VoIP,web conferencing

Categories

SSL protocol,file sharing/transfer,instant chat,web chat,video conferencingTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2034

Applications: M
Mitel



Mixi
Japanese social blogging site.Description

social networkingCategories

business impact,share links,share video,share photosTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2035

Applications: M
Mixi



Mixpanel
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2036

Applications: M
Mixpanel



Mixx
Social media and social bookmarking website meant to help users find content
based on interests.

Description

social networkingCategories

share links,blogTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2037

Applications: M
Mixx



MJ12 Bot
Web crawler of Majestic-12.Description

web spider/search crawlerCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2038

Applications: M
MJ12 Bot



MKRU
News website for the Russian newspaper Moskovskij Komsomolets.Description

newsCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2039

Applications: M
MKRU



MKRU Streaming
Live streaming for the Russian newspaper Moskovskij Komsomolets.Description

multimedia (TV/video),newsCategories

SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2040

Applications: M
MKRU Streaming



MLive
News local to the American state of Michigan.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2041

Applications: M
MLive



MMS
Media streaming software.Description

network protocols/servicesCategories

high bandwidth,file sharing/transfer,share mediaTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2042

Applications: M
MMS



MMS getNameList
An MMS command of Get Name List request.Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2043

Applications: M
MMS getNameList



Moat
Ad search and analystics.Description

web services provider,ad portalCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2044

Applications: M
Moat



Mobaga Town
A Japanese mobile game site.Description

gaming,social networking,mobile applicationCategories

Tags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2045

Applications: M
Mobaga Town



Mobile Safari
Apple web browser for mobile devices.Description

web browser,mobile applicationCategories

SSL protocol,encrypts communications,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2046

Applications: M
Mobile Safari



Mobile Theory
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2047

Applications: M
Mobile Theory



MobileAsset
Track organizational assets.Description

businessCategories

Tags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2048

Applications: M
MobileAsset



MobileCore
Mobile ad and media service.Description

mobile applicationCategories

displays adsTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2049

Applications: M
MobileCore



MobileIP
An IETF standard for mobile IP networks.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2050

Applications: M
MobileIP



MobilIP-MN
Registered with IANA on port 435 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2051

Applications: M
MobilIP-MN



Mobility XE protocol
A mobile VPN.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2052

Applications: M
Mobility XE protocol



MobiTV
A content aggregation company focusing on video.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MobiTV



Modbus
Serial communications protocol, used to network computer-controlled
industrial machinery.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus



Modbus Encapsulated Interface Transport
The Modbus Encapsulated Interface Transport command is a function code
in the Modbus Serial Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Encapsulated Interface Transport



Modbus Mask Write Register
The Mask Write Register command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Mask Write Register



Modbus Read Coils
The Read Coils command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read Coils



Modbus Read Discrete Inputs
The Read Discrete Inputs command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read Discrete Inputs



Modbus Read FIFO Queue
The Read FIFO Queue command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read FIFO Queue



Modbus Read File Record
The Read File Record command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read File Record



Modbus Read Holding Registers
The Read Holding Registers command is a function code in the Modbus
Serial Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read Holding Registers



Modbus Read Input Registers
The Read Input Registers command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read Input Registers



Modbus Read/Write Multiple Registers
The Read/WriteMultiple Registers command is a function code in theModbus
Serial Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Read/Write Multiple Registers



Modbus Write File Record
The Write File Record command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Write File Record



Modbus Write Multiple Coils
The Write Multiple Coils command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Write Multiple Coils



Modbus Write Multiple Registers
The Write Multiple Registers command is a function code in the Modbus
Serial Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Write Multiple Registers



Modbus Write Single Coil
The Write Single Coil command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Write Single Coil



Modbus Write Single Register
The Write Single Register command is a function code in the Modbus Serial
Communication Protocol.

Description

network protocols/servicesCategories

opens port,allows remote control,SCADA protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: M
Modbus Write Single Register



MOG
Paid subscription online music service with streaming capability.Description

multimedia (music/audio)Categories

high bandwidthTags

LowRisk

Very LowBusiness Relevance
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Applications: M
MOG



Mojang
Video game developer and publisher.Description

multimedia (TV/video)Categories

web gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: M
Mojang



Mondex
Mondex is a smart card electronic cash system. The main protocol ofMondex
implements electronic cash transfer, using either a device (wallet) with two
slots, or an Internet connection.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
Mondex



Monetate
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
Monetate



Monitor
Registered with IANA on port 561 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
Monitor



Monster VPN
Monster VPN is a free VPN proxy, to get connected quickly to unblock sites,
WiFi hotspot secure and protect privacy.

Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,tunnelsTags

Very HighRisk

MediumBusiness Relevance
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Applications: M
Monster VPN



Monster.com
Online job search portal.Description

web services provider,web browserCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: M
Monster.com



Moodlebot
A bot used by Moodle, which is an opensource online education framework.Description

network protocols/services,collaborationCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: M
Moodlebot



Mop.com
Chinese webportal acting as bulletin board for pop culture, games and other
entertainments.

Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: M
Mop.com



MoPub
Mobile ad traffic.Description

mobile applicationCategories

displays adsTags

HighRisk

LowBusiness Relevance
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Applications: M
MoPub



MoreFreeCamSecret
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
MoreFreeCamSecret



Morgan Stanley
Global financial services firm.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: M
Morgan Stanley



Morpheus
Peer to peer file sharing software.Description

peer to peerCategories

file sharing/transfer,share media,share video,share music,Gnutella protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
Morpheus



MortgageWare
A product developed by Interlinq Software Corp that automates all
components of the loan originating process.

Description

network protocols/services,businessCategories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MortgageWare



Motley Fool
Financial and Investment community.Description

web services provider,financialCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: M
Motley Fool



Motorola
Manufacturer of mobile devices and telephony equipment.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: M
Motorola



Motrixi
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
Motrixi



Movieclips
Streaming video site for movie clips.Description

multimedia (TV/video)Categories

high bandwidthTags

LowRisk

Very LowBusiness Relevance
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Applications: M
Movieclips



MovieTickets.com
Webportal for advanced movie ticketing, reviews and celebrity interviews.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: M
MovieTickets.com



Mozilla
Website for many open source software projects, including the Firefox
browser.

Description

collaborationCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2088

Applications: M
Mozilla



MP4
Video file format.Description

multimedia (TV/video)Categories

high bandwidthTags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MP4



MPEG
Audio and video file format.Description

multimedia (TV/video)Categories

high bandwidthTags

LowRisk

MediumBusiness Relevance
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Applications: M
MPEG



MPEG Transport Stream
MPEG v1 and v2 traffic streamed over UDP.Description

multimedia (TV/video)Categories

UDP protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
MPEG Transport Stream



MPLS
Multiprotocol Label Switching allows one to run the data link layer over the
network layer.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MPLS



MPLS Unicast
Traffic generated from Unicasting through MPLS protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MPLS Unicast



MPM
Message Processing Module (MPM) is part of the Internet message system.Description

instant messagingCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MPM



MPM FLAGS Protocol
Registered with IANA on port 44 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MPM FLAGS Protocol



MPTN
Multiprotocol Transport Networking, a general solution interconnected
applications.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MPTN



MQTT
A transport level protocol for IoT.Description

network protocols/servicesCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: M
MQTT



MRM
Multicast RoutingMonitor, a management diagnostic tool in Cisco products.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MRM



MS CDN
Traffic relating toMicrosoft Azure's Content Delivery Network. Traffic going
to and from msecnd.net.

Description

web services provider,web content aggregatorsCategories

Common Industrial ProtocolTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2099

Applications: M
MS CDN



MS CRS
Microsoft Content Replication System. Registered with IANA on port 507
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MS CRS



MS Exchange Routing
MS Exchange Routing is Used by Microsoft Exchange servers to exchange
routing information.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MS Exchange Routing



MS Global Catalog Secure
Microsoft Global Catalog over TLS/SSL.Description

databaseCategories

SSL protocol,file sharing/transfer,share media,business impactTags

MediumRisk

MediumBusiness Relevance
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Applications: M
MS Global Catalog Secure



MS Office Existence Discovery
MS Office HTTP download.Description

web browserCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: M
MS Office Existence Discovery



MS Office Protocol Discovery
MS Office WebDAV detection.Description

web browserCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2104

Applications: M
MS Office Protocol Discovery



MS OLAP
An online analytical processing capability that is a component of Microsoft
SQL Server.

Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: M
MS OLAP



MS Online
Microsoft's hosted software suite that includes Exchange Online, SharePoint
Online, Office Communications Online, Microsoft Forefront, and Microsoft
Office Live Meeting.

Description

web services provider,collaborationCategories

share media,share linksTags

LowRisk

HighBusiness Relevance
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Applications: M
MS Online



MS SQL
A relational database server produced by Microsoft.Description

databaseCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
MS SQL



MSA
Mail Submission Agent, part of a variant SMTP system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MSA



MSDN
Microsoft Developer Network.Description

web services providerCategories

high bandwidth,file sharing/transfer,Windows installerTags

LowRisk

HighBusiness Relevance
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Applications: M
MSDN



MSDP
Multicast Source Discovery Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MSDP



MSG
Registered with IANA on port 29 tcp/udp; Registered with IANA on port 31
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: M
MSG



msg-icp
Registered with IANA on port 29 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
msg-icp



MSMQ
MSMQ is essentially a messaging protocol that allows applications running
on separate servers/processes to communicate in a failsafe manner.

Description

network protocols/services,messaging queuesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MSMQ



MSN
Portal for news, video, and other content.Description

web content aggregatorsCategories

share media,displays ads,share links,content providerTags

Very LowRisk

LowBusiness Relevance
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Applications: M
MSN



MSN Messenger
Microsoft instant messaging software.Description

instant messagingCategories

instant chat,Windows msgr protocolTags

LowRisk

MediumBusiness Relevance
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Applications: M
MSN Messenger



MSN Messenger (Mac)
Microsoft instant messaging software.Description

instant messagingCategories

instant chat,Windows msgr protocolTags

LowRisk

MediumBusiness Relevance
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Applications: M
MSN Messenger (Mac)



msnbot
Microsoft bot meant to scan the web for documents. Precursor to Bingbot.Description

web spider/search crawlerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
msnbot



MSNP
An instant messaging protocol developed by Microsoft for use by .NET
Messenger Service and Windows Live Messenger.

Description

instant messagingCategories

instant chatTags

LowRisk

MediumBusiness Relevance
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Applications: M
MSNP



MSOC File Transfer
Microsoft Office Communications Server and File Transfer.Description

network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: M
MSOC File Transfer



MSP
An application layer protocol used to send a short message between nodes
on a network.

Description

network protocols/services,instant messagingCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
MSP



MTA
Microsoft Exchange Mail Transfer Agent.Description

emailCategories

sends mailTags

Very LowRisk

Very HighBusiness Relevance
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Applications: M
MTA



MTP
Multicast Transport Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
MTP



MTv
Official website for MTv.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays ads,share musicTags

MediumRisk

LowBusiness Relevance
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Applications: M
MTv



MTV3
Finnish commercial television station.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays ads,share music,content provider,streaming feedTags

LowRisk

LowBusiness Relevance
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Applications: M
MTV3



Multiling HTTP
Registered with IANA on port 777 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
Multiling HTTP



Multiupload
Aggregator site for upload sites such as Megaupload, Filesonic, etc.Description

remote file storageCategories

high bandwidth,file sharing/transferTags

HighRisk

LowBusiness Relevance
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Applications: M
Multiupload



Munin
Munin networked resource monitoring toolDescription

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: M
Munin



Mute
Peer to peer file sharing software.Description

anonymizer/proxy,peer to peerCategories

high bandwidth,file sharing/transfer,share mediaTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
Mute



Mutt
An email client.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

MediumRisk

MediumBusiness Relevance
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Applications: M
Mutt



MUX
The Multiplexing Protocol allows combining of transmission units.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: M
MUX



MyBuys
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
MyBuys



MyDownloader
Service for downloading files from numerous file hosting sites such as
Rapidshare.

Description

download managerCategories

high bandwidth,SSL protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
MyDownloader



MyHeritage
Family oriented social networking service.Description

social networkingCategories

share linksTags

LowRisk

LowBusiness Relevance
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Applications: M
MyHeritage



Mylex-mapd
Registered with IANA on port 467 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: M
Mylex-mapd



MyLife
Social Networking.Description

web services provider,social networkingCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: M
MyLife



MyOnlineArcade
Free web based games.Description

gamingCategories

SSL protocol,web gamingTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2136

Applications: M
MyOnlineArcade



MyPCBackup
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: M
MyPCBackup



MySpace
MySpace is a social networking service.Description

social networkingCategories

SSL protocol,encrypts communications,business impact,MySpaceTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
MySpace



Myspace Music
Traffic generated by Myspace Music.Description

web services provider,multimedia (music/audio)Categories

share music,decrypted trafficTags

MediumRisk

MediumBusiness Relevance
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Applications: M
Myspace Music



Myspace Photos
Photos sharing service by Myspace.Description

web services provider,social networkingCategories

share photos,MySpace,decrypted trafficTags

MediumRisk

LowBusiness Relevance
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Applications: M
Myspace Photos



Myspace Videos
Videos sharing service by Myspace.Description

web services provider,social networking,multimedia (TV/video)Categories

decrypted trafficTags

MediumRisk

LowBusiness Relevance
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Applications: M
Myspace Videos



MySQL
A relational database management system (RDBMS) that runs as a server
providing multi-user access to a number of databases.

Description

databaseCategories

opens portTags

Very LowRisk

HighBusiness Relevance
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Applications: M
MySQL



myUdutu
Online course authoring tool.Description

collaboration,social networkingCategories

SSL protocol,FlashTags

Very LowRisk

HighBusiness Relevance
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Applications: M
myUdutu



MyWay
Adware and spyware, categorized as an internet browser hijacker.Description

ad portalCategories

displays adsTags

Very HighRisk

Very LowBusiness Relevance
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Applications: M
MyWay



MyWebSearch
Web portal.Description

search engine,web content aggregatorsCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: M
MyWebSearch



Cisco Firepower Application Detector Reference - VDB 342
2146

Applications: M
MyWebSearch



Applications: N

This chapter contains the following sections:

• N-World, on page 2151
• NAI, on page 2152
• Nametests, on page 2153
• NAMP, on page 2154
• Napster, on page 2155
• NARP, on page 2156
• Narratiive, on page 2157
• NASA, on page 2158
• NAT-PMP, on page 2159
• Nate, on page 2160
• NateOn, on page 2161
• NateOn File Transfer, on page 2162
• NateOn Remote Control, on page 2163
• NateOn Video Chat, on page 2164
• NateOn Voice, on page 2165
• NATO, on page 2166
• Naukri.com, on page 2167
• Naver, on page 2168
• Naver Blog, on page 2169
• Naver Cafe, on page 2170
• Naver Mail, on page 2171
• Naverisk, on page 2172
• NBA, on page 2173
• NBC, on page 2174
• NBC News, on page 2175
• NBP, on page 2176
• NCAA, on page 2177
• NCED, on page 2178
• NCLD, on page 2179
• NCP, on page 2180
• ndgsa-crawler, on page 2181
• NDMP, on page 2182
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• NDS Auth, on page 2183
• Ndtv, on page 2184
• Neckermann, on page 2185
• Neiman Marcus, on page 2186
• NelsonNet, on page 2187
• Neobux, on page 2188
• NeoGAF, on page 2189
• Neopets, on page 2190
• Nero SIP Client, on page 2191
• Nessus, on page 2192
• Nest Protocol, on page 2193
• Nest Thermostat, on page 2194
• Net2Phone, on page 2195
• Net2Phone Media, on page 2196
• NetBackup, on page 2197
• NetBIOS-dgm, on page 2198
• NetBIOS-ns, on page 2199
• NetBIOS-ssn (SMB), on page 2200
• NETBLT, on page 2201
• Netease, on page 2202
• Neteller, on page 2203
• Netflix, on page 2204
• Netflix stream, on page 2205
• Netflow, on page 2206
• netGW, on page 2207
• Netinfo, on page 2208
• Netix MPP, on page 2209
• Netlog, on page 2210
• Netlogon, on page 2211
• NetMeeting, on page 2212
• Netnews, on page 2213
• Netnews Administration System, on page 2214
• NetNewsWire, on page 2215
• Netop Remote Control, on page 2216
• NetSarang, on page 2217
• NETSC, on page 2218
• NETSC-DEV, on page 2219
• NetScout, on page 2220
• NetSeer, on page 2221
• NetSight, on page 2222
• NetSuite, on page 2223
• NetSurf, on page 2224
• Netvibes, on page 2225
• netvmg-traceroute, on page 2226
• NetWall, on page 2227
• Netware, on page 2228
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• NetWeaver, on page 2229
• Network based Rev. Cont. Sys., on page 2230
• Network Innovations Multiplex, on page 2231
• Network PID Checker, on page 2232
• Network Systems, on page 2233
• Networked Media Streaming Protocol, on page 2234
• NetWorker, on page 2235
• NetWorker Data Setup, on page 2236
• Neustar Information Services, on page 2237
• New Relic, on page 2238
• New who, on page 2239
• Newegg, on page 2240
• News Distribution Network, on page 2241
• news.com.au, on page 2242
• Newser, on page 2243
• NewsNow, on page 2244
• Newsvine, on page 2245
• Nexon, on page 2246
• NextBus, on page 2247
• NeXTStep, on page 2248
• NFA, on page 2249
• NFL.com, on page 2250
• NFS, on page 2251
• NFS Lock Daemon Manager, on page 2252
• Ngrok, on page 2253
• NHL.com, on page 2254
• NI FTP, on page 2255
• NI Mail, on page 2256
• Niantic Labs, on page 2257
• Nico Nico Douga, on page 2258
• Nico Nico Douga Video, on page 2259
• Nielsen, on page 2260
• NIH, on page 2261
• Nike, on page 2262
• Nimbuzz MMS, on page 2263
• Ning, on page 2264
• Ninite, on page 2265
• Nintendo, on page 2266
• Nintendo WFC, on page 2267
• NIP, on page 2268
• nlogin, on page 2269
• Nmap, on page 2270
• NNSP, on page 2271
• NNTP, on page 2272
• NNTPS, on page 2273
• NOAA, on page 2274
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Applications: N



• Nokia, on page 2275
• Nokia Maps, on page 2276
• Nokia message, on page 2277
• Nokia Music, on page 2278
• Nokia Store, on page 2279
• Nokia sync, on page 2280
• Nordstrom, on page 2281
• Norton AntiVirus, on page 2282
• Noteflight, on page 2283
• NovaBACKUP, on page 2284
• Novadigm EDM, on page 2285
• Novell Netware over IP, on page 2286
• NowNews, on page 2287
• NPMP Trap, on page 2288
• npmp-gui, on page 2289
• npmp-local, on page 2290
• NPP, on page 2291
• NPR, on page 2292
• NQS, on page 2293
• NrData, on page 2294
• NSFNET-IGP, on page 2295
• NSIIOPS, on page 2296
• NSPlayer, on page 2297
• NSRMP, on page 2298
• NSS, on page 2299
• NSSTP, on page 2300
• NSW User System FE, on page 2301
• ntalk, on page 2302
• NtdTv, on page 2303
• NTP, on page 2304
• Nuance, on page 2305
• Nuance Voice Platform, on page 2306
• Nvidia, on page 2307
• NVIDIA Update, on page 2308
• NVP, on page 2309
• NXEdit, on page 2310
• NY Daily News, on page 2311
• Nyaa Torrent, on page 2312
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Applications: N



N-World
Nimbuzz's virtual world.Description

instant messaging,virtual worldsCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: N
N-World



NAI
Network Advertising Initiative - association comprises of 3rd party ad
companies and educate consumers with online advertising.

Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
NAI



Nametests
News web site.Description

social networking,newsCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Nametests



NAMP
Neighbor Aware Multicast Routing Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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2154

Applications: N
NAMP



Napster
Audio streaming and MP3 store.Description

e-commerceCategories

high bandwidth,SSL protocol,file sharing/transfer,encrypts
communications,business impact,User-Agent Exclusion

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
Napster



NARP
NBMA Address Resolution Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NARP



Narratiive
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
Narratiive



NASA
Web portal for NASA.Description

web services provider,government servicesCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: N
NASA



NAT-PMP
Network Address Translation Port Mapping Protocol.Description

network protocols/servicesCategories

tunnelsTags

MediumRisk

Very HighBusiness Relevance
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Applications: N
NAT-PMP



Nate
Web portal and Search engine.Description

web services provider,e-commerce,search engine,social networkingCategories

SSL protocol,displays ads,sends mail,webmail,Flash,safesearch unsupportedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Nate



NateOn
Korean instant messaging system.Description

business,collaboration,instant messagingCategories

instant chat,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: N
NateOn



NateOn File Transfer
File transfer traffic from NateOn.Description

instant messagingCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: N
NateOn File Transfer



NateOn Remote Control
NateOn remote desktop software.Description

remote desktop controlCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: N
NateOn Remote Control



NateOn Video Chat
NateOn video chat and conferencing.Description

web services providerCategories

file sharing/transfer,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: N
NateOn Video Chat



NateOn Voice
NateOn VoIP traffic.Description

VoIPCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: N
NateOn Voice



NATO
Web portal for NATO.Description

web services provider,government servicesCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: N
NATO



Naukri.com
Indian job portal.Description

business,social networkingCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: N
Naukri.com



Naver
Web portal.Description

web services provider,e-commerce,search engine,social networkingCategories

SSL protocol,displays ads,sends mail,webmail,Flash,blog,safesearch
unsupported

Tags

LowRisk

Very LowBusiness Relevance
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Applications: N
Naver



Naver Blog
Naver blogging app.Description

web services provider,social networkingCategories

SSL protocol,displays ads,share photosTags

LowRisk

MediumBusiness Relevance
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Applications: N
Naver Blog



Naver Cafe
Naver forums and social networking.Description

web services provider,collaboration,social networkingCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: N
Naver Cafe



Naver Mail
Naver webmail.Description

emailCategories

SSL protocol,displays ads,sends mail,webmailTags

LowRisk

MediumBusiness Relevance
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Applications: N
Naver Mail



Naverisk
Cloud-based remote monitoring and management software.Description

remote administration,remote desktop control,network utilities,web desktopCategories

SSL protocol,allows remote controlTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
Naverisk



NBA
Official website for the National Basketball League, an American sports
organization.

Description

e-commerce,newsCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
NBA



NBC
Official website for NBC's Television network.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share media,encrypts communications,share linksTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
NBC



NBC News
NBCUniversal's news website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: N
NBC News



NBP
AppleTalk Name Binding.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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2176

Applications: N
NBP



NCAA
National Collegiate Athletic Association - non-profit association for athletic
programs.

Description

web services provider,multimedia (TV/video),multimedia (other),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: N
NCAA



NCED
Registered with IANA on port 404 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NCED



NCLD
Registered with IANA on port 405 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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2179

Applications: N
NCLD



NCP
Novell NetWare's network protocol.Description

network protocols/servicesCategories

allows remote connect,opens portTags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NCP



ndgsa-crawler
A web crawler.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: N
ndgsa-crawler



NDMP
Network Data Management Protocol.Description

network protocols/servicesCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: N
NDMP



NDS Auth
A software module from Symantec Corporation.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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2183

Applications: N
NDS Auth



Ndtv
Web site of Indian television media company.Description

multimedia (TV/video),multimedia (music/audio)Categories

high bandwidth,SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Ndtv



Neckermann
General goods online retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Neckermann



Neiman Marcus
Luxury retail department store.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Neiman Marcus



NelsonNet
Educational games web portalDescription

gamingCategories

business impact,web gaming,Flash,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
NelsonNet



Neobux
A site that pays users to view ads and recruit their friends.Description

e-commerce,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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2188

Applications: N
Neobux



NeoGAF
Internet forum based around video games.Description

instant messagingCategories

web chat,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
NeoGAF



Neopets
Virtual pet website.Description

gamingCategories

web gaming,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Neopets



Nero SIP Client
Nero SIP Client.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: N
Nero SIP Client



Nessus
Active network scanner.Description

security managementCategories

stealth tacticsTags

MediumRisk

MediumBusiness Relevance
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Applications: N
Nessus



Nest Protocol
Novell protocol that defines a systems architecture.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Nest Protocol



Nest Thermostat
Manufactures of sensor driven Thermostats which are self-learning and
programmable.

Description

web services provider,mobile applicationCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Nest Thermostat



Net2Phone
A VoIP service.Description

mobile application,VoIPCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: N
Net2Phone



Net2Phone Media
Audio and video transfer via Net2Phone.Description

multimedia (TV/video),multimedia (music/audio),mobile application,VoIPCategories

Tags

HighRisk

LowBusiness Relevance
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Applications: N
Net2Phone Media



NetBackup
A Symantec remote backup server product.Description

remote file storage,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2197

Applications: N
NetBackup



NetBIOS-dgm
Netbios datagram service.Description

network protocols/servicesCategories

UDP protocolTags

LowRisk

HighBusiness Relevance
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2198

Applications: N
NetBIOS-dgm



NetBIOS-ns
Netbios nameservice.Description

network protocols/servicesCategories

UDP protocolTags

Very LowRisk

HighBusiness Relevance
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2199

Applications: N
NetBIOS-ns



NetBIOS-ssn (SMB)
Netbios session service, also known as SMB.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: N
NetBIOS-ssn (SMB)



NETBLT
NETwork BLock Transfer, a transport layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NETBLT



Netease
Chinese web portal.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: N
Netease



Neteller
Website for handling online payments and money transactions.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: N
Neteller



Netflix
Rental and on-demand internet television and movie streaming website.Description

e-commerce,multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
Netflix



Netflix stream
Video streams from Netflix service.Description

multimedia (TV/video)Categories

high bandwidth,share video,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
Netflix stream



Netflow
Cisco's Netflow protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: N
Netflow



netGW
Registered with IANA on port 741 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
netGW



Netinfo
Registered with IANA on port 1033 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
Netinfo



Netix MPP
Message Posting Protocol is a network protocol that is used for posting
messages.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2209

Applications: N
Netix MPP



Netlog
Social networking site geared towards European youth.Description

social networkingCategories

SSL protocol,not work related,blogTags

HighRisk

LowBusiness Relevance
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Applications: N
Netlog



Netlogon
Microsoft service that verifies logon requests, and it registers, authenticates,
and locates domain controllers.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
Netlogon



NetMeeting
A VoIP and multi-point videoconferencing client included in many versions
of Microsoft Windows.

Description

collaborationCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: N
NetMeeting



Netnews
Netnews (Usenet) is a worldwide distributed Internet discussion system. It
was developed from the general purpose UUCP architecture of the same
name.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Netnews



Netnews Administration System
A framework to simplify the administration and usage of network news (also
known as Netnews) on the Internet.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Netnews Administration System



NetNewsWire
News feed and aggregator for iOS.Description

web content aggregators,newsCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: N
NetNewsWire



Netop Remote Control
Remote management and support of enterprise IT infrastructure.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Netop Remote Control



NetSarang
Network connectivity and management tools package.Description

remote administrationCategories

SSL protocol,encrypts communications,allows remote connectTags

LowRisk

MediumBusiness Relevance
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Applications: N
NetSarang



NETSC
Registered with IANA on ports 154 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NETSC



NETSC-DEV
NETSC registered with IANA on port 155 TCP/UDPDescription

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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2219

Applications: N
NETSC-DEV



NetScout
Control traffic for NetScout Systems' network traffic monitoring products.
Registered with IANA on port 395 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NetScout



NetSeer
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
NetSeer



NetSight
Network management software.Description

security management,remote administrationCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: N
NetSight



NetSuite
Advertising and marketing services.Description

web services providerCategories

displays adsTags

MediumRisk

HighBusiness Relevance
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Applications: N
NetSuite



NetSurf
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: N
NetSurf



Netvibes
Web portal.Description

web content aggregatorsCategories

SSL protocol,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
Netvibes



netvmg-traceroute
A network diagnostic tool used by NetVMG.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
netvmg-traceroute



NetWall
Protocol for emergency broadcasts.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: N
NetWall



Netware
A network operating system developed by Novell, Inc.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
Netware



NetWeaver
Integrated server platform for SAP's various applications and services.Description

network protocols/services,collaboration,remote administrationCategories

adds/installs other softwareTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
NetWeaver



Network based Rev. Cont. Sys.
Registered with IANA on port 742 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: N
Network based Rev. Cont. Sys.



Network Innovations Multiplex
Registered with IANA on port 171 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Network Innovations Multiplex



Network PID Checker
Network anti-piracy mechanism for MS Office product.Description

web services provider,network protocols/servicesCategories

UDP protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: N
Network PID Checker



Network Systems
A collection of protocols layered atop Internet Datagram Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Network Systems



Networked Media Streaming Protocol
Registered with IANA on port 537 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Networked Media Streaming Protocol



NetWorker
Network backup system made by EMC, formerly Legato.Description

remote file storage,network protocols/servicesCategories

high bandwidthTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
NetWorker



NetWorker Data Setup
A pre-connection setup call to EMC NetWorker.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
NetWorker Data Setup



Neustar Information Services
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
Neustar Information Services



New Relic
Web metrics site.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
New Relic



New who
Registered with IANA on port 550 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
New who



Newegg
Computer hardware and software retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Newegg



News Distribution Network
News media content delivery network.Description

web services provider,multimedia (TV/video)Categories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
News Distribution Network



news.com.au
News site based in Australia.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: N
news.com.au



Newser
Online new portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
Newser



NewsNow
News aggregator website that links to thousands of publications.Description

web content aggregators,newsCategories

SSL protocol,displays ads,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: N
NewsNow



Newsvine
Community based collaborative news website.Description

collaboration,newsCategories

SSL protocol,share links,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: N
Newsvine



Nexon
Online video games.Description

gamingCategories

SSL protocol,displays ads,web gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: N
Nexon



NextBus
Live updates on public transit system.Description

web services providerCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: N
NextBus



NeXTStep
NeXTStep Window Server.Description

network protocols/services,remote administrationCategories

allows remote connect,old/obsoleteTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2248

Applications: N
NeXTStep



NFA
A network file system that acts as a client for a remote file access protocol,
providing access to files on a server.

Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: N
NFA



NFL.com
American football news.Description

e-commerce,gamingCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
NFL.com



NFS
Allows a user on a client computer to access files over a network in a manner
similar to how local storage is accessed.

Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
NFS



NFS Lock Daemon Manager
NFS file locking system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NFS Lock Daemon Manager



Ngrok
Multiplatform tunnelling, reverse proxy software.Description

VPN/tunnelCategories

SSL protocol,encrypts communications,tunnelsTags

Very HighRisk

LowBusiness Relevance
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Applications: N
Ngrok



NHL.com
The National Hockey League official website.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
NHL.com



NI FTP
Network Independent File Transfer Program.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NI FTP



NI Mail
A mass email client with socks proxy support.Description

emailCategories

sends mailTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: N
NI Mail



Niantic Labs
Makers of popular augmented reality games Pokemon Go and Ingress.Description

web services provider,gaming,multimedia (other),mobile applicationCategories

web gamingTags

LowRisk

LowBusiness Relevance
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Applications: N
Niantic Labs



Nico Nico Douga
Japanese video streaming and sharing site.Description

multimedia (TV/video)Categories

file sharing/transfer,displays ads,share video,content providerTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Nico Nico Douga



Nico Nico Douga Video
Nico Nico Douga video streaming.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: N
Nico Nico Douga Video



Nielsen
Global information and measurement company.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: N
Nielsen



NIH
National Institute of Health and Human services.Description

web services provider,healthcare servicesCategories

SSL protocol,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: N
NIH



Nike
Shoe and sports apparel manufacturer.Description

e-commerceCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: N
Nike



Nimbuzz MMS
Nimbuzz's tool for sending SMS messages.Description

instant messaging,SMS toolsCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: N
Nimbuzz MMS



Ning
Social Networking.Description

web services provider,social networkingCategories

SSL protocol,blogTags

Very LowRisk

HighBusiness Relevance
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Applications: N
Ning



Ninite
A tool that manages installation and upgrading of apps.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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2265

Applications: N
Ninite



Nintendo
Content delivery and web traffic from Nintendo, a Japanese company.Description

web services provider,gaming,multimedia (other)Categories

SSL protocol,content provider,web gamingTags

MediumRisk

LowBusiness Relevance
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2266

Applications: N
Nintendo



Nintendo WFC
NintendoWi-Fi Connection, online multiplayer gaming service for Nintendo
Wii and DS.

Description

network protocols/services,gamingCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
Nintendo WFC



NIP
Amiga Envoy Network Inquiry Protocol. Registered with IANA on port 376
tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NIP



nlogin
Registered with IANA on port 758 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
nlogin



Nmap
Network Mapper, a security scanner.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Nmap



NNSP
An Internet application protocol used for transporting Usenet news articles
(netnews) between news servers and for reading and posting articles by end
user client applications.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NNSP



NNTP
An Internet application protocol used for transporting Usenet news articles
(netnews) between news servers and for reading and posting articles by end
user client applications.

Description

network protocols/servicesCategories

share mediaTags

Very HighRisk

Very LowBusiness Relevance
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Applications: N
NNTP



NNTPS
NNTP protocol over TLS/SSL.Description

network protocols/servicesCategories

SSL protocol,share mediaTags

MediumRisk

MediumBusiness Relevance
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Applications: N
NNTPS



NOAA
Ocean and Atmospheric research agency.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

web-based support/helpTags

MediumRisk

LowBusiness Relevance
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Applications: N
NOAA



Nokia
Official site for Nokia.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: N
Nokia



Nokia Maps
Nokia mapping and directions service.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2276

Applications: N
Nokia Maps



Nokia message
Sending a message from a Nokia handset.Description

instant messaging,mobile application,SMS toolsCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: N
Nokia message



Nokia Music
Nokia Music store.Description

web services provider,multimedia (music/audio)Categories

share musicTags

LowRisk

MediumBusiness Relevance
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Applications: N
Nokia Music



Nokia Store
Nokia App store.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: N
Nokia Store



Nokia sync
Syncing a Nokia handset to the cloud.Description

mobile applicationCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: N
Nokia sync



Nordstrom
Retail department store.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Nordstrom



Norton AntiVirus
Antivirus for PC.Description

web services provider,security management,software updateCategories

antivirusTags

Very LowRisk

MediumBusiness Relevance
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Applications: N
Norton AntiVirus



Noteflight
Online music writing applicationDescription

multimedia (music/audio)Categories

share music,Flash,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: N
Noteflight



NovaBACKUP
NovaStor develops and markets data protection and availability software.
NovaBACKUP offers support for multi-OS environments and is capable of
handling thousands of servers and petabytes of information.

Description

remote file storage,network protocols/servicesCategories

SSL protocol,file sharing/transferTags

Very LowRisk

HighBusiness Relevance
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Applications: N
NovaBACKUP



Novadigm EDM
NovadigmEnterpriseDesktopManager, amanagement platform for deploying
enterprise applications.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Novadigm EDM



Novell Netware over IP
NetWare Over TCP/IP allows NetWare Core Protocol and Novell Directory
Services to run over IP.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
Novell Netware over IP



NowNews
Beirut-based Lebanese news website.Description

multimedia (other),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: N
NowNews



NPMP Trap
Registered with IANA on port 609 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NPMP Trap



npmp-gui
Registered with IANA on port 611 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
npmp-gui



npmp-local
Registered with IANA on port 610 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
npmp-local



NPP
Network Printing Protocol, an old standard for network printing.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: N
NPP



NPR
National Public Radio - Associates US national radio station to provide news
and other programs.

Description

web services provider,newsCategories

SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Applications: N
NPR



NQS
NetworkQueueing System, which allows users to submit batch jobs to queues.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NQS



NrData
Category B ISPDescription

web services providerCategories

SSL protocol,web-based support/help,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: N
NrData



NSFNET-IGP
An interior gateway protocol developed by NSFNET.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NSFNET-IGP



NSIIOPS
IIOP Name Service.Description

network protocols/servicesCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NSIIOPS



NSPlayer
Streaming media player.Description

multimedia (TV/video)Categories

share mediaTags

LowRisk

Very LowBusiness Relevance
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Applications: N
NSPlayer



NSRMP
Network Security RiskManagement Protocol. Registered with IANA on port
359 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NSRMP



NSS
NSS Routing.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NSS



NSSTP
Nebula Secure Segment Transfer Protocol. Registered with IANA on port
1036 tcp/udp.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NSSTP



NSW User System FE
Registered with IANA on port 27 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NSW User System FE



ntalk
A later implementation of talk, a Unix messaging utility.Description

instant messagingCategories

instant chatTags

HighRisk

LowBusiness Relevance
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2302

Applications: N
ntalk



NtdTv
New Tang Dynasty Television is a television broadcaster based in New York
City.

Description

multimedia (TV/video),multimedia (other),multimedia (music/audio),newsCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: N
NtdTv



NTP
NTP (Network Time Protocol) is used for synchronizing the clocks of
computer systems over a network.

Description

network protocols/servicesCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: N
NTP



Nuance
Airline services and travel planner.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: N
Nuance



Nuance Voice Platform
Nuance Voice Platform.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: N
Nuance Voice Platform



Nvidia
Video chipset manufacturer.Description

businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: N
Nvidia



NVIDIA Update
Software updates for NVIDIA chipsets.Description

software updateCategories

Tags

Very LowRisk

HighBusiness Relevance
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2308

Applications: N
NVIDIA Update



NVP
Network Voice Protocol, for transporting human speech over packetized
communications networks.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: N
NVP



NXEdit
Registered with IANA on port 126 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: N
NXEdit



NY Daily News
News portal.Description

web services provider,multimedia (TV/video),newsCategories

displays ads,FlashTags

Very LowRisk

LowBusiness Relevance
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Applications: N
NY Daily News



Nyaa Torrent
BitTorrent website focused on East Asian.Description

e-commerce,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,BitTorrentTags

Very HighRisk

Very LowBusiness Relevance
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2312

Applications: N
Nyaa Torrent



Applications: O

This chapter contains the following sections:

• OBEX, on page 2316
• OCBinder, on page 2317
• OCLC, on page 2318
• OCS, on page 2319
• OCServer, on page 2320
• OCSP, on page 2321
• OCSPD, on page 2322
• OCS_CMU, on page 2323
• ODMR, on page 2324
• Odnoklassniki, on page 2325
• OfferJuice, on page 2326
• Office 365, on page 2327
• Office 365 Planner, on page 2328
• Office Depot, on page 2329
• Office Mobile, on page 2330
• Office365 Admin portal, on page 2331
• OfficeMax, on page 2332
• Official Major League Baseball, on page 2333
• Offline Maps, on page 2334
• OFTP, on page 2335
• OFTPS, on page 2336
• Ogg, on page 2337
• Ohimsrv, on page 2338
• OkCupid, on page 2339
• OkeZone, on page 2340
• Okta, on page 2341
• Okurin, on page 2342
• OLSR, on page 2343
• Olx.pl, on page 2344
• Oman Airways, on page 2345
• Omegle, on page 2346
• Omginitialrefs, on page 2347
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• Omron FINS, on page 2348
• Omserv, on page 2349
• Onavo, on page 2350
• Onavo Count, on page 2351
• Onavo Extend, on page 2352
• OnClick, on page 2353
• OneDio, on page 2354
• OneDrive, on page 2355
• Onehub, on page 2356
• OneLogin, on page 2357
• Onet, on page 2358
• Online File Folder, on page 2359
• OnLive, on page 2360
• Onmux, on page 2361
• Onshape, on page 2362
• OnTests.Me, on page 2363
• oo.com.au, on page 2364
• Ooyala, on page 2365
• Opalis Robot, on page 2366
• opalis-rdv, on page 2367
• OPC, on page 2368
• OPC-UA, on page 2369
• Open Drive, on page 2370
• Open Webmail, on page 2371
• OpenBSD, on page 2372
• OpenDNS, on page 2373
• OpenDoor, on page 2374
• Openload, on page 2375
• Openport, on page 2376
• OpenSIPS, on page 2377
• OpenSSH, on page 2378
• OpenSUSE, on page 2379
• openvms-sysipc, on page 2380
• OpenVPN, on page 2381
• OpenX, on page 2382
• Opera, on page 2383
• Opera VPN, on page 2384
• Operations Manager - Health Service, on page 2385
• Optimizely, on page 2386
• OptMD, on page 2387
• oracle, on page 2388
• Oracle Business Intelligence, on page 2389
• Oracle coauthor, on page 2390
• Oracle CRMOD, on page 2391
• Oracle Database, on page 2392
• Oracle Marketing Cloud, on page 2393
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Applications: O



• Oracle Names, on page 2394
• Oracle Net8 Cman, on page 2395
• Oracle Net8 CMan Admin, on page 2396
• Oracle Remote Data Base, on page 2397
• Oracle sites, on page 2398
• Oracle SQLNET, on page 2399
• Oracle TCP/IP Listener, on page 2400
• Orange, on page 2401
• Orbitz, on page 2402
• Orbix 2000 Config, on page 2403
• Orbix 2000 Locator, on page 2404
• Orbix 2000 Locator over SSL, on page 2405
• ORBIX-CFG-SSL, on page 2406
• Orkut, on page 2407
• OSCAR, on page 2408
• OsiriX, on page 2409
• OSPF, on page 2410
• OSSProxy, on page 2411
• OSUNMS, on page 2412
• Ouoio.io, on page 2413
• Outbrain, on page 2414
• Outlook, on page 2415
• Outlook Express, on page 2416
• OverBlog, on page 2417
• Overstock.com, on page 2418
• Ovi Browser, on page 2419
• Owlinbot, on page 2420
• OwnerIQ, on page 2421
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Applications: O



OBEX
OBject Exchange, a communications protocol for binary objects.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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2316

Applications: O
OBEX



OCBinder
Binding service for Microsoft Office Communications Server.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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2317

Applications: O
OCBinder



OCLC
Online Computer Library Center - Nonprofit collaboration for providing
online public access catalog.

Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: O
OCLC



OCS
Microsoft Office Communications Server, also known as Lync Server, is an
enterprise IM, file sharing, peer to peer, and IP telephony server.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OCS



OCServer
Server side of Microsoft Office Communications Server.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OCServer



OCSP
Protocol used for verifying the status of a private key.Description

network protocols/services,security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: O
OCSP



OCSPD
Framework for Online certificate validation.Description

web services provider,security managementCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: O
OCSPD



OCS_CMU
Registered with IANA on port 428 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
OCS_CMU



ODMR
An SMTP extension standardized in RFC 2645 that allows e-mail to be relayed
after the sender has been authenticated. It uses the extended SMTP command
ATRN It is similar to the ETRN command but works with dynamically
assigned IP addresses.

Description

network protocols/servicesCategories

sends mailTags

Very LowRisk

MediumBusiness Relevance
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Applications: O
ODMR



Odnoklassniki
Russian social networking service.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

Very LowBusiness Relevance
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Applications: O
Odnoklassniki



OfferJuice
General offerjuice.me website traffic.Description

business,financialCategories

SSL protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: O
OfferJuice



Office 365
Traffic generated by MS Office 365 applications and web services.Description

web services provider,businessCategories

SSL protocol,Common Industrial ProtocolTags

LowRisk

HighBusiness Relevance
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Applications: O
Office 365



Office 365 Planner
Microsoft online calendar.Description

business,collaborationCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance
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Applications: O
Office 365 Planner



Office Depot
Office supply retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: O
Office Depot



Office Mobile
Microsoft productivty apps for use on Android devices.Description

collaboration,mobile applicationCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance
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Applications: O
Office Mobile



Office365 Admin portal
Admin portal to manage Office 365 products.Description

web services provider,remote file storage,business,database,web desktopCategories

SSL protocol,decrypted traffic,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: O
Office365 Admin portal



OfficeMax
Office supplies retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: O
OfficeMax



Official Major League Baseball
Web Portal for Sports news update.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: O
Official Major League Baseball



Offline Maps
Offline Map with offline rendering and offline search, powered by Google
Maps.

Description

web services provider,mobile applicationCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Offline Maps



OFTP
Odette File Transfer Protocol is used for EDI electronic data interchange
between two communications business partners.

Description

remote file storage,network protocols/services,businessCategories

FTP protocol,file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: O
OFTP



OFTPS
Odette FTP over SSL/TLS is used primarily for Electronic Data Interchange
between two communications business partners.

Description

remote file storage,network protocols/services,businessCategories

FTP protocol,SSL protocol,file sharing/transfer,encrypts communicationsTags

MediumRisk

HighBusiness Relevance
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Applications: O
OFTPS



Ogg
Multimedia framework.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

Tags

LowRisk

LowBusiness Relevance
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Applications: O
Ogg



Ohimsrv
Registered with IANA on port 506 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Ohimsrv



OkCupid
Online Dating website.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: O
OkCupid



OkeZone
Web site delivering the latest news in Indonesia.Description

multimedia (other),newsCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: O
OkeZone



Okta
An enterprise service that manages login credentials in the cloud.Description

web services provider,security managementCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: O
Okta



Okurin
Japanese file upload site.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2342

Applications: O
Okurin



OLSR
Optimized Link State Routing protocol, a routing protocol for mobile ad-hoc
networks.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OLSR



Olx.pl
Platform to connect local people to buy, sell or exchange used goods and
services through their mobile phone or on the web.

Description

e-commerce,social networking,ad portalCategories

displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: O
Olx.pl



Oman Airways
Oman Airways official website.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: O
Oman Airways



Omegle
Online chat service that pairs together strangers.Description

instant messagingCategories

SSL protocol,web chat,webcamTags

HighRisk

Very LowBusiness Relevance
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Applications: O
Omegle



Omginitialrefs
Registered with IANA on port 900 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Omginitialrefs



Omron FINS
Factory Interface Network Service, a suite of protocols used by Omron
programmable logic controllers.

Description

network protocols/services,remote administration,network utilitiesCategories

SCADA protocol,Common Industrial ProtocolTags

Very LowRisk

HighBusiness Relevance
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Applications: O
Omron FINS



Omserv
Registered with IANA on port 764 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Omserv



Onavo
Data management app for iOS and Android.Description

mobile applicationCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: O
Onavo



Onavo Count
Onavo app that tracks data usage.Description

mobile applicationCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: O
Onavo Count



Onavo Extend
Onavo app that uses data compression and other techniques to save data plan
bandwidth.

Description

mobile applicationCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: O
Onavo Extend



OnClick
Browser redirector.Description

web services providerCategories

displays adsTags

Very HighRisk

Very LowBusiness Relevance
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Applications: O
OnClick



OneDio
Turkish media platform which provides video, short & funny lists, tests &
breaking news.

Description

multimedia (TV/video),multimedia (other),multimedia (music/audio),newsCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: O
OneDio



OneDrive
Microsoft cloud storage offering, successor to SkyDrive.Description

remote file storageCategories

SSL protocol,file sharing/transfer,User-Agent Exclusion,Common Industrial
Protocol

Tags

LowRisk

HighBusiness Relevance
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Applications: O
OneDrive



Onehub
A cloud storage provider.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: O
Onehub



OneLogin
A cloud-based identity and access management service.Description

network protocols/services,business,securitymanagement,mobile applicationCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: O
OneLogin



Onet
Polish news web portal.Description

multimedia (other),newsCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: O
Onet



Online File Folder
Cloud-based file storage.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

HighRisk

MediumBusiness Relevance
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Applications: O
Online File Folder



OnLive
Online gaming portal.Description

gamingCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance
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Applications: O
OnLive



Onmux
Registered with IANA on port 417 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Onmux



Onshape
Online product design platformDescription

web services providerCategories

Flash,Software as a ServiceTags

LowRisk

LowBusiness Relevance
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Applications: O
Onshape



OnTests.Me
General ontests.me website traffic.Description

social networkingCategories

SSL protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: O
OnTests.Me



oo.com.au
Australian and New Zealand online department store.Description

e-commerceCategories

not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: O
oo.com.au



Ooyala
Solution providers for Video analytics.Description

multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: O
Ooyala



Opalis Robot
Systemmanagement and automation solution. Provides real-timemonitoring,
notification, corrective action and event driven job scheduling.

Description

remote administration,network utilitiesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Opalis Robot



opalis-rdv
opalis-rdv, Registered with IANA on port 536 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
opalis-rdv



OPC
IBM's Operations Planning and Control, an older version of Tivoli.Description

web services provider,network protocols/servicesCategories

high bandwidthTags

Very LowRisk

Very HighBusiness Relevance
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Applications: O
OPC



OPC-UA
Cross platform framework standards for accessing the real and historical data.Description

business,network utilitiesCategories

SCADA protocolTags

LowRisk

LowBusiness Relevance
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Applications: O
OPC-UA



Open Drive
Cloud storage and online backup system.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: O
Open Drive



Open Webmail
Webmail service.Description

emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

HighBusiness Relevance
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Applications: O
Open Webmail



OpenBSD
Open source code for security, enterprise and server.Description

web services providerCategories

SSL protocol,adds/installs other softwareTags

LowRisk

Very LowBusiness Relevance
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Applications: O
OpenBSD



OpenDNS
DNS service for reliability and security for internet surfers.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

LowRisk

HighBusiness Relevance
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Applications: O
OpenDNS



OpenDoor
Web anonymizer for iOS.Description

web services provider,network protocols/services,anonymizer/proxyCategories

evasive,SSL protocol,User-Agent ExclusionTags

Very HighRisk

Very LowBusiness Relevance
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Applications: O
OpenDoor



Openload
Movies online.Description

multimedia (TV/video),mobile applicationCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: O
Openload



Openport
Openport.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Openport



OpenSIPS
Open source implementation of SIP.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: O
OpenSIPS



OpenSSH
SSH client.Description

security management,remote administrationCategories

allows remote connectTags

HighRisk

MediumBusiness Relevance
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Applications: O
OpenSSH



OpenSUSE
Official website for OpenSUSE, Linux based OS.Description

web services provider,software updateCategories

SSL protocol,adds/installs other softwareTags

LowRisk

LowBusiness Relevance
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Applications: O
OpenSUSE



openvms-sysipc
Registered with IANA on port 557 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
openvms-sysipc



OpenVPN
A free and open source software application that implements virtual private
network (VPN) techniques for creating secure point-to-point or site-to-site
connections.

Description

VPN/tunnelCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OpenVPN



OpenX
Closed advertising platform.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OpenX



Opera
A web browser.Description

web browserCategories

SSL protocol,adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: O
Opera



Opera VPN
Free VPN integrated with the Opera browser.Description

VPN/tunnelCategories

evasive,FTP protocol,SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: O
Opera VPN



Operations Manager - Health Service
Health Monitoring Service is used to monitor web services installed in one
or multiple sites.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Operations Manager - Health Service



Optimizely
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: O
Optimizely



OptMD
Web advertisement services.Description

web services provider,business,ad portalCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: O
OptMD



oracle
Registered with IANA on port 1527 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
oracle



Oracle Business Intelligence
Used by Oracle systems.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Oracle Business Intelligence



Oracle coauthor
Registered with IANA on port 1529 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Oracle coauthor



Oracle CRMOD
Oracle CRM On Demand is a customer relationship management solution
that is accessible to authorized users over a web browser.

Description

web services providerCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: O
Oracle CRMOD



Oracle Database
Common relational database system.Description

databaseCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: O
Oracle Database



Oracle Marketing Cloud
Oracle cloud-based marketing and analytics service.Description

web services providerCategories

displays adsTags

LowRisk

HighBusiness Relevance
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Applications: O
Oracle Marketing Cloud



Oracle Names
Distributed naming service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Oracle Names



Oracle Net8 Cman
Oracle ConnectionManager, an Net8 component that acts much like a router.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Oracle Net8 Cman



Oracle Net8 CMan Admin
Oracle Net8 CMan Admin refers to general administrative commands to
Oracle Connection Manager.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Oracle Net8 CMan Admin



Oracle Remote Data Base
IANA tcp/udp port 1571.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Oracle Remote Data Base



Oracle sites
The website for Oracle.Description

web services providerCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: O
Oracle sites



Oracle SQLNET
Networking software that allows remote data-access between programs and
the Oracle Database, or among multiple Oracle Databases.

Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: O
Oracle SQLNET



Oracle TCP/IP Listener
Registered with IANA on port 1525 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Oracle TCP/IP Listener



Orange
French multinational telecommunications corporation.Description

multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Orange



Orbitz
Internet based travel services company.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: O
Orbitz



Orbix 2000 Config
Registered with IANA on port 3076 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Orbix 2000 Config



Orbix 2000 Locator
Used by Progree Software Corporation in their Orbix software for enterprise
COBRA solutions.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Orbix 2000 Locator



Orbix 2000 Locator over SSL
Used by Progree Software Corporation in their Orbix software for enterprise
COBRA solutions.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
Orbix 2000 Locator over SSL



ORBIX-CFG-SSL
Orbix is a CORBA (Object Request Broker) Orbix cfg (config) works over
SSL typically on port 3078

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: O
ORBIX-CFG-SSL



Orkut
Google social networking site.Description

social networkingCategories

share media,business impact,displays ads,share links,web chatTags

Very LowRisk

HighBusiness Relevance
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Applications: O
Orkut



OSCAR
Open System for Communication in Realtime. Used by ICQ and AIM.Description

instant messagingCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: O
OSCAR



OsiriX
Image processing tool for DICOM images.Description

web services provider,PACSCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: O
OsiriX



OSPF
Open Shortest Path First, a link state routing protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: O
OSPF



OSSProxy
OSS Proxy daemon for open source software for sound devices.Description

multimedia (music/audio)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: O
OSSProxy



OSUNMS
OSU Network Monitoring System.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
OSUNMS



Ouoio.io
URL shortening service where you can shorten you links to make money
from it.

Description

web services providerCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: O
Ouoio.io



Outbrain
Online help for publishers and bloggers.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,web-based support/help,blogTags

MediumRisk

Very LowBusiness Relevance
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Applications: O
Outbrain



Outlook
Microsoft email service.Description

emailCategories

SSL protocol,encrypts communications,sends mail,Common Industrial
Protocol

Tags

HighRisk

MediumBusiness Relevance
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Applications: O
Outlook



Outlook Express
Web enabled interface for Microsoft email service.Description

emailCategories

SSL protocol,encrypts communications,sends mailTags

MediumRisk

MediumBusiness Relevance
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Applications: O
Outlook Express



OverBlog
Platform to create blogs.Description

web services providerCategories

SSL protocol,displays ads,blogTags

MediumRisk

LowBusiness Relevance
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Applications: O
OverBlog



Overstock.com
Online discount retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: O
Overstock.com



Ovi Browser
Mobile phone browser.Description

web browser,mobile applicationCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: O
Ovi Browser



Owlinbot
Web crawler.Description

web services provider,web spider/search crawlerCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: O
Owlinbot



OwnerIQ
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: O
OwnerIQ
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Applications: O
OwnerIQ



Applications: P

This chapter contains the following sections:

• P10, on page 2428
• Packet Radio Measurement, on page 2429
• PACS, on page 2430
• PaleMoon, on page 2431
• Paltalk Chat, on page 2432
• Paltalk File Transfer, on page 2433
• Paltalk Messenger, on page 2434
• Paltalk Video, on page 2435
• Paltalk Voice, on page 2436
• Panda, on page 2437
• Pando, on page 2438
• Pandora, on page 2439
• Pandora Audio, on page 2440
• Pandora TV, on page 2441
• Panoramio, on page 2442
• PAP, on page 2443
• PAPI, on page 2444
• Parallels, on page 2445
• PARC Universal Packet, on page 2446
• Parsec Gameserver, on page 2447
• PartyPoker, on page 2448
• PassGo Technologies Service, on page 2449
• Password Change, on page 2450
• Pastebin.com, on page 2451
• Patch.com, on page 2452
• Pathtest, on page 2453
• Pathview, on page 2454
• PAWSERV, on page 2455
• Paybill, on page 2456
• PayPal, on page 2457
• Paytm, on page 2458
• PBS, on page 2459
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• PC Connection, on page 2460
• PC Mall, on page 2461
• PC-Duo, on page 2462
• PcAnywhere, on page 2463
• Pchome, on page 2464
• PCMAIL, on page 2465
• PCoIP, on page 2466
• PDAP, on page 2467
• PDBox, on page 2468
• PDBox P2P, on page 2469
• PDF Expert, on page 2470
• PDL data streaming port, on page 2471
• PDRE, on page 2472
• PeerCast, on page 2473
• PeerEnabler, on page 2474
• Penultimate, on page 2475
• People Of Walmart, on page 2476
• People's Daily, on page 2477
• People.com, on page 2478
• PerfectIBE, on page 2479
• Perforce, on page 2480
• Periscope, on page 2481
• Personal Link, on page 2482
• PFTP, on page 2483
• PGM RTP, on page 2484
• Phanfare, on page 2485
• Pharos psrserver, on page 2486
• Philips Hue, on page 2487
• Philips Video-Conferencing, on page 2488
• Phoca, on page 2489
• Phonebook, on page 2490
• Photo Stream, on page 2491
• Photobucket, on page 2492
• Photuris, on page 2493
• PHP, on page 2494
• PHP Proxy, on page 2495
• PHP-SOAP, on page 2496
• phpBB, on page 2497
• Picasa, on page 2498
• Picsearch, on page 2499
• Piksel, on page 2500
• PIM, on page 2501
• PIM-RP-DISC, on page 2502
• Pinboard, on page 2503
• Pingdom, on page 2504
• Pinger, on page 2505
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• Pinterest, on page 2506
• PIP, on page 2507
• PIPE, on page 2508
• pirp, on page 2509
• Pivotal Tracker, on page 2510
• PixaBay, on page 2511
• PixelMags, on page 2512
• Pixiv, on page 2513
• Pixnet, on page 2514
• PJL, on page 2515
• PKIX Timestamp, on page 2516
• PKIX-3 CA/RA, on page 2517
• Planetarium, on page 2518
• Playstation Games, on page 2519
• Playstation Match, on page 2520
• Playstation Store, on page 2521
• Playstation.com, on page 2522
• Plex TV, on page 2523
• Plista, on page 2524
• Pluribus Packet Core, on page 2525
• Plus Fives MUMPS, on page 2526
• PNAS, on page 2527
• PNC Bank, on page 2528
• PNNI, on page 2529
• Po.st, on page 2530
• Pocket, on page 2531
• Poco, on page 2532
• Podio, on page 2533
• Pogo, on page 2534
• Pokemon Go, on page 2535
• POLITICO.com, on page 2536
• Polldaddy, on page 2537
• Pop Salad, on page 2538
• POP2, on page 2539
• POP3, on page 2540
• POP3S, on page 2541
• PopAds, on page 2542
• PopCap Games, on page 2543
• PopCash, on page 2544
• PopUrls, on page 2545
• PornHub, on page 2546
• PornVideos, on page 2547
• PostgreSQL, on page 2548
• POV-Ray, on page 2549
• Power BI, on page 2550
• PowerChute, on page 2551
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Applications: P



• Powermarks, on page 2552
• Ppomppu, on page 2553
• PPP, on page 2554
• PPStream, on page 2555
• PPTP, on page 2556
• PPTV, on page 2557
• Premier Football, on page 2558
• Presto, on page 2559
• Prezi, on page 2560
• Priceline.com, on page 2561
• Prime Video, on page 2562
• Princess Polly, on page 2563
• Printer Pro Desktop, on page 2564
• PrivateHomeClips, on page 2565
• PRM Node Man, on page 2566
• PRM Sys Man, on page 2567
• Proclivity, on page 2568
• Prodigy Games, on page 2569
• PROFILE, on page 2570
• ProFlowers, on page 2571
• Progressive, on page 2572
• PROSPERO, on page 2573
• ProxEasy, on page 2574
• Proxifier, on page 2575
• Proxistore, on page 2576
• PS3 Community Agent, on page 2577
• PS3 Downloads, on page 2578
• PS3 Home Client, on page 2579
• PS3 Messenger, on page 2580
• PS3 Updater, on page 2581
• PS3 web browser, on page 2582
• PScribe, on page 2583
• Psiphon, on page 2584
• PSP Activity Agent, on page 2585
• PSP Community Agent, on page 2586
• PTC Name Service, on page 2587
• PTP, on page 2588
• PTP Event, on page 2589
• PTP General, on page 2590
• Publishers Clearing House, on page 2591
• Pubmatic, on page 2592
• PubNub, on page 2593
• PubSubHubbub, on page 2594
• pump, on page 2595
• PureNoise, on page 2596
• PureVPN, on page 2597
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Applications: P



• Pushover, on page 2598
• Putlocker, on page 2599
• PuTTY, on page 2600
• PVP, on page 2601
• PWDGEN, on page 2602
• Python urllib, on page 2603
• Python-httplib, on page 2604
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Applications: P



P10
An extension to Internet Relay Chat protocol (IRC) for server to server
communications.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
P10



Packet Radio Measurement
Registered with IANA as IP Protocol 21.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
Packet Radio Measurement



PACS
Medical imaging to save and retrieve files from server economically.Description

web services provider,PACSCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: P
PACS



PaleMoon
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: P
PaleMoon



Paltalk Chat
Paltalk internet chat.Description

instant messagingCategories

instant chat,web chat,FlashTags

LowRisk

MediumBusiness Relevance
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Applications: P
Paltalk Chat



Paltalk File Transfer
Paltalk peer to peer file transfer.Description

peer to peerCategories

file sharing/transfer,share media,FlashTags

LowRisk

MediumBusiness Relevance
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Applications: P
Paltalk File Transfer



Paltalk Messenger
An internet, voice, and video chat system.Description

instant messagingCategories

instant chat,FlashTags

LowRisk

MediumBusiness Relevance
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Applications: P
Paltalk Messenger



Paltalk Video
Paltalk video chat.Description

instant messagingCategories

instant chat,Flash,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: P
Paltalk Video



Paltalk Voice
Paltalk voice chat.Description

instant messaging,VoIPCategories

instant chat,FlashTags

LowRisk

MediumBusiness Relevance
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Applications: P
Paltalk Voice



Panda
Panda Security Antivirus/Security software download and updates.Description

security managementCategories

SSL protocol,file sharing/transferTags

Very LowRisk

HighBusiness Relevance
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Applications: P
Panda



Pando
File upload and download helper.Description

remote file storage,download managerCategories

high bandwidth,file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: P
Pando



Pandora
Audio streaming.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,displays ads,FlashTags

LowRisk

Very LowBusiness Relevance
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Applications: P
Pandora



Pandora Audio
Online Audio streaming.Description

multimedia (music/audio)Categories

high bandwidth,displays ads,FlashTags

MediumRisk

Very LowBusiness Relevance
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Applications: P
Pandora Audio



Pandora TV
Pandora streaming TV service.Description

multimedia (TV/video)Categories

SSL protocol,streaming feedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: P
Pandora TV



Panoramio
Social network for sharing interesting places through photo.Description

web services provider,social networkingCategories

SSL protocol,encrypts communications,share linksTags

MediumRisk

Very LowBusiness Relevance
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Applications: P
Panoramio



PAP
Password Authentication Protocol, for securing PPP links.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: P
PAP



PAPI
Process Application Programming Interface, used by Aruba Networks in their
network management tools to control and manage access points.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PAPI



Parallels
Cloud services enablement and virtual access.Description

remote file storage,remote desktop control,mobile applicationCategories

SSL protocol,allows remote controlTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2445

Applications: P
Parallels



PARC Universal Packet
An early transport protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2446

Applications: P
PARC Universal Packet



Parsec Gameserver
Parsec is a fast-paced non-commercial network space-shooter.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2447

Applications: P
Parsec Gameserver



PartyPoker
Web based poker.Description

gamingCategories

evasive,encrypts communications,business impact,web gamingTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2448

Applications: P
PartyPoker



PassGo Technologies Service
Software for web access management.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2449

Applications: P
PassGo Technologies Service



Password Change
Services Kerberos Change Password and Set Password Protocol requests.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2450

Applications: P
Password Change



Pastebin.com
Online whiteboard application.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2451

Applications: P
Pastebin.com



Patch.com
Local news website.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2452

Applications: P
Patch.com



Pathtest
An AppNeta performance metric tool.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2453

Applications: P
Pathtest



Pathview
An AppNeta performance metric tool.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2454

Applications: P
Pathview



PAWSERV
Allows you to analyze transaction performance and behavioral problems by
providing a platform for investigating logs and other historical data.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2455

Applications: P
PAWSERV



Paybill
Online secure payment and billing service.Description

web services provider,e-commerceCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2456

Applications: P
Paybill



PayPal
E-commerce website for handling online transactions.Description

e-commerceCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2457

Applications: P
PayPal



Paytm
Indian electronic payment and e-commerce company based out of Delhi.Description

e-commerce,financialCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2458

Applications: P
Paytm



PBS
Official website for Public Broadcasting Service, an American television
network.

Description

web services provider,multimedia (TV/video)Categories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2459

Applications: P
PBS



PC Connection
Computer and electronic products retailer.Description

e-commerceCategories

SSL protocol,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2460

Applications: P
PC Connection



PC Mall
Computer and electronic products retailer.Description

e-commerceCategories

not work relatedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2461

Applications: P
PC Mall



PC-Duo
PC remote control software.Description

remote desktop controlCategories

allows remote connect,allows remote controlTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2462

Applications: P
PC-Duo



PcAnywhere
PC remote control software.Description

remote desktop controlCategories

allows remote connect,allows remote controlTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2463

Applications: P
PcAnywhere



Pchome
Computer and electronics retailer.Description

e-commerceCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2464

Applications: P
Pchome



PCMAIL
PCMail Server.Description

emailCategories

sends mailTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2465

Applications: P
PCMAIL



PCoIP
A remote desktop system.Description

network protocols/services,remote administrationCategories

high bandwidth,allows remote connect,FlashTags

HighRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2466

Applications: P
PCoIP



PDAP
Prospero data access protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2467

Applications: P
PDAP



PDBox
Korean file-sharing site.Description

e-commerceCategories

SSL protocol,file sharing/transfer,share mediaTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2468

Applications: P
PDBox



PDBox P2P
Peer-to-peer client for PDBox.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share mediaTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2469

Applications: P
PDBox P2P



PDF Expert
App for iPad to view and endit PDF files.Description

web services provider,mobile applicationCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2470

Applications: P
PDF Expert



PDL data streaming port
Registered with IANA on port 9100 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2471

Applications: P
PDL data streaming port



PDRE
Peer Direct Replication Engine, allows for distribution of databases and
applications.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2472

Applications: P
PDRE



PeerCast
P2P file sharing service.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,share video,allows remote
connect,share music

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2473

Applications: P
PeerCast



PeerEnabler
Peer-to-peer protocol.Description

peer to peerCategories

file sharing/transfer,User-Agent ExclusionTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2474

Applications: P
PeerEnabler



Penultimate
Handwriting app for iPad.Description

multimedia (other)Categories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2475

Applications: P
Penultimate



People Of Walmart
Website for Walmart customer posted photos.Description

web services provider,multimedia (TV/video)Categories

share photosTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2476

Applications: P
People Of Walmart



People's Daily
Chinese news website.Description

multimedia (TV/video),news,government servicesCategories

SSL protocol,content providerTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2477

Applications: P
People's Daily



People.com
Web portal for the Weekly magazine People.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays ads,FlashTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2478

Applications: P
People.com



PerfectIBE
An air travel booking consolidation engine.Description

e-commerceCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2479

Applications: P
PerfectIBE



Perforce
Revision Control software devloped by Perforce.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2480

Applications: P
Perforce



Periscope
Mobile app for live video streaming.Description

social networking,mobile applicationCategories

SSL protocol,streaming feed,User-Agent ExclusionTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2481

Applications: P
Periscope



Personal Link
Registered with IANA on port 281 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2482

Applications: P
Personal Link



PFTP
Port-FTP transfers files, directories and data to other hosts running pftp.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2483

Applications: P
PFTP



PGM RTP
Pragmatic GeneralMulticast Reliable Transport Protocol, a multicast protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2484

Applications: P
PGM RTP



Phanfare
Subscription based photo and video sharing service.Description

remote file storageCategories

SSL protocol,file sharing/transfer,share video,share photosTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2485

Applications: P
Phanfare



Pharos psrserver
Registered with IANA on port 2351 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2486

Applications: P
Pharos psrserver



Philips Hue
Remote controller for wireless light effects.Description

web services provider,remote administration,mobile applicationCategories

SSL protocol,encrypts communications,allows remote connectTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2487

Applications: P
Philips Hue



Philips Video-Conferencing
Used by Philips Electronics in their video conferencing products.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2488

Applications: P
Philips Video-Conferencing



Phoca
Software components useful for web design.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2489

Applications: P
Phoca



Phonebook
Registered with IANA on port 767 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2490

Applications: P
Phonebook



Photo Stream
Photo sharing from iCloud with other devices.Description

web services provider,mobile applicationCategories

share media,share photos,User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2491

Applications: P
Photo Stream



Photobucket
An image hosting, video hosting, slideshow creation and photo sharing
website.

Description

remote file storageCategories

SSL protocol,share photosTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2492

Applications: P
Photobucket



Photuris
A session-key management protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2493

Applications: P
Photuris



PHP
Scripting language for developing server based web applications.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2494

Applications: P
PHP



PHP Proxy
A web proxy using PHP.Description

web services provider,network protocols/services,anonymizer/proxyCategories

Tags

HighRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2495

Applications: P
PHP Proxy



PHP-SOAP
SOAP client written in PHP.Description

web spider/search crawlerCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2496

Applications: P
PHP-SOAP



phpBB
PHP based open source bulletin board software.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2497

Applications: P
phpBB



Picasa
Google picasa is an image organizer and image viewer for organizing and
editing digital photos, plus an integrated photo-sharing website.

Description

remote file storageCategories

SSL protocol,share photos,User-Agent ExclusionTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2498

Applications: P
Picasa



Picsearch
Image search engine.Description

web services provider,search engine,multimedia (other)Categories

SSL protocol,safesearch unsupportedTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2499

Applications: P
Picsearch



Piksel
Video streaming service.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2500

Applications: P
Piksel



PIM
Protocol-Independent Multicast is a family of multicast routing protocols for
IP.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2501

Applications: P
PIM



PIM-RP-DISC
Registered with IANA on port 496 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2502

Applications: P
PIM-RP-DISC



Pinboard
Social bookmarking portal.Description

social networkingCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2503

Applications: P
Pinboard



Pingdom
A website monitoring crawler.Description

web spider/search crawlerCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2504

Applications: P
Pingdom



Pinger
Allows SMS text messaging via a data connection.Description

instant messaging,SMS toolsCategories

SSL protocol,instant chatTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2505

Applications: P
Pinger



Pinterest
Social photo sharing website.Description

social networkingCategories

SSL protocol,share media,share photosTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2506

Applications: P
Pinterest



PIP
Presence Information Protocol. Registered with IANA on port 321 tcp/udp.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2507

Applications: P
PIP



PIPE
Private IP Encapsulation within IP is an IP-within-IP tunneling protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2508

Applications: P
PIPE



pirp
Public Information Retrieval Protocol is a method of publishing information.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2509

Applications: P
pirp



Pivotal Tracker
Project management and collaborative software.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2510

Applications: P
Pivotal Tracker



PixaBay
Website for sharing high quality public domain photos, illustrations, vector
graphics, and film footage.

Description

social networking,multimedia (other)Categories

SSL protocolTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2511

Applications: P
PixaBay



PixelMags
Content delivery network for digital versions of magazine.Description

web services provider,newsCategories

SSL protocol,encrypts communicationsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2512

Applications: P
PixelMags



Pixiv
Japanese online community for artists.Description

social networking,multimedia (other)Categories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2513

Applications: P
Pixiv



Pixnet
Online Taiwanese mobile photo sharing, blogging, and social networking
service.

Description

social networking,multimedia (other)Categories

SSL protocol,blogTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2514

Applications: P
Pixnet



PJL
Printer Job Language, an HP technology for changing the language a printer
is printing.

Description

network protocols/servicesCategories

Tags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2515

Applications: P
PJL



PKIX Timestamp
The PKIX TS specifies the format of packets, along with some possible
transport protocols and some verifications to be done by the server and the
client.

Description

network protocols/services,security managementCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2516

Applications: P
PKIX Timestamp



PKIX-3 CA/RA
IANA tcp/udp port 829.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2517

Applications: P
PKIX-3 CA/RA



Planetarium
Planetarium for the Chrome browser.Description

gaming,multimedia (other),browser pluginCategories

displays ads,web gaming,not work relatedTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2518

Applications: P
Planetarium



Playstation Games
Playstation game traffic.Description

gamingCategories

SSL protocol,console gamingTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2519

Applications: P
Playstation Games



Playstation Match
A service that connected Playstation gamers for online games.Description

gamingCategories

instant chat,console gamingTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2520

Applications: P
Playstation Match



Playstation Store
Sony Playstation online marketplace.Description

e-commerce,virtual worldsCategories

recent vulnerabilities,console gamingTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2521

Applications: P
Playstation Store



Playstation.com
Sony Playstation related e-commerce.Description

e-commerce,gamingCategories

SSL protocol,console gamingTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2522

Applications: P
Playstation.com



Plex TV
Allows users to stream their own media from one device to others over the
Plex TV network.

Description

multimedia (TV/video)Categories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2523

Applications: P
Plex TV



Plista
Marketing analytics site.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2524

Applications: P
Plista



Pluribus Packet Core
Registered with IANA as IP Protocol 67.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2525

Applications: P
Pluribus Packet Core



Plus Fives MUMPS
Registered with IANA on port 188 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2526

Applications: P
Plus Fives MUMPS



PNAS
Offical journal from United States National Academy of Sciences.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2527

Applications: P
PNAS



PNC Bank
Banking and Financial services.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2528

Applications: P
PNC Bank



PNNI
Private Network-to-Network Interface is an ATM-related suite of protocols.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2529

Applications: P
PNNI



Po.st
Social sharing platform.Description

social networkingCategories

share linksTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2530

Applications: P
Po.st



Pocket
App to save web pages.Description

web services provider,multimedia (TV/video),mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2531

Applications: P
Pocket



Poco
P2P file sharing program.Description

peer to peerCategories

high bandwidth,file sharing/transfer,share media,share video,allows remote
connect,share music

Tags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2532

Applications: P
Poco



Podio
Project Management software.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2533

Applications: P
Podio



Pogo
Online games.Description

gamingCategories

web gamingTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2534

Applications: P
Pogo



Pokemon Go
A popular mobile augmented reality game.Description

web services provider,gaming,multimedia (other),mobile applicationCategories

web gamingTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2535

Applications: P
Pokemon Go



POLITICO.com
News portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays ads,FlashTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2536

Applications: P
POLITICO.com



Polldaddy
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2537

Applications: P
Polldaddy



Pop Salad
Social gaming based on Celebrities.Description

web services provider,multimedia (TV/video)Categories

share photosTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2538

Applications: P
Pop Salad



POP2
Post Office Protocol, used by local e-mail clients to retrieve e-mail from a
remote server.

Description

emailCategories

allows remote connectTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2539

Applications: P
POP2



POP3
POP (Post Office Protocol) is a protocol used by local email clients to retrieve
email from a remote server.

Description

emailCategories

allows remote connectTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2540

Applications: P
POP3



POP3S
POP3 protocol over TLS/SSL.Description

emailCategories

SSL protocol,allows remote connectTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2541

Applications: P
POP3S



PopAds
Advertising network specialized in popunders on the Internet.Description

ad portalCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2542

Applications: P
PopAds



PopCap Games
Online games website.Description

gamingCategories

displays ads,web gamingTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2543

Applications: P
PopCap Games



PopCash
Advertising platform.Description

ad portalCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2544

Applications: P
PopCash



PopUrls
Website that aggregates headlines from various popular social news sites and
portals.

Description

web content aggregators,newsCategories

displays ads,share linksTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2545

Applications: P
PopUrls



PornHub
Adult videos.Description

multimedia (TV/video)Categories

SSL protocol,adult contentTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2546

Applications: P
PornHub



PornVideos
Adult videos.Description

multimedia (TV/video)Categories

SSL protocolTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2547

Applications: P
PornVideos



PostgreSQL
An open source object-relational database system.Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2548

Applications: P
PostgreSQL



POV-Ray
Persistence of Vision Raytracer (POV-Ray), a ray tracing program.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2549

Applications: P
POV-Ray



Power BI
Power BI is a business analytics service by Microsoft which aims to provide
interactive visualizations and business intelligence capabilities.

Description

business,mobile applicationCategories

SSL protocol,business impactTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2550

Applications: P
Power BI



PowerChute
A control system for uninterruptible power supplies.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2551

Applications: P
PowerChute



Powermarks
Bookmark extension for browsers like Netscape, IE, Mozilla, Opera and
NetCaptor.

Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2552

Applications: P
Powermarks



Ppomppu
South Korean news/blogs portal.Description

social networking,newsCategories

blogTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2553

Applications: P
Ppomppu



PPP
Point to Point Protocol, a data link layer protocol used on WAN links.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2554

Applications: P
PPP



PPStream
Chinese video streaming software.Description

multimedia (TV/video)Categories

evasive,high bandwidth,SSL protocol,recent vulnerabilities,business
impact,displays ads,stealth tactics

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2555

Applications: P
PPStream



PPTP
Used in VPNs. PPTP uses a control channel over TCP and a GRE tunnel
operating to encapsulate PPP packets.

Description

VPN/tunnelCategories

Tags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: P
PPTP



PPTV
Chinese file-streaming app.Description

multimedia (TV/video)Categories

SSL protocol,streaming feedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2557

Applications: P
PPTV



Premier Football
Facebook fantasy football game.Description

gaming,social networkingCategories

web gaming,social network game,Facebook,Facebook gameTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2558

Applications: P
Premier Football



Presto
Printable emails and photos.Description

web services providerCategories

SSL protocol,encrypts communications,displays ads,share links,webmailTags

MediumRisk

Very LowBusiness Relevance
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Applications: P
Presto



Prezi
Presentation tool.Description

businessCategories

SSL protocol,encrypts communications,share links,FlashTags

Very LowRisk

Very HighBusiness Relevance
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Applications: P
Prezi



Priceline.com
Travel services company focused on offering discount rates.Description

e-commerceCategories

SSL protocol,displays ads,User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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Applications: P
Priceline.com



Prime Video
Amazon video streaming site.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,User-Agent ExclusionTags

MediumRisk

LowBusiness Relevance
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Applications: P
Prime Video



Princess Polly
Online clothing storeDescription

e-commerceCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: P
Princess Polly



Printer Pro Desktop
Software to print using the printer connected to Mac.Description

web services provider,network utilitiesCategories

share mediaTags

HighRisk

Very LowBusiness Relevance
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Applications: P
Printer Pro Desktop



PrivateHomeClips
Adult videos.Description

multimedia (TV/video)Categories

adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: P
PrivateHomeClips



PRM Node Man
Prospero Resource Manager is a scalable resource allocation systemi.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PRM Node Man



PRM Sys Man
The system manager manages the full set of resources that exist in a system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PRM Sys Man



Proclivity
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: P
Proclivity



Prodigy Games
Online educational gamesDescription

gamingCategories

business impact,web gaming,Flash,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2569

Applications: P
Prodigy Games



PROFILE
PROFILE Naming System.Description

network protocols/servicesCategories

old/obsoleteTags

Very HighRisk

MediumBusiness Relevance
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Applications: P
PROFILE



ProFlowers
United States' flower retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: P
ProFlowers



Progressive
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: P
Progressive



PROSPERO
Prospero Directory Service is a name server based on the virtual system
model.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: P
PROSPERO



ProxEasy
Anonymous web based proxy service.Description

anonymizer/proxyCategories

SSL protocol,encrypts communicationsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2574

Applications: P
ProxEasy



Proxifier
Software that allows a host to route its internet traffic though an external
proxy server.

Description

VPN/tunnel,anonymizer/proxyCategories

evasive,tunnelsTags

HighRisk

MediumBusiness Relevance
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Applications: P
Proxifier



Proxistore
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: P
Proxistore



PS3 Community Agent
PS3 social networking client.Description

gaming,social networkingCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: P
PS3 Community Agent



PS3 Downloads
Sony Playstation software updates and downloads.Description

gamingCategories

console gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: P
PS3 Downloads



PS3 Home Client
Client on a PS3 for interacting with Playstation Home.Description

e-commerce,gaming,multimedia (TV/video),virtual worldsCategories

displays ads,console gaming,User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: P
PS3 Home Client



PS3 Messenger
Messaging system in Sony Playstation Home.Description

instant messaging,virtual worldsCategories

User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: P
PS3 Messenger



PS3 Updater
Playstation software update client.Description

gamingCategories

console gaming,User-Agent ExclusionTags

LowRisk

Very LowBusiness Relevance
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Applications: P
PS3 Updater



PS3 web browser
Web browser for Sony Playstation 3.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance
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Applications: P
PS3 web browser



PScribe
Medical transcription management and transmission software.Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: P
PScribe



Psiphon
Web proxy/anonymizer.Description

web services provider,VPN/tunnel,anonymizer/proxyCategories

encrypts communications,tunnels,stealth tacticsTags

HighRisk

MediumBusiness Relevance
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Applications: P
Psiphon



PSP Activity Agent
PSP social networking client.Description

gaming,social networkingCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: P
PSP Activity Agent



PSP Community Agent
PSP social networking client.Description

gaming,social networkingCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: P
PSP Community Agent



PTC Name Service
Used by Parametric Technology Corporation (PTC) in their products.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PTC Name Service



PTP
Performance Transparency Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PTP



PTP Event
Precision Time Protocol is a protocol used to synchronize clocks throughout
a computer network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PTP Event



PTP General
Precision Time Protocol, used to synchronize clocks throughout a computer
network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PTP General



Publishers Clearing House
Online marketing company.Description

e-commerce,businessCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: P
Publishers Clearing House



Pubmatic
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: P
Pubmatic



PubNub
Cloud-based system for apps that require data to be pushed in real time.Description

web services provider,network protocols/servicesCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: P
PubNub



PubSubHubbub
A distributed publish/subscribe protocol.Description

network protocols/servicesCategories

file sharing/transferTags

LowRisk

HighBusiness Relevance
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Applications: P
PubSubHubbub



pump
Registered with IANA on port 751 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
pump



PureNoise
Registered with IANA on port 663 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PureNoise



PureVPN
Traffic generated by PureVPN.Description

VPN/tunnel,anonymizer/proxy,mobile applicationCategories

evasive,SSL protocol,tunnelsTags

HighRisk

LowBusiness Relevance
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Applications: P
PureVPN



Pushover
Push notification services.Description

mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: P
Pushover



Putlocker
Online file hosting service.Description

remote file storageCategories

file sharing/transferTags

MediumRisk

LowBusiness Relevance
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Applications: P
Putlocker



PuTTY
SSH client.Description

remote administrationCategories

encrypts communications,allows remote connectTags

LowRisk

MediumBusiness Relevance
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Applications: P
PuTTY



PVP
Packet Video Protocol (PVP) is a set of extensions to the Network Voice
Protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: P
PVP



PWDGEN
Password Generator Protocol, rfc 972.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: P
PWDGEN



Python urllib
Python library for opening URLs.Description

network protocols/services,web browserCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: P
Python urllib



Python-httplib
Update Software Center.Description

software updateCategories

high bandwidth,autostarts/stays resident,adds/installs other
software,User-Agent Exclusion

Tags

MediumRisk

LowBusiness Relevance
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Applications: P
Python-httplib



Applications: Q

This chapter contains the following sections:

• Q.931, on page 2607
• Qatar Airways, on page 2608
• Qatar Government, on page 2609
• Qatar Living, on page 2610
• Qatar Ministry of Interior, on page 2611
• Qatar University, on page 2612
• Qbik, on page 2613
• QDown, on page 2614
• QFT, on page 2615
• Qiita, on page 2616
• QlikView, on page 2617
• QMQP, on page 2618
• QMTP, on page 2619
• QNX, on page 2620
• QOTD, on page 2621
• QQ, on page 2622
• QQ Games, on page 2623
• QQ Mail, on page 2624
• QQ Music, on page 2625
• QQ Pay, on page 2626
• qrh, on page 2627
• Qriocity, on page 2628
• Quake, on page 2629
• Quake Live, on page 2630
• QualysGuard, on page 2631
• Quantcast, on page 2632
• QUIC, on page 2633
• Quick Look, on page 2634
• QuickBase, on page 2635
• QuickBooks, on page 2636
• Quicken, on page 2637
• Quickflix, on page 2638
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• QuickTime, on page 2639
• Quill Corporation, on page 2640
• Quizlet, on page 2641
• Quora, on page 2642
• Quotad, on page 2643
• Quote.com, on page 2644
• QVC, on page 2645
• Qzone, on page 2646
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Applications: Q



Q.931
ISO standard signalling protocol.Description

network protocols/servicesCategories

tunnels,SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
Q.931



Qatar Airways
Qatar Airways Company official website.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: Q
Qatar Airways



Qatar Government
Qatar Government website.Description

government servicesCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: Q
Qatar Government



Qatar Living
Guide about living in Qatar.Description

e-commerce,ad portalCategories

displays adsTags

LowRisk

LowBusiness Relevance
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Applications: Q
Qatar Living



Qatar Ministry of Interior
Qatar Ministry of Interior official website.Description

government servicesCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: Q
Qatar Ministry of Interior



Qatar University
Qatar University in Doha.Description

collaborationCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: Q
Qatar University



Qbik
Qbik products such as WinGate, WinGate VPN, and NetPatrol.Description

network protocols/servicesCategories

tunnels,allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
Qbik



QDown
Korean Entertainment web portal.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: Q
QDown



QFT
Queued File Transport. Registered with IANA on port 189 TCP/UDP.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
QFT



Qiita
Technical knowledge sharing and collaboration platform for programmers.Description

collaboration,social networkingCategories

SSL protocol,blogTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
Qiita



QlikView
QlikView is a BI data discovery product for creating guided analytics
applications and dashboards tailor-made for business challenges.

Description

web services provider,business,collaborationCategories

SSL protocol,business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: Q
QlikView



QMQP
Quick Mail Queuing Protocol, a protocol to share e-mail queues between
several hosts.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: Q
QMQP



QMTP
Quick Mail Transfer Protocol, an e-mail transmission protocol.Description

emailCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
QMTP



QNX
A commercial Unix-like real-time operating system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: Q
QNX



QOTD
Quote Of The Day service sends a short message without regard to the input.Description

instant messagingCategories

old/obsoleteTags

HighRisk

MediumBusiness Relevance
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Applications: Q
QOTD



QQ
Chinese instant messaging software.Description

instant messaging,mobile application,VoIPCategories

SSL protocol,instant chat,web chatTags

HighRisk

LowBusiness Relevance
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Applications: Q
QQ



QQ Games
Multi-Player online game by QQ.Description

web services provider,gaming,mobile applicationCategories

SSL protocol,displays ads,web gaming,User-Agent ExclusionTags

HighRisk

Very LowBusiness Relevance
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Applications: Q
QQ Games



QQ Mail
Tencent email service.Description

web services provider,email,mobile applicationCategories

SSL protocol,sends mail,webmailTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2624

Applications: Q
QQ Mail



QQ Music
Tencent streaming music.Description

web services provider,multimedia (music/audio),mobile applicationCategories

SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance
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Applications: Q
QQ Music



QQ Pay
Tencent online payment service.Description

web services provider,e-commerce,mobile application,financialCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
QQ Pay



qrh
Registered with IANA on port 752 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: Q
qrh



Qriocity
Streaming music and video on demand service from Sony.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,share musicTags

LowRisk

LowBusiness Relevance
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Applications: Q
Qriocity



Quake
First person shooter.Description

gamingCategories

Windows installer,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: Q
Quake



Quake Live
Online video game by id Software.Description

gamingCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: Q
Quake Live



QualysGuard
Cloud security and compliance solutions.Description

web services providerCategories

SSL protocol,encrypts communicationsTags

LowRisk

LowBusiness Relevance
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Applications: Q
QualysGuard



Quantcast
Site for buying and selling target audiences.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
Quantcast



QUIC
Quick UDP Internet Connections, an experimental, mutliplexing transport
layer protocol.

Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
QUIC



Quick Look
OSX file preview agent.Description

web desktopCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: Q
Quick Look



QuickBase
Intuit business management software.Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
QuickBase



QuickBooks
Intuit online accounting software.Description

web services provider,financialCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
QuickBooks



Quicken
Intuit personal finance software.Description

web services provider,financialCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Q
Quicken



Quickflix
DVD rental company based in Australia.Description

e-commerce,multimedia (TV/video)Categories

SSL protocol,file sharing/transfer,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: Q
Quickflix



QuickTime
Apple's proprietary multimedia format.Description

multimedia (other)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
QuickTime



Quill Corporation
Mail-order office supply retailer.Description

e-commerceCategories

displays adsTags

LowRisk

LowBusiness Relevance
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Applications: Q
Quill Corporation



Quizlet
Online learning tool.Description

collaboration,databaseCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: Q
Quizlet



Quora
Online discussion forums on a wide variety of topics.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
Quora



Quotad
Registered with IANA on port 762 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: Q
Quotad



Quote.com
Financial research and trading website.Description

business,news,financialCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: Q
Quote.com



QVC
General shopping website in association with its related televised QVC
broadcasts.

Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: Q
QVC



Qzone
Chinese social networking site.Description

social networkingCategories

sends mail,web chat,social network post,social network gameTags

HighRisk

LowBusiness Relevance
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Applications: Q
Qzone



Applications: R

This chapter contains the following sections:

• R6 FeedFetcher, on page 2650
• Rackspace, on page 2651
• Radian6 CommentReader, on page 2652
• Radio Control Protocol, on page 2653
• RadiumOne, on page 2654
• RADIUS, on page 2655
• RADIUS-acct, on page 2656
• Radmin, on page 2657
• Raging Bull, on page 2658
• Rainmeter WebParser, on page 2659
• Rakuten, on page 2660
• Rambler, on page 2661
• RAP, on page 2662
• Rapidgator, on page 2663
• Rapportive, on page 2664
• Raptr, on page 2665
• RarBG, on page 2666
• Rational Method Composer, on page 2667
• RayFile, on page 2668
• RDA, on page 2669
• RDP, on page 2670
• RDT, on page 2671
• RealAudio, on page 2672
• RealClearPolitics, on page 2673
• RealNetworks, on page 2674
• RealPlayer Cloud, on page 2675
• Realtor.com, on page 2676
• Realview TV, on page 2677
• RealVNC, on page 2678
• reCAPTCHA, on page 2679
• Red Hat, on page 2680
• Redbox, on page 2681
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• Reddit, on page 2682
• Rediff.com, on page 2683
• Redmine, on page 2684
• RedOrbit, on page 2685
• RedTube, on page 2686
• REI, on page 2687
• ReImage, on page 2688
• rekonq, on page 2689
• Reliable Datagram Protocol, on page 2690
• Remote Ctrl from iPhone/iPad, on page 2691
• Remote Job Service, on page 2692
• Remote Method Invocation Activation, on page 2693
• Remote Telnet, on page 2694
• Remote-KIS, on page 2695
• RemoteFS, on page 2696
• Renren, on page 2697
• repcmd, on page 2698
• repscmd, on page 2699
• ResCap, on page 2700
• ResearchGate, on page 2701
• Resilio Sync, on page 2702
• Resonate Networks, on page 2703
• RetailMeNot, on page 2704
• Retrospect, on page 2705
• Reuters, on page 2706
• RevenueHits, on page 2707
• REVOLVEclothing, on page 2708
• RFB, on page 2709
• RFR, on page 2710
• Rhapsody, on page 2711
• RichRelevance, on page 2712
• RingCentral, on page 2713
• RIP, on page 2714
• RIPng, on page 2715
• RIS, on page 2716
• RitzCamera.com, on page 2717
• RJE, on page 2718
• rlogin, on page 2719
• RLP, on page 2720
• RLZ Dbase, on page 2721
• RMCP, on page 2722
• rmiregistry, on page 2723
• Rmonitor, on page 2724
• RMT, on page 2725
• rmtis, on page 2726
• RoadRunner, on page 2727
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• Roblox, on page 2728
• Rocket Fuel, on page 2729
• Rockstar Games, on page 2730
• ROHC, on page 2731
• Roku, on page 2732
• Rona, on page 2733
• Rotten Tomatoes, on page 2734
• RPC2PMAP, on page 2735
• RRH, on page 2736
• RRP, on page 2737
• RSH-SPX, on page 2738
• RSS, on page 2739
• Rsupport, on page 2740
• RSVD, on page 2741
• RSVP, on page 2742
• RSVP Tunnel, on page 2743
• RSVP-E2E-IGNORE, on page 2744
• rsync, on page 2745
• RTCP, on page 2746
• rtip, on page 2747
• RTMP, on page 2748
• RTP, on page 2749
• RTP Audio, on page 2750
• RTP Video, on page 2751
• RTSP, on page 2752
• RTSPS, on page 2753
• Rubicon Project, on page 2754
• RuneScape, on page 2755
• RUSHD, on page 2756
• Russell Info Sci Calendar Manager, on page 2757
• Russia Today, on page 2758
• Ruten, on page 2759
• RuTracker, on page 2760
• RuTube, on page 2761
• RVD, on page 2762
• rxe, on page 2763
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Applications: R



R6 FeedFetcher
Web crawler for Marketing companies.Description

web spider/search crawlerCategories

User-Agent ExclusionTags

LowRisk

LowBusiness Relevance
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Applications: R
R6 FeedFetcher



Rackspace
Virtual and physical server hosting providers.Description

web services provider,businessCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: R
Rackspace



Radian6 CommentReader
Web crawler for Radian6.Description

business,web content aggregators,web spider/search crawlerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: R
Radian6 CommentReader



Radio Control Protocol
Registered with IANA on port 469 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Radio Control Protocol



RadiumOne
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: R
RadiumOne



RADIUS
Provides centralized Authentication, Authorization, and Accounting (AAA)
management for computers to connect and use a network service.

Description

security management,remote administrationCategories

allows remote connectTags

Very LowRisk

Very HighBusiness Relevance
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Applications: R
RADIUS



RADIUS-acct
Radius accounting.Description

security management,remote administrationCategories

allows remote connectTags

Very LowRisk

Very HighBusiness Relevance
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Applications: R
RADIUS-acct



Radmin
Remote Admin, a remote access solution.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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2657

Applications: R
Radmin



Raging Bull
Financial message board.Description

e-commerce,business,news,financialCategories

displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: R
Raging Bull



Rainmeter WebParser
Web page reading functionality of Rainmeter, a desktop customization tool.Description

web desktopCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: R
Rainmeter WebParser



Rakuten
Japanese e-commerce site.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays ads,share video,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Rakuten



Rambler
Russian search engine.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: R
Rambler



RAP
Route Access Protocol, a general protocol for distributing routing information.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RAP



Rapidgator
File hosting site.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: R
Rapidgator



Rapportive
Contacts organizer for gmail.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: R
Rapportive



Raptr
Social Network for video game player.Description

gaming,social networking,multimedia (music/audio)Categories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: R
Raptr



RarBG
Website provides torrent files and magnet links to facilitate peer-to-peer file
sharing using the BitTorrent protocol.

Description

peer to peerCategories

file sharing/transfer,share media,BitTorrentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: R
RarBG



Rational Method Composer
A platform for process engineers and managers.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Rational Method Composer



RayFile
Free file hosting site.Description

remote file storageCategories

file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: R
RayFile



RDA
Remote Database Access, a protocol standard for database access.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RDA



RDP
Remote Desktop Protocol provides users with a graphical interface to another
computer.

Description

remote desktop controlCategories

allows remote controlTags

Very HighRisk

HighBusiness Relevance
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Applications: R
RDP



RDT
RealNetworks' data transport protocol.Description

network protocols/services,multimedia (music/audio)Categories

high bandwidthTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2671

Applications: R
RDT



RealAudio
RealNetworks' proprietary audio format.Description

multimedia (music/audio)Categories

User-Agent ExclusionTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RealAudio



RealClearPolitics
Political news, opinions and polls website.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
RealClearPolitics



RealNetworks
Websites for RealNetworks, the streaming media company.Description

multimedia (TV/video),multimedia (music/audio),mobile applicationCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RealNetworks



RealPlayer Cloud
RealNetworks cloud player.Description

multimedia (music/audio),mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: R
RealPlayer Cloud



Realtor.com
Web portal Real Estate.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Realtor.com



Realview TV
Provides HD,3D videos to engage the website viewers.Description

multimedia (TV/video),multimedia (other)Categories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: R
Realview TV



RealVNC
A VNC package that supports client and server side, and also provides
cloud-based services such as chat and file transfer.

Description

network protocols/services,instant messaging,remote administrationCategories

SSL protocol,file sharing/transfer,instant chat,allows remote connectTags

MediumRisk

HighBusiness Relevance
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Applications: R
RealVNC



reCAPTCHA
An improved captcha system.Description

web services providerCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: R
reCAPTCHA



Red Hat
Open-source software products.Description

software updateCategories

SSL protocol,encrypts communications,bundles softwareTags

LowRisk

MediumBusiness Relevance
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Applications: R
Red Hat



Redbox
Online movie rental and video streaming.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

HighRisk

LowBusiness Relevance
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Applications: R
Redbox



Reddit
Social news link site.Description

web content aggregators,social networkingCategories

SSL protocol,displays ads,not work relatedTags

MediumRisk

Very LowBusiness Relevance
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Applications: R
Reddit



Rediff.com
Online news, information and web portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,webmailTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Rediff.com



Redmine
Web based bug tracking and project management tool.Description

business,collaborationCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance
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Applications: R
Redmine



RedOrbit
Provides information about Science, Space, Technology and health related
news.

Description

web services provider,multimedia (TV/video),newsCategories

share media,displays ads,share links,blogTags

LowRisk

LowBusiness Relevance
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Applications: R
RedOrbit



RedTube
Adult Videos.Description

multimedia (TV/video)Categories

adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: R
RedTube



REI
Outdoor sporting clothing and gear retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: R
REI



ReImage
Online computer repair.Description

web services providerCategories

Tags

HighRisk

LowBusiness Relevance
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Applications: R
ReImage



rekonq
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: R
rekonq



Reliable Datagram Protocol
Reliable Datagram Protocol, a transport layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Reliable Datagram Protocol



Remote Ctrl from iPhone/iPad
Mobile app for iPhone/iPad to control other devices like Apple TV.Description

web services provider,mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: R
Remote Ctrl from iPhone/iPad



Remote Job Service
Registered with IANA on port 71 tcp/udp.Description

remote administrationCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: R
Remote Job Service



Remote Method Invocation Activation
Used with Java RMI.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Remote Method Invocation Activation



Remote Telnet
Remote Telnet.Description

remote administrationCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: R
Remote Telnet



Remote-KIS
Registered with IANA on port 185 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Remote-KIS



RemoteFS
RemoteFS is a network file system designed for use with home NAS.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RemoteFS



Renren
Chinese social networking site.Description

social networkingCategories

SSL protocol,sends mail,web chat,social network post,social network gameTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2697

Applications: R
Renren



repcmd
Repcmd is a protocol used by the SupportSoft.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
repcmd



repscmd
Repscmd is a protocol used by SupportSoft.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
repscmd



ResCap
Resource capabilities discovery protocol.Description

network protocols/servicesCategories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
ResCap



ResearchGate
A social networking site for scientists and researchers to share papers, ask
and answer questions, and find collaborators.

Description

collaboration,social networkingCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: R
ResearchGate



Resilio Sync
Syncs files and folders across devices. Formerly BitTorrent Sync.Description

web services provider,mobile applicationCategories

file sharing/transfer,BitTorrent,allows remote connectTags

HighRisk

Very LowBusiness Relevance
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Applications: R
Resilio Sync



Resonate Networks
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: R
Resonate Networks



RetailMeNot
Online coupon and deals.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
RetailMeNot



Retrospect
A family of backup software applications.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Retrospect



Reuters
News portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays ads,FlashTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Reuters



RevenueHits
Ad site.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: R
RevenueHits



REVOLVEclothing
Designer clothing and accessories retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: R
REVOLVEclothing



RFB
Remote graphical display protocol, used for VNC sessions.Description

remote desktop controlCategories

allows remote connectTags

LowRisk

MediumBusiness Relevance
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Applications: R
RFB



RFR
Microsoft Exchange Referral Interface.Description

emailCategories

sends mailTags

Very LowRisk

Very HighBusiness Relevance
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Applications: R
RFR



Rhapsody
Online streaming music service.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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Applications: R
Rhapsody



RichRelevance
Targeted advertising platform.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RichRelevance



RingCentral
RingCentral is an American publicly traded provider of cloud-based
communications and collaboration solutions for businesses.

Description

web services provider,business,collaborationCategories

SSL protocol,business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: R
RingCentral



RIP
Routing Information Protocol is a dynamic routing protocol.Description

network protocols/servicesCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: R
RIP



RIPng
A later version of Routing Information Protocol that supports IPv6.Description

network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: R
RIPng



RIS
Relational Interface System Intergraph Corporation's middleware for
connecting client software and DBMS.

Description

databaseCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: R
RIS



RitzCamera.com
Photography goods and electronics retailer.Description

e-commerceCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
RitzCamera.com



RJE
The process of sending jobs to Mainframe computers from remote
workstations and by extension the process of receiving output frommainframe
jobs at a remote workstation.

Description

remote administrationCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: R
RJE



rlogin
Unix utility that allows remote administration from one computer to another.Description

remote administrationCategories

allows remote connect,opens port,allows remote controlTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2719

Applications: R
rlogin



RLP
Resource Location Protocol is used to help find network services.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RLP



RLZ Dbase
Registered with IANA on port 635 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RLZ Dbase



RMCP
Remote Mail Checking Protocol, a mail checking service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RMCP



rmiregistry
rmiregistry is a command that creates and starts a remote object registry on
the current host.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
rmiregistry



Rmonitor
A protocol used by remote network monitoring devices.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Rmonitor



RMT
Remote MT protocol. Registered with IANA on port 411 tcp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RMT



rmtis
Remote MT Protocol, used during manipulation of magnetic tape drives.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
rmtis



RoadRunner
Web Portal for entertainment and sports news update.Description

web services provider,email,multimedia (TV/video),newsCategories

web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: R
RoadRunner



Roblox
Online gaming platform.Description

gamingCategories

SSL protocol,web gamingTags

Very LowRisk

Very LowBusiness Relevance
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Applications: R
Roblox



Rocket Fuel
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: R
Rocket Fuel



Rockstar Games
Developer and Publisher of video games.Description

gaming,multimedia (other)Categories

SSL protocol,web gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: R
Rockstar Games



ROHC
Integrating Robust Header Compression (ROHC) with IPsec.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
ROHC



Roku
Device that streams internet video and audio to a TV.Description

multimedia (TV/video),multimedia (music/audio)Categories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: R
Roku



Rona
Hardware, home improvement, and gardening products retailer based in
Canada.

Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: R
Rona



Rotten Tomatoes
Online information and reviews about new films.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: R
Rotten Tomatoes



RPC2PMAP
An ONC RPC service that runs on network nodes that provide other ONC
RPC services.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RPC2PMAP



RRH
Reverse Routing Header, used to learn a path back hop-by-hop.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RRH



RRP
Registry Registrar Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RRP



RSH-SPX
RSH-SPX is an implementation of RSH (Remote Shell) over an IPX/SPX
network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RSH-SPX



RSS
Really Simple Syndication web feeds.Description

web content aggregatorsCategories

share mediaTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RSS



Rsupport
A remote management application for PC support.Description

remote administration,remote desktop controlCategories

SSL protocol,allows remote connect,allows remote controlTags

HighRisk

HighBusiness Relevance
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Applications: R
Rsupport



RSVD
Resource and Service Validation Daemon.Description

network protocols/servicesCategories

old/obsoleteTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RSVD



RSVP
Resource Reservation Protocol, a transport layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RSVP



RSVP Tunnel
A transport layer protocol designed to reserve resources across a network.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RSVP Tunnel



RSVP-E2E-IGNORE
A Protocol used in Aggregation of RSVP for IPv4 and IPv6 Reservations.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RSVP-E2E-IGNORE



rsync
UNIX tool for synchronizing files and directories.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

MediumRisk

Very LowBusiness Relevance
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Applications: R
rsync



RTCP
Real-Time Transport Control Protocol is a sister protocol of the Real-time
Transport Protocol (RTP). RTCP provides out-of-band control information
for an RTP flow.

Description

multimedia (other)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RTCP



rtip
Registered with IANA on port 771 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
rtip



RTMP
Real TimeMessaging Protocol is commonly used for streaming Flash Video.Description

multimedia (TV/video),multimedia (music/audio)Categories

share video,share musicTags

LowRisk

LowBusiness Relevance
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Applications: R
RTMP



RTP
Real-Time Transport Protocol is primarily used to deliver real-time audio
and video.

Description

multimedia (TV/video),multimedia (music/audio),VoIPCategories

web chat,share video,share musicTags

LowRisk

MediumBusiness Relevance
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Applications: R
RTP



RTP Audio
Audio over RTP.Description

network protocols/services,multimedia (music/audio)Categories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RTP Audio



RTP Video
Video over RTP.Description

network protocols/services,multimedia (TV/video)Categories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RTP Video



RTSP
Real Time Streaming Protocol is used for establishing and controlling media
sessions between end points.

Description

VoIPCategories

opens portTags

LowRisk

MediumBusiness Relevance
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Applications: R
RTSP



RTSPS
A secure network control protocol designed for use in entertainment and
communications systems to control streaming media servers. The protocol
is used for establishing and controlling media sessions between end points.

Description

multimedia (other)Categories

encrypts communications,allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
RTSPS



Rubicon Project
Online advertising infrastructure company.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: R
Rubicon Project



RuneScape
Browser based fantasy role-playing game.Description

gamingCategories

high bandwidth,SSL protocol,web gaming,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: R
RuneScape



RUSHD
The Rush render queue allows users to manage image rendering jobs.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RUSHD



Russell Info Sci Calendar Manager
Registered with IANA on port 748 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
Russell Info Sci Calendar Manager



Russia Today
Russian government run news website.Description

multimedia (other),news,government servicesCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Russia Today



Ruten
A Taiwanese online auction and shopping website.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: R
Ruten



RuTracker
Russian torrent site.Description

multimedia (TV/video)Categories

file sharing/transfer,BitTorrentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: R
RuTracker



RuTube
Russian online video sharing service.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

HighRisk

LowBusiness Relevance
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Applications: R
RuTube



RVD
Remote Virtual Disk protocol is a remote disk reading device driver.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
RVD



rxe
Registered with IANA on port 761 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: R
rxe
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Applications: R
rxe



Applications: S

This chapter contains the following sections:

• Sabah, on page 2773
• Safari, on page 2774
• SAFT, on page 2775
• Sage, on page 2776
• Sahibinden, on page 2777
• Saks Fifth Avenue, on page 2778
• Salesforce.com, on page 2779
• Salesforce.com Live Agent, on page 2780
• Sam's Club, on page 2781
• Sametime, on page 2782
• SAMR, on page 2783
• Samsung, on page 2784
• Samsung Push Notification, on page 2785
• SANity, on page 2786
• Sanook.com, on page 2787
• SAP, on page 2788
• SAP HostControl, on page 2789
• SASCDN, on page 2790
• SATNET, on page 2791
• SATNET and Backroom EXPAK, on page 2792
• SATNET Monitoring, on page 2793
• SaveFrom, on page 2794
• Sberbank of Russia, on page 2795
• SBS, on page 2796
• SCC Security, on page 2797
• SCCM, on page 2798
• SCCM Remote Control, on page 2799
• SCCP, on page 2800
• Schedule Transfer Protocol, on page 2801
• schuelerVZ, on page 2802
• Schwab, on page 2803
• ScienceDirect, on page 2804
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• SCO Desktop Administration Server, on page 2805
• Sco I2 Dialog Daemon, on page 2806
• SCO System Administration Server, on page 2807
• SCO Web Server Manager 3, on page 2808
• SCO WebServer Manager, on page 2809
• scohelp, on page 2810
• Scopia, on page 2811
• Scopia Audio, on page 2812
• Scopia Video, on page 2813
• Scorecard Research, on page 2814
• SCPS, on page 2815
• Scribd, on page 2816
• Scribd Upload, on page 2817
• Scribol, on page 2818
• SCTP, on page 2819
• scx-proxy, on page 2820
• SDNS-KMP, on page 2821
• SDRP, on page 2822
• Seamonkey, on page 2823
• Search-Result.com, on page 2824
• Searchnu, on page 2825
• Sears, on page 2826
• Seasonvar, on page 2827
• Second Life, on page 2828
• Secure IRC, on page 2829
• Secure RTCP, on page 2830
• SecurityKiss, on page 2831
• SecurSight, on page 2832
• Semantix, on page 2833
• Semaphore Sec Pro, on page 2834
• SEND, on page 2835
• Sender Rewriting Scheme, on page 2836
• SendSpace, on page 2837
• Service Status Update, on page 2838
• ServiceNow, on page 2839
• Session Announcement Protocol, on page 2840
• SET, on page 2841
• Seznam, on page 2842
• SF MGMT, on page 2843
• SFGate, on page 2844
• sFlow, on page 2845
• SFS config server, on page 2846
• SFTP, on page 2847
• SGCP, on page 2848
• SGMP, on page 2849
• Share P2P, on page 2850
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Applications: S



• Shareaza, on page 2851
• ShareFile Upload SSL, on page 2852
• Shareman, on page 2853
• Sharepoint, on page 2854
• Sharepoint Online, on page 2855
• ShareThis, on page 2856
• Shazam, on page 2857
• shell, on page 2858
• Shockwave, on page 2859
• ShopAtHome, on page 2860
• Shopify, on page 2861
• Shopkick, on page 2862
• Shoplet, on page 2863
• ShopNBC, on page 2864
• ShopStyle, on page 2865
• Shorte, on page 2866
• ShorTel Sky Communicator, on page 2867
• SHOUTCast Radio, on page 2868
• Show My Weather, on page 2869
• Showbox, on page 2870
• ShowClix, on page 2871
• ShowDocument, on page 2872
• ShowMyPC, on page 2873
• SHOWTIME ANYTIME, on page 2874
• Shrinkwrap, on page 2875
• Shutterfly, on page 2876
• Shutterstock, on page 2877
• Siam, on page 2878
• SIFT, on page 2879
• SILC, on page 2880
• Silk, on page 2881
• Silverlight, on page 2882
• Silverplatter, on page 2883
• Silverpop, on page 2884
• simple-get, on page 2885
• SimplePie, on page 2886
• Simpli.fi, on page 2887
• Sina, on page 2888
• Sina Video, on page 2889
• SIP, on page 2890
• sipXecs, on page 2891
• Siri, on page 2892
• Sitara Dir, on page 2893
• Sitara Management, on page 2894
• Sitara Server, on page 2895
• SiteAdvisor, on page 2896
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Applications: S



• Siteimprove, on page 2897
• SiteScout, on page 2898
• Six Apart, on page 2899
• Skimlinks, on page 2900
• SKIP, on page 2901
• Skronk, on page 2902
• Sky.com, on page 2903
• Skype, on page 2904
• Skype (Mac), on page 2905
• Skype Auth, on page 2906
• Skype for Business, on page 2907
• Skyrock, on page 2908
• skyZIP, on page 2909
• Slack, on page 2910
• Slacker, on page 2911
• Slashdot, on page 2912
• Slate Magazine, on page 2913
• SLI Systems, on page 2914
• Slickdeals, on page 2915
• SlideRocket, on page 2916
• SlideShare, on page 2917
• Slingbox, on page 2918
• Slingbox Media, on page 2919
• Slither, on page 2920
• Slotomania, on page 2921
• SM, on page 2922
• SMAKYNET, on page 2923
• Smart AdServer, on page 2924
• Smart Session Description Protocol, on page 2925
• Smartapp, on page 2926
• SmartFox, on page 2927
• Smartsheet, on page 2928
• SMID, on page 2929
• SMP, on page 2930
• smpnameres, on page 2931
• SMPP, on page 2932
• SMPTE, on page 2933
• smsd, on page 2934
• SMSP, on page 2935
• SMTP, on page 2936
• SMTPS, on page 2937
• SmugMug, on page 2938
• SMUX, on page 2939
• SNA Gateway, on page 2940
• Snapchat, on page 2941
• Snapdeal, on page 2942
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• SnapMirror, on page 2943
• SNARE, on page 2944
• SNET, on page 2945
• SNMP, on page 2946
• SNMP trap, on page 2947
• SNNTP, on page 2948
• Snort.org, on page 2949
• SNP, on page 2950
• SNPP, on page 2951
• SNTP-HEARTBEAT, on page 2952
• SO.com, on page 2953
• SOAP, on page 2954
• Social Empires, on page 2955
• SOCKS, on page 2956
• SockShare, on page 2957
• SoftEther, on page 2958
• Softonic, on page 2959
• SoftPC, on page 2960
• Softpedia, on page 2961
• Softros LAN Messenger, on page 2962
• Sogou, on page 2963
• Sogou web spider, on page 2964
• Sohu.com, on page 2965
• Soku, on page 2966
• Sonar, on page 2967
• Songza, on page 2968
• Sony, on page 2969
• Sony LIV, on page 2970
• SopCast, on page 2971
• Sophos Live Protection, on page 2972
• Sophos RED, on page 2973
• Sophos Update, on page 2974
• Soribada, on page 2975
• SOS Online Backup, on page 2976
• Soso, on page 2977
• SoulSeek, on page 2978
• SoundCloud, on page 2979
• SoundHound, on page 2980
• SOUNDROP, on page 2981
• Souq, on page 2982
• Sourcefire.com, on page 2983
• Sourceforge, on page 2984
• Southern Living, on page 2985
• Southwest Airlines, on page 2986
• Space.com, on page 2987
• SpankBang, on page 2988
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Applications: S



• SpankWire, on page 2989
• SPC Media, on page 2990
• SPDY, on page 2991
• SpeedRunsLive, on page 2992
• Speedtest, on page 2993
• Speedtest Upload, on page 2994
• SpiderOak, on page 2995
• Spiegel Online, on page 2996
• spin.de, on page 2997
• Spinrilla, on page 2998
• Splunk, on page 2999
• SPMP, on page 3000
• SPOOLSS, on page 3001
• Sports Authority, on page 3002
• Sports Illustrated, on page 3003
• Spotify, on page 3004
• SpotXchange, on page 3005
• Sprint, on page 3006
• Sprite RPC, on page 3007
• SPS, on page 3008
• spsc, on page 3009
• SQL Server, on page 3010
• SQL-NET, on page 3011
• SQLSRV, on page 3012
• Square Inc., on page 3013
• Squid, on page 3014
• Squirrel Mail, on page 3015
• SRC, on page 3016
• SRMP, on page 3017
• SRP, on page 3018
• SRTP, on page 3019
• SRTP Audio, on page 3020
• SRTP Video, on page 3021
• SRVFP, on page 3022
• srvloc, on page 3023
• ss7ns, on page 3024
• SSCOPMCE, on page 3025
• SSDP, on page 3026
• SSH, on page 3027
• SShell, on page 3028
• SSL, on page 3029
• SSL client, on page 3030
• SST, on page 3031
• ST, on page 3032
• Stack Overflow, on page 3033
• Stanford University, on page 3034
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• Staples, on page 3035
• Starbucks, on page 3036
• Starsports, on page 3037
• Stat Service, on page 3038
• StatCounter, on page 3039
• State Bank of India, on page 3040
• State Farm, on page 3041
• StationLauncher, on page 3042
• StayFriends, on page 3043
• Steam, on page 3044
• Steam browser, on page 3045
• Steam DLC, on page 3046
• Steam gaming, on page 3047
• Steam social networking, on page 3048
• Stile, on page 3049
• Stitcher, on page 3050
• STMF, on page 3051
• Stock IXChange, on page 3052
• Store Admin, on page 3053
• Storify, on page 3054
• Streamate, on page 3055
• StreamWork, on page 3056
• StreetFire, on page 3057
• streettalk, on page 3058
• Stripe, on page 3059
• StubHub, on page 3060
• StudentUniverse, on page 3061
• studiVZ, on page 3062
• StumbleUpon, on page 3063
• STUN, on page 3064
• STUN over TLS, on page 3065
• Su-Mit Telnet, on page 3066
• Submit Protocol, on page 3067
• SUBNTBCST_TFTP, on page 3068
• Subscene, on page 3069
• SuccessFactors, on page 3070
• SugarCRM, on page 3071
• SugarSync, on page 3072
• Sun IPC server, on page 3073
• SUN NDP, on page 3074
• Sun RPC, on page 3075
• SUNDR, on page 3076
• Suning, on page 3077
• Sunquest, on page 3078
• SUPDUP, on page 3079
• Super Mario Run, on page 3080
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• SUPERAntiSpyware, on page 3081
• Supercell, on page 3082
• SuperNews, on page 3083
• SuperVPN, on page 3084
• SURF, on page 3085
• SurfEasy VPN, on page 3086
• Surikate, on page 3087
• Surrogafier, on page 3088
• Survey Measurement, on page 3089
• SurveyMonkey, on page 3090
• SVMTP, on page 3091
• SVN, on page 3092
• Svpply, on page 3093
• Swagbucks, on page 3094
• Swarovski, on page 3095
• Sway, on page 3096
• Swipe, on page 3097
• Sybase SQL, on page 3098
• Symantec System Center, on page 3099
• SymantecUpdates, on page 3100
• Syncplicity, on page 3101
• Synergy, on page 3102
• Synology DSM, on page 3103
• SynOptics SNMP Relay, on page 3104
• SynOptics Trap, on page 3105
• syslog, on page 3106
• Systat, on page 3107
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Applications: S



Sabah
Turkish news website.Description

multimedia (TV/video),multimedia (other),newsCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Sabah



Safari
Apple's web browser.Description

web browserCategories

SSL protocol,recent vulnerabilities,encrypts communications,User-Agent
Exclusion

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Safari



SAFT
Simple Asynchronous File Transfer, used by sendfile software.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SAFT



Sage
RSS and News Aggregator.Description

web content aggregators,newsCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: S
Sage



Sahibinden
An online classifieds and shopping platform.Description

e-commerce,ad portalCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Sahibinden



Saks Fifth Avenue
Luxury, high-end specialty store.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Saks Fifth Avenue



Salesforce.com
Enterprise cloud computing company.Description

web services provider,businessCategories

SSL protocol,business impactTags

MediumRisk

Very HighBusiness Relevance
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Applications: S
Salesforce.com



Salesforce.com Live Agent
Salesforce.com's live chat support service.Description

web services provider,businessCategories

SSL protocol,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Salesforce.com Live Agent



Sam's Club
Warehouse club's online retail site.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Sam's Club



Sametime
An IBM/Lotus collaboration product.Description

collaboration,instant messagingCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: S
Sametime



SAMR
Microsoft Active Directory Security Account Manager.Description

security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
SAMR



Samsung
Electronics retail site.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Samsung



Samsung Push Notification
Pushes updates and services for Samsung services.Description

web services provider,mobile application,software updateCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: S
Samsung Push Notification



SANity
SANity, Registered with IANA on port 643 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SANity



Sanook.com
Web portal for Entertainment purpose like games, lotery, news and music.Description

web services provider,newsCategories

SSL protocol,displays ads,web gamingTags

HighRisk

Very LowBusiness Relevance
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Applications: S
Sanook.com



SAP
SAP offers various software applications and solutions for businesses.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SAP



SAP HostControl
SAPHost Control Agent protocol used for viewing logs and traces of a remote
host.

Description

security management,network utilitiesCategories

autostarts/stays resident,allows remote controlTags

Very LowRisk

HighBusiness Relevance
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Applications: S
SAP HostControl



SASCDN
Ad site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
SASCDN



SATNET
Registered with IANA as IP Protocol 76.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SATNET



SATNET and Backroom EXPAK
Registered with IANA as IP Protocol 64.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SATNET and Backroom EXPAK



SATNET Monitoring
A protocol used for the monitoring and control of multiple-access satellite
networks.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SATNET Monitoring



SaveFrom
Software that allows you to download files and videos from almost all popular
video sharing networks.

Description

download manager,multimedia (TV/video)Categories

file sharing/transferTags

Very HighRisk

LowBusiness Relevance
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Applications: S
SaveFrom



Sberbank of Russia
A state-owned Russian banking and financial services company.Description

business,financialCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Sberbank of Russia



SBS
Korean Online TV shows and Movies.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2796

Applications: S
SBS



SCC Security
Registered with IANA on port 582 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCC Security



SCCM
System Center Configuration Manager. Microsoft software for controlling
and managing large groups of Windows computers.

Description

network protocols/services,remote administration,remote desktop controlCategories

Windows installerTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2798

Applications: S
SCCM



SCCM Remote Control
Remote control component of SCCM.Description

remote desktop controlCategories

Windows installerTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2799

Applications: S
SCCM Remote Control



SCCP
Skinny Call Control Protocol, a VoIP call setup protocol.Description

web services provider,network protocols/servicesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: S
SCCP



Schedule Transfer Protocol
Scheduled Transfer Protocol is a new ANSI specifed connection-oriented
data transfer protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Schedule Transfer Protocol



schuelerVZ
German online classroom / social network.Description

social networkingCategories

SSL protocol,web chat,not work relatedTags

HighRisk

LowBusiness Relevance
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Applications: S
schuelerVZ



Schwab
Brokerage and banking company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Schwab



ScienceDirect
A website which provides subscription-based access to a large databas of
scientific and medical research.

Description

databaseCategories

file sharing/transfer,share media,blogTags

Very LowRisk

HighBusiness Relevance
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Applications: S
ScienceDirect



SCO Desktop Administration Server
Registered with IANA on port 617 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCO Desktop Administration Server



Sco I2 Dialog Daemon
Registered with IANA on port 360 tcp/udp.Description

network protocols/services,remote administrationCategories

allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Sco I2 Dialog Daemon



SCO System Administration Server
Registered with IANA on port 616 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCO System Administration Server



SCO Web Server Manager 3
Registered with IANA on port 598 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCO Web Server Manager 3



SCO WebServer Manager
Registered with IANA on port 620 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCO WebServer Manager



scohelp
Registered with IANA on port 457 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
scohelp



Scopia
Avaya Scopia video conferencing system.Description

network protocols/services,business,collaboration,instant
messaging,multimedia (TV/video),multimedia (music/audio),remote desktop
control,web conferencing

Categories

FTP protocol,file sharing/transfer,recent vulnerabilities,instant chat,allows
remote connect,webcam,video conferencing

Tags

LowRisk

Very HighBusiness Relevance
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Applications: S
Scopia



Scopia Audio
Using Scopia for audio conferencing.Description

collaboration,multimedia (music/audio),VoIPCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: S
Scopia Audio



Scopia Video
Using Scopia for video conferencing.Description

collaboration,multimedia (TV/video),VoIPCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: S
Scopia Video



Scorecard Research
Online marketing research community.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2814

Applications: S
Scorecard Research



SCPS
Space Communications Protocol Specifications, a set of extensions to existing
protocols to improve performance in space environments.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SCPS



Scribd
Web based document posting and sharing service.Description

remote file storageCategories

SSL protocol,share media,share video,share photosTags

LowRisk

MediumBusiness Relevance
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Applications: S
Scribd



Scribd Upload
Sharing, publishing, discussing and discovering documents. This app can be
detected from decrypted traffic only.

Description

remote file storageCategories

file sharing/transfer,share photosTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2817

Applications: S
Scribd Upload



Scribol
Online magazine covering bizarre and eclectic news on the internet.Description

multimedia (TV/video),newsCategories

displays ads,not work relatedTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Scribol



SCTP
Stream Control Transmission Protocol is a Transport Layer protocol. It is
message-oriented like UDP and ensures reliable, in-sequence transport of
messages with congestion control like TCP.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SCTP



scx-proxy
Registered with IANA on port 470 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
scx-proxy



SDNS-KMP
Secure Data Network SystemKeyManagement Protocol, a key management
protocol for SDNS.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2821

Applications: S
SDNS-KMP



SDRP
Source Demand Routing Protocol calculates routes by source.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SDRP



Seamonkey
A web browser.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance
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Applications: S
Seamonkey



Search-Result.com
Search engine.Description

search engine,newsCategories

safesearch unsupportedTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Search-Result.com



Searchnu
Search engine.Description

search engine,newsCategories

SSL protocol,safesearch unsupportedTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Searchnu



Sears
Department store retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Sears



Seasonvar
Russian free online film streaming.Description

multimedia (TV/video)Categories

high bandwidth,encrypts communications,displays ads,not work relatedTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2827

Applications: S
Seasonvar



Second Life
A multiplayer online shared virtual world.Description

gaming,virtual worldsCategories

evasive,high bandwidth,encrypts communications,UDP protocol,business
impact,displays ads,share links,web chat

Tags

Very LowRisk

LowBusiness Relevance
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Applications: S
Second Life



Secure IRC
Registered with IANA on port 994 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Secure IRC



Secure RTCP
Control channel for SRTP, a secure version of Real-Time Transport Protocol.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: S
Secure RTCP



SecurityKiss
Security Kiss anonymizer proxy.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,encrypts communications,tunnels,stealth tacticsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
SecurityKiss



SecurSight
A public-key architecture that combines authentication, authorization, and
secure communications.

Description

network protocols/services,security managementCategories

encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: S
SecurSight



Semantix
Language translation and definition service.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Semantix



Semaphore Sec Pro
Registered with IANA as IP Protocol 96.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Semaphore Sec Pro



SEND
SEcure Neighbor Discovery, a security extension of the Neighbor Discovery
Protocol in IPv6.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SEND



Sender Rewriting Scheme
Registered with IANA on port 362 tcp/udp.Description

network protocols/services,anonymizer/proxyCategories

sends mailTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Sender Rewriting Scheme



SendSpace
File sharing and hosting.Description

web services providerCategories

SSL protocol,file sharing/transferTags

HighRisk

MediumBusiness Relevance
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Applications: S
SendSpace



Service Status Update
IANA tcp/udp port 633.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Service Status Update



ServiceNow
Cloud storage provider.Description

web services provider,businessCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2839

Applications: S
ServiceNow



Session Announcement Protocol
Protocol for broadcasting multicast session information.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2840

Applications: S
Session Announcement Protocol



SET
Secure Electronic Transaction was a standard protocol for securing credit
card transactions over insecure networks.

Description

network protocols/servicesCategories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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2841

Applications: S
SET



Seznam
Web portal and search engine in the Czech Republic.Description

search engineCategories

encrypts communications,safesearch unsupportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Seznam



SF MGMT
Sourcefire Appliance Management.Description

remote administrationCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2843

Applications: S
SF MGMT



SFGate
Bay area news portal.Description

web services provider,newsCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2844

Applications: S
SFGate



sFlow
sFlow is a technology for monitoring network, wireless, and host devices.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
sFlow



SFS config server
Cray Shared File System config server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SFS config server



SFTP
Secure File Transfer Protocol is a secure file transfer protocol used with the
SSH protocol.

Description

remote file storage,network protocols/servicesCategories

file sharing/transfer,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SFTP



SGCP
A communications protocol used within a Voice over Internet Protocol system.
It has been superseded by the Media Gateway Control Protocol architecture.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SGCP



SGMP
Simple Gateway Monitoring Protocol is a protocol that preceeded SNMP.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: S
SGMP



Share P2P
Closed-source p2p application developed in Japan.Description

peer to peerCategories

evasive,file sharing/transfer,encrypts communications,allows remote
connect,stealth tactics,share music,opens port,not work related

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Share P2P



Shareaza
Peer to peer client.Description

peer to peerCategories

file sharing/transfer,share mediaTags

HighRisk

Very LowBusiness Relevance
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Applications: S
Shareaza



ShareFile Upload SSL
Securely send files. This app can be detected from decrypted traffic only.Description

remote file storageCategories

file sharing/transfer,decrypted trafficTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2852

Applications: S
ShareFile Upload SSL



Shareman
Traffic generated from chat and file transfer service by Shareman client.Description

web services providerCategories

SSL protocol,file sharing/transfer,instant chatTags

LowRisk

LowBusiness Relevance
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Applications: S
Shareman



Sharepoint
Microsoft collaboration, file sharing and web publishing system.Description

collaboration,security managementCategories

SSL protocol,share media,share photosTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Sharepoint



Sharepoint Online
Traffic generated by web access for sharepoint Online.Description

web services provider,businessCategories

SSL protocol,Common Industrial ProtocolTags

LowRisk

HighBusiness Relevance
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Applications: S
Sharepoint Online



ShareThis
Social advertising widgets.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
ShareThis



Shazam
Media Playing and sharing application.Description

multimedia (music/audio),mobile applicationCategories

SSL protocol,share media,share musicTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Shazam



shell
Remote shell, also known as rsh, a Unix utility that allows remote execution
of commands.

Description

remote desktop controlCategories

tunnels,old/obsoleteTags

Very HighRisk

LowBusiness Relevance
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Applications: S
shell



Shockwave
Amultimedia platform used to add animation and interactivity to web pages.Description

multimedia (TV/video)Categories

share videoTags

LowRisk

MediumBusiness Relevance
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Applications: S
Shockwave



ShopAtHome
An online coupons and deals website.Description

web services provider,e-commerceCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
ShopAtHome



Shopify
eCommerce Web based Platform.Description

e-commerceCategories

encrypts communications,not work relatedTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Shopify



Shopkick
Mobile app for shopping.Description

gamingCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Shopkick



Shoplet
Office products retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2863

Applications: S
Shoplet



ShopNBC
General shopping website in association with it's related televised shopNBC
broadcasts.

Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
ShopNBC



ShopStyle
Fashion search engine which links to various retailers.Description

e-commerceCategories

displays ads,share linksTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
ShopStyle



Shorte
URL shortener company that pays for clicks.Description

web services providerCategories

encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: S
Shorte



ShorTel Sky Communicator
Unified communications software.Description

business,collaboration,VoIPCategories

SSL protocol,sends mail,video conferencingTags

LowRisk

Very HighBusiness Relevance
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Applications: S
ShorTel Sky Communicator



SHOUTCast Radio
Streaming media software.Description

multimedia (music/audio)Categories

SSL protocol,share musicTags

LowRisk

Very LowBusiness Relevance
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Applications: S
SHOUTCast Radio



Show My Weather
Weather forecast site.Description

newsCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Show My Weather



Showbox
Mobile application providing streaming video content.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Showbox



ShowClix
A full-service ticketing company.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
ShowClix



ShowDocument
Web application that allows users to collaborate on and review documents
in real time.

Description

collaborationCategories

share media,sends mail,web chatTags

LowRisk

HighBusiness Relevance
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Applications: S
ShowDocument



ShowMyPC
Cloud-based remote support and desktop sharing.Description

remote administration,remote desktop control,network utilities,web desktopCategories

SSL protocol,allows remote controlTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
ShowMyPC



SHOWTIME ANYTIME
On-Demand access for Showtime series, movies and other entertainments.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays ads,streaming feedTags

HighRisk

Very LowBusiness Relevance
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Applications: S
SHOWTIME ANYTIME



Shrinkwrap
A public key infrastructure protocol that uses internet security key
management protocols.

Description

network protocols/services,security managementCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Shrinkwrap



Shutterfly
Share, prints and personalize the cards, album, mugs and other Home decor
items with your photos.

Description

web services provider,e-commerceCategories

SSL protocol,displays ads,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Shutterfly



Shutterstock
Online collection of Stock photographs and illustrations.Description

web services providerCategories

SSL protocol,encrypts communications,share photos,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Shutterstock



Siam
Registered with IANA on port 498 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Siam



SIFT
Sender-Initiated File Transfer (SIFT) protocolDescription

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SIFT



SILC
Secure Internet Live Conferencing, a protocol that provides IRC-like services.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SILC



Silk
Web browser for the Kindle Fire.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

Very LowRisk

HighBusiness Relevance
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Applications: S
Silk



Silverlight
Microsoft rich internet application framework.Description

multimedia (TV/video)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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2882

Applications: S
Silverlight



Silverplatter
Commercial reference database.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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2883

Applications: S
Silverplatter



Silverpop
Email marketing service.Description

web services provider,business,social networking,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Silverpop



simple-get
Extension to the Chromium browser that downloads HTTP.Description

web browserCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
simple-get



SimplePie
RSS Feed.Description

web services provider,collaborationCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: S
SimplePie



Simpli.fi
Ad portal.Description

web services provider,ad portalCategories

SSL protocol,encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Simpli.fi



Sina
A Chinese internet company that produces microblogging and social
networking apps.

Description

social networkingCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: S
Sina



Sina Video
Video streaming from Chinese news/social website Sina.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: S
Sina Video



SIP
Voice over IP call setup protocol.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: S
SIP



sipXecs
Open source for VoIP.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
sipXecs



Siri
Voice interactive agent for Apple's iOS.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Siri



Sitara Dir
The Sitara Network Protocol (SNP) directory server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Sitara Dir



Sitara Management
The Sitara Network Protocol (SNP) manager.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Sitara Management



Sitara Server
The Sitara Network Protocol server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Sitara Server



SiteAdvisor
Service that reports on the safety of web sites.Description

security managementCategories

web-based support/help,antivirusTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SiteAdvisor



Siteimprove
Ad site.Description

web services provider,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Siteimprove



SiteScout
Company targetting powerful and easy-to-use tech for real-time ads.Description

web services provider,ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
SiteScout



Six Apart
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2899

Applications: S
Six Apart



Skimlinks
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Skimlinks



SKIP
Simple Key-Management for Internet Protocol is for the sharing of encryption
keys.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SKIP



Skronk
Registered with IANA on port 460 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Skronk



Sky.com
Web portal for news.Description

web services provider,newsCategories

SSL protocol,encrypts communications,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: S
Sky.com



Skype
A software application that allows users to chat, make voice/video calls, and
transfer files over the Internet.

Description

VoIPCategories

evasive,SSL protocol,instant chat,web chat,video
conferencing,Skype,Common Industrial Protocol

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Skype



Skype (Mac)
Skype client for Macintosh.Description

VoIPCategories

evasive,instant chat,web chat,video conferencing,SkypeTags

Very HighRisk

MediumBusiness Relevance
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Applications: S
Skype (Mac)



Skype Auth
Skype Authentication.Description

instant messagingCategories

SSL protocol,encrypts communications,SkypeTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Skype Auth



Skype for Business
Microsoft instant messaging system, formerly known as Lync.Description

business,collaboration,instant messagingCategories

SSL protocol,instant chat,video conferencing,Common Industrial ProtocolTags

MediumRisk

HighBusiness Relevance
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Applications: S
Skype for Business



Skyrock
Social networking site popular in France.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

LowBusiness Relevance
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Applications: S
Skyrock



skyZIP
Browser extenstion that uses various techniques to speed web browsing.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: S
skyZIP



Slack
Chat and messaging app.Description

collaboration,instant messagingCategories

SSL protocol,instant chat,web chatTags

MediumRisk

HighBusiness Relevance
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Applications: S
Slack



Slacker
Internet radio service.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: S
Slacker



Slashdot
Technology related news sharing site.Description

web content aggregatorsCategories

not work related,blogTags

LowRisk

MediumBusiness Relevance
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Applications: S
Slashdot



Slate Magazine
Online daily magazine.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,share video,blogTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Slate Magazine



SLI Systems
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
SLI Systems



Slickdeals
An online coupons and deals website.Description

web services provider,e-commerceCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Slickdeals



SlideRocket
Cloud based presentation software.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2916

Applications: S
SlideRocket



SlideShare
A web-based slide show service.Description

web services provider,remote file storage,collaborationCategories

SSL protocol,share mediaTags

HighRisk

LowBusiness Relevance
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Applications: S
SlideShare



Slingbox
Media streaming from a television to the internet.Description

multimedia (TV/video)Categories

high bandwidth,business impact,displays ads,autostarts/stays resident,share
video

Tags

Very LowRisk

LowBusiness Relevance
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Applications: S
Slingbox



Slingbox Media
Streaming media via Slingbox.Description

web services providerCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: S
Slingbox Media



Slither
Multiplayer browser game.Description

gaming,multimedia (other)Categories

high bandwidth,business impact,web gaming,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Slither



Slotomania
Facebook slots game.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

HighRisk

Very LowBusiness Relevance
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Applications: S
Slotomania



SM
Registered with IANA as IP Protocol 122.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SM



SMAKYNET
SMAKYNET Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

LowBusiness Relevance
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Applications: S
SMAKYNET



Smart AdServer
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Smart AdServer



Smart Session Description Protocol
Registered with IANA on port 426 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Smart Session Description Protocol



Smartapp
Business application builder.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: S
Smartapp



SmartFox
A platform for flash-based multiplayer online games.Description

web services provider,gaming,multimedia (other)Categories

web gaming,FlashTags

LowRisk

LowBusiness Relevance
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Applications: S
SmartFox



Smartsheet
Smartsheet is a platform for organizational achievement.Description

business,collaborationCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: S
Smartsheet



SMID
Secure management and installation discovery, registered on ports
3211,3502,3871 TCP/UDP.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SMID



SMP
SimpleMessage Protocol is reliable thread-to-thread communicationsmedium.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SMP



smpnameres
Registered with IANA on port 901 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2931

Applications: S
smpnameres



SMPP
ShortMessage Peer-to-Peer, a telecommuications protocol for SMSmessages.Description

VPN/tunnel,SMS toolsCategories

instant chat,tunnelsTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SMPP



SMPTE
Registered with IANA on port 420 tcp/udp.Description

network protocols/services,multimedia (other)Categories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SMPTE



smsd
The smsd server is responsible for gathering system management data from
the host and presenting that information to the SysMan Station client.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
smsd



SMSP
Storage Management Services Protocol, registered with IANA on port 413
tcp/udp.

Description

remote file storage,network protocols/services,remote desktop controlCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SMSP



SMTP
Simple Mail Transfer Protocol An Internet standard for email transmission
across IP networks.

Description

emailCategories

sends mailTags

MediumRisk

HighBusiness Relevance
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Applications: S
SMTP



SMTPS
SMTP protocol over TLS/SSL.Description

emailCategories

SSL protocol,sends mailTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SMTPS



SmugMug
Photo sharing website.Description

web services providerCategories

SSL protocol,share photosTags

LowRisk

MediumBusiness Relevance
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Applications: S
SmugMug



SMUX
SNMP multiplexing defines communications between the SNMP Agent and
other processes.

Description

network utilitiesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SMUX



SNA Gateway
SNA Gateway Access Server enables users to exchange information and
share resources between configured OpenVMS systems in DECnet and/or
TCP/IP environments in a bidirectional manner.

Description

remote administrationCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: S
SNA Gateway



Snapchat
Online photo sharing.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communications,displays ads,share photosTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Snapchat



Snapdeal
Indian e-commerce company.Description

e-commerceCategories

encrypts communications,not work relatedTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Snapdeal



SnapMirror
A NetApp backup and recovery solution that enables you to replicate data.Description

peer to peerCategories

high bandwidth,file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SnapMirror



SNARE
System iNtrusion Analysis and Reporting Environment, used to collect audit
log data from a variety of operating systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SNARE



SNET
Sirius Systems.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SNET



SNMP
Simple Network Management Protocol is an Internet-standard protocol for
managing devices on IP networks.

Description

network utilitiesCategories

Tags

HighRisk

HighBusiness Relevance
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Applications: S
SNMP



SNMP trap
An SNMP event.Description

network utilitiesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
SNMP trap



SNNTP
Secure Network News Transfer Protocol is NNTP over TLS.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SNNTP



Snort.org
An open source for Network intrusion prevention system.Description

web services provider,business,security managementCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Snort.org



SNP
Sitara Network Protocol, a network control protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2950

Applications: S
SNP



SNPP
A protocol for delivering pages to pagers over the Internet.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2951

Applications: S
SNPP



SNTP-HEARTBEAT
Simple Network Time Protocol Heartbeat is used to provide a multicast
heartbeat in a network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2952

Applications: S
SNTP-HEARTBEAT



SO.com
Chinese internet search engine.Description

search engineCategories

encrypts communications,safesearch supportedTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2953

Applications: S
SO.com



SOAP
Video streaming from Chinese news/social website Sina.Description

web services providerCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2954

Applications: S
SOAP



Social Empires
Strategy game for Facebook.Description

gamingCategories

web gaming,Flash,social network game,not work related,Facebook gameTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2955

Applications: S
Social Empires



SOCKS
An Internet protocol that facilitates the routing of network packets between
clientserver applications via a proxy server.

Description

network protocols/services,anonymizer/proxyCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2956

Applications: S
SOCKS



SockShare
Provides online File sharing.Description

web services providerCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2957

Applications: S
SockShare



SoftEther
An open source VPN.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

HighRisk

HighBusiness Relevance
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Applications: S
SoftEther



Softonic
Software download site.Description

web services provider,download managerCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2959

Applications: S
Softonic



SoftPC
Software emulation of x86 hardware.Description

network protocols/services,remote desktop controlCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2960

Applications: S
SoftPC



Softpedia
Software download site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Softpedia



Softros LAN Messenger
Instant messaging program for user-to-user or user-to-group message and
file exchange.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Softros LAN Messenger



Sogou
Chinese web portal.Description

web services provider,search engineCategories

SSL protocol,safesearch unsupportedTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Sogou



Sogou web spider
A web crawler, associated with Chinese web portal, Sogou.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: S
Sogou web spider



Sohu.com
Chinese search engine with other services like games, advertising, etc.Description

web services provider,gaming,email,multimedia (TV/video)Categories

SSL protocol,displays ads,sends mail,share photosTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2965

Applications: S
Sohu.com



Soku
Youku's search engine.Description

search engineCategories

SSL protocol,safesearch unsupportedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Soku



Sonar
Sonar is a network mirror service.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Sonar



Songza
Web radio and music streaming service.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: S
Songza



Sony
Official website for Sony Corporation.Description

web services providerCategories

SSL protocol,blogTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2969

Applications: S
Sony



Sony LIV
Entertainment media providing Video On Demand services.Description

multimedia (TV/video),multimedia (music/audio),mobile applicationCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Sony LIV



SopCast
P2P audio and video streaming.Description

multimedia (TV/video),remote administration,peer to peerCategories

share media,share video,allows remote connectTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SopCast



Sophos Live Protection
Anti-Malware software.Description

security managementCategories

SSL protocol,adds/installs other softwareTags

LowRisk

Very HighBusiness Relevance
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Applications: S
Sophos Live Protection



Sophos RED
Traffic generated betweeen Sophos Remote Ethernet Device and UTM
Firewall.

Description

web services provider,remote file storage,remote administrationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: S
Sophos RED



Sophos Update
Software update for the Anti-Malware Sophos Live protection.Description

software updateCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: S
Sophos Update



Soribada
Peer-to-peer portal and MP3 shop.Description

e-commerce,peer to peerCategories

high bandwidth,file sharing/transfer,share mediaTags

Very HighRisk

Very LowBusiness Relevance
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Applications: S
Soribada



SOS Online Backup
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: S
SOS Online Backup



Soso
Chinese search engine.Description

web services provider,search engineCategories

SSL protocol,safesearch unsupportedTags

MediumRisk

HighBusiness Relevance
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2977

Applications: S
Soso



SoulSeek
Peer-to-peer network.Description

peer to peerCategories

evasive,high bandwidth,SSL protocol,file sharing/transfer,recent
vulnerabilities,share media,encrypts communications,UDP protocol,business
impact

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: S
SoulSeek



SoundCloud
Music platform for artists to upload and promote their music.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocol,share musicTags

LowRisk

LowBusiness Relevance
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Applications: S
SoundCloud



SoundHound
Music search and audio hands-free app.Description

multimedia (music/audio),mobile applicationCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: S
SoundHound



SOUNDROP
Listen to music online.Description

instant messaging,multimedia (TV/video)Categories

high bandwidth,SSL protocol,web chat,video conferencingTags

Very LowRisk

HighBusiness Relevance
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Applications: S
SOUNDROP



Souq
An English-Arabic language e-commerce platform.Description

e-commerceCategories

encrypts communications,not work relatedTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Souq



Sourcefire.com
Company website for Network security and Intrusion Detection engine.Description

web services provider,businessCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: S
Sourcefire.com



Sourceforge
Site for sharing open source software projects.Description

web services provider,remote file storage,collaborationCategories

SSL protocolTags

MediumRisk

Very HighBusiness Relevance
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Applications: S
Sourceforge



Southern Living
Guide to Southern culture, recipes and travel.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: S
Southern Living



Southwest Airlines
Airlines service in United States.Description

web services providerCategories

SSL protocol,web chatTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Southwest Airlines



Space.com
Provides news related to Space and Astronomy.Description

web services provider,newsCategories

SSL protocol,share media,displays ads,share linksTags

LowRisk

LowBusiness Relevance
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2987

Applications: S
Space.com



SpankBang
Adult videos.Description

multimedia (TV/video)Categories

encrypts communications,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: S
SpankBang



SpankWire
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: S
SpankWire



SPC Media
New media production company.Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SPC Media



SPDY
Protocol for transferring web-content developed by Google.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2991

Applications: S
SPDY



SpeedRunsLive
Online gaming.Description

web services provider,gamingCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
SpeedRunsLive



Speedtest
Test the download and upload speed of the internet.Description

web services providerCategories

SSL protocol,file sharing/transfer,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Speedtest



Speedtest Upload
The large content uploaded by a browser for a link speed test.Description

web services providerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Speedtest Upload



SpiderOak
Cloud storage and backup.Description

remote file storageCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: S
SpiderOak



Spiegel Online
Web portal for the Germans magazine Der Speigel.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Spiegel Online



spin.de
German social network and dating site.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

LowBusiness Relevance
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Applications: S
spin.de



Spinrilla
Free hip hop mixed tape downloads.Description

web services provider,multimedia (music/audio)Categories

Tags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Spinrilla



Splunk
System log aggregator.Description

network protocols/services,security managementCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
2999

Applications: S
Splunk



SPMP
Registered with IANA on port 656 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3000

Applications: S
SPMP



SPOOLSS
A print spool service.Description

network protocols/servicesCategories

opens portTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3001

Applications: S
SPOOLSS



Sports Authority
Sporting goods retailer.Description

e-commerceCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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3002

Applications: S
Sports Authority



Sports Illustrated
Web portal for sports news and updates.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance
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3003

Applications: S
Sports Illustrated



Spotify
Social Music Player.Description

social networking,multimedia (music/audio),mobile applicationCategories

high bandwidth,SSL protocol,Windows installer,Twitter post/tweet,Mac
installer,not work related,Facebook post

Tags

MediumRisk

Very LowBusiness Relevance
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3004

Applications: S
Spotify



SpotXchange
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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3005

Applications: S
SpotXchange



Sprint
Voice, data and internet service provider.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
Sprint



Sprite RPC
RPC for the Sprite operating system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Sprite RPC



SPS
Secure Packet Shield, an early competitor of IPSEC.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3008

Applications: S
SPS



spsc
Registered with IANA on port 478 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
spsc



SQL Server
Database server.Description

databaseCategories

Tags

LowRisk

Very HighBusiness Relevance
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3010

Applications: S
SQL Server



SQL-NET
SQL-Net (or Net8) is a networking software developed by Oracle. It allows
remote data-access between programs and the Oracle Database.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: S
SQL-NET



SQLSRV
SQL Service registered with IANA on port 156 TCP/UDPDescription

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3012

Applications: S
SQLSRV



Square Inc.
Electronic payment service through mobile phones.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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3013

Applications: S
Square Inc.



Squid
HTTP Proxy server.Description

network protocols/services,anonymizer/proxyCategories

FTP protocol,stealth tacticsTags

LowRisk

MediumBusiness Relevance
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Applications: S
Squid



Squirrel Mail
Web enabled email service.Description

emailCategories

encrypts communications,sends mailTags

LowRisk

HighBusiness Relevance
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Applications: S
Squirrel Mail



SRC
IBM System Resource Controller facilitates the management and control of
complex subsystems. The SRC is a subsystem controller.

Description

network protocols/servicesCategories

SCADA protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: S
SRC



SRMP
Spider Remote Monitoring Protocol.Description

network protocols/services,remote administrationCategories

Tags

Very LowRisk

MediumBusiness Relevance
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3017

Applications: S
SRMP



SRP
SpectraLink Radio Protocol is a proprietary wireless protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SRP



SRTP
Secure Real-Time Transport Protocol, the secure version of RTP.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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3019

Applications: S
SRTP



SRTP Audio
Audio transfer over SRTP.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: S
SRTP Audio



SRTP Video
Video transfer over SRTP.Description

VPN/tunnel,network protocols/servicesCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: S
SRTP Video



SRVFP
Swift Remote Virtual File Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SRVFP



srvloc
Service Location Protocol is a service discovery protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
srvloc



ss7ns
Registered with IANA on port 477 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
ss7ns



SSCOPMCE
Service Specific Connection Oriented Protocol in a Multilink and
Connectionless Environment.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SSCOPMCE



SSDP
Simple Service Discovery Protocol is used for discovery of Universal Plug
and Play services.

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: S
SSDP



SSH
Secure Shell is a network protocol that allows data to be exchanged using a
secure channel between two networked devices.

Description

network protocols/services,security management,remote administrationCategories

encrypts communicationsTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
SSH



SShell
SSL shell.Description

remote desktop controlCategories

SSL protocol,tunnels,old/obsoleteTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SShell



SSL
Secure Sockets Layer is a cryptographic protocol that provides security over
the Internet.

Description

VPN/tunnel,network protocols/services,security managementCategories

encrypts communicationsTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SSL



SSL client
An initiator of an SSL connection.Description

web browserCategories

evasive,SSL protocolTags

MediumRisk

MediumBusiness Relevance
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Applications: S
SSL client



SST
SCSI on Scheduled Transfer (ST) standard (SST), a method of encapsulating
SCSI packets inside ST Protocol.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SST



ST
Internet Stream Protocol (ST or ST2) is a QoS protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
ST



Stack Overflow
Question and Answering site for programmers.Description

web services providerCategories

SSL protocol,instant chat,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Stack Overflow



Stanford University
Official website for Stanford University, Educational Institute.Description

web services providerCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: S
Stanford University



Staples
Office supply retailer.Description

e-commerceCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Staples



Starbucks
Mobile application for a ubiquitous chain of coffee shops.Description

e-commerce,businessCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Starbucks



Starsports
Live streaming sports from India.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,web-based support/help,displays ads,web chatTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Starsports



Stat Service
Statistics Service for collecting STAT data from hosts.Description

network utilitiesCategories

Tags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Stat Service



StatCounter
Web traffic analyser.Description

web services providerCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: S
StatCounter



State Bank of India
Internet banking service provided by State Bank of India.Description

business,financialCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: S
State Bank of India



State Farm
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: S
State Farm



StationLauncher
Sony social networking and games client.Description

gamingCategories

high bandwidth,business impact,web gaming,console gaming,User-Agent
Exclusion

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
StationLauncher



StayFriends
German school focused social network.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

LowBusiness Relevance
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3043

Applications: S
StayFriends



Steam
Massive gaming and communications platform.Description

gamingCategories

instant chat,web gamingTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Steam



Steam browser
Steam client-based http traffic, e.g. store browsing, news updates.Description

e-commerce,gaming,multimedia (other)Categories

high bandwidth,displays ads,web gaming,Flash,social network gameTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Steam browser



Steam DLC
Steam downloadable content.Description

e-commerce,gamingCategories

high bandwidth,web gaming,social network gameTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Steam DLC



Steam gaming
Steam online gaming traffic.Description

gaming,multimedia (other)Categories

web gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Steam gaming



Steam social networking
Steam social networking traffic.Description

gamingCategories

social network gameTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
Steam social networking



Stile
Online educational platformDescription

gamingCategories

business impact,displays ads,web gaming,Flash,not work relatedTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
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Applications: S
Stile



Stitcher
Internet radio for news and talk shows.Description

web services provider,multimedia (music/audio),mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Stitcher



STMF
Registered with IANA on port 501 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
STMF



Stock IXChange
Registered with IANA on port 527 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Stock IXChange



Store Admin
Exchange Store Admin.Description

emailCategories

allows remote connect,opens portTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Store Admin



Storify
Collect media, create stories and publish on the any social network.Description

web services provider,social networkingCategories

SSL protocol,file sharing/transfer,encrypts communications,displays ads,share
links

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Storify



Streamate
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: S
Streamate



StreamWork
Network delivery for live and on-demand traffic.Description

web services providerCategories

file sharing/transfer,content providerTags

LowRisk

LowBusiness Relevance
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Applications: S
StreamWork



StreetFire
Video portal for Automotive enthusiasts.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,encrypts communications,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: S
StreetFire



streettalk
Registered with IANA on port 566 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
streettalk



Stripe
Stripe provides payment processing platformsDescription

e-commerce,businessCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: S
Stripe



StubHub
Website for buying and selling tickets for sports, concerts, and other events.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

HighRisk

Very LowBusiness Relevance
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Applications: S
StubHub



StudentUniverse
Travel booking and price comparison site for students.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3061

Applications: S
StudentUniverse



studiVZ
German online classroom / social network.Description

social networkingCategories

SSL protocol,web chatTags

HighRisk

LowBusiness Relevance
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Applications: S
studiVZ



StumbleUpon
Aweb browser plugin that allows users to discover and rate webpages, photos,
videos and news articles.

Description

web content aggregatorsCategories

SSL protocol,share links,not work relatedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: S
StumbleUpon



STUN
Session Traversal Utilities for NAT is used in NAT traversal for applications
with real-time voice, video, messaging, and other interactive communications.

Description

VPN/tunnelCategories

UDP protocolTags

LowRisk

MediumBusiness Relevance
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STUN over TLS
Session Traversal Utilities for NAT using TLS encryption.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Su-Mit Telnet
Su-Mit Telnet Gateway.Description

remote administrationCategories

allows remote connect,allows remote controlTags

MediumRisk

LowBusiness Relevance
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Submit Protocol
Registered with IANA on port 773 TCP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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SUBNTBCST_TFTP
Registered with IANA on port 247 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Subscene
Provides subtitles in more than 50 languages.Description

search engine,multimedia (other)Categories

displays ads,not work related,safesearch unsupportedTags

Very LowRisk

Very LowBusiness Relevance
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SuccessFactors
Cloud-based human resources solutions.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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SugarCRM
Customer relationship management software company.Description

businessCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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SugarSync
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Sun IPC server
Client-server communication program that listens for connections from
local-domain clients.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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SUN NDP
Registered with IANA as IP Protocol 77.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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SUN NDP



Sun RPC
Sun RPC is a widely deployed remote procedure call system.Description

network protocols/services,remote desktop controlCategories

tunnelsTags

HighRisk

HighBusiness Relevance
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SUNDR
Network file system designed to store data securely on untrusted servers.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Suning
Chinese retailer company.Description

e-commerceCategories

encrypts communications,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Suning



Sunquest
Laboratory and diagnostic medical information software.Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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SUPDUP
The SUPDUP protocol provides for login to a remote system over a network
with terminal-independent output.

Description

remote administrationCategories

allows remote connect,allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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SUPDUP



Super Mario Run
Super Mario Run game for mobile devices.Description

web services provider,gaming,multimedia (other),mobile applicationCategories

web gamingTags

MediumRisk

LowBusiness Relevance
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SUPERAntiSpyware
Antivirus / antimalware application.Description

security managementCategories

SSL protocol,antivirus,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance
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Supercell
Web-based game publisher.Description

gaming,mobile applicationCategories

web gamingTags

MediumRisk

Very LowBusiness Relevance
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SuperNews
A Usenet/newsgroup service provider.Description

newsCategories

SSL protocol,file sharing/transferTags

HighRisk

Very LowBusiness Relevance
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SuperVPN
VPN software.Description

VPN/tunnelCategories

encrypts communicationsTags

HighRisk

LowBusiness Relevance
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SURF
Speeded Up Robust Feature (SURF) is a local feature detector.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3085

Applications: S
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SurfEasy VPN
VPN traffic generated by SurfEasy VPN.Description

VPN/tunnel,mobile applicationCategories

evasive,SSL protocol,recent vulnerabilitiesTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3086

Applications: S
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Surikate
Ad site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Surrogafier
Free proxy service.Description

anonymizer/proxyCategories

encrypts communicationsTags

HighRisk

Very LowBusiness Relevance
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Surrogafier



Survey Measurement
Registered with IANA on port 243 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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SurveyMonkey
A site for distributing surveys.Description

web services providerCategories

SSL protocol,displays adsTags

Very HighRisk

MediumBusiness Relevance
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SurveyMonkey



SVMTP
Secure Versatile Message Transaction Protocol connects remote clients over
TLS.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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SVMTP



SVN
Managing Subversion servers.Description

databaseCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: S
SVN



Svpply
Online shopping portal.Description

web services provider,e-commerceCategories

SSL protocol,encrypts communications,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: S
Svpply



Swagbucks
Online rewards program.Description

web services provider,businessCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Swagbucks



Swarovski
Retailer for jewelry and other related luxury products.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: S
Swarovski



Sway
Microsoft collaboration tool.Description

business,collaboration,social networkingCategories

SSL protocol,share linksTags

MediumRisk

HighBusiness Relevance
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Swipe
An experimental IP security protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
Swipe



Sybase SQL
Database management suite.Description

network protocols/services,databaseCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Sybase SQL



Symantec System Center
Anti-virus software management.Description

security managementCategories

SSL protocol,autostarts/stays resident,antivirusTags

MediumRisk

MediumBusiness Relevance
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Symantec System Center



SymantecUpdates
Software updates for Symantec.Description

software updateCategories

high bandwidth,autostarts/stays resident,adds/installs other
software,antivirus,User-Agent Exclusion

Tags

MediumRisk

LowBusiness Relevance
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Syncplicity
Data synch service.Description

network protocols/servicesCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Synergy
Lets users a mouse and keyboard between multiple computers.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Synology DSM
Synology is aNetworkAttached Storage (NAS) appliances running Synology's
DSM Software.

Description

remote file storage,network protocols/services,collaborationCategories

SSL protocolTags

HighRisk

LowBusiness Relevance
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Applications: S
Synology DSM



SynOptics SNMP Relay
Registered with IANA on port 391 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SynOptics SNMP Relay



SynOptics Trap
Registered with IANA on port 412 UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: S
SynOptics Trap



syslog
A standard for logging program messages.Description

remote administration,network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: S
syslog



Systat
System diagnostics information.Description

network utilitiesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: S
Systat
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Applications: T

This chapter contains the following sections:

• T Mobile, on page 3114
• T-Online, on page 3115
• T. Rowe Price, on page 3116
• Tabelog, on page 3117
• Tableau, on page 3118
• Taboola, on page 3119
• TACACS+, on page 3120
• TAFE NSW, on page 3121
• Tagged, on page 3122
• Taleo, on page 3123
• talk, on page 3124
• Tamil Rockers, on page 3125
• Tango, on page 3126
• Tanium, on page 3127
• Taobao, on page 3128
• Tapeware, on page 3129
• Tappx, on page 3130
• Target, on page 3131
• Taringa, on page 3132
• TCF, on page 3133
• Tchibo, on page 3134
• TCPMUX, on page 3135
• TCX Flash, on page 3136
• TCX Multimedia, on page 3137
• TCX Sound, on page 3138
• TCX USB, on page 3139
• TD Ameritrade, on page 3140
• TDP, on page 3141
• TDS, on page 3142
• TeacherTube, on page 3143
• TeamSound, on page 3144
• TeamSpeak, on page 3145
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• TeamViewer, on page 3146
• TechCrunch, on page 3147
• TechInline, on page 3148
• Technical Analysis Software, on page 3149
• Technorati, on page 3150
• TED, on page 3151
• Teedtap, on page 3152
• TEEPR, on page 3153
• Telecom Express, on page 3154
• Telegram, on page 3155
• Telenav, on page 3156
• Telepresence Control, on page 3157
• tell, on page 3158
• Telly, on page 3159
• Telnet, on page 3160
• TELNETS, on page 3161
• Tempo, on page 3162
• Tencent, on page 3163
• Tencent Cloud, on page 3164
• Tencent Video, on page 3165
• TenFold, on page 3166
• Teredo, on page 3167
• Tesco.com, on page 3168
• TESLA, on page 3169
• Texar, on page 3170
• TextMe, on page 3171
• TextNow, on page 3172
• textPlus, on page 3173
• TFTP, on page 3174
• TFTP subnet broadcast, on page 3175
• TFTPS, on page 3176
• The Atlantic, on page 3177
• The Baltimore Sun, on page 3178
• The Blaze, on page 3179
• The Daily Beast, on page 3180
• The Escapist Magazine, on page 3181
• The Free Dictionary, on page 3182
• The Gap, on page 3183
• The Guardian, on page 3184
• The Hollywood Reporter, on page 3185
• The Huffington Post, on page 3186
• The Hype Machine, on page 3187
• The Independent, on page 3188
• The Internet Archive, on page 3189
• The LAD Bible, on page 3190
• The New York Times, on page 3191
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• The Onion, on page 3192
• The Pirate Bay, on page 3193
• The Seattle Times, on page 3194
• The Sharper Image, on page 3195
• The Sport Bible, on page 3196
• The Telegraph, on page 3197
• The Trade Desk, on page 3198
• The Verge, on page 3199
• The Washington Post, on page 3200
• The Week Magazine, on page 3201
• The Xinhuanet, on page 3202
• theCHIVE, on page 3203
• Theme Forest, on page 3204
• Thin Manager TFTP, on page 3205
• ThinkGeek, on page 3206
• Thunderbird, on page 3207
• TIA/EIA/IS-99 modem client, on page 3208
• TIA/EIA/IS-99 modem server, on page 3209
• Tianya, on page 3210
• Tibco Rendezvous, on page 3211
• Ticketmaster, on page 3212
• Tickets.com, on page 3213
• TicketsNow, on page 3214
• Tidal, on page 3215
• Tiffany & Co., on page 3216
• Tiger Direct, on page 3217
• Tightrope Interactive, on page 3218
• TikTok, on page 3219
• Timbuktu, on page 3220
• Time, on page 3221
• TIME.com, on page 3222
• Times Union, on page 3223
• Timeserver, on page 3224
• tinc, on page 3225
• Tinder, on page 3226
• Tiny Tiny RSS, on page 3227
• Tinychat, on page 3228
• TinyPic, on page 3229
• TinyURL, on page 3230
• TISTORY, on page 3231
• Tivoli, on page 3232
• TLSP, on page 3233
• TLVMedia, on page 3234
• Tmall, on page 3235
• Tmobile, on page 3236
• TMZ, on page 3237
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• tn-tl-fd1, on page 3238
• TN3270, on page 3239
• TNS CML, on page 3240
• TNS/Oracle, on page 3241
• Tobit David, on page 3242
• Tobit David Replica, on page 3243
• TOC, on page 3244
• Tokbox, on page 3245
• Tokopedia, on page 3246
• Tomatopang, on page 3247
• TomTom, on page 3248
• Top Gear, on page 3249
• TopTenREVIEWS, on page 3250
• TOR, on page 3251
• Tor Directory Services, on page 3252
• Torrentz, on page 3253
• Toshiba, on page 3254
• TowerData, on page 3255
• ToysRUs, on page 3256
• TP++, on page 3257
• TP4, on page 3258
• TPCP, on page 3259
• TPIP, on page 3260
• TPKT, on page 3261
• TPNCP, on page 3262
• Trac, on page 3263
• traceroute, on page 3264
• TransferBigFiles.com, on page 3265
• Transport Independent Convergence, on page 3266
• Travelocity, on page 3267
• Trello, on page 3268
• Trend Micro, on page 3269
• Tribal Fusion, on page 3270
• TribunNews, on page 3271
• trin00, on page 3272
• TripAdvisor, on page 3273
• TripIt, on page 3274
• Tripwire, on page 3275
• Trulia, on page 3276
• Trunk-1 Protocol, on page 3277
• Trunk-2 Protocol, on page 3278
• TRUSTe, on page 3279
• TruuConfessions, on page 3280
• TTP, on page 3281
• Tube8, on page 3282
• TubeMogul, on page 3283
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• TubeREL, on page 3284
• Tudou, on page 3285
• Tuenti, on page 3286
• Tumblr, on page 3287
• TuneIn, on page 3288
• TunnelBear, on page 3289
• Tunnelbear Login, on page 3290
• TurboTax, on page 3291
• TurboUpload, on page 3292
• TurboVPN, on page 3293
• Turn Analytics, on page 3294
• TURN Channel, on page 3295
• Turner Broadcasting System, on page 3296
• Tus Files, on page 3297
• TV Guide, on page 3298
• Tvigle, on page 3299
• TVonline.cc, on page 3300
• Tweet, on page 3301
• TweetDeck, on page 3302
• Twiddla, on page 3303
• Twilio, on page 3304
• Twinkl, on page 3305
• TwitchTV, on page 3306
• TwitPic, on page 3307
• Twitter, on page 3308
• Twitter Link Service, on page 3309
• Twitter4J, on page 3310
• Twitterrific, on page 3311
• TXXX, on page 3312
• TypePad, on page 3313
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T Mobile
Telecommunication and phone service provider.Description

web services provider,e-commerce,businessCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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T-Online
German free email and cloud storage service.Description

web services provider,emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

Very HighBusiness Relevance
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T. Rowe Price
Public investment firm.Description

businessCategories

SSL protocol,business impactTags

Very LowRisk

MediumBusiness Relevance
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Tabelog
Search/rank restaurants in Japan.Description

search engineCategories

displays ads,not work related,safesearch unsupportedTags

Very LowRisk

LowBusiness Relevance
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Tableau
Tableau Software is an interactive data visualization and data analytics
software which provides pictorial and graphical representations of data.

Description

web services provider,businessCategories

SSL protocol,business impactTags

LowRisk

MediumBusiness Relevance
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Taboola
Native advertising platform.Description

web content aggregatorsCategories

displays ads,content providerTags

LowRisk

MediumBusiness Relevance
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TACACS+
Terminal Access Control Access Control Server plus.Description

network protocols/servicesCategories

allows remote connectTags

Very LowRisk

Very HighBusiness Relevance
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TAFE NSW
TAFENSW is Australia's leading provider for education and training coursesDescription

web services providerCategories

SSL protocol,Flash,not work relatedTags

Very LowRisk

MediumBusiness Relevance
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Tagged
Social networking site based in California.Description

social networkingCategories

SSL protocol,displays ads,web chatTags

LowRisk

LowBusiness Relevance
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Taleo
Cloud-based talent management software vendor acquired by Oracle.Description

web services provider,businessCategories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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talk
Unix messaging protocol.Description

instant messagingCategories

instant chatTags

HighRisk

LowBusiness Relevance
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Tamil Rockers
Online store for pirated South Indian movies.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays ads,not work relatedTags

Very HighRisk

Very LowBusiness Relevance
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Tango
Mobile social networking app that provides voice, chat, and gaming services.Description

VPN/tunnel,gaming,SMS tools,VoIPCategories

SSL protocol,instant chat,tunnels,web gamingTags

LowRisk

MediumBusiness Relevance
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Tanium
Endpoint security and systems management software.Description

network protocols/services,business,security management,network
utilities,peer to peer

Categories

stealth tacticsTags

Very LowRisk

Very HighBusiness Relevance
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Taobao
Chinese online auction and shopping website.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Tapeware
An automated backup system.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Tappx
Tappx is an open app developers community for monetization and
cross-promotion

Description

web services providerCategories

Tags

Very LowRisk

LowBusiness Relevance
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Target
Discount retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Taringa
Argentinian Social network.Description

web services provider,gaming,social networkingCategories

SSL protocol,encrypts communications,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance
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TCF
Target Communication Framework is a network protocol used mainly for
embedded systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Tchibo
German retailer with weekly changing products.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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TCPMUX
TCP Port Service Multiplexer is a multiplexing service that may be accessed
with a network protocol to contact any one of a number of available TCP
services of a host on a single, well-known port number.

Description

network protocols/servicesCategories

Tags

Very HighRisk

LowBusiness Relevance
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TCX Flash
TCX Flash redirect traffic.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

HighBusiness Relevance
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TCX Multimedia
TCX Multimedia traffic.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3137

Applications: T
TCX Multimedia



TCX Sound
TCX Sound traffic.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

HighBusiness Relevance
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TCX USB
TCX USB traffic.Description

network protocols/servicesCategories

tunnelsTags

Very LowRisk

HighBusiness Relevance
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TD Ameritrade
Online stock brokerage service.Description

business,financialCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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TD Ameritrade



TDP
Tag Distribution Protocol, used to communicate tag binding information to
their peers.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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TDS
Tabular Data Stream. MySQL network protocol.Description

network protocols/services,databaseCategories

Tags

LowRisk

Very HighBusiness Relevance
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TeacherTube
Educational video streaming.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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TeamSound
Voice conferencing software for online game players.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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TeamSpeak
VoIP software.Description

VoIPCategories

high bandwidthTags

MediumRisk

LowBusiness Relevance
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TeamViewer
Remote desktop control and file transfer software.Description

collaboration,remote desktop controlCategories

SSL protocol,file sharing/transfer,allows remote controlTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3146

Applications: T
TeamViewer



TechCrunch
IT related news and research site.Description

e-commerce,newsCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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TechInline
Website that offers remote desktop control.Description

web services provider,remote administration,remote desktop controlCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Technical Analysis Software
A professional electronic trading platform for financial market traders.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Technorati
Search engine for blogs.Description

search engineCategories

SSL protocol,blog,safesearch unsupportedTags

LowRisk

LowBusiness Relevance
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TED
Conference and Talk show to share ideas.Description

multimedia (TV/video),mobile applicationCategories

SSL protocol,blog,User-Agent ExclusionTags

MediumRisk

Very LowBusiness Relevance
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Teedtap
Registered with IANA on port 559 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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TEEPR
Chinese news site.Description

multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Telecom Express
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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3154

Applications: T
Telecom Express



Telegram
Telegram is a messaging app with a focus on speed and security.Description

instant messaging,mobile application,SMS toolsCategories

SSL protocol,encrypts communications,instant chatTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3155

Applications: T
Telegram



Telenav
Smartphone GPS app.Description

mobile applicationCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3156

Applications: T
Telenav



Telepresence Control
Cisco's protocol for Telepresence system.Description

web services provider,multimedia (TV/video)Categories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3157

Applications: T
Telepresence Control



tell
Registered with IANA on port 754 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3158

Applications: T
tell



Telly
Video sharing and streaming site.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share media,share videoTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3159

Applications: T
Telly



Telnet
A network protocol used on the Internet or local area networks to provide a
bidirectional interactive text-oriented communications facility using a virtual
terminal connection.

Description

network protocols/services,remote administrationCategories

Tags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3160

Applications: T
Telnet



TELNETS
Telnet protocol over TLS/SSL.Description

network protocols/services,remote administrationCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3161

Applications: T
TELNETS



Tempo
Calendar and appointment schedule app.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communicationsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3162

Applications: T
Tempo



Tencent
Chinese portal for Internet service.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3163

Applications: T
Tencent



Tencent Cloud
Tencent cloud services.Description

web services provider,remote file storage,database,mobile applicationCategories

SSL protocol,file sharing/transferTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3164

Applications: T
Tencent Cloud



Tencent Video
Tencent streaming video.Description

web services provider,multimedia (TV/video),mobile applicationCategories

SSL protocol,displays ads,streaming feedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3165

Applications: T
Tencent Video



TenFold
Registered with IANA on port 658 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3166

Applications: T
TenFold



Teredo
Technology to support ipv6 connectivity for ipv4 internet.Description

VPN/tunnel,network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3167

Applications: T
Teredo



Tesco.com
General E-commerce website.Description

e-commerceCategories

SSL protocol,not work relatedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3168

Applications: T
Tesco.com



TESLA
Registered with IANA on port 7631 TCP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3169

Applications: T
TESLA



Texar
Policy-based authorization system.Description

network protocols/servicesCategories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3170

Applications: T
Texar



TextMe
VoIP based software for video calls and instant messaging.Description

multimedia (other),mobile application,VoIPCategories

high bandwidth,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3171

Applications: T
TextMe



TextNow
Instant text and voice services.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communications,instant chat,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3172

Applications: T
TextNow



textPlus
Application which support free text, group chat and calls.Description

multimedia (other),mobile application,VoIPCategories

high bandwidth,SSL protocol,web chat,video conferencingTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3173

Applications: T
textPlus



TFTP
Trivial File Transfer Protocol is a lightweight file transfer protocol.Description

remote file storage,network protocols/servicesCategories

share mediaTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3174

Applications: T
TFTP



TFTP subnet broadcast
SUBNTBCST Trivial File Transfer Protocol.Description

remote file storage,network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3175

Applications: T
TFTP subnet broadcast



TFTPS
Trivial File Transfer Protocol over SSL/TLS is a lightweight file transfer
protocol.

Description

remote file storage,network protocols/servicesCategories

file sharing/transfer,share media,encrypts communicationsTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3176

Applications: T
TFTPS



The Atlantic
News portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3177

Applications: T
The Atlantic



The Baltimore Sun
Offcial website for the daily newspaper covering local and regional events
in Baltimore.

Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3178

Applications: T
The Baltimore Sun



The Blaze
News and Opinion website.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,share media,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3179

Applications: T
The Blaze



The Daily Beast
American news reporting and opinion website.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3180

Applications: T
The Daily Beast



The Escapist Magazine
Online Magazine for Video game lovers.Description

web services provider,gaming,multimedia (TV/video)Categories

SSL protocol,displays adsTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3181

Applications: T
The Escapist Magazine



The Free Dictionary
Online dictionary aggregator.Description

web content aggregatorsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3182

Applications: T
The Free Dictionary



The Gap
Clothing and accessories retailer, encompassing Gap, Old Navy, Banana
Republic, Piperlime, and Athleta.

Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3183

Applications: T
The Gap



The Guardian
Online news portal.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3184

Applications: T
The Guardian



The Hollywood Reporter
News related to the entertainment industry.Description

newsCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3185

Applications: T
The Hollywood Reporter



The Huffington Post
Online news website.Description

web services provider,newsCategories

SSL protocol,blogTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3186

Applications: T
The Huffington Post



The Hype Machine
MP3 blog aggregator.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocolTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3187

Applications: T
The Hype Machine



The Independent
Online portal for UK based and world news.Description

web services provider,newsCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3188

Applications: T
The Independent



The Internet Archive
Internet content provider.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocol,content providerTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3189

Applications: T
The Internet Archive



The LAD Bible
Entertainment news website.Description

web services providerCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3190

Applications: T
The LAD Bible



The New York Times
Newspaper website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3191

Applications: T
The New York Times



The Onion
Online humor and news satire site.Description

web services providerCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3192

Applications: T
The Onion



The Pirate Bay
BitTorrent index and search engine.Description

search engine,collaboration,peer to peerCategories

SSL protocol,file sharing/transfer,BitTorrent,safesearch unsupportedTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3193

Applications: T
The Pirate Bay



The Seattle Times
Newspaper with a focus on the Seattle metro area.Description

newsCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3194

Applications: T
The Seattle Times



The Sharper Image
General electronics and gifts retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3195

Applications: T
The Sharper Image



The Sport Bible
Latest sport news website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3196

Applications: T
The Sport Bible



The Telegraph
Online news portal.Description

web services provider,newsCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3197

Applications: T
The Telegraph



The Trade Desk
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3198

Applications: T
The Trade Desk



The Verge
Technology news and media network operated by Vox media.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3199

Applications: T
The Verge



The Washington Post
American daily newspaper.Description

web services provider,newsCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3200

Applications: T
The Washington Post



The Week Magazine
Online new magazine.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3201

Applications: T
The Week Magazine



The Xinhuanet
Chinese official website for the news agency Xinhua.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3202

Applications: T
The Xinhuanet



theCHIVE
Funny photos and videos.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share photosTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3203

Applications: T
theCHIVE



Theme Forest
An Envato marketplace for themes and skins.Description

e-commerceCategories

displays adsTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3204

Applications: T
Theme Forest



Thin Manager TFTP
A TFTP like protocol used to push firmware to Thin clients.Description

remote file storage,network protocols/servicesCategories

share mediaTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3205

Applications: T
Thin Manager TFTP



ThinkGeek
Clothing, electronics, and gadget retailer tailored towards technology and
computer enthusiasts.

Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3206

Applications: T
ThinkGeek



Thunderbird
Mozilla email client.Description

emailCategories

encrypts communications,sends mail,autostarts/stays residentTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3207

Applications: T
Thunderbird



TIA/EIA/IS-99 modem client
A data services option standard for wideband spread spectrum digital cellular
systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3208

Applications: T
TIA/EIA/IS-99 modem client



TIA/EIA/IS-99 modem server
A data services option standard for wideband spread spectrum digital cellular
systems.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3209

Applications: T
TIA/EIA/IS-99 modem server



Tianya
Chinese forum for blogging, microblogging and photo album services.Description

web services provider,e-commerce,multimedia (TV/video)Categories

SSL protocol,displays ads,share video,share photosTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3210

Applications: T
Tianya



Tibco Rendezvous
Message distribution system.Description

network protocols/servicesCategories

file sharing/transferTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3211

Applications: T
Tibco Rendezvous



Ticketmaster
Ticket sales and distribution website for concerts, sports events, etc.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3212

Applications: T
Ticketmaster



Tickets.com
Ticket sales and distribution website for concerts, sports events, etc.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3213

Applications: T
Tickets.com



TicketsNow
Website for buying and selling tickets for sports, concerts, and other events.Description

e-commerceCategories

displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3214

Applications: T
TicketsNow



Tidal
Tidal is a subscription-based music, podcast and video streaming serviceDescription

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

Tags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3215

Applications: T
Tidal



Tiffany & Co.
Jewelry and silverware retailer.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3216

Applications: T
Tiffany & Co.



Tiger Direct
Online computer and electronics retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3217

Applications: T
Tiger Direct



Tightrope Interactive
Online marketing and Interface delivery system for client downloadable
applications.

Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

displays ads,share music,User-Agent ExclusionTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3218

Applications: T
Tightrope Interactive



TikTok
Video social networking application.Description

multimedia (TV/video)Categories

SSL protocol,share media,share videoTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3219

Applications: T
TikTok



Timbuktu
A remote control software product developed by Motorola. Remote control
software allows a user to control another computer across the local network
or the Internet, viewing its screen and using its keyboard and mouse as if he
or she were sitting in front

Description

network protocols/services,remote administration,remote desktop controlCategories

allows remote connect,allows remote controlTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3220

Applications: T
Timbuktu



Time
A network protocol in the Internet Protocol Suite defined in 1983 in RFC
868. Its purpose is to provide a site-independent, machine readable date and
time.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3221

Applications: T
Time



TIME.com
Webportal for TIME Magazine.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3222

Applications: T
TIME.com



Times Union
News local to Albany, New York.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3223

Applications: T
Times Union



Timeserver
Reads the actual time from a reference clock and distributes this information
to its clients using a computer network.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3224

Applications: T
Timeserver



tinc
A Virtual Private Network (VPN) daemon.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3225

Applications: T
tinc



Tinder
Social Network for connecting people.Description

social networking,mobile applicationCategories

SSL protocol,social network postTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3226

Applications: T
Tinder



Tiny Tiny RSS
Open source news feed.Description

web content aggregators,newsCategories

Tags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3227

Applications: T
Tiny Tiny RSS



Tinychat
Web chat service with both instant messaging and video chat.Description

instant messagingCategories

instant chat,web chat,webcamTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3228

Applications: T
Tinychat



TinyPic
Photo and video sharing service.Description

web services provider,remote file storageCategories

high bandwidth,share photosTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3229

Applications: T
TinyPic



TinyURL
Shortens the long URL.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3230

Applications: T
TinyURL



TISTORY
Korean Blog publishing service.Description

web services providerCategories

SSL protocol,blogTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3231

Applications: T
TISTORY



Tivoli
IBM Tivoli Object Request Broker (ORB).Description

web services provider,network protocols/servicesCategories

high bandwidthTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3232

Applications: T
Tivoli



TLSP
Transport Layer Security Protocol using Kryptonet key management.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3233

Applications: T
TLSP



TLVMedia
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3234

Applications: T
TLVMedia



Tmall
Chinese web portal and online retailer.Description

web services provider,e-commerceCategories

SSL protocolTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3235

Applications: T
Tmall



Tmobile
Tmobile VoIP services.Description

multimedia (other),web conferencingCategories

high bandwidthTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3236

Applications: T
Tmobile



TMZ
Entertainment news.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3237

Applications: T
TMZ



tn-tl-fd1
IANA tcp/udp port 1571.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3238

Applications: T
tn-tl-fd1



TN3270
Terminal client.Description

network protocols/services,remote administrationCategories

allows remote connect,opens port,allows remote controlTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3239

Applications: T
TN3270



TNS CML
Registered with IANA on port 590 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3240

Applications: T
TNS CML



TNS/Oracle
Transparent Network Substrate, the network protocol used by an Oracle
database.

Description

network protocols/services,databaseCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3241

Applications: T
TNS/Oracle



Tobit David
David Service Layer, also known as FaxWare, is a program for Windows NT
and NetWare that allows FAXes to be sent over the network.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3242

Applications: T
Tobit David



Tobit David Replica
Enable a replication of the contents of any archives that are stored on different
David Servers.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3243

Applications: T
Tobit David Replica



TOC
Instant messaging protocol.Description

instant messagingCategories

instant chat,opens portTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3244

Applications: T
TOC



Tokbox
Video and voice messaging for eBuddy using RTMP.Description

web services provider,e-commerce,VoIPCategories

voice mailTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3245

Applications: T
Tokbox



Tokopedia
Indonesian online marketplace.Description

e-commerceCategories

encrypts communications,not work relatedTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3246

Applications: T
Tokopedia



Tomatopang
Korean Peer to Peer file-sharing application.Description

web services provider,network protocols/servicesCategories

SSL protocolTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3247

Applications: T
Tomatopang



TomTom
Gadget which provides traffic related details.Description

web services provider,mobile applicationCategories

SSL protocol,encrypts communicationsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3248

Applications: T
TomTom



Top Gear
Website for the related British TV series focused on cars.Description

web content aggregatorsCategories

SSL protocol,displays ads,blogTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3249

Applications: T
Top Gear



TopTenREVIEWS
Information, Reviews and recommendation about the product.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3250

Applications: T
TopTenREVIEWS



TOR
The Onion Router. A client which allows a user to send and relay internet
traffic anonymously.

Description

anonymizer/proxyCategories

evasive,SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3251

Applications: T
TOR



Tor Directory Services
TOR Directory Services is a method of communication and routing used
between nodes.

Description

web services provider,network protocols/servicesCategories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3252

Applications: T
Tor Directory Services



Torrentz
BitTorrent metasearch engine.Description

search engine,collaboration,peer to peerCategories

SSL protocol,file sharing/transfer,BitTorrent,safesearch unsupportedTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3253

Applications: T
Torrentz



Toshiba
Manufacturer of computers and electronics.Description

businessCategories

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3254

Applications: T
Toshiba



TowerData
Formerly RapLeaf, an advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3255

Applications: T
TowerData



ToysRUs
Official website for ToyRUs, which deals with toys.Description

web services provider,e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3256

Applications: T
ToysRUs



TP++
Transport Protocol++. Registered with IANA as IP Protocol 39.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3257

Applications: T
TP++



TP4
Transport Protocol Class 4 (TP4), an ISO-specified transport protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3258

Applications: T
TP4



TPCP
Third Party Connect Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3259

Applications: T
TPCP



TPIP
Registered with IANA on port 594 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3260

Applications: T
TPIP



TPKT
A protocol used to tunnel OSI protocols over TCP/IP.Description

network protocols/servicesCategories

tunnels,SCADA protocolTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3261

Applications: T
TPKT



TPNCP
TrunkPack Network Control Protocol, a VoIP control protocol.Description

network protocols/services,VoIPCategories

Tags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3262

Applications: T
TPNCP



Trac
Web based bug tracking and project management tool.Description

business,collaborationCategories

SSL protocol,displays adsTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3263

Applications: T
Trac



traceroute
Network diagnostic tool that finds the route that traffic takes from one host
to another.

Description

network utilitiesCategories

UDP protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: T
traceroute



TransferBigFiles.com
File hosting and sharing service.Description

remote file storageCategories

file sharing/transfer,share media,displays ads,share video,share musicTags

Very HighRisk

Very LowBusiness Relevance
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Applications: T
TransferBigFiles.com



Transport Independent Convergence
Registered with IANA on port 493 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: T
Transport Independent Convergence



Travelocity
Online travel agency.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: T
Travelocity



Trello
Collaboration tool that organizes projects into boards.Description

business,collaborationCategories

allows remote controlTags

Very LowRisk

MediumBusiness Relevance
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Applications: T
Trello



Trend Micro
Security software company.Description

web services provider,security managementCategories

SSL protocol,encrypts communications,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: T
Trend Micro



Tribal Fusion
Data-driven advertising service.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: T
Tribal Fusion



TribunNews
Indonesian news website.Description

multimedia (TV/video),newsCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: T
TribunNews



trin00
A set of computer programs to conduct a DDoS attack.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: T
trin00



TripAdvisor
Travel services site for information and reviews regarding travel related
content.

Description

e-commerce,newsCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: T
TripAdvisor



TripIt
Cloud based travel planner.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: T
TripIt



Tripwire
A free software security and data integrity tool useful for monitoring and
alerting on specific file change(s) on a range of systems.

Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: T
Tripwire



Trulia
Online portal for Real Estate.Description

web services providerCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: T
Trulia



Trunk-1 Protocol
Registered with IANA as IP Protocol 23.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: T
Trunk-1 Protocol



Trunk-2 Protocol
Registered with IANA as IP Protocol 24.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: T
Trunk-2 Protocol



TRUSTe
Online security service.Description

web services provider,network protocols/servicesCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: T
TRUSTe



TruuConfessions
Online community for Confessions.Description

web services providerCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: T
TruuConfessions



TTP
Registered with IANA as IP Protocol 84.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: T
TTP



Tube8
Adult videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: T
Tube8



TubeMogul
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: T
TubeMogul



TubeREL
Adult videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: T
TubeREL



Tudou
Popular Chinese video sharing website.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays ads,share video,FlashTags

HighRisk

LowBusiness Relevance
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Applications: T
Tudou



Tuenti
Invite only social networking website based in Spain.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

LowBusiness Relevance
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Applications: T
Tuenti



Tumblr
A combined social network and microblogging platform.Description

web services provider,search engineCategories

SSL protocol,share links,share video,share photos,blog,safesearch
unsupported,User-Agent Exclusion

Tags

Very LowRisk

LowBusiness Relevance
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Applications: T
Tumblr



TuneIn
Online Radio station.Description

web services provider,multimedia (music/audio)Categories

displays ads,User-Agent ExclusionTags

HighRisk

LowBusiness Relevance
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Applications: T
TuneIn



TunnelBear
An anonymization service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

MediumRisk

Very LowBusiness Relevance
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Applications: T
TunnelBear



Tunnelbear Login
Logins to Tunnelbear, a web browsing anonymizer service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

LowRisk

HighBusiness Relevance
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Applications: T
Tunnelbear Login



TurboTax
Intuit tax preparation software.Description

web services provider,financialCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: T
TurboTax



TurboUpload
File hosting and sharing service.Description

remote file storageCategories

file sharing/transfer,share media,share video,share photosTags

Very HighRisk

Very LowBusiness Relevance
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Applications: T
TurboUpload



TurboVPN
A VPN client on mobile devices.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,tunnelsTags

HighRisk

LowBusiness Relevance
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Applications: T
TurboVPN



Turn Analytics
Marketing data company.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: T
Turn Analytics



TURN Channel
Protocol that allows for bypassing a NAT system. Communication between
client and server.

Description

VPN/tunnel,network protocols/servicesCategories

evasive,tunnelsTags

MediumRisk

Very HighBusiness Relevance
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Applications: T
TURN Channel



Turner Broadcasting System
Content provider for branded television network.Description

web services provider,web content aggregators,software updateCategories

adds/installs other softwareTags

LowRisk

Very LowBusiness Relevance
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Applications: T
Turner Broadcasting System



Tus Files
File upload/download site.Description

web services provider,remote file storageCategories

SSL protocol,file sharing/transferTags

MediumRisk

MediumBusiness Relevance
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Applications: T
Tus Files



TV Guide
Listings and schedules for television programming.Description

newsCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: T
TV Guide



Tvigle
Russian Video syndication website.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: T
Tvigle



TVonline.cc
Web portal agregating most TV shows/series.Description

web services provider,web content aggregators,multimedia (TV/video)Categories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: T
TVonline.cc



Tweet
A Twitter message.Description

social networkingCategories

Twitter post/tweetTags

HighRisk

MediumBusiness Relevance
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Applications: T
Tweet



TweetDeck
Dashboard application to manage both Twitter and Facebook.Description

web content aggregators,social networkingCategories

SSL protocol,web chat,not work related,FacebookTags

HighRisk

Very LowBusiness Relevance
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Applications: T
TweetDeck



Twiddla
Web based collaboration tool.Description

business,collaborationCategories

SSL protocolTags

MediumRisk

Very HighBusiness Relevance
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Applications: T
Twiddla



Twilio
Cloud communications platform for building SMS, Voice & Messaging
applications on an API built for global scale.

Description

web services provider,SMS toolsCategories

SSL protocol,instant chat,bundles software,Software as a ServiceTags

LowRisk

HighBusiness Relevance
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Applications: T
Twilio



Twinkl
Official website for Twinkl educational resourcesDescription

web services providerCategories

SSL protocol,Flash,not work relatedTags

Very LowRisk

MediumBusiness Relevance
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Applications: T
Twinkl



TwitchTV
Justin.tv gaming specific livestreaming platform.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share video,FlashTags

HighRisk

Very LowBusiness Relevance
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Applications: T
TwitchTV



TwitPic
Site for posting and sharing photos and videos on twitter.Description

remote file storageCategories

SSL protocol,share video,share photosTags

Very LowRisk

Very LowBusiness Relevance
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Applications: T
TwitPic



Twitter
Social networking and microblogging site.Description

social networkingCategories

SSL protocol,share links,Twitter clientTags

HighRisk

MediumBusiness Relevance
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Applications: T
Twitter



Twitter Link Service
t.co, Twitter's URL redirect service.Description

web services providerCategories

SSL protocol,share linksTags

LowRisk

MediumBusiness Relevance
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Applications: T
Twitter Link Service



Twitter4J
A Java library for the Twitter API.Description

network utilitiesCategories

Tags

LowRisk

Very HighBusiness Relevance
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Applications: T
Twitter4J



Twitterrific
Twitter client.Description

social networkingCategories

SSL protocol,Twitter post/tweet,Twitter clientTags

Very LowRisk

MediumBusiness Relevance
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Applications: T
Twitterrific



TXXX
Adult videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: T
TXXX



TypePad
Blogging service website.Description

remote file storageCategories

SSL protocol,share media,blogTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3313

Applications: T
TypePad
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TypePad



Applications: U

This chapter contains the following sections:

• U.S State, on page 3317
• U.S.Bank, on page 3318
• UAAC, on page 3319
• UARPS, on page 3320
• Uber, on page 3321
• Ubuntu, on page 3322
• Ubuntu Software Center, on page 3323
• Ubuntu Update Manager, on page 3324
• UC4, on page 3325
• Udemy, on page 3326
• UDN, on page 3327
• UDP Lite, on page 3328
• UEFA, on page 3329
• UIS, on page 3330
• Ulpnet, on page 3331
• Ultimate Software, on page 3332
• Ultrasurf, on page 3333
• UltraView CCS, on page 3334
• UMA, on page 3335
• Undertone, on page 3336
• Unicenter, on page 3337
• Unidata LDM, on page 3338
• Unify, on page 3339
• United Airlines, on page 3340
• Unix time, on page 3341
• UOL, on page 3342
• Upfront Digital Media, on page 3343
• Uploaded, on page 3344
• Uploading.com, on page 3345
• UPMC, on page 3346
• UPnP, on page 3347
• Upornia, on page 3348
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• uProxy, on page 3349
• UPS, on page 3350
• ups.com, on page 3351
• Uptobox, on page 3352
• UpToDate, on page 3353
• Uptodown, on page 3354
• Upwork, on page 3355
• Urban Airship, on page 3356
• Urban Outfitters, on page 3357
• UrduPoint.com, on page 3358
• URLAppendBot, on page 3359
• urlgrabber, on page 3360
• USA Today, on page 3361
• USAA, on page 3362
• USAIP, on page 3363
• Usenet, on page 3364
• User Location Protocol, on page 3365
• USPS, on page 3366
• Ustream.tv, on page 3367
• UTI, on page 3368
• UTMPCD, on page 3369
• utmpsd, on page 3370
• uTorrent, on page 3371
• UUCP, on page 3372
• UUCP-PATH, on page 3373
• UUCP-RLOGIN, on page 3374
• uuidgen, on page 3375
• UULA, on page 3376
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Applications: U



U.S State
U.S. Department of State website.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: U
U.S State



U.S.Bank
Online banking web portal for U.S Bank.Description

web services provider,business,financialCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: U
U.S.Bank



UAAC
UAAC Protocol.Description

network protocols/servicesCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: U
UAAC



UARPS
Unisys ARPs.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: U
UARPS



Uber
Ride sharing application.Description

mobile applicationCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: U
Uber



Ubuntu
Official website of Ubuntu.Description

web services provider,software updateCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: U
Ubuntu



Ubuntu Software Center
Ubuntu software updates.Description

software updateCategories

high bandwidth,autostarts/stays resident,adds/installs other softwareTags

MediumRisk

LowBusiness Relevance
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Applications: U
Ubuntu Software Center



Ubuntu Update Manager
Update manager.Description

software updateCategories

high bandwidth,autostarts/stays resident,adds/installs other softwareTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3324

Applications: U
Ubuntu Update Manager



UC4
Workload automation.Description

businessCategories

file sharing/transferTags

Very HighRisk

MediumBusiness Relevance
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Applications: U
UC4



Udemy
Online site for learning and teaching for students.Description

web services provider,multimedia (TV/video)Categories

encrypts communicationsTags

Very LowRisk

MediumBusiness Relevance
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Applications: U
Udemy



UDN
Chinese newspaper.Description

web services provider,newsCategories

encrypts communications,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
UDN



UDP Lite
A connectionless datagram protocol that only checksums a portion of the
datagrams.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: U
UDP Lite



UEFA
European Football league.Description

web services provider,newsCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: U
UEFA



UIS
Registered with IANA on port 390 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: U
UIS



Ulpnet
Registered with IANA on port 483 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3331

Applications: U
Ulpnet



Ultimate Software
HR and payroll software.Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3332

Applications: U
Ultimate Software



Ultrasurf
Freeware anti-censorship proxy.Description

VPN/tunnel,network protocols/servicesCategories

evasive,encrypts communications,tunnelsTags

Very HighRisk

LowBusiness Relevance
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Applications: U
Ultrasurf



UltraView CCS
Web application tool to configure software parameters for any supported
video equipment.

Description

network protocols/services,multimedia (TV/video)Categories

Tags

LowRisk

MediumBusiness Relevance
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Applications: U
UltraView CCS



UMA
Universal Management Architecture.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: U
UMA



Undertone
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
Undertone



Unicenter
Workflow automation software.Description

business,collaborationCategories

sends mailTags

Very LowRisk

Very HighBusiness Relevance
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Applications: U
Unicenter



Unidata LDM
Event-driven data distribution system, includes network client and server
programs and their shared protocols.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: U
Unidata LDM



Unify
Unify protocol, registered with IANA on port 181 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: U
Unify



United Airlines
Online Flight reservation from United Airlines.Description

web services provider,businessCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: U
United Airlines



Unix time
Unix system call that changes the access and modification times of an inode.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
Unix time



UOL
Brazilian web portal for news and entertainment.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,web gamingTags

Very LowRisk

LowBusiness Relevance
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Applications: U
UOL



Upfront Digital Media
Web analytics.Description

web services provider,ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: U
Upfront Digital Media



Uploaded
Cloud storage and backup.Description

remote file storageCategories

Tags

MediumRisk

Very HighBusiness Relevance
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Applications: U
Uploaded



Uploading.com
File transfer website.Description

remote file storageCategories

FTP protocol,SSL protocol,file sharing/transferTags

MediumRisk

Very LowBusiness Relevance
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Applications: U
Uploading.com



UPMC
Software that uses the Health Level 7 protocol.Description

network protocols/services,healthcare servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: U
UPMC



UPnP
Discovery and resource negotiation protocol for residential networking
devices.

Description

network protocols/services,network utilitiesCategories

recent vulnerabilities,User-Agent ExclusionTags

Very HighRisk

Very HighBusiness Relevance
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Applications: U
UPnP



Upornia
Adult content videos.Description

web services providerCategories

displays ads,adult contentTags

HighRisk

Very LowBusiness Relevance
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Applications: U
Upornia



uProxy
Anonymizing proxy.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,encrypts communicationsTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3349

Applications: U
uProxy



UPS
Uninterruptible Power Supply, registered with IANA on port 401 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3350

Applications: U
UPS



ups.com
United Parcel service is the largest package delivery company.Description

web services providerCategories

encrypts communicationsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
ups.com



Uptobox
File sharing web portal.Description

web services providerCategories

SSL protocol,file sharing/transferTags

MediumRisk

LowBusiness Relevance
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Applications: U
Uptobox



UpToDate
Online clinical database for medical professionals.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: U
UpToDate



Uptodown
Mobile app for downloading software.Description

web services provider,downloadmanager,mobile application,software updateCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
Uptodown



Upwork
Global freelancing platform for businesses and independent professionals be
connected.

Description

web services provider,businessCategories

encrypts communicationsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
Upwork



Urban Airship
Mobile app developer.Description

web services providerCategories

SSL protocol,encrypts communications,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: U
Urban Airship



Urban Outfitters
Clothing and footwear retailer.Description

e-commerceCategories

displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: U
Urban Outfitters



UrduPoint.com
Urudu news website providing latest news around the world.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: U
UrduPoint.com



URLAppendBot
Prodcut of Profound Network, Web crawler to retreive correct business
domain based on the input.

Description

web services provider,web spider/search crawlerCategories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: U
URLAppendBot



urlgrabber
Python package for fetching files.Description

web content aggregatorsCategories

file sharing/transferTags

LowRisk

MediumBusiness Relevance
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Applications: U
urlgrabber



USA Today
Website for newspaper USA Today.Description

multimedia (TV/video),newsCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: U
USA Today



USAA
Insurance company.Description

e-commerce,financialCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: U
USAA



USAIP
VPN software.Description

VPN/tunnelCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: U
USAIP



Usenet
A worldwide distributed Internet discussion forum.Description

newsCategories

file sharing/transferTags

Very HighRisk

Very LowBusiness Relevance
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Applications: U
Usenet



User Location Protocol
Interface between a user location client and a user location server.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
User Location Protocol



USPS
US Postal Service website.Description

web services provider,e-commerce,businessCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: U
USPS



Ustream.tv
Video streaming and sharing.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays ads,share video,not work relatedTags

HighRisk

Very LowBusiness Relevance
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Applications: U
Ustream.tv



UTI
Registered with IANA as IP Protocol 120.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
UTI



UTMPCD
Registered with IANA on port 431 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
UTMPCD



utmpsd
Registered with IANA on port 430 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
utmpsd



uTorrent
BitTorrent client known for its lightweight and efficient design.Description

web services providerCategories

SSL protocol,BitTorrent,streaming feedTags

LowRisk

Very LowBusiness Relevance
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Applications: U
uTorrent



UUCP
Unix-to-Unix Copy.Description

network protocols/servicesCategories

file sharing/transferTags

MediumRisk

HighBusiness Relevance
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Applications: U
UUCP



UUCP-PATH
Path Service is used determine mailbox addresses for hosts that are not part
of the ARPA-Internet

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: U
UUCP-PATH



UUCP-RLOGIN
Rlogin is a part of UUCP (Unix-to-Unix Copy) a suite of computer programs
and protocols

Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: U
UUCP-RLOGIN



uuidgen
A program that generates a unique UUID for each system.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: U
uuidgen



UULA
Softbank's subscription online entertainment service.Description

multimedia (TV/video),mobile applicationCategories

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: U
UULA



Applications: V

This chapter contains the following sections:

• VACDSM-APP, on page 3379
• VACDSM-SWS, on page 3380
• Vagaa, on page 3381
• ValueClick, on page 3382
• Vanguard, on page 3383
• Varzesh3, on page 3384
• VATP, on page 3385
• Vchat, on page 3386
• vCOM, on page 3387
• Vdio, on page 3388
• VDOLive, on page 3389
• Veeva, on page 3390
• vemmi, on page 3391
• Venmo, on page 3392
• vente-privee.com, on page 3393
• Ventrilo, on page 3394
• Veoh, on page 3395
• VeriSign, on page 3396
• Verizon, on page 3397
• Verizon Email, on page 3398
• Verizon Wireless, on page 3399
• vettcp, on page 3400
• VEVO.com, on page 3401
• Viadeo, on page 3402
• Viaplay, on page 3403
• Viber, on page 3404
• Vibrant, on page 3405
• VICE, on page 3406
• Victoria's Secret, on page 3407
• Vid, on page 3408
• Viddler, on page 3409
• VideoSexArchive, on page 3410
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• Videotex, on page 3411
• VIEWON, on page 3412
• Viewsurf, on page 3413
• Viki, on page 3414
• Vimeo, on page 3415
• Vine, on page 3416
• Viral Thread, on page 3417
• Virtual Presence Protocol, on page 3418
• VISA, on page 3419
• VKontakte, on page 3420
• VLC Media Player, on page 3421
• Vlingo, on page 3422
• VM PWSCS, on page 3423
• VMNET, on page 3424
• VMTP, on page 3425
• VMware Fault Domain Manager, on page 3426
• VMware Horizon View, on page 3427
• VMware Remote Authentication, on page 3428
• VMware Server Console, on page 3429
• VMware vCenter client, on page 3430
• VMware vMotion, on page 3431
• vnas, on page 3432
• VNC, on page 3433
• VoiceFive, on page 3434
• Voilabot, on page 3435
• Vonage, on page 3436
• Voxer, on page 3437
• Voyages-sncf.com, on page 3438
• VPN Master, on page 3439
• VPN Monster, on page 3440
• VPNReactor, on page 3441
• VPPS-Via, on page 3442
• VRRP, on page 3443
• vsinet, on page 3444
• VSLMP, on page 3445
• VTunnel, on page 3446
• Vuze, on page 3447
• VVPS-Qua, on page 3448
• VXLan, on page 3449
• VyprVPN Login, on page 3450
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VACDSM-APP
Registered with IANA on port 671 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VACDSM-APP



VACDSM-SWS
Registered with IANA on port 670 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VACDSM-SWS



Vagaa
Chinese peer-to-peer program for large files download.Description

download managerCategories

file sharing/transferTags

HighRisk

LowBusiness Relevance
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Applications: V
Vagaa



ValueClick
Per-click advertising services.Description

web services provider,business,social networking,ad portalCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: V
ValueClick



Vanguard
Investment management company.Description

businessCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: V
Vanguard



Varzesh3
Persian news website.Description

web services provider,newsCategories

displays ads,streaming feedTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
Varzesh3



VATP
Velazquez Application Transfer Protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VATP



Vchat
An Internet conferencing protocol.Description

instant messagingCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: V
Vchat



vCOM
Virtual serial port driver.Description

remote administrationCategories

allows remote connectTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
vCOM



Vdio
Watch video online.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,encrypts communicationsTags

HighRisk

LowBusiness Relevance
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Applications: V
Vdio



VDOLive
Real time Video and Audio streaming traffic.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

Tags

HighRisk

LowBusiness Relevance
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Applications: V
VDOLive



Veeva
Online customer relations management software.Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

Very HighBusiness Relevance
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Applications: V
Veeva



vemmi
VEMMI is an international standard defining user interface and client/server
protocol for on-line multimedia interactive services.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
vemmi



Venmo
A free digital wallet that lets you make and share payments with friends.Description

web services provider,e-commerce,financialCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: V
Venmo



vente-privee.com
Private online shopping club focused on fashion and lifestyle products.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: V
vente-privee.com



Ventrilo
VoIP software.Description

VoIP,web conferencingCategories

high bandwidthTags

MediumRisk

LowBusiness Relevance
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Applications: V
Ventrilo



Veoh
Internet television and video sharing service.Description

multimedia (TV/video)Categories

high bandwidth,file sharing/transfer,share media,share videoTags

LowRisk

LowBusiness Relevance
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Applications: V
Veoh



VeriSign
SSL Certificates provider.Description

web services provider,businessCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: V
VeriSign



Verizon
Internet, TV and Phone service provider.Description

web services provider,business,gaming,network utilitiesCategories

SSL protocol,web chatTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3397

Applications: V
Verizon



Verizon Email
Webmail for Verizon customers.Description

emailCategories

sends mailTags

MediumRisk

MediumBusiness Relevance
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Applications: V
Verizon Email



Verizon Wireless
Telecom and Internet provider.Description

web services providerCategories

SSL protocol,web-based support/help,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: V
Verizon Wireless



vettcp
Registered with IANA on port 78 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: V
vettcp



VEVO.com
Website for music videos.Description

multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: V
VEVO.com



Viadeo
Business focused social network.Description

social networkingCategories

web chatTags

LowRisk

HighBusiness Relevance
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Applications: V
Viadeo



Viaplay
Video on Demand service which offers films, sports, and TV series.Description

multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays ads,content provider,streaming feedTags

Very HighRisk

Very LowBusiness Relevance
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Applications: V
Viaplay



Viber
Smartphone app that allows for free phone calls and text messages.Description

VPN/tunnel,SMS tools,VoIPCategories

instant chat,tunnelsTags

MediumRisk

MediumBusiness Relevance
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Applications: V
Viber



Vibrant
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
Vibrant



VICE
Official website for VICE magazine, which focus on arts, culture and news
topics.

Description

web services provider,newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
VICE



Victoria's Secret
Woman's wear, lingerie, and beauty product retailer.Description

e-commerceCategories

SSL protocol,displays ads,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: V
Victoria's Secret



Vid
Logitech Vid is a Video-over-IP service based on SightSpeed.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
Vid



Viddler
Online Video hosting service.Description

web services provider,multimedia (TV/video)Categories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: V
Viddler



VideoSexArchive
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: V
VideoSexArchive



Videotex
Videotex was one of the earliest implementations of an end-user information
system.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
Videotex



VIEWON
Video ad site.Description

ad portalCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: V
VIEWON



Viewsurf
French video streaming and download site.Description

web content aggregators,multimedia (TV/video)Categories

SSL protocolTags

LowRisk

Very LowBusiness Relevance
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Applications: V
Viewsurf



Viki
Watch and upload movies, TV shows and music online.Description

remote file storage,multimedia (TV/video),mobile applicationCategories

SSL protocol,file sharing/transfer,share videoTags

HighRisk

Very LowBusiness Relevance
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Applications: V
Viki



Vimeo
Website for viewing and sharing videos.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,file sharing/transfer,share media,share videoTags

LowRisk

LowBusiness Relevance
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Applications: V
Vimeo



Vine
Mobile App for sharing photos and videos clips.Description

web services provider,mobile applicationCategories

SSL protocol,share links,share video,share photosTags

Very LowRisk

HighBusiness Relevance
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Applications: V
Vine



Viral Thread
Online website for latest trending news.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
Viral Thread



Virtual Presence Protocol
Exchange of document based virtual presence information.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
Virtual Presence Protocol



VISA
VISA Protocol, Registered with IANA as IP Protocol 70.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: V
VISA



VKontakte
Russian social networking service.Description

social networkingCategories

SSL protocol,web chatTags

LowRisk

LowBusiness Relevance
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Applications: V
VKontakte



VLC Media Player
Free and open source media player.Description

web services provider,multimedia (other),multimedia (music/audio)Categories

SSL protocolTags

LowRisk

MediumBusiness Relevance
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Applications: V
VLC Media Player



Vlingo
Voice recognition and processing app for smartphones.Description

mobile applicationCategories

Tags

MediumRisk

HighBusiness Relevance
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Applications: V
Vlingo



VM PWSCS
Registered with IANA on port 214 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: V
VM PWSCS



VMNET
Registered with IANA on port 175 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: V
VMNET



VMTP
Versatile Message Transaction Protocol is a transport protocol for RPC.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VMTP



VMware Fault Domain Manager
High availability / fault tolerance protocol for VMware.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VMware Fault Domain Manager



VMware Horizon View
Virtual desktop infrastructure for managing, providing desktop to users.Description

virtual worldsCategories

SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: V
VMware Horizon View



VMware Remote Authentication
VMware Daemon for authentication of remote VMs.Description

remote desktop controlCategories

allows remote connectTags

LowRisk

MediumBusiness Relevance
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Applications: V
VMware Remote Authentication



VMware Server Console
Management console for Cloud computing from VMWare.Description

web services provider,remote administrationCategories

allows remote connectTags

LowRisk

HighBusiness Relevance
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Applications: V
VMware Server Console



VMware vCenter client
VMware vCenter client.Description

business,remote administrationCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: V
VMware vCenter client



VMware vMotion
Allows migration of one Virtual machine from one host to another.Description

virtual worlds,remote desktop controlCategories

allows remote connectTags

LowRisk

HighBusiness Relevance
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Applications: V
VMware vMotion



vnas
Registered with IANA on port 577 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
vnas



VNC
Graphical desktop sharing protocol.Description

remote desktop controlCategories

allows remote connectTags

LowRisk

MediumBusiness Relevance
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Applications: V
VNC



VoiceFive
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: V
VoiceFive



Voilabot
A web crawler.Description

web content aggregatorsCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: V
Voilabot



Vonage
Vonage is a VoIP company that provides telephone service via a broadband
connection.

Description

multimedia (other)Categories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3436

Applications: V
Vonage



Voxer
Send Text, Voice message to individual or group.Description

instant messaging,mobile applicationCategories

SSL protocol,encrypts communications,share photosTags

MediumRisk

Very LowBusiness Relevance
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Applications: V
Voxer



Voyages-sncf.com
Travel agency website.Description

e-commerceCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: V
Voyages-sncf.com



VPN Master
VPN/anonymizer app.Description

VPN/tunnel,mobile applicationCategories

evasive,encrypts communicationsTags

HighRisk

LowBusiness Relevance
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Applications: V
VPN Master



VPN Monster
VPNMonster is a Russia-based VPN service provider that provides its users
with a significant degree of anonymity and security.

Description

VPN/tunnel,anonymizer/proxyCategories

evasive,tunnelsTags

Very HighRisk

MediumBusiness Relevance
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Applications: V
VPN Monster



VPNReactor
An anonymizer that obfuscates web usage.Description

web services provider,VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocolTags

Very HighRisk

LowBusiness Relevance
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Applications: V
VPNReactor



VPPS-Via
Registered with IANA on port 676 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VPPS-Via



VRRP
Virtual Router Redundancy Protocol is a network protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VRRP



vsinet
Registered with IANA on port 996 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
vsinet



VSLMP
Registered with IANA on port 312 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: V
VSLMP



VTunnel
Web based proxy service.Description

anonymizer/proxyCategories

SSL protocol,encrypts communicationsTags

HighRisk

Very LowBusiness Relevance
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Applications: V
VTunnel



Vuze
Java based BitTorrent client.Description

peer to peerCategories

evasive,high bandwidth,file sharing/transfer,encrypts communications,business
impact,displays ads,BitTorrent,stealth tactics,User-Agent Exclusion

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: V
Vuze



VVPS-Qua
Registered with IANA on port 672 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: V
VVPS-Qua



VXLan
Virtual Extensible LAN protocol.Description

network protocols/servicesCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: V
VXLan



VyprVPN Login
Logins to VyprVPN, a personal VPN service.Description

VPN/tunnelCategories

evasive,SSL protocol,recent vulnerabilitiesTags

LowRisk

HighBusiness Relevance
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Applications: V
VyprVPN Login



Applications: W

This chapter contains the following sections:

• w3schools.com, on page 3455
• Wachovia, on page 3456
• Walgreens, on page 3457
• Walkme, on page 3458
• Wall Street Journal, on page 3459
• Walmart, on page 3460
• Wang Span, on page 3461
• WAP connectionless session service, on page 3462
• WAP Push, on page 3463
• WAP Push OTA-HTTP port, on page 3464
• WAP Push OTA-HTTP secure, on page 3465
• WAP Push Secure, on page 3466
• WAP secure connectionless session service, on page 3467
• WAP Session Service, on page 3468
• WAP Session Service Secure, on page 3469
• WAP vCal, on page 3470
• WAP vCal Secure, on page 3471
• WAP vCard, on page 3472
• WAP vCard Secure, on page 3473
• wApua, on page 3474
• War-rock, on page 3475
• WarLight, on page 3476
• WarriorForum, on page 3477
• Washington Times, on page 3478
• Watan, on page 3479
• WatchMyGf, on page 3480
• WAV, on page 3481
• WCCP, on page 3482
• WD softwares Download/Update, on page 3483
• WDT, on page 3484
• Weather, on page 3485
• Weather Underground, on page 3486
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• Weather.com, on page 3487
• Weather.gov, on page 3488
• WeatherBug, on page 3489
• WeatherLink, on page 3490
• Web Of Trust, on page 3491
• Web Services for Devices, on page 3492
• Web Services for Devices Secured, on page 3493
• Web.de, on page 3494
• Webcrawler, on page 3495
• WebDAV, on page 3496
• WebEx, on page 3497
• WebEx Connect, on page 3498
• WebEx Media, on page 3499
• WebEx Sharing, on page 3500
• Webex Teams, on page 3501
• Webfilter, on page 3502
• Webhard, on page 3503
• weblio, on page 3504
• WebLogic, on page 3505
• WebM, on page 3506
• WebM Files, on page 3507
• WebMD, on page 3508
• Weborama, on page 3509
• WebRTC, on page 3510
• Webs, on page 3511
• Websense, on page 3512
• Webshots, on page 3513
• WebSocket, on page 3514
• WebSphere MQ, on page 3515
• webster, on page 3516
• Webtrends, on page 3517
• Webtretho, on page 3518
• WeChat, on page 3519
• WeChat heartbeat, on page 3520
• WeChat login, on page 3521
• WeChat media, on page 3522
• WeChat message, on page 3523
• WeChat update, on page 3524
• Weebly, on page 3525
• Weibo, on page 3526
• Wells Fargo, on page 3527
• wer-kennt-wen, on page 3528
• WESP, on page 3529
• Western Digital, on page 3530
• Western Journalism, on page 3531
• wetpaint entertainment, on page 3532
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• WeTransfer, on page 3533
• Wget, on page 3534
• WhatsApp, on page 3535
• WhatsApp Media Message, on page 3536
• WhatsApp Voice, on page 3537
• WhereCoolThingsHappen, on page 3538
• WhitePages Inc, on page 3539
• whoami, on page 3540
• whois, on page 3541
• Wi-Fi Calling, on page 3542
• Wideband EXPAK, on page 3543
• Wideband Monitoring, on page 3544
• Widget Media, on page 3545
• Wii, on page 3546
• Wii Shop Channel, on page 3547
• Wikia, on page 3548
• wikidot, on page 3549
• wikiHow, on page 3550
• Wikipedia, on page 3551
• Wikipedia Edit, on page 3552
• Wimbledon, on page 3553
• wimp.com, on page 3554
• Winamp, on page 3555
• Windows Help client, on page 3556
• Windows Live, on page 3557
• Windows Live Hotmail, on page 3558
• Windows Live SkyDrive, on page 3559
• Windows Media, on page 3560
• Windows Media Player, on page 3561
• Windows Phone Browser, on page 3562
• Windows Phone sites, on page 3563
• Windows Update, on page 3564
• Windscribe, on page 3565
• WinMX, on page 3566
• Winny, on page 3567
• WINS, on page 3568
• Wired.com, on page 3569
• Wirtualna Polska, on page 3570
• WittyFeed, on page 3571
• WIX, on page 3572
• WiZiQ, on page 3573
• WLCCP, on page 3574
• WMA, on page 3575
• WMV, on page 3576
• Wolfram Alpha, on page 3577
• Wondershare, on page 3578
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• Wood TV8, on page 3579
• Wooga, on page 3580
• Woolik, on page 3581
• WooMe, on page 3582
• Woopra, on page 3583
• Woot, on page 3584
• Wordpress, on page 3585
• WordReference.com, on page 3586
• Words With Friends, on page 3587
• Workday, on page 3588
• Workplace by Facebook, on page 3589
• World Fusion, on page 3590
• World of Warcraft, on page 3591
• WorldCat, on page 3592
• WorldstarHipHop, on page 3593
• Wow, on page 3594
• Wowhead, on page 3595
• wpgs, on page 3596
• WPS Office, on page 3597
• Wretch, on page 3598
• WSDD, on page 3599
• WSDL Event Receiver, on page 3600
• WSP, on page 3601
• WTOP, on page 3602
• WX, on page 3603
• Wyzo, on page 3604
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w3schools.com
A web development learning website.Description

web services providerCategories

SSL protocolTags

MediumRisk

Very HighBusiness Relevance
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Applications: W
w3schools.com



Wachovia
Financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: W
Wachovia



Walgreens
Online Pharmacy in United States.Description

web services provider,e-commerce,security managementCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3457

Applications: W
Walgreens



Walkme
Software-as-a-service company that helps users navigate the features of other
web-based services

Description

web services providerCategories

Software as a ServiceTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3458

Applications: W
Walkme



Wall Street Journal
Web Portal for news update.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,web-based support/help,displays ads,web chatTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3459

Applications: W
Wall Street Journal



Walmart
Discount department store.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3460

Applications: W
Walmart



Wang Span
Registered with IANA as IP Protocol 74.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3461

Applications: W
Wang Span



WAP connectionless session service
An open standard for maintaining high level WSD session.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3462

Applications: W
WAP connectionless session service



WAP Push
Amessage which includes a link to a Wireless Application Protocol address.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3463

Applications: W
WAP Push



WAP Push OTA-HTTP port
Used for asynchronous communication between a PPG (Push ProxyGateway)
and a WAP client, utilizing HTTP services.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3464

Applications: W
WAP Push OTA-HTTP port



WAP Push OTA-HTTP secure
Allows WAP content to be pushed to the mobile handset with minimum user
intervention.

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3465

Applications: W
WAP Push OTA-HTTP secure



WAP Push Secure
WAP Push Secure is the secured version of WAP Push.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3466

Applications: W
WAP Push Secure



WAP secure connectionless session service
Registered with IANA on port 9202 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3467

Applications: W
WAP secure connectionless session service



WAP Session Service
A component of Wireless Transaction Protocol (WTP).Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3468

Applications: W
WAP Session Service



WAP Session Service Secure
A component of Wireless Transaction Protocol (WTP).Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3469

Applications: W
WAP Session Service Secure



WAP vCal
Registered with IANA on port 9205 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3470

Applications: W
WAP vCal



WAP vCal Secure
Registered with IANA on port 9207 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3471

Applications: W
WAP vCal Secure



WAP vCard
Internet Mail Consortium electronic business card.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3472

Applications: W
WAP vCard



WAP vCard Secure
Registered with IANA on port 9206 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3473

Applications: W
WAP vCard Secure



wApua
A perl-based browser for reading WML files.Description

web browserCategories

adds/installs other software,Windows installerTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3474

Applications: W
wApua



War-rock
Multiplayer first-person shooter game.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3475

Applications: W
War-rock



WarLight
Online game like Risk.Description

web services provider,gamingCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3476

Applications: W
WarLight



WarriorForum
Internet Marketing Forums.Description

web services providerCategories

SSL protocol,displays ads,blogTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3477

Applications: W
WarriorForum



Washington Times
Official web site for the Washington times news portal.Description

newsCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3478

Applications: W
Washington Times



Watan
An Arabic newspaper.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,not work relatedTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3479

Applications: W
Watan



WatchMyGf
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3480

Applications: W
WatchMyGf



WAV
Audio file format.Description

multimedia (music/audio)Categories

share musicTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3481

Applications: W
WAV



WCCP
A Cisco-developed content-routing protocol that provides a mechanism to
redirect traffic flows in real-time to web-caches.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3482

Applications: W
WCCP



WD softwares Download/Update
Update/Download software provided by western digital.Description

software updateCategories

SSL protocol,file sharing/transfer,adds/installs other softwareTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3483

Applications: W
WD softwares Download/Update



WDT
Weather Decision Technologies, a company that provides weather nowcasting
apps.

Description

web services provider,collaborationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3484

Applications: W
WDT



Weather
Client application for Weather.Description

mobile applicationCategories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3485

Applications: W
Weather



Weather Underground
Weather web portal.Description

web content aggregatorsCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3486

Applications: W
Weather Underground



Weather.com
Weather Channel web portal.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

web-based support/help,User-Agent ExclusionTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3487

Applications: W
Weather.com



Weather.gov
Weather web portal.Description

web services provider,multimedia (TV/video),multimedia
(music/audio),government services

Categories

SSL protocol,web-based support/helpTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3488

Applications: W
Weather.gov



WeatherBug
Windows weather application.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

web-based support/helpTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3489

Applications: W
WeatherBug



WeatherLink
Site for networking of internet-capable weather devices.Description

web services provider,collaborationCategories

Tags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3490

Applications: W
WeatherLink



Web Of Trust
Community-based website reputation rating tool.Description

security managementCategories

SSL protocol,web-based support/helpTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3491

Applications: W
Web Of Trust



Web Services for Devices
WSD is aMicrosoft API to simplify programming connections to web service
enabled devices. WSDAPI uses WS-Discovery for device discovery.

Description

web services provider,network protocols/servicesCategories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3492

Applications: W
Web Services for Devices



Web Services for Devices Secured
Secured channel for WSDAPI, a Microsoft API to simplify programming
connections to web service enabled devices.

Description

web services provider,network protocols/servicesCategories

SSL protocolTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3493

Applications: W
Web Services for Devices Secured



Web.de
German free email and cloud storage service.Description

web services provider,emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3494

Applications: W
Web.de



Webcrawler
A search engine.Description

search engineCategories

SSL protocol,safesearch unsupportedTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3495

Applications: W
Webcrawler



WebDAV
Web-based Distributed Authoring and Versioning allows users to
collaboratively edit and manage files on a remote web server.

Description

collaborationCategories

allows remote connectTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3496

Applications: W
WebDAV



WebEx
Cisco's online meeting and web conferencing application.Description

collaboration,remote desktop control,web conferencingCategories

SSL protocol,allows remote connect,video conferencing,allows remote controlTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3497

Applications: W
WebEx



WebEx Connect
Logging into WebEx.Description

collaboration,remote desktop control,web conferencingCategories

SSL protocol,allows remote connect,video conferencing,allows remote controlTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3498

Applications: W
WebEx Connect



WebEx Media
Media sharing over WebEx.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3499

Applications: W
WebEx Media



WebEx Sharing
WebEx desktop sharing and file transfer.Description

multimedia (other),web conferencingCategories

file sharing/transfer,share mediaTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3500

Applications: W
WebEx Sharing



Webex Teams
Webex Teams is a collaboration tool with various clients (Windows, OS X,
Android,WindowsMobile, iPad, iPhone,Web) for messages, calls, meetings,
etc.

Description

collaboration,instant messagingCategories

SSL protocol,instant chat,IM aggregatorTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3501

Applications: W
Webex Teams



Webfilter
Registered with IANA on port 1046 tcp/udp.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3502

Applications: W
Webfilter



Webhard
Online storage service available in Korean and English.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3503

Applications: W
Webhard



weblio
Online Japnese-English dictionary.Description

web services providerCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3504

Applications: W
weblio



WebLogic
Middleware application linking databases to browser-based thin clients.Description

business,databaseCategories

bundles softwareTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3505

Applications: W
WebLogic



WebM
Free audio-video format.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3506

Applications: W
WebM



WebM Files
Site for sharing videos in webm format.Description

multimedia (TV/video)Categories

SSL protocol,share videoTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3507

Applications: W
WebM Files



WebMD
Health information service.Description

web services provider,healthcare servicesCategories

displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3508

Applications: W
WebMD



Weborama
Video ad site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3509

Applications: W
Weborama



WebRTC
Real time communication library that uses several common protocols.Description

remote file storage,multimedia (TV/video),web conferencingCategories

share videoTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3510

Applications: W
WebRTC



Webs
Photo, video, and file sharing, and online marketplace.Description

web services provider,remote file
storage,e-commerce,business,collaboration,multimedia (TV/video),multimedia
(music/audio)

Categories

SSL protocol,file sharing/transfer,share media,displays ads,share video,share
music

Tags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3511

Applications: W
Webs



Websense
Company which produces Cyber security related products.Description

web services provider,network utilitiesCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3512

Applications: W
Websense



Webshots
Service for uploading and sharing photos and videos.Description

remote file storageCategories

SSL protocol,displays ads,share video,share photosTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3513

Applications: W
Webshots



WebSocket
A full-duplex tunneling protocol that runs over TCP.Description

VPN/tunnelCategories

tunnelsTags

Very HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3514

Applications: W
WebSocket



WebSphere MQ
Interprocess communication in a distributed environment.Description

network protocols/servicesCategories

business impactTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3515

Applications: W
WebSphere MQ



webster
Protocol for accessing dictionaries and thesauruses.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3516

Applications: W
webster



Webtrends
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3517

Applications: W
Webtrends



Webtretho
Vietnamese internet forum.Description

web services providerCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3518

Applications: W
Webtretho



WeChat
Mobile text and voice messaging application.Description

instant messaging,mobile application,SMS toolsCategories

SSL protocol,instant chatTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3519

Applications: W
WeChat



WeChat heartbeat
A keepalive heartbeat used by the WeChat application.Description

instant messaging,mobile application,SMS toolsCategories

instant chat,autostarts/stays residentTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3520

Applications: W
WeChat heartbeat



WeChat login
Logins to WeChat.Description

instant messaging,mobile application,SMS toolsCategories

instant chatTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3521

Applications: W
WeChat login



WeChat media
Media transfer via WeChat/Description

instant messaging,mobile application,SMS toolsCategories

file sharing/transfer,share media,instant chatTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3522

Applications: W
WeChat media



WeChat message
Instant messaging with WeChat.Description

instant messaging,mobile application,SMS toolsCategories

instant chatTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3523

Applications: W
WeChat message



WeChat update
WeChat software update.Description

instant messaging,mobile application,SMS toolsCategories

instant chat,adds/installs other softwareTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3524

Applications: W
WeChat update



Weebly
Free, online website creation tool.Description

web services providerCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3525

Applications: W
Weebly



Weibo
Chinese microblogging site produced by Sina.Description

social networkingCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3526

Applications: W
Weibo



Wells Fargo
Global financial services company.Description

business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3527

Applications: W
Wells Fargo



wer-kennt-wen
German social network.Description

social networkingCategories

instant chat,web chat,not work relatedTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3528

Applications: W
wer-kennt-wen



WESP
Wrapped Encapsulating Security Payload protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3529

Applications: W
WESP



Western Digital
Data storage company and hard disk drive manufacturers.Description

web browserCategories

SSL protocolTags

LowRisk

HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3530

Applications: W
Western Digital



Western Journalism
An American conservative news and political website.Description

newsCategories

Tags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3531

Applications: W
Western Journalism



wetpaint entertainment
Television related news and media.Description

e-commerce,multimedia (TV/video)Categories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3532

Applications: W
wetpaint entertainment



WeTransfer
Online file transferring platform.Description

web services providerCategories

SSL protocol,file sharing/transfer,encrypts communications,displays adsTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3533

Applications: W
WeTransfer



Wget
Application that allows HTTP access.Description

download managerCategories

file sharing/transfer,User-Agent ExclusionTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3534

Applications: W
Wget



WhatsApp
A cross-platform mobile messaging app which serves as a free alternative to
SMS messages.

Description

instant messaging,mobile application,SMS toolsCategories

SSL protocol,encrypts communications,instant chatTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3535

Applications: W
WhatsApp



WhatsApp Media Message
Using WhatsApp to send photos, videos, or other media.Description

network protocols/services,multimedia (TV/video),multimedia (other),mobile
application

Categories

share mediaTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3536

Applications: W
WhatsApp Media Message



WhatsApp Voice
Voice calls on WhatsApp.Description

network protocols/services,mobile application,VoIPCategories

Tags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3537

Applications: W
WhatsApp Voice



WhereCoolThingsHappen
Cool places and photos around the world.Description

web services providerCategories

SSL protocol,share photosTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3538

Applications: W
WhereCoolThingsHappen



WhitePages Inc
Business and People's Contact directory in United States.Description

web services providerCategories

SSL protocol,displays ads,web chatTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3539

Applications: W
WhitePages Inc



whoami
Registered with IANA on port 565 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3540

Applications: W
whoami



whois
A tool for obtaining DNS contact and authority information for a host.Description

network utilitiesCategories

opens portTags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3541

Applications: W
whois



Wi-Fi Calling
Traffic generated from voice calls through wifi.Description

multimedia (music/audio)Categories

Tags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3542

Applications: W
Wi-Fi Calling



Wideband EXPAK
Registered with IANA as IP Protocol 79.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3543

Applications: W
Wideband EXPAK



Wideband Monitoring
Registered with IANA as IP Protocol 78.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3544

Applications: W
Wideband Monitoring



Widget Media
Social networking and gaming sites.Description

web services provider,gaming,social networkingCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3545

Applications: W
Widget Media



Wii
Video games console by Nintendo.Description

gamingCategories

SSL protocolTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3546

Applications: W
Wii



Wii Shop Channel
Nintendo Wii store for games and DLC.Description

network protocols/services,e-commerce,gamingCategories

SSL protocolTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3547

Applications: W
Wii Shop Channel



Wikia
Web portal to contribute and share the knowledge.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3548

Applications: W
Wikia



wikidot
Site that provides wikis.Description

web services provider,collaborationCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3549

Applications: W
wikidot



wikiHow
Online guide for how to do anything.Description

web services providerCategories

encrypts communicationsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3550

Applications: W
wikiHow



Wikipedia
Collaborative, user-written online encyclopedia.Description

collaborationCategories

SSL protocolTags

MediumRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3551

Applications: W
Wikipedia



Wikipedia Edit
Editing content on Wikipedia.Description

collaborationCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3552

Applications: W
Wikipedia Edit



Wimbledon
Tennis related website.Description

e-commerce,newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3553

Applications: W
Wimbledon



wimp.com
Site that provides links to viral videos.Description

multimedia (TV/video)Categories

SSL protocol,share linksTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3554

Applications: W
wimp.com



Winamp
Media player for Windows PCs.Description

multimedia (TV/video),multimedia (music/audio)Categories

User-Agent ExclusionTags

Very LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3555

Applications: W
Winamp



Windows Help client
Windows client for help and support services.Description

web services providerCategories

web-based support/helpTags

Very LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3556

Applications: W
Windows Help client



Windows Live
A collection of Microsoft's online services.Description

remote file storage,instantmessaging,email,multimedia (TV/video),multimedia
(other),multimedia (music/audio)

Categories

SSL protocol,share media,instant chat,sends mail,share video,share
music,share photos,webcam,Common Industrial Protocol

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3557

Applications: W
Windows Live



Windows Live Hotmail
Microsoft's free web-based email service.Description

emailCategories

Tags

LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3558

Applications: W
Windows Live Hotmail



Windows Live SkyDrive
Cloud based file hosting service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3559

Applications: W
Windows Live SkyDrive



Windows Media
Windows Multimedia traffic.Description

multimedia (TV/video),multimedia (other),multimedia (music/audio)Categories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3560

Applications: W
Windows Media



Windows Media Player
Microsoft application that plays files and streams, both audio and video.Description

multimedia (TV/video)Categories

share media,business impact,User-Agent ExclusionTags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3561

Applications: W
Windows Media Player



Windows Phone Browser
Web browser for devices running Microsoft's Windows mobile OS.Description

web browser,mobile applicationCategories

Tags

LowRisk

Very HighBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3562

Applications: W
Windows Phone Browser



Windows Phone sites
Windows phone related websites.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3563

Applications: W
Windows Phone sites



Windows Update
Microsoft update for Windows OS hotfixes.Description

software updateCategories

adds/installs other softwareTags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3564

Applications: W
Windows Update



Windscribe
VPN traffic generated by Windscribe.Description

VPN/tunnel,mobile applicationCategories

evasive,SSL protocol,recent vulnerabilitiesTags

HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3565

Applications: W
Windscribe



WinMX
P2P file sharing program.Description

peer to peerCategories

share media,encrypts communicationsTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3566

Applications: W
WinMX



Winny
A Japanese peer-to-peer (P2P) file-sharing program.Description

web content aggregators,peer to peerCategories

evasive,high bandwidth,encrypts communications,User-Agent ExclusionTags

Very HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3567

Applications: W
Winny



WINS
Microsoft's implementation of NetBIOS Name Service (NBNS), a name
server and service for NetBIOS computer names.

Description

network protocols/servicesCategories

UDP protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: W
WINS



Wired.com
Online magazine.Description

web services provider,multimedia (TV/video),newsCategories

SSL protocol,encrypts communications,displays ads,share linksTags

MediumRisk

Very LowBusiness Relevance
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Applications: W
Wired.com



Wirtualna Polska
Polish news webportal.Description

web services provider,multimedia (TV/video),newsCategories

displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: W
Wirtualna Polska



WittyFeed
Internet media which publishes viral content including sports, news, fashion,
travel and inspiration.

Description

web services provider,newsCategories

displays ads,content providerTags

Very LowRisk

Very LowBusiness Relevance
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Applications: W
WittyFeed



WIX
Cloud-based web development platform.Description

web services providerCategories

encrypts communicationsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: W
WIX



WiZiQ
Online learning tool meant to provide a virtual classroom environment.Description

businessCategories

FlashTags

Very LowRisk

HighBusiness Relevance
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Applications: W
WiZiQ



WLCCP
Wireless LANContext Control Protocol (WLCCP) is used by Cisco wireless
devices to maintain Wireless Domain Services (WDS).

Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: W
WLCCP



WMA
Audio file format.Description

multimedia (music/audio)Categories

share musicTags

Very LowRisk

MediumBusiness Relevance
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Applications: W
WMA



WMV
Video file format.Description

multimedia (TV/video)Categories

share videoTags

Very LowRisk

MediumBusiness Relevance
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Applications: W
WMV



Wolfram Alpha
Online answering for queries from the structred data.Description

web content aggregatorsCategories

SSL protocol,User-Agent ExclusionTags

Very LowRisk

MediumBusiness Relevance
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Applications: W
Wolfram Alpha



Wondershare
Offers Video Software, PDF Tools, PC Utilities for Mac and Win users.Description

web browserCategories

adds/installs other softwareTags

LowRisk

Very HighBusiness Relevance
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Applications: W
Wondershare



Wood TV8
Michigan TV news network.Description

newsCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: W
Wood TV8



Wooga
Browser and social network based games company.Description

web services provider,gaming,social networkingCategories

SSL protocol,web gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: W
Wooga



Woolik
Analytics and search engine boosting.Description

web services provider,ad portalCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: W
Woolik



WooMe
Online service in which users meet and interact through video chat.Description

instant messagingCategories

web chat,webcamTags

HighRisk

Very LowBusiness Relevance
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Applications: W
WooMe



Woopra
Real time customer service and solutions.Description

web services provider,businessCategories

SSL protocol,encrypts communicationsTags

MediumRisk

Very LowBusiness Relevance
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Applications: W
Woopra



Woot
Online retailer that sells one discount product a day.Description

e-commerceCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: W
Woot



Wordpress
An online blogging community.Description

web services providerCategories

SSL protocol,file sharing/transferTags

Very LowRisk

LowBusiness Relevance
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Applications: W
Wordpress



WordReference.com
Online dictionaries, translator and word games.Description

web services providerCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: W
WordReference.com



Words With Friends
Word game.Description

gamingCategories

SSL protocol,web gaming,social network game,not work related,Facebook
game

Tags

MediumRisk

Very LowBusiness Relevance
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Applications: W
Words With Friends



Workday
Software as Service solutions provider.Description

web services provider,businessCategories

SSL protocolTags

LowRisk

Very HighBusiness Relevance
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Applications: W
Workday



Workplace by Facebook
Workplace by Facebook is an enterprise connectivity platform developed by
Facebook, Inc.

Description

web services providerCategories

SSL protocolTags

Very LowRisk

MediumBusiness Relevance
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Applications: W
Workplace by Facebook



World Fusion
Registered with IANA on port 2595 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: W
World Fusion



World of Warcraft
Massively multiplayer online role-playing game.Description

gamingCategories

high bandwidth,encrypts communications,business impact,web gamingTags

Very LowRisk

Very LowBusiness Relevance
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Applications: W
World of Warcraft



WorldCat
Library catalogue aggregator.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: W
WorldCat



WorldstarHipHop
Entertainment, hip hop, music videos and blogs.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: W
WorldstarHipHop



Wow
A search engine.Description

search engineCategories

SSL protocol,safesearch unsupportedTags

LowRisk

HighBusiness Relevance
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Applications: W
Wow



Wowhead
Website intended to provide World of Warcraft players with tools to make
their gameplay more enjoyable.

Description

web services provider,gaming,multimedia (other)Categories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: W
Wowhead



wpgs
Registered with IANA on port 780 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: W
wpgs



WPS Office
Mobile app for viewing and editing documents, spreadsheet and PPTs.Description

mobile applicationCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Applications: W
WPS Office



Wretch
Taiwanese community website.Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3598

Applications: W
Wretch



WSDD
Web Service Dynamic Discovery, a discovery protocol that allows a host
machine to find web services on the local network.

Description

network protocols/services,network utilitiesCategories

recent vulnerabilitiesTags

Very HighRisk

Very HighBusiness Relevance
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Applications: W
WSDD



WSDL Event Receiver
A part of Web Services Description Language which receives the events.Description

web services provider,network protocols/servicesCategories

Tags

MediumRisk

LowBusiness Relevance
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Applications: W
WSDL Event Receiver



WSP
Wireless Session Protocol, a standard for HTTP sessions over wireless.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: W
WSP



WTOP
Official web site for WTOP FM.Description

multimedia (other),multimedia (music/audio)Categories

SSL protocol,displays ads,streaming feedTags

LowRisk

Very LowBusiness Relevance
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Applications: W
WTOP



WX
WAN acceleration.Description

network utilitiesCategories

SSL protocol,UDP protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: W
WX



Wyzo
A web browser.Description

web browserCategories

adds/installs other software,Windows installer,User-Agent ExclusionTags

LowRisk

MediumBusiness Relevance
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Applications: W
Wyzo



Applications: X

This chapter contains the following sections:

• X font server, on page 3607
• X-PRO SIP Client, on page 3608
• xact-backup, on page 3609
• Xanga, on page 3610
• Xaxis, on page 3611
• Xbone, on page 3612
• Xbox Live, on page 3613
• Xbox Live sites, on page 3614
• Xcar, on page 3615
• Xcode, on page 3616
• xda-developers, on page 3617
• XDMCP, on page 3618
• Xenu Link Sleuth, on page 3619
• Xfer, on page 3620
• Xfinity, on page 3621
• Xfire, on page 3622
• XHamster, on page 3623
• Xiami.com, on page 3624
• Xiaomi, on page 3625
• XING, on page 3626
• XiTi, on page 3627
• Xlite SIP Client, on page 3628
• XM Radio Online, on page 3629
• XMPP, on page 3630
• XMPP File Transfer, on page 3631
• XNS, on page 3632
• XNS Authentication, on page 3633
• XNS Clearinghouse, on page 3634
• XNS Mail, on page 3635
• XNS Time, on page 3636
• Xnxx, on page 3637
• XProtectUpdater, on page 3638
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• XTP, on page 3639
• Xunlei, on page 3640
• Xunlei Kankan, on page 3641
• XVideos, on page 3642
• XVPN, on page 3643
• xvttp, on page 3644
• XWindows, on page 3645
• Xyplex, on page 3646
• Xywycom, on page 3647
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Applications: X



X font server
Service that allows the use of server-rendered fonts.Description

network protocols/servicesCategories

autostarts/stays residentTags

HighRisk

LowBusiness Relevance
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Applications: X
X font server



X-PRO SIP Client
XTen X-PRO SIP Client.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: X
X-PRO SIP Client



xact-backup
Registered with IANA on port 911 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: X
xact-backup



Xanga
A website that hosts weblogs, photoblogs, and social networking profiles.Description

web services provider,social networkingCategories

SSL protocol,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: X
Xanga



Xaxis
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: X
Xaxis



Xbone
X-Bone Control is a system for the automated deployment, management,
coodination, and monitoring of IP overlay networks.

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: X
Xbone



Xbox Live
Microsoft online gaming service.Description

gamingCategories

high bandwidth,SSL protocol,console gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: X
Xbox Live



Xbox Live sites
XBox Live related websites.Description

gamingCategories

SSL protocol,displays ads,console gamingTags

LowRisk

Very LowBusiness Relevance
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Applications: X
Xbox Live sites



Xcar
A chinese automotive news website.Description

web services provider,newsCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: X
Xcar



Xcode
Apple's IDE.Description

web services providerCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: X
Xcode



xda-developers
Large online community of smartphone and tablet enthusiasts and developers.Description

collaboration,social networkingCategories

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: X
xda-developers



XDMCP
X Display Manager Control Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: X
XDMCP



Xenu Link Sleuth
App to check for broken link in the website.Description

web services providerCategories

Tags

LowRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3619

Applications: X
Xenu Link Sleuth



Xfer
The Xfer Utility is used for DNS zone transfers.Description

network protocols/servicesCategories

Tags

LowRisk

MediumBusiness Relevance
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Applications: X
Xfer



Xfinity
A US cable television, telephone, & internet services provider.Description

web services provider,network protocols/servicesCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: X
Xfinity



Xfire
Instant Messenger for gamers.Description

web services provider,gaming,instant messaging,multimedia (TV/video)Categories

SSL protocol,instant chatTags

HighRisk

Very LowBusiness Relevance
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Applications: X
Xfire



XHamster
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: X
XHamster



Xiami.com
Chinese online music website.Description

web services provider,multimedia (music/audio)Categories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: X
Xiami.com



Xiaomi
Chinese electronics company which develops and sells smartphones, mobile
apps, laptops, and related consumer electronics.

Description

e-commerceCategories

SSL protocol,displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: X
Xiaomi



XING
Business focused social network.Description

social networkingCategories

web chat,blogTags

HighRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3626

Applications: X
XING



XiTi
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: X
XiTi



Xlite SIP Client
XTen X-lite SIP Client.Description

multimedia (other),VoIPCategories

high bandwidth,web chat,video conferencingTags

LowRisk

MediumBusiness Relevance
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Applications: X
Xlite SIP Client



XM Radio Online
Streaming audio.Description

multimedia (music/audio)Categories

high bandwidth,SSL protocolTags

LowRisk

LowBusiness Relevance
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Applications: X
XM Radio Online



XMPP
Extensible Messaging and Presence Protocol is an open technology for
real-time commnication.

Description

instant messagingCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: X
XMPP



XMPP File Transfer
MMS being used to send real-time process data.Description

network protocols/servicesCategories

file sharing/transferTags

HighRisk

MediumBusiness Relevance
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Applications: X
XMPP File Transfer



XNS
Xerox Network Services.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3632

Applications: X
XNS



XNS Authentication
Xerox Networking Services Authentication.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: X
XNS Authentication



XNS Clearinghouse
Xerox Networking Services Clearinghouse Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: X
XNS Clearinghouse



XNS Mail
Xerox Networking Services Mail.Description

emailCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: X
XNS Mail



XNS Time
XNS Time Protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: X
XNS Time



Xnxx
Adult Videos.Description

multimedia (TV/video)Categories

adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: X
Xnxx



XProtectUpdater
Anti-malware for Mac OS also called File Quarantine.Description

web services provider,software updateCategories

Tags

LowRisk

LowBusiness Relevance
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Applications: X
XProtectUpdater



XTP
Xpress Transport Protocol is a transport layer protocol.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: X
XTP



Xunlei
Chinese P2P program.Description

download manager,peer to peerCategories

evasive,high bandwidth,file sharing/transfer,recent vulnerabilities,UDP
protocol

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: X
Xunlei



Xunlei Kankan
Chinese webportal for video-on-demand service.Description

web services provider,multimedia (TV/video),mobile applicationCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: X
Xunlei Kankan



XVideos
Adult videos.Description

multimedia (TV/video)Categories

SSL protocolTags

Very HighRisk

Very LowBusiness Relevance
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Applications: X
XVideos



XVPN
Free VPN client for desktops & mobiles.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,tunnelsTags

LowRisk

LowBusiness Relevance
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Applications: X
XVPN



xvttp
Registered with IANA on port 508 TCP/UDP.Description

network protocols/servicesCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: X
xvttp



XWindows
Remote graphical user interface.Description

network protocols/servicesCategories

autostarts/stays residentTags

Very LowRisk

MediumBusiness Relevance
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Applications: X
XWindows



Xyplex
Xyplex.Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: X
Xyplex



Xywycom
A chinese internet medical services platform.Description

web services provider,businessCategories

displays adsTags

Very LowRisk

MediumBusiness Relevance
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Applications: X
Xywycom
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Applications: Y

This chapter contains the following sections:

• Y8, on page 3651
• Yahoo!, on page 3652
• Yahoo! Accounts, on page 3653
• Yahoo! Box, on page 3654
• Yahoo! Box Download, on page 3655
• Yahoo! Box Upload, on page 3656
• Yahoo! Calendar, on page 3657
• Yahoo! Douga, on page 3658
• Yahoo! Finance, on page 3659
• Yahoo! Flash, on page 3660
• Yahoo! Games, on page 3661
• Yahoo! Mail, on page 3662
• Yahoo! Messenger, on page 3663
• Yahoo! Messenger Audio, on page 3664
• Yahoo! Messenger Chat, on page 3665
• Yahoo! Messenger SMS, on page 3666
• Yahoo! Messenger Video, on page 3667
• Yahoo! Mobage, on page 3668
• Yahoo! MP4, on page 3669
• Yahoo! Screen, on page 3670
• Yahoo! Shockwave, on page 3671
• Yahoo! Slurp, on page 3672
• Yahoo! Toolbar, on page 3673
• Yahoo! Voice, on page 3674
• Yammer, on page 3675
• Yandex, on page 3676
• Yandex AppMetrica, on page 3677
• Yandex Bot, on page 3678
• Yandex Disk, on page 3679
• Yandex Email, on page 3680
• Yandex Images, on page 3681
• Yandex Maps, on page 3682
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• Yandex Market, on page 3683
• Yandex Money, on page 3684
• Yandex Music, on page 3685
• Yandex Translate, on page 3686
• Yandex Video, on page 3687
• Ybrant Digital, on page 3688
• Yellow Pages, on page 3689
• Yelp, on page 3690
• Yemonisoni, on page 3691
• Yesky, on page 3692
• Yet ABC, on page 3693
• Yeti Bot, on page 3694
• yfrog, on page 3695
• Yieldmanager, on page 3696
• Yik Yak, on page 3697
• YiXin, on page 3698
• Yle Areena, on page 3699
• Youdao Dictionary, on page 3700
• Youjizz, on page 3701
• Youku, on page 3702
• Youm7, on page 3703
• YouPorn, on page 3704
• YouPornGay, on page 3705
• Youth.cn, on page 3706
• YouTube, on page 3707
• Youtube Upload, on page 3708
• YouTubeMp3, on page 3709
• Yum, on page 3710
• YY, on page 3711
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Y8
Internet gaming website.Description

gaming,virtual worldsCategories

SSL protocol,displays ads,web gamingTags

Very LowRisk

Very LowBusiness Relevance
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Applications: Y
Y8



Yahoo!
Yahoo! and it's online services.Description

web services provider,search engineCategories

SSL protocol,safesearch supportedTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yahoo!



Yahoo! Accounts
Login session for Yahoo! Accounts.Description

web services provider,emailCategories

SSL protocol,sends mail,webmailTags

LowRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Accounts



Yahoo! Box
Yahoo! Japan cloud storage service.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

LowRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Box



Yahoo! Box Download
Retrieving files from Yahoo! Box.Description

remote file storageCategories

file sharing/transferTags

LowRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Box Download



Yahoo! Box Upload
Storing files in Yahoo! Box.Description

remote file storageCategories

Tags

LowRisk

LowBusiness Relevance
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Yahoo! Box Upload



Yahoo! Calendar
Yahoo! online calendar app.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Y
Yahoo! Calendar



Yahoo! Douga
Yahoo! Japan video streaming site.Description

multimedia (TV/video)Categories

SSL protocol,streaming feedTags

LowRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Douga



Yahoo! Finance
Yahoo! Stock and finance website.Description

e-commerce,business,financialCategories

SSL protocolTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Finance



Yahoo! Flash
Flash content from Yahoo!.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3660

Applications: Y
Yahoo! Flash



Yahoo! Games
Yahoo entertainment portal.Description

gamingCategories

high bandwidth,encrypts communications,business impact,displays ads,web
gaming

Tags

Very LowRisk

Very LowBusiness Relevance
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Applications: Y
Yahoo! Games



Yahoo! Mail
Yahoo!'s mail client.Description

emailCategories

SSL protocol,displays ads,webmailTags

MediumRisk

Very LowBusiness Relevance
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Applications: Y
Yahoo! Mail



Yahoo! Messenger
Yahoo!'s instant messenger.Description

instant messagingCategories

instant chat,Yahoo! msgr protocol,web gaming,voicemail,video conferencingTags

MediumRisk

MediumBusiness Relevance
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Applications: Y
Yahoo! Messenger



Yahoo! Messenger Audio
Audio via Yahoo! MessengerDescription

instant messagingCategories

instant chat,Yahoo! msgr protocol,web gaming,voicemail,video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yahoo! Messenger Audio



Yahoo! Messenger Chat
Chatting with Yahoo! MessengerDescription

instant messagingCategories

instant chat,Yahoo! msgr protocol,web gaming,voicemail,video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yahoo! Messenger Chat



Yahoo! Messenger SMS
SMS via Yahoo! MessengerDescription

instant messagingCategories

instant chat,Yahoo! msgr protocol,web gaming,voicemail,video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yahoo! Messenger SMS



Yahoo! Messenger Video
Video via Yahoo! MessengerDescription

instant messagingCategories

instant chat,Yahoo! msgr protocol,web gaming,voicemail,video conferencingTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yahoo! Messenger Video



Yahoo! Mobage
Mobile gaming platform popular in Japan.Description

gaming,mobile applicationCategories

Tags

LowRisk

Very LowBusiness Relevance
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Applications: Y
Yahoo! Mobage



Yahoo! MP4
MP4 content from Yahoo!.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: Y
Yahoo! MP4



Yahoo! Screen
Yahoo! Screen streaming site, formerly Yahoo! Video.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocolTags

MediumRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Screen



Yahoo! Shockwave
Shockwave content from Yahoo!.Description

multimedia (TV/video)Categories

Tags

MediumRisk

LowBusiness Relevance
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Applications: Y
Yahoo! Shockwave



Yahoo! Slurp
Yahoo! web-crawler that obtains content for Yahoo! Search engine.Description

web spider/search crawlerCategories

Tags

Very HighRisk

Very LowBusiness Relevance
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Applications: Y
Yahoo! Slurp



Yahoo! Toolbar
Yahoo!'s browser toolbar.Description

search engine,browser pluginCategories

SSL protocol,safesearch unsupportedTags

MediumRisk

Very LowBusiness Relevance
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Applications: Y
Yahoo! Toolbar



Yahoo! Voice
Yahoo!'s voice chat client.Description

VoIPCategories

recent vulnerabilities,displays ads,autostarts/stays residentTags

Very LowRisk

HighBusiness Relevance
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Applications: Y
Yahoo! Voice



Yammer
Enterprise social networking site.Description

web services provider,business,collaboration,social networkingCategories

SSL protocolTags

LowRisk

HighBusiness Relevance
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Applications: Y
Yammer



Yandex
Russian search engine.Description

web services provider,search engine,multimedia (music/audio)Categories

SSL protocol,encrypts communications,displays ads,safesearch supportedTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Yandex



Yandex AppMetrica
Yandex analytics.Description

e-commerce,ad portalCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex AppMetrica



Yandex Bot
Web crawler of Yandex.Description

web spider/search crawlerCategories

Tags

MediumRisk

MediumBusiness Relevance
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Applications: Y
Yandex Bot



Yandex Disk
A Yandex cloud storage product.Description

remote file storageCategories

SSL protocol,file sharing/transferTags

Very HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex Disk



Yandex Email
Webmail provided by Yandex.Description

emailCategories

sends mail,webmailTags

Very HighRisk

HighBusiness Relevance
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Applications: Y
Yandex Email



Yandex Images
Yandex image search.Description

search engine,web content aggregatorsCategories

SSL protocol,share photos,safesearch supportedTags

HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex Images



Yandex Maps
Online maps provided by Yandex.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: Y
Yandex Maps



Yandex Market
Yandex shopping.Description

e-commerceCategories

Tags

HighRisk

MediumBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3683

Applications: Y
Yandex Market



Yandex Money
Financial and stock market news from Yandex.Description

e-commerce,business,financialCategories

Tags

HighRisk

HighBusiness Relevance
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Applications: Y
Yandex Money



Yandex Music
Yandex music downloads.Description

multimedia (music/audio)Categories

SSL protocolTags

HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex Music



Yandex Translate
Online translation form Yandex.Description

web services providerCategories

Tags

HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex Translate



Yandex Video
Yandex video streaming page.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,share videoTags

HighRisk

MediumBusiness Relevance
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Applications: Y
Yandex Video



Ybrant Digital
Advertisement site.Description

web services provider,e-commerce,ad portalCategories

SSL protocol,displays adsTags

Very LowRisk

Very LowBusiness Relevance
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Applications: Y
Ybrant Digital



Yellow Pages
Online directory and Mapping services.Description

web services provider,businessCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3689

Applications: Y
Yellow Pages



Yelp
Social networking, user review, and local search service.Description

social networking,mobile application,newsCategories

displays ads,blogTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Yelp



Yemonisoni
Mobile ad traffic.Description

mobile applicationCategories

displays adsTags

HighRisk

LowBusiness Relevance
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Applications: Y
Yemonisoni



Yesky
Chinese IT portal.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

MediumBusiness Relevance
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Applications: Y
Yesky



Yet ABC
BitTorrent client.Description

peer to peerCategories

high bandwidth,share media,BitTorrent,User-Agent ExclusionTags

HighRisk

Very LowBusiness Relevance
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Applications: Y
Yet ABC



Yeti Bot
Web crawler used for game purpose.Description

gaming,web spider/search crawlerCategories

Tags

HighRisk

Very LowBusiness Relevance
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Applications: Y
Yeti Bot



yfrog
Site for posting and sharing photos and videos on twitter.Description

remote file storageCategories

SSL protocol,share video,share photosTags

Very LowRisk

Very LowBusiness Relevance
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Applications: Y
yfrog



Yieldmanager
Online advertising delivery portal.Description

web services provider,ad portalCategories

SSL protocol,encrypts communicationsTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Yieldmanager



Yik Yak
Mobile app to share/comment on post, like local buttetin board.Description

web services provider,instant messaging,mobile applicationCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: Y
Yik Yak



YiXin
Instant messaging for chat, file transfer service.Description

instant messagingCategories

SSL protocol,file sharing/transferTags

MediumRisk

Very LowBusiness Relevance
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Applications: Y
YiXin



Yle Areena
Finland's national public broadcasting company.Description

multimedia (TV/video),multimedia (music/audio)Categories

SSL protocol,displays ads,content provider,streaming feedTags

MediumRisk

Very LowBusiness Relevance
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Applications: Y
Yle Areena



Youdao Dictionary
A chinese dictionary, available online and offline.Description

web services providerCategories

Windows installer,User-Agent ExclusionTags

LowRisk

Very HighBusiness Relevance
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Applications: Y
Youdao Dictionary



Youjizz
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: Y
Youjizz



Youku
Chinese video hosting and sharing service.Description

multimedia (TV/video)Categories

high bandwidth,SSL protocol,share videoTags

LowRisk

Very LowBusiness Relevance
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Applications: Y
Youku



Youm7
Egyptian news website.Description

multimedia (other),newsCategories

displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Youm7



YouPorn
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: Y
YouPorn



YouPornGay
Adult Videos.Description

multimedia (TV/video)Categories

SSL protocol,not work related,adult contentTags

Very HighRisk

Very LowBusiness Relevance
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Applications: Y
YouPornGay



Youth.cn
A website for the Communist Youth League of China.Description

multimedia (other),newsCategories

SSL protocol,displays adsTags

Very LowRisk

LowBusiness Relevance
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Applications: Y
Youth.cn



YouTube
A video-sharing website on which users can upload, share, and view videos.Description

search engine,multimedia (TV/video)Categories

high bandwidth,SSL protocol,displays ads,share video,safesearch supportedTags

HighRisk

Very LowBusiness Relevance
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Applications: Y
YouTube



Youtube Upload
Upload and share videos.Description

remote file storage,multimedia (TV/video)Categories

SSL protocol,file sharing/transfer,share videoTags

MediumRisk

Very LowBusiness Relevance
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Applications: Y
Youtube Upload



YouTubeMp3
An online service for converting videos to mp3.Description

web services provider,multimedia (TV/video),multimedia (music/audio)Categories

Tags

LowRisk

LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3709

Applications: Y
YouTubeMp3



Yum
Package management tool for RPM based Linux operating systems.Description

download managerCategories

adds/installs other software,User-Agent ExclusionTags

Very LowRisk

MediumBusiness Relevance
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Applications: Y
Yum



YY
Chinese Chat application.Description

web services provider,network utilitiesCategories

SSL protocol,not work relatedTags

LowRisk

LowBusiness Relevance
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Applications: Y
YY
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Applications: Y
YY



Applications: Z

This chapter contains the following sections:

• Zabbix, on page 3715
• Zabbix Trap, on page 3716
• Zales, on page 3717
• Zalmos, on page 3718
• Zannet, on page 3719
• Zanox, on page 3720
• Zapier, on page 3721
• Zappos, on page 3722
• Zattoo, on page 3723
• Zbigz, on page 3724
• Zebra, on page 3725
• ZEDO, on page 3726
• Zendesk, on page 3727
• ZenMate, on page 3728
• ZenVPN, on page 3729
• ZergNet, on page 3730
• Zero VPN, on page 3731
• Zerodha, on page 3732
• Zhihu.com, on page 3733
• Zillow, on page 3734
• Zip.ca, on page 3735
• ZipCloud, on page 3736
• Zippyshare, on page 3737
• Zmags, on page 3738
• Zoho, on page 3739
• Zoho Assist, on page 3740
• Zoho Chat, on page 3741
• Zoho Connect, on page 3742
• Zoho Docs, on page 3743
• Zoho Mail, on page 3744
• Zoho SalesIQ Chat, on page 3745
• Zoho Social, on page 3746
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• Zoho Wiki, on page 3747
• Zol.com.cn, on page 3748
• Zomato, on page 3749
• Zombo.com, on page 3750
• Zoom, on page 3751
• Zoom Download, on page 3752
• Zoom Meeting, on page 3753
• Zoom Upload, on page 3754
• ZRTP, on page 3755
• Zscaler, on page 3756
• Zulily, on page 3757
• ZumoDrive, on page 3758
• Zynga, on page 3759
• Zynga Poker, on page 3760
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Applications: Z



Zabbix
Zabbix network management system.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zabbix



Zabbix Trap
Zabbix network management system trapper.Description

network utilitiesCategories

Tags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zabbix Trap



Zales
Jewelry retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zales



Zalmos
Web proxy/anonymizer.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,encrypts communications,tunnels,stealth tacticsTags

HighRisk

LowBusiness Relevance
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Applications: Z
Zalmos



Zannet
A combination Windows 95 network client and Unix server that providing
Windows 95 network drive access to your server files.

Description

remote file storageCategories

file sharing/transferTags

MediumRisk

LowBusiness Relevance
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Applications: Z
Zannet



Zanox
Advertising and analytics site.Description

ad portalCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zanox



Zapier
Automatically sync the web apps.Description

web content aggregatorsCategories

SSL protocol,encrypts communicationsTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zapier



Zappos
Online shoe and apparel retailer.Description

e-commerceCategories

SSL protocol,not work relatedTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zappos



Zattoo
Internet protocol television.Description

web services provider,multimedia (TV/video)Categories

SSL protocol,streaming feedTags

HighRisk

Very LowBusiness Relevance
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Applications: Z
Zattoo



Zbigz
Online BitTorrent Client.Description

web services providerCategories

SSL protocol,file sharing/transfer,BitTorrentTags

HighRisk

LowBusiness Relevance
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Applications: Z
Zbigz



Zebra
A high-performance, general-purpose structured text indexing and retrieval
engine. It reads structured records in a variety of input formats (eg. email,
XML, MARC) and allows access to them through exact boolean search
expressions and relevance-ranked fre

Description

network protocols/servicesCategories

Tags

Very LowRisk

MediumBusiness Relevance
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Applications: Z
Zebra



ZEDO
Web advertisement services.Description

web services provider,business,ad portalCategories

SSL protocol,displays adsTags

MediumRisk

Very LowBusiness Relevance
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Applications: Z
ZEDO



Zendesk
Customer support web application.Description

web services provider,business,collaborationCategories

SSL protocol,sends mailTags

Very LowRisk

Very HighBusiness Relevance
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Applications: Z
Zendesk



ZenMate
Proxy and security add-on to browser.Description

anonymizer/proxyCategories

SSL protocol,encrypts communicationsTags

HighRisk

LowBusiness Relevance
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Applications: Z
ZenMate



ZenVPN
VPN/anonymizer app.Description

VPN/tunnel,anonymizer/proxyCategories

evasive,SSL protocol,tunnelsTags

HighRisk

LowBusiness Relevance
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Applications: Z
ZenVPN



ZergNet
Content aggregator for Sci-Fi Article.Description

web services providerCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: Z
ZergNet



Zero VPN
A free VPN for mobile devices.Description

VPN/tunnelCategories

evasive,recent vulnerabilities,tunnels,stealth tacticsTags

HighRisk

MediumBusiness Relevance
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Applications: Z
Zero VPN



Zerodha
Financial services company with a focus on online stock brokerage.Description

e-commerce,business,financialCategories

SSL protocol,encrypts communicationsTags

LowRisk

MediumBusiness Relevance
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Applications: Z
Zerodha



Zhihu.com
Chinese Q&A website.Description

web services providerCategories

SSL protocol,displays adsTags

HighRisk

Very LowBusiness Relevance
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Applications: Z
Zhihu.com



Zillow
Online portal for Real Estate.Description

web services providerCategories

displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zillow



Zip.ca
Online DVD rental company based in Canada.Description

e-commerceCategories

not work relatedTags

MediumRisk

Very LowBusiness Relevance
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Applications: Z
Zip.ca



ZipCloud
Cloud-based backup service.Description

web services provider,remote file storageCategories

SSL protocolTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
ZipCloud



Zippyshare
File hosting site.Description

remote file storage,multimedia (TV/video),newsCategories

SSL protocol,file sharing/transferTags

Very HighRisk

Very LowBusiness Relevance

Cisco Firepower Application Detector Reference - VDB 342
3737

Applications: Z
Zippyshare



Zmags
Digital publisher for branded products to customer.Description

web services providerCategories

SSL protocol,encrypts communications,displays adsTags

LowRisk

LowBusiness Relevance
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Applications: Z
Zmags



Zoho
AWeb- based online office suite containing word processing, spreadsheets,
presentations, databases, note-taking, wikis, CRM, project management,
invoicing and other applications developed by ZOHO Corporation.

Description

web services provider,collaborationCategories

SSL protocolTags

MediumRisk

HighBusiness Relevance
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Applications: Z
Zoho



Zoho Assist
A remote support and remote access software.Description

remote administration,remote desktop control,mobile applicationCategories

SSL protocol,instant chat,web chat,allows remote controlTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zoho Assist



Zoho Chat
A web-enabled group chat application.Description

instant messagingCategories

SSL protocol,share media,instant chat,displays ads,share links,web
chat,tunnels

Tags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zoho Chat



Zoho Connect
A team collaboration software.Description

remote file storage,business,collaboration,mobile applicationCategories

SSL protocol,file sharing/transfer,business impactTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zoho Connect



Zoho Docs
Online document management software that lets you manage and store all
your files on the cloud.

Description

remote file storage,database,mobile applicationCategories

SSL protocol,file sharing/transfer,encrypts communicationsTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zoho Docs



Zoho Mail
Zoho webmail.Description

emailCategories

SSL protocol,encrypts communications,sends mail,webmailTags

Very LowRisk

MediumBusiness Relevance
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Applications: Z
Zoho Mail



Zoho SalesIQ Chat
Live chat software for website visitors and for customer support.Description

instant messaging,mobile applicationCategories

SSL protocol,instant chat,web-based support/help,displays ads,web chatTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zoho SalesIQ Chat



Zoho Social
A social media management tool.Description

social networking,mobile applicationCategories

SSL protocol,share media,displays ads,share photos,social network postTags

LowRisk

MediumBusiness Relevance
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Applications: Z
Zoho Social



Zoho Wiki
Zoho collaborative web space.Description

collaborationCategories

SSL protocol,share media,share linksTags

Very LowRisk

MediumBusiness Relevance
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Applications: Z
Zoho Wiki



Zol.com.cn
Online website for IT professional.Description

web services providerCategories

SSL protocol,displays adsTags

LowRisk

Very LowBusiness Relevance
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Applications: Z
Zol.com.cn



Zomato
Online restaraunt database.Description

web services providerCategories

Tags

LowRisk

HighBusiness Relevance
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Applications: Z
Zomato



Zombo.com
Website where you can do anything.Description

web services providerCategories

SSL protocolTags

Very LowRisk

Very LowBusiness Relevance
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Applications: Z
Zombo.com



Zoom
Remote conferencing via cloud computing.Description

multimedia (TV/video),remote desktop controlCategories

SSL protocol,business impactTags

LowRisk

HighBusiness Relevance
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Applications: Z
Zoom



Zoom Download
Downloading a file from Zoom.Description

web conferencingCategories

SSL protocol,file sharing/transfer,decrypted trafficTags

MediumRisk

MediumBusiness Relevance
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Applications: Z
Zoom Download



Zoom Meeting
Participating in a meeting on Zoom.Description

remote desktop control,web conferencingCategories

SSL protocol,allows remote connect,video conferencing,decrypted trafficTags

MediumRisk

MediumBusiness Relevance
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Applications: Z
Zoom Meeting



Zoom Upload
Uploading a file on Zoom.Description

web conferencingCategories

SSL protocol,file sharing/transfer,decrypted trafficTags

MediumRisk

MediumBusiness Relevance
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Applications: Z
Zoom Upload



ZRTP
Cryptographic protocol.Description

network protocols/servicesCategories

Tags

Very LowRisk

Very HighBusiness Relevance
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Applications: Z
ZRTP



Zscaler
Zscaler cloud-based information securityDescription

security managementCategories

Software as a ServiceTags

Very LowRisk

HighBusiness Relevance
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Applications: Z
Zscaler



Zulily
Online shopping aimed for Moms with childerns apparel and home decor
items.

Description

web services provider,e-commerceCategories

SSL protocolTags

HighRisk

Very LowBusiness Relevance
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Applications: Z
Zulily



ZumoDrive
Cloud storage and file synchronization service provider.Description

remote file storageCategories

file sharing/transfer,User-Agent ExclusionTags

LowRisk

HighBusiness Relevance
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Applications: Z
ZumoDrive



Zynga
Social network game developer.Description

gamingCategories

high bandwidth,SSL protocol,web gaming,Flash,Facebook gameTags

Very LowRisk

Very LowBusiness Relevance
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Applications: Z
Zynga



Zynga Poker
Poker game available on social network sites and mobile devices.Description

gaming,social networkingCategories

Facebook gameTags

MediumRisk

Very LowBusiness Relevance
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Applications: Z
Zynga Poker
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