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. About the Cisco Vulnerability Database

About the Cisco Vulnerability Database

The Cisco vulnerability database (VDB) is a database of known vulnerabilities to which hosts may be
susceptible, as well as fingerprints for operating systems, clients, and applications. The system uses the VDB
to help determine whether a particular host increases your risk of compromise.

The Cisco Talos Intelligence Group (Talos) issues periodic updates to the VDB. The time it takes to update
the VDB and its associated mappings on the Firepower Management Center depends on the number of hosts
in your network map. As a rule of thumb, divide the number of hosts by 1000 to determine the approximate
number of minutes to perform the update.

You can find VDB updates on the VDB Software Downloads page on Cisco.com.

. Cisco Firepower Application Detector Reference - VDB 327


https://software.cisco.com/download/home/286259687/type/286321931/release/VDB

| Release Notes for Cisco Vulnerability Database (VDB) Update 327
About the Cisco Firepower Application Detector Reference .

About the Cisco Firepower Application Detector Reference

The Cisco Firepower Application Detector Reference contains the release notes and information about the
application detectors supported in the VDB release. For each application listed in the reference, you can find
the following information:

* Description—A brief description of the application.

* Categories—A general classification for the application that describes its most essential function. Example
categories include web services provider, e-commerce, ad portal, and social networking.

*» Tags—Predefined tags that provide additional information about the application. Example tags include
webmail, SSL protocol, file sharing/transfer, and displays ads. An application can have zero, one, or
more tags.

* Risk—The likelihood that the application is used for purposes that might be against your organization’s
security policy. The risk levels are Very High, High, Medium, Low, and Very Low.

* Business Relevance—The likelihood that the application is used within the context of your organization’s
business operations, as opposed to recreationally. The relevance levels are Very High, High, Medium,
Low, and Very Low.
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. Supported Platforms and Software Versions

Supported Platforms and Software Versions

This guide relates to Vulnerability Database Updates installed via the following software versions on the
following platforms:

Sourcefire 3D System/Firepower System Version 5.x:

* Cisco FireSIGHT Management Centers (formerly Defense Centers)

Firepower Version 6.x:

* Cisco Firepower Management Centers (formerly Defense Centers/FireSIGHT Management Centers)
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Supported Detector Types

The following Detector Types are supported:
* application protocol
* client

» web application
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. Total Applications Supported in Vulnerability Database Update 327

Total Applications Supported in Vulnerability Database Update
321

Cisco Vulnerability Database (VDB) Update 327 supports 3,619 applications.
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Vulnerability Database Update 327 Changelog

This section describes the changes from VDB 325 (1:26:52 PM on July 12th, 2019 UTC) to VDB 327 (2:22:42

PM on August 27th, 2019 UTC).

Application Protocol Detectors

Total Added: 0
Total Removed: 0
Total Updated 0
Client Detectors
Total Added: 0
Total Removed: 0
Total Updated 0
Web Application Detectors
Total Added: 0
Total Removed: 0
Total Updated 0
FireSIGHT/Firepower Detector Updates
Total Added: 0
Total Removed: 0
Total Updated 7
Operating System Fingerprint Details
Total Added: 0
Total Removed: 0
Total Updated 0
Operating System and Hardware Fingerprint Details
Total Added: 0
Total Removed: 1
Total Updated 5

Vulnerability References

Cisco Firepower Application Detector Reference - VDB 327 .



Release Notes for Cisco Vulnerability Database (VDB) Update 327 |
. Vulnerability Database Update 327 Changelog

Total Added: 0
Total Removed: 0
Total Updated 0

Fingerprint References

Total Added: 0

Total Removed: 1

Total Updated 4
File Type Detectors

Total Added: 0

Total Removed: 0

Total Updated 1

Operating System Fingerprint Details:

* no additions or modifications

Operating System and Hardware Fingerprint Details:

* Google or Ubuntu or CentOS or Red Hat Android; CrOS or Linux or Enterprise Linux Android 2.3, 4.0,
4.1,4.2,4.3,4.4; CrOS 3701.81.2 or Linux 11.04, 12.10, 13.04 or Linux 6.3, 6.4 or Enterprise Linux
7.0 (ID 30959) (removed)

* Ubuntu or CentOS or Red Hat Linux or Enterprise Linux 13.10, 14.04, 16.04, 16.10 or CentOS 7.2, 7.3
or Enterprise Linux 7.5, 7.6 (ID 952) (updated)

* Microsoft Windows Vista, 7, Server 2008, 8, 10, Server 2012, Server 2012 R2, Server 2016; Windows
Phone 7.5, 8.0 (ID 30932) (updated)

* Google or Ubuntu or CentOS or Red Hat Android or CrOS or Linux or Enterprise Linux Android
22,2.3324.04.1,42,43,44,5.0,5.1,7.0 or Linux 11.04,12.10,13.04,13.10,14.04,16.04,16.10 or CentOS
6.3,6.4,7.2,7.3 or Enterprise Linux 7.0, 7.5, 7.6 or CrOS 3701.81.2 (ID 30941) (updated)

* Applei0S9.0,9.1,9.2,9.3,10.0,10.2,11.0, 11.1, 11.2, 11.3, 11.4, 12.0, 12.1, 12.2 (ID 60203) (updated)
* Red Hat Enterprise Linux 7.0, 7.5, 7.6 (ID 60207) (updated)

Fingerprint Reference Details:
* Fingerprint ID 30959 references (removed)
* Fingerprint ID 952 references (updated)
* Fingerprint ID 30932 references (updated)
* Fingerprint ID 30941 references (updated)
* Fingerprint ID 60207 references (updated)
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Application Protocol Detectors:

* no additions or modifications

Client Detectors:

* no additions or modifications

Web Application Detectors:

* no additions or modifications

FireSIGHT/Firepower Detector Updates:
 Facebook: Improvements over the Facebook application detector
* QQ: Improvements over the detection of QQ and NetBios
* XVPN: Improvements over the detection of the XVPN application
* GoToMeeting: Improvements over the detection of GoToMeeting
» QUIC: Added Quic Q046 protocol support

* Internet Download Manager: Improvements over the detection on the flows for Internet Download
Manager

* HTTP: Improvements over the detection of HTTP traffic

File Type Detector Details:
* SWF Flash file (ID 44) (updated)

Snort ID Vulnerability Reference Details:

* no additions or modifications
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. For Assistance

For Assistance

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information about Cisco Firepower devices, see What's New in Cisco Product
Documentation.

Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service. If you have any questions or require assistance with Cisco ASA devices, please
contact Cisco Support:

* Note: To open a TAC request, you must first register for a Cisco.com user ID

* Once you have a Cisco.com user ID, you may initiate or check on the status of a service request online
or contacting the TAC by phone:

* U.S. - 1-800-553-2447 Toll Free

* International support numbers

* For additional information on obtaining technical support through the TAC, please consult the Technical
Support Reference Guide (PDF - 1 MB)
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About Talos

The Talos Security Intelligence and Research Group (Talos) is made up of leading threat researchers supported
by sophisticated systems to create threat intelligence for Cisco products that detects, analyzes and protects
against both known and emerging threats. Talos maintains the official rule sets of Snort.org, ClamAV,
SenderBase.org and SpamCop. The team's expertise spans software development, reverse engineering,
vulnerability triage, malware investigation and intelligence gathering.
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Applications: 0-9

This chapter contains the following sections:

* 050plus, on page 15

* 1&1 Internet, on page 16
* 1-800-Flowers, on page 17
* 1000mercis, on page 18

* 100Bao, on page 19

* 12306.cn, on page 20

* 123Movies, on page 21

* 126.com, on page 22

* 17173.com, on page 23

* 1fichier, on page 24

* 2345.com, on page 25

* 24/7 Media, on page 26

* 247 Inc., on page 27

* 2channel, on page 28

* 2Leep, on page 29

* 33Across, on page 30

* 360 Safeguard, on page 31
* 39.net, on page 32

* 3Com AMP3, on page 33
* 3COM-TSMUX, on page 34
* 4399.com, on page 35

* 4chan, on page 36

* 4shared, on page 37

* 500px, on page 38

* 51.com, on page 39

* 56.com, on page 40

* 58 City, on page 41

* 5by5 Radio, on page 42

* 6.pm, on page 43

* 7digital, on page 44

* 914CQG, on page 45

* 9Gag, on page 46
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* OP, on page 47
* Op.com, on page 48
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050plus

050plus .

Description VoIP smartphone app.
Categories mobile application, VoIP
Tags

Risk Medium

Business Relevance Medium
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1&1 Internet

Applications: 0-9 |

Description Internet and Domain name service provider.
Categories web services provider,e-commerce

Tags displays ads

Risk Very Low

Business Relevance Low
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1-800-Flowers

Description Online retailer of flowers and other gifts.
Categories e-commerce

Tags displays ads,not work related

Risk Low

Business Relevance Very Low
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1000mercis

Applications: 0-9 |

Description Advertising and analytics site.
Categories ad portal

Tags displays ads

Risk Low

Business Relevance Very Low
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100Bao

100Ba0 [J§

Description A Chinese P2P file sharing program.
Categories peer to peer

Tags high bandwidth, file sharing/transfer,share m
Risk Very High

Business Relevance Very Low
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12306.cn

Applications: 0-9 |

Description China Railway online customer service.
Categories web services provider,e-commerce
Tags web-based support/help

Risk Very Low

Business Relevance High
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123Movies

123Movies .

Description Online movie site.
Categories multimedia (TV/video)
Tags 123Movies,0

Risk Medium

Business Relevance Very Low
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126.com

Applications: 0-9 |

Description Free webmail system.
Categories email

Tags sends mail,webmail
Risk Very Low

Business Relevance High
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17173.com

17173.com JJj

Description Chinese social networking site.
Categories social networking

Tags

Risk Medium

Business Relevance Very Low
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1fichier

Applications: 0-9 |

Description Cloud storage service.

Categories web services provider, remote file storage, business
Tags SSL protocol, file sharing/transfer

Risk Low

Business Relevance Medium
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2345.com

2345.com .

Description Web portal.

Categories web content aggregators
Tags

Risk Very Low

Business Relevance Medium

Cisco Firepower Application Detector Reference - VDB 327 .



B 247 Media

24/7 Media

Applications: 0-9 |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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247 Inc.

247 Inc. .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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2channel

Applications: 0-9 |

Description Japan based Internet forum.
Categories web content aggregators

Tags not work related,adult content
Risk Low

Business Relevance Very Low
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2Leep

2Leep .

Description Network for Bloggers.
Categories web services provider
Tags blog

Risk Medium

Business Relevance Low
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33Across

Applications: 0-9 |

Description Social ad delivery service.

Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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360 Safeguard

Description Chinese anti-virus software.
Categories security management

Tags

Risk Low

Business Relevance High
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39.net

Applications: 0-9 |

Description Chinese health information web portal.
Categories web services provider,healthcare services
Tags

Risk Very Low

Business Relevance High
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3Com AMP3

Description Registered with IANA on port 629 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B scom-tsmux

3COM-TSMUX

Description 3COM-TSMUX Queuing service, registered with TANA on port 106 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance High
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4399.com

4399.com .

Description Chinese gaming website.
Categories gaming

Tags web gaming,not work related
Risk Medium

Business Relevance Very Low
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4chan

Applications: 0-9 |

Description Website that hosts found images and discussions on them.
Categories instant messaging

Tags web chat,not work related

Risk Medium

Business Relevance Very Low
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4shared

4shared .

Description File sharing and storage service.
Categories remote file storage

Tags file sharing/transfer

Risk Low

Business Relevance High
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500px

Applications: 0-9 |

Description Online photo sharing.

Categories web services provider,mobile application

Tags SSL protocol,encrypts communications,display
Risk Very Low

Business Relevance Low
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51.com

51.com .

Description Chinese social networking site.
Categories social networking

Tags web chat

Risk Low

Business Relevance Low
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56.com

Applications: 0-9 |

Description Large Chinese video sharing site.
Categories multimedia (TV/video)

Tags high bandwidth,share video
Risk Low

Business Relevance Very Low
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58 City

sacity [

Description Classified information about 58 cities in China.
Categories web services provider,e-commerce

Tags SSL protocol,encrypts communications,display
Risk Very Low

Business Relevance Low
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5by5 Radio

Applications: 0-9 |

Description Online live and recorded talk shows.
Categories multimedia (other),multimedia (music/audio)
Tags encrypts communications,displays ads

Risk Medium

Business Relevance Low
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6.pm

6.pm .

Description Discount shoes and clothing retailer.
Categories e-commerce

Tags displays ads,not work related

Risk Low

Business Relevance Very Low
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1digital

Applications: 0-9 |

Description Digital music and video delivery company.
Categories e-commerce

Tags displays ads,not work related

Risk Very Low

Business Relevance Low
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914CG

sace i

Description Texas Instruments 914C/G terminal, registered with IANA on port 211
tep/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium

Cisco Firepower Application Detector Reference - VDB 327 .



. 9Gag

9Gag

Applications: 0-9 |

Description Meme aggregation site.

Categories web content aggregators, multimedia (other)
Tags SSL protocol, displays ads, share links, no
Risk Medium

Business Relevance Very Low
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9P

Description Plan 9 systems network protocol.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance High
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9p.com

Applications: 0-9 |

Description Games related internet site.
Categories e-commerce,gaming,news
Tags displays ads,not work related
Risk Medium

Business Relevance Very Low
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This chapter contains the following sections:

* ABC, on page 56

* Abonti, on page 57

» About.com, on page 58

* ABS-CBN, on page 59

» ACA Services, on page 60

* ACAP, on page 61

* Access Network, on page 62
* AccessBuilder, on page 63

» AccuWeather, on page 64

» Ace Hardware Corporation, on page 65
* Acer, on page 66

* AcFun, on page 67

» ACI, on page 68

* Acoon.de, on page 69

* ACR-NEMA, on page 70

* Acrobat.com, on page 71

* Active Networks, on page 72
* ActiveSync, on page 73

* Ad Advisor, on page 74

» AD Backup, on page 75

* AD DRS, on page 76

* AD DSAOP, on page 77

* AD DSROL, on page 78

» AD File Replication Service, on page 79
» Ad Marvel, on page 80

» Ad Master, on page 81

* Ad Mob, on page 82

» Ad Nexus, on page 83

* AD NSP, on page 84

* Ad Redirector, on page 85

» AD Restore, on page 86

* Ad Tech, on page 87
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* AD XDS, on page 88

* AD-X Tracking, on page 89

* Ad4mat, on page 90

* Adap.tv, on page 91

» Adaptive Receive Node Scheduling, on page 92
» Adblade, on page 93

* Adcash, on page 94

* Adconion Media Group, on page 95
» Addicting Games, on page 96

+ Addictive Mobility, on page 97

* AddThis, on page 98

* AddThis Bot, on page 99

* AddToAny, on page 100

» AdF.ly, on page 101

» AdGear, on page 102

* Adify, on page 103

» AdJuggler, on page 104

* Admeld, on page 105

* ADMETA, on page 106

* Admin5, on page 107

* AdNetwork.net, on page 108

» ADNStream, on page 109

* Ado Tube, on page 110

» Adobe Analytics, on page 111

» Adobe Connect, on page 112

» Adobe Creative Cloud, on page 113
» Adobe PostScript, on page 114

» Adobe Software, on page 115

» AdobeAlIR, on page 116

» Adorama, on page 117

* ADP, on page 118

» ADP GlobalView, on page 119

* ADP Resource, on page 120

» ADP Streamline, on page 121

» ADP TotalSource, on page 122

» ADP Vantage, on page 123

* ADP Workforce Now, on page 124
» AdReady, on page 125

» ADrive, on page 126

* AdRoll, on page 127

» adSage, on page 128

» AdSame, on page 129

* Adtech, on page 130

* Adtegrity, on page 131

* Adult Friend Finder, on page 132
» Adult World, on page 133
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| Applications: A

» Advanced Hosters, on page 134

» Advanced Packaging Tool, on page 135
* Advertising.com, on page 136

» Adweek, on page 137

* AdXpose, on page 138

* AED512, on page 139

* Aeolon Core Protocol, on page 140
* AEP, on page 141

* AFP, on page 142

* Afreeca, on page 143

» After School, on page 144

» AgentX, on page 145

» Aggregate Knowledge, on page 146
 AhrefsBot, on page 147

* Aili, on page 148

* AIM Express, on page 149

* Airbnb, on page 150

* AirPlay, on page 151

* Airsoft Powerburst, on page 152

* Airspace, on page 153

* Airtime, on page 154

* AirTunes, on page 155

* Aizhan, on page 156

* AJP, on page 157

» Akamai, on page 158

» Akamai NetSession Interface, on page 159
* Al Jazeera, on page 160

* Albawaba, on page 161

* Alias, on page 162

* Alibaba, on page 163

* Aliexpress, on page 164

* Alipay, on page 165

* Alisoft, on page 166

» Aliwangwang, on page 167

* Aliyun, on page 168

* Allegro.pl, on page 169

* Allmyapps, on page 170

* AllRecipes, on page 171

» Allstate, on page 172

* ALPES, on page 173

» ALTools, on page 174

* AMANDA, on page 175

* Amazon, on page 176

* Amazon Ads System, on page 177
* Amazon Cloud Drive, on page 178
* Amazon Cloud Drive Authenticate, on page 179
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Applications: A |

* Amazon Cloud Drive Download, on page 180
* Amazon Cloud Drive Upload, on page 181
» Amazon Cloud Player, on page 182

* Amazon Instant Video, on page 183

* Amazon Unbox, on page 184

* Amazon Web Services, on page 185

* AMD, on page 186

* Ameba, on page 187

* American Airlines, on page 188

* American Express, on page 189

* AMlInet, on page 190

* AMMYY, on page 191

* Amobee, on page 192

* AMQP, on page 193

* AMQPS, on page 194

* Ancestry.com, on page 195

» Ando Media, on page 196

* Android Asynchronous Http Client, on page 197
* Android browser, on page 198

* Android Client, on page 199

* Android Download Manager, on page 200
» Android Music, on page 201

* Android.com, on page 202

* ANET, on page 203

» Anghami, on page 204

* Angry Birds, on page 205

* Anipang, on page 206

* ANSA Notify, on page 207

* ANSA REX Trader, on page 208

* ANSI Z39.50, on page 209

* Answers.com, on page 210

* any host, on page 211

» AnyConnect, on page 212

» AnyConnect IPSec Client, on page 213

» AnyConnect SSL Client, on page 214

* AnyDesk, on page 215

* AODV, on page 216

* AOL, on page 217

* AOL Ads, on page 218

* AOL Games, on page 219

* AOL Instant Messenger, on page 220

* AOL Instant Messenger Netscape, on page 221
* AOL Mail, on page 222

* AOL Video, on page 223

» Apache Nutch, on page 224

* Apertus Tech Load Distribution, on page 225
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| Applications: A

* APNS, on page 226

* AppGlu, on page 227

» Apple App Store, on page 228

* Apple Developer, on page 229

* Apple iForgot, on page 230

» Apple Mail, on page 231

» Apple Maps, on page 232

» Apple Mobile Yahoo API, on page 233
* Apple Pipeline, on page 234

 Apple PubSub, on page 235

» Apple Remote Desktop, on page 236
* Apple sites, on page 237

 Apple Stocks, on page 238

* Apple Store, on page 239

* Apple Syndication, on page 240

* Apple Trailers, on page 241

» Apple TV, on page 242

» Apple Update, on page 243

» AppleCoreMedia, on page 244

* Applejuice, on page 245

* Applejuice GUI, on page 246

* appleqtcsrvr, on page 247

* AppleShare, on page 248

* AppleTalk Routing Maintenance, on page 249
» AppleTalk Unused 203, on page 250
» AppleTalk Unused 205, on page 251
» AppleTalk Unused 207, on page 252
* AppleTalk Unused 208, on page 253
 AppleTalk Zone Information Protocol, on page 254
» ApplianceWare Managment Protocol, on page 255
* Applix ac, on page 256

» AppNeta, on page 257

» AppNexus, on page 258

 Aptean, on page 259

* ArcGIS, on page 260

* ARCISDMS, on page 261

* ARCServe, on page 262

* Ares, on page 263

* Argos, on page 264

* Argus, on page 265

* Ariel, on page 266

* Ariel2, on page 267

* Ariel3, on page 268

* ARIS, on page 269

* Arizona Public Media, on page 270

* ARNS, on page 271
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Applications: A |

* Arora, on page 272

* ArtStack, on page 273

* AS Server Mapper, on page 274
» ASA, on page 275

* asa-appl-proto, on page 276

* Asana, on page 277

» ASF, on page 278

* Asia Times Online, on page 279
* Asipregistry, on page 280
 Ask.com, on page 281

» ASKfm, on page 282

* asos, on page 283

* ASProxy, on page 284

* Associated Press, on page 285

» Asterisk PBX, on page 286

* Astraweb, on page 287

* Asus, on page 288

* AT&T, on page 289

* ATEXSSTR, on page 290

* ATG Live Help, on page 291

» ATI Technologies, on page 292
+ Atlas Advertiser Suite, on page 293
» Atlassian, on page 294

* Atom, on page 295

* Atom.com, on page 296

* Audible.com, on page 297

* AudienceScience, on page 298

* AudioDocumentary.org, on page 299
* AUDIT, on page 300

+ auditd, on page 301

* Auditude, on page 302

* Aurora, on page 303

e Aurora CMGR, on page 304

* AURP, on page 305

* Authentication Service, on page 306
* Autoblog, on page 307

» Autodesk, on page 308

» Autohome.com.cn, on page 309
* AutoTrader.com, on page 310

* AutoZone, on page 311

* Avast, on page 312

* Avaya, on page 313

» Avaya Audio, on page 314

* Avaya Live, on page 315

* Avaya Video, on page 316

* AVG, on page 317
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| Applications: A

* Avian, on page 318

+ Avira Download/Update, on page 319
* Avito, on page 320

* Avocarrot, on page 321

* Avocent, on page 322

* Avoidr, on page 323

» Aweber, on page 324

* AX.25, on page 325

* Azar Live, on page 326

» AZLyrics, on page 327

* Azure cloud portal, on page 328
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Applications: A |

B asc

ABC

Description Web Portal for television network.

Categories web services provider,search engine,multimedia (TV/video),news
Tags web-based support/help,displays ads,web chat

Risk Medium

Business Relevance Very Low
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| Applications: A

Abonti

Abonti I

Description Web crawler.

Categories web spider/search crawler
Tags

Risk Low

Business Relevance Very Low
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. About.com

About.com

Applications: A |

Description A site that provides original information on various subjects.
Categories web content aggregators

Tags displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

ABS-CBN

ass-ceN I}

Description Phillipines-based news.

Categories web services provider, multimedia (TV/video), news
Tags file sharing/transfer, displays ads

Risk Very Low

Business Relevance High
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Applications: A |
. ACA Services

ACA Services

Description DEC's Application Control Architecture services, registered with IANA on
port 62 tcp/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

ACAP

acar i

Description Application Configuration Access Protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Access Network

Access Network

Applications: A |

Description Registered with IANA on port 699 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AccessBuilder .

AccessBuilder

Description A family of dial-in remote access servers for mobile computer users and
remote office workers.

Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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. AccuWeather

AccuWeather

Applications: A |

Description Weather forecasting website.

Categories web services provider,e-commerce,multimedia (TV/video)
Tags displays ads

Risk Very Low

Business Relevance Low
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| Applications: A
Ace Hardware Corporation .

Ace Hardware Corporation

Description Home improvement goods and hardware retailer.
Categories e-commerce

Tags displays ads,not work related

Risk Low

Business Relevance Very Low
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. Acer

Acer

Applications: A |

Description Manufacturer of PCs and laptops.
Categories business

Tags

Risk Very Low

Business Relevance High
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| Applications: A

AcFun

AcFun .

Description Video sharing site.

Categories web content aggregators, multimedia (TV/video)
Tags share media, displays ads, share video, not

Risk High

Business Relevance Very Low
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Applications: A |

B ~

ACI

Description Application Communication Interface, registered with IANA on port 187
tep/udp.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Acoon.de

Acoon.de .

Description Search engine and Web crawler.
Categories search engine,web spider/search crawler
Tags encrypts communications

Risk Low

Business Relevance Low
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Applications: A |
Bl Acr-nEmA

ACR-NEMA

Description A standard for handling, storing, printing, and transmitting medical imaging.
Registered with IANA on port 104 tcp/udp.

Categories network protocols/services

Tags file sharing/transfer,share media,share phot

Risk Low

Business Relevance High
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| Applications: A
Acrobat.com .

Acrobat.com

Description Adobe file transfer and PDF conversion site.
Categories web services provider

Tags file sharing/transfer

Risk Low

Business Relevance High
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Applications: A |
. Active Networks

Active Networks

Description A networking technology used to enable unique processing of each network
packet.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
ActiveSync .

ActiveSync

Description Microsoft software that allows synchronization of data between handheld
devices and desktop computers.

Categories network protocols/services,email

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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B AdAdvisor

Ad Advisor

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A
AD Backup .

AD Backup

Description Microsoft Active Directory Backup service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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[l Aooes

AD DRS

Applications: A |

Description Microsoft Active Directory Replication Service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
anpsaor i

AD DSAQP

Description Microsoft Active Directory System Agent service.
Categories network protocols/services,Active Directory

Tags

Risk Low

Business Relevance Very High
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[l AoosroL

AD DSROL

Applications: A |

Description Microsoft Active Directory Server Role service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
AD File Replication Service .

AD File Replication Service

Description Used to synchronize file changes between Active Directory servers.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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B AdMarvel

Ad Marvel

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Ad Master

Ad Master .

Description Advertisement site.

Categories web services provider, e-commerce, ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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B Admob

Ad Mob

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Ad Nexus

Ad Nexus .

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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Il Aonse

AD NSP

Applications: A |

Description Microsoft Active Directory Name Service Provider.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
Ad Redirector .

Ad Redirector

Description Ad service.
Categories e-commerce, ad portal
Tags displays ads

Risk Low

Business Relevance Very Low
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. AD Restore

AD Restore

Applications: A |

Description Microsoft Active Directory Restore service.
Categories network protocols/services,Active Directory
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

Ad Tech

AdTech [}

Description Advertisement site.

Categories web services provider, e-commerce, ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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Il Aoxos

AD XDS

Applications: A |

Description Microsoft Active Directory Extended Directory service.
Categories network protocols/services,Active Directory

Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
AD-X Tracking [Jj

AD-X Tracking

Description Data analysis and monitoring of ad-related traffic targeted for mobile
applications.

Categories web services provider,mobile application,ad portal

Tags

Risk Low

Business Relevance Medium
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. Ad4mat

Ad4mat

Applications: A |

Description Ad site.
Categories ad portal
Tags displays ads
Risk Low
Business Relevance Very Low
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| Applications: A

Adap.tv

Adap.tv .

Description Video advertising service.
Categories web services provider
Tags

Risk Very Low

Business Relevance Very Low
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. Adaptive Receive Node Scheduling

Adaptive Receive Node Scheduling

Applications: A |

Description Registered with IANA on port 384 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

Adblade

Adblade [

Description Advertising platform.

Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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. Adcash

Adcash

Applications: A |

Description Advertising network.

Categories web services provider

Tags SSL protocol,encrypts communications
Risk Very Low

Business Relevance Low
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| Applications: A
Adconion Media Group .

Adconion Media Group

Description Multi-channel ad delivery company.

Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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. Addicting Games

Addicting Games

Applications: A |

Description Website for flash games.

Categories gaming

Tags business impact,displays ads,web gaming,Flas
Risk Low

Business Relevance Very Low
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| Applications: A
Addictive Mobility [JJ]

Addictive Mobility

Description Mobile ad and media service.
Categories mobile application

Tags displays ads

Risk High

Business Relevance Low
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B Addamis

AddThis

Applications: A |

Description Social bookmarking service.
Categories web services provider

Tags encrypts communications
Risk Very Low

Business Relevance Low
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| Applications: A
AddThis Bot [JJj}

AddThis Bot

Description Web crawler by AddThis.
Categories web spider/search crawler
Tags

Risk Low

Business Relevance Low
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B AddToAny

AddToAny

Applications: A |

Description Social bookmarking and sharing platform.
Categories web services provider,browser plugin
Tags SSL protocol

Risk Medium

Business Relevance Low
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| Applications: A

AdFly

adrly i

Description URL shortening service.
Categories web services provider
Tags share links

Risk Very Low

Business Relevance Very Low
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. AdGear

AdGear

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

Adify

adity i

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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. AdJuggler

AdJuggler

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

Admeld

Admeld [}

Description Ad delivery company servicing online publishers.
Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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B Aomena

ADMETA

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

Adminb

Admins [J]

Description Chinese directory of web admins.
Categories web services provider

Tags

Risk Medium

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 327 .



. AdNetwork.net

AdNetwork.net

Applications: A |

Description Ad Portal.

Categories web services provider,business,ad portal
Tags

Risk Medium

Business Relevance Low
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| Applications: A
ADNStream .

ADNStream

Description Spanish video streaming site.
Categories e-commerce,multimedia (TV/video)
Tags displays ads

Risk Low

Business Relevance Very Low
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B AdoTube

Ado Tube

Applications: A |

Description Video advertising solution.

Categories web services provider,multimedia (TV/video),ad portal
Tags

Risk Low

Business Relevance Low
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| Applications: A
Adobe Analytics .

Adobe Analytics

Description Traffic going to Adobe Analytics websites such as scene7.com, demdex.net,
omtrdc.net, and 207.net.

Categories web services provider
Tags

Risk Very Low

Business Relevance Medium
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. Adobe Connect

Adobe Connect

Applications: A |

Description Online meeting and collaboration system.
Categories collaboration,web conferencing

Tags allows remote connect,allows remote control
Risk Low

Business Relevance High
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| Applications: A
Adobe Creative Cloud .

Adobe Creative Cloud

Description Adobe cloud services.

Categories web services provider, remote file storage
Tags share media

Risk Low

Business Relevance High
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. Adobe PostScript

Adobe PostScript

Applications: A |

Description A printing and imaging standard.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
Adobe Software .

Adobe Software

Description Adobe software and updates.

Categories business,browser plugin,software update
Tags SSL protocol,adds/installs other software
Risk Very Low

Business Relevance High
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Applications: A |
Bl Adoberr

AdobeAIR

Description Adobe runtime environment for rich internet applications.

Categories multimedia (TV/video),multimedia (other),browser plugin,mobile application
Tags Flash

Risk Low

Business Relevance Medium
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| Applications: A

Adorama

Adorama .

Description Online camera retailer.
Categories e-commerce

Tags displays ads,not work related
Risk Low

Business Relevance Very Low
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Applications: A |

B Ao

ADP

Description Payroll services.

Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP Globalview [

ADP GlobalView

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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. ADP Resource

ADP Resource

Applications: A |

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP Streamline .

ADP Streamline

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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. ADP TotalSource

ADP TotalSource

Applications: A |

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A
ADP Vantage .

ADP Vantage

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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. ADP Workforce Now

ADP Workforce Now

Applications: A |

Description An ADP payroll solution website.
Categories web services provider, financial
Tags

Risk Very Low

Business Relevance Very High
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| Applications: A

AdReady

AdReady [J]

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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. ADrive

ADrive

Applications: A |

Description Online file storage and backup.

Categories remote file storage

Tags evasive,FTP protocol,high bandwidth,SSL prot
Risk Very Low

Business Relevance High
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| Applications: A

AdRoll

Adroll I

Description Online advertising and Retargetting website vistor.
Categories web services provider,ad portal

Tags

Risk Low

Business Relevance Low
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. adSage

adSage

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AdSame

AdSame .

Description Chinese digital marketting platform.
Categories web services provider,ad portal
Tags

Risk Low

Business Relevance Low
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B Adtech

Adtech

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

Adtegrity

Adtegrity .

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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[ AdultFriend Finder

Adult Friend Finder

Applications: A |

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low
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| Applications: A
Adultworld [J|§

Adult World

Description Adult Videos.

Categories multimedia (TV/video)

Tags SSL protocol,not work related,adult content
Risk Very High

Business Relevance Very Low
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Applications: A |
. Advanced Hosters

Advanced Hosters

Description Content delivery network.

Categories web services provider, network protocols/services
Tags

Risk Low

Business Relevance Very High
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| Applications: A
Advanced Packaging Tool .

Advanced Packaging Tool

Description Installation/management of software for Debian GNU/Linux distribution.
Categories download manager

Tags adds/installs other software

Risk Very Low

Business Relevance Medium
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. Advertising.com

Advertising.com

Applications: A |

Description Web advertisement services.
Categories web services provider,business,ad portal
Tags SSL protocol,displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Adweek

Adweek .

Description Marketing, Media and advertising news.
Categories web services provider,multimedia (TV/video),news
Tags displays ads

Risk Medium

Business Relevance Very Low
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. AdXpose

AdXpose

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AED512

aes12 i

Description AED 512 Emulation service, registered with IANA on port 149 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Aeolon Core Protocol

Aeolon Core Protocol

Applications: A |

Description Registered with IANA on port 599 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AEP

aer

Description AppleTalk Echo Protocol.
Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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Applications: A |

B a

AFP

Description Apple Filing Protocol over tcp/udp. Registered with IANA on port 548
tep/udp.

Categories network protocols/services

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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| Applications: A

Afreeca

Afreeca .

Description Video streaming service based in South Korea.
Categories multimedia (TV/video)

Tags high bandwidth,share video

Risk Low

Business Relevance Very Low
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. After School

After School

Applications: A |

Description Anonymous messaging app.
Categories instant messaging, anonymizer/proxy
Tags evasive, SSL protocol, instant chat
Risk Medium

Business Relevance Low
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| Applications: A

AgentX

AgentX .

Description AgentX is an SNMP-related protocol.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Aggregate Knowledge

Aggregate Knowledge

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A

AhrefsBot

AhrefsBot .

Description Web crawler by Ahrefs, SEO tool for checking backlinks.
Categories web spider/search crawler

Tags

Risk Low

Business Relevance Low
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A

Aili

Applications: A |

Description Chinese web portal for news and reviews about fashion.
Categories web services provider

Tags displays ads,blog

Risk Very Low

Business Relevance Low
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| Applications: A
AIM Express .

AIM Express

Description Browser-based client for AIM.
Categories instant messaging

Tags SSL protocol,instant chat,web chat
Risk Low

Business Relevance Medium
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B Airbnb

Airbnb

Applications: A |

Description Online accommodation rental service.
Categories web services provider,mobile application

Tags SSL protocol,encrypts communications,display
Risk Very Low

Business Relevance Low
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| Applications: A

AirPlay

airrlay ||

Description Wirelessly steam audio, video and photos on the iOS device to big screen
display.

Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider

Risk Very Low

Business Relevance Low
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Applications: A |
. Airsoft Powerburst

Airsoft Powerburst

Description A remote access accelertor that caches client sessions on the remote server.
IANA tcp/udp 485.

Categories network protocols/services,remote administration

Tags

Risk Medium

Business Relevance High
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| Applications: A

Airspace

Airspace .

Description LeapMotion app store.
Categories e-commerce

Tags

Risk Very Low

Business Relevance Medium
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B Airtime

Airtime

Applications: A |

Description Video chat.

Categories web services provider,social networking,web conferencing
Tags SSL protocol,encrypts communications,instant

Risk Very Low

Business Relevance Low
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| Applications: A

AirTunes

AirTunes .

Description Wireless Server for steaming audio, video and photos on the iOS device to
big screen display.

Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider

Risk Very Low

Business Relevance Low
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Applications: A |

. Aizhan

Aizhan

Description Chinese web portal.

Categories web services provider,search engine
Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

AJP

ar i

Description Communications between webservers and servlet repositories.
Categories network protocols/services

Tags

Risk Very High

Business Relevance Very Low
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Applications: A |

. Akamai

Akamai

Description Internet content delivery network and SSL certificate provider.
Categories web services provider,web content aggregators

Tags SSL protocol,encrypts communications

Risk Very Low

Business Relevance Low
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| Applications: A
Akamai NetSession Interface .

Akamai NetSession Interface

Description Interface for faster download.
Categories web services provider,collaboration
Tags file sharing/transfer,streaming feed
Risk Low

Business Relevance Low
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. Al Jazeera

Al Jazeera

Applications: A |

Description News network based in the Arab world.
Categories news

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Albawaba

Albawaba .

Description Middle Eastern news.
Categories multimedia (TV/video), news
Tags SSL protocol, content provider
Risk Very Low

Business Relevance High
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B Aias

Alias

Applications: A |

Description Registered with IANA on port 1187 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

Alibaba

Alibaba [J||

Description International trade site.
Categories e-commerce

Tags

Risk Low

Business Relevance Medium
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. Aliexpress

Aliexpress

Applications: A |

Description Online shopping portal.

Categories web services provider,e-commerce,gaming,social networking
Tags SSL protocol,encrypts communications,display

Risk Very Low

Business Relevance Low
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| Applications: A

Alipay

Alipay .

Description Online payment service.

Categories web services provider,e-commerce,financial
Tags

Risk Medium

Business Relevance Medium
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B Aisoft

Alisoft

Applications: A |

Description IT company for wesites design and development.
Categories web services provider,business

Tags

Risk Very Low

Business Relevance Low
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| Applications: A
Aliwangwang .

Aliwangwang

Description Instant messaging.
Categories instant messaging
Tags instant chat

Risk Medium

Business Relevance Medium
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. Aliyun

Aliyun

Applications: A |

Description Chinese web portal.
Categories web services provider
Tags

Risk Low

Business Relevance Medium
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| Applications: A

Allegro.pl

Allegro.pl .

Description Polish auction website.
Categories web services provider,e-commerce
Tags SSL protocol

Risk Medium

Business Relevance Low
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. Allmyapps

Allmyapps

Applications: A |

Description Application update manager.

Categories software update

Tags adds/installs other software, Windows install
Risk Low

Business Relevance High
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| Applications: A
AllRecipes .

AllRecipes

Description Recipes and cooking guide.

Categories web services provider,multimedia (TV/video)
Tags share media,displays ads,share video

Risk Medium

Business Relevance Very Low
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. Allstate

Allstate

Applications: A |

Description Insurance company.
Categories e-commerce,financial
Tags SSL protocol

Risk Very Low

Business Relevance High

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A

ALPES

ares i

Description Administration Delocalisee Par Emissions Securisee (ALPES) is a secure
network administration protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B Atrools

AlLTools

Applications: A |

Description Software tools by ESTsoft.

Categories web services provider

Tags SSL protocol,encrypts communications,bundles
Risk Low

Business Relevance Low
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| Applications: A

AMANDA

amanoA i

Description Advanced Maryland Automatic Network Disk Archiver. IANA tcp/udp port
10080.

Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Amazon

Amazon

Applications: A |

Description Online retailer of books and most other goods.
Categories e-commerce

Tags encrypts communications

Risk Very Low

Business Relevance Low
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| Applications: A
Amazon Ads System .

Amazon Ads System

Description Amazon Ad services.
Categories web services provider,ad portal
Tags

Risk Medium

Business Relevance Low
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. Amazon Cloud Drive

Amazon Cloud Drive

Applications: A |

Description Web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic
Risk Medium

Business Relevance Medium
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| Applications: A
Amazon Cloud Drive Authenticate .

Amazon Cloud Drive Authenticate

Description Login action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance Medium
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Applications: A |
. Amazon Cloud Drive Download

Amazon Cloud Drive Download

Description Download action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance Medium
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| Applications: A
Amazon Cloud Drive Upload .

Amazon Cloud Drive Upload

Description Upload action from Amazon cloud drive, a web Storage application.
Categories remote file storage

Tags file sharing/transfer,decrypted traffic

Risk Medium

Business Relevance Medium
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Applications: A |
. Amazon Cloud Player

Amazon Cloud Player

Description Media player by Amazon facilitates listening music from cloud or download
on the device.

Categories web services provider,multimedia (music/audio),mobile application

Tags

Risk High

Business Relevance Very Low
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| Applications: A
Amazon Instant Video .

Amazon Instant Video

Description Amazon video streaming site.
Categories multimedia (TV/video)

Tags high bandwidth

Risk Medium

Business Relevance Low
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. Amazon Unbox

Amazon Unbox

Applications: A |

Description Amazon video player app.
Categories multimedia (TV/video)
Tags high bandwidth

Risk Medium

Business Relevance Low
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| Applications: A
Amazon Web Services .

Amazon Web Services

Description Online cloud computing service.

Categories web services provider,remote file storage,business,database,web desktop
Tags SSL protocol,console gaming

Risk Medium

Business Relevance Very Low
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B avo

AMD

Applications: A |

Description A manufacturer or PC chipsets.
Categories business

Tags

Risk Very Low

Business Relevance High
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| Applications: A

Ameba

Ameba .

Description Japanese blogging and social networking website.
Categories web services provider,social networking

Tags encrypts communications,displays ads,web cha
Risk Very Low

Business Relevance Low
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. American Airlines

American Airlines

Applications: A |

Description Airline services and travel planner.
Categories web services provider,business

Tags SSL protocol,encrypts communications
Risk Medium

Business Relevance Very Low
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| Applications: A
American Express .

American Express

Description Financial services company.
Categories e-commerce,business, financial

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Medium
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Applications: A |

B AMinet

AMinet

Description AMInet Protocol is used for communication and control of Alcorn McBride
Inc. products.

Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AMMYY

avmyy i

Description Remote access software.
Categories remote administration
Tags allows remote connect
Risk Medium

Business Relevance Low
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. Amobee

Amobee

Applications: A |

Description Advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A

AMOQP

aver i

Description Advanced Message Queing Protocol, a message-oriented protocol for
communications applications.

Categories network protocols/services, business, instant messaging

Tags

Risk Very Low

Business Relevance Very High
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Applications: A |
B Awvers

AMOPS

Description Advanced Message Queing Protocol over SSL.
Categories network protocols/services, business, instant messaging
Tags SSL protocol

Risk Very Low

Business Relevance Very High
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| Applications: A
Ancestry.com .

Ancestry.com

Description Online family history resource.
Categories web services provider,search engine
Tags displays ads

Risk Medium

Business Relevance Very Low
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B Ando Media

Ando Media

Applications: A |

Description Metrics and analytics for Internet radio.
Categories web services provider,multimedia (music/audio)
Tags SSL protocol,encrypts communications

Risk Medium

Business Relevance Low
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| Applications: A
Android Asynchronous Http Client .

Android Asynchronous Http Client

Description Asynchronous callback-based HTTP client for Android.
Categories web services provider

Tags

Risk High

Business Relevance Low
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. Android browser

Android browser

Applications: A |

Description Browser for Android devices.
Categories web browser,mobile application
Tags

Risk Low

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A
Android Client ]

Android Client

Description Client for Android devices.

Categories web services provider,mobile application
Tags

Risk Very Low

Business Relevance Low
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Applications: A |
. Android Download Manager

Android Download Manager

Description Mobile app to manage the downloads for Android.
Categories web services provider,download manager,mobile application
Tags

Risk Low

Business Relevance Low
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| Applications: A
Android Music .

Android Music

Description Google play music streaming and downloads.
Categories multimedia (music/audio),mobile application
Tags

Risk Very Low

Business Relevance Low
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. Android.com

Android.com

Applications: A |

Description Android web site.
Categories e-commerce
Tags

Risk Very Low
Business Relevance Medium
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| Applications: A

ANET

aner i}

Description Registered with IANA on port 212 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. Anghami

Anghami

Applications: A |

Description Music streaming site.

Categories multimedia (music/audio), mobile application
Tags

Risk Low

Business Relevance Low
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| Applications: A
Angry Birds .

Angry Birds

Description Catapult game.

Categories gaming

Tags web gaming,social network game,not work rela
Risk Medium

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 327 .



. Anipang

Anipang

Applications: A |

Description Online Mobile puzzle game.
Categories gaming,mobile application
Tags displays ads

Risk High

Business Relevance Very Low
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| Applications: A
AnsA Notity [J||

ANSA Notify

Description ANSA REX Notify, registered with IANA on port 116 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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Applications: A |
[ ANSAREX Trader

ANSA REX Trader

Description ANSA REX Trader, registered with IANA on port 124 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Ansizaoso i

ANSI Z39.50

Description A client-server protocol for searching and retrieving information from remote
computer databases.

Categories network protocols/services,database
Tags

Risk Very Low

Business Relevance Medium
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. Answers.com

Answers.com

Applications: A |

Description A site that provides original answers to questions.
Categories web content aggregators

Tags displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

any host

any host .

Description Registered with IANA as IP Protocol 61.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. AnyConnect

AnyConnect

Applications: A |

Description Cisco VPN server.

Categories VPN/tunnel,network protocols/services
Tags tunnels

Risk Very Low

Business Relevance Very High
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| Applications: A
AnyConnect IPSec Client .

AnyConnect IPSec Client

Description IPSec in use by Cisco VPN client.
Categories VPN/tunnel

Tags encrypts communications

Risk Very Low

Business Relevance Very High
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. AnyConnect SSL Client

AnyConnect SSL Client

Applications: A |

Description SSL in use by Cisco VPN client.
Categories VPN/tunnel

Tags encrypts communications

Risk Very Low

Business Relevance Very High
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| Applications: A

AnyDesk

AnyDesk .

Description Remote Desktop Access Software.
Categories remote administration, remote desktop control
Tags SSL protocol, allows remote connect, allows
Risk High

Business Relevance Medium
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Applications: A |

[l roov

AODV

Description Ad hoc On-Demand Distance Vector (AODV) is a routing protocol for mobile
ad hoc networks.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AOL

ao. i

Description American company develops, grows and invests in brands and web sites.
Categories web services provider

Tags SSL protocol

Risk Medium

Business Relevance Low
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B roLads

AOL Ads

Applications: A |

Description AOL advertisement site.

Categories web services provider,e-commerce,ad portal
Tags displays ads

Risk Very Low

Business Relevance Very Low
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| Applications: A
AOL Games .

AOL Games

Description Online games on AOL.com.

Categories gaming

Tags business impact, displays ads, web gaming, no
Risk Low

Business Relevance Very Low
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. AOL Instant Messenger

AOL Instant Messenger

Applications: A |

Description AOL's internet chat client.

Categories instant messaging, VoIP

Tags instant chat,autostarts/stays resident, OSCAR
Risk Very Low

Business Relevance Medium
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| Applications: A
AOL Instant Messenger Netscape .

AOL Instant Messenger Netscape

Description AOQL Instant Messenger - Netscape.
Categories instant messaging

Tags instant chat,autostarts/stays resident, OSCAR
Risk Low

Business Relevance Low
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B Ao mail

AOL Mail

Applications: A |

Description AOL's email client.
Categories email

Tags sends mail

Risk Low

Business Relevance Medium
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| Applications: A

AOL Video

AoLvideo [Jj

Description Videos on AOL.com.

Categories web services provider, multimedia (TV/video)
Tags not work related

Risk Medium

Business Relevance Low
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. Apache Nutch

Apache Nutch

Applications: A |

Description Open soruce web crawler.
Categories web spider/search crawler
Tags

Risk Very Low

Business Relevance Low
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| Applications: A
Apertus Tech Load Distribution .

Apertus Tech Load Distribution

Description Registered with IANA on port 539 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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[l apns

APNS

Applications: A |

Description Apple Push Notification Service.
Categories network protocols/services,network utilities
Tags autostarts/stays resident

Risk Very Low

Business Relevance Medium
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| Applications: A

AppGlu

AppGlu .

Description Mobile apps for business use.

Categories business, collaboration, mobile application
Tags

Risk Low

Business Relevance Very High
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. Apple App Store

Apple App Store

Applications: A |

Description Apple iPhone app downloads. Different than Mac App Store.
Categories web services provider

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Apple Developer .

Apple Developer

Description Web portal for Apple Developer.

Categories web services provider,remote file storage,business,web desktop
Tags SSL protocol

Risk Medium

Business Relevance Low
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. Apple iForgot

Apple iForgot

Applications: A |

Description Password reset portal for Apple.
Categories web services provider

Tags SSL protocol,encrypts communications
Risk Low

Business Relevance Very Low
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| Applications: A
Apple Mail [}

Apple Mail

Description Apple email client.

Categories email

Tags encrypts communications,sends mail,Mac insta
Risk Medium

Business Relevance Medium
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. Apple Maps

Apple Maps

Applications: A |

Description Apple maps and navigation.
Categories web services provider

Tags

Risk Very Low

Business Relevance High
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| Applications: A
Apple Mobile Yahoo API [J|]

Apple Mobile Yahoo API

Description Yahoos Mobile Applications for Apple product.
Categories multimedia (other)

Tags web-based support/help

Risk Medium

Business Relevance Low
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Applications: A |
. Apple Pipeline

Apple Pipeline

Description Apple Pipeline Testing on iOS devices, like Apple TV, iPod and etc.
Categories download manager

Tags

Risk Low

Business Relevance High
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| Applications: A
Apple PubSub [J|§

Apple PubSub

Description Web Feed.

Categories web content aggregators
Tags share media

Risk Medium

Business Relevance Low
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. Apple Remote Desktop

Apple Remote Desktop

Applications: A |

Description VNC on Mac OSX.
Categories remote desktop control
Tags allows remote connect
Risk Very Low

Business Relevance High
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| Applications: A
Apple sites .

Apple sites

Description Apple corporate websites.
Categories e-commerce

Tags displays ads

Risk Very Low

Business Relevance Medium
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Applications: A |
. Apple Stocks

Apple Stocks

Description Stock related updates.
Categories business,mobile application
Tags

Risk Medium

Business Relevance Very Low
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| Applications: A
Apple Store .

Apple Store

Description Official online retailer of Apple products.
Categories e-commerce

Tags displays ads

Risk Low

Business Relevance Very Low

Cisco Firepower Application Detector Reference - VDB 327 .



. Apple Syndication

Apple Syndication

Applications: A |

Description Apple's web feed for products like Safari and iTunes.
Categories web services provider

Tags

Risk Low

Business Relevance Low
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| Applications: A
Apple Trailers .

Apple Trailers

Description Portal for quicktime motion picture trailers.
Categories multimedia (TV/video)

Tags high bandwidth,content provider

Risk Very Low

Business Relevance Very Low
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Applications: A |
. Apple TV

Apple TV

Description Apple device to receive the media traffics from Internet or Local networks.
Categories web services provider,multimedia (TV/video),multimedia (other)

Tags content provider

Risk Very Low

Business Relevance Low
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| Applications: A
Apple Update .

Apple Update

Description Apple software updating tool.
Categories software update

Tags adds/installs other software
Risk Low

Business Relevance Medium
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. AppleCoreMedia

AppleCoreMedia

Applications: A |

Description Application used by Mobile Safari to handle media streams.
Categories multimedia (TV/video),mobile application

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Applejuice .

Applejuice

Description Peer-to-peer file sharing.

Categories peer to peer

Tags evasive,high bandwidth,file sharing/transfer
Risk Very High

Business Relevance Very Low
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B Appiejuice Gui

Applejuice GUI

Applications: A |

Description A graphical front end for the Applejuice Core.
Categories peer to peer

Tags evasive,high bandwidth,file sharing/transfer
Risk Very High

Business Relevance Very Low
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| Applications: A
appleqtcsrvr .

appleqtcsrvr

Description Registered with IANA on port 545 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. AppleShare

AppleShare

Applications: A |

Description AppleShare IP WebAdmin.
Categories network protocols/services
Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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| Applications: A
AppleTalk Routing Maintenance .

AppleTalk Routing Maintenance

Description A protocol for AppleTalk routers to keep each other informed about the
topology of the network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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I AppleTalk Unused 203

AppleTalk Unused 203

Applications: A |

Description Registered with IANA on port 203 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AppleTalk Unused 205 ]

AppleTalk Unused 205

Description Registered with IANA on port 205 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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I AppleTalk Unused 207

AppleTalk Unused 207

Applications: A |

Description Registered with IANA on port 207 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
AppleTalk Unused 208 ]

AppleTalk Unused 208

Description Registered with IANA on port 208 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: A |
. AppleTalk Zone Information Protocol

AppleTalk Zone Information Protocol

Description The Zone Information Protocol was the protocol by which AppleTalk network
numbers were associated with zone names.

Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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| Applications: A
ApplianceWare Managment Protocol .

ApplianceWare Managment Protocol

Description Registered with IANA on port 688 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Applix ac

Applix ac

Applications: A |

Description Registered with IANA on port 999 UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AppNeta

AppNeta .

Description Web application performance metrics and analytics.
Categories web services provider

Tags

Risk Low

Business Relevance Very High
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Applications: A |
. AppNexus

AppNexus

Description Real-time advertising services.

Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A

Aptean

Aptean .

Description Enterprise software company.
Categories web services provider,e-commerce
Tags

Risk Very Low

Business Relevance Very Low
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. ArcGIS

ArcGIS

Applications: A |

Description GIS tool to analyse, Manage and Manipulate the Spatial data.
Categories web services provider

Tags high bandwidth

Risk Medium

Business Relevance Very Low
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| Applications: A
arcisoms i

ARCISDMS

Description Registered with IANA on port 262 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. ARCServe

ARCServe

Applications: A |

Description Distributed network backup system.
Categories remote file storage,network utilities
Tags high bandwidth,file sharing/transfer
Risk Low

Business Relevance Very High

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A

Ares

Ares .

Description P2P file sharing program.

Categories peer to peer

Tags evasive,high bandwidth,file sharing/transfer
Risk High

Business Relevance Very Low
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Applications: A |

. Argos

Argos

Description British online retailer of appliances, hardware, and other goods.
Categories e-commerce

Tags displays ads,not work related

Risk Low

Business Relevance Very Low
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| Applications: A

Argus

Argus .

Description Registered with IANA as IP Protocol 13.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: A |

B Adiel

Ariel

Description Infotrieve Ariel. Cloud-based system for converting and storing image scans
as PDF.

Categories network protocols/services

Tags file sharing/transfer

Risk Medium

Business Relevance Medium
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| Applications: A

Ariel2

arieiz JJj

Description Ariel allows users to send high-detail electronic images.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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B A

Ariel3

Applications: A |

Description Ariel allows users to send high-detail electronic images.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

ARIS

aris

Description Aggregate Route-Based IP Switching establishes switched paths through a
network.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Arizona Public Media

Arizona Public Media

Applications: A |

Description Web portal by University of Arizona to connect people.
Categories web services provider

Tags encrypts communications,displays ads

Risk Low

Business Relevance Low
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| Applications: A

ARNS

Arns i

Description A Remote Network Server system. Registered with IANA on port 384 tcp/udp.
Categories network protocols/services

Tags file sharing/transfer

Risk Very Low

Business Relevance Medium
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. Arora

Arora

Applications: A |

Description A web browser.

Categories web browser

Tags adds/installs other software, Windows install
Risk Low

Business Relevance Medium
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| Applications: A

ArtStack

Anstack ||

Description Social platform for Art.

Categories web services provider,social networking
Tags social network post

Risk Low

Business Relevance Medium
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Applications: A |
. AS Server Mapper

AS Server Mapper

Description Provides a method for client applications to determine the port number
associated with a particular server.

Categories network protocols/services
Tags

Risk Medium

Business Relevance Medium
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| Applications: A

ASA

asa i

Description Registered with IANA on port 386 tcp/udp.
Categories network protocols/services

Tags

Risk Very Low

Business Relevance Medium
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. asa-appl-proto

asa-appl-proto

Applications: A |

Description Registered with IANA on port 502 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

Asana

Asana .

Description Collboration service.

Categories web services provider,collaboration
Tags

Risk Low

Business Relevance Very High
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B asr

ASF

Applications: A |

Description Microsoft's proprietary audio/video format.
Categories web browser

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Asia Times Online .

Asia Times Online

Description Web Portal for news update.

Categories web services provider,search engine,news
Tags displays ads,web chat

Risk Medium

Business Relevance Very Low
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. Asipregistry

Asipregistry

Applications: A |

Description Registered with IANA on port 687 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

Ask.com

Ask.com .

Description Search engine.

Categories search engine,multimedia (TV/video)
Tags

Risk Medium

Business Relevance Very Low
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B Askim

ASKfm

Applications: A |

Description Question and answer themed search engine.
Categories search engine

Tags SSL protocol, safesearch unsupported

Risk Very Low

Business Relevance Medium
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| Applications: A

asos

asos .

Description Clothing and fashion brand.
Categories e-commerce, business

Tags displays ads

Risk Very Low

Business Relevance Very Low
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. ASProxy

ASProxy

Applications: A |

Description ASProxy open-source web proxy
Categories anonymizer/proxy

Tags encrypts communications

Risk High

Business Relevance Very Low

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A
Associated Press .

Associated Press

Description Official web site for the Associated Press, non-profit news agency.
Categories news

Tags displays ads

Risk Low

Business Relevance Very Low
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[l Asterisk PBX

Asterisk PBX

Applications: A |

Description PBX implementation to support VoIP and PSTN.
Categories multimedia (other), VoIP

Tags high bandwidth,web chat,video conferencing
Risk Very Low

Business Relevance Very High
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| Applications: A

Astraweb

Astraweb .

Description A Usenet/newsgroup service provider.
Categories news

Tags file sharing/transfer

Risk High

Business Relevance Very Low
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. Asus

Asus

Applications: A |

Description Manufacturer of PCs and PC components.
Categories business

Tags

Risk Very Low

Business Relevance High
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| Applications: A

AT&T

arar i}

Description Telecom and Internet provider.
Categories web services provider

Tags web-based support/help,not work related
Risk Low

Business Relevance Very Low
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B AtexssTr

ATEXSSTR

Applications: A |

Description Registered with IANA on port 212 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
ATG Live Help [J|}

ATG Live Help

Description A suite of online help tools for the customer support center.
Categories instant messaging

Tags

Risk Very Low

Business Relevance Very High
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. ATI Technologies

ATl Technologies

Applications: A |

Description Semiconductor company specializing in graphics chipsets.
Categories e-commerce,business

Tags

Risk Very Low

Business Relevance Medium
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| Applications: A
Atlas Advertiser Suite .

Atlas Advertiser Suite

Description Tools for online advertising.

Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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. Atlassian

Atlassian

Applications: A |

Description Project Control and Management Software.
Categories remote file storage

Tags SSL protocol,file sharing/transfer,encrypts
Risk Very Low

Business Relevance Very High
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| Applications: A

Atom

Atom .

Description Atom is a web content syndication system similar to RSS.
Categories web content aggregators,news

Tags blog

Risk Very Low

Business Relevance Medium
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. Atom.com

Atom.com

Applications: A |

Description Entertainment website focused on film and animation.
Categories web content aggregators,multimedia (TV/video)

Tags share media,displays ads,share video,content

Risk Low

Business Relevance Very Low
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| Applications: A

Audible.com .
Audible.com
Description Digital audio version for books, magazines, information and other
entertainments.
Categories web services provider,multimedia (music/audio)
Tags SSL protocol,encrypts communications
Risk Medium
Business Relevance Very Low
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. AudienceScience

AudienceScience

Applications: A |

Description Online marketing.

Categories web services provider,business,social networking,ad portal
Tags displays ads

Risk Very Low

Business Relevance Medium
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| Applications: A
AudioDocumentary.org .

AudioDocumentary.org

Description Online archive of public-domain audio and video documentaries.
Categories multimedia (TV/video),multimedia (music/audio)

Tags

Risk Very Low

Business Relevance Medium
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Applications: A |

B Ao

AUDIT

Description Unisys Audit SITP.
Categories network protocols/services
Tags

Risk Very Low

Business Relevance Medium
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| Applications: A

auditd

auditd [JJj

Description The audit daemon operates as a server, monitoring /dev/audit for local audit
data.

Categories web spider/search crawler

Tags file sharing/transfer

Risk Medium

Business Relevance High
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B Auditude

Auditude

Applications: A |

Description Video advertising application.
Categories web services provider,business,ad portal
Tags displays ads

Risk Low

Business Relevance Medium
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| Applications: A

Aurora

Aurora .

Description IBM AURORA Performance Visualizer. IANA TCP/UDP port 9084.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Aurora CMGR

Aurora CMGR

Applications: A |

Description Registered with IANA on port 364 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

AURP

avre i

Description AppleTalk Update-based Routing Protocol (AURP) is an AppleTalk WAN
routing protocol.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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Applications: A |
. Authentication Service

Authentication Service

Description Provides a means to determine the identity of a user of a particular TCP
connection.

Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A

Autoblog

Autoblog .

Description Automobile news and information site.
Categories multimedia (TV/video),news

Tags displays ads,not work related

Risk Very Low

Business Relevance Very Low
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. Autodesk

Autodesk

Applications: A |

Description A CAD and 3D printing software company,
Categories web services provider

Tags

Risk Low

Business Relevance Very High
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| Applications: A
Autohome.com.cn .

Autohome.com.cn

Description Chinese website targetted for automotive related information.
Categories web services provider

Tags displays ads

Risk Medium

Business Relevance Low
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. AutoTrader.com

AutoTrader.com

Applications: A |

Description Used car listings by owner or dealer.
Categories e-commerce

Tags displays ads

Risk Low

Business Relevance Very Low
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| Applications: A

AutoZone

AutoZone .

Description Automotive parts and accessories retailer.
Categories e-commerce

Tags not work related

Risk Very Low

Business Relevance Low
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. Avast

Avast

Applications: A |

Description Anti-virus software for Windows PCs.
Categories security management

Tags adds/installs other software, Windows install
Risk Low

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A

Avaya

Avaya .

Description Network and Communication solution provider.
Categories web services provider,business

Tags displays ads

Risk Very Low

Business Relevance Low
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. Avaya Audio

Avaya Audio

Applications: A |

Description Traffic generated by Avaya Audio.
Categories multimedia (music/audio)

Tags

Risk Medium

Business Relevance Low
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| Applications: A
Avaya Live .

Avaya Live

Description Cloud based VoIP service.

Categories VPN/tunnel,business,email,mobile application, VoIP
Tags SSL protocol,encrypts communications,instant
Risk Low

Business Relevance High
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. Avaya Video

Avaya Video

Applications: A |

Description Traffic generated by Avaya video.
Categories multimedia (TV/video)

Tags

Risk Medium

Business Relevance Low
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| Applications: A

AVG

ave B

Description AVG Antivirus/Security software download and updates.
Categories security management

Tags adds/installs other software

Risk Very Low

Business Relevance Medium
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. Avian

Avian

Applications: A |

Description Registered with IANA on port 486 TCP/UDP.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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| Applications: A
Avira Download/Update .

Avira Download/Update

Description Avira Antivirus/Security software download and updates.
Categories security management

Tags adds/installs other software

Risk Very Low

Business Relevance High
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. Avito

Avito

Applications: A |

Description Russian online marketplace.
Categories e-commerce

Tags SSL protocol, displays ads
Risk Medium

Business Relevance Low
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| Applications: A

Avocarrot

Avocarrot .

Description Mobile ad traffic.
Categories mobile application
Tags displays ads

Risk High

Business Relevance Low
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. Avocent

Avocent

Applications: A |

Description Registered with IANA on port 1078 tcp/udp.
Categories network protocols/services,anonymizer/proxy
Tags

Risk Very Low

Business Relevance Medium

. Cisco Firepower Application Detector Reference - VDB 327



| Applications: A

Avoidr

Avoidr .

Description Web based proxy compatible with many popular social networking sites.
Categories anonymizer/proxy

Tags encrypts communications

Risk High

Business Relevance Very Low
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. Aweber

Aweber

Applications: A |

Description Email marketing Service.
Categories web services provider,business
Tags instant chat

Risk Low

Business Relevance Very Low
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| Applications: A

AX.25

ax2s i}

Description AX.25 is a data link layer protocol derived from the X.25 protocol suite.
Categories network protocols/services

Tags

Risk Medium

Business Relevance Medium
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. Azar Live

Azar Live

Applications: A |

Description Instant messaging and video.
Categories instant messaging, mobile application
Tags SSL protocol

Risk Very Low

Business Relevance Low
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| Applications: A

AZLyrics

AZLyrics .

Description Website for sharing and cataloging song lyric transcriptions.
Categories web services provider

Tags share media

Risk Very Low

Business Relevance Very Low
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Applications: A |
. Azure cloud portal

Azure cloud portal

Description Microsoft Azure cloud service portal.

Categories web services provider,remote file storage,business,database,web desktop
Tags SSL protocol, Office 365

Risk Very Low

Business Relevance High
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Applications: B

This chapter contains the following sections:

* B&H Photo Video, on page 334
* Babelgum, on page 335

* Babylon, on page 336

* Babytree, on page 337

* Backblaze, on page 338

* Backpack, on page 339

*» Backpage.com, on page 340

* Backupgrid, on page 341

» BackWeb, on page 342

* BACnet, on page 343

* Badoo, on page 344

* Baidu, on page 345

* Baidu Movies, on page 346

* Baidu Yun, on page 347

* BaiduHi, on page 348

* Baiduspider, on page 349

* Baike.com, on page 350

* Balatarin, on page 351

* Bandcamp, on page 352

* Bank of America, on page 353
* Banyan VIP, on page 354

* banyan-rpc, on page 355

* Barnes and Noble, on page 356
» Barneys New York, on page 357
* Basecamp, on page 358

* Battle.net, on page 359

* Battle.net Desktop, on page 360
* Battle.net Protocol, on page 361
* Battle.net site, on page 362

* Battlefield, on page 363

* Baydin, on page 364

* Bazaarvoice, on page 365
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Applications: B |

* BB, on page 366

* BBB, on page 367

* BBC, on page 368

* BBC iPlayer, on page 369

* BBN RCC, on page 370

* BearShare, on page 371

* Bebo, on page 372

* Beeg, on page 373

» Behance, on page 374

* Bejeweled Blitz, on page 375
* Bejeweled Chrome Extension, on page 376
* Benefitfocus, on page 377

* beRecruited, on page 378

* Best Arabic Games, on page 379
* Best Buy, on page 380

* BesTV, on page 381

* Bet365, on page 382

* Betclic, on page 383

* Betternet, on page 384

* Beweb, on page 385

* BFTP, on page 386

* BGMP, on page 387

* BGP, on page 388

* bgs-nsi, on page 389

*« BH611, on page 390

* BHEVENT, on page 391

* BHFHS, on page 392

* BHMDS, on page 393

* BigBlueButton, on page 394
* BigUpload, on page 395

* Bild.de, on page 396

* Bilibili, on page 397

* BillDesk, on page 398

* Bing, on page 399

* Bing Bar, on page 400

* Bing Maps, on page 401

* Bingbot, on page 402

* BioDigital Human, on page 403
* Biography.com, on page 404
* Bitauto, on page 405

* Bitbucket, on page 406

* Bitcasa, on page 407

* BitCoin, on page 408

* Bitcoin Forum, on page 409
* BitComet, on page 410

* BitDefender, on page 411
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| Applications: B

* BitGravity, on page 412

* bitly, on page 413

* BITS, on page 414

* BitTornado, on page 415

* BitTorrent, on page 416

* BitTorrent Sync, on page 417

» BitTorrent tracker, on page 418
* Bizo, on page 419

* Bizrate, on page 420

* BJNP, on page 421

* BJNP Discovery, on page 422
* Black & Decker Corporation, on page 423
* Blackbaud, on page 424

* Blackberry browser, on page 425
* Blackberry sites, on page 426

* Blackboard, on page 427

* Blackbox, on page 428

* Blackjack, on page 429

* Blast, on page 430

* Blasting News, on page 431

* BlazeFS, on page 432

* Bleacher Report, on page 433

* Blekko, on page 434

* BlekkoBot, on page 435

* BLIDM, on page 436

* blinkx, on page 437

* Blip.tv, on page 438

* Blizzard, on page 439

* Blizzard Client, on page 440

* Blizzard Downloader, on page 441
* Blizzard Game Data, on page 442
* Blockbuster, on page 443

* blog.jp, on page 444

* Blogfa, on page 445

* Blogger, on page 446

* Bloglovin, on page 447

* Blokus, on page 448

* Bloomberg, on page 449

* Bloomingdales, on page 450

* Blue Nile, on page 451

* Bluefly, on page 452

* Bluehost, on page 453

* BlueJeans, on page 454

* BlueKai, on page 455

* BlueLithium, on page 456

* BlueStacks, on page 457
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Applications: B |

* BlueStacks apps, on page 458

* BlueStacks download, on page 459
* BlueStacks update, on page 460
* bmpp, on page 461

*« BNA, on page 462

* Bnet, on page 463

* Boingo, on page 464

* BoldChat, on page 465

* Bomgar, on page 466

* BongaCams, on page 467

* Bonjour, on page 468

* Booking.com, on page 469

* Boom Beach, on page 470

* Boomerang, on page 471

* Bootstrap CDN, on page 472

* Borland DSJ, on page 473

* Box, on page 474

* Boxcar.io, on page 475

* Boxnet Upload SSL, on page 476
* Boxoh, on page 477

* BranchOut, on page 478

* BravoTube, on page 479

* BRCDN, on page 480

* Break.com, on page 481

* Brewster, on page 482

* Bria, on page 483

* Brightcove, on page 484

* Brightroll, on page 485

* Brighttalk, on page 486

* Brilig, on page 487

* Britton Lee IDM, on page 488

* Brothersoft, on page 489

* Browsec, on page 490

* Browzar, on page 491

* BRSRVR, on page 492

* Bubble Island, on page 493

» Bubble Saga, on page 494

» Bubble Witch Saga, on page 495
* Buffer, on page 496

* Bukalapak, on page 497

* Bundle Discovery Protocol, on page 498
* Burnbook, on page 499

* Burstly, on page 500

* Business Insider, on page 501

* Business Intelligence, on page 502
* BuzzFeed, on page 503
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* BuzzHand, on page 504
* BV! Media, on page 505
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[l B&H Photo Video

B&H Photo Video

Applications: B |

Description Online retailer of cameras.
Categories e-commerce

Tags displays ads

Risk Low

Business Relevance Very Low
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| Applications: B

Babelgum

Babelgum .
