ASA Deployment with ASDM

Is This Chapter for You?

This chapter describes how to deploy a standalone ASA logical device, including how to configure smart
licensing. This chapter does not cover the following deployments, for which you should refer to the ASA
configuration guide:

* Clustering
* Failover

* CLI configuration

This chapter also walks you through configuring a basic security policy; if you have more advanced
requirements, refer to the configuration guide.

Privacy Collection Statement—The Firepower 4100 does not require or actively collect personally-identifiable
information. However, you can use personally-identifiable information in the configuration, for example for
usernames. In this case, an administrator might be able to see this information when working with the
configuration or when using SNMP.

* End-to-End Procedure, on page 1

* Chassis Manager: Register the Chassis with the Licensing Server, on page 2
* Chassis Manager: Add an ASA Logical Device, on page 7

* Log Into the ASDM, on page 10

* Configure License Entitlements on the ASA, on page 11

* Configure the ASA, on page 12

* Access the ASA CLI, on page 14

» What's Next?, on page 15

* History for the ASA, on page 15

End-to-End Procedure

See the following tasks to deploy and configure the ASA on your chassis.
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Chassis Manager: Register the Chassis with the Licensing
Server

The ASA uses Smart Licensing. You can use regular Smart Licensing, which requires internet access; or for
offline management, you can configure Permanent License Reservation or a Smart Software Manager On-Prem
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(formerly known as a Satellite server). For more information about these offline licensing methods, see Cisco
ASA Series Feature Licenses; this guide applies to regular Smart Licensing.

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

For the ASA on the Firepower 4100, Smart Software Licensing configuration is split between FXOS on the
chassis and the ASA.

* Firepower 4100—Configure all Smart Software Licensing infrastructure in FXOS, including parameters
for communicating with the License Authority. The Firepower 4100 itself does not require any licenses
to operate.

* ASA—Configure all license entitlements in the ASA.

When you register the chassis, the Smart Software Manager issues an ID certificate for communication between
the firewall and the Smart Software Manager. It also assigns the firewall to the appropriate virtual account.
Until you register with the Smart Software Manager, you will not be able to make configuration changes to
features requiring special licenses, but operation is otherwise unaffected. Licensed features include:

* Essentials
* Security Contexts
* Carrier—Diameter, GTP/GPRS, M3UA, SCTP

* Strong Encryption (3DES/AES)—If your Smart Account is not authorized for strong encryption, but
Cisco has determined that you are allowed to use strong encryption, you can manually add a stong
encryption license to your account.

* Cisco Secure Client—Secure Client Advantage, Secure Client Premier, or Secure Client VPN Only.

When you request the registration token for the ASA from the Smart Software Manager, check the Allow
export-controlled functionality on the productsregistered with thistoken check box so that the full Strong
Encryption license is applied (your account must be qualified for its use). The Strong Encryption license is
automatically enabled for qualified customers when you apply the registration token on the chassis, so no
additional action is required. If your Smart Account is not authorized for strong encryption, but Cisco has
determined that you are allowed to use strong encryption, you can manually add a strong encryption license
to your account.

Strong encryption is required for ASDM access.

Before you begin
» Have a master account on the Smart Software Manager.

If you do not yet have an account, click the link to set up a new account. The Smart Software Manager
lets you create a master account for your organization.

* Your Smart Software Manager account must qualify for the Strong Encryption (3DES/AES) license to
use some features (enabled using the export-compliance flag).

* If you have not already done so, Configure NTP.

* If you did not configure DNS during the initial setup, add a DNS server on the Platform Settings> DNS
page.
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Procedure

Step 1 Make sure your Smart Licensing account contains the available licenses you need, including at a minimum
the Essentials license.

When you bought your device from Cisco or a reseller, your licenses should have been linked to your Smart
Software Manager account. However, if you need to add licenses yourself, use the Find Products and
Solutions search field on the Cisco Commerce Workspace. Search for the following license PIDs:

Figure 1: License Search

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

* Essentials license—L-FPR4100-ASA=. The Essentials license is free, but you still need to add it to your
Smart Software Licensing account.

* 10 context license—L-FPR4K-ASASC-10=. Context licenses are additive; buy multiple licenses to meet
your needs.

* 230 context license—L-FPR4K-ASASC-230=. Context licenses are additive; buy multiple licenses to
meet your needs.

* 250 context license—L-FPR4K-ASASC-250=. Context licenses are additive; buy multiple licenses to
meet your needs.

* Carrier (Diameter, GTP/GPRS, M3UA, SCTP)—L-FPR4K-ASA-CAR=

* Strong Encryption (3DES/AES) license—L-FPR4K-ENC-K9=. Only required if your account is not
authorized for strong encryption.

* Cisco Secure Client—See the Cisco Secure Client Ordering Guide. You do not enable this license directly
in the ASA.

Step 2 In the Cisco Smart Software Manager, request and copy a registration token for the virtual account to which
you want to add this device.

a) Click Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing
Alerts License Conversion Reports Email Motification Satellites Activity

b) On the General tab, click New Token.
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General Licenses

Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

©)

On the Create Registration Token dialog box enter the following settings, and then click Create Token:

Create Registration Token .

This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token @

Create Token Cancel

* Description
» Expire After—Cisco recommends 30 days.

« Allow export-controlled functionaility on the productsregistered with thistoken—Enables the
export-compliance flag.
The token is added to your inventory.

d) Click the arrow icon to the right of the token to open the Token dialog box so you can copy the token ID

to your clipboard. Keep this token ready for later in the procedure when you need to register the ASA.
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Chassis Manager: Register the Chassis with the Licensing Server

Figure 2: View Token

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]IhYTIEGQ4OSDOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +
Figure 3: Copy Token
Token @ X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

Step 3 In the chassis manager, choose System > Licensing > Smart License.
Step 4 Enter the registration token in the Enter Product Instance Registration Token field.

> Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this product.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration

Enter Product Instance Registration Token:

ZGQyOWIIZmYtMTAWZCOOMMEILTKAZTUtNMM3ZidmM200NZZKLTE INTUYNjU3%0ANTQ40DREYVCITVNEKa0IIQ
MNPNTInMOSNOVR6SYEDRDQdChEXyOFKUEVXMUISY%0AZFIMQTO%3D%0A

If you don't have your product instance registration token, you may copy it frem your Cisco Smart Software
Manager under the assigned virtual account.

| Register |

Step 5 Click Register.

The Firepower 4100 registers with the License Authority. Successful registration can take several minutes.
Refresh this page to see the status.

Figure 4: Registration in Progress
Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Mot Allowed

License Authorization:
Status: Mo Licenses in Use
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Figure 5: Registration Successful

Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - request access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2019 CDT
Last Renewal Attempt: Mone

MNext Renewal Attempt: Sep 11 13:16:34 2015 CDT
Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:

Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blened S emmn s smime Fime Abbaonmbs Ane 14 131,30 AA10 OOT

Unregister

Chassis Manager: Add an ASA Logical Device

You can deploy an ASA from the Firepower 4100 as a native instance.

To add a failover pair or cluster, see the ASA general operations configuration guide.

This procedure lets you configure the logical device characteristics, including the bootstrap configuration
used by the application.

Before you begin

* Configure a Management interface to use with the ASA; see Configure Interfaces. The Management
interface is required. Note that this Management interface is not the same as the chassis management
port that is used only for chassis management (and that appears at the top of the I nterfacestabas MGMT).

* Gather the following information:
* Interface IDs for this device
* Management interface IP address and network mask
» Gateway IP address

* New admin password/enable password

Procedure

Step 1 In the chassis manager, choose L ogical Devices.
Step 2 Click Add > Standalone, and set the following parameters:
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Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native A4

QK Cancel

a) Provide a Device Name.

This name is used by the chassis supervisor to configure management settings and to assign interfaces; it
is not the device name used in the application configuration.

Note You cannot change this name after you add the logical device.
b) For the Template, choose Cisco: Adaptive Security Appliance.

¢) Choose the Image Version.
d) Click OK.

You see the Provisioning - device name window.

Step 3 Expand the Data Ports area, and click each interface that you want to assign to the device.
Overview Interfaces QLIIEINVENTEER Security Modules Platform Settings System Tools|
Provisioning - asal L
Standalone | Cisco: Adaptive Security Appliance | 9.12.0.59 pra
Data Ports -
Ethernet1/1
Ethernetl/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Ethernetl/1
=
Ethernet2/4 ASA - 9.12.0.59

Click to configure

Ethernet2/6

You can only assign Data interfaces that you previously enabled on the Interfaces page. You will later enable
and configure these interfaces in ASDM, including setting the IP addresses.

Step 4 Click the device icon in the center of the screen.
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A dialog box appears where you can configure initial bootstrap settings. These settings are meant for initial
deployment only, or for disaster recovery. For normal operation, you can later change most values in the
application CLI configuration.

Step 5 On the General Information page, complete the following:

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Interface Information

Management Interface: Ethernet1/8 w
DEFAULT

Address Type: IPv4 only S
IPv4

Management IP: 10.83.58.239

Network Mask: 255.255.252.0

Network Gateway: 10.83.56.1|

a) Choose the Management Interface.

This interface is used to manage the logical device. This interface is separate from the chassis management
port.

b) Choose the management interface Address Type: |Pv4 only, IPv6 only, or IPv4 and | Pv6.
¢) Configure the Management | P address.

Set a unique IP address for this interface.

d) Enter a Network Mask or Prefix Length.
e) Enter a Network Gateway address.

Step 6 Click Settings.

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password: aessnes

Confirm Password: u-uu.|

a) Choose the Firewall Mode: Routed or Transparent.

In routed mode, the ASA is considered to be a router hop in the network. Each interface that you want to
route between is on a different subnet. A transparent firewall, on the other hand, is a Layer 2 firewall that
acts like a “bump in the wire,” or a “stealth firewall,” and is not seen as a router hop to connected devices.
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Step 7
Step 8

ASA Deployment with ASDM |

The firewall mode is only set at initial deployment. If you re-apply the bootstrap settings, this setting is
not used.

b) Enter and confirm a Password for the admin user and for the enable password.

The preconfigured ASA admin user/password and enable password are useful for password recovery; if
you have FXOS access, then you can reset the admin user password/enable password if you forget it.

Click OK to close the configuration dialog box.
Click Save.

The chassis deploys the logical device by downloading the specified software version and pushing the bootstrap
configuration and management interface settings to the application instance. Check the L ogical Devicespage
for the status of the new logical device. When the logical device shows its Status as online, you can start
configuring the security policy in the application.

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&P |l 8
Status
@ online (_L;:' #* (455

Log Into the ASDM

Step 1

Launch the ASDM so you can configure the ASA.

Before you begin

* See the ASDM release notes on Cisco.com for the requirements to run ASDM.

» Make sure the ASA logical device Statusis online on the chassis manager L ogical Devices page.

Procedure

Enter the following URL in your browser.

« https.//management_ip—Management interface IP address that you entered in the bootstrap configuration.

Note Be sure to specify https://, and not http:// or just the IP address (which defaults to HTTP); the
ASA does not automatically forward an HTTP request to HTTPS.
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Step 2
Step 3

Step 4

Configure License Entitlements on the ASA .

The Cisco ASDM web page appears. You may see browser security warnings because the ASA does not have
a certificate installed; you can safely ignore these warnings and visit the web page.

Click one of these available options: Install ASDM Launcher or Run ASDM.
Follow the onscreen instructions to launch ASDM according to the option you chose.

The Cisco ASDM-IDM Launcher appears.

Leave the username empty, enter the enable password that you set when you deployed the ASA, and click
OK.

The main ASDM window appears.

Configure License Entitlements on the ASA

Step 1
Step 2

Assign licenses to the ASA. You must at a minimum assign the Standard license.

Before you begin

* Chassis Manager: Register the Chassis with the Licensing Server, on page 2.

Procedure

In ASDM, choose Configuration > Device Management > Licensing > Smart Licensing.

Set the following parameters:

~ ) Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration
Feature Tier: standard E
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) Check Enable Smart license configuration.
b) From the Feature Tier drop-down list, choose Essentials.

Only the Essentials tier is available.
¢) (Optional) For the Context license, enter the number of contexts.

You can use 10 contexts without a license. The maximum number of contexts is 250. For example, to use
the maximum, enter 240 for the number of contexts; this value is added to the default of 10.

d) (Optional) Check Carrier.
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Step 3 Click Apply.
If you do not have the appropriate licenses in your account, you cannot apply your license changes.

Step 4 Click the Save icon in the toolbar.
Step 5 Quit ASDM and relaunch it.

When you change licenses, you need to relaunch ASDM to show updated screens.

Configure the ASA

Using ASDM, you can use wizards to configure basic and advanced features. You can also manually configure
features not included in wizards.

Procedure

Step 1 Choose Wizards > Startup Wizard, and click the M odify existing configur ation radio button.
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Step 2

Step 3
Step 4

Configure the ASA .

@& Launcher File View Tools m Window Help
o0 " Startup Wizard... " Cisco
& = VPN WiZlirds ‘ ) ‘ id Ga
&% Configuration |**| Monitor ard Help | Type topic Co
_ B D . High Availability and Scalability Wizard... & b g
7~ Device List- hookatksy | Unified Communication Wizard... |
000 Device List | ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

The Startup Wizard walks you through configuring:
* The enable password
* Interfaces, including setting the inside and outside interface IP addresses and enabling interfaces.
« Static routes
» The DHCP server

¢ And more...

(Optional) From the Wizards menu, run other wizards.

To continue configuring your ASA, see the documents available for your software version at Navigating the
Cisco ASA Series Documentation.
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Access the ASA CLI

Step 1

Step 2

Step 3
Step 4

You can use the ASA CLI to troubleshoot or configure the ASA instead of using ASDM. You can access the
CLI by connecting from the FXOS CLI. You can later configure SSH access to the ASA on any interface.
See the ASA general operations configuration guide for more information.

Procedure

From the FXOS CLI, connect to the module CLI using a console connection or a Telnet connection.
connect module 1 {console | telnet}

The benefits of using a Telnet connection is that you can have multiple sessions to the module at the same
time, and the connection speed is faster.

Example:

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

Connect to the ASA console.
connect asa

Example:

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

Exit the application console to the FXOS module CLI by entering Ctrl-a, d.
Return to the supervisor level of the FXOS CLI.

Exit the console:
a) Enter ~

You exit to the Telnet application.
b) To exit the Telnet application, enter:

telnet>quit

Exit the Telnet session:
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What's Next? .

a) Enter Ctrl-], .

Example

The following example shows how to connect to an ASA and then exit back to the supervisor level
of the FXOS CLI.

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

What's Next?

* To continue configuring your ASA, see the documents available for your software version at Navigating
the Cisco ASA Series Documentation.

History for the ASA

Feature

Version | Details

ASA for the Firepower |9.12(1) | We introduced the Firepower 4115, 4125, and 4145.

4115, 4125, and 4145

Note Requires FXOS 2.6.1.
Support for ASA and 9.12(1) | You can now deploy the ASA and the threat defense logical devices on the same Firepower
threat defense on separate 9300.

modules of the same
Firepower 9300

Note Requires FXOS 2.6.1.

Support for transparent |9.10(1) | You can now specify transparent or routed mode when you deploy the ASA.

mode deployment for an
ASA logical device

Note Requires FXOS 2.4.1.

New/modified chassis manager screens:

Logical Devices > Add Device > Settings > Firewall M ode drop-down list
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Feature Version | Details

Smart Agent Upgrade to | 9.6(2) | The smart agent was upgraded from Version 1.1 to Version 1.6. This upgrade supports permanent
v1.6 license reservation and also supports setting the Strong Encryption (3DES/AES) license
entitlement according to the permission set in your license account.

New Carrier license 9.5(2) | The new Carrier license replaces the existing GTP/GPRS license, and also includes support for
SCTP and Diameter inspection. For the ASA on the Firepower 9300, the feature mobile-sp
command will automatically migrate to the feature carrier command.

We modified the following screen: Configuration > Device M anagement > Licensing> Smart
License
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