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Audience

Preface

This document explains how to install Cisco Security Management Suite (Security Manager) in a high
availability (HA) or disaster recovery (DR) environment. The Security Manager HA/DR solution is
based on Symantec’s Veritas Storage Foundation and High Availability solutions.

The primary audience for this guide is system administrators who are responsible for installing and
managing the HA/DR solutions. This guide assumes that you are familiar with the topics in Table 1.

Table 1 Topics in this Guide

Configuration

Topics

Local Redundancy

Cisco Security Management Suite

Microsoft Windows Server 2012, Standard and Datacenter Edition,
or Microsoft Windows Server 2012 R2, Standard and Datacenter
Edition

Symantec Veritas Storage Foundation HA for Windows 6.0.1, 6.0.2
or 6.1

Geographic Redundancy

Cisco Security Management Suite

Microsoft Windows Server 2012, Standard and Datacenter Edition,
or Microsoft Windows Server 2012 R2, Standard and Datacenter
Edition

Symantec Veritas Storage Foundation HA/DR for Windows 6.0.1,
6.0.2, or 6.1

Symantec Veritas Volume Replicator Option

Geographic Redundancy
without Clustering

Cisco Security Management Suite

Microsoft Windows Server 2012, Standard and Datacenter Edition,
or Microsoft Windows Server 2012 R2, Standard and Datacenter
Edition

Symantec Veritas Storage Foundation Basic for Windows 6.0.1,
6.0.2, 0or 6.1

Symantec Veritas Volume Replicator Option

High Availability Installation Guide for Cisco Security Manager 4.9 g



M Conventions

Because the Security Manager HA/DR solution utilizes Symantec’s Veritas Storage Foundation and
High Availability Solutions for Windows, we highly recommend the following Symantec courses for a
local redundancy solution:

e Veritas Storage Foundation for Windows
e Veritas Cluster Server for Windows
For a geographically redundant solution, the following additional courses are highly recommended:
e Veritas Volume Replicator for Windows
¢ Disaster Recovery Using Veritas Volume Replicator and Global Cluster Option for Windows

For more information, please refer to the Symantec website.

Conventions

Tip

Note

A

This document uses the following conventions:

Item Convention

Commands, keywords, special terminology, and options that should |boldface font

be selected during procedures

Variables for which you supply values and new or important italic font

terminology

Displayed session and system information, paths and file names screen font

Information you enter boldface screen font

Variables you enter italic screen font

Menu items and button names boldface font

Indicates menu items to select, in the order you select them. Option > Network Preferences

Identifies information to help you get the most benefit from your product.

Means reader take note. Notes identify important information that you should reflect upon before
continuing, contain helpful suggestions, or provide references to materials not contained in the
document.

Caution

A

Warning

Means reader be careful. In this situation, you might do something that could result in equipment
damage, loss of data, or a potential breach in your network security.

Identifies information that you must heed to prevent damaging yourself, the state of software, or
equipment. Warnings identify definite security breaches that will result if the information presented
is not followed carefully.
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Related Documentation 1l

Related Documentation

Refer to the following Cisco publications for additional information. These documents are available at
http://www.cisco.com/c/en/us/support/security/security-manager/tsd-products-support-series-home.ht
ml.

e [nstallation Guide for Cisco Security Manager 4.9
e User Guide for Cisco Security Manager 4.9
® Release Notes for Cisco Security Manager 4.9

Refer to the following Symantec publications for additional information concerning Veritas Storage
Foundation:

e Veritas Storage Foundation™ and High Availability Solutions Getting Started Guide

e Veritas Storage Foundation™ and High Availability Solutions Release Notes

e Veritas Storage Foundation™ and High Availability Solutions Installation and Upgrade Guide
e Veritas Storage Foundation™ Administrator’s Guide

e Veritas™ Cluster Server Release Notes

e Veritas™ Cluster Server Installation and Upgrade Guide

o Veritas™ Cluster Server Bundled Agents Reference Guide

o Veritas™ Cluster Server Administrator’s Guide

o Veritas™ Volume Replicator Administrator’s Guide

e Veritas™ Volume Replicator Advisor User’s Guide

® Hardware Compatibility List (HCL) for Veritas Storage Foundation™ and High Availability
Solutions for Windows

o Software Compatibility List (SCL) for Veritas Storage Foundation™ and High Availability Solutions
for Windows

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
service request, and gathering additional information, see What’s New in Cisco Product Documentation
at: http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised
Cisco technical documentation as an RSS feed and delivers content directly to your desktop using a
reader application. The RSS feeds are a free service.

High Availability Installation Guide for Cisco Security Manager 4.9
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CHAPTER 1

Overview

This document explains how to install Cisco Security Management Suite (Security Manager) in a high
availability (HA) or disaster recovery (DR) environment. The Security Manager HA/DR solution is
based on Symantec’s Veritas Storage Foundation and High Availability solutions. The Security Manager
HA/DR solutions described in this guide support the following applications:

e Security Manager 4.9
e Auto Update Server (AUS) 4.9

~

Note  Since devices contact the AUS server directly using the AUS server IP address, it is necessary
for the device to support defining up to two AUS servers for a DR configuration, where the AUS
server at each site has a different I[P address. Defining more than one AUS server IP address is
supported only by the ASA 5500 Series beginning with release 7.2.1.

The HA solution supports both local redundancy (HA) and geographic redundancy (DR) configurations.

Cross-launching the Cisco Prime Security Manager (PRSM) application is supported in both HA and DR
configurations; however, seamless, direct access to PRSM from Security Manager using the “single
sign-on” (SSO) feature is only supported in HA mode.

This section provides the following overviews:
e Local Redundancy (HA) Process Overview, page 1-1
e Geographic Redundancy (DR) Process Overview, page 1-3

e Symantec Veritas Products, page 1-5

Local Redundancy (HA) Process Overview

The local redundancy configuration provides an automatic failover solution in the event of software or
hardware failures without the need to reconfigure IP addresses or DNS entries on your switched/routed
network.

High Availability Installation Guide for Cisco Security Manager 4.9 g
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M Local Redundancy (HA) Process Overview

Note

Figure 1-1 illustrates the local redundancy HA configuration.

The servers in Figure 1-1 optionally contain mirrored internal boot disks. We recommend that they be
the same make, model, and storage capacity. We recommend a fault-tolerant switched/routed network
for communicating with the HA servers.

Figure 1-1 Local Redundancy HA Configuration

Application Clients

Application =1 Application
Server Server

Primary g .|$.| Secondary

——— ———

Switch/Router
Network

Local Redundancy (HA) Configuration Steps

The following table lists the steps required to configure a locally redundant installation of Cisco Security
Manager.

Task References
Step1 | Make physical connections. Making Ethernet Connections, page 3-1
Step2 |Install Microsoft Windows Server |Installing Microsoft Windows Server, page 3-2

and all necessary drivers.

High Availability Installation Guide for Cisco Security Manager 4.9
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Geographic Redundancy (DR) Process Overview [ |

Task

References

Step 3

Make storage connections.

Connecting the Servers to External Storage, page 3-2

Step 4

Install and configure the Symantec
Veritas products and components.

Installing Symantec Veritas Products, page 3-2

Step 5

Mirror the boot disk.

Mirroring the Boot Disk (Optional), page 3-3

Step 6

Setup required volumes on the
shared array.

Veritas Volume Manager Configuration Tasks, page 3-4

Step 7

Install Cisco Security Manager on
the shared volume on the primary
Server.

Installing Security Manager, page 3-6

Step 8

Install Cisco Security Manager on
the spare (dummy) volume on the
secondary server.

Installing Security Manager, page 3-6

Step 9

Update permissions on secondary
server.

Updating Permissions on the Working Volume, page 3-14

Step 10

Create and configure clusters.

Veritas Cluster Server Tasks, page 3-16

Geographic Redundancy (DR) Process Overview

The geographic redundancy configuration provides disaster recovery by replicating application data
between two sites. Failover between sites can be initiated manually or performed automatically.

Note

Figure 1-2 illustrates a geographic redundancy (DR) configuration.

The servers in Figure 1-2 optionally contain mirrored internal boot disks. We recommend that they be
the same make, model, and storage capacity. We recommend a fault-tolerant switched/routed network

for communicating with the servers.

High Availability Installation Guide for Cisco Security Manager 4.9 g
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[ | Geographic Redundancy (DR) Process Overview

Figure 1-2 Geographic Redundancy (DR) Configuration
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Geographic Redundancy (DR) Configuration Steps

The following table lists the steps required to configure a geographically redundant installation of Cisco
Security Manager.

Task References

Step1 | Make physical connections. Making Ethernet Connections, page 3-1

Step2 |Install Microsoft Windows Server |Installing Microsoft Windows Server, page 3-2
and all necessary drivers.

Step3 |Make storage connections. Connecting the Servers to External Storage, page 3-2

Step4  |Install and configure the Symantec |Installing Symantec Veritas Products, page 3-2
Veritas products and components.

Step5 | Mirror the boot disk. Mirroring the Boot Disk (Optional), page 3-3

High Availability Installation Guide for Cisco Security Manager 4.9
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Symantec Veritas Products

Task References
Step6 |Setup required volumes on the Veritas Volume Manager Configuration Tasks, page 3-4
shared array.
Step7 |Install Cisco Security Manager on |Installing Security Manager, page 3-6
the shared volume on the primary
Server.
Step8 |Install Cisco Security Manager on |Installing Security Manager, page 3-6
the spare (dummy) volume on the
secondary server.
Step9 | Configure replication. Veritas Volume Replicator Tasks, page 3-12
Step 10 |Update permissions on secondary |Updating Permissions on the Working Volume, page 3-14
Server.
Step 11 | Create and configure clusters. Veritas Cluster Server Tasks, page 3-16

Symantec Veritas Products

The Security Manager HA/DR solutions described in this document are based on Symantec Veritas
products. This section gives a brief summary of each specific Veritas application.

Veritas Storage Foundation for Windows (VSFW)

VSFW provides volume management technology, quick recovery, and fault tolerant capabilities to
Windows enterprise computing environments. VSFW provides the foundation for VCS and VVR.

Veritas Cluster Server (VCS)

VCS is a clustering solution for reducing application downtime. The Global Cluster Option (GCO)
for VCS supports managing multiple clusters (such as used in a DR configuration).

Veritas Volume Replicator (VVR)

VVR provides a foundation for continuous data replication over IP networks, enabling rapid and
reliable recovery of critical applications at remote recovery sites.

Veritas Enterprise Administrator (VEA GUI) console

The VEA GUI console window provides a graphical way to view and manipulate all the storage
objects in your system.

Cluster Manager (Java Console)

Cluster Manager (Java Console) offers complete administration capabilities for your cluster. Use the
different views in the Java Console to monitor clusters and VCS objects, including service groups,
systems, resources, and resource types:

— Cluster Monitor

Cluster Monitor displays general information about actual or simulated clusters. Use Cluster
Monitor to log on to and off of a cluster, view summary information on various VCS objects,
customize the display, use VCS Simulator, and exit Cluster Manager.

— Cluster Explorer

Cluster Explorer is the main window for cluster administration. From this window, you can view
the status of VCS objects and perform various operations.

High Availability Installation Guide for Cisco Security Manager 4.9 g
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M Symantec Veritas Products
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CHAPTER

System Requirements

This chapter describes reference configurations for installing Security Manager in an HA or DR
environment. This chapter contains the following sections:

Hardware Requirements for a Single-Node Site, page 2-1

Hardware Requirements for a Dual-Node Site, page 2-2

Software Requirements for a Local Redundancy Configuration, page 2-3

Software Requirements for a Geographic Redundancy (DR) Configuration, page 2-4
Software Requirements for Replication without Clustering, page 2-4

Preinstallation Worksheets, page 2-5

Note  There are numerous configurations possible using different hardware setups. Consult the respective
Microsoft and Symantec/Veritas Hardware Compatibility Lists (HCLs).

Note  Although we make every attempt to ensure the availability of third-party hardware and software
platforms specified for Security Manager, we reserve the right to change or modify system requirements
due to third-party vendor product availability or changes that are beyond our control.

Hardware Requirements for a Single-Node Site

To install Security Manager in a single-node HA environment, you can configure a fault-tolerant storage
array or use internal disks.

The following are the server hardware specifications for a single-node site:

Server which meets the basic processor and RAM requirements as described in the Installation
Guide for Cisco Security Manager 4.9

Minimum of one Ethernet interface (two recommended)

Minimum of two physical drives (six recommended)

Figure 2-1 shows using two Ethernet connections from the server to the switch/router network for
redundancy. If an Ethernet port or switch fails, communication to the server is maintained. If this level
of network redundancy is not required, you can use a single connection to the switch/router network (that
is, Eth 2 and its associated Ethernet switch are optional).

High Availability Installation Guide for Cisco Security Manager 4.9 g
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M Hardware Requirements for a Dual-Node Site

Figure 2-1 Ethernet Connections for a Single-Node Site

Primary Application Server Ethernet Switch

Eth 1 Switch/Router

Network

Eth 2

optional

159904

Ethernet Switch

Hardware Requirements for a Dual-Node Site

To install Security Manager in a dual-node HA environment, you need two servers that can access a
shared storage array.

The following are the server hardware specifications for a dual-node site:

e Servers that meets the basic processor and RAM requirements, as described in the Installation Guide
for Cisco Security Manager 4.9

e Minimum of two Ethernet interfaces (four recommended)
¢ Minimum of one internal physical drive (two recommended)
¢ Minimum of one external drive (two recommended; four recommended if using replication)

Figure 2-2 depicts the configuration of a dual-node site showing the Ethernet and external storage
connections. Two Ethernet connections are used from the server to the switch/router network for
redundancy. If an Ethernet port or switch fails, communications to the server is maintained. If this level
of network redundancy is not required, you can use a single connection to the switch/router network (that

High Availability Installation Guide for Cisco Security Manager 4.9
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is, Eth 4 and its associated Ethernet switch are optional). Two direct Ethernet connections are made

Software Requirements for a Local Redundancy Configuration

between the servers for cluster heartbeat communications, although second heartbeat connection (Eth 3)

is optional.

Figure 2-2 Ethernet and Storage Connections for a Dual-Node Site

Primary
Application Server

Ethernet Switch
[TTTTTTT]

Secondary
Application Server

Eth 1 Eth 1
Eth 2 Eth 2
Eth 3 optional Eth 3
Eth 4 - Eth 4
optional
Storage Storage
Adapter Adapter

Ethernet Switch

Storage Array

Software Requirements for a Local Redundancy Configuration

Switch/Router

Network

159905

The following software is required to install Security Manager in a local redundancy HA configuration:

e Cisco Security Management Suite 4.9

e  Microsoft Windows Server 2012, Standard and Datacenter Edition, or Microsoft Windows Server

2012 R2, Standard and Datacenter Edition

e Symantec Veritas Storage Foundation HA for Windows versions 6.0.1/6.0.2 /6.1

¢ Symantec Dynamic Multipathing Option

A Security Manager license is only required for the active server in a HA/DR configuration. Additional

licenses for standby servers are not required.

High Availability Installation Guide for Cisco Security Manager 4.9 g
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M Software Requirements for a Geographic Redundancy (DR) Configuration

Veritas Storage Foundation HA for Windows is licensed on a per-node basis. In the same local
redundancy configuration example, each server needs to have its own license for running Veritas Storage
Foundation HA for Windows.

The Veritas Dynamic Multipathing Option is required only if you plan to use external storage with more
than one host bus adapter in a server, which provides multiple paths between the server and storage.

Software Requirements for a Geographic Redundancy (DR)
Configuration

The following software is required to install Security Manager in a geographic redundancy (DR)
configuration:

e Cisco Security Management Suite 4.9

e Microsoft Windows Server 2012, Standard and Datacenter Edition, or Microsoft Windows Server
2012 R2, Standard and Datacenter Edition

e Symantec Veritas Storage Foundation HA/DR for Windows 6.0.1/ 6.0.2/ 6.1
¢ Symantec Veritas Volume Replicator Option
¢ Symantec Veritas Dynamic Multipathing Option

Security Manager is licensed per active server in an HA/DR configuration. For example, in a geographic
redundancy configuration with a single-node cluster at site A and a single-node cluster at Site B, you
only need to purchase one copy of Security Manager, since Security Manager is only active on one server
at any given time.

Veritas Storage Foundation HA for Windows is licensed on a per-node basis. In the same geographic
redundancy configuration example with two servers (one per cluster), each server needs to have its own
license for running Veritas Storage Foundation HA for Windows.

The Veritas Volume Replicator Option is licensed on a per-node basis.

The Veritas Dynamic Multipathing Option is required only if you plan to use external storage with more
than one host bus adapter in a server, which provides multiple paths between the server and storage.

Software Requirements for Replication without Clustering

The following software is required to install Security Manager in a geographic redundancy (DR)
configuration without clustering:

e Cisco Security Management Suite 4.9

e  Microsoft Windows Server 2012, Standard and Datacenter Edition, or Microsoft Windows Server
2012 R2, Standard and Datacenter Edition

e Symantec Veritas Storage Foundation Basic for Windows 6.0.1 /6.0.2/ 6.1
¢ Symantec Veritas Volume Replicator Option
e Symantec Veritas Dynamic Multipathing Option

Security Manager is licensed for each active server in a HA/DR configuration. For example, in a
geographic redundancy configuration with replication running between a primary server and a secondary
server, you need to purchase only one copy of Security Manager, because Security Manager is active on
only one server at any given time.

High Availability Installation Guide for Cisco Security Manager 4.9
| 24 | I



| Chapter2 System Requirements

Preinstallation Worksheets

Veritas Storage Foundation for Windows is licensed on a per-node basis. In the same geographic
redundancy configuration example with two servers, each server must have its own license for running
Veritas Storage Foundation for Windows.

Veritas Storage Foundation Basic for Windows versions 6.0.1/6.0.2 /6.1 work with up to four volumes
and are available for free download from Symantec.

The Veritas Volume Replicator Option is licensed on a per-node basis.

The Veritas Dynamic Multipathing Option is required only if you plan on using external storage with
more than one host bus adapter in a server, which provides multiple paths between the server and storage.

Preinstallation Worksheets

Use the preinstallation worksheet to plan your installation and to gather the information you will need
during configuration. This section contains the following topics:

e Local Redundancy Configuration Worksheet, page 2-5

e Geographic Redundancy (DR) Configuration Worksheet, page 2-7

Local Redundancy Configuration Worksheet

Before you install Security Manager in a local redundancy HA configuration, write down the information
outlined in Table 2-1 to assist you in completing the installation.

Table 2-1 Preinstallation Worksheet for a Local Redundancy Configuration

Information Primary Site

Shared Disk Group Name datadg ‘
Shared Volume Name cscopx

Drive Letter for Security Manager Data

Shared Disk Group Name for Event Data' datadg_evt ‘
Shared Volume Name for Event Data’ cscopx_evt

Drive Letter for Security Manager Event Data'

Cluster Name

CSManager_Primary

Cluster ID

02

Security Manager Virtual IP Address/Subnet mask

Cluster Service Virtual IP Address/Subnet mask®

Primary Server Secondary Server

Hostname

Public Network Interface #1 and IP
Address/Subnet Mask

Public Network Interface #2* and IP
Address/Subnet Mask

Private Cluster Interconnect #1

Private Cluster Interconnect #2

High Availability Installation Guide for Cisco Security Manager 4.9 g
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W Preinstallation Worksheets

Optional: Use these fields if you want your event data stored separately.
Must be an integer between 0 and 255 and unique for clusters in the same subnet.

This is the same value as the Security Manager Virtual IP Address/Subnet mask.

Eal o

Required if a second NIC will be used to access the public network for redundancy.

i High Availability Installation Guide for Cisco Security Manager 4.9
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Preinstallation Worksheets

Geographic Redundancy (DR) Configuration Worksheet

If you are installing Security Manager in a geographic redundancy (DR) configuration, write down the
information outlined in Table 2-2 to assist you in completing the installation.

Table 2-2 Preinstallation Worksheet for a Geographic Redundancy (DR) Configuration
Information Primary Site Secondary Site
Disk Group datadg datadg

Data Volume cscopx cscopx

Drive Letter for Security Manager

Disk Group for Event Data' datadg_evt datadg_evt

Data Volume for Event Data cscopx_evt cscopx_evt

Drive Letter for Event Data

Storage Replicator Log Volume data_srl data_srl
Replicated Data Set CSM_RDS
Replicated Volume Group CSM_RVG
Cluster Name CSManager_Primary CSManager_Secondary
Cluster ID 0* 1
Security Manager Virtual IP
Address/Subnet Mask
Replication Virtual IP
Address/Subnet Mask
Cluster Service Virtual IP
Address/Subnet Mask>*
Primary Server Secondary Server Primary Server Secondary Server
Hostname

Public Network Interface #1 and
IP Address/Subnet Mask

Public Network Interface #2 and
IP Address/Subnet Mask’

Private Cluster Interconnect #1°

Private Cluster Interconnect #2°

Optional: Use these fields if you want your event data stored separately.
2. Must be an integer between 0 and 255 and unique for clusters in the same subnet.

3. Required only for clusters using two servers or multiple adapters to access the public network. For a single server cluster with only one network adapter
to access the public network, the fixed IP address of this adapter can be used.

4. This is the same value as the Security Manager Virtual IP Address/Subnet mask.
5. Required if you are using a second NIC to access the public network for redundancy.

6. Required only for clusters using two servers.

High Availability Installation Guide for Cisco Security Manager 4.9
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CHAPTER

Installing the Cisco Security Management Suite
High Availability Solution

This chapter explains how to install Security Manager in an HA or DR deployment configuration. You
should perform these tasks in order, although some tasks are optional or might not apply depending on
your specific configuration.

This chapter contains the following topics:
e Making Ethernet Connections, page 3-1
¢ Installing Microsoft Windows Server, page 3-2
e Connecting the Servers to External Storage, page 3-2
¢ Installing Symantec Veritas Products, page 3-2
e Mirroring the Boot Disk (Optional), page 3-3
e Veritas Volume Manager Configuration Tasks, page 3-4
e Installing Security Manager, page 3-6
e Veritas Volume Replicator Tasks, page 3-12
e Updating Permissions on the Working Volume, page 3-14
e Veritas Cluster Server Tasks, page 3-16

Making Ethernet Connections

To make the Ethernet connections required by your HA or DR configuration, follow these steps:

Step 1 Make the Ethernet connections between the servers and switches according to Figure 2-1 or Figure 2-2,
depending on your cluster configuration.

~

Note  Use of a second Ethernet connection to the router/switch network for each server is optional, but
it adds an extra level of redundancy in the event of a NIC or local Ethernet switch failure. Veritas
Cluster Server (VCS) includes the IPMultiNicPlus agent. This agent allows setting up multiple
NIC cards on a server which provides redundant access for the server to the router/switch
network. If a NIC card fails, a cable is removed, or some other failure occurs, VCS can detect
the failure and reassign the working virtual IP address to another working NIC card on the server.
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See the Veritas Cluster Server Bundled Agents Reference Guide for details on the
IPMultiNicPlus agent. The examples in this document only show the case of a single NIC card
for network access.

You can also used vendor specific NIC teaming (IEEE 802.3ad link aggregation) solutions as an
alternative.

Step 2 In the case of a dual-node cluster, make the Ethernet cluster communication connections between the
servers according to Figure 2-2. When connecting directly between servers, you might not have to use a
crossover Ethernet cable, depending on whether the interfaces support automatic crossover detection.
Most newer Ethernet interfaces support this feature and allow using a straight-through cable when
directly connecting to another server.

Installing Microsoft Windows Server

Install the supported Microsoft Windows operating system:
Microsoft Windows Server 2012, Standard and Datacenter Edition
Microsoft Windows Server 2012 R2, Standard and Datacenter Edition

We recommend that you use the same operating system on all servers.

Note  Symantec Veritas Storage Foundation HA for Windows version 6.0.1/6.0.2/ 6.1 requires that you install
the operating system in the same path on all systems. For example, if you install Windows on
C:\WINDOWS of one node, installations on all other nodes must be on C\WINDOWS. Make sure that
the same drive letter is available on all nodes and that the system drive has adequate space for the
installation.

Connecting the Servers to External Storage

If you are using a dual-node cluster, shared external storage is required. You may use any storage
hardware in Hardware Compatibility List for Veritas Storage Foundation & High Availability Solutions
for Windows. Either internal or external storage can be used for a single-node cluster.

Installing Symantec Veritas Products

Install and configure the Symantec Veritas products and components. The products and components
required vary depending on whether a single local cluster, dual geographic clusters, or replication
without clustering configuration is used. Some components are optional, such as the GUI for Volume
Manager (Veritas Enterprise Administrator). See Table 3-1.
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Note

Mirroring the Boot Disk (Optional) [ |

Table 3-1 Veritas Software Components
Replication

Single Local Dual Geographic |without
Veritas Product/Component Cluster Clusters Clustering
Storage Foundation for Windows — — Required
Symantec Veritas Storage Foundation HA for |Required Required —
Windows version 6.0.1/6.0.2/6.1
Volume Replicator Option Not Required Required Required
Global Cluster Option Not Required Required —
Dynamic Multipathing Option See Note' See Note' See Note'
Veritas Enterprise Administrator (GUI)? Required Required Required
Cluster Manager (GUI) 2 Optional Optional —

1. Required only if you are using external storage with multiple host bus adapters providing multiple paths between the server
and disk storage

2. Can be installed either on the server or a separate client machine.

See the applicable Veritas release notes and installation guides for prerequisites and instructions for
installing the Veritas software.

One important prerequisite is that you configure the servers as part of a Windows Server domain.

Mirroring the Boot Disk (Optional)

Mirroring the boot disk is optional; however, it provides an extra level of protection for a given server.
If the boot disk fails, the machine can be recovered quickly by booting from the mirrored alternate boot
disk. Mirroring is accomplished by placing the boot disk in a dynamic disk group under Veritas Volume
Manager control and then adding a mirror.

See the section called “Set up a Dynamic Boot and System Volume” in the Symantec Veritas Storage
Foundation HA for Windows version 6.0.1 / 6.0.2 / 6.1 administrator’s guide for details on this
procedure.
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Veritas Volume Manager Configuration Tasks

In this section, you configure the necessary disk group and volumes required for the Security Manager
application. The configuration varies depending on whether the server involved is the primary server or
a secondary server and whether or not replication is involved. You can perform Volume Manager tasks
with the VEA GUI or through the command line. For details on using VEA or the command line for these
steps, see the Symantec Veritas Storage Foundation HA for Windows version 6.0.1/6.0.2 /6.1

administrator’s guide.

This section contains the following topics:
e Primary Server (without Replication), page 3-4
e Primary Servers (with Replication), page 3-5

e Secondary Servers and the Primary Server in a Secondary Cluster, page 3-6

Primary Server (without Replication)

Step 1

Step 2

Use this procedure to configure the disk group and volumes required for Security Manager on the
primary server in a single-cluster configuration where replication is not involved. In a single-cluster
configuration, external shared storage is used, which is accessible to all servers in the cluster.

To configure the disk group and volumes, follow these steps:

Create a disk group with the following characteristics:
e Group Name: datadg
e Type: Dynamic (Cluster)

e Number of Disks: If using software RAID, include at least two disks in the group for mirroring;
otherwise, a single logical disk (using hardware RAID) is sufficient. The disks used for this disk
group must be accessible to all nodes in the cluster.

~

Note The use of software RAID 5 is not recommended.

Create a volume in the datadg disk group with the following characteristics:

e Volume Name: cscopx

e Assigned Drive Letter: <Selected Drive Letter>

~

Note You can choose any available drive letter; however, the drive letter must be the same on all
systems.

¢ File Type: NTFS
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Primary Servers (with Replication)

Step 1

Step 2

Step 3

Note

Use this procedure to configure the disk group and volumes required for Security Manager on the
primary servers in a dual geographic configuration where replication is running between the two
clusters. Perform this procedure on the primary server in both the primary and secondary cluster. For
each cluster you can use either a single-node cluster or a cluster with multiple nodes using shared
storage; however, this document does not cover the case of a multi-node cluster in a dual geographic
configuration.

To configure the disk group and volumes, follow these steps:

Create a disk group with the following characteristics:
e Group Name: datadg
e Type: Dynamic (Cluster) (when using VCS), Dynamic (Secondary) (when not using VCS)

e Number of Disks: If using software RAID, include at least two disks in the group for mirroring;
otherwise, a single logical disk (which uses hardware RAID) is sufficient. If this is a multi-node
cluster, the disks used for this disk group must be accessible to all nodes in the cluster.

~

Note  The use of software RAID 5 is not recommended.

Create a volume in the datadg disk group with the following characteristics:
e Volume Name: cscopx

e Assigned Drive Letter: <Selected Drive Letter> (for the primary cluster), None (for the secondary
cluster)

e File Type: NTFS (for the primary cluster), None (for the secondary cluster)
e Volume Logging: None

Create a volume in the datadg disk group for use as a storage replicator log (SRL) with the following
characteristics:

e Volume Name: data_srl

e Assigned Drive Letter: None
¢ File Type: Unformatted

e Volume Logging: None

For information on choosing the proper size of the SRL, see the Volume Replicator administrator’s
guide.
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Secondary Servers and the Primary Server in a Secondary Cluster

Step 1

Step 2

Use this procedure to configure the disk group and volumes required for installing Security Manager on
secondary servers and on the primary server in a secondary cluster. You must install Security Manager
on all secondary servers, as well as the primary server in a secondary cluster. In these cases, you install
Security Manager on a spare volume, which is mounted temporarily before installation, then dismounted
and not used again until you want to uninstall Security Manager from the server or you want to upgrade
Security Manager. You must mount the temporary volume on the same drive letter as the one used for
the primary server in the primary cluster and you must use the same installation path (for example,
F:\Program Files\CSCOpx) during the installation.

To configure the disk group and volumes, follow these steps:

If you are not creating the spare volume on an existing disk group, create a disk group with the following
characteristics:

e Group Name: datadg_spare
e Type: Dynamic (Secondary)
¢ Size: SGB (The volume only needs to be large enough to install Security Manager)

e Number of Disks: Since this disk group is not used to store application data, a single, nonredundant
disk is sufficient.

Create a volume in the disk group with the following characteristics:
e Volume Name: cscopx_spare
e Assigned Drive Letter: <Selected Drive Letter>

a

Note  You must use the same drive letter that is used for the cscopx drive on the primary server.

e File Type: NTFS

Installing Security Manager

The Security Manager installer detects the presence of Symantec Veritas Storage Foundation HA for
Windows version 6.0.1 /6.0.2/ 6.1 and asks you whether you want to install Security Manager in an
HA/DR configuration. If you select this option, the only additional information to specify beyond a
regular installation is the database password. In a non-HA/DR installation, the database password is
autogenerated. However, since the database password must be the same on all servers in the HA/DR
configuration, the installer prompts you to specify the password. You must use this same password on
all servers in the HA/DR configuration.

The HA/DR installation installs the Cisco Security Manager agent for VCS, so VCS recognizes a new
CSManager resource type and can control and monitor Security Manager.

The HA/DR installation also configures the Security Manager and related services in Windows for a
Startup Type of Manual instead of Automatic, because the Veritas cluster server instead controls the
starting and stopping of Security Manager on each server in the HA/DR configuration. Otherwise, the
Security Manager application would try to start on all servers in the HA/DR configuration after any
server reboot, when Security Manager should run only on one server at any time.
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You must install Security Manager on each server in the HA/DR configuration. However, only the
primary instance of Security Manager is used and protected in the HA/DR configuration. Other

installations are performed to enable the primary instance to run on any of the secondary servers in the
configuration.

This section contains the following topics:
e Installing Security Manager on the Primary Server, page 3-7

e Installing Security Manager on Secondary Servers, page 3-9

Installing Security Manager on the Primary Server

Use this procedure to install the primary instance of Security Manager that is used in production and is
protected by the HA/DR configuration.

To install Security Manager on the primary server, follow these steps:

Step 1 On the primary server in the cluster, open the Veritas Enterprise Administrator (VEA GUI) application
and login.

‘.’-_' ¥Yeritas Enterprise Administrator

File Tools Acfions Help

B &

Connect Disconnect

v

Mew Window

Select Host: I@ vea!/Home: Assistant/

Veritas Enterprise Administrator
Assistant

‘Welcome to the Yeritas Enterprise Administrator (YEA), VEA allows you to connect to and manage heterogeneous resources across you
to the YEA application. Connect to a server now by clicking the "Connect to a Host or Domain® link below,

(] Connect to a Host or Domain View or Edit VEA Preferences
L4 Connect to YEA enabled hasts or domains ta manage 7 Wiew or edit YEA Preferences such as appearance,
heterogeneous devices, lanquage, favorites, and identities,

Manage User Profiles Hast Mame: m vl Browse... |

(M=) Add, edit or delete user profiles that allow ) )
preferences per user of this application. % Connect Using: Logged On User on this computer

(" Connect using a different user account

Connect I Cancel | Help |

236589

Step2  Right-click the datadg disk group and select Import Dynamic Disk Group.
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Step 3
Step 4
Step 5
Step 6

Step 7

','-_' ¥eritas Enterprise Administrator

Flle Tools Actions Yiew Window Help

B " i}

Connect Disconnect Rlew Window

=) ER s

MNew Volume  Mew Group Search

Select Host: IE veaif/beecher-win-hal:System/beecher-win-hal  cisco, comyStorageagent iDisk. Groups/datadg)

fi, System 5 Disks 1 1=d \u'n\umes] =4 Disk Vlawl i) A\erts}
E--@l beecher-win-hat Group name: datadg Type: Dynamic (Secondary)
= GI beecher-win-ha, .. Skatus: Deported

b &actionagent
[ 588 Storagedgent

Device EEEJ| Internal name | Dynamic disk graup ... | Skatus Size Type

Disk1 datadg Offline 68,400 GB Dynamic
’ gl CO-ROMs : ) ) )
Assistant g @ Disk Groups Harddisk1 Diskz datadg Offline 8,400 GB Drenamic
£ g BasicGroup
[ew Yolume, ..
Logs
Add Disk to Dynamic Disk Groug, .
“E a Disks Remove Disk from Dynamic Disk Group,..
gl Enclo:
Contral Panel @, 55T Rename Dynamic Disk Graup. .,

@ isCSI Impart Dynarnic Cisk
- &_\SNS Deport Dynamic Disk Group

ﬁl Savel  Recover Dynamic Bisk Groug, .
gl Valure

Upgrade Dynarmic Disk Group Yersion

e Lk Pyl b

]
o
']
w
[52]
]

Make sure the Import as dynamic disk group option is selected, and then click OK.
Expand the Volumes folder under System.
Right-click the escopx volume and choose File System > Change Drive Letter and Path.

Assign the desired drive letter to the escopx volume and then click OK. Refer to the Local Redundancy
Configuration Worksheet, page 2-5, or Geographic Redundancy (DR) Configuration Worksheet,
page 2-7, for drive assignment.

Install Security Manager according to the Security Manager Installation Guide, while noting the
following HA specific items.

a. When prompted whether to install Security Manager for HA, indicate yes by checking the box.

High Availability E3

WERITAS Storage Foundation High Availability for Windows has
s been detected on your server.

I+ {Install High Awailability for Cisco Security Manage:

< Back I Nexst > I Cancel

236581

b. When prompted for the installation directory, specify: <Selected Drive Letter>:\Program
Files\CSCOpx.

c¢. When prompted to specify the database password, choose an appropriate password and remember
it; you will use this password for all Security Manager servers in the HA/DR configuration.
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Step 8
Step 9

Step 10

Note

Step 11

Tip

Step 12

Installing Security Manager W

Near the end of the Security Manager installation, you might see a message that you are using a
multihomed server and that you must update the gatekeeper.cfg file. You can ignore this message,
because the agent scripts used in the HA/DR configurations modify this file.

After Security Manager has been installed, reboot the server.

After the system reboots, open the VEA GUI and check to see if the shared disk group is Imported. If
the disk group status is Offline, repeat Step 2 through Step 6 to import the disk group and assign the same
drive letter used during installation.

Start Security Manager using the online.pl script. For more information, see Manually Starting,
Stopping, or Failing Over Security Manager, page 4-3.

It is necessary to start Security Manager to complete configuration of the Windows registry entries
needed for Security Manager to correctly operate.

Allow 5 to 10 minutes for Security Manager to complete startup, then log in to the application’s web
interface using the following URL: http://<server hostname or IP address>:1741. Verify that you can
successfully log in.

Alternatively, you can use the pdshow command to verify that the Cisco Security Manager services are
running successfully.

Log out of the application’s web interface, then stop Security Manager using the offline.pl script. For
more information, see Manually Starting, Stopping, or Failing Over Security Manager, page 4-3.

Installing Security Manager on Secondary Servers

Step 1

Step 2

Use this procedure to install Security Manager on secondary servers. Installing Security Manager on
secondary servers is similar to installing it on a primary server, with one important difference. You install
Security Manager onto a spare volume (cscopx_spare) associated with the specific secondary server,
which is used again only if you want to upgrade or uninstall Security Manager. This spare volume must
be large enough to hold the Security Manager application with an empty database (~2 GB). You can
create the spare volume on the datadg disk group if enough space is available or, preferably, on a
separate disk group.

To install Security Manager on a secondary server, follow these steps:

On the secondary server, open the Veritas Enterprise Administrator (VEA GUI) application and log in.

Host Name: W Browse...

% Connect Using! Logged On User on this computer

" Connect using a different user account

Connect I Cancel | Help |

236568

Right-click the datadg_spare disk group and select Import Dynamic Disk Group.
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Step 3

Step 4
Step 5
Step 6

Step 7

Make sure the Import as dynamic disk group option is selected, and then click OK.

7 veritas Enterprise Administrator

File Tools Actions Yiew ‘Window Help

&

Conneck

Disconnect

=" o

Mew Window

@

New Yolume

3 &

MNew Group Search

Select Host: Iﬁ vea:j/beecher-win-haZ: Systemibeecher-win-haZz. cisco. comjStorageAgent/Disk Groups/

[
[ty System 52 Groups ] i Disk V\ew] P ) Alarts]
i g TERTE T 1| | [beecher-win-haz - Disk &
Sl =1 beecher-win-ha2.cisco,. com _I | A Srohe
4 -4 artionagent Mame 1| Status | size |Unallocated | Type | # Disks | # volum
w E& Staragedgent BasicGroup Imporked 204.500 GEB 170,600 GB Basic 4 1
- - g] CD-ROMs datadg Deported [1} a Dynamic {Se... 2 1
Assistant =1 gg[Disk Groups] —— = - z 0 Dynamic (Se... 2 2
T —wwin-| B ic Di X
BasicGroup beecher-win-haZ - Import Dynamic Disk Group  [E4 a Dynamic (Se... 1 |
datadg . . datad o Dynamic {Se... 1 1
- datady rep roup name: datadg_spare
Logs datadg_spare Optian:
ﬁ VMDiskGroup Hew name: | ST eI
[~ Clear host ID
Control Panel
+ Import as dynamic disk group
" Impott as clusker disk group
{223 VMl (G2)
[ CsCopx
(S Cscopx_tep
(o] I o | Hel
-3 CsCopx_spare — ancel I g
(o data_stl . _>|
T
Messages are not being filkered. Currently showing 0 messages.  Configure this view. .. o
fas]
I‘ JSDUI’CB lCIassiF\cat\on lMessage o
w
| =]
[

Expand the Volumes folder under System.

Right-click the cscopx_spare volume and choose File System > Change Drive Letter and Path.

Assign the desired drive letter to the cscopx_spare volume and then click OK. Refer to the Local

Redundancy Configuration Worksheet, page 2-5, or Geographic Redundancy (DR) Configuration
Worksheet, page 2-7, for drive assignment.

Install Security Manager according to the Security Manager Installation Guide, while noting the
following HA-specific items.

a. When prompted whether to install Security Manager for HA, indicate yes by checking the box.

High Availal

WERITAS Storage Foundation High Availability for Windows has

m been detected on your server.

I+ {Install High Awailability for Cisco Security Manage:

< Back I Nexst > I

Cancel |

236581

b. When prompted for the installation directory, specify: <Selected Drive Letter>:\Program
Files\CSCOpx.

c¢. When prompted to specify the database password, choose the same password you chose for the

primary server.
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Near the end of the Security Manager installation, you might see a message that you are using a
multihomed server and that you must update the gatekeeper.cfg file. You can ignore this message,
because the online script used in the HA/DR configurations modifies this file.

After Security Manager has been installed, reboot the server.

After the system reboots, open the VEA GUI and check to see if the shared disk group is Imported. If
the disk group status is Offline, repeat Step 2 through Step 6 to import the disk group and assign the same
drive letter used during installation.

Start Security Manager using the online.pl script. For more information, see Manually Starting,
Stopping, or Failing Over Security Manager, page 4-3.

It is necessary to start Security Manager to complete configuration of the Windows registry entries
needed for Security Manager to correctly operate.

Allow 5 to 10 minutes for Security Manager to complete startup, then log in to the application’s web
interface using the following URL: http://<server hostname or IP address>:1741. Verify that you can
successfully log in.

Alternatively, you can use the pdshow command to verify that the Cisco Security Manager services are
running successfully.

Log out of the application’s web interface, then stop Security Manager using the offline.pl script. For
more information, see Manually Starting, Stopping, or Failing Over Security Manager, page 4-3.

After installation is complete, unassign the drive letter from the spare volume.

Manually Starting Services in Secondary HA Server

Step 1

Step 2

Step 3

Note

If in Security Manager version 4.9, one or more services do not start up in secondary HA server in DR
mode, follow these steps:

Run the following command to reset the casuser password:
<NMSROOT>\setup\support\resetcasuser.exe
Example: C:\Progra~2\CSCOpx\setup\support\resetcasuser.exe

Of the two options displayed, on screen, choose option 2 -Enter casuser password. You will be prompted
to enter a password for casuser and then to reenter the password for confirmation.

If local security policy is configured, add the casuser account to the ‘Log on as a service’ operation in
the local security policy.

The following five permissions are assigned and set, automatically, at the time of Security Manager
installation:

Access this computer from network- casusers, Deny access to this computer from network-casuser, Deny
logon locally-casuser, Log on as a batch job-casuser casusers, and Log on as a service- casuser.
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Step4  Run the following command to apply the casuser permission to NMSROOT:
C:\Windows\System32\cacls.exe "'<NMSROOT>" /E /T /G Administrators:F casusers:F

Example: c:\Windows\System32\cacls.exe "C:\Progra~2\CSCOpx" /E /T /G Administrators:F

casusers:F
Step5 Run the following command to set the casuser to database services.
<NMSROOT>\bin\perl <NMSROOT>\bin\ChangeService2Casuser.pl casuser <casuserpassword>

Example: C:\Progra~2\CSCOpx\bin\perl C:\Progra~2\CSCOpx\bin\ChangeService2Casuser.pl

casuser adminl23

Veritas Volume Replicator Tasks

Use this procedure to configure replication for a dual geographic cluster configuration where replication
is running between the clusters.

To configure replication, follow these steps:

Step1  Using VEA GUI, connect to the primary and secondary hosts.
Step2  Make sure that the datadg disk group is imported on both the primary and secondary server.
Step3  Choose View > Connection > Replication Network.

Step4d  Select Replication Network from the tree, select the Setup Replicated Data Set wizard from the
toolbar, and then specify the following on the first panel of the wizard:

e Replicated Data Set Name: CSM_RDS
¢ Replicated Volume Group name: CSM_RVG

e Select the primary host from the drop-down list.

Setup Replicated Data Set Wizard [ %]
Enter names for Replicated Data Set and Replicated ¥olume Group *\*
e
Select the desired Primary host From the lisk of connected hosts, iyl
Replicated Data Set name : |C5M_RD§

replicated Yolume Group name : |CSM_R'VG

Primary Host :

v Yeritas Enterprise Administrator(YEA) should be connected to the desired Primary host,

e

Step5  Click Next, and on the Select Dynamic Disk Group and volumes to be replicated panel of the wizard,
specify the following:
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e Dynamic Disk Group: datadg
e Volumes: cscopx

Click Next. If data_srl is the only other available volume, it will automatically be selected as the storage
volume for the replicator log. If more than one additional volume is available, the Storage Replicator
Log panel appears. Specify the following:

e Volume for the Replicator Log: data_srl
Click Next, review the summary information, and then click Create Primary RVG to create the RVG.

After successfully creating the Primary RVG, click Yes when prompted to add a secondary host to the
RDS.

On the Specify Secondary host for replication panel, enter the name or IP address of the secondary host
in the Secondary Host field.

Setup Replicated Data Set Wizard [ %]
T
Specify Secondary host for replication ,tjf-
LT
Secondary Hust:l J_

The Yeritas Enterprise Administrator needs to be connected ko the specified Secondary host if not already
connected. The connection process will start when you dlick Next, Please wait until it completes and then click Next
again.

236587

| T hext >”2I Cancel | Help |

Click Next and on the edit replication settings panel specify the following:

For the primary and secondary side IP addresses you can specify the fixed IP addresses of the NIC cards.
However, if you use Veritas Cluster Server, you must go back later and update the IP address to use
virtual IP addresses under VCS control. Do this from VEA by selecting the secondary RVG in the tree
and then choosing Actions > Change Replication Settings.

e Primary side IP: <IP address of the primary server>
e Secondary side IP: <IP address of the secondary server>
¢ Replication Mode: Synchronous Override

e Replicator Log Protection: <Choose from Off, Fail, DCM, AutoDCM (Default), Override>. See
the Volume Replicator administrator’s guide for descriptions of each choice.
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Add Secondary Wizard [ x}

Edit replication settings )= i‘

. g

Edit replication settings or click next, Ayt
Primary side IP [10.76.10.236 |
Secondary side [P [10.76.10.237 |
Replication Mode |Synchronous Override LI
Replicator Lag Protection [autoncm =]

Primary RLINK Name |

Secondary RLINK Name |

Advanced

v DHCP addresses are not supported by YWR.,

236580

< Back Cancel | Help

Step11  Click Next to start replication with the default settings. Select Synchronize Automatically and make
sure Start Replication is checked.

Step12  Click Next to display the Summary page, and then click Finish.

Updating Permissions on the Working Volume

When Security Manager is installed, it creates a special local user (casuser) and group (casusers) for
running Security Manager. To run the protected instance of Security Manager on secondary servers, you
must add the local casusers group permissions to the cscopx volume.

This section contains the following topics:
e Updating Permissions when using Shared Storage, page 3-14

e Updating Permissions when using Replication, page 3-15

Updating Permissions when using Shared Storage

To add the local casusers group permissions for a secondary server when using shared storage, follow
these steps:

Step 1 If it is running on the primary server, stop Security Manager using the offline.pl script. For more
information, see Manually Starting, Stopping, or Failing Over Security Manager, page 4-3.

Step2  Deport the datadg disk group from the primary server.
Step3  Import the datadg diskgroup onto the secondary server.

Step4  Assign the primary volume (cscopx) to the selected drive letter using either the VEA GUI or the
command line.
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Step 11

Step 12
Step 13
Step 14
Step 15
Step 16
Step 17
Step 18

Updating Permissions on the Working Volume ||

From Windows Explorer, right-click the <Selected Drive Letter>:\Program Files\CSCOpx folder and
choose the Sharing and Security menu item.

The folder properties dialog box appears. Select the Security tab, and then click Add.

In the Select Users or Groups dialog box, click Location, and then select the local server from the
selection tree.

Enter casusers in the enter object names text box, and then click Check Names. The text box should
then display <ServerName>\casusers. Click OK.

Making sure casusers is selected, check the Full Control check box under Allow to grant the casusers
group full control.

Click Advanced.

Under Advanced Settings, check the Replace permission entries on all child objects with entries
shown here that apply to child objects check box.

Click Apply and wait for the permissions to propagate to all child objects under the CSCOpx directory.
When propagation is complete, click OK.

Click OK to close the CSCOpx Properties dialog box.

Unassign the drive letter from the cscopx volume.

Deport the datadg disk group from the secondary server.

Import the datadg diskgroup onto the primary server.

Assign the primary volume (cscopx) to the selected drive letter using either the VEA GUI or the
command line.

Updating Permissions when using Replication

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

To add the local casusers group permissions for a secondary server when using replication, follow these
steps:

If it is running on the primary server, stop Security Manager using the offline.pl script. For more
information, see Manually Starting, Stopping, or Failing Over Security Manager, page 4-3.

Unassign the drive letter from the cscopx volume.
Migrate the replication primary to the secondary.
Assign the selected drive letter to the cscopx volume on the secondary server.

From Windows Explorer, right-click the <Selected Drive Letter>:\Program Files\CSCOpx folder and
choose the Sharing and Security menu item.

The folder properties dialog box appears. Select the Security tab and click Add.

In the Select Users or Groups dialog box click Location, and select the local server from the selection
tree.

Enter casusers in the enter object names text box, and then click Check Names. The text box should
then display <ServerName>\casusers. Click OK.

Making sure casusers is selected, check the Full Control check box under Allow to grant the casusers
group full control.
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Step10 Click Advanced.

Step11  Under the Advanced Settings, check the Replace permission entries on all child objects with entries
shown here that apply to child objects check box.

Step12 Click Apply and wait for the permissions to be propagated to all child objects under the CSCOpx
directory.

Step13  When propagation is complete, click OK.

Note = While the permissions are being updated you may encounter an error dialog with the title “Error
Applying Security” with the message “An error occurred applying security information to: <Selected
Drive Letter>:\Program Files\CSCOpx\log\dcr.log. Access is denied.” You can safely ignore this error
and click Continue on the error dialog to complete the process of updating permissions.

Step14 Click OK to close the CSCOpx Properties dialog box.
Step15 Unassign the drive letter from the cscopx volume.
Step16 Migrate the replication back to the primary server.

Step 17  Assign the selected drive letter to the cscopx volume on the primary server.

Veritas Cluster Server Tasks

This section describes the process for setting up and configuring the Veritas cluster(s). There are two
specific scenarios described:

Single Local Cluster (Dual-Node) Configuration, page 3-16
Dual Geographic Cluster Configuration, page 3-24

Single Local Cluster (Dual-Node) Configuration

This section covers the setup and configuration of a single, local cluster with two nodes in the cluster
(primary and secondary).

This section contains the following topics:
e Creating the Cluster, page 3-16
e Creating the Application Service Group, page 3-17
e Creating the ClusterService Group (Optional), page 3-23

Creating the Cluster
To create the cluster, follow these steps:
Step 1 Create a cluster using the VCS Cluster Configuration wizard, where:

¢ (Cluster Name = CSManager_Primary
e ClusterID=0
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Step 2

Step 3

Veritas Cluster Server Tasks W

Include the primary and secondary servers in the definition of the cluster. Part of the cluster definition
in the wizard is to specify the NICs for the private network. VCS uses a private network for
communications between cluster nodes for cluster maintenance. You can also assign one of the network
Ethernet interfaces to act as low-priority cluster communications interface in case all the dedicated
cluster communication interfaces fail.

To start the Cluster Manager, choose Start > All Programs > Symantec > Veritas Cluster Server >
Veritas Cluster Manager - Java Console and log in to the cluster.

Using the Cluster Manager, import the CSManager resource type by choosing File > Import Types.
Browse to the CSManagerTypes.cf file located under $VCS_ROOT\cluster server\conf\config and click
Import.

Creating the Application Service Group

Step 1

Step 2

Note

To create the application service group, follow these steps:

Right-click the CSManager resource and select Add Service Group.

Add a service group called APP, and include both servers for this service group with the Startup option
checked for each server and the service group type of Failover.

1 Add Service Group
(% Add Service Group

Service Group name:! I.QPP

Available Systems Systems For Service Group

System name | Startup I Frioriby I
3 Ja]

Service Group Type: (v F i Paralel ¢ Hybrid

Selected Template: MNone

Templates ... |
{ K Canicel

236579

&1, Show Command

Right-click the APP service group and select Add Resource.

Add the NIC resource and check the Critical and Enabled check boxes.
* Resource name = NIC
e Resource Type = NIC

e MACAddress = <MAC address of the NIC used for accessing the Security Manager application>,
which is defined uniquely for each server in the cluster.

You can find the MAC address associated with each Ethernet interface using the DOS-level command
ipconfig -all.
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$* Add Resource

(EJ Add Resource

Group name:; AFF

Resource name: |NIC

Resource Type: INIC ;I 5

Attribute name Type Dimension Yalue Edit

PingTimeoutMseconds Integer Gcalar 1000 4

axTxErrorPercentage  Integer scalar 50 [

Jax TxErr Interval Integer Scalar 10 Fd
LseConnectionStatus Eoolean Scalar true 4

ACAddress k String Scalar | &
PingHostList String eckar | |

W critical [T Enabled

B, Show Cemmand oK Cancel |

236578

Step3  Right-click the APP service group and select Add Resource.
Add the IP resource and check the Critical and Enabled check boxes.
e Resource name = APP_IP
e Resource Type = IP

e Address = <Virtual IP address allocated for use by the Security Manager application>
(defined as a Global attribute)

e SubNetMask = <subnet mask>
(defined as a Global attribute)

e MACAddress = <MAC Address of the NIC used for accessing the Security Manager application>,
(defined for each server in the cluster)

T Add Resource { x|

(@ Add Resource

Group name: APP

Resource name: I.qpp I

Resource Type: I -

- g

Attribute name Type Dirmension Value Edit
Address String Scalar 10.76.10.240 [Z4
SubNetMask String Scalar 255.255.255.0 =4
MACAddress String scalar [Z4

[# Critical [ Enabled

Show Cormmand %K Cancel
EL

236573

i High Availability Installation Guide for Cisco Security Manager 4.9



| Chapter3

Installing the Cisco Security Management Suite High Availability Solution

Stepd  Right-click the APP service group and select Add Resource.
Add the VMDg Resource and check the Critical and Enabled check boxes.

e Resource name = datadg

e Resource Type = VMDg

¢ DiskGroupName = datadg
(defined as a Global attribute)

T Add Resource
(@ Add Resource
Group name: app
Resource name: Idatadg
Resource Type: I'\dMDg ﬂ 2
Arcribute name Type Dimension Walue Edit
TSTADTCETIONE T e e i 3 :.J
WWMFailAction String Sealar RESTART VXYM ]
xWMRestartatts, ., Integer Scalar 10 a
DetaiMonitorFreq  Integer Scalar 10 3
DiskGroupName String Scalar datadg 4
DGGuid Btring Scalar 4 -
[# Critical [ Enabled
K1 show Command

E K Cancel

Step5  Right-click the VMDg resource group and select Add Resource.
Add the datadg_evt resource and check the Critical and Enabled check boxes.

e Resource name = datadg_evt

e Resource Type = VMDg

¢ DiskGroupName = datadg_evt
(defined as a Global attribute)

£* Add Resource E
(@ Add Resource
GrOUp Name: APP
Resource name: Idatadg vt
R Type:
esource Type: IVMDI] LI 2
Attribute name Type Dimension Value Edit
TSCAPEIC AT il T T |
wMMFailaction Skring Gealar RESTART _WiUM 3
wWMRestartAtte. ., Integer Scalar 10
DetailMonitarFreq  Integer Scalar 10 2
DiskGroupMName String Scalar datadg_evt
[aGEuid BSkring Scalar [ -
[V Critical [ Ei
K, Show Command T\E‘ Cancel |

Step6  Right-click the APP service group and select Add Resource.
Add the MountV Resource and check the Critical and Enabled check boxes.

e Resource name = APP_MountV

e Resource Type = MountV

238572

236578

Veritas Cluster Server Tasks
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e MountPath = <Selected Drive Letter>:\
(defined as a Global attribute)

e VolumeName = cscopx
(defined as a Global attribute)

e VMDGResName = datadg
(defined as a Global attribute)

e ForceUnmount = {NONE, READ-ONLY, ALL}

Defines whether the agent unmounts the volume forcibly when it is being used by other applications.
The following choices are available:

— NONE: The agent does not unmount the volume if an application is accessing it.

— READ-ONLY: The agent unmounts the volume if applications are accessing it in a read-only
mode.

— ALL: The agent unmounts the volume regardless of the type of access an application has.

The default is NONE. If the volume cannot be unmounted, automatic failover to the secondary
server might be prevented, so you might want to select a value of READ-ONLY or ALL.

T Add Resource

CE; Add Resource

Group name: APE

Resource name: |APP_MDuntV

Resoures Type: |Mount\-‘ LI @

Atkribute name I Type Dirnension | Value I Edit |
Forcellnmount iString fjca\ar READ_OMLY 4
List Applications Baolean calar False & |
lnUtoFSClean Boolean Bealar False @- |
FurgeStaleMountPoints  Boolean Bealar False (4 |
MountPath String Scalar Fa, & |
VolumeName :Etring Scalar lescopn |
WMDGResName 'Si:ring Scalar .datadg @' |
MaourkRechame -_S'tri'ng_ Bealar | |"_:,’9 _'

[¥ Critical [ Enabled

E1, show Command OF Cancel |

Step7  Right-click the MountV resource group and select Add Resource.
Add the MountV_evt Resource and check the Critical and Enabled check boxes.

238575

e Resource name = APP_MountV_evt
e Resource Type = MountV

e MountPath = <Selected Drive Letter>:\
(defined as a Global attribute)

e VolumeName = cscopx_evt
(defined as a Global attribute)

e VMDGResName = datadg_evt
(defined as a Global attribute)

e ForceUnmount = {NONE, READ-ONLY, ALL}
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Defines whether the agent unmounts the volume forcibly when it is being used by other applications.
The following choices are available:
— NONE: The agent does not unmount the volume if an application is accessing it.
- READ-ONLY: The agent unmounts the volume if applications are accessing it in a read-only
mode.
— ALL: The agent unmounts the volume regardless of the type of access an application has.
The default is NONE. If the volume cannot be unmounted, automatic failover to the secondary
server might be prevented, so you might want to select a value of READ-ONLY or ALL.
f Add Resource
(EJ Add Resource
Group name: APP
Resource name: IAPPfMDunt\f?evt
Resource Type: IMnunt\u‘ LI %
Attribute name Tvpe Dimension Walue Edit.
Saclual: _—-— e rm T
fukoFSClean Eioolean Sialar rue
PurgestaleMount... Boolean Scalar alse 2
MountPath String Scalar K:
YolumeName Skring Scalar cscopx_evt Ca
¥MDGResName  [String Scalar datadg_evt (3 -
[ critieal [V Enabled
b
)., show Command [EK Cancel | %
Step8  Right-click the APP service group and select Add Resource.
Add the RegRep resource and check the Critical and Enabled check boxes.
e Resource name = APP_RegRep
e Resource Type = RegRep
e MountResName = APP_MountV
(defined as a Global attribute)
e ReplicationDirectory = \REGREP\DEFAULT
(defined as a Global attribute)
e Keys (defined as a Global attribute)
Key = HKLM\Software\JavaSoft\Prefs\vims
Value = <blank>
(# APP_RegRep
The list of registry keys to be monitored. This attribute can take localized ;I
walues. Setting up replication of a key automatically sets up replication of its
subleys, For example, to replicate the keys HELMY SofbwareWERITASY, and
HKLMY\ Software \WERITASY\WCS, define only HKLMY| Softwarel i VERITASY, in the
Keys attribute, From the Pname-value? pair of a registry key, you must provide
the name of the registry keys to be synchronized and not the value for that
key. =
(& Global Yalue
" Per System
- ﬂ
[
m Cancel §
[a]
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~

Note Security Manager stores client user preferences in the server registry under
HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Prefs\vms. The registry replication agent (RegRep)
monitors changes to the specified registry location on the active server and synchronizes these changes

to a secondary server in the event of a failover.

Step9  Right-click the APP service group and select Add Resource.
Add the CSManager resource and check the Critical and Enabled check boxes.

e Resource name = APP_CSManager

e Resource Type = CSManager

e PathName = <Selected Drive Letter>:\Program Files\CSCOpx\

(defined as a Global attribute)

e EventIPAddress = The same IP address as used in APP_IP

(defined as a Global attribute)

e CertificateDir = See Security Certificates for SSL, page 4-2, for an explanation of this attribute.

T Add Resource
Ca: Add Resource

Group name: app

Resource name: |.QPP_CSMan-ager

Resource Type: |C5Manager LI =

Aktribute name ] Type Dimension I Value I Edit I

PathName String Scalar F:"Program Files\CSCO... @_ |
EventIPAddress String Scalar 10.76.10.240 74

CertificateDir 5tring

¥ Critical [ Enabled

E1, Show Command

O? | Cancel

236571

Step10 Link the resources as defined in the following table (see Figure A-1 on page A-2).
Parent Resource Child Resource
APP_CSManager APP_RegRep
APP_CSManager APP_IP
APP_IP NIC
APP_RegRep APP_MountV
APP_RegRep APP_MountV_evt
APP_MountV datadg
APP_MountV_evt datadg_evt
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To link resources, follow these steps:

a. Right-click the parent resource, and then select Link.

The Link Resources dialog box appears.

£ Link Resources [<]

]

Parent Resource: APP_CSManager

Group: APP
Child Resource:

APP_Mounty
APP_Mounty_ewt
i@, arp_Reoken

gy NIC

3 datadg

3 datadg_evt
o
oo
&

C‘IJ el | |2

o

b. Select the child resource, and then click OK.

The selected resources are linked.

When all links have been made, your resource view should look like the following:

r CSManager_Primary - Cluster Explorer : DOMADMIN@CSMBLRHA { Cluster Administrator }

Fle Edit View Tools Help

dig B e W @& HL HFOOFERWEAB B O

FAREIE] Status | ] Resources | (] properties |
5 CoManager Primary

@ Resource View: APP on all systems

& Link | 5§ auto Arrange| O

@

. APPCSManager
S Mounky

@ APP_Mounky
e APP_Mounky_evl
- ReaRep

iy APF_RegRep
CSManager B
B APP_CSManager

APP_RegRep

B [
NIC APP_Mounty APP_Mounty_evk

=

datadg

datadg_evt:

236584

Creating the ClusterService Group (Optional)

You can optionally configure a ClusterService group to run the following optional components:
e Cluster Manager (Web Console)

e Notification

You can use the VCS Configuration wizard to configure these components. See the Veritas Cluster

Server administrator’s guide for details. The notification service is useful because it can notify you of
events happening in the cluster either through email or SNMP traps.
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Dual Geographic Cluster Configuration

This section covers the setup and configuration of two clusters geographically separated with a single
node in each cluster.

~

Note  You can also create dual geographic cluster configurations with multiple nodes within one or both
clusters.

This section contains the following topics:
e Creating the Primary and Secondary Clusters, page 3-24
e Creating the ClusterService Group, page 3-25
¢ Creating the Replication Service Group, page 3-26
e Creating the Application Service Group, page 3-27
e Creating the Cluster Level Configuration, page 3-29

Creating the Primary and Secondary Clusters

To create the primary and secondary clusters, follow these steps:

Step 1 Create a cluster on the primary server (in the primary cluster) using the VCS Cluster Configuration
wizard, where:

e (Cluster Name = CSManager_Primary
e Cluster ID=0

Step2  Create a cluster on the primary server (in the secondary cluster) using the VCS Configuration wizard,
where:

e (Cluster Name = CSManager_Secondary
e ClusterID=1

Step3  In the primary cluster, start the Cluster Manager by choosing Start > All Programs > Symantec >
Veritas Cluster Server > Veritas Cluster Manager - Java Console and log in to the cluster.

Step4  Using the Cluster Manager, import the CSManager resource type by choosing File > Import Types.
Browse to the CSManagerTypes.cf file located under $VCS_ROOT\cluster server\conf\config and click
Import.

Step5  Repeat Steps 3 and 4 for the secondary cluster.
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Creating the ClusterService Group

To create the ClusterService group, follow these steps:

Note  Perform these steps on both the primary and secondary clusters.

Tip You can use the VCS Configuration wizard as an alternate method to the procedures in this section for
creating the ClusterService group and wac resource for intercluster communications. You can also
configure the optional Cluster Manager (Web Console) and Notification components with the VCS
Configuration wizard. See the Veritas Cluster Server administrator’s guide.

Step 1 Right-click the CSManager resource and select Add Service Group.
Add a service group called ClusterService.
Step2  Right-click the ClusterService service group and select Add Resource.
Add the NIC resource:
e Resource name = NIC
e Resource Type = NIC
¢ MACAddress = <MAC Address of the NIC card>

Note  You can find the MAC address associated with each Ethernet interface using the DOS-level command
ipconfig -all.

Step3  Right-click the ClusterService service group and select Add Resource.
Add the IP resource
e Resource name = VCS_IP
e Resource Type = IP
e Address = <Virtual IP address allocated for the cluster>
¢ SubNetMask = <subnet mask>
e MACAddress = <MAC Address of the corresponding NIC card>
Step4  Right-click the ClusterService service group and select Add Resource.
Add the wac resource:
e Resource name = wac
e Resource Type = Process
e StartProgram = C:\Program Files\Veritas\Cluster Server\bin\wac.exe
¢ StopProgram = C:\Program Files\Veritas\Cluster Server\bin\wacstop.exe

e MonitorProgram = C:\Program Files\Veritas\Cluster Server\bin\wacmonitor.exe
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Step5  Link the resources as defined in the following table (see Figure A-4 on page A-4).

Parent Resource Child Resource
wac VCS_IP
VCS_IP NIC

To link resources, follow these steps:

a. Right-click the parent resource, and then select Link.
The Link Resources dialog box appears.

b. Select the child resource, and then click OK.

The selected resources are linked.

Creating the Replication Service Group

To create the replication service group, follow these steps:

S

Note  Perform these steps on both the primary and secondary clusters.

Step 1 Right-click the CSManager resource and select Add Service Group.
Add a service group called APPrep.
Step2  Right-click the APPrep service group and select Add Resource.
Add the Proxy resource:
e Resource name = VVR_NIC_Proxy
e Resource Type = Proxy
e TargetResName = NIC
Step3  Right-click the APPrep service group and select Add Resource.
Add the IP resource:
e Resource name = VVR_IP
e Resource Type = IP
e Address = <Virtual IP address allocated for replication>
¢ SubNetMask = <subnet mask>
e MACAddress = <MAC address of the corresponding NIC card>
Step4  Right-click the APPrep service group and select Add Resource.
Add the VMDg resource:
e Resource name = datadg
e Resource Type = VMDg
e DiskGroupName = datadg
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Step 6
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Right-click the APPrep service group and select Add Resource.
Add the VvrRvg resource:

e Resource name = APP_RVG

e Resource Type = VvrRvg

¢ RVG = CSM_RVG

e VMDGResName = datadg

e JPResName = VVR_IP

Link the resources as defined in the following table (see Figure A-3 on page A-3).

Parent Resource Child Resource
VVR_IP VVR_NIC_Proxy
APP_RVG VVR_IP
APP_RVG datadg

To link resources, follow these steps:

a. Right-click the parent resource, and then select Link.
The Link Resources dialog box appears.

b. Select the child resource, and then click OK.

The selected resources are linked.

Creating the Application Service Group

~

Note

Step 1
Step 2

Step 3

To create the application service group, follow these steps:

Perform these steps on both the primary and secondary clusters.

Add a service group called APP.
Right-click the APP service group and select Add Resource.
Add the RVG primary resource:

e Resource name = APP_RVGPrimary

e Resource Type = RVGPrimary

¢ RvgResourceName = APP_RVG
Right-click the APP service group and select Add Resource.
Add the MountV resource:

e Resource name = APP_MountV

e Resource Type = MountV

e Mount Path = <Selected Drive Letter>:\
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e Volume Name = cscopx
e VMDg Resource Name = datadg
Step4  Right-click the APP service group and select Add Resource.
Add the RegRep resource and check the Critical and Enabled check boxes.
e Resource name = APP_RegRep
e MountResName = APP_MountV
e ReplicationDirectory = \REGREP\DEFAULT
¢ Keys = HKLM\Software\JavaSoft\Prefs\vms

Note  Security Manager stores client user preferences in the server registry under
HKEY_LOCAL_MACHINE\SOFTWARE\avaSoft\Prefs\vms. The registry replication agent (RegRep)
monitors changes to the specified registry location on the active server and synchronizes these changes
to a secondary server in the event of a failover.

Step5  Right-click the APP service group and select Add Resource.
Add the Proxy resource:
e Resource name = APP_NIC_Proxy
e Resource Type = Proxy
e TargetResName = NIC
Step6  Right-click the APP service group and select Add Resource.
Add the IP resource:
e Resource name = APP_IP
e Resource Type = IP
e Address = <Virtual IP address allocated for the application>
e SubNetMask = <subnet mask>
¢ MACAddress = <MAC address of the corresponding NIC card>
Step7  Right-click the APP service group and select Add Resource.
Add the CSManager resource:
e Resource name = APP_CSManager
¢ Resource Type = CSManager
e PathName = <Selected Drive Letter>:\Program Files\CSCOpx
e EventIPAddress = The same IP address as you used in APP_IP
e CertificateDir = See Security Certificates for SSL, page 4-2, for an explanation of this attribute.

Step8  Link the resources as defined in the following table (see Figure A-2 on page A-3).

Parent Resource Child Resource
APP_MountV APP_RVGPrimary
APP_RegRep APP_MountV
APP_CSManager APP_RegRep
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Parent Resource Child Resource
APP_IP APP_NIC_Proxy
APP_CSManager APP_IP

To link resources, follow these steps:

a. Right-click the parent resource, and then select Link.
The Link Resources dialog box appears.

b. Select the child resource, and then click OK.

The selected resources are linked.

Creating the Cluster Level Configuration

To create the cluster level configuration, follow these steps:

Step1  Link the APP service group as the parent of the APPrep service group with an online local firm
dependency. Perform this step on both the primary and secondary clusters.

Step2  Under the cluster properties specify the cluster address, which is the same IP address that you used in
the VCS_IP resource.

Step3  From the primary cluster, choose Edit > Add/Delete Remote Cluster to use the Remote Cluster
Configuration wizard to add the secondary cluster.

Step4  From the primary cluster, choose Edit > Configure Global Groups to use the Global Group
Configuration wizard to configure the APP service group as a global group.

See Figure A-5 on page A-4.

High Availability Installation Guide for Cisco Security Manager 4.9
| "=



Chapter3 Installing the Cisco Security Management Suite High Availability Solution |

M Veritas Cluster Server Tasks

High Availability Installation Guide for Cisco Security Manager 4.9
EEN I



CHAPTER

Maintenance Activities

This chapter describes maintenance activities related to Security Manager when it is used in an HA/DR
configuration. This chapter containg the following topics:

Customizing VCS Behavior, page 4-1

Security Certificates for SSL, page 4-2

Manually Starting, Stopping, or Failing Over Security Manager, page 4-3
Integrating Cisco Secure ACS with Security Manager, page 4-5
Upgrading Security Manager, page 4-6

Backing Up Security Manager, page 4-6

Uninstalling Security Manager, page 4-6

Migrating a Non-HA Security Manager to HA, page 4-8

Customizing VCS Behavior

VCS supports an extensive number of variables to control VCS behavior, such as responses to resource
failures. If you followed the default installation as described in this document, here are some of the
resulting failover behaviors. You should review these and other behavior controls as described in Veritas
Cluster Server User’s Guide.

If Security Manager fails, VCS does not try to restart the application on the same server; instead,
VCS fails it over to the standby server in the cluster. However, you can use a resource-level attribute,
RestartLimit, to control the number of times the agent tries to restart the resource before declaring
the resource as faulted.

When first trying to bring the Security Manager application online on a given server, VCS will
attempt to bring the resource online only once. The OnlineRetryLimit resource-level attribute
specifies the number of times the online entry point is retried if the initial attempt fails.

By default, VCS runs the Security Manager application monitor script every 60 seconds. This means
that it can take up to 60 seconds to detect an application failure. The MonitorInterval is a
resource-level attribute that can be adjusted.

If you are using dual clusters, failover between the clusters is a manual operation by default. This
avoids having both clusters running the application simultaneously. If communication between the
clusters is lost (which can readily happen if no redundant paths exist between geographically
separated data centers), VCS cannot determine whether the remote cluster failed or a
communication problem exists. If you prefer automatic failover between clusters, you can configure
it with the ClusterFailOverPolicy attribute on the APP service group.
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Security Certificates for SSL

Note

Step 1
Step 2

Step 3

Security Manager allows configuring the use of Secure Socket Layer (SSL) encryption between the
server and the client browser or application. SSL encryption requires the creation and placement of a
digital certificate on the server. Part of the identity information contained in the digital certificate is the
Common Name (CN) or “Host Name” as shown on the Common Services web GUI. In a HA/DR
configuration where there are multiple servers and corresponding hostnames you may want to take
special steps to ensure that you maintain a certificate that matches the hostname or IP address used to
access the application.

In the case of a single cluster, you access the application with a single virtual IP address or virtual
hostname. In this case you should create a certificate with the CN equal to the virtual IP address or virtual
hostname. Because the virtual IP or virtual hostname address is valid regardless of the server in the
cluster running the application, you do not need to update the digital certificate files in the event of a
failover.

However, in the case of a dual geographic cluster configuration, each cluster has its own IP address or
hostname associated with the application. As a result, if the digital certificate file has been created to
match one cluster, it will not match when the application fails over to the other cluster. In this case you
might want to update the digital certificate files to match the other cluster in the event of an inter-cluster
failover.

If you use a virtual hostname to access the application, you can avoid having to update the certificates
for an inter-cluster failover by instead using DNS updating. In the event of an inter-cluster failover, DNS
is updated with the new IP address associated with the virtual hostname. Because clients are using the
same virtual hostname in all cases to access the application, there is no need to update the certificate
files.

The Security Manager Agent for VCS can automatically copy digital certificate files stored on a
non-shared, non-replicated local directory prior to starting the application. However, you need to place
the appropriate files in this directory on each server in the clusters. The directory is specified to the agent
using the CertificateDir parameter.

In the case of a geographic redundancy (DR) configuration where there is a single server at each site, a
simpler option is available. You can configure the agent to regenerate the certificate files based on the
hostname of the server. This works because there are no virtual IP addresses or virtual hostnames
involved. To configure the agent for this behavior, specify the keyword regen for the value of the
CertificateDir parameter.

When Security Manager is installed, it creates by default a self-signed certificate matching the local
hostname of the server. If appropriate for your configuration, to generate a self-signed certificate
matching a virtual IP address or virtual hostname, follow this procedure:

Log in to the web browser interface of the server (http://<hostname or IP address>:1741).
Access the self-signed Certificate Setup screen as follows:
a. On the Cisco Security Management Suite homepage, click Server Administration.

b. From the menu on the Server Admin page, select Server > Single Server Management > Certificate
Setup.

Populate the fields of the certificate and specify either the virtual IP address or virtual hostname in the
CN field, then click Apply.
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The following certificate-related files are generated in the NMSROOT\MDC\Apache\conf\ssl directory:
e server.key
® server.crt
e server.pk8
e server.csr
e openssl.conf
e chain.cer

If you are using a single cluster, no further action is required. However, if you are using a dual
geographic cluster configuration with multiple servers in each cluster, you should copy the
certificate-related files listed above to a non-shared, non-replicated local directory on each server in the
cluster. You should then do the same procedure for the secondary cluster, except this time specify the
virtual IP address or virtual hostname of the secondary cluster. When you define the CSManager
resource, specify the selected non-shared, non-replicated local directory for the CertificateDir attribute.
The agent then automatically copies the certificate files to the appropriate working directory after a
failover, prior to starting the application.

Manually Starting, Stopping, or Failing Over Security Manager

VCS Case

A

In a non-HA/DR configuration, you normally start and stop Security Manager with the Windows
Services application or its command-line equivalents, net start and net stop. However, in an HA/DR
configuration, you must not use this approach. Specific scripts are provided for starting and stopping
Security Manager in an HA/DR configuration. These scripts perform additional procedures necessary if
you start Security Manager on a different server. These scripts and others make up the Security Manager
agent for VCS. The agent enables VCS to control and monitor Security Manager. If you are not using
VCS, you can use these scripts to manually start and stop Security Manager.

The section contains the following topics:
e VCS Case, page 4-3
e Non-VCS Case, page 4-4

If you are using VCS, you should use the VCS controls to manually start, stop, or fail over the
Security Manager service group (APP). In VCS terminology, start and stop are referred to as online and
offline, respectively. You can bring online, bring offline, or fail over the Security Manager service group
using the VCS GUI or the VCS command-line interface. Appendix B, High Availability and Disaster
Recovery Certification Test Plan, page B-1, has examples for performing such operations.

Caution

If you manually stop Security Manager outside of VCS (such as by using net stop), VCS views this as
an application failure and tries to initiate recovery.
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Non-VCS Case

If you are not using VCS, you can use the online and offline scripts provided with Security Manager to
start and stop Security Manager. These scripts can be found at:

$NMSROOT\MDC\athena\ha\agent\Veritas60 (for Veritas 6.0.1)
$NMSROOT\MDC\athena\ha\agent\Veritas602 (for Veritas 6.0.2)
$NMSROOT\MDC\athena\ha\agent\Veritas61 (for Veritas 6.1)

Windows Server 2012, 2012R2 Syntax for Veritas 6.0.1, Veritas 6.0.2 and Veritas 6.1:

perl online.pl CSManager <PathName> <EventIPAddress> [ <CertificateDir>\regen ]

For example:

perl online.pl CSManager F:\Progra~1\CSCOpx 192.0.2.1

Note  You must select the Run as administrator option when opening the Command Prompt.

Syntax Description

<PathName> The Security Manager installation path (for example, “F:\Program
Files\CSCOpx”). If the installation path contains spaces, enclose the
argument in quotes.

<EventIPAddress> The IP address that the Security Manager application uses for client/server
and server/device communications.

<CertificateDir> Optional. Allows you to specify a nonshared, non-replicated local directory
where SSL certificate files are kept. If specified, the script copies these files
to the appropriate directory under the installation directory for use by the
application. If the keyword regen is used, the script regenerates the SSL
certificate based on the local hostname of the server. Regardless of the value
used for this parameter, if the hostname of the server matches that of the
Security Manager application files, no actions are taken on the certificates.
See also Security Certificates for SSL, page 4-2.

The offline script syntax for Windows Server 2012 , 2012R2 is shown below:

Windows Server 2012 , 2012R2 Syntax for Veritas 6.0.1, Veritas 6.0.2 and Veritas 6.1:

perl offline.pl CSManager <PathName> <EventIPAddress>

For example:

perl offline.pl CSManager F:\Progra~1\CSCOpx 192.0.2.1

Note  You must select the Run as administrator option when opening the Command Prompt.
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Note

Integrating Cisco Secure ACS with Security Manager

Syntax Description

<PathName> The Security Manager installation path (for example, “F:\Program
Files\CSCOpx”). If the installation path contains spaces, enclose the
argument in quotes.

<EventIPAddress> The IP address that the Security Manager application uses for client/server
and server/device communications.

For ease of use, you might want to create an online and offline batch file (for example, online.bat and
offline.bat), which includes the appropriate attributes for your configuration.

To perform a manual failover, you can use VEA or the command line to transfer the primary role within
your replicated volume group. If both the primary and secondary server are functioning, you can migrate
the primary role to the secondary (effectively reversing the direction of replication) or, if the primary
server has failed and is unavailable, you can have the secondary server take over the primary role (with
or without fast-failback). Refer to the Veritas Volume Replicator administrator’s guide for details.

The following is an outline of the manual failover procedure for a disaster recovery configuration using
replication between two servers:

Stop Security Manager on the primary server using the offline.pl script.

Unassign the drive letter from the volume used for Security Manager on the primary server.
Migrate ownership from the primary server to the secondary server using the VEA GUIL
Assign the drive letter for the volume used for Security Manager on the secondary server.

Start Security Manager on the secondary server using the online.pl script.

If you are migrating/failing-over to the secondary server for the first time, you must upgrade the file
permissions for the casusers group. This is a one-time activity. For more information, see Updating
Permissions on the Working Volume, page 3-14.

Integrating Cisco Secure ACS with Security Manager

As described in the Installation Guide for Cisco Security Manager, you can integrate Cisco Secure ACS
with Security Manager to provide enhanced authorization for Security Manager users. In an HA/DR
configuration, you need to add each Security Manager server involved in the configuration as a AAA
client in ACS. When you specify the server in ACS, specify the fixed IP address associated with server’s
physical hostname.

If you are using an HA/DR configuration for Security Manager with ACS integration, you should also
deploy multiple ACS servers to avoid having ACS become a single point of failure. If you only have one
ACS server and it fails, you cannot log in to Security Manager without taking corrective action to either
restore ACS or reset the Security Manager server to use local authentication. ACS supports the
deployment of a primary ACS along with multiple secondary ACSs, where database replication is used
to keep the secondary ACSs synchronized with the primary ACS. Security Manager supports specifying
up to three ACSs, so if the first ACS is unavailable, it tries the second, and finally the third, if necessary.
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Upgrading Security Manager

Security Manager upgrades come in various forms:
e Major releases (change in the first number of the release, for example, 3.x to 4.x)
e Minor releases (change in the second digit of the release, for example, 3.1 to 3.2)
e Maintenance releases (change in the third digit of the release, for example, 3.1 to 3.1.1)
e Service packs (identified by a service pack identifier, such as SP2 for Security Manager 3.1)

When you upgrade Security Manager in an HA/DR configuration, the main difference is whether it is
necessary to upgrade just the primary server with the active instance of Security Manager or to also
upgrade the secondary servers, which have only a spare copy of Security Manager for establishing the
correct registry configuration necessary for Security Manager to run on the server. If an upgrade
modifies the registry, you must perform the upgrade on all servers in the HA/DR configuration. Normally
service packs do not affect the registry, so it is sufficient to install the service pack just on the primary
server. For major, minor, or maintenance releases, normally you should upgrade all servers. However,
check the readme file or release notes for exceptions to these guidelines.

When upgrading a secondary server, you must mount the spare copy of the Security Manager to the
standard SNMSROOT (such as F:\Program Files\CSCOpx) path used on all servers in the configuration
and then install the regular upgrade. This ensures that the registry settings are correct for running the
upgraded version of Security Manager on any secondary server.

Before you upgrade, stop VCS on all servers (using hastop -all -force on any server in the cluster stops
VCS on all servers in the cluster and leaves the application and its resources operational). If you are
upgrading on all servers and your configuration uses replication, you should pause or stop the replication
during the upgrade and then synchronize the secondary servers after the upgrade is complete.

Backing Up Security Manager

An HA/DR deployment configuration of Security Manager does not replace the need for backing up
Security Manager regularly. The HA/DR configuration protects you against loss of data or application
downtime due to hardware failures; however, it does not protect you against user actions such as
accidentally or maliciously modifying or deleting important information maintained in

Security Manager. Therefore, you should continue to back up the Security Manager database and
information files; you can use the backup feature in Security Manager.

You should back up only the primary active instance of Security Manager, not the spare instances
associated with secondary servers. Security Manager can be restored on any server in the HA/DR
configuration or any server that has the compatible Security Manager application installed.

Uninstalling Security Manager

To uninstall Security Manager from all servers in the HA/DR configuration, follow these steps:

Step1  Make sure Security Manager is running on the primary server in the primary cluster.

Step2  Using the Cluster Explorer, right-click the APP_CSManager resource and uncheck the critical check
box. You are prompted to switch to read/write mode, so click Yes when this dialog box appears.
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Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Step 10

Step 11
Step 12

Step 13

Note

Uninstalling Security Manager W

Right-click the APP_CSManager resource and select Offline on the primary server. Wait for
Security Manager to go offline.

Perform required maintenance activities, as needed.

Start the daemon manager manually on the server, using the net start crmdmgtd command.
The APP_CSManager will come online; check the critical check box.

Delete the APP_CSManager resource and then save the VCS configuration.

If you are using replication, stop replication using the VEA GUI.

To uninstall Security Manager on the primary server, choose Start > All Programs > Cisco Security
Manager > Uninstall Cisco Security Manager.

On the secondary server, import the disk group if not already done, which contains the cscopx_spare
volume, using either the VEA GUI or the command line.

Assign the selected drive letter to the cscopx_spare volume using either the VEA GUI.

To uninstall Security Manager on the primary server, choose Start > All Programs > Cisco Security
Manager > Uninstall Cisco Security Manager.

Repeat Steps 10 through 12 on any other secondary servers or the primary server in a secondary cluster.

If you do not plan to re-install Security Manager, you should also delete service groups in VCS
associated with Security Manager and the Replicated Volume Group if using replication. You should also
delete any unneeded volumes and disk groups as well.
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Migrating a Non-HA Security Manager to HA

Step 1

Step 2
Step 3

Step 4

If you have an existing Security Manager installed in a regular non-HA configuration, this section
addresses how to migrate that instance to an HA configuration. Use the following steps to perform the
migration:

Perform a backup of the existing Security Manager instance as described in the User Guide for
CiscoWorks Common Services 3.2. See the section entitled Backing Up Data in the Configuring the
Server Chapter available here:
http://www.cisco.com/en/US/docs/net_mgmt/ciscoworks_common_services_software/3.2/user/guide/a
dmin.html

Create the desired Security Manager HA or DR deployment environment as described in this document.

Restore the backup taken from the original Security Manager instance to the primary server in the HA
or DR deployment environment as described in the User Guide for CiscoWorks Common Services 3.2.
See the section entitled “Restoring Data” available at the link above.

Manually synchronize the database passwords in the registry on any secondary servers with the
passwords on the primary server. On the primary server, use the registry editor (Start > Run > regedit)
to find and note the values for the CWEPWD registry entries under folders cmf, vms, rmeng, and aus
under HKEY_LOCAL_MACHINE\SOFTWARE\OBDC\OBDC.INI. Edit the CWEPWD registry values
on any secondary machine to match those on the primary.
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APPENDIX A

VCS Resource Views for the Reference
Configurations

This section provides information about Veritas Cluster Server (VCS) resource and service group views
for the HA/DR Security Manager configurations described in this document. Figure A-1 through Figure
A-5 illustrate the dependencies among resources in a service group or the dependencies among service
groups. In the figures, the line between two resources represents a dependency, or parent-child
relationship. Resource dependencies specify the order in which resources are brought online and taken
offline. During failover, the resources closest to the top of the figure must be taken offline before the
resources linked to them are taken offline. Similarly, the resources that appear closest to the bottom of
the figure must be brought online before the resources linked to them can come online. A resource that
depends on other resources is a parent resource. The figure links a parent resource icon to a child
resource icon below it.
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Single Local Cluster (Dual-Node) Configuration

Figure A-1 shows the Veritas Cluster Server (VCS) resource views for a single cluster with two servers
in the cluster.

Figure A-1 Resource View: APP Group (Single Cluster, Dual Node)
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Dual Geographic Cluster (Single-Node) Configuration

Figure A-2 through Figure A-5 show the Veritas Cluster Server (VCS) resource views for a dual cluster
configuration with one server in the cluster.

Figure A-2 Resource View: APP Group (Dual Cluster, Single Node)
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Figure A-3 Resource View: APPrep Group (Dual Cluster, Single Node)
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W Dual Geographic Cluster (Single-Node) Configuration

Figure A-4 Resource View: ClusterService Group (Dual Cluster, Single Node)
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Figure A-5 Service Group View (Dual Cluster, Single Node)
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APPENDIX B

High Availability and Disaster Recovery
Certification Test Plan

The HA/DR certification test plan validates that the Security Manager application is highly available and
can survive various hardware and software failures. The test plan also covers maintenance activities,
such as manually switching the application between servers.

Security Manager client sessions require active users to log in again after an application failover. This
behavior is equivalent to stopping and starting Security Manager services running on the server.

The following test case categories are contained in this appendix:
e Manual Switches, page B-1
e FEthernet/Network Failures, page B-3
e Server Failures, page B-10

e Application Failures, page B-16

Manual Switches

This section covers two different types of manual switches. In a single cluster with two servers, you can
switch between the two servers in the cluster (intracluster switch); in a dual cluster configuration with a
single server in each cluster, you can switch between clusters (intercluster switch).

This section contains the following topics:
e IntraCluster Switch, page B-1
e InterCluster Switch, page B-2

IntraCluster Switch

Test Case Title: Manual application switch within a cluster.
Description: The application is manually switched to a different server in the same cluster using VCS.

Test Setup: A dual node cluster (Figure 1-1 on page 12) in a single cluster configuration.
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W Manual Switches

Step1  Ensure that the APP service group is running on the primary server. Using the VCS Cluster Explorer,
select the APP service group. From the shortcut menu, select Switch To, and choose the secondary
server. Alternatively, issue the following command:

C:\> hagrp -switch APP -to secondary_ server_name

Step 2 From the Resource view of the APP service group, observe that the resources in the service group go
offline on the primary server and then come online on the secondary server. Or issue the following
command to observe the status of the APP service group.

C:\> hagrp -state APP

Step3  From a client machine, launch the Security Manager client, using the virtual hostname or IP address in

the Server Name field of the login dialog box. Verify that you can log in to the application successfully.
InterCluster Switch

Test Case Title: Manual application switch between clusters.

Description: The application is manually switched to a server in a different cluster using VCS.

Test Setup: A dual cluster configuration as shown in Figure 1-2 on page 14 with a single server in each

cluster.

Step1  Using the VCS Cluster Explorer, select the APP service group. From the shortcut menu, select Switch
To, then Remote Switch(...), to open the Switch global dialog box. In the dialog box, specify the remote
cluster and, if desired, a specific server in the remote cluster. Alternatively, issue the following
command:

C:\> hagrp -switch APP -any -clus secondary. cluster_name

Step 2 From the Resource view of the APP service group, observe that the resources in the service group go
offline in the primary cluster. Select the root cluster node in the tree and use the Remote Cluster Status
view to see that the APP service group goes online on the remote cluster. Or issue the following
command to observe the status of the APP service group.

C:\> hagrp -state APP

#Group Attribute System Value
APP State csm_primary:<Primary Server> |OFFLINE |
APP State localclus:<Secondary Server> |ONLINE|

Step 3 From a client machine, launch the Security Manager client by entering the appropriate hostname or
application IP address used in the secondary cluster in the Server Name field of the Login dialog box.
Verify that you can successfully log in to the application.

Step4  Log out of the Security Manager client, and then switch the APP service group to the primary cluster

using either the VCS Cluster Explorer or the following command:

C:\> hagrp -switch APP -any -clus primary cluster_ name
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Ethernet/Network Failures

HA/DR configurations have two types of server Ethernet connections. The first are the Ethernet
connections used for network communications (public interfaces); the second are Ethernet interfaces
dedicated for intracluster communications (private interfaces). This section covers failure test cases for
each type of Ethernet interface.

e Network Communication Failures, page B-3

¢ Cluster Communication Failure, page B-8

Network Communication Failures

This section describes the tests used to verify that VCS can detect failure of the network Ethernet ports
used for network communications. This section contains the following topics:

¢ Network Ethernet Failure on Secondary Server, Single Cluster, page B-3
e Network Ethernet Failure on Primary Server, Single Cluster, page B-4
e Network Ethernet Failure on Secondary Server, Dual Cluster, page B-5

e Network Ethernet Failure on Primary Server, Dual Cluster, page B-7

Network Ethernet Failure on Secondary Server, Single Cluster

Step 1
Step 2
Step 3

Test Case Title: A failure occurs in the network Ethernet connection on the secondary server in a single
cluster configuration.

Description: This test case verifies that VCS can detect a failure on the network Ethernet port on the
secondary server and then recover after the failure is repaired.

Test Setup: A dual node cluster (Figure 1-1 on page 12) in a single cluster configuration with a single
network connection per server.

Verify that the application is running on the primary server.
Log in to the application from a client machine.

Remove the Ethernet cable from the network port on the secondary server to isolate the server from
communicating with the switch/router network. Wait for at least 60 seconds for VCS to detect the
network port failure. Verify that VCS detects a failure of the NIC resource on the secondary server by
running the following command:

C:\> hastatus -sum
-- SYSTEM STATE

-—- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE

B APP <SecondaryServer> Y N OFFLINE | FAULTED
-- RESOURCES FAILED

-- Group Type Resource System

C APP NIC NIC <SecondaryServer>
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Step 4

Restore the Ethernet cable to the network port on the secondary server. Verify that VCS detects that the
failure was cleared by running the following command:

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APP <SecondaryServer> Y N OFFLINE

Network Ethernet Failure on Primary Server, Single Cluster

Step 1
Step 2

Step 3
Step 4

Step 5

Test Case Title: A failure occurs in the network Ethernet connection on the primary server in a single
cluster configuration.

Description: This test case verifies that VCS can detect a failure on the network Ethernet port of the
primary server and automatically switch the application to the secondary server. After the problem is
fixed, you can switch the application back to the primary server manually.

Test Setup: A dual node cluster (Figure 2-2 on page 23) with a single network connection per server.

Verify that the application is running on the primary server.

Remove the Ethernet cable from the network port on the primary server to isolate the server from
communicating with the switch/router network. Verify that VCS detects a failure of the NIC resource
and automatically switches the APP service group to the secondary server:

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N 0FFLINE|FAULTED
B APP <SecondaryServer> Y N ONLINE

-- RESOURCES FAILED

-- Group Type Resource System

C APP NIC NIC <PrimaryServer>
C APP IpP APP_IP <PrimaryServer>

Verify that you can log in to the application while it is running on the secondary server.

Replace the Ethernet cable on the network port of the primary server and manually clear the faulted IP
resource on the primary server:

C:\> hares -clear APP_IP -sys primary_server._name

Manually switch the APP service group back to the primary server.

C:\> hagrp -switch APP -to primary_server_name
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Network Ethernet Failure on Secondary Server, Dual Cluster

Step 1
Step 2
Step 3

Step 4

Test Case Title: A failure occurs in the network Ethernet connection on the secondary server in a dual
cluster configuration.

Description: This test case verifies that VCS can detect a failure on the network Ethernet port and then
recover after the failure is repaired.

Test Setup: A dual cluster configuration (Figure 1-2 on page 14) with a single node in each cluster and
a single Ethernet network connection for each server.

Verify that the APP service group is running on the primary cluster/server.
Log in to the Security Manager from a client machine.

Remove the Ethernet cable from the network port on the server in the secondary cluster. This isolates the
server from communicating with the switch/router network and interrupts replication. From the primary
server, verify that replication was interrupted (disconnected) by running the following command:

C:\> vxprint -P1l
Diskgroup = datadg

Rlink . rlk _172_6037

info : timeout=500 packet_size=1400
latency_high_mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=off latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.34
remote_dg=datadg
remote_rlink=rlk_172_32481
local_host=172.25.84.33

protocol : UDP/IP

flags : write attached consistent disconnected

Run the following command from the primary server to verify that communication with the secondary
cluster was lost:

C:\> hastatus -sum

-- SYSTEM STATE

-- System State Frozen
A <PrimaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APPrep <PrimaryServer> Y N ONLINE
B ClusterService <PrimaryServer> Y N ONLINE

-- WAN HEARTBEAT STATE
-- Heartbeat To State
L TIcmp csm_secondary ALIVE

-- REMOTE CLUSTER STATE
-- Cluster State
M csm_secondary LOST_CONN

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_secondary:<SecondaryServer> RUNNING 0
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Step 5

Step 6

Step 7

-- REMOTE GROUP STATE
-- Group cluster:system Probed AutoDisabled State
O APP csm_secondary:<SecondaryServer> Y N OFFLINE

Reattach the network Ethernet cable to the secondary server and verify that replication resumed.

C:\> vxprint -P1l
Diskgroup = datadg

Rlink : rlk _172_6037

info : timeout=29 packet_size=1400
latency_high_mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=off latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.34
remote_dg=datadg
remote_rlink=rlk_172_32481
local_host=172.25.84.33

protocol : UDP/IP

flags : write attached consistent connected

Verify that communications to the secondary cluster has been restored.

C:\> hastatus -sum
-- SYSTEM STATE

-— System State Frozen

A <PrimaryServer> RUNNING 0

-- GROUP STATE

-—- Group System Probed AutoDisabled State
B APP <PrimaryServer> Y N ONLINE
B APPrep <PrimaryServer> Y N ONLINE
B ClusterService <PrimaryServer> Y N ONLINE

-- WAN HEARTBEAT STATE
-- Heartbeat To State
L Icmp csm_secondary ALIVE

-- REMOTE CLUSTER STATE
-- Cluster State
M csm_secondary RUNNING

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_secondary:<SecondaryServer> RUNNING 0

-- REMOTE GROUP STATE
-—- Group cluster:system Probed AutoDisabled State
O APP csm_secondary:<SecondaryServer> Y N OFFLINE

If replication has not recovered you may need to manually clear the IP resource if it has faulted and then
start the APPrep service group on the secondary as follows:

C:\> hares -clear APP_IP
C:\> hagrp -online APPrep -sys secondary._server_name
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Ethernet/Network Failures 1l

Network Ethernet Failure on Primary Server, Dual Cluster

Step 1
Step 2

Step 3

Step 4

Step 5

Test Case Title: A failure occurs in the network Ethernet connection on the primary server.

Description: This test case verifies that VCS can detect a failure on the primary server network Ethernet
port and can recover by starting the application on the secondary server. After the Ethernet connection
is restored, you can manually fail over back to the original primary server, retaining any data changes
that were made while running on the secondary.

Test Setup: A dual cluster configuration (Figure 1-2 on page 14) with a single node in each cluster.

Verify that the APP service group is running on the primary cluster.

Remove the network Ethernet cable from the port on the server in the primary cluster to isolate the server
from communicating with the switch/router network. VCS should detect this as a failure of the IP and
NIC resources. Verify that VCS detected the failure and brought down the APP service group.

C:\> hastatus -sum

-- SYSTEM STATE

-- System State Frozen
A <PrimaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N OFFLINE

B APPrep <PrimaryServer> Y N OFFLINE|FAULTED
B ClusterService <PrimaryServer> Y N ONLINE

-- RESOURCES FAILED

-- Group Type Resource System
C APPrep IPp APP_IP <PrimaryServer>
C APPrep NIC NIC <PrimaryServer>

-- WAN HEARTBEAT STATE
-- Heartbeat To State
L Icmp csm_secondary DOWN

-- REMOTE CLUSTER STATE
-- Cluster State
M csm_secondary FAULTED

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_secondary:<SecondaryServer> FAULTED 0

-- REMOTE GROUP STATE
-- Group cluster:system Probed AutoDisabled State
O APP csm_secondary:<SecondaryServer> Y N OFFLINE

Start the APP service group on the secondary cluster using the following command on the secondary
server:

C:\> hagrp -online -force APP -sys secondary_server_name

From your client machine, log in to Security Manager to verify that it is operational. Change some data
so that you can verify that changes are retained when you switch back to the primary server.

Reconnect the network Ethernet cable to the primary cluster server.
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Step 6

Step 7

Step 8

Step 9

Clear any faults on the IP resource and turn on the APPrep service from the primary server:

C:\> hares -clear APP_IP
C:\> hagrp -online APPrep -sSys primary._server_name

Convert the original primary RVG to secondary and synchronize the data volumes in the original primary
RVG with the data volumes on the new primary RVG using the fast failback feature. Using the Cluster
Explorer for the secondary cluster, right-click the RVGPrimary resource (APP_RVGPrimary), select

actions, then select fbsync from the Actions dialog box, and then click OK. Alternatively, you can issue
the following command:

C:\> hares -action APP_RVGPrimary fbsync 0 -sys secondary_server_name
Using the VCS Cluster Explorer on the secondary cluster, select the APP service group. From the
short-cut menu, select Switch To, then Remote Switch(...), to open the Switch global dialog box. In the

dialog box, specify the primary cluster and the primary server. Alternatively, issue the following
command:

C:\> hagrp -switch APP -any -clus primarycluster

Log in to the application to verify that the changes you made on the secondary server were retained.

Cluster Communication Failure

B-8

Note

Step 1

Note

Step 2

Test Case Title: Failures occur in the Ethernet used for cluster communication.

Description: The dedicated Ethernet connections used between servers in the cluster for intracluster
communication fail. The test verifies that the cluster communications continue to function when up to
two of the three redundant communication paths are lost.

Test Setup: A dual-node cluster (Figure 1-1 on page 12) in a single cluster configuration, with two
dedicated cluster communication Ethernet connections and a low-priority cluster communication
connection configured on the network Ethernet connection.

In addition to the commands given in this test case, you can monitor the status of the cluster
communications from the Cluster Explorer by selecting the root node in the tree and selecting the System
Connectivity tab.

Issue the following command to verify that all systems are communicating through GAB.

Group Membership Services/Atomic Broadcast (GAB) is a VCS protocol responsible for cluster
membership and cluster communications.

# gabconfig -a
GAB Port Memberships

Port a gen e8cc02 membership 01
Port h gen e8cc0l membership 01

Remove the Ethernet cable from the first dedicated Ethernet port used for cluster communication on the
primary server.
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Step 3

Note

Step 4

Step 5

Step 6

Step 7

Ethernet/Network Failures 1l

Issue the following command to view the detailed status of the links used for cluster communication and
verify that the first dedicated cluster communication port is down.

The asterisk (*) in the output indicates the server on which the command is run. The server where the
command is run always shows its links up, even if one or more of those ports are the ones that are
physically disconnected.

# lltstat -nvv

LLT node information:
Node State Link Status Address
* 0 <PrimaryServer> OPEN

Adapter0 UP 00:14:5E:28:52:9C
Adapterl Uup 00:14:5E:28:52:9D
Adapter2 UP 00:0E:0C:9C:20:FE

1 <SecondaryServer> OPEN
Adapter0 DOWN
Adapterl UP 00:14:5E:28:27:17
Adapter2 UP 00:0E:0C:9C:21:C2

If you configured a low-priority heartbeat link on the network interface, remove the Ethernet cable from
the second dedicated Ethernet port used for cluster communication on the primary server.

Issue the following command to verify that all systems are communicating through GAB. Also confirm
that both servers in the cluster are now in a Jeopardy state, since each server has only one heartbeat
working.

# gabconfig -a
GAB Port Memberships

Port a gen e8cc02 membership 01
Port a gen e8cc02 jeopardy ;1
Port h gen e8cc0l membership 01
Port h gen e8ccl0l jeopardy ;1

Issue the following command to view the detailed status of the links used for cluster communication and
verify that the second dedicated Ethernet port for cluster communications on the primary server is down.

# lltstat -nvv

LLT node information:
Node State Link Status Address
* 0 <PrimaryServer> OPEN

Adapter0 UP 00:14:5E:28:52:9C
Adapterl UP 00:14:5E:28:52:9D
Adapter2 Uup 00:0E:0C:9C:20:FE

1 <SecondaryServer> OPEN
Adapter0 DOWN
Adapterl UP 00:14:5E:28:27:17
Adapter2 DOWN

Replace the Ethernet cable on the second dedicated Ethernet port for cluster communications on the
primary server.
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Step 8

Step 9

Verify that the Jeopardy condition was removed by issuing the following command:

# gabconfig -a
GAB Port Memberships

e8cc02 membership 01
e8cc0l membership 01

Port a gen
Port h gen

Replace the Ethernet cable on the first dedicated Ethernet port for cluster communications on the
primary server.

Server Failures

This section covers causing server failures by removing the power from the server to cause a failure. Four
cases are covered:

e Standby Server Failure, Single Cluster, page B-10
e Primary Server Failure, Single Cluster, page B-11
e Standby Server Failure, Dual Cluster, page B-12

e Primary Server Failure, Dual Cluster, page B-14

Standby Server Failure, Single Cluster

Step 1

Test Case Title: The standby server in a single cluster configuration fails.

Description: This test case verifies that the application running in the primary server is unaffected and
that after the standby server is repaired, the application can successfully rejoin the cluster configuration.

Test Setup: A dual node cluster (Figure 2-2 on page 23) with two dedicated cluster communication
Ethernet connections and a low-priority cluster communication connection on the network Ethernet
connection.

Verify that the application is running on the primary server in the cluster.

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-—- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APP <SecondaryServer> Y N OFFLINE
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Step 2

Step 3

Server Failures

Remove the power for the secondary server and verify that VCS detected the failure and that the
application continues to operate on the primary server.

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> FAULTED 0

-- GROUP STATE

-- Group System Probed AutoDisabled State
B APP <PrimaryServer> Y N ONLINE

Reapply power and boot the secondary server. After the server recovers, verify that it rejoined the cluster
in a healthy state by running the following command. The output should be identical to the output in
Step 1.

C:\> hastatus -sum

Primary Server Failure, Single Cluster

Step 1

Step 2

Test Case Title: The primary server in a single cluster fails.

Description: This test case verifies that if a primary server fails, the application starts running on the
secondary server and that after the primary server is restored, the application can be reestablished on the
primary server.

Test Setup: A dual node cluster (Figure 1-1 on page 12).

Verify that the APP service group is running on the primary server in the cluster by examining the output
of the following command:

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APP <SecondaryServer> Y N OFFLINE

Remove the power from the primary server and verify that VCS detected the failure and that the APP
service group automatically moved to the secondary server.

C:\> hastatus -sum
-- SYSTEM STATE

-—- System State Frozen

A <PrimaryServer> FAULTED 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State
B APP <SecondaryServer> Y N ONLINE
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Step 3
Step 4

Step 5

Verify that you can successfully log in to Security Manager from a client machine.

Restore the power to the primary server and verify that the server can rejoin the cluster in a healthy
condition. Run the following command. The output should be identical to the output in Step 1.

C:\> hastatus -sum

Manually switch the APP service group back to the primary server.

C:\> hagrp -switch APP -to primary server_name

Standby Server Failure, Dual Cluster

Step 1

Test Case Title: The standby server in a dual cluster configuration fails.

Description: This test case verifies that an application running in the primary cluster is unaffected by a
standby server failure and that after the standby server is repaired, the application can successfully rejoin
the dual cluster configuration.

Test Setup: A dual cluster configuration, with replication (Figure 1-2 on page 14), with a single node in
each cluster.

Verify that the APP and ClusterService service groups are running in the primary cluster by running the
following command on the primary server:

C:\> hastatus -sum

-- SYSTEM STATE

-- System State Frozen
A <PrimaryServer> RUNNING 0

-- GROUP STATE

-—- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APPrep <PrimaryServer> Y N ONLINE
B ClusterService <PrimaryServer> Y N ONLINE

-- WAN HEARTBEAT STATE
-- Heartbeat To State
L TIcmp csm_secondary ALIVE

-- REMOTE CLUSTER STATE
-- Cluster State
M csm_secondary RUNNING

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_secondary:<SecondaryServer> RUNNING 0

-- REMOTE GROUP STATE
-- Group cluster:system Probed AutoDisabled State
O APP csm_secondary:<SecondaryServer> Y N OFFLINE
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Step 2

Step 3

Step 4

Server Failures

Remove the power from the secondary server and verify that the primary cluster detects a loss of
communication to the secondary cluster:

C:\> hastatus -sum

-~ SYSTEM STATE

-- System State Frozen
A <PrimaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APPrep <PrimaryServer> Y N ONLINE
B ClusterService <PrimaryServer> Y N ONLINE

-—- WAN HEARTBEAT STATE
-- Heartbeat To State
L Icmp csm_secondary ALIVE

-- REMOTE CLUSTER STATE
-- Cluster State
M csm_secondary LOST_CONN

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_secondary:<SecondaryServer> RUNNING 0

-- REMOTE GROUP STATE
-- Group cluster:system Probed AutoDisabled State
O APP csm_secondary:<SecondaryServer> Y N OFFLINE

Restore the power to the secondary server. After the server restarts, verify that the primary cluster
reestablished communications with the secondary cluster by running the following command. The
output should be identical to the output in Step 1.

C:\> hastatus -sum

Verify that the replication is operational and consistent by running the following command:

C:\> vxprint -P1l
Diskgroup = BasicGroup

Diskgroup = datadg

Rlink . rlk _172_6037

info : timeout=16 packet_size=1400
latency_high_mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=off latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.34
remote_dg=datadg
remote_rlink=rlk_172_32481
local_host=172.25.84.33

protocol : UDP/IP

flags : write attached consistent connected

High Availability Installation Guide for Cisco Security Manager 4.9 g



Appendix B

High Availability and Disaster Recovery Certification Test Plan |

W Server Failures

Primary Server Failure, Dual Cluster

Test Case Title: The primary server in a dual cluster configuration fails.

Description: This test case verifies that if a primary server fails, the application starts running on the
secondary server and that after the primary server is restored, the application can be reestablished on the

primary server.

Test Setup: A dual cluster configuration, with replication (Figure 1-2 on page 14), with a single node in

each cluster.

Step 1 Verify that the APP and ClusterService service groups are running in the primary cluster by running the

following command from the secondary server:

C:\> hastatus -sum

-- SYSTEM STATE

-- System State Frozen

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-—- Group System Probed AutoDisabled State

B APP <SecondaryServer> Y N OFFLINE

B APPrep <SecondaryServer> Y N ONLINE

B ClusterService <SecondaryServer> Y N ONLINE

-- WAN HEARTBEAT STATE

-- Heartbeat To State

L Icmp csm_primary ALIVE

-- REMOTE CLUSTER STATE

-- Cluster State

M csm_primary RUNNING

-- REMOTE SYSTEM STATE

-- cluster:system State Frozen

N c¢sm_primary:<PrimaryServer> RUNNING 0

-- REMOTE GROUP STATE

-—- Group cluster:system Probed AutoDisabled State

O APP csm_primary:<PrimaryServer> Y N ONLINE
Step2  Remove the power from the primary server to cause a server failure. Verify that the secondary cluster

reported a loss of connectivity to the primary cluster.

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen
A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled
B APP <SecondaryServer> Y N
B APPrep <SecondaryServer> Y N
B ClusterService <SecondaryServer> Y N
-- WAN HEARTBEAT STATE

-- Heartbeat To State

L Icmp csm_primary ALIVE

-- REMOTE CLUSTER STATE

-- Cluster State

M csm_primary LOST_CONN

State
OFFLINE
ONLINE
ONLINE
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Step 3

Step 4

Step 5

Step 6
Step 7

Server Failures

-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N csm_primary:<PrimaryServer> RUNNING 0

-- REMOTE GROUP STATE
-- Group cluster:system Probed AutoDisabled State
O APP csm_primary:<PrimaryServer> Y N ONLINE

Confirm that the state of the replication is disconnected. You can see this state from the flags parameter
in the output of the following command:

C:\> vxprint -P1l
Diskgroup = BasicGroup

Diskgroup = datadg

Rlink : rlk_172_32481

info : timeout=500 packet_size=1400
latency_high_mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=off latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.33
remote_dg=datadg
remote_rlink=rlk_172_6037
local_host=172.25.84.34

protocol : UDP/IP

flags : write attached consistent disconnected

Start the application on the secondary server by using the following command.

C:\> hagrp -online -force APP -sys secondary_server_name

Log in to the application and change some data so that you can verify later that changes made while the
application operating on the secondary server can be retained when you revert to the primary server.
Restore power to the primary server and allow the server to fully start up.

Verify the status of the replication to show that the replication is connected; however, the two sides are
not synchronized.

C:\> vxprint -P1l
Diskgroup = BasicGroup

Diskgroup = datadg

Rlink : rlk_172_32481

info : timeout=500 packet_size=1400
latency_high mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=0ff latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.33
remote_dg=datadg
remote_rlink=rlk_172_6037
local_host=172.25.84.34
protocol : UDP/IP
flags : write attached consistent connected dcm_logging failback_logging
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Step 8

Step 9

Step 10

Step 11

Convert the original primary RVG to secondary and synchronize the data volumes in the original primary
RVG with the data volumes on the new primary RVG using the fast failback feature. Using the Cluster
Explorer for the secondary cluster, right-click the RVGPrimary resource (APP_RVGPrimary), select

actions, then select fbsync from the Actions dialog box, and then click OK. Alternatively you can issue
the following command:

C:\> hares -action APP_RVGPrimary fbsync 0 -sys secondary. server_name

Verify that the current secondary (former primary) is synchronized with the current primary (former
secondary) by looking for the keyword consistent in the flags parameter of the output of the following
command:

C:\> vxprint -P1l
Diskgroup = BasicGroup

Diskgroup = datadg

Rlink : rlk_172_32481

info : timeout=29 packet_size=1400
latency_high_mark=10000 latency_low_mark=9950
bandwidth_limit=none

state : state=ACTIVE
synchronous=off latencyprot=off srlprot=off
assoc : rvg=CSM_RVG

remote_host=172.25.84.33
remote_dg=datadg
remote_rlink=rlk_172_6037
local_host=172.25.84.34

protocol : UDP/IP

flags : write attached consistent connected

Using the VCS Cluster Explorer on the secondary cluster, select the APP service group. From the
shortcut menu, select Switch To, then Remote Switch(...) to open the Switch global dialog box. In the
dialog box specify the primary cluster and the primary server. Alternately issue the following command,
where primarycluster is the name of the primary cluster:

C:\> hagrp -switch APP -any -clus primarycluster

Log in to the application to verify that the changes you made on the secondary server were retained.

Application Failures

This section covers test cases where the Security Manager application fails. Two cases are covered: a
single cluster configuration and a dual cluster configuration. This section contains the following topics:

e Application Failure, Single Cluster, page B-16
e Application Failure, Dual Cluster, page B-17

Application Failure, Single Cluster

Test Case Title: The application fails on the primary server in a single cluster configuration.

Description: This test case verifies that VCS detects an application failure and that VCS automatically
moves the application to the secondary server.
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Step 1

Step 2

Step 3

Step 4

Step 5

Application Failures

Test Setup: A dual node cluster (Figure 1-1 on page 12) using the default application failover behavior.

Verify that the APP service group is running on the primary server in the cluster by running the following
command:

C:\> hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N ONLINE
B APP <SecondaryServer> Y N OFFLINE

On the server where Security Manager is running, stop the application by issuing the following
command:

C:\> net stop crmdmgtd
Verify that VCS detects that Security Manager failed on the primary server and starts the application on
the secondary server.

# hastatus -sum
-- SYSTEM STATE

-- System State Frozen

A <PrimaryServer> RUNNING 0

A <SecondaryServer> RUNNING 0

-- GROUP STATE

-- Group System Probed AutoDisabled State

B APP <PrimaryServer> Y N OFFLINE | FAULTED
B APP <SecondaryServer> Y N ONLINE

-- RESOURCES FAILED

-- Group Type Resource System

C APP CSManager APP_CSManager <PrimaryServer>

Manually clear the fault on the APP service group.

C:\> hagrp -clear APP -sys primary._sServer._name

Manually switch the APP service group back to the primary server.

C:\> hagrp -switch APP -to primary server_name

Application Failure, Dual Cluster

Test Case Title: The application fails on the primary server in a dual cluster configuration.
Description: This test case verifies that VCS detects an application failure.

Test Setup: A dual cluster configuration, with replication (Figure 1-2 on page 14), with a single node in
each cluster. Likewise, the assumption is that the default application failover behavior has not been
modified (that is, failover between clusters requires manual intervention).
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Step 1 Verify that the APP and ClusterService service groups are running in the primary cluster by running the
following command from the primary server:
C:\> hastatus -sum
-- SYSTEM STATE
-- System State Frozen
A <SecondaryServer> RUNNING 0
-- GROUP STATE
-- Group System Probed AutoDisabled State
B APP <SecondaryServer> Y N OFFLINE
B APPrep <SecondaryServer> Y N ONLINE
B ClusterService <SecondaryServer> Y N ONLINE
-—- WAN HEARTBEAT STATE
-- Heartbeat To State
L Icmp csm_primary ALIVE
-- REMOTE CLUSTER STATE
-- Cluster State
M csm_primary RUNNING
-- REMOTE SYSTEM STATE
-- cluster:system State Frozen
N c¢sm_primary:<PrimaryServer> RUNNING 0
-- REMOTE GROUP STATE
-—- Group cluster:system Probed AutoDisabled State
O APP csm_primary:<PrimaryServer> Y N ONLINE
Step2  On the server where Security Manager is running, stop the application by issuing the following
command:
C:\> net stop crmdmgtd
Step3  Verify that VCS detects that the application failed and stops the APP service group. Issue the following

command and observe the output.

# hastatus -sum
-- SYSTEM STATE

-- System State

A <PrimaryServer> RUNNING

-- GROUP STATE

-- Group System

B APP <PrimaryServer>
B APPrep <PrimaryServer>
B ClusterService <PrimaryServer>
-- RESOURCES FAILED

-- Group Type

C APP CSManager

-- WAN HEARTBEAT STATE
-- Heartbeat To
L TIcmp csm_secondary

-- REMOTE CLUSTER STATE
State
RUNNING

-- Cluster
M csm_secondary

-- REMOTE SYSTEM STATE
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-- cluster:system State
N csm_secondary:<SecondaryServer> RUNNING

-- REMOTE GROUP STATE

-- Group cluster:system Probed

O APP csm_secondary:<SecondaryServer> Y

Step4  Manually clear the fault on the APP service group.

C:\> hagrp -clear APP

Step5  Put the APP service group online on the primary server to restart the application.

C:\> hagrp -online APP -sys primary._server._name

AutoDisabled

Application Failures

State
OFFLINE
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