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PART I

The Basics of Using Security Manager

* Getting Started With Security Manager, on page 1

* Preparing Devices for Management, on page 55

* Managing the Device Inventory, on page 69

* Managing Activities, on page 139

* Managing Policies, on page 165

* Managing Policy Objects, on page 227

» Managing Flexconfigs, on page 339

* Managing Deployment, on page 379

* Troubleshooting Device Communication and Deployment, on page 453
* Managing Security Manager Server, on page 475

* Configuring Security Manager Administrative Settings, on page 507






CHAPTER 1

Getting Started With Security Manager

* Product Overview , on page |

* Logging In to and Exiting Security Manager , on page 11

* Using Configuration Manager - Overview , on page 14

* Using the JumpStart to Learn About Security Manager , on page 24

» Completing the Initial Security Manager Configuration , on page 25

* Understanding Basic Security Manager Interface Features , on page 29
* Accessing Online Help , on page 54

Product Overview
A

Note From version 4.21 onwards, Cisco Security Manager terminates whole support, including support for any bug
fixes or enhancements, for all Aggregation Service Routers, Integrated Service Routers, Embedded Service
Routers, and any device operating on Cisco IOS software, including the following devices:

* Cisco Catalyst 6500 and 7600 Series Firewall Services Modules (EOL8184)

* Cisco Catalyst 6500 Series Intrusion Detection System Services Module 2 (EOL8843)

* Cisco Intrusion Prevention System: IPS 4200, 4300, and 4500 Series Sensors (EOL9916)
* Cisco SR 500 Series Secure Routers (EOL7687, EOL7657)

 PIX Firewalls (EOL)

A

Caution  From version 4.18, Cisco Security Manager does not support SFR from ASA 9.10(1) onwards for ASA 5512,
ASA 5506, ASA 5506H and ASA 5506W models. Therefore, if you upgrade to 9.10(1) through Image
Manager, the exiting SFR configuration will be lost.

Cisco Security Manager (Security Manager) enables you to manage security policies on Cisco security devices.
Security Manager supports integrated provisioning of firewall, and VPN (site-to-site, remote access, and SSL)
services across ASA security appliances.
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For a complete list of devices and OS versions supported by Security Manager, please refer to Supported
Devices and Software Versions for Cisco Security Manager on Cisco.com.

Security Manager also supports provisioning of many platform-specific settings, for example, interfaces,
routing, identity, QoS, logging, and so on.

Security Manager efficiently manages a wide range of networks, from small networks consisting of a few
devices to large networks with thousands of devices. Scalability is achieved through a rich feature set of
shareable objects and policies and device grouping capabilities.

Security Manager supports multiple configuration views optimized around different task flows and use cases.
The following topics provide an overview of Security Manager:

* Primary Benefits of Cisco Security Manager , on page 2

* Security Manager Policy Feature Sets , on page 4

* Security Manager Applications Overview , on page 6

* Device Monitoring Overview , on page 7

* [Pv6 Support in Security Manager , on page 8

Primary Benefits of Cisco Security Manager

These are the primary benefits of working with Security Manager:

» Scalable network management—Centrally administer security policies and device settings for either
small networks or large scale networks consisting of thousands of devices. Define policies and settings
once and then optionally assign them to individual devices, groups of devices or all the devices in the
enterprise.

* Provisioning of multiple security technologies across different platforms—Manage VPN, firewall,
and IPS technologies on routers, security appliances, Catalyst devices and service modules, and IPS
devices.

« Provisioning of platform-specific settings and policies—Manage platform-specific settings on specific
device types. For example: routing, 802.1x, EzSDD, and Network Admission Control on routers, and
device access security, DHCP, AAA, and multicast on firewall devices.

* VPN wizards—Quickly and easily configure point-to-point, hub-and-spoke, full-mesh, and Extranet
site-to-site VPNs across different VPN device types. Quickly and easily configure remote access IPsec
and SSL VPNs on ASA, IOS, and PIX devices.

» Multiple management views—Device, policy, and map views enable you to manage your security in
the environment that best suits your needs.

* Reusable policy objects—Create reusable objects to represent network addresses, device settings, VPN
parameters, and so on, then use them instead of manually entering values.

« Device grouping capabilities—Create device groups to represent your organizational structure. Manage
all devices in the groups concurrently.

* Policy inheritance—Centrally specify which policies are mandatory and enforced lower in the
organization.

* Role-based administration—Enable appropriate access controls for different operators.
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» Workflow—Optionally allow division of responsibility and workload between network operators and
security operators and provide a change management approval and tracking mechanism.

» Ticket Management—Associate a ticket ID with policy changes, easily add and update comments
pertaining to those changes, and quickly navigate to an external change management system from Security
Manager.

» Single, consistent user interface for managing common firewall features—Single rule table for all
platforms (router, PIX, ASA, and FWSM).

» Image management—Complete image management for ASA devices. Facilitates at every stage of image
upgrade of devices by: downloading and maintaining image repository, evaluating images, analyzing
impact of upgrades, preparing and planning reliable and stable device upgrades, and ensuring sufficient
fallback and recovery mechanisms.

« Intelligent analysis of firewall policies—The conflict detection feature analyzes and reports rules that
overlap or conflict with other rules. The ACL hit count feature checks in real-time whether specific rules
are being hit or triggered by packets.

« Sophisticated rule table editing—In-line editing, ability to cut, copy, and paste rules and to change
their order in the rule table.

» Discover firewall policies from device—Policies that exist on the device can be imported into Security
Manager for future management.

* Flexible deployment options—Support for deployment of configurations directly to a device or to a
configuration file. You can also use Auto-Update Server (AUS), Configuration Engine, or Token
Management Server (TMS) for deployment.

* Rollback—Ability to roll back to a previous configuration if necessary.

* FlexConfig (template manager)—Intelligent CLI configlet editor to manage features available on a
device but not natively supported by Security Manager.

« Integrated device monitoring and reporting—Features for monitoring events on IPS, ASA, and FWSM
devices and correlating them to the related configuration policies, and for creating security and usage
reports. These features include the following stand-alone Security Manager applications:

 Event Viewer—Event Viewer monitors your network for system log (syslog) events from ASA
and FWSM devices, as well as security contexts and SDEE events from IPS devices and virtual
sensors. Event Viewer collects these events and provides an interface by which you can view them,
group them, and examine their details in near real time.

* Report Manager—Report Manager lets you collect, display and export a wide variety of network
usage and security information for ASA and IPS devices, and for ASA-hosted remote-access [Psec
and SSL VPNs. These reports aggregate security data such as top sources, destinations, attackers,
victims, as well as security information such as top bandwidth, duration, and throughput users. Data
is available for hourly, daily, and monthly periods. (Report Manager aggregates information collected
from devices monitored by the Event Manager service. Thus, to view reports about a device, you
must be monitoring that device in Event Viewer.)

)

Note Report Manager does not report FWSM events even though Event Viewer works with FWSM.
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« Health and Performance Monitor—Health and Performance Monitor (HPM) periodically polls monitored
ASA devices, IPS devices, and ASA-hosted VPN services for key health and performance data, including
critical and non-critical issues, such as memory usage, interface status, dropped packets, tunnel status,
and so on. This information is used for alert generation and email notification, and to display trends based
on aggregated data, which is available for hourly, daily, and weekly periods.

\)

Note Health and Performance Monitor does not monitor FWSM devices.

« Dashboard—The Dashboard is a configurable launch point for Security Manager that makes IPS and
FW tasks more convenient for you. In addition to the original dashboard, you can create new, additional
dashboards, and you can customize all dashboards. By using the dashboard, you can accomplish in one
place many tasks that are found in several other areas of Security Manager, such as the IPS Health Monitor
page, Report Manager, Health and Performance Monitor, and IP Intelligence Settings. For detailed
information on the dashboard, see Dashboard Overview, on page 2829.

Additional features let you monitor devices from Security Manager using other closely related applications,
including Cisco Security Monitoring, Analysis and Response System (CS-MARS), Cisco Performance Monitor,
and device managers such as ASDM (read-only versions of which are included with Security Manager).

Security Manager Policy Feature Sets
Security Manager provides the following primary feature sets for configuration policies:
Firewall Services

Configuration and management of firewall policies across multiple platforms, including IOS routers, ASA/PIX
devices, and Catalyst Firewall Service Modules (FWSMs). Features include:

* Access control rules—Permit or deny traffic on interfaces through the use of access control lists for both
IPv4 and IPv6 traffic.

* Botnet Traffic Filter rules—(ASA only.) Filter traffic based on known malware sites and optionally drop
traffic based on threat level.

* Inspection rules—Filter TCP and UDP packets based on application-layer protocol session information.

* AAA/Authentication Proxy rules—Filter traffic based on authentication and authorization for users who
log into the network or access the Internet through HTTP, HTTPS, FTP, or Telnet sessions.

» Web filtering rules—Use URL filtering software, such as Websense, to deny access to specific web sites.

* ScanSafe Web Security—(Routers only.) Redirect HTTP/HTTPS traffic to the ScanSafe web security
center for content scanning and malware protection services.

* Transparent firewall rules—Filter layer-2 traffic on transparent or bridged interfaces.

* Zone-based firewall rules—Configure access, inspection, and web filtering rules based on zones rather
than on individual interfaces.

For more information, see Introduction to Firewall Services, on page 593.

Site-to-Site VPN

. User Guide for Cisco Security Manager 4.25



| The Basics of Using Security Manager
Security Manager Policy Feature Sets .

Setup and configuration of IPsec site-to-site VPNs. Multiple device types can participate in a single VPN,
including IOS routers, PIX/ASA devices, and Catalyst VPN Service Modules. Supported VPN topologies
are:

* Point to point
* Hub and spoke
* Full mesh

* Extranet (a point-to-point connection to an unmanaged device)

Supported IPsec technologies are:
* Regular IPsec
* GRE
* GRE Dynamic IP
* DMVPN
* Basy VPN
* GET VPN

For more information, see Managing Site-to-Site VPNs: The Basics, on page 1069.
Remote Access VPN

Setup and configuration of IPsec and SSL VPNs between servers and mobile remote workstations running
Cisco VPN client or AnyConnect client software. For more information, see Managing Remote Access VPNs:
The Basics, on page 1283.

Intrusion Prevention System (IPS) Management

Management and configuration of Cisco IPS sensors (appliances and service modules) and 10S IPS devices
(Cisco IOS routers with IPS-enabled images and Cisco Integrated Services Routers).

For more information, see Overview of IPS Configuration , on page 1613 and Overview of Cisco IOS IPS
Configuration , on page 1788.

Features Specific to Firewall Devices (PIX/ASA/FWSM)

Configuration of advanced platform-specific features and settings on PIX/ASA devices and Catalyst FWSMs.
These features provide added value when managing security profiles and include:

* Interface configuration

* Identity-aware firewall settings
* Device administration settings
* Security

* Routing

* Multicast

* Logging

* NAT
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* Bridging
* Failover

* Security contexts

For more information, see Managing Firewall Devices, on page 1799.
Features Specific to 10S Routers

Configuration of advanced platform-specific features and settings on IOS routers. These features provide
added value when managing security profiles and include:

* Interface configuration
* Routing

* NAT

* 802.1x

* NAC

* QoS

* Dialer interfaces

* Secure device provisioning

For more information, see Managing Routers, on page 2297.
Features Specific to Catalyst 6500/7600 Devices and Catalyst Switches

Configuration of VLAN, network connectivity, and service module features and settings on Catalyst 6500/7600
devices and on other Catalyst switches.

For more information, see Managing Cisco Catalyst Switches and Cisco 7600 Series Routers, on page 2615.
FlexConfigs

Flexconfig policies and policy objects enable you to provision features that are available on the device but
not natively supported by Security Manager. They enable you to manually specify a set of CLI commands
and to deploy them to devices using Security Manager’s provisioning mechanisms. These commands can be
either prepended or appended to the commands generated by Security Manager to provision security policies.

For more information, see Managing Flexconfigs, on page 339.

Security Manager Applications Overview

The Security Manager client has six main applications and one application designed for mobile devices:

» Configuration Manager—This is the primary application. You use Configuration Manager to manage
the device inventory, create and edit local and shared policies, manage VPN configurations, and deploy
policies to devices. Configuration Manager is the largest of the applications and most of the documentation
addresses this application. If a procedure does not specifically mention an application, the procedure is
using Configuration Manager. For an introduction to Configuration Manager, see Using Configuration
Manager - Overview , on page 14.

. User Guide for Cisco Security Manager 4.25



| The Basics of Using Security Manager

Device Monitoring Overview .

Event Viewer—This is an event monitoring application, where you can view and analyze events generated
from IPS, ASA, and FWSM devices that you have configured to send events to Security Manager. For
information about using Event Viewer, see Viewing Events, on page 2671.

Report Manager—This is a reporting application, where you can view and create reports of aggregated
information on device and VPN statistics. Much of the information is derived from events available
through Event Viewer, but some of the VPN statistics are obtained by communicating directly with the
device. For information about using Report Manager, see Managing Reports, on page 2741.

Health & Performance Monitor—The HPM application lets you monitor key health and performance
data for ASA (including ASA-SM) devices, IPS devices, and VPN services by providing network-level
visibility into device status and traffic information. This ability to monitor key network and device metrics
lets you quickly detect and resolve device malfunctions and bottlenecks in the network. See Health and
Performance Monitoring, on page 2781 for more information about this application.

Image Manager—The Image Manager application provides complete image management of ASA
devices. It facilitates downloading, evaluating, analyzing, preparing, and planning image updates. It
assesses image availability, compatibility, and impact on devices and provides scheduling, grouping,
and change management of device updates. In addition, Image Manager includes capabilities for
maintaining an image repository as well as for ensuring stable fallback and recovery mechanisms for
image updates on ASA devices. For information about using Image Manager, see Using Image Manager,
on page 2883.

Dashboard—The Dashboard is a configurable launch point for Security Manager that makes IPS and
FW tasks more convenient for you. In addition to the original dashboard, you can create new, additional
dashboards, and you can customize all dashboards. By using the dashboard, you can accomplish in one
place many tasks that are found in several other areas of Security Manager, such as the IPS Health Monitor
page, Report Manager, Health and Performance Monitor, and IP Intelligence Settings. For detailed
information on the dashboard, see Dashboard Overview, on page 2829.

You can open any of these applications directly from the Windows Start menu or a desktop icon, or you can
open them from within any of these applications through the application’s Launch menu. For information on
opening applications, see Logging In to and Exiting Security Manager , on page 11.

The Security Manager client has an additional application, CSM Mobile, which is designed specifically for
mobile devices:

CSM Mobile—CSM Mobile allows you to access device health summary information from mobile
devices. The information available to you in this way is the same as that available in the Device Health
Summary widget in the Dashboard: current high or medium severity active alerts generated by HPM.
Alerts can be grouped by Alert-Description, Predefined-Category, Device, or Alert Technology. For
more information on CSM Mobile, see CSM Mobile, on page 2840. For more details on device health
summary information, see Dashboard Overview, on page 2829. For information on enabling or disabling
CSM Mobile, see CSM Mobile Page , on page 516.

Device Monitoring Overview

Security Manager includes several facilities for monitoring devices:

Event Viewer—This integrated tool allows you to view events on ASA, FWSM, and IPS devices and
correlate them to the related configuration policies. This helps you identify problems, troubleshoot
configurations, and then fix the configurations and redeploy them. For more information, see Viewing
Events, on page 2671.
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* Report Manager—This is a reporting application, where you can view and create reports of aggregated
information on device and VPN statistics. Much of the information is derived from events available
through Event Viewer, but some of the VPN statistics are obtained by communicating directly with the
device. For information about using Report Manager, see Managing Reports, on page 2741.

For information on all of the types of reports available in Security Manager, see Understanding the Types of
Reports Available in Security Manager , on page 2742.

* Health & Performance Monitor—The HPM application lets you monitor key health and performance
data for ASA (including ASA-SM) device Health and Performance Monitoring, on page 2781 for more
information about this application.

+ Dashboard—The Dashboard is a configurable launch point for Security Manager that makes IPS and
FW tasks more convenient for you. In addition to the original dashboard, you can create new, additional
dashboards, and you can customize all dashboards. By using the dashboard, you can accomplish in one
place many tasks that are found in several other areas of Security Manager, such as the IPS Health Monitor
page, Report Manager, Health and Performance Monitor, and IP Intelligence Settings. For detailed
information on the dashboard, see Dashboard Overview, on page 2829.

Packet Tracer—You can use this tool to test whether certain types of packets will be allowed to go
through an ASA device. For more information, see Analyzing an ASA or PIX Configuration Using
Packet Tracer , on page 2853.

Ping, Trace route, and NS Lookup—You can use ping and traceroute on a managed device to check
whether there is a route between the device and a specific destination. You can use NS lookup to resolve
addresses to DNS names. For more information, see Analyzing Connectivity Issues Using the Ping,
Trace Route, or NS Lookup Tools , on page 2856.

Cisco Prime Security Manager (PRSM) Integration—You can “cross launch” PRSM from the
Configuration Manager application. The PRSM application is used to configure and manage ASA CX
devices. For more information, see Launching Cisco Prime Security Manager or FireSIGHT Management
Center , on page 2850.

Device Manager Integration—Security Manager includes read-only copies of the various device
managers, such as Adaptive Security Device Manager (ASDM). You can use these tools to view device
status, but not to change the device configuration. For more information, see Starting Device Managers
, on page 2843.

Cisco Security Monitoring, Analysis and Response System (CS-MARS) Integration—If you use
the CS-MARS application, you can integrate it with Security Manager and view events in CS-MARS
from Security Manager, and conversely, Security Manager policies related to events from CS-MARS.
For more information, see Integrating CS-MARS and Security Manager , on page 2867.

IPv6 Support in Security Manager

Security Manager provides increasing support for IPv6 configuration, monitoring, and reporting.

Beginning with version 4.12, Security Manager supports communication from Security Manager server to
the managed devices over either IPv6 address or IPv4 address. This feature is available only for firewall
devices, that is, those devices where the OS type is either ASA or FWSM. To enable communication over
IPv6 addresses, you must first enable [Pv6 address on the Security Manager server. See Configuring IPv6
on Security Manager Server, on page 9 for more information.
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Configuring IPv6 on Security Manager Server .

Note

The communication between Security Manager server and Security Manager client is over IPv4 address only.
IPv6 address is not supported for server to client communication. Also, if ACS server is used for authentication,
the ACS must have IPv4 address. IPv6 communication to ACS server is not supported. Auto Update Server

(AUS) does not support IPv6 addresses.

For versions prior to 4.12, to manage a device that supports IPv6 addressing with Security Manager, you must
configure the device’s management address as an IPv4 address. All communications between the device and
Security Manager, such as policy discovery and deployment, use IPv4 transport. If the IPv6 policies are not
appearing for a supported device, rediscover the device policies; if necessary, delete the device from the
inventory and add it again.

Configuring IPv6 on Security Manager Server

Step 1
Step 2

Step 3

Step 4

Follow these steps to configure IPv6 on Security Manager server for communicating with a device over IPv6
address.

On the Security Manager server, go to Start > Control panel > Network and Internet > Network Connections.

Click the available Network Connection to open the Ethernet Status window. Click Properties. The Ethernet Properties
window appears.

On the Networking tab, check the Internet Protocol Version 6 (TCP/IPv6) check box, and then click Properties. The
Internet Protocol Version 6 (TCP/IPv6) Properties window appears.

Configure the IPv6 static address and DNS servers, and click OK.

You must configure Security Manager server hostname to resolve to IPv4 addresses only. The server hostname
should not resolve to IPv6 address.

Configuring IPv6 Policies

In general, you can configure IPv6 policies on the following types of device. In addition, you can monitor
IPv6 alerts generated by IPS, ASA, and FWSM devices. For other types of devices, use FlexConfig policies
to configure IPv6 settings. For more specific information on IPv6 device support, see the Supported Devices
and Software Versions for Cisco Security Manager document on Cisco.com.

* ASA—Release 7.0+ when running in router mode; release 8.2+ when running in transparent mode. Both
single and multiple security context devices are supported.

* FWSM—Release 3.1+ when running in router mode. Not supported in transparent mode. Both single
and multiple security context devices are supported.

» |[PS—Release 6.1+.

Following is a summary of the Security Manager features that support IPv6 addressing:
* Policy Objects—The following policy objects support IPv6 addresses:
» Networks/Hosts. See Understanding Networks/Hosts Objects , on page 308.

* Services. This object includes predefined services for ICMP6 and DHCPv6, which you can use only
with IPv6 policies. The other services apply to both IPv4 and IPv6. For more information on service
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objects, see Understanding and Specifying Services and Service and Port List Objects , on page
329.

« Firewall Services Policies—The following Firewall Services policies and tools support IPv6
configurations:

* AAA Rules. See Managing Firewall AAA Rules, on page 681.
* Access Rules. See Configuring Access Rules , on page 719.

* Inspection Rules. See Managing Firewall Inspection Rules, on page 763.

Settings > Access Control. See Configuring Settings for Access Control , on page 735.

* Tools:

Hit Count. See Viewing Hit Count Details , on page 749.
Find and Replace. See Finding and Replacing Items in Rules Tables , on page 610.
» ASA and FWSM Policies—The following ASA and FWSM policies support IPv6 configurations:

* (ASA 7.0+ routed mode; ASA 8.2+ transparent mode; FWSM 3.1+ routed mode.) Interfaces: IPv6
tab of the Add Interface and Edit Interface dialog boxes. See Configuring IPv6 Interfaces
(ASA/FWSM) , on page 1854.

* (ASA only.) Platform > Bridging > IPv6 Neighbor Cache. See Managing the IPv6 Neighbor
Cache , on page 1889.

* (ASA 5505 8.2/8.3 only.) Platform > Bridging > Management IPv6. See Management IPv6 Page
(ASA 5505) , on page 1894.

* (ASA 8.4.2+ only.) Platform > Device Admin > Server Access > DNS. See DNS Page , on page
2008.

* FlexConfig Policies—There are two Firewall system variables that you can use to identify IPv6 ACLs
on a device. For more information, see FlexConfig System Variables , on page 345.

There is also a predefined FlexConfig policy object that uses these variables, ASA add IPv6 ACEs.

« Event Viewer—Events that include IPv6 addresses are supported, and the addresses are displayed in
the same columns as IPv4 addresses: Source, Destination, and IPLog Address (for IPS alerts). However,
you must configure the device to use IPv4 for sending events to the Security Manager server. All event
communications use IPv4 transport. For more information on Event Viewer, see Viewing Events, on
page 2671.

« Dashboard—On the Dashboard, all the widgets that use IP addressing support IPv6 addresses. However,
as is true elsewhere in Security Manager, you must configure the device to use IPv4 for sending events
to the Security Manager server. All event communications use [Pv4 transport. For more information on
the Dashboard, see Dashboard Overview, on page 2829.

* Report Manager—Reports include statistics for IPv6 events collected by Event Management. For more
information on Report Manager, see Managing Reports, on page 2741.

. User Guide for Cisco Security Manager 4.25



| The Basics of Using Security Manager
Policy Object Changes in Security Manager 4.4 .

Policy Object Changes in Security Manager 4.4

Certain changes were made to a few policies and policy objects in Security Manager 4.4, in order to unify
previously separate IPv4 and IPv6 elements. The most important of these changes are to the Networks/Hosts
object (which itself represents a unification of the Networks/Hosts and the Networks/Hosts-IPv6 objects):

* The new Networks/Hosts object “All-IPv4-Addresses” replaces the [Pv4 “any” network policy object.
If you upgrade to Security Manager 4.4 from a previous version, all references to the IPv4 “any” network
policy object will be changed to “All-IPv4-Addresses.”

* The new Networks/Hosts object “All-IPv6-Addresses” replaces the [Pv6 “any” network policy object.
If you upgrade to Security Manager 4.4 from a previous version, all references to the IPv6 “any” network
policy object will be changed to “All-IPv6-Addresses.”

* The new Networks/Hosts object “All-Addresses” does not have a corresponding policy object in earlier
versions of Security Manager. It is a new global “any” policy object, and it encompasses all IPv4 and
IPv6 address ranges.

Other related changes include unification of IPv4 and IPv6 versions of device-specific policies such as Access
Rules, Inspection Rules, and so on.

Further, when editing policies and objects, IPv4, IPv6, or mixed-mode (both IPv4 and IPv6) entries are
automatically filtered in elements, such as dialog boxes, in which one or more of those entries is not appropriate
to that element.

Related Topics
* Policy Object Manager , on page 230

* Understanding Networks/Hosts Objects , on page 308

Logging In to and Exiting Security Manager

Security Manager has two main interfaces:

* Cisco Security Management Suite home page—Use this interface to install the Security Manager client
and to manage the server. You can also access other CiscoWorks applications you installed, such as
Resource Manager Essentials (RME).

* Security Manager clients—Use these interfaces to perform most Security Manager tasks. You can log
directly into any of six client applications: Configuration Manager, Event Viewer, Report Manager,
Health & Performance Monitor, Image Manager, and Dashboard.

These topics describe how to log in to and exit these interfaces:

* Understanding User Permissions , on page 12
* Logging In to the Cisco Security Management Suite Server , on page 12

* Logging In to and Exiting the Security Manager Client , on page 13
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Understanding User Permissions

Cisco Security Manager authenticates your username and password before you can log in. After you are
authenticated, Security Manager establishes your role within the application. This role defines your permissions
(also called privileges), which are the set of tasks or operations that you are authorized to perform. If you are
not authorized for certain tasks or devices, the related menu items, items in tables of contents, and buttons are
hidden or disabled. In addition, a message tells you that you do not have permission to view the selected
information or perform the selected operation.

Authentication and authorization for Security Manager is managed either by the CiscoWorks server or the
Cisco Secure Access Control Server (ACS). By default, CiscoWorks manages authentication and authorization,
but you can configure Security Manager to use your Cisco Secure ACS setup.

\}

Note Beginning with version 4.21, Cisco Security Manager supports only TACACS+ authentication via Cisco
Identity Services Engine (ISE), because ACS has reached its end of life.

When using ACS, if all of the ACS servers become unavailable, you cannot perform tasks in Security Manager.
If you are logged in, you might be abruptly logged out of the system (without an opportunity to save changes)
if you try to perform a task that requires ACS authorization. If this happens, you get a message stating this is
the reason you are getting logged off. For details on configuring Security Manager and ACS integration, see
Integrating Security Manager with Cisco Secure ACS.

For more information about user permissions and AAA configuration, see the Installation Guide for Cisco
Security Manager.

For more information about authorization control in the Event Viewer and Report Manager applications, see
the following topics:

» Understanding Event Viewer Access Control , on page 2674

* Understanding Report Manager Access Control , on page 2746

Logging In to the Cisco Security Management Suite Server

Use the Cisco Security Management Suite home page, and CiscoWorks Common Services, to install the
Security Manager client and to manage the server. You can also access other CiscoWorks applications you
installed, such as RME.

)

Note The Software Center > Software Update feature in Common Services is not supported by Cisco Security
Manager.

Step 1 In your web browser, open one of these URLs, where SecManServer is the name of the computer where Security Manager
is installed. Click Yes on any Security Alert windows.

* If you are not using SSL, open http://SecManServer :1741
« If you are using SSL, open https://SecManServer :443
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The Cisco Security Management Suite login screen is displayed. Verify on the page that JavaScript and cookies are
enabled and that you are running a supported version of the web browser. For information on configuring the browser to
run Security Manager, see Installation Guide for Cisco Security Manager .

Step 2 Log in to the Cisco Security Management Suite server with your username and password. When you initially install the
server, you can log in using the username admin and the password defined during product installation.

Step 3 On the Cisco Security Management Suite home page, you can access at least the following features. Other features might
be available depending on how you installed the product.

* Cisco Security Manager Client Installer—Click this item to install the Security Manager client. The client is the
main interface for using the product.

* Server Administration—Click this item to open the CiscoWorks Common Services Server page. CiscoWorks
Common Services is the foundation software that manages the server. Use it to configure and manage back-end
server features such as server maintenance and troubleshooting, local user definition, and so on.

* CiscoWorks link (in the upper right of the page)—Click this link to open the CiscoWorks Common Services home
page.

Step 4 To exit the application, click Logout in the upper right corner of the screen. If you have both the home page and the
Security Manager client open at the same time, exiting the browser connection does not exit the Security Manager client.

What to do next

\}

Note To meet PCI compliance, TLS 1.0 is disabled from CSM server. Hence, CSM server will not allow any TLS
1.0 clients to connect. This change is not applicable for CSM server to device communication. Existing CSM
server to device communication will be supported as is.

Logging In to and Exiting the Security Manager Client

Use the Security Manager client to perform most Security Manager tasks.

Je

Tip  You must log into the workstation using a Windows user account that has Administrator privileges to fully
use the Security Manager client applications. If you try to operate the applications with lesser privileges, you
might find that some features do not work correctly.

Before You Begin

Install the client on your computer. To install the client, log into the Security Manager server as described in
Logging In to the Cisco Security Management Suite Server , on page 12, and then click Cisco Security
Manager Client Installer and follow the instructions in the installation wizard.

Step 1 Select one of the following applications from the Start > All Programs > Cisco Security Manager Client menu:

* Configuration Manager
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Step 2

Step 3

Tip

*» Event Viewer

* Report Manager

* Health & Performance Monitor
* Image Manager

* Dashboard

If the client was installed on the workstation, but it does not appear in your Start menu, it probably was installed
by another user. To make Security Manager Client visible in the Start menu for every user of the client station,
copy the Cisco Security Manager Client folder from Documents and Settings\<user>\Start Menu\Programs\Cisco
Security Manager to Documents and Settings\All Users\Start Menu\Programs\Cisco Security Manager.

In the application’s login window, select the server to which you want to log in, and enter your Security Manager username
and password. Click Login.

The client logs in to the server and opens the application you selected based on the following conditions. Note that these
conditions are per application, for example, if you have Configuration Manager open on one workstation, opening Event
Viewer from a different workstation has no implications for your Configuration Manager session unless or until you start
Configuration Manager from Event Viewer.

Tip

* In both Workflow and non-Workflow mode, you cannot log into the same server from a single workstation and have
more than one active session using the same user account. You are reminded that you are already logged in and
asked to reuse the existing open application.

* In both workflow modes, you can log into different servers using the same (or different) user name from the same
workstation.

* In non-Workflow mode, for a given server, if the user name is logged in on a different workstation, the client on the
other workstation is automatically logged out, and any unsaved changes are lost. Thus, do not share user accounts,
and if you must log in from different workstations to the same server, be sure to save your changes before leaving
an active client.

* In Workflow mode, you can log in using the same user account multiple times but only from different workstations.
However, you cannot open the same activity in Configuration Manager at the same time in more than one client;
you must open different activities. Activities do not apply when using Event Viewer or Report Manager.

The client automatically closes if it is idle for 120 minutes. To change the idle timeout, in Configuration
Manager, select Tools > Security Manager Administration, select Customize Desktop from the table of
contents, and enter the desired timeout period. You can also disable the feature so that the client does not close
automatically. All applications use the same timeout setting, and working in one application resets the timer
for all other applications.

To exit the application, select File > Exit.

Using Configuration Manager - Overview

These topics provide an overview of the different views in which you can work in Configuration Manager,
the basic task flow for defining and deploying policies to devices, and some basic concepts:

* Configuration Manager Overview , on page 15
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* Task Flow for Configuring Security Policies , on page 19
* Policy and Policy Object Overview , on page 20

» Workflow and Activities Overview , on page 20

Configuration Manager Overview

The Configuration Manager application provides three views in which you can manage devices and policies:
Device view, Policy view, and Map view. You can switch between these views according to your needs using
toolbar buttons or the View menu.

* Device view—Provides a device-centric view, where you configure policies on specific devices. For
more information, see Device View Overview , on page 15.

* Policy view—Provides a policy-centric view, where you can create device-independent shared policies
that you can assign to one or more devices. For more information, see Policy View Overview , on page
17.

* Map view—Provides a visual representation of your network, which is primarily useful for visualizing
and configuring site-to-site VPNs. For more information, see Map View Overview , on page 18.

Each view presents a different way to access Configuration Manager functionality. What you can do, and
how you do it, are determined by the view you select. In the Device and Policy views you see two selectors
on the left and a work area on the right. In each of these, your selection in the upper selector determines what
you can select in the lower selector. Your selection in the lower selector determines what you view in the
work area. This design enables you to quickly and easily drill down to the network details that you want to
view or edit.

Besides the main views, there are several additional tools used for configuring other items such as site-to-site
VPNs and policy objects, or for monitoring devices. These tools are typically available from the Manage
menu, although some are available on the Policy, Activities, Tools, or Launch menus. Some tools have related
buttons in the toolbar. These tools open in a separate window so that you do not loose your place in the main
view that you are currently using.

The following topics provide reference information about the basic features of the user interface:

* Menu Bar Reference for Configuration Manager , on page 29
* Toolbar Reference (Configuration Manager) , on page 40

» Using Selectors , on page 46

» Using Wizards , on page 49

* Using Rules Tables , on page 600

* Using Text Fields , on page 51

* Accessing Online Help , on page 54

Device View Overview

Device view in Configuration Manager enables you to add devices to the Security Manager inventory and to
centrally manage device policies, properties, interfaces, and so on. The following figure identifies the functional
areas of the Device view.
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This is a device-centric view in which you can see all devices that you are managing and you can select specific
devices to view their properties and define their settings and policies.

\)

Note Security Manager also provides the ability to see the status of the devices in the Security Manager inventory.
To access the Device Status View, select View > Device Status View or select one of the folder nodes in the
Device selector. For more information, see Working with Device Status View , on page 134.

In Device View, you can define security policies locally on specific devices. You can then share these policies
to make them globally available to be assigned to other devices.

For more information, see Understanding the Device View , on page 69.

Figure 1: Device View Overview
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The title bar displays the following information about Security Manager:
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* Your login name.
» The name of the Security Manager server to which you are connected.

« If Workflow mode is enabled, the name of the open activity.

Policy View Overview

Policy view in Configuration Manager enables you to create and manage reusable policies that can be shared
among multiple devices. The following figure identifies the functional areas of the Policy view.

This is a policy-centric view in which you can see all the shareable policy types supported by Security Manager.
You can select a specific policy type and create, view, or modify shared policies of that type. You can also
see the devices to which each shared policy is assigned and change the assignments as required.

For more information, see Managing Shared Policies in Policy View , on page 215.

Figure 2: Policy View Overview
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3 Toolbar (see Toolbar Reference 4 Policy type selector (see Using Selectors , on page 46)
(Configuration Manager) , on page 40)

5 Work area 6 Shared policy selector

7 Policy filter

Map View Overview

Map view in Configuration Manager enables you to create customized, visual topology maps of your network,
within which you can view connections between your devices and easily configure VPNs and access control
settings. The following figure identifies the functional areas of the Map view.

Figure 3: Map View Overview
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Task Flow for Configuring Security Policies

Step 1

Step 2

Step 3

Step 4

The basic user task flow for configuring security policies on devices involves adding devices to the Security
Manager inventory, defining the policies, and then deploying them to the devices. You perform these tasks
in Configuration Manager. The following briefly describes the steps in a typical user task flow:

Prepare devices for management.

Before you can add a device to the Security Manager device inventory and manage it, you must configure some minimal
settings on the device to enable Security Manager to contact it. For more information, see Preparing Devices for
Management, on page 55.

Add devices to the Security Manager device inventory.

To manage a device with Security Manager, you must first add it to the Security Manager inventory. Security Manager
provides multiple methods to add devices: from the network (live devices), from an inventory file exported from another
Security Manager server or CiscoWorks Common Services Device Credential Repository (DCR), or in Cisco Security
Monitoring, Analysis and Response System (CS-MARS) format, or from a device configuration file. You can also add
adevice that does not yet exist in the network but which will be deployed in the future, by creating it in Security Manager.

When you add a device, you can also discover its interfaces and certain policies that were already configured on the
device. Discovery brings the information into the Security Manager database for continued management with Security
Manager in the future.

For more information, see Managing the Device Inventory, on page 69.

Define security policies.

After you have added your devices, you can define the security policies you require. You can use Device view to define
policies on specific devices. You can use Policy view to create and manage reusable policies that can be shared by any
number of devices. When you make a change to a shared policy, the change is applied to all devices to which that policy
is assigned.

To simplify and speed up policy definition, you can use policy objects, which are named, reusable representations of
specific values. You can define an object once and then reference it in multiple policies instead of having to define the
values individually in each policy.

Note If you are using Workflow mode, you must create an activity before you start defining policies. For more
information, see Workflow and Activities Overview , on page 20.

Submit and deploy your policy definitions.

Policy definition is done within your private view. Your definitions are not committed to the database and cannot be seen
by other Security Manager users until you submit them. When you submit your policy definitions, the system validates
their integrity. Errors or warnings are displayed to inform you of any problems that need to be addressed before the
policies can be deployed to the devices.

Security Manager generates CLI commands according to your policy definitions and enables you to quickly and easily
deploy them to your devices. You can deploy directly to live devices in the network (including dynamically addressed
devices) through a secure connection, or to files that can be transferred to your devices at any time.

In non-Workflow mode, submitting and deploying your changes can be done in a single action. In Workflow mode, you
first submit your activity and then you create a deployment job to deploy your changes.
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For more information, see Managing Deployment, on page 379.

Policy and Policy Object Overview

A policy is a set of rules or parameters that define a particular aspect of network configuration. In Configuration
Manager, you define policies that specify the security functionality you want on your devices. Security Manager
translates your policies into CLI commands that can be deployed to the relevant devices.

Security Manager enables you to configure local policies and shared policies.

» Local policies are confined to the device on which they are configured; they are automatically assigned
(applied) to the device when you configure them. Unconfigured policies (those whose default settings
you do not change) are not considered to be assigned or configured. To remove a policy, you unassign
it.

« Shared policies are named, reusable policies that can be assigned to multiple devices at once. Any

changes you make to a shared policy are reflected on all devices to which that policy is assigned, so you
do not have to make the change on each device.

When you add a device to the inventory, you can discover the existing policies configured on the device.
Security Manager translates your device configuration into Security Manager policies, populates the relevant
local policies, and assigns them to the device. Policy discovery ensures that you do not need to recreate your
existing configurations in Security Manager terms. You can also rediscover policies on devices after you add
them to the inventory if you change their configuration through the CLI.

When you create policies, you often have the option to use policy objects, which are reusable definitions of
related sets of values. (Sometimes, you are required to use policy objects.) For example, you can define a
network object called MyNetwork that contains a set of IP addresses in your network. Whenever you configure
apolicy requiring these addresses, you can simply refer to the MyNetwork network object rather than manually
entering the addresses each time. Furthermore, you can make changes to policy objects in a central location
and these changes will be reflected in all the policies that reference those objects.

For more detailed information, see Managing Policies, on page 165 and Managing Policy Objects, on page
227.

Workflow and Activities Overview

To provide flexible, secure policy management while allowing your organization to implement change control
processes, Security Manager provides three closely-related features in Configuration Manager:

» Workflow/Non-Workflow modes—Configuration Manager provides two modes of operation that scale
to different organizational working environments: Workflow mode and non-Workflow mode (the default).

» Workflow Mode—Workflow mode is for organizations that have division of responsibility between
users who define security policies and those who administer security policies. It imposes a formal
change-tracking and management system by requiring all policy configuration to be done within
the context of an explicitly-created activity. A user can create multiple activities so that a single
activity contains only logically-related policy changes. You can configure Workflow mode to require
a separate approver, so that configuration changes cannot be made without oversight. After approval,
the user defines a separate deployment job to push the policy changes to the devices. For more
information, see Working in Workflow Mode , on page 21.
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* Non-Workflow Mode—In non-Workflow mode, you do not explicitly create activities. When you
log in, Configuration Manager creates an activity for you or opens the one you were previously
using if it was not submitted. You can define and save your policies, and then submit and deploy
them in one step. For more information, see Working in Non-Workflow Mode , on page 22.

For information on selecting a mode, see Changing Workflow Modes , on page 28.

« Activities or Configuration Sessions—An activity (in non-Workflow mode, a configuration session),
is essentially a private view of the Security Manager database. In Configuration Manager, you use
activities to control changes made to policies and policy assignments. Adding devices to the inventory
does not involve an activity, however, unless you discover policies that define security contexts (on
multi-context firewall devices) or virtual sensors (on IPS devices). Isolating policy changes in activities
helps prevent “work in progress” from accidentally making it into active device configurations. For more
information about activities and configuration sessions, see Understanding Activities , on page 139 and
Working with Activities/Tickets , on page 146.

Ticket Management—Ticket management allows you to associate a Ticket ID with policy configuration
changes made in Security Manager. Ticket management works in coordination with activities or
configuration sessions depending on whether you have workflow mode enabled or not. If workflow mode
is enabled, you can also enable ticket management so that a Ticket ID can optionally be associated with
a specific activity. If workflow mode is not enabled, using ticket management makes it so that all changes
must be done as part of a ticket and the ticket must be submitted before those changes can be deployed.
In this respect, ticket management with workflow disabled is very similar to how activities function when
workflow is enabled; however, no approval of submitted tickets is required.

For a comparison of the various modes of operation, see Comparing Workflow Modes , on page 22.

Working in Workflow Mode

Workflow mode is an advanced mode of operation that imposes a formal change-tracking and
change-management system. Workflow mode is suitable for organizations in which there is division of
responsibility among security and network operators for defining policies and deploying those policies to
devices. For example, a security operator might be responsible for defining security policies on devices,
another security operator might be responsible for approving the policy definitions, and a network operator
might be responsible for deploying the resulting configurations to a device. This separation of responsibility
helps maintain the integrity of deployed device configurations.

You can use Workflow mode with or without an approver. When using Workflow mode with an approver,
device management and policy configuration changes performed by one user are reviewed and approved by
another user before being deployed to the relevant devices. When using Workflow mode without an approver,
device and policy configuration changes can be created and approved by a single user, thus simplifying the
change process.

\}

Note Workflow mode works in the same manner whether Ticket Management is enabled or not. Enabling Ticket
Management in Workflow mode simply enables the Ticket field for use with Activities. Entering a ticket ID
is not required, but if one is used, the Ticket field can be configured to link to an external change management
system. For more information, see Ticket Management.

For information about enabling or disabling Workflow mode or enabling or disabling Ticket Management,
see Changing Workflow Modes , on page 28.
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In Workflow mode:

* A user must create an activity before defining or changing policy configurations in Configuration Manager.
The activity is essentially a proposal to make configuration changes. The changes made within the activity
are applied only after the activity is approved by a user with the appropriate permissions. An activity can
either be submitted to another user for review and approval, or it can be approved by the current user.
For detailed information about the process of creating, submitting, and approving activities, see Managing
Activities, on page 139.

+ After the activity is approved, the configuration changes need to be deployed to the relevant devices. To
do this, a user must create a deployment job . A deployment job defines the devices to which configurations
will be deployed, and the deployment method to be used. A deployment job can either be submitted to
another user for review and approval, or it can be approved by the current user. Deployment preferences
can be configured with or without job approval. For more information, see Managing Deployment, on
page 379.

Working in Non-Workflow Mode

Some organizations have no division of responsibility between users when defining and administering their
VPN and firewall policies. These organizations can work in non-Workflow mode. When using non-Workflow
mode, you do not explicitly create activities. When you log in, Configuration Manager creates an activity for
you, also called a configuration session, or opens the activity you were using when previously logged in (the
configuration session is automatically closed when you log out of Security Manager). This activity is transparent
to the user and does not need to be managed in any way. When you submit your configuration changes to the
database, this is equivalent to submitting and approving the activity in Workflow mode. In addition, when
you submit and deploy configuration changes, Security Manager creates a deployment job for you as well.
Like activities, deployment jobs are transparent and do not need to be managed.

When using non-Workflow mode, multiple users with the same username and password cannot be logged
into Security Manager at the same time. If another user logs in with the same username and password while
you are working, your session will be terminated and you will have to log in again.

Ticket Management in Non-Workflow Mode

If your organization uses a change management system, Security Manager can associate the changes made
to configurations with a ticket ID. Before making any configuration changes, you must open a ticket and the
ticket must be submitted before the changes associated with that ticket are available to be deployed. Tickets
can be opened and closed as needed, and you can discard a ticket if the changes associated with that ticket
are no longer desired. Entering a ticket ID is not required, but if one is used, the Ticket field can be configured
to link to an external change management system. For more information, see Ticket Management.

Non-Workflow mode with Ticket Management enabled is the default mode for Security Manager. For
information about enabling or disabling Workflow mode or enabling or disabling Ticket Management, see
Changing Workflow Modes , on page 28.

Comparing Workflow Modes

The following table highlights the differences between the workflow modes.
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\)

Note

Workflow mode works in the same manner whether Ticket Management is enabled or not. Enabling Ticket
Management in Workflow mode simply enables the Ticket field for use with Activities. Entering a ticket ID
is not required, but if one is used, the Ticket field can be configured to link to an external change management

system. For more information, see Ticket Management.

Table 1: Comparison Between Workflow Mode and Non-Workflow Mode in Configuration Manager

Question Non-Workflow Mode with | Non-Workflow Mode with | Workflow Mode
Ticket Management Enabled | Ticket Management
Disabled
What is the default | Default Not Default Not default
mode for Security
Manager?

How do I know
which mode is
currently selected?

Select Tools > Security Manager Administration > Workflow. If the Enable
Workflow check box is selected, you are in Workflow mode.

Select Tools > Security Manager Administration > Ticket Management. If the
Enable Ticketing check box is selected, ticket management is enabled.

configurations to
devices?

configuration changes.

configuration changes.

Must I explicitly You must explicitly create a | No. Configuration Manager | Yes.
create activitiesto | Ticket before you can make |automatically creates an
make configuration |configuration changes. activity when you log in, or
changes? Configuration Manager opens the previous session if
automatically creates an you did not submit it before
activity that is associated with | logging out.
that ticket.
Must I explicitly No. Configuration Manager |No. Configuration Manager | Yes.
create deployment | creates a deployment job for | creates a deployment job for
jobs to deploy you when you deploy you when you deploy

How do I deploy my
configuration
changes to the
devices?

Do one of the following:

* Select File > Deploy.

* Select Manage >
Deployments and click
Deploy on the
Deployment Jobs tab.

Do one of the following:

* Click the Submit and
Deploy Changes button
in the Main toolbar.

* Select File > Submit
and Deploy.

* Select Manage >
Deployments and click
Deploy on the
Deployment Jobs tab.

Select Manage >
Deployments and create
a deployment job.
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Question Non-Workflow Mode with | Non-Workflow Mode with | Workflow Mode
Ticket Management Enabled | Ticket Management
Disabled
At what stage are the | When initiating deployment. | When initiating deployment. | When creating a

CLI commands for
my configuration
changes generated?

deployment job.

How do I delete my
current changes?

Select Tickets > Discard
Ticket to discard the
currently-open ticket, or
select the ticket in the Ticket
Manager and click Discard.

If you have already started
deploying devices, abort the
deployment by selecting the
job in the Deployment
Manager and clicking Abort.

Select File > Discard.

If you have already started
deploying devices, abort the
deployment by selecting the
job in the Deployment
Manager and clicking Abort.

Select Activities >
Discard Activity to
discard the
currently-open activity,
or select the activity in
the Activity Manager
and click Discard.

If you already created a
deployment job, select
the job in the
Deployment Manager
and click Discard. If the
job has already been
deployed, you can abort
the job by selecting
Abort.

Can multiple users
log into Security
Manager at the same
time?

Yes. Each user can open a
different ticket and make
configuration changes. A
single user can log in multiple
times, but the user must open
separate tickets.

Yes, but only if each one has
a different username. If a
user with the same username
logs into Security Manager,
the first user is automatically
logged out.

Yes. Each user can open
a different activity and
make configuration
changes. A single user
can log in multiple
times, but the user must
open separate activities.

What if another user
is configuring the
devices I want to
configure?

You will receive a message indicating that the devices are locked. See Activities and

Locking , on page 141.

Using the JumpStart to Learn About Security Manager

The JumpStart is an introduction to Security Manager. It describes and illustrates the major concepts of using
the product. Use the jumpstart to explore Security Manager features and capabilities.

The JumpStart opens automatically when you first launch Security Manager. To get to the JumpStart while
you are working with Security Manager, select Help > JumpStart from the main menu in Configuration

Manager.

The JumpStart contains the following navigation features:

* A table of contents, which is always visible in the upper right corner. Click an entry to open its page.
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* Links in the page enable you to drill down to more detailed information in the JumpStart or to relevant
information in the online help.

Completing the Initial Security Manager Configuration

After you install Security Manager, there are several configuration steps you might want to perform to complete
the installation. Although most of the features you initially configure have default settings, you should
familiarize yourself with the features and decide if the default settings are the best settings for your organization.

The following list explains the features you might want to initially configure, with pointers to topics that
provide more detailed information where appropriate. You can configure these features in any order, or delay
configuring those that you do not yet need to use.

* Configure an SMTP server and default e-mail addresses. Security Manager can send e-mail notifications
for several actions that occur in the system. For example, you can get an e-mail when your deployment
job finishes reconfiguring network devices. For e-mail notifications to work, you must configure an
SMTP server.

For information on configuring an SMTP server and setting the default e-mail addresses, see Configuring an
SMTP Server and Default Addresses for E-Mail Notifications , on page 27.

* Create user accounts. Users must log into Security Manager to use the product. However, if a user logs
in with an account another user is already using, the first user is automatically disconnected. Thus, each
user should have a unique account. You can create accounts local to the Security Manager server, or you
can use your ACS system to manage user authentication. For more information, see the Installation Guide
for Cisco Security Manager.

* Configure default deployment settings. When users deploy configurations to devices, they can select
how the configurations should be deployed and how Security Manager should handle anomalies. However,
you can select system-default settings that make it easier for users to follow your organization’s
recommendations. To set deployment defaults, in Configuration Manager, select Tools > Security
Manager Administration, and then select Deployment from the table of contents to open the Deployment
settings page (see Deployment Page , on page 520).

The following deployment settings are of particular interest:

* ¢+ Default Deployment Method—Whether configuration deployments should be written directly to
the device or to a transport server, or if configuration files should be written to a specified directory
on the Security Manager server. The default is to deploy configurations directly to the device or
transport server, if one is configured for the device. However, if you have your own methods for
deploying configuration files, you might want to select File as the default deployment method. For
more information on deployment methods, see Understanding Deployment Methods , on page 387.

When Out-of-Band Changes Detected—How to respond when Security Manager detects that
configuration changes were made on the device through the CLI rather than through Security
Manager. The default is to issue a warning and proceed with the deployment, overwriting the changes
that were made through the CLI. However, you can change this behavior to simply skip the check
for changes (which means Security Manager overwrites the changes but does not warn you), or to
cancel the deployment, thus leaving the device in its current state. For more information about
handling out-of-bound changes, see Understanding How Out-of-Band Changes are Handled , on
page 390.
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Tip

* Allow Download on Error—Whether to allow deployment to continue if minor configuration errors
are found. The default is to not allow deployment when minor errors are found.

Select a workflow mode. The default mode is non-Workflow mode with Ticket Management enabled.
In non-Workflow mode, users have more freedom to create and deploy configurations. However, if your
organization requires a more transaction-oriented approach to network management, where separate
individuals perform policy creation, approval, and deployment, you can enable Workflow mode to enforce
your procedures. If you are using Workflow mode, ensure that you configure user permissions
appropriately when you define user accounts to enforce your required division of labor. For information
on the types of workflow you can use, see Workflow and Activities Overview , on page 20. For
information on how to change workflow modes, see Changing Workflow Modes , on page 28.

You can disable Ticket Management in non-Workflow mode to make most activity management tasks
automatic.

Configure default device communication settings. Security Manager uses the most commonly used
methods for accessing devices based on the type of device. For example, Security Manager uses SSH
by default when contacting Catalyst switches. If the default protocols work for the majority of your
devices, you do not need to change them. For devices that should use a non-default protocol, you can
change the protocol in the device properties for the specific devices. However, if you typically use a
protocol that is not the Security Manager default (for example, if you use a token management server
(TMS) for your routers), you should change the default setting. To change the default communication
settings, in Configuration Manager, select Tools > Security Manager Administration, and select Device
Communication from the table of contents. In the Device Connection Settings group, select the most
appropriate protocols for each type of device. You can also change the default connection time out and
retry settings. For more information about device communication settings, see Device Communication
Page , on page 528.

Select the types of router and firewall policies you will manage with Security Manager. When you manage
IPS devices in Security Manager, you automatically manage the entire configuration. However, with
routers and firewall devices (ASA, PIX, and FWSM), you can select which types of policies are managed
by Security Manager. You can manage other parts of the device configuration using other tools (including
the devices’s CLI). By default, all security-related policies are managed. To change which policies are
managed, in Configuration Manager, select Tools > Security Manager Administration > Policy
Management. For detailed information about changing these settings and what you should do before
and after making the change, see Customizing Policy Management for Routers and Firewall Devices ,
on page 175.

Decide whether you want to use the Event Viewer to manage firewall and IPS events. You can configure
the disk and location for collecting syslog events from devices, and the port number to use for syslog
communication. If you do not want to use Security Manager for event management, you can turn off the
feature, which is enabled by default. For more information on the configuration options, see Event
Management Page , on page 534.

Configure Security Manager for communication with Cisco Security Monitoring, Analysis and Response
System (CS-MARS). If you use CS-MARS for monitoring your network, you can identify the servers
to Security Manager and then access CS-MARS event information from within Security Manager. For
information on configuring this cross-communication, see Checklist for Integrating CS-MARS with
Security Manager , on page 2867.
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Configuring an SMTP Server and Default Addresses for E-Mail Notifications

Step 1

Step 2
Step 3

Security Manager can send e-mail notifications for several types of events such as deployment job completion,
activity approval, or ACL rule expiration. To enable e-mail notifications, you must configure an SMTP server
that Security Manager can use for sending the e-mails. Then, you can configure e-mail addresses and notification
settings on these settings pages (in Configuration Manager, select Tools > Security Manager Administration
and select the page from the table of contents):

» Workflow page—For default e-mail addresses and notification settings for deployment jobs and activities.
Users can override the defaults when managing deployment jobs and activities.

* Rules Expiration page—For default e-mail addresses and notification settings for ACL rule expiration.
Rules expire only if you configure them with expiration dates.

* IPS Updates page—For the e-mail address that should be notified of IPS update availability.

» Server Security page—When you configure local user accounts (click Local User Setup), specify the
user’s e-mail address. This address is used as the default target for some notifications such as deployment
job completion.

» Event Management page—When you configure an extended data storage location, you must specify at
least one e-mail address. The email addresses receive notifications if problems arise with the use of the
extended storage location. Also, if you are using the Syslog Relay Service, you can configure e-mail
addresses that should be notified when the syslog relay service enters or exits CPU throttling.

P
Tip

If you are using ACS for user authorization, you might have already configured an SMTP server and system
administrator e-mail address in the ACS integration procedure as described in the Installation Guide for Cisco
Security Manager. Security Manager sends a notification to this address if all ACS servers become unavailable.

\}

Note Beginning with version 4.21, Cisco Security Manager supports only TACACS+ authentication via Cisco
Identity Services Engine (ISE), because ACS has reached its end of life.

Access CiscoWorks Common Services on the Security Manager server:

» If you are currently using the Security Manager client, the easiest way to do this is to select Tools > Security
Manager Administration, select Server Security from the table of contents, and click any button on that page (for
example, Local User Setup).

* You can use your web browser to log into the home page on the Security Manager server (https://servername
/CSCOnm/servlet/login/login.jsp) and click Server Administration.

Click Server > Admin and select System Preferences from the table of contents.
On the System Preferences page, enter the host name or IP address of an SMTP server that Security Manager can use.
The SMTP server cannot require user authentication for sending e-mail messages.

Also, enter an e-mail address that CiscoWorks can use for sending e-mails. This does not have to be the same e-mail
address that you configure for Security Manager to use when sending notifications. If you are using ACS for authorization,
Security Manager sends an e-mail message to this address if all ACS servers become unavailable. This can alert you to
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a problem that needs immediate attention. The administrator might also receive e-mail messages from Common Services
for non-ACS-related events.

Step 4 Click Apply to save your changes.

Changing Workflow Modes

You can change the workflow mode that Security Manager enforces if you have the appropriate administrator
permissions. Changing the workflow mode has significant effects on users. Before making a change, be sure
to understand the following:

* When you change the workflow mode, the change will take effect for all Security Manager users working
from the same server.

* Before you can change from Workflow mode to non-Workflow mode, all activities in editable states
(Edit, Edit Open, Submit, or Submit Open) must be approved or discarded, and all generated jobs must
be deployed, rejected, discarded, or aborted so that the locks on the devices can be released. You do not
have to do anything to jobs that are in the failed state.

* Before you can disable Ticket Management in non-Workflow mode, all tickets in editable states (Edit
or Edit Open) must be submitted or discarded.

* If you change from Workflow mode to non-Workflow mode and then restore an earlier version of the
database, Security Manager automatically changes to Workflow mode if the restored database has any
activities in an editable state (Edit, Edit Open, Submit, or Submit Open). Approve or delete the editable
activities, and then turn Workflow mode off again.

* When changing from non-Workflow mode to Workflow mode or enabling Ticket Management in
non-Workflow mode, current configuration sessions are listed as activities/tickets in the Edit_Open state,
and these activities/tickets must now be explicitly managed.

» When Ticket Management is enabled or disabled, any other users logged into Security Manager are
logged out.

For an explanation of workflow modes, see Workflow and Activities Overview , on page 20.

Step 1 In Configuration Manager, select Tools > Security Manager Administration and select Workflow from the table of
contents to open the Workflow page (see Workflow Page , on page 585).

Step 2 Configure the workflow mode settings in the Workflow Control group. If you select Enable Workflow (to use Workflow
mode), you can also select these options:

* Require Activity Approval—To enforce explicit approval of activities before policy changes are committed to the
database.

* Submitter can Approve Activity— Instead of separating submission and approval roles, a submitter can also approve
his/her own activity, when enabled.

* Require Deployment Approval—To enforce explicit approval of deployment jobs before they can be run.

* Submitter can Approve Deployment Job—When enabled, submitter can approve deployment jobs submitted by
him/her.
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Step 3

Step 4
Step 5

Step 6

Step 7

Understanding Basic Security Manager Interface Features .

Configure the e-mail notification settings. These are the default e-mail addresses for the e-mail sender (that is, Security
Manager), the approvers, and another person or e-mail alias who should be notified when deployment jobs are complete.

You also have the options to include the job deployer when sending notifications of job status, and to require that e-mail
notifications are sent for deployment job status changes.

Click Save to save and apply changes.

Select Workflow from the table of contents to open the Ticket Management page (see Token Management Page , on
page 582).

Configure the Ticket Management settings. If you select Enable Ticketing, you can also select these options:

Note See Token Management Page , on page 582 for detailed information on these fields.

* Ticket System URL—To provide linking between a Ticket ID and an external ticket management system.

* Ticket History—Specify how long to keep information related to tickets.

Click Save to save and apply changes.

Understanding Basic Security Manager Interface Features

The following topics provide information about some basic interface features such as descriptions of the menu
commands, toolbar buttons, and how to use common user interface elements. Many of the features described
are used only in Configuration Manager.

* Menu Bar Reference for Configuration Manager , on page 29

* Toolbar Reference (Configuration Manager) , on page 40

* Using Selectors , on page 46

* Using Wizards , on page 49

» Using Tables , on page 50

* Using Text Fields , on page 51

* Selecting or Specifying a File or Directory in Security Manager , on page 52

* Troubleshooting User Interface Problems , on page 53

Menu Bar Reference for Configuration Manager

The menu bar in Configuration Manager contains menus with commands for using Security Manager.
Commands may become unavailable depending on the task you are performing.

The menus in the menu bar are described in the following topics:
* File Menu (Configuration Manager) , on page 30
* Edit Menu (Configuration Manager) , on page 31
* View Menu (Configuration Manager) , on page 32

* Policy Menu (Configuration Manager) , on page 32

User Guide for Cisco Security Manager 4.25 .



. File Menu (Configuration Manager)

The Basics of Using Security Manager |

* Map Menu (Configuration Manager) , on page 33

* Manage Menu (Configuration Manager) , on page 35

* Tools Menu (Configuration Manager) , on page 35

* Launch Menu (Configuration Manager) , on page 38

* Activities Menu (Configuration Manager) , on page 37

* Tickets Menu (Configuration Manager) , on page 37

* Help Menu (Configuration Manager) , on page 39

File Menu (Configuration Manager)

The following table describes the commands on the File menu in Configuration Manager. The menu items
differ depending on the workflow mode.

Table 2: File Menu (Configuration Manager)

Command

Description

New Device

Initiates the wizard to add a new device. See Adding Devices to the Device
Inventory , on page 75.

Clone Device

Creates a device by duplicating an existing device. See Cloning a Device , on
page 126

Delete Device

Deletes a device. See Deleting Devices from the Security Manager Inventory
, on page 128.

Save

Saves any changes made on the active page, but does not submit them to the
Security Manager database.

Import

Import policies and devices exported from another Security Manager server.
See Importing Policies or Devices, on page 487.

Export

Export policies or devices so that they can be imported into another Security
Manager server. A device export can include policy information, or it can be a
simple CSV file that you can import into CiscoWorks Common Services Device
Credential Repository (DCR) or Cisco Security Monitoring, Analysis and
Response System (CS-MARS). See Exporting the Device Inventory from the
Security Manager Client, on page 480 and Exporting Shared Policies, on page
485.

View Changes

(non-Workflow mode only)

Opens the Activity Change Report (in PDF format) for the current configuration
session.

To see changes for the current activity in Workflow mode, select Activities >
View Changes.
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Command Description
Validate Validates the changes you have saved. See Validating an Activity/Ticket , on
page 158.

(non-Workflow mode only)
To validate the current activity in Workflow mode, select Activities > Validate
Activity.

Submit Submits all changes made since the last submission to the Security Manager

(non-Workflow mode only) database.

To validate the current activity in Workflow mode, select Activities > Submit
Activity.

Submit and Deploy Submits all changes made since the last submission to the Security Manager
database and deploys all changes made since the last deployment. See

(non-Workflow mode only) Understanding Deployment , on page 379.

In Workflow mode, you must have your activity approved and then create a
deployment job to deploy changes to devices.

Deploy Deploys all changes made since the last deployment. See Understanding

(non-Workflow mode only) Deployment, on page 379,

In Workflow mode, you must have your activity approved and then create a
deployment job to deploy changes to devices.

Discard Discards all configuration changes since the last submission.

(non-Workflow mode only) | To validate the current activity in Workflow mode, select Activities > Discard

Activity.
Edit Device Groups Edits device groups. See Working with Device Groups , on page 129.
New Device Group Adds a device group. See Creating Device Groups , on page 132.

Add Devices to Group Adds a device to a group. See Adding Devices to or Removing Them From
Device Groups , on page 133.

Print Prints the active page.

Not all pages can be printed. If the Print command is not available, you cannot
print the active page.

Exit Exits Security Manager.

Edit Menu (Configuration Manager)

The following table describes the commands on the Edit menu in Configuration Manager. You can typically
use these commands only when you are working with a table in a policy, and some work only for rules tables
(see Using Rules Tables , on page 600).
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Table 3: Edit Menu (Configuration Manager)

Command

Description

Cut

Cuts the selected row in a rules table and saves it on the clipboard.

Copy

Copies the selected row in a rules table and saves it on the clipboard.

Paste

Pastes the rules table row from the clipboard to the into the rules table after the selected
row.

Add Row

Adds a row into the active table.

Edit Row

Edits the selected table row.

Delete Row

Deletes the selected table row.

Move Row Up

Move Row Down

Moves the selected row up or down in the rules table. For more information, see Moving
Rules and the Importance of Rule Order , on page 613.

Global Search

Opens the Global Search window. For more information, see Using Global Search , on
page 43.

View Menu (Configuration Manager)

The View menu in Configuration Manager contains commands to navigate within the user interface or to alter

the toolbar.

Table 4: View Menu

Menu Command

Description

Device View

Opens Device view. See Device View Overview , on page 15.

Device Status View | Opens the Device Status View window. See Working with Device Status View , on

page 134.

Map View

Opens Map view. See Map View Overview , on page 18.

Policy View

Opens Policy view. See Policy View Overview , on page 17.

Policy Bundle View | Opens Policy Bundle view. See Managing Policy Bundles .

Customized Toolbar | Allows you to add or remove some optional buttons on the toolbar. For information

on all the buttons that can appear on the toolbar, see Toolbar Reference (Configuration
Manager) , on page 40.

Policy Menu (Configuration Manager)

The Policy menu in Configuration Manager contains commands for managing policies.
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Table 5: Policy Menu (Configuration Manager)

Menu Command Description

Share Policy Saves the active local policy as a shared policy. See Sharing a Local Policy
, on page 205.

Unshare Policy Saves the active shared policy as a local policy. See Unsharing a Policy ,
on page 208.

Assign Shared Policy Assigns shared policies to devices. See Assigning a Shared Policy to a

Device or VPN Topology , on page 209.

Unassign Policy Unassigns the current policy from the selected device. See Unassigning
a Policy , on page 200.

Copy Policies Between Devices | Copies policies between devices. See Copying Policies Between Devices

, on page 197

Share Device Polices Enables you to share local device policies. See Sharing a Local Policy ,
on page 205.

Edit Policy Assignments Edits assignment of shared policies to devices. See Modifying Policy

Assignments in Policy View , on page 219.

Clone Policy Creates a copy of a policy with a new name. See Cloning (Copying) a
Shared Policy , on page 212.

Rename Policy Renaming a Shared Policy , on page 213

Add Local Rules Adds local rules to a shared policy on a device. You must select a rule-based
shared policy to use this command.

Inherit Rules Edits policy inheritance. See Inheriting or Uninheriting Rules , on page
211.

Discover Policies on Device Discovers policies on a device. See Discovering Policies , on page 176.

Discover VPN Policies Opens the Discover VPN Policies wizard. See Site-To-Site VPN Discovery
, on page 1091.

Map Menu (Configuration Manager)

The Map menu in Configuration Manager contains commands for using the Map view. The commands in this
menu are available only when the Map view is open. For more information, see Using Map View, on page
1581.

Table 6: Map Menu (Configuration Manager)

Menu Command Description
New Map Creates a map. See Creating New or Default Maps , on page 1590.
Open Map Opens a saved map or the default map. See Opening Maps , on page 1590.
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Menu Command

Description

Show Devices On Map Selects the managed devices to show on the active map. See Displaying
Managed Devices on the Map , on page 1597.

Show VPNs On Map Selects the VPNs to show on the active map. See Displaying Existing VPNs
on the Map , on page 1602.

Add Map Object Creates a map object on the open map. See Using Map Objects To Represent
Network Topology , on page 1598.

Add Link Creates a Layer 3 link on the open map. See Creating and Managing Layer
3 Links on the Map , on page 1600.

Find Map Node Finds nodes on the open map. See Searching for Map Nodes , on page 1593.

Save Map Saves the open map. See Saving Maps , on page 1591.

Save Map As Saves the open map with a new name. See Saving Maps , on page 1591.

Zoom In Zooms in on the map. See Panning, Centering, and Zooming Maps , on
page 1592.

Zoom Out Zooms out from the map. See Panning, Centering, and Zooming Maps ,

on page 1592.

Fit to Window

Zooms the open map to display the entire map. See Panning, Centering,
and Zooming Maps , on page 1592.

Display Actual Size

Zooms the open map to display at actual size. See Panning, Centering, and
Zooming Maps , on page 1592.

Refresh Map Refreshes the open map with updated network data. See Creating New or
Default Maps , on page 1590.

Export Map Exports the open map to a file. See Exporting Maps , on page 1591.

Delete Map Deletes the map you select from a list. See Deleting Maps , on page 1591.

Map Properties Displays or edits properties for the open map. See Setting the Map

Background Properties , on page 1594.

Show/Hide Navigation Window

Displays or hides the navigation window on the open map. See Using the
Navigation Window , on page 1585.

Undock/Dock Map View

Undocks the maps window, allowing you to use other features while keeping
the map open. If the window is already undocked, the Dock Map View
command reattaches the window to the primary Security Manager window.
See Understanding the Map View Main Page , on page 1582.
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Manage Menu (Configuration Manager)

The Manage menu in Configuration Manager contains commands that start tools that run in a window separate
from the Security Manager main interface. This enables you to access features without closing the page from
which you are currently working.

Table 7: Manage Menu (Configuration Manager)

Menu Command

Description

Policy Objects

Opens the Policy Object Manager, where you can view all available objects
grouped according to object type; create, copy, edit, and delete objects; and
generate usage reports, which describe how selected objects are being used by
other Security Manager objects and policies. For information see Policy Object
Manager , on page 230.

Site-to-Site VPNs

Opens the Site-to-Site VPN Manager, where you can configure site-to-site
VPNs. See Managing Site-to-Site VPNs: The Basics, on page 1069.

Activities Opens the Activity Manager, where you can create and manage activities. See

(Workflow mode only) Activity/Ticket Manager Window , on page 149.

Deployments Opens the Deployment Manager, where you can deploy configurations and
manage deployment jobs. See Managing Deployment, on page 379

Configuration Archive Stores archived device configuration versions and allows you to view, compare,

and roll back from one configuration to another. See Configuration Archive
Window , on page 401.

Policy Discovery Status

Opens the Policy Discovery Status window, where you can see the status of
policy discovery and device import. See Viewing Policy Discovery Task Status
, on page 186.

IPS Manage IPS device certificates, which are required for device communications.

Audit Report Generates an audit report according to parameters set in the audit report page.
See Using the Audit Report Window, on page 495.

Change Reports Allows you to generate a report of changes to devices, shared policies, and

(non-Workflow mode only)

policy objects for a previous configuration session. See Viewing Change Reports
, on page 156.

To view changes for the current configuration session, select File > View
Changes.

Tools Menu (Configuration Manager)

The To

Opens the Device Properties window, which provides general information about the device, including
credentials, the group the device is assigned to, and policy object overrides. For more information, see
Understanding Device Properties , on page 74.
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ols menu in Configuration Manager contains commands that start tools that run in a window separate from
the Security Manager main interface. This enables you to access features without closing the page from which

you are currently working.

Table 8: Tools Menu (Configuration Manager)

Menu Command

Description

Device Properties

Detect Out of Band Analyzes devices to determine if their configurations have changed since the

Changes last time Security Manager deployed configurations. You can use this
information to ensure that you do not loose important configuration changes.
See Detecting and Analyzing Out of Band Changes , on page 424.

Packet Capture Wizard Opens the Packet Capture wizard, where you can set up a packet capture on an

ASA device.

Ping, TraceRoute and
NSLookup

Opens the Ping, TraceRoute, and NSLookup tool, where you can use these
troubleshooting commands. Ping and traceroute run on managed devices,
whereas NSLookup runs on your client workstation. See Analyzing Connectivity
Issues Using the Ping, Trace Route, or NS Lookup Tools , on page 2856.

IP Intelligence

Opens the IP Intelligence tool, where you can access various pieces of
information about an IPv4 address, such as the fully qualified domain name
(FQDN), geographic location information, and WHOIS information. For more
information on the IP Intelligence tool, see IP Intelligence, on page 2864.

Before you can use any of the IP Intelligence features, you must enable and
configure those features on the IP Intelligence Settings page (see IP Intelligence
Settings Page , on page 548).

Wall

Opens the Wall window, where you can send messages to all users who are
logged in on the same Security Manager server. First, however, it must be
enabled on the Wall Settings page. See Wall Settings Page, on page 587.

Show Containment

Shows security contexts or service modules for a device. See Showing Device
Containment , on page 126.

Inventory Status

Shows device summary information for all devices. See Viewing Inventory
Status , on page 2841.

Catalyst Summary Info

Shows high-level system information, including any service modules, ports,
and VLANSs that Security Manager has discovered on the selected Catalyst
switch. See Viewing Catalyst Summary Information , on page 2616.

Apply IPS Update

Manually applies IPS image and signature updates. See Manually Applying
IPS Updates , on page 1779.

Preview Configuration

Displays the proposed changes, last deployed configuration, or current running
configuration for specific devices. See Previewing Configurations , on page
422,

Backup

Backs up the Security Manager database using CiscoWorks Common Services.
See Backing up and Restoring the Security Manager Database , on page 498.
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Menu Command

Description

Security Manager
Diagnostics

Gathers troubleshooting information to send to the Technical Assistance Center
(TAC) if they request it. See Creating Diagnostics Files for the Cisco Technical
Assistance Center , on page 502.

Tip Beginning with Version 4.7 of Cisco Security Manager, you can
select "Light Diagnostics" instead of the existing "General

Diagnostics."

Security Manager
Administration

Configures system-wide settings that control the functioning of Security
Manager.

Activities Menu (Configuration

Manager)

The Activities menu in Configuration Manager contains commands for managing activities. It appears only
when Workflow mode is enabled. For more detailed information about these commands, see Accessing
Activity Functions in Workflow Mode , on page 147.

Table 9: Activities Menu (Configuration Manager)

Menu Command

Description

New Activity Creates a new activity. See Creating an Activity/Ticket , on page 153.

Open Activity Opens an activity. See Opening an Activity/Ticket , on page 154.

Close Activity | Closes the open activity. See Closing an Activity/Ticket , on page 155.

View Changes | Opens the Activity Change Report (in PDF format). See Viewing Change Reports , on
page 156.

Validate Activity | Validates the open activity. See Validating an Activity/Ticket , on page 158.

Submit Activity | Submits the open activity. See Submitting an Activity for Approval (Workflow Mode
with Activity Approver) , on page 159.

Approve Activity | Approves the open activity. See Approving or Rejecting an Activity (Workflow Mode)
, on page 160.

Reject Activity | Rejects the open activity. See Approving or Rejecting an Activity (Workflow Mode) ,
on page 160.

Discard Activity | Discards the open activity. See Discarding an Activity/Ticket , on page 161.

Tickets Menu (Configuration Manager)

The Tickets menu in Configuration Manager contains commands for managing tickets. It appears only when
Ticket Management is enabled in non-Workflow mode. For more detailed information about these commands,
see Accessing Activity Functions in Workflow Mode , on page 147.
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Table 10: Tickets Menu (Configuration Manager)

Command

Menu Description

New Ticket Creates a new ticket. See Creating an Activity/Ticket , on page 153.

Open Ticket Opens an ticket. See Opening an Activity/Ticket , on page 154.

Close Ticket | Closes the open ticket. See Closing an Activity/Ticket , on page 155.

View Changes | Opens the Ticket Change Report (in PDF format). See Viewing Change Reports , on page
156.

Validate Ticket | Validates the open ticket. See Validating an Activity/Ticket , on page 158.

Submit Ticket |Submits the open ticket. See Understanding Activity/Ticket States , on page 142.

Discard Ticket | Discards the open ticket. See Validating an Activity/Ticket , on page 158.

Launch Menu (Configuration Manager)

The Launch menu contains commands that start other applications.

Table 11: Launch Menu (Configuration Manager)

Menu Command

Description

Device Manager

Starts device managers for all supported devices, such as PIX security appliances,
Firewall Services Modules (FWSM), IPS sensors, IOS routers, and Adaptive Security
Appliance (ASA) devices. Device managers provide several monitoring and diagnostic
features that enable you to get information regarding the services running on the device
and a snapshot of the overall health of the system. See Starting Device Managers , on
page 2843.

Prime Security
Manager

Launches the Cisco Prime Security Manager (PRSM) application, used to manage
ASA CX devices. See Launching Cisco Prime Security Manager or FireSIGHT
Management Center , on page 2850 for more information.

FireSIGHT
Management Center

Launches the FireSIGHT Management Center application, used to manage FirePOWER
modules. See Launching Cisco Prime Security Manager or FireSIGHT Management
Center , on page 2850 for more information.

Dashboard

Opens the Dashboard, which is a configurable launch point for Security Manager that
makes IPS and FW tasks more convenient for you. In addition to the original dashboard,
you can create new, additional dashboards, and you can customize all dashboards. By
using the dashboard, you can accomplish in one place many tasks that are found in
several other areas of Security Manager, such as the IPS Health Monitor page, Report
Manager, Health and Performance Monitor, and IP Intelligence Settings. For detailed
information on the dashboard, see Dashboard Overview, on page 2829.
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Menu Command

Description

Event Viewer

Opens the Event Viewer, where you can view and analyze device events. See Viewing
Events, on page 2671 for more information.

If you have already logged into another Security Manager application, Event Viewer
is opened using the same user account; you are not prompted to log in. To open Event
Viewer using a different user account, open the application from the Windows Start
menu or desktop icon.

Report Manager

Opens the Report Manager, where you can generate and analyze security and usage
reports. See Managing Reports, on page 2741 for more information.

If you have already logged into another Security Manager application, Report Manager
is opened using the same user account; you are not prompted to log in. To open Report
Manager using a different user account, open the application from the Windows Start
menu or desktop icon.

Image Manager

Opens the Image Manager, where you can manage the images on ASA devices. See
Using Image Manager, on page 2883 for more information.

If you have already logged into another Security Manager application, Image Manager
is opened using the same user account; you are not prompted to log in. To open Image
Manager using a different user account, open the application from the Windows Start
menu or desktop icon.

Health &
Performance
Monitor

Opens the Health & Performance Monitor (HPM), where you can view device status
and traffic information across your network, and view and acknowledge device-specific
alerts. See Health and Performance Monitoring, on page 2781 for more information.

If you have already logged into another Security Manager application, HPM is opened
using the same user account; you are not prompted to log in. To open HPM using a
different user account, open the application from the Windows Start menu or desktop
icon.

Help Menu (Configuration Manager)

The Help menu in Configuration Manager contains commands for accessing product documentation and
training. For more information, see Accessing Online Help , on page 54.

Table 12: Help Menu (Configuration Manager)

Menu Command

Description

Help Topics Opens the online help system.

Help About This Page Open online help for the active page.

JumpStart Opens the JumpStart.

Security Manager Online Opens the Security Manager web page on Cisco.com.

About Configuration Manager | Displays information about Configuration Manager.
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Toolbar Reference (Configuration Manager)

The main toolbar contains buttons that perform actions in Configuration Manager.

The buttons that appear on the main toolbar vary depending on whether Workflow/Ticket Management mode
is enabled and how you have customized the toolbar. By selecting you can select some of the buttons included
in the toolbar. Many buttons are on the toolbar permanently; you cannot remove them.

The following table presents all buttons.

Table 13: Configuration Manager Toolbar

Button

Description

25l Device

Opens the Device view.

For more information, see Understanding the Device View , on page 69.

7+ Map

Opens the Map view.

For more information, see Using Map View, on page 1581.

Palicy

Opens the Policy view.

For more information, see Managing Shared Policies in Policy View , on page 215.

Policy Bundle

Opens the Policy Bundle view.

For more information, see Managing Policy Bundles , on page 222.

Opens the Policy Object Manager.

For more information, see Managing Policy Objects, on page 227.

%

Opens the Site-to-Site VPN Manager.

For more information, see Managing Site-to-Site VPNs: The Basics, on page 1069.

@]

Opens the Deployment Manager.

For more information, see Managing Deployment, on page 379.

£

Opens the Audit Report.

For more information, see Understanding Audit Reports, on page 493.

¥

(Non-Workflow mode with Ticket Management disabled only.) Submits and deploys
changes.

For more information, see Managing Deployment, on page 379.

Discovers configuration policies defined on the currently selected device.

For more information, see Discovering Policies , on page 176.

o]

Detects out-of-band changes, those made to the device outside of Security Manager,
for the currently selected devices.

For more information, see Detecting and Analyzing Out of Band Changes , on page
424,
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Button

Description

Opens the IP Intelligence tool, where you can access various pieces of information
about an IPv4 address, such as the fully qualified domain name (FQDN), geographic
location information, and WHOIS information. For more information on the IP
Intelligence tool, see IP Intelligence, on page 2864.

Before you can use any of the IP Intelligence features, you must enable and configure
those features on the IP Intelligence Settings page (see IP Intelligence Settings Page
, on page 548).

a9

Opens the Wall window, where you can send messages to all users who are logged
in on the same Security Manager server. First, however, it must be enabled on the
Wall Settings page.

For more information, see Workflow Page , on page 585.

Shows high-level system information, including any service modules, ports, and
VLAN:Ss that Security Manager has discovered on the selected Catalyst switch.

For more information, see Viewing Catalyst Summary Information , on page 2616.

Previews the configuration for the currently selected device.

For more information, see Previewing Configurations , on page 422.

Configures system-wide settings that control the functioning of Security Manager.
For information, see Configuring Security Manager Administrative Settings, on page
507.

Opens the device manager for the currently selected device.

For more information, see Starting Device Managers , on page 2843.

(3

Launches the Cisco Prime Security Manager (PRSM) application, used to manage
ASA CX devices. See Launching Cisco Prime Security Manager or FireSIGHT
Management Center , on page 2850 for more information.

Launches the FireSIGHT Management Center application, used to manage
FirePOWER modules. See Launching Cisco Prime Security Manager or FireSIGHT
Management Center , on page 2850 for more information.

Opens the Dashboard application.

For more information, see Dashboard Overview, on page 2829.

Opens the Event Viewer application.

For more information, see Viewing Events, on page 2671.

Opens the Report Manager application.

For more information, see Managing Reports, on page 2741.

Opens the Image Manager application.

For more information, see Using Image Manager, on page 2883.
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Button

Description

-

Opens the Health & Performance Monitor application.

For more information, see Health and Performance Monitoring, on page 2781.

@

Opens online help for the current page.

For more information, see Accessing Online Help , on page 54.

Note The following buttons are not available in non-Workflow mode when Ticket Management is
disabled.

[E1

Opens the Activity Manager window in Workflow mode or the Ticket Manager
window when Ticket Management is enabled in non-Workflow mode. You can use
these windows to create and manage activities/tickets. For more information, see
Activity/Ticket Manager Window , on page 149.

For more information on the activity buttons, and the conditions under which they
are enabled, see Accessing Activity Functions in Workflow Mode , on page 147.

For more information on the ticket buttons, and the conditions under which they are
enabled, see Accessing Ticket Functions in Non-Workflow Mode , on page 148.

Creates a new activity/ticket.

Opens an activity/ticket.

Saves all changes made while the activity/ticket was open and closes it.

o | B &

Evaluates all changes made in the activity/ticket and produces a Change Report in
PDF format in a separate window. For more information, see Viewing Change Reports
, on page 156.

o

Validates the integrity of changed policies within the current activity/ticket.

=

(Workflow mode with an approver only.) Submits the activity for approval when
using Workflow mode with an activity approver.

(Non-Workflow mode with Ticket Management enabled only.) Submits the ticket.
Submitting the ticket saves the proposed changes to the database. Devices associated
with the ticket are unlocked, meaning they can be included in policy definitions and
changes in other tickets. You can submit a ticket when it is in the Edit or the Edit
Open state.

&

(Workflow mode only.) Approves the changes proposed in an activity.

5

(Workflow mode only.) Rejects the changes proposed in an activity.

=Y

Discards the selected activity/ticket.
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Using Global Search

Security Manager provides a global search feature to make finding and working with information that you
are interested in easier. The Global Search feature allows you to search for devices, policy objects, policies,
and tickets that contain a particular search string. The scope of the search can be limited to just devices, policy
objects, policies, or tickets.

\}

Note Secarch is only performed using data that has been committed. Changes that have not yet been submitted to
the database will not be included in search results.

Wildcard Matching
The search string supports the use of the following wildcard characters:
* Asterisk (*)—matches zero or more characters

* Question Mark (?)—matches a single character

Semantic Searching

If the search string that is entered is an IP address, Security Manager will perform a semantic search. For
example, entering "192.168.0.0/16" in the search string will return items matching that subnet as well as any
specific hosts or other subnets belonging to that subnet or to which that subnet belongs.

Global Search Scope

Global search is supported only within a set of policies and policy objects, not all. The supported policies and
the policy objects are the most frequently used policies and objects in the customer deployments. The policies
and policy objects supported are:

* Devices: All Devices
* Policy Objects:
* AAA Server Groups
* AAA Servers
* Access Control Lists
* As Path Policies
* ASA Group Policies
* BFD Template
* Categories
* Cisco Secure Desktop (Router)
* Community List Policies
* Credentials

* DHCPv6 Pool
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* File Objects

* FlexConfigs

* Identity User Group

* IKE Proposals

* Interface Roles

* [PSec Transform Sets

* LDAP Attribute Maps

* Networks/Hosts (IPv4 and IPv6)
 PKI Enrollments

* Policy List Policies

* Port Forwarding List

* Prefix List Policies

* Route List Policies

* Services

* Single Sign On Servers

* SLA Monitors

* SSL VPN Bookmarks

* SSL VPN Customizations
* SSL VPN Gateways

* SSL VPN Smart Tunnel Auto Signon Lists
* SSL VPN Smart Tunnels
* Text Objects

» Time Ranges

* Traffic Flows

* User Groups

* WINS Server Lists

* Policies:
* AAA Rules
* Access Rules
* [Pv6 Access Rules
* Inspection Rules

« Translation Rules
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* Web Filter Rules

« Zone Based Firewall Rules

* Tickets
* Configuration Manager

» Image Manager

Performing a Global Search
To perform a global search, do one of the following:

* Select Edit > Global Search or press Ctrl+F to open the Global Search window. Select the scope for
the search in the drop-down list to the left of the search field, enter your search string in the search field,
and then click Search.

)

Note If you are currently viewing a rule table, pressing Ctrl+F will open the Find and Replace dialog box instead
of the Global Search window. Use one of the other methods to access the Global Search feature instead of
the Find and Replace feature.

» Using the search field in the upper-right corner of the Configuration Manager window, select the scope
for the search by clicking on the Search icon, enter your search string in the search field, and then press
Enter.

The Global Search window displays the results matching your search criteria. Select the desired data type
from the Category selector tree to see results for that category.

Acting on Search Results
You can perform the following actions on the items returned from your search:

« Export Data (All)—Allows you to export the search results for the selected category in CSV format.
Select the desired data type from the Category selector tree in the Global Search window to see results

for that category, then click Export in the toolbar above the search results to export that table of data in
CSV format.

* Print (All)—Allows you to print the search results for the selected category. Select the desired data type
from the Category selector tree in the Global Search window to see results for that category, then click
Print in the toolbar above the search results to print the table of data.

» Device Properties (Devices)—Allows you to view the device properties for devices returned in search
results. Select the desired device group from the Category selector tree in the Global Search window to
see results for that category. Select a device in the results table to highlight it, right-click the device, and
then select Device Properties. The Device Properties dialog box for the selected device is displayed.
For more information, see Viewing or Changing Device Properties , on page 107.

» Go To (Policies)—Allows you to navigate to a policy from the search results. Select the desired policy
type from the Category selector tree in the Global Search window to see results for that policy type.
Select an item in the results table to highlight it, right-click the item, and then select Go To. The relevant
policy for the selected item is displayed.

User Guide for Cisco Security Manager 4.25 .



. Using Selectors

The Basics of Using Security Manager |

* Filter (Policies)—Allows you to filter the search results using the standard table filter. For more
information, see Filtering Tables , on page 50.

* View (Policy Objects)—Allows you to view the policy object details for an object in the search results.
Select the desired policy object type from the Category selector tree in the Global Search window to see
results for that object type. Select an object in the results table to highlight it, then click View in the
toolbar above the search results (or right-click the object and select View). The relevant Edit dialog box
for the selected policy object is displayed in read-only mode.

Edit (Policy Objects)—Allows you to edit a policy object from the search results. Select the desired

policy object type from the Category selector tree in the Global Search window to see results for that

object type. Select an object in the results table to highlight it, then click Edit in the toolbar above the
search results (or right-click the object and select Edit). The relevant Edit dialog box for the selected

policy object is displayed.

Note If a ticket or activity is not currently open, you will be prompted to create one or open an existing one before

you can edit the policy object.

Find Usage (Policy Objects)—Allows you to find which policies, objects, VPNs, and devices are using
an object in the search results. Select the desired policy object type from the Category selector tree in
the Global Search window to see results for that object type. Select an object in the results table to
highlight it, then click Find Usage in the toolbar above the search results (or right-click the object and
select Find Usage). The Object Usage dialog box for the selected policy object is displayed. For more
information, see Generating Object Usage Reports , on page 241.

Show Ticket (Tickets)—Allows you to navigate to the Ticket Manager window for a ticket returned in
the search results. Select the desired ticket group from the Category selector tree in the Global Search
window to see results for that category. Click the Ticket column in the results table for the ticket you
want to view. The Ticket Manager window is displayed with the selected ticket highlighted. For more
information, see Activity/Ticket Manager Window , on page 149.

Using Selectors

Selectors appear in several places in the user interface; for example, the Device selector in Device view (see
Figure 1-1). These tree structures enable you to select items (like devices) on which to perform actions. Several
types of items can appear in a selector, depending on the task you are performing.

Items in selectors are presented in a hierarchy of folders. You can browse for items in a selector by expanding
and collapsing folders, which can contain other folders, items, or a combination of folders and items. To
expand and collapse a folder, click the +/- next to it.

To select an item, click it. If it is possible to perform actions on multiple items (for example, in a device
selector), you can use Ctrl+click to select each item, or Shift+click on the first and last item to select all items
between them. Many selectors support auto select, that is, when you type a single letter, the next folder or
item in the selector that begins with that letter is selected.

You can right-click an item to see commands that you can use with the item. Some commands on the right-click
menus are unique and not repeated on the regular menus.

Many times a device selector appears in a dialog box divided into two panes, Available Devices and Selected
Devices. In these dialog boxes, you must select the devices in the available devices list and click >> to move
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them to the selected list to actually select the devices. To deselect the devices, you select them in the selected
devices list and click <<.

If a selector contains a large number of items, you can filter it to view a subset of those items. For more
information, see Filtering Items in Selectors , on page 47.

Filtering Items in Selectors

Step 1
Step 2

Step 3

Step 4

To view a subset of the items in a selector, you can create filters to display only those items that match the
criteria you specify. You can have a maximum of 10 filters per user for each selector. After that, when you
create another filter, that new filter replaces the oldest filter. There is no duplication check for filters that are
created. You cannot delete filters manually.

A filter list appears above all selectors that can be filtered. From this list, you can do the following:

* Select a filter that you created previously.

* Select None to see the tree without any filters applied to it.

» Select Create Filter to create a filter.
Each filter can contain several filter rules. Each filter rule specifies a rule type, criteria, and values. You select
whether items must match any or all filter rules before they can be displayed in the selector.

When you create a filter, the fields that you can filter on depend on the types of items displayed in the filter.
However, the general procedure is the same for all selectors.

For information on filtering tables, see Filtering Tables , on page 50.

Je

Tip

Click Add.

When you filter a selector, that filter might remain applied to the selector when you open another window
that includes the selector. For example, when you apply a filter to the Device selector in Device view, that
filter is applied to the selector if you open the New Device wizard. If you have problems finding an item in
a selector, check the Filter field to see if a filter is being applied.

Select Create Filter from the selector filter field to open the Create Filter dialog box.

Select one of the radio buttons to determine the matching criteria. The choices are:

* Match Any of the Following—Creates an OR relationship among the filter criteria. Policies matching any of your
criteria are included in the filter.

» Match All of the Following—Creates an AND relationship among the filter criteria. Only those policies matching

all your criteria are included in the filter.

Establish a filter rule by entering three criteria, as follows:

* From the first list, select the type to be filtered; for example, Name .
* From the next list, select the operating criteria for the filter; for example, contains.

* In the final field, enter or select a value on which to filter; for example Cisco .
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Tip If you make a mistake in forming the filter rule, select the rule and click Remove to delete it.

Step 5 Add any additional filter rules that you require. Click OK when you are finished.

The selector is filtered according to the new filter criteria, and the new filter is added to the filter list.

Create Filter Dialog Box

Use the Create Filter dialog box to filter and display a subset items in a selector or a table. Creating filters
helps you find items more easily when viewing large lists.

For more information on filtering, see these topics:

» Filtering Items in Selectors , on page 47

* Filtering Tables , on page 50

Navigation Path
Do one of the following:

« Select Create Filter from the Filter field in a selector tree.

« Select Advanced Filter from the Filter field above a table.

Field Reference

Table 14: Create Filter Dialog Box

Element Description

Match All of the Following | When you select this option an AND relationship is created among the filtering
criteria you define. An item must satisfy every rule in the filter to be displayed
in the list.

For example, if you define the following criteria:
» Name contains OSPF

* Name contains West

When you click OK, the filter is defined as: Name contains OSPF and Name
contains West.
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Element Description

Match Any of the Following | When you select this option an OR relationship is created among the filtering
criteria you define. An item must satisfy only one of the rules in the filter to
be displayed in the list.

For example, if you define the following criteria:

* Name contains OSPF

* Name contains RIP

When you click OK, the filter is defined as: Name contains OSPF or Name
contains RIP.

Filter Type The type of property on which you are filtering. For tables, this is the column

(First field.) heading. You might have only one option for ﬁltering certain lists (for example,
you might only be able to filter by the name of the item).

Filter Operator The relationship between the filter type and the filter value. The available

(Second field.) options depend on the selected type.

Filter Value The value on which you want to filter. Depending on the selected type, you

(Third field.) either enter a text string in this field, or you select a value from the list.

Filter Content Area The filter type, operator, and value that you have selected for each criterion.

Add button * To add a criterion, create it in the fields above this area and click Add.

Remove button « To remove a criterion, select it and click Remove.

Using Wizards

Some tasks that you can perform with Security Manager are presented as wizards. A wizard is a series of
dialog boxes (or steps) that enables you to perform a task. The current step number and the total number of
steps in the wizard are displayed in the wizard title bar.

Wizards share the following buttons:

» Back—Returns to the previous dialog box. Enables you to review and modify settings that you defined
in previous wizard steps.

» Next—Continues to the next dialog box. If this button is unavailable, you must define some required
settings in the current dialog box before you can continue. Required settings are marked with an asterisk

-
* Finish—Finishes the wizard, saving the settings you defined. You can finish the wizard whenever this
button is available. If this button is not available, you must define more settings.

 Cancel—Closes the wizard without saving any settings.

 Help—Opens online help for the wizard.
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Using Tables

Many policies in Security Manager use tables. A small number of policies use a specialized type of table
called a rules table. Rules tables have extra features compared to standard tables; for more information, see
Using Rules Tables , on page 600.

Standard tables include these basic features:

* Table filter—You can filter the rows displayed to help you find items in a large table. For more
information, see Filtering Tables , on page 50.

* Table column headings—You can sort by column and move, show, and hide columns. For more
information, see Table Columns and Column Heading Features , on page 51.

* Table buttons—Use the buttons below the table to do the following:

* Add Row button (+ icon)—Click this button to add an item to the table.
+ Edit Row button (pencil icon)—Select a row and click this button to edit its properties.

* Delete Row button (trash can icon)—Select a row and click this button to delete it from the table.

Filtering Tables

You can filter the items in a table to view a subset that satisfies specific criteria. Filtering a table does not
change the contents of the table, but allows you to focus on just those entries that currently interest you. This
is helpful for tables that have hundreds of entries.

To filter a table, use the Filter fields above the table. With these controls, you can do the following:

* To do simple filtering, select the column name on which you want to filter, select the relationship you
are looking for (such as “begins with”), enter the desired text string (or in some cases, select one of the
pre-defined options), and click Apply.

You can filter the results by selecting another criteria and clicking Apply. Your filters are added together,
showing the results that satisfy all criteria. For example, you could first enter “Service begins with IP,” click
Apply, then enter “Source contains 10.100.10.10,” and click Apply. The result would be a table that shows
all rows where the service is [P AND the source includes 10.100.10.10 (it might include other IP addresses
as well).

* To do advanced filtering, select Advanced Filter from the left most menu (the one that contains the
column headings). This opens the Create Filter dialog box. Using this dialog box, you can create multiple
filter criteria just as you can with the regular filter controls. However, you also have the option to create
a list of disjoined, OR’ed criteria, by selecting Match Any of the Following, where you can say “show
me all rows that have IP for service or 10.100.10.10 for source address.”

* To add criteria, enter the criteria and click Add.

« To remove criteria, select the undesired criteria and click Remove.

If you filter a table using the simple method, you can select Advanced Filter to alter your existing filter, adding
or removing criteria as desired. The dialog box is filled with whatever filter criteria are currently applied to
the table.

* The current filter is shown next to the Filter label in the filter control area. You can click Clear to remove
the filter and show all rows.
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* Any filter you apply is kept in the left most menu below the Advanced Filter entry. You can apply the
filter by selecting it from the list. However, this list can have at most 10 entries. When you create your
eleventh filter, your oldest filter is removed from the list. If you select a filter and add criteria, you are
modifying that filter rather than creating a new one. You cannot delete the listed filters.

Tip  Your filter is maintained for a given type of table even if you select another device or log out and subsequently

log back in. For example, if you filter the Access Rules table for one device, it will be filtered the same way
for other devices. When you clear the filter, it is cleared for the same type of table for all devices. Your filters

do not affect what any other user sees.

Table Columns and Column Heading Features

Tables contain columns, each of which has a column heading in the heading row. These columns and their
headings include the following features:

» Show/hide Columns—Right-click the table heading row to open the context menu and then select Show
Columns. This menu enables you to select which columns appear. Showing or hiding columns does not
affect the content of items defined in the table; it affects only your view.

By default, the tables for some policies do not display all available columns.

* Show Details/Show Summary—Right-click the table heading row to open the context menu and then
select either Show Details or Show Summary. This toggling menu enables you to select whether to
view detailed or summarized information in the table.

* Move columns—Click and drag a column heading to move the column to a new position.

* Resize columns—Click a column heading divider (when the cursor turns into an arrow) and drag it to
resize the column.

* Sort by column headings—Click a column heading to sort the table by that column’s contents. Click the
same column heading again to reverse the sort order. The sorted column has an arrow next to its heading.

Using Text Fields

Text fields can be single- or multiple-line, depending on the purpose of the field. Text fields that can contain
multiple text lines include several features to make them easier to use. The following topics describe limitations
and features of text fields:

* Understanding ASCII Limitations for Text , on page 51
* Finding Text in Text Boxes , on page 52

* Navigating Within Text Boxes , on page 52

Understanding ASCII Limitations for Text

Devices typically restrict text to ASCII characters. If you include non-ASCII characters in Security Manager
text fields that are used to generate commands in a device configuration file, the presence of those characters
can prevent the configuration file from loading on the device. For example, a non-ASCII character in an
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interface description for an FWSM can prevent the device from loading the startup configuration when you
restart the device.

The only places where you can include non-ASCII, non-English languages in device configurations is in the
SSL VPN Bookmarks and SSL VPN Customization policy objects, which are used in configuring browser-based
clientless SSL VPNs on ASA devices. For information on how you can support local languages for these
objects, see Localizing SSL. VPN Web Pages for ASA Devices , on page 1405.

Finding Text in Text Boxes

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Use the Find dialog box to find text within a multiple line text field.

Click in a multiple line text field.

Press Ctrl+F. The Find dialog box opens.

Enter text to search for in the Find what field.

To specify the direction of the search, select either Up or Down in the Direction field.
To match the case of the text you entered, select the Match Case check box.

Click Find. The next occurrence of your search text is highlighted in the text field.

Navigating Within Text Boxes

Step 1
Step 2
Step 3
Step 4

Use the Goto line dialog box to navigate to a specific line in a multiple line text field.

Click in a multiple line text field.
Press Ctrl+G. The Goto line dialog box opens.
Enter a line number in the Line number field.

Click OK. The text field scrolls to the line number you entered.

Selecting or Specifying a File or Directory in Security Manager

Cisco Security Manager uses a standard file system browser to let you select a directory or file or to specify
a file.

You will be able to choose between client and server file systems when performing the following file operations:
* Installing Security Manager license files
* Importing/exporting device inventory files
* Importing/exporting shared policies
* Creating the following file objects:
* Cisco Secure Desktop Package
* Plug-In—For browser plug-in files.

» AnyConnect Profile
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» AnyConnect Image

* Hostscan Image

For all other file operations, you can create or select files only on the Security Manager server--you cannot
use a drive mounted on the server, and you cannot use your client system.

Je

Tip  You can control whether file operations are allowed on the Security Manager client from Tools > Security
Manager Administration > Customize Desktop. For more information, see Customize Desktop Page , on
page 516.

Typically, to create or select a file, you click a Browse button to open a dialog box that has a title related to
the action you are performing (for example, Choose Files when selecting configuration files). The Browse
button appears on various dialog boxes throughout the product.

In the dialog box, use the folder tree on the left to navigate to the folder you want:

« If client-side file browsing is enabled and you are performing a function that supports client-side browsing
(see above), select the tab that corresponds to the system you want to import from or export to.

* If you are selecting a file, find it in the folder tree and select it in the right pane. If the action you are
taking allows you to select multiple files, use Ctrl+click to select files individually, or Shift+click to
select a range of files. You might also need to select a file type to view only those files that apply to your
action.

* If you are specifying (creating) a file, navigate to the folder in which you want to create the file, enter a
file name, and select the appropriate file type.

\}

Note The path and file name are restricted to characters in the English alphabet. Japanese characters are not supported.
When selecting files on a Windows Japanese OS system, the usual file separator character \ is supported,
although you should be aware that it might appear as the Yen symbol (U+00AS5).

Troubleshooting User Interface Problems

The following tips might help you resolve general user interface problems that you might encounter:

* Interface appears to freeze —Occasionally, when you go from a Security Manager dialog box to some
other application (for example, to check your e-mail), when you come back to Security Manager, nothing
you click on responds. It appears the interface is frozen.

This might be caused by an open dialog box that is covered by another Security Manager window. Until you
close the dialog box, you will not be able to use any other window in the application. To find the hidden dialog
box, press Alt+Tab, which opens a Windows panel that has icons for all currently open windows. Keep holding
Alt, then press Tab repeatedly to cycle through the icons until you find the right one (the icon might be a
generic Java icon rather than the Security Manager icon). You can also use your mouse to click the desired
icon rather than using Tab to cycle through them.
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« Text and list elements missing, Java errors when clicking buttons —If you change your Windows
color scheme while running the Security Manager client, you must close and then restart the client.
Otherwise, the behavior of the client can be unpredictable.

If you are experiencing these problems and you did not change the color scheme, try closing and restarting
the application.

» Dialog Box is too big for the screen —The minimum screen resolution for the Security Manager client
is actually bigger than the best screen resolution available on many laptops (for screen resolution
requirements, see the client system requirements in the Installation Guide for Cisco Security Manager ).
Because some dialog boxes are quite large, if you run the client on a laptop, you might find the occasional
dialog box that is too big to fit on your screen.

Usually, you can reposition the dialog box to get access to the OK, Cancel, and Help buttons. However, if
you cannot get those buttons on the screen, you can use the following techniques to perform the same actions:

* OK—Put your cursor in a field near the bottom of the dialog box, then press Tab to move from field to
field. Typically, the first off-screen field is the OK button. When the cursor highlight moves off screen,
press Enter.

You can also put the cursor in a field that does not allow carriage returns (for example, the typical Name field)
and press Enter. In many cases, this is the equivalent of clicking OK.

» Cancel—Click the X on the right side of the window’s title bar.

* Help—Press F1.

Accessing Online Help

To access online help for Security Manager, do one of the following:
* To open the main Security Manager online help page, select Help > Help Topics.

« To open context-sensitive online help for the active page, select Help > Help About This Page or click
the ? button in the toolbar.

* To open context-sensitive online help for a dialog box, click Help in the dialog box.

Je)

Tip  You must configure Internet Explorer to allow active content to run on your computer for the online help to
open unblocked. In Internet Explorer, select Tools > Internet Options and click the Advanced tab. Scroll
to the Security section, and select Allow active content to run in files on My Computer. Click OK to save
the change. For a complete list of configuration requirements for Internet Explorer and Firefox browsers, see
the Installation Guide for Cisco Security Manager .

The online help page appears without any user authentication. Though the pages are opening with direct URL
access, they are only static content pages and function within the Cisco Security Manager.
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CHAPTER 2

Preparing Devices for Management

Before you start to manage a device using Security Manager, you should prepare the device with at least a
minimal configuration. The following sections describe the basic device configurations needed for various
transport protocols or device types.

* Understanding Device Communication Requirements , on page 55
* Setting Up SSL (HTTPS) , on page 57

* Setting Up SSH , on page 60

* Setting Up AUS or Configuration Engine , on page 64

* Configuring Licenses on Cisco ASA Devices , on page 65

* Configuring Licenses on Cisco IOS Devices , on page 66

* Initializing IPS Devices , on page 67

Understanding Device Communication Requirements

Security Manager provides many different ways for you to manage devices. The easiest methods involve
Security Manager directly contacting the devices. Security Manager might access a device during inventory
or policy discovery, during configuration deployment, or in response to actions you take in Security Manager
that request device contact (such as testing connectivity).

Because you can use off-line methods to add devices to the Security Manager inventory or to deploy
configuration changes to the devices, configuring device communication settings for Security Manager’s use
is optional. However, you typically need to configure basic device communication settings on the devices to
implement your off-line or customized configuration deployment tools.

In Security Manager, you can configure which transport protocol to use as the default for a type of device,
and change it for specific devices that are configured to respond to a different protocol. Security Manager is
configured with default protocols that are the most commonly-used protocols for that type of device. To
change the default device communication setting for a type of device, select Tools > Security Manager
Administration and select Device Communication from the table of contents (for more information, see
Device Communication Page , on page 528). To change the transport setting for a specific device, modify its
device properties as described in Viewing or Changing Device Properties , on page 107.

Security Manager can use these transport protocols:

» SSL (HTTPS)—Secure Socket Layer, which is an HTTPS connection, is the only transport protocol used
with PIX Firewalls, Adaptive Security Appliances (ASA), and Firewall Services Modules (FWSM). It
is also the default protocol for IPS devices and for routers running Cisco IOS Software release 12.3 or
later
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If you use SSL as the transport protocol on Cisco IOS routers, you must also configure SSH on the routers.
Security Manager uses SSH connections to handle interactive command deployments during SSL deployments.

Cisco Security Manager was using OpenSSL for the Transport Layer Security (TLS) and Secure Sockets
Layer (SSL) protocols. Beginning with version 4.13, Cisco Security Manager replaced OpenSSL version 1.0.2
with Cisco SSL version 6.x. Cisco SSL enables FIPS compliance over full FIPS Validation which results in
fast and cost-effective connectivity. The Common Criteria mode in Cisco SSL allows easier compliance.
Cisco SSL is feature-forward when compared to OpenSSL. The product Security Baseline (PSB) requirements
for CiscoSSL ensures important security aspects such as credential and key management, cryptography
standards, antispoofing capabilities, integrity and tamper protection, and session, data, and stream management
and administration are taken care of.

For information on configuring SSL, see Setting Up SSL (HTTPS), on page 57

* SSH—Secure Shell is the default transport protocol for Catalyst switches and Catalyst 6500/7600 devices.
You can also use it with Cisco IOS routers.

For information on configuring SSH, see Setting Up SSH , on page 60.

* Telnet—Telnet is the default protocol for routers running Cisco IOS software releases 12.1 and 12.2.
You can also use it with Catalyst switches, Catalyst 6500/7600 devices, and routers running Cisco 10S
Software release 12.3 and later. See the Cisco I0S software documentation for configuring Telnet.

* HTTP—You can use HTTP instead of HTTPS (SSL) with IPS devices. HTTP is not the default protocol
for any device type.

* SQL Anywhere—Up to version 4.20, Security Manager used SQL Anywhere version 12.x as the database.
Beginning with version 4.21, Security Manager uses Sybase SQL Anywhere version 17.0.10.5855.

» TMS—Token Management Server is treated like a transport protocol in Security Manager, but it is not
areal transport protocol. Instead, by configuring TMS as the transport protocol of a router, you are telling
Security Manager to deploy configurations to a TMS. From the TMS, you can download the configuration
to an eToken, plug the eToken into the router’s USB bus, and update the configuration. TMS is available
only for certain routers running Cisco 10S Software 12.3 or later.

For information on deploying configurations to a TMS and downloading them to a router, see Deploying
Configurations to a Token Management Server , on page 421.

Security Manager can also use indirect methods to deploy configurations to devices, staging the configuration
on a server that manages the deployment to the devices. These indirect methods also allow you to use dynamic
IP addresses on your devices. The methods are not treated as transport protocols, but as adjuncts to the transport
protocol for the device. You can use these indirect methods:

» AUS (Auto Update Server—When you add a device to Security Manager, you can select the AUS server
that is managing it. You can use AUS with PIX Firewalls and ASA devices.
For information on configuring a device to use an AUS server, see Setting Up AUS or Configuration Engine
, on page 64.
* Configuration Engine—When you add a router to Security Manager, you can select the Configuration

Engine that is managing it.

For more information on configuring a router to use a Configuration Engine server, see Setting Up AUS or
Configuration Engine , on page 64.
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For information on adding devices that use AUS or Configuration Engine servers to Security Manager, and
how to add the servers, see these topics:

* Adding Devices to the Device Inventory , on page 75

* Adding, Editing, or Deleting Auto Update Servers or Configuration Engines , on page 103

Setting Up SSL (HTTPS)

With many devices, you can use the Secure Socket Layer (SSL) protocol, also known as HTTPS, to
communicate with the device. When you deploy configurations with this protocol, Security Manager encrypts
the configuration file before sending it to the device.

The following topics describe how to set up SSL on the devices:

* Setting Up SSL (HTTPS) on PIX Firewall, ASA and FWSM Devices , on page 57

* Setting Up SSL on Cisco IOS Routers , on page 58

Setting Up SSL (HTTPS) on PIX Firewall, ASA and FWSM Devices
A\

Note From version 4.17, though Cisco Security Manager continues to support PIX and FWSM features/functionality,
it does not support any enhancements.

This procedure describes the tasks to complete before you use SSL as the transport protocol for device
management on PIX Firewall, ASA and FWSM devices.

Step 1 Enter configuration mode.

Example:

hostname# config terminal
Respond to the prompts appropriately. Here are some tips:

* Enter y when the prompt asks if you want to preconfigure using interactive prompts.
* Enter the current enable password.

* Specify the time zone, year, month, day, and time.

* If the device:

* Is new—Specify the network interface IP address and network mask that applies to the inside IP address of the
device.

* Exists—Verify that the interface IP address and mask are correct.

« If the device:

* Is new—Specify the hostname and the domain name.

User Guide for Cisco Security Manager 4.25 .



The Basics of Using Security Manager |
. Setting Up SSL on Cisco 10S Routers

* Exists— Verify that the hostname and domain name are correct.

* When prompted for the IP address of the host that runs the PIX Device Manager, specify the IP address of the
Security Manager server.

* Enter yes when the prompt asks if you want to write the above changes to Flash.

Step 2 If you are configuring an ASA, specify the SSL/TLS protocol version the ASA uses when acting as a server. Beginning
with version 4.8, Security Manager supports all SSL/TLS protocol versions, the latest certified version being TLS 1.2.

Example:

hostname (config) # ssl server-version any

Step 3 Enable the HTTP server.

Example:

hostname (config) # http server enable

Step 4 Specify the host or network authorized to initiate an HTTP connection to the device.

Example:

hostname (config) # http
ip address
[netmask

] [if name

Step 5 Save the current configuration in Flash memory.

Example:

hostname (config) # write memory
Where:

* ip_address—The IP address of the Security Manager server
* netmask —The network mask for the IP address.

« if_name—The device interface name (default is inside) from which Security Manager initiates the HTTP connection.

Setting Up SSL on Cisco 10S Routers
A\

Note From version 4.17, though Cisco Security Manager continues to support Cisco Catalyst switches, PIX,
FWSMand IPS it does not support any enhancements.

This procedure describes the tasks to complete before you use SSL as the transport protocol for device
management on Cisco 1OS routers.
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Step 1

Step 2

Step 3

Step 4

Setting Up SSL on Cisco 10S Routers .

Enter configuration mode.

Example:

hostname# config terminal
Configure the hostname and domain name if the device is new.
Example:

router (config) # hostname
name

hostname (config) # ip domain-name
your domain

Configure level 15 privilege. SSL requires that you must have level 15 privileges to log in to a Cisco 10S router.

Example:

hostname (config) # username
username

privilege 15 password 0
password

Enable either local authorization or AAA authorization:

* Local authorization— If you are using AAA for authorization but would like to use local authorization, use the
following commands to disable AAA authorization and AAA authentication at login, where list-nameis a character
string used to name the list of authorization methods, and to enable local authorization using the username you just
configured:

Example:

hostname (config) # no aaa authorization network
list-name

hostname (config) # no aaa authentication login
list-name
hostname (config) #ip http authentication local

If you do not enter the ip http authentication local command, the default enable password is used for authentication.

* AAA authorization—Use the following commands to enable AAA authentication and authorization. The last two
commands are necessary only if multiple AAA lists are defined; list-name is a character string used to name the list
of authorization methods. These commands authenticate the user that is contacting the device using the HTTPS
protocol.

Example:

hostname (config) #ip http authentication aaa

hostname (config) #ip http authentication aaa login-authentication
list-name

hostname (config)# ip http authentication aaa exec-authorization
list-name
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Step 5 Enable the HTTPS server.

Example:

hostname (config) # ip http secure-server

Step 6 Exit configuration mode and return to Exec mode.

Example:

hostname (config) # exit

Step 7 Verify that SSL is set up on the device. The Device should respond with an “enabled” status.

Example:

hostname# show ip http server secure status

Setting Up SSH
Y

Note From version 4.17, though Cisco Security Manager continues to support Cisco Catalyst switches
features/functionality, it does not support any enhancements.

You can use the Secure Shell (SSH) protocol to communicate with Cisco IOS Routers, Catalyst switches, and
Catalyst 6500/7600 devices. This protocol provides strong authentication and secure communications over
insecure channels. Security Manager supports both SSH versions 1.5 and 2. Once connected to the device,
Security Manager determines which version to use and communicates using that version.

The following topics describe how to set up SSH on the supported devices:

* Critical Line-Ending Conventions for SSH , on page 60
* Testing Authentication , on page 61
» Setting Up SSH on Cisco IOS Routers, Catalyst Switches, and Catalyst 6500/7600 devices , on page 61

* Preventing Non-SSH Connections (Optional) , on page 63

Critical Line-Ending Conventions for SSH

The following line-ending conventions for SSH must be observed to avoid system failure:

* Do not end banner message lines with “#”, “# ”, “>” or “> . If your system requires a pound sign or
greater-than sign at the end of a banner message, ensure that it is followed by two spaces

* Do not use banner message lines that contain only “Username: > or “Password: ”

* Do not customize the device user EXEC mode prompt to not end with “>" or “#”.
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Testing Authentication

Before you set up SSH, you must test authentication without SSH to make sure the device can be authenticated.
You can authenticate with a local username and password or with an authentication, authorization, and
accounting (AAA) server running TACACS+ or RADIUS.

This procedure describes how to test authentication without SSH using a local or AAA server username and
password.

Step 1 Enter configuration mode.

Example:

router# config terminal

Step 2 Specify that the local username and password should be used in the absence of AAA statements. On Cisco 10S routers,
you can use the login local command on VTY lines instead of the aaa new-model command.

Example:
hostname (config) #aaa new-model
Step 3 (Optional) Configure a user account in the local database of the device.

Example:

hostname (config) # username
name
password 0
password
Step 4 Exit configuration mode and return to Exec mode.
Example:
hostname (config) # exit
Step 5 Save the configuration changes.

Example:

hostname (config) # write memory

Setting Up SSHon Cisco 10S Routers, Catalyst Switches, and Catalyst 6500/7600
devices

)

Note From version 4.17, though Cisco Security Manager continues to support Cisco Catalyst switches, PIX,
FWSMand IPS it does not support any enhancements.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
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This procedure describes the tasks required to set up SSH on Cisco IOS routers, Catalyst switches, and Catalyst
6500/7600 devices.

Je

Tip  You must configure SSH on Cisco IOS routers because Security Manager uses SSH connections to handle
interactive command deployments during SSL deployments.

Related Topics
* Critical Line-Ending Conventions for SSH , on page 60
* Testing Authentication , on page 61

* Preventing Non-SSH Connections (Optional) , on page 63

Enter configuration mode.

Example:

router# config terminal

Configure the hostname and domain name if the device is new.

Example:

router (config) # hostname
name

hostname (config) # ip domain-name
your domain

Generate the RSA key pair for the SSH session. When the device prompts you to enter the size of the modulus, we
recommend that you enter 1024.

Example:

hostname (config) # crypto key generate rsa

(Optional) Set the timeout interval in minutes and the number of retries.

Example:

hostname (config) # ip ssh timeout

time
hostname (config) # ip ssh authentication-retries
n

Exit configuration mode and return to Exec mode.
Example:
hostname (config) # exit

Save the configuration changes.

Example:



| The Basics of Using Security Manager

Preventing Non-SSH Connections (Optional) .

hostname# write memory

Preventing Non-SSH Connections (Optional)

Step 1

Step 2

Step 3

Step 4

Step 5

\Y

Note From version 4.17, though Cisco Security Manager continues to support Cisco Catalyst switches, PIX,
FWSMand IPS it does not support any enhancements.

After configuring SSH, you can configure the Cisco 10S routers, Catalyst switches, and Catalyst 6500/7600
devices to use SSH connections only.

Related Topics
* Critical Line-Ending Conventions for SSH , on page 60
* Testing Authentication , on page 61

* Setting Up SSH on Cisco IOS Routers, Catalyst Switches, and Catalyst 6500/7600 devices , on page 61

Enter configuration mode.

Example:

router# config terminal

Set up the router for Telnet access, specifying the first and last line numbers that can be used (numbers range from 0 to
1180, and the last number must be greater than the first number).

Example:

hostname (config) # line vty
first line last line

Prevent non-SSH connections, such as Telnet.
Example:

hostname (config-line)# transport input ssh
Exit configuration mode.

Example:

hostname (config-line)# end

Save the configuration changes.

Example:
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hostname# write memory

Setting Up AUS or Configuration Engine

With many devices, you can use an intermediate transport server to stage configuration updates to the device.
These transport servers can also allow you to manage devices that use dynamically assigned IP address (using
a DHCP server) instead of static IP addresses. When you deploy configurations using a transport server,
Security Manager deploys the configuration to the server, and the device retrieves the configuration from the
server. You can use Auto Update Server, running the AUS protocol, or Cisco Configuration Engine, running
the CNS protocol.

The following topics describe how to set up AUS or CNS on the devices:
* Setting Up AUS on PIX Firewall and ASA Devices , on page 64

Setting Up AUS on PIX Firewall and ASA Devices

Step 1

Step 2

)

Note From version 4.17, though Cisco Security Manager continues to support PIX features/functionality, it does

not support any enhancements.

You can configure PIX firewalls and ASA devices to use the AUS protocol to contact an Auto Update Server
or CNS Configuration Engine for configuration and image updates. When using Configuration Engine, the
device uses the same AUS protocol used for Auto Update Server, so the configuration is the same. For an
end-to-end explanation of how AUS/CE deployment works, see Deploying Configurations Using an Auto
Update Server or CNS Configuration Engine , on page 420.

You need to initially configure AUS settings on the device so that the device knows that it must contact the
AUS/CE server for configuration updates. After the initial deployment, you can change these settings using
the Platform > Device Admin > Server Access > AUS policy.

This procedure describes the tasks to complete before you use AUS or CNS as the transport protocol for
device management on PIX firewall and ASA devices.

Enter configuration mode.

router# config terminal

Connect to the AUS. Specify a username and its password that can log into Security Manager. The port number is typically

hostname (config) # auto-update server https://
username:password@AUSserver IP address:port
/autoupdate/AutoUpdateServlet
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Step 3

Step 4

Step 5

Specify the polling period for AUS.

Example:

hostname (config) # auto-update poll-period
poll period

[retry count

] [retry period

]

Where:

Configuring Licenses on Cisco ASA Devices .

» poll_period —The polling period interval between two updates. Default is 720 minutes (12 hours).

* retry_count —(Optional) The number of times to retry if the server connection attempt failsDefault is 0.

Configure the device to use the specified unique device ID to identify itself.

Example:

hostname (config) # auto-update device-id

[ hardware-serial | hostname |
ipaddress

[if name

] | mac-address

[i1f name

] | string

text

]
Where:

« if_name —The device interface name (the default is inside).

* text —A unique string name.

Save the configuration changes.

Example:

hostname# write memory

Configuring Licenses on Cisco ASA Devices

Devices that run Cisco ASA Software require Product Activation Keys for each feature license. Some licenses
are optional, such as Botnet Traffic Filtering, and can be time-based. Other features are standard on some
models, but optional on others, such as the Failover license, which is optional on the 5505 and 5510 models

but standard on all other models.

You cannot install or activate ASA licenses through Security Manager. Instead, use the Adaptive Security
Device Manager (ASDM). Enter the activation keys by selecting Configuration > Device Management >
Licensing > Activation Key and following the instructions in the online help for that page. The Activation
Key page also lists the state of all feature licenses. The ASDM online help includes extensive information

about ASA licensing.
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When you deploy configurations from Security Manager, the device must have active licenses for all features
in the configuration or you will see deployment errors. In most cases, Security Manager does not prevent you
from configuring a feature based on the licenses that are active on a device. For example, you can configure
Botnet Traffic Filtering for a device even if that device has a disabled Botnet license.

The exception is the Failover license on the 5505 and 5510 models. There is a device property that you can
set to indicate whether there is an active Failover license on a device: License Supports Failover. You can set
this property by double-clicking the device (in Device view) to open the Device Properties page; the option
is on the General tab (see Device Properties: General Page , on page 108). If you discover policies on the
device, for example, when adding the device to the inventory using the Add Device From Network or Add
Device from File (from an inventory file, not a configuration file) options, Security Manager determines the
state of the Failover license and sets the property appropriately. You are responsible for ensuring that the
property remains accurate. You will see deployment failures if the property is selected but the device has an
inactive Failover license.

Je

Tip If you add the device using the New Device or Configuration File options, you can set the License Supports

Failover property while adding the device instead of waiting to set it in the device properties.

Configuring Licenses on Cisco 10S Devices

Devices that run Cisco I0S Software require license files for various features, including security features. If
these licenses are not installed on the device (such as the securityk9 package), Security Manager cannot
configure commands that require a particular license level, and you will experience deployment failures when
you try to deploy your policies to an unlicensed device.

Although you can use Security Manager to deploy and manage IPS licenses, you cannot use it to deploy and
manage any other type of license. Configure these licenses directly on the device using the command line
interface or use Cisco License Manager. Following is the general process for configuring licenses. For more
information about configuring licenses, see Cisco I0S Software Activation Command Guide and Cisco 10S
Software Activation Command Reference on Cisco.com.

1. obtain the licenses required for the features you want to use or you can use the evaluation licenses that
come bundled with some devices. Use the show license all command to view the available licenses

2. Copy the purchased licenses to the flash storage on the device or put them on a TFTP server. For example,
you could place the licenses on a TFTP server and use the copy tftp flashO: command to copy the files
to the flashO storage area

3. Use the license install command to install each purchased license. For example:

license install flash0:uc-base-C1SC0O2951-FHH1216P06Z.xml
Some licenses prompt you to read and accept a license agreement.

If you want to use an evaluation license, use the license boot command to enable them and then reload the
device. You must accept the end-user license agreement before Security Manager can deploy configurations
to the device.

* You can use the show version, show license feature, and show license all commands to check on your
installed licenses
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Initializing IPS Devices
\Y

Note From version 4.17, though Cisco Security Manager continues to support IPS features/functionality, it does
not support any enhancements.

To initialize an IPS device, you must configure the following settings. These are network settings, and only
a user with administrator privileges on the IPS device can configure them:

* Sensor name

* [P address

* Netmask

* Default route

* Enable TLS/SSL (to enable TLS/SSL in the web server on the device)
* Web server port

* Use default ports

You configure these settings through the setup command in Intrusion Prevention System Device Manager
(IDM) or in a command-line session, depending upon which platform is used by your IPS device. For a list
of supported IPS platforms, see the supported devices and software versions information at the following
URL: http://www.cisco.com/en/US/products/ps6498/products_device support tables_list.html

For detailed information on these settings, refer to the technical documentation for your IPS device.

\}

Note For information o n preparing an IOS IPS device for use, see Initial Preparation of a Cisco 10S IPS Router,
on page 1789.
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Managing the Device Inventory

The following topics describe how to manage the device inventory:

* Understanding the Device Inventory , on page 69

* Adding Devices to the Device Inventory , on page 75
» Working with the Device Inventory , on page 102

» Working with Device Groups , on page 129

» Working with Device Status View , on page 134

Understanding the Device Inventory

Security Manager maintains an inventory of the devices that it manages. The inventory includes the information
required to locate and log into the device, so that your policies can be deployed to the devices. The following
topics describe some general concepts related to the device inventory:

* Understanding the Device View , on page 69
* Understanding Device Names and What Is Considered a Device , on page 71
* Understanding Device Credentials , on page 73

* Understanding Device Properties , on page 74

Understanding the Device View

The Device View button opens the Devices page, from which you can add and delete devices from the Security
Manager inventory and manage device policies, properties, and interfaces centrally.

This is a device-centric view in which you can see all devices that you are managing and you can select specific
devices to view their properties and define their settings and policies. You can define security policies locally
on specific devices. You can then share those policies to make them globally available to be assigned to other
devices.

The Devices page contains two panes. The left pane contains two elements: the Device selector, located in
the top left pane, and the Policy selector, located in the bottom left pane. The right pane is the main content
area. The following illustration shows the Devices page.
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Figure 4: Devices Page
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Device selector (1, 3, 4, 5)—Contains the following:

* Add and Delete buttons (4, 5)—Enables you to add and delete devices from the Security Manager
inventory.

« Filter field (3)—Enables you to display a subset of devices based on the filtering criteria you define. For
details, see Filtering Items in Selectors , on page 47.

* Device tree—Lists the device groups and devices that exist in the system. Each device type is represented
by an icon. For information about the icons, see Figure 5: Device Icons.

If you hover the mouse pointer over a device, detailed information about the device appears in a popup window.
The information is a summary of the device properties (see Device Properties: General Page , on page 108).

)

Note Beginning from version 4.8, Security Manager displays the updated version information of a device that has
been upgraded using Auto Update Server (AUS). To enable this feature you must configure Security Manager
details in the AUS user interface. If you hover the mouse over a device, the following message appears if
AUS has successfully updated the device version:

"State Description: Version update is successfully completed by Auto Update Server. Check if any other
configuration changes are required in Security Manager."
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Figure 5: Device Icons
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* Shortcut menu options—When you right-click a device or device group, you get a menu of commands
related to that device or group. These commands are shortcuts to commands available in the regular
menus.

Policy selector (2)—Contains the following:

* Policy groups—Lists the policy groups that are supported on the selected device type. The policy groups
that are displayed are dependent on four factors:

* The type of device selected in the Device selector.
* The operating system running on the device.

* The target operating system version selected for determining which commands will be available for
generated configurations.

* Whether the device contains supported service modules.

For more information about policies, see Understanding Policies , on page 165

» Shortcut menu options—When you right-click a policy, you get a menu of commands related to that
policy. These commands are shortcuts to commands available in the regular menus.

Contents pane (6)—The main content area.

The information displayed in this area depends on the device you select from the Device selector and the
option you select from the Policy selector.

Understanding Device Names and What Is Considered a Device

Besides managing traditional devices, you can use Security Manager to manage virtual devices that you can
define on some types of security devices. These virtual devices are treated as separate devices in the device
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inventory, and they appear as separate entries in the device selectors. Because these virtual devices actually
reside on a host physical device, many actions, such as deployment, will have to include the host device as
well as the virtual device.

All physical devices appear in the device selectors. In addition, these are the types of virtual devices that
appear in the device selectors:

* Security Contexts— You can define security contexts on PIX Firewall, FWSM, and ASA devices. Security
contexts act as virtual firewalls. By default, security contexts appear in the device selectors using this
naming convention: host-display-name_context-name , where host-display-name is the display name of
the device on which the context is defined, and context-name is the name of the security context. For
example, the admin security context on the device named firewall12 would be called firewall12_admin.

RS

Tip  You can control whether the display name is added to the context name using the Prepend Device Name
when Generating Security Context Names property on the Discovery settings page (see Discovery Page ,
on page 532). However, if you do not add the display name, it is very difficult to determine the hosting device
for a context, and the context names are not sorted with the host device (they do not appear in a folder attached
to the host device). If you do not add the display name, Security Manager adds a numeric suffix to the context
name if more than one context of the same name is added to the inventory (for example, admin_01, admin_02),
and these numbers are not related to the host device.

Virtual Sensors—You can define virtual sensors on IPS devices. Virtual sensors appear in device selectors
using the host-display-name_virtual-sensor-name naming convention, and there is not a discovery setting
to control this convention.

2

Tip  You can always change the display name for a virtual sensor, security context, or other type of device in the
device’s properties.

Besides the naming conventions for virtual devices, you also need to understand the relationship between
various types of device names:

* Display name—The display name is simply the name that appears within Security Manager in device
selectors. This name does not have to be related to any name actually defined on the device. When you
add devices to the inventory, a display name is suggested based on the DNS name or IP address you
enter, but you can use whatever naming convention you want to use.

* DNS name—The DNS name you define for a device must be resolvable by the DNS server configured
for the Security Manager server.

* I[P address—The IP address you define for a device should be the management IP address for the device.

» Hostname—When you discover a device, the hostname property that is shown in the device properties
is taken from the device’s configuration. If you add devices using configuration files, and a file does not
contain a hostname command, the initial hostname is the name of the configuration file.

However, the hostname device property is not updated if you change the hostname on the device. There is a

Hostname policy in the device platform policy area, and it is this Hostname policy that determines the hostname
that is defined on the device.
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Understanding Device Credentials

Security Manager requires credentials for logging in to devices. You can provide device credentials in two
ways:

* When you add a device manually or from network discovery. For more information, see these topics:
* Adding Devices from the Network , on page 80

* Adding Devices by Manual Definition , on page 92

* By editing the device properties. For more information, see Viewing or Changing Device Properties ,
on page 107.

You can provide the following device credentials:

* Primary Credentials—The username and password for logging into the device using SSH or Telnet. This
information is required for device communication.

* HTTP Credentials—Some devices allow HTTP or HTTPS connections, and some devices (such as IPS
devices) require it. By default, Security Manager uses the primary credentials for HTTP/HTTPS access,
but you can configure unique HTTP/HTTPS credentials.

* RX-Boot Mode—(Optional) Some Cisco routers are designed to run from flash memory where they boot
only from the first file in flash. This means that you must run an image other than the one in flash to
upgrade the flash image. That image is a reduced command-set image referred to as RX-Boot (a
ROM-based image).

* SNMP Credentials—(Optional) The Simple Network Management Protocol (SNMP) facilitates the
exchange of management information between network devices. SNMP enables network administrators
to manage network performance, find and solve network problems, and plan for network growth.

N

Note PIX/ASA/FWSM devices require that user names be at least four characters. Passwords can be three to 32
characters; we recommend that passwords be at least eight characters. For ASA devices running the software
version 9.6(1) or later, you can enter a password up to 127 characters.

Rather than using device-based credentials, you can configure Security Manager to use the credentials you
use when you log into Security Manager. You can then use the AAA server’s accounting facilities to track
configuration changes by user. Using user login credentials is suitable only if your environment is configured
according to these standards:

* You use TACACS+ or RADIUS for change auditing. User-login credentials will be reflected in these
accounting records. If you use device credentials, all changes made through Security Manager will come
from the same account, regardless of which user made the change.

» User accounts are configured in the AAA server, and they have appropriate device-level access to perform
configuration changes.

* You configure Security Manager and the managed devices to use the AAA server for authorization. For
information on configuring Security Manager to use AAA, see the Installation Guide for Cisco Security
Manager .

* You do not use one-time passwords.
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If your network setup supports using user-login credentials, you can configure Security Manager to use them
by selecting Tools > Security Manager Administration. Select Device Communication from the table of
contents, and select Security Manager User Login Credentials in the Connect to Device Using field. The
default is to use device credentials for all device access.

Related Topics
* Device Credentials Page , on page 112

* Adding Devices to the Device Inventory , on page 75

* Device Communication Page , on page 528

Understanding Device Properties

You define device properties when you add devices to Security Manager. Device properties are general
information about the device, credentials, the group the device is assigned to, and policy overrides. You must
provide some device property information, such as device identity and primary credentials, when you add the
device, but you can add or edit the properties from the Device Properties dialog box.

To view the device properties, do one of the following in the Device selector:
* Double-click a device.
* Right-click a device and select Device Properties.

* Select a device and select Tools > Device Properties.

The Device Properties dialog box has two panes. The left pane contains a table of contents with these items:

* General—Contains general information about the device, such as device identity, the operating system
running on the device, and device communication settings.

* Credentials—Contains device primary credentials (username, password, and enable password), SNMP
credentials, Rx-Boot Mode credentials, and HTTP credentials.

* Device Groups—Contains the groups to which the device is assigned.
* Cluster Information—Contains detailed informatio for the cluster group, if any.

* License Information—Contains license status, license expiry date, and license fetch date information of
the FPR-3100 series devices.

N

Note License information panel is visible only for FPR-3100 series devices in CSM
4.24.

* Policy Object Overrides—Contains global settings of certain types of reusable policy objects that you
can override for this device.

When you select an item in the table of contents, the corresponding information is displayed in the right pane.
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Notes

* Security Manager does not assume that the DNS hostname that appears on the Device Properties page
is the same as the hostname that you configured on the device.

* When you add a device to Security Manager, you must enter either the management IP address or the
DNS hostname. Because it is not possible to determine the management interface and, therefore, the
management [P address when you discover from a configuration file, the hostname in the configuration
file is used as the DNS hostname. If the hostname is missing in the CLI of the configuration file, the
configuration filename is used as the DNS hostname.

* When you discover a device from the network, the DNS hostname in the Device Properties page is not
updated with the hostname configured on the device. Therefore, if you want to specify the DNS hostname
for the device, you must specify it manually when you add the device to Security Manager or on the
Device Properties page.

For more information about device properties, see Viewing or Changing Device Properties , on page 107.

Adding Devices to the Device Inventory

When you add a device to Security Manager, you specify the identifying information for the device, such as
its DNS name and IP address. This information is added during device discovery. You can also bring in
existing network configurations associated with a device by initiating policy discovery. For complete
information on policy discovery, see Discovering Policies , on page 176. Once you add the device, it appears
in the Security Manager device inventory.

The New Device wizard guides you through the process of adding devices to the inventory. You can add
devices from many different sources, and the path through the wizard differs significantly based on the method
you are using.

)

Note Beginning with Cisco Security Manager 4.21, although ASA software enhancements and bug fixes are still
supported, any hardware support for routers is not rendered, as Cisco IOS Software has reached its end of
life.

To start the New Device wizard, from Device view, select File > New Device, or click the Add button in the
device selector.

\}

Note There is also another way to add devices. If you exported a .dev file from another Security Manager server,
which contains not only a device inventory but also the policies and policy objects assigned to them, you can
import the file using the File > Import command. For more information, see Importing Policies or Devices,
on page 487.

Tips on Adding Devices and Service Modules

* For PIX Firewalls and FWSM and ASA devices that are configured for failover, add only the active unit
to Security Manager. Ensure that the device is configured with a management IP address and use that
address for discovery. When discovering Catalyst switches that contain more than one service module
(FWSM or ASA-SM) configured for failover, when prompted, select Do Not Discover Module for the
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failover modules. Security Manager always manages the active admin context, regardless of whether
you added the primary or secondary failover service module.

* Security Manager can manage ASA clusters after they have been configured as a cluster using the CLI
bootstrapping as defined in the ASA Configuration Guide (see
http://www.cisco.com/en/US/products/ps6120/products_installation and configuration guides_list.html
). All the members of a cluster are assigned individual IP addresses during the bootstrap process. When
adding a cluster to Security Manager, you do so by discovering the cluster using the main cluster IP
address. The main cluster IP address is a fixed address for the cluster that always belongs to the current
control unit. This is not the control unit’s individual IP Address. For more information about clusters,
see Working with Device Clusters , on page 77.

* Service modules are treated as separate devices. For most modules, you must add the service module
separately from its host device. However, Security Manager can automatically discover FWSM or IDSM
modules in a Catalyst 6500 device, so you need only add the parent device. (You cannot discover an
ASA-SM during discovery of the parent device. You must add the ASA-SM separately.) The only
exception is if you configure an FWSM or IDSM module to use a non-default port for HTTPS (SSL),
in which case you must add the module separately.

* When adding an ASA-SM or FWSM that has multiple security contexts (they are running in
multiple-context mode), do not add the security contexts individually using their management IP addresses.
Instead, add the device using the admin context management address (this also adds the individual
contexts). Then, configure Security Manager to deploy configurations to multiple-context devices serially
as described in Changing How Security Manager Deploys Configurations to Multiple-Context FWSM
, on page 470.

* You cannot add devices beyond the device limits defined by your Security Manager license. For example,
if you have a license for 50 devices, and there are 45 devices in the inventory, if you try to add a
multiple-context ASA with 6 security contents, the device addition and discovery fails.

The following topics describe the various methods of adding devices:

+ Add Device from Network—To add devices that are currently active on the network, see Adding
Devices from the Network , on page 80. Security Manager connects directly and securely to the device
and discovers its identifying information and properties.

* Pros—You need to specify minimal information about a device, and Security Manager obtains the
detailed information directly from the device, ensuring accuracy.

» Cons—You can add only one device at a time. You cannot add devices that have dynamic IP
addresses, unless you determine the device’s current IP address, add it using that address, and then
update the device properties in Security Manager to identify the Configuration Engine that is
managing the device.

+ Add from Configuration File—To add devices by using a copy of the device configuration files, see
Adding Devices from Configuration Files , on page 89.

* Pros—You can add more than one device at a time.

» Cons—You cannot use this method to add Catalyst 6500/7600 or IPS devices. When adding groups
of configuration files, all files must be for the same device type.

Also, you cannot successfully discover policies that require a connection with the device. For example, if a
policy points to a file that resides on the device, adding the device using the configuration file will result in
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a Security Manager configuration that includes the no form of the command, because Security Manager cannot
retrieve the referenced file from the device. For example, the svc image command for web VPNs might be
negated.

« Add New Device—To add a device that does not yet exist in the network, so that you can pre-provision
it in Security Manager, see Adding Devices by Manual Definition , on page 92. You can create the
device in the system, assign policies to the device, and generate configuration files before installing the
device hardware.

* Pros—You can pre-provision devices that do not yet exist in the network.

» Cons—You must specify more information than that required by any other method. If you create
a Catalyst 6500 device, or a router that contains an IPS module, you should discover its modules
by selecting Policy > Discover Policies on Device.

+ Add Device from File—To add devices from an inventory file in comma-separated values (CSV) format,
see Adding Devices from an Inventory File , on page 97.

* Pros—You can add multiple devices of different types at one time. You can reuse the inventory
list from your other network management applications, including CiscoWorks Common Services,
Cisco Security Monitoring, Analysis and Response System (CS-MARS), and other Security Manager
servers. If you use a file exported from another Security Manager server, you can optionally add
the devices without discovering policies, which is convenient for adding offline or standby devices.

» Cons—You cannot use this method to update the properties of devices already defined in the
inventory. Also, policy discovery can fail if you attempt to import more than 100 devices at one
time, and might fail for even fewer devices. In the case of IPS devices, do not add more than four
IPS devices at a time to avoid policy discovery failures.

Working with Device Clusters

Clustering lets you group multiple ASAs together as a single logical device. A cluster provides all the
convenience of a single device (management, integration into a network) while achieving the increased
throughput and redundancy of multiple devices. Clustering is supported on ASA 5580 and 5585 devices
running 9.0(1) or later and on ASA 5512-X, 5515-X, 5525-X, 5545-X and 5555-X devices running 9.1(4) or
later.

Security Manager can manage ASA clusters after they have been configured as a cluster using the CLI
bootstrapping as defined in the ASA Configuration Guide (see
http://www.cisco.com/en/US/products/ps6120/products_installation and configuration guides_list.html).

All the members of a cluster are assigned individual IP addresses during the bootstrap process. When adding
a cluster to Security Manager, you do so by discovering the cluster using the main cluster IP address. The
main cluster IP address is a fixed address for the cluster that always belongs to the current control unit. This
is not the control unit’s individual IP Address.

\)

Note

You cannot convert a standalone device to a cluster in Security Manager by rediscovering the device after
performing the necessary CLI bootstrapping. You must first delete the device from Security Manager, and
then after performing the necessary CLI bootstrapping, you can add the cluster to Security Manager as a new
device.
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The cluster is represented as a single device in Security Manager. After the cluster has been added to Security
Manager, you can finish configuring the cluster settings such as cluster interfaces and security policies.

\)

Note Clustering has specific configuration requirements and restrictions. Please refer to the ASA documentation
at http://www.cisco.com/en/US/products/ps6120/products_installation and configuration guides list.html
for detailed information about requirements, configuration recommendations, and performance information.

Unsupported Features on ASA Clusters
These features cannot be configured with clustering enabled, and the commands will be rejected.
* Unified Communications
* Remote access VPN (SSL VPN and IPsec VPN)
* The following application inspections:
* CTIQBE
* GTP
» H323, H225, and RAS
* [Psec passthrough
* MGCP
* MMP
* RTSP
* SIP
» SCCP (Skinny)
* WAAS
*« WCCP

* Botnet Traffic Filter

 Auto Update Server

» DHCP client, server, relay, and proxy
* VPN load balancing

* Failover

* ASA CX module

Centralized Features

The following features are only supported on the control unit, and are not scaled for the cluster. For example,
you have a cluster of eight units (5585-X with SSP-60). The Other VPN license allows a maximum of 10,000
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IPsec tunnels for one ASA 5585-X with SSP-60. For the entire cluster of eight units, you can only use 10,000
tunnels; the feature does not scale.

\)

Note Traffic for centralized features is forwarded from member units to the control unit over the cluster control
link; see "Sizing the Cluster Control Link" in the ASA documentation to ensure adequate bandwidth for the
cluster control link. If you use the rebalancing feature, traffic for centralized features may be rebalanced to
non-control units before the traffic is classified as a centralized feature; if this occurs, the traffic is then sent
back to the control unit. For centralized features, if the control unit fails, all connections are dropped, and you
have to re-establish the connections on the new control unit.

» Site-to-site VPN
* The following application inspections:
* DCERPC
* NetBios
* PPTP
* RADIUS
* RSH
* SUNRPC
* TFTP
* XDMCP

* Dynamic routing (spanned EtherChannel mode only)

* Multicast routing (individual interface mode only)

» Static route monitoring

» IGMP multicast control plane protocol processing (data plane forwarding is distributed across the cluster)
» PIM multicast control plane protocol processing (data plane forwarding is distributed across the cluster)
* Authentication and Authorization for network access. Accounting is decentralized.

» Filtering Services

Features Applied to Individual Units
These features are applied to each ASA unit, instead of the cluster as a whole.

* QoS—The QoS policy is synced across the cluster as part of configuration replication. However, the
policy is enforced on each unit independently. For example, if you configure policing on output, then
the conform rate and conform burst values are enforced on traffic exiting a particular ASA. In a cluster
with 8 units and with traffic evenly distributed, the conform rate actually becomes 8 times the rate for
the cluster.
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* Threat detection—Threat detection works on each unit independently; for example, the top statistics is
unit-specific. Port scanning detection, for example, does not work because scanning traffic will be
load-balanced between all units, and one unit will not see all traffic.

* Resource management—Resource management in multiple context mode is enforced separately on each
unit based on local usage.

* IPS module—There is no configuration sync or state sharing between IPS modules. Some IPS signatures
require IPS to keep the state across multiple connections. For example, the port scanning signature is
used when the IPS module detects that someone is opening many connections to one server but with
different ports. In clustering, those connections will be balanced between multiple ASA devices, each
of which has its own IPS module. Because these IPS modules do not share state information, the cluster
may not be able to detect port scanning as a result.

Related Topics

* Group Information Page , on page 118

Adding Devices from the Network

One of the easiest and most reliable ways to add devices to the inventory is to identify devices that are active
in the network. By providing the IP address (or DNS hostname) of a device, and the credentials required to
log into it, Security Manager can obtain much of the information it needs directly from the device, ensuring
the accuracy of the information.

Before You Begin
Before beginning this procedure, ensure the following preparations have been made:

* Prepare the devices to be managed by Security Manager. For more information, see Preparing Devices
for Management, on page 55.

* If you are using ACS for authentication, define the devices in ACS. See the Installation Guide for Cisco
Security Manager .

Related Topics
* Understanding the Device View , on page 69
» Working with Device Groups , on page 129

* Viewing or Changing Device Properties , on page 107

Step 1 In Device view, select File > New Device or click the New Device button in the Device selector. The New Device wizard
opens to the Choose Method page.

Step 2 On the Choose Method page, select Add Device from Network and click Next to open the Device Information page.

Step 3 On the Device information page, at minimum fill in the following fields. For a detailed explanation of all fields, see
Device Information Page — Add Device from Network , on page 82.

* Enter either a hostname and DNS name, or an IP address (or both).

* Enter a display name, which is the name that will appear in the Security Manager Device selector.
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* Select the correct operating system and version. If you are configuring a Catalyst switch or a 7600 router, ensure
that you select 10S - Catalyst Switch/7600 rather than one of the other 10S entries.

* Select the transport protocol that should be used to log into the device, if the device is configured to use a protocol
that differs from the default defined in Security Manager. The default is set on the Device Communication
administration page (see Device Communication Page , on page 528).

Click Next.

Step 4 On the Device Credentials page, enter the usernames and passwords required to log into the device. Enter at least the
primary device credentials, which are the traditional User EXEC mode and Privileged EXEC mode passwords.

For information on the different types of credentials, see Device Credentials Page , on page 112.

Tip When you click Next or Finished from the Device Credentials page, Security Manager tests whether it can
connect to the device. You cannot add the device unless the test succeeds. For more information, see Testing
Device Connectivity , on page 453.

Step 5 (Optional) Click Next to open the Device Grouping page, and select the device group to which the imported devices
should be added (see Device Groups Page , on page 117).

Step 6 Click Finish. Security Manager opens the Discovery Status dialog box where you can view the status of the device
discovery and policy analysis (see Discovery Status Dialog Box , on page 187).

Tip If you are discovering policies while adding a device, carefully read any messages that are presented to you.
These messages can contain important recommendations on the next steps you should take. We recommend
that you immediately deploy the discovered configuration to a file so that Security Manager can take over
ownership of the configuration. For more information about deployment methods, see Understanding Deployment
Methods , on page 387.

Step 7 If you are adding a device that contains modules, and Security Manager supports discovering modules for that type of
device, you are notified when the discovery of the device chassis is complete and you are asked if you want to discover
the device’s modules. When you click Yes, you are prompted for this information:

* Catalyst 6500 service modules—The Service Module Credentials dialog box opens prompting for the following
information, based on the modules contained in the chassis. For more information, see Service Module Credentials
Dialog Box , on page 86.

* FWSM—The management I[P address (recommended), the username and passwords, and the type of discovery
you want to perform. If the FWSM is the second device in a failover pair, select Do Not Discover Module for
the failover module. (Security Manager always manages the active admin context, regardless of whether you
added the primary or secondary failover service module.)

* IDSM—The username and password and the type of discovery you want to perform.

* ASA-SM—Discovering ASA service modules in a Catalyst 6500 through the chassis is not supported. You
must directly add the ASA-SM using the management IP address of the ASA-SM.

Note Beginning with Cisco Security Manager 4.21, although ASA software enhancements and bug fixes
are still supported, any hardware support for routers is not rendered, as Cisco I0S Software has
reached its end of life.

* IPS Router Module—The type of discovery you want to perform, the management IP address, the username and
password, and other SSL connection information. For more information, see IPS Module Discovery Dialog Box ,

on page 87.

You can skip discovery for any module you do not want to manage in Security Manager.
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Click OK. You are returned to the Discovery Status dialog box, where you can view the progress of service module
discovery. When finished, close the window and the device is added to the inventory list. A message will explain if you
need to submit the activity for all devices to appear in the list (for example, individual security contexts defined on an
ASA device).

Step 8 If you added a device that is managed by an Auto Update Server or Configuration engine, with the device selected in the
device selector, select Tools > Device Properties. Select the server used with the device in the Auto Update or
Configuration Engine settings. You can add the server if it is not listed. For more information, see Adding, Editing, or
Deleting Auto Update Servers or Configuration Engines , on page 103.

Device Information Page — Add Device from Network

Use the New Device wizard’s Device Information page for adding devices from the network to specify the
device’s identifying information.

)

Note From version 4.21 onwards, Cisco Security Manager terminates whole support, including support for any bug
fixes or enhancements, for all Aggregation Service Routers, Integrated Service Routers, Embedded Service
Routers, and any device operating on Cisco 10S software.

Navigation Path

To start the New Device wizard, from Device view, select File > New Device, or click the Add button in the
device selector.

Related Topics
* Understanding the Device View , on page 69

* Adding Devices from the Network , on page 80
* Device Credentials Page , on page 112

* Device Groups Page , on page 117

* Discovering Policies , on page 176

* Device Communication Page , on page 528

Field Reference

Table 15: New Device Wizard, Device Information Page When Adding Devices from the Network

Element Description

Identity
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Element

Description

IP Type

Whether the IP address for the device is static (defined on the device) or dynamic (supplied
by a DHCP server). Depending on the IP type you select, the displayed fields differ.

You can add only devices that have static IP addresses.

If you want to add a device that uses dynamic addresses (supplied by a DHCP server),
determine the current IP address for the device, use that address, and after adding the device,
update its properties to change the IP Type to Dynamic and to identify the AUS or
Configuration Engine that is managing the device.

Note Beginning with version 4.12, Security Manager server to device communication
for ASA devices is supported over either IPv6 address or over IPv4 address.
The IPv6 address is a 128-bit unique address. For IPv6 address, only Static IP
Type is supported. Dynamic IP Type is not supported for IPv6 addresses.

Hostname

The DNS hostname for the device. Enter the DNS hostname if the IP address is not known.

Note You must enter either the DNS hostname or the IP address, or both.

Domain Name

The DNS domain name for the device.

IP Address

The management IP address of the device. The IP address must be in the dotted quad format,
for example, 10.64.3.8.

Note You must enter either the IP address or the DNS hostname, or both.

Note Beginning with version 4.12, Security Manager server to device communication
for ASA devices is supported over either IPv6 address or over IPv4 address. If
adevice is configured in dual stack, Security Manager would communicate with
the device based on the device's IP address added in Security Manager. The
IPv6 address is a 128-bit unique address.

Display Name

The name to display in the Security Manager Device selector. If you enter a hostname or
IP address, it is entered automatically in this field, but you can change it.

The maximum length is 70 characters. Valid characters are: 0-9; uppercase A-Z; lowercase
a-z; and the following characters: _ -. : and space.

Note Two devices cannot have the same display name.
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Element

Description

OS Type

The family of the operating system running on the device. You must be careful to select
the correct type, because your selection affects how Security Manager tries to log into the
device and obtain its configuration. The options are:

* 10S 12.3+—For Cisco routers running Cisco IOS Software Release 12.3 or higher.
Do not select this for Catalyst 6500/7600 or other Catalyst devices.
Tip Select this option for Aggregation Services Routers (ASR) even if they are

running a version of 12.2. The ASR IOS releases are treated as higher releases.

* 10OS - Catalyst Switch/7600—For all Catalyst switches and 7600 devices.
* ASA—For all ASA devices.

* FWSM—For all FWSM devices.

* IPS—For all devices running the IPS software.

¢ PIX—For all PIX devices.

Note Beginning with version 4.12, Security Manager server to device communication
for ASA devices is supported over either IPv6 address or over IPv4 address.
This feature is available only for devices where the Operating System type is
ASA or FWSM.

Transport
Protocol

The protocol Security Manager should use when connecting to the device. Select a protocol
that is configured on the device and for which you can supply credentials. Each device
type has a default protocol that is the method normally used with the device.

System Context

Whether to discover the system execution space of a PIX Firewall 7, ASA, or FWSM

device that is running in multiple-context mode. If you are discovering a device that hosts
multiple security contexts, whether you select this checkbox has important implications in
how you can configure the device in Security Manager. What gets discovered on the device
also depends on whether you select the Discover Policies for Security Contexts checkbox.

* Both System Context and Discover Policies for Security Contexts selected—This
is the recommended selection. Security Manager discovers the system execution space
and all of the security contexts defined on the device, and lists them in the device
selector. The base display name represents the system execution space (for example,
10.10.11.24), whereas the security contexts are represented by nodes with the context
name appended to the device name (for example, 10.10.11.24 admin), unless you
changed the default naming convention configured on the Discovery page (see
Discovery Page , on page 532).

System Context selected, Discover Policies for Security Contexts deselected—The
system execution space is discovered and added to the device selector. You can then
discover the policies for the security contexts at a later time. This method might be
appropriate if you have one group of people who discover inventory and another group
that discovers policies.

* Neither checkbox selected—Only the Admin context gets discovered and added to
the device selector. You cannot discover the other security contexts or manage them.
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Element

Description

Discover Device Settings

Discover

The type of elements that should be discovered and added to the inventory. You have these
options:

* Policies and Inventory—Discover policies, interfaces, and service modules (if
applicable). This is the default and recommended option.

When policy discovery is initiated, the system analyzes the configuration on the device,
then imports the configured service and platform policies. When inventory discovery is
initiated, the system analyzes the interfaces on the device and then imports the interface
list. If the device is a composite device, all the service modules in the device are discovered
and imported.

If you select this option, the checkboxes below are activated and you can use them to
control the types of policies that are discovered.

Note During discovery, if you import an ACL that is inactive, it is shown as disabled
in Security Manager. If you deploy the same ACL, it will be removed by Security
Manager.

* Inventory Only—Discovers interfaces and service modules (if applicable).

* No Discovery—All discovery is skipped. No policy, interface, or service module
information for the device is added to the device inventory.

Platform
Settings

Whether to discover the platform settings, which are also called platform-specific policy
domains. Platform-specific policy domains exist on firewall devices and Cisco IOS routers.
These domains contain policies that configure features that are specific to the selected
platform. For more information, see Service Policies vs. Platform-Specific Policies , on
page 166.

Firewall
Policies

Whether to discover firewall policies, which are also called firewall services. Firewall
services include policies such as access rules, inspection rules, AAA rules, web filter rules,
and transparent rules. For details see, Introduction to Firewall Services, on page 593.

IPS Policies

Whether to discover IPS policies such as signatures and virtual sensors. For more
information, see Overview of IPS Configuration, on page 1613 or Overview of Cisco IOS
IPS Configuration , on page 1788.

RA VPN Whether to discover IPSec and SSL remote access VPN policies such as IKE proposals

Policies and IPsec proposals. This option is disabled if the device does not support remote access
VPN configuration. For more information, see Managing Remote Access VPNs: The
Basics, on page 1283.

Discover Whether to discover policies for security contexts. Security contexts apply to PIX Firewall,

Policies for ASA, or FWSM devices. This field is active only if you select Static for IP Type and

Security System Context.

Context
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Service Module Credentials Dialog Box

Use the Service Module Credentials dialog box to add the credentials required to log into supported service
modules in a Catalyst device.

The dialog box includes a group for each slot that contains a supported module, and the type of module is
indicated. For example, a group might be called Slot 3 (IDSM) Credentials, which indicates that there is an
IDSM in the third slot of the chassis.

)

Note Although Security Manager discovers VPN modules, the discovery is done through the chassis and no

credentials are required. ASA service modules (ASA-SM) cannot be discovered through the chassis; you must
add them individually.

Navigation Path

After you discover policies on a Catalyst chassis that can contain service modules, you are asked if you want
to discover its service modules. If you click Yes, this dialog box appears. You can perform policy discovery
using any of these methods:

* When adding a device from the network. See Adding Devices from the Network , on page 80.
* When adding devices from an export file. See Adding Devices from an Inventory File , on page 97.

* When performing policy discovery on a device that is already in the inventory. See Discovering Policies
on Devices Already in Security Manager , on page 179.

Field Reference

Table 16: Service Module Credentials Dialog Box

Element Description

Discovery Mode | The types of policies to discovery for this module:

* Discover Inventory and Policies—Discover inventory and security policies. This
is the recommended option.

* Discover Inventory Only—Do not discover security policies, but discover inventory,
such as VLAN configuration, security contexts, and interfaces. You can discover
the policy configuration later by right-clicking the service module and then selecting
Discover Policies on Device.

* Do Not Discover Module—Skip discovery on this module and do not add it to the
inventory.
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Element Description

Connect to FWSM | How Security Manager should access the FWSM:

* Directly—Connect to the FWSM using its management IP address. This is the
recommended approach. It is the required method if you are connecting to a failover
device; otherwise, Security Manager might connect to a standby FWSM after a
failover.

* via Chassis—Connect to the FWSM through the chassis. This method has the
restriction that there should be fewer than 20 security contexts defined on the FWSM.
Security Manager connects to the Catalyst device through SSH and then to the
FWSM through the session command. The number of concurrent SSH sessions is
limited on a Catalyst device, with a default of 5. Policy discovery uses one SSH
session for each security context, so a large number of contexts might lead to
connection failures. If you select Directly, Security Manager connects to the FWSM
through SSL, which has a greater concurrent session limit.

Management [P | The management IP address for the service module.

For FWSMs, this field is not available if you select via Chassis for the connection
method.

Username The user name for the service module.

For FWSMs running in multiple-context mode, a footnote explains which context’s
username and password to enter, either the system or the admin context. If you are
connecting to a multiple-context mode device through the switch chassis, you must
configure the same username and password for both the system execution space and the
admin context, and specify those credentials in this dialog box.

User names be at least four characters. Passwords can be three to 32 characters; we
recommend that passwords be at least eight characters. For ASA devices running the
software version 9.6(1) or later, you can enter a password up to 127 characters.

Password The User EXEC mode password for the service module. In the Confirm field, enter the
password again.

Enable Password | The Privileged EXEC mode password for the service module. In the Confirm field, enter
(FWSM only) the password again.

IPS Module Discovery Dialog Box
Y

Note From version 4.17, though Cisco Security Manager continues to support IPS features/functionality, it does
not support any enhancements.

Use the IPS Module Discovery dialog box to add the credentials required to log into an IPS module, such as
an AIM-IPS or NME, on a router you are adding to the inventory.
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Navigation Path

After you discover policies on a router chassis that contains an IPS module, you are asked if you want to
discover its modules. If you click Yes, this dialog box appears. You can perform policy discovery using any
of these methods:

* When adding a device from the network. See Adding Devices from the Network , on page 80.
* When adding devices from an inventory file. See Adding Devices from an Inventory File , on page 97.

* When performing policy discovery on a device that is already in the network. See Discovering Policies
on Devices Already in Security Manager , on page 179.

Field Reference

Table 17: IPS Module Discovery Dialog Box

Element Description

Discovery The type of discovery for this module:

* Discover Inventory and Policies—Discover inventory and security policies.
This is the recommended option.

* Discover Inventory Only—Do not discover security policies, but discover
inventory, such as virtual sensors and interfaces. You can discover the policy
configuration later by right-clicking the module and selecting Discover
Policies on Device.

* Do Not Discover Module—Skip discovery on this module and do not add
it to the inventory.

IP Address The management IP address for the module.

HTTP Credentials Group

The credentials required to log into the module.

Username The username for the module.

Password The password for the specified username. In the Confirm field, enter the password
again.

HTTP Port The port configured for HTTP access to the module. The default is 80.

HTTPS Port The port configured for SSL (HTTPS) access to the module. The default is defined

on the Device Communication page (Tools > Security Manager Administration
> Device Communication, for more information, see Device Communication
Page , on page 528). The port typically used is 443.

To override the default, deselect Use Default and enter the correct port number.

IPS RDEP Mode The connection method to use for contacting IPS devices when making RDEP
or SDEE connections (for event monitoring).

. User Guide for Cisco Security Manager 4.25
88



| The Basics of Using Security Manager
Adding Devices from Configuration Files .

Element Description

Certificate Common Name | The name assigned to the certificate. The common name can be the name of a
person, system, or other entity that was assigned to the certificate. In the Confirm
field, enter the common name again.

Adding Devices from Configuration Files

You can add devices to the inventory by having Security Manager process the device configurations without
logging into the devices. For each device, you must copy the device configuration to a file and put the file on
the Security Manager server.

You cannot use this procedure to add IPS or Catalyst 6500/7600 devices to the inventory.
Before You Begin
Before beginning this procedure, ensure the following preparations have been made:

* Prepare the devices to be managed by Security Manager. For more information, see Preparing Devices
for Management, on page 55.

* If you are using ACS for authentication, define the devices in ACS. See the Installation Guide for Cisco
Security Manager.

* Copy the device configuration files to a directory on the Security Manager server. You cannot use a
mounted drive. Use a naming convention that will help you select the correct device type for each
configuration.

N

Note Beginning with version 4.21, Cisco Security Manager supports only TACACS+
authentication via Cisco Identity Services Engine (ISE), because ACS has reached
its end of life.

Related Topics

* Understanding the Device View , on page 69
» Working with Device Groups , on page 129

* Viewing or Changing Device Properties , on page 107

Step 1 In Device view, select File > New Device or click the New Device button in the Device selector. The New Device wizard
opens to the Choose Method page.

Step 2 On the Choose Method page, select Add from Configuration File and click Next to open the Device Information page
(see Device Information Page—Configuration File , on page 90).

Step 3 Select the device type for the configuration files from the Device Type selector, and select the appropriate system object
ID. If you have configuration files for more than one device type, add them in batches based on device type.

Step 4 Click Browse and select the configuration files that contain the devices (of the specified type) that you want to add.
Step 5 Select the appropriate discovery options to indicate which types of policies you want to discover, if any.
Step 6 (Optional) Click Next and select the device groups to which the new devices should belong.
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Step 7

Step 8

Click Finish. Security Manager opens the Discovery Status dialog box where you can view the status of the configuration
file analysis (see Discovery Status Dialog Box , on page 187). When finished, close the window and the device is added
to the inventory list.

Tip

If you are discovering policies and get unexpected errors, it might be because the configuration file includes
only the major Cisco I0S software version and not the point release information. Some policies defined on the
device might use features that became available in a point release, which means that Security Manager might
not recognize them as being supported. To resolve the problem, after adding the device, select it in the Device
selector, right-click, and select Device Properties. On the General page, update the Target OS Version field
with the software version closest to the one running on the device without being higher than it (you can get the
version number using the show version command on the device’s CLI). You can then rediscover policies by
right-clicking and selecting Discover Policies on Device.

If you added a device that is managed by an Auto Update Server or Configuration engine, with the device selected in the
device selector, select Tools > Device Properties. Select the server used with the device in the Auto Update or
Configuration Engine settings. You can add the server if it is not listed. For more information, see Adding, Editing, or
Deleting Auto Update Servers or Configuration Engines , on page 103.

Device Information Page—Configuration File

Use the New Device wizard’s Device Information page for adding devices from configuration files to select
the configuration files and to specify policy discovery options.

Navigation Path

To start the New Device wizard, from Device view, select File > New Device, or click the Add button in the
device selector.

Related Topics
* Understanding the Device View , on page 69
* Adding Devices from Configuration Files , on page 89
* Device Groups Page , on page 117
* Discovering Policies , on page 176

» Discovery Status Dialog Box , on page 187

Field Reference

Table 18: New Device Wizard, Device Information Page When Adding Devices from Configuration Files

Element Description

Device Type selector | Organizes the devices by device-type and device-family. Select the device type for
the new device. You must select the correct device type for the configuration file you
are adding.

System Object ID | The system object identifiers for the device type you selected from the Device Type
selector. Select the correct ID for your device.
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Element

Description

Configuration Files

The configuration files from the devices you are adding to the inventory. You can
specify more than one configuration file, but they must all be for the same device type.
Separate the file names with commas.

For ASA, PIX, and FWSM devices that have multiple security contexts, keep in mind
that there are separate configuration files for each security context and the system
execution space (the system context). Select the configuration file for the system
execution space to add the base device.

Click Browse to select the files from the Security Manager server, or manually type
in the file names (including the full path). For information on selecting files, see
Selecting or Specifying a File or Directory in Security Manager , on page 52.

Options

The additional options available on the device. Select IPS if the IPS feature is available
on the device.

License Supports
Failover

(ASA 5505, 5510
only.)

Whether an optional failover license is installed on the device. The option is active
for ASA 5505 and 5510 devices only. Security Manager deploys failover policies to
the device only if this option is selected.

Tip If you discover policies from the device, Security Manager determines the
license status and sets this option appropriately.

Discover Device Settings

Discover

The type of elements that should be discovered and added to the inventory. You have
these options:

* Policies and Inventory—Discover policies, interfaces, and service modules (if
applicable). This is the default and recommended option.

When policy discovery is initiated, the system analyzes the configuration file, then
imports the configured service and platform policies. When inventory discovery is
initiated, the system analyzes the interfaces defined in the file and then imports the
interface list.

If you select this option, the checkboxes below are activated and you can use them to
control the types of policies that are discovered.

Note During discovery, if you import an ACL that is inactive, it is shown as
disabled in Security Manager. If you deploy the same ACL, it will be
removed by Security Manager.

* Inventory Only—Discovers interfaces and service modules (if applicable).

* No Discovery—All discovery is skipped. No policy, interface, or service module
information for the device is added to the device inventory.

Platform Settings

Whether to discover the platform settings, which are also called platform-specific
policy domains. Platform-specific policy domains exist on firewall devices. These
domains contain policies that configure features that are specific to the selected
platform. For more information, see Service Policies vs. Platform-Specific Policies ,
on page 166.
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Element

Description

Firewall Policies

Whether to discover firewall policies, which are also called firewall services. Firewall
services include policies such as access rules, inspection rules, AAA rules, web filter
rules, and transparent rules. For details see, Introduction to Firewall Services, on page
593.

IPS Policies

Whether to discover IPS policies such as signatures and virtual sensors. For more
information, see Overview of IPS Configuration, on page 1613 or Overview of Cisco
10S IPS Configuration , on page 1788.

RA VPN Policies

Whether to discover IPSec and SSL remote access VPN policies such as IKE proposals
and IPsec proposals. This option is disabled if the device does not support remote
access VPN configuration. For more information, see Managing Remote Access VPNs:
The Basics, on page 1283.

Adding Devices by Manual Definition

If a device is not yet active on the network, you can add it to Security Manager and preprovision a configuration
for the device. In general, you should not use manual definition for a device that exists in the network, because
it is much easier to use one of the other techniques for adding devices.

Before You Begin

Before beginning this procedure, ensure the following preparations have been made:

* Prepare the devices to be managed by Security Manager. For more information, see Preparing Devices
for Management, on page 55.

* If you are using ACS for authentication, define the devices in ACS. See the Installation Guide for Cisco
Security Manager .

Related Topics

* Understanding the Device View , on page 69

» Working with Device Groups , on page 129

* Viewing or Changing Device Properties , on page 107

Step 1 In Device view, select File > New Device or click the New Device button in the Device selector. The New Device wizard
opens to the Choose Method page.

Step 2 On the Choose Method page, select Add New Device and click Next to open the Device Information page.

Step 3 On the Device Information page, at minimum fill in the following fields. For a detailed explanation of all fields, see
Device Information Page—New Device , on page 93.

* Select the device type from the Device Type selector at the left of the page, and select the system object ID at the

bottom of the selector.

* In the IP Type field, select whether the device uses a static address (the IP address is defined on the device) or a
dynamic one (the address is provided by a DHCP server).
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Step 4

Step5

Step 6

The Basics of Using Security Manager
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* For devices with static addresses, enter either a DNS hostname and domain name, or an IP address (or both).
* Enter a display name, which is the name that will appear in the Security Manager Device selector.
* Ensure that the correct operating system and version are selected.

* If you use a server to manage configurations for the device, which is required for dynamically addressed devices,
select the Auto Update Server or Configuration Engine that manages the device and enter the device identity string
the server uses for the device. If the server is not listed, select Add Server and add it to the inventory. For information
on adding servers, see Adding, Editing, or Deleting Auto Update Servers or Configuration Engines , on page 103.

When you are finished filling in the device information, click Next to proceed to the Device Credentials page.

(Optional) On the Device Credentials page, enter the usernames and passwords required to log into the device. Typically,
you need to enter the primary device credentials, which are the traditional User EXEC mode and Privileged EXEC mode
passwords. If you do not enter credentials, you can add them later on the Device Properties page.

For information on the different types of credentials, see Device Credentials Page , on page 112.

Click Next.

(Optional) On the Device Grouping page, select the group to which the device should belong, if any. See Device Groups
Page , on page 117.

Click Finish. The device is added to the inventory.

Tip If you are adding a PIX, ASA, or FWSM device, you should discover the factory default settings for the device

and its security contexts. For more information, see Discovering Policies on Devices Already in Security
Manager , on page 179.

Device Information Page—New Device

Use the New Device wizard’s Device Information page for adding new devices (that do not yet exist in the
network) to specify the device’s identifying information.

Navigation Path

To start the New Device wizard, from Device view, select File > New Device, or click the Add button in the
device selector.

Related Topics
* Understanding the Device View , on page 69

* Adding Devices by Manual Definition , on page 92
* Device Credentials Page , on page 112

* Device Groups Page , on page 117
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Table 19: New Device Wizard, Device Information Page When Adding New Devices

Element

Description

Device Type

Device Type selector

Organizes the devices by device-type and device-family. Select the device type
for the new device.

System Object ID

The system object identifiers for the device type you selected from the Device
Type selector. Select the correct ID for your device.

Identity

IP Type

Whether the IP address for the device is static (defined on the device) or dynamic
(supplied by a DHCP server). Depending on the IP type you select, the displayed
fields differ.

Note Beginning with version 4.12, Security Manager server to device
communication for ASA devices is supported over either IPv6 address
or over IPv4 address. The IPv6 address is a 128-bit unique address.
For IPv6 address, only Static IP Type is supported. Dynamic IP Type
is not supported for IPv6 addresses.

Hostname

(Static IP only)

The DNS hostname for the device. Enter the DNS hostname if the IP address is
not known.

The maximum length is 70 characters. Valid characters are: 0-9; uppercase A-Z;
lowercase a-z; and hyphen (-).

Note You must enter either the DNS hostname or the IP address, or both.

Two devices cannot have the same DNS hostname and domain name
combination.

Domain Name

(Static IP only)

The DNS domain name for the device.

The maximum length is 70 characters. Valid characters are: 0-9; uppercase A-Z;
lowercase a-z; period (.) and hyphen (-).

IP Address
(Static IP only)

The management IP address of the device. The IP address must be in the dotted
quad format, for example 10.64.3.8.

Note You must enter either the IP address or the DNS hostname, or both.

Note Beginning with version 4.12, Security Manager server to device
communication for ASA devices is supported over either IPv6 address
or over IPv4 address. If a device is configured in dual stack, Security
Manager would communicate with the device based on the device's
IP address added in Security Manager. The IPv6 address is a 128-bit
unique address.
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Element

Description

Display Name

The name to display in the Security Manager Device selector. If you enter a
hostname or IP address, it is entered automatically in this field, but you can
change it.

The maximum length is 70 characters. Valid characters are: 0-9; uppercase A-Z;
lowercase a-z; and the following characters: _ -. : and space.

Note Two devices cannot have the same display name.

Operating System

OS Type

The type of operating system. Based on the device type, the OS type is selected
automatically.

Note Beginning with version 4.12, Security Manager server to device
communication for ASA devices is supported over either [Pv6 address
or over IPv4 address. This feature is available only for devices where
the Operating System type is ASA or FWSM.

Image Name

The name of the image that will run on the device.

Target OS Version

The target OS version for which you want to apply the configuration. This
selection determines the type of commands used when Security Manager
generates configuration files.

Options

The additional options available on the device. Select IPS if the IPS feature is
available on the device.

Contexts

Whether the device hosts a single security context (Single) or multiple security
contexts (Multi). This field is displayed only if the OS type is an FWSM, ASA,
or PIX Firewall 7.0.

Operational Mode

The mode in which the device is operating. This field is displayed only if the
OS type is FWSM, ASA, or PIX Firewall 7.0+. The options available are:
Transparent or Router. If you choose Multi for Contexts, this mode defaults to
Mixed. Mixed applies only to ASA 9.0+and FWSM 3.1+ devices, and ASA-SMs.

Note Beginning with Cisco Security Manager 4.21, although ASA software
enhancements and bug fixes are still supported, any hardware support
for routers is not rendered, as Cisco IOS Software has reached its end
of life.

FXOS Mode

The FXOS mode in which the device is operating. The options available are
Platform and Appliance. If you choose Appliance Mode, you can perform all
end-user configuration either from the CLI, an on-box device such as ASDM,
or from a multi-device manager such as Cisco Security Manager. The Platform
Mode option is displayed only for Firepower 2000 series appliances.

Note Beginning with version 4.20, Security Manager supports Appliance
Mode for Firepower 2000 and 1000 series appliances.
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Element

Description

Auto Update or Configuration Engine
This group is named differently depending on the device type you select:

* Auto Update—For PIX Firewall and ASA devices.

* Configuration Engine—For Cisco IOS Routers.

Use these fields to identify the server that manages the device, if any. A server is required for a device with
a dynamic IP address. You cannot define a server for Catalyst 6500/7600 or FWSM devices.

Note From version 4.21 onwards, Cisco Security Manager terminates whole support, including support
for any bug fixes or enhancements, for all Aggregation Service Routers, Integrated Service
Routers, Embedded Service Routers, and any device operating on Cisco IOS software.

Server

The Auto Update Server or Configuration Engine that manages the device.

You can add servers to the list by selecting Add Servers, which opens the Server
Properties dialog box (see Server Properties Dialog Box , on page 104). You
can also edit the properties of a server by selecting Edit Server, which opens
the Available Servers dialog box (see Available Servers Dialog Box , on page
106).

For more information on managing this list of servers, see Adding, Editing, or
Deleting Auto Update Servers or Configuration Engines , on page 103.

Device Identity

The string value that uniquely identifies the device in Auto Update Server or
the Configuration Engine.

Additional Fields

Manage in Cisco Security
Manager

Whether Security Manager manages the device. This check box is selected by
default.

If the only function of the device you are adding is to serve as a VPN end point,
deselect this check box. Security Manager will not manage configurations nor
will it upload or download configurations on this device. For more information,
see Including Unmanaged or Non-Cisco Devices in a VPN, on page 1081.

Security Context of
Unmanaged Device

Whether to manage a security context whose parent (the PIX Firewall, ASA, or
FWSM device) is not managed by Security Manager.

This field is active only if the device you selected in the Device selector is a
firewall device, such as PIX Firewall, ASA, or FWSM and that firewall device
supports security contexts.

You can partition a PIX Firewall, ASA, or FWSM into multiple security firewalls,
also known as security contexts. Each context is an independent system with its
own configuration and policies. You can manage these standalone contexts in
Security Manager, even though the parent device is not managed by Security
Manager. For more information, see Configuring Security Contexts on Firewall
Devices, on page 2281 .

Note If you select this check box, the available target OS version for the
security module is displayed in the Target OS Version field.
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Element Description

License Supports Failover | Whether an optional failover license is installed on the device. The option is
(ASA 5505, 5510 only.) actlvve': for ASA 5595 and 5§IO QeV1c§s oply. Security Manager deploys failover
policies to the device only if this option is selected.

Tip If you discover policies from the device, Security Manager determines
the license status and sets this option appropriately.

Adding Devices from an Inventory File

You can add devices from an inventory file in comma-separated values (CSV) format. For example, an
inventory file you exported from CiscoWorks Common Services Device Credential Repository (DCR) or
another Security Manager server, or the seed file you used with Cisco Security Monitoring, Analysis and
Response System (CS-MARS). For detailed information about the inventory file formats, see Supported CSV
Formats for Inventory Import/Export, on page 483.

Tips

* This procedure explains how to use a CSV file for importing devices. If you have a .dev file, which
includes not only the inventory but the policies and policy objects assigned to the devices, you cannot
use this procedure. Instead, use the File > Import command and follow the instructions in Importing
Policies or Devices, on page 487.

* If you want to build an inventory file by hand, the easiest approach is to export the Security Manager
inventory in the desired format and use that file as the basis for your inventory file.

* The devices you import cannot be duplicates of devices already in the device inventory. You cannot, for
example, update device information in the inventory by re-importing the device.

Before You Begin
Before beginning this procedure, ensure the following preparations have been made:

* Prepare the devices to be managed by Security Manager. For more information, see Preparing Devices
for Management, on page 55.

* If you are using ACS for authentication, define the devices in ACS. See the Installation Guide for Cisco
Security Manager.

* Put the inventory file you want to use on the Security Manager server. You cannot import devices from
a file on your client system.

* If you are using a non-standard communication protocol for a type of device, update the global device
communication properties to specify the correct protocol. For more information, see Device
Communication Page , on page 528.

Related Topics
* Understanding the Device View , on page 69
» Working with Device Groups , on page 129

* Viewing or Changing Device Properties , on page 107
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. Adding Devices from an Inventory File

Step 1
Step 2

Step 3

Step 4

Step 5

In Device view, select File > New Device or click the New Device button in the Device selector. The New Device wizard
opens to the Choose Method page.

On the Choose Method page, select Add Device from File and click Next to open the Device Information page (see
Device Information Page—Add Device from File , on page 99).

Click Browse and select the inventory file that contains the devices that you want to import. Make sure that you select
the correct file type to indicate how the file is formatted.

Security Manager evaluates the contents of the inventory file and displays the list of devices in the import table. All
devices that have the status Ready to Import are automatically selected. The list identifies the reasons the unselected
devices cannot be imported. You can deselect any devices that you do not want to import.

To see detailed information on a device, select it in the import table. The details are displayed in the bottom pane. You
can select different discovery options or transport settings per device.

Tip If you selected an inventory file in the Security Manager format, you have the option to import the devices
without performing policy discovery. This makes it possible for you to add devices that are not currently active
in the network. If you want to perform policy discovery on a device, select the device, select Perform Device
Discovery in the bottom panel, and select your discovery options. You can select policy discovery settings for
all devices in a folder by selecting the folder instead of individual devices. The other CSV formats require that
you perform policy discovery during import.

When you are finished analyzing the list and modifying discovery and transport settings, click Next to continue to the
optional step of selecting groups, or click Finish to complete the wizard. In either case, Security Manager attempts to
log into each device and perform the discovery you selected unless you are using a CSV file in Security Manager format
and elected not to perform discovery. For the other formats, Security Manager must be able to log into the device to add
it to the inventory. The status is displayed in the Discovery Status dialog box (see Discovery Status Dialog Box , on page
187).

Tip If you are discovering policies while adding a device, carefully read any messages that are presented. These
messages can contain important recommendations on the next steps you should take. We recommend that you
immediately deploy the discovered configuration to a file so that Security Manager can take ownership of the
configuration. For more information about deployment methods, see Understanding Deployment Methods ,
on page 387.

(Optional) On the Device Grouping page, select the device group to which the imported devices should be added (see
Device Groups Page , on page 117).

Click Finish.

If you are adding a device that contains modules and you are performing device discovery, and Security Manager supports
discovering modules for that type of device, you are notified when the discovery of the device chassis is complete and
you are asked if you want to discover the device’s modules. When you click Yes, you are prompted for this information:

* Catalyst 6500 service modules—The Service Module Credentials dialog box opens prompting for the following
information, based on the modules contained in the chassis. For more information, see Service Module Credentials
Dialog Box , on page 86.

* FWSM—The management [P address (recommended), the user name and passwords, and the type of discovery
you want to perform. If the FWSM is the second device in a failover pair, select Do Not Discover Module for
the failover module. (Security Manager always manages the active admin context, regardless of whether you
added the primary or secondary failover service module.)

* IDSM—The user name and password and the type of discovery you want to perform.
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* ASA-SM—Discovering ASA service modules in a Catalyst 6500 through the chassis is not supported. You
must directly add the ASA-SM using the management IP address of the ASA-SM.

* IPS Router Module—The type of discovery you want to perform, the management IP address, the user name and
password, and other SSL connection information. For more information, see IPS Module Discovery Dialog Box ,
on page 87.

You can skip discovery for any module you do not want to manage in Security Manager.

Click OK. You are returned to the Discovery Status dialog box, where you can view the progress of service module
discovery.

Device Information Page—Add Device from File

Use the New Device wizard’s Device Information page for adding devices from an inventory file to select
the file and to specify policy discovery options. The inventory file must be on the Security Manager server;
you cannot use an inventory file on a client system.

The formats you can use for the inventory file are explained in Supported CSV Formats for Inventory
Import/Export, on page 483. Typically, the inventory file will have been exported from another Security
Manager server, from a CiscoWorks Common Services server, or it will be the seed file used to populate the
inventory of a Cisco Security Monitoring, Analysis and Response System (CS-MARS) server.

If you are trying to import devices using a .dev file, you need to use the File > Import command instead of
this page. For more information, see Importing Policies or Devices, on page 487.

Je

Tip If you are adding devices that contain modules, for example, a Catalyst switch with an FWSM, you are
prompted for module discovery information after you click Finish.

Navigation Path

To start the New Device wizard, from Device view, select File > New Device, or click the Add button in the
device selector.

Related Topics
* Understanding the Device View , on page 69

* Adding Devices from an Inventory File , on page 97
* Device Groups Page , on page 117

* Discovering Policies , on page 176

* Device Communication Page , on page 528

* Discovery Status Dialog Box , on page 187
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Field Reference

Table 20: New Device Wizard, Device Information Page When Adding Devices from Inventory Files

Element Description

Import Devices From The inventory file that contains the devices you want to import. Click
Browse to select the file on the Security Manager server.

When selecting the file, you must also select the correct file type so that

Security Manager can correctly evaluate the comma-separated values (CSV)
file.

Device Import Table

After you select a file, Security Manager evaluates its contents and displays the list of devices defined in
the file in the table in the upper pane of the page. Security Manager automatically selects all devices whose
status is Ready to Import. Typically, these are the devices that do not already exist in the device inventory.

The table contains the following columns.

Import Select this checkbox to add the device to the inventory. You can select or
deselect a folder to select or deselect all devices within the folder.

Display Name The name that will be displayed in the Security Manager Device selector.
Host Name The host name defined on the device.

Transport The transport protocol that should be used to connect to the device.

Status Whether Security Manager can import the device. Devices can be imported

only if they have the status Ready to Import. For detailed information on a
device’s status, select it and read the expanded status information in the
Status text box in the lower right corner of the page.

Device Type The type of device.

Details Pane

Below the device import table is a pane that displays the details for the device selected in the table. The
Identity information repeats the table fields. The Status text box displays an extended explanation of the
import status.

The Discover Device Settings and Transport groups let you specify how Security Manager should import
the device. If you select a folder instead of a device, the settings you select apply to all devices in the folder.
The settings are explained below.

Discover Device Settings
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Element

Description

Perform Device Discovery

Whether to discover policies directly from the device:

« If the inventory file is in Security Manager format, you must select
Perform Device Discovery to discovery inventory and policies
(otherwise, the device is added without being evaluated). If you are
adding offline or standby devices, you can leave this option deselected
to easily add the device to the inventory.

+ All other inventory file types require device discovery.

System Context Whether the selected device is the system execution space on a device
running in multiple context mode (that is, more than one security context
is defined on the device). If the device is the system execution space, you
must select this option for discovery to complete correctly.

Discover The type of elements that should be discovered and added to the inventory.

You have these options:

* Policies and Inventory—Discover policies, interfaces, and service
modules (if applicable). This is the default and recommended option.

When policy discovery is initiated, the system analyzes the configuration
on the device, then imports the configured service and platform policies.
When inventory discovery is initiated, the system analyzes the interfaces
on the device and then imports the interface list. If the device is a composite
device, all the service modules in the device are discovered and imported.

If you select this option, the checkboxes below are activated and you can
use them to control the types of policies that are discovered.

Note During discovery, if you import an ACL that is inactive, it is
shown as disabled in Security Manager. If you deploy the same
ACL, it will be removed by Security Manager.

* Inventory Only—Discovers interfaces and service modules (if
applicable).

Platform Settings

Whether to discover the platform settings, which are also called
platform-specific policy domains. Platform-specific policy domains exist
on firewall devices and Cisco IOS routers. These domains contain policies
that configure features that are specific to the selected platform. For more
information, see Service Policies vs. Platform-Specific Policies , on page
166.

Firewall Policies

Whether to discover firewall policies, which are also called firewall services.
Firewall services include policies such as access rules, inspection rules,
AAA rules, web filter rules, and transparent rules. For details see,
Introduction to Firewall Services, on page 593.

IPS Policies

Whether to discover IPS policies such as signatures and virtual sensors. For
more information, see Overview of IPS Configuration , on page 1613 or
Overview of Cisco IOS IPS Configuration , on page 1788.
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Element

Description

RA VPN Policies

Whether to discover IPSec and SSL remote access VPN policies such as
IKE proposals and IPsec proposals. This option is disabled if the device
does not support remote access VPN configuration. For more information,
see Managing Remote Access VPNs: The Basics, on page 1283.

Discover Policies for Security
Contexts

For devices running in multiple-context mode, where more than one security
context is defined on the device, whether to discover those security contexts.

Transport

The transport settings determine the method Security Manager will use to contact the device. Each device
type has a default method, but you can select your preferred transport method. The device must be configured
to respond to the method you select. If you are not performing device discovery, the device is not contacted.

Protocol

The protocol Security Manager should use when connecting to the device.

Server

For devices that use them, the name of the Auto Update Server (AUS) or
Configuration Engine server the device uses to obtain configuration updates.
The server must already be defined in Security Manager, or you must select
the server from the import list, to import devices that use these servers.

Device Identity

For devices that use servers, the string value that uniquely identifies the
device in the Auto Update Server or the Configuration Engine.

Working with the Device Inventory

The following topics describe tasks related to managing the device inventory.

» Adding, Editing, or Deleting Auto Update Servers or Configuration Engines , on page 103

* Adding or Changing Interface Modules , on page 107

* Viewing or Changing Device Properties , on page 107

* Changing Critical Device Properties , on page 122

» Showing Device Containment , on page 126

* Cloning a Device , on page 126

* Deleting Devices from the Security Manager Inventory , on page 128

In addition to these topics, see the following related topics:.

* Adding Devices to the Device Inventory , on page 75

* Exporting the Device Inventory, on page 479

* Importing Policies or Devices, on page 487
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Adding, Editing, or Deleting Auto Update Servers or Configuration Engines

If you want to use Security Manager to manage devices that use other servers to manage their configuration
(for example, devices that have dynamic IP addresses supplied by a DHCP server, an address that might not
stay constant between device reboots), you must identify the server in Security Manager. These are the servers
you can use:

* Auto Update Server (AUS), which is used for upgrading device configuration files on PIX Firewall and
ASA devices that use the auto update feature.

* Cisco Configuration Engine, which is used for upgrading device configuration files on Cisco IOS routers,
ASA devices, and PIX Firewalls that use the configuration engine feature.

Security Manager cannot initiate direct communication with devices that acquire their interface addresses
using DHCP because their IP addresses are not known ahead of time. Furthermore, these devices might not
be running, or they might be behind firewalls and NAT boundaries when the management system must make
changes. These devices connect to an Auto Update Server or Configuration Engine to get device information.

You can add AUS and Configuration Engine servers to the device inventory when you add devices manually
or when you view device properties. You do not have to be adding or viewing the properties of a device that
uses one of these servers, you just have to get to the appropriate field to access the controls to add, edit, or
delete these servers.

You can also add these servers if you import them from an inventory file exported from CiscoWorks Common
Services Device Credential Repository (DCR) or from another Security Manager server. If you import the
server, you bypass the procedure described in this section. For more information about importing devices,
see Adding Devices from an Inventory File , on page 97.

Before You Begin

If you want to populate the Security Manager inventory with your list of AUS and Configuration Engine
servers without respect to adding devices, the best approach is to use the New Device wizard and to select
Add New Device as the add method. This approach is described in this procedure.

You can also add or edit servers by selecting a device in the Device selector and clicking Tools > Device
Properties. Click General in the device properties table of contents. The Server field is in either the Auto
Update or Configuration Engine groups. You can add or edit only the type of server identified in the group
name.

Je

Tip

Security Manager cannot determine the software version running on a Configuration Engine when you add
it. However, Security Manager cannot deploy configurations correctly to all versions of Configuration. Ensure
that your Configuration Engines are running a supported release (see the release notes for this version of the
product to see which Configuration Engine versions are supported at
http://www.cisco.com/en/US/products/ps6498/prod_release notes_list.html ).

Related Topics

* Adding Devices from the Network , on page 80
* Adding Devices by Manual Definition , on page 92

* Viewing or Changing Device Properties , on page 107
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. Server Properties Dialog Box

Step 1

Step 2

Step 3

Locate the field that allows you to identify and manage either AUS or Configuration Engine entries in the device inventory:

a)

b)

Select File > New Device to open the New Device wizard, select Add New Device on the Choose Method page, and
click Next.

On the Device Information page, select an ASA device from the Device Type selector, for example, Cisco ASA-5580
Adaptive Security Appliance. The Server field in the Auto Update group should include Add Server in the drop-down
list. It will also include Edit Server if there are servers already defined. If these entries have specific server types
(for example, Add Auto Update Server or Add Configuration Engine), then you will be limited to adding, editing, or
deleting that type of server (in this case, select other types of devices to find the appropriate server type).

To add a new AUS or Configuration Engine server, select Add Server from the Server drop-down list to open the Server
Properties dialog box (see Server Properties Dialog Box , on page 104).

To edit a server, select Edit Server from the Server drop-down list to open the Available Servers dialog box (see Available
Servers Dialog Box , on page 106). You can then select the server and click Edit, which opens the Server Properties dialog
box where you can make your changes.

From the Available Servers dialog box, you can also:

¢ Click Create to add a server.

» Select a server and click Delete to remove it from the inventory. You are asked to confirm the deletion. Make sure
that the server is not being used by a device in the inventory.

Server Properties Dialog Box

Use the Server Properties dialog box to specify the properties of an Auto Update Server or Configuration
Engine.

Depending on how you open this dialog box, the title of the dialog box might specify the type of server (for
example, Auto Update Server Properties or Configuration Engine Properties). The dialog boxes are essentially
identical.

Je

Tip  Security Manager cannot determine the software version running on a Configuration Engine when you add
it. However, Security Manager cannot deploy configurations correctly to all versions of Configuration. Ensure
that your Configuration Engines are running a supported release (see the release notes for this version of the
product to see which Configuration Engine versions are supported at
http://www.cisco.com/en/US/products/ps6498/prod_release notes_list.html ).

Navigation Path
To open this dialog box, do one of the following:

* Select Add Server... from the Server field in the Auto Update Server or Configuration Engine groups
on the Device Information page of the New Device wizard when adding a device manually. The selection
might also be named Add Auto Update Server or Add Configuration Engine.

* Select Add Server... from the Server field in the Auto Update Server or Configuration Engine groups
on the Device Properties—General page. The selection might also be named Add Auto Update Server
or Add Configuration Engine.
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* Click Create, or select a server and click Edit, in the Available Servers dialog box (see Available Servers
Dialog Box , on page 106).

Related Topics

» Available Servers Dialog Box , on page 106

* Device Information Page—New Device , on page 93

* Device Information Page — Add Device from Network , on page 82

» Adding, Editing, or Deleting Auto Update Servers or Configuration Engines , on page 103

* Viewing or Changing Device Properties , on page 107

Field Reference

Table 21: Server Properties Dialog Box

Element

Description

Type

The type of server you are defining, either Auto Update Server or Configuration Engine.

This field is displayed only if you are adding a server. You cannot change the type of an
existing server.

For new servers, this field is also not displayed if the title of the dialog box specifies the type
of server you are adding.

Server Name

The DNS hostname of the server.

Domain
Name

The DNS domain name of the server.

IP Address

The IP address of the server.

Display Name

The name to display in Security Manager for the server.

Username

The username for logging into the server.

Password

The password for accessing the server. In the Confirm field, enter the password again.

Port

The port number that the device managed by the Auto Update Server or Configuration Engine
uses to communicate with the server. The port number is typically 443.
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Element Description

URN This field is displayed only for Auto Update Servers.

The uniform resource name for the Auto Update Server. The URN is the name that identifies
the resource on the Internet. The URN is part of a URL, for example,
/autoupdate/AutoUpdateServlet. The full URL could be: https://: server ip
:443/autoupdate/ AutoUpdateServlet

where:

* server ip is the IP address of the Auto Update Server.
* 443 is the port number of the Auto Update Server.

* /autoupdate/AutoUpdateServlet is the URN of the Auto Update Server.

Available Servers Dialog Box
Use the Available Servers dialog box to add, edit, or delete an Auto Update Server or Configuration Engine.

Depending on how you open this dialog box, the title of the dialog box might specify the type of servers listed
(for example, Available Auto Update Servers or Available Configuration Engines). The dialog boxes are
essentially identical.

Each row represents a single server, and shows the display name for the server in Security Manager, its IP
address, and DNS hostname and domain name. If the dialog box title does not include the server type, the
Type field specifies AUS or CE (Configuration Engine).

* To add a server, click the Create button and fill in the Server Properties dialog box (see Server Properties
Dialog Box , on page 104).

* To edit the properties of a server, select it and click the Edit button.

« To delete a server, select it and click the Delete button. You are asked to confirm the deletion.

Navigation Path
To open this dialog box, do one of the following:

* Select Edit Server... from the Server field in the Auto Update Server or Configuration Engine groups
on the Device Information page of the New Device wizard when adding a device manually. The selection
might also be named Edit Auto Update Server or Edit Configuration Engine.

* Select Edit Server... from the Server field in the Auto Update Server or Configuration Engine groups
on the Device Properties—General page. The selection might also be named Edit Auto Update Server
or Edit Configuration Engine.

Related Topics

* Device Information Page—New Device , on page 93
* Device Information Page — Add Device from Network , on page 82

* Adding, Editing, or Deleting Auto Update Servers or Configuration Engines , on page 103
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* Viewing or Changing Device Properties , on page 107

Adding or Changing Interface Modules

Many devices allow you to add or change interface modules. When you make a change to the interface modules
hosted in a device, you change the device’s inventory.

If you add or change an interface card, you should rediscover the inventory on the device. Rediscovering
inventory will replace the Interfaces policy (for routers, the Interfaces > Interfaces policy) and ensure that
Security Manager has a correct view of the capabilities of the interfaces available on the device.

\}

Note Inventory rediscovery is especially important for ASA 5580 devices in which you install a 4 GB Ethernet
Fiber interface card. For other types of devices, you can usually make manual changes to the Interfaces policy,
but rediscovering inventory is the easier and more reliable choice.

Step 1 Right-click the device and select Discover Policies on Device.
Step 2 In the Create Discovery Task dialog box, make at least these selections and click OK to start rediscovery:

* Discover from Live Device.
* Policies to discover: Inventory.

Step 3 After discovery completes, edit the Interfaces or Interfaces > Interfaces policy as appropriate and verify that the policy
reflects your desired configuration.

Viewing or Changing Device Properties

When you add a device to the inventory, you specify at least some of the device’s properties, such as names
and credentials. For devices that are in the inventory, you can view and change the device properties.

Related Topics
* Understanding the Device View , on page 69
* Understanding Device Properties , on page 74
* Understanding Policies , on page 165

* Changing Critical Device Properties , on page 122

Step 1 In Device view, do one of the following in the Device selector to open the Device Properties dialog box:

* Double-click a device.
* Right-click a device and select Device Properties.

* Select a device and select Tools > Device Properties.
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Step 2 In the Device Properties dialog box, click these entries in the table of contents in the left pane to view or change the
properties. You must click Save before moving from one page to another.

*» General—General information about the device, such as the device identity, the operating system running on the
device, and transport settings. For information about the fields, see Device Properties: General Page , on page 108.

* Credentials—The device credentials required to log into the device. For information about the fields, see Device
Credentials Page , on page 112.

* Device Groups—The groups to which the device belongs. For information about the fields, see Device Groups Page
,onpage 117.

* Group Information—Group details for the group, if any. For information about the fields, see Group Information
Page , on page 118.

* License Information—License details of the FPR-3100 series device. For moreinformation about the fields, see
License Information Page.

Note License Information panel is visible only for the FPR-3100 series devices in CSM 4.24.

* Policy Object Overrides—The local overrides to policy objects for the device. Policy Object Overrides is a folder
that contains the various policy object types that are available for the device. Click a specific policy object type to
view the policy objects of that type used by the device and their overrides, if any. For more information about the
fields, see Policy Object Override Pages , on page 122.

Device Properties: General Page

Use the Device Properties General page to add or edit information about the basic properties of the device.

Navigation Path

* From the Device selector, right-click a device and select Device Properties, then click General.
» From the Device selector, double-click a device, then click General.

« Select a device and select Tools > Device Properties, then click General.

Related Topics
* Understanding Device Properties , on page 74

* Device Credentials Page , on page 112
* Device Groups Page , on page 117
* Policy Object Override Pages , on page 122
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Field Reference

Table 22: Device Properties General Page

Element Description

Identity

Device Type The type of device.

IP Type Whether the IP address for the device is static (defined on the device) or dynamic
(supplied by a DHCP server). Depending on the IP type you select, the displayed
fields differ.

Note Beginning with version 4.12, Security Manager server to device

communication for ASA devices is supported over either IPv6 address
or over IPv4 address. The IPv6 address is a 128-bit unique address. For
[Pv6 address, only Static IP Type is supported. Dynamic IP Type is not
supported for [Pv6 addresses.

Hostname The DNS hostname for the device.

(Static IP only) This is not necessarily the same name that is configured as the hostname on the
device. This property is not updated with the hostname specified in the Hostname
device property. It is also not updated with the name defined in the device
configuration if you rediscover the device.

If you added the device to Security Manager by adding its configuration file, the
hostname is initially set to the name specified in the configuration file. If no hostname
is specified in the configuration, the name of the file is used as the DNS hostname.

Domain Name The DNS domain name for the device.

(Static IP only)

IP Address The management IP address of the device, for example 192.168.3.8.

(Static IP only) Note You must enter either the IP address or the DNS hostname, or both.
Note Beginning with version 4.12, Security Manager server to device

communication for ASA devices is supported over either IPv6 address
or over [Pv4 address. If a device is configured in dual stack, Security
Manager would communicate with the device based on the device's IP
address added in Security Manager. The [Pv6 address is a 128-bit unique
address.

Display Name The name to display in the Security Manager Device selector.

The maximum length is 70 characters. Valid characters are: 0-9; uppercase A-Z;
lowercase a-z; and the following characters: _ -. : and space.

Operating System

User Guide for Cisco Security Manager 4.25 .



. Device Properties: General Page

The Basics of Using Security Manager |

Element

Description

OS Type

The type of operating system. Based on the device type, the OS type is selected
automatically.

Note Beginning with version 4.12, Security Manager server to device
communication for ASA devices is supported over either IPv6 address
or over IPv4 address. This feature is available only for devices where the

Operating System type is ASA or FWSM.

Image Name

The name of the image running on the device. The image name is updated whenever
you deploy to the device or rediscover its policies.

Running OS Version

The version of the operating system running on the device.

Target OS Version

The OS version on which you want to base the device’s configuration. When creating
a configuration file using the rules you configure, Security Manager uses commands
available in the target OS version. This field is read-only for IPS devices.

You cannot change the target OS version to a version that significantly changes the
feature set available for the device. For more information, see Changes That Change
the Feature Set in Security Manager , on page 124.

Options A read-only field whose values are NONE or IPS. The value IPS indicates that the
IPS feature is available on the device.

IPS Running OS A read-only field that displays the version of IOS IPS running on the router. This

Version field does not appear if the Options field has the value of NONE.

IPS Target OS Version

A read-only field that displays the target version of IOS IPS running on the router.
This field does not appear if the Options field has the value of NONE.

Contexts

Whether the device hosts a single security context (Single) or multiple security
contexts (Multi). This field is displayed only if the OS type is an FWSM, ASA, or
PIX Firewall 7.0.

Operational Mode

The mode in which the device is operating. This field is displayed only if the OS
type is FWSM, ASA, or PIX Firewall 7.0+. The options available are: Transparent
or Router. If you choose Multi for Contexts, this mode defaults to Mixed. Mixed
applies only to ASA 9.0+ and FWSM 3.1+ devices, and ASA-SMs.

FXOS Mode

The FXOS mode in which the device is operating. The options available are Platform
and Appliance. If you choose Appliance Mode, you can perform all end-user
configuration either from the CLI, an on-box device such as ASDM, or from a
multi-device manager such as Cisco Security Manager. The Platform Mode option
is displayed only for Firepower 2000 series appliances.

Note Beginning with version 4.20, Security Manager supports Appliance Mode

for Firepower 2000 and 1000 series appliances.

Device Communication Settings
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Element

Description

Transport Protocol

The transport protocol that Security Manager should use when accessing the device
or deploying configurations to it. If you select Use Default, the transport protocol
set in the Device Communication page (Tools > Security Manager Administration
> Device Communication) is used (see Device Communication Page , on page
528). You can select a different protocol if the device is not configured to use the
default protocol.

The available transport protocols differ depending on what the device type supports.
For some device types, such as ASA, there is only one option, so the field is grayed
out.

CS-MARS Monitoring

Monitored By

The CS-MARS server that monitors this device, if any.

Click Discover CS-MARS to have Security Manager determine which CS-MARS
server is monitoring the device. If only one CS-MARS server is monitoring it, the
field is updated with the server name. If there is more than one, you are prompted
to select the CS-MARS server to use. Your selection determines which server is
accessed when you try to view CS-MARS collected syslogs or events when viewing
firewall access rules or IPS signatures in the policy rule tables for the device.

Before you can discover a CS-MARS server for the device, the server must be
register with Security Manager on the CS-MARS administration page (Tools >
Security Manager Administration > CS-MARS). For more information, see
CS-MARS Page , on page 514.

a dynamic IP address.

Auto Update or Configuration Engine
This group is named differently depending on the device type:
* Auto Update—For PIX Firewall and ASA devices.

* Configuration Engine—For Cisco 10S routers.

Use these fields to identify the server that manages the device, if any. A server is required for a device with

Server

The Auto Update Server or Configuration Engine that manages the device. For AUS,
this server should match the one defined in the AUS policy (see AUS Page , on
page 1995).

You can add servers to the list by selecting Add Servers, which opens the Server
Properties dialog box (see Server Properties Dialog Box , on page 104. You can
also edit the properties of a server by selecting Edit Server, which opens the
Available Servers dialog box (see Available Servers Dialog Box , on page 106.

For more information on managing this list of servers, see Adding, Editing, or
Deleting Auto Update Servers or Configuration Engines , on page 103.

For information on how these servers are used during deployment, see Deploying
Configurations Using an Auto Update Server or CNS Configuration Engine , on
page 420.
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Element

Description

Device Identity

The string value that uniquely identifies the device in Auto Update Server or the
Configuration Engine. For AUS, this ID should match the one defined in the AUS
policy (see AUS Page , on page 1995).

ASA-CX/FirePOWER

Module

Management [P

The management IP address of the ASA’s CX or FirePOWER module; detected
during device discovery, or after the module is added to the device. See Detecting
ASA CX and FirePOWER Modules , on page 2851 for more information.

This field is available only for an ASA CX or FirePOWER module already detected
by Security Manager.

Manager Address

The IP address of the Cisco Prime Security Manager (PRSM) or FireSIGHT
Management Center used to configure and manage the ASA-CX or FirePOWER
module; detected during device discovery, or after the module is added to the device.
See Launching Cisco Prime Security Manager or FireSIGHT Management Center
, on page 2850 for more information.

You can edit this address. However, Security Manager will not perform any
validation of the address, and rediscovery or re-detection may alter this address.

This field is available only for an ASA CX or FirePOWER module already detected
by Security Manager.

Manage in Cisco
Security Manager

Whether Security Manager manages the device. Security Manager will not manage
configurations nor will it upload or download configurations on this device.

You might want to include an unmanaged device in the inventory for these reasons:

« If the only function of the device is to serve as a VPN end point.

« If the device is a security context that you are using for failover. Because you
cannot delete security contexts for managed devices without actually deleting
the context from the device itself, you must unmanage the failover contexts.

License Supports
Failover

(ASA 5505, 5510
only.)

Whether an optional failover license is installed on the device. The option is active
for ASA 5505 and 5510 devices only. Security Manager deploys failover policies
to the device only if this option is selected.

Tip If you discover policies from the device, Security Manager determines
the license status and sets this option appropriately.

Device Credentials Page

Use the Device Credentials page to add or change the usernames and passwords that are required for device

access. For information

about device credentials, see Understanding Device Credentials , on page 73.

The Credentials page is the same whether you are adding a new device (in the New Device wizard), or viewing
an existing device’s properties.

When adding a new device, you are prompted for credentials only when adding devices manually or from the

network.
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Tip In the New Device wizard, when you click Next or Finish when adding a device from the network, Security
Manager tests whether it can connect to the device using these credentials. The Device Connectivity Test
dialog box stays open while the test is in progress (see Device Connectivity Test Dialog Box , on page 455).
If the test fails, click Details to see detailed error information. If you are adding devices that contain modules,
for example, a Catalyst switch with an FWSM, you are then prompted for module discovery information.

| o

Important  For a Cisco Security Manager-managed device, when you intend to change the password in the Device
Properties page, make sure you update the same in the User Accounts page also. When you fail to do so,
although the initial phase of communication between Security Manager and the device is successful and even
the Test Connectivity gets verified successfully, the deployment still fails, because the password configured
in the User Accounts page gets updated in the Device Properties page. It is therefore recommended to ensure
that credential updates are made parallelly in Device Properties and the User Accounts pages.

Navigation Path

* For new devices, to start the New Device wizard, from Device view, select File > New Device, or click
the Add button in the device selector.

* For existing devices, to open the device properties, double-click a device in the Device selector, then
click Credentials on the Device Properties Page.

Related Topics

* Understanding Device Credentials , on page 73

* Adding Devices from the Network , on page 80

* Adding Devices by Manual Definition , on page 92

» Device Communication Page , on page 528

* Understanding Device Properties , on page 74

* Viewing or Changing Device Properties , on page 107

* Managing Device Communication Settings and Certificates , on page 456

* Discovery Status Dialog Box , on page 187
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Field Reference

Table 23: Device Credentials Page

Element Description

Primary Credentials

Required for all device types. These credentials are used for SSH and Telnet connections, and for HTTP
and HTTPS connections if you select Use Primary Credentials in the HTTP group.

If you change the password for the specified user, or the enable password, in a device policy, Security
Manager uses the old password to log in during deployment. After a successful deployment, the passwords
in the device credentials are updated to the newly-deployed passwords. For information on updating the
device policies related to these passwords, see the following topics:

* ASA/PIX/FWSM devices— Configuring Device Credentials , on page 1915
* IPS devices— Configuring IPS User Accounts , on page 1627

* IOS devices— Defining Accounts and Credential Policies , on page 2397

Username The user name for logging into the device. The user should have privilege
level 15.

If the device requires an enable password only to configure it, you can
leave the Username and Password fields blank and enter just the Enable
Password.

Note PIX/ASA/FWSM devices require that user names be at least
four characters. Passwords can be three to 32 characters; we
recommend that passwords be at least eight characters. For
ASA devices running the software version 9.6(1) or later, you
can enter a password up to 127 characters.

Password The password for logging into the device (User EXEC mode). In the
Confirm field, enter the password again.

Enable Password The password that activates enable mode (Privileged EXEC mode) on the
device if the mode is configured on that device. In the Confirm field, enter
the password again.

HTTP Credentials

Credentials for making HTTP or HTTPS connections to a device. Some devices support this type of
connection, and other devices (such as IPS devices) require it.
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Element

Description

Use Primary Credentials
Username

Password

Whether Security Manager should use the configured primary credentials
for HTTP and HTTPS connections. If the device uses different credentials
for HTTP/HTTPS connections, deselect Use Primary Credentials and
enter the username and password configured for HTTP/HTTPS. Reenter
the password in the Confirm field.

Note PIX/ASA/FWSM devices require that user names be at least
four characters. Passwords can be three to 32 characters; we
recommend that passwords be at least eight characters. For
ASA devices running the software version 9.6(1) or later, you

can enter a password up to 127 characters.

HTTP Port

The port to use for HTTP connections. The default is port 80. Change this
setting only if the device is configured to accept HTTP connections on a
different port.

HTTPS Port

The port to use for HTTPS connections. The default is port 443 (unless a
different default is configured in the Security Manager device
communication settings). To change the default, first deselect Use Default.
Change this setting only if the device is configured to accept HTTPS
connections on a different port.

Note If you configure the local HTTP policy to be a shared policy
and assign the HTTP policy to multiple devices, the HTTPS
port number setting in the shared policy overrides the port
number configured in the Device Credentials page for all

devices to which the policy is assigned.

IPS RDEP Mode

The connection method to use for contacting IPS devices when making
RDEP or SDEE connections (for event monitoring).

Certificate Common Name

The name assigned to the certificate. The common name can be the name
of a person, system, or other entity that was assigned to the certificate. In
the Confirm field, enter the common name again.

Additional Fields and Buttons

Authentication Certificate
Thumbprint

(Device properties only.)

The certificate thumbprint for the device that is available in the Security
Manager certificate data store. Click Retrieve From Device to obtain the
current certificate from the device and to replace the one stored in Security
Manager.

For IPS devices, there are additional options for managing the certificate
as described in Managing IPS Certificates , on page 1782.

RX-Boot Mode button

Opens the RX-Boot Mode Credentials Dialog Box , on page 116, where
you can enter the credentials for booting the router from a reduced
command-set image (RX-Boot).

If these credentials are for a Cisco router that runs from flash memory
(where it boots only from the first file in flash), you must run an image
other than the one in flash to upgrade the flash image. The RX-Boot
credentials are for running this other image.
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Element Description

SNMP button Opens the SNMP Credentials Dialog Box , on page 116, where you can
specify the SNMP community strings defined on the device.

Test Connectivity button Tests whether Security Manager can connect to the device using the
credentials you entered and the configured transport method. For more
information about testing device connectivity, see Testing Device
Connectivity , on page 453.

(Device properties and manual
device addition only.)

RX-Boot Mode Credentials Dialog Box

Use the RX-Boot Mode Credentials dialog box to add RX-Boot mode credentials, which are used for booting
the router from a reduced command-set image (RX-Boot). Enter the RX-Boot Mode username and password;
in the Confirm field, enter the password again.

Navigation Path

To open the RX-Boot Mode Credentials dialog box, click RX-Boot Mode in the Device Credentials Page ,
on page 112 in either the New Device wizard (when adding a device manually or from the network), or the
Device Properties page.

SNMP Credentials Dialog Box
Use the SNMP Credentials dialog box to add SNMP credentials.

Navigation Path

To open the SNMP Credentials dialog box, click SNMP in the Device Credentials Page , on page 112 in either
the New Device wizard (when adding a device manually or from the network), or the Device Properties page.

Field Reference

Table 24: SNMP Credentials Dialog Box

Element Description

SNMP V2C

These are the credentials for devices running SNMP version 2.

RO Community String The read-only community string. In the Confirm field, enter the community
string again.

RW Community String The read-write community string. In the Confirm field, enter the community
string again.

SNMP V3

These are the credentials for devices running SNMP version 3.

Username The SNMP version 3 authentication user name.

Password The SNMP version 3 authentication user password. In the Confirm field,
enter the password again.
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Element Description

Auth Algorithm The authorization algorithm for encrypting the password. You can choose
MDS5 or SHA-1.

Privacy Password The SNMP version 3 encryption user password. In the Confirm field, enter

the password again.

Privacy Algorithm Specify the encryption level by choosing an encryption algorithm and version:

* DES — Apply the Data Encryption Standard cipher algorithm, using
56-bit keys..

* 3DES — Use Triple DES; the Data Encryption Standard cipher algorithm
is applied three times to each packet.

* AES128 — Use the Advanced Encryption Standard with 128-bit keys.
* AES192 — Use the Advanced Encryption Standard with 192-bit keys.
* AES256 — Use the Advanced Encryption Standard with 256-bit keys.

Engine ID Enter the hexadecimal identifier for the SNMP v3 authorization agent in the
device.

Device Groups Page

Use the Device Groups page to assign the device to device groups. You can also edit or delete device groups
from this page.

Navigation Path

* For new devices, to start the New Device wizard, from Device view, select File > New Device, or click
the Add button in the device selector.

* For existing devices, to open the device properties, double-click a device in the Device selector, then
click Device Groups on the Device Properties Page.

Related Topics
* Understanding Device Grouping , on page 130

* Adding Devices to the Device Inventory , on page 75
* Understanding Device Properties , on page 74

* Discovery Status Dialog Box , on page 187
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Element

Description

Group Types, such as
Department and Location

The group types defined in Security Manager, for example, Department or
Location. Each field contains a list of the device groups defined within that group
type. Select the device groups to which the device should belong.

If you want to create a new device group, or group type, select Edit Groups
from the drop-down list for any of the existing group types. This opens the Edit
Device Groups page, where you can create new groups and group types or delete
them (see Edit Device Groups Dialog Box , on page 131).

Set values as default

Whether to set the selected groups as the default groups. If you select this option,
other devices you add are automatically added to these groups.

Group Information Page

Use the Device Properties Group Information page to view details for a group.

Navigation Path

« From the Device selector, right-click a device and select Device Properties, then click Group

Information.

* From the Device selector, double-click a device, then click Group Information.

* Select a device and select Tools > Device Properties, then click Group Information.

Related Topics

» Working with Device Clusters , on page 77

* Understanding Device Properties , on page 74

* Device Credentials Page , on page 112

* Device Groups Page , on page 117

* Policy Object Override Pages , on page 122

Field Reference

Table 26: Device Properties Group Information Page

Element Description

Group Details

Device Type The type of device.

Group Name The name assigned to the Group.
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Element

Description

Group Control

The group member name of the device that is serving as the control unit.

Note Changes to the control unit are not automatically reflected in Security

Manager.

Retrieve From Device

Use Retrieve From Device to update the control unit information.

Interface Mode

Whether the interfaces are configured for Layer 2 load balancing (Spanned
EtherChannel) or Layer 3 load balancing (Individual).

Management IP Pool Range

Enter the IP address pool used for cluster management. You can provide this
value for the device in user context. This field is mandatory, if Eventviewer is
being used to monitor syslogs for a Multi-context ASA cluster.

If you leave this field blank, or enter an incorrect IP address pool, Eventviewer
cannot categorize the syslogs for a specific context and drops the syslog events.

Note Ensure that you enter valid IP addresses. Cisco Security Manager

will not be validating the entered IP address pool.

Last Update in CSM

The date and time that group information was last updated for this group by
Security Manager.

Group VPN Mode

Beginning from Cisco Security Manager 4.16, after discovering the Group
device, group VPN mode will be displayed. This value will be Centralized or
Distributed.

Note This value is also displayed in the pop up window that appears when
you hover the mouse pointer over the device in the device selector

view.

Group VPN Backup

Beginning from Cisco Security Manager 4.16, the Group VPN Backup is
displayed.

One of the following values will be displayed for distributed mode —

* Flat —When group VPN backup is on any other member

* Remote Chassis — When group VPN backup is on a different chassis

Group VPN Backup information is not shown for centralized VPN mode. The
value for this field in a centralized VPN mode is N/A.

Note This value is also displayed in the pop up window that appears when
you hover the mouse pointer over the device in the device selector

view.

Group Node Details

The Group Node Details table lists details for each device in the group.

Group ID The group ID of the group node.
Node Name The member name of the group node.
Serial Number The serial number of the group node.
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Element Description

CCLIP The group control link IP address for the group node.

CCL MAC The group control link MAC address for the group node.

Site ID The site that the current group member belongs to. Configuring a site ID
prevents MAC address flapping.

License Information Page

You can monitor platform license subscription status, license expiry date, and license fetch date of the FPR-3100
series devices in the Device properities window.

CSM License Scheduler

The CSM license scheduler runs daily, fetches the platform license details from the device, and updates the
same in the CSM database. It is a background process that runs once for every 24 hours and the default time
is 4:00 a.m. The license scheduler time in the CSM property file is customizable. The CSM property file is
located in .\CSCOpx\MDC\athena\configcsm.properties. The following are the three modes supported in the
license scheduler:

* AM—You can enter any time between 0 and 11 and the scheduler runs at that specific time every morning.
* PM—You can enter any time between 1 and 12 and the scheduler runs at that specific time in the evening.

» AMPM—Ui se this if you follow 24-hour clock format and the scheduler runs at that specific time,
respectively.

\)

Note License scheduler starts when a service or a system restarts and cannot be stopped.

The updated license information gets reflected in the CSM in Policy Header and Device Properties under
the License Information tab.

Navigation Path

* From the Device selector, right-click an FPR-3100 series device and select Device Properties, then click
License Information.

 From the Device selector, double-click an FPR-3100 series device, then click License Information.

* Select an FPR-3100 series device and select Tools > Device Properties, then click License Information.

)

Note License Fetch time for the Platform License information will not be displayed during DST.
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License subscription status in Device Properties

For FPR-3100 series devices, CSM handles different status of platform license subscription. The License
Details are displayed under License Information in Device Properties page. The following are the status
of license subscriptions supported:

Status Description

Fresh Install No license changes after the installation.

Eval Mode Configuration changes done and license feature tier
standard is configured. The available license validity
is 90 days.

Eval Mode Expired The evaluation mode validity is expired.

Compliant Firepower device is registered with the Account and

the licenses are sufficient.

Grace Period Number of licenses on the Account is insufficient
compared to the number of subscribed devices.
Configuration changes deployment is valid till 90

days.
Grace Period Expired Grace period expiration.
Tip Connect to the Account to remediate or to

unregister unnecessary devices.

N

Note FPR-3100 series devices, whose platform license has expired, triggers activity validation error on deployment.
Activity validation error prevents you from managing the device, hence you must either upgrade the license
to perform any deployment or delete the device from the CSM. Use the Re-discovery via inventory option
to update the Platform License details in CSM at once.

License subscription status in Policy Header

The Platform License for an FPR-3100 series device is displayed in color codes in the Policy Header GUI
in CSM. The colour codes of license details are as follows:

+ AUTHORIZED: BLACK

* GRACE PERIOD: ORANGE

* EVAL MODE: ORANGE

* EVAL EXPIRED: RED

* GRACE PERIOD EXPIRED: RED
* NO LICENSES IN USE: BLACK
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Note Policy view does not display the license status for the FPR-3100 series devices.

Policy Object Override Pages

You can override the global settings for many types of policy objects from the Device Properties window of
a selected device. This enables you to customize the definition of an object on that device. For more information,
see Understanding Policy Object Overrides for Individual Devices , on page 244.

The Policy Object Overrides folder in the table of contents includes all of the types of objects for which you
can create overrides for the particular type of device. When you select an object type, the existing policy
objects that are configured to allow device overrides appear in the table in the right pane, if any. If an object
has an override already defined for the device, the Value Overridden? column contains a check mark.

You can create and manage overrides for these objects. Select an object and you can do the following:

* To create an override, click the Create Override button. This opens the edit dialog box for that type of
object. Click the Help button for object-specific information.

* To edit an existing override, click the Edit Override button.

» To remove an override, click the Delete Override button.

Navigation Path
Double-click a device in the Device selector, then click the desired policy object type in the Policy Object
Overrides folder in the table of contents in the left pane.
Related Topics
* Policy Object Overrides Window , on page 247
* Allowing a Policy Object to Be Overridden , on page 245
* Creating or Editing Object Overrides for a Single Device , on page 246
* Deleting Device-Level Object Overrides , on page 248

» Filtering Tables , on page 50

Changing Critical Device Properties

You must use caution when changing the image version of a device, the device type, or the security context
or operational mode of FWSM and ASA devices that are managed by Security Manager. In certain cases,
these changes enable a different set of features for the device. As a result, some of the policies that you
configured for the device in Security Manager might no longer apply.

The key device changes, their effect on the policies available in Security Manager, and the procedure you
should follow to implement these device changes, are described in the following sections:

* Image Version Changes That Do Not Change the Feature Set in Security Manager , on page 123

* Changes That Change the Feature Set in Security Manager , on page 124
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Image Version Changes That Do Not Change the Feature Set in Security Manager

The following image version changes do not affect the types of policies available for that device in Security
Manager:

* Upgrading from one IOS individual release number to another individual release number within the same
Cisco 10S release; for example, upgrading from IOS 12.3(10) to 12.3(13).

* Upgrading from any IOS 12.1 image to any 12.2 image.
» Upgrading from any IOS 12.2 image to any 12.3 image.
*» Upgrading from any IOS 15.0 image to any 15.1 image.
* Upgrading from any IOS 15.2 image to any 15.3 image.
* Upgrading from any PIX 6.x image to another PIX 6.x image.

» Upgrading from any PIX 7.x image to another PIX 7.x image, retaining the same security context and
mode configuration.

» Upgrading from any ASA 7.x image to another ASA 7.x image, retaining the same security context and
mode configuration.

» Upgrading from any ASA 8.0(x)-8.2(x) image to another ASA 8.0(x)-8.2(x) image, retaining the same
security context and mode configuration.

* Upgrading from any FWSM 2.x image to another 2.x FWSM image, retaining the same security context
and mode configuration.

» Upgrading from any FWSM 3.x image to another 3.x FWSM image, retaining the same security context
and mode configuration.

*» Upgrading a Catalyst 6500/7600 chassis from any IOS 12.x image to another IOS 12.x image.

)

Note This list applies only to images that are supported by Security Manager. For a list of supported images, see
Supported Devices and Software Versions for Cisco Security Manager for this version of the product at
http://www.cisco.com/en/US/products/ps6498/products device support tables list.html .

For these cases, use the following procedure to change the image version.
Related Topics

* Understanding the Device View , on page 69

* Understanding Device Properties , on page 74

* Understanding Policies , on page 165

* Changes That Change the Feature Set in Security Manager , on page 124

Step 1 Upgrade the image version on the device.
Step 2 In Device view, do one of the following in the Device selector to open the Device Properties dialog box:

* Double-click a device.
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* Right-click a device and select Device Properties.

* Select a device and select Tools > Device Properties.

Step 3 In the Device Properties dialog box, change the Target OS Version property on the General page to the updated version
number and click Save.

Changes That Change the Feature Set in Security Manager
These are the main types of device changes that affect the policy feature set available for a device:

* Image version changes—The following image version changes affect the types of policies available for
that device in Security Manager:

» Upgrading to ASA 8.4(x) or higher from an ASA 8.3(x) or lower release.
» Upgrading to ASA 8.3(x) or higher from an ASA 8.2(x) or lower release.

* Changes in the major version number for ASA, PIX, FWSM, and IPS devices. For example, upgrading
an ASA from 8.x to 9.x, or downgrading an IPS device from 7.x to 6.x.

* Upgrading from an IOS 12.1 or 12.2 image to an IOS 12.3 or 12.4 image.
* Downgrading from an IOS 12.3 or 12.4 image to an IOS 12.1 or 12.2 image.
* Upgrading to IOS 15.2 or higher from an IOS 12.3 or lower release.

If you make these changes, and you do not have any policies defined that are affected by the change, you
might be able to change the target OS version of the device. Security Manager prevents you from changing
the target OS version of a managed device to a version that changes the types of policies that are available
for that device, and informs you when it cannot make the change (identifying the problem policies). Therefore,
you must first delete the device from Security Manager, perform the image change, then add the device back.

Certain types of policies, such as access rules, are not affected by changes in image version or changes in
platform type.

Changes to NAT policies that were introduced in the 8.3 and 9.0.1 ASA releases require that the NAT policies
are rediscovered in Security Manager. This can be accomplished by deleting the device and then adding it
back in to Security Manager, as described below, or you can rediscover just the NAT policies using the
Discover Policies on Device feature. For more information on the Discover Policies on Device feature, see
Discovering Policies on Devices Already in Security Manager , on page 179.

N

Note Ifan ASA device was upgraded or downgraded from the current version to a higher or lower version outside
of Security Manager, you should delete the device and then add it back in to Security Manager.

* Security context and operational mode changes—Changes that you make to the security context and
operational mode settings on an FWSM or ASA device enable a different set of features on that device.
These changes occur if you change the device from:

* Single context to multiple context (or vice-versa).

* Routed mode to transparent mode (or vice-versa).
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Step 1

Step 2

Step 3

Changes That Change the Feature Set in Security Manager .

Security Manager prevents you from changing the security context or operational mode settings of a managed
device. Therefore, you must first delete the device from Security Manager, change the context or mode, then
add the device back.

Certain policy types (for example, Banner, Clock, Console Timeout, and HTTP) are not affected by changes
in operational mode. Other policy types (for example, ICMP, SSH, and TFTP, in addition to Banner and
Clock) are not affected by changes in security context settings.

* Replacing device hardware—In some cases, you might replace a particular device but retain the original
contact information (such as the IP address), for example:

* Replacing a PIX firewall with a Cisco 1OS router.
* Replacing a PIX firewall with an ASA device.
* Replacing a router with a firewall device.

* Replacing a router with a new router of a different model.

In all of these cases, the new device changes the types of policies available for that device in Security Manager.
Security Manager prevents you from modifying the hardware model of an existing device. Therefore, you
must first delete the device from Security Manager, change the physical device, then add the device back.

Certain policy types (for example, access rules) are not affected by changes in device type.

We recommend that you share the policies configured on your device that will not be affected by the change
before you remove it from Security Manager. This provides a useful method for reassigning the policies to
the device (with any inheritance and policy object references intact) after you add it back to Security Manager.
The following procedure describes how to do this.

Related Topics
* Understanding the Device View , on page 69
» Understanding Device Properties , on page 74
* Understanding Policies , on page 165

* Image Version Changes That Do Not Change the Feature Set in Security Manager , on page 123

Submit and deploy all the changes you configured for the device in Security Manager. This ensures that the desired
configuration is on the device before the image upgrade.

Share the local policies defined on the device:

a)

b)

¢)

d)

Right-click the device in the Device selector, then select Share Device Policies. By default, all policies configured
on the device (local and shared) are selected for sharing in the Share Policies wizard.

Deselect the check box next to each existing shared policy, as indicated by the hand in the policy icon. You should
do this because there is no need to create a copy of the shared policies that already exist; you will reassign the existing
shared policies after the image version upgrade.

Enter a name for the shared policies. We recommend using the device name as a convenient means of identification.
For example, if the device name is MyRouter, each shared policy is given the name MyRouter. Make a note of all
the policies you are creating for this purpose.

Click Finish. The selected local policies become shared policies.

Delete the device from Security Manager.
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Step 4

Step 5
Step 6

Step 7

Make the desired change to the device, for example, upgrade the image version, change the operational mode, or replace
the device.

Add the device back to Security Manager and perform policy discovery.

Reassign the policies to the device:

a) Right-click the first policy type displayed in the Device Policies selector, then select Assign Shared Policy.
b) In the Assign Shared Policy dialog box, do one of the following:

* If a local policy was previously defined on the device, select the shared policy you created for this procedure
and click OK.

« If a shared policy of this type was previously assigned to the device, select it and click OK.

¢) (Local policies only) Right-click the policy type again in the Device Policies selector, then select Unshare Policy.

d) Repeat the process for each policy type that is relevant to the device’s configuration. If a shared policy is not available,
this indicates that this is a policy type that was not available for the previous image version.

(Optional) Delete the shared policies created for this procedure from Policy view:

a) Select View > Policy View or click the Policy View icon on the toolbar.

b) Select one of the policies you want to delete and click the Assignments tab in the work area to verify that the policy
is not assigned to any devices.

¢) Click the Delete Policy button beneath the Shared Policy selector to delete the policy.

d) Repeat the process for each policy type that you want to delete.

Showing Device Containment

You can display the service modules, security contexts, and virtual sensors that are contained in devices that
include them. Based on the type of device, you can view these contained elements:

* Catalyst 6500 devices—The IDSM and FWSM service modules, security contexts, and virtual sensors.

* For FWSM, PIX Firewall 7.0, and ASA devices—The security contexts defined on the device. For
information about security contexts, see Configuring Security Contexts on Firewall Devices, on page
2281.

* IPS devices—The virtual sensors defined on the device.
To view contained items, in Device view, select one of these types of devices and then select Tools > Show

Containment, or right-click the device and select Show Containment. The Composite View dialog box
opens and displays elements contained in the selected device, if any.

Cloning a Device

A cloned (duplicate) device shares the configurations and properties of the source device. Cloning a device
saves you time because you do not need to re-create configuration and properties on the new device.

The cloned device shares the device operating system version, credentials and grouping attributes with the
source device, but it has its own unique identity, such as display name, IP address, hostname, and domain
name. You can clone only one device at a time.
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Note  You cannot clone a Catalyst switch or a Catalyst 6500/7600 device.

Related Topics

* Understanding the Device View , on page 69

* Copying Policies Between Devices , on page 197

Step 1 Do one of the following:

* (Device view) Select the device and select File > Clone Device, or right-click the device in the Device selector and
select Clone Device.

* (Map view) Right click a device and select Clone Device.

The Create a Clone of Device dialog box appears.

Step 2 Enter the IP address and names for the clone in the appropriate fields. Following are the available attributes:

* |P Type—Whether the device uses a static or dynamic (DHCP-provided) IP address. You cannot change the IP type
when cloning a device.

» Hostname—(Static IP only.) The DNS hostname for the cloned device.

» Domain Name—(Static IP only.) The DNS domain name for the cloned device. If you do not provide the domain
name, Security Manager uses the default domain name configured on the server.

* IP Address—The management IP address of the cloned device, for example, 10.10.100.1. If you do not know the
IP address, enter the DNS hostname in the Hostname field. You must enter either the IP address or the hostname
for devices with static IP addresses.

Note Beginning with version 4.12, Security Manager server to device communication for ASA devices is supported
over either IPv6 address or over IPv4 address.

+ Display Name—The name that appears in Security Manager device lists. The maximum length is 70 characters.
Valid characters are: 0-9; uppercase A-Z; lowercase a-z; and the following characters: _ -. : and space.

* Device Identity—(Dynamic IP only.) The string value that uniquely identifies the device in Auto Update Server or
Configuration Engine. This field appears only if the device is configured to use one of these servers.

« Clone VPN Assignments—Whether to copy the VPN assignments defined for the device. This field is displayed
only if the device supports VPN assignments.

You can clone the VPN assignments of a device that is a spoke in a hub-and-spoke configuration, or a device that
participates in a full mesh topology. If you clone a spoke device, the new device is added to the VPN as a new spoke
with the same policies. If you clone a device in a full mesh VPN, the new device is added to the full mesh VPN with the
same policies. You cannot clone a device in a point-to-point VPN topology.

Step 3 Click OK. A clone of the source device with its unique display name is created in the Device selector.
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Deleting Devices from the Security Manager Inventory

If you do not want to continue managing a device in Security Manager, you can delete it from the inventory.
Deleting a device from Security Manager does not change any configuration settings on the device.

Je

Tip If someone is configuring policies on the device, locks will prevent you from deleting the device.

There are special considerations when deleting certain types of devices:

» If the device participates in a VPN, deleting the device removes it from the VPN. However, if removing
the device invalidates the VPN topology, the entire VPN topology is also deleted when you delete the
device. You are warned of this and given the opportunity to cancel the device deletion.

* For ASA, PIX, and FWSM devices running in multiple context mode, or for IPS devices that contain
virtual sensors, deleting the device also deletes all of its security contexts or virtual sensors. You cannot
delete an individual security context or virtual sensor using this procedure: instead, you must modify the
appropriate policies on the hosting device to remove them.

* If you delete a device that contains managed service modules, the contained devices are also deleted.
For example, if you added a Catalyst switch and its contained FWSM, if you delete the switch, the FWSM
is also deleted. You are warned if contained devices will be deleted.

2

Tip Device deletion requires the removal of a lot of information from the database. If you delete a lot of devices
at one time, it can take a while for the operation to complete. If you have a lot of devices to delete, consider

deleting them in smaller groups.

Step 1 In Device view, do one of the following:

* Select the devices you want to delete, or a device group if you want to delete all devices within the group, right-click
and select Delete Devices. You can also click the Delete Device button (the trash can icon) above the device selector.

* Select File > Delete Device, then select the devices to delete in the Device Selector dialog box and click >> to move
them to the selected devices list (which is pre-filled with any devices that were selected in the device tree). You can
select a device group to delete all of its member devices. Click OK when finished.

Tip When you select a device group, you are deleting only the devices in the group, you are not deleting the group
itself. For information on deleting device groups, see Deleting Device Groups or Group Types , on page 133.

Step 2 You are asked to confirm that you want to delete the devices.

Security Manager then validates whether the device can be deleted. If problems or potential problems are identified, they
are listed in the Device Delete Validation Dialog Box , on page 129. This dialog box shows errors (indicating devices
that cannot be deleted) as well as warnings and informational messages.

You can elect to confirm the deletion of devices that have warnings or informational messages if you accept the
consequences described in the message. The dialog box has an OK button if you can continue deleting all selected devices,
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or a Continue button if there are any error messages. If you click Continue, you are deleting only those devices without
error conditions. You are asked to confirm.

Device Delete Validation Dialog Box

Use the Device Delete Validation dialog box to view error, warning, and informational messages during device
deletion. For detailed information on deleting devices, see Deleting Devices from the Security Manager
Inventory , on page 128.

Each row represents a device for which a validation issue arises when trying to delete it. Displayed are the
message severity icon, device display name, and the result of validation, which indicates the reason why you
cannot delete the device, or warnings or information about the perhaps unexpected consequences of deleting
the device. If there are no messages for a device, it is not listed.

Double-click a row or select it and click the Details button to read longer messages. The information is
displayed in the Device Delete Validation Details dialog box in a more readable format.

The message severity can be one of the following.

*» Error—A problem was detected that will prevent you from deleting the device. For example, another
user has a lock on a device.

» Warning—Proceed with caution. For example, deleting the device will invalidate a VPN topology, and
if you continue, the VPN topology will also be deleted.

* Information—A minor problem exists. For example, deleting the device will delete it from a VPN.

To proceed with the device deletion, click the OK or Continue button, which is actually the same button:

« If the text says OK, then when you click it, all devices you selected for deletion are deleted.

« If the text says Continue, then there are errors for some of the devices you selected. If you click Continue,
you will delete only those devices that do not have errors.

If all selected devices have errors, the button is greyed out and you must click Cancel. Resolve any errors
before attempting to delete the devices.

Navigation Path

This dialog box appears only if you try to delete devices and Security Manager determines that there are
problems with the deletion.

Working with Device Groups

You can create device groups to help you organize your devices for more effective device management. The
following topics explain device groups and how to use them:

* Understanding Device Grouping , on page 130
* Creating Device Group Types , on page 132
* Creating Device Groups , on page 132

* Deleting Device Groups or Group Types , on page 133
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 Adding Devices to or Removing Them From Device Groups , on page 133

Understanding Device Grouping

Device groups are simple, arbitrary, organizational collections of devices that you create for more effective
network visualization. They are not policy-sharing entities. They are distinct from the various policy object
groups (for example AAA server group objects and user group objects). For information on policy objects,
see Managing Policy Objects, on page 227.

Je

Tip If you have a large number of devices, grouping them can make it easier to select a subset of devices when
you deploy changes to them. For example, if there is a set of devices that you know you will want to deploy
changes to simultaneously, if you put them in a single device group, you just have to select the group in the
deployment job. For more information about policy deployment, see Managing Deployment, on page 379.

Device grouping enables you to view a subset of devices in the inventory. The device group hierarchy has
two types of folders:

* Device group types—Group types are the highest level in the hierarchy. A group type can contain specific
device groups, but it cannot contain devices, except for the All group type, which includes all devices
in the inventory. Security Manager comes with the group types Department and Location predefined,
but you do not need to use them, and you can delete them. You can create a maximum of 10 group types.

* Device groups—Device groups are subfolders within a group type folder. You can create multiple levels
of nested device groups. You can place devices within device groups. However, a device can be in only
one group within a group type. For example, in Figure 6: Device Groups under the group type, Location,
you can assign routerx to San Jose, but you cannot assign routerx to San Jose and California.

Figure 6: Device Groups shows an example of nested device groups with devices in some of the groups.
Notice that an individual device can reside in multiple groups. In this example, routerx is in the Finance group
(under the Department group type), and also in the Location > United States > California > San Jose nested
group. If you select routerx in any of these places, you are configuring a single device (the configurations are
not tied to the grouping).

Figure 6: Device Groups
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Security Manager lets you create or delete group and group types, and put devices in groups, in many locations
in the interface:
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* When adding devices to the inventory—The New Device wizard includes a Device Grouping page, where
you can create device group types and select a group for the newly-added device. You can also select a
default group to which all new devices are added.

* When viewing the device inventory in Device view—The File > Edit Device Groups command opens a
dialog box where you can create or delete groups and group types. If you select a group or group type
in the Device selector, the File menu and the right-click shortcut menu includes commands for adding
groups or adding devices to groups.

To add devices to a group, or remove them from a group, select the group and select File > Add Devices to
Group.

* When viewing the properties for a device—The Device Grouping page allows you to select the groups
to which the device belongs, and to set defaults for devices added to the inventory. This is the only place
where you can remove a device from a device group. Double-click a device in the Device selector to
open the device properties.

* When using the administration pages—Select Tools > Security Manager Administration > Device
Groups to open the administration page for device groups, where you can create or delete groups and
group types, but you cannot add devices to groups here.

Related Topics
* Creating Device Group Types , on page 132
* Creating Device Groups , on page 132
* Deleting Device Groups or Group Types , on page 133

* Adding Devices to or Removing Them From Device Groups , on page 133

Edit Device Groups Dialog Box
Use the Edit Device Groups dialog box to manage the device groups and group types defined in the device

inventory.

Navigation Path

Do one of the following:
* Right-click a device group type or a device group in the Device selector and select Edit Device Groups.
* Select File > Edit Device Groups.

* From the Device Grouping page in the New Device wizard or for existing devices, the device properties,
select Edit Groups from a group type list. See Device Groups Page , on page 117.

Related Topics
* Understanding Device Grouping , on page 130

» Working with Device Groups , on page 129
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Table 27: Edit Device Groups Dialog Box

Element

Description

Groups

Displays the device groups and group types.

To rename a group or type, select it and then click it again to make the text
editable. Type in the new name and press Enter.

Add Type button

Click this button to create a new group type. The type is added with a default
name. Overtype the name and press Enter.

You can have a maximum of 10 group types.

Add Group to Type button

Click this button to add a device group to the selected device group or group
type.

Delete button (trash can)

Click this button to delete the selected device group or group type and all device
groups that it contains. Deleting a device group or group type does not delete
any devices it contains.

Creating Device Group Types

This procedure describes the most direct method to create device group types. For information on other
methods of adding group types, see Understanding Device Grouping , on page 130.

Device group types are the top-level categories in your device group hierarchy. If you want add a device
group, see Creating Device Group Types , on page 132.

Related Topics

* Understanding Device Grouping , on page 130

* Deleting Device Groups or Group Types , on page 133

* Adding Devices to or Removing Them From Device Groups , on page 133

Step 1 Select File > Edit Device Groups.

The Edit Device Groups page opens (see Edit Device Groups Dialog Box , on page 131).

Step 2 Click Add Type. A new device group type entry is added to the selector.
Step 3 Enter a name for the group type and press Enter.
Step 4 Click OK to close the Edit Device Groups page.

Creating Device Groups

This procedure describes the most direct method to create device groups. For information on other methods
of adding groups, see Understanding Device Grouping , on page 130.
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Step 1

Step 2

Deleting Device Groups or Group Types .

Device groups are the lower-level categories in your device group hierarchy, and are added either within a
device group type (top-level) or within another device group. If you would rather add a device type group,
see Creating Device Group Types , on page 132.

Related Topics
* Understanding Device Grouping , on page 130
* Adding Devices to or Removing Them From Device Groups , on page 133

* Deleting Device Groups or Group Types , on page 133

Select a device group or group type in the Device selector and select File > New Device Group, or right-click and select
New Device Group.

The Add Group dialog box appears.

Enter a name for the device group and click OK. The new device group is added to the Device selector.

Deleting Device Groups or Group Types

Step 1

Step 2

If you no longer need a device group or group type, you can delete it. The only group type that you cannot
delete is the All group.

When you delete a group or group type, you delete any groups that are in it. However, you are not deleting
any devices. The devices that are in the group remain in the inventory and can be found in other groups to
which they belong (you can find all devices in the All group).

There are many ways to delete device groups and group types. This procedure explains the most direct way.
For information on other methods of deleting them, see Understanding Device Grouping , on page 130.

In Device view, select File > Edit Device Groups. The Edit Device Groups page opens (see Edit Device Groups Dialog
Box , on page 131).
Select the group type or group you want to delete and click the Delete button. You are asked to confirm the deletion.

Adding Devices to or Removing Them From Device Groups

Step 1

You must create a device group before you add devices to it. To create groups, see Creating Device Groups
, on page 132.

Related Topics
* Understanding Device Grouping , on page 130

» Filtering Items in Selectors , on page 47

Select the device group in the Device selector, right-click and select Add Devices to Group. The Add Devices to Group
dialog box appears.
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Step 2

Step 3

To add devices to the group, select the devices in the Available Devices selector and click >> to move them to the Selected
Devices list.

To remove devices, select them in the Selected Devices list and click <<.

Click OK. The device group membership is adjusted to include the devices that were in the Selected Devices list.

Working with Device Status View

You can use the Device Status View to quickly see the status of the devices in the Security Manager inventory.
The Device Status View window aggregates information from several applications and tools within Cisco

Security Manager. You can use the Device Status View to quickly see the status of all your devices or specific
groups of devices and can easily navigate to the areas in Security Manager you need to act on that information.

A

Caution

In some cases, for a particular device, Health and Performance Monitor displays a "critical" device status
while Configuration Manager displays a "normal" device status. Restarting the services or the server does not
resolve this discrepancy. For this reason, you should monitor device status in HPM in addition to Configuration
Manager.

Navigation Path

* Select View > Device Status View. The Device Status View window opens showing information for all
devices.

* Select a device group in the Device selector. The Device Status View window opens showing information
for the devices that are part of that device group or a subgroup.

Figure 7: Device Status View
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Field Reference

Table 28: Device Status View

Element Description

Device Status Summary Boxes

The Device Status Summary boxes provide a high-level view of the overall status of the devices in the
Device Status View. The counts shown in the summary boxes reflect the status for the devices in the currently
selected device group. If you select View > Device Status View or select the All devices group, then the
summary boxes reflect the counts for all devices.

Note Filtering the device list in the Device Status View window will not affect the counts in the Device
Status Summary boxes.

Health and Performance Shows the device counts for the Critical (red), Warning (yellow), and
Monitor summary box Normal (green) alert statuses.

Deployment Manager summary | Shows the device counts for the Fail (red), Pending (yellow), and Pass
box green) deployment statuses.

Device State summary box Shows the device counts for the Critical (red), Warning (yellow), and
Normal (green) device states.

Device Status View Toolbar

The Device Status View toolbar provides the following buttons:

Note These options are all also available from the right-click menu for a device.
E* Allows you to export the device status information to a PDF file.
- Allows you to print the device status information.
L=
= Shows alert status information for the selected device in the Health &
it Performance Monitor application.
For more information, see Health and Performance Monitoring, on page
2781.
@ Shows monitoring information for the selected device in the Health &
Performance Monitor application.
For more information, see Health and Performance Monitoring, on page
2781.
= Opens the Deployment Manager.
-
For more information, see Managing Deployment, on page 379.
i, Opens the Image Manager application for the selected device.
- For more information, see Using Image Manager, on page 2883.
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Element

Description

EE)

Opens the device manager for the selected device.

For more information, see Starting Device Managers , on page 2843.

Launches the Cisco Prime Security Manager (PRSM) application for the

= selected device. See Launching Cisco Prime Security Manager or
FireSIGHT Management Center , on page 2850 for more information.
5 Opens the Device Properties dialog box for the selected device. For more

information, see Viewing or Changing Device Properties , on page 107.

Allows you to navigate to the selected device from the Device Status View
window. For more information, see Understanding the Device View , on
page 69.

Opens online help for the current page.

For more information, see Accessing Online Help , on page 54.

0

Undocks the Device Status View window, which enables you to use other
product features while keeping the window open.

b 4

Docks the Device Status View window.

Note If the selection has changed in the Device Selector, the Work
area will reflect the current selection when the Device Status
View window is docked.

Table Filter

You can filter the list of devices displayed in the Device Status View table to help you find items meeting
specific criteria. For more information, see Filtering Tables , on page 50.

Device Status Table

Display Name The display name for the device. This is the name used for display in the
Security Manager Device selector and is not necessarily the same as the
host name for the device.

Managed Whether Security Manager manages the device.

Monitored Whether the device is monitored by the Health and Performance Monitor.

Alerts Indicates current alert level for the device; can be Normal (green), Warning

(yellow), or Critical (red). You can hover over the alert indicator to view
more details.
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Element

Description

Connection

Indicates HPM’s ability to connect to/poll the device: Connected,
Authentication Error, Certificate Mismatch Error, Connection error, Timeout
during Read operation, or Service unavailable. You can hover over the alert
indicator to view more details.

Note If the device is not selected as a Normal or Priority Monitored
Device in HPM (Tools > Device Selector), this status will not
apply. Changes to Monitored Device selection may take several
minutes to become effective and be reflected on screen.

State

Indicates the current state of the device. You can hover over the alert
indicator to view more details.

For ASA devices that are being monitored by the Health and Performance
Monitor, the State column will also alert when possible out of band changes
have been detected. Any out of band changes that occurred prior to
monitoring the device in Health and Performance Monitor will not be
reflected in the State column. For more information about out of band
changes, see Understanding How Out-of-Band Changes are Handled , on
page 390 and Detecting and Analyzing Out of Band Changes , on page 424.

Deployment

Indicates the deployment method and the current deployment status for the
device. Deployment status can be Fail (red), Pending (yellow), and Pass
(green). You can hover over the alert indicator to view more details.

Additional Information

Shows additional information for the device, such as whether the device
is in cluster mode. You can hover over the alert indicator to view more
details.

IP Address

The management IP address of the device, for example 192.168.3.8.

Hostname.Domain

The DNS hostname and domain name for the device.

Target OS Version

The OS version on which you the device’s configuration is based.

Running OS Version

The version of the operating system running on the device.

Device Type

The type of device.

Related Topics

* Health and Performance Monitoring, on page 2781

* Using Image Manager, on page 2883

* Managing Deployment, on page 379

User Guide for Cisco Security Manager 4.25 .



The Basics of Using Security Manager |
. Working with Device Status View

. User Guide for Cisco Security Manager 4.25



CHAPTER 4

Managing Activities

Whether you are using Workflow or non-Workflow mode, all policy configuration is done within an activity,
which is also called a configuration session in non-Workflow mode. In Workflow mode, you must explicitly
create and manage activities, whereas in non-Workflow mode much of the activity creation and management
is done automatically for you. However, in non-Workflow mode, you are in fact working within an activity
whenever you modify policies, and so you should understand the basic activity concepts.

In non-Workflow mode with Ticket Management enabled, an activity is created automatically and transparently
whenever you open a ticket. You must actively open and manage tickets in this mode.

The following topics provide information about activities:

* Understanding Activities , on page 139
» Working with Activities/Tickets , on page 146

Understanding Activities

An activity is a temporary context within which you define policies and assign them to devices. You do not
need to create an activity to import, create, or delete devices (unless you perform policy discovery as part of
the action), or to perform various system management tasks.

The requirements for creating or opening activities differ depending on your Workflow mode:

* Non-Workflow mode with Ticket Management—An activity is created automatically and transparently
whenever you open a ticket. If you do not explicitly open a ticket, you are prompted to create a new
ticket or open an existing one whenever you perform an action that requires an activity. You must actively
open and manage tickets in this mode.

» Non-Workflow mode without Ticket Management—An activity is created automatically and transparently
for you whenever you define, modify, or assign policies to devices. The same activity is used until you
submit your changes to the database, and is automatically closed and reopened as needed. You cannot
actively open or manage activities in non-Workflow mode. These types of activities are also called
configuration sessions.

» Workflow mode—If you do not explicitly open an activity, you are prompted to create a new activity or
open an existing one whenever you perform an action that requires an activity. You must actively open
and manage activities in Workflow mode.
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Note Workflow mode works in the same manner whether Ticket Management is enabled or not. Enabling Ticket
Management in Workflow mode simply enables the Ticket field for use with Activities. Entering a ticket ID
is not required, but if one is used, the Ticket field can be configured to link to an external change management
system. For more information, see Ticket Management.

When you create an activity, or one is created for you, you open a virtual copy of the Security Manager policy
database. You define and assign policies within this copy. Changes that you made within this copy are only
available within the copy. Other users in different activities cannot see these changes. After the activity is
submitted and, in Workflow mode, approved, the changes within this copy are committed to the database so
that all other users can view the changes. Then, you can create a deployment job to generate the relevant CLI
commands and deploy them to the devices.

How you submit your activity changes differs depending on Workflow mode:

* Non-Workflow mode with Ticket Management (default)—Select Tickets > Submit Ticket to submit
your changes to the policy database.

* Non-Workflow mode without Ticket Management—Select File > Submit to submit your changes to the
policy database.

» Workflow mode—Select Activities > Submit Activity if you are working with an activity approver, or
Activities > Approve Activity if you do not have a separate activity approver.
The following topics describe why activities are important and how they operate in Workflow mode:
* Benefits of Activities , on page 140
* Activity Approval , on page 141
* Activities and Locking , on page 141
* Activities and Multiple Users , on page 142

* Understanding Activity/Ticket States , on page 142

Benefits of Activities

You use activities to control changes made to policies and policy assignments. Although how activities are
implemented depends on the workflow settings you choose, all activities provide the following benefits:

* Audit trail—Activities track changes that are made in Security Manager. You can use this information
to determine what changes were made and who made the changes as described in Viewing Activity/Ticket
Status and History , on page 163. For both Workflow and non-Workflow mode, there is also an audit
report that provides visibility into activities and other actions, as described in Working with Audit Reports,
on page 493.

» Safety mechanism—Activities provide a means for experimenting with changes. Because you are making
the changes to a private database view, if you do not want to implement the changes, you can easily
discard the activity or configuration session. For more information, see Discarding an Activity/Ticket
on page 161.
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* Task isolation—The policies that are modified within an activity (or configuration session) are locked
from being modified within other activities. This prevents conflicting changes that could make a policy
unstable. For more information, see Activities and Locking , on page 141.

In addition, the changes you make within an activity are visible only within the activity. Other users see only
the last approved committed configurations, unless they view your activity before you close it (in Workflow
mode).

Activity Approval

When you enable Workflow mode, you can choose to operate with or without an activity approver.

If your organization requires a different person with higher permissions to approve activities, you can enable
workflow with an approver. When using Workflow mode with an approver, the activity must be approved by
a person with the appropriate permissions so the policies can be committed to the database. This approval
process at the policy definition level helps to ensure that no inappropriate configurations reach the network
devices.

If you choose to operate without an approver, the person defining the policies has the permissions to approve
them.

For information about enabling or disabling activity approval and changing the default activity approver, see
Workflow Page , on page 585.

Activities and Locking

To prevent multiple users from making conflicting changes, Security Manager obtains activity-level locks
when a user performs certain actions within an activity or configuration session in Workflow or non-Workflow
mode. This prevents two or more people from making changes to the same feature policy, policy assignment,
or object at the same time.

Security Manager also uses locking to ensure that operations related to the committed configuration always
run exclusive of one another. These operations can be divided into two categories:

Operations that change the committed configuration:
* Activity approval, which includes configuration session submission in non-Workflow mode.
* Device deletion.
+ Editing device properties.
Operations that read the committed configuration:
* Configuration preview.
* Deployment (in non-Workflow mode).
* Creation of deployment job (in Workflow mode).
* Activity or configuration session validation.
If you are performing an operation that changes the committed configuration, no one can perform any of the

operations in either list until this operation is complete. An error message is displayed to the user who tries,
indicating the action and activity (or user, in non-Workflow mode) that has the lock. For example, if you are
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approving an activity (which occurs automatically when an activity is submitted in non-Workflow mode), no
one else can delete a device or validate a different activity until the approval is complete. This type of locking
is particularly important in multi-user settings as it prevents multiple users from simultaneously making
changes to the committed configuration.

If you are performing an operation that reads the committed configuration, no one can perform an operation
that changes the committed configuration. For example, if you are validating an activity, another user cannot
approve an activity. However, other users can perform another operation that reads the configuration. For
example, if you are validating an activity, another user can create a deployment job. Similarly, if you are
previewing the configuration before deployment, another user is permitted to do the same. This is because
these two operations are limited to reading the committed configuration; they do not make any changes to it.

Je

Tip  Activity locking is broader in scope than policy locking, which is described in Understanding Policy Locking
, on page 172. Policy locking prevents two users from changing the same policy on the same device
simultaneously.

Related Topics
» Approving or Rejecting an Activity (Workflow Mode) , on page 160
* Deleting Devices from the Security Manager Inventory , on page 128
* Viewing or Changing Device Properties , on page 107
» Working with Deployment and the Configuration Archive , on page 403

* Validating an Activity/Ticket , on page 158

Activities and Multiple Users

Only one user can define or change policies within an individual activity at one time. However, when Workflow
mode is enabled or when Ticket Management is enabled in non-Workflow mode, multiple users can work in
the activity in sequence. That is, if an activity or ticket is closed (but not yet approved or submitted for
approval), another user can open it and make changes to it if they have the necessary privileges. Multiple
users can work in parallel in different activities.

Understanding Activity/Ticket States

Activities in Workflow mode and tickets in non-Workflow mode (when Ticket Management is enabled) can
have the states described in the following table. The main states are shown in bold.

Table 29: Activity/Ticket States

State Description

Edit The activity/ticket was created, but the activity is not currently being edited. The
activity/ticket can be opened or discarded while it is in the Edit state.
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State

Description

Edit Open

The activity/ticket is open for editing. Changes, such as defining and assigning policies,
can be made in the activity/ticket. The policies, policy assignments (devices being
assigned policies), and objects being configured or modified in the activity/ticket are
locked. That is, they cannot be configured or modified within the context of another
activity/ticket. An activity can be closed, discarded, submitted, or approved while it
is in the Edit Open state. A ticket can be closed, discarded, or submitted while it is in
the Edit Open state.

The configuration changes can be seen only in the context of the activity/ticket.

Submitted
Submitted Open

The activity was submitted for review and approval or the ticket was submitted. (In
Workflow mode, this state is available only if you have activity approval required. For
more information, see Workflow Page , on page 585.) No further changes can be made
within the activity/ticket. The policies, devices (through policy assignment), or objects
affected by the policy changes remain locked to other activities/tickets.

When an activity is submitted, an e-mail is sent to the approver. The approver can
open the activity (in read-only mode, moving to the Submitted Open state) to review
the changes within the activity, then approve or reject it. An approved activity moves
to the approved state. A rejected activity returns to the Edit state.

Approved
(Workflow mode
only)

The activity was approved, and the corresponding configuration elements are now
committed policy configurations. The devices affected by the policy changes are no
longer locked to other activities. The activity can be deployed while it is in the Approved
state.

Approve
Failed(Workflow
mode only)

The activity is placed in the Approve Failed state if errors occur during approval (for
example, due to a power failure). If this happens, try to approve the activity again or
reboot the server.

Discarded

Changes made to the activity/ticket since it was created were discarded and further
changes to the activity/ticket are not allowed. Devices associated with the activity/ticket
are unlocked and can now be used in a new activity/ticket. The activity/ticket remains
in the table showing a Discarded state until it is purged from the system.

Figure 8: Ticket Workflow, on page 144 shows the stages in the ticket workflow. Figure 9: Activity Workflow
without an Approver, on page 145 shows the stages in the activity workflow without an approver. Figure 10:
Activity Workflow with an Approver, on page 146 shows the stages in the activity workflow with an approver.
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Figure 8: Ticket Workflow
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Figure 9: Activity Workflow without an Approver
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Figure 10: Activity Workflow with an Approver
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Working with Activities/Tickets

The following topics provide information to help you use activities and configuration sessions:
* Accessing Activity Functions in Workflow Mode , on page 147
* Accessing Ticket Functions in Non-Workflow Mode , on page 148
* Creating an Activity/Ticket , on page 153

* Opening an Activity/Ticket , on page 154
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* Closing an Activity/Ticket , on page 155

* Viewing Change Reports , on page 156

* Validating an Activity/Ticket , on page 158

* Submitting an Activity for Approval (Workflow Mode with Activity Approver) , on page 159
» Approving or Rejecting an Activity (Workflow Mode) , on page 160

* Discarding an Activity/Ticket , on page 161

* Viewing Activity/Ticket Status and History , on page 163

Accessing Activity Functions in Workflow Mode

In Workflow mode, you can access activity management functions in the following ways:

« Select Manage > Activities. The Activity Manager window contains a list of existing activities and their
states. From this window, you can create new activities, and open, close, submit, approve, reject, or
discard existing activities. For more information, see Activity/Ticket Manager Window , on page 149.

* Click a button in the Activities portion of the main toolbar or select the equivalent command in the
Activities menu. Whether a button or command is active depends on your user permissions, the state of
the activity, and whether you are using workflow with or without an approver. The following table
explains the buttons and commands and the conditions under which you can them.

)

Note If an activity is open, the activity name is displayed above the Global Search field in the upper right corner
of the Configuration Manager interface. You can click the activity name to open the Activity Manager window.

Table 30: Activities Tool Bar Buttons and Commands When Workflow Mode Is Enabled

Button | Activities Menu Description
Command
G}' New Activity Creates an activity.
I@ Open Activity Opens an activity. You can open an activity when it is in the Edit or the

Submitted state.

To open a submitted activity, you must have user privileges to approve or
reject changes made in that activity. For more information, see the Installation
Guide for Cisco Security Manager .

l?:t? Close Activity Saves all changes made while the activity was open and closes it.
You can close an activity when it is in the Edit Open or the Submit Open
state.

El View Changes Evaluates all changes made in the activity and produces an Activity Change
Report in PDF format in a separate window. For more information, see

Viewing Change Reports , on page 156.
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Button | Activities Menu Description
Command
E&g Validate Activity Validates the integrity of changed policies within the current activity. By

validating an activity, you can check for configuration errors that you might
have introduced by your policy changes.

Submit Activity In Workflow mode with an activity approver, submits the activity for approval.
You can submit an activity when it is in the Edit or the Edit Open state.

=

Q’ Approve Activity Approves the changes proposed in an activity.

You can approve an activity when it is in the Submitted state when using an
activity approver, or the Edit or Edit Open state when not using an approver.
You must have user privileges to accept the changes proposed in an activity.
For more information, see the Installation Guide for Cisco Security Manager.

& Reject Activity In Workflow mode with an activity approver, rejects the changes proposed
in an activity.

You can reject an activity when it is in the Submitted or Submitted Open
state. You must have user privileges to deny changes proposed in an activity.
For more information, see the Installation Guide for Cisco Security Manager

Eﬁl Discard Activity Discards the selected activity. The activity is discarded and later purged from

the system after it exceeds the age for keeping activities as set under Tools
> Security Manager Administration > Workflow. The activity state is shown
as discarded until the activity is actually purged from the system.

Accessing Ticket Functions in Non-Workflow Mode

In non-Workflow mode with Ticket Management enabled, you can access ticket management functions in
the following ways:

« Select Manage > Tickets. The Ticket Manager window contains a list of existing tickets and their states.
From this window, you can create new tickets, and open, close, submit, or discard existing tickets. For
more information, see Activity/Ticket Manager Window , on page 149.

* Click a button in the Tickets portion of the main toolbar or select the equivalent command in the Tickets
menu. Whether a button or command is active depends on your user permissions and the state of the
ticket. The following table explains the buttons and commands and the conditions under which you can
them.

)

Note If a ticket is open, the ticket ID is displayed above the Global Search field in the upper right corner of the
Configuration Manager interface. You can click the ticket ID to open the Ticket Manager window.
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Table 31: Tickets Tool Bar Buttons and Commands When Ticket Management Is Enabled in Non-Workflow Mode

Button | Activities Menu
Command

Description

['3}' New Ticket

Creates a ticket.

Y

I@ Open Ticket Opens a ticket. You can open a ticket when it is in the Edit state.

é Close Ticket Saves all changes made while the ticket was open and closes it.
You can close a ticket when it is in the Edit Open state.

E!‘ View Changes Evaluates all changes made in the ticket and produces a Ticket Change
Report in PDF format in a separate window. For more information, see
Viewing Change Reports , on page 156.

E‘E Validate Ticket Validates the integrity of changed policies within the current ticket. By
validating a ticket, you can check for configuration errors that you might
have introduced by your policy changes.

Submit Ticket Submits the ticket. Submitting the ticket saves the proposed changes to the

database. Devices associated with the ticket are unlocked, meaning they
can be included in policy definitions and changes in other tickets. You can
submit a ticket when it is in the Edit or the Edit Open state.

E'EI Discard Ticket

Discards the selected ticket. The ticket is discarded and later purged from
the system after it exceeds the age for keeping tickets as set under Tools >
Security Manager Administration > Ticket Management. The ticket
state is shown as discarded until the ticket is actually purged from the system.
For more information, see Ticket Management Page , on page 581.

Activity/Ticket Manager Window

Activity management and ticket management are very similar processes. The primary difference between
activities and tickets is that tickets do not use an approval process. For a comparison of the various modes of
operation, see Comparing Workflow Modes , on page 22.

« Activity Manager—Use the Activity Manager window to create and manage activities and to view
activity status and history. The upper pane lists the activities that have been created. Select an activity
to view its details and history in the lower pane.

» Ticket Manager—Use the Ticket Manager window to create and manage tickets and to view ticket
status and history. The upper pane lists the tickets that have been created. Select a ticket to view its details
and history in the lower pane.
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Note The Activity Manager window is available only if you are operating in Workflow mode. The Ticket Manager
window is available only if you are operating in non-Workflow mode with Ticket Management enabled. In
non-Workflow mode without Ticket Management enabled, Security Manager automatically and transparently
manages activities. For information on selecting a mode, see Changing Workflow Modes , on page 28.

Navigation Path

* In non-Workflow mode with Ticket Management enabled, click the Ticket Manager button on the Main
toolbar, or select Manage > Tickets.

* In Workflow mode, click the Activity Manager button on the Main toolbar, or select Manage > Activities.

Field Reference

Table 32: Activity/Ticket Manager Window

Element Description

* Activities with unapproved changes (Edit, Edit Open, or Submitted state) or tickets with
unsubmitted changes (Edit or Edit Open state) are flagged for easy identification.

Activity The name of the activity or ID of the ticket. If Ticket Management is enabled in Workflow

Ticket mode, both columns are displayed.

If Ticket Management is enabled, you can click the ticket ID to view details of the ticket.
If linkage to an external ticket management system has been configured, you can also
navigate to that system from the ticket details (see Ticket Management Page , on page
581).

Last Modified The date and time of the most recent change to the activity/ticket.

State The state of the activity/ticket. For a list of states, see Understanding Activity/Ticket
States , on page 142.

User The username of the person who last changed the state of the activity/ticket.

Last Action The most recent action performed on the activity/ticket.

Create button Click this button to create a new activity or ticket so that you can create or change policies
or assign policies to devices. For more information, see Creating an Activity/Ticket ,
on page 153.

Open button Click this button to open the selected activity/ticket so that changes, such as defining

and assigning policies, are captured within the activity/ticket. You can open an activity
when it is in the Edit or the Submitted state. Submitted activities are opened read-only.
You can open a ticket when it is in the Edit state. For more information, see Opening
an Activity/Ticket , on page 154.

Close button Click this button to close the selected activity/ticket if you or others want to continue
configuring policies at a later time. For more information, see Closing an Activity/Ticket
, on page 155.
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Element

Description

Validate button

Click this button to validate changes that you have made to the selected activity/ticket
from the time you created it to the current time. Validating an activity/ticket checks policy
integrity and deployability, and displays detailed error information if errors are detected.
For more information, see Validating an Activity/Ticket , on page 158.

Submit button

In Workflow mode with an activity approver, click this button to submit the selected
activity. Submitting the activity sends notification that the activity is ready for review to
the specified approver. You can submit an activity when it is in the Edit or the Edit Open
state.

In non-Workflow mode with Ticket Management enabled, click this button to submit
the selected ticket. Submitting the ticket saves the proposed changes to the database.
Devices associated with the ticket are unlocked, meaning they can be included in policy
definitions and changes in other tickets. You can submit a ticket when it is in the Edit or
the Edit Open state.

You are prompted for a comment. For more information, see Submitting an Activity for
Approval (Workflow Mode with Activity Approver) , on page 159.

Approve button

(Activity Manager
only)

Click this button to approve the selected activity, which saves the proposed changes to
the database. Devices associated with the activity are unlocked, meaning they can be
included in policy definitions and changes in other activities. You must have appropriate
user permissions to approve the activity.

In Workflow mode without an approver, you can approve your own activities when they
are in the Edit state. In workflow mode with an approver, you must submit your activity,
and the approver can approve an activity only when it is in the Submitted state.

You are prompted for an approval comment. For more information, see Approving or
Rejecting an Activity (Workflow Mode) , on page 160.

Reject button

(Activity Manager
only)

In Workflow mode with an activity approver, click this button to reject the changes
proposed in the selected activity or activities. You must have appropriate user permissions
to reject an activity. If the activity is rejected, the submitter can continue to make changes
to the activity. Devices associated with the activity are not unlocked, meaning that they
cannot be included in policy definitions or changes in another activity. You can reject
an activity only when it is in the Submitted or the Submitted Open state.

You are prompted for a rejection comment. For more information, see Approving or
Rejecting an Activity (Workflow Mode) , on page 160.

User Guide for Cisco Security Manager 4.25 .



. Activity/Ticket Manager Window

The Basics of Using Security Manager |

Element

Description

Discard button

Click this button to discard the selected activity/ticket. Devices associated with the
activity/ticket are unlocked, meaning they can be used by other activities/tickets. Multiple
activities/tickets can be discarded at the same time.

You are prompted for a comment. For more information, see Discarding an
Activity/Ticket , on page 161.

Discarded activities are removed from the system according to the settings defined in
the Security Manager settings for Workflow. The activity state is shown as discarded
until the activity is purged from the system. For more information, see Workflow Page
, on page 585.

Discarded tickets are removed from the system according to the settings defined in the
Security Manager settings for Ticket Management. The ticket state is shown as discarded
until the ticket is purged from the system. For more information, see Ticket Management
Page , on page 581.

View Changes

Click this button to generate a report in PDF format for the selected activity/ticket. If the
activity/ticket is closed, this button is grayed out. For more information, see Viewing
Change Reports , on page 156.

Refresh button

Click this button to refresh the information presented in the window.

Details tab

Displays detailed information for the selected activity/ticket. Besides the information
repeated from the table, the details include this information:

* Activity ID—The identification number assigned by Security Manager when you
created the activity.

* Ticket ID—The identification number entered when the ticket was created. You
can click the Edit Ticket button next to the ticket ID to edit the ticket ID.

* Created—The date and time the activity/ticket was created.
* Last Modified—The date and time changes were last made to the activity/ticket.
* Description—The description that was entered when the activity/ticket was created.

» Comments History—Shows a history of the comments that were entered for this
activity/ticket. The user that entered the comment is shown as well as the date and
time the comment was entered. You can add and edit comments using the buttons
below the Comments History table.

History tab

Displays a log of the changes that have been made to the selected activity/ticket. The
information includes the state changes, the user who made the change, the date and time
of the change (based on the Security Manager server time), and any comments the user
entered to document the change.
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Creating an Activity/Ticket

In Workflow mode, before you create or change policies or assign policies to devices, you must create an
activity. In non-Workflow mode, if you have Ticket Management enabled, before you create or change policies
or assign policies to devices, you must create a ticket.

Je

Tip  In non-Workflow mode with Ticket Management disabled, activities are created automatically when needed.

Related Topics

* Understanding Activities , on page 139

* Opening an Activity/Ticket , on page 154

Step 1 Do one of the following:
For activities:
» Click the Create Activity button in the activity toolbar.
* Select Activities > New Activity.

* Click Create in the Activity Manager window.

For tickets:
* Click the Create Ticket button in the tickets toolbar.
« Select Tickets > New Ticket.

* Click Create in the Ticket Manager window.

The Create Activity/Ticket dialog box appears.

Step 2 In the Create Activity/Ticket dialog box, enter a name for the activity or keep the system-generated name. The default
name contains the username, date, and time the activity/ticket was created. You can also enter a comment to describe the
activity/ticket.

Ticket Management supports linking between a Ticket ID and an external ticket management system. For more information,
see Ticket Management Page , on page 581.

Tip You can use a comma to separate multiple ticket IDs.

Step 3 Click OK.

The activity/ticket is listed in the Activity/Ticket Manager window. For more information, see Activity/Ticket Manager
Window , on page 149.

Responding to the Activity/Ticket Required Dialog Box

When in Workflow mode, you must create or open an activity before you create or modify policies. When in
non-Workflow mode, if Ticket Management is enabled, you must create or open a ticket before you create or
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modify policies. If you attempt to perform an action that requires an activity or a ticket, and you have not
created or opened one yet, you are prompted to do so with the Activity/Ticket Required dialog box.

You can choose from the following options:

+ Create a new activity/ticket—Create a completely new activity/ticket, specifying an activity name or
ticket ID and optionally a description of the purpose of the activity/ticket. The default activity/ticket
name contains the username, date, and time the activity/ticket was created.

« Open an existing activity/ticket—To open the activity/ticket you select from the Activity/Ticket list.
This option is displayed only if there are activities/tickets available in the Edit state.

Related Topics
* Creating an Activity/Ticket , on page 153

* Understanding Activity/Ticket States , on page 142

Opening an Activity/Ticket

In Workflow mode, you can open an existing activity if no one else has it opened. You might open an existing
activity in the Edit state to make further policy changes, or you might open an existing activity in the Submitted
state to review proposed policy changes before approving or rejecting it (if you have the appropriate permissions
and you are working in Workflow mode with an approver).

You can make changes to activities in the Edit state, but you can only view activities in the Submitted state.

In non-Workflow mode, if you have Ticket Management enabled, you can open an existing ticket to make
further policy changes if no one else has it opened.

To open an activity/ticket, do one of the following:
* For activities:

* Click the Open button in the activity toolbar or select Activities > Open Activity. The Openable
Activities dialog box lists all activities that can be opened, including the name of the activity, its
state, and the username of the person who created the activity. Select the activity you want to open
and click OK.

* Select Manage > Activities. From the Activity Manager window, select the activity you want to
open and click Open.
* For tickets:

* Click the Open button in the tickets toolbar or select Tickets > Open Ticket. The Openable Tickets
dialog box lists all tickets that can be opened, including the ticket ID, its state, and the username of
the person who created the ticket. Select the ticket you want to open and click OK.

* Select Manage > Tickets. From the Ticket Manager window, select the ticket you want to open
and click Open.
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Tip  In non-Workflow mode with Ticket Management disabled, your previous configuration session is opened
whenever needed until you submit it. A new activity is then created the next time you perform an action that

requires an activity.

\}

Note In Workflow mode and in non-Workflow mode with Ticket Management enabled, you are prompted to open
or create an activity/ticket when you launch Security Manager.

Related Topics
* Understanding Activities , on page 139

Closing an Activity/Ticket

You can close an activity without approving it (or submitting it for approval) or close a ticket without submitting
it if you or others want to continue configuring policies at a later time.

A person with administrator privileges can close an activity/ticket opened by another user.
To close an open activity/ticket, do one of the following:
* For activities:
* Click the Close button in the activity toolbar.
* Select Activities > Close Activity.

* Select Manage > Activities. From the Activity Manager window, click Close.

* For tickets:

* Click the Close button in the tickets toolbar.
« Select Tickets > Close Ticket.

* Select Manage > Tickets. From the Ticket Manager window, click Close.

Tip  In non-Workflow mode with Ticket Management disabled, your configuration session is closed whenever
you log out. The same session is reopened the next time you log in.

Related Topics
» Understanding Activities , on page 139
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Viewing Change Reports

There are many places in the interface where you can open change reports. Typically, the button or command
to generate the report is View Changes. These change reports provide detailed information about the policy
and policy object changes, and the devices that were acted on, that have been made in an activity/ticket,
whether you are operating in Workflow or non-Workflow mode.

The change report is in Adobe Acrobat (PDF) format. You can use all of the Acrobat features, including the
bookmarks tab, to view the report.

If you discover a device or rediscover policies on a device, then subsequent policy changes in the same
activity/ticket performed on that device are not listed in the activity change report. This is also true on a device
that you clone from another device.

Following are some of the ways you can view change reports:
* Non-Workflow mode with Ticket Management:

* Select Tickets > View Changes, or click the View Changes button in the toolbar, to view the
changes made during the currently open ticket.

* Highlight a ticket in the Ticket Manager window and click View Changes to view the changes
made in that ticket
* Non-Workflow mode without Ticket Management:

* Select File > View Changes to view the changes made during the current configuration session.

* Select Manage > Change Reports to view the changes made during previous sessions (which are
closed when you submit or discard your changes). Select a configuration session from the Change
Report window and click View Changes. (See Selecting a Change Report in Non-Workflow Mode
with Ticket Management Disabled , on page 157.)

» Workflow mode:

* Select Activities > View Changes, or click the View Changes button in the toolbar, to view the
changes made during the currently open activity.

* Highlight an activity in the Activity Manager window and click View Changes to view the changes
made in that activity.

* In all modes, you can view changes from various dialog boxes when creating deployment jobs.

\}

Note You must disable any popup-blocker applications you have running to ensure the activity report will open.

The following illustration shows a sample activity report.
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Figure 11: Activity Change Report
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The change report includes these elements:

* Activity name/Ticket ID—The name of the activity (or the user and session start date and time if it is
unnamed) or the Ticket ID.

* Created by—The username of the person who created the activity/ticket, with the date and time.
* Current state—The current state of the activity.
* Report created on—The date and time the report was created.

* Devices section—A summary of the devices that were acted on in the activity/ticket (that is, they were
added, modified, or deleted). Changes to local policies are displayed here.

Changes in this section and the other sections of the report are color-coded to help you identify changes:
» Green—Indicates a newly inserted item.
* Red—Indicates a deleted item or the old value of a changed item.

* Blue—Indicates the new value of a changed item.

* Shared Policies section—Changes to all shared policies are displayed here.
* Policy Bundles—Changes to all policy bundles are displayed here.
* Policy Objects—Changes to all policy objects are displayed here.

* VPN—Changes to VPN topologies and policies are displayed here, including newly discovered VPNs
and deleted VPN topologies.

Selecting a Change Report in Non-Workflow Mode with Ticket Management Disabled

In non-Workflow mode with Ticket Management disabled, you can view change reports for closed configuration
sessions by selecting Manage > Change Reports and then selecting the session in the Change Report dialog
box.

In non-Workflow mode with Ticket Management disabled, a configuration session is considered complete
when you either submit or discard your changes. The Change Report dialog box lists all closed sessions,
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showing the date and time the session was closed, the action that closed it (submitted or discarded), and the
user name associated with the session. These sessions are equivalent to activities in Workflow mode. Select
a session and click View Changes to view the report. For information on reading the report, see Viewing
Change Reports , on page 156.

Je

Tip To view the report for the current configuration session, close this dialog box and select File > View Changes.

Validating an Activity/Ticket

In Workflow mode, Security Manager validates activities when you submit them for approval, or you can
validate an activity at any time while you are creating and changing policies in an activity. After an activity
is submitted, the validation report remains static.

In non-Workflow mode, Security Manager validates policies when you submit them to the database, when
you try to deploy them, or when you validate them. The validation process reports on policy changes that
were made up until the changes are submitted or deployed.

The validation process checks the following areas. If there are errors, you can display a detailed summary of
the validation results.

* Policy integrity—There are no unresolvable references (for example, missing objects, unresolved interface
roles, overrides of mandatory settings, and so on).

* Policy deployability—The platform, operating system, and configured features are supported by the
target devices so that policies can be correctly translated into CLI commands.

If a policy contains options that require specific device types or operation system versions, you will see
validation warnings for non-supported devices, but Security Manager will not generate the associated commands
for unsupported devices. This allows you to create policies that apply to a wide range of devices without
having to create policies that are too device-specific.

* FlexConfig integrity—There are no corrupted FlexConfig objects. If corrupted objects are found, a
warning with a list of the corrupted FlexConfig objects results.

* FlexConfig syntax—If syntax errors are found, a warning with a list of affected FlexConfigs and their
syntax errors results.

* FlexConfig object references—All object references are resolvable. If FlexConfig objects reference
non-existent objects, a warning with a list of the missing objects results.

Related Topics
* Submitting an Activity for Approval (Workflow Mode with Activity Approver) , on page 159

* Deploying Configurations in Non-Workflow Mode , on page 406

Step 1 Do one of the following:
* In Workflow mode:

* Open an activity, and then click the Validate button on the activity toolbar or select Activities > Validate
Activity.

. User Guide for Cisco Security Manager 4.25



| The Basics of Using Security Manager

Step 2

Submitting an Activity for Approval (Workflow Mode with Activity Approver) .

* Select Manage > Activities. From the Activity Manager window, select an activity, and then click Validate.

* In non-Workflow mode with Ticket Management enabled:

* Open a ticket, and then click the Validate Saved Changes button on the tickets toolbar or select Tickets >
Validate Ticket.

* Select Manage > Tickets. From the Ticket Manager window, select a ticket, and then click Validate.

* In non-Workflow mode with Ticket Management disabled, select File > Validate, or try to preview or deploy
policies.

Security Manager performs the validation and opens an informational message dialog box that summarizes the validation
results. If there are no errors, validation passes. If there are errors or warnings, click Details to open the Validation dialog
box, where you can view detailed information about the errors.

Evaluate the errors to determine how to fix them.
The Validation dialog box organizes the errors and warnings in two ways, which are displayed on separate tabs:
* Errors tab—The Errors tab organizes validation problems based on the type of error. Each error indicates the number
of devices that are affected and the severity of the error.
Select an error in the upper pane, and a list of devices (with the type of device) that have the error appears in the lower
left pane. The lower right pane describes the error, its cause, and what you might do to fix it.

* Devices tab—The Devices tab organizes validation problems based on the device. Each device indicates the number
and types of errors and warnings for the device, and the device type. The device status indicates the worst problem
in the device configuration (error or warning).

Select a device in the upper pane, and a list of the errors for that device appears in the lower left pane. Select an error and
the lower right pane describes the error, its cause, and what you might do to fix it.

You must correct errors before submitting the activity. Security Manager does not allow an activity to be submitted with
validation errors.

Note A validation warning (as opposed to an error) will not prevent activity approval or deployment.

Submitting an Activity for Approval (Workflow Mode with Activity Approver)

In Workflow mode with an activity approver, you must submit activities for approval. When you submit the
activity, the integrity and deployability of the activity is validated. For details about the validation process
and report, see Validating an Activity/Ticket , on page 158.

The activity is also closed so that it can be opened by the user who has the permissions to approve it. When
the activity is approved, its configurations are committed to the Security Manager database, and they can be
deployed to the devices.

When you submit an activity, Security Manager sends an e-mail to the relevant approvers to notify them that
an activity requires approval.

If you are working in Workflow mode without an activity approver, you do not need to submit activities (in
fact, you cannot submit them). You can approve the activity yourself. For more information about changing
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Step 1

Step 2

Step 3

activity approval settings, and configuring the e-mail addresses for notifications, see Workflow Page , on
page 585.

Related Topics
* Understanding Activities , on page 139
* Opening an Activity/Ticket , on page 154
* Understanding Activity/Ticket States , on page 142

* Configuring an SMTP Server and Default Addresses for E-Mail Notifications , on page 27

Do one of the following:

* Open an activity and click the Submit Activity button on the activity toolbar or select Activities > Submit Activity.

* Select Manage > Activities. From the Activity Manager window, select an activity, then click Submit.

The Submit Activity dialog box opens.

In the Submit Activity dialog box, fill in the following fields:
» Approver—Enter the e-mail address of the person who should approve the activity if the default address is not the
right one. This person receives notification of your submission.
The default e-mail address is set in Tools > Security Manager Administration > Workflow.

» Comment—Enter comments that will help the approver evaluate the activity.

 Submitter—Enter the e-mail address of the person submitting the approval request if the default address is not the
right one. The field initially contains the e-mail address associated with the username you used to log into Security
Manager. Notifications of activity state changes are sent to this address.

If desired, you can click the View Changes button to view a report in PDF format of the changes made in the activity.
For more information, see Viewing Change Reports , on page 156.

Click OK. The activity status changes to Submitted in the Activity Manager window and notifications are sent.

Note Security Manager warns you if the e-mail cannot be sent and you must contact the approver directly.

Approving or Rejecting an Activity (Workflow Mode)

Before the changes in an activity are committed to the database, you must approve the activity. If you have
activity approval permissions, you can open an activity, review the policies and policy assignments, and then
either approve or reject the activity.

If you are operating in Workflow mode without an approver, you can approve your own activities. When
working without an approver, you cannot reject an activity, but you can discard it if you do not want to save
your changes. In non-Workflow mode, you use the Submit and Discard commands on the file menu to submit
(and automatically approve) or discard the configuration session.

In Workflow mode with an activity approver, the activity must be submitted before you can open it and
approve it. In this mode, you can also reject the activity.
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If you approve an activity, policies and policy assignments are committed to the database and are ready to be
deployed to devices or files. Devices associated with the activity are unlocked, meaning they can be included
in policy definitions and changes in other activities.

If you reject the activity, it is returned to the Edit state and the submitter can reopen the activity to make the
necessary changes and resubmit it for approval. Devices associated with the activity are not unlocked, meaning
that they cannot be included in policy definitions or changes in another activity.

\)

Note  After an activity is approved, changes cannot be undone. You must create a new activity and manually change
policies and policy assignments to the desired state.

Related Topics
* Understanding Activities , on page 139
*» Opening an Activity/Ticket , on page 154

* Understanding Activity/Ticket States , on page 142

Step 1 Perform the appropriate step below:
* To approve an activity, do one of the following:

* Open an activity and click the Approve Activity button on the activity toolbar or select Activities > Approve
Activity from the menu.

* Select Manage > Activities. In the Activity Manager window, select an activity and click Approve.

* To reject an activity or multiple activities, do one of the following:

* Open an activity and click the Reject Activity button on the activity toolbar or select Activities > Reject
Activity from the menu.

* Select Manage > Activities. In the Activity Manager window, select an activity or multiple activities and click
Reject.

The Approve Activity, Reject Activity, or Reject Multiple Activities dialog box appears.

Step 2 In the Comment field, enter a brief explanation of why you are approving or rejecting the activity or activities. If you are
rejecting, you might want to include suggested revisions.

Step 3 Click OK (for a single activity) or Reject (for multiple activities). The activity status changes to Approved or Edit (if
rejected) in the Activity Manager window. For a description of the elements in the window, see Activity/Ticket Manager
Window , on page 149.

Discarding an Activity/Ticket

You can discard an activity/ticket (configuration session in non-Workflow mode) if it is no longer required.
When you discard an activity/ticket, you delete all the policies and policy assignments that were defined within
the activity. Those policies and policy assignments are not in the database; therefore, they cannot be deployed.
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Discarded activities are removed from the system according to the settings defined in the Security Manager
settings for Workflow and devices associated with the activity are unlocked, meaning they can be used by
other activities. For more information, see Workflow Page , on page 585.

Discarded tickets are removed from the system according to the settings defined in the Security Manager
settings for Ticket Management and devices associated with the ticket are unlocked, meaning they can be

used

by other tickets. The ticket state is shown as discarded until the ticket is purged from the system. For

more information, see Ticket Management Page , on page 581.

\)

Note

When a ticket is discarded, Image Management jobs assigned to that ticket will not be discarded automatically.
If required, you must search for pending Image Manager jobs with that ticket ID in Image Manager and delete

those jobs.

To discard an activity/ticket:
Workflow Mode—Do one of the following:
* To discard a single activity, do one of the following:

* Open an activity, then click the Discard button on the activity toolbar or select Activities > Discard
Activity.

* Select Manage > Activities. From the Activity Manager window, select an activity, then click
Discard. Only an activity in the Edit or Edit Open state can be discarded.

Using either method, you are prompted with the Discard Activity dialog box, which allows you to enter an
optional comment to explain why you are discarding the activity. Enter a comment and click OK to discard
it.

* To discard multiple activities, select Manage > Activities. From the Activity Manager window, select

the activities you wish to discard, then click Discard. Only activities in the Edit or Edit Open state can
be discarded.

You are prompted with the Discard Multiple Activities dialog box, which allows you to enter an optional
comment to explain why you are discarding the activities. If you selected activities belonging to other users,
you can choose to discard those activities or not using the Discard selected activities of other users as well
check box. Enter a comment, select or deselect the Discard selected activities of other users as well check box
as desired, and then click OK to discard the selected activities.

Non-Workflow Mode with Ticket Management Enabled—Do one of the following:
* To discard a single ticket, do one of the following:

* Open a ticket, then click the Discard button on the tickets toolbar or select Tickets > Discard
Ticket.

* Select Manage > Tickets. From the Ticket Manager window, select a ticket, then click Discard.
Only a ticket in the Edit or Edit Open state can be discarded.

Using either method, you are prompted with the Discard Ticket dialog box, which allows you to enter an
optional comment to explain why you are discarding the ticket. Enter a comment and click OK to discard it.
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* To discard multiple activities, select Manage > Tickets. From the Ticket Manager window, select the
tickets you want to discard, then click Discard. Only tickets in the Edit or Edit Open state can be discarded.

You are prompted with the Discard Multiple Tickets dialog box, which allows you to enter an optional comment
to explain why you are discarding the tickets. If you selected tickets belonging to other users, you can choose
to discard those tickets or not using the Discard selected tickets of other users as well check box. Enter a
comment, select or deselect the Discard selected tickets of other users as well check box as desired, and then
click OK to discard the selected tickets.

Non-Workflow Mode with Ticket Management Disabled—Select File > Discard to discard the changes in
the current configuration session.

Related Topics
* Understanding Activities , on page 139
* Opening an Activity/Ticket , on page 154

» Understanding Activity/Ticket States , on page 142

Viewing Activity/Ticket Status and History

In Workflow mode, you can view the status and history of changes for activities in the Activity Manager
window. In non-Workflow mode with Ticket Management enabled, you can view the status and history of
changes for tickets in the Ticket Manager window.

To open the window for activities, click the Activity Manager button in the toolbar or select Manage >
Activities.

To open the window for tickets, click the Ticket Manager button in the toolbar or select Manage > Tickets.

The upper pane lists all available activities/tickets, including the current state of the activity/ticket. Select an
activity/ticket to see additional information in the tabs in the lower pane:

* Details tab—Shows the date and time the activity/ticket was created, and its description.

* History tab—Shows the transaction history for the activity/ticket. Each time the state is changed, a record
of the change is kept, including the user who made the change and any comments about the change.

Related Topics
* Understanding Activities , on page 139

* Activity/Ticket Manager Window , on page 149
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Managing Policies

The following topics describe the concept of policies in Cisco Security Manager, and how to use and manage
them:

* Understanding Policies , on page 165

* Discovering Policies , on page 176

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194
» Managing Shared Policies in Policy View , on page 215

* Managing Policy Bundles , on page 222

Understanding Policies

In Security Manager, a policy is a set of rules or parameters that define a particular aspect of network
configuration. You configure your network by defining policies on devices (which includes individual devices,
service modules, security contexts, and virtual sensors) and VPN topologies (which are made up of multiple
devices), and then deploying the configurations defined by these policies to these devices.

Several types of policies might be required to configure a particular solution. For example, to configure a
site-to-site VPN, you might need to configure multiple policies, such as IPsec, IKE, GRE, and so forth.

Policies are assigned to one or more devices. After a policy is assigned to a device, any changes to the policy
definition change the behavior of the device.

The following topics describe policies in more detail:
* Settings-Based Policies vs. Rule-Based Policies , on page 166
* Service Policies vs. Platform-Specific Policies , on page 166
* Local Policies vs. Shared Policies , on page 167
* Understanding Rule Inheritance , on page 168
* Policy Management and Objects , on page 171
* Understanding Policy Locking , on page 172

* Customizing Policy Management for Routers and Firewall Devices , on page 175
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Settings-Based Policies vs. Rule-Based Policies

Security Manager policies are structured as either rule-based policies or settings-based policies.

Rule-Based Policies

Rule-based policies contain one or more rules that govern how to handle traffic on a selected device, such as
the access rules and inspection rules defined as part of a firewall service. Rule-based policies can contain
hundreds or even thousands of rules arranged in a table, each defining different values for the same set of
parameters. The ordering of the rules is very important, as traffic flows are assigned the first rule whose
definition matches the flow (known as first matching).

The structure of the rules table depends on whether you configure a local policy or a shared policy (see Local
Policies vs. Shared Policies , on page 167). If you configure a local rule-based policy for a single device, the
policy contains a flat table of local rules. If you configure a shared rule-based policy (either in Device view
or Policy view), the table is divided into two sections, Mandatory and Default. Mandatory rules always precede
the default rules, and cannot be overridden by local or default rules. The Default section contains rules that
can be overridden by mandatory and local rules. You can define rules in either the Mandatory or Default
section and move rules between sections using cut-and-paste.

When you define certain types of rule-based policies, such as firewall service policies, you can create a policy
hierarchy in which rules located at lower levels in the hierarchy acquire properties from the rules located
above them. This is known as rule inheritance. For example, you can define a set of inspection rules that apply
globally to all firewalls, while supplementing these rules with additional rules that can be applied to a subset
of devices. By maintaining common rules in a parent policy, inheritance enables you to reduce the chance of
introducing configuration errors that will cause deployment to fail. For more information, see Understanding
Rule Inheritance , on page 168.

Settings-Based Policies

Settings-based policies contain sets of related parameters that together define one aspect of security or device
operation. For example, when you configure a Cisco 10S router, you can define a quality of service (QoS)
policy that defines which interfaces are included in the policy, the type of traffic on which QoS is applied,
and the definition of how this traffic should be queued and shaped. Unlike rule-based policies, which can
contain hundreds of rules containing values for the same set of parameters, you can define only one set of
parameters for each settings-based policy defined on a device.

Related Topics
* Understanding Policies , on page 165

Service Policies vs. Platform-Specific Policies

Security Manager policies are divided into several domains, each of which represents a major policy category.
These domains can be divided into two categories: service policies and platform-specific policies.

Service policies are divided into the following policy domains:

* Firewall.
* Site-to-site VPN.
* Remote Access VPN.
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* IPS service policies.

For example, the firewall policy domain contains policies for access rules, inspection rules, and transparent
rules, among others. The site-to-site VPN policy domain contains policies for IKE proposals, IPsec proposals,
and preshared keys, among others. Service policies can be applied to any kind of device, regardless of platform,
although there may be some variation in policy definition depending on the device type.

Platform-specific policy domains contain policies that configure features that are specific to the selected
platform. Not all platform-specific policies are directly related to security. For example, the Router policy
domain contains routing policies, identity policies (Network Admission Control and 802.1x), policies related
to device administration (DHCP, SNMP, device access), and other policies such as QoS and NAT.

For routers and firewalls (ASA, PIX, FWSM), you can choose which platform-specific policies to manage.
For more information, see Customizing Policy Management for Routers and Firewall Devices , on page 175.

Local Policies vs. Shared Policies

The policies that you configure on devices can either be local or shared. Local policies refer to policies that
are defined for a single device. Any changes that you make to a local policy affect only that device. Local
policies are well-suited to smaller networks and to devices requiring nonstandard configurations. For example,
you might configure a local policy on a router that requires a different OSPF routing policy than the one used
by the other routers in your network. For more information about the actions you can perform on local policies,
see Performing Basic Policy Management , on page 195.

As your network grows, maintaining local policies on each device greatly increases the effort required to
manage these policies in a comprehensive and efficient manner. To meet this challenge, Security Manager
features policy sharing. With policy sharing, you can create a single policy and assign it to multiple devices.
For more information, see Sharing a Local Policy , on page 205.

Figure 12: Local vs. Shared Policies
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For example, if you want all the Cisco IOS routers in your network to implement the same Network Admission
Control (NAC) policy, you need only define a single NAC policy and share it. You can then assign the shared
policy to all the routers in your network with a single action. For more information, see Modifying Shared
Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214.

Any changes that you make to a shared policy are automatically applied to all the devices to which it is
assigned. As a result, shared policies both streamline the process of policy creation and help maintain
consistency and uniformity in your device configurations.
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For more information about the actions you can perform on shared policies, see Working with Shared Policies
in Device View or the Site-to-Site VPN Manager , on page 201.

Tips

* Shared policies can be grouped together to form policy bundles. Policy bundles make managing the
assignment of shared policies easier especially when working with a large number of devices. For more
information, see Managing Policy Bundles , on page 222.

* In addition to sharing policies, you can choose to inherit the rules of a rule-based policy when defining
another policy of the same type. This makes it possible, for example, to maintain a set of corporate access
rules that apply to all firewall devices while providing the flexibility to define additional rules on individual
devices as required. For more information, see Understanding Rule Inheritance , on page 168.

« If you use more than one Security Manager server, you can maintain a consistent set of policies among
the servers by regularly exporting shared policies from your primary server and importing them into the
other servers. You must decide which server to use as the official policy source. For more information,
see Exporting Shared Policies, on page 485 and Importing Policies or Devices, on page 487.

* In Version 4.7, Cisco Security Manager has added a new option to the available filtering choices in the
Device Filter. This new option provides a filter for devices that have shared policies applied. To see this
in the Security Manager GUI, navigate to View > Device View > Filter: > Create Filter... [in the
dropdown list]. When the Create Filter dialog box appears, use the dropdown lists to select "Device,"

om

"has," and "Shared Policy," for a resulting filter of "Device has ’Shared Policy’".

Shared Policies and VPNs

In the same way that shared policies facilitate device configuration, they also facilitate the configuration of
VPNs. For example, you can create a shared IPsec proposal policy and assign it to multiple site-to-site VPNs.
Any changes that you make to the shared policy affect all the VPNs to which the policy is assigned.

You can assign the shared policies to an existing VPN using the Site-to-Site VPN Manager; right-click a
shareable policy and select Assign Shared Policy. This is done in much the same way as assigning shared
policies in Device view. You can also configure shared policies as the default policies to use in the Create
VPN wizard, as described in Understanding and Configuring VPN Default Policies , on page 1082.

Related Topics

* Understanding Policies , on page 165

Understanding Rule Inheritance

As described in Local Policies vs. Shared Policies , on page 167, shared policies enable you to configure and
assign a common policy definition to multiple devices. Rule inheritance takes this feature one step further by
enabling a device to contain the rules defined in a shared policy in addition to local rules that are specific to
that particular device. Using inheritance, Security Manager can enforce a hierarchy where policies at a lower
level (called child policies) inherit the rules of policies defined above them in the hierarchy (called parent
policies).

\}

Note If a policy bundle includes a shared policy that inherits from other shared policies, those inherited rules are
also applied to any devices on which the policy bundle is applied.
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Rule Order When Using Inheritance

As described in Understanding Access Rules , on page 713, an access list (ACL) consists of rules (also called
access control entries or ACEs) arranged in a table. An incoming packet is compared against the first rule in
the ACL. If the packet matches the rule, the packet is permitted or denied, depending on the rule. If the packet
does not match, the packet is compared against the next rule in the table and so forth, until a matching rule is
found and executed.

This first-match system means that the order of rules in the table is of critical importance. When you create
a shared access rule policy, Security Manager divides the rules table into multiple sections, Mandatory and
Default. The Mandatory section contains rules that cannot be overridden by the local rules defined in a child
policy. The Default section contains rules that can be overridden by local rules.

The below figure describes how rules are ordered in the rules table when using inheritance.

Figure 13: Order of Rules When Using Inheritance
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Local ACE-1 h
Local ACE-2 Local rules in
child policy
Local ACE-n J
<
Default ACE-1
Default ACE-2
Default rules from
parent policy
Default ACE-n -
Deny any any Y %

Benefits of Using Inheritance

The ability to define rule-based policies in a hierarchical manner gives you great flexibility when defining
your rule sets, and the hierarchy can extend as many levels as required. For example, you can define an access
rule policy for the device at a branch office that inherits rules from a parent policy that determines access at
the regional level. This policy, in turn, can inherit rules from a global access rules policy at the top of the
hierarchy that sets rules at the corporate level.

In this example, the rules are ordered in the rules table as follows:

Mandatory corporate access rules
Mandatory regional access rules
Local rules on branch device
Default regional access rules
Default corporate access rules

The policy defined on the branch device is a child of the regional policy and a grandchild of the corporate
policy. Structuring inheritance in this manner enables you to define mandatory rules at the corporate level
that apply to all devices and that cannot be overridden by rules at a lower level in the hierarchy. At the same
time, rule inheritance provides the flexibility to add local rules for specific devices where needed.

User Guide for Cisco Security Manager 4.25 .



The Basics of Using Security Manager |
. Inheritance vs. Assignment

Having default rules makes it possible to define a global default rule, such as “deny any any”, that appears at
the end of all access rule lists and provides a final measure of security should gaps exist in the mandatory
rules and default rules that appear above it in the rules table.

Inheritance Example

For example, you can define a mandatory worm mitigation rule in the corporate access rules policy that
mitigates or blocks the worm to all devices with a single entry. Devices configured with the regional access
rules policy can inherit the worm mitigation rule from the corporate policy while adding rules that apply at
the regional level. For example, you can create a rule that allows FTP traffic to all devices in one region while
blocking FTP to devices in all other regions. However, the mandatory rule at the corporate level always appears
at the top of the access rules list. Any mandatory rules that you define in a child policy are placed after the
mandatory rules defined in the parent policy.

With default rules, the order is reversed—default rules defined in a child policy appear before default rules
inherited from the parent policy. Default rules appear after any local rules that are defined on the device,
which makes it possible to define a local rule that overrides a default rule. For example, if a regional default
rule denies FTP traffic to a list of destinations, you can define a local rule that permits one of those destinations.

IPS Policy Inheritance

Event action filter policies for IPS devices can also use inheritance to add rules defined in a parent policy to
the local rules defined on a particular device. The only difference is that although active and inactive rules
are displayed together in the Security Manager interface, all inactive rules are deployed last, after the inherited
default rules.

Signature policies for IPS devices use a different type of inheritance that can be applied on a per-signature
basis. See Configuring Signatures , on page 1676.
Related Topics

* Settings-Based Policies vs. Rule-Based Policies , on page 166

* Understanding Access Rules , on page 713

* Understanding Global Access Rules , on page 715

* Inheritance vs. Assignment , on page 170

* Inheriting or Uninheriting Rules , on page 211

Inheritance vs. Assignment
It is important to understand the difference between rule inheritance and policy assignment:

* Inheritance—When you inherit the rules from a selected policy, you do not overwrite the local rules that
are already configured on the device. Instead, the inherited rules are added to the local rules. If the
inherited rules are mandatory rules, they are added before the local rules. If the inherited rules are default
rules, they are added after the local rules. Any changes that you make to the inherited rules in the parent
policy are reflected in the policy that inherits those rules.
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Note

Inheritance works differently for IPS signature policies and signature event actions. For more information,
see Understanding Signature Inheritance , on page 1675.

* Assignment—When you assign a shared policy to a device, you replace whatever was already configured
on the device with the selected policy. This holds true whether the device previously had a local policy
or a different shared policy of that type.

Therefore, when working with rule-based policies such as access rules, you must use discretion when choosing
these options. Use inheritance to supplement the local rules on the device with additional rules from a parent
policy. Use assignment to replace the policy on the device with a selected shared policy.

Je

Tip

To prevent overwriting your local rules by mistake, Security Manager displays a warning message when you
select the Assigned Shared Policy option for a rule-based policy. The message provides you the option of
inheriting the rules of the policy instead of assigning it. Choose the inheritance option if you want to preserve

your local rules.

Related Topics

* Understanding Rule Inheritance , on page 168
* Inheriting or Uninheriting Rules , on page 211
* Local Policies vs. Shared Policies , on page 167

* Settings-Based Policies vs. Rule-Based Policies , on page 166

Policy Management and Objects

Objects make it easier to configure policies in Security Manager by providing a set of values with a logical,
easy-to-remember name that can be applied wherever it is needed. For example, you can define a network/host
object called MyNetwork that contains a set of [P addresses in your network. Whenever you configure a policy
requiring these addresses, you can simply refer to the MyNetwork object instead of manually entering the
addresses each time.

When you define a policy, you can create objects on the fly by clicking the Select button next to any field
that accepts an object as a value. For more information, see Selecting Objects for Policies , on page 228. You
can also create and manage objects system-wide from the Policy Object Manager , on page 230.

Policy objects also are created when you discover policies that already exist on a device. You can discover
policies when you add a device to the Security Manager inventory, or you can discover policies on devices
that are already in the inventory, as described in Discovering Policies , on page 176. You can configure Security
Manager to reuse already-defined policy objects for newly-discovered policies. For more information on
configuring policy object settings for discovery, see Discovery Page , on page 532.

Certain types of objects enable you to override their predefined values at the device level, which enables you
to use an object in a policy while retaining the ability to customize particular values. For more information,
see Understanding Policy Object Overrides for Individual Devices , on page 244.
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For more information about objects and how to use them when defining policies, see Managing Policy Objects,
on page 227.

Related Topics
* Understanding Policies , on page 165

Understanding Policy Locking

Security Manager has a policy locking mechanism that is useful in organizations where several people have
the authority to make configuration changes. It prevents a potential situation in which two or more people are
making changes to the same device, policy, policy assignment, or object at the same time. When a lock is

applied, a message is displayed across the top of the work area to other users who access that device or policy.

Je

Tip  Security Manager also obtains activity (or configuration session) locks, which are broader in scope than policy
locks, when users perform some actions. For more information, see Activities and Locking , on page 141.

Lock Types
Security Manager uses two different types of locks:
* Policy content locks—Locks the content of a particular policy. The banner displayed above the work
area reads:
This data for this policy islocked by activity/user: <name>.
The content lock prevents other users from making any changes to the configuration of the locked policy.
+ Assignment locks—Locks the assignment of a policy type to a particular device. The banner displayed
above the work area reads:
The assignment of this policy islocked by activity/user: <name>.

For a local policy, an assignment lock prevents other users from unassigning the policy or assigning a shared
policy of the same type in place of the local policy. For a shared policy, an assignment lock prevents other
users from assigning a different shared policy of the same type in place of one already assigned.

These locks can either work together or independently of one another, depending on the actions being performed
by the user. If both locks are active at the same time, the banner displayed above the work area reads:

This policy islocked by activity/user: <name>.

See Understanding Locking and Policies , on page 173 for a summary of the effects locking has on the actions
you can perform.

Releasing Locks

After is locked is enabled, it remains in place until you either submit your changes (when working in
non-Workflow mode) or submit and approve the activity (when working in Workflow mode). If you discard
the activity, any locks generated by the activity are also discarded. For more information about workflow
modes, see Workflow and Activities Overview , on page 20.

Keep in mind that:
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* Locks are based on the device name, not the IP address of the device. Therefore, we recommend that
you avoid defining two devices with different names but the same IP address in Security Manager. Any
attempt to deploy to both devices, especially at the same time, leads to unpredictable results.

* In addition, locks do not extend across different operations. For example, locking does not prevent one
user from deploying to the same device that is being discovered by a different user.

Additional details about locking can be found in the following sections:
» Understanding Locking and Policies , on page 173
* Understanding Locking and VPN Topologies , on page 174
* Understanding Locking and Objects , on page 174

Understanding Locking and Policies

The following table summarizes the effects of policy locks in Security Manager.

N

Note The ability to modify policies and policy assignments is dependent on the user permissions assigned to the
user. See the Installation Guide for Cisco Security Manager.

Table 33: Locking Summary

If Another User or Activity... | You Cannot... You Can...
Changes a policy definition * Modify the policy or assign it to other Unassign the policy from
devices. any device (if it is shared).

* Unassign the policy (if it is a local policy)

Changes the definition of a * Modify the parent policy or any of the Unassign the policy from
rule-based policy with descendants. any device.
descendants

* Assign the parent policy or any of its
descendants to additional devices.

* Change the rule inheritance of the parent
policy or any of the descendants.

Changes a policy assignment | Modify the policy. Assign and unassign the

ith hanging its definiti L . licy fi h ices.
without changing its definition Note In Policy view, a content lock is policy from other devices

placed on the policy. In Device
view, an assignment lock is placed
on those devices whose assignment
is being changed by the other user.

Changes a policy definition | Modify the policy or assign it to other devices. | Unassign the policy from
and changes its assignment any device.
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Related Topics
* Understanding Policy Locking , on page 172

» Understanding Policies , on page 165

Understanding Locking and VPN Topologies

If you change the device assignment for a VPN topology, or make changes to a specific VPN policy, a lock
is placed on the whole VPN topology, and on any other topologies in which the policy is shared. This means
that other users cannot make changes to the device assignment, nor can they make changes to any of the VPN
policies defined for those VPN topologies.

In order to view and modify site-to-site VPN policies, you must have the required permissions for each device
in the VPN topology. You also need permissions to add a device to a VPN topology. If you have different
levels of permissions to the devices in the VPN topology, the lowest permission level is applied to the entire
topology. For example, if you have read/write permissions to the spokes in a hub-and-spoke topology, but
read-only permissions to the device serving as the hub, you are granted read-only permission to the policies
and devices in the hub-and-spoke topology. For more information about permissions, see Installation Guide
for Cisco Security Manager .

\}

Note

Unassigning devices from a VPN topology also creates device locks in the VPN topology, which means that
these devices cannot be deleted from the inventory. Other users cannot edit the device assignments for the
topology until you deploy configurations to all affected devices, including those you remove. The device is

not actually removed from the topology until you deploy configurations.

Related Topics
* Understanding Policy Locking , on page 172

* Managing Site-to-Site VPNs: The Basics, on page 1069

Understanding Locking and Objects

When you create or modify a reusable object, that object is locked to prevent other users from modifying or
deleting the same object. Additional rules for object locking include:

* An object lock does not prevent you from modifying the definition or assignment of a policy that uses
that object.

* The lock placed on a policy does not prevent you from making changes to an object that is included in
the policy definition.

* You can change the definition of any object even if it is part of a policy assigned to a device to which
you do not have permissions.

» When an object makes use of other objects (such as network/host objects and AAA server group objects),
the lock on the object does not prevent another user from modifying those other objects. For example,
when you modify a AAA server group object, the lock on that object does not prevent another user from
modifying any of the AAA servers that make up the AAA server group.
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When an object is locked, users who try to modify that object see a read-only version of the relevant dialog
box. When you are working in Workflow mode, a message indicates which activity has locked the object.

Related Topics
* Understanding Policy Locking , on page 172

» Managing Policy Objects, on page 227

Customizing Policy Management for Routers and Firewall Devices

When you manage Cisco IOS routers or ASA, PIX, or FWSM firewall devices, you have the option of selecting
which policy types to manage with Security Manager and which policy types to leave unmanaged. Managing
a policy type means that Security Manager controls the configuration of the policy and considers the information
that it stores in its database about that policy to be the desired configuration. Security Manager does not
configure unmanaged policy types, nor does it track configurations of these types that were configured using
other methods. For example, if you decide not to manage SNMP policies, any SNMP configurations that you
configured using CLI commands are unknown to Security Manager.

A

Caution

If you use AUS or CNS to deploy configurations to ASA or PIX devices, be aware that the device downloads
a full configuration from AUS or CNS. Thus, reducing the policies managed by Security Manager actually
removes the configurations from the device. If you intend to deselect some ASA/PIX policies for management

to use other applications along with Security Manager to configure devices, do not use AUS or CNS.

The ability to customize policy management on routers and firewalls makes it possible, for example, to use
Security Manager to manage DHCP and NAT policies while leaving routing protocol policies, such as EIGRP
and RIP, unmanaged. These settings, which can be modified only by a user with administrative permissions,
affect all Security Manager users.

Unmanaged policies are removed from both Device view and Policy view. Any existing policies of that type,
local or shared, are removed from the Security Manager database.

To customize policy management for routers and firewalls, select Tools > Security Manager Administration
> Policy Management to open the Policy Management Page , on page 572. The policy types are organized
in folders, with router and firewall (which includes all ASA, PIX, and FWSM devices) handled separately.
Select or deselect policy types as desired and click Save. Subsequent processing depends on whether you are
changing a policy type to be managed or unmanaged:

» Unmanaging a policy type—If you unmanage a policy type, and any device of that type has that policy
configured, you must unassign the policies before unmanaging them. Security Manager displays a list
of all devices that have assigned policies of that type, including the policy name, device name, and the
user or activity that has a lock on the policy. If you click Yes to continue unmanaging the policy, Security
Manager obtains the required locks, unassigns the policies, and then unmanages the policy type.

If alock could not be obtained for even one device, no policies are unassigned, the policy type is not unmanaged,

and you are told of the problem. You can then either manually unassign the policies from the affected devices,
or release the user or activity locks, and try again to unmanage the policy type.
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Note Unmanaging a policy has no effect on the active configuration running on the device; Security Manager does
not remove the configuration from the device. Instead, unmanaging the policy removes it from the database,
and Security Manager no longer considers that part of the device configuration.

» Managing a previously-unmanaged policy type—If you start managing a policy type that you previously
did not manage using Security Manager, it is possible that the active configuration on the device has
commands controlled by the newly-managed policy type. It is therefore important that you rediscover
policies on all devices of that type (either all routers or all ASA, PIX, FWSM devices). This ensures
that Security Manager has the current configuration for these policies.

If you do not rediscover policies and leave the newly-managed policies unconfigured, on the next deployment
to the device, the existing settings configured on the device are removed. For more information on discovering
policies on devices already managed, see Discovering Policies on Devices Already in Security Manager , on
page 179.

)

Note Features that are unmanaged by Security Manager can still be modified manually with CLI commands or
FlexConfigs. For more information about FlexConfigs, see Managing Flexconfigs, on page 339.

Discovering Policies

Policy discovery enables you to bring your existing network configuration into Security Manager to be
managed. Policy discovery can be performed by importing the configuration of a live device or by importing
a configuration file. If you import a configuration file, the file must have been generated by the device (for
example, by using the show run command on Cisco IOS Software devices); you cannot discover configuration
files in any other format.

You can initiate policy discovery when you add a device by selecting the relevant options in the New Device
wizard. For more information, see Adding Devices to the Device Inventory , on page 75.

You can also initiate policy discovery on existing devices from Device view. For more information, see
Discovering Policies on Devices Already in Security Manager , on page 179.

When you initiate policy discovery on a device, the system analyzes the configuration on the device and then
translates this configuration into Security Manager policies and policy objects so that the device can be
managed. Warnings are displayed if the imported configuration completes only a partial policy definition. If
additional settings are required, you must go to the relevant page in the Security Manager interface to complete
the policy definition. Warnings and errors are also displayed if the imported configuration is invalid.

After performing policy discovery, you must submit your changes (or approve your activity when working
in Workflow mode) to have the information included in change reports and to make the information available
to other users. If you make any changes to the discovered policies, you must deploy the changes to the device
for them to take effect. For more information, see Managing Deployment, on page 379.

Je

Tip  Use the Security Manager Administration window to configure discovery-related settings that apply to all
devices. For more information, see Discovery Page , on page 532.
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Policy Discovery and VPNs

In addition to performing discovery on individual devices, Security Manager allows you to discover the VPNs
that are already deployed in your network. How you discover VPNs depends on the type of VPN being
discovered:

* Site-to-Site VPNs—A wizard walks you through the discovery procedure step by step. For more
information, see Site-To-Site VPN Discovery , on page 1091.

2

Tip We recommend that you deploy to a file immediately after discovering a Site-to-Site VPN. This enables
Security Manager to assume full management of the relevant CLI commands that are configured on the device.

* [PSec and SSL Remote Access VPNs—You can discover IPSec and SSL VPNs when you discover
policies on the device, either when you add the device to the inventory or if you discover policies on a
device already in the inventory. Policies related to these VPNs are treated as regular device policies.
However, when selecting discovery options, you must specifically select to discover RA VPN policies.
For more information about remote access VPN policy discovery, see Discovering Remote Access VPN
Policies , on page 1294. For more information about performing policy discovery, see Adding Devices to
the Device Inventory , on page 75 and Discovering Policies on Devices Already in Security Manager
, on page 179.

\}

Note Ifyou add a device using a configuration file, and discover security policies while adding the device, Security
Manager cannot successfully discover policies that require that files be downloaded from the discovered
device. This especially affects devices that include the svc image command in an SSL VPN configuration.
Because Security Manager does not have the referenced file in its database, the no form of the command is
generated for the discovered configuration.

Policy Discovery and Cisco 10S Routers and Catalyst Devices

Security Manager supports a subset of the complete list of commands available in the Cisco 10S software,
mostly centered on security-related commands. You can discover all supported Cisco IOS commands.
Commands that are not supported are left in place unless they conflict directly with a policy configured in
Security Manager. For more information about performing policy discovery on Cisco 10S routers, see
Discovering Router Policies , on page 2299. For more information about performing policy discovery on Catalyst
devices, see Discovering Policies on Cisco Catalyst Switches and Cisco 7600 Series Routers , on page 2615.

Je

Tip We recommend that you deploy to a file immediately after discovering a Cisco I0S router or Catalyst device.
This enables Security Manager to assume full management of the relevant CLI commands that are configured
on the device.

Policy Discovery and Firewall Security Contents

When you add a device that has security contexts, you should discover all contexts and policies at the same
time; otherwise, you will have to discover policies for each context separately. When you add the device,
select MULT for Context and do not select Security Context of Unmanaged Device. (If you select this option,
only the admin context is imported, and it has no relationship to other security contexts on the device; select
this option only if you want to manage the security context independently from the parent device). Depending
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on how you add the device, you might need to select the option to discover security contexts. During discovery,
Security Manager identifies each security context and adds it as a separate device to the device list, appending
the security context name to the end of the parent’s name; for example, if the parent is pix_141, the admin
context would be pix_141 admin. (You can control the naming convention for security contexts; for more
information, see Discovery Page , on page 532). You can create new security contexts, or delete existing
contexts, as well as create and delete policies for those contexts.

If you create multiple security contexts on FWSM, which are contained in Catalyst 6500 devices, and you
are running IOS software on the chassis, add the chassis device using the SSH credentials for the chassis.
Then Security Manager can identify each FWSM on the chassis, and give you the option to add each of them.
During FWSM discovery, Security Manager discovers the security contexts for each FWSM, including the
policies for the FWSM and for each context. However, if you are using the Catalyst OS on the device, you
must discover each FWSM individually.

For more information about adding devices to the inventory, see Adding Devices to the Device Inventory ,
on page 75.

Policy Discovery and IPS Devices

When you discover policies on an IPS device, the virtual sensors defined on the device are also discovered
along with the policies defined for the virtual sensors. If more than one virtual sensor uses the same policy,
that policy is created as a shared policy and is assigned to the virtual sensors. Policies defined for a single
virtual sensor, or only for the parent device, are created as local policies. You cannot discover policies just
for an individual virtual sensor; you can discover policies only on the parent device. If policies are discovered
on the parent device that are not assigned to any virtual sensors, those policies are created as shared policies
that are not assigned to any device or virtual sensor.

After discovering an IPS device that contains virtual sensors, you must submit your changes to the database
for the virtual sensors to appear in the device selector.

Policy Discovery and Object Groups

When you perform policy discovery, any object groups already configured on PIX, ASA, FWSM, and 10S
12.4(20)T+ devices are brought into Security Manager as policy objects. For more information about how
Security Manager policy objects are translated into object groups and vice-versa, see How Policy Objects
are Provisioned as Object Groups , on page 335.

In addition, object network and object service configurations on ASA 8.3+ devices are brought into Security
Manager as host, network, or address range network/host objects, or service objects (as opposed to service
group objects). The only exception is that address range objects that have the same address for the start and
end range are instead created as host network/host objects.

\)

Note

are subsequently replaced during deployment by the contents of the object. Object groups used with ACL
objects are not preserved, although they are discovered as Security Manager policy objects.

For IOS devices, any objects discovered that are used by access control lists that are discovered as ACL objects

Policy Discovery and Security Manager Policy Objects

When you perform policy discovery, Security Manager tries to reuse the policy objects that you have already
created in Security Manager. Based on the contents of the device configuration, the following are the possible
actions:

» Named policy objects in the configuration—Existing policy objects are reused if their content matches
the configuration on the device.
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If the contents of the named policy object does not match, the policy object is reused and a device-level
override is created if Allow Device Override for Discovered Policy Objects is selected on the Discovery
administration page. For more information, see these topics:

* Understanding Policy Object Overrides for Individual Devices , on page 244

* Discovery Page , on page 532

» Unnamed policy objects in the configuration—EXxisting policy objects are used if their content matches
the configuration on the device. You can control this behavior by changing the value of the Reuse Policy
Objects for Inline Values setting on the Discovery administration page.

* You can discover objects that have the same definition as existing objects, regardless of the setting you
have defined for detecting redundant objects. For more information about this setting, see Policy Objects
Page , on page 574.

For more information on policy objects, see Managing Policy Objects, on page 227.

Policy Discovery and Access Control Lists

Certain policies in Security Manager support only standard or only extended ACLs, even if both types are
supported by the CLI. In such cases, policy discovery works as follows:

» If the Security Manager policy supports only extended ACLs (for example, firewall service policies),
any standard ACLs configured on the device for that policy are imported as extended ACLs.

* If the Security Manager policy supports only standard ACLs (for example, SNMP traps on IOS routers),
any extended ACLs configured on the device for that policy are imported as standard ACLs.

During the discovery process, Security Manager will show any inactive ACLs that are imported as disabled.
If you later deploy these disabled ACLs, they are removed from the device configuration.

Related Topics
* Frequently Asked Questions about Policy Discovery, on page 191
* Viewing Policy Discovery Task Status , on page 186

* Understanding Policy Object Overrides for Individual Devices , on page 244

Discovering Policies on Devices Already in Security Manager

When you add a device to the inventory, you can discover policies at the same time that you add the device.
However, you can skip policy discovery and do it later, or rediscover policies after adding the device.

You might initiate policy discovery on existing devices when:

* You make changes to device configurations using CLI commands, for example, device upgrade. In such
a situation, you can rediscover existing policies on the device to make sure that the Security Manager
database has the most current information. We recommended you to enter out-of-band changes in Security
Manager rather than performing a rediscovery. However, beginning with version 4.13, in a single discovery
action, all the policies are properly discovered (as applicable for upgrade of ASA 8.x to 9.x).

* You want to discover a subset of policies (for example, platform-specific settings) that was not discovered
when you first added the device to Security Manager.
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A

* You want to import the factory-default configuration of a firewall device. For more information, see
Default Firewall Configurations , on page 1800.

Caution

A

If you perform policy discovery on a device after configuring policies in Security Manager but before you
deploy your changes, the discovered policies overwrite the undeployed changes. For example, if you select
the option to discover platform-specific settings, the discovered configuration overwrites any platform-specific
undeployed policies you configured in Security Manager. This is true even if the discovered configuration
does not include the specific platform policy you configured. For example, discovering platform-specific
settings overwrites any routing policies that you have configured for the device in Security Manager, even if
the configuration you discover does not contain any routing information. Another result of rediscovery is that
any shared policies that were configured on the device are replaced by the local policies that are discovered.

Caution

Under certain conditions, Security Manager may fail to discover ASA interfaces in system context. Specifically,
if a rediscovery/deployment is done on the system context of a multiple context ASA without checking
(selecting) "inventory," then Security Manager may fail to discover the interfaces on other security contexts.
This can potentially result in Security Manager altering or altogether deleting interface configurations of other
contexts in a subsequent deployment. To avoid this problem, simply be sure to select "inventory" when doing
a rediscovery of the system context.

Before You Begin

Ensure that no one is configuring policies on the device or deploying configurations to the device. If you
rediscover policies on a device while a deployment job is deploying configurations to the device, you might
not be able to see the deployed changes after the rediscovery. Use the Deployment Manager to determine if
there are active jobs that include the device before you rediscover policies (select Manage > Deployments).
If you inadvertently rediscover policies during a deployment job, wait until the deployment job is completed
and then discover policies again to ensure that Security Manager is synchronized with the device.

Related Topics

* Viewing Policy Discovery Task Status , on page 186

* Discovering Policies , on page 176

* Frequently Asked Questions about Policy Discovery, on page 191

» Understanding Policies , on page 165

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194
* Managing Shared Policies in Policy View , on page 215

Step 1 Decide whether you need to discover policies on a single device or if you want to discover policies on more than one
device at a time. Policy discovery options vary based on how you start the discovery process.

» Single device discovery—If you need to discover policies related to any of the following, you can do it using only
single-device discovery. (Note that single-device discovery is the type of discovery performed when you add a
device to the inventory.)

* Security context configurations for ASA, PIX, and FWSM devices running in multiple context mode.
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* Virtual sensor configurations for IPS devices.
* Service module information for Catalyst devices.
* Policy discovery from a configuration file.

* Policy discovery from the factory default configuration.

* Bulk rediscovery—If you need to discover policies for more than one device, you can perform bulk rediscovery.
However, bulk rediscovery can be performed only on live devices (that is, devices currently running and accessible
in your network), and you cannot discover security context, virtual sensor, or Catalyst service module configurations.
(You can discover service modules if you select them directly instead of selecting the device that contains them.)

Step 2 If you want to perform single-device discovery, do the following:

a)

b)

<)

In device view or map view, ensure that only one device is selected, then right-click and select Discover Policies on
Device. This opens the Create Discovery Task dialog box.

Tip: If the dialog box is called Bulk Rediscovery, you need to close the dialog box and try again. Ensure that only a
single device is selected and reissue the command. You must use the right-click menu; it is the only way to perform
single-device discovery.

Modify the discovery task name, if desired, and select the following discovery options. For detailed information, see
Create Discovery Task and Bulk Rediscovery Dialog Boxes , on page 183.

« Discover From—Whether you are discovering from a live device (which is active and accessible in the network),
a configuration file (click Browse to select the file on the Security Manager server), or factory default
configuration (for ASA, PIX, and FWSM devices running an OS version for which a factory default configuration
exists). You can discover the default configuration only for devices that run in single-context mode or for
individual security contexts.

Tip: We recommend that you use the Factory Default Configuration settings when you add PIX, ASA, and FWSM
devices manually (as described in Adding Devices by Manual Definition , on page 92). You should discover the
default configuration for single-context mode devices and for each security context on a multiple-context mode
device. For more information about factory-default policies, see Default Firewall Configurations , on page 1800.

« Discover Policies for Security Contexts—Select this option for firewall devices running in multiple-context
mode if you want to discover policies for the security contexts defined on them.

Select the types of policies you want to discover. For more information about the difference between different types
of policies, see Service Policies vs. Platform-Specific Policies , on page 166.

* Detect ASA-CX/FirePOWER Module—Determines if a CX or FirePOWER module is installed; see Detecting
ASA CX and FirePOWER Modules , on page 2851 for more information.

* Inventory—Discovers basic device information (such as hostname and domain name), interfaces, and security
contexts on devices running in multiple-context mode. On Cisco IOS routers, this option also discovers all
interface-related policies, such as DSL, PPP, and PVC policies.

* Platform Settings—Discovers platform-specific policies, such as routing policies.
* Firewall Services—Discovers firewall services policies, such as access rules and inspection rules, on all platforms.

* NAT Policies—Discovers network address translation (NAT) policies, such as address pools, static translation
rules, and dynamic NAT/PAT. Discovery of NAT policies is supported on ASA, ASA-SM, PIX and FWSM
devices.
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* Routing Policies—Discovers routing policies for ASA devices.
* SSL Policy—Discovers SSL policy for ASA devices.

* RA VPN Policies—Discovers IPSec and SSL remote access VPN policies, such as IKE proposals and IPsec
proposals.

« [PS—Discovers IPS policies, such as signatures and virtual sensors.

For more information, see Create Discovery Task and Bulk Rediscovery Dialog Boxes , on page 183.

d) Click OK. The discovery task is initiated and the Discovery Status dialog box opens so you can view the task status
(see Discovery Status Dialog Box , on page 187). You cannot perform other tasks in Security Manager while discovery
is in progress.

Step 3 If you want to perform bulk rediscovery, do the following:

a) In device view, do one of the following:

* Select a device group, or multiple devices, then right-click and select Discover Policies on Device. Ensure that
the Bulk Rediscovery dialog box opens.

Tip: If the dialog box is called Create Discovery Task, you need to close the dialog box and try again. Ensure that a
device group or more than one device is selected and reissue the command.

* Select Policy > Discover Policies on Device. This opens the Device Selector dialog box. Select the devices you
want to discover from the Available Devices list and click >> to move them to the Selected Devices list. Click
Next.

Note If you use the right-click command, Security Manager assumes you have selected the desired devices. You
can always click the Back button to go to the Device Selector screen and change the device list.

b) Modify the discovery task name, if desired, and select discovery options. For detailed information, see Create
Discovery Task and Bulk Rediscovery Dialog Boxes , on page 183.

The devices are organized in groups according to device type, with your device groups (if any) shown within each
type:

* To change options for all devices of a given type, select the device type folder and modify the Discover Device
Settings options. If the Discover drop-down list shows Multiple Values, then there are different discovery options
selected for devices of that type. If you change the value, it changes for all devices. The check boxes for the
policy types (explained above for single-device discovery) are available only if you select Policies and Inventory.
Only options available for all devices in the selected group are shown, so you might need to select individual
devices separately to select the most appropriate set of options.

* To change options for a single device, click the + icons next to folders to open them until you find the device,
select the device, and then select the discovery options.

Note When the list of options is not expanded, all policies, namely the Platform Settings, Firewall Policies, NAT
Policies and RA VPN, are discovered. However, when you expand the list of options, the discovery will
be based on the options that you select from the available list.

¢) Click Finish. The discovery task is initiated and the Discovery Status dialog box opens so you can view the task
status (see Discovery Status Dialog Box , on page 187). You cannot perform other tasks in Security Manager while
discovery is in progress.
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Create Discovery Task and Bulk Rediscovery Dialog Boxes

Use the Create Discovery Task dialog box to have Security Manager discover the policies for a device that
is already in the device inventory. Use the Bulk Rediscovery dialog box to discover policies on more than
one device at a time. Your options for policy discover differ based on which dialog box you use. For detailed
information on the procedure, including how to get to each of these dialog boxes, see Discovering Policies
on Devices Already in Security Manager , on page 179.

You can also discover policies when you add the device to the inventory. For more information about adding
devices, see Adding Devices to the Device Inventory , on page 75.
Navigation Path
In Device view, select a device from the Device selector and do one of the following:
» Select Policy > Discover Policies on Device to perform bulk rediscovery.

* Right-click the device in the Device selector and select Discover Policies on Device. If a single device
is selected, you get the Create Discovery Task dialog box. Otherwise, you are performing bulk rediscovery.

2

Tip  You can also right click a device in Map view and select Discover Policies on Device.

Related Topics
* Discovering Policies , on page 176
* Viewing Policy Discovery Task Status , on page 186
* Selecting or Specifying a File or Directory in Security Manager , on page 52

* Discovery Status Dialog Box , on page 187

Field Reference

Table 34: Create Discovery Task Dialog Box

Element Description

Discovery Task The name assigned to the discovery task. Security Manager automatically generates a
Name name for the task based on the current date and time, but you can modify this name as
desired.
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Element

Description

Selected Devices
table

(Bulk rediscovery
only)

The devices you selected for rediscovery. The devices are organized in groups according
to device type, with your device groups (if any) shown within each type:

» To change options for all devices of a given type, select the device type folder and
modify the Discover Device Settings options. If the Discover drop-down list shows
Multiple Values, then there are different discovery options selected for devices of
that type. If you change the value, it changes for all devices. The check boxes for
the policy types (explained above for single-device discovery) are available only
if you select Policies and Inventory. Only options available for all devices in the
selected group are shown, so you might need to select individual devices separately
to select the most appropriate set of options.

* To change options for a single device, click the + icons next to folders to open
them until you find the device, select the device, and then select the discovery
options.

Tip: To change which devices are selected for rediscovery, click Back to go to the
Device Selector dialog box.

Discover From
Config. File

(Not available for
bulk rediscovery)

The source of policy information to be discovered:

* Live Device—Discover policies directly from the device.

* Config File—Discover policies from a configuration file. Specify the location of
the file in the Config File field. Click Browse to select the file on the Security
Manager server.

You can discover policies only from configuration files that were generated from the
device (for example, with the show run command). For more information, see Adding
Devices from Configuration Files , on page 89.

* Factory Default Configuration—Performs discovery on a firewall device using a
file containing the factory-default settings for that device. Security Manager
automatically chooses the appropriate file for the selected device (shown in the
Conlfig File edit box). This option is available only if Security Manager has a
default configuration for the OS version running on an ASA, PIX, or FWSM device.
You can discover the default configuration only for devices that run in
single-context mode or for individual security contexts. For more information, see
Default Firewall Configurations , on page 1800.

Discover Policies
for Security
Contexts

(Not available for
bulk rediscovery)

Whether to discover policies for each security context that is configured on a firewall
device running in multiple-context mode. This field applies only to PIX, ASA, and
FWSM devices.

When deselected, Security Manager treats the entire device as having a single set of
policies configured in single-context mode.

For more information about security contexts, see Configuring Security Contexts on
Firewall Devices, on page 2281.
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Element

Description

Policies to
Discover (for
single-device
discovery)

Discover Device
Settings (for bulk
rediscovery)

The policy types to discover on the selected device.

Note For bulk rediscovery, from the Discover drop-down menu, choose Policies
and Inventory to enable the following options, Inventory Only to discover
the inventory without discovering other policy types, or Detect
ASA-CX/FirePOWER Module to determine if a CX or FirePOWER module
is installed without discovering other policies. If the drop-down list has
Multiple Values selected, this means that the devices in the selected group
have different discovery options selected. If you change the selection, your
change applies to all the devices in the group.

The discovery options are:

 Detect ASA-CX/FirePOWER Module—Determines if a CX module or FirePOWER
module is installed; see Detecting ASA CX and FirePOWER Modules , on page
2851 for more information.

Inventory—Includes device information such as the hostname and domain name,
interfaces, and security contexts (for firewall devices running in multiple-context
mode). On Cisco IOS routers, this option also discovers all interface-related policies,
such as DSL, PPP, and PVC policies.

Platform Settings—Includes all platform-specific policies that can be configured
on the selected device.

Firewall Services—Includes all firewall service policies. For more information,
see Introduction to Firewall Services, on page 593.

NAT Policies—Includes all network address translation (NAT) policies that are
configured on the selected device, such as address pools, static translation rules,
and dynamic NAT/PAT. Discovery of NAT policies is supported on ASA,
ASA-SM, PIX and FWSM devices. For more information, see Configuring Network
Address Translation, on page 1013.

Routing Policies—Discovers routing policies for ASA devices. For more
information, see Configuring Routing Policies on Firewall Devices, on page 2077.

SSL Policy—Discovers SSL policy for ASA devices.

RA VPN Policies—Includes all IPSec and SSL remote access VPN policies that
are configured on the selected device. This option is disabled if the device does
not support remote access VPN configuration. For more information, see Managing
Remote Access VPNs: The Basics, on page 1283.

IPS Policies—Includes all IPS policies that are configured on the selected device.
For more information, see Overview of IPS Configuration , on page 1613 or
Overview of Cisco IOS IPS Configuration , on page 1788.
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Element Description

Notes:

* Routing Policies and SSL Policy options are applicable for Adaptive Security
Appliance (ASA) devices only.

* [f you select Platform Settings as the policies to discover, the Routing Policies and
SSL Policy which are sub options of Platform Settings, cannot be deselected.

* To discover either Routing Policies or SSL Policy or both, you can deselect the
Platform Settings option and then select either Routing Policies or SSL policy or
both to discover only those policies.

» For non-ASA devices, the Routing Policies and SSL Policy options may be listed
but will always be unavailable for selection.

* In bulk rediscovery, for transparent mode and system context you can select the
Routing Policies option but no discovery will happen.

Viewing Policy Discovery Task Status

When you initiate policy discovery a discovery task is created. For each policy discovery initiation, only one
task is created regardless of the number of devices being discovered.

You can view the status of the current policy discovery task in the Discovery Status dialog box, which opens
automatically when the task is initiated. This dialog box provides updated status information about the discovery
task, including summary information about the task and details about each device being discovered.

You can abort a discovery task, if required. When you perform policy discovery on a single device, aborting
the task results in partial discovery. In such cases, we recommend deleting the information and starting again.
When you perform policy discovery on multiple devices, any devices for which discovery was completed
before you aborted the operation are fully discovered. Security Manager automatically discards the information
for any partially discovered device.

The Discovery Status dialog box also displays the appropriate warning and error messages if any problems
are encountered during the discovery process. For example, if the CLI commands in a configuration file do
not define a complete Security Manager policy, a warning message is displayed that you must complete the
policy definition in the relevant Security Manager policy page.

For more information, see Discovery Status Dialog Box , on page 187.
To view information about previous discovery tasks, select Manage > Policy Discovery Status to open the
Policy Discovery Status window. Select the discovery task in the top pane of the window, and the results of
the task are displayed in the lower panes. For more information about using the Policy Discovery Status
window, see Policy Discovery Status Page , on page 189.
Related Topics

* Discovering Policies on Devices Already in Security Manager , on page 179

* Frequently Asked Questions about Policy Discovery, on page 191

* Discovering Policies , on page 176
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Discovery Status Dialog Box

Use the Discovery Status dialog box to view detailed information about the current policy discovery task.
The dialog box includes general information about the status of the task, as well as detailed information about
any warnings or errors generated by the device being discovered.

The Discovery Status dialog box opens automatically when you initiate a discovery task on existing devices
and when you add devices from the network, from a configuration file, or from an export file. For more
information about initiating a discovery task, see Discovering Policies on Devices Already in Security Manager
, on page 179.

Related Topics
* Viewing Policy Discovery Task Status , on page 186
* Discovering Policies , on page 176
* Adding Devices from the Network , on page 80
* Adding Devices from the Network , on page 80

* Adding Devices from an Inventory File , on page 97

Field Reference

Table 35: Discovery Status Dialog Box

Element Description

Progress bar Indicates what percentage of the discovery task on the current device has been
completed.

Status The current state of the discovery task.

Devices to be The total number of devices being discovered during this task. The number includes

discovered service modules, security contexts, and virtual sensors.

Devices discovered The number of devices discovered without errors.
successfully

Devices discovered | The number of devices that generated errors during discovery.
with errors
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Element

Description

Discovery Details table

The devices that are being discovered. Select a device to see the messages generated
during the discovery of that device in the message list below the summary list.
Besides the device name, information in the table includes:

* Severity—The overall severity level of the discovery task. For example, if the
discovery task completed successfully, an Information icon is displayed. If the
task failed, an Error icon is displayed.

« State—The current state of the policy discovery task for the selected device:

* Device Added—The device has been added to Security Manager, but
policy discovery has not yet started.

* Discovery Started—Policy discovery has started.

* Reading and Parsing Device Config—The policy discovery task is
interpreting the device configuration.

* Importing Objects—The policy discovery task is importing objects from
the configuration.

* Importing Policies—The policy discovery task is importing policies from
the configuration.

* Discovery Complete—Policy discovery has been completed successfully.
* Discovery Failed—Policy discovery failed due to errors.
* Discovered From—The source of policy information. For example, when

discovering from a configuration file, this field displays the name and path of
the file.

Messages list

The messages generated during the discovery for the selected device. Select a message
to see detailed information in the fields to the right of the list.

Description Additional information about the message selected in the message list.
Action The steps you should take to resolve the described problem.
Generate Report button | Click this button to create a discovery status report for this job. The report is a PDF

file, saved to your client system, that includes a summary of the job. You can use
this report for your own purposes or to aid in troubleshooting a problem with Cisco
TAC. For more information, see Generating Deployment or Discovery Status Reports,
on page 504.
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Element Description

Abort button Aborts the discovery task.

If you abort the task when performing policy discovery on a single device, the result
is partial discovery of that device. In such cases, we recommend deleting the
information (for example, by discarding the activity) and starting again.

If you abort the task when performing policy discovery on multiple devices, Security
Manager automatically discards the information for any partially discovered device.
Devices for which discovery was completed before you aborted the operation are
fully discovered.

Policy Discovery Status Page

Use the Policy Discovery Status page to view the status of previous policy discovery and device addition
tasks.

Navigation Path

Select Manage > Policy Discovery Status.

Related Topics
* Viewing Policy Discovery Task Status , on page 186

Field Reference

Table 36: Policy Discovery Status Page

Element Description

Task Table

The upper portion of the window lists the previous policy discovery or device addition tasks. Select a task
to view detailed information about it in the lower portion of the window. The columns in the table provide
overall status information for the task.

When adding devices that contain security contexts, the context discovery appears as a separate Policy

Discovery task.

Name The name of the discovery or device addition task. This might be a system
generated name or a name you specified when rediscovering device policies.

Type The type of task, either Policy Discovery (when you rediscover device
policies) or Add Device (when you add a device using the New Device
wizard and elect to discover policies).

Start Time The time the task started.

End Time The time the task stopped.
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Element

Description

Status

The overall status of the task. One of the following:

» Completed successfully—The task succeeded.

» Completed with errors—The task was partially successful. This could
occur if all policies were not discovered or if the device was added but
no policies were discovered.

» Completed with warnings—The task was successful but a minor
problem occurred.

* Failed—The task failed. No polices were discovered or no device was
added because of errors or because you stopped discovery.

Generate Report button

Click this button to create a discovery status report for the selected job.

The report is a PDF file, saved to your client system, that includes a summary
of the job. You can use this report for your own purposes or to aid in
troubleshooting a problem with Cisco TAC. For more information, see
Generating Deployment or Discovery Status Reports, on page 504.

Refresh button

Click this button to refresh the task list to update the information if there
are tasks running in the background or if new tasks were created.

Delete button

Click this button to delete the selected task from the database. Deleting old
tasks does not affect the related devices or discovered policies.

Discovery Details or Import Details Tables

These tables display the devices included in the selected task. The name differs depending on the type of
task (Discovery Details for Policy Discovery tasks, Import Details for Add Device tasks).

Select a device to see the messages generated during the task for that device in the message list below the

(Import Details only)

table.

Device The name of the device. If the name is followed by (deleted), the device is
no longer in the Security Manager inventory.

Config File The location of the configuration file. This field is displayed only if you are

importing from a configuration file.

Task Type
(Import Details only)

One of the following:

* Import only—Adding devices to Security Manager.

* Import and Discover—Adding devices and discovering policies and
inventory, or adding devices and discovering policies.

Severity

An icon for one of the following is displayed:

* Error—The device addition or policy discovery failed.

* Information—The device was added successfully or policy discovery
was successful.
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Element Description
State These fields have the same meaning, although different names are used in
Details the Discovery Details and Import Details tables. The fields describe the

status of the task for the device:

* Device Added—The device was successfully added to the inventory.
* Device Add Failed—The device was not added to the inventory.

* Discovery Completed—Discovery succeeded and the discovered
policies are added to the Security Manager database.

* Discovery Failed—No polices were discovered because errors occurred.

Discovered From One of the following:

(Discovery Details only) * Live Device—Security Manager contacted the device to obtain
configuration and policy information.

* File—Security Manager obtained the configuration and policy
information from a configuration file.

Messages list The messages generated during the task for the selected device. Select a
message to see detailed information in the fields to the right of the list. The
severity icons have these meanings:

* Error—A problem was detected.
» Warning—A minor problem occurred during discovery.

* Information—An informational message about the selected device.

Description Additional information about the message selected in the message list.

Action The steps you should take to resolve the described problem.

Frequently Asked Questions about Policy Discovery

These questions and answers describe how policy discovery processes your device configurations into Security
Manager policies.

Question: How does policy discovery work?

Answer: After you select the device whose policies, settings, and interfaces (inventory) you want to discover,
Security Manager obtains the running configuration (from live devices) or the supplied configuration (when
discovering from configuration files) and translates the CLI into Security Manager policies and objects. The
imported configuration is added to the Configuration Archive as the initial configuration for the device. After
discovery, you can review the discovered policies and objects and decide whether to commit them to the
database. If you dislike them, you can discard them instead. Please note that commit and discard affect all
discovered devices as a group and cannot be implemented on a per-device basis.

Question: When should I discover policies?
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Answer: Typically, you should discover policies when you add devices to Security Manager. However, if
you are creating devices in Security Manager (instead of importing live devices or configuration files), you
must perform policy discovery after adding the device. You should also perform policy discovery in order to
synchronize Security Manager with any out-of-band changes that have been made to the device, for example
through the CLI.

Question: How can I determine the results of the discovery?

Answer: When you initiate a discovery task, a window opens that shows you the discovery status and results.
You can also view a history of discovery task results on the Policy Discovery Status page (select Manage >
Policy Discovery Status).

Question: Does Security Manager show which commands are not discovered, and what can I do about them?

Answer: In the discovery status window, go to the Message Summary section, then select Commands Not
Discovered. Any undiscovered commands are listed in the Description field. You can either remove the
command from the device and repeat the discovery process, or continue. If you continue, Security Manager
will remove the unsupported command in the next deployment.

If Security Manager does not support a command found on a device, the discovery is generally not aborted;
however, if the device has any access control entries (ACEs) that refer to unsupported object groups, the
discovery is aborted. Other error messages, such as User groups not supported, might also provide details
about undiscovered commands. Read the information in the Action box for suggestions.

Question: How are discovered policies reflected in the user interface?

Answer: Security Manager converts the device commands into policies. There is no difference in appearance
between a policy discovered from a device configuration and one defined directly in Security Manager.

Question: T am using Auto Update Server for my PIX or ASA devices. How do I discover policies?

Answer: If a device has a static [P address, you can discover policies from the device. If it has a dynamic IP
address, you must discover policies from the device’s configuration file (offline).

Question: I am using Cisco Secure ACS to manage authentication and authorization to Security Manager.
How does this affect policy discovery?

Answer: You must add all managed devices to Cisco Secure ACS before you can perform policy discovery
and manage these devices in Security Manager. This includes security contexts on PIX/ASA/FWSM devices.
For more information, see the Installation Guide for Cisco Security Manager .

Question: What should I do after discovering VPN or router platform policies?

Answer: Due to the way these features are discovered, Security Manager does not assume management of
discovered VPN and router platform policies until after it deploys them. This means that if you discover a
router, unassign one of its policies and deploy, no commands are removed from the router’s configuration.
We recommend, therefore, that you perform deployment to a file immediately after discovering VPN or router
platform policies, before you make any changes to those policies. After this initial deployment, you can
reconfigure these policies and deploy your changes as required.

Question: If I discover policies on a device and then deploy the policies from Security Manager without
changing them, what is the difference between the original configuration on the device and the one that exists
after the deployment?

Answer: Typically, there will be no differences between the new configuration and your original one, assuming
you set up FlexConfigs for any unsupported CLI commands. However, in certain cases minor changes might
occur in your ACL or object-group naming schemes. For more information, see How Policy Objects are

Provisioned as Object Groups , on page 335. In addition, any discovered objects that are not being used by a
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policy are removed from the configuration. There can also be instances where the new configuration is
functionally equivalent to the old one but does not use the same commands.

Question: How does Security Manager handle my current CLI naming schemes for ACLs and object groups?

Answer: When you discover policies from a device, Security Manager tries to use the same names you have
used. However, depending on your naming scheme, some minor differences might occur between what you
defined on your device and the policies created through discovery. Additionally, there is a possibility that a
naming conflict can occur between an existing ACL or object on the device and the name required for the
new policy or object; in this case, Security Manager generates a different name so as not to misconfigure the
device. For example, if the name of a discovered object conflicts with an object of the same type that already
exists in Security Manager, a suffix is added to the name of the new object to make it unique or a device-level
override is created.

Question: Are all configuration commands discovered and brought into Security Manager?

Answer: No. Security Manager does not discover all device configuration commands. Instead, it discovers
security policies. For any configuration commands not discovered, use the FlexConfig feature to include the
commands that Security Manager does not support.

Question: If I rediscover policies on a device already in Security Manager, what happens to the policies
assigned to the device?

Answer: If you rediscover policies on a device that you are already managing with Security Manager, the
newly discovered policies replace the ones assigned to the device. All policies within the selected policy
domain (firewall services, platform settings, or both) are replaced, not just the ones that are different on the
device compared to the ones in the Security Manager database. If you assigned shared policies to the device,
the assignment is removed and the shared policy is left unchanged (so that other devices that use the shared
policy are not affected). After policy discovery, all policies assigned to the device are specific to that device;
none of them are shared with other devices. If you want to use shared policies with the device, you must redo
the assignments after policy discovery.

In addition, any customizations done to local policies are also lost. For example, if you used sections to
organize rules-based firewall policies, the sections are removed and the rediscovered policy is a flat list of
entries.

Question: Does Security Manager use existing policies and objects during policy discovery?

Answer: During policy discovery, Security Manager uses existing policy objects (ones that you already
defined in Security Manager) when creating policies for the device. However, Security Manager does not
reuse existing policies; all policies created during discovery are local to the device being discovered. Thus,
you might find it beneficial to define your policy objects (such as network objects) before adding devices to
Security Manager.

Question: After adding a device and discovering policies, I cannot submit my changes to the database; instead
I get warnings such as “Connection Policies Not Set.” What must I do to complete the device addition?

Answer: When you add a device and discover policies (particularly when you add devices from configuration
files), Security Manager warns you if the resulting configuration is incomplete in ways that will prevent it
from successfully managing the device. Connection policies, for example, are simply the device credentials
(user names and passwords) required to log into the device, as well as other connection-related configuration
settings (such as HTTP settings). Because these missing settings result in an invalid configuration or prevent
Security Manager from contacting and managing the device later, you are prevented from submitting the
changes to the database. Ensure that you have complete and valid configurations for these settings, then
resubmit your changes to the database.

Question: Why does the AAA policy not show the AAA configuration that I discovered on the device?

User Guide for Cisco Security Manager 4.25 .



The Basics of Using Security Manager |

. Managing Policies in Device View and the Site-to-Site VPN Manager

Answer: The AAA policy contains the default configurations for authentication, authorization, and accounting.
Other AAA commands that specify a particular list name are mapped to the policies that reference them. If
the list name is not referenced by a policy, it is not discovered.

Question: Why are parts of the AAA method list definitions configured on my router not discovered?

Answer: Security Manager does not support certain keywords, such as if-needed. Method lists containing
these keywords are discovered without the keyword. If the default AAA definitions on the device contain
unsupported keywords, the entire command is not discovered.

Question: Can I discover AAA servers on devices running 10S software that were configured using the
server-private command?

Answer: Yes, you can discover these servers. However, Security Manager converts them into standard AAA
servers that can be used globally or in multiple AAA server groups. The server-private command is not
supported.

Question: What do I need to know about discovery and device hostnames?

Answer: When you discover a device, the hostname policy is populated with the hostname discovered on the
device. However, the hostname listed in Device Properties is not updated with this value. Ensure that the
hostname defined in the device properties is the correct DNS name for the device. For more information, see
Understanding Device Properties , on page 74.

Question: Why does CSM remove policy descriptions of policy-maps from the discovered ASA policies?

Answer: During policy discovery, CSM does not move the policy-map description from the policies into its
database. Hence, when you preview the configuration, the descriptions inside the policy-maps are blank. After
deployment, the ASA displays the CSM deployed policy-maps without the descriptions.

Managing Policies in Device View and the Site-to-Site VPN

Manager

You can use Device view or the Site-to-Site VPN Manager to manage both local policies and shared policies,
as described in the following sections:

* Policy Status Icons , on page 195
* Performing Basic Policy Management , on page 195

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

To access Device view, select View > Device View or click the Device View button on the toolbar. To access
the Site-to-Site VPN Manager, select Manage > Site-to-Site VPNSs or click the Site-to-Site VPN Manager
button on the toolbar.

Related Topics
* Understanding the Device Inventory , on page 69

* Managing Shared Policies in Policy View , on page 215

» Understanding Policies , on page 165
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Policy Status Icons

You can learn the status of any policy in Security Manager at a glance by viewing the icon displayed next to
the policy name.

Table 37: Policy Status Icons

lcon |Status

147969 | The policy is not configured. Upon deployment, any policy of this type already present on the device
is effectively removed.

147967 | A local policy is configured. The definition of this policy affects only the device or VPN topology
on which it is configured.

147968 | A shared policy is configured. Any changes to the definition of this policy affect all of the devices
or VPN topologies to which this policy is assigned.

A policy bundle is configured. Any changes to the definition of this policy affect all of the devices
or VPN topologies to which this policy is assigned, whether those policies are assigned using the
same policy bundle, another policy bundle that includes the shared policy, or are assigned the shared
policy directly and not through a policy bundle.

Related Topics
* Understanding Policies , on page 165

Performing Basic Policy Management

The following topics describe the operations you can perform on local policies in Device view. Local policies
are policies that are specific to the device or VPN topology on which they are configured. They are not shared
by other network elements.

* Configuring Local Policies in Device View , on page 195
* Copying Policies Between Devices , on page 197

« Unassigning a Policy , on page 200 (This topic also applies to the Site-to-Site VPN Manager)

Related Topics
» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

* Managing Shared Policies in Policy View , on page 215

» Understanding Policies , on page 165
Configuring Local Policies in Device View

Use Device view to configure local platform and service policies on individual devices. Each policy defines
a particular configuration or security task that the device can perform, such as NAT, OSPF routing or inspection
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Step 1

Step 2

Step 3

rules. Local policies are unnamed and are particular to the individual device on which they have been defined.
Any changes that you make to a local policy do not affect other devices that Security Manager is managing.

When you configure a policy, a lock is placed on that policy to prevent other users from making changes to
the same policy at the same time. See Understanding Policy Locking , on page 172.

You can modify any local policy assigned to a particular device provided you have permissions to modify
policies and to access that device. For more information about permissions, see the Installation Guide for
Cisco Security Manager.

After configuring a policy, you must deploy the changes to the device in order to make them active on that
device. For more information, see Managing Deployment, on page 379

Related Topics
 Understanding the Device View , on page 69
* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194
* Copying Policies Between Devices , on page 197

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

In Device view, select a device from the Device selector, then select a policy for that device from the Device Policies
selector. The details of the policy appear in the work area.

Modify the definition of the policy as required. Click the Help button to access information specific to the selected policy.
For more information, see:

* Managing Site-to-Site VPNs: The Basics, on page 1069

» Managing Remote Access VPNs: The Basics, on page 1283

* Introduction to Firewall Services, on page 593

* Overview of IPS Configuration , on page 1613

* Overview of Cisco IOS IPS Configuration , on page 1788

* Managing Routers, on page 2297

» Managing Firewall Devices, on page 1799

» Managing Cisco Catalyst Switches and Cisco 7600 Series Routers, on page 2615

Click Save to save your changes.

Ifthis is the first time you are configuring this policy on this particular device, the icon next to the selected policy changes
to indicate that the policy is configured and assigned locally to the device. For more information about policy status icons,
see .

After you save the policy, the policy is configured but you are the only one who can view the changes. There are additional
steps to take to commit your changes and to deploy them to the device. The exact changes depend on whether you are
working in Workflow or non-Workflow mode. Before taking the additional steps, configure all of the policies that you
want to deploy; you are not required to deploy policy changes one at a time.

Following is a summary of the additional steps you need to take:

* Submit your changes. Submission updates the database on the Security Manager server with your changes.
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* In non-Workflow mode, you submit changes by selecting File > Submit. You can also submit your changes
and deploy them in a single step by selecting File > Submit and Deploy.

* In Workflow mode, if you are working with an activity approver, you submit your activity, and the changes
are committed when the activity is approved. If you are not working with an activity approver, your changes
are committed when you approve your own activity. For more information, see Submitting an Activity for
Approval (Workflow Mode with Activity Approver) , on page 159 and Approving or Rejecting an Activity
(Workflow Mode) , on page 160.

In both Workflow and non-Workflow mode, policies are validated when you submit them. For more information on
validation, see Validating an Activity/Ticket , on page 158.

* Deploy your changes. Deployment either updates the devices directly with the new configuration, creates configuration
files that you can deploy yourself, or copies the configuration files to an intermediate server (Auto Update Server,
Configuration Engine, or Token Management Server) from which the device retrieves the updates. The method you
use depends on the requirements of your organization, and you can select different methods for each device. For
general information about deployment, see Working with Deployment and the Configuration Archive , on page 403.
For the specific steps based on workflow mode, and information on the deployment methods, see the following
topics:

* Deploying Configurations in Non-Workflow Mode , on page 406

* Deploying a Deployment Job in Workflow Mode , on page 418

* Deploying Configurations Using an Auto Update Server or CNS Configuration Engine , on page 420
* Deploying Configurations to a Token Management Server , on page 421

* Deploying Directly to a Device , on page 387

* Deploying to a Device through an Intermediate Server , on page 388

* Deploying to a File , on page 389

Copying Policies Between Devices

You can streamline device configuration by copying multiple policies, or even a complete set of policies,
from one device to other devices that support the selected policies. This makes it easy, for example, to quickly
configure a new firewall device with the same policies configured on an existing firewall device.

When you copy policies between devices, those policies that are local on the source device are copied locally
to the target device. Shared policies assigned to the source device are copied as shared policies to the target
device as well.

Tips

« If your intention is to assign a single shared policy to additional devices, we recommend that you use
the assignment feature, rather than copying the policies. For more information about sharing policies in
Device view, see Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager
, on page 214.
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* To create a new device of the same type that shares the same configuration and properties (including the
operating system version, credentials, and grouping attributes) as the source device, use the Clone Device
feature. For more information, see Cloning a Device , on page 126.

Related Topics

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

* Configuring Local Policies in Device View , on page 195

* Understanding the Device View , on page 69

* Policy Status Icons , on page 195

* Filtering Items in Selectors , on page 47

Step 1 In Device view, do one of the following:

* Select Policy > Copy Policies Between Devices. The Copy Policies wizard starts at step 1, the Copy Policies from
this Device page. Select the device that has the policies you want to copy and click Next.

* Right-click the device in the Device selector, then select Copy Policies Between Devices. The Copy Policies wizard
selects the device as the source device and starts at step 2, the Select Policies to Copy page. You can change the
source device by clicking Back.

Tip You can also right click a device in Map view and select Copy Policies Between Devices.

Step 2 Select the policies you want to copy on the Select Policies to Copy page. Initially, most policies from the source device
(both local and shared) that can be copied are selected. You can change the selection, however, if you select a policy that
depends on another policy, you must select the dependant policies. Security Manager will prompt you if your selections
are not valid.

Consider the following when selecting policies:
* Selecting the check box for a policy group selects all of the policies in that group.

» When you copy policies between firewall devices (ASA, PIX, FWSM), copying the failover policy automatically
copies the interface policy and vice-versa.

« It is usually not a good idea to copy interface policies, because these policies can have specific IP addresses. Other
types of policies that you should carefully consider before copying them include NAT, routing, or the IPS policy
on IOS devices.

* If you select the security contexts policy (for FWSM, PIX Firewall, or ASA devices), you must submit your changes
after copying the devices for the contexts to appear in the device selector. In non-Workflow mode, select File >
Submit. In Workflow mode, submit your activity.

Step 3 Use the policy object copy options to determine how policy objects are handled. These options are not mutually exclusive,
and the combination you select has important implications on how the policies are defined on the target devices.

These are the possible combinations and their meanings:

* To ensure that the target devices have the same policy object settings as the source device, select both Copy the
Global Values of Policy Objects and Copy the Overridden Values of Policy Objects.
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* To ensure that if a policy object is used on the target device, its value is not overridden, select neither option. If a
selected policy uses a policy object, and an equivalent policy on the target device uses the same policy object, the
policy object’s value defined on the target device is preserved. If the target device does not use the policy object, it
is copied to the target using the policy object’s global value (any overrides on the source device are ignored).

* To ensure that any policy objects on the target device use the policy object’s global values, select Copy the Global
Values of Policy Objects but deselect Copy the Overridden Values of Policy Objects. If the source device includes
policies that use policy objects, only policies that use global values for the policy objects are copied. If the target
device has an equivalent policy that uses local values for the policy object, the local values are replaced by the policy
object’s global values.

» To ensure that only policy objects with local values on the source device are copied to the target device, deselect
Copy the Global Values of Policy Objects but select Copy the Overridden Values of Policy Objects. If the
source device includes policies that use policy objects, only policies that override the policy object’s global values
are copied. The target devices get the source device’s override value for the policy object.

The following table shows the possible outcomes when copying policy objects depending on which of the two options

are selected:

Source Device |Target Device |User Option Target device (copy result)
Global No reference | Any Global Definition

Definition

Global Global Any Global Definition

Definition Definition

Global Device-level Neither option selected Retains target device’s override
Definition override

Copy the Global Values of Policy Objects only

Global Definition

Copy the Overridden Values of Policy Objects only

Retains target device’s override

Both options selected Global Definition
Device-level No reference | Neither option selected Global Definition
override

Copy the Global Values of Policy Objects only Global Definition

Copy the Overridden Values of Policy Objects only

Uses source device’s override

Both options selected

Uses source device’s override

Device-level
override

Global
Definition

Neither option selected

Global Definition

Copy the Global Values of Policy Objects only

Global Definition

Copy the Overridden Values of Policy Objects only

Uses source device’s override

Both options selected

Uses source device’s override
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Step 4

Step 5

Source Device |Target Device |User Option Target device (copy result)
Device-level Device-level | Neither option selected Retains target device’s override
override override

Copy the Global Values of Policy Objects only Retains target device’s override

Copy the Overridden Values of Policy Objects only | Uses source device’s override

Both options selected Uses source device’s override

Click Next.

Select the target devices to which you want to copy policies on the Copy Policies to these Devices page. Selecting the
check box for a device group selects all of the devices in that group.

The device selector displays only those devices that support all of the policies you selected to copy. If you do not see all
of the devices to which you want to copy policies, you can return to the policy selection page and deselect the more
restrictive policies, and use the wizard a second time to copy the restrictive policies to the subset of devices that support
them.

The device list is empty if no other device in the inventory can support all selected policies.

Tip After selecting devices, Click the Preview button to view a summary of the policies that will be copied. The
summary shows the selected devices, the policies that will be copied to them, and any overrides that will be
created, updated, or deleted due to the copied policies.

Click Finish. You are asked to confirm that you want to copy policies.

The policies are copied to the target devices. If the copy operation fails for any target device, the copy is undone for
successful devices, and you are shown a list of reasons why the copy failed for each problem device. Typically, copy
failures are because someone else has a lock on a policy or device, or you do not have the required permissions to a
device.

Unassigning a Policy

If you unassign a policy that has already been deployed to a device, in most cases the values that are defined
for the policy are erased, effectively removing the policy from the device’s planned configuration. When you
perform deployment, the configuration for this feature that already exists on the device is removed.

The exact behavior depends on the type of policy that you unassign:

» Firewall service policies—If you unassign a policy, Security Manager erases the policy from the device.
* VPN policies:

* Site-to-site VPN policies—You cannot unassign mandatory site-to-site VPN policies from the
devices in the topology. If you unshare a mandatory policy, Security Manager assigns default values
to the affected device. If you unassign an optional policy, Security Manager erases the configuration
from the device. For more information, see Understanding Mandatory and Optional Policies for
Site-to-Site VPNs , on page 1074.

* [PSec remote access VPN policies—If you unassign a policy, Security Manager erases the policy
from the device, even if it is a mandatory policy. In most cases, deployment fails if you do not create
anew definition for the mandatory policy. In those cases where deployment does not fail, the device
will fail to establish VPN tunnels.
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» SSL VPN policies—If you unassign a policy, Security Manager erases the policy from the device.

* Catalyst 6500/7600 or Catalyst switch policies—Interface and VLAN policies cannot be shared or
unassigned. If you unassign a platform policy (such as IDSM settings or VLAN access lists) Security
Manager removes the policy from the device.

* IPS policies—For all IPS device and service policies, a default policy is assigned to the device.

* PIX/ASA/FWSM policies—Policies that you cannot share with other devices cannot be unassigned from
the device on which they are created. This includes interface, failover, security context, and resource
policies. For other policy types (such as timeout policies), Security Manager makes a best effort to restore
the system default configuration on the device.

« 10S router policies—Core connectivity policies, such as basic interface settings and accounts and
credentials policies cannot be unassigned from the device on which they are created. If you unassign a
device access policy that was used to define the password for configuring the device, you might prevent
Security Manager from configuring that device in the future. For more information, see User Accounts
and Device Credentials on Cisco IOS Routers , on page 2396.

If you unassign a VTY or console policy, Security Manager restores a default configuration to ensure continued
communication with the device. For all other policy types, if you unassign the policy, Security Manager erases
the configuration from the device.

Related Topics
* Configuring Local Policies in Device View , on page 195
* Copying Policies Between Devices , on page 197

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

Step 1 Do one of the following:

* (Device view) Select the device that has a policy you want to unassign.

* (Site-to-Site VPN Manager) Select the VPN topology that has a policy you want to unassign.

Step 2 Right-click the local policy and select Unassign Policy.

Note You can unshare a policy only if you have the Assign privilege mapped to your role. Cisco Security Manager
displays error message for authorization.

You are asked to confirm that you want to unassign the current policy.

Working with Shared Policies in Device View or the Site-to-Site VPN Manager

Sharing policies makes it possible to configure multiple devices with common policies, which provides greater
consistency in your policy definitions and streamlines your management efforts. Any changes to a shared
policy affect all the devices and VPN topologies to which the policy is assigned. This makes it easy, for
example, to update all of your Cisco 10S routers with new quality of service policies by updating the shared
Quality of Service policy assigned to these devices.
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When working in Device view or the Site-to-Site VPN Manager, you can take a local policy (such as a policy
created during device discovery) and share it. You can then assign the shared policy to as many devices or

VPN topologies as you want (provided they are not locked by another user; see Understanding Policy Locking
, on page 172), and you can change these assignments at any time. You can also take these shared policies that
were created from the local policy and add them to a policy bundle. For more information on policy bundles,

see Managing Policy Bundles , on page 222.

Je

Tip

If you have a device that you are using as a template for the creation of other devices, you can quickly create
a policy bundle that can be used for device configuration based on the template device. To do so, first make
all policies on the device shared policies (see Sharing Multiple Policies of a Selected Device , on page 206),

then create a policy bundle from those shared policies.

In addition, you can take a shared policy that is assigned to a device or VPN topology and turn it into a local
policy for that particular device or topology. This enables you to create a special configuration that affects
only that device or topology. Other devices or topologies assigned the shared policy continue to use the shared
policy as before.

As an alternative to sharing local policies, you can create new shared policies and manage them at the network
level using Policy view. For more information, see Managing Shared Policies in Policy View , on page 215.
After creating the shared policy and assigning it to devices or VPN topologies in Policy view, you can return
to Device view or the Site-to-Site VPN Manager and perform additional operations on the policy as described
in the sections that follow. Note that all shared policies that you create in Device view or the Site-to-Site VPN
Manager automatically appear as shared policies in Policy view.

Je

Tip

In Device view or the Site-to-Site VPN Manager, if you edit a shared policy, your changes are applied to all
devices or VPN topologies that share the policy. Thus, you do not need to go to Policy view to edit shared
policies. You are warned when you try to edit a shared policy that this will happen, to ensure you do not
inadvertently make a change to more devices or topologies than what you intend. If you need to change the
policy for just one device or topology, you can unshare the policy before editing it, as described in Unsharing

a Policy , on page 208.

The following topics describe how to share policies and the operations that can be performed on them in
Device view or the Site-to-Site VPN Manager:

» Using the Policy Banner , on page 203

* Policy Shortcut Menu Commands in Device View and the Site-to-Site VPN Manager , on page 204
* Sharing a Local Policy , on page 205

* Sharing Multiple Policies of a Selected Device , on page 206

* Unsharing a Policy , on page 208

* Assigning a Shared Policy to a Device or VPN Topology , on page 209

» Adding Local Rules to a Shared Policy , on page 210

* Inheriting or Uninheriting Rules , on page 211

* Cloning (Copying) a Shared Policy , on page 212

* Renaming a Shared Policy , on page 213
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* Modifying Shared Policy Definitions in Device View or the Site-to-Site VPN Manager , on page 213

» Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214

Related Topics
* Importing Policies or Devices, on page 487
* Understanding Policies , on page 165

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

Using the Policy Banner

When you view a device policy in Device view, or a site-to-site VPN policy in the Site-to-Site VPN Manager,
there is a banner above the content of the policy in the work area. The banner provides information about
whether the policy is local to the device or a shared policy. For shared policies, the banner also indicates the
number of devices that use the policy. For policies that allow inheritance, the banner includes information
about inheritance.

Messages might appear below the banner to indicate the following:

* That the policy is locked by another user. You cannot save changes to the policy until the other user
submits (and approves) the changes, cancels an edit, or discards the changes.

* That the shared policy was imported. Imported policies might be re-imported at some point if the policy
is managed on a different server. Any changes that you make are eliminated if the policy is imported
again. Before editing the policy, ensure that you understand the protocols used in your organization for
policy management and importation. You can control whether this message appears using an option on
the Tools > Security Manager Administration > Policy Management page (see Policy Management Page
, on page 572).

You can use the links in the banner to create shared policies, assign a shared policy, and configure policy
inheritance. The following illustration shows an example of a device policy banner.
The fields in the policy banner have the following meanings and uses:

* Policy Assigned—The name of the policy assigned to this device or VPN. If the name has a link, you
can assign a shared policy to the element by clicking the link. If there is no link, a shared policy cannot
be assigned to this particular type of policy.

» Local—The policy is a local policy (configured on this device only) rather than a shared policy.
* Specific policy name—The shared policy is assigned to the device policy.
» Assigned To—If a shared policy is assigned, the number of devices or VPNs to which the policy is

assigned. If no shared policy is assigned, local device or this VPN is indicated. If the name has a link,
you can do the following:

* Local Device or This VPN links—Click the link to create a shared policy from this local policy.
You can then assign the shared policy to other devices or VPNs.

* Number of Devices or VPNs links—Click the link to change the devices or VPNs assigned to the
shared policy.
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* Inherits From—The name of the policy from which this policy inherits rules. This field appears only for
policies that allow inheritance. Click the link to specify a policy or set of policies from which the policy
will inherit rules. For more information about inheritance, see Understanding Rule Inheritance , on page
168.

The field can contain these entries:

* None—The policy does not inherit rules from any other policy.
* Single policy name—The policy inherits rules from this policy.

* Multiple policy names separated by > signs—The policy inherits rules from the indicated hierarchy
of policies.

* Policy Bundle Assigned—The name of the policy bundle assigned to this device or VPN.

Related Topics
* Understanding Policies , on page 165

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

* Sharing a Local Policy , on page 205

* Assigning a Shared Policy to a Device or VPN Topology , on page 209

* Adding Local Rules to a Shared Policy , on page 210

* Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214
* Modifying Shared Policy Definitions in Device View or the Site-to-Site VPN Manager , on page 213

* Inheritance vs. Assignment , on page 170

* Understanding Policy Locking , on page 172

* Importing Policies or Devices, on page 487

Policy Shortcut Menu Commands in Device View and the Site-to-Site VPN Manager

When you right-click a policy in Device view or the Site-to-Site VPN manager, you get a list of commands
that you can use on the policy. The shortcut command list includes only those commands available for the
selected policy, so the list differs according to your selection.

The available commands depend on whether the policy:

* [s unassigned.
* Contains a local policy for that specific device or VPN topology.
* Contains a shared policy that might be assigned to multiple devices or VPN topologies.

* Can be shared. There are no shortcut commands for policies that cannot be shared between devices or
topologies.

The current status of each policy type is indicated by the icon displayed next to the policy name. See Policy
Status Icons , on page 195.
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Sharing a Local Policy .

The following table provides a comprehensive list of the possible commands.

Table 38: Policy Shortcut Commands

Menu Command

Description

Commands available for both local and shared policies

Assign Shared Policy

Assigns an existing shared policy to the selected device or VPN topology. If the
policy is already assigned a shared policy, your selection assigns a new shared
policy, replacing the existing selection. See Assigning a Shared Policy to a
Device or VPN Topology , on page 209.

Inherit Rules

Enables you to identify a shared policy from which to inherit rules, or to remove
any inheritance from the child policy. Child policies inherit both the mandatory
rules and default rules that are defined in the parent policy. See Inheriting or
Uninheriting Rules , on page 211.

Additional local policy commands

Share Policy Shares the local policy so that it can be assigned to other devices or VPN
topologies. See Sharing a Local Policy , on page 205.
Unassign Policy Unassigns the policy from the device or VPN topology. When deployed, the

configuration that corresponds to the settings defined in this policy is removed
from the device or the devices in the topology. See Unassigning a Policy , on
page 200.

Additional shared policy commands

Unshare Policy

Creates a local copy of the shared policy and assigns it to the device or VPN
topology in place of the shared policy. See Unsharing a Policy , on page 208.

Edit Policy Assignments

Enables you to change which devices or VPN topologies are assigned to this
policy, not just the device or VPN topology you are currently viewing. See
Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN
Manager , on page 214.

Clone Policy

Creates a copy of a policy with a new name. Use this option to create a new
policy with the same definition as the policy from which it was created, which
you can then edit. See Cloning (Copying) a Shared Policy , on page 212.

Rename Policy

Renames the selected policy. See Renaming a Shared Policy , on page 213.

Sharing a Local Policy

As your network grows, you might decide to convert a local policy into a shared policy that you can assign
to multiple devices or VPN topologies (see Local Policies vs. Shared Policies , on page 167). Sharing a policy
provides a streamlined management approach that ensures that all devices or topologies assigned to the policy
are configured in a consistent manner. For example, if you configure a set of firewall inspection rules on a
particular device, sharing that device’s inspection rules policy makes it possible to assign that policy to other
devices, eliminating the need to configure each device individually. See Assigning a Shared Policy to a Device
or VPN Topology , on page 209.
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In addition, having a shared policy enables you to update the configurations of each assigned device or topology
at one time, saving time and promoting greater consistency across your set of managed devices.

When you share a policy, you must name the policy. (Local policies do not have names, because they are
associated with only a single device or topology.) This enables you to identify this policy when managing
shared policies in Policy view.

Related Topics
* Understanding the Device View , on page 69
* Policy Status Icons , on page 195
* Using the Policy Banner , on page 203
* Assigning a Shared Policy to a Device or VPN Topology , on page 209
* Unsharing a Policy , on page 208
» Adding Local Rules to a Shared Policy , on page 210
* Sharing Multiple Policies of a Selected Device , on page 206
* Inheriting or Uninheriting Rules , on page 211

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

Step 1 In Device view or the Site-to-Site VPN Manager, select a policy from the Policies selector, then do one of the following:
* (Device view only) Select Policy > Share Policy.
* Right-click the policy and select Share Policy.

* Click the local device/this VPN link in the Assigned To field in the policy banner. A warning dialog box called
Local Policies Cannot Be Assigned to Multiple Devices opens to inform you that you are viewing a local policy.
Click Share Policy to continue.

The Share Policy dialog box is displayed.

Step 2 Enter a name for the shared policy and click OK.

Policy names can contain up to 255 characters, including spaces and special characters.

Sharing Multiple Policies of a Selected Device

With one procedure, you can share multiple policies configured on a particular device. When you perform
this procedure, you can choose to share all the policies configured on the device or only some of them. For
example, you can take all the firewall service policies defined on an ASA device and share them.

Initially, the resulting shared policies are assigned only to the device from which the procedure was performed.
However, you can then assign these shared policies to additional devices as required. See Modifying Shared
Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214.

This feature provides a convenient way to take the policies configured on a single device and use them as a
template for configuring similar devices. For example, after you discover the devices at your branch offices,
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Step 1

Step 2

Sharing Multiple Policies of a Selected Device .

you can take all the local access rules that you have configured on a similar device and share them with a
single procedure so that you can assign them to the branch office devices.

Je

Tip  You can use this procedure to make all policies on the device shared policies and then create a policy bundle
from those shared policies. This policy bundle can then be used to quickly configure new devices based on

the template device.

P
Tip

operating system version, credentials, and grouping attributes) as the source device, create a clone of the
device. For more information, see Cloning a Device , on page 126.

To create a new device of the same type that shares the same configuration and properties (including device

Related Topics
* Understanding the Device View , on page 69
* Copying Policies Between Devices , on page 197
* Sharing a Local Policy , on page 205
» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201
* Unsharing a Policy , on page 208

* Filtering Items in Selectors , on page 47

In Device view, do one of the following:

» Select Policy > Share Device Policies. The Share Policies wizard opens at the Share Policies from this Device page
(step 1). Select the device whose policies you want to share and click Next.

* Right-click the device and select Share Device Policies. The Share Policies wizard opens at the Select Policies to
Share page (step 2); you can click Back to go to step 1 and select a different device, if desired.

Tip You can also right click a device in Map view and select Share Device Policies.

On the Select Policies to Share page, select all policies that you want to share. Initially, all shareable policies configured
on the device, whether local or shared, are selected. Deselect the check box next to each policy that you do not want to
share.

Following are some tips:

* Local policies that are not checked remain local to the selected device.

* I[f you select a policy that is already shared, Security Manager creates a copy of that policy using the name that you
define in the wizard.

* Selecting the check box for a policy group selects all of the policies in that group.

« If a policy is configured on the device, but you cannot select it (the check box is solid grey), it is an unshareable
policy.
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Step 3 Enter a name for the shared policies. All policies are given the same name. You can later rename the individual policies.
For more information, see Renaming a Shared Policy , on page 213.

If you select a policy that is already shared, Security Manager creates a copy of that policy using this name.

Step 4 Click Finish. The selected policies become shared policies, which you can then assign to additional devices as needed.
For more information, see Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager , on
page 214.

Unsharing a Policy

When you unshare a shared policy assigned to a particular device or VPN topology, you create a copy that
becomes a local policy for that device or topology. This means that any subsequent changes made to the local
policy affect only this particular device or topology. Other devices or topologies assigned the original shared
policy continue to use the shared policy as before.

Note  You can unshare a policy only if you have the Assign privilege defined for your role. Cisco Security Manager
displays error message for authorization.

Note You cannot unshare a policy that is assigned to a device as part of a policy bundle. You must either unassign
the policy bundle from the device or remove the shared policy from the policy bundle that is assigned to the
device.

For example, Security Manager might be managing a BGP routing policy called MyBGP, which is assigned
to 20 routers. If you decide that one of the routers (Routerl) requires a variation of this policy, you can select
the device, unshare the policy, and make the changes you need for that router. From that point on, Router1
has a local BGP policy while the other 19 routers continue to use the original shared policy, MyBGP.

Related Topics
* Understanding the Device View , on page 69
* Sharing a Local Policy , on page 205
» Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194
» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

* Policy Status Icons , on page 195

Step 1 In Device view or the Site-to-Site VPN Manager, select a policy from the Policies selector, then do one of the following:

* (Device view only) Select Policy > Unshare Policy.

* Right-click the selected shared policy, then select Unshare Policy.

Note You can unshare a policy only if you have the Assign privilege mapped to your role. Cisco Security Manager
displays error message for authorization.
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Step 2 Click OK. The shared policy is converted into a local policy for the selected device or VPN topology. The shared policy
icon in the Policies selector is replaced by the local policy icon.

Assigning a Shared Policy to a Device or VPN Topology

You can replace any shareable policy (local or shared) assigned in Device view or the Site-to-Site VPN
Manager with an existing shared policy of the same type. For example, if you have a local NAT policy assigned
to a Cisco IOS router, you can assign a shared NAT policy in its place. Similarly, if a shared NAT policy was
assigned to the router, you can replace it with a different shared NAT policy.

Je

Tip  You can use bundle shared policies together to make assigning those policies easier. For more information,
see Managing Policy Bundles , on page 222.

If you are assigning a shared policy to replace a local, rule-based policy (for example, an inspection rules
policy), any local rules that you configured are replaced by the rules defined in the shared policy. A warning
message gives you the opportunity to preserve the local rules by inheriting the rules of the shared policy
instead of assigning the shared policy in place of the local policy. For more information, see Inheritance vs.
Assignment , on page 170.

Je

Tip If you want to use the rules defined in the shared policy and still keep your local rules, we recommend that
you select the Inherit Rules option instead of assigning the policy. For more information, see Inheriting or
Uninheriting Rules , on page 211.

\}

Note  You can also inherit IPS signature policies and signature event actions, but inheritance works differently than
for rules-based policies. For more information, see Understanding Signature Inheritance , on page 1675.

Related Topics
* Understanding the Device View , on page 69

» Using the Policy Banner , on page 203

* Unassigning a Policy , on page 200

» Adding Local Rules to a Shared Policy , on page 210
* Copying Policies Between Devices , on page 197

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

Step 1 In Device view or the Site-to-Site VPN Manager, select a policy from the Policies selector, then do one of the following:
* (Device view only) Select Policy > Assign Shared Policy.
* Right-click the policy in the Policies selector, then select Assign Shared Policy.

* Click the link in the Policy Assigned field in the policy banner.
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Step 2

Step 3

The Assign Shared Policy dialog box is displayed if there are any shared policies available for assignment.

Select a shared policy from the displayed list to assign to the device or VPN topology and click OK. If the policy does
not allow inheritance, the shared policy is assigned to the selected device and you are finished.

If the policy allows inheritance, you are warned that the shared policy will replace the Customize Desktop Page , on
page 516 current policy and given the option to inherit the rules instead with the Local Policy Will Be Replaced dialog
box.

Your options are:

* Assign Policy—Assign the shared policy to replace the existing local policy. If you choose to assign, all local rules
are removed and they cannot be retrieved.

* Inherit From Policy—Inherit the rules of the shared policy. If you choose to inherit, the inherited rules are added to
the local rules that are already defined in the device’s local policy. Use inheritance instead of assignment when the
device needs to maintain the set of local rules already defined for it.

Tip You can select Do not show this again to save your selection and have it applied to all future times that you
assign rule-based policies. Otherwise, you are prompted each time you assign policies so that you can make
different selections based on the circumstances. If you select this option, you can turn it off by resetting it on
the Customize Desktop administration settings page (see ).

Adding Local Rules to a Shared Policy

After you assign a shared rule-based policy, such as access rules, to a device, you can define additional rules
in the policy that are local to that device. Selecting this option creates an inheritance relationship, where the
policy defined on the device inherits rules from the shared policy while adding rules that affect only this

particular device. For more information about inheritance, see Understanding Rule Inheritance , on page 168.

Local rules that you add to a device do not affect the shared policy from which the device inherits its remaining
rules. For example, if the shared policy Access Rules_South is assigned to five devices and you define local
rules on one of those devices, the access rules policy on that device consists of the rules defined in
Access_Rules South plus the local rules; the other four devices continue to use only the rules defined
Access_Rules South.

Before You Begin

Assign a shared, rule-based policy to the device as described in Assigning a Shared Policy to a Device or
VPN Topology , on page 209.

Related Topics

* Understanding the Device View , on page 69

* Cloning (Copying) a Shared Policy , on page 212

* Assigning a Shared Policy to a Device or VPN Topology , on page 209

* Unsharing a Policy , on page 208

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201
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Step 1

Step 2

Step 3

Step 4

Inheriting or Uninheriting Rules .

In Device view, select a device from the Device selector, then select a shared policy assigned to that device from the
Device Policies selector. You must select a rule-based policy, such as access rules. The details of the policy appear in
the work area.

Do one of the following:

* Select Policy > Add Local Rules.
* Right-click the policy, then select Add Local Rules.

A message is displayed indicating that the policy on this device is now defined as a child policy that inherits rules from
the shared policy. If the shared policy in turn inherits rules from a different shared policy, those rules are automatically
inherited as well.

Note To change the parent policy from which this policy inherits rules, see Inheriting or Uninheriting Rules , on
page 211.

Click OK to confirm. In the work area, headings are added for local mandatory and default rules in addition to the
mandatory and default rules inherited from the shared policy.

In the Device Policies selector, the status icon changes to the icon for a local policy. For more information, see Policy
Status Icons , on page 195.

Define local rules as required.

Tip If you assign a shared policy after adding local rules, both the inherited rules and your local rules are replaced
with the selected shared policy.

Inheriting or Uninheriting Rules

This procedure describes how certain types of rule-based policies, such as access rules, can inherit rules from
shared policies of the same type. Child policies inherit both the mandatory rules and default rules that are
defined in the parent policy.

When working in Device view, you can then define additional rules that are local to the selected device. For
more information, see Adding Local Rules to a Shared Policy , on page 210.

You can edit rule inheritance from either Device view or Policy view.
Related Topics

* Understanding the Device View , on page 69

* Managing Shared Policies in Policy View , on page 215

* Assigning a Shared Policy to a Device or VPN Topology , on page 209

* Understanding Rule Inheritance , on page 168

* Inheritance vs. Assignment , on page 170

* Using the Policy Banner , on page 203

* Understanding Policies , on page 165
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Step 1 Select a local or shared rule-based policy in either Device view or Policy view, then do one of the following:

« Select Policy > Inherit Rules.
* Right-click the policy, then select Inherit Rules.
* (Device view only) Click the link in the Inherits From field in the policy banner.

The Inherit Rules dialog box is displayed, containing a list of all shared policies of the selected type, including any
inheritance relationships among them.

Step 2 Select the policy from which to inherit rules, or select No Inheritance to remove any inheritance from the child policy.
The name of the parent policy is displayed below the selector.

For example, if you select an access rules policy called West Coast, your access policy inherits the rules of the West
Coast policy. If the West Coast policy is a child policy of another access rules policy called US, your policy inherits the
properties of the West Coast policy, which in turn inherits the properties of the US policy.

Step 3 Click OK to save your definitions. The work area displays the inherited rules under the name of the parent policy and
any local rules, if defined, under the name of the original shared policy.

Cloning (Copying) a Shared Policy

You can clone an existing shared policy. This provides a useful shortcut for creating a new policy that is
similar to an existing one; after creating the clone, you can modify it as required.

If you clone a rule-based policy with inheritance, the new policy contains the same inheritance properties as
the policy from which it was created. For more information, see Understanding Rule Inheritance , on page
168.

Je

Tip  Ifyou clone a policy in Device view or the Site-to-Site VPN Manager, the new policy is assigned to the
selected device or VPN topology. If you want to clone a policy without changing policy assignments, make
the clone in Policy view.

Related Topics
* Understanding the Device View , on page 69
* Managing Shared Policies in Policy View , on page 215
* Renaming a Shared Policy , on page 213
* Deleting a Shared Policy , on page 221

Step 1 Select a shared policy in Device view, Policy view, or the Site-to-Site VPN Manager, then do one of the following:
* (Device or Policy view only) Select Policy > Clone Policy.

* Right-click the shared policy, then select Clone Policy.

The Clone Policy dialog box is displayed.
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Step 2 Enter a name for the new policy and click OK.

Names can contain up to 255 characters, including spaces and special characters.

Renaming a Shared Policy

You can rename a shared policy. The new name is immediately reflected in all devices and VPN topologies
to which the policy is assigned.

Related Topics
* Understanding the Device View , on page 69
* Managing Shared Policies in Policy View , on page 215
* Cloning (Copying) a Shared Policy , on page 212
* Deleting a Shared Policy , on page 221

Step 1 Select a shared policy in Device view, Policy view, or the Site-to-Site VPN Manager, then do one of the following:

* (Device or Policy view) Select Policy > Rename Policy.

* Right-click the policy, then select Rename Policy.

The Rename Policy dialog box is displayed.

Step 2 Enter a new name for the selected policy and click OK.

Names can contain up to 255 characters, including spaces and special characters.

Modifying Shared Policy Definitions in Device View or the Site-to-Site VPN Manager

You can modify any shared policy in Device view or the Site-to-Site VPN Manager by selecting one of the
devices or VPN topologies to which the policy is assigned, making the necessary changes, and then saving
these changes to the Security Manager server. Any changes made to a shared policy in Device view or the
Site-to-Site VPN Manager automatically affect all devices to which the shared policy is assigned.

Je

Tip  To apply your changes only to the device or VPN topology that you are modifying, you must first unshare
the policy (see Unsharing a Policy , on page 208). This action converts the policy to a local policy and prevents
your changes from affecting other devices or topologies.

Related Topics

* Understanding the Device View , on page 69
* Using the Policy Banner , on page 203

* Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214
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* Configuring Local Policies in Device View , on page 195

* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

Step 1 Do one of the following:
* (Device view) Select the device that has a shared policy you want to modify.

* (Site-to-Site VPN Manager) Select the VPN topology that has a shared policy you want to modify.

Step 2 Redefine the policy as required.

Step 3 Click Save. You are asked to confirm that you want to save your changes, reminding you that the changes you made will
be applied to all devices or topologies to which the policy is assigned.

Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager

You can modify the list of devices or VPN topologies assigned a particular shared policy as required. If you
remove a device or topology from a policy assignment, that policy is effectively removed from the device’s

or topology’s planned configuration. Upon deployment, any configuration of that type that exists on the device
or topology is removed. For more information about the implications of unassigning a policy, see Unassigning
a Policy , on page 200.

A

Caution  Use the policy assignment feature with care, as unassigning a policy removes that configuration from the
device or topology and can have unintended consequences. For example, if you unassign a device access
policy from a Cisco 1OS router and then deploy that change, you might prevent Security Manager from
configuring that device in the future (see User Accounts and Device Credentials on Cisco IOS Routers , on
page 2396).

Policy assignment can also be modified from Policy view. For more information, see Modifying Policy
Assignments in Policy View , on page 219.

Related Topics
* Understanding the Device View , on page 69
» Using the Policy Banner , on page 203
* Assigning a Shared Policy to a Device or VPN Topology , on page 209
+ Unassigning a Policy , on page 200
* Copying Policies Between Devices , on page 197
» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201
* Inheritance vs. Assignment , on page 170

* Inheriting or Uninheriting Rules , on page 211
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Step 1 In Device view or the Site-to-Site VPN Manager, select a shared policy from the Policies selector, then do one of the
following:

* (Device view only) Select Policy > Edit Policy Assignments.
* Right-click the policy and select Edit Policy Assignments.
* Click the n device/VPN link in the Assigned To field in the policy banner.

Step 2 Modify the list of devices or VPN topologies to which the policy is assigned, as follows:

» To assign the selected policy to additional devices or topologies, select them from the Available Devices/VPNss list,
then click >> to move them to the Assigned Devices list.

* To unassign the selected policy from devices or topologies, select them from the Assigned Devices/VPNs list, then
click << to return them to the Available Devices/VPNs list. Devices or topologies that are unassigned from the policy
remove this policy from their running configuration during deployment.

Tip To assign a policy to all the devices in a device group, select the name of the device group, then click >>.

Step 3 Click OK to save your assignment changes.

Managing Shared Policies in Policy View

Use Policy view to globally manage all the shared policies configured in Security Manager. Unlike Device
view, which you use to manage all the policies configured on a selected device, Policy view enables you to
manage all shared policies of a particular type regardless of device.

Policy view enables you to:
* Create new shared policies.
+ Edit any policy configuration.
* Modify the list of devices or VPNs to which shared policies are assigned.

* Delete shared policies that are not assigned to any devices or VPNs.

To access Policy view, select View > Policy View or click the Policy View button on the toolbar.

The below figure shows the main areas of Policy view.
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Figure 14: Policy View
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* (7) Policy Type Selector—Lists the policy types available in Security Manager, divided by category.
Clicking a policy type in the selector displays all the shared policies defined for that type in the Shared
Policy selector. To create a new policy, right click the policy type and select New [policy type] Policy
or click the Create a Policy button in the shared policy selector. For more information, see Policy View
Selectors , on page 217.

* (4, 5, 6) Shared Policy Selector—Lists the shared policies that are defined for the selected type. Clicking
a policy in the selector displays the definition of the policy and its assignments in the work area. For
more information, see Policy View Selectors , on page 217.

Right-click a policy in the selector to perform actions on the policy. For more information on the available
commands, see Policy View—Shared Policy Selector Options , on page 218.

Use the Filter field to filter the list of policies displayed in the selector. For more information about creating
filters, see Filtering Items in Selectors , on page 47.

* (1, 2, 3) Work Area—Contains two tabs:

* Details—Use this tab to view and edit the definition of the selected policy. You can modify the
definition as required; click Save in the work area to save your changes. Changes affect all devices
or VPN topologies to which the policy is assigned. The information displayed on the Details tab is
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identical to the information displayed in Device view or the Site-to-Site VPN Manager and can be
modified in exactly the same way. See Policy View Selectors , on page 217.

» Assignments—Use this tab to view and edit the list of devices or VPNs to which a shared policy is
assigned. For more information, see Modifying Policy Assignments in Policy View , on page 219.

Related Topics
* Importing Policies or Devices, on page 487
* Managing Policies in Device View and the Site-to-Site VPN Manager , on page 194

» Working with Shared Policies in Device View or the Site-to-Site VPN Manager , on page 201

Policy View Selectors

Policy view contains two selectors. The upper selector displays all the policy types available for a selected
policy domain. The root of the policy type selector is the policy domain name. To display the policy types
for a different policy domain, click the root of the tree and select a different domain from the list.

Policy domains include:

* Firewall—Lists all policy types for configuring firewall services. See Introduction to Firewall Services,
on page 593.

* NAT (PIX/ASA/FWSM)—Lists all NAT policies configured on PIX, ASA, and FWSM devices. See
NAT Policies on Security Devices , on page 1027.

* NAT (Router)—Lists all NAT policies configured on Cisco IOS routers. See NAT Policies on Cisco
IOS Routers , on page 1018.

» Site-to-Site VPN—Lists all policy types for configuring site-to-site VPNs. See Managing Site-to-Site
VPNs: The Basics, on page 1069.

» Remote Access VPN—Lists all policy types for configuring remote-access IPSec and SSL VPNs. See
Managing Remote Access VPNs: The Basics, on page 1283.

* Catalyst Platform—Lists all policy types for configuring Catalyst switches and 7600 routers. See Managing
Cisco Catalyst Switches and Cisco 7600 Series Routers, on page 2615.

» [PS—Lists all policy types for configuring IPS devices. See Overview of IPS Configuration , on page
1613.

* IPS (Router)—Lists all policy types for configuring Cisco I10S IPS policies on 1OS routers. See Overview
of Cisco 10S IPS Configuration , on page 1788.

* PIX/ASA/FWSM Platform—Lists all policy types for configuring PIX/ASA/FWSM platform-specific
policies. See Managing Firewall Devices, on page 1799.

* Router Interfaces—Lists all policy types for configuring platform-specific Cisco IOS router interface
policies. See Managing Routers, on page 2297.

* Router Platform—Lists all policy types for configuring platform-specific Cisco 10S router policies. See
Managing Routers, on page 2297.

* FlexConfigs—Lists all FlexConfig policies. See Managing Flexconfigs, on page 339.
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You can expand and collapse the selector as required to view all the available policy types and subtypes. To
create a new policy, right click the policy type and select New [policy type] Policy or click the Create a Policy
button in the shared policy selector.

Selecting a policy type from the Policy Type selector displays all the shared policies of that type in the Shared
Policy selector. Local policies configured in Device view are not displayed.

For example, when you select a configuration policy type, such as NAT translation rules, the Shared Policy
selector displays a flat list of each shared policy of that type. If you select a rule-based policy type, such as
firewall access rules, the Shared Policy selector displays a hierarchical tree of shared policies. This enables
you to view the inheritance relationships among the various policies. The Shared Policy selector includes a
shortcut menu with options for actions that can be performed on that policy, such as renaming it.

Je

Tip  You can create and apply a filter to shorten the list of policies displayed in the Shared Policy selector. For
more information about filters, see Filtering Items in Selectors , on page 47.

Policy View—Shared Policy Selector Options

Right-click a policy in the Shared Policy selector of Policy view to display a shortcut menu for performing
functions on the selected policy.

Related Topics

* Policy View Selectors , on page 217

* Managing Shared Policies in Policy View , on page 215

Field Reference

Table 39: Shared Policy Selector Options

Menu Command Description

Clone Policy Creates a new shared policy with the same definition as the policy from which it
was cloned. See Cloning (Copying) a Shared Policy , on page 212.

Rename Policy Renames the selected policy. See Renaming a Shared Policy , on page 213.

Add to Policy Bundle | Allows you to add the selected shared policy to a policy bundle. See Managing
Policy Bundles , on page 222.

Inherit Rules Applies only to rule-based policies such as access rules.

Causes a rule-based policy to inherit the rules of a different shared policy of the
same type. See Inheriting or Uninheriting Rules , on page 211.

New [policy type] Policy | Creates a new shared policy of the selected type. See Creating a New Shared
Policy , on page 219.

Delete Policy Deletes the selected shared policy. See Deleting a Shared Policy , on page 221.
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Creating a New Shared Policy

Step 1
Step 2

Step 3

Step 4

Use Policy view to create a new shared policy. In most cases, the new policy starts out undefined, but in
certain cases (for example, many site-to-site VPN policies, such as IPsec proposals and GRE modes) default
values are supplied. In all cases, the new policy is not initially assigned to any devices. If the new policy is a
rule-based policy that supports inheritance, it can be created as a child of an existing shared policy of the same
type. For more information, see Understanding Rule Inheritance , on page 168.

Je

Tip  You can also create shared policies by converting local policies in Device view. For more information, see
Sharing a Local Policy , on page 205.

Related Topics
* Importing Policies or Devices, on page 487
* Managing Shared Policies in Policy View , on page 215
* Deleting a Shared Policy , on page 221

In Policy view, select a policy type in the Policy Type selector.

Do one of the following:
* Right-click the policy type in the Policy Type selector, then select New [policy type] Policy.
* Right-click a policy in the Shared Policy selector, then select New [policy type] Policy.

* Click the Create a Policy button beneath the Shared Policy selector.

The Create a Policy dialog box is displayed.

Enter a name for the new policy. Policy names can contain up to 255 characters, including spaces and special characters.

When creating a Translation Rules policy for NAT rules on security devices (PIX/ASA/FWSM), you must also choose
a device software Version: PIX/ASA 6.3-8.2 or ASA 8.3 & Later.

Click OK. The new policy appears in the Shared Policy selector.

To configure a definition for the new shared policy, click the Help button in the toolbar with the Details tab open to see
information specific to the type of policy you are creating. To assign the new shared policy, see Modifying Policy
Assignments in Policy View , on page 219.

Modifying Policy Assignments in Policy View

Use the Assignments tab in Policy view to modify the list of devices or VPN topologies to which you assigned
a selected shared policy. The Assignments tab shows a list of all devices that are currently assigned the selected
shared policy. It also shows devices that are assigned the policy through inheritance.

Assigning a policy to a device or VPN overwrites any policy of the same type (local or shared) that was
previously assigned to the device in Security Manager. When deployed, the newly assigned policy overrides
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any policy of the same type that is already configured on the device, whether it was configured using Security
Manager or using another method, such as the CLI.

When you unassign a shared policy from a device or VPN topology, Security Manager removes the policy
from the planned configuration of that device or VPN topology. When the configuration defined by the policy
is deployed, any configuration of the same type that is already configured on the device (including the devices
in the VPN topology) is removed. For more information, see Unassigning a Policy , on page 200.

Therefore, if your intention when performing unassign is to assign a different shared policy to a particular
device or VPN topology, it is important to select the replacement policy and perform the assignment before
performing deployment.

Je

Tip  Assigning a replacement policy is particularly important when you use a device access policy to configure
the enable password or enable secret password on a Cisco 1OS router. If you unassign this policy and fail to
define a different password in its place before deployment, Security Manager might be unable to configure
this device in the future. For more information, see User Accounts and Device Credentials on Cisco IOS
Routers , on page 2396.

Alternatively, you can return to Device view and replace the shared policy assigned to the device with a
different shared policy. For more information, see Assigning a Shared Policy to a Device or VPN Topology
, on page 209.

\}

Note If you unassign a mandatory site-to-site VPN policy, such as an IKE proposal policy, Security Manager
automatically replaces it with a default policy. If you unassign a mandatory remote access VPN policy, you
must manually configure a new policy of that same type or deployment will fail.

Related Topics
* Modifying Shared Policy Assignments in Device View or the Site-to-Site VPN Manager , on page 214

» Managing Shared Policies in Policy View , on page 215

Step 1 In Policy view, select a policy type from the Policy Type selector, then select a policy from the Shared Policy selector.
For more information about using these selectors, see Policy View Selectors , on page 217.

Step 2 Click the Assignments tab in the work area.

The Assignments tab shows a list of all devices that are currently assigned the selected shared policy. It also shows devices
that are assigned the policy through inheritance.

Step 3 Modify the list of devices or VPNs to which the policy is assigned, as follows:
* To assign the selected policy to additional devices or VPN, select one or more items from the Available Devices/VPNs
list, then click >> to move them to the Assigned Devices/VPNs list.
Tip To assign a policy to all the devices in a device group, select the name of the device group, then click >>.

* To unassign the selected policy from devices or VPN, select one or more items from the Assigned Devices/VPNs
list, then click << to return them to the Available Devices/VPNs list.
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Note Prior to the release of Security Manager 4.4 and versions 9.0 and later of the ASA, separate pages, policies and
policy objects were provided for configuring IPv4 and IPv6 firewall rules and policies. With Security Manager
4.4 and ASA 9.0+, these policies and policy objects were combined or unified. However, for the earlier ASA
versions, a separate page for IPv6 access rules is still provided in Device view, while in Policy view, IPv4 and
unified versions of the AAA-, access- and inspection-rule policy types are provided.If you assign an [Pv4
AAA-, access-, or inspection-rule shared policy to a 9.0+ device, you will no longer be able to assign unified
versions of those policies to that device. Likewise, if you assign a unified AAA-, access-, or inspection-rule
shared policy to a 9.0+ device, you will no longer be able to assign IPv4 versions of those shared policies to
that device--the device will not be included in the list of available devices on the Assignments tab for the shared
policy.

Step 4 Click Save to save your assignment changes.

Deleting a Shared Policy

Use Policy view to delete a shared policy from Security Manager.

Before you delete a shared policy, you should unassign it from any devices that use it, and configure replacement
policies for those devices. If a shared policy is assigned to a device, when the policy is deleted the device no
longer has a policy configured for the deleted shared policy, other than whatever defaults might exist for the
policy type. For more information about removing assignments, see Modifying Policy Assignments in Policy
View , on page 219.

\}

Note If a shared policy is part of a policy bundle that is assigned to a device, you must remove the assignment
before you can delete the shared policy.

Related Topics
* Creating a New Shared Policy , on page 219

* Cloning (Copying) a Shared Policy , on page 212

* Managing Shared Policies in Policy View , on page 215

Step 1 In Policy view, select a policy type from the Policy Type selector, then select the policy to delete from the Shared Policy
selector. For more information about using these selectors, see Policy View Selectors , on page 217.

Step 2 Do one of the following:
* Right-click the policy, then select Delete Policy.

* Click the Delete a Policy button beneath the Shared Policy selector.

You are asked to confirm the deletion.
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Managing Policy Bundles

Policy bundles are collections of shared policies that can be managed as a group. Policy bundles make managing
shared policies easier by allowing you to create the bundle one time and then assign all of the policies in the
bundle to a new device at once. The shared policies that are part of the bundle function in the same way as
other shared policies and modifying any of the shared policies that are part of a bundle affects all devices that
are assigned that policy either directly or through a policy bundle.

When creating a policy bundle, you can only assign one shared policy of each type to the policy bundle.
Multiple policy bundles can be assigned to a device as long as the policy types in those policy bundles do not
overlap.

When assigning a policy bundle to a device, if local policies on that device are the same policy type as those
contained in the policy bundle, you are given the option to inherit or replace the existing policies.

\)

Note When you unassign a policy bundle, all policies that are part of that bundle are removed from the device.
Local policies will be lost and cannot be retrieved.

This section contains the following topics:

* Creating a New Shared Policy , on page 219
* Cloning a Policy Bundle , on page 223
* Renaming a Policy Bundle , on page 224

* Assigning Policy Bundles to Devices , on page 224

Creating a New Policy Bundle

You can use the Policy Bundle view to create new policy bundles. When creating a policy bundle, you can
only assign one shared policy of each type to the policy bundle.

Related Topics
* Managing Policy Bundles , on page 222
* Cloning a Policy Bundle , on page 223
* Renaming a Policy Bundle , on page 224

* Assigning Policy Bundles to Devices , on page 224

Step 1 Use one of the following methods to create a policy bundle:
* In Policy Bundle view, do one of the following:

» From the All Shared Policies view, select the shared policies that you would like to bundle, then right-click on
a selected shared policy and select Create Policy Bundle.

* Right-click an existing policy bundle in the Policy Bundle selector, then select Create Policy Bundle.
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* Click the Create a Policy Bundle button beneath the Policy Bundle selector.

* To create a new policy bundle that includes all of the shared policies on a device, right-click a device in the Device
selector in Device view, then select Create Policy Bundle.

The Create Policy Bundle dialog box is displayed.

Step 2 Enter a name for the new policy bundle.
Step 3 Click OK.

The policy bundle is added to the list of policy bundles in Policy Bundle view.

Step 4 To configure the definition for a policy bundle, do any of the following:
* In Policy Bundle view:

* To add shared policies to the bundle, select All Shared Policies in the Policy Bundle selector and then drag
and drop the required shared policies onto the policy bundle.

* To remove shared policies from the bundle, select the bundle in the Policy Bundle selector. Select the shared
policy you want to remove on the Details tab of the Policy Bundle View window, and then click Delete.

* In Policy view, right-click the shared policy you want to add to a policy bundle, select Add to Policy Bundle, and
then select the bundle to which you want to add the shared policy.

Cloning a Policy Bundle
You can use Policy Bundle view to create a new policy bundle by cloning an existing bundle.
Related Topics
* Managing Policy Bundles , on page 222
* Creating a New Shared Policy , on page 219
* Renaming a Shared Policy , on page 213

* Assigning Policy Bundles to Devices , on page 224

Step 1 In Policy Bundle view, right-click an existing policy bundle in the Policy Bundle selector, then select Clone Policy
Bundle.

The Clone Policy Bundle dialog box is displayed.

Step 2 Enter a name for the new policy bundle.
Step 3 Click OK.

The new policy bundle appears in the Policy Bundle selector.
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Renaming a Policy Bundle

You can rename existing policy bundles from the Policy Bundle view. Renaming a policy bundle will not
affect device assignments.

Related Topics
* Managing Policy Bundles , on page 222
* Creating a New Shared Policy , on page 219
* Cloning a Policy Bundle , on page 223

* Assigning Policy Bundles to Devices , on page 224

Step 1 In Policy Bundle view, right-click an existing policy bundle in the Policy Bundle selector, then select Rename Policy

Bundle.

The Rename Policy Bundle dialog box is displayed.

Step 2 Enter a new name for the policy bundle.

Step 3 Click OK.

The policy bundle name is updated in the Policy Bundle selector.

Assigning Policy Bundles to Devices

You can modify the list of devices assigned a particular policy bundle as required. Multiple policy bundles
can be assigned to a device as long as the policy types in those policy bundles do not overlap. When assigning
a policy bundle to a device, if local policies on that device are the same policy type as those contained in the

policy bundle, you are given the option to inherit or replace the existing policies.

\}

Note

If any of the policies that are part of a policy bundle are not compatible with the device to which you are

assigning it, the bundle cannot be assigned.

If you remove a device from a policy bundle assignment, all policies that are part of that bundle are effectively
removed from the device’s planned configuration. Local policies will be lost and cannot be retrieved. Upon
deployment, any configuration of that type that exists on the device is removed. For more information about

the implications of unassigning a policy, see Unassigning a Policy , on page 200.

A

Caution

Use the policy bundle assignment feature with care, as unassigning a policy bundle removes that configuration
from the device and can have unintended consequences. For example, if you unassign a device access policy
from a Cisco IOS router and then deploy that change, you might prevent Security Manager from configuring
that device in the future (see User Accounts and Device Credentials on Cisco IOS Routers , on page 2396).

Related Topics
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Step 2
Step 3

Step 4

Assigning Policy Bundles to Devices .

* Managing Policy Bundles , on page 222
* Creating a New Shared Policy , on page 219
* Cloning a Policy Bundle , on page 223

* Renaming a Policy Bundle , on page 224

In Policy Bundle view, select an existing policy bundle in the Policy Bundle selector.
The policy bundle details are displayed in the Policy Bundle main window.

Click the Assignments tab.

Modify the list of devices to which the policy bundle is assigned, as follows:

» To assign the selected policy bundle to additional devices, select them from the Available Devices list, then click
>> to move them to the Assigned Devices list.

* To unassign the selected policy bundle from devices, select them from the Assigned Devices list, then click << to
return them to the Available Devices/VPNs list. Devices or topologies that are unassigned from the policy remove
this policy from their running configuration during deployment.

Tip To assign a policy to all the devices in a device group, select the name of the device group, then click >>.

Click OK to save your assignment changes.

The policy bundle name is updated in the Policy Bundle selector.
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CHAPTER 6

Managing Policy Objects

Policy objects enable you to define logical collections of elements. They are reusable, named components
that can be used by other objects and policies. Objects aid policy definition by eliminating the need to define
that component each time you define a policy. When used, an object becomes an integral component of the
object or policy. This means that if you change the definition of an object, this change is reflected in all objects
and policies that reference the object.

Objects facilitate network updates, because you can identify objects separately but maintain them in a central
location. For example, you can identify the servers in your network as a network/host object called MyServers,
and the protocols to allow on these servers in a service object. You can then create an access rule that permits
the MyServers network/host object to send and receive traffic for the services defined in the service object.
If a change is made to these servers, you need only update the network/host or service object and redeploy,
instead of trying to locate and edit each rule in which the servers are used.

Objects are defined globally. This means that the definition of an object is the same for every object and policy
that references it. However, many object types (for example, interface roles) can be overridden at the device
level. Thus, you can create an object that works for most of your devices, yet customize the object to match
the configuration of a particular device that has slightly different requirements. For more information, see
Understanding Policy Object Overrides for Individual Devices , on page 244.

This chapter contains the following topics:

* Selecting Objects for Policies , on page 228

* Policy Object Manager , on page 230

» Working with Policy Objects—Basic Procedures , on page 235

* Understanding AAA Server and Server Group Objects , on page 254
* Creating Access Control List Objects , on page 281

* Configuring Time Range Objects , on page 299

* Understanding Interface Role Objects , on page 301

* Understanding Map Objects , on page 306

* Understanding Networks/Hosts Objects , on page 308

* Understanding Pool Objects , on page 321

* Configuring SAML Identity Provider, on page 327

* Understanding and Specifying Services and Service and Port List Objects , on page 329
» How Policy Objects are Provisioned as Object Groups , on page 335
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Selecting Objects for Policies

Modifying Policies using Drag and Drop

If you are modifying an existing policy, you can easily update the policy definition by dragging and dropping
objects from the Policy Object Manager onto the applicable field in the policy. You can select a range of
objects from the Policy Object Manager window by selecting the first object in the range and then, with the
Shift key pressed, selecting the last object in the range. You can select multiple objects by clicking those
objects while keeping the Ctrl key pressed. You can also select a range of objects and then add additional
objects to your selection by using the Ctrl key method. To drag multiple objects, press and hold the Ctrl key
while dragging or drag using the right-mouse button.

Creating Policies using Object Selector

When creating a policy, you often need to select one or more objects to include in the policy definition. For
example, firewall policies make use of network/host objects, interface role objects, and service objects.

To include objects in policies, you can manually enter the object name or click the Select button to display
an object selector dialog box. In certain cases, the object selector is prefiltered to display only the objects that
are applicable to the policy that you are configuring. For example, when configuring a policy that requires a
subnet, the object selector displays only those network/host objects that represent subnets, not network/host
objects that represent single hosts. Object selectors make it easy for you to select which objects to include in
a particular policy.

Additionally, object selectors enable you to create and edit objects of that type on the fly. This makes it easy
to work with objects without leaving the policy you are defining to open the Policy Object Manager. For
example, if when creating a dynamic NAT rule you discover that the ACL object you require does not exist,
you can click the Create button to open the dialog box for creating an ACL object. When you finish creating
the object, you are returned to the object selector with the new object selected and ready for inclusion in the
policy. If you need to modify an existing object before using it, select it, click the Edit button and make your
modifications, then click OK to save your changes; this returns you to the object selector.

When you create an object by opening the object editor from within a selector, the new object must conform
to the requirements of the field from which the selector was opened. For example, if you open a selector from
a field requiring a host and then decide to create a network/host object for that field, you must define the
network/host object as a host.

There are two types of objects selectors—a simple list selector for policies that require you to select a single
object, and a dual selector for policies that allow you to select multiple objects of a certain type. The following
table explains these selectors and how to use them.
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Element

Description

Type

The type of object to display in the selector, if there is an option. For example:

* You can choose between network/host objects and interface roles when
configuring sources and destinations in some rule-based policies.

* You can choose between standard and extended ACL objects when configuring
some ACLs (for example, when configuring VLAN ACLs on Catalyst
6500/7600 devices).

Tip In some policies, if you select more than one type of object, they are
displayed on different tabs within the field.

Available [object type]

Displays all objects that are relevant to the policy or object you are configuring.

When selecting interfaces, be aware that there can be interfaces and interface roles
with the same name. They can be distinguished by the icon displayed next to the
name. For more information, see Specifying Interfaces During Policy Definition,
on page 304.

Tip You can quickly find an object inside a selector by clicking in the list
box and then starting to type the name of the object.

Selected [object type]

Displays the objects that you selected to apply to the policy or object that you are
editing.

Multi-Object Selector Buttons

>> button

<< button

Moves the selected objects from one list to the other list in the direction indicated.
You can select multiple objects by using Ctrl+click.

You can also move objects between lists by double-clicking them or by selecting
them and pressing Enter.

Up/Down arrow
buttons

For a limited number of object types, order matters. If the selector includes Move
Up and Move Down buttons, arrange the objects in priority order. For example,
when defining a method list for AAA, use the arrows to determine the order in
which different types of AAA server groups are used.

Common Buttons

Create button

Click this button to create an object of this type.

Tip In a few cases, such as network/host and service objects, clicking this
button opens a list from which you need to select a specific type for the
object.

Edit button

Click this button to edit the selected user-defined object. If you try to edit a
system-defined object, it is opened in read-only mode.

Related Topics

* Allowing a Policy Object to Be Overridden , on page 245
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* Filtering Items in Selectors , on page 47

Policy Object Manager

Use the Policy Object Manager to:
* View all available objects grouped by object type.
* Create, copy, edit, and delete policy objects.
* Drag and drop objects onto existing policies to update the policy definition.

* Generate usage reports, which describe how selected objects are being used by other Security Manager
objects and policies.

Navigation Path

In Device view or Policy view, click the Policy Object Manager button on the toolbar, or choose Policy
Objects from the Manage menu. (The Policy Object Manager cannot be opened from Map view.)

)

Note When you open the Policy Object Manager, it is initially displayed as a pane in the lower half of the current
view to make dragging and dropping objects easier. You can “undock” this pane, making the Policy Object
Manager a separate window; you also can “re-dock” the window. See Policy Object Manager: Undocking
and Docking , on page 234 for more information.

Related Topics
* Creating Policy Objects , on page 235
* Selecting Objects for Policies , on page 228
* Generating Object Usage Reports , on page 241
* Managing Object Overrides , on page 244

* Filtering Tables , on page 50
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Field Reference

Table 41: Policy Object Manager Window

Element Description

Object Type selector, or Lists the object types available in Security Manager. When you select an object
table of contents type, all existing objects of that type are listed in the table in the right pane.

(Left pane) The objects are organized into three folders: Favorites, Recent Objects, and
All Object Types. Click the arrow to left of a folder name to expand that folder.

You can also specify your favorite object types and they will be presented in
a separate list so that they can be more easily accessed. To add an object type
to your favorites list, right-click the object and then select Add to Favorites.
To remove an object type from your Favorites list, right-click the object and

choose Remove from Favorites.

Recent Objects is a list of the ten most recently modified objects. Click a recent
object to see a summary of the object that includes the name, type, description,
and last modified date. You can also access the View Object, Edit Object, and
Find Usage buttons for the object.

Expand the All Object Types folder to view all types of object available.

Policy Object Table (Right Pane)

The policy object table in the right pane lists existing objects of the type selected in the table of contents.
Using this table, you create new objects and work with existing ones. You can use the buttons below the
table, or right-click within the table to see additional commands (see Policy Object Manager Shortcut Menu
, on page 234).

Except for the Access Control Lists (ACL) object, there is one table per object type. For ACLs, there are
tabs to separate Extended, Standard, Web, and Unified ACL objects. Select the appropriate tab to work with
the desired object type.

The columns in the table vary based on the type of object you select. You can alter the columns displayed
in the table by right-clicking the table heading and selecting or deselecting columns in the Show Columns
command. You can also sort the information by the contents in a column by clicking the column heading;
click the heading to toggle between alphabetical and reverse alphabetical sorting.

For detailed information on the settings that are displayed in the table, click the Create or Edit buttons below
the table and click Help in the dialog box that is opened. The following section, “Table Columns,” is a
description of the columns that you typically see.

Buttons Above Table

Referenced Select this option to view reference information for objects. When selected, a
"Referenced" column is added to the table to display information on whether
an object is being used by any policies or policy objects.

Find Usage Use the Find Usage feature to view a report on the policies or policy objects
that are using the selected object and any device overrides for the object. For
more information, see Generating Object Usage Reports , on page 241.
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Element

Description

View Object

When a single object is selected in the table, you can click this button to open
the Edit dialog box for that type of object in read-only mode to view the settings
for that particular object.

Export

Use the Export feature to download a CSV file of the object data for the selected
object type.

Print

Use the Print feature to print the object data for the selected object type.

Filter

Allows you to filter the rows displayed to help you find items in a large table.
For more information, see Filtering Tables , on page 50.

Table Columns

k

Indicates the policy object status:

* - Policy object has been locked for editing. Hover over the lock icon to
see the user and ticket/activity that has the object locked.

* - Policy object has been modified in the current ticket/activity but the
changes have not been submitted.

Note You can hover over the status icons to see details about the
ticket/activity in which the policy object has been modified/locked
and to navigate to that ticket/activity.

Icon (unlabeled field)

The icon displayed for a policy object type identifies objects of that type
wherever they appear, such as in rules tables. If the icon includes the image
of a pencil, you can edit it.

Name

The name of the policy object.

Content

A summary of the object definition that might not include all defined settings.

Permit

For ACL objects, if the Access Control Entry (ACE) allows traffic, a check
mark appears in the Permit column. If the action is deny, a red circle with a
slash appears.

Category

The category object that is assigned to the object, if any. Categories help you
organize and identify rules and objects. For more information, see Using
Category Objects , on page 239.

Overrides

Whether a user can override the object properties at the device level. A check
mark indicates that the object can be overridden. Not all object types are
overridable.

If an object has been overridden, the Overrides column displays the number
of overrides for that object. You can click on the number to see the list of
overrides.

For more information about device overrides, see Managing Object Overrides
, on page 244.
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Element

Description

Referenced

Whether the object is being used in any policy definitions. You can find out
which policies or policy objects are using the selected object and any device
overrides for the object using the Find Usage feature (see Generating Object
Usage Reports , on page 241).

Note To view reference information, make sure the Referenced option is
selected on the toolbar above the Policy Object Table.

Note The Referenced column reports usage based on both committed
data and uncommitted data across all activities/tickets, whereas as
the Find Usage feature only reports usage based on committed data
and data from the current activity/ticket.

Description

The description for the object. If the column is too narrow to display the
description, you can double-click the icon to view the description or mouse-over
the icon.

Last Ticket(s)

If ticketing is enabled, shows the Ticket ID of the ticket last used to modify
the object. You can click on the

If ticketing is enabled, shows the ticket(s) associated with last modification to
the object. You can click the ticket ID in the Last Ticket(s) column to view
details of the ticket and to navigate to the ticket. If linkage to an external ticket
management system has been configured, you can also navigate to that system
from the ticket details (see Ticket Management Page , on page 581).

Last Modified Date

Shows the date and time the object was last modified.

Buttons Below Table

Click the New Object button to create a new object. The same icon is used for
any button that adds an item to a table.

Tip In a few cases such as Networks/Hosts and Services objects, clicking
this button opens a list from which you need to select a specific
type for the object.

Clicking this button opens a dialog box to create the object. Click the Help
button in the dialog box for information on the selected object type. Also, see
Creating Policy Objects , on page 235.

Click the Edit Object button to edit the selected object. The same icon is used
for editing any object in a table.

The dialog box used for editing the object is the same as the one used for
creating the object. If you try to edit a system-defined default object, you are
allowed only to view the object contents. Click the Help button in the dialog
box for information on the settings. For more information, see Editing Objects
, on page 239.

Click the Delete Object button to delete the selected object. You can delete
only user-defined objects that are not currently being used in a policy or another
policy object. For more information, see Deleting Objects , on page 243.
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Policy Object Manager: Undocking and Docking

Whenever you open the Policy Object Manager, it is initially displayed as a pane in the lower half of the
current view to make dragging and dropping objects easier. You can “undock” this pane, making the Policy
Object Manager a separate window, you can “re-dock” the window, and you can close the pane or window:

* To undock the Policy Object Manager from the current view in the Configuration Manager window,
click the Undock Window button in the upper right corner of the pane’s title bar.

* To put the floating window back as a pane in the Configuration Manager window, click the Dock Frame
button in the upper right corner of the Policy Object Manager window.

* To close either the pane or the floating window, click the Close button in its upper right corner.

Navigation Path

In Device view or Policy view, click the Policy Object Manager button on the toolbar, or choose Policy
Objects from the Manage menu. (The Policy Object Manager cannot be opened from Map view.)

Policy Object Manager Shortcut Menu

Right-clicking inside the policy object table in the Policy Object Manager , on page 230 displays a shortcut
menu for performing various functions on the selected object type.

Field Reference

Table 42: Policy Object Manager Shortcut Menu

Menu Command Description

New Object Choose this command to create a new policy object. Click Help in the dialog box
that is opened for information specific to the object type. Also, see Creating Policy
Objects , on page 235.

Tip For network/host and service objects, you need to also select an object
type from the submenu.

Edit Object Choose this command to edit the policy object selected in the table. If you select a
system-defined default object, you are presented with a view-only look at the object
definition. For more information, see Editing Objects , on page 239.

Delete Object Choose this command to delete the policy object selected in the table. You can
delete only user-defined objects that are not being used in a policy or in another
policy object. For more information, see Deleting Objects , on page 243.

Enable/Disable Device | Choose the Enable Device Overrides command to enable device overrides on one
Overrides or more devices on which overrides are disabled. Choose the Disable Device
Overrides command to disable device overrides on one or more devices on which
overrides are enabled.

Edit Device Overrides | Select this command to change the device-level overrides for this object using the
Policy Object Overrides Window , on page 247. You can create, edit, and delete
overrides. For more information, see Managing Object Overrides , on page 244.
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Menu Command

Description

Clone Object

Select this command to create a copy of the policy object. For more information,
see Cloning (Duplicating) Objects , on page 240.

Copy Object

Choose this command to copy one or more selected objects to the system Clipboard.

Tip You can also use Ctrl+C to copy objects.

Paste Object

Choose this command to paste the object(s) on the system Clipboard into another
object. For example, you might add a host-type Networks/Hosts object to an existing
group-type Networks/Hosts object. The two object types must be compatible.

Tip You can also use Ctrl+V to paste objects.

Find Usage

Choose this command to generate a usage report for the selected object using the
Object Usage dialog box. The usage report tells you where the object is currently
being used. for more information, see Generating Object Usage Reports , on page
241.

View Object

Choose this command to view the definition of the object using a read-only version
of the edit dialog box for the object. For more information, see Viewing Object
Details , on page 241.

Working with Policy Objects—Basic Procedures

The following topics describe the actions that you can perform on policy objects. Some tasks are limited to
certain types of objects. For example, not all types of object can be overridden, you cannot edit predefined
objects, and you cannot import or export all objects.

This section contains the following topics:

* Creating Policy Objects , on page 235

» Editing Objects , on page 239

* Using Category Objects , on page 239

* Cloning (Duplicating) Objects , on page 240

* Viewing Object Details , on page 241

* Generating Object Usage Reports , on page 241

* Deleting Objects , on page 243

* Managing Object Overrides , on page 244

* Importing and Exporting Policy Objects , on page 251

Creating Policy Objects

Security Manager provides predefined policy objects of various types that you can use to define policies.
Additionally, you can create your own objects, as required.
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You can create objects in one of two ways:

+ Using the Policy Object Manager window. This option is best suited for situations where you are defining
one or more objects outside of the context of defining a particular policy. See Policy Object Manager ,
on page 230.

+ Using object selectors. When you define a policy that uses objects, object selectors include buttons for
creating and editing objects so you don’t have to leave the policy you are defining. This is frequently the
best method to use, because during policy creation you are prompted for the specific type of object that
applies to the situation, and you are more aware of the settings you need for the policy. See Selecting
Objects for Policies , on page 228.

2

Tip  Your ability to create multiple objects with the same definition depends on a setting on the Policy Objects
page in the Security Manager Administration window (select Tools > Security Manager Administration).
By default, Security Manager warns you when you create an object whose definition is identical to that of an
existing object, but it does not prevent you from proceeding. For more information, see Policy Objects Page
, on page 574.

Related Topics
* Managing Policy Objects, on page 227
» Working with Policy Objects—Basic Procedures , on page 235

Step 1 Do one of the following:

* Select Manage > Policy Objects to open the Policy Object Manager , on page 230. Select the type of object you
want to create from the table of contents, right-click in the table and select New Object.

 While configuring a rule, click Select next to a field that allows or requires a policy object. In the object selector,
click the Create button below the available objects list.

Tip In a few cases, such as network/host and service objects, clicking these buttons opens a list from which you
need to select a specific type for the object.

The dialog box for adding the selected type of object opens. For more information about the individual types of objects,
see the following topics:

* Understanding AAA Server and Server Group Objects , on page 254
* Creating Access Control List Objects , on page 281

» Add or Edit As Path Object Dialog Boxes , on page 2240

* ASA Group Policies Dialog Box , on page 1485

* Add or Edit BFD Template Dialog Box

» Using Category Objects , on page 239

* Add or Edit Community List Object Dialog Box , on page 2241

* Configuring Credentials Policy Objects , on page 1249
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» Add and Edit File Object Dialog Boxes , on page 1522

» Understanding FlexConfig Policies and Policy Objects , on page 340 and Creating FlexConfig Policy Objects , on
page 366

* Creating Identity User Group Objects , on page 652

* Configuring IKEv1 Proposal Policy Objects , on page 1156

* Configuring IKEv2 Proposal Policy Objects , on page 1159

» Understanding Interface Role Objects , on page 301

* Configuring IPSec IKEv1 or IKEv2 Transform Set Policy Objects , on page 1173

* Add and Edit LDAP Attribute Map Dialog Boxes , on page 274

» Understanding Map Objects , on page 306

» Understanding Networks/Hosts Objects , on page 308

» PKI Enrollment Dialog Box , on page 1204

» Add or Edit Policy List Object Dialog Box , on page 2232

* Understanding Pool Objects , on page 321

* Add or Edit Port Forwarding List Dialog Boxes , on page 1525

* Configuring Port List Objects , on page 331

» Add or Edit Prefix List Object Dialog Box , on page 2235

* Configuring Risk Rating Policy Objects, on page 1721

* Add or Edit Route Map Object Dialog Boxes , on page 2224

* Creating Security Group Objects , on page 677

* Creating Cisco Secure Desktop Configuration Objects , on page 1482

» Understanding and Specifying Services and Service and Port List Objects , on page 329
* Add or Edit Single Sign On Server Dialog Boxes , on page 1527

* Monitoring Service Level Agreements (SLAs) To Maintain Connectivity , on page 1990
* Configuring SSL VPN Bookmark Lists for ASA and IOS Devices , on page 1407

* Configuring ASA Portal Appearance Using SSL VPN Customization Objects , on page 1402
» Add or Edit SSL VPN Gateway Dialog Box , on page 1551

* Add and Edit Smart Tunnel Auto Signon List Dialog Boxes , on page 1558

* Configuring SSL VPN Smart Tunnels for ASA Devices , on page 1410

* Add or Edit Text Object Dialog Box , on page 370

» Configuring Time Range Objects , on page 299

* Configuring Traffic Flow Objects , on page 2271
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Step 2

Step 3
Step 4

Step 5

Step 6

* Add or Edit User Group Dialog Box , on page 1560

* Configuring WINS/NetBIOS Name Service (NBNS) Servers To Enable File System Access in SSL VPNs , on page
1412

Enter a name for the object and optionally a description of the object.

Object names are not case-sensitive and are limited to 128 characters. You can begin object names with a letter, a number,
or an underscore. You can use a mix of letters, numbers, special characters, and spaces for the remainder of the object
name.

Supported special characters include
* hyphens (-),
* underscores (),
* periods (.), and,

* plus signs (+).

Beginning with version 4.12, Security Manager allows you to use additional special characters including

* exclamation mark (!),

* at sign (@),

* hash sign (#),

* percent sign (%),

» ampersand sign (&), and,

* parentheses or round brackets ().

Security Manager does not support the following characters:

* caret character (")

« dollar character ($)

Some objects also support the use of colons (:) in the object name; however, objects with a colon in the name are not
supported on IPS devices. If you share objects between different device types that include IPS devices, you should avoid
using a colon (:) in the object name.

Note Certain object types, such as AAA server groups, ASA user groups, maps, network/host objects, service objects,
and traffic flows, have different naming guidelines. For more details, refer to the online help when you are
creating each object type.

Configure the settings specific to the type of object. Refer to the online help page for the dialog box.

(Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

(Optional) If the object type provides the option, select Allow Value Override per Device to allow the properties of this
object to be redefined on individual devices. See Allowing a Policy Object to Be Overridden , on page 245.

Click OK to save the object.
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Editing Objects

Step 1
Step 2
Step 3
Step 4

You can edit any user-defined object as required. Changes that you make to the object are reflected in all
policies (and other objects) that use the object. However, if an override for the object is already defined for a
device, your edits are not reflected in the object used on those devices.
Tips
* You cannot edit predefined objects, but you can copy them to create new objects. See Cloning
(Duplicating) Objects , on page 240.
» Messages appear at the top of the Edit dialog box to indicate the following situations:

* That you have read-only access to the object. You cannot save changes to these objects.

* That the policy object was imported using the procedure described in Importing Policies or Devices,
on page 487. Imported objects might be re-imported at some point if the shared policy that uses the
object is managed on a different server. Any changes that you make are eliminated if the policy
object is imported again. Before editing the object, ensure that you understand the protocols used
in your organization for policy management and importation. You can control whether this message
appears using an option on the Tools > Security Manager Administration > Policy Management
page (see Policy Management Page , on page 572 ).

* You can also edit objects when you define policies or objects that use this object type. For more
information, see Selecting Objects for Policies , on page 228.

Before You Begin

Determine if the object is being used, and which policies, objects, and devices would be affected by the
changes. You can generate a usage report for this purpose. See Generating Object Usage Reports , on page
241.

Related Topics
* Creating Policy Objects , on page 235

Select Manage > Policy Objects to open the Policy Object Manager , on page 230.
Select the object type from the table of contents.
Right-click the object you want to edit and select Edit Object.

Modify the fields in the Edit dialog box for that object type as required, then click OK to save your changes. Click the
Help button for information specific to the type of object.

Using Category Objects

Categories provide an intermediate level of detail to objects. By assigning a category to an object, you can
look for the name and color of a category to more easily identify rules and objects in rules tables. You can
assign a category to a rule or object when you create the rule, or you can edit the rule or object to include
category information later. No device configuration commands are generated for category assignments.

The benefits of assigning categories to policy objects are:
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Step 1
Step 2
Step 3
Step 4

Step 5

* Visibility is improved when you view rules tables using objects that are categorized.

* Objects can be filtered in the rules tables based on category, facilitating rule maintenance.
For example, you might want to create a network/host object and keep track of its use for administrative
purposes. When you define this network/host object, you associate it with a category. When you view the

access rules table, you can easily identify those rules that use your network/host object. You can also filter
the table to display only those items associated with the category.

Security Manager includes a set of predefined categories. Although you cannot change the colors, you can
change their names and descriptions. The following procedure explains how to change the name and description.

Select Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
Select Categories from the Object Type selector.
Click Edit Object to open the Category Editor dialog box.

Modify the names and descriptions of the predefined category objects as required:

* Label—The color associated with the category.
» Name—The category name. Names can have a maximum of 128 characters, including special characters and spaces.

* Description—Additional information about the object (up to 1024 characters).

Click OK to save your changes.

Cloning (Duplicating) Objects

Step 1
Step 2
Step 3

Step 4

Step 5

An alternative to creating a policy object from scratch is to clone, or duplicate, an existing object. The new
object contains all the attributes of the copied object. You can then modify the name and all attributes as
required.

Cloning is useful for creating objects that are based on predefined objects that cannot be edited.
Related Topics
» Working with Policy Objects—Basic Procedures , on page 235

Select Manage > Policy Objects to open the Policy Object Manager , on page 230.
Select the object type from the table of contents.
Right-click the object you want to duplicate and select Clone Object.

The dialog box for that object type appears. The Name field contains the following default name for the new object: Copy
of name of copied object . The remaining fields contain the same values as the copied object.

Modify the name of the new object and its configuration, as required. Click the Help button for information specific to
that type of object.

Click OK to save your changes.
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Viewing Object Details

You can view contents of an object in read-only mode, even when the object is locked by another activity.
This is useful when you need to view complete configuration details for complex objects whose definitions
cannot be fully displayed in the Policy Object Manager window or when your user privileges allow you only
to view object information.

Related Topics
» Working with Policy Objects—Basic Procedures , on page 235

Step 1 Select Manage > Policy Objects to open the Policy Object Manager , on page 230.
Step 2 Select the object type from the table of contents.
Step 3 Right-click the object and select View Object.

The dialog box for that object appears in read-only mode.

Generating Object Usage Reports

Before you make any changes to a policy object, you should determine if the object is being used. You can
do this by viewing the Referenced column in the Policy Object Manager window. Select the Referenced button
above the Policy Object Table to enable the Referenced column.

For objects that are referenced, you can generate usage reports that show which policies, objects, VPNs, and
devices are using the selected object and would therefore be affected by changes to that object. Usage reports
contain any references to the selected object in your current activity as well as references found in the data
committed to the database.

\}

Note The Referenced column reports usage based on both committed data and uncommitted data across all
activities/tickets, whereas as the Find Usage feature only reports usage based on committed data and data
from the current activity/ticket.

You can use either of these methods to generate usage reports:

* Policy Object Manager—Select Manage > Policy Objects to open the Policy Object Manager , on page
230. Select the type of object from the table of contents, right-click the object and select Find Usage.

» Firewall rules policies—Left-click an object in a firewall rules table, then right-click and select Find
Usage.
The usage information is displayed in the Object Usage dialog box. Select the appropriate usage type above
the table to view devices, policies, VPNSs, or other objects that use the selected object.

For certain policies,

The following table describes the fields in the dialog box.
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Table 43: Object Usage Dialog Box

Element

Description

Name

Type

Description

General information about the object for which you are finding usage is displayed at the top
of the Object Usage dialog box.

Devices
Policies
Objects
VPN

The type of references you want to view. For example, you can select Objects to view only
references to the object from other objects.

Used By

The name of the device, policy, VPN, or object that is referencing the selected object.

Type

The type of item that is referencing the selected object. This can be a device, policy, VPN, or
another object.

Usage

Indicates how the object is being referenced. For example, if a device is referencing the selected
object, this column will indicate that it is a policy assigned to the device that is referencing
the object.

Proximity

Indicates the relationship between the selected object and the item that it using it. For example:

* A policy that includes a network/host object in its definition has a direct relationship with
the object and an indirect relationship with any other network/host objects contained
within the object.

* A device on which this policy is assigned references the network/host object directly and
any other network/host objects contained within the object indirectly .
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Element Description
Details Shows additional details for certain types of references:
Panel

* Devices - For supported policy types, device information is displayed in the Details panel.

* Policies - For the following supported policy types, the actual rules referencing the object
are presented in the Details panel:

* AAA Rules

* Access Rules

* [Pv6 Access Rules

* Inspection Rules

* Translation Rules

» Web Filter Rules (PIX/FWSM/ASA)

» Zone Based Firewall Rules

You can navigate to the rule, export the rule data, or print the rule data from the Details panel.

* Objects - Details for other objects that are referencing the specified object are presented
in the Details panel. You can export the detailed information, print the information, view
the object in read-only mode, edit the object, or even find usage for the object from the
Details panel in the Object Usage dialog box.

Deleting Objects

You can delete user-defined objects only when they are not being used by policies or other objects. You cannot
delete predefined objects. If you delete an object for which device-level overrides are defined, all overrides
are also deleted.

Je

Tip  You might be prevented from deleting an unused object from the database, if, for example, you replace a local
policy that used the object with a shared policy that does not. If object deletion fails, submit or discard all
pending changes (in Workflow mode, submit or discard all pending activities), then try again to delete the
object. Alternatively, you can leave unused objects in the database, because they will not affect your policies.

Before You Begin

Determine if the object is currently being used and which policies, objects, and devices would be affected by
the deletion. You need to remove all references to the object before you can delete it. You can generate a
usage report for this purpose. See Generating Object Usage Reports , on page 241.

Step 1 Select Manage > Policy Objects to open the Policy Object Manager , on page 230.
Step 2 Select the object type from the table of contents.

User Guide for Cisco Security Manager 4.25 .



The Basics of Using Security Manager |
. Managing Object Overrides

Step 3 Right-click the object you want to delete and select Delete Object, or select the object and click the Delete Object button.
You are asked to confirm the deletion.

Managing Object Overrides

When you create a policy object, you can elect to allow the object to be overridden. This makes it possible to
create a generic object to enable you to create general policies. For individual devices, you override the policy
object definition to make the policy apply correctly to the device.

From the Policy Object Manager , on page 230, you can select a policy object that can be overridden and
generate a table of device-level overrides that are defined for that global object. Right-click the object and
select Edit Device Overrides to generate the table (see Policy Object Overrides Window , on page 247).

You can create device-level overrides in two places:

* In the Device Properties window of a selected device, which allows you to create and manage overrides
for the selected device only. For more information, see Creating or Editing Object Overrides for a Single
Device , on page 246.

* In the Policy Object Manager window, which allows you to create and manage overrides for more than
one device at a time. For more information, see Creating or Editing Object Overrides for Multiple Devices
At A Time , on page 246.

2

Tip Ifyou override any part of the object definition at the device level, any subsequent changes made to the policy
definition at the global level do not affect the device on which the object was overridden.

The following topics explain policy object overrides in more detail:
* Understanding Policy Object Overrides for Individual Devices , on page 244
* Allowing a Policy Object to Be Overridden , on page 245
* Creating or Editing Object Overrides for a Single Device , on page 246
* Creating or Editing Object Overrides for Multiple Devices At A Time , on page 246
* Deleting Device-Level Object Overrides , on page 248

* Overridable Objects in Security Manager, on page 249

Understanding Policy Object Overrides for Individual Devices

For many types of policy objects, you can elect to allow an object to be overridden for a particular device.
Thus, you can create an object whose definition works for most devices, and then create modifications to the
object for the few devices that need slightly different definitions. Or, you can create an object that needs to
be overridden for all devices, but which allows you to create a single policy for all devices. Object overrides
make it possible for you to create a smaller set of shared policies for use across your devices without giving
up the ability to alter policies when needed for individual devices.

For example, you might want to deny ICMP traffic to the different departments in your company, each of
which is connected to a different network. You can do this by defining an access rule firewall policy with a
rule that includes a network/host object called Departmental Network. By allowing device override for this
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object, you can then create overrides on each relevant device that specify the actual network to which that
device is connected.

Device-level object overrides are especially important when the global object is included in the definition of
a VPN policy, which applies to every device in the VPN topology. For example, you select a PKI enrollment
object when defining a PKI policy on a site-to-site VPN. If the hub of your VPN uses a different CA server
than the spokes, you must use device-level overrides to specify the CA server used by the hub. Although the
PKI policy references a single PKI enrollment object, the actual CA server represented by this object will
differ for the hub, based on the device-level override you define.

You can quickly tell if an object can be overridden by looking for the Overrides column in the objects table
in the Policy Object Manager , on page 230. A green checkmark indicates that you can create overrides for
the object; the presence of the column indicates the object type allows overrides.

Related Topics
* Allowing a Policy Object to Be Overridden , on page 245
* Creating or Editing Object Overrides for a Single Device , on page 246
* Creating or Editing Object Overrides for Multiple Devices At A Time , on page 246

* Deleting Device-Level Object Overrides , on page 248

Allowing a Policy Object to Be Overridden
To create overrides for an object, the object must allow overrides. Not all object types allow overrides.

For those that do allow overrides, you define the object as allowing overrides by selecting Allow Value
Override per Device when defining the object. After selecting this option, you must click OK to save the
object before you can define any overrides. For more information on creating objects, see Creating Policy
Objects , on page 235.

You can also configure Security Manager to create device-level overrides for existing objects when you
discover policies on devices that you add to the inventory. During discovery, if Security Manager determines
that an existing object applies to a discovered policy, but that it is not a perfect fit, the object is used but a
device-level override is created to account for the difference. For example, if you run policy discovery on a
device that has an ACL with the same name as an ACL policy object in Security Manager, the name of the
discovered policy object is reused, but a device-level override is created for the object. If you do not allow
device-level overrides during discovery, a new policy object is created with a number appended to the name;
this is the default.

To configure Security Manager to allow device overrides during discovery, select Tools > Security Manager
Administration > Discovery and select Allow Device Override for Discovered Policy Objects.

\}

Note To ensure that a specific policy object will be reused for device-level override during discovery, make sure
the Allow Value Override per Device check box has been selected for the policy object in Policy Object
Manager before policy discovery.

Related Topics
* Understanding Policy Object Overrides for Individual Devices , on page 244
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* Creating or Editing Object Overrides for a Single Device , on page 246
* Creating or Editing Object Overrides for Multiple Devices At A Time , on page 246

* Deleting Device-Level Object Overrides , on page 248

Creating or Editing Object Overrides for a Single Device

Step 1
Step 2

Step 3

Step 4

You can create or edit device-level object overrides from the Device Properties window.

An override specifies a definition for a global object that affects only the selected device. For example, you
can override the definition of a AAA server group object so that the object represents a different group of
AAA servers for one device than the group it represents for other devices.

Related Topics
* Allowing a Policy Object to Be Overridden , on page 245
* Creating or Editing Object Overrides for Multiple Devices At A Time , on page 246
* Understanding Policy Object Overrides for Individual Devices , on page 244

* Deleting Device-Level Object Overrides , on page 248

(Device view) Right-click a device in the Device selector and select Device Properties.
Select the object type you want to override from the Policy Object Overrides folder.

The table displays all objects of the selected type that can be overridden at the device level. If an object has an override
already defined for the device, the Value Overridden? column contains a check mark.

Select the object whose override you want to change and do one of the following:
* Click the Create Override button, or right-click and select Create Override.

* Click the Edit Override button, or right-click and select Edit Override.

The dialog box for defining that type of object is displayed with the current properties (either the global properties or the
local override).

Modify the definition of the object and click OK to save the device-level override. In the Device Properties window, a
green check mark appears in the Value Overridden? column.

Creating or Editing Object Overrides for Multiple Devices At A Time

You can create or edit device-level object overrides from the Policy Object Manager window.

This method enables you to create overrides on multiple devices at the same time, which is especially useful
when creating overrides for several devices that participate in the same VPN topology. For example, if the
spokes located in one part of the VPN use a different CA server than the spokes located in a different part of
the VPN, you can override the PKI enrollment object that defines the server for these devices. This is a more
convenient method than selecting each device individually from Device view and defining the override from
the Device Properties window.

Related Topics
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* Understanding Policy Object Overrides for Individual Devices , on page 244
* Allowing a Policy Object to Be Overridden , on page 245
* Creating or Editing Object Overrides for a Single Device , on page 246

* Deleting Device-Level Object Overrides , on page 248

Step 1 Select Manage > Policy Objects to open the Policy Object Manager , on page 230.
Step 2 Select the object type you want to override from the table of contents, and then select the object to override.
Tip Not all types of object allow overrides, and not all objects are defined as overridable. Look for a green check

mark in the Overridable column. If the object type allows overrides, but this object does not have a check mark,
edit the object to enable object override (see Allowing a Policy Object to Be Overridden , on page 245).

Step 3 Double-click the checkmark, or right-click the object and select Edit Device Overrides, to open the Policy Object
Overrides Window , on page 247. The window contains a table listing each device for which an override is defined for
the object.

Tip You can also edit the overridable object and click Edit next to the Overrides field.

Step 4 Do one of the following:

* To add an override, click the Create Override button, select the devices to which you want to apply the override,
and define the override.

The dialog boxes for creating and editing the override are the same ones used to create the object; click the Help button
for information specific to the type of object.

The override you create applies to all policies on the device that use the object; you cannot override the object for one
policy but not for another policy.

« To edit an override, select it and click the Edit Override button.

Policy Object Overrides Window

Use the Policy Object Overrides window to view a list of all device-level overrides that are defined for the
selected object. The content displayed in the table differs depending on the type of object, but it always includes
the device name, object description, and category. Sometimes the content of the object is shown, including
the overrides.

¢ To add an override, click the Create Override button. In the Create Overrides for Device window, select
the devices from the available list and click >> to move them to the selected list. When you click OK,
you are presented with the dialog box for defining your override, which applies to all newly selected
devices. (You are not changing the override of the greyed out devices)

\}

Note The available devices list shows the devices that have not already had overrides defined for the object. Devices
with overrides are shown greyed out in the selected devices list.
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The dialog boxes for creating and editing the override are the same ones used to create the object; click the
Help button for information specific to the type of object.

The override you create applies to all policies on the device that use the object; you cannot override the object
for one policy but not for another policy.

« To edit an override, select it and click the Edit Override button.

» To delete an override, select it and click the Delete Override button.

Deleting an override does not delete the object or remove the object from its device assignment. When you
delete the override, the policies on the device that use the object start using the global definition for the object.
This changes the meaning of the policies.

Je

Tip

You can also create and edit device-level overrides from the Device Properties window of a selected device.
Using the Device Properties windows makes it easy for you to manage the overrides for all objects used by
a single device. For more information, see Creating or Editing Object Overrides for a Single Device , on page
246.

Navigation Path

Open the Policy Object Manager , on page 230. Select an object type that can be overridden (its object page
contains a column called Overrides), then do one of the following:

* Double-click the green checkmark in the Overrides column.
* Right-click the object and select Edit Device Overrides.

« Edit the overridable object and click Edit next to the Overrides field.

Related Topics

* Understanding Policy Object Overrides for Individual Devices , on page 244

* Allowing a Policy Object to Be Overridden , on page 245

* Creating or Editing Object Overrides for Multiple Devices At A Time , on page 246
* Deleting Device-Level Object Overrides , on page 248

* Filtering Tables , on page 50

* Filtering Items in Selectors , on page 47

Deleting Device-Level Object Overrides

Deleting a device-level override restores the global definition of the object to the selected device. You can
delete overrides from the Device Properties window or from the Policy Object Manager window:

* Deleting overrides from Device view—Right-click the device and select Device Properties, then select
the object type from the Policy Object Overrides folder. Select the override you want to delete and click
Delete Override.
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* Deleting overrides from the Policy Object Manager—Select the object type from the table of contents,
then right-click the object and select Edit Device Overrides. Select the override you want to delete and
click Delete Override.

Related Topics
* Understanding Policy Object Overrides for Individual Devices , on page 244

* Allowing a Policy Object to Be Overridden , on page 245
* Policy Object Override Pages , on page 122
* Policy Object Overrides Window , on page 247

Overridable Objects in Security Manager
You can override the following objects in Security Manager:
* VPN Objects
* AAA Server group
* PKI Enrollment (CA Servcers)
* WINS Server List
* SSL VPN Customization
* SAML Identity Provider
* Web ACL
* Port Forwarding List
* Bookmarks
* Smart Tunnel List
* Smart Tunnel Network List
* Smart Tunnel Auto Sign on List
* Single Sign on Server

* Reference Identity

+ Firewall Objects
* Identity User Group
* Networks/Hosts
* Port Lists
* Security Group
* Services

 Access Control Lists (Extended, Standard, Web, Unified)
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* As Path

* BFD Template

* Community List

* Credentials

* Identity Policy (I0S)

* Identity User Group

* Interface Roles

* LDAP Attribute Maps

* LDAP Attribute Maps (I0S)

* Policy List

* Prefix List

* Prefix Lists IPV6

* Risk Rating

* Route Map

* Security Group

* Text Objects

» TLS Proxy

* Pool Objects (DHCP V6,IPV4 Pool,IPV6 Pool, MAC Address Pool, NET Pool)
* MAPs (AVP, Regular Expression Groups, Regular Expressions, TCP Maps)

* Class Maps—Inspect
(AOL,DCE/RPC,DIAMETER,DNS eDonkey,FastTrack, FTP,GunTella,H.323(ASA/PIX/FWSM),H.323(10S),
HTTP(ASA/PIX/FWSM),HTTP(IOS),ICQ,IM,IMAP,Kazaa2, MSN
Messenger,POP3,Scansafe, SIP(ASA/PIX/FWSM), SIP(I0S),SMTP,SUN RPC, Windows Messenger,
Yahoo Messenger)

* Class Maps—Web Filter (Local, N2H2, Trend, Websense)
» Parameter Maps—Inspect (Inspect Parameters, Protocol Info Parameters)
» Parameter Maps—Web Filter(Loal,N2H2, Trend,URL Filter, URLF Glob parameters, Websense)

* Policy Maps—Inspect
(DCE/RPC,DIAMETER,DNS,ESMTPFTP,GTP,H.323(ASA/PIX/FWSM),H.323(10S),HTTP
ASA7.1.x/PIX7.1.x/FWSM3.x/10S), HTTP(ASA7.2+/P1X7.2+),HTTP(Zone Based
10S),IM(ASA7.2+/P1X7.24),IM(IOS),IM(Zone Based I0S),IMAP, IP Options, IPSec Pass
Trough,IPV6,LISPM3UA,NetBIOS,P2P,POP3,Scansafe,Sctp,SIP(ASA/PIX/FWSM), SIP(10S),
Skinny, SMTP, SNMP,SUN RPC)

* Policy Maps—Web Filter (Web Filter)
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Importing and Exporting Policy Objects

Security Manager includes a Perl script that you can use to export network/host, service, and port list policy
objects so that you can import them into another Security Manager server. The information includes device-level
overrides for policy objects that have them.

\}

Note The command works with network/host objects that contain IPv4 addresses only. You cannot use the command

to import network/host-IPv6 objects.

You can also manually create a CSV file that you can import. For example, you might obtain a list of IP
addresses that identify networks or hosts that should be denied entry to your network. You can create a CSV
file that will bulk-load the list as one or more network/host objects if that is easier than manually creating the
object in the Policy Object Manager.

Je

Tip  Besides using this command, you can use other facilities to export and import policy objects that are assigned

to shared policies or configured in local device policies. For more information, see the following topics:

Exporting the Device Inventory from the Security Manager Client, on page 480, Exporting Shared Policies,

on page 485, and Importing Policies or Devices, on page 487.

The Perl command is located in SNMSROOT\bin, which is typically C:\Program Files\CSCSpx\bin. The

syntax of the command is:

perl [path JPolicyObjectimportExport.pl -u username -p password -o {import | export} [-a activity ] -t
object_type -f filename [-c {true | false}] [-d {true | false}] [-e {true | false}] [-g {true | false}] [-h]

Syntax

perl [path ]
PolicyObjectimportExport.pl

The Perl script command. Include the path to the
PolicyObjectImportExport.pl file if the path is not defined in the system path
variable.

Tip If you forget to include the “perl” command, the system accepts
the input but does nothing and provides no feedback on your error.
Use Ctrl+Z to return to the command prompt.

-uU username

A Security Manager username. The data exported is limited by the
permissions assigned to this user. The user must have Modify Objects
permission for the import or export of policy objects, and additionally the
Modify Devices permission for the import or export of device-level overrides.

If you are importing objects in non-Workflow mode, you must also have
Submit and Approve privileges.

-p password

The user’s password.

-o {import | export}

The type of operation you are performing, either to import policy objects
from an existing file, or to export policy objects to a CSV file. Only
committed objects are exported.
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-a activity

(Optional.) The name of a Workflow activity. If you do not specify a name,
a new activity is created with the name username_time.

-t object_type

Object type, one of the following:

* network—For network/host objects.
* service—For service objects.

» portlist—For port-list objects.

-f filename

The name of the CSV file. When exporting, if the file exists, it is overwritten.

-c {true | false}

(Optional.) When importing objects, whether to enable policy object conflict
detection.

» false—An object is imported even if an existing object has the same
content.

* true—If an existing object has the same content as an imported object,
the imported object is skipped. You must also select Enforce for the
When Redundant Objects Detected option on the Policy Objects
Page , on page 574.

-d {true | false}

(Optional.) How to handle device-level policy object overrides during either
an import or export operation:

« true—Include all globally-defined objects and all device-level overrides
of the objects.

» false—Include only the global definitions of the policy objects. Do not
include any device-level policy object override information. This is the
default.

-¢ {true | false}

(Optional.) Whether to “flatten” port-list objects in service objects and
service-group objects:

* true—The names of any port-list objects found in service objects and
service-group objects are replaced with the actual ports from the lists.
That is, the two objects, port-list and service, or port-list and
service-group, are “flattened” into a single service or service-group.

Port-list objects are used in Security Manager to group sets of port definitions,
and are used when defining service and service-group objects. However,
port-list objects are not supported in PRSM.

» false—Port-list objects in service and service-group objects are not
flattened. This is the default.
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-g {true | false} (Optional.) Whether to include object and object-group types in the CSV
file:

* true—The final column in the file will be Type and it will indicate
“Service” or “Network.”

» false—The Type column is not included. This is the default.

-h (Optional.) Display the command line help. If you include this option, all
other options are ignored.

Importing Policy Objects

When you are importing objects, if an object refers to another object, that object must already be defined in
Security Manager, or it must be defined in the same CSV file that you are importing. If the object is in the
same CSV file, it must come before the object that refers to it. (Security Manager automatically sorts objects
as required when exporting them.)

If Security Manager already has a policy object of the same name as one you are importing, the object is
skipped and not imported. The name conflict can even occur if another user has created an object but not yet
committed it for public viewing, so you might not be able to see the conflicting object. Security Manager
creates only new objects, it does not update existing objects. Use the -¢ option to specify whether new objects
can be created that have the same content as existing objects.

When you run the command, if there are any errors in the file, only the affected objects are not imported.
Error messages indicate these problems as they occur, and Security Manager continues evaluating all records
in the file. All correctly defined policy objects are imported, and the objects with errors are skipped. The total
count and the names of the policy objects that are not imported are shown in the output screen.

After the import command completes, additional actions depend on the Workflow mode you are using:

» Workflow mode—You must log into Security Manager using the same username and password and
submit the activity you specified during the import. The activity must be submitted and approved for the
changes to take effect.

» Non-Workflow mode—The imported objects are automatically submitted and approved without action
on your part. However, you will receive an error if the username you supplied does not have Submit and
Approve privileges, and the import operation will fail.

CSV File Format

All objects in a single file are of the same policy object type. The file is in standard comma-separated values
(CSV) format. The first line has column headings. Each row represents a single policy object. The columns,
left to right, are:

» Name—(Mandatory.) The name of the object.

* Node—The display name of the device on which an override of the policy object is defined. If the policy
object is defined on the global level, the field is empty. When importing objects, if the display name does
not match a device already in the Security Manager inventory, the object is skipped and not imported.

* Description—The description of the object, if any.

* Category—The category identifier of the object, if any. The category ID is from 10 to 19.
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Allow Override—Whether the object can be overridden. True if the policy object can be overridden on
device level, False (or an empty field) if not.

Group—The names of other policy objects with the same type referenced by this policy object. If there
is more than one object, they are separated by commas. For example, network building block Netl
references network building block Net2 and Net3. The Group field of Netl would have “Net2,Net3” as
its value.

Data—The content of the object.

Subtype—The object subtype, if any, for network/host and service objects. For an explanation of
network/host and service object types, see Understanding Networks/Hosts Objects , on page 308 and
Understanding and Specifying Services and Service and Port List Objects , on page 329. Possible values
are:

* Blank, or space—The object is a group object, either network/host or service.

* NH—(Network/host objects only.) Single host network/host object.

* NF—(Network/host objects only.) Single fully-qualified domain name (FQDN) network/host object.
* NN—(Network/host objects only.) Single network address network/host object.

* NR—(Network/host objects only.) Single Address range network/host object.

» SO—(Service objects only.) Single-service service object.

Type—The type of object represented by this entry: “Network” or “Service.”

If there is no value for a particular field, that field is blank in the output. If there are multiple values for a field,
the field is enclosed in double quotation marks.

Understanding AAA Server and Server Group Objects

You

use AAA server objects to identify the AAA servers used in your network. AAA enables devices to

determine who the user is (authentication), what the user is permitted to do (authorization), and what the user
actually did (accounting), as described below:

Authentication—Authentication is the way a user is identified before being allowed access to the network
and network services. It controls access by requiring valid user credentials, which are typically a username
and password. All authentication methods, except for local, line password, and enable authentication,

must be defined through AAA. You can use authentication alone or with authorization and accounting.

Authorization—A fter authentication is complete, authorization controls the services and commands
available to each authenticated user. Authorization works by assembling a set of attributes that describe
what the user is authorized to perform. These attributes are compared to the information contained in a
database for a given user and the result is returned to AAA to determine the user’s actual capabilities
and restrictions. The database can be located locally on the access server or router or it can be hosted
remotely on a RADIUS or TACACS+ security server. Were you not to use authorization, authentication
alone would provide the same access to services to all authenticated users. You must use authorization
together with authentication.

Accounting—Accounting is used to track the services users are accessing, as well as the amount of
network resources they are consuming. When AAA accounting is activated, the network access server
reports user activity to the RADIUS or TACACS+ security server (depending on which security method
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you have implemented) in the form of accounting records. Accounting information includes when sessions
start and stop, usernames, the number of bytes that pass through the device for each session, the service
used, and the duration of each session. This data can then be analyzed for network management, client
billing, or auditing. You can use accounting alone or together with authentication and authorization.

AAA provides an extra level of protection and control for user access over using access rules (ACLs) alone.
For example, you can create an access rule allowing all outside users to attempt to use Telnet on a server on
the DMZ network. If you want only some users to actually reach the server (and you might not always know
the IP addresses of these users, making it impossible to configure simple access rules), you can enable AAA
to allow only authenticated or authorized users to make it through the network device (for example, the ASA
or router). Thus, users must authenticate before reaching the Telnet server, where Telnet can also require a
separate login.

AAA server objects are collected into AAA server group objects. Policies requiring AAA (such as Easy VPN,
Remote Access VPN, and router platform policies such as Secured Device Provisioning and 802.1x) usually
refer to AAA server group objects. These objects contain multiple AAA servers that use the same protocol,
such as RADIUS or TACACS+. In essence, AAA server groups represent collections of authentication servers
focused on enforcing specific aspects of your overall network security policy. For example, you can group
those servers dedicated to authenticating internal traffic, external traffic, or remote dial-in users, as well as
servers that authorize the administration of your firewall devices.

The following topics describe how to work with AAA server objects:
* Supported AAA Server Types , on page 255
» Additional AAA Support on ASA, PIX, and FWSM Devices , on page 256
* Predefined AAA Authentication Server Groups , on page 258
* Default AAA Server Groups and IOS Devices , on page 259
* Creating AAA Server Objects , on page 260
» Add or Edit AAA Server Dialog Box , on page 261
» Add and Edit LDAP Attribute Map Dialog Boxes , on page 274

* Creating AAA Server Group Objects , on page 276

Supported AAA Server Types

You can use AAA servers that use the RADIUS protocol with all devices, and the TACACS+ and LDAP
protocols with all devices except IPS. For ASA, PIX, and FWSM devices, you can also use the protocols
described in Additional AAA Support on ASA, PIX, and FWSM Devices , on page 256.

* RADIUS—Remote Authentication Dial-In User Service (RADIUS) is a distributed client/server system
that secures networks against unauthorized access. In the Cisco implementation, RADIUS clients run on
Cisco devices and send authentication requests to a central RADIUS server that contains all user
authentication and network service access information.

You can use RADIUS with other AAA security protocols, such as TACACS+, Kerberos, and local username

lookup, depending on what is supported by a particular device type. RADIUS is supported on all Cisco
platforms, but some RADIUS-supported features run only on specified platforms.
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Beginning with Cisco Security Manager 4.17, IPv6 is enabled in RADIUS protocol. This support is applicable
only for ASA 9.9.2 devices and above. Users can now configure IPv6 Host Address for Radius authentication
in the Add AAA Server dialog box (see, Add or Edit AAA Server Dialog Box , on page 261). Activity validation
is also introduced for unsupported device version.

* TACACS+—Terminal Access Controller Access Control System (TACACSH+) is a security application
that provides centralized validation of users attempting to gain access to a router or network access server.
The goal of TACACS+ is to provide a methodology for managing multiple network access points from
a single management service.

TACACS+ provides for separate and modular authentication, authorization, and accounting facilities. TACACS+
allows for a single access control server (the TACACS+ daemon) to provide each service independently.

» LDAP—Lightweight Directory Access Protocol (LDAP). The use of LDAP servers is specific to certain
policies. For example, identity firewall configurations on ASA, VPN configurations on ASA, and ScanSafe
configurations on I0S devices. For more information on using LDAP on ASA, see Additional AAA
Support on ASA, PIX, and FWSM Devices , on page 256.

Related Topics
* Additional AAA Support on ASA, PIX, and FWSM Devices , on page 256

* Creating AAA Server Objects , on page 260
* Understanding AAA Server and Server Group Objects , on page 254

Additional AAA Support on ASA, PIX, and FWSM Devices
Y

Note From version 4.17, though Cisco Security Manager continues to support PIX and FWSM features/functionality,
it does not support any enhancements.

In addition to supporting RADIUS and TACACS+, ASA, PIX 7.0+, and FWSM 3.1+ devices can support
AAA servers running the following protocols. For more information, see the explanation of AAA usage in
the configuration guides for the device type and operating system version that interests you.

+ Kerberos—These devices can use Kerberos servers for authentication. 3DES, DES, and RC4 encryption
types are supported.

* NT—These devices can use Windows Domain servers for NTLMv1 authentication.

* SDI Servers—SecurelD servers from RSA Security, Inc. are known as SDI servers. When a user attempts
to establish VPN access and the applicable tunnel-group policy specifies an SDI authentication server
group, the ASA device sends the username and one-time password to the SDI server. The device then
grants or denies user access based on the response from the server. Version 5.0 of SDI introduced the
concept of SDI primary and secondary servers that share a single-node secret file (SECURID). As a
result, when you configure an SDI server as a AAA server object, you must specify whether the server
is version 5.0 or an earlier version.

* LDAP—These devices can use Lightweight Directory Access Protocol (LDAP) servers for VPN
authorization and user group identification for identity-aware firewall policies. These devices support
LDAP version 3 and are compatible with any v3 or v2 directory server. However, password management
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is supported only on the Sun Microsystems JAVA System Directory Server and the Microsoft Active
Directory.

With any other type of LDAP server (such as Novell or OpenLDAP), all LDAP functions are supported except
for password management. Therefore, if someone tries to log in to one of these devices using one of these
other servers for authentication and their password has expired, the device drops the connection and a manual
password reset is required.

You can configure Simple Authentication and Security Layer (SASL) mechanisms to authenticate an LDAP
client (in this case, the ASA, PIX, or FWSM device) to an LDAP server. These devices and LDAP servers
can support multiple mechanisms. If both mechanisms (MD5 and Kerberos) are available, the ASA, PIX, or
FWSM device uses the stronger mechanism, Kerberos, for authentication.

When user authentication for VPN access has succeeded and the applicable tunnel-group policy specifies an
LDAP authorization server group, the ASA, PIX, or FWSM device queries the LDAP server and applies the
authorizations it receives to the VPN session.

* HTTP-Form—These devices can use the HTTP Form protocol for single sign-on (SSO) authentication
of WebVPN users only. Single sign-on support lets WebVPN users enter a username and password only
once to access multiple protected services and Web servers. The WebVPN server running on the security
appliance acts as a proxy for the user to the authenticating server. When a user logs in, the WebVPN
server sends an SSO authentication request, including username and password, to the authenticating
server using HTTPS. If the server approves the authentication request, it returns an SSO authentication
cookie to the WebVPN server. The security appliance keeps this cookie on behalf of the user and uses
it to authenticate the user to secure websites within the domain protected by the SSO server.

The following table describes the AAA services that are supported by each protocol:

Table 44: AAA Services Supported by ASA, PIX, and FWSM Devices

AAA Service | Database Type

Local RADIUS |TACACS+ |SDI NT Kerberos | LDAP HTTP
Form

Authentication of...

VPN users Yes Yes Yes Yes Yes Yes Yes Yes 1
Firewall Yes Yes Yes Yes Yes Yes Yes No
sessions

Administrators | Yes Yes Yes Yes 2 Yes Yes Yes No

Authorization of...

VPN users Yes Yes No No No No Yes No
Firewall No Yes 3 Yes No No No No No
sessions

Administrators | Yes 4 No Yes No No No No No

Accounting of...
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VPN No Yes Yes No No No No No
connections

Firewall No Yes Yes No No No No No
sessions

Administrators | No Yes 5 Yes No No No No No

1. HTTP Form protocol supports single sign-on (SSO) authentication for WebVPN users only. 2. SDI is not
supported for HTTP administrative access. 3. For firewall sessions, RADIUS authorization is supported
with user-specific ACLs only, which are received or specified in a RADIUS authentication response. 4.
Local command authorization is supported by privilege level only. 5. Command accounting is available for
TACACS+ only.

Related Topics
* Supported AAA Server Types , on page 255
* Creating AAA Server Objects , on page 260
* Understanding AAA Server and Server Group Objects , on page 254

Predefined AAA Authentication Server Groups

There are several predefined AAA server groups that define an authentication method without specifying
particular AAA servers. In policies such as IPSec proposals, you can use these predefined server groups to
define the types of AAA authentication to perform and the order in which to perform them.

The below table describes the predefined AAA authentication server groups.

Table 45: Predefined AAA Authentication Server Groups

Name Description
Enable Uses the enable password defined on the device for authentication.
KRB5 Uses Kerberos 5 for authentication. Use KRBS5-Telnet when using Telnet to connect.

KRB5-Telnet | For Cisco 10S routers, you can use Kerberos 5 client configuration only on selected
platforms running I0S Software versions that support this protocol. Server configuration
is not supported. The device must include an Advanced series feature set (k9 crypto image).

If-Authenticated | Uses the if-authenticated method, which allows the user to access the requested function
if the user is authenticated.

Line Uses the line password defined on the device for authentication.

Local Uses the local username database (defined on the device) for authentication. Use Local-case
if you want the login to be case-sensitive.

Local-case

None Uses no authentication.
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Name Description
RADIUS Use RADIUS or TACACS+ authentication. (Does not apply to Cisco 10S routers.)
TACACS+ These AAA server groups do not contain any AAA servers. To use one of them when

defining a policy, you must create a device-level override and define the AAA servers to
associate with the group. For more information, see Creating or Editing Object Overrides
for a Single Device , on page 246.

Related Topics
* Creating AAA Server Group Objects , on page 276

* Default AAA Server Groups and I0S Devices , on page 259

» Understanding AAA Server and Server Group Objects , on page 254

Default AAA Server Groups and 10S Devices

IOS software enables you to define AAA servers either as members of AAA server groups or as individual
servers. Security Manager, however, requires all AAA servers to belong to a AAA server group.

Therefore, when you discover an I0S device whose device configuration contains individual AAA servers
that do not belong to a AAA server group, Security Manager creates the following server groups to contain
these servers:

* For RADIUS: CSM-rad-grp
* For TACACS+: CSM-tac-grp

Both of these special AAA server groups are marked in the Policy Object Manager as the default groups for
their protocol. This is indicated by the Make this Group the Default AAA Server Group check box.

These groups are created solely for the purpose of management by Security Manager. During deployment,
the AAA servers in these special groups are deployed back to the IOS device as individual servers, not as part
of the group.

You can also create your own default group. The default group can be used in most cases, except when you
need to configure multiple AAA server groups that use the same protocol. For example, you might want to
define multiple RADIUS groups so that one group can be used for authentication and another group for
authorization. Service providers may want to define multiple groups with the same protocol in order to provide
customer separation when using VRF.

)

Note

If you use one of these default AAA server groups in a policy defined for a PIX/ASA/FWSM device, the
AAA servers are deployed as a group to that device, not as individual servers. This is because all AAA servers
on PIX/ASA/FWSM devices must belong to a AAA server group.
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A

Caution  We recommend that you use caution when using these default AAA server groups in a policy definition. There
are certain commands (for example, ip radius and ip tacacs, which are configured using the Interface field
in the AAA Server dialog box) that can be defined once for each AAA server group and once for all individual
AAA servers. Because the AAA servers in the default group are deployed to IOS devices as individual servers,
you might inadvertently change the ip radius or ip tacacs settings for all the individual AAA severs configured
on the device, including servers that are not being managed by Security Manager (and whose configurations
would otherwise be left undisturbed).

Related Topics
* Predefined AAA Authentication Server Groups , on page 258
* Creating AAA Server Group Objects , on page 276
* Understanding AAA Server and Server Group Objects , on page 254

Creating AAA Server Objects

Step 1
Step 2
Step 3
Step 4
Step 5

You can create AAA server objects to populate the AAA server group objects that are referenced by policies
such as AAA rules, Easy VPN, and 802.1x. In some cases, AAA server objects are used directly by a policy,
such as in AAA policies on IPS devices.

When creating a AAA server object, you must specify the IP address or DNS name of the external AAA server
and the protocol used by the server. The other settings required depend on the protocol.

)

Note On PIX/ASA/FWSM devices, AAA objects in a device configuration that are not referenced by any policies
are removed from the device during the next deployment. However, the predefined AAA objects named
RADIUS and TACACS+ are never removed from PIX 6.3 devices, even if they are not referenced by any
policies.

Related Topics
* Creating Policy Objects , on page 235
* Supported AAA Server Types , on page 255
» Additional AAA Support on ASA, PIX, and FWSM Devices , on page 256

* Understanding AAA Server and Server Group Objects , on page 254

Select Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
Select AAA Servers from the Object Type selector.

Right-click in the work area, then select New Object to open the Add or Edit AAA Server Dialog Box , on page 261.
Enter a name for the object and optionally a description of the object.

Identify the AAA server:
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* In the Host field, enter the IP address or for ASA or PIX 7.2+ devices, the host name of the AAA server. You can
also enter the name of a network/host object that contains the host IP address, or click Select to select the object.

* Optionally, in the Interfaces field, enter the name of an interface or an interface role (which must resolve to a single
interface name on the device) whose IP address should be used for all outgoing RADIUS or TACACS+ packets.
Do not specify an interface for objects used on an IPS device.

* Optionally, enter the amount of time to wait until a AAA server is considered unresponsive.
Step 6 Select the protocol used by the AAA server and configure protocol-specific properties. You can use RADIUS with all

device types, and TACACS+ with all device types except for IPS devices. You can use the Kerberos, LDAP, NT, SDI,
and HTTP-FORM protocols only with ASA, PIX 7.x+, and FWSM 3.1+ devices.

For details about the properties, see the following topics:
* RADIUS—See AAA Server Dialog Box—RADIUS Settings , on page 263.
* TACACS+—See AAA Server Dialog Box—TACACS+ Settings , on page 266.
» Kerberos—See AAA Server Dialog Box—Kerberos Settings , on page 267.
* LDAP—See AAA Server Dialog Box—LDAP Settings , on page 268.
* NT—See AAA Server Dialog Box—NT Settings , on page 271.
* SDI—See AAA Server Dialog Box—SDI Settings , on page 272.
* HTTP-FORM—See AAA Server Dialog Box—HTTP-FORM Settings , on page 273.

Step 7 (Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

Step 8 Click OK to save the object.

Add or Edit AAA Server Dialog Box

Use Add or Edit AAA Server dialog box to create, copy, and edit a AAA server object. These objects are
collected into AAA server group objects and identify the AAA servers that you want to use when defining
various AAA policies. In some cases these objects are used directly in a AAA policy.

For a description of the protocols you can use, see Supported AAA Server Types , on page 255 and Additional
AAA Support on ASA, PIX, and FWSM Devices , on page 256.

\)

Note  You cannot edit the protocol if the object is already included in a AAA server group.

Navigation Path

Select Manage > Policy Objects, then select AAA Servers from the Object Type Selector. Right-click inside
the work area and select New Object or right-click a row and select Edit Object.
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Related Topics

* Understanding AAA Server and Server Group Objects , on page 254

* Creating AAA Server Objects , on page 260

* Policy Object Manager , on page 230

Field Reference

Table 46: AAA Server Dialog Box—General Settings

Element

Description

Name

The object name, which can be up to 128 characters. Object names are not case-sensitive. For
more information, see Creating Policy Objects , on page 235.

Description

An optional description of the object.

Host

The address of the AAA server to which authentication requests will be sent. Specify one of the
following:

* IP Address—The IPv4 or IPv6 address of the AAA server. You can also enter the name
of a network/host object that contains the host IP address, or click Select to select the object.

Note AAA-TPVG6 hosts are only supported for the LDAP and TACACS+ protocols.
Beginning with Cisco Security Manager 4.17, IPv6 hosts for the Radius protocol are
supported on ASA 9.9(2) devices onwards.

* DNS Name (for PIX/ASA 7.2+ devices only)—The DNS hostname of the AAA server,
up to 128 characters. The hostname can contain alphanumeric characters and hyphens, but
each element of the hostname must begin and end with an alphanumeric character.

Interface

The interface whose IP address should be used for all outgoing RADIUS or TACACS packets
(known as the source interface). Enter the name of an interface or interface role, or click Select
to select it from a list or to create a new interface role.

Tips

* If you enter the name of an interface, make sure the policy that uses this AAA object is
assigned to a device containing an interface with this name.

* If you enter the name of an interface role, make sure the role represents a single interface,
not multiple interfaces.

* Only one source interface can be defined for the AAA servers in a AAA server group. An
error is displayed when you submit your changes if different AAA servers in the group use
different source interfaces. See Creating AAA Server Group Objects , on page 276.

* You cannot specify an interface name for a AAA server used on an IPS device.
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Element

Description

Timeout

The amount of time to wait for a response to a request until the AAA server is considered
unresponsive. If there are other servers in the group, the next server is tried.

* Cisco IOS routers—The range is 1-1000 seconds. The default is 5 seconds.

* ASA/PIX 7.x+, FWSM 3.1+ devices—The range is 1-300 seconds. The default is 10
seconds.

» PIX 6.3 firewalls—The range is 1-512 seconds. The default is 5 seconds.

* IPS devices—The range is 1-512 seconds. The default is 3 seconds.

Protocol

The protocol used by the AAA server. The fields below the protocol list change depending on
your selection.

For specific information about the fields, see the topics indicated.
* The following protocols are the most common:

* RADIUS—ALII device types. See AAA Server Dialog Box—RADIUS Settings , on
page 263.

* TACACS+—All device types except IPS. See AAA Server Dialog Box—TACACS+
Settings , on page 266.

* The following protocols are supported for ASA/PIX 7.x+ and FWSM 3.1+ devices; LDAP
is supported on 10S devices that support ScanSafe policies:

» Kerberos—See AAA Server Dialog Box—Kerberos Settings , on page 267.

* LDAP—See AAA Server Dialog Box—LDAP Settings , on page 268.

* NT—See AAA Server Dialog Box—NT Settings , on page 271.

* SDI—See AAA Server Dialog Box—SDI Settings , on page 272.

* HTTP-FORM—See AAA Server Dialog Box—HTTP-FORM Settings , on page 273.

Category

The category assigned to the object. Categories help you organize and identify rules and objects.
See Using Category Objects , on page 239.

AAA Server Dialog Box—RADIUS Settings

Use the RADIUS settings in the AAA Server dialog box to configure a RADIUS AAA server object.

Navigation Path

Go to the Add or Edit AAA Server Dialog Box , on page 261 and select RADIUS in the Protocol field.

Related Topics

* Creating AAA Server Objects , on page 260

* Understanding AAA Server and Server Group Objects , on page 254
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* AAA Server Group Dialog Box , on page 278

Field Reference

Table 47: AAA Server Dialog Box—RADIUS Settings

Element Description
Key The shared secret that is used to encrypt data between the network device
Confirm (client) and AAA server. The key is a case-sensitive, alphanumeric string of

up to 127 characters. Special characters are permitted.

The key you define in this field must match the key on the RADIUS server.
Enter the key again in the Confirm field.

Note the following:

* A key is required for AAA server objects used in an IPS AAA policy.
Otherwise, the key is optional.

* Spaces are not permitted on PIX, ASA, or FWSM devices. Otherwise,
they are permitted.

* [f you do not define a key, all traffic between the AAA server and its
AAA clients is sent unencrypted.

Authentication/Authorization

The port on which AAA authentication and authorization are performed. The

Port default is 1645.

Tip The default port for IPS devices is 1812, so you need to change this
value if you are configuring the object for IPS and you want to use
the default port.

Accounting Port The port on which AAA accounting is performed. The default is 1646.
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(ASA, PIX 7.x+, and FWSM
3.x+ devices only.)

Element Description
RADIUS Password A case-sensitive, alphanumeric keyword of up to 127 characters that is common
Confirm among users who access this RADIUS authorization server through this device.

Enter the password again in the Confirm field.

The RADIUS authorization server requires a password and username for each
connecting user. The RADIUS server administrator must configure the RADIUS
server to associate this password with each user authorizing to the server
through this device. Be sure to provide this information to your RADIUS server
administrator.

If you do not specify a common user password, each user password is the
username.

Never use a RADIUS authorization server for authentication. Common
passwords or usernames as passwords are less secure than assigning unique
user passwords.

Tips
* The password applies to authorization servers only, not to authentication

servers. For an authentication RADIUS servers, do not configure a
common password.

* Although the password is required by the RADIUS protocol and the
RADIUS server for authorization, users do not need to know it. The device
provides the password automatically.

Retry Interval

(ASA, PIX 7.x+,and FWSM
3.x+ devices only.)

The interval between attempts to contact the AAA server. Values are:
* ASA/FWSM devices—1 to 10 seconds.

e PIX devices—1 to 5 seconds.
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Element

Description

ACL Netmask Convert

(ASA, PIX 7.x+, and FWSM
3.x+ devices only.)

The method for handling the netmask expressions that are contained in
downloadable ACLs received from the RADIUS server. The ASA/PIX/FWSM
expects downloadable ACLs to contain standard netmask expressions whereas
devices using Cisco IOS Software expect downloadable ACLs to contain
wildcard netmask expressions, which are the reverse of a standard netmask
expression. A wildcard mask has ones in bit positions to ignore, zeros in bit
positions to match. Translation of wildcard netmask expressions means that
downloadable ACLs written for Cisco 10S routers can be used by
ASA/PIX/FWSM devices without altering the configuration of the ACLs on
the RADIUS server.

Select one of the following options:

* Standard—The security appliance assumes that all downloadable ACLs
received from the RADIUS server contain only standard netmask
expressions. No translation from wildcard netmask expressions is
performed. This is the default.

* Auto-Detect—The security appliance tries to determine the type of
netmask expression used in the downloadable ACL. If it detects a wildcard
netmask expression, it converts it to a standard netmask expression.

This option is useful when you are uncertain how the RADIUS server is
configured; however, wildcard netmask expressions with holes in them cannot
be unambiguously detected and converted. For example, the wildcard netmask
0.0.255.0 permits anything in the third octet, but the device might not detect
this expression as a wildcard netmask.

» Wildcard—The security appliance assumes that all downloadable ACLs
received from the RADIUS server contain only wildcard netmask
expressions, which it converts to standard netmask expressions.

AAA Server Dialog Box—TACACS+ Settings
Use the TACACSH settings in the AAA Server dialog box to configure a TACACS+ AAA server object.

Navigation Path

Go to the Add or Edit AAA Server Dialog Box , on page 261 and select TACACS+ in the Protocol field.

Related Topics

* Creating AAA Server Objects , on page 260

» Understanding AAA Server and Server Group Objects , on page 254

* AAA Server Group Dialog Box , on page 278
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Field Reference

Table 48: AAA Server Dialog Box—TACACS+ Settings

Element

Description

Key

Confirm

The shared secret that is used to encrypt data between the client and the AAA server. The key
is a case-sensitive, alphanumeric string of up to 127 characters (U.S. English). Spaces and special
characters are permitted.

The key you define in this field must match the key on the TACACS+ server. Enter the key
again in the Confirm field.

Note the following:

* Activity validation fails if you try defining a key with a space on a PIX, ASA, or FWSM
device.

« If you do not define a key, all traffic between the AAA server and its AAA clients is sent
unencrypted.

Server
Port

The port used for communicating with the AAA server. The default is 49.

AAA Server Dialog Box—Kerberos Settings

Use the Kerberos settings in the AAA Server dialog box to configure a Kerberos AAA server object.

\}

Note This type of AAA server can be configured only on ASA, PIX 7.x+, and FWSM 3.1+ devices.

Navigation Path

Go to the Add or Edit AAA Server Dialog Box , on page 261 and select Kerberos in the Protocol field.

Related Topics

* Creating AAA Server Objects , on page 260

* Understanding AAA Server and Server Group Objects , on page 254

* AAA Server Group Dialog Box , on page 278

Field Reference

Table 49: AAA Server Dialog Box—Kerberos Settings

Element

Description

Server Port

The port used for communicating with the AAA server. The default is 88.
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Element

Description

Kerberos Realm Name

The name of the realm containing the Kerberos authentication server and ticket
granting server (maximum of 64 characters, typically all uppercase). For example,
EXAMPLE.COM.

Retry Interval

The interval between attempts to contact the AAA server. Values range from 1 to
10 seconds.

AAA Server Dialog Box—LDAP Settings
Use the LDAP settings in the AAA Server dialog box to configure an LDAP AAA server object.

)

Note This type of AAA server can be configured only on ASA, PIX 7.x+, FWSM 3.1+, and 10S devices.

Navigation Path

Go to the Add or Edit AAA Server Dialog Box , on page 261 and select LDAP in the Protocol field.

Related Topics

* Creating AAA Server Objects , on page 260

* Understanding AAA Server and Server Group Objects , on page 254

* AAA Server Group Dialog Box , on page 278

Field Reference

Table 50: AAA Server Dialog Box—LDAP Settings

Element Description

Enable LDAP over Whether to establish a secure SSL connection between the device and the LDAP
SSL/Secure Server.

Communication

Tip You must select this option when using a Microsoft Active Directory
LDAP server in order to enable password management.

No Negotiation
(IOS only.)

When selected, this checkbox precludes further negotiation and moves to accept
the channels previously established and accepted.

Server Port

The port used for communicating with the AAA server. The default is 389.
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Element

Description

Login Directory

The name of the username or directory object in the LDAP hierarchy used for
authenticated binding (maximum of 128 characters). Authenticated binding is
required by some LDAP servers (including the Microsoft Active Directory server)
before other LDAP operations can be performed. This field describes the
authentication characteristics of the device. These characteristics should correspond
to those of a user with administrator privileges.

This string is case-sensitive. Spaces are not permitted in the string, but other special
characters are allowed.

Typically, this is a username such as DOMAIN\Administrator. However, you can
use the more traditional format too, for example,
cn=Administrator, OU=Employees,DN=example, DN=com.

Login Password

The case-sensitive, alphanumeric password for accessing the LDAP server
(maximum of 64 characters). Spaces are not allowed.

Encrypted (I0S)

Whether the login password is encrypted.

LDAP Hierarchy
Location

The base distinguished name (DN), which is the location in the LDAP hierarchy
where the authentication server should being searching when it receives an
authorization request. For example, OU=Cisco. The maximum length is 128
characters.

The string is case-sensitive. Spaces are not permitted, but other special characters
are allowed.

PIX/ASA/FWSM Tab

LDAP Scope

The extent of the search the server should make in the LDAP hierarchy when it
receives an authorization request. The available options are:

* onelevel—Searches only one level beneath the base DN. This type of search
scope is faster than a subtree search, because it is less comprehensive. This is
the default.

* subtree—Searches all levels beneath the base DN (that is, searches the entire
subtree hierarchy). This option takes more time.

LDAP Distinguished
Name

The Relative Distinguished Name attribute (or attributes) that uniquely identifies
an entry on the LDAP server. Common naming attributes are Common Name (CN),
sAMAccountName, userPrincipalName, and User ID (uid). The case-sensitive,
alphanumeric string can be up to 128 characters. Spaces are not permitted in the
string, but other special characters are allowed.
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Kerberos Server Group

Element Description

SASL MD5 These options establish a Simple Authentication and Security Layer (SASL)

Authentication mechanism to authenticate an LDAP client (the ASA/PIX/FWSM device) with an

SASL Kerberos LDAP server. If you do not select one of these thlops, the simple mechanism is
. used, and usernames and passwords are transmitted in clear text.

Authentication

You can define one or both SASL authentication mechanisms. When negotiating
SASL authentication, the ASA/PIX/FWSM device retrieves the list of SASL
mechanisms configured on the LDAP server and selects the strongest mechanism
configured on both devices.

* SASL MDS5 Authentication—Whether to have the device send the LDAP
server an MD5 value computed from the username and password. You must
configure the LDAP server to store the user passwords in reversible manner,
or the LDAP server will not be able to validate the passwords.

* SASL Kerberos Authentication—Whether to have the device send the LDAP
server the username and realm using the GSSAPI (Generic Security Services
Application Programming Interface) Kerberos mechanism. This mechanism
is stronger than the MD5 mechanism.

If you select Kerberos, you must also enter the name of the Kerberos AAA server
group used for SASL authentication. The maximum length is 16 characters.

LDAP Server Type

The type of LDAP server used for AAA:

* Auto-Detect—The ASA/PIX/FWSM device tries to determine the server type
automatically. This is the default.

* Microsoft—The LDAP server is a Microsoft Active Directory server.
Note You must configure LDAP over SSL to enable password management
with Microsoft Active Directory.

* Sun—The LDAP server is a Sun Microsystems JAVA System Directory
Server.

* OpenLDAP—The server is an Open LDAP server. You can use this only with
ASA/PIX 8.0+ devices.

* Novell—The server is a Novell LDAP server. You can use this only with
ASA/PIX 8.0+ devices.

LDAP Attribute Map

The LDAP attribute configuration to bind to the LDAP server. Enter the name of
an LDAP attribute map policy object or click Select to select it from a list or to
create a new object.

LDAP attribute maps take the attribute names that you define and map them to
Cisco-defined attributes. For more information, see Add and Edit LDAP Attribute
Map Dialog Boxes , on page 274.
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Element

Description

Group Base DN

(Microsoft LDAP AD servers only.) The base designated name (DN) under which
all user groups are defined. When the ASA contacts the AD server for user group
membership, the search starts at this DN. All groups must reside under this DN in
the LDAP directory hierarchy and no group can reside outside of this path, or the
group will not be found. Specifying this location can decrease the time required to
complete user group searches.

The alphanumeric string is case-sensitive and can be up to 128 characters. Spaces
are not permitted in the string, but other special characters are allowed.

For example:
DN=cisco,DN=com

Tip If you do not specify the group base DN, the LDAP Distinguished Name

setting is used as the starting point for group searches.

Group Search Timeout

(Microsoft LDAP AD servers only.) The maximum time to wait for a response
from an Active Directory server queried for user group information, in seconds.
The default is 10 seconds, the range is 1 to 300 seconds.

IOS Tab

Secure Cipher

The encryption method to be used.

Attribute Map (I0S)

The name of the IOS attribute map the server employs.

Secure Trust Point

The name of a trust point for certificates.

Authentication You can configure the sequence of search and bind of an authentication request
bind-first with this option. The default is search first and then bind.

No Authorization No authorization required for authentication requests.

Required

Authentication Select this checkbox to replace the bind request with compare request for
Compare authentication. By default authentication request is performed with bind request.
User Object Filter Specify the search filter user attribute type to be used in a search request. This helps

in filtering out the requested user being searched.

AAA Server Dialog Box—NT Settings

Use the NT settings in the AAA Server dialog box to configure an NT AAA server object.

\)

Note

This type of AAA server can be configured only on ASA, PIX 7.x+, and FWSM 3.1+ devices.

Navigation Path

Go to the Add or Edit AAA Server Dialog Box , on page 261 and select NT in the Protocol field.
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Related Topics
* Creating AAA Server Objects , on page 260

» Understanding AAA Server and Server Group Objects , on page 254
* AAA Server Group Dialog Box , on page 278

Field Reference

Table 51: AAA Server Dialog Box—NT Settings

Element Description

Server Port The port used for communicating with the AAA server. The default is 139.

NT Authentication Host | The name of the authentication domain controller hostname (maximum of 16
characters).

AAA Server Dialog Box—SDI Settings
Use the SDI settings in the AAA Server dialog box to configure an SDI AAA server object.

)

Note This type of AAA server can be configured only on ASA, PIX 7.x+, and FWSM 3.1+ devices.

Navigation Path
Go to the Add or Edit AAA Server Dialog Box , on page 261 and select SDI in the Protocol field.

Related Topics
* Creating AAA Server Objects , on page 260

» Understanding AAA Server and Server Group Objects , on page 254
* AAA Server Group Dialog Box , on page 278

Field Reference

Table 52: AAA Server Dialog Box—SDI Settings

Element Description

Server Port The port used for communicating with the AAA server. The default is 5500.

Retry Interval The interval between attempts to contact the AAA server. Values range from
1 to 10 seconds. The default is 10 seconds.
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Element Description

SDI Server Version The SDI server version:

* SDI-pre-5—All SDI versions before version 5.0
* SDI-5—SDI version 5.0 or later.

SDI pre-5 Secondary Server | (Optional) A secondary server to be used for authentication if the primary server
fails when using an SDI version prior to 5.0. Enter the IP address or the name
of a network/host object, or click Select to select an object or create a new one.

AAA Server Dialog Box—HTTP-FORM Settings

Use the HTTP-FORM settings in the AAA Server dialog box to configure an HTTP-Form AAA server object
for single sign-on authentication (SSO).

)

Note This type of AAA server can be configured only on ASA, PIX 7.x+, and FWSM 3.1+ devices.

Navigation Path
Go to the Add or Edit AAA Server Dialog Box , on page 261 and select HT TP-FORM in the Protocol field.

Related Topics
* Creating AAA Server Objects , on page 260

» Understanding AAA Server and Server Group Objects , on page 254

* AAA Server Group Dialog Box , on page 278

Field Reference

Table 53: AAA Server Dialog Box—HTTP-Form Settings

Element Description

Start URL The URL from which the WebVPN server of the security appliance should retrieve an
optional pre-login cookie. The maximum URL length is 1024 characters.

The authenticating web server might execute a pre-login sequence by sending a
Set-Cookie header along with the login page content. The URL in this field defines the
location from which the cookie is retrieved.

Note The actual login sequence starts after the pre-login cookie sequence.
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Element

Description

Action URI

The Uniform Resource Identifier (URI) that defines the location and name of the
authentication program on the web server to which the security appliance sends HTTP
POST requests for single sign-on (SSO) authentication.

The maximum length of the action URI is 2048 characters.

Tip You can discover the action URI on the authenticating web server by
connecting to the web server’s login page directly with a browser. The URL
of the login web page displayed in your browser is the action URI for the
authenticating web server.

Username
Parameter

The name of the username parameter included in HTTP POST requests for SSO
authentication. The maximum length is 128 characters.

At login, the user enters the actual name value, which is entered into the HTTP POST
request and passed on to the authenticating web server.

Password
Parameter

The name of the password parameter included in HTTP POST requests for SSO
authentication. The maximum length is 128 characters.

At login, the user enters the actual password value, which is entered into the HTTP
POST request and passed on to the authenticating web server.

Hidden Values

The hidden parameters included in HTTP POST requests for SSO authentication. They
are referred to as hidden parameters because, unlike the username and password, they
are not visible to the user.

The maximum length of the hidden parameters is 2048 characters.

Tip You can discover the hidden parameters that the authenticating web server
expects in POST requests by using an HTTP header analyzer on a form
received from the web server.

Authentication
Cookie Name

The name of the authentication cookie used for SSO by the security appliance. The
maximum length is 128 characters.

If SSO authentication succeeds, the authenticating web server passes this authentication
cookie to the client browser. The client browser then authenticates to other web servers
in the SSO domain by presenting this cookie.

Add and Edit LDAP Attribute Map Dialog Boxes

Use the Add and Edit LDAP (Lightweight Directory Access Protocol) Attribute Map dialog boxes to populate
the attribute map with name mappings that translate Cisco LDAP attribute names to custom, user-defined

attribute names.

If you are introducing a security appliance to an existing LDAP directory, your existing custom LDAP attribute
names and values are probably different from the Cisco attribute names and values. Rather than renaming
your existing attributes, you can create LDAP attribute maps that map your custom attribute names and values
to Cisco attribute names and values. By using simple string substitution, the security appliance then presents
you with only your own custom names and values. You can then bind these attribute maps to LDAP servers
or remove them as needed. You can also delete entire attribute maps or remove individual name and value

entries.
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For more information regarding LDAP support on ASA, PIX, and FWSM devices, see Additional AAA
Support on ASA, PIX, and FWSM Devices , on page 256.

Navigation Path

Select Manage > Policy Obijects, then select LDAP Attribute Map from the Object Type selector. Right-click
inside the table and select New Object, or right-click a row and select Edit Object.

Related Topics

* Creating AAA Server Objects , on page 260

* AAA Server Dialog Box—LDAP Settings , on page 268

Field Reference

Table 54: Add and Edit LDAP Attribute Map Dialog Boxes

Element Description
Name The object name, which can be up to 128 characters. Object names are not
case-sensitive. For more information, see Creating Policy Objects , on page 235.
Description An optional description of the object.
Attribute Map table The table shows the mapped values. Each entry shows the customer map name,
Cisco map name, and the attribute mapping of customer name to Cisco name.
* To add a mapping, click the Add Row button to open the Add and Edit
LDAP Attribute Map Value Dialog Boxes , on page 275.
* To edit a mapping, select it and click the Edit Row button.
* To delete a mapping, select it and click the Delete Row button.
Category The category assigned to the object. Categories help you organize and identify
rules and objects. See Using Category Objects , on page 239.
Allow Value Override | Whether to allow the object definition to be changed at the device level. For more
per Device information, see Allowing a Policy Object to Be Overridden , on page 245 and
. Understanding Policy Object Overrides for Individual Devices , on page 244.
Overrides
Edit button If you allow device overrides, you can click the Edit button to create, edit, and
view the overrides. The Overrides field indicates the number of devices that have
overrides for this object.

Add and Edit LDAP Attribute Map Value Dialog Boxes

Use the Add and Edit LDAP Attribute Map Value dialog boxes to populate the attribute map with value
mappings that apply user-defined attribute values to the custom attribute name and to the matching Cisco

attribute name and value.
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Navigation Path

From the Add and Edit LDAP Attribute Map Dialog Boxes , on page 274, click the Add Row button to add
a new mapping, or select a row and click the Edit Row button.

Field Reference

Table 55: Add and Edit LDAP Attribute Map Value Dialog Boxes

Element Description
Customer Map Name The name of your attribute map that relates to the Cisco map.
Cisco Map Name The Cisco attribute map name you want to map to the customer map name.

Customer to Cisco Map Value | The mappings of customer names to Cisco names.

table * To add a mapping, click the Add Row button to open the Add and
Edit Map Value Dialog Boxes , on page 276.

* To edit a mapping, select it and click the Edit Row button.

* To delete a mapping, select it and click the Delete Row button.

Add and Edit Map Value Dialog Boxes

Use the Add and Edit Map Value dialog boxes to map a customer LDAP attribute value to a Cisco map value.
Enter the value from your LDAP map that you want to equate with a Cisco value.

Navigation Path

From the Add and Edit LDAP Attribute Map Value Dialog Boxes , on page 275, click the Add Row button
to add a new mapping, or select a row and click the Edit Row button.

Creating AAA Server Group Objects

You can create AAA server group objects for Security Manager policies requiring AAA services, such as
authentication and authorization. Each AAA server group object can contain multiple AAA servers, all of
which use the same protocol, such as RADIUS or TACACS+. For example, if you want to use RADIUS to
authenticate network access and TACACS+ to authenticate CLI access, you must create at least two AAA
server group objects, one for RADIUS servers and one for TACACS+ servers.

In addition, only one source interface can be defined for the AAA servers in the group. An error is displayed
when you submit your changes if different AAA servers in the group use different source interfaces.

\}

Note The error is triggered by the actual interface defined as the source, not the name of the interface role that
represents the interface. That is, two AAA servers can have different interface roles defined as the source
interface as long as they both resolve to the same device interface. An error is also displayed if the interface
role defined for the source interface matches more than one actual interface on the device.
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Creating AAA Server Group Objects .

The number of AAA server group objects that can be created and the number of AAA server objects that can
be included in each group object depend on the selected platform. For example, ASA devices support up to
18 single-mode server groups (with up to 16 servers each) and 7 multi-mode server groups (with up to 4
servers each). PIX firewalls support up to 14 server groups, each containing up to 14 servers.

\)

Note Security Manager includes a predefined AAA server group object that you can use when you perform
authentication locally inside the Cisco 10S router.

Je

Tip  You can also create AAA server group objects when you define policies or objects that use this object type.
For more information, see Selecting Objects for Policies , on page 228.

Related Topics
* Creating Policy Objects , on page 235
* Predefined AAA Authentication Server Groups , on page 258
* Default AAA Server Groups and IOS Devices , on page 259

» Understanding AAA Server and Server Group Objects , on page 254

Select Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
Select AAA Server Groups from the Object Type selector.

Right-click inside the work area, then select New Object to open the AAA Server Group Dialog Box , on page 278.
Enter a name for the object. The maximum name length is 16 characters if you plan to use this object with ASA, PIX,
or FWSM devices and 128 characters for Cisco 10S routers. Spaces are not supported.

Note Cisco 10S routers do not support the following AAA server group names: RADIUS, TACACS, TACACS+.
In addition, we do not recommend using an abbreviation of one of these names, such as rad or tac.

Select the protocol to be used by the servers in the group.

Enter the names of the AAA server policy objects that define the AAA servers to include in the group. Click Select to
select the objects from a list filtered by the protocol you selected. You can also create new AAA server objects from
the selection list. Separate multiple objects with commas.

Configure the additional options that you want:
» Make this Group the Default AAA Server Group—For IOS devices only, whether you are using this group as the

default group. Use this option if you intend to have a single global server group for this protocol for all policies
requiring AAA. For more information, see Default AAA Server Groups and 10S Devices , on page 259.

* ASA 8.4(2+) devices—If you are creating a RADIUS group containing Active Directory agent servers, select AD
Agent Mode. This option indicates that the servers in the group are not full-function RADIUS servers but instead
provide AD agent functions for identity-aware firewall. Use this group in the Identity Options policy.

* ASA, PIX, FWSM devices—Select options for how to handle AAA servers that stop responding, and for how to
send accounting messages. For more information, see AAA Server Group Dialog Box , on page 278.
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Step 8 (Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

Step 9 (Optional) Select Allow Value Override per Device to allow the properties of this object to be redefined on individual
devices. See Allowing a Policy Object to Be Overridden , on page 245.

Step 10 Click OK to save the object.

AAA Server Group Dialog Box

Use the AAA Server Group dialog box to create, copy, and edit AAA server groups. When defining a policy
that uses a AAA server for authentication, authorization, or accounting, you select the server by selecting the
server group to which the server belongs.

Navigation Path

Select Manage > Policy Objects, then select AAA Server Groups from the Object Type Selector. Right-click
inside the work area and select New Object or right-click a row and select Edit Object.

Related Topics
* Creating AAA Server Group Objects , on page 276
* Understanding AAA Server and Server Group Objects , on page 254
* Creating Policy Objects , on page 235
» Add or Edit AAA Server Dialog Box , on page 261

* Policy Object Manager , on page 230

Field Reference

Table 56: AAA Server Group Dialog Box

Element Description

Name The object name (up to 16 characters when using this object with firewall devices;
up to 128 characters for Cisco IOS routers). Object names are not case-sensitive.
Spaces are not supported.

Consider the following important points:

* Cisco IOS routers do not support AAA server groups named RADIUS,
TACACS, or TACACS+. In addition, we do not recommend using an
abbreviation of one of these names, such as rad or tac.

* If you define this AAA server group as the RADIUS or TACACS+ default
group, any name you define here is automatically replaced in the device
configuration by the default name (RADIUS or TACACS+) upon deployment.

Description An optional description of the object.
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Element

Description

Protocol

The protocol used by the AAA servers in the group. For more information about
these options, see Supported AAA Server Types , on page 255 and Additional
AAA Support on ASA, PIX, and FWSM Devices , on page 256.

AAA Servers

The AAA server policy objects that comprise the server group. Enter the names
of the objects or click Select to select them from a list that is filtered to show only
those AAA server objects that use the selected protocol. Separate multiple objects
with commas. You can also create new objects from the selection list.

Make this Group the
Default AAA Server
Group (IOS)

(IOS devices only.)

Whether to designate this AAA server group as the default group for the RADIUS
or TACACS+ protocol. Select this option if you intend to use a single global group
for the selected protocol for all policies on a specific device requiring AAA.

Do not select this option if you intend to create multiple RADIUS or TACACS+
AAA server groups. Multiple groups can be used to separate different AAA
functions (for example, use one group for authentication and a different group for
authorization) or to separate different customers in a VRF environment.

Note When you discover an 10S router, any AAA servers in the device
configuration that are not members of a AAA server group are placed
in special groups called CSM-rad-grp (for RADIUS) and CSM-tac-grp
(for TACACS+), both of which are marked as default groups. These
two groups are created solely to enable Security Manager to manage
these servers. During deployment, the AAA servers in these special
groups are deployed back to the device as individual servers. For more
information, see Default AAA Server Groups and IOS Devices , on

page 259.

AD Agent Mode

(ASA 8.4(2+) devices
only.)

Whether the servers in the group are Active Directory agents, which are used in
identity-aware firewall configurations. You must select this option for an AD agent
group to indicate that the group is not a full-function RADIUS server group.

Use the AD agent group in the Identity Options policy. For more information, see
Identifying Active Directory Servers and Agents , on page 641.

Dynamic Authorization

(ASA 9.2(1+) devices
only.)

When using the RADIUS protocol, select the Dynamic Authorization check box
to enable the RADIUS Dynamic Authorization Change of Authorization (CoA)
services for the AAA server group.

Specify the listening port for RADIUS CoA requests in the Port field. The valid
range is 1024 to 65535 and the default value is 1700.

Once defined, the corresponding RADIUS server group will be registered for CoA
notification and the ASA will listen to the port for the CoA policy updates from
the Cisco Identity Services Engine (ISE).
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Element Description

Interim Account Update | When using the RADIUS protocol, select the Interim Account Update check box
(ASA 9.2(1+) devices to enable the generation of RADIUS interim-accounting-update messages. Currently
only.) these messages are only generated when a VPN tunnel connection is added to a

clientless VPN session. When this happens the accounting update is generated in
order to inform the RADIUS server of the newly assigned IP address.

Specify the length, in hours, of the interval between periodic accounting updates
in the Interval field. The valid range is 1 to 120 and the default value is 24.

Authorize only

When using the RADIUS protocol, select the Authorize only check box to enables
authorize-only mode for the RADIUS server group. When this check box is selected,

+ .
(ASA 9.2(1+) devices the common password configured for individual AAA servers is not required and
only.)

does not need to be configured.
Max Failed Attempts | The number of connection failures that will be tolerated for any given server in

(PIX, ASA, FWSM
devices only.)

the server group before that server is deactivated. The default is 3 attempts, the
range is 1 to 5.

Internal Realm ID

(ASA 9.8(1) and above
devices only)

Enter a realm ID that corresponds to the RADIUS or LDAP protocol for the AAA
server group policy object.

Note The realm ID is a unique value in the range of 1-65535; it is only

applicable for RADIUS and LDAP protocols.

Reactivation Mode

(PIX, ASA, FWSM
devices only.)

The method to use when reactivating failed servers in the group:

* Depletion—Reactivate failed servers only after all of the servers in the group
are inactive. This is the default.

When a server is deactivated, it remains inactive until all other servers in the group
are inactive. When and if this occurs, all servers in the group are reactivated. This
approach minimizes the occurrence of connection delays due to failed servers.

If you configured a fallback method using the local database (for management
access only) and all the servers in the group fail to respond, then the group is
considered to be unresponsive, and the fallback method is tried. You can configure
the Reactivation Deadtime value to determine the number of minutes that will
elapse between the disabling of the last server in the group and the subsequent
re-enabling of all servers.

If you do not have a fallback method, the device continues to retry the servers in
the group.

» Timed—Reactivate failed servers after 30 seconds of downtime. This option
is useful if the first server in the group is the primary server and you prefer
that it be used whenever possible rather than the backup servers. This policy
breaks down in the case of UDP servers. Because a connection to a UDP
server will not fail, even if the server is not present, UDP servers are put back
on line blindly. This could lead to slowed connection times or connection
failures if a server group contains multiple servers that are not reachable.
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Element

Description

Reactivation Deadtime

(PIX, ASA, FWSM
devices only.)

When you select Depletion as the reactivation mode, the number of minutes that
should elapse between the deactivation of the last server in the group and the
reactivation of all the servers in the group. The default is 10, the range is 0 to 1440
minutes (24 hours).

Group Accounting Mode

(PIX, ASA, FWSM
devices only.)

When using the RADIUS or TACACS+ protocols, the method for sending
accounting messages to the AAA servers in the group:

When using the server group for accounting (the protocol must be RADIUS or
TACACS+), the method for sending accounting messages to the AAA servers in
the group:

* Single—Accounting messages are sent to a single server in the group. This
is the default.

* Simultaneous—Accounting messages are sent to all servers in the group
simultaneously. If you select this option, the ASA forces the use of Timed
as the reactivation mode.

Category The category assigned to the object. Categories help you organize and identify
rules and objects. See Using Category Objects , on page 239.
Allow Value Override | Whether to allow the object definition to be changed at the device level. For more
per Device information, see Allowing a Policy Object to Be Overridden , on page 245 and
. Understanding Policy Object Overrides for Individual Devices , on page 244.
Overrides
Edit button If you allow device overrides, you can click the Edit button to create, edit, and

view the overrides. The Overrides field indicates the number of devices that have
overrides for this object.

Creating Access Control List Objects

An Access Control List (ACL) object is made up of one or more access control entries (ACEs), one or more
ACL objects, or a combination of both. Each ACE is an individual permit or deny statement within an ACL.
You can use ACL policy objects in several other policies and policy objects.

Beginning with Cisco Security Manager version 4.13, if an object group contains VM attribute and if it is
applied to any other policies (except Access Rules), the deployment will fail. The VM Attribute Object is
only applicable to the devices, which are ASA 9.7.1 or later, and when object-group-search access-control is

enabled.

You can create the following types of ACL objects:

 Extended — Extended ACLs enable you to specify source and destination addresses and service (or traffic
protocol), and, based on the protocol type, the ports (for TCP or UDP), or the ICMP type (for [ICMP)
can be specified. For information on extended ACL objects, see Creating Extended Access Control List
Objects , on page 282.

» Standard — Standard ACLs use the source address for matching traffic. For information on standard ACL
objects, see Creating Standard Access Control List Objects , on page 284.
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* Web — Web ACLs use destination address and port or a URL filter. For information on Web Type ACL
objects, Creating Web Access Control List Objects , on page 285.

* Unified — Unified ACL objects let you use source networks/hosts, source security groups, users, destination
source networks/hosts, destination security groups, and services to match traffic. Further, the network/host
specifications can contain IPv4 addresses, IPv6 addresses, or a combination of both. (With the release
of Security Manager 4.4 and the ASA 9.0+, the separate IPv4 and IPv6 addressing/objects were “unified.”)
See Creating Unified Access Control List Objects , on page 287 for more information these ACLs.

* Ethertype — EtherType ACLs apply to non-IP layer-2 traffic on bridge group member interfaces only, in
routed and transparent modes. You can use these rules to permit or drop traffic based on the EtherType
value in the layer-2 packet.With EtherType ACLs, you can control the flow of non-IP traffic across the
device. See Configuring Transparent Firewall Rules , on page 1005.

For reference information about the dialog boxes used with these objects, see Add or Edit Access List Dialog
Boxes , on page 288.

)

Note CSM has design-level constraints to the ACL objects on reference positions. Thus, the Referenced button in

the Policy Object Manager table is disabled.

Creating Extended Access Control List Objects

Extended access control lists allow you to permit or deny traffic from specific IP addresses to specific
destination IP address and port, and specify the protocol of the traffic, such as ICMP, TCP, UDP, and so forth.
Extended ACLs range from 100 to 199, and for devices running Cisco IOS Software Release 12.0.1 and later,
2000 to 2699.

Extended ACL example:

access-list 110 - Applied to traffic leaving the office (outgoing)
access-list 110 permit tcp 10.128.2.0 0.0.0.255 any eqg 80

ACL 110 permits traffic originating from any address on the 10.128.2.0 network. The “All-IPv4-Addresses”
statement means that the traffic is allowed to have any destination address with the limitation of going to port
80. The value of 0.0.0.0/255.255.255.255 can be specified as “All-IPv4-Addresses.”

Uses:

* Identifying addresses for NAT (policy NAT and NAT exemption)—Policy NAT lets you identify local
traffic for address translation by specifying the source and destination addresses and ports in an extended
access list. Regular NAT can only consider local addresses. An access list that is used with policy NAT
cannot be configured to deny an access control entry (ACE).

* Identifying addresses for IOS dynamic NAT—For user-defined ACLs, the NAT plug-in generates its
own ACL CLIs when deducing NAT traffic from VPN traffic.

» Filtering traffic that will be intercepted by Network Admission Control (NAC).

* Identifying traffic in a traffic class-map for modular policy—Access lists can be used to identify traffic
in a class-map, which is used for features that support Modular Policy Framework such as TCP and
general connection settings, inspection, IPS, and QoS. You can use one or more access lists to identify
specific types of traffic.
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Creating Extended Access Control List Objects .

* For transparent mode, enabling protocols that are blocked by a routed mode security appliance, including
BGP, DHCP, and multicast streams. Because these protocols do not have sessions on the security appliance
to allow return traffic, these protocols also require access lists on both interfaces.

* Establishing VPN access—You can use an extended access list in VPN commands to identify the traffic
that should be tunneled on the device for an [Psec site-to-site tunnel or to identify the traffic that should
be tunneled on the device for a VPN client. Use in conjunction with the policy objects and settings shown
in the below table:

Table 57: Policy Objects and Settings

Policy Object Device Purpose
VPN Topology |Any Selecting Protected Networks.
ASA User ASA Inbound Firewall Policy; Outbound Firewall Policy; Filter ACL.
Group
Traffic Flow ASA, PIX 7+ Service Policy Rules (MPC). The traffic flow BB (class-map) uses
Extended ACL as one of its traffic match types.
User Group * [0S For Easy VPN, Split Tunnel ACL and Firewall ACL (IOS devices
only).
* Catalyst
6500/7600
* PIX 6.3

Related Topics
* Creating Access Control List Objects , on page 281
* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717
* Creating Policy Objects , on page 235
* Understanding Networks/Hosts Objects , on page 308

» Understanding and Specifying Services and Service and Port List Objects , on page 329

Choose Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
From the Object Type selector, select Access Control Lists.

The Access Control List page appears. The Extended tab is displayed by default.
Right-click inside the work area, then select New Object.
The Add Extended Access List dialog box appears (see Add or Edit Access List Dialog Boxes , on page 288).

Enter a name for the object and optionally a description of the object.

Note Make sure that the name of the ACL Object is unique and is not the same name as the Firewall Rules ACL
defined in the Firewall ACL Setting. For more information, see Firewall ACL Setting Dialog Box , on page
738.
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Step 5

Step 6

Step 7

Step 8

Step 9

Right-click inside the table in the dialog box, then select Add.
The Add Extended Access Control Entry dialog box appears.

Create the access control entry:

» If you choose Access Control Entry for Type, specify the characteristics of the traffic that you want to match and
whether you are permitting or denying the traffic. Enter the source addresses whence the traffic originates, the
destination addresses whither the traffic travels, and the services that define the characteristics of the traffic. Click
Advanced to define logging options. For detailed information about the fields on the dialog box, see Add and Edit
Extended Access Control Entry Dialog Boxes , on page 289.

» If you choose ACL Obiject, select the object in the available objects list and click >> to add it to the list of selected
objects.

Click OK to save your changes.

The dialog box closes and you return to the Add Extended Access List page. The new entry is shown in the table. If
necessary, select it and click the up or down buttons to position it at the desired location.

(Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

Click OK to save the object.

Creating Standard Access Control List Objects

Step 1
Step 2

A standard access control list allows you to permit or deny traffic from specific IP addresses. The destination
of the packet and the ports involved can be anything. Standard IP ACLs range from 1 to 99.

Standard ACL example:

access-list 10 permit 192.168.2.0 0.0.0.255
Uses:

* Identifying OSPF route redistribution.
» Filtering users of a community string using SNMP.

* Configuring VLAN ACLs for a Catalyst 6500/7600 device.

Related Topics
* Creating Access Control List Objects , on page 281
» Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717
* Creating Policy Objects , on page 235
* Understanding Networks/Hosts Objects , on page 308

Choose Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
From the Object Type selector, select Access Control Lists.
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The Access Control List page appears.

Step 3 Click the Standard tab.
Step 4 Right-click inside the work area, then select New Object.

The Add Standard Access List dialog box appears (see Add or Edit Access List Dialog Boxes , on page 288).

Step 5 Enter a name for the object and optionally a description of the object.
Note Make sure that the name of the ACL Object is unique and is not the same name as the Firewall Rules ACL
defined in the Firewall ACL Setting. For more information, see Firewall ACL Setting Dialog Box , on page
738.
Step 6 Right-click inside the table, then select Add.

The Add Standard Access Control Entry dialog box appears.
Step 7 Create the access control entry:

* If you choose Access Control Entry for Type, specify the characteristics of the traffic that you want to match
and whether you are permitting or denying the traffic. Enter the source addresses whence the traffic originates and
select logging options. For detailed information about the fields on the dialog box, see Add and Edit Standard
Access Control Entry Dialog Boxes , on page 292.

* If you choose ACL Object, select the object in the available objects list and click >> to add it to the list of selected
objects.
Step 8 Click OK to save your changes.

The dialog box closes and you return to the Add Standard Access List dialog box. The new entry is shown in the table.
If necessary, select it and click the up or down buttons to position it at the desired location.

Step 9 (Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.
Step 10 Click OK to save the object.

Creating Web Access Control List Objects

Web ACLs, also referred to as WebVPN, let you establish a secure, remote-access VPN tunnel to the security
appliance using a web browser. There is no need for either a software or hardware client. WebVPN provides
easy access to a broad range of web resources and both web-enabled and legacy applications from almost any
computer that can reach HTTPS Internet sites. WebVPN uses Secure Socket Layer Protocol and its successor,
Transport Layer Security (SSL/TLS) to provide a secure connection between remote users and specific,
supported internal resources that you configure at a central site.

The following table presents examples of Web VPN ACLs.

Table 58: Examples of Web VPN ACLs

Action | Filter Effect
Deny | url http://*.yahoo.com/ Denies access to all of Yahoo!
Deny |url cifs://fileserver/share/directory Denies access to all files in the specified location.
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Action | Filter Effect
Deny | url https://www.company.com/ Denies access to the specified file.
directory/file.html

Permit | url https://www.company.com/directory Permits access to the specified location

Deny | url http://*:8080/ Denies HTTPS access to anywhere via port 8080.
Deny | url http://10.10.10.10 Denies HTTP access to 10.10.10.10.
Permit | url any Permits access to any URL. Usually used after an ACL

that denies url access.

Uses:
* As a filter ACL in an ASA User Group policy object (under SSL VPN > Clientless).

Related Topics
* Creating Access Control List Objects , on page 281
* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717

* Creating Policy Objects , on page 235

Choose Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
From the Object Type selector, select Access Control Lists.

The Access Control List page appears.
Click the Web tab.
Right-click inside the work area and select New Object.

The Add WebType Access List dialog box appears (see Add or Edit Access List Dialog Boxes , on page 288).

Enter a name for the object and optionally a description of the object.

Note Make sure that the name of the ACL Object is unique and is not the same name as the Firewall Rules ACL
defined in the Firewall ACL Setting. For more information, see Firewall ACL Setting Dialog Box , on page
738.

Right-click inside the access control entry table and choose Add.

The Add Web Access Control Entry dialog box appears.

Create the access control entry:

* If you choose Access Control Entry for Type, specify the characteristics of the traffic that you want to match
and whether you are permitting or denying the traffic. You can filter based on the network destination of the traffic
(Network Filter) or the web address (URL Filter). For detailed information about the fields on the dialog box, see
Add and Edit Web Access Control Entry Dialog Boxes , on page 294.

* If you choose ACL Object, select the object in the available objects list and click >> to add it to the list of selected
objects.
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Click OK to save your changes.

The dialog box closes and you return to the Add WebType Access List page. The new entry is shown in the table. If
necessary, select it and click the up or down buttons to position it at the desired location.

(Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

Click OK to save the object.

Creating Unified Access Control List Objects

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

A unified access control list allows you to permit or deny traffic from specific networks, hosts, security groups,
and users, destined for specific networks, hosts and security groups. You also specify the service(s) involved.

Related Topics
* Creating Access Control List Objects , on page 281
* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717
* Creating Policy Objects , on page 235
* Understanding Networks/Hosts Objects , on page 308

Choose Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
From the Object Type selector, select Access Control Lists.

The Access Control List page appears.

Click the Unified tab.

Right-click inside the work area, then select New Object.

The Add Unified Access List dialog box appears (see Add or Edit Access List Dialog Boxes , on page 288).

Enter a name for the object and optionally a description of the object.

Note Make sure that the name of the ACL Object is unique and is not the same name as the Firewall Rules ACL
defined in the Firewall ACL Setting. For more information, see Firewall ACL Setting Dialog Box , on page
738.

Right-click inside the table in the dialog box, then choose Add.
The Add Unified Access Control Entry dialog box appears.

Create the access control entry:

* If you choose Access Control Entry for Type, specify the characteristics of the traffic that you want to match
and whether you are permitting or denying the traffic. Enter the source addresses whence the traffic originates and
select logging options. For detailed information about the fields on the dialog box, see Add and Edit Unified
Access Control Entry Dialog Boxes , on page 296.

* If you choose ACL Object, select the object in the available objects list and click >> to add it to the list of selected
objects.
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Step 8 Click OK to save your changes.

The dialog box closes and you return to the Add Unified Access List dialog box. The new entry is shown in the table.
If necessary, select it and click the up or down buttons to position it at the desired location.

Step 9 (Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

Step 10 Click OK to save the object.

Add or Edit Access List Dialog Boxes

Use the Add and Edit Access List dialog boxes to define access control entries (ACEs) for an ACL object.
From this page, you can change the order of the ACEs and ACL objects within the table, add or edit ACEs
and ACL objects, and delete ACEs and ACL objects.

The title of the dialog box indicates the type of ACL you are creating: Extended, Standard, or Web Type. The
dialog boxes are essentially the same, the difference being the columns displayed in the ACE table.
Navigation Path

Select Manage > Policy Objects, then select Access Control Lists from the Object Type selector. Select the
tab for the type of ACL object you want to create, and then right-click inside the work area and select New
Object or right-click a row and select Edit Object.

Related Topics
* Creating Access Control List Objects , on page 281
* Creating Extended Access Control List Objects , on page 282
* Creating Standard Access Control List Objects , on page 284
* Creating Web Access Control List Objects , on page 285
* Understanding Networks/Hosts Objects , on page 308
* Contiguous and Discontiguous Network Masks for IPv4 Addresses , on page 309

* Understanding and Specifying Services and Service and Port List Objects , on page 329

Field Reference

Table 59: Add and Edit Access List Dialog Boxes

Element Description

Name The object name, which can be up to 128 characters. Object names are not
case-sensitive. For more information, see Creating Policy Objects , on page 235.

Description An optional description of the object.
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Element

Description

Access Control
Entry table

The access control entries (ACEs) and ACL objects that are part of the ACL. The table
displays the name of the entry or object, description, options, services, and other
attributes of the entry.

In the Permit column, a green checkmark indicates that the entry permits traffic
(typically, the traffic is considered a match for the service you are defining), whereas
ared circle with a slash indicates that traffic is denied (typically, the traffic is considered
to not match, and the service you are defining is not applied to the denied traffic).

The source and, if applicable, destination addresses can be host IP addresses, network
addresses, or network/host policy objects.

* To add an ACE, click the Add button and fill in the dialog box for the type of
ACL you are creating:

* Add and Edit Extended Access Control Entry Dialog Boxes , on page 289
» Add and Edit Standard Access Control Entry Dialog Boxes , on page 292
* Add and Edit Web Access Control Entry Dialog Boxes , on page 294

* To edit an ACE, select it and click the Edit button.
* To delete an ACE, select it and click the Delete button.

* To change the position of an entry, select it and click the Up/Down arrow buttons
as required. Entries are evaluated top to bottom, so correct positioning is crucial
for you to get the results you intend.

Category

The category assigned to the object. Categories help you organize and identify rules
and objects. See Using Category Objects , on page 239.

Allow Value
Override per Device

Overrides

Edit button

Whether to allow the object definition to be changed at the device level. For more
information, see Allowing a Policy Object to Be Overridden , on page 245 and
Understanding Policy Object Overrides for Individual Devices , on page 244.

If you allow device overrides, you can click the Edit button to create, edit, and view
the overrides. The Overrides field indicates the number of devices that have overrides
for this object.

Add and Edit Extended Access Control Entry Dialog Boxes

Use the Add or Edit Extended Access Control Entry dialog box to add an access control entry (ACE) or an
ACL object to an Extended ACL object.

Navigation Path

From the Add or Edit Access List Dialog Boxes , on page 288 for Extended ACL objects, click the Add button
in the ACE table, or select a row and click the Edit button.

Related Topics

* Creating Extended Access Control List Objects , on page 282
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* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717

* Understanding Networks/Hosts Objects , on page 308

* Understanding and Specifying Services and Service and Port List Objects , on page 329

* Filtering Items in Selectors , on page 47

Field Reference

Table 60: Add and Edit Extended Access Control Entry Dialog Boxes

Element

Description

Type

The type of entry you are adding. The fields on the dialog box change based on your selection.
* Access Control Entry—You want to define an ACE.

* ACL Objects—You want to include an existing ACL object. You are presented with a
list of available ACL objects. Select the objects you want to include and click the >>
button to move them to the list of selected objects. You can remove an object by selecting
it and clicking <<. You can also edit objects in the selected objects list.

Action

The action to take on traffic defined in the entry:

* Permit—The service associated with this ACL is applied to this traffic. That is, the traffic
is permitted to use the service.

* Deny—The service associated with this ACL is not applied to this traffic. If there are
multiple ACLs configured for a service, denied traffic is typically compared to the next
ACL in the list; if it matches no permit entry in any ACL for the service, the service is
not applied to the traffic. Whether the traffic is dropped from the network depends on
the service.

Category

The category assigned to the object. Categories help you organize and identify rules and
objects. See Using Category Objects , on page 239.
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Element

Description

Source

Destination

The source or destination of the traffic. You can enter more than one value by separating the
items with commas.

You can enter any combination of the following address types. For more information, see
Specifying IP Addresses During Policy Definition , on page 316.

* Network/host object. Enter the name of the object or click Select to select it from a list.
You can also create new network/host objects from the selection list.
(ASA 8.4(2+) only.) You can select FQDN network/host objects to select traffic based on
fully-qualified host names.
* Host IP address, for example, 10.10.10.100.

* Network address, including subnet mask, in either the format 10.10.10.0/24 or
10.10.10.0/255.255.255.0.

* A range of IP addresses, for example, 10.10.10.100-10.10.10.200.

 An IP address pattern in the format 10.10.0.10/255.255.0.255, where the mask is a
discontiguous bit mask (see Contiguous and Discontiguous Network Masks for [Pv4
Addresses , on page 309).

Users

(ASA 8.4(2+) only.) The Active Directory (AD) usernames, user groups, or identity user
group objects for the rule, if any. The user specification is conjoined to the source address to
limit the match to user addresses within the source address range. You can enter more than
one value by separating the items with commas.

You can enter any combination of the following values.

* Individual user names: NetBIOS DOMAIN\username
* User groups (note the double \): NetBIOS DOMAIN\user_group

* Identity user group object names.

Click Select to select objects, users, or user groups from a list or to create new objects.
For more information, see:

* Selecting Identity Users in Policies , on page 654

* Configuring Identity-Based Firewall Rules , on page 655

* Creating Identity User Group Objects , on page 652

Services

The services that define the type of traffic to act on. You can enter more than one value by
separating the items with commas.

You can enter any combination of service objects and service types (which are typically a
protocol and port combination). If you type in a service, you are prompted as you type with
valid values. You can select a value from the list and press Enter or Tab.

For complete information on how to specify services, see Understanding and Specifying
Services and Service and Port List Objects , on page 329.
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Element

Description

Description

An optional description of the object.

Advanced
button

Click this button to define logging options for the entry:
* For PIX, ASA, and FWSM devices, you can enable:

* Default logging—If a packet is denied, message 106023 is generated. If a packet
is permitted, no message is generated.

* Per ACE logging—If a packet is denied, message 106100 is generated. You can
select the logging severity level for the messages, and the interval (in seconds from
1 to 600) for generating messages.

* For IOS devices, when you enable logging, informational messages about packets that
match the entry are sent to the console. You can also elect to include the input interface
and source MAC address or VC in the logging output.

Add and Edit Standard Access Control Entry Dialog Boxes

Use the Add or Edit Standard Access Control Entry dialog box to add an access control entry (ACE) or an
ACL object to a Standard ACL object.

Navigation Path

From the Add or Edit Access List Dialog Boxes , on page 288 for Standard ACL objects, click the Add button
in the ACE table, or select a row and click the Edit button.

Related Topics

* Creating Standard Access Control List Objects , on page 284

* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717

* Understanding Networks/Hosts Objects , on page 308

* Understanding and Specifying Services and Service and Port List Objects , on page 329

* Filtering Items in Selectors , on page 47
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Field Reference

Table 61: Add and Edit Standard Access Control Entry Dialog Boxes

Element

Description

Type

The type of entry you are adding. The fields on the dialog box change based on your selection.
* Access Control Entry—You want to define an ACE.

» ACL Objects—You want to include an existing ACL object. You are presented with a list
of available ACL objects. Select the objects you want to include and click the >> button
to move them to the list of selected objects. You can remove an object by selecting it and
clicking <<. You can also edit objects in the selected objects list.

Action

The action to take on traffic defined in the entry:

» Permit—The service associated with this ACL is applied to this traffic. That is, the traffic
is permitted to use the service.

» Deny—The service associated with this ACL is not applied to this traffic. If there are
multiple ACLs configured for a service, denied traffic is typically compared to the next
ACL in the list; if it matches no permit entry in any ACL for the service, the service is not
applied to the traffic. Whether the traffic is dropped from the network depends on the
service.

Category

The category assigned to the object. Categories help you organize and identify rules and objects.
See Using Category Objects , on page 239.

Source

The source of the traffic. You can enter more than one value by separating the items with
commas.

You can enter any combination of the following address types. For more information, see
Specifying IP Addresses During Policy Definition , on page 316.

* Network/host object. Enter the name of the object or click Select to select it from a list.
You can also create new network/host objects from the selection list.

* Host IP address, for example, 10.10.10.100.

* Network address, including subnet mask, in either the format 10.10.10.0/24 or
10.10.10.0/255.255.255.0.

* A range of IP addresses, for example, 10.10.10.100-10.10.10.200.

* An IP address pattern in the format 10.10.0.10/255.255.0.255, where the mask is a
discontiguous bit mask (see Contiguous and Discontiguous Network Masks for [Pv4
Addresses , on page 309).

Description

An optional description of the object.

Log
Option

Whether to create log entries when traffic meets the entry criteria. ACL logging generates syslog
message 106023 for denied packets. Deny packets must be present to log denied packets.
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Add and Edit Web Access Control Entry Dialog Boxes

Use the Add or Edit Web Access Control Entry dialog box to add an access control entry (ACE) or an ACL
object to a Web Type ACL object.

Navigation Path

From the Add or Edit Access List Dialog Boxes , on page 288 for Web Type ACL objects, click the Add
button in the ACE table, or select a row and click the Edit button.

Related Topics

* Creating Web Access Control List Objects , on page 285

* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717

» Understanding Networks/Hosts Objects , on page 308

 Understanding and Specifying Services and Service and Port List Objects , on page 329

* Filtering Items in Selectors , on page 47

Field Reference

Table 62: Add and Edit Web Access Control Entry Dialog Boxes

Element

Description

Type

The type of entry you are adding. The fields on the dialog box change based on your
selection.

* Access Control Entry—You want to define an ACE.

* ACL Objects—You want to include an existing ACL object. You are presented
with a list of available ACL objects. Select the objects you want to include and
click the >> button to move them to the list of selected objects. You can remove
an object by selecting it and clicking <<. You can also edit objects in the selected
objects list.

Action

The action to take on traffic defined in the entry:

* Permit—The service associated with this ACL is applied to this traffic. That is,
the traffic is permitted to use the service.

* Deny—The service associated with this ACL is not applied to this traffic. If there
are multiple ACLs configured for a service, denied traffic is typically compared
to the next ACL in the list; if it matches no permit entry in any ACL for the service,
the service is not applied to the traffic. Whether the traffic is dropped from the
network depends on the service.

Filter Destination

Whether the entry specifies a network filter (host or network address) or a URL filter
(web site address). Your selection changes the fields on the dialog box. The fields are
described below.
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Element

Description

Destination

(Network Filter
only.)

The destination of the traffic. You can enter more than one value by separating the items
with commas.

You can enter any combination of the following address types. For more information,
see Specifying IP Addresses During Policy Definition , on page 316.

 Network/host object. Enter the name of the object or click Select to select it from
a list. You can also create new network/host objects from the selection list.

* Host IP address, for example, 10.10.10.100.

* Network address, including subnet mask, in either the format 10.10.10.0/24 or
10.10.10.0/255.255.255.0.

* A range of IP addresses, for example, 10.10.10.100-10.10.10.200.

* An IP address pattern in the format 10.10.0.10/255.255.0.255, where the mask is
a discontiguous bit mask (see Contiguous and Discontiguous Network Masks for
IPv4 Addresses , on page 309).

Ports

(Network Filter
only.)

The port numbers or port list policy objects that define the port the traffic uses, if you
want to use port identification. You can enter more than one value by separating the
items with commas.

You can enter any combination of the following types:

* Port list object. Enter the name of the object or click Select to select it from a list.
You can also create new port list objects from the selection list.

* Port number, for example, 80.

* A range of ports, for example, 80-90.

URL Filter
(URL Filter only.)

The Universal Resource Locator (URL), or web address, of the traffic. You can use an
asterisk as a match-all wildcard. For example, http://*.cisco.com matches all servers
on the cisco.com network. You can specify any valid URL.

Logging

The type of logging to use for this entry:

* Select Log Disabled to not create log entries.
* Select Default to use the default settings on the device.

* All other available options enable logging and identify the log level that will be
used.

Logging Interval

The interval of time, in seconds, used to generate logging messages, from 1 to 600. The
default is 300. You can modify this field only if you select a logging level in the Logging
field.
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Element Description

Time Range The time range policy object that defines the time range associated with the entry. The
time range defines the access to the device and relies on the device’s system clock. For
more information, see Configuring Time Range Objects , on page 299.

Enter the name of the object or click Select to select it from a list. You can also create
new time range objects from the selection list.

Note Time range is not supported on FWSM 2.x or PIX 6.3 devices.

Category The category assigned to the object. Categories help you organize and identify rules
and objects. See Using Category Objects , on page 239.

Description An optional description of the object.

Add and Edit Unified Access Control Entry Dialog Boxes
Use the Add or Edit Unified Access Control Entry dialog box to add an access control entry (ACE) or an ACL
object to a Unified ACL object.

Navigation Path

From the Add or Edit Access List Dialog Boxes , on page 288 for Unified ACL objects, click the Add button
in the ACE table, or select a row and click the Edit button.

Related Topics
* Creating Unified Access Control List Objects , on page 287

* Understanding Access Rule Address Requirements and How Rules Are Deployed , on page 717
* Understanding Networks/Hosts Objects , on page 308
* Understanding and Specifying Services and Service and Port List Objects , on page 329

* Filtering Items in Selectors , on page 47

Field Reference

Table 63: Add and Edit Unified Access Control Entry Dialog Boxes

Element Description

Type The type of entry; the fields in the dialog box change based on your choice:
* Access Control Entry—You want to define an ACE.

* ACL Objects—You want to include one or more existing ACL objects. You are presented
with a list of available ACL objects. Select the objects you want to include and click the
>> button to move them to the list of selected objects. You can remove an object by
selecting it and clicking <<. You can also edit an object in the selected objects list.
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Element

Description

Action

The action to take on traffic defined in the entry:

» Permit—The Services associated with the ACE are applied to this traffic. That is, the
traffic defined by this entry is permitted to use the Services.

* Deny—The Services associated with this ACE are not applied to this traffic. If there are
multiple ACLs configured for a service, denied traffic is typically compared to the next
ACE in the list; if it matches no permit entry in any ACL for the service, the service is
not applied to the traffic. Whether the traffic is dropped from the network depends on
the service.

Source

Provide traffic sources for this rule; can be networks and hosts. You can enter values or object
names, or Select objects, for one or more of the following:

» Networks/Hosts — You can specify a various network, host and interface definitions,
either individually or as objects. If you Select an interface object as a source, the dialog
box displays tabs to differentiate between hosts/networks and interfaces. Enter more
than one value in any of these fields by separating the items with commas or ranges.

The “All-Address” objects do not restrict the rule to specific hosts, networks, or interfaces.
These addresses are IPv4 or IPv6 addresses for hosts or networks, network/host objects,
interfaces, or interface roles.

Note (ASA 8.4.2+ only) You can only specify a fully qualified domain name (FQDN)
by providing an FQDN network/host object, or a group object that includes an
FQDN object. You cannot directly type in an FQDN.

See Understanding Networks/Hosts Objects , on page 308, Specifying IP Addresses During
Policy Definition , on page 316 and Understanding Interface Role Objects , on page 301 for
additional information about these definitions.

Note Enter the IPv6 addresses as comma separated values only. Preview configuration
displays an error when IPv6 address is provided as a range.

All Source, Source SG, and Users specifications area combined to limit traffic matches to
only those flows that include all source definitions. For example, specified user traffic
originating from within a specified source address range.

Source SG

(ASA 9.0+ only) Enter or Select the name or tag number for one or more source Security
Groups for the ACE, if any. For more information about security groups, see:

* Selecting Security Groups in Policies , on page 679
* Configuring TrustSec-Based Firewall Rules , on page 679
* Creating Security Group Objects , on page 677
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Element

Description

Users

(ASA 8.4.2+ only) Enter or Select the Active Directory (AD) user names, user groups, or
identity user group objects for the ACE, if any. The user specification is conjoined to the
source address to limit the match to user addresses within the source address range. You can
enter more than one value by separating the items with commas.

You can enter any combination of the following values:

¢ Individual user names: NetBIOS  DOMAIN\username
* User groups (note the double \): NetBIOS DOMAIN\\user_group

* Identity user group object names.

For more information, see:
* Selecting Identity Users in Policies , on page 654
* Configuring Identity-Based Firewall Rules , on page 655

« Creating Identity User Group Objects , on page 652

Destination

The source or destination of the traffic. You can enter more than one value by separating the
items with commas.

Note Enter the IPv6 addresses as comma separated values only. Preview configuration
displays an error when IPv6 address is provided as a range.

Provide traffic destinations, and optionally destination security groups (ASA 9.0+ only), for
this ACE. As with the source entries, you can enter values or object names, or Select objects,
for one or more destinations.

Destination
SG

(ASA 9.0+ only) Enter or Select the name or tag number for one or more source Security
Groups for the ACE, if any. For more information about security groups, see:

* Selecting Security Groups in Policies , on page 679
* Configuring TrustSec-Based Firewall Rules , on page 679
* Creating Security Group Objects , on page 677

Service

The services that define the type of traffic to act on. You can enter more than one value by
separating the items with commas.

You can enter or Select any combination of service objects and service types (which are
typically a protocol and port combination). If you type in a service, you are prompted as you
type with valid values.

For complete information on how to specify services, see Understanding and Specifying
Services and Service and Port List Objects , on page 329.
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Element Description

Advanced Click this button to open the Advanced dialog box and define logging options for the ACE.
button For PIX, ASA, and FWSM devices, you can enable:

* Default logging—If a packet is denied, message 106023 is generated. If a packet is
permitted, no message is generated.

* Per ACE logging—If a packet is denied, message 106100 is generated. You can select
the logging severity level for the messages, and the interval (in seconds from 1 to 600)
for generating messages.

Category The category assigned to the object. Categories help you organize and identify rules and
objects. See Using Category Objects , on page 239.

Description | An optional description of the object.

Configuring Time Range Objects

Use the Add or Edit Time Range dialog box to create, edit, or copy a time range object.

You can create time range objects for use when creating time-based ACLs and some firewall rules. While
similar to extended ACLs in function, time-based ACLs allow for access control based on time considerations.
The time range applies to specific rules, and makes those rules active for the specific time period defined in
the range. For example, you can implement a rule for typical work hours to allow or prevent certain types of
access.

You can also use time range objects when defining ASA user groups to restrict VPN access to specific times
during the week. For more information, see ASA Group Policies SSL VPN Settings , on page 1508.

Time range objects can rely on the device’s system clock, but they work best when using Network Time
Protocol (NTP) synchronization.

Navigation Path

Select Manage > Policy Objects, then select Time Ranges from the Object Type Selector. Right-click inside
the work area and select New Object or right-click a row and select Edit Object.

Field Reference

Table 64: Time Range Dialog Box

Element Description

Name The object name, which can be up to 128 characters. Object names are not case-sensitive.
For more information, see Creating Policy Objects , on page 235.

Description An optional description of the object (up to 1024 characters).
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Element

Description

Start Time
End Time

The overall starting and ending time for the time range object:

* Start Now—Defines the time of deployment as the start time.
* Never End—Defines no end time for the range.

« Start At, End At—Defines a specific start or end date and time. Click the calendar
icon to display a tool for selecting the date. Enter the time in the Time field using
the 24-hour clock format, HH:MM.

Recurring
Ranges

Recurring time periods that happen within the overall start and end times, if any. For
example, if you want to create a time range object that defines work hours, you could
select Start Now and Never End for the overall range, and enter a recurring range of
weekdays from 08:00 to 18:00 hours.

* To add a range, click the New Recurring Range button and fill in the Recurring
Ranges Dialog Box , on page 300.

* To edit a range, select it and click the Edit Recurring Range button.

* To delete a range, select it and click the Delete Recurring Range button.

Category

The category assigned to the object. Categories help you organize and identify rules and
objects. See Using Category Objects , on page 239.

Recurring Ranges Dialog Box

Use the Recurring Ranges dialog box to add or edit recurring time intervals that are defined as part of a time
range object. You can define as many recurring ranges as required.

Navigation Path

Go to the Add or Edit Time Range dialog box and click the New Recurring Range button under Recurring
Ranges, or select a range and click Edit Recurring Range. See Configuring Time Range Objects , on page

299.
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Field Reference

Table 65: Recurring Ranges Dialog Box

Element Description
Specify days of the week and times Defines a recurring range that is based on specific days and times
during which this recurring range will |of the week. You can select from:
be active
* Every day
* Weekdays
* Weekends

* On these days of the week—Select the specific days to include
in the range.

Also select the starting and ending time during the day. The default
is all day.

Specify a weekly interval during which | Defines a recurring range for every week. Select the starting and
this recurring range will be active ending day and time. For example, you can start the weekly period
on Sunday and end it on Thursday.

Understanding Interface Role Objects

Interface Role objects have the following uses:

* Specifying multiple interfaces— Interface role objects allow you to apply policies to specific interfaces
on multiple devices without having to manually define the names of each interface. Because most devices
follow a standard naming convention for their interfaces, you can define a naming pattern that describes
a particular interface type and then assign a policy to all interfaces matching that pattern.

» Zones—You use interface role objects to define the zones in a zone-based firewall rules policy.

For example, you might define an interface role with a naming pattern of DMZ*. When you include this
interface role in a policy, the policy is applied to all interfaces whose name begins with “DMZ” on the selected
devices. As a result, you can, for example, assign a policy that enables anti-spoof checking on all DMZ
interfaces to all relevant device interfaces with a single action. Interface roles can refer to any of the actual
interfaces on the device, including physical interfaces, subinterfaces, and virtual interfaces, such as loopback
interfaces.

Interface roles serve as an indirection entity between interfaces on the one hand and policies on the other.
This enables you to apply policies to particular device interfaces based on the assigned role. Additionally, if
you change the naming convention used for a particular interface type, you do not need to determine which
policies are affected by the change. All you do is edit the interface role.

Interface roles are especially useful when you apply policies to new devices. As long as the devices you are
adding share the same interface naming scheme as existing devices, the relevant policies can be extended to
them without the need to make additional assignments.

Security Manager includes the following predefined interface roles:

* All-Interfaces—Includes every interface defined on a device.
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* Internal—Includes only specific interfaces that are meant to be on the inside of a network. See the object
definition for a list.

 External—Includes only specific interfaces that are meant to be on the outside of a network. See the
object definition for a list.

* Self—Does not include any interfaces. The Self interface role is specific to zone-based firewall rules
policies. The Self zone is the router itself. You can use it to identify traffic originating from the router,
or traffic directed to the router. It does not include traffic passing through the router.

The following topics describe how to work with interface role objects:

* Creating Interface Role Objects , on page 302

* Specifying Interfaces During Policy Definition , on page 304

« Using Interface Roles When a Single Interface Specification is Allowed , on page 305
» Handling Name Conflicts between Interfaces and Interface Roles , on page 306

» Managing Traffic Zones, on page 997

Creating Interface Role Objects

You can create interface role objects that represent one or more interfaces on devices. You can then use these
roles when you define policies that require interfaces or zones. When you create an interface role object, you
must define the naming pattern of the device interfaces to include in the object. Interface roles can refer to

any of the actual interfaces on the device, including physical interfaces, subinterfaces, and virtual interfaces.

Je

Tip  You can also create interface role objects when you define policies or objects that use this object type. For
more information, see Selecting Objects for Policies , on page 228.

Related Topics
* Creating Policy Objects , on page 235
* Specifying Interfaces During Policy Definition , on page 304
* Understanding Interface Role Objects , on page 301
* Using Interface Roles When a Single Interface Specification is Allowed , on page 305
» Managing Object Overrides , on page 244
* Managing Traffic Zones, on page 997

Step 1 Select Manage > Policy Objects to open the Policy Object Manager (see Policy Object Manager , on page 230).
Step 2 Select Interface Roles from the Object Type selector.
Step 3 Right-click in the work area, then select New Object.

The Interface Role dialog box appears.
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Step 4

Step 5

Step 6
Step 7

Step 8

Interface Role Dialog Box .

Enter a name for the object and optionally a description of the object. Names can be up to 128 characters, descriptions
up to 1024.

Enter one or more naming patterns for the interface role object. The names are the complete or partial names of interfaces,
subinterfaces, and other virtual interfaces. Separate multiple name patterns with commas.

You can use these wildcards to create name patterns that apply to multiple interfaces:

* Use a period (.) as a wildcard for a single character. To use a period as part of the pattern itself, enter a backslash
(\) before the period.

* Use an asterisk (*) as a wildcard for one or more characters at the end of the interface pattern.

For example, DMZ* would include all interfaces whose name begins with “DMZ”, while DMZ. would match interfaces
such as DMZ1 and DMZ2, but would not match DMZ10.

If the pattern does not include a wildcard, it must match the exact name of the interface. For example, the pattern
FastEthernet will not match FastEthernet0/1 unless you include an asterisk at the end of the pattern.

(Optional) Under Category, select a category to help you identify this object in the Objects table. See Using Category
Objects , on page 239.

(Optional) Select Allow Value Override per Device to allow the properties of this object to be redefined on individual
devices. See Allowing a Policy Object to Be Overridden , on page 245.

Click OK to save the object.

Interface Role Dialog Box

Use the Interface Role dialog box to create, copy, or edit an interface role object. Interface Role objects have
the following uses:

* Specifying multiple interfaces— Interface role objects allow you to apply policies to specific interfaces
on multiple devices without having to manually define the names of each interface.

» Zones—You use interface role objects to define the zones in a zone-based firewall rules policy.

Navigation Path

Select Manage > Policy Objects, then select Interface Roles from the Object Type Selector. Right-click
inside the work area and select New Object or right-click a row and select Edit Object.

Related Topics
* Creating Policy Objects , on page 235
* Creating Interface Role Objects , on page 302
* Using Interface Roles When a Single Interface Specification is Allowed , on page 305
* Specifying Interfaces During Policy Definition , on page 304
* Understanding Interface Role Objects , on page 301

* Policy Object Manager , on page 230
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Field Reference
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Table 66: Interface Role Dialog Box

Element

Description

Name

The name of the policy object. A maximum of 128 characters is allowed.

Description

A description of the policy object. A maximum of 1024 characters is allowed.

Interface Name
Patterns

The names to include in this interface role. The names are the complete or partial
names of interfaces, subinterfaces, and other virtual interfaces. Separate multiple
name patterns with commas.

Note For firewall devices, use the name assigned to the interface (for example,
Inside, Outside, or DMZ) and not the hardware port identifier (for example,
Ethernet0).

You can use these wildcards to create name patterns that apply to multiple interfaces:

* Use a period (.) as a wildcard for a single character. To use a period as part of
the pattern itself, enter a backslash (\) before the period.

* Use an asterisk (*) as a wildcard for one or more characters at the end of the
interface pattern.

For example, DMZ* would include all interfaces whose name begins with “DMZ”,
while DMZ. would match interfaces such as DMZ1 and DMZ2, but would not match
DMZ10.

If the pattern does not include a wildcard, it must match the exact name of the interface.
For example, the pattern “FastEthernet” will not match FastEthernet0/1 unless you
include an asterisk at the end of the pattern.

Category

The category assigned to the object. Categories help you organize and identify rules
and objects. See Using Category Objects , on page 239.

Allow Value
Override per Device

Overrides

Edit button

Whether to allow the object definition to be changed at the device level. For more
information, see Allowing a Policy Object to Be Overridden , on page 245 and
Understanding Policy Object Overrides for Individual Devices , on page 244.

If you allow device overrides, you can click the Edit button to create, edit, and view
the overrides. The Overrides field indicates the number of devices that have overrides
for this object.

Specifying Interfaces During Policy Definition

When you configure policies that require you to identify an interface, you have several options for specifying

the interface:

* Enter the name of the interface manually, for example, Ethernet0.

To manually specify a subinterface as part of a policy definition, you must enter a backslash (\) before the
period. For example, EthernetO\.1.
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If you enter the period without the backslash, Security Manager treats the period as a wildcard for a single
character. For example, if you want to define Ethernet1/1.0 as part of an access rule, you need to enter
Ethernet1/1\.0. If you enter Ethernet1/1.0 instead, the name matches interfaces named Ethernet1/1.0 and
Ethernet1/1/0, because the period on its own is treated as a wildcard.

* Enter the name of an interface role manually. For more information about interface roles, see
Understanding Interface Role Objects , on page 301.

» Select an interface or interface role from a list. By clicking Select next to the Interfaces field, you are

prompted with a list of valid interface names and interface roles. Subinterfaces appear with a backslash
before the period in their names.

By selecting from a list, you can ensure that your entry is valid. For more information, see Selecting Objects
for Policies , on page 228.

When a policy allows multiple interfaces, separate entries with commas.

In policies and object selectors, icons distinguish between interfaces and interface roles. If you create interface

roles with the same name as interfaces, be careful to select exactly what you want. The below table explains
the icons.

Table 67: Icons for Interfaces and Interface Roles

Type lcon

Interface

Interface role

If you can edit the role, a pencil image overlays the icon.

Global “interface” on ASA 8.3+ devices, used for rules created as global instead of interface-specific.

Related Topics
* Basic Interface Settings on Cisco IOS Routers , on page 2301
* Configuring Firewall Device Interfaces , on page 1801
* Understanding Interface Role Objects , on page 301
* Creating Interface Role Objects , on page 302

* Using Interface Roles When a Single Interface Specification is Allowed , on page 305

Using Interface Roles When a Single Interface Specification is Allowed

Interface role objects can match a variable number of actual interfaces defined on a device depending on how
you define the role. Thus, for a particular device, an interface role might match zero, one, or more than one
interface. When you use an interface role in a policy, Security Manager converts the role to commands that
configure all interfaces defined on the device that match the role.

Many policies, however, require that you specify a single interface name. If you use an interface role in a
situation where the policy allows a single interface name, you should define the interface role so that it matches
a single interface. If you use an interface role that matches two or more interfaces on the device, Security
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Manager selects the first interface on the device that matches the role, which might not be the interface you
desire (or that will work properly).

Related Topics
* Specifying Interfaces During Policy Definition , on page 304
* Understanding Interface Role Objects , on page 301

* Creating Interface Role Objects , on page 302

Handling Name Conflicts between Interfaces and Interface Roles

Under normal circumstances, you can configure an interface role that has the same name as an actual interface
on the device. If you use object selectors when defining policies (see Selecting Objects for Policies , on page
228), both the interface and the interface role are listed as available choices, enabling you to select either
option. If you type in this common name when you define a policy, Security Manager automatically associates
the interface role with the policy, not the interface.

However, a naming conflict can occur under the following circumstances:

1. You type the name of an interface when defining a policy.
2. You later create an interface role that has the same name.

3. You type this name again when defining a policy.
4

You click Select to display the object selector, or Save to save the policy, or in some cases, OK to update
the policy.

When this sequence of events occurs, the Interface Name Conflict dialog box opens automatically so that you
can select whether you want to specify the interface or the interface role. The dialog box lists only those names
for which there are conflicts.

Related Topics
* Specifying Interfaces During Policy Definition , on page 304

* Understanding Interface Role Objects , on page 301

Understanding Map Objects

The objects in the Maps folder in the Policy Object Manager allow you to configure class, parameter, and
policy maps for inspection rules, zone-based firewall rules, or IPS, QoS and connection rules policies. The
types of maps you can use with these policies depends on the operating system running on the device as well
as the specific version number, so typically it is best to configure the maps when you are configuring the
policies.

Je

Tip

Devices enforce unique names for all configured maps. For example, you cannot use the same name for an
FTP and DNS class map on the same device. If you select maps with the same name for a device, Security
Manager automatically adds a numerical suffix to the duplicate names, for example, dnsmap_1.
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The Maps folder contains the following folders. Subfolders organize the maps based on whether they are used
for inspection or web content filtering.

* Class Maps—Layer 7 class maps used for identifying traffic that you want to act on.

» Parameter Maps—Parameter maps that configure settings used in zone-based firewall rules policies or
other maps.

* Policy Maps—Layer 7 policy maps used for identifying the action to take on selected traffic.
Also included in the Maps folder are entries for TCP Map objects (a Layer 4 object), Regular Expression
objects, and Regular Expression Group objects.

The following sections describe the different types of maps in more detail.

Class Maps

Class maps are subordinate to policy maps. You cannot specify a class map directly in a device policy. Instead,
you create a policy map to incorporate the class map. The class map itself defines the match conditions for
the traffic that you want to target in an inspection rule or zone-based firewall rule.

» ASA/PIX 7.2 and later, and FWSM devices—You can create class maps for the inspection of DNS, FTP,
HTTP, IM, and SIP traffic. You also have the option of defining the traffic match directly in the policy
map object, but if you create separate class maps, you can reuse them in more than one policy map.

* JOS 12.4(6)T and later devices—You can create class maps for the inspection of IM applications (AOL,
ICQ, MSN Messenger, Windows Messenger, and Yahoo Mes