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Configuring SPAN

The Switched Port Analyzer (SPAN) feature (sometimes called port mirroring or port monitoring) 
selects network traffic for analysis by a network analyzer. The network analyzer can be a Cisco 
SwitchProbe, a Fibre Channel Analyzer, or other Remote Monitoring (RMON) probes. 

This section includes the following topics:

• Information About SPAN Sources, page 20-1

• Information About SPAN Destinations, page 20-2

• Configuring SPAN, page 20-3

• Default SPAN Settings, page 20-5

Information About SPAN Sources
SPAN sources refer to the interfaces from which traffic can be monitored. The Cisco Nexus 5000 Series 
switch supports Ethernet, virtual Ethernet, Fibre Channel, virtual Fibre Channel, Port Channels, SAN 
port channels, VLANs, and VSANs as SPAN sources. In the case of VLANs or VSANs, all supported 
interfaces in the specified VLAN or VSAN are included as SPAN sources. You can choose the SPAN 
traffic in the ingress direction, the egress direction, or both directions for Ethernet, virtual Ethernet, 
Fibre Channel, and virtual Fibre Channel source interfaces: 

• Ingress source (Rx)—Traffic entering the switch through this source interface is copied to the SPAN 
destination port.

• Egress source (Tx)—Traffic exiting the switch through this source interface is copied to the SPAN 
destination port. 

Note Device Manager does not support the configuration of Ethernet or virtual Ethernet interfaces as source 
ports. 

Characteristics of Source Ports
A source port, also called a monitored port, is a switched interface that you monitor for network traffic 
analysis. The switch supports any number of ingress source ports (up to the maximum number of 
available ports on the switch) and any number of source VLANs or VSANs. 

A source port has these characteristics:
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• Can be any port type: Ethernet, virtual Ethernet, Fibre Channel, virtual Fibre Channel, Port Channel, 
SAN-Port Channel, VLAN, and VSAN.

• Cannot be monitored in multiple SPAN sessions.

• Cannot be a destination port.

• Each source port can be configured with a direction (ingress, egress, or both) to monitor. For VLAN, 
VSAN, Port Channel, and SAN-Port Channel sources, the monitored direction can only be ingress 
and applies to all physical ports in the group.

• Source ports can be in the same or different VLANs or VSANs.

• For VLAN or VSAN SPAN sources, all active ports in the source VLAN or VSAN are included as 
source ports.

• The switch supports a maximum of two egress SPAN source ports. 

Information About SPAN Destinations
SPAN destinations refer to the interfaces that monitors source interfaces. The Cisco Nexus 5000 Series 
switch supports Ethernet and Fibre Channel interfaces as SPAN destinations. 

Note Device Manager does not support the configuration of Ethernet interfaces as destination ports. 

Characteristics of Destination Ports
Each local SPAN session must have a destination port (also called a monitoring port) that receives a copy 
of traffic from the source ports, VLANs, or VSANs. A destination port has these characteristics:

• Can be any physical port: Ethernet, Ethernet (FCoE), or Fibre Channel. Virtual Ethernet and virtual 
Fibre Channel ports cannot be destination ports.

• Cannot be a source port.

• Cannot be a Port Channel or SAN-Port Channel group.

• Does not participate in spanning tree while the SPAN session is active.

• Is excluded from the source list and is not monitored, if it belongs to a source VLAN of any SPAN 
session.

Source SPAN Dest SPAN

Ethernet Ethernet

Fibre Channel Fibre Channel

Fibre Channel Ethernet (FCoE)

Virtual Ethernet Ethernet

Virtual Fibre Channel Fibre Channel

Virtual Fibre Channel Ethernet (FCoE)
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• Receives copies of sent and received traffic for all monitored source ports. If a destination port is 
oversubscribed, it can become congested. This congestion can affect traffic forwarding on one or 
more of the source ports.

Configuring SPAN
You can configure a SPAN session to duplicate packets from source ports to the specified destination 
ports on the switch. This section includes the following topics:

• Configuring SPAN Using Device Manager, page 20-3

• Creating SPAN Sessions Using Device Manager, page 20-3

• Editing SPAN Sources Using Device Manager, page 20-4

• Deleting SPAN Sessions Using Device Manager, page 20-5

Configuring SPAN Using Device Manager
To monitor network traffic using SD ports, perform this task:

Step 1 Configure the SD port.

Step 2 Attach the SD port to a specific SPAN session.

Step 3 Monitor network traffic by adding source interfaces to the session.

To configure an SD port for SPAN monitoring using Device Manager, perform this task:

Step 1 Right-click the port that you want to configure and click Configure.

You see the general port configuration dialog box.

Step 2 Under Mode, choose SD.

Step 3 Click Apply to accept the change.

Step 4 Close the dialog box.

Creating SPAN Sessions Using Device Manager
To create SPAN sessions using Device Manager, perform this task:

Step 1 Choose Interface > SPAN. 

You see the SPAN dialog box.

Step 2 Click the Sessions tab.

Step 3 Click Create. 

You see the Create SPAN Sessions dialog box as shown in Figure 20-1.
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Figure 20-1 Create SPAN Sessions Dialog Box

Step 4 Choose the session ID (from 1-16) using the up or down arrows and click Create.

Step 5 Repeat Step 4 for each session that you want to create.

Step 6 Enter the destination interface in the Dest Interface field for the appropriate session.

Step 7 Enter the filter VSAN list in the Filter VSAN List field for the appropriate session.

Step 8 Choose active or in active admin status in the Admin drop-down list.

Step 9 Click Apply to save your changes.

Step 10 Close the two dialog boxes.

Editing SPAN Sources Using Device Manager
To edit a SPAN source using Device Manager, perform this task:

Step 1 Choose Interface > SPAN. 

You see the SPAN dialog box.

Step 2 Click the Sources tab.

You see the SPAN Sources dialog box as shown in Figure 20-2.

Figure 20-2 SPAN Sources Tab

Step 3 Enter the VSAN list name in the VSAN List field.

Step 4 Click Edit Interface List.

You see the Source Interfaces dialog box.

Step 5 Click Create.
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You see the Source Interfaces Interface Sources dialog box as shown in Figure 20-3.

Figure 20-3 Source Interfaces Interface Sources Dialog Box

Step 6 Click the browse button to display the list of available FC ports.

Step 7 Choose a port and click OK.

Step 8 Check the direction (receive or transmit) that you want.

Step 9 Click Create to create the FC interface source.

Step 10 Click Close in each of the three open dialog boxes. 

Deleting SPAN Sessions Using Device Manager
To delete a SPAN session using Device Manager, perform this task:

Step 1 Choose Interface > SPAN.

You see the SPAN dialog box.

Step 2 Click the Sessions tab.

Step 3 Click the SPAN session that you want to delete.

Step 4 Click Delete.

The SPAN session is deleted.

Step 5 Close the dialog box.

Default SPAN Settings
Table 20-1 lists the default settings for SPAN parameters.

Table 20-1 Default SPAN Configuration Parameters

Parameters Default

SPAN session Active.

If filters are not specified SPAN traffic includes traffic through a specific interface from all active 
VSANs.
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Encapsulation Disabled.

SD port Output frame format is Fibre Channel.

Table 20-1 Default SPAN Configuration Parameters (continued)

Parameters Default


	Configuring SPAN
	Information About SPAN Sources
	Characteristics of Source Ports

	Information About SPAN Destinations
	Characteristics of Destination Ports

	Configuring SPAN
	Configuring SPAN Using Device Manager
	Creating SPAN Sessions Using Device Manager
	Editing SPAN Sources Using Device Manager
	Deleting SPAN Sessions Using Device Manager

	Default SPAN Settings



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


