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Preface

* Preface, on page xxvii

Preface

This preface describes the audience, organization, and conventions of the Book Title. It also provides
information on how to obtain related documentation.

This chapter includes the following topics:

Audience

This publication is for experienced network administrators who configure and maintain Cisco NX-OS on
Cisco Nexus 7000 Series Platform switches.

Document Conventions

)

Note * As part of our constant endeavor to remodel our documents to meet our customers' requirements, we
have modified the manner in which we document configuration tasks. As a result of this, you may find
a deviation in the style used to describe these tasks, with the newly included sections of the document
following the new format.

* The Guidelines and Limitations section contains general guidelines and limitations that are applicable
to all the features, and the feature-specific guidelines and limitations that are applicable only to the
corresponding feature.

Command descriptions use the following conventions:

Convention Description

bold Bold text indicates the commands and keywords that you enter literally
as shown.

Italic Italic text indicates arguments for which the user supplies the values.
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. Related Documentation

Convention Description
[x] Square brackets enclose an optional element (keyword or argument).
[x]y] Square brackets enclosing keywords or arguments separated by a vertical

bar indicate an optional choice.

{x|y} Braces enclosing keywords or arguments separated by a vertical bar
indicate a required choice.

[x {y|z}] Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.

variable Indicates a variable for which you supply values, in context where italics
cannot be used.

string A nonquoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

Examples use the following conventions:

Convention Description

screen font Terminal sessions and information the switch displays are in screen font.
boldface screen font Information you must enter is in boldface screen font.

italic screen font Arguments for which you supply values are in italic screen font.

<> Nonprinting characters, such as passwords, are in angle brackets.

[] Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line

of code indicates a comment line.

This document uses the following conventions:

)

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

A\

Caution Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Related Documentation

Documentation for Cisco Nexus 7000 Series Switches is available at:

* Configuration Guides

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| Preface
Documentation Feedback .

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/
products-installation-and-configuration-guides-list.html

» Command Reference Guides

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/
products-command-reference-list.html

* Release Notes
http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/products-release-notes-list.html

* Install and Upgrade Guides

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/
products-installation-guides-list.html

* Licensing Guide

http://www.cisco.com/c/en/us/support/switches/nexus-7000-series-switches/
products-licensing-information-listing.html

Documentation for Cisco Nexus 7000 Series Switches and Cisco Nexus 2000 Series Fabric Extenders is
available at the following URL:

http://www.cisco.com/c/en/us/support/switches/nexus-2000-series-fabric-extenders/
products-installation-and-configuration-guides-list.html

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your comments
to nexus7k-docfeedback@cisco.com. We appreciate your feedback.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

+ To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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* additional-paths, on page 3

* address (VRRP), on page 5

* address-family (BGP), on page 7

* address-family (EIGRP), on page 11

* address-family (IS-IS), on page 12

* address-family (OSPFv3), on page 15

* address-family (RIP), on page 16

* address-family ipv6 (IS-IS), on page 18

» adjacency-check, on page 20

* advertise-map, on page 21

+ advertisement-interval (VRRP), on page 23
* aggregate-address, on page 24

* area authentication (OSPF), on page 27

* area authentication ipsec, on page 28

» area default-cost (OSPF), on page 29

» area default-cost (OSPFv3), on page 30

» area filter-list (OSPF), on page 31

» area filter-list (OSPFv3), on page 33

» area nssa (OSPF), on page 35

» area nssa (OSPFv3), on page 37

» area range (OSPF), on page 39

« area range (OSPFv3), on page 40

» area stub (OSPF), on page 41

» area stub (OSPFv3), on page 42

» area virtual-link (OSPF), on page 43

* area virtual-link (OSPFv3), on page 45

* as-format asdot, on page 47

» authentication (GLBP), on page 48

» authentication (HSRP), on page 50

» authentication (OSPF virtual link), on page 52
» authentication (VRRP), on page 54

* authentication key-chain (EIGRP), on page 55
* authentication key-chain (IS-IS), on page 56
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+ authentication mode (EIGRP), on page 58

« authentication-check, on page 59

* authentication ipsec, on page 60

» authentication-key (OSPF virtual link), on page 61
« authentication-type, on page 62

» auto-cost (OSPF), on page 64

* auto-cost (OSPFv3), on page 65

* autonomous-system, on page 66
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additional-paths

To configure the capability of sending and receiving additional paths to and from the BGP peers, use the
additional-paths command. To disable this feature, use the no form of this command.

additional-paths {receive| selection route-map map-name|send |install backup}

Syntax Description receive Enables the receive capability of additional paths for all of the neighbors under this address
family for which the capability has not been disabled.

selection Specifies the capability of selecting additional paths for a prefix.

route-map Specifies the route map for the additional paths selection.

map-name Route map name. The maximum size is 63 alphanumeric character.

send Enables the send capability of additional paths for all of the neighbors under this address
family for which the capability has not been disabled.

install Enables BGP to install the backup path to the routing table.

backup

Command Default None

Command Modes
address-family configuration mode

Command History Release | Modification

6.2(8) | Added the install backup keywords.

6.1(1) |This command was introduced.

Usage Guidelines The additional-pathsinstall backup command enables BGP to install the backup path to the routing table.
This command is required to support the BGP PIC edge active-backup path scenario.

N

Note The additional-pathsinstall backup command is supported only with IPv4 unicast address-families.

This command does not require a license.

Examples This example shows how to enable the additional paths send and receive capability for all neighbors

under the specified address family for which this capability has not been disabled:

switch# configure terminal

switch (config)# feature bgp

switch (config)# router bgp 64496

switch (config-router)# address-family ipv4 unicast
switch(config-router-af)# additional-paths send
switch (config-router-af) #
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switch (config-router-af)# additional-paths receive
switch (config-router-af) #

This example shows how to configure the additional paths selection under the specified address
family:

switch# configure terminal

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# additional-paths selection route-map PATH SELECTION_ RMAP
switch (config-router-af)# #

This example shows how to configure the backup path to the routing table:

switch# configure terminal

switch (config)# router bgp 100

switch(config-router)# address-family ipv4 unicast

switch (config-router-af)# additional-paths install backup

Related Commands | Command Description

addressfamily (BGP) | Enters the address family configuration mode for BGP.

show vrrp Displays VRRP configuration information.
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address (VRRP)

To add a single, primary IP address to a virtual router, use the address command. To remove an IP address
from a virtual router, use the no form of this command.

address ip-address [secondary]
no address

Syntax Description ip-address | Virtual router address (IPv4). This address should be in the same subnet as the interface IP
address.

secondary | (Optional) Specifies a secondary virtual router address.

Command Default None

Command Modes
VRRP configuration mode

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You can configure one virtual router IP address for a virtual router. If the configured IP address is the same
as the interface IP address, this switch automatically owns the IP address. You can configure an IPv4 address
only.

The master VRRP router drops the packets addressed to the virtual router's IP address because the virtual
router is only intended as a next-hop router to forward packets. In NX-OS devices, some applications require
that packets addressed to the virtual router's IP address be accepted and delivered. By using the secondary
option to the virtual router IPv4 address, the VRRP router will accept these packets when it is the master.

This command does not require a license.

Examples This example shows how to configure a virtual router IP address:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch (config-if)# vrrp 250

switch (config-if-vrrp)# address 10.0.0.10

This example shows how to remove all the IP addresses (primary and secondary) using a single
command:

switch# configure terminal
switch (config-if-vrrp)# show run interface ethernet 9/10
version 4.0(1)

interface Ethernet9/10
vrrp 1
address 10.10.10.10
address 10.10.10.11 secondary
ip address 10.10.10.1/24
no shutdown
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switch (config-if-vrrp)# no address
switch (config-if-vrrp)# show run int e9/10
version 4.0(1)

interface Ethernet9/10
vrrp 1
ip address 10.10.10.1/24
no shutdown

switch (config-if-vrrp) #

Related Commands Command | Description
show Displays VRRP configuration information.
vIrp
clear Clears all the software counters for the specified virtual router.
vIrp
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address-family (BGP)

To enter the address family mode or a virtual routing and forwarding (VRF) address-family mode and configure
submode commands for the Border Gateway Protocol (BGP), use theaddress-family command. To disable
the address family submode for configuring routing protocols, use the no form of this command.

address-family {ipv4|ipv6} {multicast|unicast}
no address-family {ipv4|ipv6} {multicast |unicast}

Syntax Description

ipv4 Specifies the IPv4 address family.

ipv6 Specifies the IPv6 address family.

multicast | Specifies multicast address support.

unicast |Specifies unicast address support.

Command Default

This command has no default settings.

Command Modes

Router configuration
Neighbor configuration
VRF configuration

Command History

Release | Modification

6.2(8) | Added support for IPv6 sessions.

4.0(1) | This command was introduced.

Usage Guidelines

Use the address-family command to enter various address family configuration modes while configuring
BGP routing. When you enter the addr ess-family command from router configuration mode, you enable the
address family and enter global address family configuration mode. The prompt changes to
switch(config-router-af)#.

You must configure the address families if you are using route redistribution, address aggregation, load
balancing, and other advanced features. [Pv4 neighbor sessions support IPv4 unicast and multicast address
families. IPv6 neighbor sessions support IPv6 unicast and multicast address families.

)

Note Beginning with Cisco NX-OS Release 6.2(8) you can configure the address-family ipv4 unicast command
in an [Pv6 session.

From the address family configuration mode, the following parameters are available:

\)

Note  This applies to IPv4 multicast or unicast and IPv6 multicast or unicast.
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* aggregate-address—Configures BGP aggregate prefixes. See the aggr egate-addr ess command for
additional information.
» client-to-client reflection—Enables client-to-client route reflection. Route reflection allows a BGP
speaker (route reflector) to advertise IBGP learned routes to certain IBGP peers. Use the no form of this
command to disable client-to-client route reflection. Default: Enabled.
dampening [half-life | route-mapname] —Configures the route flap dampening. Optionally, you can
set the time (in minutes) after which a penalty is decreased. Once the route has been assigned a penalty,
the penalty is decreased by half after the half-life period (which is 15 minutes by default). The process
of reducing the penalty happens every 5 seconds. The default half-life is 15 minutes. Range: 1 to 45.
Default: Disabled.
default-metric metric—Sets the default flap metric of redistributed routes. The default-metric command
is used to set the metric value for routes redistributed into BGP with the redistribute command. A default
metric can be configured to solve the problem of redistributing routes with incompatible metrics. Assigning
the default metric will allow redistribution to occur. This value is the Multi Exit Discriminator (MED)
that is evaluated by BGP during the best path selection process. The MED is a non-transitive value that
is processed only within the local autonomous system and adjacent autonomous systems. The default
metric is not set if the received route has a MED value. Range: 0 to 4294967295.

Note When enabled, the default-metric command applies a metric value of 0 to redistributed connected routes.
The default-metric command does not override metric values that are applied with the redistribute command.

default-originate—Originates a default toward this peer.

distance ebgp-route ibgp-route local -route—Configures a rating of the trustworthiness of a routing
information source, such as an individual router or a group of routers. BGP does not use discard routes
for next-hop resolution. In general, the higher the value, the lower the trust rating. An administrative
distance of 255 means the routing information source cannot be trusted at all and should be ignored. Use
this command if another protocol is known to be able to provide a better route to a node than was actually
learned via external BGP (eBGP), or if some internal routes should be preferred by BGP. Range: 1 to
255. Default: EBGP—20, IBGP—200.

A

Caution  Changing the administrative distance of internal BGP routes is considered dangerous and is not recommended.
Improper configuration can introduce routing table inconsistencies and break routing.

exit—Exits from the current command mode.

maximum-paths [ibgp] parallel-paths—Configures the number of parallel paths to forward packets.
The maximum-pathsibgp command is used to configure equal-cost or unequal-cost multipath load
sharing for iBGP peering sessions. In order for a route to be installed as a multipath in the BGP routing
table, the route cannot have a next hop that is the same as another route that is already installed. The
BGP routing process will still advertise a best path to iBGP peers when iBGP multipath load sharing is
configured. For equal-cost routes, the path from the neighbor with the lowest router ID is advertised as
the best path. To configure equal-cost multipath load sharing, all path attributes must be the same. The
path attributes include weight, local preference, autonomous system path (entire attribute and not just
the length), origin code, Multi Exit Discriminator (MED), and Interior Gateway Protocol (IGP) distance.
The optional ibgp keyword allows you to configure multipath for the IBGP paths. To return to the default,
use the no form of this command. The range is from 1 to 16.

 networ k—Configures an IP prefix to advertise. See the network command for more information.
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* nexthop—Enables nexthop tracking. See the nexthop route-map and nexthop trigger-delay command for
more information.

* Nno—Negates a command or sets its defaults.

« redistribute—Enables the redistribution of routes learned by other protocols into BGP. Redistribution
is supported for both IPv4 and IPv6 routes. To disable the redistribution of routes learned by other
protocols into BGP, use the no form of this command.

« direct route-map name—Specifies directly connected routes.

* eigrp AS-numroute-map name—Specifies Enhanced Interior Gateway Protocol routes. Range: 1
to 65535.

* isissrc-protocol route-map name—Specifies ISO IS-IS routes.

» ospf src-protocol route-map name—Specifies Open Shortest Path First (OSPF) routes.

* rip src-protocol route-map name—Specifies Routing Information Protocol (RIP) routes.
« static route-map name—Specifies static routes.

* suppress-inactive—Advertises only active routes to peer. See the suppress-inactive command for
additional information.

Use the neighbor command to enter neighbor address family configuration mode while configuring BGP
routing. From the BGP neighbor configuration mode, you can perform the following actions:

« advertise-map—Specifies route-map for conditional advertisement. See the advertise-map command.
» allowas-in—Accepts as-path with my AS present in it.

« as-override—Overrides matching AS-number while sending update.

« default-originate {route-map}— Originates a default toward this peer.

« disable-peer-as-check—Disables checking of peer AS-number while advertising.

« filter-list—Applies AS-PATH filter list.

* inherit— Inherits a template.

» maximum-pr efix—Specifies maximum number of prefixes from this neighbor.

* next-hop-self—Sets our peering address as nexthop.

* next-hop-third-party—Computes a third-party nexthop if possible.

» Nno—Negates a command or set its defaults.

* prefix-list—Applies a prefix list.

* route-map—Applies a route map to neighbor. See the route map command for more information.
* route-reflector-client—Configures a neighbor as a Route reflector client.

* send-community—Sends community attribute to this neighbor.

» soft-reconfigur ation—Soft reconfiguration.

» S00—Specify site-of-origin extcommunity.

This command requires the Enterprise Services license.

This example shows how to place the router in global address family configuration mode for the
[Pv4 unicast address family:

switch# configure terminal

switch (config) # feature bgp

switch(config)# router bgp 64496

switch (config-router)# address-family ipv4 unicast
switch (config-router-af) #

This example shows how to activate IPv4 multicast for neighbor 192.0.2.1 and place the device in
neighbor address family configuration mode for the IPv4 multicast address family:
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switch# configure terminal

switch (config) # feature bgp

switch (config) # router bgp 64496

switch (config-router)# address-family ipv4 multicast
switch(config-router-af)# exit

switch (config-router-neighbor)# remote-as 64496
switch (config-router-neighbor)# address-family ipv4 multicast

(
(
(
switch (config-router)# neighbor 192.0.2.1
(
(
(

switch (config-router-neighbor-af)

Related Commands Command

Description

aggregate-address

Configures BGP summary addresses.

client-to-client

Configures route reflection.

dampening

Configures route flap dampening.

default-metric (BGP)

Configures the default metric for routes redistributed into BGP.

distance(BGP)

Configures the administrative distance.

feature bgp

Enables BGP configuration.

maximum-paths(BGP)

Configures the maximum number of equal-cost paths.

redistribute(BGP)

Configures route redistribution for BGP.

timers(BGP)

Configures the BGP timers.
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address-family (EIGRP)

To configure an address family for the Enhanced Interior Gateway Routing Protocol (EIGRP), use the
address-family command in router configuration mode.

address-family {ipv4|ipv6} unicast

Syntax Description ipv4 | Specifies the IPv4 address family.

ipv6 | Specifies the [Pv6 address family.

unicast | Specifies unicast address support.

Command Default None

Command Modes )
Router configuration

Address family configuration

Command History Release | Modification

4.0(1) | This command was introduced.

4.1(2) | The ipv6keyword was added.

Usage Guidelines This command requires the Enterprise license.

Examples This example shows how to set the IPv4 unicast address family for an EIGRP instance:
switch# configure terminal

switch (config)# router eigrp 201

switch (config-router)# address-family ipv4 unicast

Related Commands | Command Description

default-information | Controls the distribution of a default route.

default-metric Configures the default metric for routes redistributed into EIGRP.

distance Configures the administrative distance.

maximum-paths | Configures the maximum number of equal-cost paths.

redistribute Configures route redistribution for EIGRP.
router-id Configures the router ID.
timers Configures the EIGRP timers.
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address-family (IS-IS)

To enter the address family mode or a virtual routing and forwarding (VRF) address-family mode and configure
submode commands for the Intermediate System-to-Intermediate System Intradomain Routing Protocol
(IS-IS), use theaddress-family command. To disable the address family submode for configuring routing
protocols, use the No form of this command.

address-family {ipv4|ipv6} unicast
noaddress-family {ipv4|ipv6} unicast

Syntax Description

Command Default

Command Modes

ipv4 | Specifies the IPv4 address family.

ipv6 | Specifies the IPv6 address family.

unicast | Specifies unicast address support.

None

Router configuration
VREF configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) |This command was introduced.

Use the address-family command to enter various address family configuration modes while configuring
IS-IS routing. When you enter the address-family command from configuration mode, you enable the address
family and enter global address family configuration mode. The prompt changes to switch(config-router-af)#.

You must configure the address families if you are using route redistribution, address aggregation, load
balancing, and other advanced features. IPv4 neighbor sessions support IPv4 unicast address families.

IPv6 neighbor sessions support IPv6 unicast address familiesFrom the address family configuration mode,
the following configuration modes are available:

« adjacency-check—Allows Intermediate System-to-Intermediate System (IS-IS)IPv6 or IPv4
protocol-support consistency checks to be performed on hello packets. To disable consistency checks
on hello packets, use the no form of this command. Default: Enabled. IS-IS performs consistency checks
on hello packets and will form an adjacency only with a neighboring router that supports the same set
of protocols. A router running IS-IS for both IPv4 and IPv6 will not form an adjacency with a router
running IS-IS for IPv4 only.

Use the no adjacency-check command in address-family configuration mode to suppress the consistency
checks for IPv6 IS-IS and allow an IPv4 IS-IS router to form an adjacency with a router running IPv4 IS-IS
and IPv6. IS-IS will never form an adjacency between a router running IPv4 IS-IS only and a router running
IPv6 only.

Use the no adjacency-check configuration mode command to suppress the IPv4 subnet consistency check
and allow IS-IS to form an adjacency with other routers regardless of whether or not they have an IPv4 subnet
in common. By default, IS-IS makes checks in hello packets for [Pv4 address subnet matching with a neighbor.
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Tip  Use the debug isis adjacency packets command in privileged EXEC mode to check for adjacency errors.
Error messages in the output may indicate where routers are failing to establish adjacencies.

« default-infor mation originate [always] [route-map name]—Controls the origination of a default route.

+ always—(Optional) Always advertises the default route.
* route-map name—(Optional) Specifies the name of the route-map to announce the default routes.

« distance value—Specifies the administrative distance. To return to the default distance, use the no form
of this command. An administrative distance of 255 means the routing information source cannot be
trusted at all and should be ignored. Range: 1 to 255. Default: 115.

« distribute {level-1|level-2} into {level-1|level-2} {all | route-map name}—Configures domain-wide
prefix distribution between levels.

* level-1—Distributes the interarea routes into level-1 of this IS-IS instance.
* level-2—Distributes the interarea routes into level-2 of this IS-IS instance.
* into—Specifies from one level to another level.

« all—Distributes all route levels.

* route-map name—Prevents distribution of a specific route-map.

* exit—Exits from the current command mode.

* N0—Negates a command or set its defaults.

- redistribute protocol as-num.as-num] [route-map map-tag]—Redistributes information from another
routing protocol into IS-IS. To remove the redistribute command from the configuration file and return
to the default setting, use the no form of this command. Default: Software does not redistribute routes.
See the redistribute (IS-1S) command for information.

» summary-address {ip-addr | ip-prefix/length | ipve-addr | ipv6-prefix/length} level—Creates the IS-1S
aggregate addresses. To remove the aggregate address, use the no form of this command. See the
summary-address command for information.

This command requires the Enterprise Services license.

Examples This example shows how to place the router in address family configuration mode and specify unicast

address prefixes for the IPv4 address family:

switch# configure terminal

switch (config)# router isis 100

switch (config-router)# address-family ipv4 unicast
switch (config-router-af) #

This example shows how to redistribute directly connected routes into IS-IS. This example advertises
only 10.1.0.0 into the IS-IS level-1 link-state PDU.

switch# configure terminal

switch (config)# router isis 100

switch(config-router)# address-family ipv4 unicast

switch (config-router-af)# redistribute direct route-map corel
switch (config-router-af)# summary-address 10.1.0.0 255.255.0.0

This example shows how to introduce IPv6 into an existing IPv4 IS-IS network. To ensure that the
checking of hello packet checks from adjacent neighbors is disabled until all the neighbor routers
are configured to use IPv6, enter the no adjacency-check command.
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switch# configure terminal
switch(config)# router isis test2

switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# no adjacency-check

Related Commands Command

Description

feature
isis

Enables IS-IS on the router.

router isis

Enables IS-IS.
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address-family (OSPFv3)

To enter address family mode for the Open Shortest Path First version 3(OSPFv3) protocol, use the
address-familycommand.

address-family ipv6 unicast

Syntax Description ipv6 | Specifies the IPv6 address family.

unicast | Specifies unicast address support.

Command Default This command has no default settings.

Command Modes
Router configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to enter the IPv6 unicast address family for an OSPFv3v3 instance:
switch# configure terminal

switch (config) # router ospfv3v3 Enterprise

switch (config-router)# address-family ipv6 unicast

switch (config-router-af) #

Related Commands | Command Description

default-information (OSPFv3) | Controls the distribution of a default route.

default-metric (OSPFv3) Configures the default metric for routes redistributed into OSPFv3.

distance (OSPFv3) Configures the administrative distance.

maximum-paths (OSPFv3) | Configures the maximum number of equal-cost paths.

redistribute (OSPFv3) Configures route redistribution for OSPFv3.

timers (OSPFv3) Configures the OSPFv3 timers.
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address-family (RIP)

To configure an address family for the Routing Information Protocol (RIP), use the address-familycommand
in router configuration mode.

address-family {{ipv4|ipv6} | ipv6} unicast

Syntax Description ipv4 | Specifies the IPv4 address family.

ipv6 | Specifies the IPv6 address family.

unicag | Specifies unicast address support.

Command Default This command has no default settings.

Command Modes )
Router configuration

Command History Release | Modification

6.1(1) | Added IPv6 keyword to the syntax description.

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to set the IPv4 unicast address family for a RIP instance:
switch# configure terminal

switch (config)# router rip Enterprise

switch (config-router-af)# address-family ipv4 unicast

This example shows how to set the IPv6 unicast address family for a RIP instance:

switch# configure terminal

switch(config)# router rip Enterprise

switch (config-router)# address-family ipv6é unicast
switch (config-router-af) #

Related Commands | Command Description

default-information | Controls the distribution of a default route.

default-metric Configures the default metric for routes redistributed into RIP.

distance Configures the administrative distance.

maximum-paths | Configures the maximum number of equal-cost paths.

redistribute Configures route redistribution for RIP.
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address-family (RIP) .

Command

Description

timers

Configures the RIP timers.
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address-family ipv6 (IS-IS)

To enter address family configuration mode for configuring Intermediate System-to-Intermediate System
(IS-IS) routing sessions that use standard IPv6 address prefixes, use the address-family ipv6 command. To
disable the address family submode for configuring routing protocols, use the no form of this command.

address-family ipv6 unicast
no address-family ipv6 unicast

Syntax Description | unicast | Specifies IPv6 unicast address prefixes.

Command Default None.

Command Modes
Router configuration

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines Use the addr ess-family ipv6 command to enter various address family configuration modes while configuring
IS-IS routing. You must enter the address-family ipv6 command from router isis configuration mode. The
prompt changes to switch(config-router-af)#:

switch# configure terminal

switch (config)# router isis 100

switch (config-router)# address-family ipvé
switch (config-router-af) #

You must configure the address families if you are using route redistribution, address aggregation, load
balancing, and other advanced features.

From the address family configuration mode, the following configuration modes are available:

« adj acency-check—Allows protocol-support consistency checks to be performed on hello packets.
Default: Enabled. IS-IS performs consistency checks on hello packets and will form an adjacency only
with a neighboring router that supports the same set of protocols.

Use the no adjacency-check command in in address-family configuration mode to suppress the consistency
checks for IPv6 IS-IS and allow an IPv4 IS-IS router to form an adjacency with a router running IPv4 IS-IS
and IPv6. IS-IS will never form an adjacency between a router running IPv4 IS-IS only and a router running
IPv6 only.

Je

Tip  Use the debug isis adjacency packets command in privileged EXEC mode to check for adjacency errors.
Error messages in the output may indicate where routers are failing to establish adjacencies.

« default-infor mation originate [always] [route-map name]—Controls the origination of a default route.

+ always—(Optional) Always advertises the default route.
* route-map name—(Optional) Specifies the name of the route-map to announce the default routes.
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» distance value—Specifies the administrative distance. To return to the default distance, use the no form
of this command. An administrative distance of 255 means the routing information source cannot be
trusted at all and should be ignored. Range: 1 to 255. Default: 115.

« distribute {level-1|level-2} into {level-1|level-2} {all | route-map name}—Configures domain-wide
prefix distribution between levels.
* level-1—Distributes the interarea routes into level-1 of this IS-IS instance.
* level-2—Distributes the interarea routes into level-2 of this IS-IS instance.
* into—Specifies from one level to another level.
+ all—Distributes all route levels.
* route-map name—Prevents distribution of a specific route-map.

» exit—Exits from the current command mode.

» maximum-paths—Controls the maximum number of parallel routes that an IP routing protocol can
support.

» multi-topology [transition]—Enables multitopology for IPv6.

+ transition—(Optional) Enables multitopology transition mode.

* N0—Negates a command or set its defaults.

- redistribute protocol as-num.as-num] [route-map map-tag]—Redistributes information from another
routing protocol into IS-IS. To remove the redistribute command from the configuration file and return
to the default setting, use the no form of this command. Default: Software does not redistribute routes.
See the redistribute (IS-1S) command for information.

» set-attached-bit—Sets the attached (ATT) bit for this IS-IS instance.

» summary-address {ip-addr | ip-prefixlength | ipve-addr | ipv6-prefix/length} level—Creates the IS-1S
aggregate addresses. To remove the aggregate address, use the no form of this command. See the
summary-address command for information.

This command requires the Enterprise Services license.

Examples This example shows how to place the router in address family configuration mode and specify unicast
address prefixes for the IPv6 address family:
switch# configure terminal
switch(config)# router isis 100
switch (config-router)# address-family ipv6é unicast
switch (config-router-af) #
This example shows how to ensure that the checking of hello packet checks from adjacent neighbors
is disabled until all the neighbor routers are configured to use IPv6:
switch# configure terminal
switch(config)# router isis test2
switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# no adjacency-check
Related Commands | Command Description

address-family (IS-1S) | Enters the address family configuration mode for IS-IS.

featureisis Enables IS-IS on the router.

router isis Enables IS-IS.
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adjacency-check

To enable strict adjacency mode for the IPv4 and IPv6 address, use the adjacency-check command. To disable
this feature, use the no form of this command.

adjacency-check
no adjacency-check

Syntax Description ~ This command has no arguments or keywords.

Command Default None.

Command Modes
address-family configuration mode

Command History Release | Modification

6.1(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the adjacency's protocol support consistency check:
switch# configure terminal

switch (config) # router isis Enterprise

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# adjacency-check

Related Commands | Command |Description

feature Enables IS-IS.
isis

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| ACommands

advertise-map .

advertise-map

To configure Border Gateway Protocol (BGP) conditional advertisement, use the advertise-map command.
To remove BGP conditional advertisement, use the Nno form of this command.

advertisesmap adv-map {exist-map exist-rmap | non-exist-map nonexist-rmap}

Syntax Description

Command Default

Command Modes

adv-map Route map with match statements that the route must pass before BGP passes the
route to the next route map. The adv-map is a case-sensitive, alphanumeric string
up to 63 characters.

exist-map exist-rmap | Specifies a route map with match statements for a prefix list. A prefix in the BGP
table must match a prefix in the prefix list before BGP will advertise the route.
The exist-rmap is a case-sensitive, alphanumeric string up to 63 characters.

non-exist-map Specifies a route map with match statements for a prefix list. A prefix in the BGP
nonexist-rmap table must not match a prefix in the prefix list before BGP will advertise the route.
The nonexist-rmap is a case-sensitive, alphanumeric string up to 63 characters.

None

BGP neighbor address-family command mode

Command History

Usage Guidelines

Examples

Release | Modification

4.2(1) | This command was introduced.

Use the advertise-map command to conditionally advertise selected routes. The routes or prefixes that BGP
conditionally advertises are defined in two route maps, the adv-map and an exist-map or nonexist-map . The
exist-map or nonexist-map specifies the prefix that the BGP tracks. The adv-map specifies the prefix that BGP
advertises to the specified neighbor when the condition is met.

This command requires the Enterprise Services license.

This example shows how to configure BGP conditional advertisement:

switch# configure terminal

switch (config)# router bgp 65536

switch (config-router)# neighbor 192.0.2.2 remote-as 65537
switch (config-router-neighbor)# address-family ipv4 unicast
switch (config-router-neighbor-af)# advertise-map advertise exist-map exist
switch (config-router-neighbor-af) # exit

switch (config-router-neighbor) # exit

switch (config-router)# exit

switch (config)# route-map advertise

switch (config-route-map) # match as-path pathList

switch (config-route-map) # exit

switch (config) # route-map exit

switch (config-route-map)# match ip address prefix-list plist
switch (config-route-map) # exit

switch(config) # ip prefix-list plist permit 209.165.201.0/27
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Related Commands | Command |Description
feature Enables BGP.
bgp
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advertisement-interval (VRRP)

To specify the time interval between the advertisement packets that are being sent to other Virtual Router
Redundancy Protocol (VRRP) routers in the same group, use the advertisement-interval command. To return
to the default interval value of 1 second, use the no form of this command.

advertisement-interval seconds
no advertisement-interval

Syntax Description seconds | Number of seconds between advertisement frames being sent. For IPv4, the range is from 1 to 255
seconds.

Command Default 1 second

Command Modes
VRRP configuration

Command History Release | Modified

4.0(1) |This command was introduced.

Usage Guidelines VRRP advertisements communicate the priority and state of the virtual router master. The advertisements are
encapsulated in IP packets and are sent to the [Pv4 multicast address that is assigned to the VRRP group.

VRRP uses a dedicated Internet Assigned Numbers Authority (IANA) standard multicast address (224.0.0.18)
for VRRP advertisements. This addressing scheme minimizes the number of routers that must service the
multicasts and allows test equipment to accurately identify VRRP packets on a segment. The IANA-assigned
VRRP IP protocol number is 112.

This command does not require a license.

Examples This example shows how to specify an advertisement interval of 200 seconds for VRRP group 250:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch (config-if)# vrrp 250

switch(config-if-vrrp)# advertisement-interval 200

Related Commands | Command | Description
show Displays VRRP configuration information.
vrrp
clear Clears all the software counters for the specified virtual router.
vIrp
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aggregate-address

To create a summary address in a Border Gateway Protocol (BGP) routing table, use the
aggregate-addr esscommand. To remove the summary address, use the no form of this command.

aggregate-address address/ length [advertiseemap map-name] [as-set] [attribute-map map-name]
[summary-only] [suppress-map map-name]

no aggregate-address address/mask-length [advertise-map map-name] [as-set] [attribute-map
map-name] [summary-only] [suppress-map map-name]

Syntax Description

Command Default

Command Modes

address/ length Aggregate IP address and mask length. Valid values for length are as follows:

¢ I[Pv4 addresses—1 to 32
¢ [IPv6 addresses—1 to 128

advertise-map map-name | (Optional) Specifies the name of the route map used to select attribute information
from specific routes.

as-set (Optional) Generates the autonomous system set path information and community
information from the contributing paths.

attribute-map map-name | (Optional) Specifies the name of the route map used to set the attribute information
for specific routes. The map-name is an alphanumeric string up to 63 characters.

summary-only (Optional) Filters all more-specific routes from updates.

suppress-map map-name | (Optional) Specifies the name of the route map used to conditionally filter more
specific routes. The map-name is an alphanumeric string up to 63 characters.

The atomic aggregate attribute is set automatically when an aggregate route is created with this command
unless the as-set keyword is specified.

Address-family configuration
Neighbor address-family configuration
Router BGP configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) |This command was introduced.

You can implement aggregate routing in BGP and mBGP either by redistributing an aggregate route into BGP
or mBGP, or by using the conditional aggregate routing feature.

Using the aggr egate-addr esscommand with no keywords will create an aggregate entry in the BGP or mBGP
routing table if any more-specific BGP or mBGP routes are available that fall within the specified range. (A
longer prefix which matches the aggregate must exist in the RIB.) The aggregate route will be advertised as
coming from your autonomous system and will have the atomic aggregate attribute set to show that information
might be missing. (By default, the atomic aggregate attribute is set unless you specify the as-set keyword.)
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Using the as-set keyword creates an aggregate entry using the same rules that the command follows without
this keyword, but the path advertised for this route will be an AS_SET consisting of all elements contained
in all paths that are being summarized. Do not use this form of the aggr egate-addr ess command when
aggregating many paths, because this route must be continually withdrawn and updated as autonomous system
path reachability information for the summarized routes changes.

Using the summary-only keyword not only creates the aggregate route (for example, 192.*.* *) but also
suppresses advertisements of more-specific routes to all neighbors. If you want to suppress only advertisements
to certain neighbors, you may use the neighbor distribute-list command, with caution. If a more-specific
route leaks out, all BGP or mBGP routers will prefer that route over the less-specific aggregate you are
generating (using longest-match routing).

Using the suppress-map keyword creates the aggregate route but suppresses advertisement of specified routes.
You can use the match clauses of route maps to selectively suppress some more-specific routes of the aggregate
and leave others unsuppressed. IP access lists and autonomous system path access lists match clauses are
supported.

Using the advertise-map keyword selects specific routes that will be used to build different components of
the aggregate route, such as AS_SET or community. This form of the aggregate-addr ess command is useful
when the components of an aggregate are in separate autonomous systems and you want to create an aggregate
with AS_SET, and advertise it back to some of the same autonomous systems. You must remember to omit
the specific autonomous system numbers from the AS_SET to prevent the aggregate from being dropped by
the BGP loop detection mechanism at the receiving router. IP access lists and autonomous system path access
lists match clauses are supported.

Using the attribute-map keyword allows attributes of the aggregate route to be changed. This form of the
aggregate-address command is useful when one of the routes forming the AS_SET is configured with an
attribute such as the community no-export attribute, which would prevent the aggregate route from being
exported. An attribute map route map can be created to change the aggregate attributes.

This command requires the Enterprise Services license.

AS-Set Example

In This example, an aggregate BGP address is created in router configuration mode. The path
advertised for this route will be an AS_SET consisting of all elements contained in all paths that are
being summarized.

switch# configure terminal
switch (config)# router bgp 64496
switch (config-router)# aggregate-address 10.0.0.0 255.0.0.0 as-set

Summary-Only Example

In This example, an aggregate BGP address is created in address family configuration mode and
applied to the multicast database (SAFI) under the IP Version 4 address family. Because the
summary-only keyword is configured, more-specific routes are filtered from updates.

switch# configure terminal

switch (config)# router bgp 64496

switch (config-router)# address-family ipv4 multicast
switch (config-router-af)# aggregate-address 10.0.0.0 255.0.0.0 summary-only
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Conditional Aggregation Example

In This example, a route map called MAP-ONE is created to match on an as-path access list. The
path advertised for this route will be an AS_SET consisting of elements contained in paths that are
matched in the route map.

switch# configure terminal

switch (config)# ip as-path access-list 1 deny ~1234_
switch(config)# ip as-path access-list 1 permit .*
switch (config) # !

switch (config)# route-map MAP-ONE
switch (config-route-map)# match ip as-path 1
switch (config-route-map) # exit

switch (config)# router bgp 64496
switch (config-router)# address-family ipv4

switch (config-router-af)# aggregate-address 10.0.0.0 255.0.0.0 as-set advertise-map MAP-ONE

switch (config-router-af)# end

Related Commands | Command |Description

route-map | Creates a route map.
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area authentication (OSPF)

To enable authentication for an Open Shortest Path First (OSPF) area, use the area authentication command.
To remove authentication for an area, use the Nno form of this command.

area area-id authentication [message-digest]
no area area-id authentication [message-digest]

Syntax Description area-id Identifier for the OSPF area where you want to enable authentication. Specify as either a
positive integer value or an IP address.

message-digest | (Optional) Enables Message Digest 5 (MD5) authentication on the area specified by the
area-id argument.

Command Default No authentication

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area authentication command to configure the authentication mode for the entire OSPF area.

The authentication type and authentication password must be the same for all OSPF devices in an area. Use
the ip ospf authentication-key command in interface configuration mode to specify this password.

If you enable MD3 authentication with the message-digest keyword, you must configure a password with
the ip ospf message-digest-key command in interface configuration mode.

This command requires the Enterprise Services license.

Examples This example shows how to configure authentication for area 0 of OSPF routing process 201:
switch# configure terminal

switch (config) # router ospf 201

switch (config-router)# area 0 authentication message-digest

switch (config-router)# interface ethernet 1/1

switch (config-if)# ip ospf area 0

switch(config)-if# ip ospf message-digest-key 10 md5 0 adcdefgh

Related Commands | Command Description

ip ospf authentication-key | Assigns a password for simple password authentication for OSPF.

ip ospf message-digest-key | Assigns a password for OSPF MDS5 authentication.
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area authentication ipsec

To enable authentication of OSPFv3 packets on a per-interface basis at the Area level, use the area
authentication ipsec command. To disable the authentication of OSPFv3 packets at the area level, use the
no form of this command.

area area-num authentication ipsec spi spi auth [{0]|3|7}] key
no authentication ipsec spi spi

Syntax Description

Command Default

Command Modes

area-num| Area of the interfaces which need authentication.

spi Specifies the Security Policy Index.

spi Value of spi. It ranges from 256 to 4294967295.

auth Authentication algorithm. Its value can be md1 / shal / null.

key Authentication password.

0 Specifies that the authentication password is unencrypted.

3 Specifies that the authentication password is 3DES encrypted.

7 Specifies that the authentication password is Cisco type 7 encrypted.

The OSPFv3 packets are not authenticated by default.

Router configuration (config-router).

Command History

Release Modification

7.3(0)D1(1) | This command was introduced.

Usage Guidelines

Examples

Before running this command, ensure that you have enabled the authentication package with the featureimp
command.

The following example shows how to authenticate OSPFv3 packets for all interfaces under area 0:

switch# configure terminal

switch (config)# feature imp

switch (config) # router ospfv3 1

switch(config-router)# area 0 authentication ipsec spi 301 md5 1234

Related Commands

Command Description
authentication ipsec Enables authentication of the OSPFv3 packets for all interfaces under the
router.

ospfv3 authentication ipsec | Enables authentication of the OSPFv3 packets per interface.
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area default-cost (OSPF)

To specify a cost for the default summary route sent into an Open Shortest Path First (OSPF) stub or
not-so-stubby area (NSSA), use the area default-costcommand. To remove the assigned default route cost,
use the nNo form of this command.

area area-id default-cost cost
no area area-id default-cost cost

Syntax Description area-id | Identifier for the OSPF area where you want to configure the default cost. Specify as either a positive
integer value or an IP address.

cost | Cost for the default summary route used for a stub or NSSA. The range is from 0 to 16777215.

Command Default The summary route cost is based on the area border router that generated the summary route.

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area default-cost command on an Area Border Router (ABR) attached to a stub or NSSA to configure
the metric for the summary default route generated by the ABR into the stub area.

This command requires the Enterprise Services license.

Examples This example shows how to set a default cost of 20 to stub network 192.0.2.0:
switch# configure terminal

switch (config)# router ospf 201

switch(config-router)# area 192.0.2.0 stub

switch (config-router)# area 192.0.2.0 default-cost 20

Related Commands | Command | Description

area Defines an area as a stub area.
stub
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area default-cost (OSPFv3)

To specify a cost for the default summary route sent into an Open Shortest Path First version 3(OSPFv3) stub
or not-so-stubby area (NSSA), use the area default-costcommand. To remove the assigned default route cost,
use the nNo form of this command.

area area-id default-cost cost
no area area-id default-cost cost

Syntax Description

Command Default

Command Modes

area-id | Identifier for the OSPFv3 area where you want to configure the default cost. Specify as either an IP
address or a number from 0 to 4294967295.

cost | Cost for the default summary route used for a stub or NSSA. The range is from 0 to 16777215.

The summary route cost is based on the area border router that generated the summary route.

Address-family configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the area default-cost command on an Area Border Router (ABR) attached to a stub or NSSA to configure
the metric for the summary default route generated by the ABR into the stub area.

This command requires the Enterprise Services license.

This example shows how to set a default cost of 20 to stub network 33:

switch# configure terminal

switch (config)# router ospfv3 201

switch (config-router)# area 33 stub

switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# area 33 default-cost 20

Related Commands

Command | Description

area Defines an area as a stub area.
stub
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area filter-list (OSPF)

To filter prefixes advertised in type 3 link-state advertisements (LSAs) between Open Shortest Path First
(OSPF) areas of an Area Border Router (ABR), use the area filter-list command. To change or cancel the
filter, use the no form of this command.

area area-id filter-list route-map map-name {in | out}
no area area-id filter-list route-map map-name {in|out}

Syntax Description | area-id Identifier for the OSPF area where you want to configure filtering. Specify as either
a positive integer value or an [P address.

route-map map-name | Specifies the name of a route map used as the filter policy. The map-name argument
can be any alphanumeric string of up to 63 characters.

in Filters networks sent to this area.
out Filters networks sent from this area.
Command Default None

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area filter-list command to filter Type 3 LSAs. If you apply the route map with the in keyword, the
route map filters all Type 3 LSAs originated by the ABR to this area, including Type 3 LSAs that originated
as a result of the area range command in another area.

If you apply the route map with the out keyword, the route map filters all Type 3 LSAs that are advertised
by the ABR to all other areas including Type 3 LSAs that originate locally as a result of the area range
command configured in this area.

Cisco NX-OS implicitly denies any prefix that does not match an entry in the route map.

This command requires the Enterprise Services license.

Examples This example shows how to filter prefixes that are sent from all other areas to area 1:
switch# configure terminal

switch(config)# router ospf 202

switch (config-router)# area 1 filter-list route-map FilterExternal in

Related Commands | Command | Description

area Consolidates and summarizes routes at an area boundary.
range
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Command | Description

route-map | Defines the conditions for redistributing routes from one routing protocol into another or to
enable policy routing.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| ACommands
area filter-list (0SPFv3) [

area filter-list (OSPFv3)

To filter prefixes advertised in type 3 link-state advertisements (LSAs) between Open Shortest Path First
version 3 (OSPFv3) areas of an Area Border Router (ABR), use the area filter-list command. To change or
cancel the filter, use the no form of this command.

area area-id filter-list route-map map-name {in | out}
no area area-id filter-list route-map map-name {in|out}

Syntax Description | area-id Identifier for the OSPFv3 area where you want to configure filtering. Specify as
either an IP address or a number from 0 to 4294967295.

route-map map-name | Specifies the name of a route map used as the filter policy. The map-name argument
can be any alphanumeric string up to 63 characters.

in Filters networks sent to this area.
out Filters networks sent from this area.
Command Default None

Command Modes
Address-family configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area filter-list command to filter Type 3 LSAs. If you apply the route map with the in keyword, the
route map filters all Type 3 LSAs originated by the ABR to this area, including Type 3 LSAs that originated
as a result of the area range command in another area.

If you apply the route map with the out keyword, the route map filters all Type 3 LSAs that are advertised
by the ABR to all other areas including Type 3 LSAs that originate locally as a result of the area range command
configured in this area.

Cisco NX-OS implicitly denies any prefix that does not match an entry in the route map.

This command requires the Enterprise Services license.

Examples This example shows how to filter prefixes that are sent from all other areas to area 1:
switch# configure terminal

switch (config)# router ospfv3 201

switch (config-router)# address-family ipv6 unicast

switch (config-router-af)# area 1 filter-list route-map FilterExternal in

Related Commands | Command Description

arearange(OSPFv3) | Consolidates and summarizes routes at an area boundary.
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Command Description

route-map Defines the conditions for redistributing routes from one routing protocol into another
or to enable policy routing.
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area nssa (OSPF)

To configure an area as an Open Shortest Path First (OSPF) not-so-stubby area (NSSA), use the area
nssacommand. To remove the NSSA area, use the no form of this command.

area nssa (OSPF) .

area area-id nssa [default-information-originate [route-map map-name]] [no-redistribution]
[no-summary] [trandate type7 [{always|never}] [suppress-fa]]

no area area-id nssa [default-information-originate [route-map map-name]] [no-redistribution]
[no-summary] [trandate type7 [{always|never}] [suppress-fa]]

Syntax Description

Command Default

Command Modes

area-id

Identifier for the OSPF NSSA area. Specify as either a positive integer value
or an IP address.

default-information-originate

(Optional) Generates a Type 7 default into the NSSA area. This keyword
takes effect only on NSSA ABR or NSSA ASBR.

route-map map-name

(Optional) Filters the Type 7 default generation based on the route map. The
map-name argument can be any alphanumeric string up to 63 characters.

no-redistribution

(Optional) Blocks redistributed LSAs from entering this NSSA area. Use
this keyword when the router is both an NSSA autonomous system border
router (ASBR) and an NSSA area border router (ABR) and you want the
redistribute command to import routes into the normal areas but not into
the NSSA area.

no-summary (Optional) Allows an area to be an NSSA area but not have summary routes
injected into it.

translate type7 (Optional) Translates Type 7 LSAs to type 5 LSAs.

always (Optional) Always translates LSAs.

never (Optional) Never translates LSAs.

suppress-fa (Optional) Suppresses the forwarding address in translated LSAs. The ABR
uses 0.0.0.0 as the forwarding IPv4 address.

None

Router configuration

Command History

Usage Guidelines

Release | Modification

4.0(1)

This command was introduced.

Use the area nssa command to create an NSSA area in an OSPF autonomous system. We recommend that
you understand the network topology before configuring forwarding address suppression for translated LSAs.
Suboptimal routing might result because there might be better paths to reach the destination’s forwarding

address.
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This command requires the Enterprise Services license.

Examples This example shows how to configure area 1 as an NSSA area:

switch# configure terminal
switch (config)# router ospf 10
switch (config-router)# area 1 nssa

This example shows how to configure area 1 as an NSSA area and translate Type 7 LSAs from area
1 to Type 5 LSAs, but not place the Type 7 forwarding address into the Type 5 LSAs. (OSPF places
0.0.0.0 as the forwarding address in the Type 5 LSAs.)

switch# configure terminal
switch (config)# router ospf 2
switch (config-router)# area 1 nssa translate type7 suppress-fa

Related Commands | Command |Description

redigribute| Redistributes routes learned from one routing protocol to another routing protocol domain.
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area nssa (OSPFv3)

To configure an area as an Open Shortest Path First version 3 (osPFv3) not-so-stubby area (NSSA), use the
area nssa command. To remove the NSSA area, use the no form of this command.

area nssa (OSPFv3) .

area area-id nssa [default-information-originate [route-map map-name]] [no-redistribution]
[no-summary] [trandlate type7 [{always|never}] [suppress-fa]]

no area area-id nssa [default-information-originate [route-map map-name]] [no-redistribution]
[no-summary] [trandate type7 [{always|never}] [suppress-fa]]

Syntax Description

area-id

Identifier for the OSPFv3 NSSA area. Specify as either an IP address or a
number from 0 to 4294967295.

default-information-originate

(Optional) Generates a Type 7 default into the NSSA area. This keyword
takes effect only on NSSA ABR or NSSA ASBR.

route-map map-name

(Optional) Filters the Type 7 default generation based on the route map. The
map-name argument can be any alphanumeric string up to 63 characters.

no-redistribution

(Optional) Blocks redistributed LSAs from entering this NSSA area. Use
this keyword when the router is both an NSSA autonomous system border
router (ASBR) and an NSSA area border router (ABR) and you want the
redistribute command to import routes into the normal areas but not into
the NSSA area.

no-summary (Optional) Allows an area to be an NSSA area but not have summary routes
injected into it.
translate type7 (Optional) Translates Type 7 LSAs to type 5 LSAs.
always (Optional) Always translates LSAs.
never (Optional) Never translates LSAs.
suppress-fa (Optional) Suppresses the forwarding address in translated LSAs. The ABR
uses 0.0.0.0 as the forwarding IPv4 address.
Command Default ~ None
Command Modes
Router configuration
Command History Release | Modification
4.0(1) |This command was introduced.

Usage Guidelines

Use the area nssa command to create an NSSA area in an OSPFv3 autonomous system. We recommend that
you understand the network topology before configuring forwarding address suppression for translated LSAs.
Suboptimal routing might result because there might be better paths to reach the destination’s forwarding

address.
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This command requires the Enterprise Services license.

Examples This example shows how to configure area 1 as an NSSA area:
switch# configure terminal
switch (config)# router ospfv3 10
switch (config-router)# area 1 nssa
This example shows how to configure area 1 as an NSSA area and translate Type 7 LSAs from area
1 to Type 5 LSAs, but not place the Type 7 forwarding address into the Type 5 LSAs. (OSPFv3
places 0.0.0.0 as the forwarding address in the Type 5 LSAs.)
switch# configure terminal
switch(config)# router ospfv3 2
switch (config-router)# area 1 nssa translate type7 suppress-fa
Related Commands | Command Description

redistribute (OSPFv3) | Redistributes routes learned from one routing protocol to another routing protocol
domain.
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area range (OSPF)

To consolidate and summarize routes at an Open Shortest Path First (OSPF) area boundary, use the area
range command. To disable this function, use the no form of this command.

area area-id range ip-prefix [not-advertise] [cost cost-value]
no area area-id range ip-prefix [not-advertise] [cost cost-value]

Syntax Description

Command Default

Command Modes

area-id Identifier for the OSPF area where you want to summarize routes. Specify as either a positive
integer value or an IP address.

ip-prefix IP prefix specified as IP address/subnet mask length (A.B.C.D/LEN).

not-advertise| (Optional) Sets the address range status to DoNotAdvertise. The Type 3 summary LSA is
suppressed, and the component networks remain hidden from other networks.

cost (Optional) Specifies the cost to use during shortest path first (SPF) calculation for the
summarized route.

cost-value | Cost value. The range is from 0 to 16777215.

Disabled

Router configuration

Command History

Usage Guidelines

Examples

Release | Modification

5.2(1) | Added the cost key word.

4.0(1) | This command was introduced.

Use the area range command only with Area Border Routers (ABRs) to consolidate or summarize routes for
an area. The ABR advertises that a single summary route is advertised to other areas and condenses routing
information at area boundaries.

You can configure OSPF to summarize addresses for many different sets of address ranges by configuring
multiple area range commands.

This command requires the Enterprise Services license.

This example shows how to configure one summary route to be advertised by the ABR to other areas
for all hosts on network 192.0.2.0:

switch# configure terminal

switch (config-if)# interface ethernet 1/2

switch (config-if)# ip address 192.0.2.201 255.255.255.0
switch(config-if)# ip ospf area 201

switch (config-router)# area 0 range 192.0.2.0 255.255.0.0
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area range (OSPFv3)

To consolidate and summarize routes at an Open Shortest Path First version 3 (OSPFv3) area boundary, use
the area range command. To disable this function, use the no form of this command.

area area-id range ivp6-prefix/length [not-advertise] [cost cost-value]
no area area-id range ivp6-prefix [not-advertise] [cost cost-value]

Syntax Description area-id Identifier for the OSPF area where you want to summarize routes. Specify as either an
IP address or a number from 0 to 4294967295.

ipve-prefix/iength | IP prefix specified as IPv6 address/length (A:B::C:D/LEN). The length argument can be
from 1 to 127.

not-advertise | (Optional) Sets the address range status to DoNotAdvertise. The Type 3 summary LSA
is suppressed, and the component networks remain hidden from other networks.

cost (Optional) Specifies the cost to use during shortest path first (SPF) calculation for the
summarized route.

cost-value Cost value. The range is from 0 to 16777215.

Command Default Disabled

Command Modes )
Router configuration

Command History Release | Modification

5.2(1) | Added the cost key word.

4.0(1) | This command was introduced.

Usage Guidelines Use the arearange command only with Area Border Routers (ABRs) to consolidate or summarize routes for
an area. The ABR advertises that a single summary route is advertised to other areas and condenses routing
information at area boundaries.

You can configure OSPFv3 to summarize addresses for many different sets of address ranges by configuring
multiple area range commands.

This command requires the Enterprise Services license.

Examples This example shows how to configure one summary route to be advertised by the ABR to other areas

for all hosts on network 2001:0DBS::/32:

switch# configure terminal

switch (config)# router ospfv3 201

switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# area 0 range 2001:0DBS8::/32
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area stub (OSPF)

To define an area as an Open Shortest Path First (OSPF) stub area, use the area stub command. To remove
the area, use the no form of this command.

area area-id stub [no-summary]
no area area-id stub [no-summary]

Syntax Description | area-id Identifier for the OSPF stub area. Specify as either a positive integer value or an IP address.

no-summary | (Optional) Prevents an Area Border Router (ABR) from sending summary link advertisements
into the stub area.

Command Default None

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area stub command to configure all devices attached to the stub area. Use the area default-cost
command on an area border router (ABR) attached to the stub area. The area default-cost command provides
the metric for the summary default route generated by the ABR into the stub area.

To further reduce the number of link-state advertisements (LSAs) sent into a stub area, you can configure the
no-summary keyword on the ABR to prevent it from sending Summary LSAs (Type 3 LSAs3) into the stub
area.

This command requires the Enterprise Services license.

Examples This example shows how to create stub area 33 in OSPF 209:
switch# configure terminal

switch (config)# router ospf 201

switch (config-router)# area 33 stub

Related Commands | Command Description

area Specifies a cost for the default summary route sent into a stub area.
default-cost
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area stub (OSPFv3)

To define an area as an Open Shortest Path First version 3 (OSPFv3) stub area, use the area stub command.
To remove the area, use the no form of this command.

area area-id stub [no-summary]
no area area-id stub [no-summary]

Syntax Description | area-id Identifier for the OSPFv3 stub area. Specify as either an IP address or a number from 0 to
4294967295.

no-summary | (Optional) Prevents an Area Border Router (ABR) from sending summary link advertisements
into the stub area.

Command Default None

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area stub command to configure all devices attached to the stub area. Use the area default-cost
command on an area border router (ABR) attached to the stub area. The area default-cost command provides
the metric for the summary default route generated by the ABR into the stub area.

To further reduce the number of link-state advertisements (LSAs) sent into a stub area, you can configure the
no-summary keyword on the ABR to prevent it from sending Summary LSAs (Type 3 LSAs3) into the stub
area.

This command requires the Enterprise Services license.

Examples This example shows how to create stub area 33 in OSPFv3 209:
switch# configure terminal
switch(config)# router ospfv3 201
switch (config-router)# area 33 stub

Related Commands | Command Description

area default-cost (OSPFV3) | Specifies a cost for the default summary route sent into a stub area.
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area virtual-link (OSPF)

To define an Open Shortest Path First (OSPF) virtual link, use the area virtual-link command. To remove a
virtual link, use the no form of this command.

area area-id virtual-link router-id
no area area-id virtual-link router-id

Syntax Description

Command Default

Command Modes

area-id |Identifier for the OSPF area assigned to the transit area for the virtual link. Specify as either a
positive integer value or an IP address.

router-id | Router ID associated with the virtual link neighbor. Specify as an IP address. The router ID appears
in the show ip ospf neighbors display.

None

Router configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the area virtual-link command to establish a virtual link from a remote area to the backbone area. In
OSPF, all areas must be connected to a backbone area. If the connection to the backbone is lost, it can be
repaired by establishing a virtual link.

Use the area virtual-link command to enter the virtual link configuration mode where you can use the
following commands:

+ authentication [key-chain | message-digest | null]
« authentication-key [0 | 3] key

« dead-interval seconds

« hello-interval seconds

» message-digest-key key-id md5 key

* retransmit-interval seconds

« transmit-delay seconds

See each command for syntax and usage details.

You must configure both sides of a virtual link with the same area ID and the corresponding virtual link
neighbor router ID. To see the router ID, use the show ip ospf neighbors command in any mode.

This command requires the Enterprise Services license.

This example shows how to establish a virtual link between two devices, A, and B, with default
values for all optional parameters:

Device A:
switch# configure terminal
switch (config) # router ospf 1
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switch (config-router)# router-id 192.0.2.2
switch(config-router)# area 1 virtual-link 192.0.2.1
Device B:

switch (config# router ospf 209

switch (config-router)# router-id 192.0.2.1
switch(config-router)# area 1 virtual-link 192.0.2.2

Related Commands | Command Description

authentication (OSPF virtual link) Enables authentication for an OSPF virtual link.

authentication-key (OSPF virtual link) | Assigns a password to be used by neighboring routers that are
using the simple password authentication of OSPF.

dead-interval (OSPF virtual link) Configures the dead interval for an OSPF virtual link.
hello-interval (OSPF virtual link) Configures the hello interval for an OSPF virtual link.
message-digest-key (virtual link) Enables OSPF MD)5 authentication in an OSPF virtual link.

retransmit-interval (OSPF virtual link) | Configures the retransmit interval for an OSPF virtual link.

transmit-delay (OSPF virtual link) Configures the transmit delay for an OSPF virtual link.
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area virtual-link (O0SPFv3)

To define an Open Shortest Path First version 3 (osPFv3) virtual link, use the area virtual-link command.
To remove a virtual link, use the no form of this command.

area area-id virtual-link router-id
no area area-id virtual-link router-id

Syntax Description area-id |Identifier for the OSPFv3 area assigned to the transit area for the virtual link. Specify as either an
IP address or a number from 0 to 4294967295.

router-id | Router ID associated with the virtual link neighbor. Specify as an IP address. The router ID appears
in the show ospfv3 neighbor s display.

Command Default None

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the area virtual-link command to establish a virtual link from a remote area to the backbone area. In
OSPFv3, all areas must be connected to a backbone area. If the connection to the backbone is lost, it can be
repaired by establishing a virtual link.

Use the area virtual-link command to enter the virtual link configuration mode where you can use the
following commands:

« dead-interval seconds

« hello-interval seconds

* retransmit-interval seconds
« transmit-delay seconds

See each command for syntax and usage details.

You must configure both sides of a virtual link with the same area ID and the corresponding virtual link
neighbor router ID. To see the router ID, use the show ospfv3 neighbor s command in any mode.

This command requires the Enterprise Services license.

Examples This example shows how to establish a virtual link between two devices, A, and B, with default

values for all optional parameters:

Device A:

switch (config) # router ospfv3 1

switch (config-router)# router-id 192.0.2.2
switch(config-router)# area 1 virtual-link 192.0.2.1
Device B:

switch (config# router ospfv3 209
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switch (config-router)# router-id 192.0.2.1
switch(config-router)# area 1 virtual-link 192.0.2.2

Related Commands Command Description
dead-interval (OSPFv3virtual link) Configures the dead interval for an OSPFv3 virtual link.
hello-interval (OSPFv3 virtual link) Configures the hello interval for an OSPFv3 virtual link.

retransmit-interval (OSPFv3virtual link) | Configures the retransmit interval for an OSPFv3 virtual link.

transmit-delay (OSPFv3 virtual link) Configures the transmit delay for an OSPFv3 virtual link.
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as-format asdot

To configure the autonomous system number (ASN) notation to asdot, use the as-format asdot command.
To delete the ASN notation configuration, use the Nno form of this command.

as-format asdot
no as-format asdot

Syntax Description ~ This command has no arguments or keywords.

Command Default asplain

Command Modes
Global configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the ASN notation to asdot:

switch# configure terminal
switch(config)# as-format asdot
switch (config) #

This example shows how to delete the ASN notation configuration:

switch# configure terminal
switch(config) # no as-format asdot

Related Commands | Command Description

copy running-config startup-config | Saves the configuration change.
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authentication (GLBP)

To configure an authentication for the Gateway Load Balancing Protocol (GLBP), use the authentication
command. To disable authentication, use the no form of this command.

authentication {text string| md5 {key-string [encrypted] key|key-chain name-of-chain}}
no authentication {text string| md5 {key-string [{0]|7}] key|key-chain name-of-chain}}

Syntax Description | text string Specifies an authentication string. The range is from 1 to 255 characters.
md5 Specifies the Message Digest 5 (MDS5) authentication.
key-string key Specifies the secret key for MDS5 authentication. The range is from 1 to 255

characters. We recommend that you use at least 16 characters.

encrypted (Optional) Specifies the encrypted key.

key-chain name-of-chain | Identifies a group of authentication keys.

Command Default No authentication of GLBP messages occurs.

Command Modes
GLBP configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines To ensure interoperation, you must configure the same authentication method on all the gateways that are
members of the same GLBP group. A gateway ignores all GLBP messages that contain the wrong authentication
information.

This command does not require a license.

Examples This example shows how to configure stringxyz as the authentication string for GLBP group 10:
switch#configure terminal

switch (config) # interface ethernet 1/1

switch (config-if)# glbp 10

switch (config-glbp)# authentication text stringxyz

This example shows how to configure GLBP to use the key chain “AuthenticateGLBP” to obtain
the current live key and key ID for MD5 authentication:

switch#configure terminal

switch(config)# interface ethernetl/1

switch (config-if)# glbp 2

switch (config-glbp)# authentication md5 key-chain AuthenticateGLBP
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Related Commands

Command

Description

glbp

Creates a GLBP group and enters GLBP configuration mode.

ip
(GLBP)

Enables GLBP on an interface.

key chain

Creates a key chain.
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authentication (HSRP)

To configure authentication for the Hot Standby Router Protocol (HSRP), use the authentication command.
To disable authentication, use the no form of this command.

authentication {text string| md5 {key-chain key-chain|key-string {0|7} text [timeout seconds]}}
no authentication {text string| md5 {key-chain key-chain|key-string {0|7} text [timeout

seconds]}}
Syntax Description | text string Specifies an authentication string. The range is from 1 to 255 characters. The default
string is “cisco”.
md5 Specifies the Message Digest 5 (MDS5) authentication.

key-chain key-chain | Identifies a group of authentication keys.

key-string Specifies the secret key for MDS5 authentication.

0 Specifies a clear text string.

7 Specifies an encrypted string.

text Secret key for MD5 authentication. The range is from 1 to 255 characters. We

recommend that you use at least 16 characters.

timeout seconds | (Optional) Specifies the authentication timeout value. The range is from 0 to 32767.

Command Default Disabled

Command Modes
HSRP configuration or HSRP template mode

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the authentication text command to prevent misconfigured routers from participating in HSRP groups
that they are not intended to participate in. The authentication string is sent unencrypted in all HSRP messages.
The same authentication string must be configured on all routers in the same group to ensure interoperation.
HSRP protocol packets that do not authenticate are ignored.

A

Caution  If two routers are configured with identical HSRP IP addresses, but with different authentication strings, then
neither router will be aware of the duplication.

This command does not require a license.

Examples This example shows how to configure an authentication string for HSRP group 2:
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switch# configure terminal

switch (config) # interface ethernet 0/1
switch(config-if)# ip address 10.0.0.1 255.255.255.0
switch(config-if)# hsrp 2

switch (config-if-hsrp)# priority 110

switch (config-if-hsrp
switch (config-if-hsrp

(

(

(

switch (config-if-hsrp)# preempt
(

(

switch(config-if-hsrp

# authentication text sanjose
# ip 10.0.0.3
#

)
)
)
) # end

Related Commands

Command | Description
featurehsrp | Enable HSRP and enters HSRP configuration mode.
hsrp group | Creates an HSRP group.
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authentication (OSPF virtual link)

To specify the authentication type for an Open Shortest Path First (OSPF) virtual link, use the authentication
command. To remove the authentication type for a virtual link, use the no form of this command.

authentication [{key-chain key-name| message-digest | null}]
no ip ospf authentication

Syntax Description | key-chain key-name | (Optional) Specifies the key-chain to use. The key-name argument can be any
alphanumeric string up to 63 characters.

message-digest (Optional) Specifies to use message-digest authentication.

null (Optional) Specifies no authentication is used. Disables authentication if configured
for an area.
Command Default Defaults to password authentication if you configure authentication with none of the optional keywords.

Command Modes
OSPF virtual link configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the authentication command in virtual link configuration mode to configure the authentication method
used on the virtual link. Use the message-digest keyword to configure MD5 message digest authentication
and use the message-digest-key command to complete this authentication configuration. Use the key-chain
keyword to configure password authentication using key chains and use the key chain command to complete
this authentication configuration. Use the authentication command with no keywords to configure a password
for the virtual link, and use the authentication-key command to complete this authentication configuration.

This command requires the Enterprise Services license.

Examples This example shows how to enable message-digest authentication:
switch#configure terminal
switch (config) # router ospf 22
switch(config-router)# area 99 virtual-link 192.0.2.12
switch (config-router-vlink)# authentication message-digest
switch (config-router-vlink) # message-digest key 4 md5 0 abcd
Related Commands | Command Description

area authentication Enables authentication for an OSPF area.

authentication-key (OSPF virtual link) | Assigns a password to be used by neighboring routers that are
using the password authentication of OSPF.

key chain Creates a key chain for managing authentication keys.
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Command

Description

message-digest-key (OSPF virtual link)

Enables OSPF MDS35 authentication.
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authentication (VRRP)

To configure an authentication for the Virtual Router Redundancy Protocol (VRRP), use the authentication
command. To disable authentication, use the no form of this command.

authentication text password
no authentication

Syntax Description | text Selects to use simple text password of up to 8 alphanumeric characters.
password
Command Default No authentication

Command Modes
VRRP configuration mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure md5 authentication for VRRP:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch (config-if)# vrrp 250

switch (config-if-vrrp)# authentication text mypassword

Related Commands | Command | Description
show Displays VRRP configuration information.
vrep
clear Clears all the software counters for the specified virtual router.
vrrp
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authentication key-chain (EIGRP)

To enable authentication for the Enhanced Interior Gateway Routing Protocol (EIGRP) packets and to specify
the set of keys that can be used on an interface, use the authentication key-chain command. To prevent
authentication, use the no form of this command.

authentication key-chain name-of-chain
no authentication key-chain name-of-chain

Syntax Description

Command Default

Command Modes

name-of-chain | Group of keys that are valid.

No authentication is provided for EIGRP packets.

Router configuration
Address family configuration
Router VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(3) | This command was introduced.

Set the authentication mode using the authentication mode command in VRF configuration mode. You must
separately configure a key chain using the key-chain command to complete the authentication configuration
for an interface.

This command requires the Enterprise Services license.

This example shows how to configure the interface to accept and send any key that belongs to the
key-chain trees:

switch#configure terminal

switch (config) # router eigrp 209

switch (config-router)# vrf red

switch (config-router-vrf)# authentication key-chain trees

Related Commands

Command Description

authentication mode (EIGRP) | Sets the authentication mode for EIGRP in a VRF.

ip authentication key-chain eigrp | Enables authentication for EIGRP and specifies the set of keys that can
be used on an interface.

key-chain Creates a set of keys that can be used by an authentication method.
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authentication key-chain (IS-1S)

To enable authentication for Intermediate System-to-Intermediate System (IS-IS), use the authentication
key-chain configuration mode command. To disable such authentication, use the no form of this command.

authentication key-chain auth-key {level-1|level-2}
no authentication key-chain auth-key {level-1|level-2}

Syntax Description auth-key | Authentication key chain.

level-1 | Specifies the authentication key for level-1 link state packets (LSP), complete sequence number
packets (CSNP), and partial sequence number packets (PSNP) only.

level-2 | Specifies the authentication key for level-2 LSP, CSNP and PSNP packets only.

Command Default No key chain authentication is provided for IS-IS packets at the router level.

Command Modes )
Router configuration

VREF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines If no key chain is configured with the authentication key-chain command, no key chain authentication is
performed.

Key chain authentication could apply to clear text authentication or MDS5 authentication. The mode is determined
by the authentication mode command.

Only one authentication key chain is applied to IS-IS at one time. For example, if you configure a second
authentication key-chain command, the first authentication key chain is overridden.

You can specify authentication for an individual IS-IS interface by using the isis authentication key-chain
command.

This command requires the Enterprise Services license.

Examples This example shows how to configure IS-IS to accept and send any key belonging to the key chain

named sitel:

switch#configure terminal
switch (config)# router isis real_secure_network
switch (config-router)# authentication key-chain sitel level-1

Related Commands | Command Description

featureisis Enables IS-IS on the router.

isisauthentication key-chain | Enables authentication for an individual IS-IS interface.
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authentication key-chain (IS-IS) .

Command

Description

router isis

Enables IS-IS.
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authentication mode (EIGRP)

To specify the type of authentication used in the Enhanced Interior Gateway Routing Protocol (EIGRP)
packets, use the authentication mode command. To remove authentication, use the no form of this command.

authentication mode md5
no authentication mode md>5

Syntax Description md5| Specifies Message Digest 5 (MD5) authentication.

Command Default None

Command Modes
Router configuration

Address family configuration
VRF configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the interface to use MDS5 authentication:
switch#configure terminal

switch (config)# router eigrp 209

switch (config-router)# vrf red

switch (config-router-vrf)# authentication mode md5

Related Commands | Command Description

authentication key-chain eigrp | Enables authentication for EIGRP and specifies the set of keys that can be
used on an interface.

ip authentication mode eigrp | Configures the authentication mode for EIGRP on an interface.

key chain Creates a set of keys that can be used by an authentication method.
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authentication-check

To specify for the Intermediate System-to-Intermediate System (IS-IS) instance that authentication is performed
only on IS-IS packets being sent (not received), use the authentication-check configuration mode command.
To configure for the IS-IS instance that if authentication is configured at the router level, such authentication
be performed on packets being sent and received, use the no form of this command.

authentication-check {level-1|level-2}
no authentication-check

Syntax Description

Command Default

Command Modes

Usage Guidelines

Examples

level-1| Specifies that authentication is performed only on level-1 packets that are being sent (not received)

levd-2 | Specifies that authentication is performed only on level-2 packets that are being sent (not received).

If authentication is configured at the router level, it applies to IS-IS packets being sent and received.

Router configurationVRF configuration

Enter the authentication-check command before configuring the authentication mode and authentication key
chain. Entering the authentication-check command allows the routers to have more time for the keys to be
configured on each router if authentication is inserted only on the packets being sent, not checked on packets
being received. After you enter the authentication-check command on all communicating routers, enable the
authentication mode and key chain on each router. Then enter the no authentication-check command to
disable the command.

This command could apply to clear text authentication or Message Digest 5 (MDS5) authentication. The mode
is determined by the authentication mode command.

You can specify authentication for an individual IS-IS interface by using the isis authentication-check
{level-1| level-2} interface configuration mode command.

This command requires the Enterprise Services license.

This example shows how to configure IS-IS level-1 packets to use clear text authentication on packets
being sent (not received):

switch#configure terminal

switch (config)# router isis testl

switch(config-router)# authentication-check level-1

switch (config-router)# authentication key-chain sitel level-1
switch (config-router) #

Related Commands

Command Description

featureisis Enables IS-IS on the router.

issauthentication-check | Enables authentication on IS-IS packets being sent (not received) from a specific
interface.

router isis Enables IS-IS.
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authentication ipsec

To enable authentication of OSPFv3 packets on a per-interface basis at the Router level, use the authentication
ipsec command. To disable the authentication of OSPFv3 packets, use the no form of this command.

authentication ipsec spi spi auth [{0]3]|7}] key
no authentication ipsec spi spi

Syntax Description spi | Specifies the Security Policy Index.

spi | Value of spi. It ranges from 256 to 4294967295.

auth | Authentication algorithm. Its value can be md1 / shal / null.

key |Authentication password.

0 | Specifies that the authentication password is unencrypted.

3 Specifies that the authentication password is 3DES encrypted.

7 Specifies that the authentication password is Cisco type 7 encrypted.

Command Default The OSPFv3 packets are not authenticated by default.

Command Modes
Router configuration (config-router).

Command History Release Modification

7.3(0)D1(1) | This command was introduced.

Usage Guidelines Before running this command, ensure that you have enabled the authentication package with the featureimp
command.

Examples The following example shows how to authenticate OSPFv3 packets using md5, at the Router level

for default VRF:

switch# configure terminal

switch (config) # feature imp

switch (config) # router ospfv3 1

switch (config-router)# authentication ipsec spi 301 md5 1234

Related Commands | Command Description

area authentication ipsec | Enables authentication of the OSPFv3 packets for all interfaces under the area.

ospfv3authentication ipsec | Enables authentication of the OSPFv3 packets per interface.
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authentication-key (OSPF virtual link)

To assign a password to be used by an Open Shortest Path First (OSPF) virtual link, use the authentication-key
command. To remove a previously assigned OSPF password, use the no form of this command.

authentication-key [{0]|3}] password
no authentication-key

Syntax Description

Command Default

Command Modes

0 (Optional) Specifies an unencrypted authentication key.

3 (Optional) Specifies a 3DES encrypted authentication key.

passavord | Any continuous string of characters that can be entered from the keyboard up to 8 bytes.

Unencrypted password

OSPF virtual link configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the authentication-key command to configure the password for password authentication on an OSPF
virtual link. All devices on the same virtual link must have the same password to be able to exchange OSPF
information.

This command requires the Enterprise Services license.

This example shows how to enable the authentication key with the string yourpass:

switch#configure terminal

switch (config)# router ospf 22

switch (config-router)# area 99 virtual-link 192.0.2.12
switch (config-router-vlink)# authentication
switch(config-router-vlink)# authentication-key yourpass

Related Commands

Command Description

authentication (virtual link) | Enables authentication for an OSPF virtual link.
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authentication-type

To specify the type of authentication used in Intermediate System-to-Intermediate System (IS-IS) packets for
the IS-IS instance, use the authentication-type configuration mode command. To restore clear text
authentication, use the no form of this command.

authentication-type {cleartext | md5} [{level-1]|level-2}]
no authentication-type

Syntax Description cleartext | Specifies clear text authentication.

md5 Specifies Message Digest 5 (MD5) authentication.

level-1 | Enables the specified authentication for level-1 link state packet (LSP), complete sequence number
packet (CSNP) and partial sequence number packet (PSNP) packets only.

level-2 | Enables the specified authentication for level-2 LSP, CSNP and PSNP packets only.

Command Default No authentication is provided for IS-IS packets at the router level by use of this command.

Command Modes )
Router configuration

VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines If you do not enter the level-1 or level-2 keywords, the mode applies to both levels.

You can specify the type of authentication and the level to which it applies for a single IS-IS interface, rather
than per IS-IS instance, by using the authentication-type command.

You can specify authentication type for an individual IS-IS interface by using the isis authentication-type
{cleartext | md5} [level-1 | level-2] interface configuration mode command.

Examples This example shows how to configure the IS-IS instance that Message Digest 5 (MD5) authentication

is performed on level-1 packets:

switch#configure terminal

switch(config)# router isis TEST1

switch (config-router)# authentication-type md5 level-1
switch (config-router) #

Related Commands | Command Description

featureisis Enables IS-IS on the router.

issauthentication-type | Specifies the authentication type for an individual IS-IS interface.
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Command

Description

router isis

Enables IS-IS.
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auto-cost (OSPF)

To control how Open Shortest Path First (OSPF) calculates default metrics for an interface, use the auto-cost
command. To assign the default reference bandwidth of 40Gb/s, use the no form of this command.

auto-cost reference-bandwidth bandwidth [{Gbps|Mbps}]
no auto-cost reference-bandwidth

Syntax Description reference-bandwidth Sets the reference bandwidth used to calculate the default metrics for an
bandwidth interface. The range depends on whether you use the Gbpsor M Bpskeywords.
Gbps (Optional) Specifies the rate in Gbps (bandwidth). The range is from 1 to 4000;
the default is 40.
Mbps (Optional) Specifies the rate in Mbps (bandwidth). The range is from 1 to
4000000; the default is 40000.

Command Default 40 Gb/s. The bandwidth defaults to Gb/s if you do not specify the Gpbs or Mbpskeyword .

Command Modes
Router configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the auto-cost command to set the reference bandwidth used by the OSPF cost-metric calculation.
The value set by the ip ospf cost command overrides the cost that results from the auto-cost command.

This command requires the Enterprise Services license.

Examples This example shows how to set the reference bandwidth for all local interfaces in an OSPF instance:
switch#configure terminal

switch (config)# router ospf 201

switch (config-router)# auto-cost reference-bandwidth 10

Related Commands | Command |Description

ip ospf Explicitly specifies the cost of sending a packet on an interface.
cost
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auto-cost (OSPFv3)

To control how Open Shortest Path First version 3 (OSPFv3) calculates default metrics for an interface, use
the auto-cost command. To assign the default reference bandwidth of 40Gb/s, use the No form of this command.

auto-cost reference-bandwidth bandwidth [{Gbps|Mbps}]
no auto-cost reference-bandwidth

Syntax Description reference-bandwidth Sets the reference bandwidth used to calculate the default metrics for an
bandwidth interface. The range depends on whether you use the Gbpsor M Bpskeywords.
Gbps (Optional) Specifies the rate in Gbps (bandwidth). The range is from 1 to 4000;
the default is 40.
Mbps (Optional) Specifies the rate in Mbps (bandwidth). The range is from 1 to
4000000; the default is 40000.

Command Default 40 Gb/s. The bandwidth defaults to Gb/s if you do not specify the Gpbs or Mbpskeyword .

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the auto-cost command to set the reference bandwidth used by the OSPFv3 cost-metric calculation.
The value set by the ipv6 ospfv3 cost command overrides the cost that results from the auto-cost command.

This command requires the Enterprise Services license.

Examples This example shows how to set the reference bandwidth for all local interfaces in an OSPFv3 instance:
switch#configure terminal
switch (config)# router ospfv3 201
switch (config-router)# auto-cost reference-bandwidth 10

Related Commands | Command Description

ipv6 ospfv3 Explicitly specifies the cost of sending a packet on an interface.
cost
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autonomous-system

To configure the autonomous system number for an Enhanced Interior Gateway Routing Protocol (EIGRP)
address family, use the autonomous-system command. To revert to default, use the no form of this command.

autonomous-system as-number
no autonomous-system as-number

Syntax Description as-number | Autonomous system number. The range is from 1 to 65535.

Command Default None

Command Modes
Address family configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines Use the autonomous-system command to set a common AS number for all EIGRP instances in an address
family.

This command requires the Enterprise Services license.

Examples This example shows how to set an AS number for EIGRP for IPv6 unicast:
switch#configure terminal
switch(config)# router eigrp 201
switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# autonomous-system 64496
Related Commands | Command Description

address-family (EIGRP) | Enters the address family configuration mode for EIGRP.
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* bestpath, on page 68
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B Commands |

To change the default bestpath selection algorithm, use the bestpath router bgp configuration mode command.

To return the BGP routing

process to the default operation, use the no form of this command.

bestpath {always-compare-med | as-path multipath-relax | compare-routerid | cost-community ignore
| med {confed | missing-as-wor st | non-deterministic}}

no bestpath {always-compare-med | as-path multipath-relax | compare-routerid | cost-community
ignore| med {confed | missing-as-wor st | non-deterministic} }

Syntax Description always-compare-med

Compares the multi-exit discriminator MED on paths from different autonomous
systems.

as-path multipath-relax

Allows load sharing across providers with different (but equal- length) autonomous
system paths. Without this option, the AS paths must be identical for load sharing.

compare-routerid

Compares the router IDs for identical eBGP paths.

cost-community ignore

Ignores the cost community for BGP best-path calculations. For more information
on the BGP cost community, see the “Configuring MLPS Layer 3 VPN Load
Balancing” chapter of the Cisco Nexus 7000 Series NX-OS MPLS Configuration
Guide.

med confed

Forces bestpath to do a MED comparison only between paths originated within a
confederation.

med missing-as-wor st

Treats a missing MED as the highest MED.

med non-deter ministic

Does not always pick the best MED path from among the paths from the same
autonomous system.

None

Command Modes
Router BGP configuration

Neighbor configuration
VREF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines You must ensure that BGP

is enabled prior to entering this command for this command to be supported. You

can enter the feature bgp global configuration mode command to enable BGP.

To enable the comparison of the MED for paths from neighbors in different autonomous systems, use the bgp
always-compare-med command.

This command requires the Enterprise Services license.
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Examples This example shows how to change the default bestpath selection algorithm to compare the MED
on paths from different AS:

switch# configure terminal
switch (config)# router bgp 64496
switch (config-router)# bestpath always-compare-med

Related Commands | Command |Description

feature Enables BGP globally.
bgp
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» capability additional-paths, on page 73

* clear bgp, on page 74

* clear bgp dampening, on page 75

* clear bgp flap-statistics, on page 76

» clear bgp policy statistics aggregate-address, on page 77
* clear bgp policy statistics dampening, on page 78
» clear bgp policy statistics neighbor, on page 79

» clear bgp policy statistics redistribute, on page 80
* clear forwarding route, on page 82

* clear forwarding inconsistency, on page 83

* clear hardware ip verify, on page 84

* clear hardware ip verify address, on page 85

» clear hardware ip verify length, on page 87

* clear hardware proxy layer-3 counters, on page 89
» clear ip adjacency statistics, on page 90

* clear ip arp, on page 91

* clear ip bgp, on page 92

* clear ip bgp dampening, on page 93

» clear bgp flap-statistics, on page 94

* clear ip eigrp accounting, on page 95

» clear ip eigrp neighbors, on page 96

* clear ip eigrp policy statistics redistribute, on page 98
* clear ip eigrp redistribution, on page 100

* clear ip eigrp traffic, on page 101

» clear ip interface statistics, on page 102

* clear ip mbgp, on page 103

* clear ip mbgp dampening, on page 104

* clear ip mbgp flap-statistics, on page 105

» clear ip ospf neighbor, on page 106

» clear ip ospf policy statistics, on page 108

» clear ip ospf redistribution, on page 110

» clear ip ospf statistics, on page 111

* clear ip ospf traffic, on page 112
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* clear ip rip policy statistics redistribute, on page 113
» clear ip rip statistics, on page 115

* clear ip route, on page 116

* clear ip traffic, on page 117

* clear ip weep, on page 118

» clear ipv6 adjacency statistics, on page 119

* clear ipv6 eigrp accounting, on page 120

» clear ipv6 eigrp neighbors, on page 121

* clear ipv6 eigrp route-map statistics redistribute, on page 123
» clear ipv6 eigrp redistribution, on page 125

* clear ipv6 eigrp traffic, on page 126

* clear ipv6 icmp interface statistics, on page 127

* clear ipv6 nd interface statistics, on page 128

* clear ipv6 neighbor, on page 129

* clear ipv6 route, on page 130

* clear ipv6 traffic, on page 131

« clear isis adjacency, on page 132

» clear isis ip route-map statistics redistribute, on page 133
» clear isis redistribution, on page 135

» clear isis route-map statistics distribute, on page 136
* clear isis statistics, on page 137

* clear isis traffic, on page 138

* clear ospfv3 neighbor, on page 139

* clear ospfv3 policy statistics, on page 141

« clear ospfv3 statistics, on page 143

* clear ospfv3 traffic, on page 144

» clear route-map pbr-statistics, on page 145

* clear sockets statistics, on page 146

* clear vrrp, on page 147

* confederation, on page 148
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capability additional-paths

To configure BGP to advertise the capability of sending and receiving additional paths to and from the BGP
peers, use the capability additional-paths command. To disable the capability additional-path, use the no
form of this command.

capability additional-paths {receive|send} [disable]

Syntax Description

Command Default

Command Modes

receive | Advertises the capability to receive additional paths from the BGP peer.

send | Advertises the capability to send additional paths to the BGP peer.

disable| (Optional) Disables the advertising capability of sending additional paths.

None

neighbor address-family configuration mode

Command History

Usage Guidelines

Examples

Release | Modification

6.1(1) | This command was introduced.

This command requires the Enterprise Services license.

This example shows how to configure BGP to advertise the capability to send and receive additional
paths to the BGP peer:

switch# configure terminal

switch (config)# router bgp 100

switch (config-router)# neighbor 10.131.31.2 remote-as 100

switch (config-router-neighbor)# address-family ipv4 unicast
config-router-neighbor-af)# capability additional-path send
config-router-neighbor-af) #

config-router-neighbor-af) # capability additional-paths receive
config-router-neighbor-af) #

switch
switch
switch
switch
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clear bgp

C Commands |

To clear Border Gateway Protocol (BGP) routes from the BGP table, use the clear bgp command.

clear bgp {{ipv4|ipv6} {unicast|multicast}|all} {neighbor |*as-number | peer-template nameprefix}

[vrf vrf-name]

Syntax Description

ipv4 (Optional) Clears the BGP information for the IPv4 address family.

ipv6 (Optional) Clears the BGP information for the IPv6 address family.
unicast Clears BGP information for the unicast address family.

multicast Clears BGP information for the multicast address family.

all (Optional) Clears the BGP information for all address families.

neighbor Network address. The format is A.B.C.D for IPv4 and A:B::C:D for IPv6.
as-number Autonomous system number. The range is from 1 to 65535.

peer-template name

Specifies a BGP peer template. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

prefix A prefix from the selected address family. The format is A.B.C.D/length for IPv4 and
A:B::C:D/length for IPvo6.
vrf vrf-name (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all
VREF instances. The VRF name can be any case-sensitive, alphanumeric string up to
63 characters.
Command Default ~ None
Command Modes
Any
Command History Release | Modification
4.0(1) |This command was introduced.
4.0(3) |Added support for IPv6 prefixes.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear all BGP entries:

switch# clear bgp all *
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clear bgp dampening

To clear Border Gateway Protocol (BGP) route flap dampening information, use the clear bgp dampening

command.

clear bgp {{ipv4|ipv6} {unicast|multicast} |all} dampening [{neighborprefix}] [vrf vrf-name]

Syntax Description

Command Default

Command Modes

ipv4 (Optional) Clears BGP information for IPv4 address family.

ipv6 (Optional) Clears BGP information for IPv6 address family.

unicast Clears BGP information for unicast address family.

multicast | Clears BGP information for multicast address family.

all (Optional) Clears BGP information for all address families.

neighbor | Neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.
None

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command requires the Enterprise Services license.

This example shows how to clear BGP route flap dampening information:

switch# clear bgp all dampening
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clear bgp flap-statistics

To clear Border Gateway Protocol (BGP) route flap statistics, use the clear bgp flap-statistics command.

clear bgp flap-statistics [{neighborprefix}] [vrf vrf-name]

Syntax Description neighbor | A neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix A prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear BGP route flap statistics:

switch# clear bgp flap-statistics
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clear bgp policy statistics aggregate-address

To clear policy statistics for the Border Gateway Protocol (BGP) topology table, use the clear bgp policy
statistics aggr egate addr ess command.

clear bgp policy statistics aggregate address prefix {advertise-map | suppress-map}

Syntax Description prefix Summary address. The format is x.x.x.x or x.x.x.x / length. The length range is from 1 to
32.

advertise-map | Clears policy statistics for the advertise policy

suppress-map | Clears policy statistics for the suppress policy.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear policy statistics for an aggregate address:

switch# clear bgp policy statistics aggregate-address 192.0.2.0/8

Related Commands | Command Description

show bgp policy statistics| Displays policy statistics for bgp.
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clear bgp policy statistics dampening

Syntax Description

Command Default

Command Modes

To clear policy statistics for the Border Gateway Protocol (BGP) dampening, use the clear bgp policy statistics
dampening command.

clear bgp policy statistics dampening
This command has no keywords or arguments.

None

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command requires the Enterprise Services license.

This example shows how to clear policy statistics for dampening:

switch# clear bgp policy statistics dampening

Related Commands

Command Description

show bgp policy statistics | Displays policy statistics for BGP.
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clear bgp policy statistics neighbor

To clear policy statistics for the Border Gateway Protocol (BGP) neighbor, use the clear bgp policy statistics
neighbor command.

clear bgp policy statistics neighbor prefix [{default-originate| {filter-list | prefix-list | route-map}

{infout}}]

Syntax Description | prefix Neighbor address. The format is x.x.X.X.
default-originate | (Optional) Clears policy statistics for the default originate policy.
filter-list Clears policy statistics for the neighbor filter list.
prefix-list Clears policy statistics for the neighbor prefix list.
route-map Clears policy statistics for the neighbor route map.
in (Optional) Clears inbound policy statistics.
out (Optional) Clears outbound policy statistics.

Command Default None

Command Modes

Any
Command History Release | Modification
4.0(1) | This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear policy statistics for an aggregate address:

switch# clear bgp policy statistics neighbor 192.0.2.1 filter-list in

Related Commands

Command

Description

show bgp policy statistics

Displays policy statistics for BGP.
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C Commands |

clear bgp policy statistics redistribute

To clear policy

statistics for the Border Gateway Protocol (BGP) topology table, use the clear bgp policy

statistics command.

clear bgp policy statistics redistribute {direct|eigrp id|isis id|ospf id|rip id|static} [vrf

{vrf-name| *}]

Syntax Description

Command Default

Command Modes

direct Clears policy statistics for directly connected routes only.

eigrp Clears policy statistics for EIGRP.

isis Clears policy statistics for the Intermediate-System to Intermediate-System (IS-IS) routing
protocol.

ospf Clears policy statistics for the Open Shortest Path First (OSPF) protocol.

rip Clears policy statistics for the Routing Information Protocol (RIP).

static Clears policy statistics for IP static routes.

id For the eigrp keyword, an EIGRP instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS
stores it internally as a string.

For the isiskeyword, an IS-IS instance name from which routes are to be redistributed. The
value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores
it internally as a string.

For the ospf keyword, an OSPF instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS
stores it internally as a string.

vrf Specifies a particular virtual routing and forwarding (VRF) instance. The VRF name is an

vrf-name|* alphanumeric string of up to 32 characters.

None
Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command requires the Enterprise Services license.

This example shows how to clear policy statistics for RIP:

switch# clear

bgp policy statistics redistribute rip 201
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clear bgp policy statistics redistribute .

Related Commands

Command

Description

show bgp policy statistics

Displays BGP policy statistics.
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C Commands |

clear forwarding route

To clear forwarding information, use the clear forwarding route command.

clear forwarding {ip|ipv4|ipv6} route [{*prefix}] [vrf vrf-name]

Syntax Description ip Clears an IPv4 route.
ipv4 Clears an IPv4 route.
ipv6 Clears an IPv6 route.
* Clears all routes.
prefix IPv4 or IPv6 prefix. The IPv4 format is x.x.x.x/length. The IPv6 format is A:B::C:D/length.
vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.
Command Default ~ None
Command Modes
Any
Command History Release | Modification
4.0(3) | This command was introduced.

Usage Guidelines

Examples

This command does not require a license.

This example shows how to clears a route from the FIB:

switch# clear forwarding ip 10.0.0.1/8
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clear forwarding inconsistency

To clear the Layer 3 inconsistency checker for the Forwarding Information Base (FIB), use the clear
forwar ding inconsistency command.

clear forwarding inconsistency [{ip|ipv4|ipv6}] [unicast] [vrf vrf-name] [module {dlot|all}]

Syntax Description

Command Default

Command Modes

ip (Optional) Specifies the inconsistency check for IPv4 routes.
ipv4 (Optional) Specifies the inconsistency check for IPv4 routes.
ipv6 (Optional) Specifies the inconsistency check for IPv6 routes.
unicast (Optional) Specifies the inconsistency check for unicast routes.
vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.
module (Optional) Specifies the inconsistency check for one or more modules.
slot Module number. The range depends on the platform.
all (Optional) Specifies the inconsistency check for all modules.
None
Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

4.2(1) | Added support for ipv6 keyword.

This command does not require a license.

This example shows how to clear the Layer 3 inconsistency checker for all modules:

switch# clear forwarding inconsistency module all

Related Commands

Command

Description

show forwar ding inconsistency

Displays information about the FIB inconsistencies.

test forwarding inconsistency

Triggers the forwarding inconsistency checker.
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clear hardware ip verify

To clear IP packet verification, use the clear har dwareip verify command. To disable IP packet verification,
use the noform of this command.

clear hardware ip verify {checksum | fragment | protocol | tcp tiny-frag|version}

Syntax Description | checksum | Drops IPv4 or IPv6 packets if the checksum is invalid.

fragment | Drops IPv4 or IPv6 packets if the packet fragment has a nonzero offset and the DF bit is active.

protocol Drops IPv4 or IPv6 packets if the packet fragment has an invalid IP protocol number.

tcp Drops IPv4 packets if the IP fragment offset is 1, or if the IP fragment offset is 0 and the IP
tiny-frag | payload length is less than 16.

version Drops IPv4 packets if the EtherType is not set to 4 (IPv4).

Command Default None

Command Modes
Global configuration

Command History Release | Modification

4.1(3) |This command was introduced.

4.2(2) |Added protocol keyword.

Usage Guidelines Use the clear hardwareip verify command to clear packet verification tests on IPv4 and IPv6 packets based
on checksum or fragments.

This command does not require a license.

Examples This example shows how to clear fragmented IPv4 or IPv6 packet tests:
switch# configure terminal
switch (config) # clear hardware ip verify fragment
Related Commands | Command Description
hardwareip verify address Configures IPv4 and IPv6 packet verification checks based on
addresses.
hardwareip verify length Configures IPv4 packet verification checks based on length.
hardwareipvé verify Configures IPv6 packet verification.

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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clear hardware ip verify address .

clear hardware ip verify address

To clear packet verification tests on IP addresses, use the clear hardwareip verify address command. To
disable packet verification tests, use the noform of this command.

clear hardware ip verify address {destination zero|identical | reserved | source {broadcast |

Syntax Description

Command Default

Command Modes

multicast}}
destination zero | Drops IP packets if the destination IPv4 address is 0.0.0.0 or if the IPv6 address is ::.
identical Drops IP packets if the source IPv4 or IPv6 address is identical to the destination IPv4 or
IPv6 address.
reserved Drops IP packets if the IPv4 address is in the 127.x.x.x range or if the [Pv6 address is in
the ::1 range.
source Drops IP packets based on the IP source address.
broadcast Drops IP packets if the IP source address is 255.255.255.255.
multicast Drops IP packets if the IPv4 source address is in the 224.x.x.x range or if the IPv6 source
address is in the FF00::/8 range.
None

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) |This command was introduced.

Use the clear hardwareip verify address command to clear packet verification tests on IPv4 and IPv6
packets based on addresses.

This command does not require a license.

This example shows how to clear broadcast IPv4 packet tests:

switch# configure terminal
switch (config) # clear hardware ip verify address # source broadcast

Related Commands

Command Description

hardwareip verify Configures IPv4 and IPv6 packet verification checks based on
checksum or fragments.

hardwareip verify length Configures IPv4 packet verification checks based on length.
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. clear hardware ip verify address

Command Description

hardwareipv6 verify Configures IPv6 packet verification.

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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clear hardware ip verify length

To clear IPv4 packet verification tests based on packet length, use the clear hardwareip verify length
command. To disable the tests, use the noform of this command.

clear hardware ip verify length {consistent | maximum {max-frag|max-tcp | udp} | minimum}

Syntax Description

Command Default

Command Modes

consistent

Drops IPv4 packets where the Ethernet frame size is greater than or equal to the IP packet length
plus the Ethernet header.

maximum

Specifies the maximum fragment offset.

max-frag

Specifies drops to IP packets if the maximum fragment offset is greater than 65536.

max-tcp

Specifies drops to IP packets if the TCP length is greater than the IP payload length.

udp

Specifies drops to IP packets if the IP payload length is less than the UDP packet length.

minimum

Drops IP packets if the Ethernet frame length is less than the IP packet length plus four octets
(the CRC length).

None

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) | This command was introduced.

Use the clear hardwareip verify length command to clear packet verification tests on IPv4 and IPv6 packets
based on packet length.

This command does not require a license.

This example shows how to clear minimum-length IPv4 packet tests:

switch# configure terminal
switch(config)# clear hardware ip verify length minimum

Related Commands

Command Description

hardwareip verify Configures IPv4 packet verification checks based on checksum or
fragments.

hardwareip verify address Configures IPv4 and IPv6 packet verification checks based on
addresses.

hardwareipve verify Configures IPv6 packet verification.
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. clear hardware ip verify length

Command Description

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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clear hardware proxy layer-3 counters

To clear proxylayer 3 counters information, use the clear hardware proxy layer-3 counters command.

clear hardware proxy layer-3 counters

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command Modes
EXEC

Command History Release | Modification

5.1(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear brief proxy layer 3 counters information:

switch# clear hardware proxy layer-3 counters
switch#

Related Commands | Command Description

show hardwar e proxy layer-3detail | Displays detail information on the proxylayer 3 functionality.
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clear ip adjacency statistics

Syntax Description

Command Default

Command Modes

To clear adjacency statistics, use the clear ip adjacency statistics command.

clear ip adjacency statistics

This command has no keywords or arguments.

None

Any command mode

Command History

Usage Guidelines

Examples

Release

Modification

4.0(1)

This command was introduced.

This command does not require a license.

This example shows how to clear the adjacency statistics:

switch# clear ip adjacency statistics

Related Commands

Command Description

show ip adjacency | Displays adjacency information.
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clear ip arp

To clear the Address Resolution Protocol (ARP) information, use the clear ip arp command.

clear ip arp .

clear ip arp [{ip-addrinterface}] [{force-delete| statistics}] [vrf vrf-name]

Syntax Description

Command Default

Command Modes

ip-addr (Optional) IPv4 source address. The format is x.x.x.x.
interface | (Optional) Interface. Use ? to determine the supported interface types.
force-delete| (Optional) Clears the entries from the ARP table without a refresh.
statistics | (Optional) Clears ARP statistics.
vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.
None

Any command mode

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

5.0(2) |Added force-delete keyword.

This command does not require a license.

This example shows how to clear the ARP table:

switch# clear ip arp

Related Commands

Command

Description

showiparp

Displays information about ARP.
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clear ip bgp

To clear Border Gateway Protocol (BGP) routes from the BGP table, use the clear ip bgp command.

clear ip bgp [ipv4 {unicast|multicast}] {neighbor | *as-number | peer-template nameprefix} [vrf

vrf-name]
Syntax Description | ipv4 (Optional) Clears BGP information for the IPv4 address family.
unicast Clears BGP information for the unicast address family.
multicast Clears BGP information for the multicast address family.
neighbor Network address. The format is A.B.C.D for IPv4 and A:B::C:D for IPv6.
as-number Autonomous system number. The range is from 1 to 65535.

peer-templatename | Specifies a BGP peer template. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4 and
A:B::C:D/length for IPvo6.

vrf vrf-name (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all
VREF instances. The VRF name can be any case-sensitive, alphanumeric string up to
63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear all BGP entries for the IPv4 address family:

switch# clear ip bgp *
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clear ip bgp dampening

To clear Border Gateway Protocol (BGP) route flap dampening information, use the clear ip bgp dampening
command.

clear ip bgp ipv4 {unicast | multicast} dampening [{neighbor | prefix}] [vrf vrf-name]

Syntax Description ipv4 (Optional) Clears BGP information for the IPv4 address family.

unicast Clears BGP information for the unicast address family.

multicast | Clears BGP information for the multicast address family.

neighbor | Neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear BGP route flap dampening information:

switch# clear ip bgp dampening
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clear bgp flap-statistics

To clear Border Gateway Protocol (BGP) route flap statistics, use the clear bgp flap-statistics command.

clear bgp flap-statistics [{neighborprefix}] [vrf vrf-name]

Syntax Description neighbor | A neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix A prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear BGP route flap statistics:

switch# clear bgp flap-statistics
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clear ip eigrp accounting

To clear the prefix accounting information for the Enhanced Interior Gateway Routing Protocol (EIGRP)
processes, use the clear ip eigrp accounting command.

clear ip eigrp [instance-tag] accounting [vrf {vrf-name|*}]

Syntax Description | instance-tag | (Optional) Instance tag. This option is available when a virtual routing and forwarding (VRF)
instance is not specified. The instance tag can be any case-sensitive, alphanumeric string up
to 63 characters.

vrf (Optional) Specifies the name of the virtual routing and forwarding (VRF) instance. The
vrf-name | vrf-name argument can be specified as any case-insensitive alphanumeric string up to 32
characters. The strings “default” and “all” are reserved VRF names.

vrf * (Optional) Specifies all VRF instances.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(3) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear the EIGRP accounting information:

switch# clear ip eigrp accounting
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C Commands |

clear ip eigrp neighbors

To remove and reestablish the Enhanced Interior Gateway Routing Protocol (EIGRP) neighbor entries from
the appropriate table, use the clear ip eigrp neighbors command in EXEC mode.

clear ip egrp [instance-tag] neighbors [{*ip-address|interface-type interface-instance}] [soft] [vrf

{vrf-name| *}]

Syntax Description

Command Default

Command Modes

instance-tag (Optional) Instance identifier. The instance-tag can be any case-sensitive, alphanumeric
string up to 63 characters.

* (Optional) Clears all neighbors.

ip-address (Optional) Address of the neighbor.

interface-type (Optional) Interface type. For more information, use the question mark (?) CLI help

function.

interface-instance

(Optional) Either a physical interface instance or a virtual interface instance.

Specifying these arguments removes the specified interface type from the neighbor table
that all entries learned via this interface.

For more information about the interface syntax, use the question mark (?) online help
function.

soft

(Optional) Specifies soft reset for the neighbors.

vrf vrf-name | *

(Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
instances. The VRF name is an alphanumeric string of up to 32 characters.

When no autonomous system number, interface, or VRF instance is specified, all EIGRP neighbor entries are
cleared from the table.

Any

Command History Release | Modification
4.0(1) | This command was introduced.
4.0(3) |Added * and soft keywords.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear all EIGRP entries for neighbors on Ethernet interface 2/1:

switch# clear ip eigrp vrf * neighbors ethernet 2/1
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clear ip eigrp neighbors .

Related Commands

Command

Description

show ip eigrp interfaces

Displays information about interfaces configured for EIGRP.

show ip eigrp neighbors

Displays the neighbors discovered by EIGRP.
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C Commands |

clear ip eigrp policy statistics redistribute

To clear policy statistics for routes redistributed into show ip rip policy statistics redistribute Enhanced Interior
Gateway Routing Protocol (EIGRP) topology table, use the clear ip eigrp policy statistics redistribute

command.

clear ip eigrp policy statistics redistribute {bgp id|direct|eigrp id|isis id|ospf id|rip id|
static} [vrf {vrf-name|*}]

Syntax Description

Command Default

Command Modes

bgp Clears policy statistics for the Border Gateway Protocol (BGP).

direct Clears policy statistics for directly connected routes only.

eigrp Clears policy statistics for EIGRP.

isis Clears policy statistics for the Intermediate-System to Intermediate-System (IS-IS) routing
protocol.

ospf Clears policy statistics for the Open Shortest Path First (OSPF) protocol.

rip Clears policy statistics for the Routing Information Protocol (RIP).

static Clears policy statistics for IP static routes.

id For the bgp keyword, an autonomous system number. The range for 2-byte numbers is from
1 to 65535. The range for 4-byte numbers is from 1.0 to 65535.65535.
For the eigrp keyword, an EIGRP instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS
stores it internally as a string.
For the isiskeyword, an IS-IS instance name from which routes are to be redistributed. The
value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores
it internally as a string.
For the ospf keyword, an OSPF instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS
stores it internally as a string.

vrf (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF

vrf-namel* name is an alphanumeric string of up to 32 characters.

None
Any

Command History

Release | Modification

4.0(1) | This command was introduced.

4.0(3) | This command was removed and replaced by the clear ip eigrp route-map statistics command.
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clear ip eigrp policy statistics redistribute .

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear policy statistics for RIP:

switch# clear ip eigrp policy statistics redistribute rip 201

Related Commands | Command Description

show ip eigrp policy statistics| Displays policy statistics for EIGRP.
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clear ip eigrp redistribution

To clear redistribution information for Enhanced Interior Gateway Routing Protocol (EIGRP), use the clear
ip eigrp redistribution command.

clear ip eigrp redistribution [vrf {vrf-name|*}]

Syntax Description | vrf vrf-name | (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF
[* name is an alphanumeric string of up to 32 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear redistribution information:

switch# clear ip eigrp redistribution

Related Commands Command |Description

feature Enables the EIGRP feature.
eigrp
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clear ip eigrp traffic

To clear the Enhanced Interior Gateway Routing Protocol (EIGRP) traffic statistics, use the clear ip eigrp
traffic command.

clear ip eigrp [instance-tag] traffic [vrf {vrf-name|*}]

Syntax Description

instance-tag

(Optional) Instance of EIGRP. The instance tag can be any case-sensitive, alphanumeric string
up to 63 characters.

vrf (Optional) Specifies the name of the virtual routing and forwarding (VRF) instance. The

vrf-name | vrf-name argument can be specified as any case-insensitive alphanumeric string up to 32
characters. The strings “default” and “all” are reserved VRF names.

vrf * (Optional) Specifies all VRF instances.

Command Default

Command Modes

This command clears information for the default VRF if no VRF is specified.

Any

Command History

Release | Modification

4.0(3) | This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear the EIGRP traffic statistics:

switch# clear ip eigrp traffic

Cisco Nexus 7000 Series Unicast Routing Command Reference .



. clear ip interface statistics

clear ip interface statistics

Syntax Description

Command Default

Command Modes

To clear IP interface statistics, use the clear ip interface statistics command.

clear ip interface satistics
This command has no keywords or arguments.

None

Any command mode

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command does not require a license.

This example shows how to clear the IP interface statistics:

switch# clear ip interface statistics

Related Commands

Command Description
show ip Displays IP interface information.
interface
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clear ip mbgp

To clear Multiprotocol Border Gateway Protocol (MBGP) routes from the BGP table, use the clear ip mbgp
command.

clear ip mbgp {neighbor | *as-number | peer-template nameprefix} [vrf vrf-name]

Syntax Description neighbor Network address. The format is A.B.C.D for IPv4.

as-number Autonomous system number. The range is from 1 to 65535.

peer-templatename | Specifies a BGP peer template. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf vrf-name (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all
VREF instances. The VRF name can be any case-sensitive, alphanumeric string up to
63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear all MBGP entries for the [Pv4 address family:

switch# clear ip mbgp *
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clear ip mbgp dampening

To clear Multiprotocol Border Gateway Protocol (MBGP) route flap dampening information, use the clear
ip mbgp dampening command.

clear ip mbgp dampening {neighborprefix} [vrf vrf-name]

Syntax Description | neighbor | Neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear MBGP route flap dampening information:

switch# clear ip mbgp dampening
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clear ip mbhgp flap-statistics

To clear Multiprotocol Border Gateway Protocol (MBGP) route flap statistics, use the clear ip mbgp
flap-statistics command.

clear ip mbgp flap-statistics {neighborprefix} [vrf vrf-name]

Syntax Description | neighbor | Neighbor from the selected address family. The format is A.B.C.D for IPv4.

prefix Prefix from the selected address family. The format is A.B.C.D/length for IPv4.

vrf (Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
vrf-name  |instances. The VRF name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear MBGP route flap statistics:

switch# clear ip mbgp flap-statistics
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C Commands |

clear ip ospf neighbor

To clear neighbor statistics and reset adjacencies for Open Shortest Path First (OSPF), use the clear ip ospf
neighbor command.

clear ip ospf [instance-tag] neighbor {*neighbor-id |interface-type number | loopback number |
port-channel number} [vrf vrf-name]

Syntax Description

instance-tag (Optional) Instance tag. Specify as an alphanumeric string of up to 20 characters.

*

Clears all neighbors.

neighbor-id Neighbor ID (as an IP address) of the neighbor to clear.

interface-type number | Interface from which to clear all neighbors.

loopback number Clears all neighbors on a loopback interface.

port-channel number | Clears all neighbors on a port-channel interface.

vrf vrf-name (Optional) Specifies the name of the OSPF virtual routing and forwarding instance

(VRF). The vrf-name argument can be any alphanumeric string of up to 32 characters,
except “default” and “all”.

Command Default None
Command Modes
Any
Command History Release | Modification
4.0(1) | This command was introduced.

Usage Guidelines

Examples

Use the clear ip ospf neighbor command to clear neighbor information from the show ip ospf neighbor
command. Use the instance-tag argument to clear the neighbor details from one OSPF instance. If you do not
use the instance-tag argument, Cisco NX-OS clears the neighbor details from all OSPF instances. Use the
show ip ospf neighbor command to find the neighbor ID.

This command requires the Enterprise Services license.

This example shows how to clear all OSPF neighbor details for neighbor 192.0.2.1 for instance tag

201:

switch# clear ip ospf 201 neighbor 192.0.2.1

This example shows how to clear all OSPF neighbor details for all OSPF instances:

switch# clear ip ospf neighbor *
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clear ip ospf neighbor .

This example shows how to clear all OSPF neighbor details for all neighbors on Ethernet interface
1/2 for OSPF instance 202:

switch# clear ip ospf 202 neighbor ethernet 1/2

Related Commands

Command

Description

show ip ospf neighbor

Displays details for OSPF neighbors including the neighbor ID.
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clear ip ospf policy statistics
To clear policy statistics for Open Shortest Path First (OSPF), use the clear ip ospf policy statistics command.

clear ip ospf [instance-tag] policy statistics {area area-id filter-list {in|out} |redistribute {bgp
autonomous-system | direct | eigrp id|isis id|ospf id|rip id|static}} [vrf vrf-name]

Syntax Description instance-tag (Optional) Instance tag. Specify as an alphanumeric string of up to 20 characters.
area Clears policy statistics for an area.
area-id Area ID as an integer or IP address.
filter-list Specifies the policy statistics for filtered prefixes between OSPF areas.
in Filters prefixes sent into this OSPF area.
out Filters prefixes sent from this OSPF area.
redistribution Clears OSPF route redistribution statistics.

bgp autonomous-system | Specifies the autonomous system number for the Border Gateway Protocol. Specify
the autonomous system number asX.y, where the range is from 1 to 65535 for both
x and Y, or as a single integer, where the range is from 1 to 65535.

direct Specifies directly connected routes.

eigrp id Specifies the autonomous system number for the Enhanced Interior Gateway
Protocol. Specify the id argument as any case-sensitive, alphanumeric string.

isisid Specifies the Intermediate System to Intermediate System instance. Specify the id
argument as any case-sensitive, alphanumeric string.

ospf id Specifies the Open Shortest Path First version 2 instance. Specify the id argument
as any case-sensitive, alphanumeric string.

ripid Specifies the Routing Information Protocol instance. Specify the id argument as
any case-sensitive, alphanumeric string.

static Specifies static routes.

vrf vrf-name (Optional) Specifies the name of the OSPF virtual routing and forwarding instance
(VRF). The vrf-name argument can be any alphanumeric string of up to 32
characters, except “default” and “all”.

Command Default None

Command Modes
Any
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Command History

Usage Guidelines

Examples

Release

Modification

4.0(1)

This command was introduced.

Use the clear ip ospf statistics command to learn the policy statistics shown in the show ip ospf policy
statistics command. Use the instance-tag argument to clear the policy statistics from one OSPF instance. If
you do not specify the instance tag.

Cisco NX-OS clears the policy statistics from all OSPF instances. Use the show ip ospf policy statistics
command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

This example shows how to clear all OSPF policy statistics for area 99 inbound filtered routes for
OSPF 201:

switch# clear ip ospf 201 policy statistics area 99 filter-list in

This example shows how to clear all OSPF policy statistics for all BGP redistributed routes for OSPF

202:

switch# clear ip ospf 202 policy statistics redistribute bgp

Related Commands

Command Description

show ip ospf policy statistics | Displays details for OSPF policies.
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clear ip ospf redistribution

To clear redistribution information for Open Shortest Path First (OSPF), use the clear ip ospf redistribution
command.

clear ip ospf redistribution [vrf {vrf-name|*}]

Syntax Description | vrf (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF
vrf-namel* name is an alphanumeric string of up to 32 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear redistribution information:

switch# clear ip ospf redistribution

Related Commands | Command |Description

feature Enables the OSPF feature.
ospf
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clear ip ospf statistics .

To clear Open Shortest Path First (OSPF) event statistics, use the clear ip ospf statistics command.

clear ip ospf [instance-tag] statistics [vrf vrf-name]

Syntax Description instance-tag | (Optional) Instance tag. Specify as an alphanumeric string of up to 20 characters.
vrf (Optional) Specifies the name of the OSPF virtual routing and forwarding instance (VRF). The
vrf-name | vrf-name argument can be any alphanumeric string of up to 32 characters, except “default”
and “all”.
Command Default ~ None
Command Modes
Any
Command History Release | Modification
4.0(1) |This command was introduced.

Usage Guidelines

Examples

Use the clear ip ospf statistics command to clear the event statistics from one or more OSPF instances. If
you do not specify the instance-tag argument, Cisco NX-OS clears statistics from all OSPF instances. Use
the show ip ospf statistics command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

This example shows how to clear all OSPF event statistics:

switch# clear ip ospf statistics

Related Commands

Command

Description

show ip ospf statistics

Displays event statistics for OSPF.
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clear ip ospf traffic

To clear Open Shortest Path First (OSPF) traffic statistics, use the clear ip ospf traffic command.

clear ip ospf [instance-tag] traffic [interface] [vrf vrf-name]

Syntax Description instance-tag | (Optional) Instance tag. Specify as an alphanumeric string of up to 20 characters.

interface | (Optional) Interface to clear traffic statistics for. Use the ? option to see the interface options.

vrf (Optional) Specifies the name of the OSPF virtual routing and forwarding instance (VRF). The
vrf-name | vrf-name argument can be any alphanumeric string of up to 32 characters, except “default”
and “all”.
Command Default =~ None
Command Modes
Any
Command History Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Added interface argument.

Usage Guidelines Use the clear ip ospf traffic command to clear the traffic statistics from one or more OSPF instances. If you
do not specify the instance-tag argument, Cisco NX-OS clears traffic statistics from all OSPF instances. Use
the show ip ospf traffic statistics command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

Examples This example shows how to clear OSPF traffic statistics for OSPF 100:

switch# clear ip ospf 100 traffic

Related Commands | Command Description

show ip ospf traffic statistics | Displays OSPF traffic statistics.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| CCommands

clear ip rip policy statistics redistribute .

clear ip rip policy statistics redistribute

To clear policy statistics for routes redistributed into the the Routing Information Protocol (RIP) topology
table, use the clear ip rip policy statistics redistribute command in any mode.

clear ip rip policy statistics redistribute {bgp id|direct|eigrp id|isis id|ospf id|ospfv3 id|
static} [vrf vrf-name]

Syntax Description

Command Default

Command Modes

bgp Clears policy statistics for the Border Gateway Protocol (BGP).

direct Clears policy statistics for directly connected routes only.

eigrp Clears policy statistics for the Enhanced Interior Gateway Routing Protocol (EIGRP).

isis Clears policy statistics for the Intermediate-System to Intermediate-System (IS-IS) routing
protocol.

ospf Clears policy statistics for the Open Shortest Path First (OSPF) protocol.

ospfv3 Clears policy statistics for the Open Shortest Path First version 3 (OSPFv3) protocol.

static Clears policy statistics for IP static routes.

id For the bgp keyword, an autonomous system number. The range for 2-byte numbers is from
1 to 65535. The range for 4-byte numbers is from 1.0 to 65535.65535.
For the eigrp keyword, an EIGRP instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores
it internally as a string.
For the isiskeyword, an IS-IS instance name from which routes are to be redistributed. The
value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores it
d internally as a string.
For the ospf keyword, an OSPF instance name from which routes are to be redistributed. The
value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores it
internally as a string.

vrf (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. Length is up

vrf-name | to 32 alphanumeric characters.

This command has no default settings.

Any
Command History Release | Modification
4.0(1) | This command was introduced.

Usage Guidelines

This command does not require a license.
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Examples This example shows how to clear policy statistics for EIGRP:
switch# clear ip rip policy statistics redistribute eigrp 201
Related Commands | Command Description

show ip rip policy statistics | Displays policy statistics for RIP.
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clear ip rip statistics

To clear the the Routing Information Protocol (RIP) statistics, use the clear ip rip statistics command in any
mode.

clear ip rip statistics [interface type instance] [vrf vrf-name]

Syntax Description

Command Default

Command Modes

interfacetypeinstance| (Optional) Specifies the interface to clear topology entries.

vrf vrf-name (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The
VRF name is up to 32 alphanumeric characters.

This command has no default settings.

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command does not require a license.

This example shows how to clear all RIP statistics:

switch# clear ip rip statistics

Related Commands

Command Description

show rip statistics| Displays database and interface entry information for the RIP process.
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clear ip route

To clear individual routes from the unicast RIB, use the clear ip route command.

clear ip route [{*addrprefix}] [vrf vrf-name]

Syntax Description * (Optional) Clears all routes.
addr (Optional) Clears this route. The format is x.x.x.x.
prefix (Optional) Clears this prefix. The format is x.x.x.x / length.
vrf (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
vrf-name | alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(3) | This command was introduced.

Usage Guidelines Use the clear ip route command to clear individual routes from the route table.

)

Note The * keyword is severely disruptive to routing.

This command does not require a license.

Examples This example shows how to clear the individual route:

switch (config)# clear ip route 192.0.2.1

Related Commands | Command Description

show ip Displays entries in the route table.
route
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clear ip traffic

To clear IP traffic information, use the clear ip traffic command.

clear ip traffic

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the IP traffic information:

switch (config) # clear ip traffic

Related Commands | Command Description
show ip Displays IP traffic information.
traffic
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clear ip wcep

To remove Web Cache Communication Protocol (WCCP) statistics (counts) maintained on the router for a
particular service, use the clear ip wcep command.

clear ip wecep [vrf wrf-name] {service-number | web-cache}

Syntax Description vrf vrf-name | (Optional) Specifies the VRF in which the service group needs to be created. If no VRF is
specified, then the service number is created in the default global VRF. The vrf-name can
be any case-sensitive, alphanumeric string up to 32 characters.

service-number | Dynamic service identifier. The service-number range is from 1 to 255.

web-cache Specifies the web-cache well-known service.

Command Default None

Command Modes
Any command mode

Command History Release Modification

5.2(0) to 6.1(0) | This command has been deprecated from 5.2(0) to 6.1(0) onwards.

4.2(1) This command was introduced.

Usage Guidelines Use the clear ip weep command to clear the WCCP statistics.

This command does not require a license.

Examples This example shows how to clear the WCCP statistics for the web cache service:
switch (config)# clear ip wccp web-cache
Related Commands | Command Description

featurewccp | Enables the WCCP feature.

ip weep Enables WCCP redirection for a service.

show ip weep | Displays global statistics related to WCCP.
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clear ipv6 adjacency statistics

To clear adjacency statistics, use the clear ipv6 adjacency statistics command.

clear ipv6 adjacency statistics

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the adjacency statistics:

switch# clear ipvé adjacency statistics

Related Commands | Command Description

show ipv6 adjacency | Displays adjacency information.
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clear ipv6 eigrp accounting

To clear the prefix accounting information for the Enhanced Interior Gateway Routing Protocol (EIGRP) for
IPv6 processes, use the clear ipv6 eigrp accounting command.

clear ipv6 eigrp [instance-tag] accounting [vrf {vrf-name|*}]

Syntax Description | instance-tag | (Optional) Instance tag. This option is available when a virtual routing and forwarding (VRF)
instance is not specified. The instance tag can be any case-sensitive, alphanumeric string up
to 63 characters.

vrf (Optional) Specifies the name of the virtual routing and forwarding (VRF) instance. The
vrf-name | vrf-name argument can be specified as any case-insensitive alphanumeric string up to 32
characters. The strings “default” and “all” are reserved VRF names.

vrf* (Optional) Specifies all VRF instances.

Command Default None

Command Modes
Any

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear the EIGRP accounting information:

switch# clear ipvé eigrp accounting
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clear ipv6 eigrp neighbors

To remove and reestablish the Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 neighbor entries
from the appropriate table, use the clear ipv6 eigrp neighbors command in EXEC mode.

clear ipv6 eigrp [instance-tag] neighbors [{*ipv6-address|interface-type interface-instance}] [soft]

[vrf {vrf-name|*}]

Syntax Description

instance-tag (Optional) Instance identifier. The instance-tag can be any case-sensitive, alphanumeric
string up to 63 characters.

* (Optional) Clears all neighbors.

ipv6-address (Optional) Address of the neighbor. The format is A:B::C:D.

interface-type (Optional) Interface type. For more information, use the question mark (?) CLI help

function.

interface-instance

(Optional) Either a physical interface instance or a virtual interface instance.

Specifying these arguments removes the specified interface type from the neighbor table
that all entries learned through this interface.

For more information about the interface syntax, use the question mark (?) online help
function.

soft

(Optional) Specifies a soft reset for the neighbors.

vrf vrf-name | *

(Optional) Specifies a particular VPN routing and forwarding instance (VRF) or all VRF
instances. The VRF name is an alphanumeric string of up to 32 characters.

Command Default

Command Modes

Clears all instances if no instance is specified. Clears the default VRF if no VRF is specified.

Any
Command History Release | Modification
4.1(2) |This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear all EIGRP entries for neighbors on Ethernet interface 2/1:

switch# clear ipv6é eigrp vrf * neighbors ethernet 2/1

Related Commands

Command

Description

show ipv6 eigrp interfaces

Displays information about interfaces configured for EIGRP.
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Command Description

show ipv6 eigrp neighbor s | Displays the neighbors discovered by EIGRP.
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clear ipv6 eigrp route-map statistics redistribute

To clear statistics for routes redistributed into the Enhanced Interior Gateway Routing Protocol (EIGRP) for
IPv6 topology table, use the clear ipv6 eigrp route-map statisticsredistribute command.

clear ipv6 eigrp route-map statistics redistribute {bgp id|direct|eigrp id|isis id|ospfv3 id|

Syntax Description

Command Default

Command Modes

rip id|static} [vrf {vrf-name|*}]
bgp Clears policy statistics for the Border Gateway Protocol (BGP).
direct Clears policy statistics for directly connected routes only.
eigrp Clears policy statistics for EIGRP.
isis Clears policy statistics for the Intermediate-System to Intermediate-System (IS-IS) routing
protocol.
ospv3f Clears policy statistics for the Open Shortest Path First (OSPF) version 3 protocol.
rip Clears policy statistics for the Routing Information Protocol (RIP).
static Clears policy statistics for IP static routes.
id For the bgp keyword, the id is an autonomous system number. The range for 2-byte numbers
is from 1 to 65535. The range for 4-byte numbers is from 1.0 to 65535.65535.
For the eigrp keyword, the id is an EIGRP instance name from which routes are to be
redistributed. The value takes the form of a string. You can enter a decimal number, but
Cisco NX-OS stores it internally as a string.
For the isiskeyword, the id is an IS-IS instance name from which routes are to be
redistributed. The value takes the form of a string. You can enter a decimal number, but
Cisco NX-OS stores it internally as a string.
For the ospf keyword, the id is an OSPF instance name from which routes are to be
redistributed. The value takes the form of a string. You can enter a decimal number, but
Cisco NX-OS stores it internally as a string.
vrf vrf-namel* | (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF
name is an alphanumeric string of up to 32 characters.
None
Any

Command History

Usage Guidelines

Release | Modification

4.1(2) |This command was introduced.

This command requires the Enterprise Services license.
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Examples This example shows how to clear policy statistics for RIP:
switch# clear ipvé eigrp route-map statistics redistribute rip 201
Related Commands | Command Description

show ipv6 eigrp route-map statistics| Displays redistribution statistics for EIGRP.
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clear ipv6 eigrp redistribution

To clear redistribution information for Enhanced Interior Gateway Routing Protocol (EIGRP), use the clear
ipv6 eigrp redistribution command.

clear ipv6 eigrp redistribution [vrf {vrf-name |*}]

Syntax Description | vrf (Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF
vrf-namel* name is an alphanumeric string of up to 32 characters.

Command Default None

Command Modes
Any

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear redistribution information:

switch# clear ipvé eigrp redistribution

Related Commands Command |Description

feature Enables the EIGRP feature.
eigrp
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clear ipv6 eigrp traffic

To clear the Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 traffic statistics, use the clear
ipv6 eigrp traffic command.

clear ipv6 eigrp [instance-tag] traffic [vrf {vrf-name|*}]

Syntax Description instance-tag | (Optional) Instance of EIGRP. The instance tag can be any case-sensitive, alphanumeric string
up to 63 characters.

vrf (Optional) Specifies the name of the virtual routing and forwarding (VRF) instance. The
vrf-name | vrf-name argument can be specified as any case-insensitive alphanumeric string up to 32
characters. The strings “default” and “all” are reserved VRF names.

vrf * (Optional) Specifies all VRF instances.
Command Default This command clears information for the default VRF if no VRF is specified.
Command Modes

Any
Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear the EIGRP traffic statistics:

switch# clear ipvé eigrp traffic
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clear ipv6 icmp interface statistics

To clear statistics about ICMPv6, use the clear ipv6 icmp interface statistics command.

clear ipv6 icmp interface statistics [type number]

Syntax Description type | (Optional) Interface type. Use ? to see the list of supported interfaces.

number | (Optional) Interface number. Use ? to see the range.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the ICMPv6 statistics:

switch(config-if)# clear ipv6é icmp interface statistics

Related Commands Command | Description

ipv6 Configures ICMPvV6 on an interface.
icmp
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clear ipv6 nd interface statistics

To clear information about Neighbor Discovery (ND), use the clear ipv6 nd interface statistics command.

clear ipv6 nd interface statistics [type number]

Syntax Description type | (Optional) Interface type. Use ? to see the list of supported interfaces.

number | (Optional) Interface number. Use ? to see the range.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the ND information:

switch (config-if)# clear ipv6é nd interface statistics

Related Commands Command | Description

ipv6 nd | Configures ICMPv6 ND on an interface.
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clear ipv6 neighbor

To clear IPv6 neighbors, use the clear ipv6 neighbor command.

clear ipv6 neighbor [type number] [force-clear] [vrf vrf-name]

Syntax Description type (Optional) Interface type. Use ? to see the list of supported interfaces.

number (Optional) Interface number. Use ? to see the range.

force-clear | (Optional) Clears the IPv6 neighbor cache without a refresh.

vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.2(1) |Added force-clear keyword.

4.0(1) | This command was introduced.

Usage Guidelines Use the clear ipv6 neighbor command to clear the IPv6 adjacency table.

This command does not require a license.

Examples This example shows how to clear the IPv6 neighbors:

switch# clear ipvé neighbor

Related Commands | Command | Description

ipv6 nd | Configures ICMPv6 ND on an interface.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



C Commands |
. clear ipv6 route

clear ipv6 route

To clear individual routes from the unicast RIB, use the clear ipv6 route command.

clear ipv6 route [{*addrprefix}] [vrf vrf-name]

Syntax Description * (Optional) Clears all routes.
addr (Optional) Clears this route. The format is A:B::C:D.
prefix (Optional) Clears this prefix. The format is A:B::C:D/length.

vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(3) | This command was introduced.

Usage Guidelines Use the clear ipv6 route command to clear individual routes from the route table.

\)

Note The * keyword is severely disruptive to routing.

This command does not require a license.

Examples This example shows how to clear the individual route:
switch (config) # clear ipv6é route 2001:0DBS8::/8
Related Commands | Command Description
show ipv6 Displays entries in the route table.
route
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clear ipv6 traffic

To clear IPv6 traffic information, use the clear ipv6 traffic command.

clear ipv6 traffic

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the IPv6 traffic information:

switch# configure terminal
switch (config)# clear ip traffic

Related Commands | Command Description
show ipv6 Displays IPvo6 traffic information.
traffic
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clear isis adjacency

To clear adjacency information for Intermediate-System-to-Intermediate System (IS-IS), use the clear isis
adjacency command.

clear isis [instance-tag] adjacency [{*interface|system-id sid}] [vrf vrf-name]

Syntax Description instance-tag | (Optional) Name of the IS-IS instance. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

(Optional) Clears all adjacency information for all interfaces.

interface (Optional) Interface. Use ? to determine the supported interface types.

system-idsid | (Optional) Clears the adjacency information for this system ID. The sid format is
XXXXXXXXXXXX.

vrfvrf-name | (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear all the adjacency information:

switch# clear isis adjacency *

Related Commands | Command | Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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clear isis ip route-map statistics redistribute

To clear statistics for route redistribution for Intermediate-System-to-Intermediate System (IS-1S), use the
clear isisip route-map statisticsredistribute command.

clear isis [instance-tag] ip route-map statistics redistribute {bgp id|direct|eigrp id|isis id|

ospf id|rip id|static} [vrf vrf-name]
Syntax Description | instance-tag | (Optional) Name of the IS-IS instance. Specify as an alphanumeric string.
bgp Clears statistics for the Border Gateway Protocol (BGP).
direct Clears statistics for directly connected routes only.
eigrp Clears statistics for the Enhanced Interior Gateway Protocol (EIGRP) routing protocol.
isis Clears statistics for the Intermediate-System to Intermediate-System (IS-IS) routing protocol.
ospf Clears statistics for the Open Shortest Path First (OSPF) protocol.
rip Clears statistics for the Routing Information Protocol (RIP).
static Clears statistics for IP static routes.
id For the bgp keyword, an autonomous system number. The range for 2-byte numbers is from
1 to 65535. The range for 4-byte numbers is from 1.0 to 65535.65535.
Forthe isSis, €igrp, and rip keywords, an instance name from which routes are to be redistributed.
The value takes the form of a string. You can enter a decimal number, but Cisco NX-OS stores
it internally as a string.
vrf (Optional) Specifies the name of the virtual routing and forwarding (VRF) instance. The
vrf-name | vrf-name argument can be specified as any case-insensitive alphanumeric string up to 32

Command Default

Command Modes

characters. The strings “default” and “all” are reserved VRF names.

None

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

This command requires the Enterprise Services license.

This example shows how to display policy statistics for redistributed routes:

switch# clear isis ip route-map statistics redistribute bgp
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. clear isis ip route-map statistics redistribute

Related Commands Command

Description

feature
isis

Enables IS-IS on the router.

router isis

Enables IS-IS.
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clear isis redistribution

To clear redistribution information for Intermediate-System-to-Intermediate System (IS-IS), use the clear isis
redistribution command.

clear isis redistribution .

clear isis instance-tag redistribution [vrf {vrf-name|all}]

Syntax Description

instance-tag (Optional) Name of th

e IS-IS instance. Specify as an alphanumeric string.

vrf vrf-name| all

(Optional) Specifies a particular virtual routing and forwarding (VRF) instance. The VRF
name is an alphanumeric string of up to 32 characters.

Command Default None
Command Modes
Any
Command History Release | Modification
4.2(1) |This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear the redistribution information:

switch# clear isis redistribution

Related Commands

Command | Description

feature
isis

Enables the IS-IS feature.
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clear isis route-map statistics distribute

To clear stati

stics for route distribution between level-1 and level-2 areas for

Intermediate-System-to-Intermediate System (IS-IS), use the clear isisroute-map statistics distribute

command.

clear isis [instance-tag} [{ip|ipv6}] route-map dtatistics distribute [{level-1|level-2}] into
[{level-1| level-2}] [vrf vrf-name]

Syntax Description

Command Default

Command Modes

instance-tag | (Optional) Name of the IS-IS instance. The name can be any case-sensitive, alphanumeric

string up to 63 characters.

ip (Optional) Clears statistics for IPv4.
ipv6 (Optional) Clears statistics for [Pv6.
level-1 (Optional) Clears Level 1 distribution statistics.
level-2 (Optional) Clears Level 2 distribution statistics.

vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,

alphanumeric string up to 63 characters.

None

Any command mode

Command History

Release | Modification

40(1) |Th

is command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to clear the distribution information:

switch# clear isis route-map statistics distribute level-1 into level 2

Related Commands

Command

Description

feature
isis

Enables IS-IS on the router.

router isis

Enables IS-IS.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| CCommands
clear isis statistics .

clear isis statistics

To clear statistics for Intermediate-System-to-Intermediate System (IS-IS), use the clear isisstatistics command.

clear isis instance-tag statistics [{*interface}] [vrf vrf-name]

Syntax Description instance-tag | (Optional) Name of the IS-IS instance. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

(Optional) Clears the statistics for all interfaces.

interface (Optional) Interface name and interface number. Use ? to see a list of interfaces.

vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear the IS-IS statistics:

switch# clear isis statistics ethernet 7/45

Related Commands | Command | Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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clear isis traffic

To clear traffic statistics for Intermediate-System-to-Intermediate System (IS-IS), use the clear isistraffic
command.

clear isis [instance-tag] traffic [{*interface}] [vrf vrf-name]

Syntax Description instance-tag | (Optional) Name of the IS-IS instance. The name can be any case-sensitive, alphanumeric
string up to 63 characters.

(Optional) Clears the traffic statistics for all interfaces.

interface (Optional) Interface name and interface number. Use ? to see a list of interfaces.

vrfvrf-name| (Optional) Specifies the virtual router context (VRF) name. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

Command Default None

Command Modes
Any command mode

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to clear the traffic statistics:

switch# clear isis traffic ethernet 7/45
IS-IS process: testl

VRF: default
IS-IS Traffic for Ethernet7/45:

$PDU Received Sent RcvAuthErr OtherRcvErr ReTransmit
LAN-IIH 0 0 0 0 n/a
P2P-IIH 0 0 0 0 n/a
CSNP 0 0 0 0 n/a
PSNP 0 0 0 0 n/a
LSP 0 0 0 0 0

Related Commands | Command | Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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clear ospfv3 neighbor

To clear neighbor statistics and reset adjacencies for Open Shortest Path First version 3 (OSPFv3), use the
clear ospfv3 neighbor command.

clear ospfv3 [instance-tag] neighbor {*neighbor-id | interface-type number | loopback number |
port-channel number} [vrf vrf-name]

Syntax Description

Command Default

Command Modes

instance-tag (Optional) Instance tag. Specify as an alphanumeric string of up to 32 characters.

* Clears all neighbors.

neighbor-id Neighbor ID (as an IP address) of the neighbor to clear.

interface-type number | Interface from which to clear all neighbors.

loopback number Clears all neighbors on a loopback interface.

port-channel number | Clears all neighbors on a port-channel interface.

vrf vrf-name (Optional) Specifies the name of the OSPFv3 virtual routing and forwarding instance
(VRF). The vrf-name argument can be any alphanumeric string up to 32 characters,
except “default” and “all”.

None

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the clear ospfv3 neighbor command to clear neighbor information from the show ospfv3 neighbors
command. Use the instance-tag argument to clear the neighbor details from one OSPFv3 instance. If you do
not use the instance-tag argument, Cisco NX-OS clears the neighbor details from all OSPFv3 instances. Use
the show ospfv3 neighbors command to find the neighbor ID.

This command requires the Enterprise Services license.

This example shows how to clear all OSPFv3 neighbor details for neighbor 192.0.2.1 for instance
tag 201:

switch# clear ospfv3 201 neighbor 192.0.2.1

This example shows how to clear all OSPFv3 neighbor details for all OSPFv3 instances:

switch# clear ospfv3 neighbor *
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. clear ospfv3 neighbor

This example shows how to clear all OSPFv3 neighbor details for all neighbors on Ethernet interface
1/2 for OSPFv3 instance 202:

switch# clear ospfv3 202 neighbor ethernet 1/2

Related Commands | Command Description

show ospfv3 neighbor | Displays details for OSPFv3 neighbors including the neighbor ID.
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clear ospfv3 policy statistics

To clear policy statistics for Open Shortest Path First version 3 (osPFv3), use the clear ospfv3 policy statistics
command.

clear ospfv3 [instance-tag] policy statistics {area area-id filter-list {in|out} | redistribute {bgp
autonomous-system | direct | eigrp id|isis id|rip id|static}} [vrf vrf-name]

Syntax Description instance-tag (Optional) Instance tag. Specify as an alphanumeric string of up to 32 characters.
area Clears policy statistics for an area.
area-id Area ID as an integer or IP address.
filter-list Specifies the policy statistics for filtered prefixes between OSPFv3 areas.
in Filters prefixes sent into this OSPFv3 area.
out Filters prefixes sent from this OSPFv3 area.
redistribution Clears OSPFv3 route redistribution statistics.

bgp autonomous-system | Specifies the autonomous system number for the Border Gateway Protocol. Specify
the autonomous system number asX.y, where the range is from 1 to 65535 for both
x and Y, or as a single integer, where the range is from 1 to 65535.

direct Specifies directly connected routes.
eigrpid Specifies the EIGRP instance. Specify the id argument as any alphanumeric string.
isisid Specifies the Intermediate System to Intermediate System instance. Specify the id

argument as any alphanumeric string.

ripid Specifies the Routing Information Protocol instance. Specify the id argument as
any alphanumeric string.

static Specifies static routes.

vrf vrf-name (Optional) Specifies the name of the OSPFv3 virtual routing and forwarding instance
(VRF). The vrf-name argument can be any alphanumeric string up to 32 characters,
except “default” and “all”.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) |This command was introduced.
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Usage Guidelines Use the clear ospfv3 statistics command to learn the policy statistics shown in the show ospfv3 policy
statistics command. Use the instance-tag argument to clear the policy statistics from one OSPFv3 instance.

Cisco NX-OS clears the policy statistics from all OSPFv3 instances. Use the show ospfv3 policy statistics
command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

Examples This example shows how to clear all OSPFv3 policy statistics for area 99 inbound filtered routes for
OSPFv3 201:
switch# clear ospfv3 201 policy statistics area 99 filter-list in
This example shows how to clear all OSPFv3 policy statistics for all BGP redistributed routes for
OSPFv3 202:
switch# clear ospfv3 202 policy statistics redistribute bgp

Related Commands | Command Description

show ospfv3 policy statistics | Displays details for OSPFv3 policies.
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clear ospfv3 statistics

To clear Open Shortest Path First version 3 (OSPFv3) event statistics, use the clear ospfv3 statistics command.

clear ospfv3 [instance-tag] statistics [vrf vrf-name]

Syntax Description

Command Default

Command Modes

instance-tag | (Optional) Instance tag. Specify as an alphanumeric string of up to 32 characters.
vrf (Optional) Specifies the name of the OSPFv3 virtual routing and forwarding instance (VRF).
vrf-name | The vrf-name argument can be any alphanumeric string up to 32 characters, except “default”
and “all”.
None
Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the clear ospfv3 statistics command to clear the event statistics from one or more OSPFv3 instances. If
you do not specify the instance-tag argument, Cisco NX-OS clears statistics from all OSPFv3 instances. Use
the show ospfv3 statistics command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

This example shows how to clear all OSPFv3 event statistics:

switch# clear ospfv3 statistics

Related Commands

Command Description

show ospfv3 statistics | Displays event statistics for OSPFv3.
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clear ospfv3 traffic

To clear Open Shortest Path First version 3 (OSPFv3) traffic statistics, use the clear ospfv3 traffic command.

clear ospfv3 [instance-tag] traffic [vrf vrf-name]

Syntax Description instance-tag | (Optional) Instance tag. Specify as an alphanumeric string of up to 32 characters.
vrf (Optional) Specifies the name of the OSPFv3 virtual routing and forwarding instance (VRF).
vrf-name | The vrf-name argument can be any alphanumeric string up to 32 characters, except “default”
and “all”.

Command Default None

Command Modes
Any

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the clear ospfv3 traffic command to clear the traffic statistics from one or more OSPFv3 instances. If
you do not specify the instance-tag argument, Cisco NX-OS clears traffic statistics from all OSPFv3 instances.
Use the show ospfv3 traffic statistics command to to view the statistics that you are clearing.

This command requires the Enterprise Services license.

Examples This example shows how to clear OSPFv3 traffic statistics for OSPFv3 100:

switch# clear ospfv3 100 traffic

Related Commands | Command Description

show ospfv3traffic statistics | Displays OSPFv3 traffic statistics.
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clear route-map pbr-statistics

To clear policy-based statistics for a route map, use the clear route-map pbr statistics command..

clear route-map name pbr-statistics

Syntax Description

Command Default

Command Modes

name | Name of the route map. The name can be any alphanumeric string up to 63 characters.

None

Any

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the clear route-map pbr-statistics command to clear policy-based routing statistics enabled by the
route-map pbr-statistics command.

This command requires the Enterprise Services license.

This example shows how to clear the policy-based routing statistics for a route map:

switch# clear route-map testmap pbr-statistics

Related Commands

Command Description

route-map pbr-statistics | Enables policy-based routing statistics for a route map.
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clear sockets statistics

To clear the socket statistics, use the clear sockets statistics command.

clear sockets statistics [{all |[raw | raw6|tcp|tcp6 | udp | udp6}]

Syntax Description

Command Default

Command Modes

all | (Optional) Clears all the socket statistics.

raw |(Optional) Clears the socket statistic for the raw IPv4 protocols.

raw6 | (Optional) Clears the socket statistic for the raw IPv6 protocols.

tcp | (Optional) Clears the socket statistic for the TCP IPv4 protocols.

tcp6 | (Optional) Clears the socket statistic for the TCP IPv6 protocols.

udp | (Optional) Clears the socket statistic for the UDP IPv4 protocols.

udpb6 | (Optional) Clears the socket statistic for the UDP IPv6 protocols.

None

Any command mode

Command History

Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines

Examples

This command does not require a license.

This example shows how to clear the TCP socket statistics:

switch# clear sockets statistics tcp

Related Commands

Command

Description

show sockets statistics

Displays information about the socket statistics.

show sockets client

Displays information about the socket client information.

show socketsconnection

Displays information about the socket connection.
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clear vrrp

To clear the Virtual Router Redundancy Protocol (VRRP) statistics, use the clear vrrp command.

clear vrrp {statistics|[{ipv4|vr id}] interface if-number}

Syntax Description | statistics (Optional) Clears all VRRP statistics.
ipv4 (Optional) Clears VRRP statistics on an interface.
vrid (Optional) Clears VRRP statistics in a VRRP group on an interface.
interfaceif-number | (Optional) Clears VRRP statistics on an interface. Use ? to see a list of supported
interfaces.
Command Default None
Command Modes
Any
Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear VRRP statistics:

switch# configure terminal
switch (config)# clear vrrp

Related Commands  |Command |Description

feature Enables the VRRP feature.
vIrp

clear vrrp |Clears VRRP statistics.
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confederation

To configure the confederation parameters for the Border Gateway Protocol (BGP, use the confeder ation
command.

confederation {identifier | peers} as-number

Syntax Description identifier |Sets the routing domain confederation AS number.

peers Sets the peer AS numbers for a BGP confederation.

as-number | Autonomous system number. The AS number can be a 16-bit integer or a 32-bit integer in the
form of <higher 16-bit decimal number>.<lower 16-bit decimal number>.

Command Default None

Command Modes
Router configurationRouter VRF mode

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the confederation identifier:
switch# configure terminal

switch(config)# router bgp 65536.33

switch (config-router)# confederation identifier 65536.33

Related Commands | Command | Description

show bgp | Displays information about BGP.
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dead-interval (OSPF virtual link)

To set the interval during which at least one hello packet must be received from a neighbor on an Open Shortest
Path First (OSPF) virtual link before the router declares that neighbor as down, use the dead interval command.
To restore the default, use the no form of this command.

dead-interval seconds
no dead-interval

Syntax Description

Command Default

Command Modes

seoonds | Interval (in seconds) during which the router must receive at least one hello packet from a neighbor
or that neighbor is removed from the peer list and does not participate in routing. The range is from
1 to 65535. The value must be the same for all nodes on the virtual link.

The default value for seconds is our times the interval set by the hello-interval command.

Virtual link configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the dead interval command in virtual link configuration mode to configure the dead interval advertised
in OSPF hello packets. This value must be the same for all networking devices on the virtual link.

You can configure a shorter dead interval (seconds) to detect a down neighbor faster and improve convergence.
A shorter dead interval may lead to virtual link instability by incorrectly declaring a slow neighbor as down.

Use the show ip ospf virtual-links command to verify the dead interval.

This command requires the Enterprise Services license.

This example shows how to configure the OSPF dead interval to 20 seconds:

switch# configure terminal

switch (config)# ospf 201

switch(config-router)# area 99 virtual-link 192.0.2.4
switch (config-router-vlink)# dead-interval 20

Related Commands

Command Description

hello-interval (OSPF virtual link) | Configures the Interval between hello packets that Cisco NX-OS sends
on the virtual link.

show ip ospf virtual-link Displays OSPF-related information for a virtual link.
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dead-interval (OSPFv3 virtual link)

To set the interval during which at least one hello packet must be received from a neighbor on an Open Shortest
Path First version 3 (OSPFv3) virtual link before the router declares that neighbor as down, use the dead
interval command. To restore the default, use the no form of this command.

dead-interval seconds
no dead-interval

Syntax Description

Command Default

Command Modes

seoonds | Interval (in seconds) during which the router must receive at least one hello packet from a neighbor
or that neighbor is removed from the peer list and does not participate in routing. The range is from
1 to 65535. The value must be the same for all nodes on the virtual link.

The default value for secondsis our times the interval set by the hello-interval command.

Virtual link configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the dead interval command in virtual link configuration mode to configure the dead interval advertised
in OSPFv3 hello packets. This value must be the same for all networking devices on the virtual link.

You can configure a shorter dead interval (seconds) to detect a down neighbor faster and improve convergence.
A shorter dead interval may lead to virtual link instability by incorrectly declaring a slow neighbor as down.

Use the show ospfv3 virtual-links command to verify the dead interval.

This command requires the Enterprise Services license.

This example shows how to configure the OSPFv3 dead interval to 20 seconds:

switch# configure terminal

switch (config) # ospfv3 201

switch(config-router)# area 99 virtual-link 192.0.2.4
switch (config-router-vlink)# dead-interval 20

Related Commands

Command Description

hello-interval (OSPFv3virtual link) | Configures the interval between hello packets that Cisco NX-OS
sends on the virtual link.

show ospfv3 virtual-link Displays OSPFv3-related information for a virtual link.
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default-information originate (EIGRP)

To generate a default route into the Enhanced Interior Gateway Routing Protocol (EIGRP), use the
default-information originate command in the appropriate configuration mode. To disable this feature, use
the no form of this command.

default-information originate [always] [route-map map-name]
no default-information originate

Syntax Description always (Optional) Generates the default route if the route is not in the EIGRP routing
information base.

route-map map-name | (Optional) Generates the default route only if the route is permitted by the route map.
The map name is an alphanumeric string of up to 63 characters.

Command Default Disabled

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to originate a default route (0.0.0.0/0) to all routes that pass the Condition

route map.

switch# configure terminal

switch (config)# router eigrp 201

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# default-information originate route-map Condition

Related Commands | Command Description

address-family | Enters address-family configuration mode.

default-metric | Sets the metric for routes redistributed into EIGRP.

redistribute | Redistributes routes from other routing protocols into EIGRP.
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default-information originate (1S-IS)

To control the origination of a default route, use the default-infor mation originate command.

default-information originate [always] [route-map name]

Syntax Description always (Optional) Specifies always to advertise the default route.
route-map (Optional) Specifies the name of the routing rules route map to announce default routes.
name The name can be up to 63 characters.

Command Default The default route is not redistributed into the IS-IS routing domain.

Command Modes
Router configuration

VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines You can force a default route into an IS-IS routing domain. Whenever you specifically configure redistribution
of routes into an IS-IS routing domain, by default, the default route is not redistributed into the IS-I S routing
domain. The default-infor mation originateroute-map command generates a default route into IS-IS, which
can be controlled by a route map. You can use the route map to identify the level into which the default route
is to be announced, and you can specify other filtering options configurable under a route map. You can use
a route map to conditionally advertise the default route, depending on the existence of another route in the
routing table of the router.

Examples This example shows how to always advertise the default route:
switch# configure terminal

switch(config)# router isis TEST1

switch (config-router)# default-information originate always
switch (config-router) #

This example shows how to specify a route map to conditionally advertise the default route:

switch# configure terminal

switch(config)# router isis TEST1

switch (config-router)# default-information originate route-map COREl
switch (config-router) #

Related Commands | Command | Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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default-information originate (OSPF)

To generate a default external route into an Open Shortest Path First (OSPF) routing domain, use the
default-information originate command. To disable this feature, use the no form of this command.

default-information originate [always] [route-map map-name]
no default-information originate [always] [route-map map-name]

Syntax Description always (Optional) Specifies to always advertise the default route regardless of whether the
route table has a default route.

route-map map-name | (Optional) Specifies to advertise the default route if the route map is satisfied. The
map-name argument can be any alphanumeric string up to 63 characters.

Command Default Advertises the default route if the route is in the route table.

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the default-infor mation originate command to assign a default route for redistributed routes. Whenever
you use the redistribute command to redistribute routes into an OSPF routing domain, Cisco NX-OS
automatically becomes an Autonomous System Boundary Router (ASBR). However, an ASBR does not, by
default, generate a default route into the OSPF routing domain.

Use the route-map keyword to filter redistributed routes so that Cisco NX-OS generates a default route only
for routes that pass the route map. Use the alwayskeyword to generate the default route regardless of whether
the default route is in the route table.

\)

Note The default-information originate command ignores match statements in the optional route map.

This command requires the Enterprise Services license.

Examples This example shows how to configure the default route redistributed into the OSPF routing domain
for the Enhanced Interior Gateway Protocol (EIGRP):
switch# configure terminal
switch (config)# router ospf 109
switch (config-router)# redistribute eigrp 108 route-map EigrpPolicy
switch (config-router)# default-information originate always
Related Commands | Command Description

redistribute (OSPF) | Redistributes routes from one routing domain into OSPF.
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Command

Description

route-map

Defines a filter policy for routes.
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default-information originate (OSPFv3)

To generate a default external route into an Open Shortest Path First version 3 (OSPFv3) routing domain, use
the default-information originate command. To disable this feature, use the no form of this command.

default-information originate [always] [route-map map-name]
no default-information originate [always] [route-map map-name]

Syntax Description

always (Optional) Specifies to always advertise the default route regardless of whether the
route table has a default route.

route-map map-name | (Optional) Specifies to advertise the default route if the route map is satisfied. The
map-name argument can be any alphanumeric string up to 63 characters.

Command Default

Advertises the default route if the route is in the route table.

Command Modes

Address-family configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

Use the default-infor mation originate command to assign a default route for redistributed routes. Whenever
you use the redistribute command to redistribute routes into an OSPFv3 routing domain, Cisco NX-OS
automatically becomes an Autonomous System Boundary Router (ASBR). However, an ASBR does not, by
default, generate a default route into the OSPFv3 routing domain.

Use the route-map keyword to filter redistributed routes so that Cisco NX-OS generates a default route only
for routes that pass the route map. Use the alwayskeyword to generate the default route regardless of whether
the default route is in the route table.

\)

Note The default-information originate command ignores match statements in the optional route map.

This command requires the Enterprise Services license.

This example shows how to configure the default route redistributed into the OSPFv3 routing domain
for the Border Gateway Protocol (BGP):

switch# configure terminal

switch (config)# router ospfv3 109

switch (config-router)# redistribute bgp 108 route-map bgpPolicy
switch (config-router)# address-family ipv6é unicast

switch (config-router-af)# default-information originate always

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| D Commands

default-information originate (0SPFv3) .

Related Commands

Command

Description

redistribute (OSPFv3)

Redistributes routes from one routing domain into OSPFv3.

route-map

Defines a filter policy for routes.
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default-information originate (RIP)

To generate a default route into the Routing Information Protocol (RIP), use the default-infor mation originate
command in router address-family configuration mode. To disable this feature, use the no form of this
command.

default-information originate [always] [route-map map-name]
no default-information originate

Syntax Description

Command Default

Command Modes

always (Optional) Generates the default route if the route is not in the RIP routing information
base.

route-map map-name | (Optional) Generates the default route only if the route is permitted by the route map.
The map name is any alphanumerical string up to 63 characters.

This command is disabled by default.

Router address-family configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command does not require a license.

This example shows how to originate a default route (0.0.0.0/0) to all routes that pass the Condition
route map:

switch# configure terminal

switch (config)# router rip Enterprise

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# default-information originate route-map Condition

Related Commands

Command Description

address-family | Enters address-family configuration mode.

default-metric | Sets the metric for routes redistributed into RIP.

redistribute | Redistributes routes from other routing protocols into RIP.
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default isis passive-interface

To allow all Intermediate System-to-Intermediate System (IS-IS) interfaces to be set as passive by default,
use the default isis passive-interface command.

default isis passive-interface {level-1|level-1-2|level-2}

Syntax Description level-1 | (Optional) Suppresses level-1 PDU.

level-1-2 | (Optional) Suppresses level-1 and level-2 PDU.

level-2 | (Optional) Suppresses level-2 PDU.

Command Default None

Command Modes )
Interface configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to allow all IS-IS interfaces to be set as passive by default:
switch# configure terminal

switch(config)# router isis 1

switch (config-router)# passive-interface default level-1

switch (config-router) # exit

switch# configure terminal

switch (config) # interface GigabitEthernet 0/0/0

switch (config-if# isis passive-interface level-1
switch(config-if)# no isis passive-interface level-1
switch(config-if)# default isis passive-interface level-1
switch (config-if#

Related Commands | Command Description

isispassive-interface | Blocks sending of routing updates on an IS-IS interface.

noisispassve-interface| Re-enables sending of routing updates on an IS-IS interface and activates only
those interfaces that need adjacencies.
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default-metric (EIGRP)

To set metrics for an Enhanced Interior Gateway Routing Protocol (EIGRP), use the default-metric command.
To remove the metric value and restore the default state, use the no form of this command.

default-metric bandwidth delay reliability loading mtu
no default-metric

Syntax Description | bandwidth | Minimum bandwidth of the route in kilobits per second. The range is from 1 to 16777215. The
default value is 100000.

delay Route delay in tens of microseconds. The range is from 1 to 16777215. The default value is 100
(tens of microseconds).

reliability | Likelihood of successful packet transmission expressed as a number between 0 and 255. The
value 255 means 100-percent reliability; 0 means no reliability. The default value is 255.

loading | Effective bandwidth of the route expressed as a number from 1 to 255 (255 is 100-percent loading).
The default value is 1.

mtu Minimum maximum transmission unit (MTU) size of the route in bytes. The range is from 1 to
4294967295. The default value is 1492.

Command Default bandwidth: 100000
delay: 100 (tens of microseconds)
reliability: 255
loading: 1
MTU: 1500

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Changed the default value for MTU to 1492.

Usage Guidelines Use the default-metric command with the redistribute command to use the same metric value for all
redistributed routes. A default metric helps solve the problem of redistributing routes with incompatible
metrics. Whenever external metrics do not convert to EIGRP metrics, you can use a default metric to provide
a reasonable substitute to the external metric and enable the redistribution to proceed.

This command requires the Enterprise Services license.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| D Commands
default-metric (EIGRP) [J]

Examples This example shows how to take redistributed Routing Information Protocol (RIP) metrics and

translate them into EIGRP metrics with the following values: bandwidth = 1000, delay = 100,
reliability = 250, loading = 100, and MTU = 1500.

switch# configure terminal

switch (config)# router eigrp 1

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# redistribute rip 100 route-map FilterRIP
switch (config-router-af)# default-metric 1000 100 250 100 1500

Related Commands | Command |Description

redistribute| Redistributes routes from one routing domain into another routing domain.
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default-metric (OSPF)

To set default metric values for the Open Shortest Path First (OSPF) routing protocol, use the default-metric
command. To return to the default state, use the no form of this command.

default-metric metric-value
no default-metric metric-value

Syntax Description | metric-value | Default metric value appropriate for the specified routing protocol. The range is from 1 to
1677214.

Command Default The metric for redistributed, connected, and static routes is set to 20.

Command Modes
Router configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the default-metric command with the redistribute command to configure the same metric value for all
redistributed routes except static and directly connected routes. A default metric helps to redistribute routes
with incompatible metrics. Whenever external route metrics do not convert to an OSPF metric, use a default
metric to enable the redistribution to proceed.

\}

Note The default-metric command does not apply to the redistribution of directly connected routes into OSPF.
Use a route map to change the default metric for directly connected routes.

This command requires the Enterprise Services license.

Examples This example shows how to configure OSPF to redistribute RIP and BGP and set the default metric

to 10:

switch# configure terminal

switch (config) # router ospf 201

switch (config-router)# default-metric 10

switch (config-router)# redistribute rip 109 route-map FilterRip
switch (config-router)# redistribute bgp 4 route-map FilterBgp

Related Commands | Command Description

redistribute (OSPF) | Redistributes routes from another routing domain into OSPF.
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default-metric (OSPFv3)

To set default metric values for the Open Shortest Path First version 3 (OSPFv3) routing protocol, use the
default-metric command. To return to the default state, use the no form of this command.

default-metric metric-value
no default-metric metric-value

Syntax Description

Command Default

Command Modes

metric-value | Default metric value appropriate for the specified routing protocol. The range is from 1 to
1677214.

The metric for redistributed, connected, and static routes is set to 20.

Address-family configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the default-metric command with the redistribute command to configure the same metric value for all
redistributed routes except directly connected routes. A default metric helps to redistribute routes with
incompatible metrics. Whenever external route metrics do not convert to an OSPFv3 metric, use a default
metric to enable the redistribution to proceed.

N

Note The default-metric command does not apply to the redistribution of directly connected routes into OSPF.

Use a route map to change the default metric for directly connected routes.

This command requires the Enterprise Services license.

This example shows how to configure OSPFv3 to redistribute RIP and BGP and set the default metric
to 10:

switch# configure terminal

switch (config)# router ospfv3 201

switch (config-router)# address-family ipv6é unicast

switch (config-router-af)# default-metric 10

switch (config-router-af)# exit

switch (config-router)# redistribute rip 109 route-map FilterRip
switch (config-router)# redistribute bgp 4 route-map FilterBgp

Related Commands

Command Description

redistribute (OSPFv3) | Redistributes routes from another routing domain into OSPFv3.
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default-metric (RIP)

To set default metric values for the Routing Information Protocol (RIP), use the default-metric command in
router address-family configuration mode. To return to the default state, use the no form of this command.

default-metric value
no default-metric [value]

Syntax Description | value| Default metric value. The range is from 1 to 15.

Command Default value: 1

Command Modes
Router address-family configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the default-metric command with the redistribute command to use the same metric value for all
redistributed routes. A default metric helps solve the problem of redistributing routes with incompatible
metrics. Whenever external metrics do not convert to RIP metrics, you can use a default metric to provide a
reasonable substitute to the external metric and enable the redistribution to proceed.

This command does not require a license.

Examples This example shows how to advertise Open Shortest Path First (OSPF) routes using RIP and assign

the OSPF-derived routes with a RIP metric of 10:

switch# configure terminal

switch (config)# router rip Enterprise

switch (config-router)# address-family ipv4 unicast
switch(config-router-af)# default-metric 10

switch (config-router-af)# redistribute ospf 109 route-map FilterOSPF

Related Commands | Command Description

address-family Enters address-family configuration mode.

default-information originate | Generates a default route for routes redistributed into RIP.

redistribute Redistributes routes from one routing domain into another routing domain.
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delay .

To delay a state change for Object Tracking, use the delay command. To disable this function, use the no
form of this command.

delay {up up-time [down down-time] | down down-time [up up-time]}

no delay
Syntax Description up up-time Delays the object track state change for an up condition. The range is from 0 to 180 seconds.
down Delays the object track state change for a down condition. The range is from 0 to 180
down-time seconds.
Command Default ~ None
Command Modes
Object track mode

Command History

Usage Guidelines

Examples

Release | Modification

4.2(4) | This command was introduced.

Use the delay command to delay when object tracking detects an up or down state change for a tracked object
or track list. This delay helps prevent state flapping.

This command does not require a license.

This example shows how to configure the delay timer for a tracked object:

switch# configure terminal

switch(config)# configure terminal

switch (config) # track 1 interface ethernet 1/2 line-protocol
switch (config-track)# delay up 30 down 30

Related Commands

Command | Description

track Configures a tracked object or track list.
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delay minimum

To delay Hot Standby Router Protocol (HSRP) initialization after a reload or after an interface comes up, use
the delay minimum command. To disable this function, use the no form of this command.

delay minimum [min-delay] reload [reload-delay]
no delay minimum [min-delay] reload [reload-delay]

Syntax Description delay minimum min-delay | Specifies the minimum time (in seconds) to delay HSRP group initialization
after an interface comes up. This period applies to all subsequent interface events.
The default is 0 seconds.

reload reload-delay Specifies the time period to delay HSRP group initialization after the router has
reloaded. This period applies only to the first interface-up event after the router
has reloaded. The default is 0 seconds.

Command Default The HSRP delay default is 0 seconds.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use delay minimum command to delay HSRP initialization either after a reload or after an interface comes
up. This configuration allows the interface and router to stabilize after the interface comes up and helps prevent
HSRP state flapping.

This command does not require a license.

Examples This example shows how to configure a minimum delay of 3 seconds, and a group initialization delay

of 10 seconds:

switch(config)# configure terminal

switch(config)# interface ethernet 0

switch (config) # ip address 172.16.6.5 255.255.255.0
switch(config)# hsrp 1

switch (config)# delay minimum 3 reload 10
switch(config)# ip 172.16.6.100

Related Commands | Command |Description

feature Enables HSRP configuration.
hsrp
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disable-peer-as-check (BGP)

To disable checking the peer autonomous system number (ASN) during route advertisement, use the
disable-peer-as-check command.

Syntax Description

Command Default

Command Modes

disable-peer-as-check

This command has no arguments or keywords.

Checking the ASN during route advertisement is enabled.

config-router-vrf-neighbor-af mode

Command History

Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines

Examples

This command requires the MPLS Services license.

This example shows how to disable checking the peer ASN during a route advertisement:

switch# configure terminal

switch (config)# feature bgp

switch (config)# feature-set mpls
switch (config) # feature mpls 13vpn

switch (config)# router bgp 1.1

(
(
switch(config)# feature bgp
(
(

switch (config-router)# neighbor 33.0.1.63 remote-as 100

switch (config-router-vrf-neighbor)# address-family ipv4 unicast
switch (config-router-neighbor-af)# neighbor 33.0.1.63 remote-as 100
switch (config-router-vrf-neighbor)# address-family ipv4 unicast
switch (config-router-vrf-neighbor-af) # disable-peer-as-check

switch (config-router-vrf-af) #

Related Commands

Command

Description

address-family ipv4 unicast

Enters address family configuration mode for configuring routing sessions
that use standard IPv4 address prefixes.

allowas-in Allows duplicate autonomous system number (ASN) in the AS path. Configure
this parameter in the VPN address family configuration mode at the PE spokes
and at the neighbor mode at the PE hub.

neighbor Adds an entry to the BGP or multiprotocol BGP neighbor table for this VRF.
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discard-route

For Cisco NX-OS to automatically configure a discard route for the summary address to prevent routing black
holes and route loops, use the discar d-route command. To prevent the discard routes from being created, use
the no form of this command.

discard-route {internal | external}
no discard-route {internal | external}

Syntax Description | internal | (Optional) Specifies internal route.

external | (Optional) Specifies external route.

Command Default Enabled

Command Modes
config-router mode

Command History Release | Modification

6.2(2) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to automatically configure a discard route for the summary address to

prevent routing black holes and route loops:

switch# configure terminal

switch (config)# router ospf 201

switch (config-router)# area 0.0.0.10 range 10.3.0.0/16
switch (config-router)# summary-address 10.5.0.0/16 tag 2
switch (config-router)# no discard-route internal

switch (config-router) #

This example shows how to prevent the discard routes from being created:

switch(config-router)# no discard-route internal

Related Commands | Command |Description

router ospf | Configures an Open Shortest Path First (OSPF) routing instance.
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distance (EIGRP)

To allow the use of two administrative distances—internal and external—for the Enhanced Interior Gateway
Routing Protocol (EIGRP) that could provide a better route to a node, use the distance command. To reset
to default, use the no form of this command.

distance internal-distance external-distance
no distance

Syntax Description

Command Default

Command Modes

internal-distance | Administrative distance for EIGRP internal routes. Internal routes are routes that are
learned from another entity within the same autonomous system (AS). The distance can
be a value from 1 to 255. The default value is 90.

external-distance | Administrative distance for EIGRP external routes. External routes are routes for which
the best path is learned from a source external to this autonomous system. The distance
can be a value from 1 to 255. The default value is 170.

internal-distance: 90

exter nal-distance: 170

Address-family configuration
Router configuration
Router VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

An administrative distance is a rating of the trustworthiness of a routing information source, such as an
individual router or a group of routers. Numerically, an administrative distance is an integer from 0 to 255.
In general, the higher the value, the lower the trust rating. An administrative distance of 255 means that the
routing information source cannot be trusted and should be ignored.

Use the distance command if another protocol is known to provide a better route to a node than was actually
learned through the external EIGRP or some internal routes should be preferred by EIGRP.

This command requires the Enterprise Services license.

This example shows how to set the administrative distance of all EIGRP 1 internal routes to 80 and
all EIGRP external routes to 130:

switch# configure terminal
switch (config) # router eigrp 1
switch (config-router)# distance 80 130
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Related Commands | Command Description

show ip Displays information about the Enhanced Interior Gateway Routing Protocol (EIGRP) running
egrp on the router.
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distance (IS-IS)

To define an administrative distance for routes that are inserted into the routing table, use the distance
configuration mode command. To return the administrative distance to its default distance definition, use the
no form of this command.

distance value
no distance

Syntax Description | value| Administrative distance. Range: 1 to 255. Default: 115.

Command Default The default route is not redistributed into the IS-I S routing domain.

Command Modes
Router configuration

VREF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines An administrative distance is a rating of the trustworthiness of a routing information source, such as an
individual router or a group of routers. Numerically, an administrative distance is an integer from 0 to 255.
In general, the higher the value, the lower the trust rating. An administrative distance of 255 means the routing
information source cannot be trusted at all and should be ignored.

This command requires the Enterprise Services license.

Examples This example shows how to set the administrative distance to 90:
switch# configure terminal

switch(config)# router isis TEST1

switch (config-router)# distance 90

Related Commands | Command |Description

feature Enables IS-IS on the router.
isis

net Specifies the Network Entity Title (NET) for an IS-IS process.

router isis| Enables IS-IS.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



D Commands |
[l distance (0SPF)

distance (OSPF)

To define the Open Shortest Path First (OSPF) route administrative distance, use the distance command. To
restore the default, use the no form of this command.

distance distance
no distance

Syntax Description | digance | Administrative distance for all routes local to this OSPF process. The range is from 1 to 255.

Command Default 110

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the distance command to set a distance for an entire group of routes. Use the distance command when
you configure multiple routing protocols, and you want to choose one set of routes over the other.

This command requires the Enterprise Services license.

Examples This example shows how to set the distance to 200, making the route less reliable:
switch# configure terminal

switch (config)# router ospf 1

switch (config-router)# distance 200

switch (config-router)# router ospf 2

switch (config-router)# distance 20
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distance (OSPFv3)

To define the Open Shortest Path First version 3 (osPFv3) route administrative distance, use the distance
command. To restore the default, use the no form of this command.

distance distance
no distance

Syntax Description | digance | Administrative distance for all routes local to this OSPFv3 process. The range is from 1 to 255.

Command Default 110

Command Modes
Address-family configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the distance command to set a distance for an entire group of routes. Use the distance command when
you configure multiple routing protocols, and you want to choose one set of routes over the other.

This command requires the Enterprise Services license.

Examples This example shows how to set the distance to 200, making the route less reliable:
switch# configure terminal

switch(config)# router ospfv3 1

switch (config-router)# address-family ipv6é unicast

switch (config-router-af)# distance 200
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distance (RIP)

To define the administrative distance assigned to routes discovered by the Routing Information Protocol (RIP),
use the distance command in the router address-family configuration mode. To remove the distance and
restore the system to its default condition, use the no form of this command.

distance admin-distance
no distance admin-distance

Syntax Description | admin-distance | Administrative distance to be assigned to RIP routes. The range is from 0 to 255.

Command Default admin-distance: 120

Command Modes
Router address-family configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the distance command to change the preference of RIP routes over other protocol routes. Numerically,
an administrative distance is an integer from 0 to 255. In general, a higher value indicates a lower trust rating.
An administrative distance of 255 means that the routing information source cannot be trusted at all and should
be ignored.

The following table lists default administrative distances.

Table 1: Default Administrative Distances of Routing Protocols

Routing Protocols Administrative Distance Value

Connected interface 0

Static route out an interface | 0

Static route to next hop 1

EIGRP Summary Route 5

External BGP 20
Internal EIGRP 90
OSPF 110
IS-IS 115
RIP 120
External EIGRP 170
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Routing Protocols

Administrative Distance Value

Internal BGP

200

Unknown

255

This command does not require a license.

This example shows how to set the administrative distance for RIP:

switch# configure terminal

switch (config)# router rip Enterprise

switch (config-router)# address-family ipv4 unicast
switch (config-router-af)# distance 85

Related Commands

Command Description

address-family | Enters address-family configuration mode.

redistribute | Redistributes routes from one routing domain into RIP.
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distribute

To distribute routes between specific IS-IS levels, use the distribute command. To return to the default setting,
use the no form of this command.

distribute {level-1|level-2} into {level-1|level-2} {all |route-map name}

Syntax Description level-1 Distributes the interarea routes into level-1 of this IS-IS instance.
level-2 Distributes the interarea routes into level-2 of this IS-IS instance.
into Specifies from one level to another level.
all Distributes all route levels.
route-map Prevents distribution of a specific route-map. The name can be any alphanumeric string
name up to 63 characters.
Command Default The default route is not distributed into the IS-S routing domain. If enabled, IS-IS allows distribution of route

between level-1 and level-2 such that optimal inter-area routing could be obtained.

This command requires the Enterprise Services license.

Command Modes
Router configuration

VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines level-1 summarizes the IP address into the level-1 area. Only routes redistributed into Level 1 are summarized
with the configured address and mask value.

level-2 summarizes the IP address into the level-2 area. Routes learned by level-1 routing are summarized
into the level-2 backbone with the configured address and mask value. Redistributed routes into level-2 IS-IS
will be summarized also.

In IS-IS, all areas are stub areas, which means that no routing information is leaked from the backbone (level-2)
into areas (level-1). Level-1-only routers use default routing to the closest level-1-level-2 router in their area.
This command enables you to redistribute level-2 IP routes into level-1 areas. This redistribution enables
level-1-only routers to pick the best path for an IP prefix to get out of the area. This is an IP-only feature,
CLNS routing is still stub routing.

For more control and scalability, a distribute list or a route map can control which level-2 IP routes can be
redistributed into level-1. This command allows large IS-IS-IP networks to use areas for better scalability.

Examples This example distributes level-1 routes into a level-2 network:

switch# configure terminal
switch (config)# distribute level-1 into level-2
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down-bit-ignore

Syntax Description

Command Default

Command Modes

To disable down bit (DN bit) checking on a provider edge (PE) router, use the down-bit-ignore command in
OSPF VREF configuration mode. To return to the default setting, use the no form of this command.

down-bit-ignore
no down-bit-ignore

This command has no keywords or arguments.
By default, the down bit (DN bit) checking is enabled. The information from the link-state advertisement

(LSA) for which the DN bit is set is ignored during Open Shortest Path First (OSPF) route calculation.

OSPF VREF configuration

Command History

Usage Guidelines

Release | Modification

6.2(2) | This command was introduced.

This command is supported only in the OSPF VRF mode on a PE router. This command is not supported in
OSPF VRF mode on a non-PE router.

When a PE receives a type 3, 5, or 7 LSA with the DN bit set from a customer edge (CE) router, the information
from the LSA is not used during OSPF route calculation. The DN bit ignore feature enables a PE router to
process type-3, type-5, and type-7 LSAs that are received from a CE router when the DN bit is set. When you
configure the DN bit ignore feature, the PE router includes these LSAs in OSPF route computation.

The DN bit is used to prevent routing loops in Layer 3 virtual private network (VPN) configurations using
OSPF in a PE-CE scenario. The DN bit ignore feature is applicable for only certain topologies, such as a hub
and spoke topology of PE routers with multiple virtual routing and forwarding (VRF) CEs connected to the
hub PE. You should be use this command with caution because it can cause routing loops.
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* ebgp multihop, on page 180

« eigrp graceful-restart, on page 181

« eigrp log-neighbor-changes, on page 182

« eigrp log-neighbor-warnings, on page 183
* eigrp router-id, on page 184

* eigrp stub, on page 185

« event fib resource tcam usage, on page 186
« event fib route, on page 187

« export vrf, on page 188
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ebgp multihop

To configure the exterior Border Gateway Protocol (eBGP) time-to-live (TTL) value to support eBGP multihop,
use the ebgp multihop command. To reset to default, use the no form of this command.

ebgp multihop ttl-value
no ebgp multihop ttl-value

Syntax Description | ttl-value| TTL value for eBGP multihop. The range is from 2 to 255. You must manually reset the BGP
sessions after using this command.

Command Default None

Command Modes
BGP neighbor configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ebgp multihop command to configure the eBGP time-to-live (TTL) value to support e BGP multihop.
In some situations, an eBGP peer is not directly connected to another e BGP peer and requires multiple hops
to reach the remote eBGP peer. You can configure the eBGP TTL value for a neighbor session to allow these
multihop sessions.

This command requires the Enterprise Services license.

Examples This example shows how to configure the e BGP multihop value:
switch# configure terminal

switch (config)# router bgp 1.1

switch (config-router)# neighbor 192.0.2.1 remote-as 1.2
switch (config-route-neighbor) ebgp multihop 2

Related Commands | Command |Description

feature Enables the BGP feature.
bgp
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eigrp graceful-restart

To enable graceful restart for the Enhanced Interior Gateway Routing Protocol (EIGRP), use the eigrp
graceful-restart command. To reset to default, use the no form of this command.

eigrp graceful-restart
no eigrp graceful restart

Syntax Description ~ This command has no arguments or keywords.

Command Default Enabled

Command Modes
Address-family configurationRouter configurationRouter VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Replaced by graceful-restart command.

Usage Guidelines Use the eigrp graceful-restart command to allow EIGRP to remain in the data forwarding path through a
process restart. This command is the same as the nsf command.

This command requires the Enterprise Services license.

Examples This example shows how to enable graceful restart:
switch# configure terminal
switch (config)# router eigrp 1
switch (config-router)# eigrp graceful-restart
Related Commands | Command Description

graceful-restart | Enables graceful restart.

timersnsf Configures timers for nonstop forwarding and graceful restart.
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eigrp log-neighbor-changes

Syntax Description

Command Default

Command Modes

To enable the logging of changes in Enhanced Interior Gateway Routing Protocol (EIGRP) neighbor
adjacencies, use the eigrp log-neighbor-changes command. To disable the logging of changes in EIGRP
neighbor adjacencies, use the no form of this command.

eigrp log-neighbor-changes
no eigrp log-neighbor-changes

This command has no arguments or keywords.
Adjacency changes are logged.
Address-family configuration

Router configuration
Router VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Replaced by log-neighbor-changes command.

Use the eigrp log-neighbor-changes command to log neighbor adjacency changes to monitor the stability
of the routing system and to detect problems. Logging is enabled by default. To disable the logging of neighbor
adjacency changes, use the no form of this command.

This command requires the Enterprise Services license.

This example shows how to enable logging of neighbor changes for EIGRP process 209:

switch# configure terminal
switch (config)# router eigrp 209
switch (config-router)# eigrp log-neighbor-changes

Related Commands

Command Description

log-neighbor-changes | Enables logging of EIGRP neighbor changes.

log-neighbor-warnings | Enables logging of EIGRP neighbor warnings.

log-adj acency-changes | Enables logging of EIGRP adjacency state changes.
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eigrp log-neighbor-warnings

To enable the logging of Enhanced Interior Gateway Routing Protocol (EIGRP) neighbor warning messages,
use the eigrp log-neighbor-war nings command. To disable the logging of EIGRP neighbor warning messages,
use the nNo form of this command.

eigrp log-neighbor-warnings [seconds]
no eigrp log-neighbor-warnings

Syntax Description seoonds | (Optional) Time interval (in seconds) between repeated neighbor warning messages. The range of
seconds is from 1 to 65535.

Command Default Neighbor warning messages are logged.

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(1) |This command was introduced.

4.0(3) |Replaced by log-neighbor-warnings command.

Usage Guidelines Use the eigrp log-neighbor-war nings command to enable neighbor warning messages and to configure the
interval between repeated neighbor warning messages.

This command requires the Enterprise Services license.

Examples This example shows how to log neighbor warning messages for EIGRP process 209 and to repeat

the warning messages in 5-minute (300 seconds) intervals:
switch# configure terminal

switch (config) # router eigrp 209
switch (config-router)# eigrp log-neighbor-warnings 30

Related Commands Command Description

log-neighbor-changes | Enables logging of EIGRP neighbor changes.

log-neighbor-war nings | Enables logging of EIGRP neighbor warnings.

log-adjacency-changes | Enables logging of EIGRP adjacency state changes.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



. eigrp router-id

E Commands |

eigrp router-id

To set the router ID used by the Enhanced Interior Gateway Routing Protocol (EIGRP) when communicating
with its neighbors, use the eigrp router-id command. To remove the configured router ID, use the no form
of this command.

eigrp router-id ip-address
no eigrp router-id ip-address

Syntax Description

Command Default

Command Modes

ip-address| Router ID in dotted decimal notation.

EIGRP automatically selects an IP address to use as the router ID when an EIGRP process is started. The
highest local IP address is selected and loopback interfaces are preferred. The router ID is not changed unless
the EIGRP process is removed with the no router eigrp command or if the router ID is manually configured
with the eigrp router-id command.

Address-family configuration
Router configuration
Router VRF configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Replaced by router-id command.

Usage Guidelines

Examples

Use the eigrp router-id command to manually configure the router ID for EIGRP. The router ID is used to
identify the originating router for external routes. If an external route is received with the local router ID, the
route is discarded. The router ID can be configured with any IP address with two exceptions; 0.0.0.0 and
255.255.255.255 are not legal values and cannot be entered. You should configure unique value for each
router.

This command requires the Enterprise Services license.

This example shows how to configure 172.16.1.3 as a fixed router ID:

switch# configure terminal
switch (config)# router eigrp 209
switch (config-router)# eigrp router-id 172.16.1.3
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eigrp stub

To configure a router as a stub using the Enhanced Interior Gateway Routing Protocol (EIGRP), use the eigrp
stub command. To disable the EIGRP stub routing feature, use the no form of this command.

eigrp stub [{direct | leak-map map-name | receive-only | redistributed}]
no eigrp stub [{direct | leak-map map-name | receive-only | redistributed}]

Syntax Description | direct (Optional) Advertises directly connected routes.

leak-map map-name | (Optional) Allows dynamic prefixes based on the leak map.

receive-only (Optional) Sets the router as a receive-only neighbor.
redistributed (Optional) Advertises redistributed routes from other protocols and autonomous
systems.

Command Default Disabled

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

4.0(3) |Replaced by stub command.

Usage Guidelines Use the eigrp stub command to configure a router as a stub where the router directs all IP traffic to a distribution
router.

The direct keyword permits EIGRP stub routing to advertise connected routes. This option is enabled by
default.

The receive-only keyword restricts the router from sharing any of its routes with any other router in that
EIGRP autonomous system, and the receive-only keyword does not permit any other option to be specified
because it prevents any type of route from being sent.

The redistributed keyword permits the EIGRP Stub Routing feature to send other routing protocols and
autonomous systems. Without the configuration of this option, EIGRP will not advertise redistributed routes.

If you use any of these four keywords (direct, leak-map, receive-only, redistributed) with the eigrp stub
command, only the route types specified by the particular keyword(s) are advertised.

This command requires the Enterprise Services license.

Usage Guidelines This example shows how to configure the router as a receive-only neighbor:

switch# configure terminal
switch (config)# router eigrp 1
switch (config-router)# eigrp stub receive-only
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event fib resource tcam usage

To configure an event statement for the policy, use the event fib resour ce tcam usage command.

event fib resource tcam usage

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command Modes
config-applet mode

Command History Release | Modification

6.2(2) |This command was introduced.

Usage Guidelines By using the event fib resource tcam usage command, you can configure a policy in the Embedded Event
Manager (EEM) to monitor TCAM utilization on Cisco Nexus 7000 M1 Series modules.

The event fib resour ce tcam usage command triggers an event each time the TCAM utilization percentage
becomes a multiple of 5, in either direction.

This command requires the Enterprise Services license.

Examples This example shows how to configure an event statement for the policy:
switch# configure terminal
switch (config) # event manager applet Testl
switch (config-applet)# description “checks TCAM usage threshold on M1 card”
switch (config-applet)# event fib resource tcam usage
switch (config-applet#
Related Commands | Command Description

show event manager policy-state| Displays information about the status of the specified event policy.
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event fib route

To configure an event statement for the policy, use the event fib route command. To remove an event statement
from an Embedded Event Manager (EEM) policy, use the no form of this command.

event fib route {inconsistent | missing | failure}
no event fib route {inconsistent | missing | failure}

Syntax Description

Command Default

Command Modes

inconggtent | Triggers an event if the route or adjacency programming is changed in the hardware
configuration.

missing Triggers an event if the route is deleted in the unicast Forward Information Base (FIB).

failure Triggers an event if a route fails to be inserted in the unicast FIB.

None

config-applet mode

Command History

Usage Guidelines

Examples

Release | Modification

6.2(2) | This command was introduced.

This command requires the Enterprise Services license.

This example shows how to configure an event statement for the policy:

switch# configure terminal

switch (config)# event manager applet Routel

switch (config-applet)# description “checks for missing routes in FIB”
switch (config-applet)# event fib route missing

switch (config-applet) #

Related Commands

Command Description

show event manager policy-state| Displays information about the status of the specified event policy.
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export vrf

To export IP prefixes to the default VRF (global routing table) from any other VRF, use the export vrf
command.

export vrf default [prefix-limit] map route-map

Syntax Description prefix-limit | Number of routes that can be exported in order to avoid the global table being over-loaded.

The default value is 1000.

map Specifies the route map.

route-map | Name of the route map. It is case-sensitive, alphanumeric character string with a maximum
length of 63 characters.

Command Modes
Address Family Configuration (config-vrf-af)

Command History Release Modification

7.3(0)D1(1) | This command was introduced.

Examples The following example shows how to export the route-map, BgpMap, to default VRF, and verify

the configuration:

switch# configure terminal

switch (config) # feature bgp

switch (config)# vrf context vpnl

switch (config-vrf) # address-family ipv4 unicast

switch (config-vrf-af)# export vrf default 3 map BgpMap
switch (config-vrf-af)# exit

switch (config) # show gp process vrf vpnl

Related Commands Command | Description

import Import IP prefixes from default VRF.
vrf
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» feature bgp, on page 190

« feature eigrp, on page 191

« feature glbp, on page 192

» feature hsrp, on page 194

» feature imp, on page 195

« feature isis, on page 196

« feature ospf, on page 197

« feature ospfv3, on page 198

» feature pbr, on page 199

« feature rip, on page 200

« feature vrrp, on page 201

» feature vrrpv3, on page 202

» feature weep, on page 203

* flush-routes (OSPF), on page 204
* flush-routes (OSPFv3), on page 205
» follow, on page 206

» forwarder preempt, on page 207
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feature bgp

To enable the Border Gateway Protocol (BGP), use the feature bgp command. To disable BGP, use the ho
form of this command.

feature bgp
no feature bgp

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration.

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the BGP feature before you can configure BGP.

This command requires the Enterprise Services license.

Examples This example shows how to enable a BGP configuration:

switch# configure terminal
switch (config)# feature bgp

Related Commands | Command | Description

show bgp | Displays BGP configuration information.

router Creates a BGP instance.
bgp
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feature eigrp

To enable the Enhanced Interior Gateway Protocol (EIGRP), use the feature eigrp command. To disable
EIGRP, use the no form of this command.

feature eigrp
no feature eigrp

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the EIGRP feature before you can configure EIGRP.

This command requires the Enterprise Services license.

Examples This example shows how to enable the EIGRP feature:
switch# configure terminal
switch (config) # feature eigrp

Related Commands | Command Description

show {ip | ipv6} eigrp | Displays EIGRP configuration information.

router eigrp Creates a EIGRP instance.
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feature glbp

To enable the Gateway Load Balancing Protocol (GLBP), use the feature glbp command. To disable GLBP,
use the nNo form of this command.

feature glbp
no feature glbp

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines You must globally enable GLBP before you can configure any GLBP options or create a GLBP group.

This command does not require a license.

Examples This example shows how to enable GLBP:
switch# configure terminal
switch (config)# feature glbp

Related Commands | Command Description

authentication Configures an authentication string for the GLBP group.

forwarder preempt | Configures a gateway to take over as AVF for a GLBP group if it has a higher priority
than the current AVF.

ip (GLBP) Activates the GLBP group.

load-balancing Specifies the load-balancing method used by the AVG of GLBP.

preempt Configures the gateway to take over as AVG for a GLBP group if it has a higher priority
than the current AVG.

priority Sets the priority level of the gateway within a GLBP group.

show glbp Displays GLBP information.

timers Configures the time between hello packets sent by the GLBP gateway and the time for

which the virtual gateway and virtual forwarder information is considered valid.

timersredirect Configures the time during which the AVG for a GLBP group continues to redirect
clients to a secondary AVF.
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Command Description

track Configures an interface to be tracked where the GLBP weighting changes are based
on the state of the interface.

weighting Specifies the initial weighting value of the GLBP gateway.

weighting track

Specifies a tracking object where the GLBP weighting changes are based on the
availability of the object being tracked.
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feature hsrp

To enter Hot Standby Router Protocol (HSRP) configuration mode and enable HSRP, use the feature hsrp
command. To disable HSRP, use the no form of this command.

feature hsrp
no feature hsrp

Syntax Description ~ The command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the feature hsrp command to enter HSRP configuration mode and enable HSRP.

This command does not require a license.

Examples This example shows how to enable HSRP on Ethernet interface 1/1:
switch# configure terminal

switch (config)# feature hsrp

switch (config-hsrp) #

Related Commands | Command |Description

hsrp Creates and activates an HSRP group.
group

show hsrp | Displays HSRP information.
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feature imp

To enable the authentication package for Open Short Path First version 3 (OSPFv3) packets, use the feature
imp command. To disable the authentication package, use the no form of this command.

feature imp
no feature imp

Syntax Description ~ The command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release Modification

7.3(1)D1(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to enable authentication package:

switch# configure terminal
switch (config) # feature imp
switch (config) #
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feature isis

To enable the Intermediate System to Intermediate System Protocol (IS-IS), use the featureisis command.
To disable ISIS, use the no form of this command.

feature isis
no feature isis

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the IS-IS feature before you can configure IS-IS.

This command requires the Enterprise Services license.

Examples This example shows how to enable the IS-IS feature:

switch# configure terminal
switch (config)# feature isis

Related Commands Command | Description

show isis | Displays IS-IS configuration information.

router Creates an IS-IS instance.
isis
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feature ospf

To enable the Open Shortest Path First Protocol (OSPF), use the feature ospf command. To disable OSPF,
use the nNo form of this command.

feature ospf
no feature ospf

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the OSPF feature before you can configure OSPF.

This command requires the Enterprise Services license.

Examples This example shows how to enable the OSPF feature:

switch# configure terminal
switch (config) #feature ospf

Related Commands | Command |Description

show ospf | Displays OSPF configuration information.

router Creates an OSPF instance.
ospf
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feature ospfv3

To enable the Open Shortest Path First version 3 Protocol (OSPFv3), use the feature ospfv3 command. To
disable OSPFv3, use the no form of this command.

feature ospfv3
no feature ospfv3

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the OSPFv3 feature before you can configure OSPFv3.

This command requires the Enterprise Services license.

Examples This example shows how to enable the OSPv3 feature:

switch# configure terminal
switch (config)# feature ospfv3

Related Commands | Command Description

show ospfv3 | Displays OSPFv3 configuration information.

router Creates an OSPFv3 instance.
ospfv3
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feature pbr

To enable the policy-based routing (PBR) feature, use the feature pbr command. To disable PBR, use the
no form of this command.

feature pbr
no feature pbr

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the PBR feature before you can configure policy-based routing.

This command requires the Enterprise Services license.

Examples This example shows how to enable the PBR feature:
switch# configure terminal
switch (config)# feature pbr

Related Commands | Command Description

ip policy route-map | Assigns a policy-based route map to an interface.

show ip policy Displays information about policy-based routing.
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feature rip

To enable the Routing Information Protocol (RIP), use the featurerip command. To disable RIP, use the no
form of this command.

feature rip
no feature rip

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.0(1) | This command was introduced.

Usage Guidelines You must enable the RIP feature before you can configure RIP.

This command does not require a license.

Examples This example shows how to enable the RIP feature:

switch# configure terminal
switch (config)# feature rip

Related Commands | Command | Description

show rip | Displays RIP configuration information.

router Creates a RIP instance.
rip
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feature vrrp

To enable the Virtual Router Redundancy Protocol (VRRP), use the feature vrrp command. To disable
VRRP, use the no form of this command.

Syntax Description

Command Default

Command Modes

feature vrrp .

feature vrrp
no feature vrrp

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release

Modified

4.0(1)

This command was introduced.

You must enable the VRRP feature before you can configure VRRP.

This command does not require a license.

This example shows how to enable the VRRP feature:

switch# configure terminal
switch (config)# feature vrrp

Related Commands

Command | Description

show Displays VRRP configuration information.

vIrp

clear Clears all the software counters for the specified virtual router.
vIrp
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feature vrrpv3

To enable Virtual Router Redundancy Protocol (VRRP) version 3 and Virtual Router Redundancy Service
(VRRS), use the feature vrrpv3 command. To disable VRRPv3 and VRRS in a VDC, use the no form of
this command.

feature vrrpv3
no feature vrrpv3

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines If VRRPV2 is configured, use the no feature vrrp command in global configuration mode to remove the
VRRPV2 configuration and then use the feature vrrpv3 command to enable VRRPv3.

This command requires the Enterprise Services license.

Examples This example shows how to enable VRRPv3 and VRRS:

switch# configure terminal
switch (config)# feature vrrpv3

This example shows how to disable VRRPv3 and VRRS:

switch# configure terminal
switch (config) # no feature vrrpv3

Related Commands | Command Description

vrrpv3address-family | Creates a VRRPv3 group and enters VRRPv3 group configuration mode.
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feature wcep

To enable the Web Cache Communication Protocol (WCCP), use the feature wccp command. To disable
WCCP, use the no form of this command.

feature wccp
no feature wccp

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modified

4.2(1) | This command was introduced.

Usage Guidelines You must enable the WCCP feature before you can configure WCCPv2.

This command does not require a license.

Examples This example shows how to enable the WCCP feature:
switch# configure terminal

switch (config)# feature wccp

switch (config)# show ip wccp

Global WCCP information:
Router information:

Router Identifier: 20.20.20.2
Protocol Version: 2.0

Related Commands | Command Description

clear ip weep Clears all the software counters for WCCPv2.

show running-configwcep | Displays the WCCPv2 configuration.

show ip weep Displays the status of the WCCP service group.
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flush-routes (OSPF)

To flush routes on a nongraceful controlled restart for the Open Shortest Path First (OSPF) protocol, use the
flush-routes command. To disable this feature, use the no form of this command.

flush-routes
no flush-routes

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the flush-routes command when the OSPF Graceful Restart feature is not enabled.

This commands causes OSPF to unregister from the unicast RIB when OSPF shuts down. The unicast RIB
removes all the routes associated with this OSPF instance. If you do not configure the flush-routescommand,
OSPF will not unregister and the OSPF routes will be stale. The OSPF routs are eventually removed from the
unicast RIB after a timeout period. If OSPF comes back up in p in graceful restart mode, the routes will be
refreshed in the unicast RIB.

This command requires the Enterprise Services license.

Examples This example shows how to flush routes for a nongraceful restart:
switch# configure terminal
switch (config)# router ospf 202
switch (config-router)# flush-routes

Related Commands | Command Description

graceful-restart | Enables OSPF Graceful Restart.
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flush-routes (0SPFv3)

To flush routes on a nongraceful controlled restart for the Open Shortest Path First version 3 (OSPFv3)
protocol, use the flush-routes command. To disable this feature, use the no form of this command.

flush-routes
no flush-routes

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the flush-routes command when the OSPFv3 Graceful Restart feature is not enabled.

This commands causes OSPF to unregister from the unicast RIB when OSPFv3 shuts down. The unicast RIB
removes all the routes associated with this OSPF instance. If you do not configure the flush-routescommand,
OSPFv3 will not unregister and the OSPFv3 routes will be stale. The OSPFv3 routs are eventually removed
from the unicast RIB after a timeout period. If OSPFv3 comes back up in p in graceful restart mode, the routes
will be refreshed in the unicast RIB.

This command requires the Enterprise Services license.

Examples This example shows how to flush routes for a nongraceful restart:
switch# configure terminal
switch (config)# router ospfv3 202
switch (config-router)# flush-routes

Related Commands | Command Description

graceful-restart | Enables OSPFv3 graceful restart.
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follow

To configure a regular Hot Standby Redundancy Protocol (HSRP) group as a slave group, use the follow
command. To return the slave group to a regular HSRP group, use the no form of this command.

follow master-group
no follow master-group

Syntax Description master-group | Master group.

Command Default None

Command Modes
config-if-hsrp mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines Configuring an HSRP group as a slave group clears the group’s other configurations, such as its virtual IP
address without notification, so you must enter the follow command before you enter the ip command.

Slave groups may forward reference master group names that are undefined.

This command requires the Enterprise Services license.

Examples This example shows how to configure a regular HSRP group as a slave group:
switch# configure terminal

switch (config) # interface ethernet 3/5

switch (config-if)# ip address 11.0.0.1/24

switch (config-if)# hsrp version 2

switch (config-if)# hsrp mac-refresh 90

switch(config-if)# hsrp 10

switch (config-if-hsrp)# name Master-Group-1

switch (config-if-hsrp)# follow Master-Group-1

switch (config-if-hsrp) #

This example shows how to remove a regular HSRP group from a slave group:

switch(config-if-hsrp)# no follow Master-Group-1

Related Commands | Command | Description

hsrp Creates an HSRP group and enters HSRP configuration mode.
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forwarder preempt

To configure a gateway to take over as the active virtual forwarder (AVF) for a Gateway Load Balancing
Protocol (GLBP) group if the current AVF falls below its low weighting threshold, use the forwar der preempt
command. To disable this function, use the no form of this command.

forwarder preempt [delay minimum seconds]
no forwarder preempt [delay minimum seconds]

Syntax Description delay minimum seconds | (Optional) Specifies a minimum number of seconds that the gateway delays before
taking over the role of AVF. The range is from 0 to 3600 seconds with a default
delay of 30 seconds.

Command Default Forwarder preemption is enabled with a default delay of 30 seconds.

Command Modes
GLBP configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure a gateway to preempt the current AVF when the current AVF

falls below its low weighting threshold. If the gateway preempts the current AVF, it waits 60 seconds
before taking over the role of the AVF.

switch# configure terminal

switch (config) # interface ethernet 1/1

switch (config-if)# glbp 2

switch (config-glbp) # forwarder preempt delay minimum 60

Related Commands | Command | Description

glbp Enters GLBP configuration mode and creates a GLBP group.
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« glbp timers extended-hold, on page 211
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« graceful-restart (EIGRP), on page 214
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« graceful-restart (OSPF), on page 216

« graceful-restart (OSPFv3), on page 217
« graceful-restart t3 manual, on page 218
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glbp

G Commands |

To enter GLBP configuration mode and create a Gateway Load Balancing Protocol (GLBP) group, use the
glbp command. To delete a GLBP group, use the no form of this command.

glbp group
no glbp group

Syntax Description

group | GLBP group number. The range is from 0 to 1023.

Command Default

None

Command Modes

Interface configuration

Command History

Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines

Examples

Use the glbp command to enter GLBP configuration mode and create a GLBP group if the group does not
exist.

\}

Note  You must configure all GLBP options before you use the ip command to assign a virtual IP address and
activate the GLBP group.

This command does not require a license.

This example shows how to create GLBP group 10 on Ethernet interface 1/1:

switch# configure terminal
switch (config)# interface ethernet 1/1
switch (config-if)# glbp 10

Related Commands

Command | Description

ip Configures a virtual IP address and activates the GLBP group.
(GLBP)

show glbp | Displays GLBP information.
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glbp timers extended-hold

To enabled extended hold timers for the Gateway Load Balancing Protocol (GLBP), use the glbp timers
extended-hold command. To revert to default, use the no form of this command.

olbp timers extended-hold [timer]
no glbp timers extended-hold

Syntax Description

timer | (Optional) Extended hold time, in seconds. The range is from 10 to 255.

Command Default

10 seconds

Command Modes

Global configuration

Command History

Release | Modification

5.0(2) | This command was introduced.

Usage Guidelines

Examples

Use the glbp timer s extended-hold command to configure extended Non-stop Forwarding (NSF) support
for GLBP.

\)

Note  You must configure extended hold timers on all GLBP gateways if you configure non-default extended hold
timers. You can configure different extended holdtimer values on each GLBP gateway, based on the expected
system switchover delays.

This command does not require a license.

This example shows how to configure the extended hold time for GLBP:

switch# configure terminal
switch (config)# glbp timers extended-hold 30

Related Commands

Command | Description

ip Configures a virtual IP address and activates the GLBP group.
(GLBP)

show glbp | Displays GLBP information.
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graceful-restart (BGP)

To enable the graceful restart and the graceful restart helper capability, use the graceful-restart or the
graceful-restart-helper router BGP configuration mode command. To disable graceful restart and the graceful
restart helper capability, use the no form of this command.

graceful-restart [{restart-time restart-time| stalepath-time stalepath-time}] graceful-restart-helper
{no graceful-restart {restart-time restart-time|stalepath-time stalepath-time} | graceful-restart-helper}

Syntax Description

Command Default

restart-time restart-time (Optional) Sets the maximum time period that the local router will wait for
a graceful-restart-capable neighbor to return to normal operation after a restart
event occurs. Range: 1 to 3600. Default: 120.

stalepath-time stalepath-time | (Optional) Sets the maximum time period that the local router will hold stale
paths for a restarting peer. All stale paths are deleted after this timer expires.
The range is from1 to 3600.

graceful-restart-helper Enables the graceful restart helper capability.

Graceful restart and graceful restart helper are enabled by default. The following default values are used when
the graceful-restart command is entered without any keywords or arguments:

* restart-time: 120 seconds
» stalepath-time: 300 seconds

\}

Note

Changing the restart and stalepath timer values is not required to enable the BGP graceful restart capability.
The default values are optimal for most network deployments, and these values should be adjusted only by

Command Modes

an experienced network operator.

Neighbor address-family configurationRouter bgp configuration VRF configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) |This command was introduced.

The graceful-restart command is used to configure or disable the graceful restart capability on a router in a
BGP network.If the graceful restart capability is enabled after a BGP session has been established, you will
need to restart the session with a soft or hard reset.

The default timer values for this feature are optimal for most network deployments. We recommend that they
are adjusted only by experienced network operators. When adjusting the timer values, the restart timer should
not be set to a value greater than the hold time that is carried in the OPEN message. If consecutive restart
operations occur, routes (from a restarting router) that were previously marked as stale will be deleted.

The graceful-restart-helper command is used to configure the local BGP router to support the graceful restart
of a remote BGP peer.
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graceful-restart (BGP) .

Examples This example shows how to enable the BGP graceful restart capability:

switch (config-router)# graceful-restart
switch (config-router) #

This example shows how to set the restart timer is set to 240 seconds:

switch (config-router)# graceful-restart restart-timer 240
switch (config-router) #
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graceful-restart (EIGRP)

To enable graceful restart for the Enhanced Interior Gateway Routing Protocol (EIGRP), use the
graceful-restart command. To reset to default, use the no form of this command.

graceful-restart
no graceful restart

Syntax Description ~ This command has no arguments or keywords.

Command Default Enabled

Command Modes
Address-family configurationRouter configurationRouter VRF configuration

Command History Release | Modification

4.0(3) | This command was introduced.

Usage Guidelines Use the graceful-restart command to allow EIGRP to remain in the data forwarding path through a process
restart.

This command requires the Enterprise Services license.

Examples This example shows how to enable graceful restart:
switch# configure terminal

switch (config)# router eigrp 1

switch (config-router)# graceful-restart

Related Commands Command | Description

timers | Configures timers for nonstop forwarding and graceful restart.

nsf
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graceful-restart (I1S-1S)

To enable the graceful restart for an IS-IS process, use the graceful-restart configuration mode command.
To disable graceful restart, use the no form of this command.

graceful-restart
no graceful-restart

Syntax Description ~ This command has no arguments or keywords.

Command Default Graceful restart is enabled by default.

Command Modes
Address-family configurationRouter configuration VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines The graceful-restart command is used to configure or disable the graceful restart capability on a router in
an IS-IS network. If the graceful restart capability is enabled after an IS-IS session has been established, you
will need to restart the session with a soft or hard reset.

This command requires the Enterprise Services license.

Examples This example shows how to enable the graceful restart capability:

switch (config-router)# graceful-restart
switch (config-router) #

Related Commands | Command |Description

feature Enables IS-IS on the router.
isis

router isis| Creates an IS-IS instance.
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graceful-restart (OSPF)

To configure nonstop forwarding for Open Shortest Path First (OSPF), use the graceful-restart command.
To disable this feature, use the no form of this command.

graceful-restart [{grace-period seconds| helper-disable| planned-only}]
no graceful-restart [{grace-period seconds| helper-disable| planned-only}]

Syntax Description grace-period seconds | (Optional) Configures the maximum interval (in seconds) that another router should
wait for this router to gracefully restart. The range is from 5 to 1800.

helper-disable Optional) Disables helper mode. The router will not participate in the graceful restart
of a neighbor router.

planned-only Optional) Enables graceful restart for controlled restarts only.

Command Default Enabled by default. Grace period: 60 seconds

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the graceful-restart command to allow OSPF to remain in the data forwarding path through a process
restart. Set the grace period long enough to allow a typical reboot cycle for Cisco NX-OS. Do not set the grace
period too long or your network will be relying on old route information.

This command requires the Enterprise Services license.

Examples This example shows how to configure a graceful restart to occur only for a planned restart:
switch# configure terminal

switch (config)# router ospf 202

switch (config-router)# graceful-restart grace-period 300 planned-only

Related Commands Command |Description

flush-routes| Flushes routes on a nongraceful controlled restart.
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graceful-restart (0SPFv3)

To configure nonstop forwarding for Open Shortest Path First version 3 (OSPFv3), use the graceful-restart
command. To disable this feature, use the no form of this command.

graceful-restart [{grace-period seconds| helper-disable| planned-only}]
no graceful-restart [{grace-period seconds| helper-disable| planned-only}]

Syntax Description grace-period seconds | (Optional) Configures the maximum interval (in seconds) that another router should
wait for this router to gracefully restart. The range is from 5 to 1800.

helper-disable Optional) Disables helper mode. The router will not participate in the graceful restart
of a neighbor router.

planned-only Optional) Enables graceful restart for controlled restarts only.

Command Default Enabled by default. Grace period: 60 seconds

Command Modes )
Router configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the graceful-restart command to allow OSPFv3 to remain in the data forwarding path through a process
restart. Set the grace period long enough to allow a typical reboot cycle for Cisco NX-OS. Do not set the grace
period too long or your network will be relying on old route information.

This command requires the Enterprise Services license.

Examples This example shows how to configure a graceful restart to occur only for a planned restart:
switch# configure terminal

switch (config)# router ospfv3 202

switch (config-router)# graceful-restart grace-period 300 planned-only

Related Commands Command |Description

flush-routes| Flushes routes on a nongraceful controlled restart.
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graceful-restart t3 manual

To configure the time that Intermediate-System-to-Intermediate System (IS-IS) announces as the adjacency
remaining time in its hello message when IS-IS acknowledges a peer restart, use the graceful-restart t3
manual command. To revert to the default setting, use the no form of this command.

graceful-restart t3 manual time
no graceful-restart t3 manual

Syntax Description | time| Time in seconds. The range is from 30 to 65535.

Command Default 60 seconds

Command Modes
Router configuration

VREF configuration

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines Use the graceful-restart t3 manual command to set the T3 timer, as defined in RFC 3847.

This command requires the Enterprise Services license.

Examples This example shows how to set the T3 timer:

switch# configure terminal

switch (config-router)# graceful-restart t3 manual 90
switch (config-router) #

Related Commands | Command |Description

feature Enables IS-IS on the router.
isis

router isis| Creates an IS-IS instance.
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* hardware ejector enable, on page 220

* hardware forwarding dynamic-allocation, on page 221
* hardware forwarding 13 resource route non-deterministic, on page 222
* hardware ip glean throttle, on page 223

* hardware ip glean throttle maximum, on page 224

* hardware ip glean throttle syslog, on page 225

* hardware ip glean throttle timeout, on page 226

* hardware ip verify, on page 227

* hardware ip verify address, on page 229

* hardware ip verify length, on page 231

* hardware ipv6 verify, on page 233

* hardware proxy layer-3 forwarding, on page 235

* hello-interval (OSPF virtual link), on page 237
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* hsrp, on page 240

* hsrp ipv6, on page 242

* hsrp mac-refresh, on page 243
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* hsrp version 2, on page 245
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hardware ejector enable

To enable the hardware when both ejectors are open, card is powered down, use the har dware g ector enable
command.

hardware €ector enable

Syntax Description ~ This command has no arguments or keywords.

Command Default Enabled

Command Modes
Global configuration mode

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to enable the hardware when both ejectors are open:

switch# configure terminal
switch (config) # hardware ejector enable

Related Commands | Command Description

show har dwar eforwar ding dynamic-allocation | Displays information about dynamic TCAM allocation
for each module.
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hardware forwarding dynamic-allocation

To enable or disable dynamic TCAM block allocation in the Forwarding Information Base (FIB), use the
har dwar e forwar ding dynamic-allocation command.

hardware forwarding dynamic-allocation {enable|disable}

Syntax Description

Command Default

Command Modes

enable| Enables dynamic TCAM allocation.

disable| Disables dynamic TCAM allocation.

Enabled

Any command mode

Command History

Usage Guidelines

Examples

Release | Modification

4.2(1) |This command was introduced.

5.0(x) | This command was deprecated.

As of Cisco NX-OS Release 5.0(x), dynamic TCAM allocation is enabled by default and cannot be disabled.
Use the hardwar eforwar ding dynamic-allocation enable command to reallocate unused blocks in the FIB.

Use the har dwar eforwar ding dynamic-allocation disable command to disable the dynamic TCAM allocation.
This command returns the TCAM to the default allocation if there are no routes in the reallocated blocks.

This command does not require a license.

This example shows how to enable dynamic TCAM allocation:

switch# configure terminal
switch (config) # hardware forwarding dynamic-allocation enable

Related Commands

Command Description

show har dwar eforwar ding dynamic-allocation | Displays information about dynamic TCAM allocation
for each module.
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hardware forwarding I3 resource route non-deterministic

To expand the number of routes available on the Cisco NX-OS device, use the har dware forwarding 13
resour ce route non-deter ministic command. To set the revert to the default settings, use the no form of the
command.

hardware forwarding |3 resource route non-deterministic
no hardware forwarding 13 resource route non-deterministic

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command Modes
Global configuration

Command History Release | Modification

5.2(1) |This command was introduced.

Usage Guidelines We recommend that you use the har dwar e forwar ding 13 resour ce route non-deter ministic command only
under the advisement of Cisco.

This command does not require a license.

Examples This example shows how to expand the number of routes available on the Cisco NX-OS device:
switch# configure terminal
switch (config)# hardware forwarding 13 resource route non-deterministic
This example shows how to remove the route expansion on the Cisco NX-OS device:
switch# configure terminal
switch(config)# no hardware forwarding 13 resource route non-deterministic
Related Commands Command Description

har dwar eforwar ding dynamic-allocation | Enable or disable dynamic TCAM block allocation in the
Forwarding Information Base (FIB).
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hardware ip glean throttle

To enable Address Resolution Protocol (ARP) throttling, use the hardwareip glean throttle command. To
return to the default setting, use the no form of this command.

hardware ip glean throttle
no hardware ip glean throttle

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration

Command History Release | Modification

5.1(1) | This command was introduced.

4.2(8) | This command was introduced.

Usage Guidelines
S

Note We recommend that you configure the IP glean throttle feature by using the hardware ip glean throttle
command to filter the unnecessary glean packets that are sent to the supervisor for ARP resolution for the
next hops that are not reachable or do not exist. IP glean throttling boosts software performance and helps to
manage traffic more efficiently.

This command does not require a license.

Examples This example shows how to enable ARP throttling:
switch# configure terminal
switch (config)# hardware ip glean throttle
switch (config) #

Related Commands | Command Description

show har dwar e proxy layer-3 detail | Displays Layer-3 proxy detail information.
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hardware ip glean throttle maximum

To limit the maximum number of drop adjacencies that will be installed in the Forwarding Information Base
(FIB), use the hardwareip glean throttle maximum command. If no form is used, default limits will be
applied.

hardware ip glean throttle maximum count
no hardware ip glean throttle maximum count

Syntax Description count | Maximum count. The range is from 0 to 2147483647.

Command Default The default value for count is 1000. The minimum value is 0 and the maximum value is 32767 entries

Command Modes
Global configuration

Command History Release | Modification

5.1(1) | This command was introduced.

4.2(8) | This command was introduced.

Usage Guidelines If the maximum number of entries are exceeded, the packets for which ARP is not resolved continue to be
processed in the software instead of getting dropped in the hardware.

This command does not require a license.

Examples This example shows how to limit the maximum number of drop adjacencies that are installed in the
FIB:
switch# configure terminal
switch (config)# hardware ip glean throttle maximum 2134
switch (config) #
Related Commands Command Description

show har dwar e proxy layer-3 detail | Displays Layer-3 proxy detail information.
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hardware ip glean throttle syslog

To generate a syslog if the number of packets that get dropped for a specific flow exceeds the configured
packet count, use the hardware ip glean throttle syslog command. To return to the default setting, use the
no form of this command.

hardware ip glean throttle syslog pkt-count
no hardware ip glean throttle syslog pkt-count

Syntax Description | pkt-count | Packet count. The range is from 0 to 2147483647.

Command Default The default value for count is 10000. The minimum value is 0 and the maximum value is 64 k (65535) packets

Command Modes
Global configuration

Command History Release | Modification

5.1(1) | This command was introduced.

4.2(8) | This command was introduced.

Usage Guidelines After the timeout period is exceeded, the drop adjacencies are removed from the FIB.

This command does not require a license.

)

Note The Adjmgr generates a syslog for the configured packet count that will not be accurate to the glean packets
dropped hit in FIB. The drop statistics collected from the FIB in S/w (Adjmgr) occurs every two minutes. The
Adjmgr generates a syslog only after it receives the stats from the FIB every two minutes only for the
adjacencies where the drop count exceeds the configured packet count.

Examples This example shows how to generate a syslog if the number of packets that get dropped for a specific

flow exceed the configured packet count:
switch# configure terminal

switch (config)# hardware ip glean throttle syslog 1030
switch (config) #

Related Commands | Command Description

show har dwar e proxy layer-3 detail | Displays Layer-3 proxy detail information.
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hardware ip glean throttle timeout

To configure a timeout for the installed drop adjacencies to remain in the Forwarding Information Base (FIB),
use the hardwareip glean throttle timeout command. To return to the default setting, use the no form of
this command.

hardware ip glean throttle timeout timeout-in-sec
no hardware ip glean throttle timeout timeout-in-sec

Syntax Description timeout-in-sec | Timeout value in seconds. The range is from 300 to 1800.

Command Default 300 seconds

Command Modes
Global configuration

Command History Release | Modification

5.1(1) | This command was introduced.

4.2(8) | This command was introduced.

Usage Guidelines After the timeout period is exceeded, the drop adjacencies are removed from the FIB.

This command does not require a license.

Examples This example shows how to limit the maximum number of drop adjacencies that are installed in the
FIB:
switch# configure terminal
switch (config)# hardware ip glean throttle timeout 300
switch (config) #
Related Commands Command Description

show har dwar e proxy layer-3 detail | Displays Layer-3 proxy detail information.
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hardware ip verify

To configure IP packet verification, use the hardwareip verify command. To disable IP packet verification,
use the noform of this command.

hardware ip verify {checksum | fragment | protocol | tcp tiny-frag|version}
no hardware ip verify {checksum |fragment}

Syntax Description

Command Default

Command Modes

checksum | Drops IPv4 or IPv6 packets if the checksum is invalid.

fragment | Drops IPv4 or IPv6 packets if the packet fragment has a nonzero offset and the DF bit is active.

protocol Drops IPv4 or IPv6 packets if the packet fragment has an invalid IP protocol number.

tcp Drops IPv4 packets if the IP fragment offset is 1, or if the IP fragment offset is 0 and the IP
tiny-frag | payload length is less than 16.

version Drops IPv4 packets if the Ethertype is not set to 4 (IPv4).

All address tests disabled (since Cisco NX-OS Release 5.1(3)).

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) |This command was introduced.

4.2(2) |Added protocol keyword.

Use the hardware ip verify command to configure packet verification tests on IPv4 and IPv6 packets based
on checksum or fragments.

This command is not supported in F Series modules.
This command replaces the platform ip verify command.

This command does not require a license.

This example shows how to drop fragmented IPv4 or IPv6 packets:

switch# configure terminal
switch (config)# hardware ip verify fragment

Related Commands

Command Description

hardwareip verify address Configures IPv4 and IPv6 packet verification checks based on
addresses.

hardwareip verify length Configures IPv4 packet verification checks based on length.
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Command Description

hardwareipv6 verify Configures IPv6 packet verification.

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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hardware ip verify address

To enable packet verification tests on IP addresses, use the hardwareip verify address command. To disable
packet verification tests, use the noform of this command.

hardware ip verify address {destination zero|identical | reserved|source {broadcast|multicast}}
no hardware ip verify address {destination zero|identical | reserved | source {broadcast |
multicast}}

Syntax Description

Command Default

Command Modes

destination zero | Drops IP packets if the destination IPv4 address is 0.0.0.0 or if the IPv6 address is ::.

identical Drops IP packets if the source IPv4 or IPv6 address is identical to the destination IPv4 or
[Pv6 address.

reserved Drops IP packets if the IPv4 address is in the 127.x.x.x range or if the IPv6 address is in
the ::1 range.

source Drops IP packets based on the IP source address.

broadcast Drops IP packets if the IP source address is 255.255.255.255.

multicast Drops IP packets if the [Pv4 source address is in the 224.x.x.x range or if the [Pv6 source

address is in the FF00::/8 range.

All values are disabled (since Cisco NX-OS Release 5.1(3)).

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) |This command was introduced.

Use the hardwar eip verify addresscommand to configure packet verification tests on IPv4 and IPv6 packets
based on addresses.

This command replaces the platform ip verify address command.

Prior to Cisco NX-OS Release 5.1(3), for Fabric Extender (FEX), you must manually disable the hardware
ip verify address reserved option.

In Cisco NX-OS Release 5.1(3), you must disable the hardware ip verify address identical option before
enabling the Multiprotocol Label Switching (MPLS) feature.

This command is not supported in F-Series modules.

This command does not require a license.

This example shows how to drop broadcast [Pv4 packets:

switch# configure terminal
switch (config)# hardware ip verify address source broadcast
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. hardware ip verify address

Related Commands | Command Description

hardwareip verify Configures IPv4 and IPv6 packet verification checks based on
checksum or fragments.

hardwareip verify length Configures IPv4 packet verification checks based on length.

hardwareipv6 verify Configures IPv6 packet verification.

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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hardware ip verify length

hardware ip verify length .

To configure IPv4 packet verification tests based on packet length, use the hardware ip verify length
command. To disable the tests, use the noform of this command.

hardware ip verify length {consistent | maximum {max-frag|max-tcp | udp} | minimumj}
no hardware ip verify length {consistent | maximum {max-frag| max-tcp | udp} | minimum}

Syntax Description

Command Default

Command Modes

consistent | Drops IPv4 packets where the Ethernet frame size is greater than or equal to the IP packet length
plus the Ethernet header.

maximum | Drops IP packets if the Ethernet frame length is more than the IP packet length.

max-frag | Drops IP packets if the maximum fragment offset is greater than 65536.

max-tcp | Drops IP packets if the TCP length is greater than the IP payload length.

udp Drops IP packets if the IP payload length is less than the UDP packet length.

minimum | Drops IP packets if the Ethernet frame length is less than the IP packet length plus four octets
(the CRC length).

All address tests are enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) |This command was introduced.

Use the hardwareip verify length command to configure packet verification tests on IPv4 and IPv6 packets

based on packet length.

This command replaces the platform ip verify length command.

This command is not supported in F Series modules.

This command does not require a license.

This example shows how to drop minimum-length IPv4 packets:

switch# configure terminal

switch (config) # hardware ip verify length minimum

Related Commands

Command

Description

hardwareip verify

Configures IPv4 packet verification checks based on checksum or
fragments.
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Command Description

hardwareip verify address Configures IPv4 and IPv6 packet verification checks based on
addresses.

hardwareipv6 verify Configures IPv6 packet verification.

show hardwareforwardingip verify | Displays information about IP packet verification checks.
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hardware ipv6 verify .

hardware ipv6 verify

To configure IPv6 packet verification tests, use the hardwareipv6 verify command. To disable the tests, use
the noform of this command.

hardware ipv6 verify length {consistent | maximum {max-frag|max-tcp | udp} |tcp tiny-frag]|
version}
no hardware ip verify {checksum | fragment}

Syntax Description

Command Default

Command Modes

length Drops IPv6 packets based on length.

consistent | Drops IPv6 packets where the Ethernet frame size is greater than or equal to the IPv6 packet
length plus the Ethernet header.

maximum | Drops IP packets if the Ethernet frame length is more than the IP packet length.

max-frag | Drops IP packets if the maximum fragment offset is greater than 65536.

max-tcp Drops IP packets if the TCP length is greater than the IP payload length.

udp Drops IP packets if the IP payload length is less than the UDP packet length.

tep Drops IPv6 packets if the IP fragment offset is 1, or if the [Pv6 fragment offset is 0 and the
tiny-frag | IPv6 payload length is less than 16.

version Drops IPv6packets if the Ethertype is not set to 6 (IPv6).

All address tests are enabled.

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(3) | This command was introduced.

Use the hardwar e ipv6 verify command to configure packet verification tests on IPv6 packets.
This command replaces the platform ipv6 verify command.

This command does not require a license.

This example shows how to drop all IPv4 packets:

switch# configure terminal
switch (config)# hardware ipv6é verify version
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Related Commands | Command Description
hardwareip verify address Configures IPv4 and IPv6 packet verification checks based on
addresses.
hardwareip verify length Configures IPv4 packet verification checks based on length.
show hardwareforwardingip verify | Displays information about IP packet verification checks.
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hardware proxy layer-3 forwarding

To configure hardware proxy layer 3 forwarding information, use the hardwar e proxy layer-3 forwar ding
command. To set the default value, use the no form of the command.

hardware proxy layer-3 forwarding {exclude|use} {{none} {interface ethernet dot/port| module
dot-number} [module-type f1]
no hardware proxy layer-3 forwarding

Syntax Description

Command Default

Command Modes

use Specifies members.

exclude Specifies all available members to exclude.
none Specifies no modules or interface.

module Specifies modules.

slot-number Slot number. The range is from 1 to 18.

interface Specifies interfaces.

slot/port Slot or port number. The range is from 1 to 253.

module-type | (Optional) Specifies type of modules to perform proxyl ayer 3 forwarding for hardware
f1 proxy layer 3 forwarding exclude interface ethernet F1 modules.
None

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

5.1(1) | This command was introduced.

The N7K-F132-15 module only runs Layer 2 switching. So, when you have both this module and an M Series
module in one Nexus 7000 Series chassis and you are performing Layer 3 procedures, the system uses proxy
routing.

This command does not require a license.

This example shows how to configure hardware proxy forwarding information:

switch# configure terminal

switch(config)# hardware proxy layer-3 forwarding exclude interface ethernet 2/1-16, ethernet
3/1, ethernet 4/1-2

switch (config) #
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Related Commands | Command Description

show hardwar e proxy layer-3detail | Displays detail information on the proxylayer 3 functionality.
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hello-interval (OSPF virtual link)

To specify the interval between hello packets that Cisco NX-OS sends on an Open Shortest Path First (OSPF)
virtual link, use the hello-interval command. To return to the default, use the noform of this command.

hello-interval seconds
no hello-interval

Syntax Description seconds | Hello interval (in seconds). The value must be the same for all nodes on a specific virtual link. The
range is from 1 to 65535.

Command Default 10 seconds

Command Modes
Virtual link configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the hello-interval command in virtual link configuration mode to set the hello interval for OSPF across
a virtual link. A shorter hello interval detects topological changes faster but causes more routing traffic. The
hello interval must be the same for all devices on a virtual link.

This command requires the Enterprise Services license.

Examples This example shows how to configure the hello interval to 15 seconds:
switch# configure terminal

switch (config)# router ospf 202

switch (config-router)# ip ospf area 99 virtual-link 192.0.2.4
switch (config-router-vlink)# hello-interval 15

Related Commands | Command Description

dead-interval (virtual link) | Sets the time period to declare a neighbor as down if the local device receives
no hello packets.
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. hello-interval (OSPFv3 virtual link)

hello-interval (0SPFv3 virtual link)

To specify the interval between hello packets that Cisco NX-OS sends on an Open Shortest Path First version
3 (OSPFv3) virtual link, use the hello-interval command. To return to the default, use the noform of this
command.

hello-interval seconds
no hello-interval

Syntax Description

Command Default

Command Modes

seconds | Hello interval (in seconds). The value must be the same for all nodes on a specific virtual link. The
range is from 1 to 65535.

10 seconds

Virtual link configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the hello-interval command in virtual link configuration mode to set the hello interval for OSPFv3 across
a virtual link. A shorter hello interval detects topological changes faster but causes more routing traffic. The
hello interval must be the same for all devices on a virtual link.

This command requires the Enterprise Services license.

This example shows how to configure the hello interval to 15 seconds:

switch# configure terminal

switch (config)# router ospfv3 202

switch (config-router)# ipv6é ospfv3 area 99 virtual-link 192.0.2.4
switch (config-router-vlink)# hello-interval 15

Related Commands

Command Description

dead-interval (OSPFv3 virtual link) | Sets the time period to declare a neighbor as down if the local device
receives no hello packets.
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hostname dynamic

Syntax Description

Command Default

Command Modes

To enable the exchange of the dynamic host name for IS-IS, use the hostname dynamic configuration mode
command. To disable the exchange of the dynamic host name for IS-IS, use the no form of this com mand

hosthame dynamic
no hostname dynamic

This command has no arguments or keywords.

Dynamic hostname is disabled by default.

Router configuration
VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

The hosthame dynamic command allows you to enable the IS-IS routers to flood their host name to system
ID mapping information across the IS-IS network.

This command requires the Enterprise Services license.

This example shows how to enable the exchange of the dynamic host name for IS-IS:

switch# configure terminal
switch (config-router)# hostname dynamic
switch (config-router) #

This example shows how to disable the exchange of the dynamic host name for IS-IS:

switch# configure terminal
switch (config-router)# no hostname dynamic
switch (config-router) #

Related Commands

Command Description
featureisis Enables IS-IS on the router.
router isis Enables IS-IS.

show isishostname | Displays the IS-IS dynamic host name exchange information.
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hsrp

H Commands |

To enter Hot Standby Router Protocol (HSRP) configuration mode and create an HSRP group, use the hsrp
command. To disable HSRP, use the no form of this command.

hsrp group-number [{ipv4|ipv6}]
no hsrp group-number [{ipv4|ipv6}]

Syntax Description

Command Default

Command Modes

group-number | Number of HSRP groups that can be configured on a Gigabit Ethernet port, including the
main interfaces and subinterfaces. For HSRP version 1, the range is from 0 to 255. For HSRP
version 2, the range is from 0 to 4096. The default value is 0.

ipv4 (Optional) Sets the HSRP group for IPv4.
ipv6 (Optional) Sets the HSRP group for IPv6.
Disabled

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

4.1(2) |Added the IPv4 keyword.

5.0(2) |Added the IPv6 keyword.

5.1(1) | Added an example on how to configure an IPv6 HSRP group.

You must globally enable HSRP before you can configure any HSRP options or create an HSRP group.
The switch creates an IPv4 HSRP group if the ipv6 keyword is not specified.

The keyword ipv4 is optional if only IPv4 with the group ID exists on the interface. If both the IPv4 and IPv6
groups exist on the same interface, you must specify the address type as IPv4 or IPv6.

To configure IPv6 HRSP groups, you must configure HSRP version 2 on the interface.
The IPv4 and IPv6 groups can share the same group ID within an interface.

This command does not require a license.

This example shows how to create and activate an HSRP group:

switch# configure terminal

switch (config)# interface ethernet 0
switch(config-if)# ip address 172.16.65. 255.255.255.0
switch(config-if)# hsrp 1

switch (config-if-hsrp) #

This example shows how to create and activate an IPv6 HSRP group:
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switch# configure terminal

switch (config) # interface ethernet 5/2

switch (config) # ipvé address 2001:0DB8:0001:0001:/64
switch (config-if-hsrp)# hsrp version 2
switch(config-if)# hsrp 10 ipvé

switch (config-if-hsrp) #

Related Commands | Command |Description

feature Enables HSRP configuration.
hsrp

show hsrp | Displays HSRP information.

ip address | Creates a virtual IP address for the HSRP group. The IP address must be in the same subnet
as the interface IP address
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hsrp ipv6

H Commands |

To create an Hot Standby Redundancy Protocol (HSRP) group and enter HSRP configuration mode, use the

hsrp command. To remove the HSRP group configuration, use the no form of this command.

hsrp group-number [ipv6]
no hsrp group-number [ipv6]

Syntax Description

Command Default

Command Modes

group-number | Group number. The range is from 0 to 4095.

ipv6

(Optional) Specifies the IPv6 address.

None

Interface configuration mode

Command History

Usage Guidelines

Examples

Release

Modification

6.2(2)

This command was introduced.

This command requires the Enterprise Services license.

This example shows how to create an HSRP group and enter HSRP configuration mode:

switch# configure terminal
switch (config) # interface ethernet 3/5
switch(config-if)# ip address 11.0.0.1/24

switch

(
(
switch (
(

config-if)# hsrp version 2
config-if)# hsrp 10

switch (config-if-hsrp) #

This example shows how to remove the HSRP group configuration:

switch(config-if)# no hsrp 10

Related Commands

Command Description

hsrp version |Configures the HSRP version 2.

2
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hsrp mac-refresh

To configure the MAC refresh interval for the Hot Standby Redundancy Protocol (HSRP) slave group, use
the hsrp mac-refresh command.

hsrp mac-refresh seconds

Syntax Description soonds| Interval in seconds. The range is from 0 to 10000.

Command Default 60 seconds

Command Modes
Interface configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines You can use the hsrp mac-refresh command to minimize the number of hello messages that are sent out and
reduce HSRP protocol overheads and CPU utilization when multiple subinterfaces are configured.

The hsrp mac-refresh command is not available for individual subinterfaces. It applies to all groups on all
subinterfaces.

This command requires the Enterprise Services license.

Examples This example shows how to configure the MAC refresh interval for an HSRP slave group:

switch# configure terminal

switch (config)# interface ethernet 3/5
switch (config-if)# ip address 11.0.0.1/24
switch (config-if)# hsrp version 2
switch(config-if)# hsrp mac-refresh 90
switch (config-if)#

Related Commands Command | Description

follow |Configures a regular HSRP group as a slave group.
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. hsrp timers extended-hold

hsrp timers extended-hold

To enabled extended hold timers for the Hot Standby Router Protocol (HSRP), use the hsrp timers
extended-hold command. To revert to default, use the no form of this command.

hsrp timers extended-hold [timer]
no hsrp timers extended-hold

Syntax Description

timer | (Optional) Extended hold time, in seconds. The range is from 10 to 255.

Command Default

10 seconds

Command Modes

Global configuration

Command History

Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines

Examples

Use the hsrp timers extended-hold command to configure extended Non-stop Forwarding (NSF) support
for HSRP.

\)

Note  You must configure extended hold timers on all HSRP routers if you configure non-default extended hold
timers. You can configure different extended holdtimer values on each HSRP routers, based on the expected
system switchover delays.

This command does not require a license.

This example shows how to configure the extended hold time for HSRP:

switch# configure terminal
switch(config)# hsrp timers extended-hold 30

Related Commands

Command | Description

feature Enables the HSRP feature.
hsrp

show hsrp | Displays HSRP information.
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hsrp version 2

To configure the Hot Standby Redundancy Protocol (HSRP) version 2, use the hsrp version 2 command.

hsrp version 2

Syntax Description ~ This command has no arguments or keywords.

Command Default Version 1

Command Modes
Interface configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines Because the multiple group optimization (MGO) supports only HSRP version 2, you must set the HSRP
version to version 2.

This command requires the Enterprise Services license.

Examples This example shows how to configures the HSRP version:
switch# configure terminal

switch (config) # interface ethernet 3/5

switch (config-if)# ip address 11.0.0.1/24
switch(config-if)# hsrp version 2

switch (config-if)#

Related Commands | Command | Description

hsrp Configures the HSRP version.
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* inject-map, on page 251

* ip (GLBP), on page 252

* ip (HSRP), on page 254

* ip adjacency notify, on page 256

* ip arp, on page 257

* ip arp cache limit, on page 258

* ip arp fast-path, on page 259

* ip arp gratuitous, on page 260

* ip as-path access-list, on page 262

* ip authentication key-chain eigrp, on page 263
* ip authentication mode eigrp, on page 264
* ip bandwidth eigrp, on page 265

* ip bandwidth-percent eigrp, on page 266
* ip community-list, on page 267

* ip delay eigrp, on page 270

* ip directed-broadcast, on page 271

* ip directed-broadcast hw-assist, on page 273
« ip distribute-list eigrp, on page 275

* ip domain-list, on page 276

* ip domain-lookup, on page 278

* ip domain-name, on page 279

* ip dscp-lop, on page 280

* ip eigrp shutdown, on page 282

* ip extcommunity-list, on page 283

* ip forward, on page 285

* ip hello-interval eigrp, on page 286

* ip hold-time eigrp, on page 287

* ip host, on page 288

* ip load-sharing address, on page 289

* ip load-sharing per-packet, on page 291
* ip name-server, on page 293

* ip next-hop-self eigrp, on page 294

* ip offset-list eigrp, on page 295
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* ip ospf authentication, on page 296

* ip ospf authentication-key, on page 297

* ip ospf cost, on page 298

* ip ospf dead-interval, on page 299

* ip ospf hello-interval, on page 300

* ip ospf message-digest-key, on page 301
* ip ospf mtu-ignore, on page 302

* ip ospf network, on page 303

* ip ospf passive-interface, on page 304

* ip ospf priority, on page 305

* ip ospf retransmit-interval, on page 306

* ip ospf shutdown, on page 307

* ip ospf transmit-delay, on page 308

* ip passive-interface eigrp, on page 309

* ip policy route-map, on page 311

* ip port-unreachable, on page 312

* ip prefix-list, on page 313

* ip prefix-list description, on page 315

* ip proxy-arp, on page 316

« ip rip authentication key-chain, on page 317
« ip rip authentication mode, on page 318
* ip rip metric-offset, on page 319

* ip rip offset-list, on page 320

* ip rip passive-interface, on page 321

* ip rip poison-reverse, on page 322

* ip rip route-filter, on page 323

* ip rip summary-address, on page 324

* ip route, on page 325

* ip route track, on page 327

* ip router eigrp, on page 328

* ip router ospf area, on page 329

* ip router ospf multi-area, on page 330

* ip source-route, on page 331

* ip split-horizon eigrp, on page 332

* ip summary-address eigrp, on page 333

* ip tcp path-mtu-discovery, on page 334

* ip unreachables, on page 335

* ip wcep, on page 336

* ip weep redirect, on page 339

* ip weep redirect exclude in, on page 341
* ipv4 local policy route-map, on page 342
* ipv6 address, on page 343

* ipv6 authentication key-chain eigrp, on page 344
* ipv6 authentication mode eigrp, on page 345
* ipv6 bandwidth eigrp, on page 346

* ipv6 bandwidth-percent eigrp, on page 347
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* ipv6 delay eigrp, on page 348

* ipv6 distribute-list eigrp, on page 349

* ipv6 eigrp shutdown, on page 350

* ipv6 hello-interval eigrp, on page 351

* ipv6 hold-time eigrp, on page 352

* ipv6 host, on page 353

* ipv6 local policy route-map, on page 354
* ipv6 nd cache limit, on page 355

* ipv6 nd dad attempts, on page 356

* ipv6 nd fast-path, on page 357

* ipv6 nd hop-limit, on page 358

* ipv6 nd mac-extract, on page 359

* ipv6 nd managed-config-flag, on page 360
* ipv6 nd mtu, on page 361

* ipv6 nd ns-interval, on page 362

* ipv6 nd other-config-flag, on page 363

* ipv6 nd prefix, on page 364

* ipv6 nd ra-interval, on page 366

* ipv6 nd ra-lifetime, on page 367

* ipv6 nd reachable-time, on page 368

* ipv6 nd redirects, on page 369

* ipv6 nd retrans-timer, on page 370

* ipv6 nd suppress-ra, on page 371

* ipv6 neighbor, on page 372

* ipv6 next-hop-self eigrp, on page 374

* ipv6 offset-list eigrp, on page 375

* ipv6 passive-interface eigrp, on page 376
* ipv6 policy route-map, on page 377

* ipv6 prefix-list, on page 378

* ipv6 prefix-list description, on page 380
* ipv6 rip metric-offset, on page 381

* ipv6 rip offset-list, on page 382

* ipv6 rip passive-interface, on page 383

* ipv6 rip poison-reverse, on page 384

* ipv6 rip route-filter, on page 385

* ipv6 rip summary-address, on page 386

* ipv6 route, on page 387

* ipv6 router eigrp, on page 388

* ipv6 router ospfv3 area, on page 389

* ipv6 router ospfv3 multi-area, on page 390
* ipv6 split-horizon eigrp, on page 391

* ipv6 summary-address eigrp, on page 392
* ipv6 unreachables, on page 393

* is-type, on page 394

« isis authentication key-chain, on page 396
« isis authentication-check, on page 398
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* isis authentication-type, on page 400
* isis circuit-type, on page 401

* isis csnp-interval, on page 402

» isis hello padding, on page 403

* isis hello-interval, on page 404

* isis hello-multiplier, on page 406
* isis ipv6 metric, on page 408

* isis Isp-interval, on page 409

* isis mesh-group, on page 410

* isis metric, on page 412

* isis passive, on page 414

* isis passive-interface, on page 415
* isis priority, on page 416
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To specify the inject-map and exist-map routes for conditional route injection, use the inject-map command.

inject-map inject-map-name exist-map exist-map-name [copy-attributes]

Syntax Description inject-map-name | Inject map route map. An inject map defines the prefixes that are created and installed into
the local Border Gateway Protocol (BGP) table.

exist-map Specifies the prefixes that BGP tracks.

exist-map-name | Exist map route name

copy-attributes| (Optional) Specifies that the injected route inherits the attributes of the aggregate route.

Command Default None

Command Modes
config-router-neighbor-af mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines The BGP conditional route injection option is available only for IPv4 and IPv6 unicast address families in all
VREF instances.

This command requires the Enterprise Services license.

Examples This example shows how to specify the inject-map and exist-map routes for conditional route injection:
switch# configure terminal

switch (config)# router bgp 40000

switch (config-router)# address-family ipv4 unicast

switch (config-router-af)# inject-map ORIGINATE exist-map AGGREGATEcopy-attributes
switch(config-router-af)# exit

switch (config-router)# exit

switch (config) #

Related Commands | Command |Description

ip Configures a prefix list.
prefix-list

router-map | Configures a route map and enters route-map configuration mode.
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ip (GLBP)

I Commands |

To activate the Gateway Load Balancing Protocol (GLBP) for a group, use the ip command. To disable GLBP
in the group, use the no form of this command.

ip [ip-address [secondary]]
no ip [ip-address [secondary]]

Syntax Description

Command Default

Command Modes

ip-address | (Optional) Virtual IP address for the GLBP group. The IP address must be in the same subnet
as the interface IP address.

secondary | (Optional) Indicates that the IP address is a secondary GLBP virtual address.

Disabled

GLBP configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

Use the ip command to activate GLBP on the configured interface. If you configure a virtual IP address, that
address is the designated virtual IP address for the entire GLBP group. If you do not configure a virtual IP
address, the gateway learns the virtual IP address from another gateway in the same GLBP group. To allow
GLBP to elect an active virtual gateway (AVG), you must configure at least one gateway on the LAN with a
virtual IP address.

Configuring the virtual IP address on the AVG always overrides a virtual IP address that is in use.

When you configure the ip command on an interface, the handling of proxy Address Resolution Protocol
(ARP) requests changes (unless proxy ARP was disabled). Hosts send ARP requests to map an IP address to
a MAC address. The GLBP gateway intercepts the ARP requests and replies to the ARP requests on behalf
of the connected nodes. If a forwarder in the GLBP group is active, proxy ARP requests are answered using
the MAC address of the first active forwarder in the group. If no forwarder is active, proxy ARP responses
are suppressed.

\}

Examples

Note  You must configure all GLBP options before you use the ip command to assign a virtual IP address and

activate the GLBP group.

This command does not require a license.

This example shows how to activate GLBP for group 10 on Ethernet interface 1/1. The virtual IP
address used by the GLBP group is set to 192.0.2.10.

switch# configure terminal
switch (config) # interface ethernet 1/1
switch(config-if)# ip address 192.0.2.32 255.255.255.0
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switch (config-if)# glbp 10
switch (config-glbp)# ip 192.0.2.10

ip(6LeP) i

This example shows how to activate GLBP for group 10 on Ethernet interface 2/1. The virtual IP
address used by the GLBP group will be learned from another gateway configured to be in the same
GLBP group.

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# glbp 10
switch (config-glbp) # ip

Related Commands

Command | Description

glbp Enters GLBP configuration mode and creates a GLBP group.
show Displays GLBP information.

glbp
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Il i Hsep)

ip (HSRP)

To assign a virtual address to an HSRP group, use the ip command. To disable HSRP in the group, use the
no form of this command.

ip [{autoconfig | ip-address [secondary]}]
no ip [{autoconfig|ip-address [secondary]}]

Syntax Description autoconfig | (Optional) Generates a link-local address from the link-local prefix and a modified EUI-64
format Interface Identifier, where the EUI-64 Interface Identifier is created from the relevant
HSRP virtual MAC address. You cannot configure this option if there are global unicast virtual
IPv6 addresses configured.

ip-address| (Optional) Virtual IP address for the virtual router (HSRP group). The IP address must be in the
same subnet as the interface IP address. You must configure the virtual IP address for at least
one of the routers in the HSRP group. Other routers in the group will pick up this address. The
IP address can be an IPv4 or an IPv6 address.

secondary | (Optional) Indicates that the IPv4 address is a secondary HSRP virtual address. HSRP IPv6
groups do no have secondary addresses.

Command Default Disabled

Command Modes
HSRP configuration

Command History Release | Modification

5.0(2) | Added IPv6 support and the autoconfig keyword.

4.0(1) |This command was introduced.

Usage Guidelines Use the ip command to activate HSRP on the configured interface. If you configure a virtual IP address, that
address is the designated virtual IP address for the entire HSRP group. For IPv4 groups, if you do not configure
a virtual IP address, the gateway learns the virtual [P address from another gateway in the same HSRP group.
To allow HSRP to elect an active group, you must configure at least one gateway on the LAN with a virtual
IP address. For IPv6 groups, you can generate the virtual IP address using the autoconfig keyword.

If a configured IPv6 address as a link-local address, there are no HSRP ipv6 secondary addresses.

\)

Note  You must configure all HSRP options before you use the ip command to assign a virtual IP address and
activate the HSRP group. This helps you to avoid authentication error messages and unexpected state changes
that can occur in other routers when a group is enabled first and then there is a delay before the configuration
is created. We recommend that you always specify an IP address

This command does not require a license.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| 1Commands

ip(srp) [

Examples This example shows how to activate HSRP for group 10 on Ethernet interface 1/1. The virtual IP

address used by the HSRP group is set to 192.0.2.10.

switch# configure terminal

switch (config) # interface ethernet 1/1

switch (config-if)# ip address 192.0.2.32 255.255.255.0
switch (config-if)# hsrp 10

switch (config-hsrp)# ip 192.0.2.10

This example shows how to activate HSRP for group 10 on Ethernet interface 2/1. The virtual IP
address used by the HSRP group will be learned from another gateway configured to be in the same
HSRP group.

switch# configure terminal

switch (config) # interface ethernet 2/1
switch(config-if)# hsrp 10

switch (config-hsrp)# ip

This example shows how to activate HSRP for group 2 on Ethernet interface 1/1 and creates a
secondary IP address on the interface:

switch# configure terminal

switch (config) # interface ethernet 1/1

switch(config-if)# ip address 20.20.20.1 255.255.255.0 secondary
switch(config-if)# ip address 10.10.10.1 255.255.255.0
switch(config-if)# hsrp 2

switch(config-if-hsrp)# ip 10.10.10.2

switch (config-if-hsrp)# ip 20.20.20.2 secondary

Related Commands | Command |Description

feature Enables the HSRP configuration.
hsrp

show hsrp | Displays HSRP information.
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ip adjacency notify

To specify the notify interval for the IP adjacency manager, use the ip adjacency notify command. To remove
the notify interval, use the no form of this command.

ip adjacency notify interval interval
no ip adjacency notify interval interval

Syntax Description interval Specifies the notify interval for the adjacency manager.
Interval The default is 500 milliseconds.
ipv6 Specifies the IPv6 address family.
Command Default The notify interval is 500 milliseconds.
Command Modes
Global
Command History Release | Modification

6.2(8) | This command was introduced.

Usage Guidelines To get optimal BGP PIC convergence, the interval value should be set to 100 milliseconds.

This command does not require a license.

Examples This example shows how to specify the notify interval as 100 milliseconds:
switch (config)# ip adjacency notify interval 100
Related Commands | Command Description
additional-paths Configure the capability of sending and receiving additional paths to and from the
BGP peers.

addressfamily (BGP) | Enters the address family configuration mode for BGP.
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ip arp .

Ip arp

To configure a static Address Resolution Protocol (ARP) entry, use the ip arp command. To remove a static
ARP entry, use the no form of this command.

ip arp ip-address mac-address
no ip arp ip-address

Syntax Description ip-address | IPv4 address, in A.B.C.D format.

mac-address| MAC address in one of the following formats:

*E.E.E

* EE-EE-EE-EE-EE-EE
* EE:EE:EE:EE:EE:EE
* EEEE.EEEE.EEEE

Command Default None

Command Modes )
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

4.2(1) | Support added for multicast static MAC addresses.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure a static ARP entry on interface Ethernet 2/1:
switch# configure terminal

switch (config) # interface ethernet 1/2

switch(config-if)# ip arp 192.0.2.1 0150.5a03.efab

Related Commands | Command |Description

show ip Displays ARP entries.
arp
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I Commands |

Ip arp cache limit

To configure the maximum number of Address Resolution Protocol (ARP) entries in the neighbor adjacency
table, use the ip arp cache limit command. To delete the ARP entries configuration, use the no form of this
command.

ip arp cache limit max-arp-entries [syslog syslogs-per-second]
no ip arp cache limit max-arp-entries [syslog syslogs-per-second]

Syntax Description

max-arp-entries | Maximum ARP entries. The range is from 1 to 409600.

syslog (Optional) Specifies syslog messages. The range is from 1 to 1000.

syslogs-per-second | Syslogs per second.

Command Default

Command Modes

Global configuration mode

Command History

Usage Guidelines

Examples

Release | Modification

6.2(2) | This command was introduced.

If you do not configure a limit, system logs appear on the console when you try to add an adjacency after
reaching the default limit. If you configure a limit for IPv4 ARP entries, system logs appear when you try to
add an adjacency after reaching the configured limit.

This command requires the Enterprise Services license.

This example shows how to configure the maximum number of ARP entries in the neighbor adjacency
table:
switch# configure terminal

switch (config)# ip arp cache limit 4000 syslog 4
switch (config) #

This example shows how to delete the ARP cache limit configuration:

switch# configure terminal
switch(config)# no ip arp cache limit 4000 syslog 4
switch (config) #

Related Commands

Command Description

show ip adjacency summary | Displays the global limit of the neighbor adjacency table and a summary of
throttle adjacencies.
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ip arp fast-path

To enable glean optimization, use the ip arp fast-path command. To disable enable glean optimization, use
the no form of this command.

ip arp fast-path
no ip arp fast-path

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Global configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to enable glean optimization:

switch# configure terminal
switch(config)# ip arp fast-path
switch (config) #

This example shows how to disable glean optimization:

switch# configure terminal
switch(config)# no ip arp fast-path
switch (config) #
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Ip arp gratuitous

To enable gratuitous Address Resolution Protocol (ARP), use the ip arp gratuitous command. To disable
gratuitous ARP, use the no form of this command.

ip arp gratuitous {hsrp duplicate|request | update}
no ip arp gratuitous {hsrp duplicate|request | update}

Syntax Description | hsrp Specifies duplicate HSRP address detection.
duplicate
request Enables sending gratuitous ARP requests when a duplicate address is detected.
update Enables ARP cache updates for gratuitous ARP.

Command Default Enabled

Command Modes
Interface configuration

Command History Release | Modification

4.2(8) | Added keywords hsrp duplicateto the syntax description.

4.0(3) |This command was introduced.

Usage Guidelines This command is typically useful in case of Data Center interconnection (DCI) scenario between multiple
datacenters.

In a DCI scenario, typically it is desirable to have active /standby HSRP pair of routers on all sites so that
each site has an active forwarder from the data plane perspective.To achieve this, a PACL denying the HSRP
hello packets could be applied on the DCI facing links on each of the sites. This way HSRP hellos are dropped
on the DCI links, and each site has a local HSRP active/standby router.

This command helps suppress duplicate IP detection when hosts do an ARP for HSRP active or when HSRP
active sends a GARP for its own virtual IP.

This command does not require a license.

Examples This example shows how to enable HSRP duplicate address detection:
switch# configure terminal

switch (config)# interface vlan 10

switch(config-if)# no ip arp gratuitous hsrp duplicate
switch (config-if)#

This example shows how to enable gratuitous ARP request on interface Ethernet 2/1:

switch# configure terminal

switch (config)# interface vlan 10
switch(config-if)# ip arp gratuitous request
switch (config-if)#

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| 1Commands

ip arp gratuitous .

Related Commands

Command

Description

iparp

Configures a static ARP entry.
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Ip as-path access-list

To configure an access-list filter for Border Gateway Protocol (BGP) autonomous system (AS) number, use
the ip as-path access-list command. To remove the filter, use the no form of this command.

ip as-path accesslist name {deny | permit} regexp
no ip as-path accesslist name {deny|permit} regexp

Syntax Description name | AS path access list name. The name can be any alphanumeric string up to 63 characters.

deny |Rejects packets with AS numbers that match the regexp argument.

permit | Allows packets with AS numbers that match the regexp argument.

regexp | Regular expression to match BGP AS paths. See the Cisco Nexus 7000 Series NX-OS Fundamentals Configuras

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/configuration/guide/b_Ci:

Command Default None

Command Modes
Global configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip as-path access-list command to configure an autonomous system path filter. You can apply
autonomous system path filters to both inbound and outbound BGP paths. Each filter is defined by the regular
expression. If the regular expression matches the representation of the autonomous system path of the route
as an ASCII string, then the permit or deny condition applies. The autonomous system path should not contain
the local autonomous system number.

This command does not require a license.

Examples This example shows how to configure an AS path filter for BGP to permit AS numbers 55:33 and
20:01 and apply it to a BGP peer for inbound filtering:
switch# configure terminal
switch(config)# ip as-path access-list filterl permit 55:33,20:01
switch (config) router bgp 65536:20
switch (config-router)# neighbor 192.0.2.1/16 remote-as 65536:20
switch (config-router-neighbor)# address-family ipv4 unicast
switch (config-router-neighbor-af)# filter-list filterl in
Related Commands | Command Description

filter-list Assigns an AS path filter to a BGP peer.

show ip as-path access-list | Displays information about IP AS path access lists.
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Ip authentication key-chain eigrp

To enable authentication for the Enhanced Interior Gateway Routing Protocol (EIGRP) packets and to specify
the set of keys that can be used on an interface, use the ip authentication key-chain eigrp command. To
prevent authentication, use the Nno form of this command.

ip authentication key-chain eigrp instance-tag name-of-chain
no ip authentication key-chain eigrp instance-tag name-of-chain

Syntax Description

Command Default

Command Modes

instance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.
name-of-chain | Group of keys that are valid.

No authentication is provided for EIGRP packets.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

You must set the authentication mode using the ip authentication mode eigrp command in interface
configuration mode. You must separately configure a key chain using the key-chain command to complete
the authentication configuration for an interface.

This command requires the Enterprise Services license.

This example shows how to configure the interface to accept and send any key that belongs to the

key-chain trees:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 1/2
switch(config-if)# ip authentication key-chain eigrp 209 trees

Related Commands

Command

Description

ip authentication modeeigrp | Sets the authentication mode for EIGRP on an interface.

key-chain

Creates a set of keys that can be used by an authentication method.
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Ip authentication mode eigrp

To specify the type of authentication used in the Enhanced Interior Gateway Routing Protocol (EIGRP)
packets, use the ip authentication mode eigrp command. To remove authentication, use the no form of this
command.

ip authentication mode eigrp instance-tag md5
no ip authentication mode eigrp instance-tag md5

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

md>5 Specifies Message Digest 5 (MDS5) authentication.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the interface to use MD5 authentication:
switch# configure terminal

switch (config) # router eigrp 209

switch (config-router)# interface ethernet 1/2

switch(config-if)# ip authentication mode eigrp 209 md5

Related Commands Command Description

authentication mode (EIGRP) | Configures the authentication mode for EIGRP in a VRF.

ip authentication key-chain eigrp | Enables authentication for EIGRP and specifies the set of keys that can
be used on an interface.

key chain Creates a set of keys that can be used by an authentication method.
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Ip bandwidth eigrp

To configure the bandwidth metric on an Enhanced Interior Gateway Routing Protocol (EIGRP) interface,
use the ip bandwidth eigrp command. To restore the default, use the no form of this command.

ip bandwidth eigrp instance-tag bandwidth
no ip bandwidth eigrp

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

bandwidth | Bandwidth value. The range is from 1 to 2,560,000,000 kilobits.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure EIGRP to use a bandwidth metric of 10000 in autonomous

system 209:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1
switch(config-if)# ip

bandwidth eigrp 209 10000

Related Commands | Command Description

ip bandwidth-percent eigrp | Sets the percent of the interface bandwidth that EIGRP can use.
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Ip bandwidth-percent eigrp

To configure the percentage of bandwidth that may be used by the Enhanced Interior Gateway Routing Protocol
(EIGRP) on an interface, use the ip bandwidth-percent eigrp command. To restore the default, use the no
form of this command.

ip bandwidth-percent eigrp instance-tag percent
no ip bandwidth-percent eigrp

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

percent Percentage of bandwidth that EIGRP may use.

Command Default percent: 50

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines EIGRP uses up to 50 percent of the bandwidth of a link, as defined by the ip bandwidth interface configuration
command. Use the ip bandwidth-percent command to change this default percent.

This command requires the Enterprise Services license.

Examples This example shows how to configure EIGRP to use up to 75 percent of an interface in autonomous

system 209:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1
switch (config-if)# ip

bandwidth-percent eigrp 209 75

Related Commands | Command Description

ip bandwidth eigrp | Sets the EIGRP bandwidth value for an interface.
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ip community-list .

To create a community list entry, use the ip community-list command. To remove the entry, use the no form
of this command.

ip community-list standard list-name {deny | permit} {aa:nn|internet |local-AS| no-advertise|

no-export}

no ip community-list standard list-name
ip community-list expanded list-name {deny | permit} regexp
no ip community-list expanded list-name

Syntax Description

standard | Configures a named standard community list.

list-name

per mit Permits access for a matching condition.

deny Denies access for a matching condition.

aa:nn (Optional) Autonomous system number and network number entered in the 4-byte new community for:
65535 can be entered each 2-byte number. A single community can be entered or multiple communitie:
You can pick more than one of these optional community keywords.

internet (Optional) Specifies the Internet community. Routes with this community are advertised to all peers (in
You can pick more than one of these optional community keywords.

no-export |(Optional) Specifies the no-export community. Routes with this community are advertised to only peer:
These routes are not advertised to external peers.
You can pick more than one of these optional community keywords.

local-AS | (Optional) Specifies the local-as community. Routes with community are advertised to only peers that :
confederation. These routes are not advertised external peers or to other subautonomous systems withir
You can pick more than one of these optional community keywords.

no-advertise| (Optional) Specifies the no-advertise community. Routes with this community are not advertised to any
You can pick more than one of these optional community keywords.

expanded | Configures a named expanded community list.

list-name

regexp Regular expression that is used to specify a pattern to match against an input string. See the Cisco Next

details on regular expressions:
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/configuration/gu

Note Regular expressions can be used with expanded community lists only.

Command Default

Community exchange is not enabled by default.
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. ip community-list

Command Modes

I Commands |

Global configuration (config)

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

The ip community-list command is used to configure BGP community filtering. BGP community values are
configured as a 4-byte number. The first two bytes represent the autonomous system number, and the trailing
two bytes represent a user-defined network number. BGP community attribute exchange between BGP peers
is enabled when the send-community command is configured for the specified neighbor. The BGP community
attribute is defined in RFC 1997 and RFC 1998.

BGP community exchange is not enabled by default. Use the send-community command in BGP neighbor
fix-family configuration mode to enable BGP community attribute exchange between BGP peers.

The Internet community is applied to all routes or prefixes by default, until any other community value is
configured with this command or the set community command.

Once you configure a permit value to match a given set of communities, the community list defaults to an
implicit deny for all other community values. Use the internet community to apply an implicit permit to the
community list.

Standard Community Lists

Standard community lists are used to configure well-known communities and specific community numbers.
You can pick more than one of the optional community keywords. A maximum of 32 communities can be
configured in a standard community list. If you attempt to configure, the trailing communities that exceed the
limit are not processed or saved to the running configuration file. The route-map can also match up to 32
community lists in one sequence.

Expanded Community Lists

Expanded community lists are used to filter communities using a regular expression. Regular expressions are
used to configure patterns to match community attributes. The order for matching using the * or + character
is longest construct first. Nested constructs are matched from the outside in. Concatenated constructs are
matched beginning at the left side. If a regular expression can match two different parts of an input string, it
will match the earliest part first.

Community List Processing

When multiple values are configured in the same community list statement, a logical AND condition is created.
All community values must match to satisfy an AND condition. When multiple values are configured in
separate community list statements, a logical OR condition is created. The first list that matches a condition
is processed.

This command does not require a license.

This example shows how to configure a standard community list where the routes with this community
are advertised to all peers (internal and external):

switch# configure terminal
switch(config)# ip community-list standard testl permit internet
switch (config) #

In this example, a standard community list is configured that permits routes from:
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* Network 40 in autonomous system 65534 and from network 60 in autonomous system 65412.

* Peers in the same autonomous system or from subautonomous system peers in the same
confederation.

This example shows how to configure a logical AND condition; all community values must match
in order for the list to be processed:

switch# configure terminal
switch (config)# ip community-list standard testl permit 65534:40 65412:60 no-export
switch (config) #

This example shows how to configure a standard community list that will deny routes that carry
communities from network 40 in autonomous system 65534 and from network 60 in autonomous
system 65412. This example shows a logical AND condition; all community values must match in
order for the list to be processed.

switch# configure terminal
switch(config)# ip community-list standard test2 deny 65534:40 65412:60

This example shows how to configure a named standard community list that permits all routes within
the local autonomous system or permits routes from network 20 in autonomous system 40000. This
example shows a logical OR condition; the first match is processed.

switch# configure terminal

switch (config)# ip community-list standard RED permit local-AS
switch(config)# ip community-list standard RED permit 40000:20
switch (config) #

In this example, an expanded community list is configured that will deny routes that carry communities
from any private autonomous system:

switch# configure terminal
switch(config)# ip community-list expanded 500 deny 64[6-9][0-9][0-9] |_65[0-9][0-9][0-9]_

switch (config) #

In this example, a named expanded community list configured that denies routes from network 1
through 99 in autonomous system 50000:

switch# configure terminal
switch (config)# ip community-list list expanded BLUE deny 50000:[0-9][0-9]_
switch (config) #

Related Commands Command Description

feature bgp Enables BGP.

match community | Matches an community in a route map.

send-community | Configures BGP to propagate community attributes to BGP peers.

set community | Sets an community in a route map.
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Ip delay eigrp

To configure the throughput delay for the Enhanced Interior Gateway Routing Protocol (EIGRP) on an
interface, use the ip delay eigrp command. To restore the default, use the no form of this command.

ip delay eigrp instance-tag seconds picoseconds
no ip delay eigrp instance-tag

Syntax Description instance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Throughput delay, in microseconds. The range is from 1 to 16777215.

picoseconds| Specifies the delay units in picoseconds.

Command Default 100 (10-microsecond units)

Command Modes
Interface configuration

Command History Release | Modification

5.2(1) | Added the picoseconds keyword.

4.0(1) | This command was introduced.

Usage Guidelines You configure the throughput delay on an interface in 10-microsecond units. For example, if you set the ip
delay eigrp command to 100, the throughput delay is 1000 microseconds.

The picoseconds option is supported only supported in 64-bit mode.

This command requires the Enterprise Services license.

Examples This example shows how to set the delay to 40 microseconds for the interface:
switch# configure terminal
switch (config)# router eigrp 1
switch (config-router)# interface ethernet 2/1
switch(config-if)# ip delay eigrp 1 40
Related Commands | Command Description

ip hello-interval eigrp | Configures the hello interval on an interface for the EIGRP routing process that is
designated by an autonomous system number.
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Ip directed-broadcast

To enable the translation of a directed broadcast to physical broadcasts, use the ip directed-broadcast
command. To disable this function, use the no form of this command.

ip directed-broadcast [acl-name]
ip directed-broadcast [{acl-name |hw-assist[drop]}]

Syntax Description

acl-name | Access control list (ACL) name. An ACL name can be any case-sensitive, alphanumeric string
up to 63 characters.

hw-asig | Enable forwarding of all IP directed broadcast traffic on an interface in the hardware.

Command Default

Disabled; all IP directed broadcasts are dropped.

Command Modes

Interface configuration

Command History

Release | Modification

8.2(1) |Thekeyword hw-assist was introduced.

4.0(1) |This command was introduced.

Usage Guidelines

An IP directed broadcast is an IP packet whose destination address is a valid broadcast address for some IP
subnet, but which originates from a node that is not itself part of that destination subnet.

A device that is not directly connected to its destination subnet forwards an IP directed broadcast in the same
way it would forward unicast IP packets destined to a host on that subnet. When a directed broadcast packet
reaches a device that is directly connected to its destination subnet, that packet is exploded as a broadcast on
the destination subnet. The destination address in the IP header of the packet is rewritten to the configured IP
broadcast address for the subnet, and the packet is sent as a link-layer broadcast.

If directed broadcast is enabled for an interface, incoming IP packets whose addresses identify them as directed
broadcasts intended for the subnet to which that interface is attached will be exploded as broadcasts on that
subnet.

When you configure ip directed-broadcast acl-name command with the acl-name ashw-assist , you cannot
delete this configuration after the ISSU. This is applicable to releases prior to Cisco NX-OS Release 8.2(1).

If the no ip directed-broadcast command has been configured for an interface, directed broadcasts destined
for the subnet to which that interface is attached will be dropped, rather than being broadcast.

N

Note Because directed broadcasts, and particularly Internet Control Message Protocol (ICMP) directed broadcasts,

have been abused by malicious persons, we recommend that security-conscious users disable the ip

directed-broadcast command on any interface where directed broadcasts are not needed and that they use

access lists to limit the number of exploded packets.

This command does not require a license.
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Examples This example shows how to enable forwarding of IP directed broadcasts on Ethernet interface 2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip directed-broadcast
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Ip directed-broadcast hw-assist

To enable forwarding of all IP directed broadcast packets, use the ip directed-broadcast command. To
disable this function, use the no form of this command.

ip directed-broadcast hw-assist [drop]
no ip directed-broadcast hw-assist [drop]

Syntax Description | drop | Enables dropping of all directed broadcast traffic on an interface in the hardware.

Command Default None

Command Modes
Interface configuration (config-if)

Command History Release | Modification

8.2(1) | This command was introduced.

Usage Guidelines You can use the ip directed-broadcast hw-assist command on an interface on which you have already used
the ip directed-broadcast command. This will enable IP directed broadcast with hardware assist on that
interface and prevent the IP directed broadcast traffic from being sent to the supervisor.

Use the noip directed-broadcast hw-assist command to disable hardware forwarding of IP directed broadcast
traffic and to disable dropping of all the directed broadcast traffic on a specific interface in the hardware if
the ip directed-broadcast hw-assist drop command is used. Use the no ip directed-broadcast hw-assist
drop command to disable dropping of all directed broadcast traffic on a specific interface in the hardware.

This command does not require a license.

Examples This example shows how to enable hardware forwarding of IP directed broadcasts on Ethernet

interface 2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ip directed-broadcast hw-assist

This example shows how to enable dropping of all directed broadcast traffic on Ethernet interface
2/1 in the hardware:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip directed-broadcast hw-assist drop

This example shows how to disable hardware forwarding of IP directed broadcasts on Ethernet
interface 2/1 and to disable dropping of all directed broadcast traffic on Ethernet interface 2/1 in the
hardware if the ip directed-broadcast hw-assist drop command is used:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# no ip directed-broadcast hw-assist
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This example shows how to disable dropping of all directed broadcast traffic on Ethernet interface
2/1 in the hardware if the ip directed-broadcast hw-assist drop command is used:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# no ip directed-broadcast hw-assist drop
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Ip distribute-list eigrp

To configure a distribution list for the Enhanced Interior Gateway Routing Protocol (EIGRP) on an interface,
use the ip distribute-list eigrp command. To restore the default, use the no form of this command.

ip distribute-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out}
no ip distribute-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out}

Syntax Description

Command Default

Command Modes

instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive,
alphanumeric string up to 63 characters.

prefix-list list-name | Specifies the name of an IP prefix list to filter EIGRP routes.

route-map map-name | Specifies the name of a route map to filter EIGRP routes.

in Applies the route policy to incoming routes.
out Applies the route policy to outgoing routes.
None

Interface configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

Use the ip distribute-list eigrp command to configure a route filter policy on an interface. You must configure
the named route map or prefix list to complete this configuration.

This command requires the Enterprise Services license.

This example shows how to configure a route map for all EIGRP routes coming into the interface:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ip distribute-list eigrp 209 route-map InputFilter in

Related Commands

Command | Description

prefix-list | Configures a prefix list.

route-map | Configures a route map.
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Ip domain-list

To configure the IP domain list, use the ip domain-list command. To disable the IP domain list, use the no
form of the command.

ip domain-list domain-name [use-vrf name]
no ip domain-list domain-name [use-vrf name]

Syntax Description domain-list | Specifies the domain name for the IP domain list. The name can be any case-sensitive,
alphanumeric string up to 63 characters.

use-vrf (Optional) Specifies the virtual routing and forwarding (VRF) to use to resolve the domain
name name for the IP domain list. The name can be any case-sensitive, alphanumeric string up to
63 characters.

Command Default None

Command Modes
Global configurationVRF context configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip domain-list command to configure additional domain names for the device. Use the vrf context
command to enter the VRF context mode to configure additional domain names for a particular VRF.

This command does not require a license.

Examples This example shows how to configure the IP domain list for the default VRF:

switch# configure terminal
switch (config)# ip domain-list Mysite.com

This example shows how to configure the IP domain list for the management VRF:

switch# configure terminal
switch(config)# vrf context management
switch (config-vrf)# ip domain-list Mysite.com

This example configures the IP domain list for the default VRF to use the management VRF as a
backup if the domain name cannot be resolved through the default VRF.

switch# configure terminal
switch(config)# ip domain-list Mysite.com use-vrf management
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ip domain-list .

Related Commands

Command

Description

show
hosts

Displays information about the IP domain name configuration.
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Ip domain-lookup

To enable the Domain Name Server (DNS) lookup feature, use the ip domain-lookup command. Use the no
form of this command to disable this feature.

ip domain-lookup
no ip domain-lookup

Syntax Description ~ This command has no arguments or keywords.

Command Default None

Command Modes
Global configuration.

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip domain-lookup command to enable DNS.

This command does not require a license.

Examples This example shows how to configure a DNS server lookup feature:

switch# configure terminal
switch (config)# ip domain-lookup

Related Commands | Command | Description

show Displays information about the DNS.
hosts
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Ip domain-name

To configure a domain name, use the ip domain-name command. To delete a domain name, use the No form
of the command.

ip domain-name domain-name [use-vrf name]
no ip domain-name domain-name [use-vrf name]

Syntax Description domain-name | Specifies the domain name. The name can be any case-sensitive, alphanumeric string up to
63 characters.

use-vrfname |(Optional) Specifies the virtual routing and forwarding (VRF) to use to resolve the domain
name. The name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Global configuration

VRF context configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip domain-name command to configure the domain name for the device. Use the vrf context command
to enter the VRF context mode to configure the domain monastery a particular VRF.

This command does not require a license.
Examples This example shows how to configure the IP domain name for the default VRF:

switch# configure terminal
switch(config)# ip domain-name Mysite.com

This example shows how to configure the IP domain name for the management VRF:

switch# configure terminal
switch(config)# vrf context management
switch (config-vrf)# ip domain-name Mysite.com

This example shows how to configure the IP domain name for the default VRF to use the management
VREF as a backup if the domain name cannot be resolved through the default VRF:

switch# configure terminal
switch (config) # ip domain-name Mysite.com use-vrf management

Related Commands | Command | Description

show Displays information about the IP domain name configuration.
hosts
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Ip dscp-lop

To set the DSCP value for locally originated packets for IPv4 and IPv6, use the ip dscp-lop command. To
restore the default, use the no form of this command.

ip dscp-lop dscp-value
no ip dscp-lop

Syntax Description dscp-value| The range is from 0 to 63.

* afl1—AF11 dscp (001010)

* af12—AF12 dscp (001100)

+ af13—AF13 dscp (001110)

» af21—AF21 dscp (010010)

* af22—AF22 dscp (010100)

* af23—AF23 dscp (010110)

* af31—AF31 dscp (011010)

* af32—AF32 dscp (011100)

* af33—AF33 dscp (011110)

* af41—AF41 dscp (100010)

* af42—AF42 dscp (100100)

* af43—AF43 dscp (100110)

* cs—CS1(precedence 1) dscp
(001000)

* cs2—CS2(precedence 2) dscp
(010000)

* cs3—CS3(precedence 3) dscp
(011000)

* cs4—CS4(precedence 4) dscp
(100000)

* cs5—CS5(precedence 5) dscp
(101000)

* cs6—CS6(precedence 6) dscp
(110000)

* cs7—CS7(precedence 7) dscp
(111000)

* default—Default dscp (000000)
» ef—EF dscp (101110)

Command Default 0

Command Modes
Global configuration

Command History Release | Modification

6.2(12) | This command was introduced.
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Usage Guidelines

Examples

ip dscp-lop .

Use the ip dscp-lop command to set the dscp value of all locally originated packets unless they are set by the
application.

For values 40-63, a warning is also thrown as this could contend with higher priority traffic.
This command applies to IPv4 and IPv6.

This command affects all protocols from the SUP which do not have explicitly specified markers and sets the
marker to 0.

For example, if BGP has a dscp marker of ¢cs6 while TFTP has a dscp marker of 0. BGP packets will not be
affected by this command.

This example shows how to set the dscp value to 16:

switch# configure terminal
switch (config)# ip dscp-lop 16

This example shows how to set the dscp value to 45:

switch# configure terminal
switch (config)# ip dscp-lop 45

DSCP 40-63 are used for high priority traffic. Set dscp to a lower value to avoid contention.

DSCP for Locally Originated packet for
Telnet/SSH/SNMP/Syslog/TFTP/ICMP/Netflow/DNS/TACACS/RADIUS/FTP is set to 45
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Ip eigrp shutdown

To shut down the Enhanced Interior Gateway Routing Protocol (EIGRP) on an interface, use the ip eigrp
shutdown command. To restore the default, use the no form of this command.

ip eigrp instance-tag shutdown
no ip egrp instance-tag shutdown

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip eigrp shutdown command to shut down the interface for EIGRP and prevent EIGRP adjacency
for the interface for maintenance purposes. The network address for the interface does not show up in the
EIGRP topology table.

Use the ip passive-interface eigrp command to prevent EIGRP adjacency but keep the network address in
the topology table.

This command requires the Enterprise Services license.

Examples This example shows how to disable EIGRP on an interface:
switch# configure terminal

switch (config)# router eigrp 201

switch (config-router)# interface ethernet 2/1
switch (config-if)# ip eigrp 201 shutdown

Related Commands Command Description

ip passive-interfaceeigrp | Configures an instance of EIGRP.

router eigrp Configures an instance of EIGRP.
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Ip extcommunity-list

To create an extended community list entry, use the ip extcommunity-list command. To remove the entry,
use the nNo form of this command.

ip extcommunity-list standard list-name {deny | permit} generic {transitive|nontransitive} aa4

. nn

no ip extcommunity-list standard generic {transitive| nontransitive} list-name
ip extcommunity-list expanded list-name {deny|permit} generic {transtive|nontransitive} regexp
no ip extcommunity-list expanded generic {transitive|nontransitive} list-name

Syntax Description

Command Default

Command Modes

standar dlist-name | Configures a named standard extended community list.

deny Denies access for a matching condition.

per mit Permits access for a matching condition.

generic Specifies the generic specific extended community type.

transitive Configures BGP to propagate the extended community attributes to other autonomous systems.
nontransitive Configures BGP to propagate the extended community attributes to other autonomous systems.
aad:nn (Optional) Autonomous system number and network number. This value is configured with a 4-

1 to 4294967295 in plaintext notation, or from 1.0 to 56636.65535 in AS.dot notation. You can

expanded list-name | Configures a named expanded extended community list.

regexp

Regular expression that is used to specify a pattern to match against an input string. See the Cis
details on regular expressions:

http://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/6_x/nx-os/fundamentals/configur:

Note Regular expressions can be used with expanded extended community lists only.

Community exchange is not enabled by default.

Global configuration

Command History

Usage Guidelines

Release

Modification

4.2(1)

This command was introduced.

Use the ip extcommunity-list command to configure extended community filtering for BGP. Extended
community values are configured as a 6-byte number. The first four bytes represent the autonomous system
number, and the last two bytes represent a user-defined network number. The BGP generic specific community
attribute is defined in draft-ietf-idr-as4octet-extcomm-generic-subtype-00.txt.
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. ip extcommunity-list

Examples

I Commands |

BGP extended community exchange is not enabled by default. Use the send-extcommunity command in
BGP neighbor fix-family configuration mode to enable extended community attribute exchange between BGP
peers.

Once you configure a permit value to match a given set of extended communities, the extended community
list defaults to an implicit deny for all other extended community values.

Standard Extended Community Lists

Use standard extended community lists to configure specific extended community numbers. You can configure
a maximum of 16 extended communities in a standard extended community list.

Expanded Extended Community Lists

Use expanded extended community lists to filter communities using a regular expression. Use regular
expressions to configure patterns to match community attributes. The order for matching using the * or +
character is longest construct first. Nested constructs are matched from the outside in. Concatenated constructs
are matched beginning at the left side. If a regular expression can match two different parts of an input string,
it will match the earliest part first.

Community List Processing

When you configure multiple values in the same extended community list statement, a logical AND condition
is created. All extended community values must match to satisfy the AND condition. When you configure
multiple values in separate community list statements, a logical OR condition is created. The first list that
matches a condition is processed.

This command does not require a license.

This example shows how to configure a standard generic specific extended community list that
permits routes from network 40 in autonomous system 1.65534 and from network 60 in autonomous
system 1.65412.

This example shows how to configure a logical AND condition:

switch# configure terminal

switch(config) # ip extcommunity-list standard testl permit generic transitive 1.65534:40
1.65412:60

switch (config) #

All community values must match in order for the list to be processed.

Related Commands

Command Description

feature bgp Enables BGP.

match extcommunity | Matches an extended community in a route map.

send-community Configures BGP to propagate community attributes to BGP peers.

set extcommunity Sets an extended community in a route map.
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ip forward

Syntax Description

Command Default

Command Modes

ip forward .

To allow IPv4 traffic on an interface even when there is no IP address configuration on that interface, use the
ip forward command. To disable this function, use the no form of this command.

ip forward
no ip forward

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

6.2(8) | This command was introduced.

Beginning with Cisco NX-OS Release 6.2(8), BGP supports RFC 5549 which allows an IPv4 prefix to be
carried over an IPv6 next hop.

Use the ip forward command to do the following:

* Accept IPv4 packets on an interface that has no IPv4 interface address configured on that interface.
* Reply with IPv4 ICMP over IPv6.

This command requires the Enterprise Services license.

This example shows how allow IPv4 traffic on an interface:

switch# configure terminal

switch (config) # interface ethernet 0/2
switch (config-if)# ipvé address ABCF:1::3/64
switch (config-if)# ip forward

Command Description

ipv6 nd mac-extract | Enables any next hop that matches the IPv6 prefix on that interface to be treated as
an MEv6 address,
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Ip hello-interval eigrp

To configure the Enhanced Interior Gateway Routing Protocol (EIGRP) hello interval for an interface, use
the ip hello-interval eigrp command. To restore the default, use the no form of this command.

ip hello-interval eigrp instance-tag seconds
no ip hello-interval eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Hello interval (in seconds). The range is from 1 to 65535.

Command Default 5 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to set the hello interval to 10 seconds for the interface:
switch# configure terminal

switch (config) # router eigrp 1

switch (config-router)# interface ethernet 2/1

switch(config-if)# ip hello-interval eigrp 1 10
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Ip hold-time eigrp

To configure the hold time for an Enhanced Interior Gateway Routing Protocol (EIGRP) interface, use the ip
hold-time eigrp command. To restore the default, use the no form of this command.

ip hold-time eigrp instance-tag seconds
no ip hold-time eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Hold time (in seconds). The range is from 1 to 65535.

Command Default 15 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip hold-time eigr p command to increase the default hold time on very congested and large networks,

We recommend that you configure the hold time to be at least three times the hello interval. If a router does
not receive a hello packet within the specified hold time, routes through this router are considered unavailable.

Increasing the hold time delays route convergence across the network.

This command requires the Enterprise Services license.

Examples This example shows how to set the hold time to 40 seconds for the interface:
switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ip hold-time eigrp 209 40

Related Commands | Command Description

ip hello-interval eigrp | Configures the hello interval on an interface for the EIGRP routing process designated
by an autonomous system number.
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Ip host

I Commands |

To define static hostname-to-address mappings in the Domain Name System (DNS) hostname cache, use the
ip host command. To remove a hostname-to-address mapping, use the no form of this command.

ip host name addressl [address2 ...
no ip host name addressl [address2 ...

address6]
address6]

Syntax Description

Command Default

Command Modes

name

Host name. The name can be any case-sensitive, alphanumeric string up to 80 characters.

addressl

IPv4 address in the x.x.x.x format.

address? ...address6

(Optional) Up to five additional IPv4 addresses in the x.x.x.x format.

None

Global configuration

Command History

Usage Guidelines

Examples

Release

Modification

4.0(1)

This command was introduced.

Use the ip host command to add a static host name to DNS.

This command does not require a license.

This example shows how to configure a static hostname:

switch# configure terminal
switch(config)# ip host mycompany.com 192.0.2.1

Related Commands

Command

Description

ipv6
host

Configures a static host name in the DNS database.
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Ip load-sharing address

To configure the load-sharing algorithm used by the unicast Forwarding Information Base (FIB), use the ip
load-sharingaddress command. To restore the default, use the no form of this command.

ip load-sharing address {destination port destination |source-destination [port source-destination]}
[universal-id seed]

gtp-teid

no ip load-sharing address {destination port destination | source-destination [port
source-destination]} [universal-id seed]

otp-teid

Syntax Description

Command Default

Command Modes

destination port destination | Sets the load-sharing algorithm based on destination address and port.

sour ce-destination Sets the load-sharing algorithm based on source and destination address.

port sour ce-destination (Optional) Sets the load-sharing algorithm based on source and destination
address and port address.

universal-id seed (Optional) Sets the random seed for the load sharing hash algorithm. The
range is from 1 to 4294967295.

gtp-teid (Optional) Includes the 32-bit TEID value in the path selection calculation.

This option is only supported on M3 line cards.

Destination address and port address

Global configuration

Command History

Usage Guidelines

Release | Modification

7.3(2) | Added support for gtp-teid value in path selection calculation for M3 line cards.

4.0(1) | This command was introduced.

Use the ip load-sharing address command to set the load-sharing algorithm that the unicast FIB uses to select
a path from the equal-cost paths in the Router Information Base (RIB).

For M3 line cards, you can specify the gtp-teid keyword to include the 32-bit TEID value in the path calculation
for packets that contain GTP header. To consider this value in path calculation, a packet must enter the port
through the M3 line card. The gtp-teid keyword will not have an effect on the packets that enter the port on
any other line card (like F3) and exit through the M3 card.

Packets with a GTP header is structured as follows:

* Type of packet - IPv4 or IPv6.
» UDP header with destination port 2152.

» GTP version 1 header with payload type 1.
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This command does not require a license.

Examples This example shows how to set the load-sharing algorithm to use source and destination address:
switch# configure terminal
switch(config)# ip load-sharing address source-destination

Related Commands Command Description

show ip load-sharing | Displays the load-sharing algorithm.

show routing hash | Displays the path the RIB and FIB select for a source/destination pair.
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Ip load-sharing per-packet

Syntax Description

Command Default

Command Modes

To configure per-packet load sharing on an interface, use the ip load-sharing per-packet command. To
restore the default, use the no form of this command.

ip load-sharing per-packet
no load-sharing per-packet

This command has no keywords or arguments.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(2) | This command was introduced.

Use the ip load-sharing per-packet command to set the load-sharing algorithm on an interface. This command
overrides the ip load-sharing address command.

)

Note

Using per-packet load sharing can result in out-of-order packets. Packets for a given pair of source-destination
hosts might take different paths and arrive at the destination out of order. Make sure you understand the
implications of out-of-order packets to your network and applications. Per-packet load sharing is not appropriate

for all networks. Per-flow load sharing ensures packets always arrive in the order that they were sent.

You configure per-packet load sharing on the input interface. This configuration determines the output interface
that Cisco NX-OS chooses for the packet.

For example, if you have ECMP paths on two output interfaces, Cisco NX-OS uses the following load-sharing
methods for input packets on Ethernet 1/1:

* Per-packet load sharing if you configure per-packet load sharing on Ethernet 1/1.
* Per-flow load sharing.

The configuration for the other interfaces have no effect on the load-sharing method used for Ethernet 1/1 in
this example.

This command does not require a license.

This example shows how to enable per-packet load-sharing on interface Ethernet 1/2:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip load-sharing per-packet
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Related Commands Command

Description

ip load-sharing

Configures the per-flow load-sharing algorithm.

show ip load-sharing

Displays the load-sharing algorithm.
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Ip name-server

To configure a name server, use the ip name-server command. To disable this feature, use the no form of
the command.

ip name-server ip-address [use-vrf name]
no ip nameserver ip-address [use-vrf name]

Syntax Description ip-address |IP address for the name server.
use-vrf (Optional) Specifies the virtual routing and forwarding (VRF) to use to reach the name-server.
name The name can be any case-sensitive, alphanumeric string up to 63 characters.

Command Default None

Command Modes
Global configurationVRF context configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip name-server command to configure the name server for the device. Use the vrf context command
to enter the VRF context mode to configure the domain names for a particular VRF.

This command does not require a license.

Examples This example shows how to configure the IP name server for the default VRF:

switch# configure terminal
switch(config)# ip name-server 192.0.2.1

This example shows how to configure the IP name server for the management VRF:

switch# configure terminal
switch(config)# vrf context management
switch (config-vrf)# ip name-server 192.0.2.1

This example configures the IP name server for the default VRF to use the management VRF as a
backup if show ip rip policy statistics redistribute]P name server cannot be reached through the
default VRF:

switch# configure terminal
switch(config)# ip name-server 192.0.2.1 use-vrf management

Related Commands | Command | Description

show Displays information about the IP domain name configuration.
hosts
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ip next-hop-self eigrp

To instruct the Enhanced Interior Gateway Routing Protocol (EIGRP) process to use the local IP address as
the next-hop address when advertising these routes, use the ip next-hop-self eigrp command. To use the
received next-hop value, use the no form of this command.

ip next-hop-self eigrp instance-tag
no ip next-hop-self eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default EIGRP always sets the IP next-hop value to be itself.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines EIGRP, by default, sets the IP next-hop value to be itself for routes that it is advertising, even when advertising
those routes on the same interface from which the router learned them. To change this default, you must use
the no ip next-hop-self eigrp interface configuration command to instruct EIGRP to use the received next-hop
value when advertising these routes.

Examples This example shows how to change the default IP next-hop value and instruct EIGRP to use the

received next-hop value:

switch# configure terminal

switch(config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-eigrp-af-if)# no ip next-hop-self eigrp 209
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ip offset-list eigrp

To configure an offset list for the Enhanced Interior Gateway Routing Protocol (EIGRP) on an interface, use
the ip offset-list eigrp command. To restore the default, use the no form of this command.

ip offset-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out} offset
no ip offset-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out} offset

Syntax Description

Command Default

Command Modes

instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive,
alphanumeric string up to 63 characters.

prefix-list list-name | Specifies the name of an IP prefix list to filter EIGRP routes.

route-map map-name | Specifies the name of a route map to filter EIGRP routes.

in Applies route policy to incoming routes.
out Applies route policy to outgoing routes.
offset Value to add to the EIGRP metric.

This command has no defaults.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ip offset-list eigrp command to influence which route is advertised on an interface. Cisco NX-OS
adds the configured offset value to any routes that match the configure prefix list or route map. You must
configure the named route map or prefix list to complete this configuration.

This command requires the Enterprise Services license.

This example shows how to configure an offset list filter to add 20 to the metric for EIGRP routes
coming into the interface that match the route map OffsetFilter:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch(config-if)# ip offset-list eigrp 209 route-map OffsetFilter in 20

Related Commands

Command | Description

prefix-list | Configures a prefix list.

route-map | Configures a route map.
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ip ospf authentication

To specify the authentication type for an Open Shortest Path First (OSPF) interface, use the ip ospf
authentication command. To remove the authentication type for an interface, use the no form of this command.

ip ospf authentication [{key-chain key-name| message-digest | null}]
no ip ospf authentication

Syntax Description key-chain key-name | (Optional) Specifies a key chain to use for authentication. The key-name argument can
be any alphanumeric string.

message-digest (Optional) Specifies that message-digest authentication will be used.

null (Optional) Specifies that no authentication is used. Use the keyword to override any
other authentication configured for an area.

Command Default No authentication

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip ospf authentication command to configure the authentication mode for an OSPF interface. If you
use this command with no keywords, use the ip ospf authentication-key command to configure the password.
If you use the message-digest keyword, use the ip ospf message-digest-key command to configure the
message-digest key for the interface.

The authentication that you configure on an interface overrides the authentication that you configure for the
area.

This command requires the Enterprise Services license.

Examples This example shows how to configure message-digest authentication:
switch# configure terminal
switch(config) # interface ethernet 2/1
switch (config-if)# ip ospf authentication message-digest
switch (config-if)# ip ospf message-digest-key 33 md5 0 mypassword
Related Commands | Command Description

area authentication Enables authentication for an OSPF area.

ip ospf authentication-key | Assigns a password to be used by neighboring routers that are using the
password authentication of OSPF.

ip ospf message-digest-key | Configures the OSPF MD5 message-digest key.
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ip ospf authentication-key

To assign a password for simple password authentication to be used by neighboring Open Shortest Path First
(OSPF) routers, use the ip ospf authentication-key command. To remove a previously assigned OSPF
password, use the no form of this command.

ip ospf authentication-key [{0]3}] password
no ip ospf authentication-key

Syntax Description

0 (Optional) Configures an unencrypted password.

3 (Optional) Configure a 3DES encrypted password string.

passavord | Any continuous string of characters that can be entered from the keyboard up to 8 bytes.

Command Default

Unencrypted password

Command Modes

Interface configuration

Command History

Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines

Examples

Use the ip ospf authentication-key command to configure a password for simple password authentication.
The password created by this command is used as a key that is inserted directly into the OSPF header when
Cisco NX-OS originates routing protocol packets. You can assign a separate password to each network on a
per-interface basis. All neighboring routers on the same network must have the same password to be able to
exchange OSPF information.

\}

Note

command in router configuration mode.

Cisco NX-OS uses this key when you enable authentication for an interface with the ip ospf authentication
interface configuration command or if you configure the area for authentication with the area authentication

This command requires the Enterprise Services license.

This example shows how to configure an unencrypted authentication key with the string yourpass:

switch# configure terminal
switch (config-if)# ip ospf authentication-key yourpass

Related Commands

Command Description

area authentication | Specifies the authentication type for an OSPF area.

ip ospf authentication | Specifies the authentication type for an interface.
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ip ospf cost

To specify the cost of sending a packet on an interface, use the ip ospf cost command. To reset the path cost
to the default, use the no form of this command.

ip ospf cost interface-cost
no ip ospf cost interface-cost

Syntax Description

Command Default

Command Modes

interface-cost | Unsigned integer value expressed as the link-state metric. The range is from 1 to 65535.

Calculates the cost based on the reference bandwidth divided by the configured interface bandwidth. You can
configure the reference bandwidth or it defaults to 40 Gb/s.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ip ospf cost command to configure the cost metric manually for each interface. This command
overrides any settings for the reference bandwidth that you set using the reference-bandwidth command in
router configuration mode.

If this command is not used, the link cost is calculated using the following formula:
link cost = reference bandwidth / interface bandwidth

This command requires the Enterprise Services license.

This example shows how to configure the interface cost value to 65:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf cost 65

Related Commands

Command Description

reference-bandwidth | Specifies the reference bandwidth that OSPF uses to calculate the link cost.
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ip ospf dead-interval

To set the interval during which at least one hello packet must be received from a neighbor before the router
declares that neighbor as down, use the ip ospf dead-interval command. To restore the default, use the no
form of this command.

ip ospf dead-interval seconds
no ip ospf dead-interval

Syntax Description

Command Default

Command Modes

seconds | Interval (in seconds) during which the router must receive at least one hello packet from a neighbor
or that neighbor adjacency is removed from the local router and does not participate in routing. The
range is from 1 to 65535. The value must be the same for all nodes on the network.

The default for seconds is four times the interval set by the ip ospf hello-interval command.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the ip ospf dead-interval command to set the dead interval that OSPF advertises in hello packets. This
value must be the same for all networking devices on a specific network.

Aggressive protocol timers are not supported in the Virtual Port-Channel (vPC) environment and they are
also not supported from the in-service software updates (ISSU) perspective. We recommend that you retain
the default value.

Configure a shorter dead interval to detect down neighbors faster and improve convergence. Very short dead
intervals could cause routing instability.

Use the show ip ospf interface command to verify the dead interval and hello interval.

This command requires the Enterprise Services license.

This example shows how to set the OSPF dead interval to 20 seconds:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf dead-interval 20

Related Commands

Command Description

ip ospf hello-interval | Interval between hello packets that OSPF sends on the interface.

show ip ospf interface | Displays OSPF-related information.
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ip ospf hello-interval

To specify the interval between hello packets that Open Shortest Path First (OSPF) sends on the interface,
use the ip ospf hello-interval command. To return to the default, use the no form of this command.

ip ospf hello-interval seconds
no ip ospf hello-interval

Syntax Description seconds | Interval (in seconds). The value must be the same for all nodes on a specific network. The range is
from 1 to 65535.

Command Default 10 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ip ospf hello-interval command to set the rate at which OSPF advertises hello packets. Shorter hello
intervals allow OSPF to detect topological changes faster. This value must be the same for all routers and
access servers on a specific network.

Aggressive protocol timers are not supported in the Virtual Port-Channel (vPC) environment and they are
also not supported from the in-service software updates (ISSU) perspective. We recommend that you retain
the default value.

This command requires the Enterprise Services license.

Examples This example shows how to set the interval between hello packets to 15 seconds:
switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf hello-interval 15

Related Commands Command Description

ip ospf dead-interval | Sets the time period for which hello packets must not have been seen before neighbors
declare the router as down.
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ip ospf message-digest-key

To enable Open Shortest Path First (OSPF) Message Digest 5 (MD35) authentication, use the ip ospf
message-digest-key command. To remove an old MD5 key, use the noform of this command.

ip ospf message-digest-key key-id md5 [{0]|3}] key
no ip ospf message-digest-key key-id

Syntax Description

Command Default

Command Modes

key-id | Identifier in the range from 1 to 255.

0 (Optional) Specifies an unencrypted password to generate the mdS key.

3 (Optional) Specifies an encrypted 3DES password to generate the md5 key.

key | An alphanumeric password of up to 16 bytes.

Unencrypted

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the ip ospf message-digest-key command when you configure the MD35 digest authentication mode. All
neighbor routers must have the same key value on the network.

This command requires the Enterprise Services license.

This example shows how to set key 19 with the password 8ry4222:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf message-digest-key 19 md5 8ry4222

Related Commands

Command

Description

area authentication

Enables authentication for an OSPF area.

ip ospf authentication

Specifies the authentication type for an interface.
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ip ospf mtu-ignore

To disable Open Shortest Path First (OSPF) maximum transmission unit (MTU) mismatch detection on
received Database Descriptor (DBD) packets, use the ip ospf mtu-ignore command. To return to the default,
use the nNo form of this command.

ip ospf mtu-ignore
no ip ospf mtu-ignore

Syntax Description ~ This command has no arguments or keywords.

Command Default OSPF MTU mismatch detection is enabled.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip ospf mtu-ignore command to disable MTU mismatch detection on an interface. By default, OSPF
checks whether neighbors are using the same MTU on a common interface. If the receiving MTU is higher
than the IP MTU configured on the incoming interface, OSPF does not establish adjacencies. Use the ip ospf
mtu-ignor e command to disable this check and allow adjacencies when the MTU value differs between OSPF
neighbors.

This command requires the Enterprise Services license.

Examples This example shows how to disable MTU mismatch detection on received DBD packets:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf mtu-ignore
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ip ospf network

To configure the Open Shortest Path First (OSPF) network type to a type other than the default for an interface,
use the ip ospf network command. To return to the default, use the noform of this command.

ip ospf network {broadcast | point-to-point}
no ip ospf network

Syntax Description broadcast Sets the network type as broadcast.

point-to-point | Sets the network type as point-to-point.

Command Default Depends on the network type.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines The network type influences the behavior of the OSPF interface. OSPF network type is usually broadcast,
which uses OSPF multicasting capabilities. Under this network type a designated router and backup designated
router are elected. For point-to-point networks there are only two neighbors and multicast is not required. For
routers on an interface to become neighbors the network type for all should match.

This command overrides the medium {broadcast | p2p} command in interface configuration mode.

This command requires the Enterprise Services license.

Examples This example shows how to set an OSPF network as a broadcast network:
switch# configure terminal

switch (config) # interface ethernet 1/2

switch (config-if)# ip address 192.0.2.33 255.255.255.0
switch(config-if)# ip ospf network broadcast
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ip ospf passive-interface

To suppress Open Shortest Path First (OSPF) routing updates on an interface, use the ip ospf passive-interface
command. To return to the default, use the noform of this command.

ip ospf passive-interface
no ip ospf passive-interface

Syntax Description ~ This command has no keywords or arguments.

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines If an interface is configured as passive-interface it does not participate in the OSPF protocol and will not
establish adjacencies or send routing updates. However the interface is announced as part of the routing
network.

This command requires the Enterprise Services license.

Examples This example shows how to set an interface as passive:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip ospf passive-interface
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ip ospf priority

To set the router priority for an Open Shortest Path First (OSPF) interface, use the ip ospf priority command.
To return to the default, use the no form of this command.

ip ospf priority number-value
no ip ospf priority number-value

Syntax Description | number-value | Number value that specifies the priority of the router. The range is from 0 to 255.

Command Default Priority of 1

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip ospf priority command to set the router priority, which determines the designated router for this
network. When two routers are attached to a network, both attempt to become the designated router. The
router with the higher router priority takes precedence. If there is a tie, the router with the higher router ID
takes precedence. A router with a router priority set to zero cannot become the designated router or backup
designated router.

Cisco NX-OS uses this priority value when you configure OSPF for broadcast networks using the neighbor
command in router configuration mode.

This command requires the Enterprise Services license.

Examples This example shows how to set the router priority value to 4:
switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf priority 4
Related Commands | Command Description
ip ospf Configures the OSPF network type to a type other than the default for a given medium.
networ k
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ip ospf retransmit-interval

To specify the time between Open Shortest Path First (OSPF) link-state advertisement (LSA) retransmissions
for adjacencies belonging to the interface, use the ip ospf retransmit-interval command. To return to the
default, use the noform of this command.

ip ospf retransmit-interval seconds
no ip ospf retransmit-interval

Syntax Description seoonds | Time (in seconds) between retransmissions. The time must be greater than the expected round-trip
delay between any two routers on the attached network. The range is from 1 to 65535 seconds. The
default is 5 seconds.

Command Default 5 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ip ospf retransmit-interval command to set the time between LSA retransmissions. When a router
sends an LSA to its neighbor, it keeps the LSA until it receives an acknowledgment message from the neighbor.
If the router receives no acknowledgment within the retransmit interval, the local router resends the LSA.

This command requires the Enterprise Services license.

Examples This example shows how to set the retransmit interval value to 8 seconds:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip ospf retransmit-interval 8

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| 1Commands
ip ospf shutdown .

ip ospf shutdown

To shut down an Open Shortest Path First (OSPF) interface, use the ip ospf shutdown command. To return
to the default, use the noform of this command.

ip ospf shutdown
no ip ospf shutdown

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip ospf shutdown command to shut down OSPF on this interface.

This command requires the Enterprise Services license.

Examples This example shows how to shut down OSPF on an interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip ospf shutdown
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ip ospf transmit-delay

To set the estimated time required to send an Open Shortest Path First (OSPF) link-state update packet on the
interface, use the ip ospf transmit-delay command. To return to the default, use the noform of this command.

ip ospf transmit-delay seconds
no ip ospf transmit-delay

Syntax Description sconds| Time (in seconds) required to send a link-state update. The range is from 1 to 450 seconds.

Command Default 1 second

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ip ospf transmit-delay command to set the estimated time needed to send an LSA update packet.
OSPF increments the LSA age time by transmit delay amount before transmitting the LSA update. You should
take into account the transmission and propagation delays for the interface when you set this value.

This command requires the Enterprise Services license.

Examples This example shows how to set the transmit delay value to 8 seconds:

switch# configure terminal
switch(config) # interface ethernet 1/2
switch (config-if)# ip ospf transmit-delay 8
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ip passive-interface eigrp

To suppress all routing updates on an Enhanced Interior Gateway Routing Protocol (EIGRP) interface, use
the ip passive-interface eigrp command. To re-enable the sending of routing updates, use the Nno form of this
command. To remove the interface-level configuration for the passive-interface, use the default ip
passive-interface eigrp command.

ip passive-interface eigrp instance-tag
no ip passive-interface eigrp instance-tag
default ip passive-interface eigrp instance-tag

Syntax Description

Command Default

Command Modes

instance-tag | Name of the EIGRP instance. Theinstance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Routing updates are sent on the interface.

Interface configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

6.2(2) |The default form of this command was added.

Use the ip passive-interface eigrp command to stop all routing updates on an interface and suppress the
formation of EIGRP adjacencies. The network address for the interface remains in the EIGRP topology table.
To remove this command from the interface, use the default ip passive-interface eigrp command. The final
behavior of this command depends on passive-interface default (El GRP) command.

The following table sums up the behavior of this command:

Table 2: Behavior of combination of commands

VRF mode (deafult passive-interface) | Interface mode (passive) | Result (interface passive ?)
TRUE FALSE FALSE

TRUE TRUE TRUE

TRUE NONE TRUE

FALSE TRUE TRUE

FALSE FALSE FALSE

FALSE NONE FALSE

Default configuration at interface-level corresponds to NONE state.
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This command requires the Enterprise Services license.

Examples This example shows how to stop EIGRP routing updates on Ethernet 2/1:
switch# configure terminal

switch (config)# router eigrp 201

switch (config-router)# interface ethernet 2/1

switch (config-if)# ip passive-interface eigrp 201

Related Commands | Command Description

passive-interface default (EI GRP) | Suppresses the EIGRP hellos.
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Ip policy route-map

To identify a route map to use for policy routing on an interface, use the ip policy route-map command. To
remove the route map, use the No form of this command.

ip policy route-map name
no ip policy route-map [name]

Syntax Description | name | Name of the route map. The name can be any alphanumeric string up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip policy route-map command to identify a route map to use for policy routing. Use the route-map
command to create the rout map. Each route-map command has a list of match and set commands associated
with it. The match commands specify the match criteria—the conditions under which policy routing is allowed
for the interface, based on the destination IP address of the packet. The Set commands specify the set
actions—the particular policy routing actions to perform if the criteria enforced by the match commands are
met. The noip policy route-map command deletes the pointer to the route map.

You can perform policy-based routing on any match criteria that can be defined in an expanded IP access list
when using the match ip address command and referencing an expanded IP access list.

You must enable policy-based routing with the feature pbr command before you can use the ip policy
route-map command.

This command requires the Enterprise Services license.

Examples This example shows how to configure a policy-based route map to an interface:
switch# configure terminal

switch (config)# feature pbr

switch (config) # interface ethernet 2/1

switch (config-if)# ip policy route-map policymap

Related Commands | Command Description

feature pbr Enabled the policy-based routing feature.

route-map Creates a route map.

show route-map pbr-statistics| Displays statistics about policy-based route maps
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Ip port-unreachable

To enable the generation of Internet Control Message Protocol (ICMP) port unreachable messages, use the
ip port-unreachable command. To disable this function, use the no form of this command.

ip port-unreachable
no ip port-unreachable

Syntax Description ~ This command has no keywords or arguments.

Command Default Enabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to enable the generation of ICMP port unreachable messages, as appropriate,

on an interface:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ip port-unreachable

Related Commands | Command Description
ip Sends ICMP unreachable messages.
unreachables
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ip prefix-list

To create a prefix list to match IP packets or routes against, use the ip prefix-list command. To remove the
prefix-list, use the no form of this command.

ip prefix-list name [seq number] {permit|deny} prefix [{eq length|[ge length] [le length]}]
no prefix-liss name [seg number] {permit|deny} prefix [{eq length|[ge length] [le length]}]

Syntax Description

Command Default

Command Modes

name IP prefix list name. The name can be any alphanumeric string up to 63 characters.

seq (Optional) Specifies the number to order entries in the prefix list. The range is from 1 to
number 4294967294.

per mit Allows routes or IP packets that match the prefix list.

deny Rejects routes or IP packets that match the prefix list.

prefix IP prefix in A.B.C.D/length format.

eglength | (Optional) Specifies the prefix length to match. The range is from 1 to 32.

gelength | (Optional) Specifies the prefix length to match. The range is from 1 to 32.

lelength | (Optional) Specifies the prefix length to match. The range is from 1 to 32.

None

Global configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

Use the ip prefix-list command to configure IP prefix filtering. You configure prefix lists with permit or deny
keywords to either permit or deny the prefix based on the matching condition. A prefix list consists of an IP
address and a bit mask. The bit mask is entered as a number from 1 to 32. An implicit deny is applied to traffic
that does not match any prefix-list entry.

You can configure prefix lists to match an exact prefix length or a prefix range. Use the ge and le keywords
to specify a range of the prefix lengths to match, providing more flexible configuration than can be configured
with just the network/length argument. Cisco NX-OS processes the prefix list using an exact match when you
do not configure either neither the genor lekeyword. If you configure both the gelength and |elength keywords
and arguments, the allowed prefix length range falls between the values used for the ge-length and le-length
arguments. The following formula shows this behavior:

network/length < ge ge-length < le le-length <= 32

If you do not configure a sequence number, Cisco NX-OS applies a a default sequence number of 5 to the
prefix list, and subsequent prefix list entries will be increment by 5 (for example, 5, 10, 15, and onwards). If
you configure a sequence number for the first prefix list entry but not subsequent entries, then Cisco NX-OS
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increments the subsequent entries by 5 (For example, if the first configured sequence number is 3, then
subsequent entries will be 8, 13, 18, and onwards). Default sequence numbers can be suppressed by entering
the no form of this command with the seq keyword.

Cisco NX-OS evaluates prefix lists starting with the lowest sequence number and continues down the list
until a match is made. Once a match is made that covers the network the permit or deny statement is applied
to that network and the rest of the list is not evaluated.

Je

Tip  For best performance, the most frequently processed prefix list statements should be configured with the
lowest sequence numbers. The seq number keyword and argument can be used for resequencing.

The prefix list is applied to inbound or outbound updates for specific peer by entering the prefix-list command
in neighbor address-family mode. Prefix list information and counters are displayed in the output of the show
ip prefix-list command. Prefix-list counters can be reset by entering the clear ip prefix-list command.

This command does not require a license.

Examples This example shows how to configure a prefix list and apply it to a BGP peer:
switch# configure terminal
switch(config)# ip prefix-list allowprefix 10 permit 192.0.2.0 eq 24
switch (config)# ip prefix-list allowprefix 20 permit 209.165.201.0 eq 27
switch (config) router bgp 65536:20
switch (config-router)# neighbor 192.0.2.1/16 remote-as 65536:20
switch (config-router-neighbor) # address-family ipv4 unicast
switch (config-router-neighbor-af)# prefix-list allowprefix in

Related Commands | Command Description

clear ip prefix-list | Clears counters for IP prefix lists.

prefix-list Applies a prefix list to BGP peer.

show ip prefix-list | Displays information about IP prefix lists.
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ip prefix-list description

To configure a description string for an IP prefix-list, use the ip prefix-list description command. To revert
to default, use the no form of this command.

ip prefix-list name description string
no ip prefix-list name description

Syntax Description

Command Default

Command Modes

name| Name of prefix list. The name can be any alphanumeric string up to 63 characters.

gring | Descriptive string for the prefix list. The string can be any alphanumeric string up to 90 characters.

None

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

This command does not require a license.

This example shows how to configure a description for an IP prefix list:

switch# configure terminal
switch(config)# ip prefix-list testl description “this is a test”

Related Commands

Command Description

ip prefix-list Creates an [Pv6 prefix list

show ip prefix-list | Displays information about IPv6 prefix lists.
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Ip proxy-arp

To enable proxy Address Resolution Protocol (ARP) on an interface, use the ip proxy-arp command. To
disable proxy ARP on the interface, use the no form of this command.

ip proxy-arp
no ip proxy-arp

Syntax Description ~ This command has no keywords or arguments.

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to enable proxy ARP:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip proxy-arp
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Ip rip authentication key-chain

To enable authentication for the Routing Information Protocol (RIP) Version 2 packets and to specify the set
of keys that can be used on an interface, use the ip rip authentication key-chain command in interface
configuration mode. To prevent authentication, use the no form of this command.

ip rip authentication key-chain name-of-chain
no ip rip authentication key-chain [name-of-chain]

Syntax Description

Command Default

Command Modes

name-of-chain | Group of keys that are valid.

No authentication is provided for RIP packets.

Interface configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

You must separately configure a key chain using the key-chain command to complete the authentication
configuration for an interface.

This command does not require a license.

This example shows how to configure the interface to accept and send any key that belongs to the
key-chain trees:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip rip authentication key-chain trees

Related Commands

Command | Description

key-chain | Creates a set of keys that can be used by an authentication method.
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Ip rip authentication mode

To specify the type of authentication used in the Routing Information Protocol (RIP) Version 2 packets, use
the ip rip authentication mode command in interface configuration mode. To restore clear text authentication,
use the no form of this command.

ip rip authentication mode {text | md5}
no ip rip authentication mode

Syntax Description text | Specifies the clear text authentication.

md5| Specifies the message Digest 5 (MD35) authentication.

Command Default Clear text authentication is provided for RIP packets if you configured a key chain.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines RIP for IPv6 uses the authentication built into IPv6.

This command does not require a license.

Examples This example shows how to configure the interface to use MDS5 authentication:
switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip rip authentication mode md5

Related Commands Command Description

ip rip authentication key-chain | Enables authentication for RIP Version 2 packets and specifies the set of
keys that can be used on an interface.

key chain Enables authentication for routing protocols.
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ip rip metric-offset

To add an additional value to the incoming IP Routing Information Protocol (RIP) route metric for an interface,
use the ip rip metric-offset command in interface configuration mode. To return the metric to its default
value, use the no form of this command.

ip rip metric-offset value
no ip rip metric-offset

Syntax Description | value| Value to add to the incoming route metric for an interface. The range is from 1 to 15. The default is
1.

Command Default value: 1

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip route metric-offset command to influence which routes are used by Cisco NX-OS. This command
allows you to add a fixed offset to the route metric of all incoming routes on an interface. For example, if you
set the metric-offset to 5 on an interface and the incoming route metric is 5,.Cisco NX-OS adds the route to
the route table with a metric of 10.

This command does not require a license.

Examples This example shows how to configure a metric offset of 10 for all incoming RIP routes on Ethernet

interface 2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ip rip metric-offset 10

Related Commands | Command Description

iprip Adds an offset value to incoming RIP route metrics.
offset-list
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ip rip offset-list

To add an offset to incoming and outgoing metrics to routes learned via Routing Information Protocol (RIP),
use the ip rip offset-list command in interface configuration mode. To remove an offset list, use the no form
of this command.

ip rip offset-list value
no ip rip offset-list

Syntax Description value| Value to add to the incoming route metric for an interface. The range is from 1 to 15. The default is
1.

Command Default value: 1

Command Modes
Router address-family configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure an offset of 10 for all incoming RIP routes on Ethernet interface

2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ip rip offset-list 10

Related Commands Command Description

ip rip metric-offset | Adds an offset value to incoming RIP route metrics.
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ip rip passive-interface

To suppress the sending of the Routing Information Protocol (RIP) updates on an interface, use the ip rip
passive-interface command in interface configuration mode. To unsuppress updates, use the no form of this
command.

ip rip passive-interface
no ip rip passive-interface

Syntax Description ~ This command has no arguments or keywords.

Command Default RIP updates are sent on the interface.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines While RIP stops sending routing updates to the multicast (or broadcast) address on a passive interface, RIP
continues to receive and process routing updates from its neighbors on that interface.

This command does not require a license.

Examples This example shows how to configure Ethernet 1/2 as a passive interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip rip passive-interface
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I Commands |

Ip rip poison-reverse

Syntax Description

Command Default

Command Modes

To enable poison-reverse processing of the Routing Information Protocol (RIP) router updates, use the ip rip
poison-rever se command in interface configuration mode. To disable poison-reverse processing of RIP
updates, use the no form of this command.

ip rip poison-reverse
no ip rip poison-reverse

This command has no arguments or keywords.

Split horizon is always enabled. Poison-reverse processing is disabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ip rip poison-rever secommand to enable poison-reverse processing of RIP router updates. By default,
Cisco NX-OS does not advertise RIP routes out the interface over which they were learned (split horizon). If
you configure both poison reverse and split horizon, then Cisco NX-OS advertises the learned routes as
unreachable over the interface on which the route was learned.

This command does not require a license.

This example shows how to enable poison-reverse processing for an interface running RIP:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip rip poison-reverse
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ip rip route-filter
To filter the Routing Information Protocol (RIP) routes coming in or out of an interface, use the route-filter

command in interface configuration mode. To remove filtering from an interface, use the no form of this
command.

ip rip route filter {prefix-list list-name|route-map map-name} {in|out}

Syntax Description | prefix-list list-name | Associates a prefix list to filter RIP packets.

route-mapmap-name | Associates a route map to set the redistribution policy for RIP.

in Filters incoming routes.
out Filters outgoing routes.
Command Default Route filtering is disabled.

Command Modes )
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip rip route-filter command to filter incoming or outgoing routes on an interface.

This command does not require a license.

Examples This example shows how to use a route map to filter routes for a RIP interface:
switch# configure terminal

switch (config) # interface ethernet 1/2

switch(config-if)# ip rip route-filter route-map InRipFilter in

Related Commands | Command |Description

route-map | Creates a route map.

prefix-list | Creates a prefix list.
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Ip rip summary-address

To configure a summary aggregate address under an interface for the Routing Information Protocol (RIP),
use the ip rip summary-address command in interface configuration mode. To disable summarization of
the specified address or subnet, use the no form of this command.

ip rip summary-address ip-prefix/mask
noip rip summary-address ip-prefix/ mask

Syntax Description | ip-prefix/length | IP prefix and prefix length to be summarized.

Command Default Disabled.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines The ip rip summary-address command summarizes an address or subnet under a specific interface.

This command does not require a license.

Examples This example shows how to configure the summary address192.0.2.0 that is advertised out Ethernet

interface 1/2:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip summary-address rip 192.0.2.0/24
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To configure a static route, use the ip route command. To remove the static route, use the No form of this

command.

ip route ip-prefix/mask [interface] next-hop [preference] [tag id] [name nexthop-name]
noip route ip-prefix/mask [interface] next-hop [preference] [tag id] [name nexthop-name]

Syntax Description

Command Default

Command Modes

ip-prefix/length | IP prefix and prefix length. The format is x.x.x.x/length. The length is 1 to 32.

interface (Optional) The interface on which all packets are sent to reach this route. Use ? to display
a list of supported interfaces.

next-hop IP address of the next-hop that can be used to reach that network. You can specify an IP
address and an interface type and interface number. The format is x.x.x.x/length. The length
is 1 to 32.

preference (Optional) Sets the route preference, used as the administrative distance to this route. The
range is from 1 to 255. The default is 1.

tagid (Optional) Assigns a route tag that can be used to match against in a route map. The range
is from 0 to 4294967295. The default is 0.

name (Optional) Specifies the name of the nexthop.

nexthop-name | (Optional) Name of the nexthop. The maximum size is 50 characters.

None

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification
5.1(1) |Added name nexthop-name option in the syntax description.
4.0(1) |This command was introduced.

Static routes have a default administrative distance of 1. If you want a dynamic routing protocol to take
precedence over a static route, you must configure the static route preference argument to be greater than the
administrative distance of the dynamic routing protocol. For example, routes derived with Enhanced Interior
Gateway Routing Protocol (EIGRP) have a default administrative distance of 100. To have a static route that
would be overridden by an EIGRP dynamic route, specify an administrative distance greater than 100.

This command does not require a license.

This example shows how to create a static route for destinations with the IP address prefix
192.168.1.1/32, reachable through the next-hop address 10.0.0.2:
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switch# configure terminal
switch (config)# ip route 192.168.1.1/32 10.0.0.2

I Commands |

This example shows how to assign a tag to the previous example so that you can configure a route
map that can match on this static route:

switch# configure terminal

switch (config) # ip route 192.168.1.1/32 10.0.0.2 tag 5

This example shows how to choose a preference of 110. In this case, packets for prefix 10.0.0.0 will
be routed to a router at 172.31.3.4 if dynamic route information with an administrative distance less
than 110 is not available.

ip route 10.0.0.0/8 172.31.3.4 110

Related Commands Command

Description

ipv6
route

Configures an IPv6 static route.

match
tag

Matches the tag value associated with a route.
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Ip route track

To configure a static route associated with the track object, use the ip routetrack command.

ip route track route ip-prefix ip-mask ip-addr track object-number

Syntax Description

Command Default

Command Modes

ip-prefix IP address prefix.

ip-mask IP mask.

ip-addr [Pv4 or IPv6 address.

track (Optional) Specifies the object to be tracked.

object-number | Object number. The range is from 1 to 500.

None

Global configuration mode.

Command History

Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to configure a static route associated with the track object:

switch# configure terminal
switch (config) # ip route 0.0.0.0 0.0.0.0 10.1.1.242 track 123
switch (config) #

Related Commands

Command Description

show static-routetrack-table| Displays information about the IPv4 or IPv6 static-route track table.
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Ip router eigrp

To specify the Enhanced Interior Gateway Routing Protocol (EIGRP) instance for an interface, use the ip
router eigrp command. To return to the default, use the noform of this command.

ip router eigrp instance-tag
no ip router eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip router eigrp command to specify the EIGRP instance for the interface.

This command requires the Enterprise Services license.

Examples This example shows how to set the EIGRP instance for an interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ip router eigrp Base
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ip router ospf area

To specify the Open Shortest Path First (OSPF) instance and area for an interface, use the ip router ospf area
command. To return to the default, use the noform of this command.

ip router ospf instance-tag area area-id [secondaries none]
no ip router ospf instance-tag area area-id [secondaries nonej

Syntax Description | instance-tag Instance tag. Specify as an alphanumeric string.

area-id Identifier for the OSPF area where you want to enable authentication. Specify as either
a positive integer value or an IP address.

secondaries (Optional) Excludes secondary IP addresses.
none

Command Default 10 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ip router ospf area command to specify the area and OSPF instance for the interface.

This command requires the Enterprise Services license.

Examples This example shows how configure an interface for OSPF:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ip router ospf Base area 33
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ip router ospf multi-area

To configure multi-area adjacency on an Open Shortest Path First (OSPF) interface, use the ip router ospf
multi-area command. To return to the default, use the no form of this command.

ip router ospf instance-tag multi-area area-id
no ip router ospf instance-tag multi-area area-id

Syntax Description | indance-tag | Instance tag. Specify as an case-sensitive alphanumeric string up to 63 characters.

area-id Identifier for the OSPF area where you want to add as another area to the primary interface.
Specify as either a positive integer value or an IP address.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines Use the ip router ospf multi-area command to specify additional areas on an OSPF interface.

This command requires the Enterprise Services license.

Examples This example shows how to configure multi-area adjacency:
switch# configure terminal

switch (config) # interface ethernet 1/2
switch(config-if)# ip router ospf Base area 33
switch (config-if)# ip router ospf Base multi-area 99
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Ip source-route

Syntax Description

Command Default

Command Modes

To handle IP datagrams with source routing header options, use the ip source-route command. To have the
software discard any IP datagram containing a source-route option, use the no form of this command.

ip source-route
no ip source-route

This command has no keywords or arguments.

Enabled

Global configuration

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

This command does not require a license.

This example shows how to enable the handling of IP datagrams with source routing header options:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip source-route
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Ip split-horizon eigrp

To enable split horizon for an Enhanced Interior Gateway Routing Protocol (EIGRP) process, use the ip
split-horizon eigrp command. To disable split horizon, use the no form of this command.

ip split-horizon eigrp instance-tag
no ip split-horizon eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default Enabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the noip split-horizon eigrp command to disable split horizon on an interface.

This command requires the Enterprise Services license.

Examples This example shows how to disable split horizon an an Ethernet link:
switch# configure terminal

switch(config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-eigrp-af-if)# no ip split-horizon eigrp 209
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Ip summary-address eigrp

To configure a summary aggregate address for the specified Enhanced Interior Gateway Routing Protocol
(EIGRP) interface, use the ip summary-addresseigrp command. To disable a configuration, use the no form
of this command.

ip summary-address eigrp instance-tag {ip-address /length|ip-address mask} [admin-distance]
ip summary-address eigrp instance-tag {ip-address /length|ip-address mask}

Syntax Description

Command Default

Command Modes

instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric
string up to 63 characters.

ip-address/length | Summary IP prefix and prefix length to apply to an interface in four-part, dotted-decimal
notation. For example, /8 indicates that the first eight bits in the IP prefix are network bits.
If length is used, the slash is required.

ip-address Summary IP address to apply to an interface in four-part, dotted-decimal notation.

mask IP address mask.

admin-distance |(Optional) Administrative distance. The range is from 1 to 255.

An administrative distance of 5 is applied to EIGRP summary routes.
No summary addresses are predefined.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ip summary-address eigrp command to configure interface-level address summarization. EIGRP
summary routes are given an administrative distance of 5.

This command requires the Enterprise Services license.

This example shows how to configure an administrative distance of 95 on an EIGRP interface for
the 192.168.0.0/16 summary address:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch(config-if)# ip summary-address eigrp 209 192.168.0.0/16 95
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Ip tcp path-mtu-discovery

To enable path MTU discovery on an IPv4 or IPv6 interface, use the ip tcp path-mtu discovery command.
To disable this feature, use the no form of this command.

ip ip tcp path-mtu discovery
no ip tcp path-mtu discovery

Syntax Description ~ This command has no keywords or arguments

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

5.02) |Added support for IPv6 path MTU discovery.

Usage Guidelines This command does not require a license.

Examples This example shows how to enable path MTU discovery for both IPv4 and IPV6:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip tcp path-mtu-discovery
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Ip unreachables

Syntax Description

Command Default

Command Modes

To enable the generation of Internet Control Message Protocol (ICMP) unreachable messages, use the ip
unreachables command. To disable this function, use the no form of this command.

ip unreachables
no ip unreachables

This command has no keywords or arguments.

Disabled

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ip unreachables command to enable the generation of ICMP unreachable messages on a Layer-3
VLAN interface.

Hosts use maximum transmission unit (MTU) path discovery to find the largest MTU along the path. They
do this by setting the DF bit and sending a large packet. If the packet exceeds the physical port or port-channel
MTU, the packet is dropped and GIANTS and INPUT DISCARDS are incremented in the show interface
command output.

By default, a Cisco Nexus 7000 Series switch does not send back an ICMP Unreachable Packet-Too-Big
message that notifies the host that the MTU of a packet is too large. The switch silently drops inbound packets
that are larger than the physical port, port-channel, or Layer-3 VLAN interface MTU.

If a packet is routed, the Layer-3 VLAN MTU is checked and if the packet is too big, the output of the show
ip traffic command indicates outfrag fails and packets with DF increments.

The system jumbomtu sets the upper limit for configuration of the MTU on a Cisco Nexus 7000 Series switch
and can be seen with the show run all | include jumbomtu command.

The show run all command shows the default commands. The default MTU for interfaces and physical ports
is 1500 bytes (1472 in pings with encapsulation overhead).

This command does not require a license.

This example shows how to enable the generation of ICMP unreachable messages, as appropriate,
on an interface:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ip unreachables

Related Commands

Command Description

ip port-unreachable| Sends ICMP port unreachable messages.
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Ip weep

I Commands |

To enable a Web Cache Communication Protocol (WCCP) service in a service group, use the ip wecep
command. To disable the service group, use the Nno form of this command.

ip weep { service-number | web-cache [{hia-timeout timeout seconds|mode {open [redirect-list
access-list] | closed service-list service-access-list}}] [password [0-7] password]}

noip weep { service-number | web-cache [{hia-timeout timeout seconds|mode {open [redirect-list
access-list] | closed service-list service-access-list}}] [password [0-7] password]}

Syntax Description

Command Default

Command Modes

service-number Dynamic service identifier. The service-number range is from 1 to 255.
web-cache Specifies the web-cache well-known service.
hia-timeout (Optional) Specifies the service group timeout.

timeoutseconds

Timeout in seconds. The range is from 2 to 15 seconds.

mode

(Optional) Configures a a route tag value for local or direct routes.

open

Identifies the service as open.

redirect-list access-list

(Optional) Specifies the access list that controls traffic redirected to this service
group. The access-list can be any case-sensitive, alphanumeric string up to
64 characters.

closed service-list
service-access-list

(Optional) Identifies the service as closed. The service list identifies a named
IP access list that defines the packets that match the service. The
service-access-list can be any case-sensitive, alphanumeric string up to 64
characters.

asswor tional) Configures the message digest algorithm authentication
p d Optional) Config h ge digest algorithm 5 (MD35 henticati
[0-7] for messages received from the service group. WCCP discards messages that
are not accepted by the authentication. The encryption type can be any value
between 0 and 7 (inclusive), where 0 is unencrypted and 7 indicates proprietary
encryption.
password MD5 password. The password can be any case-sensitive, alphanumeric string
up to eight characters.
None

Global configuration

VRF configuration

Command History

Release | Modification

5.1(1)

Added the hia-timeout keyword to the syntax description.
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Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines

Examples

The redirect-list keyword instructs the router to use an access list to control the traffic that is redirected to
the cache engines of the service group. The accesslist specifies the traffic that is permitted to be redirected.
The default is to redirect TCP traffic.

Use the service-list keyword only for closed mode services. When a WCCP service is closed, WCCP discards
packets that do not have a client application registered to receive the traffic. Use the service-list keyword and
service-access-list argument to register an application protocol type or port number.

The password can be up to seven characters. When you designate a password, the messages that are not
accepted by the authentication are discarded. The password name is combined with the HMAC MDS5 value
to create a secure connection between the router and the cache engine.

Use passwor d 0 pwstring to store the password in clear text. Use password 7 pwstring to store the password
in encrypted form. You can use the password 7 keywords for an already encrypted password.

If you set the timer to 2 seconds and the timeout occurs at 10 seconds then at every 5 second interval, the
service is lost due to the removal query.

Wildcard masks are not supported for the WCCPv2 redirect list.

\}

Note

command overwrites the earlier configuration.

You must enter the ip weep command with all your required parameters. Any subsequent entry of the ip weep

This command does not require a license.

This example shows how to configure a service group timeout in seconds:

switch# configure terminal
switch(config)# ip wccp 23 hia-timeout 14
switch (config) #

This example shows how to configure a router to redirect web-related packets without a destination
0f 10.168.196.51 to the web cache:

switch# configure terminal

switch(config)# access-list 100

switch (config-acl)# permit ip any any

switch (config-acl) # exit

switch(config)# ip wccp web-cache redirect-list 100
switch (config) # interface ethernet 2/1
switch(config-if)# ip wccp web-cache redirect out

This example shows how to configure a closed WCCP service:

switch# configure terminal
switch (config)# ip wccp 99 service-list accessl mode closed

Related Commands

Command Description

featurewccp | Enables the WCCP feature.
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Command Description

show ip weep | Displays the status of the WCCP service group.
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Ip weep redirect

To redirect a packet on an outbound or inbound interface using the Web Cache Communication Protocol
(WCCP), use the ip weep redirect command. To disable WCCP redirection, use the no form of this command.

ip weep {service-number | web-cache} redirect {in|out}
no ip weep {service-number | web-cache} redirect {in|out}

Syntax Description

Command Default

Command Modes

service-number | Dynamic service identifier. The service-number range is from 1 to 255.
web-cache Specifies the web-cache well-known service.

in Redirects a packet on an inbound interface.

out Redirects a packet on an outbound interface.
Disabled

Interface configuration

Command History

Usage Guidelines

Release | Modification

4.2(1) | This command was introduced.

WCCPvV2 is only supported on Layer 3 interfaces, including Layer 3 subinterfaces, VLAN interfaces, Layer
3 and port channels.

Use the ip weep redirect in command to configure WCCP redirection on an interface that receives inbound
network traffic. When you configure the command on an interface, all packets that arrive at that interface are
compared against the criteria defined by the specified WCCP service. If the packets match the criteria, they
are redirected.

Use the ip weep redirect out command to configure the WCCP redirection check at an outbound interface.

You can also include a redirect list when you configure a service group. The redirect list allows you to deny
packets with a NAT (source) IP address and prevent redirection. See the ip wecp command for information
about configuring the redirect list and service group.

To prevent redirection of any packets from the cache engine, use the ip weep redirect exclude in command
on the router interface that faces the cache engine.

\)

Note

Do not use the ip weep redirect {in | out} command and the ip weep redirect exclude in command on the
same interface. The ip weep redirect excludein command overrides the ip weep redirect {in | out} command.

This command does not require a license.
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Examples This example shows how to configure a session in which WCCP redirects outgoing packets on

Ethernet interface 2/2 to a cache engine:

switch# configure terminal

switch (config)# ip wccp 99

switch (config) # interface ethernet 2/2
switch(config-if)# ip wccp 99 redirect out

This example shows how to configure a session in which HTTP traffic arriving on Ethernet interface
2/1 is redirected to a cache engine:

switch# configure terminal

switch (config)# ip wccp web-cache

switch (config) # interface ethernet 0/1

switch (config-if)# ip wccp web-cache redirect in

Related Commands | Command Description

feature wecp Enables the WCCP feature.

ip weep redirect excludein | Excludes WCCP redirection on an interface.

show ip weep Displays the status of the WCCP service group.
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Ip weep redirect exclude in

To exclude inbound packets on an interface from Web Cache Communication Protocol (WCCP) redirection
checks, use the ip weep redirect exclude in command. To disable the ability of a router to exclude packets
from redirection checks, use the no form of this command.

ip wecep redirect exclude in
no ip weep redirect exclude in

Syntax Description ~ This command has no arguments or keywords.

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines Use the ip weep redirect excludein command to exclude inbound packets on an interface from any redirection
check that may occur at the outbound interface. This command is affects all the services and should be applied
to any inbound interface that will be excluded from redirection.

N

Note Do not use the ip weep redirect {in | out} command and the ip weep redirect excludein command on the
same interface. The ip weep redirect excludein command overrides the ip weep redirect {in | out} command.

This command does not require a license.

Examples This example shows how to exclude packets that arrive on Ethernet interface 2/1 from all WCCP
redirection checks:
switch# configure terminal
switch (config) # interface ethernet 2/2
switch (config-if)# ip wccp redirect exclude in
Related Commands | Command Description

featurewccp | Enables the WCCP feature.

ip weep Configures WCCP redirection on an interface.
redirect

show ip weep | Displays the status of the WCCP service group.
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ipv4 local policy route-map

To configure IPv4 local policy route maps for packets generated by the device, use the ipv4 local policy
route-map command.

ipv4 local policy route-map map-name

Syntax Description | map-name| Map name. The map-namestring can be up to 63 alphanumeric characters.

Command Default None

Command Modes
Global configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure IPv4 local policy route maps for packets generated by the

device:

switch# configure terminal
switch (config)# ip local policy route-map pbr-src-90
switch (config) #

Related Commands | Command Description

ipv6 local policy route-map | Configures IPv6 local policy route maps for packets generated by the device.
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Ipv6 address

To configure an IPv6 address on an interface, use the ipv6 address command. To remove the address, use
the no form of this command.

ipv6 address {addr [eui64] [route-preference preference] [secondary] tag tag-id|use-link-local-only}
noipvé address {addr [eui64] [route-preference preference] [secondary] tag tag-id |
use-link-local-only}

Syntax Description

Command Default

Command Modes

addr IPv6 address. The format is A:B::C:D/length. The length range is 1 to 128.

eui6d (Optional) Configures the Extended Unique Identifier (EUI64) for the low-order
64 bits of the address.

route-preferencepreference | (Optional) Sets the route preference for local or direct routes. The range is
from 0 to 255.

secondary (Optional) Creates a secondary IPv6 address.

tagtag-id (Optional) Configures a a route tag value for local or direct routes.

use-link-local-only Specifies IPv6 on the interface using only a single link-local.

None

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

4.0(3) | Added tag keyword.

Use the ipv6 address command to configure an IPv6 address or secondary address on an interface.

This command does not require a license.

This example shows how to configure an IPv6 address:

switch# configure terminal
switch(config) # interface ethernet 2/1
switch (config-if)# ipvé address 2001:0DB8::3/48

Related Commands

Command | Description

ip Configures an IPv4 address on an interface.
address
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Ipv6 authentication key-chain eigrp

To enable authentication for the Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 packets and
to specify the set of keys that can be used on an interface, use the ipv6 authentication key-chain eigrp
command. To prevent authentication, use the no form of this command.

ipv6 authentication key-chain eigrp instance-tag name-of-chain
no ipv6 authentication key-chain eigrp instance-tag name-of-chain

Syntax Description

Command Default

Command Modes

instance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric
string up to 63 characters.

name-of-chain | Name of a key chain. The key chain name can be any case-sensitive, alphanumeric string up
to 63 characters.

No authentication is provided for EIGRP packets.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(2) |This command was introduced.

You must set the authentication mode using the ipv6 authentication mode eigrp command in interface
configuration mode. You must separately configure a key chain using the key-chain command to complete
the authentication configuration for an interface.

This command requires the Enterprise Services license.

This example shows how to configure the interface to accept and send any key that belongs to the
key-chain trees:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 1/2

switch (config-if)# ipv6é authentication key-chain eigrp 209 trees

Related Commands

Command Description

ipv6 authentication modeeigrp | Sets the authentication mode for EIGRP for an IPv6 interface.

key-chain Creates a set of keys that can be used by an authentication method.
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Ipv6 authentication mode eigrp

To specify the type of authentication used in the Enhanced Interior Gateway Routing Protocol (EIGRP) for
IPv6 packets, use the ipv6 authentication mode eigrp command. To remove authentication, use the no form
of this command.

ipv6 authentication mode eigrp instance-tag md5
no ipv6 authentication mode eigrp instance-tag md5

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

md>5 Specifies Message Digest 5 (MD5) authentication.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the interface to use MD5 authentication:
switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 1/2

switch (config-if)# ipvé authentication mode eigrp 209 md5

Related Commands Command Description
authentication mode (EI GRP) Configures the authentication mode for EIGRP in address-family
mode.

ivep authentication key-chain eigrp | Enables authentication for EIGRP and specifies the set of keys that
can be used on an interface.

key chain Creates a set of keys that can be used by an authentication method.
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Ipv6 bandwidth eigrp

To configure the bandwidth metric on an Enhanced Interior Gateway Routing Protocol (EIGRP) for the IPv6
interface, use the ipv6 bandwidth eigrp command. To restore the default, use the no form of this command.

ipv6 bandwidth eigrp instance-tag bandwidth
no ipvé bandwidth eigrp

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

bandwidth | Bandwidth value. The range is from 1 to 2,560,000,000 kilobits.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure EIGRP to use a bandwidth metric of 10000 in autonomous

system 209:

switch# configure terminal

switch (config) # router eigrp 209

switch (config-router)# interface ethernet 2/1
switch (config-if)# ipv6é bandwidth eigrp 209 10000

Related Commands Command Description

ipv6 bandwidth-percent eigrp | Sets the percent of the interface bandwidth that EIGRP can use.
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Ipv6 bandwidth-percent eigrp

To configure the percentage of bandwidth that may be used by the Enhanced Interior Gateway Routing Protocol
(EIGRP) for an IPv6 interface, use the ipv6 bandwidth-percent eigrp command. To restore the default, use
the no form of this command.

ipv6 bandwidth-percent eigrp instance-tag percent
no ipv6é bandwidth-percent eigrp

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

percent Percentage of bandwidth that EIGRP may use.

Command Default percent: 50

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines EIGRP uses up to 50 percent of the bandwidth of a link, as defined by the ip bandwidth interface configuration
command. Use the ip bandwidth-percent command to change this default percent.

This command requires the Enterprise Services license.

Examples This example shows how to configure EIGRP to use up to 75 percent of an interface in autonomous

system 209:

switch# configure terminal

switch (config) # router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ipvé bandwidth-percent eigrp 209 75

Related Commands | Command Description

ipv6 bandwidth eigrp | Sets the EIGRP bandwidth value for an interface.
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Ipv6 delay eigrp

To configure the throughput delay for the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6
interface, use the ipv6 delay eigrp command. To restore the default, use the no form of this command.

I Commands |

ipv6 delay eigrp instance-tag seconds
no ipvé delay eigrp instance-tag

Syntax Description

Command Default

Command Modes

ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Throughput delay, in tens of microseconds. The range is from 1 to 16777215.

100 (10-microsecond units)

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(2) |This command was introduced.

You configure the throughput delay on an interface in 10-microsecond units. For example, if you set the ipv6
delay eigrp command to 100, the throughput delay is 1000 microseconds.

This command requires the Enterprise Services license.

This example shows how to set the delay to 400 microseconds for the interface:

switch# configure terminal

switch (config) # router eigrp 1

switch (config-router)# interface ethernet 2/1
switch (config-if)# ipvé delay eigrp 1 40

Related Commands

Command

Description

ipv6 hello-interval eigrp

Configures the hello interval on an interface for the EIGRP routing process that
is designated by an autonomous system number.
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Ipv6 distribute-list eigrp

To configure a distribution list for the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6
interface, use the ipv6 distribute-list eigr p command. To restore the default, use the no form of this command.

ipv6 distribute-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in | out}
no ipv6 distribute-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out}

Syntax Description

Command Default

Command Modes

instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive,
alphanumeric string up to 63 characters.

prefix-list list-name | Specifies the name of an IPv6 prefix list to filter EIGRP routes.

route-map map-name | Specifies the name of a route map to filter EIGRP routes.

in Applies the route policy to incoming routes.
out Applies the route policy to outgoing routes.
None

Interface configuration

Command History

Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines

Examples

Use the ipv6 distribute-list eigrp command to configure a route filter policy on an interface. You must
configure the named route map or prefix list to complete this configuration.

This command requires the Enterprise Services license.

This example shows how to configure a route map for all EIGRP routes coming into the interface:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ipv6é distribute-list eigrp 209 route-map InputFilter in

Related Commands

Command | Description

prefix-list | Configures a prefix list.

route-map | Configures a route map.
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Ipv6 eigrp shutdown

To shut down the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6 interface, use the ipv6
eigrp shutdown command. To restore the default, use the no form of this command.

ipv6 eigrp instance-tag shutdown
no ipv6 eigrp instance-tag shutdown

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to disable EIGRP on an interface:
switch# configure terminal

switch(config)# router eigrp 201

switch (config-router)# interface ethernet 2/1
switch(config-if)# ipvé eigrp 201 shutdown

Related Commands Command |Description

router Configures an instance of EIGRP.
eigrp
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Ipv6 hello-interval eigrp

To configure the Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 hello interval for an interface,
use the ipv6 hello-interval eigrp command. To restore the default, use the no form of this command.

ipv6 hello-interval eigrp instance-tag seconds
no ipv6 helo-interval eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Hello interval (in seconds). The range is from 1 to 65535.

Command Default 5 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to set the hello interval to 10 seconds for the interface:
switch# configure terminal

switch (config) # router eigrp 1

switch (config-router)# interface ethernet 2/1

switch(config-if)# ipvé hello-interval eigrp 1 10
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Ipv6 hold-time eigrp

To configure the hold time for an Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 interface,
use the ipv6 hold-time eigrp command. To restore the default, use the no form of this command.

ipv6 hold-time eigrp instance-tag seconds
no ipv6 hold-time eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

seconds Hold time (in seconds). The range is from 1 to 65535.

Command Default 15 seconds

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines Use the ipv6 hold-timeeigrp command to increase the default hold time on very congested and large networks.

We recommend that you configure the hold time to be at least three times the hello interval. If a router does
not receive a hello packet within the specified hold time, routes through this router are considered unavailable.

Increasing the hold time delays route convergence across the network.

This command requires the Enterprise Services license.

Examples This example shows how to set the hold time to 40 seconds for the interface:
switch# configure terminal

switch (config) # router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ipv6é hold-time eigrp 209 40

Related Commands | Command Description

ipv6 hello-interval eigrp | Configures the hello interval on an interface for the EIGRP routing process
designated by an autonomous system number.
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ipv6 host .

To define static hostname-to-address mappings in the Domain Name System (DNS) hostname cache, use the
ipv6 host command. To remove a hostname-to-address mapping, use the no form of this command.

ipv6 host name addressl [address2 ...
no ipvé host name addressl [address2 ...

address6]
address6]

Syntax Description

Command Default

Command Modes

name

Hostname. The name can be any case-sensitive, alphanumeric string up to 80 characters.

addressl

IPv6 address in the A:B::C:D format.

address? ...address6

(Optional) Up to five additional IPv6 addresses in the A:B::C:D format.

None

Global configuration

Command History

Usage Guidelines

Examples

Release

Modification

4.1(2)

This command was introduced.

Use the ipv6 host command to add a static hostname to DNS.

This command does not require a license.

This example shows how to configure a static hostname:

switch# configure terminal
switch (config)# ipvé host mycompany.com 2001:0DBS8::4

Related Commands

Command

Description

ip host

Configures a static hostname.
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Ipv6 local policy route-map

To configure IPv6 local policy route maps for packets generated by the device, use the ipv6 local policy
route-map command.

ipv6 local policy route-map map-name

Syntax Description | map-name| Map name. The map-namestring can be up to 63 alphanumeric characters.

Command Default None

Command Modes
Global configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure IPv6 local policy route maps for packets generated by the

device:

switch# configure terminal
switch (config)# ip local policy route-map pbr-src-90
switch (config) #

Related Commands | Command Description

ipv4 local policy route-map | Configures IPv4 local policy route maps for packets generated by the device.
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Ipv6 nd cache limit

To configure the maximum number of entries in the neighbor adjacency table, use the ipv6 nd cache limit
command.

ipv6 nd cache limit max-nd-adj [syslog syslogs-per-second]

Syntax Description max-nd-adj Maximum number of entries in the neighbor adjacency table. The range is from 1 to
409600.
syslog (Optional) Specifies syslog messages.

syslogs-per-second | Number of system logs per second. The range is from 1 to 1000.

Command Default None

Command Modes
Global Configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the maximum number of entries in the neighbor adjacency

table:

switch# configure terminal

switch(config-if)# interface ethernet 2/1

switch (config-if)# ipvé nd cache 1000 syslog 100
switch (config) #

Related Commands | Command Description

ipv6 nd dad attempts | Sets the number of consecutive neighbor solicitation messages that the device sends
from the IPv6 interface for duplicate address detection (DAD) validation.

ipv6 nd fast-path Improves the performance of glean packets by reducing the processing of the packets
in the supervisor.
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Ipv6 nd dad attempts

To set the number of consecutive neighbor solicitation messages that the device sends from the IPv6 interface
for the duplicate address detection (DAD) validation, use the ipv6 nd dad attempts command.

ipv6 nd dad attempts number

Syntax Description number | Number of attempts.

Command Default 1

Command Modes
Interface configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to set the number of consecutive neighbor solicitation messages that the

device sends from the IPv6 interface for the DAD validation:

switch# configure terminal

switch (config) # interface ethernet 2/1
switch(config-if)# ipv6é nd dad attempts 3
switch (config-if) #

Related Commands | Command Description

ipv6 nd cachelimit | Configures the maximum number of entries in the neighbor adjacency table.

ipv6 nd fast-path | Improves the performance of glean packets by reducing the processing of the packets
in the supervisor.
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ipv6 nd fast-path

Syntax Description

Command Default

Command Modes

To improve the performance of glean packets by reducing the processing of the packets in the supervisor, use
the ipv6 nd fast-path command. To remove the fast path configuration, use the no form of this command.

ipv6 nd fast-path
no ipvé nd fast-path

This command has no arguments or keywords.

Enabled

config-router-neighbor-af mode

Command History

Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines

Examples

This command requires the Enterprise Services license.

This example shows how to improve the performance of glean packets by reducing the processing
of the packets in the supervisor:

switch# configure terminal

switch (config) # interface ethernet 2/1
switch (config-if)# ipv6é nd fast-path
switch (config-if)#

This example shows how to delete the fast path configuration:

switch(config-if)# no ipvé nd fast-path

Related Commands

Command Description

ipv6 nd dad attempts | Sets the number of consecutive neighbor solicitation messages that the device sends
from the IPv6 interface for duplicate address detection (DAD) validation.
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Ipv6 nd hop-limit

To advertise the hop limit in IPv6 neighbor discovery packets, use the ipv6 nd hop-limit command. To return
to default, use the no form of this command.

ipv6 nd hop-limit hop-limit
no ipvé nd hop-limit [hop-limit]

Syntax Description | hop-limit | Hop limit in IPv6 header. The range is from 0 to 255.

Command Default 64

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the IPv6 hop limit:
switch# configure terminal

switch (config) #interface ethernet 2/1

switch (config-if)# ipv6é nd hop-limit 55

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Ipv6 nd mac-extract

Syntax Description

Command Default

Command Modes

To enable any next hop that matches the IPv6 prefix on that interface to be treated as a MAC Embedded IPv6
(MEv6) address, use the ipv6 nd mac-extract command. To disable this function, use the no form of this
command.

ipv6 nd mac-extract
no ipvé nd mac-extract

This command has no arguments or keywords.

Disabled

Global configuration

Command History

Usage Guidelines

Examples

Release | Modification

6.2(8) | This command was introduced.

Beginning with Cisco NX-OS Release 6.2(8), BGP supports RFC 5549 which allows an IPv4 prefix to be
carried over an IPv6 next hop.

The IPv6 next hop is leveraged to remove neighbor discover (ND) related traffic from the network by embedding
the MAC address directly in the global IPv6 next-hop address. This address is called a MAC Embedded IPv6
(MEvo6) address. The router extracts the MAC address directly from the MEv6 address instead of through
ND.

This command requires the Enterprise Services license.

This example shows how to configure an IPv4 route over an IPv6 next-hop:

switch# configure terminal

switch (config) # interface ethernet 0/1
switch(config-if)# mac-address mac3

switch (config-if)# ipvé address ABCD:1l::/64 eui-64
switch(config-if)# ipv6é nd mac-extract
switch(config-if)# ip forward

switch (config) # interface ethernet 0/2

switch (config-if)# ipvé address ABCF:1::3/64
switch(config-if)# ip forward

Related Commands

Command | Description

ip Allows IPv4 traffic on an interface even when there is no IP address configuration on that
forward |interface.
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ipv6 nd managed-config-flag

To advertise in ICMPv6 Router-Advertisement messages to use stateful address auto-configuration to obtain
address information, use the ipv6 nd managed-config-flag command. To revert to default, use the no form
of this command.

ipv6 nd managed-config-flag
no ipvé nd managed-config-flag

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to advertise in ICMPv6 Router-Advertisement messages to use stateful

address auto-configuration to obtain address information:
switch# configure terminal

switch (config) # interface ethernet 2/1
switch(config-if)# ipvé nd managed-config-flag

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Ipv6 nd mtu

To advertise the Maximum Transmission Unit (MTU) in ICMPv6 Router-Advertisement messages on this
link, use the ipv6 nd mtu command. To revert to default, use the no form of this command.

ipv6 nd mtu mtu
no ipvé nd mtu [mtu]

ipv6 nd mtu .

Syntax Description

Command Default

Command Modes

miu| MTU in bytes. The range is from 1280 to 65535.

1500

Interface configuration

Command History

Release

Modification

4.0(1)

This command was introduced.

Usage Guidelines

Examples

This command does not require a license.

This example shows how to configure the MTU value to advertise on a link:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ipv6é nd mtu 1280

Related Commands

Command Description

show ipv6 nd interface

Displays IPv6 neighbor discovery information for an interface.
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Ipv6 nd ns-interval

To configure the retransmission interval between IPv6 neighbor solicitation messages, use the ipv6 nd
ns-interval command. To revert to default, use the no form of this command.

ipv6 nd ns-interval interval
no ipvé nd ns-interval [interval]

Syntax Description | interval | Interval in milliseconds. The range is from 1000 to 3600000.

Command Default 1000

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the neighbor solicitation interval:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch (config-if)# ipv6é nd ns-interval 1280

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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ipv6 nd other-config-flag

To indicate in ICMPv6 router advertisement messages that hosts use stateful auto configuration to obtain
nonaddress related information, use the ipv6 nd other-config-flag command. To revert to the default, use the
no form of this command.

ipv6 nd other-config-flag
no ipvé nd other-config-flag

Syntax Description ~ This command has no keywords or arguments.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure stateful autoconfiguration in ICMPv6 router advertisement

messages:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ipvé nd other-config-flag

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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ipv6 nd prefix

To advertise the IPv6 prefix in the router advertisement messages, use the ipv6 nd prefix command. To revert
to the default, use the no form of this command.

I Commands |

ipv6 nd prefix {ipv6-address/prefix-length | default} {valid-lifetime | infinite | no-advertise}
{preferred-lifetime | infinite} [no-autoconfig] [no-onlink] [off-link]
no ipvé nd prefix {ipv6-address|default}

Command Default

Command Default

Command Modes

ipv6-address IPv6 prefix.

prefix-length Length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address).
A slash mark must precede the decimal value.

default Specifies that default values are used.

valid-lifetime Amount of time (in seconds) that the specified IPv6 prefix is advertised as being valid.
The range is from 0 to 4294967295.

infinite Specifies that the valid lifetime is infinite.

no-advertise Specifies that the prefix is not advertised.

preferred-lifetime | Amount of time (in seconds) that the specified IPv6 prefix is advertised as being preferred.

The range is from 0 to 4294967295.

no-autoconfig

(Optional) Indicates to hosts on the local link that the specified prefix cannot be used for
IPv6 autoconfiguration. The prefix is advertised with the A-bit clear.

no-onlink (Optional) Configures the specified prefix as not on-link. The prefix is advertised with
the L-bit clear.
off-link (Optional) Configures the specified prefix as off-link. The prefix is advertised with the

L-bit clear. The prefix is not inserted into the routing table as a connected prefix. If the
prefix is already present in the routing table as a connected prefix (for example, because
the prefix was also configured using the ipv6 address command), it will be removed.

All prefixes are advertised as an autoconfiguration prefix (for example, the A-bit is set in the advertisement).

Interface configuration

Command History

Release | Modification

6.2(8) | The no-autoconfig keyword was added.

5.2(1) |This command was introduced.
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Usage Guidelines

Examples

ipv6 nd prefix .

This command allows control over the individual parameters per prefix, including whether the prefix should
be advertised.

By default, prefixes configured as addresses on an interface using the ipv6 address command are advertised
in router advertisements. If you configure prefixes for advertisement using the ipv6 nd prefix command, only
these prefixes are advertised.

Default Parameters
The default keyword can be used to set default parameters for all prefixes.
Prefix Lifetime and Expiration

A date can be set to specify the expiration of a prefix. The valid and preferred lifetimes are counted down in
real time. When the expiration date is reached, the prefix is no longer advertised.

On-Link

When on-link is on (by default), the specified prefix is assigned to the link. Nodes sending traffic to such
addresses that contain the specified prefix consider the destination to be locally reachable on the link. When
autoconfiguration is on (the default), it indicates to hosts on the local link that the specified prefix can be used
for IPv6 autoconfiguration.

The configuration options affect the L-bit and A-bit settings associated with the prefix in the IPv6 neighbor
discovery (ND) router advertisement, and presence of the prefix in the routing table, as follows:

* Default L=1 A=1 In Routing Table

* no-onlink L=0 A=1 In Routing Table

* no-autoconfig L=1 A=0 In Routing Table

* no-onlink no-autoconfig L=0 A=0 In Routing Table

« off-link L=0 A=1 Not in Routing Table

» off-link no-autoconfig L=0 A=0 Not in Routing Table

This command does not require a license.

This example shows how to include the IPv6 prefix 2001:0DBS::/35 in router advertisements sent
out Ethernet interface 0/0 with a valid lifetime of 1000 seconds and a preferred lifetime of 900
seconds:

switch# configure terminal
switch (config) # interface ethernet 0/0
switch(config-if)# ipvé nd prefix 2001:0DB8::/35 1000 900

Related Commands

Command Description

show ipv6 nd interface| Displays [Pv6 neighbor discovery information for an interface.
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Ipv6 nd ra-interval

To configure the interval between sending ICMPv6 router advertisement messages, use the ipv6 nd ra-interval
command. To revert to default, use the no form of this command.

ipv6 nd ra-interval interval
no ipvé nd ra-interval [interval]

Syntax Description interval | Interval between sending router advertisement messages in seconds. The range is from 4 to 1800.

Command Default 600

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the ICMPv6 router advertisement message interval:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch(config-if)# ipv6é nd ra-interval 500

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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ipv6 nd ra-lifetime

To advertise the router lifetime of a default router in ICMPv6 router advertisement messages, use the ipv6
nd ra-lifetime command. To revert to the default, use the no form of this command.

ipv6 nd ra-lifetime lifetime
no ipvé nd ra-lifetime [lifetime]

Syntax Description lifetime | Lifetime in seconds. The range is from 0 to 9000. If 0, this router will not be the default router.

Command Default Three times the router advertisement interval.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the ICMPv6 router advertisement message lifetime:
switch# configure terminal

switch(config) # interface ethernet 2/1

switch (config-if)# ipv6é nd ra-lifetime 1500

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



I Commands |
. ipv6 nd reachable-time

Ipv6 nd reachable-time

To advertise the time when a node considers a neighbor up after receiving a reachability confirmation in
ICMPv6 router advertisement messages, use the ipv6 nd reachable-time command. To revert to the default,
use the nNo form of this command.

ipv6 nd reachable-time time
no ipvé nd reachabletime [time]

Syntax Description lifetime | Lifetime in seconds. The range is from 0 to 9000. If 0, this router will not be the default router.

Command Default 0

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the ICMPv6 router advertisement reachability time:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch(config-if)# ipv6é nd reachable-time 1500

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Ipv6 nd redirects

To enable sending ICMPvV6 redirect messages, use the ipv6 redirects command. To revert to the default, use
the no form of this command.

ipv6 nd redirects
no ipvé nd redirects

Syntax Description ~ This command has no keywords or arguments.

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to disable the ICMPv6 router advertisement messages:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch (config-if) #ipvé nd redirects

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Ipv6 nd retrans-timer

To advertise the time between neighbor solicitation (NS) messages in ICMPv6 router advertisement messages,
use the ipv6 nd retrans-timer command. To revert to the default, use the no form of this command.

ipv6 nd retranstimer time
no ipvé nd retranstimer [time]

Syntax Description lifetime | Lifetime in seconds. The range is from 0 to 9000. If 0, this router will not be the default router.

Command Default 0

Command Modes
if-igp configuration (config-xxx)

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure the ICMPv6 router advertisement reachability time:
switch# configure terminal

switch (config) # interface ethernet 2/1

switch(config-if)# ipv6é nd retrans-timer

Related Commands Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| 1Commands

ipv6 nd suppress-ra .

Ipv6 nd suppress-ra

Syntax Description

Command Default

Command Modes

To disable sending ICMPv6 router advertisement messages, use the ipv6 nd suppress-ra command. To revert
to default, use the no form of this command.

ipv6 nd suppressra
no ipvé nd suppressra

This command has no keywords or arguments.

Enabled

Interface configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

This command does not require a license.

This example shows how to disable the ICMPv6 router advertisement messages:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch(config-if)# ipvé nd suppress-ra

Related Commands

Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Ipv6 neighbor

To configure a static entry in the IPv6 neighbor discovery cache, use the ipv6 neighbor command. To remove
a static IPv6 entry from the IPv6 neighbor discovery cache, use the no form of this command.

ipv6 neighbor pv6-address interface-type interface-number hardware-address
no ipv6 neighbor ipv6-address interface-type interface-number hardware-address

Syntax Description | ipv6-address IPv6 address that corresponds to the local data-link address.

This argument must be in the form documented in RFC 2373 where the address is specified
in hexadecimal using 16-bit values between colons.

interface-type Interface type. For supported interface types, use the question mark (?) online help
function.

interface-number | Interface number.

hardware-address | Local data-link address (a 48-bit address).

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ipv6 neighbor command to create a static entry. If an entry for the specified IPv6 address already
exists in the neighbor discovery cache—Ilearned through the IPv6 neighbor discovery process—the entry is
automatically converted to a static entry.

Use the show ipv6 neighbor s command to view static entries in the IPv6 neighbor discovery cache. A static
entry in the IPv6 neighbor discovery cache can have one of the following states:

* INCMP (Incomplete)—The interface for this entry is down.
* REACH (Reachable)—The interface for this entry is up.

)

Note Reachability detection is not applied to static entries in the IPv6 neighbor discovery cache; therefore, the
descriptions for the INCMP and REACH states are different for dynamic and static cache entries. See the
show ipv6 neighbors command for descriptions of the INCMP and REACH states for dynamic cache entries.

The clear ipv6 neighbors command deletes all entries in the IPv6 neighbor discovery cache, except static
entries. The no ipv6 neighbor command deletes a specified static entry from the neighbor discovery cache;
the command does not remove dynamic entries—learned from the IPv6 neighbor discovery process—from
the cache. Disabling IPv6 on an interface by using the no ipv6 enable command or the no ipv6 unnumbered
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command deletes all IPv6 neighbor discovery cache entries configured for that interface, except static entries
(the state of the entry changes to INCMP).

Static entries in the IPv6 neighbor discovery cache are not modified by the neighbor discovery process.

Examples This example configures a static entry in the IPv6 neighbor discovery cache for a neighbor with the

IPv6 address 2001:0DB8::45A and link-layer address 0002.7D1A.9472 on Ethernet interface 2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ipvé neighbor 2001:0DB8::45A ethernet 2/10002.7D1A.9472
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ipv6 next-hop-self eigrp

To instruct the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6 process to use the local
IPv6 address as the next-hop address when advertising these routes, use the next-hop-self eigrp command.
To use the received next-hop value, use the no form of this command.

ipv6 next-hop-self eigrp instance-tag
no ipv6 next-hop-self eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default EIGRP always sets the IPv6 next-hop value to be itself.

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines EIGRP, by default, sets the IPv6 next-hop value to be itself for routes that it is advertising, even when
advertising those routes on the same interface from which the router learned them. To change this default,
you must use the no ipv6 next-hop-self eigrp interface configuration command to instruct EIGRP to use the
received next-hop value when advertising these routes.

Examples This example shows how to change the default IPv6 next-hop value and instruct EIGRP to use the

received next-hop value:

switch# configure terminal

switch(config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-eigrp-af-if)# no ipv6é next-hop-self eigrp 209
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ipv6 offset-list eigrp

To configure an offset list for the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6 interface,
use the ipv6 offset-list eigrp command. To restore the default, use the no form of this command.

ipv6 offset-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out} offset
no ipv6 offset-list eigrp instance-tag {prefix-list list-name|route-map map-name} {in|out} offset

Syntax Description

Command Default

Command Modes

instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive,
alphanumeric string up to 63 characters.

prefix-list list-name | Specifies the name of an IPv6 prefix list to filter EIGRP routes.

route-map map-name | Specifies the name of a route map to filter EIGRP routes.

in Applies a route policy to incoming routes.
out Applies a route policy to outgoing routes.
offset Value to add to the EIGRP metric.

This command has no defaults.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(2) | This command was introduced.

Use the ipv6 offset-list eigrp command to influence which route is advertised on an interface. Cisco NX-OS
adds the configured offset value to any routes that match the configure prefix list or route map. You must
configure the named route map or prefix list to complete this configuration.

This command requires the Enterprise Services license.

This example shows how to configure an offset list filter to add 20 to the metric for EIGRP routes
coming into the interface that match the route map OffsetFilter:

switch# configure terminal

switch (config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch(config-if)# ipvé offset-list eigrp 209 route-map OffsetFilter in 20

Related Commands

Command | Description

prefix-list | Configures a prefix list.

route-map | Configures a route map.
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ipv6 passive-interface eigrp

To suppress all routing updates on an Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv6 interface,
use the ipv6 passive-interface eigrp command. To reenable the sending of routing updates, use the no form
of this command.

ipv6 passive-interface eigrp instance-tag
no ipv6 passive-interface eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default Routing updates are sent on the interface.

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines Use the ipv6 passive-interface eigrp command to stop all routing updates on an interface and suppress the
formation of EIGRP adjacencies.

This command requires the Enterprise Services license.

Examples This example shows how to stop EIGRP routing updates on Ethernet 2/1:
switch# configure terminal

switch(config)# router eigrp 201

switch (config-router)# interface ethernet 2/1
switch(config-if)# ipv6é passive-interface eigrp 201
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Ipv6 policy route-map

To identify a route map to use for policy routing on an interface, use the ipv6 policy route-map command.
To remove the route map, use the No form of this command.

ipv6 policy route-map name
no ipv6 policy route-map [name]

Syntax Description | name | Name of the route map. The name can be any alphanumeric string up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines Use the iv6 policy route-map command to identify a route map to use for policy routing on an IPv6 interface.
Use the route-map command to create the rout map. Each route-map command has a list of match and set
commands associated with it. The match commands specify the match criteria—the conditions under which
policy routing is allowed for the interface, based on the destination IPv6 address of the packet. The set
commands specify the set actions—the particular policy routing actions to perform if the criteria enforced by
the match commands are met. The no ipv6 policy route-map command deletes the pointer to the route map.

You can perform policy-based routing on any match criteria that can be defined in an IPv6 access list when
using the match ipv6 address command and referencing an IPv6 access list.

You must enable policy-based routing with the feature pbr command before you can use the ipv6 policy
route-map command.

This command requires the Enterprise Services license.

Examples This example shows how to configure a policy-based route map to an interface:
switch# configure terminal

switch (config)# feature pbr

switch (config) # interface ethernet 2/1

switch (config-if)# ipvé policy route-map policymap

Related Commands | Command Description

feature pbr Enabled the policy-based routing feature.

route-map Creates a route map.

show route-map pbr-statistics| Displays statistics about policy-based route maps

show ipv6 policy Displays information about IPv6 policies
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I Commands |

ipv6 prefix-list

To create a prefix list to match IPv6 packets or routes again, use the ipv6 prefix-list command. To remove
the prefix-list, use the no form of this command.

ipv6 prefix-list name [seq number] {permit | deny} prefix [{eg length|[ge length] [le length]}]
no ipv6 prefix-list name [seq number] {permit|deny} prefix [{eq length|[ge length] [le length]}]

Syntax Description

Command Default

Command Modes

name IPv6 prefix list name. The name can be any alphanumeric string up to 63 characters.

segnumber | (Optional) Specifies the sequence number to order entries in the prefix list. The range is from 1
t0 4294967294,

per mit Allows routes or IP packets that match the prefix list.

deny Rejects routes or IP packets that match the prefix list.

prefix IP prefix in A:B::C:D/length format.

eq length | (Optional) Specifies the exact prefix length to match. The range is from 1 to 128.

gelength | (Optional) Specifies the maximum prefix length to match. The range is from 1 to 128.

lelength | (Optional) Specifies the minimum prefix length to match. The range is from 1 to 128.

None

Global configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

Use the ipv6 prefix-list command to configure IPv6 prefix filtering. You configure prefix lists with permit
or deny keywords to either permit or deny the prefix based on the matching condition. A prefix list consists
of an IPv6 address and a bit mask. The bit mask is entered as a number from 1 to 128. An implicit deny is
applied to traffic that does not match any prefix-list entry.

You can configure prefix lists to match an exact prefix length or a prefix range. Use the ge and le keywords
to specify a range of the prefix lengths to match, providing more flexible configuration than can be configured
with just the network/length argument. Cisco NX-OS processes the prefix list using an exact match when you
do not configure either the genor le keyword. If you configure both the ge length and le length keywords and
arguments, the allowed prefix length range falls between the values used for the ge-length and le-length
arguments. The following formula shows this behavior:

network/length < ge ge-length < le le-length <= 32

If you do not configure a sequence number, Cisco NX-OS applies a a default sequence number of 5 to the
prefix list, and subsequent prefix list entries will be increment by 5 (for example, 5, 10, 15, and onwards). If
you configure a sequence number for the first prefix list entry but not subsequent entries, then Cisco NX-OS
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Examples

ipv6 prefix-list .

increments the subsequent entries by 5 (For example, if the first configured sequence number is 3, then
subsequent entries will be 8, 13, 18, and onwards). Default sequence numbers can be suppressed by entering
the no form of this command with the seq keyword.

Cisco NX-OS evaluates prefix lists starting with the lowest sequence number and continues down the list
until a match is made. Once a match is made that covers the network the permit or deny statement is applied
to that network and the rest of the list is not evaluated.

Je

Tip  For best performance, the most frequently processed prefix list statements should be configured with the
lowest sequence numbers. The seq number keyword and argument can be used for resequencing.

The prefix list is applied to inbound or outbound updates for specific peer by entering the prefix-list command
in neighbor address-family mode. Prefix list information and counters are displayed in the output of the show
ipv6 prefix-list command. Prefix-list counters can be reset by entering the clear ipv6 prefix-list command.

This command does not require a license.

This example shows how to configure an IPv6 prefix list and apply it to a BGP peer:

switch# configure terminal

switch (config) # ipvé prefix-list allowprefix 10 permit 2001:0DB8::/48 eq 24
switch (config) router bgp 65536:20

switch (config-router)# neighbor 2001:0DB8::1/64 remote-as 65536:20

switch (config-router-neighbor)# address-family ipvé unicast

switch (config-router-neighbor-af) # prefix-list allowprefix in

Related Commands

Command Description

clear ip prefix-list | Clears counters for IP prefix lists.

prefix-list Applies a prefix list to BGP peer.

show ip prefix-list | Displays information about IP prefix lists.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



I Commands |
. ipv6 prefix-list description

ipv6 prefix-list description

To configure a description string for an IPv6 prefix-list, use the ipv6 prefix-list description command. To
revert to default, use the no form of this command.

ipv6 prefix-list name description string
no ipv6 prefix-liss name description

Syntax Description | name | Name of the prefix list. The name can be any alphanumeric string up to 63 characters.

string | Descriptive string for the prefix list. The string can be any alphanumeric string up to 90 characters.

Command Default None

Command Modes
Global configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to configure a description for an IPv6 prefix list:

switch# configure terminal
switch(config)# ipvé prefix-list testl description “this is a test”

Related Commands | Command Description

ipv6 prefix-list Creates an IPv6 prefix list.

show ipv6 prefix-list | Displays information about IPv6 prefix lists.
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ipv6 rip metric-offset

To add an additional value to the incoming IP Routing Information Protocol (RIP) route metric for an interface,
use the ipv6 rip metric-offset command in interface configuration mode. To return the metric to its default
value, use the no form of this command.

ipv6 rip metric-offset value
no ipv6 rip metric-offset

Syntax Description | value| Value to add to the incoming route metric for an interface. The range is from 1 to 15. The default is
1.

Command Default value: 1

Command Modes
Interface configuration

network-adminvdc-admin

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ipv6 route metric-offset command to influence which routes are used by Cisco NX-OS. This command
allows you to add a fixed offset to the route metric of all incoming routes on an interface. For example, if the
you set the metric-offset to 5 on an interface and the incoming route metric is 5, then Cisco NX-OS adds the
route to the route table with a metric of 10.

This command does not require a license.

Examples The following example shows how to configure a metric offset of 10 for all incoming RIP routes on

Ethernet interface 2/1:

switch# configure terminal
switch (config) # interface ethernet 2/1
switch (config-if)# ipvé rip metric-offset 10

Related Commands | Command Description

ipverip offset-list | Adds an offset value to incoming RIP route metrics.
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ipv6 rip offset-list

To add an offset to incoming and outgoing metrics to routes learned via Routing Information Protocol (RIP),
use the ipv6 rip offset-list command in interface configuration mode. To remove an offset list, use the no
form of this command.

ipv6 rip offset-list value
no ipv6 rip offset-list

Syntax Description value| Value to add to the incoming route metric for an interface. The range is from 1 to 15. The default is
1.

Command Default value: 1

Command Modes
Router address-family configuration

network-adminvdc-admin

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command does not require a license.

Examples The following example shows how to configure an offset of 10 for all incoming RIP routes on Ethernet

interface 2/1:

switch# configure terminal
switch(config) # interface ethernet 2/1
switch (config-if)# ipv6é rip offset-list 10

Related Commands | Command Description

ipv6rip metric-offset | Adds an offset value to incoming RIP route metrics.
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Ipv6 rip passive-interface

Syntax Description

Command Default

Command Modes

To suppress the sending of the Routing Information Protocol (RIP) updates on an interface, use the ipv6 rip
passive-interface command in interface configuration mode. To unsuppress updates, use the no form of this
command.

ipv6 rip passive-interface
no ipv6 rip passive-interface

This command has no arguments or keywords.

RIP updates are sent on the interface.

Interface configuration

network-adminvdc-admin

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

While RIP stops sending routing updates to the multicast (or broadcast) address on a passive interface, RIP
continues to receive and process routing updates from its neighbors on that interface.

This command does not require a license.

The following example shows how to configure Ethernet 1/2 as a passive interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ipvé rip passive-interface
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Ipv6 rip poison-reverse

To enable poison-reverse processing of the Routing Information Protocol (RIP) router updates, use the ipv6
rip poison-rever se command in interface configuration mode. To disable poison-reverse processing of RIP
updates, use the no form of this command.

ipv6 rip poison-reverse
no ipv6 rip poison-reverse

Syntax Description ~ This command has no arguments or keywords.

Command Default Split horizon is always enabled. Poison-reverse processing is disabled.

Command Modes )
Interface configuration

network-adminvdc-admin

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the ip v6rip poison-rever se command to enable poison-reverse processing of RIP router updates. By
default, Cisco NX-OS does not advertise RIP routes out the interface over which they were learned (split
horizon). If you configure both poison reverse and split horizon, then Cisco NX-OS advertises the learned
routes as unreachable over the interface on which the route was learned.

This command does not require a license.

Examples The following example shows how to enable poison-reverse processing for an interface running RIP:

switch# configure terminal
switch(config) # interface ethernet 1/2
switch(config-if)# ipvé rip poison-reverse
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Ipv6 rip route-filter

To filter the Routing Information Protocol (RIP) routes coming in or out of an interface, use the ipv6 rip
route-filter command in interface configuration mode. To remove filtering from an interface, use the no form
of this command.

ipv6 rip route filter {prefix-list list-name| route-map map-name} {in|out}

Syntax Description

Command Default

Command Modes

prefix-list list-name | Associates a prefix list to filter RIP packets.

route-map map-name | Associates a route map to set the redistribution policy for RIP.

in Filters incoming routes.

out Filters outgoing routes.

Route filtering is disabled.

Interface configuration

network-adminvdc-admin

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the ipv6 rip route-filter command to filter incoming or outgoing routes on an interface.

This command does not require a license.

The following example shows how to use a route map to filter routes for a RIP interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch(config-if)# ipvé rip route-filter route-map InRipFilter in

Related Commands

Command | Description

route-map | Creates a route map.

prefix-list | Creates a prefix list.
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Ipv6 rip summary-address

To configure a summary aggregate address under an interface for the the Routing Information Protocol (RIP),
use the ipv6 rip summary-address command in interface configuration mode. To disable summarization of
the specified address or subnet, use the no form of this command.

ipv6 rip summary-address ipv6-prefix/length
noipvé rip summary-address ipv6-prefix/length

Syntax Description

Command Default

Command Modes

ivep-prefix/length | IPv6 prefix and prefix length to be summarized.

Disabled by default.

Interface configuration

network-adminvdc-admin

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

The ipv6 rip summary-address command summarizes an address or subnet under a specific interface.

This command does not require a license.

The following example shows that the summary address2001:0DBS::/48 is advertised out Ethernet
interface 1/2:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ipv6é summary-address rip 2001:0DB8::/48
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ipv6 route .

To configure a static IPv6 route, use the ipv6 route command. To remove this static route, use the no form

of this command.

ipv6 route ipve-prefix/length {{next-hop-addrnext-hop-prefix}interfacelink-local-addr} [preference]

[tag tag-id]

no ipv6 route ipv6-prefix/length

Syntax Description

ipv6-prefix/length

IPv6 prefix and prefix length. The format is A:B::C:D/length. The length range is from
1 to 128.

Command Default

Command Modes

next-hop-addr Next-hop address. The format is A:B::C:D.
next-hop-prefix | Next-hop prefix and length. The format is A:B::C:D/length. The length range is from 1
to 128.
interface Interface to reach this route. Use ? to display a list of supported interfaces.
link-local-addr | IPv6 link-local address. The format is A:B::C:D.
preference (Optional) Sets the route preference, used as the administrative distance to this route.
The range is from 1 to 255. The default is 1.
tagid (Optional) Assigns a route tag that can be used to match against in a route map. The
range is from 0 to 4294967295. The default is 0.
Disabled

Global configuration

Command History

Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines

Examples

This command does not require a license.

This example shows how to create an IPv6 static route:

switch# configure terminal
switch (config) # ipv6é route 2001:0DB8::/48 2bll::2£f01:4c

Related Commands

Command | Description

ip route | Configures an IPv4 static route.
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Ipv6 router eigrp

To specify the Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6 interface, use the ipv6
router eigrp command. To return to the default, use the noform of this command.

ipv6 router eigrp instance-tag
no ipv6 router eigrp instance-tag

Syntax Description ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines Use the ipv6 router eigrp command to specify the EIGRP instance for the interface.

This command requires the Enterprise Services license.

Examples This example shows how to set the EIGRP instance for an interface:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ipv6é router eigrp Base
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ipv6 router ospfv3 area

To specify the Open Shortest Path First version 3(OSPFv3) instance and area for an interface, use the ipv6
router ospfv3 area command. To return to the default, use the noform of this command.

ipv6 router ospfv3 instance-tag area area-id [secondaries none]
no ipv6 router ospfv3 instance-tag area area-id [secondaries none]

Syntax Description | instance-tag Instance tag. Specify as an alphanumeric string.

area-id Identifier for the OSPFv3 area where you want to enable authentication. Specify as either
a positive integer value or an IP address.

secondaries (Optional) Excludes secondary IP addresses.
none

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the ipv6 router ospfv3 area command to specify the area and OSPFv3 instance for the interface.

This command requires the Enterprise Services license.

Examples This example shows how configure an interface for OSPFv3:

switch# configure terminal
switch (config) # interface ethernet 1/2
switch (config-if)# ipv6é router ospfv3 Base area 33
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ipv6 router ospfv3 multi-area

To configure multi-area adjacency on an Open Shortest Path First version 3 (OSPFv3) interface, use the ipv6
router ospfv3 multi-area command. To return to the default, use the no form of this command.

ipv6 router ospfv3 instance-tag multi-area area-id
no ipv6 router ospfv3 instance-tag multi-area area-id

Syntax Description | indance-tag | Instance tag. Specify as an case-sensitive alphanumeric string up to 63 characters.

area-id Identifier for the OSPF area where you want to add as another area to the primary interface.
Specify as either a positive integer value or an IP address.

Command Default None

Command Modes
Interface configuration

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines Use the ipv6 router ospfv3 multi-area command to specify additional areas on an OSPFv3 interface.

This command requires the Enterprise Services license.

Examples This example shows how to configure multi-area adjacency:
switch# configure terminal

switch (config) # interface ethernet 1/2
switch(config-if)# ipv6é router ospfv3 Base area 33
switch (config-if)# ipv6é router ospfv3 Base multi-area 99
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Ipv6 split-horizon eigrp

To enable split horizon for an Enhanced Interior Gateway Routing Protocol (EIGRP) for an IPv6 process, use
the ipv6 split-horizon eigrp command. To disable split horizon, use the no form of this command.

ipv6 split-horizon eigrp instance-tag
no ipv6 split-horizon eigrp instance-tag

Syntax Description

Command Default

Command Modes

ingtance-tag | Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric string
up to 63 characters.

Enabled

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.1(2) |This command was introduced.

Use the no ipv6 split-horizon eigrp command to disable split horizon on an interface.

This command requires the Enterprise Services license.

This example shows how to disable split horizon an an Ethernet link:

switch# configure terminal

switch(config)# router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-eigrp-af-if)# no ipvé split-horizon eigrp 209
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Ipv6 summary-address eigrp

To configure a summary aggregate address for the specified Enhanced Interior Gateway Routing Protocol
(EIGRP) for IPv6 interface, use the ipv6 summary-address eigrp command. To disable a configuration, use
the no form of this command.

ipv6 summary-address eigrp instance-tag ipv6-address /length [admin-distance]
no ipv6 summary-address eigrp instance-tag ipv6-address /length

Syntax Description | instance-tag Name of the EIGRP instance. The instance-tag can be any case-sensitive, alphanumeric
string up to 63 characters.

ipv6-address/length | Summary IPv6 prefix and prefix length to apply to an interface in A:B::C:D/length
format. The length range is from 1 to 128.

admin-distance (Optional) Administrative distance. The range is from 1 to 255.

Command Default An administrative distance of 5 is applied to EIGRP summary routes. No summary addresses are predefined.

Command Modes
Interface configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines Use the ipv6 summary-address eigrp command to configure interface-level summary address. EIGRP
summary routes are given an administrative distance of 5.

This command requires the Enterprise Services license.

Examples This example shows how to configure an administrative distance of 95 on an EIGRP interface for

the 2001:0DB8::/48 summary address:

switch# configure terminal

switch (config) # router eigrp 209

switch (config-router)# interface ethernet 2/1

switch (config-if)# ipv6 summary-address eigrp 209 2001:0DB8::/48 95
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Ipv6 unreachables

To enable sending ICMPv6 unreachable messages, use the ipv6 unreachables command. To revert to default,
use the nNo form of this command.

ipv6 [icmp] unreachables
no ipv6 [icmp] unreachables

Syntax Description amp | (Optional) Specifies ICMPv6 commands.

Command Default Disabled

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Port-unreachable messages are always rate limit enabled.

This command does not require a license.

Examples This example shows how to enable the ICMPv6 unreachable messages:
switch# configure terminal
switch(config) # interface ethernet 2/1
switch (config-if)# ipv6é unreachables

Related Commands | Command Description

show ipv6 nd interface| Displays IPv6 neighbor discovery information for an interface.
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Is-type

I Commands |

To configure the routing level for an instance of the Intermediate System-to-Intermediate System (IS-IS)
routing process, use the is-type command. To reset the default value, use the no form of this command.

istype {level-1|level-1-2| level-2}
no istype {level-1|level-1-2|level-2}

Syntax Description

Command Default

Command Modes

level-1 | Specifies that the router performs only level-1 (intraarea) routing.

level-1-2 | Specifies that the router performs both level-1 and level-2 routing.

level-2 | Specifies that the routing process acts as a level-2 (interarea) router only.

Routers typically act as both a level-1 (intraarea) and a level-2 (interarea) router by default. In multiarea IS-IS
configurations, the first instance of the IS-IS routing process configured is by default a level-1-2 (intraarea
and interarea) router. The remaining instances of the IS-IS process configured by default are level-1 routers.

Router configurationVRF configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

The routing levels for an instance of the IS-IS routing process are defined as follows:

* level-1—Specifies that the router performs only level-1 (intraarea) routing. This router learns only about
destinations inside its area. Level-2 (interarea) routing is performed by the closest level-1-2 router.

* level-1-2—Specifies that the router performs both level-1 and level-2 routing. This router runs two
instances of the routing process. It has one link-state packet database (LSDB) for destinations inside the
area (level-1 routing) and runs a shortest path first (SPF) calculation to discover the area topology. It
also has another LSDB with link-state packets (LSPs) of all other backbone (level-2) routers, and runs
another SPF calculation to discover the topology of the backbone, and the existence of all other areas.

* level-2—Specifies that the routing process acts as a level-2 (interarea) router only. This router is part of
the backbone, and does not communicate with level-1-only routers in its own area.

We recommend that you configure the type of IS-IS routing process. If you are configuring multiarea IS-IS,
you must configure the type of the router, or allow it to be configured by default. By default, the first instance
of the IS-IS routing process that you configure using the router isis command is a level-1-2 router.

If only one area is in the network, there is no need to run both level-1 and level-2 routing algorithms. If IS-IS
is used for IP routing only (and there is only one area), you can run level-2 only everywhere. Areas you add
after the level-1-2 area exists are by default level-1 areas.

If the router instance has been configured for level-1-2 (the default for the first instance of the IS-IS routing
process in a Cisco device), you can remove level-2 (interarea) routing for the area using the is-type command.
You can also use the is-type command to configure level-2 routing for an area, but it must be the only instance
of the IS-IS routing process configured for level-2 on the Cisco device.

This command requires the Enterprise Services license.

. Cisco Nexus 7000 Series Unicast Routing Command Reference



| 1Commands

Examples

This example specifies an area router:

switch# configure terminal
switch(config)# router isis
switch (config-router)# is-type level-2-only

is-type .

Related Commands

Command

Description

feature
isis

Enables IS-IS on the router.

router isis

Enables IS-IS.
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Isis authentication key-chain

To enable authentication for Intermediate System-to-Intermediate System (IS-IS) for an individual IS-IS
interface, use the isisauthentication key-chain command. To disable authentication, use the no form of this
command.

isis authentication key-chain auth-key {level-1|level-2}
no isis authentication key-chain auth-key {level-1|level-2}

Syntax Description auth-key | Authentication key chain.

level-1 | Specifies the authentication key for level-1 link state packets (LSP), complete sequence number
packets (CSNP), and partial sequence number packets (PSNP) only.

level-2 | Specifies the authentication key for level-2 LSP, CSNP and PSNP packets only.

Command Default No key chain authentication is provided for IS-IS packets at the router level.

Command Modes )
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines If no key chain is configured with the isis authentication key-chain command, no key chain authentication
is performed.

Key chain authentication could apply to clear text authentication or MDS5 authentication. The mode is determined
by the authentication mode command.

Only one authentication key chain is applied to IS-IS at one time. For example, if you configure a second isis
authentication key-chain command, the first authentication key chain is overridden.

You can configure key-chain authentication per IS-IS instance by using the authentication key-chain
configuration command.

This command requires the Enterprise Services license.

Examples This example shows how to configure IS-IS to accept and send any key belonging to the key chain

named sitel on a specific interface:

switch# configure terminal

switch(config)# router isis testl

switch (config-router)# interface ethernet 2/5
switch(config-if)# isis authentication key-chain sitel level-1
switch (config-if) #

Related Commands | Command Description

authentication key-chain | Enables authentication per IS-IS instance.
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isis authentication key-chain .

Command Description
featureisis Enables IS-IS on the router.
router isis Enables IS-IS.
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isis authentication-check

To specify for the Intermediate System-to-Intermediate System (IS-IS) instance that authentication is performed
only on IS-IS packets being sent (not received) from an interface, use the isisauthentication-check command.
To configure for the IS-IS instance that if authentication is configured at the router level, such authentication
be performed on packets being sent and received, use the no form of this command.

authentication-check {level-1|level-2}
no authentication-check

Syntax Description

Command Default

Command Modes

Usage Guidelines

Examples

level-1| Specifies that authentication is performed only on level-1 packets that are being sent (not received)

leve-2 | Specifies that authentication is performed only on level-2 packets that are being sent (not received).

If authentication is configured at the router level, it applies to IS-IS packets being sent and received.

Interface configuration

Enter the isisauthentication-check command before configuring the authentication mode and authentication
key chain. Entering the isisauthentication-check command allows the routers to have more time for the keys
to be configured on each router if authentication is inserted only on the packets being sent, not checked on
packets being received. After you enter the authentication-check command on all communicating routers,
enable the authentication mode and key chain on each router. Then enter the no isis authentication-check
command to disable the command.

This command could apply to clear text authentication or Message Digest 5 (MDS5) authentication. The mode
is determined by the authentication mode command.

You can specify authentication check per IS-IS instance by using the authentication-check configuration
mode command.

This command requires the Enterprise Services license.

This example shows how to configure IS-IS level-1 packets on a specific interface to use clear text
authentication on packets being sent (not received):

switch# configure terminal

switch (config)# router isis testl

switch (config-router) # interface ethernet 2/5
switch(config-if)# isis authentication-check level-1
switch(config-if)# isis authentication key-chain sitel level-1
switch (config-if)#

Related Commands

Command Description

authentication-check | Specifies that authentication is performed only on IS-IS packets being sent (not
received).

featureisis Enables IS-IS on the router.
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isis authentication-check .

Command

Description

router isis

Enables IS-IS.
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Isis authentication-type

To specify the type of authentication used in Intermediate System-to-Intermediate System (IS-IS) packets on
a specific interface, use the isis authentication-type command. To restore clear text authentication, use the
no form of this command.

isis authentication-type {cleartext | md5} [{level-1|level-2}]
no isis authentication-type

Syntax Description

Command Default

Command Modes

deartext | Specifies clear text authentication.

md5 Specifies Message Digest 5 (MD5) authentication.

level-1 | Enables the specified authentication for level-1 link state packet (LSP), complete sequence number
packet (CSNP) and partial sequence number packet (PSNP) packets only.

level-2 | Enables the specified authentication for level-2 LSP, CSNP and PSNP packets only.

No authentication is provided for IS-IS packets at the router level by use of this command.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

If you do not enter the level-1 or level-2 keywords, the mode applies to both levels.

You can specify the authentication type per IS-IS instance by using the authentication-type configuration
mode command.

This command requires the Enterprise Services license.

This example configures for the IS-IS instance that Message Digest 5 (MD5) authentication is
performed on level-1 packets on a specific interface:

switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 2/5

switch (config-if)# isis authentication-type md5 level-1
switch (config-router) #

Related Commands

Command Description

authentication-type | Specifies the authentication type per IS-IS instance.

featureisis Enables IS-IS on the router.

router isis Enables IS-IS.
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Isis circuit-type

To configure the type of adjacency, use the iSis Circuit-type command. To reset the circuit type to Level 1
and Level 2, use the no form of this command.

isis circuit-type {level-1|level-1-2 | level-2-only}
no isis circuit-type

Syntax Description | level-1 Configures a router for Level 1 adjacency only.

level-1-2 | Configures a router for Level 1 and Level 2 adjacency.

level-2-only | Configures a router for Level 2 adjacency only.

Command Default A Level 1 and Level 2 adjacency is established.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines You do not have to configure this command. We recommend that you configure a router as a Level 1-only,
Level 1-2, or Level 2-only system. Only on routers that are between areas (Level 1-2 routers) should you
configure some interfaces to be Level 2-only to prevent wasting bandwidth by sending out unused Level 1
hello packets. Note that on point-to-point interfaces, the Level 1 and Level 2 hellos are in the same packet.

A Level 1 adjacency may be established if there is at least one area address in common between this system
and its neighbors. Level 2 adjacencies will never be established over this interface.

A Level 1 and Level 2 adjacency is established if the neighbor is also configured as level-1-2 and there is at
least one area in common. If there is no area in common, a Level 2 adjacency is established. This is the default.

Level 2 adjacencies are established if the other routers are Level 2 or Level 1-2 routers and their interfaces
are configured for Level 1-2 or Level 2. Level 1 adjacencies will never be established over this interface.

This command requires the Enterprise Services license.

Examples This example shows how to configure an adjacency. In this example other routers on the Ethernet

interface 2/5 are in the same area. Other routers on Ethernet interface 1 are in other areas, so the
router will stop sending Level 1 hellos.

switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 2/5
switch(config-if)# isis circuit-type level-2-only
switch (config-if)#
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Isis csnp-interval

To configure the Intermediate System-to-Intermediate System (IS-IS) complete sequence number (CSNPs)
interval, use the isis csnp-interval command. To restore the default value, use the no form of this command.

isis csnp-interval seconds {level-1| level-2}
no isis csnp-interval [{level-1|level-2}]

Syntax Description seoonds | Interval of time (in seconds) between transmission of CSNPs on multiaccess networks. This interval
only applies for the designated router. Range: 0 to 65535. Default: 10.

level-1 | Configures the interval of time between transmission of CSNPs for Level 1 independently.

level-2 | Configures the interval of time between transmission of CSNPs for Level 2 independently.

Command Default The default settings are as follows:

* 10 seconds
* Level 1 and Level 2

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Normally, you will not have to change the default value of this command.

This command applies only for the designated router or a specified interface. Only designated routers send
CSNP packets in order to maintain database synchronization. The CSNP interval can be configured
independently for Level 1 and Level 2.

The isiscsnp-interval command on point-to-point subinterfaces should be used only in combination with the
IS-IS mesh-group feature.

This command requires the Enterprise Services license.

Examples This example configures Ethernet interface 2/5 for sending CSNPs every 30 seconds:
switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 2/5

switch(config-if)# isis csnp-interval 30 level-1

switch (config-if)#

Related Commands | show isisinterface| Displays IS-IS information.
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isis hello padding .

Isis hello padding

Syntax Description

Command Default

Command Modes

To reenable Intermediate System-to-Intermediate System (IS-IS) hello padding at the interface level, use the
isis hello padding command. To disable IS-IS hello padding, use the no form of this command.

isis hello padding
no isis hello padding

This command has no arguments or keywords.

IS-IS hello padding is enabled.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Intermediate System-to-Intermediate System (IS-IS) hellos are padded to the full maximum transmission unit
(MTU) size. The benefit of padding IS-IS hellos to the full MTU is that it allows for early detection of errors
that result from transmission problems with large frames or errors that result from mismatched MTUs on
adjacent interfaces.

You can disable hello padding in order to avoid wasting network bandwidth in case the MTU of both interfaces
is the same or, in case of translational bridging. While hello padding is disabled, Cisco routers still send the
first five IS-IS hellos padded to the full MTU size, in order to maintain the benefits of discovering MTU
mismatches.

To selectively disable hello padding for a specific interface, enter the no isis hello padding command in
interface configuration mode. To disable hello padding for all interfaces on a router for the IS-IS routing
process, enter the no hello padding command in router configuration mode.

This command requires the Enterprise Services license.

This example shows how to turn off hello padding at the interface level for the Ethernet interface
0/0, and enter interface configuration mode:

switch# configure terminal

switch(config)# router isis testl

switch (config-router)# interface ethernet 0/0
switch(config-if)# no isis hello padding
switch (config-if) #

Related Commands

Command Description

hello Reenables IS-IS hello padding at the router level.
padding
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I Commands |

isis hello-interval

To specify the length of time between hello packets that the Cisco NX-OS software sends, use the iSis
hello-interval command. To restore the default value, use the no form of this command.

isis hello-interval seconds {level-1|level-2}
no isis hello-interval {level-1|level-2}

Syntax Description

seoonds | Length of time between hello packets, in seconds. By default, a value three times the hello interval
seconds is advertised as the hold time in the hello packets sent. (Change the multiplier of 3 by
specifying the isis hello-multiplier command.) With smaller hello intervals, topological changes
are detected faster, but there is more routing traffic. Range: 0 to 65535. Default: 10.

Note On designated intermediate system (DIS) interfaces, only one third of the configured
value is used. The full value of the configured hello intervals is used only by non-DIS
interfaces.

level-1 | Configures the hello interval for Level 1 independently. Use this on X.25, Switched Multimegabit
Data Service (SMDS), and Frame Relay multiaccess networks.

level-2 | Configures the hello interval for Level 2 independently. Use this on X.25, SMDS, and Frame Relay
multiaccess networks.

Command Default

Command Modes

The default settings are as follows:

* 10 seconds
* Level 1 and Level 2

Interface configuration

Command History

Release | Modification

Usage Guidelines

4.0(1) | This command was introduced.

The hello interval multiplied by the hello multiplier equals the hold time.

The hello interval can be configured independently for Level 1 and Level 2. The level-1 and level-2 keywords
are used on LAN interfaces.

A faster hello interval gives faster convergence, but increases bandwidth and CPU usage. It might also add
to instability in the network. A slower hello interval saves bandwidth and CPU usage. Especially when used
in combination with a higher hello multiplier, configuration of the slower hello interval may increase overall
network stability. When the hello interval is configured on DIS interfaces, only one third of the interval value
is used. Therefore, the hold time (hello interval multiplied by the hello multiplier) for DIS interfaces will also
be one third the hold time for non-DIS interfaces.

Tune the hello interval and hello multiplier on point-to-point interfaces instead of LAN interfaces.

This command requires the Enterprise Services license.
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Examples

isis hello-interval .

This example shows how to configure the Ethernet interface 2/3 to advertise hello packets every 5
seconds. The router is configured to act as a station router. This configuration will cause more traffic

than the traffic generated by configuring a longer interval, but topological changes will be detected
earlier.

switch# configure terminal

switch(config)# router isis testl

switch (config-router)# interface ethernet 2/3
switch(config-if)# isis hello-interval 5 level-1
switch (config-if)#

Related Commands

Command Description

isshello-multiplier | Specifies the number of IS-IS hello packets that a neighbor must miss before the router
should declare the adjacency as down.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



. isis hello-multiplier

I Commands |

Isis hello-multiplier

To specify the number of Intermediate System-to-Intermediate System (IS-IS) hello packets a neighbor must
miss before the router should declare the adjacency as down, use the isis hello-multiplier command. To
restore the default value, use the no form of this command.

isis hello-multiplier multiplier {level-1|level-2}
no isis hello-multiplier {level-1|level-2}

Syntax Description

Command Default

Command Modes

multiplier | Integer value. Range: 3 to 1000. Default: 3.

level-1 | Configures the hello multiplier independently for Level 1 adjacencies.

level-2 | Configures the hello multiplier independently for Level 2 adjacencies.

The default settings are as follows:

« multiplier: 3
e Level 1 and Level 2

Interface configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

The holding time carried in an IS-IS hello packet determines how long a neighbor waits for another hello
packet before declaring the neighbor to be down. This time determines how quickly a failed link or neighbor
is detected so that routes can be recalculated. The advertised hold time in IS-IS hello packets will be set to
the hello multiplier times the hello interval. Neighbors will declare an adjacency to this router down after not
having received any IS-IS hello packets during the advertised hold time. The hold time (and thus the hello
multiplier and the hello interval) can be set on a per-interface basis, and can be different between different
routers in one area.

Using a smaller hello multiplier will give fast convergence, but can result in more routing instability. Increment
the hello multiplier to a larger value to help network stability when needed. Never configure a hello multiplier
lower than the default value of 3.

Use the isishello-multiplier command in circumstances where hello packets are lost frequently and IS-IS
adjacencies are failing unnecessarily. You can raise the hello multiplier and lower the hello interval
(isishello-interval command) correspondingly to make the hello protocol more reliable without increasing
the time required to detect a link failure.

On point-to-point links, there is only one hello for both Level 1 and Level 2, so different hello multipliers
should be configured only for multiaccess networks such as Ethernet and FDDI. Separate Level 1 and Level
2 hello packets are also sent over nonbroadcast multiaccess (NBMA) networks in multipoint mode, such as
X.25, Frame Relay, and ATM. However, we recommend that you run IS-IS over point-to-point subinterfaces
over WAN NBMA media.

This command requires the Enterprise Services license.
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Examples

isis hello-multiplier .

This example shows how to increase network stability by making sure an adjacency will go down
only when many (ten) hello packets are missed. The total time to detect link failure is 60 seconds.
This configuration will ensure that the network remains stable, even when the link is fully congested.

switch# configure terminal

switch(config)# router isis testl

switch (config-router)# interface ethernet 2/3
switch(config-if)# ip router isis
switch(config-if)# isis hello-interval 6 level-1
switch(config-if)# isis hello-multiplier 10 level-1

Related Commands

Command Description
isis Specifies the length of time between hello packets that the Cisco NX-OS software sends.
hello-interval
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Isis Ipvb metric

To differentiate between the link costs for Intermediate System-to-Intermediate System (IS-IS) IPv6 traffic,
use the iSisipv6 metric command. To restore the default, use the no form of this command.

isis ipv6 metric metric-value {level-1|level-2}
no isis ipv6 metric metric-value {level-1|level-2}

Syntax Description metric-value| Metric assigned to the link and used to calculate the cost from each other router via the links
in the network to other destinations. You can configure this metric for Level 1 or Level 2
routing. Range: 1 to 16777215. Default: 10.

level-1 Specifies that this metric should be used only in the SPF calculation for Level 1 (intraarea)
routing.
level-2 Specifies that this metric should be used only in the SPF calculation for Level 2 (interarea)
routing.
Command Default The default metric value is set to 10.

The metric is enabled on routing Level 1 and Level 2.

Command Modes
Address-family configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines Specifying the level-1 or level-2 keyword resets the metric only for Level 1 or Level 2 routing, respectively.

We recommend that you configure metrics on all interfaces. If you do not configure metrics on all interfaces,
the IS-IS metrics are similar to hop-count metrics.

This command requires the Enterprise Services license.

Examples This example shows how to configure an IS-IS IPv6 metric:
switch# configure terminal

switch (config)# router isis testl

switch (config-router)# address-family ipv6é unicast
switch (config-router-af)# isis ipv6 metric 5 level-1

Related Commands | Command | Description

isis Configures the value of an IS-IS metric,
metric
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Isis Isp-interval

To configure the time delay between successive Intermediate System-to-Intermediate System (IS-1S) link-state
packet (LSP) transmissions, use the isisIsp-interval command. To restore the default value, use the no form
of this command.

isis Isp-interval milliseconds
no isis Isp-interval

Syntax Description milliseconds | Time delay between successive LSPs (in milliseconds). Range: 10 to 65535.

Command Default The default time delay is 33 milliseconds.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines In topologies with a large number of IS-IS neighbors and interfaces, a router may have difficulty with the
CPU load imposed by LSP transmission and reception. This command allows the LSP transmission rate (and
the reception rate of other systems) to be reduced.

This command requires the Enterprise Services license.

Examples This example shows how to configure the system to send LSPs every 100 milliseconds (10 packets

per second) on Ethernet interface 0/0:

switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 0/0
switch(config-if)# isis lsp-interval 100

Related Commands | Command Description

issretransmit-interval | Configures the time between retransmission of each LSP (IS-IS link-state PDU)
over point-to-point links.
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I Commands |

Isis mesh-group

To optimize link-state packet (LSP) flooding in nonbroadcast multiaccess (NBMA) networks with highly
meshed, point-to-point topologies, use the isismesh-group command. To remove a subinterface from a mesh
group, use the no form of this command.

isis mesh-group {number | blocked}
no isis mesh-group {number | blocked}

Syntax Description

Command Default

Command Modes

number | Number identifying the mesh group of which this interface is a member. Range: 1 to 4294967295.

blocked | Specifies that no LSP flooding take place on this subinterface.

The interface performs normal flooding.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

The LSPs that are first received on subinterfaces that are not part of a mesh group are flooded to all other
subinterfaces in the usual way.

The LSPs that are first received on subinterfaces that are part of a mesh group are flooded to all interfaces
except those in the same mesh group. If you enter the blocked keyword on a subinterface, then a newly received
LSP is not flooded out over that interface.

To minimize the possibility of incomplete flooding, you should allow unrestricted flooding over at least a
minimal set of links in the mesh. Selecting the smallest set of logical links that covers all physical paths results
in very low flooding, but less robustness. Ideally, you should select only enough links to ensure that LSP
flooding is not detrimental to scaling performance, but enough links to ensure that under most failure scenarios
no router will be logically disconnected from the rest of the network. In other words, blocking flooding on
all links permits the best scaling performance, but there is no flooding. Permitting flooding on all links results
in very poor scaling performance.

This command requires the Enterprise Services license.

This example shows how to configure six interfaces are configured in three mesh groups. LSPs
received are handled as follows:

» LSPs received first through Ethernet 1/0.1 are flooded to all interfaces except Ethernet 1/0.2
(which is part of the same mesh group) and Ethernet 1/2.1, which is blocked.

» LSPs received first through Ethernet 1/1.2 are flooded to all interfaces except Ethernet 1/1.1
(which is part of the same mesh group) and Ethernet 1/2.1, which is blocked.

» LSPs received first through Ethernet 1/2.1 are not ignored, but flooded as usual to all interfaces.
LSPs received first through Ethernet 1/2.2 are flooded to all interfaces, except Ethernet 1/2.1,
which is blocked.
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switch# configure terminal
switch(config)# router isis testl

switch (config-router)# interface ethernet 1/0.

switch(config-if)# isis mesh-group 10

switch(config)# router isis testl

switch (config-router) # interface ethernet 1/0.

switch(config-if)# isis mesh-group 10

switch(config)# router isis testl

switch (config-router)# interface ethernet 1/1.

switch(config-if)# isis mesh-group 11

switch(config)# router isis testl

switch (config-router)# interface ethernet 1/1.

switch(config-if)# isis mesh-group 11

switch (config) # router isis testl

switch (config-router)# interface ethernet 1/2.

switch(config-if)# isis mesh-group blocked

switch (config)# router isis testl

switch (config-router)# interface ethernet 1/2.

switch(config-if)# isis mesh-group 12

Related Commands

Command | Description

router Enables the IS-IS routing protocol and specifies an IS-IS process.

isis

isis mesh-group .
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isis metric

I Commands |

To configure the value of an Intermediate System-to-Intermediate System (IS-IS) metric, use the isis metric
command. To restore the default metric value, use the no form of this command.

isis metric metric-value {level-1|level-2}
no isis metric metric-value {level-1|level-2}

Syntax Description

Command Default

Command Modes

metric-value| Metric assigned to the link and used to calculate the cost from each other router via the links
in the network to other destinations. You can configure this metric for Level 1 or Level 2
routing. Range: 1 to 16777215. Default: 10.

level-1 Specifies that this metric should be used only in the SPF calculation for Level 1 (intraarea)
routing. If you do not specify an optional keyword, the metric is enabled on routing Level 1
and Level 2.

level-2 Specifies that this metric should be used only in the SPF calculation for Level 2 (interarea)

routing. If you do not specify a level, the metric is enabled on routing Level 1 and Level 2.

The default metric value is set to 10.

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Specifying the level-1 or level-2 keyword resets the metric only for Level 1 or Level 2 routing, respectively.

We recommend that you configure metrics on all interfaces. If you do not configure metrics on all interfaces,
the IS-IS metrics are similar to hop-count metrics.

We recommend that you use the metric-style wide command to configure IS-IS to use the new-style type,
length, value (TLV) because TLVs that are used to advertise IPv4 information in link-state packets (LSPs)
are defined to use only expanded metrics. The Cisco NX-OS software provides support of a 24-bit metric

field, the 24-bit metric field is called the wide metric. Using the new metric style, link metrics now have a
maximum value of 16777215 with a total path metric of 4261412864.

This command requires the Enterprise Services license.

This example shows how to configure Ethernet interface 3/2 for a link-state metric cost of 15 for
Level 1:

switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 3/2
switch(config-if)# isis metric 15 level-1
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isis metric .

Related Commands

Command Description
metric-style Configures a router running IS-IS so that it generates and accepts only new-style TLVs.
wide
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Isis passive

To suppress adjacency forming on the interface, but still advertise the prefix associated with the interface,
use the isis passive command. To disable suppression, use the no form of this command.

isis passive {level-1|level-1-2 | level-2-only}
no isis passive {level-1|level-1-2 | level-2-only}

Syntax Description level-1 Suppresses Level 1 PDU only.

level-1-2 | Suppresses Level 1 and Level 2 PDU.

level-2-only | Suppresses Level 2 PDU only.

Command Default The default settings are as follows:

* This command is disabled by default.
« If enabled, the default is level-1-2.

Command Modes
Interface configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command is not necessary on a loopback interface. Use the ip router isiscommand in interface
configuration mode on a loopback interface to associate that interface with the IS-IS instance.

This command requires the Enterprise Services license.

Examples This example suppresses adjacency for Ethernet interface 3/2 at Level 1:
switch# configure terminal

switch(config)# router isis testl

switch (config-router)# interface ethernet 3/2
switch(config-if)# isis passive level-1
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isis passive-interface

To block sending of routing updates on an Intermediate System-to-Intermediate System (IS-IS) interface, use
the isis passive-interface command. To revert to the default settings, use the no form of this command.

isis passive-interface {level-1|level-1-2 | level-2}

Syntax Description level-1 | Suppresses level-1 PDU.

level-1-2| Suppresses level-1 and level-2 PDU.

level-2 | Suppresses level-2 PDU.

Command Default None

Command Modes )
Interface configuration mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to block the sending of routing updates on an IS-IS interface:
switch# configure terminal

switch(config)# router isis 1

switch (config-router)# passive-interface default level-1

switch (config-router) # exit

switch# configure terminal

switch (config) # interface GigabitEthernet 0/0/0/
switch (config-if# isis passive-interface level-1
switch (config-if#

Related Commands Command Description

noisispassive-interface| Re-enables sending of routing updates on an IS-IS interface and activates only
those interfaces that need adjacencies.
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I Commands |

ISis priority

To configure the priority of designated routers, use the isispriority command in interface configuration mode.
To reset the default priority, use the no form of this command.

isis priority number-value [{level-1|level-2}]
no isis priority [{level-1|level-2}]

Syntax Description

Command Default

Command Modes

number-value | Priority of a router and is a number from 0 to 127. The default value is 64.

level-1 (Optional) Sets the priority for Level 1 independently.

level-2 (Optional) Sets the priority for Level 2 independently.

Priority of 64Level 1 and Level 2

Interface configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Priorities can be configured for Level 1 and Level 2 independently. Specifying the level-1 or level-2 keyword
resets priority only for Level 1 or Level 2 routing, respectively.

The priority is used to determine which router on a LAN will be the designated router or Designated
Intermediate System (DIS). The priorities are advertised in the hello packets. The router with the highest
priority will become the DIS.

In Intermediate System-to-Intermediate System (IS-IS), there is no backup designated router. Setting the
priority to 0 lowers the chance of this system becoming the DIS, but does not prevent it. If a router with a
higher priority comes on line, it will take over the role from the current DIS. In the case of equal priorities,
the highest MAC address breaks the tie.

This command requires the Enterprise Services license.

This example shows how to set the priority level to 80. So that the router is now more likely to
become the DIS:

switch# configure terminal

switch (config)# router isis testl

switch (config-router)# interface ethernet 3/2
switch (config-if)# isis priority 80 level-1
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load-balancing

To specify the load-balancing method used by the active virtual gateway (AVG) of the Gateway Load Balancing
Protocol (GLBP), use the load-balancing command. To disable load balancing, use the no form of this
command.

load-balancing [{host-dependent | round-robin | weighted} ]
no load-balancing

Syntax Description host-dependent | (Optional) Specifies a load-balancing method based on the MAC address of a host where
the same forwarder is always used for a particular host while the number of GLBP group
members remains unchanged.

round-robin | (Optional) Specifies a load-balancing method where each virtual forwarder is included in
Address Resolution Protocol (ARP) replies for the virtual IP address. This method is the
default.

weighted (Optional) Specifies a load-balancing method that is dependent on the weighting value
advertised by the gateway.

Command Default The round-robin method is the default.

Command Modes
GLBP configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines Use the host-dependent method of GLBP load balancing when you need each host to always use the same
router. Use the weighted method of GLBP load balancing when you need unequal load balancing because
gateways in the GLBP group have different forwarding capacities.

This command does not require a license.

Examples This example show how to configure the host-dependent load-balancing method for the AVG of the

GLBP group 10:

switch# configure terminal

switch (config) # interface ethernet 1/1

switch (config-if)# glbp 10

switch (config-glbp)# load-balancing host-dependent

Related Commands | Command Description

glbp Enters GLBP configuration mode and creates a GLBP group.

show glbp Displays GLBP information.

weighting Configures the weighting value and thresholds for the weighted load-balancing method.
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Command Description
weighting Configures object tracking for the weighted load-balancing method.
track
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local-as

To configure the Border Gateway Protocol (BGP) local AS number, use the local-as command.

local-as as-number

Syntax Description | as-number | (Optional) Autonomous system number. The AS number can be a 16-bit integer or a 32-bit
integer in the form of <higher 16-bit decimal number>.<lower 16-bit decimal number>.

Command Default None

Command Modes
Router VRF mode

Command History Release | Modification

4.0(3) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to configure the local AS number for BGP:
switch# configure terminal

switch (config)# router bgp 65536.33

switch (config-router)# vrf red

switch(config-router-vrf)# local-as 65536.33

Related Commands Command | Description

show bgp | Displays information about BGP.
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local-as (bgp)

To configure a router to appear as a member of a second autonomous system (AS) in addition to the real AS
of the device, use the local-as command. To remove the local-as configuration from the device, use the no
form of this command.

local-as autonomous-system-number [{no-prepend | replace-as [dual-as]}]
no local-as autonomous-system-number [{no-prepend | replace-as [dual-as]}]

Syntax Description

Command Default

Command Modes

autonomous-system-number | AS number. The range is from 1 to 4294967295.

no-prepend (Optional) Specifies not to prepend the local autonomous system number to
any routes received from the external Border Gateway Protocol (eBGP)
neighbor.

replace-as (Optional) Specifies to prepend only the local-as number to updates to the eBGP
neighbor.

dual-as (Optional) Configures the eBGP neighbor to establish a peering session using
the real autonomous system number (from the local BGP routing process) or
by using the autonomous-system number.

None

Neighbor configuration (config-router-neighbor)

Command History

Usage Guidelines

Examples

Release | Modification

5.2(1) | This command was introduced.

This command does not require a license.

This example shows how to configure a router to appear as a member of a second AS in addition to
the real AS of the device:

switch# configure terminal
switch (config) # router bgp 64496
switch (config-router)# neighbor 192.0.2.1
switch (config-router-neighbor)# local-as 429496 no-prepend replace-as dual-as
switch (config-router-neighbor) #

This example shows how to remove the local AS configuration from the device:

switch# configure terminal

switch(config)# router bgp 64496

switch (config-router)# neighbor 192.0.2.1
switch (config-router-neighbor)# no local-as
switch (config-router-neighbor) #
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. local-as (bgp)

Related Commands Command Description
router bgp Creates a BGP instance.
show ip bgp Displays entries in the BGP routing table.
show ip bgp neighbor s| Displays information about BGP neighbors.
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log-adjacency-changes (EIGRP)

To enable the logging of changes in Enhanced Interior Gateway Routing Protocol (EIGRP) adjacency state,
use the log-adjacency-changes command. To disable the logging of changes in EIGRP adjacency state, use
the no form of this command.

log-adjacency-changes
no log-adjacency-changes

Syntax Description ~ This command has no arguments or keywords.

Command Default Adjacency changes are not logged.

Command Modes
Address-family configurationRouter configurationRouter VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to enable logging of adjacency state changes for EIGRP 1:
switch# configure terminal

switch (config)# router eigrp 1

switch (config-router)# address-family ipvé

switch(config-router-af)# log-adjacency-changes

Related Commands | Command Description

ip eigrp log-neighbor-changes | Logs changes to neighbors for an interface.

ip eigrp log-neighbor-war nings | Logs neighbor warnings for an interface.
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log-adjacency-changes (IS-IS)

To enable the router to send a syslog message when an Intermediate System-to-Intermediate System Intradomain
Routing Protocol (IS-IS) neighbor goes up or down, use the log-adj acency-changes configuration mode
command. To disable this function, use the no form of this command.

log-adjacency-changes
no log-adjacency-changes

Syntax Description ~ This command has no arguments or keywords.

Command Default This command is enabled by default.

Command Modes
Router configurationVRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines The log-adjacency-changes command is on by default but only up/down (full/down) events are reported.

Examples This example configures the router to send a syslog message when an IS-IS neighbor state changes:
switch# configure terminal

switch(config)# router isis

switch (config-router)# log-adjacency-changes

Related Commands | Command |Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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log-adjacency-changes (OSPF)

To configure the router to send a syslog message when the state of an Open Shortest Path First (OSPF) neighbor
changes, use the log-adj acency-changes command. To turn off this function, use the no form of this command.

log adjacency changes [detail]

Syntax Description

Command Default

Command Modes

deail | (Optional) Provides all (DOWN, INIT, 2WAY, EXSTART, EXCHANGE, LOADING, FULL)
adjacency state changes.

The router sends a system message when the state of an OSPF neighbor changes.

Router configurationRouter VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the log-adjacency-changes command to display high-level changes to the state of the OSPF neighbor
relationship. This command is on by default but only reports the up/down (full/down) events if you do not
use the detail keyword.

This command requires the Enterprise Services license.

This example shows how to configure the router to send a system message when an OSPF neighbor
state changes:

switch# configure terminal
switch (config)# router ospf 209
switch (config-router)# log-adjacency-changes detail
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log-adjacency-changes (0SPFv3)

To configure the router to send a system message when the state of an Open Shortest Path First version 3
(OSPFv3) neighbor changes, use the log-adjacency-changes command. To turn off this function, use the no
form of this command.

log adjacency changes [detail]

Syntax Description

Command Default

Command Modes

detail | (Optional) Provides all (DOWN, INIT, 2WAY, EXSTART, EXCHANGE, LOADING, FULL)
adjacency state changes.

The router sends a system message when the state of an OSPFv3 neighbor changes.

Router configuration
Router VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

Use the log-adj acency-changes command to display high-level changes to the state of the OSPFv3 neighbor
relationship. This command is on by default but only reports the up/down (full/down) events if you do not
use the detail keyword.

This command requires the Enterprise Services license.

This example shows how to configure the router to send a system message when an OSPFv3 neighbor
state changes:

switch# configure terminal
switch (config)# router ospfv3 209
switch (config-router)# log-adjacency-changes detail
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log-neighbor-warnings

To enable the logging of Enhanced Interior Gateway Routing Protocol (EIGRP) neighbor warning messages,
use the log-neighbor-war nings command. To disable the logging of EIGRP neighbor warning messages, use
the no form of this command.

log-neighbor-warnings [seconds]
no log-neighbor-warnings

Syntax Description seoonds | (Optional) Time interval (in seconds) between repeated neighbor warning messages. The range of
seconds is from 1 to 65535.

Command Default Neighbor warning messages are logged.

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(3) |This command was introduced.

Usage Guidelines Use the log-neighbor-war nings command to enable neighbor warning messages and to configure the interval
between repeated neighbor warning messages.

This command requires the Enterprise Services license.

Examples This example shows how to log neighbor warning messages for EIGRP process 209 and to repeat

the warning messages in 5-minute (300 seconds) intervals:
switch# configure terminal

switch(config)# router eigrp 209
switch (config-router)# log-neighbor-warnings 30

Related Commands | Command Description

log-adj acency-changes | Enables logging of EIGRP adjacency state changes.
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low-memory exempt

To exempt a Border Gateway Protocol (BGP) neighbor from a low-memory shutdown, use the low-memory
exempt command. To make a BGP neighbor eligible for a low-memory shutdown, use the no form of this
command.

low-memory exempt
no low-memory exempt

Syntax Description ~ This command has no arguments or keywords.

Command Default Some eBGP peers shut down for severe memory alerts.

Command Modes
Neighbor configuration

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to exempt a neighbor from low-memory shutdown:
switch# configure terminal

switch (config)# router bgp 1.0

switch (config-router)# neighbor 192.0.2.0/24 remote-as 1.5
switch (config-router-af)# low-memory exempt

Related Commands | Command |Description

feature Enables BGP.
bgp
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Isp-gen-interval

To customize the IS-IS throttling of the LSP generation, use the Isp-gen-interval configuration mode command.
To restore default values, use the no form of this command.

Isp-gen-interval {level-1|level-2} Isp-max-wait [lsp-initial-wait |sp-second-wait]
no Isp-gen-interval

Syntax Description | |evel-1 Applies intervals to level-1 areas only.

level-2 Applies intervals to level-2 areas only.

Isp-max-wait | Maximum interval (in seconds) between two consecutive occurrences of an LSP being
generated. Range: 500 to 65535. Default: 5.

Isp-initial-wait | (Optional) Initial LSP generation delay (in milliseconds). Range: 50 to 65535. Default: 50.

I§p-second-wait | Hold time between the first and second LSP generation (in milliseconds). Range: 50 to
65535. Default: 50.

Command Default The defaults are as follows:
* |sp-max-wait: 500
* Isp-initial-wait: 50
* |sp-second-wait: 50

Command Modes
Router configuration

VRF configuration

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines When you change the default values of this command, use the following guidelines:

* The Igp-initial-wait argument indicates the initial wait time (in milliseconds) before generating the first
LSP.

* The Isp-second-wait argument indicates the amount of time to wait (in milliseconds) between the first
and second LSP generation.

* Each subsequent wait interval is twice as long as the previous one until the wait interval reaches the
Isp-max-wait interval specified, so this value causes the throttling or slowing down of the LSP generation
after the initial and second intervals. Once this interval is reached, the wait interval continues at this
interval until the network calms down.

* After the network calms down and there are no triggers for 2 times the |Sp-max-wait interval, fast behavior
is restored (the initial wait time).

The Isp-mtu command sets the delay (in milliseconds) between successive LSPs being transmitted (including
LSPs generated by another system and forwarded by the local system).
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L Commands |

You can enter these commands in combination to control the rate of LSP packets being generated, transmitted,
and retransmitted.

Examples

This example configures the interval for LSP generation:

switch# configure terminal
switch(config)# router isis

switch (config-router)# lsp-gen-interval 2 50 100

Related Commands Command

Description

feature
isis

Enables IS-IS on the router.

router isis

Enables IS-IS.
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Isp-mtu .

To set the maximum size of a link-state packet (LSP) generated by Cisco NX-OS software, use the Isp-mtu
command. To restore the default Maximum Transmission Unit (MTU) size, use the no form of this command.

Isp-mtu bytes
no Isp-mtu

Syntax Description

Command Default

Command Modes

bytes| Maximum LSP size in bytes. Range: 128 to 4352. Default: 1492.

The default MTU size is 1492 bytes.

Router configuration
VREF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) | This command was introduced.

You can increase the LSP MTU if there is a very large amount of information generated by a single router,
because each device is limited to approximately 250 LSPs. In practice, this should never be necessary.

The LSP MTU must never be larger than the smallest MTU of any link in the area. This is because LSPs are
flooded throughout the area.

The Isp-mtu command limits the size of LSPs generated by this router only.

This example sets the maximum LSP size to 1500 bytes:

switch# configure terminal
switch(config)# router isis
switch (config-router)# lsp-mtu 1500

Related Commands

Command | Description

feature Enables IS-IS on the router.
isis

router isis|Enables IS-IS.
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. Isp-mtu
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* mac-list, on page 435

* mac address-table reserve-hsrp-vmac, on page 436
» match as-number, on page 437

* match as-path, on page 438

» match community, on page 440

* match extcommunity, on page 442

» match interface, on page 444

 match ip address, on page 445

* match ip multicast, on page 448

* match ip next-hop prefix-list, on page 451

* match ip route-source prefix-list, on page 453
 match ipv6 address, on page 455

* match ipv6 multicast, on page 458

* match ipv6 next-hop prefix-list, on page 461
 match ipv6 route-source prefix-list, on page 463
 match length, on page 465

» match metric, on page 467

 match mac-list, on page 469

 match route-type, on page 471

 match source-protocol, on page 474

 match tag, on page 475

* match vlan, on page 477

» max-lsp-lifetime, on page 479

» max-metric router-lsa (OSPF), on page 480

» max-metric router-Isa (OSPFv2), on page 482
» max-metric router-lsa (OSPFv3), on page 484
» maxas-limit, on page 486

» maximum-paths (BGP), on page 487

» maximum-paths (EIGRP), on page 488

» maximum-paths (IS-IS), on page 489

» maximum-paths (RIP), on page 490

» maximum-paths (OSPF), on page 491

» maximum-paths (OSPFv3), on page 492
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» maximum-prefix, on page 493

» message-digest-key (OSPF virtual link), on page 495
* metric direct 0, on page 496

* metric maximum-hops, on page 497

* metric rib-scale, on page 498

* metric weights, on page 499

* metric-style transition, on page 501

* metric version, on page 502
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mac-list .

To filter based on a MAC address, use the mac-list command. To remove the MAC list entry, use the No form
of this command.

mac-list name [seq number] {permit|deny} mac-address [mac-mask]
mac-list name [seq number] {permit|deny} mac-address [mac-mask]

Syntax Description

Command Default

Command Modes

name MAC list name. The name can be any case-sensitive, alphanumeric string up to 32 characters.

seq number | Creates an entry in the MAC list. The seq range is from 1 to 4294967294.

per mit Allows the packet or route that matches a MAC address in the MAC list.

deny Blocks the packet or route that matches a MAC address in the MAC list.

mac-address| MAC address to filter against.

mac-mask | Portion of the MAC address to match against, in MAC address format.

No match values are defined.

global configuration

Command History

Usage Guidelines

Examples

Release | Modification

5.0(2) | This command was introduced.

To filtean Overlay Transport Virtualization (OTV) packetr based on MAC address, use the mac-list command.
You can match against this MAC list in a route map associated with OTV redistribution.

This command requires the LAN Enterprise license.

This example shows how to create the Red MAC list:

switch#configure terminal
switch (config) # mac-list Red seq 1 permit 0022.5579.a4cl ffff.ffff.0000

Related Commands

Command Description
match Matches a MAC address in a MAC list for OTV.
mac-list

show mac-list | Displays information about a MAC list.
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mac address-table reserve-hsrp-vmac

To enable mac reservation for all vlan, use mac address-table reserve-hsrp-vmac command.

mac address-table reserve-hsrp-vmac [Vian_id]

Table 3: Syntax Description

M Commands |

vlan_id Specifies the VLAN id to reserve the mac address
table for HSRP.

Table 4: Command History

Release Modification

8.4(6) This command was introduced.

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # mac address-table reserve-hsrp-vmac

switch(config)# interface vlan
<1-4094> Vlan interface number
switch (config)# interface vlan 1001
switch (config-if)# shut

switch(config-if)# show mac address-table vlan 1001

Note: MAC table entries displayed are getting read from software.
Use the 'hardware-age' keyword to get information related to 'Age'

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link, E - EVPN entry
(T) - True, (F) - False , ~~~ - use 'hardware-age' keyword to retrieve age info

VLAN/BD MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

—————— Fomm - fomm - Fomm - o=

1001 0000.0044.0004 static - F F 10.0.3590
1001 0005.73a0.03e9 static - F F 10.0.3590
1001 8c60.4f9%.4fc2 static - F F 10.0.3590
1001 d867.d904.3ec3 dynamic ~~~ F F Pol

*
*
*
*

——t———— e ———

switch(config-if)# show mac address-table vlan 1001 address

E.E.E MAC Address (Option 1)
EE-EE-EE-EE-EE-EE MAC Address (Option 2)
EE:EE:EE:EE:EE:EE MAC Address (Option 3)
EEEE.EEEE.EEEE MAC Address (Option 4)

switch(config-if)# show mac address-table vlan 1001 address 0000.0044.0004
Note: MAC table entries displayed are getting read from software.
Use the 'hardware-age' keyword to get information related to 'Age'

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link, E - EVPN entry
(T) - True, (F) - False , ~~~ - use 'hardware-age' keyword to retrieve age info

VLAN/BD MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

—————— Fomm - fomm - Fomm - o=

* 1001 0000.0044.0004 static - F F 10.0.3590
switch (config-if)#
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match as-number

To match to a Border Gateway Protocol (BGP) autonomous system (AS) number, use the match as-number
command. To remove an AS number list entry, use the no form of this command.

match as-number {number [,number...] | as-path-access-list name [... name]}

no match as-number {number [, number...] | as-path-access-list name [... name]}
Syntax Description | number AS number. The range is from 1 to 65535.

...number (Optional) AS number. The range is from 1 to 65535.

as-path-access-list name | Specifies an AS-path access list to match AS numbers against. The name can be
any alphanumeric string up to 63 characters.

...name (Optional) AS-path access list. The name can be any alphanumeric string up to
63 characters.

Command Default None

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.1(2) | This command was introduced.

Usage Guidelines Use the match as-number command to provide a list of AS numbers or an AS-path access list using a regular
expression. BGP uses this match criteria to determine which BGP peers to create a BGP session with.

Use the route map to specify a range of AS numbers whose peers can establish session with the local BGP
through prefix peering. Cisco NX-OS ignores any other match commands if the match as-number command
is present in the route-map.

This command does not require a license.

Examples This example shows how to configure a list of AS numbers:
switch#configure terminal
switch (config)# route-map IGP2BGP
switch (config-route-map)# match as-number 64496, 64498-64510
Related Commands | Command Description

ip as-path access-list | Creates an AS-path list.

neighbor Configures BGP peers.

route-map Defines the conditions for redistributing routes from one routing protocol into another,
or enables policy routing.
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match as-path

To match a BGP autonomous system path access list, use the match as-path command in route-map
configuration mode. To remove a path list entry, use the no form of this command.

match as-path name [... name]
no match as-path name [... name]

Syntax Description name | Autonomous system path access list. The name can be any alphanumeric string up to 63 characters.

..name| (Optional) Autonomous system path access list. You can configure up to 32 access list names .

Command Default No path lists are defined.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines The values set by the match as-path command overrides global values.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure a
second route-map section with an explicit match specified.

This command does not require a license.

Examples This example sets the autonomous system path to match BGP autonomous system path access list
20:
switch#configure terminal
switch (config) # route-map IGP2BGP
switch (config-route-map) # match as-path 20
Related Commands | Command Description
match community Matches a BGP community.
match ip address Distributes any routes that have a destination network number address that

is permitted by a standard or expanded access list, and performs policy
routing on packets.

match ip next-hop Redistributes any routes that have a next hop router address passed by one
of the access lists specified.

match route-type Redistributes routes of the specified type.
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match as-path .

Command Description

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set comm-list Automatically computes the tag value in a route map configuration.

set community

Sets BGP community list (for deletion).

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP, OSPF, RIP)

Sets the metric value for a routing protocol.

set metric-type

Sets the metric type for the destination routing protocol.

set origin (BGP)

Sets the BGP origin code.

set tag Sets the value of the destination routing protocol.
set vrf Sets the VRF for next-hop resolution.
set weight Specifies the BGP weight for the routing table.
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match community

To match a Border Gateway Protocol (BGP) community, use the match community command. To remove
the match community command from the configuration file and restore the system to its default condition
where the software removes the BGP community list entry, use the no form of this command.

community name [... name] [exact-match]
no community name [... name] [exact-match]

Syntax Description | name One or more community list names. The name can be any alphanumeric string up to 63
characters. You can configure a maximum of 32 community lists.

exact-match | (Optional) Indicates that an exact match is required. All of the communities and only those
communities specified must be present.

Command Default No community list is matched by the route map.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines A route map can have several parts. Any route that does not match at least one match command relating to
a route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure a
second route-map section with an explicit match specified.

Matching that is based on the community list number is one of the types of match commands applicable to
BGP.

This command does not require a license.

Examples This example shows how to match two BGP communities:

switch#configure terminal
switch(config)# route-map test2
switch (config-route-map)# match community bgpLow bgpHigh

This example shows that the routes matching community list 1 will have the weight set to 200. Any
route that has the standard community 109 only will have the weight set to 200.

switch#configure terminal

switch(config)# ip community-list standard bgpLow permit 109
switch (config) # route-map set_ weight

switch (config-route-map) # match community bgpLow exact-match
switch (config-route-map) # set weight 200

This example shows that the routes that match the community list 500. Any route that has expanded
community 1 will have the weight set to 150.
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switch#configure terminal

switch(config)# ip community-list expanded 500 permit [0-9]%*
switch (config) # route-map MAP NAME permit 10

switch (config-route-map) # match community 500

switch (config-route-map)# set weight 150

Related Commands Command Description

ip community-list | Creates a community list for BGP and controls access to it.

route-map Defines the conditions for redistributing routes from one routing protocol into another.

set weight Specifies the BGP weight for the routing table.
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match extcommunity

To match a Border Gateway Protocol (BGP) extended community in a route map, use the match extcommunity
command. To remove the match from the route map, use the no form of this command.

extcommunity name [... name] [exact-match]
no extcommunity name [... name] [exact-match]

Syntax Description name One or more extended community list names. The name can be any alphanumeric string up to
63 characters. You can configure a maximum of 32 community lists.

exact-match | (Optional) Indicates that an exact match is required. All of the communities and only those
extended communities specified must be present.

Command Default No community list is matched by the route map.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.2(1) | This command was introduced.

Usage Guidelines A route map can have several parts. Any route that does not match at least one match command in the route
map will be ignored; that is, the route will not be advertised for outbound route maps and will not be accepted
for inbound route maps. If you want to modify only some data, you must configure a second route-map section
with an explicit match specified.

Matching that is based on the extended community list number is one of the types of match commands
applicable to BGP.

This command does not require a license.

Examples This example shows how to match two BGP extended community lists:
switch#configure terminal
switch (config)# route-map test2
switch (config-route-map)# match extcommunity bgpLocal bgpRemote
This example shows how to that the routes that match the extended community list bgpLocal will
change from nontransitive to transitive:
switch#configure terminal
switch (config)# ip extcommunity-list standard bgpLocal permit generic nontransitive 1.9
switch (config) # route-map deletCommunity
switch (config-route-map) # match extcommunity bgplLocal exact-match
switch (config-route-map)# set extcommunity generic transitive 1.9
Related Commands | Command Description

ip extcommunity-list | Creates a community list for BGP and controls access to it.
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Command Description

route-map Defines the conditions for redistributing routes from one routing protocol into another.

send-community Configures BGP to propagate community attributes to BGP peers.

set extcommunity | Sets an extended community in a route map.
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match interface

To match an interface in a route map, use the match interface command. To remove the match, use the no
form of this command.

match interface {interface-type number [, interface-type number. . .]}
nomatch interface {interface-type number [, interface-type number. . .]}

Syntax Description interface-type | Interface type. Use ? to see a list of supported interfaces.

number (Optional) Interface number. Use ? to see the range.

Command Default None

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines Use the match interface command to provide a list of interfaces to match a route against. Route next-hop
addresses that are reached by one of these interfaces result in a match for the route map.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure a
second route-map section with an explicit match specified.

This command does not require a license.

Examples This example shows how to configure a list of interfaces:

switch#configure terminal

switch (config)# route-map testl

switch (config-route-map) # match interface ethernet 2/1, ethernet 4/3

Related Commands Command | Description

route-map | Defines the conditions for redistributing routes from one routing protocol into another, or enables
policy routing.
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match ip address

To distribute any routes that have a destination IPv4 network number address that is permitted by a standard
access list, an expanded access list, or a prefix list, or to perform policy routing on packets, use the match ip
address command. To remove the match ip address entry, use the no form of this command.

match ip address {accesslist-name [accesslist-name. .. ] |prefix-list prefix-list-name
[prefix-list-name. . . 1}

nomatch ip address {accesslist-name [accesslist-name. . .] | prefix-list prefix-list-name
[prefix-list-name. . .1}

Syntax Description

Command Default

Command Modes

access-list-name... Name of a standard or expanded access list. It can be any alphanumeric string
up to 63 characters. The ellipsis indicates that multiple values can be entered,
up to 32 prefix lists.

prefix-list prefix-list-name... | Distributes routes based on a prefix list. The prefix list name can be any
alphanumeric string up to 63 characters. The ellipsis indicates that multiple
values can be entered, up to 32 prefix lists.

No access list names or prefix lists are specified.

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Release | Modification

4.0(1) |This command was introduced.

The access-list-name argument is supported in route maps for Policy based-routing (PBR) only.

An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
access-list-name or the prefix-list-name arguments .

Like matches in the same route map subblock are filtered with “or” semantics. If any one match clause is
matched in the entire route map subblock, this match is treated as a successful match. Dissimilar match clauses
are filtered with “and” semantics. Dissimilar matches are filtered logically. If the first set of conditions is not
met, the second match clause is filtered. This process continues until a match occurs or there are no more
match clauses.

Use route maps to redistribute routes or to subject packets to policy routing.
Redistribution

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.
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The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

When you are passing routes through a route map, a route map can have several sections that contain specific
match clauses. Any route that does not match at least one match clause relating to a route-map command
will be ignored; that is, the route will not be advertised for outbound route maps and will not be accepted for
inbound route maps. If you want to modify only some data, you must configure a second route map section
with an explicit match specified.

Policy Routing

Another purpose of route maps is to enable policy routing. The match ip address command allows you to
policy route packets based on criteria that can be matched with an expanded access list; for example, a protocol,
protocol service, and source or destination IP address. To define the conditions for policy routing packets,
use the ip policy route-map interface configuration command, in addition to the route-map global
configuration command, and the match and set route-map configuration commands. Each route-map command
has a list of match and set commands associated with it. The match commands specify the match criteria—the
conditions under which policy routing occurs. The set commands specify the set actions—the particular
routing actions to perform if the criteria enforced by the match commands are met. You might want to policy
route packets based on their source, for example, using an access list.

This command does not require a license.

This example shows how to match routes that have addresses specified by an access list test:

switch#configure terminal

switch (config)# feature pbr

switch(config) # interface ethernet 2/10

switch (config-if)# ip policy route-map chicago
switch (config-if)# exit

switch(config)# route-map chicago

switch (config-route-map) # match ip address test

Related Commands

Command Description

ip policy route-map Identifies a route map to use for policy routing on an interface.

match as-path Matches a BGP autonomous system path access list.

match community Matches a BGP community.

match interface Distributes any routes that have their next hop out one of the interfaces
specified.

match ip next-hop Redistributes any routes that have a next hop router address passed by one

of the access lists specified.

match ip route-source Redistributes routes that have been advertised by routers and access servers
at the address specified by the access lists.

match length Bases policy routing on the Level 3 length of a packet.

match metric Redistributes routes with the metric specified.
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Command

Description

match route-type

Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.

set ip default next-hop

Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route
to a destination.

set ip next-hop Indicates where to output packets that pass a match clause of a route map for
policy routing.
set level Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP,OSPF,RIP)

Sets the metric value for a routing protocol.

Set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ip multicast

To configure the IPv4 multicast features for the route-map matching, use the match ip multicast route-map
configuration command. To remove the match, use the no form of this command.

match ip multicast {group address/length|source address/length|rp address/length [rp-type
{asm | bidir}]}
no match ip multicast

Syntax Description

Command Default

Command Modes

group address/length | Specifies the group address and the length of the network mask in bits, in this format:
A.B.C.D/length. The network number can be any valid IP address or prefix. The bit
mask can be a number from 0 to 32.

You can configure group, source, and rp options.

sour ce address/length | Specifies the source address and the length of the network mask in bits, in this format:
A.B.C.D/length. The network number can be any valid IP address or prefix. The bit
mask can be a number from 0 to 32.

You can configure group, source, and rp options.

rp address/length Specifies the IPv4 rendezvous prefix (RP) and the length of the IPv4 prefix mask in
bits, in this format: A.B.C.D/length. The network number can be any valid IPv4
address or prefix. The bit mask can be a number from 0 to 32.

You can configure group, source, and rp options.

rp-type (Optional) Specifies the multicast rendezvous point type.

asm Specifies the any-source multicast (ASM) rendezvous point type.

bidir Specifies the bidirectional (bidir) multicast rendezvous point type.
None

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

4.1(2) |Added source keyword.

To specify the multicast attributes to match, use the match ip multicast command.

Use the route-map command to enter route-map configuration mode. Once you enter the route-map command,
the prompt changes to the following:

switch (config-route-map) #

Once you enter route-map configuration mode, you can enter the match ip multicast command.
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You can configure both group and rp options.

This command does not require a license.

This example shows how to specify the group IPv4 prefix and the length of the IPv4 prefix for the

neighbors to match:

switch#configure terminal

switch (config)# route-map blueberry
switch (config-route-map)# match ip multicast group 192.0.0.0/19

switch (config-route-map) #

This example shows how to specify both the group IPv4 prefix and the rendezvous point the IPv4
prefix for the neighbors to match:

switch#configure terminal

switch (config) # route-map raspberry
switch (config-route-map)# match ip multicast group 192.0.0.0/19 rp 209.165.201.0/27

switch (config-route-map) #

Related Commands

Command

Description

ip policy route-map

Identifies a route map to use for policy routing on an interface.

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

maitch interface

Distributes any routes that have their next hop out one of the interfaces
specified.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one
of the access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers
at the address specified by the access lists.

match length

Bases policy routing on the Level 3 length of a packet.

match metric

Redistributes routes with the metric specified.

match route-type

Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.
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Command

Description

set ip default next-hop

Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route
to a destination.

Set ip next-hop Indicates where to output packets that pass a match clause of a route map for
policy routing.
set level Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP,OSPF,RIP)

Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ip next-hop prefix-list

To redistribute any IPv4 routes that have a next hop router address passed by one of the access lists specified,
use the match ip next-hop prefix-list command in route-map configuration mode. To remove the next hop
entry, use the no form of this command.

match ip next-hop prefix-list prefix-list-name [. . . prefix-list-name]
nomatch ip next-hop prefix-list prefix-list-name [. . . prefix-list-name]

Syntax Description prefix-list-name | Number or name of a prefix list. It can be any alphanumeric string up to 63 characters. The
ellipsis indicates that multiple values can be entered, up to 32 prefix lists.

Command Default Routes are distributed freely, without being required to match a next hop address.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
prefix-list-name argument .

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

When you are passing routes through a route map, a route map can have several parts. Any route that does
not match at least one match clause relating to a route-map command will be ignored; that is, the route will
not be advertised for outbound route maps and will not be accepted for inbound route maps. If you want to
modify only some data, you must configure a second route map section with an explicit match specified.

This command does not require a license.

Examples This example shows how to distributes routes that have a next hop router address passed by the prefix

list test:

switch#configure terminal
switch (config)# route-map blue
switch (config-route-map) # match ip next-hop prefix-list test
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Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that
is permitted by a standard or expanded access list, and performs policy routing
on packets.

match ip route-source

Redistributes routes that have been advertised by routers and access servers
at the address specified by the access lists.

match route-type

Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP,OSPF,RIP)

Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ip route-source prefix-list

To redistribute IPv4 routes that have been advertised by routers and access servers at the address specified
by the access lists, use the match ip route-source prefix-list command in route-map configuration mode.
To remove the route-source entry, use the Nno form of this command.

match ip route-source prefix-list prefix-list-name [. . . prefix-list-name]
nomatch ip route-source prefix-list prefix-list-name [. . . prefix-list-name]

Syntax Description prefix-list-name | Number or name of a prefix list. It can be any alphanumeric string up to 63 characters. The
ellipsis indicates that multiple values can be entered, up to 32 prefix lists.

Command Default No filtering on route source.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
prefix-list-name argument .

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

There are situations in which the next hop and source router address of the route are not the same.

This command does not require a license.

Examples This example shows how to distribute routes that have been advertised by routers and access servers

at the addresses specified by access lists 5 and 80:

switch#configure terminal
switch (config) # route-map blue
switch(config-route-map)# match ip route-source prefix-list 5 80
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Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that
is permitted by a standard or expanded access list, and performs policy routing
on packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one
of the access lists specified.

match route-type

Redistributes routes of the specified type.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.
set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP,OSPF,RIP)

Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ipv6 address

To distribute any routes that have a destination IPv6 network number address that is permitted by a standard
access list, an expanded access list, or a prefix list, or to perform policy routing on packets, use the match
ipv6 address command in route-map configuration mode. To remove the match statement from the route
map, use the no form of this command.

match ipv6 address {prefix-list prefix-list-name [prefix-list-name . . . Jaccess-list-name}
nomatch ipv6 address {prefix-list prefix-list-name [prefix-list-name . . . ]access-list-name}

Syntax Description

Command Default

Command Modes

prefix-list prefix-list-name... | Distributes routes based on a prefix list. The prefix list name can be any
alphanumeric string up to 63 characters. The ellipsis indicates that multiple
values can be entered. You can configure up to 32 prefix lists.

access-list-name... Name of a standard or expanded access list. It can be any alphanumeric string
up to 63 characters.

You can only use access lists for policy-based routing.

No access list names or prefix lists are specified.

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

The access-list-name argument is supported in route-maps for PBR only.

An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
prefix-list-name argument .

Like matches in the same route map subblock are filtered with “or” semantics. If any one match clause is
matched in the entire route map subblock, this match is treated as a successful match. Dissimilar match clauses
are filtered with “and” semantics. So dissimilar matches are filtered logically. If the first set of conditions is
not met, the second match clause is filtered. This process continues until a match occurs or there are no more
match clauses.

Use route maps to redistribute routes or to subject packets to policy routing. Both purposes are described in
this section.

Redistribution

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.
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The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

When you are passing routes through a route map, a route map can have several sections that contain specific
match clauses. Any route that does not match at least one match clause relating to a route-map command
will be ignored; that is, the route will not be advertised for outbound route maps and will not be accepted for
inbound route maps. If you want to modify only some data, you must configure a second route map section
with an explicit match specified.

Policy Routing

Another purpose of route maps is to enable policy routing. The match ipv6 address command allows you to
policy route packets based on criteria that can be matched with an expanded access list; for example, a protocol,
protocol service, and source or destination IP address. To define the conditions for policy routing packets,
use the ipv6 policy route-map interface configuration command, in addition to the route-map global
configuration command, and the match and set route-map configuration commands. Each route-map command
has a list of match and set commands associated with it. The match commands specify the match criteria—the
conditions under which policy routing occurs. The set commands specify the set actions—the particular
routing actions to perform if the criteria enforced by the match commands are met. You might want to policy
route packets based on their source, for example, using an access list.

This command does not require a license.

This example shows how to match routes that have addresses specified by the access list named red:

switch#configure terminal

switch (config)# feature pbr

switch (config) # route-map blue

switch (config-route-map) # match ipvé address red

Related Commands

Command Description

match as-path Matches a BGP autonomous system path access list.

match community Matches a BGP community.

match interface Distributes any routes that have their next hop out one of the interfaces
specified.

match ip next-hop Redistributes any routes that have a next hop router address passed by one

of the access lists specified.

match ip route-source Redistributes routes that have been advertised by routers and access servers
at the address specified by the access lists.

match length Bases policy routing on the Level 3 length of a packet.

match metric Redistributes routes with the metric specified.

match route-type Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.
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Command Description

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.

set ip default next-hop

Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route
to a destination.

set ip next-hop Indicates where to output packets that pass a match clause of a route map for
policy routing.
set level Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP,OSPF,RIP)

Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.

Cisco Nexus 7000 Series Unicast Routing Command Reference .



. match ipv6 multicast

match ipvé multicast

M Commands |

To configure the IPv6 multicast features for the route-map matching, use the match ipv6é multicast route-map
configuration command.

match ipv6é multicast {group address/length|source address/length|rp address/length [ rp-type

{asm | bidir}]}

Syntax Description group address/length

Specifies the group address and the length of the network mask in bits, in this format:
A:B::C:D/length. The network number can be any valid IPv6 address or prefix. The
range for length is 0 to Ox7FFFFFFF .

You can specify the group, source, and rp options.

sour ceaddress/length

Specifies the source address and the length of the network mask in bits, in this format:
A:B::C:D/length. The network number can be any valid IPv6 address or prefix. The
range for length is 0 to Ox7FFFFFFF .

You can specify the group, source, and rp options.

rp address/length

Specifies the IPv6 rendezvous prefix (RP) and the length of the IPv6 prefix mask in
bits, in this format: A:B::C:D/length. The network number can be any valid IPv6
address or prefix. The bit mask can be a number from 0 to 32.

You can specify the group, source, and rp options.

rp-type

(Optional) Specifies the multicast rendezvous point type.

asm

Specifies the any-source multicast (ASM) rendezvous point type.

bidir

Specifies the bidirectional (bidir) multicast rendezvous point type.

Command Default None

Command Modes

Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) | This command was introduced.

4.1(2) |Added the source keyword.

Usage Guidelines To specify the multicast attributes to match, use the match ipv6 multicast route-map configuration command.
You must enter the feature pbr global configuration mode command to enable PBR before entering the

route-map command.

Use the route-map command to enter route-map configuration mode. Once you enter the route-map command,
the prompt changes to the following:

switch (config-route-map) #

Once you enter route-map configuration mode, you can enter the match ipv6 multicast command.
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match ipv6 multicast .

You can specify the group, source, and rp options.

This command does not require a license.

This example shows how to specify the group IPv6 prefix and the length of the IPv6 prefix for the
neighbors to match:

switch#configure terminal

switch(config)# route-map blueberry

switch (config-route-map) #match ipvé multicast group 30:0::0:0/12
switch (config-route-map) #

This example shows how to specify both the group IPv6 prefix and the rendezvous point IPv6 prefix
for the neighbors to match:

switch#configure terminal

switch (config)# route-map red

switch (config-route-map) #match ipvé multicast group 30:0::0:0/12 rp 2001:0DB8::/48
switch (config-route-map) #

Related Commands

Command Description
match as-path Matches a BGP autonomous system path access list.
match community Matches a BGP community.

match ipv6 next-hop Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ipv6 route-sour ce | Redistributes routes that have been advertised by routers and access servers at
the address specified by the access lists.

match length Bases policy routing on the Level 3 length of a packet.

match route-type Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.
route-map Defines the conditions for redistributing routes from one routing protocol into

another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community Sets the BGP communities attribute.

set ipv6 default next-hop | Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route to
a destination.

set ipv6 next-hop Indicates where to output packets that pass a match clause of a route map for
policy routing.

set level Indicates where to import routes.

set local-preference Specifies a preference value for the autonomous system path.
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Command Description

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ipv6 next-hop prefix-list

To redistribute any IPv6 routes that have a next hop router address passed by one of the access lists specified,
use the match ipv6 next-hop prefix-list command. To remove the next hop entry, use the no form of this
command.

match ipv6 next-hop prefix-list name [. . .name]
nomatch ipv6 next-hop prefix-liss name [. . .name]

Syntax Description name... | Prefix list name. It can be any alphanumeric string up to 63 characters. The ellipsis indicates that
multiple values can be entered, up to 32 prefix lists.

Command Default Routes are distributed freely, without being required to match a next hop address.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
name argument .

Use the route-map global configuration command, and the match and Set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

\}

Note A permit route map containing only set commands and no match commands permits all routes.

When you are passing routes through a route map, a route map can have several parts. Any route that does
not match at least one match clause relating to a route-map command will be ignored; that is, the route will
not be advertised for outbound route maps and will not be accepted for inbound route maps. If you want to
modify only some data, you must configure a second route map section with an explicit match specified.

This command does not require a license.

Examples This example shows how to distribute routes that have a next hop router address passed by prefix

list 5:
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switch# configure terminal
switch (config)# route-map blue
switch (config-route-map) #match ipv6é next-hop prefix-list test

Related Commands | Command Description
match as-path Matches a BGP autonomous system path access list.
match community Matches a BGP community.

match ipv6 next-hop Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source | Redistributes routes that have been advertised by routers and access servers at
the address specified by the access lists.

match length Bases policy routing on the Level 3 length of a packet.

match route-type Redistributes routes of the specified type.

match tag Redistributes routes in the routing table that match the specified tags.
route-map Defines the conditions for redistributing routes from one routing protocol into

another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community Sets the BGP communities attribute.

set ipv6 default next-hop | Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route to
a destination.

set ipv6 next-hop Indicates where to output packets that pass a match clause of a route map for
policy routing.

set level Indicates where to import routes.

set local-preference Specifies a preference value for the autonomous system path.
set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.

set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match ipv6 route-source prefix-list

To redistribute IPv6 routes that have been advertised by routers and access servers at the address specified
by the access lists, use the match ipv6 route-sour ce prefix-list command in route-map configuration mode.
To remove the route-source entry, use the Nno form of this command.

match ipv6 route-source prefix-list name [...name]
nomatch ipv6 route-source prefix-list name [. . .name]

Syntax Description

Command Default

Command Modes

name.. | Prefix list name. It can be any alphanumeric string up to 63 characters. The ellipsis indicates that
multiple values can be entered, up to 32 prefix lists.

No filtering on route source.

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
name argument .

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

There are situations in which the next hop and source router address of the route are not the same.

This command does not require a license.

This example shows how to distribute routes that have been advertised by routers and access servers
at the addresses specified by the prefix list test:

switch# configure terminal
switch (config) # route-map blue
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switch (config-route-map) # match ipvé route-source prefix-list test

Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that
is permitted by a standard or expanded access list, and performs policy
routing on packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one
of the access lists specified.

match route-type

Redistributes routes of the specified type.

route-map Defines the conditions for redistributing routes from one routing protocol
into another, or enables policy routing.
set as-path Modifies an autonomous system path for BGP routes.

set automatic-tag

Automatically computes the tag value.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric (BGP, OSPF, RIP)

Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match length

To base policy routing on the Level 3 length of a packet, use the match length command. To remove the
entry, use the no form of this command.

match length minimum-length maximum-length
no match length minimum-length maximum-length

Syntax Description minimum-length | Minimum Level 3 length of the packet, inclusive, allowed for a match. Range: 0 to
2147483647.

maximumtlength | Maximum Level 3 length of the packet, inclusive, allowed for a match. Range: 0 to
2147483647.

Command Default No policy routing occurs on the length of a packet.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) | This command was introduced.

Usage Guidelines In IPv4, use the ip policy route-map interface configuration command, the route-map global configuration
command, and the match and set route-map configuration commands, to define the conditions for policy
routing packets. The ip policy route-map command identifies a route map by name. Each route-map has a
list of match and set commands associated with it. The match commands specify the match criteria—the
conditions under which policy routing occurs. The set commands specify the set actions—the particular
routing actions to perform if the criteria enforced by the match commands are met.

In PBR for IPv6, use the ipv6 policy route-map or ipv6 local policy route-map command to define conditions
for policy routing packets.

In IPv4, the match route-map configuration command has multiple formats. The match commands can be
given in any order, and all match commands must “pass” to cause the packet to be routed according to the
set actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

In IPv4, you might want to base your policy routing on the length of packets so that your interactive traffic
and bulk traffic are directed to different routers.

This command does not require a license.

Examples This example shows how to set the packets 3 to 200 bytes long:

switch# configure terminal
switch (config)# route-map blue
switch (config-route-map)# match length 3 200
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Related Commands Command

Description

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ipv6 address

Specifies an [Pv6 access list to use to match packets for PBR for IPv6.

match length

Bases policy routing on the Level 3 length of a packet.

route-map

Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set ip default next-hop

Indicates where to output packets that pass a match clause of a route map for
policy routing and for which the Cisco NX-OS software has no explicit route to
a destination.

set ipv6 default next-hop

Specifies an [Pv6 default next hop to which matching packets will be forwarded.

set ipv6 next-hop

Indicates where to output packets that pass a match clause of a route map for
policy routing.

set ipv6 precedence

Sets the precedence value in the IPv6 packet header.
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match metric

To redistribute routes in the routing table that match the routing metric value, use the match metriccommand.
To remove the tag entry, use the Nno form of this command.

match metric metric-value [+-deviation-number] [... metric-value [+-deviation-number]]
nomatch metric metric-value [+-deviation-number] [... metric-value [+-deviation-number]]

Syntax Description | metric-value Internal route metric. The range is from 1 to 4294967295.

+ - Specifies a standard deviation range of the metric. The router will match any metric that
falls inclusively in that range.

deviation-number | (Optional) Standard deviation number that will offset the number configured for the
metric-value argument. The deviation-number argument can be any number. There is no
default.

Command Default No match values are defined.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

5.0(2) | This command was introduced.

Usage Guidelines To redistribute routes with the specified metric, use the match metric command in route-map configuration
mode. To remove the entry for the redistributed route from the routing table, use the no form of this command.

You can specify one or more metrics (or) range of metrics using the deviation-number argument. At least one
of the specified metrics must match for the command to “pass”.

An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
arguments .

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.
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This command requires the LAN Enterprise license.

This example shows how to redistribute routes stored in the routing table with a metric of 5:

switch# configure terminal
switch (config)# route-map blueberry
switch (config-route-map) # match metric 5

Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers at the
address specified by the access lists.

match metric Redistributes routes with the metric specified.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match mac-list

To redistribute routes in the routing table that match a MAC address in the MAC list, use the match
mac-listcommand in route-map configuration mode. To remove the tag entry, use the no form of this command.

match mac-list listname
no match mac-list listhame

Syntax Description

Command Default

Command Modes

ligname| MAC list name. The name can be any case-sensitive, alphanumeric string up to 32 characters.

No match values are defined.

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Examples

Release | Modification

5.0(2) | This command was introduced.

To redistribute routes with the specified MAC address into an Overlay Transport Virtualization (OTV) network,
use the match mac-list command in route-map configuration mode. To remove the entry for the redistributed
route from the routing table, use the no form of this command.

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The Set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

This command requires the LAN Enterprise license.

This example shows how to redistribute routes stored in the routing table that match entries in the
Red MAC list:

switch# configure terminal
switch (config)# route-map blueberry
switch (config-route-map) # match mac-list Red
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Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers at the
address specified by the access lists.

match metric Redistributes routes with the metric specified.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match route-type

To redistribute routes of the specified type, use the match route-type command in route-map configuration
mode. To remove the route type entry, use the Nno form of this command.

match route-type .

match route-type {external |inter-area|internal |intra-area|level-1|level-2|local | nssa-external |
type-1| type-2}

no match route-type {external |inter-area|internal |intra-area|level-1|level-2|local | nssa-external
| type-1|type-2}

Syntax Description

Command Default

Command Modes

external Specifies the external route (Border Gateway Protocol [BGP], Enhanced Interior Gateway
Routing Protocol [EIGRP], and Open Shortest Path First [OSPF] type 1/2).
You can specify more than one keyword.
inter-area | Specifies OSPF inter area route.
You can specify more than one keyword.
internal Specifies the internal route (including the OSPF intra/inter area).
You can specify more than one keyword.
intra-area | Specifies OSPF intra area route.
You can specify more than one keyword.
level-1 Specifies the Intermediate System-to-Intermediate System (IS-IS) level-1 route.
You can specify more than one keyword.
level-2 Specifies the IS-IS level-2 route.
You can specify more than one keyword.
local Specifies the locally generated route.
You can specify more than one keyword.
nssa-external | Specifies the nssa-external route (OSPF type 1/2).
You can specify more than one keyword.
type-1 Specifies the OSPF external type 1 route.
You can specify more than one keyword.
type-2 Specifies the OSPF external type 2 route.

You can specify more than one keyword.

This command is disabled by default.

Route-map configuration (config-route-map)
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Command History

Usage Guidelines

Examples

Release | Modification

6.1(1) | Added inter-area and intra-area keywords to the syntax description.

4.0(1) | This command was introduced.

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

You can specify more than one keyword.

This command does not require a license.

This example shows how to redistribute internal routes:

switch# configure terminal
switch (config)# route-map blueberry
switch(config-route-map)# match route-type internal

This example shows how to redistribute internal routes and type-1 OSPF routes:

switch# configure terminal
switch (config)# route-map blueberry
switch (config-route-map) # match route-type internal type-1

This example shows how to specifies OSPF inter area route:

switch# configure terminal

switch (config)# route-map blueberry

switch (config-route-map)# match route-type inter-area
switch (config-route-map) #

This example shows how to specifies OSPF intra area route:

switch# configure terminal

switch (config)# route-map blueberry

switch (config-route-map) # match route-type intra-area
switch (config-route-map) #

Related Commands

Command Description

match as-path Matches a BGP autonomous system path access list.
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Command

Description

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers at the
address specified by the access lists.

match metric

Redistributes routes with the metric specified.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match source-protocol

To specify a match clause that matches external routes from sources that match the source protocol, use the
match source-protocol command.

match source-protocol source-protocol [as-number]

Syntax Description source-protocol | Source protocol. The valid options are bgp, connected, eigrp, isis, ospf, rip, and static.

as-number Autonomous System Number (ASN). The range is from 1 to 65535.

Command Default None

Command Modes
config-router mode

Command History Release | Modification

6.2(2) | This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Examples This example shows how to specify a match clause that matches external routes from sources that

match the source protocol:

switch# configure terminal

switch (config) # route-map metric-rangeouter eigrp Testl
switch (config-router)# match metric external 500 +- 100
switch (config-router)# match source-protocol bgp 45000
switch (config-router) #

Related Commands Command | Description

set tag | Sets a tag value on the route in the destination routing protocol when all the match criteria of a
route map are met.
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match tag

To redistribute routes in the routing table that match the specified tags, use the match tagcommand. To remove
the tag entry, use the no form of this command.

match tag tag-value [. . .tag-value]
nomatch tag tag-value [. . .tag-value]

Syntax Description tag-value| List of one or more route tag values. Each can be an integer from 0 to 4294967295. You can
configure up to 32 tags.

Command Default No match tag values are defined.

Command Modes
Route-map configuration (config-route-map)

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines An ellipsis (...) in the command syntax indicates that your command input can include multiple values for the
tag-value argument .

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-mapcommand. The set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

This command does not require a license.

Examples This example shows how to redistribute routes stored in the routing table with tag 5:

switch# configure terminal
switch (config) # route-map blueberry
switch(config-route-map)# match tag 5
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Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers at the
address specified by the access lists.

match metric Redistributes routes with the metric specified.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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match vian .

To filter routes with the specified VLAN, use the match vlan command. To remove the entry for the
redistributed route from the routing table, use the no form of this command.

match vlan vlan-range
no match vlan vlan-range

Syntax Description

Command Default

Command Modes

vian-range | Range of VLAN that this command matches against. The range is from 1 to 4094.

No match VLAN values are defined.

Route-map configuration (config-route-map)

Command History

Usage Guidelines

Examples

Release | Modification

5.0(2) | This command was introduced.

To filter routes with the specified VLAN, use the match vlan command You can specify one or more VLANs
(or) range of VLANS. At least one of the specified VL ANs must match for the command to pass. The command
matches any VLAN that falls inclusive in the range.

Use the route-map global configuration command, and the match and set route-map configuration commands,
to define the conditions for redistributing routes from one routing protocol into another. Each route-map
command has a list of match and set commands associated with it. The match commands specify the match
criteria—the conditions under which redistribution is allowed for the current route-map command. The Set
commands specify the set actions—the particular redistribution actions to perform if the criteria enforced by
the match commands are met. The no route-map command deletes the route map.

The match route-map configuration command has multiple formats. The match commands can be given in
any order, and all match commands must “pass” to cause the route to be redistributed according to the set
actions given with the set commands. The no forms of the match commands remove the specified match
criteria.

A route map can have several parts. Any route that does not match at least one match clause relating to a
route-map command will be ignored; that is, the route will not be advertised for outbound route maps and
will not be accepted for inbound route maps. If you want to modify only some data, you must configure second
route map section with an explicit match specified.

This command does not require a license.

This example redistributes routes that match VLANs 5-10:

switch# configure terminal
switch (config)# route-map blueberry
switch (config-route-map)# match vlan 5-10
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Related Commands

Command

Description

match as-path

Matches a BGP autonomous system path access list.

match community

Matches a BGP community.

match ip address

Distributes any routes that have a destination network number address that is
permitted by a standard or expanded access list, and performs policy routing on
packets.

match ip next-hop

Redistributes any routes that have a next hop router address passed by one of the
access lists specified.

match ip route-source

Redistributes routes that have been advertised by routers and access servers at the
address specified by the access lists.

match metric Redistributes routes with the metric specified.

match tag Redistributes routes in the routing table that match the specified tags.

route-map Defines the conditions for redistributing routes from one routing protocol into
another, or enables policy routing.

set as-path Modifies an autonomous system path for BGP routes.

set community

Sets the BGP communities attribute.

set level

Indicates where to import routes.

set local-preference

Specifies a preference value for the autonomous system path.

set metric Sets the metric value for a routing protocol.

set metric-type Sets the metric type for the destination routing protocol.
set next-hop Specifies the address of the next hop.

set tag Sets a tag value of the destination routing protocol.

set weight Specifies the BGP weight for the routing table.
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max-Isp-lifetime

To set the maximum time for which link-state packets (LSPs) persist without being refreshed, use the
max-lsp-lifetime command. To restore the default time, use the No form of this command.

max-Isp-lifetime value
no max-lsp-lifetime

Syntax Description | value| (Optional) Maximum LSP lifetime in seconds. Range: 1 to 65535. Default: 1200.

Command Default The default is 1200 seconds.

Command Modes
Router configurationVRF configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines The maximum LSP lifetime must be greater than the LSP refresh interval.

This command requires the Enterprise Services license.

Command Default This example shows how to set the maximum time that the LSP persists to 11,000 seconds (more than three
hours):

switch# configure terminal
switch (config)# router isis
switch(config-router)# max-lsp-lifetime 11000

Related Commands | Command |Description

feature Enables IS-IS on the router.
isis

router isis| Enables IS-IS.
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max-metric router-Isa (OSPF)

To configure the Open Shortest Path First (OSPF) protocol to advertise a maximum metric so that other routers
do not prefer the router as an intermediate hop in their shortest path first (SPF) calculations, use the max-metric
router-lsa command. To disable the advertisement of a maximum metric, use the no form of this command.

max-metric router-lsa [external-lsa [max-metric-value] [include-stub]] [on-startup [{seconds|
wait-for bgp tag}]] [summary-lsa [max-metric-value]]

nomax-metric router-lsa [external-lsa [max-metric-value] [include-stub]] [on-startup [{seconds]
wait-for bgp tag}]] [summary-lsa [max-metric-value]]

Syntax Description

Command Default

Command Modes

external-lsa Specifies the external LSAs.

max-metric-value | (Optional) Specifies the max-metric values for external LSAs. The range is 1-65535.

include-stub Advertises the max-metric for stub links.

on-startup (Optional) Configures the router to advertise a maximum metric at startup.

seconds (Optional) Maximum metric (in seconds) that is advertised for the specified time interval.
The configurable range is from 5 to 86400 seconds. The default is 600 seconds.

wait-for bgp tag | (Optional) Advertises a maximum metric until Border Gateway Protocol (BGP) routing
tables have converged or the default timer has expired. The default timer is 600 seconds.

summary-lsa | Specifies the summary LSAs.

max-metric-value | (Optional) Specifies the max-metric value for summary LSAs. The range is from 1-65535.

Originates router link-state advertisements (LSAs) with normal link metrics.

Router configuration
Router VRF configuration

Command History

Release | Modification

4.0(1) |This command was introduced.

Use the max-metric router-lsa command to originate LSAs with a maximum metric (LSInfinity: OXFFFF)
through all nonstub links, which allows BGP routing tables to converge without attracting transit traffic (if
there are not alternate lower cost paths to the router). The router advertises accurate (normal) metrics after
the configured or default timers expire or after BGP sends a notification that routing tables have converged.

Updates hold true to all releases that have this command and option.

wait-for-bgp is a feature to avoid the IGP from declaring its ready to be used for transit after a reload, if BGP
on the device has not converged yet (received the entire routing table from its peers and installed in FIB).
This prevents an upstream node sending externally bound (BGP) traffic to this node prematurely and causing
traffic blackholing.
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Note Directly connected links in a stub network are not affected by the configuration of a maximum or infinite
metric because the cost of a stub link is always set to the output interface cost.

You can use the max-metric router-lsa command in the following situations:

* Reloading a router. After a router is reloaded, Interior Gateway Protocols (IGPs) converge very quickly,
and other routers may try to forward traffic through the newly reloaded router. If the router is still building
BGP routing tables, the packets that are destined for other networks that the router has not learned through
BGP may be dropped.

* Introducing a router into a network without routing traffic through it. You may want to connect a router
to an OSPF network but not want real traffic to flow through the router if there are better alternate paths.
If no alternate paths exist, then this router would still accept transit traffic.

* Gracefully removing a router from a network. This feature allows you to gracefully remove a router from
the network by advertising a maximum metric through all links, which allows other routers to select
alternate paths for transit traffic to follow before the router is shut down.

\}

Note  You should not save the running configuration of a router that is configured for a graceful shutdown because
the router will continue to advertise a maximum metric after it is reloaded.

This command requires the Enterprise Services license.

Examples This example shows how to configure a router that is running OSPF to advertise a maximum metric

for 100 seconds:

switch# configure terminal
switch (config)# router ospf 100
switch (config-router)# max-metric router-lsa on-startup 100

This example shows how to configure a router to advertise a maximum metric until BGP routing
tables converge or until the default timer expires (600 seconds):
switch# configure terminal

switch (config)# router ospf 100
switch (config-router)# max-metric router-lsa on-startup wait-for bgp bgpTag

Related Commands | Command | Description

show ip Displays general information about OSPF routing processes.
ospf
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max-metric router-lsa (0SPFv2)

To configure the Open Shortest Path First version 2 (OSPFv2) protocol to advertise a maximum metric so
that other routers do not prefer the router as an intermediate hop in their shortest path first (SPF) calculations,
use the max-metric router-Isa (OSPFVv2) command. To disable the advertisement of a maximum metric, use
the no form of this command.

max-metric router-lsa [external-lsa [max-metric-value]] [include-stub] [{on-startup [seconds] |
wait-for bgp tag}] [summary-lsa [max-metric-value]]

no max-metric router-lsa [external-lsa [max-metric-value]] [include-stub] [{on-startup [seconds]
| wait-for bgp tag}] [summary-lsa [max-metric-value]]

Syntax Description

Command Default

Command Modes

external-lsa (Optional) Specifies the external link-state advertisements (LSAs).

max-metric-value | (Optional) Max-metric values for summary LSAs. The range is from 1 to 167777215.

include-stub Advertises the max-metric for stub links.

on-startup (Optional) Configures the router to advertise a maximum metric at startup.

seconds (Optional) Maximum metric (in seconds) that is advertised for the specified time interval.
The configurable range is from 5 to 86400 seconds. The default is 600 seconds.

wait-for bgp (Optional) Advertises a maximum metric until Border Gateway Protocol (BGP) routing
tables have converged or the default timer has expired. The default timer is 600 seconds.

tag (Optional) Tag of the BGP instance. The maximum size is 20 characters.

summary-lsa | Specifies the summary LSAs.

Originates router link-state advertisements (LSAs) with normal link metrics.

Router configuration
Router VRF configuration

Command History

Usage Guidelines

Release | Modification

6.2(8) | This command was introduced.

Use the max-metric router-lsa command to originate LSAs with a maximum metric (LSInfinity: OXFFFF)
through all nonstub links, which allows BGP routing tables to converge without attracting transit traffic (if
there are not alternate lower cost paths to the router). The router advertises accurate (normal) metrics after
the configured or default timers expire or after BGP sends a notification that routing tables have converged.

Updates hold true to all releases that have this command and option.

The wait-for bgp keywords allow you to avoid the IGP from declaring it is ready to be used for transit after
areload, if BGP on the device has not converged yet (received the entire routing table from its peers and
installed in FIB). This process prevents an upstream node sending externally bound (BGP) traffic to this node
prematurely and causing traffic blackholing.
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Note Directly connected links in a stub network are not affected by the configuration of a maximum or infinite
metric because the cost of a stub link is always set to the output interface cost.

You can use the max-metric router-lsa (OSPFv2) command in the following situations:

* Reloading a router. After a router is reloaded, Interior Gateway Protocols (IGPs) converge very quickly,
and other routers might try to forward traffic through the newly reloaded router. If the router is still
building BGP routing tables, the packets that are destined for other networks that the router has not
learned through BGP might be dropped.

* Introducing a router into a network without routing traffic through it. You might want to connect a router
to an OSPF network but not want real traffic to flow through the router if better alternate paths exist. If
no alternate paths exist, then this router would still accept transit traffic.

* Gracefully removing a router from a network. This feature allows you to gracefully remove a router from
the network by advertising a maximum metric through all links, which allows other routers to select
alternate paths for transit traffic to follow before the router is shut down.

\ )

Note  You should not save the running configuration of a router that is configured for a graceful shutdown because
the router continues to advertise a maximum metric after it is reloaded.

This command requires the Enterprise Services license.

Examples This example shows how to configure a router that is running OSPF to advertise a maximum metric

for 100 seconds:

switch# configure terminal
switch (config) # router ospf 100
switch (config-router)# max-metric router-lsa on-startup 100

This example shows how to configure a router to advertise a maximum metric until BGP routing
tables converge or until the default timer expires (600 seconds):
switch# configure terminal

switch (config)# router ospf 100
switch (config-router)# max-metric router-lsa on-startup wait-for bgp bgpTag

Related Commands | Command Description

max-metric router-lsa (OSPFv3) | Configures the OSPFv3 protocol to advertise a maximum metric.

show ip ospf Displays general information about OSPF routing processes.
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max-metric router-Isa (OSPFv3)

To configure the Open Shortest Path First version 3 (OSPFv3) protocol to advertise a maximum metric so
that other routers do not prefer the router as an intermediate hop in their shortest path first (SPF) calculations,
use the max-metric router-Isa (OSPFv3) command. To disable the advertisement of a maximum metric, use
the no form of this command.

max-metric router-lsa [external-lsa [max-metric-value]] [stub-prefix-lsa] [{on-startup [seconds] |
wait-for bgp tag}] [inter-area-prefix-lsa [max-metric-value]]
no max-metric router-lsa [external-lsa [max-metric-value]] [stub-prefix-lsa] [{on-startup [seconds]
| wait-for bgp tag}] [inter-area-prefix-lsa [max-metric-value]]

Syntax Description

Command Default

Command Modes

external-lsa (Optional) Specifies the external link-state advertisements (LSAs).

max-metric-value (Optional) Max-metric values for summary LSAs. The range is from 1 to 167777215.

stub-prefix-lsa (Optional) Advertises the max-metric for the stub links.
on-startup (Optional) Configures the router to advertise a maximum metric at startup.
seconds (Optional) Maximum metric (in seconds) that is advertised for the specified time

interval. The configurable range is from 5 to 86400 seconds. The default is 600 seconds.

wait-for bgp (Optional) Advertises a maximum metric until Border Gateway Protocol (BGP) routing
tables have converged or the default timer has expired. The default timer is 600
seconds.

tag (Optional) Tag of the BGP instance. The maximum size is 20 characters.

inter-area-prefix-Isa | (Optional) Advertises the inter-area LSAs.

Originates router link-state advertisements (LSAs) with normal link metrics.

Router configuration
Router VRF configuration

Command History

Usage Guidelines

Release | Modification

6.2(8) | This command was introduced.

Use the max-metric router-lsa (OSPFv3) command to originate LSAs with a maximum metric (LSInfinity:
O0xFFFF) through all nonstub links, which allows BGP routing tables to converge without attracting transit
traffic (if there are not alternate lower cost paths to the router). The router advertises accurate (normal) metrics
after the configured or default timers expire or after BGP sends a notification that routing tables have converged.

Updates hold true to all releases that have this command and option.

The wait-for bgp keywords allow you to avoid the IGP from declaring it is ready to be used for transit after
a reload, if BGP on the device has not converged yet (received the entire routing table from its peers and
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installed in FIB). This process prevents an upstream node sending externally bound (BGP) traffic to this node
prematurely and causing traffic blackholing.

\)

Note Directly connected links in a stub network are not affected by the configuration of a maximum or infinite
metric because the cost of a stub link is always set to the output interface cost.

You can use the max-metric router-lsa (OSPFv3) command in the following situations:

* Reloading a router. After a router is reloaded, Interior Gateway Protocols (IGPs) converge very quickly,
and other routers might try to forward traffic through the newly reloaded router. If the router is still
building BGP routing tables, the packets that are destined for other networks that the router has not
learned through BGP might be dropped.

* Introducing a router into a network without routing traffic through it. You might want to connect a router
to an OSPF network but not want real traffic to flow through the router if better alternate paths exist. If
no alternate paths exist, this router would still accept transit traffic.

* Gracefully removing a router from a network. This feature allows you to gracefully remove a router from
the network by advertising a maximum metric through all links, which allows other routers to select
alternate paths for transit traffic to follow before the router is shut down.

\ )

Note  You should not save the running configuration of a router that is configured for a graceful shutdown because
the router continues to advertise a maximum metric after it is reloaded.

This command requires the Enterprise Services license.

Examples This example shows how to configure a router that is running OSPFv3 to advertise a maximum

metric for 100 seconds:

switch# configure terminal
switch (config) # router ospfv3 200
switch (config-router)# max-metric router-lsa on-startup 100

This example shows how to configure a router to advertise a maximum metric for the stub links:

switch# configure terminal
switch (config)# router ospfv3 200
switch (config-router)# max-metric router-lsa stub-prefix-lsa

Related Commands | Command Description

max-metric router-lsa (OSPFVv2) | Configures the OSPFv2 protocol to advertise a maximum metric.

show ip ospf Displays general information about OSPF routing processes.
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maxas-limit

To configure the external Border Gateway Protocol (eBGP) to discard routes that have a high number of
autonomous system (AS) numbers in the AS-path attribute, use the maxas-limit command. To revert to the
default, use the no form of this command.

maxas-limit [number]
no maxas-limit

Syntax Description | number | (Optional) Maximum number of AS numbers allowed in the AS-path attribute. The range is from
1 to 2000.

Command Default No limit

Command Modes
Router configuration

VRF configuration

Command History Release | Modification

4.1(2) |This command was introduced.

Usage Guidelines This command requires the Enterprise Services license.

Command Default This example shows how to set the maximum number of AS numbers to 50:

switch# configure terminal
switch (config) # router bgp 64496
switch(config-router)# maxas-limit 50

Related Commands | Command |Description

feature Enables the BGP feature.
bgp

router bgp | Creates a BGP instance.
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maximum-paths (BGP)

To control the maximum number of parallel routes that the Border Gateway Protocol (BGP) can support, use
the maximum-paths command. To restore the default number of parallel routes, use the no form of this
command.

maximum-paths [ibgp] number-paths
no maximum-paths [ibgp] number-paths

Syntax Description

Command Default

Command Modes

ibgp Configures the maximum interior BGP (iBGP) paths.

number-paths | Maximum number of parallel routes that an IP routing protocol installs in a routing table. The
range is from 1 to 16. Starting from Cisco NX-OS Release 8.4(1), the range is from 1 to 64
on M3- and F3-Series I/O modules.

1 path

Router address family configuration

Command History

Usage Guidelines

Examples

Release | Modification

8.4(1) | The range for the number-paths variable was modified for M3- and F3-Series I/O modules. The
range is now from 1 to 64.

4.0(1) | This command was introduced.

There are no usage guidelines for this command.

This example shows how to allow a maximum of 16 paths to a destination for a BGP routing process:

switch# configure terminal

switch (config)# router bgp 64496

switch (config-router)# address-family ipv4 unicast
switch (config-router-af)# maximum-paths 16

This example shows how to allow a maximum of 64 paths to a destination for a BGP routing process:

switch# configure terminal

switch (config) # router bgp 64496
switch(config-router)# address-family ipv4 unicast
switch (config-router-af) # maximum-paths 64

Related Commands

Command |Description

feature Enables the BGP feature on the router.
bgp

router bgp | Enables BGP.
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maximum-paths (EIGRP)

To control the maximum number of parallel routes that the Enhanced Interior Gateway Routing Protocol
(EIGRP) can support, use the maximum-paths command. To remove the maximum-paths command from
the configuration file and restore the default, use the no form of this command.

maximum-paths maximum
no maximum-paths

Syntax Description | maxinum| Maximum number of parallel routes that EIGRP can install in a routing table. The range is from
1 to 16 routes.

Command Default 8 paths

Command Modes
Address-family configuration

Router configuration
Router VRF configuration

Command History Release | Modification

4.0(1) |This command was introduced.

4.0(2) | The default maximum paths was changed to 8 from 16.

Usage Guidelines Use the maximum-paths command to allow EIGRP to install multiple paths into the routing table for each
prefix. Multiple paths are installed for both internal and external routes that are learned in the same autonomous
system and that are equal cost (according to the EIGRP best path algorithm).

This command requires the Enterprise Services license.

Examples This example shows how to allow a maximum of 10 paths to a destination:

switch# configure terminal
switch (config)# router eigrp 1
switch (config-router) # maximum-paths 10
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maximum-paths (IS-IS)

To control the maximum number of parallel routes that an IP routing protocol can support, use the
maximum-paths configuration mode command. To restore the default number of parallel routes, use the no
form of this command.

maximum-paths number-paths
no maximum-paths

maximum-paths (IS-1S) .

Syntax Description

Command Default

Command Modes

number-paths

range is from 1 to 16.

Maximum number of parallel routes that an IP routing protocol installs in a routing table. The

8 paths

Router configurationVRF configuration

Command History

Usage Guidelines

Examples

Release

Modification

4.0(1)

This command was introduced.

There are no usage guidelines for this command.

This example shows how to allow a maximum of 16 paths to a destination for an IS-IS routing

process:

switch# configure terminal
switch(config)# router isis 3
switch (config-router)# maximum-paths 16

Related Commands

Command | Description

feature
isis

Enables IS-IS on the router.

router isis| Enables IS-IS.
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maximum-paths (RIP)

To configure the maximum number of equal cost parallel routes that the Routing Information Protocol (RIP)
will install into the routing table, use the maximum-paths command. To remove the maximum-paths
command and restore the system to its default condition with respect to RIP, use the no form of this command.

maximum-paths maximum
no maximum-paths

Syntax Description | maximum| Maximum number of parallel routes that RIP can install in a routing table. The range is from 1 to
16.

Command Default 8 paths

Command Modes
Router address-family configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to allow a maximum of 16 equal cost paths to a destination:
switch# configure terminal

switch (config)# router rip Enterprise

switch (config-router)# address-family ipv4 unicast

switch (config-router-af) # maximum-paths 16

Related Commands | Command Description

address-family | Enters address-family configuration mode.
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maximum-paths (OSPF)

To control the maximum number of parallel routes that Open Shortest Path First (OSPF) can support, use the
maximum-paths command. To remove the maximum-paths command from the configuration file and restore
the system to the default, use the no form of this command.

maximum-paths maximum
no maximum-paths

Syntax Description

Command Default

Command Modes

meximum| Maximum number of parallel routes that OSPF can install in a routing table. The range is from 1
to 16 routes.

8 paths

Router configuration
Router VRF configuration

Command History

Usage Guidelines

Examples

Release | Modification

4.0(1) |This command was introduced.

Use the maximum-paths command to allow OSPF to install multiple paths into the routing table for each
prefix. Multiple paths are installed for both internal and external routes that are learned in the same autonomous
system and that have an equal cost (according to the OSPF shortest path first algorithm).

This command requires the Enterprise Services license.

This example shows how to allow a maximum of 10 paths to a destination:

switch# configure terminal
switch(config)# router ospf 1
switch (config-router) # maximum-paths 10
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maximum-paths (OSPFv3)

To control the maximum number of parallel routes that Open Shortest Path First version 3 (OSPFv3) can
support, use the maximum-paths command. To remove the maximum-paths command from the configuration
file and restore the system to the default, use the no form of this command.

maximum-paths maximum
no maximum-paths

Syntax Description | maxinum| Maximum number of parallel routes that OSPFv3 can install in a routing table. The range is from
1 to 16 routes.

Command Default 8 paths

Command Modes
Address-family configuration

Command History Release | Modification

4.0(1) |This command was introduced.

Usage Guidelines Use the maximum-paths command to allow OSPFv3 to install multiple paths into the routing table for each
prefix. Multiple paths are installed for both internal and external routes that are learned in the same autonomous
system and that have an equal cost (according to the OSPFv3 shortest path first algorithm).

This command requires the Enterprise Services license.

Examples This example shows how to allow a maximum of 10 paths to a destination:
switch# configure terminal

switch(config)# router ospfv3 1

switch (config-router)# address-family ipv6é unicast

switch (config-router-af) # maximum-paths 10
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maximum-prefix

To control how many prefixes can be received from a neighbor, use the maximum-prefix command. To
disable this function, use the no form of this command.

maximum-prefix maximum [threshold] [restart restart-interval] [warning-only]
no maximume-prefix

Syntax Description

Command Default

Command Modes

maxi mum Maximum number of prefixes allowed from the specified neighbor. The number of prefixes
that can be configured is limited only by the available system resources on a router. Range:
1 to 300000.

threshold (Optional) Specifies percentage of the maximum-prefix limit at which the router starts to

generate a warning message. Range: 1 to 100. Default: 75.

restart (Optional) Specifies the time interval (in minutes) that a peering session is reestablished.
interval Range: 1 to 65535.

warning-only | (Optional) Allows the router to generate a syslog message when the maximum-prefix limit
is exceeded, instead of terminating the peering session.

This command is disabled by default. Peering sessions are disabled when the maximum number of prefixes
is exceeded. If you do not configure the restart interval, a disabled session will stay down after the
maximum-prefix limit is exceeded.

Peer template configuration
Router bgp configuration

Command History

Usage Guidelines

Release | Modification

4.0(1) | This command was introduced.

The number of prefixes that can be configured is limited only by the available system resources on a router.

The maximum-prefix command allows you to configure a maximum number of prefixes that a Border
Gateway Protocol (BGP) routing process will accept from the specified peer. This feature provides a mechanism
(in addition to distribute lists, filter lists, and route maps) to control prefixes received from a peer.

When the number of received prefixes exceeds the maximum number configured, BGP disables the peering
session (by default). If the restart keyword is configured, BGP will automatically reestablish the peering
session at the configured time interval. If the restart keyword is not configured and a peering session is
terminated because the maximum prefix limit has been exceed, the peering session will not be be reestablished
until the clear ip bgp command is entered. If the warning-only keyword is configured, BGP sends only a
log message and continues to peer with the sender.

There is no default limit on the number of prefixes that can be configured with this command. Limitations on
the number of prefixes that can be configured are determined by the amount of available system resources.
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Examples In this example, the maximum prefixes that will be accepted from the 192.168.1.1 neighbor is set to

1000:

switch# configure terminal

switch (config)# router bgp 64496

switch (config-router)# network 192.168.0.0
switch (config-router)# maximum-prefix 1000

This example shows the maximum number of prefixes that will be accepted from the 192.168.2.2
neighbor is set to 5000. The router is also configured to display warning messages when 50 percent
of the maximum-prefix limit (2500 prefixes) has been reached.

switch# configure terminal

switch (config) # router bgp 64496

switch (config-router)# network 192.168.0.0
switch (config-router) # maximum-prefix 5000 50

This example shows the maximum number of prefixes that will be accepted from the 192.168.3.3
neighbor is set to 2000. The router is also configured to reestablish a disabled peering session after
30 minutes.

switch# configure terminal

switch(config)# router bgp 64496

switch (config-router)# network 192.168.0.0

switch (config-router)# maximum-prefix 2000 restart 30

This example shows the warning messages that will be displayed when the maximum-prefix limit
(500) for the 192.168.4.4 neighbor is exceeded:

switch# configure terminal

switch (config) # router bgp 64496

switch (config-router)# network 192.168.0.0

switch (config-router)# maximum-pr