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Preface

This book describes configuration information and examples for IP multicast routing on the switch.

* Document Conventions , on page lv
* Related Documentation, on page lvi
* Obtaining Documentation and Submitting a Service Request, on page lvii

Document Conventions

This document uses the following conventions:

Convention Description

~ or Ctrl Both the ” symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the Control
key while you press the D key. (Keys are indicated in capital letters but are not
case sensitive.)

bold font Commands and keywords and user-entered text appear in bold font.

Italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

Courier font Terminal sessions and information the system displays appear in courier font.
Bold Courier font Bold Courier font indicates text that the user must enter.
[x] Elements in square brackets are optional.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

| A vertical line, called a pipe, indicates a choice within a set of keywords or

arguments.

[x]y] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

{x|y} Required alternative keywords are grouped in braces and separated by vertical
bars.
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Convention Description

[x {y|z}] Nested set of square brackets or braces indicate optional or required choices within
optional or required elements. Braces and a vertical bar within square brackets
indicate a required choice within an optional element.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

<> Nonprinting characters such as passwords are in angle brackets.

[] Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Reader Alert Conventions

This document may use the following conventions for reader alerts:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Timesaver

A

Means the described action saves time. You can save time by performing the action described in the paragraph.

Warning

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. Use the statement number provided at the end of each warning to locate
its translation in the translated safety warnings that accompanied this device. Statement 1071

SAVE THESE INSTRUCTIONS

Related Documentation
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Obtaining Documentation and Submitting a Service Request .

http://www.cisco.com/go/cat2960 docs

* Cisco SFP module documentation, including compatibility matrixes, located at:

http://www.cisco.com/en/US/products/hw/modules/ps5455/tsd_products_support_series_home.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly What's New in Cisco Product Documentation, which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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CHAPTER 1

Using the Command-Line Interface

* Information About Using the Command-Line Interface, on page 1
* How to Use the CLI to Configure Features, on page 5

Information About Using the Command-Line Interface
A\

Note  Search options on the GUI and CLI are case sensitive.

Command Modes

The Cisco IOS user interface is divided into many different modes. The commands available to you depend
on which mode you are currently in. Enter a question mark (?) at the system prompt to obtain a list of commands
available for each command mode.

You can start a CLI session through a console connection, through Telnet, an SSH, or by using the browser.

When you start a session, you begin in user mode, often called user EXEC mode. Only a limited subset of
the commands are available in user EXEC mode. For example, most of the user EXEC commands are one-time
commands, such as Show commands, which show the current configuration status, and clear commands,
which clear counters or interfaces. The user EXEC commands are not saved when the switch reboots.

To have access to all commands, you must enter privileged EXEC mode. Normally, you must enter a password
to enter privileged EXEC mode. From this mode, you can enter any privileged EXEC command or enter
global configuration mode.

Using the configuration modes (global, interface, and line), you can make changes to the running configuration.
If you save the configuration, these commands are stored and used when the switch reboots. To access the
various configuration modes, you must start at global configuration mode. From global configuration mode,
you can enter interface configuration mode and line configuration mode .

This table describes the main command modes, how to access each one, the prompt you see in that mode, and
how to exit the mode.
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Table 1: Command Mode Summary

Mode Access Method Prompt Exit Method About This Mode
User EXEC Begin a session Enter logout or | Use this mode to
: Switch> .
using Telnet, SSH, quit.  Change
or console. .
terminal
settings.

* Perform basic
tests.

* Display system

information.
Privileged EXEC | While in user . Enter disable to | Use this mode to
EXEC mode, enter | 5" tch# exit. verify commands

the enable that you have

command. entered. Use a

password to protect
access to this mode.

Global While in privileged | . To exit to Use this mode to
configuration EXEC mode, enter |SWiteh(config)# privileged configure parameters
the configure EXEC mode, |thatapply to the
command. enter exit or entire switch.
end, or press
Ctrl-Z.
VLAN While in global . . To exit to Use this mode to
configuration configuration mode, | 5"+ ECP (config=vian)# | olgha] configure VLAN
enter the vlan configuration |parameters. When
vlan-id command. mode, enter the | VTP mode is
exit command. |transparent, you can
To return to create
rivileged extended-range
p VLANs (VLAN IDs
EXEC mode,
greater than 1005)
press Ctrl-Z or
and save
enter end.

configurations in the
switch startup
configuration file.
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Mode Access Method Prompt Exit Method About This Mode
Interface While in global To exit to Use this mode to
configuration configuration mode, | SWiteh (config=if)# global configure parameters
enter the interface configuration | for the Ethernet
command (with a mode, enter ports.
specific interface). exit.
To return to
privileged
EXEC mode,
press Ctrl-Z or
enter end.

Line configuration | While in global To exit to Use this mode to
configuration mode, | 5"+ tch (config=line)# | g15pa) configure parameters
specify a line with configuration | for the terminal line.
the line vty or line mode, enter
console command. exit.

To return to
privileged
EXEC mode,
press Ctrl-Z or
enter end.

Understanding Abbreviated Commands

You need to enter only enough characters for the switch to recognize the command as unique.

This example shows how to enter the show configuration privileged EXEC command in an abbreviated form:

Switch# show conf

No and Default Forms of Commands

Almost every configuration command also has a no form. In general, use the no form to disable a feature or
function or reverse the action of a command. For example, the no shutdown interface configuration command
reverses the shutdown of an interface. Use the command without the keyword no to reenable a disabled feature
or to enable a feature that is disabled by default.

Configuration commands can also have a default form. The default form of a command returns the command
setting to its default. Most commands are disabled by default, so the default form is the same as the no form.
However, some commands are enabled by default and have variables set to certain default values. In these
cases, the default command enables the command and sets variables to their default values.

CLI Error Messages

This table lists some error messages that you might encounter while using the CLI to configure your switch.

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



. Configuration Logging

Table 2: Common CLI Error Messages

Using the Command-Line Interface |

Error Message

Meaning

How to Get Help

o

% Ambiguous
command: "show
con"

You did not enter enough
characters for your switch to
recognize the command.

Reenter the command followed by a question mark
(?) without any space between the command and
the question mark.

The possible keywords that you can enter with the
command appear.

o

% Incomplete
command.

You did not enter all of the
keywords or values required by
this command.

Reenter the command followed by a question mark
(?) with a space between the command and the
question mark.

The possible keywords that you can enter with the
command appear.

o

% Invalid input
detected at ‘*'
marker.

You entered the command
incorrectly. The caret (*) marks
the point of the error.

Enter a question mark (?) to display all of the
commands that are available in this command mode.

The possible keywords that you can enter with the
command appear.

Configuration Logging

You can log and view changes to the switch configuration. You can use the Configuration Change Logging
and Notification feature to track changes on a per-session and per-user basis. The logger tracks each
configuration command that is applied, the user who entered the command, the time that the command was
entered, and the parser return code for the command. This feature includes a mechanism for asynchronous
notification to registered applications whenever the configuration changes. You can choose to have the
notifications sent to the syslog.

\}

Note

Only CLI or HTTP changes are logged.

Using the Help System

You can enter a question mark (?) at the system prompt to display a list of commands available for each
command mode. You can also obtain a list of associated keywords and arguments for any command.

SUMMARY STEPS

1. help

2.

3.

4. ?

5. command ?
6.

abbreviated-command-entry ?
abbreviated-command-entry <Tab>

command keyword ?
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DETAILED STEPS

How to Use the CLI to Configure Features .

Command or Action

Purpose

Step 1 help Obtains a brief description of the help system in any
command mode.
Example:
Switch# help
Step 2 abbreviated-command-entry ? Obtains a list of commands that begin with a particular
character string.
Example: &
Switch# di?
dir disable disconnect
Step 3 abbreviated-command-entry <Tab> Completes a partial command name.
Example:
Switch# sh conf<tab>
Switch# show configuration
Step 4 ? Lists all commands available for a particular command
mode.
Example:
Switch> ?
Step 5 command ? Lists the associated keywords for a command.
Example:
Switch> show ?
Step 6 command keyword ? Lists the associated arguments for a keyword.

Example:

Switch(config)# wireless management ?
certificate Configure certificate details

interface Select an interface to configure
transfer Active transfer profiles
trustpoint Select a trustpoint to configure

How to Use the CLI to Configure Features

Configuring the Command History

The software provides a history or record of commands that you have entered. The command history feature
is particularly useful for recalling long or complex commands or entries, including access lists. You can

customize this feature to suit your needs.
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Changing the Command History Buffer Size

By default, the switch records ten command lines in its history buffer. You can alter this number for a current
terminal session or for all sessions on a particular line. This procedure is optional.

SUMMARY STEPS
1. terminal history [size number-of-lines]

DETAILED STEPS
Command or Action Purpose

Step 1 terminal history [size number-of-lines] Changes the number of command lines that the switch
Examole: records during the current terminal session in privileged

ple: EXEC mode. You can configure the size from 0 to 256.

Switch# terminal history size 200

Recalling Commands

To recall commands from the history buffer, perform one of the actions listed in this table. These actions are
optional.

)

Note The arrow keys function only on ANSI-compatible terminals such as VT100s.

SUMMARY STEPS
1. Ctrl-P or use the up arrow key
2. Ctrl-N or use the down arrow key
3. show history
DETAILED STEPS
Command or Action Purpose
Step 1 Ctrl-P or use the up arrow key Recalls commands in the history buffer, beginning with the
most recent command. Repeat the key sequence to recall
successively older commands.
Step 2 Ctrl-N or use the down arrow key Returns to more recent commands in the history buffer after
recalling commands with Ctrl-P or the up arrow key.
Repeat the key sequence to recall successively more recent
commands.
Step 3 show history Lists the last several commands that you just entered in
Example: privileged EXEC mode. The number of commands that
' ple: ' appear is controlled by the setting of the terminal history
Switch# show history global configuration command and the history line
configuration command.
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Disabling the Command History Feature

The command history feature is automatically enabled. You can disable it for the current terminal session or
for the command line. This procedure is optional.

SUMMARY STEPS
1. terminal no history

DETAILED STEPS

Command or Action Purpose
Step 1 terminal no history Disables the feature during the current terminal session in

privileged EXEC mode.
Example:
Switch# terminal no history

Enabling and Disabling Editing Features

Although enhanced editing mode is automatically enabled, you can disable it and reenable it.

SUMMARY STEPS
1. terminal editing
2. terminal no editing
DETAILED STEPS
Command or Action Purpose
Step 1 terminal editing Reenables the enhanced editing mode for the current
terminal session in privileged EXEC mode.
Example:

Switch# terminal editing

Step 2 terminal no editing Disables the enhanced editing mode for the current terminal

Example: session in privileged EXEC mode.

Switch# terminal no editing

Editing Commands Through Keystrokes

The keystrokes help you to edit the command lines. These keystrokes are optional.

\}

Note The arrow keys function only on ANSI-compatible terminals such as VT100s.

Table 3: Editing Commands

Editing Commands Description
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Ctrl-B or use the left arrow key

Moves the cursor back one character.

Ctrl-F or use the right arrow
key

Moves the cursor forward one character.

Ctrl-A Moves the cursor to the beginning of the command line.

Ctrl-E Moves the cursor to the end of the command line.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Ctrl-T Transposes the character to the left of the cursor with the character located

at the cursor.

Delete or Backspace key

Erases the character to the left of the cursor.

Ctrl-D

Deletes the character at the cursor.

Ctrl-K

Deletes all characters from the cursor to the end of the command line.

Ctrl-U or Ctrl-X

Deletes all characters from the cursor to the beginning of the command
line.

Ctrl-w Deletes the word to the left of the cursor.

Esc D Deletes from the cursor to the end of the word.

EscC Capitalizes at the cursor.

Esc L Changes the word at the cursor to lowercase.

Esc U Capitalizes letters from the cursor to the end of the word.

Ctrl-V or Esc Q

Designates a particular keystroke as an executable command, perhaps as
a shortcut.

Return key Scrolls down a line or screen on displays that are longer than the terminal
screen can display.

Note The More prompt is used for any output that has more lines
than can be displayed on the terminal screen, including show
command output. You can use the Return and Space bar
keystrokes whenever you see the More prompt.

Space bar Scrolls down one screen.

Ctrl-L or Ctrl-R

Redisplays the current command line if the switch suddenly sends a
message to your screen.

Editing Command Lines That Wrap

You can use a wraparound feature for commands that extend beyond a single line on the screen. When the
cursor reaches the right margin, the command line shifts ten spaces to the left. You cannot see the first ten
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Editing Command Lines That Wrap .

characters of the line, but you can scroll back and check the syntax at the beginning of the command. The

keystroke actions are optional.

To scroll back to the beginning of the command entry, press Ctrl-B or the left arrow key repeatedly. You can
also press Ctrl-A to immediately move to the beginning of the line.

)

Note

The arrow keys function only on ANSI-compatible terminals such as VT100s.

The following example shows how to wrap a command line that extends beyond a single line on the screen.

SUMMARY STEPS
1. access-list
2. Ctrl-A
3. Return key
DETAILED STEPS

Command or Action

Purpose

Step 1 access-list Displays the global configuration command entry that
extends beyond one line.
Example:
When the cursor first reaches the end of the line, the line is
Switch (config) # access-list 101 permit tcp shifted ten spaces to the left and redisplayed. The dollar
10.15.22.25 255.255.255.0 10.15.22.35 sign ($) shows that the line has been scrolled to the left.
Switch(config)# & 101 permit tcp 10.15.22.25 Each time the cursor reaches the end of the line, the line is
255.255.255.0 10.15.22.35 255.25 0 shifted to the left
Switch (config)# $t tep 10.15.22.25 255.255.255.0 |Aagain shifted ten spaces to the left.
131.108.1.20 255.255.255.0 eq
Switch (config)# $15.22.25 255.255.255.0 10.15.22.35
255.255.255.0 eq 45
Step 2 Ctrl-A Checks the complete syntax.
Example: The dollar sign ($) appears at the end of the line to show
Switch (config) # access-list 101 permit tcp that the line has been scrolled to the right.
10.15.22.25 255.255.255.0 10.15.2$
Step 3 Return key Execute the commands.

The software assumes that you have a terminal screen that
is 80 columns wide. If you have a different width, use the
terminal width privileged EXEC command to set the width
of your terminal.

Use line wrapping with the command history feature to
recall and modify previous complex command entries.
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Searching and Filtering Output of show and more Commands

You can search and filter the output for show and more commands. This is useful when you need to sort
through large amounts of output or if you want to exclude output that you do not need to see. Using these
commands is optional.

SUMMARY STEPS
1. {show | more} command | {begin | include | exclude} regular-expression
DETAILED STEPS
Command or Action Purpose
Step 1 {show | more} command | {begin | include | exclude} Searches and filters the output.

regular-expression

Example:

Switch# show interfaces | include protocol displayed, but the lines that contain output appear.

Vlanl is up, line protocol is up

V1lanlO is up, line protocol is down
GigabitEthernetl/0/1 is up, line protocol is down|
GigabitEthernetl/0/2 is up, line protocol is up

Expressions are case sensitive. For example, if you enter
| exclude output, the lines that contain output are not

Accessing the CLI Through a Console Connection or Through Telnet

Before you can access the CLI, you must connect a terminal or a PC to the switch console or connect a PC to
the Ethernet management port and then power on the switch, as described in the hardware installation guide
that shipped with your switch.

If your switch is already configured, you can access the CLI through a local console connection or through a
remote Telnet session, but your switch must first be configured for this type of access.

You can use one of these methods to establish a connection with the switch:

Procedure

* Connect the switch console port to a management station or dial-up modem, or connect the Ethernet
management port to a PC. For information about connecting to the console or Ethernet management port,
see the switch hardware installation guide.

* Use any Telnet TCP/IP or encrypted Secure Shell (SSH) package from a remote management station.
The switch must have network connectivity with the Telnet or SSH client, and the switch must have an
enable secret password configured.

* The switch supports up to 16 simultaneous Telnet sessions. Changes made by one Telnet user are
reflected in all other Telnet sessions.

* The switch supports up to five simultaneous secure SSH sessions.

After you connect through the console port, through the Ethernet management port, through a Telnet
session or through an SSH session, the user EXEC prompt appears on the management station.
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CHAPTER 2

Assigning the Switch IP Address and Default
Gateway

* Information About Performing Switch Setup Configuration, on page 13

Information About Performing Switch Setup Configuration

Review the sections in this module before performing your initial switch configuration tasks that include IP
address assignments and DHCP autoconfiguration.

Understanding the Boot Process

To start your switch, you need to follow the procedures in the Getting Started Guide or the hardware installation
guide for installing and powering on the switch and for setting up the initial switch configuration (IP address,
subnet mask, default gateway, secret and Telnet passwords, and so forth).

The normal boot process involves the operation of the boot loader software, which performs these activities:

* Performs low-level CPU initialization. It initializes the CPU registers, which control where physical
memory is mapped, its quantity, its speed, and so forth.

* Performs power-on self-test (POST) for the CPU subsystem. It tests the CPU DRAM and the portion of
the flash device that makes up the flash file system.

* Loads a default operating system software image into memory and boots up the switch.

The boot loader provides access to the flash file system before the operating system is loaded. Normally, the
boot loader is used only to load, uncompress, and launch the operating system. After the boot loader gives
the operating system control of the CPU, the boot loader is not active until the next system reset or power-on.

The boot loader also provides trap-door access into the system if the operating system has problems serious
enough that it cannot be used. The trap-door mechanism provides enough access to the system so that if it is
necessary, you can format the flash file system, reinstall the operating system software image by using the
Xmodem Protocol, recover from a lost or forgotten password, and finally restart the operating system. For

more information, see the "Recovering from a Software Failure" section and the "Recovering from a Lost or
Forgotten Password" section.
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\)

Note  You can disable password recovery. For more information, see the "Disabling Password Recovery" section.

Before you can assign switch information, make sure you have connected a PC or terminal to the console
port, and configured the PC or terminal-emulation software baud rate and character format to match these of
the switch console port:

* Baud rate default is 9600.

* Data bits default is 8.

)

Note If the data bits option is set to 8, set the parity option to none.

* Stop bits default is 1.

* Parity settings default is none.

Switches Information Assignment

You can assign IP information through the switch setup program, through a DHCP server, or manually.

Use the switch setup program if you want to be prompted for specific IP information. With this program, you
can also configure a hostname and an enable secret password.

It gives you the option of assigning a Telnet password (to provide security during remote management) and
configuring your switch as a command or member switch of a cluster or as a standalone switch.

The switch stack is managed through a single IP address. The IP address is a system-level setting and is not
specific to the stack master or to any other stack member. You can still manage the stack through the same
IP address even if you remove the stack master or any other stack member from the stack, provided there is
IP connectivity.

\}

Note Stack members retain their IP address when you remove them from a switch stack. To avoid a conflict by
having two devices with the same IP address in your network, change the IP address of the switch that you
removed from the switch stack.

Use a DHCP server for centralized control and automatic assignment of IP information after the server is
configured.

)

Note If you are using DHCP, do not respond to any of the questions in the setup program until the switch receives
the dynamically assigned IP address and reads the configuration file.

If you are an experienced user familiar with the switch configuration steps, manually configure the switch.
Otherwise, use the setup program described in the Boot Process section.
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Default Switch Information

Table 4: Default Switch Information

Feature Default Setting

IP address and subnet mask No IP address or subnet mask are defined.
Default gateway No default gateway is defined.

Enable secret password No password is defined.

Hostname The factory-assigned default hostname is Switch.
Telnet password No password is defined.

Cluster command switch functionality | Disabled.

Cluster name No cluster name is defined.

DHCP-Based Autoconfiguration Overview

DHCP provides configuration information to Internet hosts and internetworking devices. This protocol consists
of two components: one for delivering configuration parameters from a DHCP server to a device and an
operation for allocating network addresses to devices. DHCP is built on a client-server model, in which
designated DHCP servers allocate network addresses and deliver configuration parameters to dynamically
configured devices. The switch can act as both a DHCP client and a DHCP server.

During DHCP-based autoconfiguration, your switch (DHCP client) is automatically configured at startup
with IP address information and a configuration file.

With DHCP-based autoconfiguration, no DHCP client-side configuration is needed on your switch. However,
you need to configure the DHCP server for various lease options associated with IP addresses.

If you want to use DHCP to relay the configuration file location on the network, you might also need to
configure a Trivial File Transfer Protocol (TFTP) server and a Domain Name System (DNS) server.

The DHCP server for your switch can be on the same LAN or on a different LAN than the switch. If the
DHCEP server is running on a different LAN, you should configure a DHCP relay device between your switch
and the DHCP server. A relay device forwards broadcast traffic between two directly connected LANs. A
router does not forward broadcast packets, but it forwards packets based on the destination IP address in the
received packet.

DHCP-based autoconfiguration replaces the BOOTP client functionality on your switch.

DHCP Client Request Process

When you boot up your switch, the DHCP client is invoked and requests configuration information from a
DHCEP server when the configuration file is not present on the switch. If the configuration file is present and
the configuration includes the ip address dhcp interface configuration command on specific routed interfaces,
the DHCP client is invoked and requests the IP address information for those interfaces.

This is the sequence of messages that are exchanged between the DHCP client and the DHCP server.
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Figure 1: DHCP Client and Server Message Exchange

DHCPDISCOVER {broadcast)
SwichA DHCPOFFER {unicast) DHCP server

DHCPREQUEST (broadcast) 4
DHCPACK (unicast)

The client, Switch A, broadcasts a DHCPDISCOVER message to locate a DHCP server. The DHCP server
offers configuration parameters (such as an IP address, subnet mask, gateway IP address, DNS IP address, a
lease for the IP address, and so forth) to the client in a DHCPOFFER unicast message.

107

In a DHCPREQUEST broadcast message, the client returns a formal request for the offered configuration
information to the DHCP server. The formal request is broadcast so that all other DHCP servers that received
the DHCPDISCOVER broadcast message from the client can reclaim the IP addresses that they offered to
the client.

The DHCP server confirms that the IP address has been allocated to the client by returning a DHCPACK
unicast message to the client. With this message, the client and server are bound, and the client uses
configuration information received from the server. The amount of information the switch receives depends
on how you configure the DHCP server.

If the configuration parameters sent to the client in the DHCPOFFER unicast message are invalid (a
configuration error exists), the client returns a DHCPDECLINE broadcast message to the DHCP server.

The DHCP server sends the client a DHCPNAK denial broadcast message, which means that the offered
configuration parameters have not been assigned, that an error has occurred during the negotiation of the
parameters, or that the client has been slow in responding to the DHCPOFFER message (the DHCP server
assigned the parameters to another client).

A DHCEP client might receive offers from multiple DHCP or BOOTP servers and can accept any of the offers;
however, the client usually accepts the first offer it receives. The offer from the DHCP server is not a guarantee
that the IP address is allocated to the client; however, the server usually reserves the address until the client
has had a chance to formally request the address. If the switch accepts replies from a BOOTP server and
configures itself, the switch broadcasts, instead of unicasts, TFTP requests to obtain the switch configuration
file.

The DHCP hostname option allows a group of switches to obtain hostnames and a standard configuration
from the central management DHCP server. A client (switch) includes in its DCHPDISCOVER message an
option 12 field used to request a hostname and other configuration parameters from the DHCP server. The
configuration files on all clients are identical except for their DHCP-obtained hostnames.

If a client has a default hostname (the hostname name global configuration command is not configured or
the no hostname global configuration command is entered to remove the hostname), the DHCP hostname
option is not included in the packet when you enter the ip address dhcp interface configuration command.
In this case, if the client receives the DCHP hostname option from the DHCP interaction while acquiring an
IP address for an interface, the client accepts the DHCP hostname option and sets the flag to show that the
system now has a hostname configured.

DHCP-based Autoconfiguration and Image Update

You can use the DHCP image upgrade features to configure a DHCP server to download both a new image
and a new configuration file to one or more switches in a network. Simultaneous image and configuration
upgrade for all switches in the network helps ensure that each new switch added to a network receives the
same image and configuration.
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There are two types of DHCP image upgrades: DHCP autoconfiguration and DHCP auto-image update.

Restrictions for DHCP-based Autoconfiguration

» The DHCP-based autoconfiguration with a saved configuration process stops if there is not at least one
Layer 3 interface in an up state without an assigned IP address in the network.

* Unless you configure a timeout, the DHCP-based autoconfiguration with a saved configuration feature
tries indefinitely to download an IP address.

* The auto-install process stops if a configuration file cannot be downloaded or if the configuration file is
corrupted.

* The configuration file that is downloaded from TFTP is merged with the existing configuration in the
running configuration but is not saved in the NVRAM unless you enter the write memory or
copy running-configuration startup-configuration privileged EXEC command. If the downloaded
configuration is saved to the startup configuration, the feature is not triggered during subsequent system
restarts.

DHCP Autoconfiguration

DHCP autoconfiguration downloads a configuration file to one or more switches in your network from a
DHCEP server. The downloaded configuration file becomes the running configuration of the switch. It does
not over write the bootup configuration saved in the flash, until you reload the switch.

DHCP Auto-Image Update

You can use DHCP auto-image upgrade with DHCP autoconfiguration to download both a configuration and
a new image to one or more switches in your network. The switch (or switches) downloading the new
configuration and the new image can be blank (or only have a default factory configuration loaded).

If the new configuration is downloaded to a switch that already has a configuration, the downloaded
configuration is appended to the configuration file stored on the switch. (Any existing configuration is not
overwritten by the downloaded one.)

To enable a DHCP auto-image update on the switch, the TFTP server where the image and configuration files
are located must be configured with the correct option 67 (the configuration filename), option 66 (the DHCP
server hostname) option 150 (the TFTP server address), and option 125 (description of the Cisco IOS image
file) settings.

After you install the switch in your network, the auto-image update feature starts. The downloaded configuration
file is saved in the running configuration of the switch, and the new image is downloaded and installed on the
switch. When you reboot the switch, the configuration is stored in the saved configuration on the switch.

DHCP Server Configuration Guidelines

Follow these guidelines if you are configuring a device as a DHCP server:

* You should configure the DHCP server with reserved leases that are bound to each switch by the switch
hardware address.

* [f you want the switch to receive IP address information, you must configure the DHCP server with these
lease options:

* [P address of the client (required)
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* Subnet mask of the client (required)
* DNS server IP address (optional)

* Router IP address (default gateway address to be used by the switch) (required)

* If you want the switch to receive the configuration file from a TFTP server, you must configure the
DHCEP server with these lease options:

* TFTP server name (required)
* Boot filename (the name of the configuration file that the client needs) (recommended)

» Hostname (optional)

* Depending on the settings of the DHCP server, the switch can receive IP address information, the
configuration file, or both.

* If you do not configure the DHCP server with the lease options described previously, it replies to client
requests with only those parameters that are configured. If the IP address and the subnet mask are not in
the reply, the switch is not configured. If the router IP address or the TFTP server name are not found,
the switch might send broadcast, instead of unicast, TFTP requests. Unavailability of other lease options
does not affect autoconfiguration.

* The switch can act as a DHCP server. By default, the Cisco IOS DHCP server and relay agent features
are enabled on your switch but are not configured. (These features are not operational.)

Purpose of the TFTP Server

Based on the DHCP server configuration, the switch attempts to download one or more configuration files
from the TFTP server. If you configured the DHCP server to respond to the switch with all the options required
for IP connectivity to the TFTP server, and if you configured the DHCP server with a TFTP server name,
address, and configuration filename, the switch attempts to download the specified configuration file from
the specified TFTP server.

If you did not specify the configuration filename, the TFTP server, or if the configuration file could not be
downloaded, the switch attempts to download a configuration file by using various combinations of filenames
and TFTP server addresses. The files include the specified configuration filename (if any) and these files:
network-config, cisconet.cfg, hostname.config, or hostname.cfg, where hostname is the switch’s current
hostname. The TFTP server addresses used include the specified TFTP server address (if any) and the broadcast
address (255.255.255.255).

For the switch to successfully download a configuration file, the TFTP server must contain one or more
configuration files in its base directory. The files can include these files:

* The configuration file named in the DHCP reply (the actual switch configuration file).
* The network-confg or the cisconet.cfg file (known as the default configuration files).

* The router-confg or the ciscortr.cfg file (These files contain commands common to all switches. Normally,
if the DHCP and TFTP servers are properly configured, these files are not accessed.)

If you specify the TFTP server name in the DHCP server-lease database, you must also configure the TFTP
server name-to-IP-address mapping in the DNS-server database.
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If the TFTP server to be used is on a different LAN from the switch, or if it is to be accessed by the switch
through the broadcast address (which occurs if the DHCP server response does not contain all the required
information described previously), a relay must be configured to forward the TFTP packets to the TFTP server.
The preferred solution is to configure the DHCP server with all the required information.

Purpose of the DNS Server

The DHCP server uses the DNS server to resolve the TFTP server name to an IP address. You must configure
the TFTP server name-to-IP address map on the DNS server. The TFTP server contains the configuration
files for the switch.

You can configure the IP addresses of the DNS servers in the lease database of the DHCP server from where
the DHCP replies will retrieve them. You can enter up to two DNS server IP addresses in the lease database.

The DNS server can be on the same LAN or on a different LAN from the switch. If it is on a different LAN,
the switch must be able to access it through a router.

Purpose of the Relay Device

You must configure a relay device, also referred to as a relay agent, when a switch sends broadcast packets
that require a response from a host on a different LAN. Examples of broadcast packets that the switch might
send are DHCP, DNS, and in some cases, TFTP packets. You must configure this relay device to forward
received broadcast packets on an interface to the destination host.

If the relay device is a Cisco router, enable IP routing (ip routing global configuration command), and
configure helper addresses by using the ip helper-address interface configuration command.

Examples of Configuring the Relay Device

Configure the router interfaces as follows:

On interface 10.0.0.2:

router (config-if)# ip helper-address 20.0.0.2
router (config-if)# ip helper-address 20.0.0.3
router (config-if)# ip helper-address 20.0.0.4

On interface 20.0.0.1

router (config-if)# ip helper-address 10.0.0.1

)

Note If the switch is acting as the relay device, configure the interface as a routed port.
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Figure 2: Relay Device Used in Autoconfiguration

Switch Cisco router
{DHCP client) {Relay)

10.0.0.2
10.0.0.1

20.0.0.2 !20003 20.0.0.4
(=]
B

DHCF server TFTP server DMNS server g

How to Obtain Configuration Files

Depending on the availability of the IP address and the configuration filename in the DHCP reserved lease,
the switch obtains its configuration information in these ways:

The IP address and the configuration filename is reserved for the switch and provided in the DHCP reply
(one-file read method).

The switch receives its IP address, subnet mask, TFTP server address, and the configuration filename
from the DHCP server. The switch sends a unicast message to the TFTP server to retrieve the named
configuration file from the base directory of the server and upon receipt, it completes its boot up process.

The IP address and the configuration filename is reserved for the switch, but the TFTP server address is
not provided in the DHCP reply (one-file read method).

The switch receives its IP address, subnet mask, and the configuration filename from the DHCP server.
The switch sends a broadcast message to a TFTP server to retrieve the named configuration file from
the base directory of the server, and upon receipt, it completes its boot-up process.

Only the IP address is reserved for the switch and provided in the DHCP reply. The configuration filename
is not provided (two-file read method).

The switch receives its IP address, subnet mask, and the TFTP server address from the DHCP server.
The switch sends a unicast message to the TFTP server to retrieve the network-confg or cisconet.cfg
default configuration file. (If the network-confg file cannot be read, the switch reads the cisconet.cfg
file.)

The default configuration file contains the hostnames-to-IP-address mapping for the switch. The switch
fills its host table with the information in the file and obtains its hostname. If the hostname is not found
in the file, the switch uses the hostname in the DHCP reply. If the hostname is not specified in the DHCP
reply, the switch uses the default Switch as its hostname.

After obtaining its hostname from the default configuration file or the DHCP reply, the switch reads the
configuration file that has the same name as its hostname (hostname-confg or hostname.cfg, depending
on whether network-confg or cisconet.cfg was read earlier) from the TFTP server. If the cisconet.cfg file
is read, the filename of the host is truncated to eight characters.

If the switch cannot read the network-confg, cisconet.cfg, or the hostname file, it reads the router-confg
file. If the switch cannot read the router-confg file, it reads the ciscortr.cfg file.
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Note

The switch broadcasts TFTP server requests if the TFTP server is not obtained from the DHCP replies, if all
attempts to read the configuration file through unicast transmissions fail, or if the TFTP server name cannot
be resolved to an IP address.

Example of DHCP-Based Autoconfiguration Network

A sample network for retrieving IP information using DHCP-based autoconfiguration.

Figure 3: DHCP-Based Autoconfiguration Network
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Table 5: DHCP Server Configuration
Switch A Switch B Switch C Switch D
Binding key 00e0.9f1e.2001 00e0.9f1e.2002 00e0.9f1e.2003 00e0.9f1e.2004
(hardware address)
IP address 10.0.0.21 10.0.0.22 10.0.0.23 10.0.0.24

Subnet mask

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

Router address 10.0.0.10 10.0.0.10 10.0.0.10 10.0.0.10
DNS server address | 10.0.0.2 10.0.0.2 10.0.0.2 10.0.0.2
TFTP server name | tftpserver or 10.0.0.3 | tftpserver or 10.0.0.3 | tftpserver or 10.0.0.3 | tftpserver or 10.0.0.3

Boot filename
(configuration file)
(optional)

switcha-confg

switchb-confg

switchc-confg

switchd-confg

Hostname (optional)

switcha

switchb

switchc

switchd

Switch A reads its configuration file as follows:

« It obtains its IP address 10.0.0.21 from the DHCP server.

* If no configuration filename is given in the DHCP server reply, Switch A reads the network-confg file
from the base directory of the TFTP server.

* It adds the contents of the network-confg file to its host table.
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* It reads its host table by indexing its IP address 10.0.0.21 to its hostname (switcha).

* It reads the configuration file that corresponds to its hostname; for example, it reads switch1-confg from
the TFTP server.

Switches B through D retrieve their configuration files and IP addresses in the same way.

DNS Server Configuration

The DNS server maps the TFTP server name tftpserver to IP address 10.0.0.3.

TFTP Server Configuration (on UNIX)

The TFTP server base directory is set to /tftpserver/work/. This directory contains the network-confg file used
in the two-file read method. This file contains the hostname to be assigned to the switch based on its IP address.
The base directory also contains a configuration file for each switch (switcha-confg, switchb-confg, and so
forth) as shown in this display:

prompt> cd /tftpserver/work/
prompt> 1s

network-confg

switcha-confg

switchb-confg

switchc-confg

switchd-confg

prompt> cat network-confg
ip host switcha 10.0.0.21

ip host switchb 10.0.0.22

ip host switchc 10.0.0.23

ip host switchd 10.0.0.24

DHCP Client Configuration

No configuration file is present on Switch A through Switch D.

Configuration Explanation
In the figure, DHCP-based autoconfiguration network, the Switch A reads its configuration file as follows:

« It obtains its IP address 10.0.0.21 from the DHCP server.

* If no configuration filename is given in the DHCP server reply, Switch A reads the network-confg file
from the base directory of the TFTP server.

* It adds the contents of the network-confg file to its host table.
* It reads its host table by indexing its IP address 10.0.0.21 to its hostname (switcha).

» It reads the configuration file that corresponds to its hostname; for example, it reads switch1-confg from
the TFTP server.

Switches B through D retrieve their configuration files and IP addresses in the same way.

Configuring the DHCP Auto Configuration and Image Update Features

Using DHCP to download a new image and a new configuration to a switch requires that you configure at
least two switches: One switch acts as a DHCP and TFTP server. The client switch is configured to download
either a new configuration file or a new configuration file and a new image file.
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Configuring DHCP Autoconfiguration (Only Configuration File)

This task describes how to configure DHCP autoconfiguration of the TFTP and DHCP settings on an existing
switch in the network so that it can support the autoconfiguration of a new switch.

SUMMARY STEPS

configure terminal
ip dhcp pool poolname
boot filename

default-router address
option 150 address

exit

tftp-server flash:filename.text
interface interface-id

no switchport

ip address address mask

end

©ENDOG LN

o Y
N = O

DETAILED STEPS

network network-number mask prefix-length

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 2 ip dhcp pool poolname Creates a name for the DHCP server address pool, and
enters DHCP pool configuration mode.
Example:
Switch (config)# ip dhcp pool pool
Step 3 boot filename Specifies the name of the configuration file that is used as
a boot image.
Example: £
Switch (dhcp-config) # boot config-boot.text
Step 4 network network-number mask prefix-length Specifies the subnet network number and mask of the

Example:

Switch (dhcp-config) # network 10.10.10.0
255.255.255.0

DHCP address pool.

Note The prefix length specifies the number of bits
that comprise the address prefix. The prefix is
an alternative way of specifying the network
mask of the client. The prefix length must be
preceded by a forward slash (/).
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Command or Action

Purpose

Step 5

default-router address

Example:

Switch (dhcp-config) # default-router 10.10.10.1

Specifies the IP address of the default router for a DHCP
client.

Step 6

option 150 address

Example:

Switch (dhcp-config)# option 150 10.10.10.1

Specifies the IP address of the TFTP server.

Step 7

exit

Example:

Switch (dhcp-config) # exit

Returns to global configuration mode.

Step 8

tftp-server flash:filename.text

Example:

Switch (config)# tftp-server flash:config-boot.text

Specifies the configuration file on the TFTP server.

Step 9

interface interface-id

Example:

Specifies the address of the client that will receive the
configuration file.

Step 10

no switchport

Example:

Switch(config-if)# no switchport

Puts the interface into Layer 3 mode.

Step 11

ip address address mask

Example:

Switch(config-if)# ip address 10.10.10.1
255.255.255.0

Specifies the IP address and mask for the interface.

Step 12

end

Example:

Switch (config-if)# end

Returns to privileged EXEC mode.
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Configuring DHCP Auto-lmage Update (Configuration File and Image)

SUMMARY STEPS

DETAILED STEPS

This task describes DHCP autoconfiguration to configure TFTP and DHCP settings on an existing switch to
support the installation of a new switch.

Before you begin

You must first create a text file (for example, autoinstall dhcp) that will be uploaded to the switch. In the text
file, put the name of the image that you want to download (for example,

¢3750e-ipservices-mz.122-44.3.SE.tarc3750x-ipservices-mz.122-53.3.SE2 tar). This image must be a tar and
not a bin file.

©ENSOORWN A

configure terminal
ip dhcp pool poolname
boot filename

network network-number mask prefix-length

default-router address

option 150 address

option 125 hex

copy tftp flash filename.txt

copy tftp flash imagename.bin
exit

tftp-server flash: config.text
tftp-server flash: imagename.bin
tftp-server flash: filename.txt
interface interface-id

no switchport

ip address address mask

end

copy running-config startup-config

Command or Action

Purpose

Step 1 configure terminal

Example:

Switch# configure terminal

Enters global configuration mode.

Step 2 ip dhcp pool poolname

Example:

Switch (config)# ip dhcp pool pooll

Creates a name for the DHCP server address pool and enter
DHCP pool configuration mode.
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Command or Action

Purpose

Step 3 boot filename Specifies the name of the file that is used as a boot image.
Example:
Switch (dhcp-config) # boot config-boot.text
Step 4 network network-number mask prefix-length Specifies the subnet network number and mask of the
DHCP address pool.
Example:
Note The prefix length specifies the number of bits
Switch (dhcp-config) # network 10.10.10.0 that comprise the address prefix. The prefix is
255.255.255.0 an alternative way of specifying the network
mask of the client. The prefix length must be
preceded by a forward slash (/).
Step 5 default-router address Specifies the IP address of the default router for a DHCP
client.
Example:
Switch (dhcp-config) # default-router 10.10.10.1
Step 6 option 150 address Specifies the IP address of the TFTP server.
Example:
Switch (dhcp-config)# option 150 10.10.10.1
Step 7 option 125 hex Specifies the path to the text file that describes the path to
the image file.
Example:
Switch (dhcp-config)# option 125 hex
0000.0009.0a05.08661.7574.6£69.6e73.7461.6c6c.5£64.686370
Step 8 copy tftp flash filename.txt Uploads the text file to the switch.
Example:
Switch (config)# copy tftp flash image.bin
Step 9 copy tftp flash imagename.bin Uploads the tar file for the new image to the switch.
Example:
Switch (config)# copy tftp flash image.bin
Step 10 exit Returns to global configuration mode.
Example:
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Command or Action

Purpose

Switch (dhcp-config) # exit

Step 11 tftp-server flash: config.text Specifies the Cisco IOS configuration file on the TFTP
server.
Example:
Switch (config) # tftp-server flash:config-boot. text]
Step 12 tftp-server flash: imagename.bin Specifies the image name on the TETP server.
Example:
Switch (config)# tftp-server flash:image.bin
Step 13 tftp-server flash: filename.txt Specifies the text file that contains the name of the image
file to download
Example:
Switch (config) # tftp-server flash:boot-config. text]|
Step 14 interface interface-id Specifies the address of the client that will receive the
configuration file.
Example:
Switch (config) # interface gigabitethernet 1/0/4
Step 15 no switchport Puts the interface into Layer 3 mode.
Example:
Switch (config-if)# no switchport
Step 16 ip address address mask Specifies the IP address and mask for the interface.
Example:
Switch(config-if)# ip address 10.10.10.1
255.255.255.0
Step 17 end Returns to privileged EXEC mode.
Example:

Switch (config-if)# end
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Command or Action Purpose
Step 18 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch (config-if)# end

Configuring the Client to Download Files from DHCP Server

)

Note  You should only configure and enable the Layer 3 interface. Do not assign an IP address or DHCP-based
autoconfiguration with a saved configuration.

SUMMARY STEPS
1. configure terminal
2. boot host dhcp
3. boot host retry timeout timeout-value
4. banner config-save ~C warning-message ~C
5. end
6. show boot
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 boot host dhcp Enables autoconfiguration with a saved configuration.

Example:

Switch (conf)# boot host dhcp

Step 3 boot host retry timeout timeout-value (Optional) Sets the amount of time the system tries to
download a configuration file.
Example:
Note If you do not set a timeout, the system will try
Switch (conf)# boot host retry timeout 300 indefinitely to obtain an IP address from the
DHCEP server.
Step 4 banner config-save ~C warning-message ~C (Optional) Creates warning messages to be displayed when
you try to save the configuration file to NVRAM.
Example:
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Command or Action

Purpose

Switch (conf)# banner config-save ~C Caution -
Saving Configuration File

to NVRAM May Cause You to No longer Automatically
Download Configuration Files at Reboot”C

Step 5 end Returns to privileged EXEC mode.
Example:
Switch(config-if)# end

Step 6 show boot Verifies the configuration.
Example:

Switch# show boot

Manually Assigning IP Information to Multiple SVIs

This task describes how to manually assign IP information to multiple switched virtual interfaces (SVIs):

SUMMARY STEPS

configure terminal

interface vlan vlan-id

ip address ip-address subnet-mask
exit

ip default-gateway ip-address
end

show interfaces vlan vlan-id
show ip redirects

NSO A WN A

DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 2 interface vlan vlan-id Enters interface configuration mode, and enters the VLAN

Example:

Switch (config)# interface vlan 99

to which the IP information is assigned. The range is 1 to
4094.
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Command or Action

Purpose

Step 3 ip address ip-address subnet-mask Enters the IP address and subnet mask.
Example:
Switch(config-vlan)# ip address 10.10.10.2
255.255.255.0
Step 4 exit Returns to global configuration mode.
Example:
Switch (config-vlan)# exit
Step 5 ip default-gateway ip-address Enters the IP address of the next-hop router interface that
is directly connected to the switch where a default gateway
Example: s .
is being configured. The default gateway receives IP packets
. . . with unresolved destination IP addresses from the switch.
Switch(config)# ip default-gateway 10.10.10.1

Once the default gateway is configured, the switch has

connectivity to the remote networks with which a host needs

to communicate.

Note When your switch is configured to route with
IP, it does not need to have a default gateway
set.

Note The switch capwap relays on default-gateway
configuration to support routed access point join
the switch.

Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config) # end

Step 7 show interfaces vlan vlan-id Verifies the configured IP address.
Example:
Switch# show interfaces vlan 99

Step 8 show ip redirects Verifies the configured default gateway.

Example:

Switch# show ip redirects
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Checking and Saving the Running Configuration

You can check the configuration settings that you entered or changes that you made by entering this privileged
EXEC command:

Switch# show running-config
Building configuration...
Current configuration: 1363 bytes
|

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|

hostname

|

enable secret 5 $1$e7j9.$DMUVAUNZOAmMvMggBEZzIXEQ
|

<output truncated>
ip address 172.20.137.50 255.255.255.0
|

mvr type source

<output truncated>
|

interface VLAN1
ip address 172.20.137.50 255.255.255.0

no ip directed-broadcast
|

ip default-gateway 172.20.137.1 !
|

snmp-server community private RW
snmp-server community public RO
snmp-server community private@es0 RW
snmp-server community public@es0 RO

snmp-server chassis-id 0x12
|

end

To store the configuration or changes you have made to your startup configuration in flash memory, enter
this privileged EXEC command:
Switch# copy running-config startup-config

Destination filename [startup-config]?
Building configuration...

This command saves the configuration settings that you made. If you fail to do this, your configuration will
be lost the next time you reload the system. To display information stored in the NVRAM section of flash
memory, use the show startup-config or more startup-config privileged EXEC command.

For more information about alternative locations from which to copy the configuration file, see "Working
with the Cisco IOS File System, Configuration Files, and Software Images."

Configuring the NVRAM Buffer Size

The default NVRAM buffer size is 512 KB. In some cases, the configuration file might be too large to save
to NVRAM. Typically, this occurs when you have many switches in a switch stack. You can configure the
size of the NVRAM buffer to support larger configuration files. The new NVRAM buffer size is synced to
all current and new member switches.
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\)

Note  After you configure the NVRAM buffer size, reload the switch or switch stack.

When you add a switch to a stack and the NVRAM size differs, the new switch syncs with the stack and
reloads automatically.

Beginning in privileged EXEC mode, follow these steps to configure the NVRAM buffer size:

SUMMARY STEPS

1. configure terminal

2. boot buffersizesize

3. end

4. show boot
DETAILED STEPS

Command or Action Purpose
Step 1 configure terminal Enter global configuration mode.
Step 2 boot buffersizesize Configure the NVRAM buffersize in KB. The valid range
for size is from 4096 to 1048576 .

Step 3 end Return to privileged EXEC mode.
Step 4 show boot Verify the configuration.

This example shows how to configure the NVRAM buffer
size:

Switch# configure terminal

Enter configuration commands, one per line. End
with CNTL/Z.

Switch(config)# boot buffersize 524288

Switch (config)# end

Switch# show boot

BOOT path-list

Config file : flash:/config.text

Private Config file : flash:/private-config.text
Enable Break : no

Manual Boot : no

HELPER path-1list :

Auto upgrade : yes

Auto upgrade path
NVRAM/Config file

buffer size: 524288
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Switch#
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Modifying the Switch Startup Configuration

Default Boot Configuration

Feature

Default Setting

Operating system software
image

The switch attempts to automatically boot up the system using information
in the BOOT environment variable. If the variable is not set, the switch
attempts to load and execute the first executable image it can by performing
a recursive, depth-first search throughout the flash file system.

The Cisco IOS image is stored in a directory that has the same name as the
image file (excluding the .bin extension).

In a depth-first search of a directory, each encountered subdirectory is
completely searched before continuing the search in the original directory.

Configuration file

Configured switches use the config.text file stored on the system board in
flash memory.

A new switch has no configuration file.

Automatically Downloading a Configuration File

You can automatically download a configuration file to your switch by using the DHCP-based autoconfiguration
feature. For more information, see the "Understanding DHCP-Based Autoconfiguration" section.

Specifying the Filename to Read and Write the System Configuration

By default, the Cisco 10S software uses the config.text file to read and write a nonvolatile copy of the system
configuration. However, you can specify a different filename, which will be loaded during the next boot cycle.

Before you begin

Use a standalone switch for this task.

SUMMARY STEPS

1. configure terminal

2. boot flash:/file-url

3. end

4. show boot

5. copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal

Example:

Enters global configuration mode.
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Command or Action

Purpose

Switch# configure terminal

Step 2 boot flash:/file-url

Example:

Switch (config) # boot flash:config.text

Specifies the configuration file to load during the next boot
cycle.

file-url—The path (directory) and the configuration
filename.

Filenames and directory names are case-sensitive.

Step 3 end

Example:

Switch (config)# end

Returns to privileged EXEC mode.

Step 4 show boot

Example:

Switch# show boot

Verifies your entries.

The boot global configuration command changes the setting
of the CONFIG_FILE environment variable.

Step 5 copy running-config startup-config

Example:

Switch# copy running-config startup-config

(Optional) Saves your entries in the configuration file.

Manually Booting the Switch

By default, the switch automatically boots up; however, you can configure it to manually boot up.

Before you begin

Use a standalone switch for this task.

SUMMARY STEPS

1. configure terminal

2. boot manual

3. end

4. show boot

5. copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Step 1 configure terminal

Example:

Enters global configuration mode.
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Command or Action

Purpose

Switch# configure terminal

Step 2 boot manual Enables the switch to manually boot up during the next boot
le.

Example: cyese

Switch (config)# boot manual

Step 3 end Returns to privileged EXEC mode.

Example:

Switch (config)# end

Step 4 show boot Verifies your entries.

Example: The boot manual global command changes the setting of
the MANUAL BOOT environment variable.

Switchf show boot The next time you reboot the system, the switch is in boot
loader mode, shown by the switch: prompt. To boot up the
system, use the boot filesystem:/file-url boot loader
command.

* filesystem:—Uses flash: for the system board flash
device.
Switch: boot flash:
* For file-url—Specifies the path (directory) and the
name of the bootable image.
Filenames and directory names are case-sensitive.
Step 5 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Booting a Specific Software Image On a Switch

By default, the switch attempts to automatically boot up the system using information in the BOOT environment
variable. If this variable is not set, the switch attempts to load and execute the first executable image it can
by performing a recursive, depth-first search throughout the flash file system. In a depth-first search of a
directory, each encountered subdirectory is completely searched before continuing the search in the original
directory. However, you can specify a specific image to boot up.

SUMMARY STEPS

1. configure terminal
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2. end
3. show boot system
4. copy running-config startup-config

DETAILED STEPS
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Command or Action

Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 2 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 3 show boot system Verifies your entries.
Example: The boot system global command changes the setting of
the BOOT environment variable.
Switch# show boot system During the next boot cycle, the switch attempts to
automatically boot up the system using information in the
BOOT environment variable.
Step 4 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Controlling Environment Variables

With a normally operating switch, you enter the boot loader mode only through a switch console connection
configured for 9600 b/s. Unplug the switch power cord, and press the switch Mode button while reconnecting
the power cord. You can release the Mode button a second or two after the LED above port 1 turns off. Then
the boot loader switch: prompt appears.

The switch boot loader software provides support for nonvolatile environment variables, which can be used
to control how the boot loader, or any other software running on the system, behaves. Boot loader environment
variables are similar to environment variables that can be set on UNIX or DOS systems.

Environment variables that have values are stored in flash memory outside of the flash file system.

Each line in these files contains an environment variable name and an equal sign followed by the value of the
variable. A variable has no value if it is not listed in this file; it has a value if it is listed in the file even if the
value is a null string. A variable that is set to a null string (for example, " ") is a variable with a value. Many
environment variables are predefined and have default values.

Environment variables store two kinds of data:
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* Data that controls code, which does not read the Cisco IOS configuration file. For example, the name of
a boot loader helper file, which extends or patches the functionality of the boot loader can be stored as
an environment variable.

+ Data that controls code, which is responsible for reading the Cisco IOS configuration file. For example,
the name of the Cisco IOS configuration file can be stored as an environment variable.

You can change the settings of the environment variables by accessing the boot loader or by using Cisco I0S
commands. Under normal circumstances, it is not necessary to alter the setting of the environment variables.

N

Note For complete syntax and usage information for the boot loader commands and environment variables, see the
command reference for this release.

Table 6: Environment Variables

Variable Boot Loader Command Cisco 10S Global Configuration
Command
BOOT set BOOT filesystem :/file-url ... | boot systemfilesystem:/file-url ...

A semicolon-separated list of Specifies the Cisco IOS image to
executable files to try to load and | load during the next boot cycle.
execute when automatically This command changes the setting
booting. If the BOOT of the BOOT environment variable
environment variable is not set,
the system attempts to load and
execute the first executable image
it can find by using a recursive,
depth-first search through the
flash file system. If the BOOT
variable is set but the specified
images cannot be loaded, the
system attempts to boot the first
bootable file that it can find in the
flash file system.

MANUAL_BOOT set MANUAL_BOOT yes boot manual

Decides whether the switch Enables manually booting up the
automatically or manually boots |switch during the next boot cycle
up. and changes the setting of the
MANUAL BOOT environment

Valid values are 1, yes, 0, and no. .
variable.

If it is set to no or 0, the boot

loader attempts to automatically

boot up the system. If it is set to

anything else, you must manually
boot up the switch from the boot
loader mode.

The next time you reboot the
system, the switch is in boot loader
mode. To boot up the system, use
the boot flash: filesystem :/ file-url
boot loader command, and specify
the name of the bootable image.
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Variable Boot Loader Command Cisco 10S Global Configuration
Command
CONFIG_FILE set CONFIG_FILE flash: / boot config-file flash:/ file-url
file-url

Specifies the filename that Cisco
IOS uses to read and write a
nonvolatile copy of the system
configuration. This command
changes the CONFIG_FILE
environment variable.

Scheduling a Reload of the Software Image

You can schedule a reload of the software image to occur on the switch at a later time (for example, late at
night or during the weekend when the switch is used less), or you can synchronize a reload network-wide (for
example, to perform a software upgrade on all switches in the network).

)

Note A scheduled reload must take place within approximately 24 days.

Configuring a Scheduled Reload

To configure your switch to reload the software image at a later time, use one of these commands in privileged
EXEC mode:

« reload in [hh :Jmm [text]

This command schedules a reload of the software to take affect in the specified minutes or hours and
minutes. The reload must take place within approximately 24 days. You can specify the reason for the
reload in a string up to 255 characters in length.

* reload at hh:mm [month dayTday month [text]

This command schedules a reload of the software to take place at the specified time (using a 24-hour
clock). If you specify the month and day, the reload is scheduled to take place at the specified time and
date. If you do not specify the month and day, the reload takes place at the specified time on the current
day (if the specified time is later than the current time) or on the next day (if the specified time is earlier
than the current time). Specifying 00:00 schedules the reload for midnight.

A\

Note Use the at keyword only if the switch system clock has been set (through Network
Time Protocol (NTP), the hardware calendar, or manually). The time is relative
to the configured time zone on the switch. To schedule reloads across several
switches to occur simultaneously, the time on each switch must be synchronized
with NTP.

The reload command halts the system. If the system is not set to manually boot up, it reboots itself. Use
the reload command after you save the switch configuration information to the startup configuration
(copy running-config startup-config).
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If your switch is configured for manual booting, do not reload it from a virtual terminal. This restriction
prevents the switch from entering the boot loader mode and thereby taking it from the remote user's
control.

If you modify your configuration file, the switch prompts you to save the configuration before reloading.
During the save operation, the system requests whether you want to proceed with the save if the CONFIG_FILE
environment variable points to a startup configuration file that no longer exists. If you proceed in this situation,
the system enters setup mode upon reload.

This example shows how to reload the software on the switch on the current day at 7:30 p.m:

switch# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]

This example shows how to reload the software on the switch at a future time:

Switch# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

To cancel a previously scheduled reload, use the reload cancel privileged EXEC command

Displaying Scheduled Reload Information

To display information about a previously scheduled reload or to find out if a reload has been scheduled on
the switch, use the show reload privileged EXEC command.

It displays reload information including the time the reload is scheduled to occur and the reason for the reload
(if it was specified when the reload was scheduled).

Boot Loader Upgrade and Image Verification for the FIPS Mode of Operation

To operate in the FIPS mode, complete these steps:

* Enable the FIPS mode on the switch.To enable the FIPS mode, enter the fips authorization-key
authorization-key global configuration command. To disable the FIPS mode, use the no version of the
command.

» Use signed and validated images. Cisco IOS Release 15.2(1)E supports an updated boot loader that can
validate the Cisco IOS image signature only in the FIPS mode of operation.

)

Note Ensure that the power is not turned off while updating the boot loader. If the power is turned off during the
update, you will have to replace the switch by using a Return Merchandise Authorization (RMA) license.

Table 4-6 describes upgrade and downgrade scenarios using different images and using the FIPS mode or
non-FIPS mode:
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Table 7: Upgrade and Downgrade Scenarios Relating to FIPS Certified Images

Upgrade/ Downgrade Scenario

Action

Status or Result

Upgrade from an image that is in
the FIPS mode to a Cisco IOS
Release 15.2(1)E image in the FIPS
mode.

Boot with the Cisco IOS Release
15.2(1)E image.

* The boot loader is upgraded.

 The image signature is
verified.

* The following message
appears in the boot sequence:
“Image passed digital
signature verification.”

Note If you upload a corrupt
or unsigned image, the
following message
appears during boot up:
“Image verification

failed.”

Upgrade from a switch that is in the
non-FIPS mode to a Cisco IOS
Release 15.2(1)E image in the FIPS
mode

* Configure the fips
authorization- key
authorization-key global
configuration command

* Reload the switch for the FIPS
key to be operational. By
default, the switch
automatically boots up;
however, if you have
configured it to boot up
manually, you have to initiate
the reboot.

* After the boot loader is
upgraded, boot with the Cisco
I0S Release 15.2(1)E image.

* The boot loader is upgraded.
* The image signature is
verified.

Note If you upload a corrupt
or unsigned image, the
following message
appears during boot up:
“Image verification

failed.

Upgrade to Cisco IOS Release
15.2(1)E in the non-FIPS mode

Boot with the Cisco IOS Release
15.2(1)E image.

* The boot loader is not
updated.

* The image signature is not
verified

* The switch works normally.
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Upgrade/ Downgrade Scenario

Action

Status or Result

Configure an existing FIPS
complaint switch running Cisco
IOS Release 15.2(1)E to work in a
non-FIPS mode.

* Configure the no fips
authorization- key
authorization-key global
configuration command.
Reload the switch for the
configuration to take effect.
By default, the switch
automatically boots up;
however, if you have
configured it to boot up
manually, you have to initiate
the reboot.

* The boot loader is not
updated.

* The switch works normally
and the FIPS commands are
no longer available.

* The following message
appears in the boot sequence:
“Image passed digital
signature verification”.

Note If you upload a corrupt
or unsigned image, the
following message
appears during boot up:
“WARNING: Unable to
determine image
authentication. Image is
either unsigned or is

signed but corrupted.”

Downgrade from a Cisco I0S
Release 15.2(1)E image in FIPS
mode to an older release.

Configure the no fips
authorization- key
authorization-key global
configuration command
Reload the switch for the
configuration to take effect.
By default, the switch
automatically boots up;
however, if you have
configured it to boot up
manually, you have to initiate
reboot.

* Upload and boot the older
image.

* The boot loader is not
downgraded

* The switch work normally and
the FIPS commands are no
longer available.

* The following message
appears in the boot sequence:
“WARNING: Unable to
determine image
authentication. Image is either
unsigned or is signed but
corrupted.”
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Configuring Cisco 10S Configuration Engine
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CHAPTER 3
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* Information About Configuring the Configuration Engine, on page 46

» How to Configure the Configuration Engine, on page 51

* Monitoring CNS Configurations, on page 62
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfing.cisco.com/. An account on Cisco.com is not required.

Prerequisites for Configuring the Configuration Engine

* Obtain the name of the configuration engine instance to which you are connecting.

* Because the CNS uses both the event bus and the configuration server to provide configurations to
devices, you must define both ConfigID and Device ID for each configured switch.

* All switches configured with the cns config partial global configuration command must access the event
bus. The DevicelD, as originated on the switch, must match the DevicelD of the corresponding switch
definition in the Cisco Configuration Engine. You must know the hostname of the event bus to which
you are connecting.
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Restrictions for Configuring the Configuration Engine

+ Within the scope of a single instance of the configuration server, no two configured switches can share
the same value for ConfiglD.

» Within the scope of a single instance of the event bus, no two configured switches can share the same
value for DevicelD.

Information About Configuring the Configuration Engine

Cisco Configuration Engine Software

The Cisco Configuration Engine is network management utility software that acts as a configuration service
for automating the deployment and management of network devices and services. Each Cisco Configuration
Engine manages a group of Cisco devices (switches and routers) and the services that they deliver, storing
their configurations and delivering them as needed. The Cisco Configuration Engine automates initial
configurations and configuration updates by generating device-specific configuration changes, sending them
to the device, executing the configuration change, and logging the results.

The Cisco Configuration Engine supports standalone and server modes and has these Cisco Networking
Services (CNS) components:

* Configuration service:
* Web server
* File manager

* Namespace mapping server

* Event service (event gateway)

* Data service directory (data models and schema)

\}

Note  Support for Cisco Configuration Engine will be deprecated in future releases. Use the configuration described
in Cisco Plug and Play Feature Guide .

In standalone mode, the Cisco Configuration Engine supports an embedded directory service. In this mode,
no external directory or other data store is required. In server mode, the Cisco Configuration Engine supports
the use of a user-defined external directory.
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Configuration Service .

Figure 4: Cisco Configuration Engine Architectural Overview
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Configuration Service

The Configuration Service is the core component of the Cisco Configuration Engine. It consists of a
Configuration Server that works with Cisco IOS CNS agents on the switch. The Configuration Service delivers
device and service configurations to the switch for initial configuration and mass reconfiguration by logical
groups. Switches receive their initial configuration from the Configuration Service when they start up on the
network for the first time.

The Configuration Service uses the CNS Event Service to send and receive configuration change events and
to send success and failure notifications.

The Configuration Server is a web server that uses configuration templates and the device-specific configuration
information stored in the embedded (standalone mode) or remote (server mode) directory.

Configuration templates are text files containing static configuration information in the form of CLI commands.
In the templates, variables are specified by using Lightweight Directory Access Protocol (LDAP) URLs that
reference the device-specific configuration information stored in a directory.

The Cisco I0S agent can perform a syntax check on received configuration files and publish events to show
the success or failure of the syntax check. The configuration agent can either apply configurations immediately
or delay the application until receipt of a synchronization event from the configuration server.

Event Service

The Cisco Configuration Engine uses the Event Service for receipt and generation of configuration events.
The Event Service consists of an event agent and an event gateway. The event agent is on the switch and
facilitates the communication between the switch and the event gateway on the Cisco Configuration Engine.

The Event Service is a highly capable publish-and-subscribe communication method. The Event Service uses
subject-based addressing to send messages to their destinations. Subject-based addressing conventions define
a simple, uniform namespace for messages and their destinations.
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NameSpace Mapper

The Cisco Configuration Engine includes the NameSpace Mapper (NSM) that provides a lookup service for
managing logical groups of devices based on application, device or group ID, and event.

Cisco I0S devices recognize only event subject-names that match those configured in Cisco 10S software;
for example, cisco.cns.config.load. You can use the namespace mapping service to designate events by using
any desired naming convention. When you have populated your data store with your subject names, NSM
changes your event subject-name strings to those known by Cisco 10S.

For a subscriber, when given a unique device ID and event, the namespace mapping service returns a set of
events to which to subscribe. Similarly, for a publisher, when given a unique group ID, device ID, and event,
the mapping service returns a set of events on which to publish.

Cisco Networking Services IDs and Device Hostnames

ConfiglD

DevicelD

The Cisco Configuration Engine assumes that a unique identifier is associated with each configured switch.
This unique identifier can take on multiple synonyms, where each synonym is unique within a particular
namespace. The event service uses namespace content for subject-based addressing of messages.

The Cisco Configuration Engine intersects two namespaces, one for the event bus and the other for the
configuration server. Within the scope of the configuration server namespace, the term ConfigID is the unique
identifier for a device. Within the scope of the event bus namespace, the term DevicelD is the CNS unique
identifier for a device.

Because the Configuration Engine uses both the event bus and the configuration server to provide configurations
to devices, you must define both ConfigID and Device ID for each configured switch .

Within the scope of a single instance of the configuration server, no two configured switches can share the
same value for ConfigID. Within the scope of a single instance of the event bus, no two configured switches
can share the same value for DevicelD.

Each configured switch has a unique ConfigID, which serves as the key into the Cisco Configuration Engine
directory for the corresponding set of switch CLI attributes. The ConfigID defined on the switch must match
the ConfiglD for the corresponding switch definition on the Cisco Configuration Engine.

The ConfiglD is fixed at startup time and cannot be changed until the device restarts, even if the switch
hostname is reconfigured.

Each configured switch participating on the event bus has a unique DevicelD, which is analogous to the switch
source address so that the switch can be targeted as a specific destination on the bus.

All switches configured with the cns config partial global configuration command must access the event bus.
Therefore, the DevicelD, as originated on the switch, must match the DevicelD of the corresponding switch
definition in the Configuration Engine.

The origin of the DevicelD is defined by the Cisco IOS hostname of the switch. However, the DevicelD
variable and its usage reside within the event gateway adjacent to the switch.
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Hostname and DevicelD .

The logical Cisco I0S termination point on the event bus is embedded in the event gateway, which in turn
functions as a proxy on behalf of the switch. The event gateway represents the switch and its corresponding
DevicelD to the event bus.

The switch declares its hostname to the event gateway immediately after the successful connection to the
event gateway. The event gateway couples the DevicelD value to the Cisco 10S hostname each time this
connection is established. The event gateway retains this DevicelD value for the duration of its connection to
the switch.

Hostname and DevicelD

The DevicelD is fixed at the time of the connection to the event gateway and does not change even when the
switch hostname is reconfigured.

When changing the switch hostname on the switch, the only way to refresh the DevicelD is to break the
connection between the switch and the event gateway. For instructions on refreshing DevicelDs, see "Related
Topics."

When the connection is reestablished, the switch sends its modified hostname to the event gateway. The event
gateway redefines the DevicelD to the new value.

A

Caution

When using the Cisco Configuration Engine user interface, you must first set the DevicelD field to the hostname

value that the switch acquires after, not before, and you must reinitialize the configuration for your Cisco 10S

CNS agent. Otherwise, subsequent partial configuration command operations may malfunction.

Hostname, DevicelD, and ConfiglD

In standalone mode, when a hostname value is set for a switch, the configuration server uses the hostname as
the DevicelD when an event is sent on hostname. If the hostname has not been set, the event is sent on the
cn=<value> of the device.

In server mode, the hostname is not used. In this mode, the unique DevicelD attribute is always used for
sending an event on the bus. If this attribute is not set, you cannot update the switch.

These and other associated attributes (tag value pairs) are set when you run Setup on the Cisco Configuration
Engine.

Cisco 10S CNS Agents

The CNS event agent feature allows the switch to publish and subscribe to events on the event bus and works
with the Cisco IOS CNS agent. These agents, embedded in the switch Cisco 10S software, allow the switch
to be connected and automatically configured.

Initial Configuration

When the switch first comes up, it attempts to get an IP address by broadcasting a Dynamic Host Configuration
Protocol (DHCP) request on the network. Assuming there is no DHCP server on the subnet, the distribution
switch acts as a DHCP relay agent and forwards the request to the DHCP server. Upon receiving the request,
the DHCP server assigns an [P address to the new switch and includes the Trivial File Transfer Protocol
(TFTP) server Internet Protocol (IP) address, the path to the bootstrap configuration file, and the default
gateway IP address in a unicast reply to the DHCP relay agent. The DHCP relay agent forwards the reply to
the switch.
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. Incremental (Partial) Configuration

The switch automatically configures the assigned IP address on interface VLAN 1 (the default) and downloads
the bootstrap configuration file from the TFTP server. Upon successful download of the bootstrap configuration
file, the switch loads the file in its running configuration.

The Cisco IOS CNS agents initiate communication with the Configuration Engine by using the appropriate
ConfigID and EventID. The Configuration Engine maps the Config ID to a template and downloads the full
configuration file to the switch.

The following figure shows a sample network configuration for retrieving the initial bootstrap configuration
file by using DHCP-based autoconfiguration.

bebrony TFTP
= H—'\.}I server
Configuration WAN ?.-'
Engine |
A DHCP
server

DHCP relay agent
Distribution layer default gateway

Access layer "
switches 4

Incremental (Partial) Configuration

Figure 5: Initial Configuration

After the network is running, new services can be added by using the Cisco IOS CNS agent. Incremental
(partial) configurations can be sent to the switch. The actual configuration can be sent as an event payload by
way of the event gateway (push operation) or as a signal event that triggers the switch to initiate a pull operation.

The switch can check the syntax of the configuration before applying it. If the syntax is correct, the switch
applies the incremental configuration and publishes an event that signals success to the configuration server.
If the switch does not apply the incremental configuration, it publishes an event showing an error status. When
the switch has applied the incremental configuration, it can write it to nonvolatile random-access memory
(NVRAM) or wait until signaled to do so.

Synchronized Configuration

When the switch receives a configuration, it can defer application of the configuration upon receipt of a
write-signal event. The write-signal event tells the switch not to save the updated configuration into its
NVRAM. The switch uses the updated configuration as its running configuration. This ensures that the switch
configuration is synchronized with other network activities before saving the configuration in NVRAM for
use at the next reboot.

Automated CNS Configuration

To enable automated CNS configuration of the switch, you must first complete the prerequisites listed in this
topic. When you complete them, power on the switch. At the setup prompt, do nothing; the switch begins the
initial configuration. When the full configuration file is loaded on your switch, you do not need to do anything
else.
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How to Configure the Configuration Engine .

For more information on what happens during initial configuration, see "Related Topics."

Table 8: Prerequisites for Enabling Automatic Configuration

Device

Required Configuration

Access switch

Factory default (no configuration file)

Distribution switch

* IP helper address
* Enable DHCP relay agentl

* [P routing (if used as default gateway)

DHCP server * [P address assignment
» TFTP server IP address
» Path to bootstrap configuration file on the TFTP server
* Default gateway IP address
TFTP server * A bootstrap configuration file that includes the CNS configuration

commands that enable the switch to communicate with the Configuration
Engine

* The switch configured to use either the switch MAC address or the serial
number (instead of the default hostname) to generate the ConfigID and
EventID

» The CNS event agent configured to push the configuration file to the switch

CNS Configuration Engine

One or more templates for each type of device, with the ConfigID of the device
mapped to the template.

' A DHCP Relay is needed only when the DHCP Server is on a different subnet from the client.

How to Configure the Configuration Engine

Enabling Automated Cisco Networking Services (CNS) Configuration

To enable automated CNS configuration of the switch:

SUMMARY STEPS

Before you begin

Make sure that switch is powered off.

1. Make sure that the access switch is set to the factory default.
2. On the distribution switch:

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



. Enabling Automated Cisco Networking Services (CNS) Configuration

pw

On the TFTP server, configure the following:

Configuring Cisco 10S Configuration Engine |

On the DHCP server, configure the following:

5. On the CNS Configuration Engine, configure one or more templates for each type of device, with the
ConfiglD of the device mapped to the template.

6. Power on the switch.
7. At the setup prompt, do nothing.

DETAILED STEPS

Command or Action

Purpose

Step 1 Make sure that the access switch is set to the factory default. | There is no configuration file.
Step 2 On the distribution switch: * Configure the IP helper address
* Enable DHCP relay agent
* Configure IP routing (if used as default gateway)
Step 3 On the DHCP server, configure the following: * [P address assignment
* TFTP server IP address
* Path to bootstrap configuration file on the TFTP server
* Default gateway IP address
Step 4 On the TFTP server, configure the following: * A bootstrap configuration file that includes the CNS
configuration commands that enable the switch to
communicate with the Configuration Engine
* The switch configured to use either the switch MAC
address or the serial number (instead of the default
hostname) to generate the ConfigID and EventID
» The CNS event agent configured to push the
configuration file to the switch
Step 5 On the CNS Configuration Engine, configure one or more
templates for each type of device, with the ConfigID of the
device mapped to the template.
Step 6 Power on the switch.
Step 7 At the setup prompt, do nothing. The switch begins the initial configuration.

Once the full configuration file is loaded on the switch, it
is enabled for automated CNS configuration.
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What to do next

\)

Note For more information about running the setup program and creating templates on the Configuration Engine,
see the Cisco Configuration Engine Installation and Setup Guide, 1.5 for Linux

https://www.cisco.com/en/US/docs/net mgmt/configuration engine/1.5/installation_linux/guide/setup 1.html

Enabling the CNS Event Agent
Y

Note You must enable the CNS event agent on the switch before you enable the CNS configuration agent.

Follow these steps to enable the CNS event agent on the switch.

SUMMARY STEPS
1. enable
2. configure terminal
3. cnsevent {hostname | ip-address} [port-number] [ [keepalive seconds retry-count] [failover-time
seconds ] [reconnect-time time] | backup] [source ip-address]
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 cns event {hostname | ip-address} [port-number] [ Enables the event agent, and enters the gateway parameters.
[keepalive seconds retry-count] [failover-time seconds ]

[reconnect-time time] | backup] [source ip-address] * For {hostname | ip-address}, enter either the hostname

or the IP address of the event gateway.

Example: i
* (Optional) For port number, enter the port number for

Switch(config)# cns event 10.180.1.27 keepalive the event gateway. The default port number is 11011.

120 10
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Command or Action Purpose

* (Optional) For keepalive seconds, enter how often the
switch sends keepalive messages. For retry-count,
enter the number of unanswered keepalive messages
that the switch sends before the connection is
terminated. The default for each is 0.

* (Optional) For failover-time seconds, enter how long
the switch waits for the primary gateway route after
the route to the backup gateway is established.

+ (Optional) For reconnect-time time, enter the
maximum time interval that the switch waits before
trying to reconnect to the event gateway.

* (Optional) Enter backup to show that this is the
backup gateway. (If omitted, this is the primary
gateway.)

* (Optional) For source ip-address, enter the source IP
address of this device.

Note Though visible in the command-line help string,
the encrypt and the clock-timeout time
keywords are not supported.

Step 4 end Returns to privileged EXEC mode.

Example:

Switch (config) # end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To verify information about the event agent, use the show cns event connections command in privileged
EXEC mode.

To disable the CNS event agent, use the no cns event { ip-address | hostname } global configuration command.
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Enabling the Cisco I0S CNS Agent

Follow these steps to enable the Cisco IOS CNS agent on the switch.

Before you begin

Enabling the Cisco 10S CNS Agent .

You must enable the CNS event agent on the switch before you enable this agent.

SUMMARY STEPS
1. enable
2. configure terminal
3. cns config initial {hostname | ip-address} [port-number]
4. cns config partial {hostname | ip-address} [port-number]
5. end
6. show running-config
7. copy running-config startup-config
8. Start the Cisco IOS CNS agent on the switch.
DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 cns config initial {hostname | ip-address} [port-number] | Enables the Cisco IOS CNS agent, and enters the
configuration server parameters.
Example:
* For {hostname | ip-address}, enter either the hostname
Switch(config)# cns config initial 10.180.1.27 10 or the IP address of the configuration server.
* (Optional) For port number, enter the port number for
the configuration server.
This command enables the Cisco IOS CNS agent and
initiates an initial configuration on the switch.
Step 4 cns config partial {hostname | ip-address} [port-number] | Enables the Cisco IOS CNS agent, and enters the

Example:

Switch(config)# cns config partial 10.180.1.27 10

configuration server parameters.

* For {hostname | ip-address}, enter either the hostname
or the IP address of the configuration server.
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. Enabling an Initial Configuration for Cisco 10S CNS Agent

Command or Action Purpose

* (Optional) For port number, enter the port number for
the configuration server.

Enables the Cisco IOS CNS agent and initiates a partial
configuration on the switch.

Step 5 end

Example:

Switch (config)# end

Returns to privileged EXEC mode.

Step 6 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 7 copy running-config startup-config

Example:

Switch# copy running-config startup-config

(Optional) Saves your entries in the configuration file.

Step 8 Start the Cisco IOS CNS agent on the switch.

What to do next

You can now use the Cisco Configuration Engine to remotely send incremental configurations to the switch.

Enabling an Initial Configuration for Cisco 10S CNS Agent

Follow these steps to enable the CNS configuration agent and initiate an initial configuration on the switch.

SUMMARY STEPS

NSO A WN

enable

configure terminal

cns template connect name

cli config-text

Repeat Steps 3 to 4 to configure another CNS connect template.

exit

cns connect name [retries number] [retry-interval seconds] [sleep seconds] [timeout seconds]
discover {controller controller-type | dici [subinterface subinterface-number] | interface [interface-type]
| line line-type}

template name [... name]

Repeat Steps 8 to 9 to specify more interface parameters and CNS connect templates in the CNS connect
profile.
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11.  exit

12. hostname name

13. ip route network-number

14. cnsid interface num {dns-reverse | ipaddress | mac-address} [event] [image]

15. cnsid {hardware-serial | hostname | string string | udi} [event] [image]

16. cns config initial {hostname | ip-address} [port-number] [event] [no-persist] [page page] [source
ip-address] [syntax-check]

17. end

18. show running-config

19. copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 cns template connect name Enters CNS template connect configuration mode, and

specifies the name of the CNS connect template.
Example:

Switch (config) # cns template connect template-dhcp

Step 4 cli config-text Enters a command line for the CNS connect template.

Repeat this step for each command line in the template.
Example:

Switch (config-tmpl-conn)# cli ip address dhcp

Step 5 Repeat Steps 3 to 4 to configure another CNS connect
template.

Step 6 exit Returns to global configuration mode.
Example:

Switch(config)# exit

Step 7 cns connect name [retries number] [retry-interval Enters CNS connect configuration mode, specifies the
seconds] [sleep seconds] [timeout seconds] name of the CNS connect profile, and defines the profile
parameters. The switch uses the CNS connect profile to

Example: connect to the Configuration Engine.
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Command or Action

Purpose

Switch(config)# cns connect dhcp

* Enter the name of the CNS connect profile.

* (Optional) For retries number, enter the number of
connection retries. The range is 1 to 30. The default
is 3.

* (Optional) For retry-interval seconds, enter the
interval between successive connection attempts to
the Configuration Engine. The range is 1 to 40
seconds. The default is 10 seconds.

* (Optional) For sleep seconds, enter the amount of
time before which the first connection attempt occurs.
The range is 0 to 250 seconds. The default is 0.

* (Optional) For timeout seconds, enter the amount of
time after which the connection attempts end. The
range is 10 to 2000 seconds. The default is 120.

Step 8 discover {controller controller-type | dici [subinterface | Specifies the interface parameters in the CNS connect
subinterface-number] | interface [interface-type] | line | profile.
line-type} « For controller controller-type, enter the controller
Example: type.
Switch (config-cns—conn) § discover interface . For (:{ICI, enter the active data-link connection
gigabitethernet identifiers (DLCISs).
(Optional) For subinterface subinterface-number,
specify the point-to-point subinterface number that
is used to search for active DLClIs.
« For interface [interface-type], enter the type of
interface.
* For line line-type, enter the line type.
Step 9 template name [... name] Specifies the list of CNS connect templates in the CNS
connect profile to be applied to the switch configuration.
Example: .
You can specify more than one template.
Switch (config-cns-conn) # template template-dhcp
Step 10 Repeat Steps 8 to 9 to specify more interface parameters
and CNS connect templates in the CNS connect profile.
Step 11 exit Returns to global configuration mode.
Example:
Switch (config-cns-conn)# exit
Step 12 hostname name Enters the hostname for the switch.

Example:
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Enabling an Initial Configuration for Cisco 10S CNS Agent .

Command or Action

Purpose

Switch (config)# hostname devicel

Step 13

ip route network-number

Example:

RemoteSwitch (config)# ip route 172.28.129.22
255.255.255.255 11.11.11.1

(Optional) Establishes a static route to the Configuration
Engine whose IP address is network-number.

Step 14

cns id interface num {dns-reverse | ipaddress |
mac-address} [event] [image]

Example:

RemoteSwitch (config)# cns id GigabitEthernet0/1
ipaddress

(Optional) Sets the unique EventID or ConfigID used by
the Configuration Engine. If you enter this command, do
not enter the cns id {hardware-serial | hostname | string
string | udi} [event] [image] command.

« For interface num, enter the type of interface. For
example, ethernet, group-async, loopback, or
virtual-template. This setting specifies from which
interface the IP or MAC address should be retrieved
to define the unique ID.

* For {dns-reverse | ipaddress | mac-address}, enter
dns-reverse to retrieve the hostname and assign it as
the unique ID, enter ipaddress to use the IP address,
or enter mac-address to use the MAC address as
the unique ID.

* (Optional) Enter event to set the ID to be the event-id
value used to identify the switch.

* (Optional) Enter image to set the ID to be the
image-id value used to identify the switch.
Note If both the event and image keywords are
omitted, the image-id value is used to identify
the switch.

Step 15

cns id {hardware-serial | hostname | string string | udi}
[event] [image]

Example:

RemoteSwitch (config)# cns id hostname

(Optional) Sets the unique EventID or ConfigID used by
the Configuration Engine. If you enter this command, do
not enter the cns id interface num {dns-reverse | ipaddress
| mac-address} [event] [image] command.

* For { hardware-serial | hostname | string string
| udi }, enter hardware-serial to set the switch
serial number as the unique ID, enter hosthame (the
default) to select the switch hostname as the unique
ID, enter an arbitrary text string for string string as
the unique ID, or enter udi to set the unique device
identifier (UDI) as the unique ID.

Step 16

cns config initial {hostname | ip-address} [port-number]
[event] [no-persist] [page page] [source ip-address]
[syntax-check]

Enables the Cisco IOS agent, and initiates an initial
configuration.

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



. Enabling an Initial Configuration for Cisco 10S CNS Agent

Configuring Cisco 10S Configuration Engine |

Command or Action

Purpose

Example:

RemoteSwitch (config) # cns config initial 10.1.1.1]
no-persist

* For {hostname | ip-address}, enter the hostname or
the IP address of the configuration server.

* (Optional) For port-number, enter the port number
of the configuration server. The default port number
is 80.

* (Optional) Enable event for configuration success,
failure, or warning messages when the configuration
is finished.

* (Optional) Enable no-persist to suppress the
automatic writing to NVRAM of the configuration
pulled as a result of entering the cns config initial
global configuration command. If the no-persist
keyword is not entered, using the cns config initial
command causes the resultant configuration to be
automatically written to NVRAM.

* (Optional) For page page, enter the web page of the
initial configuration. The default is
/Config/config/asp.

* (Optional) Enter source ip-address to use for source
IP address.

* (Optional) Enable syntax-check to check the syntax
when this parameter is entered.
Note Though visible in the command-line help string,
the encrypt, status url, and inventory
keywords are not supported.

Step 17 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 18 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 19 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Configuring Cisco 108 Configuration Engine

What to do next

Enabling a Partial Configuration for Cisco 10S CNS Agent .

To verify information about the configuration agent, use the show cns config connections command in

privileged EXEC mode.

To disable the CNS Cisco IOS agent, use the no cns config initial { ip-address | hostname } global configuration

command.

Enabling a Partial Configuration for Cisco 10S CNS Agent

Follow these steps to enable the Cisco IOS CNS agent and to initiate a partial configuration on the switch.

SUMMARY STEPS
1. enable
2. configure terminal
3. cns config partial {ip-address | hostname} [port-number] [source ip-address]
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 cns config partial {ip-address | hostname} [port-number] | Enables the configuration agent, and initiates a partial

[source ip-address]

Example:

Switch(config)# cns config partial 172.28.129.22
2013

configuration.

* For {ip-address | hostname}, enter the IP address or
the hostname of the configuration server.

* (Optional) For port-number, enter the port number of
the configuration server. The default port number is
80.

* (Optional) Enter source ip-address to use for the
source IP address.
Note Though visible in the command-line help string,
the encrypt keyword is not supported.
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Command or Action

Purpose

Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To verify information about the configuration agent, use either the show cns config stats or the show cns
config outstanding command in privileged EXEC mode.

To disable the Cisco IOS agent, use the no cns config partial { ip-address | hostname } global configuration
command. To cancel a partial configuration, use the cns config cancel global configuration command.

Monitoring CNS Configurations

Table 9: CNS show Commands

Command

Purpose

show cns config connections

Switch# show cns config connections|

Displays the status of the CNS Cisco IOS CNS agent connections.

show cns config outstanding

Switch# show cns config outstanding]

Displays information about incremental (partial) CNS
configurations that have started but are not yet completed.

show cns config stats

Switch# show cns config stats

Displays statistics about the Cisco IOS CNS agent.
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Command Purpose

show cns event connections Displays the status of the CNS event agent connections.

Switch# show cns event connections

show cns event gateway Displays the event gateway information for your switch.

Switch# show cns event gateway

show cns event stats Displays statistics about the CNS event agent.

Switch# show cns event stats

show cns event subject Displays a list of event agent subjects that are subscribed to by
applications.

Switch# show cns event subject

Additional References

Related Documents

Related Topic Document Title

Configuration Engine Setup | Cisco Configuration Engine Installation and Setup Guide, 1.5 for Linux

https://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.5/
installation_linux/guide/setup _1.html

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

Standards and RFCs

Standard/RFC | Tide

None -
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Configuring Cisco 10S Configuration Engine |
. Feature History and Information for the Configuration Engine

MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Feature History and Information for the Configuration Engine

Release Modification

This feature was introduced.
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CHAPTER 4

Administering the Switch

* Finding Feature Information, on page 67

* Information About Administering the Switch, on page 67

* Configuration Examples for Switch Administration, on page 98
* Troubleshooting Administering the Switch, on page 101

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About Administering the Switch

System Time and Date Management

You can manage the system time and date on your switch using automatic configuration methods (RTC and
NTP), or manual configuration methods.

\)

Note For complete syntax and usage information for the commands used in this section, see the Cisco 10S
Configuration Fundamentals Command Referenceon Cisco.com.

System Clock

The basis of the time service is the system clock. This clock runs from the moment the system starts up and
keeps track of the date and time.

The system clock can then be set from these sources:
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* NTP

* Manual configuration

The system clock can provide time to these services:

» User show commands

* Logging and debugging messages

The system clock keeps track of time internally based on Coordinated Universal Time (UTC), also known as
Greenwich Mean Time (GMT). You can configure information about the local time zone and summer time
(daylight saving time) so that the time appears correctly for the local time zone.

The system clock keeps track of whether the time is authoritative or not (that is, whether it has been set by a
time source considered to be authoritative). If it is not authoritative, the time is available only for display
purposes and is not redistributed.

Network Time Protocol

The NTP is designed to time-synchronize a network of devices. NTP runs over User Datagram Protocol
(UDP), which runs over IP. NTP is documented in RFC 1305.

An NTP network usually gets its time from an authoritative time source, such as a radio clock or an atomic
clock attached to a time server. NTP then distributes this time across the network. NTP is extremely efficient;
no more than one packet per minute is necessary to synchronize two devices to within a millisecond of one
another.

NTP uses the concept of a stratum to describe how many NTP hops away a device is from an authoritative
time source. A stratum 1 time server has a radio or atomic clock directly attached, a stratum 2 time server
receives its time through NTP from a stratum 1 time server, and so on. A device running NTP automatically
chooses as its time source the device with the lowest stratum number with which it communicates through
NTP. This strategy effectively builds a self-organizing tree of NTP speakers.

NTP avoids synchronizing to a device whose time might not be accurate by never synchronizing to a device
that is not synchronized. NTP also compares the time reported by several devices and does not synchronize
to a device whose time is significantly different than the others, even if its stratum is lower.

The communications between devices running NTP (known as associations) are usually statically configured;
each device is given the IP address of all devices with which it should form associations. Accurate timekeeping
is possible by exchanging NTP messages between each pair of devices with an association. However, in a
LAN environment, NTP can be configured to use IP broadcast messages instead. This alternative reduces
configuration complexity because each device can simply be configured to send or receive broadcast messages.
However, in that case, information flow is one-way only.

The time kept on a device is a critical resource; you should use the security features of NTP to avoid the
accidental or malicious setting of an incorrect time. Two mechanisms are available: an access list-based
restriction scheme and an encrypted authentication mechanism.

Cisco’s implementation of NTP does not support stratum 1 service; it is not possible to connect to a radio or
atomic clock. We recommend that the time service for your network be derived from the public NTP servers
available on the IP Internet.

The figure below shows a typical network example using NTP. Switch A is the NTP primary (formerly known
as NTP primary), with the Switch B, C, and D configured in NTP server mode, in server association with
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NTP Version 4 .

Switch A. Switch E is configured as an NTP peer to the upstream and downstream Switch, Switch B and
Switch F, respectively.

Figure 6: Typical NTP Network Configuration
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If the network is isolated from the Internet, Cisco’s implementation of NTP allows a device to act as if it is

synchronized through NTP, when in fact it has learned the time by using other means. Other devices then
synchronize to that device through NTP.

When multiple sources of time are available, NTP is always considered to be more authoritative. NTP time
overrides the time set by any other method.

Several manufacturers include NTP software for their host systems, and a publicly available version for

systems running UNIX and its various derivatives is also available. This software allows host systems to be
time-synchronized as well.

NTP Version 4

NTP version 4 is implemented on the switch. NTPv4 is an extension of NTP version 3. NTPv4 supports both
IPv4 and IPv6 and is backward-compatible with NTPv3.
NTPv4 provides these capabilities:

* Support for IPv6.

* Improved security compared to NTPv3. The NTPv4 protocol provides a security framework based on
public key cryptography and standard X509 certificates.

 Automatic calculation of the time-distribution hierarchy for a network. Using specific multicast groups,
NTPv4 automatically configures the hierarchy of the servers to achieve the best time accuracy for the
lowest bandwidth cost. This feature leverages site-local IPv6 multicast addresses.
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Note  You can disable NTP packets from being received on routed ports and VLAN interfaces. You cannot disable
NTP packets from being received on access ports. For details, see the Disabling NTPv4 Services on a Specific
Interface section of the Implementing NTPv4 in IPv6 chapter of the Cisco 10S IPv6 Configuration Guide,
Release 12.4T.

For details about configuring NTPv4, see the Implementing NTPv4 in IPv6 chapter of the Cisco 10S IPv6
Configuration Guide, Release 12.4T.

Configuring Time and Date Manually

If no other source of time is available, you can manually configure the time and date after the system is
restarted. The time remains accurate until the next system restart. We recommend that you use manual
configuration only as a last resort. If you have an outside source to which the Switch can synchronize, you
do not need to manually set the system clock.

These sections contain this configuration information:

* Setting the System Clock
* Displaying the Time and Date Configuration
* Configuring the Time Zone

* Configuring Summer Time (Daylight Saving Time)

Setting the System Clock

If you have an outside source on the network that provides time services, such as an NTP server, you do not
need to manually set the system clock.

Follow these steps to set the system clock:

SUMMARY STEPS
1. enable
2. Use one of the following:
« clock set hh:mm:ss day month year
« clock set hh:mm:ss month day year
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 Use one of the following: Manually set the system clock using one of these formats:
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Displaying the Time and Date Configuration .

Command or Action

Purpose

« clock set hh:mm:ss day month year
« clock set hh:mm:ss month day year

Example:

Switch# clock set 13:32:00 23 March 2013

 hh:mm:ss—Specifies the time in hours (24-hour
format), minutes, and seconds. The time specified is
relative to the configured time zone.

+ day—Specifies the day by date in the month.
» month—Specifies the month by name.

« year—Specifies the year (no abbreviation).

Displaying the Time and Date Configuration

To display the time and date configuration, use the show clock[detail] privileged EXEC command.

The system clock keeps an authoritative flag that shows whether the time is authoritative (believed to be
accurate). If the system clock has been set by a timing source such as NTP, the flag is set. If the time is not
authoritative, it is used only for display purposes. Until the clock is authoritative and the authoritative flag is
set, the flag prevents peers from synchronizing to the clock when the peers’ time is invalid.

The symbol that precedes the show clock display has this meaning:

» *—Time is not authoritative.
* (blank)—Time is authoritative.

» .—Time is authoritative, but NTP is not synchronized.

Configuring the Time Zone

Follow these steps to manually configure the time zone:

SUMMARY STEPS
1. enable
2. configure terminal
3. clock timezone zone hours-offset [minutes-offset]
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.

Example:
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Command or Action Purpose

Switch# configure terminal

Step 3 clock timezone zone hours-offset [minutes-offset] Sets the time zone.
Example: Internal time is kept in Coordinated Universal Time (UTC),
so this command is used only for display purposes and when
Switch (config)# clock timezone AST -3 30 the time is manually set.

« zone—Enters the name of the time zone to be displayed
when standard time is in effect. The default is UTC.

* hours-offset—Enters the hours offset from UTC.

* (Optional) minutes-offset—Enters the minutes offset
from UTC. This available where the local time zone
is a percentage of an hour different from UTC.

Step 4 end Returns to privileged EXEC mode.

Example:

Switch (config) # end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

The minutes-offset variable in the clock timezone global configuration command is available for those cases
where a local time zone is a percentage of an hour different from UTC. For example, the time zone for some
sections of Atlantic Canada (AST) is UTC-3.5, where the 3 means 3 hours and.5 means 50 percent. In this
case, the necessary command is clock timezone AST -3 30.

To set the time to UTC, use the no clock timezone global configuration command.

Configuring Summer Time (Daylight Saving Time)

The first part of the clock summer-time global configuration command specifies when summer time begins,
and the second part specifies when it ends. All times are relative to the local time zone. The start time is
relative to standard time. The end time is relative to summer time. If the starting month is after the ending
month, the system assumes that you are in the southern hemisphere.
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To configure summer time (daylight saving time) in areas where it starts and ends on a particular day of the

week each year, perform this task:

SUMMARY STEPS
1. enable
2. configure terminal
3. clock summer-time zone date date month year hh:mm date month year hh:mm [offset]]
4. clock summer-time zone recurring [week day month hh:mm week day month hh:mm [offset]]
5. end
6. show running-config
7. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 clock summer-time zone date date month year hh:mm | Configures summer time to start and end on specified days
date month year hh:mm [offset]] every year.
Example:
Switch(config)# clock summer-time PDT date
10 March 2013 2:00 3 November 2013 2:00
Step 4 clock summer-time zone recurring [week day month Configures summer time to start and end on the specified

hh:mm week day month hh:mm [offset]]
Example:
Switch (config)# clock summer-time

PDT recurring 10 March 2013 2:00 3 November 2013
2:00

days every year. All times are relative to the local time zone.
The start time is relative to standard time.

The end time is relative to summer time. Summer time is
disabled by default. If you specify clock summer-time
zone recurring without parameters, the summer time rules
default to the United States rules.

If the starting month is after the ending month, the system
assumes that you are in the southern hemisphere.

« zone—Specifies the name of the time zone (for
example, PDT) to be displayed when summer time is
in effect.
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Command or Action

Purpose

* (Optional) week— Specifies the week of the month (1
to 4, first, or last).

* (Optional) day—Specifies the day of the week (Sunday,
Monday...).

* (Optional) month—Specifies the month (January,
February...).

* (Optional) hh:mm—Specifies the time (24-hour format)
in hours and minutes.

* (Optional) offset—Specifies the number of minutes to
add during summer time. The default is 60.

Step 5 end

Example:

Switch (config) # end

Returns to privileged EXEC mode.

Step 6 show running-config

Example:

Switch# show running-config

Verifies your entries.

Step 7 copy running-config startup-config

Example:

Switch# copy running-config startup-config

(Optional) Saves your entries in the configuration file.

The first part of the clock summer-time global configuration command specifies when summer time begins,
and the second part specifies when it ends. All times are relative to the local time zone. The start time is
relative to standard time. The end time is relative to summer time. If the starting month is after the ending
month, the system assumes that you are in the southern hemisphere. To disable summer time, use the no clock

summer-time global configuration command.

Follow these steps if summer time in your area does not follow a recurring pattern (configure the exact date

and time of the next summer time events):

SUMMARY STEPS

1. enable
configure terminal

3. clock summer-time zone date[ month date year hh:mm month date year hh:mm [offset]]orclock
summer-time zone date [date month year hh:mm date month year hh:mm [offset]]

4. end
5. show running-config
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6. copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal

Step 3 clock summer-time zone date[ month date year hh:mm | Configures summer time to start on the first date and end
month date year hh:mm [offset]Jorclock summer-time zone | on the second date.
date [date month year hh:mm date month year hh:mm Summer time is disabled by default.
[offset]]

* For zone, specify the name of the time zone (for
example, PDT) to be displayed when summer time is
in effect.

* (Optional) For week, specify the week of the month
(1 to 5 or last).

* (Optional) For day, specify the day of the week
(Sunday, Monday...).

* (Optional) For month, specify the month (January,
February...).

* (Optional) For hh:mm, specify the time (24-hour
format) in hours and minutes.

* (Optional) For offset, specify the number of minutes
to add during summer time. The default is 60.

Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config)# end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config
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Command or Action Purpose
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

System Name and Prompt

You configure the system name on the Switch to identify it. By default, the system name and prompt are
Switch.

If you have not configured a system prompt, the first 20 characters of the system name are used as the system
prompt. A greater-than symbol [>] is appended. The prompt is updated whenever the system name changes.

For complete syntax and usage information for the commands used in this section, see the Cisco 10S
Configuration Fundamentals Command Reference, Release 12.4 and the Cisco 10S IP Command Reference,
Volume 2 of 3: Routing Protocols, Release 12.4.

Default System Name and Prompt Configuration

The default Switch system name and prompt is Switch.

Configuring a System Name

Follow these steps to manually configure a system name:

SUMMARY STEPS
1. enable
2. configure terminal
3. hostname name
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:
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Command or Action

Purpose

Switch# configure terminal

Step 3 hostname name Configures a system name. When you set the system name,
it is also used as the system prompt.
Example: “ Y promp
The default setting is Switch.
Switch (config)# hostname
remote-users The name must fol'low the rules for ARPANET hos'tqames.
They must start with a letter, end with a letter or digit, and
have as interior characters only letters, digits, and hyphens.
Names can be up to 63 characters.
Step 4 end Returns to priviliged EXEC mode.
Example:
remote-users (config) #fend
remote-users#
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:
Switch# copy running-config startup-config
DNS

The DNS protocol controls the Domain Name System (DNS), a distributed database with which you can map
hostnames to IP addresses. When you configure DNS on your switch, you can substitute the hostname for the
IP address with all IP commands, such as ping, telnet, connect, and related Telnet support operations.

IP defines a hierarchical naming scheme that allows a device to be identified by its location or domain. Domain
names are pieced together with periods (.) as the delimiting characters. For example, Cisco Systems is a
commercial organization that IP identifies by a com domain name, so its domain name is CiSC0.com. A specific
device in this domain, for example, the File Transfer Protocol (FTP) system is identified as ftp.cisco.com.

To keep track of domain names, IP has defined the concept of a domain name server, which holds a cache
(or database) of names mapped to IP addresses. To map domain names to IP addresses, you must first identify
the hostnames, specify the name server that is present on your network, and enable the DNS.
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Default DNS Settings

Table 10: Default DNS Settings

Feature Default Setting

DNS enable state Enabled.

DNS default domain name None configured.

DNS servers No name server addresses are configured.

Setting Up DNS

If you use the switch IP address as its hostname, the IP address is used and no DNS query occurs. If you
configure a hostname that contains no periods (.), a period followed by the default domain name is appended
to the hostname before the DNS query is made to map the name to an IP address. The default domain name
is the value set by the ip domain-name global configuration command. If there is a period (.) in the hostname,
the Cisco 10S software looks up the IP address without appending any default domain name to the hostname.

Follow these steps to set up your switch to use the DNS:

SUMMARY STEPS

enable

configure terminal

ip domain-name name

ip name-server server-addressl [server-address?2 ... server-address6]
ip domain-lookup [nsap | source-interface interface]

end

show running-config

copy running-config startup-config

NSO A WN S

DETAILED STEPS

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal
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Command or Action

Purpose

Step 3 ip domain-name name Defines a default domain name that the software uses to
complete unqualified hostnames (names without a

Example: . .
dotted-decimal domain name).

Switch(config) # ip domain-name Cisco.com Do not include the initial period that separates an
unqualified name from the domain name.

At boot time, no domain name is configured; however, if
the switch configuration comes from a BOOTP or Dynamic
Host Configuration Protocol (DHCP) server, then the default
domain name might be set by the BOOTP or DHCP server
(if the servers were configured with this information).
Step 4 ip name-server server-addressl [server-address? ... Specifies the address of one or more name servers to use
server-address6] for name and address resolution.

Example: You can specify up to six name servers. Separate each server
address with a space. The first server specified is the

Switch (config) # ip primary server. The switch sends DNS queries to the

name-server 192.168.1.100 primary server first. If that query fails, the backup servers

192.168.1.200 192.168.1.300 are queried.
Step 5 ip domain-lookup [nsap | source-interface interface] (Optional) Enables DNS-based hostname-to-address
translation on your switch. This feature is enabled by

Example:
default.

Switch (config)# ip domain-lookup If your network devices require connectivity with devices
in networks for which you do not control name assignment,
you can dynamically assign device names that uniquely
identify your devices by using the global Internet naming
scheme (DNS).

Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 7 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config
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. Displaying the DNS Configuration

What to do next

To remove a domain name, use the no ip domain-name name global configuration command. To remove a
name server address, use the N0 ip hame-server server-address global configuration command. To disable
DNS on the switch, use the no ip domain-lookup global configuration command.

Displaying the DNS Configuration

To display the DNS configuration information, use the show running-config privileged EXEC command.

Login Banners

You can configure a message-of-the-day (MOTD) and a login banner. The MOTD banner is displayed on all
connected terminals at login and is useful for sending messages that affect all network users (such as impending
system shutdowns).

The login banner is also displayed on all connected terminals. It appears after the MOTD banner and before
the login prompts.

\}

Note For complete syntax and usage information for the commands used in this section, see the Cisco 10S

Configuration Fundamentals Command Reference, Release 12.4.

Default Banner Configuration

The MOTD and login banners are not configured.

Configuring a Message-of-the-Day Login Banner

You can create a single or multiline message banner that appears on the screen when someone logs in to the
switch

Follow these steps to configure a MOTD login banner:

SUMMARY STEPS
1. enable
2. configure terminal
3. banner motd ¢ message ¢
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action Purpose

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 banner motd ¢ message ¢ Specifies the message of the day.
Example: c—Enters the delimiting character of your choice, for
example, a pound sign (#), and press the Return key. The
Switch (config) # banner motd # delimiting character signifies the beginning and end of the
This is a secure site. Only banner text. Characters after the ending delimiter are
authorized users are allowed. discarded
For access, contact technical .
support. message—Enters a banner message up to 255 characters.
# L .
You cannot use the delimiting character in the message.
Step 4 end Returns to privileged EXEC mode.
Example:

Switch (config) # end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To delete the MOTD banner, use the no banner motd global configuration command.

Configuring a Login Banner

You can configure a login banner to be displayed on all connected terminals. This banner appears after the
MOTD banner and before the login prompt.

Follow these steps to configure a login banner:
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SUMMARY STEPS

enable
configure terminal

end
show running-config

o0k wON=2

DETAILED STEPS

banner login ¢ message ¢

copy running-config startup-config

Administering the Switch |

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 banner login ¢ message ¢ Specifies the login message.
Example: c— Enters the delimiting character of your choice, for
example, a pound sign (#), and press the Return key. The
Switch(config) # banner login $ delimiting character signifies the beginning and end of the
Access for authorized users only. banner text. Characters after the ending delimiter are
Please enter your username and discarded
password. :
$ message—Enters a login message up to 255 characters. You
cannot use the delimiting character in the message.
Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:
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Command or Action Purpose

Switch# copy running-config startup-config

What to do next

To delete the login banner, use the no banner login global configuration command.

Managing the MAC Address Table
MAC Address Table

The MAC address table contains address information that the switch uses to forward traffic between ports.
All MAC addresses in the address table are associated with one or more ports. The address table includes
these types of addresses:

* Dynamic address—A source MAC address that the switch learns and then ages when it is not in use.

* Static address—A manually entered unicast address that does not age and that is not lost when the switch
resets.

The address table lists the destination MAC address, the associated VLAN ID, and port number associated
with the address and the type (static or dynamic).

\)

Note For complete syntax and usage information for the commands used in this section, see the command reference
for this release.

MAC Address Table Creation

With multiple MAC addresses supported on all ports, you can connect any port on the switch to other network
devices. The switch provides dynamic addressing by learning the source address of packets it receives on
each port and adding the address and its associated port number to the address table. As devices are added or
removed from the network, the switch updates the address table, adding new dynamic addresses and aging
out those that are not in use.

The aging interval is globally configured. However, the switch maintains an address table for each VLAN,
and STP can accelerate the aging interval on a per-VLAN basis.

The switch sends packets between any combination of ports, based on the destination address of the received
packet. Using the MAC address table, the switch forwards the packet only to the port associated with the
destination address. If the destination address is on the port that sent the packet, the packet is filtered and not
forwarded. The switch always uses the store-and-forward method: complete packets are stored and checked
for errors before transmission.

MAC Addresses and VLANs

All addresses are associated with a VLAN. An address can exist in more than one VLAN and have different
destinations in each. Unicast addresses, for example, could be forwarded to port 1 in VLAN 1 and ports 9,
10, and 1 in VLAN 5.
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Each VLAN maintains its own logical address table. A known address in one VLAN is unknown in another
until it is learned or statically associated with a port in the other VLAN.

Default MAC Address Table Settings
The following table shows the default settings for the MAC address table.

Table 11: Default Settings for the MAC Address

Feature Default Setting

Aging time 300 seconds

Dynamic addresses Automatically learned
Static addresses None configured

Changing the Address Aging Time

Dynamic addresses are source MAC addresses that the switch learns and then ages when they are not in use.
You can change the aging time setting for all VLANSs or for a specified VLAN.

Setting too short an aging time can cause addresses to be prematurely removed from the table. Then when the
switch receives a packet for an unknown destination, it floods the packet to all ports in the same VLAN as
the receiving port. This unnecessary flooding can impact performance. Setting too long an aging time can
cause the address table to be filled with unused addresses, which prevents new addresses from being learned.
Flooding results, which can impact switch performance.

Follow these steps to configure the dynamic address table aging time:

SUMMARY STEPS
1. enable
2. configure terminal
3. mac address-table aging-time [0 | 10-1000000] [routed-mac | vlan vlan-id]
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:
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Command or Action

Purpose

Switch# configure terminal

Step 3 mac address-table aging-time [0 | 10-1000000] Sets the length of time that a dynamic entry remains in the
[routed-mac | vlan vlan-id] MAC address table after the entry is used or updated.
Example: The range is 10 to 1000000 seconds. The default is 300.
You can also enter 0, which disables aging. Static address
Switch (config) # mac address-table entries are never aged or removed from the table.
aging-time 500 vlan 2 . .
vlan-id—Valid IDs are 1 to 4094.
Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To return to the default value, use the no mac address-table aging-time global configuration command.

Removing Dynamic Address Entries

Configuring MAC Address Change Notification Traps

To remove all dynamic entries, use the clear mac address-table dynamic command in privileged EXEC
mode. You can also remove a specific MAC address (clear mac address-table dynamic address mac-
address), remove all addresses on the specified physical port or port channel (clear mac address-table
dynamic interface interface-id), or remove all addresses on a specified VLAN (clear mac address-table

dynamic vlan vlan-id).

To verify that dynamic entries have been removed, use the show mac address-table dynamic privileged

EXEC command.

MAC address change notification tracks users on a network by storing the MAC address change activity.
When the switch learns or removes a MAC address, an SNMP notification trap can be sent to the NMS. If
you have many users coming and going from the network, you can set a trap-interval time to bundle the
notification traps to reduce network traffic. The MAC notification history table stores MAC address activity
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for each port for which the trap is set. MAC address change notifications are generated for dynamic and secure
MAC addresses. Notifications are not generated for self addresses, multicast addresses, or other static addresses.

Follow these steps to configure the switch to send MAC address change notification traps to an NMS host:

SUMMARY STEPS
1. enable
2. configure terminal
3.  snmp-server host host-addr community-string notification-type { informs | traps } {version {1|2c|
3}} {vrfvrf instance name}
4. snmp-server enable traps mac-notification change
5. mac address-table notification change
6. mac address-table notification change [interval value] [history-size value]
7. interface interface-id
8. snmp trap mac-notification change {added | removed}
9. end
10. show running-config
11.  copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 snmp-server host host-addr community-string Specifies the recipient of the trap message.

notification-type { informs | traps } {version {1|2c|3}}
{vrf vrf instance name}

Example:

Switch (config)# snmp-server host
172.20.10.10 traps private mac-notification

* host-addr—Specifies the name or address of the NMS.
» traps (the default)—Sends SNMP traps to the host.
» informs—Sends SNMP informs to the host.

* version—Specifies the SNMP version to support.
Version 1, the default, is not available with informs.

« community-string—Specifies the string to send with
the notification operation. Though you can set this
string by using the snmp-server host command, we
recommend that you define this string by using the
snmp-server community command before using the
snmp-server host command.
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Command or Action

Purpose

« notification-type—Uses the mac-notification
keyword.

» vrf vrf instance name—Specifies the VPN
routing/forwarding instance for this host.

Step 4 snmp-server enable traps mac-notification change Enables the switch to send MAC address change
notification traps to the NMS.
Example:
Switch (config)# snmp-server enable traps
mac-notification change
Step 5 mac address-table notification change Enables the MAC address change notification feature.
Example:
Switch (config) # mac address-table
notification change
Step 6 mac address-table notification change [interval value] | Enters the trap interval time and the history table size.
history-size value . . . . .
[ y ] * (Optional) interval value—Specifies the notification
Example: trap interval in seconds between each set of traps that
are generated to the NMS. The range is 0 to
Switch (config) # mac address-table 2147483647 seconds; the default is 1 second.
notification change interval 123 . .
Switch (config) #mac address-table * (Optional) history-size value—Specifies the
notification change history-size 100 maximum number of entries in the MAC notification
history table. The range is 0 to 500; the default is 1.
Step 7 interface interface-id Enters interface configuration mode, and specifies the
Layer 2 interface on which to enable the SNMP MAC
Example: . .
address notification trap.
Switch (config) # interface
gigabitethernet 1/0/2
Step 8 snmp trap mac-notification change {added | removed} | Enables the MAC address change notification trap on the
interface.
Example:
* Enables the trap when a MAC address is added on
Switch (config-if)# snmp trap this interface.
mac-notification change added
* Enables the trap when a MAC address is removed
from this interface.
Step 9 end Returns to privileged EXEC mode.
Example:

Switch (config) # end
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Command or Action Purpose
Step 10 show running-config Verifies your entries.
Example:

Switch# show running-config

Step 11 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To disable MAC address-change notification traps, use the no snmp-server enable traps mac-notification
change global configuration command. To disable the MAC address-change notification traps on a specific
interface, use the no snmp trap mac-notification change {added|removed} interface configuration command.
To disable the MAC address-change notification feature, use the no mac address-table notification change
global configuration command.

You can verify your settings by entering the show mac address-table notification change interface and the
show mac address-table notification change privileged EXEC commands.

Configuring MAC Address Move Notification Traps

SUMMARY STEPS

DETAILED STEPS

When you configure MAC-move notification, an SNMP notification is generated and sent to the network
management system whenever a MAC address moves from one port to another within the same VLAN.

Follow these steps to configure the switch to send MAC address-move notification traps to an NMS host:

enable

configure terminal

snmp-server host host-addr {traps | informs} {version {1|2c|3}} community-string notification-type
snmp-server enable traps mac-notification move

mac address-table notification mac-move

end

show running-config

copy running-config startup-config

®NDGOHWN A

Command or Action Purpose

Step 1 enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Switch> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 snmp-server host host-addr {traps | informs} {version | Specifies the recipient of the trap message.
1| 2c|3}} community-string notification-type .
{1]2c]3}} y g yp * host-addr—Specifies the name or address of the NMS.
Example:
* traps (the default)}—Sends SNMP traps to the host.
Switch(config)# snmp-server host « informs—Sends SNMP informs to the host.
172.20.10.10 traps private mac-notification
* version—Specifies the SNMP version to support.
Version 1, the default, is not available with informs.
« community-string—Specifies the string to send with
the notification operation. Though you can set this
string by using the snmp-server host command, we
recommend that you define this string by using the
snmp-server community command before using the
snmp-server host command.
« notification-type—Uses the mac-notification keyword.
Step 4 snmp-server enable traps mac-notification move Enables the switch to send MAC address move notification
traps to the NMS.
Example:
Switch(config) # snmp-server enable traps
mac-notification move
Step 5 mac address-table notification mac-move Enables the MAC address move notification feature.
Example:
Switch(config) # mac address-table
notification mac-move
Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 7 show running-config Verifies your entries.

Example:
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Command or Action Purpose

Switch# show running-config

Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To disable MAC address-move notification traps, use the no snmp-server enable traps mac-notification
move global configuration command. To disable the MAC address-move notification feature, use the no mac
address-table notification mac-move global configuration command.

You can verify your settings by entering the show mac address-table notification mac-move privileged
EXEC commands.
Configuring MAC Threshold Notification Traps

When you configure MAC threshold notification, an SNMP notification is generated and sent to the network
management system when a MAC address table threshold limit is reached or exceeded.

SUMMARY STEPS
1. configure terminal
2. snmp-server host host-addr {traps | informs} {version {1]|2c|3}} community-string notification-type
3. snmp-server enable traps mac-notification threshold
4. mac address-table notification threshold
5. mac address-table notification threshold [limit percentage] | [interval time]
6. end
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 snmp-server host host-addr {traps | informs} {version | Specifies the recipient of the trap message.
{112¢3}} community-string notification-type * host-addr—Specifies the name or address of the NMS.
Example:
* traps (the default)}—Sends SNMP traps to the host.

Switch(config) # snmp-server host « informs—Sends SNMP informs to the host.
172.20.10.10 traps private
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Command or Action

Purpose

mac-notification

« version—Specifies the SNMP version to support.
Version 1, the default, is not available with informs.

» community-string—Specifies the string to send with
the notification operation. You can set this string by
using the snmp-server host command, but we
recommend that you define this string by using the
snmp-server community command before using the
snmp-server host command.

+ notification-type—Uses the mac-notification keyword.

Step 3 snmp-server enable traps mac-notification threshold | Enables MAC threshold notification traps to the NMS.
Example:
Switch(config)# snmp-server enable traps
mac-notification threshold
Step 4 mac address-table notification threshold Enables the MAC address threshold notification feature.
Example:
Switch (config)# mac address-table
notification threshold
Step 5 mac address-table notification threshold [limit Enters the threshold value for the MAC address threshold
percentage] | [interval time] usage monitoring.
Example: * (Optional) limit percentage—Specifies the percentage
of the MAC address table use; valid values are from
Switch (config) # mac address-table 1 to 100 percent. The default is 50 percent.
notification threshold interval 123 . .
Switch (config)# mac address-table * (Optional) interval time—Specifies the time between
notification threshold limit 78 notifications; valid values are greater than or equal to
120 seconds. The default is 120 seconds.
Step 6 end Returns to privileged EXEC mode.
Example:

Switch (config)# end

Adding and Removing Static Address Entries

A static address has these characteristics:

» It is manually entered in the address table and must be manually removed.

« It can be a unicast or multicast address.

» It does not age and is retained when the switch restarts.
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You can add and remove static addresses and define the forwarding behavior for them. The forwarding behavior
defines how a port that receives a packet forwards it to another port for transmission. Because all ports are
associated with at least one VLAN, the switch acquires the VLAN ID for the address from the ports that you
specify. You can specify a different list of destination ports for each source port.

A packet with a static address that arrives on a VLAN where it has not been statically entered is flooded to

all ports and not learned.

You add a static address to the address table by specifying the destination MAC unicast address and the VLAN
from which it is received. Packets received with this destination address are forwarded to the interface specified

with the interface-id option.

Follow these steps to add a static address:

SUMMARY STEPS
1. enable
2. configure terminal
3. mac address-table static mac-addr vlan vlan-id interface interface-id
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 mac address-table static mac-addr vlan vlan-id interface | Adds a static address to the MAC address table.

interface-id
Example:
Device (config) # mac address-table

static c2£3.220a.12f4 vlan 4 interface
gigabitethernet 1/0/1

» mac-addr—Specifies the destination MAC unicast
address to add to the address table. Packets with this
destination address received in the specified VLAN
are forwarded to the specified interface.

+ vlan-id—Specifies the VLAN for which the packet
with the specified MAC address is received. Valid
VLAN IDs are 1 to 4094.

* interface-id—Specifies the interface to which the
received packet is forwarded. Valid interfaces include
physical ports or port channels. For static multicast
addresses, you can enter multiple interface IDs. For
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Command or Action Purpose

static unicast addresses, you can enter only one
interface at a time, but you can enter the command
multiple times with the same MAC address and VLAN
ID.

Step 4 end Returns to privileged EXEC mode. Alternatively, you can

also press Ctrl-Z to exit global configuration mode.
Example:

Device (config) # end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

To remove static entries from the address table, use the no mac address-table static mac-addr vlan vlan-id
[interface interface-id] global configuration command.

Configuring Unicast MAC Address Filtering Guidelines

When unicast MAC address filtering is enabled, the Switch drops packets with specific source or destination
MAC addresses. This feature is disabled by default and only supports unicast static addresses.

Follow these guidelines when using this feature:

* Multicast MAC addresses, broadcast MAC addresses, and router MAC addresses are not supported. If
you specify one of these addresses when entering the mac address-table static mac-addr vlan vlan-id
drop global configuration command, one of these messages appears:

* Only unicast addresses can be configured to be dropped
* CPU destined address cannot be configured as drop address

* Packets that are forwarded to the CPU are also not supported.

* If you add a unicast MAC address as a static address and configure unicast MAC address filtering, the
Switch either adds the MAC address as a static address or drops packets with that MAC address, depending
on which command was entered last. The second command that you entered overrides the first command.

For example, if you enter the mac address-table static mac-addr vlan vlan-id interface interface-id global
configuration command followed by the mac address-table static mac-addr vlan vlan-id drop command,
the switch drops packets with the specified MAC address as a source or destination.
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If you enter the mac address-table static mac-addr vlan vlan-id drop global configuration command followed
by the mac address-table static mac-addr vlan vlan-id interface interface-id command, the switch adds the
MAC address as a static address.

You enable unicast MAC address filtering and configure the switch to drop packets with a specific address
by specifying the source or destination unicast MAC address and the VLAN from which it is received.

Configuring Unicast MAC Address Filtering

Follow these steps to configure the Switch to drop a source or destination unicast static address:

SUMMARY STEPS
1. enable
2. configure terminal
3. mac address-table static mac-addr vlan vlan-id drop
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 mac address-table static mac-addr vlan vlan-id drop Enables unicast MAC address filtering and configure the
switch to drop a packet with the specified source or
Example: N . .
destination unicast static address.
Switch(config) # mac address-table » mac-addr—Specifies a source or destination unicast
static c2£3.220a.12f4 vlan 4 drop MAC address (48-bit). Packets with this MAC address
are dropped.

* vlan-id—Specifies the VLAN for which the packet
with the specified MAC address is received. Valid
VLAN IDs are 1 to 4094.

Step 4 end Returns to privileged EXEC mode.

Example:
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Command or Action

Purpose

Switch (config)# end

Step 5 show running-config

Example:

Switch# show running-config

Verifies your entries.

Step 6 copy running-config startup-config

Example:

Switch# copy running-config startup-config

(Optional) Saves your entries in the configuration file.

Disabling MAC Address Learning on a VLAN Guidelines

By default, MAC address learning is enabled on all VLANs on the Switch. You can control MAC address
learning on a VLAN to manage the available MAC address table space by controlling which VLANSs, and
therefore which ports, can learn MAC addresses. Before you disable MAC address learning, be sure that you
are familiar with the network topology and the switch system configuration. Disabling MAC address learning

on a VLAN could cause flooding in the network.

Follow these guidelines when disabling MAC address learning on a VLAN:

* Use caution before disabling MAC address learning on a VLAN with a configured Switch virtual interface
(SVI). The Switch then floods all IP packets in the Layer 2 domain.

* You can disable MAC address learning on a single VLAN ID (for example, no mac address-table
learning vlan 223) or on a range of VLAN IDs (for example, no mac address-table learning vlan 1-20,

15.)

* We recommend that you disable MAC address learning only in VLANs with two ports. If you disable
MAC address learning on a VLAN with more than two ports, every packet entering the Switch is flooded

in that VLAN domain.

* You cannot disable MAC address learning on a VLAN that is used internally by the Switch. If the VLAN
ID that you enter is an internal VLAN, the Switch generates an error message and rejects the command.
To view internal VLANS in use, enter the show vlan internal usage privileged EXEC command.

* If you disable MAC address learning on a VLAN configured as a private-VLAN primary VLAN, MAC
addresses are still learned on the secondary VLAN that belongs to the private VLAN and are then
replicated on the primary VLAN. If you disable MAC address learning on the secondary VLAN, but not
the primary VLAN of a private VLAN, MAC address learning occurs on the primary VLAN and is

replicated on the secondary VLAN.

* You cannot disable MAC address learning on an RSPAN VLAN. The configuration is not allowed.

* If you disable MAC address learning on a VLAN that includes a secure port, MAC address learning is
not disabled on that port. If you disable port security, the configured MAC address learning state is

enabled.

Disabling MAC Address Learning on a VLAN

Follow these steps to disable MAC address learning on a VLAN:
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SUMMARY STEPS

enable

configure terminal

configure terminal

no mac address-table learning vlan vlan-id
end

show running-config
copy running-config startup-config

PN GO P WN A

DETAILED STEPS
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show mac address-table learning[vlanvlan-id]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 configure terminal Enter global configuration mode.
Step 4 no mac address-table learning vlan vlan-id Disable MAC address learning on the specified VLAN or
VLAN:S. You can specify a single VLAN ID or a range of
VLAN IDs separated by a hyphen or comma. Valid VLAN
IDs are 1 to 4094.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 6 show mac address-table learning[vlanvlan-id]
Step 7 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:
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Command

or Action

Purpose

Switch# copy running-config startup-config

What to do next

To reenable MAC address learning on a VLAN. use the default mac address-table learning vlanvlan-id
global configuration command. You can also reenable MAC address learning on a VLAN by entering the the
mac address-table learning vlan vlan-id global configuration command. The first(default) command returns
to a default condition and therefore does not appear in the output from the show running-configcommand.
The second command causes the configuration to appear in the show running-config privileged EXEC

command display.

Switch(config)# no mac address-table learning vlan 200

You can display the MAC address learning status of all VLANSs or a specified VLAN by entering theshow
mac-address-table learning [vlan vlan-id] privileged EXEC command.

Displaying Address Table Entries

You can display the MAC address table by using one or more of the privileged EXEC commands described

in this table:

Table 12: Commands for Displaying the MAC Address Table

Command

Description

show ip igmp snooping groups

Displays the Layer 2 multicast entries for all VLANS or the specified
VLAN.

show mac address-table address

Displays MAC address table information for the specified MAC
address.

show mac address-table aging-time

Displays the aging time in all VLANS or the specified VLAN.

show mac address-table count

Displays the number of addresses present in all VLANS or the
specified VLAN.

show mac address-table dynamic

Displays only dynamic MAC address table entries.

show mac address-table interface

Displays the MAC address table information for the specified
interface.

show mac address-table learning

Displays MAC address learning status of all VLANSs or the specified
VLAN.

show mac address-table notification

Displays the MAC notification parameters and history table.

show mac address-table static

Displays only static MAC address table entries.

show mac address-table vlan

Displays the MAC address table information for the specified VLAN.
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ARP Table Management

To communicate with a device (over Ethernet, for example), the software first must learn the 48-bit MAC
address or the local data link address of that device. The process of learning the local data link address from
an IP address is called address resolution.

The Address Resolution Protocol (ARP) associates a host IP address with the corresponding media or MAC
addresses and the VLAN ID. Using an IP address, ARP finds the associated MAC address. When a MAC
address is found, the IP-MAC address association is stored in an ARP cache for rapid retrieval. Then the IP
datagram is encapsulated in a link-layer frame and sent over the network. Encapsulation of IP datagrams and
ARP requests and replies on IEEE 802 networks other than Ethernet is specified by the Subnetwork Access
Protocol (SNAP). By default, standard Ethernet-style ARP encapsulation (represented by the arpa keyword)
is enabled on the IP interface.

ARP entries added manually to the table do not age and must be manually removed.

For CLI procedures, see the Cisco IOS Release 12.4 documentation on Cisco.com.

Configuration Examples for Switch Administration

Example: Setting the System Clock

This example shows how to manually set the system clock:

Switch# clock set 13:32:00 23 July 2013

Examples: Configuring Summer Time

This example (for daylight savings time) shows how to specify that summer time starts on March 10 at 02:00
and ends on November 3 at 02:00:

Switch (config)# clock summer-time PDT recurring PST date
10 March 2013 2:00 3 November 2013 2:00

This example shows how to set summer time start and end dates:

Switch (config) #clock summer-time PST date
20 March 2013 2:00 20 November 2013 2:00

Example: Configuring a MOTD Banner

This example shows how to configure a MOTD banner by using the pound sign (#) symbol as the beginning
and ending delimiter:

Switch (config) # banner motd #

This is a secure site. Only authorized users are allowed.
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For access, contact technical support.
#

Switch (config) #
This example shows the banner that appears from the previous configuration:

Unix> telnet 192.0.2.15

Trying 192.0.2.15...

Connected to 192.0.2.15.

Escape character is '""]"'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

Example: Configuring a Login Banner

This example shows how to configure a login banner by using the dollar sign ($) symbol as the beginning
and ending delimiter:

Switch (config) # banner login $
Access for authorized users only. Please enter your username and password.

$

Switch (config) #

Example: Configuring MAC Address Change Notification Traps

This example shows how to specify 172.20.10.10 as the NMS, enable MAC address notification traps to the
NMS, enable the MAC address-change notification feature, set the interval time to 123 seconds, set the
history-size to 100 entries, and enable traps whenever a MAC address is added on the specified port:

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch(config) # snmp-server enable traps mac-notification change
Switch (config) # mac address-table notification change
Switch(config)# mac address-table notification change interval 123
Switch (config) # mac address-table notification change history-size 100
Switch (config) # interface gigabitethernet 1/2/1

(

Switch(config-if)# snmp trap mac-notification change added
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Example: Configuring MAC Threshold Notification Traps

This example shows how to specify 172.20.10.10 as the NMS, enable the MAC address threshold notification
feature, set the interval time to 123 seconds, and set the limit to 78 per cent:

Switch(config)# snmp-server host 172.20.10.10 traps private mac-notification
Switch (config)# snmp-server enable traps mac-notification threshold

Switch (config) # mac address-table notification threshold

Switch(config)# mac address-table notification threshold interval 123

Switch (config)# mac address-table notification threshold limit 78

Example: Adding the Static Address to the MAC Address Table

This example shows how to add the static address c2f3.220a.12f4 to the MAC address table. When a packet
is received in VLAN 4 with this MAC address as its destination address, the packet is forwarded to the specified
port:

\}

Note  You cannot associate the same static MAC address to multiple interfaces. If the command is executed again
with a different interface, the static MAC address is overwritten on the new interface.

Switch (config) # mac address-table static c2f3.220a.12f4 vlan 4 interface gigabitethernet
1/1/1

Example: Configuring Unicast MAC Address Filtering

This example shows how to enable unicast MAC address filtering and how to configure drop packets that
have a source or destination address of c2£3.220a.12f4. When a packet is received in VLAN 4 with this MAC
address as its source or destination, the packet is dropped:

Switch (config)# mac address-table static c2£3.220a.12f4 vlan 4 drop

Additional References for Switch Administration

Related Documents

MIBs

MIB MIBs Link

All supported MIBs for this To locate and download MIBs for selected platforms, Cisco IOS releases,

release. and feature sets, use Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)


http://www.cisco.com/go/mibs

| Administering the Switch

Troubleshooting Administering the Switch .

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Troubleshooting Administering the Switch

Overview

This chapter provides links to documents authored by Cisco subject matter experts (SMEs). They aim to help
you resolve technical issues without requiring a support ticket. If these documents are unable to resolve your
issue, we recommend visiting the applicable Cisco Community. There is a wealth of information and advice
available from fellow Cisco customers who may have experienced this issue already and provided a solution.
If you are not able to find a resolution on the Community, it may be best that you raise a support ticket at
Cisco Support. In cases where a support ticket has to be raised, these documents provide guidance about the
data that should be collected and added to the support ticket. Specify the support document you referred, and
TAC can create an improvement request with the document owner.

Support Articles

The support articles listed in this section were created based on specific software and hardware listed in the
Components Used section of each article. This does not, however, mean that they are limited only to what
is listed in the corresponding Components Used section. The support articles usually remain relevant for
later versions of software and hardware too. However, at times, there could be some changes in the software
or hardware that might cause certain commands to stop working, change syntax, and look different, or a GUI
to change appearance from one release to another.

Note that these documents are owned and maintained by multiple teams within Cisco. If you identify a problem
in any of these documents, use one of following options:

* Provide feedback using the feedback method described in the corresponding support article. The document
owner will be notified, and will either update the article, or flag it for removal.

* Open a TAC case with Cisco Support. In addition, you can inform TAC about the document you referred
to and how it was unable to resolve your issue. TAC can then create a document improvement request
to be evaluated.
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Support Articles
Troubleshoot MAC Spoof Issue at LAN Switches

https://techzone.cisco.com/t5/Access-Switches-2960-3560-3750/
Troubleshoot-MAC-Spoof-Issue-at-L AN-Switches/ta-p/1961256

Feedback Request

Your input helps. A key aspect to improving these support documents is customer feedback. Note that these
documents are owned and maintained by multiple teams within Cisco. If you find an issue specific to the
document (unclear, confusing, information missing, etc):

* Provide feedback using the Feedback button located at the right panel of the corresponding article. The
document owner will be notified, and will either update the article, or flag it for removal.

* Include information regarding the section, area, or issue you had with the document and what could be
improved. Provide as much detail as possible.

Disclaimer and Caution

The information in this document was created from the devices in a specific lab environment. All of the devices
used in this document started with a cleared (default) configuration. If your network is live, ensure that you
understand the potential impact of any command.
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PART IV

Configuring Web-Based Authentication

 Configuring Web-Based Authentication, on page 105






CHAPTER 5

Configuring Web-Based Authentication

* Finding Feature Information, on page 105

» Web-Based Authentication Overview, on page 105

* How to Configure Web-Based Authentication, on page 116

* Monitoring Web-Based Authentication, on page 126

* Configuration Examples for Configuring Web-Based Authentication , on page 127

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Web-Based Authentication Overview

Use the web-based authentication feature, known as web authentication proxy, to authenticate end users on
host systems that do not run the IEEE 802.1x supplicant.

When you initiate an HTTP session, web-based authentication intercepts ingress HTTP packets from the host
and sends an HTML login page to the users. The users enter their credentials, which the web-based
authentication feature sends to the authentication, authorization, and accounting (AAA) server for authentication.

If authentication succeeds, web-based authentication sends a Login-Successful HTML page to the host and
applies the access policies returned by the AAA server.

If authentication fails, web-based authentication forwards a Login-Fail HTML page to the user, prompting
the user to retry the login. If the user exceeds the maximum number of attempts, web-based authentication
forwards a Login-Expired HTML page to the host, and the user is placed on a watch list for a waiting period.

)

Note HTTPS traffic interception for central web authentication redirect is not supported.
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A\

Note  You should use global parameter-map (for method-type, custom, and redirect) only for using the same web
authentication methods like consent, web consent, and webauth, for all the clients and SSIDs. This ensures
that all the clients have the same web-authentication method.

If the requirement is to use Consent for one SSID and Web-authentication for another SSID, then you should
use two named parameter-maps. You should configure Consent in first parameter-map and configure webauth
in second parameter-map.

N

Note The traceback that you receive when webauth client tries to do authentication does not have any performance
or behavioral impact. It happens rarely when the context for which FFM replied back to EPM for ACL
application is already dequeued (possibly due to timer expiry) and the session becomes ‘unauthorized’.

Based on where the web pages are hosted, the local web authention can be categorozied as follows:

* Internal—The internal default HTML pages (Login, Success, Fail, and Expire) in the controller are used
during the local web authentication.

« Customized—The customized web pages (Login, Success, Fail, and Expire) are downloaded onto the
controller and used during the local web authentication.

* External—The customized web pages are hosted on the external web server instead of using the in-built
or custom web pages.

Based on the various web authentication pages, the types of web authentication are as follows:

* \Webauth—This is a basic web authentication. Herein, the controller presents a policy page with the user
name and password. You need to enter the correct credentials to access the network.

« Consent or web-passthrough—Herein, the controller presents a policy page with the Accept or Deny
buttons. You need to click the Accept button to access the network.

* Webconsent—This is a combination of webauth and consent web authentication types. Herein, the
controller presents a policy page with Accept or Deny buttons along with user name or password. You
need to enter the correct credentials and click the Accept button to access the network.

Device Roles

With web-based authentication, the devices in the network have these specific roles:

* Client—The device (workstation) that requests access to the LAN and the services and responds to
requests from the switch. The workstation must be running an HTML browser with Java Script enabled.

« Authentication server—Authenticates the client. The authentication server validates the identity of the
client and notifies the switch that the client is authorized to access the LAN and the switch services or
that the client is denied.

» Switch—Controls the physical access to the network based on the authentication status of the client. The
switch acts as an intermediary (proxy) between the client and the authentication server, requesting identity
information from the client, verifying that information with the authentication server, and relaying a
response to the client.
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Figure 7: Web-Based Authentication Device Roles
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Host Detection

The switch maintains an IP device tracking table to store information about detected hosts.

\)

Note By default, the IP device tracking feature is disabled on a switch. You must enable the IP device tracking
feature to use web-based authentication.

For Layer 2 interfaces, web-based authentication detects IP hosts by using these mechanisms:

» ARP based trigger—ARP redirect ACL allows web-based authentication to detect hosts with a static IP
address or a dynamic IP address.

» Dynamic ARP inspection

* DHCP snooping—Web-based authentication is notified when the switch creates a DHCP-binding entry
for the host.

Session Creation

When web-based authentication detects a new host, it creates a session as follows:
* Reviews the exception list.

If the host IP is included in the exception list, the policy from the exception list entry is applied, and the
session is established.

* Reviews for authorization bypass

If the host IP is not on the exception list, web-based authentication sends a nonresponsive-host (NRH)
request to the server.

If the server response is access accepted, authorization is bypassed for this host. The session is established.
* Sets up the HTTP intercept ACL

If the server response to the NRH request is access rejected, the HTTP intercept ACL is activated, and
the session waits for HTTP traffic from the host.
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Authentication Process

When you enable web-based authentication, these events occur:
* The user initiates an HTTP session.

» The HTTP traffic is intercepted, and authorization is initiated. The switch sends the login page to the
user. The user enters a username and password, and the switch sends the entries to the authentication
server.

» If the authentication succeeds, the switch downloads and activates the user’s access policy from the
authentication server. The login success page is sent to the user.

» If the authentication fails, the switch sends the login fail page. The user retries the login. If the maximum
number of attempts fails, the switch sends the login expired page, and the host is placed in a watch list.
After the watch list times out, the user can retry the authentication process.

« If the authentication server does not respond to the switch, and if an AAA fail policy is configured, the
switch applies the failure access policy to the host. The login success page is sent to the user.

* The switch reauthenticates a client when the host does not respond to an ARP probe on a Layer 2 interface,
or when the host does not send any traffic within the idle timeout on a Layer 3 interface.

* The switch reauthenticates a client when the host does not respond to an ARP probe on a Layer 2 interface.
* The feature applies the downloaded timeout or the locally configured session timeout.

* [f the terminate action is RADIUS, the feature sends a nonresponsive host (NRH) request to the server.
The terminate action is included in the response from the server.

» If the terminate action is default, the session is dismantled, and the applied policy is removed.

Local Web Authentication Banner

With Web Authentication, you can create a default and customized web-browser banners that appears when
you log in to a switch.

The banner appears on both the login page and the authentication-result pop-up pages. The default banner
messages are as follows:

« Authentication Successful
« Authentication Failed

« Authentication Expired

The Local Web Authentication Banner can be configured in legacy CLIs as follows:

* Legacy mode—Use the ip admission auth-proxy-banner http global configuration command.

* New-style mode—Use the parameter-map type webauth global banner global configuration command.

The default banner Cisco Systems and Switch host-name Authentication appear on the Login Page. Cisco
Systems appears on the authentication result pop-up page.
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Figure 8: Authentication Successful Banner
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The banner can be customized as follows:

271536

» Add a message, such as switch, router, or company name to the banner:

» Legacy mode—Use the ip admission auth-proxy-banner http banner-textglobal configuration

command.

* New-style mode—Use the parameter-map type webauth global banner global configuration

command.

* Add a logo or text file to the banner:

* Legacy mode—Use the ip admission auth-proxy-banner http file-path global configuration

command.

* New-style mode—Use the parameter-map type webauth global banner global configuration

command.
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. Local Web Authentication Banner

Figure 9: Customized Web Banner

DOT1XWIN-B2F158

Py B @ ‘_":‘j }:j Search Ki‘\?Favorites @ L:/-_gv ,_\;; i‘;’&
teddress @] httpijj22.0.0.11 v B e
e AT B 5ucoms e Miciomp Iner
_ Welcome to
Username: webouh | My Network
Password: |[sessssss J
Authentication
Successful !
e |
2
w
&

If you do not enable a banner, only the username and password dialog boxes appear in the web authentication

login screen, and no banner appears when you log into the switch.

Figure 10: Login Screen With No Banner
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Web Authentication Customizable Web Pages

During the web-based authentication process, the switch internal HTTP server hosts four HTML pages to
deliver to an authenticating client. The server uses these pages to notify you of these four-authentication
process states:

* Login—Your credentials are requested.
* Success—The login was successful.
* Fail—The login failed.

» Expire—The login session has expired because of excessive login failures.

Guidelines
* You can substitute your own HTML pages for the default internal HTML pages.
* You can use a logo or specify text in the login, success, failure, and expire web pages.
* On the banner page, you can specify text in the login page.
* The pages are in HTML.
* You must include an HTML redirect command in the success page to access a specific URL.

» The URL string must be a valid URL (for example, http://www.cisco.com). An incomplete URL might
cause page not found or similar errors on a web browser.

* If you configure web pages for HTTP authentication, they must include the appropriate HTML commands
(for example, to set the page time out, to set a hidden password, or to confirm that the same page is not
submitted twice).

* The CLI command to redirect users to a specific URL is not available when the configured login form
is enabled. The administrator should ensure that the redirection is configured in the web page.

» If the CLI command redirecting users to specific URL after authentication occurs is entered and then the
command configuring web pages is entered, the CLI command redirecting users to a specific URL does
not take effect.

* Configured web pages can be copied to the switch boot flash or flash.

* The login page can be on one flash, and the success and failure pages can be another flash (for example,
the flash on the active switch or a member switch).

* You must configure all four pages.
* The banner page has no effect if it is configured with the web page.

+ All of the logo files (image, flash, audio, video, and so on) that are stored in the system directory (for
example, flash, disk0, or disk) and that must be displayed on the login page must use
web_auth_<filename> as the file name.

* The configured authentication proxy feature supports both HTTP and SSL.

You can substitute your HTML pages for the default internal HTML pages. You can also specify a URL to
which users are redirected after authentication occurs, which replaces the internal Success page.
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Figure 11: Customizable Authentication Page
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TestCenter

Authentication Proxy Web Page Guidelines
When configuring customized authentication proxy web pages, follow these guidelines:

* To enable the custom web pages feature, specify all four custom HTML files. If you specify fewer than
four files, the internal default HTML pages are used.

* The four custom HTML files must be present on the flash memory of the switch. The maximum size of
each HTML file is 8 KB.

» Any images on the custom pages must be on an accessible HTTP server. Configure an intercept ACL
within the admission rule.

 Any external link from a custom page requires configuration of an intercept ACL within the admission
rule.

* To access a valid DNS server, any name resolution required for external links or images requires
configuration of an intercept ACL within the admission rule.

* If the custom web pages feature is enabled, a configured auth-proxy-banner is not used.

« If the custom web pages feature is enabled, the redirection URL for successful login feature is not
available.

* To remove the specification of a custom file, use the no form of the command.

Because the custom login page is a public web form, consider these guidelines for the page:

* The login form must accept user entries for the username and password and must show them as uname
and pwd.

* The custom login page should follow best practices for a web form, such as page timeout, hidden password,
and prevention of redundant submissions.
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Redirection URL for Successful Login Guidelines

When configuring a redirection URL for successful login, consider these guidelines:

» [f the custom authentication proxy web pages feature is enabled, the redirection URL feature is disabled
and is not available in the CLI. You can perform redirection in the custom-login success page.

* [f the redirection URL feature is enabled, a configured auth-proxy-banner is not used
* To remove the specification of a redirection URL, use the no form of the command.

» [f the redirection URL is required after the web-based authentication client is successfully authenticated,
then the URL string must start with a valid URL (for example, http://) followed by the URL information.
If only the URL is given without http://, then the redirection URL on successful authentication might
cause page not found or similar errors on a web browser.

Web-based Authentication Interactions with Other Features

Port Security

LAN Port IP

Gateway IP

ACLs

You can configure web-based authentication and port security on the same port. Web-based authentication
authenticates the port, and port security manages network access for all MAC addresses, including that of the
client. You can then limit the number or group of clients that can access the network through the port.

You can configure LAN port IP (LPIP) and Layer 2 web-based authentication on the same port. The host is
authenticated by using web-based authentication first, followed by LPIP posture validation. The LPIP host
policy overrides the web-based authentication host policy.

If the web-based authentication idle timer expires, the NAC policy is removed. The host is authenticated, and
posture is validated again.

You cannot configure Gateway IP (GWIP) on a Layer 3 VLAN interface if web-based authentication is
configured on any of the switch ports in the VLAN.

You can configure web-based authentication on the same Layer 3 interface as Gateway IP. The host policies
for both features are applied in software. The GWIP policy overrides the web-based authentication host policy.

If you configure a VLAN ACL or a Cisco IOS ACL on an interface, the ACL is applied to the host traffic
only after the web-based authentication host policy is applied.

For Layer 2 web-based authentication, it is more secure, though not required, to configure a port ACL (PACL)
as the default access policy for ingress traffic from hosts connected to the port. After authentication, the
web-based authentication host policy overrides the PACL. The Policy ACL is applied to the session even if
there is no ACL configured on the port.

You cannot configure a MAC ACL and web-based authentication on the same interface.

You cannot configure web-based authentication on a port whose access VLAN is configured for VACL
capture.
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Downloadable ACLs (dACL) are not supported. Therefore, ensure that port ACLs are configured sufficiently
to allow the necessary traffic after authorization.

Context-Based Access Control

Web-based authentication cannot be configured on a Layer 2 port if context-based access control (CBAC) is
configured on the Layer 3 VLAN interface of the port VLAN.

EtherChannel

You can configure web-based authentication on a Layer 2 EtherChannel interface. The web-based authentication
configuration applies to all member channels.

Default Web-Based Authentication Configuration

The following table shows the default web-based authentication configuration.

Table 13: Default Web-based Authentication Configuration

Feature Default Setting
AAA Disabled
RADIUS server * None specified
* [P address « 1812
» UDP authentication port * None specified
* Key
Default value of inactivity timeout 3600 seconds
Inactivity timeout Enabled

Web-Based Authentication Configuration Guidelines and Restrictions

» Web-based authentication is an ingress-only feature.

* You can configure web-based authentication only on access ports. Web-based authentication is not
supported on trunk ports, EtherChannel member ports, or dynamic trunk ports.

* External web authentication, where the switch redirects a client to a particular host or web server for
displaying login message, is not supported.

* You cannot authenticate hosts on Layer 2 interfaces with static ARP cache assignment. These hosts are
not detected by the web-based authentication feature because they do not send ARP messages.

* By default, the IP device tracking feature is disabled on a switch. You must enable the IP device tracking
feature to use web-based authentication.

* You must enable SISF-Based device tracking to use web-based authentication. By default, SISF-Based
device tracking is disabled on a switch.
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* You must configure at least one IP address to run the switch HTTP server. You must also configure
routes to reach each host IP address. The HTTP server sends the HTTP login page to the host.

* Hosts that are more than one hop away might experience traffic disruption if an STP topology change
results in the host traffic arriving on a different port. This occurs because the ARP and DHCP updates
might not be sent after a Layer 2 (STP) topology change.

» Web-based authentication does not support VLAN assignment as a downloadable-host policy.

» Web-based authentication supports IPv6 in Session-aware policy mode. IPv6 Web-authentication requires
at least one IPv6 address configured on the switch and IPv6 Snooping configured on the switchport.

» Web-based authentication and Network Edge Access Topology (NEAT) are mutually exclusive. You
cannot use web-based authentication when NEAT is enabled on an interface, and you cannot use NEAT
when web-based authentication is running on an interface.

* Identify the following RADIUS security server settings that will be used while configuring
switch-to-RADIUS-server communication:

* Host name
* Host IP address
* Host name and specific UDP port numbers

* [P address and specific UDP port numbers

The combination of the IP address and UDP port number creates a unique identifier, that enables RADIUS
requests to be sent to multiple UDP ports on a server at the same IP address. If two different host entries
on the same RADIUS server are configured for the same service (for example, authentication) the second
host entry that is configured functions as the failover backup to the first one. The RADIUS host entries
are chosen in the order that they were configured.

* When you configure the RADIUS server parameters:

* Specify the key string on a separate command line.

* For key string, specify the authentication and encryption key used between the switch and the
RADIUS daemon running on the RADIUS server. The key is a text string that must match the
encryption key used on the RADIUS server.

* When you specify the key string, use spaces within and at the end of the key. If you use spaces in
the key, do not enclose the key in quotation marks unless the quotation marks are part of the key.
This key must match the encryption used on the RADIUS daemon.

* You can globally configure the timeout, retransmission, and encryption key values for all RADIUS
servers by using with the radius-server host global configuration command. If you want to configure
these options on a per-server basis, use the radius-server timeout, radius-server transmit, and the
radius-server key global configuration commands.

A\

Note  You need to configure some settings on the RADIUS server, including: the switch
IP address, the key string to be shared by both the server and the switch, and the
downloadable ACL (DACL). For more information, see the RADIUS server
documentation.
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How to Configure Webh-Based Authentication

Configuring the Authentication Rule and Interfaces

Follow these steps to configure the authentication rule and interfaces:

SUMMARY STEPS

enable

configure terminal

ip admission name name proxy http
interface type slot/port

ip access-group name

ip admission name

exit

ip device tracking

end

show ip admission configuration
copy running-config startup-config

©ENSGOHRWN A

- -
- O

DETAILED STEPS

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 ip admission name name proxy http Configures an authentication rule for web-based

authorization.
Example:

Switch(config)# ip admission name webauthl proxy
http
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Command or Action

Purpose

Step 4 interface type slot/port Enters interface configuration mode and specifies the
ingress Layer 2 or Layer 3 interface to be enabled for
Example: S
web-based authentication.
Switch(config)# interface gigabitethernet 1/0/1 |type can be fastethernet, gigabit ethernet, or
tengigabitethernet.
Step 5 ip access-group name Applies the default ACL.
Example:
Switch(config-if)# ip access-group webauthag
Step 6 ip admission name Configures an authentication rule for web-based
authorization for the interface.
Example:
Switch (config)# ip admission name
Step 7 exit Returns to configuration mode.
Example:
Switch (config-if)# exit
Step 8 ip device tracking Enables the IP device tracking table.
Example:
Switch(config)# ip device tracking
Step 9 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 10 show ip admission configuration Displays the configuration.
Example:
Switch# show ip admission configuration
Step 11 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config
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Configuring AAA Authentication

SUMMARY STEPS

1. aaa new-model
2. aaa authentication login default group {tacacs+ | radius}
3. aaa authorization auth-proxy default group {tacacs+ | radius}

DETAILED STEPS

Command or Action Purpose

Step 1 aaa new-model Enables AAA functionality.

Example:

Switch (config)# aaa new-model

Step 2 aaa authentication login default group {tacacs+ | radius} | Defines the list of authentication methods at login.

Example: named_authentication_list refers to any name that is not
greater than 31 characters.

Switch (config)# aaa authentication login default

group tacacs+ AAA_group_name refers to the server group name. You

need to define the server-group server_name at the
beginning itself.

Step 3 aaa authorization auth-proxy default group {tacacs+ | | Creates an authorization method list for web-based
radius} authorization.
Example:

Switch (config)# aaa authorization auth-proxy
default group tacacs+

Configuring Switch-to-RADIUS-Server Communication

Follow these steps to configure the RADIUS server parameters:

SUMMARY STEPS

enable

configure terminal

ip radius source-interface interface_name

radius-server host {hostname | ip-address} test username username
radius-server key string

radius-server vsa send authentication string

radius-server dead-criteria tries num-tries

end

NSO A WN A
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DETAILED STEPS
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 ip radius source-interface interface_name Specifies that the RADIUS packets have the IP address of

the indicated interface.
Example:

Switch(config) # ip radius source-interface vlan 80

Step 4 radius-server host {hostname | ip-address} test username | Specifies the host name or IP address of the remote
username RADIUS server.
Example: The test username username option enables automated

testing of the RADIUS server connection. The specified

Switch (config)# radius-server host 172.120.39.46 | Username does not need to be a valid user name.
test username userl X . X . X
The key option specifies an authentication and encryption

key to use between the switch and the RADIUS server.

To use multiple RADIUS servers, reenter this command
for each server.

Step 5 radius-server key string Configures the authorization and encryption key used
between the switch and the RADIUS daemon running on

Example: the RADIUS server.

Switch (config)# radius-server key radl23

Step 6 radius-server vsa send authentication string Enable downloading of an ACL from the RADIUS server.

Example:

Switch (config)# radius-server vsa send

authentication
Step 7 radius-server dead-criteria tries num-tries Specifies the number of unanswered sent messages to a
RADIUS server before considering the server to be inactive.
Example:

The range of num-tries is 1 to 100.

Switch (config)# radius-server dead-criteria tries
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Command or Action Purpose
30
Step 8 end Returns to privileged EXEC mode.
Example:
Switch (config)# end

Configuring the HTTP Server

To use web-based authentication, you must enable the HTTP server within the Switch. You can enable the
server for either HTTP or HTTPS.

)

Note The Apple psuedo-browser will not open if you configure only the ip http secure-server command. You
should also configure the ip http server command.

Follow the procedure given below to enable the server for either HTTP or HTTPS:

SUMMARY STEPS
1. enable
2. configure terminal
3. ip http server
4. ip http secure-server
5. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2

configure terminal Enters global configuration mode.

Example:

Switch# configure terminal
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Command or Action

Purpose

Step 3 ip http server

Example:

Switch(config)# ip http server

Enables the HTTP server. The web-based authentication
feature uses the HTTP server to communicate with the hosts
for user authentication.

Step 4 ip http secure-server

Example:

Switch (config)# ip http secure-server

Enables HTTPS.

You can configure custom authentication proxy web pages
or specify a redirection URL for successful login.

Note To ensure secure authentication when you enter
the ip http secure-server command, the login
page is always in HTTPS (secure HTTP) even
if the user sends an HTTP request.

Step 5 end

Example:

Switch (config)# end

Returns to privileged EXEC mode.

Customizing the Authentication Proxy Web Pages

You can configure web authentication to display four substitute HTML pages to the user in place of the Switch
default HTML pages during web-based authentication.

Follow these steps to specify the use of your custom authentication proxy web pages:

Before you begin

Store your custom HTML files on the Switch flash memory.

SUMMARY STEPS
1. enable
2. configure terminal
3.
4.
5.
6.
7. end
DETAILED STEPS

ip admission proxy http login page file device:login-filename

ip admission proxy http success page file device:success-filename

ip admission proxy http failure page file device:fail-filename

ip admission proxy http login expired page file device:expired-filename

Command or Action

Purpose

Step 1 enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Switch> enable

Step 2

configure terminal

Example:

Switch# configure terminal

Enters global configuration mode.

Step 3

ip admission proxy http login page file
device:login-filename

Example:

Switch(config)# ip admission proxy http login page
file diskl:login.htm

Specifies the location in the Switch memory file system of
the custom HTML file to use in place of the default login
page. The device: is flash memory.

Step 4

ip admission proxy http success page file
device:success-filename

Example:

Switch(config)# ip admission proxy http success
page file diskl:success.htm

Specifies the location of the custom HTML file to use in
place of the default login success page.

Step 5

ip admission proxy http failure page file
device:fail-filename

Example:

Switch(config)# ip admission proxy http fail page
file diskl:fail.htm

Specifies the location of the custom HTML file to use in
place of the default login failure page.

Step 6

ip admission proxy http login expired page file
device:expired-filename

Example:

Switch(config)# ip admission proxy http login
expired page file diskl:expired.htm

Specifies the location of the custom HTML file to use in
place of the default login expired page.

Step 7

end

Example:

Switch (config) # end

Returns to privileged EXEC mode.
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Specifying a Redirection URL for Successful Login

Follow these steps to specify a URL to which the user is redirected after authentication, effectively replacing
the internal Success HTML page:

SUMMARY STEPS
1. configure terminal
2. configure terminal
3. ip admission proxy http success redirect url-string
4. end
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 ip admission proxy http success redirect url-string Specifies a URL for redirection of the user in place of the

Example: default login success page.

Switch(config)# ip admission proxy http success
redirect www.example.com

Step 4 end Returns to privileged EXEC mode.

Example:

Switch (config)# end

Configuring Web-Based Authentication Parameters

Follow these steps to configure the maximum number of failed login attempts before the client is placed in a
watch list for a waiting period:

SUMMARY STEPS

1. enable
2. configure terminal
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3. ip admission max-login-attempts number
4. exit

DETAILED STEPS

Configuring Web-Based Authentication |

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 ip admission max-login-attempts number Sets the maximum number of failed login attempts. The
range is 1 to 2147483647 attempts. The default is 5.
Example:
Device (config)# ip admission max-login-attempts 10
Step 4 exit Exits global configuration mode and returns to privileged
EXEC mode.
Example:

Device# exit

Configuring a Webh-Based Authentication Local Banner

Follow these steps to configure a local banner on a switch that has web authentication configured.

SUMMARY STEPS

enable
configure terminal

end
show running-config
copy running-config startup-config

o0k 0N

DETAILED STEPS

ip admission auth-proxy-banner http [banner-text | file-path]

Command or Action

Purpose

Step 1

enable

Enables privileged EXEC mode.
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Command or Action Purpose

Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 ip admission auth-proxy-banner http [banner-text | Enables the local banner.

file-path] (Optional) Create a custom banner by entering C banner-text

Example: C (where C is a delimiting character), or file-path that
indicates a file (for example, a logo or text file) that appears

Switch(config)# ip admission auth-proxy-banner http| in the banner.
C My Switch C

Step 4 end Returns to privileged EXEC mode.

Example:

Switch (config)# end

Step 5 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Removing Web-Based Authentication Cache Entries

Follow these steps to remove web-based authentication cache entries:

SUMMARY STEPS

1. enable
2. clear ip auth-proxy cache {* | host ip address}
3. clear ip admission cache {* | host ip address}
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DETAILED STEPS
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 clear ip auth-proxy cache {* | host ip address} Delete authentication proxy entries. Use an asterisk to delete
all cache entries. Enter a specific IP address to delete the
Example: .
entry for a single host.
Switch# clear ip auth-proxy cache 192.168.4.5
Step 3 clear ip admission cache {* | host ip address} Delete authentication proxy entries. Use an asterisk to delete

Example:

Switch# clear ip admission cache 192.168.4.5

all cache entries. Enter a specific IP address to delete the
entry for a single host.

Monitoring Web-Based Authentication

Displaying Web-Based Authentication Status

Perform this task to display the web-based authentication settings for all interfaces or for specific ports:

SUMMARY STEPS

1. show authentication sessions {interfacetype/ slot}

DETAILED STEPS

Command or Action

Purpose

Step 1

show authentication sessions {interfacetype/ slot}

Example:

This example shows how to view only the global web-based
authentication status:

switch# show authentication sessions

Example:

This example shows how to view the web-based
authentication settings for gigabit interface 3/27:

switch# show authentication sessions
interface gigabitethernet 3/27

Displays the web-based authentication settings.
type = fastethernet, gigabitethernet, or tengigabitethernet

(Optional) Use the interface keyword to display the
web-based authentication settings for a specific interface
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Configuration Examples for Configuring Web-Based

Authentication

Example: Configuring the Authentication Rule and Interfaces

This example shows how to enable web-based authentication on Fast Ethernet port 5/1 :

Switch(config)# ip admission name webauthl proxy http
Switch (config) # interface fastethernet 5/1

config-if)# ip admission webauthl

Switch (config-if)# exit
Switch(config)# ip device tracking

(
(
Switch (
(
(

This example shows how to verify the configuration:

Switch# show ip admission configuration
IP admission status:

Enabled interfaces 0

Total sessions 0

Init sessions 0 Max init sessions allowed 100
Limit reached 0 Hi watermark 0

TCP half-open connections 0 Hi watermark 0

TCP new connections 0 Hi watermark 0

TCP half-open + new 0 Hi watermark 0

HTTPD1 Contexts 0 Hi watermark 0

Parameter Map: Global
Custom Pages
Custom pages not configured
Banner
Banner not configured

Example: Customizing the Authentication Proxy Web Pages

This example shows how to configure custom authentication proxy web pages:

Switch (config
config
config
Switch (config

Switch

(
(
Switch (
(

# ip admission proxy http login page file flash:login.htm

# ip admission proxy http success page file flash:success.htm

# ip admission proxy http fail page file flash:fail.htm

# ip admission proxy http login expired page flash flash:expired.htm

This example shows how to verify the configuration of a custom authentication proxy web pages:

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm

Success page : flash:success.htm

Fail Page

flash:fail.htm

Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
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Authentication
Authentication
Authentication

Proxy Session ratelimit is 100
Proxy Watch-list is disabled
Proxy Auditing is disabled

Max Login attempts per user is 5

Configuring Web-Based Authentication |

Example: Specifying a Redirection URL for Successful Login

Configuring redirection URL for successful login

Switch(config)# ip admission proxy http success redirect www.cisco.com

Verifying redirection URL for Successful Login

This example shows how to configure a redirection URL for successful login:

Switch# show ip admission configuration

Authentication

Customizable Authentication Proxy webpage not configured

Proxy Banner not configured

HTTP Authentication success redirect to URL: http://www.cisco.com

Authentication
Authentication
Authentication
Authentication
Authentication
Authentication

global cache time is 60 minutes
global absolute time is 0 minutes
global init state time is 2 minutes
Proxy Watch-list is disabled

Proxy Max HTTP process is 7

Proxy Auditing is disabled

Max Login attempts per user is 5
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Auto Identity
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Auto Identity

The Auto Identity feature provides a set of built-in policies at global configuration and interface configuration
modes. This feature is available only in Class-Based Policy Language (CPL) control policy-equivalent new-style
mode. To convert all the relevant authentication commands to their CPL control policy-equivalents, use the
authentication convert-to new-style command.

This module describes the feature and explains how to configure it.

Information About Auto Identity

Auto Identity Overview

The Cisco Identity-Based Networking Services (IBNS) solution provides a policy and identity-based framework
in which edge devices can deliver flexible and scalable services to subscribers. IBNS allows the concurrent
operation of IEEE 802.1x (dotlx), MAC authentication bypass (MAB), and web authentication methods,
making it possible to invoke multiple authentication methods in parallel, on a single subscriber session. These
authentication methods, dot1x, authentication, authorization, and accounting (AAA), and RADIUS are available
in global configuration and interface configuration modes.

The Auto Identity feature uses the Cisco Common Classification Policy Language-based configuration that
significantly reduces the number of commands used to configure both authentication methods and interface-level
commands. The Auto Identity feature provides a set of built-in policies that are based on policy maps, class
maps, parameter maps, and interface templates.

In global configuration mode, the source template Al_GLOBAL_CONFIG_TEMPLATE command
enables the Auto Identity feature. In interface configuration mode, configure the Al MONITOR MODE,
Al LOW _IMPACT MODE, or AI CLOSED MODE interface templates to enable the feature on interfaces.

You can configure multiple templates; however, you must bind multiple templates together using the merge
command. If you do not bind the templates, the last configured template is used. While binding templates, if
the same command is repeated in two templates with different arguments, the last configured command is
used.
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. Auto Identity Global Template

\)

Note  You can also enable user-defined templates that are configured using the template name command in global
configuration mode .

Use the show template interface or show template global commands to display information about built-in
templates. Built-in templates can be edited. Built-in template information is displayed in the output of the
show running-config command, if the template is edited. If you delete an edited built-in template, the built-in
template reverts to the default and is not deleted from the configuration. However; if you delete a user-defined
template, it is deleted from the configuration.

\ )

Note Before you delete a template, ensure that it is not attached to a device.

Auto Identity Global Template

To enable the global template, configure the source template template-name command.

\)

Note  You must configure the RADIUS server commands, because these are not automatically configured when
the global template is enabled.

The following example shows how to enable the global template:

Switch (config)# source template AI_GLOBAL_ CONFIG_TEMPLATE

Switch(config)# radius server ISE

Switch (config-radius-server)# address ipv4 172.20.254.4 auth-port 1645 acct-port 1646
Switch (config-radius-server)# key cisco

Switch (config-radius-server) # end

The AI GLOBAL CONFIG _TEMPLATE automatically configures the following commands:

dotlx system-auth-control

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 6 voice 1

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include

Auto Identity Interface Templates
The following interface templates are available in the Auto Identity feature:
* Al MONITOR_MODE—Passively monitors sessions that have authentication in open mode.

* Al LOW_IMPACT MODE—Similar to monitor mode, but with a configured static policy such as a
port access control list (PACL).
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* Al CLOSED MODE—Secure mode in which data traffic is not allowed into the network, until
authentication is complete. This mode is the default.

\)

Note Multi-auth host mode is not supported with the LAN Lite license.

The following commands are inbuilt in the Al MONITOR MODE:

switchport mode access
access-session port-control auto
access—-session host-mode multi-auth
dotlx pae authenticator

mab

service-policy type control subscriber AI DOT1X MAB POLICIES

The following commands are inbuilt in the Al LOW_IMPACT MODE:

switchport mode access

access-session port-control auto

access—-session host-mode multi-auth

dotlx pae authenticator

mab

ip access-group AI_PORT ACL in

service-policy type control subscriber AI DOT1X MAB POLICIES

The following commands are inbuilt in the Al CLOSED MODE:

switchport mode access
access-session closed
access-session port-control auto
access-session host-mode multi-auth
dotlx pae authenticator

mab

service-policy type control subscriber AI DOT1X MAB POLICIES

Auto Identity Built-in Policies

The following five built-in policies are available in the Auto Identity feature:

* Al DOT1X MAB_ AUTH—Enables flexible authentication with dot1x, and then MAC Address Bypass
(MAB).

* Al DOT1X MAB_POLICIES—Enables flexible authentication with dotlx, and then MAB. Applies
critical VLAN in case the Authentication, Authorization, and Accounting (AAA) server is not reachable.

+ Al DOT1X MAB WEBAUTH—Enables flexible authentication with dotlx, MAB, and then web
authentication.

* Al NEXTGEN AUTHBYBASS—Skips authentication if an IP phone device is detected. Enables the
device classifier command in global configuration mode and the voice-vlan command in interface
configuration mode to detect the device. This is a reference policy map, and users can copy the contents
of this policy map to other policy maps.

* Al STANDALONE WEBAUTH—Defines standalone web authentication.

Auto Identity Class Maps Templates

The following built-in class maps are supported by the Auto Identity feature:
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» AT NRH—Specifies that the nonresponsive host (NRH) authentication method is enabled.

+ Al WEBAUTH METHOD—Specifies that the web authentication method is enabled.

+ Al WEBAUTH_FAILED—Specifies that the web authentication method failed to authenticate.
* Al WEBAUTH NO RESP—Specifies that the web authentication client failed to respond.

* Al DOT1X METHOD—Specifies that the dot1x method is enabled.

* Al DOT1X FAILED—Specifies that the dot1x method failed to authenticate.

* Al DOT1X NO_RESP—Specifies that the dotlx client failed to respond.

* Al DOT1X TIMEOUT—Specifies that the dot1x client stopped responding after the initial acknowledge
(ACK) request.

+ Al MAB METHOD—Specifies that the MAC Authentication Bypass (MAB) method is enabled.
+ Al MAB_FAILED—Specifies that the MAB method failed to authenticate.

* Al AAA SVR DOWN _AUTHD_HOST—Specifies that the Authentication, Authorization, and
Accounting (AAA) server is down, and the client is in authorized state.

* Al AAA SVR DOWN_ UNAUTHD_ HOST—Specifies that the AAA server is down, and the client is
in authorized state.

» Al IN_CRITICAL AUTH—Specifies that the critical authentication service template is applied.

* Al NOT IN CRITICAL AUTH—Specifies that the critical authentication service template is not
applied.

+ Al METHOD DOT1X DEVICE PHONE—Specifies that the method is dotlx and the device type is
IP phone.

* Al DEVICE PHONE—Specifies that the device type is IP phone.

Auto Identity Parameter Maps
The following built-in parameter map templates are supported by the Auto Identity feature:
* Al NRH PMAP—Starts nonresponsive host (NRH) authentication.
Al WEBAUTH_PMAP—Starts web authentication.

Auto Identity Service Templates

Service templates are available inside builit-in policy maps. The following built-in service templates are
supported by the Auto Identity feature:

* Al INACTIVE TIMER—Template to start the inactivity timer.
* Al CRITICAL ACL—Dummy template; users can configure this template as per their requirements.

How to Configure Auto Identity
Configuring Auto Identity Globally

SUMMARY STEPS

enable

configure terminal

sourcetemplate {Al_GLOBAL_CONFIG_TEMPLATE | template-name}
aaa new-model

radius server name

apwbdD-=
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6. address ipv4 {hostname | ipv4-address}
7. key ipv4 {0 string | 7 string} string

Configuring Auto Identity Globally .

8. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 sourcetemplate {Al_GLOBAL_CONFIG_TEMPLATE | Configures an auto identity template.
| template-name} « Al_GLOBAL_CONFIG_TEMPLATE is a built-in
Example: template.
Switch (config)# source template « template-name is a user-defined template.
AT GLOBAL CONFIG_TEMPLATE
Step 4 aaa new-model Enables the authentication, authorization, and accounting
(AAA) access control mode.
Example:
Switch (config)# aaa new-model
Step 5 radius server name Specifies the name for the RADIUS server configuration
Examole: for Protected Access Credential (PAC) provisioning and
ple: enters RADIUS server configuration mode.
Switch (config)# radius server ISE
Step 6 address ipv4 {hostname | ipv4-address} Configures the IPv4 address for the RADIUS server
accounting and authentication parameters.
Example:
Switch (config-radius-server)# address ipv4 10.1.1.1 Note This command is not a part of the glObal
template, and you must configure it.
Step 7 key ipv4 {0 string | 7 string} string Specifies the authentication and encryption key for all
Examole: RADIUS communications between the device and the
ple: RADIUS server.
Switch (config-radius-server)# key ipv4 cisco
Note This command is not a part of the global
template, and you must configure it.
Step 8 end Exits RADIUS server configuration mode and returns to
Example: privileged EXEC mode.
Switch (config-radius-server)# end
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Configuring Auto Identity at an Interface Level

Auto Identity |

When you configure two interface templates, you must configure the merge keyword. If you do not, the last

configured template is used.

SUMMARY STEPS

enable
configure terminal
interface type number

WD

template-name} [merge]

o

template-name} [merge]
switchport access vlan vlan-id
switchport voice vlan vlan-id

©oNoO

end

DETAILED STEPS

source template {Al_CLOSED_MODE | Al_LOW_IMPACT_MODE | AI_MONITOR_MODE |

source template {Al_CLOSED_MODE | Al_LOW_IMPACT_MODE | AI_MONITOR_MODE |

Repeat Steps 4, 6, and 7 on all interfaces that must have the Auto Identity feature configured.

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 interface type number Configures an interface and enters interface configuration
mode.
Example:
Switch(config)# interface gigabitethernet 1/0/1
Step 4 source template {Al_CLOSED_MODE | Configures a source template for the interface.
Al_LOW_IMPACT_MODE | AI_MONITOR_MODE
| template-name} [merge]
Example:
Switch (config-if)# source template AI CLOSED_ MODE,
Step 5 source template {Al_CLOSED_MODE | (Optional) Configures a source template for the interface

Al_LOW_IMPACT_MODE | Al_MONITOR_MODE
| template-name} [merge]
Example:

Switch(config-if) # source template AI MONITOR MODE|
merge

and merges this template with the previously configured
template

* When you configure two templates, if you do not
configure the merge keyword, the last configured
template is used.
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Command or Action

Purpose

Step 6

switchport access vlan vlan-id

Example:

Switch (config-if)# switchport access vlan 100

Sets the VLAN when the interface is in access mode.

Step 7

switchport voice vlan vlan-id

Example:

Switch (config-if)# switchport voice vlan 101

Configures a voice VLAN on a multiple VLAN access port.

Step 8

Repeat Steps 4, 6, and 7 on all interfaces that must have the
Auto Identity feature configured.

Step 9

end

Example:
Switch (config-if)# end

Exits interface configuration mode and returns to privileged
EXEC mode.

Configuration Examples for Auto Identity

Example: Configuring Auto Identity Globally

Switch> enable
Switch# configure terminal

Switch (config) # source template AI_GLOBAL CONFIG_TEMPLATE

Switch(config)# aaa new-model
Switch(config)# radius server ISE

Switch (config-radius-server)# key ipv4 cisco

(
(
Switch (config-radius-server)# address ipv4 10.1.1.1
(
(

Switch (config-radius-server)# end

Example: Configuring Auto Identity at an Interface Level

Switch> enable
Switch# configure terminal

Switch (config) # interface gigabitethernet 1/0/1
Switch (config-if)# source template AI_CLOSED_MODE
Switch (config-if)# source template AI_MONITOR MODE merge

Switch(config-if

(
(
Switch(config-if
(
Switch(config-if

)
)
)
)

end

Verifying Auto Identity

Step 1

enable

Example:

# switchport access vlan 100
# switchport voice vlan 101
#
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Step 2

Step 3

Switch> enable
Enables Privileged EXEC mode.

* Enter your password if prompted.

show template interface source built-in all
Displays all the configured built-in interface templates.

Example:

Switch# show template interface source built-in all

Template Name : AI CLOSED MODE
Modified : No
Template Definition

dotlx pae authenticator

switchport mode access

mab

access—-session closed

access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES
|
Template Name : AL _LOW_IMPACT_MODE
Modified : No
Template Definition

dotlx pae authenticator

switchport mode access

mab

access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES
ip access-group AI_ PORT ACL in

|

Template Name : AI MONITOR MODE
Modified : No

Template Definition

dotlx pae authenticator

switchport mode access

mab

access-session port-control auto

service-policy type control subscriber AI DOT1X MAB POLICIES

show template global source built-in all
Displays all the configured global built-in templates.

Example:
Switch# show template global source built-in all

Global Template Name : ATl _GLOBAL CONFIG_TEMPLATE
Modified : No
Global Template Definition : global
dotlx system-auth-control
aaa new-model
aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa authorization auth-proxy default group radius
aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 6 voice 1
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Step 4

Step 5

Step 6

Verifying Auto Identity .

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include
|

show derived-config | include aaa | radius-server

Displays the composite results of all the configuration commands that apply to an interface, including commands that
come from sources such as static templates, dynamic templates, dialer interfaces, and authentication, authorization, and
accounting (AAA) per-user attributes.

Example:

Switch# show derived-config | inc aaa| radius-server

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization auth-proxy default group radius

aaa accounting identity default start-stop group radius
aaa accounting system default start-stop group radius
aaa session-id common
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
radius-server attribute 6 voice 1

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server host 10.25.18.42 key cisco

show derived-config | interface type-number
Displays the composite results of all configuration for an interface.

Example:
Switch# show derived-config | interface gigabitethernet2/0/6

Building configuration...

Derived configuration : 267 bytes
|
interface GigabitEthernet2/0/6
switchport mode access
switchport voice vlan 100
access-session closed
access-session port-control auto
mab
dotlx pae authenticator
spanning-tree portfast edge
service-policy type control subscriber AI DOT1X MAB POLICIES
end

show access-session | interface interface-type-number details
Displays the policies applied to an interface.

Example:

Switch# show access-session interface gigabitethernet2/0/6 details

Interface: GigabitEthernet2/0/6
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MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Device-type:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

Server Policies:

Vlan Group:
Security Policy:
Security Status:

Method status list:

c025.5¢c43.be00

Unknown

Unknown
CP-9971-SEPC0255C43BEOO
Cisco-IP-Phone-9971
Authorized

VOICE

multi-auth

both

N/A
091A1C5B00000017002003EE
0x00000005

0xBB0O0O00OB

AI DOT1X MAB POLICIES

Vlan: 100
Must Not Secure
Link Unsecure

Method State
dotlx Authc Success
Step 7 show running-config interface type-number

Auto Identity |

Step 8

Displays the contents of the current running configuration file or the configuration for an interface.

Example:

Switch# show running-config interface gigabitethernet2/0/6
Building configuration...

Current configuration : 214 bytes

|

interface GigabitEthernet2/0/6

switchport mode access

switchport voice vlan 100

access-session port-control auto

spanning-tree portfast edge

service-policy type control subscriber AI NEXTGEN_ AUTHBYPASS
end

show Ildp neighbor
Displays information about one or all neighboring devices discovered using the Link Layer Discovery Protocol (LLDP).

Example:
Switch# show 1lldp neighbor
Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other

Device ID Local Intf Hold-time Capability Port ID
SEPC0255C43BEOO Gi2/0/6 180 B, T C0255C43BE00:P1
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Total entries displayed: 1

Feature Information for Auto Identity

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 14: Feature Information for Auto Identity

Feature Name Releases Feature Information
Auto Identity Cisco IOS Release The Auto Identity feature provides a set of built-in
15.2(4)E policies at the global configuration and interface

configuration modes. This feature is available only
in the Class-Based Policy Language (CPL) control
policy-equivalent new-style mode.

In Cisco I0S Release 15.2(4)E, this feature was
implemented on Cisco Catalyst 2960—X Series
Switches, Catalyst 3750-X Series Switches, and
Cisco Catalyst 4500E Supervisor Engine 7-E.

The following commands was introduced or modified:
source-template.
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CHAPTER 7

Configuring Cisco TrustSec

* Finding Feature Information, on page 145

* Restrictions for Cisco TrustSec, on page 145

* Information about Cisco TrustSec, on page 146
 Additional References, on page 148

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for Cisco TrustSec

The following guidelines and limitations apply to configuring Cisco TrustSec SGT and SGACL.:

* You cannot statically map an IP-subnet to an SGT. You can only map IP addresses to an SGT. When
you configure IP address-to-SGT mappings, the IP address prefix must be 32.

* If a port is configured in Multi-Auth mode, all hosts connecting on that port must be assigned the same
SGT. When a host tries to authenticate, its assigned SGT must be the same as the SGT assigned to a
previously authenticated host. If a host tries to authenticate and its SGT is different from the SGT of a
previously authenticated host, the VLAN port (VP) to which these hosts belong is error-disabled.

* When IPv6 end host learning is enabled on the switch, we do not recommend using CTS dot1x links on
the same switch. If [Pv6 learning and CTS dotlx are both configured on the same switch, it might lead
to inconsistent bindings in the IP-SGT bindings database.

* If the CTS links are in Critical Authentication mode and the master reloads, the policy where SGT was
configured on a device will not be available on the new master. This is because the internal bindings will
not be synced to the standby switch in a 3750-X switch stack.
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* Cisco TrustSec enforcement is supported only on up to eight VLANs on a VLAN-trunk link. If there are
more than eight VLANs configured on a VLAN-trunk link and Cisco TrustSec enforcement is enabled
on those VLAN:S, the switch ports on those VLAN-trunk links will be error-disabled.

* The switch can assign SGT and apply corresponding SGACL to end-hosts based on SXP listening only
if the end-hosts are Layer2 adjacent to the switch.

* For SGACL, the maximum number of ACEs per ACL is 48.

* Port-to-SGT mapping can be configured only on Cisco TrustSec links (that is, switch-to-switch links).
Port-to-SGT mapping cannot be configured on host-to-switch links.

* When port-to-SGT mapping is configured on a port, an SGT is assigned to all ingress traffic on that port.
There is no SGACL enforcement for egress traffic on the port.

* Cisco TrustSec uses AES-128 GCM and GMAC and is compliant with the 802.1AE standard. GCM is
not supported on switches running the NPE or the LAN base image.

* Cisco TrustSec NDAC SAP is supported on trunk ports because it is intended only for network device
to network device links, that is, switch-to-switch links. It is not supported on:

* Host facing access ports (these ports support MKA MACsec)
* Switch virtual interfaces (SVIs)

* SPAN destination ports

* The switch also does not support security group ACLs.

Information about Cisco TrustSec

Cisco TrustSec provides security improvements to Cisco network devices based on the capability to strongly
identify users, hosts, and network devices within a network. TrustSec provides topology-independent and
scalable access controls by uniquely classifying data traffic for a particular role. TrustSec ensures data
confidentiality and integrity by establishing trust among authenticated peers and encrypting links with those
peers.

The key component of Cisco TrustSec is the Cisco Identity Services Engine (ISE). Cisco ISE can provision
switches with TrustSec Identities and Security Group ACLs (SGACLs), though these may be configured
manually on the switch.

MTU Guidelines

CTS tagged packets greater than 1518 bytes may get dropped on the Cisco wireless controller . This is due
to a restriction on the size of incoming packets on the UCS server, which is hosting Cisco wireless controller
instances. The UCS server have a default MTU of 1500 thereby allowing packets of 1518 bytes only. Here,
the additional 18 bytes includes 4 bytes of 802.1Q and 14 bytes of Ethernet header.

An Ethernet link configured for CTS tagging imposes a 8-byte encapsulation called Cisco metadata. As a
result, the total size of the Ethernet packet is increased by 8 bytes to 1526 bytes (151848 = 1526). Hence, the
MTU of the receiving interface has to be increased by 8-bytes to accommodate the additional 8 bytes in the
Ethernet.

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Configuring Cisco TrustSec
Cisco TrustSec Features .

While CTS interfaces on the routers and switches (for example, Cisco ASR 1000 Series Routers, Cisco 4000
Series Integrated Services Routers, Cisco Catalyst 3000 Series Switches, Cisco Catalyst 9000 Series Switches)
auto-adjusts MTU to 1508 bytes to accommodate additional 8-byte. However, other devices like UCS servers
requires manual update to increase the MTU to 1508. For information on how to configure jumbo MTU on
UCS, see the following link:

https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/ucs-b-series-blade-servers/
117601-configure-UCS-00.html

Cisco TrustSec Features

The table below lists the TrustSec features to be eventually implemented on TrustSec-enabled Cisco switches.
Successive general availability releases of TrustSec will expand the number of switches supported and the
number of TrustSec features supported per switch.

Cisco TrustSec Feature Description

802.1AE Tagging (MACsec) Protocol for IEEE 802.1AE-based wire-rate
hop-to-hop Layer 2 encryption.

Between MACsec-capable devices, packets are
encrypted on egress from the transmitting device,
decrypted on ingress to the receiving device, and in
the clear within the devices.

This feature is only available between TrustSec
hardware-capable devices.

Endpoint Admission Control (EAC) EAC is an authentication process for an endpoint user
or a device connecting to the TrustSec domain.
Usually EAC takes place at the access level switch.
Successful authentication and authorization in the
EAC process results in Security Group Tag
assignment for the user or device. Currently EAC can
be 802.1X, MAC Authentication Bypass (MAB), and
Web Authentication Proxy (WebAuth).

Network Device Admission Control (NDAC) NDAC is an authentication process where each
network device in the TrustSec domain can verify the
credentials and trustworthiness of its peer device.
NDAC utilizes an authentication framework based on
IEEE 802.1X port-based authentication and uses
EAP-FAST as its EAP method. Successful
authentication and authorization in NDAC process
results in Security Association Protocol negotiation
for IEEE 802.1AE encryption.

Security Group Access Control List (SGACL) A Security Group Access Control List (SGACL)
associates a Security Group Tag with a policy. The
policy is enforced upon SGT-tagged traffic egressing
the TrustSec domain.
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Cisco TrustSec Feature

Description

Security Association Protocol (SAP)

After NDAC authentication, the Security Association
Protocol (SAP) automatically negotiates keys and the
cipher suite for subsequent MACSec link encryption
between TrustSec peers. SAP is defined in IEEE
802.11i.

Security Group Tag (SGT)

An SGT is a 16-bit single label indicating the security
classification of a source in the TrustSec domain. It
is appended to an Ethernet frame or an IP packet.

SGT Exchange Protocol (SXP)

Security Group Tag Exchange Protocol (SXP). With
SXP, devices that are not TrustSec-hardware-capable
can receive SGT attributes for authenticated users and
devices from the Cisco Identity Services Engine (ISE)
or the Cisco Secure Access Control System (ACS).
The devices can then forward a sourcelP-to-SGT
binding to a TrustSec-hardware-capable device will
tag the source traffic for SGACL enforcement.

When both ends of a link support 802.1AE MACsec, SAP negotiation occurs. An EAPOL-key exchange
occurs between the supplicant and the authenticator to negotiate a cipher suite, exchange security parameters,
and manage keys. Successful completion of these tasks results in the establishment of a security association

(SA).

Depending on your software version and licensing and link hardware support, SAP negotiation can use one

of these modes of operation:

* Galois Counter Mode (GCM)—authentication and encryption

* GCM authentication (GMAC)— GCM authentication, no encryption

* No Encapsulation—no encapsulation (clear text)

* Null—encapsulation, no authentication or encryption

References

Related Documents

Related Topic

Document Title

Various TrustSec Featurette configurations and examples

Cisco TrustSec Configuration
Guide, Cisco IOS Release 155Y

gwwamnt] Rtasndsewdo it sésshaitnd

Cisco TrustSec Configuration
Guide, Cisco IOS XE Release 3S
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Related Topic Document Title

To configure Cisco Trustsec on the switch See the Cisco TrustSec Switch
Configuration Guide at the
following URL:

Release notes for Cisco TrustSec

Additional information about the Cisco TrustSec solution, including | hipAvwwiescocomenUShesolis105 Lindexhiml
overviews, datasheets, features by platform matrix, and case studies

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

MIBs

MIB MIBs Link

CISCO-TRUSTSEC-POLICY-MIB | To locate and download MIBs for selected platforms, Cisco 10S releases,
and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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CHAPTER 8

Managing Switch Stacks

* Finding Feature Information, on page 153

* Prerequisites for Switch Stacks, on page 153

* Restrictions for Switch Stacks, on page 153

* Information About Switch Stacks, on page 153

* Configuration Examples for Switch Stacks, on page 179
+ Additional References for Switch Stacks, on page 181

* Troubleshooting Managing Switch Stacks, on page 182

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Prerequisites for Switch Stacks
Restrictions for Switch Stacks

Information About Switch Stacks

Switch Stack Overview

A switch stack is a set of up to Catalyst switch connected through their ports. One of the switch controls the
operation of the stack and is called the active switchstack's active switch. The active switchstack's active
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switch and the other switch in the stack are stack members. Layer 2 protocol present the entire switch stack
as a single entity to the network.

\)

Note

A switch stack is different from a switch cluster. A switch cluster is a set of switch connected through their
LAN ports, such as the 10/100/1000 ports. For more information about how switch stacks differ from switch
clusters, see the “Planning and Creating Clusters” chapter in the Getting Started with Cisco Network Assistant

on Cisco.com.

The master is the single point of stack-wide management. From the master, you configure:

* System-level (global) features that apply to all members
* Interface-level features for each member

Every member is uniquely identified by its own stack member number.

All members are eligible masters. If the master becomes unavailable, the remaining members elect a new
master from among themselves. One of the factors is the stack member priority value. The switch with the
highest stack-member priority-value becomes the master.

The system-level features supported on the master are supported on the entire stack.

The master contains the saved and running configuration files for the stack. The configuration files include
the system-level settings for the stack and the interface-level settings for each member. Each member has a
current copy of these files for back-up purposes.

You manage the stack through a single IP address. The IP address is a system-level setting and is not specific
to the master or to any other member. You can manage the stack through the same IP address even if you
remove the master or any other member from the stack.

You can use these methods to manage stacks:

» Network Assistant (available on Cisco.com)
» Command-line interface (CLI) over a serial connection to the console port of any member
* A network management application through the Simple Network Management Protocol (SNMP)

A\

Note Use SNMP to manage network features across the stack that are defined by
supported MIBs. The switch does not support MIBs to manage stacking-specific
features such as stack membership and election.

* CiscoWorks network management software.

Switch Stack Membership

A standalone switch is a switch stack with one stack member that also operates as the active switchstack's
active switch. You can connect one standalone switch to another (Figure - Creating a Switch Stack from Two
Standalone switch) to create a switch stack containing two stack members, with one of them as the active
switchstack's active switch. You can connect standalone switch to an existing switch stack (Figure - Adding
a Standalone switch to a Switch Stack) to increase the stack membership.

If you replace a stack member with an identical model, the new switch functions with exactly the same
configuration as the replaced switch, assuming that the new switch is using the same member number as the
replaced switch.
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The operation of the switch stack continues uninterrupted during membership changes unless you remove the
active switchstack's active switch or you add powered-on standalone switch or switch stacks.

\)

Note To prevent interrupted stack operations, make sure the switch that you add to or remove from the stack are
powered off.

After adding or removing stack members, make sure that the switch stack is operating at full bandwidth (Gb/s).
Press the Mode button on a stack member until the Stack mode LED is on. The last two port LEDs on all
switch in the stack should be green. If one or both of these LEDs are not green, the stack is not operating at
full bandwidth.

» Adding powered-on switch (merging) causes the active switchstack's active switch of the merging switch
stacks to elect a active switchstack's active switch from among themselves. The new active switchstack's
active switch keeps its role and configuration and so do its members. All remaining switch, including
the former masters, reload and join the stack as members. They change their member numbers to the
lowest available numbers and use the configuration of the new master.

* Removing powered-on members divides (partitions) the stack into two or more switch stacks, each with
the same configuration. This can create an [P address configuration conflict in your network. If you want
the stacks to remain separate, change the IP address or addresses of the newly created stacks.

Figure 12: Creating a Switch Stack from Two Standalone Switches
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Figure 13: Adding a Standalone Switch to a Switch Stack
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Master Election
The active switchstack's active switch is elected based on one of these factors in the order listed:
1. The switch that is currently the active switchstack's active switch.

2. The switch with the highest stack member priority value.
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Note We recommend you assign the highest priority value to the switch that you want to be the master. The switch
is then re-elected as master if a re-election occurs.

A active switchstack's active switch keeps its role unless one of these events occurs:

* The stack is reset.*

* The master is removed from the stack.

* The master is reset or powered off.

* The master fails.

* The stack membership is increased by adding powered-on standalone switch or switch stacks.*

In the events marked by an asterisk (*), the current active switchstack's active switch might be re-elected
based on the listed factors.

When you power on or reset an entire stack, some stack members might not participate in the master election.

» All members participate in re-elections.

* Members that are powered on within the same 20-second time frame participate in the master election
and have a chance to become the master.

» Members that are powered on after the 20-second time frame do not participate in this initial election
and only become members.

The new master is available after a few seconds. In the meantime, the switch stack uses the forwarding tables
in memory to minimize network disruption. The physical interfaces on the other available stack members are
not affected while a new active switchstack's active switch is elected and is resetting.

When a new master is elected and the previous stack master becomes available, the previous master does not
resume its role as active switchstack's active switch.

For all powering considerations that affect active switchstack's active switch elections, see the “Switch
Installation” chapter in the hardware installation guide.

Stack MAC Address
The MAC address of the master determines the stack MAC address.

When the stack initializes, the MAC address of the master determines the bridge ID that the stack in the
network.

If the master changes, the MAC address of the new master determines the new bridge ID. However, when
the persistent MAC address feature is enabled, there is an approximate 4-minute delay before the stack MAC
address changes. During this time period, if the previous master rejoins the stack, the stack continues to use
its MAC address as the stack MAC address, even if the switch is now a member and not a master. If the
previous master does not rejoin the stack during this period, the stack takes the MAC address of the new active
switchstack's active switch as the stack MAC address. See the Enabling Persistent MAC Address section for
more information.

Member Numbers

The member number (1 to ) identifies each member in the stack. The member number also determines the
interface-level configuration that a member uses.
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A new, out-of-the-box switch (one that has not joined a stack or has not been manually assigned a member
number) ships with a default member number of 1. When it joins a stack, its default stack member number
changes to the lowest available member number in the stack.

Members in the same stack cannot have the same member number.

* If you manually change the member number by using the switch current-stack-member-number renumber
new-stack-member-number global configuration command, the new number goes into effect after that
member resets (or after you use the reload slot stack-member-number privileged EXEC command) and
only if that number is not already changed.

You can also change the stack member number is by using the SWITCH_NUMBER environment variable.

If the number is being used by another member in the stack, the switch selects the lowest available number
in the stack.

If you manually change the member number and no interface-level configuration is associated with that
number, that member resets to its default configuration.

You cannot use the switch current-stack-member-number renumber new-stack-member-number global
configuration command on a provisioned switch. If you do, the command is rejected.

If you move a stack member to a different switch stack, the stack member keeps its number only if the
number is not being used by another member in the stack. If it is being used by another member in the
stack, the switch selects the lowest available number in the stack.

See the following sections for information about stack member configuration:

* The procedure to change a member number, see the Assigning a Member Number section.
» The SWITCH NUMBER environment variable, see the Controlling Environment Variables section.
» Member numbers and configurations, see the Stack Configuration Files section.

» Merging stacks, see the Stack Membership section.

Member Priority Values

A higher priority value for a stack member increases the chance that it will be elected active switchstack's
active switch and keep its member number. The priority value can be 1 to 15. The default priority value is 1.

)

Note We recommend that you assign the highest priority value to the switch that you want to be the active
switchstack's active switch. The switch is then re-elected as master if a re-election occurs.

The new priority value takes effect immediately but does not affect the current master until the current master
or the stack resets.

Stack Offline Configuration

You can use the offline configuration feature to provision (to configure) a new switch before it joins the stack.
You can configure the member number, the switch type, and the interfaces associated with a switch that is
not yet part of the stack. That configuration is the provisioned configuration. The switch to be added to the
stack and to get this configuration is the provisioned switch.
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The provisioned configuration is automatically created when a switch is added to a stack and when no
provisioned configuration exists. You can manually create the provisioned configuration by using the switch
stack-member-number provision type global configuration command.

When you configure the interfaces for a provisioned switch (for example, as part of a VLAN), the information
appears in the stack running configuration whether or not the provisioned switch is part of the stack. The
interface for the provisioned switch is not active and does not appear in the display of a specific feature (for
example, in the show vlan user EXEC command output). Entering the no shutdown interface configuration

command has no effect.

The startup configuration file ensures that the stack can reload and can use the saved information whether or
not the provisioned switch is part of the stack.

Effects of Adding a Provisioned Switch to a Switch Stack

When you add a provisioned Switch to the switch stack, the stack applies either the provisioned configuration
or the default configuration. This table lists the events that occur when the switch stack compares the provisioned
configuration with the provisioned switch.

Table 15: Results of Comparing the Provisioned Configuration with the Provisioned Switch

Scenario Result
The stack member numbers | 1. Ifthe stack member number of the | The switch stack applies the
and the Switch types match. provisioned switch matches the |provisioned configuration to the
stack member number in the provisioned switch and adds it to the
provisioned configuration on the |stack.
stack, and
2. If the Switch type of the
provisioned switch matches the
Switch type in the provisioned
configuration on the stack.
The stack member numbers | 1. Ifthe stack member number of the | The switch stack applies the default
match but the Switch types provisioned switch matches the | configuration to the provisioned switch
do not match. stack member number in the and adds it to the stack.
rovisioned configuration on the .. L
prov gu The provisioned configuration is
stack, but . .
changed to reflect the new information.
2. The Switch type of the

provisioned switch does not match
the Switch type in the provisioned
configuration on the stack.

The stack member number
is not found in the
provisioned configuration.

The switch stack applies the default
configuration to the provisioned switch
and adds it to the stack.

The provisioned configuration is
changed to reflect the new information.
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Scenario Result

The stack member number The switch stack applies the default
of the provisioned switch is configuration to the provisioned switch
not found in the provisioned and adds it to the stack.

configuration.

If you add a provisioned switch that is a different type than specified in the provisioned configuration to a
powered-down switch stack and then apply power, the switch stack rejects the (now incorrect) switch
stack-member-number provision type global configuration command in the startup configuration file. However,
during stack initialization, the nondefault interface configuration information in the startup configuration file
for the provisioned interfaces (potentially of the wrong type) is executed. Depending on the differences between
the actual Switch type and the previously provisioned switch type, some commands are rejected, and some
commands are accepted.

\}

Note If the switch stack does not contain a provisioned configuration for a new Switch, the Switch joins the stack
with the default interface configuration. The switch stack then adds to its running configuration with a switch
stack-member-number provision type global configuration command that matches the new Switch. For
configuration information, see the Provisioning a New Member for a Switch Stack section.

Effects of Replacing a Provisioned Switch in a Switch Stack

When a provisioned switch in a switch stack fails, it is removed from the stack, and is replaced with another
Switch, the stack applies either the provisioned configuration or the default configuration to it. The events
that occur when the switch stack compares the provisioned configuration with the provisioned switch are the
same as those when you add a provisioned switch to a stack.

Effects of Removing a Provisioned Switch from a Switch Stack

If you remove a provisioned switch from the switch stack, the configuration associated with the removed
stack member remains in the running configuration as provisioned information. To completely remove the
configuration, use the no switch stack-member-number provision global configuration command.

Stack Software Compatibility Recommendations

All stack members must run the same Cisco 10S software version to ensure compatibility in the stack protocol
version among the members.

Stack Protocol Version

Each software image includes a stack protocol version. The stack protocol version has a major version number
and a minor version number (for example 1.4, where 1 is the major version number and 4 is the minor version
number). Both version numbers determine the level of compatibility among the stack members.

The switches with the same Cisco [0S software version have the same stack protocol version. Such switches
are fully compatible, and all features function properly across the switch stack. A device with the same Cisco
IOS software version as the active switch can immediately join the switch stack.

If an incompatibility exists, the fully functional stack members generate a system message that describes the
cause of the incompatibility on the specific stack members. The active switch sends the message to all stack
members.
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For more information, see the Major Version Number Incompatibility Among Switches procedure and the
Minor Version Number Incompatibility Among Switches procedure.

Major Stack Protocol Version Number Incompatibility Among Stack-Capable Switches

Switch with different major Cisco IOS software versions usually have different stack protocol versions. Switch
with different major version numbers are incompatible and cannot exist in the same switch stack.

Minor Version Number Incompatibility Among Switches

switch with the same major version number but with a different minor version number as the master are
considered partially compatible. When connected to a stack, a partially compatible switch enters
version-mismatch mode and cannot join the stack as a fully functioning member. The software detects the
mismatched software and tries to upgrade (or downgrade) the switch in version-mismatch mode with the stack
image or with a tar file image from the stack flash memory. The software uses the automatic upgrade
(auto-upgrade) and the automatic advise (auto-advise) features.

The port LEDs on switch in version-mismatch mode will also stay off. Pressing the Mode button does not
change the LED mode.

)

Note Auto-advise and auto-copy identify which images are running by examining the info file and by searching
the directory structure on the switch stack. If you download your image by using the copy tftp: command
instead of by using the archive download-sw privileged EXEC command, the correct directory structure is
not properly created. For more information about the info file, see the tar File Format of Images on a Server
or Cisco.com section.

Understanding Auto-Upgrade and Auto-Advise

When the software detects mismatched software and tries to upgrade the Switch in VM mode, two software
processes are involved: automatic upgrade and automatic advise.

* The automatic upgrade (auto-upgrade) process includes an auto-copy process and an auto-extract process.
By default, auto-upgrade is enabled (the boot auto-copy-sw global configuration command is enabled).
You can disable auto-upgrade by using the no boot auto-copy-sw global configuration command on the
active switchstack's active switch. You can check the status of auto-upgrade by using the show boot
privileged EXEC command and by checking the Auto upgrade line in the display.

* Auto-copy automatically copies the software image running on any stack member to the Switch in
VM mode to upgrade (auto-upgrade) it. Auto-copy occurs if auto-upgrade is enabled, if there is
enough flash memory in the Switch in VM mode, and if the software image running on the switch
stack is suitable for the Switch in VM mode.

N

Note A Switch in VM mode might not run all released software. For example, new
Switch hardware is not recognized in earlier versions of software.

» Automatic extraction (auto-extract) occurs when the auto-upgrade process cannot find the appropriate
software in the stack to copy to the Switch in VM mode. In that case, the auto-extract process
searches all Switch in the stack, whether they are in VM mode or not, for the tar file needed to
upgrade the switch stack or the Switch in VM mode. The tar file can be in any flash file system in
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the switch stack (including the Switch in VM mode). If a tar file suitable for the Switch in VM mode
is found, the process extracts the file and automatically upgrades that Switch.

The auto-upgrade (auto-copy and auto-extract) processes wait for a few minutes after the mismatched
software is detected before starting.

When the auto-upgrade process is complete, the Switch that was in VM mode reloads and joins the stack
as a fully functioning member. If you have both StackWise Plus cables connected during the reload,
network downtime does not occur because the switch stack operates on two rings.

Automatic advise (auto-advise) occurs when the auto-upgrade process cannot find appropriate stack
member software to copy to the Switch in VM mode. This process tells you the command (archive
copy-sw or archive download-sw privileged EXEC command) and the image name (tar filename) needed
to manually upgrade the switch stack or the Switch in VM mode. The recommended image can be the
running switch stack image or a tar file in any flash file system in the switch stack (including the Switch
in VM mode). If an appropriate image is not found in the stack flash file systems, the auto-advise process
tells you to install new software on the switch stack. Auto-advise cannot be disabled, and there is no
command to check its status.

The auto-advise software does not give suggestions when the switch stack software and the software of
the Switch in VM mode do not contain the same feature sets. For example, if the switch stack is running
the IP base image and you add a Switch that is running the IP services image, the auto-advise software

does not provide a recommendation.

You can use the archive-download-sw /allow-feature-upgrade privileged EXEC command to allow
installing an different software image.

Examples of Auto-Advise Messages

When you add a switch that has a different minor version number to the switch stack, the software displays
messages in sequence (assuming that there are no other system messages generated by the switch).

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy starts, finds suitable software to copy from a stack member to the
switch in VM mode, upgrades the switch in VM mode, and then reloads it:

*Mar 11 20:31:19.247:%STACKMGR-6-STACK_LINK CHANGE:Stack Port 2 Switch 2 has changed to

state UP

*Mar 11 20:31:23.232:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION MISMATCH)

*Mar 11 20:31:23.291:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION MISMATCH) (Stack 1-3)

*Mar 11 20:33:23.248:%IMAGEMGR-6-AUTO COPY SW INITIATED:Auto-copy-software process initiated
for switch number (s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:as software donor...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Found donor (system #2) for

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:member (s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:System software to be uploaded:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY_ SW:System Type: 0x00000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving c2960x-universalk9-mz.150-2.EX1
(directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving c2960x-universalk9-mz.150-2.EX1.bin
(4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:examining image...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)
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*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:extracting

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Stacking Version Number:1.4

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:System Type: 0x00000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Ios Image File Size: 0x004BA200

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: Total Image File Size:0x00818A00

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: Minimum Dram required:0x08000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image Suffix:universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image Directory:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: Image Name:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image l:flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Old image will be deleted after download.

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Extracting images from archive into flash on
switch 1...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:c2960x-universalk9-mz.150-2.EX1 (directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:extracting

c2960x-universalk9-mz.150-2.EX1/c2960x-universalk9-mz.150-2.EX1 (4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting c2960x-universalk9-mz.150-2.EX1/info
(450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Installing

(renaming) : "flashl:update/c2960x-universalk9-mz.150-2.EX1"' ->

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: "flashl:c2960x-universalk9-mz.150-2.EX1"'

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:New software image installed in

flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Removing old

image:flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:All software images installed.

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Requested system reload in progress...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Software successfully copied to

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:system(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Done copying software

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Reloading system(s) 1

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy launches but cannot find software in the stack to copy to the switch
in version-mismatch mode to make it compatible with the stack. The auto-advise process starts and recommends
that you download a tar file from the network to the switch in version-mismatch mode:

*Mar 1 00:01:11.319:%STACKMGR-6-STACK LINK CHANGE:Stack Port 2 Switch 2 has changed to state
UPp

*Mar 1 00:01:15.547:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the stack
(VERSION_ MISMATCH)

stack 2#

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO_COPY SW INITIATED:Auto-copy-software process initiated
for switch number(s) 1

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO_COPY_ SW:

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act
*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:as software donor...

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:Software was not copied

*Mar 1 00:03:15.562:%IMAGEMGR-6-AUTO ADVISE SW_INITIATED:Auto-advise-software process
initiated for switch number(s) 1

*Mar 1 OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:Systems with incompatible software
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*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:have been added to the stack. The
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:storage devices on all of the stack
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:members have been scanned, and it has
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:been determined that the stack can be
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:repaired by issuing the following
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:command (s) :

*Mar 1 00:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW: archive download-sw /force-reload /overwrite
/dest 1 flashl:c2960x-universalk9-mz.150-2.EX1.tar
*Mar 1 OO204:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

For information about using the archive download-sw privileged EXEC command, see the Working with
Software Images section.

Incompatible Software and Stack Member Image Upgrades

You can upgrade a Switch that has an incompatible universal software image by using the archive copy-sw
privileged EXEC command. It copies the software image from an existing stack member to the one with
incompatible software. That Switch automatically reloads and joins the stack as a fully functioning member.

Switch Stack Configuration Files

The active switch has the saved and running configuration files for the switch stack. All stack members
periodically receive synchronized copies of the configuration files from the active switch. If the active switch
becomes unavailable, any stack member assuming the role of active switch has the latest configuration files.

The configuration files record these settings:

* System-level (global) configuration settings such as IP, STP, VLAN, and SNMP settings that apply to
all stack members

* Stack member interface-specific configuration settings that are specific for each stack member

\}

Note The interface-specific settings of the active switch are saved if the active switch is replaced without saving
the running configuration to the startup configuration.

A new, out-of-box device joining a switch stack uses the system-level settings of that switch stack. If a device
is moved to a different switch stack before it is powered on, that device loses its saved configuration file and
uses the system-level configuration of the new switch stack. If the device is powered on as a standalone device
before it joins the new switch stack, the stack will reload. When the stack reloads, the new device may become
the device, retain its configuration and overwrite the configuration files of the other stack members.

The interface-specific configuration of each stack member is associated with the stack member number. Stack
members retain their numbers unless they are manually changed or they are already used by another member
in the same switch stack. If the stack member number changes, the new number goes into effect after that
stack member resets.

« If an interface-specific configuration does not exist for that member number, the stack member uses its
default interface-specific configuration.

* If an interface-specific configuration exists for that member number, the stack member uses the
interface-specific configuration associated with that member number.
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If you replace a failed member with an identical model, the replacement member automatically uses the same
interface-specific configuration as the failed device. You do not need to reconfigure the interface settings.
The replacement device (referred to as the provisioned device) must have the same stack member number as
the failed device.

You back up and restore the stack configuration in the same way as you would for a standalone device
configuration.

Switch Stack Management Connectivity

You manage the switch stack and the stack member interfaces through the active switch. You can use the
CLI, SNMP, and any of the supported network management applications. You cannot manage stack members
on an individual device basis.

Connectivity to the Switch Stack Through an IP Address

The switch stack is managed through a single IP address. The IP address is a system-level setting and is not
specific to the active stack or to any other stack member. You can still manage the stack through the same IP
address even if you remove the active stack or any other stack member from the stack, provided there is IP
connectivity.

)

Note Stack members retain their IP addresses when you remove them from a switch stack. To avoid a conflict by
having two devices with the same IP address in your network, change the IP addresses of any active stack
that you remove from the switch stack.

For related information about switch stack configurations, see the Switch Stack Configuration Files section.

Connectivity to the Switch Stack Through an SSH Session

The Secure Shell (SSH) connectivity to the stack can be lost if a active switchstack's active switch running
the cryptographic version fails and is replaced by a switch that is running a noncryptographic version. We
recommend that a switch running the cryptographic version of the software be the active switchstack's active
switch. Encryption features are unavailable if the active switchstack's active switch is running the
noncryptographic software image.

Connectivity to the Switch Stack Through Console Ports or Ethernet Management Ports

You can connect to the active switch by using one of these methods:

* You can connect a terminal or a PC to the active switch through the console port of one or more stack
members.

* You can connect a PC to the active switch through the Ethernet management ports of one or more stack
members. For more information about connecting to the switch stack through Ethernet management
ports, see the Using the Ethernet Management Port section.

You can connect to the active switch by connecting a terminal or a PC to the active switch through the console
port of one or more stack members.

When you use the console port of a stack member, a VTY session is created with the IP address in the
192.168.0.1/24 subnet.
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Be careful when using multiple CLI sessions to the active switch. Commands that you enter in one session
are not displayed in the other sessions. Therefore, it is possible that you might not be able to identify the
session from which you entered a command.

We recommend using only one CLI session when managing the switch stack.

Connectivity to Specific Stack Members

If you want to configure a specific member port, you must include the stack member number in the CLI

notation.

To access a specific member, see the Accessing the CLI of a Specific Member section.

Switch Stack Configuration Scenarios

Most of these switch stack configuration scenarios assume that at least two switch are connected through their

ports.

Table 16: Configuration Scenarios

Scenario

Result

Active switch election

Connect two powered-on switch stacks

Only one of the two active switches

specifically determined | through the ports. becomes the new active switch.
by existing active

switches

Active switch election |1. Connect two switches through their The stack member with the higher

specifically determined
by the stack member
priority value

ports.

Use the switch stack-member-number
priority new-priority-number global
configuration command to set one stack
member with a higher member priority
value.

Restart both stack members at the same
time.

priority value is elected active switch.

Active switch election
specifically determined
by the configuration
file

Assuming that both stack members have the
same priority value:

1.

Make sure that one stack member has a
default configuration and that the other
stack member has a saved (nondefault)
configuration file.

Restart both stack members at the same
time.

The stack member with the saved
configuration file is elected active
switch.

Active switch election
specifically determined
by the MAC address

Assuming that both stack members have the
same priority value, configuration file, and
feature set, restart both stack members at the
same time.

The stack member with the lower
MAC address is elected active switch.
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Scenario

Result

Stack member number
conflict

Assuming that one stack member has a
higher priority value than the other stack
member:

1.

Ensure that both stack members have the
same stack member number. If
necessary, use the switch
current-stack-member-number
renumber new-stack-member-number
global configuration command.

Restart both stack members at the same
time.

The stack member with the higher
priority value retains its stack member
number. The other stack member has
a new stack member number.

Add a stack member | 1.

Power off the new switch.

Through their ports, connect the new
switch to a powered-on switch stack.

Power on the new switch.

The active switch is retained. The new
switch is added to the switch stack.

Active switch failure

Remove (or power off) the active switch.

One of the remaining stack members
becomes the new active switch. All
other stack members in the stack
remain as stack members and do not
reboot.

1.
2.

Through their ports, connect switch.

Power on all switch.

Two switch become active switches.
One active switch has stack members.
The other active switch remains as a
standalone switch.

Use the Mode button and port LEDs
on the switch to identify which switch
are active switches and which switch
belong to each active switch.

How to Configure a Switch Stack

Default Switch Stack Configuration

The table shows the default switch stack configuration.

Table 17: Default Switch Stack Configuration

Feature Default Setting
Stack MAC address timer | Disabled.
Stack member number 1
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Stack member priority value | 1

Offline configuration The switch stack is not provisioned.

Persistent MAC address Disabled.

Enabling the Persistent MAC Address Feature

SUMMARY STEPS

The MAC address of the active switch determines the stack MAC address. When an active switch is removed
from the stack and a new active switch takes over, the MAC address of the new active switch to become the
new stack MAC address. However, you can set the persistent MAC address feature with a time delay before
the stack MAC address changes. During this time period, if the previous active switch rejoins the stack, the
stack continues to use that MAC address as the stack MAC address, even if the device is now a member and
not an active switch. You can also configure stack MAC persistency so that the stack MAC address never
changes to the new active switch MAC address.

)

Note When you enter the command to configure this feature, a warning message appears with the consequences of
your configuration. You should use this feature cautiously. Using the old active switch MAC address elsewhere
in the same domain could result in lost traffic.

You can configure the time period as 0 to 60 minutes.

* If you enter the command with no value, the default delay is 4 minutes. We recommend that you always
enter a value. If the command is entered without a value, the time delay appears in the running-config
file with an explicit timer value of 4 minutes.

* If you enter 0, the stack MAC address of the previous active switch is used until you enter the no
stack-mac persistent timer command, which immediately changes the stack MAC address to that of
the current active switch of the stack. If you do not enter the no stack-mac persistent timer command,
the stack MAC address never changes.

* If you enter a time delay of 1 to 60 minutes, the stack MAC address of the previous active switch is used
until the configured time period expires or until you enter the no stack-mac persistent timer command.

\)

Note If the entire switch stack reloads, it uses the MAC address of the stack's active switch as the stack MAC
address.

Follow these steps to enable persistent MAC address:

enable

configure terminal

stack-mac persistent timer [0 | time-value]
end

copy running-config startup-config

apwbd-=
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DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 stack-mac persistent timer [0 | time-value] Enables a time delay after a stack-active switch change

Example:

Device (config) # stack-mac persistent timer 7

before the stack MAC address changes to that of the new
ac. If the previous active switch rejoins the stack during
this period, the stack uses that MAC address as the stack
MAC address.

You can configure the time period as 0 to 60 minutes.

* Enter the command with no value to set the default
delay of approximately 4 minutes. We recommend
that you always enter a value.

If the command is entered without a value, the time
delay appears in the running-config file with an explicit
timer value of 4 minutes.

Enter 0 to continue using the MAC address of the
current active switch indefinitely.

The stack MAC address of the previous active switch
is used until you enter the no stack-mac persistent
timer command, which immediately changes the stack
MAC address to that of the current active switch.

Enter a time-value from 1 to 60 minutes to configure
the time period before the stack MAC address changes
to the new active switch.

The stack MAC address of the previous active switch
is used until the configured time period expires or until
you enter the no stack-mac persistent timer
command.

Note If you enter the no stack-mac persistent timer
command after a new active switch takes over,
before the time expires, the switch stack moves
to the current active switch MAC address.
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Command or Action

Purpose

Step 4 end Returns to privileged EXEC mode.
Example:
Device (config) # end
Step 5 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Device# copy running-config startup-config

What to do next

Use the no stack-mac persistent timer global configuration command to disable the persistent MAC address

feature.

Assigning Stack Member Information

Assigning a Stack Member Number

This optional task is available only from the active stack.

Follow these steps to assign a member number to a stack member:

SUMMARY STEPS

enable
configure terminal

end
reload slot stack-member-number
show switch

NOO A WN

DETAILED STEPS

copy running-config startup-config

switch current-stack-member-number renumber new-stack-member-number

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:
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Command or Action

Purpose

Switch# configure terminal

Step 3 switch current-stack-member-number renumber You can display the current stack member number by using
new-stack-member-number the show switch user EXEC command.
Example:
Switch(config)# switch 3 renumber 4
Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 5 reload slot stack-member-number Resets the stack member.
Example:
Switch# reload slot 4
Step 6 show switch Verify the stack member number.
Example:
showSwitch
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Setting the Stack Member Priority Value

This optional task is available only from the active stack.

Follow these steps to assign a priority value to a stack member:

SUMMARY STEPS

enable

hpWN =

switch stack-member-number priority new-priority-number
show switch stack-member-number
copy running-config startup-config
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DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password if
Example: prompted.
Switch enable
Step 2 switch stack-member-number priority new-priority-number | You can display the current priority value by using the show
switch user EXEC command.

Example:

Switch# switch 3 priority 2 The new priority value takes effect immediately but does
not affect the current active stack. The new priority value
helps determine which stack member is elected as the new
active stack when the current active stack or switch stack
resets.

Step 3 show switch stack-member-number Verify the stack member priority value.
Example:
Switch# show switch
Step 4 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Provisioning a New Member for a Switch Stack

\}

Note

This task is available only from the active switchstack's active switch.

To remove provisioned information and to avoid receiving an error message, remove the specified Switch
from the stack before you use the no form of this command.

For example, if you are removing a provisioned Switch in a stack with this configuration:

* The stack has four members
 Stack member 1 is the master
* Stack member 3 is a provisioned switch

To remove the provisioned information and to avoid receiving an error message, you can remove power from
stack member 3, disconnect the StackWise Plus cables between the stack member 3 and Switch to which it
is connected, reconnect the cables between the remaining stack members, and enter the no switch
stack-member-number provision global configuration command.

Follow these steps to provision a new member for a switch stack: This procedure is optional.

SUMMARY STEPS

1. enable
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show switch
configure terminal

end
show running-config

®N®O AN

DETAILED STEPS

show switch stack-member-number
copy running-config startup-config
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switch stack-member-number provision type

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 show switch Display summary information about the switch stack.
Step 3 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 4 switch stack-member-number provision type Specify the stack member number for the preconfigured
Switch. By default, no Switch are provisioned.
For stack-member-number, the range is 1 to 9. Specify a
stack member number that is not already used in the switch
stack. See Step 1.
For type, enter the model number of a supported Switch
that is listed in the command-line help strings.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 show switch stack-member-number Verify the status of the provisioned switch. For

stack-member-number, enter the same number as in Step
1.
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Command or Action Purpose
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

Changing the Stack Membership

If you remove powered-on members but do not want to partition the stack:

SUMMARY STEPS
1. Power off the newly created stacks.
2. Reconnect them to the original stack through their ports.
3. Power on the switch.
DETAILED STEPS
Command or Action Purpose
Step 1 Power off the newly created stacks.

Step 2 Reconnect them to the original stack through their ports.

Step 3 Power on the switch.

Accessing the CLI of a Specific Stack Member

\)

Note This task is only for debugging purposes, and is only available from the master.

You can access all or specific members by using the remote command {all | stack-member-number} privileged
EXEC command. The stack member number range is 1 to 9.

You can access specific members by using the session stack-member-number privileged EXEC command.
The member number is appended to the system prompt. For example, the prompt for member 2 is Switch-2#,
and system prompt for the master is Switch#. Enter exit to return to the CLI session on the master. Only the
show and debug commands are available on a specific member.

Displaying Stack Information

To display saved configuration changes after resetting a specific member or the stack, use these privileged
EXEC commands:

Table 18: Commands for Displaying Stack Information

Command Description

show platform stack passive-links all | Display all stack information, such as the stack protocol version.
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show switch Display summary information about the stack, including the status
of provisioned switches and switch in version-mismatch mode.

show switch stack-member-number | Display information about a specific member.

show switch detail Display detailed information about the stack ring.
show switch neighbors Display the stack neighbors.
show switch stack-ports Display port information for the stack.

Troubleshooting Stacks

Manually Disabling a Stack Port

If a stack port is flapping and causing instability in the stack ring, to disable the port, enter the switch
stack-member-number stack port port-number disable privileged EXEC command. To re-enable the port,
enter the switch stack-member-number stack port port-number enable command.

\}

Note Be careful when using the switch stack-member-number stack port port-number disable command. When
you disable the stack port, the stack operates at half bandwidth.

* A stack is in the full-ring state when all members are connected through the stack ports and are in the
ready state.

* The stack is in the partial-ring state when

* All members are connected through the stack ports, but some all are not in the ready state.
* Some members are not connected through the stack ports.

When you enter the switch stack-member-number stack port port-number disable privileged EXEC command
and

* The stack is in the full-ring state, you can disable only one stack port. This message appears:

Enabling/disabling a stack port may cause undesired stack changes. Continue?[confirm]

* The stack is in the partial-ring state, you cannot disable the port. This message appears:

Disabling stack port not allowed with current stack configuration.

Re-Enabling a Stack Port While Another Member Starts

Stack Port 1 on Switch 1 is connected to Port 2 on Switch 4. If Port 1 is flapping, disable Port 1 with the
switch 1 stack port 1 disable privileged EXEC command.

While Port 1 on Switch 1 is disabled and Switch 1 is still powered on:

* Disconnect the stack cable between Port 1 on Switch 1 and Port 2 on Switch 4.

* Remove Switch 4 from the stack.

* Add a switch to replace Switch 4 and assign it switch-number 4.

» Reconnect the cable between Port 1 on Switch 1 and Port 2 on Switch 4 (the replacement switch).
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* Re-enable the link between the Switch. Enter the switch 1 stack port 1 enable privileged EXEC command
to enable Port 1 on Switch 1.

» Power on Switch 4.

)

Note Caution: Powering on Switch 4 before enabling the Port 1 on Switch 1 might cause one of the switches to
reload.

If Switch 4 is powered on first, you might need to enter the switch 1 stack port 1 enable and the switch 4
stack port 2 enable privileged EXEC commands to bring up the link.

Understanding the show switch stack-ports summary Output

Only Port 1 on stack member 2 is disabled.

Switch# show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link Sync # In
Port# Port Length OK Active OK Changes Loopback
Status To LinkOK

1/1 OK 3 50 cm Yes Yes Yes 1 No

1/2 Down None 3 m Yes No Yes 1 No

2/1 Down None 3 m Yes No Yes 1 No

2/2 OK 3 50 cm Yes Yes Yes 1 No

3/1 OK 2 50 cm Yes Yes Yes 1 No

3/2 OK 1 50 cm Yes Yes Yes 1 No

Table 19: show switch stack-ports summary Command Output

Field Description
Switch#/Port# Member number and its stack port number.
Stack Port Status » Absent—No cable is detected on the stack port.

* Down—A cable is detected, but either no connected neighbor is up, or the stack
port is disabled.

* OK—A cable is detected, and the connected neighbor is up.

Neighbor Switch number of the active member at the other end of the stack cable.

Cable Length Valid lengths are 50 cm, 1 m, or 3 m.

If the switch cannot detect the cable length, the value is no cable. The cable might
not be connected, or the link might be unreliable.

Link OK This shows if the link is stable.
The link partner is a stack port on a neighbor switch.

* No—The link partner receives invalid protocol messages from the port.
* Yes—The link partner receives valid protocol messages from the port.

Link Active This shows if the stack port is in the same state as its link partner.

* No—The port cannot send traffic to the link partner.
* Yes—The port can send traffic to the link partner.
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Sync OK * No—The link partner does not send valid protocol messages to the stack port.
* Yes—The link partner sends valid protocol messages to the port.
# Changes to LinkOK | This shows the relative stability of the link.
If a large number of changes occur in a short period of time, link flapping can occur.
In Loopback * No—At least one stack port on the member has an attached stack cable.
* Yes—None of the stack ports on the member has an attached stack cable.

Provisioning a New Member for a Switch Stack: Example

This example shows how to provision a switch with a stack member number of 2 for the switch stack. The
show running-config command output shows the interfaces associated with the provisioned switch:

Examples of Auto-Advise Messages

When you add a switch that has a different minor version number to the switch stack, the software displays

messages in sequence (assuming that there are no other system messages generated by the switch).

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy starts, finds suitable software to copy from a stack member to the
switch in VM mode, upgrades the switch in VM mode, and then reloads it:

*Mar 11 20:31:19.247:%STACKMGR-6-STACK_LINK CHANGE:Stack Port 2 Switch 2 has changed to

state UP

*Mar 11 20:31:23.232:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION_MISMATCH)

*Mar 11 20:31:23.291:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION MISMATCH) (Stack 1-3)

*Mar 11 20:33:23.248:%IMAGEMGR-6-AUTO COPY SW_INITIATED:Auto-copy-software process initiated
for switch number(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:as software donor...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Found donor (system #2) for

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:member(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO _COPY SW:System software to be uploaded:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:System Type: 0x00000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving c2960x-universalk9-mz.150-2.EX1
(directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving c2960x-universalk9-mz.150-2.EX1.bin

(4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW

rarchiving

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11
*Mar 11
*Mar 11
*Mar 11

20:36:15.038:
20:36:15.038:
20:36:15.038:
20:36:15.038:

$IMAGEMGR-6-AUTO_COPY_ SW
$IMAGEMGR-6-AUTO_COPY_ SW
$IMAGEMGR-6-AUTO_COPY_ SW
$IMAGEMGR-6-AUTO_COPY_ SW

rarchiving info (104 bytes)
rexamining image...
rextracting info (104 bytes)
rextracting

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar 11
*Mar

20:
20:
20:
20:
20:
20:
20:
20:
20:

36:
36:
36:
36:
36:
36:
36:
36:
36:

15.
15.
15.
15.
15.
15.
15.
15.
15.

038:$IMAGEMGR-6-AUTO_COPY_SW
038:
038:
038:
038:
038:
038:
038:
038:

$IMAGEMGR-6-AUTO_COPY_ SW

$IMAGEMGR-6-AUTO_COPY_ SW

$IMAGEMGR-6-AUTO COPY SW:
$IMAGEMGR-6-AUTO COPY SW:
$IMAGEMGR-6-AUTO COPY SW:
$IMAGEMGR-6-AUTO COPY SW:
11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image Directory:c2960x-universalk9-mz.150-2.EX1

rextracting info (104 bytes)

%IMAGEMGR-6-AUTO COPY SW:

:Stacking Version Number:1.4

%IMAGEMGR-6-AUTO COPY SW:

:System Type: 0x00000000

Ios Image File Size: 0x004BA200

Total Image File Size:0x00818A00
Minimum Dram required:0x08000000
Image Suffix:universalk9-mz.150-2.EX1
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*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO _COPY SW: Image Name:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image l:flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Old image will be deleted after download.

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Extracting images from archive into flash on
switch 1...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:c2960x-universalk9-mz.150-2.EX1 (directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:extracting

c2960x-universalk9-mz.150-2.EX1/c2960x-universalk9-mz.150-2.EX1 (4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting c2960x-universalk9-mz.150-2.EX1/info
(450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Installing

(renaming) : "flashl:update/c2960x-universalk9-mz.150-2.EX1"' ->

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: "flashl:c2960x-universalk9-mz.150-2.EX1"'

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:New software image installed in

flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Removing old

image:flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:All software images installed.

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Requested system reload in progress...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Software successfully copied to

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:system(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Done copying software

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Reloading system(s) 1

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy launches but cannot find software in the stack to copy to the switch
in version-mismatch mode to make it compatible with the stack. The auto-advise process starts and recommends
that you download a tar file from the network to the switch in version-mismatch mode:

*Mar 1 00:01:11.319:%STACKMGR-6-STACK LINK CHANGE:Stack Port 2 Switch 2 has changed to state
UPp

*Mar 1 00:01:15.547:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the stack
(VERSION_ MISMATCH)

stack 2#

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO_COPY SW_ INITIATED:Auto-copy-software process initiated
for switch number(s) 1

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO_ COPY_ SW:

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act
*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:as software donor...

*Mar 1 00:03:15.554:%IMAGEMGR-6-AUTO COPY SW:Software was not copied

*Mar 1 00:03:15.562:%IMAGEMGR-6-AUTO ADVISE SW_INITIATED:Auto-advise-software process
initiated for switch number(s) 1

*Mar 1 OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:Systems with incompatible software
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:have been added to the stack. The
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:storage devices on all of the stack
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:members have been scanned, and it has
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:been determined that the stack can be
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:repaired by issuing the following
*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:command (s) :

1

*Mar OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:

*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW: archive download-sw /force-reload /overwrite
/dest 1 flashl:c2960x-universalk9-mz.150-2.EX1.tar

*Mar 1 OO:04:22.537:%IMAGEMGR—6—AUTO_ADVISE_SW:
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For information about using the archive download-sw privileged EXEC command, see the Working with
Software Images section.

Examples of Auto-Advise Messages

When you add a switch that has a different minor version number to the switch stack, the software displays
messages in sequence (assuming that there are no other system messages generated by the switch).

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy starts, finds suitable software to copy from a stack member to the
switch in VM mode, upgrades the switch in VM mode, and then reloads it:

*Mar 11 20:31:19.247:%STACKMGR-6-STACK_LINK CHANGE:Stack Port 2 Switch 2 has changed to

state UP

*Mar 11 20:31:23.232:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION_MISMATCH)

*Mar 11 20:31:23.291:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the

stack (VERSION MISMATCH) (Stack 1-3)

*Mar 11 20:33:23.248:%IMAGEMGR-6-AUTO COPY SW_INITIATED:Auto-copy-software process initiated
for switch number(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:as software donor...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Found donor (system #2) for

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:member(s) 1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:System software to be uploaded:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:System Type: 0x00000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO _COPY SW:archiving c2960x-universalk9-mz.150-2.EX1
(directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving c2960x-universalk9-mz.150-2.EX1.bin
(4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:archiving

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:archiving info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:examining image...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:extracting

c2960x-universalk9-mz.150-2.EX1/info (450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Stacking Version Number:1.4

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:System Type: 0x00000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Ios Image File Size: 0x004BA200

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: Total Image File Size:0x00818A00

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Minimum Dram required:0x08000000

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image Suffix:universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image Directory:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW: Image Name:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Image l:flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW: Old image will be deleted after download.

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY_ SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:Extracting images from archive into flash on
switch 1...

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:c2960x-universalk9-mz.150-2.EX1 (directory)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:extracting

c2960x-universalk9-mz.150-2.EX1/c2960x-universalk9-mz.150-2.EX1 (4945851 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting c2960x-universalk9-mz.150-2.EX1/info
(450 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:extracting info (104 bytes)

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_COPY SW:Installing

(renaming) : "flashl:update/c2960x-universalk9-mz.150-2.EX1"' ->
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*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:
*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO COPY SW:

flashl:c2960x-universalk9-mz.150-2.EX1

*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:
*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY SW:
*Mar 11 20:36:15.038:%IMAGEMGR-6-AUTO_ COPY_ SW:

image:flashl:c2960x-universalk9-mz.150-2.EX1
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038
*Mar 11 20:36:15.038

: $IMAGEMGR-6-AUTO COPY_ SW:
: $IMAGEMGR-6-AUTO_COPY_ SW:
: $IMAGEMGR-6-AUTO COPY_ SW:
: $IMAGEMGR-6-AUTO_ COPY_ SW:
: $IMAGEMGR-6-AUTO_COPY_ SW:
: $IMAGEMGR-6-AUTO_ COPY_ SW:
: $IMAGEMGR-6-AUTO_COPY_ SW:

Configuration Examples for Switch Stacks .

“flashl:c2960x-universalk9-mz.150-2.EX1"'
New software image installed in

Removing old

All software images installed.
Requested system reload in progress...
Software successfully copied to
system(s) 1

Done copying software

Reloading system(s) 1

This example shows that the switch stack detected a new switch that is running a different minor version
number than the switch stack. Auto-copy launches but cannot find software in the stack to copy to the switch
in version-mismatch mode to make it compatible with the stack. The auto-advise process starts and recommends
that you download a tar file from the network to the switch in version-mismatch mode:

*Mar 1 00:01:11.319:%STACKMGR-6-STACK LINK CHANGE:Stack Port 2 Switch 2 has changed to state

9)

*Mar 1 00:01:15.547:%STACKMGR-6-SWITCH ADDED VM:Switch 1 has been ADDED to the stack

(VERSION_ MISMATCH)

stack 2#

*Mar
for
*Mar
*Mar
*Mar

switch number(s) 1
00:03:15.554:$IMAGEMGR-6-AUTO COPY SW:
00:03:15.554
00:03:15.554
*Mar 00:03:15.554
*Mar 1 00:03:15.562
initiated for switch number (s
*Mar 1 00:04:22.537
*Mar 1 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 00:04:22.537
*Mar 1 00:
/dest 1 flashl:

1
1
1
1

) 1

1
1
1
1
1
1
1
1

1 00:03:15.554:%IMAGEMGR-6-AUTO_COPY SW_INITIATED:Auto-copy-software process initiated

: $IMAGEMGR-6-AUTO COPY SW:Searching for stack member to act

: $IMAGEMGR-6-AUTO COPY SW:as software donor...

: $IMAGEMGR-6-AUTO COPY SW:Software was not copied
:$IMAGEMGR-6-AUTO ADVISE SW_INITIATED:Auto-advise-software process

:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
:%IMAGEMGR—6—AUTO_ADVISE_SW:
04:22.537:%IMAGEMGR-6-AUTO_ADVISE SW: archive download-sw /force-reload /overwrite
c2960x-universalk9-mz.150-2.EX1.tar

Systems with incompatible software
have been added to the stack. The
storage devices on all of the stack
members have been scanned, and it has
been determined that the stack can be
repaired by issuing the following
command (s) :

*Mar 1 00:04:22.537:%IMAGEMGR-6-AUTO ADVISE SW:

For information about using the archive download-sw privileged EXEC command, see the Working with

Software Images section.

Configuration Examples for Switch Stacks

Enabling the Persistent MAC Address Feature: Example

This example shows how to configure the persistent MAC address feature for a 7-minute time delay and to

verify the configuration:
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Switch (config)# stack-mac persistent timer 7
WARNING: The stack continues to use the base MAC of the old Master
WARNING: as the stack MAC after a master switchover until the MAC
WARNING: persistency timer expires. During this time the Network
WARNING: Administrators must make sure that the old stack-mac does
WARNING: not appear elsewhere in this network domain. If it does,
WARNING: user traffic may be blackholed.
Switch (config) # end
Switch# show switch
Switch/Stack Mac Address : 0016.4727.a900
Mac persistency wait time: 7 mins

H/W Current

Switch# Role Mac Address Priority Version State

*1 Master 0016.4727.a900 1 P2B Ready

Provisioning a New Member for a Switch Stack: Example

This example shows how to provision a switch with a stack member number of 2 for the switch stack. The
show running-config command output shows the interfaces associated with the provisioned switch:

show switch stack-ports summary Command Output: Example

Only Port 1 on stack member 2 is disabled.

Switch# show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link Sync # In
Port# Port Length OK Active OK Changes Loopback
Status To LinkOK
1/1 OK 3 50 cm Yes Yes Yes 1 No
1/2 Down None 3 m Yes No Yes 1 No
2/1 Down None 3 m Yes No Yes 1 No
2/2 OK 3 50 cm Yes Yes Yes 1 No
3/1 OK 2 50 cm Yes Yes Yes 1 No
3/2 OK 1 50 cm Yes Yes Yes 1 No

Table 20: show switch stack-ports summary Command Output

Field Description

Switch#/Port# Member number and its stack port number.

Stack Port Status Status of the stack port.

» Absent—No cable is detected on the stack port.

* Down—A cable is detected, but either no connected neighbor is up, or the stack
port is disabled.

* OK—A cable is detected, and the connected neighbor is up.

Neighbor Switch number of the active member at the other end of the stack cable.
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Field

Description

Cable Length

Valid lengths are 50 cm, 1 m, or 3 m.

If the switch cannot detect the cable length, the value is no cable. The cable might
not be connected, or the link might be unreliable.

Link OK

Whether the stack cable is connected and functional. There may or may not be a
neighbor connected on the other end.

The link partner is a stack port on a neighbor switch.

* No—There is no stack cable connected to this port or the stack cable is not
functional.

* Yes—There is a functional stack cable connected to this port.

Link Active

Whether a neighbor is connected on the other end of the stack cable.

* No—No neighbor is detected on the other end. The port cannot send traffic over
this link.

* Yes—A neighbor is detected on the other end. The port can send traffic over
this link.

Sync OK

Whether the link partner sends valid protocol messages to the stack port.

* No—The link partner does not send valid protocol messages to the stack port.

* Yes—The link partner sends valid protocol messages to the port.

# Changes to LinkOK

The relative stability of the link.

If a large number of changes occur in a short period of time, link flapping can occur.

In Loopback

Whether a stack cable is attached to a stack port on the member.

* No—At least one stack port on the member has an attached stack cable.

* Yes—None of the stack ports on the member has an attached stack cable.

Additional References for Switch Stacks

Related Documents

Related Topic

Document
Title

Cabling and powering on a switch stack.
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Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

Standards and RFCs
Standard/RFC | Tide
None —
MIBs
MIB MIBs Link
All the supported MIBs for this To locate and download MIBs for selected platforms, Cisco I0S
release. releases, and , use Cisco MIB Locator found at the following URL:
http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Troubleshooting Managing Switch Stacks

Overview

This chapter provides links to documents authored by Cisco subject matter experts (SMEs). They aim to help
you resolve technical issues without requiring a support ticket. If these documents are unable to resolve your
issue, we recommend visiting the applicable Cisco Community. There is a wealth of information and advice
available from fellow Cisco customers who may have experienced this issue already and provided a solution.
If you are not able to find a resolution on the Community, it may be best that you raise a support ticket at

Cisco Support. In cases where a support ticket has to be raised, these documents provide guidance about the
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data that should be collected and added to the support ticket. Specify the support document you referred, and
TAC can create an improvement request with the document owner.

Support Articles

The support articles listed in this section were created based on specific software and hardware listed in the
Components Used section of each article. This does not, however, mean that they are limited only to what
is listed in the corresponding Components Used section. The support articles usually remain relevant for
later versions of software and hardware too. However, at times, there could be some changes in the software
or hardware that might cause certain commands to stop working, change syntax, and look different, or a GUI
to change appearance from one release to another.

Note that these documents are owned and maintained by multiple teams within Cisco. If you identify a problem
in any of these documents, use one of following options:

* Provide feedback using the feedback method described in the corresponding support article. The document
owner will be notified, and will either update the article, or flag it for removal.

* Open a TAC case with Cisco Support. In addition, you can inform TAC about the document you referred
to and how it was unable to resolve your issue. TAC can then create a document improvement request
to be evaluated.

Support Articles
Configure a New Member Switch to the Stack Switch

https://techzone.cisco.com/t5/Technologies-Staging/Configure-a-New-Member-Switch-to-the-Stack-Switch/
ta-p/1961246

Feedback Request

Your input helps. A key aspect to improving these support documents is customer feedback. Note that these
documents are owned and maintained by multiple teams within Cisco. If you find an issue specific to the
document (unclear, confusing, information missing, etc):

* Provide feedback using the Feedback button located at the right panel of the corresponding article. The
document owner will be notified, and will either update the article, or flag it for removal.

* Include information regarding the section, area, or issue you had with the document and what could be
improved. Provide as much detail as possible.

Disclaimer and Caution

The information in this document was created from the devices in a specific lab environment. All of the devices
used in this document started with a cleared (default) configuration. If your network is live, ensure that you
understand the potential impact of any command.
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CHAPTER 9

Clustering Switches

* Understanding Switch Clusters, on page 187

* Planning a Switch Cluster, on page 189

* Using the CLI to Manage Switch Clusters, on page 198
» Using SNMP to Manage Switch Clusters, on page 199

Understanding Switch Clusters

A switch cluster is a set of up to 16 connected, cluster-capable Catalyst switches that are managed as a single
entity. The Switch in the cluster use the Switch clustering technology so that you can configure and troubleshoot
a group of different Catalyst desktop Switch platforms through a single IP address.

In a Switch cluster, 1 Switch must be the cluster command Switch and up to 15 other Switch can be cluster
member switches. The total number of Switch in a cluster cannot exceed 16 Switch. The cluster command

Switch is the single point of access used to configure, manage, and monitor the cluster member Switch. Cluster
members can belong to only one cluster at a time.

)

Note A Switch cluster is different from a switch stack. A switch stack is a set of Catalyst 3750-X, Catalyst 3750-E,
or Catalyst 3750 Switch connected through their stack ports.

The benefits of clustering Switch include:

» Management of Catalyst Switch regardless of their interconnection media and their physical locations.
The Switch can be in the same location, or they can be distributed across a Layer 2 or Layer 3 (if your
cluster is using a Catalyst 3560, Catalyst 3750, Catalyst 3560-E, Catalyst 3750-E, Catalyst 3560-X, or
Catalyst 3750-X Switch as a Layer 3 router between the Layer 2 Switch in the cluster) network.

» Command-switch redundancy if a cluster command Switch fails. One or more Switch can be designated
as standby cluster command switches to avoid loss of contact with cluster members. A cluster standby
group is a group of standby cluster command Switch.

» Management of a variety of Catalyst Switch through a single IP address. This conserves on IP addresses,

especially if you have a limited number of them. All communication with the switch cluster is through
the cluster command Switch IP address.

The below table lists the Catalyst switches eligible for Switch clustering, including which ones can be cluster
command switches and which ones can only be cluster member switches, and the required software versions.
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Table 21: Switch Software and Cluster Capability
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Switch

Cisco 10S Release

Cluster Capability

Catalyst 3750-X

12.2(53)SE2 or later

Member or command switch

Catalyst 3750-E

12.2(35)SE2 or later

Member or command switch

Catalyst 3750

12.1(11)AX or later

Member or command switch

Catalyst 3560-X

12.2(53)SE1 or later

Member or command switch

Catalyst 3560-E

12.2(35)SE2 or later

Member or command switch

Catalyst 3560

12.1(19)EA1D or later

Member or command switch

Catalyst 3550

12.1(4)EAL1 or later

Member or command switch

Catalyst 2970

12.1(11)AX or later

Member or command switch

Catalyst 2960

12.2(25)FX or later

Member or command switch

Catalyst 2955

12.1(12¢)EAT1 or later

Member or command switch

Catalyst 2950

12.0(5.2)WC(1) or later

Member or command switch

Catalyst 2950 LRE

12.1(11)JY or later

Member or command switch

Catalyst 2940

12.1(13)AY or later

Member or command switch

Catalyst 3500 XL

12.0(5.1)XU or later

Member or command switch

Catalyst 2900 XL
(8-MB switches)

12.0(5.1)XU or later

Member or command switch

Catalyst 2900 XL
(4-MB switches)

11.2(8.5)SA6 (recommended)

Member switch only

Catalyst 1900 and
2820

9.00(-A or -EN) or later

Member switch only

Cluster Command Switch Characteristics

A cluster command Switch must meet these requirements:

» It is running a supported software release.
* It has an P address.

» It has Cisco Discovery Protocol (CDP) Version 2 enabled (the default).
* It is not a command or cluster member Switch of another cluster.

» It is connected to the standby cluster command Switch through the management VLAN and to the cluster
member Switch through a common VLAN.

Standby Cluster Command Switch Characteristics

A standby cluster command Switch must meet these requirements:

« It is running a supported software release.
* It has an IP address.
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Candidate Switch and Cluster Member Switch Characteristics .

« It has CDP Version 2 enabled.

* It is connected to the command Switch and to other standby command Switch through its management
VLAN.

* It is connected to all other cluster member Switch (except the cluster command and standby command
Switch) through a common VLAN.

* It is redundantly connected to the cluster so that connectivity to cluster member Switch is maintained.
* It is not a command or member Switch of another cluster.

Note

Standby cluster command Switch must be the same type of Switch as the cluster command Switch. For
example, if the cluster command Switch is a Catalyst 3750-E Switch, the standby cluster command Switch
must also be Catalyst 3750-E Switch. See the switch configuration guide of other cluster-capable Switch for
their requirements on standby cluster command Switch.

Candidate Switch and Cluster Member Switch Characteristics

Candidate switches are cluster-capable Switch and Switch stacks that have not yet been added to a cluster.
Cluster member Switch are switches and switch stacks that have actually been added to a Switch cluster.
Although not required, a candidate or cluster member Switch can have its own IP address and password.

To join a cluster, a candidate Switch must meet these requirements:

\}

* It is running cluster-capable software.
* It has CDP Version 2 enabled.
* It is not a command or cluster member Switch of another cluster.

« If a cluster standby group exists, it is connected to every standby cluster command Switch through at
least one common VLAN. The VLAN to each standby cluster command Switch can be different.

* The ip http server global configuration command must be configured on the Switch.
* It is connected to the cluster command Switch through at least one common VLAN.

Note

Catalyst 1900, Catalyst 2820, Catalyst 2900 XL, Catalyst 2940, Catalyst 2950, and Catalyst 3500 XL candidate
and cluster member Switch must be connected through their management VLAN to the cluster command
switch and standby cluster command switches. For complete information about these Switch in a switch-cluster
environment, see the software configuration guide for that specific switch. This requirement does not apply
if you have a Catalyst 2960, Catalyst 2970, Catalyst 3550, Catalyst 3560, Catalyst 3560-E, Catalyst 3750,
Catalyst 3750-E, Catalyst 3650-X, or Catalyst 3750-X cluster command switch. Candidate and cluster member
Switch can connect through any VLAN in common with the cluster command switch.

Planning a Switch Cluster

Anticipating conflicts and compatibility issues is a high priority when you manage several switches through
a cluster. This section describes these guidelines, requirements, and caveats that you should understand before
you create the cluster.
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See the release notes for the list of Catalyst switches eligible for switch clustering, including which ones can
be cluster command switches and which ones can only be cluster member switches, and for the required
software versions and browser and Java plug-in configurations.

Automatic Discovery of Cluster Candidates and Members

The cluster command switch uses Cisco Discovery Protocol (CDP) to discover cluster member switches,
candidate switches, neighboring switch clusters, and edge devices across multiple VLANSs and in star or
cascaded topologies.

\}

Note Do not disable CDP on the cluster command switch, on cluster members, or on any cluster-capable switches
that you might want a cluster command switch to discover.

Discovery Through CDP Hops

By using CDP, a cluster command switch can discover switches up to seven CDP hops away (the default is
three hops) from the edge of the cluster. The edge of the cluster is where the last cluster member switches are
connected to the cluster and to candidate switches. For example, cluster member switches 9 and 10 in the
Figure are at the edge of the cluster.

In the Figure below, the cluster command switch has ports assigned to VLANs 16 and 62. The CDP hop count
is three. The cluster command switch discovers switches 11, 12, 13, and 14 because they are within three hops
from the edge of the cluster. It does not discover switch 15 because it is four hops from the edge of the cluster.

Figure 14: Discovery Through CDP Hops
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Member Member
device 8 device 10
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Edge of
cluster

Device 15
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Discovery Through Non-CDP-Capable and Noncluster-Capable Devices

If a cluster command switch is connected to a non-CDP-capable third-party hub (such as a non-Cisco hub),
it can discover cluster-enabled devices connected to that third-party hub. However, if the cluster command
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switch is connected to a noncluster-capable Cisco device, it cannot discover a cluster-enabled device connected
beyond the noncluster-capable Cisco device.

Below figure shows that the cluster command switch discovers the switch that is connected to a third-party
hub. However, the cluster command switch does not discover the switch that is connected to a Catalyst 5000
switch.

Figure 15: Discovery Through Non-CDP-Capable and Noncluster-Capable Devices
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P Condidate device |
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Discovery Through Different VLANs

If the cluster command switch is a Catalyst 3560-E, Catalyst 3750-E, Catalyst 3560-X, or Catalyst 3750-X
switch, the cluster can have cluster member switches in different VLANs. As cluster member switches, they
must be connected through at least one VLAN in common with the cluster command switch. The cluster
command switch in the figure as ports assigned to VLANs 9, 16, and 62 and therefore discovers the switches
in those VLAN:S. It does not discover the switch in VLAN 50. It also does not discover the switch in VLAN
16 in the first column because the cluster command switch has no VLAN connectivity to it.

Catalyst 2900 XL, Catalyst 2950, and Catalyst 3500 XL cluster member switches must be connected to the
cluster command switch through their management VLAN.

\)

Note For additional considerations about VLANS in switch stacks, see the section “Switch Clusters and Switch
Stacks”.
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Figure 16: Discovery Through Different VLANs
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Discovery Through Different Management VLANs

Catalyst 2960, Catalyst 2970, Catalyst 3550, Catalyst 3560, Catalyst 3560-E, Catalyst 3750, Catalyst 3750-E,
Catalyst 3560-X, or Catalyst 3750-X cluster command switches can discover and manage cluster member

switches in different VLANSs and different management VLANS. As cluster member switches, they must be
connected through at least one VLAN in common with the cluster command switch. They do not need to be

connected to the cluster command switch through their management VLAN. The default management VLAN
is VLAN 1.

\}

Note If the switch cluster has a Catalyst 3750-E or Catalyst 3750-X switch or switch stack, that switch or switch
stack must be the cluster command switch.

The cluster command switch and standby command switch in the figure (assuming they are Catalyst 2960
Catalyst 2970, Catalyst 3550, Catalyst 3560, Catalyst 3560-E, Catalyst 3750, Catalyst 3750-E, Catalyst 3560-X,
or Catalyst 3750-X cluster command switches) have ports assigned to VLANs 9, 16, and 62. The management
VLAN on the cluster command switch is VLAN 9. Each cluster command switch discovers the switches in
the different management VLANs except these:

* Switches 7 and 10 (switches in management VLAN 4) because they are not connected through a common
VLAN (meaning VLANSs 62 and 9) with the cluster command switch.

» Switch 9 because automatic discovery does not extend beyond a noncandidate device, which is switch
7.
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Figure 17: Discovery Through Different Management VLANs with a Layer 3 Cluster Command Switch
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To join a cluster, the new, out-of-the-box switch must be connected to the cluster through one of its access
ports. An access port (AP) carries the traffic of and belongs to only one VLAN. By default, the new switch

and its access ports are assigned to VLA

N 1.

When the new switch joins a cluster, its default VLAN changes to the VLAN of the immediately upstream
neighbor. The new switch also configures its access port to belong to the VLAN of the immediately upstream

neighbor.

The cluster command switch in the Figure belongs to VLANs 9 and 16. When new cluster-capable switches

join the cluster:

* One cluster-capable switch and its access port are assigned to VLAN 9.
* The other cluster-capable switch and its access port are assigned to management VLAN 16.

Figure 18: Discovery of Newly Installed Switches
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HSRP and Standby Cluster Command Switches

The switch supports Hot Standby Router Protocol (HSRP) so that you can configure a group of standby cluster
command switches. Because a cluster command switch manages the forwarding of all communication and
configuration information to all the cluster member switches, we strongly recommend the following:

* For a cluster command switch stack, a standby cluster command switch is necessary if the entire switch
stack fails. However, if only the stack master in the command switch stack fails, the switch stack elects
a new stack master and resumes its role as the cluster command switch stack.

* For a cluster command switch that is a standalone switch, configure a standby cluster command switch
to take over if the primary cluster command switch fails.

A cluster standby group is a group of command-capable switches that meet the requirements described in the
“Standby Cluster Command Switch Characteristics” section. Only one cluster standby group can be assigned
per cluster.

)

Note The cluster standby group is an HSRP group. Disabling HSRP disables the cluster standby group.

The switches in the cluster standby group are ranked according to HSRP priorities. The switch with the highest
priority in the group is the active cluster command switch (AC). The switch with the next highest priority is
the standby cluster command switch (SC). The other switches in the cluster standby group are the passive
cluster command switches (PC). If the active cluster command switch and the standby cluster command switch
become disabled at the same time, the passive cluster command switch with the highest priority becomes the
active cluster command switch. The HSRP standby priority interface configuration commands are the same
for changing the priority of cluster standby group members and router-redundancy group members.

\)

Note The HSRP standby hold time interval should be greater than or equal to three times the hello time interval.
The default HSRP standby hold time interval is 10 seconds. The default HSRP standby hello time interval is
3 seconds.

Virtual IP Addresses

You need to assign a unique virtual IP address and group number and name to the cluster standby group. This
information must be configured on a specific VLAN or routed port on the active cluster command switch.
The active cluster command switch receives traffic destined for the virtual IP address. To manage the cluster,
you must access the active cluster command switch through the virtual IP address, not through the
command-switch IP address. This is in case the IP address of the active cluster command switch is different
from the virtual IP address of the cluster standby group.

If the active cluster command switch fails, the standby cluster command switch assumes ownership of the
virtual IP address and becomes the active cluster command switch. The passive switches in the cluster standby
group compare their assigned priorities to decide the new standby cluster command switch. The passive
standby switch with the highest priority then becomes the standby cluster command switch. When the previously
active cluster command switch becomes active again, it resumes its role as the active cluster command switch,
and the current active cluster command switch becomes the standby cluster command switch again. For more
information about IP address in switch clusters, see the “IP Addresses” section.

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Clustering Switches
Other Considerations for Cluster Standby Groups .

Other Considerations for Cluster Standby Groups

These requirements also apply:

* Standby cluster command switches must be the same type of switches as the cluster command switch.
For example, if the cluster command switch is a Catalyst 3750-E or Catalyst 3750-X switch, the standby
cluster command switches must also be Catalyst 3750-E or Catalyst 3750-X switches. See the switch
configuration guide of other cluster-capable switches for their requirements on standby cluster command
switches.

If your switch cluster has a Catalyst 3750-X switch or a switch stack, it should be the cluster command
switch. If not, when the cluster has a Catalyst 3750-E switch or switch stack, that switch should be the
cluster command switch.

Only one cluster standby group can be assigned to a cluster. You can have more than one
router-redundancy standby group.

An HSRP group can be both a cluster standby group and a router-redundancy group. However, if a
router-redundancy group becomes a cluster standby group, router redundancy becomes disabled on that
group. You can re-enable it by using the CLIL

All standby-group members must be members of the cluster.

A\

Note There is no limit to the number of switches that you can assign as standby cluster
command switches. However, the total number of switches in the cluster—which
would include the active cluster command switch, standby-group members, and
cluster member switches—cannot be more than 16.

Each standby-group member (Figure below) must be connected to the cluster command switch through
the same VLAN. In this example, the cluster command switch and standby cluster command switches
are Catalyst 3560-E, Catalyst 3750-E, Catalyst 3560-X, or Catalyst 3750-X cluster command switches.
Each standby-group member must also be redundantly connected to each other through at least one
VLAN in common with the switch cluster.

Catalyst 1900, Catalyst 2820, Catalyst 2900 XL, Catalyst 2950, and Catalyst 3500 XL cluster member
switches must be connected to the cluster standby group through their management VLANS.

Figure 19: VLAN Connectivity between Standby-Group Members and Cluster Members
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Automatic Recovery of Cluster Configuration

The active cluster command switch continually forwards cluster-configuration information (but not
device-configuration information) to the standby cluster command switch. This ensures that the standby cluster
command switch can take over the cluster immediately after the active cluster command switch fails.

Automatic discovery has these limitations:

» This limitation applies only to clusters that have Catalyst 2950, Catalyst 2960, Catalyst 2970, Catalyst
3550, Catalyst 3560, Catalyst 3560-E, Catalyst 3560-X, Catalyst 3750, Catalyst 3750-E, and Catalyst
3750-X command and standby cluster command switches: If the active cluster command switch and
standby cluster command switch become disabled at the same time, the passive cluster command switch
with the highest priority becomes the active cluster command switch. However, because it was a passive
standby cluster command switch, the previous cluster command switch did not forward
cluster-configuration information to it. The active cluster command switch only forwards
cluster-configuration information to the standby cluster command switch. You must therefore rebuild
the cluster.

» This limitation applies to all clusters: If the active cluster command switch fails and there are more than
two switches in the cluster standby group, the new cluster command switch does not discover any Catalyst
1900, Catalyst 2820, and Catalyst 2916M XL cluster member switches. You must re-add these cluster
member switches to the cluster.

* This limitation applies to all clusters: If the active cluster command switch fails and becomes active
again, it does not discover any Catalyst 1900, Catalyst 2820, and Catalyst 2916M XL cluster member
switches. You must again add these cluster member switches to the cluster.

When the previously active cluster command switch resumes its active role, it receives a copy of the latest
cluster configuration from the active cluster command switch, including members that were added while it
was down. The active cluster command switch sends a copy of the cluster configuration to the cluster standby

group.

IP Addresses

You must assign IP information to a cluster command switch. You can assign more than one IP address to
the cluster command switch, and you can access the cluster through any of the command-switch IP addresses.
If you configure a cluster standby group, you must use the standby-group virtual IP address to manage the
cluster from the active cluster command switch. Using the virtual IP address ensures that you retain connectivity
to the cluster if the active cluster command switch fails and that a standby cluster command switch becomes
the active cluster command switch.

If the active cluster command switch fails and the standby cluster command switch takes over, you must either
use the standby-group virtual IP address or any of the IP addresses available on the new active cluster command
switch to access the cluster.

You can assign an IP address to a cluster-capable switch, but it is not necessary. A cluster member switch is
managed and communicates with other cluster member switches through the command-switch IP address. If
the cluster member switch leaves the cluster and it does not have its own IP address, you must assign an IP
address to manage it as a standalone switch.
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Hostnames .

You do not need to assign a host name to either a cluster command switch or an eligible cluster member.
However, a hostname assigned to the cluster command switch can help to identify the switch cluster. The
default hostname for the switch is Switch.

If a switch joins a cluster and it does not have a hostname, the cluster command switch appends a unique
member number to its own hostname and assigns it sequentially as each switch joins the cluster. The number
means the order in which the switch was added to the cluster. For example, a cluster command switch named
eng-cluster could name the fifth cluster member eng-cluster-5.

If a switch has a hostname, it retains that name when it joins a cluster and when it leaves the cluster.

If a switch received its hostname from the cluster command switch, was removed from a cluster, was then
added to a new cluster, and kept the same member number (such as 5), the switch overwrites the old hostname
(such as eng-cluster-5) with the hostname of the cluster command switch in the new cluster (such as
mkg-cluster-5). If the switch member number changes in the new cluster (such as 3), the switch retains the
previous name (eng-cluster-5).

You do not need to assign passwords to an individual switch if it will be a cluster member. When a switch
joins a cluster, it inherits the command-switch password and retains it when it leaves the cluster. If no
command-switch password is configured, the cluster member switch inherits a null password. Cluster member
switches only inherit the command-switch password.

If you change the member-switch password to be different from the command-switch password and save the
change, the switch is not manageable by the cluster command switch until you change the member-switch
password to match the command-switch password. Rebooting the member switch does not revert the password
back to the command-switch password. We recommend that you do not change the member-switch password
after it joins a cluster.

For password considerations specific to the Catalyst 1900 and Catalyst 2820 switches, see the installation and
configuration guides for those switches.

SNMP Community Strings

A cluster member switch inherits the command-switch first read-only (RO) and read-write (RW) community
strings with @esN appended to the community strings:

« command-switch-readonly-community-string@esN, where N is the member-switch number.

» command-switch-readwrite-community-string@esN, where N is the member-switch number.
If the cluster command switch has multiple read-only or read-write community strings, only the first read-only
and read-write strings are propagated to the cluster member switch.
The switches support an unlimited number of community strings and string lengths.

For SNMP considerations specific to the Catalyst 1900 and Catalyst 2820 switches, see the installation and
configuration guides specific to those switches.
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TACACS+ and RADIUS

If Terminal Access Controller Access Control System Plus (TACACS+) is configured on a cluster member,
it must be configured on all cluster members. Similarly, if RADIUS is configured on a cluster member, it
must be configured on all cluster members. Further, the same switch cluster cannot have some members
configured with TACACS+ and other members configured with RADIUS.

LRE Profiles

A configuration conflict occurs if a switch cluster has Long-Reach Ethernet (LRE) switches that use both
private and public profiles. If one LRE switch in a cluster is assigned a public profile, all LRE switches in
that cluster must have that same public profile. Before you add an LRE switch to a cluster, make sure that
you assign it the same public profile used by other LRE switches in the cluster.

A cluster can have a mix of LRE switches that use different private profiles.

Using the CLI to Manage Switch Clusters

You can configure cluster member switches from the CLI by first logging into the cluster command switch.
Enter the rcommand user EXEC command and the cluster member switch number to start a Telnet session
(through a console or Telnet connection) and to access the cluster member switch CLI. The command mode
changes, and the Cisco IOS commands operate as usual. Enter the exit privileged EXEC command on the
cluster member switch to return to the command-switch CLI.

This example shows how to log into member-switch 3 from the command-switch CLI:
switch# rcommand 3

If you do not know the member-switch number, enter the show cluster members privileged EXEC command
on the cluster command switch. For more information about the rcommand command and all other cluster
commands, see the switch command reference.

The Telnet session accesses the member-switch CLI at the same privilege level as on the cluster command
switch. The Cisco IOS commands then operate as usual.

)

Note The CLI supports creating and maintaining switch clusters with up to 16 switch stacks.

Catalyst 1900 and Catalyst 2820 CLI Considerations

If your switch cluster has Catalyst 1900 and Catalyst 2820 switches running standard edition software, the
Telnet session accesses the management console (a menu-driven interface) if the cluster command switch is
at privilege level 15. If the cluster command switch is at privilege level 1 to 14, you are prompted for the
password to access the menu console.

Command-switch privilege levels map to the Catalyst 1900 and Catalyst 2820 cluster member switches running
standard and Enterprise Edition Software as follows:

* If the command-switch privilege level is 1 to 14, the cluster member switch is accessed at privilege level
L.
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* If the command-switch privilege level is 15, the cluster member switch is accessed at privilege level 15.

\)

Note The Catalyst 1900 and Catalyst 2820 CLI is available only on switches running Enterprise Edition Software.

For more information about the Catalyst 1900 and Catalyst 2820 switches, see the installation and configuration
guides for those switches.

Using SNMP to Manage Switch Clusters

When you first power on the switch, SNMP is enabled if you enter the IP information by using the setup
program and accept its proposed configuration. If you did not use the setup program to enter the IP information
and SNMP was not enabled, you can enable it as described in the “Configuring SNMP”. On Catalyst 1900
and Catalyst 2820 switches, SNMP is enabled by default.

When you create a cluster, the cluster command switch manages the exchange of messages between cluster
member switches and an SNMP application. The cluster software on the cluster command switch appends
the cluster member switch number (@esN, where N is the switch number) to the first configured read-write
and read-only community strings on the cluster command switch and propagates them to the cluster member
switch. The cluster command switch uses this community string to control the forwarding of gets, sets, and
get-next messages between the SNMP management station and the cluster member switches.

)

Note When a cluster standby group is configured, the cluster command switch can change without your knowledge.
Use the first read-write and read-only community strings to communicate with the cluster command switch
if there is a cluster standby group configured for the cluster.

If the cluster member switch does not have an IP address, the cluster command switch redirects traps from
the cluster member switch to the management station, as shown in the Figure. If a cluster member switch has
its own IP address and community strings, the cluster member switch can send traps directly to the management
station, without going through the cluster command switch.

If a cluster member switch has its own IP address and community strings, they can be used in addition to the
access provided by the cluster command switch.

Figure 20: SNMP Management for a Cluster
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* Configuring SDM Templates, on page 203






CHAPTER 1 0

Configuring SDM Templates

* Finding Feature Information, on page 203
* Information About Configuring SDM Templates, on page 203
* Configuration Examples for SDM Templates, on page 205

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Information About Configuring SDM Templates

Understanding the SDM Templates

You can use SDM templates to configure system resources in the switch to optimize support for specific
features, depending on how the switch is used in the network. You can select a template to provide maximum
system usage for some functions or use the default template to balance resources.

To allocate ternary content addressable memory (TCAM) resources for different usages, the switch SDM
templates prioritize system resources to optimize support for certain features.

Configuring the Switch SDM Template

Default SDM Template

The default template is the default Switch Database Management (SDM) desktop template.
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SDM Template Configuration Guidelines
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* When you select and configure SDM templates, you must reload the switch for the configuration to take

effect.

* If you try to configure IPv6 features without first selecting a dual IPv4 and IPv6 template, a warning

message appears.

« Using the dual stack templates results in less TCAM capacity allowed for each resource, so do not use

it if you plan to forward only IPv4 traffic.

Setting the SDM Template
Follow these steps to use the SDM template to maximize feature usage:
SUMMARY STEPS
1. enable
2. configure terminal
3. end
4. reload
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 4 reload Reloads the operating system.
Example:

Switch# reload
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Displaying the SDM Templates
Use the show sdm prefer privileged EXEC command with no parameters to display the active template.

To display the resource numbers supported by the specified template, use the show sdm prefer [access |
default | dual-ipv4-and-ipv6 {default | vlan} | indirect-ipv4-and-ipv6-routing | routing | vlan] privileged
EXEC command.

N

Note On Switch running the LAN Base feature set, routing values shown in all templates are not valid.

Configuration Examples for SDM Templates

Examples: Configuring SDM Templates

Examples: Displaying SDM Templates

This is an example output showing the advanced template information:

Switch# show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 8192
Security Access Control Entries: 3072
QoS Access Control Entries: 2816
Policy Based Routing ACEs: 1024
Netflow ACEs: 1024
Input Microflow policer ACEs: 256
Output Microflow policer ACEs: 256
Flow SPAN ACEs: 256
Tunnels: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

Switch#

This is an example output showing the VLAN template information:

Switch# show sdm prefer vlan
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Showing SDM Template Info

This is the VLAN template for a typical Layer 2 network.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 8192
Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 0
Netflow ACEs: 1024
Input Microflow policer ACEs: 0
Output Microflow policer ACEs: 0
Flow SPAN ACEs: 256
Tunnels: 0
Control Plane Entries: 512
Input Netflow flows: 16384
Output Netflow flows: 8192

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

Switch#

Additional References for SDM Templates

Related Documents

Configuring SDM Templates |

Related Topic

Document Title

Command Reference

Standards and RFCs

Standard/RFC | Tide

None —

MIBs

MIB MIBs Link

http://www.cisco.com/go/mibs

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco 1OS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)


http://www.cisco.com/go/mibs

| Configuring SDM Templates
Additional References for SDM Templates .

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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* Information About Passwords and Privilege Levels, on page 213

* How to Control Switch Access with Passwords and Privilege Levels, on page 216
* Monitoring Switch Access, on page 227

* Configuration Examples for Setting Passwords and Privilege Levels, on page 227
+ Additional References, on page 228

* Finding Feature Information, on page 229

* Prerequisites for TACACS+, on page 229

* Information About TACACS+, on page 230

* How to Configure TACACSH+, on page 234

* Monitoring TACACS+, on page 241

+ Additional References for TACACS+, on page 242
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* Restrictions for Configuring RADIUS, on page 244

* Information about RADIUS, on page 244

» How to Configure RADIUS, on page 267

* Monitoring CoA Functionality, on page 283

* Configuration Examples for Controlling Switch Access with RADIUS, on page 284
+ Additional References for RADIUS, on page 285

* Feature Information for RADIUS, on page 286

* Finding Feature Information, on page 287

* How to Configure Local Authentication and Authorization, on page 287

* Monitoring Local Authentication and Authorization, on page 290
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* Finding Feature Information, on page 291
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* Restrictions for Configuring Secure Shell, on page 291

* Information About SSH, on page 292
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* Information About Configuring Secure Shell , on page 294

* How to Configure SSH, on page 294

* Monitoring the SSH Configuration and Status, on page 298

* Additional References for Secure Shell, on page 298

* Finding Feature Information, on page 298

* Information about Secure Sockets Layer (SSL) HTTP, on page 299
* How to Configure Secure HTTP Servers and Clients, on page 302
* Monitoring Secure HTTP Server and Client Status, on page 309

* Additional References for Configuring Secure Shell, on page 309

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Preventing Unauthorized Access

You can prevent unauthorized users from reconfiguring your switch and viewing configuration information.
Typically, you want network administrators to have access to your switch while you restrict access to users
who dial from outside the network through an asynchronous port, connect from outside the network through
a serial port, or connect through a terminal or workstation from within the local network.

To prevent unauthorized access into your switch, you should configure one or more of these security features:

* At a minimum, you should configure passwords and privileges at each switch port. These passwords are
locally stored on the switch. When users attempt to access the switch through a port or line, they must
enter the password specified for the port or line before they can access the switch.

* For an additional layer of security, you can also configure username and password pairs, which are locally
stored on the switch. These pairs are assigned to lines or ports and authenticate each user before that user
can access the switch. If you have defined privilege levels, you can also assign a specific privilege level
(with associated rights and privileges) to each username and password pair.

* [f you want to use username and password pairs, but you want to store them centrally on a server instead
of locally, you can store them in a database on a security server. Multiple networking devices can then
use the same database to obtain user authentication (and, if necessary, authorization) information.

* You can also enable the login enhancements feature, which logs both failed and unsuccessful login
attempts. Login enhancements can also be configured to block future login attempts after a set number
of unsuccessful attempts are made. For more information, see the Cisco IOS Login Enhancements
documentation.

Related Topics
Configuring Username and Password Pairs, on page 222
TACACS+ and Switch Access, on page 230
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Setting a Telnet Password for a Terminal Line, on page 220

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Restrictions for Controlling Switch Access with Passwords
and Privileges

The following are the restrictions for controlling switch access with passwords and privileges:

* Disabling password recovery will not work if you have set the switch to boot up manually by using the
boot manual global configuration command. This command produces the boot loader prompt (switch:)
after the switch is power cycled.

Related Topics
Disabling Password Recovery, on page 219
Password Recovery, on page 214

Information About Passwords and Privilege Levels

Default Password and Privilege Level Configuration

A simple way of providing terminal access control in your network is to use passwords and assign privilege
levels. Password protection restricts access to a network or network device. Privilege levels define what
commands users can enter after they have logged into a network device.

This table shows the default password and privilege level configuration.

Table 22: Default Password and Privilege Levels

Feature Default Setting

Enable password and privilege level |No password is defined. The default is level 15 (privileged EXEC
level). The password is not encrypted in the configuration file.

Enable secret password and privilege |No password is defined. The default is level 15 (privileged EXEC
level level). The password is encrypted before it is written to the
configuration file.

Line password No password is defined.
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Additional Password Security

To provide an additional layer of security, particularly for passwords that cross the network or that are stored
on a Trivial File Transfer Protocol (TFTP) server, you can use either the enable password or enable secret
global configuration commands. Both commands accomplish the same thing; that is, you can establish an
encrypted password that users must enter to access privileged EXEC mode (the default) or any privilege level
you specify.

We recommend that you use the enable secret command because it uses an improved encryption algorithm.

If you configure the enable secret command, it takes precedence over the enable password command; the
two commands cannot be in effect simultaneously.

If you enable password encryption, it applies to all passwords including username passwords, authentication
key passwords, the privileged command password, and console and virtual terminal line passwords.

Related Topics
Protecting Enable and Enable Secret Passwords with Encryption, on page 217
Example: Protecting Enable and Enable Secret Passwords with Encryption, on page 228

Password Recovery

By default, any end user with physical access to the switch can recover from a lost password by interrupting
the boot process while the switch is powering on and then by entering a new password.

The password-recovery disable feature protects access to the switch password by disabling part of this
functionality. When this feature is enabled, the end user can interrupt the boot process only by agreeing to set
the system back to the default configuration. With password recovery disabled, you can still interrupt the boot
process and change the password, but the configuration file (config.text) and the VLAN database file (vlan.dat)
are deleted.

If you disable password recovery, we recommend that you keep a backup copy of the configuration file on a
secure server in case the end user interrupts the boot process and sets the system back to default values. Do
not keep a backup copy of the configuration file on the switch. If the switch is operating in VTP transparent
mode, we recommend that you also keep a backup copy of the VLAN database file on a secure server. When
the switch is returned to the default system configuration, you can download the saved files to the switch by
using the Xmodem protocol.

To re-enable password recovery, use the service password-recovery global configuration command.

Related Topics
Disabling Password Recovery, on page 219
Restrictions for Controlling Switch Access with Passwords and Privileges, on page 213

Terminal Line Telnet Configuration

When you power-up your switch for the first time, an automatic setup program runs to assign IP information
and to create a default configuration for continued use. The setup program also prompts you to configure your
switch for Telnet access through a password. If you did not configure this password during the setup program,
you can configure it when you set a Telnet password for a terminal line.

Related Topics
Setting a Telnet Password for a Terminal Line, on page 220

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Configuring Switch-Based Authentication
Username and Password Pairs .

Example: Setting a Telnet Password for a Terminal Line, on page 228

Username and Password Pairs

You can configure username and password pairs, which are locally stored on the switch. These pairs are
assigned to lines or ports and authenticate each user before that user can access the switch. If you have defined
privilege levels, you can also assign a specific privilege level (with associated rights and privileges) to each
username and password pair.

Related Topics
Configuring Username and Password Pairs, on page 222

Privilege Levels

Cisco devices use privilege levels to provide password security for different levels of switch operation. By
default, the Cisco I0S software operates in two modes (privilege levels) of password security: user EXEC
(Level 1) and privileged EXEC (Level 15). You can configure up to 16 hierarchical levels of commands for
each mode. By configuring multiple passwords, you can allow different sets of users to have access to specified
commands.

Privilege Levels on Lines

Users can override the privilege level you set using the privilege level line configuration command by logging
in to the line and enabling a different privilege level. They can lower the privilege level by using the disable
command. If users know the password to a higher privilege level, they can use that password to enable the
higher privilege level. You might specify a high level or privilege level for your console line to restrict line
usage.

For example, if you want many users to have access to the clear line command, you can assign it level 2 security
and distribute the level 2 password fairly widely. But if you want more restricted access to the configure
command, you can assign it level 3 security and distribute that password to a more restricted group of users.

Command Privilege Levels

When you set a command to a privilege level, all commands whose syntax is a subset of that command are
also set to that level. For example, if you set the show ip traffic command to level 15, the show commands
and show ip commands are automatically set to privilege level 15 unless you set them individually to different
levels.

Related Topics
Setting the Privilege Level for a Command, on page 224
Example: Setting the Privilege Level for a Command, on page 228
Changing the Default Privilege Level for Lines, on page 225
Logging into and Exiting a Privilege Level, on page 227
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How to Control Switch Access with Passwords and Privilege
Levels

Setting or Changing a Static Enable Password

The enable password controls access to the privileged EXEC mode. Follow these steps to set or change a
static enable password:

SUMMARY STEPS
1. enable
2. configure terminal
3. enable password password
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 enable password password Defines a new password or changes an existing password

for access to privileged EXEC mode.
Example:

By default, no password is defined.

Switch fig) # enable password secret321 . . .
witeh(contig) P For password, specify a string from 1 to 25 alphanumeric

characters. The string cannot start with a number, is case
sensitive, and allows spaces but ignores leading spaces. It
can contain the question mark (?) character if you precede
the question mark with the key combination Crtl-v when

you create the password; for example, to create the password
abc?123, do this:

a. Enter abc.

b. Enter Crtl-v.
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Command or Action Purpose

c. Enter ?123.

When the system prompts you to enter the enable password,
you need not precede the question mark with the Ctrl-v;
you can simply enter abc?123 at the password prompt.

Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

Related Topics
Example: Setting or Changing a Static Enable Password, on page 227

Protecting Enable and Enable Secret Passwords with Encryption

Follow these steps to establish an encrypted password that users must enter to access privileged EXEC mode
(the default) or any privilege level you specify:

SUMMARY STEPS

1. enable
configure terminal
3. Use one of the following:

*enable password [level level]
{password encryption-type encrypted-password}
*enable secret [level level]
{password encryption-type encrypted-password}

service password-encryption

end

show running-config

copy running-config startup-config

No oA
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DETAILED STEPS
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 Use one of the following: * Defines a new password or changes an existing
. enable password [level level] password for access to privileged EXEC mode.
{password encryption-type encrypted-password} « Defines a secret password, which is saved using a
*enable secret [level level] nonreversible encryption method.
{password encryption-type encrypted-password} * (Optional) For level, the range is from 0 to 15.
Example: Level 1 is normal user EXEC mode privileges.
Switch (config) # enable password examplel02 The .default level is 15 (privileged EXEC mode
privileges).
or * For password, specify a string from 1 to 25
Switch (config)# enable secret level 1 password alphanumeric characters. The string cannot start
secretl23sample with a number, is case sensitive, and allows
spaces but ignores leading spaces. By default, no
password is defined.
* (Optional) For encryption-type, only type 5, a
Cisco proprietary encryption algorithm, is
available. If you specify an encryption type, you
must provide an encrypted password—an
encrypted password that you copy from another
switch configuration.

Note If you specify an encryption type and then
enter a clear text password, you can not
re-enter privileged EXEC mode. You
cannot recover a lost encrypted password
by any method.

Step 4 service password-encryption (Optional) Encrypts the password when the password is

Example:

Switch (config)# service password-encryption

defined or when the configuration is written.

Encryption prevents the password from being readable in
the configuration file.
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Command or Action Purpose
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

Related Topics
Additional Password Security, on page 214
Example: Protecting Enable and Enable Secret Passwords with Encryption, on page 228

Disabling Password Recovery

Follow these steps to disable password recovery to protect the security of your switch:

Before you begin

If you disable password recovery, we recommend that you keep a backup copy of the configuration file on a
secure server in case the end user interrupts the boot process and sets the system back to default values. Do
not keep a backup copy of the configuration file on the switch. If the switch is operating in VTP transparent
mode, we recommend that you also keep a backup copy of the VLAN database file on a secure server. When
the switch is returned to the default system configuration, you can download the saved files to the switch by
using the Xmodem protocol.

SUMMARY STEPS
1. enable
2. configure terminal
3. system disable password recovery switch {all | <1-9>}
4. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

Switch> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 system disable password recovery switch {all | <1-9>} | Disables password recovery.
Example: « all - Sets the configuration on switches in stack.
» <1-9> - Sets the configuration on the Switch Number
Switch (config)# system disable password recovery selected.
switch all
This setting is saved in an area of the flash memory that is
accessible by the boot loader and the Cisco 10S image, but
it is not part of the file system and is not accessible by any
user.
Step 4 end Returns to privileged EXEC mode.
Example:

Switch (config)# end

What to do next

To remove disable password recovery, use the no system disable password recovery switch all global

configuration command.

Related Topics
Password Recovery, on page 214

Restrictions for Controlling Switch Access with Passwords and Privileges, on page 213

Setting a Telnet Password for a Terminal Line

Beginning in user EXEC mode, follow these steps to set a Telnet password for the connected terminal line:

Before you begin

» Attach a PC or workstation with emulation software to the switch console port, or attach a PC to the

Ethernet management port.

* The default data characteristics of the console port are 9600, 8, 1, no parity. You might need to press the
Return key several times to see the command-line prompt.

SUMMARY STEPS

1. enable
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2. configure terminal
3. linevty 015
4. password password
5. end
6. show running-config
7. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Note If a password is required for access to privileged
EXEC mode, you will be prompted for it.
Example:
, Enters privileged EXEC mode.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 line vty 0 15 Configures the number of Telnet sessions (lines), and enters
line configuration mode.
Example:
There are 16 possible sessions on a command-capable
Switch (config) # line vty 0 15 Switch. The 0 and 15 mean that you are configuring all 16
possible Telnet sessions.
Step 4 password password Sets a Telnet password for the line or lines.
Example: For password, specify a string from 1 to 25 alphanumeric
characters. The string cannot start with a number, is case
Switch (config-line)# password abcxyz543 sensitive, and allows spaces but ignores leading spaces. By
default, no password is defined.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch(config-line)# end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



Configuring Switch-Based Authentication |
. Configuring Username and Password Pairs

Command or Action Purpose

Switch# copy running-config startup-config

Related Topics
Information about Passwords and Privilege Levels
Preventing Unauthorized Access, on page 212
Terminal Line Telnet Configuration, on page 214
Example: Setting a Telnet Password for a Terminal Line, on page 228

Configuring Username and Password Pairs

Follow these steps to configure username and password pairs:

SUMMARY STEPS
1. enable
2. configure terminal
3. username name [privilege level] {password encryption-type password}
4. Use one of the following:
« line console 0
* linevty 0 15
5. login local
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 username name [privilege level] {password Sets the username, privilege level, and password for each
encryption-type password} user.
Example:
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Command or Action

Purpose

Switch (config) # username adamsample privilege 1
password secretd56

Switch(config) # username 111111111111 mac attribute|

 For name, specify the user ID as one word or the MAC
address. Spaces and quotation marks are not allowed.

* You can configure a maximum of 12000 clients each,
for both username and MAC filter.

* (Optional) For level, specify the privilege level the
user has after gaining access. The range is 0 to 15.
Level 15 gives privileged EXEC mode access. Level
1 gives user EXEC mode access.

* For encryption-type, enter 0 to specify that an
unencrypted password will follow. Enter 7 to specify
that a hidden password will follow.

* For password, specify the password the user must enter
to gain access to the Switch. The password must be
from 1 to 25 characters, can contain embedded spaces,
and must be the last option specified in the username

command.
Step 4 Use one of the following: Enters line configuration mode, and configures the console
. li he VTY li li 15).
« line console 0 port (line 0) or the V ines (line 0 to 15)
* linevty 0 15
Example:
Switch(config)# line console 0
or
Switch(config)# line vty 15
Step 5 login local Enables local password checking at login time.
Authentication is based on the username specified in Step
Example: 3
Switch (config-line)# login local
Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 7 show running-config Verifies your entries.

Example:

Switch# show running-config
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Command or Action Purpose
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

Related Topics
Information about Passwords and Privilege Levels
Preventing Unauthorized Access, on page 212
Username and Password Pairs, on page 215

Setting the Privilege Level for a Command

Follow these steps to set the privilege level for a command:

SUMMARY STEPS
1. enable
2. configure terminal
3. privilege mode level level command
4. enable password level level password
5. end
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 privilege mode level level command Sets the privilege level for a command.
Example: * For mode, enter configure for global configuration
mode, exec for EXEC mode, interface for interface
Switch(config)# privilege exec level 14 configure| configuration mode, or line for line configuration
mode.

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Configuring Switch-Based Authentication

Changing the Default Privilege Level for Lines .

Command or Action

Purpose

* For level, the range is from 0 to 15. Level 1 is for
normal user EXEC mode privileges. Level 15 is the
level of access permitted by the enable password.

* For command, specify the command to which you want
to restrict access.

Step 4 enable password level level password Specifies the password to enable the privilege level.
Example: * For level, the range is from 0 to 15. Level 1 is for
normal user EXEC mode privileges.
Switch(config)# enable password level 14 . .
SecretPswdl4 « For password, specify a string from 1 to 25
alphanumeric characters. The string cannot start with
a number, is case sensitive, and allows spaces but
ignores leading spaces. By default, no password is
defined.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics
Privilege Levels, on page 215

Example: Setting the Privilege Level for a Command, on page 228

Changing the Default Privilege Level for Lines

Follow these steps to change the default privilege level for the specified line:

SUMMARY STEPS

1. enable

2. configure terminal

3. line vty line

4. privilege level level

5. end

6. copy running-config startup-config
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DETAILED STEPS
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 line vty line Selects the virtual terminal line on which to restrict access.
Example:
Switch(config)# line vty 10
Step 4 privilege level level Changes the default privilege level for the line.
Example: For level, the range is from 0 to 15. Level 1 is for normal
user EXEC mode privileges. Level 15 is the level of access
Switch (config) # privilege level 15 permitted by the enable password.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

What to do next

Users can override the privilege level you set using the privilege level line configuration command by logging
in to the line and enabling a different privilege level. They can lower the privilege level by using the disable
command. If users know the password to a higher privilege level, they can use that password to enable the
higher privilege level. You might specify a high level or privilege level for your console line to restrict line

usage.

Related Topics

Privilege Levels, on page 215
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Logging into and Exiting a Privilege Level

Beginning in user EXEC mode, follow these steps to log into a specified privilege level and exit a specified
privilege level.

SUMMARY STEPS
1. enable level
2. disable level
DETAILED STEPS
Command or Action Purpose
Step 1 enable level Logs in to a specified privilege level.
Example: Following the example, Level 15 is privileged EXEC mode.

, For level, the range is 0 to 15.
Switch> enable 15

Step 2 disable level Exits to a specified privilege level.
Example: Following the example, Level 1 is user EXEC mode.

, ) For level, the range is 0 to 15.
Switch# disable 1

Related Topics
Privilege Levels, on page 215

Monitoring Switch Access

Table 23: Commands for Displaying DHCP Information

show privilege Displays the privilege level configuration.

Configuration Examples for Setting Passwords and Privilege
Levels

Example: Setting or Changing a Static Enable Password

This example shows how to change the enable password to 11u2c3k4y5. The password is not encrypted and
provides access to level 15 (traditional privileged EXEC mode access):

Switch (config)# enable password llu2c3k4y5
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Related Topics
Setting or Changing a Static Enable Password, on page 216

Example: Protecting Enable and Enable Secret Passwords with Encryption

This example shows how to configure the encrypted password $1$FaD0$Xyti5RkIs3LoyxzS8 for privilege
level 2:

Switch (config) # enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8

Related Topics
Protecting Enable and Enable Secret Passwords with Encryption, on page 217
Additional Password Security, on page 214

Example: Setting a Telnet Password for a Terminal Line

This example shows how to set the Telnet password to let45me67in89:

Switch(config)# line vty 10
Switch (config-line) # password let45me67in89

Related Topics
Setting a Telnet Password for a Terminal Line, on page 220
Terminal Line Telnet Configuration, on page 214

Example: Setting the Privilege Level for a Command

This example shows how to set the configure command to privilege level 14 and define SecretPswd14 as the
password users must enter to use level 14 commands:

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswdl4

Related Topics
Setting the Privilege Level for a Command, on page 224
Privilege Levels, on page 215

Additional References

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.
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Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Prerequisites for TACACS+

The following are the prerequisites for set up and configuration of switch access with TACACS+ (must be
performed in the order presented):

N oo g~ w D

Configure the switches with the TACACS+ server addresses.
Set an authentication key.

Configure the key from Step 2 on the TACACS+ servers.
Enable authentication, authorization, and accounting (AAA).
Create a login authentication method list.

Apply the list to the terminal lines.

Create an authorization and accounting method list.

The following are the prerequisites for controlling switch access with TACACS+:

* You must have access to a configured TACACS+ server to configure TACACS+ features on your switch.
Also, you must have access to TACACS+ services maintained in a database on a TACACS+ daemon
typically running on a LINUX or Windows workstation.

* You need a system running the TACACS+ daemon software to use TACACS+ on your switch.

* To use TACACS+, it must be enabled.
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 Authorization must be enabled on the switch to be used.

* Users must first successfully complete TACACS+ authentication before proceeding to TACACS+
authorization.

* To use any of the AAA commands listed in this section or elsewhere, you must first enable AAA with
the aaa new-model command.

* At a minimum, you must identify the host or hosts maintaining the TACACS+ daemon and define the
method lists for TACACS+ authentication. You can optionally define method lists for TACACS+
authorization and accounting.

* The method list defines the types of authentication to be performed and the sequence in which they are
performed; it must be applied to a specific port before any of the defined authentication methods are
performed. The only exception is the default method list (which, by coincidence, is named default). The
default method list is automatically applied to all ports except those that have a named method list
explicitly defined. A defined method list overrides the default method list.

» Use TACACS+ for privileged EXEC access authorization if authentication was performed by using
TACACS+.

* Use the local database if authentication was not performed by using TACACS+.

Related Topics
TACACS+ Overview, on page 231
TACACS+ Operation, on page 232
How to Configure Switch Access with TACACS+
Method List
Configuring TACACS+ Login Authentication, on page 235
TACACS+ Login Authentication, on page 233
Configuring TACACS+ Authorization for Privileged EXEC Access and Network Services, on page 238
TACACS+ Authorization for Privileged EXEC Access and Network Services, on page 233

Information About TACACS+

TACACS+ and Switch Access

This section describes TACACS+. TACACS+ provides detailed accounting information and flexible
administrative control over the authentication and authorization processes. It is facilitated through authentication,
authorization, accounting (AAA) and can be enabled only through AAA commands.

N

Note Beginning with Cisco IOS Release 15.2(7)E3, the legacy command tacacs-server is deprecated. Use the
tacacs server command if the software running on your device is Cisco IOS Release 15.2(7)E3 or later
releases.

Related Topics
Information about Passwords and Privilege Levels
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Preventing Unauthorized Access, on page 212
Configuring the Switch for Local Authentication and Authorization, on page 287
SSH Servers, Integrated Clients, and Supported Versions, on page 292

TACACS+ Overview

TACACS+ is a security application that provides centralized validation of users attempting to gain access to
your switch.

TACACS+ services are maintained in a database on a TACACS+ daemon typically running on a LINUX or
Windows workstation. You should have access to and should configure a TACACS+ server before you
configure TACACS+ features on your switch.

TACACS+ provides for separate and modular authentication, authorization, and accounting facilities. TACACS+
allows for a single access control server (the TACACS+ daemon) to provide each service—authentication,
authorization, and accounting—independently. Each service can be tied into its own database to take advantage
of other services available on that server or on the network, depending on the capabilities of the daemon.

The goal of TACACS+ is to provide a method for managing multiple network access points from a single
management service. Your switch can be a network access server along with other Cisco routers and access
servers.

Figure 21: Typical TACACS+ Network Configuration
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TACACS+, administered through the AAA security services, can provide these services:

* Authentication—Provides complete control of authentication through login and password dialog, challenge
and response, and messaging support.

The authentication facility can conduct a dialog with the user (for example, after a username and password
are provided, to challenge a user with several questions, such as home address, mother’s maiden name,
service type, and social security number). The TACACS+ authentication service can also send messages
to user screens. For example, a message could notify users that their passwords must be changed because
of the company’s password aging policy.
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* Authorization—Provides fine-grained control over user capabilities for the duration of the user’s session,
including but not limited to setting autocommands, access control, session duration, or protocol support.
You can also enforce restrictions on what commands a user can execute with the TACACS+ authorization
feature.

* Accounting—Collects and sends information used for billing, auditing, and reporting to the TACACS+
daemon. Network managers can use the accounting facility to track user activity for a security audit or
to provide information for user billing. Accounting records include user identities, start and stop times,
executed commands (such as PPP), number of packets, and number of bytes.

The TACACS+ protocol provides authentication between the switch and the TACACS+ daemon, and it
ensures confidentiality because all protocol exchanges between the switch and the TACACS+ daemon are
encrypted.

Related Topics
Prerequisites for TACACS+, on page 229

TACACS+ Operation

When a user attempts a simple ASCII login by authenticating to a switch using TACACS+, this process occurs:

1. When the connection is established, the switch contacts the TACACS+ daemon to obtain a username
prompt to show to the user. The user enters a username, and the switch then contacts the TACACS+
daemon to obtain a password prompt. The switch displays the password prompt to the user, the user enters
a password, and the password is then sent to the TACACS+ daemon.

TACACS+ allows a dialog between the daemon and the user until the daemon receives enough information
to authenticate the user. The daemon prompts for a username and password combination, but can include
other items, such as the user’s mother’s maiden name.

2. The switch eventually receives one of these responses from the TACACS+ daemon:

* ACCEPT—The user is authenticated and service can begin. If the switch is configured to require
authorization, authorization begins at this time.

* REJECT—The user is not authenticated. The user can be denied access or is prompted to retry the
login sequence, depending on the TACACS+ daemon.

* ERROR—An error occurred at some time during authentication with the daemon or in the network
connection between the daemon and the switch. If an ERROR response is received, the switch
typically tries to use an alternative method for authenticating the user.

* CONTINUE—The user is prompted for additional authentication information.
After authentication, the user undergoes an additional authorization phase if authorization has been enabled

on the switch. Users must first successfully complete TACACS+ authentication before proceeding to
TACACS+ authorization.

3. If TACACS+ authorization is required, the TACACS+ daemon is again contacted, and it returns an
ACCEPT or REJECT authorization response. If an ACCEPT response is returned, the response contains
data in the form of attributes that direct the EXEC or NETWORK session for that user and the services
that the user can access:

* Telnet, Secure Shell (SSH), rlogin, or privileged EXEC services

* Connection parameters, including the host or client IP address, access list, and user timeouts
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Related Topics
Prerequisites for TACACS+, on page 229

TACACS+ Configuration Options

You can configure the switch to use a single server or AAA server groups to group existing server hosts for
authentication. You can group servers to select a subset of the configured server hosts and use them for a
particular service. The server group is used with a global server-host list and contains the list of IP addresses
of the selected server hosts.

Related Topics
Identifying the TACACS+ Server Host and Setting the Authentication Key, on page 234

TACACS+ Login Authentication

A method list describes the sequence and authentication methods to be queried to authenticate a user. You
can designate one or more security protocols to be used for authentication, thus ensuring a backup system for
authentication in case the initial method fails. The software uses the first method listed to authenticate users;
if that method fails to respond, the software selects the next authentication method in the method list. This
process continues until there is successful communication with a listed authentication method or until all
defined methods are exhausted. If authentication fails at any point in this cycle—meaning that the security
server or local username database responds by denying the user access—the authentication process stops, and
no other authentication methods are attempted.

Related Topics
Configuring TACACS+ Login Authentication, on page 235
Prerequisites for TACACS+, on page 229

TACACS+ Authorization for Privileged EXEC Access and Network Services

AAA authorization limits the services available to a user. When AAA authorization is enabled, the switch
uses information retrieved from the user’s profile, which is located either in the local user database or on the
security server, to configure the user’s session. The user is granted access to a requested service only if the
information in the user profile allows it.

Related Topics
Configuring TACACS+ Authorization for Privileged EXEC Access and Network Services, on page 238
Prerequisites for TACACS+, on page 229

TACACS+ Accounting

The AAA accounting feature tracks the services that users are accessing and the amount of network resources
that they are consuming. When AAA accounting is enabled, the switch reports user activity to the TACACS+
security server in the form of accounting records. Each accounting record contains accounting attribute-value
(AV) pairs and is stored on the security server. This data can then be analyzed for network management, client
billing, or auditing.

Related Topics
Starting TACACS+ Accounting, on page 239
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Default TACACS+ Configuration

TACACS+ and AAA are disabled by default.

To prevent a lapse in security, you cannot configure TACACS+ through a network management application.
When enabled, TACACS+ can authenticate users accessing the switch through the CLI.

\}

Note  Although TACACS+ configuration is performed through the CLI, the TACACS+ server authenticates HTTP
connections that have been configured with a privilege level of 15.

How to Configure TACACS+

Identifying the TACACS+ Server Host and Setting the Authentication Key

Follow these steps to identify the TACACS+ server host and set the authentication key:

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaagroup server tacacs+ group-name
5. server ip-address
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 aaa new-model Enables AAA.

Example:
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Command or Action

Purpose

Switch(config)# aaa new-model

Step 4 aaa group server tacacs+ group-name (Optional) Defines the AAA server-group with a group
name.
Example:
This command puts the Switch in a server group
Switch(config)# aaa group server tacacs+ subconﬁguraﬁonlnode.
your_server_group
Step 5 server ip-address (Optional) Associates a particular TACACS+ server with
Examole: the defined server group. Repeat this step for each
ple: TACACS+ server in the AAA server group.
Switch (config)# server 10.1.2.3 Each server in the group must be previously defined in Step
3.
Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 7 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics

TACACS+ Configuration Options, on page 233

Configuring TACACS+ Login Authentication

Follow these steps to configure TACACS+ login authentication:

Before you begin

To configure AAA authentication, you define a named list of authentication methods and then apply that list

to various ports.
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\)

Note To secure the switch for HTTP access by using AAA methods, you must configure the switch with the ip
http authentication aaa global configuration command. Configuring AAA authentication does not secure
the switch for HTTP access by using AAA methods.

For more information about the ip http authentication command, see the Cisco 10S Security Command
Reference, Release 12.4.

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa new-model
4. aaa authentication login {default | list-name} method1 [method2...]
5. line [console | tty | vty] line-number [ending-line-number]
6. login authentication {default | list-name}
7. end
8. show running-config
9. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 aaa new-model Enables AAA.

Example:

Switch(config)# aaa new-model

Step 4 aaa authentication login {default | list-name} methodl | Creates a login authentication method list.
[method2..] * To create a default list that is used when a named list
Example: is not specified in the login authentication command,
use the default keyword followed by the methods that
Switch(config)# aaa authentication login default are to be used in default situations. The default method
tacacs+ local list is automatically applied to all ports.
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Command or Action

Purpose

* For list-name, specify a character string to name the
list you are creating.

* For methodl..., specify the actual method the
authentication algorithm tries. The additional methods
of authentication are used only if the previous method
returns an error, not if it fails.

Select one of these methods:

* enable—Use the enable password for authentication.
Before you can use this authentication method, you
must define an enable password by using the enable
password global configuration command.

group tacacs+—Uses TACACS+ authentication.
Before you can use this authentication method, you
must configure the TACACS+ server.

line —Use the line password for authentication. Before
you can use this authentication method, you must
define a line password. Use the password password
line configuration command.

local—Use the local username database for
authentication. You must enter username information
in the database. Use the username password global
configuration command.

local-case—Use a case-sensitive local username
database for authentication. You must enter username
information in the database by using the username
name password global configuration command.

» none—Do not use any authentication for login.

Step 5 line [console | tty | vty] line-number [ending-line-number] | Enters line configuration mode, and configures the lines to
Example: which you want to apply the authentication list.
Switch (config)# line 2 4
Step 6 login authentication {default | list-name} Applies the authentication list to a line or set of lines.
Example: * If you specify default, use the default list created with
the aaa authentication login command.
Switch(config-line)# login authentication default . . . .
* For list-name, specify the list created with the aaa
authentication login command.
Step 7 end Returns to privileged EXEC mode.
Example:
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Command or Action Purpose

Switch(config-line)# end

Step 8 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 9 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics
TACACS+ Login Authentication, on page 233
Prerequisites for TACACS+, on page 229

Configuring TACACS+ Authorization for Privileged EXEC Access and Network
Services

You can use the aaa authorization global configuration command with the tacacs+ keyword to set parameters
that restrict a user’s network access to privileged EXEC mode.

\}

Note  Authorization is bypassed for authenticated users who log in through the CLI even if authorization has been
configured.

Follow these steps to specify TACACS+ authorization for privileged EXEC access and network services:

SUMMARY STEPS

1. enable

2. configure terminal

3. aaa authorization network tacacs+

4. aaa authorization exec tacacs+

5. end

6. show running-config

7. copy running-config startup-config
DETAILED STEPS

Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
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Command or Action

Purpose

Example:

Switch> enable

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 aaa authorization network tacacs+ Configures the switch for user TACACS+ authorization for
all network-related service requests.
Example:
Switch (config)# aaa authorization network tacacs+
Step 4 aaa authorization exec tacacs+ Configures the switch for user TACACS+ authorization if
the user has privileged EXEC access.
Example:
The exec keyword might return user profile information
Switch(config)# aaa authorization exec tacacs+ (sudnasautoconnnandinﬂMTnaﬁon)
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics

TACACS+ Authorization for Privileged EXEC Access and Network Services, on page 233

Prerequisites for TACACS+, on page 229

Starting TACACS+ Accounting

Follow these steps to start TACACS+ Accounting:
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SUMMARY STEPS
1. enable
2. configure terminal
3. aaa accounting network start-stop tacacs+
4. aaa accounting exec start-stop tacacs+
5. end
6. show running-config
7. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 aaa accounting network start-stop tacacs+ Enables TACACS+ accounting for all network-related
service requests.
Example:
Switch(config)# aaa accounting network start-stop
tacacs+
Step 4 aaa accounting exec start-stop tacacs+ Enables TACACS+ accounting to send a start-record
accounting notice at the beginning of a privileged EXEC
Example:
process and a stop-record at the end.
Switch (config) # aaa accounting exec start-stop
tacacs+
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.

Example:

Switch# show running-config
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Command or Action Purpose

Step 7

Switch# copy running-config startup-config

copy running-config startup-config (Optional) Saves your entries in the configuration file.

What to do next

To establish a session with a router if the AAA server is unreachable, use the aaa accounting system
guarantee-first command. It guarantees system accounting as the first record, which is the default condition.
In some situations, users might be prevented from starting a session on the console or terminal connection
until after the system reloads, which can take more than 3 minutes.

To establish a console or Telnet session with the router if the AAA server is unreachable when the router
reloads, use the no aaa accounting system guarantee-first command.

Related Topics
TACACS+ Accounting, on page 233

Establishing a Session with a Router if the AAA Server is Unreachable

To establishing a session with a router if the AAA server is unreachable, use the aaa accounting system
guarantee-first command. It guarantees system accounting as the first record, which is the default condition.
In some situations, users might be prevented from starting a session on the console or terminal connection
until after the system reloads, which can take more than 3 minutes.

To establish a console or Telnet session with the router if the AAA server is unreachable when the router
reloads, use the no aaa accounting system guarantee-first command.

Monitoring TACACS+

Table 24: Commands for Displaying TACACS+ Information

Command Purpose

show tacacs Displays TACACS+ server statistics.
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Additional References for TACACS+

Related Documents

Related Topic Document Title
Cisco security commands * Cisco 10S Security Command Reference: Commands
AtoC
* Cisco IOS Security Command Reference: Commands
DtoL
* Cisco IOS Security Command Reference: Commands
MtoR
* Cisco IOS Security Command Reference: Commands
StoZ
[Pv6 commands Cisco I0S IPv6 Command Reference
MiBs
MB | MIBs Link

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use Cisco
MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Feature Information for TACACS+

Release Feature Information

Cisco IOS 12.2(58)SE TACACS+ support for IPv6.
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Release

Feature Information

Cisco 10S 12.2(54)SG
Cisco IOS 15.2(1)E

The Per VRF for TACACS+ Servers feature allows
per virtual route forwarding (per VRF) to be
configured for authentication, authorization, and
accounting (AAA) on TACACS+ servers.

The following commands were introduced or
modified: ip tacacs source-interface, ip vrf
forwarding (server-group), server-private

(TACACSH).

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Prerequisites for Configuring RADIUS

This section lists the prerequisites for controlling Switch access with RADIUS.

General:

* RADIUS and Authentication, Authorization, and Accounting (AAA) must be enabled to use any of the

configuration commands in this chapter.

* RADIUS is facilitated through AAA and can be enabled only through AAA commands.

* Use the aaa new-model global configuration command to enable AAA.

« Use the aaa authentication global configuration command to define method lists for RADIUS

authentication.

» Use line and interface commands to enable the defined method lists to be used.

* At a minimum, you must identify the host or hosts that run the RADIUS server software and define the
method lists for RADIUS authentication. You can optionally define method lists for RADIUS authorization

and accounting.

* You should have access to and should configure a RADIUS server before configuring RADIUS features

on your Switch.

» The RADIUS host is normally a multiuser system running RADIUS server software from Cisco (Cisco
Secure Access Control Server Version 3.0), Livingston, Merit, Microsoft, or another software provider.
For more information, see the RADIUS server documentation.
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* To use the Change-of-Authorization (CoA) interface, a session must already exist on the switch. CoA
can be used to identify a session and enforce a disconnect request. The update affects only the specified
session.

For RADIUS operation:
« Users must first successfully complete RADIUS authentication before proceeding to RADIUS

authorization, if it is enabled.

Related Topics
RADIUS and Switch Access, on page 244
RADIUS Operation, on page 246

Restrictions for Configuring RADIUS

This topic covers restrictions for controlling Switch access with RADIUS.
General:

» To prevent a lapse in security, you cannot configure RADIUS through a network management application.

RADIUS is not suitable in the following network security situations:

» Multiprotocol access environments. RADIUS does not support AppleTalk Remote Access (ARA),
NetBIOS Frame Control Protocol (NBFCP), NetWare Asynchronous Services Interface (NASI), or X.25
PAD connections.

* Switch-to-switch or router-to-router situations. RADIUS does not provide two-way authentication.
RADIUS can be used to authenticate from one device to a non-Cisco device if the non-Cisco device
requires authentication.

* Networks using a variety of services. RADIUS generally binds a user to one service model.

Related Topics
RADIUS Overview, on page 245

Information about RADIUS

RADIUS and Switch Access

This section describes how to enable and configure RADIUS. RADIUS provides detailed accounting information
and flexible administrative control over the authentication and authorization processes.

Related Topics
Prerequisites for Configuring RADIUS, on page 243
Configuring the Switch for Local Authentication and Authorization, on page 287
SSH Servers, Integrated Clients, and Supported Versions, on page 292
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RADIUS Overview

RADIUS is a distributed client/server system that secures networks against unauthorized access. RADIUS
clients run on supported Cisco routers and switches. Clients send authentication requests to a central RADIUS
server, which contains all user authentication and network service access information.

Use RADIUS in these network environments that require access security:

* Networks with multiple-vendor access servers, each supporting RADIUS. For example, access servers
from several vendors use a single RADIUS server-based security database. In an IP-based network with
multiple vendors’ access servers, dial-in users are authenticated through a RADIUS server that has been
customized to work with the Kerberos security system.

* Turnkey network security environments in which applications support the RADIUS protocol, such as in
an access environment that uses a smart card access control system. In one case, RADIUS has been used
with Enigma’s security cards to validates users and to grant access to network resources.

* Networks already using RADIUS. You can add a Cisco Switch containing a RADIUS client to the
network. This might be the first step when you make a transition to a TACACS+ server. See Figure:
Transitioning from RADIUS to TACACS+ Services below.

* Network in which the user must only access a single service. Using RADIUS, you can control user access
to a single host, to a single utility such as Telnet, or to the network through a protocol such as IEEE
802.1x. For more information about this protocol, see Configuring IEEE 802.1x Port-Based Authentication
chapter.

» Networks that require resource accounting. You can use RADIUS accounting independently of RADIUS
authentication or authorization. The RADIUS accounting functions allow data to be sent at the start and
end of services, showing the amount of resources (such as time, packets, bytes, and so forth) used during
the session. An Internet service provider might use a freeware-based version of RADIUS access control
and accounting software to meet special security and billing needs.

Figure 22: Transitioning from RADIUS to TACACS+ Services

R1 RADIUS
server
R2 RADIUS
server
T1 TACACS+
server
- =
Remote T2 TACACS+
PC server
ﬁi

. B
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Related Topics
Restrictions for Configuring RADIUS, on page 244
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RADIUS Operation

When a user attempts to log in and authenticate to a Switch that is access controlled by a RADIUS server,
these events occur:

1. The user is prompted to enter a username and password.
2. The username and encrypted password are sent over the network to the RADIUS server.
3. The user receives one of the following responses from the RADIUS server:

* ACCEPT—The user is authenticated.

* REJECT—The user is either not authenticated and is prompted to re-enter the username and password,
or access is denied.

* CHALLENGE—A challenge requires additional data from the user.
* CHALLENGE PASSWORD—A response requests the user to select a new password.

The ACCEPT or REJECT response is bundled with additional data that is used for privileged EXEC or
network authorization. The additional data included with the ACCEPT or REJECT packets includes these
items:

* Telnet, SSH, rlogin, or privileged EXEC services

* Connection parameters, including the host or client IP address, access list, and user timeouts

Related Topics
Prerequisites for Configuring RADIUS, on page 243

RADIUS Change of Authorization

The RADIUS Change of Authorization (CoA) provides a mechanism to change the attributes of an
authentication, authorization, and accounting (AAA) session after it is authenticated. When a policy changes
for a user or user group in AAA, administrators can send RADIUS CoA packets from the AAA server such
as a Cisco Secure Access Control Server (ACS) to reinitialize authentication and apply the new policy. This
section provides an overview of the RADIUS interface including available primitives and how they are used
during a CoA.

* Change-of-Authorization Requests
* CoA Request Response Code

* CoA Request Commands

* Session Reauthentication

» Stacking Guidelines for Session Termination
A standard RADIUS interface is typically used in a pulled model where the request originates from a network
attached device and the response come from the queried servers. Catalyst switches support the RADIUS CoA

extensions defined in RFC 5176 that are typically used in a pushed model and allow for the dynamic
reconfiguring of sessions from external AAA or policy servers.

The switch supports these per-session CoA requests:
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« Session reauthentication
* Session termination
* Session termination with port shutdown

* Session termination with port bounce

This feature is integrated with Cisco Identity Services Engine, and Cisco Secure Access Control Server (ACS)
5.1.

The RADIUS interface is enabled by default on Catalyst switches. However, some basic configuration is
required for the following attributes:

* Security and Password—refer to the “Preventing Unauthorized Access to Your Switch” section in this
guide.

* Accounting—refer to the “Starting RADIUS Accounting” section in the Configuring Switch-Based
Authentication chapter in this guide.

Cisco 10S software supports the RADIUS CoA extensions defined in RFC 5176 that are typically used in a
push model to allow the dynamic reconfiguring of sessions from external AAA or policy servers. Per-session
CoA requests are supported for session identification, session termination, host reauthentication, port shutdown,
and port bounce. This model comprises one request (CoA-Request) and two possible response codes:

* CoA acknowledgement (ACK) [CoA-ACK]

* CoA nonacknowledgement (NAK) [CoA-NAK]
The request is initiated from a CoA client (typically a AAA or policy server) and directed to the device that
acts as a listener.

The table below shows the RADIUS CoA commands and vendor-specific attributes (VSAs) supported by
Identity-Based Networking Services. All CoA commands must include the session identifier between the
device and the CoA client.

Table 25: RADIUS CoA Commands Supported by Identity-Based Networking Services

CoA Command Cisco VSA

Activate service Cisco:Avpair="subscriber:command=activate-service”
Cisco: Avpair="“subscriber:service-name=<service-name>"
Cisco: Avpair="“subscriber:precedence=<precedence-number>"

Cisco:Avpair="subscriber:activation-mode=replace-all”

Deactivate service Cisco:Avpair="subscriber:command=deactivate-service”

Cisco: Avpair="“subscriber:service-name=<service-name>"

Bounce host port Cisco:Avpair="subscriber:command=bounce-host-port”
Disable host port Cisco:Avpair="subscriber:command=disable-host-port”
Session query Cisco:Avpair="subscriber:command=session-query”’
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CoA Command Cisco VSA

Session reauthenticate Cisco:Avpair="subscriber:command=reauthenticate”
Cisco:Avpair="subscriber:reauthenticate-type=last” or

Cisco: Avpair="subscriber:reauthenticate-type=rerun”

Session terminate This is a standard disconnect request and does not require a VSA.

Interface template Cisco:AVpair="interface-template-name=<interfacetemplate>"

Change-of-Authorization Requests

RFC 5176 Compliance

Change of Authorization (CoA) requests, as described in RFC 5176, are used in a push model to allow for
session identification, host reauthentication, and session termination. The model is comprised of one request
(CoA-Request) and two possible response codes:

* CoA acknowledgment (ACK) [CoA-ACK]
* CoA non-acknowledgment (NAK) [CoA-NAK]

The request is initiated from a CoA client (typically a RADIUS or policy server) and directed to the switch
that acts as a listener.

The Disconnect Request message, which is also referred to as Packet of Disconnect (POD)), is supported by
the switch for session termination.

This table shows the IETF attributes are supported for this feature.

Table 26: Supported IETF Attributes

Attribute Attribute Name
Number

24 State

31 Calling-Station-ID

44 Acct-Session-1D

80 Message-Authenticator
101 Error-Cause

This table shows the possible values for the Error-Cause attribute.

Table 27: Error-Cause Values

Vake | Explanation

201 |Residual Session Context Removed

202 |Invalid EAP Packet (Ignored)
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Vale

Explanation

401

Unsupported Attribute

402

Missing Attribute

403

NAS Identification Mismatch

404

Invalid Request

405

Unsupported Service

406

Unsupported Extension

407

Invalid Attribute Value

501

Administratively Prohibited

502

Request Not Routable (Proxy)

503

Session Context Not Found

504

Session Context Not Removable

505

Other Proxy Processing Error

506

Resources Unavailable

507

Request Initiated

508

Multiple Session Selection Unsupported

CoA Request Response Code

Session Identification

The CoA Request response code can be used to convey a command to the switch.

The packet format for a CoA Request Response code as defined in RFC 5176 consists of the following fields:
Code, Identifier, Length, Authenticator, and Attributes in the Type:Length: Value (TLV) format. The Attributes
field is used to carry Cisco vendor-specific attributes (VSAs).

Related Topics
CoA Request Commands, on page 251

For disconnect and CoA requests targeted at a particular session, the switch locates the session based on one
or more of the following attributes:

* Acct-Session-Id (IETF attribute #44)

* Audit-Session-Id (Cisco VSA)

* Calling-Station-Id (IETF attribute #31 which contains the host MAC address)

* [Pv6 Attributes, which can be one of the following:
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* Framed-IPv6-Prefix (IETF attribute #97) and Framed-Interface-1d (IETF attribute #96), which
together create a full IPv6 address per RFC 3162

* Framed-IPv6-Address
* Plain IP Address (IETF attribute #8)

Unless all session identification attributes included in the CoA message match the session, the switch returns
a Disconnect-NAK or CoA-NAK with the “Invalid Attribute Value” error-code attribute.

If more than one session identification attribute is included in the message, all the attributes must match the
session or the switch returns a Disconnect- negative acknowledgment (NAK) or CoA-NAK with the error
code “Invalid Attribute Value.”

The packet format for a CoA Request code as defined in RFC 5176 consists of the fields: Code, Identifier,
Length, Authenticator, and Attributes in Type:Length: Value (TLV) format.

0 1 2 3
01234567890123456789012345%6789°01
B e e et e

| Code | Identifier | Length

B e S et S e
| |
| Authenticator

| |
| |
B e e s I e
|  Attributes ...

-ttt -ttt -+—+—+-

The attributes field is used to carry Cisco vendor-specific attributes (VSAs).

For CoA requests targeted at a particular enforcement policy, the device returns a CoA-NAK with the error
code “Invalid Attribute Value” if any of the above session identification attributes are included in the message.

Related Topics
CoA Disconnect-Request, on page 252
CoA Request: Disable Host Port, on page 252
CoA Request: Bounce-Port, on page 252
CoA ACK Response Code

If the authorization state is changed successfully, a positive acknowledgment (ACK) is sent. The attributes
returned within CoA ACK will vary based on the CoA Request and are discussed in individual CoA Commands.

CoA NAK Response Code

A negative acknowledgment (NAK) indicates a failure to change the authorization state and can include
attributes that indicate the reason for the failure. Use show commands to verify a successful CoA.
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CoA Request Commands

Table 28: CoA Commands Supported on the switch

Command Cisco VSA
2

Reauthenticate host | Cisco: Avpair="subscriber:command=reauthenticate”

Terminate session | This is a standard disconnect request that does not require a VSA.

Bounce host port | Cisco:Avpair="“subscriber:command=bounce-host-port”

Disable host port | Cisco:Avpair="“subscriber:command=disable-host-port”

2 All CoA commands must include the session identifier between the switch and the CoA client.

Related Topics
CoA Request Response Code, on page 249

Session Reauthentication

Session Termination

The AAA server typically generates a session reauthentication request when a host with an unknown identity
or posture joins the network and is associated with a restricted access authorization profile (such as a guest
VLAN). A reauthentication request allows the host to be placed in the appropriate authorization group when
its credentials are known.

To initiate session authentication, the AAA server sends a standard CoA-Request message which contains a
Cisco VSA in this form: Cisco:Avpair=*‘subscriber:command=reauthenticate’” and one or more session
identification attributes.

The current session state determines the switch response to the message. If the session is currently authenticated
by IEEE 802.1x, the switch responds by sending an EAPoL (Extensible Authentication Protocol over Lan)
-Requestld message to the server.

If the session is currently authenticated by MAC authentication bypass (MAB), the switch sends an
access-request to the server, passing the same identity attributes used for the initial successful authentication.

If session authentication is in progress when the switch receives the command, the switch terminates the
process, and restarts the authentication sequence, starting with the method configured to be attempted first.

If the session is not yet authorized, or is authorized via guest VLAN, or critical VLAN, or similar policies,
the reauthentication message restarts the access control methods, beginning with the method configured to
be attempted first. The current authorization of the session is maintained until the reauthentication leads to a
different authorization result.

There are three types of CoA requests that can trigger session termination. A CoA Disconnect-Request
terminates the session, without disabling the host port. This command causes re-initialization of the authenticator
state machine for the specified host, but does not restrict that host access to the network.

To restrict a host’s access to the network, use a CoA Request with the
Cisco:Avpair="subscriber:command=disable-host-port" VSA. This command is useful when a host is known
to be causing problems on the network, and you need to immediately block network access for the host. When
you want to restore network access on the port, re-enable it using a non-RADIUS mechanism.

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



Configuring Switch-Based Authentication |

. CoA Disconnect-Request

When a device with no supplicant, such as a printer, needs to acquire a new IP address (for example, after a
VLAN change), terminate the session on the host port with port-bounce (temporarily disable and then re-enable
the port).

CoA Disconnect-Request

This command is a standard Disconnect-Request. If the session cannot be located, the switch returns a
Disconnect-NAK message with the “Session Context Not Found” error-code attribute. If the session is located,
the switch terminates the session. After the session has been completely removed, the switch returns a
Disconnect-ACK.

If the switch fails-over to a standby switch before returning a Disconnect-ACK to the client, the process is
repeated on the new active switch when the request is re-sent from the client. If the session is not found
following re-sending, a Disconnect-ACK is sent with the “Session Context Not Found” error-code attribute.

Related Topics
Session Identification, on page 249

CoA Request: Disable Host Port

The RADIUS server CoA disable port command administratively shuts down the authentication port that is
hosting a session, resulting in session termination. This command is useful when a host is known to cause
problems on the network and network access needs to be immediately blocked for the host. To restore network
access on the port, reenable it using a non-RADIUS mechanism. This command is carried in a standard
CoA-Request message that has this new vendor-specific attribute (VSA):

Cisco: Avpair="subscriber:command=disable-host-port"

Because this command is session-oriented, it must be accompanied by one or more of the session identification
attributes described in the “Session Identification” section. If the session cannot be located, the switch returns
a CoA-NAK message with the “Session Context Not Found” error-code attribute. If the session is located,
the switch disables the hosting port and returns a CoA-ACK message.

If the switch fails before returning a CoA-ACK to the client, the process is repeated on the new active switch
when the request is re-sent from the client. If the switch fails after returning a CoA-ACK message to the client
but before the operation has completed, the operation is restarted on the new active switch.

)

Note

A Disconnect-Request failure following command re-sending could be the result of either a successful session
termination before change-over (if the Disconnect-ACK was not sent) or a session termination by other means
(for example, a link failure) that occurred after the original command was issued and before the standby switch
became active.

Related Topics

CoA Request: Bounce-Port

Session Identification, on page 249

A RADIUS server CoA bounce port sent from a RADIUS server can cause a link flap on an authentication
port, which triggers DHCP renegotiation from one or more hosts connected to this port. This incident can
occur when there is a VLAN change and the endpoint is a device (such as a printer) that does not have a
mechanism to detect a change on this authentication port. The CoA bounce port is carried in a standard
CoA-Request message that contains the following VSA:

Cisco:Avpair="subscriber:command=bounce-host-port"
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Because this command is session-oriented, it must be accompanied by one or more of the session identification
attributes. If the session cannot be located, the switch returns a CoA-NAK message with the “Session Context
Not Found” error-code attribute. If the session is located, the switch disables the hosting port for a period of
10 seconds, re-enables it (port-bounce), and returns a CoA-ACK.

If the switch fails before returning a CoA-ACK to the client, the process is repeated on the new active switch
when the request is re-sent from the client. If the switch fails after returning a CoA-ACK message to the client
but before the operation has completed, the operation is re-started on the new active switch.
Related Topics

Session Identification, on page 249

RADIUS Server Host

Switch-to-RADIUS-server communication involves several components:

* Hostname or IP address

+ Authentication destination port
* Accounting destination port

* Key string

* Timeout period

» Retransmission value

You identify RADIUS security servers by their hostname or IP address, hostname and specific UDP port
numbers, or their [P address and specific UDP port numbers. The combination of the IP address and the UDP
port number creates a unique identifier, allowing different ports to be individually defined as RADIUS hosts
providing a specific AAA service. This unique identifier enables RADIUS requests to be sent to multiple
UDP ports on a server at the same IP address.

If two different host entries on the same RADIUS server are configured for the same service—for example,
accounting—the second host entry configured acts as a fail-over backup to the first one. Using this example,
if the first host entry fails to provide accounting services, the %oRADIUS-4-RADIUS DEAD message appears,
and then the switch tries the second host entry configured on the same device for accounting services. (The

RADIUS host entries are tried in the order that they are configured.)

A RADIUS server and the switch use a shared secret text string to encrypt passwords and exchange responses.
To configure RADIUS to use the AAA security commands, you must specify the host running the RADIUS
server daemon and a secret text (key) string that it shares with the switch.

The timeout, retransmission, and encryption key values can be configured globally for all RADIUS servers,
on a per-server basis, or in some combination of global and per-server settings.
Related Topics

Identifying the RADIUS Server Host, on page 267

Defining AAA Server Groups, on page 272

Configuring Settings for All RADIUS Servers, on page 276

Configuring RADIUS Login Authentication, on page 269
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RADIUS Login Authentication

To configure AAA authentication, you define a named list of authentication methods and then apply that list
to various ports. The method list defines the types of authentication to be performed and the sequence in which
they are performed; it must be applied to a specific port before any of the defined authentication methods are
performed. The only exception is the default method list. The default method list is automatically applied to
all ports except those that have a named method list explicitly defined.

A method list describes the sequence and authentication methods to be queried to authenticate a user. You
can designate one or more security protocols to be used for authentication, thus ensuring a backup system for
authentication in case the initial method fails. The software uses the first method listed to authenticate users;
if that method fails to respond, the software selects the next authentication method in the method list. This
process continues until there is successful communication with a listed authentication method or until all
defined methods are exhausted. If authentication fails at any point in this cycle—meaning that the security
server or local username database responds by denying the user access—the authentication process stops, and
no other authentication methods are attempted.

Related Topics
Configuring RADIUS Login Authentication, on page 269

AAA Server Groups

You can configure the switch to use AAA server groups to group existing server hosts for authentication. You
select a subset of the configured server hosts and use them for a particular service. The server group is used
with a global server-host list, which lists the IP addresses of the selected server hosts.

Server groups also can include multiple host entries for the same server if each entry has a unique identifier

(the combination of the IP address and UDP port number), allowing different ports to be individually defined
as RADIUS hosts providing a specific AAA service. This unique identifier enables RADIUS requests to be

sent to different UDP ports on a server at the same IP address. If you configure two different host entries on
the same RADIUS server for the same service, (for example, accounting), the second configured host entry

acts as a fail-over backup to the first one. If the first host entry fails to provide accounting services, the network
access server tries the second host entry configured on the same device for accounting services. (The RADIUS
host entries are tried in the order in which they are configured.)

Related Topics
Defining AAA Server Groups, on page 272
Example: Using Two Different RADIUS Group Servers, on page 284

AAA Authorization

AAA authorization limits the services available to a user. When AAA authorization is enabled, the switch
uses information retrieved from the user’s profile, which is in the local user database or on the security server,
to configure the user’s session. The user is granted access to a requested service only if the information in the
user profile allows it.

Related Topics
Configuring RADIUS Authorization for User Privileged Access and Network Services, on page 273
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RADIUS Accounting

The AAA accounting feature tracks the services that users are using and the amount of network resources that
they are consuming. When you enable AAA accounting, the switch reports user activity to the RADIUS
security server in the form of accounting records. Each accounting record contains accounting attribute-value
(AV) pairs and is stored on the security server. You can then analyze the data for network management, client
billing, or auditing.

Related Topics
Starting RADIUS Accounting, on page 275

Vendor-Specific RADIUS Attributes

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating
vendor-specific information between the switch and the RADIUS server by using the vendor-specific attribute
(attribute 26). Vendor-specific attributes (VSAs) allow vendors to support their own extended attributes not
suitable for general use. The Cisco RADIUS implementation supports one vendor-specific option by using
the format recommended in the specification. Cisco’s vendor-ID is 9, and the supported option has vendor-type
1, which is named cisco-avpair. The value is a string with this format:

protocol : attribute sep value *

Protocol is a value of the Cisco protocol attribute for a particular type of authorization. Attribute and value
are an appropriate attributevalue (AV) pair defined in the Cisco TACACS+ specification, and sep is = for
mandatory attributes and is * for optional attributes. The full set of features available for TACACS+
authorization can then be used for RADIUS.

For example, the following AV pair causes Cisco’s “multiple named IP address pools” feature to be activated
during IP authorization (during PPP’s Internet Protocol Control Protocol (IPCP) address assignment):

cisco-avpair= ”ip:addr-pool=first™

If you insert an “*”, the AV pair “ip:addr-pool=first” becomes optional. Note that any AV pair can be made
optional:

cisco-avpair= ”ip:addr-pool*first™

The following example shows how to cause a user logging in from a network access server to have immediate
access to EXEC commands:

cisco-avpair= ”shell:priv-1vl=15"

Other vendors have their own unique vendor-IDs, options, and associated VSAs. For more information about
vendor-IDs and VSAs, see RFC 2138, “Remote Authentication Dial-In User Service (RADIUS).”
Attribute 26 contains the following three elements:

* Type

» Length

* String (also known as data)

* Vendor-Id
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* Vendor-Type

* Vendor-Length

* Vendor-Data

Configuring Switch-Based Authentication |

The figure below shows the packet format for a VSA encapsulated “behind” attribute 26.

Figure 23: VSA Encapsulated Behind Attribute 26
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Vendor-1d (cont.)

Vendor-type |Vendor-length

)

Attributes-specific...
(vendor-data)

51323

Note 1t is up to the vendor to specify the format of their VSA. The Attribute-Specific field (also known as
Vendor-Data) is dependent on the vendor's definition of that attribute.

The table below describes significant fields listed in the Vendor-Specific RADIUS IETF Attributes table
(second table below), which lists supported vendor-specific RADIUS attributes (IETF attribute 26).

Table 29: Vendor-Specific Attributes Table Field Descriptions

Field

Description

Number

All attributes listed in the following table are extensions of IETF attribute 26.

Vendor-Specific Command Codes

A defined code used to identify a particular vendor. Code 9 defines Cisco VSAs, 311 defines

Microsoft VSAs, and 529 defines Ascend VSAs.

Sub-Type Number

The attribute ID number. This number is much like the ID numbers of IETF attributes, except
it is a “second layer” ID number encapsulated behind attribute 26.

Attribute

The ASCII string name of the attribute.

Description

Description of the attribute.

Table 30: Vendor-Specific RADIUS IETF Attributes

Number

Vendor-Specific | Sub-Type Number
Company Code

Attribute

Description

MS-CHAP Attributes
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

311

MSCHAP-Response

Contains the response
value provided by a PPP
MS-CHAP user in
response to the challenge.
It is only used in
Access-Request packets.
This attribute is identical
to the PPP CHAP
Identifier. ( RFC 2548

26

311

11

MSCHAP-Challenge

Contains the challenge sent
by a network access server
to an MS-CHAP user. It
can be used in both
Access-Request and
Access-Challenge packets.
(RFC 2548)

VPDN Attributes

26

9

2tpcm-ocal-window-size

Specifies the maximum
receive window size for
L2TP control messages.
This value is advertised to
the peer during tunnel
establishment.

26

12tp-drop-out-of-order

Respects sequence
numbers on data packets
by dropping those that are
received out of order. This
does not ensure that
sequence numbers will be
sent on data packets, just
how to handle them if they
are received.

26

12tp-hello-interval

Specifies the number of
seconds for the hello
keepalive interval. Hello
packets are sent when no
data has been sent on a
tunnel for the number of
seconds configured here.

26

12tp-hidden-avp

When enabled, sensitive
AVPs in L2TP control
messages are scrambled or
hidden.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 12tp-nosession-timeout | Specifies the number of

seconds that a tunnel will
stay active with no sessions
before timing out and
shutting down.

26 9 1 tunnel-tos-reflect Copies the IP ToS field
from the IP header of each
payload packet to the IP
header of the tunnel packet
for packets entering the
tunnel at the LNS.

26 9 1 12tp-tunnel-authen If this attribute is set, it
performs L2TP tunnel
authentication.

26 9 1 12tp-tunnel-password | Shared secret used for
L2TP tunnel authentication
and AVP hiding.

26 9 1 12tp-udp-checksum | This is an authorization
attribute and defines
whether L2TP should
perform UDP checksums
for data packets. Valid
values are “yes” and “no.”
The default is no.

Store and Forward Fax Attributes

26 9 3 Fax-Account-1d-Origin | Indicates the account ID
origin as defined by system
administrator for the
mmoip aaa receive-id or
the mmoip aaa send-id
commands.

26 9 4 Fax-Msg-Id= Indicates a unique fax
message identification
number assigned by Store
and Forward Fax.

26 9 5 Fax-Pages Indicates the number of
pages transmitted or
received during this fax
session. This page count
includes cover pages.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 6 Fax-Coverpage-Flag | Indicates whether or not a
cover page was generated
by the off-ramp gateway

for this fax session. True
indicates that a cover page
was generated; false means
that a cover page was not
generated.

26 9 7 Fax-Modem-Time Indicates the amount of
time in seconds the modem
sent fax data (x) and the
amount of time in seconds
of the total fax session (y),
which includes both
fax-mail and PSTN time,
in the form x/y. For
example, 10/15 means that
the transfer time took 10
seconds, and the total fax
session took 15 seconds.

26 9 8 Fax-Connect-Speed | Indicates the modem speed
at which this fax-mail was
initially transmitted or
received. Possible values
are 1200, 4800, 9600, and
14400.

26 9 9 Fax-Recipient-Count |Indicates the number of
recipients for this fax
transmission. Until e-mail
servers support Session
mode, the number should
be 1.

26 9 10 Fax-Process-Abort-Flag | Indicates that the fax
session was cancelled or
successful. True means that
the session was cancelled;
false means that the session
was successful.

26 9 11 Fax-Dsn-Address Indicates the address to
which DSNs will be sent.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 12 Fax-Dsn-Flag Indicates whether or not
DSN has been enabled.

True indicates that DSN
has been enabled; false
means that DSN has not
been enabled.

26 9 13 Fax-Mdn-Address Indicates the address to
which MDNs will be sent.

26 9 14 Fax-Mdn-Flag Indicates whether or not
message delivery
notification (MDN) has
been enabled. True
indicates that MDN had
been enabled; false means
that MDN had not been
enabled.

26 9 15 Fax-Auth-Status Indicates whether or not
authentication for this fax
session was successful.
Possible values for this
field are success, failed,
bypassed, or unknown.

26 9 16 Email-Server-Address | Indicates the IP address of
the e-mail server handling
the on-ramp fax-mail
message.

26 9 17 Email-Server-Ack-Flag | Indicates that the on-ramp
gateway has received a
positive acknowledgment
from the e-mail server
accepting the fax-mail
message.

26 9 18 Gateway-1d Indicates the name of the
gateway that processed the
fax session. The name
appears in the following
format:
hostname.domain-name.

26 9 19 Call-Type Describes the type of fax
activity: fax receive or fax
send.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code

26 9 20 Port-Used Indicates the slot/port
number of the Cisco
AS5300 used to either
transmit or receive this
fax-mail.

26 9 21 Abort-Cause If the fax session cancels,

indicates the system
component that signaled
the cancel operation.
Examples of system
components that could
trigger a cancel operation
are FAP (Fax Application
Process), TIFF (the TIFF
reader or the TIFF writer),
fax-mail client, fax-mail
server, ESMTP client, or

ESMTP server.
H323 Attributes
26 9 23 Remote-Gateway-ID | Indicates the IP address of
(h323-remote-address) | the remote gateway.
26 9 24 Connection-ID Identifies the conference
(h323-conf-id) ID.
26 9 25 Setup-Time Indicates the setup time for
. this connection in
(h323-setup-time) Coordinated Universal
Time (UTC) formerly
known as Greenwich Mean
Time (GMT) and Zulu
time.
26 9 26 Call-Origin Indicates the origin of the
. call relative to the gateway.
(h323-call-origin) Possible values are
originating and terminating
(answer).
26 9 27 Call-Type Indicates call leg type.
Possible values are
(h323-call-type) telephony and VoIP.
26 9 28 Connect-Time Indicates the connection
. time for this call leg in
(h323-connect-time) UTC.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 29 Disconnect-Time Indicates the time this call
. . leg was disconnected in
(h323-disconnect-time) UTC.
26 9 30 Disconnect-Cause Specifies the reason a
. connection was taken
(h323-disconnect-cause) offline per Q.931
specification.
26 9 31 Voice-Quality Specifies the impairment
. . factor (ICPIF) affecting
(h323-voice-quality) | | oo quality for a call.
26 9 33 Gateway-1D Indicates the name of the
(h323-gw-id) underlying gateway.
Large Scale Dialout Attributes
26 9 1 callback-dialstring Defines a dialing string to
be used for callback.
26 9 1 data-service No description available.
26 9 1 dial-number Defines the number to dial.
26 9 1 force-56 Determines whether the
network access server uses
only the 56 K portion of a
channel, even when all 64
K appear to be available.
26 9 1 map-class Allows the user profile to
reference information
configured in a map class
of the same name on the
network access server that
dials out.
26 9 1 send-auth Defines the protocol to use

(PAP or CHAP) for
username-password
authentication following
CLID authentication.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 send-name PPP name authentication.

To apply for PAP, do not
configure the ppp pap
sent-name password
command on the interface.
For PAP,
“preauth:send-name” and
“preauth:send-secret” will
be used as the PAP
username and PAP
password for outbound
authentication. For CHAP,
“preauth:send-name” will
be used not only for
outbound authentication,
but also for inbound
authentication. For a
CHAP inbound case, the
NAS will use the name
defined in
“preauth:send-name” in the
challenge packet to the
caller box.

Note The send-name
attribute has
changed over
time: Initially, it
performed the
functions now
provided by
both the
send-name and
remote-name
attributes.
Because the
remote-name
attribute has
been added, the
send-name
attribute is
restricted to its
current
behavior.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 send-secret PPP password

authentication. The
vendor-specific attributes
(VSAs)
“preauth:send-name” and
“preauth:send-secret” will
be used as the PAP
username and PAP
password for outbound
authentication. For a
CHAP outbound case, both
“preauth:send-name” and
“preauth:send-secret” will
be used in the response
packet.

26 9 1 remote-name Provides the name of the
remote host for use in
large-scale dial-out. Dialer
checks that the large-scale
dial-out remote name
matches the authenticated
name, to protect against
accidental user RADIUS
misconfiguration. (For
example, dialing a valid
phone number but
connecting to the wrong
device.)

Miscellaneous Attributes
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Number

Vendor-Specific
Company Code

Sub-Type Number

Attribute

Description

26

9

Cisco-NAS-Port

Specifies additional vendor
specific attribute (VSA)
information for NAS-Port
accounting. To specify
additional NAS-Port
information in the form an
Attribute-Value Pair
(AVPair) string, use the
radius-server vsa send
global configuration
command.

Note This VSA is
typically used in
Accounting, but
may also be used
in Authentication
(Access-Request)
packets.

26

min-links

Sets the minimum number
of links for MLP.

26

proxyacl#<n>

Allows users to configure
the downloadable user
profiles (dynamic ACLs)
by using the authentication
proxy feature so that users
can have the configured
authorization to permit
traffic going through the
configured interfaces.
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Number Vendor-Specific | Sub-Type Number | Attribute Description
Company Code
26 9 1 spi Carries the authentication

information needed by the
home agent to authenticate
a mobile node during
registration. The
information is in the same
syntax as the ip mobile
secure host <addr>
configuration command.
Basically it contains the
rest of the configuration
command that follows that
string, verbatim. It
provides the Security
Parameter Index (SPI),
key, authentication
algorithm, authentication
mode, and replay
protection timestamp
range.

Related Topics
Configuring the Switch to Use Vendor-Specific RADIUS Attributes, on page 278

Vendor-Proprietary RADIUS Server Communication

Although an IETF draft standard for RADIUS specifies a method for communicating vendor-proprietary
information between the switch and the RADIUS server, some vendors have extended the RADIUS attribute
set in a unique way. Cisco 10S software supports a subset of vendor-proprietary RADIUS attributes.

As mentioned earlier, to configure RADIUS (whether vendor-proprietary or IETF draft-compliant), you must
specify the host running the RADIUS server daemon and the secret text string it shares with the switch. You
specify the RADIUS host and secret text string by using the radius server global configuration commands.

Related Topics
Configuring the Switch for Vendor-Proprietary RADIUS Server Communication, on page 279

Default RADIUS Configuration

RADIUS and AAA are disabled by default.

To prevent a lapse in security, you cannot configure RADIUS through a network management application.
When enabled, RADIUS can authenticate users accessing the switch through the CLI.
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How to Configure RADIUS

Identifying the RADIUS Server Host

To apply these settings globally to all RADIUS servers communicating with the Switch, use the three unique
global configuration commands: radius-server timeout, radius-server retransmit, and radius-server key.

You can configure the Switch to use AAA server groups to group existing server hosts for authentication. For
more information, see Related Topics below.

You also need to configure some settings on the RADIUS server. These settings include the IP address of the
Switch and the key string to be shared by both the server and the Switch. For more information, see the
RADIUS server documentation.

Follow these steps to configure per-server RADIUS server communication.

Before you begin

If you configure both global and per-server functions (timeout, retransmission, and key commands) on the
switch, the per-server timer, retransmission, and key value commands override global timer, retransmission,
and key value commands. For information on configuring these settings on all RADIUS servers, see Related
Topics below.

SUMMARY STEPS
1. enable
2. configure terminal
3. radius-server host {hostname | ip-address} [auth-port port-number] [acct-port port-number] [timeout
seconds] [retransmit retries] [key string]
4. end
5. show running-config
6. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Switch> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal
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Command or Action

Purpose

Step 3

radius-server host {hostname | ip-address} [auth-port
port-number] [acct-port port-number] [timeout seconds]
[retransmit retries] [key string]

Example:

Switch(config)# radius-server host 172.29.36.49
auth-port 1612 key radl

Specifies the IP address or hostname of the remote RADIUS
server host.

* (Optional) For auth-port port-number, specify the
UDP destination port for authentication requests.

* (Optional) For acct-port port-number, specify the
UDP destination port for accounting requests.

* (Optional) For timeout seconds, specify the time
interval that the Switch waits for the RADIUS server
to reply before resending. The range is 1 to 1000. This
setting overrides the radius-server timeout global
configuration command setting. If no timeout is set
with the radius-server host command, the setting of
the radius-server timeout command is used.

(Optional) For retransmit retries, specify the number
of times a RADIUS request is resent to a server if that
server is not responding or responding slowly. The
range is 1 to 1000. If no retransmit value is set with
the radius-server host command, the setting of the
radius-server retransmit global configuration
command is used.

(Optional) For key string, specify the authentication
and encryption key used between the Switch and the
RADIUS daemon running on the RADIUS server.
Note The key is a text string that must match the
encryption key used on the RADIUS server.
Always configure the key as the last item in the
radius-server host command. Leading spaces
are ignored, but spaces within and at the end of
the key are used. If you use spaces in your key,
do not enclose the key in quotation marks unless
the quotation marks are part of the key.

To configure the Switch to recognize more than one host
entry associated with a single IP address, enter this
command as many times as necessary, making sure that
each UDP port number is different. The Switch software
searches for hosts in the order in which you specify them.
Set the timeout, retransmit, and encryption key values to
use with the specific RADIUS host.

Step 4

end

Example:

Switch (config) # end

Returns to privileged EXEC mode.
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Command or Action

Purpose

Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config

Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:

Switch# copy running-config startup-config

Related Topics
RADIUS Server Host, on page 253
Defining AAA Server Groups, on page 272
Configuring Settings for All RADIUS Servers, on page 276

Configuring RADIUS Login Authentication

Follow these steps to configure RADIUS login authentication:

Before you

begin

To secure the switch for HTTP access by using AAA methods, you must configure the switch with the ip
http authentication aaa global configuration command. Configuring AAA authentication does not secure
the switch for HTTP access by using AAA methods.

SUMMARY STEPS
1. enable
2.
3.
4.
5.
6.
7. end
8.
9.
DETAILED STEPS

configure terminal

aaa new-model

aaa authentication login {default | list-name} method1 [method?...]
line [console | tty | vty] line-number [ending-line-number]

login authentication {default | list-name}

show running-config
copy running-config startup-config

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Switch> enable

Step 2

configure terminal

Example:

Switch# configure terminal

Enters global configuration mode.

Step 3

aaa new-model

Example:

Switch (config)# aaa new-model

Enables AAA.

Step 4

aaa authentication login {default | list-name} method1
[method?2...]

Example:

Switch (config)# aaa authentication login default
local

Creates a login authentication method list.

* To create a default list that is used when a named list
is not specified in the login authentication command,
use the default keyword followed by the methods that
are to be used in default situations. The default method
list is automatically applied to all ports.

* For list-name, specify a character string to name the
list you are creating.

* For methodl..., specify the actual method the
authentication algorithm tries. The additional methods
of authentication are used only if the previous method
returns an error, not if it fails.

Select one of these methods:

« enable—Use the enable password for
authentication. Before you can use this
authentication method, you must define an enable
password by using the enable password global
configuration command.

» group radius—Use RADIUS authentication.
Before you can use this authentication method,
you must configure the RADIUS server.

* line—Use the line password for authentication.
Before you can use this authentication method,
you must define a line password. Use the
password password line configuration command.

« local—Use the local username database for
authentication. You must enter username
information in the database. Use the username
name password global configuration command.
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Command or Action

Purpose

« local-case—Use a case-sensitive local username
database for authentication. You must enter
username information in the database by using
the username password global configuration
command.

» none—Do not use any authentication for login.

Step 5 line [console | tty | vty] line-number [ending-line-number] | Enters line configuration mode, and configure the lines to
Example: which you want to apply the authentication list.
Switch (config)# line 1 4
Step 6 login authentication {default | list-name} Applies the authentication list to a line or set of lines.
Example: * If you specify default, use the default list created with
the aaa authentication login command.
Switch(config)# login authentication default . . . .
* For list-name, specify the list created with the aaa
authentication login command.
Step 7 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 8 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 9 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics

RADIUS Login Authentication, on page 254

RADIUS Server Host, on page 253
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Defining AAA Server Groups

You use the server group server configuration command to associate a particular server with a defined group
server. You can either identify the server by its IP address or identify multiple host instances or entries by
using the optional auth-port and acct-port keywords.

Follow these steps to define AAA server groups:

Configuring Switch-Based Authentication |

SUMMARY STEPS
1. enable
2. configure terminal
3. radius server name
4. address {ipv4 | ipv6} {ip-address | hosthame} auth-port port-number acct-port port-number
5. key string
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 radius server name Specifies the name of the RADIUS server configuration for
Examole: Protected Access Credential (PAC) provisioning and enters
ple: RADIUS server configuration mode.
Switch (config) # radius server ISE The switch also supports RADIUS for IPv6.
Step 4 address {ipv4 | ipv6} {ip-address | hostname} auth-port | Configures the IPv4 address for the RADIUS server

port-number acct-port port-number

Example:

Switch (config-radius-server) # address ipv4 10.1.1.1
auth-port 1645 acct-port 1646

accounting and authentication parameters.
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Command or Action Purpose
Step 5 key string Specifies the authentication and encryption key for all
RADIUS communications between the device and the
Example:

RADIUS server.

Switch (config-radius-server)# key ciscol23

Step 6 end Exits RADIUS server configuration mode and returns to

Example: privileged EXEC mode.

Switch (config-radius-server)# end

Step 7 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics
Identifying the RADIUS Server Host, on page 267
RADIUS Server Host, on page 253
AAA Server Groups, on page 254
Example: Using Two Different RADIUS Group Servers, on page 284

Configuring RADIUS Authorization for User Privileged Access and Network
Services

)

Note  Authorization is bypassed for authenticated users who log in through the CLI even if authorization has been
configured.

Follow these steps to configure RADIUS authorization for user priviledged access and network services:

SUMMARY STEPS

enable

configure terminal

aaa authorization network radius
aaa authorization exec radius

i
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5. end
6. show running-config
7. copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 aaa authorization network radius Configures the switch for user RADIUS authorization for
all network-related service requests.
Example:
Switch(config)# aaa authorization network radius
Step 4 aaa authorization exec radius Configures the switch for user RADIUS authorization if
the user has privileged EXEC access.
Example:
The exec keyword might return user profile information
Switch (config) # aaa authorization exec radius (sudnasautoconnnandinﬁnTnaﬁon)
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config)# end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config
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What to do next

You can use the aaa authorization global configuration command with the radius keyword to set parameters
that restrict a user’s network access to privileged EXEC mode.

The aaa authorization exec radius local command sets these authorization parameters:

» Use RADIUS for privileged EXEC access authorization if authentication was performed by using
RADIUS.

* Use the local database if authentication was not performed by using RADIUS.

Related Topics
AAA Authorization, on page 254

Starting RADIUS Accounting

Follow these steps to start RADIUS accounting:

SUMMARY STEPS
1. enable
2. configure terminal
3. aaa accounting network start-stop radius
4. aaa accounting exec start-stop radius
5. end
6. show running-config
7. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Switch> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 aaa accounting network start-stop radius Enables RADIUS accounting for all network-related service

requests.
Example: 4

Switch(config)# aaa accounting network start-stop
radius
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Command or Action Purpose
Step 4 aaa accounting exec start-stop radius Enables RADIUS accounting to send a start-record
accounting notice at the beginning of a privileged EXEC
Example:
process and a stop-record at the end.
Switch(config)# aaa accounting exec start-stop
radius
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics
RADIUS Accounting, on page 255

Configuring Settings for All RADIUS Servers

Beginning in privileged EXEC mode, follow these steps to configure settings for all RADIUS servers:

SUMMARY STEPS

configure terminal

radius-server key string
radius-server retransmit retries
radius-server timeout seconds
radius-server deadtime minutes
end

show running-config

copy running-config startup-config

®NO O A WN
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DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 2 radius-server key string Specifies the shared secret text string used between the
switch and all RADIUS servers.
Example:
Note The key is a text string that must match the
Switch (config) # radius-server key your_ server_key encryption key used on the RADIUS server.
Leading spaces are ignored, but spaces within
and at the end of the key are used. If you use
Switch(config)# key your_server_key spaces in your key, do not enclose the key in
quotation marks unless the quotation marks are
part of the key.
Step 3 radius-server retransmit retries Specifies the number of times the switch sends each
Example: RADIUS request to the server before giving up. The default
ple: is 3; the range 1 to 1000.
Switch(config)# radius-server retransmit 5
Step 4 radius-server timeout seconds Specifies the number of seconds a switch waits for a reply
Example: to a RADIUS request before resending the request. The
ple: default is 5 seconds; the range is 1 to 1000.
Switch(config)# radius-server timeout 3
Step 5 radius-server deadtime minutes When a RADIUS server is not responding to authentication
Examole: requests, this command specifies a time to stop the request
ple: on that server. This avoids the wait for the request to timeout
, , ) ) before trying the next configured server. The default is 0;
Switch(config)# radius-server deadtime 0 . .
the range is 1 to 1440 minutes.
Step 6 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 7 show running-config Verifies your entries.

Example:

Switch# show running-config
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Command or Action

Purpose

Step 8

copy running-config startup-config

Example:

Switch# copy running-config startup-config

(Optional) Saves your entries in the configuration file.

Related Topics

Identifying the RADIUS Server Host, on page 267

RADIUS Server Host, on page 253

Configuring the Switch to Use Vendor-Specific RADIUS Attributes

Follow these steps to configure the switch to use vendor-specific RADIUS attributes:

SUMMARY STEPS

enable
configure terminal

end
show running-config
copy running-config startup-config

oaks~wNhN-=

DETAILED STEPS

radius-server vsa send [accounting | authentication]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 radius-server vsa send [accounting | authentication] Enables the switch to recognize and use VSAs as defined

Example:

Switch(config)# radius-server vsa send accounting]

by RADIUS IETF attribute 26.

* (Optional) Use the accounting keyword to limit the
set of recognized vendor-specific attributes to only
accounting attributes.

* (Optional) Use the authentication keyword to limit
the set of recognized vendor-specific attributes to only
authentication attributes.
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Command or Action Purpose
If you enter this command without keywords, both
accounting and authentication vendor-specific attributes
are used.
Step 4 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 5 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 6 copy running-config startup-config (Optional) Saves your entries in the configuration file.
Example:
Switch# copy running-config startup-config

Related Topics
Vendor-Specific RADIUS Attributes, on page 255

Configuring the Switch for Vendor-Proprietary RADIUS Server Communication

Follow these steps to configure the switch to use vendor-proprietary RADIUS server communication:

SUMMARY STEPS
1. enable
2. configure terminal
3. radius-server host {hostname | ip-address} non-standard
4. radius-server key string
5. end
6. show running-config
7. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
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Command or Action

Purpose

Switch> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 radius-server host {hostname | ip-address} non-standard | Specifies the IP address or hostname of the remote RADIUS
Example: server host and identifies that it is using a vendor-proprietary
ple: implementation of RADIUS.
Switch (config)# radius-server host 172.20.30.15
non-standard
Step 4 radius-server key string Specifies the shared secret text string used between the
Example: switch and the vendor-proprietary RADIUS server. The
ple: switch and the RADIUS server use this text string to encrypt
, , . passwords and exchange responses.
Switch(config)# radius-server key radl24
Note The key is a text string that must match the
encryption key used on the RADIUS server.
Leading spaces are ignored, but spaces within
and at the end of the key are used. If you use
spaces in your key, do not enclose the key in
quotation marks unless the quotation marks are
part of the key.
Step 5 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 6 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 7 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics

Vendor-Proprietary RADIUS Server Communication, on page 266
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Configuring CoA on the Switch

Follow these steps to configure CoA on a switch. This procedure is required.

SUMMARY STEPS

DETAILED STEPS

©ENSOORWN A
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enable

configure terminal

aaa new-model

aaa server radius dynamic-author

client {ip-address | name} [vrf vrfname] [server-key string]
server-key [0 7] string

port port-number

auth-type {any | all | session-key}

ignore session-key

ignore server-key

authentication command bounce-port ignore
authentication command disable-port ignore
end

show running-config

copy running-config startup-config

Command or Action Purpose

Step 1 enable

Example:

Switch> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3 aaa new-model Enables AAA.

Example:

Switch (config)# aaa new-model

Step 4 aaa server radius dynamic-author

Example:

Switch(config)# aaa server radius dynamic-author

Configures the switch as an authentication, authorization,
and accounting (AAA) server to facilitate interaction with
an external policy server.

Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches) .



. Configuring CoA on the Switch

Configuring Switch-Based Authentication |

Command or Action

Purpose

Step 5 client {ip-address | name} [vrf vrfname] [server-key Enters dynamic authorization local server configuration
string] mode and specifies a RADIUS client from which a device
will accept CoA and disconnect requests.
Step 6 server-key [0 | 7] string Configures the RADIUS key to be shared between a device
and RADIUS clients.
Example:
Switch (config-sg-radius)# server-key
your_server_key
Step 7 port port-number Specifies the port on which a device listens for RADIUS
requests from configured RADIUS clients.
Example:
Switch (config-sg-radius)# port 25
Step 8 auth-type {any | all | session-key} Specifies the type of authorization the switch uses for
RADIUS clients.
Example:
The client must match all the configured attributes for
Switch (config-sg-radius) # auth-type any authorization.
Step 9 ignore session-key (Optional) Configures the switch to ignore the session-key.
For more information about the ignore command, see the
Cisco I0S Intelligent Services Gateway Command
Reference on Cisco.com.
Step 10 ignore server-key (Optional) Configures the switch to ignore the server-key.
Example: For more information about the ignore command, see the
Cisco I0S Intelligent Services Gateway Command
Switch (config-sg-radius)# ignore server-key Reference on Cisco.com.
Step 11 authentication command bounce-port ignore (Optional) Configures the switch to ignore a CoA request
to temporarily disable the port hosting a session. The
Example: L ) .
purpose of temporarily disabling the port is to trigger a
) ' ' . . DHCEP renegotiation from the host when a VLAN change
Switch (config-sg-radius) # authentication command d th . li t th dpoint to detect
bounce-port ignore occurs and there is no supplicant on the endpoint to detec
the change.
Step 12 authentication command disable-port ignore (Optional) Configures the switch to ignore a nonstandard

Example:

Switch (config-sg-radius) # authentication command
disable-port ignore

command requesting that the port hosting a session be
administratively shut down. Shutting down the port results
in termination of the session.

Use standard CLI or SNMP commands to re-enable the
port.
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Command or Action Purpose
Step 13 end Returns to privileged EXEC mode.
Example:
Switch (config-sg-radius)# end
Step 14 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 15 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Monitoring CoA Functionality

Table 31: Privileged EXEC show Commands

Command

Purpose

show aaa attributes protocol radius

Displays AAA attributes of RADIUS commands.

Table 32: Global Troubleshooting Commands

Command

Purpose

debug radius

Displays information for troubleshooting RADIUS.

debug aaa coa

Displays information for troubleshooting CoA processing.

debug aaa pod

Displays information for troubleshooting POD packets.

debug aaa subsys

Displays information for troubleshooting POD packets.

debug cmdhd [detail | error | events]

Displays information for troubleshooting command headers.

For detailed information about the fields in these displays, see the command reference for this release.
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Configuration Examples for Controlling Switch Access with
RADIUS

Examples: Identifying the RADIUS Server Host

This example shows how to configure one RADIUS server to be used for authentication and another to be
used for accounting:

Switch (config) # radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

This example shows how to configure hostl as the RADIUS server and to use the default ports for both
authentication and accounting:

Switch (config)# radius-server host hostl

Example: Using Two Different RADIUS Group Servers

In this example, the switch is configured to recognize two different RADIUS group servers (groupl and
group2). Group1 has two different host entries on the same RADIUS server configured for the same services.
The second host entry acts as a fail-over backup to the first entry.

Switch (config) #
Switch (config) # radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model

Switch (config)# aaa group server radius groupl

( radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
(
(
(
Switch (config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
(
(
(
(

Switch (config-sg-radius)# exit

Switch (config) # aaa group server radius group2

Switch (config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch (config-sg-radius) # exit

Related Topics
Defining AAA Server Groups, on page 272
AAA Server Groups, on page 254

Examples: Configuring the Switch to Use Vendor-Specific RADIUS Attributes

For example, this AV pair activates Cisco’s multiple named ip address pools feature during IP authorization
(during PPP IPCP address assignment):

cisco-avpair= ”“ip:addr-pool=first"

This example shows how to provide a user logging in from a switch with immediate access to privileged
EXEC commands:
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cisco-avpair= ”shell:priv-1lvl=15"
This example shows how to specify an authorized VLAN in the RADIUS server database:

cisco-avpair= ”tunnel-type (#64)=VLAN(13)"”
cisco-avpair= ”“tunnel-medium-type (#65)=802 media (6)”
cisco-avpair= ”tunnel-private-group-id(#81)=vlanid”

This example shows how to apply an input ACL in ASCII format to an interface for the duration of this
connection:

cisco-avpair= “ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0"
cisco-avpair= “ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
cisco-avpair= “mac:inacl#3=deny any any decnet-iv”

This example shows how to apply an output ACL in ASCII format to an interface for the duration of this
connection:

cisco-avpair= “ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

Example: Configuring the Switch for Vendor-Proprietary RADIUS Server
Communication

This example shows how to specify a vendor-proprietary RADIUS host and to use a secret key of rad124
between the switch and the server:

Switch (config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

Additional References for RADIUS

Related Documents

Related Topic Document Title

Cisco security commands * Cisco IOS Security Command Reference: Commands
AtoC

* Cisco IOS Security Command Reference: Commands
DtoL

* Cisco IOS Security Command Reference: Commands
MtoR

* Cisco IOS Security Command Reference: Commands
StoZ

IPv6 commands Cisco IOS IPv6 Command Reference
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Standards and RFCs

Standard/RFC | Title
RFC 5176 |RADIUS Change of Authorization (CoA) extensions

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple
Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Feature Information for RADIUS

Release Feature Information

This feature was introduced.

Cisco 10S 12.2(52)SE Introduced support for per-session CoA requests.
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Release Feature Information
Cisco IOS 12.2(52)SE Introduced support for the following CoA Request
commands:

* Reauthenticate host
 Terminate session
* Bounce host port

* Disable host port

Cisco I0OS 15.2(1)E The RADIUS Progress Codes feature adds additional
progress codes to RADIUS attribute 196
(Ascend-Connect-Progress), which indicates a
connection state before a call is disconnected through
progress codes.

Cisco I0OS 15.2(1)E The Enhanced Test Command feature allows a named
user profile to be created with calling line ID (CLID)
or Dialed Number Identification Service (DNIS)
attribute values. The CLID or DNIS attribute values
can be associated with the RADIUS record that is sent
with the user profile so that the RADIUS server can
access CLID or DNIS attribute information for all
incoming calls.

The following commands were introduced or
modified: aaa attribute, aaa user profile, and test
aaa group

Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

How to Configure Local Authentication and Authorization

Configuring the Switch for Local Authentication and Authorization

You can configure AAA to operate without a server by setting the switch to implement AAA in local mode.
The switch then handles authentication and authorization. No accounting is available in this configuration.
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\)

Note To secure the switch for HTTP access by using AAA methods, you must configure the switch with the ip
http authentication aaa global configuration command. Configuring AAA authentication does not secure
the switch for HTTP access by using AAA methods.

Follow these steps to configure AAA to operate without a server by setting the switch to implement AAA in
local mode:

SUMMARY STEPS

enable

configure terminal

aaa new-model

aaa authentication login default local

aaa authorization exec default local

aaa authorization network default local

username name [privilege level] {password encryption-type password}
end

show running-config

copy running-config startup-config

©ONDO RN A
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DETAILED STEPS

Command or Action Purpose

Step 1

enable Enables privileged EXEC mode.

Example: * Enter your password if prompted.

Switch> enable

Step 2

configure terminal Enters global configuration mode.

Example:

Switch# configure terminal

Step 3

aaa new-model Enables AAA.

Example:

Switch(config)# aaa new-model

Step 4

aaa authentication login default local Sets the login authentication to use the local username
database. The default keyword applies the local user

Example: .
ample database authentication to all ports.

Switch (config)# aaa authentication login default
local
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Command or Action

Purpose

Step 5 aaa authorization exec default local Configures user AAA authorization, check the local
database, and allow the user to run an EXEC shell.
Example:
Switch(config)# aaa authorization exec default
local
Step 6 aaa authorization network default local Configures user AAA authorization for all network-related
service requests.
Example: d
Switch (config) # aaa authorization network default]
local
Step 7 username name [privilege level] {password Enters the local database, and establishes a username-based
encryption-type password} authentication system.
Example: Repeat this command for each user.
. , . * For name, specify the user ID as one word. Spaces
Switch(config) # username your user name privilege .
1 password 7 secret567 and quotation marks are not allowed.

* (Optional) For level, specify the privilege level the
user has after gaining access. The range is 0 to 15.
Level 15 gives privileged EXEC mode access. Level
0 gives user EXEC mode access.

» For encryption-type, enter 0 to specify that an
unencrypted password follows. Enter 7 to specify that
a hidden password follows.

* For password, specify the password the user must
enter to gain access to the switch. The password must
be from 1 to 25 characters, can contain embedded
spaces, and must be the last option specified in the
username command.

Step 8 end Returns to privileged EXEC mode.
Example:
Switch (config) # end
Step 9 show running-config Verifies your entries.
Example:
Switch# show running-config
Step 10 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:
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Command or Action Purpose

Switch# copy running-config startup-config

Related Topics
SSH Servers, Integrated Clients, and Supported Versions, on page 292
TACACS+ and Switch Access, on page 230
RADIUS and Switch Access, on page 244

Monitoring Local Authentication and Authorization

To display Local Authentication and Authorization configuration, use the show running-config privileged
EXEC command.

Additional References

Error Message Decoder

Description Link

To help you research and resolve system | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
error messages in this release, use the Error
Message Decoder tool.

MIBs

MIB MIBs Link

All the supported MIBs for this | To locate and download MIBs for selected platforms, Cisco IOS releases,
release. and feature sets, use Cisco MIB Locator found at the following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Prerequisites for Configuring Secure Shell

The following are the prerequisites for configuring the switch for secure shell (SSH):
* To use SSH, you must install the cryptographic (encrypted) software image on your switch.

* For SSH to work, the switch needs an Rivest, Shamir, and Adleman (RSA) public/private key pair. This
is the same with Secure Copy Protocol (SCP), which relies on SSH for its secure transport.

* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the switch.

* Because SCP relies on SSH for its secure transport, the router must have an Rivest, Shamir, and Adelman
(RSA) key pair.

* SCP relies on SSH for security.

* SCP requires that authentication, authorization, and accounting (AAA) authorization be configured so
the router can determine whether the user has the correct privilege level.

* A user must have appropriate authorization to use SCP.

* A user who has appropriate authorization can use SCP to copy any file in the Cisco IOS File System
(IFS) to and from a switch by using the copy command. An authorized administrator can also do this
from a workstation.

* The Secure Shell (SSH) server requires an IPsec (Data Encryption Standard [DES] or 3DES) encryption
software image; the SSH client requires an IPsec (DES or 3DES) encryption software image.)

» Configure a hostname and host domain for your device by using the hostname and ip domain-name
commands in global configuration mode.

Related Topics
Secure Copy Protocol, on page 294

Restrictions for Configuring Secure Shell

The following are restrictions for configuring the device for secure shell.

* The switch supports Rivest, Shamir, and Adelman (RSA) authentication.

* SSH supports only the execution-shell application.
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» The SSH server and the SSH client are supported only on Data Encryption Standard (DES) (56-bit) and
3DES (168-bit) data encryption software. In DES software images, DES is the only encryption algorithm
available. In 3DES software images, both DES and 3DES encryption algorithms are available.

* The device supports the Advanced Encryption Standard (AES) encryption algorithm with a 128-bit key,
192-bit key, or 256-bit key. However, symmetric cipher AES to encrypt the keys is not supported.

* When using SCP, you cannot enter the password into the copy command. You must enter the password
when prompted.

* The login banner is not supported in Secure Shell Version 1. It is supported in Secure Shell Version 2.

* The -1 keyword and userid : {number} {ip-address} delimiter and arguments are mandatory when
configuring the alternative method of Reverse SSH for console access.

* To authenticate clients with freeradius over RADSEC, you should generate an RSA key longer than 1024
bit. Use the crypto key generate rsa general-keys exportable label label-name command to achieve
this.

Related Topics
Secure Copy Protocol, on page 294

Information About SSH

SSH and Device Access

SSH Servers,

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 1 (SSHv1) and SSH Version 2 (SSHv2).

SSH functions the same in IPv6 as in IPv4. For IPv6, SSH supports IPv6 addresses and enables secure,
encrypted connections with remote IPv6 nodes over an [Pv6 transport.

Integrated Clients, and Supported Versions

The Secure Shell (SSH) Integrated Client feature is an application that runs over the SSH protocol to provide
device authentication and encryption. The SSH client enables a Cisco device to make a secure, encrypted
connection to another Cisco device or to any other device running the SSH server. This connection provides
functionality similar to that of an outbound Telnet connection except that the connection is encrypted. With
authentication and encryption, the SSH client allows for secure communication over an unsecured network.

The SSH server and SSH integrated client are applications that run on the switch. The SSH server works with
the SSH client supported in this release and with non-Cisco SSH clients. The SSH client works with publicly
and commercially available SSH servers. The SSH client supports the ciphers of Data Encryption Standard
(DES), 3DES, and password authentication.

The switch supports an SSHv1 or an SSHv?2 server.
The switch supports an SSHv1 client.

. Software Configuration Guide, Cisco 10S Release 15.2(4)E (Catalyst 2960-Plus and 2960-C Switches)



| Configuring Switch-Based Authentication

SSH Configuration Guidelines .

\)

Note The SSH client functionality is available only when the SSH server is enabled.

User authentication is performed like that in the Telnet session to the device. SSH also supports the following
user authentication methods:

*» TACACS+
*« RADIUS
* Local authentication and authorization

Related Topics

Configuring the Switch for Local Authentication and Authorization, on page 287
TACACS+ and Switch Access, on page 230
RADIUS and Switch Access, on page 244

SSH Configuration Guidelines

Follow these guidelines when configuring the switch as an SSH server or SSH client:
* An RSA key pair generated by a SSHv1 server can be used by an SSHv2 server, and the reverse.

* If the SSH server is running on an active switch and the active switch fails, the new active switch uses
the RSA key pair generated by the previous active switch.

« If you get CLI error messages after entering the crypto key generate rsa global configuration command,

an RSA key pair has not been generated. Reconfigure the hostname and domain, and then enter the crypto
key generate rsa command.

* When generating the RSA key pair, the message No host name specified might appear. If it does, you
must configure a hostname by using the hosthame global configuration command.

» When generating the RSA key pair, the message No domain specified might appear. If it does, you must
configure an I[P domain name by using the ip domain-name global configuration command.

* When configuring the local authentication and authorization authentication method, make sure that AAA
is disabled on the console.

Related Topics
Setting Up the Switch to Run SSH, on page 294
Configuring the Switch for Local Authentication and Authorization

Secure Copy Protocol Overview

The Secure Copy Protocol (SCP) feature provides a secure and authenticated method for copying switch

configurations or switch image files. SCP relies on Secure Shell (SSH), an application and a protocol that
provides a secure replacement for the Berkeley r-tools.

For SSH to work, the switch needs an RSA public/private key pair. This is the same with SCP, which relies
on SSH for its secure transport.
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Because SSH also relies on AAA authentication, and SCP relies further on AAA authorization, correct
configuration is necessary.

* Before enabling SCP, you must correctly configure SSH, authentication, and authorization on the switch.

* Because SCP relies on SSH for its secure transport, the router must have an Rivest, Shamir, and Adelman
(RSA) key pair.

N

Note

prompted.

When using SCP, you cannot enter the password into the copy command. You must enter the password when

Secure Copy Protocol

The Secure Copy Protocol (SCP) feature provides a secure and authenticated method for copying switch
configurations or switch image files. The behavior of SCP is similar to that of remote copy (rcp), which comes
from the Berkeley r-tools suite, except that SCP relies on SSH for security. SCP also requires that authentication,
authorization, and accounting (AAA) authorization be configured so the switch can determine whether the
user has the correct privilege level. To configure the Secure Copy feature, you should understand the SCP
concepts.

Related Topics
Prerequisites for Configuring Secure Shell, on page 291
Restrictions for Configuring Secure Shell, on page 291

Information About Configuring Secure Shell

Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more
security for remote connections than Telnet does by providing strong encryption when a device is authenticated.
This software release supports SSH Version 1 (SSHv1) and SSH Version 2 (SSHv2).

How to Configure SSH

Setting Up the Switch to Run SSH

SUMMARY STEPS

Follow the procedure given below to set up your Switch to run SSH:

Before you begin

Configure user authentication for local or remote access. This step is required. For more information, see
Related Topics below.

1. enable
2. configure terminal
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3. hostname hostname
4. ip domain-name domain_name
5. crypto key generate rsa
6. end
7. show running-config
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Switch> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Switch# configure terminal
Step 3 hostname hostname Configures a hostname and IP domain name for your
Switch.
Example:
Note Follow this procedure only if you are configuring
Switch (config)# hostname your hostname the Switch as an SSH server.
Step 4 ip domain-name domain_name Configures a host domain for your Switch.
Example:
Switch (config)# ip domain-name your_domain
Step 5 crypto key generate rsa Enables the SSH server for local and remote authentication
Examble: on the Switch and generates an RSA key pair. Generating
ple: an RSA key pair for the Switch automatically enables SSH.
Switch(config)# crypto key generate rsa We recommend that a minimum modulus size of 1024 bits.
When you generate RSA keys, you are prompted to enter
a modulus length. A longer modulus length might be more
secure, but it takes longer to generate and to use.
Note Follow this procedure only if you are configuring
the Switch as an SSH server.
Step 6 end Returns to privileged EXEC mode.
Example:
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Command or Action Purpose

Switch (config)# end

Step 7 show running-config Verifies your entries.

Example:

Switch# show running-config

Step 8 copy running-config startup-config (Optional) Saves your entries in the configuration file.

Example:

Switch# copy running-config startup-config

Related Topics
SSH Configuration Guidelines, on page 293
Configuring the Switch for Local Authentication and Authorization

Configuring the SSH Server

Beginning in privileged EXEC mode, follow these steps to configure the SSH server:

)

Note This procedure is only required if you are configuring the switch as an SSH server.

SUMMARY STEPS
1. configure terminal
2. ipssh version [1]2]
3. ipssh {time-out seconds | authentication-retries number}
4. Use one or both of the following:
* line wvtyline_number[ending_line_number]
* transport input ssh
5. end
DETAILED STEPS
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:

Switch# configure terminal
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Command or Action

Purpose

Step 2 ip ssh version [1] 2] (Optional) Configures the switch to run SSH Version 1 or
SSH Version 2.
Example:
* 1—Configure the switch to run SSH Version 1.
Switch (config)# ip ssh version 1 . .
» 2—Configure the switch to run SSH Version 2.
If you do not enter this command or do not specify a
keyword, the SSH server selects the latest SSH version
supported by the SSH client. For example, if the SSH client
supports SSHv1 and SSHv2, the SSH server selects SSHv2.
Step 3 ip ssh {time-out seconds | authentication-retries number} | Configures the SSH control parameters:
Example: « time-out seconds: Specify the time-out value in
seconds; the default is 120 seconds. The range is 0 to
Switch(config)# ip ssh time-out 90 120 seconds. This parameter applies to the SSH
OR . ) o ) negotiation phase. After the connection is established,
Switch(config)# ip ssh authentication-retries 2 the switch uses the default time-out values of the
CLI-based sessions.
By default, up to five simultaneous, encrypted SSH
connections for multiple CLI-based sessions over the
network are available (session 0 to session 4). After
the execution shell starts, the CLI-based session
time-out value returns to the default of 10 minutes.
« authentication-retries number: Specify the number
of times that a client can re-authenticate to the server.
The default is 3; the range is 0 to 5.
Repeat this step when configuring both parameters.
Step 4 Use one or both of the following: (Optional) Configures the virtual terminal line settings.
* line vtyline_number[ending_line_number] * Enters line configuration mode to configure the virtual
« transport input ssh terminal line settings. For line_number and
) end