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      Command Modes

      
         The Cisco IOS user
            		interface is divided into many different modes. The commands available to you
            		depend on which mode you are currently in. Enter a question mark (?) at the
            		system prompt to obtain a list of commands available for each command mode.
            	 
         

         
         You can start a CLI
            		session through a console connection, through Telnet, a SSH, or by using the
            		browser.
            	 
         

         
         When you start a
            		session, you begin in user mode, often called user EXEC mode. Only a limited
            		subset of the commands are available in user EXEC mode. For example, most of
            		the user EXEC commands are one-time commands, such as 
            		show commands,
            		which show the current configuration status, and 
            		clear commands,
            		which clear counters or interfaces. The user EXEC commands are not saved when
            		the 
            		switch reboots.
            	 
         

         
         To have access to all
            		commands, you must enter privileged EXEC mode. Normally, you must enter a
            		password to enter privileged EXEC mode. From this mode, you can enter any
            		privileged EXEC command or enter global configuration mode. 
            	 
         

         
         Using the configuration
            		modes (global, interface, and line), you can make changes to the running
            		configuration. If you save the configuration, these commands are stored and
            		used when the 
            		switch reboots. To access the various
            		configuration modes, you must start at global configuration mode. From global
            		configuration mode, you can enter interface configuration mode and line
            		configuration mode.
            	 
         

         
          This table describes
            		the main command modes, how to access each one, the prompt you see in that
            		mode, and how to exit the mode. 
            		
            	 
         

         
         
         
            
               Command Mode
                     		Summary
               
                  
                     	 
                        				
                        Mode
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Access Method
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Prompt
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Exit Method
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        About This Mode
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				
                        User EXEC
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Begin a session
                           				  using Telnet, SSH, or console.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch>



                        
                        			 
                     
                     	 
                        				
                        Enter 
                           				  logout or 
                           				  quit.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				
                        

                        
                        				
                        
                           	 
                              					 
                              Change
                                 						terminal settings.
                                 					 
                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Perform
                                 						basic tests.
                                 					 
                              

                              
                              				  
                           

                           
                           	 
                              					 
                              Display
                                 						system information.
                                 					 
                              

                              
                              				  
                           

                           
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Privileged EXEC
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in user
                           				  EXEC mode, enter the 
                           				  enable command.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch#



                        
                        			 
                     
                     	 
                        				
                        Enter 
                           				  disable to exit.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  verify commands that you have entered. Use a password to protect access to this
                           				  mode.
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Global
                           				  configuration
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  privileged EXEC mode, enter the 
                           				  configure
                           				  command.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch(config)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  privileged EXEC mode, enter 
                           				  exit or 
                           				  end, or press 
                           				  Ctrl-Z.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  configure parameters that apply to the entire 
                           				  switch.
                           				
                        

                        
                        				 
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        VLAN
                           				  configuration
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in global
                           				  configuration mode, enter the 
                           				  vlan 
                              					 vlan-id command.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch(config-vlan)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter the 
                           				  exit command.
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z or
                           				  enter 
                           				  end.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode to
                           				  configure VLAN parameters. When VTP mode is transparent, you can create
                           				  extended-range VLANs (VLAN IDs greater than 1005) and save configurations in
                           				  the 
                           				  switch startup configuration file.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Interface
                           				  configuration
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  global configuration mode, enter the 
                           				  interface
                           				  command (with a specific interface).
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch(config-if)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter 
                           				  exit.
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z
                           				  or enter 
                           				  end.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode
                           				  to configure parameters for the Ethernet ports.
                           				
                        

                        
                        			 
                     
                     
                  

                  
                  
                     	 
                        				
                        Line
                           				  configuration
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        While in
                           				  global configuration mode, specify a line with the 
                           				  line vty or 
                           				  line console
                           				  command.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
Switch(config-line)#



                        
                        			 
                     
                     	 
                        				
                        To exit to
                           				  global configuration mode, enter 
                           				  exit.
                           				
                        

                        
                        				
                        To return to
                           				  privileged EXEC mode, press 
                           				  Ctrl-Z
                           				  or enter 
                           				  end.
                           				
                        

                        
                        			 
                     
                     
                     	 
                        				
                        Use this mode
                           				  to configure parameters for the terminal line.
                           				
                        

                        
                        			 
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Understanding Abbreviated Commands

      
         You need to enter only enough characters for the switch  to recognize the command as unique.
         

         
         This example shows how to enter the show configuration privileged
            EXEC command in an abbreviated form:
         

         
Switch# show conf



         

      
      
      
         
      

      
      
      
   
      
      
      No and Default Forms of Commands

      
         Almost every configuration command also has a no form. In
            general, use the no form to disable a feature or function or
            reverse the action of a command. For example, the no shutdown
            interface configuration command reverses the shutdown of an interface. Use the command
            without the keyword no to reenable a disabled feature or to
            enable a feature that is disabled by default. 
         

         
         Configuration commands can also have a default form. The
            default form of a command returns the command setting to
            its default. Most commands are disabled by default, so the
            default form is the same as the no
            form. However, some commands are enabled by default and have variables set to certain
            default values. In these cases, the default command enables the
            command and sets variables to their default values.
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      CLI Error Messages

      
         
            This table  lists some error messages that you might encounter while using the CLI to configure your switch.
         

         
         
         
            
               Common CLI Error Messages
               
                  
                     	
                        
                        Error Message

                        
                        
                     
                     
                     	
                        
                        Meaning

                        
                        
                     
                     
                     	
                        
                        How to Get Help

                        
                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        % Ambiguous command: "show con"

                        
                        
                     
                     	
                        
                        You did not enter enough characters for your switch  to recognize the command.
                        

                        
                        
                     
                     
                     	
                        
                        Reenter the command followed by a question mark (?) without any space between the command and the question mark.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
                  
                     	
                        % Incomplete command.

                        
                        
                     
                     	
                        
                        You did not enter all of the keywords or values required by this command.

                        
                        
                     
                     
                     	
                        
                        Reenter the command followed by a question mark (?) with a space between the command and the question mark.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
                  
                     	
                        % Invalid input detected at ‘^’ marker.

                        
                        
                     
                     	
                        
                        You entered the command incorrectly. The caret (^) marks the point of the error.

                        
                        
                     
                     
                     	
                        
                        Enter a question mark (?) to display all of the commands that are available in this command mode.

                        
                        
                        The possible keywords that you can enter with the command appear.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuration Logging

      
         You can log and view changes to the switch configuration. You can use the Configuration Change Logging and Notification feature to track changes on a per-session and
            per-user basis. The logger tracks each configuration command that is applied, the user who entered the command, the time that
            the command was entered, and the parser return code for the command. This feature includes a mechanism for asynchronous notification
            to registered applications whenever the configuration changes. You can choose to have the notifications sent to the syslog.
            
         

         
         
            
               	[image: ../images/note.gif]
Note
               	



                  
                  Only CLI or HTTP changes are logged. 

                  
                  
                  

               
            

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Using the Help System

      
         
            
            You can enter a question mark (?) at the system prompt to display a list of commands available for each command mode. You
               can also obtain a list of associated keywords and arguments for any command.
            

            
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	
                        
                        help
 

Example:
                     Switch# help

                     
                     
                     Obtains a brief description of the help system in any command mode.

                     
                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	abbreviated-command-entry
                           ?
 

Example:Switch# di?
dir disable disconnect 


                     Obtains a list of commands that begin with a particular character string.

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	abbreviated-command-entry <Tab>
 

Example:Switch# sh conf<tab>
Switch# show configuration



                     Completes a partial command name.

                     
                  
               

               
               
                  	Step 4  
                     
                  
                  	?
 

Example:Switch> ?



                     Lists all commands available for a particular command mode.

                     
                  
               

               
               
                  	Step 5  
                     
                  
                  	command
                             ?
 

Example:Switch> show ?



                     Lists the associated keywords for a command.

                     
                  
               

               
               
                  	Step 6  
                     
                  
                  	command keyword       ?
 

Example:Switch(config)# cdp holdtime ?
  <10-255> Length of time (in sec) that receiver must keep this packet 



                     Lists the associated arguments for a keyword.

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Configuring the Command History

      
         The software provides a history or record of commands that you have entered. The command history feature is particularly useful
            for recalling long or complex commands or entries, including access lists. You can customize this feature to suit your needs.
         

         
      

      
      
      
         
         	Changing the Command History Buffer Size

         
         	Recalling Commands

         
         	Disabling the Command History Feature

         
      

      
      
      
         
      

      
      
      
   
      
      
      Changing the Command History Buffer Size

      
         
            
            By default, the switch  records ten command lines in its history buffer. You can alter this number for a current terminal session or for all sessions
               on a particular line. This procedure is optional.
            

            
         

         Procedure

         
            
               	
                  terminal history [size number-of-lines]
                        
                        
 

Example:
                     Switch# terminal history size 200

                     
                     
                     Changes the number of command lines that the switch records during the current terminal session in privileged EXEC mode. You can configure the size from 0 to  256.
                     

                     
                     
                  

                  

            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Recalling Commands

      
         
            
            To recall commands from the history buffer, perform one of the actions listed in this table. These actions are optional.

            
            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     The arrow keys function only on ANSI-compatible terminals such as VT100s.

                     
                     

                  
               

            

            
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	Ctrl-P or use the up arrow key
                        
                        
 
                     
                     Recalls commands in the history buffer, beginning with the most recent command. Repeat the key sequence to recall successively
                        older commands.
                     

                     
                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Ctrl-N or use the down arrow key
 
                     Returns to more recent commands in the history buffer after recalling commands with Ctrl-P or the up arrow key. Repeat the key sequence to recall successively more recent commands. 
                     

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	show history
 

Example:Switch# show history

                     Lists the last several commands that you just
                        entered in privileged EXEC mode. The number of commands that appear is controlled by the setting of
                        the terminal history global configuration command
                        and the history line configuration command.
                     

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Disabling the Command History Feature

      
         

         
         
            
            The command history feature is automatically enabled. You can disable it for the current terminal session or for the command
               line. This  procedure is  optional.
            

            
            
            
         

         Procedure

         
            
               	
                  
                        
                        terminal
                              no history
 

Example:
                     Switch# terminal no history

                     
                     
                     Disables the feature during the current terminal session in privileged EXEC mode.

                     
                     
                  

                  

            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Enabling and Disabling Editing Features

      
         
            
            Although enhanced editing mode is automatically enabled, you can disable it and  reenable it.

            
            
            
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	terminal editing
 

Example:Switch# terminal editing

                     Reenables the enhanced editing mode for the current terminal session in privileged EXEC mode.

                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	terminal no editing
 

Example:Switch# terminal no editing

                     Disables the enhanced editing mode for the current terminal session in privileged EXEC mode.

                     
                  
               

               
            

         

         

         
      

      
      
      
         
         	Editing Commands Through Keystrokes

         
         	Editing Command Lines That Wrap

         
      

      
      
      
         
      

      
      
      
   
      
      
      Editing Commands
         	 Through Keystrokes
      

      
          
            		
             The keystrokes help
               		  you to edit the command lines. These keystrokes are optional. 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


 
                     		  
                     The arrow keys
                        			 function only on ANSI-compatible terminals such as VT100s. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            
            
               
                  Editing
                        		  Commands
                  
                     
                        	 
                           				  
                           Editing Commands 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-B or use the 
                              					 left
                                 						arrow key 
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor back one character. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-F or use the 
                              					 right
                                 						arrow key 
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor forward one character. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-A 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor to the beginning of the command line. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-E 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor to the end of the command line. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc B 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor back one word. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc F 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Moves the
                              					 cursor forward one word. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-T 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Transposes the
                              					 character to the left of the cursor with the character located at the cursor. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Delete or 
                              					 Backspace key 
                           				
                        
                        
                        	 
                           				  
                           Erases the
                              					 character to the left of the cursor. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-D 
                           				
                        
                        
                        	 
                           				  
                           Deletes the
                              					 character at the cursor. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-K 
                           				
                        
                        
                        	 
                           				  
                           Deletes all
                              					 characters from the cursor to the end of the command line. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-U or 
                              					 Ctrl-X 
                           				
                        
                        
                        	 
                           				  
                           Deletes all
                              					 characters from the cursor to the beginning of the command line. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-W 
                           				
                        
                        
                        	 
                           				  
                           Deletes the
                              					 word to the left of the cursor. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc D 
                           				
                        
                        
                        	 
                           				  
                           Deletes from
                              					 the cursor to the end of the word. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc C 
                           				
                        
                        
                        	 
                           				  
                           Capitalizes at
                              					 the cursor. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc L 
                           				
                        
                        
                        	 
                           				  
                           Changes the
                              					 word at the cursor to lowercase. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Esc U 
                           				
                        
                        
                        	 
                           				  
                           Capitalizes
                              					 letters from the cursor to the end of the word. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-V or 
                              					 Esc
                                 						Q 
                           				
                        
                        
                        	 
                           				  
                           Designates a
                              					 particular keystroke as an executable command, perhaps as a shortcut. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Return key 
                           				
                        
                        
                        	 
                           				  
                           Scrolls down a
                              					 line or screen on displays that are longer than the terminal screen can
                              					 display. 
                              				  
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    The More
                                       						prompt is used for any output that has more lines than can be displayed on the
                                       						terminal screen, including 
                                       						show command
                                       						output. You can use the 
                                       						Return and 
                                       						Space bar keystrokes whenever you see the More prompt. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	Space bar 
                           				
                        
                        
                        	 
                           				  
                           Scrolls down
                              					 one screen. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	Ctrl-L or 
                              					 Ctrl-R 
                              				   
                           				
                        
                        
                        	 
                           				  
                           Redisplays
                              					 the current command line if the 
                              					 switch suddenly sends a message to your
                              					 screen. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Editing Command Lines That Wrap

      
         
            
            You can use a wraparound feature for commands that extend beyond a single line on the screen. When the cursor reaches the
               right margin, the command line shifts ten spaces to the left. You cannot see the first ten characters of the line, but you
               can scroll back and check the syntax at the beginning of the command. The keystroke actions are optional.
            

            
            To scroll back to the beginning of the command entry, press Ctrl-B or the left arrow key repeatedly. You can also press Ctrl-A  to immediately move to the beginning of the line.
            

            
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     
                     The arrow keys function only on ANSI-compatible terminals such as VT100s.

                     
                     
                     

                  
               

            

            
            
            
            The following example shows how to wrap a command line that extends beyond a single line on the screen. 

            
         

         Procedure

         
            
               
                  	Step 1  
                     
                  
                  	access-list
                        
                        
 

Example:
                     
Switch(config)# access-list 101 permit tcp 10.15.22.25 255.255.255.0 10.15.22.35
Switch(config)# $ 101 permit tcp 10.15.22.25 255.255.255.0 10.15.22.35 255.25
Switch(config)# $t tcp 10.15.22.25 255.255.255.0 131.108.1.20 255.255.255.0 eq
Switch(config)# $15.22.25 255.255.255.0 10.15.22.35 255.255.255.0 eq 45 



                     
                     
                     Displays the global configuration command
                        entry that extends beyond one line. 
                     

                     
                     
                     When the cursor first reaches the end of the line, the line
                        is shifted ten spaces to the left and redisplayed. The dollar sign ($) shows that the line
                        has been scrolled to the left. Each time the cursor reaches the end of the line, the line
                        is again shifted ten spaces to the left.
                     

                     
                     
                     

                     
                     
                  
               

               
               
                  	Step 2  
                     
                  
                  	Ctrl-A
 

Example:Switch(config)# access-list 101 permit tcp 10.15.22.25 255.255.255.0 10.15.2$



                      Checks the complete syntax.

                     
                     The dollar sign ($) appears at the end of the line to show that the line has been scrolled to the right.

                     
                  
               

               
               
                  	Step 3  
                     
                  
                  	Return key
 
                     Execute the commands.

                     
                     The software assumes that you have a terminal screen that is 80 columns wide. If you have a
                        different width, use the terminal width privileged EXEC
                        command to set the width of your terminal.
                     

                     
                     Use line wrapping with the command history feature to recall and modify previous complex command entries.

                     
                  
               

               
            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Searching and Filtering Output of show and more Commands

      
         
            
            You can search and filter the output for show and
               more commands. This is useful when you need to sort through
               large amounts of output or if you want to exclude output that you do not need to see. Using
               these commands is optional.
            

            
            
            
         

         Procedure

         
            
               	
                  {show | more} command  | {begin | include | exclude}
                           regular-expression
                        
                        
 

Example:
                     Switch# show interfaces | include protocol
Vlan1 is up, line protocol is up
Vlan10 is up, line protocol is down
GigabitEthernet1/0/1 is up, line protocol is down
GigabitEthernet1/0/2 is up, line protocol is up


                     
                     
                     Searches and filters the output.

                     
                     Expressions are case sensitive. For example, if you enter | exclude
                              output, the lines that contain output are not
                        displayed, but the lines that contain output appear.
                     

                     
                     
                  

                  

            

         

         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Accessing the CLI 
         	 on a Switch Stack

      
         

         
         You can access the CLI
            		through a console connection, through Telnet, a SSH, or by using the browser. 
            	 
         

         
         You manage the switch
            		stack and the stack member interfaces through the 
            		active switch. You cannot manage stack members on an
            		individual switch basis. You can connect to the 
            		active switch through the console port or the Ethernet
            		management port of one or more stack members. Be careful with using multiple
            		CLI sessions on the 
            		active switch. Commands that you enter in one session
            		are not displayed in the other sessions. Therefore, it is possible to lose
            		track of the session from which you entered commands. 
            	 
         

         
          
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


We recommend using
                     		  one CLI session when managing the switch stack. 
                     		
                     

                  
               

            

            
            	 
         

         
         If you want to configure
            		a specific stack member port, you must include the stack member number in the
            		CLI command interface notation. 
            	 
         

         
         To debug the standby switch,
            		use the 
            		session standby ios 
               		 privileged EXEC command from the active switch to access the IOS
            		console of the standby switch. To debug a specific stack member, use the 
            		session switch 
               		  stack-member-number privileged EXEC command from
            		the active switch to access the diagnostic shell of the stack member. For more
            		information about these commands, see the switch command reference. 
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Accessing the CLI Through a Console Connection or Through Telnet

      
         
            
            Before you can access the CLI, you must connect a terminal or a PC to the switch console or connect a PC to the Ethernet management port and then power on the switch, as described in the hardware installation guide that shipped with your switch. 
            

            
            If your switch is already configured, you can access the CLI through a local console connection or through a remote Telnet session, but
               your switch  must first be configured for this type of access.
            

            
            You can use one of these methods to establish a connection with the switch:
            

            
            
         

         
         
            	
               
                     
                     Connect the switch  console port to a management station or dial-up modem, or connect the Ethernet management port to a PC. For information
                     about connecting to the console or Ethernet management port, see the switch  hardware installation guide.

            

            	
               Use any Telnet TCP/IP or encrypted Secure Shell (SSH) package from a remote management station. The switch  must have network connectivity with the Telnet or SSH client, and the switch  must have an enable secret password configured.  
                  
                     	
                        The switch  supports up to 16 simultaneous Telnet sessions. Changes made by one Telnet user are reflected in all other Telnet sessions.
                        

                        
                     

                     
                     	
                        The switch  supports up to five simultaneous secure SSH sessions.
                        

                        
                     

                     
                  

                  
                  After you connect through the console port, through the Ethernet management port, through a Telnet session or through an SSH
                     session, the user EXEC prompt appears on the management station.
                  

                  
               

            

         

      

      
      
      
         
      

      
      
      
   
      
      
      Chapter 2. Interface and Hardware Commands
      

      
      
         
         	client vlan

         
         	debug ilpower

         
         	debug interface

         
         	debug lldp packets

         
         	debug nmsp

         
         	debug platform poe

         
         	duplex

         
         	errdisable detect cause

         
         	errdisable recovery cause

         
         	errdisable recovery interval

         
         	interface

         
         	interface range

         
         	ip mtu

         
         	ipv6 mtu

         
         	lldp (interface configuration)

         
         	logging event power-inline-status

         
         	mdix auto

         
         	mode (power-stack configuration)

         
         	network-policy

         
         	network-policy profile (global configuration)

         
         	nmsp attachment suppress

         
         	power efficient-ethernet auto

         
         	power-priority

         
         	power inline

         
         	power inline police

         
         	power supply

         
         	show CAPWAP summary

         
         	show controllers cpu-interface

         
         	show controllers ethernet-controller

         
         	show controllers utilization

         
         	show eee

         
         	show env

         
         	show errdisable detect

         
         	show errdisable recovery

         
         	show interfaces

         
         	show interfaces counters

         
         	show interfaces switchport

         
         	show interfaces transceiver

         
         	show mgmt-infra trace messages ilpower

         
         	show mgmt-infra trace messages ilpower-ha

         
         	show mgmt-infra trace messages platform-mgr-poe

         
         	show network-policy profile

         
         	show platform CAPWAP summary

         
         	show power inline

         
         	show system mtu

         
         	show wireless interface summary

         
         	speed

         
         	stack-power

         
         	switchport backup interface

         
         	switchport block

         
         	system mtu

         
         	voice-signaling vlan (network-policy configuration)

         
         	voice vlan (network-policy configuration)

         
         	wireless ap-manager interface

         
         	wireless exclusionlist

         
         	wireless linktest

         
         	wireless management interface

         
         	wireless peer-blocking forward-upstream

         
      

      
      
      
   
      
      
      client vlan

      
         

         
          
            		
            To configure a WLAN
               		  interface or an interface group, use the 
               		   
                  			 client 
                  			 vlan 
                  		   command. To disable the WLAN interface, use the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               client
                  
                  vlan
                  
                  interface-id-name-or-group-name

               no
                  
                  client
                  
                  vlan

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 interface-id-name-or-group-name 
                           				   
                        				
                     
                     
                     	 
                        				  
                         Interface
                           					 ID, name, or VLAN group name. The interface ID can also be in digits too.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The
               		  default interface is configured. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            WLAN configuration 
               		
            

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	Release 
                        				
                     
                     
                     	Modification 
                        				
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				  
                        Cisco IOS XE 3.3SE 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command
                           					 was introduced. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            You must disable the
               		  WLAN before using this command. See Related Commands section for more
               		  information on how to disable a WLAN. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable a client VLAN on a WLAN: 
               		
            

            
            		Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# wlan wlan1
Switch(config-wlan)# client vlan client-vlan1                            
Switch(config-wlan)# end



            
            		This example shows
               		  how to disable a client VLAN on a WLAN: 
               		
            

            
            		Switch# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Switch(config)# wlan wlan1
Switch(config-wlan)# no client vlan
Switch(config-wlan)# end


            
            	 

         
      

      
      
      
         
      

      
      
      
   
      
      
      debug
         	 ilpower
      

      
         

         
          
            		
            To enable debugging
               		  of the power controller and Power over Ethernet (PoE) system, use the 
               		  debug ilpower
               		  command in privileged EXEC mode. To disable debugging, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
          
            		
            
               debug
                  
                  ilpower
                  
                  { cdp | controller | event | ha | ipc | police | port | powerman | registries |  scp 
                     				   | sense } 
               

               no debug ilpower
                  
                  { cdp | controller | event | ha | ipc | police | port | powerman | registries |  scp 
                     				   | sense } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                         
                           					  
                              						cdp 
                              					  
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 Cisco Discovery Protocol (CDP) debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        controller
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 controller debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        event
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 event debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        ha
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 high-availability messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        ipc
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 PoE Inter-Process Communication (IPC) debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        police
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 PoE police debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        port
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 port manager debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        powerman
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 power management debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        registries
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays PoE
                           					 registries debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        scp
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 PoE SCP debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        sense
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 PoE sense debug messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Debugging is
               		  disabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	
                        				  
                        Release
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Modification
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            This command is
               		  supported only on PoE-capable switches. 
               		
            

            
            		
            When you enable
               		  debugging on a switch stack, it is enabled only on the 
               		  stack master. To enable debugging on a stack member, you
               		  can start a session from the 
               		  stack master by using the 
               		  session 
               		  switch-number
               		  EXEC command. Then enter the 
               		  debug command
               		  at the command-line prompt of the stack member. 
               		  You also can use the 
                  			 remote command 
                  			 stack-member-number
                        				  LINE EXEC command on the stack master switch to enable debugging
                  			 on a member switch without first starting a session.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      debug
         	 interface
      

      
         

         
          
            		
            To enable debugging
               		  of interface-related activities, use the 
               		  debug interface
               		  command in privileged EXEC mode. To disable debugging, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
          
            		
            
               debug interface
                  
                  { interface-id |  counters
                  
                  { exceptions | protocol
                  
                  memory  }   | 
                  					 
                  null
                  
                  interface-number  | port-channel
                  
                  port-channel-number  | states|
                  vlan
                  
                  vlan-id  } 
               

               no debug interface
                  
                  { interface-id |  counters
                  
                  { exceptions | protocol
                  
                  memory  }   | 
                  					 
                  null
                  
                  interface-number  | port-channel
                  
                  port-channel-number  | states|
                  vlan
                  
                  vlan-id  } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        interface-id
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        ID of the
                           					 physical interface. Displays debug messages for the specified physical port,
                           					 identified by type switch number/module number/port, for example,
                           					 gigabitethernet 1/0/2.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        
                        				  
                         
                           					 null 
                           					 interface-number 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 debug messages for null interfaces. The interface number is always 
                           					 0.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        
                        				  
                         
                           					 port-channel 
                           					 port-channel-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 debug messages for the specified EtherChannel port-channel interface. The 
                           					 port-channel-number range is 1 to 48.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        
                        				  
                         
                           					 vlan vlan-id
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 debug messages for the specified VLAN. The vlan range is 1 to 4094.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        counters
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 counters debugging information. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        exceptions
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debug messages when a recoverable exceptional condition occurs during the
                           					 computation of the interface packet and data rate statistics. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        protocol memory
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debug messages for memory operations of protocol counters.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        states
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 intermediary debug messages when an interface's state transitions. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Debugging is
               		  disabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            If you do not
               		  specify a keyword, all debug messages appear. 
               		
            

            
            		
            The 
               		  undebug
                     				interface command is the same as the 
               		  no debug
                     				interface command.
               		
            

            
            		
            When you enable
               		  debugging on a switch stack, it is enabled only on the 
               		  stack master. To enable debugging on a stack member, you
               		  can start a session from the 
               		  stack master by using the 
               		  session 
               		  switch-number
               		  EXEC command. Then enter the 
               		  debug command
               		  at the command-line prompt of the stack member. 
               		  You also can use the 
                  			 remote
                        				  command 
                  			 stack-member-number
                        				  LINE EXEC command on the stack master switch to enable debugging
                  			 on a member switch without first starting a session.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      debug lldp packets

      
         
            
            To enable debugging of Link Layer Discovery Protocol (LLDP) packets, use the debug lldp packets command in privileged EXEC mode. To disable debugging, use the no form of this command.
            

            
            
         

         
         
            
            
               debug lldp packets

               no debug lldp packets

            

            
         

         
         
            Syntax Description
	
            		
            This command has no arguments or keywords.
               	 
            

            
            	 
         

         
         
            Command Default

            
            Debugging is disabled.

            
            
         

         
         
            Command Modes

            
            
            Privileged EXEC

            
            
         

         
         Command History

         
         
            
               
                  
                     	
                        Release

                        
                     
                     
                     	
                        Modification

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        Cisco IOS XE 3.3SE

                        
                     
                     
                     	
                        This command was introduced. 
                           	 
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            The undebug lldp packets command is the same as the no debug lldp packets command.
            

            
            
            When you enable debugging on a switch stack, it is enabled only on the active switch. To enable debugging on a stack member, you can start a session from the active switch by using the session 
               switch-number EXEC command. 
            

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      debug nmsp

      
         

         
          
            		
            To enable debugging
               		  of the Network Mobility Services Protocol (NMSP) on the switch, use the 
               		  debug nmsp
               		  command in privileged EXEC mode. To disable debugging, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
          
            		
            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        all
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays all
                           					 NMSP debug messages. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                         
                           					 connection 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 debug messages for NMSP connection events.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                         
                           					 error
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 debugging information for NMSP error messages. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        event
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debug messages for NMSP events. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        rx
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debugging information for NMSP receive messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        tx
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debugging information for NMSP transmit messages.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        packet
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 debug messages for NMSP packet events.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Debugging is
               		  disabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The 
               		  undebug nmsp
               		  command is the same as the 
               		  no debug nmsp
               		  command.
               		
            

            
            		
            When you enable
               		  debugging on a switch stack, it is enabled only on the 
               		  stack master. To enable debugging on a stack member, you
               		  can start a session from the 
               		  stack master by using the 
               		  session 
               		  switch-number
               		  EXEC command. Then enter the 
               		  debug command
               		  at the command-line prompt of the stack member. 
               		  You also can use the 
                  			 remote
                        				  command 
                  			 stack-member-number
                        				  LINE EXEC command on the stack master switch to enable debugging
                  			 on a member switch without first starting a session.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      debug platform
         	 poe
      

      
         

         
         
            
            		
            To enable debugging
               		  of a Power over Ethernet (PoE) port, use the 
               		  debug platform
                     				poe command in privileged EXEC mode. To disable debugging, use
               		  the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               debug platform poe
                  
                  [ error | info ] 
                  
                  [ switch
                  
                  switch-number ] 
               

               no debug platform poe
                  
                  [ error | info ] 
                  
                  [ switch
                  
                  switch-number ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 error 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays PoE-related error debug messages. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 info 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays PoE-related information debug messages. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 switch 
                              					 switch-number 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies the stack member. This keyword is supported only on stacking-capable
                           					 switches.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Debugging is
               		  disabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The 
               		  undebug platform
                     				poe command is the same as the 
               		  no debug platform
                     				poe command.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      duplex

      
         

         
         
            
            		
            To specify the
               		  duplex mode of operation for a port, use the 
               		  duplex command
               		  in interface configuration mode. To return to the default value, use the 
               		  no form of
               		  this command. 
               		
            

            
            	 
         

         
          
            		
            
               duplex
                  
                  { auto | full | half } 
               

               no duplex
                  
                  { auto | full | half } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        auto 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 automatic duplex configuration. The port automatically detects whether it
                           					 should run in full- or half-duplex mode, depending on the attached device mode.
                           					 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        full 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 full-duplex mode. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        half 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 half-duplex mode (only for interfaces operating at 10 or 100 Mb/s). You cannot
                           					 configure half-duplex mode for interfaces operating at 1000 or 10,000 Mb/s. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default is 
               		  auto for 
               		  Gigabit Ethernet ports. 
               		
            

            
            
            		
            		
            You cannot configure the
               		  duplex mode on 10-Gigabit Ethernet ports; it is always 
               		  full. 
               		
            

            
            		
            Duplex options are
               		  not supported on the 1000BASE-x or 10GBASE-x (where 
               		  -x is -BX,
               		  -CWDM, -LX, -SX, or -ZX) small form-factor pluggable (SFP) modules. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		 
            		
            For Gigabit Ethernet
               		  ports, setting the port to 
               		  auto has the
               		  same effect as specifying 
               		  full if the
               		  attached device does not autonegotiate the duplex parameter. 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


 
                     		  
                     Half-duplex mode
                        			 is supported on Gigabit Ethernet interfaces if the duplex mode is 
                        			 auto and the
                        			 connected device is operating at half duplex. However, you cannot configure
                        			 these interfaces to operate in half-duplex mode. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            Certain ports can be
               		  configured to be either full duplex or half duplex. How this command is applied
               		  depends on the device to which the switch is attached. 
               		
            

            
            		
            If both ends of the
               		  line support autonegotiation, we highly recommend using the default
               		  autonegotiation settings. If one interface supports autonegotiation and the
               		  other end does not, configure duplex and speed on both interfaces, and use the 
               		  auto setting on
               		  the supported side. 
               		
            

            
            		
            If the speed is set
               		  to 
               		  auto, the
               		  switch negotiates with the device at the other end of the link for the speed
               		  setting and then forces the speed setting to the negotiated value. The duplex
               		  setting remains as configured on each end of the link, which could result in a
               		  duplex setting mismatch. 
               		
            

            
            		
            You can configure
               		  the duplex setting when the speed is set to 
               		  auto. 
               		
            

            
            		
            
               
                  	[image: ../images/caut.gif]
Caution
                  	


 
                     		  
                     Changing the
                        			 interface speed and duplex mode configuration might shut down and reenable the
                        			 interface during the reconfiguration. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            You can verify your
               		  setting by entering the 
               		  show interfaces
               		  privileged EXEC command. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to configure an interface for full-duplex operation: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# duplex full



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      errdisable detect
         	 cause
      

      
         

         
         
            		
            To enable
               		  error-disable detection for a specific cause or for all causes, use the 
               		  errdisable detect
                     				cause command in global configuration mode. To disable the
               		  error-disable detection feature, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               errdisable
                  
                  detect
                  
                  cause
                  
                  { all | arp-inspection | bpduguard
                  
                  shutdown
                  
                  vlan  | dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit
                  
                  | psp
                  
                  shutdown
                  
                  vlan  | security-violation
                  
                  shutdown
                  
                  vlan  | sfp-config-mismatch } 
               

               no errdisable
                  
                  detect
                  
                  cause
                  
                  { all | arp-inspection | bpduguard
                  
                  shutdown
                  
                  vlan  | dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit
                  
                  | psp
                  
                  shutdown
                  
                  vlan  | security-violation
                  
                  shutdown
                  
                  vlan  | sfp-config-mismatch } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 all 
                           				   
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 error detection for all error-disabled causes.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 arp-inspection 
                           				   
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 error detection for dynamic Address Resolution Protocol (ARP) inspection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 bpduguard 
                              					 shutdown 
                              					 vlan 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 per-VLAN error-disable for BPDU guard.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dhcp-rate-limit 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for DHCP snooping.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dtp-flap 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for the Dynamic Trunking Protocol (DTP) flapping.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 gbic-invalid 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for an invalid Gigabit Interface Converter (GBIC) module.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 This
                                    						error refers to an invalid small form-factor pluggable (SFP) module.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 inline-power 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for the Power over Ethernet (PoE) error-disabled cause.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 This
                                    						keyword is supported only on switches with PoE ports.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 link-flap 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for link-state flapping.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 loopback 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for detected loopbacks.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 pagp-flap 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for the Port Aggregation Protocol (PAgP) flap error-disabled
                           					 cause.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 pppoe-ia-rate-limit 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for the PPPoE Intermediate Agent rate-limit error-disabled
                           					 cause.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 psp 
                              					 shutdown 
                              					 vlan 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection for protocol storm protection (PSP).
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 security-violation 
                              					  
                           					 shutdown 
                              					 vlan
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 voice aware 802.1x security.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 sfp-config-mismatch 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 error detection on an SFP configuration mismatch.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Detection is enabled
               		  for all causes. All causes, except per-VLAN error disabling, are configured to
               		  shut down the entire port.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            A cause (such as a
               		  link-flap or dhcp-rate-limit) is the reason for the error-disabled state. When
               		  a cause is detected on an interface, the interface is placed in an
               		  error-disabled state, an operational state that is similar to a link-down
               		  state.
               		
            

            
            		
            When a port is
               		  error-disabled, it is effectively shut down, and no traffic is sent or received
               		  on the port. For the bridge protocol data unit (BPDU) guard, voice-aware 802.1x
               		  security, and port-security features, you can configure the switch to shut down
               		  only the offending VLAN on the port when a violation occurs, instead of
               		  shutting down the entire port.
               		
            

            
            		
            If you set a
               		  recovery mechanism for the cause by entering the 
               		  errdisable
                     				recovery global configuration command, the interface is brought
               		  out of the error-disabled state and allowed to retry the operation when all
               		  causes have timed out. If you do not set a recovery mechanism, you must enter
               		  the 
               		  shutdown and
               		  then the 
               		  no shutdown
               		  commands to manually recover an interface from the error-disabled state.
               		
            

            
            		
            For protocol storm
               		  protection, excess packets are dropped for a maximum of two virtual ports.
               		  Virtual port error disabling using the 
               		  psp keyword
               		  is not supported for EtherChannel and Flexlink interfaces.
               		
            

            
            		
            To verify your
               		  settings, enter the 
               		  show errdisable
                     				detect privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable error-disabled detection for the link-flap error-disabled cause:
               		
            

            
            		Switch(config)# errdisable detect cause link-flap



            
            		This command shows
               		  how to globally configure BPDU guard for a per-VLAN error-disabled state:
               		
            

            
            		Switch(config)# errdisable detect cause bpduguard shutdown vlan



            
            		This command shows
               		  how to globally configure voice-aware 802.1x security for a per-VLAN
               		  error-disabled state:
               		
            

            
            		Switch(config)# errdisable detect cause security-violation shutdown vlan



            You can verify your setting by entering the 
            		show 
                  		  errdisable 
                  		  detect privileged EXEC command.
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show errdisable detect

               
               	
                  Displays 	 error-disabled detection status.   

               
            

         
      

      
      
   
      
      
      errdisable recovery
         	 cause
      

      
         

         
         
            		
            To enable the
               		  error-disabled mechanism to recover from a specific cause, use the 
               		  errdisable recovery
                     				cause command in global configuration mode. To return to the
               		  default setting, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
          
            		
            
               errdisable
                  
                  recovery
                  
                  cause
                  
                  { all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure | pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control | udld | vmps } 
               

               no errdisable
                  
                  recovery
                  
                  cause
                  
                  { all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit | dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure | pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control | udld | vmps } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        all
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables the
                           					 timer to recover from all error-disabled causes.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        arp-inspection
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the Address Resolution Protocol (ARP) inspection
                           					 error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        bpduguard
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables the
                           					 timer to recover from the bridge protocol data unit (BPDU) guard error-disabled
                           					 state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        channel-misconfig
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables the
                           					 timer to recover from the EtherChannel misconfiguration error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        dhcp-rate-limit
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables the
                           					 timer to recover from the DHCP snooping error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        dtp-flap
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables the
                           					 timer to recover from the Dynamic Trunking Protocol (DTP) flap error-disabled
                           					 state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        gbic-invalid
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from an invalid Gigabit Interface Converter (GBIC) module
                           					 error-disabled state.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	 
                                 					 
                                 This
                                    						error refers to an invalid small form-factor pluggable (SFP) error-disabled
                                    						state.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        inline-power
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the Power over Ethernet (PoE) error-disabled state. 
                           				  
                        

                        
                        				  
                        This
                           					 keyword is supported only on switches with PoE ports.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        link-flap
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the link-flap error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        loopback
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from a loopback error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        mac-limit
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 the timer to recover from the mac limit error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        pagp-flap
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the Port Aggregation Protocol (PAgP)-flap
                           					 error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        port-mode-failure
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 the timer to recover from the port mode change failure error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        pppoe-ia-rate-limit
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 the timer to recover from the PPPoE IA rate limit error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        psecure-violation
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from a port security violation disable state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        
                        				  
                        psp
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the protocol storm protection (PSP) error-disabled
                           					 state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        security-violation
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from an IEEE 802.1x-violation disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        sfp-config-mismatch
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 error detection on an SFP configuration mismatch.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        storm-control
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables
                           					 the timer to recover from a storm control error.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        udld
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the UniDirectional Link Detection (UDLD)
                           					 error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        vmps
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 the timer to recover from the VLAN Membership Policy Server (VMPS)
                           					 error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Recovery is
               		  disabled for all causes.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            A cause (such as
               		  all or BDPU guard) is defined as the reason that the error-disabled state
               		  occurred. When a cause is detected on an interface, the interface is placed in
               		  the error-disabled state, an operational state similar to link-down state. 
               		
            

            
            		
            When a port is
               		  error-disabled, it is effectively shut down, and no traffic is sent or received
               		  on the port. For the BPDU guard and port-security features, you can configure
               		  the switch to shut down only the offending VLAN on the port when a violation
               		  occurs, instead of shutting down the entire port.
               		
            

            
            		
            If you do not
               		  enable the recovery for the cause, the interface stays in the error-disabled
               		  state until you enter the 
               		  shutdown and
               		  the 
               		  no shutdown
               		  interface configuration commands. If you enable the recovery for a cause, the
               		  interface is brought out of the error-disabled state and allowed to retry the
               		  operation again when all the causes have timed out.
               		
            

            
            		
            Otherwise, you
               		  must enter the 
               		  shutdown and
               		  then the 
               		  no shutdown
               		  commands to manually recover an interface from the error-disabled state.
               		
            

            
            		
            You can verify
               		  your settings by entering the 
               		  show errdisable
                     				recovery privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable the recovery timer for the BPDU guard error-disabled cause:
               		
            

            
            		
Switch(config)# errdisable recovery cause bpduguard



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  errdisable recovery interval

               
               	
                  Specifies the 	 time to recover from an error-disabled state.   

               
            

            
               	
                  show errdisable recovery

               
               	
                  Displays the 	 error-disabled recovery timer information.   

               
            

            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      errdisable recovery
         	 interval
      

      
         

         
          
            		
            To specify the time
               		  to recover from an error-disabled state, use the 
               		  errdisable recovery
                     				interval command in global configuration mode. To return to the
               		  default setting, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
          
            		
            
               errdisable
                  
                  recovery
                  
                  interval
                  
                  timer-interval

               no
                  
                  errdisable
                  
                  recovery
                  
                  interval
                  
                  timer-interval

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                         
                           					 timer-interval
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Time to
                           					 recover from the error-disabled state. The range is 30 to 86400 seconds. The
                           					 same interval is applied to all causes. The default interval is 300 seconds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default recovery
               		  interval is 300 seconds.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The error-disabled
               		  recovery timer is initialized at a random differential from the configured
               		  interval value. The difference between the actual timeout value and the
               		  configured value can be up to 15 percent of the configured interval.
               		
            

            
            		
            You can verify your
               		  settings by entering the 
               		  show errdisable
                     				recovery privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to set the timer to 500 seconds:
               		
            

            
            		Switch(config)# errdisable recovery interval 500

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  errdisable recovery cause

               
               	
                  Enables the 	 error-disabled mechanism to recover from a specific cause.   

               
            

            
               	
                  show errdisable recovery

               
               	
                  Displays the 	 error-disabled recovery timer information.   

               
            

            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      interface

      
         

         
         
            
            To configure an interface,  use the 
               interface command.
            

            
            
         

         
         
            
            
               interface
                  
                  {  Auto-Template
                  
                  Auto-Template interface-number  | Capwap
                  
                  Capwap interface-number   | Gigabit Ethernet 
                  
                  Gigabit Ethernet interface number  | Group VI 
                  
                  Group VI interface number  Internal Interface 
                  
                  Internal Interface number   Loopback 
                  
                  Loopback interface number   Null 
                  
                  Null interface   Port-channel 
                  
                  interface number  Port-channel 
                  
                  interface number   TenGigabit Ethernet 
                  
                  interface number      Tunnel 
                  
                  interface number   Vlan
                  
                   interface number   } 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                           Auto-Template
                           Auto-template interface-number
                           
                        
                     
                     
                     	
                        
                        
                           Enables you to configure auto-template interface. Values range from 1 to 999.
                           
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                           Capwap
                           Capwap interface number
                           
                        
                     
                     
                     	
                        
                        
                           Enables you to configure CAPWAP tunnel interface. Values range from 0 to 2147483647.
                           
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                           GigabitEthernet
                           Gigabit Ethernet interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure Gigabit Ethernet IEEE 802.3z interface. Values range from 0 to 9.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Group VI
                            Group VI interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure the internal   interface. Values range from 0 to 9.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Internal Interface Internal Interface 
                           
                        
                     
                     
                     	
                        
                           Enables you to configure internal interface. 
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Loopback
                           Loopback Interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure loopback interface. Values range from 0 to 2147483647.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Null
                           Null interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure null interface. Value is 0.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Port-channel
                           interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure Ethernet channel interfaces. Values range from 1 to 128.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           TenGigabitEthernet
                           interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure a 10-Gigabit Ethernet interface. Values range from 0 to 9.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Tunnel
                           interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure the tunnel interface. Values range from 0 to 2147483647.
                           
                        

                        
                     
                     
                  

                  
                  
                     	
                           Vlan
                           interface number
                           
                        
                     
                     
                     	
                        
                           Enables you to configure switch VLAN interfaces. Values range from 0 to 4098.
                           
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            
               
               None
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            
            
               
               You can not use the "no" form of this command.
            

            
            
         

         
         
            Examples

            
            
            
            
               This example shows how you can configure interface:
            

            
            Switch# interface Tunnel 15



            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      interface
         	 range
      

      
         

         
          
            		
            To configure an
               		  interface range, use the 
               		  interface 
                  			 range command.
               		
            

            
            	 
         

         
          
            		
            
               interface range
                  
                  {  Gigabit Ethernet 
                     					 
                  
                  interface-number 
                     					   | 
                  
                  |  Loopback 
                     					 
                  
                  
                     						interface-number 
                     					   |  Port Channel 
                     					 
                  
                  
                     						interface-number 
                     					   |  TenGigabit Ethernet 
                     					 
                  
                  
                     						interface-number 
                     					   Tunnel 
                     						
                  
                   interface-number 
                     						   Vlan 
                     						
                  
                   interface-number 
                     						 
                  
                   Macro 
                     						
                  
                  WORD   } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 GigabitEthernet 
                           					 interface-number 
                           				   
                        				
                     
                     
                     	 
                        				  
                         Configures
                           					 the Gigabit Ethernet IEEE 802.3z interface. Values range from 1 to 9. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 Loopback 
                           					 interface-number 
                           				   
                        				
                     
                     
                     	 
                        				  
                         Configures
                           					 the loopback interface. Values range from 0 to 2147483647. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 Port-Channel 
                           					 interface-number 
                           				   
                        				
                     
                     
                     	
                        				  
                         Configures
                           					 10-Gigabit Ethernet channel of interfaces. Values range from 1 to 128. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 TenGigabit Ethernet 
                           					 interface-number 
                           				   
                        				
                     
                     
                     	
                        				  
                        Configures
                           					 10-Gigabit Ethernet interfaces. Values range from 0 to 9. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 Tunnel 
                              					  
                           					 interface-number 
                           				   
                        				
                     
                     
                     	
                        				  
                         Configures
                           					 the tunnel interface. Values range from 0 to 2147483647. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 VLAN 
                           					 interface-number 
                           				   
                        				
                     
                     
                     	
                        				  
                         Configures
                           					 the switch VLAN interfaces. Values range from 1 to 4095. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 Macro 
                           					 WORD 
                           				   
                        				
                     
                     
                     	
                        				  
                         Configures
                           					 the keywords to interfaces. Support up to 32 characters. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Global configuration
               		
            

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	Release
                        				
                     
                     
                     	Modification
                        				
                     
                     
                  

                  
               
               
               
                  
                     	 
                        				  
                        
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command
                           					 was introduced.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples
 
            		
             This example
               		  shows how you can configure interface range: 
               		
            

            
            		Switch(config)# interface range vlan 1

            
            	 

         
      

      
      
      
         
      

      
      
      
   
      
      
      ip mtu

      
         

         
          
            		
            To set the IP
               		  maximum transmission unit (MTU) size of routed packets on all routed ports of
               		  the switch or switch stack, use the 
               		  ip mtu command
               		  in interface configuration mode. To restore the default IP MTU size, use the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               ip
                  
                  mtu
                  
                  bytes

               no
                  
                  ip
                  
                  mtu
                  
                  bytes

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 bytes 
                        				
                     
                     
                     	 
                        				  
                        MTU size, in
                           					 bytes. The range is from 68 up to the system MTU value (in bytes). 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default IP MTU
               		  size for frames received and sent on all switch interfaces is 1500 bytes.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The upper limit of
               		  the IP value is based on the switch or switch stack configuration and refers to
               		  the currently applied system MTU value. For more information about setting the
               		  MTU sizes, see the 
               		  system mtu
               		  global configuration command.
               		
            

            
            		
            To return to the
               		  default IP MTU setting, you can apply the 
               		  default ip
                     				mtu command or the 
               		  no ip mtu
               		  command on the interface. 
               		
            

            
            		
            You can verify your
               		  setting by entering the 
               		  show ip interface 
                     			 interface-id or 
               		  show interfaces 
                     			 interface-id privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            The following
               		  example sets the maximum IP packet size for VLAN 200 to 1000 bytes: 
               		
            

            
            		Switch(config)# interface vlan 200
Switch(config-if)# ip mtu 1000



            
            		The following
               		  example sets the maximum IP packet size for VLAN 200 to the default setting of
               		  1500 bytes: 
               		
            

            
            		Switch(config)# interface vlan 200
Switch(config-if)# default ip mtu



            
            		This is an example
               		  of partial output from the 
               		  show ip interface 
                     			 interface-id command. It displays the current IP
               		  MTU setting for the interface.
               		
            

            
            		Switch# show ip interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
  Internet address is 18.0.0.1/24
  Broadcast address is 255.255.255.255
  Address determined by setup command
  MTU is 1500 bytes
  Helper address is not set

<output truncated>

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

            
               	
                  system mtu

               
               	
                  Sets the global maximum packet size or MTU size for switched 		packets on Gigabit Ethernet and 10-Gigabit Ethernet ports.   
                  

               
            

         
      

      
      
   
      
      
      ipv6 mtu

      
         

         
          
            		
            To set the IPv6
               		  maximum transmission unit (MTU) size of routed packets on all routed ports of
               		  the switch or switch stack, use the 
               		  ipv6 mtu
               		  command in interface configuration mode. To restore the default IPv6 MTU size,
               		  use the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               ipv6
                  
                  mtu
                  
                  bytes

               no
                  
                  ipv6
                  
                  mtu
                  
                  bytes

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 bytes 
                        				
                     
                     
                     	 
                        				  
                        MTU size, in
                           					 bytes. The range is from 1280 up to the system MTU value (in bytes). 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default IPv6 MTU
               		  size for frames received and sent on all switch interfaces is 1500 bytes.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The upper limit of
               		  the IPv6 MTU value is based on the switch or switch stack configuration and
               		  refers to the currently applied system MTU value. For more information about
               		  setting the MTU sizes, see the 
               		  system mtu
               		  global configuration command.
               		
            

            
            		
            To return to the
               		  default IPv6 MTU setting, you can apply the 
               		  default ipv6
                     				mtu command or the 
               		  no ipv6 mtu
               		  command on the interface. 
               		
            

            
            		
            You can verify your
               		  setting by entering the 
               		  show ipv6 interface 
                     			 interface-id or 
               		  show interface 
                     			 interface-id privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            The following
               		  example sets the maximum IPv6 packet size for an interface to 2000 bytes: 
               		
            

            
            		Switch(config)# interface gigabitethernet4/0/1
Switch(config-if)# ipv6 mtu 2000



            
            		The following
               		  example sets the maximum IPv6 packet size for an interface to the default
               		  setting of 1500 bytes: 
               		
            

            
            		Switch(config)# interface gigabitethernet4/0/1
Switch(config-if)# default ipv6 mtu



            
            		This is an example
               		  of partial output from the 
               		  show ipv6
                     				interface 
                     			 interface-id command. It displays the current IPv6
               		  MTU setting for the interface.
               		
            

            
            		Switch# show ipv6 interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
  Internet address is 18.0.0.1/24
  Broadcast address is 255.255.255.255
  Address determined by setup command
  MTU is 1500 bytes
  Helper address is not set

<output truncated>

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

            
               	
                  system mtu

               
               	
                  Sets the global maximum packet size or MTU size for switched 		packets on Gigabit Ethernet and 10-Gigabit Ethernet ports.   
                  

               
            

         
      

      
      
   
      
      
      lldp (interface
         	 configuration)
      

      
         

         
          
            		
            To enable Link Layer
               		  Discovery Protocol (LLDP) on an interface, use the 
               		  lldp command in
               		  interface configuration mode. To disable LLDP on an interface, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 med-tlv-select 
                           				   
                        				
                     
                     
                     	 
                        				  
                        Selects an
                           					 LLDP Media Endpoint Discovery (MED) time-length-value (TLV) element to send.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 tlv 
                           				   
                        				
                     
                     
                     	 
                        				  
                        String that
                           					 identifies the TLV element. Valid values are the following: 
                           				  
                        

                        
                        				  
                        
                           	
                              						
                              inventory-management— LLDP MED Inventory
                                 						  Management TLV.
                                 						
                              

                              
                              					 
                           

                           
                           	
                              						
                              location— LLDP MED Location TLV.
                                 						
                              

                              
                              					 
                           

                           
                           	
                              						
                              network-policy— LLDP MED Network Policy TLV.
                                 						
                              

                              
                              					 
                           

                           
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 receive 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables the
                           					 interface to receive LLDP transmissions.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 tlv-select 
                           				  
                        				
                     
                     
                     	
                        				  
                        Selects
                           					 the LLDP TLVs to send.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 power-management 
                           				  
                        				
                     
                     
                     	
                        				  
                        Sends the
                           					 LLDP Power Management TLV. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 transmit 
                           				  
                        				
                     
                     
                     	
                        				  
                        Enables LLDP
                           					 transmission on the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            LLDP is enabled on
               		  supported interfaces.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            This command is
               		  supported on 802.1 media types. 
               		
            

            
            		
            If the interface is
               		  configured as a tunnel port, LLDP is automatically disabled.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            The following
               		  example shows how to disable LLDP transmission on an interface:
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# no lldp transmit



            
            		The following
               		  example shows how to enable LLDP transmission on an interface:
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# lldp transmit



            
            	 

         
      

      
      
      
         
      

      
      
      
   
      
      
      logging event
         	 power-inline-status
      

      
         

         
          
            		
            To enable the
               		  logging of Power over Ethernet (PoE) events, use the 
               		  logging event
                     				power-inline-status command in interface configuration mode. To
               		  disable the logging of PoE status events, use the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               logging
                  
                  event
                  
                  power-inline-status

               no
                  
                  logging
                  
                  event
                  
                  power-inline-status

            
 
            	 
         

         
         
            Syntax Description
 
            		
            This
               		command has no arguments or keywords. 
               	 
            

            
            	 
         

         
         
            Command Default
 
            		
            Logging of PoE
               		  events is enabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            The 
               		  no form of this
               		  command does not disable PoE error events.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable logging of PoE events on a port: 
               		
            

            
            		Switch(config-if)# interface gigabitethernet1/0/1
Switch(config-if)# logging event power-inline-status 
Switch(config-if)#

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  power inline

               
               	
                  Configures the 	 power management mode on PoE ports.    

               
            

            
               	
                  show power inline

               
               	
                  Displays the PoE 	 status for the specified PoE port, the specified stack member, or for all PoE 	 ports in the switch stack.
                     
                  

               
            

         
      

      
      
   
      
      
      mdix auto

      
         

         
          
            		
            To enable the
               		  automatic medium-dependent interface crossover (auto-MDIX) feature on the
               		  interface, use the 
               		  mdix auto
               		  command in interface configuration mode. To disable auto-MDIX, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               mdix
                  
                  auto

               no
                  
                  mdix
                  
                  auto

            
 
            	 
         

         
         
            Syntax Description
 
            		
            This
               		command has no arguments or keywords. 
               	 
            

            
            	 
         

         
         
            Command Default
 
            		
            Auto-MDIX is
               		  enabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            When auto-MDIX is
               		  enabled, the interface automatically detects the required cable connection type
               		  (straight-through or crossover) and configures the connection appropriately. 
               		
            

            
            		
            When you enable
               		  auto-MDIX on an interface, you must also set the interface speed and duplex to 
               		  auto so that
               		  the feature operates correctly. 
               		
            

            
            		
            When auto-MDIX (and
               		  autonegotiation of speed and duplex) is enabled on one or both of the connected
               		  interfaces, link up occurs, even if the cable type (straight-through or
               		  crossover) is incorrect. 
               		
            

            
            		
            Auto-MDIX is supported on all
               		  10/100 and 10/100/1000 Mb/s interfaces and on 10/100/1000BASE-TX small
               		  form-factor pluggable (SFP) module interfaces. It is not supported on
               		  1000BASE-SX or -LX SFP module interfaces. 
               		
            

            
            		
            You can verify the
               		  operational state of auto-MDIX on the interface by entering the 
               		  show 
                     			  
                  			 controllers 
                     			  
                  			 ethernet-controller 
                     			 interface-id 
                     			 phy privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable auto-MDIX on a port:
               		
            

            
            		Switch# configure terminal
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# speed auto
Switch(config-if)# duplex auto
Switch(config-if)# mdix auto
Switch(config-if)# end
		


            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show controllers ethernet-controller

               
               	
                  Displays 	 per-interface send and receive statistics read from the hardware with keywords.   

               
            

         
      

      
      
   
      
      
      mode (power-stack
         	 configuration)
      

      
         

         
         
            		
            To configure 
               		   power stack mode for the power stack, use
               		  the 
               		  mode command in
               		  power-stack configuration mode. To return to the default settings, use the 
               		  no form of the
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               mode
                  
                  { power-shared | redundant } 
                  
                   [strict] 

               no
                     				  mode

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        power-shared
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the power stack to
                           					 operate in power-shared mode. This is the default.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        redundant
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the power stack to
                           					 operate in redundant mode. The largest power supply is removed from the power
                           					 pool to be used as backup power in case one of the other power supplies fails.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        strict
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) Configures the
                           					 power stack mode to run a strict power budget. The stack power needs cannot
                           					 exceed the available power.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            The default modes are 
               		  power-shared and nonstrict.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Power-stack configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            This command is available
               		  only on switch stacks running the IP Base or IP Services feature set.
               		
            

            
            		
            To access power-stack
               		  configuration mode, enter the 
               		  stack-power stack 
                     			 power stack
                     				name global configuration command.
               		
            

            
            		
            Entering the 
               		  no mode command
               		  sets the switch to the defaults of 
               		  power-shared
               		  and non-strict mode.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     For stack power, 
                        			 available power is the total power
                        			 available for PoE from all power supplies in the power stack, 
                        			 available power is the power allocated to all powered devices
                        			 connected to PoE ports in the stack, and 
                        			 consumed power is the actual power consumed by the powered
                        			 devices.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            In 
               		  power-shared mode, all of the input power can be
               		  used for loads, and the total available power appears as one large power
               		  supply. The power budget includes all power from all supplies. No power is set
               		  aside for power supply failures. If a power supply fails, load shedding
               		  (shutting down of powered devices or switches) might occur.
               		
            

            
            		
            In 
               		  redundant mode, the largest power supply is
               		  removed from the power pool to use as backup power in case one of the other
               		  power supplies fails. The available power budget is the total power minus the
               		  largest power supply. This reduces the available power in the pool for switches
               		  and powered devices, but in case of a failure or an extreme power load, there
               		  is less chance of having to shut down switches or powered devices.
               		
            

            
            		
            In 
               		  strict mode, when a power supply fails and the
               		  available power drops below the budgeted power, the system balances the budget
               		  through load shedding of powered devices, even if the actual power is less than
               		  the available power. In nonstrict mode, the power stack can run in an
               		  over-allocated state and is stable as long as the actual power does not exceed
               		  the available power. In this mode, a powered device drawing more than normal
               		  power could cause the power stack to start shedding loads. This is normally not
               		  a problem because most devices do not run at full power. The chances of
               		  multiple powered devices in the stack requiring maximum power at the same time
               		  is small.
               		
            

            
            		
            In both strict and nonstrict
               		  modes, power is denied when there is no power available in the power budget.
               		
            

            
            	 
         

         
         
            Examples

            		
            This is an example of setting
               		  the power stack mode for the stack named power1 to power-shared with strict
               		  power budgeting. All power in the stack is shared, but when the total available
               		  power is allotted, no more devices are allowed power.
               		
            

            
            		Switch(config)# stack-power stack power1
Switch(config-stackpower)# mode power-shared strict
Switch(config-stackpower)# exit



            
            		This is an example of setting
               		  the power stack mode for the stack named power2 to redundant. The largest power
               		  supply in the stack is removed from the power pool to provide redundancy in
               		  case one of the other supplies fails.
               		
            

            
            		Switch(config)# stack-power stack power2
Switch(config-stackpower)# mode redundant
Switch(config-stackpower)# exit

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  stack-power

               
               	
                  Configures 	 StackPower parameters for the power stack or for a switch in the power stack.   

               
            

         
      

      
      
   
      
      
      network-policy

      
         

         
         
            		
            To apply a network-policy
               		  profile to an interface, use the 
               		  network-policy
               		  command in interface configuration mode. To remove the policy, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               network-policy
                  
                  profile-number

               no
                  
                  network-policy

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        profile-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        The network-policy profile
                           					 number to apply to the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            No network-policy profiles
               		  are applied.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            Use the 
               		  network-policy 
                     			 profile number
               		  interface configuration command to apply a profile to an interface.
               		
            

            
            		
            You cannot apply the 
               		  switchport voice
                     				vlan command on an interface if you first configure a
               		  network-policy profile on it. However, if 
               		  switchport voice
                     				vlan 
                     			 vlan-id is
               		  already configured on the interface, you can apply a network-policy profile on
               		  the interface. The interface then has the voice or voice-signaling VLAN
               		  network-policy profile applied.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  apply network-policy profile 60 to an interface:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# network-policy 60



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  network-policy profile (global configuration)

               
               	
                  Creates a 	 network-policy profile and enters network-policy configuration mode.   

               
            

            
               	
                  show network-policy profile

               
               	
                  Displays the 	 network-policy profiles.   

               
            

            
               	
                  voice-signaling vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice-signaling application type.   

               
            

            
               	
                  voice vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice application type.   

               
            

         
      

      
      
   
      
      
      network-policy profile
         	 (global configuration)
      

      
         

         
         
            		
            To create a network-policy
               		  profile and to enter network-policy configuration mode, use the 
               		  network-policy profile command in global
               		  configuration mode. To delete the policy and to return to global configuration
               		  mode, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               network-policy
                     				  profile
                  
                  profile-number

               no network-policy
                     				  profile
                  
                  profile-number

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        profile-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Network-policy profile
                           					 number. The range is 1 to 4294967295.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            No network-policy profiles
               		  are defined.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            Use the 
               		  network-policy profile global configuration
               		  command to create a profile and to enter network-policy profile configuration
               		  mode.
               		
            

            
            		
            To return to privileged EXEC
               		  mode from the network-policy profile configuration mode, enter the 
               		  exit command.
               		
            

            
            		
            When you are in
               		  network-policy profile configuration mode, you can create the profile for voice
               		  and voice signaling by specifying the values for VLAN, class of service (CoS),
               		  differentiated services code point (DSCP), and tagging mode.
               		
            

            
            		
            These profile attributes are
               		  contained in the Link Layer Discovery Protocol for Media Endpoint Devices
               		  (LLDP-MED) network-policy time-length-value (TLV).
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  create network-policy profile 60:
               		
            

            
            		
Switch(config)# network-policy profile 60
Switch(config-network-policy)#



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  network-policy

               
               	
                  Applies a 	 network-policy profile to an interface.   

               
            

            
               	
                  show network-policy profile

               
               	
                  Displays the 	 network-policy profiles.   

               
            

            
               	
                  voice-signaling vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice-signaling application type.   

               
            

            
               	
                  voice vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice application type.   

               
            

         
      

      
      
   
      
      
      nmsp attachment
         	 suppress
      

      
         

         
         
            		
            To suppress the reporting of
               		  attachment information from a specified interface, use the 
               		  nmsp attachment suppress command in interface
               		  configuration mode. To return to the default setting, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               nmsp
                  
                  attachment
                  
                  suppress

               no
                  
                  nmsp
                  
                  attachment
                  
                  suppress

            

            	 
         

         
         
            Syntax Description
 
            		
            This
               		command has no arguments or keywords. 
               	 
            

            
            	 
         

         
         
            Command Default

            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            Use the 
               		  nmsp 
                     			 attachment 
                     			 suppress interface configuration command to
               		  configure an interface to not send location and attachment notifications to a
               		  Cisco Mobility Services Engine (MSE).
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  configure an interface to not send attachment information to the MSE:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# nmsp attachment suppress

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show nmsp

               
               	
                  Displays the 	 NMSP information for the switch.   

               
            

         
      

      
      
   
      
      
       power
         	 efficient-ethernet auto
      

      
         

         
          
            		
            To enable Energy
               		  Efficient Ethernet (EEE) for an interface, use the 
               		  power efficient-ethernet
                     				auto command in interface configuration mode. To disable EEE on
               		  an interface, use the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               power
                  
                  efficient-ethernet
                  
                  auto

               no
                  
                  power
                  
                  efficient-ethernet
                  
                  auto

            
 
            	 
         

         
         
            Syntax Description
 
            		
            This command has no arguments or keywords.
               	 
            

            
            	 
         

         
         
            Command Default
 
            		
            EEE is 
               		  disabled.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            You can enable EEE
               		  on devices that support low power idle (LPI) mode. Such devices can save power
               		  by entering LPI mode during periods of low utilization. In LPI mode, systems on
               		  both ends of the link can save power by shutting down certain services. EEE
               		  provides the protocol needed to transition into and out of LPI mode in a way
               		  that is transparent to upper layer protocols and applications.
               		
            

            
            		
            The 
               		  power efficient-ethernet
                     				auto command is available only if the interface is EEE capable.
               		  To check if an interface is EEE capable, use the 
               		  show eee
                     				capabilities EXEC command. 
               		
            

            
            		
            When EEE is enabled,
               		  the 
               		  switch advertises and autonegotiates EEE to
               		  its link partner. To view the current EEE status for an interface, use the 
               		  show eee status
               		  EXEC command. 
               		
            

            
            		
            This command does
               		  not require a license.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable EEE for an interface:
               		
            

            
            		Switch(config-if)# power efficient-ethernet auto
Switch(config-if)#



            
            		This example shows
               		  how to disable EEE for an interface:
               		
            

            
            		Switch(config-if)# no power efficient-ethernet auto
Switch(config-if)#

            
            	 

         
      

      
      
      
         
      

      
      
      
   
      
      
      power-priority
         	 
      

      
         

         
         
            		
            To configure Cisco
               		  StackPower power-priority values for a switch in a power stack and for its
               		  high-priority and low-priority PoE ports, use the 
               		  power-priority
               		  command in switch stack-power configuration mode. To return to the default
               		  setting, use the 
               		  no form of the
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               power-priority
                  
                  {  high
                  
                  value  | low
                  
                  value  | switch
                  
                  value  } 
               

               no
                  
                  power-priority
                  
                  { high | low | switch } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        high 
                                 						value
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the
                           					 power priority for the ports configured as high-priority ports. The range is 1
                           					 to 27, with 1 as the highest priority. The 
                           					 high value must
                           					 be lower than the value set for the low-priority ports and higher than the
                           					 value set for the switch.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        low 
                                 						value
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the
                           					 power priority for the ports configured as low-priority ports. The range is 1
                           					 to 27. The 
                           					 low value must
                           					 be higher than the value set for the high-priority ports and the value set for
                           					 the switch.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        switch 
                                 						value
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the
                           					 power priority for the switch. The range is 1 to 27. The 
                           					 switch value
                           					 must be lower than the values set for the low and high-priority ports.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            If no values are
               		  configured, the power stack randomly determines a default priority.
               		
            

            
            		
            The default ranges
               		  are 1 to 9 for switches, 10 to 18 for high-priority ports, 19 to 27 for
               		  low-priority ports.
               		
            

            
            		
            On non-PoE switches,
               		  the high and low values (for port priority) have no effect.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Switch stack-power configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            To
               		  access switch stack-power configuration mode, enter the 
               		  stack-power switch 
                  			 switch-number global configuration command.
               		
            

            
            		
            Cisco StackPower
               		  power-priority values determine the order for shutting down switches and ports
               		  when power is lost and load shedding must occur. Priority values are from 1 to
               		  27; the highest numbers are shut down first. 
               		
            

            
            		
            We recommend that
               		  you configure different priority values for each switch and for its high
               		  priority ports and low priority ports to limit the number of devices shut down
               		  at one time during a loss of power. If you try to configure the same priority
               		  value on different switches in a power stack, the configuration is allowed, but
               		  you receive a warning message.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     This command is
                        			 available only on switch stacks running the IP Base or IP Services feature set.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of setting the power priority for switch 1 in power stack a to 7, for the
               		  high-priority ports to 11, and for the low-priority ports to 20.
               		
            

            
            		Switch(config)# stack-power switch 1
Switch(config-switch-stackpower)# stack-id power_stack_a
Switch(config-switch-stackpower)# power-priority high 11
Switch(config-switch-stackpower)# power-priority low 20 
Switch(config-switch-stackpower)# power-priority switch 7
Switch(config-switch-stackpower)# exit

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  stack-power

               
               	
                  Configures 	 StackPower parameters for the power stack or for a switch in the power stack.   

               
            

         
      

      
      
   
      
      
      power inline

      
         

         
          
            		
            To configure the
               		  power management mode on Power over Ethernet (PoE) ports, use the 
               		  power inline
               		  command in interface configuration mode. To return to the default settings, use
               		  the 
               		  no form of this
               		  command. 
               		
            

            
            	 
         

         
          
            		
            
               power
                  
                  inline
                  
                  {  auto
                  
                  [ max
                  
                  max-wattage ]   | never |  port priority
                  
                  { high 
                     						   | low }  
                  
                  | static
                  
                  [ max
                  
                  max-wattage ]   } 
               

               no power
                  
                  inline
                  
                  { auto | never | port priority
                  
                  { high 
                     						 | low }   | static
                  
                  [ max
                  
                  max-wattage ]   } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        auto 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 powered-device detection. If enough power is available, automatically allocates
                           					 power to the PoE port after device detection. Allocation is first-come,
                           					 first-serve. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        max 
                              						max-wattage 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Limits the power allowed on the port. The range is 4000 to 30000 mW. If no
                           					 value is specified, the maximum is allowed. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        never 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Disables
                           					 device detection, and disables power to the port. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        port 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Configures
                           					 the power priority of the port. The default priority is low. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        priority 
                                 						{high|low} 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                         Sets the
                           					 power priority of the port. In case of a power supply failure, ports configured
                           					 as low priority are turned off first and ports configured as high priority are
                           					 turned off last. The default priority is low. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        static 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Enables
                           					 powered-device detection. Pre-allocates (reserves) power for a port before the
                           					 switch discovers the powered device. This action guarantees that the device
                           					 connected to the interface receives enough power. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default is 
               		  auto (enabled).
               		  
               		
            

            
            		
            The maximum wattage
               		  is 30,000 mW. 
               		
            

            
            		
            The default port
               		  priority is low. 
               		
            

            
            	 
         

         
         
            Command Default
 
            		
            Interface
               		  configuration 
               		
            

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            This command is
               		  supported only on PoE-capable ports. If you enter this command on a port that
               		  does not support PoE, this error message appears: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# power inline auto
                  ^
% Invalid input detected at '^' marker.



            
            		In a switch stack,
               		  this command is supported on all ports in the stack that support PoE. 
               		
            

            
            		 
            		
            Use the 
               		  max 
                  			 max-wattage option to disallow higher-power
               		  powered devices. With this configuration, when the powered device sends Cisco
               		  Discovery Protocol (CDP) messages requesting more power than the maximum
               		  wattage, the switch removes power from the port. If the powered-device IEEE
               		  class maximum is greater than the maximum wattage, the switch does not power
               		  the device. The power is reclaimed into the global power budget. 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


 
                     		  
                     The switch never
                        			 powers any class 0 or class 3 device if the 
                        			 power inline max
                              				  max-wattage command is configured for less than 30 W. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            If the switch
               		  denies power to a powered device (the powered device requests more power
               		  through CDP messages or if the IEEE class maximum is greater than the maximum
               		  wattage), the PoE port is in a power-deny state. The switch generates a system
               		  message, and the Oper column in the 
               		  show power
                     				inline privileged EXEC command output shows 
               		  power-deny. 
               		
            

            
            		
            Use the 
               		   power inline static
                     				max
                     				max-wattage command to give a port high priority. The switch
               		  allocates PoE to a port configured in static mode before allocating power to a
               		  port configured in auto mode. The switch reserves power for the static port
               		  when it is configured rather than upon device discovery. The switch reserves
               		  the power on a static port even when there is no connected device and whether
               		  or not the port is in a shutdown or in a no shutdown state. The switch
               		  allocates the configured maximum wattage to the port, and the amount is never
               		  adjusted through the IEEE class or by CDP messages from the powered device.
               		  Because power is pre-allocated, any powered device that uses less than or equal
               		  to the maximum wattage is guaranteed power when it is connected to a static
               		  port. However, if the powered device IEEE class is greater than the maximum
               		  wattage, the switch does not supply power to it. If the switch learns through
               		  CDP messages that the powered device needs more than the maximum wattage, the
               		  powered device is shut down. 
               		
            

            
            		
            If the switch
               		  cannot pre-allocate power when a port is in static mode (for example, because
               		  the entire power budget is already allocated to other auto or static ports),
               		  this message appears: Command rejected: power inline static: pwr not available.
               		  The port configuration remains unchanged. 
               		
            

            
            		
            When you configure
               		  a port by using the 
               		  power inline
                     				auto or the 
               		  power inline
                     				static interface configuration command, the port autonegotiates
               		  by using the configured speed and duplex settings. This is necessary to
               		  determine the power requirements of the connected device (whether or not it is
               		  a powered device). After the power requirements have been determined, the
               		  switch hardcodes the interface by using the configured speed and duplex
               		  settings without resetting the interface. 
               		
            

            
            		
            When you configure
               		  a port by using the 
               		  power inline
                     				never command, the port reverts to the configured speed and
               		  duplex settings. 
               		
            

            
            		
            If a port has a
               		  Cisco powered device connected to it, you should not use the 
               		  power inline
                     				never command to configure the port. A false link-up can occur,
               		  placing the port in an error-disabled state. 
               		
            

            
            		
            Use the 
               		  power inline port priority
                     				{high | low} command to configure the power priority of a PoE
               		  port. Powered devices connected to ports with low port priority are shut down
               		  first in case of a power shortage. 
               		
            

            
            		
            You can verify
               		  your settings by entering the 
               		  show power
                     				inline EXEC command. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable detection of a powered device and to automatically power a PoE
               		  port on a switch: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# power inline auto



            
            
            		 
            		 
            		This example shows
               		  how to configure a PoE port on a switch to allow a class 1 or a class 2 powered
               		  device: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# power inline auto max 7000



            
            		This example shows
               		  how to disable powered-device detection and to not power a PoE port on a
               		  switch: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# power inline never



            
            		This example shows
               		  how to set the priority of a port to high, so that it would be one of the last
               		  ports to be shut down in case of power supply failure: 
               		
            

            
            		
Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# power inline port priority high



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  logging event power-inline-status

               
               	
                  Enables the 	 logging of PoE events.   

               
            

            
               	
                  show power inline

               
               	
                  Displays the PoE 	 status for the specified PoE port, the specified stack member, or for all PoE 	 ports in the switch stack.
                     
                  

               
            

         
      

      
      
   
      
      
      power inline
         	 police
      

      
         

         
          
            		
            To enable policing
               		  of real-time power consumption on a powered device, use the 
               		  power inline
                     				police command in interface configuration mode. To disable this
               		  feature, use the 
               		  no form of this
               		  command 
               		
            

            
            	 
         

         
          
            		
            
               power
                  
                  inline
                  
                  police
                  
                  [ action
                  
                  { errdisable | log }  ] 
               

               no
                  
                  power
                  
                  inline
                  
                  police

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        action errdisable
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Configures the 
                           					 switch to turn off power to the port if the
                           					 real-time power consumption exceeds the maximum power allocation on the port.
                           					 This is the default action. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        action log
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Configures the 
                           					 switch to generate a syslog message while
                           					 still providing power to a connected device if the real-time power consumption
                           					 exceeds the maximum power allocation on the port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            Policing of the
               		  real-time power consumption of the powered device is disabled. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            This command is supported  only on  the LAN Base image.

            
            		
            This command is
               		  supported only on Power over Ethernet (PoE)-capable ports. If you enter this
               		  command on a 
               		  switch or port that does not support PoE,
               		  an error message appears.
               		
            

            
            		
            In a switch stack,
               		  this command is supported on all switches or ports in the stack that support
               		  PoE and real-time power-consumption monitoring.
               		
            

            
            		
            When policing of the
               		  real-time power consumption is enabled, the 
               		  switch takes action when a powered device
               		  consumes more power than the allocated maximum amount. 
               		
            

            
            		
            When PoE is enabled,
               		  the 
               		  switch senses the real-time power
               		  consumption of the powered device. This feature is called 
               		  power
                  			 monitoring or 
               		  power sensing.
               		  The 
               		  switch also polices the power usage with
               		  the 
               		  power policing 
                  		  feature.
               		
            

            
            		
            When power policing
               		  is enabled, the 
               		  switch uses one of the these values as the
               		  cutoff power on the PoE port in this order:
               		
            

            
            		
            
               	The user-defined power level
                  			 that limits the power allowed on the port when you enter the 
                  			 power inline auto
                        				  max 
                  			 max-wattage
                  			 or the 
                  			 power inline static
                        				  max 
                  			 max-wattage
                  			 interface configuration command
                  		  
               

               
               	 
                  			 
                  The 
                     				switch automatically sets the power usage
                     				of the device by using CDP power negotiation or by the IEEE classification and
                     				LLPD power negotiation.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            		
            		
            If you do not
               		  manually configure the cutoff-power value, the 
               		  switch automatically determines it by using
               		  CDP power negotiation or the device IEEE classification and LLDP power
               		  negotiation. If CDP or LLDP are not enabled, the default value of 30 W is
               		  applied. However without CDP or LLDP, the 
               		  switch does not allow devices to consume
               		  more than 15.4 W of power because values from 15400 to 30000 mW are only
               		  allocated based on CDP or LLDP requests. If a powered device consumes more than
               		  15.4 W without CDP or LLDP negotiation, the device might be in violation of the
               		  maximum current 
               		  Imax
               		  limitation and might experience an 
               		  Icut fault for
               		  drawing more current than the maximum. The port remains in the fault state for
               		  a time before attempting to power on again. If the port continuously draws more
               		  than 15.4 W, the cycle repeats.
               		
            

            
            		
            When a powered
               		  device connected to a PoE+ port restarts and sends a CDP or LLDP packet with a
               		  power TLV, the 
               		  switch locks to the power-negotiation
               		  protocol of that first packet and does not respond to power requests from the
               		  other protocol. For example, if the 
               		  switch is locked to CDP, it does not
               		  provide power to devices that send LLDP requests. If CDP is disabled after the 
               		  switch has locked on it, the 
               		  switch does not respond to LLDP power
               		  requests and can no longer power on any accessories. In this case, you should
               		  restart the powered device.
               		
            

            
            		
            If power policing is
               		  enabled, the 
               		  switch polices power usage by comparing the
               		  real-time power consumption to the maximum power allocated on the PoE port. If
               		  the device uses more than the maximum power allocation (or 
               		  cutoff power)
               		  on the port, the 
               		  switch either turns power off to the port,
               		  or the 
               		  switch generates a syslog message and
               		  updates the LEDs (the port LEDs are blinking amber) while still providing power
               		  to the device. 
               		
            

            
            		
            
               	
                  			 
                  To configure the
                     				
                     				switch to turn off power to the port and
                     				put the port in the error-disabled state, use the 
                     				power inline
                           					 police interface configuration command.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  To configure
                     				the 
                     				switch to generate a syslog message while
                     				still providing power to the device, use the 
                     				power inline police action
                           					 log command. 
                     			 
                  

                  
                  		  
               

               
            

            
            		
            If you do not
               		  enter the 
               		  action log
               		  keywords, the default action is to shut down the port, turn off power to it,
               		  and put the port in the PoE error-disabled state. To configure the PoE port to
               		  automatically recover from the error-disabled state, use the 
               		  errdisable detect cause
                     				inline-power global configuration command to enable
               		  error-disabled detection for the PoE cause and the 
               		  errdisable recovery cause
                     				inline-power interval 
                  			 interval global configuration command to enable
               		  the recovery timer for the PoE error-disabled cause.
               		
            

            
            		
            
               
                  	[image: ../images/caut.gif]
Caution
                  	


 
                     		  
                     If policing is
                        			 disabled, no action occurs when the powered device consumes more than the
                        			 maximum power allocation on the port, which could adversely affect the 
                        			 switch.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            You can verify
               		  your settings by entering the 
               		  show power inline
                     				police privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to enable policing of the power consumption and configuring the 
               		  switch to generate a syslog message on the
               		  PoE port on a 
               		  switch:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# power inline police action log

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  power inline

               
               	
                  Configures the 	 power management mode on PoE ports.    

               
            

            
               	
                  show power inline

               
               	
                  Displays the PoE 	 status for the specified PoE port, the specified stack member, or for all PoE 	 ports in the switch stack.
                     
                  

               
            

         
      

      
      
   
      
      
      power supply

      
         

         
          
            		
            To configure and
               		  manage the internal power supplies on a switch, use the 
               		  power supply
               		  command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               power
                  
                  supply
                  
                  stack-member-number
                  
                  slot
                  
                  { A | B } 
                  
                  { off | on }  
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        stack-member-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Stack member
                           					 number for which to configure the internal power supplies. The range is 1 to 9,
                           					 depending on the number of switches in the stack.
                           				  
                        

                        
                        				  
                        This
                           					 parameter is available only on stacking-capable switches.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        slot
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Selects the
                           					 switch power supply to set.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        A
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Selects
                           					 the power supply in slot A.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        B
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Selects
                           					 the power supply in slot B.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	 
                                 					 
                                 Power
                                    						supply slot B is the closest slot to the outer edge of the switch. 
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        off
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Sets the
                           					 switch power supply to off.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        on
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Sets the
                           					 switch power supply to on.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The switch power
               		  supply is on. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	
                        				  
                        Release
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Modification
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            The 
               		  power supply
               		  command applies to a switch or to a switch stack where all switches are the
               		  same platform. 
               		
            

            
            		
            In a switch stack
               		  with the same platform switches, you must specify the stack member before
               		  entering the 
               		  slot {A | 
                  			 B} 
               		  off or 
               		  on keywords.
               		
            

            
            		
            To return to the
               		  default setting, use the 
               		  power supply 
                  			 stack-member-number 
                  			 on command.
               		
            

            
            		
            You can verify
               		  your settings by entering the 
               		  show env
                     				power privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to set the power supply in slot A to off:
               		
            

            
            		Switch> power supply 2 slot A off
Disabling Power supply A may result in a power loss to PoE devices and/or switches ...
Continue? (yes/[no]): yes
Switch
Jun 10 04:52:54.389: %PLATFORM_ENV-6-FRU_PS_OIR: FRU Power Supply 1 powered off
Jun 10 04:52:56.717: %PLATFORM_ENV-1-FAN_NOT_PRESENT: Fan is not present



            
            		This example shows
               		  how to set the power supply in slot A to on: 
               		
            

            
            		Switch> power supply 1 slot B on
Jun 10 04:54:39.600: %PLATFORM_ENV-6-FRU_PS_OIR: FRU Power Supply 1 powered on



            
            		This example shows
               		  the output of the show env power command:
               		
            

            
            		Switch> show env power
SW  PID                 Serial#     Status           Sys Pwr  PoE Pwr  Watts
--  ------------------  ----------  ---------------  -------  -------  -----
1A  PWR-1RUC2-640WAC    DCB1705B05B OK               Good     Good     250/390
1B  Not Present



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show env

               
               	
                  Displays fan, temperature,  RPS availability, and power             information.

               
            

         
      

      
      
   
      
      
      show CAPWAP summary

      
         

         
         
            
            To display all the CAPWAP tunnels established by the controller to access points and other mobility controllers use the 
               show 
                     CAPWAP summary command.
            

            
            
         

         
         
            
            
               show
                  
                  CAPWAP summary
                  
                  
               

            

            
         

         
         
            Syntax Description
	
            		
            This command has no arguments or keywords.
               	 
            

            
            	 
         

         
         
            Command Default

            
            
               
               None
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to display CAPWAP tunnels established by the controllers to the access points and other controllers.
               
            

            
            Switch# show capwap summary
CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels = 8 
Number of Capwap Mobility Tunnels = 0 
Number of Capwap Multicast Tunnels = 0 
Name APName Type PhyPortIf Mode McastIf
------ -------------------------------- ---- --------- ---------
-------
Ca4 AP-Behind-Router data - unicast - 
Ca0 AP1142-kat data - unicast - 
Ca5 APRFCHAMBER2-EDISON data - unicast - 
Ca6 KATANA_2_RF data - unicast - 
Ca1 AP-1040-RF data - unicast - 
Ca7 KATANA_1_RF data - unicast - 
Ca2 AP3500-2027 data - unicast - 
Ca3 AP-1040-out data - unicast -

            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      show controllers
         	 cpu-interface
      

      
         

         
          
            		
            To display the state
               		  of the CPU network interface ASIC and the send and receive statistics for
               		  packets reaching the CPU, use the 
               		  show 
                     			 controllers 
                     			 cpu-interface command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  controllers
                  
                  cpu-interface 
                  
                  [  switch
                  
                  stack-member-number  ]  
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        switch 
                                 						stack-member-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Specifies the stack member number.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC 

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            This display
               		  provides information that might be useful for Cisco technical support
               		  representatives troubleshooting the switch. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This is a partial
               		  output example from the 
               		  show 
                     			 controllers 
                     			 cpu-interface command:
               		
            

            
            		
            		Switch# show controllers cpu-interface switch 1
cpu-queue-frames  retrieved dropped invalid hol-block

----------------  --------- ------- ------- ---------

Routing Protocol          0         0     0     0
L2 Protocol          241567         0     0     0
sw forwarding             0         0     0     0
broadcast             68355         0     0     0
icmp                      0         0     0     0
icmp redirect             0         0     0     0
logging                   0         0     0     0
rpf-fail                  0         0     0     0
DOT1X authentication 328174         0     0     0
Forus Traffic             0         0     0     0
Forus Resolution          0         0     0     0
Wireless q5               0         0     0     0
Wireless q1               0         0     0     0
Wireless q2               0         0     0     0
Wireless q3               0         0     0     0
Wireless q4               0         0     0     0
Learning cache            0         0     0     0
Topology control     820408         0     0     0
Proto snooping            0         0     0     0
BFD Low latency           0         0     0     0
Transit Traffic           0         0     0     0
Multi End station         0         0     0     0
Health Check              0         0     0     0
Crypto control            0         0     0     0
Exception                 0         0     0     0
General Punt              0         0     0     0
NFL sampled data          0         0     0     0
STG cache                 0         0     0     0
EGR exception             0         0     0     0
show forward              0         0     0     0
Multicast data            0         0     0     0
Gold packet               0         0     0     0

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show controllers ethernet-controller

               
               	
                  Displays 	 per-interface send and receive statistics read from the hardware with keywords.   

               
            

            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      show controllers
         	 ethernet-controller
      

      
         

         
         
            		 
            		
            To display
               		  per-interface send and receive statistics read from the hardware with keywords,
               		  use the 
               		  show 
                     			 controllers 
                     			 ethernet-controller command in EXEC mode. 
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  controllers
                  
                  ethernet-controller
                  
                  [ interface-id ] 
                  
                  [ down-when-looped | phy
                  
                  [ detail ]   ] 
                  
                  [ port-asic
                  
                  statistics
                  
                  { exceptions | interface
                  
                  interface-id
                  
                  { l2 | l3 }   | l3-ifid
                  
                  if-id  | port-ifid
                  
                  if-id  | vlan-ifid
                  
                  if-id  } 
                  
                  [ switch
                  
                  stack-member-number ] 
                  
                  [ asic
                  
                  asic-number ]  ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        interface-id
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 ID of the physical interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        down-when-looped
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays states related to down-when-looped detection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        phy
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the status of the internal registers on the switch physical layer
                           					 device (PHY) for the device or the interface. This display includes the
                           					 operational state of the automatic medium-dependent interface crossover
                           					 (auto-MDIX) feature on an interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        detail
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays details about the PHY internal registers. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                         
                           					 port-asic 
                              					  
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays information about the port ASIC internal registers.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        statistics
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 port ASIC statistics, including the Rx/Sup Queue and miscellaneous statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        exceptions
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Displays
                           					 port ASIC exception statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        interface 
                                 						interface-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the interface for which to display port ASIC statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        l2
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 statistics for the Layer 2 interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        l3
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays
                           					 statistics for the Layer 3 interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        l3-ifid 
                                 						if-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the Layer 3 IF interface ID for which to display port ASIC statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        port-ifid 
                                 						if-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the PortIF interface ID for which to display port ASIC statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan-ifid 
                                 						if-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the VLANIF interface ID for which to display port ASIC statistics.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        switch 
                                 						stack-member-number
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies the stack member number for which to display send and receive
                           					 statistics. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        asic 
                                 						asic-number
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies the ASIC number.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Modes
 
            		
            User EXEC (only supported with the interface-id keywords in user EXEC mode)
            

            
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            Without keywords,
               		  this command provides the RMON statistics for all interfaces or for the
               		  specified interface.
               		
            

            
            		
            To display the
               		  interface internal registers, use the 
               		  phy keyword.
               		  To display information about the port ASIC, use the 
               		  port-asic
               		  keyword.
               		
            

            
            		
            When you enter the
               		  
               		  phy or 
               		  port-asic
               		  keywords, the displayed information is useful primarily for Cisco technical
               		  support representatives troubleshooting the switch. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of output from the 
               		  show 
                     			  
                  			 controllers 
                     			  
                  			 ethernet-controller command for an interface: 
               		
            

            
            		Switch# show controllers ethernet-controller gigabitethernet1/0/1
Transmit                  GigabitEthernet1/0/1          Receive
   19216827 Total bytes                           0 Total bytes
      41935 Unicast frames                        0 Unicast frames
    2683840 Unicast bytes                         0 Unicast bytes
     216662 Multicast frames                      0 Multicast frames
   16532987 Multicast bytes                       0 Multicast bytes
          0 Broadcast frames                      0 Broadcast frames
          0 Broadcast bytes                       0 Broadcast bytes
          0 System FCS error frames               0 IpgViolation frames
          0 MacUnderrun frames                    0 MacOverrun frames
          0 Pause frames                          0 Pause frames
          0 Cos 0 Pause frames                    0 Cos 0 Pause frames
          0 Cos 1 Pause frames                    0 Cos 1 Pause frames
          0 Cos 2 Pause frames                    0 Cos 2 Pause frames
          0 Cos 3 Pause frames                    0 Cos 3 Pause frames
          0 Cos 4 Pause frames                    0 Cos 4 Pause frames
          0 Cos 5 Pause frames                    0 Cos 5 Pause frames
          0 Cos 6 Pause frames                    0 Cos 6 Pause frames
          0 Cos 7 Pause frames                    0 Cos 7 Pause frames
          0 Oam frames                            0 OamProcessed frames
          0 Oam frames                            0 OamDropped frames
     251598 Minimum size frames                   0 Minimum size frames
          0 65 to 127 byte frames                 0 65 to 127 byte frames
          0 128 to 255 byte frames                0 128 to 255 byte frames
       6999 256 to 511 byte frames                0 256 to 511 byte frames
          0 512 to 1023 byte frames               0 512 to 1023 byte frames
          0 1024 to 1518 byte frames              0 1024 to 1518 byte frames
          0 1519 to 2047 byte frames              0 1519 to 2047 byte frames
          0 2048 to 4095 byte frames              0 2048 to 4095 byte frames
          0 4096 to 8191 byte frames              0 4096 to 8191 byte frames
          0 8192 to 16383 byte frames             0 8192 to 16383 byte frames
          0 16384 to 32767 byte frame             0 16384 to 32767 byte frame
          0 > 32768 byte frames                   0 > 32768 byte frames
          0 Late collision frames                 0 SymbolErr frames
          0 Excess Defer frames                   0 Collision fragments
          0 Good (1 coll) frames                  0 ValidUnderSize frames
          0 Good (>1 coll) frames                 0 InvalidOverSize frames
          0 Deferred frames                       0 ValidOverSize frames
          0 Gold frames dropped                   0 FcsErr frames
          0 Gold frames truncated
          0 Gold frames successful
          0 1 collision frames
          0 2 collision frames
          0 3 collision frames
          0 4 collision frames
          0 5 collision frames
          0 6 collision frames
          0 7 collision frames
          0 8 collision frames
          0 9 collision frames
          0 10 collision frames
          0 11 collision frames
          0 12 collision frames
          0 13 collision frames
          0 14 collision frames
          0 15 collision frames
          0 Excess collision frames

LAST UPDATE 850 msecs AGO	
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                           Excessive
                              					 collisions
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames that could not be sent on an interface after 16 collisions occur.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Late
                              					 collisions
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           After a
                              					 frame is sent, the number of frames dropped because late collisions were
                              					 detected while the frame was sent.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           VLAN
                              					 discard frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames dropped on an interface because the CFI1 bit is set.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Excess
                              					 defer frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames that are not sent after the time exceeds the maximum-packet time.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           64 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are 64 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           127 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are from 65 to 127 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           255 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are from 128 to 255 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           511 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are from 256 to 511 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           1023 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are from 512 to 1023 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           1518 byte
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames sent on an interface that are from 1024 to 1518 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Too large
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames sent on an interface that are larger than the maximum allowed frame
                              					 size.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Good (1
                              					 coll) frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames that are successfully sent on an interface after one collision
                              					 occurs. This value does not include the number of frames that are not
                              					 successfully sent after one collision occurs.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            1  CFI = Canonical Format
               						Indicator
            
 
            		
            
            
               
                  Receive Field
                        		  Descriptions
                  
                     
                        	 
                           				  
                           Field
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Total
                              					 Bytes
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of memory (in bytes) used by frames received on an interface, including
                              					 the FCS2 value and the incorrectly formed frames. This value
                              					 excludes the frame header bits.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Unicast
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames successfully received on the interface that are directed to
                              					 unicast addresses.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Unicast
                              					 bytes
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of memory (in bytes) used by unicast frames received on an interface,
                              					 including the FCS value and the incorrectly formed frames. This value excludes
                              					 the frame header bits.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Multicast
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of memory (in bytes) used by multicast frames received on an interface,
                              					 including the FCS value and the incorrectly formed frames. This value excludes
                              					 the frame header bits.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Multicast
                              					 bytes
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of bytes successfully received on the interface that are directed to
                              					 multicast addresses.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Broadcast
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames successfully received on an interface that are directed to
                              					 broadcast addresses.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Broadcast
                              					 bytes
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of memory (in bytes) used by broadcast frames received on an interface,
                              					 including the FCS value and the incorrectly formed frames. This value excludes
                              					 the frame header bits.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           IpgViolation frames
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of frames with an interpacket gap (IPG) violation.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           MacOverrun
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of frames with MacOverrun errors. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Pause
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of pause frames received on an interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Cos x
                              					 Pause frames
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of class of service (CoS) x pause frames received on an interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           OamProcessed
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of Ethernet Operations, Administration, and Maintenance (OAM) frames
                              					 that are processed on an interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           OamDropped
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of Ethernet Operations, Administration, and Maintenance (OAM) frames
                              					 that are dropped on an interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Minimum
                              					 size frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are the minimum frame size.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           65 to 127
                              					 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 65 to 127 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           128 to 255
                              					 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 128 to 255 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           256 to 511
                              					 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 256 to 511 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           512 to
                              					 1023 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 512 to 1023 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           1024 to
                              					 1518 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 1024 to 1518 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           1519 to
                              					 2047 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 1519 to 2047 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           2048 to
                              					 4095 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 2048 to 4095 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           4096 to
                              					 8191 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 4096 to 8191 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           8192 to
                              					 16383 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 8192 to 16383 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           16384 to
                              					 32767 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames that are from 16384 to 32767 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           > 32768
                              					 byte frames
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           The total
                              					 number of frames that are greater than 32768 bytes.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Symbol
                              					 error frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames received on an interface that have symbol errors.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Collision
                              					 fragments 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of collision fragments received on an interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Valid
                              					 undersize frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames received on an interface that are smaller than 64 bytes (or 68 bytes
                              					 for VLAN-tagged frames) and that have valid FCS values. The frame size includes
                              					 the FCS bits but excludes the frame header bits.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Invalid
                              					 oversize frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames received that were larger than maximum allowed maximum transmission
                              					 unit (MTU) size (including the FCS bits and excluding the frame header) and
                              					 that have either an FCS error or an alignment error.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Valid
                              					 oversize frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The number
                              					 of frames received on an interface that are larger than the maximum allowed
                              					 frame size and have valid FCS values. The frame size includes the FCS value but
                              					 does not include the VLAN tag.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           FcsErr
                              					 frames
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 number of frames received on an interface that have a valid length (in bytes)
                              					 but do not have the correct FCS values.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            2  FCS = frame
               						check sequence 
               					 
            

            		 
            		
            This is an example
               		  of output from the 
               		  show 
                     			 controllers 
                     			 ethernet-controller 
                     			 phy command for a specific interface:
               		
            

            
            		Switch# show controllers ethernet-controller gigabitethernet1/0/2 phy
Gi1/0/2 (gpn: 2, port-number: 2)
-----------------------------------------------------------
 0000 : 1140  Control Register                   :  0001 0001 0100 0000
 0001 : 7949  Control STATUS                     :  0111 1001 0100 1001
 0002 : 0141  Phy ID 1                           :  0000 0001 0100 0001
 0003 : 0EE0  Phy ID 2                           :  0000 1110 1110 0000
 0004 : 03E1  Auto-Negotiation Advertisement     :  0000 0011 1110 0001
 0005 : 0000  Auto-Negotiation Link Partner      :  0000 0000 0000 0000
 0006 : 0004  Auto-Negotiation Expansion Reg     :  0000 0000 0000 0100
 0007 : 2001  Next Page Transmit Register        :  0010 0000 0000 0001
 0008 : 0000  Link Partner Next page Registe     :  0000 0000 0000 0000
 0010 : 3B60  PHY Specific Control               :  0011 1011 0110 0000
 0011 : 8010  PHY Specific Status                :  1000 0000 0001 0000
 0012 : 6404  PHY Specific Interrupt Enable      :  0110 0100 0000 0100
 0013 : 0000  PHY Specific Interrupt Status      :  0000 0000 0000 0000

            
            		 
            		 
            		 
            		 
            		 
            		 
            		 
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show controllers cpu-interface

               
               	
                  Displays the 	 state of the CPU network interface ASIC and the send and receive statistics for 	 packets reaching the CPU.
                     
                  

               
            

         
      

      
      
   
      
      
      show controllers
         	 utilization
      

      
         

         
          
            		
            To display bandwidth
               		  utilization, use the 
               		  show controllers
                     				utilization command in EXEC mode. 
               		
            

            
            	 
         

         
          
            		
            
               show
                     				  controllers
                  
                  [ interface-id ] 
                  
                  utilization

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        interface-id 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional) ID of the physical
                           					 interface. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            User EXEC

            
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples
 
            		
            This is an example of output
               		  from the 
               		  show controllers
                     				utilization command: 
               		
            

            
            		 
            		Switch> show controllers utilization
Port       Receive Utilization  Transmit Utilization
Gi1/0/1            0                    0
Gi1/0/2            0                    0
Gi1/0/3            0                    0
Gi1/0/4            0                    0
Gi1/0/5            0                    0
Gi1/0/6            0                    0
Gi1/0/7            0                    0
<output truncated>
Gi2/0/1            0                    0
Gi2/0/2            0                    0
<output truncated>
Total Ports : 48
Switch Receive Bandwidth Percentage Utilization  : 0
Switch Transmit Bandwidth Percentage Utilization : 0

Average Switch Percentage Utilization : 0



            
            		This is an example of output
               		  from the 
               		  show controllers
                     				utilization command on a specific port: 
               		
            

            
            		Switch> show controllers gigabitethernet1/0/1 utilization
Receive Bandwidth Percentage Utilization   : 0
Transmit Bandwidth Percentage Utilization  : 0



            
            		
            
               
                  Show controllers utilization
                        		  Field Descriptions
                  
                     
                        	 
                           				  
                           Field 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Receive Bandwidth Percentage
                              					 Utilization 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Displays the received bandwidth usage of the switch, which is
                              					 the sum of the received traffic on all the ports divided by the switch receive
                              					 capacity. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Transmit Bandwidth Percentage
                              					 Utilization 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Displays the transmitted
                              					 bandwidth usage of the switch, which is the sum of the transmitted traffic on
                              					 all the ports divided it by the switch transmit capacity. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Average Switch Percentage
                              					 Utilization 
                              				  
                           

                           
                           				   
                           				
                        
                        
                        	 
                           				  
                           Displays the average of the
                              					 transmitted and received bandwidth usage of the switch. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
       show eee

      
         

         
         
            
            To display Energy Efficient Ethernet (EEE) information for an interface, use the 
               show eee
               
               command in EXEC mode. 
            

            
            
         

         
         
            
            
               show eee {  capabilities| status  } interfaceinterface-id

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                           capabilities
                           
                        
                     
                     
                     	
                        
                        Displays EEE capabilities for the specified interface.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                           status
                           
                        
                     
                     
                     	
                        
                        Displays EEE status information for the specified interface.

                        
                        
                     
                     
                  

                  
                  
                     	
                           interface interface-id
                           
                     
                     	
                        Specifies the interface for which to display EEE capabilities or  status information.

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            None

            
            
         

         
         
            Command Modes

            
            User EXEC

            
            
            Privileged EXEC

            
         

         
         Command History

         
         
            
               
                  
                     	
                        Release

                        
                     
                     
                     	
                        Modification

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        Cisco IOS XE 3.3SE

                        
                     
                     
                     	
                        This command was introduced. 
                           	 
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            You can enable EEE on devices that support low power idle (LPI) mode. Such devices can save power by entering LPI mode during
               periods of low power utilization. In LPI mode, systems on both ends of the link can save power by shutting down certain services.
               EEE provides the protocol needed to transition into and out of LPI mode in a way that is transparent to upper layer protocols
               and applications.
            

            
            To check if an interface is EEE capable, use the show eee capabilities command. You can enable EEE on an interface that is EEE capable by using the power efficient-ethernet auto interface configuration command.
            

            
            To view the EEE status, LPI status, and wake error count information for an interface, use the show eee status command. 
            

            
         

         
         
            Examples

            
            
             This is an example of output from the show eee capabilities command on an interface where EEE is enabled:
            

            
            
Switch# show eee capabilities interface gigabitethernet1/0/1
Gi1/0/1
        EEE(efficient-ethernet):  yes (100-Tx and 1000T auto)
        Link Partner           :  yes (100-Tx and 1000T auto)



             This is an example of output from the show eee capabilities command on an interface where EEE is not enabled:
            

            
            
Switch# show eee capabilities interface gigabitethernet2/0/1
Gi2/0/1
        EEE(efficient-ethernet):  not enabled
        Link Partner           :  not enabled



             This is an example of output from the show eee status command on an interface where EEE is enabled and operational. The table that follows describes the fields in the display.
            

            
            
Switch# show eee status interface gigabitethernet1/0/4
Gi1/0/4 is up
        EEE(efficient-ethernet):  Operational
        Rx LPI Status          :  Received
        Tx LPI Status          :  Received
        


             This is an example of output from the show eee status command on an interface where EEE operational and the ports are in low power save mode:
            

            
            
Switch# show eee status interface gigabitethernet1/0/3
Gi1/0/3 is up
        EEE(efficient-ethernet):  Operational
        Rx LPI Status          :  Low Power
        Tx LPI Status          :  Low Power
        Wake Error Count       :  0



             This is an example of output from the show eee status command on an interface where EEE is not enabled because a remote link partner is incompatible with EEE:
            

            
            
Switch# show eee status interface gigabitethernet1/0/3
Gi1/0/3 is down
        EEE(efficient-ethernet):  Disagreed
        Rx LPI Status          :  None
        Tx LPI Status          :  None
        Wake Error Count       :  0
        


            
            
            
               
                  show eee status Field Descriptions
                  
                     
                        	
                           Field

                           
                        
                        
                        	
                           Description

                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           EEE (efficient-ethernet)

                           
                        
                        
                        	
                           The EEE status for the interface. This field can have any of the following values:

                           
                           
                              	
                                  N/A—The port is not capable of EEE.

                                 
                              

                              
                              	
                                 Disabled—The port EEE is disabled.

                                 
                              

                              
                              	
                                  Disagreed—The port EEE is not set because a remote link partner might be incompatible with EEE; either it is not EEE capable,
                                    or its EEE setting is incompatible.
                                 

                                 
                              

                              
                              	
                                 Operational—The port EEE is enabled and operating.

                                 
                              

                              
                           

                           
                            If the interface speed is configured as 10 Mbps, EEE
                              is disabled internally. When the interface
                              speed moves back to auto, 100 Mbps or 1000 Mbps,  EEE becomes active
                              again.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Rx/Tx LPI Status

                           
                        
                        
                        	
                           The Low Power Idle (LPI) status for  the link partner. These fields can have any of the following values:

                           
                           
                              	
                                 N/A—The port is not capable of EEE.

                                 
                              

                              
                              	
                                  Interrupted—The link partner is in the process of moving  to low power mode.

                                 
                              

                              
                              	
                                  Low Power—The link partner is in low power mode.

                                 
                              

                              
                              	
                                 None— EEE is disabled or not capable at the link partner side.

                                 
                              

                              
                              	
                                  Received—The link partner is in low power mode and there is traffic activity.

                                 
                              

                              
                           

                           
                           If an interface is configured as half-duplex, the LPI status is None, which means the interface cannot be in low power mode
                              until it is configured as full-duplex.
                           

                           
                        
                        
                     

                     
                     
                        	
                           Wake Error Count

                           
                        
                        
                        	
                           The number of PHY wake-up faults that have occurred. A wake-up fault can occur when EEE is enabled and the connection to the
                              link partner is broken. 
                           

                           
                           This information is
                              useful for PHY debugging.
                           

                           
                           
                        
                        
                     

                     
                  
                  
               

               
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      show env

      
         

         
         
            
            To
               display fan, temperature, and power
               information, use the show env command in EXEC mode. 
            

            
            
         

         
         
            
            
               show
                  
                  env
                  
                  { all | fan | power
                  
                  [ all | switch
                  
                  [ stack-member-number ]   ]   | stack
                  
                  [ stack-member-number ] 
                  
                  | temperature
                  
                  [ status ]   } 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                        all

                        
                        
                     
                     
                     	
                        
                        Displays the fan and temperature environmental status and the status of the
                           internal power supplies.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        fan

                        
                        
                     
                     
                     	
                        
                        Displays the switch fan status. 

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        power

                        
                        
                     
                     
                     	
                        
                        Displays the internal power status of the active switch.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        all

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays the status of all the internal power supplies in a
                           standalone switch when the command is entered on the switch, or in all the
                           stack members when the command is entered on the active switch.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        switch

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays the status of the internal power supplies for each
                           switch in the stack or for the specified switch.
                        

                        
                        
                        This keyword is available only on stacking-capable switches.

                        
                        
                     
                     
                  

                  
                  
                     	
                        stack-member-number

                        
                     
                     
                     	
                        (Optional) Number of the stack member for which to display the status of the internal power supplies or  the environmental
                           status. 
                        

                        
                        The range is 1 to 9.

                        
                     
                     
                  

                  
                  
                     	
                        
                        stack

                        
                        
                     
                     
                     	
                        
                        Displays all environmental status for each switch in the stack or for the
                           specified switch. 
                        

                        
                        
                        This keyword is available only on stacking-capable switches.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        temperature

                        
                        
                     
                     
                     	
                        
                        Displays the switch temperature status.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        status

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays the switch internal temperature (not the external
                           temperature) and the threshold values. 
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            None

            
            
         

         
         
            Command Modes

            
            User EXEC

            
            Privileged EXEC

            
            
            
         

         
         Command History

         
         
            
               
                  
                     	
                        Release

                        
                     
                     
                     	
                        Modification

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        Cisco IOS XE 3.3SE

                        
                     
                     
                     	
                        This command was introduced. 
                           	 
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            Use the show  env EXEC command to display the information for
               the switch being accessed—a standalone switch or the active switch. Use this command with
               the stack and switch keywords to
               display all information for the stack or for the specified stack member.
            

            
            
            If you enter the show env temperature status command, the
               command output shows the switch temperature state and the threshold level. 
            

            
            
            You can also use the show env temperature command to display
               the switch temperature status. The command output shows the green and yellow states as
               OK and the red state as FAULTY. If you enter the show env
                     all command, the command output is the same as the show
                     env temperature status command output. 
            

            
            
         

         
         
            Examples

            
            This is an example of output from the show env all command:
            

            
            Switch>show env all
Switch 1 FAN 1 is OK
Switch 1 FAN 2 is OK
Switch 1 FAN 3 is OK
FAN PS-1 is OK
FAN PS-2 is NOT PRESENT
Switch 1: SYSTEM TEMPERATURE is OK
SW  PID                 Serial#     Status           Sys Pwr  PoE Pwr  Watts
--  ------------------  ----------  ---------------  -------  -------  -----
1A  PWR-C2-250WAC       LIT16372A1M  OK              Good     Good     250
1B  Not Present



            This is an example of output from the show env fan
               command:
            

            
Switch>show env fan
Switch 1 FAN 1 is OK
Switch 1 FAN 2 is OK
Switch 1 FAN 3 is OK
FAN PS-1 is NOT PRESENT
FAN PS-2 is OK



            
            
            
            This is an example of output from the show env power all command
               on the active switch:
            

            
Switch# show env power all
SW  PID                 Serial#     Status           Sys Pwr  PoE Pwr  Watts
--  ------------------  ----------  ---------------  -------  -------  -----
1A  PWR-C2-250WAC       LIT16372A1M  OK              Good     Good     250
1B  Not Present



            
            This is an example of output from the show env stack command
               on the active switch:
            

            
Switch> show env stack
SWITCH: 1
Switch 1 FAN 1 is OK
Switch 1 FAN 2 is OK
Switch 1 FAN 3 is OK
FAN PS-1 is NOT PRESENT
FAN PS-2 is OK
Switch 1: SYSTEM TEMPERATURE is OK
Temperature Value: 28 Degree Celsius
Temperature State: GREEN
Yellow Threshold : 41 Degree Celsius
Red Threshold    : 56 Degree Celsius



            
            
            This example shows how to display the temperature value, state, and the threshold values
               on a standalone switch. The table describes the temperature states in the command
               output.
            

            
            
Switch> show env temperature status
Temperature Value: 33 Degree Celsius
Temperature State: GREEN
Yellow Threshold : 65 Degree Celsius
Red Threshold    : 75 Degree Celsius



            
            
            
               
                  States in the show env temperature status Command Output
                  
                     
                        	
                           
                           State

                           
                           
                        
                        
                        	
                           
                           Description

                           
                           
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           
                           Green

                           
                           
                        
                        
                        	
                           
                           The switch temperature is in the normal operating range. 
                           

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                           Yellow

                           
                           
                        
                        
                        	
                           
                           The temperature is in the warning range. You should check the
                              external temperature around the switch.
                           

                           
                           
                        
                        
                     

                     
                     
                        	
                           
                           Red

                           
                           
                        
                        
                        	
                           
                           The temperature is in the critical range. The switch might not run
                              properly if the temperature is in this range.
                           

                           
                           
                        
                        
                     

                     
                  
                  
               

               
            

            
            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      show errdisable
         	 detect
      

      
         

         
         
            		
            To display error-disabled
               		  detection status, use the 
               		  show errdisable
                     				detect command in EXEC mode.
               		
            

            
            	 
         

         
         
            		
            
               show errdisable
                     				  detect

            

            	 
         

         
         
            Syntax Description

            		
            This command has no arguments
               		  or keywords.
               		
            

            
            	 
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            User EXEC

            
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            A gbic-invalid error reason
               		  refers to an invalid small form-factor pluggable (SFP) module.
               		
            

            
            		
            The error-disable reasons in
               		  the command output are listed in alphabetical order. The mode column shows how
               		  error-disable is configured for each feature.
               		
            

            
            		
            You can configure
               		  error-disabled detection in these modes:
               		
            

            
            		
            
               	
                  			 
                  port mode—The entire physical
                     				port is error-disabled if a violation occurs.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  vlan mode—The VLAN is
                     				error-disabled if a violation occurs.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  port/vlan mode—The entire
                     				physical port is error-disabled on some ports and is per-VLAN error-disabled on
                     				other ports.
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
         
            Examples

            		
            This is an example of output
               		  from the 
               		  show errdisable
                     				detect command:
               		
            

            
            		
            		
            		
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  errdisable detect cause

               
               	
                  Enables 	 error-disabled detection for a specific cause or all causes.   

               
            

            
               	
                  show errdisable recovery

               
               	
                  Displays the 	 error-disabled recovery timer information.   

               
            

         
      

      
      
   
      
      
      show errdisable
         	 recovery
      

      
         

         
         
            		
            To display the error-disabled
               		  recovery timer information, use the 
               		  show errdisable
                     				recovery command in EXEC mode.
               		
            

            
            	 
         

         
         
            		
            
               show errdisable
                     				  recovery

            

            	 
         

         
         
            Syntax Description

            		
            This command has no arguments
               		  or keywords.
               		
            

            
            	 
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            User EXEC

            
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            A gbic-invalid error-disable
               		  reason refers to an invalid small form-factor pluggable (SFP) module interface.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     Though visible in the output,
                        			 the unicast-flood field is not valid.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Examples

            		
            This is an example of output
               		  from the 
               		  show errdisable
                     				recovery command:
               		
            

            
            		
            		
            		
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  errdisable recovery cause

               
               	
                  Enables the 	 error-disabled mechanism to recover from a specific cause.   

               
            

            
               	
                  errdisable recovery interval

               
               	
                  Specifies the 	 time to recover from an error-disabled state.   

               
            

            
               	
                  show errdisable detect

               
               	
                  Displays 	 error-disabled detection status.   

               
            

         
      

      
      
   
      
      
      show
         	 interfaces
      

      
         

         
          
            		
             To display the
               		  administrative and operational status of all interfaces or for a specified
               		  interface, use the 
               		  show interfaces
               		  command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  interfaces
                  
                  [ interface-id | vlan
                  
                  vlan-id  ] 
                  
                  [ accounting | capabilities
                  
                  [ module
                  
                  number ]   | debounce | description | etherchannel  | flowcontrol  | pruning | stats | status
                  
                  [ err-disabled ]   | trunk ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 interface-id 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 ID of the interface. Valid interfaces include physical ports (including type,
                           					 stack member for stacking-capable switches, module, and port number) and port
                           					 channels. The port channel range is 1 to 48.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 vlan 
                              					 vlan-id 
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 VLAN identification. The range is 1 to 4094.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 accounting 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays accounting information on the interface, including active protocols
                           					 and input and output packets and octets.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 The
                                    						display shows only packets processed in software; hardware-switched packets do
                                    						not appear.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 capabilities 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the capabilities of all interfaces or the specified interface,
                           					 including the features and options that you can configure on the interface.
                           					 Though visible in the command line help, this option is not available for VLAN
                           					 IDs.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 module 
                              					 number 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays capabilities of all interfaces on the switch or specified stack
                           					 member.
                           				  
                        

                        
                        				  
                        				  
                        				  
                        This
                           					 option is not available if you entered a specific interface ID.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 debounce 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays port debounce timer information for an interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 description 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the administrative status and description set for an interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 etherchannel 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays interface EtherChannel information.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 flowcontrol 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays interface flow control information.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 mtu 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the MTU for each interface or for the specified interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 pruning 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays trunk VTP pruning information for the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 stats 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the input and output packets by switching the path for the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 status 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the status of the interface. A status of unsupported in the Type field
                           					 means that a non-Cisco small form-factor pluggable (SFP) module is inserted in
                           					 the module slot.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 err-disabled 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays interfaces in an error-disabled state.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 trunk 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays interface trunk information. If you do not specify an interface, only
                           					 information for active trunking ports appears.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     Though visible
                        			 in the command-line help strings, the 
                        			 crb, 
                        			 fair-queue, 
                        			 irb, 
                        			 mac-accounting, 
                        			 precedence, 
                        			 random-detect, 
                        			 and 
                           			 rate-limit
                        			 keywords are not supported.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		The 
               		  show interfaces
                     				capabilities command with different keywords has these
               		  results:
            		
            
               	
                  			 
                   Use the 
                     				show interface capabilities
                           					 module 
                           				  number command to display the capabilities of all
                     				interfaces on that switch in the stack. If there is no switch with that module
                     				number in the stack, there is no output.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Use the 
                     				show interfaces 
                           				  interface-id 
                           				  capabilities to display the capabilities of the
                     				specified interface.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Use the 
                     				show interfaces
                           					 capabilities (with no module number or interface ID) to display
                     				the capabilities of all interfaces in the stack.
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of output from the 
               		  show
                     				interfaces command for an interface on stack member 3:
               		
            

            
            		Switch# show interfaces gigabitethernet3/0/2
GigabitEthernet3/0/2 is down, line protocol is down (notconnect)
  Hardware is Gigabit Ethernet, address is 2037.064d.4381 (bia 2037.064d.4381)
  MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
     reliability 255/255, txload 1/255, rxload 1/255
  Encapsulation ARPA, loopback not set
  Keepalive set (10 sec)
  Auto-duplex, Auto-speed, media type is 10/100/1000BaseTX
  input flow-control is off, output flow-control is unsupported
  ARP type: ARPA, ARP Timeout 04:00:00
  Last input never, output never, output hang never
  Last clearing of "show interface" counters never
  Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
  Queueing strategy: fifo
  Output queue: 0/40 (size/max)
  5 minute input rate 0 bits/sec, 0 packets/sec
  5 minute output rate 0 bits/sec, 0 packets/sec
     0 packets input, 0 bytes, 0 no buffer
     Received 0 broadcasts (0 multicasts)
     0 runts, 0 giants, 0 throttles
     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
     0 watchdog, 0 multicast, 0 pause input
     0 input packets with dribble condition detected
     0 packets output, 0 bytes, 0 underruns
     0 output errors, 0 collisions, 1 interface resets
     0 unknown protocol drops
     0 babbles, 0 late collision, 0 deferred
     0 lost carrier, 0 no carrier, 0 pause output
     0 output buffer failures, 0 output buffers swapped out



            
            		This is an example
               		  of output from the 
               		  show interfaces
                     				accounting command:
               		
            

            
            		
            		
            		
            		
            This is an example
               		  of output from the 
               		  show interfaces
                     				capabilities command for an interface:
               		
            

            
            		
            		
            		
            		
            		
            This is an example
               		  of output from the 
               		  show interfaces 
                     			 interface 
                  			 description command when the interface has been
               		  described as 
               		  Connects to
                  			 Marketing by using the 
               		  description
               		  interface configuration command:
               		
            

            
            		Switch# show interfaces gigabitethernet1/0/2 description
Interface                      Status         Protocol Description
Gi1/0/2                        up             down     Connects to Marketing



            
            		This is an example
               		  of output from the 
               		  show interfaces
                     				etherchannel command when port channels are configured on the
               		  switch:
               		
            

            
            		
            		Switch# show interfaces etherchannel
----
Port-channel34:
Age of the Port-channel   = 28d:18h:51m:46s
Logical slot/port   = 12/34          Number of ports = 0
GC                  = 0x00000000      HotStandBy port = null
Passive port list   =
Port state          = Port-channel L3-Ag Ag-Not-Inuse
Protocol            =    -
Port security       = Disabled



            
            		This is an example
               		  of output from the 
               		  show interfaces 
                     			 interface-id 
                     			 pruning command when pruning is enabled in the VTP
               		  domain:
               		
            

            
            		Switch# show interfaces gigabitethernet1/0/2 pruning
Port 				 Vlans pruned for lack of request by neighbor
Gi1/0/2   3,4

Port 			  Vlans traffic requested of neighbor
Gi1/0/2   1-3



            
            		This is an example
               		  of output from the 
               		  show interfaces
                     				stats command for a specified VLAN interface:
               		
            

            
            		Switch# show interfaces vlan 1 stats
Switching path    Pkts In    Chars In    Pkts Out    Chars Out
     Processor    1165354   136205310      570800     91731594
   Route cache          0           0           0            0
         Total    1165354   136205310      570800     91731594



            
            		This is an example
               		  of partial output from the 
               		  show interfaces
                     				status command. It displays the status of all interfaces:
               		
            

            
            		
            		
            		
            		
            		
            		
            		
            		
            This is an example of
               		  output from the 
               		  show interfaces 
                  			 interface-id 
                  			 status command:
               		
            

            
            		Switch# show interfaces gigabitethernet1/0/20 status
Port      Name               Status       Vlan       Duplex  Speed       Type
Gi1/0/20                     notconnect   1            auto   auto 10/100/1000Ba
seTX



            
            		This is an example
               		  of output from the 
               		  show interfaces status
                     				err-disabled command. It displays the status of interfaces in the
               		  error-disabled state:
               		
            

            
            		Switch# show interfaces status err-disabled
Port 		   Name       Status         Reason
Gi1/0/2              err-disabled   gbic-invalid
Gi2/0/3              err-disabled   dtp-flap



            
            		This is an example
               		  of output from the 
               		  show interfaces 
                     			 interface-id 
                     			 pruning command:
               		
            

            
            		Switch# show interfaces gigabitethernet1/0/2 pruning
Port Vlans pruned for lack of request by neighbor



            
            		This is an example
               		  of output from the 
               		  show interfaces 
                     			 interface-id 
                     			 trunk command. It displays trunking information
               		  for the port.
               		
            

            
            		
            		Switch# show interfaces gigabitethernet1/0/1 trunk
Port        Mode             Encapsulation  Status        Native vlan
Gi1/0/1     on               802.1q         other         10

Port        Vlans allowed on trunk
Gi1/0/1     none

Port        Vlans allowed and active in management domain
Gi1/0/1     none

Port        Vlans in spanning tree forwarding state and not pruned
Gi1/0/1     none



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces counters

               
               	
                  Displays various 	 counters for the switch or for a specific interface.   

               
            

            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

            
               	
                  show interfaces transceiver

               
               	
                  Displays the physical properties of a small form-factor pluggable (SFP) module interface.

               
            

         
      

      
      
   
      
      
      show interfaces
         	 counters
      

      
         

         
          
            		
            To display various
               		  counters for the switch or for a specific interface, use the 
               		  show interfaces
                     				counters command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  interfaces
                  
                  [ interface-id ] 
                  
                  counters
                  
                  [ errors | etherchannel | module
                  
                  stack-member-number  | protocol
                  
                  status  | trunk ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 interface-id 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 ID of the physical interface, including type, stack member (stacking-capable
                           					 switches only) module, and port number.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 errors 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays error counters.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 etherchannel 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays EtherChannel counters, including octets, broadcast packets, multicast
                           					 packets, and unicast packets received and sent.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 module 
                              					 stack-member-number 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays counters for the specified stack member. 
                           				  
                        

                        
                        				  
                        				  
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 In this
                                    						command, the 
                                    						module keyword
                                    						refers to the stack member number. The module number that is part of the
                                    						interface ID is always zero.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 protocol 
                              					 status 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the status of protocols enabled on interfaces.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 trunk 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays trunk counters.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     Though visible in
                        			 the command-line help string, the 
                        			 vlan 
                              				vlan-id keyword is not supported.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            If you do not enter
               		  any keywords, all counters for all interfaces are included.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of partial output from the 
               		  show interfaces
                     				counters command. It displays all counters for the switch.
               		
            

            
            		Switch# show interfaces counters
Port            InOctets    InUcastPkts    InMcastPkts    InBcastPkts
Gi1/0/1                0              0              0              0
Gi1/0/2                0              0              0              0
Gi1/0/3         95285341          43115        1178430           1950
Gi1/0/4                0              0              0              0

<output truncated>



            
            		This is an example
               		  of partial output from the 
               		  show interfaces counters
                     				module command for stack member 2. It displays all counters for
               		  the specified switch in the stack.
               		
            

            
            		Switch# show interfaces counters module 2
Port            InOctets    InUcastPkts    InMcastPkts    InBcastPkts
Gi1/0/1              520              2              0              0
Gi1/0/2              520              2              0              0
Gi1/0/3              520              2              0              0
Gi1/0/4              520              2              0              0

<output truncated>



            
            		This is an example
               		  of partial output from the 
               		  show interfaces counters
                     				protocol status command for all interfaces:
               		
            

            
            		Switch# show interfaces counters protocol status
Protocols allocated:
Vlan1: Other, IP
Vlan20: Other, IP, ARP
Vlan30: Other, IP, ARP
Vlan40: Other, IP, ARP
Vlan50: Other, IP, ARP
Vlan60: Other, IP, ARP
Vlan70: Other, IP, ARP
Vlan80: Other, IP, ARP
Vlan90: Other, IP, ARP
Vlan900: Other, IP, ARP
Vlan3000: Other, IP
Vlan3500: Other, IP
GigabitEthernet1/0/1: Other, IP, ARP, CDP
GigabitEthernet1/0/2: Other, IP
GigabitEthernet1/0/3: Other, IP
GigabitEthernet1/0/4: Other, IP
GigabitEthernet1/0/5: Other, IP
GigabitEthernet1/0/6: Other, IP
GigabitEthernet1/0/7: Other, IP
GigabitEthernet1/0/8: Other, IP
GigabitEthernet1/0/9: Other, IP
GigabitEthernet1/0/10: Other, IP, CDP

<output truncated>



            
            		This is an example
               		  of output from the 
               		  show interfaces counters
                     				trunk command. It displays trunk counters for all interfaces.
               		
            

            
            		Switch# show interfaces counters trunk
Port        TrunkFramesTx   TrunkFramesRx   WrongEncap
Gi1/0/1                 0               0            0
Gi1/0/2                 0               0            0
Gi1/0/3             80678               0            0
Gi1/0/4             82320               0            0
Gi1/0/5                 0               0            0

<output truncated>

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      show interfaces
         	 switchport
      

      
         

         
         
            		
            To display the administrative
               		  and operational status of a switching (nonrouting) port, including port
               		  blocking and port protection settings, use the 
               		  show interfaces switchport command in privileged
               		  EXEC mode.
               		
            

            
            	 
         

         
         
            		
            
               show
                  
                  interfaces
                  
                  [ interface-id ] 
                  
                  switchport
                  
                  [  backup
                  
                  [ detail ]   | module
                  
                  number  ] 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        interface-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 ID of the interface. Valid interfaces include physical ports (including type,
                           					 stack member for stacking-capable switches, module, and port number) and port
                           					 channels. The port channel range is 1 to 48.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        backup
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) Displays Flex Link
                           					 backup interface configuration for the specified interface or all interfaces.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        detail
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays detailed backup information for the specified interface or all
                           					 interfaces on the switch or the stack.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                         
                              						module 
                                 						number 
                              					 
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays switchport configuration of all interfaces on the switch or specified
                           					 stack member.
                           				  
                        

                        
                        				  
                        				  
                        				  
                        This
                           					 option is not available if you entered a specific interface ID.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            Use the 
               		  show interface switchport
                     				module 
                  			 number command to display the switch port
               		  characteristics of all interfaces on that switch in the stack. If there is no
               		  switch with that module number in the stack, there is no output.
               		
            

            
            	 
         

         
         
            Examples

            		
            This is an example
               		  of output from the 
               		  show interfaces
                     				switchport command for a port. The table that follows describes
               		  the fields in the display.
               		  
               
                  
                     	[image: ../images/note.gif]
Note
                     	



                        			 
                        Private VLANs
                           				are not supported in this release, so those fields are not applicable.
                           			 
                        

                        
                        		  
                        

                     
                  

               

               
               		
            

            
            		Switch# show interfaces gigabitethernet1/0/1 switchport
Name: Gi1/0/1
Switchport: Enabled
Administrative Mode: trunk
Operational Mode: down
Administrative Trunking Encapsulation: dot1q
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 10 (VLAN0010)
Administrative Native VLAN tagging: enabled
Voice VLAN: none
Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dot1q
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none
Trunking VLANs Enabled: 11-20
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Appliance trust: none



            
            		
            
               
                  
                     
                        	
                           					 
                           Field
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Description
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           					 
                           Name
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the port name.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Switchport
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the administrative and operational status of the port. In this display, the
                              						port is in switchport mode.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Administrative Mode
                              					 
                           

                           
                           					 
                           Operational Mode
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the administrative and operational modes.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Administrative Trunking Encapsulation
                              					 
                           

                           
                           					 
                           Operational Trunking Encapsulation
                              					 
                           

                           
                           					 
                           Negotiation of Trunking
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the administrative and operational encapsulation method and whether trunking
                              						negotiation is enabled.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Access
                              						Mode VLAN
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the VLAN ID to which the port is configured.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Trunking
                              						Native Mode VLAN
                              					 
                           

                           
                           					 
                           Trunking
                              						VLANs Enabled
                              					 
                           

                           
                           					 
                           Trunking
                              						VLANs Active
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Lists
                              						the VLAN ID of the trunk that is in native mode. Lists the allowed VLANs on the
                              						trunk. Lists the active VLANs on the trunk.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Pruning
                              						VLANs Enabled
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Lists
                              						the VLANs that are pruning-eligible.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Protected
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						whether or not protected port is enabled (True) or disabled (False) on the
                              						interface.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Unknown
                              						unicast blocked
                              					 
                           

                           
                           					 
                           Unknown
                              						multicast blocked
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						whether or not unknown multicast and unknown unicast traffic is blocked on the
                              						interface.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Voice
                              						VLAN
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the VLAN ID on which voice VLAN is enabled.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	
                           					 
                           Appliance trust
                              					 
                           

                           
                           				  
                        
                        
                        	
                           					 
                           Displays
                              						the class of service (CoS) setting of the data packets of the IP phone.
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            		
            This is an example of output
               		  from the 
               		  show interfaces switchport backup command:
               		
            

            
            		Switch# show interfaces switchport backup
Switch Backup Interface Pairs:
Active Interface    Backup Interface    State
--------------------------------------------------------------
Gi1/0/1              Gi1/0/2             Active Up/Backup Standby
Gi3/0/3              Gi4/0/5             Active Down/Backup Up
Po1                  Po2                 Active Standby/Backup Up



            
            		In this example of output
               		  from the 
               		  show interfaces switchport backup command, VLANs 1
               		  to 50, 60, and 100 to 120 are configured on the switch:
               		
            

            
            		Switch(config)# interface gigabitethernet 2/0/6
Switch(config-if)# switchport backup interface gigabitethernet 2/0/8 
prefer vlan 60,100-120



            
            		When both interfaces are up,
               		  Gi2/0/8 forwards traffic for VLANs 60, 100 to 120, and Gi2/0/6 will forward
               		  traffic for VLANs 1 to 50.
               		
            

            
            		Switch# show interfaces switchport backup

Switch Backup Interface Pairs:
Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet2/0/6    GigabitEthernet2/0/8    Active Up/Backup Up
Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120



            
            		When a Flex Link interface
               		  goes down (LINK_DOWN), VLANs preferred on this interface are moved to the peer
               		  interface of the Flex Link pair. In this example, if interface Gi2/0/6 goes
               		  down, Gi2/0/8 carries all VLANs of the Flex Link pair.
               		
            

            
            		Switch# show interfaces switchport backup

Switch Backup Interface Pairs:
Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet2/0/6    GigabitEthernet2/0/8    Active Down/Backup Up
Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120



            
            		When a Flex Link interface
               		  comes up, VLANs preferred on this interface are blocked on the peer interface
               		  and moved to the forwarding state on the interface that has just come up. In
               		  this example, if interface Gi2/0/6 comes up, then VLANs preferred on this
               		  interface are blocked on the peer interface Gi2/0/8 and forwarded on Gi2/0/6.
               		
            

            
            		Switch# show interfaces switchport backup

Switch Backup Interface Pairs:
Active Interface        Backup Interface        State
------------------------------------------------------------------------
GigabitEthernet2/0/6    GigabitEthernet2/0/8    Active Up/Backup Up
Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120



            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      show interfaces transceiver

      
         

         
         
            
            To display the physical properties of a small form-factor pluggable (SFP) module interface, use the show interfaces transceiver command in EXEC mode.
            

            
            
         

         
         
            
            
               show
                  
                  interfaces
                  
                  [ interface-id ] 
                  
                  transceiver
                  
                  [ detail | module
                  
                  number  | properties | supported-list | threshold-table ] 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                        interface-id

                        
                        
                     
                     
                     	
                        
                        (Optional) ID of the physical interface, including type, stack member (stacking-capable switches only) module, and port number.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        detail

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays calibration properties, including high and low numbers and any alarm information for any Digital Optical
                           Monitoring (DoM)-capable transceiver if one is installed in the switch. 
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        
                           
                              module 
                           number
                              

                        
                        
                     
                     
                     	
                        
                        (Optional) Limits display to interfaces on module on the switch. 

                        
                        The range is 1 to 9.

                        
                        This option is not available if you entered a specific interface ID.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        properties

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays speed, duplex, and inline power settings on an interface.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        supported-list

                        
                        
                     
                     
                     	
                        
                        (Optional) Lists all supported transceivers.

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                        threshold-table

                        
                        
                     
                     
                     	
                        
                        (Optional) Displays alarm and warning threshold table. 

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Modes

            
            
            User EXEC

            
            Privileged EXEC

            
            
         

         
         Command History

         
         
            
               
                  
                     	
                        Release

                        
                     
                     
                     	
                        Modification

                        
                     
                     
                  

                  
               
               
               
                  
                     	
                        Cisco IOS XE 3.3SE

                        
                     
                     
                     	
                        This command was introduced. 
                           	 
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            This is an example of output from the show interfaces interface-id transceiver properties command:
            

            
            
            
            This is an example of output from the show interfaces interface-id transceiver detail command:
            

            
            
Switch# show interfaces gigabitethernet1/1/1 transceiver detail
		ITU Channel not available (Wavelength not available),
		Transceiver is internally calibrated.
		mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
		++:high alarm, +:high warning, -:low warning, -- :low alarm.
		A2D readouts (if they differ), are reported in parentheses.
		The threshold values are uncalibrated.
		
		                            High Alarm  High Warn  Low Warn   Low Alarm
		         Temperature        Threshold   Threshold  Threshold  Threshold
		Port     (Celsius)         (Celsius)   (Celsius)  (Celsius)  (Celsius)
		-------  -----------------  ----------  ---------  ---------  ---------
		Gi1/1/1  29.9               74.0        70.0       0.0        -4.0
		                            High Alarm  High Warn  Low Warn   Low Alarm
		         Voltage            Threshold   Threshold  Threshold  Threshold
		Port     (Volts)            (Volts)     (Volts)    (Volts)    (Volts)
		-------  ---------------    ----------  ---------  ---------  ---------
		Gi1/1/1  3.28               3.60        3.50       3.10       3.00

		         Optical            High Alarm  High Warn  Low Warn   Low Alarm
		         Transmit Power     Threshold   Threshold  Threshold  Threshold
		Port     (dBm)              (dBm)       (dBm)      (dBm)      (dBm)
		-------  -----------------  ----------  ---------  ---------  ---------
		Gi1/1/1  1.8                7.9         3.9        0.0        -4.0
		
		         Optical            High Alarm  High Warn  Low Warn   Low Alarm
		         Receive Power      Threshold   Threshold  Threshold  Threshold
		Port     (dBm)              (dBm)       (dBm)      (dBm)      (dBm)
		-------  -----------------  ----------  ---------  ---------  ---------
		Gi1/1/1  -23.5              -5.0        -9.0       -28.2      -32.2



            
            
            
            This is an example of output from the show interfaces transceiver threshold-table command:
            

            
            
Switch# show interfaces transceiver threshold-table
              Optical Tx     Optical Rx    Temp     Laser Bias    Voltage
                                                    current
             -------------  -------------  ------   ------------  ---------

 DWDM GBIC
Min1             -4.00        -32.00        -4            N/A          4.65
Min2              0.00        -28.00        0             N/A          4.75
Max2              4.00         -9.00        70            N/A          5.25
Max1              7.00         -5.00        74            N/A          5.40
 DWDM SFP
Min1             -4.00        -32.00        -4            N/A          3.00
Min2              0.00        -28.00        0             N/A          3.10
Max2              4.00         -9.00        70            N/A          3.50
Max1              8.00         -5.00        74            N/A          3.60
 RX only WDM GBIC
Min1              N/A         -32.00        -4            N/A          4.65
Min2              N/A         -28.30        0             N/A          4.75
Max2              N/A          -9.00        70            N/A          5.25
Max1              N/A          -5.00        74            N/A          5.40
 DWDM XENPAK
Min1             -5.00        -28.00        -4            N/A          N/A
Min2             -1.00        -24.00        0             N/A          N/A
Max2              3.00         -7.00        70            N/A          N/A
Max1              7.00         -3.00        74            N/A          N/A
 DWDM X2
Min1             -5.00        -28.00        -4            N/A          N/A
Min2             -1.00        -24.00        0             N/A          N/A
Max2              3.00         -7.00        70            N/A          N/A
Max1              7.00         -3.00        74            N/A          N/A
 DWDM XFP
Min1             -5.00        -28.00        -4            N/A          N/A
Min2             -1.00        -24.00        0             N/A          N/A
Max2              3.00         -7.00        70            N/A          N/A
Max1              7.00         -3.00        74            N/A          N/A
 CWDM X2
Min1              N/A           N/A         0             N/A          N/A
Min2              N/A           N/A         0             N/A          N/A
Max2              N/A           N/A         0             N/A          N/A
Max1              N/A           N/A         0             N/A          N/A

<output truncated>



            
            

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      show mgmt-infra
         	 trace messages ilpower
      

      
         

         
          
            		
            To display inline
               		  power messages within a trace buffer, use the 
               		  show mgmt-infra trace
                     				messages ilpower command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  mgmt-infra
                  
                  trace
                  
                  messages
                  
                  ilpower
                  
                  [ switch
                  
                  stack-member-number ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 switch 
                              					 stack-member-number 
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Specifies the stack member number for which to display inline power messages
                           					 within a trace buffer.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples
 
            		
            This is an output
               		  example from the 
               		  show mgmt-infra trace
                     				messages ilpower command:
               		
            

            
            		Switch# show mgmt-infra trace messages ilpower
[10/23/12 14:05:10.984 UTC 1 3] Initialized inline power system configuration fo
r slot 1.
[10/23/12 14:05:10.984 UTC 2 3] Initialized inline power system configuration fo
r slot 2.
[10/23/12 14:05:10.984 UTC 3 3] Initialized inline power system configuration fo
r slot 3.
[10/23/12 14:05:10.984 UTC 4 3] Initialized inline power system configuration fo
r slot 4.
[10/23/12 14:05:10.984 UTC 5 3] Initialized inline power system configuration fo
r slot 5.
[10/23/12 14:05:10.984 UTC 6 3] Initialized inline power system configuration fo
r slot 6.
[10/23/12 14:05:10.984 UTC 7 3] Initialized inline power system configuration fo
r slot 7.
[10/23/12 14:05:10.984 UTC 8 3] Initialized inline power system configuration fo
r slot 8.
[10/23/12 14:05:10.984 UTC 9 3] Initialized inline power system configuration fo
r slot 9.
[10/23/12 14:05:10.984 UTC a 3] Inline power subsystem initialized.
[10/23/12 14:05:18.908 UTC b 264] Create new power pool for slot 1
[10/23/12 14:05:18.909 UTC c 264] Set total inline power to 450 for slot 1
[10/23/12 14:05:20.273 UTC d 3] PoE is not supported on .
[10/23/12 14:05:20.288 UTC e 3] PoE is not supported on .
[10/23/12 14:05:20.299 UTC f 3] PoE is not supported on .
[10/23/12 14:05:20.311 UTC 10 3] PoE is not supported on .
[10/23/12 14:05:20.373 UTC 11 98] Inline power process post for switch 1
[10/23/12 14:05:20.373 UTC 12 98] PoE post passed on switch 1
[10/23/12 14:05:20.379 UTC 13 3] Slot #1: PoE initialization for board id 16387
[10/23/12 14:05:20.379 UTC 14 3] Set total inline power to 450 for slot 1
[10/23/12 14:05:20.379 UTC 15 3] Gi1/0/1 port config Initialized
[10/23/12 14:05:20.379 UTC 16 3] Interface Gi1/0/1 initialization done.
[10/23/12 14:05:20.380 UTC 17 3] Gi1/0/24 port config Initialized
[10/23/12 14:05:20.380 UTC 18 3] Interface Gi1/0/24 initialization done.
[10/23/12 14:05:20.380 UTC 19 3] Slot #1: initialization done.
[10/23/12 14:05:50.440 UTC 1a 3] Slot #1: PoE initialization for board id 16387
[10/23/12 14:05:50.440 UTC 1b 3] Duplicate init event

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show mgmt-infra trace messages ilpower-ha

               
               	
                  Displays inline power high availability messages within a trace buffer.

               
            

            
               	
                  show mgmt-infra trace messages platform-mgr-poe

               
               	
                  Displays 	 platform manager Power over Ethernet messages within a trace buffer.   

               
            

         
      

      
      
   
      
      
      show mgmt-infra trace messages ilpower-ha

      
         

         
         
            
            To display inline power high availability messages within a trace buffer, use the show mgmt-infra trace messages ilpower-ha command in privileged EXEC mode.
            

            
            
         

         
         
            
            
               show
                  
                  mgmt-infra
                  
                  trace
                  
                  messages
                  
                  ilpower-ha
                  
                  [ switch
                  
                  stack-member-number ] 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                           switch stack-member-number
                           
                        
                     
                     
                     	
                        
                        (Optional) Specifies the stack member number for which to display inline power messages within a trace buffer.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            None

            
            
         

         
         
            Command Modes

            
            Privileged EXEC

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        

                        
                        
                        
                     
                     
                     	
                        
                        This command was introduced. 
                           	 
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            This is an output example from the show mgmt-infra trace messages ilpower-ha command:
            

            
            Switch# show mgmt-infra trace messages ilpower-ha
[10/23/12 14:04:48.087 UTC 1 3] NG3K_ILPOWER_HA: Created NGWC ILP CF client succ
essfully.



            
            

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show mgmt-infra trace messages ilpower

               
               	
                  Displays inline 	 power messages within a trace buffer.   

               
            

            
               	
                  show mgmt-infra trace messages platform-mgr-poe

               
               	
                  Displays 	 platform manager Power over Ethernet messages within a trace buffer.   

               
            

         
      

      
      
   
      
      
      show mgmt-infra
         	 trace messages platform-mgr-poe
      

      
         

         
          
            		
            To display platform
               		  manager Power over Ethernet (PoE) messages within a trace buffer, use the 
               		  show mgmt-infra trace
                     				messages platform-mgr-poe privileged EXEC command.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  mgmt-infra
                  
                  trace
                  
                  messages
                  
                  platform-mgr-poe
                  
                  [ switch
                  
                  stack-member-number ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  switch 
                              					 stack-member-number 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Specifies the stack member number for which to display messages within a trace
                           					 buffer.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples
 
            		
            This is an example
               		  of partial output from the 
               		  show mgmt-infra trace
                     				messages platform-mgr-poe command:
               		
            

            
            		Switch# show mgmt-infra trace messages platform-mgr-poe
[10/23/12 14:04:06.431 UTC 1 5495] PoE Info: get power controller param sent:
[10/23/12 14:04:06.431 UTC 2 5495] PoE Info: POE_SHUT sent for port 1 (0:0)
[10/23/12 14:04:06.431 UTC 3 5495] PoE Info: POE_SHUT sent for port 2 (0:1)
[10/23/12 14:04:06.431 UTC 4 5495] PoE Info: POE_SHUT sent for port 3 (0:2)
[10/23/12 14:04:06.431 UTC 5 5495] PoE Info: POE_SHUT sent for port 4 (0:3)
[10/23/12 14:04:06.431 UTC 6 5495] PoE Info: POE_SHUT sent for port 5 (0:4)
[10/23/12 14:04:06.431 UTC 7 5495] PoE Info: POE_SHUT sent for port 6 (0:5)
[10/23/12 14:04:06.431 UTC 8 5495] PoE Info: POE_SHUT sent for port 7 (0:6)
[10/23/12 14:04:06.431 UTC 9 5495] PoE Info: POE_SHUT sent for port 8 (0:7)
[10/23/12 14:04:06.431 UTC a 5495] PoE Info: POE_SHUT sent for port 9 (0:8)
[10/23/12 14:04:06.431 UTC b 5495] PoE Info: POE_SHUT sent for port 10 (0:9)
[10/23/12 14:04:06.431 UTC c 5495] PoE Info: POE_SHUT sent for port 11 (0:10)
[10/23/12 14:04:06.431 UTC d 5495] PoE Info: POE_SHUT sent for port 12 (0:11)
[10/23/12 14:04:06.431 UTC e 5495] PoE Info: POE_SHUT sent for port 13 (e:0)
[10/23/12 14:04:06.431 UTC f 5495] PoE Info: POE_SHUT sent for port 14 (e:1)
[10/23/12 14:04:06.431 UTC 10 5495] PoE Info: POE_SHUT sent for port 15 (e:2)
[10/23/12 14:04:06.431 UTC 11 5495] PoE Info: POE_SHUT sent for port 16 (e:3)
[10/23/12 14:04:06.431 UTC 12 5495] PoE Info: POE_SHUT sent for port 17 (e:4)
[10/23/12 14:04:06.431 UTC 13 5495] PoE Info: POE_SHUT sent for port 18 (e:5)
[10/23/12 14:04:06.431 UTC 14 5495] PoE Info: POE_SHUT sent for port 19 (e:6)
[10/23/12 14:04:06.431 UTC 15 5495] PoE Info: POE_SHUT sent for port 20 (e:7)
[10/23/12 14:04:06.431 UTC 16 5495] PoE Info: POE_SHUT sent for port 21 (e:8)
[10/23/12 14:04:06.431 UTC 17 5495] PoE Info: POE_SHUT sent for port 22 (e:9)
[10/23/12 14:04:06.431 UTC 18 5495] PoE Info: POE_SHUT sent for port 23 (e:10)

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show mgmt-infra trace messages ilpower

               
               	
                  Displays inline 	 power messages within a trace buffer.   

               
            

            
               	
                  show mgmt-infra trace messages ilpower-ha

               
               	
                  Displays inline power high availability messages within a trace buffer.

               
            

         
      

      
      
   
      
      
      show network-policy
         	 profile
      

      
         

         
         
            		
            To display the network-policy
               		  profiles, use the 
               		  show network policy profile command in privileged
               		  EXEC mode.
               		
            

            
            	 
         

         
         
            		
            
               show
                  
                  network-policy
                  
                  profile
                  
                  [ profile-number ] 
                  
                  
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        profile-number
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) Displays the
                           					 network-policy profile number. If no profile is entered, all network-policy
                           					 profiles appear.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            		
            This is an example of output
               		  from the 
               		  show network-policy profile command:
               		
            

            
            		Switch# show network-policy profile
Network Policy Profile 60
  Interface:
   none

            
            		
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  network-policy

               
               	
                  Applies a 	 network-policy profile to an interface.   

               
            

            
               	
                  network-policy profile (global configuration)

               
               	
                  Creates a 	 network-policy profile and enters network-policy configuration mode.   

               
            

         
      

      
      
   
      
      
      show platform CAPWAP summary

      
         

         
         
            
            To display the tunnel identifier and the type all the CAPWAP tunnels established by the controller to the access points and
               other mobility controllers,  use the 
               show 
                     platform 
                     CAPWAP 
                     summary command.
            

            
            
         

         
         
            
            
               show
                  
                  platform
                  
                  CAPWAP
                  
                  summary

            

            
         

         
         
            Syntax Description
	
            		
            This command has no arguments or keywords.
               	 
            

            
            	 
         

         
         
            Command Default

            
            
               
               
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example displays the tunnel identifier and details:
               
            

            
            Switch# show platform capwap summary
Tunnel ID | Type | Src IP | Dst IP | SPrt | DPrt | S | A 
-------------------------------------------------------------------------------

0x0088498000000983 data 9.6.44.61 9.12.138.101 5247 41894 1 1

0x00966dc000000010 data 9.6.44.61 9.6.47.101 5247 62526 1 2 
0x00938e800000095b data 9.6.44.61 9.12.138.100 5247 45697 1 1

0x00ab1a8000000bd1 data 9.6.44.61 9.12.139.101 5247 38906 1 0

0x00896e40000000bd data 9.6.44.61 9.12.136.100 5247 1836 1 1

            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      show power
         	 inline
      

      
         

         
          
            		
            To display the Power
               		  over Ethernet (PoE) status for the specified PoE port, the specified stack
               		  member, or for all PoE ports in the switch stack, use the 
               		  show power
                     				inline command in EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show power inline
                  
                  [ police | priority ] 
                  
                  [ interface-id 
                     				   | module
                  
                  stack-member-number  ] 
                  
                   [detail] 

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        police
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays the power policing information about real-time power consumption.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        priority
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays the power inline port priority for each port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        interface-id
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 ID of the physical interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        module 
                              						stack-member-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Limits the display to ports on the specified stack member. 
                           				  
                        

                        
                        				  
                        				   
                        				  
                        This
                           					 keyword is supported only on stacking-capable switches.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        detail
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays detailed output of the interface or module. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Modes
 
            		
            User EXEC

            
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples
 
            		
            This is an example
               		  of output from the 
               		  show power
                     				inline command. The table that follows describes the output
               		  fields.
               		
            

            
            		
            
            		
Switch> show power inline
Module   Available     Used     Remaining
          (Watts)     (Watts)    (Watts)
------   ---------   --------   ---------
1             n/a        n/a         n/a
2             n/a        n/a         n/a
3          1440.0       15.4      1424.6
4           720.0        6.3       713.7
Interface Admin  Oper       Power   Device              Class Max
                            (Watts)
--------- ------ ---------- ------- ------------------- ----- ----
Gi3/0/1   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/2   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/3   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/4   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/5   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/6   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/7   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/8   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/9   auto   off        0.0     n/a                 n/a   30.0
Gi3/0/10  auto   off        0.0     n/a                 n/a   30.0
Gi3/0/11  auto   off        0.0     n/a                 n/a   30.0
Gi3/0/12  auto   off        0.0     n/a                 n/a   30.0
<output truncated>



            
            		This is an example
               		  of output from the 
               		  show power inline 
                  			 interface-id command on a switch port:
               		
            

            
            		 
            		
            		Switch> show power inline gigabitethernet1/0/1 
Interface Admin  Oper       Power   Device              Class Max
                            (Watts)
--------- ------ ---------- ------- ------------------- ----- ----
Gi1/0/1   auto   off        0.0     n/a                 n/a   30.0



            
            		This is an example
               		  of output from the 
               		  show power inline
                     				module 
                  			 switch-number command on stack member 3. The table
               		  that follows describes the output fields.
               		
            

            
            		Switch> show power inline module 3
Module   Available     Used     Remaining
          (Watts)     (Watts)    (Watts)
------   ---------   --------   ---------
3           865.0      864.0         1.0
Interface Admin  Oper       Power   Device              Class Max
                            (Watts)
--------- ------ ---------- ------- ------------------- ----- ----
Gi3/0/1   auto   power-deny 4.0     n/a                 n/a   15.4
Gi3/0/2   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/3   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/4   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/5   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/6   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/7   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/8   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/9   auto   off        0.0     n/a                 n/a   15.4
Gi3/0/10  auto   off        0.0     n/a                 n/a   15.4
<output truncated>



            
            		
            
               
                  show power
                        		  inline Field Descriptions
                  
                     
                        	 
                           				  
                           Field
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Available
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of configured power1 on the PoE switch in watts (W).
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Used
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The amount
                              					 of configured power that is allocated to PoE ports in watts.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Remaining
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The amount
                              					 of configured power in watts that is not allocated to ports in the system.
                              					 (Available – Used = Remaining)
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Admin 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration mode: auto, off, static.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Oper
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Operating
                              					 mode: 
                              				  
                           

                           
                           				  
                           
                              	on—The powered device is
                                 						detected, and power is applied. 
                                 					 
                              

                              
                              	off—No PoE is applied. 
                                 					 
                              

                              
                              	faulty—Device detection or
                                 						a powered device is in a faulty state. 
                                 					 
                              

                              
                              	power-deny—A powered device
                                 						is detected, but no PoE is available, or the maximum wattage exceeds the
                                 						detected powered-device maximum.
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Power
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The
                              					 maximum amount of power that is allocated to the powered device in watts. This
                              					 value is the same as the value in the 
                              					 Cutoff
                                 						Power 
                                 					 field in the 
                              					 show power inline
                                    						  police command output.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Device
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The device
                              					 type detected: n/a, unknown, Cisco powered-device, IEEE powered-device, or the
                              					 name from CDP.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Class
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The IEEE
                              					 classification: n/a or a value from 0 to 4.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Max 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The
                              					 maximum amount of power allocated to the powered device in watts.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           AdminPowerMax
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The
                              					 maximum amount power allocated to the powered device in watts when the switch
                              					 polices the real-time power consumption. This value is the same as the 
                              					 Max
                              					 field value.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           AdminConsumption
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The power
                              					 consumption of the powered device in watts when the switch polices the
                              					 real-time power consumption. If policing is disabled, this value is the same as
                              					 the 
                              					 AdminPowerMax field value.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            1  The configured power is the power that you manually specify or
               						that the switch specifies by using CDP power negotiation or the IEEE
               						classification, which is different than the real-time power that is monitored
               						with the power sensing feature. 
               					 
            
 
            		 
            		 
            		
            This is an example
               		  of output from the 
               		  show power inline
                     				police command on a stacking-capable switch:
               		
            

            
            		Switch> show power inline police
Module   Available    Used      Remaining
          (Watts)     (Watts)    (Watts)
------   ---------   --------   ---------
1           370.0        0.0       370.0
3           865.0      864.0         1.0
          Admin  Oper        Admin      Oper       Cutoff Oper 
Interface State  State       Police     Police     Power  Power
--------- ------ ----------- ---------- ---------- ------ ------
Gi1/0/1   auto   off         none       n/a        n/a    0.0 
Gi1/0/2   auto   off         log        n/a        5.4    0.0 
Gi1/0/3   auto   off         errdisable n/a        5.4    0.0 
Gi1/0/4   off    off         none       n/a        n/a    0.0 
Gi1/0/5   off    off         log        n/a        5.4    0.0 
Gi1/0/6   off    off         errdisable n/a        5.4    0.0 
Gi1/0/7   auto   off         none       n/a        n/a    0.0 
Gi1/0/8   auto   off         log        n/a        5.4    0.0 
Gi1/0/9   auto   on          none       n/a        n/a    5.1 
Gi1/0/10  auto   on          log        ok         5.4    4.2 
Gi1/0/11  auto   on          log        log        5.4    5.9 
Gi1/0/12  auto   on          errdisable ok         5.4    4.2 
Gi1/0/13  auto   errdisable  errdisable n/a        5.4    0.0 
<output truncated>



            
            		In the previous
               		  example:
               		
            

            
            		
            
               	The Gi1/0/1 port is shut
                  			 down, and policing is not configured.
                  		  
               

               
               	The Gi1/0/2 port is shut
                  			 down, but policing is enabled with a policing action to generate a syslog
                  			 message.
                  		  
               

               
               	The Gi1/0/3 port is shut
                  			 down, but policing is enabled with a policing action is to shut down the port.
                  		  
               

               
               	Device detection is
                  			 disabled on the Gi1/0/4 port, power is not applied to the port, and policing is
                  			 disabled.
                  		  
               

               
               	Device detection is
                  			 disabled on the Gi1/0/5 port, and power is not applied to the port, but
                  			 policing is enabled with a policing action to generate a syslog message.
                  		  
               

               
               	Device detection is
                  			 disabled on the Gi1/0/6 port, and power is not applied to the port, but
                  			 policing is enabled with a policing action to shut down the port.
                  		  
               

               
               	The Gi1/0/7 port is up, and
                  			 policing is disabled, but the switch does not apply power to the connected
                  			 device.
                  		  
               

               
               	The Gi1/0/8 port is up, and
                  			 policing is enabled with a policing action to generate a syslog message, but
                  			 the switch does not apply power to the powered device.
                  		  
               

               
               	The Gi1/0/9 port is up and
                  			 connected to a powered device, and policing is disabled.
                  		  
               

               
               	The Gi1/0/10 port is up and
                  			 connected to a powered device, and policing is enabled with a policing action
                  			 to generate a syslog message. The policing action does not take effect because
                  			 the real-time power consumption is less than the cutoff value.
                  		  
               

               
               	The Gi1/0/11 port is up and
                  			 connected to a powered device, and policing is enabled with a policing action
                  			 to generate a syslog message. 
                  		  
               

               
               	The Gi1/0/12 port is up and
                  			 connected to a powered device, and policing is enabled with a policing action
                  			 to shut down the port. The policing action does not take effect because the
                  			 real-time power consumption is less than the cutoff value.
                  		  
               

               
               	The Gi1/0/13 port is up and
                  			 connected to a powered device, and policing is enabled with a policing action
                  			 to shut down the port. 
                  		  
               

               
            

            
            		
            This is an example
               		  of output from the 
               		  show power inline
                     				police 
                  			 interface-id command on a standalone switch. The
               		  table that follows describes the output fields.
               		
            

            
            		
            		Switch> show power inline police gigabitethernet1/0/1 
Interface Admin  Oper       Admin      Oper       Cutoff Oper
          State  State      Police     Police     Power  Power
--------- ------ ---------- ---------- ---------- ------ -----
Gi1/0/1   auto   off        none       n/a        n/a    0.0



            
            		
            
               
                  show power
                        		  inline police Field Descriptions
                  
                     
                        	 
                           				  
                           Field
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Description
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	 
                           				  
                           Available
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The total
                              					 amount of configured power2 on the switch in watts (W).
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Used
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The amount
                              					 of configured power allocated to PoE ports in watts.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Remaining
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The amount
                              					 of configured power in watts that is not allocated to ports in the system.
                              					 (Available – Used = Remaining)
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Admin
                              					 State 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Administration mode: auto, off, static.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Oper State
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Operating
                              					 mode: 
                              				  
                           

                           
                           				  
                           
                              	errdisable—Policing is
                                 						enabled.
                                 					 
                              

                              
                              	faulty—Device detection on
                                 						a powered device is in a faulty state. 
                                 					 
                              

                              
                              	off—No PoE is applied. 
                                 					 
                              

                              
                              	on—The powered device is
                                 						detected, and power is applied. 
                                 					 
                              

                              
                              	power-deny—A powered device
                                 						is detected, but no PoE is available, or the real-time power consumption
                                 						exceeds the maximum power allocation.
                                 					 
                              

                              
                           

                           
                           				  
                           
                              
                                 	Note   
                                       
                                       
                                 	 
                                    					 
                                    The
                                       						operating mode is the current PoE state for the specified PoE port, the
                                       						specified stack member, or for all PoE ports on the switch. 
                                       					 
                                    

                                    
                                    				  
                                 
                              

                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Admin
                              					 Police 
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Status of
                              					 the real-time power-consumption policing feature:
                              				  
                           

                           
                           				  
                           
                              	errdisable—Policing is
                                 						enabled, and the switch shuts down the port when the real-time power
                                 						consumption exceeds the maximum power allocation.
                                 					 
                              

                              
                              	log—Policing is enabled,
                                 						and the switch generates a syslog message when the real-time power consumption
                                 						exceeds the maximum power allocation.
                                 					 
                              

                              
                              	none—Policing is disabled.
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Oper
                              					 Police
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           Policing
                              					 status:
                              				  
                           

                           
                           				  
                           
                              	errdisable—The real-time
                                 						power consumption exceeds the maximum power allocation, and the switch shuts
                                 						down the PoE port.
                                 					 
                              

                              
                              	log—The real-time power
                                 						consumption exceeds the maximum power allocation, and the switch generates a
                                 						syslog message.
                                 					 
                              

                              
                              	n/a—Device detection is
                                 						disabled, power is not applied to the PoE port, or no policing action is
                                 						configured.
                                 					 
                              

                              
                              	ok—Real-time power
                                 						consumption is less than the maximum power allocation.
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Cutoff
                              					 Power
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The
                              					 maximum power allocated on the port. When the real-time power consumption is
                              					 greater than this value, the switch takes the configured policing action. 
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	 
                           				  
                           Oper Power
                              				  
                           

                           
                           				
                        
                        
                        	 
                           				  
                           The
                              					 real-time power consumption of the powered device.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            2  The configured power is the power that you manually specify or
               						that the switch specifies by using CDP power negotiation or the IEEE
               						classification, which is different than the real-time power that is monitored
               						with the power sensing feature. 
               						
            

            		
            		 
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  logging event power-inline-status

               
               	
                  Enables the 	 logging of PoE events.   

               
            

            
               	
                  power inline

               
               	
                  Configures the 	 power management mode on PoE ports.    

               
            

         
      

      
      
   
      
      
      show system
         	 mtu
      

      
         

         
          
            		
            To display the
               		  global maximum transmission unit (MTU) or maximum packet size set for the
               		  switch, use the 
               		  show system mtu
               		  command in privileged EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  system
                  
                  mtu

            
 
            	 
         

         
         
            Syntax Description
 
            		
            This
               		command has no arguments or keywords. 
               	 
            

            
            	 
         

         
         
            Command Default

            		
            None
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            For information
               		  about the MTU values and the stack configurations that affect the MTU values,
               		  see the 
               		  system mtu
               		  command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of output from the 
               		  show system mtu
               		  command:
               		
            

            
            		
            
            		Switch# show system mtu
Global Ethernet MTU is 1500 bytes.



            
            		 
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  system mtu

               
               	
                  Sets the global maximum packet size or MTU size for switched 		packets on Gigabit Ethernet and 10-Gigabit Ethernet ports.   
                  

               
            

         
      

      
      
   
      
      
      show wireless interface summary

      
         

         
         
            
            To display the wireless interface status and configuration, use the 
               
                  show wireless interface 
                  summary
                   privileged EXEC command.
            

            
            
         

         
         
            
            
               show
                  
                  wireless
                  
                  interface
                  
                  summary

            

            
         

         
         
            Command Default

            
            
               None
               
            

            
            
         

         
         
            Command Modes

            
            Privileged EXEC

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            
            
               
               
            

            
            
         

         
         
            Examples

            
            
            
            
               This example shows how to display the summary of wireless interfaces:
            

            
            Switch# show wireless interface summary



            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      speed

      
         

         
          
            		
            To specify the speed
               		  of a 10/100 Mb/s or 10/100/1000 Mb/s port, use the 
               		  speed command
               		  in interface configuration mode. To return to the default value, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               speed
                  
                  { 10 | 100 | 1000 | auto
                  
                  [ 10 | 100 | 1000 ]   | nonegotiate } 
               

               no
                  
                  speed

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        10
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies
                           					 that the port runs at 10 Mb/s.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        100
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies
                           					 that the port runs at 100 Mb/s.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        1000
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies
                           					 that the port runs at 1000 Mb/s. This option is valid and visible only on
                           					 10/100/1000 Mb/s ports. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        auto
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Automatically detects the speed the port should run at based on
                           					 the port at the other end of the link. If you use the 
                           					 10, 
                           					 100, or 
                           					 1000 keywords
                           					 with the 
                           					 auto keyword,
                           					 the port only autonegotiates at the specified speeds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        nonegotiate
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Disables
                           					 autonegotiation, and the port runs at 1000 Mb/s.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default is 
               		  auto.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            You cannot configure
               		  speed on the 10-Gigabit Ethernet ports. 
               		
            

            
            		
            Except for the
               		  1000BASE-T small form-factor pluggable (SFP) modules, you can configure the
               		  speed to not negotiate (nonegotiate)
               		  when an SFP module port is connected to a device that does not support
               		  autonegotiation. 
               		
            

            
            		
            If the speed is set
               		  to 
               		  auto, the
               		  switch negotiates with the device at the other end of the link for the speed
               		  setting and then forces the speed setting to the negotiated value. The duplex
               		  setting remains as configured on each end of the link, which could result in a
               		  duplex setting mismatch.
               		
            

            
            		
            If both ends of the
               		  line support autonegotiation, we highly recommend the default autonegotiation
               		  settings. If one interface supports autonegotiation and the other end does not,
               		  do use the 
               		  auto setting on
               		  the supported side, but set the duplex and speed on the other side.
               		
            

            
            		
            
               
                  	[image: ../images/caut.gif]
Caution
                  	


 
                     		  
                     Changing the
                        			 interface speed and duplex mode configuration might shut down and reenable the
                        			 interface during the reconfiguration. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            For guidelines on
               		  setting the switch speed and duplex parameters, see the “Configuring Interface
               		  Characteristics” chapter in the software configuration guide for this release.
               		
            

            
            		
            You can verify your
               		  settings by entering the 
               		  show 
                     			 interfaces privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to set speed on a port to 100 Mb/s:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# speed 100
		


            
            		This example shows
               		  how to set a port to autonegotiate at only 10 Mb/s:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# speed auto 10
		


            
            		This example shows
               		  how to set a port to autonegotiate at only 10 or 100 Mb/s:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# speed auto 10 100

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  duplex

               
               	
                  Specifies the 	 duplex mode of operation for a port.    

               
            

            
               	
                  show interfaces

               
               	
                  Displays the 	 administrative and operational status of all interfaces or a specified 	 interface.   

               
            

         
      

      
      
   
      
      
      stack-power 

      
         

         
          
            		
            To configure 
               		   StackPower parameters for the power stack
               		  or for a switch in the power stack, use the 
               		  stack power
               		  command in global configuration mode. To return to the default setting, use the
               		  
               		  no form of the
               		  command, 
               		
            

            
            	 
         

         
          
            		
            
               stack-power
                  
                  {  stack
                  
                  power-stack-name  | switch
                  
                  stack-member-number  } 
               

               no
                  
                  stack-power
                  
                  {  stack
                  
                  power-stack-name  | switch
                  
                  stack-member-number  } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        stack 
                              						power-stack-name
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies
                           					 the name of the power stack. The name can be up to 31 characters. Entering
                           					 these keywords followed by a carriage return enters power stack configuration
                           					 mode.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        switch 
                              						stack-member-number
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies
                           					 the switch number in the stack (1 to 4) to enter switch stack-power
                           					 configuration mode for the switch. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            There is no default.
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            
            		
            When you enter the 
               		  stack-power stack 
                  			 power stack
                     				name command, you enter power stack configuration mode, and these
               		  commands are available:
               		
            

            
            		
            
               	default—Returns a command to its default setting.
                  		  
               

               
               	exit—Exits ARP access-list configuration mode. 
                  		  
               

               
               	mode—Sets the power mode for the power stack. See
                  			 the 
                  			 mode command.
                  		  
               

               
               	no—Negates a command or returns to default
                  			 settings.
                  		  
               

               
            

            
            		
            If you enter the 
               		  stack-power switch 
                  			 switch-number command with a switch number that is
               		  not participating in StackPower, you receive an error message.
               		
            

            
            		
            When you enter the 
               		  stack-power switch 
                  			 switch-number command with the number of a switch
               		  participating in StackPower, you enter switch stack power configuration mode,
               		  and these commands are available:
               		
            

            
            		
            
               	default—Returns a command to its default setting.
                  		  
               

               
               	exit—Exits switch stack power configuration mode.
                  		  
               

               
               	no—Negates a command or returns to default
                  			 settings.
                  		  
               

               
               	power-priority—Sets the power priority for the
                  			 switch and the switch ports. See the 
                  			 power-priority
                  			 command.
                  		  
               

               
               	stack-id 
                  			 name—Enters
                  			 the name of the power stack to which the switch belongs. If you do not enter
                  			 the power stack-ID, the switch does not inherit the stack parameters. The name
                  			 can be up to 31 characters.
                  		  
               

               
               	standalone—Forces the switch to operate in
                  			 standalone power mode. This mode shuts down both stack power ports.
                  		  
               

               
            

            
            	 
         

         
         
            Examples
 
            		
            This example
               		  removes switch 2, which is connected to the power stack, from the power pool
               		  and shutting down both power ports:
               		
            

            
            		Switch(config)# stack-power switch 2
Switch(config-switch-stackpower)# standalone
Switch(config-switch-stackpower)# exit

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  mode (power-stack configuration)

               
               	
                  Configures power 	 stack mode for the power stack.   

               
            

            
               	
                  power-priority

               
               	
                  Configures Cisco 	 StackPower power-priority values for a switch in a power stack and for its 	 high-priority and low-priority
                     PoE.    
                  

               
            

         
      

      
      
   
      
      
      switchport backup
         	 interface
      

      
         

         
         
            		
            To configure Flex Links, use
               		  the 
               		  switchport backup interface command in interface
               		  configuration mode on a Layer 2 interface on the switch stack or on a
               		  standalone switch. To remove the Flex Links configuration, use the 
               		  no form of
               		  this command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  backup
                  
                  interface
                  
                  interface-id
                  
                  [  mmu
                  
                  primary
                  
                  vlan
                  
                  vlan-id  | multicast
                  
                  fast-convergence  | preemption
                  
                  {  delay
                  
                  seconds  | mode
                  
                  { bandwidth | forced | off }   }   | prefer
                  
                  vlan
                  
                  vlan-id  ] 
               

               no
                  
                  switchport
                  
                  backup
                  
                  interface
                  
                  interface-id
                  
                  [  mmu
                  
                  primary
                  
                  vlan  | multicast
                  
                  fast-convergence  | preemption
                  
                  { delay | mode }   | prefer
                  
                  vlan  ] 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        interface-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        ID of the
                           					 physical interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        mmu
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures the MAC move update (MMU) for a backup interface pair. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        primary 
                                 						vlan 
                                 						vlan-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 VLAN ID of the primary VLAN. The range is 1 to 4094. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        multicast 
                                 						fast-convergence
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures multicast fast convergence on the backup interface. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        preemption
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) Configures a
                           					 preemption scheme for a backup interface pair.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        delay 
                                 						seconds
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 a preemption delay. The range is 1 to 300 seconds. The default is 35 seconds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        mode
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the preemption mode. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        bandwidth
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 that a higher bandwidth interface is preferred.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        forced
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 that an active interface is preferred.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        off
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 that no preemption occurs from backup to active. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        prefer 
                                 						vlan 
                                 						vlan-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies that VLANs are carried on the backup interfaces of a Flex Link pair.
                           					 VLAN ID range is 1 to 4094. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            The default is to have no
               		  Flex Links defined. The preemption mode is off. No preemption occurs.
               		  Preemption delay is set to 35 seconds.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            Flex Links are a pair of
               		  interfaces that provide backup to each other. With Flex Links configured, one
               		  link acts as the primary interface and forwards traffic, while the other
               		  interface is in standby mode, ready to begin forwarding traffic if the primary
               		  link shuts down. The interface being configured is referred to as the active
               		  link; the specified interface is identified as the backup link. The feature
               		  provides an alternative to the Spanning Tree Protocol (STP), allowing users to
               		  turn off STP and still retain basic link redundancy.
               		
            

            
            		
            This command is available
               		  only for Layer 2 interfaces.
               		
            

            
            		
            You can configure only one
               		  Flex Link backup link for any active link, and it must be a different interface
               		  from the active interface.
               		
            

            
            		
            
               	
                  			 
                  An interface can belong to
                     				only one Flex Link pair. An interface can be a backup link for only one active
                     				link. An active link cannot belong to another Flex Link pair.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A backup link does not have
                     				to be the same type (Fast Ethernet or Gigabit Ethernet, for instance) as the
                     				active link. However, you should configure both Flex Links with similar
                     				characteristics so that there are no loops or changes in behavior if the
                     				standby link begins to forward traffic.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Neither of the links can be
                     				a port that belongs to an EtherChannel. However, you can configure two port
                     				channels (EtherChannel logical interfaces) as Flex Links, and you can configure
                     				a port channel and a physical interface as Flex Links, with either the port
                     				channel or the physical interface as the active link.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  If STP is configured on the
                     				switch, Flex Links do not participate in STP in all valid VLANs. If STP is not
                     				running, be sure that there are no loops in the configured topology.
                     			 
                  

                  
                  		  
               

               
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  configure two interfaces as Flex Links:
               		
            

            
            		Switch# configure terminal
Switch(conf)# interface gigabitethernet1/0/1
Switch(conf-if)# switchport backup interface gigabitethernet1/0/2
Switch(conf-if)# end



            
            		This example shows how to
               		  configure the Gigabit Ethernet interface to always preempt the backup:
               		
            

            
            		Switch# configure terminal
Switch(conf)# interface gigabitethernet1/0/1
Switch(conf-if)# switchport backup interface gigabitethernet1/0/2 preemption forced
Switch(conf-if)# end



            
            		This example shows how to
               		  configure the Gigabit Ethernet interface preemption delay time:
               		
            

            
            		Switch# configure terminal
Switch(conf)# interface gigabitethernet1/0/1
Switch(conf-if)# switchport backup interface gigabitethernet1/0/2 preemption delay 150
Switch(conf-if)# end



            
            		This example shows how to
               		  configure the Gigabit Ethernet interface as the MMU primary VLAN:
               		
            

            
            		Switch# configure terminal
Switch(conf)# interface gigabitethernet1/0/1
Switch(conf-if)# switchport backup interface gigabitethernet1/0/2 mmu primary vlan 1021
Switch(conf-if)# end



            
            		You can verify your setting
               		  by entering the 
               		  show interfaces switchport
                     				backup privileged EXEC command.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

         
      

      
      
   
      
      
      switchport block

      
         

         
         
            		
            To prevent unknown multicast
               		  or unicast packets from being forwarded, use the 
               		  switchport block command in interface
               		  configuration mode. To allow forwarding unknown multicast or unicast packets,
               		  use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  block
                  
                  { multicast | unicast } 
               

               no
                  
                  switchport
                  
                  block
                  
                  { multicast | unicast } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        multicast
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies that unknown
                           					 multicast traffic should be blocked.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 Only pure Layer 2 multicast
                                    						traffic is blocked. Multicast packets that contain IPv4 or IPv6 information in
                                    						the header are not blocked.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        unicast
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies that unknown
                           					 unicast traffic should be blocked.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            Unknown multicast and unicast
               		  traffic is not blocked.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            By default, all traffic with
               		  unknown MAC addresses is sent to all ports. You can block unknown multicast or
               		  unicast traffic on protected or nonprotected ports. If unknown multicast or
               		  unicast traffic is not blocked on a protected port, there could be security
               		  issues.
               		
            

            
            		
            With multicast traffic, the
               		  port blocking feature blocks only pure Layer 2 packets. Multicast packets that
               		  contain IPv4 or IPv6 information in the header are not blocked.
               		
            

            
            		
            Blocking unknown multicast or
               		  unicast traffic is not automatically enabled on protected ports; you must
               		  explicitly configure it.
               		
            

            
            		
            For more information about
               		  blocking packets, see the software configuration guide for this release.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  block unknown unicast traffic on an interface:
               		
            

            
            		Switch(config-if)# switchport block unicast



            
            		You can verify your setting
               		  by entering the 
               		  show interfaces 
                  			 interface-id 
                  			 switchport
               		  privileged EXEC command.
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

         
      

      
      
   
      
      
      system mtu

      
         

         
          
            		
            		
            To set the global maximum
               		  packet size or MTU size for switched packets on Gigabit Ethernet and 10-Gigabit
               		  Ethernet ports, use the 
               		  system mtu
               		  command in global configuration mode. To restore the global MTU value to its
               		  default value use the 
               		  no form of
               		  this command. 
               		
            

            
            	 
         

         
          
            		
            
               system
                  
                  mtu
                  
                  bytes

               no
                  
                  system
                  
                  mtu

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        bytes
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        				  
                        				  
                        The global MTU size in bytes. The range is 1500 to 9198 bytes;
                           					 the default is 1500 bytes. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            The default MTU size
               		  for all ports is 1500 bytes.
               		
            

            
            		 
            	 
         

         
         
            Command Modes
 
            		
            Global configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            You can verify your
               		  setting by entering the 
               		  show system mtu
               		  privileged EXEC command.
               		
            

            
            		 
            		
            The switch does not
               		  support the MTU on a per-interface basis.
               		
            

            
            		 
            		 
            		 
            		 
            		
            		 
            		 
            		 
            		 
            		 
            		
            If you enter a
               		  value that is outside the allowed range for the specific type of interface, the
               		  value is not accepted. 
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows
               		  how to set the global system MTU size to 6000 bytes:
               		
            

            
            		Switch(config)# system mtu 6000
Global Ethernet MTU is set to 6000 bytes.
Note: this is the Ethernet payload size, not the total 
Ethernet frame size, which includes the Ethernet
header/trailer and possibly other tags, such as ISL or 
802.1q tags.

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show system mtu

               
               	
                  Displays the 	 global MTU or maximum packet size set for the switch.   

               
            

         
      

      
      
   
      
      
      voice-signaling vlan
         	 (network-policy configuration)
      

      
         

         
          
            		
            To create a
               		  network-policy profile for the voice-signaling application type, use the 
               		  voice-signaling
                     				vlan command in network-policy configuration mode. To delete the
               		  policy, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               voice-signaling
                  
                  vlan
                  
                  {  vlan-id
                  
                  [  cos
                  
                  cos-value  | dscp
                  
                  dscp-value  ]   | dot1p
                  
                  [  cos
                  
                  l2-priority  | dscp
                  
                  dscp  ]   | none | untagged } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 vlan-id 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 The VLAN for voice traffic. The range is 1 to 4094.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 cos 
                              					 cos-value 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Specifies the Layer 2 priority class of service (CoS) for the configured VLAN.
                           					 The range is 0 to 7; the default is 5.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dscp 
                              					 dscp-value 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies the differentiated services code point (DSCP) value for the
                           					 configured VLAN. The range is 0 to 63; the default is 46.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dot1p 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures the phone to use IEEE 802.1p priority tagging and to use VLAN 0 (the
                           					 native VLAN).
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 none 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Does not instruct the Cisco IP phone about the voice VLAN. The phone uses the
                           					 configuration from the phone key pad.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 untagged 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures the phone to send untagged voice traffic. This is the default for
                           					 the phone.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            No network-policy
               		  profiles for the voice-signaling application type are defined.
               		
            

            
            		
            The default CoS
               		  value is 5. 
               		
            

            
            		
            The default DSCP
               		  value is 46.
               		
            

            
            		
            The default
               		  tagging mode is untagged. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Network-policy profile configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            Use the 
               		  network-policy
                     				profile global configuration command to create a profile and to
               		  enter network-policy profile configuration mode.
               		
            

            
            		
            The voice-signaling
               		  application type is for network topologies that require a different policy for
               		  voice signaling than for voice media. This application type should not be
               		  advertised if all of the same network policies apply as those advertised in the
               		  voice policy TLV.
               		
            

            
            		
            When you are in
               		  network-policy profile configuration mode, you can create the profile for
               		  voice-signaling by specifying the values for VLAN, class of service (CoS),
               		  differentiated services code point (DSCP), and tagging mode.
               		
            

            
            		
            These profile attributes
               		  are contained in the Link Layer Discovery Protocol for Media Endpoint Devices
               		  (LLDP-MED) network-policy time-length-value (TLV).
               		
            

            
            		
            To return to privileged
               		  EXEC mode from the network-policy profile configuration mode, enter the 
               		  exit command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows how to
               		  configure voice-signaling for VLAN 200 with a priority 2 CoS:
               		
            

            
            		Switch(config)# network-policy profile 1
Switch(config-network-policy)# voice-signaling vlan 200 cos 2



            
            		This example shows how to
               		  configure voice-signaling for VLAN 400 with a DSCP value of 45:
               		
            

            
            		Switch(config)# network-policy profile 1
Switch(config-network-policy)# voice-signaling vlan 400 dscp 45



            
            		This example shows how to
               		  configure voice-signaling for the native VLAN with priority tagging:
               		
            

            
            		Switch(config-network-policy)# voice-signaling vlan dot1p cos 4

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  network-policy

               
               	
                  Applies a 	 network-policy profile to an interface.   

               
            

            
               	
                  network-policy profile (global configuration)

               
               	
                  Creates a 	 network-policy profile and enters network-policy configuration mode.   

               
            

            
               	
                  voice vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice application type.   

               
            

         
      

      
      
   
      
      
      voice vlan
         	 (network-policy configuration)
      

      
         

         
          
            		
            To create a
               		  network-policy profile for the voice application type, use the 
               		  voice vlan
               		  command in network-policy configuration mode. To delete the policy, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
          
            		
            
               voice
                  
                  vlan
                  
                  {  vlan-id
                  
                  [  cos
                  
                  cos-value  | dscp
                  
                  dscp-value  ]   | dot1p
                  
                  [  cos
                  
                  l2-priority  | dscp
                  
                  dscp  ]   | none | untagged } 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 vlan-id 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 The VLAN for voice traffic. The range is 1 to 4094.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 cos 
                              					 cos-value 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Specifies the Layer 2 priority class of service (CoS) for the configured VLAN.
                           					 The range is 0 to 7; the default is 5.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dscp 
                              					 dscp-value 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Specifies the differentiated services code point (DSCP) value for the
                           					 configured VLAN. The range is 0 to 63; the default is 46.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 dot1p 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures the phone to use IEEE 802.1p priority tagging and to use VLAN 0 (the
                           					 native VLAN).
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 none 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Does not instruct the Cisco IP phone about the voice VLAN. The phone uses the
                           					 configuration from the phone key pad.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 untagged 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Configures the phone to send untagged voice traffic. This is the default for
                           					 the phone.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            No network-policy
               		  profiles for the voice application type are defined.
               		
            

            
            		
            The default CoS
               		  value is 5. 
               		
            

            
            		
            The default DSCP
               		  value is 46.
               		
            

            
            		
            The default tagging
               		  mode is untagged. 
               		
            

            
            	 
         

         
         
            Command Modes
 
            		
            Network-policy profile configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            Use the 
               		  network-policy
                     				profile global configuration command to create a profile and to
               		  enter network-policy profile configuration mode.
               		
            

            
            		
            The voice
               		  application type is for dedicated IP telephones and similar devices that
               		  support interactive voice services. These devices are typically deployed on a
               		  separate VLAN for ease of deployment and enhanced security through isolation
               		  from data applications.
               		
            

            
            		
            When you are in
               		  network-policy profile configuration mode, you can create the profile for voice
               		  by specifying the values for VLAN, class of service (CoS), differentiated
               		  services code point (DSCP), and tagging mode.
               		
            

            
            		
            These profile attributes
               		  are contained in the Link Layer Discovery Protocol for Media Endpoint Devices
               		  (LLDP-MED) network-policy time-length-value (TLV).
               		
            

            
            		
            To return to privileged
               		  EXEC mode from the network-policy profile configuration mode, enter the 
               		  exit command.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This example shows how to
               		  configure the voice application type for VLAN 100 with a priority 4 CoS:
               		
            

            
            		Switch(config)# network-policy profile 1
Switch(config-network-policy)# voice vlan 100 cos 4



            
            		This example shows how to
               		  configure the voice application type for VLAN 100 with a DSCP value of 34:
               		
            

            
            		Switch(config)# network-policy profile 1
Switch(config-network-policy)# voice vlan 100 dscp 34



            
            		This example shows how to
               		  configure the voice application type for the native VLAN with priority tagging:
               		
            

            
            		Switch(config-network-policy)# voice vlan dot1p cos 4

            
            	 

         
      

      
      
      
         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  network-policy

               
               	
                  Applies a 	 network-policy profile to an interface.   

               
            

            
               	
                  network-policy profile (global configuration)

               
               	
                  Creates a 	 network-policy profile and enters network-policy configuration mode.   

               
            

            
               	
                  voice-signaling vlan (network-policy configuration)

               
               	
                  Creates a 	 network-policy profile for the voice-signaling application type.   

               
            

         
      

      
      
   
      
      
      wireless ap-manager interface

      
         

         
         
            
            To configure the wireless AP-manager interface,  use the 
               wireless 
                     ap-manager 
                     interface command.
            

            
            
         

         
         
            
            
               wireless
                  
                  ap-managerinterface
                  
                  {  TenGigabitEthernet
                  
                  interface-number  | Vlan
                  
                  interface-number  } 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                           TenGigabitEthernet
                           interface-name
                           
                        
                     
                     
                     	
                        
                        
                           Configures 10-Gigabit Ethernet interface. Values range from 0 to 9.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                           Vlan
                           interface-name
                           
                        
                     
                     
                     	
                        
                        
                           Configures VLANs. Values range from 1 to 4095.
                           
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            None
               
               
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to configure the wireless AP-manager:
               
            

            
            Switch# wireless ap-manager interface vlan
<1-4095>  Vlan interface number



            
            
               This example shows how to configure the wireless AP-manager:
               
            

            
            Switch# #wireless ap-manager interface vlan 10

            

         
      

      
      
      
         
      

      
      
      
   
      
      
      wireless exclusionlist

      
         

         
         
            
            To manage exclusion list entries, use the 
               wireless 
                     exclusionlist global configuration command. To remove the exclusion list entries, use the 
               no form of the command.
            

            
            
         

         
         
            
            
               wireless 
                  
                  exclusionlist
                  
                  mac-addr 
                  
                  description
                  
                  description

               no
                  
                  wireless
                  
                  exclusionlist
                  
                  mac-addr

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        mac-addr
                           
                        
                     
                     
                     	
                        
                        
                           The MAC address of the local excluded entry.
                           
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        description
                           description
                           
                        
                     
                     
                     	
                        
                        Specifies the description for an exclusion-list entry.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            
               
               None
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to create a local exclusion list entry for the MAC address 
               xxx.xxx.xxx:
            

            
            Switch# wireless exclusionlist xxx.xxx.xxx



            
            
               This example shows how to create a description for the  local exclusion list entry for the MAC address 
               xxx.xxx.xxx:
            

            
            Switch# wireless exclusionlist xxx.xxx.xxx description sample

            

         
      

      
      
      
         
      

      
      
      
   
      
      
      wireless linktest

      
         

         
         
            
            To configure linktest frame size and number of frames to send,  use the 
               wireless 
                     linktest command.
            

            
            
         

         
         
            
            
               wireless
                  
                  linktest
                  
                  {  frame-size
                  
                  size  | number-of-frames
                  
                  value  } 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        
                           frame-size
                           size
                           
                        
                     
                     
                     	
                        
                        
                           Specifies the link test frame size for each packet. The values range from 1 to 1400. 
                           
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        
                           number-of-frames
                           value
                           
                        
                     
                     
                     	
                        
                        
                           Specifies the number of frames to be sent for the link test. The values range from 1 to 100.
                           
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            
               
               None
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to configure the link test frame size of each frame as 10:
               
            

            
            Switch# wireless linktest frame-size 10

            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      wireless management interface

      
         

         
         
            
            To configure wireless management parameters on an interface, use the 
               wireless 
                     management 
                     interface global configuration command. To remove a wireless management parameters on an interface, use the 
               no form of the command.
            

            
            
         

         
         
            
            
               wireless
                  
                  management
                  
                  interface 
                  
                  interface-name  {  TenGigabitEthernet 
                  
                  interface-name  | Vlan
                  
                  interface-name  } 
               

               no
                  
                  wireless
                  
                  management
                  
                  interface

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	interface-name
                           
                     
                     	
                        
                           The interface number. 
                        

                        
                     
                     
                  

                  
                  
                     	
                        TenGigabitEthernet
                              interface-name
                           
                        
                     
                     
                     	
                        
                        
                           The 10-Gigabit Ethernet 
                           interface number. The values range from 0 to 9.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                           Vlan interface-name
                           
                        
                     
                     
                     	
                        
                           The VLAN 
                           interface number. The values range from 1 to 4095.
                        

                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            
               None
               
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to configure VLAN 10 on the wireless interface:
               
            

            
            Switch# wireless management interface Vlan 10

            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      wireless peer-blocking forward-upstream

      
         

         
         
            
            To configure peer-to-peer blocking for forward upstream, use the 
               wireless 
                  peer-blocking 
                  forward-upstream command. To remove a peer-to-peer blocking, use the 
               no form of the command.
            

            
            
         

         
         
            
            
               wireless
                  
                  peer-blocking
                  
                  forward-upstream
                  
                  interface {  GigabitEthernet interface-number TenGigabitEthernet interface-number  } 
               

               no
                  
                  wireless
                  
                  peer-blocking
                  
                  forward-upstream  {  GigabitEthernet interface-number TenGigabitEthernet interface-number  } 
               

            

            
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        GigabitEthernet interface
                           
                        
                     
                     
                     	
                        
                        
                           The Gigabit  Ethernet 
                           interface number. Values range from 0 to 9.
                        

                        
                        
                     
                     
                  

                  
                  
                     	
                        TenGigabitEthernet interface
                           
                        
                     
                     
                     	
                        
                        
                           The 10-Gigabit Ethernet 
                           interface number. Values range from 0 to 9.
                           
                        

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            
            
               
               None
            

            
            
         

         
         
            Command Modes

            
            Global configuration

            
            
         

         
         Command History

         
         
            
               
                  
                     	Release
                     
                     	Modification
                     
                  

                  
               
               
               
                  
                     	
                        
                        

                        
                        
                     
                     
                     	
                        
                        This command was introduced.

                        
                        
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            
            
            
            
               This example shows how to 
               configure peer-to-peer blocking for interface 10-gigabit ethernet interface:
            

            
            Switch(config)# wireless peer-blocking forward-upstream TenGigabitEthernet 1/1/4

            
            

         
      

      
      
      
         
      

      
      
      
   
      
      
      Preface

      
      
         
         	Document Conventions

         
         	Related Documentation

         
         	Obtaining Documentation and Submitting a Service Request

         
      

      
      
      
   
      
      
      Document
         	 Conventions
      

      
         

         
          
            		
            This document uses
               		  the following conventions: 
               		
            

            
            		
            
            
               
                  
                     
                        	Convention 
                           				  
                        
                        
                        	Description 
                           				  
                        
                        
                     

                     
                  
                  
                  
                     
                        	^ or Ctrl 
                           				  
                        
                        
                        	 
                           					 
                           Both the 
                              						^
                              						symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For example,
                              						the key combination 
                              						^D
                              						or 
                              						Ctrl-D means that you hold down the Control key while you
                              						press the D key. (Keys are indicated in capital letters but are not case
                              						sensitive.) 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 bold
                           					 font 
                           				  
                        
                        
                        	 
                           					 
                           Commands
                              						and keywords and user-entered text appear in 
                              						bold
                              						font. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 
                           					 Italic 
                              					  font 
                           				  
                        
                        
                        	 
                           					 
                           Document
                              						titles, new or emphasized terms, and arguments for which you supply values are
                              						in 
                              						italic font. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	Courier font
                           				  
                        
                        
                        	 
                           					 
                           Terminal
                              						sessions and information the system displays appear in 
                              						courier font. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	Bold Courier font
                           				  
                        
                        
                        	 
                           					 Bold Courier
                           					 font indicates text that the user must enter. 
                           				  
                        
                        
                     

                     
                     
                        	[x] 
                           				  
                        
                        
                        	 
                           					 
                           Elements
                              						in square brackets are optional. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	... 
                           				  
                        
                        
                        	 
                           					 
                           An
                              						ellipsis (three consecutive nonbolded periods without spaces) after a syntax
                              						element indicates that the element can be repeated. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	 | 
                           				  
                        
                        
                        	 
                           					 
                           A vertical
                              						line, called a pipe, indicates a choice within a set of keywords or arguments. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	[x | y] 
                           				  
                        
                        
                        	 
                           					 
                           Optional
                              						alternative keywords are grouped in brackets and separated by vertical bars. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	{x | y} 
                           				  
                        
                        
                        	 
                           					 
                           Required
                              						alternative keywords are grouped in braces and separated by vertical bars. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	[x {y | z}] 
                           				  
                        
                        
                        	 
                           					 
                           Nested set
                              						of square brackets or braces indicate optional or required choices within
                              						optional or required elements. Braces and a vertical bar within square brackets
                              						indicate a required choice within an optional element. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	string 
                           				  
                        
                        
                        	 
                           					 
                           A
                              						nonquoted set of characters. Do not use quotation marks around the string or
                              						the string will include the quotation marks. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	< > 
                           				  
                        
                        
                        	 
                           					 
                           Nonprinting characters such as passwords are in angle brackets. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	[ ] 
                           				  
                        
                        
                        	 
                           					 
                           Default
                              						responses to system prompts are in square brackets. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                     
                        	!, # 
                           				  
                        
                        
                        	 
                           					 
                           An
                              						exclamation point (!) or a pound sign (#) at the beginning of a line of code
                              						indicates a comment line. 
                              					 
                           

                           
                           				  
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
         
            Reader Alert
               		  Conventions
            
 
            		 
            		
            This document may
               		  use the following conventions for reader alerts: 
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	


 
                     		  
                     Means 
                        			 reader take
                           				note. Notes contain helpful suggestions or references to material not
                        			 covered in the manual. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            
               
                  	[image: ../images/tip.gif]
Tip
                  	


 
                     		  
                     Means 
                        			 the following
                           				information will help you solve a problem. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            
               
                  	[image: ../images/caut.gif]
Caution
                  	


 
                     		  
                     Means 
                        			 reader be
                           				careful. In this situation, you might do something that could result in
                        			 equipment damage or loss of data. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            
               
                  	[image: ../images/timesave.gif]
Timesaver
                  	


 
                     		  
                     Means 
                        			 the described
                           				action saves time. You can save time by performing the action described in
                        			 the paragraph. 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            
               
                  	[image: ../images/warn.gif]
Warning
                  	


 
                     		  
                     IMPORTANT SAFETY INSTRUCTIONS
                        		  
                     

                     
                     		  
                      This warning symbol means danger. You are in a situation that could
                        			 cause bodily injury. Before you work on any equipment, be aware of the hazards
                        			 involved with electrical circuitry and be familiar with standard practices for
                        			 preventing accidents. Use the statement number provided at the end of each
                        			 warning to locate its translation in the translated safety warnings that
                        			 accompanied this device. Statement 1071
                        		  
                     

                     
                     		  
                     SAVE THESE INSTRUCTIONS 
                        		  
                     

                     
                     		
                     

                  
               

            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Related
         	 Documentation
      

      
         
            
               	[image: ../images/note.gif]
Note
               	


 
                  		
                   Before installing or
                     		  upgrading the 
                     		  switch, refer to the 
                     		  switch release notes. 
                     		
                  

                  
                  	 
                  

               
            

         

         
         
            	 
               		  
               Cisco Catalyst 3650 Switch 
                     		documentation, located at: 
                  		  
               

               
               		  
               http:/​/​www.cisco.com/​go/​cat3650_​docs 
                  		  
               

               
               		
            

            
         

         
         
            	 
               		  
               Cisco SFP and SFP+
                  			 modules documentation, including compatibility matrixes, located at: 
                  		  
               

               
               		  
               http:/​/​www.cisco.com/​en/​US/​products/​hw/​modules/​ps5455/​tsd_​products_​support_​series_​home.html
                  			 
                  		  
               

               
               		
            

            
            	 
               		  
                Error Message
                  			 Decoder, located at: 
                  		  
               

               
               		  
               https:/​/​www.cisco.com/​cgi-bin/​Support/​Errordecoder/​index.cgi 
                  		  
               

               
               		
            

            
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      Obtaining
         	 Documentation and Submitting a Service Request
      

      
          
            		
            For information on
               		  obtaining documentation, submitting a service request, and gathering additional
               		  information, see the monthly 
               		  What's New in
                  			 Cisco Product Documentation, which also lists all new and revised Cisco
               		  technical documentation, at: 
               		
            

            
            		
             
               		  http:/​/​www.cisco.com/​c/​en/​us/​td/​docs/​general/​whatsnew/​whatsnew.html 
               		
            

            
            		
            Subscribe to the 
               		  What's New in
                  			 Cisco Product Documentation as a Really Simple Syndication (RSS) feed and
               		  set content to be delivered directly to your desktop using a reader
               		  application. The RSS feeds are a free service and Cisco currently supports RSS
               		  version 2.0. 
               		
            

            
            	 
         

         
      

      
      
      
         
      

      
      
      
   
      
      
      

      
         

         
         
            
            THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
               MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
               RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
               WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
               RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
               
            

            
            
            THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
               ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
               INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
               LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
               
            

            
            
            The Cisco implementation of TCP header compression is an adaptation of
               a program developed by the University of California, Berkeley (UCB) as part of
               UCB's public domain version of the UNIX operating system. All rights reserved.
               Copyright © 1981, Regents of the University of California.
               
            

            
            
            NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND
               SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
               ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING,
               WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
               AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
               PRACTICE. 
               
            

            
            
            IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
               SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
               LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
               USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
               POSSIBILITY OF SUCH DAMAGES. 
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               coincidental.
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      show nmsp

      
         

         
         
            		
            To display the Network
               		  Mobility Services Protocol (NMSP) information for the switch, use the show
                     				nmsp command in privileged EXEC mode.
               		
            

            
            	 
         

         
         
            		
            
               show
                     				  nmsp
                  
                  { attachment suppress
                     					 interfaces | capability | notification interval | statistics
                  
                  { connection | summary }   | status | subscription
                  
                  {  detail
                  
                  [ ip-address ]   | summary }   } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        attachment suppress
                                 						  interfaces
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays attachment
                           					 suppress interfaces.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        capability
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays switch
                           					 capabilities including the supported services and subservices.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        notification
                                 						  interval
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays the notification
                           					 intervals of the supported services.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        statistics
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays the NMSP
                           					 statistics information.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        connection
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays the message
                           					 counters on each connection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        summary
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays the global
                           					 counters.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        status
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays information about
                           					 the NMSP connections.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        subscription
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays the subscription
                           					 information on each NMSP connection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        detail
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays all services and
                           					 subservices subscribed on each connection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        ip-address
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) IP address for
                           					 which to display subscribed services and subservices.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        summary
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Displays all services
                           					 subscribed on each connection.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default
 
            		
            None
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Privileged EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Examples

            		
            This is an example of output
               		  from the 
               		  show nmsp attachment suppress interface command:
               		
            

            
            		Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
--------------------------------------
GigabitEthernet1/0/1
GigabitEthernet1/0/3



            
            		
            		This is an example of output
               		  from the 
               		  show nmsp capability command:
               		
            

            
            		Switch# show nmsp capability
Service         Subservice
--------------------------
RSSI            Mobile Station, Tags, Rogue
Info            Mobile Station, Rogue
Statistics      Mobile Station, Tags
Attachment      Wired Station
Location        Subscription
AP Monitor      Subscription
IDS Services    WIPS



            
            		
            		This is an example of output
               		  from the 
               		  show nmsp notification interval command:
               		
            

            
            		Switch# show nmsp notification interval
NMSP Notification Intervals
---------------------------

RSSI Interval:
  Client              : 2 sec
  RFID                : 2 sec
  Rogue AP            : 2 sec
  Rogue Client        : 2 sec
Attachment Interval   : 30 sec
Location Interval     : 30 sec



            
            		
            		This is an example of
               		  output from the 
               		  show nmsp statistics
                     				summary command:
               		
            

            
            		Switch# show nmsp statistics summary
NMSP Global Counters
--------------------

Client measure send fail                   : 0
Send RSSI with no entry                    : 0
Application message too big                : 0
Failed select on accept socket             : 0
Failed SSL write                           : 0
Partial SSL write                          : 0
SSL write returned zero                    : 0
SSL write attempts to want read            : 0
SSL write attempts to want write           : 0
SSL write got default error                : 0
SSL write max data length sent             : 0
SSL write max attempts to write in loop    : 0
SSL read returned zero                     : 0
SSL read attempts to want read             : 0
SSL read attempts to want write            : 0
SSL read got default error                 : 0
Failed SSL read - con rx buf freed         : 0
Failed SSL read - con/SSL freed            : 0
Max records read before exiting SSL read   : 0
Highest priority tx queue full             : 0
Normal priority tx queue full              : 0
Highest priority tx queue count            : 0
Normal priority tx queue count             : 0
APP sent message to highest priority queue : 0
Max measure notify message                 : 0
Max info notify message                    : 0
Max highest priority tx queue count        : 0
Max normal priority tx queue count         : 0
Max receive queue count                    : 3
Max info notify queue count                : 0
Max client info notify delay               : 0
Max rogue AP info notify delay             : 0
Max rogue client info notify delay         : 0
Max client measure notify delay            : 0
Max tag measure notify delay               : 0
Max rogue AP measure notify delay          : 0
Max rogue client measure notify delay      : 0
Max client stats notify delay              : 0
Max RFID stats notify delay                : 0
RFID measurement periodic                  : 0
RFID measurement immediate                 : 0
SSL handshake failed                       : 0
NMSP rx detected connection failure        : 0
NMSP tx detected connection failure        : 0
NMSP tx buf size exceeded                  : 0
Reconnect before connection Timeout        : 0

            
            		
            		
            		
            		
            		
            		
            	 

         
      

      
      
   
      
      
      show
         	 storm-control
      

      
         

         
          
            		
            To display
               		  broadcast, multicast, or unicast storm control settings on the switch or on the
               		  specified interface or to display storm-control history, use the 
               		  show
                     				storm-control command in user EXEC mode.
               		
            

            
            	 
         

         
          
            		
            
               show
                  
                  storm-control
                  
                  [ interface-id ] 
                  
                  [ broadcast | multicast | unicast ] 
               

            
 
            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				   
                           					 interface-id 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Interface ID for the physical port (including type, stack member for
                           					 stacking-capable switches, module, and port number).
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				   
                           					 broadcast 
                           				   
                        				
                     
                     
                     	 
                        				  
                        (Optional)
                           					 Displays broadcast storm threshold setting.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 multicast 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays multicast storm threshold setting.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                           					 unicast 
                           				  
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Displays unicast storm threshold setting.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Modes
 
            		
            User EXEC

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines
 
            		
            When you enter an
               		  interface ID, the storm control thresholds appear for the specified interface.
               		
            

            
            		
            If you do not enter
               		  an interface ID, settings appear for one traffic type for all ports on the
               		  switch.
               		
            

            
            		
            If you do not enter
               		  a traffic type, settings appear for broadcast storm control.
               		
            

            
            	 
         

         
         
            Examples
 
            		
            This is an example
               		  of a partial output from the 
               		  show
                     				storm-control command when no keywords are entered. Because no
               		  traffic-type keyword was entered, the broadcast storm control settings appear.
               		
            

            
            		Switch> show storm-control
Interface Filter State  Upper      Lower     Current
--------- ------------- ---------- --------- ---------
Gi1/0/1   Forwarding    20 pps     10 pps    5 pps
Gi1/0/2   Forwarding    50.00%     40.00%    0.00%
<output truncated>



            
            		This is an example
               		  of output from the 
               		  show
                     				storm-control command for a specified interface. Because no
               		  traffic-type keyword was entered, the broadcast storm control settings appear.
               		
            

            
            		Switch> show storm-control gigabitethernet 1/0/1
Interface Filter State  Upper      Lower     Current
--------- ------------- ---------- --------- ---------
Gi1/0/1 		Forwarding 			20 pps 			 10 pps    5 pps



            
            		 The following table
               		  describes the fields in the show storm-control display:
               		
            

            
            		
            
            
               
                  show
                        		  storm-control Field Descriptions
                  
                     
                        	Field
                           				
                        
                        
                        	Description
                           				
                        
                        
                     

                     
                  
                  
                  
                     
                        	
                           				  
                           Interface
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Displays the
                              					 ID of the interface.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Filter State
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Displays the
                              					 status of the filter:
                              				  
                           

                           
                           				  
                           
                              	
                                 						
                                 Blocking—Storm control is enabled, and a storm has occurred.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Forwarding—Storm control is enabled, and no storms have
                                    						  occurred.
                                    						
                                 

                                 
                                 					 
                              

                              
                              	
                                 						
                                 Inactive—Storm control is disabled.
                                    						
                                 

                                 
                                 					 
                              

                              
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Upper
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Displays
                              					 the rising suppression level as a percentage of total available bandwidth in
                              					 packets per second or in bits per second.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Lower
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Displays
                              					 the falling suppression level as a percentage of total available bandwidth in
                              					 packets per second or in bits per second.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                     
                        	
                           				  
                           Current
                              				  
                           

                           
                           				
                        
                        
                        	
                           				  
                           Displays
                              					 the bandwidth usage of broadcast traffic or the specified traffic type
                              					 (broadcast, multicast, or unicast) as a percentage of total available
                              					 bandwidth. This field is only valid when storm control is enabled.
                              				  
                           

                           
                           				
                        
                        
                     

                     
                  
                  
               

               
            

            
            	 
         

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  storm-control

               
               	
                  Enables 	 broadcast, multicast, or unicast storm control and sets threshold levels on an 	 interface.   

               
            

         
      

      
      
   
      
      
      storm-control

      
         

         
         
            		
            To enable broadcast,
               		  multicast, or unicast storm control and to set threshold levels on an
               		  interface, use the 
               		  storm-control command in interface configuration
               		  mode. To return to the default setting, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               storm-control
                  
                  {  action
                  
                  { shutdown | trap }   |  { broadcast | multicast | unicast } 
                  
                  level
                  
                  {  level
                  
                  [ level-low ]   | bps
                  
                  bps
                  
                  [ bps-low ]   | pps
                  
                  pps
                  
                  [ pps-low ]   }   } 
               

               no
                  
                  storm-control
                  
                  {  action
                  
                  { shutdown | trap }   |  { broadcast | multicast | unicast } 
                  
                  level  } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	 
                        				  
                        action
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Specifies the action taken
                           					 when a storm occurs on a port. The default action is to filter traffic and to
                           					 not send an Simple Network Management Protocol (SNMP) trap.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	 
                        				  
                        shutdown
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Disables
                           					 the port during a storm.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        trap
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sends an
                           					 SNMP trap when a storm occurs.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        broadcast
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables broadcast storm
                           					 control on the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        multicast
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables multicast storm
                           					 control on the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        unicast
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables unicast storm
                           					 control on the interface.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        level
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies the rising and
                           					 falling suppression levels as a percentage of total bandwidth of the port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        level 
                                 						
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Rising
                           					 suppression level, up to two decimal places. The range is 0.00 to 100.00. Block
                           					 the flooding of storm packets when the value specified for level is reached.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        level-low
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Falling suppression level, up to two decimal places. The range is 0.00 to
                           					 100.00. This value must be less than or equal to the rising suppression value.
                           					 If you do not configure a falling suppression level, it is set to the rising
                           					 suppression level.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        level bps
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies
                           					 the rising and falling suppression levels as a rate in bits per second at which
                           					 traffic is received on the port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        bps
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Rising
                           					 suppression level, up to 1 decimal place. The range is 0.0 to 10000000000.0.
                           					 Block the flooding of storm packets when the value specified for bps is
                           					 reached.
                           				  
                        

                        
                        				  
                        You can use metric suffixes
                           					 such as k, m, and g for large number thresholds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        bps-low
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Falling suppression level, up to 1 decimal place. The range is 0.0 to
                           					 10000000000.0. This value must be equal to or less than the rising suppression
                           					 value.
                           				  
                        

                        
                        				  
                        You can use metric suffixes
                           					 such as k, m, and g for large number thresholds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        level pps
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies the rising and
                           					 falling suppression levels as a rate in packets per second at which traffic is
                           					 received on the port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        pps
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Rising
                           					 suppression level, up to 1 decimal place. The range is 0.0 to 10000000000.0.
                           					 Block the flooding of storm packets when the value specified for pps is
                           					 reached.
                           				  
                        

                        
                        				  
                        You can use metric suffixes
                           					 such as k, m, and g for large number thresholds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        pps-low
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional)
                           					 Falling suppression level, up to 1 decimal place. The range is 0.0 to
                           					 10000000000.0. This value must be equal to or less than the rising suppression
                           					 value.
                           				  
                        

                        
                        				  
                        You can use metric suffixes
                           					 such as k, m, and g for large number thresholds.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            Broadcast, multicast, and
               		  unicast storm control are disabled.
               		
            

            
            		
            The default action is to
               		  filter traffic and to not send an SNMP trap.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            The storm-control
               		  suppression level can be entered as a percentage of total bandwidth of the
               		  port, as a rate in packets per second at which traffic is received, or as a
               		  rate in bits per second at which traffic is received.
               		
            

            
            		
            When specified as a
               		  percentage of total bandwidth, a suppression value of 100 percent means that no
               		  limit is placed on the specified traffic type. A value of 
               		  level 0 0
               		  means that all broadcast, multicast, or unicast traffic on that port is
               		  blocked. Storm control is enabled only when the rising suppression level is
               		  less than 100 percent. If no other storm-control configuration is specified,
               		  the default action is to filter the traffic causing the storm and to send no
               		  SNMP traps.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     When the storm control
                        			 threshold for multicast traffic is reached, all multicast traffic except
                        			 control traffic, such as bridge protocol data unit (BDPU) and Cisco Discovery
                        			 Protocol (CDP) frames, are blocked. However, the switch does not differentiate
                        			 between routing updates, such as Open Shortest Path First (OSPF) and regular
                        			 multicast data traffic, so both types of traffic are blocked.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            The 
               		  trap and 
               		  shutdown options are independent of each other.
               		
            

            
            		
            If you configure the action
               		  to be taken as shutdown (the port is error-disabled during a storm) when a
               		  packet storm is detected, you must use the 
               		  no shutdown
               		  interface configuration command to bring the interface out of this state. If
               		  you do not specify the 
               		  shutdown action, specify the action as 
               		  trap (the switch generates a trap when a storm is
               		  detected).
               		
            

            
            		
            When a storm occurs and the
               		  action is to filter traffic, if the falling suppression level is not specified,
               		  the switch blocks all traffic until the traffic rate drops below the rising
               		  suppression level. If the falling suppression level is specified, the switch
               		  blocks traffic until the traffic rate drops below this level.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     Storm control is supported
                        			 on physical interfaces. You can also configure storm control on an
                        			 EtherChannel. When storm control is configured on an EtherChannel, the storm
                        			 control settings propagate to the EtherChannel physical interfaces.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            When a broadcast storm
               		  occurs and the action is to filter traffic, the switch blocks only broadcast
               		  traffic.
               		
            

            
            		
            For more information, see
               		  the software configuration guide for this release.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  enable broadcast storm control with a 75.5-percent rising suppression level:
               		
            

            
            		Switch(config-if)# storm-control broadcast level 75.5



            
            		This example shows how to
               		  enable unicast storm control on a port with a 87-percent rising suppression
               		  level and a 65-percent falling suppression level:
               		
            

            
            		Switch(config-if)# storm-control unicast level 87 65



            
            		This example shows how to
               		  enable multicast storm control on a port with a 2000-packets-per-second rising
               		  suppression level and a 1000-packets-per-second falling suppression level:
               		
            

            
            		Switch(config-if)# storm-control multicast level pps 2k 1k



            
            		This example shows how to
               		  enable the 
               		  shutdown
               		  action on a port:
               		
            

            
            		Switch(config-if)# storm-control action shutdown



            
            		You can verify your
               		  settings by entering the 
               		  show
                     				storm-control privileged EXEC command.
               		
            

            
            	 
         

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show storm-control

               
               	
                  Displays 	 broadcast, multicast, or unicast storm control settings on all interfaces or on 	 a specified interface.   

               
            

         
      

      
      
   
      
      
      switchport port-security
         	 aging
      

      
         

         
         
            		
            To set the aging time and
               		  type for secure address entries or to change the aging behavior for secure
               		  addresses on a particular port, use the 
               		  switchport port-security aging command in
               		  interface configuration mode. To disable port security aging or to set the
               		  parameters to their default states, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  port-security
                  
                  aging
                  
                  { static | time
                  
                  time  | type
                  
                  { absolute | inactivity }   } 
               

               no
                  
                  switchport
                  
                  port-security
                  
                  aging
                  
                  { static | time | type } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        static
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables aging for
                           					 statically configured secure addresses on this port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        time 
                              						time
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Specifies the aging time
                           					 for this port. The range is 0 to 1440 minutes. If the time is 0, aging is
                           					 disabled for this port.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        type
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the aging type.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        absolute 
                                 						
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets absolute aging type.
                           					 All the secure addresses on this port age out exactly after the time (minutes)
                           					 specified and are removed from the secure address list.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        inactivity
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the inactivity aging
                           					 type. The secure addresses on this port age out only if there is no data
                           					 traffic from the secure source address for the specified time period.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            The port security aging
               		  feature is disabled. The default time is 0 minutes.
               		
            

            
            		
            The default aging type is
               		  absolute.
               		
            

            
            		
            The default static aging
               		  behavior is disabled.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            To enable secure address
               		  aging for a particular port, set the aging time to a value other than 0 for
               		  that port.
               		
            

            
            		
            To allow limited time access
               		  to particular secure addresses, set the aging type as 
               		  absolute. When the aging time lapses, the secure
               		  addresses are deleted.
               		
            

            
            		
            To allow continuous access to
               		  a limited number of secure addresses, set the aging type as 
               		  inactivity. This removes the secure address when
               		  it become inactive, and other addresses can become secure.
               		
            

            
            		
            To allow unlimited access to
               		  a secure address, configure it as a secure address, and disable aging for the
               		  statically configured secure address by using the 
               		  no switchport port-security aging static interface
               		  configuration command.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example sets the aging
               		  time as 2 hours for absolute aging for all the secure addresses on the port:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/1
Switch(config-if)# switchport port-security aging time 120



            
            		This example sets the aging
               		  time as 2 minutes for inactivity aging type with aging enabled for configured
               		  secure addresses on the port:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# switchport port-security aging time 2 
Switch(config-if)# switchport port-security aging type inactivity 
Switch(config-if)# switchport port-security aging static



            
            		This example shows how to
               		  disable aging for configured secure addresses:
               		
            

            
            		Switch(config)# interface gigabitethernet1/0/2
Switch(config-if)# no switchport port-security aging static

            
            	 

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

            
               	
                  switchport port-security mac-address

               
               	
                  Configures 	 secure MAC addresses or sticky MAC address learning.   

               
            

            
               	
                  switchport port-security maximum

               
               	
                  Configures the 	 maximum number of secure MAC addresses.   

               
            

            
               	
                  switchport port-security violation

               
               	
                  Configures 	 secure MAC address violation mode.   

               
            

         
      

      
      
   
      
      
      switchport port-security
         	 mac-address
      

      
         

         
         
            		
            To configure secure MAC
               		  addresses or sticky MAC address learning, use the 
               		  switchport port-security mac-address interface
               		  configuration command. To return to the default setting, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  port-security
                  
                  mac-address
                  
                  {  mac-address
                  
                  [  vlan
                  
                  {  vlan-id
                  
                  { access | voice }   }   ]   | sticky
                  
                  [ mac-address | vlan
                  
                  {  vlan-id
                  
                  { access | voice }   }   ]   } 
               

               no
                  
                  switchport
                  
                  port-security
                  
                  mac-address
                  
                  {  mac-address
                  
                  [  vlan
                  
                  {  vlan-id
                  
                  { access | voice }   }   ]   | sticky
                  
                  [ mac-address | vlan
                  
                  {  vlan-id
                  
                  { access | voice }   }   ]   } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                         
                           					 mac-address
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        A secure MAC address for
                           					 the interface by entering a 48-bit MAC address. You can add additional secure
                           					 MAC addresses up to the maximum value configured.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan 
                              						vlan-id
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) On a trunk port
                           					 only, specifies the VLAN ID and the MAC address. If no VLAN ID is specified,
                           					 the native VLAN is used.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan access
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) On an access
                           					 port only, specifies the VLAN as an access VLAN.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan voice
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) On an access
                           					 port only, specifies the VLAN as a voice VLAN.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 The 
                                    						voice keyword is available only if voice VLAN is
                                    						configured on a port and if that port is not the access VLAN.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        sticky
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Enables the interface for
                           					 sticky learning. When sticky learning is enabled, the interface adds all secure
                           					 MAC addresses that are dynamically learned to the running configuration and
                           					 converts these addresses to sticky secure MAC addresses.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                         
                           					 mac-address
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) A MAC address to
                           					 specify a sticky secure MAC address.
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            No secure MAC addresses are
               		  configured.
               		
            

            
            		
            Sticky learning is disabled.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            A secure port has the
               		  following limitations:
               		
            

            
            		
            
               	
                  			 
                  A secure port can be an
                     				access port or a trunk port; it cannot be a dynamic access port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				routed port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				protected port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				destination port for Switched Port Analyzer (SPAN).
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot belong
                     				to a Gigabit or 10-Gigabit EtherChannel port group.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  You cannot configure static
                     				secure or sticky secure MAC addresses in the voice VLAN.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  When you enable port security
                     				on an interface that is also configured with a voice VLAN, set the maximum
                     				allowed secure addresses on the port to two. When the port is connected to a
                     				Cisco IP phone, the IP phone requires one MAC address. The Cisco IP phone
                     				address is learned on the voice VLAN, but is not learned on the access VLAN. If
                     				you connect a single PC to the Cisco IP phone, no additional MAC addresses are
                     				required. If you connect more than one PC to the Cisco IP phone, you must
                     				configure enough secure addresses to allow one for each PC and one for the
                     				Cisco IP phone.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  Voice VLAN is supported only
                     				on access ports and not on trunk ports.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            Sticky secure MAC addresses
               		  have these characteristics:
               		
            

            
            		
            
               	
                  			 
                  When you enable sticky
                     				learning on an interface by using the 
                     				switchport port-security mac-address sticky
                     				interface configuration command, the interface converts all the dynamic secure
                     				MAC addresses, including those that were dynamically learned before sticky
                     				learning was enabled, to sticky secure MAC addresses and adds all sticky secure
                     				MAC addresses to the running configuration.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  If you disable sticky
                     				learning by using the 
                     				no switchport port-security mac-address sticky
                     				interface configuration command or the running configuration is removed, the
                     				sticky secure MAC addresses remain part of the running configuration but are
                     				removed from the address table. The addresses that were removed can be
                     				dynamically reconfigured and added to the address table as dynamic addresses.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  When you configure sticky
                     				secure MAC addresses by using the 
                     				switchport port-security mac-address sticky 
                        				  mac-address
                     				interface configuration command, these addresses are added to the address table
                     				and the running configuration. If port security is disabled, the sticky secure
                     				MAC addresses remain in the running configuration.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  If you save the sticky secure
                     				MAC addresses in the configuration file, when the switch restarts or the
                     				interface shuts down, the interface does not need to relearn these addresses.
                     				If you do not save the sticky secure addresses, they are lost. If sticky
                     				learning is disabled, the sticky secure MAC addresses are converted to dynamic
                     				secure addresses and are removed from the running configuration.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  If you disable sticky
                     				learning and enter the 
                     				switchport port-security mac-address sticky 
                        				  mac-address
                     				interface configuration command, an error message appears, and the sticky
                     				secure MAC address is not added to the running configuration.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            You can verify your settings
               		  by using the 
               		  show port-security privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  configure a secure MAC address and a VLAN ID on a port:
               		
            

            
            		Switch(config)# interface gigabitethernet 2/0/2
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3



            
            		This example shows how to
               		  enable sticky learning and to enter two sticky secure MAC addresses on a port:
               		
            

            
            		Switch(config)# interface gigabitethernet 2/0/2
Switch(config-if)# switchport port-security mac-address sticky 
Switch(config-if)# switchport port-security mac-address sticky 0000.0000.4141
Switch(config-if)# switchport port-security mac-address sticky 0000.0000.000f

            
            	 

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

            
               	
                  switchport port-security aging

               
               	
                  Sets the aging 	 time and type for secure address entries.   

               
            

            
               	
                  switchport port-security maximum

               
               	
                  Configures the 	 maximum number of secure MAC addresses.   

               
            

            
               	
                  switchport port-security violation

               
               	
                  Configures 	 secure MAC address violation mode.   

               
            

         
      

      
      
   
      
      
      switchport port-security
         	 maximum
      

      
         

         
         
            		
            To configure the maximum
               		  number of secure MAC addresses, use the 
               		  switchport port-security maximum command in
               		  interface configuration mode. To return to the default settings, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  port-security
                  
                  maximum
                  
                  value
                  
                  [ vlan
                  
                  [ vlan-list | [ access | voice ]  ]  ] 
               

               no
                  
                  switchport
                  
                  port-security
                  
                  maximum
                  
                  value
                  
                  [ vlan
                  
                  [ vlan-list | [ access | voice ]  ]  ] 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                         
                           					 value
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the maximum number of
                           					 secure MAC addresses for the interface.
                           				  
                        

                        
                        				  
                        The default setting is 1.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) For trunk ports,
                           					 sets the maximum number of secure MAC addresses on a VLAN or range of VLANs. If
                           					 the 
                           					 vlan keyword is not entered, the default value is
                           					 used.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        vlan-list
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) Range of VLANs
                           					 separated by a hyphen or a series of VLANs separated by commas. For
                           					 nonspecified VLANs, the per-VLAN maximum value is used.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        access
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) On an access
                           					 port only, specifies the VLAN as an access VLAN.
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        voice
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        (Optional) On an access
                           					 port only, specifies the VLAN as a voice VLAN.
                           				  
                        

                        
                        				  
                        
                           
                              	Note   
                                    
                                    
                              	
                                 					 
                                 The 
                                    						voice keyword is available only if voice VLAN is
                                    						configured on a port and if that port is not the access VLAN.
                                    					 
                                 

                                 
                                 				  
                              
                           

                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            When port security is enabled
               		  and no keywords are entered, the default maximum number of secure MAC addresses
               		  is 1.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            The maximum number
               		  of secure MAC addresses that you can configure on a switch or switch stack is
               		  set by the maximum number of available MAC addresses allowed in the system.
               		  This number is determined by the active Switch Database Management (SDM)
               		  template. See the 
               		  sdm prefer
               		  command. This number represents the total of available MAC addresses, including
               		  those used for other Layer 2 functions and any other secure MAC addresses
               		  configured on interfaces.
               		
            

            
            		
            A secure port has the
               		  following limitations:
               		
            

            
            		
            
               	
                  			 
                  A secure port can be an
                     				access port or a trunk port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				routed port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				protected port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				destination port for Switched Port Analyzer (SPAN).
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot belong
                     				to a Gigabit or 10-Gigabit EtherChannel port group.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  When you enable port security
                     				on an interface that is also configured with a voice VLAN, set the maximum
                     				allowed secure addresses on the port to two. When the port is connected to a
                     				Cisco IP phone, the IP phone requires one MAC address. The Cisco IP phone
                     				address is learned on the voice VLAN, but is not learned on the access VLAN. If
                     				you connect a single PC to the Cisco IP phone, no additional MAC addresses are
                     				required. If you connect more than one PC to the Cisco IP phone, you must
                     				configure enough secure addresses to allow one for each PC and one for the
                     				Cisco IP phone.
                     			 
                  

                  
                  			 
                  Voice VLAN is supported only
                     				on access ports and not on trunk ports.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  When you enter a maximum
                     				secure address value for an interface, if the new value is greater than the
                     				previous value, the new value overrides the previously configured value. If the
                     				new value is less than the previous value and the number of configured secure
                     				addresses on the interface exceeds the new value, the command is rejected.
                     			 
                  

                  
                  			 
                  Setting a maximum number of
                     				addresses to one and configuring the MAC address of an attached device ensures
                     				that the device has the full bandwidth of the port.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            When you enter a maximum
               		  secure address value for an interface, this occurs:
               		
            

            
            		
            
               	
                  			 
                  If the new value is greater
                     				than the previous value, the new value overrides the previously configured
                     				value.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  If the new value is less than
                     				the previous value and the number of configured secure addresses on the
                     				interface exceeds the new value, the command is rejected.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            You can verify your settings
               		  by using the 
               		  show port-security privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example shows how to
               		  enable port security on a port and to set the maximum number of secure
               		  addresses to 5. The violation mode is the default, and no secure MAC addresses
               		  are configured.
               		
            

            
            		Switch(config)# interface gigabitethernet 2/0/2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport port-security
Switch(config-if)# switchport port-security maximum 5

            
            	 

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

            
               	
                  switchport port-security aging

               
               	
                  Sets the aging 	 time and type for secure address entries.   

               
            

            
               	
                  switchport port-security mac-address

               
               	
                  Configures 	 secure MAC addresses or sticky MAC address learning.   

               
            

            
               	
                  switchport port-security violation

               
               	
                  Configures 	 secure MAC address violation mode.   

               
            

         
      

      
      
   
      
      
      switchport port-security
         	 violation
      

      
         

         
         
            		
            To configure secure MAC
               		  address violation mode or the action to be taken if port security is violated,
               		  use the 
               		  switchport port-security violation command in
               		  interface configuration mode. To return to the default settings, use the 
               		  no form of this
               		  command.
               		
            

            
            	 
         

         
         
            		
            
               switchport
                  
                  port-security
                  
                  violation
                  
                  { protect | restrict |  shutdown | shutdown
                  
                  vlan  } 
               

               no
                  
                  switchport
                  
                  port-security
                  
                  violation
                  
                  { protect | restrict |  shutdown | shutdown
                  
                  vlan  } 
               

            

            	 
         

         
         Syntax Description

         
         
            
               
                  
                     	
                        				  
                        protect
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the security violation
                           					 protect mode. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        restrict
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the security violation
                           					 restrict mode. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        shutdown
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the security violation
                           					 shutdown mode. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
                  
                     	
                        				  
                        shutdown vlan
                           				  
                        

                        
                        				
                     
                     
                     	
                        				  
                        Sets the security violation
                           					 mode to per-VLAN shutdown. 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Command Default

            		
            The default violation mode is
               		  
               		  shutdown.
               		
            

            
            	 
         

         
         
            Command Modes

            		
            Interface configuration

            
            	 
         

         
         Command History

         
         
            
               
                  
                     	 
                        				  
                        Release 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        Modification 
                           				  
                        

                        
                        				
                     
                     
                  

                  
               
               
               
                  
                     	
                        				  
                        Cisco IOS XE 3.3SE
                           					 
                           				  
                        

                        
                        				
                     
                     
                     	 
                        				  
                        This command was introduced. 
                           	 
                        

                        
                        				
                     
                     
                  

                  
               
               
            

            
         

         
         
            Usage Guidelines

            		
            In the security
               		  violation protect mode, when the number of port secure MAC addresses reaches
               		  the maximum limit allowed on the port, packets with unknown source addresses
               		  are dropped until you remove a sufficient number of secure MAC addresses to
               		  drop below the maximum value or increase the number of maximum allowable
               		  addresses. You are not notified that a security violation has occurred.
               		
            

            
            		
            
               
                  	[image: ../images/note.gif]
Note
                  	



                     		  
                     We do not recommend
                        			 configuring the protect mode on a trunk port. The protect mode disables
                        			 learning when any VLAN reaches its maximum limit, even if the port has not
                        			 reached its maximum limit.
                        		  
                     

                     
                     		
                     

                  
               

            

            
            		
            In the security
               		  violation restrict mode, when the number of secure MAC addresses reaches the
               		  limit allowed on the port, packets with unknown source addresses are dropped
               		  until you remove a sufficient number of secure MAC addresses or increase the
               		  number of maximum allowable addresses. An SNMP trap is sent, a syslog message
               		  is logged, and the violation counter increments.
               		
            

            
            		
            In the security
               		  violation shutdown mode, the interface is error-disabled when a violation
               		  occurs and the port LED turns off. An SNMP trap is sent, a syslog message is
               		  logged, and the violation counter increments. When a secure port is in the
               		  error-disabled state, you can bring it out of this state by entering the 
               		  errdisable recovery cause
                     				psecure-violation global configuration command, or you can
               		  manually re-enable it by entering the 
               		  shutdown and 
               		  no shutdown interface configuration commands.
               		
            

            
            		
            When the security
               		  violation mode is set to per-VLAN shutdown, only the VLAN on which the
               		  violation occurred is error-disabled.
               		
            

            
            		
            A secure port has the
               		  following limitations:
               		
            

            
            		
            
               	
                  			 
                  A secure port can be an
                     				access port or a trunk port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				routed port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				protected port.
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot be a
                     				destination port for Switched Port Analyzer (SPAN).
                     			 
                  

                  
                  		  
               

               
               	
                  			 
                  A secure port cannot belong
                     				to a Gigabit or 10-Gigabit EtherChannel port group.
                     			 
                  

                  
                  			 
                  A security violation occurs
                     				when the maximum number of secure MAC addresses are in the address table and a
                     				station whose MAC address is not in the address table attempts to access the
                     				interface or when a station whose MAC address is configured as a secure MAC
                     				address on another secure port attempts to access the interface.
                     			 
                  

                  
                  			 
                  When a secure port is in the
                     				error-disabled state, you can bring it out of this state by entering the 
                     				errdisable recovery
                           					 cause 
                        				  psecure-violation global configuration command.
                     				You can manually re-enable the port by entering the 
                     				shutdown and 
                     				no shutdown
                     				interface configuration commands or by using the 
                     				clear errdisable
                           					 interface privileged EXEC command.
                     			 
                  

                  
                  		  
               

               
            

            
            		
            You can verify your settings
               		  by using the 
               		  show
                     				port-security privileged EXEC command.
               		
            

            
            	 
         

         
         
            Examples

            		
            This example show how to
               		  configure a port to shut down only the VLAN if a MAC security violation occurs:
               		
            

            
            		Switch(config)# interface gigabitethernet2/0/2
Switch(config)# switchport port-security violation shutdown vlan

            
            	 

         
      

      
      
Related Commands


      
         
            
               	
                  Command

               
               	
                  Description

               
            

         
         
            
               	
                  show interfaces switchport

               
               	
                   Displays the 	 administrative and operational status of a switching (nonrouting) port.   

               
            

            
               	
                  switchport port-security aging

               
               	
                  Sets the aging 	 time and type for secure address entries.   

               
            

            
               	
                  switchport port-security mac-address

               
               	
                  Configures 	 secure MAC addresses or sticky MAC address learning.   

               
            

            
               	
                  switchport port-security maximum

               
               	
                  Configures the 	 maximum number of secure MAC addresses.   

               
            

         
      

      
      
   images/cover_shelf.jpg
Nnmim
cisco

—

=
Interface and Hardware

Component Command
Reference, Cisco I0S...

TR






images/cover_page.jpg
lllllllll
CISCO.

Interface and Hardware Component
Command Reference, Cisco 10S XE
Release 3.6E (Catalyst 3650
Switches)

©2014 Cisco Systems, Inc. Allrights reserved

YRS U





