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Preface

Revised: May 10, 2010

This guide provides a detailed blueprint for deploying a secure, converged network at a small enterprise
branch. It describes a single branch network design to address common connectivity, security,
availability, voice, and application optimization requirements for a branch office of up to 50 users. The
design has undergone an intensive system assurance test program. The goal of this validated blueprint is
to minimize the total cost of ownership (TCO) of a branch office network by accelerating and
simplifying its deployment. The focus is on networking services that directly integrate into the branch
office router. This guide supplements the general Cisco enterprise branch architecture documents, which
can be found at:

http://www.cisco.com/en/US/netsol/ns816/networking_solutions_program_home.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

[ oL-19089-01
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Services Ready Small Branch Network Overview

Revised: November 6, 2009

This chapter describes the Services Ready Smatddr&letwork design and components.

¢ Introduction, page 1

e Small Branch Design Considerations, page 4

e System Design, page 7

e Topology, page 11

¢ Cisco Platforms and Versions Evaluated, page 12
¢ References and Recommended Reading, page 12

Introduction

The Services Ready Small Branch Network enablesrprises with branch offices of up to 50 users to
deploy high-value network services such as unifiechmunication and application optimization on top
of a secure branch network infrastructure thabisrected to a campus or data center core (ceritedl s
over a variety of WAN technologies. The goal of Bervices Ready Small Branch Network is to make
deployment of these services fast, simple, andiptraile.

The Services Ready Small Branch Network is onéhef@isco Integrated Services Networks for the
branch office. These networks focus on providingroh office deployment blueprints for connectivity,
security, voice, and application optimization sees integrated into the branch router. Integrated
Services Branch Networks consist of three ServReady Branch Networks, two Streamlined Branch
Networks, and one Basic Branch Network, each cpoading to a different size branch office and
branch router platform, as shownkigure 1

[ oL-19089-01
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Figure 1 Integrated Services Branch Networks
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The Integrated Services Branch Networks are implaateons of the Cisco Enterprise Branch
Architecture framework and focus on networking seeg directly integrated into the branch office
router. The Framework is one component in the d/€izco Service Oriented Network Architecture
(Cisco SONA), which provides guidelines for desiygmiadvanced network capabilities into enterprise
IT infrastructure. Leveraging elements of the Cigrderprise Branch Architecture Framework, the
Cisco Integrated Services Branch Networks incorfeoretworking infrastructure components and the
most common integrated services found in a typicahch office, as shown in the red boxFigure 2

All Integrated Services Networks have undergonéndéensive system assurance test program and will
be tested on an ongoing basis as individual compisneontinue to evolve.
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Figure 2 Common Integrated Services in Enterprise Branch Networks
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This guide focuses on deployment of the Servicesde&Small Branch Network. It provides design,
implementation, and testing guidelines for thedwaling features for a small branch network:

¢ WAN services
¢ LAN services
¢ Network fundamentals
- IP routing and addressing
— Quality of service (QoS)
e Security services

Infrastructure protection

Access control

Secure connectivity

Threat prevention, detection, and mitigation
¢ Network management
¢ \oice services
- IP telephony with centralized call control
— IP telephony with local call control
— Traditional telephony and fax
e Optimization services

[ oL-19089-01
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— WAN optimization
— Application optimization

The blueprint begins with a list of design critefta a secure small branch office network archiéelcto
accommodate additional value-added network servithe“System Design” section on page 7
describes the network topology and network servibas address these design criteria. Thgstem
Implementation”chapter provides a step-by-step implementatiotheftopology and configuration of
each service. Finally, testing methodology for $lystem is provided along with test cases and test
results in thé'System Testing'thapter. ThéReferences and Recommended Reading” section on
page 1dists additional detailed documents on the varietinologies used in the Services Ready Small
Branch Network.

For a list of tested platforms, interface cardsduoles, and software versions, see‘tiesco Platforms
and Versions Evaluated” section on page 12

Small Branch Design Considerations

Today most enterprise resources are typically kedait the corporate headquarters and accessedafrom
branch office over a private WAN. However, certipes of applications and services continue to be
deployed in the branch office. To support themranbh network must meet additional requirements
beyond basic connectivity. For the small brancliceffthese requirements typically include security,
manageability, telephony, and application optimiat The Services Ready Small Branch Foundation
has been designed to meet such requirements. Tlheviiog are its main design criteria:

¢ Branch Network Components, page 4
¢ WAN Services, page 5

¢ LAN Services, page 5

¢ Network Fundamentals, page 5

e Security Services, page 5

¢ Network Management, page 6

¢ \oice Services, page 6

e Optimization Services, page 7

Branch Network Components
¢ Up to 50 active users within the branch office

e Multiple integrated network services deployed ie tiranch router
¢ Converged data, voice, and video network
¢ Minimal carbon footprint
e Majority of corporate resources are centrally |@cht
e Telephony that supports the following use cases:
- Moderate call volume user
- Heavy call volume user
— Decision maker
- Video-conferencing user

- Conference room

Services Ready Small Branch Network System Assurance Guide
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WAN Services
¢ Dedicated bandwidth ranging from 6 to 44 Mb/s tadie data, voice, and video traffic

e Gigabit Ethernet, T3/E3, or multiple T1 dedicatétek to WAN service providers network

e Traditional Layer 2 private WAN with various encajpetion options to guarantee privacy and
reliability

or

Layer 3 Multiprotocol Label Switching (MPLS) Virtu&rivate Network (VPN) for increased
flexibility and reduced bandwidth cost

or
Layer 2 Ethernet or MPLS VPN for greater controtdaimplified connectivity

LAN Services
¢ Connectivity to branch devices at Fast Etherndbigrabit Ethernet speeds

e Power-over-Ethernet (PoE)

Network Fundamentals
¢ High availability, rapid recovery, and disasteraeery

- Rapid recovery in case of component failure

— Automatic switchover to backup WAN link that hasnnimum one-quarter of the bandwidth
of the primary WAN link

- Ability to restore service within 24 hours in theeat of a disaster
¢ Quality of service (QoS)

— Application-specific traffic prioritization both whin the branch office and across the enterprise
WAN

- Bandwidth management for WAN-based traffic
- Provisions for IP telephony, business video, caitiand bulk data applications
— Provisions to mitigate denial of service (DoS) avafm attacks
— Identification and classification of critical appédition flows for QoS
¢ |P routing and addressing
— Routing within the enterprise and between the binaared the service provider network
— Direct Internet access from the branch
— Support for multicast applications
— Translation of private addresses and ports in otdeccess the Internet
- Dynamic allocation of IP addresses for end devices

Security Services
¢ Infrastructure protection

- Physical securing of access to networking devices
- Disabling of unused services that may be used pboéxthe network
- Authentication of routing protocol updates

e Access control

Services Ready Small Branch Network System Assurance Guide
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- Authentication and authorization services for cohitng access to network resources
- Logging capabilities for auditing access to netwdevices and resources
- Integration with global access management systeemtorce access privileges
e Secure connectivity
— Secure interoffice connectivity for full-mesh andthand-spoke WAN topologies
— Secure access into the branch network for remoteoare office workers
- \oice, video, and data separation on the LAN
— Separation of network management traffic
- Access to the server in the branch by home offers
e Threat protection, detection, and mitigation
- Blocking of unauthorized traffic from entering @aving the branch
— Access to servers in the branch by home officeauser
- \Verification of source addresses for incoming ftiaff
- ldentification and mitigation of common DoS attaeksl worms
- Prevention of malicious attacks on the branch effietwork from outside
- Prevention of attacks and security breaches frothiwithe branch office

Network Management
¢ Monitoring of networking services through a unifiesthnagement console

¢ Analysis of IP services and generation of data edddr verification of service level agreements
¢ Ability to synchronize network time to accuratelysdyze network performance

¢ Traffic monitoring and accounting

e Common infrastructure for collecting and loggingeats generated by network devices

¢ Ability to automate initial software installatiomd configuration of all network devices

¢ Ability to automate reconfiguration of all netwodevices

Voice Services
¢ Ability to use IP-based and traditional analog pélenes in the branch network

e Support for WAN-based (Toll Bypass), LAN-based {&te Exchange), and PSTN (Traditional)
calling

¢ Ability to regulate quantity of calls placed ovéietWAN

e Support for direct dial to extension, caller ID dacalling number identification
e Support for voice and video calls

¢ Local voice mail and auto attendant

¢ Ability to use traditional analog fax devices

e Support for conference calling

e Transcoding of various voice codecs

¢ Connectivity to emergency services

e Support for multiple dial peers and plans
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¢ Music on hold for waiting callers
e Capacity to support:
- 5:1 user-to-active call ratio
- 4:1 WAN-to-PSTN call ratio
- 4:1 WAN-to-LAN call ratio
- 2 percent of calls to be video
- 5 percent of calls to be conferencing calls
— 10 percent of calls resulting in a transcoding Eess
e Survivable central-site call control
or

Local call control

Optimization Services
¢ Maximize WAN link bandwidth utilization and throught

¢ Improve response time of typical enterprise clieatVer applications

System Design

Branch network design varies greatly from one gurise to another. Each design reflects the size,
location, cost constraints, and business requirésneinthe corresponding branch office. However,
regardless of the network architecture, a set ofirmon branch networking elements provides:

¢ Network connectivity within the branch, to the Imet, and to the rest of the enterprise

e Security for data residing in the branch or crogdime network

¢ Unified network management and configuration

¢ \oice and fax services to support reliable, conedryolP and POTS communication

¢ Response time or data throughput accelerationdatrally located enterprise applications

To help enterprises address these common conngcteicurity, management, voice, and optimization
needs, the Services Ready Small Branch Networknalsies the most important and common of these
elements in a single, rigorously tested design. Jtes of this design are to provide assurancettteat
various features interoperate and to provide aistapoint for customization. The design focuseb/on
on the services that integrate directly into thartwh office router. Alternative designs that featur
external appliances and provide the same functignas the Services Ready Small Branch Network are
equally viable.

For guidance on implementation of such designstise€isco enterprise branch architecture documents
at:

http://www.cisco.com/en/US/netsol/ns656/networkisglutions_program_home.html

The following components and fundamental connetgtigiecurity, and management services were tested
in the Services Ready Small Branch Network:

¢ Branch Network Components, page 8
* WAN Services, page 8
¢ LAN Services, page 8
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¢ Network Fundamentals, page 8
e Security Services, page 9

¢ Management Services, page 10
¢ \oice Services, page 10

e Optimization Services, page 11

Branch Network Components
e Cisco 3945 and Cisco 3925 Integrated Services Re(ISRS)

e Cisco EtherSwitch Service Module
e Cisco Unified IP Phones 7942G, 7945G, 7961G, 796/8B65G, 7971G, and 7985G
¢ Cisco Unified IP Conference Station 7937G

WAN Services
¢ Dedicated leased lines through service providewnsk

- T3 line with PPP or Frame Relay (FR) encapsulation

- Four T1 lines with Multilink Frame Relay, MultilinRoint-to-Point Protocol (MLPPP)
encapsulation

— Gigabit Ethernet line shaped to 12 Mb/s
¢ Virtual lines through service provider network preioned at provider edge (PE) devices
- Frame Relay service
Connectivity to service provider's PE device
T3 line with FR encapsulation
4 T1 lines with Multilink Frame Relay (MLFR) encapation
- Layer 3 Virtual Private Network (L3VPN)
Connectivity to service provider's PE device
T3 line with PPP encapsulation
4 T1 lines with MLPPP encapsulation
- Layer 2 Virtual Private Wire Service (VPWS)
Connectivity to service provider's PE device:
T3 line with PPP encapsulation
4 T1 lines with MLPPP encapsulation
T3 line with FR encapsulation
4 T1 lines with Multilink Frame Relay (MLFR) encapation
Gigabit Ethernet line shaped to 12 Mb/s

LAN Services
e Power-over-Ethernet (PoE)

¢ Fast Ethernet connectivity

Network Fundamentals
¢ High availability, rapid recovery, and disasteraoeery

Services Ready Small Branch Network System Assurance Guide




| Services Ready Small Branch Network Overview

System Design 1l

— Backup WAN link with Symmetric High-Speed DigitalBscriber Line (SHDSL)
- Routers and switches with modular, field-replaceatdmponents
¢ |P addressing and routing
— Network Address Translation (NAT)/Port Address Tskation (PAT)
— Open Shortest Path First (OSPF)
- Enhanced Interior Gateway Routing Protocol (EIGRP)
- Border Gateway Protocol (BGP)
- Routing Information Protocol (RIP) Version 2
- Dynamic Host Configuration Protocol (DHCP)
— Multicast
e QoS

— Hierarchical 8-class QoS Model using Low LatencyeQing (LLQ), Class-Based Weighted
Fair Queuing (CBWFQ), Weighted Random Early Detat{{WRED), and Differentiated
Services Code Point (DSCP)-WRED on the router

- Policing of voice and video traffic on the egres8Nvinterface
— Shaping on the egress WAN interface

— Class of service (CoS) to DSCP mapping with WeigliReund Robin (WRR) queuing on LAN
switches

— DSCP re-marking on LAN switches

- Rate policing on LAN switches

— Congestion-only queuing on LAN switches

- Network Based Application Recognition (NBAR)

Security Services
¢ Infrastructure protection

— Disabling of unused services
- Console timeouts
- Password protection
- Secure Shell (SSH) access
- Routing protocol security
e Access control
— Authentication, Authorization, and Accounting (AAA)ith RADIUS and TACACS+
- Syslog
e Secure connectivity

— Encryption with 3 DES (Data Encryption Standarddl 286-bit Advanced Encryption Standard
(AES)

- Key exchange with Diffie-Hellman Group 2
- Data integrity with Message Digest 5 (MD5) and Seddash Algorithm 1 (SHA-1)
— Preshared key (PSK)
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I System Design

IP Security (IPsec) Dynamic Multipoint VPN (DMVPN)
IPsec Group Encrypted Transport VPN (GETVPN)
802.1Q virtual LANs (VLANS)

WebVPN (SSL VPN)

Threat Protection, Detection, and Mitigation

— Cisco IOS Intrusion Prevention System (IPS) withatted signature set
- Zone-based Cisco I0S firewall

- 802.1x

- Port security

- IP source guard

- PortFast bridge protocol data unit (BPDU) guard

- DHCP snooping

— Dynamic Address Resolution Protocol (ARP) inspettio
- Standard and extended Access Control Lists (ACLS)

- Unicast Reverse Path Forwarding (URPF)

- DoS attack and worm detection and mitigation witBAR

Management Services

Simple Network Management Protocol (SNMPv3)
Cisco Configuration Professional (CCP)

Network Time Protocol (NTP)

IP service level agreements (SLAS)

NetFlow version 5

Syslog

Cisco Configuration Engines

Voice Services

Cisco Unified Communications Manager (Cisco Unifieii)
Survivable Remote Site Telephony (Cisco Unified $RS
Cisco Unified Communications Manager Express (Cidoified CME)
Voice Gateway

Cisco Unity Express

Resource Reservation Protocol (RSVP) agent

Digital trunk line for PSTN connectivity

Analog device connectivity

Emergency services

Packet voice digital signal processing modules (RND
Fax pass-through

Fax T.38 relay
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¢ Transcoding

¢ Conferencing

e G.711 and G.729a codecs
e CcRTP

¢ Music on hold (MOH)

Optimization Services
¢ Cisco Wide Area Application Services (Cisco WAAS)

Topology

The Services Ready Small Branch Network provideh lnerformance, security, and network
manageability for the small branch, and integralesvarious network services into the branch office
router. AsFigure 3shows, it consists of Cisco 3900 series ISR (eigh€isco 3925 or Cisco 3945 ISR)
for WAN termination and services aggregation, andchacess layer with Cisco EtherSwitch service
module for LAN connectivity. The access layer sWwifirovides connectivity to end devices and provide
controls access to the network. This topology m#eg<riteria highlighted in thé&Small Branch Design
Considerations” section on page 4

Figure 3 Services Ready Small Branch Network Topology
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I Cisco Platforms and Versions Evaluated

Cisco Platforms and Versions Evaluated

The information in this document is based on thelWware and software listed ifable 1landTable 2

Table 1 Hardware Configurations

Platform Configuration

Cisco 3945 C3900-SPE150/K9, EHWIC, 256MB flash ,1 GB
DRAM
Cisco 10S Release?2Advanced Enterprise
Services Image

Cisco 3925 C3900-SPE100/K9, EHWIC, 256MB flash ,
1 GB DRAM
Cisco 10S Release?2>Advanced Enterprise
Services Image

EtherSwitch NME-XD-48ES-2S-P
Cisco IOS Release 12.2(25)SEE4 - IP Services
Image

Table 2 Hardware and Software Versions

Component Version

NM-CUE 3.1

AIM-CUE 3.1

NME-WAE-522 4.0.19

Cisco Unified IP Phones 7942G, 7945G, 7961@,3.x
7962G, 7965G, 7971G, 7985G

Cisco Unified Conference Station 7937G 1.2(1)

Cisco Unified Communications Manager Expregsl
(Cisco Unified CME)

Cisco Unified Survivable Remote Site Telephor/.1
(Cisco Unified SRST)

Cisco I0S Intrusion Prevention System 5.0
(Cisco I0S IPS)
Cisco Configuration Engine (CCE) 3.0

References and Recommended Reading

For more information on topics described in thisdgy see the following documents:

¢ Cisco WAFS Benchmark Tool for Microsoft Office Agations Installation and Configuration Note
¢ High Availability Campus Network Design—Routed Ascleayer Using EIGRP or OSPF

¢ LAN Baseline Architecture Branch Office NetworkeRefice Design Guide

Services Ready Small Branch Network System Assurance Guide



| Services Ready Small Branch Network Overview

References and Recommended Reading

e Enterprise QoS Solution Reference Network Desigid&u
¢ Business Ready Teleworker Design Guide
e Enterprise Branch Security Design Guide
e Enhanced IP Resiliency Using Cisco Stateful Netwiatlress Translation
e Stateful Failover for IPSec
The following information is referenced in this get
e Cisco Design Zone for Security
¢ Cisco IOS Configuration Fundamentals Command Refare
e Cisco IOS Debug Command Reference
¢ Cisco IOS IP Addressing Services Command Reference
e Cisco IOS IP Application Services Command Reference
e Cisco IOS IP Multicast Command Reference
¢ Cisco IOS IP Routing Protocols Command Reference
¢ Cisco IOS LAN Switching Command Reference
¢ Cisco IOS NetFlow Command Reference
¢ Cisco IOS Quality of Service Solutions Command fieete
¢ Cisco IOS Security Command Reference
e Cisco IOS Voice Command Reference
¢ Cisco Solution Reference Network Design Guides
e Services Ready Small Branch Network Solution Q8tekt Guide
e Support—Cisco Systems
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Features and Services

Revised: November 6, 2009

This chapter briefly describes all the services teatures that are part of the Services Ready Small
Branch Network design and that meet the businesarier outlined in“Small Branch Design
Considerations” section on page®he building blocks of the Cisco Enterprise Brla#achitecture
framework are described as they apply to the SesrReady Small Branch Network.

Contents

¢ Branch Network Components, page 1
* WAN Services, page 8

¢ LAN Deployment Model, page 22

¢ Network Fundamentals, page 28

e Security Services, page 43

¢ Management Services, page 58

¢ \oice Services, page 64

e Optimization Services, page 83

Branch Network Components

Cisco offers a broad and versatile portfolio ofters, switches, and IP Phones. There are threauptod
lines of routers and four product lines of switcl@sthe branch office. Each product line offer§etient
performance and features, enabling enterprise Padeents to meet a wide range of functional
requirementsFigure 1lprovides an overview of the various Cisco IntegdaBervices Routers
Generation 2(Cisco ISRs G2) that are commonly degaldn the branch office.
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M Branch Network Components

Figure 1 Branch Office Integrated Services Router Portfolio
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To learn more about each router product line, se€isco Router Guide
http://www.cisco.com/en/US/prod/collateral/rout@s3855/prod _brochure0900aecd8019dcif.pdf

Figure 2provides a high-level overview of the various Qgsaswitches that are commonly deployed in
the branch office.

Figure 2 Branch Office Catalyst Switch Portfolio

4500 Series

. Modular Chassis and
3750 Series High Performange for
Concurrent Services

. Embedded \oice, Wireless, High-Speed
3560 Series Stacking and Security Services

Embedded Voice, Wireless, and Security
2960 Series Services

Performance and Supported Features

Embedded Security

272188

Branch Office Size
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Branch Network Components [l

To learn more about each switch product line, e«Cisco Catalyst Switch Guide

http://www.cisco.com/en/US/prod/switches/ps57 188 retworking_solutions_products_genericcont
ent0900aecd805f0955.pdf

There are four desktop IP Phone product lines @anatsuited for the branch office. Each phone offers
different functions and capabilities, as showrrigure 3

Figure 3 Branch Office Cisco Unified IP Phone 7900 Series Portfolio

Supported Features

Desktop video phone
797G Series with numerous phone

features

Meets the needs of decision makers and brings
796xG Series data and applications to users without PCs

Meets the needs of users with a high amount of
704xG Series phone traffic in enclosed office environments

Meets the needs of users with a medium amount of
phone traffic in enclosed office environments

272187

Amounttype of Phone Traffic

To learn more about each IP Phone, visit:

http://www.cisco.com/en/US/products/sw/voicesw/prots_category buyers_guide.html#number_1

Selecting Network Components

Selecting the appropriate routing and switchingfplans for a branch office involves numerous
considerations. The most important consideratiors a

Branch office size: The platform must support regdiport densities for the expected number of
end-user devices.

Features and services: The platform must suppquired networking services, interfaces, and
modules.

Performance: The platform, including features aan/ges, must handle wire speeds required by
branch applications.

Scalability: The platform must have extra slots BRAM, flash, interface and module expansion.
Resiliency: The platform must support high availépiand fault tolerance.

In accordance with the business criteria outlinethie“Small Branch Design Considerations” section
on page 4Cisco 3925 and Cisco 3945 Integrated ServicesdoISRs) were selected for the Services
Ready Small Branch Network.

[ oL-19089-01
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The Cisco 3945 ISR, shown Figure 4 is ideal for medium-sized and large businesseamédrprise
branch offices. It offers embedded video, WAN op#ation, network awareness, voice, wireless,
switching, and security features. Built for perf@nte, it delivers multiple concurrent services afit@
speed of up to a T3/E3 rate. High availabilityuppgorted through online network module insertiod an
removal, redundant internal power supply, fieldlemgable components, and Cisco 10S software
features for redundant system design.

Need two different photos of 3945 and 39257

Figure 4 Cisco 3945 Integrated Services Router

277096

To learn more about the Cisco 3945 ISR, visit:
http://www.cisco.com/en/US/products/ps10541/indaxlh

The Cisco 3925 ISR, shown Figure 5 offers similar functionality to that of the Cis845 ISR. It
differs from the Cisco 3945 ISR in the following ysa

¢ Performance: Half the wire speed with concurremvises (up to one-half the T3/E3 rate)
¢ Resiliency: Absence of redundant internal powenpdyp
e Scalability: Two fewer network module slots

Figure 5 Cisco 3925 Integrated Services Router

277096

To learn more about the Cisco 3925 ISR, visit:
http://www.cisco.com/en/US/products/ps10542/indaxlh
Cisco EtherSwitch service module was selectedHerServices Ready Small Branch Network.

The EtherSwitch service module switch, shown incGiBIME-XD-48ES-2S-P EtherSwitch Service
Module is an ideal access layer switch for smadinmh-office environments. It combines both 10/100
and PoE configurations and enables the deploymeméw applications such as IP telephony, wireless
access, video surveillance, while integrating shiitg and routing functionality in a single chasSike
EtherSwitch service module offers Fast Ethernetheativity and concurrent QoS, ACL, port security,
link aggregation, and VLAN functionality at forwand) rates of up to 32 Gh/s. For scalability, thedi
NME-XD-48ES-2S-P EtherSwitch model provides upday-eight 10/100 ports and two small
form-factor pluggable (SFP) ports.
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Figure 6 Cisco NME-XD-48ES-2S-P EtherSwitch Service Module

251331

To learn more about the EtherSwitch service mogwdch series, visit:

https://www.cisco.com/en/US/prod/collateral/roufpsb855/product_data_sheet0900aecd8028d15f.ht
ml

Cisco offers a variety of IP Phones. Selectionhef a&ppropriate phone depends on its intended usage.
The most important selection criteria for Cisco figd 7900 Series office worker IP Phones are:

¢ Display: The applications used on the phone deteernttie need for backlight, color, and touch
screen.

e Line count: The expected usage determines the reduiumber of phone lines or telephony
features.

¢ Physical features: The amount and type of phorfédrand the applications determine the required
number of buttons, the functionality of the navigatwheel, and the need to support key expansion
modules.

¢ Video: Video conferencing requires video capalshti

When considering an IP Phone, in general, theremnaneerous other features to evaluate (e.g., QoS,
codec). However, all office worker Cisco 7900 Serignified IP Phones implement the same core
features required of an enterprise class IP Phtherefore, the above criteria are the primary
considerations when selecting from the variousaysi To learn more about the features of the
Cisco Unified IP Phones, see t@esco Unified IP Phone Features A Z

http://www.cisco.com/en/US/docs/voice_ip_comm/ctifgl_models/phone_a_to_ z/english/user/guid
elaz_user.html

Business criteria outlined in ttif&mall Branch Design Considerations” section ongdgpecify five
different use cases for IP Phones in a branchaffitcoderate call volume user, heavy call volume,use
decision maker, video conferencing user, and c@mfeg room. For each of the first three use cases tw
different phones were selected.

The Cisco Unified IP Phone 7942G and Cisco UnifleéPhone 7945G, shown igure 7 were chosen
for the moderate call-volume use case. Both phenegort:

e High-fidelity audio

¢ High-resolution display for advanced XML applicat®and double-byte characters/Unicode
e |EEE 803.af PoE (Class 2) or local power supply

e Access to two phone lines (or combination of limeess and telephony features)

¢ Integrated Ethernet switch and 10/100BASE-T Etheco@nection through an RJ-45 interface for
LAN connectivity

[ oL-19089-01
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e Standards-compliant Session Initiation ProtocoP(SHupport.

In addition, the Cisco Unified IP Phone 7945G phoffers Gigabit Ethernet VoIP telephony technology
and a large backlit color display.

Figure 7 Cisco Unified IP Phones 7942G and 7945G

The Cisco Unified IP Phone 7962G GE and Cisco @difiP Phone 7965G, shownfigure 8 were
selected for the high call-volume use case. Botingls support the same features and differencdseas t
Cisco Unified IP Phone 7942G and Cisco Unified Heie 7945G phones, and both phones support four
additional phone lines.

Figure 8 Cisco Unified IP Phones 7962G and 7965G

The Cisco Unified IP Phone 7971G GE and Cisco @difiP Phone 7975G, shownhigure 9 were
selected for the decision-maker use case. Bothgdeunpport the following features:

¢ High-fidelity audio

¢ Gigabit Ethernet VoIP telephony technology

¢ Backlit high-resolution, color touch screen for gascess to communications information
e XML applications

Services Ready Small Branch Network System Assurance Guide
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¢ Integrated Ethernet switch and 10/100/1000BASE-fieEtet connection via an RJ-45 interface for

LAN connectivity

Branch Network Components

e |EEE 802.3af Power (Class 3) over Ethernet (PoE mcal power supply
e Standards-compliant SIP phone support

In addition, the Cisco Unified IP Phone 7975G feasua high-resolution screen, high-fidelity widetlan
audio, and Internet Low Bit Rate Codec (iLBC) sugtdor use in lossy networks.

Figure 9

Cisco Unified IP Phones 7971G-GE and 7975G

Table 1provides a high-level feature comparison of thelBi Phone models.

Table 1 Comparison of Cisco Unified IP Phone Models for Small Branch Offices
Use Case Moderate Call Volume |Heavy Call Volume Decision Maker
Cisco Unified IP Phone 7942G 7945G 7962G 7965G 71971G-GE 1975G
Display Grayscale | Color Grayscale Color 12-bit |16-bit
Color Color
Touch screen No No No No Yes Yes
Wideband speaker Yes Yes Yes Yes No Yes
Wideband handset Yes Yes Yes Yes Accessory Yes
Wideband headset Supported Supported Supported SugpoBepported | Supported
iLBC Yes Yes Yes Yes No Yes
Navigation cluster 2-way 4-way + |2-way 4-way +  |4-way 4-way +
Select Select Select
Gigabit Ethernet No Yes No Yes Yes Yes
Line keys 2 2 6 (+KEM) | 6 (+KEM)| 6 (+KEM)| 8 (+KEM)
KEM support No No Yes Yes Yes Yes

1. KEM: Key Expansion Module.

[ oL-19089-01
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The Cisco Unified IP Phone 7985G, showrFigure 1Q was selected for the video-conferencing use
case. The phone supports personal desktop vidaadtant, face-to-face communications, incorporates
all the components required for video calls (cam&f@D screen, speaker, keypad, and handset),
provides integrated Ethernet switch and 10/100BASEthernet connection through an RJ-45 interface
for LAN connectivity, and has dedicated buttonst tb@ntrol the video features: Self View, Picture in
Picture, Video Mute, Display, and Brightness.

Figure 10 Cisco Unified IP Phone 7985G

The Cisco Unified IP Conference Station 7936, shawhRigure 11 was selected for the conference
room scenario. The conference station offers aleggelephone keypad plus three soft keys, menu
navigation keys, and a backlit, pixel-based LCDpthy.

Figure 11 Cisco Unified IP Conference Station 7936

WAN Services

A number of WAN technologies are available to nmtéetdiverse business requirements of an enterprise.
This guide does not address considerations anéssgertaining to enterprise WAN design. However,
certain aspects of WAN deployment, such as basinectivity and routing, affect configuration of the
branch office router and influence the use of sfieééatures and services in the branch network. To
ensure its relevance and applicability, the SerwReady Small Branch Network was validated with the
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most commonly deployed enterprise WANs. For dethgaidance on WAN design and implementation
see the Cisco WAN design documents at:
http://www.cisco.com/en/US/netsol/ns817/networkisglutions_program_home.html

Today enterprises have five common WAN connectivityions for the branch office. Each option, as
shown inFigure 12 has its own set of benefits and trade-offs.

Private WAN

Dedicated leased lines: Permanent point-to-pokisliconnecting two fixed points across a provider
network. In general, the links are based on Layé8Q@NET/SDH, T1/E1, T3/E3, xDSL)
technology. Today, because of the availability lnéaper alternatives, only branches that have
special business requirements, that are geogralphivear a central site, or that are limited by
availability of local connection options, favor dedlted lines.

Circuit-switched transmission service: Dynamicalhgated point-to-point links over telephone
wires. The links are typically based on analogujpabr ISDN technology. Today, because of
bandwidth limitations and lengthy call setup, tlaeg mainly used for voice services or as a primary
link backup.

Packet-switched transition service: Virtual pointgoint or point-to-multipoint links that are
established over a provider-administered Layert®voek. The provider network is based on Frame
Relay, ATM, or Ethernet technology. Although thisthe most widely used connectivity option for
branch offices, Frame Relay and ATM as servicedaining in popularity because of MPLS
based alternatives. Using Ethernet implemented S8@XET or using Ethernet switches is gaining
popularity in the form of carrier Ethernet serviqge®VPN) such as Ethernet Private Line (EPL),
Ethernet Virtual Private Line (EVPL), or Etherne&N (E-LAN).

Label-switched transmission service: Virtual anyatoy links running on top of a packet or
circuit-switched network. The provider network iaded on MPLS technology, which is emerging
as the foundation of next-generation WANs that daliver a wide range of advanced services such
as Layer 3 VPN (L3VPN), or as transport mechanisoncarrier Ethernet services (L2VPN)
mentioned above.

Public WAN

Internet broadband link: Shared any-to-any linkerathe Internet. This has become an attractive
connectivity option in recent years for smallerrrh offices as VPN technologies has matured and
as broadband connectivity has become more widdjlae. In general, broadband links are based
on dialup, cable, and terrestrial or satellite \Wss technologies.

[ oL-19089-01
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Figure 12
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considerations. For a branch office, the most ingrarconsiderations are:

e Purpose: The WAN service must provide seamlesssaciceany site in the enterprise.

¢ Geographic scope: The WAN service must provide s€¢e both regional and global sites.

[l Services Ready Small Branch Network System Assurance Guide
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o Traffic profile: For the Services Ready Small Brardetwork, the WAN service must support up to
45 Mb/s of data, voice, and video traffic.

¢ Quality guarantee: The WAN service much provideexhanism to ensure quality of service (QoS).
e Security: The WAN service must provide a mechanisransure traffic privacy.

e Existing infrastructure: The WAN service must bensistent with or must leverage existing WAN
deployment.

¢ Availability: Selection of the WAN service must ®knto account local availability.
e Cost: The WAN service cost must be evaluated basdtbw well it meets the above considerations.

Table 2lists advantages and disadvantages of the mostoory used WAN transmission services for
a branch office.

Table 2 Common WAN Transmission Service Options for a Small Branch Office
Service Type Advantage Disadvantage Appropriate for Branches
Leased Line e Secure and private| ¢ Expensive e Geographically close
e Uncontended e Point-to-point to c?mpus or data
bandwidth center

¢ Fixed bandwidth . With critical

Reliable and L
’ applications that

predictable .
require guaranteed
* Supports any bandwidth
protocol
Frame Relay (FR) e Cost effective e \Variable e Withlegacy FR WAN
Service « Adjustable Ibatde|dth,d " deployment
bandwidth atency, and Jitter| o, - wjith hub-and-spoke
« Extensive coverage ¢ Point-to-point WAN topology
« Secure and private ¢ Inefficient QoS . W|th_non—IP
applications

¢ Reliable and
resilient

¢ Flexible and
scalable

e [P and non-IP
protocols

[ oL-19089-01
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Table 2 Common WAN Transmission Service Options for a Small Branch Office (continued)

Service Type Advantage Disadvantage Appropriate for Branches

Layer 3 Virtual Private | ¢ Same benefits as | ¢ Potentially costly| ¢ Most medium and
Network Service Frame Relay except  migration large branch offices
(MPLS L3VPN) for support of

e Proprietary to
non-1P protocols b y

service provider

e Any-to-any network
connectivity e Limited global

e QoS provisioning availability

e Traffic engineering| ¢ Supports only IP

e Support wide

variety of IP
applications
Layer 2 Virtual Private | ¢ Same benefits as | ¢ Potentially costly| ¢ With enterprise
Wire Service (VPWS) Frame Relay migration control over WAN
routing

e Transparent LAN | o Limited
integration availability e With non-IP

e Low administrative| ¢ Limited applications

overhead scalability

e Point-to-point

In addition to these general considerations, a V&Kice must meet the business criteria outlined in
the“Small Branch Design Considerations” section ongdgTo ensure its relevance and applicability,
the Services Ready Small Branch Network was vadidatith all the WAN service options listed in
Table 2 Specific design considerations related to each\VEArvice type are described in the following
sections:

¢ Leased-line Deployment, page 15

¢ Frame Relay Service Deployment, page 17
¢ L3VPN Service Deployment, page 18

¢ VPWS Services, page 20

To access the WAN service, a branch office neddsal loop to the nearest location where the previd
makes the service available. Typically, this isealidated leased line to the edge of the provider's
network. To support up to 50 active users, andgelmumber of centrally hosted applications, the
following connection types and bandwidth options appropriate:

e Multiple T1 carrier lines connected to an HWIC-41drface, shown ifrigure 13
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Figure 13 4-Port Serial High-Speed WAN Interface Card (HWIC-4T) with 4 T1 High-Speed Serial
Ports

To learn more about the HWIC-4T interface cardijtvis

http://www.cisco.com/en/US/prod/collateral/modufe3949/ps6182/product_data_sheet0900aecd
80274416.html

¢ Gigabit Ethernet line connected to an onboard sfoath pluggable (SFP) port.
e T3/E3 carrier line connected to a NM-1T3/E3 intedashown irFigure 14

Figure 14 1-Port Network Module (NM-1T3/E3) with One T3 High-Speed Serial Port and One E3
High-Speed Serial Port

To learn more about the NM-1T3/E3 interface calditv

http://www.cisco.com/en/US/prod/collateral/modufes?797/ps4909/product_data_sheet09186a0
08010fba2.html

The specific selection of a WAN access link depemaishe number of end user devices, the branch
traffic profile, the applications used in the brAnand the available budget. The Services ReadylSma
Branch Network was validated with the two interfasads and the onboard SFP port described
previously.

Physical layer standards define the mechanical ection and electrical signaling to connect the bhan
router to the service provider network, which arpitally done through a channel service unit
(CSU)/data service unit (DSU) device that provitlErsnination for digital signals, clocking, and

[ oL-19089-01
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synchronization, and that converts T-carrier lirenies into frames that the LAN can interpret arcvi
versa. The branch router typically uses serial comigation to connect to the CSU/DSU. The specific
serial standard and socket type depend on the CSU/&quipment supplied by the service provider.

The Services Ready Small Branch Network was vadidatith the following serial communication
specifications:

¢ V.35 shown inFigure 15 This serial specification is typically used tonoect a Cisco router to a
T1/E1 and fractional T1/E1 through a CSU/DSU. AgéenV.35 connector can achieve up to 2.048
Mb/s speed.

Figure 15 Male (CAB-SS-V35MC) and Female (CAB-SS-V35FC) V.35 Connectors

272200

To learn more about Cisco High-Speed Serial Interfaptions, visit:

http://www.cisco.com/en/US/prod/collateral/modufes3949/ps6182/product_data sheet0900aecd
80274416.html

The Gigabit Ethernet interface has an SFP slot bichvto interchange different copper or optical SFP
modules. Selection of a specific SFP depends owlidtance to the nearest service provider point of
presence and the type of 1000BASE-X Ethernet abkilarhe Services Ready Small Branch Network
was validated with the following SFP module:

e GLC-LH-SM, shown inFigure 16 This is a connector for long-wavelength/long-haul
(1000BASE-LX/LH) single-mode fiber and contains &3 1 1300-nm laser that can reach up to
6.2 miles.

Figure 16 GLC-LH-SM Small Form-Factor Pluggable Module

To learn more about Cisco SFP modules, visit:

http://www.cisco.com/en/US/docs/routers/7200/insthd_upgrade/gbic_sfp_modules_install/50
67g.html
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Each T3/E3 port on the NM-T3/E3 module consista phir of 75-ohm BNC coaxial connectors (Type
RG-59), one for transmit data and one for receimdThe module provides an integrated DSU that
allows T3/E3 lines to be directly terminated oniadd router, eliminating the need for external DSU
equipment.

Table 3summarizes the WAN access line types, bandwidilisigal connection for the link, and ISR
interface or module that provides access to theiges network.

Should be EHWIC?
Table 3 WAN Access Link Summary
Cisco ISR Interface or
WAN Access Line Type |Bandwidth Physical Connection Module
T3/E3 line 43/34 Mbls BNC terminated coaxieMlM-1T3/E3
cable
4 T1/E1 lines 6 Mb/s V.35 cable HWIC-4T
Gigabit Ethernet line Shaped to 12 Mb/s LX/LH singiede Onboard Gigabit
fiber Ethernet SFP

Each deployment scenario was also validated whihckup link to the WAN. The details are described
in the“Path Redundancy, Rapid Recovery, and Disaster Wgbsection on page 28

The routing and addressing aspects of each WANogepnt are described in thie Addressing and IP
Routing, page 33

Leased-line Deployment

When a branch office requires a permanent dedicededection, a point-to-point leased line is used t
provide a preestablished digital circuit from thamch through the service provider network to the
central site. The service provider reserves theugis for exclusive use by the enterprise. Foranbh
office, leased lines are typically available indtianal, full, or multiple T1/E1 or T3/E3 capacisieThey
are generally priced based on bandwidth and distéetween the two connected endpoints. The cost of
a leased-line WAN can become significant when iised to connect a branch to many sites over
increasing distance. Therefore, leased-line WANstgpically used to connect the branch to a central
site, only when it is over a geographically shddtance; when branch applications have critical
bandwidth, latency, and/or jitter requirementsidren no acceptable alternatives are availableén th
geographic area. However, leased lines are useshsixely to connect branches to a local point of
presence (POP) that serves as an entry point is¢ovéce provider network offering other types oAW
transmission services.

Figure 17shows the Services Ready Small Branch Networkel@disie deployment scenario.

[ oL-19089-01
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Figure 17 Services Ready Small Branch Network Leased Line Deployment
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All traffic must be encapsulated by a data linkdaprotocol while it is crossing the WAN. The protd
defines how data is encapsulated into frames amdnichanism for transferring the frames between the
branch and a central site. Selection of the datalhyer protocol depends on the WAN technology and
the communicating equipment in use. For leased\A links, the following are the most prevalent
data link protocols:

Point-to-Point Protocol (PPP): The most popularagstlation protocol for transporting IP traffic
over point-to-point links. PPP provides asynchramand synchronous encapsulation, network
protocol multiplexing, link configuration, link qlity testing, error detection, and option
negotiation for capabilities such as network lagddresses or data-compression algorithms.

Multilink Point-to-Point Protocol (MLPPP): A methddr splitting, recombining, and sequencing
datagrams across multiple PPP links. It combineRipte physical links into one logical link to
increase available bandwidth. To learn more ab&R® Bnd MLPPP, visit:

http://www.cisco.com/en/US/tech/tk713/tk507/tsd hleclogy_support_protocol_home.html

Gigabit Ethernet (GIigE): Various standards capallearrying standard Ethernet frames at a rate of
1 Gb/s. GigE employs the same Carrier Sense Meltjcess with Collision Detection

(CSMA/CD) protocol, same frame format, and samenfEaize as its lower speed predecessors. One
of the optical fiber standards (1000BASE-X) is yglly used for local loop connectivity.

The Services Ready Small Branch Network was vadidatith the following combination of leased lines
and encapsulation protocols:

T3/E3 line with PPP
Four T1 lines with MLPP
1000BASE-LX/LH GigE
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Frame Relay Service Deployment

The traditional alternative to permanent leaseddihas been virtual circuits provisioned over iser
provider-administered Frame Relay network. A braafflte is connected to the network by attaching a
point-to-point link from the branch router (DTE) tioe provider’s nearest Frame Relay switch (DCE).
When connections are in place for both the bramzchacentral site, a virtual circuit is set up toa
communication between the two locations. The virtugcuit is typically configured to stay activel al
the time. A virtual circuit is identified by Datank Connection Identifier (DLCI), which ensures
bidirectional communication from one DTE deviceatoother and which guarantees data privacy. A
number of virtual circuits can be multiplexed irgsingle physical line for transmission across the
network. Therefore, it is relatively easy to connere branch office to multiple destinations.

Frame Relay is an any-to-any service over a netwbdeed by many subscribers. The sharing allows
service providers to offer lower monthly rates ongparison to dedicated leased lines. The dataisate
also more flexible. Instead of one fixed rate, bsiexe allowed if the network has available capadihe
downside to a shared network is a potential drogeitvice when traffic increases. To provide acclelgta
performance, service providers usually offer a minim committed rate that is guaranteed to a
subscriber. Frame Relay can provide speeds frokb%&5to 43 Mb/s, depending on the capability of the
service provider’s network.

While Frame Relay is considered legacy today, itsied extensively to implement enterprise WANS. Its
primary advantages are cost and deployment flaibiin comparison to leased lines, bandwidth is
cheaper because it is shared, and only a short llmcp is required to connect the branch to theresia
Frame Relay switch. Adding virtual circuits or ieasing bandwidth is simple and fast.

The leased-line connection to the Frame Relay néttypically uses one of the following Frame Relay
encapsulation mechanisms:

e Frame Relay (FR) protocol: Specifies how data mdes/een the DTE and DCE over a single line.
To learn more about FR, visit:
http://www.cisco.com/en/US/tech/tk713/tk237/tectogies_tech _note09186a008014f8a7.shtml

¢ Multilink Frame Relay (MLFR): Enables multiple lia¢o be aggregated into a single bundle of
bandwidth.

To learn more about MLFR, visit:
http://www.cisco.com/en/US/docs/ios/12_0s/featunedg/17s_mfr.html

The Services Ready Small Branch Network was vadidatith the following combination of Frame
Relay encapsulation protocols:

e T3/E3 line with FR protocol
e Four T1 lines with MLFR protocol

[ oL-19089-01
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Figure 18shows the Frame Relay private WAN deployment sdena

Figure 18 Services Ready Small Branch Network Frame Relay Service Deployment
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L3VPN Service Deployment

Many enterprises are turning to MPLS-based WAN mewbecause they offer cost-effective, scalable,
and flexible alternatives to the traditional FraRelay (or ATM) based private WANs. MPLS is a
label-based protocol that operates between thelisktéayer (Layer 2) and the network layer (Laydr

A label is imposed on a packet at the edge of tir$Inetwork and is removed at the other end. Label
forwarding is performed by a lookup on the incomialgel, which is then swapped for the outgoing labe
and forwarded to the next hop. Routing decisiorsraachability information are based on IP addresse
Therefore, Layer 3 is also the foundation for aayices offered by MPLS-based networks. Virtual
Private Network (VPN) technology combined with MPp®&vides traffic security and privacy. There
are two general types of VPNs: enterprise-manageldsarvice provider-managed. Layer 3 MPLS VPN
(L3VPN) is a service provider—-managed VPN service.

In an L3VPN WAN deployment, the provider's MPLS wetk routes the enterprise IP traffic. A
provider edge (PE) router directly connects tod¢hstomer edge (CE) router in the branch office. The
PE router communicates with the CE router via theting protocol selected by the enterprise (RIP,
OSPF, BGP, and so on). Thus, the PE router ledfrio$ the enterprise routes and forwards the pasket
based on that information. The PE router also emghka reachability information with other PE routers
in the MPLS network by running Multiprotocol Borderterior Gateway Protocol (M-iBGP) in the
MPLS network core.

L3VPN services offer several unique advantages traglitional private WANSs:

e They offer scalable any-to-any connectivity. A Giuter peers with a PE router that maintains the
full mesh topology. Unlike Frame Relay (or ATM) ette is no complex virtual circuit topology to
manage. Adding a new site to the mesh involvestheracconnections beyond the one connection to
the PE router.

e Two branches can have overlapping address spabeyifare members of different VPNs.
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e MPLS is IP aware and has a single control planertteiches the physical topology of the network.
This allows better mapping of traffic into availalriesources or rapid redistribution of traffic in
response to changes in the topology.

e Service providers are leveraging IP QoS to offarlerange of service guarantees for critical traff

The main limitation of MPLS stems from its dependeion IP. Only IP-based traffic is supported, and
all other protocols must use a tunneling mechanism.

To learn more about Layer 3 MPLS VPN, visit:

http://www.cisco.com/en/US/solutions/ns340/ns4146%net_design_guidance0900aecd80375d78.pd
f

http://www.cisco.com/en/US/docs/net_mgmt/vpn_salosi_center/1.1/user/guide/VPN_UG1.html

The leased-line connection to the PE device typiaades one of the following data link layer
encapsulation mechanisms:

e PPP: Described in thi&eased-line Deployment” section on page 15
e MLPPP: Described in thé_eased-line Deployment” section on page 15

The Services Ready Small Branch Network was vatidatith the following combination of access links
to a PE device:

e T3/E3 line with PPP
e Four T1 lines with MLPPP
Figure 19shows the L3VPN private WAN deployment scenario.

Figure 19 Services Ready Small Branch Network L3VPN Deployment
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VPWS Services

For enterprises that want to retain control oveydra? connectivity, service providers offer Layer 2
VPNSs. The following sections describe the mostdghy offered services.

MPLS Switched WAN Services

¢ Layer 3 VPNs: Described in tH&3VPN Service Deployment” section on page. 18
e Layer 2 VPNs: Emulation of Layer 2 connectivity oWPLS network

- Virtual Private LAN Service (VPLS): The branch aféi Ethernet LAN is extended to the
provider edge (PE) device. The provider networkntkenulates the function of a LAN switch
to connect all customer LANs into a single briddgedN. VPLS is a point-to-multipoint service.

- Virtual Private Wire Service (VPWS, also callB&VE3 pseudowi)e The service provider
network emulates point-to-point connections from lbihanch over the underlying MPLS tunnel.
In general, the network emulates existing FramefReATM, Ethernet, HDLC, or PPP links.
The enterprise keeps the same Layer 2 connectmtietservice provider, but instead of the
data being carried natively over a Frame Relay B¥Aservice, the data is encapsulated and
routed over the provider's MPLS backbone.

Ethernet Switched WAN Services

¢ Permanent Point-to-Point Ethernet Line: DedicatdteEet circuit. The permanent point-to-point
Ethernet switched WAN series are described in‘tremsed-line Deployment” section on page 15

¢ Virtual Ethernet Connections: Connectivity overeavidce provider’s shared Ethernet network.
- E-Line: Point-to-point Ethernet services (singlekliconfiguration)

Ethernet Private Line (EPL): Dedicated point-tosgoiirtual line. The connection from the
branch goes to a dedicated User Network Interfai¢lY device. Multiple EPLs require
multiple UNIs. EPL is an alternative to dedicatedded lines.

Ethernet Virtual Private Line (EVPL): Multipoint-tpoint virtual lines. A single UNI
multiplexes multiple virtual connections. EVPL is alternative to Frame Relay or ATM PVCs.

— E-Tree: Point-to-multipoint Ethernet services (had-spoke configuration)
Ethernet Private Tree (EP-Tree): Single point-tolipoint virtual lines.
Ethernet Virtual Private Tree (EVP-Tree): Multipbito-multipoint virtual lines.
— E-LAN: Multipoint-to-multipoint Ethernet service fl-mesh configuration)
Ethernet Private LAN (EP-LAN): Single multipoint-taultipoint virtual lines.
Ethernet Virtual Private LAN (EVP-LAN): Multiple mitipoint-to-multipoint virtual lines.

Selecting the most appropriate Ethernet-switched\Wé&rvice from this list involves several
considerations. One of the first decision pointbésween L3VPN or L2VPN servic&able 4provides

a high-level comparison of the two options. Ultielgt the decision depends on the amount of control
that the enterprise wants to retain over its WAIpldgment.
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Table 4 High-Level Comparison Between L2VPNs and L3VPNs

L2VPN L3VPN

Provider forwards frames, based on Layer 2 |Provider forwards packets, based on Layer 3
information information

Provider involved in routing Provider not involved fouting

Supports only Ethernet as access technology Suppoytaccess technology

Enterprise controls Layer 3 policies (routing, |Provider controls Layer 3 policies (routing, QoS)
QoS)

Supports any Layer 3 protocol Supports only IP

Limited scalability Scalable

The Services Ready Small Branch Network was vatidatith Virtual Private Wire Services (VPWS).
In this deployment, the service provider networksaas a Layer 2 switch. It maps incoming traffic to
pseudowires based on Layer 2 headeirgure 20shows a VPWS deployment scenario.

To learn more about Layer 2 MPLS VPNSs, visit:

http://www.cisco.com/en/US/technologies/tk436/tkBBthnologies_white_paper0900aecd80162178
ns585_Networking_Solutions_White_Paper.html

Figure 20 The Services Ready Small Branch Network VPWS Deployment
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VPWS services allow the enterprise to keep itstex@sWAN infrastructure and to transparently coninec
to the service provider’'s Ethernet network, promigla transparent migration path to VPLS servicée T
leased-line connections to the PE device continuese the typical Layer 2 encapsulation mechanism:

e PPP: Described in thteased-line Deployment” section on page 15
e MLPPP: Described in thd_eased-line Deployment” section on page 15
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¢ Gigabit Ethernet (GigE): Described in tHeeased-line Deployment” section on page 15

The Services Ready Small Branch Network was vadidatith the following combination of access links
to a PE device:

e T3/E3 line with PPP
e Four T1 lines with MLPPP
e 1000BASE-LX/LH GigE

LAN Deployment Model

LAN services provide connectivity for converged @atoice, and video communication. Consequently,
a properly designed LAN is a fundamental requiretienperforming day-to-day business functions at
the branch office. Of the various ways to archi@ttAN, a hierarchical design is best suited to nikee
business criteria outlined in ti8mall Branch Design Considerations” section ongdg

A typical hierarchical design is broken into thilegical layers:

e Access layer: Interfaces with end devices, sudh@s, IP Phones, printers, and servers. The access
layer provides access to the rest of the netwankll, icontrols which devices are allowed to
communicate on the network.

e Distribution layer: Aggregates the data that iseieed from the access layer switches, provides for
data separation and forwards traffic to the cogetdor routing to its final destination. It contso
the flow of traffic, delineates broadcast domaismsd provides resiliency.

e Edge layer: Aggregates the data that is receivexh fhe distribution layer switches and serves as
an entry and exit point between the LAN and WAN:IsTis typically the branch router.

This design has the following benefits:

e Scalability: The modularity of the design providesm for easily adding devices as the network
grows.

¢ Resiliency: Connecting the access layer switchesutiiple distribution switches ensures path
redundancy.

e Performance: Hierarchical layering enables fewghki performing switches to aggregate traffic
from many lower performing switches. The need ®wér higher performing switches results in
both cost savings and optimal use of network desice

e Security: Different security policies can be implkemted at various levels of the hierarchy

¢ Manageability: All switches in one layer performethame function, making it easy to propagate
changes.

Hierarchical LAN design is only a logical layout nétwork devices. A small branch office has two
prominent physical implementation options, showirigure 21 that map into the logical hierarchical
design:

¢ Access router that is connected to a physicallyasse access switch

¢ Access router with an integrated an access switch
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Figure 21 LAN Connectivity Options for Small Branch Office
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Although it is feasible to use a physically sepamtcess switch configuration for a branch offite

to 50 users, only the integrated design was consttléor the Services Ready Small Branch Office.
Integrating access switching into Cisco 3900 ISRwigles a compact, single-chassis solution thareff
both switching and routing functionality in a sieglevice. The configuration saves rack space, power
and offers simpler management.

For a more in-depth discussion of various branchiNLdeployment options and features, see the
following:

¢ LAN Baseline Architecture Branch Office NetworkeRefice Design Guide
e LAN Baseline Architecture Overview--Branch Officetork

The“Selecting Network Components” section on padarigfly describes the 48-port EtherSwitch
service module switch that was selected as thei@&Ready Small Branch Network switch. The
EtherSwitch service module performs all functiorisap access layer switch, and the router performs
limited distribution layer functionalityFigure 22shows a high-level physical topology diagram tos t
LAN. The Services Ready Small Branch Network usegtb¥nd devices per user, assuming that most
PCs are connected to the switch through an IP Pheigare 22shows one possible physical
configuration for a 40-user branch office.

[ oL-19089-01
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Figure 22 Hierarchical LAN Design
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Switches must support many features to facilitateroffice connectivity. Features of the EtherSwitc
service module that were leveraged by the Serviemdy Small Branch Network are described in the
following sections:

¢ Virtual LANs, page 25

¢ VLAN Trunks and VLAN Trunking Protocol, page 26

e Power-over-Ethernet, page 27

e Spanning Tree Protocol, page 27

In addition, the following features of the Catalgstitches are described in other parts of this guid
e Layer 2 security in théThreat Protection, Detection, and Mitigation” sect on page 55

e Layer 2 Quality of Service (QoS) in tH@uality of Service” section on page 37

¢ Authentication services in tHAccess Control” section on page 46

Each layer of the hierarchical design serves speftihctions or provides important services. Access
layer switches facilitate the connection of endedévices to the network. Most of these devices are
equipped with a single network interface card (N&Dy therefore form only one connection to the
network. If a device has multiple NICs, it can biead to two or more access layer switches for insesl
resiliency. For the Services Ready Small Branchaek, the access layer provides the following
functions:

¢ \oice, data, black hole, DMZ, and management VLAR®vide traffic separation and broadcast
domains for voice, data, DMZ VLAN for server-acciés by home office workers, and
management traffic.

¢ Internal uplink connections with a VTP trunk to tteaiter: Extends VLANS to the edge router.
e VTP server: Propagates VLAN information across itiAéN.
e Layer 2 security: Controls the number and identitylevices that can connect to the network.

¢ QoS: Guarantees network resources for voice traffi¢ enforces proper usage of QoS by end
devices.

¢ Authentication services: Authenticates the conmertievice with RADIUS server.

e Power over Ethernet: Provides power to the conmeti®ePhones.

e Spanning Tree Protocol (STP): Eliminates any aadialéy introduced loops from the network.
The edge/distribution layer provides:
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¢ Connectivity, security, and management servicesrilgsd throughout this guide
¢ \oice, data, black hole, management, and DMZ sushr&witches interVLAN traffic

A VLAN defines a group of logically connected desgcthat act as an independent LAN while sharing
the same physical infrastructure with other VLANEch VLAN is a logically separate IP subnet. A
switch can carry multiple VLANSs, and a VLAN can brtended across multiple Layer 2 and Layer 3
devices. VLANSs offer several benefits:

e Security: Traffic in a VLAN is separated from aliher traffic by Layer 2 tags.

¢ Performance: VLANSs reduce unnecessary traffic ase andwidth more efficiently by delimiting
broadcast domains.

¢ Management: VLANs are managed globally, and coméian is propagated across the network.
Several VLANs were defined for the Services Reathalh Branch Network:

e Data VLAN: Carries traffic generated by laptops,92@nd servers.

¢ \oice VLAN: Carries traffic generated by IP Phonagad singles out voice traffic for QoS.

e DMZ VLAN: Special VLAN for web, application, and tikbase servers accessible by home office
users.

¢ Management VLAN: Carries traffic for managing netkiog devices.
¢ Black Hole VLAN: All unused ports are assigned liastVLAN. This is a security best practice.
Figure 23shows the VLAN configuration for the Services Rg&imall Branch Network.

Figure 23 VLAN Design
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Cisco IP Phones contain integrated three-port sie¢c as shown iRigure 24 An access layer switch
instructs the phone to tag voice traffic for voMEeAN and to forward data frames for tagging at the
switch port. This allows the switch port to carmgtb voice and data traffic and to maintain the VLAN
separation. The link between the switch port ardiIEhPhone acts as a trunk for carrying both vaiveg
data traffic.

[ oL-19089-01
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Figure 24 Integrated Switch in Cisco Unified IP Phone 7900 Series
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The DMZ VLAN and the black hole VLAN are describiecthe“Security Services” section on page.43
The Management VLAN is described in thdanagement Services” section on page BBaddition to
the VLANS that were defined for the Services Re&dyall Branch Network, other VLANs could be
required. If the branch office has wireless acqasists, the traffic generated through these devices
should be assigned to the wireless VLAN. Moreogeme networks could continue to use older
equipment that does not support 802.1Q frame tagdgolate these devices in their own native VLAN
that supports both untagged and tagged traffic.

VLAN Trunks and VLAN Trunking Protocol

VLAN trunks are point-to-point links between twohetrnet interfaces that carry traffic for multiple
VLANS. They are used to extend VLANSs across théremtetwork. VLAN Trunking Protocol (VTP)
propagates VLAN information from one switch (seivter other switches in the network (clients). VTP
maintains VLAN configuration consistency by managthe addition, deletion, and changes to VLANs
across multiple switches.
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Figure 25shows VLAN trunks that are defined for the Sergié&eady Small Branch LAN.

Figure 25 VLAN Trunks and VTP Configuration
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A switch can be configured as a VTP server, as & X¢lient, or in transparent mode. A VTP server
distributes and synchronizes VLAN information to R“Enabled switches. VTP clients act on that
information. VTP transparent switches are unaffdctait they pass VTP advertisements to other
switches. The VTP domain delimits the portion of thPAN managed by a single VTP server.

The Services Ready Small Branch Network consist sihgle VTP domain. The EtherSwitch service
module was configured as a VTP server, and showiigare 25

VTP version 2 was used in validating the Serviceadd Small Branch Network.

Power-over-Ethernet

Power-over-Ethernet (PoE) provides power to devibhasare attached to the switches such as IP Bhone
or wireless access points. The EtherSwitch senviodule in the Services Ready Small Branch Network
provides this PoE option.

Spanning Tree Protocol

Spanning Tree Protocols (STPs) are used to detekpeevent traffic loops or duplicate frames in a
network with redundant paths. The Services ReadglBBranch Network, by design, does not have
loops. However, to prevent accidental loops thafjfiently occur in the wiring closet or when users

connect desktop switches to the network, Rapid VL3panning Tree (RVST) protocol was enabled on
the EtherSwitch service module.
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To learn more about STP, visit:

http://www.cisco.com/univercd/cc/td/doc/productingmt/sw_ntman/cwsimain/cwsi2/cwsiug2/vlan2/s
tpapp.htm

Network Fundamentals

Network fundamentals are the basic services redquwe network connectivity. These services are
described in the following sections and showrrigure 26

e Path Redundancy, Rapid Recovery, and Disaster Regovage 28
¢ |P Addressing and IP Routing, page 33
¢ Quality of Service, page 37

Figure 26 Basic Connectivity Services
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Path Redundancy, Rapid Recovery, and Disaster Recovery

Network uptime and recovery time are critical foamy types of enterprise branches. The Services
Ready Small Branch Network achieves network avditgtihrough link redundancy. Rapid recovery is
the ability of a network service to quickly recofesm downtime. The Services Ready Small Branch
Network achieves rapid recovery by using moduli@idireplaceable components with online insertion
and removal (OIR) capabilities.
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Disaster recovery is the process of restoring nétvgervices to full function after a failure-indute
downtime. The Services Ready Small Branch Netwaorkbdes disaster recovery by storing redundant
copies of all device configurations on externakate devices. In addition, a Cisco SmartNet comtrac
is recommended to provide around-the-clock, gl@dwaless to the Cisco Technical Assistance Center
(TAC), and 2-hour or next-business-day hardwardamgment.

The benefits of a network design that provides pattundancy, rapid recovery and disaster recovery
include the following:

¢ Availability: Network services are available to usevhen needed and as expected.
¢ Minimal time to repair: There are minimal disrupt®when outages or failures occur.
e Transparent maintenance: Planned maintenance mpgrf@rmed with minimal downtime.

The various mechanisms and features used in tifierelift layers of the hierarchical network design to
achieve path redundancy and rapid recovery are shiowigure 27and described in the following
sections:

e Backup WAN Link, page 30

¢ |P Addressing and IP Routing, page 33

¢ |P Addressing and IP Routing, page 33

Figure 27 Path Redundancy and Rapid Recovery Components
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Both switch and router configuration files shoukl $tored on an external storage device to enable
disaster recovery. The Services Ready Small Branvetivork used two different methods of storing
copies of configuration files:

Haclugp WARN
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e Backup to centrally located TFTP server
e Password protected USB flash drive
For more information about backup and restore affiguration files to/from TFTP server, visit:

http://www.cisco.com/en/US/products/sw/iosswrel/33/products_tech _note09186a008020260d.sht
ml

The TFTP backup and recovery method provides fadtcanvenient access to the configuration files if
they are needed for disaster recovery. Howeveabse a centrally located server may not be acdessib
in all circumstances, locally stored USB flash tokgalso provided in the Services Ready Small Bihan
Network. Aladdin Knowledge Systems USB eToken, shiawFigure 28 was selected for this purpose.
It requires authentication to access the configanafiles encrypted and stored on the device. The
eToken itself should be stored in a secure, fired emperature-resistant container at the branfibeof

[ oL-19089-01
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Figure 28 Aladdin Knowledge Systems USB eToken and Cisco ISR
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To learn more about the Aladdin eToken, visit:

http://www.cisco.com/en/US/prod/collateral/modufes3247/product_data sheet0900aecd80232473.h
tml

Backup WAN Link

Any of the WAN connectivity options that are dederil in“WAN Services” section on pagedan be
used as a backup link mechanism. In practice, hew&®STN and Internet based connections are
primarily used for this purpose. The main considierss when selecting the backup link are:

e Service provider: The backup link should go throagtlifferent service provider network than the
primary link. There should be no or minimal shariwfgoack-end infrastructure by the providers.

e Service availability: Selection of backup link sk must take into account local availability.

¢ Availability and recovery requirements: The projpestand type of service expected for the backup
connection.

e Cost: The backup link cost must be evaluated basedow well it meets the availability
requirements.
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Table Slists advantages and disadvantages of the moshomty used backup connections for a branch

office.
Table 5 Common WAN Backup Link Options for a Small Branch Office

Appropriate for
Service Type Advantages Disadvantages Branches

ISDN (PRI or BRI)

e Concurrent data
and voice
transmission

e Symmetric and
dedicated
bandwidth

e Works over
telephone wires

e Call setup
e Limited bandwidth

Telephone wires are
the only connection
option, and the
office is too far
from POP for xDSL
link.

\oice is the primary
traffic (use PRI).

Diversify service
provider for

backup.
xDSL e Concurrent data e Quality dependent | « Appropriate for
and voice on wiring and most branch
transmission distance to POP offices.
e Dedicated e Asymmetric
bandwidth bandwidth
e Works over
telephone wires
¢ Relatively high
bandwidth
Cable e High bandwidth e Asymmetric e Require high
bandwidth bandwidth.
e Shared bandwidth
e Less secure
3G e Easy installation e Limited bandwidth | ¢ Locations without
¢ Small antenna ¢ Limited availability wirng.

e No cabling e Unreliable link * Dlve_r5|fy service
providers for
backup.

Satellite e Global coverage e Link delay e Remote locations.

e Unreliable link
e Large antenna

Diversify service
provider for
backup.

In addition to these general considerations, a bpdink must meet the business criteria outlinethia
“Small Branch Design Considerations” section ongdgAt present, the Services Ready Small Branch
Network has been validated only with SHDSL as a&kbacdWAN link. In future updates to this guide,

some of the other options listedTable 5will be validated and documented.

[ oL-19089-01
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All WAN deployments described in tH8VAN Services” section on page@ovide a backup link to the
central site. The traffic is encrypted and directeer the Internet as shown kigure 37 The backup
link connects the branch to the nearest locatioarehhe provider makes access to the Internetsrvi
available. The link can be set to standby modewsadl only for backup when the primary WAN link
fails, or it can stay active and provide accesth&lnternet using a split tunneling mechanism .HBait
these options were validated in the design.

For the Services Ready Small Branch Network, thi@fdng connection option was selected for backup:

¢ A single broadband G.SHDSL link connected to thecGiHWIC-4SHDSL interface is shown in
Figure 29

Figure 29 4-Port Symmetric High-Speed DSL (SHDSL) WAN Interface Card (HWIC-4SHDSL)

250441

To learn more about the Cisco HWIC-4SHDSL interfaaed, visit:

http://www.cisco.com/en/US/prod/collateral/modufes3949/ps7175/product_data_sheet0900aecd
80581fa0.html

Physical connectivity for the xDSL line consistsasfe or multiple telephone wires terminated at a
DSL access multiplexer (DSLAM) in the provider'samest point of presence (POP). The

Cisco HWIC-4SHDSL comes with a cable that directtynects its single RJ-45 port to two
telephone lines terminated at one of the suppdt8dAMs. Table 6identifies the WAN backup
link, bandwidth, physical connection for the lirdnd Cisco ISR interface that provides access to
the Internet provider’s network.

Should be EHWIC?
Table 6 WAN Backup Line Option
WAN Backup Line Type |Bandwidth Physical Connection ISR Interface or Module
SHDSL with IMA 4.6 Mb/s Two twisted-pair HWIC-4SHDSL
telephone wires

e xDSL Connection

Digital subscriber line (DSL) technology is a pogubption for connecting home office workers and
small branch offices to the enterprise networka loranch office, it is used mainly as a backup.link
DSL creates an always-on connection that usesiegistlephone wires to transport high-bandwidth
data and to provide IP-based services. A DSL modenverts digital signals to and from analog
signals. At the telephone company POP, a DSLAMsEduto redigitize the signal and forward it to
the Internet service provider. There are various B&ndards, all under the general name xDSL,
for various x. The Services Ready Small Branch Meknoffice used single-pair high-speed DSL
(G.SHDSL).
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The universal choice of Layer-2 encapsulation peotdor use on xDSL lines is asynchronous
transfer mode (ATM). ATM adaptation layer (AAL) émechanism for segmenting upper-layer
information into ATM cells at the transmitter arehissembling them at the receiver. AAL5 provides
support for segmenting and reassembling routedéswd protocols over ATM permanent virtual
circuits (PVCs) using Logical Link Control Layerl{C)/Subnet Access Protocol (SNAP) or virtual
channel multiplexing (VCMUX). LLC/SNAP adds an extneader that allows multiplexing of
multiple protocols over the same PVC circuit. VCM@HXows multiple virtual circuits (VCs) on the
xDSL link and maps each protocol to a different \Kor simplicity, AAL5+SNAP encapsulation
was chosen for the Services Ready Small Branch didtw

Inverse multiplexing over ATM (IMA) allows bundlingf several xDSL lines to form a single
logical link of higher combined bandwidth. Two tplene lines were bundled together in the
Services Ready Small Branch Network to create alafth of 4.6 Mb/s.

To learn more about IMA, visit:

http://www.cisco.com/en/US/tech/tk39/tk356/techrgibs_q_and_a_item09186a0080111162.sht
ml

In summary, the Services Ready Small Branch Netwsed the following xDSL configuration:
— G.SHDSL with 2-line IMA and AAL5+SNAP encapsulation

IP Addressing and IP Routing

Cisco offers a broad portfolio of IP routing anddagissing technologies. Only some of these
technologies are relevant to branch offices. Totntlee design criteria in th&mall Branch Design
Considerations” section on pagethe Services Ready Small Branch Network was degglawith the
following IP routing and addressing services endlitethe Cisco |OS software on the routers:

¢ Routing Protocols, page 34
¢ Multicast, page 36

e DHCP, page 36

¢ NAT and PAT, page 37

When assigning IP addresses to the various deincre branch office, it is important to follow the
addressing scheme and conventions set for theeaamierprise network. Today, enterprises use @assl|

IP addressing, classless IP routing protocols,rante summarization. The Services Ready Small
Branch Network uses a private addressing schemeattd from the 10.0.0.0/22 address pool that has
2046 available hosts. The design assumes thagesiiser will need two IP addresses: one for the PC
and another for the IP Phone. The other addressessad for server and network devices, or are left
unallocated.

The address pool is divided among VLANSs as follows:
¢ \oice VLAN: 254 addresses

e Data VLAN: 254 addresses

e DMZ VLAN: 14 addresses

e Management VLAN: 30 addresses

¢ Black hole VLAN: 30 addresses

Table 7shows the address assignment, Bigdire 30shows the corresponding topology. The addressing
scheme is only an example. Each enterprise shalilgf its own addressing scheme.

[ oL-19089-01
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Table 7 Sample Address Assignment Scheme for the Services Ready Small Branch Network
Component Network
Data VLAN 10.0.0.0/24
Voice VLAN 10.0.1.0/24
Management VLAN 10.0.2.0/27
Black Hole VLAN 10.0.2.32/27
DMZ VLAN 10.0.2.64/28
Figure 30 Sample Address Assignment for the Services Ready Small Branch Network
WAN Internet
|
SHDSLO0/2/0
S0/1/0- VLAN Address
Data: 10.0.0.254
ST Voice: 10.0.1.254
DMZ: 10.0.2.78
192.168.0.1/30 Mgmt: 10.0.2.30
Ge2/0.1Data -10.0.0.1 209.165.201.1/30 _
Ge2/0.2 Voice -10.0.1.1 (=) Voice VLAN 301
Ge2/0.3 DMZ -10.0.2.65 [ para tV\Il_LAA\lN339120
Ge2/0.4 Mgmt -10.0 .2.1 g? gm
y— /|
| |
l
I
Fal/0/1 Fal/0/2 - Fal/0/47 DMZVLAN 303' Fal/0/48
Voice VLAN 301 Voice VLAN 301 Data VLAN 302

Data VLAN 302

b 4.5
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Routing Protocols

Several routing protocols are relevant to the bhawifice. Although there are design differences amo
these routing protocols, all have a common goatability, availability, fast convergence, and high
performance. However, no one protocol is best gifite all situations, and trade-offs must be corsadl
when deciding on the appropriate one. The followang the most common routing protocols:

e Static routing: Manually defined routes as next$itpvarious destinations. Static routes are
generally used in very small networks or when theting is managed by the service provider. In a
branch, a static route is typically used to forwgaffic to the Internet service provider network.

For more information about static routes, visit:
http://www.cisco.com/en/US/tech/tk365/technologitesh note09186a00800ef7b2.shtml

¢ Routing Information Protocol version 2 (RIPv2): Bisce vector protocol now considered a legacy.
It is should be used only in small legacy netwahet have little need to grow.
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For more information about RIP, visit:
http://www.cisco.com/en/US/tech/tk365/tk554/tsd hiealogy support_sub-protocol_home.html

¢ Enhanced Interior Gateway Routing Protocol (EIGRE)hanced distance vector protocol
proprietary to Cisco. Unlike traditional distancector protocols, EIGRP does not age out routing
entries or uses periodic updates. The Distributpddfe Algorithm (DUAL) algorithm is used to
determine the best path to a destination netwohie EIGRP protocol maintains a topology table
that includes both the best path and any loop{fisekup paths. When a route becomes unavailable,
the DUAL algorithm finds the best backup path te tiestination. The protocol uses bandwidth and
delay to select the preferred path, and can opllipiraclude link reliability and jitter. EIGRP wok
best in small to medium-sized networks that haflatadesign and use only Cisco routers.

For more information about EIGRP, visit:
http://www.cisco.com/en/US/tech/tk365/tk207/tsd hiealogy support_sub-protocol_home.html

¢ Open Shortest Path First (OSPF): Link state prdtetandardized by EITF. OSPF floods link state
information to its neighbors and builds a comphatav of the network topology. The Shortest Path
First (SPF) algorithm is used to determine the Ipash to a destination. The protocol uses
bandwidth to determine the best path, or can bimpally forced to use a manually defined cost for
a path. OSPF works best in networks that are ldrgee a hierarchical design, have a mixture of
Cisco and non-Cisco routers, are expected to gooavlarge scale, or require fast convergence time.

For more information about OSPF, visit:
http://www.cisco.com/en/US/tech/tk365/tk480/tsd hiealogy support_sub-protocol_home.html

e External Border Gateway Protocol (eBGP): An extegateway path vector protocol. The eBGP
protocol is used to exchange routing informatiotwsen different autonomous systems. In general,
eBGP is not used in branch routers unless therseial considerations, such as connecting to two
service providers and actively using both linksaren routing information needs to be exchanged
with the service provider when there are downstreauters, especially for MPLS-based WANS.

For more information about eBGP, visit:
http://www.cisco.com/en/US/tech/tk365/tk80/tsd_teclogy support_sub-protocol_home.html

Choosing the appropriate routing protocol in mastes depends on the routing protocol currently used
in the enterprise network. Therefore, to ensuredtevance and applicability, the Services Readgplém
Branch Network was validated with all of the rogiprotocols listed.

In all WAN deployments, with the exception of Lay&Yirtual Private Network (L3VPN), the enterprise
manages routing. RIPv2, EIGRP, or OSPF is usedutertraffic on the primary link. Both the primary
and backup links have a default static route tbegithe PE or the ISP router. With a standby mode
backup interface configuration, the backup defamltte is automatically inserted into the routinglea
only after the backup interface becomes activeh\it active mode backup interface configuration, th
primary default route was assigned a lower cost tha backup default route. The primary defaultteou
became active and started directing Internet wafiithe central site only after the backup linked,
and its default route was removed from the routedge.

The eBGP protocol was added to route the backup WlNtraffic. Generally, either eBGP or an IGP
can be used to advertise the customer’s publicesotd the provider’s ISP router. In the case of EBG
the branch routers directly connected networksistributed into the global instance of the locRGP
process. Then, an eBGP session between the brantdr and the provider’s ISP router is used to
advertise the networks to the provider’s ISP roateistandard BGP updates. In the case of IGPs, the
protocols advertise the directly connected netwadkghe provider’s ISP router. In general, the segv
provider disables routing updates from the ISPeotd prevent Internet routing tables from propauat
into the branch router. If this disabling is nobpided, the branch router can filter out routinglafes

in order to minimize the size of its routing table.
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Multicast

DHCP

VPN access by the Services Ready Small Branch N&tigcaccomplished by the following:
e Split Tunneling

The Services Ready Small Branch Network providesaliaccess to the Internet through split
tunneling. To access the Internet, NAT and PATw=ed to map the branch network private
addresses to public addresses. SeéNid and PAT” section on page 3Bplit tunneling is
accomplished by running a separate routing protmsthe Internet-bound traffic. There are four
options for split tunneling in the Services Readyall Branch Network, depending on the type of
VPN used for the primary link and whether the bgrkuerface is in active or standby mode. The
“Routing Protocol Implementation” section on padep2ovides detailed configurations. The
following are the four different options:

- Active/Standby Primary/Backup WAN links with DMVPN
- Active/Standby Primary/Backup WAN links with GETVPN
— Active/Active Primary/Backup WAN links with DMVPN
— Active/Active Primary/Backup WAN links with GETVPN

¢ Remote User Access

In the Services Ready Small Branch Network, renodfiee workers have direct access to the DMZ
VLAN over SSL VPN. The users connect to the SSL gteway that is running in the branch
office.

IP multicast was enabled in the Services Ready SBrahch Network for applications that take
advantage of multicast technologies, such as vadedderencing, corporate communications, distance
learning, and distribution of software. Cisco Paiblindependent Multicast (PIM) was used to forward
multicast traffic. The protocol leverages the raolg@nicast routing table populated by IGP protedol
maintain a multicast routing table that is usedcHr for multicast traffic. PIM does not send ring
updates, and it relies on IGP protocols to keepgingunformation up-to-date.

There are several modes of operation for PIM. Insgemode, the router floods multicast traffic tb al
interfaces except the one through which the mustipacket arrived. In sparse mode, multicast rexsiv
request multicast traffic to be forwarded to the@étwork segment. This information is propagated
between the PIM-enabled network nodes. Sparse-dansge allows an interface to be configured in
both modes in order for different multicast groupdeverage either propagation mechanism.

To learn more about multicast, visit:
http://www.cisco.com/en/US/tech/tk828/tech_brief86400800a4415.html

Dynamic Host Control Protocol (DHCP) was enablethia Services Ready Small Branch Network to
automatically assign and manage end device |IP addsdrom specified address pools within the router
When a DHCP-enabled end device is connected toehgork, the end device first sends out a DHCP
discovery request. Then, any available DHCP seoffers a lease for an IP address to the end device.
However, before the IP address can be assignedh&P server must first check that no other device
is currently using this same address. To perforisi¢check, the DHCP server pings the address ants wai
for the response. When the end device receiveaseleffer, it then returns a formal request for the
offered IP address to the originating DHCP serVée server confirms that the IP address has been
exclusively allocated to the end device.
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To learn more about Cisco I0S DHCP server, visit:
http://cco.cisco.com/en/US/docs/ios/12_0t/12_O#itiee/guide/Easyip2.html

To access the Internet directly from the brancliceffNetwork Address Translation (NAT) or Port
Address Translation (PAT) is needed to map thegpehaddresses of the branch network to valid public
addresses. When a packet comes to the router, BAfites the source address in the IP header. The
router tracks this translation. When return traffmmes back, the destination address will be résrit

to its original value. PAT adds the ability to rétgrport numbers, thereby increasing the numbeinoés
that a single public address can be used for tatiogl. NAT and PAT were enabled to allow multiple
hosts from the private branch network to accesdnternet by using a single shared public IP adslres
and various port numbers.

To learn more about NAT and PAT (also referreddtNAT Overloadiny, visit:
http://www.cisco.com/en/US/tech/tk648/tk361/teclogies_tech_note09186a0080094831.shtml

Quality of Service

¢ Classification and Marking, page 41
¢ Policing and Markdown, page 42

e Scheduling, page 42

e Shaping, page 43

e Scavenger Class QoS, page 43

e Security Services, page 43

An enterprise branch must support a variety of aggglications, and some applications are more
sensitive than others to packet delay, loss, aber jihat exceed tolerable levels when multiplersise
share limited network resources. Business-critiqggdlications tend to be sensitive to delays andetac
loss, real-time applications have strict delay prter requirements, and other types of applicasiomay
impose additional requirements. QoS is a set dktand techniques for managing network resources in
order to provide different priorities to differeapplications or to guarantee them a certain lefel o
performance.

For more information about QoS and the variousd@whilable in Cisco I0S software seeHmerprise
QoS Solution Reference Network Design Gaitle

http://www.cisco.com/en/US/docs/solutions/EntereA8AN_and_MAN/QoS_SRND/QoS-SRND-Bo
ok.html

QoS policies vary from one enterprise to anothgreach policy reflects particular business and
organizational objectives. To meet the businedgita outlined in théSmall Branch Design
Considerations” section on pagethe Services Ready Small Branch Network adoptkierchical
QoS model that is configured to support eight cdasH traffic flows. The eight-class model spedfig
includes voice, interactive video, call signalimgternetwork control, transactional data, bulk ddtast
effort, and scavenger classes, as showrhainle 8 The designated classification conforms to the€@is
QoS Baseline and RFC 3246.
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Table 8 QoS Eight-Class Model
Layer 2 CoS/MPLS
Application Layer 3 Classification EXP
IPP PHB' DSCP
Internetwork 6 CS6 48 6
control
Voice 5 EF 46 5
Interactive video | 4 AF41, AF42 34, 36 4
Call signaling/ 3 AF31, CS3 24, 25, 26 3
Critical Data
Transactional data 2 AF21, AF22 18, 20 2
Bulk data 1 AF11, AF12 10, 12 1
Scavenger 1 Cs1 8 1
Best effort 0 0 0 0

1. PHB = per hop behavior.

Each class of traffic carries a specific serviceelaequirement. For the eight classes selectes, th
requirements are as follows:

¢ \oice
— Loss should be no more than 1 percent.
- One-way latency (mouth-to-ear) should be no moanth50 ms.
- Average one-way jitter should be targeted undem30

¢ Interactive Video

Loss should be no more than 1 percent.

One-way latency should be no more than 150 ms.
Jitter should be no more than 30 ms.

Overprovision interactive video queues by 20 pet¢eraccommodate bursts.
¢ Call Signaling/Critical Data

— Voice control traffic requires 150 bps (plus Layeoverhead) per phone of guaranteed
bandwidth. A higher rate may be required, depenainghe call signaling protocol(s) in use.

- Mission-critical data traffic must have an adequagaaedwidth guarantee for the interactive
foreground operations that it supports.

¢ Internetwork Control

- IGPs are usually adequately protected with the €ISS internal PAK_Priority mechanism;
we recommend that EGPs such as BGP have an exghsi$ for IP routing with a minimal
bandwidth guarantee.

¢ Transactional Data

- Transaction data traffic should have an adequatelwalth guarantee for the interactive,
foreground operations it supports.

Bulk Data
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— Bulk data traffic should have a moderate bandwglthrantee, and should be constrained from
dominating a link.

e Best Effort

- Adequate bandwidth should be assigned to the f&st-elass as a whole, because the majority
of applications will default to this class; reseateleast 25 percent for best-effort traffic.

e Scavenger

— Scavenger traffic should be assigned the lowestigorable queuing service; for instance, in
Cisco 10S this would mean assigning a Class-Baseighted Fair Queuing (CBWFQ) of
1 percent to the scavenger class.

Figure 31shows allocation of bandwidth to the eight QoS sés. The Eight-Class QoS Model allocates
bandwidth to the general traffic categories asofob:

¢ Real-time traffic (voice and interactive video): g8rcent
e Scavenger and bulk traffic: 7 percent

¢ Best effort traffic: 25 percent

e Critical data traffic: 25 percent

¢ Transactional Data and Internetwork traffic: 15%

Figure 31 Bandwidth Allocation for Eight-Class QoS Model
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There are various ways to enable QoS in an ensgfmanch network. The Eight-Class QoS policy is
implemented in two logically different places irethetwork. A part of the policy is implemented laé t
access and distribution layers, and another pamjpdemented at the WAN edge layEigure 32and
Figure 33shows summaries of QoS features that are patteoServices Ready Small Branch Network
and their different implementation points. This id@sconforms to the Differentiated Services
(DiffServ) architecture, as defined in RFC 2475.
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Figure 32 WAN Router
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Figure 33 LAN Switch
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Regardless of the implementation point, the desigarporated a set of common QoS design principles.
These principles are described in the followingtiess.

Classification and Marking

Classification identifies packets belonging to gaia traffic class, based on one or more TCP/I&dee
fields as defined in the Access Control List (ACh},in application signatures via Network Based
Application Recognition (NBAR). Marking tags theaskified traffic by modifying either the 802.1Q/p
class of service (CoS) Ethernet header field fapoming traffic or the DSCP per-hop behavior (PHB)
header bits for outgoing traffic. Applications arassified and marked as close to their sources as
technically and administratively feasible. Accesgdr switches remark all the packets coming from PC
endpoints, servers, and so on, with appropriate/B8EP values. Voice and signaling packets coming
out of Cisco IP Phones are trusted, but all thekpccoming from PCs attached to the IP Phones are
re-marked Figure 34shows assignment of different traffic flows to msponding DSCP PHB and
821.Q/p CoS classes. In addition, the assignmeaaoi class to the corresponding EtherSwitch servic
module queue is shown.
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Figure 34 Traffic Flow to QoS Class Mapping
Application DSCP CoS IP3Q3T
Network-Control m
CoS 1 Queue 4 (5%) CoS 1
Internetwork Control Q4T1
‘ Voice ‘ CoS 5 }_
CoS 0 Queue3d
’ Interactive-Video ’ CoS 4 }— (5%)
‘ Streaming-Video ‘ CoS 4 }— ~>| CoS7 Q2713
‘ Mission-Critical Data ‘ CoS 3 }—
—>| CoS 6
’ Call-Signaling ’ CoS 3 }—
. —>| CoS 3 Queue 2 Q212
‘ Transactional Data ‘ CoS 2 }— (5%)
’ Network-Management ’ CoS 2 }— >| CoS 4 Q2T1
| Bulk Data | cos1 |
- —>»| CoS 2
‘ Scavenger ‘ CoS 1 }— »| CoS5
- Queue 1 5
Best-Effort n— Priority Queue %

Policing and Markdown

Scheduling

Policing determines whether packets are confornoregministratively defined traffic rates, and mark
re-marks, or drops nonconforming traffic flows. Ess traffic is marked down according to the Assured
Forwarding PHB Group (RFC 2597) rules. Traffic floare policed and marked down as close to their
sources as possible. Traffic leaving access layéches was rate limited. Policing is enabled oa th
outgoing WAN interface.

Scheduling determines how a frame or packet exdsvace. The Weighted Random Early Detection
(WRED) algorithm provides for congestion avoidameenetwork interfaces by providing buffer
management and allowing TCP traffic to throttlelobefore buffers are exhausted. This helps avaid ta
drops and global synchronization issues, therebyimiaing network utilization and TCP-based
application performance.

Queuing techniques such as weighted fair queuing@)y CBWFQ, and low latency queuing (LLQ) are
necessary to ensure that critical applicationsfanearded even during network congestion. Real-time
applications such as voice or video that need tibhgarded with the least latency and jitter useQ.L
Non-delay-sensitive traffic can use CBWFQ. Best#dftlata has several queues using WFQ.

Queuing comes into effect automatically only whiee &amount of traffic exceeds the available
bandwidth.
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Shaping

Shaping delays excess traffic that is above an adtnatively defined rate. It uses a buffer to hold
packets when the data rate is higher than expe&tegping was performed on the WAN interface.

Scavenger Class QoS

QoS can also provide network security by using soger class QoS. The scavenger class QoS strategy
identifies known worms and attacks. Traffic pateefrom that end user that are considered “unusoral”

as “normal traffic but at an unusually high rate& anarked as scavenger class (CS1) in the DSCd fiel
and allowed to pass through the switch. Throughuthe of the scavenger class, QoS can be used as a
security mechanism to limit the arrival rate of amgffic that is destined for the firewall or Cist©S

IPS configurations. The Services Ready Small Brawetwork also uses scavenger class QoS for excess
traffic on the data VLAN.

Security Services

Security services help to protect the branch neltvimm unauthorized, malicious, or inadvertent oge
network resources. The challenge in designing #ievark is to find a balance between the need tpkee
networks open to support critical business requéaets and the need to protect business-sensitive
information. The Services Ready Small Branch Neknairikes this balance by using technology and
best practices that provide protection againsttiost common security threats.

Cisco offers a large number of products, featuaes, recommendations for securing a network. This
design blueprint focuses on security guidelines sexlrity features for services that are integratéa
the branch office router and branch office switEbr comprehensive coverage of the subject, see the
Enterprise Branch Security Design Guide

http://www.cisco.com/en/US/docs/solutions/EnterpfiBranch/E_B_SDC1.html

Providing effective security starts with establistwhof a security policy for the branch network. A
security policy provides a set of rules by whictopke who have access to the network resources must
abide. RFC 2196 Site Security Handbook provides@dgstarting point for development of a branch
office security policy. In addition, SANS Instituf@ww.sans.org) provides guidelines for developing
comprehensive security policies for enterprisesasfous sizes.

Security services for a small branch office netwar& described in the following sections and shawn
Figure 35

¢ Infrastructure Protection, page 44

e Access Control, page 46

e Secure Connectivity, page 48

e Threat Protection, Detection, and Mitigation, p&ge
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Figure 35 Security Services Building Blocks
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In addition to following the guidelines and implemiieig security features recommended in this guide,
it is important to emphasize that providing segufdr the branch network is an ongoing activity.
Security threats evolve, and vulnerabilities areawered almost daily. Therefore, it is critical fibve
branch network to undergo continuous monitoringiguic security assessment, and policy review.

While technology can create high enough barrieggravent security breaches, the most costly securit
violations tend to be caused by either low-techhrads or unauthorized employees. Therefore, itgs al
critical to provide physical security and to ensthrat security procedures are enforced at everglliev
the enterprise.

Infrastructure Protection

Infrastructure protection provides proactive measuio protect the branch routers and switches from
direct attacks and indirect misuse. Infrastructoretection assists in maintaining network service
continuity and availability. To protect network dees, the following methods are used in the Sesvice
Ready Small Branch Network:

¢ Physical security: Place routers and switcheslocked, temperature- and humidity-controlled
room or cabinet accessible only by authorized adstriators.

¢ Device security: Harden network devices.

— Securing unused ports: Any ports not in use araldesd, autonegotiated trunking is turned off,
and the ports are placed into the black hole VLAN.

— Enabling Secure Shell (SSH): SSH is enabled andete$ disabled to prevent snooping and
unauthorized access by unwanted parties. SSH ifsgewad with five login retries.

- Enabling secure web access: HTTPS access shoulddaefor management applications.
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- Enabling VTY, console, and AUX timeouts, and ACISet all VTY, console, and AUX ports
with timeouts to automatically drop any idle sessi@after 300 seconds. ACLs are applied to
restrict access to the network devices and perniit specific protocols for administrative and
monitoring purposes.

- Providing banner message: It is a security besttfg@ to provide a banner to inform

unauthorized users that access to the device igatesl.

¢ Routing protocol security:

- Configure protocol authentication: MD5 algorithmused to authenticate routing protocol
packets. In addition, RIPv2 has all interfaces egtdor the primary, set to passive mode.

¢ Network services security:

— Turning off unnecessary services: Turning off uressary services means disabling any known
potentially hazardous interface features and anpajl services not specifically required in the
network.Table 9lists services available on the branch router shatuld be disabled if not used.

Table 9 Router Services That Should Be Disabled If Unused
Feature Description Default Action
Cisco Discovery Layer 2 device Enabled Disable
Protocol (CDP) discovery protocol
TCP small servers TCP network services  Disabled
UDP small servers UDP network services Disabled
Finger User lookup service Disabled
Identification service Device identification |Disabled
service
BOOTP Legacy service for Enabled Disable
obtaining IP addresses
Autoloading Autoloading of Disabled
configuration from
TFTP
Classless routing Forwarding packets |Enabled Disable unless required
with no specific route to
the best supernet route
HTTP server Used for web-based |Enabled Disable and use HTTPS
configuration
HTTPS server Used for web-based |Enabled Disable if not used
configuration
FTP server Used to copy Disabled
configuration files
DNS server Name resolution Enabled Disable or enable
explicit server if needed
PAD Packet Disabled
assembler/disasembler
IP source routing Packet-specified Enabled Disable on all interfaces

routing

[ oL-19089-01
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Table 9 Router Services That Should Be Disabled If Unused (continued)

Feature Description Default Action

Proxy ARP Proxy for Layer 2 Enabled Disable on all interfaces
address resolution

IP redirects ICMPredirect message Enabled Disable on WAN

interfaces

ICMP unreachable Incorrect IP address |Enabled Disable on WAN
notification interfaces

Directed broadcast Packet specified Enabled Disable on all interfaces
broadcast

ICMP mask reply Replies to subnet maskDisabled Disable on WAN

messages queries interfaces

MOP Maintenance OperationDisabled
Protocol for loading
Cisco 10S images

1.

ICMP = Internet Control Message Protocol.

To simplify the steps for to providing network degiprotection, the Services Ready Small Branch
Network used the AutoSecure feature of Cisco IOfBasoe. It is a single interactive command that
disables all nonessential system processes anitssras previously described. In addition, it eeabl
several services that improve security, including:

Tuning of scheduler interval and allocation
TCP syn wait time

TCP keepalive messages

ICMP unreachable messages

Enables Cisco Express Forwarding (CEF)
Provides antispoofing

Blocks all IANA-reserved address blocks

Blocks all private address blocks

To learn more about AutoSecure, visit:

http://www.cisco.com/warp/public/cc/pd/iosw/prodtiasll ds.htm

Access Control

Access control is a mechanism for verifying usemiity, restricting access to network resourcesl, an
auditing usage. Three independent security prosess@thentication, authorization, and
accounting—are used for this purpose. The processdsrm the following functions:

Provide a method for identifying users, verifyirgetir identity, and granting/denying access to the
network resources through mechanisms such as lginpassword or challenge and response.

Provide a method for controlling access to netwa$ources by authenticated users through
mechanisms such as user groups, various acceds,|pvieileges, or explicit user/group resource
assignment (and vice versa).
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¢ Provide a method for auditing the network to ensiopliance with security policies or to monitor
attempts of unauthorized use.

Cisco offers several mechanisms to perform theenttbation, authorization, and accounting processes
independently as well as an integrated architetfuaanework that consistently enforces security
policies across the entire network. The ServiceadgeSmall Branch Network used a mixture of
independent mechanisms and an integrated frametwadinforce and expand access control coverage.
Authentication Authorization Accounting (AAA) sepa is used as the integrated framework to perform
the eponymous identity and access control processes

When AAA is activated, the network device on whitks running verifies security information and
reports user activity to the RADIUS or TACACS+ sdatyserver on the network. The Services Ready
Small Branch Network was validated with both RADId&d TACACS+. The two servers provide the
following functions:

¢ RADIUS: Distributed client/server system implemeahthrough AAA that secures networks against
unauthorized access. RADIUS clients run on roudeid switches and send authentication requests
to a central RADIUS server that contains all usgthantication and network service access
information.

To learn more about RADIUS, visit:
http://www.cisco.com/en/US/docs/ios/12_2/securibyfiguration/guide/scfrad.html

e TACACS+: Security application implemented throughAthat provides centralized validation of
users attempting to gain access to a router orortaccess server. TACACS+ services are
maintained in a database on a TACACS+ daemon rgnmypically, on a UNIX or Windows NT
workstation. TACACS+ provides for separate and mladauthentication, authorization, and
accounting facilities.

To learn more about TACACS+, visit:

http://www.cisco.com/en/US/docs/ios/12_2/securibyfitiguration/guide/scftplus.html

Authentication identifies the user through a logimd verifies the user's identity through a password
challenge/response in case of a software proc@sshentication is the first gate that must be ceass

to gain access to the system. If the login is fquhd user is identified. If the password matchken

the user’s identity is verified. If the login is nfound or the password does not match, then tlee iss
denied access. The following measures were takprotdde authentication in the Services Ready Small
Branch Network:

¢ Password management: Password management ensatrealthapproved users can access a device
or services within the network. Strong passwords #re at least 8 characters, combining letters,
numbers, and symbols and avoiding dictionary wordsnbers, or dates are recommended.
Passwords should be changed frequently. The SerReady Small Branch Network uses Type 5
encryption for storing administrative passwordghie configuration file as well as the Cisco 10S
password encryption feature. In addition, all degiecnandate a minimum of an 8-character
password length.

e VTY, console, and AUX passwords: All access mechiausi on all devices are guarded by
administrative passwords.

¢ AAA authentication: A list of authentication methothat are applied to the various interfaces is
created. The method list defines the types of autbation to be performed and the sequence in
which they will be performed. All authentication theds, except for local, line password, and
enable authentication, are defined through AAA.

[ oL-19089-01
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Authorization

In the simplest terms, authorization defines thievioek resources accessible to an authenticated user
There are two orthogonal methods for implementiantharization. Either the user is associated with al
resources accessible to that user, or a resour@ssisciated with all users that have access to that
resource. A user can have different privilege level a resource (for example, list, read, writes@ute).

To simplify management and speed up the authodmgirocess, users are assigned to groups (for
example, administrator). Group membership definegtvresources can be accessed by the user.
Temporal authorization provides a mechanism to gecannt- or time-based access to specified
resources. The following measures were taken teigeoauthorization in the Services Ready Small
Branch Network:

¢ AAA authorization: Assembles a set of attributeatttiescribe what the user is authorized to
perform. These attributes are compared to the médion contained in a database for a given user,
and the result is returned to AAA to determine tiser's actual capabilities and restrictions. The
database is located on a server at the centralAstevith authentication, a named list of
authorization methods is created and is appliedatious interfaces.

Accounting

As the name implies, accounting tracks access bgsue various resources. Accounting is used tétaud
the network to ensure full compliance with secuptlicies or to identify security breaches. The
following measures were taken to provide accounimthe Services Ready Small Branch Network:

¢ Enabling logging: Access control of Simple Netwdianagement Protocol (SNMP) and syslog on
the router and switches is configured to ensurettiere is a tracking mechanism when any unusual
activity occurs. For more information about loggisge thé Management Services” section on
page 58

¢ AAA accounting: Provides a method for collectinglaaending security server information used for
auditing, and reporting, such as user identitiesmt ind stop times, executed commands, and packet
and byte counts. As with authentication and auttadion, a named list of accounting methods is
created and applied to various interfaces.

For more information about AAA, visit:

http://www.cisco.com/en/US/docs/ios/12_2/securityriguration/guide/scfaaa.htmi

Secure Connectivity

Secure connectivity protects against informatioefttor alteration of end-user data on public shared
transport mediums. A Virtual Private Network (VPpPovides the means for securely and privately
transmitting data over such a medium. There aretyypes of VPNs: provider-provisioned and
enterprise-provisioned. The Frame Relay, Layer 3\(P3VPN), and Layer 2 VPN (L2VPN) services
described in thWAN Services” section on paged@e examples of provider-provisioned VPNs. This
section focuses on WAN-based VPN technologies éncitntext of a branch office, as shown in
Figure 36
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Figure 36 The Services Ready Small Branch Network Private WAN Deployment
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IP-based WAN VPNSs routed over the Internet haveeent years became an attractive alternative to
traditional Layer 2 WAN deployments. IP VPNs offew cost, secure, flexible, and scalable site-te-si
connectivity. There are a number of WAN VPN optipasd selecting the appropriate one involves many
considerations. For a branch office the most imgarbf these considerations are:

¢ WAN topology: Support for full-mesh or partial-me8¥¥AN designs.

e Scalability: Number of branch offices in the netlwamnd plans for future expansion.
¢ Availability: Local availability of WAN services tit can support VPN deployments.
¢ Multicast: Requirement to support multicast traffic

e Security: Type of encryption, key exchange, andantication required, if any.

¢ Multiprotocol: Support for non-1P protocols.

¢ Quality of Service: End-to-end QoS requirements.

¢ Dynamic routing: Required support for dynamic rogtiprotocols.

¢ High availability: Degree of resiliency required aiVPN.

To provide traffic separation on a public netwoWN uses a tunneling mechanism such as generic
routing encapsulation (GRE), IPsec, Point-to-Pdumineling Protocol (PPTP), or Layer 2 Tunneling
Protocol version 3 (L2TPv3). Direct IPsec and GR&the most typically deployed tunneling protocols
for branch office VPNs. A tunneling protocol combadh(or supported natively) with authentication and
encryption mechanism, forms the basis of entergpigeisioned VPNsTable 10provides an overview
of the most commonly used IP-based WAN VPNs inambh office. SSL-based VPNs are typically used
for traffic that traverses the Internet. In the Bees Ready Small Branch Network, SSL VPN is used t
connect home users to the branch network.
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Table 10

Typical VPNs Provisioned in a Small Branch Office

VPN Type

Advantages

Disadvantages

Appropriate for Branch

IPSec with direct
encapsulation

e Multivendor
interoperability

e Limited support for
mesh topology

¢ No dynamic routing
¢ No multicast

When interoperability
with non-Cisco
products is required

e |Ponly

e No QoS
IPsec with VT ¢ QoS e Limited Small number of sites.
encapsulation e Multicast interoperability

e Dynamic routing

e Lower overhead
than GRE

e Ease of use

e |Ponly

IPSec with GRE
encapsulation

¢ Non-IP protocols
e Multicast

e QoS

e Dynamic routing

e Limited support for
mesh topology

e Overlay routing

When non-IP protocols
are required.

Easy VPN

e Simple
configuration

¢ No mesh topology
e No dynamic routing
¢ No multicast

e |P-only

Ease of management
and simplicity of
configuration are a
priority.

DMVPN?

e Multicast

e Simpler
configuration than
IPsec+GRE

e Small scale
on-demand
meshing

e Easier to scale

e Limited support for
meshed topology

e |P-only
e Overlay routing

¢ No spoke-to-spoke
QoS

¢ Internet-based
primary WAN
links.

e Backup WAN link.
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Table 10 Typical VPNs Provisioned in a Small Branch Office (continued)
VPN Type Advantages Disadvantages Appropriate for Branch
GETVPN e Tunnel-less VPN | ¢ Public WAN « Appropriate for
e Full-mesh deployments most branch
connectivity e IP only offices.
¢ Routing e MPLS/IP WANS.

e Traditional Layer 2

o Efficient multicast WANS that need

e Advanced QoS added security.
e Scalable
SSLVPN e Clientless solution | » Limited supportfor| « Remote users
e Ease of use application-level connecting to the
protocols branch.
e Lower performance
than IPsec
alternatives

1. VTI = Virtual Tunnel Interface.
2. DMVPN = Dynamic Multipoint Virtual Private Network

In addition to these general considerations, a \éBNtion must meet the business criteria outlirred i
the“Small Branch Design Considerations” section ongdgThose requirements specify support for
multicast and dynamic routing protocols. Becausgel®with direct encapsulation, IPSec with VTI, and
Easy VPN do not support multicast and dynamic raytthey were excluded from branch office
considerations. Moreover, IPSec with GRE encapiulds a less general case of Dynamic Multipoint
Virtual Private Network (DMVPN). Therefore, the giWPN solutions evaluated for the Services Ready
Small Branch Network are DMVPN, Group Encryptedigport Virtual Private Network (GETVPN)
and SSL VPN.

GETVPN is appropriate for the primary WAN link, abdMVPN is appropriate for the Internet backup
link for all WAN deployment scenarios describedtlire “WAN Services” section on page Blowever,
existing hub-and-spoke WAN designs may already H2aMd/PN deployed. Therefore, DMVPN was
validated on the primary link for leased line, FeRelay, and VPWS WAN services. It should be noted
that leased-line, Frame Relay, and Virtual PrivAiee Service (VPWS) offer a degree of data privacy
by providing traffic isolation. However, it is coman to add a VPN to improve overall security and to
enable enterprises to meet regulatory requiremsuntd as Health Insurance Portability and
Accountability Act (HIPAA), Sarbanes-Oxley Act, aRdyment Card Industry (PCI) security standards.
In summary, the following VPN deployment scenamcse tested for the Services Ready Small Branch
Network:

e GETVPN on the primary link, DMVPN on the backupKjrand SSL VPN for remote user access
¢ DMVPN on the primary link, DMVPN on the backup linknd SSL VPN for remote user access

Each VPN technology is described in more detaddat this section.

[ oL-19089-01
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The foundation of a secure VPN is based on thrdependent security measures: data confidentiality,
data integrity, and authentication. Each VPN solutisted inTable 10uses a different combination of
technologies to provide these security measures.féliowing technologies are used in the Services
Ready Small Branch Network:

¢ Data Confidentiality: Protects data from unauthedinterception. There are two general
mechanisms for providing confidentiality:

— Encryption: Reorders bits of the original messagaking it incomprehensible to people not
authorized to view the information. There are nuousrencryption algorithms of various
strengths. The following were used in the ServiReady Small Branch Network:

Triple Data Encryption Standard (3DES): Symmetmcryption mechanism that uses three
different keys to encrypt a message. 3DES was wsttdboth DMVPN and GETVPN.

Advanced Encryption Standard (AES)-256: Symmetnicrgption mechanism that uses 256-bit
key for encryption. AES-256 was used with both DMYBnd GETVPN.

- Tunneling: Encapsulates original packet in a neekpaand sends the composite packet over
the network. The following mechanisms are usedraviple tunneling:

Generic Routing Encapsulation (GRE): Encapsulatesrainal IP packet in a new IP packet
whose source and destination become the two vigndpoints of the GRE tunnel. The traffic
in a GRE tunnel is not encrypted. However, GRE sffgeveral advantages such as ability to
carry both IP and non-IP traffic and the abilitystigpport multicast. Therefore, GRE is typically
placed inside an IPsec tunnel for greater securitys is the mechanism used by DMVPN.

IP Security (IPsec): IPSec is a framework for vag@ecurity features. There are two main
protocols within IPSec: tunnel mode protocol (dtsown as Authentication Header [AH]), and
transport mode protocol (also known as EncapsudaSiacurity Payload [ESP]). HA provides
unencrypted tunneling and therefore was not usdfiérServices Ready Small Branch. ESP
tunneling provides both encryption and authentaratin addition, ESP encrypts the original
IP header. Standalone ESP is the mechanism us&EBYPN.

¢ Data Integrity: Guarantees that no tampering aration of the data occurs while it travels between
the source and destination. The following algorishane used for both DMVPN and GETVPN:

- Message Digest 5 (MD5): A128-bit hash algorithmhashing key is produced on the original
message, appended to the end, and then encryptedetipient recomputes the hash to detect
any alterations.

— Secure Hash Algorithm 1 (SHA-1): A160-bit hash alon. SHA-1 works on the same
principle as MD5.

¢ Authentication: Verifies the identity of both endpts that are communicating. VPN can use a
variety of methods to perform authentication, sasHogin and password, smart cards, or
biometrics. Most typically, digital certificateseaused. The services-ready method used the
following VPN authentication method:

- Preshared Key (PSK): A secret key that is sharédden the endpoints using a secure channel.
A PSK is entered into each peer manually, and éslis authenticate the peer. In the Services
Ready Small Branch Network, the secure channétdgrexchange is provided by the following
mechanism:

Diffie-Hellman Group 2 (DH2): 3DES and MD5 encrygiand hashing algorithm with
1024-bit key

A secure communication channel between two endpainalso referred to assacurity association
(SA). It is a security best practice to providdfatime limit for the SA. Typically, the lifetimesishort
enough to prevent attackers from gathering enowgh tb break the encryption ciphers. The lifetime
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data volume thus depends on effective bandwidththaancryption algorithm. It is also important to
frequently change encryption keys when using tlesipared key infrastructure. For the Services Ready
Small Branch Network, both lifetimes are providediable 11

In addition to security measures, VPNs differ ie thay they manage keys, provide point-to-point or
multipoint communication, and allow for dynamic aten of VPN tunnels. The three VPNs used in the
Services Ready Small Branch Network offer the failog functions:

DMVPN is IPsec- and GRE-based VPN. It enables dyoampoke-to-spoke tunnel creation in a
traditional hub-and-spoke WAN design. DMVPN levezagnultipoint GRE (mMGRE) to establish
multiple tunnel endpoints and to create an ovenlag-broadcast multi-access (NBMA) network.
While a traditional hub and spoke GRE configuratwoould require a separate tunnel between
endpoints, mGRE allows multiple endpoints to hawéngle tunnel interface in the same subnet.
Next Hop Resolution Protocol (NHRP) is used to padevtunnel-to-physical address lookup,
facilitating dynamic configuration of GRE tunnelsttveen endpoints. NHRP operates in a
client/server configuration. NHRP Server typicallyns on the hub, and each spoke router (NHRP
Client) registers its tunnel-to-physical addresppiag with the server. When a spoke wants to
communicate on the NBNA mGRE subnet, it first seadequest to the NHRP Server to map a
tunnel endpoint to a physical address. When thesighyaddress is known, a GRE tunnel is
established, and a regular routing process detersnime path to the endpoiftigure 37shows
DMVPN hub-and-spoke and spoke-to-spoke architecture

Figure 37 DMVPN mGRE architecture
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To learn more about DMVPN visit:
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t&attire/guide/ftgreips.html
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e Group Encrypted Transport VPN (GETVPN) combinesel®®and Group Domain of Interpretation
(GDOI) key server to encrypt traffic on a privatéAW. Traditional VPN gateways directly
authenticate each other and set up IPsec ses$ianare private to the pair. This approach does not
scale well when the network provides any-to-anyraantivity or has large number of VPN
gateways. GDOI server facilitates management asiilition of digital certificates or pre-shared
cryptography keys. It authenticates group membedsdastributes keys and policies. GETVPN is a
tuneless VPN and therefore should be used in @iV#ANs such as MPLS or traditional Layer 2
WANSs. GETVPN can be used in conjunction with DMVBNIPsec/GRE to simplify key
management for a public WAN VPN. GETVPN uses IPS8P to provide confidentiality, integrity,
and replay protection for packets flowing betwedPN/gatewayskFigure 38shows any-to-any
GETVPN connectivity.

Figure 38 Any-to-Any GETVPN connectivity
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To learn more about GETVPN, visit:
http://www.cisco.com/en/US/docs/ios/12_4t/12_4tidétvpn.html

e Secure Socket Layer Virtual Private Network (SSLNJPLeverages Secure Socket Layer (SSL) and
its successor Transport Layer Security (TLS) tovpde remote-access VPN capability, using the
SSL/TLS function that is already built into a modeveb browser. SSL VPN allows users from any
Internet-enabled location to launch a web browserdtablish remote-access VPN connections.
Encryption is a component of the SSL/TLS framewdkRA is used to authenticate the remote
users.

To learn more about SSL VPN, visit:

http://www.cisco.com/en/US/docs/security/asa/asagtéfiguration/guide/webvpn.html
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Table 11summarizes all the security mechanisms used foF\GEN and DMVPN in the Services Ready
Small Branch Network.

Table 11 Security Mechanisms for DMVPN and GETVPN

Mechanism DMVPN

Preshared key

GETVPN
Preshared key

Peer authentication

Encryption 3DES, AES-256 3DES, AES-256
Integrity algorithm SHA-1, MD5 SHA-1, MD5
Key exchange DH2 DH2

Tunneling GRE inside IPsec ESP IPSec ESP

SA lifetime! 86400 seconds 86400 seconds

28800 seconds
3600 seconds
300 seconds

28800 seconds
3600 seconds
300 seconds

Rekey lifetime

1. The SA lifetime value depends on the aggregateuainaf data that passes through VPN gateways. Whisrary from
enterprise to enterprise. To determine appropi&fevalue follow instructions provided at:
http://lwww.cisco.com/en/US/prod/collateral/iosswpsi6537/ps6586/ps6635/ps7180/white_paper_c11-47h66B

Encryption is a CPU-intensive process. The ServReady Small Branch Network uses the VPN and
SSL advanced integration module to support theiredqwp to 50 users in the branch. The Cisco VPN
and SSL service module provides up to 40 percetiebperformance for IPsec VPN over the router
built-in IPsec encryption, and up to twice the penfance for SSL VPN encryption. The AIM supports
both SSL encryption and VPN IPsec encryption wither Data Encryption Standard (DES) or

Advanced Encryption Standard (AES) in its hardwé&i@. the Cisco 3900 ISRs, use the AIM-VPN/SSL
module, shown ifrigure 39

Figure 39

AIM-VPN/SSL Module
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Threat Protection, Detection, and Mitigation

Threat protection, detection, and mitigation areusgy mechanisms for protecting the branch network
from security policy violations and from malicioatacks on the network infrastructure. In the cahte
of this document, threats are security breachesghich the primary goal is information theft or
tampering. Reconnaissance and unauthorized acaks$std this category. Attacks are intentional or
unintentional activity to disrupt the operationtb& network. Denial of service and malicious coalé f

[ oL-19089-01
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into this category. Prevention proactively blocldtbthreats and attacks. Detection identifies ttraad
attacks that are currently in progress. Mitigatgtaps current threats and attacks, and prevents
recurrence. Attackers can be either individualemal to the enterprise or someone within the
organization. Internal attackers are much mordaiiff to spot and block because they have more
information and more options for launching an dttda addition, both types of attackers can use
low-tech methods, such as social engineering, ito g@authorized access. It is therefore criticahdwe
a solid security policy for the branch office amdeducate all users to follow the established sgcur
measures. Security policy was described in“Becurity Services” section on page.43

Services Ready Small Branch Network uses the falgwsecurity mechanisms to prevent external
attacks:

e Zone-based Policy Firewall (ZPF): Prevents extethedats and attacks. Firewalls provide stateful
security and application inspection for each protantering or leaving a branch network. A
stateful inspection firewall uses a combinatiorao€ess control with application inspection to
ensure that only approved responses get througfirdveall. ZPF assigns the router interfaces to
various zones and applies inspection policiesatiitr flowing between the various zones.
Inter-zone policies offer considerable flexibilind granularity, enabling different inspection
policies for different host groups connected to shene router interface. An interface can be easily
added or removed from a zone. Four security zoree wefined for the Services Ready Small
Branch Network: demilitarized zone (DMZ), Publicren VPN zone, and Private zone as shown in
Figure 40 The following traffic is inspected and permittedpass:

— From Private zone to Private zone, all traffic psswithout any inspection.

— From Private zone to Public zone HTTP, FTP, DNSTRS¥, SSH, and ICMP traffic is inspected
and allowed, but the rest of the traffic is blocked

— From Public zone to Private zone, no traffic ioaid.
— From Public zone to DMZ zone, only HTTP, HTTPS, &S are allowed.
— From Private zone to VPN zone, all traffic passéhwnspection.
- From VPN zone to Private zone, all traffic passéhwnspection.
To learn more about Zone-based Policy Firewallitvis

http://www.cisco.com/en/US/products/sw/secursw/ds8lproducts_tech note09186a00808bc994.
shtml

Services Ready Small Branch Network System Assurance Guide



| Features and Services

Security Services W

Figure 40 Security Zones
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¢ Unicast Reverse Path Forwarding (URPF): Leveragetirg tables to validate source addresses that
are expected to be seen on an interface. Packefem@varded only if they match the router's best
path to the source. This ensures that packets apimto an interface are from valid hosts that have
a corresponding entry in the routing table. Pacl#ts source addresses that cannot be reached via
the input interface are dropped.

272413

To learn more about uRPF, visit:
http://www.cisco.com/web/about/security/intelligeranicast-rpf.html

The following security mechanisms are used to pmeirgternal threats and to control access to nekwor
resources in the Services Ready Small Branch Nétwor

e Standard and extended access control lists (AGLsittrol whether a router permits or denies
packets to pass, based on criteria in the pacletdreStandard ACLSs filter packets based on source
IP address only. Extended ACLs filter packets amrse and destination IP addresses, port numbers,
and protocol type. ACLs are used extensively witia Services Ready Small Branch Network to
permit or deny access between the different firézahes.

e Layer 2 security: Prevents various attacks or ezeédations that could be launched through the
branch switches

— 802.1x: Client-server-based access control andesatittation protocol that restricts
unauthorized devices from connecting to a LAN tlylogublicly accessible ports. The
authentication is provided by a RADIUS server.

— Port Security: Switch port limits the number of MA@dresses that are able to connect to a
switch, and ensures that only approved MAC addieaseable to access the switch. It prevents
MAC address flooding and ensures that only apprawsats can log on to the network.

— DHCP Snooping: Switch port forwards DHCP requesty from trusted access ports and drops
all other types of DHCP traffic. DHCP snooping dliates rogue devices from behaving as the
DHCP server.
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— Dynamic Address Resolution Protocol (ARP) InspatiDAl): Maintains a binding table
containing IP and MAC address associations dyndigipapulated using DHCP snooping.
This feature ensures the integrity of user and defgateway information so that traffic cannot
be captured. This feature mitigates ARP spoofindf ARP poisoning attacks.

— IP Source Guard: When a client receives a validdBress from the DHCP server, or when a
static IP source binding is configured by the useper-port and VLAN access control list
(PVACL) is installed on the port. This process riess the client IP traffic to the source IP
addresses configured in the binding; any IP traffith a source IP address except that in the IP
source bhinding is filtered out. This filtering litsia host’s ability to attack the network by
claiming a neighbor host’s IP address.

- Bridge Protocol Data Unit (BPDU) Guard: Preventgds if another switch is attached to a
PortFast port. When BPDU Guard is enabled on aerfiate, the interface is shut down if a
BPDU is received on the interface. To assume tl¢ boidge function, a device would be
attached to the port and would run STP with a lolrédge priority than that of the current root
bridge. If another device assumes the root bridgnetion in this way, it renders the network
suboptimal. This is a simple form of a denial-of\dee (DoS) attack on the network.

To detect and mitigate various external and inteati@cks, the Services Ready Small Branch Network
uses the following mechanisms:

¢ Cisco Intrusion Prevention System (IPS): Monitoaskets and sessions as they flow through the
branch, and scans each packet to match any oPtesignatures. When IPS detects suspicious
activity, it can shunt the offending packets befoedwork security can be compromised. When an
IPS signature is matched, one or more of the falgwactions are taken:

- An alarm is sent to a syslog server or a centrdlimanagement interface.
— The packet is dropped.
— The connection is reset.

The Services Ready Small Branch Network is configluto take different actions depending on
which attack signature is matched. An advancedatige set was used to identify various attacks.
IPS is configured on all outside and inside inteefa Traffic, regardless of whether it is a WANKIin
to the public or an internal LAN link, is inspecté®ke théSystem Testingthapter or page for the
various attacks that were validated for the SewiReady Small Branch Network.

¢ Network Based Application Recognition (NBAR): Reaates certain type of attacks and drops
packets involved in a denial-of-service attackshsas SQL Slammer, and worms such as CODE
RED and NIMDA.

Management Services

Management services include activities relatedaiofiguration, monitoring, automation, and
maintenance of a branch office network, as showigure 41
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Figure 41 Management Services for a Branch Network
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Cisco offers numerous tools for performing networ&nagement in the branch office. At this time, only
a subset of those tools has been validated foS#reices Ready Small Branch Network. The primary
focus was on monitoring the branch router. Futysdaies to this guide will address configuration
management, automation, and maintenance for abbthech network devices.

Monitoring services for the Services Ready Smaliath Network are described in the following
sections:

¢ Cisco Configuration Professional, page 60

¢ Simple Network Management Protocol, page 60
e Syslog, page 61

¢ NetFlow, page 61

¢ Network Based Application Recognition, page 62
e |P Service Level Agreement, page 62

¢ Network Time Protocol, page 62

e Cisco Configuration Engine, page 62

Configuration management in the Services Ready BBrahch Network was done primarily through
the command line. However, several services havelabased graphical interface that was used to
configure those services. Configuration of all netking devices is extensively documented in the
“System Implementationthapter.
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Cisco Configuration Professional

Cisco Configuration Professional, shownFigure 42 is a web-based device management tool
embedded within the Cisco 10S software. Cisco Gunfition Professional simplifies router, security,
Unified Communications, wireless WAN, and basic LAbhfiguration through intelligent wizards. It
enables faster configuration and monitoring of bih@nch router without requiring knowledge of the
Cisco 10S command-line interface (CLI). In the Sees Ready Small Branch Network,

Cisco Configuration Professional was used for nammig only.

Figure 42

Cisco Configuration Professional
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In monitor mode, Cisco Configuration Professionadyides an overview of router status and
performance metrics such as the Cisco I10S releasw#ar, interface status (up or down), and CPU and
memory usage. The monitor mode also allows usevieto the number of network access attempts that
were denied by Cisco IOS Firewall, and providesyem=cess to the firewall log. Additionally, VPN
status, such as the number of active IPsec tunoaisbe monitored.

For more information about Cisco Configuration Rxgdional, visit:
http://www.cisco.com/en/US/prod/collateral/routgrs@422/data_sheet_c78_462210.html

Simple Network Management Protocol

Simple Network Management Protocol (SNMP) providestandardized framework and a common
language for the monitoring and management of évin a network. In the Services Ready Small
Branch Network, SNMP version 3 traps were enabtelbg various events on the routers and switches.
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To learn more about configuring SNMP visit:
http://www.cisco.com/en/US/docs/ios/12_2/configitorifiguration/guide/fcf014.html

Syslog is a protocol for sending logging messagea aetwork. Various devices log status, events,
alerts, and errors, using syslog components thatefal the log messages to a syslog service. A gyslo
service simply accepts messages and stores théhadror prints them to a console. Syslog was used
extensively in the Services Ready Small Branch Mekvior security accounting and for monitoring the
status of various devices.

To learn more about Cisco 10S software syslog npssavisit:
http://www.cisco.com/en/US/docs/ios/12_3/seml/aydteessages/123semvl.htmi
http://www.cisco.com/en/US/docs/ios/12_3/sem?2/aydteessages/123semv2.html

NetFlow
NetFlow version 9 technology is used to monitor amehsure specific traffic flows and to provide an
aggregate view of all network activity. With Netklpnetwork administrators can view detailed time an
application-specific usage of the network. Thisoimfiation is essential for network planning, segurit
analysis, application optimization and deliverydaraffic engineering. A typical NetFlow record
includes source and destination IP addresses, TOPfbrt numbers, type of service (ToS), packet and
byte counts, time stamps, input and output intexa@s shown ifigure 43 TCP flags and routing
information. NetFlow data is exported from the muto a centrally located NetFlow collection server
for analysis. This typically consumes 1 to 5 petagfrbandwidth. The Services Ready Small Branch
Network used Netflow version 9.
Figure 43 Data Captured by NetFlow
NetFlow enabled
device
III@--------%--------
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packet
Source IP address NetFlow Cache
Destination IP address Flow Information ~ Packet  Bytes/packet
Address, ports... 11000 1528

Source port

Destination port "

Layer 3 protocol Create a flow from 3

TOS byte (DSCP) the packet attributes ~

Input interface
For more information about NetFlow and third-paNgtFlow data analysis tools, visit:
http://www.cisco.com/en/US/prod/collateral/iosswpsit537/ps6555/ps6601/prod_white_paper0900ae
€d80406232.html
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Network Based Application Recognition

Network Based Application Recognition (NBAR) is &s€b 10S classification engine that can recognize
a wide variety of applications, including web-basgxplications and client-server applications that
dynamically assign TCP or User Datagram Protoc@® ports. After the application is recognized,
the network can invoke specific services for thelagation. In the Services Ready Small Branch
Network, NBAR was used to support QoS featuresnilesd in“Quality of Service” section on page 37
NBAR identifies and stops command worms, such ak Slammer, NIMDA, and Arctic, from
propagating through the network.

To learn more about NBR, visit:

http://www.cisco.com/en/US/prod/collateral/iossvipslb537/ps6558/ps6612/ps6653/prod_qas09186a
00800a3ded_ps6616_ Products_ Q_and_A_Item.html

IP Service Level Agreement

The IP service level agreement (IP SLA) featur€isfico 10S software is used to verify service
guarantees, to increase network reliability by dating network performance, and to proactively
identify network issues. In the Services Ready $Bednch Network, IP SLAs were used to measure:

¢ End-to-end response time (delay) between the bramater and the central location router
¢ Packet delay variability (jitter) for traffic flomig between the branch and the central location

Both IP SLA metrics are critical to ensure high-tityavoice services. To learn more about IP SLAS
visit:
http://www.cisco.com/en/US/technologies/tk648/tkB&220/technologies_white _paper0900aecd8017
f8c9 ps6602_Products_White_Paper.html

Network Time Protocol

Network Time Protocol (NTP) is used to synchrontkgcks among network devices. This
synchronization allows events to be correlated wéystem logs are created and when other
time-specific events occur. All devices in the See¢ Ready Small Branch Network used NTP to
synchronize their clocks. The NTP server was hoatetie central site.

To learn more about NTP, visit:
http://www.cisco.com/en/US/tech/tk869/tk769/teclogies_white_paper09186a0080117070.shtml

Cisco Configuration Engine

The Cisco Configuration Engine (CCE) automatesailtastion and provisioning of Cisco devices during
their initial deployment and in subsequent recomfggions. It securely distributes software imaged a
device configuration files to one or multiple dezécon a local LAN or over the WAN. In the Services
Ready Small Branch Network, a centrally hosted GeEver was used to distribute Cisco IOS images
and device configuration files to the branch rositend switches. During the initial deployment, the
primary benefit of the CCE is consistent Cisco li@age and configuration distribution across mubipl
branch networks. Once the network becomes operatitine CCE provides a simple, secure, and fast
way to reconfigure all branch devices without tissiatance of an on-site technician. Moreover, the
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ability to configure multiple devices from a singteolkit is less error-prone than individual
configuration of each devic€&igure 44shows the deployment of CCE in the Services Ré&udugll
Branch Network.

Figure 44 Deployment of CCE in the Services Ready Small Branch Network.
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Each device that is to be provisioned with the G€&ssigned a unique Cisco Network Services (CNS)
identifier and pre-loaded with a bootstrap confafion. Prior to powering up of the device, the CIRS
must be registered with the centrally hosted CQfzege After the device is powered up, it contadis t
CCE server and requests to be provisioned. The €8¥er uploads and activates the appropriate Cisco
IOS image and configures the device for operatidris provisioning can be further simplified by
configuring a centrally hosted DHCP server to pdavthe bootstrap configuration through the DHCP
option 150.

This document is accompanied by several CCE taolkiat can be used to deploy the Services Ready
Small Branch Network. Because this deployment hlintgovers several hardware components and
networking services that are functional alternagie¢ one another, the following six sample CCE
toolkits, covering different combinations of techogies, are provided:

¢ Gigabit Ethernet WAN interface, active primary astdndby backup WAN links, OSPF routing,
DMVPN over primary and backup WAN links, and CiSEME with SCCP configured IP phones
and H.323 trunking to central site.

e A four T1 WAN interface bundle with MLPPP encapdgida, active primary and standby backup
WAN links, EIGRP routing, GETVPN over primary andM¥PN over backup WAN links, and
Cisco CME with SIP configured IP phones and SIPking to central site.
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e A four T1 WAN interface bundle with MLFR encapsutat, simultaneously active primary and
backup WAN links, EIGRP routing, DMVPN over primaand backup WAN links, and Cisco SRST
with SCCP configured IP phones and H.323 trunkimgdntral site.

¢ T3 WAN interface with Frame Relay encapsulatiomitaneously active primary and backup
WAN links, OSPF routing, GETVPN over primary and MN over backup WAN links, and Cisco
SRST with SIP configured IP phones and SIP trunkingentral site.

e A 48-port EtherSwitch with Data, Voice, and DMZ VIN& on access ports.

The sample CCE toolkits are intended to provide:
e Full and validated router and switch configuratidosthe Services Ready Small Branch Network
¢ Alternative configurations of the various techndksyof the Services Ready Small Branch Network
e Starting points for customization of the ServicemaRy Small Branch Network configuration

The Services Ready Small Branch Network used CC&me 3.0 to deploy the branch router and switch
Cisco I0S images and configurations. To learn nadreut CCE, visit:

http://www.cisco.com/en/US/prod/collateral/netmgtse6504/ps4617/data_sheet c78-502925.html

Voice Services

The availability of higher bandwidth and more rélia QoS guarantees enable enterprises to combine
voice and data on the same converged IP networkaled voice services offer new, business-relevant
functionality and are more cost effective than itiadal telephone services.

Today, Small branch offices have two fundamentdiams for converged telephony:

¢ \oice over IP (VolP): Traditional telephony devicasch as analog phones, faxes, PBXs, and public
switched telephone network (PSTN) attached to ametiork. A voice-enabled router digitizes and
packetizes the voice and signaling traffic from tteslitional devices and transports the trafficrove
the IP network.

¢ |IP Telephony: IP-based telephony devices connecteth IP network that natively digitize and
packetize voice and signaling traffic. A voice-elegbrouter transports the traffic over the IP
network.

IP telephony was the primary focus of the ServiReady Small Branch Network. However, a small
number of analog phones and fax machines were abad¢o the network and used for VoIP as well as
traditional PSTN connectivity.

Voice services for a small branch office network described in the following sections and shown in
Figure 45

¢ \oice Quality Considerations, page 65
¢ WAN Capacity Considerations, page 67
¢ |P Telephony, page 70

¢ Traditional Telephony, page 82
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Figure 45 Voice Services
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S

Voice Quality Considerations

The following fundamental packet propagation cidenust be satisfied in order to provide high-quali

voice service:

¢ Delay: Delay i
endpoint after

s defined as the finite amount ofdimecessary for a packet to reach the receiving
being transmitted from the sendindmint. For voice, this delay is defined as the

amount of time it takes for sound to leave the rhaaftthe speaker and be heard in the ear of the
listener. The ITU G.114 and Cisco recommend a marinone-way, mouth-to-ear delay of 150 ms
for high-quality voice.

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



Features and Services |

I Voice Services

¢ Delay Variability (jitter): Jitter is the differercin the end-to-end delay between packets. Cisco
recommends a maximum jitter of less than 30 mafgh-quality voice.

¢ Packet loss: Packet loss is a relative ratio okptcsuccessfully sent and received to the total
number of packets transmitted. The amount of paldest that can be tolerated is user-dependent;
however, on average, packet loss should be kelgs®than 1 percent to ensure high-quality voice
service.

Table 12summarizes packet propagation criteria that mestlet to support high-quality voice.

Table 12 Not-to-Exceed Packet Propagation Criteria for High-Quality Voice Service
Propagation Factor Not-to-exceed Value

Delay (Latency) 150 ms

Delay variability (Jitter) 30 ms

Packet Loss (Packet Drops) 1 percent

For more information about controlling voice quglivisit:

http://www.cisco.com/en/US/netsol/ns341/ns396/ngigP03/networking_solutions_white_paper0918
6a00801blc5a.shtml

Another factor affecting voice quality is the codesed to digitize the voice signal. Cisco voiceides
typically use the following two codecs:

e G.711: Provides encoding that does not performcamgpression and requires 64 kb/s of bandwidth
(not including overhead) for a single voice calheTmean opinion score (MOS), a metric used to
measure voice quality, for G.711 is 4.1.

e (.729a: Provides encoding with compression andireg® kb/s of bandwidth (not including
overhead) for a single voice call. Compression oeduthe amount of required bandwidth, but
affects the quality of the transmitted voice sigtédwever, the MOS score for G.729a is 3.9, which
is a barely perceptible difference in comparisoit@11, and therefore the codec provides an
acceptable tradeoff for the significant reductiarconsumed bandwidth.

The selection of the appropriate codec dependfien¢sired level of voice quality, the amount of
available bandwidth, and the number of concurrente calls that must be supported. In the Services
Ready Small Branch Network, the G.729a codec isl figevoice calls that will traverse the WAN links
because it will provide bandwidth savings on thieseer-speed links. The G.711 codec is used for LAN
calls. To compensate for the quality factors ddssdipreviously, it is critical that QoS be enahilethe
branch network. ThéQuality of Service” section on page Provides detailed information on QoS
implemented in the Services Ready Small Branch MekwAll voice traffic was given 18 percent of the
available bandwidth and was assigned for low lafeneeuing (LLQ). Call signaling was combined with
other mission-critical data and was assigned 2@gqudrof the available bandwidth.

Traffic shaping is required for multiple-accessnbmadcast media such as Frame Relay, where the
physical access speed varies between two endpamidtseveral branch sites are typically aggregaied t
a single router interface at the central site. $thgpat the branch router alleviates potential cctiga
when the central site oversubscribes bandwidth leemthe branch WAN link allows bursting beyond
the Frame Relay committed information rate (CIR)eTServices Ready Small Branch Network used
traffic shaping to limit the traffic sent out onetfWAN interfaces to a rate lower than the line rdtee
specific settings for traffic shaping vary from ilementation to implementation and depend on the
central site router provisioning and the Frame Relanfiguration. IP SLAs described in the
“Management Services” section on pageeb8ured that the desired delay and jitter werenta@ied on
the WAN link.
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Three types of calls must be considered when piawisg the branch office for voice: PSTN
(traditional), LAN (private exchange), and WAN (tdlypass) calls. PSTN calls are needed for external
communication, LAN calls are for intraoffice commaation, and WAN calls enable communication
with the rest of the enterprise. Knowing the numife?STN calls and WAN calls helps to determine the
number of voice lines and WAN bandwidth neededtf@ branch office. Traditionally, basic
oversubscription ratios or Erlang traffic models/édeen used to determine the number of voice lines
required for PSTN and WAN calling. Basic oversulysiton ratios are typically based on call records
collected from other existing offices of similazsiand function, and applied to the new office.yThe
equate the number of users to the number of PSTINV&&N calls required for calling. The business
criteria outlined in th&small Branch Design Considerations, pagepécified the following

~

Note

oversubscription ratios:

e 5:1 user-to-active call ratio
e 4:1 WAN-to-LAN call ratio
e 4:1 WAN-to-PSTN call ratio

Table 13lists the requirements of the number of activdscldr three sample office sizes.

Voice Services W

Table 13 Active Calls for Typical 15-, 30-, and 50-User Branch Offices, Using Oversubscription
Ratios

Active Calls 15-User Branch 30-User Branch 50-User Branch

WAN 2 4 6

PSTN 2 2 3

LAN 2 2 3

Total calls 6 8 12

Alternatively, an Erlang traffic model can providenore accurate method for determining the number
of external voice lines (PSTN and WAN) required éobranch office. There are several variants of the
Erlang model, depending on the intended telephaedruthe branch office. The following example uses
the Extended Erlang B to determine the number adevtines required for the Services Ready Small
Branch Network.

The Extended Erlang B traffic model takes into astahe additional traffic load caused by blocked
callers that immediately try to call again if thealls are blocked. The four variables involved @eall
factor, busy hour traffic (BHT), blocking, and liste

¢ Recall factor: Percentage of calls that immediatelyy if their calls are blocked.

e Busy hour traffic (BHT): Number of hours (in Erlagigof call traffic during the busiest hour of
operation of a telephone system.

¢ Blocking: Failure rate of calls because of an ifisignt number of available lines. For example,
0.03 means three calls blocked per 100 calls attedip

¢ Lines: Total number of external lines needed.

An Erlangis a unit of measurement of voice traffic. Stiycspeaking, an Erlang represents the
continuous use of one voice path or line. In piEgtit is used to describe the total traffic volumene
hour.

[ oL-19089-01
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If an average user calls for 12 minutes duringlihsy hour, external calls account for 10 minutes of
those calls (or 10 min/60 min/hr = 0.17 Erlang)lfted blocked calls immediately retry, blocked call
are no more than 3 percent of total calls, ther@ 4s1 WAN-to-LAN call ratio, and there is a 4:1
WAN-to-PSTN call ratio, the Extended Erlang B cd#tar athttp://www.erlang.com/calculator/exeb/
suggests the total number of external lines for, 38-, and 50-user branch office as showitable 14

Table 14 Active Calls for Typical 15-, 30-, and 50-User Branch Offices, Using Extended Erlang B
Traffic Model

Active Calls 15-User Branch 30-User Branch 50-User Branch

Busy Hour Traffic (Erlangs) |25 51 85

WAN 6 8 10

PSTN 2 2 3

LAN 2 2 3

Total calls 10 12 16

The critical assumption in the Extended Erlang Bdedds the amount of BHT per user (0.17 Erlang in
the preceding example), which varies between eritap, and even between branch offices within an
enterprise. Therefor&able 14is provided only as an example. The Services R&dgll Branch
Network used active call counts derived from thergubscription ratios shown irable 13

Real-time Transport Protocol (RTP) is the primargtpcol for transporting real-time traffic such as
voice or interactive video. The minimum amount ahdwidth required to place a given number of calls
over the WAN can be derived from the number of RTifeams. The size of each RTP stream depends on
the WAN type, the associated encapsulations (Ffaelay, PPP, MLPP, Ethernet, IPsec, GRE), and the
voice sampling raterigure 46shows packet size for a G.729a RTP packet with IPM\éncapsulation.
Figure 47shows the packet size for G.729a RTP packet wET\&EPN encapsulations.

Figure 46 RTP Packet for G.729a Codec with DMVPN Encapsulation
ESP |ESP Voice ESP L|nk
12 2-257
Bytes 3
Figure 47 RTP Packet for G.729a Codes with GETVPN Encapsulation
ESP ESP Voice ESP Link
Payload -“—
12 2-257
Bytes

272665

An RTP packet contains 40 bytes of RTP and UDP é&eedormation. Because most information in
these headers is identical (for example, the samecs/destination IP address/UDP port numbers and
the same RTP payload type), compressed RTP (cRAiPpe used to eliminate redundant header
information in each frame. Using cRTP reduces té¥te header to only 2 or 4 bytes, allowing more
calls to be placed over the same link spdathle 15shows sample bandwidth requirements for RTP and
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cRTP streams with the various Services Ready SBralhch Network WAN encapsulations. The
Cisco Voice Codec Bandwidth Calculator that wasdusecalculate the necessary bandwidth
requirements is available at:

http://tools.cisco.com/Support/VBC/do/CodecCalcl.do

Although cRTP reduces the amount of required badtiwit is a CPU intensive process that may impact
the overall performance of the router. TherefolRTE is appropriate only when voice traffic represen
more than 33 percent of the load on the link, wtrenlink uses a low bit-rate codec (such as G.729),
and when no other real-time application (such a@gw@iconferencing) is using the same link.

Table 15 Bandwidth Requirement for a Single Call with Various WAN Encapsulation Methods
Frame Relay, PPP, MLPP Ethernet
RTP (kbpbs) cRTP (kb/s) RTP (kb/s) cRTP (kb/s)
DMVPN 56 40 60 N/A
GETVPN 46 30 50 N/A

The Services Ready Small Branch Network used cRTRihimize bandwidth consumption only on the
4 T1 connections; other WAN connection types us&é®.R he QoS model allocates 18 percent of
bandwidth to voice trafficTable 16shows the amount of bandwidth required for voioemmunication
and the total bandwidth that is required to suppoainch offices of 15, 30, and 50 users with vasiou
WAN encapsulation methods. The total number ofvacipice calls is derived from the oversubscription
ratios shown iffable 13 In general, each call has two streams for audiffit; one stream from caller
to callee, and another stream in the reverse dimect

Table 16 Bandwidth Requirements for Voice Traffic and Total Bandwidth for a Services Ready
Small Branch Network with 15-, 30-, and 50-User Counts
Frame Relay, PPP, MLPPP Ethernet
RTP RTP cRTP Voice |cRTP Total |RTP Voice |RTP Total
Voice (Mb/s) | Total (Mb/s) |(Mb/s) (Mb/s) (Mb/s) (Mb/s)
15-User Services Ready Small Network (16 simultaneous WAN calls)
DMVPN 0.11 0.48 0.08 0.34 0.12 0.51
GETVPN 0.09 0.39 0.06 0.25 0.1 0.42
30-User Services Ready Small Network (24 simultaneous WAN calls)
DMVPN 0.22 0.95 0.16 0.68 0.23 1.02
GETVPN 0.18 0.78 0.12 0.51 0.2 0.85
50-User Services Ready Small Network (32 simultaneous WAN calls)
DMVPN 0.33 1.43 0.23 1.02 0.35 1.53
GETVPN 0.27 1.17 0.18 0.76 0.29 1.27

Table 16shows that the following user counts are apprdageriar the various WAN connection options
of the Services Ready Small Branch Network:

e T3/E3 line: Up to 50 users with RTP
e 4 T1 lines: Up to 50 users with RTP
e 1000BASE-LX/LH GigE shaped to 12 Mb/s: Up to 50 nigseith RTP

[ oL-19089-01
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Besides considering provisioning of bandwidth foioe bearer traffic, you should consider bandwidth
requirements for call control traffic. For centmdd call control described below, the following
calculations can be used to determine the amourgmfired bandwidth in a VPN network:

e SCCP Phone Traffic with VPN:

Bandwidth (bps) = 415 * (number of IP Phones anways in the branch)
¢ SIP Phone Traffic with VPN:

Bandwidth (bps) = 619 * (number of IP Phones antgays in the branch)

A 50-user Services Ready Small Branch Network rexguiess than 20 kb/s for SCCP phone traffic, and
30 kb/s for SIP phone traffic, which is well beldle 5 percent maximum assumed in the preceding
calculations and well below the 20 percent maxinmallacated through the QoS mechanism.

For the local call control described below the daling calculation can be used to determine the arhou
of required bandwidth in a VPN network:

Bandwidth (b/s) = 116 * (number of telephone lines)

A 50-user Services Ready Small Branch Network rexguiess than 6 kb/s for H.323 or SIP control
traffic, which is also well below the 5 percent nraym assumed in the above calculations and well
below the 20 percent maximum allocated throughQlb& mechanism.

In most cases, an Internet-based backup link fanmgle, xDSL) does not provide enough bandwidth
and link quality to support voice traffic. Thereégrithe Services Ready Small Branch Network uses
PSTN as the backup link for voice traffic.

To learn more about voice communication in a VPNvwoek see thé&/oice and Video Enabled IPsec VPN
(V3PN) Design Guidat:

http://www.cisco.com/en/US/docs/solutions/EntereNgAN_and_MAN/V3PN_SRND/V3PN_SRND.
html

IP Telephony

¢ Centralized Call Control, page 71

¢ Local Call Control, page 72

e Selecting a Call Control Model, page 73

¢ |P Phones, page 74

¢ \oice Gateway, page 74

¢ Call Admission Control, page 78

¢ Conferencing and Transcoding, page 80

¢ Music on Hold, page 81

e Dial Plan, page 81

¢ \oice Mail and Auto Attendant Services, page 82

The call control agent is a component of IP telaphthat is responsible for overall coordinationadf
audiovisual communication. The agent has threecigieployment models: single site, multisite
centralized, and multisite distributed call contflacal). The Services Ready Small Branch Network
assumes the presence of an enterprise centraltiséiefore, only the multisite centralized and
distributed call control models were evaluated.
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Centralized Call Control

The centralized call control model consists of atcaly located Cisco Unified Communications Manger
(Cisco Unified CM) cluster that provides servicesmany branch offices and uses the WAN to trantspor
voice traffic between the sites. The WAN also asrcall signaling traffic between the central sitel
the branches. The Centralized Call Processing MshleWn inFigure 48depicts the centralized call
control deployment with a Cisco Unified CM cluster the call control agent at the central site aitd w
a WAN connection to the Services Ready Small Braketwork. The branch relies on the centralized
Cisco Unified CM cluster to handle its call contrApplications such as voice mail and music on hold
(MOH) are provided in the branch to reduce the amai traffic traversing the WAN.

Enterprise Central Site
Privat
WAN

e

Figure 48 Centralized Call Control Model

Services Ready Small Branch

Unified
CallManager
Cluster

v 1
AN

v, 72

= |P Phone Registration
---PSTN

=)

Remote VPN clients

277121

Under normal operations shown on the lefEigure 48 the branch office connects to the central site vi
a WAN, which carries data traffic, voice traffimdcall signaling. IP Phones at the branch exchaagle
signaling information with the Cisco Unified CM clier at the central site. The voice gateway in the
router forwards both types of traffic (call sigrnediand voice) transparently and has no “knowledfe”
the IP Phones in the branch.

If the WAN link to the branch office fails, or ifosne other event causes loss of connectivity to the
Cisco Unified CM cluster, the branch IP Phonesgiter with the branch router that is running

Cisco Unified Survivable Remote Site Telephony (@i&/nified SRST) agent, as shownHigure 49

The Cisco Unified SRST queries the IP Phones feir tonfiguration and uses this information to Buil
its own configuration automatically. The branchRRones can then make and receive calls either
internally or through the PSTN. The phone displénessmessage “Unified CM fallback mode,” and some
advanced Cisco Unified CM features are unavailablé are dimmed on the phone display. When WAN
connectivity to the central site is reestablishb@, branch IP Phones automatically reregister tith
Cisco Unified CM cluster and resume normal operatibhe branch Cisco Unified SRST router deletes
its information about the IP Phones and revertisstatandard gateway configuration.

[ oL-19089-01
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Figure 49 Cisco Unified SRST Mode for Centralized Call Control Model
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To learn more about Cisco Unified CM, visit:
http://www.cisco.com/en/US/docs/voice_ip_comm/cusmd/6x/uc6_1.html

Local Call Control

In the local call control model, each branch hasitn Cisco Unified Communications Manager Express
(Cisco Unified CME) connected to a WAN that carnesce traffic between the enterprise branches and
central site. The PSTN serves as a backup conmeb&gbwveen the sites if the WAN connection fails or
has no more bandwidth available for additional<alll call functionality is provided locally thrah
Cisco Unified CME, and all IP Phones are registdoeally, as shown ifrigure 50 Applications such

as voice mail and music on hold are provided inkitanch router.
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Figure 50 Distributed Call Control Model
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The local call control model eliminates dependeonyout-of-the-branch control elements that would
otherwise have to be accessed over the WAN. ThuWgAl link failure has no effects on functionality
provided by the IP telephony network; the netwahnkaicges only the path over which the external WAN
calls are routed.

To learn more about Cisco Unified CME, visit:

http://www.cisco.com/en/US/docs/voice_ip_comm/cufsned/design/guide/cmesrnd.html

Selecting a Call Control Model

Although the local call control model has betteaitability properties than the centralized modeist
advantage comes at an expense of additional fumadity and management. Selecting the appropriate
model involves numerous consideratiomable 17describes the general trade-offs between the two
models.

Table 17 Trade-offs Between Centralized and Local Call Control Models

Factor Centralized Model Local Model

Needs more bandwidth and isNeeds less bandwidth and is less
more sensitive to link delay sensitive to link delay

WAN link characteristics

High availability Impacted by WAN link failure | No WANependencies

Feature set More features Fewer features

Scalability Scales better

Scales poorly

Management Centralized Per-branch office

[ oL-19089-01
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When deciding between the two deployment models, mast consider the overall enterprise voice
deployment and any existing voice systems alreadyse. The Services Ready Small Branch Network
was validated with both centralized call controingsCisco Unified CM with Cisco Unified SRST and
with local call control using Cisco Unified CME.

IP Phones

Cisco IP Phones described in tf8electing Network Components” section on pagea operate in

either Skinny Call Control Protocol (SCCP) or Sessinitiation Protocol (SIP) mode. The main
trade-off between SCCP and SIP is in the functidypalpported and third-party interoperability. SEC

is a Cisco proprietary protocol with a large numbécCisco voice products supporting its various
features. SIP, on the other hand, is based on an sfandard and has been adapted by a larger number
of VoIP vendors. The Services Ready Small Branctwidek has been tested with both SIP and SCCP
phones, with both the centralized call control maated the local call control model.

In addition to the IP Phones described previously,Services Ready Small Branch Network also uses
Cisco IP Communicator, a software-based applicattian runs on a PC. The Cisco IP Communicator,
shown inFigure 51 only uses SCCP for call signaling.

Figure 51 Cisco IP Communicator

205505

To learn more about the Cisco IP Communicator pebduisit:

http://www.cisco.com/en/US/prod/collateral/voicege8788/phones/ps5475/product_data sheet0900a
ecd8064efe0.html

Voice Gateway

Both VoIP and IP telephony networks require a gateto convert voice and signaling information
between the traditional PSTN system and an IP-bagst#m. The gateway must interpret PSTN analog
or digital signaling to provide connectivity. A €z IOS voice gateway provides a full range of slgra
options. Analog signaling and Basic Rate Interf@@RI)—based digital signaling provide PSTN
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connectivity for branch offices with a relativelynall number of users. Either T1 or E1 digital voice
trunks support the required number of users in alsbranch office Table 18displays the various
Cisco 10S digital signaling options that pertaintihe Services Ready Small Branch Network.

Table 18 Cisco 10S Software Support for High Density Digital Signaling Protocols
Signaling Description Typical Use
T1 CAS Channel Associated Signaling  Used widely intN#&merica to connect to the

PSTN or PBXs. Several variations of this signaling
exist, including T1 FXS, T1 FXO, and T1 E&M.
T1 FXS and T1 FXO support loop start and ground
start signaling. T1 E&M signaling supports delay
dial, wink, and immediate dial.

T1 FGD Feature Group D The T1 CAS variations gengredinnot convey
caller ID, but T1 FGD can convey caller ID. It is
used to connect to the PSTN where caller ID is
required and where PRI is not an option. T1 FGD
is an asymmetric protocol.

T1/E1 PRI ISDN Primary Rate Interface| An ISDN conmetto the PSTN carrying 23 (T1)
or 30 (E1) simultaneous voice calls, introducing
the term<23B+D and30B+D. T1/E1 PRI uses the
Q.931 ISDN specification. Calls are controlled via
a dedicated signaling channel (D channel).

T1 PRI NFAS | Nonfacility Associated A variation of PRI available only on T1 that uses a
Signaling single D channel to control multiple spans of T1s
with only B channels (voice calls).
El R2 Regional System 2 (R2) CAS|Used in South America and Asia for PSTN
protocol connectivity. There are numerous country-specific

variations of the R2 protocol.

The Services Ready Small Branch Network used aRILtRInk to connect the branch network to the
PSTN. The T1 connection is provided by the locldpghone company and runs to the nearest central
office (CO) in the area. In future updates to tpisde, some of the other options listedlable 18will

be validated and documented. The following integfaard was used to connect to the PSTN and to
provide the T1 PRI trunk:

e 1 Port T1/E1 Multiflex Trunk Voice/WAN interface ch(VWIC2-1MFT-T1/E), shown ifrigure 52

Figure 52 1 Port T1/E1 Multiflex Trunk Voice/WAN Interface Card

VWi
AMFT-T1/E1
-

272462

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



Features and Services |

I Voice Services

The VWIC2-1MFT-T1/E1 interface card provides up2® individual PSTN channels. Both
oversubscription ratio and Extended Erlang B caltiohs, provided imable 13andTable 14
respectively, show that a typical small brancha#fdoes not require more than 12 PSTN lines.
Therefore, only a fractional T1 connection is neaeg to meet the requirements of the Services Ready
Small Branch Network outlined in ti&mall Branch Design Considerations” section ongég
Consequently, only a fractional T1 line with 3 chats each were connected to the branch router. The
router also provides connectivity for analog phoagd faxes.

To learn more about the Multiflex Trunk Voice WANterface Card, visit:

http://www.cisco.com/en/US/prod/collateral/rout@s3855/product_data_sheet0900aecd8028d2db.ht
ml

Digital signal processor (DSP) technology provideg&e compression, echo cancellation, tone
generation, and voice packetization functions fawiing voice interfaces and converting voice silgn

for transport over IP networks. A digital PSTN weiport must have access to DSP resources in avder t
digitize and packetize the analog signal comingnftbe PSTN line. In the Services Ready Small Branch
Network, the DSP resources were provided by thé¢erobecause the VWIC2-1MFT-T1/E1 card has no
DSPs. The number of required DSP modules dependiseoamount and type of voice traffic in the
branch.Table 19shows the number of required packet voice DSP resd{PVDMs) for branch offices
with various active call requirements. The numbid?8TN calls corresponds to the number of estimated
active calls calculated from oversubscription ratias shown iffable 13 Transcoding, conferencing,
and analog phone/fax connectivity are describeldtier sections. The DSP calculator is available at:

http://www.cisco.com/cgi-bin/Support/DSP/cisco_dsalc.pl.

Table 19 DSP Requirements for Various Voice Configurations, Assuming G.711 Encoding and

Fax Pass-through

Configuration

2 PSTN calls, 4 analog
devices, 1 transcoding
sessions, 1 conference
calls

2 PSTN calls, 4 analog
devices, 2 transcoding
sessions, 1
simultaneous
conference calls

3 PSTN calls, 4 analog
devices, 2 transcoding
sessions, 2
simultaneous
conference calls

Number of onboard 2 2 3

DSPs

PVDMs PVDM2-16 + PVDM2-16 + PVDM2-16 +
PVDM2-8 PVDM2-8 PVDM2-8

The Services Ready Small Branch Network used 4 D@fsthe PYDM2-32 and PVDM2-8 modules.
The PVDM2-16 module, similar to the PVYDM2-64 modaleown inFigure 53 supports up to 16 G.711
channels or 8 channels for medium-complexity coderh as G.729a or Fax Relay.
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Figure 53 64-Channel Packet Fax/Voice DSP Module

Besides physical connectivity and signal conversimu must consider other PSTN services when
configuring the voice gateway. The T1 PRI signalingchanism that was selected for the Services
Ready Small Branch Network supports the followir§TiRl services:

Direct Inward Dial (DID): Enables callers to diatelctly to an extension without the assistance of
an operator or automated call attendant. In theiSes Ready Small Branch Network, several users,
the main office, and the PSTN voice mail accesg&iaD numbers. Calls to other users in the office
terminate on an automated attendant.

Traditional fax services continue to be a widelgdisnechanism for document delivery. Physical
integration of fax into the Services Ready Smalmrh Network is described in tt¥enalog Device
Connectivity” section on page 8k addition to physical connectivity of fax manks, the voice
gateway must support a mechanism for interopetgtoli analog fax with IP telephony networks.

In its original form, fax data is digital and isr@ained in High-Level Data Link Control (HDLC)
frames. However, to transmit across a traditiorfaT'R, these digital HDLC frames are modulated
onto an analog carrier. While this analog carrgenécessary for effective faxing in PSTN
environments, it is not ideal for the type of daitransport used by IP packet networks. Therefore,
specific transport methods have been devised focessful transport of fax transmissions over an
IP infrastructure.

The two main methods for transporting fax over tB pass-through and relay. Pass-through is the
simplest method. It works by sampling and digitizthe analog fax signal just as a voice codec does
for human speech. While there are a number of codegailable, pass-through always uses the
G.711 codec for carrying fax information becausefiérs the least distortion of the analog fax
signals. Fax pass-through works only with the calttrol protocols of H.323 and SIP. Because fax
pass-through utilizes the call control protocol figrswitchover, this is the only pass-through
solution that can work with third-party devices.

Relay is the other main method for transportingdagr IP. Relay strips off the analog carrier from
the fax signal, in a process knowndemmodulationto expose the fax HDLC data frames. The
pertinent information in these HDLC frames is tmemoved and efficiently packaged in a fax relay
protocol to be transported to the gateway on thewside. After it is received on the other sides t
fax information is pulled from the relay protocoéconstructed into fax HDLC frames, and
modulated on to an analog carrier for transmissma fax machine.

Cisco supports two versions of Fax Relay, T.38 @isto Fax Relay. An ITU standard, T.38 allows
Cisco gateways to interoperate with third-partyides that also support the T.38 specification. In
most scenarios, T.38 Fax Relay uses the call cbptatocol to switch from voice mode to T.38 fax

[ oL-19089-01
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relay mode. Fax Relay mode, and more specifical38Tis the preferred method for transporting
fax traffic. The Services Ready Small Branch Netwosed both T.38-based fax relay and fax
pass-through.

Two VolP-enabled endpoints must use a common pobstack to perform speech coding, call setup,
signaling, data transport, and other functionsteglao voice communication. To ensure its relevance
and applicability, The Services Ready Small BraNetwork was validated with the following VoIP
protocol stacks:

¢ H.323: Defines a suite of protocols, algorithmsg &iardware specifications for audiovisual
communication over IP-based network. The suite jgiey a complete protocol stack and defines
precisely what is allowed and what is forbidden328 includes speech coding algorithms such as
G.711; RTP-based data transport; RTCP for contrgliata channels; H.225 protocol for
registration, admission, and status control; Q.88M signaling protocol; and H.245 call control
protocol.

e Session Initiation Protocol (SIP): Defines a praticior setting up audiovisual connections over an
IP network. Unlike H.323, which provides a complptetocol stack, SIP is a single, extensible
module that has been designed to interwork witlstexj network-based applications. It is a
text-based protocol modeled on HTTP.

e Skinny Client Control Protocol (SCCP): Lightweigitbtocol used to set up calls between Cisco IP
Phones and a voice gateway proxy (for example,Clistified CME). The proxy communicates
with the H.323 gateway, using H.225 and H.245 diggaand the IP Phone using the SCCP
protocol. The IP Phone requires less processingh@asl because most of the H.323 processing
resides in the proxy.

The choice between H.323 and SIP depends on tleepgiste and is often based on feature requirements
as well as interoperability with existing systemsr @xample, PBX, voicemail). In the Services Ready
Small Branch Network, the following four combinat®of call control agent, IP Phone protocol, and
gateway-to-gateway protocol were validated:

¢ Cisco Unified CME with SCCP endpoints and H.3231ku
¢ Cisco Unified CME with SIP endpoints and SIP trunk

¢ Cisco Unified SRST with SCCP endpoints and H.328kr
¢ Cisco Unified SRST with SIP endpoints and SIP trunk

Call Admission Control

Call Admission Control (CAC) maintains high voiceality over an IP WAN by limiting the number of
calls that are admitted. Traditional telephony wits, in which physical channels limit the numbér o
calls allowed to connect to the PSTN, do not h&we tequirement. When VoIP calls traverse an IP
WAN, calls are packet streams and there are noipalymitations that control the number of calls
admitted to the WAN link. An IP WAN link can easibe oversubscribed, and the voice quality of all
connected calls can be degraded, as shovriginre 54
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Call Adm. Control limits # of VoIP calls on each WAN link

Resource Reservation Protocol (RSVP) is a mechafasmlynamically setting up end-to-end QoS

across a heterogeneous network. A resource resemviatcreated by exchanging signaling messages
between the source and destination devices thgtracessed by intermediate routers along the path.

The signaling messages “reserve” bandwidth atnkerinediate routers for each unidirectional data

flow. RSVP can propagate RSVP requests acrossnotiiat do not support the protocol. There are two

operational models for RSVP, as described belowsrmvn inFigure 55

¢ IntServ: Controls resource reservation at both m@rand data planes. In the control plane, RSVP

admits or denies the reservation request. In the plane, it classifies the data packets, polibegit

based on the traffic description contained in ti8/R messages, and queues them in the appropriate

queue.

¢ IntServ/DiffServ: Controls resource reservatiorite control plane only. This means that the CAC
function is separate from the scheduling and petjdunctions, which can be performed by the low

latency queuing (LLQ) algorithm according to predefl class maps, policy maps, and service

policies. With the IntServ/DiffServ model, it isatefore possible to add RSVP CAC to a network
that is already using a differentiated servicesrapph to QoS. RSVP admits or rejects calls, based

on a preconfigured bandwidth amount, but the actohkduling is based on the preexisting LLQ
criteria such as the DSCP value of each packet.

[ oL-19089-01
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Figure 55 RSVP Operational Models: IntServ and IntServ/DiffServ
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The Services Ready Small Branch Network used tk@dmv/DiffServ RSVP mechanism to control the
number of calls placed on the network, but reliadlee established QoS policy explained in‘tQeality

of Service” section on page 3@ control actual packet scheduling. This modedpgropriate for the
Services Ready Small Branch Network because all{de®tined traffic is controlled by RSVP.

At present, RSVP is supported only in the centelizall control model with Cisco Unified SRST. To
simulate the function of RSVP for the local calhtml model with Cisco Unified CME, a simple
maximum call limit was placed on the WAN voice gasy.

Conferencing and Transcoding

Conferencing joins multiple participants into aglmcall. The number of media streams connected to
conference corresponds to the number of particgpahtconference bridge mixes the streams together
and creates a unique output stream for each coadgetrticipant. The output stream for a given
participant is the composite of the streams frohec@hnected participants minus their own input @tne
The conference bridge is controlled by Cisco UmifteM or Cisco Unified CME. A conference bridge
is allocated from the onboard DSPs. The ServiceslR&mall Branch Network was designed to support
two simultaneous conferencing sessions. Cisco BaiEME provides conferencing locally through the
branch router, while the centralized call contraldel leverages the conferencing functionality ¢ th
Cisco Unified CM in the central site.

Transcoding converts an input stream from one calecan output stream that uses a different codec.
It may also connect two streams that utilize th@es@odec but with a different sampling rate.
Transcoding is typically used to convert betwedh. @11 voice stream and the low bit-rate compressed
voice stream G729a. The Services Ready Small Bralativork used transcoding to support endpoints
that are configured for G.711 only. This conditiexists when G.729a is used in the system but tuere
devices that do not support this codec, or thegedsvice with G.729a support that may be confidure
to not use G.729a. The Services Ready Small Brarattvork was designed to support up to three
simultaneous transcoding sessions.

The G.711 codec was used for LAN calls to maxintak quality and the G.729a coded was used for
calls that traverse a WAN to maximize bandwidthaidincy. The G.729a codec is supported on all Cisco
Unified IP Phone models and therefore G.711 to @art2anscoding is not required.
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Music on hold (MOH) provides music to callers whteeir call is placed on hold, transferred, parked,
or added to an ad-hoc conference. The integratetiNEature allows both internal and external users
to place users on hold with music streamed frortreaming source. There are two types of MOH
transport mechanism: unicast and multicast. TheiBes Ready Small Branch Network used unicast to
transport MOH data in the local call control mo@sico Unified CME). In the case of centralized call
processing, multicast is used to transport MOH distalticast MOH consists of streams that are sent
from the MOH source to a multicast group IP addréssvhich endpoints requesting an MOH audio
stream can join. A multicast MOH stream is a pdoymultipoint, one-way audio RTP stream between
the MOH source and the multicast group IP addrglksdticast MOH conserves system resources and
bandwidth because it enables multiple users tatlsesame audio source stream.

In the case of SCCP phones, the multicast was edaii the branch router. In the case of SIP phones,
multicast was configured at the central Cisco WdfCM, and the branch router simply forwarded the
traffic as it would any other multicast application

In the Services Ready Small Branch Network, the M&ddrce was an audio file stored on the branch
router, except for the centralized deployment aptigth SIP phones.

The dial plan is one of the key elements of aneleghony system, and is an integral part of all cal
control agents. Generally, the dial plan is respliiedor instructing the call control agent on htaov
route calls. Specifically, the dial plan in the @ees Ready Small Branch Network performs the
following functions:

¢ Endpoint addressing: Reachability of internal destions is provided by assigning directory
numbers (DNs) to all endpoints (such as IP Phofagsmachines, and analog phones) and
applications (such as voice mail systems, autmd#nts, and conferencing systems).

¢ Path selection: A secondary path can be used wieeprimary path is not available. The secondary
path is made by rerouting over the PSTN duringRaMWAN failure.

~

Note Cisco Unified CME does not support path selection.

¢ Digit manipulation: In some cases, it is necessamanipulate the dialed string before routing the
call; for example, when rerouting over the PSTNad originally dialed using the access code, or
when expanding an abbreviated code (such as héoperator) to an extension.

Additional functions are possible and will be validd in the future update to this guide:

e Calling privileges: Different groups of devices da assigned to different classes of service by
granting or denying access to certain destinatiéons.example, lobby phones might be allowed to
reach only internal and local PSTN destinations gxecutive phones could have unrestricted PSTN
access.

¢ Call coverage: Special groups of devices can bateteto handle incoming calls for a certain service
according to different rules (top-down, circulamhulongest idle, or broadcast).

The automated alternate routing (AAR) feature easl@isco Unified CM to establish an alternate path
for the voice data when the preferred path betwesnendpoints within the same cluster runs out of
available bandwidth, as determined by the locatimeshanism for call admission control. If a phomne i
one branch calls a phone in another branch, andvagable bandwidth for the WAN link between the
branches is insufficient, then AAR reroutes thd talough the PSTN.

[ oL-19089-01
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Voice Mail and Auto Attendant Services

All voice mail in the Services Ready Small BrancétiNork is stored locally in the branch for both
centralized and distributed call control modelseTisco Unity Express network module shown in
Figure 56was used for voice mail services. Cisco Unity Eegs provides cost-effective voice and
integrated messaging and automated attendant ferggise branch offices with up to 50 users. The
Cisco 3945 ISR used the Cisco Unity Express netwaokiule, shown ifrigure 56 while the

Cisco 3925 ISR used the advanced integration moghlld) form factor, as shown ifrigure 57

Figure 56 Cisco Unity Express Network Module

272484

Figure 57 Cisco Unity Express Advanced Integration Module

Traditional Telephony

In the Services Ready Small Branch Network, tradisl telephony is used to provide traditional fax
services, emergency response, and call backuproptie described in the following sections.

Analog Device Connectivity

There are various reasons to continue using sommesfof traditional telephony in a branch office.rFo
example, fax services continue to be widely used, @nalog phones connected directly to a voice
gateway can provide a backup of last resort. TheiSes Ready Small Branch Network used the
following voice interface card for connecting tridhal voice devices into the network:

e 4-port FXS/DID Voice Interface Card (VIC-4FXS/DID)

There are four FXS ports on the VIC-4FXS/DID cahbwn inFigure 58 The ports were used for
connecting a mixture of analog phones and faxes.
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Figure 58 Four Port FXS/DID Voice Interface Card

Emergency Services

Note

Emergency services are of great importance in agrdeployment of a voice system. The Services
Ready Small Branch Network was validated with thé 8mergency network as deployed in Canada and
the United States. The design and implementaticeriteed are adaptable to other locales. Please
consult with your local telephony network provider appropriate implementation of emergency call
functionality.

In general, a local exchange carrier has a dedica¢twork for the 911 service. In the Services Read
Small Branch Network, the T1 PRI trunk connecteel ihanch to the 911 service managed by Public
Safety Answering Point (PSAP). In this configuratithe voice gateway provides emergency response
location (ERL) and emergency location identificati@&LIN) number.

Advanced Emergency Services with ERL and ELIN infation are currently supported only with
Cisco Unified SRST. Cisco Unified CME implementsl®ervices by forwarding the call to a PSTN
without any additional information.

To learn more about Emergency Services see:
http://www.cisco.com/en/US/docs/voice_ip_comm/cusmd/6x/e911.html

Optimization Services

This section covers the following optimization seps topics:
e Selecting a Cisco WAE Module, page 86
e Cisco WAAS General Design Considerations, page 87
¢ Cisco WAAS High-Availability and Rapid Recovery iderations, page 88
e Cisco WAAS Security Considerations, page 88
¢ Cisco WAAS Management Considerations, page 89

Limited bandwidth, high latency, packet drops, &mdjuent congestion limit the performance of
client/server applications that communicate over WAN. Because of these unfavorable WAN link
characteristics, enterprises have traditionallyedpi deploy distributed applications and entegpris
middleware in the branch offices to ensure adeqpatéormance. However, running applications in the
branch offices increases management costs, congdichsaster recovery, and hampers regulatory
compliance. Today, more and more enterprises areng to WAN and application optimization
technologies to deploy client/server applicatiomsrahe WAN with a LAN-like performance.

[ oL-19089-01
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The Cisco Wide Area Application Services (Cisco W&technologies and products give enterprise
branches LAN-like access to centrally hosted agpions, servers, storage, and multimedia services.
Cisco WAAS provides the enterprise branch with &gilon delivery, acceleration, WAN optimization,
and local service solutions to optimize performantany TCP-based application in a WAN or
metropolitan area network (MAN) environment. Thes€i WAAS software solution runs on the Cisco
Wide Area Application Engine (Cisco WAE) family bardware platforms. In general, there are three
types of optimization services:

¢ WAN optimization: Provides mechanisms for improvipgrformance of TCP based applications.
Three techniques are widely used to optimize TCHliagtions:

— Compression: Cisco WAAS uses a persistent versidheLempel-Ziv (LZ) lossless
compression algorithm.

— TCP Optimization: Cisco WAAS uses an optimized i@nmsof TCP known as Transport Flow
Optimization (TFO).

— Caching: Cisco WAAS uses a data redundancy elirangDRE) technique to cache duplicated
data patterns.

¢ Application acceleration: Provides mechanisms éatucing “chattiness” of enterprise applications
or protocols

- Application based: Cisco WAAS provides adaptersdptimizing specific applications (video,
e-mail)

- Protocol based: Cisco WAAS provides adapters fdinoiging specific application layer
protocols (SSL)

¢ Wide Area File Services: Provide faster accesslés ttored on a network file system.

— Object caching: Cisco WAAS caches or pre-positientire files and keeps the local copy
synchronized to ensure accuracy.

- Request prediction: Cisco WAAS inspects CommonrheeFile System (CIFS) and Network
File System (NFS) messages and prefetches dateeljcting follow-on requests.

Cisco WAAS offers different deployment options la¢ toranch, as shown Figure 59
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Figure 59 Cisco WAAS Deployment Options
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The Services Ready Small Branch Network focuseseovices that are integrated into the branch router
Designs featuring standalone Cisco WAE appliancesat considered in this guide. However, designs

with standalone Cisco WAE appliances are equalipld and are described in tRaterprise Branch
Wide Area Application Services Design Guade

272662

http://www.cisco.com/en/US/docs/solutions/EnterpfBranch/WAASBr11.html

Moreover, the Services Ready Small Branch Netwegtdres and integrated EtherSwitch service

module; therefore, only the integrated Cisco WAEwhe integrated switch, shown kigure 59 was
evaluated.

[ oL-19089-01
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Selecting a Cisco WAE Module

Cisco WAAS is a symmetric solution that requireg @@isco WAE device in the branch and another at
the central site. This guide focuses on Cisco WeRIdyment in the branch. Selection, design, and
configuration of the central site Cisco WAE are nohsidered in this guide. For more information on
Cisco WAAS central site deployment, see @isco Enterprise Data Center Wide Area Application
Services (Cisco WAAS) Design Guate

http://www.cisco.com/en/US/docs/solutions/Enterpfidata_Center/WAASDC11.html

Table 20lists and compares three Cisco WAE network modudelels that can be deployed in the
Cisco 3900 ISRs.

Table 20 Cisco WAE Feature Comparison
Max
Max Optimized Drive Max Optimized
TCP Max CIFS |Capacity Recommended |Throughput
Cisco Device Connections Sessions |(GB) RAM (GB) |WAN Links (Mb/s) Optimization
NME-WAE-302 | 250 N/A 80 0.5 4 90 LZS, TFO,
DRE
NME-WAE-502 | 500 500 120 1 4 150 LZS, TFO,
DRE,
applications,
and protocols
NME-WAE-522 | 750 750 160 2 8 200 LZS, TFO,
DRE,
applications,
and protocols

Only the Cisco NME-WAE-522 network module suppat®ugh concurrent TCP connections and
WAN bandwidth to meet the needs of a up to 50 bsanch office. Therefore, NME-WAE-522, shown
in Figure 60 was the only module validated for the Servicead®eSmall Branch Network. Two types
of software licenses are available for the CiscoBENMAE-522 network module:

e Transport license: Provides the WAN optimizatioatiges including Data Redundancy Elimination
(DRE), Lempel-Ziv (LZ) compression, and Transpolia Optimizations (TFO).

e Enterprise license: Includes the transport licefusetions plus application-specific accelerations
such as Common Internet File System (CIFS) senaceksprint services, disk encryption, and TCP
Flow Agent for NetQoS integration.

The Enterprise license was used in the ServiceslR8anall Branch Network.

[l Services Ready Small Branch Network System Assurance Guide
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Figure 60 Cisco NME-WAE-522 Wide-Area Application Engine

272417

To learn more about the Cisco WAE network modulésit:
http://www.cisco.com/en/US/prod/collateral/contngieb680/ps6870/product_data_sheet0900aecd805

8218c.html

Cisco WAAS General Design Considerations

Figure 61shows the Cisco WAAS optimization path for the\Bezs Ready Small Branch Network.
Traffic is optimized on both the primary link antgetbackup link in the event that the backup link

becomes active.

Figure 61 Cisco WAAS Optimization Path
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Cisco WAAS provides two options for controlling iiegction and processing of application traffic:
Dynamic mode: Uses Cisco Web Cache CommunicatiotoPol (Cisco WCCPv2)

Static mode: Uses policy-based routing (PBR)

Services Ready Small Branch Network System Assurance Guide [
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Cisco WCCP is the preferred mechanism for interiogpand redirection because it is easier to
configure, supports high availability, and provid#gstering capabilities. To meet the design crdtém
the“Small Branch Design Considerations” section ongédghe Services Ready Small Branch Network
used only Cisco WCCPv2. Cisco WCCP is a Cisco 108ware feature that enables routing platforms
to transparently redirect traffic. It provides sealeconfiguration options for traffic handling and
distribution to the two Cisco WAE engines in then8ees Ready Small Branch Network. The
configuration involves:

¢ Traffic forwarding mechanism: Cisco WCCP trafficf@warded to the Cisco WAE module using
either GRE encapsulation or Layer 2 (L2) redirectib2 redirection is more appropriate when
Cisco WAAS is deployed as an external appliancenected to a switch; therefore, only GRE
encapsulation was used in the Services Ready Bnatfich Network.

¢ Traffic redirection: Cisco WCCP uses service grotpeedirect traffic for further processing to the
appropriate Cisco WAE module. These service grarpsdetermined by the web cache and
configured for identification by Cisco WCCP. Thes€d WAAS TCP promiscuous mode uses
Cisco WCCP service groups 61 and 62 for traffidnection. Service group 61 is in the path of
packet flow for one direction, and service groupi$i the path of packet flow for the opposite
direction.

¢ Intelligent traffic filtering: Application traffiqpolicies (ATPs) are defined to optimize only specif
types of application traffic. All other traffic igass-through. The following traffic was optimized i
the Services Ready Small Branch Network:

- HTTP
- FTP
- CIFS

The NME-WAE-522 network module has an internal ifgee through the router backplane and an

external Fast/Gigabit Ethernet interface on theefdate of the module. The internal interface is the
recommended mode for deployment unless specialidersions require the external interface. The
Services Ready Small Branch Network used only thernal interface.

None of the WAN deployment scenarios describedh@tWVAN Services” section on pageré&quired
modification of the default Cisco WAAS TFO transfréceive buffers.

Cisco WAAS High-Availability and Rapid Recovery Considerations

¢ Cisco WAAS offers several mechanisms to guararapélrerror recovery: Cisco WAAS DRE cache
is persistent and loosely synchronized, enablinglqrecovery in the event of a reboot or software
restart.

¢ Cisco WAAS Device Manager offers the ability to kap individual devices for fast restore onto a
standby/replacement device.

Cisco WAAS Security Considerations

Zone-based Policy Firewall was configured to sup@sco WAAS traffic. The Cisco WAE network
module was placed into the Private zone of theMalé Traffic from and to Cisco WAAS was encrypted
and decrypted before moving to and from the VPNezon

Services Ready Small Branch Network System Assurance Guide
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Cisco WAAS Management Considerations

Cisco WAAS Central Manager was used to configueettiio Cisco WAE network modules. See the
“System Implementationthapter orpage 1
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Contents

System Implementation

Revised: November 6, 2009

This section describes the information you needaifigure the Cisco 2900 Series Integrated Services
Routers Generation 2 (ISRs G2) branch routers ahdrSwitch service module used in the Services
Ready Small Branch Network.

Use theCommand Lookup Todkegistered customers onlfor more information on the commands used
in this document.

The full configuration of the Cisco 3900 Series IBRt was used for validating the features desdribe
in this guide is provided in th&ervices Ready Small Branch Network Toolkit

¢ Network Topology, page 1

¢ WAN Services Implementation, page 4

¢ LAN Services Implementation, page 10

¢ Network Fundamental Services Implementation, pa@e 2
e Security Services Implementation, page 38

¢ \oice Services Implementation, page 84

e Optimization Services Implementation, page 133

e Caveats, page 140

Network Topology

Figure 1shows the components of the Services Ready Smatid® Network test bed. The topology
includes the following components:

Enterprise Headquarters
e Web servers

¢ File servers

[ oL-19089-01
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e Print servers

e PC clients

e Cisco 7200 Series VXR routers

e Cisco Secure ACS

e Catalyst 3560 and Catalyst 6500 switches

e |P Phones

¢ Cisco Unified Communications Manager (Cisco Unifi@hll)
¢ Cisco Wide Area Application Engine (Cisco WAE) 512

¢ Cisco Configuration Engine

Enterprise Branch
e Cisco 3925 and Cisco 3945 ISRs

e EtherSwitch service module

e Cisco Unified IP Phones 7942G, 7945G, 7961G, 796865G, 7971G, and 7985G
¢ Cisco Unified IP Conference Station 7936

e PC clients

¢ Demilitarized zone (DMZ) servers

¢ Analog telephones and faxes

Figure 1 Services Ready Small Branch Network Test Bed
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Figure 2shows the detailed topology, interface assignmemd, IP addressing scheme.
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Figure 2 Services Ready Small Branch Network Topology
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Figure 3shows the high-speed WAN interface cards (HWI@sice interface cards (VICs), voice WAN
interface cards (VWICs), and network modules comfégion on a Cisco 3945 router. WAN connectivity
is provided by the 4-port high-speed interface qatW/IC-4T). A 1-port T3/E3 network module
(NME-1T1/E1) would occupy a network module slotCAsco 3925 router, shown Figure 4was filled

in the same way, except that a Cisco Unity ExpPebgsmnced Integration Module (AIM-CUE) was used
instead of the network module (NME-CUE). Both Cig935 and Cisco 3925 had an internal VPN
module (AIM-VPN) that was placed into internal lotn the Cisco 3925 configuration, the Cisco Unity
Express AIM-CUE module was placed into internak dlo

Figure 3 Interface Card and Service Module Configuration on a Cisco 3945 Router
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Figure 4 Interface Card and Service Module Configuration On a Cisco 3925
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WAN Services Implementation

The following four configurations were tested fanmecting WAN access lines to the nearest provider
edge (PE) device of the service provider network:

¢ Single-Port DS-3 Interface with Frame Relay Encédgtson, page 4

¢ Single-Port DS-3 Interface with Point-to-Point Epsalation, page 5

e Multiport DS-1 Interface with Multilink Point-to-Hot Encapsulation, page 6
e Multiport DS-1 Interface with Multilink Frame Reldyncapsulation, page 8
¢ Onboard Gigabit Ethernet Interface, page 9

Single-Port DS-3 Interface with Frame Relay Encapsulation

A single-port clear-channel T3/E3 network moduleswssed for this configuration. Traditional Frame
Relay (FR) shaping was applied on the interfacéerhtively, QoS-based shaping as defined in the
Eight-Class-V3PN-Edge-Shape service policy candmuThis example is shown in thdultiport
DS-1 Interface with Multilink Frame Relay Encapgida” section on page.8

Router(config)# card type t3 2 ! Declares network module in slot 2 operational in T3 mode
Router(config)# interface Serial2/0 | Enters serial interface configuration mode

Router(config-if)# no ip address IDisable IP processing on the serial interface

Router(config-if)# ip nbar protocol-discovery ! Enables NBAR to discover default protocols

and gather statistics

Router(config-if)# load-interval 30 ! Specifies interval for computing load statistics
Router(config-if)# dsu bandwidth 44210 ! Specifies maximum allowed bandwidth in Kbps for

the interface

Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# encapsulation frame-relay IETF | Enables Frame Relay IETF standard
Router(config-if)# interface Serial2/0.1 point-to-point ! Defines point-to-point Frame
Relay sub-interface for the primary link

Router(config-subif)# ip address 192.168.0.1 255.255.255.252 | Specifies an IP address for
the sub-interface

Router(config-subif)# ip access-group BLOCK-TFTP in ! Applies ACL named "BLOCK-TFTP" on
incoming traffic

Router(config-subif)# ip access-group BLOCK-TFTP out ! Applies ACL named "BLOCK-TFTP" on
outgoing traffic

Router(config-subif)# ip nbar protocol-discovery I Enables NBAR to discover default
protocols and gather statistics

Router(config-subif)# ip flow ingress ! Enables NetFlow accounting for incoming packets
Router(config-subif)# ip flow egress ! Enables NetFlow accounting for outgoing packets
Router(config-subif)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode
Router(config-subif)# no ip mroute-cache | Disables fast-switching of multicast packets
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Router(config-subif)# snmp trap link-status ! Generates SNMP trap when link-status changes
Router(config-subif)# frame-relay interface-dlci 230 ! Defines Frame Relay DLCI for the
sub-interface

Router(config-fr-dici)# class FR-SHAPING ! Assigns Frame Relay configuration map
"FR-SHAPING" for traffic shaping. The map-class is defined in QoS section
Router(config-fr-dici)# exit

Apply the following command on the Serial2/0.1 sutbiface after defining theublic security zone as
shown in the Security section.

Router(config-subif)# zone-member security Public ! Adds sub-interface to firewall zone
called Public

Apply the following command on the Serial2 intedaafter defining the VPN-MAP crypto map as
shown in the Security section if using GETVPN.

Router(config-fr-dici)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the Frame
Relay DLCI

Verification of Single-Port DS-3 Interface with Frame Relay Encapsulation

To verify your Frame Relay single-port DS-3 intexdaconfiguration, enter and verify the output of th
following command:

Router# show frame-relay pvc 230

PVC Statistics for interface Serial2/0 (Frame Relay DTE)
DLCI = 230, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE , INTERFACE = Serial2/0.1
input pkts 12487 output pkts 12470 in bytes 2441416
out bytes 2441892 dropped pkts 0 in pkts dropped 0O
out pkts dropped 0 out bytes dropp ed 0
in FECN pkts O in BECN pkts 0 out FECN pkts 0
out BECN pkts 0 in DE pkts O out DE pkts 0

out bcast pkts 12443  out bcast bytes 2438648
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate O bits/sec, O packets/sec

pvc create time 4d03h, last time pvc status chang ed 4d03h

cir 56000 bc 7000 beO byte limi t 875 interval 125
mincir 28000  byte increment 875 Adaptive Sh aping none

pkts 12235  bytes 2398060 pkts delayed 0 bytes delayed 0

shaping inactive

traffic shaping drops 0

Queueing strategy: fifo

Output queue 0/40, 0 drop, 0 dequeued
Router#

Single-Port DS-3 Interface with Point-to-Point Encapsulation

The following configuration for the T3/E3 networkoaiule uses the PPP Layer 2 encapsulation method.

Router(config)# card type t3 2 ! Declares network module in slot 2 operational in T3 mode
Router(config)# interface Serial2/0 ! Enters serial interface configuration mode

Router(config-if)# no ip address ! Disable IP processing on the serial interface

Router(config-if)# ip nbar protocol-discovery ! Enables NBAR to discover default protocols

and gather statistics

Router(config-if)# load-interval 30 | Specifies interval for computing load statistics

Router(config-if)# dsu bandwidth 44210 I Specifies maximum allowed bandwidth in Kbps for

the interface
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Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth
available for QoS reservations

Router(config-if)# encapsulation PPP | Sets Layer 2 encapsulation to PPP

Router(config-if)# ip address 192.168.0.1 255.255.255.252 | Specifies an IP address for
the sub-interface
Router(config-if)#
incoming traffic
Router(config-if)#
outgoing traffic
Router(config-if)#
and gather statistics
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#

ip access-group BLOCK-TFTP in ! Applies ACL named "BLOCK-TFTP" on

ip access-group BLOCK-TFTP out ! Applies ACL named "BLOCK-TFTP" on

ip nbar protocol-discovery I Enables NBAR to discover default protocols
ip flow ingress ! Enables NetFlow accounting for incoming packets

ip flow egress ! Enables NetFlow accounting for outgoing packets

ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode

no ip mroute-cache | Disables fast-switching of multicast packets

snmp trap link-status ! Generates SNMP trap when link-status changes

Apply the following command on the Serial2 intedaafter defining th&IGHT-CLASS-V3PN-
EDGE-SHAPEclass as shown in the Security section.

Router(config-if)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE
to the interface in outgoing direction to provide p

! Applies QoS policy
referential treatment for traffic

Apply the following command on the Serial2 intedaafter defining thé&ublic security zone in the
Security section.

Router(config-if)# ! Adds interface to firewall zone called

Public

zone-member security Public

Apply the following command on the Serial2 intedaafter defining th& PN-MAPcrypto map in the
Security section if using GETVPN

Router(config-if)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the interface.

Multiport DS-1 Interface with Multilink Point-to-Point Encapsulation

To support the multilink PPP configuration, foutérfaces on the HWIC-4T were bundled together to
form a single multilink bundle.

Router(config)# interface Multilink1 ! Enters multilink interface configuration mode
Router(config-if)# ip address 192.168.0.1 255.255.255.252 ! Specifies an IP address for
interface

Router(config-if)#
incoming traffic
Router(config-if)#
outgoing traffic
Router(config-if)#
Router(config-if)#
Router(config-if)#
and gather statistics

ip access-group BLOCK-TFTP in ! Applies ACL named “BLOCK-TFTP” on

ip access-group BLOCK-TFTP out ! Applies ACL named “BLOCK-TFTP” on
ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode

no ip mroute-cache ! Disables fast-switching of multicast packets

ip nbar protocol-discovery I Enables NBAR to discover default protocols

Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#

load-interval 30

ip flow egress
ip flow ingress
ppp multilink
ppp multilink

max-reserved-bandwidth 100

available for QoS reservations

Router(config-if)#

Router(config)#
channel group 0

exit

interface Serial0/1/0

! Specifies interval for computing load statistics
I Enables NetFlow accounting for outgoing packets
! Enables NetFlow accounting for incoming packets
! Enables Multilink PPP
group 1 ! Assigns interface to the multilink group 1
| Makes 100% of interface bandwidth

! Enters serial interface configuration mode for
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Router(config-if)# no ip address

Router(config-if)# encapsulation ppp ! Configures encapsulation type for interface as PP P
Router(config-if)# ppp multilink ! Enables Multilink PPP

Router(config-if)# ppp multilink group 1 I Assigns interface to multilink group 1

Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/1 ! Enters serial interface configuration mode for

channel group 0

Router(config-if)# no ip address

Router(config-if)# encapsulation ppp I Configures encapsulation type for interface as PP P
Router(config-if)# ppp multilink ! Enables Multilink PPP

Router(config-if)# ppp multilink group 1 I Assigns interface to multilink group 1

Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/2 ! Enters serial interface configuration mode for

channel group 0

Router(config-if)# no ip address

Router(config-if)# encapsulation ppp I Configures encapsulation type for interface as PP P
Router(config-if)# ppp multilink ! Enables Multilink PPP

Router(config-if)# ppp multilink group 1 ! Assigns interface to multilink group 1

Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/3 ! Enters serial interface configuration mode for

channel group 0

Router(config-if)# no ip address

Router(config-if)# encapsulation ppp I Configures encapsulation type for interface as PP P
Router(config-if)# ppp multilink ! Enables Multilink PPP

Router(config-if)# ppp multilink group 1 ! Assigns interface to multilink group 1

Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# no shutdown

Router(config-if)# exit

Apply the following command on the Multilinkl inface after defining th&IGHT-CLASS-V3PN-
EDGE-SHAPEclass as shown in the Security section.

Router(config-if)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE ! Applies QoS policy

to the interface in outgoing direction to provide p referential treatment for traffic

Apply the following command on the Multilink1 infxce after defining th@ublic security zone as
shown in the Security section.

Router(config-if)# zone-member security Public ! Adds interface to firewall zone called
Public

Apply the following command on the Multlinkl intede after defining thePN-MAPcrypto map as
shown in the Security section if using GETVPN.

Router(config-if)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the interface

Verification of Multiport DS-1 Interface with Multilink PPP Encapsulation

To verify the multilink interface configuration, tar theshow ppp multilink command to display the
active serial interfaces bundled as part of PPRilmk.

Router# show ppp multilink
Multilink1

Bundle name: BRANCH
Remote Endpoint Discriminator: [1] ISP-1
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Local Endpoint Discriminator: [1] Router
Bundle up for 2w2d, total bandwidth 8192, load 1/ 255
Receive buffer limit 48000 bytes, frag timeout 10 00 ms
0/0 fragments/bytes in reassembly list
3 lost fragments, 4704524 reordered
9/800 discarded fragments/bytes, 0 lost receive d
OXE543EE received sequence, 0XE83A54 sent seque nce
Member links: 4 active, 0 inactive (max not set, min not set)
Se0/1/0, since 2w2d
Se0/1/1, since 2w2d
Se0/1/2, since 2w2d
Se0/1/3, since 2w2d
No inactive multilink interfaces
Router#

Use theshow interface multilink command to show the status of multilink.

Routerl# show interface Multilink 1

Multilink1 is up, line protocol is up
Hardware is multilink group interface
Internet address is 192.168.0.1/30
Backup interface ATMO0/2/IMAO, failure delay 0 sec
kickin load not set, kickout load not set
MTU 1500 bytes, BW 8192 Kbit, DLY 100000 usec,

reliability 255/255, txload 1/255, rxload 1/25 5

Encapsulation PPP, LCP Open, multilink Open
Open: IPCP, CDPCP, loopback not set
Keepalive set (10 sec)
DTR is pulsed for 2 seconds on reset
Last input 00:00:21, output never, output hang ne ver
Last clearing of "show interface" counters 2w2d
Input queue: 0/75/178/0 (size/max/drops/flushes);
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 0 bits/sec, 0 packets/sec

, secondary disable delay 0 sec,

Total output drops: 791

30 second output rate 1000 bits/sec, 1 packets/se c

5463859 packets input, 1356700636 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 th rottles
12 input errors, 0 CRC, 1 frame, 0 overrun, 0 ignored, 8 abort
5275968 packets output, 3619744669 bytes, 0 un derruns
0 output errors, 0 collisions, 1 interface res ets
0 output buffer failures, 0 output buffers swa pped out
0 carrier transitions

Router#

Multiport DS-1 Interface with Multilink Frame Relay Encapsulation

To support the multilink Frame Relay configuratidoyr interfaces on the HWIC-4T were bundled
together to form a single multilink bundle.

Router(config)# interface MFR 1 ! Enters Frame Relay multilink interface configurat ion mode
Router(config-if)# encapsulation frame-relay | Specifies Frame Relay encapsulation for the
interface
Router(config-if)# ip address 192.168.0.1 255.255.255.252 ! Specifies an IP address for
interface
Router(config-if)# ip access-group BLOCK-TFTP in ! Applies ACL named “BLOCK-TFTP” on
incoming traffic
Router(config-if)# ip access-group BLOCK-TFTP out ! Applies ACL named “BLOCK-TFTP” on
outgoing traffic
Router(config-if)# no ip mroute-cache ! Disables fast-switching of multicast packets
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Router(config-if)# ip nbar protocol-discovery I Enables NBAR to discover default protocols
and gather statistics

Router(config-if)# load-interval 30 ! Specifies interval for computing load statistics
Router(config-if)# ip flow egress ! Enables NetFlow accounting for outgoing packets
Router(config-if)# ip flow ingress ! Enables NetFlow accounting for incoming packets
Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth
available for QoS reservations

Router(config-if)# end

Router(config)# interface Serial0/1/0 ! Enters serial interface configuration mode for
channel group 1

Router(config-if)# encapsulation frame-relay MFR 1 ! Assigns the link to MFR bundle with id
1

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/1 ! Enters serial interface configuration mode for
channel group 1

Router(config-if)# encapsulation frame-relay MFR 1 ! Assigns the link to MFR bundle with id
1

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/2 ! Enters serial interface configuration mode for
channel group 1

Router(config-if)# encapsulation frame-relay MFR 1 ! Assigns the link to MFR bundle with id
1

Router(config-if)# no shutdown

Router(config-if)# interface Serial0/1/3 ! Enters serial interface configuration mode for
channel group 1

Router(config-if)# encapsulation frame-relay MFR 1 ! Assigns the link to MFR bundle with id
1

Router(config-if)# end

Apply the following command on the MFR interfacéeafdefining theEIGHT-CLASS-V3PN-
EDGE-SHAPEclass as shown in the Security section.

Router(config-if)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE ! Applies QoS policy

to the interface in outgoing direction to provide p referential treatment for traffic

Apply the following command on the MFR interfaceéeafdefining thePublic security zone as shown in
the Security section.

Router(config-if)# zone-member security Public ! Adds interface to firewall zone called

Public

Apply the following command on the MFR interfaceeafdefining the/PN-MAPcrypto map as shown
in the Security section if using GETVPN.

Router(config-if)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the interface

Onboard Gigabit Ethernet Interface

The onboard Gigabit Ethernet port was used for WaKinection with Ethernet encapsulation.

~
Note = When using the Small Form Plugable (SFP) moduleghavides optical connectivity, the default media
type for the interface must be changed to SFP.

Branch(config)# interface gigabitEthernet0/0 ! Enters the gigabit Ethernet interface
configuration mode

Branch(config-if)# ip address 192.168.0.1 255.255.255.252 ! Specifies an IP address for
interface
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Branch(config-if)# ip access-group BLOCK-TFTP in ! Applies ACL named “BLOCK-TFTP” on
incoming traffic

Branch(config-if)# ip access-group BLOCK-TFTP out ! Applies ACL named “BLOCK-TFTP” on
outgoing traffic

Branch(config-subif)# ip nbar protocol-discovery ! Enables NBAR to discover default
protocols and gather statistics

Branch(config-if)# ip flow ingress ! Enables NetFlow accounting for incoming traffic
Branch(config-if)# ip flow egress I Enables NetFlow accounting for outgoing traffic
Branch(config-if)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode
Branch(config-if)# no ip mroute-cache | Disables fast-switching of multicast packets
Branch(config-if)# load-interval 30 | Specifies interval for computing load statistics
Branch(config-if)# max-reserved-bandwidth 100 | Makes 100% of interface bandwidth
available for QoS reservations

Branch(config-if)# media-type sfp | Sets the Ethernet connector to SFP module
Branch(config-if)# no shutdown

Branch(config-if)# end

Apply the following command on the Gigabit Etherivgerface after defining thEIGHT-CLASS-
V3PN-EDGE-SHAPEIlass as shown in the Security section.

Router(config-if)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE ! Applies QoS policy

to the interface in outgoing direction to provide p referential treatment for traffic

Apply the following command on the Gigabit Etherimgerface after defining thBublic security zone
as shown in the Security section.

Router(config-if)# zone-member security Public ! Adds interface to firewall zone called

Public

Apply the following command on the Gigabit Etherivgerface after defining théPN-MAPcrypto map
as shown in the Security section if using GETVPN.

Router(config-if)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the interface

LAN Services Implementation

The main design consideration in the branch offié&l design are high availability, scalability, setty,
and manageability. A multilayered LAN architectr@dresses these criteria and makes it easier to
troubleshoot network issues.

The Multilayered Branch LAN architecture can beided into the following layers:

¢ Edge/Distribution LayerProvides WAN connectivity, routing, addressingghavailability,
guality of service (Q0S), security, managementise, and an exit point to the rest of the network.

e Access LayerProvides connectivity and Power-over-EthernetP end user devices. Layer 2
security, authentication, private VLANSs, trunkirgpd QoS are addressed at this layer.

Edge/Distribution Layer

The following are VLAN configurations were appli¢éal create VLANSs across the branch network:
e Data VLAN, page 11
¢ \oice VLAN, page 11
e DMZ VLAN, page 12
e Management VLAN, page 12
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Enable the LAN facing the Gigabit Ethernet intedac

Branch(config)# interface GigabitEthernet4/0
sub-interface 2 configuration mode
Branch(config-subif)# no shutdown

! Enters internal gigabit Ethernet

Data VLAN
Branch(config)# interface GigabitEthernet4/0.1 ! Enters internal gigabit Ethernet
sub-interface 1 configuration mode
Branch(config-subif)# description Data-VLAN
Branch(config-subif)# encapsulation dot1Q 301 ! Defines IEEE 802.1Q VLAN encapsulation
type
Branch(config-subif)# ip address 10.0.0.1 255.255.255.0 ! Assigns IP address to the
interface
Branch(config-subif)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode
Apply the following command on the Gigabit Ethersebinterface after defining tiBIPUT-POLICY
class as shown in the Security section.
Branch(config-subif)# service-policy input INPUT-POLICY ! Executes a policy “INPUT-POLICY”
on incoming traffic
Apply the following command on the Gigabit Ethersabinterface after defining tHerivate security
zone as shown in the Security section.
Branch(config-subif)# zone-member security Private ! Adds the subinterface to firewall
zone called Private
Apply the following command on the Gigabit Ethereabinterface after defining theS-ADVSETACL
as shown in the Security section.
Branch(config-subif)# ip ips IPS-ADVSET out ! Enables IPS signature matching for traffic
flowing in outward direction
Branch(config-subif)# ip ips IPS-ADVSET in ! Enables IPS signature matching for traffic
flowing in inward direction
Voice VLAN
Branch(config)# interface GigabitEthernet4/0.2 ! Enters internal gigabit Ethernet
sub-interface 2 configuration mode
Branch(config-subif)# description Voice-VLAN
Branch(config-subif)# encapsulation dot1Q 302 ! Defines IEEE 802.1Q VLAN encapsulation
type
Branch(config-subif)# ip address 10.0.1.1 255.255.255.0 ! Assigns IP address to the
interface
Branch(config-subif)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode
Apply the following command on the Gigabit Etherseabinterface after defining tiBIPUT-POLICY
class as shown in the Security section.
Branch(config-subif)# service-policy input INPUT-POLICY | Executes a policy “INPUT-POLICY”
on incoming traffic
Apply the following command on the Gigabit Etherseabinterface after defining therivate security
zone as shown in the Security section.
Branch(config-subif)# zone-member security Private ! Adds the subinterface to firewall
zone called Private
Services Ready Small Branch Network System Assurance Guide
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Branch(config-subif)# interface GigabitEthernet4/0.3 ! Enters internal gigabit Ethernet
sub-interface 3 configuration mode
Branch(config-subif)# description DMZ-VLAN
Branch(config-subif)# encapsulation dot1Q 303 ! Defines IEEE 802.1Q VLAN encapsulation
type
Branch(config-subif)# ip address 10.0.2.65 255.255.255.240 ! Assigns IP address to the
interface
Branch(config-subif)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode
Apply the following command on the Gigabit Etherseabinterface after defining tiBIPUT-POLICY
class as shown in the Security section.
Branch(config-subif)# service-policy input INPUT-POLICY ! Executes a policy “INPUT-POLICY”
on incoming traffic
Apply the following command on the Gigabit Ethersabinterface after defining ti®MZ security zone
as shown in the Security section.
Branch(config-subif)# zone-member security DMZ ! Adds the subinterface to firewall zone
called DMZ
Apply the following command on the Gigabit Ethersabinterface after defining the IPS-ADVSET
ACL as shown in the Security section.
Branch(config-subif)# ip ips IPS-ADVSET out ! Enables IPS signature matching for traffic
flowing in outward direction
Branch(config-subif)# ip ips IPS-ADVSET in ! Enables IPS signature matching for traffic
flowing in inward direction
Management VLAN
Branch(config-subif)# interface GigabitEthernet4/0.4 ! Enters internal gigabit Ethernet
sub-interface 4 configuration mode
Branch(config-subif)# description Management-VLAN
Branch(config-subif)# encapsulation dot1Q 310 ! Defines IEEE 802.1Q VLAN encapsulation
type
Branch(config-subif)# ip address 10.0.2.1 255.255.255.224 ! Assigns IP address to the
interface
Branch(config-subif)# ip pim sparse-dense-mode ! Enables multicast in sparse-dense mode

Access Layer

Apply the following command on the Gigabit Etherseabinterface after defining tiBIPUT-POLICY
class as shown in the Security section.

Branch(config-subif)# service-policy input INPUT-POLICY ! Executes a policy “INPUT-POLICY”

on incoming traffic

Apply the following command on the Gigabit Ethersabinterface after defining tHerivate security
zone as shown in the Security section.

Branch(config-subif)# zone-member security Private ! Adds the subinterface to firewall
zone called Private

¢ Configuring EtherSwitch Service Module, page 13
¢ VLAN Trunking Protocol Implementation, page 13
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¢ VLAN Implementation, page 14

e Spanning Tree Implementation, page 15
¢ Uplink to Router Implementation, page 15
e DOT1X Services, page 15

¢ QoS Implementation, page 16

¢ Assigning QoS to Switch Port, page 19

Configuring EtherSwitch Service Module

The EtherSwitch service module is accessible froerbuter's command line. The Gigabit Ethernet link
between the router and the switch requires |IP add®to be configured in order to session into the
module.

Branch(config)# interface GigabitEthernet 1/0

Branch(config-if)# ip address 10.0.2.93 255.255.255.252 ! Assigns IP address to internal
Gigabit Ethernet link

Branch(config-if)# no shutdown

Branch(config-if)# exit

From the console, initiate a session with the E3fngtch service module.

Branch# service-module gigabitEthernet 2/0 session
Trying 10.0.2.93, 2066 ... Open

--- System Configuration Dialog ---
Would you like to enter the initial configuration d ialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]:

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line. End wi th CNTL/Z.
Switch(config)# hostname Switch-Dist

VLAN Trunking Protocol Implementation

VLAN Trunking Protocol (VTP) is a client server gozol that reduces the overhead of network
administration by propagating the VLAN informatifnom the server to all the clients in a single VTP
domain.

In the Services Ready Medium Branch Network, tHeeESwitch service module at the distribution layer
was configured as the VTP server.

Switch-Dist(config)# vtp domain VTP-BRANCH ! Creates VTP domain with name “VTP-BRANCH”"
Switch-Dist(config)# vtp mode server | Sets the distribution switch to server VTP mode

Note  Always check the revision number of a new switcfobe bringing adding it to the network, regardless
of whether the switch is going to operate in VTRt mode or operate in VTP server mode. To reset
the revision number, do one of the following:

e Reboot the switch
or
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e Temporarily change the domain name of the new $wated then change it back to its valid domain
name.

VLAN Implementation

VLAN is a logical segmentation of LAN into multipleroadcast domain that allows a group of hosts to
communicate as if they were on a single LAN eveahéfy are not physically collocated. A Layer 3 devi
is required for communication between VLANS.

Five VLANs were defined: DATA, VOICE, DMZ, MANAGEMHNT, and BLACKHOLE.

Switch-Dist(config)#

Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#
Switch-Dist(config)#

Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#
Switch-Dist(config) #

Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#
Switch-Dist(config)#

Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#
Switch-Dist(config-vlan)#

vlan 301 ! Creates Data VLAN to vlan database

name DATA
exit

vlan 302 ! Creates Voice VLAN to vlan database
name VOICE
exit

vlan 303 ! Creates DMZ VLAN to vlan database

name DMZ
exit

vlan 310 ! Creates management VLAN to vlan database

name MANAGEMENT

exit

vlan 333 ! Creates black hole VLAN to vlan database
name BLACKHOLE

Switch-Dist(config-vlan)# exit

Switch-Dist(config)# interface Vlan301 ! Enters Data VLAN configuration mode
Switch-Dist(config-if)# ip address 10.0.0.254 255.255.255.0 ! Specifies the IP address for
the SVI interface
Switch-Dist(config-if)#
Switch-Dist(config-if)#
for the SVI interface
Switch-Dist(config-if)#
configuration
Switch-Dist(config-if)#
the SVI interface
Switch-Dist(config-if)#
mode
Switch-Dist(config-if)#
the SVI interface

interface VIan302 ! Enters Voice VLAN configuration mode
ip address 10.0.1.0 254 255.255.255.0 ! Specifies the IP address

interface VIan303 ! Enters switch virtual interface (SVI)

ip address 10.0.2.78 255.255.255.240 ! Specifies the IP address for

interface Vlan310 ! Enters Management VLAN interface configuration

ip address 10.0.2.30 255.255.255.224 ! Specifies the IP address for

The following configuration was applied to all assegorts connected to a DMZ server.

Switch-Access(config)# ! Enters configuration for range of
gigabit Ethernet ports
Switch-Access(config-if-range)#
Switch-Access(config-if-range)# switch access vlan 303
Switch-Access(config-if-range)# spanning-tree portfast
forwarding state ignoring listening/learning state
Switch-Access(config-if-range)# srr-queue bandwidth share 1 70 25 5 ! Enables bandwidth
sharing for all output queues. Queue 1 is strict pr iority queue, queue 2 gets 70% of
bandwidth, queue 3 25 % of bandwidth, and queue 4 5 % of the bandwidth
Switch-Access(config-if-range)# srr-queue bandwidth shape 3000

to operate in shared mode.

Switch-Access(config-if-range)# priority-queue out
This command will force SRR to ignore weight of que

ratio. This queue will be emptied before servicing
Switch-Access(config-if-range)# load-interval 30
statistics

interface range g1/0/1 - 2

| Sets the port to access mode
! Assigns the port to DMZ VLAN
! Sets the switch port to

switchport mode access

| Specifies queue 2,3,4

! Egress expedite queue is enabled.
ue 1 while calculating the bandwidth
other queues.

! Specifies interval for computing load

0L-19089-01 |
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The following configuration was applied to all assgorts connected to an IP Phone.

Switch-Access(config)# interface range f1/0/1- 48 ! Enters configuration for range of fast
Ethernet ports

Switch-Access(config-if-range)# switchport mode access | Sets the port to access mode
Switch-Access(config-if-range)# switch access vlan 301 ! Assigns the port to Data VLAN
Switch-Access(config-if-range)# switchport voice vlan 302 ! Assigns the port to Voice VLAN
Switch-Access(config-if-range)# srr-queue bandwidth share 1 70 25 5 | Enables bandwidth
sharing for all output queues. Queue 1 is strict pr iority queue, queue 2 gets 70% of
bandwidth, queue 3 25 % of bandwidth, and queue 4 5 % of the bandwidth
Switch-Access(config-if-range)# srr-queue bandwidth shape 3000 | Specifies queue 2,3,4
to operate in shared mode.

Switch-Access(config-if-range)# priority-queue out ! Egress expedite queue is enabled.

This command will force SRR to ignore weight of que ue 1 while calculating the bandwidth

ratio. This queue will be emptied before servicing other queues.
Switch-Access(config-if-range)# mls qos trust device cisco-phone ! Specifies the port to
trust the CoS/DSCP value if the CDP neighbor is Cis co IP Phone
Switch-Access(config-if-range)# spanning-tree portfast | Sets the switch port to

forwarding state ignoring listening/learning state

Switch-Access(config-if-range)# load-interval 30 ! Specifies interval for computing load
statistics

Spanning Tree Implementation

Switch-Access(config)# spanning-tree mode pvst ! Specifies the Per-VLAN spanning-tree
protocol

Uplink to Router Implementation

DOT1X Services

Switch-Dist(config)# interface g1/0/4 ! Enters gigabit Ethernet interface configuration

mode for internal link to the router

Switch-Dist(config-if)# description trunk to router

Switch-Dist(config-if)# switchport trunk encapsulation dotlq ! Tags outgoing frames with
IEEE 802.1Q trunk encapsulation format

Switch-Dist(config-if)# switchport trunk allowed vlan 301-303,310 | Defines list of allowed
VLANS that can send traffic on the trunk.

Switch-Dist(config-if)# switchport mode trunk ! Enables the Ethernet port as VLAN trunk
Switch-Dist(config-if)# load-interval 30 ! Specifies interval for computing load

statistics

Switch-Access(config)# aaa new-model ! Enables Authentication, Authorization and

Accounting services

Switch-Access(config)# aaa authentication dotlx default group radius ! Specifies default
dotlx authentication to use RADIUS server database

Switch-Access(config)# aaa session-id common | Specifies to use the same session identifier

for all invocations of accounting services

Switch-Access(config)# dotlx system-auth-control ! Enables IEEE 802.1x authentication
globally on the switch

Switch-Access(config)# radius-server host 172.16.0.80 | Specifies RADIUS server IP address
Switch-Access(config)# radius-server key KEY-BR ! Specifies RADIUS server key as “KEY-BR”
for encrypting all communication with the RADIUS se rver

Switch-Access(config)# int range f1/0/1 - 48 ! Enters configuration for the range of Fast
Ethernet ports

Switch-Access(config-if-range)# dotlx port-control auto ! Enables dotlx authentication on
the port

Switch-Access(config-if-range)# dotlx timeout server-timeout 60 ! Specifies time to wait
for a response from RADIUS server before retransmit ting

[ oL-19089-01
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DOT1X Services Verification

To verify your DOT1X services configuration, entee following command:

Switch-Access# show dotlx interface f1/0/1
Supplicant MAC <Not Applicable>

AuthSM State = N/A

BendSM State = N/A

PortStatus =N/A
MaxReq =2
MaxAuthReq =2
HostMode = Single
PortControl = Auto
QuietPeriod =60 Seconds

Re-authentication = Disabled

ReAuthPeriod = 3600 Seconds
ServerTimeout =60 Seconds
SuppTimeout =30 Seconds
TxPeriod =30 Seconds
Guest-Vian =0

QoS Implementation

The mapping for the CoS to DSCP values is showrignire 34in the“Quality of Service” section on

page 37

Switch-Access(config)# mls gos ! Enables QoS on the switch

Switch-Access(config)# mls qos map policed-dscp 0 10 18 24 25 34 to 8 ! Defines
Policed-DSCP map which is used to mark down the pac kets with specified values to DSCP 8.
Switch-Access(config)# mls qos map cos-dscp 0 8 16 24 32 46 48 56 ! Defines CoS-DSCP map
for preferential treatment

Switch-Access(config)# mls qos srr-queue output cos-map queue 1 threshold 35 ! Maps the
CoS 5 to egress queue 1 with threshold 3

Switch-Access(config)# mls gos srr-queue output cos-map queue 2 threshold 124 !Mapsthe
CoS 2 and CoS 4to egress queue 2 with threshold 1

Switch-Access(config)# mls qos srr-queue output cos-map queue 2 threshold 2 3 ! Maps the
CoS 3 to egress queue 2 with threshold 2

Switch-Access(config)# mls gos srr-queue output cos-map queue 2 threshold 367 !Mapsthe
CoS 6 and CoS 7to egress queue 2 with threshold 3

Switch-Access(config)# mls qos srr-queue output cos-map queue 3 threshold 30 ! Mapsthe
CoS 0 to egress queue 3 with threshold 3

Switch-Access(config)# mls qos srr-queue output cos-map queue 4 threshold 31 ! Mapsthe
CoS 1to egress queue 4 with threshold 3

Switch-Access(config)# mls gos srr-queue output dscp-map queue 1 threshold 346 ! Mapsthe
DSCP value 46 to egress queue 1 with threshold 3

Switch-Access(config)# mls qos srr-queue output dscp-map queue 2 threshold 116 18 20 22
25323436 ! Mapsthe DSCP valuesl6, 18, 20, 22, 25, 32, 34 an d 36 to egress queue 2 with
threshold 1

Switch-Access(config)# mls gos srr-queue output dscp-map queue 2 threshold 138 !Mapsthe
DSCP value 38 to egress queue 2 with threshold 1

Switch-Access(config)# mls qos srr-queue output dscp-map queue 2 threshold 2 24 26 36 !
Maps the DSCP values 24, 26, and 36 to egress queue 2 with threshold 2

Switch-Access(config)# mls qos srr-queue output dscp-map queue 2 threshold 34856 36 !
Maps the DSCP values 36, 48, and 56 to egress queue 2 with threshold 3

Switch-Access(config)# mls qos srr-queue output dscp-map queue 3 threshold 3036 ! Maps
the DSCP values 0 and 36 to egress queue 3 with thr eshold 3

Switch-Access(config)# mls qos srr-queue output dscp-map queue 4 threshold 1836 ! Maps
the DSCP values 8 and 36 to egress queue 4 with thr eshold 1

Switch-Access(config)# mls gos srr-queue output dscp-map queue 4 threshold 310121436 !
Maps the DSCP values 10, 12,14, and 36 to egress qu eue 4 with threshold 3

Switch-Access(config)# mls qos queue-set output 1 threshold 2 70 80 100 10 0 ! Defines the

weighed tail-drop thresholds for queue 2 to 70% for threshold 1 and 80% for threshold 2
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Switch-Access(config)#

! Defines the weighed tail-drop thresholds for queu

for threshold 2
Switch-Access(config)#
Data
Switch-Access(config-ext-nacl)#
Protocol v3 (IMAPv3)
Switch-Access(config-ext-nacl)#
Protocol (IMAP)
Switch-Access(config-ext-nacl)#
Protocol
Switch-Access(config-ext-nacl)#

ip access-list extended DVLAN-BULK-DATA

LAN Services Implementation [l

mls qos queue-set output 1 threshold 4 40 100 100 1 00

e 4 to 40% for threshold 1 and 100 %

! Defines ACL to match Bulk
permit tcp any any eq 220 ! Match Internet Mail Access
permit tcp any any eq 143 I Match Internet Message Access
permit tcp any any eq smtp I Match Simple Mail Transfer

ip access-list extended DVLAN-MISSION-CRITICAL-DATA !

Defines ACL to match Business Critical Data

Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#

permit tcp any any eq www I Match HTTP traffic for port 80

permit tcp any any range 3200 3203 I Match SAP traffic

permit tcp any any eq 3600 I Match SAP traffic

permit tcp any any range 2000 2002 ! Match SCCP traffic
permit udp any any eq isakmp ! Match Internet Security

Association and Key Management Protocol

Switch-Access(config-ext-nacl)#
source port 80
Switch-Access(config-ext-nacl)#
match Video traffic
Switch-Access(config-ext-nacl)#
the given port range
Switch-Access(config-ext-nacl)#
ACL to match Transactional Data
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Voice VLAN traffic
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
to match voice signaling traffic
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
voice traffic
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
Switch-Access(config-ext-nacl)#
class-map for Transactional Data
Switch-Access(config-cmap)#

permit tcp any eq www any I Match HTTP traffic coming from

ip access-list extended DVLAN-PC-VIDEO ! Defines ACL to

permit udp any any range 16384 32767 ! Match traffic in

ip access-list extended DVLAN-TRANSACTIONAL-DATA ! Defines
! Match Lotus Notes traffic
I Match DNS traffic
I Match NetBios traffic
! Match NetBios traffic
! Match NetBios traffic
! Defines ACL to match

permit tcp any any eq 1352
permit udp any any eq domain
permit udp any any eq netbios-dgm
permit udp any any eq netbios-ns
permit udp any any eq netbios-ss

ip access-list extended VVLAN-ANY

permit ip 10.0.1.0 0.0.0.255 any

ip access-list extended VVLAN-CALL-SIGNALING ! Defines ACL
permit udp 10.0.1.0 0.0.0.255 any

permit tcp 10.0.1.0 0.0.0.255 any range 2000 2002

ip access-list extended VVLAN-VOICE | Defines ACL to match

permit udp 10.0.1.0 0.0.0.255 any
permit udp 10.0.1.0 0.0.0.255 any range 16384 32767

class-map match-all DVLAN-TRANSACTIONAL-DATA ! Defines

match access-group name DVLAN-TRANSACTIONAL-DATA ! Matches

traffic specified in DVLAN-TRANSACTIONAL-DATA ACL

Switch-Access(config-cmap)#
Video traffic
Switch-Access(config-cmap)#

specified in DVLAN-PC-VIDEO ACL

Switch-Access(config-cmap)#
for Voice signalling
Switch-Access(config-cmap)#

Switch-Access(config-cmap)#

class-map match-all DVLAN-PC-VIDEO
match access-group name DVLAN-PC-VIDEO

class-map match-all VVLAN-CALL-SIGNALING
match access-group name VVLAN-CALL-SIGNALING

specified in VVLAN-CAL-SIGNALING ACL
class-map match-all DVLAN-MISSION-CRITICAL-DATA

! Defines class-map for
! Matches traffic
! Defines class-map

I Matches traffic

| Defines class-map for Business critical traffic

Switch-Access(config-cmap)#

I Matches traffic specified in DVLAN-MISSION_CRITIC
class-map match-all VVLAN-VOICE

Switch-Access(config-cmap)#
traffic
Switch-Access(config-cmap)#
specified in VVLAN-VOICE ACL

match access-group name VVLAN-VOICE

match access-group name DVLAN-MISSION-CRITICAL-DATA

AL_DATA ACL
! Defines class-map for voice

I Matches traffic

[ oL-19089-01
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Switch-Access(config-cmap)# class-map match-all VVLAN-ANY ! Defines class-map for voice

vlan traffic

Switch-Access(config-cmap)# match access-group name VVLAN-ANY ! Matches traffic specified

in VVLAN-ANY ACL

Switch-Access(config-cmap)# class-map match-all DVLAN-BULK-DATA ! Defines class-map for

Bulk traffic

Switch-Access(config-cmap)# match access-group name DVLAN-BULK-DATA ! Matches traffic
specified in DVLAN-BULK_DATA ACL

Switch-Access(config-cmap)# policy-map IPPHONE+PC-ADVANCED ! Defines Policy-map
Switch-Access(config-pmap)# class VVLAN-VOICE ! Matches traffic classified by VVLAN-VOICE
class-map

Switch-Access(config-pmap-c)# set dscp ef | Set DSCP value to EF

Switch-Access(config-pmap-c)# police 6144000 61440 exceed-action drop ! Incoming traffic
will be policed to 6.2 Mbps with a 62 KB burst size and if the rate is exceeded packet

will be dropped

Switch-Access(config-pmap-c)# class VVLAN-CALL-SIGNALING ! Matches traffic classified by
VVLAN-VOICE class-map

Switch-Access(config-pmap-c)# set dscp cs3 | Set DSCP value to CS3
Switch-Access(config-pmap-c)# police 1024000 10240 exceed-action policed-dscp-tra nsmit
lIncoming traffic will be policed to 10.2 Mbps with a 10.2 KB burst size and if the rate

is exceeded packet will be marked down to Scavenger class (CS1)

Switch-Access(config-pmap-c)# class VVLAN-ANY | Matches traffic classified by class-map
Switch-Access(config-pmap-c)# set dscp default | Set DSCP value to 0
Switch-Access(config-pmap-c)# police 32000 8000 exceed-action policed-dscp-transm it !
Incoming traffic will be policed to 32 kbps with a 8 KB burst size and if the rate is

exceeded packet will be marked down to Scavenger cl ass (CS1)

Switch-Access(config-pmap-c)# class DVLAN-PC-VIDEO ! Matches traffic classified by

class-map

Switch-Access(config-pmap-c)# set dscp af4l | Set DSCP value to 0

Switch-Access(config-pmap-c)# police 1984000 19840 exceed-action policed-dscp-tra nsmit
lIncoming traffic will be policed to 10.2 Mbps with a 10.2 KB burst size and if the rate

is exceeded packet will be marked down to Scavenger class (CS1)

Switch-Access(config-pmap-c)# class DVLAN-MISSION-CRITICAL-DATA ! Matches traffic

classified by class-map

Switch-Access(config-pmap-c)# set dscp 25 | Set DSCP value to 25

Switch-Access(config-pmap-c)# police 12500000 125000 exceed-action policed-dscp-t ransmit !
Incoming traffic will be policed to 12.5 Mbps with a 125 KB burst size and if the rate is
exceeded packet will be marked down to Scavenger cl ass (CS1)

Switch-Access(config-pmap-c)# class DVLAN-TRANSACTIONAL-DATA ! Matches traffic classified

by class-map

Switch-Access(config-pmap-c)# police 10000000 100000 exceed-action policed-dscp-t ransmit
lIncoming traffic will be policed to 10 Mbps with a 100 KB burst size and if the rate is

exceeded packet will be marked down to Scavenger cl ass (CS1)

Switch-Access(config-pmap-c)# set dscp af21 | Set DSCP value to AF21
Switch-Access(config-pmap-c)# class DVLAN-BULK-DATA ! Matches traffic classified by

class-map

Switch-Access(config-pmap-c)# set dscp afll | Set DSCP value to AF11
Switch-Access(config-pmap-c)# police 5000000 50000 exceed-action policed-dscp-tra nsmit
lIncoming traffic will be policed to 5 Mbps with a 50 KB burst size and if the rate is

exceeded packet will be marked down to Scavenger cl ass (CS1)

Switch-Access(config-pmap-c)# class class-default ! Defines default class
Switch-Access(config-pmap-c)# set dscp default | Set DSCP value to 0
Switch-Access(config-pmap-c)# police 12500000 125000 exceed-action policed-dscp-t ransmit
! Incoming traffic will be policed to 12.5 Mbps wit h a 125 KB burst size and if the rate

is exceeded packet will be marked down to Scavenger class (CS1)

QoS Verification
To verify your QoS configuration, enter teleow mls gos command to display whether QoS is enabled
in the switch.

Switch-Access# show mls gos
QoS is enabled
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QoS ip packet dscp rewrite is enabled

Switch-Access#

Policed-dscp map:

di:

d20123456789

Switch-Access#

o0 WNEO

08 01 02 03 04 05 06 07 08 09
081112131415161708 19
2021 22 23 08 08 26 27 28 29
3031323308 3536 37 38 39
404142 43 44 45 46 47 48 49
50 51 52 53 54 55 56 57 58 59
60 61 62 63

Cos-dscp map:
cos: 01234567

dscp: 0 81624 3246 48 56

Assigning QoS to Switch Port

Switch-Access(config)#

Fast Ethernet ports
Switch-Access(config-if-range)#

ignoring listening/learning state

Verification of Assigning QoS to Switch Port

show mls gos maps policed-dscp

show mls gqos maps cos-dscp

interface range f1/0/1 - 48

LAN Services Implementation [l

| Enters configuration for the range of

service-policy input IPPHONE+PC-ADVANCED ! Applies QoS
policy IPPHONE+PC-ADVANCED to the interface in inpu

To verify that QoS is being assigned to the swoht, enter theshow policy-map interface to display

the QoS policy and the related counters.

Switch-Access#

GigabitEthernet1/0/3

Service-policy input: IPPHONE+PC-ADVANCED

Class-map: VVLAN-VOICE (match-all)

0 packets, 0 bytes
offered rate O bps, drop rate 0 bps

Match: access-group name VVLAN-VOICE

Class-map: VVLAN-CALL-SIGNALING (match-all)

0 packets, 0 bytes
offered rate O bps, drop rate 0 bps

Match: access-group name VVLAN-CALL-SIGNALING

Class-map: VVLAN-ANY (match-all)
0 packets, 0 bytes
offered rate O bps, drop rate 0 bps

Match: access-group name VVLAN-ANY

Class-map: DVLAN-PC-VIDEO (match-all)

0 packets, 0 bytes
offered rate O bps, drop rate O bps

Match: access-group name DVLAN-PC-VIDEO

Class-map: DVLAN-MISSION-CRITICAL-DATA (match-a

0 packets, 0 bytes
offered rate O bps, drop rate 0 bps

show policy-map interface f1/0/1
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Match: access-group name DVLAN-MISSION-CRITIC AL-DATA

Class-map: DVLAN-TRANSACTIONAL-DATA (match-all)
0 packets, 0 bytes
offered rate 0 bps, drop rate 0 bps
Match: access-group name DVLAN-TRANSACTIONAL- DATA

Class-map: DVLAN-BULK-DATA (match-all)
0 packets, 0 bytes
offered rate O bps, drop rate 0 bps
Match: access-group name DVLAN-BULK-DATA

Class-map: class-default (match-any)
0 packets, 0 bytes
offered rate O bps, drop rate 0 bps
Match: any
0 packets, 0 bytes
rate O bps

Network Fundamental Services Implementation

e Path Redundancy, page 20
¢ |P Addressing and IP Routing, page 21

Path Redundancy

¢ Redundant WAN Link, page 20

Redundant WAN Link

Backup for any of the three access links is progtitg using a Systematic High-Speed Digital
Subscriber Line (SHDSL)-based inverse multiplexavgr ATM (IMA) interface. The backup interface
is connected to the closest PE device of the semiovider network.

Router(config)# controller SHDSL 0/2/0 ! Enters controller configuration mode
Router(config-controller)# dsl-group 0 pairs 0, 1, 2 ima ! Creates an IMA bundle pairing
links 0-2

Router(config-controller-dsl-group)# ima group clock-mode itc ! Defines clock mode for the
IMA group. Sets the transmit clock for at least one link to be different from the other

links.

Router(config-controller-dsl-group)# shdsl annex A-B ! Specifies annex A/B of G.991.2
standard to be used on the controller

Router(config-controller-dsl-group)# shdsl rate auto | Sets the controller rate

negotiation in auto mode

Router(config-controller-dsl-group)# end

Router(config)# interface ATMO0/2/IMAO ! Enters IMA interface configuration mode
Router(config-if)# bandwidth 4608 ! Sets the maximum allowed bandwidth in Kbps
Router(config-if)# load-interval 30 | Specifies interval for computing load statistics
Router(config-if)# max-reserved-bandwidth 100 | Makes 100% of interface bandwidth

available for QoS reservations

Router(config-if)# exit

Router(config)# interface ATMO0/2/IMAOQ.1 point-to-point ! Creates IMA point-to-point

sub-interface and specifies its parameters
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Router(config-subif)# ip address 209.165.201.1 255.255.255.252 ! Assigns IP address to the
interface

Router(config-subif)# pvc 10/10 ! Creates a PVC and specifies its parameters
Router(config-if-atm-vc)# protocol ip 209.165.201.2 broadcast ! Enables broadcast
capability to perform reverse-arp on the ISP router

Router(config-if-atm-vc)# vbr-rt 2304 2304 ! Assigns VBR class of service and defines peak
and average cell rate

Router(config-if-atm-vc)# oam-pvc manage ! Enables end-to-end F5 OAM loopback cell
transmission and OAM management

Router(config-if-atm-vc)# encapsulation aal5mux ppp Virtual-Template10 ! Configures PPPoA
AAL5+MUX point-to-point encapsulation and associate s it with Virtual-Template
Router(config)# interface Virtual-Template10 ! Enters Virtual Template configuration
Router(config-if)# bandwidth 4608 ! Sets the maximum allowed bandwidth in Kbps
Router(config-if)# ip unnumbered ATMO0/2/IMAO.1 ! Reuses the IP address of the IMA
sub-interface

Router(config-if)# ip nbar protocol-discovery I Enables NBAR to discover default protocols
and gather statistics

Router(config-if)# ip flow ingress ! Enables NetFlow accounting for incoming traffic
Router(config-if)# ip flow egress I Enables NetFlow accounting for outgoing traffic
Router(config-if)# load-interval 30 ! Specifies interval for computing load statistics
Router(config-if)# max-reserved-bandwidth 100 I Makes 100% of interface bandwidth
available for QoS reservations

Router(config-if)# end

Apply the following command on the Virtual Templateerface after defining the
EIGHT-CLASS-V3PN- EDGE-SHARI&Ass as shown in the Security section.
Router(config-if)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE ! Applies QoS policy
to the interface in outgoing direction to provide p referential treatment for traffic

Apply the following command on the Virtual Templaieerface after defining thBublic security zone
as shown in the Security section.

Router(config-if)# zone-member security Public ! Adds interface to firewall zone called

Public

Apply the following command on the Virtual Templat¢erface after defining théPN-MAPcrypto map
as shown in the Security section if using GETVPN.

Router(config-if)# crypto map VPN-MAP ! Applies crypto map “VPN-MAP” to the interface

Redundant WAN Link Verification

To verify the redundant WAN link configuration, emtheshow backup command to display the backup
interface and its status for each primary interface

Router# show backup
Primary Interface Secondary Interface Status

Multilink1 ATMO/2/IMAO normal op eration

IP Addressing and IP Routing

¢ Routing Protocol Implementation, page 22
¢ Multicast Implementation, page 29

e DHCP Implementation, page 29

¢ NAT Implementation, page 30
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¢ Quality of Service Implementation, page 31

Routing Protocol Implementation

A branch office router is likely to use a singlautimg protocol. However, because a network may use
EIGRP, OSPF, RIPv2, BGP or static routing, alllidde protocols were independently validated. The
following configurations are for each of the prodts Table 1summarizes the subnets in the Services
Ready Small Branch Network.

Table 1 Subnet Assignment

Network Address Type
Primary WAN 192.168.0.0/30 Private
Backup WAN 209.165.201.0/30 Public
Loopback 209.165.201.8/30 Public
Data VLAN 10.0.0.0/24 Private
Voice VLAN 10.0.1.0/24 Private
Management VLAN 10.0.2.0/27 Private
Black Hole VLAN 10.0.2.32/27 Private
DMZ VLAN 10.0.2.64/28 Private
Tunnel Interfaces 10.0.2.80/30 Private
Voice Mail Module 10.0.2.84/30 Private
Cisco WAAS Module 10.0.2.88/30 Private
EtherSwitch Module 10.0.2.92/30 Private
Central Site Network 172.16.0.0/16 Private

The Services Ready Small Branch Network providesaiaccess to the Internet through split tunneling
Various combinations of WAN services and VPN tedbgces lead to several different options for
implementing the split tunnel mechanism. In WAN impentations where the network service provider
is responsible for routing (for example, Layer SNR.3VPN]), split tunneling can be provided on the
primary link and the backup link can be set to dtanstate. The implementation options vary slightly
for GETVPN and DMVPN. In WAN implementations whetee enterprise is responsible for routing,
split tunneling can be provided on the backup liykmaintaining it in an active state. Again, these
slight variation between GETVPN and DMVPN implemnetidns.

Active/Standby Primary/Backup WAN Links with DMVPN Implementation

The secondary WAN interface must be configuredhashtackup interface for the primary WAN link.

Router(config)# interface Multilink1 ! Enters multilink interface configuration mode
Router(config-if)# backup interface ATMO0/2/IMAO ! Specifies backup interface
Router(config-if)# exit

A loopback interface with a public address is used as the source interface for the DMVPN
tunnel.

Router(config)# interface LoopbackO ! Enters loopback interface configuration mode
Router(config-if)# ip address 209.165.201.9 255.255.255.252 ! Specifies loopback subnet
Router(config-if)# exit
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The"DMVPN Implementation” section on page p&vides configuration for the tunnel interfacedtex
the tunnel interface is defined, two routing praseesare configured: one for the enterprise netwemk,
another for the public network. The following sects provide implementations in which OSPF, EIGRP,
and RIPv2 provide routing for enterprise trafficvulnich BGP is responsible for routing public traffi

Enterprise Routing With OSPF
Enterprise networks are learned through the tuimtelface.

Router(config)# router ospf 1 ! Enables private network OSPF routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# router-id 10.0.0.1 ! Specifies the OSPF router ID

Router(config-router)# network 10.0.0.0 0.0.0.255 area 0 ! Advertises Data VLAN subnet in
backbone area
Router(config-router)#
backbone area
Router(config-router)#
subnet in backbone area
Router(config-router)#
backbone area
Router(config-router)#
backbone area
Router(config-router)#
backbone area
Router(config-router)#

network 10.0.1.0 0.0.0.255 area 0 ! Advertises Voice VLAN subnet in

network 10.0.2.0 0.0.0.31 area 0 I Advertises Management VLAN

network 10.0.2.64 0.0.0.15 area 0 ! Advertises DMZ VLAN subnet in

network 10.0.2.80 0.0.0.3 area 0 I Advertises Tunnel subnet in

network 10.0.2.88 0.0.0.3 area 0 I Advertises WAAS subnet in

exit

Enterprise Routing with EIGRP
Enterprise networks are learned through the tuimtetface.

Router(config)# router eigrp 1 ! Enables private network EIGRP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# network 10.0.0.0 0.0.0.255 ! Advertises Data VLAN subnet
Router(config-router)# network 10.0.1.0 0.0.0.255 ! Advertises Voice VLAN subnet
Router(config-router)# network 10.0.2.0 0.0.0.31 ! Advertises Management VLAN subnet
Router(config-router)# network 10.0.2.64 0.0.0.15 ! Advertises DMZ VLAN subnet
Router(config-router)# network 10.0.2.80 0.0.0.3 ! Advertises Tunnel subnet
Router(config-router)# network 10.0.2.88 0.0.0.3 ! Advertises WAAS subnet
Router(config-router)# exit

Enterprise Routing with RIPv2
Enterprise networks are learned through the tuimtelface.

Router(config)# router rip ! Enables private network RIP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization

Router(config-router)# version 2 ! Enable RIP version 2
Router(config-router)# network 10.0.0.0 ! Advertises all branch subnets
Router(config-router)# exit

Service Provider Routing with BGP

The BGP routing process is responsible for esthbigthe tunnel link by advertising the loopback
network. In default BGP configuration, the routeatns public routes advertised by the PE or ISierou
A large routing table would slow down the destinathetwork lookup process. In general, network
service providers should not advertise Internetesuo the branch network, but in case this happems
access list is defined to exclude public routes.

[ oL-19089-01
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Router(config)# access-list 20 permit 209.165.201.8 0.0.0.3 ! Permits Loopback network and
blocks all others

Router(config)# router bgp 1 ! Enables public and loopback network BGP routing p rocess
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing

advertisements on the LAN interface

Router(config-router)# neighbor 192.168.0.2 remote-as 65015 ! Neighbor router IP for

primary link that is in autonomous system 65015

Router(config-router)# neighbor 209.165.201.2 remote-as 65016 ! Neighbor router IP for

backup link that is in autonomous system 65016

Router(config-router)# network 192.168.0.0 mask 255.255.255.252 ! Advertises primary WAN
link subnet

Router(config-router)# network 209.165.201.0 mask 255.255.255.252 ! Advertises backup WAN
link subnet

Router(config-router)# network 209.165.201.8 mask 255.255.255.252 ! Advertises Loopback
subnet

Router(config-router)# distribute-list 20 in ! Block all routing updates except for

Loopback network

Router(config-router)# exit

Finally, static routes are defined to direct traffdo the public network. When the primary link tiae,
it is used as the default route for all traffic. @hthe backup link is active, it is used as thedkffor

all traffic.

Router(config)# ip route 0.0.0.0 0.0.0.0 192.168.0.2 | Sets the primary WAN link as
default for all traffic

Router(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2 ! Sets the backup WAN link as

default for all traffic

Active/Standby Primary/Backup WAN Links with GETVPN on Primary Link and DMVPN on Backup Link Implementation

Because GETVPN is a tunnel-less protocol, it idusely on the primary WAN link. Because DMVPN
is used for the backup link, the tunnel interfaxa@éeded only when the primary link fails. All empiese
network information is advertised over the priménk. Since this link also routes public traffi¢,may
insert public routes into the routing table. Toy@et this situation, the following ACL is defineal &llow
only enterprise networks in the routing table.

Router(config)# access-list 10 permit 172.16.0.0 0.0.255.255 ! Permits all Enterprise
networks

Enterprise Routing with 0SPF
Enterprise networks are learned through the prinv&N interface.

Router(config)# router ospf 1 ! Enables private network OSPF routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# router-id 10.0.0.1 ! Specifies the OSPF router ID

Router(config-router)# network 10.0.0.0 0.0.0.255 area 0 ! Advertises Data VLAN subnet in
backbone area

Router(config-router)# network 10.0.1.0 0.0.0.255 area 0 ! Advertises Voice VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.0 0.0.0.31 area 0 ! Advertises Management VLAN
subnet in backbone area

Router(config-router)# network 10.0.2.64 0.0.0.15 area 0 ! Advertises DMZ VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.80 0.0.0.3 area 0 ! Advertises Tunnel subnet in
backbone area

Router(config-router)# network 10.0.2.88 0.0.0.3 area 0 ! Advertises WAAS subnet in
backbone area

Router(config-router)# network 192.168.0.0 0.0.0.3 area 0 ! Advertises primary WAN link

subnet in the backbone area
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Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Enterprise Routing with EIGRP
Enterprise networks are learned through the prirvAN interface.

Router(config)# router eigrp 1 ! Enables private network EIGRP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# network 10.0.0.0 0.0.0.255 ! Advertises Data VLAN subnet
Router(config-router)# network 10.0.1.0 0.0.0.255 ! Advertises Voice VLAN subnet
Router(config-router)# network 10.0.2.0 0.0.0.31 ! Advertises Management VLAN subnet
Router(config-router)# network 10.0.2.64 0.0.0.15 ! Advertises DMZ VLAN subnet
Router(config-router)# network 10.0.2.80 0.0.0.3 ! Advertises Tunnel subnet
Router(config-router)# network 10.0.2.88 0.0.0.3 ! Advertises WAAS subnet
Router(config-router)# network 192.168.0.0 0.0.0.3 ! Advertises primary WAN link subnet
Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Enterprise Routing with RIPv2
Enterprise networks are learned through the prinv&N interface.

Router(config)# router rip ! Enables private network RIP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# version 2 ! Enable RIP version 2

Router(config-router)# network 10.0.0.0 ! Advertises all branch subnets
Router(config-router)# network 192.168.0.0 ! Advertises primary WAN link subnet
Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Service Provider Routing with BGP

The BGP routing process is responsible for estabigthe tunnel link by advertising the loopback
network. In the default BGP configuration, the rulearns public routes that are advertised byl &
router. A large routing table would slow down thestination network lookup process. In general,
network service providers should not advertise imé¢ routes to the branch network; an access list
should be defined to exclude public routes.

Router(config)# access-list 20 permit 209.165.201.8 0.0.0.3 ! Permits Loopback network and
blocks all others

Router(config)# router bgp 1 ! Enables public and loopback network BGP routing p rocess
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing

advertisements on the LAN interface

Router(config-router)# neighbor 209.165.201.2 remote-as 65016 ! Neighbor router IP for

backup link that is in autonomous system 65016

Router(config-router)# network 209.165.201.0 mask 255.255.255.252 ! Advertises backup WAN
link subnet

Router(config-router)# network 209.165.201.8 mask 255.255.255.252 ! Advertises Loopback
subnet

Router(config-router)# distribute-list 20 in ! Block all routing updates except for

Loopback network

Router(config-router)# exit

Finally, static routes are defined to direct traffdo the public network. When the primary link tiae,
it is used as the default for all traffic. When theckup link is active, it is used as the defaaitdll
traffic.
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Router(config)# ip route 0.0.0.0 0.0.0.0 192.168.0.2 ! Sets the primary WAN link as
default for all traffic
Router(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2 ! Sets the backup WAN link as

default for all traffic

Active/Active Primary/Backup WAN Link with DMVPN Implementation

The primary function of the backup interface in 8&rvices Ready Small Branch Network is to provide
an alternate path in case the primary link failhed the primary WAN interface is operational, the
backup interface is in standby mode. However, fmppses of split tunneling, the interface can betke
in active state and provide access to the Intebextause it is a direct connection.

Again, there are two routing processes, one foemmise traffic and another for public traffic. The
routing is similar to the Active/Standby configurat for DMVPN because BGP likely selects the
primary interface as the lowest-cost path to thetree site network. It automatically switches ovee
tunnel interface to the backup link when the priynfails. To prevent situations where the Internas h
a lower cost path to the central site, static rewtéth different costs are defined for the centisd
loopback interface. The only other difference imfiguration is the default route configuration.
Non-enterprise traffic must be directed out over bHackup link.

Enterprise Routing with OSPF
Enterprise networks are learned through the tuimtelface.

Router(config)# router ospf 1 ! Enables private network OSPF routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# router-id 10.0.0.1 ! Specifies the OSPF router ID

Router(config-router)# network 10.0.0.0 0.0.0.255 area O ! Advertises Data VLAN subnet in
backbone area

Router(config-router)# network 10.0.1.0 0.0.0.255 area 0 ! Advertises Voice VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.0 0.0.0.31 area 0 ! Advertises Management VLAN
subnet in backbone area

Router(config-router)# network 10.0.2.64 0.0.0.15 area 0 ! Advertises DMZ VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.80 0.0.0.3 area 0 ! Advertises Tunnel subnet in
backbone area

Router(config-router)# network 10.0.2.88 0.0.0.3 area 0 ! Advertises WAAS subnet in
backbone area

Router(config-router)# exit

Enterprise Routing with EIGRP
Enterprise networks are learned through the tuimtetface.

Router(config)# router eigrp 1 ! Enables private network EIGRP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# network 10.0.0.0 0.0.0.255 ! Advertises Data VLAN subnet
Router(config-router)# network 10.0.1.0 0.0.0.255 ! Advertises Voice VLAN subnet
Router(config-router)# network 10.0.2.0 0.0.0.31 ! Advertises Management VLAN subnet
Router(config-router)# network 10.0.2.64 0.0.0.15 ! Advertises DMZ VLAN subnet
Router(config-router)# network 10.0.2.80 0.0.0.3 ! Advertises Tunnel subnet
Router(config-router)# network 10.0.2.88 0.0.0.3 ! Advertises WAAS subnet
Router(config-router)# exit

Enterprise Routing with RIPv2
Enterprise networks are learned through the Tuimtelface.
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Router(config)# router rip ! Enables private network RIP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# version 2 ! Enable RIP version 2

Router(config-router)# network 10.0.0.0 ! Advertises all branch subnets
Router(config-router)# exit

Service Provider Routing with BGP

The BGP routing process is responsible for estabigthe tunnel link by advertising the loopback
network. In the default BGP configuration, the mruliearns public routes that are advertised byRke
or ISP router. A large routing table would slow dothe destination network lookup process. In gelnera
network service providers should not advertise imé¢ routes to the branch network; an access list
should be defined to exclude public routes.

Router(config)# access-list 20 permit 209.165.201.8 0.0.0.3 ! Permits Loopback network and
blocks all others

Router(config)# router bgp 1 ! Enables public and loopback network BGP routing p rocess
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing

advertisements on the LAN interface

Router(config-router)# neighbor 192.168.0.2 remote-as 65015 ! Neighbor router IP for

primary link that is in autonomous system 65015

Router(config-router)# neighbor 209.165.201.2 remote-as 65016 ! Neighbor router IP for

backup link that is in autonomous system 65016

Router(config-router)# network 192.168.0.0 mask 255.255.255.252 ! Advertises primary WAN
link subnet

Router(config-router)# network 209.165.201.0 mask 255.255.255.252 ! Advertises backup WAN
link subnet

Router(config-router)# network 209.165.201.8 mask 255.255.255.252 ! Advertises Loopback
subnet

Router(config-router)# distribute-list 20 in ! Block all routing updates except for

Loopback network

Router(config-router)# exit

Finally, static routes are defined to direct traffdo the public network. When the primary link tige,
it is used as the default for all traffic. When tha&ckup link is active, it is used as the defaaitdll
traffic. In addition, static routes ensure that tlemtral site loopback interface is routed overghenary
link when it is in an active state.

Router(config)# ip route 0.0.0.0 0.0.0.0 192.168.0.2 250 | Sets the primary WAN link as
default for all traffic with higher cost than the b ackup WAN link

Router(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2 ! Sets the backup WAN link as

default for all traffic with lower cost than the pr imary link

Router(config)# ip route 209.165.201.10 255.255.255.255 192.168.0.2 | Sets the primary WAN
link as the preferred interface for reaching the ce ntral site Loopback interface

Router(config)# ip route 209.165.201.10 255.255.255.255 209.165.201 .2 250 ! Setsthe
backup WAN link as the preferred interface for reac hing the central site Loopback

interface

Active/Active Primary/Backup WAN Links with GETVPN on Primary Link and DMVPN on Backup Link Implementation

As in the Active/Standby configuration with DMVPRrhis implementation differs from the
Active/Standby GETVPN and DMVPN implementation lretassignment of static routes for loopback
network and public traffic.

Router(config)# access-list 10 permit 172.16.0.0 0.0.255.255 ! Permits all Enterprise
networks
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Enterprise Routing with OSPF
Enterprise networks are learned through the prinvAN interface.

Router(config)# router ospf 1 ! Enables private network OSPF routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# router-id 10.0.0.1 ! Specifies the OSPF router ID

Router(config-router)# network 10.0.0.0 0.0.0.255 area 0 ! Advertises Data VLAN subnet in
backbone area

Router(config-router)# network 10.0.1.0 0.0.0.255 area 0 ! Advertises Voice VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.0 0.0.0.31 area 0 ! Advertises Management VLAN
subnet in backbone area

Router(config-router)# network 10.0.2.64 0.0.0.15 area 0 ! Advertises DMZ VLAN subnet in
backbone area

Router(config-router)# network 10.0.2.80 0.0.0.3 area 0 ! Advertises Tunnel subnet in
backbone area

Router(config-router)# network 10.0.2.88 0.0.0.3 area 0 ! Advertises WAAS subnet in
backbone area

Router(config-router)# network 192.168.0.0 0.0.0.3 area 0 ! Advertises primary WAN link
subnet in the backbone area

Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Enterprise Routing with EIGRP
Enterprise networks are learned through the prinv&N interface.

Router(config)# router eigrp 1 ! Enables private network EIGRP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# network 10.0.0.0 0.0.0.255 ! Advertises Data VLAN subnet
Router(config-router)# network 10.0.1.0 0.0.0.255 ! Advertises Voice VLAN subnet
Router(config-router)# network 10.0.2.0 0.0.0.31 ! Advertises Management VLAN subnet
Router(config-router)# network 10.0.2.64 0.0.0.15 ! Advertises DMZ VLAN subnet
Router(config-router)# network 10.0.2.80 0.0.0.3 ! Advertises Tunnel subnet
Router(config-router)# network 10.0.2.88 0.0.0.3 ! Advertises WAAS subnet
Router(config-router)# network 192.168.0.0 0.0.0.3 ! Advertises primary WAN link subnet
Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Enterprise Routing with RIPv2
Enterprise networks are learned through the prinv&N interface.

Router(config)# router rip ! Enables private network RIP routing process
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing
advertisements on the LAN interface

Router(config-router)# no auto-summary ! Disable automatic route summarization
Router(config-router)# version 2 ! Enable RIP version 2

Router(config-router)# network 10.0.0.0 ! Advertises all branch subnets
Router(config-router)# network 192.168.0.0 ! Advertises primary WAN link subnet
Router(config-router)# distribute-list 10 in ! Block all Internet routing updates
Router(config-router)# exit

Service Provider Routing with BGP

The BGP routing process is responsible for esthbigthe tunnel link by advertising the loopback
network. In the default BGP configuration, the mutearns public routes advertised by the ISP moute
In general, network service providers should noteatise Internet routes to the branch network; an
access list should be defined to exclude publicesu

Router(config)# access-list 20 permit 209.165.201.8 0.0.0.3 ! Permits Loopback network and
blocks all others
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Router(config)# router bgp 1 ! Enables public and loopback network BGP routing p rocess
Router(config-router)# passive interface GigabitEthernet4/0 ! Disables routing

advertisements on the LAN interface

Router(config-router)# neighbor 209.165.201.2 remote-as 65016 ! Neighbor router IP for

backup link that is in autonomous system 65016

Router(config-router)# network 209.165.201.0 mask 255.255.255.252 ! Advertises backup WAN
link subnet

Router(config-router)# network 209.165.201.8 mask 255.255.255.252 ! Advertises Loopback
subnet

Router(config-router)# distribute-list 20 in ! Block all routing updates except for

Loopback network

Router(config-router)# exit

There is a possibility that the tunnel link hagwér cost to the central site than the primary WiX.
To prevent traffic from being sent over the tunliek when the WAN link is available, the tunnel
interface is defined as backup for the primary Wikiterface.

Router(config)# interface Multilink1 ! Enters multilink interface configuration mode
Router(config-if)# backup interface Tunnell | Specifies backup interface
Router(config-if)# exit

Finally, static routes are defined to direct traffdo the public network. When the primary link tige,
it is used as the default for all route traffic. @hthe backup link is active, it is used as thedkfroute

for all traffic.

Router(config)# ip route 0.0.0.0 0.0.0.0 192.168.0.2 250 | Sets the primary WAN link as
default for all traffic with higher cost than backu p WAN link

Router(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2 ! Sets the backup WAN link as
default for all traffic with lower cost than primar y WAN link

Multicast Implementation
Previous sections have shown how to apply multioastach interface.
Router(config)# ip multicast-routing ! Enables multicast routing
Multicast Verification

To verify your multicast configuration, enter tha@lbwing command:

Router# show ip pim neighbor
PIM Neighbor Table

Mode: B - Bidir Capable, DR - Designated Router, N - Default DR Priority,
S - State Refresh Capable
Neighbor Interface Uptime/E xpires Ver DR
Address Prio/Mode
192.168.0.1 Multilink1 00:00:16 /00:01:27v2 1/SP
Router#
DHCP Implementation
Addresses were dynamically assigned for the dadavaite VLAN devices. The DMZ server used static
addressing.
Router(config)# ip dhcp excluded-address 10.0.1.1 10.0.1.10 ! Specifies the addresses to
be excluded from DHCP
Router(config)# ip dhcp excluded-address 10.0.1.245 10.0.1.254 ! Specifies the addresses
to be excluded from DHCP
Router(config)# ip dhcp pool IP-PHONES ! Specifies DHCP pool for IP Phones
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Router(dhcp-config)# network 10.0.1.0 255.255.255.0 ! Specifies the DHCP address range
Router(dhcp-config)# default-router 10.0.1.3 ! Specifies the default HSRP gateway
Router(dhcp-config)# option 150 ip 10.0.0.2 ! Specifies the default TFTP server
Router(dhcp-config)# lease 30 ! Sets the lease expiration to 1 month
Router(dhcp-config)# exit
Router(config)# ip dhcp excluded-address 10.0.0.1 10.0.0.30 ! Specifies the addresses to
be excluded from DHCP
Router(config)# ip dhcp excluded-address 10.0.0.245 10.0.0.254 ! Specifies the addresses
to be excluded from DHCP
Router(config)# ip dhcp pool PCS ! Specifies the DHCP pool for PCs
Router(dhcp-config)# network 10.0.0.0 255.255.255.0 ! Specifies the DHCP address range
Router(dhcp-config)# default-router 10.0.0.3 ! Specifies the default HSRP gateway
Router(dhcp-config)# exit
Router(config)# service dhcp | Starts the DHCP server

DHCP Verification
To verify your DHCP configuration, enter tbeow ip dhcp binding command to display the IP address
details leased by the DHCP server.
Router# show ip dhcp binding
Bindings from all pools not associated with VRF:
IP address Client-1D/ Lease e xpiration Type

Hardware address/
User name

10.0.1.26 0100.1e4a.a8e5.el Infinite Automatic
10.0.1.29 0100.5060.0387.20 Infinite Automatic
Router#

NAT Implementation
Router(config)# ip access-list standard NAT-BRANCH ! Defines extended ACL for translation
Router(config-ext-nacl)# permit 10.0.0.0 0.0.0.255
Router(config-ext-nacl)# exit
Router(config)# ip nat translation tcp-timeout 300 ! Specifies timeout value for TCP ports
Router(config)# ip nat inside source list NAT-BRANCH interface ATMO /2/IMAO.1 overload
! Enables NAT for traffic that matches the ACL (Ins ide local) and translates the source
! address to specified interface address (Inside gl obal) on the backup interface
Router(config)# interface GigabitEthernet4/0.1 ! Enters gigabit Ethernet configuration
mode
Router(config-subif)# ip nat inside ! Specifies the interface as connected to inside
network
Router(config-subif)# exit
Router(config)# interface ATM0/2/IMAO.1 ! Enters backup interface configuration mode
Router(config-if)# ip nat outside ! Specifies the interface as connected to outside
network
Router(config-if)# exit

NAT Verification

To verify your NAT configuration, enter the follomg command:

Router# show ip nat translations

Pro Inside global  Inside local Outside | ocal  Outside global

tcp 22

10.0.0.15: 2140 10.0.0.15: 2140 201.165.201. 1:2000 201.165.201.1:2000
Router#
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Quality of Service Implementation

Quality of service (QoS) identifies business-catitraffic and ensures that appropriate bandwidtti a
network resources are allocated according to asiflaation scheme. QoS includes classification of
different traffic types, marking specific fields irayer 2 or Layer 3 headers, prioritizing the traffased
on the marked field, and dropping unwanted traffic.

Eight-Class QoS was configured to match trafficsdrhon the NBAR protocol classification or using
Layer 2 or Layer 3 header information. A differéevtel of service is provided for the matched traffi
The QoS scheme also checks for any unwanted trafiicdrops it if matches are found in the incoming
traffic from the LAN. A parent policy-map is configed to shape the outgoing traffic to a specifietr
(as per the service provider), and a child policgpnis applied to the shaping queue.

Router(config)# ip access-list extended ACL-FTP ! Defines extended ACL to identify traffic
from a local FTP server

Router(config-ext-nacl)# permit ip host 10.0.0.4 any

Router(config-ext-nacl)# exit

Defines two extended access lists (101 and 102) to classify PCs running enterprise
applications

Router(config)# access-list 101 permit ip host 10.0.0.5 host 172.16 .0.30
Router(config)# access-list 101 permit ip host 10.0.0.6 host 172.16 .0.30
Router(config)# access-list 102 permit ip host 10.0.0.7 any

Router(config)# access-list 102 permit ip host 10.0.0.8 any

Router(config)# access-list 102 permit ip host 10.0.0.9 any
Router(config)# access-list 102 permit ip host 10.0.0.10 any

Router(config)# ip nbar port-map custom-02 udp 1434 I Customizes NBAR protocol to match
UDP port 1434 used by the SQL Slammer and Sapphire worms

Router(config)# ip nbar port-map custom-03 tcp 5554 9996 ! Customizes NBAR protocol to
match TCP ports 5554 and 9996 used by the Sasser wo rm

Router(config)# ip nbar port-map custom-04 tcp 445 ! Customize NBAR protocol to match TCP
port 445 used by Microsoft SMB protocol for file sh aring

Router(config)# class-map match-all SQL-SLAMMER ! Defines Class map for Sqgl-Slammer
traffic

Router(config-cmap)# match protocol custom-02 ! Matches traffic with port number in
custom-02

Router(config-cmap)# match packet length min 404 max 404 ! Matches traffic with packet
length 404 bytes

Router(config-cmap)# exit

Router(config)# class-map match-any WORMS ! Defines class map for unwanted traffic
Router(config-cmap)# match protocol http url "*.ida*" ! Matches HTTP traffic with the
specific string in the URL

Router(config-cmap)# match protocol http url "*cmd.exe*" | Matches HTTP traffic with the
specific string in the URL

Router(config-cmap)# match protocol http url "*root.exe*" ! Matches HTTP traffic with the
specific string in the URL

Router(config-cmap)# match protocol http url "*readme.eml|*" I Matches HTTP traffic with
the specific string in the URL

Router(config-cmap)# match class-map SQL-SLAMMER ! Matches SQL-Slammer worm signature
Router(config-cmap)# match protocol custom-03 ! Matches Sasser worm signature
Router(config-cmap)# exit

Router(config)# class-map match-any VOICE ! Defines class map for Voice traffic
Router(config-cmap)# match ip dscp ef ! Matches traffic with DSCP set to EF
Router(config-cmap)# exit

Router(config)# class-map match-all INTERACTIVE-VIDEO ! Defines class map for interactive
video traffic

Router(config-cmap)# match ip dscp af4l af42 ! Matches traffic with DSCP set to AF41 or
AF42

Router(config-cmap)# exit

Router(config)# class-map match-all SCAVENGER ! Defines class map for Scavenger traffic
Router(config-cmap)# match ip dscp csl | Matches traffic with DSCP set to cs1
Router(config-cmap)# exit
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Router(config)# class-map match-any MISSION-CRITICAL ! Defines classmap for mission
critical traffic

Router(config-cmap)# match ip dscp cs3 ! Matches traffic with DSCP set to CS3
Router(config-cmap)# match ip dscp af31 ! Matches traffic with DSCP set to AF31
Router(config-cmap)# match access-group 101 ! Matches ip traffic in ACL 101
Router(config-cmap)# match ip dscp 25 ! Matches traffic with DSCP set to 25
Router(config-cmap)# match protocol http I Matches HTTP traffic

Router(config-cmap)# exit

Router(config)# class-map match-any INTERNETWORK-CONTROL ! Defines class map for routing
control traffic

Router(config-cmap)# match ip dscp cs6 ! Matches traffic with DSCP set to CS6
Router(config-cmap)# exit

Router(config)# class-map match-any TRANSACTIONAL-DATA ! Defines class map for
transactional data traffic

Router(config-cmap)# match ip dscp af21 af22 ! Matches traffic with DSCP set to AF21 or
AF22

Router(config-cmap)# match access-group 102 ! Matches ip traffic in ACL
Router(config-cmap)# match protocol custom-04 I Matches traffic with port number mentioned
in custom-04

Router(config-cmap)# exit

Router(config)# class-map match-any BULK-DATA ! Defines Class map for bulk traffic
Router(config-cmap)# match ip dscp afll afl2 ! Matches traffic with DSCP set to AF11 or
AF12

Router(config-cmap)# match protocol ftp | Matches FTP traffic

Router(config-cmap)# match access-group name ACL-FTP ! Matches ip traffic in ACL-FTP ACL
Router(config-cmap)# exit

Router(config)# policy-map EIGHT-CLASS-V3PN-EDGE ! Defines child policy map

Router(config-pmap)# class VOICE ! Matches traffic classified by VOICE class-map

Router(config-pmap-c)# priority % 18 ! Specifies guaranteed bandwidth of 14% of interfac e
bandwidth

Router(config-pmap-c)# class INTERACTIVE-VIDEO !Matches traffic classified by

INTERACTIVE-VIDEO class-map

Router(config-pmap-c)# priority % 10 | Specifies guaranteed bandwidth of 6% of interface

bandwidth

Router(config-pmap-c)# class MISSION-CRITICAL ! Matches traffic classified

byMISSION-CRITICAL class-map

Router(config-pmap-c)# bandwidth % 25 ! Specifies a minimum bandwidth of 25% of interface

bandwidth

Router(config-pmap-c)# random-detect ! Specifies to drop TCP packet randomly to avoid ta il
drop

Router(config-pmap-c)# class INTERNETWORK-CONTROLU Matches traffic classified by
INTERNETWORK-CONTROL class-map

Router(config-pmap-c)# bandwidth % 3 ! Specifies a minimum bandwidth of 3% of interface

bandwidth

Router(config-pmap-c)# class TRANSACTIONAL-DATA ! Matches traffic classified by
TRANSACTIONAL-DATA class-map

Router(config-pmap-c)# bandwidth % 12 ! Specifies a minimum bandwidth of 18% of interface

bandwidth

Router(config-pmap-c)# random-detect ! Specifies to drop TCP packet randomly to avoid ta il
drop

Router(config-pmap-c)# class BULK-DATA ! Matches traffic classified by BULK-DATA class map
Router(config-pmap-c)# bandwidth % 5 ! Specifies a minimum bandwidth of 5% of interface

bandwidth

Router(config-pmap-c)# class SCAVENGER ! Matches traffic classified by SCAVANGER class map
Router(config-pmap-c)# bandwidth % 2 ! Specifies a minimum bandwidth of 2% of interface

bandwidth

Router(config-pmap-c)# class class-default ! Defines default class

Router(config-pmap-c)# bandwidth % 25 ! Specifies a minimum bandwidth of 25% of interface

bandwidth

Router(config-pmap-c)# random-detect ! Specifies to drop TCP packet randomly to avoid ta il
drop

Router(config-pmap-c)# exit

Router(config-pmap)# exit
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After creating the following two policy maps, apglyem on WAN interfaces as described in the DS-3,
DS-1, and Gigabit Ethernet interface configuratsaction.

Router(config)# policy-map EIGHT-CLASS-V3PN-EDGE-SHAPE ! Defines parent policy map for
Primary interface

Router(config-pmap)# class class-default I Matches all traffic

Router(config-pmap-c)# shape average 6912000 ! Outgoing traffic was shaped at a rate of

6.9 Mbps

Router(config-pmap-c)# service-policy EIGHT-CLASS-V3PN-EDGE ! Attaches traffic policy to
shaping queue.

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# policy-map EIGHT-CLASS-V3PN-EDGE-BACKUP ! Defines parent policy map for
Backup interface

Router(config-pmap)# class class-default I Matches all traffic

Router(config-pmap-c)# shape average 4608000 ! Outgoing traffic was shaped at a rate of

4.6 Mbps

Router(config-pmap-c)# service-policy EIGHT-CLASS-V3PN-EDGE ! Attaches traffic policy to
shaping queue.

Router(config-pmap-c)# exit

Router(config)# map-class frame-relay FR-SHAPING ! Defines a map-class for Frame Relay
traffic shaping

Router(config-map-class)# frame-relay cir 24000000 | Sets average rate to 24 Mbps
Router(config-map-class)# frame-relay bc 120000 I Sets committed burst size to 120 Kb
Router(config-map-class)# frame-relay mincir 24000000 | Sets the minimum guaranteed rate
it should drop in case of congestion to 24 Mbps

Router(config-map-class)# frame-relay adaptive-shaping becn ! Enables to adjust the
shaping rate in response to backward congestion not ification

Router(config-map-class)# service-policy output EIGHT-CLASS-V3PN-EDGE-SHAPE | Attaches
traffic policy to Frame Relay shaping queue.

Router(config-map-class)# exit

Router(config)# policy-map INPUT-POLICY ! Defines Policy map for LAN interface
Router(config-pmap)# class WORMS ! Matches HTTP traffic with Virus

Router(config-pmap-c)# drop ! Drop the traffic

Router(config-pmap-c)# class class-default ! Matches all traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)#

Quality of Service Verification

To verify your QoS configuration, enter tBeow policy-map interface command to display the QoS
policy and related traffic counters on each inteefa

Router# show policy-map interface
GigabitEthernet4/0.1

Service-policy input: INPUT-POLICY

Class-map: WORMS (match-any)
9 packets, 594 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: protocol http url "*.ida*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*cmd.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*root.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*readme.eml*"

[ oL-19089-01
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0 packets, 0 bytes
30 second rate 0 bps
Match: class-map match-all SQL-SLAMMER
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol custom-02
Match: packet length min 404 max 404
Match: protocol custom-03
9 packets, 594 bytes
30 second rate 0 bps
drop

Class-map: class-default (match-any)
103593411 packets, 6980776240 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: any
QoS Set
dscp cos
Packets marked 103593416
GigabitEthernet4/0.2

Service-policy input: INPUT-POLICY

Class-map: WORMS (match-any)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: protocol http url "*.ida*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*cmd.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*root.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*readme.eml*"
0 packets, 0 bytes
30 second rate 0 bps
Match: class-map match-all SQL-SLAMMER
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol custom-02
Match: packet length min 404 max 404
Match: protocol custom-03
0 packets, 0 bytes
30 second rate 0 bps
drop

Class-map: class-default (match-any)
3350613 packets, 212885188 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: any
QoS Set
dscp cos
Packets marked 3350613
GigabitEthernet4/0.3

Service-policy input: INPUT-POLICY

Class-map: WORMS (match-any)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: protocol http url "*.ida*"
0 packets, 0 bytes
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30 second rate 0 bps
Match: protocol http url "*cmd.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*root.exe*"
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http url "*readme.eml*"
0 packets, 0 bytes
30 second rate 0 bps
Match: class-map match-all SQL-SLAMMER
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol custom-02
Match: packet length min 404 max 404
Match: protocol custom-03
0 packets, 0 bytes
30 second rate 0 bps
drop

Class-map: class-default (match-any)
3266743 packets, 201900728 bytes
30 second offered rate 0 bps, drop rate 0 bps
Match: any
QoS Set
dscp cos
Packets marked 3266743
GigabitEthernet0/0/0

Service-policy output: EIGHT-CLASS-V3PN-EDGE-SHAP

Class-map: class-default (match-any)

86921887 packets, 11420188514 bytes

30 second offered rate 1000 bps, drop rate 0

Match: any

Traffic Shaping
Target/Average Byte Sustain Excess

Rate Limit bits/int bits/i

6912000/6912000 43200 172800 172800

Adapt Queue Packets Bytes Packet
Active Depth Delaye
-0 85141012 2709383642 0

Service-policy : EIGHT-CLASS-V3PN-EDGE

Class-map: VOICE (match-any)
1781 packets, 206488 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp ef (46)
0 packets, 0 bytes
30 second rate 0 bps
Queueing
Strict Priority
Output Queue: Conversation 136
Bandwidth 14 ( %)
Bandwidth 967 (kbps) Burst 24175 (Bytes
(pkts matched/bytes matched) 0/0
(total drops/bytes drops) 0/0

Class-map: INTERACTIVE-VIDEO (match-all)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp af41 (34) af42 (36)

Network Fundamental Services Implementation

bps

Interval Increment
nt (ms) (bytes)
25 21600

s Bytes Shaping
d Delayed Active
0 no

bps

bps

Services Ready Small Branch Network System Assurance Guide



System Implementation |

M Network Fundamental Services Implementation

Queueing
Strict Priority
Output Queue: Conversation 136
Bandwidth 6 ( %)
Bandwidth 414 (kbps) Burst 10350 (Bytes
(pkts matched/bytes matched) 0/0
(total drops/bytes drops) 0/0

Class-map: MISSION-CRITICAL (match-any)

1181375 packets, 148873894 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp cs3 (24)
1181375 packets, 148873894 bytes
30 second rate 0 bps
Match: ip dscp af31 (26)
0 packets, 0 bytes
30 second rate 0 bps
Match: access-group 101
0 packets, 0 bytes
30 second rate 0 bps
Match: ip dscp 25
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol http
0 packets, 0 bytes
30 second rate 0 bps
Queueing
Output Queue: Conversation 137
Bandwidth 25 ( %)
Bandwidth 1728 (kbps)
(pkts matched/bytes matched) 0/0
(depth/total drops/no-buffer drops) 0/0/0
exponential weight: 9
mean queue depth: 0

class Transmitted Random drop  Taild
pkts/bytes pkts/bytes pkts/b

0 0/0 0/0 o/
1 0/0 0/0 o/
2 0/0 0/0 o/
31181305/148866418 0/0 o/
4 0/0 0/0 o/
5 0/0 0/0 o/
6 0/0 0/0 o/
7 0/0 0/0 o/
rsvp 0/0 0/0 o/

Class-map: INTERNETWORK-CONTROL (match-any)

1245619 packets, 176240010 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp cs6 (48)
1245619 packets, 176240010 bytes
30 second rate 0 bps
Queueing
Output Queue: Conversation 138
Bandwidth 3 ( %)

Bandwidth 207 (kbps)Max Threshold 64 (p

(pkts matched/bytes matched) 0/0
(depth/total drops/no-buffer drops) 0/0/0

Class-map: TRANSACTIONAL-DATA (match-any)

8833287 packets, 1254893912 bytes
30 second offered rate 1000 bps, drop rat

bps

rop  Minimum Maximum Mark
ytes thresh thresh prob

0

[eNeolNeNeNoNoNeNol

bps

ackets)

e 0 bps

20
22
24
26
28
30
32
34
36

40
40
40
40
40
40
40
40
40

1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
1/10
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Match: ip dscp af21 (18) af22 (20)
8833286 packets, 1254893912 bytes
30 second rate 1000 bps

Match: access-group 102
0 packets, 0 bytes
30 second rate 0 bps

Match: protocol custom-04
0 packets, 0 bytes
30 second rate 0 bps

Queueing
Output Queue: Conversation 139
Bandwidth 18 ( %)

Bandwidth 1244 (kbps)

(pkts matched/bytes matched) 0/0
(depth/total drops/no-buffer drops) 0/0/0

exponential weight: 9

mean queue depth: 0

class Transmitted Randomdrop  Tail d

pkts/bytes pkts/bytes pkts/b
0 0/0 0/0 o/
1 0/0 0/0 o/
2 8833254/1254889504  0/0 o/
3 0/0 0/0 o/
4 0/0 0/0 o/
5 0/0 0/0 o/
6 0/0 0/0 o/
7 0/0 0/0 o/
rsvp 0/0 0/0 o/

Class-map: BULK-DATA (match-any)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp afl1 (10) af12 (12)
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Match: access-group name aclftp
0 packets, 0 bytes
30 second rate 0 bps
Queueing
Output Queue: Conversation 140
Bandwidth 5 ( %)
Bandwidth 345 (kbps)Max Threshold 64 (p
(pkts matched/bytes matched) 0/0
(depth/total drops/no-buffer drops) 0/0/0

Class-map: SCAVENGER (match-all)
0 packets, 0 bytes
30 second offered rate 0 bps, drop rate 0
Match: ip dscp csl (8)
Queueing
Output Queue: Conversation 141
Bandwidth 2 ( %)
Bandwidth 138 (kbps)Max Threshold 64 (p
(pkts matched/bytes matched) 0/0
(depth/total drops/no-buffer drops) 0/0/0

Class-map: class-default (match-any)
75659826 packets, 9839974210 bytes
30 second offered rate 0 bps, drop rate 0

Network Fundamental Services Implementation

rop  Minimum Maximum Mark
ytes thresh thresh prob
0 20 40 1/10

0 22 40 1/10

0 24 40 1/10

0 26 40 1/10

0 28 40 1/10

0 30 40 1/10

0 32 40 1/10

0 34 40 1/10

0 36 40 1/10
bps

ackets)

bps

ackets)

bps
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Match: any

Queueing
Output Queue: Conversation 142
Bandwidth 25 ( %)
Bandwidth 1728 (kbps)
(pkts matched/bytes matched) 0/0

(depth/total drops/no-buffer drops) 0/0/0

exponential weight: 9
mean queue depth: 0

class Transmitted Randomdrop  Tail d rop Minimum Maximum Mark
pkts/bytes pkts/bytes pkts/b ytes thresh thresh prob

073879122/9719111088 0/0 o/ 0 20 40 1/10

1 0/0 0/0 o/ 0 22 40 1/10

2 18/14796 0/0 o/ 0 24 40 1/10

3 0/0 0/0 o/ 0 26 40 1/10

4 0/0 0/0 o/ 0 28 40 1/10

5 0/0 0/0 o/ 0 30 40 1/10

6 0/0 0/0 o/ 0 32 40 1/10

7 0/0 0/0 o/ 0 34 40 1/10
rsvp 0/0 0/0 o/ 0 36 40 1/10

Virtual-Template10

Service-policy output: EIGHT-CLASS-V3PN-EDGE-BACK UP
Service policy content is displayed for cloned interfaces only such as vaccess and
sessions

Security Services Implementation

¢ Infrastructure Protection Implementation, page 38

¢ Access Control Implementation, page 46

e Secure Connectivity Implementation, page 47

e Threat Defense Detection and Mitigation Implemeintatpage 53

Infrastructure Protection Implementation

e Securing Unused Ports, page 38

e Turning Off Unused Services, page 39
¢ Routing Protocol Security, page 44

¢ Additional Services Measures, page 45

Securing Unused Ports

The following is an example of securing an unused.plhe example applies to both of the accessrlaye

switches.

Switch(config)# interface g1/0/4 ! Enters configuration mode for the specified port
Switch(config-if)# switchport mode access ! Assign the port to access mode
Switch(config-if)# switchport access vlan 333 ! Assign the unused port to Black Hole VLAN
Switch(config-if)# exit
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Turning Off Unused Services

To improve the overall security of the network, isco IOS devices must be secured from
infrastructure attack. As a security best practtisable any unused services because these unused
services are only rarely used for legitimate pugmand can be used to launch a denial of servio&)D
attack. The following example disables the unusadises.

Router(config)# no service pad ! Disable PAD service

Router(config)# no service udp-small-servers ! Disable UDP small server
Router(config)# no service tcp-small-servers ! Disable TCP small server
Router(config)# no ip bootp server ! Disable BOOTP server

Router(confif)# no cdp run ! Disable Cisco Discover Protocol service

Router(config)# no ip source-route ! Disable source routing

Router(config)# no ip classless ! Disable forwarding of packets for unrecognized su bnets
Router(config)# no ip http server ! Disable HTTP server

Router(config)# no ip http secure-server ! Disable HTTPS server
Router(config)# no ip domain-lookup ! Disable DNS server

Router(config) # interface Multilink1 ! Enters interface configuration mode
Router(config-if)# no cdp enable ! Disable Cisco discovery protocol on the interface
Router(config-if)# no ip redirects ! Disable ICMP redirect message
Router(config-if)# no ip proxy-arp ! Disable Proxy ARP

Router(config-if)# no ip unreachables ! Disable ICMP unreachable error message
Router(config-if)# no ip directed-broadcast ! Disable directed broadcasts
Router(config-if)# no ip mask-reply ! Disable ICMP mask reply messages

The unused services can also be disabled by rur@iscp AutoSecure.

Router# auto secure
--- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of
the router, but it will not make it absolutely resi stant
to all security attacks ***

AutoSecure will modify the configuration of your de vice.

All configuration changes will be shown. For a deta iled
explanation of how the configuration changes enhanc e security
and any possible side effects, please refer to Cisc o.com for

Autosecure documentation.
At any prompt you may enter '?' for help.
Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecu re

Is this router connected to internet? [no]: yes

Enter the number of interfaces facing the internet [1]: 3

Controller Timeslots D-Channel Configurable modes S tatus

T10/0/0 24 23 pri/channelized A dministratively up

T10/0/1 24 23 pri/channelized A dministratively up Administratively up
Interface IP-Address ~ OK? Meth od Status Protocol

GigabitEthernet4/0 unassigned  YES NVRA M up up
GigabitEthernet4/0.1 10.0.0.1 YES NVRA M up up
GigabitEthernet4/0.2 10.0.1.1 YES NVRA M up up
GigabitEthernet4/0.3 10.0.2.65 YES NVRA M up up
M

GigabitEthernet4/0.4 10.0.2.1 YES NVRA up up
Serial0/0/0:0 unassigned  YES unse t down down
Serial0/0/0:1 unassigned  YES unse t down down
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Serial0/0/0:2 unassigned  YES unse t down down
Serial0/0/0:3 unassigned  YES unse t down down
Serial0/0/0:4 unassigned  YES unse t down down
Serial0/0/0:5 unassigned  YES unse t down down
Serial0/0/0:6 unassigned  YES unse t down down
Serial0/0/0:7 unassigned  YES unse t down down
Serial0/0/0:8 unassigned  YES unse t down down
Serial0/0/0:9 unassigned  YES unse t down down
Serial0/0/0:10 unassigned  YES unse t down down
Serial0/0/0:11 unassigned  YES unse t down down
Serial0/0/0:12 unassigned  YES unse t down down
Serial0/0/0:13 unassigned  YES unse t down down
Serial0/0/0:14 unassigned  YES unse t down down
Serial0/0/0:15 unassigned  YES unse t down down
Serial0/0/0:16 unassigned  YES unse t down down
Serial0/0/0:17 unassigned  YES unse t down down
Serial0/0/0:18 unassigned  YES unse t down down
Serial0/0/0:19 unassigned  YES unse t down down
Serial0/0/0:20 unassigned  YES unse t down down
Serial0/0/0:21 unassigned  YES unse t down down
Serial0/0/0:22 unassigned  YES unse t down down
Serial0/0/0:23 unassigned  YES NVRA M up up
Serial0/1/0 unassigned  YES NVRA M up up
Serial0/1/1 unassigned  YES NVRA M up up
Serial0/1/2 unassigned  YES NVRA M up up
Serial0/1/3 unassigned  YES NVRA M up up
ATMO/2/IMAO unassigned  YES NVRA M standby mode down
ATMO0/2/IMA0.1 209.165.201.1 YES NVRA M standby mode down
In1/0 10.0.2.85  YES NVRA M up up
Integrated-Service-Engine1/0 10.0.2.89  YES NVRA M administratively down down
Multilink1 192.168.0.1 YES NVRA M up up
Virtual-Access1 unassigned  YES unse t up up
Virtual-Access2 unassigned  YES unse t down down
Virtual-Template10 209.165.201.1 YES TFTP down down
Loopback0 209.165.201.9 YES NVRA M up up
Tunnell 10.0.2.81 YES NVRA M up up
Enter the interface name that is facing the interne t: Multilink1

Enter the interface name that is facing the interne t: ATMO/2/IMAO.1
Enter the interface name that is facing the interne t:  Loopback0

Securing Management plane services...

Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Is SNMP used to manage the router? [yes/no]: no
Disabling SNMP

Here is a sample Security Banner to be shown
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at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-&-So-Enterprise
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character}:

k Unauthorised access to this device is prohibited k
Enable secret is either not configured or

is the same as enable password

Enter the new enable secret:

Confirm the enable secret :

Enter the new enable password:

Confirm the enable password:

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport
Securing device against Login Attacks

Configure the following parameters

Blocking Period when Login Attack detected: 5
Maximum Login failures with the device: 5
Maximum time period for crossing the failed login a ttempts: 5

Configure SSH server? [yes]: yes
Enter hostname: Branch
Enter the domain-name: example.com

Configuring interface specific AutoSecure services
Disabling the following ip services on all interfac es:

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling CEF (This might impact the memory requirem ents for your platform)
Enabling unicast rpf on all interfaces connected

to internet

Configure CBAC Firewall feature? [yes/no]: no

Tcp intercept feature is used prevent tcp syn attac k

on the servers in the network. Create autosec_tcp_i ntercept_list

to form the list of servers to which the tcp traffi cisto

be observed
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Enable tcp intercept feature? [yes/no]: no
This is the configuration generated:

no service finger

no service pad

no service udp-small-servers

no service tcp-small-servers

service password-encryption

service tcp-keepalives-in

service tcp-keepalives-out

no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous-arps

no ip identd

no snmp-server

banner motd ~C Unauthorised access to this device i s prohibited ~C
security passwords min-length 6
security authentication failure rate 10 log
enable secret 5 $1$2gLN$RpNwkFyfJdCjXkMDxY3PI1
enable password 7 011F07065802150C2E
aaa new-model

aaa authentication login local_auth local
line con 0

login authentication local_auth
exec-timeout 5 0

transport output telnet

line aux 0

login authentication local_auth
exec-timeout 10 0

transport output telnet

linevty 0 4

login authentication local_auth
transport input telnet

line tty 1

login authentication local_auth
exec-timeout 15 0

line tty 66

login authentication local_auth
exec-timeout 15 0

line tty 130

login authentication local_auth
exec-timeout 15 0

login block-for 5 attempts 5 within 5

ip domain-name example.com

crypto key generate rsa general-keys modulus 1024
ip ssh time-out 60

ip ssh authentication-retries 2

line vty 0 4

transport input ssh telnet

service timestamps debug datetime msec localtime sh ow-timezone
service timestamps log datetime msec localtime show -timezone

logging facility local2
logging trap debugging
service sequence-numbers
logging console critical
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logging buffered
interface GigabitEthernet4/0
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

no mop enabled
interface GigabitEthernet4/0
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

no mop enabled
interface GigabitEthernet4/0.1
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface GigabitEthernet4/0.2
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface GigabitEthernet4/0.3
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/1/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/1/2

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/1/3

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/0/0:23
no ip redirects

Security Services Implementation
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no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface ATM0/2/IMAO

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface ATMO/2/IMAO.1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Integrated-Service-Enginel/0
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface Integrated-Service-Engine2/0
no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

ip cef

access-list 100 permit udp any any eq bootpc
interface ATMO/3/IMAO.1

ip verify unicast source reachable-via rx allow-de
|

end

Apply this configuration to running-config? [yes]:

Applying the config generated to running-config
The name for the keys will be: Router.example.com

percent The key modulus size is 1024 bits
percent Generating 1024 bit RSA keys, keys will be

Router#

092165: Sep 23 03:03:32.096 PDT: percentAUTOSEC-1-

been Modified on this device
Router#

Routing Protocol Security

Apply an authentication mechanism to all the WAReifaces.

non-exportable...[OK]

MODIFIED: AutoSecure configuration has
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OSPF

EIGRP

RIPv2

Additional Services Measures

Security Services Implementation

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode
Router(config-line)# ip ospf authentication message-digest ! Enables MD5 routing protocol
authentication

Router(config-line)# ip ospf message-digest-key 100 md5 c1$k0Sys ! Sets key and password
for MD5

Router(config)# exit

Router(config)# interface Multilink1 ! Enters serial interface configuration mode
Router(config-line)# ip ospf authentication message-digest ! Enables MD5 routing protocol
authentication

Router(config-line)# ip ospf message-digest-key 100 md5 c1$k0Sys ! Sets key and password
for MD5

Router(config)# exit

Router(config)# key chain EIGRP-KEY ! Creates chain of keys

Router(config-keychain)# key 1 ! Creates a key

Router(config-keychain-key)# key-string c1$k0SyS | Sets the key value
Router(config-keychain-key)# exit

Router(config-keychain)# exit

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode
Router(config-line)# ip authentication mode eigrp 100 md5 ! Enables MD5 routing protocol
authentication

Router(config-line)# ip authentication key-chain eigrp 100 EIGRP-KEY ! Sets key and
password for MD5

Router(config)# exit

Router(config)# interface Multilink1 | Enters serial interface configuration mode
Router(config-line)# ip authentication mode eigrp 100 md5 ! Enables MD5 routing protocol
authentication

Router(config-line)# ip authentication key-chain eigrp 100 EIGRP-KEY ! Sets key and
password for MD5

Router(config)# exit

Router(config)# key chain RIP-KEY ! Creates chain of keys

Router(config-keychain)# key 1 ! Creates a key

Router(config-keychain-key)# key-string c1$k0SyS | Sets the key value
Router(config-keychain-key)# exit

Router(config-keychain)# exit

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode
Router(config-line)# ip rip authentication mode md5 ! Enables MD5 routing protocol
authentication

Router(config-line)# ip rip authentication key-chain RIP-KEY ! Sets key and password for
MD5

Router(config)# exit

Router(config)# interface Multilink1 | Enters serial interface configuration mode
Router(config-line)# ip rip authentication mode md5 ! Enables MD5 routing protocol
authentication

Router(config-line)# ip rip authentication key-chain RIP-KEY ! Sets key and password for
MD5

Router(config)# exit

Router(config)# line vty 0 4 ! Specifies VTY line specific parameters
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Router(config-line)# transport input ssh ! Allows only SSH connection

Router(config)# exit

Router(config)# ip http secure-server | Enables HTTPS service

Router(config)# ip http authentication aaa login-authentication def ault ! Specifies to use

AAA database for HTTP login

Verification of Additional Services Measures

To verify your additional services configuratiomter the following command.

Router# show ip ssh
SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication re tries: 3

Access Control Implementation

Authentication, Authorization, and Accounting (AAAg an architectural framework for consistently
configuring a set of independent security functidbprovides a modular way of performing
authentication, authorization, and accounting usimgotocol such as RADIUS or TACACS.

In the branch architecture, AAA is the primary madtfor access control, using RADIUS as the protocol
for communication between network devices and té\ AServer.

Router(config)# aaa new-model ! Enables Authentication, Authorization and Account ing
services

Router(config)# aaa group server radius AAA-BRANCH ! Specifies the RADIUS server group
Router(config-sg-radius)# server 172.16.0.80 auth-port 1645 acct-port 1646 | Specifies the
RADIUS server ip address

Router(config-sg-radius)# aaa authentication login default group radius local | Specifies
default login authentication to use RADIUS server d atabase

Router(config-sg-radius)# aaa authentication login VPN-AUTH-LIST group radius local !
Specifies SSL VPN login authentication to use RADIU S server database

Router(config)# aaa session-id common ! Specifies the use of the same session identifier

for all invocations of accounting services

Router(config)# radius-server key BRANCH-KEY ! Specifies RADIUS server key

Password Management

Router(config)# security passwords min-length 8 ! Sets minimum length of passwords to 8
characters

Router(config)# service password-encryption I Enables Cisco 10S to encrypt all password in
configuration file

Router(config)# enable password level 7 C1$k0SyS I Enables configuration password with
privilege level 7

Router(config)# enable secret level 5 C1$k0SyS ! Enables configuration password stored
with MD5 encryption with privilege level 5

Router(config)# security authentication failure rate 10 log ! Allows up to 10 unsuccessful
login attempts with a syslog entry for attempts tha t exceed the threshold
Router(config)# username admin password C1$k0SyS ! Sets login password
Switch-Access(config)# service password-encryption ! Enables Cisco 10S to encrypt all
password in configuration file

Switch-Access(config)# enable secret level 5 C1$k0SyS ! Enables configuration password

stored with MD5 encryption with privilege level 5

Services Ready Small Branch Network System Assurance Guide



| System Implementation

Security Services Implementation

Secure Connectivity Implementation

e GETVPN Key Server, page 47
¢ DMVPN Implementation, page 48
e SSL VPN Implementation, page 50

Group Encrypted Transport Virtual Private Netwo(lGETVPN) eliminates the need for tunnels across
the WAN. By removing the need for point-to-poinhtiels, meshed networks can scale better while
maintaining network-intelligence features that aritical to voice and video quality, such as QoS,
routing, and multicast. GETVPN offers a new standabased IPsec security model that is based on the
concept of “trusted” group members. Trusted menmbaters use a common security methodology that
is independent of any point-to-point IPsec tunmédtionship.

GET-based networks can be used in a variety of Véaronments, including IP and Multiprotocol
Label Switching (MPLS). MPLS VPNs that use this mpption technology are highly scalable,
manageable, and cost-effective, and they meet gavent-mandated encryption requirements. The
flexible nature of GET allows security-consciougerprises either to manage their own network
security over a service provider WAN service owoffioad encryption services to their providers. GET
simplifies securing large Layer 2 or MPLS netwotkat require partial or full-mesh connectivity.

In the Services Ready Small Branch Foundation, GEN\éncryption was used on the primary WAN

link.

Router(config)# crypto isakmp policy 1 ! Identifies the policy to create and enters

isakmp configuration mode

Router(config-isakmp)# encryption 3des ! Specifies the 3-DES encryption algorithm
Router(config-isakmp)# authentication pre-share ! Specifies authentication with preshared

keys

Router(config-isakmp)# hash md5 ! Specifies hash algorithm as MD5

Router(config-isakmp)# group 2 ! Specifies the 1024-bit Diffie-Hellman group

Router(config-isakmp)# lifetime 28800 ! Specifies the lifetime of IKE security associatio n
Router(config-isakmp)# crypto isakmp key VPN-KEY address 209.165.201.10 | Specifies static
key for the ISAKMP negotiation with peer device usi ng remote peer Loopback address
Router(config)# crypto isakmp keepalive 30 ! Enables keepalives between peers with

specified interval

Router(config)# crypto gdoi group GET-GROUP ! Enters GDOI group configuration mode.
Router(config-gdoi-group)# identity number 1357924680 ! Sets GDOI group number
Router(config-gdoi-group)# server address ipv4 209.165.201.10 ! Specifies GDOI key server
address

Router(config-gdoi-group)# crypto map VPN-MAP local-address Loopback0 ! Specifies the
interface to be used by the crypto map for the IPSE C traffic

Router(config)# crypto map VPN-MAP 1 gdoi ! Enters crypto map configuration mode and

creates or modifies a crypto map entry.

Router(config-crypto-map)# set group GET-GROUP ! Associates the GDOI group to the crypto

map.

Router(config-crypto-map)# gos pre-classify ! Enables QoS on VPN tunnel interface
Router(config-crypto-map)# exit

Apply theVPN-MAPon all WAN interfaces and subinterfaces.

Router(config-fr-dici)# crypto map VPN-MAP

or

Router(config-if)# crypto map VPN-MAP
GETVPN Key Server

The key server was configured at the central larati
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KEY-SERVER(config)#  crypto isakmp policy 1 ! Defines an IKE policy
KEY-SERVER(config-isakmp)# encryption 3des | Specifies 3-DES encryption algorithm
KEY-SERVER(config-isakmp)# authentication pre-share ! Specifies authentication with

preshared keys
KEY-SERVER(config-isakmp)# group 2 ! Specifies the 1024-bit Diffie-Hellman group

KEY-SERVER(config-isakmp)# lifetime 28800 ! Specifies the lifetime of IKE security
association
KEY-SERVER(config)#  crypto ipsec transform-set GET-GROUP esp-aes 256 es p-sha-hmac !
Defines a IPSec transform set with ESP encapsulatio n and AES 256 bit encryption
KEY-SERVER(cfg-crypto-trans)# crypto ipsec profile GET-VPN ! Defines a profile and enters
IPSEC configuration mode
KEY-SERVER(ipsec-profile)# set security-association lifetime seconds 86400 | Specifies
security association lifetime
KEY-SERVER(ipsec-profile)# set transform-set GET-GROUP ! Specifies which transform sets
can be used with the crypto map entry.
KEY-SERVER(ipsec-profile)# crypto gdoi group GET-GROUP ! Identifies a GDOI group and
enters GDOI group configuration mode
KEY-SERVER(config-gdoi-group)# identity number 1357924680 ! Sets GDOI group number
KEY-SERVER(config-gdoi-group)# server local ! Specified GDOI key server as local and
enters its configuration
KEY-SERVER(gdoi-local-server)# rekey address ipv4 REKEY-ADDRESS ! Defines destination
information for rekey messages as defined in the RE KEY-ADDRESS ACL
KEY-SERVER(gdoi-local-server)# rekey lifetime seconds 300 ! Limits the number of seconds
that any one encryption key should be used
KEY-SERVER(gdoi-local-server)# rekey retransmit 10 number 2 ! Specifies the number of
times the rekey message is retransmitted
KEY-SERVER(gdoi-local-server)# rekey authentication mypubkey rsa REKEY-RSA ! Specifies the
keys to be used for a rekey to GDOI group members
KEY-SERVER(gdoi-local-server)# sa ipsec 1 ! Specifies the IPsec SA policy information to
be used for a GDOI group and enters GDOI SA IPsec ¢ onfiguration mode
KEY-SERVER(gdoi-sa-ipsec)# profile GET-VPN ! Defines the IPsec SA policy for a GDOI group
KEY-SERVER (gdoi-sa-ipsec)# match address ipv4 SA-ACL | Specifies an IP extended access
list for a GDOI registration.
KEY-SERVER (gdoi-sa-ipsec)# replay counter window-size 64 ! Specifies the window-size for
the replay counter
KEY-SERVER (config)# ip access-list extended REKEY-ADDRESS ! Defines an extended
access-list and enters acl mode
KEY-SERVER (config-ext-nacl)# permit udp host host 209.165.201.10 eq 848 host 239.1.100.1
eq 248 ! Permits packets from a specific address to regist er with the Key-Server at its
multicast address
KEY-SERVER (config)# ip access-list extended SA-ACL ! Defines an extended access-list and
enters acl mode
KEY-SERVER(config-ext-nacl)# permit ip 10.0.0.0 0.0.0.255 172.16.0.0 0.0.255.255
! Permits traffic from branch subnets to central si te subnets and vice versa
KEY-SERVER(config-ext-nacl)# permit ip 10.0.1.0 0.0.0.255 172.16.0.0 0.0.255.255
KEY-SERVER(config-ext-nacl)# permit ip 10.0.2.0 0.0.0.31 172.16.0.0 0.0.255.255
KEY-SERVER(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255
KEY-SERVER(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.1.0 0.0.0.255
KEY-SERVER(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.2.0 0.0.0.31

DMVPN Implementation

Dynamic Multipoint Virtual Private Network (DMVPN} useful for building scalable IPsec VPNs.
DMVPN uses a centralized architecture to provideieaimplementation and management for
deployment that requires granular access contrmodliverse users including teleworkers and mobile
workers.

Services Ready Small Branch Network System Assurance Guide



| System Implementation

Security Services Implementation

Cisco DMVPN allows branch locations to communicditectly with each other over the public WAN
or Internet, such as when using Voice over IP (Ydietween two branch offices, but does not require
a permanent VPN connection between sites. In theiGes Ready Small Branch Network, DMVPN
was tested on both the primary WAN link and thekwgcWAN link depending on whether the tunnel
interface is active.

Router(config)# crypto isakmp policy 1 ! Defines IKE policy

Router(config-isakmp)# encr 3des ! Specifies the encryption mode as 3DES

Router(config-isakmp)# hash md5 ! Specifies hash algorithm as MD5

Router(config-isakmp)# authentication pre-share | Specifies authentication with pre-shared
keys

Router(config-isakmp)# group 2 ! Specifies 1024-bit Diffie-Hellman group

Router(config-isakmp)# lifetime 28800 I Specifies the lifetime of IKE security associatio n
Router(config)# crypto isakmp key VPN-KEY address 209.165.201.10 ! Defines the preshared
key to be used for authentication

Router(config)# crypto isakmp keepalive 30 ! Enables keepalives between peers with

specified interval

Router(config)# crypto ipsec transform-set DM-GROUP esp-3des esp-md 5-hmac ! Specifies
IPSec transform set with ESP encapsulation and AES 256 bit encryption
Router(cfg-crypto-trans)# exit

Router(config)# crypto ipsec profile DM-VPN ! Defines IPSec Profile

Router(ipsec-profile)# set security-association lifetime seconds 86400 ! Specifies the
amount of time for SA to be active

Router(ipsec-profile)# set transform-set DM-GROUP ! Specifies the IPSec transform set for
encrypting traffic

Router(ipsec-profile)# exit

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode

Router(config-if)# ip address 10.0.2.81 255.255.255.252 ! Specifies tunnel interface IP
address

Router(config-if)# ip mtu 1416 ! Sets the MTU size to 1416 bytes

Router(config-if)# tunnel source Loopback 0 | Specifies the source address to be used for
tunnel packets

Router(config-if)# ip nbar protocol-discovery ! Enables NBAR protocol discovery
Router(config-if)# ip flow ingress | Enables Netflow accounting on incoming traffic
Router(config-if)# ip flow egress ! Enables Netflow accounting on outgoing traffic
Router(config-if)# ip nhrp authentication KEY-BR ! Specifies authentication string
Router(config-if)# ip nhrp map 172.16.0.10 209.165.201.10 ! Specifies central site Tunnel
address to Tunnel source mapping

Router(config-if)# ip nhrp map multicast 209.165.201.10 | Enables Broadcast/Multicast
support for Tunnel source address

Router(config-if)# ip nhrp network-id 100000 ! Specifies network identifier for this NBMA
network

Router(config-if)# ip nhrp holdtime 300 ! Specifies the time the NHRP address will be
advertised as valid

Router(config-if)# ip nhrp nhs 172.16.0.10 ! Specifies next hop server as the Tunnel

interface

Router(config-if)# load-interval 30 ! Specifies the interval for computing load statist ics
Router(config-if)# gos pre-classify ! Enables QoS on VPN tunnel interface

Router(config-if)# tunnel mode gre multipoint ! Specifies the tunnel mode as multipoint

GRE

Router(config-if)# tunnel key 100000 ! Specifies the tunnel key

Router(config-if)# tunnel protection ipsec profile DM-VPN ! Associate IPSec profile with

tunnel interface

Apply the following command on the Tunnel interfaafter definingVPN security zone.

Router(config-if)# zone-member security VPN ! Adds this interface to firewall zone called
VPN
DMVPN Verification
To verify your DMVPN configuration, enter the follahg commands:
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Router# show crypto ipsec sa

interface: Tunnell

Crypto map tag: Tunnell-head-0, local addr 209. 165.201.9

protected vrf: (none)

local ident (addr/mask/prot/port): (209.165.201 .9/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (209.165.201 .10/255.255.255.255/47/0)

current_peer 209.165.201.10 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 13642629, #pkts encrypt: 13642629 , #pkts digest: 13642629
#pkts decaps: 16147685, #pkts decrypt: 16147685 , #pkts verify: 16147685
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress fai led: 0
#send errors 1, #recv errors 5522

local crypto endpt.: 209.165.201.9, remote cry pto endpt.: 209.165.201.10
path mtu 1514, ip mtu 1514, ip mtu idb Loopbac ko
current outbound spi: 0x6523EA4E(1696852558)

inbound esp sas:
spi: 0x2DD40AB3(768871091)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 11125, flow_id: AIM-VPN/SSL-3:125, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4435361/55246)
IV size: 8 bytes

replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x6523EA4E(1696852558)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 11126, flow_id: AIM-VPN/SSL-3:126, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4419430/55246)
IV size: 8 bytes

replay detection support: Y
Status: ACTIVE

outbound ah sas:
outbound pcp sas:

Router# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn -id slot status
209.165.201.9 209.165.201.10 QM_IDLE 21440 O ACTIVE

SSL VPN Implementation

Secure Socket Layer Virtual Private Network (SSLNJFs used to connect remote office users directly

to the branch and provide them access to resoimade DMZ VLAN. They are also able to place calls
using PC soft phones.

Router(config)# crypto pki trustpoint SSLVPN ! Defines a PKI certificate trust point
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Router(ca-trustpoint)#
certificate authority
Router(ca-trustpoint)#
in the certificate request
Router(ca-trustpoint)#
Router(ca-trustpoint)#
Router(ca-trustpoint)#
Router(config)#

certificate

crypto pki certificate chain SSLVPN
Router(config-cert-chain)#

Security Services Implementation

enrollment selfsigned ! Specifies this router as self-signed root

serial-number ! Specifies that the routers serial number should b e

! Disable certificate status check
! Specified RSA key pair

revocation-check none
rsakeypair CERT-KEY
exit

! Enters certificate configuration mode

certificate self-signed 01 I Manually enters self-signed

There can be only one self-signed PKI certificagenputer. AutoSecure, described in the Infrasticet
Protection Implementation section, creates a dglied certificate for the router while configuriggH
access. If AutoSecure was enabled on the routen the next step is not necessary. However, if
AutoSecure was not enabled, the above commandaeyjliest a self-signed PKI certificate. To learn
about creating self-signed certificates, visit:

http://www.cisco.com/en/US/prod/collateral/iosswpsi6537/ps6586/ps6657/white_paper_c07-372106

.html

Enter the certificate in hexidecimal representation

Router(config-pubkey)#
04050030
Router(config-pubkey)#
864886F7
Router(config-pubkey)#
61696E2E
Router(config-pubkey)#
30303030
Router(config-pubkey)#
2A06092A
Router(config-pubkey)#
72646F6D
Router(config-pubkey)#
48024100
Router(config-pubkey)#
FFC9790D
Router(config-pubkey)#
44E97E61
Router(config-pubkey)#
0603551D
Router(config-pubkey)#
6D61696E
Router(config-pubkey)#
B12EBC6D
Router(config-pubkey)#
2EBC6D
Router(config-pubkey)#
735E9A99
Router(config-pubkey)#
94543832
Router(config-pubkey)#
Router(config-pubkey)#

Router(config-cert-chain)#

308201F2 3082019C A0030201 02020101 300D0609 2A864 886 F70D0101

42314030 12060355 0405130B 46545831 31343841 364330 30 2A06092A
0D010902 161D4B69 76752D33 3832352D 42722D31 2E796F 75 72646F6D
636F6D30 1E170D30 38303231 33323232 3131345A 170D32 30 30313031
30305A30 42314030 12060355 0405130B 46545831 31343 841 36433030
864886F7 0D010902 161D4B69 76752D33 3832352D 42722D 31 2E796F75
61696E2E 636F6D30 5C300D06 092A8648 86F70D01 010105 00 034B0030
A699E60C S8EBCF9EA B3142412 FDEE1150 BF25E671 OFBF5E 3E 323ABFEB
D5D10D76 7639A04A DDD45FA3 F82E6GEFE 2F14C046 E05C04 88 433CD054
02030100 01A37D30 7B300F06 03551D13 0101FF04 053003 01 01FF3028
11042130 1F821D4B 6976752D 33383235 2D42722D 312E79  6F 7572646F
2E636F6D 301F0603 551D2304 18301680 14E94478 E4EE44 CD 8277D8E9
ABC165DC D8301D06 03551DOE 04160414 E94478E4 EE44CD 82 77D8E9B1
C165DCD8 300D0609 2A864886 F70D0101 04050003 410010 86 6FDC6C2E
764F874B 03F10F55 31414E96 A0901C04 D172E2B1 AF9904 99 5404A7B8
5B5C0389 C543C76F 49E70F1D CCBCCEC3 A9B346CF D561

quit

exit

Add the following rules to the firewall access catist (ACL) definitions.

Router(config)#
ACL definition
Router(config-ext-nacl)#
gateway 1
Router(config-ext-nacl)#
gateway 2

ip access-list extended publicSelfInRule20Acl

! Enters Public to IOS zone
permit tcp any host 209.165.201.15 ! Public address of SSLVPN

permit tcp any host 209.165.201.17 ! Public address of SSLVPN
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Router(config-ext-nacl)#
server
Router(config-ext-nacl)#
server
Router(config-ext-nacl)#
server
Router(config-ext-nacl)#
Router(config-ext-nacl)#
Router(config-ext-nacl)#
Router(config)#

Router(config)#
ACL definition
Router(config-ext-nacl)#
gateway 1
Router(config-ext-nacl)#
gateway 2
Router(config-ext-nacl)#
server
Router(config-ext-nacl)#
server
Router(config-ext-nacl)#
server
Router(config-ext-nacl)#

Router(config)#
addresses for VPN clients

Router(config)#
Router(config-webvpn-gateway)#
the gateway
Router(config-webvpn-gateway)#
carried as HTTPS
Router(config-webvpn-gateway)#
Router(config-webvpn-gateway)#
Router(config-webvpn-gateway)#

Router(config)#
Router(config-webvpn-gateway)#
the gateway
Router(config-webvpn-gateway)#
carried as HTTPS
Router(config-webvpn-gateway)#
Router(config-webvpn-gateway)#
Router(config-webvpn-gateway)#

Router(config)#
AnyConnect VPN package

Router(config-webvpn-context)#
configuration mode
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-context)#
that the user can access
Router(config-webvpn-url)#
servers

ip access-list extended publicDMZInRule20Acl

ip local pool SSLVPN-Address-Pool 10.0.0.70 10.0.2.

webvpn install svc flash:sslclient-win-1.1.4.176.pk

permit tcp any host 209.165.201.20 eq www ! Public address of DMZ

permit tcp any host 209.165.201.21 eq www ! Public address of DMZ
permit tcp any host 209.165.201.22 eq www ! Public address of DMZ

I Central site network
! Central site network

permit ip 192.168.0.0 0.0.0.252
permit ip 209.165.201.0 0.0.0.252
exit

! Enters Public to DMZ zone
permit tcp any host 209.165.201.16 ! Public address of SSLVPN
permit tcp any host 209.165.201.17 ! Public address of SSLVPN
permit tcp any host 209.165.201.20 eq www ! Public address of DMZ
permit tcp any host 209.165.201.21 eq www ! Public address of DMZ
permit tcp any host 209.165.201.22 eq www ! Public address of DMZ
exit

79 ! Defines pool of

webvpn gateway SSLVPN-GATEWAY-1 ! Enters webvpn gateway configuration mode

ip address 209.165.201.15 port 443 ! Assigns public IP for

http-redirect port 80 ! Configures HTTP traffic to be

ssl trustpoint SSLVPN ! Assigns PKI certificate trust point
inservice | Starts the SSLVPN process

exit

webvpn gateway SSLVPN-GATEWAY-2

ip address 209.165.201.17 port 443 ! Assigns public IP for

http-redirect port 80 ! Configures HTTP traffic to be

ssl trustpoint SSLVPN ! Assigns PKI certificate trust point
inservice | Starts the SSLVPN process

exit

g !Installs Cisco

webvpn context SSLVPN-GW-WEB ! Enters webvpn context
secondary-color white
title-color #FF9900 ! Configures login portal

text-color black ! Configures login portal

ssl encryption rc4-md5 ! Configures RC4-MD5 SSL encryption
ssl authenticate verify all ! Performs user authentication
url-list "WEB-SERVERS" ! Configures list of URLs in DMZ

! Configures login portal

heading "Web Servers" ! Configures display properties for web

Router(config-webvpn-url)# url-text "Serverl" url-value “http://10.0.2.65/inde x.html"

Router(config-webvpn-url)# url-text "Server2" url-value “http://10.0.2.66/inde x.html|"

Router(config-webvpn-url)# url-text "Server3" url-value “http://10.0.2.67/inde x.html"
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Router(config-webvpn-url)#
servers
Router(config-webvpn-group)#
Router(config-webvpn-group)#
Router(config-webvpn-group)#
Router(config-webvpn-group)#
addresses
Router(config-webvpn-group)#

Security Services Implementation

policy group SSLVPN-POLICY-WEB ! Defines policy for DMZ web
url-list "WEB-SERVERS" ! Associates policy with URL list
functions svc-enabled ! Enables use of tunnel mode
mask-urls ! Obfuscates sensitive URLs
svc address-pool "SSLVPN-Address-Pool" ! Assigns local

svc keep-client-installed ! Maintains Cisco AnyConnect VPN

client software installations on the connecting PCs

Router(config-webvpn-group)#
context with this group policy
Router(config-webvpn-context)#
SSLVPN users
Router(config-webvpn-context)#
context
Router(config-webvpn-context)#
Router(config-webvpn-context)#

default-group-policy SSLVPN-POLICY-WEB ! Associates SSLVPN

aaa authentication list VPN-AUTH-LIST ! Configures AAA for
gateway SSLVPN-GATEWAY-1 ! Assigns gateway to this SSLVPN

inservice
exit

| Starts the SSLVPN policy

The following example illustrates a second SSL Vétxtext.

Router(config-webvpn)#
mode
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config-webvpn-url)#

for application servers
Router(config-webvpn-url)#
Router(config-webvpn-url)#
Router(config-webvpn-url)#
Router(config-webvpn-url)#
Router(config-webvpn-group)#
Router(config-webvpn-group)#
context with this group policy
Router(config-webvpn-context)#
SSLVPN users
Router(config-webvpn-context)#
context
Router(config-webvpn-context)#
Router(config-webvpn-context)#
Router(config)#

webvpn context SSLVPN-GW-APP ! Enters webvpn context configuration

ssl encryption rc4-md5

ssl authenticate verify all

url-list "APP-SERVERS"
heading "Application Servers"

! Configures RC4-MD5 SSL encryption
! Performs user authentication
! Associates policy with URL list
| Configures display properties

url-text "Serverl" url-value “http://10.0.2.65/inde X.html"
url-text "Server2" url-value “http://10.0.2.66/inde x.html"
url-text "Server3" url-value “http://10.0.2.67/inde x.html"

policy group SSLVPN-POLICY-APP
url-list "APP-SERVERS" ! Associates policy with URL list
default-group-policy SSLVPN-POLICY-APP ! Associates SSLVPN

aaa authentication list VPN-AUTH-LIST ! Configures AAA for
gateway SSLVPN-GATEWAY-2 ! Assigns gateway to this SSLVPN

inservice
exit

| Starts the SSLVPN policy

Threat Defense Detection and Mitigation Implementation

e Zone-based Policy Firewall Implementation, page 53

¢ Cisco IOS IPS Implementation, page 66

e Layer 2 Security, page 67

Zone-based Policy Firewall Implementation

Zone-based Policy Firewall (ZPF) offers assignnarraffic into secure zones for multiple-interface

routers. It changes the firewall configuration framerface-based classic Context-Based Access Glontr

(CBAC) model to a more flexible zone-based confagion.

Interfaces are assigned to different zones, angeictson policies are applied to traffic moving betn
zones. As the inspection policies are zone bast@rahan interface based, different policies can b
applied to traffic from and to the same interface.

[ oL-19089-01
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There are four zones in the Services Ready Smalh&r Network: Private (LAN), Public (WAN), VPN,
and DMZ. Inspection policies were applied for tloddwing zone pairs:

o Traffic originated from Private to Public
¢ Traffic originated from Private to DMZ
¢ Traffic originated from Public to Private
e Traffic originated from Public to DMZ
e Traffic originated from router to Private
o Traffic originated from Private to router
o Traffic originated from Private to VPN
o Traffic originated from VPN to Private

Router(config)# parameter-map type inspect publicPrivateOutParamMap ! Defines a
parameter-map for traffic from Public to Private zo ne

Router(config-profile)# max-incomplete low 6000 ! Specifies minimum number of half-open
session before 10S stops removing sessions

Router(config-profile)# max-incomplete high 10000 ! Specifies maximum number of half-open
session after which IOS starts removing sessions

Router(config-profile)# one-minute low 18000 ! Specifies minimum number of half-open
session in one minute before 10S stops removing ses sions

Router(config-profile)# one-minute high 20000 ! Specifies maximum number of half-open
session in one minute after which 10S starts removi ng sessions

Router(config-profile)# udp idle-time 10 ! Specifies maximum length of time for which UDP
inspect information is maintained

Router(config-profile)# icmp idle-time 5 ! Specifies maximum length of time for which ICMP
inspect information is maintained

Router(config-profile)# tcp max-incomplete host 7000 block-time 0 I Specifies the maximum
number of half-open TCP sessions to the same destin ation before |0S starts removing
sessions

Router(config-profile)# exit

Router(config)# ip access-list extended privatePublicOutRule10Acl ! Defines ACL for
traffic from 10S to Private zone

Router(config-ext-nacl)# permit 10.0.0.0 0.0.0.255 ! Permits all data VLAN traffic
Router(config-ext-nacl)# permit 10.0.1.0 0.0.0.255 ! Permits all voice VLAN traffic
Router(config-ext-nacl)# exit

Router(config)# ip access-list extended publicPrivateOutRule10Acl ! Defines ACL for
traffic from Public zone to Private zone

Router(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255 ! Permits
central site traffic to Data VLAN

Router(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.1.0 0.0.0.255 ! Permits
central site traffic to Voice VLAN

Router(config-ext-nacl)# permit ip 172.16.0.0 0.0.255.255 10.0.2.0 0.0.0.31 ! Permits
central site traffic to Management VLAN

Router(config-ext-nacl)# permit ip host 239.1.100.1 any ! Permits key server multicast
address

Router(config-ext-nacl)# permit ip host 209.165.201.10 any ! Permits key server
Router(config-ext-nacl)# exit

Router(config)# class-map type inspect match-all FROM-SELF-CMAP ! Defines class map for
traffic from 10S to Private zone

Router(config-cmap)# match access-group name selfPrivateRule10 ! Matches traffic in
specified ACL

Router(config-cmap)# exit

Router(config)# class-map type inspect match-any TO-SELF-CMAP ! Defines class map for
traffic from Private

Router(config-cmap)# match access-group name selfPrivateRule10 ! Matches traffic in
specified ACL

Router(config-cmap)# exit
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Router(config)#

Security Services Implementation

class map for protocols from Private to DMZ zone

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config)#

class-map type inspect match-any privateDMZOutRulel OProtocols ! Defines
match protocol http | Matches HTTP traffic
match protocol https ! Matches Secure HTTP traffic
match protocol dns I Matches DNS traffic
match protocol ssh ! Matches Secure Shell traffic
exit
class-map type inspect match-any privatePublicOutRu le10 ! Defines class

map for traffic from Private to Public zone

Router(config-cmap)#
in specified ACL

Router(config-cmap)#
Router(config)#

class-map type inspect match-any SELF-SERVICE-CMAP

match access-group name publicPrivateOutRule10Ac| ! Matches traffic

exit
! Defines class map for

protocols originating from I0S

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#

| Defines class map for protocols from Public to DM

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#

Router(config)#
Public to DMZ zone
Router(config-pmap)#

policy-map type inspect publicDMZOutFwPolicy

I Matches TCP traffic
I Matches UDP traffic
I Matches ICMP traffic
I Matches H323 traffic
I Matches ICMP echo traffic

match protocol tcp
match protocol udp
match protocol icmp
match protocol h323
match protocol echo
exit
class-map type inspect match-any publicDMZOutRule10
Z zone
I Matches HTTP traffic

! Matches Secure HTTP traffic
! Matches DNS traffic
! Matches Secure Shell traffic

Protocols

match protocol http
match protocol https
match protocol dns
match protocol ssh
exit

! Defines inspect policy for

class type inspect publicDMZOutRule10Protocols ! Matches traffic

classified by specified class-map

Router(config-pmap-c)#

according to the Public to Private zone parameter m

Router(config-pmap-c)#
Router(config-pmap)#
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#

Router(config)#
for Private to IOS zone
Router(config-pmap)#

policy-map type inspect privateSelfOutFwPolicy

inspect publicPrivateOutParamMap ! Enables packet inspection

ap definition
exit
class class-default I Matches all other traffic
drop log ! Drops the traffic
exit
exit

! Defines inspect policy

class type inspect SELF-SERVICE-MAP ! Matches traffic classified to

I0S parameter map definition

Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#

Router(config)#
for 10S to Private zone
Router(config-pmap)#
definition
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#

Router(config)#

policy-map type inspect selfPrivateOutFwPolicy

policy-map type inspect privatePublicOutFwPolicy
for Private to Public zone

pass ! Passes the traffic
exit

class class-default
drop ! Drops the traffic
exit

exit

I Matches all other traffic

! Defines inspect policy

class type inspect SELF-SERVICE-MAP ! Matches from IOS parameter map

pass ! Passes the traffic
exit

class class-default
drop ! Drops the traffic
exit

exit

I Matches all other traffic

! Defines inspect policy

[ oL-19089-01
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Router(config-pmap)# class type inspect privatePublicOutRule10 ! Matches traffic
classified by specified class-map

Router(config-pmap-c)# inspect publicPrivateOutParamMap ! Enables packet inspection
according to the Public to Private zone parameter m ap definition percent. No specific
protocol configured in class privatePublicOutRule10 for inspection. All protocols will be
inspected

Router(config-pmap-c)# exit

Router(config-pmap)# class class-default I Matches all other traffic

Router(config-pmap-c)# drop ! Drops the traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# policy-map type inspect privateDMZOutFwPolicy ! Defines inspect policy for
Private to DMZ zone

Router(config-pmap)# class type inspect privateDMZOutRule10Protocols ! Matches traffic
classified by specified class-map

Router(config-pmap-c)# inspect publicPrivateOutParamMap ! Enables packet inspection
according to the Public to Private zone parameter m ap definition

Router(config-pmap-c)# exit

Router(config-pmap-c)# class class-default I Matches all other traffic

Router(config-pmap-c)# drop log ! Drops the traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# zone security Public ! Define Security Zone named Public
Router(config-sec-zone)# description Public Internet Connection

Router(config-sec-zone)# exit

Apply Public security zone on the WAN interface or subinterfasedescribed in WAN interface
configuration sections.

Router(config)# zone security Private ! Define Security Zone named Private
Router(config-sec-zone)# description Customer Private Network
Router(config-sec-zone)# exit

Router(config)# zone security DMZ ! Define Security Zone nhamed DMZ
Router(config-sec-zone)# description Customer DMZ Network
Router(config-sec-zone)# exit

Apply PrivateandDMZ security zones on the LAN interface or subintegfas described in VLAN
interface configuration sections.

Router(config)# zone-pair security privatePublicOut source Private destination Public !
Define zone-pair for Private to Public traffic

Router(config-sec-zone-pair)# description Outbound Firewall Policy from Private t o Public
Router(config-sec-zone-pair)# service-policy type inspect privatePublicOutFwPolic y !Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit

Router(config)# zone-pair security publicDMZOut source Public desti nation DMZ ! Define
zone-pair for Public to DMZ traffic

Router(config-sec-zone-pair)# description Outbound Firewall Policy from Public to DMZ
Router(config-sec-zone-pair)# service-policy type inspect publicDMZOutFwPolicy ! Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit

Router(config)# zone-pair security privateDMZOut source Private des tination DMZ | Define
zone-pair for Private to DMZ traffic

Router(config-sec-zone-pair)# description Outbound Firewall Policy from Private t o DMZ
Router(config-sec-zone-pair)# service-policy type inspect privateDMZOutFwPolicy I Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit
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Router(config)#
zone-pair for Private to 10S traffic
Router(config-sec-zone-pair)#
firewall policy for zone-pair
Router(config-sec-zone-pair)# exit

Router(config)#
zone-pair for I0S to Private traffic
Router(config-sec-zone-pair)#
firewall policy for zone-pair
Router(config-sec-zone-pair)# exit

Zone-based Policy Firewall Verification

zone-pair security privateSelf source Private desti

zone-pair security selfPrivate source self destinat

Security Services Implementation

nation self

service-policy type inspect privateSelfOutFwPolicy

ion Private

service-policy type inspect selfPrivateOutFwPolicy

To verify your zone-based firewall configuratiomter the following commands:

Router# show policy-map type inspect zone-pair
Zone-pair: publicPrivateOut

Service-policy inspect : publicPrivateOutFwPolicy

Class-map: publicPrivateOutRule10 (match-any)
Match: access-group name publicPrivateOutRule
0 packets, 0 bytes
30 second rate 0 bps
Match: class-map match-any publicPrivateOutRu
160728 packets, 5222722 bytes
30 second rate 0 bps
Match: protocol http
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol https
23 packets, 1196 bytes
30 second rate 0 bps
Match: protocol dns
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ssh
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol icmp
81876 packets, 2947880 bytes
30 second rate 0 bps
Match: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol tcp
78575 packets, 2251480 bytes
30 second rate 0 bps
Match: protocol udp
246 packets, 22166 bytes
30 second rate 0 bps
Match: protocol bgp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol smtp
0 packets, 0 bytes
30 second rate 0 bps
Inspect
Packet inspection statistics [process switc
tcp packets: [77702:1346327]
udp packets: [2:0]

10Acl

le10Protocols

h:fast switch]

[ oL-19089-01
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icmp packets: [18235:7]

Session creations since subsystem startup o r last reset 95910
Current session counts (estab/half-open/ter minating) [0:0:0]
Maxever session counts (estab/half-open/ter minating) [14:101:1]

Last session created 08:55:49

Last statistic reset never

Last session creation rate 0
Maxever session creation rate 15120
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: publicDMZOut

Service-policy inspect : publicDMZOutFwPolicy

Class-map: publicDMZOutRule10Protocols (match-a ny)
Match: protocol http
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol https
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol dns
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ssh
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol bgp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol icmp
0 packets, 0 bytes
30 second rate 0 bps
Match: access-group name DMZPublicOutRuleAcl2 0
0 packets, 0 bytes
30 second rate 0 bps

Inspect
Session creations since subsystem startup o r last reset 0
Current session counts (estab/half-open/ter minating) [0:0:0]
Maxever session counts (estab/half-open/ter minating) [0:0:0]

Last session created never
Last statistic reset never

Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: privateDMZOut

Service-policy inspect : privateDMZOutFwPolicy

Class-map: privateDMZOutRule10Protocols (match- any)
Match: protocol http
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol https
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0 packets, 0 bytes
30 second rate 0 bps
Match: protocol dns
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ssh
0 packets, 0 bytes
30 second rate 0 bps
Inspect
Session creations since subsystem startup o
Current session counts (estab/half-open/ter
Maxever session counts (estab/half-open/ter
Last session created never
Last statistic reset never
Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: vpnPrivateln

Service-policy inspect : vpnPrivatelnFwPolicy

Class-map: vpnPrivateInRule10 (match-any)

Match: access-group name vpnPrivateInRule10Ac

4314 packets, 109136 bytes
30 second rate 0 bps
Inspect
Packet inspection statistics [process switc
tcp packets: [229:3495]
udp packets: [10:6177032]
icmp packets: [0:31]

Session creations since subsystem startup o
Current session counts (estab/half-open/ter
Maxever session counts (estab/half-open/ter
Last session created 5d08h

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 10

Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: vpnPrivateOut

Service-policy inspect : vpnPrivateOutFwPolicy

Class-map: vpnPrivateOutRule10 (match-any)

Match: access-group name vpnPrivateOutRule10A

6356447 packets, 231662957 bytes
30 second rate 0 bps
Inspect
Packet inspection statistics [process switc
tcp packets: [9061:117338799]
udp packets: [1761:2253]
icmp packets: [0:6176836]
ftp packets: [0:11]
tftp packets: [160:6]

Security Services Implementation

r last reset 0
minating) [0:0:0]
minating) [0:0:0]

h:fast switch]

rlast reset 271
minating) [0:0:0]
minating) [2:11:1]

cl

h:fast switch]

[ oL-19089-01
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tftp-data packets: [1600:1756]
skinny packets: [2867:62498341]

Session creations since subsystem startup o r last reset 6356113
Current session counts (estab/half-open/ter minating) [5:0:0]
Maxever session counts (estab/half-open/ter minating) [193:22:97]

Last session created 00:00:48

Last statistic reset never

Last session creation rate 0
Maxever session creation rate 22400
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: publicSelfOut

Service-policy inspect : publicSelfOutFwPolicy

Class-map: publicSelfOutRule20 (match-any)

Match: access-group name publicSelfOutRule20A cl
255 packets, 39396 bytes
30 second rate 0 bps

Match: protocol tcp
17229 packets, 735614 bytes
30 second rate 0 bps

Match: protocol udp
89136 packets, 6774336 bytes
30 second rate 0 bps

Match: protocol icmp
5 packets, 400 bytes
30 second rate 0 bps

Inspect
Packet inspection statistics [process switc h:fast switch]
tcp packets: [457182:0]
udp packets: [179870:0]
icmp packets: [43:0]

Session creations since subsystem startup o r last reset 89587
Current session counts (estab/half-open/ter minating) [1:0:0]
Maxever session counts (estab/half-open/ter minating) [4:4:1]

Last session created 00:00:45
Last statistic reset never

Last session creation rate 1
Maxever session creation rate 6
Last half-open session total 0

Class-map: CRYPTO-CMAP (match-all)
Match: access-group 123
Pass
81354612 packets, 8078747532 bytes

Class-map: class-default (match-any)
Match: any
Drop (default action)
0 packets, 0 bytes
Zone-pair: publicSelfln

Service-policy inspect : publicSelflnFwPolicy
Class-map: publicSelflnRule20 (match-any)

Match: access-group name publicSelfiInRule20Ac
279 packets, 35460 bytes
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30 second rate 0 bps
Match: protocol tcp

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol udp

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol icmp

0 packets, 0 bytes

30 second rate 0 bps
Inspect

Packet inspection statistics [process switc

udp packets: [919:0]

icmp packets: [111:0]

Session creations since subsystem startup o
Current session counts (estab/half-open/ter
Maxever session counts (estab/half-open/ter
Last session created 21:40:08

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 74

Last half-open session total 0

Class-map: CRYPTO-CMAP (match-all)

Match: access-group 123
Pass
0 packets, 0 bytes

Class-map: class-default (match-any)

Match: any
Drop (default action)
0 packets, 0 bytes

Zone-pair: DMZPublicOut
Service-policy inspect : publicDMZOutFwPolicy

Class-map: publicDMZOutRule10Protocols (match-a

Match: protocol http

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol https

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol dns

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol ssh

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol bgp

0 packets, 0 bytes

30 second rate 0 bps
Match: protocol icmp

0 packets, 0 bytes

30 second rate 0 bps

Match: access-group name DMZPublicOutRuleAcl2

0 packets, 0 bytes
30 second rate 0 bps

Inspect
Session creations since subsystem startup o
Current session counts (estab/half-open/ter
Maxever session counts (estab/half-open/ter
Last session created never

Security Services Implementation

h:fast switch]

r last reset 279
minating) [0:0:0]
minating) [1:2:0]

ny)

r last reset 0
minating) [0:0:0]
minating) [0:0:0]

[ oL-19089-01
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Last statistic reset never

Last session creation rate 0
Maxever session creation rate 0
Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes

Zone-pair: selfprivate
Service-policy inspect : selfFwPolicy

Class-map: SELF-CMAP (match-any)
Match: access-group name SELF-ACL
24257448 packets, 1807595033 bytes
30 second rate 1000 bps
Pass
24257448 packets, 1807595033 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: vpnself

Service-policy inspect : selfFwPolicy

Class-map: SELF-CMAP (match-any)
Match: access-group name SELF-ACL
545089 packets, 17426918 bytes
30 second rate 0 bps
Pass
545089 packets, 17426918 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Zone-pair: selfvpn

Service-policy inspect : selfFwPolicy

Class-map: SELF-CMAP (match-any)
Match: access-group name SELF-ACL
1088484 packets, 28319861 bytes
30 second rate 0 bps
Pass
1088484 packets, 28319861 bytes

Class-map: class-default (match-any)
Match: any
Drop
0 packets, 0 bytes
Router#

DMVPN uses Virtual Tunnel Interface (VTI) for IPs&®N connectivity. When the DMVPN interface
is assigned to a security zone, traffic routinguta from other interfaces in the router are sulgieé¢b
zone-to-zone firewall policy.
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If the DMVPN interface is assigned to the same sgcaone as another interface (for example, Gigabi
Ethernet 0/0), traffic moving between hosts onDiMVPN and hosts connected to Gigabit Ethernet 0/0
will pass freely with no policy application.

In the Services Ready Small Branch Network, the&dinterface is assigned to the VPN security zone.
Additional inspection policies were applied.

Router(config)# ip access-list extended publicSelfInRule20Acl ! Defines ACL for Public to
I0S zone traffic

Router(config-ext-nacl)# permit udp any eq isakmp host 209.165.201.9 eq isak mp ! Matches
ISAKMP traffic

Router(config-ext-nacl)# exit

Router(config)# ip access-list extended publicSelfOutRule20Acl ! Defines ACL for 10S to
Public zone traffic

Router(config-ext-nacl)# permit udp host 22.0.14.253 eq isakmp any eq isakmp ! Matches
ISAKMP traffic

Router(config-ext-nacl)# permit ip 192.168.0.0 0.0.0.252 ! Central site network
Router(config-ext-nacl)# permit ip 209.165.201.0 0.0.0.252 ! Central site network
Router(config-ext-nacl)# exit

Router(config)# ip access-list extended vpnPrivatelInRule10Acl| ! Defines ACL for VPN to
Private zone traffic

Router(config-ext-nacl)# permit ip any any ! Matches all traffic

Router(config-ext-nacl)# exit

Router(config)# ip access-list extended vpnPrivateOutRule10Acl ! Defines ACL for Private
to VPN zone traffic

Router(config-ext-nacl)# permit ip any any ! Matches all traffic

Router(config-ext-nacl)# exit

Router(config)# ip access-list extended NON-TCP-ACL ! Defines ACL for WAAS GRE tunnel
Router(config-ext-nacl)# permit gre host 10.0.2.90 host 10.0.2.89

Router(config-ext-nacl)# exit

Router(config)# ip access-list extended DMZPublicOutRuleAcl20 ! Defines ACL for DMZ to
Public zone traffic

Router(config-ext-nacl)# permit tcp host 10.0.2.70 eq www any | DMZ server
Router(config-ext-nacl)# permit tcp host 10.0.2.71 eq www any | DMZ server
Router(config-ext-nacl)# permit tcp host 10.0.2.72 eq www any | DMZ server
Router(config-ext-nacl)# exit

Router(config)# access-list 123 permit esp any any ! Matches IPSec ESP traffic
Router(config)# ip access-list extended SELF-ACL ! Defines ACL for 10S traffic
Router(config-ext-nacl)# permit tcp any any I Matches TCP

Router(config-ext-nacl)# permit gre any any I Matches GRE

Router(config-ext-nacl)# permit ip any any | Matches IP

Router(config-ext-nacl)# exit

Router(config)# class-map type inspect match-any vpnPrivatelnRule10

| Defines class-map for VPN to Private zone traffic

Router(config-cmap)# match access-group name vpnPrivatelnRule10Acl

! Matches traffic specified in ACL

Router(config-cmap)# exit

Router(config)# class-map type inspect match-all CRYPTO-MAP ! Defines class-map for
matching VPN traffic

Router(config-cmap)# match access-group 123 ! Matches traffic specified in ACL
Router(config-cmap)# exit

Router(config)# class-map type inspect match-any publicSelfinRule20 ! Defines class-map

for matching Public to I0S zone traffic
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Router(config-cmap)#
specified in ACL

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#

Router(config)#

class-map type inspect match-any vpnPrivateOutRulel

match access-group name publicSelfInRule20Acl ! Matches traffic
| Matches TCP traffic
I Matches UDP traffic

| Matches ICMP traffic

match protocol tcp
match protocol udp
match protocol icmp
exit

0 ! Defines class-map

for Private to VPN zone traffic

Router(config-cmap)#
specified in ACL
Router(config-cmap)#

Router(config)#

class-map type inspect match-any publicSelfOutRule2

match access-group name vpnPrivateOutRule10Acl ! Matches traffic
exit

0 ! Defines class-map

for matching 10S to Public zone traffic

Router(config-cmap)#
specified in ACL

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#

Router(config)#

Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
Router(config-cmap)#
specified in ACL

Router(config-cmap)#

Router(config)#
Public to 10S zone
Router(config-pmap)#
specified class-map
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#
specified class-map
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#

Router(config)#
Public zone

class-map type inspect match-any publicDMZOutRule10
! Defines class-map for matching DMZ to Public zone

policy-map type inspect publicSelfInFwPolicy

policy-map type inspect publicDMZOutFwPolicy
Router(config-pmap)#

match access-group name publicSelfOutRule20Acl ! Matches traffic
| Matches TCP traffic
I Matches UDP traffic

! Matches ICMP traffic

match protocol tcp
match protocol udp
match protocol icmp
exit

Protocols
traffic
I Matches HTTP traffic
! Matches Secure HTTP traffic
| Matches DNS traffic
I Matches Secure Shell traffic
match protocol bgp | Matches BGP traffic
match protocol icmp ! Matches ICMP traffic
match access-group name DMZPublicOutRuleAcl20

match protocol http
match protocol https
match protocol dns
match protocol ssh

! Matches traffic
exit

! Defines inspect policy for
class type inspect publicSelfInRule20 ! Matches traffic classified by
inspect

exit
class type inspect CRYPTO-CMAP

! Enables packet inspection

I Matches traffic classified by

pass ! Passes traffic
exit
class class-default I Matches all other traffic
drop log ! Drops traffic
exit
exit

! Defines policy for DMZ to

class type inspect publicDMZOutRule10Protocols | Matches

traffic classified by specified class-map

Router(config-pmap-c)#
Private zone traffic
Router(config-pmap-c)#
Router(config-pmap)#
Router(config-pmap-c)#
Router(config-pmap-c)#
Router(config-pmap)#

inspect publicPrivateOutParamMap ! Enables inspection for Public to

exit

class class-default I Matches all other traffic
drop log ! Drops traffic
exit

exit

Router(config)# policy-map type inspect vpnPrivatelnFwPolicy ! Defines policy for VPN to
Private zone traffic Router(config-pmap)# class type inspect vpnPrivateInRule10 ! Matches
traffic classified by specified class-map
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Router(config-pmap-c)# inspect ! Enables packet inspection percent. No specific pr otocol
configured in class vpnPrivateInRule10 for inspecti on. All protocols will be inspected
Router(config-pmap-c)# exit

Router(config-pmap)# class class-default I Matches all other traffic

Router(config-pmap-c)# drop log ! Drops traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# policy-map type inspect publicSelfOutFwPolicy ! Defines policy for IOS to
Public zone traffic

Router(config-pmap)# class type inspect publicSelfOutRule20 I Matches traffic classified

by specified class-map

Router(config-pmap-c)# inspect ! Enables packet inspection

Router(config-pmap-c)# exit

Router(config-pmap)# class type inspect CRYPTO-CMAP ! Matches traffic classified by

specified class-map

Router(config-pmap-c)# pass ! Pass the traffic

Router(config-pmap-c)# exit

Router(config-pmap)# class class-default I Matches all other traffic

Router(config-pmap-c)# drop log ! Drops the traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# policy-map type inspect vpnPrivateOutFwPolicy ! Defines policy for Private

to VPN zone traffic

Router(config-pmap)# class type inspect vpnPrivateOutRule10 I Matches traffic classified

by specified class-map

Router(config-pmap-c)# inspect ! Enables packet inspection

percentNo specific protocol configured in class vp nPrivateOutRule10 for inspection. All
protocols will be inspected

Router(config-pmap-c)# exit

Router(config-pmap)# class class-default I Matches all other traffic

Router(config-pmap-c)# drop log ! Drops traffic

Router(config-pmap-c)# exit

Router(config-pmap)# exit

Router(config)# zone security VPN ! Define VPN Zone name

Router(config-sec-zone)# description customer VPN Network

Router(config-sec-zone)# exit

Router(config)# zone-pair security vpnPrivateln source VPN destinat ion Private ! Define
zone-pair for VPN to Private zone traffic

Router(config-sec-zone-pair)# service-policy type inspect vpnPrivateInFwPolicy ! Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit

Router(config)# zone-pair security vpnPrivateOut source Private des tination VPN ! Define
zone-pair for Private to VPN zone traffic

Router(config-sec-zone-pair)# service-policy type inspect vpnPrivateOutFwPolicy ! Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit

Router(config)# zone-pair security publicSelfOut source self destin ation Public ! Define
zone-pair for 10S to Public zone traffic

Router(config-sec-zone-pair)# service-policy type inspect publicSelfOutFwPolicy ! Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit

Router(config)# zone-pair security publicSelfin source Public desti nation self ! Define
zone-pair for Public to I0S zone traffic

Router(config-sec-zone-pair)# service-policy type inspect publicSelfiInFwPolicy I Apply
firewall policy for zone-pair

Router(config-sec-zone-pair)# exit
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Router(config)# zone-pair security DMZPublicOut source DMZ destinat ion Public ! Define
zone-pair to for DMZ to Public zone traffic

Router(config-sec-zone-pair)# service-policy type inspect publicDMZOutFwPolicy
Router(config-sec-zone-pair)# exit

Router(config)# interface Tunnel 1 ! Enters Tunnel interface configuration mode

Router(config-if)# zone-member security VPN ! Assign a zone to the interface

Router(config-if)# exit

Cisco I0S IPS Implementation

The Cisco I0S IPS acts as an inline intrusion deacsensor, watching packets and sessions as they
flow through the router and scanning each packenatch any of the Cisco 10S IPS signatures. When
Cisco 10S IPS detects suspicious activity, it resfmbefore network security can be compromised and
logs the event through Cisco 10S syslog messag&sourity Device Event Exchange (SDEE).

In the Services Ready Small Branch Foundation,jhBfection was enabled on the DATA VLAN in both
directions. All types of traffic were inspected ngiadvanced signature set stored in the flash mgmor

Router# mkdir flash:ips5 ! Creates the folder in flash for saving the signat ure files
Router(config)# config t

Router(config)# ip ips config location flash:/ips5/ retries 1 ! Specifies the location to
save the signature file

Router(config)# ip ips deny-action ips-interface ! Changes the default behavior of the ACL
filters that are created for the deny actions.

Router(config)# ip ips notify SDEE | Enables SDEE event notification on a router

Router(config)# ip ips name IPS-ADVSET ! Defines an 10S IPS rule

Router(config)# ip ips signature-category ! Allows the fine tuning of signature parameters

on the basis of signature category

Router (config-ips-category)# category all ! Specifies the signature category to be used

for multiple signature actions or conditions

Router(config-ips-category-action)# retired true ! Retires all the signatures in the "all"
category

Router(config-ips-category-action)# category ios_ips advanced | Enables advanced signature
set

Router (config-ips-category-action)# retired false ! Enables the signatures in the I0S_IPS
category

Router(config-ips-category-action)# end

Router(config)# copy tftp://<ipaddr>/I0S-S341-CLI.pkg idconf ! Loads the signature package
(I0S-S341-CLl.pkg) to the specified location in ip ips config location

Cisco 10S IPS Verification

To verify your Cisco I0S IPS configuration, entbetfollowing command:

Router# show ip ips statistics
Interfaces configured for ips 2

Session creations since subsystem startup or last r eset 0
Current session counts (estab/half-open/terminating ) [0:0:0]
Maxever session counts (estab/half-open/terminating ) [0:0:0]

Last session created never

Last statistic reset never

TCP reassembly statistics
received 0 packets out-of-order; dropped 0
peak memory usage 0 KB; current usage: 0 KB
peak queue length 0
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Access Control List Implementation
Access control list (ACL) configuration is a bagitering process that can be used to control agces
network based on source or source/destination coatioin.

In Services Ready Small Branch Network, ACLs estadee used to block TFTP traffic between certain
endpoints. This is only an illustrative example.

Router(config)# ip access-list extended BLOCK-TFTP ! Specifies an Extended named ACL
Router(config-ext-nacl)# deny udp 172.16.10.0 0.0.0.255 eq tftp 10.0.0.0 0.0 .0.255 eq tftp

! Deny TFTP traffic from specific source to specifi ¢ destination

Router(config-ext-nacl)# deny udp 172.16.20.0 0.0.0.255 eq tftp 10.0.0.0 0.0 .0.255 eq tftp
Router(config-ext-nacl)# deny udp 172.16.30.0 0.0.0.255 eq tftp 10.0.0.0 0.0 .0.255 eq tftp

uRPF Implementation

The uRPF feature is automatically implemented winging AutoSecure. For the sake of completeness,
the full configuration is provided.

Router(config)# access-list 103 permit udp any any eq bootpc ! Specifies ACL that permits
bootpc traffic

Each WAN interface was configured to support uRRErfng.

Router(config)# interface Multilink1 ! Enters Multilink interface configuration mode

Router(config-if)# ip verify unicast source reachable-via rx allow-def ault 103 ! Enables
URPF filtering

Router(config-if)# exit

Router(config)# interface ATM0/2/0.1 point-to-point ! Enters backup interface

configuration mode

Router(config-if)# ip verify unicast source reachable-via rx allow-def ault 103 ! Enables
URPF filtering

Router(config-if)# exit

Layer 2 Security

e Port Security Implementation, page 67

¢ Dynamic ARP Inspection Implementation, page 68
¢ |P Source Guard Implementation, page 69

¢ DHCP Snooping Implementation, page 69

e BPDU Guard Implementation, page 69

Port Security Implementation

The following port security configuration was apgalito the access layer switch.

Switch-Access(config)# interface range f1/0/1 - 48 ! Enters configuration for range of

Gigabit Ethernet

Switch-Access(config-if-range)# switchport port-security ! Enables port security in this

port

Switch-Access(config-if-range)# switchport port-security maximum 2 ! Specifies to allow

traffic from maximum 2 mac-address as source addres s

Switch-Access(config-if-range)# switchport port-security aging type inactivity | Specifies
to age out the dynamically learned mac address if n o traffic for specified period
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Switch-Access(config-if-range)# switchport port-security aging time 2 ! Specifies to age
out the dynamically learned mac-address after 2 min utes

Switch-Access(config-if-range)# switchport port-security violation restrict | Specifies
the port to drop packet from non secure mac address and send a trap

Port Security Verification

To verify your port security configuration, entdret following command:

Switch-Access# show port-security interface g1/0/3

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Restrict
Aging Time : 2 mins
Aging Type : Inactivity

SecureStatic Address Aging : Disabled
Maximum MAC Addresses  :2

Total MAC Addresses :0

Configured MAC Addresses : 0

Sticky MAC Addresses :0

Last Source Address:Vian :0000.0000.0000:0
Security Violation Count : 0

Switch-Access#

Dynamic ARP Inspection Implementation

Following command demonstrates how to apply dynakdidress Resolution Protocol (ARP) inspection
excluding specified hosts.

Switch-Access(config)# arp access-list STATIC-HOSTS ! Defines ARP access-list for hosts

that will be allowed to ARP packets

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.5 mac any

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.6 mac any

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.7 mac any

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.8 mac any

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.9 mac any

Switch-Access(config-arp-nacl)# permit ip host 10.0.0.10 mac any

Switch-Access(config-arp-nacl)# exit

Switch-Access(config)# ip arp inspection vlan 301-302 ! Enables ARP inspection on

specified VLANs

Switch-Access(config)# ip arp inspection validate dst-mac ! Specifies to perform a check
destination-MAC and Target MAC to be same on ARP pa cket

Switch-Access(config)# ip arp inspection log-buffer entries 100 ! Enable the dynamic ARP
inspection log buffer to hold 100 entries

Switch-Access(config)# ip arp inspection log-buffer logs 1 interval 100 ! Enables every
log entry to generate a system message every 100 se conds

Switch-Access(config)# ip arp inspection filter STATIC-HOSTS vlan 301-303 ! Applies ARP
ACL to specified VLANs

Switch-Access(config)# errdisable recovery cause arp-inspection ! Enable error recovery
for Dynamic ARP inspection error-disabled state.

Switch-Access(config)# interface range g1/0/41 ! Enters gigabit Ethernet configuration

mode

Switch-Access(config-if)# ip arp inspection trust ! Disables ARP inspection

Dynamic ARP Inspection Verification

To verify your dynamic ARP inspection configuratjanter the following command:

Switch-Access# show ip arp inspection vlan 301

Source Mac Validation : Disabled
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Destination Mac Validation : Enabled
IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL

301 Enabled Active static-host No

Vlan ACL Logging  DHCP Logging

301 Deny Deny
Switch-Access#

IP Source Guard Implementation

The following source guard configuration was apglie both of the access layer switches.

Switch-Dist(config)# ip source binding 0030.94C2.9A40 vlan 303 10.0.2.65 interface g1/0/7

I Specifies MAC to IP binding for statically assign ed DMZ server address

Switch-Dist(config)# ip source binding 0030.94C2.9A41 vlan 303 10.0.2.66 interface g1/0/8

! Specifies MAC to IP binding for statically assign ed DMZ server address

Switch-Dist(config)# ip source binding 0030.94C2.9A42 vlan 303 10.0.2.67 interface g1/0/9

I Specifies MAC to IP binding for statically assign ed DMZ server address

Switch-Dist(config)# ip source binding 0030.94C2.9A43 vlan 303 10.0.2.68 interface g1/0/10
I Specifies MAC to IP binding for statically assign ed DMZ server address

Switch-Dist(config)# ip source binding 0030.94C2.9A44 vlan 303 10.0.2.69 interface g1/0/11
! Specifies MAC to IP binding for statically assign ed DMZ server address
Switch-Access(config)# interface range f1/0/1 - 48 | Enters gigabit Ethernet configuration

mode

Switch-Access(config-if-range)# ip verify source port-security ! Specifies to check the
binding table and allow traffic only if it matches an entry

DHCP Snooping Implementation

Switch-Access(config)# ip dhcp snooping I Enables DHCP snooping globally on the switch
Switch-Access(config)# ip dhcp snooping vlan 301-302 ! Enables DHCP snooping for specified
VLANs

Switch-Access(config)# interface g1/0/4 ! Enters gigabit Ethernet configuration mode
Switch-Access(config-if)# ip dhcp snooping trust ! Disables DHCP snooping

DHCP Snooping Verification

To verify your Dynamic Host Configuration Protod@HCP) snooping configuration, enter the
following command.

Switch-Access# show ip dhcp snooping
Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANS:
301-303

Insertion of option 82 is enabled

BPDU Guard Implementation

The following is an example for configuring portcseity on all trunk ports.

Switch-Dist(config)# interface g1/0/4 ! Enters internal gigabit Ethernet configuration

mode

Switch-Dist(config-if)# spanning-tree bpduguard disable ! Disables BPDU guard
Switch-Dist(config)# interface range f1/0/1 - 48 ! Enters gigabit Ethernet configuration
mode

Switch-Access(config-if)# spanning-tree bpduguard enable ! Enables BPDU guard

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Implementation |

M Security Services Implementation

Management Services Implementation

¢ NetFlow Implementation, page 70

¢ SNMP Implementation, page 70

e NTP Implementation, page 71

¢ |P SLA Implementation, page 72

¢ Syslog Implementation, page 73

¢ Cisco Configuration Professional Implementationg@a3

¢ Cisco Configuration Engine Implementation, page 78

NetFlow Implementation

NetFlow Verification

Cisco 10S NetFlow efficiently collects and measdega as it enters specific router interface. Thitad
can be used for network traffic accounting and rekwplanning.

NetFlow can be configured to collect data for ttgwfs, and the data can be used for further analysis

Router(config)# ip flow-top-talkers ! Enabled NetFlow to capture traffic statistics for

top flows

Router(config-flow-top-talkers)# top 5 ! Specifies the maximum number of top talkers
Router(config-flow-top-talkers)# sort-by packets ! Specifies to sort top talkers by number
of bytes

Router(config-flow-top-talkers)# cache-timeout 100 ! Specifies the time up to which top
talkers statistics collected

Router(config-flow-top-talkers)# exit

Router(config)# exit

To verify your NetFlow configuration, enter the limving command:

Router# show ip flow top-talkers

Srclf SrclPaddress Dstlf DstlPad dress Pr SrcP DstP Pkts
Mul 10.0.0.22 Local 10.0.0. 8 2F 0000 0000 28
Mul 10.0.0.27 Local 10.0.0. 10 32 AAB6 2992 28
Tul 172.16.0.10  Null 224.0.0 .10 58 0000 0000 27

3 of 5 top talkers shown. 3 flows processed.

Router#

SNMP Implementation

Simple Network Management Protocol (SNMP) is anligggion layer protocol which facilitates the
exchange of management information between a n&tdevice and an SNMP server. This information
can be used for network management and troublesigpot

SNMP is enabled to send traps for specific evemds will be used for troubleshooting. Two SNMP
communities with different privileges were configalr

Router(config)# ip access-list standard Full ! List of clients with full access to SNMP
agent

Router(config-std-nacl)# permit host 172.16.4.5

Router(config-std-nacl)# exit
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Router(config)# ip access-list standard Browse I List of clients with browse access to

SNMP agent

Router(config-std-nacl)# permit host 10.0.0.6

Router(config-std-nacl)# exit

Router(config)# snmp-server community RW-ACCESS rw Full I Enables SNMP community with
Read/Write access to server

Router(config)# snmp-server community RO-ACCESS ro Browse I Enables SNMP community with
Read-Only access to server

Router(config)# snmp-server enable traps snmp authentication linkdo wn linkup coldstart
warmstart ! Enables notification for various router events

Router(config)# snmp-server enable traps eigrp ! Enables EIGRP notification

Router(config)# snmp-server enable traps flash insertion removal ! Enables Flash
Insertion/Removal notification

Router(config)# snmp-server enable traps envmon | Enables Environmental monitor

notification

Router(config)# snmp-server enable traps bgp I Enables BGP protocol notification
Router(config)# snmp-server enable traps memory bufferpeak ! Enables Memory buffer peak
notification

Router(config)# snmp-server enable traps hsrp ! Enables HSRP natification

Router(config)# snmp-server enable traps ospf state-change ! Enables OSPF protocol
state-change notification

Router(config)# snmp-server enable traps ospf errors I Enables OSPF error natification
Router(config)# snmp-server enable traps ospf retransmit | Enables OSPF LSA retransmit
notification

Router(config)# snmp-server enable traps ospf Isa | Enables OSPF LSA notification
Router(config)# snmp-server enable traps ospf cisco-specific state- change

nssa-trans-change
! Enables OSPF NSSA state change notification

Router(config)# snmp-server enable traps ospf cisco-specific state- change shamlink
interface-old ! Enables OSPF replaced interface shamlink notifica tion

Router(config)# snmp-server enable traps ospf cisco-specific state- change shamlink
neighbor ! Enables OSPF neighbor shamlink transition notific ation

Router(config)# snmp-server enable traps ospf cisco-specific errors ! Enables OSPF
nonvirtual interface mismatch error notification

Router(config)# snmp-server enable traps ospf cisco-specific retran smit ! Enables OSPF
retransmit error notification

Router(config)# snmp-server enable traps ospf cisco-specific Isa | Enables OSPF LSA
notification

Router(config)# snmp-server enable traps cpu threshold ! Enables CPU threshold violation
notification

Router(config)#

NTP Implementation

Network Time Protocol (NTP) is used to synchrortize time in local devices to a radio clock or atomi
clock attached to the time server. Synchronizedtimall the network devices is helpful for
troubleshooting and understanding logging messages.

Router(config)# ntp authenticate | Enables NTP authentication

Router(config)# ntp authentication-key 1234 md5 NTP-KEY | Specifies authentication key and
Password

Router(config)# ntp trusted-key 1234 ! Specifies the key number to be used for

authentication

Router(config)# ntp server 172.16.0.60 key 1234 ! Specifies central site NTP server

address and key

Switch-Access (config)# ntp authenticate ! Enables NTP authentication

Switch-Access (config)# ntp authentication-key 1234 md5 NTP-KEY | Specifies authentication
key and Password

Switch-Access (config)# ntp trusted-key 1234 | Specifies the key number to be used for
authentication

Switch-Access (config)# ntp server 172.16.0.60 key 1234 ! Specifies central site NTP

server address and key
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Set time zone and daylight saving for a specificetizone. The following example uses U.S. Pacific
Standard Time zone.

Router(config)# clock timezone pst -8 | Sets the time zone
Router(config)# clock summer-time pdt recurring | Sets daylight savings time

Switch-Access(config)# clock timezone pst -8 | Sets the time zone
Switch-Access(config)# clock summer-time pdt recurring ! Sets daylight savings time

NTP Verification

To verify your NTP configuration, enter the followg command:

Router# show ntp status

Clock is synchronized, stratum 4, reference is 10.6 6.66.11

nominal freq is 250.0000 Hz, actual freq is 249.996 6 Hz, precision is 2**18
reference time is CC70BD86.5EFBE4E6 (02:16:54.371 P DT Tue Sep 9 2008)
clock offset is -0.0255 msec, root delay is 0.79 ms ec

root dispersion is 0.11 msec, peer dispersion is 0. 05 msec

Router#

IP SLA Implementation

An IP Service Level Agreement (SLA) is a managemeal running on Cisco I0S software that can be
used to analyze IP service levels for IP applicgatiand services in order to increase the network
productivity and to reduce the frequency of netwotkages.

In the Services Ready Small Branch Network architex; the User Datagram Protocol (UDP)-echo
operation is used to test end-to-end connectivity @sponse time, and UDP jitter is used to measure
packet variability.

Router(config)# ip sla 10 ! Configures IP SLA operation with specified ID

Router(config-ip-sla)# udp-echo 209.165.201.10 65535 source-ip 209.165.201 .9 source-port
65000 ! Performs UDP echo operation between two Loopback Interfaces

Router(config-ip-sla-udp)# frequency 30 | Sets the rate at which a specified IP SLA

operation repeats

Router(config)# ip sla 20 ! Configures IP SLA operation with specified ID

Router(config-ip-sla-udp)# udp-jitte r 209.165.201.10 65535 source-ip 209.165.201.9

source-port 65000 ! Performs UDP jitter operation between two Loopbac k Interfaces
Router(config-ip-sla-jitter)# frequency 30 | Sets the rate at which a specified IP SLA

operation repeats

Router(config-ip-sla-udp)# exit

Router(config)# ip sla schedule 10 start-time now life forever | Starts the IP SLA
operation now and runs it indefinitely

Router(config)# ip sla schedule 20 start-time now life forever | Starts the IP SLA
operation now and runs it indefinitely

IP SLA Verification

To verify your IP SLA configuration, enter the foWwing command:

Router# show ip sla statistics

Round Trip Time (RTT) for Index 10
Latest RTT: NoConnection/Busy/Timeout
Latest operation start time: *22:45:46.259 pst Mon Feb 2 2009
Latest operation return code: No connection
Number of successes: 0
Number of failures: 3
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Operation time to live: Forever

Round Trip Time (RTT) for Index 20
Latest RTT: O milliseconds

Latest operation start time: *20:22:59.119 pst Mon Feb 2 2009
Latest operation return code: Socket bind error
RTT Values:
Number Of RTT: 0 RTT Min/Avg /Max: 0/0/0 milliseconds

Latency one-way time:
Number of Latency one-way Samples: 0

Source to Destination Latency one way Min/A vg/Max: 0/0/0 milliseconds
Destination to Source Latency one way Min/A vg/Max: 0/0/0 milliseconds
Jitter Time:

Number of SD Jitter Samples: 0
Number of DS Jitter Samples: 0

Source to Destination Jitter Min/Avg/Max: 0 /0/0 milliseconds
Destination to Source Jitter Min/Avg/Max: 0 /0/0 milliseconds

Packet Loss Values:
Loss Source to Destination: 0 Los s Destination to Source: 0

Out Of Sequence: 0  Tail Drop: 0
Packet Late Arrival: 0 Packet Skipped: 0
Voice Score Values:
Calculated Planning Impairment Factor (ICP!I F): 0
Mean Opinion Score (MOS): 0
Number of successes: 0
Number of failures: 4
Operation time to live: Forever

Syslog Implementation

Apply following commands to enable syslog logging.

Router(config)# service timestamps log datetime msec localtime show -timezone ! Instructs
the system to timestamp syslog messages

Router(config)# logging 172.16.0.90 ! Identifies syslog server

Router(config)# logging trap notifications ! Log notice messages and above

Router(config)# logging facility local2 ! Specifies the facility level used by the syslog

messages

Router(config)# logging buffered 4096 | Sets size of internal log buffer

Switch-Access(config)# service timestamps log datetime msec localtime show -timezone !
Instructs the system to timestamp syslog messages

Switch-Access (config)# logging 172.16.0.90 ! Identifies syslog server

Switch-Access (config)# logging trap notifications ! Log notice messages and above
Switch-Access (config)# logging facility local2 | Specifies the facility level used by the

syslog messages

Switch-Access (config)# logging buffered 4096 | Sets size of internal log buffer

Cisco Configuration Professional Implementation

Monitoring of the Services Ready Small Branch Netwyas done with the Cisco Configuration
Professional in monitor mode. Cisco ConfiguratianfBssional provides an overview of router status
and performance metrics without having to use tlee€10S command-line interfacEigure 5shows
the monitor overview, which includes informationchuas CPU and memory usage, interface status,
firewall status, and VPN status.
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Figure 5 Cisco Configuration Professional Monitor Overview
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Figure 6shows the interface status for the Gigabit Ethemterface, which includes packets in and
packets out, and bandwidth usage.

Figure 6 Cisco Configuration Professional Gigabit Ethernet Interface Status
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Figure 7shows the interface status for the tunnel intexfac

Figure 7 Cisco Configuration Professional Tunnel Interface Status
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Figure 8shows the VPN status for the DMVPN tunnel, whisbludes encapsulation and decapsulation

packets and send and receive error packets.

Figure 8

Cisco Configuration Professional VPN Status

Security Services Implementation
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Figure 9shows the interface traffic analysis.

Figure 9 Cisco Configuration Professional Traffic Analysis
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Cisco Configuration Engine Implementation

There are several steps required to enable deplotymi¢h the Cisco Configuration Engine. First,
bootstrap configuratiomust be applied to each device. The boostrap gordtion is either preloaded
or obtained from a centrally hosted DHCP serveotigh option 150. In the Services Ready Small
Branch Network, both routers and all switches wamreloaded with the following bootstrap
configuration.

Router(config)# cns trusted-server all-agents cce.example.com | Specifies trusted server
for CNS agent

Router(config)# cns id hardware-serial ! Identifies this devices by its serial number to

CCE

Router(config)# cns id hardware-serial event ! Identifies this devices by its serial

number to CCE event logging component

Router(config)# cns event cce.example.com ! Enables event agent

Router(config)# cns config initial cce.example.com 80 ! Initiates an initial configuration

on CCE server port 80

Router(config)# cns config partial cce.example.com 80 ! Initiates an incremental
configuration on CCE server port 80

Router(config)# cns exec 80 ! Enables CNS agent

Switch-Access(config)# cns trusted-server all-agents cce.example.com ! Specifies trusted
server for CNS agent

Switch-Access(config)# cns id hardware-serial ! Identifies this devices by its serial

number to CCE

Services Ready Small Branch Network System Assurance Guide
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Switch-Access(config)# cns id hardware-serial event ! Identifies this devices by its

serial number to CCE event logging component

Switch-Access(config)# cns event cce.example.com ! Enables event agent
Switch-Access(config)# cns config initial cce.example.com 80 ! Initiates an initial
configuration on CCE server port 80

Switch-Access(config)# cns config partial cce.example.com 80 ! Initiates an incremental
configuration on CCE server port 80

Switch-Access(config)# cns exec 80 ! Enables CNS agent

Secondly, the device CNS ID must be entered intd0GRE server prior to powering on of branch
devices. Each device CNS is associated with Ci&®image to be loaded onto the device and a
configuration toolkit. The Services Ready Small Brh Network provides following 10 CCE toolkits:

e Configuration for zero-touch deployment with Cisco Configuration Engine
¢ Bootstrap Configuration for routers and switches
e Router

¢ Gigabit Ethernet WAN interface, active primary atdndby backup WAN links, OSPF routing,
DMVPN over primary and backup WAN links, and Ciddnified CME with SCCP configured
IP Phones and H.323 trunking to the central site.

e Four T1 WAN interface bundle with MLPPP encapsuatiactive primary and standby backup
WAN links, EIGRP routing, GETVPN over primary andVi¥ PN over backup WAN links, and
Cisco Unified CME with SIP configured IP Phones &18 trunking to central site.

e Four T1 WAN interface bundle with MLFR encapsulatisimultaneously active primary and
backup WAN links, EIGRP routing, DMVPN over primaaynd backup WAN links, and
Cisco Unified SRST with SCCP configured IP Phoned H.323 trunking to central site.

¢ T3 WAN interface with Frame Relay encapsulatiomwitaneously active primary and backup
WAN links, OSPF routing, GETVPN over primary and MH®N over backup WAN links, and
Cisco Unified SRST with SIP configured IP Phoned &hP trunking to central site.

e Access Switches

e A 48-port EtherSwitch service module access switith Data, DMZ, and Voice VLANS on
access ports.

Downloading and Using the Configuration Templates

Download the templates from the following location:
¢ Configuration Templates for Services Ready Sma#irig@h Network

To use the configuration templates for manual apnfations, download them to a TFTP server that is
accessible from the routers and switches. To usedmfiguration templates with
Cisco Configuration Engine (CCE) 3.0, complete filéowing steps:

Step 1 Log in to CCE and navigate fimols > Template M anager.

Step2 In the Template Manager window, shownHigure 1Q click Add Template. The Template Engine
window appears.
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Figure 10 CCE Template Manager
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Step3  In the Template Engine window, shownHigure 11 choose the best template engine for your specific
environment, and then cliddext. The CCE Configuration Editor window appears.

Figure 11 CCE Template Engine
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Step4  From the list of configuration templates, copy toafiguration template that best meets your nesuia f
one of the above listed configuration templates paste it into the CCE Configuration Editor, shown
Figure 12
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Figure 12 CCE Configuration Editor
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Customize the configuration to meet the needs of wpecific environment. After editing the
configuration, name and save the configuration.

Navigate to the Device Manager window, showrrigure 13 and clickAdd Device.

Figure 13 CCE Device Manager
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Step7 In the Create Device Editor window, shownFigure 14 assign a Device Name, a Unique ID that
corresponds to the configuration name specifie8tep 5 and a Device Type. Clickext. The Device
Group Selector window appears.

Figure 14 CCE Create Device Editor
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] Applet edtT started 4 Local nranst

Step8 Choose group membership as showfigure 15 CCE supports management of devices as groups. See
the CCE documentation for details on how to mardegéces as a group. Clidkext. The Device Group
Selector window appeatrs.
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Figure 15 CCE Device Group Selector
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] Applet edtT started & Local niranet

Step9 Inthe Device ldentification Assignment window, ghoin Figure 16 enter the Event ID, Config ID, and
Image ID (CCE supports the ability to distributes€ I0S software images; see the CCE documentation
for additional information) for the Device Type.i€k Finish.

Note These IDs must match the identification providedhie device Bootstrap Configuration.
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Figure 16
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Step 10

Repeat this procedure for all routers and switches.

Voice Services Implementation

PRI-Trunk and FXS Port Implementation, page 85

Cisco Unified CME with SCCP Endpoints Implementatipage 86
Cisco Unified CME with SIP Endpoints Implementatigage 103
Cisco Unified SRST with SCCP Endpoints Implememtatipage 109
Cisco Unified SRST with SIP Endpoints Implementatipage 121

This section describes the implementation of twenseios for voice services:

Distributed infrastructure and branch endpointsa@aretrolled by Cisco Unified
Communications Manager Express (Cisco Unified CMIgcal branch voice mail is provided
through Cisco Unity Express access.

Centralized call control with Cisco Unified Commuations Manager (Cisco Unified CM). Cisco
Unified Survivable Remote Site Telephony (Ciscofigrd SRST) is configured in case of WAN
failure.

The following high-level steps must be performeddach telephony service:

1. Configure voice connectivity.

2. Perform telephony service setup.
3. Install IP Phones.

4. Configure voice gateway.

[l Services Ready Small Branch Network System Assurance Guide
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Configure dial plan.
Set up transcoding and conferencing.

5
6
7. Implement Music on Hold.
8. Integrate voice mail.

9

Configure emergency services.

PRI-Trunk and FXS Port Implementation

A 12- channel T1 PRI trunk was used to connectdeer to the public switched telephone network
(PSTN).

Router(config)# card type t1 0 ! Declares network module in slot O operational in T1 mode
Router(config)# isdn switch-type primary-4ess ! Acts as Primary 4ESS switch interface to

the PSTN network

Router(config)# network-clock-participate wic 0 | Enables MFT card to synchronize with NTP

server

Router(config)# controller T1 0/0/0 ! Enters T1 controller configuration mode

Router(config-controller)# pri-group timeslots 1-12 ! Configures Non-facility associated

signaling for first 12 channels of the T1 link

Router(config-controller)# exit

The following configuration applies to analog FaeiExchange Service (FXS) ports.

Router(config)# voice-port0/3/0 ! Enters voice port configuration mode
Router(config-voiceport)# station-id name ANALOG-1 ! Assigns a name for the voice port
Router(config-voiceport)# exit

Router(config)# voice-port0/3/1 ! Enters voice port configuration mode
Router(config-voiceport)# station-id name ANALOG-2 ! Assigns a name for the voice port
Router(config-voiceport)# exit

Router(config)# voice-port0/3/2 ! Enters voice port configuration mode
Router(config-voiceport)# station-id name ANALOG-3 ! Assigns a name for the voice port

Router(config-voiceport)# exit

Router(config)# voice-port0/3/3 ! Enters voice port configuration mode
Router(config-voiceport)# station-id name ANALOG-4 ! Assigns a name for the voice port
Router(config-voiceport)# exit

In the Services Ready Small Branch network 4xTé& dérial interface utilizes compressed RTP to place
calls over the WAN. There are several ways to aumé cRTP. In the following implantation, cRTP is
configured on the QoS class map:

Router(config)# policy-map EIGHT-CLASS-V3PN-EDGE ! Defines child policy map

Router(config-pmap)# class VOICE ! Matches traffic classified by VOICE class-map
Router(config-pmap-c)# compress header ip rtp I Enables cRTP compression
Router(config-pmap-c)# exit

The Services Ready Small Branch Networks has bested with both SIP- and SCCP-enabled phones.
Each phone type requires a different configuratitmimplement SCCP-based phones, follow the SCCP
instructions in théCisco Unified CME with SCCP Endpoints Implementatiti section on page 80
implement SIP-based phones, follow SIP instructionthe“Cisco Unified CME with SIP Endpoints
Implementation” section on page 103

To implement the various voice services descrilvethe following sections, several resources are
necessary at the central sif@ble 2lists these resources and the associated IP airélsat are used
in the implementation instructions.

[ oL-19089-01
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Table 2 Central Site Resources Required for Voice Implementation
Resource IP Address

NTP Server 172.16.0.60

Cisco Call Manager 172.16.200.10
Message Wait Indicator Server 172.16.0.110
Music on Hold Multicast Group 239.1.1.1

Cisco Unified CME with SCCP Endpoints Implementation

¢ Cisco Unified CME with SCCP Endpoints: Telephony\&&e Setup, page 86

e Cisco Unified CME with SCCP Endpoints: IP Phonetdfiation and Configuration, page 87

¢ Cisco Unified CME with SCCP Endpoints: H.323 VoiBateway Implementation, page 90

¢ Cisco Unified CME with SCCP Endpoints: Dial Plangimmentation, page 90

¢ Cisco Unified CME with SCCP Endpoints: CAC Implenteion, page 91

¢ Cisco Unified CME with SCCP Endpoints: Transcodamgl Conferencing Implementation, page 91
¢ Cisco Unified CME with SCCP Endpoints: Music on Hadmplementation, page 93

¢ Cisco Unified CME with SCCP Endpoints: Voice MailchAuto Attendant Integration, page 93

¢ Cisco Unified CME with SCCP Endpoints: EmergencyvB8®s Implementation, page 100

¢ Cisco Unified CME with SCCP Endpoints Verificatiomage 101

Cisco Unified CME with SCCP Endpoints: Telephony Service Setup

The Cisco 10S software provides an automated mashafor configuring IP telephony services.

Router(config)# telephony-service setup ! Enters into Unified CME start setup mode
--- Cisco 10S Telephony Services Setup ---
Do you want to setup DHCP service for your IP Phone s? [yes/no]: no

Do you want to start telephony-service setup? [yes/ nol: yes
Configuring Cisco 10S Telephony Services :

Enter the IP source address for Cisco |0S Telepho ny Services : 10.0.1.2
Enter the Skinny Port for Cisco I0S Telephony Ser vices : [2000]:
How many IP Phones do you want to configure : [0 ]: 40 !User configurable number of
phones up to maximum of 240 on 3800 ISRs
Do you want dual-line extensions assigned to phon es? [yes/no]: yes
What Language do you want on IP Phones :
0 English
French
German
Russian
Spanish
Italian
Dutch
Norwegian
Portuguese
Danish

©oO~NO O~ WNPRE
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10 Swedish
11 Japanese
[O]: ! Maintains default English language
Which Call Progress tone set do you want on IP Ph ones :
0 United States
France
Germany
Russia
Spain
Italy
Netherlands
Norway
Portugal
UK
10 Denmark
11 Switzerland
12 Sweden
13 Austria
14 Canada
15 Japan
[O]: ! Maintains default United States call progress ton e
What is the first extension number you want to co nfigure : 5001

© 0O ~NOO U WDNPRE

Do you have Direct-Inward-Dial service for all your phones? [yes/no]: yes
Enter the full E.164 number for the first phone : 4085555001 ! Assigns DID number

Do you want to forward calls to a voice message ser vice? [yes/no]: yes
Enter extension or pilot number of the voice mess age service: 5444
Call forward No Answer Timeout : [18]: ! Maintains default value of 18 seconds.
Possible values are from 5 to 60000 seconds

Do you wish to change any of the above information? [yes/no]: no
CNF-FILES: Clock is not set or synchronized,
retaining old versionStamps

---- Setup completed config ---

Router(config)#

*Sep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 1.2, changed state to
Egep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 2.1, changed state to
Sgep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 2.2, changed state to
’l:lgep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 3.1, changed state to
Egep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 3.2, changed state to
Sgep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 4.1, changed state to
’l:lgep 10 05:37:10.207: percentLINK-3-UPDOWN: Interf ace ephone_dsp DN 4.2, changed state to
up

Cisco Unified CME with SCCP Endpoints: IP Phone Installation and Configuration

In the Services Ready Small Branch Network, IP Risare installed by simply connecting them to ports
on the access layer switches. Because all the pfieisPower-over-Ethernet, no additional powerleab
are necessary. After they are installed, the phamegonfigured with the default configuration thats
generated during the telephony setup in the presvgaction. However, if the IP Phone firmware needs
to be upgraded in the future, enter the followirgnenands.
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Note

The following configuration is not required withefCisco 10S software image used for the Services
Ready Small Branch Network validation.

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# load 7960-7940 P0O0308000900 ! Loads telephony SCCP firmware
files for 7960 to 7940 phones

Router(config-telephony)# load 7942 SCCP42.8-3-2S ! Loads telephony SCCP firmware files
for 7942 phones

Router(config-telephony)# load 7962 SCCP62.8-3-2S ! Loads telephony SCCP firmware files
for 7962 phones

Router(config-telephony)# load 7965 SCCP65.8-3-2S ! Loads telephony SCCP firmware files
for 7965 phones

Router(config-telephony)# load 7971 SCCP71.8-3-2S ! Loads telephony SCCP firmware files
for 7971 phones

Router(config-telephony)# load 7985 cmterm_7985.4-1-6-0 ! Loads telephony SCCP firmware

for 7985 video phone

Apply the following command after defining the nephone type.

Router(config-telephony)# load 7937 cmterm_7937.1-2-1-0 ! Loads telephony SCCP firmware
files for 7937 conference station

Router(config-telephony)# create cnf-files ! Builds XML configuration file for SCCP phones
Router(config-telephony)# exit

This guide provides Cisco 10S software commandssé&dting up IP Phones. Alternatively, a graphical
user interface (GUI) allows the configuration ofeditory numbers through a web interface. To set up
the web configuration tool, use the following ingttions to enable the services on the router:

Router(config)# ip http server | Enables HTTP server

Router(config)# ip http path flash: ! Specifies location of HTTP files in 10S

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# web admin system name admin password c1$k0SyS ! Defines username
and password for system administrator

Router(config-telephony)# dn-webedit ! Enables ability to configure directory numbers
Router(config-telephony)# time-webedit ! Enables ability to configure phone time
Router(config-telephony)# exit

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# max-ephones 50 ! Sets the maximum number of phones that can
register with Cisco CME

Router(config-telephony)# max-dn 100 ! Sets the maximum number of directory numbers (two

for each phone)

Router(config-telephony )# ip source-address 10.0.1.2 port 2000 secondary 10.0 1.1 !'Sets
IP address used for phone registration and secondar y router for backup
Router(config-telephony)# time-zone 5 ! Sets time zone to Pacific Standard/Daylight Time
Router(config-telephony)# no auto-reg-ephone ! Disables registration of unconfigured

phones

Router(config-telephony)# voicemail 5444 ! Defines number for speed dialing voicemail from
phone

Router(config-telephony)# system message Your current options I Message displayed on IP
Phones

Router(config-telphony)# secondary-dialtone 9 ! Provides dial tone for PSTN calls
Router(config-telphony)# transfer-system full-blind ! Transfers calls without consultation
Router(config-telphony)# transfer-pattern 9......... ! Allows transfers for all calls

originating from PSTN

Router(config-telphony)# transfer-pattern 4......... ! Allows transfers for all calls

originating in area code starting with "4"

Router(config-telphony)# call-forward pattern .T ! Allows call forwarding for all calls
Router(config-telephony)# exit
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Router(config)# ephone-template 1 ! Defines ephone configuration template tag
Router(config-ephone-template)# softkeys hold Join Newcall Resume Select | Softkey display
when the connected party is on hold

Router(config-ephone-template)# softkeys idle ConfList Join Newcall Pickup Redial !
Softkey display when the phone is idle

Router(config-ephone-template)# softkeys seized Redial Endcall Cfwdall Pickup Callb ack
Meetme ! Softkey display when caller is attempting to call but has not been connected yet
Router(config-ephone-template)# softkeys connected Trnsfer Hold Confrn Endcall ! Softkey
display when connection to remote point has been es tablished

Router(config-ephone-template)# exit

Apply the following configuration to all IP Phonégo 50. Set the unique DN number and assign the
desired extension to each phone.

Router(config)# ephone-dn 1 dual-line ! Enters directory number configuration mode
Router(config-ephone-dn)# number 5001 ! Configures phone (or extension) number for this
directory number

Router(config-ephone-dn)# call-forward busy 5444 ! Forwards call for a busy extension to
voicemail

Router(config-ephone-dn)# call-forward noan 5444 timeout 10 ! Forwards call for an
extension that does not answer to voicemail after 1 0 seconds of ringing
Router(config-ephone-dn)# exit

Router(config)# ephone 1 ! Enters phone configuration mode

Router(config-ephone)# ephone-template 1 ! Associates phone with configuration template
Router(config-ephone)# button 1:1 ! Associates phone with directory number 1:2, 1:3, etc.
Router(config-ephone)# exit

To configure soft phone, use the following example.

Router(config)# ephone 120 ! Enters phone configuration mode

Router(config-ephone)# type CIPC ! Specifies that this is softphone

Router(config-ephone)# ephone-template 1 ! Associates phone with configuration template
Router(config-ephone)# button 1:120 ! Associates phone with directory number 1:2, 1:3,
etc.

Router(config-ephone)# exit

In Cisco 10S 12.4(20)T and later, apply the follagiconfiguration to define a conference station.

Router(config)# ephone-type 7937 ! Enters ephone-type template configuration mode
Router(config-ephone-type)# device-id 431 ! Specifies 7937 conference station device id
Router(config-ephone-type)# device-type 7937 ! Specifies device type
Router(config-ephone-type)# device-name 7936 Conference Station ! Assigns name to the
device type

Router(config-ephone-type)# num-buttons 1 ! Number of line buttons supported
Router(config-ephone-type)# num-presentations 6 I Number of call presentations lines
Router(config-ephone-type)# exit

Router(config)# ephone-dn 110 dual-line ! Enters directory number configuration
Router(config-ephone-dn)# number 5110 ! Configures extension (or phone) number for this
directory number

Router(config-ephone-dn)# name Engineering Conference Room ! Associates a name with this
directory number

Router(config-ephone-dn)# exit

Router(config)# ephone 110 ! Enters phone configuration mode

Router(config-ephone)# button 1:110 ! Associates phone with directory number
Router(config-ephone)# exit

Generate the configuration file.

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# create cnf-files ! Builds XML configuration file for SCCP phones
Router(config-telephony)# reset all ! Reloads the phone configuration
Router(config-telephony)# exit
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Cisco Unified CME with SCCP Endpoints: H.323 Voice Gateway Implementation

The following configuration enables VolP on thewetk and sets up H.323 dial peers between the
branch gateway and the destination telephone n&svor

Router(config)# voice service voip ! Enters voice service configuration mode
Router(config-voi-srv)# allow-connections h323 to h323 ! Enables calls h323 endpoint to
h323 endpoint

Router(config-voi-srv)# allow-connections h323 to SIP ! Enables calls from h323 endpoint
to SIP endpoint

Router(config-voi-srv)# exit

Cisco Unified CME with SCCP Endpoints: Dial Plan Implementation

Ten dial peers were defined for the Services Re&wall Branch Network: central site, local callsptw
911 emergency services dial peers, voice mail, attendant, long distance, international callingd a
fax pass-through or fax relay. Voice mail and eneaicy services dial peers are described in‘@isco
Unified CME with SIP Endpoints: Voice Mail and Aukitendant Integration” section on page 108

Router(config)# dial-peer voice 1 voip ! Enters dial peer to central site configuration

mode

Router(config-dial-peer)# dtmf-relay h245-alphanumeric ! Specifies H.245 alphanumeric
method for relaying dual tone multifrequency tones

Router(config-dial-peer)# destination-pattern 408....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-peer)# exit

Router(config)# dial-peer voice 2 pots ! Enters dial peer for local area calls

configuration mode

Router(config-dial-peer)# destination-pattern 9....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 3 pots ! Enters dial peer for long distance calls

configuration mode

Router(config-dial-peer)# destination-pattern 91.......... ! Specifies area code prefix
for central site dial peer

Router(config-dial-peer)# prefix 1 ! Prefix that the system adds automatically to the dial
string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 4 pots ! Enters dial peer for international calls

configuration mode

Router(config-dial-peer)# destination-pattern 9011T ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 011 ! Prefix that the system adds automatically to the

dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

When calls over the WAN exceed the maximum allogdtandwidth, they are redirected to PSTN.
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Router(config)# dial-peer voice 15 pots ! Enters dial peer for PSTN bypass configuration
mode

Router(config-dial-peer)# destination-pattern 408....... ! Specifies destination pattern
Router(config-dial-peer)# port 0/0/23 ! Specifies outgoing/incoming interface for calls
Router(config-dial-peer)# preference 1 ! Sets the dial peer preference order
Router(config-dial-peer)# prefix 408 ! Prefix that the system adds automatically to the

dial string

If you are using fax pass-through, apply the follogvconfiguration.

Router(config)# dial-peer voice 6 voip ! Enters dial peer for fax passthrough

configuration mode

Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-dial-peer)# fax protocol pass-through g711ulaw ! Configures fax passthrough
with G.711 codec

Router(config-peer)# exit

If you are using fax relay, apply the following dmuration.

Router(config)# dial-peer voice 7 voip ! Enters dial peer for fax relay configuration mode
Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-dial-peer)# fax-relay ecm disable ! Disables fax relay ECM
Router(config-dial-peer)# fax rate 9600 | Selects fax transmission rate
Router(config-dial-peer)# fax protocol t38 | Sets the T.38 fax relay protocol
Router(config-dial-peer)# codec g711ulaw ! Configures fax relay with G.711 codec
Router(config-peer)# exit

Cisco Unified CME with SCCP Endpoints: CAC Implementation

RSVP is not supported with Cisco Unified CME. A ilied workaround is possible by setting a limit on
the number of voice calls that can be placed dveWAN.

Router(config)# dial-peer voice 1 voip ! Enters dial peer to central site configuration

mode

Router(config-dial-peer)# max-con 36 ! Sets the maximum number of WAN based calls to 36
Router(config-dial-peer)# exit

Cisco Unified CME with SCCP Endpoints: Transcoding and Conferencing Implementation

Transcoding compresses and decompresses voicenstteamatch endpoint-device capabilities.
Transcoding is required when an incoming voiceastrés digitized and compressed (by means of a
codec) to save bandwidth and the local device do¢support that type of compression.

Router(config)# telephony-service | Enters telephony configuration mode
Router(config-telphony)# sdspfarm units 4 | Specifies number of DSP farms that can register
with SCCP server

Router(config-telphony)# sdspfarm transcode sessions 5 ! Specifies maximum number of
simultaneous transcoding sessions

Router(config-telphony)# sdspfarm tag 2 CONFERENCE ! Creates DSP farm profile
Router(config-telphony)# sdspfarm tag 3 TRANSCODE ! Creates DSP farm profile
Router(config-telphony)# conference hardware ! Configures CME for multiparty conferencing
Router(config-telphony)# exit

Router(config)# voice-card 0 ! Enters DSP farm configuration mode

Router(config-voicecard)# dsp services dspfarm | Enables DSP services
Router(config-voicecard)# exit
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Router(config)#

transcoding to register with CME
Router(config)#

transcoding with CME
Router(config)# scep
Router(config)#

Router(config-sccp-ccm)#
Router(config-sccp-ccm)#
profile with with a SCCP group
Router(config-sccp-ccm)#
profile with a SCCP group
Router(config-sccp-ccm)#

Router(config)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

sccp local GigabitEthernet4/0.2

sccp ccm 10.0.1.1 identifier 1 version 5.0.1

associate profile 3 register TRANSCODE

dspfarm profile 2 transcode

! Enables SCCP globally
sccp ccm group 1
associate ccm 1 priority 1
associate profile 2 register CONFERENCE

! Creates SCCP group and enters SCCP configuration

exit

! Enters DSP farm profile configuration mode
codec g71lulaw ! Specifies codec supported by DSP farm
codec g71lalaw ! Specifies codec supported by DSP farm
codec g729ar8 ! Specifies codec supported by DSP farm
codec g729abr8 ! Specifies codec supported by DSP farm
codec g729r8 ! Specifies codec supported by DSP farm
codec pass-through

maximum sessions 5 ! Specifies maximum number of

simultaneous sessions supported by this profile

Router(config-dspfarm-profile)#
farm profile

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

Router(config)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

dspfarm profile 3 conference

associate application sccp

no shutdown
exit

codec g711ulaw
codec g71lalaw
codec g729ar8

codec g729abr8

! Specifies codec supported by DSP farm

! Specifies codec supported by DSP farm
! Specifies codec supported by DSP farm

! Specifies codec supported by DSP farm
codec g729r8 ! Specifies codec supported by DSP farm
codec g729br8 ! Specifies codec supported by DSP farm
maximum sessions 3 ! Specifies maximum number of

simultaneous sessions supported by this profile

Router(config-dspfarm-profile)#
farm profile

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

Router(config)#
Router(config-ephone-dn)#
number

Router(config-ephone-dn)#
Router(config-ephone-dn)#
Router(config-ephone-dn)#

Router(config)#
Router(config-ephone-dn)#
number

Router(config-ephone-dn)#
Router(config-ephone-dn)#
Router(config-ephone-dn)#
Router(config-ephone-dn)#

Router(config)#
Router(config-ephone-dn)#
number

Router(config-ephone-dn)#

ephone-dn 241 dual-line

ephone-dn 242 dual-line

ephone-dn 243 dual-line

associate application sccp

no shutdown
exit

! Enters directory number configuration mode
number 5555 ! Associates telephone extension with this director
conference ad-hoc
no huntstop
exit

! Configures ad-hoc conferencing
! Continues call hunting if line is unavailable

! Enters directory number configuration mode
number 5555 ! Associates telephone extension with this director
conference ad-hoc
no huntstop
preference 1
exit

! Configures ad-hoc conferencing
! Continues call hunting if line is unavailable
| Sets dial peer preference order

! Enters directory number configuration mode
number 5555 ! Associates telephone extension with this director

conference ad-hoc ! Configures ad-hoc conferencing

| Sets the interface for conferencing and

! Associates SCCP group 1 with CME
! Associates DSP farm

! Enters DSP farm profile configuration mode

! Associates conferencing and

mode

I Associates DSP farm

! Specifies codec supported by DSP farm

! Associates SCCP with this DSP

! Associates SCCP with this DSP

Router(config-ephone-dn)# huntstop ! Stop hunting for lines, all conferencing lines ar e
occupied
Router(config-ephone-dn)# preference 2 | Sets dial peer preference order
Router(config-ephone-dn)# exit
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Router(config)# ephone-dn 244 dual-line ! Enters directory number configuration mode
Router(config-ephone-dn)# number 5666 ! Associates telephone extension with this director y
number

Router(config-ephone-dn)# conference meetme ! Configures meet me conferencing
Router(config-ephone-dn)# no huntstop ! Continues call hunting if line is unavailable
Router(config-ephone-dn)# exit

Router(config)# ephone-dn 245 dual-line ! Enters directory number configuration mode
Router(config-ephone-dn)# number 5666 ! Associates telephone extension with this director y
number

Router(config-ephone-dn)# conference meetme ! Configures meet me conferencing
Router(config-ephone-dn)# no huntstop ! Continues call hunting if line is unavailable
Router(config-ephone-dn)# preference 1 ! Sets dial peer preference order

Router(config-ephone-dn)# exit

Router(config)# ephone-dn 246 dual-line ! Enters directory number configuration mode
Router(config-ephone-dn)# number 5666 ! Associates telephone extension with this director y
number

Router(config-ephone-dn)# conference meetme ! Configures meet me conferencing
Router(config-ephone-dn)# huntstop ! Stop hunting for lines, all conferencing lines ar e
occupied

Router(config-ephone-dn)# preference 2 ! Sets dial peer preference order

Router(config-ephone-dn)# exit

Cisco Unified CME with SCCP Endpoints: Music on Hold Implementation

Music on Hold (MOH) is an audio stream that is @dyo PSTN and VoIP G.711 or G.729 callers who
are placed on hold by phones in a Cisco Unified @amications Manager Express

(Cisco Unified CME) system. This audio stream ieirded to reassure callers that they are still
connected to their calls.

Router(config)# telephony-service | Enters telephony configuration mode
Router(config-telephony)# moh music-on-hold.au ! Specifies music on hold file
Router(config-telephony)# exit

Cisco Unified CME with SCCP Endpoints: Voice Mail and Auto Attendant Integration

Voice mail is provided by the Cisco Unity Expregswce module either in the Advanced Integration
Module (AIM) form factor or the Network Module (NMEorm factor. The AIM module requires the
following configuration. To configure the NME, suhligte Integrated-Service-Engine 2f0r
Service-Engine 0/1

Router(config)# interface Service-Engine 0/1 ! Enters Cisco Unity Express configuration

mode

Router(config-if)# ip address 10.0.2.86 255.255.255.252 ! Assigns ip address to the

service engine router interface

Router(config-if)# service-module ip address 10.0.2.85 255.255.255.252 ! Assigns IP
address to service module internal interface

Router(config-if)# service-module ip default-gateway 10.0.2.86 ! Assigns default gateway
for the service module

Router(config-if)# zone-member security Private ! Assigns Cisco Unity Express to private
security zone

Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# ip route 10.0.2.884 255.255.255.252 Service-Engine 0/1 ! Adds a static

route entry to direct traffic to the module

Cisco Unity Express uses SIP as its signaling matand requires a SIP dial peer.
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Router(config)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#
mode
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

dial-peer voice 7 voip

exit

dial-peer voice 9 voip

exit

destination-pattern 5444

session target ipv4:10.0.1.85

session protocol sipv2
codec g711ulaw

! Enters dial peer for voicemail configuration mode

! Specifies mailbox extension

! Specifies voicemail address

I Enables SIP for voicemail communication

| Specifies codec for voicemail messages

b2bua ! Enables SIP to SCCP forwarding

dtmf-relay sip-notify
no vad

destination-pattern 5000

session target ipv4:10.0.2.85

session protocol sipv2
codec g711ulaw

| Specifies DTMF relay method

! Disables voice activity detection

! Enters dial peer for Auto Attendant configuration

! Specifies mailbox extension

! Specifies voicemail address

I Enables SIP for voicemail communication

| Specifies codec for voicemail messages

b2bua ! Enables SIP to SCCP forwarding

dtmf-relay sip-notify
no vad

! Specifies DTMF relay method

! Disables voice activity detection

The following configuration turns on the messagét\walicator.

Router(config)#
Router(config-ephone-dn)#
Router(config-ephone-dn)#

Router(config-ephone-dn)#
Router(config-ephone-dn)#
Router(config-ephone-dn)#

ephone-dn 19

number 8000....
mwi on

ephone-dn 20
number 8001....
mwi off

! Enters directory number configuration mode
! Phone number for placing MWI notification call
! When call placed to this DN turn MWI on

! Enters directory number configuration mode
! Phone number for placing MWI notification call
! When call placed to this DN turn MWI off
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Additional Cisco Unified CME configuration is perfoed through a Web-based user interface as shown
in Figure 17throughFigure 22 Figure 17shows the login prompt window.

Figure 17 Cisco Unified CME Login Prompt

/A Cisco Unity Express Initialization Wizard - Microsoft Internet Explorer 1= x|

File Edt Mew Favorkes Tools Help ‘

GBack - = - @ (8 4| Dusearch GFavortes @veda (4| - S 0 - 2

Address [ ] hitpe//10.0.2 85 Wieb i Inithizard. dowizAction=INIT x| @ \ Links ”{
fgi Cisco Unified Communications Express Nmie
B > Discover all that is possible on the Internet. cisco

CallManager Express Login

Cisco Unity Express Initialization Wizard

Enter the details of the CallManager Express that Cisco Unity Express will connect to. The user name and password will be used to authenticate while retrieving information from the
CallManager Express

Hostname ™ IWDUWZ—
Web User Name ™ Iadmm—
Web Password = l“‘““‘“’ﬂ—
KL User Mame; I—
KL Password: l—

*indicates a mandatary field

Back | Next| Finish | Cancel | Help

|
250781

[&]one [T [BE Locslintranet
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Figure 18shows the Cisco Unified CME import users window.

Figure 18 Importing Cisco Unified CME Users

Cisco Unified Communications Express Nmm
> Discover all that is possible on the Internet. cisco
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Figure 19shows the Cisco Unified CME defaults window.

Figure 19 Configuring Mailbox Defaults

Cisco Unified Communications Express Nmm
> Discover all that is possible on the Internet. cisco

|
H

H 3. Defaults

H e . (United Stetes) 7
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Figure 20shows the call handling configuration window.

Figure 20 Configuring Call Handling

Cisco Unified Communications Express
¥y > Discover all that is possible on the Internet.

Nmm
cisco

1250784
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Figure 21shows the Cisco Unified CME configuration verifica window.

Figure 21 Verifying Configuration

ity Express Initialization Wizard - Microsoft Internet Explorer

- - |
£ | http:/f 10.0.2 B5WebyiwInitWizard.do

@ Cisco Unified Communications Express

> Discover all that is possible on the Internet.
Cisco Unity Express Initialization Wizard
e i

Steps

Rmm
cisco
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Figure 22shows the Cisco Unified CME configuration statuadow.

Figure 22 Reviewing Configuration Status
/] Cisco Unity Express Initialization Wizard Status - Microsoft Internet Explorer {8 x|
Fiea v et T B i
GBack o= - @ (2] 4| Qisearch Favortes @tede (4| Fhyr S = |
Address [] hitp://10.0.2 85/Webiwiinitwizard.domizAction=STATUS =l @en [l ”‘
fgi Cisco Unified Communications Express i
B > Discover all that is possible on the Internet. cisco
Cisco Unity Express Initialization Wizard Status
PHap
’ Defaults. Updated
User Creation: 2 Success, 1 Failed WiewfHide details
Mailbox Creation: 2 Success, 1 Failed WiewHide details
MWI application creation Success
Voicemail application creation Success
10S CLI update (local) Success
Save to startup configuration Success
Logout
w
@O
LS
@ [ [ Loclintranet 10

Cisco Unified CME with SCCP Endpoints: Emergency Services Implementation

The following is the implementation of emergencymer calling for North America. The PRI trunk is
used for placing emergency calls.

Router(config)# dial-peer voice 10 pots ! Enters dial peer for emergency calls
configuration mode

Router(config-dial-peer)# destination-pattern 911 ! Specifies North America emergency
number

Router(config-dial-peer)# direct-inward-dial I Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 11 pots ! Enters dial peer for local area calls
configuration mode

Router(config-dial-peer)# destination-pattern 9911 ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 911 ! Prefix that the system adds automatically to the
dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit
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Cisco Unified CME with SCCP Endpoints Verification

Voice Services Implementation

Router(config)# show ephone phone-load

DeviceName CurrentPhoneload PreviousPh oneload LastReset
SEP796000060053 SCCP41.8-3-2S SCCP41.8-3-2S Initialized
SEP796000060052 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060051 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060050 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060049 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060059 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060058 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060057 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060056 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060055 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060054 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060063 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060062 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060061 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060060 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060042 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060041 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060040 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060043 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060044 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060045 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060046 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060047 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060048 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized
SEP796000060086 SCCP41.8-3-2S SCCP41.8-3 -2S Initialized

Router# show telephony-service ephone-template

ephone-template 1

softkeys hold Join Newcall Resume Select

softkeys idle ConfList Join Newcall Pickup Redial
softkeys seized Redial Endcall Cfwdall Pickup Call
softkeys connected Trnsfer Hold Confrn Endcall
conference drop-mode never
conference add-mode all
conference admin: No
max-calls-per-button 8
busy-trigger-per-button 0

privacy default

Always send media packets to this router: No
Preferred codec: g711ulaw
keepalive 30 auxiliary 30

User Locale: US

Network Locale: US

Router# show ephone

ephone-1[0] Mac:001C.58FB.7640 TCP socket:[7] activ
mediaActive:0 offhook:0 ringing:0 reset:0 reset_sen
1P:10.0.1.11 53063 7965 keepalive 126205 max_line

button 1: dn 1 number 5001 CH1

Preferred Codec: g722-64

IDLE

CH2

ephone-2[1] Mac:001E.4AF1.38D4 TCP socket:[-1] acti
mediaActive:0 offhook:0 ringing:0 reset:0 reset_sen
1P:0.0.0.0 0 Unknown O keepalive 0 max_line O

RmLstC
back Meetme

eLine:0 REGISTERED in SCCP ver 12/9
t:0 paging 0 debug:0 caps:12

6
IDLE

velLine:0 UNREGISTERED
t:0 paging 0 debug:0 caps:7

[ oL-19089-01
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Preferred Codec: g711ulaw

ephone-3[2] Mac:001C.58F9.BD38 TCP socket:[2] activ elLine:0 REGISTERED in SCCP ver 12/9
mediaActive:0 offhook:0 ringing:0 reset:0 reset_sen t:0 paging 0 debug:0 caps:12
IP:10.0.1.12 51579 7962 keepalive 126880 max_line 6

button 1: dn 2 number 5002 CH1 IDLE CH2 IDLE

Preferred Codec: g711lulaw

Router# show telephony-service ephone
Number of Configured ephones 180 (Registered 180)
ephone 1

Device Security Mode: Non-Secure
mac-address 001C.58FB.7640

type 7965

button 1:1

keepalive 30 auxiliary 30
max-calls-per-button 8
busy-trigger-per-button 0

ephone-template 1

Always send media packets to this router: No
Preferred codec: g711ulaw

conference drop-mode never

conference add-mode all

conference admin: No

privacy: Yes

privacy button: No

user-locale US

network-locale US

Router# show telephony-service
CONFIG (Version=4.1(0))

Version 4.1(0)

Cisco Unified Communications Manager Express

For on-line documentation please see:
www.cisco.com/univercd/cc/td/doc/product/access/ip_ ph/ip_ks/index.htm

ip source-address 192.168.0.1 port 2000
max-ephones 120

max-dn 50

max-conferences 3

dspfarm units 4

dspfarm transcode sessions 3
conference software

hunt-group report delay 1 hours
hunt-group logout DND

max-redirect 5

cnf-file location: system:

cnf-file option: PER-PHONE-TYPE
network-locale[0] US (This is the default network locale for this box)
network-locale[1] US

network-locale[2] US

network-locale[3] US

network-locale[4] US

user-locale[0] US (This is the default user loca le for this box)
user-locale[1] US

user-locale[2] US

user-locale[3] US

user-locale[4] US

srst mode auto-provision is OFF

srst ephone template is 0

srst dn template is O
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srst dn line mode is single
time-format 12
date-format mm-dd-yy
timezone 0 Greenwich Standard Time
no transfer-pattern is configured, transfer is rest
keepalive 30 auxiliary 30
timeout interdigit 10
timeout busy 10
timeout ringing 180
timeout ringin-callerid 8
timeout night-service-bell 12
caller-id name-only: enable
web admin system name Admin
web admin customer name Customer
edit DN through Web: disabled.
edit TIME through web: disabled.
Log (table parameters):
max-size: 150
retain-timer: 15
transfer-system full-consult
local directory service: enabled.
Extension-assigner tag-type ephone-tag.

Voice Services Implementation

ricted to local SCCP phones only.

Cisco Unified CME with SIP Endpoints Implementation

e Cisco Unified CME with SIP Endpoints:
¢ Cisco Unified CME with SIP Endpoints:
¢ Cisco Unified CME with SIP Endpoints:

Cisco Unified CME with SIP Endpoints:
Cisco Unified CME with SIP Endpoints:
Cisco Unified CME with SIP Endpoints:
Cisco Unified CME with SIP Endpoints:
Cisco Unified CME with SIP Endpoints:

¢ Cisco Unified CME with SIP Endpoints:

Telephony Bee Setup, page 103

IP Phone #lkttion and Configuration, page 104
SIP Voice &aty Implementation, page 105

Dial Plan Ilementation, page 105
CAC Implematitn, page 107
Transcodimgplementation, page 107
Music on Hdldplementation, page 107

Voice Mail@iuto Attendant Integration, page 108

Emergency\Begs Implementation, page 109

Cisco Unified CME with SIP Endpoints: Telephony Service Setup

Configure the SIP gateway at the branch router.

Router(config)# voice service voip ! Enters voice service configuration mode
Router(config-voi-srv)# allow-connections SIP to SIP ! Enables calls from SIP endpoint to
SIP endpoint

Router(config-voi-srv)# sip ! Enters SIP configuration mode

Router(config-voi-sip)#

in case the router lost its registration informatio
Router(config-voi-sip)#
to Voice VLAN binding
Router(config-voi-sip)#
to Voice VLAN binding
Router(config-voi-sip)# exit
Router(config-voi-srv)# exit

registrar server expires max 120 min 60
keepalive. The phone will check every 2 minutes wh

bind control source-interface GigabitEthernet4/0.2

bind media source-interface GigabitEthernet4/0.2

ether it is registered with Cisco CME
n during reboot

[ oL-19089-01

! Sets the SIP Phone

| Specifies SIP

| Specifies SIP

Services Ready Small Branch Network System Assurance Guide [



System Implementation |

M Voice Services Implementation

Cisco Unified CME with SIP Endpoints: IP Phone Installation and Configuration

In the Services Ready Small Branch Network, IP Risare installed by simply connecting them to ports
on the access layer switches. Because all the pfiessPower over Ethernet, no additional powerleab
are necessary. Once installed, phones are configuith the default configuration generated durihg t
Cisco Unified CME installation. However, if IP Prefirmware needs to be upgraded in the future gissu

the following commands.

Note  The following configuration is not required withalCisco IOS software image used for the Services
Ready Small Branch Network validation.

Router(config)# voice register global

Router(config-register-global)#
Router(config-register-global)#
7960-7940 phones
Router(config-register-global)#
phone
Router(config-register-global)#
phone
Router(config-register-global)#
phone
Router(config-register-global)#
phone

Router(config-register-global)#
Router(config-register-global)#

! Enters voice register configuration mode
mode cme ! Enables CME mode in the register
load 7960-7940 P0S3-08-3-00 ! Loads SIP firmware files for

load 7961 SIP61.8-3-2S ! Loads SIP firmware files for 7961
load 7962 S1P62.8-3-2S ! Loads SIP firmware files for 7962
load 7965 SIP65.8-3-2S ! Loads SIP firmware files for 7965
load 7971 SIP71.8-3-2S ! Loads SIP firmware files for 7971

create profile
exit

! Generates provisioning file

To configure Cisco Unified CME with SIP endpointsrh the command line, apply the following

configuration.

Router(config)# voice register global

Router(config-register-global)#
Router(config-register-global)#
Router(config-register-global)#
(two for each phone)
Router(config-register-global)#
for phone registration
Router(config-register-global)#
Savings Time
Router(config-register-global)#
Time
Router(config-register-global)#
voicemail from phone
Router(config-register-global)#
with the specified NTP server
Router(config-register-global)#

Router(config)# telephony-service
secondary-dialtone 9

Router(config-telphony)#
Router(config-telphony)#

! Enters voice configuration mode
mode cme ! Enables CME mode in the register
max-pool 50 ! Sets the maximum number of SIP Phones
max-dn 100 ! Sets the maximum number of directory numbers

source-address 10.0.1.2 port 2000 ! Sets IP address used
dst auto-adjust ! Enables automatic adjustment of Daylight
timezone 5 ! Sets time zone to Pacific Standard/Daylight
voicemail 5444 ! Defines number for speed dialing

ntp-server 172.16.0.60 ! Synchronizes clock on the phones
exit

! Enters telephony configuration mode
! Provides dial tone for PSTN calls

Apply the following configuration to all IP Phonégto 50. Set a unique DN number and assign the

desired extension to each phone.

Router(config)# voice register dn 1
number 5001 ! Configures extension number for this directory

Router(config-register-dn)#
number
Router(config-register-dn)#
extension to voicemail
Router(config-register-dn)#

call-forward b2bua busy 5444

call-forward b2bua noan 5444 timeout 10

! Enters directory configuration mode

! Forwards calls for a busy

! Forwards calls for a

no answer extension to voicemail after 10 seconds o f running
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Router(config-register-dn)# call-forward b2bua mailbox 5444 ! Designates a mailbox at the
end of call forward chaing Router(config-register-dn)# mwi ! Configures Voicemail indicator
Router(config-register-dn)# exit

Router(config)# voice register pool 1 ! Enters voice register pool configuration mode
Router(config-register-pool)# id mac OOE1.CB13.0395 ! Explicitly identifies the phone
Router(config-register-pool)# type 7960 ! Defines phone type for the SIP phone being
configured. Other types are 7942, 7945, 7961, 7962, 7965, 7971
Router(config-register-pool)# number 1 dn 1 ! Associates phone 1 with directory number 1
Router(config-register-pool)# exit

Generate a configuration file.

Router(config)# voice register global ! Enters voice register configuration mode
Router(config-register-global)# create profile ! Generates provisioning file
Router(config-register-global)# reset ! Reboots the SIP phone
Router(config-register-global)# exit

Cisco Unified CME with SIP Endpoints: SIP Voice Gateway Implementation

The SIP voice gateway is responsible for connedtiregbranch VolP network to the PSTN and to the
central site telephony network. The following canffation enables VoIP on the network and sets &p Sl
dial peers between the branch gateway and thendeistn telephone networks. IP Phones are configured
for SIP signaling.

Router(config)# voice service voip ! Enters voice service configuration mode

Router(config- voi-srv)# allow-connections SIP to h323 ! Enables calls from SIP endpoint
to h323 endpoint

Router(config-voi-srv)# allow-connections SIP to SIP ! Enables calls between SIP endpoints

Cisco Unified CME with SIP Endpoints: Dial Plan Implementation

Ten dial peers were defined for the Services Re&mwall Branch Network: central site, local callsptw
911 emergency services dial peers, voicemail, Aitendant, long distance, international callingdan
fax pass-through or fax relay. Voice mail, Auto éxilant, and emergency services dial peers are
described in théCisco Unified CME with SIP Endpoints: Voice Maihd Auto Attendant Integration”
section on page 10&nd“Cisco Unified CME with SIP Endpoints: Emergencyrdees
Implementation” section on page 109

To provide automatic dialing without pressing thal dutton, apply the following dial plan
configuration.

Router(config)# voice register dialplan 1 ! Enters dial plan configuration mode
Router(config-register-dialplan)# type 7940-7960-others ! Specifies all phones
Router(config-register-dialplan)# pattern 1 9......... | Matches outbound PSTN traffic
Router(config-register-dialplan)# pattern 1 4......... ! Matches central site traffic
Router(config-register-dialplan)# exit

Router(config)# voice register pool 1 ! Enters register configuration mode
Router(config-register-pool)# dialplan 1 ! Assigns dial plan to phones
Router(config-register-pool)# exit ! Assigns dial plan to phones

Router(config)# dial-peer voice 1 voip ! Enters dial peer to central site configuration

mode

Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# dtmf-relay rtp-nte ! Specifies Network Time Protocol method for
relaying pressed digit tones

Router(config-dial-peer)# destination-pattern 408....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial

peer address
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Router(config-dial-peer)# no vad ! Disables voice activity detection

Router(config-peer)# exit

Router(config)# dial-peer voice 2 pots ! Enters dial peer for local area calls

configuration mode

Router(config-dial-peer)# destination-pattern 9....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 3 pots ! Enters dial peer for long distance calls
configuration mode

Router(config-dial-peer)# destination-pattern 91.......... ! Specifies area code prefix
for central site dial peer

Router(config-dial-peer)# prefix 1 ! Prefix that the system adds automatically to the dial
string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 4 pots ! Enters dial peer for international calls

configuration mode

Router(config-dial-peer)# destination-pattern 9011T ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 011 ! Prefix that the system adds automatically to the

dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

When calls over the WAN exceed the maximum allogdtendwidth, they are redirected to PSTN.

Router(config)# dial-peer voice 15 pots ! Enters dial peer for PSTN bypass configuration
mode

Router(config-dial-peer)# destination-pattern 408....... ! Specifies destination pattern
Router(config-dial-peer)# port 0/0/23 ! Specifies outgoing/incoming interface for calls
Router(config-dial-peer)# preference 1 | Sets the dial peer preference order
Router(config-dial-peer)# prefix 408 ! Prefix that the system adds automatically to the

dial string

If you are using fax pass-through, apply the follogvconfiguration.

Router(config)# dial-peer voice 6 voip ! Enters dial peer for fax passthrough

configuration mode

Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-dial-peer)# fax protocol pass-through g711ulaw ! Configures fax passthrough
with G.711 codec

Router(config-peer)# exit

If you are using fax relay, apply the following diguration.

Router(config)# dial-peer voice 7 voip ! Enters dial peer for fax relay configuration mode
Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-dial-peer)# fax-relay ecm disable ! Disables fax relay ECM
Router(config-dial-peer)# fax rate 9600 | Selects fax transmission rate
Router(config-dial-peer)# fax protocol t38 | Sets the T.38 fax relay protocol
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Router(config-dial-peer)# codec g711ulaw ! Configures fax relay with G.711 codec
Router(config-peer)# exit

Cisco Unified CME with SIP Endpoints: CAC Implementation

Resource Reservation Protocol (RSVP) is not supplosith Cisco Unified CME. A limited workaround
is possible by setting a limit on the number ofcecalls that can be placed over the WAN.

Router(config)# dial-peer voice 1 voip ! Enters dial peer to central site configuration
mode

Router(config-dial-peer)# max-con 36 ! Sets the maximum number of WAN based calls to 36
Router(config-dial-peer)# exit

Cisco Unified CME with SIP Endpoints: Transcoding Implementation

Transcoding compresses and decompresses voicenstteanatch end device capabilities. Transcoding
is required when an incoming voice stream is digiti and compressed (by means of a codec) to save
bandwidth and the local device does not suppottttiee of compression. Conferencing is not supgbrte
with SIP and Cisco Unified CME.

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# max-ephones 50 ! Sets the maximum number of phones that can
register with Cisco CME

Router(config-telephony)# max-dn 100 ! Sets the maximum number of directory numbers (two
for each phone)

Router(config-telphony)# sdspfarm units 4 ! Specifies number of DSP farms that can
register with SCCP server

Router(config-telphony)# sdspfarm transcode sessions 5 ! Specifies maximum number of
simultaneous transcoding sessions

Router(config-telphony)# sdspfarm tag 3 TRANSCODE ! Creates DSP farm profile
Router(config-telphony)# exit

Router(config)# voice-card 0 ! Enters DSP farm configuration mode

Router(config-voicecard)# dsp services dspfarm | Enables DSP services
Router(config-voicecard)# exit

Router(config)# dspfarm profile 3 ! Enters DSP farm profile configuration mode
Router(config-dspfarm-profile)# codec g71lulaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g71lalaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729ar8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729abr8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729r8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec pass-through ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# maximum sessions 5 ! Specifies maximum number of
simultaneous sessions supported by this profile

Router(config-dspfarm-profile)# no shutdown

Router(config-dspfarm-profile)# exit

Cisco Unified CME with SIP Endpoints: Music on Hold Implementation

MOH is an audio stream that is played to PSTN ankdP\G.711 or G.729 callers who are placed on hold
by phones in a Cisco Unified CME system. This audieam is intended to reassure callers that they a
still connected to their calls.

Router(config)# telephony-service ! Enters telephony configuration mode
Router(config-telephony)# moh music-on-hold.au ! Specifies music on hold file
Router(config-telephony)# exit

[ oL-19089-01
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Cisco Unified CME with SIP Endpoints: Voice Mail and Auto Attendant Integration

Voice mail is provided by the Cisco Unity Expregs\wice module either in the Advanced Integration
Module (AIM) form factor or the Network Module (NMEorm factor. The AIM module requires the
following configuration. To configure the NME, suhiate Integrated-Service-Engine 2for
Service-Engine 0/1

Router(config)# interface Service-Engine 0/1 ! Enters Cisco Unity Express configuration
mode

Router(config-if)# ip address 10.0.2.86 255.255.255.252 ! Assigns ip address to the
service engine router interface

Router(config-if)# service-module ip address 10.0.2.85 255.255.255.252 ! Assigns IP
address to service module internal interface

Router(config-if)# service-module ip default-gateway 10.0.2.86 ! Assigns default gateway
for the service module

Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# ip route 10.0.2.84 255.255.255.252 Service-Engine 0 /1 ! Adds a static

route entry to direct traffic to the module

Configure a dial peer for voice mail, because Cideity Express uses SIP as its signaling protocol.

Router(config)# dial-peer voice 8 voip ! Enters dial peer for voicemail configuration mode
Router(config-dial-peer)# destination-pattern 5444 ! Specifies mailbox extension
Router(config-dial-peer)# session target ipv4:10.0.2.85 ! Specifies voicemail address
Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# codec g71lulaw ! Specifies codec for voicemail messages
Router(config-dial-peer)# b2bua ! Enables SIP to SCCP forwarding

Router(config-dial-peer)# dtmf-relay sip-notify ! Specifies DTMF relay method
Router(config-dial-peer)# no vad ! Disables voice activity detection

Router(config-peer)# exit

Router(config)# dial-peer voice 9 voip ! Enters dial peer for autoattendant configuration

mode

Router(config-dial-peer)# destination-pattern 5000 ! Specifies mailbox extension
Router(config-dial-peer)# session target ipv4:10.0.2.85 ! Specifies voicemail address
Router(config-dial-peer)# session protocol sipv2 I Enables SIP for voicemail communication
Router(config-dial-peer)# codec g71lulaw ! Specifies codec for voicemail messages
Router(config-dial-peer)# b2bua ! Enables SIP to SCCP forwarding

Router(config-dial-peer)# dtmf-relay sip-notify | Specifies DTMF relay method
Router(config-dial-peer)# no vad ! Disables voice activity detection

Router(config-peer)# exit

Router(config)# sip-ua ! Enters SIP user agent configuration mode

Router(config-sip-ua)# mwi-server ipv4:172.16.0.110 expires 3600 port 5060 transport udp
! Sets Cisco Unified Manager address for providing message wait indicator
Router(config-voi-sip)# exit

Router# service-module Service-Engine 0/1 session | Sessions into the CUE service module
CUE(config)#  ccn application voicemail ! Enters voicemail configuration mode
CUE(config-application)# description "Cisco Voicemail" ! Sets user friendly name for
voicemail application

CUE(config-application)# maxsessions 4 | Sets maximum number of users concurrently
listening to voicemail

CUE(config-application)# exit

CUE(config)# ccn trigger sip phonenumber 5444 ! Assigns number that will trigger voicemail
CUE(config-trigger)# application voicemail ! Assigns voicemail to the call trigger
CUE(config-trigger)# enabled ! Turns the trigger on

CUE(config-trigger)# maxsessions 4 ! Sets maximum number of users concurrently listeni ng
to voicemail

CUE(config-trigger)# exit

Services Ready Small Branch Network System Assurance Guide



| System Implementation

Voice Services Implementation

CUE(config)#  exit

Create user mailboxes. Repeat the following stepsli users.

CUE# username John create ! Creates mailbox for user John
CUE# configure terminal
CUE(config)#  username John phonenumber 5001 ! Asigns mailbox for John to extension

CUE(config)#  exit

CUE# configure terminal

CUE(config)#  voice mailbox owner John ! Enters configuration mode for voicemail mailbox
CUE(config-mailbox)# description "John's Mailbox" ! Sets user friendly description
CUE(config-mailbox)# enable ! Turns the mailbox on

CUE(config-mailbox)# expiration time 14 | Sets expiration time for voicemail to two weeks
CUE(config-mailbox)# mailboxsize 600 | Sets voicemail box size to 10 minutes of messages
CUE(config-mailbox)# messagesize 120 ! Sets maximum message size to 2 minutes

CUE(config-mailbox)# exit

Cisco Unified CME with SIP Endpoints: Emergency Services Implementation

The following is the implementation of emergencynier calling for North America. The PRI trunk is
used for placing emergency calls.

Router(config)# dial-peer voice 10 pots ! Enters dial peer for emergency calls
configuration mode

Router(config-dial-peer)# destination-pattern 911 ! Specifies North America emergency
number

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 11 pots ! Enters dial peer for local area calls
configuration mode

Router(config-dial-peer)# destination-pattern 9911 ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 911 ! Prefix that the system adds automatically to the
dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Cisco Unified SRST with SCCP Endpoints Implementation

¢ Cisco Unified SRST with SCCP Endpoints: Telephoeyv&e Setup, page 110

e Cisco Unified SRST with SCCP Endpoints: IP Phorstdhation and Configuration, page 111
¢ Cisco Unified SRST with SCCP Endpoints: H.323 Vo&ateway Implementation, page 112
e Cisco Unified SRST with SCCP Endpoints: Dial Plamplementation, page 114

¢ Cisco Unified SRST with SCCP Endpoints: RSVP Impdetation, page 116

¢ Cisco Unified SRST with SCCP Endpoints: Transcoding Conferencing Implementation,
page 117

¢ Cisco Unified SRST with SCCP Endpoints: Music ondHianplementation, page 119
e Cisco Unified SRST with SCCP Endpoints: Voice Maild Auto Attendant Integration, page 119
¢ Cisco Unified SRST with SCCP Endpoints: Emergenewies Implementation, page 120
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Cisco Unified SRST provides Cisco Unified CM withilback support for Cisco IP Phones that are
attached to a Cisco router on a branch networkc&i$nified SRST enables routers to provide
call-handling support for Cisco IP Phones when tlosg connection to a remote primary, secondary, or

tertiary Cisco Unified CM, or when WAN connection éperationally down.

Cisco Unified SRST with SCCP Endpoints: Telephony Service Setup

Configure Cisco Unified SRST at the central sited@i Unified CM as shown iRigure 23 The
Cisco Unified SRST reference name is used in camiiigy the Cisco Unified SRST device pool as shown

in Figure 24

Figure 23 Cisco Unified SRST Configuration in Cisco Unified CM
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Figure 24 Cisco Unified SRST Device Pool Configuration in Cisco Unified CM
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Configure the Cisco Unified SRST fallback modets branch router.

Router(config)# call-manager-fallback ! Enters call manager fallback configuration mode
Router(config-cm-fallback)# ip source-address 10.0.1.2 port 2000 ! Sets IP address for
phone registration

Router(config-cm-fallback)# max-dn 480 dual-line ! Sets the maximum number of directory
numbers and configures dual channel

Router(config-cm-fallback)# max-ephones 50 ! Sets the maximum number of IP Phones
Router(config-cm-fallback)# exit

Cisco Unified SRST with SCCP Endpoints: IP Phone Installation and Configuration

In the Services Ready Small Branch Network, IP Risare installed by simply connecting them to ports
on the access layer switches. Because all the pfielsPower over Ethernet, no additional powerleab
are necessary. After installation, the phones ardigured with a default configuration generatedidg

the telephony setup in the previous section.

Router(config)# clock timezone PST -8 ! Sets the timezone for display on IP Phones

Router(config)# call-manager-fallback ! Enters call manager fallback configuration mode
Router(config-cm-fallback)# user-locale US | Sets the language for display on IP Phones
Router(config-cm-fallback)# system message primary Your current options | Sets message for
display on IP Phones

Router(config-cm-fallback)# secondary-dialtone 9 ! Provides dial tone for PSTN calls
Router(config-cm-fallback)# call-forward busy 5444 ! Forwards busy calls to voicemail
Router(config-cm-fallback)# call-forward noan 5444 timeout 10 ! Forwards busy calls to

voicemail after 10 minutes of ringing
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Router(config-cm-fallback)# dialplan-pattern 1 408555.... extension-length 4 | Creates
dialplan pattern that expands extension numbers to full E.164 numbers
Router(config-cm-fallback)# transfer-system full-blind ! Transfers calls without
consultation

Router(config-cm-fallback)# transfer-pattern 9......... ! Allows transfers for all calls
originating from PSTN

Router(config-cm-fallback)# transfer-pattern 4......... ! Allows transfers for all calls
originating in area code starting with “4”

Router(config-cm-fallback)# transfer-system full-consult ! Consults call before transfer
on second line

Router(config-cm-fallback)# call-forward pattern .T ! Allows call forwarding for all calls
Router(config-cm-fallback)# exit

Cisco Unified SRST with SCCP Endpoints: H.323 Voice Gateway Implementation

The following configuration enables VolP on thewetk and sets up H.323 dial peers between the
branch gateway and the destination telephone n&vasrshown ifFigure 25 Figure 26 andFigure 27

Figure 25 H.323 Gateway Cisco Unified CM Configuration
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Figure 26 H.323 Gateway Cisco Unified CM Configuration 2?
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Figure 27
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Cisco Unified SRST with SCCP Endpoints: Dial Plan Implementation

Twelve dial peers were defined for the Servicesdyeamall Branch Network:

e Central site WAN

e Central site PSTN

e Local calls

¢ Four 911 emergency services dial peers
¢ \oice mail

¢ Auto Attendant

¢ Long distance

¢ International calling

¢ Fax pass through or fax relay

Voice mail and emergency services dial peers aserilged in th&Cisco Unified SRST with SCCP
Endpoints: Voice Mail and Auto Attendant Integraticsection on page 118nd the‘Cisco Unified
SRST with SCCP Endpoints: Emergency Services Impleation” section on page 120

Router(config)# dial-peer voice 1 pots
Router(config-dial-peer)#
central site dial peer
Router(config-dial-peer)#
the dial string

destination-pattern 5....

prefix 1408555

! Enters dial peer for central site calls
! Specifies area code prefix for

! Prefix that the system adds automatically to
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Router(config-dial-peer)# incoming called-number .T ! Associates dial peer with any
incoming number

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

When calls over the WAN exceed the maximum allogdtandwidth, they are redirected to PSTN.

Router(config)# dial-peer voice 15 pots ! Enters dial peer for PSTN bypass configuration
mode

Router(config-dial-peer)# destination-pattern 408....... ! Specifies destination pattern
Router(config-dial-peer)# port 0/0/23 ! Specifies outgoing/incoming interface for calls
Router(config-dial-peer)# preference 1 | Sets the dial peer preference order
Router(config-dial-peer)# prefix 408 ! Prefix that the system adds automatically to the

dial string

Router(config-dial-peer)# exit

Router(config)# dial-peer voice 2 voip ! Enters dial peer to central site configuration

mode

Router(config-dial-peer)# dtmf-relay h245-alphanumeric ! Specifies H.245 method for
relaying pressed digit tones

Router(config-dial-peer)# destination-pattern 408....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-peer)# exit

Router(config)# dial-peer voice 3 pots ! Enters dial peer for local area calls

configuration mode

Router(config-dial-peer)# destination-pattern 9....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 4 pots ! Enters dial peer for long distance calls

configuration mode

Router(config-dial-peer)# destination-pattern 91.......... ! Specifies area code prefix
for central site dial peer

Router(config-dial-peer)# prefix 1 ! Prefix that the system adds automatically to the dial
string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 5 pots ! Enters dial peer for international calls

configuration mode

Router(config-dial-peer)# destination-pattern 9011T ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 011 ! Prefix that the system adds automatically to the

dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

If using fax pass-through, apply the following cignfration.

Router(config)# dial-peer voice 6 voip ! Enters dial peer for fax passthrough

configuration mode

Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial

peer address
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Router(config-dial-peer)# fax protocol pass-through g711ulaw ! Configures fax passthrough
with G.711 codec
Router(config-peer)# exit

If using fax relay, apply the following configurati.

Router(config)# dial-peer voice 7 voip ! Enters dial peer for fax relay configuration mode
Router(config-dial-peer)# destination-pattern 4085555333 ! Specifies local number of fax
machine

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial
peer address

Router(config-dial-peer)# fax-relay ecm disable ! Disables fax relay ECM
Router(config-dial-peer)# fax rate 9600 | Selects fax transmission rate
Router(config-dial-peer)# fax protocol t38 | Sets the T.38 fax relay protocol
Router(config-dial-peer)# codec g711ulaw ! Configures fax relay with G.711 codec
Router(config-peer)# exit

Cisco Unified SRST with SCCP Endpoints: RSVP Implementation

Note

The following implementation applies to Cisco UrifiSRST branch voice deployments. Use the
following commands on the tunnel interface for DM\VPNVAN primary, and on the WAN interface for
GETVPN.

On the four T1 WAN links, the maximum bandwidth tltan be managed by RSVP is 4550 kp/s.

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode

Router(config-if)# ip rsvp bandwidth 8112 ! Sets maximum allowed bandwidth for voice (see
Table 20) plus video (512 kb/s)

Router(config-if)# ip rsvp data-packet classification none ! Turns off per-packet data
processing

Router(config-if)# ip rsvp resource-provider none ! Specifies no resource provider for the
traffic flows

Router(config-if)# ip rsvp policy local identity RSVP-VOICE ! Creates RSVP policy for
voice

Router(config-rsvp-local-policy)# maximum bandwidth group 7600 ! Sets maximum bandwidth for
voice

Router(config-rsvp-local-policy)# forward all ! Forwards all traffic for this policy
Router(config-rsvp-local-policy)# exit

Router(config-if)# ip rsvp policy local identity RSVP-VIDEO ! Creates RSVP policy for
video

Router(config-rsvp-local-policy)# maximum bandwidth group 512 ! Sets maximum bandwidth for
video

Router(config-rsvp-local-policy)# forward all ! Forwards all traffic for this policy
Router(config-rsvp-local-policy)# exit

Router(config-if)# ip rsvp policy local default ! Default policy for traffic that does not

match in above identifiers

Router(config-if)# exit

Router(config)# ip rsvp policy identity RSVP-VIDEO policy-locator . *VideoStream.* !
Creates a policy for matching video traffic

Router(config)# ip rsvp policy identity RSVP-VOICE policy-locator . *AudioStream.* !
Creates a policy for matching voice traffic

Router(config)# ip rsvp policy preempt ! Enables preempting of lower reservation by higher

reservation

The RSVP policy must be applied on the voice VLAMkerface.

Branch(config)# interface GigabitEthernet4/0.2 ! Enters gigabit Ethernet sub-interface 2
configuration mode
Router(config-if)# ip rsvp bandwidth | Enables RSVP on the interface
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Router(config-if)# exit

Cisco Unified SRST with SCCP Endpoints: Transcoding and Conferencing Implementation

Transcoding compresses and decompresses voicenstteanatch end device capabilities. Transcoding
is required when an incoming voice stream is digiti and compressed (by means of a codec) to save
bandwidth and the local device does not suppotttiee of compression.

Router(config)# call-manager-fallback ! Enters call manager fallback configuration mode
Router(config-cm-fallback)# max-conferences 3 ! Specifies the maximum number of
simultaneous conferences

Router(config-cm-fallback)# exit

Router(config)# voice-card 0 ! Enters DSP farm configuration mode

Router(config-voicecard)# dsp services dspfarm ! Enables DSP services
Router(config-voicecard)# exit

Router(config)# sccp local GigabitEthernet4/0.2 | Sets the interface for conferencing and
transcoding to register with CME

Router(config)# sccp ccm 10.0.1.2 identifier 1 version 5.0.1 ! Associates conferencing and

transcoding with CME
Router(config)# sccp ! Enables SCCP globally

Router(config)# sccp ccm group 1 ! Creates SCCP group and enters SCCP configuration mode
Router(config-sccp-ccm)# associate ccm 1 priority 1 ! Associates SCCP group 1 with CME
Router(config-sccp-ccm)# associate profile 3 register CONFERENCE ! Associates DSP farm
profile with a SCCP group

Router(config-sccp-ccm)# associate profile 2 register TRANSCODE ! Associates DSP farm
profile with a SCCP group

Router(config-sccp-ccm)# exit

Router(config)# dspfarm profile 2 transcode ! Enters DSP farm profile configuration mode
Router(config-dspfarm-profile)# codec g71lulaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g71lalaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729ar8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729abr8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729r8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec pass-through ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# maximum sessions 5 ! Specifies maximum number of
simultaneous sessions supported by this profile

Router(config-dspfarm-profile)# associate application sccp ! Associates SCCP with this DSP
farm profile

Router(config-dspfarm-profile)# no shutdown

Router(config-dspfarm-profile)# exit

Router(config)# dspfarm profile 3 conference ! Enters DSP farm profile configuration mode
Router(config-dspfarm-profile)# codec g71lulaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g71lalaw ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729ar8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729abr8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729r8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# codec g729br8 ! Specifies codec supported by DSP farm
Router(config-dspfarm-profile)# maximum sessions 3 ! Specifies maximum number of
simultaneous sessions supported by this profile

Router(config-dspfarm-profile)# associate application sccp ! Associates SCCP with this DSP
farm profile

Router(config-dspfarm-profile)# no shutdown

Router(config-dspfarm-profile)# exit

Transcoding and conferencing are configured orré¢imeote Cisco Unified CM as shown kigure 28
andFigure 29
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Figure 28 Transcoding Configuration for Cisco Unified SRST Mode
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Figure 29 Conferencing Configuration for Cisco Unified SRST Mode
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Cisco Unified SRST with SCCP Endpoints: Music on Hold Implementation

Music on hold (MOH) is an audio stream that is gldyo PSTN and VoIP G.711 or G.729 callers who
are placed on hold by phones in a Cisco Unified Cd#&tem. This audio stream is intended to reassure
callers that they are still connected to their gall

Router(config)# call-manager-fallback ! Enters call manager fallback configuration mode
Router(config-cm-fallback)# moh music-on-hold.au ! Specifies music on hold file
Router(config-cm-fallback)# multicast moh 239.1.1.1 port 16384 ! Uses multicast for MoH
Router(config-cm-fallback)# exit

Cisco Unified SRST with SCCP Endpoints: Voice Mail and Auto Attendant Integration

Voice mail is provided by the Cisco Unity Expregswice module either in the Advanced Integration
Module (AIM) form factor or the Network Module (NMEorm factor. The AIM module requires the
following configuration. To configure the NME, suliate Integrated-Service-Engine 2f0r
Service-Engine 0/1

Router(config)# interface service-engine 0/1 ! Enters Cisco Unity Express configuration
mode

Router(config-if)# ip address 10.0.2.86 255.255.255.252 ! Assigns ip address to the
service engine router interface

Router(config-if)# service-module ip address 10.0.2.85 255.255.255.252 ! Assigns IP
address to service module internal interface

Router(config-if)# service-module ip default-gateway 10.0.2.86 ! Assigns default gateway
for the service module

Router(config-if)# zone-member security Private ! Assigns Cisco Unity Express to private
security zoneRouter(config-if)# no shutdown

Router(config-if)# exit
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Router(config)#

ip route 10.0.2.84 255.255.255.252 Service-Engine 0 /1

I Adds a static

route entry to direct traffic to the module

Configure a dial peer for voice mail because Cideity Express uses SIP as its signaling protocol.

Router(config)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#
mode
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

dial-peer voice 8 voip

exit

dial-peer voice 9 voip

exit

! Enters dial peer for voicemail configuration mode
destination-pattern 5444 ! Specifies mailbox extension

session target ipv4:10.0.2.85 ! Specifies voicemail address
session protocol sipv2 I Enables SIP for voicemail communication
codec g711lulaw ! Specifies codec for voicemail messages

b2bua ! Enables SIP to SCCP forwarding

dtmf-relay sip-notify | Specifies DTMF relay method

no vad ! Disables voice activity detection

! Enters dial peer for autoattendant configuration

destination-pattern 5000 ! Specifies mailbox extension

session target ipv4:10.0.2.85 ! Specifies voicemail address
session protocol sipv2 ! Enables SIP for voicemail communication
codec g71lulaw ! Specifies codec for voicemail messages

b2bua ! Enables SIP to SCCP forwarding

dtmf-relay sip-notify ! Specifies DTMF relay method

no vad ! Disables voice activity detection

The local Cisco Unity Express software must begeged with the Cisco Unified CM software at the
central site. The following reference provides impkntation details:

http://cisco.com/en/US/products/sw/voicesw/ps55atdpcts_configuration_example09186a0080289

ef0.shtml

Additional Cisco Unity Express configuration is flmmed through a web-based user interface, as
shown inFigure 17throughFigure 22

Cisco Unified SRST with SCCP Endpoints: Emergency Services Implementation

The following provides implementation of emergemeymber calling for North America. The PRI trunk
is used to place emergency calls. Each 911 caklisctively routed to the closest Public Safety
Answering Point (PSAP), based on the caller’s lmratin addition, the caller’s phone number and
address automatically display on a terminal atRBAP. The PSAP can quickly dispatch emergency
help, even if the caller is unable to communichie ¢aller’s location. Also, if the caller discontec
prematurely, the PSAP has the information it negedsontact the 911 caller.

Router(config)#
configuration mode

Router(cfg-emrgncy-resp-location)#

PSAP

Router(cfg-emrgncy-resp-location)#
Router(cfg-emrgncy-resp-location)#

voice emergency response location 1

I Enters emergency response
elin 1 4085555150 ! Specifies ELIN number provided by

name Bdlg 22, Floor 2 ! Internal location name
subnet 1 10.0.1.0 255.255.255.0 ! Assigns Voice VLAN

subnet as origination of the emergency call

Router(cfg-emrgncy-resp-location)#

subnet 2 10.0.4.0 255.255.255.0 ! Assigns backup Voice

VLAN subnet as origination of the emergency call

Router(cfg-emrgncy-resp-location)#

Router(config)#
configuration mode
Router(config-dial-peer)#
number
Router(config-dial-peer)#
number
Router(config-dial-peer)#

dial-peer voice 10 pots

exit

! Enters dial peer for emergency calls
emergency response zone ! Replaces local extension with ELIN
destination-pattern 911 ! Specifies North America emergency

direct-inward-dial ! Enables DID numbers
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Router(config-dial-peer)#
Router(config-peer)#

Router(config)#

port 0/0/0:23
exit

dial-peer voice 11 pots

configuration mode

Router(config-dial-peer)#

number

Router(config-dial-peer)#

central site dial peer

Router(config-dial-peer)#

prefix 911

dial string

Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#

direct-inward-dial
port 0/0/0:23
exit

dial-peer voice 12 pots 1E

mode

Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#

direct-inward-dial
exit

dial-peer voice 13 pots IE

mode

Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

direct-inward-dial

exit

emergency response zone

destination-pattern 9911

incoming called-number 4085555150

emergency response callback

incoming called-number 4085555150

emergency response callback

Voice Services Implementation

! Specifies outgoing/incoming interface for calls

! Enters dial peer for local area calls

! Replaces local extension with ELIN

| Specifies area code prefix for

! Prefix that the system adds automatically to the

! Enables DID numbers

! Specifies outgoing/incoming interface for calls

nters dial peer for ELIN callback configuration

! Specifies ELIN number
! Enables DID numbers
! Identifies the ELIN dial peer

nters dial peer for ELIN callback configuration
! Specifies ELIN number

! Enables DID numbers
! Identifies the ELIN dial peer

Cisco Unified SRST with SIP Endpoints Implementation

Cisco Unified SRST with SIP Endpoints: Telephonyviee Setup, page 121

Cisco Unified SRST with SIP Endpoints:
page 123

Cisco UnifieRST Fallback Mode at the Branch Router,

Cisco Unified SRST with SIP Endpoints: IP Phonddfiation and Configuration, page 124

Cisco Unified SRST with SIP Endpoints: SIP Voicet&weay Implementation, page 124

Cisco Unified SRST with SIP Endpoints: Dial Planplementation, page 126

Cisco Unified SRST with SIP Endpoints: RSVP Implenagion, page 128

Cisco Unified SRST with SIP Endpoints: Transcodamgl Conferencing Implementation, page 128
Cisco Unified SRST with SIP Endpoints: Music on Héinplementation, page 131

Cisco Unified SRST with SIP Endpoints: Voice MaildbAuto Attendant Integration, page 131
Cisco Unified SRST with SIP Endpoints: Emergencyw&es Implementation, page 132

Cisco Unified SRST provides Cisco Unified CM withilback support for Cisco IP Phones that are
attached to a Cisco router on a branch networkc&ignified SRST enables routers to provide
call-handling support for Cisco IP Phones when tlosg connection to a remote primary, secondary, or
tertiary Cisco Unified CM, or when WAN connection @perationally down.

Cisco Unified SRST with SIP Endpoints: Telephony Service Setup

Configure the Cisco Unified SRST at Cisco UnifieM ©f the central site, as shown figure 30 The
Cisco Unified SRST reference name is used in caomiigy Cisco Unified SRST device pools as shown
in Figure 31
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Figure 30 Cisco Unified SRST Configuration in Cisco Unified CM
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Figure 31 Cisco Unified SRST Device Pool Configuration in Cisco Unified CM
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Cisco Unified SRST with SIP Endpoints: Cisco Unified SRST Fallback Mode at the Branch Router

Router(config)# voice register global ! Enters voice configuration mode
Router(config-register-global)# max-pool 50 ! Sets the maximum number of SIP Phones
Router(config-register-global)# max-dn 100 ! Sets the maximum number of directory numbers

(two for each phone)

Router(config-register-global)# system message Your current options ! Sets message for
display on IP Phones

Router(config-register-global)# dialplan-pattern 1 4085555... extension-length 4 | Creates
dial plan pattern that expands extension numbers to full E.164 numbers
Router(config-register-global)# exit

Router(config)# voice register pool 1 ! Enters voice register pool configuration mode
Router(config-register-pool)# id network 10.0.1.0 255.255.255.0 ! Identifies Voice VLAN

with SIP Phones

Router(config-register-pool)# proxy 172.16.0.20 preference 1 monitor probe icmp-p ing !
Defines remote proxy dial peer and method to monito r the state of the peer
Router(config-register-pool)# call-forward b2bua busy 5444 ! Forwards busy calls to

voicemalil

Router(config-register-pool)# call-forward b2bua noan 5444 timeout 10 ! Forwards busy
calls to voicemail after 10 minutes of ringing

Router(config-register-pool)# codec g71lulaw ! Sets the codec for local calls
Router(config-register-pool)# exit
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Cisco Unified SRST with SIP Endpoints: IP Phone Installation and Configuration

In Cisco Unified SRST mode, the Cisco Unified CMhttols IP Phone firmware installation and

configuration.

Cisco Unified SRST with SIP Endpoints: SIP Voice Gateway Implementation

The following configuration enables VoIP on thewetk and sets up SIP dial peers between the branch
gateway and the destination telephone networkshawn inFigure 32 Figure 33 andFigure 34

Figure 32

SIP Trunk Cisco Unified CM Configuration (1 of 3)
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Figure 33 SIP Trunk Cisco Unified CM Configuration (2 of 3)
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Figure 34 SIP Trunk Cisco Unified CM Configuration (3 of 3)
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Cisco Unified SRST with SIP Endpoints: Dial Plan Implementation

Twelve dial peers were defined for the Servicesdyeamall Branch Network: central site WAN, central
site PSTN, local calls, four 911 emergency servitiabpeers, voice mail, auto attendant, long diséa
international calling and fax pass-through or fatay. Voice mail, auto attendant and emergency
services dial peers are described in‘tBesco Unified SRST with SIP Endpoints: Voice Maihd Auto
Attendant Integration” section on page 1&1d in the'Cisco Unified SRST with SIP Endpoints:
Emergency Services Implementation” section on [

Router(config)# dial-peer voice 1 pots ! Enters dial peer for central site calls
Router(config-dial-peer)# destination-pattern 5.... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 1408555 | Prefix that the system adds automatically to

the dial string

Router(config-dial-peer)# incoming called-number .T ! Associates dial peer with any
incoming number

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 2 voip ! Enters dial peer to central site configuration

mode

Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# dtmf-relay rtp-nte ! Specifies Network Time Protocol method for
relaying pressed digit tones

Router(config-dial-peer)# destination-pattern 408....... ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# session target ipv4:172.16.200.10 ! Specifies central site dial

peer address
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Router(config-dial-peer)#
Router(config-peer)#

Router(config)#
configuration mode
Router(config-dial-peer)#
central site dial peer
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#
configuration mode
Router(config-dial-peer)#
for central site dial peer
Router(config-dial-peer)#
string
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

Router(config)#
configuration mode
Router(config-dial-peer)#
central site dial peer
Router(config-dial-peer)#
dial string
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-peer)#

exit

dial-peer voice 3 pots

exit

dial-peer voice 4 pots

exit

dial-peer voice 5 pots

exit

Voice Services Implementation

no vad ! Disables voice activity detection

! Enters dial peer for local area calls
destination-pattern 9....... ! Specifies area code prefix for

! Enables DID numbers
! Specifies outgoing/incoming interface for calls

direct-inward-dial
port 0/0/0:23

! Enters dial peer for long distance calls
destination-pattern 91..........

| Specifies area code prefix

prefix 1 ! Prefix that the system adds automatically to the dial
! Enables DID numbers

! Specifies outgoing/incoming interface for calls

direct-inward-dial
port 0/0/0:23

! Enters dial peer for international calls
destination-pattern 9011T ! Specifies area code prefix for
prefix 011 ! Prefix that the system adds automatically to the

! Enables DID numbers
! Specifies outgoing/incoming interface for calls

direct-inward-dial
port 0/0/0:23

When calls over the WAN exceed the maximum allogdtendwidth, they are redirected to PSTN.

Router(config)#
mode
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#
dial string

dial-peer voice 15 pots

! Enters dial peer for PSTN bypass configuration

destination-pattern 408....... | Specifies destination pattern
port 0/0/23 ! Specifies outgoing/incoming interface for calls
preference 1 | Sets the dial peer preference order

prefix 408 ! Prefix that the system adds automatically to the

If using fax pass-through, apply the following cignfration.

Router(config)#
configuration mode
Router(config-dial-peer)#
Router(config-dial-peer)#
machine
Router(config-dial-peer)#
peer address
Router(config-dial-peer)#
with G.711 codec
Router(config-peer)#

dial-peer voice 6 voip

exit

! Enters dial peer for fax passthrough

session protocol sipv2 ! Enables SIP for voicemail communication
destination-pattern 4085555333 ! Specifies local number of fax
session target ipv4:172.16.200.10 ! Specifies central site dial

fax protocol pass-through g711ulaw ! Configures fax passthrough

If using fax relay, apply the following configurati.

Router(config)#
Router(config-dial-peer)#
Router(config-dial-peer)#
machine
Router(config-dial-peer)#
peer address
Router(config-dial-peer)#
Router(config-dial-peer)#
Router(config-dial-peer)#

dial-peer voice 7 voip

! Enters dial peer for fax relay configuration mode
session protocol sipv2 ! Enables SIP for voicemail communication
destination-pattern 4085555333 ! Specifies local number of fax
session target ipv4:172.16.200.10 ! Specifies central site dial
fax-relay ecm disable ! Disables fax relay ECM

fax rate 9600 ! Selects fax transmission rate
fax protocol t38 | Sets the T.38 fax relay protocol
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Router(config-dial-peer)# codec g711ulaw ! Configures fax relay with G.711 codec
Router(config-peer)# exit

Cisco Unified SRST with SIP Endpoints: RSVP Implementation

The following implementation applies to Cisco UaifiSRST branch voice deployments. Apply the
following commands on the tunnel interface for DMVRNVAN primary, and for the WAN interface for

GETVPN.

Router(config)# interface Tunnel 1 ! Enters tunnel interface configuration mode

Router(config-if)# ip rsvp bandwidth 8112 ! Sets maximum allowed bandwidth for voice (see
Table 18) plus video (512 Mbps)

Router(config-if)# ip rsvp data-packet classification none ! Turns off per-packet data
processing

Router(config-if)# ip rsvp resource-provider none ! Specifies no resource provider for the
traffic flows

Router(config-if)# ip rsvp policy local identity RSVP-VOICE ! Creates RSVP policy for
voice

Router(config-rsvp-local-policy)# maximum bandwidth group 7600 ! Sets maximum bandwidth for
voice

Router(config-rsvp-local-policy)# forward all ! Forwards all traffic for this policy
Router(config-rsvp-local-policy)# exit

Router(config-if)# ip rsvp policy local identity RSVP-VIDEO ! Creates RSVP policy for
video

Router(config-rsvp-local-policy)# maximum bandwidth group 512 ! Sets maximum bandwidth for
video

Router(config-rsvp-local-policy)# forward all ! Forwards all traffic for this policy
Router(config-rsvp-local-policy)# exit

Router(config-if)# ip rsvp policy local default ! Default policy for traffic that does not

matchin above identifiers

Router(config-if)# exit

Router(config)# ip rsvp policy identity RSVP-VIDEO policy-locator . *VideoStream.* !
Creates a policy for matching video traffic

Router(config)# ip rsvp policy identity RSVP-VOICE policy-locator . *AudioStream.* !
Creates a policy for matching voice traffic

Router(config)# ip rsvp policy preempt ! Enables preempting of lower reservation by higher

reservation

The RSVP policy must be applied on the voice VLAfkerface.

Branch(config)# interface GigabitEthernet4/0.2 ! Enters gigabit Ethernet sub-interface 2
configuration mode

Router(config-if)# ip rsvp bandwidth | Enables RSVP on the interface

Router(config-if)# exit

Cisco Unified SRST with SIP Endpoints: Transcoding and Conferencing Implementation

Transcoding compresses and decompresses voicenstteanatch end device capabilities. Transcoding
is required when an incoming voice stream is digiti and compressed (by means of a codec) to save
bandwidth and the local device does not suppottitiipe of compression. Transcoding and conferencing
are configured on the Cisco Call Manager of thetradrsite, as shown iRigure 35andFigure 36

Router(config)# voice-card 0 ! Enters DSP farm configuration mode

Router(config-voicecard)# dsp services dspfarm | Enables DSP services
Router(config-voicecard)# exit

Router(config)# sccp local GigabitEthernet4/0.2 | Sets the interface for conferencing and
transcoding to register with CME

Router(config)# sccp ccm 10.0.1.2 identifier 1 version 5.0.1 ! Associates conferencing

and transcoding with CME
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Router(config)# sccp ! Enables SCCP globally

Router(config)# sccp ccm group 1 ! Creates SCCP group and enters SCCP configuration mode
Router(config-sccp-ccm)# associate ccm 1 priority 1 ! Associates SCCP group 1 with CME
Router(config-sccp-ccm)# associate ccm 2 priority 2 ! Associates SCCP group 2 with CME
Router(config-sccp-ccm)# associate profile 3 register CONFERENCE ! Associates DSP farm

profile with with a SCCP group

Router(config-sccp-ccm)# associate profile 2 register TRANSCODE ! Associates DSP farm

profile with with a SCCP group

Router(config-sccp-ccm)# exit

Router(config)# dspfarm profile 2 transcode ! Enters DSP farm profile configuration mode

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

codec g71lulaw ! Specifies codec supported by DSP farm
codec g71lalaw ! Specifies codec supported by DSP farm
codec g729ar8 ! Specifies codec supported by DSP farm
codec g729abr8 ! Specifies codec supported by DSP farm
codec g729r8 ! Specifies codec supported by DSP farm

codec pass-through ! Specifies codec supported by DSP farm
maximum sessions 5 ! Specifies maximum number of

simultaneous sessions supported by this profile

Router(config-dspfarm-profile)#
farm profile

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

associate application sccp ! Associates SCCP with this DSP

no shutdown
exit

Router(config)# dspfarm profile 3 conference ! Enters DSP farm profile configuration mode

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

codec g71lulaw ! Specifies codec supported by DSP farm
codec g71lalaw ! Specifies codec supported by DSP farm
codec g729ar8 ! Specifies codec supported by DSP farm
codec g729abr8 ! Specifies codec supported by DSP farm
codec g729r8 ! Specifies codec supported by DSP farm
codec g729br8 ! Specifies codec supported by DSP farm
maximum sessions 3 ! Specifies maximum number of

simultaneous sessions supported by this profile

Router(config-dspfarm-profile)#
farm profile

Router(config-dspfarm-profile)#
Router(config-dspfarm-profile)#

associate application sccp ! Associates SCCP with this DSP

no shutdown
exit

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Implementation |

M Voice Services Implementation

Figure 35 Transcoding Configuration for Cisco Unified SRST Mode
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Figure 36 Conferencing Configuration for Cisco Unified SRST Mode
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Cisco Unified SRST with SIP Endpoints: Music on Hold Implementation

Music on hold (MOH) is implemented at the UnifiedlCManager at the central site. Please see the
following instructions to implement MOH in Cisco ified CM:

http://www.cisco.com/en/US/docs/voice_ip_comm/cuadmin/6_1_1/ccmfeat/fsmoh.html

Cisco Unified SRST with SIP Endpoints: Voice Mail and Auto Attendant Integration

Voice mail is provided by the Cisco Unity Expregs\ice module either in the Advanced Integration
Module (AIM) form factor or the Network Module (NMEorm factor. The AIM module requires the
following configuration. To configure the NME, suliate Integrated-Service-Engine 2f0r
Service-Engine 0/1

Router(config)# interface Service-Engine 0/1 ! Enters Cisco Unity Express configuration
mode

Router(config-if)# ip address 10.0.2.86 255.255.255.252 ! Assigns IP address to the
service engine router interface

Router(config-if)# service-module ip address 10.0.2.85 255.255.255.252 ! Assigns IP
address to service module internal interface

Router(config-if)# service-module ip default-gateway 10.0.2.86 ! Assigns default gateway
for the service module

Router(config-if)# zone-member security Private ! Assigns Cisco Unity Express to private
security zone

Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# ip route 10.0.2.84 255.255.255.252 Service-Engine 0 /1 ! Adds a static

route entry to direct traffic to the module

[ oL-19089-01
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Configure a dial peer for voice mail, because Cideity Express uses SIP as its signaling protocol.

Router(config)# dial-peer voice 8 voip ! Enters dial peer for voicemail configuration mode
Router(config-dial-peer)# destination-pattern 5444 ! Specifies mailbox extension
Router(config-dial-peer)# session target ipv4:10.0.2.85 ! Specifies voicemail address
Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# codec g71lulaw ! Specifies codec for voicemail messages
Router(config-dial-peer)# b2bua ! Enables SIP to SCCP forwarding

Router(config-dial-peer)# dtmf-relay sip-notify ! Specifies DTMF relay method
Router(config-dial-peer)# no vad ! Disables voice activity detection

Router(config-peer)# exit

Router(config)# dial-peer voice 9 voip ! Enters dial peer for autoattendant configuration

mode

Router(config-dial-peer)# destination-pattern 5000 ! Specifies mailbox extension
Router(config-dial-peer)# session target ipv4:10.0.2.85 ! Specifies voicemail address
Router(config-dial-peer)# session protocol sipv2 ! Enables SIP for voicemail communication
Router(config-dial-peer)# codec g71lulaw ! Specifies codec for voicemail messages
Router(config-dial-peer)# b2bua ! Enables SIP to SCCP forwarding

Router(config-dial-peer)# dtmf-relay sip-notify | Specifies DTMF relay method
Router(config-dial-peer)# no vad ! Disables voice activity detection

Router(config-peer)# exit

The local Cisco Unity Express software must bestged with Cisco Unified CM software at the cehtra
site. The following reference provides implemerdatdetails:

http://cisco.com/en/US/products/sw/voicesw/ps55atdpcts configuration_example09186a0080289
ef0.shtml

Additional Cisco Unity Express configuration is flamed through a web-based user interface, as
shown inFigure 17throughFigure 22

Cisco Unified SRST with SIP Endpoints: Emergency Services Implementation

The following example implements emergency numiadlirg for North America. The PRI trunk is used
for placing emergency calls. Each 911 call is silety routed to the closest PSAP based on thescall
location. In addition, the caller’s phone numbed @address automatically display on a terminal at th
PSAP. The PSAP can quickly dispatch emergency lesin if the caller is unable to communicate the
caller’'s location. Also, if the caller disconnegiematurely, the PSAP has the information it neleds
contact the 911 caller.

Router(config)# voice emergency response location 1 ! Enters emergency response

configuration mode

Router(cfg-emrgncy-resp-location)# elin 1 4085555150 ! Specifies ELIN number provided by
PSAP

Router(cfg-emrgncy-resp-location)# subnet 1 10.0.1.0 255.255.255.0 ! Assigns Voice VLAN
subnet as origination of the emergency call

Router(cfg-emrgncy-resp-location)# subnet 2 10.0.4.0 255.255.255.0 ! Assigns backup Voice

VLAN subnet as origination of the emergency call

Router(cfg-emrgncy-resp-location)# exit

Router(config)# dial-peer voice 10 pots ! Enters dial peer for emergency calls
configuration mode

Router(config-dial-peer)# emergency response zone ! Replaces local extension with ELIN
number

Router(config-dial-peer)# destination-pattern 911 ! Specifies North America emergency
number

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit
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Router(config)# dial-peer voice 11 pots ! Enters dial peer for local area calls

configuration mode

Router(config-dial-peer)# emergency response zone ! Replaces local extension with ELIN
number

Router(config-dial-peer)# destination-pattern 9911 ! Specifies area code prefix for
central site dial peer

Router(config-dial-peer)# prefix 911 ! Prefix that the system adds automatically to the

dial string

Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# port 0/0/0:23 ! Specifies outgoing/incoming interface for calls
Router(config-peer)# exit

Router(config)# dial-peer voice 12 pots ! Enters dial peer for ELIN callback configuration
mode

Router(config-dial-peer)# incoming called-number 4085555150 ! Specifies ELIN number
Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# emergency response callback ! Identifies the ELIN dial peer
Router(config-peer)# exit

Router(config)# dial-peer voice 13 pots ! Enters dial peer for ELIN callback configuration
mode

Router(config-dial-peer)# incoming called-number 4085555150 ! Specifies ELIN number
Router(config-dial-peer)# direct-inward-dial ! Enables DID numbers
Router(config-dial-peer)# emergency response callback ! Identifies the ELIN dial peer
Router(config-peer)# exit

Optimization Services Implementation

¢ Cisco WAAS Implementation, page 133

¢ Router and Cisco WAE Module Configuration, page 134

¢ Additional Cisco WAE—Application Accelerator Confiation, page 135
e Cisco WAE-Central Manager Implementation, page 138

Cisco WAAS Implementation

In the Services Ready Small Branch Network, the@€NME-WAE-522 network module was used to
optimize the Common Internet File System (CIFS)PFand HTTP traffic.

Two types of configuration are applied to devideattrun Cisco Wide Area Application Services
(Cisco WAAS):

¢ Router and Cisco WAE module configuration
e Central manager configuration

After the router and module configurations are ctetg the Cisco Wide Area Application Engine
(Cisco WAE) module can be registered with the cantranager. Registration with the central manager
requires that all router configuration steps be ptate, and that the Cisco WAE be able to connect to
the central manager. After the Cisco WAE has begstered and activated with the central manager,
all additional configuration options can be sebtigh the central manager device groups.

The central manager configuration provides the rieing configuration for the entire Cisco WAAS
deployment. The central manager configuration apioan be applied at the device or device group
level. To simplify the deployment and managemenhefCisco WAAS solution, the Services Ready
Small Branch Network uses device groups as thegmimentral manager configuration method.

Services Ready Small Branch Network System Assurance Guide



System Implementation |

M Optimization Services Implementation

Router and Cisco WAE Module Configuration

The router provides Cisco Web Cache Communicatiatdeol (Cisco WCCP) interception points for
Cisco WAAS. Cisco WCCP redirection allows the rauteredirect traffic to Cisco WAAS for
optimization. Various methods of interception aedirection are supported by routers and switches.
Redirection methods depend on the speed requirenaartt the router or switch platform. This
deployment uses both generic router encapsulaGdE) redirection and Layer 2 (L2) redirection.

The loopback interface on the router is essentinldentifying the router ID. Although any IP addse
can be used to identify the router ID, the loopbatkrface is preferred over the physical interface
Loopback interfaces are always available, and thezeno physical ties to them. Other routing protsc
also use loopback interfaces as the preferred ndefiltonaming the router ID. If the IP address exti
to a specific physical interface, and the physictdrface fails, then the IP address becomes ulablaij

causing unexpected problems for the Cisco WCCPpgou

The Cisco WCCPV2 services 61 and 62, also knowhGi3 promiscuous mode servicaow the

Cisco WCCP to transparently intercept and reditesdfic to the Cisco WAE module. Service 61
redirects ingress traffic, and service 62 rediraggeess traffic. Services 61 and 62 are both neéaed
redirect bidirectional traffic flow. Passwords shdbe assigned to Cisco WCCP groups to preventaogu
traffic interception and redirection.

Branch(config)# ipwcep 61 ! Enables WCCP services

Branch(config)# ip weep 62 ! Enables WCCP services

Branch(config)# ip inspect WAAS enable I Enables inspection of packets coming from WAE
Branch(config)# interface Integrated-Service-Engine 1/0 ! Enters WAE module configuration
mode

Branch(config-if)# ip address 10.0.2.90 255.255.255.252 ! Assigns IP address to the
backplane interface

Branch(config-if)# ip wecep redirect exclude in ! Excludes packets received on this

interface from redirection to prevent a traffic loo p

Branch(config-if)# zone-member security Private ! Assigns the interface to a private zone
Branch(config-if)# service-module ip address 10.0.2.89 255.255.255.252 ! Assigns IP
address to service module internal interface

Branch(config-if)# service-module ip default-gateway 10.0.2.90 ! Assigns default gateway
for the service module

Branch(config-if)# no keepalive ! Disables keep alive for the interface

Branch(config-if)# exit

Router(config)# ip route 10.0.2.88 255.255.255.252 Integrated-Servi ce-Engine 1/0 I Adds a

static route entry to direct traffic to the module

Apply WCCP redirection on WAN, Tunnel, and LAN intaces

Branch(config)# interface Serial2/0.1 point-to-point ! Enters Tunnel interface
configuration mode

Branch(config)# ip weep 62 redirect in | Enables WCCP redirection on the WAN interface
Branch(config)# interface Tunnell ! Enters Tunnel interface configuration mod
Branch(config)# ip weep 62 redirect in | Enables WCCP redirection on the Tunnel interface
Branch(config)# interface GigabitEthernet4/0.1 ! Enters Tunnel interface configuration
mode

Branch(config)# ip weep 61 redirect in ! Enables WCCP redirection on the Tunnel interface

Configurations for LAN, WAN, and tunnel interfacase provided in théWAN Services
Implementation” section on page the“LAN Services Implementation” section on page &0d the
“Security Services Implementation” section on p&8ge
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Additional Cisco WAE-Application Accelerator Configuration

Additional commands are necessary to complete ieedONAE implementation.

Router(config)# service-module integrated-Service-Engine 1/0 sessio n ! Sessions into the
WAE service module
Trying 10.0.2.90, 2066 ... Open

Cisco Wide Area Application Engine Console

Username: admin

Password:

System Initialization Finished.

WAE(config)# device mode application-accelerator ! Sets the WAE module to application
acceleration mode (the default)

WAE(config)#  primary-interface GigabitEthernet 1/0 ! Sets the primary interface for
traffic interception and delivery

WAE(config)# ip name-server 172.16.0.70 ! Assigns central site DNS server for the module
WAE(config)# ntp server 172.16.0.60 ! Assigns central site NTP server for the module
WAE(config)# central-manager address 172.16.100.1 ! Assigns the Central Manager for the
module

WAE(config)#  weccp router-list 1 10.0.2.90 ! Adds the router to the WCCPV2 router list
WAE(config)#  wccp tcp-promiscuous router-list-num 1 ! Enables TCP promiscuous mode to
accept all traffic on the router’s primary interfac e

The Cisco WCCP configuration for TCP promiscuousdmeervices 61 and 62 succeeded. The
Cisco WCCP configuration for TCP promiscuous moeeriges succeeded. Remember to configure
Cisco WCCP services 61 and 62 on the correspondiutgr.

WAE(config)#  wccp version 2 ! Enables WCCP version 2
WAE(config)# cms enable ! lInitializes the local database and connects to t he central
manager

The following traffic interception policies can betomatically configured from the Cisco WAE central
manager. The CLI version of these policies is pded for demonstration purposes and as a startiirg po
for customization.

WAE(config)#  policy-engine application name File-Transfer ! Creates a new application name
for FTP traffic

WAE(config)# policy-engine application name WEB I Creates a new application name for HTTP
traffic

WAE(config)#  policy-engine application name WAFS | Creates a new application name for file
system traffic

WAE(config)#  policy-engine application classifier FTP-Control ! Creates application
classifier for FTP control traffic

WAE(config-app-cls)# match dst port eq 21 ! Matches traffic with destination port 21
WAE(config-app-cls)# exit

WAE(config-pol-eng-app)# exit

WAE(config)#  policy-engine application classifier FTP-Data ! Creates application
classifier for FTP data traffic

WAE(config-app-cls)# match dst port eq 20 ! Matches traffic with destination port 20
WAE(config-app-cls)# exit

WAE((config-pol-eng-app)# exit

WAE(config)#  policy-engine application classifier HTTP ! Creates application classifier
for HTTP traffic

WAE(config-app-cls)# match dst port eq 80 ! Matches traffic with destination port 80
WAE(config-app-cls)# match dst port eq 8080 ! Matches traffic with destination port 8080
WAE(config-app-cls)# match dst port eq 8000 ! Matches traffic with destination port 8000
WAE(config-app-cls)# match dst port eq 8001 ! Matches traffic with destination port 8001
WAE(config-app-cls)# match dst port eq 3128 ! Matches traffic with destination port 3128
WAE(config-app-cls)# exit
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WAE(config-pol-eng-app)# exit

WAE(config)#  policy-engine application classifier CIFS ! Creates application classifier

for CIFS traffic

WAE(config-app-cls)# match dst port eq 139 I Matches traffic with destination port as 139
WAE(config-app-cls)# match dst port eq 445 I Matches traffic with destination port as 445
WAE(config-app-cls)# exit

WAE(config-pol-eng-app)# exit

WAE(config)# policy-engine application map basic name File-Trans fer classifier FTP-Control
action pass-through I Assigns FTP application to a classifier and speci fies the action to
be taken for matching FTP control traffic

WAE(config)#  policy-engine application map basic name File-Trans fer classifier FTP-Data
action optimize full I Assigns FTP application to a classifier and speci fies the action to
be taken for matching FTP data traffic

WAE(config)#  policy-engine application map basic name Web classi fier HTTP action optimize
full ! Assigns HTTP application to a classifier and spec ifies the action to be taken for
matching HTTP traffic

WAE(config)# policy-engine application map basic name WAFS class ifier CIFS action optimize
full accelerate cifs-adaptor ! Assigns WAFS application to a classifier and spec ifies the
action to be taken for matching CIFS traffic. Uses CIFS specific application adaptor
WAE(config)#  policy-engine application map adaptor WAFS transpor t name WAFS All action
optimize full ! Assigns WAFS application to a classifier and spec ifies the action to be

taken for matching CIFS traffic

Activating the Application Accelerators

For security purposes, Cisco WAEs that are beirdpddo the Cisco WAAS network need to be
approved by the Cisco WAAS network administratdrisTsecurity feature prevents unauthorized
devices from joining the Cisco WAAS network. Thection provides steps for activating all the ineeti
devices.

To activate the devices, from the Cisco WAAS Cdnittanager window, choosBevices > Devices.

1. In the taskbar, click thActivate All I nactive WAEs icon, shown in the red box ikigure 37 to
activate the two inactive Cisco WAEs.

Figure 37 Devices Window
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2. The Activate All Inactive WAE window appears, a®aim in Figure 38 By default, theCreate a
new location for each inactive WAE option is chosen.
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Figure 38 Activating Inactive Cisco WAEs
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3. Click Submit at the bottom of the page.

4. When a Transaction Warning dialog box appearsk @k, and then cliciSubmit. The current state
of the core and edge Cisco WAEs is now listed asljpgy instead of inactive, as shown in the red
box in the middle oFigure 39 Notice in the red box at the top of thigure 3%that the system status
has changed to orange, with two devices reportirgok

Figure 39 Pending Devices
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5. After a few minutes, all devices show Online in 8tatus column, as shown kigure 40
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Figure 40 Online Devices
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Cisco WAE-Central Manager Implementation

The central manager is the management componediseb WAAS. The central manager provides a
GUI for configuration, monitoring, and managemehtrwltiple branch-office and data center

Cisco WAEs. The central manager can scale to suppousands of Cisco WAE devices for large-scale
deployments. The central manager must be usedligr oo make configuration changes through the web
interface. If the central manager fails, the Ci¥¢AEs continue to function; however, changes cannot
be made using the web pages on the central managiéthe central manager comes back online.

The Cisco WAESs need to connect to the central manaithe initial setup. The registration procedgsa
the Cisco WAE to the central manager and initiadiiee local Cisco WAE database. When disk
encryption on the Cisco WAE is enabled, the centrahager must be available to distribute the
encryption key if the Cisco WAE reboots.

Centralized reporting can be obtained from the r@mhanager. Individually, the Cisco WAEs provide
basic statistics through the CLI and local-devidél GSystemwide application statistics are available
from the central manager GUI. Detailed reports saghotal traffic reduction, application mix, and
pass-through traffic are available from the centnaihager GUI.

WAE-CM(config)# device mode central-manager ! Sets the WAE device to central manager mode.
The device is set to application acceleration by de fault

WAE-CM(config)#  primary-interface GigabitEthernet 1/0 ! Sets the primary interface for
traffic interception and delivery

WAE-CM(config)# interface GigabitEthernet 1/0 | Enters gigabit Ethernet configuration mode
for the specified port

WAE-CM(config-if)# ip address 172.16.100.1 255.255.255.0 ! Assigns IP address for the
interface

WAE-CM(config-if)# no shutdown
The interface was up.
WAE-CM(config-if)# exit

WAE-CM(config)# ip default-gateway 192.168.0.2 ! Assigns default gateway for the central
manager
WAE-CM(config)# ntp server 172.16.0.60 ! Assigns NTP server for the central manager

WAE-CM(config)# cms enable ! Starts centralized management service

Verify that the Cisco WAAS central manager prockas successfully started by using an Internet
Explorer browser to go to the following URL to dtdne Cisco WAAS Central Manager GUI shown in
Figure 41

https://cm_server_ip or host_name:8443
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Figure 41 Cisco WAAS Central Manager GUI
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1. Log in using the following default credentials:
Username: admin
Password: default

The Devices window shown fRigure 42appeatrs.

Figure 42 Devices Window
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For ease of use and to start collecting statigtartier, you need to change a few parameters.dn th
following steps, you extend the central managesis@stimeout interval and modify the intervals
by which the Cisco WAAS central manager or CiscoB\fulls or pushes data to and from the
Cisco WAAS Central Manager.

2. ChooseSystem > Configuration. The Config Properties window shownkingure 43appears.
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Figure 43 Config Properties Window
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Devices Services |‘ System System Status | Devices: DO 2 Devices, Critical A
- v - + Configuration + ~
Config Properties ® ﬁ Rows: Iﬂ
Contents |
System Properties Property Hame Value Description
Pt Dovie O 2 Db @ cdm.session timeout 120 Session timeout for Certral Manager GUI IR minutes
| DeviceGroup.overlap true Allowy Devices to be in Multiple Device Groups:
System datafeed pollRate k 300 The configuration poll interval from WAE to CM in seconds. Recommend not setting below defsult 30
@ System device recovery key default Device idertity recovery key
System guiServer fodn IP Address Choose between [P Address and FQDM to launch the Device GUI
System heathmonitor collectRate &0 The collectizend rste in seconds for device heafthiststus monitor. If rate is set to 0 HeathMonitor w
System lom enable true Allovy configuration changes made on device to propagate to Central Manager
System monitaring collectRate &0 The rate at which WAE collects and sends monitoring reports to Central Manager in seconds
System monitoring dallyConsolidationHour 1 The hour at which CM consolidates hourly and daily monitoring records
System monitoring enakle true Enable VWAE statistics monitoring
@ System monitoring morthlyConsolidationFrequency 14 How frequently (in days) the Central Manager consolidates daily monitoring records into monthly res
System monitoring recordlimitDay s 1825 The maximum number of days of monitoring data to maintain in the system
System print.driverFtpTimeout 600 The maximum weait time to FTP files of a driver. If the FTP does not finish within this setting, the proc
@ System rpc fimeout syncGuiCperation a0 Timeout in seconds for GUI sync operations, CM to device connection.
<< Page 1 > Showing 1-14 of 14 Properties §
&

3. ChooseALL from the Rows drop-down list shown in the red bo¥igure 43

4. Click theEdit icon next to the parameter to change each of éinarpeters in the red boxes 2to 5 in
Figure 43to the following values:

cdm.session.timeout: 100
System.datafeed.pollRate: 60
System.healthmonitor.collectRate: 30
System.monitoring.collectRate: 60

Caveats

e Zone-based firewall does not support inspectio8I&f and SCCP in releases earlier than Cisco IOS
Release 12.4(20)T. See DDTS CSCsm79679.

e Zone-based firewall does not support stateful dvater.
¢ Message waiting indicator (MWI) does not work dgrirouter failover.
¢ Cisco Unified CME does not work with HSRP.

¢ Cisco web Cache Communication Protocol (Cisco WC@&3ion 2 is not Virtual Routing and
Forwarding (VRF) aware and does not work if mukipdRF interfaces (VRF-lite) are configured
on the customer edge (CE) router.

e Call preservation is not supported during HSRP.yOotal IP Phone calls may be preserved.

* Traffic shaping is not supported over virtual accegerfaces with PPP over ATM.
See DDTS CSCsm77478.

e VRF-aware IP SLA is not supported in releases eathan Cisco IOS Release 12.4(20)T.
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Caveats W

Bidirectional Forwarding Detection (BFD) is suppadtonly on Gigabit Ethernet interfaces. Support
for additional WAN encapsulations such as FrameiRaehd PPP is planned for future releases.

GETVPN is not VRF aware in releases earlier thasc@ilOS Release 12.4(20)T.

When registered to Cisco Unified CME, the Ciscofigri IP Conference Station 7936 running
firmware version 1.1 continues to display messagenpts such as “hold” and “enter number” after
the call has ended. See DDTS CSCsm61235.
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Configuration Verification

Revised: November 6, 2009

This chapter describes tishow commands that you can use to display and verifyr yonfiguration.

Note  For more information see the following command refees:
Cisco 10S Debug Command Reference
Cisco 10S IP Addressing Services Command Reference
Cisco 10S IP Application Services Command Reference
Cisco 10S IP Multicast Command Reference
Cisco 10S IP Routing Protocols Command Reference
Cisco 10S LAN Switching Command Reference
Cisco 10S NetFlow Command Reference
Cisco 10S Quality of Service Solutions Command fieate
Cisco 10S Security Command Reference
Cisco 10S Voice Command Reference
Cisco 10S Master Command List, Release 12.4T

Use theCommand Lookup Todkegistered customers onlfor more information on the commands used
in this document.

Contents

e General Configuration Verification, page 2

¢ QoS Verification, page 3

¢ Routing Verification, page 3

e Security Verification, page 4

¢ \oice Verification, page 5

e Cisco Unity Express Verification, page 7

e Cisco Wide Area Application Services Verificatiqgmage 7
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I General Configuration Verification

General Configuration Verification

show adjacency summary

This command displays a summary of Cisco Expreswé&aling (CEF) adjacency information.
show clock

This command displays the time and date from tistesy software clock.

show interfaces status

This command displays the interface status ortafisnterfaces in an error-disabled state on LAN
ports only.

show interfaces summary

This command displays a summary of statistics fog mterface or for all interfaces that are
configured on a networking device.

show ip cache flow
This command displays a summary of the NetFlow antiag statistics.
show ip flow export

This command displays the status and the statisticletFlow accounting data export, including
the main cache and all other enabled caches.

show ip weep

This command displays global statistics relate€igco Web Cache Communication Protocol
(Cisco WCCP).

show logging

This command displays the state of system loggingl6g) and the contents of the standard system
logging buffer.

show memory dead

This command displays statistics on memory allot e processes that have terminated.
show memory debug leaks

This command displays detected memory leaks.

show memory free

This command displays statistics about free memdrgn Cisco 10S software or Cisco IOS
Software Modularity images are running.

show mls qosinterface policers

This command displays all the policers configuredtioe interface, their settings, and the number
of policers unassigned.

show ntp status
This command displays statistics for the Networkn@&iProtocol (NTP) server.
show processes cpu

This command displays detailed CPU utilizationistats (CPU use per process) when Cisco 10S
software or Cisco 10S Software Modularity images aunning.
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QoS Verification W

e show processes memory

This command shows the amount of memory used bly sgstem process in Cisco 10S software or
Cisco I0S Software Modularity images.

¢ show spanning-tree
This command displays Spanning Tree informationtifier specified Spanning Tree instances.

QoS Verification

¢ show class-map
This command displays all class maps and their hiagccriteria.
e show ip nbar protocol-discovery

This command displays the statistics gathered byNbatwork Based Application Recognition
(NBAR) protocol discovery feature.

e show mls qos
This command displays multilayer switching (MLS)adjty of service (QoS) information.
¢ show mls qosinterface
This command displays QoS information for the sfiediinterface.
¢ show mls qos maps
This command displays information about the QoS piagp
e show policy-map

This command displays the configurations of alksks for a specified service policy map or all
classes for all existing policy maps.

¢ show policy-map interface

This command displays the statistics and the condiions of the input and output policies that are
attached to an interface.

Routing Verification

¢ show bfd neighbors

This command displays a line-by-line listing of &g Bidirectional Forwarding Detection (BFD)
adjacencies.

e show ip bgp

This command displays entries in the Border GatefRatocol (BGP) routing table.
e show ip bgp neighbors

This command displays information about BGP and TGRnections to neighbors.
e show ip bgp summary

This command displays the status of all BGP corioest
e show ip dhcp binding

This command displays address bindings on the A@&DHCP server.
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W Security Verification

e show ip dhcp server statistics
This command displays Cisco I0S DHCP server stasist
e show ip eigrp neighbors

This command displays neighbors discovered by Eodénnterior Gateway Routing Protocol
(EIGRP).

e show ip mroute active

This command displays the contents of the multicagting (mroute) table. Displays the rate that
active sources are sending to multicast groupkilabits per second.

e show ip mroute count

This command displays the contents of the multioasting (mroute) table. Displays statistics about
the group and source, including number of packedskets per second, average packet size, and
bytes per second.

e show ip nat translations

This command displays active Network Address Tratighs (NATS).
e show ip nat statistics

This command displays NAT statistics.
e show ip ospf neighbors

This command displays Open Shortest Path First @Skeighbor information on a per-interface
basis.

e show ip route

This command displays the current state of theingutable.

Security Verification

¢ show crypto engine acceler ator statistics
This command displays a summary of the configuratidormation for the crypto accelerator.
e show crypto engine connections active

This command displays a summary of the configuratidormation for the crypto engine
connections.

e show crypto gdoi
This command displays information about a Group Romof Interpretation (GDOI) configuration.
e show crypto gdoi ipsec sa

This command displays information about the IPssusty association (SA) for all group
members.

e show cryptoipsec sa
This command displays the settings used by cui$éyst.
e show crytptoisakmp sa
This command displays current Internet Key Exchafig&) SAs.
e show crypto session
This command displays status information for actimgpto sessions.
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Voice Verification 1l

show ip ipsinterfaces

This command displays the Cisco 10S Intrusion Pnée& System (IPS) interface configuration.
show ip ips sessions

This command displays the Cisco 10S IPS sessiaatedlinformation.

show ip ips signatures

This command displays the Cisco 10S IPS signatof@riation, such as which signatures are
disabled and marked for deletion.

show ip ips statistics

This command displays the Cisco IOS IPS informatoonh as the number of packets audited and
the number of alarms sent.

show policy-map type inspect
This command displays a specified policy map.
show policy-map type inspect zone-pair

This command displays the runtime inspect typeqyathap statistics and other information such as
sessions existing on a specified zone pair.

show standby
This command displays Hot Standby Router ProtoEl@RP) information.
show webvpn gateway

This command displays the status of a Secure Sdakedr (SSL) Virtual Private Network (VPN)
gateway.

show webvpn context

This command displays the operational status amdiguration parameters for SSL VPN context
configurations.

show webvpn session context

This command displays a list of active SSL VPN usessions for only the named context.
show webvpn session user

This command displays detailed information aboetnamed SSL VPN user session.

show webvpn stats

This command displays SSL VPN application and netvatatistics.

show zone-pair security

This command displays the source zone, destinaiioe, and policy attached to the zone pair.
show zone security

This command displays information about the segur@ine, including the name and description.

Voice Verification

show call active voice brief

This command displays a truncated version of gdtiimation for voice calls in progress.

[ oL-19089-01
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W Voice Verification

show call-manager-fallback all

This command displays the Cisco Unified CommunaratiManager fallback configuration and
statistics.

show dial-peer voice summary
This command displays a short summary of informrafir each voice dial peer.
show dspfarm

This command displays digital signal processor (Pfafn-service information such as operational
status and DSP resource allocation for transcodimfjconferencing.

show dspfarm dsp all

This command displays DSP-farm DSP global infororati

show ephone offhook

This command displays information and packet cotmtshe phones that are currently off hook.
show ephone registered

This command displays the status of registered phon

show ephone summary

This command displays brief information about Cised?hones.

show rtpspi call

This command displays Real-time Transport Prot¢BdIP) service provider interface active call
details.

show scep all

This command displays all Skinny Client Control #enl (SCCP) global information, such as
administrative and operational status.

show sccp connections summary

This command displays a summary of the number sdises and connections based on the service
type under the SCCP application.

show sip-ua statusregistrar
This command displays status for the SIP user aéh} registrar clients.
show telephony-service all

This command displays detailed configuration foopés, voice ports, and dial peers in a
Cisco Unified Communications Manager Express (Cidoified CME) system.

show voice call status
This command displays the status of active calls.
show voice call summary

This command displays the current settings ancek sthtvvoice ports on the Cisco router, regardless
of port activity.

show voice dsp
This command displays the current status or selectiatistics of DSP voice channels.
show voice port summary

This command displays a summary of configuratidiorimation for all voice ports.
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Cisco Unity Express Verification

show voiceregister all

This command displays all Session Initiation Protd&1P) Cisco Unified Survivable Remote Site
Telephony (Cisco Unified SRST) and Cisco Unified EMonfigurations and register information.

show voip rtp connections
This command displays (RTP) named event packets.

Cisco Unity Express Verification

show ccn application

This command displays the currently configured ajgtions.

show ccn engine

This command display details of the configured Giknity Express software engine.
show ccn subsystem jtapi

This command display the JTAPI subsystem parameters

show ccn subsystem sip

This command display the SIP subsystem parameters.

show system language installed

This command displays the languages that are dlaifar use.

show voicemail configuration

This command displays the configured From addres®sfitgoing e-mail.
show voicemail detail

This command displays the details for a generaldgl mailbox or a subscriber with the name
value.

show voicemail limits

This command displays default values for all maika

show voicemail mailboxes

This command displays all configured mailboxes #ralr current storage status.
show voicemail messages future

This command displays all messages scheduled forddelivery.

show voicemail users

This command lists all the local voice-mail subbers.

Cisco Wide Area Application Services Verification

show cifs auto-discovery

This command displays Common Internet File Syst€mr$) autodiscovery status and run-time
data.

[ oL-19089-01
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M Cisco Wide Area Application Services Verification

¢ show cifs cache
This command displays CIFS cache information.
¢ show cifs connectivity peers

This command displays run-time information on edgee connectivity and a list of connected
cores.

¢ show cifs sessions count

This command displays run-time information on aet@FS sessions and the number of pending
CIFS requests.

e show cifs sessions list

This command displays run-time information on aet®FS sessions and a list of connected CIFS
sessions.

e show device-mode

This command displays the configured or currentickevnode of a Cisco Wide Area Application
Services (WAAS) device.

¢ show disks details

This command displays detailed SMART disk monitgrinformation for Cisco WAAS device
disks.

¢ show egress-methods

This command displays the egress method that iigumed and that is being used on a particular
Cisco WAE.

¢ show policy-engine status

This command displays high-level information abau€isco Wide Area Application Engine
(Cisco WAE): Cisco WAE's policy engine.

¢ show policy-engine application classifier

This command displays information about the spedifipplication classifier.
e show statistics cifs

This command displays the CIFS statistics inforomati
e show statisticsdre

This command displays data redundancy eliminat@RE) general statistics for a Cisco WAE.
¢ show statisticstfo

This command displays TFO statistics for a CiscoBNA
¢ show tfo auto-discovery

This command displays TFO auto discovery statidticsa Cisco WAE.
e show tfo status

This command displays global Traffic Flow Optimimat (TFO) status information for a
Cisco WAE.

¢ show tfo connections
This command displays Traffic Flow Optimization @)connection information for a Cisco WAE.
¢ show tfo connections summary

This command displays a summary list of TFO conioest for a Cisco WAE.
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Additional Command Reference Documentation

e show wccp

This command displays Cisco Web Cache Communic&rotocol (Cisco WCCP) information for
a Cisco WAE.

e show wccep gre

This command displays Cisco WCCP generic routingaesulation (GRE) packet-related
information

e show weccp routers
This command displays routers seen and not se¢hi®y¥isco WAE.
e show wccp status

This command displays the version of Cisco WCCR ithanabled and running.

Additional Command Reference Documentation

See the following command references for more imf@tion:

e Cisco IOS Configuration Fundamentals Command Refare
e Cisco IOS IP Addressing Services Command Reference
e Cisco IOS IP Application Services Command Reference
¢ Cisco IOS IP Multicast Command Reference

¢ Cisco IOS IP Routing Protocols Command Reference

e Cisco IOS LAN Switching Command Reference

e Cisco IOS NetFlow Command Reference

¢ Cisco IOS Quality of Service Solutions Command ieete

¢ Cisco IOS Security Command Reference

The Output Interpreter Toalregistered customers onlyOIT) supports certaishow commands. Use
the OIT to view an analysis of thow command output.
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M Additional Command Reference Documentation
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Revised: November 6, 2009

This chapter describes tldebug commands you can use to troubleshoot your conrditom.

The OITOutput Interpreter Todlregistered customers onlgupports certaishow commands. Use the
OIT to view an analysis ashow command output.

Note = See thdmportant Information on Debug Commaniisfore you uséebug commands.

See theCisco 10S Debug Command Referefmemore information.

Contents

¢ Baseline Troubleshooting Commands, page 1
¢ \oice Troubleshooting Commands, page 2
e Cisco WAAS Troubleshooting Commands, page 2

Baseline Troubleshooting Commands

¢ debug aaa authentication
e debug bgp all events

¢ debug crypto gdoi

e debug crypto isakmp

¢ debug frame-relay events
¢ debug frame-relay Imi

e debug frame-relay packet
¢ debug h225 events

e debugip inspect detailed
e debug ip inspect policy detailed
e debugip ipscategory
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I Voice Troubleshooting Commands

e debugip ipsdetailed

e debugip ipsfunction-trace
e debugip ipsidconf

e debug ppp multilink data

e debug ppp multilink events

¢ debug radius authentication

¢ debug gos cce
¢ debug gos events
¢ debug qos stats

Voice Troubleshooting Commands

¢ debug ephone detail

e debugsccp errors

¢ debug sccp events

¢ debug sccp keepalive

e debug sccp packets

¢ debug voice ccapi inout
¢ debug voice confmsp

¢ debug voice dsmp

¢ debug voice xcodemsp
¢ debug voip dialpeer

Cisco WAAS Troubleshooting Commands

e debug wccep events
e debug wccp error
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Revised: November 6, 2009

This chapter describes the tests performed on érei@s Ready Small Branch Network.

Contents

e Test Result Summary, page 1
e Test Setups, page 5

¢ Traffic Profile, page 8

e Test Cases, page 8

Test Result Summary

Table 1llists the test cases and their results.

Table 1 Test Cases and Results

Test Case Result
DS3 Primary WAN Connections for Cisco 3900 Serieza$ Branch Passed
Gigabit Ethernet Primary WAN Connection for Cisc@0® Series Small Branch Passed
MLPPP Primary WAN Connection for Cisco 3900 Seigsall Branch Passed
MLFR Primary WAN Connection for Cisco 3900 Serignd&l Branch Passed
SHDSL IMA Secondary WAN Connection for Cisco 390&ri8s Small Branch Passed
Interface Removal and Addition to SHDSL IMA Intecéa Passed
Layer 2 Access Layer Switch Passed
L2 Security—802.1x Authentication on the EtherSwiervice Module Passed
L2 Security—-DHCP Snooping and Dynamic ARP Inspetta EtherSwitch Service Modul®assed
L2 Security—Port Security on EtherSwitch Servicedute Passed
L2 Security—IP Source Guard on the EtherSwitch Beriodule Passed
L2 Security—-BPDU Guard on the EtherSwitch ServicedJle Passed
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I Test Result Summary

Table 1 Test Cases and Results

Test Case Result
QoS on the LAN Passed
WAN Edge QoS-8 Class QoS Model Passed
LLQ for Voice and Interactive Video Traffic Passed
CBWFQ and WRED for Data Traffic Passed
Traffic Shaping on Different WAN Links Passed
DSCP/CoS Marking Incoming/Returning Traffic from \MAo LAN Passed
Modification and Deletion of ACLs Defined with C#lap match access-group Commaneassed
Unconfigure and Reconfigure QoS Passed
Unconfigure QoS, Reload Router, and Reconfigure QoS Passed
BGP Routing on the Branch Passed
OSPF Routing as IGP Between Branch and Headquadesigork Passed
EIGRP Routing as IGP Between the Branch RoutertheadHeadquarters Router Passed
Traffic Measurement Using NetFlow When QoS is Erdbdn the Branch Router Passed
NBAR Classification with QoS Passed
Modify Match Protocol Statements and Bandwidth Patage Passed
100 ACLs Passed
NTP in the Branch Router Passed
Branch Router as a DHCP Server Passed
IP SLA VolP UDP Jitter Codec G.711 u-law (BranchH®Q) Passed
IP SLA VoIP UDP Jitter Codec G.729A u-law (BranohHQ) Passed
IP SLA ICMP Echo (Branch to HQ) Passed
IPsec Site-to-Site VPN Using DMVPN Passed
IPsec Using GETVPN Passed
GETVPN Unicast Rekeying Passed
GETVPN Multicast Rekeying Passed
IPsec DMVPN with Prefragmentation Passed
IPsec DMVPN and IGP Passed
DMVPN Backup for MPLS Network (Branch to HQ) Passed
DMVPN Backup for MPLS Network (Branch to Branch) Passed
DMVPN Backup for MPLS Metwork Using BFD (Branch Q) Passed
DMVPN Backup for MPLS Network Using BFD (BranchBoanch) Passed
DMVPN Backup for MPLS Network Using BFD IGP as OSfanch to Branch) Passed
DMVPN Backup for MPLS Network Using EBGP (BranchH®) Passed
DMVPN with QoS Passed
GETVPN with QoS Passed
DMVPN with QoS and NBAR Passed
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Test Result Summary W

Table 1 Test Cases and Results

Test Case Result
GETVPN with QoS and NBAR Passed
DMVPN/GETVPN with QoS, NBAR, and NetFlow Passed
Zone-based Policy Firewall Configuration on the i8ra Router Passed
NAT and PAT Configuration on the Branch Router Passed
NAT, QoS, and NetFlow on the Branch Passed
ZPF, QoS, and NetFlow on the Branch Passed
ZPF, QoS, NBAR, and NetFlow on the Branch Passed
ZPF, QoS, NBAR, NAT, and NetFlow on the Branch Passed
ZPF with DMVPN Passed
ZPF with GETVPN Passed
IPsec, ZPF, QoS, NBAR, NAT, and NetFlow on the Btan Passed
DDOS Prevention Using Cisco I0S IPS Passed
Cisco I0S IPS with Background Data Traffic Passed
ZPF with NAT and Cisco 10S IPS Passed
IPsec, ZPF, QoS, NBAR, NAT, Cisco IOS IPS, and NatFon the Branch Passed
Remote Users Using WebVPN (SSL VPN) Passed
Remote Users Using WebVPN (SSL VPN) Full Tunnel Passed
Complete Baseline Test Passed
EIGRP Subsecond Convergence During Primary WANurail Passed
OSPF Subsecond Convergence During Primary WAN Failu Passed
IPsec over Backup SHDSL WAN Link Passed
ZPF, NAT, and IPsec over Backup SHDSL WAN Link Passed
IPsec, ZPF, QoS, NBAR, and NefFlow on Both Primamng Secondary Link, and NAT on th€assed
Secondary Link

Multicast with Security and QoS Features Passed
Enable SNMP on the UUTs for Management and Monitpri Passed
Enable SYSLOG on the UUT for Management and Moinitpr Passed
Using Cisco CCP for Configuration and Monitoringtbeé UUTs Passed
Cisco WCCP Redirection Passed
Cisco WAE Automatic Discovery to Identify WAE Applnces Passed
Cisco WAE Optimization Feature (TFO) Passed
Cisco WAAS, Cisco I0S Zone-based Firewall, and GiE@S IPS Interoperability Passed
Cisco WAAS with NBAR Passed
Cisco WAAS with CIFS Passed
Cisco WAE with Data Redundancy Elimination Passed
Negative Test Case for DRE Passed
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I Test Result Summary

Table 1 Test Cases and Results

Test Case Result
SCCP Phone Registration to Cisco Unified CME Passed
SIP Phone Registration to Cisco Unified CME Passed
SCCP Local Calls Passed
SIP Local Calls Passed
PSTN Calls Passed
Branch to Headquarters Calls over the WAN with B $tunk Passed
Branch to Headquarters Calls over the WAN with aB23 trunk Passed
Supplementary Services with Cisco Unified CME Passed
Supplementary Services Between Phones in the Brahehdquarters, and PSTN Passed
Call Conference in the Branch Cisco Unified CME Passed
Call Forward to Voice Mall Passed
Video Call Between Branch and Headquarters Passed
T.38 Fax Between Branch and Headquarters Passed
IP SLA VolP UDP Jitter Codec g711lulaw (Branch to HQ Passed
Remote Phones on the Cisco Unified CME Passed
Cisco Unified CME with WAN Failure Scenario to Hepdhrters Passed
Cisco Unified CME with IPsec over the WAN Passed
Cisco Unified CME with QoS and NBAR Passed
Cisco Unified CME with ZPF Passed
Cisco Unified CME Remote Phones with ZPF Passed
Cisco Unified CME Failover with Secondary Cisco tied CME Passed
Baseline Features Plus Cisco Unified CME Passed
SCCP Phone Registration to Cisco Unified CM Passed
SIP Phone Registration to Cisco Unified CM Passed
SIP Local Calls Passed
SCCP Local Calls Passed
PSTN Calls with SIP Gateway Passed
PSTN Calls with H.323 Gateway Passed
Branch to Headquarters Calls over the WAN Passed
Supplementary Services Between Phones in Branchdélerters, and PSTN Passed
Call Conference in the Branch Passed
Call Forward to Voice Mail Passed
Phone Registration During Cisco Unified SurvivaBlemote Site Telephony (Cisco UnifiedPassed
SRST)

Local and PSTN Calls in Cisco Unified SRST Mode Passed
Supplementary Services in Cisco Unified SRST Mode Passed
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TestSetups M

Table 1 Test Cases and Results

Test Case Result
Call Forward to Voice Mail in Cisco Unified SRST Me Passed
Call Conference in Cisco Unified SRST Mode Passed
Branch to Headquarters Calls with IPsec over the\wA Passed
Branch to Headquarters Voice and Video Calls witt5and NBAR Passed
Branch to Headquarters Voice and Video calls wiBFZ Passed
Baseline Features Plus Cisco Unified CommunicatMasager Passed
RSVP Agent in SRST Router—HQ to Branch Call wittoRés Registered to Cisco Unified|Passed
CM

RSVP Agent with Application ID in SRST Router—-HQBranch Call with Phones RegistereBassed
to Cisco Unified CM

RSVP Agent—-HQ to Branch Call with H.323 Trunk Passed
Baseline Performance Test Passed
Baseline Plus Voice Performance Test with CiscofiddiCME Passed
Baseline Plus Voice Performance Test with CiscofigdiCM and Cisco Unified SRST Passed
Baseline Plus Voice Plus Cisco WAAS Performance Tes Passed

Test Setups

The test cases described in this section use sheetups shown iRigure 1throughFigure 4 in addition
to test setups shown in the other figures referdnigghe specific test case.
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B Test Setups

Figure 1 Private WAN, Cisco Unified CME Mode
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TestSetups M
Figure 3 MPLS WAN, Cisco Unified CME Mode
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W Traffic Profile

Traffic Profile

The following traffic profile was used to represéypical traffic in a small enterprise branch netio
HTTP Traffic—75 percent

e 16 KB object size representing large HTML files taining images (10 URLS)
e 4 KB object size representing transactional da@UYRLS)

FTP Traffic—10 percent

e 1 MB file size

SMTP Traffic—10 percent

¢ 4 KB fixed object size

DNZ Traffic—5 percent

¢ 89 byte object size

Test Cases

This section contains the following test cases:
¢ WAN Connectivity Test Cases, page 9

¢ Network Services Test Cases, page 12

¢ High Availability Test Cases, page 74

¢ Network Management Test Cases, page 87
* WAN Optimization Test Cases, page 88

e Cisco Unified CME Test Cases, page 92

¢ Cisco Unified SRST Test Cases, page 107

¢ Performance Test Cases, page 123
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WAN Connectivity Test Cases

TestCases WM

DS3 Primary WAN Connections for Cisco 3900 Series Small Branch

Description Set up a DS3 (T3) private WAN connection betweentlitanch Cisco ISR
and headend router

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Mode

Procedure 1. Install an NM-1T3/E3 card into the branch Integth&ervices Router

e B w N

(ISR).

Configure the card as T3 on both branch and headmunérs.
Connect the card using a T3 coaxial cable.

Configure the IP address on both routers.

Make sure that the IP addresses belong to the sagmeent and have the
same subnet mask.

Ping both routers.

Send T3 line rate HTTP and FTP bidirectional t@affivith 75% HTTP
and 25% FTP, and measure the branch Cisco ISR Gifizhtion.

Pass/Fail Criteria The T3 link and line protocol should come up onhbatuters. The ping
should be 100% successful. T3 line rate shoulddhéesed, and branch
Cisco ISR CPU should be less than 75%.

Result Passed

Gigabit Ethernet Primary WAN Connection for Cisco 3900 Series Small Branch

Description Set up a Gigabit Ethernet private WAN connectiobwsen the branch
Cisco ISR and the headend router

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Mode

Procedure 1. Install an HWIC-1GE-SFP card into one of the HWIGts on the

branch Cisco ISR.
Connect to the GE port on the headend router usingimode fiber.
Configure the IP address and both routers.

Make sure that the IP addresses belong to the sagment and have the
same subnet mask.

Ping both routers.

Send 100-Mb/s bidirectional HTTP and FTP traffi® (8b/s in each
direction), with 75% HTTP and 25% FTP.

Measure the branch Cisco ISR CPU utilization.

[ oL-19089-01
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I Test Cases

Description Set up a Gigabit Ethernet private WAN connectiobwsen the branch
Cisco ISR and the headend router

Pass/Fail Criteria The GE link and line protocol should come up onhbiatuters. The ping
should be 100% successful. 100-Mb/s throughput lshlbel achieved, and
the branch Cisco ISR CPU should be less than 75%.

Result Passed

MLPPP Primary WAN Connection for Cisco 3900 Series Small Branch

Description Set up an MLPPP primary WAN connection betweenbttaach Cisco ISR
and the headend router
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Mode
Procedure 1. Install an HWIC-4T card into one of the HWIC slotsthe branch Cisco
ISR.

2. Connect the card to the headend using Smart Sefdes. If you are
using an HWIC-4T, configure the four serial portghna clock rate of
2048000 Hz.

3. Enable PPP encapsulation. Bundle all the four kariarfaces into an
MLPPP link.

4. Configure an IP address on the multilink interfa¢eeach router, make
sure that the IP addresses belong to the same ségm@ have the same
subnet mask.

5. Ping both routers.

6. Send 90 percent of line rate of bidirectional HTaml FTP traffic, with
75% HTTP and 25% FTP. Measure branch Cisco ISR CPU.

Pass/Fail Criteria The MLPPP link and line protocol should come upboth branch and
headend routers. The ping should be 100% succedsfelrequired
throughput should be achieved, and the branch C&BRACPU should be less
than 75%.

Result Passed

MLFR Primary WAN Connection for Cisco 3900 Series Small Branch

Description Set up an MLFR primary WAN connection between thenich Cisco ISR
and the headend router

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Install an HWIC-4T card into one of the HWIC slats the branch
Cisco ISR.

2. Connect to the headend using Smart Serial cables.

3. Ifyou are using an HWIC-4T, configure the fouriaéports with a clock
rate of 2048000 Hz.

4. Enable Frame Relay encapsulation.

5. Configure four Frame Relay point-to-point subingaxés with DLCIs,
and bundle all four serial interfaces into an MLH#K.

6. Configure an IP address on the multilink interfa¢each router. Make
sure that the IP addresses belong to the same s¢gm have the same
subnet mask.

7. Ping both routers.

8. Send 90 percent of line rate of bidirectional HTaml FTP traffic, with
75% HTTP and 25% FTP. Measure branch Cisco ISR CPU.

The MLFR link and line protocol should come up attbbranch and
headend routers. The ping should be 100% succedsfelrequired
throughput should be achieved, and the branch GBRACPU should be less
than 75%.

Passed

SHDSL IMA Secondary WAN Connection for Cisco 3900 Series Small Branch

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Set up an SHDSL IMA WAN connection between the bra€isco ISR and
the DSLAM

Figure 1 on page,@rivate WAN, Cisco Unified CME Mode

1. Installan HWIC-4SHDSL card into one of the HWI®tsl on the branch
Cisco ISR.

Connect to the ISP DSLAM.

Configure IMA with two ports to achieve a bandwidth4608 kb/s.
Configure a PVC with AAL5SNAP encapsulation.

Configure the IP address on the ATM IMA interfatderify the
connection by pinging the DSLAM IP address.

6. Send line rate bidirectional HTTP and FTP traffi@pthe interface.

o B W DN

The ATM link and line protocol should come up. Tiag should be 100%
successful. Close to line rate should be achievedHT TP and FTP traffic,
and the router CPU should be less than 75%.

Passed

[ oL-19089-01
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Interface Removal and Addition to SHDSL IMA Interface

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Network Services Test Cases

Set up an SHDSL IMA WAN connection between the bha€isco ISR and
the ISP router (or DSLAM). Remove interfaces frdma tMA group, and add
the interfaces back to the IMA group while the fiafs traversing the IMA
link.

Figure 1 on page,@rivate WAN, Cisco Unified CME Mode

1. Installan HWIC-4SHDSL card into one of the HWI®tsl on the branch
Cisco ISR.

Connect to the ISP DSLAM or router.

Configure IMA with two ports to achieve a bandwidth4608 kb/s.

Configure a PVC with a AALSSNAP encapsulation.

Configure the IP address on the ATM IMA interfaeedress belongs
Verify the connection by pinging the DSLAM IP addse

6. Send line rate bidirectional HTTP and FTP traffiepthe interface.
7. Shut down one of the ports of the IMA group.

o B2 W DN

8. After 2 minutes, restart the port.

The ATM link and line protocol should come up. Tiag should be 100%
successful. Close to line rate should be achievedHT TP and FTP traffic,
and the router CPU should be less than 75%.

The IMA link should not go down when one of the fsaof the IMA group
goes down, and all the traffic should be carriedrgust one port. When the
port is brought back up using the shutdown command, the traffic should
be carried over both the links equally.

Passed

Layer 2 Access Layer Switch

Description

Test Setup

Set up the EtherSwitch service module as an adagss switch

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure 1.

4

TestCases WM

Configure the EtherSwitch service module in Layen@de.
Define VLANS for voice, data, and DMZ.

Enable RSPT for subsecond switchover in case ofenasstribution
switch failure.

Do not enable Layer 3 routing on the access laygtickes.

Pass/Fail Criteria Layer 2 voice, data, and DMZ VLANSs should come Dpring master
distribution switch failure, Layer 2 convergencesald happen within a
second.

Result Passed

L2 Security—802.1x Authentication on the EtherSwitch Service Module

Description Set up to verify 802.1x authentication on the E8witch service module

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1.
2.

Configure DHCP snooping on the switch.

Configure only the gigabit Ethernet back interfawmk port connecting
the EtherSwitch module and the router as the tduptat. Configure all
other ports as non-trusted ports.

Configure the router as the DHCP server.

Add a Windows DHCP server and connect it to onthefnon-trusted
ports of the switch.

Configure DAI for VLAN (x,y).
Assign all the switch ports to either x or y VLAN.

Configure the DHCP scope in the DHCP servers t@gad® addresses
to x and y VLANSs.

Connect phones and PCs to the switch ports.
Place all IP Phones in VLAN x and PCs in VLAN .

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria The IP Phones and PCs should obtain IP addressesiie DHCP server on
the router and not from the Windows DHCP servecawse the Widows
server is connected to a non-trusted port.

DAI should build dynamic entries (ACLs) with IP addses (obtained
through DHCP) and corresponding MAC addresseshempthones and PCs.

If a laptop with a statically configured IP addréssthe y VLAN) is
connected to a switch port associated to the y VL& DAI should prevent
the laptop from obtaining network connectivity; ths it builds a deny ACL
for this laptop.

Result Passed

L2 Security-DHCP Snooping and Dynamic ARP Inspection on EtherSwitch Service Module

Description Set up to verify DHCP snooping and Dynamic ARP &twon on the
EtherSwitch service module

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure 802.1x port authentication on severathaf switch ports
along with DHCP snooping and DAI.

2. Configure AAA on the switch.
3. Configure the IP address of the RADIUS server.

4. Set up the EtherSwitch module as a NAS by providiadP address in
the Cisco Secure ACS server located in HQ.

5. Install a self-signed certificate on the ACS server
6. Configure EAP-PEAP MSCHAPV2 authentication on theSAserver.

7. Download the ACS certificate onto one of the PCa fb running
Windows XP and that is located in the branch office

8. Install the certificate on the PC.
9. Configure the PC for EAP-PEAP MSCHAPV2 authenticati

10. Connect the IP Phone to the switch port on which. 80 authentication
is enabled.

11. Connect the PC to the switch port of the IP Phone.

12. Connect another PC that does not have the ACficaté installed to
another switch port on which 802.1x port autherttarais enabled.
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Pass/Fail Criteria

Result

TestCases WM

The traffic should be distributed 2:1 between thiengry and secondary
router.

The standby router should take over control attergrimary router is power
cycled.

When power returns to the primary router, it shotakle over control from
the standby router after waiting for the preemptiimme to expire.

Passed

L2 Security—Port Security on EtherSwitch Service Module

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Set up to verify port security on EtherSwitch seevimodule

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure the port security feature on one of thétch ports of the
EtherSwitch service module to allow only one MAQlesks.

2. Configure the port security aging timer to be 2msts, and configure
the port security violation policy to Restrict.

3. Connect a laptop to the switch port.

4. After the laptop gets an IP address through DH@&®ahnect the laptop
and connect a different laptop to the same switmth. p

When the laptop is connected to the switch poghiiuld get an IP address
through DHCP. The switch should populate the lajsttAC address and
port information into a port security table.

When another laptop with a different MAC addressdanected to the same
port, a port security violation error should bepdasyed on the console of the
switch, and the new laptop should not be providéth an IP address.

Passed

L2 Security—IP Source Guard on the EtherSwitch Service Module

Description

Test Setup

Set up to verify IP source guard on the EtherSwgetvice module

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01
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I Test Cases

Procedure

Pass/Fail Criteria

Result

1. Configure IP source guard on the switch ports.

2. Connect a traffic generator to the switch port dmchk the IP source
guard is configured, and send line rate traffi¢H@.

3. Obtain the IP address of the traffic generatomg€HCP before
sending the traffic.

4. After sending traffic for about 15 minutes, charige source MAC
address of the traffic generator connected to Witch port, and observe
the behavior.

The traffic from the traffic generator should besessfully allowed from the
switch port and should reach the traffic generato Q.

The IP source guard feature validates the sourc€Mddress of the host
that is connected to the switch port on which thedburce guard is enabled.
It associates the host MAC address to the IP addretsined through DHCP.

Once the traffic generator MAC address is changadfjc should be dropped
and not be allowed to pass from the switch port.

Passed

L2 Security-BPDU Guard on the EtherSwitch Service Module

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Set up to verify BPDU guard on the EtherSwitch smxvmodule

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure Spanning Tree PortFast with the BPDU duar the switch
port that is connected to PC and phones.

2. Remove the PC or phone from one of the ports wB&BU guard is
enabled, and connect another switch.

The phones and PC ports should be operational bledta send traffic
normally after enabling BPDU guard.

The port shut down after connecting the switch.

Passed
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QoS on the LAN

Description

Test Setup

Procedure

TestCases WM

Enable conditionally trusted IP Phone and PC amgestger-class traffic
(Advanced) Model Configuration on the EtherSwitemsce module

Figure 34 on page 44raffic Flow to QoS Class Mapping
Figure 33 on page 41LAN Switch

1.

10.

Enable QoS on the access layer switch. Re-maikalpackets coming
from PC endpoints, servers, and so on, with appat@ICoS or DSCP
values. Trust the voice and signaling packets cgnoimt of Cisco IP
Phones, but re-mark all the packets coming from &@shed to the IP
Phones. Use Ethereal to verify proper packet markin

Enable MLS QoS on the Catalyst switches.
Configure CoS to DSCP mapping to map CoS 5 to DEEP

Re-mark excess data VLAN traffic marked 0, AF11,2AFCS3,
DSCP 25, and AF41 to scavenger class (CS1).

Define class maps for voice VLAN, voice signalimgteractive video,
transactional data, mission-critical data, bulkaj@nd default (best
effort).

Define policy maps and mark voice traffic to DSC® (EF), voice
signaling traffic to DSCP 24 (CS3), interactive @dto DSCP 34
(AF41), mission-critical traffic to DSCP 25 (CS3)ansactional data
traffic to DSCP 18 (AF21), bulk data to DSCP 10 (AF, and default to
DSCP 0.

Configure policing (rate limiting) for each class.

Configure Catalyst switch egress queue in 1P3Q3denthat is, set up
Q1 as the priority queue to carry all voice traffamd set up the rest of
the three queues in shared-bandwidth mode. AssiRjfoQ
mission-critical data traffic, Q3 for best-efforaffic, and Q2 for
scavenger and bulk traffic. Configure shared wesdgift70, 25, and 5 for
Q2, Q3, and Q4, respectively.

Configure Weighted Tail Drop (WTD) thresholds perege as shown in
Figure 34 For Q2 set the first threshold to 70% and theaddhreshold
to 80%. For Q4, set the first threshold to 40% #ralsecond threshold
to 100%.

Verify, using the followingshow commands:
show mls qos

show mls qos map

show mls qosinterface

show mls qosinterface policers

show class-map

show policy-map

show policy interface

[ oL-19089-01
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Pass/Fail Criteria Voice and data packets should be properly marketheyswitches.

Excess traffic should be re-marked to scavengesscéand dropped if the
scavenger class limit is also exceeded.

Queuing should be engaged only during congestion.
Each traffic type should be properly queued basethe queue assignments.

Result Passed

WAN Edge Q0S-8 Class QoS Model

Description Enable 8-class hierarchical QoS on the primary WAtérface

Test Setup class-map match-all VOICE
match ip dscp ef ! VolP
class-map match-all INTERACTIVE-VIDEO
match ip dscp af4l af42 ! Interactive Video
class-map match-any CALL-SIGNALING
match ip dscp cs3 1 Old Call Signaling
match ip dscp af31 I New Call Signaling
class-map match-any INTERNETWORK-CONTROL
match ip dscp cs6 I'IP Routing
match access-group name IKE I References ISAKMP ACL
class-map match-all TRANSACTIONAL-DATA
match ip dscp af21 af22 ! Transactional Data
class-map match-all BULK-DATA
match ip dscp afll af12 ! Bulk Data
class-map match-all SCAVENGER

match ip dscp csl | Scavenger
!
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Configure class maps for voice, voice signalingeiactive video,
mission-critical data, transactional data, intewwk control,
bulk/scavenger data, and best-effort data.

2. Match voice, based on a DSCP value of 46, andlzsed on IP
address/port number using ACLs. Port numbers rdragye 16384 to
32768.

3. Match voice signaling, based on a DSCP of CS3,asad based on IP
address/port number using ACLs. Use port numbegeeg2000 to 2002
for SCCP, 1720 for H.323, and 5060 to 5062 for SIP.

4. Match interactive video-based on a DSCP value oB84 also based on
IP address/port number using ACLs. Use port nunaege 16384 to
32768.

5. Match mission-critical data traffic-based on a DS@#ue of 25, and
also based on IP address/port number using ACLs.

6. Match transactional data traffic, based on a DS&lBevof 18, and also
based on IP address/port number using ACLs.

7. Match internetwork control traffic, based on a DS@#ue of 48, and
also based on IP address/port number using ACLs.

8. Match bulk/scavenger traffic, based on a DSCP valug, and also
based on IP address/port number using ACLs.

9. Match best-effort traffic, based on a DSCP valu®,adnd also based on
IP address/port number using ACLs.

10. Verify whether packets are matched to the corréatmap, using the
show policy-map interface command.

Incoming traffic from the LAN interface of the rartshould be properly
classified, based on the DSCP/CoS values presdahtipacket.

Passed

LLQ for Voice and Interactive Video Traffic

Description

Test Setup

Procedure

Enable LLQ for RTP traffic, which includes voicedanideo

policy-map EIGHT-CLASS-V3PN-EDGE

class VOICE

priority percent 18 ! VoIP gets 18% LLQ
class INTERACTIVE-VIDEO

priority percent 15 1'IP/VC gets 15% LLQ

1. Configure strict priority queuing for voice and eid traffic not
exceeding 33% of the configured bandwidth.

2. Drop excess RTP traffic during link congestion.
3. Make voice and video calls, and also send backgtddinTP traffic.

4. Verify usingshow ip policy-map interface command.

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria

Result

RTP and data packets should be Cisco Express Fdimgaswitched.

Voice traffic and video traffic should always be/gi priority, even during
congestion, and they should not be dropped, pravttdey do not exceed
their allocated bandwidth.

Passed

CBWFQ and WRED for Data Traffic

Description

Test Setup

Configure CBWFQ for various types of data traffatlocate bandwidth for
each category, and configure WRED for congestionagament

class INTERNETWORK-CONTROL

bandwidth percent 5 ! Control Plane provisioning

class MISSION-CRITICAL

bandwidth percent 22 I Mission-Critical-Data provisioning
queue-limit 18 ! Optional: Anti-Replay tuning

class TRANSACTIONAL-DATA

bandwidth percent 10 ! Transactional-Data provisioning
queue-limit 18 ! Optional: Anti-Replay tuning

class BULK-DATA

bandwidth percent 4 ! Bulk-Data provisioning
queue-limit 3

class SCAVENGER

bandwidth percent 1 I Scavenger class is throttled
queue-limit 1 ! Optional: Anti-Replay tuning

class class-default

bandwidth percent 25 | Best Effort needs BW guarantee
queue-limit 16 ! Optional: Anti-Replay Tuning
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Allocate A% of bandwidth for mission-critical tra¢f B% of bandwidth
for transactional data traffic, C% for internetwarintrol traffic, D% for
bulk/scavenger traffic, and the remaining bandwidthbest-effort
traffic.

2. Configure DSCP-based WRED for mission-critical ngactional, and
best-effort traffic. Retain default thresholds, ardp probabilities for
WRED.

3. Send voice, video, and data traffic, and oversubsdhe bandwidth
with data traffic.

The following data traffic types are mandatory:
e HTTP
e HTTPS
e FTP
e [ICMP
e DNS

The following data traffic types are optional arakbd on availability of
tools:

e CIFS

e SMTP

e POP3

e Citrix
Voice traffic and video traffic should always be/g priority, even during
congestion, and they should not be dropped, pravttdey do not exceed
their allocated bandwidth. Excess data trafficemtforming to the allocated

bandwidth should be dropped based on WRED and DBSMED should
minimize tail drops for high-priority traffic.

Passed

Traffic Shaping on Different WAN Links

Description

Test Setup

Procedure

Enable traffic shaping on the WAN interface as mdirthe hierarchical QoS
configuration

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure traffic shaping on the WAN links to shape egress traffic to
95% of the available bandwidth.

2. Send voice and data traffic to oversubscribe badtiwi

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria The egress traffic should be shaped to an avert§8% of the total
available bandwidth.

Result Passed

DSCP/CoS Marking Incoming/Returning Traffic from WAN to LAN

Description Re-mark ingress traffic to the router coming frame #WAN and going to the
LAN
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Configure DSCP to CoS mapping for the various isgreaffic types

from the WAN. The marking should match the DSCRueadf similar or
the same type of traffic egressing the WAN inteefac

2. Verify using theshow policy-map interface command and using the
Ethereal packet sniffer on the LAN.

Pass/Fail Criteria The ingress traffic should be properly marked.

Result Passed

Modification and Deletion of ACLs Defined with Class Map match access-group Command

Description Modify or delete ACLs defined under class-map cgafation mode using
match access-group statements

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Change ACLS’ source and destination IP addresses.
2. Change ACLSs’ source and destination ports.
3. Delete ACLs.
4. Save configuration.
5. Run traffic while making the changes.
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Pass/Fail Criteria

Result

TestCases WM

The ACL changes or deletions should not have n@esgvimpact on the
router such as tracebacks, memory leaks, or a ciidshchanges should be
properly handled and applied to the traffic stream.

Passed

Unconfigure and Reconfigure QoS

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Remove QoS configuration, and reapply QoS confiiana

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Remove QoS configuration.
2. Reapply QoS configuration.

There should be no adverse impact on the routdr aadracebacks, memory
leaks, or a crash.

Passed

Unconfigure QoS, Reload Router, and Reconfigure QoS

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Remove QoS configuration, and reapply QoS configonaafter router
reload

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Remove the entire hierarchical QoS configuratiamfrthe branch
router.

2. Reload the router.

3. Reapply the configuration to the branch router whilnning traffic.

There should be no adverse impact on the routdr aad¢racebacks, memory
leaks, or a crash.

Passed

[ oL-19089-01
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I Test Cases

BGP Routing on the Branch
Description Configure BGP routing to the ISP
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Configure External BGP (eBGP) on the branch rootethe secondary
WAN interface.

2. Inject a default route and a limited set of reqdireutes, using a route
filter, into the branch Interior Gateway ProtoctGP) from the ISP.

3. Disable synchronization in the BGP configuration.
4. Advertise only the outside address of the brancthéol SP.

5. Do not advertise any inside addresses (LAN) oftttench router to the
ISP.

6. Verify by pinging the headend router.
Pass/Fail Criteria BGP should come up between the branch and theTt&Pdefault route and

all other routes injected from the ISP should k&hie in the branch router’s
Routing Information Base (RIB).

Ping should be successful between the branch aademel router.

Result Passed

OSPF Routing as IGP Between Branch and Headquarters Network

Description Enable OSPF between the branch router and heademnerrand advertise
each other's LAN addresses

Test Setup Figure 1 on page,@&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

Configure OSPF routing between the branch routertae headend
router.

Advertise all the LAN addresses attached to thedineand the LAN
addresses attached to the headend so that thenttbamger can see the
branch network and vice versa.

Redistribute connected and static routes in thediraand headend into
OSPF.

Verify by OSPF adjacency, using tH@ow ip ospf neighbors command.

Verify by pinging from the branch LAN to the headebAN and vice
versa.

OSPF adjacency should be established between émelvrouter and the
headend router.

Passed

EIGRP Routing as IGP Between the Branch Router and the Headquarters Router

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Enable EIGRP between the branch router and headerndr and advertise
each other’s LAN addresses

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1.

Configure EIGRP routing between the branch routet the headend
router.

Advertise all the LAN addresses attached to thethaand the headend
so that the headend router can see the branch rlebmad vice versa.

Redistribute connected and static routes in theditand headend into
EIGRP.

Verify by EIGRP adjacency, using tiskow ip eigrp neighbors
command.

Verify by pinging from the branch LAN to the headelbAN and vice
versa.

EIGRP adjacency should be established betweenrdrehb router and the
headend router.

Ping should be 100% successful.

Passed

[ oL-19089-01
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I Test Cases

Traffic Measurement Using NetFlow When QoS is Enabled on the Branch Router

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Enable NetFlow on the branch router

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure NetFlow version 5 or version 9 for bottyiess and egress
traffic on the WAN and LAN interfaces of the branauter.

2. Send bidirectional HTTP, FTP, and voice trafficveeén the branch and
the headend router.

3. Collect protocol distribution charts, interfacetsttics, and QoS
statistics.

4. Export the statistics to a network analysis modMAM) located at the
enterprise headquarters.

NetFlow should collect the statistics and expotbithe NAM. The collected
statistics should be within performance requireraent

Passed
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TestCases WM

NBAR Classification with QoS

Description Enable NBAR protocol discovery and classificatiw¥ith the help of QoS,
provide bandwidth guarantees for certain traffmif§, and drop certain
distributed denial of service (DDoS) traffic such®QL slammer and worms
such as CODE RED, NIMDA, and so on.

Test Setup ip nbar port-map custom-02 udp 1434 1 SQL Slammer custom PDLM
ip nbar port-map custom-03 tcp 5554 9996 I Sasser custom PDLM
class-map match-all SQL-SLAMMER
match protocol custom-02 | Matches the SQL Slammer PDLM
match packet length min 404 max 404 I Matches the packet length
(376+28)
|
class-map match-any WORMS
match protocol http url "*.ida*" ! CodeRed
match protocol http url "*cmd.exe*" ! CodeRed
match protocol http url "*root.exe*" ! CodeRed
match protocol http url "*readme.em[*" ! NIMDA
match class-map SQL-SLAMMER ! SQL Slammer class-map
match protocol custom-03 | Sasser custom PDLM

!

policy-map WORM-DROP

class WORMS

drop ! Drops all known worms
|

interface GigabitEthernet0/0.1

description DATA VLAN SUBNET

encapsulation dot1Q 301

ip address 10.0.0.1 255.255.255.0

service-policy input WORM-DROP ! Drops known worms (DVLAN only)
|

Procedure 1. Configure NBAR protocol discovery on the interfacaad match
protocol statements in the QoS policy map.

e Mark HTTP traffic to a certain URL, such as httpxample.com as
mission critical.

¢ Mark all other HTTP traffic as best effort.
¢ Limit bulk traffic such as FTP.
e Mark all voice traffic as critical.

2. Provide bandwidth guarantees by specifying bandwp#ircentage in
the QoS policy map configuration for different das of traffic.

¢ For mission-critical traffic, provide X% bandwidth.
¢ For voice traffic, provide Y% bandwidth.
e For transactional traffic, provide Z% bandwidth.
¢ For all other traffic, provide the remaining bandii.
3. Measure the various traffic flows, using NBAR.
4. Send HTTP, FTP, and voice traffic.
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I Test Cases

Pass/Fail Criteria

Result

NBAR should properly classify the different protée@nd provide
bandwidth guarantees based on the policy map coratgpn. NBAR should
provide the percentage breakdown of various prdtotaversing the LAN
and WAN links. NBAR should drop worm packets.

Passed

Modify Match Protocol Statements and Bandwidth Percentage

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

100 ACLs

Description

Test Setup

Procedure

Modify “match protocol” statements and bandwidtmgemtage in the policy
map configuration

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Modify the match protocol statements in the NBARfiguration by adding

more protocols, changing the existing HTTP URL, amadifying the
percentage bandwidth allocated for each traffisglaver a live network

Changes should not cause any abnormal behaviteititanch router such
as tracebacks, memory leaks, or crashes. Changesdsibe applied to
traffic.

Passed

Configure about 100 ACLs on the branch router

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure about 100 ACLs, either dummy ACLs or AQhatching
certain hosts or networks.

2. Atthe end of the list configure @er mit ip any any statement.

3. Configure the ACL on the primary and secondary Wiabkerface.

4. Send data traffic.
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TestCases WM

Pass/Fail Criteria If a packet does not match any of the statementsetist, the packet should
match thepermit ip any any statement at the end of the list and be allowed
to pass through. If the packet matches any statemehe last, appropriate
action such as permit or deny should be taken, midgipg on what is
configured in the ACL statement.

Result Passed

NTP in the Branch Router

Description NTP in the branch router

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Configure NTP in the branch to source the clockrfran NTP server in

the network. The NTP server could be local to thenbh, or it could be
located in either the headquarters or the serviogiger premises.

2. Configure Message Digest 5 (MD5) authenticationNaiP.
3. \Verify, using theshow ntp status command.

Pass/Fail Criteria NTP should be sourced from the NTP server aftecsssful authentication.

Result Passed

Branch Router as a DHCP Server

Description Branch router as a DHCP server

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Configure a DHCP server on the branch router tosjol® [P addresses
for DHCP clients such as IP Phones and PCs.
2. Verify, using theshow ip dhcp binding andshow ip dhcp server
statistics commands.

Pass/Fail Criteria The DHCP server on the router should be able toigeol P addresses to the
clients using DHCP.

Result Passed
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I Test Cases

IP SLA VolIP UDP Jitter Codec G.711 u-law (Branch to HQ)

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Set up for verification of the service level agresam(SLA) for VolP UDP
jitter SLA

Figure 1 on page,@rivate WAN, Cisco Unified CME Mode

1. Enable the IP SLA responder on the HQ router.
2. Configure a basic type of VolP UDP jitter operatmmthe branch router.

3. Configure any available options, such as codec GuAlaw for a VoIP
UDP jitter SLAs operation type.

4. Configure any threshold conditions, if required.

5. Schedule the operation to run, and then allow theration to run for
enough time to gather statistics.

6. Display and interpret the results of the operatiosging Cisco 10S CLI
or using an NMS system using SNMP.

To view and interpret the results of an IP SLA aem, use thehow ip sla
monitor statistics command, and check that the boundaries are within
limits. For example,

ICPIF Range MOS Quality

0-3 5 Best
4-13 4 High
14-23 3 Medium
24-33 2 Low
34-43 1 Poor
Passed

IP SLA VolP UDP Jitter Codec G.729A u-law (Branch to HQ)

Description

Test Setup

Set up verification of the service level agreem@&itA) for VolP UDP jitter
SLA

Figure 1 on page,@rivate WAN, Cisco Unified CME Mode
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TestCases WM

Procedure 1. Enable the IP SLA responder on the HQ router.
2. Configure a basic type of VolP UDP jitter operatmmthe branch router.
3. Configure any available options, such as codec GA4law for a VolP
UDP jitter SLA operation type.
4. Configure any threshold conditions, if required.
5. Schedule the operation to run, and then allow theration to run for
enough time to gather statistics.
6. Display and interpret the results of the operatiasging Cisco 10S CLI
or using an NMS system using SNMP.
Pass/Fail Criteria To view and interpret the results of an IP SLA aem, use thehow ip sla
monitor statistics command and check that the boundaries are wiltmird.
For example,

ICPIF Range MOS Quality

0-3 5 Best

4-13 4 High

14-23 3 Medium

24-33 2 Low

34-43 1 Poor
Result Passed
IP SLA ICMP Echo (Branch to HQ)
Description Set up verification of the service level agreem@itA) for ICMP echo
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Mode
Procedure 1. Enable the IP SLA responder on the HQ router.

2. Configure ICMP echo operation type on the branalten

3. Configure any options available for SLAs operattgpe.

4. Configure any threshold conditions, if required.

5. Schedule the operation to run, and then allow theration run for

enough time to gather statistics.

Display and interpret the results of the operatiasing Cisco 10S CLI
or using an NMS system using SNMP. For example

ip sla monitor 6

type echo protocol iplcmpEcho 192.168.0.2 source-ip addr
192.168.0.1

frequency 300!

ip sla monitor schedule 6 life forever start-time n ow

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Testing |
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Pass/Fail Criteria To view and interpret the results of an IP SLA aem, use thehow ip sla
monitor 6 command to verify details, and report any significdelay issues.

Result Passed

IPsec Site-to-Site VPN Using DMVPN

Description Setup an IPsec site-to-site VPN between the braoeter and the headend
router, using DMVPN.

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1.

10.

1.

12.

Install the AIM-VPN/SSL-3 module on the motherboafdhe branch
router.

Configure the headend router as a DMVPN hub and Nexy
Resolution Protocol (NHRP) server with multipoinR&.

Configure the branch router as a spoke with multipGRE.

Configure ISAKMP policy preshared authenticatiorthw8-DES
encryption for the keys.

Configure ISAKMP SA lifetime to be 3600.

Configure transform set with 3-DES, ESP-SHA, DH @@ and
preshared keys.

Configure IPsec SA lifetime to be 86400.
Configure tunnel protection for the DMVPN tunneterface.

Add the DMVPN tunnel interface network addresshe tGP
configuration.

Verify IPsec connectivity, using the followirspow commands:
e show cryptoisakmp sa
e show cryptoipsec sa
¢ show crypto engine connections active

Send a sweep ping from a host connected to thechrdata VLAN to a
host connected to the headquarters data VLAN.

Verify whether the ping traffic gets encrypted; ube show crypto
engine accelerator statistics command.
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TestCases WM

Pass/Fail Criteria ISAKMP and IPsec sessions should be established.
The DMVPN tunnel line protocol should come up.

Routing tables at both the branch and headquameters should be
updated.

Ping should be 100% successful.

Ping traffic should be encrypted.

Result Passed

IPsec Using GETVPN

Description Set up an IPsec VPN between the branch routertenddgadend router, using
GETVPN
Test Setup Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Install the AIM-VPN/SSL-3 module on the motherboafdhe branch
router.

2. Set up a GDOI key server for GETVPN in headquartéhe key server
can be a Cisco 2900 series ISR platform.

3. Configure the key server to send unicast rekeys.

4. Configure the network segments associated withdiramd
headquarters LANSs for encryption, using an ACL. ddate the ACL to
the GDOI SA.

Configure AES 256-bit encryption for IPsec.

Configure a rekey timeout of 10800 seconds.

Configure antireplay protection.

Configure the branch routers and the headend rea®group members.

© ® N o o

Configure the GDOI crypto map on the primary WANerface of the
branch router and the headend router.

10. Configure the TCP maximum segment size (MSS) td0138es on the
router interfaces.

11. Register the group members to the key server.

12. Send a sweep ping from a host connected to thechrdata VLAN to a
host connected to the headquarters data VLAN.

13. Verify whether the ping traffic gets encrypted; uke show crypto
engine accelerator statistics command.

14. Verify GETVPN, using the followinghow commands:
e show cryptoisakmp sa
e show cryptoipsec sa

¢ show crypto engine connections active
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Pass/Fail Criteria Group members should be registered to the key serve

The key server should successfully push the IPgeAGL and rekey the
ACL to the group members.

The routing tables at both the branch and headtersarouters should be
updated.

Ping should be 100% successful.

Ping traffic should be encrypted.

Result Passed

GETVPN Unicast Rekeying

Description GETVPN unicast rekeying

Test Setup Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Set up a GDOI key server for GETVPN in the headtprar The key
server can be a Cisco 2900 series ISR platform.

2. Configure the key server to send unicast rekeys.

3. Configure the network segments associated witthtaech and
headquarters LANSs for encryption, using an ACL. ddate the ACL to
the GDOI SA.

4. Configure AES 256-bit encryption for IPsec.
5. Configure a rekey timeout of 10800 seconds.

6. Configure the branch router(s) and the headencerdig) as group
members.

7. Configure the GDOI crypto map on the primary WANerface of the
branch router and headend router.

8. Register the group members to the key server.
9. Verify rekeying functionality.

10. Use theshow crypto isakmp sa command to verify.

Pass/Fail Criteria Group members should be registered to the key serve

The key server should be able to successfully pnehACL for unicast
rekeying to the group members.

After the rekey timeout, the key server should sead keys to the group

members. For some time, both old keys and new khgsild be present in
group members. The new key should take over aftertin amount of time,
usually within a minute.

Result Passed
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GETVPN Multicast Rekeying

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

TestCases WM

GETVPN multicast rekeying

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1.

10.

1.
12.
13.

Set up a GDOI key server for GETVPN in the headtprar The key
server can be a Cisco 2900 series ISR platform.

Configure the key server to send multicast rekeyt) unicast rekeys as
a backup mechanism.

Define an ACL for multicast rekeying in the key ser, and use the
239.x.x.x multicast group for rekeying.

Configure PIM sparse mode (PIM-SM) on the key seard all the
group members.

Configure the headend router as the rendezvoud pRP).

Configure the network segments associated witththech and
headquarters LANSs for encryption, using an ACL. ddate the ACL to
the GDOI SA.

Configure AES 256-bit encryption for IPsec.
Configure a rekey timeout of 10800 seconds.

Configure the branch router(s) and the headencerésitas group
members.

Configure the GDOI crypto map on the primary WANeirface of the
branch router and the headend router.

Register the group members to the key server.
Verify rekeying functionality.

Use theshow crypto isakmp sa command to verify.

Group members should be registered to the key serve

The key server should be able to successfully paetACL for multicast
rekeying to the group members.

Group members should register to the 239.x.x.x iwadt group
successfully.

After the rekey timeout, the key server should seed keys to the multicast
group. For some time, both old keys and new kegpsikhbe present in group
members, and the new key should take over afteriion amount of time,
usually within a minute.

Passed

[ oL-19089-01
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I Test Cases

IPsec DMVPN with Prefragmentation

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

IPsec DMVPN and IGP

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

IPsec DMVPN with prefragmentation

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure IPsec VPN between the branch and heatieygawith a tunnel
MTU of 1000 bytes.

2. Enable prefragmentation.

3. Send voice and data traffic through the IPsec Vael.

The IPsec packets that are larger than 1000 bytesld be fragmented.

Passed

IPsec DMVPN and IGP

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Bring down the IPsec tunnel between the branchthadheadquarters
router.

2. Verify whether the routing table is updated at btite branch and
headquarters routers.

3. After 3 minutes, bring up the IPsec tunnel betwdenbranch and
headquarters routers.

4. Verify whether the routing table is updated at btitd branch and
headquarters routers.

When the IPsec tunnel goes down, the routing tadidsth the branch and
headquarters are updated. At the branch, the heatdgs becomes
unreachable, and the routes should be removed tinemouting table.
Similarly, at the headquarters, the branch becoumesachable, and routes
should be removed from the routing table.

When the tunnel comes back up, the routes at etlotanch and
headquarters should reappear.

Passed
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DMVPN Backup for MPLS Network (Branch to HQ)

Description DMVPN backup on medium branch using static floatingte
(Spoke-to-HQ)

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. On the medium branch Cisco 2951 router, configheegerial interface
on the branch that connects to the Internet Clauder for frame-relay.

2. Configure the static route in the branch routertach to HQ with higher
administrative distance (for example, 240).

3. Redistribute the static route into the IGP on thanlch router.

4. Make sure that the entire traffic flow is goingahgh the MPLS network
when the branch WAN is up and running.

5. Shut down the WAN and verify that the IP traffioils to HQ using the
Internet Cloud.

Pass/Fail Criteria Verify that you can reach HQ from the branch whie& primary WAN is
down.
Result Passed

DMVPN Backup for MPLS Network (Branch to Branch)

Description DMVPN backup on medium branch using static floatingte
(Spoke-to-Spoke)

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01
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Procedure

Pass/Fail Criteria

Result

On the medium branch Cisco 2951 router, configheegerial interface
on the branch that connects to the Internet Clouder for frame-relay.

Configure the static route in the branch routenetach to HQ with higher
administrative distance (for example, 240).

Redistribute the static route into the IGP on thanleh router.

Make sure that the entire traffic is going througe MPLS network
when the branch WAN is up and running.

Shut down the WAN and verify that IP traffic flows HQ through the
Internet Cloud.

Verify that from small branch running DMVPN thatyean reach the
medium branch when the WAN link is down.

Check the DMVPN hub for the NHRP database fortal $poke
addresses (registered branch address).

Verify that a dynamic tunnel has been created betwbe medium
branch and the small branch.

Verify that you can reach HQ and the small branmoimfthe medium branch
when the primary WAN is down.

Passed

DMVPN Backup for MPLS Metwork Using BFD (Branch to HQ)

Description

Test Setup

DMVPN backup with BFD using EIGRP as IGP (Branchi@)

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Configure the primary WAN interface and secondaN\nterface on
the branch router.

2. Configure the secondary WAN interface as a FramayRiaterface that
accesses the Internet.

3. Configure DMVPN on the branch router.

4. Configure the secondary WAN to be a higher costedhan the primary
WAN so that primary WAN is always the preferred teu

5. Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the head-end routethwa BFD interval
of 50 ms, min_rx of 50 ms, and a BFD multipliersof

6. Configure BFD on the secondary WAN interface.
7. Enable BFD for all interfaces in the EIGRP routipmgpcess.

8. Verify whether BFD is up and running by issuisttgpw bfd neighbor
command

9. Send HTTP and voice traffic between the branchtd@d

10. Bring down the primary WAN interface by either dismecting the cable
or shutting down the link on the head-end side.

11. After about three minutes, bring up the primary Wiferface.

Verify that, when the primary WAN fails, EIGRP reo@rgence occurs
within a second because of BFD.

Verify that all the traffic is routed through thecondary WAN interface.
Verify that voice and HTTP sessions are maintaidedng reconvergence.
Verify that, when the primary WAN comes up aftergé minutes, the traffic
is routed over the primary WAN interface.

Passed

DMVPN Backup for MPLS Network Using BFD (Branch to Branch)

Description

Test Setup

DMVPN backup with BFD using EIGRP as IGP (BranckBtanch)

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure

Pass/Fail Criteria

Result

1. Configure the primary WAN interface and secondaN\nterface on
the branch router.

2. Configure the secondary WAN interface as a FramayRiaterface that
assesses the Internet.

3. Configure DMVPN on the branch router.

4. Configure the secondary WAN to be a higher costedhan the primary
WAN so that primary WAN is always the preferred teu

5. Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the head-end routethwBFD interval of
50 ms, min_rx of 50 ms, and a BFD multiplier of 5.

6. Configure BFD on the secondary WAN interface.
7. Enable BFD for all interfaces in the EIGRP routipmgpcess.

8. Verify whether BFD is up and running by issuisitpw bfd neighbor
command.

9. Send HTTP and voice traffic between the branchtd@d

10. Bring down the primary WAN interface by either dismecting the cable
or shutting down the link on the head-end side.

11. After about three minutes, bring up the primary Wiferface.

Verify that, when the primary WAN fails, EIGRP reo@rgence occurs
within a second because of BFD.

Verify that all the traffic is routed through thecondary WAN interface.
Verify that voice and HTTP sessions are maintaidedng reconvergence.
Verify that, when the primary WAN comes up aftergé minutes, the traffic
is routed over the primary WAN interface.

Passed

DMVPN Backup for MPLS Network Using BFD IGP as OSPF (Branch to Branch)

Description

Test Setup

DMVPN backup with BFD using OSPF as IGP (BranclBtanch)

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Configure the primary WAN interface and secondaN\nterface on
the branch router.

2. Configure the secondary WAN interface as a FramayRiaterface that
assesses the Internet.

3. Configure DMVPN on the branch router.

4. Configure the secondary WAN to be a higher costedhan the primary
WAN so that primary WAN is always the preferred teu

5. Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the head-end routethaBFD interval of
50 ms, min_rx of 50 ms, and a BFD multiplier of 5.

6. Configure BFD on the secondary WAN interface.
7. Enable BFD for all interfaces in the EIGRP routipmgpcess.

8. Verify whether BFD is up and running by issuisttgpw bfd neighbor
command.

9. Send HTTP and voice traffic between the branchtd@d

10. Bring down the primary WAN interface by either dismecting the cable
or shutting down the link on the head-end side.

11. After about three minutes, bring up the primary Wiferface.

Verify that, when the primary WAN fails, EIGRP reo@rgence occurs
within a second because of BFD.

Verify that all the traffic is routed through thecondary WAN interface.
Verify that voice and HTTP sessions are maintaidedng reconvergence.
Verify that, when the primary WAN comes up aftergé minutes, the traffic
is routed over the primary WAN interface.

Passed

DMVPN Backup for MPLS Network Using EBGP (Branch to HQ)

Description

Test Setup

DMVPN backup for MPLS using EBGP

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure

Pass/Fail Criteria

Result

DMVPN with QoS

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

1. Configure the primary WAN interface and backup Wkiterface on the
branch router.

2. Configure the secondary WAN interface as a FramayRiaterface that
assesses the Internet.

3. Configure DMVPN on the branch router.

4. Configure EBGP peers with the Internet router om lihanch router.
Under normal conditions, when the primary WAN isarm running, the
backup DMVPN is dormant.

5. Shut down the primary WAN interface. The backuperfdce should
come up and the EBGP peers become activated. fitlad DMVPN
should come up.

6. Send 2 Mb/s of traffic from the backup interfaceMBPN is up) and
check the QoS status and various queues.

1. Send HTTP and Voice traffic between the branchtdqd
8. After about three minutes, bring up the primary WikiXerface

Verify that, when the primary WAN fails, the backiMVPN comes up.
Verify that voice and HTTP sessions pass through.

Check for appropriate QoS Queues.

When the primary comes up after three minutes fyehiat the traffic is
routed over the primary WAN interface.

Passed

DMVPN with QoS

Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure the 8-class QoS model as explained inQb8 test cases.

2. Configure DMVPN with thejos pre-classify command to classify IPsec
packets before encryption.

3. Send voice and data traffic, and verify whetheffitayoing through the
DMVPN tunnel gets the correct QoS treatment, suchicce put in
strict priority queue with proper bandwidth percages applied.

The IPsec packets should get the correct QoS teyatm

Passed
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GETVPN with QoS

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

TestCases WM

GETVPN with QoS

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1.
2.

Configure the 8-class QoS model as explained inXb8 test cases.

Configure GETVPN with theos pre-classify command to classify
IPsec packets before encryption.

Send voice traffic and data traffic, and verify wiwer traffic going
through the GETVPN gets the correct QoS treatmamnth as voice put
in strict priority queue with proper bandwidth pentages applied.

The IPsec packets should get the correct QoS tedtm

Passed

DMVPN with QoS and NBAR

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

DMVPN with QoS and NBAR

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1.
2.

Configure the 8-class QoS model as explained inXb8 test cases.

Configure NBAR with the custorip nbar port-map andip nbar
protocol-discovery commands as in the NBAR test case.

Configure DMVPN with theos pre-classify command to classify IPsec
packets before encryption.

Send voice and data (HTTP, FTP, and ICMP) traffiad verify whether
traffic going through the DMVPN tunnel gets the remt NBAR and
QoS treatment, such as voice put in the strictrigigueue with the
proper bandwidth percentages applied.

QoS and NBAR classification and bandwidth guaramsd®uld be given to
the voice and data traffic egressing the WAN irded before encryption.

Passed

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Testing |

I Test Cases

GETVPN with QoS and NBAR
Description GETVPN with QoS and NBAR
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Moder

Figure 2 on page,@rivate WAN, Cisco Unified SRST Modw
Figure 3 on page, MPLS WAN, Cisco Unified CME Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure the 8-class QoS model as explained inQb8 test cases.

2. Configure NBAR with the custonp nbar port-map andip nbar
protocol-discovery commands as in the NBAR test case.

3. Configure GETVPN with theos pre-classify command to classify
IPsec packets before encryption.

4. Send voice and data (HTTP, FTP, and ICMP) traffid serify whether
traffic going through the IPsec tunnel gets thereor NBAR and QoS
treatment, such as voice put in the strict priogtieue with the proper
bandwidth percentages applied.

Pass/Fail Criteria QoS and NBAR classification and bandwidth guaramsd®uld be given to
the voice and data traffic egressing the WAN irded before encryption.

Result Passed

DMVPN/GETVPN with QoS, NBAR, and NetFlow

Description DMVPN/GETVPN with QoS, NBAR and NetFlow

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Configure the 8-class QoS model as explained inQb8 test cases.

2. Configure NBAR with custonip nbar port-map andip nbar
protocol-discovery commands as in the NBAR test case.

3. Configure NetFlow version 5 or version 9 for botlyiess and egress
traffic on the WAN and LAN interfaces of the branaiuter.

4. Configure IPsec with thgos pre-classify command to classify IPsec
packets before encryption.

5. Send voice and data (HTTP, FTP, and ICMP) traffitd verify whether
traffic going through the IPsec tunnel gets thereor NBAR and QoS
treatment, such as voice put in the strict priogtieue with the proper
bandwidth percentages applied.

6. Collect protocol distribution charts, interfacetgttics, and QoS
statistics. Export the statistics to a NAM at tieegprise headquarters.

QoS and NBAR classification and bandwidth guaramsdeuld be given to
the voice and data traffic egressing the WAN irded before encryption

NetFlow should collect the statistics and expoenthto the NAM, and the
collected statistics should be within performanegquirements.

Passed

[ oL-19089-01
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I Test Cases

Zone-based Policy Firewall Configuration on the Branch Router

Description

Test Setup

Configure Zone-based Policy Firewall (ZPF) withabrzones: Public,

Private, and DMZ

class-map type inspect match-any publicPrivateOutRu
match protocol http

match protocol https

match protocol dns

match protocol ssh

match protocol icmp

match protocol ftp

exit

class-map type inspect match-any publicDMZOutRule10
match protocol http

match protocol https

match protocol dns

exit

class-map type inspect match-all publicPrivateOutRu
match access-group name publicPrivateOutRule10Acl
match class-map publicPrivateOutRule10Protocols
exit

ip access-list extended publicPrivateOutRule10Acl
permit ip 172.16.0.0 0.0.0.255 any
exit

policy-map type inspect publicPrivateOutFwPolicy
class type inspect publicPrivateOutRule10
inspect publicPrivateOutParamMap

class class-default

drop log

exit

policy-map type inspect publicDMZOutFwPolicy
class type inspect publicDMZOutRule10Protocols
inspect publicPrivateOutParamMap

class class-default

drop log

exit

parameter-map type inspect publicPrivateOutParamMap
alert on

audit-trail on

dns-timeout 5

icmp idle-time 10

max-incomplete low 2000
max-incomplete high 3000

one-minute low 2000

one-minute high 3000

tep finwait-time 5

tcp idle-time 3600

tcp max-incomplete host 50 block-time 0
tcp synwait-time 30

udp idle-time 30

le10Protocols

Protocols

le10
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Test Setup
(continued)

Procedure

TestCases WM

zone security Public
description Public Internet Connection

exit

zone security Private
description Customer Private Network

exit

interface Serial0/1/0:0.500
zone-member security Public

exit

interface Serial0/1/1:0.500
zone-member security Private

exit

interface FastEthernet0/0
zone-member security Private

exit

zone-pair security publicPrivateOut source Private destination

Public

description Outbound Firewall Policy from Private t o Public

service-policy type inspect publicPrivateOutFwPolic y

exit

zone-pair security publicDMZOut source Public desti nation DMZ

description Outbound Firewall Policy from Public to DMZ

service-policy type inspect publicDMZOutFwPolicy

exit

1. Create the firewall policy.
Referring to the test setup, the steps for creatmmge-based policy
firewall are outlined below.

2. Create the class maps to classify network traffic.

3. Create the policy map (firewall policy).

4. Create the Inspect Parameter-Map.

5. Create the security zones: Public, Private, and DMZ

6. Assign the interfaces to the security zones (zoeenbership).

7. Assign the primary WAN interfaces to the Privateeo

8. Assign the voice and data VLANS to the Private zone

9. Assign the DMZ VLAN to the DMZ zone.

10. Assign secondary WAN interface to Public zone.

11. Create the zone pairs in the test setup, and asspgicy map (firewall
policy).

12. Send various kinds of traffic, such as HTTP, HTTBS8IS, FTP, and

ICMP, between the zones.

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria

Result

From Private zone to Private zone all traffic sliblbé passed without any
inspection.

From Private zone to Public zone, HTTP, FTP, DN$THS, SSH, and
ICMP traffic should be inspected and allowed, amel test of the traffic
should be blocked.

From Public zone to Private zone, no traffic shooddallowed.

From Public zone to DMZ zone, only HTTP, FTP, and®should be
allowed.

Passed

NAT and PAT Configuration on the Branch Router

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Configure NAT and PAT for traffic going out to theternet

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool.

For the rest of the hosts, configure PAT by usimgaverload command
in the NAT configuration.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Configure the LAN as NAT inside, and configure secondary WAN
interface as NAT outside.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Verify translations and statistics using 8w ip nat translations and
show ip nat statistics commands.

The inside address should be translated to thedmutgobal address when
the traffic from the LAN is going out to the Intexn The return traffic from
the Internet to the LAN should always be directedhe outside global
address of the inside hosts.

Passed

Services Ready Small Branch Network System Assurance Guide
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TestCases WM

NAT, QoS, and NetFlow on the Branch

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Configure NAT and QoS on the branch

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure static NAT translations for certain hoststhe data VLAN
using an address pool and for the rest of the ramstfigure PAT by using
theoverload command in the NAT configuration.

2. Configure the secondary WAN interface as the irtesefconnecting to
the Internet through the ISP.

Configure 8-class H-QoS on the secondary WAN irtest
Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.

A U e

Configure NetFlow on the secondary WAN interfaceifigress and
egress traffic.

1. Collect traffic statistics and distribution charésd export the statistics
to a NAM, using either v5 or v9 NetFlow.

8. Send HTTP, HTTPS, ICMP, DNS and SSH traffic fronewits on the
LAN to the Internet.

9. Verify translations and statistics, using gi@w ip nat translationsand
show ip nat statistics commands.

10. Verify QoS, using theshow policy-map interface command.
11. Verify NetFlow, using theshow ip flow command.

The inside address should be translated to thadmutgobal address when
the traffic from the LAN is going out to the Intexn The return traffic from
the Internet to the LAN should always be directedhte outside global
address of the inside hosts.

All the Internet traffic should be marked as bd$br.
Traffic should be shaped to 95% of the WAN bandwidt

The NetFlow statistics collected should be withérfprmance requirements.

Passed

[ oL-19089-01
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I Test Cases

ZPF, QoS, and NetFlow on the Branch

Description Configure ZPF, QoS, and NetFlow on the branch noute

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1.

A U e

10.

1.

12.

13.
14.

15.
16.

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irsteefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

Configure 8-class hierarchical QoS on both the priyrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet asst-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM, using NetFlow version 5 or version 9.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.

Ping one of the clients on the LAN from the ISP.

Verify translations and statistics, using gew ip nat translations and
show ip nat statistics command.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.
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Pass/Fail Criteria

Result

TestCases WM

Traffic from the branch to headquarters should minspected.
Traffic from the branch to the Internet should hegected.

QoS should be applied to the traffic, and ZPF stidalve no adverse effect
on the QoS.

All the Internet traffic should be marked as bef§ore.

Traffic should be shaped to 95% of the WAN bandwidt

The NetFlow statistics collected should be withérfprmance requirements.
The ping should fail.

Passed

ZPF, QoS, NBAR, and NetFlow on the Branch

Description

Test Setup

Configure ZPF, QoS, NBAR, and NetFlow on the brarmiter

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure 1. Configure ZPF as explained in tdene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

2. Configure the secondary WAN interface as the irsteefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

o o B oW

Configure 8-class hierarchical QoS on both primang secondary
WAN interfaces.

7. Mark all the traffic going out to the Internet assib-effort traffic.
8. Configure traffic shaping to 95% of the availabléMN/bandwidth.
9. Configure NBAR as in th&lBAR Classification with QoS3est case.

10. Configure NetFlow on the WAN and LAN interfaces fagress and
egress traffic.

11. Collect traffic statistics and distribution charésd export the statistics
to a NAM, using NetFlow version 5 or version 9.

12. Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolermts on the
LAN to the Internet.

13. Send bidirectional HTTP, HTTPS, and FTP trafficvoe¢n the branch
and headquarters.

14. Ping one of the clients on the LAN from the ISP.

15. Verify translations and statistics using giew ip nat translations and
show ip nat statistics commands.

16. Verify QoS, using theshow policy-map interface command.
17. Verify NetFlow, using theshow ip flow command.

Pass/Fail Criteria Traffic from the branch to headquarters should minspected.
Traffic from the branch to the Internet should hegected.

QoS should be applied to the traffic, and ZPF stidtnalve no adverse effect
on the QoS.

All the Internet traffic should be marked as be$one.
Traffic should be shaped to 95% of the WAN bandwidt

NBAR should provide bandwidth guarantees to diffeérdows and should
detect and stop worms such as NIMDA and CODE RED.

The NetFlow statistics collected should be with@rfprmance requirements.
The ping should fail.

Result Passed
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TestCases WM

ZPF, QoS, NBAR, NAT, and NetFlow on the Branch

Description Configure ZPF, QoS, NBAR, and NetFlow on the brarmiter

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure ZPF as explained in tdene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

2. Configure the secondary WAN interface as the irtesefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gzon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

A U e

Configure static NAT translations for certain hoststhe data VLAN
using an address pool. For the rest of the hostsfigure PAT by using
theoverload keyword in thep nat inside source command in the NAT
configuration.

7. Configure the data VLAN as NAT inside, and configihe secondary
WAN interface as NAT outside.

8. Configure 8-class hierarchical QoS on both primamng secondary
WAN interfaces.

9. Mark all the traffic going out to the Internet assib-effort traffic.
10. Configure traffic shaping to 95% of the availablé&M/bandwidth.
11. Configure NBAR as in th&lBAR Classification with Qo3est case.

12. Configure NetFlow on the WAN and LAN interfaces fagress and
egress traffic.

13. Collect traffic statistics and distribution charésd export the statistics
to a NAM, using NetFlow version 5 or version 9.

14. Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolermts on the
LAN to the Internet.

15. Send bidirectional HTTP, HTTPS, and FTP trafficvoe¢n the branch
and headquarters.

16. Ping one of the clients on the LAN from the ISP.

17. Verify translations and statistics, using gi@w ip nat translationsand
show ip nat statistics commands.

18. Verify QoS, using theshow policy-map interface command.
19. Verify NetFlow, using theshow ip flow command.
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I Test Cases

Pass/Fail Criteria

Result

ZPF with DMVPN

Description

Test Setup

Procedure

Traffic from the branch to headquarters should minspected.
Traffic from the branch to the Internet should hegected.

Inside addresses should be translated to outsmsaghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the

Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

QoS should be applied to the traffic, and ZPF stiowdt have any adverse
effect on the QoS.

All the Internet traffic should be marked as bd$br.
Traffic should be shaped to 95% of the WAN bandwidt

NBAR should provide bandwidth guarantees to differgows and should
detect and stop worms such as NIMDA and CODE RED.

The NetFlow statistics collected should be withérfprmance requirements.
The ping should fail.

Passed

Configure ZPF with DMVPN on the primary WAN inteda connecting the
branch and headquarters

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure ZPF as explained in tdene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

2. Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

3. Assign the primary WAN interface to the Private gon

4. Assign the DMVPN tunnel interface over the prim&#AN to the
Private zone.

5. Assign the voice VLAN and data VLAN interfaces teetPrivate zone.
6. Assign the secondary WAN interface to the Publineo

7. Configure firewall policy for the Private zone toet Public zone, the
Private zone to the DMZ zone, and the Public zanéaé DMZ zone.

8. Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.
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Pass/Fail Criteria

Result

ZPF with GETVPN

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

TestCases WM

ZPF should have no adverse impact on DMVPN.
Traffic between the branch and headquarters oweptimary WAN interface
should be encrypted.

Passed

Configure ZPF with GETVPN connecting the branch aeddquarters

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure ZPF as explained in td®ne-based Policy Firewall
Configuration on the Branch Routerst case procedure.

Assign the primary WAN interface to the Public zone
Assign the voice VLAN and data VLAN interfaces teetPrivate zone.
Configure GETVPN as in thii’sec Using GETVPNest case procedure.

Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.

o B2 w N

Traffic between the branch and headquarters shioeilencrypted.

ZPF should have no effect on the traffic betweentitanch and
headquarters.

Passed

IPsec, ZPF, QoS, NBAR, NAT, and NetFlow on the Branch

Description

Test Setup

Configure ZPF, QoS, NBAR, and NetFlow on the brarmiter

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure 1.

N e a =&

10.
1.
12.
13.

14.

15.

16.

17.
18.

19.
20.

Configure IPsec VPN, using either DMVPN or GETVPNtbe primary
WAN interface.

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfjgure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Configure 8-class hierarchical QoS on both the apryrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with Qo$est case.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM using NetFlow version 5 or version 9.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.

Ping one of the clients on the LAN from the ISP.

Verify translations and statistics, using giw ip nat translations and
show ip nat statistics commands.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.
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| System Testing

Procedure

N e a &

10.
1.
12.
13.

14.

15.

16.

17.
18.

19.
20.

TestCases WM

Configure IPsec VPN, using either DMVPN or GETVPNtbe primary
WAN interface.

Configure ZPF as explained in tZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfjgure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Configure 8-class hierarchical QoS on both the apryrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with Qo$est case.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM using NetFlow version 5 or version 9.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.

Ping one of the clients on the LAN from the ISP.

Verify translations and statistics, using giw ip nat translations and
show ip nat statistics commands.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.

[ oL-19089-01
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I Test Cases

Procedure 1.

N e a =&

10.
1.
12.
13.

14.

15.

16.

17.
18.

19.
20.

Configure IPsec VPN, using either DMVPN or GETVPNtbe primary
WAN interface.

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfjgure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Configure 8-class hierarchical QoS on both the apryrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with Qo$est case.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM using NetFlow version 5 or version 9.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Send bidirectional HTTP, HTTPS, and FTP trafficvbe¢n the branch
and headquarters.

Ping one of the clients on the LAN from the ISP.

Verify translations and statistics, using giw ip nat translations and
show ip nat statistics commands.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.
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Pass/Fail Criteria

Result

TestCases WM

Traffic from the branch to headquarters should hergpted.
Traffic from the branch to headquarters should minspected.
Traffic from the branch to the Internet should hegected.

Inside addresses should be translated to outsm®saghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the

Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

QoS should be applied to the traffic, and ZPF stiowdt have any adverse
effect on the QoS.

All the Internet traffic should be marked as beffosw.
Traffic should be shaped to 95% of the WAN bandwidt

NBAR should provide bandwidth guarantees to differows and should
detect and stop worms such as NIMDA and CODE RED.

The NetFlow statistics collected should be withérfprmance requirements.
The ping should fail.

Passed

[ oL-19089-01
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I Test Cases

DDOS Prevention Using Cisco 10S IPS

Description Configure Cisco 10S IPS with IDCONF v5.0 in the bea router to prevent
denial-of-service attacks

Test Setup ip ips config location flash:/ips5/ retries 1
ip ips name IPS-ADVSET
|

ip ips signature-category
category all
retired true
category ios_ips advanced
retired false
|
crypto key pubkey-chain rsa
named-key realm signature
key-string
30820122 300D0609 2A864886 F70D0101 01050003 820 10F00 3082010A
02820101
00C19E93 ABAF124A D6CC7A24 5097A975 206BE3A2 06F BA13F 6F12CB5B
4E441F16
17E630D5 C02AC252 912BE27F 37FDD9C8 11FC7AF7 DCD D81D9 43CDABC3
6007D128
B199ABCB D34EDOF9 085FADC1 359C189E F30AF10A COE FB624 7TE0764BF
3E53053E
5B2146A9 D7AS5EDE3 0298AF03 DED7A5B8 9479039D 20F 30663 9AC64B93
C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85E AF974 6D9CCS8E3
FOB08B85
50437722 FFBEB5B9 5E4189FF CC189CB9 69C46F9C A84 DFBAS5 7A0AF99E
AD768C36
006CF498 079F88F8 A3B3FB1F 9FB7B3CB 5539E1D1 969 3CCBB 551F78D2
892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689 782A5 CF31CB6E
B4B094D3
F3020301 0001
quit
|
interface GigabitEthernet0/1.2
description Data-VLAN
encapsulation dot1Q 301
ip address 10.0.0.1 255.255.255.0
ip ips IPS-ADVSET in
ip ips IPS-ADVSET out
|
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Download the latest IPS signature pack from:
http://www.cisco.com/cgi-bin/tablebuild.pl/ios-vgsip to the router
flash.

2. Configure Cisco I0S IPS with IDCONF v5.0 on the tequ
3. Enable the advanced category signature set.

4. Configure Cisco I0S IPS for both directions of firmbn the data VLAN
and WAN interfaces.

5. Enable syslog on the router and log the syslog agssto a syslog
server located in the branch.

6. Launch DDOS attacks from a PC attached to the lraogater data
VLAN to a server at the headquarters.

7. Verify whether the attacks are detected by Cisc8 1©S and whether
the alert messages are logged to the syslog server.

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets,ropping the session
should be taken based on a particular signaturégumation.

The alert messages related to the attack shoulddggged to a syslog server.

Passed

Cisco 10S IPS with Background Data Traffic

Description

Test Setup

Configure Cisco 10S IPS with IDCONF v5.0 in the bea router to prevent
denial-of-service attacks

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01
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I Test Cases

Procedure

Pass/Fail Criteria

Result

1. Download the latest IPS signature pack from:
http://www.cisco.com/cgi-bin/tablebuild.pl/ios-vgsip to the router
flash.

2. Configure Cisco I0S IPS with IDCONF v5.0 on the tequ
3. Enable advanced category signature set.

4. Configure Cisco I0S IPS for both directions of firmbn the data VLAN
and WAN interfaces.

5. Enable syslog on the router, and log the syslogsagss to a syslog
server located in the branch.

6. Send HTTP, HTTPS, and FTP traffic between the hvaard
headquarters.

7. Launch DDOS attacks from a PC attached to the Wraocater data
VLAN to a server at the headquarters.

8. Verify whether the attacks are detected by Cisc8 1©S and whether
the alert messages, logged to the syslog server.

The attacks should be detected by Cisco I0S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets,ropping the session
should be taken based on a particular signaturégumation.

The alert messages related to the attack shoulddmed to a syslog server.

Passed

ZPF with NAT and Cisco 10S IPS

Description

Test Setup

Configure ZPF with NAT and Cisco 10S IPS on thertmta router

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

o o B oW

10.
1.

12.

13.

14.
15.

16.
17.

TestCases WM

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure

Configure the secondary WAN interface as the irsteefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfjgure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Download the latest Cisco 10S IPS signature packfr
http://www.cisco.com/cgi-bin/tablebuild.pl/ios-vgsip to the router
flash.

Configure Cisco 10S IPS with IDCONF v5.0 on the tetu
Enable advanced category signature set.

Configure Cisco IOS IPS for both directions of frabn the data and
DMZ VLAN and WAN interfaces.

Enable syslog on the router, and log the syslogsagss to a syslog
server located at the branch.

Send HTTP, HTTPS, and FTP traffic between the bnaard
headquarters.

Send HTTP, FTP, and DNS traffic between the braauth the Internet.

Launch DDOS attacks from a PC attached to the bramater data
VLAN to a server located at the headquarters.

Launch threats from a host in the Internet to tiMdZDservers.

Verify whether the attacks are detected by Cisc8 IBS and whether
the alert messages are logged to the syslog server.

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria Traffic from the branch to headquarters should minspected.
Traffic from the branch to Internet should be insieel.

Inside addresses should be translated to outsmsaghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the

Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets opding the session, or
blocking the host should be taken based on a péaticignature
configuration.

The alert messages related to the attack shoulddmed to a syslog server.

Result Passed

IPsec, ZPF, QoS, NBAR, NAT, Cisco 10S IPS, and NetFlow on the Branch

Description Configure ZPF, QoS, NBAR, NAT, Cisco IOS IPS, anetNow on the
branch router

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Configure IPsec VPN using either DMVPN or GETVPNtbe primary
WAN interface.

2. Configure ZPF as explained in t@®ne-based Policy Firewall
Configuration on the Branch Routesst case procedure.

3. Configure the secondary WAN interface as the irsteefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gzon
Assign the secondary WAN interface to the Publinezo
Assign the voice VLAN and data VLAN interfaces tetPrivate zone.

N o o &

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfigure PAT by using
theoverload command in the NAT configuration.

8. Configure the data VLAN as NAT inside, and configihe secondary
WAN interface as NAT outside.

9. Configure Cisco 10S IPS with IDCONF v5.0 on the tetu
10. Enable advanced category signature set.

11. Configure Cisco 10S IPS for both directions of fimbn the data and
DMZ VLAN and WAN interfaces.
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Procedure (continued)

12.

13.

14.
15.
16.
17.

18.

19.

20.

21.

23.
24,

25,

26.
2].

TestCases WM

Enable syslog on the router and log the syslog aggEssto a syslog
server at the branch.

Configure 8-class hierarchical QoS on both primang secondary
WAN interfaces.

Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with Qo$est case.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM, using NetFlow version 5 or version 9.

Send HTTP, HTTPS, ICMP, DNS, and SSH traffic frolmemts on the
LAN to the Internet.

Send bidirectional HTTP, HTTPS, and FTP trafficvoe¢n the branch
and headquarters.

Ping one of the clients on the LAN from the ISP.

Launch DDOS attacks from a PC attached the braowater data VLAN
to a server located at the headquarters.

Launch threats from a host in the Internet to tiMdZDservers.

Verify translations and statistics, using ghew ip nat translations and
show ip nat statistics commands.

Verify whether the attacks are detected by Cisc8 IBS and whether
the alert messages are logged to the syslog server.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, usingshow ip flow command.

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria All traffic should be Cisco Express Forwarding suhied.
Traffic from the branch to headquarters should hergpted.
Traffic from the branch to headquarters should mminspected.
Traffic from the branch to the Internet should hegected.

Inside addresses should be translated to the @uggabal address when the
traffic from the LAN is going out to the Internéithe return traffic from the
Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

QoS should be applied to the traffic, and ZPF stiowt have any adverse
effect on the QoS.

All the Internet traffic should be marked as beffosw.
Traffic should be shaped to 95% of the WAN bandwidt

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets opding the session,
blocking host should be taken based on a particitarature configuration.

The alert messages related to the attack shoulddmed to a syslog server.

NBAR should provide bandwidth guarantees to diffeérdows and should
detect and stop worms such as NIMDA and CODE RED.

NetFlow statistics collected should be within pemi@ance requirements.
The ping should fail.

Result Passed
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TestCases WM

Remote Users Using WebVPN (SSL VPN)

Description Configure WebVPN in clientless mode

Test Setup gateway gw-1
ip address 209.165.201.17 port 443
ssl trustpoint SSLVPN
inservice
webvpn context con-1
url-list "ul”
heading "ul-h1"
url-text "Intranet" url-value "http://example.co m"
url-text "Intranet2" url-value "example.com”
|
policy group p1
url-list "ul"
default-group-policy p1
gateway gw-1 domain one
inservice

webvpn context cifs
title "CIFS CONTEXT"
ssl encryption
ssl authenticate verify all
]
nbns-list cifs
nbns-server 10.0.0.2 master
]
policy group cifs
nbns-list "cifs"
functions file-access
functions file-browse
functions file-entry
]
policy group cifs'
default-group-policy cifs
gateway gw-1 domain cifs
inservice
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I Test Cases

Procedure 1.

10.

Configure AAA RADIUS authentication.
Configure a trust point with a persistent self-sdrcertificate.

Configure the WebVPN gateway with an IP addresd, associate the
trust point to the gateway. Enable the WebVPN servi

Configure the WebVPN context, and define the URL &nd the port list
in the context.

Configure WebVPN for clientless access with supportintranet
web-based applications and Windows File Sharing @om Internet
File System (CIFS).

Configure the WebVPN policy, and associate the exirdnd gateway to
the policy. Enable WebVPN policy.

Connect from a remote user from the Internet, usirvgeb browser
(Microsoft Internet Explorer 6.0) to the WebVPN gaty.

Access web-based applications and shared drivéaBeoimtranet.
Use either the Cisco I0S CLI or CCP to configurebWeN.

Verify WebVPN functionality, by using the followinghow commands
or by monitoring through CCP:

¢ show webvpn gateway

e show webvpn context

¢ show webvpn session context
e show webvpn session user

¢ show webvpn stats

Pass/Fail Criteria All traffic should be Cisco Express Forwarding suhied.

The remote user should be able to connect to the\MW&l gateway by just
using only a web browser, without running any Japalet or application.

The remote user should be able to access brancnettweb-based
applications and Windows shared drives.

All the SSL VPN traffic should be accelerated bg thardware encryption
engine AIM-VPN/SSL-3 module.

Result Passed
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TestCases WM

Remote Users Using WebVPN (SSL VPN) Full Tunnel

Description Configure WebVPN in SVC or full tunnel access mode

Test Setup ip local pool svc 10.0.0.21 10.0.0.30
]

webvpn gateway ssl-vpn
ip address 209.165.201.17 port 443
ssl trustpoint golden-tp
inservice
|
webvpn context Default_context
ssl trustpoint
ssl authenticate verify all
inservice
]
webvpn context sslvpn
ssl trustpoint
ssl authenticate verify all
inservice
|
policy group default
functions svc-enabled
svc address-pool "svc"
svc keep-client-installed
svc split include 10.0.0.0 255.255.255.0
default-group-policy default
gateway ssl-vpn
inservice
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I Test Cases

Procedure Note

The

10.
1.
12.

Pass/Fail Criteria All t
The

Tunneling Client (also known as Thick Client or Flinneling): A
larger client (generally around 500K max) is delee: to the end
user. The applications that can be accessed ayesirailar to those
available via IPsec VPN. This client is delivered & web page (the
device to which the user is connecting) and neesds to be
manually distributed or installed.

Cisco SSL VPN client (SVC) client configuraticequires:

Configuration of an address pool (very similar Rséc VPN).

The address pool to be called in the policy group.

Turning on SVC with tunnel mode enabled.

Configure AAA RADIUS authentication.

Configure an IP address pool for SVC.

Configure a trust point with persistent self-sigresttificate.

Configure the WebVPN gateway with an IP addresd, associate the
trust point to the gateway. Enable the WebVPN servi

Configure the WebVPN context.

Configure the WebVPN policy, and associate the exirdnd gateway to
the policy. Enable WebVPN policy.

Associate the address pool in the WebVPN policy.

Turn on SVC with tunnel mode enabled.

From the remote PC, download the SVC client sofeneand connect.
Access web-based applications and shared drividsiimtranet.

Use either the Cisco I0S CLI or CCP to configurebWEN.

Verify WebVPN functionality, using the followinghow commands or
by monitoring through CCP:

e show webvpn gateway

e show webvpn context

¢ show webvpn session context
¢ show webvpn session user

e show webvpn stats

raffic should be Cisco Express Forwarding sshieéd.
remote user should be able to connect to tHe\AR& gateway, using the

SVC client application.

The
app

All t
eng

Result Pas

remote user should be able to access branangttweb-based
lications and Windows shared drives.

he SSL VPN traffic should be accelerated bg trardware encryption
ine AIM-VPN/SSL-3 module.

sed
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Complete Baseline Test

Description

Test Setup

Procedure

TestCases WM

Enable all the baseline services in the branchtaratiend routers. The
baseline features include BGP routing, OSPF/EIG&RRimg, IPsec using
DMVPN or GETVPN, ZPF, NAT, IPS, QoS, NBAR, ACL, Nedbw, DHCP,
AAA RADIUS server, NTP, syslog, SNMP, WebVPN, PIN2;vand

IGMP v2.

Configure L2 and L3 switching on the access anttithistion layer switches.
Enable QoS on the L3 distribution switches.

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure L2 switching with RSTP on the EtherSwitekrify, using the
show spanning tree command.

2. Configure voice, data, and DMZ VLANS.
3. Configure Catalyst QoS on the EtherSwitch.

4. Configure BGP routing. Verify whether the defawdtite is injected into
the branch router, using tishow ip route andshow ip bgp summary
commands.

5. Configure OSPF/EIGRP routing as the IGP. Verify tieéghbor
relationship between headquarters and branch reuteing thehow ip
ospf neighbor s orshow ip eigrp neighborscommand. Verify the routes
using theshow ip route command.

6. Configure IPsec (DMVPN/GETVPN) over the primary asetondary
WAN interfaces. Verify, using thehow crypto engine connections
active andshow crypto session commands.

1. Configure ZPF with voice VLAN, data VLAN, and primaWAN in the
Private zone, DMZ VLAN in the DMZ zone, secondanAM/in the
Public zone, and IPsec tunnel in the VPN zone.fyetising theshow
policy-map type inspect command.

8. Configure the 8-class QoS model with tp@s pre-classify command.
Verify, using theshow policy-map interface command.

9. Configure NBAR to provide bandwidth guaranteesittedent protocols
such as HTTP, HTTPS, FTP, DNS, SSH, and ICMP. Veusing the
show ip nbar protocol-discovery command.

10. Configure NAT to translate the addresses of hostbé data VLAN
when accessing the Internet through the second#i Witerface.
Verify, using theshow ip nat translations command.

11. Configure IPS to prevent DDOS attacks, slackwaralware, worms,
and so on, against the branch/headquarters certservers. Send alert
messages to a syslog server.

[ oL-19089-01
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I Test Cases

Procedure (continued) 12.

13.

14.

15.

16.
17.

18.

19.

20.

21.

23.

Configure NetFlow on all the interfaces, and expb#g statistics to a
NAM in headquarters. Verify NetFlow statistics, nigitheshow ip flow
command.

Configure NTP in the branch router, and authenéiche NTP server
using MD5 authentication. Verify, using thleow ntp status command.

Configure the DHCP server on the branch routerrtivigle dynamic IP
addresses to clients in the voice, data, and DMANE. Verify, using
the show ip dhcp bindings command.

Configure AAA to authenticate and authorize usesimig a RADIUS
server located in the headquarters.

Configure SNMP to collect traps.

Configure WebVPN in clientless mode, and have astidéive remote
users access the branch web-based applicationgvardbws File
Sharing from the Internet.

Configure an IPTV server in the headquarters teastr 300 kb/s video
using multicast. Set up the headquarters routenaRP, and configure
PIM-SM on branch and headend routers.

Send HTTP, HTTPS, DNS, SSH, ICMP, and CIFS trditween the
branch and headquarters.

Send HTTP, FTP, DNS, and SSH traffic between ttamthn and the
Internet.

Send HTTP traffic between the Internet and the DMZ.
Join four clients to the multicast group to receliPdV video streams.

Launch threats from hosts on the branch LAN to sexwon the
headquarters.
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Pass/Fail Criteria

Result

TestCases WM

All traffic should be Cisco Express Forwarding sshiéd.

The Catalyst switch should properly mark the ta#nd put it in appropriate
queues.

Traffic from the branch to headquarters should bergpted.
Traffic from the branch to headquarters should minspected.
Traffic from the branch to the Internet should hegected.

Inside addresses should be translated to outsmsafghddresses when the
traffic from the LAN is going out to the Interndthe return traffic from the

Internet to the LAN should always be directed te thutside global address
of the inside hosts.

QoS should be applied to the traffic, and ZPF stiowt have any adverse
effect on the QoS.

All Internet traffic should be marked as best efffor
Traffic should be shaped to 95% of the WAN bandwidt

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets opding the session, or
blocking the host should be taken based on a péaticignature
configuration.

The alert messages related to the attack shoulddmed to a syslog server.

NBAR should provide bandwidth guarantees to differows and should
detect and stop worms such as NIMDA and CODE RED.

Remote users should be able to access the bratraiméh web-based
applications and shared Windows network drives. Wedb VPN traffic
should be accelerated by the AIM-VPN/SSL-3 module.

The NetFlow statistics should be collected and etguh and they should be
within performance requirements.

The router should be able to source the clock ftbenNTP server after
successful authentication.

The DHCP server on the router should provide IPresisks to the clients on
the LAN.

AAA should be able to authenticate users using ®RJS server.

Passed

[ oL-19089-01
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I Test Cases

High Availability Test Cases

EIGRP Subsecond Convergence During Primary WAN Failure

Description Enable BFD for EIGRP subsecond convergence dunimggry WAN failure

Test Setup Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 2 on page,@rivate WAN, Cisco Unified SRST Modw
Figure 3 on page, MPLS WAN, Cisco Unified CME Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Set up a primary WAN interface and a secondary WaAfdrface on the
branch router.

2. Set up a secondary WAN interface to be an SHDSL list&rface.

3. Configure the secondary WAN to be a higher costedban the primary
WAN so that the primary WAN is always preferred.

4. Configure BFD on the primary WAN interface of theabch router.
Configure the primary WAN interface of the headeadter with a BFD
interval of 50 ms, a min_rx of 50 ms, and a BFD tiplier of 5.

Configure BFD on the secondary WAN interface.

Enable BFD for all interfaces in the EIGRP routprpcess.

Verify whether BFD is up by entering tlseow bfd neighbor command.
Send HTTP and voice traffic between the branchfaabquarters.

© ® N o o

Bring down the primary WAN interface by either galj out the cable or
shutting down the link on the headend side.

10. After about 3 minutes, bring up the primary WANeérface.

Pass/Fail Criteria When the primary WAN fails, EIGRP reconvergencewddmccur within a
second because of BFD, and all the traffic sho@ldduted through the
secondary WAN interface.

Voice and HTTP sessions should be maintained dugngnvergence.

When the primary WAN comes up after 3 minutes,tth#fic should be
routed over the primary WAN interface.

Result Passed on Gigabit Ethernet interfaces.

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.
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TestCases WM

OSPF Subsecond Convergence During Primary WAN Failure

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Enable BFD for OSPF subsecond convergence duriimgapy WAN failure

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Set up a primary WAN interface and a secondary WAfdrface on the
branch router.

2. Set up a secondary WAN interface to be an SHDSL lixt&rface.

3. Configure the secondary WAN to be a higher costedban the primary
WAN, using the OSP#p ospf cost command, so that the primary WAN
is always preferred.

4. Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the headend routethwatBFD interval of
50 ms, a min_rx of 50 ms, and a BFD multiplier of 5

Configure BFD on the secondary WAN interface.

Enable BFD for all interfaces in the OSPF routinggess.

Verify whether BFD is up by entering tlseow bfd neighbor command.
Send HTTP and voice traffic between the branch featiquarters.

© o N o o

Bring down the primary WAN interface by either galj out the cable or
shutting down the link on the headend side.

10. After about 3 minutes bring up the primary WAN irfeee.

When the primary WAN fails, OSPF reconvergence $thogacur within a
second because of BFD, and all the traffic sho@dduted through the
secondary WAN interface.

Voice and HTTP sessions should be maintained dugongnvergence.

When the primary WAN comes up after 3 minutes,tth#fic should be
routed over the primary WAN interface.

Passed on on Gigabit Ethernet interfaces

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.

[ oL-19089-01
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I Test Cases

IPsec over Backup SHDSL WAN Link

Description Encryption over backup link between the branch heddquarters

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1.

© N o o

10.

1.

Set up a primary WAN interface and a secondary Wiafdrface on the
branch router.

Set up the secondary WAN interface to be an SHD\3A Interface.

Configure the secondary WAN to be a higher costedbian the primary
WAN, using the OSP#p ospf cost command, so that the primary WAN
is always preferred.

Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the headend routethwatBFD interval of
50 ms, a min_rx of 50 ms, and a BFD multiplier of 5

Configure BFD on the secondary WAN interface.
Enable BFD for all interfaces in the OSPF routinggess.
Verify whether BFD is up by entering tlseow bfd neighbor command.

Configure one of the IPsec types, that is, IPsedMPM or GETVPN, on
both the primary and secondary WAN interfaces betwthe branch and
headquarters.

Send HTTP, FTP, and ICMP traffic between the braact
headquarters.

Bring down the primary WAN interface by either gaty out the cable or
shutting down the link on the headend side.

After about 3 minutes bring up the primary WAN irfeze.
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Pass/Fail Criteria

Result

TestCases WM

When the primary WAN fails, OSPF reconvergence $&thaecur within a
second because of BFD.

All the traffic should be sent through the IPsecrel over the secondary
WAN interface.

HTTP, FTP, and ICMP sessions should be maintaineishg the switchover
and switchback.

When the primary WAN comes up after 3 minutes,tth#fic should be
routed over the primary WAN interface IPsec tunnel.

No router tracebacks, memory leaks, or crashesldHmiobserved.
All the traffic should be Cisco Express Forwardswitched.

Passed on Gigabit Ethernet interfaces.

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.

ZPF, NAT, and IPsec over Backup SHDSL WAN Link

Description

Test Setup

ZPF, NAT, and IPsec over backup SHDSL WAN link

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01
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I Test Cases

Procedure 1.

© N o

10.

1.
12.
13.
14.
15.
16.
17.

18.

19.

20.

21.

23.

Set up a primary WAN interface and a secondary Wiafdrface on the
branch router.

Set up a secondary WAN interface to be an SHDSL liMtarface.

Configure the secondary WAN to be a higher costedbian the primary
WAN, using the OSP#p ospf cost command, so that the primary WAN
is always preferred.

Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the headend routethwatBFD interval of
50 ms, a min_rx of 50 ms, and a BFD multiplier of 5

Configure BFD on the secondary WAN interface.
Enable BFD for all interfaces in the OSPF routinggess.
Verify whether BFD is up by entering tlseow bfd neighbor command.

Configure one of the IPsec types, that is, IPsedMPM or GETVPN, on
both the primary and secondary WAN interfaces betwthe branch and
headquarters.

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon

Assign the secondary WAN interface to the Publinezo

Assign the voice VLAN and data VLAN interfaces tetPrivate zone.
If you are using DMVPN, assign the tunnel interfacehe VPN zone.
Define a firewall policy between the VPN zone ahd Public zone.
Define a firewall policy between the VPN zone ahd Private zone.

Configure static NAT translations for certain hoststhe data VLAN
using an address pool. For the rest of the hostsfigure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Send HTTP, FTP, and ICMP traffic between the braact
headquarters.

Send HTTP, FTP, DNS, and ICMP traffic between P@she branch
data VLAN to the Internet.

Verify translations and statistics, using gew ip nat translations and
show ip nat statistics commands.

Bring down the primary WAN interface by either gaty the cable out or
shutting down the link on the headend side.

After about 3 minutes bring up the primary WAN irfeze.
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Pass/Fail Criteria

Result

TestCases WM

When the primary WAN fails, OSPF reconvergence $&thaecur within a
second because of BFD.

ZPF should inspect all traffic going out of the esedary WAN interface.

All the traffic between the branch and headquarstisuld be sent through
the IPsec tunnel over the secondary WAN interface.

Inside addresses should be translated to outsmlsaghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the
Internet to the LAN should always be directed t® tlutside global addresses
of the inside hosts.

HTTP, FTP, and ICMP sessions should be maintaineishg the switchover
and switchback.

When the primary comes up after 3 minutes, thditrahould be routed over
the primary WAN interface IPsec tunnel.

No router tracebacks, memory leaks, or crashesldhmiobserved.
All the traffic should be Cisco Express Forwardswitched.

Passed on Gigabit Ethernet interfaces.

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.

IPsec, ZPF, QoS, NBAR, and NefFlow on Both Primary and Secondary Link, and NAT on the Secondary Link

Description

Test Setup

ZPF, NAT, and IPsec over backup SHDSL WAN link

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure 1.

© N o

10.

1.
12.
13.
14.
15.
16.
17.

18.

19.
20.
21.

23.

24
25,
26.

Set up a primary WAN interface and a secondary Wiafdrface on the
branch router.

Set up the secondary WAN interface to be an SHD\3A Interface.

Configure the secondary WAN to be a higher costedbian the primary
WAN, using the OSP#p ospf cost command, so that the primary WAN
is always preferred.

Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the headend routethwatBFD interval of
50 ms, a min_rx of 50 ms and a BFD multiplier of 5.

Configure BFD on the secondary WAN interface.
Enable BFD for all interfaces in the OSPF routinggess.
Verify whether BFD is up by entering tlseow bfd neighbor command.

Configure one of the IPsec types, that is, DMVPNe&TVPN, on both
the primary and secondary WAN interfaces betweenbitanch and
headquarters.

Configure ZPF as explained in tEZene-based Policy Firewall
Configuration on the Branch Routesst case procedure.

Configure the secondary WAN interface as the irmeefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gon

Assign the secondary WAN interface to the Publinezo

Assign the voice VLAN and data VLAN interfaces tetPrivate zone.
If you are using DMVPN, assign the tunnel interfacehe VPN zone.
Define a firewall policy between the VPN zone ahd Public zone.
Define a firewall policy between the VPN zone ahd Private zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsfigure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Configure Cisco 10S IPS with IDCONF v5.0 on the tetu
Enable advanced category sighature set.

Configure Cisco 10S IPS for both directions of frabn the data and
DMZ VLAN and WAN interfaces.

Enable syslog on the router, and log the syslogsagss to a syslog
server located in the branch.

Configure 8-class hierarchical QoS on both the priyrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet assb-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with QoS3est case.

Services Ready Small Branch Network System Assurance Guide
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Procedure
(continued)

2].

28.

29.

30.

31.

32.

33.
34.

35.

36.
37.
38.

39.

TestCases WM

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM, using NetFlow version 5 or version 9.

Send HTTP, FTP, and ICMP traffic between the braaact
headquarters.

Send HTTP, FTP, DNS, and ICMP traffic between P@she branch,
and configure NetFlow on the WAN and LAN interfadesingress and
egress traffic.

Verify translations and statistics, using giew ip nat translations and
show ip nat statistics commands.

Launch DDOS attacks from a PC attached to the braocter data
VLAN to a server located in the headquarters.

Launch threats from a host in the Internet to tiMdZDservers.

Verify translations and statistics, using giew ip nat translations and
show ip nat statistics commands.

Verify whether the attacks are detected by Cisc8 IS and the alert
messages logged to the syslog server.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.

Bring down the primary WAN interface by either gatj out the cable or
shutting down the link on the headend side.

After about 3 minutes bring up the primary WAN irfece.

[ oL-19089-01
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Pass/Fail Criteria When the primary WAN fails, OSPF reconvergence $th@gcur within a
second because of BFD.

ZPF should inspect all traffic going out the secanydWAN interface.

All the traffic between the branch and headquarséisuld be sent through
the IPsec tunnel over the secondary WAN interface.

Inside addresses should be translated to outsmsaghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the

Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

HTTP, FTP, and ICMP sessions should be maintaineishg the switchover
and switchback.

QoS should be applied to the traffic, and ZPF stiowdt have any adverse
effect on the QoS.

All the Internet traffic should be marked as be$one.
Traffic should be shaped to 95% of the WAN bandwidt

Since the secondary WAN link bandwidth is less thaprimary WAN
bandwidth, only conforming high-priority trafficush as voice traffic or
mission-critical traffic, should be carried oveeteecondary WAN link. The
rest should be dropped.

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets opding the session, or
blocking the host should be taken based on a péaticignature
configuration.

The alert messages related to the attack shoulddmed to a syslog server.

NBAR should provide bandwidth guarantees to differgows and should
detect and stop worms such as NIMDA and CODE RED.

NetFlow statistics collected should be within pemi@ance requirements.

When the primary comes up after 3 minutes, thditrahould be routed over
the primary WAN interface IPsec tunnel.

No router tracebacks, memory leaks, or crashesldHmiobserved.
All the traffic should be Cisco Express Forwardswitched.

Result Passed on Gigabit Ethernet interfaces.

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.
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TestCases WM

Multicast with Security and QoS Features

Description Configure multicast PIM-v2 sparse mode on the binaared headend routers
to send/receive multicast traffic

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure 1.

© N o

10.
1.

12.

13.

14.
15.
16.
17.
18.
19.
20.

21.

23.
24.

25,

Set up a primary WAN interface and a secondary Wiafdrface on the
branch router.

Set up the secondary WAN interface to be an SHD\3A Interface.

Configure secondary WAN to be a higher cost rohtntthe primary
WAN, using the OSP#p ospf cost command, so that the primary WAN
is always preferred.

Configure BFD on the primary WAN interface of theahch router and
the primary WAN interface of the headend routethwatBFD interval of
50 ms, a min_rx of 50 ms, and a BFD multiplier of 5

Configure BFD on the secondary WAN interface.
Enable BFD for all interfaces in the OSPF routinggess.
Verify whether BFD is up by entering tlseow bfd neighbor command.

Configure an IPTV server on the headend to stre&@0akb/s stream to
a multicast group 239.10.x.x.

Configure the headend router as an RP, and comiBl¥-SM on both
the headend and branch routers.

Configure IGMP v2 on the access and distributioftcves.

Configure one of the IPsec types, that is, DMVPNe&TVPN, on both
the primary and secondary WAN interface betweenbitaanch and
headquarters.

Configure ZPF as explained in t@dene-based Policy Firewall
Configuration on the Branch Routerst case procedure.

Configure the secondary WAN interface as the irsteefconnecting to
the Internet through the ISP.

Assign the primary WAN interface to the Private gzon

Assign the secondary WAN interface to the Publinezo

Assign the voice VLAN and data VLAN interfaces tetPrivate zone.
If you are using DMVPN, assign the tunnel interfacehe VPN zone.
Define a firewall policy between the VPN zone ahd Public zone.
Define a firewall policy between the VPN zone ahd Private zone.

Configure static NAT translations for certain hoststhe data VLAN,
using an address pool. For the rest of the hostsjgure PAT by using
theoverload command in the NAT configuration.

Configure the data VLAN as NAT inside, and configuhe secondary
WAN interface as NAT outside.

Configure Cisco IOS IPS with IDCONF v5.0 on the tetu
Enable advanced category signature set.

Configure Cisco IOS IPS for both directions of frmbn the data and
DMZ VLAN and WAN interfaces.

Enable syslog on the router, and log the syslogsangss to a syslog
server located in the branch.

Services Ready Small Branch Network System Assurance Guide
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Procedure 26.

(continued)

2].
28.
29.
30.

31.

32,

33.

34.

35.

36.

37.
38.

39.

40.
a.
42,

43.

44,
Note

TestCases WM

Configure 8-class hierarchical QoS on both the apryrand secondary
WAN interfaces.

Mark all the traffic going out to the Internet asst-effort traffic.
Configure traffic shaping to 95% of the availablé&MN/bandwidth.
Configure NBAR as in th&lBAR Classification with Qo$est case.

Configure NetFlow on the WAN and LAN interfaces fogress and
egress traffic.

Collect traffic statistics and distribution charés)d export the statistics
to a NAM, using NetFlow version 5 or version 9.

Send HTTP, FTP, and ICMP traffic between the braact
headquarters.

Send HTTP, FTP, DNS, and ICMP traffic between P@she branch
data VLAN to the Internet.

Four clients in the branch join the multicast gr@39.10.x.x to view the
IPTV video stream.

Verify translations and statistics, using giew ip nat translationsand
show ip nat statistics commands.

Launch DDOS attacks from a PC attached the braowater data VLAN
to a server located in the headquarters.

Launch threats from a host in the Internet to tidZDservers.

Verify translations and statistics, using gew ip nat translations and
show ip nat statistics commands.

Verify whether the attacks are detected by Cisc8 IBS and whether
the alert messages are logged to the syslog server.

Verify QoS, using thehow policy-map interface command.
Verify NetFlow, using theshow ip flow command.

Verify multicast traffic, using thehow ip mroute active andshow ip
mroute count commands.

Bring down the primary WAN interface by either gatj out the cable or
shutting down the link on the headend side.

After about 3 minutes, bring up the primary WANenface.
IPTV clients leave the group after 5 minutes.

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria

When the primary WAN fails, OSPF reconvergence $thaecur within a
second because of BFD.

ZPF should inspect all traffic going out of the sedary WAN interface.

All the traffic between the branch and headquarstisuld be sent through
the IPsec tunnel over the secondary WAN interface.

Inside addresses should be translated to outsmsaghddresses when the
traffic from the LAN is going out to the Internéithe return traffic from the

Internet to the LAN should always be directed te ttutside global address
of the inside hosts.

HTTP, FTP, and ICMP sessions should be maintaineishg the switchover
and switchback.

QoS should be applied to the traffic, and ZPF stiowdt have any adverse
effect on the QoS.

All the Internet traffic should be marked as beffow.
Traffic should be shaped to 95% of the WAN bandwidt

Since the secondary WAN link bandwidth is less thaprimary WAN
bandwidth, only conforming high-priority trafficush as voice traffic or
mission-critical traffic, should be carried oveeteecondary WAN link. The
rest should be dropped.

The attacks should be detected by Cisco 10S IP&appropriate signatures
should be triggered.

Actions such as warning, dropping the packets opding the session, or
blocking the host should be taken based on a péaticignature
configuration.

The alert messages related to the attack shoulddmed to a syslog server.

NBAR should provide bandwidth guarantees to differgows and should
detect and stop worms such as NIMDA and CODE RED.

The multicast join should be successful, and IPTignts should be able to
view the IPTV video stream.

Even when multiple clients join the multicast grooply one stream should
be coming from the headend to the branch.

The multicast clients should continue to receive tideo stream during
primary WAN link failure.

NetFlow statistics collected should be within penfi@nce requirements.

When the primary comes up after 3 minutes, thditrahould be routed over
the primary WAN interface IPsec tunnel.

No router tracebacks, memory leaks, or crashesldhmiobserved.

The multicast stream should cease from the heattetitk branch when all
the clients leave the multicast group.

All the traffic should be Cisco Express Forwardswitched.

Services Ready Small Branch Network System Assurance Guide
oLt |



| System Testing

Result

TestCases WM

Passed on Gigabit Ethernet interfaces.

BFD is supported only on Gigabit Ethernet interfacgupport for additional
WAN encapsulations such as Frame Relay and PPRnsgd for future
releases.

Network Management Test Cases

Enable SNMP on the UUTs for Management and Monitoring

Description
Test Setup

Procedure

Pass/Fail Criteria

Result

Network management using SNMP
Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

Enable SNMP on the Units Under Test (UUTSs) as fedio

1. Define read-only and read-write community stringsing the
snmp-server community command.

2. Enable SNMP traps, using tlsemp-server enable traps command.

3. Enable traps related to link status in the integfacsing thesnmp trap
link-status command,

After enabling the UUTs for SNMP read-only and remdte access, poll an
OID using thesnmpget command on a UNIX box (for example, poll for the
iftable to get a list of the interfaces on the et

If an SNMP trap-listener is configured, you shobklable to see the traps
sent by the UUT. You can simulate a link flap byezimg ashutdown
command, and then enteringia shutdown command. Configure the
address of the management station, usingsiingp-server host command.

Passed

Enable SYSLOG on the UUT for Management and Monitoring

Description
Test Setup

Procedure

Pass/Fail Criteria

Result

Syslog for management and monitoring
Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

1. Enable syslog on the UUTSs, using flegging command in global
configuration mode, and redirect it to a syslogveer

2. Enable syslog using tHegging host andlogging facility local5
commands accordingly.

Syslog messages from the router should be sefhetayslog server;
messages can be verified by comparing time stamps.

Passed

[ oL-19089-01
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Using Cisco CCP for Configuration and Monitoring of the UUTs

Description
Test Setup

Procedure

Pass/Fail Criteria

Result

Using CCP for router configuration and management

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

1.

Enter theip http server command on the UUT. CCP can reside on the
flash memory or on the PC connected to the network.

Use the CCP GUI to configure and monitor the UUdutan use the
CCP GUI to configure most features, including fieglxand VPN.

Log on to the UUTs using CCP, and use the GUI tfigore and monitor
the UUT and interfaces.

Passed

WAN Optimization Test Cases

Cisco WCCP Redirection

Description
Test Setup

Procedure

Pass/Fail Criteria

Result

Cisco WCCP redirection of TCP traffic to NME

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

1.

Enable Cisco WCCP redirection on the UUT for rediieg TCP flows
to the Cisco WAE module using these commands:

ip weep version 2
ip weep 61
ip weep 62

On the WAN interface, enter thp wccp redirect-out command to
redirect all the TCP traffic exiting the WAN intade to the Cisco WAE
module in the UUT. Enable Cisco WCCP on the Cisc&B\Mising the
wcep version 2 andwccp router-list commands.

Use the Bow weep command to verify the status on the NME, and use
the show ip wcep status command on the router.

Use theshow ip weep command to verify Cisco WCCP redirection.

Passed

Cisco WAE Automatic Discovery to Identify WAE Appliances

Description

Test Setup

Verify automatic Cisco WAE appliance discovery wit&P traffic

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

1.

TestCases WM

Enable Cisco WCCP on the router and on the NME astimned in the
Cisco WCCP Redirection test case.

Enable Cisco WCCP redirection on the UUT to redifB€P traffic to
the NM.

Initiate a Telnet session or TCP-based service filmenbranch to the
headquarters. This service should be able to gtarautodiscovery of
the Cisco WAE appliances.

Cisco WAE devices in the branch network should ble &0 automatically
discover the Cisco WAE appliance in the headquandren the TCP traffic
flows are redirected to the NM, using TCP options.

Passed

Cisco WAE Optimization Feature (TFO)

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Verify that the TFO feature is working for TCP tliafbetween the branch
and headquarters with and without introducing delay

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

1.

Set up Cisco WCCP redirection and enable the TR@ufe on the Cisco
WAE module on the UUT as mentioned in the previdiAsN
Optimization test cases.

Send stateful TCP traffic from the branch to heatprs, and monitor
whether the traffic is being optimized.

Use theshow statistics tfo command to check the statistics on the
NME-WAE.

Enable delay, using the PMOD router on the headgqumnetwork, and
run the traffic again. Measure the flow optimizatj@and compare the
two statistics (with and without delay).

TCP traffic should be redirected to the Cisco WARdule and optimized
successfully. Useshow commands on the Cisco WAE module to verify the
optimization.

Passed

Cisco WAAS, Cisco 10S Zone-based Firewall, and Cisco 10S IPS Interoperability

Description

Test Setup

Cisco WAAS with security feature interoperability

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure

Pass/Fail Criteria

Result

Cisco WAAS with NBAR

Description
Test Setup

Procedure

Pass/Fail Criteria

Result

Cisco WAAS with CIFS

Description

Test Setup

1. Configure Cisco WCCP redirection so that the TGRVH are redirected
to the Cisco WAE module on the UUT as mentionetheprevious test
cases.

2. Configure zone-based firewall as described in trevipus test cases.

3. Configure Cisco IOS Intrusion Prevention as desim the previous
test cases.

4, Send stateful TCP traffic from the branch networktbe UUT to the
headquarters data network.

5. Monitor the traffic, usingshow commands.

Verify that the TCP traffic is being optimized widhl other Cisco 10S
features being executed by ussippw commands listed in thH&isco Wide
Area Application Services Verification” section page 7

Passed

Interoperability between NBAR and Cisco WAAS
Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode

1. Set up NBAR on the UUT as described in previous cases. NBAR
policies are to mark traffic before it hits the CasWAE.

2. Pass TCP/UDP traffic from the branch to the headgus network.

3. \Verify that the NBAR policies are executed on tredftc flows and that
Cisco WAAS optimizes the traffic flows.

Traffic from the branch to headquarters should penized, and the NBAR
functionality should be verified.

Passed

Verify the CIFS feature on the Cisco WAAS

Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode
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TestCases WM

Procedure 1. Enable the CIFS feature on the Cisco WAE NM in théT and on the
appliance in the headquarters.

Clients on the LAN can safely overcome protocolgfie performance
limitations such as latency, data transfer, anddladth consumption.
With Cisco WAAS acceleration, remote office usexsaive LAN-like
access to centralized file server data, and wisitalinected mode of
operation, remote users retain continuous abitityetad files during
periods of prolonged disconnection.

2. Use the CIFS_BM benchmark tool to test CIFS optatiom and
measure the latency and delay in ms.

Pass/Fail Criteria CIFS caching should produce LAN-like access to $iever data with low
speed or delayed WAN links.

Result Passed

Cisco WAE with Data Redundancy Elimination

Description Verify the DRE feature on Cisco WAAS
Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode
Procedure 1. Enable the DRE feature on the Cisco WAE NM on th&Un the branch

and also on the appliance in the headquarters.

2. Pass TCP traffic from the branch to headquarté&es HTP traffic with
redundant data so that the directory is built uthviashes on the
storage.

3. Use theshow statistics dre command to check the DRE cache hit and
miss.

4. You can also monitor the DRE feature using the Gdmflanager GUI.

Pass/Fail Criteria The DRE feature is supposed to reduce the amoutnaffic traversing the
WAN. You can validate the DRE feature by passingilir traffic multiple
times and checking the WAN bandwidth usage.

Result Passed

Negative Test Case for DRE

Description Negative test case for DRE, reload the UUT on tlabh network

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure 1. In the Cisco WAE with Data Redundancy Eliminatiesttcase, we
verified that the DRE is working, and after sendirgffic for a while,
verified that the database is built up on both efidoad the UUT or
reload the NME WAE on the branch network.

2. The database should be flushed and rebuilt on $icis.
3. Verify usingshow commands on both sides.
Pass/Fail Criteria The existing database should be flushed and relwhién the UUT is

reloaded on the branch or headquarters side.

Result Passed

Cisco Unified CME Test Cases

SCCP Phone Registration to Cisco Unified CME

Description Register SCCP phones to the Cisco Unified CME

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

Procedure 1. Configure Cisco Unified CME on the branch routethwthe Cisco
Unified CME address belonging to the voice VLAN semt.
2. For the Cisco 3945 branch, configure the maximutmoges to be
50 phones.
3. Forthe Cisco 3925 branch, configure the maximutmoges to be
50 phones.
4. Configure dual lines and auto-registration for eatlthe phones.
5. Configure a TFTP server on the branch router ferphones to
download the firmware.
6. Configure a DHCP server on the branch router twipl® [P addresses
for Cisco IP Phone endpoints.
7. Register SCCP phones to Cisco Unified CME. Registeltiple phone
types such as 7960, 7962, 7965, 7971, 7975, 79867836 phones.
8. \Verify the configuration, using thghow telephony-service andshow
ephoneregistered commands.
Pass/Fail Criteria All the phones should successfully register to@igco Unified CME.
Result Passed
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TestCases WM

SIP Phone Registration to Cisco Unified CME

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

SCCP Local Calls

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Register SIP phones to Cisco Unified CME

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Configure Cisco Unified CME on the branch routethwthe Cisco
Unified CME address belonging to the voice VLAN samt.

2. For the Cisco 3945 branch, configure the maximutmoges to be
50 phones.

3. Forthe Cisco 3925 branch, configure the maximutmoges to be
50 phones.

4. Configure dual lines and auto-registration for eatlthe phones.

5. Configure a TFTP server on the branch router ferphones to
download the firmware.

6. Configure a DHCP server on the branch router twipl® IP addresses
for the Cisco IP Phone endpoints.

7. Register SIP phones to Cisco Unified CME. Registaltiple phone
types such as 7960, 7962, 7965, 7971, 7975, 79867836 phones.

8. Verify the configuration, using thghow voice register command.
All the phones should successfully register to@&co Unified CME.

Passed

Make calls between the SCCP phones registerecet€ibco Unified CME

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Make a call between two phones registered to tlsedCUnified CME.
2. \Verify ringback tone when the phone is ringing.
3. \Verify the voice path, and pass DTMF digits betwé®s phones.

Voice call should be successful with 100% path Tortion.

DTMF digit passing should successful.

Passed

[ oL-19089-01
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SIP Local Calls

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

PSTN Calls

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Make calls between the SIP phones registered t€tbeo Unified CME

Figure 1 on page,@rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Make a call between two phones registered to tlse@CUnified CME.
2. \Verify the ringback tone when the phone is ringing.
3. \Verify the voice path, and pass DTMF digits betwées phones.

The voice call should be successful with 100% pathfirmation.

DTMF digit passing should be successful.

Passed

Make calls between the IP Phones registered tooGisdfied CME to PSTN

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Configure a PRI trunk to the PSTN on the branchenou

2. Configure voice translation rules to translate im@ag calls from the
PSTN.

Make a call from a PSTN phone to the branch IP Bhon
Verify the ringback tone when the phone is ringing.
Verify the voice path, and pass DTMF digits.

Verify for both SCCP and SIP phones.

A L

Voice call should be successful with 100% path Tortion.

DTMF digit passing should be successful.

Passed

Branch to Headquarters Calls over the WAN with a SIP Trunk

Description

Test Setup

Make calls between the IP Phones registered tooQistfied CME in the
branch and IP Phones registered to Cisco Unifiedi€khe headquarters

Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure

Pass/Fail Criteria

Result

1.
8.

TestCases WM

Configure a SIP trunk over the WAN interface betwee
Cisco Unified CME and Cisco Unified CM.

Configure voice class with G.729 and G.711 as thdec options, with
the first choice being G.729, and the second chb&irg G.711.

Configure RFC 2833 for DTMF relay.
Associate the voice class to the SIP trunk diakpee

Make a call from an IP Phone in the branch to taé&hone in the
headquarters.

Verify the ringback tone when the phone is ringing.
Verify the voice path, and pass DTMF digits.
Verify for both SCCP and SIP phones.

Voice call should be successful with 100% path tortion.

DTMF digit passing should be successful.

Passed

Branch to Headquarters Calls over the WAN with an H.323 trunk

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Make calls between the IP Phones registered tooQistfied CME in the
branch and IP Phones registered to Cisco Unifiedi€khe headquarters

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1.

1.
8.

Configure an H.323 trunk over the WAN interfacevbeén
Cisco Unified CME and Cisco Unified CM.

Configure voice class with G.729 and G.711 as thdec options, with
the first choice being G.729, and the second chb&irg G.711.

Configure RFC 2833 DTMF relay.
Associate the voice class to the H.323 dial peer.

Make a call from an IP Phone in the branch to thé&hone in the
headquarters.

Verify the ringback tone when the phone is ringing.
Verify the voice path, and pass DTMF digits.
Verify for both SCCP and SIP Phones.

Voice call should be successful with 100% path tortion.

DTMF digit passing should be successful.

Passed
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Supplementary Services with Cisco Unified CME

Description Test the various supplementary features in Ciscii€thCME with all the
phones local to the branch

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

Procedure 1. Configure transfer system full-consult on the Cistafied CME.
2. Configure music on hold (MOH) to source from a fibeflash memory.

3. Verify call transfer full consult between phonesB\,and C, with C
being the transferrer; that is, make a call fronompd A to phone B, and
transfer the call to phone C.

4. Verify MOH on phone A during call transfer.
5. Configure transfer system full-blind on the Ciscaoified CME.

6. Verify call transfer full-blind between phones A, 81d C with C being
the transferrer, that is, make a call from phon® Ahone B, and transfer
the call to phone C.

1. Verify MOH on phone A during call transfer.

8. Configure call forward functionality by configurifigrward-to numbers
under the ephone-dns.

9. Verify call forward no answer to another ephoneecasion.

10. Verify call forward all to another ephone extension

Pass/Fail Criteria Voice call should be successful with 100% path tortion.
Call transfer full-consult should be successful.
Call transfer full-blind should be successful.
Call forward no answer should be successful.
Call forward all should be successful.
MOH should be heard.

Result Passed

Supplementary Services Between Phones in the Branch, Headquarters, and PSTN

Description Test the various supplementary features betweenggm the branch
registered to Cisco Unified CME, phones registeae@isco Unified CM,
and PSTN phones

Test Setup Figure 1 on page,@&rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Configure transfer system full-consult on the Cistified CME.
Configure MOH to source from a file in flash memory
Configure multicast MOH.

Eal L

Verify call transfer full-consult between phonesB,,and C with C
being the transferrer; that is, make a call fronompd A to phone B, and
transfer the call to phone C. Phone A is locatedéadquarters, Phone
B is located in the branch, and Phone C is in tB&N.

5. Verify MOH on phone A during call transfer.
6. Configure transfer system full-blind on the Ciscaoified CME.

7. Verify call transfer full-blind between phones A, &d C with C being
the transferrer; that is, make a call from phon® Aphone B, and transfer
the call to phone C.

8. Verify MOH on phone A during call transfer.

9. Configure call forward functionality for Cisco Unéld CME phones by
configuring forward-to numbers under the ephone-dns

10. Verify call forward no answer to another ephonee@asion.
11. Verify call forward all to another ephone extension

Voice call should be successful with 100% path Tortion.
Call transfer full-consult should be successful.

Call transfer full-blind should be successful.

Call forward no answer should be successful.

Call forward all should be successful.

MOH should be heard.

Passed

Call Conference in the Branch Cisco Unified CME

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test a three-party conference with the branch IBnehas the conference

initiator

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor

Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Make a three-party conference between a branchghmheadquarters
phone, and a PSTN phone, with the branch phonkeasdanference
initiator.

Conference call should be successful.

Passed
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Call Forward to Voice Mail

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test call forward to Cisco Unity Express with tranding on the
Cisco Unified CME

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Configure call forward on no answer or busy to eomail on the ephone
DNs of the IP Phones on the branch.

2. Set up Cisco Unity Express as the voice mail system

3. Configure DSP farm on the branch router for Cisaufiéd CME
transcoding to transcode G.729 codec to G.711-glasec.

4. Make a call from the headquarters phone to thediraihone that uses
the G.729 codec.

Make a branch phone busy.
Verify whether the call was forwarded to voice mail
Verify whether the MWI appears on the branch phone.

®© N o

Retrieve the voice mail from Cisco Unity Expressdigling the voice
mail from the branch phone.

9. Verify whether the MWI disappears once the messadeard.

The call should be forwarded to voice mail.

Cisco Unified CME transcoding resources shouldrveked when the call
is forwarded to voice mail, because Cisco Unity Eegs supports only the
G.711u-law codec.

The MWI light should appear when the message tsitef
Cisco Unity Express and should disappear once thesage is retrieved.

Passed

Video Call Between Branch and Headquarters

Description

Test Setup

Test a video call between the branch and headgsarsng either
Cisco Unified Video Advantage or the Cisco Unifi@dPhone 7985G.

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Make avideo call between the branch phone anti¢hequarters phone
using either Cisco Unified Video Advantage or thisd® Unified IP
Phone 7985G with H.263 for the video and G.711u-tagec for the
voice.

2. Test Hold and Resume on the Cisco Unified CME phone
3. Test mute.

4. Verify the voice and video path.

The voice and video path confirmation should be%00

When the Cisco Unified CME phone puts the call oldhthe headquarters
phone should hear MOH.

When the Cisco Unified CME phone mutes the ca#, likadquarters phone
should not hear anything, and the video shouldzee

Passed

T.38 Fax Between Branch and Headquarters

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test T.38 fax between the branch and headquarters

Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Configure T.38 fax on the branch router and T.38tfee Cisco Unified
CM.

2. Using a fax machine in the branch, send a multigagé¢o a fax machine
in the headquarters.

The fax should be received properly on the headquafax machine.

Passed

IP SLA VolP UDP Jitter Codec g711ulaw (Branch to HQ)

Description

Test Setup

VoIP UDP litter IP SLA codec g711lulaw

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Testing |

I Test Cases

Procedure 1.

Enable the IP SLA responder on the HQ router.
Configure the basic VolP UDP Jitter operation tgpmethe branch router.

Configure any options available, such as codedglélw, for the VolP
UDP Jitter SLAs operation type.

Configure the threshold conditions, if required.

Schedule the operation to run and let the openatim for enough of a
period of time to gather statistics.

Display and interpret the results of the operatising either the Cisco
IOS CLI or an NMS system with SNMP.

Pass/Fail Criteria To view and interpret the operational results o RISLA, use thehow ip
sla monitor statistics commando check the boundaries the limits, for
example:

ICP
0-3
4-1

14—
24—
34-43

IF Range MOS  Quality
Best
High
Medium

3
23

33 Low

P N W b~ O

Poor

Result Passed

Remote Phones on the Cisco Unified CME

Description Test remote phone support in the Cisco Unified CME

Test Setup Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

Procedure 1.

Register a remote phone to the Cisco Unified Civiauggh the Internet;
that is, the remote phone is located in the rene®vorker's home
office.

Configure the G.729 codec for remote phones.

Configure the media termination point (MTP) optiom the
Cisco Unified CME to terminate and originate RTRlgets from and to
the remote phone.

Configure DSP farm assist for the remote phoneaogcode G.729 calls
to G.711 calls.

Make a call from the remote phone to a branch IBneh
Verify the ringback tone when the phone is ringing.
Verify the voice path and also pass DTMF digits.
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Pass/Fail Criteria

Result

TestCases WM

The ringback tone should be heard.
The voice path confirmation should be 100%.
DTMF digit passing should be successful.

Passed

Cisco Unified CME with WAN Failure Scenario to Headquarters

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test the Cisco Unified CME functionality to the kdegaarters during WAN
failure

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor

Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Make a call between a branch IP Phone and a heaégsiédP Phone.
Make a call between a branch IP Phone and a PSBReph
Make a call between two branch IP Phones.

Eal

Bring down the WAN interface of the router.

During WAN failure the call between the branch IFoRe and the
headquarters IP Phone should be dropped; howéwerall between the IP
Phone and the PSTN phone and the call betweemwihné™ Phones in the
branch should be sustained.

Passed

Cisco Unified CME with IPsec over the WAN

Description

Test Setup

Procedure

Test Cisco Unified CME functionality with IPsec awbe WAN

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Configure IPsec over the WAN, and test with allegmf IPsec.
Make a video call from a branch IP Phone to a headegrs IP Phone.
Verify ringback.

Eal

Verify whether signaling, voice, and video packate encrypted and
decrypted properly.

5. Verify voice and video path, and pass DTMF digits.

[ oL-19089-01
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Pass/Fail Criteria Signaling, voice, and video packets should be grtexy and decrypted
properly.
The ringback tone should be heard when the remlobe rings.

The voice and video path confirmation should be%00

DTMF digit passing should be successful.

Result Passed

Cisco Unified CME with QoS and NBAR

Description Test Cisco Unified CME functionality with QoS andBAR applied to
signhaling and RTP packets

Test Setup Figure 1 on page,@&rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

Procedure 1.
2.

Configure the 8-class QoS model over the primaryNAiAterface.

Configure LLQ for voice and video traffic and albte X% and Y% of
the bandwidth for voice and video, but make sureta@xceed 33% of
the total bandwidth.

Configure 1P3Q3T on the Catalyst switch, and tthetCOS value
coming from the Cisco IP Phones.

Configure a DSCP value of CS3 on the SIP/H.323 jgéadr to give
priority to signaling traffic.

Make voice and video calls from branch IP Phonesgadquarters IP
Phones.

Verify whether the IP Phone marks the voice traffith a DSCP value
of EF.

Verify whether the Catalyst switch marks the vigeaekets with a DSCP
value of AF41.

Verify whether call signaling, voice, and videoffiraare classified
properly and put in priority queue.

Send more voice and video traffic to exceed thecalled bandwidth, and
verify whether voice and video traffic is dropped.
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Pass/Fail Criteria

TestCases WM

The IP Phone should mark the voice traffic with I5@lue of EF.

The IP Phone should mark SCCP signaling trafficvidSCP value of CS3.
The Catalyst switch should trust the COS value radry IP Phone.
Catalyst switch should remark the video trafficAB41.

QoS on the router should properly classify signglimoice, and video
packets, based on their DSCP value.

Voice and video should get strict priority queuingatment; that is, adhering
voice and video traffic should be sent out firstgd @xceeding voice and video
traffic should be dropped.

Result Passed
Cisco Unified CME with ZPF
Description Test Cisco Unified CME functionality with ZPF
Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
Procedure 1. Configure ZPF, with data and voice VLANSs in thevRie zone and with

Pass/Fail Criteria

Result

WAN interface in the Public zone.

2. Configure a policy to inspect router-generated $1B23, and RTP
traffic from system-defined self-zone to Public zpand vice versa.

3. Configure access lists to allow calls originatech@adquarters through
the firewall.

4. Make a voice call from a branch IP Phone to a haadegrs IP Phone.
5. Verify the ringback tone.

6. Verify the voice path and pass DTMF digits.

ZPF should inspect call signaling and RTP packetsapen holes for the
return traffic.

The ringback tone should be heard.

The voice path confirmation should be 100%.

DTMF digit passing should be successful.

Passed

Cisco Unified CME Remote Phones with ZPF

Description

Test Setup

Test Cisco Unified CME remote phone support withH=ZP

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure 1. Configure ZPF, with data and voice VLANSs in thevRte zone and
WAN interface in the Public zone.

2. Configure a policy to inspect router generated $1B23, and RTP
traffic from system-defined self-zone to Public 2pand vice versa.

3. Configure a policy to inspect SCCP traffic for tleemote phone.

4. Configure an access list to allow incoming SCCP Bmé traffic from a
remote phone to the Cisco Unified CME.

5. Configure MTP on the Cisco Unified CME.
6. Configure DSP farm assist for the remote phone.

7. Configure an access list to allow calls originaitetieadquarters through
the firewall.

8. Make a voice call from a remote IP Phone to a bndifcPhone.
9. Verify the ringback tone.
10. Verify the voice path and pass DTMF digits.

11. When the call is verified, transfer the call, usfng-consult transfer, to
a headquarters, with the branch phone being tmsfearer. Commit the
transfer.

12. Verify whether the transfer completes.

13. Verify whether the voice path between the remoterghand the
headquarters phone is set up.

14. Verify DTMF digit passing.

Pass/Fail Criteria ZPF should open holes for SCCP traffic for remdtene registration.

ZPF should inspect call signaling and RTP packetsa@pen holes for the
return traffic.

The ringback tone should be heard.

The voice path confirmation should be 100%.
DTMF digit passing should be successful.
Transfer should be successful.

Result Passed

Cisco Unified CME Failover with Secondary Cisco Unified CME

Description Test Cisco Unified CME failover to a secondary @isénified CME

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure

Pass/Fail Criteria

Result

TestCases WM

1. Set up Cisco Unified CMEs on two branch routerskenane of the
routers the primary Cisco Unified CME, and make thieer the
secondary.

2. Register all the phones to the primary Cisco Undif@ME.

3. \Verify in the phone network configuration whetheath
Cisco Unified CMEs exist.

Make a call between the branch IP Phone and theédueaiters IP Phone.
Make a call between the branch IP Phone and anbtlaecch IP Phone.
Bring down the primary Cisco Unified CME by reloadithat router.

N e a &

Verify whether all the phones register to the setzog Cisco Unified
CME.

8. \Verify the status of active calls.
9. Verify MWI status of phones with active voice mail.

10. Verify whether the phones fall back to the prim&igco Unified CME
when it comes back up.

When the primary Cisco Unified CME fails, all thbgnes with no active
calls should immediately register to the secondaisco Unified CME.

For phones with active calls over the WAN to heaatters or the PSTN,
those calls should be dropped. The phones shoutteohately register to the
secondary Cisco Unified CME.

For phones with active calls local to the brantiose calls should be
sustained. When those calls complete, those pheimasd register to the
secondary Cisco Unified CME.

Phones with active voice mail should lose their MWI
When the primary Cisco Unified CME comes up, a# thones should
register to primary Cisco Unified CME.

Passed

Baseline Features Plus Cisco Unified CME

Description

Test Setup

Test baseline features plus Cisco Unified CME

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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I Test Cases

Procedure 1.

10.

1.

Enable all baseline features as described irCihimplete Baseline Test
test case.

Configure a primary Cisco Unified CME and a secandanified CME.
Register all the phones to the primary Cisco Udifie@ME.

Make voice and video calls between branch IP Phandsheadquarters
IP Phones.

a. Verify the ringback tone, verify the voice and vadpath, and pass
DTMF digits.

Make voice calls between branch IP Phones and B@iies.

a. Verify the ringback tone, verify the voice pathdapass DTMF
digits.

Make voice calls between branch IP Phones.

a. Verify the ringback tone, verify the voice pathdapass DTMF
digits.

Make a 4-party conference call with a branch IPih@ branch FXS

phone, a headquarters IP Phone, and a PSTN phadhe asnference
participants.

a. Verify that when the conference initiator leaves ttonference, all
the parties are dropped.

Make a call from a headquarters IP Phone to a bréiAdhone, which
is busy.

a. Verify whether the headquarters IP Phone is abledee voice mail.
b. Verify whether Cisco Unified CME transcoding is oked.

c. Verify whether the branch phone receives an MWI.

Retrieve voice mail from branch IP Phones.

a. Verify whether MWI changes status once the voicél massages
are retrieved.

Make a call from a remote Cisco Unified CME phoaatbranch IP
Phone.

a. Verify the ringback tone, verify the voice pathdapass DTMF
digits.
Verify supplementary services.
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Pass/Fail Criteria

Result

TestCases WM

The voice and video path confirmation should be%00

Cisco Unified CME transcoding gets invoked for dedinsfers to voice mail,
with the calling party being in headquarters.

DSP farm assist gets invoked for remote phones.

The MWI light should turn on when voice mail messagre left and should
turn off when the voice mail messages are retrieved

The conference call should be successful.

Supplementary services such as call transfer ahdosvard should be
successful.

Passed

Cisco Unified SRST Test Cases

SCCP Phone Registration to Cisco Unified CM

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Register IP Phones in the branch to the Cisco Bdi€M located in the
headquarters using SCCP

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. For the Cisco 3945 branch, register 100 phonesisgodUnified CM.
For the Cisco 3925 branch register 100 phones sadCuUnified CM.
Use Cisco Unified CM bulk registration utility tegister all the phones.
Configure regions in Cisco Unified CM for each becan

Configure dual lines for each phone.

o o1 B w N

Configure the TFTP server as the Cisco Unified @\hie branch router
that is used to download the firmware.

7. Configure a DHCP server on the branch router twipl® [P addresses
to IP Phone endpoints.

8. Register SCCP phones to Cisco Unified CM. Registeltiple phone
types such as 7960, 7962, 7965, 7971, 7975, 79867836 phones.

All the phones should successfully register to@igco Unified CM.

Passed

[ oL-19089-01
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I Test Cases

Services Ready Small Branch Network System Assurance Guide
6-1 08

SIP Phone Registration to Cisco Unified CM

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

SIP Local Calls

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Register IP Phones in the branch to the Cisco Edifi
Communications Manager, located in the headquausirgg SIP

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. For the Cisco 3945 branch, register 100 phonesisgodUnified CM.
2. For the Cisco 3925 branch, register 100 phonesisgodCUnified CM.

3. Use the Cisco Unified CM bulk registration utility register all the
phones.

4. Configure regions in the Cisco Unified CM for edmtanch.
5. Configure dual lines for each of the phones.

6. Configure a TFTP server as the Cisco Unified
Communications Manager in the branch router forghenes to
download the firmware.

7. Configure a DHCP server on the branch router twipl® [P addresses
to IP Phone endpoints.

8. Register SIP phones to Cisco Unified CM. Registeltiple phone types
such as 7960, 7962, 7965, 7971, 7975, 7985, anfl gAGnes.

All the phones should successfully register to@igco Unified CM.

Passed

Make calls between the SIP phones registered t&€tbeo Unified CM

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Make a call between two phones registered to tlseCUnified CM.
2. \Verify the ringback tone when the phone is ringing.
3. \Verify the voice path, and pass DTMF digits betwé®s phones.

The voice calls should be successful with 100% pattfirmation.
DTMF digit passing should be successful.

Passed
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SCCP Local Calls

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

TestCases WM

Make calls between the SCCP phones registerecet€ibco Unified CM.

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Make a call between two phones registered to tlse@CUnified CM.
2. \Verify the ringback tone when the phone is ringing.
3. \Verify the voice path, and pass DTMF digits betwées phones.

The voice call should be successful with 100% pathfirmation.

DTMF digit passing should be successful.

Passed

PSTN Calls with SIP Gateway

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Make calls between the IP Phones registered tooQistfied CM and PSTN
phones

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure a PRI trunk to the PSTN on the branchenou

2. Configure voice translation rules to translate im@ag calls from the
PSTN.

3. Configure a SIP trunk between the branch router@isdo Unified CM.
4. Register the branch router as a SIP gateway inddistfied CM.

5. Configure a autoattendant in Cisco Unified CM timatudes route lists,
route groups, and route pattern.

6. Make a call from a PSTN phone to the branch IP Bhon
1. Verify the ringback tone when the phone is ringing.
8. \Verify the voice path, and pass DTMF digits.

The voice call should be successful with 100% mathfirmation.

DTMF digit passing should be successful.

Passed

[ oL-19089-01
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PSTN Calls with H.323 Gateway

Description Make calls between the IP Phones registered tooQisdfied CM to PSTN

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure a PRI trunk to the PSTN on the branchenou
2. Configure voice translation rules to translate im@ag calls from the
PSTN.
3. Configure an H.323 trunk between the branch roatet Cisco Unified
CM.

4. Register the branch router as an H.323 gatewayisndQUnified CM.

5. Configure a autoattendant in Cisco Unified CM timatudes route lists,
route groups, and route pattern.

6. Make a call from a PSTN phone to the branch IP Bhon
1. Verify the ringback tone when the phone is ringing.
8. \Verify the voice path, and pass DTMF digits.

Pass/Fail Criteria The voice call should be successful with 100% mathfirmation.

DTMF digit passing should be successful.

Result Passed

Branch to Headquarters Calls over the WAN

Description Make calls between the branch IP Phones register&€isco Unified CM
and IP Phones registered to Cisco Unified CM inhbadquarters
Test Setup Figure 2 on page,&rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
Procedure 1. Make a call from an IP Phone in the branch to #é&hone in the
headquarters.
2. \Verify the ringback tone when the phone is ringing.
3. \Verify the voice path, and pass DTMF digits.
4. Verify for both SCCP and SIP Phones.

Pass/Fail Criteria The voice call should be successful with 100% pathfirmation.

DTMF digit passing should be successful.

Result Passed
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TestCases WM

Supplementary Services Between Phones in Branch, Headquarters, and PSTN

Description Test the various supplementary features betweengshm the branch
registered to Cisco Unified CM, phones in headrartegistered to
Cisco Unified CM, and PSTN phones

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure the branch router as a SIP gateway.
2. Configure multicast MOH on Cisco Unified CM.

3. Enable PIM-SM on the branch router and headencerputith the
headend router as the RP.

4. Verify call transfer full-consult between phoneglacated in
headquarters), B (located in the branch), and CilferPSTN) with C
being the transferrer; that is, make a call fronompd A to phone B, and
transfer the call to phone C.

5. Verify MOH on phone A during call transfer.

6. Configure call forward functionality for IP Phonbg configuring
forward-to numbers in the phone configuration i€ Unified CM.

1. Verify call forward no answer to another IP Phomésasion.
8. Verify call forward all to another IP Phone extesi

Pass/Fail Criteria The voice call should be successful with 100% mathfirmation.
Call transfer full-consult should be successful.
Call forward no answer should be successful.
Call forward all should be successful.
MOH should be heard.

Result Passed

Call Conference in the Branch

Description Test a three-party conference with the branch IBnehas the conference
initiator
Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

Pass/Fail Criteria

Result

Call Forward to Voice Mail

Description

Test Setup

Configure DSP farm conferencing on the branch motdautilize the
DSP resources in the branch router for conferencing

Configure a media resources group for conferenadénCisco Unified
CM.

Add the branch router DSP farm resource to the meg$ource group.
Register the DSP farm to the Cisco Unified CM.

Make a three-party conference between a branchehweadquarters
phone, and a PSTN phone, with the branch phonkeasdnference
initiator.

Verify whether DSP farm conferencing resourcesti§zed, using the
show dspfarm andshow sccp connections commands.

Conference call should be successful.

The DSP farm resources on the branch router shosildtilized for
conferencing.

When the conference initiator drops the call, b# parties should drop out
of the conference.

Passed

Test call forward to Cisco Unity Express with DS#rh transcoding

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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TestCases WM

Procedure 1. Setup Cisco Unity Express on the branch routerragister Cisco Unity
Express to Cisco Unified CM using JTAPI.

2. Configure CTI ports on Cisco Unified CM.

3. Configure call forward on no answer or busy to womgail in the device,
phone configuration in Cisco Unified CM.

4. Configure DSP farm transcoding on the branch rotddranscode
G.729 codec to G.711ulaw codec.

5. Configure a media resource group for transcodetisto Unified CM,
and add the branch DSP farm transcoding resourtteetmedia resource
group.

6. Make a call from the headquarters phone to theddrghone using the
G.729 codec.

7. Make the branch phone busy.

8. Verify whether the call was forwarded to voice mail

9. Verify whether MWI appears on the branch phone wthenvoice mail
is left.

10. Retrieve the voice mail from the Cisco Unity Expdyy dialing the
voice mail from the branch phone.

11. Verify whether the MWI disappears when the mesdadeeard.

Pass/Fail Criteria The call should be forwarded to voice mail.

The DSP farm transcoding resources should be irvekeen the call is
forwarded to voice mail, since Cisco Unity Expresgpports only the
G.71u-law codec.

The MWI light should appear when the message tsihe€isco Unity
Express and should disappear when the messagtieveal.

Result Passed

Phone Registration During Cisco Unified Survivable Remote Site Telephony (Cisco Unified SRST)

Description Test IP Phone registrations during Cisco UnifiedS§Rnode

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01

Services Ready Small Branch Network System Assurance Guide [



System Testing |

I Test Cases

Procedure

Pass/Fail Criteria

Result

1. Initially register all the branch phones to Ciscoified CM.
2. Configure Cisco Unified SRST in the branch router.

3. Configure Cisco Unified SRST in Cisco Unified CM the branch
router.

4. Make calls between branch phones and headquatiereg, local calls,
and calls from the branch to the PSTN.

5. Bring down the WAN interface or bring down Ciscoitied CM by
shutting it down.

6. Verify the state of active calls during WAN/Ciscaifled CM failure.
1. Verify whether all the phones register to Cisco figd SRST.

8. Bring up the Cisco Unified CM after about 10 mimtand verify
whether all the phones register to Cisco UnifiedrBrunications
Manager.

Phones with no active calls should immediately stagito
Cisco Unified SRST.

Phones with active calls to headquarters shoulg tilie call and register to
Cisco Unified SRST.

Local calls and calls to the PSTN should be susthifWhen the call
completes, those phones should register to CisdiddniSRST.

All the phones should immediately register to Citfrified CM when it
comes up.

Passed

Local and PSTN Calls in Cisco Unified SRST Mode

Description

Test Setup

Procedure

Test local and PSTN calls in Cisco Unified SRST mod

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure MOH to source audio files from flash mamo

Make locals calls, and make calls to the PSTN.

Verify the ringback tone.

Verify the voice path, and pass DTMF digits.

Place local calls on hold for 30 seconds, and tiesame the call.

o e B W N

Place PSTN calls on hold for 30 seconds, and teeame the call.

Services Ready Small Branch Network System Assurance Guide



| System Testing

TestCases WM

Pass/Fail Criteria The ringback tone should be heard.
The voice path confirmation should be 100%.
DMTF digit passing should be successful.
Local call hold/resume should be successful.
PSTN call hold/resume should be successful.
Locals call should hear tone on hold.
PSTN callers should hear music on hold.

Result Passed

Supplementary Services in Cisco Unified SRST Mode

Description Test supplementary services such as call transfedscall forwards in
Cisco Unified SRST mode

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Configure transfer system full-consult on the Cistaified SRST.
2. Configure MOH to source from a file in flash memory
3. Configure Multicast MOH.
4. Verify call transfer full-consult between phonesB\,and C with C

being the transferrer; that is, make a call fronompd A to phone B, and
transfer the call to phone C. Phone C and phoneeBogated in the
branch, and phone A is in the PSTN.

Make a call from phone A to phone B, and transifier ¢all to phone C.
Verify MOH on phone A during call transfer.
Configure transfer system full-blind on the Ciscaoified SRST.

®© N o

Verify call transfer full-blind between phones A, &d C, with C being
the transferer; that is, make a call from phon® Ahone C, and transfer
the call to phone B.

9. Verify MOH on phone A during call transfer.

10. Configure call forward functionality for the Cistinified SRST phones.
11. Verify call forward no answer to another ephonee@sion.

12. Verify call forward all to another ephone extension
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Pass/Fail Criteria The voice call should be successful with 100% pathfirmation.
Call transfer full-consult should be successful.
Call forward no answer should be successful.
Call forward all should be successful.
MOH should be heard.

Result Passed

Call Forward to Voice Mail in Cisco Unified SRST Mode

Description Test call forward to Cisco Unity Express with tranding on the Cisco
Unified CME
Test Setup Figure 1 on page,@&rivate WAN, Cisco Unified CME Modeor

Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
Procedure 1. Configure call forward on no answer or busy to eoinail in
Cisco Unified Communications Manager phone configjon.
Go to Cisco Unified SRST mode.
Set up Cisco Unity Express as the voice mail system
Make a call from the PSTN phone to a busy branaimph
Verify whether the call was forwarded to voice mail
Verify whether MWI appears on the branch phone.

N e o B w N

Retrieve the voice mail from Cisco Unity Expressdigling the voice
mail from the branch phone.

8. Verify whether the MWI disappears when the mesdadeeard.

Pass/Fail Criteria The call should be forwarded to voice mail.

The MWI light should appear when the message isitef
Cisco Unity Express and should disappear when tagsage is retrieved.

Result Passed

Call Conference in Cisco Unified SRST Mode

Description Test a three-party conference with the branch IBnehas the conference
initiator
Test Setup Figure 2 on page,&rivate WAN, Cisco Unified SRST Modw

Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

Procedure 1. Make a three-party conference call between two ¢higrhones and a
PSTN phone, with one of the branch phones as théeoence initiator.
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Pass/Fail Criteria

Result

TestCases WM

The conference call should be successful.

Passed

Branch to Headquarters Calls with IPsec over the WAN

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test branch to headquarters calls with IPsec dveMWWAN

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Configure IPsec over the WAN, and test with allégf IPsec.

2. Register the branch phones to the Cisco Unified
Communications Manager.

3. Make a video call from a branch IP Phone to a headers IP Phone.
4. Verify the ringback tone.

5. Verify whether signaling, voice, and video packats encrypted and
decrypted properly.

6. Verify voice and video path, and pass DTMF digits.

Signaling, voice, and video packets should be gitexy and decrypted
properly.

The ringback tone should be heard when the remiobag rings.

The voice and video path confirmation should be%00

DTMF digit passing should be successful.

Passed

Branch to Headquarters Voice and Video Calls with QoS and NBAR

Description

Test Setup

Test branch to headquarters voice and video cdtls @oS and NBAR
applied to signaling and RTP packets

Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure 1. Configure the 8-class QoS Model over the primaryNMterface.

2. Configure LLQ for voice and video traffic, and atlate X% and Y% of
the bandwidth for voice and video, but make sureta@xceed 33% of
the total bandwidth.

3. Configure 1P3Q3T on the Catalyst switch, and tthetCoS value
coming from the Cisco IP Phones.

4. Configure a DSCP value of CS3 on the SIP/H.323 pkadr to give
priority to signaling traffic.

5. Register the branch phones to the Cisco Unified @amications

Manager.

6. Make voice and video calls from branch IP Phonesetadquarters IP
Phones.

7. Verify whether the IP Phone marks the voice traffith a DSCP value
of EF.

8. Verify whether the Catalyst switch marks the vigeeekets with a DSCP
value of AF41.

9. Verify whether call signaling, voice, and videoffiais classified
properly and put in priority queue.

10. Send more voice and video traffic to exceed thecalled bandwidth, and
verify whether voice and video traffic is dropped.

Pass/Fail Criteria The IP Phone should mark the voice traffic with @dP value of EF.
The IP Phone should mark SCCP signaling trafficweiDSCP value of CS3.
The Catalyst switch should trust the COS value radry the IP Phone.
The Catalyst switch should re-mark the video taf6 AF41.

QoS on the router should properly classify signglivoice, and video
packets, based on their DSCP values.

Voice and video traffic should receive strict pitgrqueuing treatment; that
is, adhering voice and video traffic should be sauntfirst, and exceeding
voice and video traffic should be dropped.

Result Passed

Branch to Headquarters Voice and Video calls with ZPF

Description Test Cisco Unified CME functionality with ZPF

Test Setup Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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TestCases WM

Procedure 1. Configure ZPF with data and voice VLANS in the Riti¥ zone and WAN
interface in the Public zone.
2. In the Private-Public zone policy, add statemeatsmspect SCCP and
SIP signaling the traffic from the phones, and addess lists to all
incoming calls to the branch from headquarters.
3. Make a voice call from a branch IP Phone to a haadegrs IP Phone.
4. \Verify the ringback tone.
5. Verify the voice path, and pass DTMF digits.
Pass/Fail Criteria ZPF should inspect call signaling and dynamicapgio holes for RTP
packets.

The ringback tone should be heard.

The voice path confirmation should be 100%.

DTMF digit passing should be successful.

Result Passed

Baseline Features Plus Cisco Unified Communications Manager

Description Test baseline features plus Cisco Unified Commuiooa Manager

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure 1. Enable all baseline features as described irCthmplete Baseline Test
test case.

2. Register all the phones to the primary Cisco Uuifie
Communications Manager.

3. Register all DSP farm transcoding and conferencaspurces to
Cisco Unified Communications Manager.

4. Make voice and video calls between branch IP Phandsheadquarters
IP Phones.

a. Verify the ringback tone, verify the voice/videotpaand pass
DTMF digits.

5. Make voice calls between branch IP Phones and R3Wixes.
a. Verify the ringback tone, verify the voice pathdapass DTMF
digits.
6. Make voice calls between branch IP Phones.
a. Verify the ringback tone, verify the voice pathdapass DTMF
digits.
1. Make a four-party conference call with a branchiPlibne, a branch FXS

phone, a headquarters IP Phone and a PSTN phahe asnference
participants.

a. Verify that when the conference initiator leaves ttonference, all
the parties are dropped.

b. Verify whether DSP farm conferencing resourcesdikzed.

8. Make a call from a headquarters IP Phone to a réBdPhone that is
busy.

a. Verify whether the headquarters IP Phone is abledee voice mail.
b. Verify whether DSP farm transcoding gets invoked.
c. Verify whether the branch phone receives an MWI.

9. Retrieve the voice mail messages from the brandPhénes.

a. Verify that MWI changes status when the voice madglssages are
retrieved.

10. \erify supplementary services.

Pass/Fail Criteria Voice and video path confirmation should be 100%.

DSP farm transcoding is invoked for call transfersroice mail when the
calling party is in headquarters.

The MWI light should turn on when voice mail messsg@re left and should
turn off when the voice mail messages are retrieved

Conference call should be successful.
Supplementary services such as call transfers alhdarwards should be
successful.

Result Passed
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RSVP Agent in SRST Router-HQ to Branch Call with Phones Registered to Cisco Unified CM

Description

Test Setup

Procedure

Pass/Fail Criteria

Result

Test calls between the IP Phones in the HQ to phoeggstered in the branch
in centralized call control deployment scenariohdRSVP agent enabled in
HQ and WAN router

Figure 1 on page,@rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode

1. Enable SCCP and configure transcoder/MTP profiltnlSVP and
coded pass-through in SRST branch router and WANeroin HQ.

2. Register both the transcoder and MTP to Cisco EdifcM.
3. Configure HQ and branch phones in different locagio

4. Configure RSVP policy as mandatory for voice andled calls in Cisco
Unified CM.

5. Make a voice call from the HQ phone to a branchngho
6. Make a video call from the HQ phone to a branchrgho

7. Make multiple voice calls from the HQ to the bransh that the voice
bandwidth is consumed.

8. Make a new voice call.

Verify that an RSVP reservation is made and thah oice and video calls
are successful.

Verify the voice path and pass DTMF.

Verify that both SCCP and SIP Phones work properly.

Verify RSVP reservation fails and the call is natsessful when the
bandwidth is consumed.

Passed

RSVP Agent with Application ID in SRST Router—HQ to Branch Call with Phones Registered to Cisco Unified CM

Description

Test Setup

Make calls between the IP Phones registered tooCisified CM in the HQ
and IP Phones registered to Cisco Unified CME mthanch with RSVP
agent configured

Figure 1 on page,@rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure 1. Enable SCCP and configure transcoder/MTP profildnRSVP and
coded pass-through in SRST branch router and WANeroin HQ.

2. Configure the RSVP application ID for voice andetdcalls and specify
the bandwidth to be 384 for video.

3. Register both the transcoder and MTP to Cisco EdiftM.
4. Configure HQ and branch phones in different locagio

5. Configure RSVP policy as mandatory for voice andiea calls in Cisco
Unified CM.

6. Make a voice call from the HQ phone to a branchngho
7. Make a video call from the HQ phone to a branchrgho

Pass/Fail Criteria Verify that an RSVP reservation is made and thahboice and video calls
are successful.

Verify that the second video call fails becauselthrdwidth is configured in
application ID for video.

Verify the voice path and pass DTMF.

Verify that both SCCP and SIP phones work properly.

Verify that RSVP reservation fails and that thd hot successful when the
bandwidth is consumed.

Result Passed

RSVP Agent—HQ to Branch Call with H.323 Trunk

Description Make calls between the IP Phones in HQ to phongistexed in the branch
in centralized call control deployment scenarichdSVP agent enabled and
with application ID in HQ and WAN router

Test Setup Figure 1 on page,&rivate WAN, Cisco Unified CME Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Mode
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Procedure 1. Configure H.323 trunk over the WAN interface betwegisco Unified
CME and Cisco Unified CM

2. Enable SCCP and configure transcoder/MTP profildnWRSVP and
coded pass-through in SRST branch router and WANeroin HQ.

3. Register both the transcoder and MTP to Cisco EdifcM.

4. Configure RSVP policy as mandatory for voice anded calls in
Cisco Unified CM.

5. Configure voice class with G.729 and G.711 as thgec options, with
the first choice being G.729 and second choicedh@&@rv11.

6. Associate the voice class to the H.323 dial peer.
7. Make a voice call from the HQ phone to a branchngho
8. Make a video call from the HQ phone to a branchrgho
9. Make multiple voice calls from the HQ to the brarsththat the voice
bandwidth is consumed, and then make a new voite ca
Pass/Fail Criteria Verify that an RSVP reservation is made and thahbvoice and video calls

are successful.

Verify the voice path and pass DTMF.

Verify that both SCCP and SIP phones work properly.

Verify that the RSVP reservation fails and the ¢athot successful when the
bandwidth is consumed.

Result Passed

Performance Test Cases

Baseline Performance Test

Description Enable all the baseline services in the branchheratiend routers. The
baseline features include BGP routing, OSPF/EIG&RRimg, IPsec using
DMVPN or GETVPN, ZPF, NAT, IPS, QoS, NBAR, ACL, Ndbw, DHCP,
AAA RADIUS server, NTP, syslog, SNMP, PIM-v2, an@dMP v2.

Configure L2 and L3 switching on the access anttithstion layer switches.

Test Setup Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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I Test Cases

Procedure

10.

Before the start of the test, measure the CPUzatilbn and memory
utilization of the router.

Use the following traffic profile.

e HTTP: 75% of the traffic

e FTP: 10% of the traffic

e SMTP: 10% of the traffic

¢ DNS: 5% of the traffic

For HTTP, use two different object sizes:

e 16-KB object size for large HTML files (10 URLS)
e 4-KB object size for transactional type data

For FTP, use a 1-MB file size.

For SMTP, use a 4-KB fixed object size.

For DNS, use 89 bytes.

Start the traffic to achieve line rate on the prign®/AN interface.

Record the router performance metrics such as QPatessor and 1/0
memory utilization, and LAN/WAN throughput.

Do not generate any threats to the router durimgprformance test.

Start adding the features incrementally and meagear®mrmance. Take
at least five measurements, 3 minutes apart, beéforéng on the next
feature.

When all the features are added, check whetheraer CPU
utilization is less than or equal to 75% with lnage traffic. If it is greater
than the 75%, tune the traffic to reach 75% CPUWUaatiion, with a
tolerance of +/- 2%.

At 75% CPU utilization, take performance readinfishe router every
3 minutes for a duration of 1 hour.

Stop all traffic at the end of the hour. Wait fdroaut 30 minutes, and take
router memory readings. Use tileow memory debug leaks command
to determine whether there were any memory leakinduhe test.

Collect the following performance readings:

¢ Router CPU utilization at 5 seconds, 1 minute, amdinutes, using
the show proc cpu command

¢ Router memory, using th@ow mem free andshow proc mem
commands

¢ Interface statistics, using tlshow interface summary command

e Cisco Express Forwarding switching statistics, ggime show
interfaces stats command

Services Ready Small Branch Network System Assurance Guide



| System Testing

Procedure (continued)

Pass/Fail Criteria

Result

TestCases WM

11. Also record the following feature-specific measuests:
¢ QoS:show policy-map interface command
¢ IPsec:show crypto engine connections active command
e ZPF:show policy-map typeinspect command
¢ NAT: show ip nat statistics command
¢ NetFlow:show ip cache flow command
¢ Multicast:show ip mroute count command
¢ NBAR: show ip nbar protocol-discovery command
e IPS:show ip ips statistics command

There are no router tracebacks.

There are no router memory leaks.

There are no router crashes.

Most of the traffic should be Cisco Express Forvilagdswitched.

Passed

Baseline Plus Voice Performance Test with Cisco Unified CME

Description

Test Setup

Enable all the baseline services in the branchheratiend routers. The
baseline features include BGP routing, OSPF/EIG&RRimg, IPsec using
DMVPN or GETVPN, ZPF, NAT, IPS, QoS, NBAR, ACL, Nbw, DHCP,
AAA RADIUS server, NTP, syslog, SNMP, PIM-v2, an@MP v2.

Configure L2 and L3 switching on the access anttithistion layer switches.
Enable QoS on the L3 distribution switches.
Enable Cisco Unified CME on the branch router.

Measure the performance of the branch router imseof CPU utilization,
throughput of WAN and LAN interfaces, and procesand IO memory
consumption.

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modeor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

[ oL-19089-01
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I Test Cases

Procedure 1. Before the start of the test, measure the CPUzatilbn and memory
utilization of the router.

Register 50 phones to Cisco Unified CME on the €i3845 platform.
Register 30 phones to Cisco Unified CME on the €i3825 platform.
Configure dual lines for all the phones.

e B w DN

Use the following voice traffic profiles:

e For T3 WAN bandwidth or Gigabit Ethernet WAN ratmited to
50 Mb/s

— On the Cisco 3945 platform:
12 voice calls over WAN with G.711u-law codec
2 384k H.263 video calls over WAN
2 calls with transcoding (DSP farm assist)
2 three-party conferences
4 calls to PSTN over PRI
20 local calls

— On the Cisco 3925 platform:
6 voice calls over WAN with G.711u-law codec
1 384k H.263 video call over WAN
2 calls with transcoding
1 three-party conference
3 calls to PSTN over PRI
10 local calls

e For 4 T1 or 8-Mb/s bandwidth:

— On the Cisco 3945 platform:
12 voice calls over the WAN with G.729r8 codec
1 384-KB video call over the WAN
2 transcoding sessions
1 three-party conference
20 local calls

— On the Cisco 3925 platform:
6 voice calls over the WAN with G.729r8 codec
1 384-KB video call over the WAN
2 transcoding sessions
1 three-party conference
10 local calls

¢ Call duration of voice and video calls is 180 set®with intercall delay
of 10 seconds.

e Call duration for conferences is 10 minutes.
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Procedure (continued)

Pass/Fail Criteria

Result

6.

10.

TestCases WM

Use the following data traffic profile:

e HTTP: 75% of the traffic

e FTP: 10% of the traffic

e SMTP: 10% of the traffic

¢ DNS: 5% of the traffic
For HTTP, use two different object sizes:

e 16-KB object size for large HTML files (10 URLS)
e 4-KB object size for transactional type data (10LdR
For FTP, use a 1-MB file size.

For SMTP, use 4-KB fixed object size.

For DNS, use 89 bytes.

Start all the voice and video calls. When the clh#ige stabilized, take a
couple of CPU measurements 3 minutes apart. Stahealoice and
video traffic.

Start the data traffic and take a CPU utilizatioeasurement after
stabilization. The CPU utilization measurement dtidae very close to
75% as measured in the baseline performance test.

Adjust the data traffic throughput to accommoddtédhee voice and
video traffic, while maintaining 75% CPU utilizatioWhen the router
has stabilized, take performance readings for athdutur, and stop all
the traffic. Wait for about 30 minutes to recore tnemory readings.

In addition to the metrics mentioned in tAaseline Performance Test
collect the following metrics:

e Calls-per-second rate
¢ \oice and video call completion rate
e Throughput in bits per second

There are no router tracebacks.

There are no router memory leaks.

There are no router crashes.

Most of the traffic should be Cisco Express Forviagdswitched.

Passed

[ oL-19089-01
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I Test Cases

Baseline Plus Voice Performance Test with Cisco Unified CM and Cisco Unified SRST

Description

Test Setup

Enable all the baseline services in the branchteeadlend routers. The
baseline features include BGP routing, OSPF/EIG&RRimg, IPsec using
DMVPN or GETVPN, ZPF, NAT, IPS, QoS, NBAR, ACL, Ndbw, DHCP,
AAA Radius server, NTP, syslog, SNMP, PIM-v2, a@&MP v2.

Configure L2 and L3 switching on the access anttithistion layer switches.
Enable QoS on the L3 distribution switches.
Enable Cisco Unified SRST on the branch router.

Measure the performance of the branch router imseof CPU utilization,
throughput of WAN and LAN interfaces, and procesand IO memory
consumption.

Figure 1 on page,&rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder

Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode
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Procedure

o B w N

Use the following voice traffic profiles.

For T3 WAN bandwidth or Gigabit Ethernet WAN ratmited to 50
Mb/s.

— On Cisco 3945 platform:

12 voice calls over WAN with G.711u-law codec
2 384-KB H.263 video calls over WAN

2 calls with transcoding (DSP farm assist)

2 three-party conferences

4 calls to PSTN over PRI

20 local calls

On the Cisco 3925 platform:

6 voice calls over WAN with G.711u-law codec
1 384-KB H.263 video call over WAN

2 calls with transcoding

1 three-party conference

3 calls to PSTN over PRI

20 local calls

For 4 T1 or 8-Mb/s bandwidth:
— On the Cisco 3945 platform:

12 voice calls over the WAN with G.729r8 codec
1 384-KB video call over the WAN

2 transcoding sessions

1 three-party conference

20 local calls

On the Cisco 3925 platform:

6 voice calls over the WAN with G.729r8 codec
1 384-KB video call over the WAN

2 transcoding sessions

1 three-party conference

10 local calls

[ oL-19089-01

Test Cases

Before the start of the test, measure the CPUzatilbn and memory
utilization of the router.

Register 100 phones to Cisco Unified CM for thecBi8945 branch.
Register 100 phones to Cisco Unified CM for thecBi8925 branch.
Configure dual lines for all the phones.

Call duration of voice and video calls is 180 set®with intercall delay
of 10 seconds.
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I Test Cases

Procedure (continued) e Call duration for conferences is 10 minutes.
6. Use the following data traffic profile:
e HTTP: 75% of the traffic
e FTP: 10% of the traffic
e SMTP: 10% of the traffic
¢ DNS: 5% of the traffic
For HTTP, use two different object sizes:
e 16-KB object size for large HTML files (10 URLS)
e 4-KB object size for transactional type data (10LUdR
For FTP, use a 1-MB file size.
For SMTP, use 4-KB fixed object size.
For DNS, use 89 bytes.

7. Start all the voice and video calls. When the ch#lse stabilized, take a
couple of CPU utilization measurements 3 minutemriaStop all the
voice and video traffic.

8. Start the data traffic, and take CPU utilizationamgrement after
stabilization. The CPU utilization measurement dtidae very close to
75% as measured in the baseline performance test.

9. Adjust the data traffic throughput to accommodadtehee voice and
video traffic, while maintaining 75% CPU utilizatioWhen the router
has stabilized, take performance readings for ahdutur and stop all
the traffic. Wait for about 30 minutes to recore tnemory readings.

10. In addition to the metrics mentioned in tBaseline Performance Test
collect the following metrics:

e Calls per second rate
¢ \oice and video call completion rate
e Throughput in bits per second

Pass/Fail Criteria There are no router tracebacks.
There are no router memory leaks.
There are no router crashes.
Most of the traffic should be Cisco Express Forvilagdswitched.

Result Passed
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TestCases WM

Baseline Plus Voice Plus Cisco WAAS Performance Test

Description

Test Setup

Procedure

Enable all the baseline services in the branchtaratiend routers. The
baseline features include BGP routing, OSPF/EIG&RRimg, IPsec using
DMVPN or GETVPN, ZPF, NAT, IPS, QoS, NBAR, ACL, Nedbw, DHCP,
AAA RADIUS server, NTP, syslog, SNMP, PIM-v2, an@MP v2.

Configure L2 and L3 switching on the access anttithistion layer switches.
Enable QoS on the L3 distribution switches.

Enable Cisco Unified SRST on the branch router.

Enable Cisco WCCPv2 and Cisco WCCP 61 and 62 obridwech router.
Set up the Cisco WAAS module to do WAN optimization

Measure the performance of the branch router imseof CPU utilization,
throughput of WAN and LAN interfaces, and procesaond 1O memory
consumption.

Figure 1 on page,@rivate WAN, Cisco Unified CME Modeor
Figure 2 on page,@rivate WAN, Cisco Unified SRST Moder
Figure 3 on page, MPLS WAN, Cisco Unified CME Modgor
Figure 4 on page, MPLS WAN, Cisco Unified SRST Mode

1. Before the start of the test, measure the CPUzatilbn and memory
utilization of the router.

2. Initially disable WAN optimization.

3. Start the data traffic, and take a CPU utilizateasurement after
stabilization. The CPU utilization measurement dtidae very close to
75% as measured in the baseline performance test.

4. Enable the WAN optimization, and run the baselieefgrmance test
again. Measure the CPU utilization. Since Cisco VEA@ptimizes the
TCP traffic, the CPU utilization may be lower théas%. Record CPU
measurements. Stop the data traffic.

5. Start all the voice and video calls. When the ch#lse stabilized, take a
couple of CPU utilization measurements 3 minutesriaistop all the
voice and video traffic.

6. Adjust the data traffic throughput to accommoddtetee voice and
video traffic, while maintaining 75% CPU utilizatioWhen the router
has stabilized, take performance readings for athdutur, and stop all
the traffic. Wait for about 30 minutes to recora ttnemory readings.

7. In addition to the metrics mentioned in tBaseline Plus Voice
Performance Test with Cisco Unified CME&opllect the following
metrics:

e TFO statistics in the Cisco WAAS module
¢ DRE statistics in the Cisco WAAS module

[ oL-19089-01
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I Test Cases

Pass/Fail Criteria There are no router tracebacks.
There are no router memory leaks.
There are no router crashes.
Most of the traffic should be Cisco Express Forvilagdswitched.

The system throughput achieved should be higher ilhdheBaseline Plus
Voice Performance Test with Cisco Unified CMEtheBaseline Plus Voice
Performance Test with Cisco Unified CM and Ciscafldad SRST

Result Passed
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