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end 1
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CHAPTER 11 RoHC Profile Configuration Mode Commands 95
common-options 95
compression-options 96

decompression-options 97

do show 98
end 98
exit 98
CHAPTER 12 RoHC Profile Decompression Configuration Mode Commands 99

accept-delayed-pkts 100
context-timeout 100
crc-errors-fo 101
crc-errors-so 102

do show 103

end 104

exit 104

nack-limit 104
optimistic-mode-ack 105
optimistic-mode-ack-limit 106
piggyback-wait-time 107
preferred-feedback-mode 107
rtp-sn-p 109
rtp-sn-p-override 110
sliding-window-ts 110
use-clock-option 111
use-crc-option 112
use-feedback 113
use-jitter-option 113
use-reject-option 114
use-sn-not-valid-option 115

use-sn-option 116

CHAPTER 13 Route-map Configuration Mode Commands 117

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



. Contents

do show 118

end 118

exit 118

match as-path 119
match community 119
match extcommunity 120
match interface 121
match ip address 122
match ip next-hop 123
match ipv6 address 123
match ipv6 next-hop 124
match metric 125
match origin 126
match route-type external 127
match tag 127

set as-path 128

set community 129
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About this Guide

Note

Control and User Plane Separation (CUPS) represents a significant architectural change in the way StarOS-based
products are deployed in the 3G, 4G, and 5G networks. Unless otherwise specified, it should not be assumed
that any constructs (including, but not limited to, commands, statistics, attributes, MIB objects, alarms, logs,
services) referenced in this document imply functional parity between legacy/non-CUPS and CUPS products.
Please contact your Cisco Account or Support representative for any questions about parity between these
products.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Note

Y

The ASR 5000 hardware platform has reached end of life and is not supported in this release. Any references
to the ASR 5000 (specific or implied) or its components in this document are coincidental. Full details on the
ASR 5000 hardware platform end of life are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-735573.html.

Note

The HA, HSGW, PDSN, and SecGW products have reached end of life and are not supported in this release.
Any references to these products (specific or implied) their components or functions including CLI commands
and parameters in this document are coincidental and are not supported. Full details on the end of life for these
products are available at:

https://www.cisco.com/c/en/us/products/collateral/wireless/asr-5000-series/eos-eol-notice-c51-740422 html.

This preface describes the Command Line Interface Reference and its document conventions.

This reference describes how to use the command line interface (CLI) to interact with the products supported
by the StarOS™. The CLI commands are organized by command modes in the code and in this reference. The
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. CLI Command Sections

About this Guide |

command modes are presented alphabetically. The description of each command states the command's function,
describes its syntax, presents limitations when applicable, and offers an example of its usage.

* CLI Command Sections, on page Xxxiv
» Conventions Used, on page Xxxiv

* Supported Documents and Resources, on page xxxvi

* Contacting Customer Support, on page Xxxvii

CLI Command Sections

The following table describes the individual sections in the command descriptions presented in this reference.

Section

Description

Product

The product(s) supporting the CLI command.

Privilege

The user privilege levels having access to the CLI
command.

For more information on user types and user
privileges, refer to the CLI Administrative Users
section in the Command Line Interface Overview
chapter.

Mode

The command and configuration mode sequences to
the CLI configuration mode for the CLI command.

For more information on command modes, refer to
the CLI Command Modes section in the Command
Line Interface Overview chapter.

Syntax

The command's syntax.

For more information on CLI command syntax, refer
to the CLI Command Syntax section in the Command
Line Interface Overview chapter.

Description of the keyword(s) and variable(s) in the
command.

Usage

Information about the command's usage including
dependencies and limitations, if any.

Example

Example(s) of the command.

Conventions Used

The following tables describe the conventions used throughout this documentation.
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About this Guide [JJ]

Notice Type Description

Information Note Provides information about important features or
instructions.

Caution Alerts you of potential damage to a program, device,
or system.

Warning Alerts you of potential personal injury or fatality. May

also alert you of potential electrical hazards.

Typeface Conventions

Description

Text represented as a screen display

This typeface represents displays that appear on your
terminal screen, for example:

Login:

Text represented as commands

This typeface represents commands that you enter,
for example:

show ip access-list

This document always gives the full form of a
command in lowercase letters. Commands are not
case sensitive.

Text represented as a command variable

This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired
chassis slot number.

Text represented as menu or sub-menu names

This typeface represents menus and sub-menus that
you access within a software application, for example:

Click the File menu, then click New

Command Syntax Conventions

Description

{ keyword or variable }

Required keyword options and variables are those
components that are required to be entered as part of
the command syntax.

Required keyword options and variables are
surrounded by grouped braces { }. For example:

sctp-max-data-chunks { limit max chunksg
| mtu-limit }

If a keyword or variable is not enclosed in braces or
brackets, it is mandatory. For example:

snmp trap link-status
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. Supported Documents and Resources

About this Guide |

Command Syntax Conventions

Description

[ keyword or variable ]

Optional keywords or variables, or those that a user
may or may not choose to use, are surrounded by
brackets.

Some commands support multiple options. These are
documented within braces or brackets by separating
each option with a vertical bar.

These options can be used in conjunction with
required or optional keywords or variables. For
example:

action activate-flow-detection {
intitiation | termination }

or

ip address [ count number of packets |
size number of bytes ]

Supported Documents and Resources

Related Documentation

The most up-to-date information for this product is available in the product Release Notes provided with each

software release.

The following related product documents are also available:

» AAA Interface Administration and Reference

» GTPP Interface Administration and Reference

* |PSec Reference

* Platform-specific System Administration Guides
* Product-specific Administration Guides

* Release Change Reference

* SNMP MIB Reference

» Satistics and Counters Reference

» Satistics and Counters Reference - Bulk Satistics Descriptions

» Thresholding Configuration Guide
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Contacting Customer Support

Use the information in this section to contact customer support.

Refer to the support area of http://www.cisco.com for up-to-date product documentation or to submit a service
request. A valid username and password are required to access this site. Please contact your Cisco sales or
service representative for additional information.
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do show

Product

Privilege

Syntax Description

Usage Guidelines

end

A

CHAPTER 1

Common Commands

This chapter describes the common commands available in each CLI configuration mode.

* do show, on page 1
* end, on page |
* exit, on page 2

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

Product

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.

All
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. exit

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

Security Administrator, Administrator
end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.

All
Security Administrator, Administrator
exit

Use this command to return to the parent configuration mode.
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CHAPTER 2

Radio Congestion Policy Configuration Mode
Commands

The Radio Congestion Policy Configuration Mode provides the commands to configure the parameters to
interpret the congestion indications per TCP flow, the congestion sampling time and reporting frequency.

| &

Important  [n release 20.0, MVG is not supported. Commands in this configuration mode must not be used in release
20.0. For more information, contact your Cisco account representative.

Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration
active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

| &

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* congestion-level, on page 3

» correlation-method, on page 5
* data-loss threshold, on page 6
* do show, on page 7

* end, on page 7

* exit, on page 7

* reporting-interval, on page 8
* rtt-samples, on page 9

* rtt-variance, on page 9

* sampling-interval, on page 10

congestion-level

Configures the congestion values for each congestion level — None, Low, Medium, High, and Extreme.
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. congestion-level

Product All
Privilege Security Administrator, Administrator, Operator, Inspector
Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration

active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

Syntax Description congestion-level low low value medium medium value high high value extreme
extreme value
default congestion-level

default

Configures this command with its default setting.

low low_value
Specifies the congestion range for low congestion.
low_value must be a number from 1 to 100.

Default: 20

medium medium_value
Specifies the congestion range for medium congestion.
medium_value must be a number from 1 to 100.

Default: 40

high high_value
Specifies the congestion range for high congestion.
high_value must be a number from 1 to 100.

Default: 60

extreme extreme_value
Specifies the congestion range for extreme congestion.
extreme_value must be a number from 1 to 100.

Default: 80

Usage Guidelines Use this command to configure the congestion values for each congestion level — None, Low, Medium, High,
and Extreme. The congestion level values will be reported to the CAE in order to select a video optimization
mechanism suitable for subscriber-side network congestion condition. The congestion level range for NO
congestion must be less than 10.
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correlation-method .

Example

The following command configures the values — 10, 20, 30 and 40 for Low, Medium, High and
Extreme congestion respectively:

congestion-level low 10 medium 20 high 30 extreme 40

correlation-method

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the correlation method used to correlate multiple flows of a subscriber to calculate the congestion
level of a subscriber.

All
Security Administrator, Administrator, Operator, Inspector

Exec > ACS Configuration > Radio Congestion Policy Configuration
active-charging service service_name > radio-congestion policy policy_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-radio-congestion-policy)#

correlation-method { mean | optimistic | pessimistic }
default correlation-method

default
Configures this command with its default setting.

Default: mean

mean

Configures the mean correlation method. The congestion level is the average across all concurrent TCP flows.

optimistic

Configures the optimistic correlation method. The congestion level is the lowest value indicated across all
the concurrent flows.

pessimistic

Configures the pessimistic correlation method. The congestion level is the highest value indicated across all
concurrent flows.

Use this command to configure the method used to correlate multiple flows of a subscriber to calculate the
congestion level of a subscriber. Each flow will have a congestion level and at the end of each reporting
interval, the correlation method will be used to correlate all these flows to arrive at a congestion level for the
subscriber.
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. data-loss threshold

Radio Congestion Policy Configuration Mode Commands |

Example
The following command configures the optimistic correlation method:

correlation-method optimistic

data-loss threshold

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the acceptable data loss percentage in the network.
All
Security Administrator, Administrator, Operator, Inspector

Exec > ACS Configuration > Radio Congestion Policy Configuration
active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]host name(config-radio-congestion-policy)#

data-loss threshold threshold value weightage weightage value
default data-loss

default

Configures this command with its default setting.

threshold threshold_value

Configures the percentage of packet loss considered as acceptable in the network. This is used to determine
the congestion level to be reported.

threshold_value must be a number from 1 to 99.
Default: 1%

weightage weightage_value

Configures the data loss weightage to be given to packet loss while calculating the congestion level for a
subscriber.

weightage value must be a number from 0 to 100.

Default: 50

Use this command to configure the acceptable percentage of packet-loss in the network, and the data loss
weightage to be given to packet loss while calculating the congestion level for a subscriber. Currently, the
minimum value allowed to be configured is 1%. This is required to offset the effects of parameters other than
the airlink congestion. The congestion primarily occurs at the airlink, but it is also possible at other places in
the flow path. The link monitor cannot distinguish between airlink and congestion at any other point. For
example, if 1% packet loss is considered normal in some network and if some flow of a subscriber experiences
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do show

Product

Privilege

Syntax Description

Usage Guidelines

A

do show .

a packet loss of 2%, then it will be considered as a sign of congestion. If some flow of a subscriber has a
packet loss of 1% or less, then it is not considered as congestion, as it is in the normal range for that network.

Example
The following command sets the packet loss percentage to 1 and the data loss weightage to 50:

data-loss threshold 1 weightage 50

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
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. reporting-interval

Product All

Privilege Security Administrator, Administrator

Syntax Description =~ exit

Usage Guidelines Use this command to return to the parent configuration mode.

reporting-interval

Configures the reporting interval in terms of the number of sampling intervals.

Product All
Privilege Security Administrator, Administrator, Operator, Inspector
Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration

active-charging service service_name > r adio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

Syntax Description reporting-interval interval value min-samples-required num samples
default reporting-interval

default

Configures this command with its default setting.

reporting-intervalinterval_value
Specifies the reporting interval in seconds.
interval_value must be a number from 1 to 60.

Default: 5 seconds

min-samples-required num_samples
Specifies the minimum number of samples required for reporting.
num_samples must be a number from 1 to 60.

Default: 5

Usage Guidelines Use this command to configure the reporting interval in terms of the number of sampling intervals. This
indicates after how many sampling intervals, the report must be generated and reported to external entities
like PCRF if required.

Example

The following command configures the reporting interval as 10 seconds and 5 samples for a subscriber:
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rtt-samples .

reporting-interval 10 min-samples-required 5

rtt-samples

Configures RTT (Round Trip Time) samples for base RTT.

Product All
Privilege Security Administrator, Administrator, Operator, Inspector
Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration

active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

Syntax Description rtt-samples min samples
default rtt-samples
default
Configures this command with its default setting.

Default:

min_samples
Specifies the minimum number of RTT samples for base RTT.

min_samples must be a number from 1 to 20.

Usage Guidelines Use this command to configure the minimum number of RTT samples for base RTT.

Example
The following command configures 10 RTT samples:

rtt-samples 10

rtt-variance

Configures the RTT (Round Trip Time) variance.

Product MVG
Privilege Security Administrator, Administrator, Operator, Inspector
Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration
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. sampling-interval

active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

Syntax Description rtt-variance threshold variance percent weightage rtt weightage
default rtt-variance

default

Configures this command with its default setting.

rtt-variance threshold variance_percent

Specifies the RTT acceptable variance percentage.
variance_percent must be a number from 50 to 500.
Default: 100

weightage rit_weightage

Specifies the weightage to be given to RTT variance while calculating the congestion level of a subscriber.
rtt_weightage must be a number from 0 to 100.

Default: 50

Usage Guidelines Use this command to configure the RTT variance.

Example
The following command sets the RTT variance threshold to 60% and weightage to 80:

rtt-variance threshold 60 weightage 80

sampling-interval

Configures the sampling interval.

Product All
Privilege Security Administrator, Administrator, Operator, Inspector
Command Modes Exec > ACS Configuration > Radio Congestion Policy Configuration

active-charging service service_name > radio-congestion policy policy_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-radio-congestion-policy)#

Syntax Description sampling-interval sampling interval
default sampling-interval
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default
Configures this command with its default setting.

Default: 5 seconds

sampling_interval
Specifies the sampling interval, in seconds.

sampling_interval must be a number from 2 to 60.

Usage Guidelines Use this command to configure the sampling interval. This indicates the interval in seconds at which various
TCP parameters are captured to determine the congestion level.

Example
The following command specifies a sampling interval of 20 seconds:

sampling-interval 20
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. sampling-interval
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|

CHAPTER 3

RANAP Cause Code Group Configuration Mode

Commands in this mode enable the operator to define multiple cause codes for the 3G service.

Exec > Global Configuration > LTE Policy Configuration > RANAP Cause Code Configuration
configure > Ite-policy > cause-code-group group_name protocol ranap

Entering the above command sequence results in the following prompt:

[local] host name(ranap-cause-code)

Important

cause

Product

Privilege

Command Modes

Syntax Description

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* cause, on page 13

* do show, on page 14
* end, on page 15

* exit, on page 15

Enables the operator to specify one or more cause codes for the 3G service.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > LTE Policy Configuration > RANAP Cause Code Configuration
configure > Ite-policy > cause-code-group group_name protocol ranap

Entering the above command sequence results in the following prompt:

[local] host name(ranap-cause-code)

cause cause code
no cause cause code
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. do show

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A

RANAP Cause Code Group Configuration Mode |

no

When included with the command, the specified cause code is deleted from the group. If all cause codes are
deleted from the group then the group is automatically deleted.

cause_code

Enter an integer from 1 to 512 to identify a cause code. Valid options are listed in 3GPP TS 25.413 v11.5.0
(or later version), subsection on Cause in section for Radio Network Layer Related |Es.

A maximum of 16 RANAP protocol cause codes can be defined per group. Note that under each cause code
group the maximum number of cause codes (ranap+bssgp+slap) that can be supported is 16.

Benefit of using the cause code group for 3G service is

* if the RANAP cause code configured by the operator matches with the cause received in the [u-Release
Request message, and

« if the Subscriber Overcharging Protection feature is enabled for 3G service in the SGSN-Service
configuration,

« then the S4-SGSN includes ARRL (i.e., Abnormal Release of Radio Link) bit in Release Access Bearer
Request message initiated on Iu-Release.

Example
Repeat the command to define multiple cause codes for the group.

cause 27
cause 121
cause 200

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.
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end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

end .

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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. exit
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| &

CHAPTER 4

Remote Address List Configuration Mode
Commands

The Remote Address List Configuration Mode is used to configure address lists for the Remote Address-based
Accounting feature on a per-context basis.

Exec > Global Configuration > Context Configuration > Remote Address List Configuration

configure > context context_name > radius accounting ip remote-address list list_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-remaddr-list)#

Important

address

Product

Privilege

Command Modes

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* address, on page 17
* do show, on page 18
* end, on page 19

* exit, on page 19

Configures addresses within a Remote Address List.

PDSN
HA

Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Remote Address List Configuration
configure > context context_name > radius accounting ip remote-address list list_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-remaddr-list)#
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. do show

Syntax Description

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A

Remote Address List Configuration Mode Commands |

[ no ] address ip address netmask subnet

no

Removes a previously configured address.

ip_address
Specifies the IP address of the remote device.

ip_addressis entered using IPv4 dotted-decimal or IPv6 colon-separated-hexadecimal notation.

netmask subnet
Specifies the subnet mask of the remote device.

subnet is the netmask expressed in IPv4 dotted-decimal or IPv6 colon-separated-hexadecimal notation.

Use this command to configure remote address lists for use with the Remote Address-based accounting feature.
A maximum of 10 address can be configured per list.

Example

The following command adds an IP address of 192.168.100.1 with a subnet mask of 255.255.255.0
to the list:

address 192.168.100.1 netmask 255.255.255.0

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.
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end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

end .

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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. exit
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CHAPTER 5

Remote Server List Configuration Mode
Commands

The Remote Server List Configuration Mode manages the list of server addresses to which a context has
access.

Exec > Global Configuration > Remote Server List Configuration

configure > context context_name > remote-server-list namelist_name

[context name]host name(config-remote-server-list)#

Important

address

Product

Privilege

Command Modes

Syntax Description

Available commands or keywords/variables vary based on platform type, product version, and installed
license(s).

* address, on page 21
* do show, on page 22
* end, on page 22

* exit, on page 23

Configures or removes an IP address to a remote server.
All
Security Administrator, Administrator

Exec > Global Configuration > Remote Server List Configuration

configure > context context_name > remote-server-list namelist_name

[context name]host name(config-remote-server-list)#

address remote-ip-address netmask ip netmask
no address remote-ip-address netmask ip netmask
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. do show

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A

Remote Server List Configuration Mode Commands |

no

Removes the specified IP address from the Remote Server List.

remote-ip-address netmask ip_netmask

Specifies the [P address and netmask of the remote server in [Pv4 dotted-decimal or IPv6
colon-separated-hexadecimal notation.

Use this command to create and maintain a list of remote servers accessible by this context.

Example

address 193.154.78.9 netmask 255.255.255.0

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All
Security Administrator, Administrator

end
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Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

exit .

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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. exit
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do show

Product

Privilege

Syntax Description

Usage Guidelines

A

CHAPTER 6

Remote Secret List Configuration Mode
Commands

The Remote Secret List Configuration Mode manages the list of for storing remote secrets based on ID type.
Exec > Global Configuration > Remote Secret List Configuration

> crypto remote-secret-list listhame

[local context]host name(config-remote-server-list)#

* do show, on page 25
* end, on page 26

* exit, on page 26

* remote-id, on page 26

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.
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end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

remote-id

Product

Privilege

Command Modes

Syntax Description

Remote Secret List Configuration Mode Commands |

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

Configures the remote pre-shared key based on the ID type.
WSG
Security Administrator

Exec > Global Configuration > Remote Secret List Configuration

> crypto remote-secret-list listname

[local context]host name(config-remote-server-list)#

remote-id id-type { der-asnl-dn | fqgdn | ip-addr | rfc822-addr
} id id value secret [ encrypted ] key key value

no remote-id id-type { der-asnl-dn | fqdn | ip-addr | key-id | rfc822-addr
} id id value

key-id |

no

Removes the specified ID from the remote secret list.
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remote-id .

id-type { der-asn1-dn | fqdn | ip-addr | key-id | rfc822-addr }
Configures the NAI IDr type parameter. If no id-type is specified, then rfc822-addr is assumed.

» der-asnl-dn: configures NAI Type DER_ASN1 DN (Distinguished Encoding Rules, ASN.1 encoding,
Distinguished Name)

« fgdn: configures NAI Type ID_FQDN (Internet Fully Qualified Domain Name).

* ip-addr: configures NAI Type ID_IP_ADDR (IP Address).

* key-id: configures NAI Type ID_KEY ID (opaque octet string).

» rfc822-addr: configures NAI Type ID_RFC822 ADDR (RFC 822 email address).

secret [ encrypted ] key key_value

Specifies the use of an encrypted or plain text secret key. key value is an alphanumeric string of 1 through
255 bytes or a hexadecimal string of 16 to 444 bytes.

Usage Guidelines Use this command to enter up to 1000 entries in the remote secret list. Each entry is designated by ID type
and ID value. Repeat the command sequence to add entries to the list.

Example
The following command enters an ip address in the remote secret list:

remote-id id-type ip-addr id 10.1.1.1
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. remote-id
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CHAPTER 7

RLF Template Configuration Mode Commands

Rate Limiting Function (RLF) Template Configuration Mode is accessed from the Global Configuration
Mode. This mode allows an operator to configure the RLF template that can be associated with Diameter and
other applications for throttling and rate controlling of messages sent to external network interfaces.

Important

Command Modes

|

Rate Limiting Function (RLF) is a license-controlled feature. A valid feature license must be installed prior
to configuring this feature. Contact your Cisco account representative for more information.

Exec > Global Configuration > RLF Template Configuration
configure > rlf-template rIf_template name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-rlf-template)#

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* delay-tolerance, on page 29
* do show, on page 30

* end, on page 31

* exit, on page 31

* msg-rate, on page 31

» threshold, on page 32

delay-tolerance

Product

Defines the maximum number of seconds a control plane signaling message can be queued before being
processed. After exceeding this delay, the message is dropped.

GGSN
P-GW
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. do show

Privilege

Command Modes

Syntax Description

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines
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SaMOG
Security Administrator, Administrator

Exec > Global Configuration > RLF Template Configuration
configure > rif-template rif_template name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-rlf-template)#

delay-tolerance tolerance value [ -noconfirm ]
default delay-tolerance

default

Removes the configuration associated with the RLF template. Default value is 2.

tolerance_value

Specifies the maximum number of seconds a message can be queued in the RLF module. The message must
be sent after expiry of "delay-tolerance" seconds.

tolerance_value must be an integer from 0 through 10. Default value is 2.

[ -noconfirm ]

Specifies that the command must execute without any prompts and confirmation from the user.

Use this command to define the maximum number of seconds a message can be queued in the RLF module
before being processed. After exceeding this delay, the message is dropped.

Example
The following command sets the value of delay tolerance to 4 seconds:

delay-tolerance 4

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.
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A

end .

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

msg-rate

Product

Privilege

Command Modes

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

Sets the maximum number of messages that can be processed per second.

GGSN
P-GW
SaMOG

Security Administrator, Administrator

Exec > Global Configuration > RLF Template Configuration

configure > rif-template rif_template name
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Syntax Description
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Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-rlf-template)#
msg-rate tps value burst-size size [ —noconfirm ]

tps_value

Specifies the number of messages that can be processed per second. This is the maximum number of allowed
transactions per second (TPS) for an external interface.

Important

Usage Guidelines

threshold

Product

The TPS value (configured per external interface) is at a chassis-level and is distributed appropriately to all
session managers, AAA manager, Diamproxy, or any other applications that use RLF. RLF employs the Token
Bucket Algorithm to achieve the rate limiting.

tps_value must be an integer from 1 through 100000.

burst_size size

Defines the maximum number of messages (burst) that can be sent out together at any instant of time. If this
setting is not configured, the default value is the current message rate.

Burst size is used to derive the shaping interval in such a way that it splits the 1000 ms in N slots, where N
canbe 1,2,4, 5,10, 20, 50, and 100.

Size must be an integer from 1 through 100000.

[ -noconfirm ]
Specifies that the command must execute without any prompts and confirmation from the user.
Use this command to define the number of messages that can be processed per second. This is the maximum

number of allowed transactions per second (TPS) for an external interface. The RLF ensures that the maximum
configured TPS rate is not exceeded on the interface.

If burst-size is not configured. the messages are sent without delay when they arrive in RLF. For example, if
the CLI command msg-r ate 1000 bur st-size 100 is configured, then all 1,000 messages are sent to an external
interface in bursts of 100 messages (burst-size). If the burst size is not configured, then all 1,000 messages
are sent as they arrive in RLF (regardless of TPS).

Example
The following command sets the value of message rate to 20:

msg-rate 20

Configures the threshold for rate-limiting the outgoing messages.

GGSN
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Privilege

Command Modes

Syntax Description

Usage Guidelines

threshold .

P-GW
SaMOG

Security Administrator, Administrator

Exec > Global Configuration > RLF Template Configuration
configure > rlf-template rif_template name

Entering the above command sequence results in the following prompt:

[context name]lhost name(cfg-rlf-template)#

threshold { lower lowerThreshold value | upper upperThreshold value } [ -noconfirm

1
default threshold

default

Returns the command to its default settings.

lower lowerThreshold_value
This threshold indicates that the application has message-rate control enabled.

Default is 30%. If the number of outstanding messages in the RLF queue drops below 30% of msg-rate, RLF
will transition to READY state.

upper upperThreshold_value

This threshold indicates that action will be taken when the message-rate reaches the maximum limit.
Default is 80%. If the number of outstanding messages in the RLF queue exceeds 80% of msg-rate, RLF will
transition to OVER_THRESHOLD state.

Use this command to configure the desired threshold value for rate limiting the outgoing messages.

The configurable threshold value of TPS for an interface is used to notify applications of corrective actions
when the threshold criteria is met.

Example

The following command configures the upper threshold to 80 and the lower threshold to 60 for
throttling and rate control:

threshold upper 80 lower 60

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



RLF Template Configuration Mode Commands |
. threshold

. Command Line Interface Reference, Modes R - Z, Star0S Release 21.24



Command Modes

|

CHAPTER 8

RNC Configuration Mode Commands

The RNC (radio network controller) configuration mode defines the parameters related to the SGSN connection
with an RNC.

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rnc id rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

Important

\}

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

Note

From R15.0 onwards, License Control is implemented on all Network Sharing related commands.

* associate-gtpu-bind-address, on page 36
* description, on page 37

* direct-tunnel, on page 37

* do show, on page 38

* dual-address-pdp, on page 39

* enb-data-forward, on page 40

* enb-direct-data-forward, on page 41

* end, on page 41

* exit, on page 42

* lac, on page 42

* mbms, on page 43

* overload-action disable, on page 43

* paging-non-searching-indication, on page 45
* pointcode, on page 46

* pooled, on page 47

* rab-asymmetry-indicator, on page 47

* rab-modify-procedure, on page 48
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. associate-gtpu-bind-address

* ranap arp-ie, on page 50

* ranap bidirectional-always, on page 50

* ranap eutran-service-handover-ie, on page 51
» ranap global-cn-id, on page 53

* ranap paging-area-id, on page 54

* ranap paging-cause-ie, on page 55

* ranap rab-arsp-ue-radio-lost, on page 57

* ranap rab-release-with-radiolost, on page 58
* ranap rfsp-id-ie, on page 59

» ranap signalling-indication-ie, on page 59

* ranap ue-ambr-ie, on page 60

* ran-information-management, on page 61

* release-compliance, on page 62

* reset-resource, on page 64

associate-gtpu-bind-address

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command defines the GTP-U loopback address and associates (binds) this address with a particular
interface (non-loopback) address.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_ name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

[ no ] associate-gtpu-bind-address ip address to-interface-address ip address

no

Removes the loopback address definition and interface association from the current RNC configuration.

ip_address

ip_address: Must be specified using the standard IPv4 dotted decimal notation.

Use this command to setup associations between loopback GTP-U addresses and a non-loopback addresses.

Example
Bind the GTP-U loopback address of 123.1.1.1 to interface address 222.1.1.1:
associate-gtpu-bind-address 123.1.1.1 to-interface-address 222.1.1.1
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description .

description

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command defines an alphanumeric string that is intended to provide descriptive information about the
radio network controller (RNC). This is used for operator reference only.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

description string
no description

no

Removes the description string from the current RNC configuration.

string
Specifies the alphanumeric string that is stored. must be from 1 through 255 alphanumeric characters. Strings

with spaces must be enclosed in double-quotes. See the example below.

Use this command to set a description for reference by operators.

Example

The following command sets the description to identify a particular RNC and carrier in Uganda
"RNC1 Carrier2 Uganda":

description "RNC1l Carrier2 Uganda"

direct-tunnel

Product

Privilege

Command Modes

This command enables/disables the direct tunnel feature through the interface to the radio network controller
(RNC).

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration

configure > context context_name > iups-service service_name > rncid rnc_id
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Syntax Description

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A
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Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

direct-tunnel not-permitted-by-rnc
default direct-tunnel

default

Sets the direct tunnel support on RNC to default mode; i.e. enabling direct tunnel.

not-permitted-by-rnc
Default: enabled

Disables the direct-tunnel support on radio network controller (RNC).

Use this command to disable/enable the direct-tunnel function through the interface to the RNC.

Example
Following command disables the direct tunnel support to the RNC:

direct-tunnel not-permitted-by-rnc

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.
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dual-address-pdp .

dual-address-pdp

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables the SGSN to work with an RNC with functioning dual address (IPv4v6) bearer support
capability. By default, it is assumed that the RNC does not support dual PDP-type addressing.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

dual-address-pdp { not-supported | supported }
default dual-address-pdp

default
Resets the SGSN to function with an RNC that is not supporting dual PDP addressing.

not-supported
Default

Enables the SGSN to work with an RNC that does not support dual PDP-type addressing. It allows a single
address bearer PDP-type to be activated with a configured PDP-type.

supported
Enables the SGSN to work with an RNC that does support dual PDP-type addressing.

This command enables the SGSN to support dual PDP-type addressing (IPv4v6) per RNC.

For a dual PDP context to be activated, the RNC should support the PDP-type IPv4v6 in the RAB assignment
request. For an RNC that does support the dual PDP-type addressing, use this command to change the default
configuration and to configure the SGSN to work with the RNC's dual address bearer support capability.

If the RNC does not support this functionality, then the default form of this command should be configured
to enable the SGSN to activate a single-address bearer PDP context even if (1) the UE requests PDP type
IPv4v6 and if (2) the subscription allows this PDP type. The single address bearer PDP type will be activated
with a configured PDP type.

When a UE moves from an RNC that supports dual PDP-type addressing to another RNC that does not support
dual PDP-type addressing, then the SGSN will deactivate the PDP context. This is done because, even if we
preserve the PDP contexts, the UE would be unaware of the preserved PDP context. This would lead to
non-synchronized behavior in the network. So the SGSN deactivates the PDP context with cause code
"reactivation-required" to ensure the UE, RNC, SGSN, and GGSN are in synch. As well, this gives the UE
the opportunity to activate a PDP context again without dual bearers.

The sgsn-rnc-no-dual-pdp-init-pdp-deact disconnect reason is used to indicate that a PDP context has been
deactivated because of roaming into an RNC that does not support this feature.
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Important

For this configuration to function, support for dual PDP-type addressing must be enabled at the global level
(the default). To confirm the functionality is enabled, issue the show sgsn-mode command from the Exec
mode. If the PDP-type addressing is not enabled, then refer to the instructions for the dual-address-pdp
command in the SGSN Global Configuration Mode Commands section.

Example
Use the following command to enable dual PDP-type addressing with a supporting RNC:
dual-address-pdp supported

enb-data-forward

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Use this command to enable forwarding of data from this RNC to eNodeB.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#
[no] enb-data-forward

[no]

Disables the forwarding of data from this RNC to eNodeB.

enb-data-forward

Enables the forwarding of data from this RNC to eNodeB.

Use this command to configure forwarding of data from the RNC to eNodeB

Example
Use the following command to enable forwarding of data from this RNC to eNodeB.

enb-data-forward
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enb-direct-data-forward .

enb-direct-data-forward

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

end

Product

Selects the setup of indirect data forwarding tunnels (IDFT) between the eNodeB and the RNC via the SGW
during SRNS relocation, or, selects the use of direct data forwarding.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

[no] enb-direct-data-forward

[no]

Disables direct data forwarding and enables the setup of indirect data forwarding tunnels between the eNodeB
and the RNC via the SGW during SRNS relocation. This allows the S4-SGSN to support connected mode
handovers between the UTRAN and E-UTRAN networks across the S3 interface. This is the default setting.

enb-direct-data-forward

Enables the use of direct data forwarding between the eNodeB and the RNC via the SGW. If this setting is
configured and the SGSN receives a Relocation Required message from this RNC for a subscriber with target
node as an eNodeB, then the SGSN will set the indication->DFI (direct forwarding indicator) flag in the
Forward Relocation Request message sent across the S3 interface. Use of this command disables the setup of
indirect data forwarding tunnels.

Use this command to enable the setup of direct data forwarding tunnels between the eNodeB and the RNC
during inter RAT connected mode handover. Enabling direct data forwarding tunnels allows the S4-SGSN
to support connected mode handovers between the UTRAN and E-UTRAN networks across the S3 interface
without the use of indirect data forwarding tunnels through SGW. Once direct data forwarding is enabled,
indirect data forwarding is automatically disabled.

Example

Enable the setup of indirect data forwarding tunnels between the eNodeB and RNC via the SGW during SRNS
relocation. This command also disables direct data forwarding.

no enb-direct-data-forward

Exits the configuration mode and returns to the Exec mode.

SGSN
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exit

Product

Privilege

Syntax Description

Usage Guidelines

lac

Product

Privilege

Command Modes

Syntax Description
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Security Administrator, Administrator
end

Change the mode to the Exec mode.

Exits the current configuration mode and returns to the IuPS Service configuration mode.
SGSN

Security Administrator, Administrator

exit

Return to the previous configuration mode.

This command identifies a Local Area Concentrator (LAC) and a Remote Area Concentrator (RAC) and
associates them with this RNC definition.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name>rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

[ no ] lac lac id rac rac id

no

Deletes the LAC and RAC information from the system configuration.

lac_id
A unique numeric identifier for the LAC associated with the RNC.

lac_id must be an integer between 1 and 65535.

rac_id
A unique numeric identifier for the RLAC associated with the RNC.

rac_id must be an integer between 1 and 255.
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Usage Guidelines

mbms

|

mbms .

Creates an association with a specific LAC and RAC.

Example
Associate LAC 545 and RAC 23 with this RNC:
lac 545 rac 23

Configures RNC options for multimedia broadcast multicast service.

Important

Product

This feature and command are currently under development and are not supported.

SGSN

overload-action disable

Product

Privilege

Command Modes

Syntax Description

This command maps an action to be taken if traffic reaches or exceeds defined levels.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

overload-action disable { activate | attach | auth-challenge |

modify-request | paging-downlink-data | ptmsi-reallocation |

service-request-data | sms | srns } traffic-level traffic-level

[ no | default ] overload-action disable { activate | attach |

auth-challenge | modify-request | paging-downlink-data | ptmsi-reallocation
| service-request-data | sms | srns }

no

Removes the defined overload action from configuration.

default

Resets the traffic level to the default level for the associated overload action.
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activate traffic-level traffic-level

The system rejects new requests to activate PDP contexts if the defined traffic-level is exceeded.
traffic-level: An integer 1 to 15.

Default: 14

attach traffic-level traffic-level

The system rejects new requests for GPRS attach if the defined traffic-level is exceeded.
traffic-level: An integer 1 to 15.

Default: 15

auth-challenge traffic-level traffic-level

The system skips performing authentication challenges if the defined traffic-level is exceeded.
traffic-level: An integer 1 to 15.

Default: 4

modify-request traffic-level

The system rejects requests to modify a PDP context if the defined traffic-level is exceeded.
traffic-level: An integer 1 to 15.

Default: 12

paging-downlink-data traffic-level traffic-level

If the defined traffic-level is exceeded, then paging is not performed for data during downlinks if RABs are
not available.

traffic-level: An integer 1 to 15.
Default: 11

ptmsi-reallocation traffic-level traffic-level
The system skips performing ptmsi-reallocation if the defined traffic-level is reached or exceeded.
traffic-level: An integer from 1 to 15.

Default: 4

service-request-data traffic-level traffic-level

The system rejects service requests to accept data and establish new RABs if the defined traffic-level is reached
or exceeded.

traffic-level: An integer from 1 to 15.
Default: 10

sms traffic-level traffic-level

The system rejects SMS signaling if the defined traffic-level is reached or exceeded.
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paging-non-searching-indication .

traffic-level: An integer 1 to 15.
Default: 8

srns traffic-level traffic-level

The SGSN rejects/disables SRNS if the target RNC is in overload at the specified traffic level. This keyword
setting is effective for both Inter-SGSN SRNS and Intra-SGSN SRNS.

traffic-level: An integer 1 to 15.
Default: 15

This command defines traffic levels and the actions to take if traffic exceeds the defined levels. The command
can be re-entered multiple times to create individual definitions for each type of traffic level and action.

Example

Use the following to instruct the system to reject service requests to establish new RABs if the traffic
level reaches 3:

overload-action disable service-request-data traffic-level 3

paging-non-searching-indication

Product

Privilege

Command Modes

Syntax Description

This command instructs the SGSN to include the non-searching indicator flag in the page-request message.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rnc id rnc_id
Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

paging-non-searching-indication { non-searching | searching }
[ no | default ] paging-non-searching-indication

no | default

This is the default. Entering no or default with this command disables the inclusion of the flag.

non-searching

Set the non-searching-indication to non-searching in the page-request message.

searching

Set the non-searching-indication to searching in the page-request message.
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pointcode

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

RNC Configuration Mode Commands |

Use this command to determine which type of search indicator flag will be included in the page-request
message.

Example
Use this command to include the non-searching flag in page-request messages:

paging-non-searching-indication non-searching

Configures the point code of the RNC.

The access protocol that is part of the [uPS Service configuration mode must be configured prior to defining
the RNC's point code.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_ name > rncid rnc_id
Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

pointcode pt code
no pointcode

no

Deletes the RNC's point code information from the system configuration.

pt_code
Point code in dotted-decimal format :

* ITU Range 0.0.1 to 7.255.7
» ANSI Range 0.0.1 to 255.255.255
* TTC Range 0.0.1 to 15.31.255

* string of 1 to 11 characters

Use this command to identify the point code of the associated RNC.

Example
Identify the pointcode for this RNC as 1.234.2:
pointcode 1.234.2
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pooled .

pooled

Configure an RNC as either 'pooled' or 'non-pooled'.

Product SGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > IuPS Service Configuration > RNC Configuration

configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

Syntax Description =~ Pooled
[ default | no ] pooled

default | no

Entering either default or no returns the RNC configuration to the default 'non-pooled' state.

Usage Guidelines Each RNC, one-at-a-time, can be identified as "pooled' -- as participating within an SGSN pool -- or 'non-pooled'.
Pooled RNCs can co-exist with non-pooled RNCs.

Example
Identify this RNC as being part of an SGSN pool:
pooled

rab-asymmetry-indicator

Configures the SGSN to force "Asymmetric-Bidirecitonal" as the RAB Asymmetry Indicator when
uplink/downlink bitrates are equal.

Product SGSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration

configure > context context_name > iups-service service_ name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

Syntax Description rab-asymmetry-indicator symmetric-bidirectional
force-asymmetric-bidirectional
no rab-asymmetry-indicator symmetric-bidirectional
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force-asymmetric-bidirectional
default rab-asymmetry-indicator

default | no

Disables the override and sets the indicator based on the symmetry of the bitrates as described for the Default
Functionality below.

This command defines an override that uses "Asymmetric-Bidirecitonal" as the RAB Asymmetry Indicator
when uplink/downlink bitrates are equal (default functionality item #1). This overrides the default functionality
(see below) for the RAB indicator in the RAB Assignment Request.

As a result of using this override command, two sets of bitrates, one for downlink and one for uplink, will be
included in RAB Assignment Requests for establish or modify per 3GPP TS 25.413.

Default Functionality: The SGSN sets the value of the RAB Asymmetry Indicator based on symmetry of
negotiated maximum bitrates in the following manner:

» If the uplink and downlink bitrates are equal, then it is set to "Symmetric-Bidirectional".
* If uplink bitrate is set to 0 kbps, then it is set to "Asymmetric-Unidirectional-Downlink".
* If downlink bitrate is set to 0 kbps, then it is set to "Asymmetric-Unidirectional-Uplink".
» [f the uplink and downlink bitrates are non-zero and different, then it is set to "Asymmetric-Bidirectional".

Example

Override the use of the "Symmetric-Bidirectional" RAB Asymmetry Indicator for equal up/downlink
bitrates with the following command:

rab-asymmetry-indicator symmetric-bidirectional
force-asymmetric-bidirectional

Disable the override with the following command:

no rab-asymmetry-indicator symmetric-bidirectional
force-asymmetric-bidirectional

rab-modify-procedure

Product

Privilege

Command Modes

Syntax Description

This command configures how the RAB (radio access bearer) assignment procedure will be modified.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rnc id rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

rab-modify-procedure { normal-modify [ data-vol-report-ind-ie |
pdp-type-info-ie ] | release-and-establish }
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rab-modify-procedure .

default rab-modify-procedure
no rab-modify-procedure normal-modify [ data-vol-report-ind-ie |
pdp-type-info-ie ]

default

Resets the configuration to use 'release-and-establish', the SGSN's default RAB Assignment modification
procedure.

normal-modify
Selects the normal modification procedure for RAB assignment. Either one of two IE options can be included:

» data-vol-report-ind-ie sends the "Data Volume Reporting Indication IE" as part of the modification
request of the RAB Assignment Request procedure.

* pdp-type-info-ie sends the "PDP Type Information IE" as part of the modification request of the RAB
Assignment Request procedure.

release-and-establish
Instructs the system to release and establish the RAB procedure.

In the case of S4-SGSN, SGSN does not send the Release Access Bearer Request to the S-GW as the RAB
is immediately re-established after the release of RAB in direct tunnel.

Set the type of modification procedure to be used to establish the radio access bearer (RAB) assignment.
The command can be issued multiple times to configure either or both IEs for 'normal-modify' procedure.
The effect of adding the no prefix to the command depends on the keyword options included with the command:

* no rab-modify-procedure normal-modify disables a previously configured normal modify procedure

and sets the configuration to use the default RAB Assignment modification procedure
(release-and-establish).

* norab-modify-procedurenor mal-modify data-vol-report-ind-iechanges the configuration to disable
sending "Data Volume Reporting Indication IE" in the RAB Assignment request for modification. NOTE:
This command does not change the use of the normal RAB modification procedure (nor mal-modify).

« norab-modify-procedure nor mal-modify pdp-type-info-ie changes the configuration to disable sending
"PDP Type Information IE" in the RAB Assignment request for modification. NOTE: This command
does not change the use of the normal RAB modification procedure (nor mal-modify).

Use either of the following commands to verify the current configuration for type of RAB Assignment
modification procedure, and if optional IEs are to be used:

« show configuration verbose
* show iups-service

Example

Use the following command to enable 'normal-modify’ as the modification procedure to be used for
RAB Assignment:

rab-modify-procedure normal-modify

Use the following command to configure 'release-establish' as the modification procedure to be used
by the SGSN for RAB Assignments:
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default rab-modify-procedure

Use the following command to enable the "Data Volume Reporting Indication IE" as part of the
normal modification request of the RAB Assignment Request procedure.

rab-modify-procedure normal-modify data-vol-report-ind-ie

ranap arp-ie

Product

Privilege

Command Modes

Syntax Description

This command enables or disables the inclusion of ARP-IE in RAB assignment / Relocation request RANAP
messages per RNC.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

ranap arp-ie

[ default | no ] ranap arp-ie

default

Returns the configuration to the default setting, the inclusion of ARP-IE in RAB assignment / Relocation
request RANAP messages is disabled.

no

Disables the inclusion of ARP-IE in RAB assignment / Relocation request RANAP messages per RNC.

ranap bidirectional-always

Product

Privilege

Command Modes

Enables or disables sending of extended bitrates bi-directionally. When this command is enabled, the specified
extended bitrates (MBR or GBR) are included bi-directionally (uplink and downlink directions) in the RAB
Assignment Request even if the negotiated birate indicates that extended birates should be included in one
direction.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rnc id rnc_id

Entering the above command sequence results in the following prompt:
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ranap eutran-service-handover-ie .

[context name]lhost name(config-ctx-iups-service-rnc)#

ranap bidirectional-always ext-mbr-ie [ext-gbr-ie]
no ranap bidirectional-always

no

Disables sending of both extended MBR and GBR bi-directionally.

ranap bidirectional-always ext-mbr-ie

When this command is configured, if the maximum bitrate for either uplink or downlink directions indicates
that extended bitrates should be included (that is, the maximum bitrate negotiated value exceeds "16"Mbps
in either uplink or downlink direction), then the maximum bitrate extended IE is included in both uplink and
downlink directions. If in one direction (uplink or downlink) the negotiated value does not exceed "16" Mbps
then extended maximum bitrate is sent as "16000001".

ext-gbr-ie

Enables sending of Extended Guaranteed Bitrates IE.

Configure this command to include the extended bitrates in both directions when it is present in one direction.

Example

Use the following command to include extended MBR bitrates bi-directionally in the RAB Assignment
Request:

ranap bidirectional-always ext-mbr-ie

ranap eutran-service-handover-ie

Product

Privilege

Command Modes

Syntax Description

Enables/disables the inclusion of the E-UTRAN Service Handover Information Element in RAB Assignment
Request messages (during the PDP activation phase) and Relocation Request RANAP messages (during the
SRNS relocation phase). This ensures that an SRNS relocation handover to E-UTRAN is not allowed for
E-UTRAN capable UEs that have only a UTRAN/GERAN roaming agreement in place.

SGSN
Administrator, Security Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

ranap eutran-service-handover-ie
[ default | no ] ranap eutran-service-handover-ie
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. ranap eutran-service-handover-ie

Usage Guidelines

ranap eutran-service-handover-ie

Enables the inclusion of the E-UTRAN Service Handover Information Element in RAB Assignment Request
(during the PDP activation phase) and Relocation Request RANAP messages (during the SRNS relocation
phase). The IE in the RAB Assignment Request during the PDP activation phase informs the RNC not to
handover the subscriber to E-UTRAN. The IE in Relocation Request is sent when there is an intra- SGSN
SRNS or inter-SGSN SRNS relocation within the UTRAN itself so that the target RNC knows that it shall
not handover the subscriber to E-UTRAN.

no ranap eutran-service-handover-ie

Specifies that the SGSN will not include the E-UTRAN Service Handover IE in RAB Assignment Request
and Relocation Request RANAP messages.

default

Returns the configuration to the default setting, The inclusion of the E-UTRAN Service Handover Information
Element in RAB Assignment Request and Relocation Request RANAP messages is disabled.

no

Disables the inclusion of the E-UTRAN Service Handover Information Element in RAB Assignment Request
and Relocation Request RANAP messages is disabled.

Use this feature to prevent handovers to E-UTRAN in the following scenarios:

1. A UE is E-UTRAN capable, the PLMN is E-UTRAN capable, but the UE has not subscribed to EPS
services (no 4G subscription available).

2. The VPLMN is E-UTRAN-capable, and the UE of an inbound roamer is E-UTRAN capable, but the UE
has only a UTRAN/GERAN roaming agreement in place.

Enabling this parameter helps ensure that an SRNS relocation handover to E-UTRAN is not allowed for
E-UTRAN capable UEs that have only a UTRAN/GERAN roaming agreement. This results in an elimination
of potential service denial or disruption issues, and unnecessary signaling.

The following commands and features must be executed before enabling the ranap eutr an-service-handover-ie
setting:
» The SRNS relocation feature must be configured in Call Control Profile Configuration Mode via the

srns-inter and/or srns-intra commands.

* The eutran-not-allowed flag must be enabled in the access-restriction-data command in Call Control
Profile Configuration Mode.

* The call-control-profile must then be associated with an operator policy via the associate command in
Operator Policy Configuration Mode.

Example

This example enables the inclusion of the E-UTRAN Service Handover IE in RAB Assignment
Request and Relocation Request RANAP messages.

ranap eutran-service-handover-ie
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ranap global-cn-id

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command configures the SGSN to use include the Global Core Network ID IE in the various messages.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

ranap global-cn-id { paging-request | relocation-request | reset-procedure
| reset-resource-procedure } [ network-sharing selected-plmn ]

[ default | no ] ranap global-cn-id { paging-request | relocation-request
}

default

Returns the configuration to the default setting and sends the common-plmn in the Global CN ID IE.

no

Disables sending the Global CN ID IE.

paging-request

Instructs the SGSN to send the Global CN ID IE in the Paging Request message.

relocation-request

Instructs the SGSN to send the Global CN ID IE in the Relocation Request message.

reset-procedure

Instructs the SGSN to send the Global CN ID IE in the Reset/Ack message.

reset-resource-procedure

Instructs the SGSN to send the Global CN ID IE in the Reset-Resource/Ack message.

network-sharing selected-plmn

Instructs the SGSN to send the selected-plmn in the Global CN ID IE if network sharing has been enabled.

Use this command to configure the SGSN to use 'selected-plmn' in the Global Core Network ID IE in various
messages when network sharing is enabled.
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Example

Use the following command to include the global-cn-id IE in a Paging Request with the common
PLMN when network sharing is enabled :

default ranap global-cn-id paging-request

Use the following command to include global-cn-id IE in Relocation Request with the selected-plmn
(assumes network sharing has been enabled):

ranap global-cn-id relocation-request network-sharing selected-plmn

ranap paging-area-id

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command configures the SGSN to use include the Paging Area ID IE in the Paging Request message.
SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_ name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

ranap paging-area-id paging-request [ network-sharing selected-plmn ]
[ default | no ] ranap paging-area-id paging-request [ network-sharing
selected-plmn ]

default

Returns the configuration to the default setting and sends the common-plmn in the Paging Area ID IE.

no

Disables sending the Paging Area ID IE.

paging-request

Instructs the SGSN to send the Paging Area ID IE in the Paging Request message.

network-sharing selected-plmn

Instructs the SGSN to send the selected-plmn in the Paging Area ID IE if network sharing has been enabled.

Use this command to configure the SGSN to use 'selected-plmn' in the Paging Area ID IE in the Paging
Request message when network sharing is enabled.
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ranap paging-cause-ie .

Example

Use the following command to include the paging-area-id IE in a Paging Request with the common
PLMN when network sharing is enabled :

default ranap paging-area-id paging-request

Use the following command to include global-cn-id IE in Paging Request with the selected-plmn
(assumes network sharing has been enabled):

ranap global-cn-id paging-request network-sharing selected-plmn

ranap paging-cause-ie

Product

Privilege

Command Modes

Syntax Description

This command sets the paging cause value and either includes or suppresses the Paging Cause IE in responses
to Paging Requests due to various sources. This command is available in releases 8.1 and higher.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_ name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

ranap { paging-cause-ie { all | background-data [ value ] |
conversational-data [ value ] | gmm-signalling [ value ] | gs-signalling [
value ] | interactive-data [ value ] | mme-signalling [ value ] |
sm-signalling [ value ] | sms-signalling [ value ] | streaming-data [ value

11

[ default | no ] ranap { paging-cause-ie { all | background-data |
conversational-data | gmm-signalling | gs-signalling | interactive-data
| mme-signalling | sm-signalling | sms-signalling | streaming-data }

default

Resets the specific parameters value to default.

no

Suppresses the Paging Cause IE so that it is not included in responses to Paging Requests from respective
sources.

all

Using all sets the action for the Paging Cause IE value for all paging due to all sources.
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background-data [ value ]
Default: 3 (terminating background call)
Set the Paging Cause IE value for paging due to background data.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

conversational-data [ value]
Default: 5 (terminating high priority signaling)
Set the Paging Cause IE value for paging due to conversational data.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

gmm-signalling [ value]
Default: 5 (terminating high priority signaling)
Set the Paging Cause IE value for paging due to gmm-signaling.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

gs-signalling [ value]
Default: 5 (terminating high priority signaling)
Set the Paging Cause IE value for paging due to VLR Paging Request.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

interactive-data [ value ]
Default: 2 (terminating interactive call)
Set the Paging Cause IE value for paging due to interactive data.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

mme-signalling [ value]
Default: 5 (terminating high priority signaling)
Sets the Paging Cause IE value for paging from MME due to Circuit Switch Fallback (CSFB).

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

sm-signalling [ value]
Default: 5 (terminating high priority signaling)
Set the Paging Cause IE value for paging due to SM signaling.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

sms-signalling [ value ]
Default: 4 (terminating low priority signaling)

Set the Paging Cause IE value for paging due to SMS signaling.
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ranap rab-arsp-ue-radio-lost .

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

streaming-data [ value ]

Default: 5 (terminating high priority signaling)

Set the Paging Cause IE value for paging due to streaming data.

value : Must be an integer from 0 to 5. See Paging Cause value mapping in Usage section.

This command can be used to set the value (meaning) of the Paging Cause IE included in responses to Paging

Requests or it can be used to suppress the inclusion of the Paging Cause IE in the responses. These actions
can be configured for paging for all sources or for a specified source.

The following values are applicable to all Paging Cause IEs:
* 0 - Terminating conversational call
¢ 1 - Terminating streaming call
* 2 - Terminating interactive call
* 3 - Terminating background call
* 4 - Terminating low priority signaling

* 5 - Terminating high priority signaling

Example

Use the following command to set Paging Cause value to 3 for paging due to GMM signaling without
affecting cause values for other sources:

ranap paging-cause-ie gmm-signalling 3
Use the following command to suppress the Paging Cause IE from all Paging Requests to the RNC:
no ranap paging-cause-ie all

Either of the following commands will cause the Paging Cause IE to be included in Paging Requests
with the default value for SM signaling without affecting the cause for other sources:

ranap paging-cause-ie sm-signalling

default ranap paging-cause-ie sm-signalling

ranap rab-arsp-ue-radio-lost

Product

Privilege

Command Modes

This command configures the Tu Release Command when SGSN receives the RAB Assignment Response
with cause 46 "Radio Connection with UE Lost".

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
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Syntax Description

Usage Guidelines

\}

configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

[ no ] ranap rab-arsp-ue-radio-lost

no
When no ranap rab-ar sp-ue-radio-lost is configured, SGSN will send the RAB Assignment Request with
cause RAB Release to RNC.

Use this command to enable or disable handling of the RAB Assignment Response with cause 46 "Radio
Connection With UE Lost". SGSN sends the Iu Release Command with normal cause to RNC when it receives
the RAB Assignment Response with cause 46.

This command is disabled by default.

Note

This command applies to Gn-SGSN only.

ranap rab-release-with-radiolost

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command configures the Tu Release Command when SGSN receives the RAB Release Request with
cause 46 "Radio Connection with UE Lost".

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_ name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

[ no ] ranap rab-release-with-radiolost

no
When no ranap rab-release-with-radiolost is configured, SGSN will send the RAB Assignment Request
with cause RAB Release to RNC.

Use this command to enable or disable handling of the RAB Release Request with cause 46 "Radio Connection
With UE Lost". SGSN sends the Iu Release Command to RNC when it receives the RAB Release Request
with cause 46.

This command is disabled by default.
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\}

ranap risp-id-ie .

Note

This command applies to Gn-SGSN only.

ranap rfsp-id-ie

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configure this command to enable or disable the inclusion of the Subscriber Profile ID for RAT/Frequency
priority IE in RANAP Direct transfer Extension and Common Id. Extension messages.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

ranap rfsp-id-ie
no ranap rfsp-id-ie
no

Instructs the SGSN to exclude the Subscriber Profile ID for RAT/Frequency priority IE in RANAP Direct
transfer Extension and Common Id Extension messages.

rfsp-id-ie
This keyword enables the Subscriber Profile ID for RAT/Frequency priority IE to be inserted in outbound
RANAP Direct transfer Extension and Common Id Extension messages.

Inclusion of RFSP ID IE is disabled by default in RANAP Direct transfer extension and Common ID Extension.
Configure the keyword rfsp-id-ieto include Subscriber Profile ID for RAT/Frequency priority IE in RANAP
Direct transfer Extension and Common Id Extension messages.

Example

Use the following command to include Subscriber Profile ID for RAT/Frequency priority IE in
outbound RANAP Direct transfer Extension and Common Id Extension messages.

ranap rfsp-id-ie

ranap signalling-indication-ie

This command enables/disables the inclusion of the Signaling Indication IE in either or both the RAB
Assignment Request and/or the Relocation Request RANAP messages.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines
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SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

ranap signalling-indication-ie { rab-assignment-request [
relocation-request ] | relocation-request [ rab-assignment-request ] }
no ranap signalling-indication-ie

default ranap signalling-indication-ie

no

Sets the configuration so that the SGSN never includes the IE.

default

Resets the configuration to the default - the SGSN includes the IE in the messages if preconditions are met
(see Usage section).

rab-assignment-request | relocation-request
Including one or both of these keywords configures what type of RANAP message will include the IE.
The command enables the operator to determine whether the signalling indication information element is

included in either or both the RAB Assignment Request and Relocation Request messages during the PDP
context setup procedure.

For this command configuration to work so that the IE is included, two preconditions must be met:
* Received QoS traffic class for the context must be interactive
* Received QoS has a signalling indication value as optimized
When an RNC receives this IE, the RNC assumes that the customer is using IMS signaling and allocates

massive amounts of bandwidth, potentially causing cell congestion. This command enables the operator to
determine the usage of this IE which provides the operator with additional session management control.

Example
Use the following command to include the signalling indication IE in the RAB Assignment Request:

ranap signalling-indication-ie rab-assignment-request

ranap ue-ambr-ie

Enables the SGSN to include UE AMBR IE when sending RANAP messages.
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Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

ran-information-management .

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

[ no ] ranap ue-ambr-ie

no
Returns to the default functionality by disabling the sending of the UE AMBR IE.
This command allows the operator to determine if the UE AMBR IE is to be included when the SGSN sends

RANAP messages of the type RAB Assignment Request and Relocation Request. This functionality can be
enabled per RNC basis.

Example

If configuration for this functionality has been enabled, using the following command disables the
sending of UE AMBR IE in RANAP messages.

no ranap ue-ambr-ie

ran-information-management

Product

Privilege

Command Modes

Syntax Description

Use this command to inform the SGSN which RNC are capable of handling RAN information management
(RIM) messages.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

[ default | no ] ran-information-management

default
Resets the default so RIM is disabled.
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no
Disables the RIM support in the configuration file.
By default, handling of RAN information management (RIM) messages is disabled. This command informs

the SGSN which RNC are capable of handling RIM messages. This configuration only becomes 'operational’
if the ran-infor mation-management command is enabled in the SGSN global configuration mode.

When RIM support is enabled on both the SGSN and the destination node, then all RIM PDUs are forwarded
to the BSC/RNC. If RIM message handling is not enabled on both nodes, then the RIM PDUs are dropped
silently.

Example

Use the following command to enable RIM support:

ran-information-management

Use the following command to disable RIM support that has been added to the configuration:

no ran-information-management

release-compliance

Product

Privilege

Command Modes

Syntax Description

This command allows the SGSN to set support based on the RNC's 3GPP release compliance and to define
per RNC QoS overrides.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rnc id rnc_id

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-ctx-iups-service-rnc)#

release-compliance { pre-release-7 | release-7 } [ gbr-down gbr dn val |
gbr-up gbr up val | mbr-down mbr dn val | mbr-up mbr up val ] +
default release-compliance

default

Returns the configuration to the default value, release-7.

pre-release-7

Enables support for an RNC with capabilities compliant with releases prior to Release 7, such as HSPA in
R6.
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release-compliance .

release-7

Enables support for RNC with capabilities compliant with 3GPP Release 7 or later, such as HSPA+ available
in R7.

ghr-down gbr_dn_val
Defines a guaranteed kbps bit rate for downlink direction,

« options for pre-release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000.
Default cap is 16000.

» options for release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000, 21000,
28000, 42000. See default cap information below.

gbr-up gbr_up_val
Defines a guaranteed kbps bit rate for uplink direction,

* options for pre-release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000.
Default cap is 16000.

» options for release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000, 21000,
28000, 42000. See default cap information below.

mbr-down mbr_dn_val
Defines a maximum kbps bit rate for downlink direction,

* options for pre-release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000.
Default cap is 16000.

« options for release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000, 21000,
28000, 42000. See default cap information below.

mbr-up mbr_up_val
Defines a maximum kbps bit rate for uplink direction,

» options for pre-release-7 include: 16, 32, 64, 128, 256, 512, 1024, 2048, 4096, 8192, 11500, 16000.
Default cap is 16000.

» options for release-7 include: 16, 32, 64, 128,256, 512, 1024, 2048, 4096, 8192, 11500, 16000, 21000,
28000, 42000. See default cap information below.

Use this command to match the 3GPP release support by the RNC. As the 3GPP releases each support differing
data rate options - R6 supports HSPA and R7 supports HSPA+ - then selecting the compliance is a method
of preforming data rate management on a per RNC basis.

Also use this command to set QoS capping overrides for each RNC separately. Default caps for Release 7
RNC will vary depending upon which overrides are set.
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Important

Once caps are set for an RNC, if the RNC release level changes the capping remains the same until the QoS
override values are changed for that RNC. Values do not automatically change to the default values appropriate
for that release .

Example
Enable HSPA fallback to R6 compliance:

release-compliance pre-release-7

reset-resource

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

This command enables the operator to control message length by configuring the number of [uConIDs sent
in each RANAP Reset Resource messages.

SGSN
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > luPS Service Configuration > RNC Configuration
configure > context context_name > iups-service service_name > rncid rnc_id

Entering the above command sequence results in the following prompt:

[context name]host name(config-ctx-iups-service-rnc)#

reset-resource max-iuconid-per-msg number
default reset-resource max-iuconid-per-msg

default

Resets the number of Tu connection Ids included in the Reset Resource messages. Default is 250.

max-iuconid-per-msg number

Sets the number of Iu connection Ids to be included in the Reset Resource messages.

number: Integer from 1 to 250.

Default: 250

Id numbers for each Iu connection are included in the RANAP Reset Resource messages. Including this

potentially long stream of numbers can make the message very long. With this command, the operator can
control the size of the messages by controlling the number of Id messages included in the messages.

Example

Limit the number of Tu connection IDs to 30:
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reset-resource .

reset-resource max-iuconid-per-msg 30
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. reset-resource
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CHAPTER 9

RoHC Profile Common Options Configuration
Mode Commands

The RoHC Profile Common Options Configuration Mode is used to set timers that, upon expiration, release
robust header compression contexts.

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Common Options Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-common) #

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* delay-release-hc-context-timer, on page 67

* do show, on page 68

* end, on page 69

* exit, on page 69

* inactive-traffic-release-hc-context-timer, on page 69

delay-release-hc-context-timer

Product

Privilege

Command Modes

Sets a delay in releasing Robust Header Compression (RoHC) contexts allowing for context continuation
during intra-gateway handoffs.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Common Options Configuration

configure > rohc-profile profile-name profile_name > compression-options

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



. do show

Syntax Description

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

RoHC Profile Common Options Configuration Mode Commands |

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-common) #

delay-release-hc-context-timer seconds
no delay-release-hc-context-timer

no

Removes previously configured value for this command. No value disables the feature.

seconds
Specifies the number of seconds the system delays before releasing the header compression context as an
integer from 0 to 65535.

Use this command to set a delay in releasing a header compression context. THis command is necessary when
employing RoHC and mobility. Typically, when an RP connection is released, the header compression context
is also released immediately. However, in mobility situations, such as intra-PDSN handoffs, the header
compression context should be preserved. Adding a delay to cover the handoff time allows the context to be
maintained.

A header compression context contains the compression/decompression configuration and statistics for the
session.

Example
The following command sets the header compression release delay to 20 seconds:

delay-release-hc-context-timer 20

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.
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A

end .

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

inactive-traffic-release-hc-context-timer

Product

Privilege

Command Modes

Sets an inactivity timer that is checked when inactivity is detected on an SO67 A10 bearer connection with
negotiated RoHC parameters. When this timer expires, the header compression context is released.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Common Options Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:
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. inactive-traffic-release-hc-context-timer

Syntax Description

Usage Guidelines

[context name]lhost name(config-rohcprofile-profile name-common) #

inactive-traffic-release-hc-context-timer seconds
no inactive-traffic-release-hc-context-timer

no

Removes previously configured value for this command. No value disables the feature.

seconds
Specifies the time, in seconds, the system waits for activity on the bearer channel before releasing the header

compression context as an integer from 1 through 65535.

Use this command to set a timer that is started upon detecting inactivity on the bearer channel. Upon expiry,
the header compression context is released. Enable this feature for more efficient memory utilization.

Example
The following command sets the bearer channel inactivity timer to 60 seconds:

inactive-traffic-release-hc-context-timer 60
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CHAPTER 1 0

RoHC Profile Compression Configuration Mode
Commands

The RoHC Profile Compression Configuration Mode is used to configure RoOHC (Robust Header Compression)
Compressor parameters. RoHC is not supported on GGSN.

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

Important

The availability of commands, keywords and variables in this mode are dependent on platform type, product
version, and installed license(s).

* context-timeout, on page 72

* do show, on page 73

* end, on page 73

* exit, on page 73

* ipid-history-size, on page 74

* max-jitter-cd, on page 74

» max-sliding-window, on page 75
» multiple-ts-stride, on page 76

» new-context-blocking-time, on page 76
* num-pkts-ts, on page 77
 num-pkts-u-mode, on page 78

* num-updates-ir, on page 79

* optimistic-repeats, on page 79

* rtp-sn-p, on page 80

* rtp-sn-p-override, on page 81

* rtp-time-stride, on page 82

* rtp-ts-deviation, on page 83

* rtp-ts-stride, on page 83

* sliding-window-ts, on page 84

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



RoHC Profile Compression Configuration Mode Commands |
. context-timeout

* total-jitter-ipv4, on page 85

* total-jitter-ipv6, on page 86

* unimode-timeout-to-fo-state, on page 86
* unimode-timeout-to-ir-state, on page 87
* use-calculated-rtp-time-stride, on page 88
* use-calculated-rtp-ts-stride, on page 88

* use-ipid-override, on page 89

* use-optimized-talkspurt, on page 90

* use-optimized-transience, on page 91

* use-timer-based-compression, on page 91
* use-uncomp-profile, on page 92

context-timeout

Context timeout in seconds.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

Syntax Description =~ context-timeout seconds
default context-timeout

default

Returns the command to its default value.

seconds
Specifies the context timeout value (in seconds) as an integer from 0 through 100.

Default: 20

Usage Guidelines Use this command to set the context timeout.

Example
The following command sets the context timeout to 10 seconds:

context-timeout-period 10
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do show

Product

Privilege

Syntax Description

Usage Guidelines

A

do show .

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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Ipid-history-size

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Specifies the number of IP-IDs of previously sent packets to store. An IP ID is a 16-bit header field that stores
IPv4 Identification information.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

ipid-history-size number
default ipid-history-size
default

Returns the command to its default value.

number
Specifies the number of IP IDs to store as an integer from 1 through 32.

Default: 8

Use this command to set the number of IP IDs to store in the history.

Example
The following command sets the history size to 24 IP-IDs:

ipid-history-size 24

max-jitter-cd

Product

Privilege

Specifies the upper boundary of jitter expected on the communication channel between the compressor and
decompressor.

HSGW
PDSN

Administrator
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Command Modes

Syntax Description

Usage Guidelines

max-sliding-window .

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

max-jitter-cd num ms
default max-jitter-cd

default

Returns the command to its default value.

num_ms
Specifies the number of milliseconds for the maximum jitter setting as an integer from 0 through 999999999.
Default: 150

Use this command to set the maximum amount of jitter allowed on the communication channel between
compressor and decompressor.

Example
The following command sets the jitter limit to 1000 ms (1 second):

max-jitter-cd 1000

max-sliding-window

Product

Privilege

Command Modes

Syntax Description

Specifies the width of the sliding window for W-LSB (Windows-based Least Significant Bits) encoded values.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

max-sliding-window size
default max-sliding-window

default

Returns the command to its default value.
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size
Specifies the size of the sliding window as an integer from 1 through 1000.

Default: 6

Use this command to set the size of the sliding window used to compute jitter for W-LSB encoded values.

Example
The following command sets the sliding window size to 500:

max-sliding-window 500

multiple-ts-stride

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Enables or disables the use of repeated transmission of RTS_STRIDE for timer-based compression.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

[ no ] multiple-ts-stride

no

Disables the use of repeated transmission of RTS_STRIDE for time-based compression.

Use this command to enable or disable a gateway's ability to repeatedly transmit RTS STRIDE for timer-based
compression.

new-context-blocking-time

Product

Privilege

Specifies the time period in seconds for blocking the establishment of new contexts after the compressor has
received a feedback reject.

HSGW
PDSN

Administrator
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num-pkts-ts .

Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description new-context-blocking-time seconds
default context-timeout

default

Returns the command to its default value.

seconds
Specifies the context blocking time (in seconds) as an integer from 0 through 100.

Default: 20

Usage Guidelines Use this command to set the context blocking time after the compressor has received a feedback reject.

Example
The following command sets the context blocking time to 10 seconds:

new-context-blocking-time 10

num-pkts-ts

Specifies the number packets per RTP timestamp (TS).

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description =~ num-pkts-ts num pkts
default num-pkts-ts

default

Returns the command to its default value.
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. num-pkts-u-mode

num_pkts
Specifies the number of packets for the timestamp as an integer from 0 through 999.

Default: 6

Usage Guidelines Use this command to set the number of packets for each RTP timestamp (TS).

Example
The following command sets the number of packets per timestamp to 50:

num-pkts-ts 50

num-pkts-u-mode

Specifies the number of packets sent when operating in U-Mode (unidirectional mode).

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

SVntax Description num—pkts—u—mode num_pKts
default num-pkts-u-mode
default

Returns the command to its default value.

num_pkts
Specifies the number of packets sent in U-Mode as an integer from 0 through 999.
Default: 1

Usage Guidelines Use this command to set the number of packets sent when in U-Mode.

Example
The following command sets the number of packets for U-Mode to 50:

num-pkts-u-mode 50
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num-updates-ir .

num-updates-ir

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the number of IR (Initiation and Refresh state) updates.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

num-updates-ir num pkts
default num-updates-ir

default

Returns the command to its default value of 4.

num_pkts
Specifies the number of IR updates as an integer from 0 through 999.
Default: 4

Use this command to set the number of IR updates.

Example
The following command sets the number of IR updates to 30:

num-updates-ir 30

optimistic-repeats

Product

Specifies the number of repeated packets to send to the decompressor. For transition from the FO (First Order)
to the SO (Second Order) state, the compressor should be confident that the decompressor has all the parameters
needed to decompress according to a fixed pattern. The compressor obtains its confidence about decompressor
status by sending several packets with the same information according to the lower compression state. If the
decompressor receives any of these packets, it is in sync with the compressor.

HSGW
PDSN
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Privilege

Command Modes

Syntax Description

Usage Guidelines

rtp-sn-p

RoHC Profile Compression Configuration Mode Commands |

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

optimistic-repeats num pkts
default optimistic-repeats

default

Returns the command to its default value.

num_pkts

Specifies the number of packets to repeat with the same information to assure synchronization with the
decompressor.

num_pkts must be an integer from 0 through 10.
Default: 6

Use this command to set the number of packets to repeat to the decompressor to assure synchronization before
transition states.

Example
The following command sets the number of repeated packets to 5:

optimistic-repeats 5

Specifies the value of p in RTP SN (RTP Sequence Number) calculation. Least Significant Bits (LSB) encoding
is used for header fields whose values are usually subject to small changes. With LSB encoding, the k least
significant bits of the field value are transmitted instead of the original field value, where k is a positive integer.
After receiving k bits, the decompressor derives the original value using a previously received value as
reference (v_ref). The scheme is guaranteed to be correct if the compressor and the decompressor each use
interpretation intervals as follows:

* In which the original value resides

* And in which the original value is the only value that has the exact same k least significant bits as those
transmitted.

The interpretation interval can be described as a function:
f(v_ref, k). Let f(v_ref, k) =[v_ref-p, v_ref+ 2"k - 1) - p]

Where p is an integer.
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Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description =~ TtP-sn-p p value
default rtp-sn-p
default

Returns the command to its default value.

p_value
Specifies the value of p in the RTP SN calculation as an integer from 0 through 999.
Default: 6

Usage Guidelines Use this command to set the value for p when performing the RTP SN calculation.

Example
The following command sets the value of p to 100:

rtp-sn-p 100

rtp-sn-p-override

Enables an override of p in the RTP SN calculation. This is disabled by default.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] rtp-sn-p-override
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default

Returns the command to its default value of disabled.

no

Disables overriding p in RTP SN calculation.

Usage Guidelines Use this command to enable an override of p in RTP SN calculation.

Example
The following command enables the override of p in the RTP SN calculation:

rtp-sn-p-override

rtp-time-stride

Sets the time interval used for one TS (RTP Time Stamp) stride. This interval is used when timer-based
encoding is enabled.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description rtp-time-stride num ms
default rtp-time-stride

default

Returns the command to its default value.

num_ms
Specifies the number of milliseconds to use for TS STRIDE as an integer from 0 through 999999999,
Default: 20

Usage Guidelines Use this command to set the length of the TS_STRIDE in milliseconds.

Example

The following command sets TS STRIDE to 100ms:
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rtp-ts-deviation .

rtp-time-stride 100

rtp-ts-deviation

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Sets the maximum percentage of deviation allowed for input RTP packets for timer-based compression.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

rtp-ts-deviation percentage
default rtp-ts-deviation

default

Returns the command to its default value of 25.

percentage

Specifies the maximum percentage of deviation allowed for input RTP packets for timer-based compression
as an integer value from 0 through 100.

Default: 25

Use this command to set the maximum percentage of deviation allowed for input RTP packets for timer-based
compression.

Example
The following command sets the percentage to 30:

rtp-ts-deviation 30

rtp-ts-stride

Product

Specifies the amount by which TS (RTP time stamp) is incremented. This value is used for Scaled RTP TS
encoding.

HSGW
PDSN
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Privilege Administrator

Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description rtp-ts-stride num ms
default rtp-ts-stride
default

Returns the command to its default value of 160.

num_ms
Specifies the number of milliseconds to use incrementing TS as an integer from 0 through 999999999.

Default: 160

Usage Guidelines Use this command to set the amount by which TS is incremented for Scaled RTP TS encoding.

Example
The following command sets amount by which TS is incremented to 100ms:

rtp-ts-stride 100

sliding-window-ts

Sets the sliding window used to compute jitter.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description sliding-window-ts size
default sliding-window-ts

default

Returns the window to its default value of 4.
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size
Specifies the size of the sliding window as an integer from 1 through 1000.

Default: 4

Usage Guidelines Use this command to set the size of the sliding window used to compute jitter for the current RoHC profile.

Example
The following command sets the sliding window size to 500:

sliding-window-ts 500

total-jitter-ipv4

Specifies the total jitter allowed after compression for IPv4.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

SVntax Description total- j itter- 1pv4 time
default total-jitter-ipv4

default

Returns the command to its default value of 270.

time
Specifies the time interval to use (in milliseconds) as an integer from 0 through 999999999.

Default: 270

Usage Guidelines Use this command to set the jitter limit after compression.

Example
The following command sets the jitter after compression limit to 900 ms:

total-jitter-ipv4 900
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total-jitter-ipv6

Specifies the total jitter allowed after compression for IPv6.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

default total-jitter-ipvé

default

Returns the command to its default value 580.

time
Specifies the total jitter interval allowed (in milliseconds) as an integer from 0 through 999999999.
Default: 580

Usage Guidelines Use this command to set the jitter limit after compression.

Example
The following command sets the jitter after compression limit to 900 ms:

total-jitter-ipvé 900

unimode-timeout-to-fo-state

Specifies the time period in seconds before falling back to the FO (First Order) state.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
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Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description =~ unimode-timeout-to-fo-state num ms
default unimode-timeout-to-fo-state

default

Returns the command to its default value of 3.

num_ms
Specifies the timeout period (in seconds) as an integer from 0 through 10.

Default: 3

Usage Guidelines Use this command to set the timeout before falling back to the FO state when in Unimode.

Example
The following command sets the fall back timeout to 2 seconds:

unimode-timeout-to-fo-state 2

unimode-timeout-to-ir-state

Specifies the time period in seconds before falling back to the IR (Initiation and Refresh) state.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

Syntax Description ~ unimode-timeout-to-ir-state num ms
default unimode-timeout-to-ir-state

default

Returns the command to its default value of 5.

num_ms

Specifies the timeout period in seconds as an integer from 0 through 20.

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



RoHC Profile Compression Configuration Mode Commands |
. use-calculated-rtp-time-stride

Default: 5

Usage Guidelines Use this command to set the timeout before falling back to the IR state when in Unimode.

Example
The following command sets the fall back timeout to 3 seconds:

unimode-timeout-to-ir-state 3

use-calculated-rtp-time-stride

Overrides the configured value of rtp-time-stride with a calculated value.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options
Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-calculated-rtp-time-stride

default

Returns the command to its default value of enabled.

no

Disables the use of calculated RTP time stride override.

Usage Guidelines This command overrides the configured value of rtp-time-stride with a calculated value.

Example
The following command overrides the configured value of rtp-time-stride.

use-calculated-rtp-time-stride

use-calculated-rtp-ts-stride

Overrides the configured value of rtp-ts-stride with a calculated value.
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Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-calculated-rtp-ts-stride

default

Returns the command to its default value of enabled.

no

Disables the use of calculated RTP TS time stride override.

Usage Guidelines This command overrides the configured value of rtp-ts-stride with a calculated value.

Example
The following command overrides the configured value of rtp-ts-stride.

use-calculated-rtp-ts-stride

use-ipid-override

Enables or disables overriding the IP-ID (IPv4 Identification header field).

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-ipid-override

default

Returns the command to its default value of disabled.
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no

Disables the IP-ID override.

Usage Guidelines Use this command to enable overriding of the IP-ID.

Example

The following command enables the IP-ID override feature:
use-ipid-override

The following command disables the IP-ID override feature:

no use-ipid-override

The following command also disables the IP-ID override feature:

default use-ipid-override

use-optimized-talkspurt

Enables or disables the use of optimized talkspurt.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-optimized-talkspurt

default

Returns the command to its default value of enabled.

no

Disables the use of optimized talkspurt.

Usage Guidelines Use this command to enable and disable the use of optimized talkspurt

Example
The following command enables the use of optimized talkspurt:

use-optimized-talkspurt
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The following command disables the use of optimized talkspurt:

no use-optimized-talkspurt

use-optimized-transience

Enables or disables the use of optimized transience.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-optimized-transience

default

Returns the command to its default value of enabled.

no

Disables the use of optimized transience.

Usage Guidelines Use this command to enable or disable the use of optimized transience.

Example

The following command enables the use of optimized transience.
use-optimized-transience

The following command disables the use of optimized transience.

no use-optimized-transience

use-timer-based-compression

Enables or disables timer-based compression of the RTP time stamp (TS) at the compressor.

Product HSGW
PDSN
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Privilege Administrator

Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration
configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [ default | no ] use-timer-based-compression

default

Returns the command to its default value of enabled.

no

Disables the use of timer-based compression.

Usage Guidelines Use this command to enable or disable the use of timer-based compression.

Example

The following command enables the use of timer-based compression.
use-timer-based-compression

The following command disables the use of timer-based compression.

no use-timer-based-compression

use-uncomp-profile

Enables or disables the use of the Uncompressed Profile (0x0000) if required at the compressor.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration > RoHC Profile Compression Configuration

configure > rohc-profile profile-name profile_name > compression-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-comp) #

Syntax Description [default | no ] useS-uncomp-profile

default

Returns the command to its default value of disabled.
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no

Disables the use of the Uncompressed Profile.

Usage Guidelines Use this command to enable or disable the use of the Uncompressed Profile.

Example

The following command enables the use of the Uncompressed Profile.
use-uncomp-profile

The following command disables the use of the Uncompressed Profile.

no use-uncomp-profile
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|

CHAPTER 1 1

RoHC Profile Configuration Mode Commands

The RoHC Profile Configuration Mode is used to configure RoOHC (Robust Header Compression) Compressor
and Decompressor parameters. The profiles can then be assigned to specific subscriber sessions when RoHC
header compression is configured. ROHC is not supported on GGSN.

Exec > Global Configuration > RoHC Profile Configuration

configure > rohc-profile profile-name profile_name

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name)#

Important

The availability of commands, keywords and variables in this mode is dependent on platform type, product
version, and installed license(s).

* common-options, on page 95
 compression-options, on page 96

» decompression-options, on page 97
* do show, on page 98

* end, on page 98

* exit, on page 98

common-options

Product

Privilege

Command Modes

Enters the RoHC Profile Common Options Configuration Mode where inactivity and delay timers are set to
support dynamic header compression contexts and context preservation during handoffs.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration

configure > rohc-profile profile-name profile_name
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Syntax Description

Usage Guidelines

RoHC Profile Configuration Mode Commands |

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name)#

[ default ] common-options

default

Reset all parameters in the RoHC Profile Common Options Configuration Mode to default values.

Use this command to enter the RoOHC Profile Common Options Configuration Mode where parameters for
maintaining header compression contexts and inactivity timers can be configured.

Entering this command results in the following prompt:
[context_name]host(config-rohcprofile-<profile_name>-common)#

RoHC Profile Common Options Configuration Mode commands are defined in the RoHC Profile Common
Options Configuration Mode Commands chapter.

compression-options

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Enters the RoHC Profile Compression Options Configuration Mode allowing configuration of options applied
during RoHC compression for the current RoHC profile.

HSGW

PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration
configure > rohc-profile profile-name profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name)#

[ default ] compression-options

default

Reset all options in the ROHC Profile Compression Configuration Mode to their default values.

Use this command to enter RoOHC Profile Compression Configuration Mode to set the compression options
that are used for subscriber sessions using the current RoHC profile.

Entering this command results in the following prompt:
[context_name]host(config-rohcprofile-<profile_name>-comp)#

RoHC Profile Compression Options Configuration Mode commands are defined in the RoHC Profile
Compression Configuration Mode Commands chapter.
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decompression-options .

Example

The following command enters RoHC Profile Compression Options Configuration Mode:
compression-options

The following command sets all compression options to their default values:

default compression-options

decompression-options

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Enters the RoHC Profile Decompression Options Configuration Mode allowing configuration of options
applied during RoHC decompression for the current RoHC profile.

HSGW

PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration
configure > rohc-profile profile-name profile_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name)#

[default ] decompression-options

default

Reset all options in the RoHC Profile Decompression Options Configuration Mode to their default values.
Use this command to enter RoHC Profile Decompression Options Configuration Mode to set the decompression
options used for subscriber sessions using the current RoHC profile.

Entering this command results in the following prompt:
[context_name]host(config-rohcprofile-<profile_name>-decomp)#

RoHC Profile Decompression Options Configuration Mode commands are defined in the RoHC Profile
Decompression Configuration Mode Commands chapter.

Example

The following command enters RoHC Profile Decompression Options Configuration Mode:
decompression-options

The following command sets all decompression options to their default values:

default decompression-options
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do show

Product

Privilege

Syntax Description

Usage Guidelines

A

RoHC Profile Configuration Mode Commands |

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.
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RoHC Profile Decompression Configuration Mode
Commands

The RoHC Profile Decompression Configuration Mode is used to configure RoHC (Robust Header
Compression) Decompressor parameters.

Command Modes Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options
Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

| A

Important  The availability of commands, keywords and variables in this mode are dependent on platform type, product
version, and installed license(s).

* accept-delayed-pkts, on page 100

* context-timeout, on page 100

* crc-errors-fo, on page 101

* crc-errors-so, on page 102

* do show, on page 103

* end, on page 104

* exit, on page 104

* nack-limit, on page 104

* optimistic-mode-ack, on page 105

* optimistic-mode-ack-limit, on page 106
* piggyback-wait-time, on page 107

» preferred-feedback-mode, on page 107
* rtp-sn-p, on page 109

* rtp-sn-p-override, on page 110

* sliding-window-ts, on page 110

* use-clock-option, on page 111

* use-crc-option, on page 112

* use-feedback, on page 113

* use-jitter-option, on page 113
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* use-reject-option, on page 114
* use-sn-not-valid-option, on page 115
* use-sn-option, on page 116

accept-delayed-pkts

Accepts delayed packets

Product HSGW
PDSN
Privilege Administrator

Command Modes Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

Syntax Description [ default ] accept-delayed-pkts

default

Returns the command to its default value of disabled.

Usage Guidelines This command helps reduce packet loss during context repair.

Example
Use the following command to enable the system to accept delayed packets:

accept-delayed-pkts

context-timeout

Ensures that no expired contexts are used for data compression.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #
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Syntax Description

Usage Guidelines

crc-errors-fo .

context-timeout seconds
default context-timeout

default

Returns the command to its default value.

seconds

Specifies the context timeout value (in seconds) as an integer from 0 through 100.

Default: 20

The RoHC stack should periodically clean up expired contexts and release memory in case there is no data

activity for the call on this context. The context cleanup period is internally calculated to be set to half of the
value of the context-timeout value. This will ensure that no expired contexts are used for data compression.

Example
The following command sets the context-timeout parameter to 30 seconds:

context-timeout 30

crc-errors-fo

Product

Privilege

Command Modes

Syntax Description

Sets the limits for when a NACK message is sent while in the FO (First Order) state. A NACK is sent whenever
CRC errors are detected within a specified number of packets.

HSGW

PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

crc-errors-fo-k num errors
crc-errors-fo-n num packts
default crc-errors-fo-k
default crc-errors-fo-n

default

Returns the command to its default value.
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crc-errors-fo-k num_errors

Specifies the number of received packets that trigger the sending of a NACK as an integer from 1 through
10.

Default: 1

|

Important num_errors must be less than or equal to the value specified with the crc-errors-fo-n command.

crc-errors-fo-n num_packts
Specifies the number of packets to check for CRC errors as an integer from 1 through 10.

Default: 1

Usage Guidelines Use this command to set the parameters that trigger sending a NACK message when in the FO state.

Example

To configure a NACK to be sent when 4 out of the last 10 packets have CRC errors when in the FO
state, use the following commands:

crc-errors-fo-k 4
crc-errors-fo-n 10

Crc-errors-so

Sets the limits for when a NACK message is sent while in the SO (Second Order) state. A NACK is sent
whenever CRC errors are detected within a specified number of packets.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

Syntax Description =~ crc-errors-so-k num errors
Crc-errors—-so-n num packets
default crc-errors-so-k
default crc-errors-so-n
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| A

do show .

default

Returns the command to its default value.

crc-errors-so-k num_errors

Specifies the number of received packets that trigger the sending of a NACK as an integer from 0 through
10.

Default: 1

Important

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

num_errors must be less than or equal to the value specified with the crc-error s-so-n command.

crc-errors-so-n num_packets
Specifies the number of packets to check for CRC errors as an integer from 1 through 10.

Default: 1

Use this command to set the parameters that trigger sending a NACK message when in the SO state.

Example

To configure a NACK to be sent when 4 out of the last 10 packets have CRC errors when in the SO
state, use the following commands:

crc-errors-so-k 4
crc-errors-so-n 10

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a show command.

The pipe character | is only available if the command is valid in the Exec mode.
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Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

nack-limit

Product

Privilege

Command Modes

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

Sets the number of unsuccessful decompressions allowed before a NACK is sent.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:
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Syntax Description

Usage Guidelines

optimistic-mode-ack .

[context name]lhost name(config-rohcprofile-profile name-decomp) #
nack-limit iimit
default nack-limit

default

Returns the command to its default value.

limit

Specifies the number of unsuccessful decompressions allowed as an integer from 0 through 20.
Default: 0

Use this command to set the maximum number of unsuccessful decompressions before a NACK message is
sent.

Example
The following command sets the number of unsuccessful decompressions allowed to 10:

nack-limit 10

optimistic-mode-ack

Product

Privilege

Command Modes

Syntax Description

When this command is enabled and a type 2 IR-DYN packet is successfully decompressed, an optional ACK
is sent in U-mode.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

[ default | no ] optimistic-mode-ack

default

Returns the command to its default value of enabled.

no

Disables the sending of the optional ACK.
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. optimistic-mode-ack-limit

Usage Guidelines

Use this command to enable and disable the sending of an optional ACK in U-mode when a type 2 IR-DYN
packet is successfully decompressed.

Example

To enable the sending of the optional ACK, enter the following command:
optimistic-mode-ack

To disable the sending of the optional ACK, enter the following command:

no optimistic-mode-ack

optimistic-mode-ack-limit

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Sets the number of packets for which to send ACKs.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

optimistic-mode-ack-limit num pkts
default optimistic-mode-ack-limit
default

Returns the command to its default value.

num_pkts
Specifies the number of packets for which to send ACKs as an integer from 0 through 20.
Default: 3

Use this command to set the number of packets to send the optional ACK for when a type 2 IR-DYN packet
is successfully decompressed.

Example
Enter the following command to set the number of packets to send and ACK for to 6:

optimistic-mode-ack-limit 6
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piggyback-wait-time .

Use the following command to set the number of packets to send an ACK for back to the default of
3:

default optimistic-mode-ack-limit

piggyback-wait-time

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Specifies the time in milliseconds to wait for a feedback packet to be picked up as piggybacked feedback by
the associated compressor.

HSGW

PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #

piggyback-wait-time m secs
default piggyback-wait-time

default

Returns the command to its default value.

m_secs

Specifies the time (in milliseconds) to wait for a feedback packet to be picked up as an integer value from 0
through 1000.

Default: 80

Use this command to set the time in milliseconds to wait for a feedback packet to be picked up as piggybacked
feedback by the associated compressor.

Example
The following command sets the wait time to 120 ms:

piggyback-wait-time 120

preferred-feedback-mode

Specifies the preferred feedback mode to use between the compressor and the decompressor
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. preferred-feedback-mode

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

preferred-feedback-mode { bidirectional-optimistic | bidirectional-reliable
| unidirectional }
default preferred-feedback-mode

default

Returns the command to its default setting of bidirectional-optimistic.

bidirectional-optimistic

This mode is similar to the Unidirectional mode, with the exception of a feedback channel used to send error
recovery requests from the decompressor to compressor.

This is the default mode.

bidirectional-reliable

Reliable mode makes extensive use of a feedback channel to avoid packet loss from context invalidation. A
secure reference model is used instead of the optimistic approach used in the other modes. With the secure
reference model, the confidence of the compressor depends on acknowledgements from the decompressor
for every context updating packet.

Periodically the compressor sends context updating packets repeatedly until an acknowledgement is received
from the decompressor.

unidirectional
Packets are sent in only one direction, from the compressor to the decompressor.

Use this command to specify the preferred feedback method to use between the compressor and the
decompressor for the current RoHC profile.

Example
Use the following command to set the preferred feedback mode to bidirectional-reliable:

preferred-feedback-mode bidirectional-reliable
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rtp-sn-p

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

rtp-sn-p .

Specifies the value of p in RTP SN (RTP Sequence Number) calculation. Least Significant Bits (LSB) encoding
is used for header fields whose values are usually subject to small changes. With LSB encoding, the k least
significant bits of the field value are transmitted instead of the original field value, where k is a positive integer.
After receiving k bits, the decompressor derives the original value using a previously received value as
reference (v_ref). The scheme is guaranteed to be correct if the compressor and the decompressor each use
interpretation intervals as follows:

* In which the original value resides

* And in which the original value is the only value that has the exact same k least significant bits as those
transmitted.

The interpretation interval can be described as a function:
f(v_ref, k). Let f(v_ref, k) = [v_ref-p, v_ref+ (2°k - 1) - p]

Where p is an integer.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options
Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

rtp-sn-p value
default rtp-sn-p

default

Returns the command to its default value.

value

Specifies the number the value of p in the RTP SN calculation as an integer from 0 through 999.

Use this command to set the value to use for p when performing the RTP SN calculation.

Example
The following command sets the RTP Sequence Number integer "p" value to 100:

rtp-sn-p 100
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. rtp-sn-p-override

rtp-sn-p-override

Allows an override of p in RTP SN calculation. This is disabled by default.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #

Syntax Description [ default | no ] rtp-sn-p-override

default

Returns the command to its default value of disabled.

no

Disables overriding p in RTP SN calculation.

Usage Guidelines Use this command to allow an override of p in RTP SN calculations.

Example
The following command enables the override of p in the RTP SN calculation:

rtp-sn-p-override

sliding-window-ts

Computes jitter as described in RFC 3095,[4.5.4]

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #
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use-clock-option .

Syntax Description sliding-window-ts size
default sliding-window-ts

default

Returns the command to its default value of 4.

size
Sets the size of the sliding window. Size must be an integer from 1 through 1000.

Default: 4

Usage Guidelines Use this command to set the size of the sliding window used to compute jitter for the current RoHC profile.

Example
The following command sets the sliding window size to 500:

sliding-window-ts 500

use-clock-option

Controls usage of the RoHC clock option. The clock option informs the compressor of the clock resolution
of the decompressor. This allows the compressor to estimate the jitter introduced by the clock of the
decompressor when doing timer-based compression of the RTP timestamp.

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

Syntax Description [ default | no ] use-clock-option

default

Returns the command to its default value of enabled.

no

Disables use of the RoHC clock option.

Usage Guidelines Use this command to enable and disable the use of the RoHC clock option.
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Example

The following command enables RoHC clock option usage:
use-clock-option

The following command disables RoHC clock option usage:

no use-clock-option

use-crc-option

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Controls usage of the RoHC cyclic redundancy check (CRC) option. The CRC option contains an 8-bit CRC
computed over the entire feedback payload, without the packet type and code octet, but including any CID
fields,

HSGW

PDSN
Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

[ default | no ] use-crc-option

default

Returns the command to its default value of enabled.

no

Disables use of the CRC option.

Use this command to enable and disable the use of the RoHC CRC option.

Example

The following command enables RoHC CRC option usage:
use-crc-option

The following command disables RoHC CRC option usage:

no use-crc-option
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use-feedback .

use-feedback

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Controls use of the feedback channel. A feedback channel sends error recovery requests and (optionally)
acknowledgments of significant context updates from the decompressor to the compressor.

HSGW
PDSN

Security Administrator, Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #

[ default | no ] use-feedback

default

Returns the command to its default value of disabled.

no

Disables use of the feedback channel.

Use this command to enable and disable the use of the RoHC feedback channel.

Example

The following command enables RoHC feedback channel usage:
use-feedback

The following command disables RoHC feedback channel usage:

no use-feedback

use-jitter-option

Product

Privilege

Controls usage of RoHC jitter option. The jitter option allows the decompressor to report the maximum jitter
it has observed

HSGW
PDSN

Administrator
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Command Modes

Syntax Description

Usage Guidelines

RoHC Profile Decompression Configuration Mode Commands |

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

[ default | no ] use-jitter-option

default

Returns the command to its default value of enabled.

no

Disables use of the jitter option.

Use this command to enable and disable the use of the RoHC jitter option.

Example

The following command enables RoHC jitter option usage:
use-jitter-option

The following command disables RoHC jitter option usage:

no use-jitter-option

use-reject-option

Product

Privilege

Command Modes

Syntax Description

Controls usage of RoHC reject option. The reject option informs the compressor that the decompressor does
not have sufficient resources to handle the flow.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompr ession-options
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #

[ default | no ] use-reject-option

default

Returns the command to its default value of disabled.
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Usage Guidelines

use-sn-not-valid-option .

no

Disables use of the reject option.

Use this command to enable and disable the use of the RoHC reject option.

Example

The following command enables RoHC reject option usage:
use-reject-option

The following command disables RoHC reject option usage:

no use-reject-option

use-sn-not-valid-option

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Controls usage of the RoHC SN not valid option. The sn-not-valid option indicates that the SN of the feedback
is not valid. A compressor must not use the SN of the feedback to find the corresponding sent header when
this option is present.

HSGW
PDSN

Administrator

Exec > Global Configuration > RoHC Profile Configuration >
configure > rohc-profile profile-name profile_name > decompression-options

Entering the above command sequence results in the following prompt:

[context name]host name(config-rohcprofile-profile name-decomp) #

[ default | no ] use-sn-not-valid-option

default

Returns the command to its default value of enabled.

no

Disables use of the sn-not-valid option.

Use this command to enable and disable the use of the RoHC sn not valid option.

Example
The following command enables RoHC sn not valid option usage:

use-sn-not-valid-option
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. use-sn-option

The following command disables RoHC sn not valid option usage:

no use-sn-not-valid-option

use-sn-option

Controls usage of RoHC sn option. The sn option provides eight additional bits of SN (Sequence Number,
usually the RTP Sequence Number.)

Product HSGW
PDSN
Privilege Administrator
Command Modes Exec > Global Configuration > RoHC Profile Configuration >

configure > rohc-profile profile-name profile_name > decompr ession-options

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-rohcprofile-profile name-decomp) #

Syntax Description [ default | no ] use-sn-option

default

Returns the command to its default value of enabled.

no

Disables use of the SN option.

Usage Guidelines Use this command to enable and disable the use of the RoHC SN option.

Example

The following command enables RoOHC SN option usage:
use-sn-option

The following command disables RoHC SN option usage:

no use-sn-option
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CHAPTER 1 3

Route-map Configuration Mode Commands

The Route-Map Configuration sub-mode is used for the OSPFv2 and BGP-4 routing protocols. This mode
includes commands that configure matching rules and set actions to perform on matched routes.

Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Important

The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* do show, on page 118

* end, on page 118

* exit, on page 118

* match as-path, on page 119

* match community, on page 119

* match extcommunity, on page 120
 match interface, on page 121

* match ip address, on page 122

* match ip next-hop, on page 123

* match ipv6 address, on page 123
 match ipv6 next-hop, on page 124
* match metric, on page 125

* match origin, on page 126

* match route-type external, on page 127
 match tag, on page 127

* set as-path, on page 128

* set community, on page 129

* set extcommunity rt, on page 130
* set ip next-hop, on page 131

* set ipv6 next-hop, on page 131

* set local-preference, on page 132
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do show

Product

Privilege

Syntax Description

Usage Guidelines

A

Route-map Configuration Mode Commands |

* set metric, on page 133

* set metric-type, on page 133
* set origin, on page 134

* set tag, on page 135

* set weight, on page 136

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a Show command.

The pipe character | is only available if the command is valid in the Exec mode.

Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.

All
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Privilege

Syntax Description

Usage Guidelines

match as-path .

Security Administrator, Administrator
exit

Use this command to return to the parent configuration mode.

match as-path

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Matches an Autonomous System (AS) path access list
HA
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name { deny | permit } seq_number
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

[ no ] match as-path as 1ist

no

Disables matching the specified AS path access list.

AS_list

Specifies the name of an AS path access list for matching as an alphanumeric string of 1 through 79 characters.

This command is used for BGP-4 routing to specify an AS path access list to be matched. Refer to the ip
as-path access-list command for more information.

Example
To match entries in an AS path access list named ASist1, enter the following command,

match as-path ASlistl

match community

Product

Privilege

Command Modes

Configures filtering (permit or deny) via a BGP community-list in a route map.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
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. match extcommunity

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [no] match community { named named list | standard identifier }

no

Disables matching the specified community list.

named named _list

Specifies the name of a community list as an alphanumeric string of 1 through 79 characters.

standard identifier

Specifies the name of a community list as an integer from 1 through 99.

Usage Guidelines Configures filtering (permit or deny) via a BGP community-list in a route map.

The community list must have been previously configured via the Context Configuration mode ip
community-list command.

Example
This command matches community-list number 2:

match community standard 2

match extcommunity

Configures filtering (permit or deny) via a BGP external community-list in a route map. An external
community-list is a Route Target.

Product HA
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

Syntax Description [no] match extcommunity { named named list | standard identifier }

no

Disables matching the specified external community list.
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Usage Guidelines

match interface .

named named_list

Specifies the name of an external community list as an alphanumeric string of 1 through 79 characters.

standard identifier

Specifies the name of an external community list as an integer from 1 through 99.

Configures filtering (permit or deny) via a BGP external community-list in a route map. An external
community-list is a Route Target.

A BGP extended community defines a route target. MPLS VPNs use a 64-bit Extended Community attribute
called a Route Target (RT). An RT enables distribution of reachability information to the correct information
table.

The external community list must have been previously configured via the Context Configuration mode ip
extcommunity-list command.

Example
This command matches external community-list number 99:

match extcommunity standard 99

match interface

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Specifies the next-hop interface name of a route to be matched.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

[ no ] match interface interface name

no

Disables matching the specified interface name.

interface_name

Specifies the name of the virtual interface for matching as an alphanumeric string of 1 through 79 characters.

Use this command to specify the next hop interface name for routes to be matched.
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Example

To match routes that have the next hop interface specified as Interfacel23, enter the following
command:

match interface Interfacel23

match ip address

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Matches IPv4 routes with entries in a route-access-list or prefix-list.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

[ no ] match ip address { prefix-list | route-access-list } 1list name

no

Disables matching from the specified prefix list or route access list.

prefix-list

Matches any routes with entries in a prefix-list.

route-access-list

Matches any routes with entries in a route-access-list.

list_name
Specifies the name of the IPv4 prefix list or IPv4 route access-list as an alphanumeric string of 1 through 79

characters.

Use this command to match routes specified in an IPV4 route-access-list or prefix-list.

Example

To match routes that are specified in an IPv4 prefix list named Prefix100, enter the following
command:

match ip address prefix-list Prefix100
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match ip next-hop .

match ip next-hop

Matches next-hop IPv4 addresses with entries in a speicifed prefix-list or route-access-list.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] match ip next-hop { prefix-list | route-access-list } list name

no

Disables matching from the specified prefix list or route access list.

prefix-list

Matches any routes that have a next-hop router IPv4 address that has an entry in the specified prefix list.

route-access-list

Matches any routes that have a next-hop router IPv4 address that has an entry in the specified route-access-list.

list_name

Specifies the name of the prefix-list or route-access-list as an alphanumeric string of 1 through 79 characters.

Usage Guidelines Use this command to match next-hop IPv4 addresses that have entries in the specified prefix-list or
route-access-list.

Example

To match next-hop IPv4 addresses with entries in a prefix-list named Prefix100, enter the following
command:

match ip next-hop prefix-list Prefix100

match ipv6 address

Matches IPv6 routes with entries in a specified route-access-list or prefix-list.

Product All
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. match ipv6 next-hop

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] match ipv6é address { prefix-list | route-access-list } 1Iist name

no

Disables matching from the specified prefix list or route access list.

prefix-list

Matches any routes with entries in a prefix-list.

route-access-list

Matches any routes with entries in a route-access-list.

list_name

Specifies the name of the IPv6 prefix list or IPv6 route access-list as an alphanumeric string of 1 through 79
characters.

Usage Guidelines Matches IPv6 routes with entries in a specified route-access-list or prefix-list.

Example

To match routes that are specified in an IPv6 prefix list named Prefix600, enter the following
command:

match ipvé address prefix-list Prefix600

match ipv6 next-hop

Matches next-hop IPv6 addresses with entries in specified standard prefix-list or route-access-list.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #
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Syntax Description

Usage Guidelines

match metric .

[ no ] match ipv6é next-hop { prefix-list | route-access-list } 1ist name

no

Disables matching from the specified prefix list or route access list.

prefix-list

Matches any routes that have a next-hop router IPv6 address that has an entry in the specified prefix list.

route-access-list

Matches any routes that have a next-hop router IPv6 address that has an entry in the specified route-access-list.

list_name
Specifies the name of the prefix-list or route-access-list as an alphanumeric string of 1 through 79 characters.

Use this command to match next-hop IPv6 addresses that have entries in the specified prefix-list or
route-access-list.

Example

To match next-hop IPv6 addresses with entries in a prefix-list named Prefix600, enter the following
command:

match ipvé next-hop prefix-list Prefix600

match metric

Product

Privilege

Command Modes

Syntax Description

Matches routes that have the specified route metric.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

[ no ] match metric metric value

no

Disables matching of the specified route metric.

metric_value

Specifies the route metric to match as an integer from 0 through 4294967295.
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Usage Guidelines Use this command to match routes that have the specified route metric.

Example
To match routes with the route metric of 1200, enter the following command:

match metric 1200

match origin

Matches the origin code learned from BGP. This command is for route maps that are used with BGP routing

only.
Product HA
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

Syntax Description [ no ] match origin { egp | igp | incomplete }

no

Disables matching of the origin code.

egp
Matches origins learned via the External Gateway Protocol (EGP)
igp
Match origins learned via the local Interior Glittery Protocol (IGP)

incomplete

Match origins with unknown heritage.

Usage Guidelines Use this command to match origin codes for BGP routing.

Example
To match origin codes learned from EGP, enter the following command:

match origin egp
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match route-type external .

match route-type external

Match external Open Shortest Path First (OSPF) routes of the specified type.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] match route-type external { type-1 | type-2 }

no

Disables matching with external OSPF routes of the specified type.

type-1

Only matches type-1 external routes.

type-2

Only matches type-2 external routes.

Usage Guidelines Use this command to match external routes of a specific type.

Example
The following command matches all external routes that are type-2:

match route-type external type-2

match tag

Matches routes with the specified route tag value.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:
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Syntax Description

Usage Guidelines
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[context name]lhost name(config-route-map)#

[ no ] match tag tag value

no

Disables matching routes with the specified route tag value.

tag_value

Specifies the route tag value to match as an integer from 0 through 4294967295.

Use this command to match routes that have the specified route tag value.

Example
Use the following command match routes that have a route tag value of 1234:

match tag 1234

set as-path

Product

Privilege

Command Modes

Syntax Description

Modifies an Autonomous System (AS) path for a route by adding the specified AS numbers to the front of
the path.

HA
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

[ no ] set as-path prepend asnt

no

Disables prepending the AS path. Any previously set prepends are removed.

prepend
Prepends the AS path.

asn

AS number(s) to be prepended to the AS path. You can specify up to 16 different AS numbers to be prepended
in the order specified. Each AS number must be separated by a space. asn must be an integer from 1 through
65535.
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Usage Guidelines

set community .

Use this command to add up to 16 specified AS numbers to the front of the AS path.

Example
The following command prepends the AS numbers 100, 200, and 1000 to matching AS paths:
set as-path prepend 100 200 1000

set community

Product

Privilege

Command Modes

Syntax Description

Sets the BGP community destination for the routes matching the route-map.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

set community [additive] { internet | local-AS | no-advertise | no-export

| none | value AS-community number AS-community number AS-community number+ }
{ internet | local-AS | no-advertise | no-export | none | value
AS-community number AS-community number AS-community number ... }
{ internet | local-AS | no-advertise | no-export | none | value
AS-community number AS-community number AS-community number ... }

no set community { internet | local-AS | no-advertise | no-export | value

AS-community number }

no

Unsets the specified community destination.

[additive]

When enabled this option allows multiple BGP destinations and route targets to be included in the same
community.

{ internet | local-AS | no-advertise | no-export | value AS-community_number
Specifies the destination for the community.

* internet — Advertise this route to the internet community, and any router that belongs to it.

» local-AS— Use in confederation scenarios to prevent sending packets outside the local autonomous
system (AS).

* no-advertise — Do not advertise this route to any BGP peer, internal or external.

* no-export — Do not advertise to external BGP (eBGP) peers. Keep this route within an AS.

* none— No community attribute
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Usage Guidelines
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+ value AS-community_number — Specifies a community string in AS:NN format, where AS = 2-byte
AS-community hexadecimal number and NN = 2-byte hexadecimal number (1 to 11 characters).

You can enter multiple destinations and route targets separated by spaces.

Sets the BGP community destinations for the routes matching the route-map.

The community list must have been previously configured via the Context Configuration mode ip
community-list command.

Example
The following command sets the BGP community destination to AS 400:50:

set community value 400:50

set extcommunity rt

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

Sets the BGP external community destination for the routes matching the route-map. The external community
is the Route Target (RT).

All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

set extcommunity rt rt number rt number rt number+
no set extcommunity rtrt number +

no

Unsets the specified BGP external community (Route Target).

rt_number

Specifies a Route Target as a string in AS:NN format, where AS = 2-byte AS-community hexadecimal number
and NN = 2-byte hexadecimal number (1 to 11 characters). You can enter multiple route targets separated by
spaces.

Sets the BGP external community destinations (route targets) for the routes matching the route-map.

The external community list must have been previously configured via the Context Configuration mode ip
extcommunity-list command.
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set ip next-hop .

Example
The following command sets the BGP route target to AS 212:34:

set extcommunity rt 212:34

set ip next-hop

Sets the IPv4 address that is applied as the next hop for routes.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

SVntax Description [ no ] set lp next—hop ipv4 address

no

Disables the specified next hop IPv4 address.

ipv4_address

Specifies the IPv4 address of the next hop to which packets are output, entered using IPv4 dotted-decimal
notation.

Usage Guidelines Use this command to set the IPv4 address that is used as the next hop for routes.

Example
To set the next hop for routes to the IPv4 address 192.168.2.100, use the following command:
set ip next-hop 192.168.2.100

set ipv6 next-hop

Sets the IPv6 address that is applied as the next hop for routes.

Product All

Privilege Security Administrator, Administrator

Command Line Interface Reference, Modes R - Z, StarOS Release 21.24 .



Route-map Configuration Mode Commands |
. set local-preference

Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] set ipv6é next-hop ipvé address

no

Disables the specified next hop address.

ipv6_address

Specifies the [Pv6 address of the next hop to which packets are output, entered using IPv6
colon-separated-hexadecimal notation.

Usage Guidelines Use this command to set the IPv6 address that is used as the next hop for routes.

Example
To set the next hop for routes to the IPv6 address 2001:4A2B::1{3F, use the following command:
set ipv6é next-hop 2001:4A2B::1£f3F

set local-preference

Sets the BGP local preference attribute that is sent by the BGP speaker only to IBGP peers.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

Syntax Description [ no ] set local-preference pref number

no

Disables the specified local preference.

pref_number

Specifies the BGP local preference number as an integer from 1 through 16777214.
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set metric .

Usage Guidelines Sets the BGP local preference attribute that is sent by the BGP speaker only to IBGP peers. This value can
be used by peers to determine the exit point of the Autonomous System (AS).

There is no match clause corresponding to local preference in the route-map because local-preference is
directly used in the route selection algorithm.

Example
The following command sets the BGP local preference attribute to 33:

set local-preference 33

set metric

Sets the route metric for matching routes to a specified value.

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] set metric metric value

no

Disables the specified metric type.

metric_value

Specifies the metric value that is set for routes as an integer from 1 through 16777214.

Usage Guidelines Use this command to set the route metric for matched routes.

Example
To set the route metric to 12345, use the following command:

set metric 12345

set metric-type

This command sets the route metric type to either Type-1 or Type-2 in the AS-external-LSA.
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. set origin

Product All
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] set metric-type { type-1 | type-2 }

type-1

Sets the route metric to external type-1.

type-2

Sets the route metric to external type-2

Usage Guidelines Use this command to set the route metric to either external type-1 or external type-2.

Example
To set the route metric to type-1, enter the following command:

set metric-type type-1

set origin

Sets the Border Gateway Protocol (BGP) origin code to a specified value. This command is for route maps
that are used with BGP routing only.

Product HA
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

Syntax Description [ no ] set origin { egp | igp | incomplete }

no

Disables setting the origin code.
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Usage Guidelines

set tag

Product

Privilege

Command Modes

Syntax Description

Usage Guidelines

egp

settag I}

Sets the origin code to specify that the path is from a remote External Gateway Protocol (EGP) system.

igp

Sets the origin code to specify that the path is from a local Interior Gateway Protocol (IGP) system.

incomplete

Sets the origin code to specify that the path is from an unknown system.

Use this command to set a specified origin code for BGP.

Example

To set the origin code to be from an External Gateway Protocol (EGP) system, enter the following

command:

set origin egp

Sets the route tag value for matched routes.
All
Security Administrator, Administrator

Exec > Global Configuration > Context Configuration > Route-map Configuration
configure > context context_name > route-map map_name{ deny | per mit } seq_number

Entering the above command sequence results in the following prompt:

[context name]host name(config-route-map) #

[ no ] set tag tag value

no

Disables setting the route tag to the specified value.

tag_value

Specifies the route tag value as an integer from 0 through 4294967295.

Use this command to set the route tag value that is applied to all matched routes.

Example

To set the route tag value to 12345, enter the following command:
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. set weight

set tag 12345

set weight

Sets the weight in the routing table for matching routes to the specified value.

Product PDSN
Privilege Security Administrator, Administrator
Command Modes Exec > Global Configuration > Context Configuration > Route-map Configuration

configure > context context_name > route-map map_name { deny | permit } seq_number

Entering the above command sequence results in the following prompt:

[context name]lhost name(config-route-map) #

Syntax Description [ no ] set weight value

no

Disables setting the routing weight value.

value

Specifies the weight in the routing table as an integer from 1 through 4294967295.

Usage Guidelines Use this command to set the routing table weight on matched routes.

Example
The following command sets the routing table weight for matched routes to 1000:

set weight 1000
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RS-232 Port Configuration Mode Commands

The RS-232 Port Configuration Mode is used to manage the RS-232 ports on the SPIO cards.

Command Modes Exec > Global Configuration > RS-232 Port Configuration
configure > port rs232 dot_number/port_number
Entering the above command sequence results in the following prompt:

[locallhost name(config-port-slot number/port number) #

|

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

* do show, on page 137

* end, on page 138

* exit, on page 138

» preferred slot, on page 138

* snmp trap link-status, on page 139
* terminal, on page 140

do show

Executes all show commands while in Configuration mode.

Product All

Privilege Security Administrator, Administrator

Syntax Description =~ do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to

Usage Guidelines
exit the Config mode to run a sShow command.

The pipe character | is only available if the command is valid in the Exec mode.
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A
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Caution

end

Product

Privilege

Syntax Description

Usage Guidelines

exit

Product

Privilege

Syntax Description

Usage Guidelines

There are some Exec mode show commands which are too resource intensive to run from Config mode. These
include: do show support collection, do show support details, do show support record and do show
support summary. If there is a restriction on a specific show command, the following error message is
displayed:

Failure: Cannot execute 'do show support' command from Config mode.

Exits the current configuration mode and returns to the Exec mode.
All

Security Administrator, Administrator

end

Use this command to return to the Exec mode.

Exits the current mode and returns to the parent configuration mode.
All

Security Administrator, Administrator

exit

Use this command to return to the parent configuration mode.

preferred slot

Product

Privilege

Assigns revertive or non-revertive control to port redundancy auto-recovery.

Default: non-revertive operation

PDSN
FA
HA
GGSN

Security Administrator, Administrator
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Command Modes

Syntax Description

Usage Guidelines

|

snmp trap link-status .

Exec > Global Configuration > RS-232 Port Configuration
configure > port rs232 slot_number/port_number

Entering the above command sequence results in the following prompt:

[locallhost name(config-port-slot number/port number) #

[ default | no } preferred slot siot number

default

Sets the port for non-revertive operation for port redundancy auto-recovery; requiring an administrative user
to manually issue a port switch to command to return service to the original port.

no

Disables revertive, or auto-recovery, operation for selected port.

slot_number

Identifies the physical chassis slot where the SPIO card is installed.

This command enables or disables revertive port redundancy, wherein after a port failover, when the original
port is restored to service (such as link up) the system will return service to that port automatically.

Disabled, which is the default setting, causes non-revertive operation; requiring an administrative user to
manually issue a port switch to command to return service to the original port.

This command must be issued on a per port basis, allowing you to configure specific ports to be used on
individual line cards or SPIO cards. For example, ports 1 through 4 could be configured as "preferred" on the
line card in slot 17, while ports 5 through 8 are "preferred" on the line card in slot 33. In this scenario, both
line cards would be in an Active operational state while still providing LC and port redundancy for the other.

Important

This command is not supported on all platforms.

Example
The following command sets the preferred slot to 24:

preferred slot 24

snmp trap link-status

Product

Privilege

Command Modes

Enables or disables the generation of an SNMP trap for link status changes.
All
Security Administrator, Administrator

Exec > Global Configuration > RS-232 Port Configuration
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Syntax Description

Usage Guidelines

terminal

Product

Privilege

Command Modes

Syntax Description

RS-232 Port Configuration Mode Commands |

configure > port rs232 slot_number/port_number

Entering the above command sequence results in the following prompt:

[locallhost name(config-port-slot number/port number) #

[ no ] snmp trap link-status

no

Disables the sending of traps for link status changes.

Enable link status change traps when a monitoring facility can use the information or if there are trouble
shooting activities are in progress.

Example
The following command enables link status change traps:

snmp trap link-status

Configures the console port on the SPIO.
All
Security Administrator, Administrator

Exec > Global Configuration > RS-232 Port Configuration
configure > port rs232 slot_number/port_number

Entering the above command sequence results in the following prompt:

[locallhost name(config-port-slot number/port number)#

terminal { carrierdetect { off | on } | databits { 7 | 8 } | flowcontrol
{ hardware | none } | parity { even | none | odd } | speed { 115200 |

19200 | 38400 | 57600 | 9600 } | stopbits { 1 | 2 } }

default terminal { all | databits | flowcontrol | parity | speed | stopbits
}

carrierdetect { off | on }

Specifies whether or not the console port is to use carrier detect when connecting to a terminal.

databits {78}

Specifies the number of data bits used to transmit and receive characters. Default: 8
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Usage Guidelines

terminal .

default terminal all

Restores all settings to their default values.

flowcontrol { hardware | none }

Specifies how the flow of data is controlled between the SPIO and a terminal. Default: none

parity { even | none | odd }
Specifies the type of error checking used on the port.

even: Enables error checking by setting the parity bit to 1 (if needed) making the number of 1s in the data
bits even.

none: Disables error checking. This is the default setting.

odd: Enables error checking by setting the parity bit to 1 (if needed) making the number of 1s in the data bits
odd.

speed { 115200 | 19200 | 38400 | 57600 | 9600 }

Specifies the flow of data in bits per second between the console port and terminal. Default: 9600

stopbits{1]2}

Specifies the number of stop bits between each transmitted character. Default: 1

Sets the SPIO console port parameters for communication with the terminal device.

Example

The following sequence of commands set the SPIO's console port to operate with specific values.
The terminal must support these values.

terminal carrierdetect off
terminal databits 7

terminal flowcontrol hardware
terminal parity even

terminal speed 115200
terminal stopbits 1
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. terminal
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$102 Pool Area Configuration Mode Commands

Command Modes The commands in this configuration mode manage the configuration of the pool area characteristics.
Exec > Global Configuration > Context Configuration >
configure > context context_name > s102-service service_name pool-area pool_area_name
Entering the above command sequence results in the following prompt:

[context name]lhost name(config-sl02-pool-area)#

|

Important  The commands or keywords/variables that are available are dependent on platform type, product version, and
installed license(s).

|

Important  The pImnid option that is visible in the code is not supported at this time. This option is for future development.

* cell-id, on page 143

* do show, on page 144

* end, on page 145

* exit, on page 145

* hash-value, on page 145
* msc-id, on page 146

* plmnid, on page 147

cell-id

Configure the sector cell ID to be used to locate the pool-area for the MSC selection process for CDMA2000
message handling in either a CSFB for 1XxRTT or SRVCC for 1xRTT scenario.

Product MME
Privilege Administrator
Command Modes Exec > Global Configuration > Context Configuration >
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Syntax Description

Usage Guidelines

do show

Product

Privilege

Syntax Description

Usage Guidelines

A
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configure > context context_name > s102-service service_name pool-area pool_area_name

Entering the above command sequence results in the following prompt:

[context name]host name(config-sl02-pool-area)#
[ no ] cell-id celi-id +

no

Erases the specific cell ID information from the S102 pool-area configuration.

cell-id

Enter an integer from 1 through 65535 to identify a CDMA2000 sector cell ID that you are assigning to this
S102 pool-area configuration.

+ Means you can enter up to 24 cell IDs, separated by a single blank space, in the same command.

Configure up to 24 cell IDs per S102 pool-area instance.

Example

Use a command similar to the following to define the three cell ID(s) for this S102 pool-area
configuration:

cell-id 6 8 11 17

Executes all show commands while in Configuration mode.
All

Security Administrator, Administrator

do show

Use this command to run all Exec mode show commands while in Configuration mode. It is not necessary to
exit the Config mode to run a sho