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About this Guide

This preface describes the 5G Session Management Function Guide, how it is organized and its document
conventions.

This guide describes the Cisco Session Management Function (SMF) and includes infrastructure and interfaces,
feature descriptions, specification compliance, session flows, configuration instructions, and CLI commands
for monitoring and troubleshooting the system.

* Conventions Used, on page xxxiii

Conventions Used

The following tables describe the conventions used throughout this documentation.

Notice Type Description

Information Note Provides information about important features or
instructions.

Caution Alerts you of potential damage to a program, device,
or system.

Warning Alerts you of potential personal injury or fatality. May

also alert you of potential electrical hazards.

Typeface Conventions Description

Text represented as a screen display This typeface represents displays that appear on your
terminal screen, for example:

Login:

Text represented as commands This typeface represents commands that you enter,
for example:

show ip access-list

This document always gives the full form of a
command in lowercase letters. Commands are not
case sensitive.
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Typeface Conventions Description

Text represented as a command variable This typeface represents a variable that is part of a
command, for example:

show card slot_number

slot_number is a variable representing the desired
chassis slot number.

Text represented as menu or sub-menu names This typeface represents menus and sub-menus that
you access within a software application, for example:

Click the File menu, then click New
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CHAPTER 1

SMF Executive Commands

* aaa, on page 2

* cd, on page 2

* cdl clear, on page 3

* cdl show sessions, on page 3

* cdl show status, on page 4

* clear ipam, on page 5

* clear subscriber, on page 5

* commit, on page 5

* compare, on page 6

* config, on page 6

* describe, on page 7

* dump, on page 8

* exit, on page 9

* help, on page 9

* history, on page 10

* id, on page 11

* idle-timeout, on page 11

* ignore-leading-space, on page 11
* job, on page 12

* leaf-prompting, on page 12

* license smart deregister, on page 12
* license smart register, on page 13
* license smart renew, on page 13
* logout, on page 14

* monitor protocol, on page 14

* monitor subscriber, on page 15
* no, on page 15

* paginate, on page 16

* quit, on page 16

* rcm switchover, on page 16

* screen-length, on page 17

* screen-width, on page 17

* send, on page 17
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. aaa

dada

Privilege

Command Modes

Syntax Description

Usage Guidelines

cd

Privilege
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* show, on page 18

* show-defaults, on page 18
* smiuser, on page 19

* system, on page 20

* terminal, on page 21

* timestamp, on page 21

» who, on page 21

Configures AAA based user management parameters.
Security Administrator, Administrator

Exec

SMF Executive Commands |

aaa { authentication { users 1ist of local users admin change-password
old-password user password new-password user password confirm-password

user password } '}

users list_of local_users
Specify the user name.

Must be a string.

old-password user_password
Specifies the current password of the user.

Must be a string.

new-password user_password
Specifies a new password of the user.

Must be a string.

confirm-password user_password
Enter the new password once again to change the password.

Must be a string.

Use this command to configure the AAA based user management parameters.

Configures the change directory command.

Security Administrator, Administrator



| SMF Executive Commands

cdl clear .

Command Modes Exec

Syntax Description =~ ¢d directory.ssh

directory
Specify the directory path.

Must be an alphanumeric string.

Usage Guidelines Use this command to configure the change directory command.

cdl clear

Configures the Cisco Common Data Layer (CDL) parameters to delete the database sessions.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description cdl clear sessions [ db-name db name | filter { condition { ends-with |
match | starts-with } key key value } | map-id map id ]
db-name db_name
Specifies the database name to be queried for deleting the data.

Must be a string of 1 to 16 characters.

key key_value
Specifies the query value.

Must be a string of 0 to 512 characters.

map-id map_id
Specifies the map ID to delete the data for a map.

Must be an integer in the range of 0-1024.

filter condition { ends-with | match | starts-with }

Specify the query expression to filter the results of query.

Usage Guidelines Use this command to delete the CDL database sessions.

cdl show sessions

Configures the CDL parameters to display the session details.
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. cdl show status

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description =~ ¢dl show sessions count { detailed { db-name db name |
{ ends-with | match | starts-with } | key key value } |

SMF Executive Commands |

filter { condition
limit limit | map-id

map _id } | summary { db-name db name | filter { condition { ends-with |
match | starts-with } | key key value } | limit 1imit | map-id map id }
count

Display the session count information.

detailed

Display the session details with data.

summary

Display the session details without data.

db-name db_name
Specifies the database name to be queried for displaying the session details.

Must be a string of 1 to 16 characters.

key key_value
Specifies the query value.

Must be a string of 0 to 512 characters.

map-id map_id
Specifies the map ID to display the data for a map.
Must be an integer in the range of 0-1024.

limit limit
Specifies the maximum number of records to display.

Must be an integer in the range of 1 to 500 characters.

filter condition { ends-with | match | starts-with }

Specify the query expression to filter the results of query.

Usage Guidelines Use this command to display the session details.

cdl show status

Configures the CDL parameters to display the status of the database.
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clear ipam .

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description ~¢dl status db-name db name

db-name db_name
Specifies the database name for displaying the corresponding status.

Must be a string of 1 to 16 characters.

Usage Guidelines Use this command to display the status of the queried database.

clear ipam

Clears the IPAM operational data.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description =~ clear ipam

Usage Guidelines Use this command to clear the IPAM operational data.

clear subscriber

Clears the subscriber data.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description clear subscriber

Usage Guidelines Use this command to clear the subscriber data.

commit

Configures the commit parameters.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description commit [ abort { persist-id persist id } | confirm { persist-id persist id
} | persist-id persist id ]
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Usage Guidelines

compare

Privilege

Command Modes

Syntax Description

Usage Guidelines

config

Privilege

Command Modes

abort persist-id persist_id
Specify to abort commit. Specify the persistence ID for the commit operation.

Must be an integer.

confirm persist-id persist_id

Specify to confirm commit. Specify the persistence ID for the commit operation.

Must be an integer.

persist-id persist_id
Specify the persistence ID for the commit operation.

Must be an integer.

Use this command to configure the commit parameters.

Compares the running configuration to another configuration or a file.
Security Administrator, Administrator
Exec

compare file { rilename[.kube | .ssh/] | configuration }

filenamel.kube | .ssh/]
Specify the file name or the directory path of the file to be compared.

Must be a string.

configuration
Specify the desired configuration to be compared against.

Must be a string.

Use this command to compare the files.

Manipulates the software configuration information.
Security Administrator, Administrator

Exec
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Syntax Description

Usage Guidelines

describe

Privilege

Command Modes

Syntax Description

describe .

config [ exclusive | no-confirm | shared | terminal ]

exclusive

Specify to enter the exclusive configuration mode.

no-confirm

Specify to apply the command without asking for confirmation.

shared

Specify to enter the shared configuration mode.

terminal

Specify to enter the terminal configuration mode.

Use this command to manipulate the software configuration information.

Displays the command information.
Security Administrator, Administrator
Exec

describe command

command
Specify the command name to display detailed information about the command.
The command must be one of the following:
* aaa
e cd
« cdl
» commit
* compare
» config
* describe
» dump
* exit

* help
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. dump

* history

«id

* idle-timeout

« ignore-leading-space
*job

* leaf-prompting
* license

« logout

* monitor

*no

* paginate

* quit

e rcm

* screen-length
* screen-width
* send

* show

» show-defaults
* Smiuser

s system

* terminal

* timestamp

* who

Usage Guidelines Use this command to display the command specific information.

dump

Removes the transaction history.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description ~dump transactionhistory
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Usage Guidelines

exit

Privilege

Command Modes

Syntax Description

Usage Guidelines

help

Privilege

Command Modes

Syntax Description

exit .

Use this command to remove the transaction history.

Exits the current configuration mode and returns to the previous configuration mode.
Security Administrator, Administrator

Exec

exit

Use this command to exit the current configuration mode and return to the previous configuration mode. When
used in the Exec mode, exits the management session.

Displays help information for a specified command.
Security Administrator, Administrator
Exec

help command

command
Specify the command name to display the corresponding help information.
The command must be one of the following:
* aaa
cd
- cdl
 commit
* compare
- config
* describe
e dump
* exit
* help
* history
-id
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Usage Guidelines

history

Privilege

Command Modes

Syntax Description

* idle-timeout

* ignore-leading-space
*job

* leaf-prompting
* license

« logout

* monitor

*no

* paginate

* quit

e rcm

* screen-length

* screen-width

* send

* show

» show-defaults
* Smiuser

s system

* terminal

* timestamp

» who

Use this command to view help information for a specified command.

Configures the command history cache size.
Security Administrator, Administrator
Exec

history history size

history_size

Specify the command history cache size.
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Usage Guidelines

id

Privilege

Command Modes

Syntax Description

Usage Guidelines

Must be an integer in the range of 0-1000.

Use this command to configure the command history cache size.

Displays user ID information.
Security Administrator, Administrator
Exec

id

Use this command to view the user ID information.

idle-timeout

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the maximum duration a command can remain idle in seconds after which the system automatically
terminates the connection.

Security Administrator, Administrator
Exec

idle-timeout duration

duration
Specify the idle timeout duration in seconds.

Must be an integer in the range of 1-8192.

Use this command to configure the maximum duration a command can remain idle.

ignore-leading-space

Privilege

Command Modes

Syntax Description

Configures whether to ignore or consider the leading whitespace at the beginning of a command.
Security Administrator, Administrator
Exec

ignore-leading-space { false | true }

{ false | true }

Specify false to ignore the leading whitespace, and true to consider it.
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B i

Must be either "false" or "true".

Usage Guidelines Use this command to configure whether to ignore or consider leading whitespace at the beginning of a
command.

job

Suspends the jobs that are running in the background.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description  JOb stop job id
job_id
Specify the job ID for suspending the corresponding job.

Must be an integer.

Usage Guidelines Use this command to suspend the jobs that are running in the background.

leaf-prompting

Enables or disables automatic querying for leaf values.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description leaf-prompting { false | true }

{ false | true }
Specify false to disable leaf prompting, and true to enable.

Must be either "false" or "true".

Usage Guidelines Use this command to automatically query for leaf values.

license smart deregister

Configures the license parameters for the VNF deregistration.

Privilege Security Administrator, Administrator

Command Modes Exec
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Syntax Description

Usage Guidelines

license smart register .

license smart deregister

deregister

Specify to deregister the VNF for smart licensing.

Use this command to configure the license parameters for the VNF deregistration.

license smart register

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the license parameters for the VNF registration.
Security Administrator, Administrator
Exec

license smart register force idtoken token id

register

Specify to register the VNF for Smart Licensing.

force

Specify to enable the force registration of the agent.

idtoken token_id
Specify the ID token to register the agent with.

Must be an integer.

Use this command to configure the license parameters for the VNF registration.

license smart renew

Privilege

Command Modes

Syntax Description

Configures the license parameters for the VNF renewal.
Security Administrator, Administrator
Exec

license smart renew { ID | auth }

renew

Renew the smart agent IDs and authentication.
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. logout

Specify to renew the smart agent license registration information.

auth

Initiate the manual update of the license usage information with Cisco.

Usage Guidelines Use this command to configure the license parameters for the VNF renewal.

logout

Logout a specific session or a specific user from all sessions.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description logout [ session session id | user user name ]

session session_id
Specify the session ID from the possible completion options.

Must be a string.

user user_name
Specify the user name or the user process from the possible completion options.

Must be a string.

Usage Guidelines Use this command to log out a specific session or a specific user from all sessions.

monitor protocol

Configures the SMF to monitor the protocol.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description ~monitor protocol interface interface name [ capture-duration duration ]

interface interface_name
Specify the name of interface on which PCAP is captured.

Must be a string.
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Usage Guidelines

monitor subscriber .

capture-duration duration
Specify the duration, in seconds, during which PCAP is captured. The default value is 300 seconds.

Must be an integer.

Use this command to monitor the protocol.

monitor subscriber

Privilege

Command Modes

Syntax Description

Usage Guidelines

no

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the SMF to monitor the subscribers.
Security Administrator, Administrator
Exec

monitor subscriber supi supi [ capture-duration duration ] | subscriber-dump
filename rile name | subscriber-list

supi supi
Specify the subscriber identifier.

Must be a string.

capture-duration duration
Specify the duration, in seconds, during which PCAP is captured. The default value is 300 seconds.

Must be an integer.

filename file_name
Specify the path of the file name to be dumped.

Must be a string.

Use this command to monitor the subscribers.

Restores the command history cache size to its default setting. See the history command.
Security Administrator, Administrator

Exec

no history

Use this command to configure the command history cache size to its default setting. For more details, see
the history command.
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paginate

Privilege

Command Modes

Syntax Description

Usage Guidelines

quit

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures whether or not to paginate CLI command output.
Security Administrator, Administrator
Exec

paginate { false | true }

{ false | true }
Specify false to disable paginating CLI command output, and true to enable.

Must be either "false" or "true".

Use this command to paginate the command output.

Exits the management session.
Security Administrator, Administrator
Exec

quit

Use this command to exit the management session.

rcm switchover

Privilege

Command Modes

Syntax Description

Configures Redundancy and Configuration Manager (RCM) switchover operation.

Security Administrator, Administrator

Exec

rcm switchover source ip address destination ip address
source ip_address

Specify the source IP address.
Must be an IP address.
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Usage Guidelines

destination ip_address
Specify the destination IP address.
Must be an IP address.

Use this command to configure RCM switchover operation.

screen-length

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures the number of rows of text that the terminal screen displays.
Security Administrator, Administrator
Exec

screen-length number of rows

number_of_rows
Specify the number of rows that the terminal screen displays.

Must be an integer.

Use this command to set the number of rows that the terminal screen displays.

screen-width

Privilege

Command Modes

Syntax Description

Usage Guidelines

send

Privilege

Configures the number of columns that the terminal screen displays.
Security Administrator, Administrator

Exec

screen-width number of columns

number_of _columns

Specify the number of columns that the terminal screen displays.

Must be an integer.

Use this command to set the number of columns that the terminal screen displays.

Sends messages to the terminal of a specific user or all users.

Security Administrator, Administrator

screen-length .
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. show

Command Modes Exec

Syntax Description =~ Send user message

user
Specify the user to whom the message must be sent.

Must be a string. Select from the possible completion options.

message
Specify the message that must be sent.

Must be a string.

Usage Guidelines Use this command to send messages to the terminal of a specific user or to all users.

show

Displays the system information.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Descriptio“ show system component

system_component
Specify the component to view the information.

Must be a string. Select from the possible completion options.

Usage Guidelines Use this command to view the system information.

show-defaults

Displays the default configuration.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description =~ show-defaults { false | true }

{ false | true }
Specify whether to display or hide the default values. To display, select true. Otherwise, select false.

Must be either "false" or "true".
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Usage Guidelines

smiuser

Privilege

Command Modes

Syntax Description

smiuser .

Use this command to view the default configuration.

Configures the Subscriber Microservices Infrastructure (SMI) user account parameters.
Security Administrator, Administrator
Exec

smiuser { add-group groupname group name | add-user { username username |
password password } | change-password { username username | current_ password
current_password | new_password new password | confirm password new password |
password expire days expire days } | change-self-password { current password
current_password | new_password new password | confirm password new password |
password expire days expire days } | delete-group groupname group_ name |
delete-user username username | unassign-user-group { groupname groupname pam
| username username pam } | update-password-length length password length }

username username
Specify the username.

Must be a string.

password password
Specify the user password.

Must be a string.

confirm_password new_password
Confirm the new password.

Must be a string.

current_password current_password
Specify the current password.

Must be a string.

new_password new_password
Specify the new password.

Must be a string.

password_expire_days expire_days
Specify the number of days before the password expires.

Must be an integer.
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. system

groupname group_name
Specify the group name.

Must be a string.

groupname groupname_pam
Specify the group name in PAM.

Must be a string.

username username_pam
Specify the user name in PAM.

Must be a string.

length password_length
Specify the minimum password length.

Must be an integer.

Usage Guidelines Use this command to configure the smiuser parameters.

system

Configures the NF's system operations.

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description system { ops-center stop | synch { start | stop } | upgrade | uuid-override
new-uuid uuid value }

ops-center stop

Stop the synching of configuration.

synch { start | stop }

Starts or stops the synching of configuration,

upgrade

Initiates the upgrade of a product.

uuid-override new-uuid vwid_value
Change the Universally Unique Identifier (UUID) to a new value.

Must be a string.
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Usage Guidelines

terminal

Privilege

Command Modes

Syntax Description

Usage Guidelines

timestamp

Privilege

Command Modes

Syntax Description

Usage Guidelines

who

Use this command to display the NF's system operations.

Configures the type of terminal.
Security Administrator, Administrator
Exec

terminal terminal type

terminal_type
Specify the terminal type.
Must be one of the following:

* ansi

* generic
* linux

* vt100

* Xterm

Use this command to configure the terminal type.

Configures the timestamp parameters.
Security Administrator, Administrator
Exec

timestamp { disable | enable }

{ disable | enable }
Enable or disable the timestamp display.

Use this command to configure the timestamp.

Displays information on currently logged on users.

terminal .
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. who

Privilege Security Administrator, Administrator

Command Modes Exec

Syntax Description ~ Who

Usage Guidelines Use this command to view information on currently logged on users. The command output displays the Session,
User, Context, From (IP address), Protocol, Date, and Mode information.
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SMF Active Charging Service CLI Commands

* apn-profile, on page 27

* apn-profile accounting mode, on page 27

* apn-profile timeout bearer-inactivity, on page 28

* apn-profile timeout bearer-inactivity gbr, on page 28

* apn-profile timeout bearer-inactivity gbr volume-threshold, on page 28

* call-control-profile, on page 29

» call-control-profile accounting mode, on page 29

» content-filtering category database directory, on page 30

* context, on page 30

* context aaa group, on page 30

* context aaa group diameter authentication dictionary, on page 31

* context aaa group diameter authentication endpoint, on page 32

* context aaa group diameter authentication server, on page 33

* context aaa group radius accounting interim, on page 33

* context aaa group radius accounting interim volume, on page 33

* context aaa group radius algorithm, on page 34

* context aaa group radius attribute nas-ip-address address, on page 34

* context aaa group radius dictionary, on page 35

* context aaa group radius mediation-device, on page 37

* context aaa group radius server, on page 38

* context aaa group radius server encrypted key, on page 38

* context aaa group radius server key, on page 39

* context aaa group redundancy-group, on page 39

* context aaa group redundancy-group host, on page 39

* context aaa group redundancy-group host diameter authentication dictionary, on page 40
* context aaa group redundancy-group host diameter authentication endpoint, on page 41
* context aaa group redundancy-group host diameter authentication server, on page 42

* context aaa group redundancy-group host radius accounting interim, on page 42

* context aaa group redundancy-group host radius accounting interim volume, on page 43
* context aaa group redundancy-group host radius algorithm, on page 43

* context aaa group redundancy-group host radius attribute nas-ip-address address, on page 44
* context aaa group redundancy-group host radius dictionary, on page 44

* context aaa group redundancy-group host radius mediation-device, on page 47
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* context aaa group redundancy-group host radius server, on page 47

* context aaa group redundancy-group host radius server encrypted key, on page 48
* context aaa group redundancy-group host radius server key, on page 48

* context apn, on page 48

* context apn active-charging, on page 49

* context apn authorize-with-hss, on page 49

* context apn authorize-with-hss egtp, on page 50

« context apn authorize-with-hss egtp gn-gp-enabled, on page 50

* context apn authorize-with-hss egtp s2b, on page 50

* context apn authorize-with-hss egtp s2b gn-gp-enabled, on page 50

* context apn authorize-with-hss egtp s2b s5-s8, on page 51

« context apn authorize-with-hss egtp s5-s8, on page 51

* context apn authorize-with-hss egtp s5-s8 s2b, on page 51

* context apn authorize-with-hss Ima, on page 51

* context apn cc-profile, on page 52

« context apn content-filtering category, on page 52

* context apn data-tunnel, on page 53

* context apn gtpp group, on page 53

* context apn ip, on page 53

* context apn ip access-group, on page 54

* context apn ip source-violation, on page 54

* context apn ppp, on page 55

» context apn redundancy-group, on page 55

« context apn redundancy-group active-charging, on page 55

* context apn redundancy-group authorize-with-hss, on page 56

« context apn redundancy-group authorize-with-hss egtp, on page 56

» context apn redundancy-group authorize-with-hss egtp gn-gp-enabled, on page 56
« context apn redundancy-group authorize-with-hss egtp s2b, on page 56

* context apn redundancy-group authorize-with-hss egtp s2b gn-gp-enabled, on page 57
« context apn redundancy-group authorize-with-hss egtp s2b s5-s8, on page 57
* context apn redundancy-group authorize-with-hss egtp s5-s8, on page 57

« context apn redundancy-group authorize-with-hss egtp s5-s8 s2b, on page 58
* context apn redundancy-group authorize-with-hss Ima, on page 58

« context apn redundancy-group cc-profile, on page 58

* context apn redundancy-group content-filtering category, on page 59

« context apn redundancy-group data-tunnel, on page 59

« context apn redundancy-group gtpp group, on page 60

« context apn redundancy-group ip, on page 60

» context apn redundancy-group ip access-group, on page 60

* context apn redundancy-group ip source-violation, on page 61

* context apn redundancy-group ppp, on page 61

« context apn redundancy-group timeout, on page 61

* context apn timeout, on page 62

* context gtpp group, on page 62

* context gtpp group gtpp, on page 63
* context gtpp group gtpp egcdr, on page 63
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* context gtpp group gtpp egedr final-record closing-cause, on page 63

* context gtpp group gtpp egcdr losdv-max-containers, on page 64

* context gtpp group gtpp egedr service-data-flow threshold, on page 64

* context gtpp group gtpp egcdr service-data-flow threshold volume, on page 65

* context gtpp group gtpp egedr service-idle-timeout, on page 65

* context gtpp group gtpp storage-server ip-address, on page 66

* context gtpp group gtpp storage-server local, on page 66

* context gtpp group gtpp storage-server local file, on page 67

* context gtpp group gtpp storage-server local file name, on page 67

* context gtpp group gtpp trigger, on page 68

* context gtpp group gtpp trigger egedr, on page 68

« context gtpp group redundancy-group, on page 69

* context gtpp group redundancy-group host, on page 69

« context gtpp group redundancy-group host gtpp, on page 69

* context gtpp group redundancy-group host gtpp egcdr, on page 70

« context gtpp group redundancy-group host gtpp egcdr final-record closing-cause, on page 70
* context gtpp group redundancy-group host gtpp egcdr losdv-max-containers, on page 71
* context gtpp group redundancy-group host gtpp egedr service-data-flow threshold, on page 71
* context gtpp group redundancy-group host gtpp egcdr service-data-flow threshold volume, on page 71
« context gtpp group redundancy-group host gtpp egedr service-idle-timeout, on page 72
* context gtpp group redundancy-group host gtpp storage-server ip-address, on page 73

« context gtpp group redundancy-group host gtpp storage-server local, on page 73

* context gtpp group redundancy-group host gtpp storage-server local file, on page 74

« context gtpp group redundancy-group host gtpp storage-server local file name, on page 75
* context gtpp group redundancy-group host gtpp trigger, on page 75

* context gtpp group redundancy-group host gtpp trigger egcdr, on page 76

* context gtpu-service, on page 76

* context gtpu-service bind, on page 76

* context gtpu-service echo-interval, on page 77

* context gtpu-service echo-interval dynamic, on page 77

* context gtpu-service redundancy-group, on page 78

* context gtpu-service redundancy-group host, on page 78

* context gtpu-service redundancy-group host bind, on page 78

* context gtpu-service redundancy-group host echo-interval, on page 79

* context gtpu-service redundancy-group host echo-interval dynamic, on page 80

« context interface-loopback, on page 80

« context interface-loopback redundancy-group, on page 80

« context interface-loopback redundancy-group host, on page 81

* context lawful-intercept, on page 81

« context lawful-intercept dictionary, on page 82

« context lawful-intercept redundancy-group, on page 82

« context lawful-intercept redundancy-group host, on page 83

* context lawful-intercept redundancy-group host dictionary, on page 83

« context lawful-intercept redundancy-group host src-ip-addr, on page 84

« context lawful-intercept src-ip-addr, on page 84

* context sx-service, on page 84
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* context sx-service bind, on page 85

* context sx-service instance-type, on page 85

* context sx-service redundancy-group, on page 86

* context sx-service redundancy-group host, on page 86

* context sx-service redundancy-group host bind, on page 86

* context sx-service redundancy-group host instance-type, on page 87

* context sx-service redundancy-group host sx-protocol association, on page 87

* context sx-service redundancy-group host sx-protocol heart-beat interval, on page 88

* context sx-service redundancy-group host sx-protocol heart-beat max-retransmissions, on page 88
* context sx-service redundancy-group host sx-protocol heart-beat retransmission-timeout, on page 88
* context sx-service sx-protocol association, on page 89

* context sx-service sx-protocol heart-beat interval, on page 89

* context sx-service sx-protocol heart-beat max-retransmissions, on page 90

* context sx-service sx-protocol heart-beat retransmission-timeout, on page 90

* context user-plane-service, on page 90

« context user-plane-service associate control-plane-group, on page 91

* context user-plane-service associate fast-path service, on page 91

* context user-plane-service associate gtpu-service, on page 91

* context user-plane-service associate gtpu-service cp-tunnel, on page 92

* context user-plane-service associate gtpu-service pgw-ingress, on page 92

* context user-plane-service associate gtpu-service sgw-egress, on page 92

* context user-plane-service associate gtpu-service sgw-ingress, on page 93

* context user-plane-service associate gtpu-service upf-ingress, on page 93

* context user-plane-service associate sx-service, on page 93

* context user-plane-service redundancy-group, on page 93

* context user-plane-service redundancy-group host, on page 94

* context user-plane-service redundancy-group host associate control-plane-group, on page 94

* context user-plane-service redundancy-group host associate fast-path service, on page 95

* context user-plane-service redundancy-group host associate gtpu-service, on page 95

* context user-plane-service redundancy-group host associate gtpu-service cp-tunnel, on page 95

* context user-plane-service redundancy-group host associate gtpu-service pgw-ingress, on page 96
« context user-plane-service redundancy-group host associate gtpu-service sgw-egress, on page 96
* context user-plane-service redundancy-group host associate gtpu-service sgw-ingress, on page 96
« context user-plane-service redundancy-group host associate gtpu-service upf-ingress, on page 97
* context user-plane-service redundancy-group host associate sx-service, on page 97

* control-plane-group, on page 97

* control-plane-group peer-node-id ipv4-address, on page 98

* control-plane-group peer-node-id ipv6-address, on page 98

* control-plane-group redundancy-group, on page 99

« control-plane-group redundancy-group host, on page 99

* control-plane-group redundancy-group host peer-node-id ipv4-address, on page 99

« control-plane-group redundancy-group host peer-node-id ipv6-address, on page 100

* control-plane-group redundancy-group host sx-association initiated-by-cp, on page 100

* control-plane-group redundancy-group host sx-association initiated-by-up, on page 101

* control-plane-group sx-association initiated-by-cp, on page 101

« control-plane-group sx-association initiated-by-up, on page 101
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apn-profile

Privilege

Syntax Description

Usage Guidelines

apn-profile .

« interface, on page 101
* rcm switchover, on page 102
» url-blacklisting database directory, on page 102

Configures Access Point Name (APN) profile.
Security Administrator, Administrator
apn-profile apn profile name
apn_profile_name

Specify the APN profile name.

Must be a string.

Use this command to create an instance of an APN profile and configure it. An APN profile is a template
which groups a set of APN-specific commands that may be applicable to one or more APNs.

Example

apn-profile apnprof27

apn-profile accounting mode

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures type of accounting to be performed for this subscriber template.
Security Administrator, Administrator

Exec > Global Configuration > APN Profile

mode accounting mode

accounting_mode
Specify the accounting mode.
Must be one of the following:

* none: No accounting.

* gtpp: GTPP accounting.
Default Value: "gtpp".

Use this command to configure the type of accounting to be performed for this subscriber template.
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. apn-profile timeout bearer-inactivity

apn-profile timeout bearer-inactivity

Configures checks for low activity in a bearer.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > APN Profile

Syntax Description bearer-inactivity exclude-default-bearer

exclude-default-bearer

Specify to exclude bearer inactivity handling for default/primary bearer.

Usage Guidelines Use this command to configure checks for low activity in a bearer.

apn-profile timeout bearer-inactivity gbr

Configures checks for low activity in a GBR bearer.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > APN Profile

Syntax Description =~ timeout bearer-inactivity gbr timer vearer inactivity timer

timer bearer_inactivity_timer
Specify the bearer inactivity timer in seconds. Must be an integer in the range of 300-2592000.

Must be an integer.

Usage Guidelines Use this command to configure checks for low activity in a GBR bearer.

apn-profile timeout bearer-inactivity gbr volume-threshold

Configures threshold value of the data traffic in a bearer.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > APN Profile

Syntax Description volume-threshold [ total total data traffic | downlink downlink data traffic |
uplink uplink data traffic ]

total total_data_traffic

Specify the uplink and downlink data traffic in a bearer, in bytes.
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Usage Guidelines

Must be an integer.

downlink downlink_data_traffic

Specify the downlink data traffic in a bearer, in bytes.

Must be an integer.

uplink uplink_data_traffic
Specify the uplink data traffic in a bearer, in bytes.

Must be an integer.

Use this command to configure the threshold value of the data traffic in a bearer.

call-control-profile

Privilege

Command Modes

Syntax Description

Usage Guidelines

call-control-profile accounting mode

Privilege

Command Modes

Syntax Description

Configures call-control profile.

Security Administrator, Administrator

Exec > Global Configuration
call-control-profile cc profile name
cc_profile_name

Specify the call-control profile name.

Must be a string.

call-control-profile .

Use this command to create and configure an instance of a call-control profile. A call-control profile is a
template which groups a set of call-handling instructions that may be applicable to one or more incoming

calls.

Configures the name of the accounting context or mode of accounting for this operator policy.

Security Administrator, Administrator
Exec > Global Configuration > Call Control Profile

mode accounting mode

accounting_mode
Specify the accounting mode.

Must be one of the following:
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. content-filtering category database directory

* none: No accounting.
* gtpp: GTPP accounting.

» radius-diameter: RADIUS or Diameter accounting.

Usage Guidelines Use this command to designate the name of the accounting context or mode of accounting for this operator
policy.

content-filtering category database directory

Configures Content Filtering directory parameters.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration

Syntax Description directory path cf directory path

path cf_directory_path
Specify the Content Filtering directory path.

Must be a string.

Usage Guidelines Use this command to configure Content Filtering directory parameters.

context

Creates and configures a context.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration

Syntax Description context context name

context_name
Specify the context name.

Must be a string.

Usage Guidelines Use this command to create and configure a context. If the named context does not exist, it is created. Enters
the Context Configuration mode.

context aaa group

Configures handling of AAA within context.
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context aaa group diameter authentication dictionary .

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > Context Configuration > AAA Group

Syntax Description = 9XOuUp aaa group name

aaa_group_name
Specify the AAA group name.

Must be a string.

Usage Guidelines Use this command to configure the handling of AAA within context.

context aaa group diameter authentication dictionary

Configures Diameter authentication dictionary.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > Context Configuration > AAA Group

Syntax Description dictionary dictionary name

dictionary_name
Specify the Diameter authentication dictionary name.
Must be one of the following:

* aaa-customl

* aaa-custom10
* aaa-customl1
* aaa-custom12
* aaa-custom13
* aaa-custom14
* aaa-customl15
* aaa-customl16
* aaa-custom17
* aaa-custom18
* aaa-custom19
* aaa-custom?2

* aaa-custom20

* aaa-custom21
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. context aaa group diameter authentication endpoint

* aaa-custom22
* aaa-custom23
* aaa-custom24
* aaa-custom25
* aaa-custom26
* aaa-custom27
* aaa-custom?28
* aaa-custom29
* aaa-custom3
* aaa-custom30
* aaa-custom4
* aaa-custom5
* aaa-custom6
* aaa-custom?
* aaa-custom8
* aaa-custom9
* dynamic-load

* nasreq

Usage Guidelines Use this command to configure the Diameter authentication dictionary.

context aaa group diameter authentication endpoint

Configures Diameter endpoint parameters.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > Context Configuration > AAA Group Configuration

Syntax Description endpoint endpoint name

endpoint_name
Specify the Diameter endpoint name.

Must be a string.

Usage Guidelines Use this command to configure the Diameter endpoint parameters.
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context aaa group diameter authentication server .

context aaa group diameter authentication server

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures Diameter host name.
Security Administrator, Administrator
Exec > Global Configuration > Context Configuration > AAA Group Configuration

server host name [ priority priority ]

host_name
Specify the Diameter server host name.

Must be a string.

priority priority
Specify the priority.
Must be an integer in the range of 1-1000.

Use this command to configure the Diameter host name.

context aaa group radius accounting interim

Privilege

Command Modes

Syntax Description

Usage Guidelines

Configures when the system should send an interim accounting record to the server.
Security Administrator, Administrator
Exec > Global Configuration > Context Configuration > AAA Group Configuration

interim [ interval duration ]

interval duration
Specify the periodic interval at which to send an interim accounting record in seconds.

Must be an integer in the range of 50-40000000.

Use this command to configure when the system should send an interim accounting record to the server.

context aaa group radius accounting interim volume

Privilege

Configures the uplink/downlink volume octet counts for the generation of RADIUS interims. This command
is applicable for GGSN only.

Security Administrator, Administrator
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. context aaa group radius algorithm

Command Modes Exec > Global Configuration > Context Configuration > AAA Group Configuration

Syntax Description volume [ downlink downlink volume | uplink uplink volume | total total volume ]

downlink downlink_veolume
Specify the downlink volume limit for RADIUS interim generation in bytes.
Must be an integer in the range of 100000-4000000000.

uplink uplink_volume
Specify the uplink volume limit for RADIUS interim generation in bytes.
Must be an integer in the range of 100000-4000000000.

total fotal_volume
Specify the total volume limit for RADIUS interim generation in bytes.
Must be an integer in the range of 100000-4000000000.

Usage Guidelines Use this command to configure the uplink/downlink volume octet counts for the generation of RADIUS
interims. This command is applicable for GGSN only.

context aaa group radius algorithm

Configures the algorithm for selecting among various defined RADIUS servers.

Privilege Security Administrator, Administrator

Command Modes Exec > Global Configuration > Context Configuration > AAA Group Configuration

Syntax Description algorithm algorithm

algorithm

Specify the algorithm.

Must be one of the following:
* round-robin

* first-server

Usage Guidelines Use this command to configure the algorithm for selecting among various defined RADIUS servers.

context aaa group radius attribute nas-ip-address address

Configures the system's NAS-IP-Address attribute.

Privilege Security Administrator, Administrator
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Command Modes

Syntax Description

Usage Guidelines

context aaa group radius dictionary .

Exec > Global Configuration > Context Configuration > AAA Group Configuration

address { ipv4-address ipv4 addr