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e 7T —LDLEVVHE

o [FF AT ESNTZAS/ AR DO#iF (Allowed AS path length range) |

1

[AS/RAFE3E X (ASPathLength Violation) |7 7 —A/L— L EEHALTT VLT 4 v 7 AKRY —
ZVERR L. V7 4 v 7 288.0.024% 1 189.9.0024\2V 7 LEd, L7 17 %88.0.024
X, BR287 V0 IRA LV PN LTa2—HIEoTI =7 INDZ LITXY, AS /AN
LR, TI—AB NI T—SNFET, TI7—21F, V7 4w Z288.0.024 BIEHRT
RANXZ A XA N (P SNTZFEPHND NS ZAR) IZXoTTY RRZ A XENDE7 )T EhvE
T, BT, V74 v T AEETL99.0024 DT T AN —LRATET U » ZEARN
EHEINDHE (EYELIIMITMEEIZED) | KOVRWAS/RATY RAZ A XINET,

. Cisco Crosswork Cloud 11— —H 1 K



| *vbro—v0E=%

HEHDZEE (Parent Aggregate Change) .

INHDOT v T AN —ABFREIZEAEHIEITE Z2WAREMEDRH VD . BREINTZ AS S AH
PHZT =N VT ENDHEICEETHLERNHY £,

HEHNNDZEE (Parent Aggregate Change)

IOTT—AE, PHILAWA— =y PERIZILEIWVEERKZHRHBLET,

Fy NI = FRXL—HTlE, 7T RRZAXSINEZT VT 4 v 7 ADEREOA—/3S—F v |k
TVT7 4w A E\RNEREFY ) | BROEOMOEN SN EIA— =Xy M B
FORENGDOFRETT AS B L TWEF, = —HE, Classless inter-domain routing (CIDR)
TVT7 4y I ARERELT, THEEND PV BLOIPvE A—X—X v hDEy hEd7e<
EH1ORETLOIMENRDY £3, 2—WE, FFAISNZFHETLAS DY X b, BHISHL
THEMINBEEND LT H 2T FET,

\}

GE)

MBI T ITTE 5 L0102, B Ob— MEROIRZ W, 7T E0DZ A T ORER
i) ZEZLTWDHREMERH LT 2o T EHLLET, [vA T (MyPeers) ]/L—
VL, FFED Crosswork Cloud 7 A7 U 72 a U CZDT F—AIHEHTEET, o
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7'> 3 i, ET7 5O BGP BH DA
PEVETA, [TTOET (AllPeers) [ITETHB IR B — LT 05 O BGP THITHEN
F9, ETDEM (94~—) ZOFT v a U ERET DHITIE, Crosswork Cloud Network

Insights?h U > —DiBH1 (101 =—7) |

FEZohbEH S HRE

DT T—LE, b=V =T LT 4 ADESTZROE LN — N —7 BEEET D DICHE
B ET,

BET 57 T —LIL—ILDERE
ZDT T—=bN—NaT VT 4y 7 ARY) —=REICBMT 25HE1E. ROFTT L a L ERE
THODVLERHY 3 (M —T « > 7538 (External Routing Analysis) ]>[3%/E (Configure) ]
> [ 2— (Policies) 1> [V > — @B (Add Policy) 1> [F V7 4 v 7 A& — (Prefix
Policy) ]>[/b—/LDiEMN (Add Rule) 1> [BIEKIDEHE (Parent Aggregate Change) ]) .

T T—LDLEWE (7 RNNZAXINTHERHT L)

o [7F Al SN 72315 7CASN (Allowed Origin ASNs) | (A7 3 >)

o [FFA] S AIPV4/IPv6 A —/X—% | (Allowed IPv4/IPv6 supernets) |

1

[BEERI DA T (Parent Aggregate Change) |7 7 — L/ — LV EFEHLTH L7 4 v 7 AR Y v—
IR L., V7 4 v 7 288.0.02412) 7 LET, RUT—i%, Fal&h-IPvdERHT L
T4 w7 AK[22,9] B L OFFA ST RIEIC AS 3356 TRRIESINE T, ROA XU FIRXT 7 —
L& RNUIT—LET,
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v rkI—o0E=4 |
. TLI24 VI RT7 KIN8 A4 XA+ (Prefix Advertisement)

s FRENDA— =% | 880022 W™ NA Py w7 ENET (L7407 ATTFHL
RWRIETT AS MO REEINET) o

A, VLT 4 v 7 2 88.0.020 1T RARZ A REN, BENRY —7 L LTiBIENE
j—o

U= £3nA Vv v 7 BRRESND D, 2—FRT T —LREZAEFE LT, Zh bR
T RNRNZAZAVBIPRESRTHLHZ AR TE TI7—AF7 V7 ShET,

TLI2A4 VI ART FiNngd4 X A2~ (Prefix Advertisement)

DT T—AE, TE=AXMGET VT 4 v 7 AOESE BGP NATO P LaWERZ ML E
T, LENR-ST, V74T ADT RANZ A XEINTZ/3AD BGP BEICRT 5 FHIL 22
EEET=HF L, BEARL— N =7 DN 2R TE £,

\ )

GE)  MEECTICHLTtEs Lo, BE Ob— MERORZ., 050D X A TORER
fif) ZEZILTWDAREMERH D ET HH-> T EEILHLET, [ T (MyPeers) ]/L—
ViE, FFED Crosswork Cloud 7 A7 ) g o CZDT T—AIEHATEET, ¢
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7> 3 &, E7 15O BGP BH DT
PENET, [TXTOET (AllPeers) [1EET7 B LU 72— LT 005 O BGP BHITHEW
9, ETOBEM (94 R—) ZDOA TV a s ERET BT, Crosswork Cloud Network
Insights7™ U > — DB (101 ~—2) |

FAbNAHBRE SN LHME

DT T—AE, = )= FRITEF=HARART VT 4 v 7 ADEN BGP /XA D % 5
ETDHDIERNBET,

BiET 57 5 —LIL—ILOFRE
ZDOTT—=LN—NuT VLT 4y 7 AR P—REIBMT 5581, ROFT TV a »EBE
THMENH Y T (FMFNV—T « > 75387 (External Routing Analysis) 1> [#%E (Configure) ]
>[AR YV v — (Policies) 1>[H U v —DiEN (AddPolicy) 1>[F'V 7 4 v 7 AKR U — (Prefix
Policy) 1> [/b—/L®iEM (AddRule) 1> [F'LV7 4 v 7 AT RANZ A XA~ (Prefix
Advertisement) ]) .

e T I — LD L EVVVH

TJL74 v XDOEYEL (Prefix Withdrawal)
DT T—hF, ETRT VT 4 v 7 ZAEROELESAICHRELET,

PEDOBGP T MEDT LT 47 ADWDIE LIX, V7 4 v 7 AZBIFET HE DA
NHDHIED, T LT LT 4w ANRERETHIZ EEZE®RLEYA, 2770, 250
VT NHERZ ) TOT LT 4w AERDETE, VT 4 v 7 ADBEREENMET T 5
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| #vro9—v0E=%

ROADAHEERE (ROAExpiry) [

FEEMERH O £, L—FDT7 T oI LD A4 XEMETE201C, ZOTT7—2DOLEWN
BEEMOT T —2 L0 EESERETDH L EBEID LET,

\}

GE)

MBI T ITTE D L0102, M Ob— MEROIRZ W, 7T E0D X A T ORER
i) ZEI L TWARREMERHGAE T 2MoTEL EELHLET, [v1 T (MyPeers) J/V—
VL, FFED Crosswork Cloud 7 A7 U 72 a U CZDT F—AIHHTEET, o

subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7'> 3 i, ET7 05O BGP BHDAIT
PEVETHR, [TXTOET (AllPeers) [ITETHB IR B — LT 05O BGP EHITHEW

F9, ETOBEM (94 X—) ZOF T a rERET HITIL, Crosswork Cloud Network
Insights?s U > — @3B (101 ~=—) |

EZAonbSBREINSME
TOTT—AI, T T4 I AWMV B ULICORDR AR EMET R ET D DI L LE T,

BET 27 5—LIL—ILDEE

DT T—LN—vET VT 4y AR —REICEBNT 25A1X, ROA T a VERE
THAVLERHY 3 ((FMFV—T « > 7538 (External Routing Analysis) ]>[3%/E (Configure) ]
>[HR VU — (Policies) 1>[RY > —DiBM (AddPolicy) 1>[7 V7 4 v 7 AKRY v — (Prefix
Policy) ]>[/b—/v®iBH1 (AddRule) 1>[7'V 7 4 v 7 AOHRV L (Prefix Withdrawal) ]) .

e T T —ADLXVMHE

ROAD E N EAR (ROA Expiry)

Z DT Z— AL, RouteOrigin Authorization (ROA) L 22— ROFRHARIIEIN B AjICELE L E
T ROA L a—RiE, VY =R (7RI RSN T VT 4 v I R) OFihEL EETS
ANV —=HIZ Lo TR S, il v F—x» hLYA MY RIR) 72i3NV—T 4 V7 8&
PET — X ~X—A (RADB) 72 EOMMOY—E AL > THEBAL STl S E 7, sElco
WL, ripenet ZZM L TS 72E 0,

ROA L a— FOHEHHREINOM ARNZT 7 — N2 B ET 0 EHETCEET, Jihuk, &
WA H A7 T —ATT, HLnba—REERT LT 7 a v 2FEFLT, V—&
WCEBDT VT4 T ADEZOND T ANK ) TEERHETEET, ZOTT7—AF, 7
T4y T ANBROA LA — RTAHNRN—INTWTC, BIFEERE LR MY T—MEoM (BITE +
[HZBR2N G DA b U T —3 % HEL (Days to Trigger Before Expiration) ]) @ & DRfT
b, TUT 4w 7 ATERR ROA L a— R WGEIZT 77 4 712720 £, FiC, HiR
TIno v a— REHFENTIN TV RN L a— RRREL TWAEEA, RESNZHBERNOWT
OB SUCHIRA TN TR NI NR—= LTV D L a— RBFET LR, 77— AET 7
T4 7 ERA,

EZZzbhbBRH SN 58
ZOTIFT—AF, EEFTO ROA ALy CORINEKRTELET,
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B roa= (RoAFailure)

v rkI—o0E=4 |

BEETH7 T —LIL—ILDETE

DT F—LN—NET VT 4y 7 AR —FKEILENT 5581, RO T 3 VEFRE
THLENHY T (FMBLV—T 1 > 75387 (External Routing Analysis) 1> [#% € (Configure) ]
>[AR VU — (Policies) 1>[AV > —DiBI (Add Policy) 1>[7'V 7 « v 7 AK YU I — (Prefix
Policy) 1> [/b—/LDiENN (Add Rule) ]>[ROADH IR (ROA Expiry) ])

*ROA L 2— FOHIENYINLHEIZ NV T —9 2 HEL,

1

[ROADAZNIIR (ROA Expiry) |7 7 —LA—L&BER LT LT 4 v 7 AR > —%21ERk
L. [B#RN G 5R0Z NV H—3 2 HE (Days to Trigger Before Expiration) (230 Zf51E
LT, 77497 28800241207 LET, ZOTT7—AhIE, TV 74 v 7 288.0.0/24
DEELD ROA L a2 — RTHN—ENTWDHEEAIZ b U — 41, Crosswork Cloud Network
Insights [X 25 NTO L a— R TITHIREINIZ e > TV D7, E721330 B R THIER
ez s 2 txmtiLES, 77 —2%227 V735121, N TR E D N—9 2%
8.8.0.024 IZxF L TH7e< &b 1 DO ROA L a— REERTHMENRH Y £,

ROAFEZE (ROA Failure)

TDOTT—hlF, FE=AHRBT LT 4 v 7 AD ROA HRMIRRENEN N E 5 nE R L ET,
RIZBICAS N T VT 4 w7 A% H/N—F 5 ROA La— RIZRW, =[BT LT v 7 R
DT RRE A XA ME, BT RREA XA N TE, TI7—0I%, TV 74 w7 ZAOEH
EINTTRTOREITLASN ZE T ROA L a— ROBEN, X7 XTHO L a— KoWIRYIN
DOWThNZEY 7 ) 7 ERET, BAEMICIE, 2077 —240%, ROA L a— Ran (17
ELZ2V, FET_NTORHREUINICZR > TWD) GEIET 77 40 71272 A,

ROA DFEFMIZ OV TIL, ripenet ZZM L T 72 &0,

EZEZonbSBREINSME
DT T—=0F, TV T 49T ANA T v 7 OFITERETDOIHELEET,

BETE75—LIL—ILDEE

ZDT T—=bN—NET VT 4y 7 ZRY —REICEMT 55815, ROAT v a r2RE
THDVLERHY 3 ([(FMA—T « > 7538 (External Routing Analysis) ]>[7%/E (Configure) ]
> [V v — (Policies) 1>[H U —DiEN (AddPolicy) 1>[F'V 7 4 v 27 AKR U — (Prefix
Policy) 1> [/b—/LDiEMN (Add Rule) ]>[ROAF&E (ROA Failure) ]) .

e T —ADLXVMHE

ROALE DA 575 Ly (ROA Not Found)

FULT 4w AL, FNEIANA—FTAEBOROA L I — REFBFSOZENTEXET, 20T I7—
AlF, FE=FZRBOS LT 4 w7 AT ROA La— R (fE(E L7V, 7213 8IRYInIc
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| #vro9—v0E=%
DNSIL— b FL T4 9o ZROEYEL (DNS Root Prefix Withdrawal) .

o TW3B) AN A—3ET, ZHZEY, RTRV v harzrEiEdsLr—2i2L-o
T7v74/7xﬂhm/7éhé_k%ﬁﬁ15iﬁo

ROA OFEFMIZ DWW TIL, ripenet ZZM L T 72 &0,

FEAbNAHBRE SN LHMHE

THE, F=AREBEOS LT 4w 7 AT ROA L a— RPN T L o — P ICBET AR T
v »—‘Z)“/C“jqo

DNSIL— T L 74 v XOEYEL (DNS Root Prefix Withdrawal)

TANAIZ L > TEIY 4T HH, OpenDNS & Google (2 & » Tt I D —"—%2 &t X7V »
7 DNS )b— b — =3, @HON—ZBIERAST Y v o —=Fy b =T  TITH
MTH7DICHETT, ZOT T —MF, DNSH—AT RLARETLH—EHOS LT 4 v 7 A
(Fry hTavr) FE=FZLET, By NNOWTIOLOT VT 4 v 7 AR EIND

L a2 —PITEELET,

Y

GE) ZoO77—2F[FVvT7 4y 7 AOHEYVIEL (Prefix Withdrawal) | 77— A L1387 0 5,
:h%@7v74/7xi 2—YRYT A7V T a THETHT VT 4 v 7 ADEHE
BIMENT, 77 —2— WV 7 SN TNV ELENS TT,

EZonbSBREINSME

DT T—20%, BEEHONL—FDNS b —R_T LT 4 v I AR EZNRET ONV—TFT 4 T
T —TANHHIBRENTZNE I ERHELEY, 207 77—, DNS/L— b — R—DfHE
WCORNDBA v H—Fy M—FDREERE/FETDDIELLET,

BETE75—LIL—ILDERE

ZOT T—LN—NEETRY —REICBINT D58, WOA T > a U ERET HMEN
B FEF ([SMEBV—T 4 > 75381 (External Routing Analys1s) 1> [%7& (Configure) 1>[RY
v — (Policies) ]>[A Y > —@iBM (Add Policy) 1>[E7 A Y v— (Peer Policy) ]>[/L—/b
DM (AddRule) ]>[DNS/L— hF VL7 4 7 ZADOEYD{E L (DNSRoot Prefix Withdrawal) ]) .

o BEHIRIE D DNS b— hHh—s3—

1

[DNS/L— h 7 L7 ¢ v 7 ZAOEYE L (DNS Root Prefix Withdrawal) | 7 7 — A /L—/ L % {ii
LCETRY —%1ER L, ET7RIRIWCU 27 LET, L7 4 v 7 A198.41.0.024 (A/L—
hF—X) B L TU2001:7fd::/48 (K /b— FH—2N) (2357 7 — b EZITWD T & 2B L
1, TI9—A1F. b LT 47 ZADOWNWTNIDBRTIRICE > TRV EENA LT
T AT, WHERT RRFALXENDEET VT EINET,
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Y RIT—=UDE=H I
. HITTLIT4 9D RT7 KiNZ A4 X4 2k (SubPrefix Advertisement)

BITL T4 VI RT7 KN A4 XA~ (SubPrefix Advertisement)

NATX =T, V=R F LN T IV T 4 I R, VA =L THI LT, TE=F%f
BTV T 4T AL S THNR—=ENDIP AX—AD— DT T 47 H VXA LT T
TFET, ZhuE, V=R EETIER ARV L— N XD S BRIV — N EEET 50T,
AT x =, BBFEOY T IV T 4 v I ADFH LWL— e A VA=AV THI L ETE
FT, INLDONA T x v 7 ORITERNT D701, T T VT 4 v 7 AOF R SNTZRE
JLASN DY A MNERETEET, ZOT 7—L0OHE, BT RNANZA XA NE, 7 KA
AL RENTEY T LT 4 v T ALFOETDOLEWVVEOWTILIER L TWAEE T,

FEALNDHBRE SN LHMRE

ZOTT—hE V= NS ERFESARGET VT 4 v I ADFT T VT v ADNA
Uy v I EREET HOIHHET,

BEET 575 —LIL—ILDERTE

DT T—bN—NET VT 4y I AR —REILBMNT 2581, ROLT > a U EFE
THULENRHY 3 (FMFAV—T « > 758 (External Routing Analysis) 1> [3%7E (Configure) ]
>[AR VU > — (Policies) 1>[R VU > —DiEN (Add Policy) 1>[7 V7 4 v 7 ARV >— (Prefix
Policy) ]>[/b—/LDiEM (AddRule) |>[V 77 L7 4 v 7 AT KRZ A XAk (SubPrefix
Advertisement) ]) .

s VT 4T ADRE

T RRAARXEINTZT TV T 4 v 7 AZLEDLEVME (Peers to Resolve 33 X T Peers to
Trigger) 77 —ALD L EUVME (347 =X—)

A S 72 %15 ASN
A

GE) 3815750 ASN U R M & IEMF 511X, [FIEIEASNY R k&l H
(Use Origin ASNs) 14 7Y a v & [Whhz (No) 1ICHI0 &z %
9, FWEILASN U R MG IS & T XTD ASNIZH LT
TI—=DLN R H—EnET,

« IPv4/IPv6 D KRE : B/E SN IPVAIPV6 DR RELV EEWF T L7 4w I A A
BT AL S a v A EHTEET, IPvd D REIZ8 L kX<, IPv6 D REIX
16 LD KREWKLENRHD 7,

1

[T TV 47 AT KANK A XX~ (Subprefix Advertisement) 7 7 — 2 /b— V&M L
TV 74 w7 ARY —%ER L, V7 4 v 7 288002412V 7 LET, ROYT
VI 49 TAT KRNREARXAIPEAEL, TI—2N NI T—ENET,
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| #vro9—v0E=%

Ty TR M) —LASDZEE (Upstream AS Change) .

c THILZ2WH T T L7t v 7 X 880530 37 RNZAXENET, ZOHE, ZOT L
7 4 7 RTH LWEEERRICEI D M THL. FTLOWREITTAS 2D TT RAZ A X
SNET, ZOT7T7—=2%&7 VT T2H2F Y7 T T4 v 7 X 88.0.530 iR T D K
9 |Z Crosswork Cloud Network Insights & 3% &3 5 7>, £ 72138 LWIEIE T AS ZFF T &4
72 HIETC ASN DU 2 MZIBIL £,

s FHALZWH T TV T 4 v 7 A 880430 T RARAXA XENET, v, »—FU—
TEFIINA D 7 ONTNNER L TWDAREERNH D T, ZOT7I7—2%227 U7
T 5IT1E, 8.8.0430 UV HTHLENRH Y £,

7Y TR M)—LASDZERE (Upstream AS Change)

BGP A XL —XX, 7U MM RRY — (e 2T, EOTvTARNI—AAS BT
TA I AREBERHETEL0) ICL-oTET V7R EGIECcCEEd, o7 7—4A1%, 7L
T4 I ARG LR WEFEOE T ~O— ) — 7 2L ET, 22—k, Frlani
Ty TAN)—=LASN DY A NZRETLHLENHY T, VANMIRZWT v 7 AN —A
ASRRICI ARy TS TWAASNFEHEST=FB TS LT 4 v T ADT RRZA XA |k

=N

\}

ERT RANZA XA NTT,

GE)

T <ClolcE 2 L oic, M Ob— MERORRA V., £ ENDZ A TORER
i) ZEZILTWDAEENRSLET 2> T EEEHLET, [vA T (MyPeers) /L—
WL, FFED Crosswork Cloud 7 A7 U 7' a U CZOT 7—AIHEHTEET, ¢
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7> 3 &, E7 05O BGP BH DAIT
PENETH, [TXTOET (AllPeers) [IXETIH IO — LET MO BGP BAHIZHEN
FT. ETOEM (94 X—) ZOF TV a rEFRET HITIL, Crosswork Cloud Network

Insights?h U > —DiB1 (101 =—7) |

EZAonbSBREINSME
DT T—AI, FE=EAWNB T VLT 4V ADN— ) — 7 BEETLHDOICESHLE T,

BET 7 5—LIL—ILDEE

ZDOTT—=LN—NET VT 4y 7 AR —REIBMT 5581, ROFT TV a v E
THEMENDH Y T (FMFNV—T « > 75387 (External Routing Analysis) > [#%E (Configure) ]
>[HR VY — (Policies) 1>[RY > —DiBM (AddPolicy) 1>[F V7 4 v 7 AKRY v — (Prefix
Policy) ]>[/b—/L®iEN (AddRule) 1>[7 v 7 A F U —ALASOZERE (Upstream AS
Change) 1) .

« T T —LDLEVE

c[FRIENDT v 7 A KRY—LASN (Allowed upstream ASNs) ]

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
. A375AS/SZER (Valid AS Path Violation)

1

[7 v 7 ARY—LASOZFE (Upstream AS Change) |7 7 — L/L— /)L CiFR[ &7z 7 v 7 A k
U—LASN[293, 1221 ZEH LT L7 4 v 7 ARV —%ER L, L7 1 v 7 X8.8.0.024
WV 7 LET, V7 4 v 7 288.0.0241%, AS/NA[2711,1299,3356] ZFFOE T IZ X - T
T RARE A ZEET, ASI29TFFAIEN/ZT v 7 A MU —ALASN TlidZeWniz=d, LEVVE
DHEHEINT, 77— M) T—3nET, ERKLTND AS SR ZFFo/L— IR {H S
Noh, ST v 7 AR —LASN DU A M ASI22 2MBEMEND &, 77— A%
7T EINET,

Exh7zAS/N R & (Valid AS Path Violation)

TDTT—0IF, TV T4 9T AT ERNEZAL AL N AS NABRE SN ASN SZ — 1 &
—H L2WGEEITHRE L ET,

Crosswork Network Insights 1X, §%/E SIVZERGE ASINRINE—V % T RRZ A XS
V747 ADAS NA LR LET, ASN XZ — X, ARX—ATRY]>72 AS FH#IHIZ
WAREZTHEND =7 ATHY ., 1073462109 D X 9 IZFETT AS THRDO Y £4, HEL
AER U CHMEI N Z — 2 RBITEET, NF =D LRV EIEL, Crosswork Network
Insights |7 7 — L% b U H—LTT 7T 4 7IZLET,

\}

GE)  MEICTIEHLTE D L0102, I Ob— MEBROI A, F7IM 0D H A T ORERS
fif) ZEHZLTCWDAMREERSH L ET 2> TEL EEYHET, [ ET (MyPeers) /L—
VL, FFED Crosswork Cloud 7 A7 U 72 a U CZDT 7—AIHEHTEET, o
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) 1A 7'> 3 i, ET7 )50 BGP BH DAIT
PEVETH, [TXTOET (AllPeers) JITETHBIRNT B — LT 05O BGP THITHEN
EFT, ETDOEM (94 <—) ZOF TV a rE2FEET DI, Crosswork Cloud Network
Insights?h U > —DiBH1 (101 =—7) |

/N2 — > D : [0-]* 806 * 200
« %072 AS /XA 1 1900 1731 806 100 200
« JEJC AS 732 11900 1731 807 100 200

« L AS 73 A 1900 1731 806 150 100 200

EZ2ondBREIN5ME
ZOT T —AIE, BEMN MITM KB F 72 1 HBEDK T 2R 7 T L72VWBGPAS /S A DA
PR L E9,

BEETE7 5 —LIL—ILDETE

DT T—=bN—Na T VT 4y AR P=REIBIMT D5E81E, ROAT v a VEB0E
THMENRH Y E£T (FMBLV—T 1 > 7541 (External Routing Analysis) 1> [#XE (Configure) ]
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| #vro9—v0E=%

E7 D=1k (Peer Down) .

>[£Y > — (Policies) 1> [ U > —iBM (Add Policy) 1>[7 L7 1 v 27 AHEY > — (Prefix
Policy) ]>[/b—/LDiENN (Add Rule) ]> [HA#h72AS/SZiEK (Valid AS Path Violation) ) .

e T I —ADLXVMHE

E7M{ELE (Peer Down)

Z DT Z—2A=l%, Crosswork Cloud Network Insights & E=Z %7 L OO T Y > 7 &y
TarOREEZE=4%L¥EJ, Crosswork Cloud Network Insights & E=# %R 7 L OROE
TV Ty va B, FHISHVTOEHADIREE TR WIGEIC, RBENIET D AR & D
F9, BTV Ty v a URHSDIRIEICR D L T I —AFZ VT ERET,

EALNDHBRHE SN LHMHE

ZOTT—AlE, E=HMBET TOBGP Frt AOMM, £ ) L SICEBE X
HBAN—=RyxTRVT7 by =7 OMEERET HDIHELHET,

T RENFALAXENT-T LT 1 vH XAD% (Advertised Prefix Count)

DT T—AE, TE=XHBET ORIB DY A AEE=4L%7J, Crosswork Cloud Network
Insights |3, T X CTOE=FKEETIZEET DHEEHER (% 7 2% Crosswork Cloud Network
Insights |27 RANZ A XFT 57 VT 4 v 7 A EGT) ZEMINEL T, E=F%%
7 7> B Crosswork Cloud Network Insights (27 KANX 4 XS5 ETFHEINDLG T VT 4 v 7 A
DA LT, 2R LB 1DDIPVAIPV6 T RL AT 7 I VAR ET 2 LERH Y 7,
T RARZARINIET VT 4 7 ZADBNTREN D5/ ZE TS TE5GIE, E=208Y
7 & Crosswork Cloud Network Insights £ 721X DO T L OROET UV o7&y v a U2l
BRHHZLERLTVNET, £, ETICEHASNATWD, E=F0Q 7 IcREINTA
PRy RAR Y — D[RS Crosswork Cloud Network Insights & 0 & jgk L VM550, Crosswork
Cloud Network Insights &7 12 H SV CTWD T U hT o RAR Y O —OifilIRA R LW EIZ S
HELET, WS, 7 RRZ A XENTT VT 4 v 7 ADBBTRINIRKEEZBATND
BaiE, HIROENRY —DBHEIINTNDID, FLEFET VT4 v T AT RRZ A XA K
TETICRERAHEZNTIEEOH H2RALE R L TWDAREENRSH Y £7,

EZzbhdBrHEIh M8

IOT7T—AF, ETVTOME (Y7 hueT . N— KU =T FRIERENEOREIC
£%) E72FEET TO DoS WEZFFET HDITHENLHET,

BET 7 5—LIL—ILDEE

ZOT T —b—vE ASN R Y U —REIEBMT 25813, ROA T v a VaRET DME
BHFT ([FMLv—T 1 > 75387 (External Routing Analysis) 1> [i%& (Configure) ]> [
U v— (Policies) ]>[H VU > —?iBEN (Add Policy) 1>[E7 AR U > — (Peer Policy) ]>[/L—
JLDIEN (AddRule) 1>[7 RARZ A XENTZT VT 4 v 7 A% (Advertised Prefix Count) ])

s THISNAT V7 4 v 7 ZADEO&H (IPv4/IPv6 7 RLAT7 7 I U T L)

Cisco Crosswork Cloud 1—H'—# 1 K .



Y RIT—=UDE=H I
. ZIEEhzIPFL T 44 X (Prohibited IP Prefix)

1

BT RTR1IIZY 7 ST WD, [T RARNZ A XSINTT VT 4 v 7 ADH (Advertised Prefix
Count) |7 7 —L/L—/LC, THISNDIPvA 7 L7 ¢ v 7 AP [1000, 800000] %1 L .
BT ARY —%&/E L ¥, RTRI 75 Crosswork Cloud Network Insights (27 KN4 4 XX
T2 IPvA 7V 7 4 7 ZOEN Z OIS T, DRSS SN D ERRD5E. 77— A
XT —ZEA RN LT 7T 4 712720 £7,

BitEnIPTL T 14 v X (Prohibited IP Prefix)

ZDOT T —hlE, BEREISEE T O Routing Information Base (RIB) (21 > A h—/L &N TN 5
NRTY w7 IPIL—T 4 /7 7\’\%7\ RSN T VT 4 v I ARH D0, FTITERXSR
BT NENEIELTWND R L £,

Bogon (%, THISNTWDH2, Ml & —xy LT A Y (RIR) IZHID Y THATUR
Wiz, N7 Y w7 TIERWIPT RV A7 a v 7 C9, [7/VBogon (Fullbogons) ]iZi&. RIR
WEID Y THNTWDA, RIRICESTRHEDOR Yy hU—2ZIZHI D 4 THRTWRNT RLA
7Dy7%€inifomtént7v74/&X@ThA&4xx/h%w~&f74w&
Vo752 B0 LEYT, 22—V —F, ZOT7T7—2%MHAL T, Bogon7 RN A X
AL MZOWTDOHRT 77— NaZ TS & 5 IZEIRTE £,

EZZzbhdrHIhh 58
DT T—IIF, V—ZIZKkT D DoS WEDRFEITHE N L T,

BET 27 5—LIL—ILDEE

ZOT T —— NV EETRY U—FEIZEMNT 58551, [Bogon (Bogons) | £7-iX [V
Bogon (Full bogons) ] #IN L £3 (EA—T « > 738 (External Routing Analysis) ] >
[f%& (Configure) 1>[HR Y — (Policies) [>[A VU > —DiEN (AddPolicy) ]>[ET R I —

(Peer Policy) ]>[/L—/v DB (AddRule) > [ZElESN7/ZIP L7 ¢ v 7 A (Prohibited IP
Prefix) ]) .

1

[Z£ 1k X72IP7' V7 27 A (Prohibited IP Prefix) |7 7 — 2 /L—/L"CA 7' 3 > [Bogons] &
FHLTETRY >—%ERK L, 7 RTR1IZY >7 LE£9, RTRI 23 10.0.0.0/24 (RFCI1918

|2 X % BOGON) % Crosswork Cloud Network Insights (27 KXX A XF 5L T T —NET 7

T4 N0 F£905, 2001:221::/32 (Z/VBogons) NT RARX A XENDET VT 4712720
EH A,

F— bk x A B

Crosswork Data Gateway 7 Crosswork Cloud Traffic Analysis FIZ A > A h—/LZ315 & Crosswork
Data Gateway & Crosswork Cloud O[] D8 &€ = % —9 5 K ) T HEICER S IV E T,
Crosswork Data Gateway 73 Crosswork Cloud~D##t & Kk > 72455 (L AR — k&P TCrosswork
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| #vro9—v0E=%
Friq 2ot [

Cloud & DBFEIZRMLT-5E) « 77— L0 ERE L, Crosswork Cloud Traffic Analysis[ 7 7 —
2 (Alarms) | N—VICR R INET (EE>[5E:&H (Monitor) 1>[7 7 —2X (Alarms) ]) .

T—= MU= A HROFMERR LI, TI—LEREL, E=F—HRT7— T A D
UA b, Flid@mTy FRA b2 EH LY 5123, ROFIEEZIATLET,

z257 w71 Bl >[4/ (Configure) 1> [H) < — (Policies) ] DIEIZIEIR L £+,

[/ — b U = A $ft (Gateway Connectivity) | T, 7277 4 7RT 7—L0H, E=F—HRDS5— U=
A DB BROKHOT 2T A TRT FT—Laffor— b= 2FRKRTEET,

ATY T2 [7F— b7 =A8f (Gateway Connectivity) ] T, [fFHl (Details) 1227 U v 27 LET,

ATY T3 FTT7H0 T, B (Overview) | ¥ ZIZHIED T — b = A AR Y O —DORENFRENE T,

ATV T8 7T —LOHMERERTLHITE, [7TF—L4L (Alarms) [ ¥ 7% 27 Vv 7 LET, ZOX=UnbH, [F—h
v = A i DFES (Lost Gateway Connection) ] 7 7 —2L% 27 Y v 7 LCHRIEDT 77— L DOFEMAETGR L T2
D, [7 27717 (Active) ]. [#Ei& (Acknowledge) ]. FE7IXL B (History) | DX 7HABE L7V T
xET,

ATYTE 7T —LOBEBRERLE=SI MR — U= A DV ANEER LY, =0 FARA 2 MBMOREE L7z
45T, [fRE (Bdit) 122V v 27 LET,
a) [~V H— (Triggers) 1>[7— h ¥ =A/L—/L (Gateway Rules) ]>[EKE (Severity) | kv 7 &

VAZa—T, EREZRIRLET,

b) [F—# (Data) ] T. [£E Modify) 1227 U v 7 LT, T=F—FI3EETH5— b7 =1 205
L\i‘a_o

¢) [Z7Z 3y (Actions) | T, BEfFOT Y RiRA v FEAAZZLZE, b LIS HI0BMTE £, #HE
T&EDHTY RiRA ¥ MERDOZ A TOFEMZHOW L, ATy RARA > MMZHOWT (109 ~—)
EHIRLTL &N,

d)y [fRfF (Save) 127 Vv 7 LET,

TINA R DEREME

7 73A A} Crosswork Data Gateway |2 U 7 S #1C Crosswork Cloud Traffic Analysis (2381 S 41
% & Crosswork Data Gateway & = D7 A A O T =2 —F H7-DOR ) —nHE)
HICAERL S AL E T, Crosswork Data Gateway 237 /3 A & OFEia D &, T 7 —APERS

U, Crosswork Cloud TrafficAnalysis[7 7 — 4 (Alarms) | _X—VIZERSINET (EE>[%:
% — (Monitor) ]>[7 7 —2 (Alarms) ]) .

T AMEROFE M 2R LI2 ) | BERE LV, F=H—HRBT A A0V X b i3l
HTy RRA b8 L2 $ 51213, ROFIEZFETLET,

25w 71 B> [ (Configure) 1>[# U+ — (Policies) | DIEIZEIR L E T,
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v rkI—o0E=4 |

B s ramxomm=s

ATy T2
ATy T3
ATy T4

ATy TH

[7 734 AHEfE (Device Connectivity) | C. 7277 4 7727 7 — LD, FE=FRBOT A A, BLX
W OT 7T 4 TIRT T —LEFOT A AERRTEET,

[7 /34 A#zf¢ (Device Connectivity) ] T, [#£#ll (Details) ] %27 UV v 27 LET,

T 74V FTIEL, B (Overview) | Z 7ICBIEDT NA AFHROR Y O —FENR R INET,

T T — LD EFRT DR, [T T —4 (Alamms) 1 Z7 %7 Y v 7 LET, TOXR=Uhb, [T3A

A DER (LostDevice Connection) |7 7 —A% 7 U v 7 L CTRIEDT 7 — L OFEM % s L?Z Ve

77 47 (Active) |, [ (Acknowledge) . 72X [JERE (History) |O¥ 7 ZBEI L7 TX i?

TIT—LDEBRERSLE=SF—HGT NAADIV A NEET LY, = RARA » NEMORELZ LD T

HITIE, M (Bdit) 1227V v 27 LET,

a) [bhYUH— (Triggers) ]>[7 /31 A/L—/L (Device Rules) |1>[EKE (Severity) ] Ku v 7 & 7%
=a2—T, BERELERLET,

b) [7—%# (Data) ] T, [£® (Modify) 27V v 7 LT, E=F—£I3EHT L7 A A2 HHLE
D

c) [V 3y (Actions) | C, BEfFOTY RARA > Ml AEEE, LIS bBMmcE£4, #FE
TEXDHT RARA V MBEID X A TOFEMICONWTIE, BT RARA 2 MOV T (109 =X—)
EZLTES N,

d)y [fR1F (Save) 127V v 7 LET,

ARA—T A RTXDERSE

ATwT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

AFvT9
ATv 710

TOTIT—AE. EERT T4 v I EREE= A — L A H—T = A ZAD TXAE RN E
L7-#HHANOEEIC NI =S NFET, ZOT 7 —LERETHITE, RKOFIEZETLE
ﬁ—o

Aqvm v ree, EHs [(%7E (Configure) ]>[H U I — (Policies) |DIEIZZ UV v 7 LET,
[RY > —%BM (AddPolicy) 127 VU v 7 LEd,

(481 (Name) ] 7 4 —/V RTRY —Z&E AT LET,

[ NV A— (Triggers) ] C, [Jb—/v®iBH (AddRules) 1227V v 27 LET,

[f > % —T =4 ATX OfEHAE (Interface TX Utilization) [ %27 UV v 7 LE T,
[Next] 27 U v 7 LET,

F 7V BT, V= ABENNZ > TOET, =L EEEFEHL2OVEAR. A v F & [
(DISABLED) 128D #xE7,

DT T—2b%&% M) H—FTAEHAROHFAEZRTITNE, AT X E2FEALET, EARNKREA L ALARM
THANTREINDIHEHNIZH D5A . Crosswork Cloud 7> SN | & F 97,

[EERE (Severity) |Kry 77X URRNT, ZOTT—AIERETIDENEZERLET,

ZOMDUEIRA L H—T 2 AB IR RRA > MBHOREEITV. [IR1F (Save) 1227V v 7
LET,
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| #vro9—v0E=%
1va—z12rxoEAE [

A3 —TJ x4 ARXDFEHEE

ZOT T —AE, h%774/7M$%% H—1L., A BZ—T A ADRXFHRNIEE
L7-FPHIM I o T2 AW N Y =& E T, DT 77— Z2RETHIZIE. ROFIEEFELT
L/i‘j‘o

AT T AA D4 RUT, EE>[ 7E (Configure) >[4 VU — (Policies) | DIEIZZ V v 7 LET,
ATv 72 [KRY—%BM (AddPolicy) 1227V v 7 LET,

RTw T3 [40l (Name) | 74—V RTRIU > —4Z AN LET,

ATw T4 [FYH— (Triggers) ] T. [JL—ILDEM (AddRules) 1 %27V v 27 LET,

ATFYTE [ —T=AARX O HZH (Interface RX Utilization) 1 %7 U v 7 L ¥,

ATYT6 [Next] =27 Vw7 LET,

AT T TT7HNVRTIE, V= ABENN > TNET, L—NEEEHEHALRWGAIX, A1 v T % ()
(DISABLED) 1281V &z 7,

ATY T8 ZOTT7—2% NI H—FTHHEHAROFHEE RTITE, AT X 2R LTS, FHENRMAE ALARM
TX A NTRENDIHFANIZH 5354, Crosswork Cloud 7> HiEH w97,

ATy 79 [EXE (Severity) | Fuey 77X VAT, ZOT7 7—AIERTIHERELZTRLET,

ATYTI0 ZOMOLERA L H—T oA ABLOPT Y RRA 2 MEMOREEZITV., [RTFE (Save) |27 U v 7
L\i—é’—o

TJL74 vy R{ERAE

DT T—hE, V74T ADX Y RN T 4 HE=F—FTHHDT, E=F =551
A — 7I4Z®7V74/?X@loﬁmﬁ#kﬂy?4@5%%k&&éﬂ—ty? Tk
BATELGEIC NI T—SNnET, ZOT7 T—LERETDHITNE. ROFNEEZFEITLET,

AFyF1 Aqrwqrrec, Es> [ (Configure) 1> [ VU > — (Policies) | DIEIZZ U > 7 LET,
ATw 72  [HAVU—%BM (AddPolicy) 127V v 7 LET,

RT9 T3 [40l (Name) | 7 4 —/V RTRI > —4E AT LET,

ATv T4 [FUH— (Triggers) ] T. [b—/LDiBM (AddRules) 1227V v 7 LET,

AT9 TS [TV T v 7 AMEHHE (Prefix Utilization) (%7 V v 7 LE7,

ATvT6 [Next]#Z7VvZ7 LET,

AT TT1  TT7HNVEFTE, V=ABREDNR>THET, V=L EETEHEHLRVEAIE. A v F % [
(DISABLED) |28V #z £,

AT9 T8 ZOT7T7—2%N)H—FTHHEMAROHMERTITIE, ATA X 2L ET, EHENREE ALARM
THF AN TRENDHFIANIZH 554 . Crosswork Cloud 2> HiEHN B E F5,

ATYT9  [HEKE (Severity) |Fry 7 XU UARNT, ZOT 7—LIERTHERELENL £,

Cisco Crosswork Cloud 1—H'—# 1 K .



B —~<o75—roxx

v rkI—o0E=4 |

ZFYTN FOMDBERA L H—T 2 A ZAB LT REA v NBEHORELIT., [B1F (Save) 15727 ) v 7

L\ij—o

TRTDT T —LDET

TITATRT T—0F, KU —DWTNLORENT-SND EERSNET, [T7T—
L (Alarms) | =P TRAETLHAREDOH LT 7 —LOUMMA LR RT DT 77— L0
B (23 X—) 2R L T IV, TI7—L0FMERRT DI, 77 —LDOFEMDFE
KAl ~=Y) ZZRLTIIZEN,

ARTYT1 AL T4 RUT, [PMNHA—T 4 7587 (External Routing Analytics) ]>[E=%4 (Monitor) ]>[7 7 —
2 (Alarms) | DNREICZ U > 7 LET,

RATY 72 [77—24 (Alarms) | =YD EEIZHLZERONTNDDOX TH 7Y v 7 LET,
[TV T 47 (Active) |: TRXTDOT I T 4T T T7—LDY A RNRFRS, BIERIENTY—FER

e

o [FEFBHE# (Acknowledged) |

nEJ,

CBSENERL T Y — R SN T R TOMEREFE AT 7 — LDV X FRFIRS

s B (History) ]:[# A 57 L —2L4 (Timeframe) | Ky 7Z 072 U X R GRFHEIFAZIFETE 5
JBRET T — ANFRENET, FEMICHOVWTIL, 7T I —2EBREOFR 453—) 28RLTLE

éb\O

WDFRT, TIF3—ALT7 4 — /L NIZOWVWTHHALET,

R2:75—LDT14—)L FIZET %55

Hho L

e

T T — L DOFA (Alarm Details)

EN LT 7—2% M) =Lz —)b, FEHIZOWTIE, 77 —24
DFFMDOFTR (41 X—) 2R LTI,

N YU 5 — (Trigger)

TIT—NRELTET VT 4 7 AFEITASN, V7 4 w7 AFT-
12 ASN OFEHIICHOWTIE, 2DV 2% 27U v 27 LTLTEEN,

AU — (Policy)

TI—bE NI H—LERY —D4F, 2OV 25270 v 7453
L RY =TT AR E RSN E T,

# 7 (#Peers)

T I—ALELR—FLIEET O,

YEZT 4 (EKE) (Severity)

BEINET I —L2DOIETTF ¢ (BEREE) L~UL,

77T 4 74t (Activated)

T T — DI,
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| #vro9—v0E=%
75—soimnzr [l

hS L ELEL
R (Notes) 2—YPNRAN LT F—2IZE8TDHAE, T2 %27 Y v 7 LTHA
TEFRRLET,

RATw T3 FIEEIIREIETHNZ Y — FTEET, WITNDOFORBLIZH—Y VvEAbE, FoREND FRA%E
7Yy 7 LT, Y—RNBEEERT LN, 74NZVTTHTFANEATLET,

ATy T84 —BHICT =207 77— ef2IET 5121, T7—20RRCHDIR v 7 A% 7 ) v 7 LThb, [AX—
X (Snooze) | %7 Vw27 LET,

ATYTE TI—La AX—XTHIFMFHHZ IR L, [AX—A (Snooze) | %27 VU v 7 L%7, Crosswork Cloud
Network Insights TiZ, BRL7ZHIM, 207 7 —2L0@EMTEEINEE A,

ATYT6 77— LEMHREHFOREBIZTHIE, T7—208ICHDR Yy 7 A&7 ) w7 LThD, [HER
(Acknowledge) 1% 7 U v 7 LET,

75— LOEMORT

FrEDT 7 — LT D RE R T £,

ATV TN AL 04 RUT, INERV—T > 7541 (External Routing Analytics) ]>[€ =4 (Monitor) ]>[7 7 —
2 (Alarms) (DNEIZZ U v 27 LET,

ATV T2 FMERRTIREDT 7—2% 27V v 7 LET, [77— LM (Alarm Details) ] <S— U NFRINE
R

AT9 73 AEMCHLRZ L EFEHALT, 207 7—LIBEET HROBIEONT N EETTEET,

[FVT 4 v A/ASNE R U — 5 HIER (Remove Prefix/ASN from Policy) ] %727 U v 27 LT, KRV
=BT I—bE NI H— LTV T w7 AFETITASN E— L EHIBRL E9,

«[AX—X (Snooze) ] &7 YV v/ LT—RICT 7—LDT 7 — R &FILL, 77 —LEAX—XT
LRI 2 B3R LT, [AX—R (Snooze) 1% 7 U v 7 LE7, Crosswork Cloud Network Insights
I, BIRLZHE, 27 7—L20@IkELETA,

T I— e AX—RT 5 & 77—A [T 27T 47 (Active) |7 7 — L=V 0 [MERERT 77—
2 (Acknowledged Alarm) | X—IICBEILET, [7T—L (Alarms) | >[EE (History) | # 7 T
X, 77— LDIREEN [A X — X FH (Snoozed) ] _&“Eéhﬁw ZDIRBED F FIT 72 DI AR
ENTVWET, AX—A LT IT—2%&2F v orvAT5120%, [7T7—20:M (Alarm details) ]5—
IR Y . [AH#EFR (Unacknowledge) | %727 U v 7 Li@‘o

o [#E72 (Acknowledge) 127 U v 7 LT, 77— L&EMRBELDIRIEICLE T, ZUE. 77— L0508
I, HERINDEEEWLET,

TIT—LEMRTDHE, TT—AX [T 77T 147 (Active) | 77— L= b [T H
(Acknowledged] ~—IZB#E) L 9,

Cisco Crosswork Cloud 1—H'—# 1 K .



Fyk7—o0E=4 |
B 75—om=oum

AT T4 77— AETLEMEREZFRT DL, ROWTNLOXTE27 ) v 7 LET,
GE) UTICHAT AT RTOA TN, T XTCOT T—LZ A TR RENDDTTIEIH Y FH A,
BELETY 77— 8 A 7 ICEET 5 T DR EMHTEET,

« [BEZE (Overview) |: ZOX—=UIIT 74/ b TERRENET, T T =208 ELEZRY
VICEENDT T AB LU T AN E EN TV ET, BRI OV T,
77— ADOWEDFEM (42 =) BB L T &N,

« [B9# 3" 5BGPH 7 (Relevant BGP Updates) ]: 2D 7 7 —Ab% b U H—L7ZETIZL - T
LAR— FEN7ZBGP BHICEHT D3N G ENTWET, FEIC OV T, 77— A
H 5 BGP BT OFEM (44 X—) ZBML T IEEN,

[FL T4 v A (Prefixes) |1 7T —LDT VLT 4 v 7 AMERNEGENET, 77 —07
V7 4w 7 ADFEM (43 2—) BB LTLZEN

s JBFE (History) 1: 7 7 — AT 2EBOFEMAE TN THET, FEICOWTIE, 7
T —LBREOFETR (45 2—) 2BRLTLIEE N,

7 5 —LOBEDEH
T I — AOEOFEMERRT DL, AL T 4 RUT, PMEV—T 4 27587 (External
Routing Analytics) ]>[E=%4— (Monitor) ]>[7 7 —2A (Alarms) | DIEIZZ U > 27 L, i
BFRRTDHDRFEDT 7 —2% 7 Vw7 LTh, M (Overview) (¥ 7 %227 Vv 27 LET,
Crosswork Cloud Network Insights ClX, IRORIRT L OIZ, 77— LAOMEDOFEHN IR S
ET,

RI:TI—LOBWMED I 4 —)L FIZET 555

J4—ILFK B

HAE BEINTETS—L2OVETT ¢ (BERE) L,

777 4 74t (Activated) T T — L DIEAEEFA,

T T 4 Tk T T —LADBLLHNZFET 7T 4 TS iz A B,
(Deactivated)

KEDODL—YT I g 2—FR DT T — LK LTET LIREEDT 73 a v,
(Last User Action)

HESNDMER (Expected) | Crosswork Cloud Network Insights 237 7 — A% LAR— b9 2% 2

L RET DA,
#12% (Observed) Crosswork Cloud Network Insights |Z & - CTHIZ S 7= EEE O,
EET EXEBELLLET,
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| #vro9—v0E=%
75—sRr 520 ]

TJ4—ILF B

M)~ >~ 7 (Geographical |7 7 — AMNFLE L7557,

map)

EFE (Notes) T 7 —LICETOAEEANSILET,

T I —LBERT 5 ADEM

7T —LDRBET T ADFEM AR AT DX, MBIV —T ¢ 275341 (External Routing
Analytics) [>[E®=%4 (Monitor) [>[7 7 —24 (Alarms) JDOJEIZZ Vv 7 L, §FlERRT 5
77 —ALD[FRR (View) 227 Vv 27 LThb, K7 7 A (LookingGlass) | # 7 &7V v
7 LET,

)

GE)  ZoX7iE HHARET, HELLT 7—2 44 FICHET 58 ICOARRINET,

Crosswork Cloud Network Insights ClZ, IROEIIRT X HIZ, T 7 —LDOMBET T ADOFEMMN
FRINET,

K4:T7S5S—LBRRISADT 4 —ILFIZET 555

T4—ILF Bl
7 AS (Peer AS) 7 AS.
v (Peer) BT T A ORI ILAN, £ 0 ID ITFEABDFE

FIATHERF T D BT A1,

AS /XA (AS Path) ASIV—T 4 TN,

23 2=7 4 (Communities) I 2= 4 DORAFMH YT IEES) .

A& B (Last Modified) TVT 4T ANERRRICET ST A,

— O XY

TI3—LTLT 499 ADEHH
TIT—LDT VT 47 AQFMERRT HIZIE, AV RUT, PNLV—T 07
387 (External Routing Analytics) ]>[€ =4 — (Monitor) ]>[7 7 —24 (Alarms) ] DNEIZ Y
Vo2 L, dMEzRrT DREDT 7—b%27 ) v 7 LThb, [FV T 427 A (Prefixes) ]
2T7x7 Vw7 LET,
Crosswork Cloud Network Insights TlZ, IROEKIZRT LI, TT—LDT VT 4 v 7 ADFE
MNERSNET,
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B 75— s-mEs 2 8o EF @

Fyk7—o0E=4 |

RE:TS—LTLITAYIRDT 4—)L FIZBET B5RBH

T4—ILF

Bl

EX (Violating)

THILWT LT 4 v 7 A%FoRT 511, [EX (Violating) ]
27Uy LET,

4% (Subscribed)

[%&4% (Subscribed) 1227V w7 35&, BHOWEEL TS
TV T 49T ADBERFERENET,

4T (All)

[TXCT (Al) 22 Vv rT5HE, TRTOERKTVT v
TABIOBEEHLRT VT 4 v T ANFKRINET,

TV7 4 w7 A (Prefix)

BRWNEELET VLT 47 A,

L'AR— F 7 (Reporting
Peers)

BREZLVER—MLEZET O,

*%4% (Subscribed)

LT 47 RATBRESNTNDAINE I E R LET,

7 35— LICEEEY 5 BGP EXT D

77— LCHET D BGP HHT O M2 XK T DIid, AL T4 RUT, FHEL—T 1 >
7381 (External Routing Analytics) ]>[F =4 — (Monitor) ]>[7 7 —2 (Alarms) ] DJEIZ Y
Uy 2 L, fElERRTDREDT T—2% 27 V) v 7 LThb, [BET SBGPEH (Relevant
BGP Updates) | # 7% 27 U v 27 LET,

Crosswork Cloud Network Insights TiX, WRORITRT X HIZ, 77— AIZBHE T 5 BGP EH O

FEMIAFRRSNET,

R6: 75— LEEDBGPEHND T 4 —IL FIZET SR

TJ4—ILF

B

R (Not displayed)

D64 H LD HVERE T RERRESNBRWVGESIE, AERN
TRENET,

7 (Peer)

BGP EHiz=E L7,

E'7 AS (Peer AS)

BGP B #5f5 L7=ET AS,

L7 4 w7 A (Prefix)

BGP B #ZE LT L7 4 v 7 A,

AS /XA (AS Path)

AS V—T 4 T IRA,

73 2= 4 (Communities)

A a2=T 4 ONRAEE U1 556) .

BH DK A7 (Update Type)

BGP D H A 7,

A& EH A (Last Updated)

HiiEl> BGP ¥ A I,
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| ®vbro—v0E=%
75—L477L7 ¢ v 20w [

T7S5—LYTTL T4 v ADEM

T I =DV TTVT 4w ADFEMERRT HITIE, AT 4 RUT, PMIA—T «
> 75381 (External Routing Analytics) ]>[*€ =4 — (Monitor) ]>[7 7 —24 (Alarms) ] DJIEIZ
7V w7 L, SEMERRTOREDT T—2% 27 Yy 7 LThb, [V T L7497 R
(Subprefixes) | # 7% 27V v LET,

Crosswork Cloud Network Insights TiX, WROEIZRT LIS, TI7—2DHTF L7 47 R

DFFMBRRSIET,

R1:TI—LYITTLI4vIRDT 14— RIZET 358

J4—ILF EBA

TV 4w A (Prefix) |V T T VT 40 ART RRXAXSINTT VT 4 v T A,
%% (Subscribed) TUT 4y I ACBEEIN TN DN E I E R LET,
7 AS (Peer AS) YT TV T 4T AT RRNEAL XA FOET AS,
v'7 (Peer) YTV T 4T AT RNRNEAL XA NOET,

AS /XA (AS Path) ASIV—T 4 LT INA,

a3 2= 4 A a2=7 4 O EN ZETL5E) .
(Communities)

B H  (Last RBIAT - T2 D B,

Modified)

75— LBEBEDRT

[7 7 — L@/ (Alarm history) ]~~—12i%, FFHEEPAZ HE TS DEIET 7 — L0 Rmsh
F9, T7ANNTIE, TI—DIIEHO[A X2 F (EVENTAY) (OHMFTY—hEnET,
T T —LDEREICIT. FDTA T A I AFIIRE LT RTOREERNGENET, 7
T—LEREL a— NIEFEIREEA,

ATYT1 ZOXR=VIFRO LI LTT 7 BATEET,
» Crosswork Cloud Network Insights D355

B> (24— Monitor) [>[7S5—4 (Alarms) 176, EMEFRT ABEDT F— L%
Uy L, [BEE (History) | %7 %27 Y27 LET,

°>[§QE (Configure) ]>[R') &— (Palicies) | <iR!) —%&> >[75—L (Alarms) | ¥ 7 >
[BFE (History) | # 7 %27 U v 27 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
| RN

* Crosswork Cloud Traffic Analysis D355 :

B> [£24— Monitor) 1>[75—4 (Alarms) 126, Mz FHrT B EDT F— L%
Vw7 L, [JBFE (History) 1| #7 %27 U7 LET,

B> [%E (Configure) ]>[R YU I — (Policies) <Y > —£&>>[7 T —L (Alarms) | ¥ 7 > [fE
& (History) ¥ 7 %27V > 27 LET,

AT T2 [#A L7 L —2L (Timeframe) | Ry 77X 7 A Mnn, HOBIMAZRIRLET, va v RUNFEH
Eh, BN UK O 7 7 — MERNF RSN ET,

ATV T3 [7 4 ZDEM (AddFilter) 17 F A M FRTDHEEDOIE T A NVZ ) T TEET, [7 4 NFDIEN
(AddFilter) 1227 Vw27 L, Z4NE V)V TTEHTHFA M2 AN LET,

ATy T8 [HA L7 L —2A (Timeframe) | Ke v 77X T U A RNT, IROX AT DWTNET Y 1 - IRE A
£

« IO A K~ A X (Customize Columns) ]: 7 7 4 /L FTl&, HATRER T X TOIINRRIND D
FTEHY FHA, FIZBIN, AIBR, ERITEANEZLITE, 20T v a VERIRLET,

s [CSVDOxT 7 AR — K (ExportCSV) |: B — RSN TNETRTCOITETT AKR— M 5I121F, 2
DAT v a v ERIRLET,

GE) 02— REINATIE, BIERRINTNDITTHY . AFFOEKO—ICT X eV algefEDs
HYVET, TICAITZr—LT5HL, EBICEDITEZr—FTEET,

« [T—TIVEREDIEAFE (Save TableSettings) |: W AKX~ A A LTeT —TIVREERFT HITIE, 204
TayEBERRLUET, ZhUTiE, FIEOY A XEE . FIOBEMELITHIR, BLOWHINTZ7 4
NEWNEENET, BRINCT —TIVRELZRIA LIk, [T — 7 VR EDHIFR (Remove Table Settings) ]
FX [T T NVEREDOEH (Update Table Settings) | 2N T E7,

GE) N T—ED BIc~v T A& G585 &, Whois ARSI NET EHARELRES) .
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ASN DE=4

¢ TXTD ASN DFor (47 =X—7)

* ASN OFfRIDFER R (48 ~—2)

« ASN OBEZE DM (48 ~—)

« ASN 7 7 — L DFEM (49 ~—)

« ASN BGP HH DOFEH (50 ~<—7)

« ASN HRER 7 7 ADFER (51 =—2)

« ASN ROA DFffl (51 ~<—2)

¢« ASNRPSL 8L v (52 =X—3)

*ASN b7 7 4 v 7 OFFMOFER (54 X—)

« HK ASN EHDFER (ASN L—F 4 > 7 LFR—k) (55 2—)

g NTOD ASN DFERTR

WOFINEIZHE > T, T3TD ASN #F R TE £,

ATV TN AL U4 RUT, INEV—T 1> 75347 (External Routing Analytics) 1> [E =% (Monitor) ]>[ASN
(ASNs) 1 DIEIZZ U v 7 LET,

Crosswork Cloud Network Insights TiL, ROFNIIFRNPFE RS NET,
* [ASN] : ASN,
« [RVU > — (Policy) ]: ASN (ZBEHE AT DAY v—,
«[# 7 (Tags) ]1: ASNIZBESTITHNTZ 7 DY A |,
[TV T 4 77T 7 —2 (Active Alarms) | : ASNIZESEA T DNT=T 7T 4 77T 7 — LD,

[ETT 1 (EKRE) (Severity) ]: ASNIZBEEN T b LD T 7 — L L~Ub ([5 (High) 1.
[ (Medium) ], E72E K Low) ] &

[ DT VT 4 77T T —2 (Last Active Alarm) | : ASN BRI I SN DT 7T 4 T2 T
F—LDT T—hEAT, H, BEZ,
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v rkI—o0E=4 |
B ssvozaozs

AT T2 BEDT VT 4 v 7 AT D5t AE TR T 5120E, ASNZ27 Y v 7 LET, ASN OFFflOFER (48
NR—=) EZRLTIEIN,

AT9F3 HLWASN BT 5121%, [ASNOE=4 (Monitor ASNs) 1% 7 VU v 7 LE7, stz o>V TiE, B
T5 ASN BT 25 (91 2—¥) 2L TS,

ASN D+l D =R 7R

AT TN AL T4 RUT, [FMEA—T 4> 75387 (External Routing Analytics) ]>[€ =4 (Monitor) ]>[ASN
(ASNs) (DIEIZZ Vw7 LET,

AT9 T2 FFED ASNIZBT 2582 R RT5I121E, ASN&EZ Y v 7 LET,
ATv T3 ASN BT 232 RRT D121, kOWTNILDOXTE7 ) v 7 LET,
« I (Overview) ]: ASNIZBHT 2EHHNE TN TOET, FEIC OV TIL, ASN OBEZ O
(48 X—) ML TLITEE,

«[77—2 (Alarms) ]: ASNIZEH# AT BT 7 — 2 OFEMA#RAE L £, FEMIC OV TIE, ASN
T T —ALOFM (49 X—) EZRBLTIEEN,

[FT7 74 v 2 (Traffic) ]: ASN TETSNTWD T 7 ¢ v 7 ICET a2t L £,

« [BGP¥ %1 (BGPUpdates) |: 77 —2L% b U H—L7=BGP ¥HICET 258G TN C0ET, HM
IZOWTIX, ASN BGP B OFEM (50 ~—) S LTSN,

k=1

« [Fa%8 7' A (Looking Glass) ]: ASN DR T ADERN G ENTWET, FEMICOWTIL, ASN
KR 7T ZADFM (51 <—) ZBRLTLIIEE,

« [ROA] : ASN IZBHATIT B 72T _RTCOBEMO ROA IZBET D3I G EN T ET, FElic >N T
X, ASNROA OFEfl (51 X—) ZHMMLTLIZEN,

« [RPSL] : ASN(ZBS#fHiF B3 7= RPSLT —Z W& N TWET, FEMIZ W TIL, ASNRPSL /3L v
Y o(52%—=) EHBHRLTLEEN,

e[LHR—TF (Reports) ]1: 2D ASN THEHAEER LR — 2 —EFRRLET, LE—F2RETDHIC
X, [RE (Configure) 1% 7 U v 7 LE¥, FHMICHONTIE, ASNLV—T ¢ 7 LAR— FORE (211
N=) ZEBRLTIEE,

ASN D #EE D &4

ASN ODEEDFEMA KRR T HITIX, A T4 RUT, BNV —T 1 > 7547 (External
Routing Analytics) ]>[E =4 — (Monitor) ]>[ASN]DJHIZZ UV v 7 L, ASN D4fi%x 7 U v
JLTHE, [MEE (Overview) [ ¥ 7 %227 Vw7 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%

Crosswork Cloud Network Insights CiX, IRDFEIZRT X 912,

B

ASN 7 5 — L DFFHH .

ASN OWEEDFEMINF R S E

R 8: ASNHEEDFMD 7 « — )L FIZBIT 5589

J4—ILF nBA

Vo7 &R Y — (Linked |ASN (ZBEST T HNTZRY 2—,
Policy)

% 7" (Tags) ASN [ZHH SN D 2 —FRED X 7,

®EOT VT 4 TIRT T — A
(Last Active Alarm)

ASNICBHERHT SN EBEDT 7T 4 TIRT T7—2bD 1) A
ko

W57V 7 4 7 A (Originating
Prefixes)

ASN DRIET VT 4 v 7 ZADH,

2 (Summary)

E7 OHBNARLE & E R~y T R B UERT — 4,

IRR/RPSL 5 —4 (IRR/RPSL
data)

ASN @ RPSL & Z#&fit L =9, Crosswork Cloud Network
Insights TiX, ASN OF#HZ R L2 RPSL 7 —# X— AN
FoRENET,

Crosswork Cloud Network Insights 1%, ASN 22H%(5 S5
BERNRT VT 4y 7 ADY A M ERF L. 4% RPSL
La— ROFHE LT, BEITCASNDB—ET 50089
WEPIWTLET, [BRRPSLT V7 4 v 7 AN v

(Valid RPSL Prefix Coverage) ]1L. 'L 7 1 v 7 A3 RPSL
T—HR—=ATREINTZH D LA U ASN » LF(F Sz
Z & % Crosswork Cloud Network Insights 23RGE L 727" L
T4y A AR LET, RPSLOFEMAFRRT DI,
Foar )y 7 LES, FEAICOWTIL, ASNRPSL 73
Loy (52—2) ZZRLTIEEN,

v'7 (Peers)

ETOHE, BT OEHERTY T, ETOREAD
Ea—%RnRT D12, [T—7 0 (Table) 1227 U v 2oL
£

¥ (Notes)

ASN [ZRBHHEAT T BNz —TRED A E,

ASN 7 5 — LD

ASN 7T T — L DM & FRRT DI

IZ. AT 4 RUT, PMBV—T 4 75347 (External

Routing Analytics) ]>[E =4 — (Monitor) |>[ASN]DJEIZZ V v 27 L, ASN O4fi%E 7 U v
JLTD, [T77—2 (Alarms) [ X7 %27V w7 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



B asneer =ziosa

2y kT7—v0E=4 |

Crosswork Cloud Network Insights TiX, KROKIZTRT L HIZ, ASN DT 77— LADFEHINER S

NET,

= 9:ASN 7 S5 —LDFEMD T «—IL FICET 558

J4—ILF

B

7 T —ALDKEE (Alarm
state)

WDOT T —LDIREOWNTN»EZ ) v 7 LET,

«[7 277 47 (Active) ] : Crosswork Cloud Network Insights
TiE, BRIBATY — SN T_XTCOT I T 4 TRT T —
LDY A NBERREINET,

o [FEFB¥E A (Acknowledged) ] : Crosswork Cloud Network
Insights Ti, HBIENALTY — b SN2 T X TOMERF AT
F—2bDY A SNERINET,

7 T —ALDFEM (Alarm
Details)

T T — L DFEH,

# 7 (# Peers)

BRAEZLR— LT O,

YEIT 4 (HKRE)
(Severity)

BEINTETS—L2OVETT ¢ (BERE) L,

777 4 74t (Activated)

T T — LDIEAERA,

38 (Notes)

2—HPFRASI LT T —LITBHT D A E,

ASN BGP 1D

ASNBGP EH OF M2 R T HI2IE, AT 4 RUT, PMBLV—T 1 > 75387 (External
Routing Analytics) ]>[E =% — (Monitor) ]>[ASN]DJEIZZ V v 27 L, ASN O4Hi%E 7 U v
7 LTHh 5, [BGPHEH (BGP Updates) 1 ¥ 7% 7 U v 27 LET,

Crosswork Cloud Network Insights Ti%, JRDOFRIZRT X 912, ASNBGP B OFEAMA R R S 4

\ij—‘o

£ 10: ASN BGP EFH DFH#MD 7 « —)L FIZBE I % 5iH

TJ4—ILF

AEA

HANT L— A

[# A L7 L —2 (Timeframe) | Ry 77X 07U X b
BAEABRLT, A4 L7 L—2%&RELET,

7 AS (Peer AS)

BGP EH #%15 LT AS,

V7 4 w7 A (Prefix)

BGP T DZETIZ /> TCWAB T LT 4 w7 AIPT KL A,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%

asn gz 52038 [

J4—ILF

B

AS /X2 (AS Path)

ASIV—T 4 VT IRZA,

23 2= ¢ (Communities)

I a=7 4 ORAEMNE GEYTIHE) .

B D& A7 (Update Type)

BGP EH DX A 7,

BAEHEET A (Last Updated)

HiE > BGP ¥ o> H B,

ASN &% T 5 R D £

ASNIREZR 77 ZADFEMAFRTT DITIE, AL U4 RUT, PMAV—T 1 > 75387 (External
Routing Analytics) ]>[E =% (Monitor) ]>[ASN (ASNs) [DJIEIZZ VU >~ 7 L., ASN D4 Hi%
7V w7 LT, [ 27 7 A (LookingGlass) | ¥ 7 %27V v7 LET,

Crosswork Cloud Network Insights TiX, IRDOFRIZRT L 912, ASN ORFE T T A DFEMIN R R

SNET,

RI:ASNBRRT S AD T 4 —IL FIZET 5 ERBA

J4—ILF

B8

V7 4 w7 A (Prefix)

BGP BH OZEILIZ/R > TWDHT VT v T
AP T KL A,

LR— K7 (Reporting Peers)

LAR— T DO

H%h (Valid)

TV T 4T AN E I D ERLET,

%43 (Subscribed)

BED T LT 4w 7 ANTBERF L INE 9k
R~RLET,

H%N72RPSL (Valid RPSL)

TVT 4y AN RPSL T —H X— A THE
ENTZHLOLEFERIUASNNSRIEINZZ L&
Crosswork Cloud Network Insights 23 fRFIEH F7>
EImERLET,

ASN ROA )4

ASN ROA OFffl 2 RART HITIE, AA U4 RUT, BNAL—T 1> 75387 (External
Routing Analytics) ]>[E =4 (Monitor) ]>[ASN (ASNs) [DJEIZZ YV >~ 2 L, ASN D4 Hi%
VU w7 LThE, [ROAl# 7 %7 U w7 LET,

Crosswork Cloud Network Insights Ti, WDFKIZ/RT L 912, ASNROA OFFIAE RS E

B

Cisco Crosswork Cloud 1—H'—# 1 K .



B asneesLisLoo

*y ko= 0E=4 |

£ 12: ASN ROA DD 7 « — )L FIZEET % EkEA

T4—ILF

aiBA

ROA A7 —% AR AS 7' L
7 4 v 7 A (AS Prefixes by
ROA Status)

B AT — 2 ZAD ROA ZHi> ASN DT L7 (v 7 ZADE,

BEIBRT LT 4y A
(Observed Prefix)

ASNIZE S TRIEESNTET V7 4 v 7 R T A SRS
L7 4T A,

ROA 7L 7 ¢ v 7 X (ROA
prefix)

ROAMWMAS DT RNZ A X[ T AHX—RAIP TS VT 4T
A, ROAIE, ARRICL o THREEINDIN—RAT LT 4 vV
ADY TRy NOFFHE I N—TXET,

K& (Max Length)

ROA N AS T RNZ A X% T 5 b BRI IP 7 L
T4 T ADKKRT VT 47 AR,

»%{E7¢ (Source)

ROA % ZABR U 7= #Hf8%,

%{Z7CASN (Origin ASN)

LT 49T ADFRENPROAICEL > THATEND ASE =,

ROAA T —X& % (ROA Status)

ROA DA T —H A IRDOWNT N Y £9,
«[A%h (Valid) ]: ROA GEFEIZHE LT,

o [HAFRGIIL (Expired) | : BIEDKEZ]23 ROA O not-after &
7oiX end DA 28 E TWET,

* ['REH (Unknown) ]:
ROA 3% 0 £+ A,

TOTVT 4T AZFE—FT D

BA#A  (Start)

Z D ROA WHEZh & R72 S5 BE HEF,

%7 (BEnd)

ZDOROANEHE RSN 5T HEE

ASNRPSL h/\L o

ASN RPSL OFffi & RART HITIL, AA T 4 RUT, FMBV—T 1 275381 (External
Routing Analytics) ]>[®F =4 (Monitor) ]>[ASN (ASNs) JDJEIZZ V >~ 7 L. ASN D4 Hi%
U w7 LThb, [RPSL1# 7 %27 Vw7 LET,

Crosswork Cloud Network Insights TlZ, ASN 7B ¥(E SN HBERNROT XTOT VT 4 v 7

ADRPSL L a— R&EIE L, ROFKIRT LI,

. Cisco Crosswork Cloud 1—H—#H A1 F
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| *vbro—v0E=%

asnresL 7 sL v I}

\)

CE)  T—7NE, HEDT VT 4 v 7 2T L TEBOITHNFET 2560350 £, ZHud,
Crosswork Cloud Network Insights TRED ' L7 f v 7 ADFTXTHO L a— KRR RINDHT
DT, T—=HN—=RZ2DODRPSL L a— FKRH Y, ZNENNT VT 4 v 7 TR D%
{78 ASN Z457E L T\ 5354, Crosswork Cloud Network Insights Cilj 5D L 21— KRR FR I
7,

£ 13: ASN RPSL DD 7 « — )L FIZEAS 5 EREA

Ta4—IL K A B

Ba—F7vay (View |RRTHRPSL Lba— RE@&EIRLET,
options) e [TRT (AI) ]: T _RCTOHORPSL L a— REFRLET,

c[B%h (Valid) 1: 7'V 7 4 v 7 ABRPSLT — X X— AT
ESINTH O LR T ASN 20 B F1E 47z Z & % Crosswork
Cloud Network Insights 23#5E L 72, A%h72 RPSL L' 22— R &
B4y —F D RPSL L — RZFRLET,

o [F—% Mismatch) ]: 7V 7 4 v 7 AR RPSL T —HF ~X—
ATHEINTWD b D & IFEZR D ASN LI ST
RPSL La— RERRLET,

«[RPSL72 L (NoRPSL) ]:RPSL L Z— KRNI L7 1 v
J AR LET,

KHEDAX v (Last Crosswork Cloud Network Insights 73 RPSL 7 — # ~— Z & fc 4 12
Scan) AX ¥ 2 L7z HIf, Crosswork Cloud Network Insights £, RPSL
T—HRX—=2% | HIZIEAX ¥y LET,

Crosswork Cloud Network Insights 734 RPSL 7 — # N— 2 % A % ¥
Y UTERRED B FOoRT HICiE, Bt 22V v LET, 2
AUZ X V| Crosswork Cloud Network Insights 235412 RPSL 7 —
B AR ANDT — X G LT DIF E ORI T & £,

7V7 4 v 7 A (Prefix) |Crosswork Cloud Network Insights {Z & > T#lE 7=, Z D ASN
MOFBEEINTZT VT 4T A,

{7t (Source) Crosswork Cloud Network Insights 2% = @ L =1 — R % Hf5 L 72 RPSL
T B R=RAY =R T VT 47 ANFIEILDORPSL T — & N —
AWz a— R&EFFSZ LN TEX B72%, Crosswork Cloud Network
Insights T, &7 —Z _X—A Y —ZANH LVTICERSNET,

%157CASN (Origin ASN)  |RPSL L =2— R origin J& M THE Sz ASN,

#i8H  (Description) RPSL route/route6 L = — RN descr @, %, L— L a—
NIZBT 2N G ENTVET,

Cisco Crosswork Cloud 1—H'—# 1 K .



B asnrs5ovvormorT

2y kT7—v0E=4 |

J4—ILF

B2l

Member Of

PSL route/route6 L 22— RN member-of &M, Z Ui, route/route6
Loa— RBREEMT BN TVWAL— Yy RaRLET,

43¥8 (Classification)

LT 4w ADRPSL L a2— RD453%E, Crosswork Cloud Network
Insights [Z, 'L 7 4 v 7 ALERIC—ETDHRPSL La— K%
BHETE WA, BIORPSL L 2— RERXTHEEARELE
T HEEIIROWTIRNICR Y £,

o [~—% (Mismatch) ]: 7L 7 4 v 7 ZAD3[Z5C ASN M
RPSL 7 —F# R—ZATHRES NI b D LITRR L 2 & %,
Crosswork Cloud Network Insights 23|l L7=Z & 2R L ET,

c[B%h (Valid) 1: V74 v I ABEDT VT 47 AD
RPSL L = — R THE SN RIE L ASN IO REE S Z
& % Crosswork Cloud Network Insights 23 RFE L 72 Z & & 7R
LET,

o [#B%r—% (Partial Match) ]1: 7V 7 4 v 7 A EFEDT L
7 4 v ADHELO RPSL L 2 — KOF(F7C ASN & L THEE
ENTZ ASN B RIFENTWAH Z & %, Crosswork Cloud
Network Insights 23 RAE L7 2 & 2R LET, Hio D5
FIZIE, ZORBEIC—BT 28TV 74 v 7 AbEENE
75
«[RPSL72 L (NoRPSL) ]: RPSL T —H#_X—ZA T L7 1 v

7 AET=ILFDH D RPSL L =2— K%, Crosswork Cloud
Network Insights 23 L7270 o7c 2 & 2R L ET,

A4 HH  (Last Updated)

LT 4T AETIIFDOBRDORPSL L 2 — NN TRZICET X
T B M H R,

ASN 57 4 v DFHEDRT

\)

() ZOFEEIEX. Crosswork Traffic Analysis 5 T9,

1 DFITEBEDASN D R T 7 v 7 DFMEF R TEET,

ARTYTN A4 T4 RUT, [NF 7 4 v 75387 (Traffic Analysis) 1>[E =% (Monitor) ]>[ASN (ASNs) ] D]l

27Uy 7 LET,

Crosswork Cloud Traffic Analysis TiZ, TXTDASN D 77 4 v 7 IHFENERSINET,
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ATy T2
ATvT3

BxASN ZEORT BWSNL—F <> 7Lk—~) [

K EDASN O N T 7 4 v 7 OFfMERART HIZIE, HAOINO ASNAF-ITEZEEEZ7 Vv 7 LET,

2O EDASND N T 7 4w 7 OFME LT AHI2IE. ASNOFICHDF v IRy I A% ) v 7 LT
Mo, T—=INOEHICHD [ NT 7 4 v 7 OLEE (Traffic Comparison) %27 U v 7 LE7,

Crosswork Cloud Traffic Analysis TlE, IR L7=FTXTDOASND b7 7 1 v V7 IERPFRSINET,

HRXASNZEENDRR< (ASN)IL—TFT 1 T LR—F)

ATy T

ATy T2

ATvT3

ATvT4

K ASNL—T 4> 7 LiR— K 4 VA AT, ASN O LR— M RRZICER I THED
ASET U VT G, BEER, T I7T747) ERESNEZTV 74007 2 (B, £F
F HIER) OBVNEZEHLTCHIILET, ZOHRKRLVF—MI, ASNBIOEETS L
T4 v 7 AT D LBEA & D RIR/RPSL/ROA f% E DIFIER /2 ME £ 7213 X v v IS %
LCHDIENLDLET, HLVAR— bV AX R, RE LT KA ¥ MR ES I,
Crosswork Cloud D L'7/R— F UL ~DEHY IV NEENTWET, ZOFIETIE, ULZEHL
TUAR— M UV ARAZ L ADNEERRT HIFEICONTHHLET,

188 BRI

HRLR— M2 ERRTHENC, ASNLV—F 4 U LAR— NE2RETAHLENRH Y 9, 2EAIC
DONWTIE, ASNV—T 4 V7 LAR— FORE (211 X—) 2B LTLIEZEW,

1|

AA LT 4 RUT, PMNBNV—T 4 275387 (External Routing Analytics) ]>[E =% (Monitor) ]>[ASN
(ASNs) 1DIEIZZ Vw7 LET,

ASN D4 HiZZ7 Vw27 L, [LAR—b (Reports) |27 U7 LET,

ZOASNIZH L TERSNTZTRTOLR— B, ZOX—VITHEE L biIcFRInET,

VIR—= A RBE A Z T v LET,

F 740 F TR, EE (Summary) [X—UICASET VLT LT 4w 7 AEEDE L UL ORI IR
EhET,

WD [ASET U > 745 H  (AS Peering Changes) JfEOWWTNnEZ U v 7 LET,

s [HH (New) ]:[ASE'T (ASPeers) | X—VIZiF, HEDLER—FA LV AX U ALIFEOH LU AS
TV ITRFRENET,

o [EH A (Changed) ]: [ASET (ASPeers) | _X—UIZid, HEDOLFR— hA VAKX U ALIBFRIZAEH
ENTZASET IV TDY A MRFERENET,

«[3ET7 27 7 47 (Inactive) ]:[ASE'T (ASPeers) ] X—VIZIL, HEDOLHR— A > AKX U ALIKEIC
[3ET7 7T 47 (Inactive) | & LTC~—27 SNIZASET U U IRFRENET, IR ASN Th724
<EHL30HM., ZOASNET Y T REHT VT 4 v 7 ZBHANIR (ASN S ED AS /SR ITHF
IRENZRW) A ASET VAT 7T 4 7L L T~v—27 &nET, [AilEOH (Last Seen) ]
FNZIX, AS BT BRZIZT 7T 4 T 1o RN E RSN E T,

GE) AN HOWVWTIE, ASET LAR—F (56 2—) ZZHRLTLIEE,

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
-

AT w75 [IPVAIPV6 T L7 ¢ v 7 ADZEH (IPv4/IPv6 Prefix Changes) %27 UV v 7 LE T,

« [HH (New) ]: [IPv4/IPV67 L 7 4 v 7 A (IPV4/IPV6 Prefix) | 2—I2iE, HED LR — A L AH
VALBRIZZ O ASN B REE SN TRIBESNTZFH LN T LT 4 v 7 ARFRINET,

o [EHEHFH (Changed) ]: [IPV4/IPv6 T L 7 ¢ v 7 A (IPv4/IPv6 Prefix) ]~— 11, 2D ASN /ML
BEanTHhE SN, BBEDOLR— A L AZ VADBICEFRSNEZT LT 4 v 7 2D Y A FRFoR
SNET,

o [HIERHE A (Deleted) ] : [IPV4/IPV67 L 7 o 7 A (IPv4/IPv6 Prefix) ]-3—I2id, H&ED LR — hA
VAR LVAPBICROIE SN T LT 4 v AD Y A MBREREINET,

G¥) PR OWTIE, IPVEBLONIPV6 LT 4w 7 ALAR— |k (57X—) #ZRLTIES

AR

AS E7 LR— bk

[ASE'T (ASPeers) | X—IIT1%, R L/ZASNBRET U 7 LTS ASN & Hi&IZ ARk
SN VR — b P AZ U ALRICEE SN ElNFR R SN E T,

)

GE) T 74V BNTHE [F#l (New) 1. [727 7 4 7 CTEEFA (Active Changed) |, F721X [FET
77 47 (Inactive) JIRRED AS BT U > T DIRNPR—VIZFREINET, TRXTOASET
Uo7 LR EFIRT DX, Z7ANZI[T 7T 47 (Active) 1ZE&050, 2137 41
VY NLT, [T7277 47 (Active) | (T2 LEEINTWRY) ASET U 7 L&
ASET VT DmEREy bR LET,

« [EE7ASN (Peer ASN) ]: ®f5:D ASN LD ASN T U 77,

[T U7 %A (Peering Type) ]: E'7 ASN 23%f5 D ASN O < B E 71X Fiii TH
LMEIMERLET,
[T U 7RHRE (Peering State) ]: LARN— KA U AX U AN S ILIZRER D ASN BT
VU RIERZFRLET, ROV A RMI, ASNET Y 7 TEXLNDIREEZRLET,
(727547 (Active) 1: 20D ASNBOET Vo ZRfERENE L, Zhid, &
WNCERENTZ VR — A VAV ATHDD, MEDLVR— hA v AX v AL,
ZOET IV TICONTH AR IR THERA,
[ 77T 4 7 TEEFH (ActiveChanged) |: © TV 71T 7T 4 7 TLIER, &
DUR—bA AL ALFITELEINLE LT,

[T (New) ]: ZHUFH LWASNET U7/ TT, ZOET Y 7%, LEiO L
R—F AV AZ L AZITHY FFATLE,

s [FE7 27 7 47 (Inactive) |: FET 77 4 7HRAEEIX, 2 DD ASNHOET Y > 77z
CEBHLIOHMED AS NAIZHHFE LW EEBEWRLET,
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| #vro9—v0E=%

P & BIPE TLT v o ZLK—+ ]

[TV T 4y 7 ZE (Prefix Count) |: 7 RANZ A XA MZAS/NRADAS BT Y 708
BENDT VT 4 v I ADOKERLET,

LW LT 4w A% (NewPrefixCount) |: 7 RARZ A XENDLHH LW LT 47
ADEERLET,

o (B OMERR H R/ BB O e H IFE (First Seen/Last Seen) |: 'L 7 « v 7 AIBHID AS /XA
\ZASN 7 U U I PERANCEIR SN F I i3k B ISR SN 2 2R LE T,

IPvd B L UIPV6 LT 4 v A LR— b

IPvA BEIPV6 L7 4 v 7 AR—VITIE, LR— AV RAZ VAR ER SN ED S
T4 T ART—H A LFEMBPERREINET,

)

GE)

T 7 AV N T, T (New) 1. [7 77 « 7 TEHE WA (Active Changed) ], E72I% [FET
27 47 (Inactive) JIREED T LT 4 v 7 ADINR—IJIZFRENET, T XTHOAS BT
Vo7 EIREERRT DI, ZANKIZ[T 7T 47 (Active) 12 E50O B0 F721E7 4 v
2% Uy NLT, [T277 47 (Active) | (TeELEBRINTWRW) L7 4 v 7 AHH

DV T 4y ADFEERY Y VEFERLET,

ROFEAERP LR INET,

[TV 47 A (Prefix) |: BRLIZASNDOTRTOT VT 4 v 7 A —ERRLET,

o [B%% (Subscribed) ]: LAR— B EMRSINTRFROY T A7 ) Fvay AT —H A%FHK
i_\‘[_/i‘a‘o

« [RIRTE# (RIR Information) ]: IPv4 7L 7 1 v 7 A CTE 285513, Whois 1F #1235
IRENET, ZOFNIBE, IPv6 7L 7 ¢ v 7 AT S EH A,

o[~V A (Health) 1:IPv4 7L 7 4 v 7 ATlE, RIRTEHRFEZILTROA L = — KM T
RS ERIEEEM T SN TWARWEES, [IEESMLE (Needs Attention) ], IPv6 7
L7 4 w7 AT, BEEMT 5 TS ROE L a— RRZRWES, [EENSLE (Needs
Attention) ],

[TV 4 w7 AIREE (Prefix State) ]: LAR— A U A LV ANERENTZH RO T L
TA YT ART—HRAERRLET, VI TABT 77 47 THDHN, AiHNLE
EINTWAEE, RIBIX [T 27« 7 TEEHE A (Active Changed) 12720 £,

[T7T 47 (Active) 1: 7V 7 4 w7 ALASNMNOLIRE SN TND Z ERHERIN
TWET, ZHd, BINERINTZVE— R A VAZ L ATHDD, mEDLR—
U AZAPURE, ZDOT VT 4y 7 ATDOWNTHER SN THERE A,

[TV T 4 7 TCELREH (ActiveChanged) |: TV 7 4 v I AXT 7T 4 T TLIED,
BEDVR— M VAR ALRBICERINE LT,

c[HHL (New) ]: SHUTH LVWASNT LT v 7 ATH, ZOT VT 4 w7 A%, LU
BIDOLR— A AZ L RTITHY FHATLE,

Cisco Crosswork Cloud 1—H'—# 1 K .



*yb7—vnE=% |
B ressvrsrLoovszLk—1

o [HIBRIE A (Deleted) ]: 7'V 7 4 w7 AL, BHEDOLVR— A AL U ALFFEIZEDY
HEhTnEd,

« [RPSLA7—# A (RPSLStatus) ]: L'AA— hA AKX U AN SR D RPSL 1
ZRARLET, RPSLIFIMNESND . FBEITLASNRFHEIL TH D 2 & D3 s S 4172 ASN
E—HT 256, RPSL A7 —Z AT [F%) (Valid) 1 T3, RPSL L a— RAFESHY |
L a— RNDOFIETC ASN DR ST F(E5C ASN & —E L 26, RPSL AT —# &
X [A—%# (Mismatch) | T3, 7L 7 ¢ v 7 AZEEMT 572 RPSL L a2 — K3 7e 0
a. AT =R [HAo00 £H¥A (NotFound) ] T,

* [ROAR T —% A (ROA Status) ] : [HIFRGIAVHE (Expiring Soon) 11X, 7V 7 ¢ v 7 X
BT 4172 ROA U — R8T HUNIZHIREIALC 72D Z & AR LET, LEITIG
CTla—REEHTELH LT, HIRINMIT (ExpiringSoon) ] A7 —# ADF| % 7 1
NV 7T HZ LB TEET, [ROAWIREIZILROAS (ROA Expiring ROA Count) ]%1%
KR LT, BIRLTEAT —Z ACHEfF T O TS L a— FOREMHER L ET,

* [RIRIKAE (RIRState) |: LAR— hA U AZ UV ANERINTZRERDO T VT 4 7 ZADRIR
THEMOREZ R LET, RIRTFRNEDNY . FBIEIC ASN BFEETTH D Z L DR
STz ASN & —H T 584, RIR AT —Z AL [F%) (Valid) 1 T3, RIR [HF#RN R o0
. La— RANOI(EIE ASN DR S50 ASN & —E L2 WG4, RIR A7 —4
AL [AR—# Mismatch) ] TY, L7 4 v 7 ZADRIRIGHRB RO ERWIES, AT —
K 2 [RoY £ A (NotFound) ] T,

« [F%h72RPSL (ValidRPSL) ]: 'L 7 4 v 7 ADOAA%h72 RPSL L a— KO E/RLET,

« [(IBRYINROA (Expiring ROA) ]:1 HLUWNIZZED T L 7 ¢ v 7 Ak L CTHAREIALIC 72
%5 ROA LVa— FOHERLET,

[T ATk (PeerCount) [: TV 7 4 v 7 AT RRAXAAXALTVWDHET O ERLE
R

. Cisco Crosswork Cloud 1—H—#H A1 F



10 =
TJLIAYIADE=A

s VT 4y 7 ADWE (59 X—)

c LT 4w ZADENM (59 _X—)

s T RTDOT VT w7 ADFER (60 2—)

« VT 4 v ADFEMOFRT (61 X—)

s TVT 4T ANT T 4 v DFMOER (67 2—)

TL74 99 ADME

Crosswork Cloud Network Insights Z B3 2B%%, £ T 7V 7 4 v 7 ZOBMNBHOE T,
TVT7 4w P AEBMNMTDHE, [TV T4 v 7 A (prefixes) 1T 4> KU, V747 A,
BERY o —, BIOKBER Y NU—2 DE=Z ) o TR HDZF DD IEROHEA E 2 —
NERREINET, INHAV—T 1 > 7587 (External Routing Analytics) ]>[E =4 (Monitor) ]
>[FVT 4w A (Prefixes) | V4 KU

« TV T gy 7 AMEBRERAFRS LOEBT 25T At L9,

LT AT ADREE, TI—LAT—F A, BIOT VLT 4 v 7 ZAOFEMRFRINE
—a—O

cHHRFDEMRA L IS LT 4w I AEE=F L, BH—DEHRRA L FOE=FY
AT ATIIRB S ENAAHMEOH HHIRO A > M 2B LET,

s VT 4w I AEBERE IR EMERE T T,
O -
L7499 AMEM

ATFYT1 AL T4 FUT, [T 4 v 27 A (Prefixes) |27V v LET,
ARTY T2 [TVT 47 A~DXHGE (Subscribe to Prefixes) %7 U v 7 LET,
ATYTI ROWTNIrDOETE7 ) v 7 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



v rkI—o0E=4 |
B <0774y 20%x

«[FH) Manual) ]: BT HFLT7 4 v 7 ADIPT RLAZANLET, BEOS LT 4 v 7 Z%B
MT 2, ZENENDT VT 497 ADRICH Yy~ () ZANLET, BLVW/NSWTLT w7
A AITBINTEERA, 722 20E. 1.1.003EDF L7 4 v 7 RFEMTEEEA,

* [ASN/V>» 77 7 (ASNLookup) |: BH#fIIT HNIT VT 4 v 7 REMBET HASNEZ AT LET,
« [CSVD LEX (CSV Overwrite) |: L7 ¢ v 7 AEREEGTLCSV 7 7 A NVET v 7 u— RKLET,
PR OWTIE, T AL DT v T — K (251 =) AR LT EE,

ATy T4 [v==7/ (Manual) | £721Z[ASN/L >~ 7 7 7 (ASNLookup) ]ZEIR L7-HE1%, HEARFERE AN
L7ctk, [k~ (Next) 1227V v 27 LET,

RATYFE UHNZARY —Z{ER L2581, [RY v— (Policy) | KRy 7 XD URARNLT LT v 7 AZREE
fFFHRY —%RIRLET, FEMIZ OV TIE, Crosswork Cloud Network Insights7s U > — @841 (101 ~2—
V) SR LTIEZN,

GE) FLT7 497 AT 1 D ORY —IZOLEEMITAZ ENTEET,

ATYT6 (EE) [#7 (Tags) | 74—V RICERDHLTFAMEATLET,

GE) BEOT VT 4 v 7 A AN LTEGEIE, FFELIERY =L I RTXRTOT VT 4 v 7 A
(A S ET,

Il

ATw T EENEZHEZR L, [EE (Submit) 1227V v/ LTEREZEHL X7,

TRTIDTIL T4 v ADET

ROFNNAES>T, TRXTDT VT 4 v 7 AEFRTEET,

ATV TN AL U0 RUT, IMV—T 1> 75587 (External Routing Analytics) 1> [€=%4 (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DIAIZZ V v 7 LET,

Crosswork Cloud Network Insights Tid, IROIVNNFREFFHOT LT 4 v 7 ZAD Y XA FRFIRINET,
[FL 74w A (Prefix) |: V747 ADIPT KL A,
« [KY — (Policy) 1: 7'V 7 4 v AEEM T LAY —,
“[57 (Tags) 1: 7V 7 4 v 2 ACERAT B2 7 DY 2 b,

[T T 4777 7 —2 (ActiveAlarms) |: 7V 7 4 v 7 RACEEMN T ONTEZT 7T 4 TR T 7 —L40
%ﬁo

[VETT 4 (EKE) (Severity) |: 7V 7 4 v 7 ATBEMT BT T —A -0 ([F (High) 1.
[ (Medium) ]. F721X K (Low) ]) .

(DT 7T 4 77T 7 —2 (LastActiveAlarm) ]: 7'V 7 ¢ v 7 AN T DNIZREDT 7T 4
TRT T—=LDT F—LEAT H, K,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%
FLosvozoumozs [

AT T2 BEOT VT 4 v 7 ACETIEMERRZTIICNE. V74 v 7 ADIPT RV A2 2 Vw7 LET, 7
L7 47 ADTEMDOFER (61 2—) 2BRLTLTEE N,

ATYT3 HLWT VLT 4 v 7 A&EBINTHITNE, [FVT 4 v 7 A~D¥Ek (SubscribetoPrefixes) %27 U v/ L
T TV 74w 7 ADBEM (87 X—Y) ESRLTIIEIN,

TJL74 v XADFHDERT

FFEDT VT 4 v 7 AT DR EZ R R TEET,

ATYFT1 AT 4 RUT, [FMEV—T 1 > 274387 (External Routing Analytics) ]>[E=%4 (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DNAIZZ UV w7 LET,

AT T2 BEDOT VT 4 v 7 AT 5EMEFTRTHI00E, V74 v 7 ADIPT KLV AE 7Y v 7 LET,
ATV T3 V747 ACETREMEERT DI, ROWTNOLDOXTE2 7Y v 7 LET,
« [BE2E (Overview) ]: 7'V 7 v 7 AT 2 ERIFRNE TN TOET, GRSV T, V7 4
7 AOREOFEM (61 *—) EZBBL TN,

«[7T7—24 (Alarms) ]: V7 4 v 7 AZEEAT ST T — AT SRR AR AL L F 9, FEIC
DWTIE, VT 4 v T AT T —LAOFEM (62 3—) EZBLTIEIN,

k=111

1

« [BGP¥#1 (BGPUpdates) |: 7 7—2L% ~ U H—L7=BGP BT 253G N CTWET, FHH
WZOWTIE, V7 4 w7 ABGP BHOFEM (63 2—) Z#ZBLTIEEN,

s #2577 A (LookingGlass) |: 7'V 7 4 v 7 ADRFET 7 ADERNPEENTWET, FBMIZONT
X, VT4 v AR T T ADFEM (64 ~—) ZZRLTIESN,

«[ROA] : 7L 7 4 w27 ZZBEATT ST _RTOBEAOROAIZET 3N E TN TWET, FEM
IZ2OWTIE, 7'V 7 4 v 7 XA ROA DFFfl (64 X—2) ZZHLTIIEEN,

«[RPSL] : 7'V 7 ¢ w7 BT Hio—T 4 V7R —tEkkS5E RPSL) OF — ¥ B3 & Eh
TWET, FEHZOWTIE, 7V 7 ¢ v 7 ARPSL OFfEfll (65 X—) ML TSN,

TLI749v9 ADBEDEM

VT 4y 7 AOBMEDOFHME TR T HITE. AT 4 FUT, PMBLV—T 4 7507
(External Routing Analytics) ]>[E€ =% (Monitor) |>[7'V 7 4 v 7 A (Prefixes) ] DNAIZ
Vo7 L, V7497 ADIPT RLA%Z Y v 7 LTHnL, [ME (Overview) | ¥ 7% 7
UwZ LET,

Crosswork Cloud Network Insights TiX, IRORITRT L IIZ, V7 4 v 7 AOBEOFEMA
FRENET,

Cisco Crosswork Cloud 1—H'—# 1 K .



B oovrz75—rowa

v rkI—o0E=4 |

RU:TLI4vI ADBMEDHEMD T «—IL FIZBET 558

T4—ILF

aiBA

Uo7 &R Y v— (Linked
Policy)

TV 4w 7 AEEMT HNTEARY —,

A&ZEF B (Last Modified)

VT 4w ANRZICET ST HER,

57

TV T 4w ATERA SN 2—TRED X 7,

=AY

WEDT I T 4T 7T T — A
(Last Active Alarm)

VT 4w 7 AEEMNT ONTREDT VT 4 TIRT T —
DY R B,

) (Summary)

BT OHER R L R~ Y TR B ERT— 4,

AZN72RPSLA XL ¥ (Valid
RPSL coverage)

Crosswork Cloud Network Insights |2 & > T#l£L X172 ASN &
—H T LREITLASN ZFfO, ZDOT VT 4 v 7 ADRPSL L
A— FOfE, FMZOWTIE, 77 1 v 7 A RPSL OFf
M (65 =) ZZHLTITEEN,

7 (Peers)

T oE, T ORMERTY v, ETOREAOE 22—
ZFRRTHIE, [T—7 ) (Table) 1227 U v 7 LET,

JHAESE  (Contacts)

TVT 4y 7 ADBERIE R,

#{g7t (Origins)

B S NTME & 2 DFIF T DOFEM,

#152 (Observed)

BEME L 2 DRI,

7 w7 A R Y—2A (Upstream)

T AR — AOFEM & F ORI,

5 (Notes)

LT 4y 7 AZEEMT O N —P AT D A E,

TLI74 99O RT7S5— LD

TVT 4T AT T—LOFEMERRT HITIE, AAM T 4 RUT, MNBV—T 4 7%
#Hr (External Routing Analytics) ]>[E =% (Monitor) |>[7"V 7 1 » 7 A (Prefixes) ] DJEIZ

2V 7L, TV 49T ADIPT RLAZ 7Y w7 LThb,

79 v 7 LET,

Crosswork Cloud Network Insights Cix, IRDFEIZRT X 912,

MINFRSINET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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| #vro9—v0E=%

JL 74 v X BGP BF DM

FL7cvszeepEHoEME [

R15:TLITAVIRTS—LOFED T «—)L FIZEET 558

T4—ILF

aiBA

7 7 —LDHRHE (Alarm state)

WDOT Z—LDREONTNE 7Y v 7 LET,

o [7 277 47 (Active) ] : Crosswork Cloud Network Insights
TiE, BEEIRCY — FENTZTXTOT 7T 4 TIRT
T—LDY A IBRRIRINET,

o [FEER# 7 (Acknowledged) ] : Crosswork Cloud Network
Insights Tl&, SN T Y — b ST T X TORERTE A
TT—=LDYARNBERINET,

T T —LDOFEM (Alarm
Details)

# Y7 (#Peers)

BRELVR—bMLEZET O,

eI 4 (HKE)
(Severity)

RESNET 7—20YETT 4 (EKE) LL,

7 77 4 74k (Activated)

T 5 — NDFEAEL,

#5¢ (Notes)

T T —LIZOWT AT SN AE,

TV T 47 AD BGP HHOFMERRT HIIE, ATV RUT, PNL—T 17
4387 (External Routing Analytics) ]>[€ =4 (Monitor) |>[7'V 7 4 v 7 A (Prefixes) ] DJA
W27 Vw7 L, V747 ADIPT KL A%27 Y w7 LTho, [BGPEH (BGPUpdates) ]

2 7% v LET,

Crosswork Cloud Network Insights Ci%, ROFRIZRT L I, V7 4 v 7 2D BGP H DR

M RFSNET

R16:TLIT 4 Y ADBGPEHD T «—)L FIZEF 55487

TJ4—ILF

FiBA

HANTL— A

[# A4 57 L—2 (Timeframe) | Kr vy 7'# 7 U 2 R bE
ZERRLT, HEOXA LT L—LERELET,

7 AS (Peer AS)

BGP EH #5135 LT AS,

V7 4 w7 A (Prefix)

TVT 4T R,

AS /%% (AS Path)

ASIV—T 4 VT IRZA,

Cisco Crosswork Cloud 1—H'—# 1 K .



B 7.7 vozmnrszonm

2y kT7—v0E=4 |

J4—ILF

aun

5t B

a3 2= ¢ (Communities)

-1

2= 4 DA ST 550 .

BHr o & A7 (Update Type)

BGP D& A 7,

RS HTH  (Last Updated)

B[l BGP ¥ A B,

TLI74 VI RBERIT S ADFHM

TVT 4y I AR T ADFEMERTT DIIE. AL T4 RUT, PMAL—T 4 7
4387 (External Routing Analytics) 1> [ =% (Monitor) |>["L 7 4 v 27 A (Prefixes) ] D&
W27 Vw7 L, V747 ADIPT RV A&7 ) vy 7 LThb, %277 A (Looking

Glass) | %7 %27 U >y 7 LET,

Crosswork Cloud Network Insights TiX, IROERIZRT L HIZ, BT 7 ADFEMNRTRRINE

TO

R17: TLITA VI RBRT AN T 1 —)L FIZET %5H

TJ4—ILFK

B

7 AS (Peer AS)

7 AS,

v'7 (Peer)

VT T A7 OIEHESNDS R, D ID
ITFEAB O F FICHERF 5 7 AT,

AS 732 (AS Path)

ASIV—T 4 VT IRZ,

23 2= (Communities)

Al a2=T 4 ORNRAEMNE GEYTHHEE)

AT H  (Last Modified)

TVT 4 7 ARRBICETR ST HIRE,

JL 74 v% X ROA DEEH

TV 7 4 v 7 AROAV OFffli e FKmT 21213, AL T4 RUT, PMNIA—T 4 T oHr
(External Routing Analytics) 1> [E=%4 (Monitor) |>['L 7 4 v 27 A (Prefixes) ] DNAIZ
Vo7 L, V7497 ADIPT RLAZZ U7 LThb, [ROAIZ 74527 Y v 7 LET,

Crosswork Cloud Network Insights TlX, IRORIZTRT LI, T L7 4 v 7 DA ROA DFEMA

KRSNET,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%

FL 74 v X RPSL DL .

£ 18:FTL T 499X ROADFHMD T « —)L FIZET 518

T4—ILF

Bl

ROA 7L 7 4 v 7 A (ROA
prefix)

ROANAS DT RNZ A XEFHATHX—RXIP TV T 4 v 7
A, ROA L, BAKEIC Lo TREEINDIR—AT VLT 4T
ADY T xy NOFHE I ANA—TXET,

KK (Max Length)

ROA 73 AS DT RNRZ A X%Fr[T D b AAR72 IP 7'
TA T ADRRT VT 4 v I AR, FIRLTNWDLT LT 4
JADYTFy hOEIN, UARMSNTWHROAL I — R
DERRT V7 4 v 7 ARLVEEWEAERHY £, 205
BT XA RPRAIZRY, ROALVa— RORKEIZT L7 v
J Ak N—LER A,

{7t (Source)

ROA % AR L 7= 4%,

F{5JLASN  (Origin ASN)

TV T 497 ADFENROAICEL > THATEIND AS 5.

ROAAT—X# % (ROA
Status)

ROA D AT —HZ ZIRDOVWNT TR Y £47,
«[F%h (Valid) ]: ROA GEFIEIIA T,

o« (ARG (Expired) ] : BIAEDKZ]) ROA @ not-after &
72l end OFFZ B E TV ET,

o [RBH (Unknown) ]: ZODOF VL7 4 w7 AZiTF—%T 5
ROA B3H Y £H A,

PAkh (Start)

ZDOROANEZNE R SNDBMEHER, HEADT XA ME,
B ERNBREORM IV THIZ L 2R LET,

#% 7T (End)

ZOROANVERE RSN DHET HEE, REAOT XA M,
BTANTTICEETCWLZ 2R LET,

L 74y X RPSL MEEHA

TV 7 47 ARPSL DA R RT DI, AL T 4 RUT, PMIA—T 1 > 798
(External Routing Analytics) ]>[F =% (Monitor) |>[7' L7 ¢ v 7 A (Prefixes) ] DJAIZZ
Vo2 L, L7492 ADIPT RLAE2 ) v LThb, [RPSLIZ7%27 ) v LET,

Crosswork Cloud Network Insights TiX, 'L 7 4 v 7 Zifi%l% RPSL 7 — & _X— 2 L HH#E L |
RORIRT L IIT, TV 7 v 7 ARPSL OFEMINERSLE T,

Cisco Crosswork Cloud 1—H'—# 1 K .



B 5.5/ oxresLow

2y kT7—v0E=4 |

£19: TL T4 v X RPSLDEMD 7« —)L FIZEAT 588

T4—ILF

aiBA

% DA%y (Last Scan)

Crosswork Cloud Network Insights 73 RPSL 7" — & ~— R % fg &
\CAF v LT Bl [IMEA—T 4 > 75341 (External Routing
Analytics) ]>[E=%# (Monitor) |>[7'VL 7 4 v 7 X

(Prefixes) ] Ci&X, RPSL 7T —# X—ZAN 1 HIZ 1 [ AF ¥
SNET,

Crosswork Cloud Network Insights 734 RPSL 7 — % “X— 2 % A
¥y LIRED AR ZRRT DL, BffE2 2 ) v 7 LE
T, ZAUZ LY. Crosswork Cloud Network Insights 73z 4 1Z
RPSL 7 —Z N—2A1 67 — X 2 BifF LI DL & DR iz f
Wrcxxd,

*#{E5t (Source)

Crosswork Cloud Network Insights 23 Z @D L 22— R &5 L 7=
RPSL 7 —H R—=2 Y —R, TV 7 4 v 7 A 3HEHD RPSL
T—HNR—=R I a— RERFFOZ LN TE 57D, Crosswork
Cloud Network Insights T, &7 — & X—2Z Y —ZAHH LUVMT
IZERESNET,

3{Z7CASN (Origin ASN)

RPSL L 22— RTHREINZT VT 4 v 7 ZAD3IE T ASN,

#HA  (Description)

RPSL route / route6 L =1— RN descr J@ i, @5, L— kL
a— RIZBET5MANREENTWET,

Member Of

PSL route/route6 L == — RN @ member-of B, Z i,
route/route6 L 21— RNBHHEMFIT SN TWAHNL— hEy &R
LET,
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| *vbro—v0E=%

TLI1vsR 5T vooimorT [

J4—ILF

B2l

4348 (Classification)

TV 7 4 w7 AD RPSL L a— RD53%H, Crosswork Cloud
Network Insights 287 L 7 ¢ v 7 A L 52422—%79" % RPSL
a— REMRHTERWES, TOBICHIET S RPSL L =2—
REFNTHBERELET, 2BEZROVNTANIZRY
7,

o [R—% Mismatch) ]: 7L 7 4 v 7 ZADFE G ASN 8
RPSL7 —# N—ATHEINIZ b D LITRRD Z &%,
Crosswork Cloud Network Insights 23 H[lr L7 Z & 2/~ L&
9, [BZE (Overview) | ¥ 7IZiL, ZOT V7 4 w7 A
THIE SN ASN BFIRSNET A, ZHIEIRPSL 7 —
B2 _X—ZDHIETE ASN & —H L EH A,

(%) (Valid) 1: TV 74 v 7 AXEDT VLT 4 v 7 A
D RPSL b = — FTHRE STV 2 15T ASN 1 B FE(E
STV D Z &%, Crosswork Cloud Network Insights 23
REL7Z L HRRLET,

[EB84y—% (Partial Match) |1: 'L 7 4 v 7 AZZ DT L
747 ADOHDRPSL L a— FDF{E 0 ASN & L T
E I ASN B3 [E SN TWBH Z & %, Crosswork
Cloud Network Insights 23 RGE L 72 2 & 2R LE 97, #57
—HEOSEIIE, ZORBEIETLIBTS LT v IR
LEENET,

«[RPSL72 L (NoRPSL) ]:RPSL 57— 4% X—RA TV L

T4 7 AEZIFEDOE O RPSL L 2— %, Crosswork
Cloud Network Insights 23 L2 o 72 Z L AR LE T,

A& HEHFT A (Last Updated)

TV T 47 AEITFOHO RPSL L a2 — RN TEREZIZE
B AR,

TJLIAYIRNT T4 I DFHHDOERT

1 OFRITBEDOT VI 4 v T AD T T 4 7 DiFMEFR R TEET,

RTYT1 AL U4 RUT, [WTF7 4 v 7538 (Traffic Analysis) 1>[€=%4 (Monitor) |>[7'L 7 ¢ v 7 A

(Prefixes) | DNEIZZ Vv 7 LET,

ATy T2 BIRLIZTFAA A, TRAATN—T FRIEFE T IN—FIEHET LTV T 4w I AT A NE Y T
LTHERLET, BEDOT LT (v AREHEZ AL THRELZFETTLHLELTEET, KOWTALD

27 wBRLET,
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*ybo—s0E=4 |
B o257 vs0mozr

« [BEFT LS T7 1 w7 X (Relevant Prefixes) | : 7 /3 ZAETNIT A AT N—TRHIOT VT 4 > 7
ADY A b EFRRTDHITIE, ZOFT2RIRLET,

o [# 7RI 7 v—"71t (Groupedby Tag) |: BV ¥ ToNTEH TIZLAHT VT 4 v 7 ADY A NEFERR
THIE, ZOXTERINLET,

o [T_XTHFE (SearchAll) |: BMOT VT 4 v 7 ARBEMEZATITHITIE, ZOXTHEFRLET,

ATYT3 FHOT VT 4 v 7 AD T T 4w 7 OFEMELBT DT, TV T4 v 7 ADBICH LT =y 7Ry 7
At N, T—INDETIZHD [NT 7 4 v 7 Ok (Traffic Comparison) %227 U 27 LET,
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i

BGP EFH D E=4

« BGP BT DR (69 ~—)
BGP EFH DR

RTYT1 AL T 4 RUT, UNFV—T ¢ > 7587 (External Routing Analytics) ]>[F =% (Monitor) ]>[BGP
B (BGP Updates) | DIEIZZ UV v 7 LET,

ATY T2 [#A4 571 —2A (Timeframe) | Ry 7Z 70U A b, FEDOHIBTOEREZ2F T HEEZER L F
j—O
THOA L HF T I T 4T 7T 7T, FORREATICEAELZBGPOT RARX A XA MERVIEL
NFEREINET, T RAZALZAL NOENRT T 7OEMNCFERENET, BOELOENZ T 7O
ICFRRENET,

AT 73 FEORMHEFE (1000 EET %) 23 bITiIkT 212, BaRz2 Y vy 7 L, HIfOREZETET v
ZLET, WIZ, [A—24 (Zoom) 127V v 27 LET, 7= MITER LT =X OLBFIRSNE

D
RTYTE ZOT—F T4 NE2 ) TTHITE, [7 40X OB (AddFilter) 1227V > 7 LET,
G¥) [AS/XA (ASPath) 1 FNIORNT A 2 NOEFE, #VIKLASZRLET, L zxiE koD

X, SAND 225D 20764 Ky T EHRLTWET

25291 4 2914 4 174 4 20764 @
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v rkI—o0E=4 |
B ser=voxs

1:BGPEFHR—

Selected Total Advertisemen

26,950,015
15 2 15 6

Withdrav 2,497, 15 Sep 22 02:54 UTG - 17 Sep 22 00:08 UTC

v

uTC
9/16/2022

Add Filter

Origin ASN AS Path

Communities Update Type Last Modified +

192 4 53¢ Add

Add
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5 12 =

TINAZADE=R Y)Y

« TNAART —=HADFR (71 =)

o TNA AGHTOFEMOERR (72 2—2)

« Trust Insights DFEMDO KR (72 ~—)

cTFNA A ARy RN DFER (76 2—)

« FRL ADEEOFET (76 )

e TNRARAY T NI =T OEEDFR (77 =)

c TNA AR =V D—FHLRNWT 7 A VDFR (719 X—)
« T A INEEDFR (80 —)

o TA ADHERED TR (80 ~N—Y)

TINARARAT—RZADRT

ATy T

ATy T2

ATvT3

ATy T4

TNA ADAT—H ALFTR LT, T —2FRTEET,

AA LT 4 RUT, [E=% (Monitor) ]>[7 /34 A (Devices) | DIAIZZ UV 27 LET,
DENZBIMENTZT A 2D Y A SRERINET,
[T /34 A2 (Device) JFNZFEREINTWDLT AL AL EZ7 ) v 7 LET,

MR T AL ZEFRNFRENET, T 74N P T, [AT—F % (Status) | Z 7T REIREN, T 3A
BT A ERE AT R EINET, (FARVAZFALTWST U r—a s CC, @B o,
AT HEFEREINET) &

[AT—HF A (Status) |<—T T, 7 =NV L2l LET, MREORENT, B i L T
L EERLET,

1. 77U /r—3 3 & Crosswork Data Gateway [ OFEGESHERE L TV D Z L 2R L £ 7,

2. Crosswork Data Gateway & 7 /31 AW Ok & iR L £ 7,

EEDOT 4 — NV RIZh—Y IV efbEsd e, FMRERINET,
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*yr7—s0E=4 |
| IERREY R DR

ATYTE FNRARART —Z X &Gie json 7 7 A VAT ZAR— T 5HI001F, [AT—F ALR— DT 7 ZR—k
(Export Status Report) | %27 U 27 LET,

FINA R ORMORT

BMLET AL AD%ZE RX) BEXOEE (TX) O 774 v/ EREERTEET,

)

GE)  Netflow 7T — XI5 T LIV AT ATEEEINDI 2D, FT77ICEREINDT —XIT5 0k
NHGEENRHY 97,

AFYT1 AL 4 RYT, [RT7 4 v 27540 (Traffic Analysis) ]>[F=4— (Monitor) ]>[7/3A A (Devices) ]
DIEIZ7 Y v 7 LET,

PIFNGEBME 7T A A0 A R BRFEREINE T,

ATV T2 FMERRTHT A ADLFTIE I ) v LET, T 74/ RTIE, [NTF 7 4 v 27087 (Traffic Analysis) ]
B TNERRINET,

ATV T3 TT74NVRTIE, [Z/T77 (Graphs) | # 7 0E, RXBIORTXD 77 4 v 7 A M) w7 BFERENE
9, [ (Time) | ey 7 X0 VR MG, T 7 4 v 7 IEREFTRTIHFA LT L —LERINLE
7

ATy T84 BEEEMZT-6, [EH (Refresh) | 7 A a2 %227 Vv LTT—25%EHLET,

RTYTE TRAAL L H =T 2 A AD T 7 4 v 7 OFEMAEFRTRTDHITE, [f ¥ —7 A A (Interfaces) ] ¥ 7
7 Vw7 LET,

RATVT6 AV F—T 2 A ADKEDRXBLONTXT —F A2 FRT DI, AV F—Tx2A A% %7 ) v 7 LET,

AT9T1 45— 714’172%7*[5&71 1AM E LTHRET DI, 1 DU EDA v F—T =24 ZADFIZHH T = v
TRy I Ak . [FMEERE (Set External) ] 7213 [NERFXE (SetInternal) ] 23N L £,

[#A 7 (Type) 1FINEH I, A H—T =2 AXATHRFRINET,

Trust Insights D EEHD FR =

PIRNZIBAN L 727 731 A D Crosswork Cloud Trust Insights DFfffi 2 £/ R T& £,

AT TN AL T4 RUT, [T ALY A b (Trustlnsights) ]>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DNEZ 7 U v 7 LET,

LRNZIBIMENTZT A AD Y A SPRERRINET,

. Cisco Crosswork Cloud 1—H—#H A1 F



| #vro9—v0E=%
Trust Insights D F¥ D R~ .

AT9 T2 FMEFRTDHT AL AL EI ) v 7 LET,
ATY T3 TT7HNEITIHEH, [FT A ML A b (Trustlnsights) 1% 7BBE £3, T34 2AOFEML—TDFK Y O
B2, RO X TICE O LNEERBIEETNTVET, ROFIZ, FH TIZERINDT/NA AD

AEMTE A R L ET
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. Trust Insights DD TR

%= 20: Trust Insights DT /344 A DM ERA

2y kT7—v0E=4 |

27

BLl]

7Z v T — A
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| #vro9—v0E=%

Trust Insights D F¥ D R~ .

-

Bl

show platform CLI ==~ > KD H Jy & [FEEDIE MR
RENFET,

HMAERRT DL, ROETE7 Y v 7 LET,

[’ KU =7 (Hardware) |: ~— R =7 /) —
. 247 IREE. HAIRRE, FcH O A RF
DOIEFRNY A bILET,

[/ —F (Node) 15I04HTEZ27 Y v 73 D&,
D — RIZBET 2 RrEDIEMA RS SN E

9, Crosswork Cloud Trust Insights Ci, Z Of#
BID 2 R—F I#um_ﬁ%éht B
JBIERERRENET, N—RU =7 a s R—x
v NOBREL, RINTEI Y TAEFITED
WT, —EMIICDTe > TY AT AR T~
@A~bvziﬁmU%£%Li¢o

[Ny —TA %A & (PackagelInsights) ] : F
T T4 7bE N, FFaly FERTY
BRWTNA A LDy r—Vn—ERRINE
T, REBITROWT NI D F5,

(77T 47 -3=I v (Active -

Uncommitted) ] : 73w 77— LT /34 AT
TIT 4 TICETENRTWHET, ZhbD
EREERGETDHEBIT. T, A% ) T —
N 2R Ny r—YEaIy FLET,

«[3E7 27 7 4 71k (Deactivated) ]: /% r—

CNITNRAATT 77 4 TIZETS T
FHAZOEFEaI Y N TEET, 9
Lipne, TR AR T — LTk, F
TETFETT 77 4 7SN kic, Sy
=V NEORT 7T 4 70 T,

[/Xw/r— (Packages) |: +XCHY 7 hU =
TRy —=UN—EFRRINET, FEIC O
Tk, TAAY T b2 TOEEDOFRR (77
NR=) EZRL TSN,

[~—%~7 7 4 /L (Mismatched Files) ]: Z DT
NAALEDOR—FE T 7 A LDY A SBREREN
FT, HEMIZOWVWTIER, TS ARy T —TD
—FH LW T 7 A LDFER (19 —) %5
BLTZEN,
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*y k- 0E=4 |
B = zx1oxrrvoms

27 Bl

A Y VYTAES, BTN, Ty —b 72T REDTFA
A A= R =7 OFEME®RS — R RSN ET,

EHNRK FRA AWMz BN NN— R =2TBXOY 7 b
VT OEENERINET, SOV TIE, T
RNAZADEEOFER (16 2—) #HBRLTLT
W,

TFTINA R AR M) DRK

Crosswork Cloud Trust Insights TlZ, N— K7 =7 A X2 s U (ZBET D52 FRTE £,
ZhE, N RO =T OMBEE N T TN a—T 4 VT AGRICENL B ET,

AT 71 Crosswork Cloud Trust Insights D A A > 7 ¢ > K7 C, [T A hA WA | (Trust Insights) ]>[E =%
(Monitor) ]>[7 /34 A (Devices) | DIEIZZ U v 7 LET,

Crosswork Cloud Trust Insights Tl%, LARNZIEBMENIZT NA ZAD U A MRFRSNET, FEMI OV T,
TNAZADEM (173 X—) 2R LTI,

ATYT2 A _U M) OFEMERRT D7 A ADL4HE 7 V) v 7 LET,

TN AL ORI [Hkti # (Connected) ] MR R I TV HE . Crosswork Data Gateway (37 /31 A
IEFIZHRE L TVET,

ATw 73 [Inventoryl| ¥ 7 %27 U v 7 LET,

Crosswork Cloud Trust Insights Cld, BN L727 A RZBEEMT 57T X TON— R T =27 RNERIN
\i —a—O

TINA ADEBDRTK

TNAZADEFRLZRRLT, "= RV =TBLOY T N =T OEEMTONTZZA I Tk
R TE £,

AT TN AL T4 RUT, [T AL YA b (Trustlnsights) ]>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DIEIZZ U7 LET,

Crosswork Cloud Trust Insights ClZ, LARTIZIEBI ST A ZAD Y A MRFRSINET, dHIC OV T,
TNNAZADEM (173 X—) ZZRLTIEEN,
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| #vro9—v0E=%

ATy T2

ATvT3

ATvT4
ATy S5

ATvT6

ATy 71

Frq4z2y7roz7ozEoRE [

BRERERTTATFAAL ZDL4FTE 7Y v 27 LET,
Crosswork Cloud Trust Insights ClX, 7 /31 AT AMEHFRPERINET,

[A£® (Changes) | #7427 Vv 27 LET,
Tust Insights Ti&, BIRL7TZT A ZADEEY A LT A L CRIESNTA XV MPHFRRRINE T,

TFNAADEREERTDHIA LT L —L%ET7 Y v 7 LET,

[/~ FRU =7 (Hardware) 127 Vw7925, BIRLIZFA LT L —L0O/— R =T EHOEMIBER
IRESNET,

[V7 ho =T (Software) (%27 Vw7 35&, BRLIZAALTL—LDY 7 Ny =T ELEOFEMNER
SIET,

[ZH D (ChangesOnly) 1% 7 YV v 2742 & SR LIZHIR OB D& T £ TICER SNTEDOHHFEK
RENET,

FINAARY T NI TODEEDERFE

ATy T

ATy T2
ATvT3
ATvT4

Crosswork Cloud Trust Insights |%, 7 /N1 A T{To /=Y 7 hU = 7 OEL A {HET 5 Hikx i
HLET, TS RIMASNTHFEDY 7 by =T OEFEZFR L, BEROEIERE (KGV)
EBIEEITHDOT NRARLEDHICY 7 N =T OR—EN b 5Bl &£,

AAL T4 RUT, [T A ML YA b (Trustlnsights) [>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DINEIZ 7 Vw7 LET,

Crosswork Cloud Trust Insights CiX, LAFTHZIBIMINTZT SA ZADY A MRFERENET, T3 A &80
THIZE, TAAZADEM (173 2—2) 2B LTIIZEN,

BERERRT DT NAADLFTET Y v 7 LET,

T 74N ENTIE, [N A A %A & (Trust Insights) | % 7 03B & £,

[7Z v b7 4—2 (Platform) | ¥ 7 C, 777D FIZRRIND [/ — (Packages) |7 U7 L
5

Crosswork Cloud Trust Insights Ti&, X TCOY 7 MU =T Xy r—UR—EERRINET,

[Ny —U D584 (Package Integrity) ] #1Z1%. Crosswork Cloud Trust Insights 23R DWW 70D %2 3R
RLET,

o [EE O (Changes detected) |: #W)eY 7 b =T /N r—U WA VA =L ENFE LR, A
VAR NRRIZEREMTbNT-Z EERLET,

« [R—% (Mismatch) ]: £ > A F—A SN TVWEY T hT =T 8y r—U0, BEMOMEERE (KGV)
L—FHLANWZ LERLET,

o [R—E L EFoME (Mismatch and changes detected) ]: f v A F—/LENTWVWBH Y7 h =T /%y
T—=UNKGV E—EHT, A A M AVRICEEMTONIZZ L AR LET,
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*yrI—s0E=4 |
B 7 zxvorozrozrsEoss

c[OK]: A Y A=V ENTNDLY T MU =T Ry r—URKGV & —HLET,

e [KYAR—F (Notsupported) ]: V7 b7 =T RN — D7 4 =TV MR RTZHY £H
oo THSA ZATHEHAFRERGEIX. Ny r—V OO EE T R— T 5SMUZA A h—/LF
LULENRHY £,

G¥) CiscoIOSXR UV UV —RA 731 LIEDO U UV —ATlX, RN r—VD7 40—V MR+
R—hENTWET, ZOKRERIZ, &3y 7r—VOBEMOEIERE (KGV) ZfH LT,
A VA N=VRIREIR Ry =V DEIEM AR T D DICENLHE T, £ A =L I3
THOY 7 v = TiE, Ny r—URNERMTHDLNE D D EHrd 572 0IZKGV & g
EhET,

¢ [KGVTF—#72 L (NoKGVdata) |: Xoor—T D7 4 A=V v FBRKGV T/ 72, Crosswork
Cloud TrustInsights (XY 7 NV = 7 /Ny 7 —U % KGV & TX £H A, Crosswork Cloud Trust Insights
Iy =R LEE A,

ATy TS [Ny r—UD5ee (Package Integrity) 15DV 227U v o458, TARALAEDY T NI =2T 77
ANERN Y —=VICET D BINERA R R SIVET,
Crosswork Cloud Trust Insights Tli&, KOFEMIGEHREZGTeY 7 U =T OEEMED S RERR S NET,

o [Ny —TDBELIHT (Package Signature Analysis) | : /Sy 7 — T DOEL THRIHSNZEFICEET S
FEAIN R EUE T, Crosswork Cloud Trust Insights X1 > A b — /L Sl r—T %5 L, v
TV DELPMMEETCELINE I D ERTHEMEZRRLET, IROT 4 — L RiF Ry r—VB4D
EHERL, WTIONy Va2 BN—F L2WGEAIT T SICRIETE 7,

o [BEENIOEIE 72 ED 7~ v 2 = (Known Good Values Hash) ]: 3 A 2 TR SV/ZME, £ 7213 LLRIIC
Crosswork Cloud Trust Insights CH& & X 4172,

[Nyl —T A A RM—L Ny o (PackageInstallHash) |: /Xw 77— RA VA h—/L S LT
T OfH,

[Ny lr— T H A LNy o (Package Runtime Hash) |: T 2 ¥ A ARFD/S v r— T DI,

[7 7 A NVELHT (File Signature Analysis) ] : 7 7 A /VEL TR S EEICET 53R RR S
NET, F—EEEFOLET 7 A ML, A—ZBCBET 258 & L bIcRRSINET, 77 A VICA—EK
DIRWEGAE, TOT77AMIT A MNIFEREINERA, FICFEREINDI NNy Va2 mFR LT, A
DRAELTGT MR TEET, ZOT A A LEOR—ET 7 A LD Y A M ETIERL FRTHIT0E,
[R—%~7 7 4 /v (Mismatched Files) | ¥ 7% 27 U v 7 LET (T A ARy —VDO—HLRNWT 7
ANDFR (19 =) Z5H) |
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| #vro9—v0E=%

FRA 2R r—oo—BLELT 71 L0ER ||

TFTINARANYT—D—HBLEWIT 74 ILORTK

ATvT1

ATy T2
ATvT3
ATy T4

Crosswork Cloud Trust Insights Z 9% & | $FEDT A AD—F LRy Fr—U T 7 A )L
DY AR FTIERLSFRTEET, A—BT7 7 AL, BEHOBEIERE (KGV) &7 /3A 2T
BEEELTWA LD EDED Y 7 N7 =27 DR —FHZE R LET,

AA T4 RUT, [T A ALY A b (Trustlnsights) |>[F =4 (Monitor) ]>[7 /31 A (Devices) ]
DIEIZZ Vv o LET,

Crosswork Cloud Trust Insights TiX, LARNZIBIMEINTZT SA ADY A MMRFREINET, T34 A &80
THIE, 7L ADBEI (173 =) 2B L TLIZE,

R=BT 7 ANERRT DT A ADLAFIZ 2 Y v 7 LET,

T 7N ETIHE, [N TF A KA A b (Trust Insights) | % 723 & £,

(77 v b7 4—2 (Platform) | # 7T, 77 7D TFICERRIND [FA—ET7 71/ (Mismatched Files) ]
Vw7 LET,

Crosswork Cloud Trust Insights TiX, Z D7 A A THRHEINTEA BT 7 ANADB TR T-ERREINET,

[R—3 AT —% A (Mismatch Status) ]%1iZ1%. Crosswork Cloud Trust Insights 237K DTN DEZ FKR L
i —a‘o

[ A 2L (Runtime) |:KGVIENT v H A LHOT7 7 A NDEE —ELEH A,

[T 4 A7 I (OnDisk) ]: KGVHIX, BfET 4 AZIZHDLT 7 AN AT YDy a2l —HLE
A,

[ T4 A7 EBLOT H A A (OnDisk &Runtime) | : KGVAEIL, T % A ARED 7 7 A L OfEE LY
N r—DA VA M= LIEOE L 1T —F L E WA,

« ["B4 (Unknown) ] : Crosswork Cloud Trust Insights |3 KGV [E% ffE T £ A,

ATw TS [R—FHAT—H% A (Mismatch Status) ] 5| T, AT —X Az Vv 7 LET,

a) [JEEE (History) | #7 %27 Vv 35L, 77 ANVDOFEMPERINET, FIZEREND Ny a
ERER LT, R8N RE LG22 TR TE £,

b) [R—EDOZDMOEFT (Seen Elsewhere) | #7427 U w7 35L, ZOR—HT77ANEHDLT A
AZADY X MPRFIRSINET,
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B o220z

74 ILE
Y

2y kT7—v0E=4 |

FEDRT

GE)  R®D CiscolOSXR N— g U EFITLTNDET A AR R — I THET,

*7.4.1
* 742
*752

CiscoIOSXRTFNAA ZADEEDH LT VT A BT 4 XM EALEZET=ZTH2DIT, BED
TNAADRRAZLT7 7 AND IV A MR TEET, —IZ, TPHLRY) 77000, —
M7 IOSXR 7 7 A B RIBIZEML U727 7 A vid, A7 7 AV E LTT T 7R
bNET, wicHlZRLET,

cBEHID KGV 7 7 A NV E—FH L2\ T 7 AL,
ABTF—EARERINTNAED, SHASUm BFECEED 7 7 1 /L,
cHEHND Ny L 2B FFON, T ANLETITRANKGY & —F LN T 7 A )L,

AT TN AL T4 RUT, [T ALY A b (Trustlnsights) ]>[F=4 (Monitor) ]>[7 /34 A (Devices) ]
DIEIZZ Vw7 LET,

Crosswork Cloud Trust Insights Tli&, PARNZEBIMSNIZT NA AD Y A MPNFRINET, T35 AZBM
T2, T 20BN (173 X—=) 2L TIEE0,

ATVT2 FKARTZ 7 ANERTT DT A ADLAFTE 7Y v 7 LET,
ATV T3 T74V T, [FTA ML YA K (Trust Insights) |1 % 7038 & £,

AT T4 [Ty h7x—2 (Platform) | ¥ 7T, 777D FIZEREIND [RBH727 74 /L (Unknown Files) | %
7w LET,

Crosswork Cloud Trust Insights (X, & DT /A A THRHSNTZTXRTORRALRT 7 A VOFEME —ERRL

=7,

TINA ADBEBED KRR

Crosswork Cloud Trust Insights TlZ, 7 /3 A&7 v 77 L— R$5 2 & TEINTE SR
TORFMEFRTEET,
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| *vbro—v0E=%
Friq zouenzs [l

AT TN A4 T4 RUT, [FF7 AL YA b (Trustlnsights) ]1>[F =4 (Monitor) ]>[7 /34 A (Devices) ]
DNz 7 Vw7 LET,

ATV T2 BEAERT LT A ADLRTE ) v 7 LET,
AT T3 [KEARE (Capabilities) 1 # 7% 27 U v 27 LET,
TN AN FT O Crosswork Cloud Trust Insights TIZRD A v — Y NFRINET,
BUHEDT A ABERRITHRAT T
TN ARFH TRV, [T 77 L— F% (After Upgrade) | R ¥ U INERINET,
Crosswork Cloud Trust Insights Cl&, BERED U A b & IR L7727 A A TR CE 2V ERE, AR
WRE, 72T 4 TIeBERE. A A P A STV OREE R T R — RN S NLE T

ATV T8 [T 77— K% (AfterUpgrade) 1227 Vv 7 3T5E, TNAADT v 77 L— RZBICHHTE %800
HREDNER RINET,
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=13 =
LR —T A RADE=_A

s AU H—T A ANT T 4 v DFMOER (83 =)

AB—T ARSI T4 I DEHDOERTR

TNA A%&BINT % &, Crosswork Cloud Traffic Analysis (X1 > % — 7 = A AZBIT D 1EH % UL
LLET, AVX—T oA RIETDHNT 7 4 v 7 O RRTEET,

ARTFYTN A4 T4 RUT, [V T 74 v 7550 (Traffic Analysis) 1>[€ =% (Monitor) |>[Af % —7 = A A
(Interfaces) JDNEIZZ U v 7 LET,
ATvT2

N7 4w I DEMERRTAA L Z—T oA 2% 7V 7 LET,

Crosswork Cloud Traffic Analysis TlX, 31§ (RX) B OWEE

(TX) DT 7 4 v I ERNERENET,

Cisco Crosswork Cloud 1—H'—# 1 K .
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s 1V o

Crosswork Cloud D& E

e LT 4w I ADHRE (87 ~—)

* ASN OFRE (91 ~—)

s BT OBRE (93 X—)

e AR U —DF%E (101 ~—2)
T RIRA » FOFRE (109 ~X—)

« THNA ADFEE (173 X—)

* Crosswork Data Gateways DF%E (193 ~X—1)
« ELDBESE~D NetFlow ~T 7 4 v 7 DG
LT UVXIILDORE (203 X—)

e TNRA AT N—TDOERE (205 2—)
cSEHIDEIER 7 7 A VORE (207 ~=X—)
s LAR—FORE (211 X—)

]
g
=
z
=
=
.
(-

(201 ~2—73)






.14

TJLI7A VI ADETE

« VT 4w ADBI (87 N—Y)

s VLT 4w ADREB IOV U R (88 X—)
« TV T v 7 ADOHIRRE X UEEERR (88 ~X—)
« VT 4w AR O— KR (89 X—3)

TJL 74w XMDEM

AT TN AT 4 RUT, MV —T 1« > 74387 (External Routing Analytics) ]>[i%/ & (Configure) 1>[7 L

ATFwT2
ATvT3

RTv74

ATy T5

ATvT6

7 4 v 7 A (Prefixes) |DNAIZZ Vw7 LET,
[TV T 1w 7 A~DX$k (Subscribe to Prefixes) | %27 U > 27 LET,
KONWTINDDL T 57U v LET,

«[FF) Manual) ]: BT EHTLT7 4 v 7 ADIPT RLAZANLET, BEOS LT 4 v 7 2%B
ME 5120, FNEThOT L7 4w 7 AOMIICh Yy~ () ZANDLET, BEV/NEWT VLT 497
A AZITIBINTCE TR A, 72 x0T, 1.1.003 2507 V7 4 v 7 ATEBIMTEXEH A,

* [ASN/V > 7 7 7 (ASNLookup) |: BE#EfHITOENTZT VT 4 v 7 AEMRBETHASNE AN LET,

« [CSVD EEX (CSVOverwrite) ]: V7 4 v 7 AMEREGICCSV 77 A NVET v 7 u—RKLET,

FEANZOWTIE, R 7 AL DT v r— K (251 =) #ERL T EEN,

[v==7/V (Manual) ] ¥£721X[ASN/L > 27 7 7 (ASNLookup) ]ZBR L7cHEId, LERERE AT
L7z, [IR~ (Next) 1227 Vv 7 LET,

ANZARY =2 Bk L2541, [RY >— (Policy) | Fay 7 X7 VA NNLT LT 4w 7 AR
fFFHRY —%FRLET, MOV TIE, Crosswork Cloud Network InsightsAs U > — @801 (101 ~2—
V) AZRLTIEIN,

G¥) TV 747 AT 1O ORY —IZOREEMTLZ ENTEET,

L) [¥# 7 (Tags) 1| 74—V RICEWROHHTHXFANEATILET,

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud D% |
B .o vrromessvuromr

GE) BEOT VT 47 A% AT LT254E . Crosswork Cloud Network Insights [ZF5E L72AR U o — &
AT T _XRCOTVT7 47 AZ#EHALET,

ATy TT1 BENEEMHER L, FME (Submit) 1227V v 7 LCEEZBWHLET,

TLIA4 VI RDRMES LV VU K

BTVLT 47 AEEMN T b Z T2 BMEITHIRT S T, LT 4 v 7 ARE
TEET, RV =0TV 7 4 v 7 AEHIRTHIEHTEET,

ATYT1 AT 4 RUT, [FMENV—T 1 > 274387 (External Routing Analytics) ]>[E =% (Monitor) ]>[7 L
7 4 w7 A (Prefixes) |DNAIZZ Vw7 LET,

RAT9T2 WETDHIOUEDOT VLT 4 vV ADRIZH DT =y 7Ry 7 R4 L, [tk (Bdit) 127 U vo L
S5 8

G¥) WET DT VT 4 v 7 AEHEHERIN L7254, Crosswork Cloud Network Insights (885 L 72 97X
TOF VT 4y 7 AIEFEZWEH L ET,

AT T3 BEREANFZEAT 21C1E, 45 (Submit) 127 Y v 7 LET,

ATV T84 RV —0n0T V7 47 A%FIRTHI2E, 12U EOT VT 4 vV ADRICH LT = v IRy 7 A%k
Az, [V v 7k (Unlink) 1227V v27 LET,

ARTYTS TV 7407 ADY 7 2R+ 52 LM L, [V 7R (Unlink) 1227V v27 LET,

GE) TVT 4P ADY I RREAT O YA, TDT L7 4 v 7 A1E Crosswork Cloud Network Insights
DFVT 4y 7 ZADY A MIFEY, TEDTEETH, T=4—TD5I LT TEEHA,
L. VT 4 v 7 AORESRIRZIT 9 Z & T, Crosswork Cloud Network Insights 725 7 L7 ¢ v
JAEHIRTHZELTEET, FMICONTL, TV 7 1 v 7 AOHIBRE L OEERER (88
N=2) ZZRLTLIEIN,

TL 7499 ADEIKFRES L UEERERR

VLT 4w ARHIBRT AR, BEOHEREZT I AR—F L TRFETDZ L E2HEEL 4,
Wl 774 v0Z 7 0ra—F 252 —2) 28R LTLIEEN,

TVT 4T ADY IR EITH ZENTEET, ZHIZEY, TV T4 v 7 ADY R RT
TV T4 P APRFFSNET N, TV 74 v 7V AZF=FERITRETHZ LT TEEE
oo FT2IE, TV T 4 v I ADBGEMREITS> T, TV 7 4 v 7 AZHIRTHIEHTEE
T, WOFIETIZ, V7 4 v 7 AOBGREMRERT 5 7B O W TR L £,
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| Crosswork Cloud D% E

FL 71 vo zEmo—swsng [

AT A4 T 40> RUT, FMEA—T 1> 7538 (External Routing Analytics) ]> [#%5% (Configuration) ]>[7
V7 4 w7 A (Prefixes) |DNEIZZ U v 7 LET,

AT9 T2 HIBRT27V 7 4 v 7 ADMICH DT = 7Ry 7 AeAd 0z L, [BEf#ERR (Unsubscribe) 1227 U v 7
LET,

ATV T3 WERLA TRy 7 AT, EEfERR (Unsubscribe) 127 U v 7 LET,

TL T4 v RBHO—FRI 7SN

—HEEIR T LT 4 7 AREREIL, V7 ENERY VBRI Lo TR A —ENE TS LT
JADT T — L@ E I L4, e xE Ry hU—=T DA T R EEFIC
T I —LEMEZE LRV ERLWGAETT, BERERL, BT LT v I RERY v —
WV 7 FT50TIERLS, V7 4y 7 A% —ERMH [—KeFEilk] TEET,

—FHEILT LT ¢y 7 AREEZ AN T 25 A 13 ROBEICERE LTI ZEW,
cBERSNIT VT 4 v 7 AR K90 HF—RHEIETE £,

«BRET AR o —TEMPFEA LT2HE . Crosswork Cloud Network Insights i3 — B2 1E X 41
VT 4y 7 ADT T — LA EFE L ERE A,

T I—AI[T VT 47 (Active) | 7T —Lb_R—VICFRENETA, 2L, TI—24
O [JEFE (History) ] X—IIZIFB| & RRINET,

« DN T2 S5 & Crosswork Cloud Network Insights (52 U 7 L7 7 — L@ A
ke LET,

T T—LIFE, VT 4 v I AR—RHEILSNDENCT 7T 4 7Tl
s TV T 4y I AP—RHEILRIZT T — LR VT SNE LT,

N

(GE)  Crosswork Cloud Network Insights [Z, 'L 7 ¢ v 7 ANFHEHT 5 %
T, ZTRUBEOT 7 —L@maitE LET A,

TV T 4y 7 ADFHERE

< IS ST T F—DBHMR T V7 4 v 7 ZAREAT L7 U 7 S SE.
Crosswork Cloud Network Insights (X% D7 7 — A@H % X5 LEH A,

« LRNCHSI ENT=T 7T 4 77T F—AWHMNELET 77 4 TIRETH D546
Crosswork Cloud Network Insights (X% D7 7 — A& X E L ET,
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Crosswork Cloud % E |
B 7.7 oo zaao—sunms

AT9T1 AL U4 RUT, [WMBIL—T 1« > T 54 (External Routing Analytics) ] > [ (Configure) ]>[R
1) >— (Policies) >[4 U > —4 (Policy-name) (DNEIZZ U v 7 LThbH, [FV7 4 27 A (Prefixes) |
27 %7V LET,

RATv T2 —BGRMEEILTS 12U EOT LT 4 v 7 ADRRICH DT = IRy 7 A A LET,

ATY T3 [TV7 47 AD—WE Ik (Pause Prefix) 227 Vv 27 LET,

ATy T4 [—FEEZ IR (Pause Duration) | ey 7 XU U A RD, ZOT VT 4 v 7 ADT 77— L@ &1k
T HEEMEME (LEM. 1 v H. 208, FH2E3 5 H) 2@RLET,

ATy TS [—~WfElE (Pause) |27 Vw7 LET, V7497 ADARAT—H AZ1E, [—FEIE (Paused) 1 &7 L
T4 I ABRFRINDZA IV ITRERRINET, VT4 v 7 AD—WHEILZ ¥ v AT 51T,
TV T4 T ADKEICHDF 2w IRy 7 A% AL, [TV 7 4 v 7 ADFHB (Resume Prefix) | %
70w 7 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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i

ASN D& TE
« ST % ASN #3819 % (91 =—2)

BLfR9 5 ASN ZiEMT 5

RTYT1 AL T 4 RUT, PNFV—T ¢ > 7547 (External Routing Analytics) ]> [#%/E (Configure) ]>[ASN
(ASNs) |DIEIZZ Vv 7 LET,

ATw T2 [ASNOE=4%— (Monitor ASNs) | R¥ %27 Vw7 LET,

AT 973 [ASN (ASNs) ] 7 4 —/L FIZ, ASNZ AN LT, EHD ASN ZBIT 512i1%, % ASN Oz >~
() #AHLET,

ATy T4 [k~ (Next) | %27 U w27 LET,

AT9 TS LRNCARY —Z{Ek LA, [RY > — (Policy) | Ry 7 &# 72U A Mpd ASN IZBIEfF I 5 A
Uy —Z@IRLET, oV TE, B —0FE (101 ~—) 2ZRL T EZE,

G¥) ASNIZ 1 D DRY I —CORPENNIT B ENTEET,

ATvFT6 (L) [#7 (Tags) 1 74—V RIZEBEKOSHLTFA NE AT LET,

G¥) #ED ASN 2 A ) L7236 1%, Crosswork Cloud Network Insights |Zf5E L72 AR Y >—& % 7%
FRTO ASN I L £,

ATy Tl BEENEEMR L. IR1F (Save) 127V v 7 LTERLBTLET,
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i

E7 DEEE

s BT DA R—F (93 3—2)
BT OEM (94 X—)

T OFEMOER (94 RX—)
s BT TN ADRE (97 =)
v OfftkE (98 X—)

E7 O (99 X—)

« 7 OHIER (100 ~—7)

E7DA KR—k

ATy T

ATy T2
ATvT3

ATvT4

Kk T BGPmon DEEFED B T HERR N BN 72> TV AEASIE. BGPmon 6 ET A AR — |
TEET,

AA LT 4 RUT, IMBNV—T 1 > 75387 (External Routing Analytics) |>[fXE (Configure) [>[E7
(Peers) |DJEIZZ V v 7 LET,

[Peermon® A > 7R"— bk (Peermon Import) | %27 U v 7 LET,

Peermon 7 — 7 /WZK BT IZBEMT SNTZE T A—AT KL ABZ AL, [ER (Request) |27V v/
LET,

Crosswork Cloud Network Insights (3, AJJL727 L AIZHEGRA — V2 EE L ET,

B A—NVOEKBY 7 %7 ) v 735 &, BGPmon 5 Crosswork Cloud Network Insights (2 & 7 #2054
YAR—hENET,

7V 7 F DN A — /L OBIRNSEIN TG G, [ AR — hOFEH) (Restart Import) [ %227 U > 7
THIET, ERA NV EHEEFETEET,

ARV 7% 27V v 7325 L Crosswork Cloud Network Insights | "7 % BGPmon 7> bzt L, B 7 {E#H%Z
EHICAYR= P LRI A v E—V2FRLET, A R —FSNEETH[ET (Peers) | A ==2—IT
TRINET,
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Crosswork Cloud D% |
B croem

o
E7 DEM
Z X, Crosswork Cloud (2 B 7 Z BN 2 BEDOEADFINE T,

ATV TN A0 4 RUT, [AMEA—T 4> 75387 (External Routing Analytics) ]> [f%7E (Configure) ]>[E 7
(Peers) | DIEIZZ Vv 7 LET,

ATv T2 [ET7DEM (AddPeer) 127V v 7 LET,
ATV T3 ROFRIRT 74—V RIZANLET,

J4—ILK Bl

IP ETDOIPT FLA,

4 i (Name) v O—EO4RL, BT OETonThn e
H—H L TiER0 E£HA,

ASN E7 @35 ASN,

TTPHETATAR (City) BT BLE LTS i KETA,

(Country) BT MIE LTV B E,

BAESEDFEF A —/L (Contact Email) ET OEKEE S A —LT FLA,

B (Description) BT DR,

AU — (Policy) ETICBEEMIT AR Y —EIEIR L E T,

47 (Tags) (LR ETICHEMAT2E®ROH LT XA ME AT
L%,

ATy T4 [IR7F (Save) |27 U v 27 LET,

ATYTE Y AIADN— b L ASN OFEIZ B L ET, SMc oV TIiE, ET7 OREIOFRT (94 2—) %
ZL TS,

ATYT6 ETT A RAZRELET, MOV TIE, BT TS ZAORE 97 3—) 22 LT IEEN,

o] R Y —
E7 DEFEMDERT
FREOETIZHET AMEREZ R TR TEET, £, BT TS AOREIIHLERAIOD

M= P —NRBIUVASNFEREEET L2 EHTEET (ET7 T3 ZOFRE (97 3—)
M)

. Cisco Crosswork Cloud 1—H—#H A1 F



| Crosswork Cloud D% E
erosmors ]

ATYT1 AL 0 RUT, [AMEA—T 4> 75387 (External Routing Analytics) ]> [f%7E (Configure) ]>[E7T
(Peers) | DIEIZZ U w7 LET,
AT9 T2 BEOETICET25EMAEFRT DI, TOETDOIPT KL A%27 U v 7 LEJ, Crosswork Cloud
Network Insights TiZ, ROFXITRT LI, ETICHET MBI NET,
(6=3)) ZOR=UNS, METHIREZ L ET ) v LT, TOETEET OE, BT 0®EHL, F
TIFET OHIBRT 22 b TEET,

®21:BE

J4—ILE Bzl

U7 &R Y > — (Linked Policy) TV 4y 7 AEEMST bR Y v—,

BT S U7zt (Stats Updated) T8 7 A 03 Al ] BT & A 7= g,

[HeST/ Fe w7 &Nk v a3 (Sessions Jo— h—=ovT LAHFOET O D BGP & v
Established/Dropped) ] A UIHEST/ R ey & T2 R,

%DV &> K~ (Last Reset) | vy a rREBIZY Y NI E,
KEOU By FOHEB BGP v a Uty hIhicBh,

BBOT 7T 4777 7 —25 (Last Active Alarm) ETICB AT SN RGO T VT 4 TIRT T —
Ly TI—L%EB7 V7T 5L, FMBERRINE
T MEDT VT A TRT T—LDY A NERRT
HITiE, [TXTER (ViewAll) (227 Vv LE

—3‘0
[ZDET (This Peer) ] ETICET O HRARRINET,
BGPt v > 3 > (BGP Session) BHIEOBGP v a v OIEREF < LET,

[/L— b — 3L ASN (Route Server and ASN) ] WESL STz, T LEHE L TWSBGPE v
VarnETIZHDHN— =D T L— I
THEHR, ZOFRIT, T T AL RAERET DT
DIZHETT, MOV, BT 731 20K
E (97 =) 2ZRL TSN,

Number of Prefixes 7 T ANONDLE T VT 4 v T AW E R
RTHTHEHBOZA LT A

Cisco Crosswork Cloud 1—H'—# 1 K .



B crosaozs

®2:75—4L

Crosswork Cloud D% |

T4—ILF

BLl]

7 I —LDOWEE (Alarm state)

WDOT T —LDREDONTNE T ) v 7 LET,

«[7 277 47 (Active) ]: Crosswork Cloud
Network Insights Ti&, #EEIAIC Y — h 7
TRXCOT I T4 TRT T —ADY A NBRER
SNET,

o [FEaBE A (Acknowledged) ] : Crosswork Cloud
Network Insights Ti&, #ENAN.TY — &7
FTRCOMGBHE AT 7—LD U A RBEREN
i‘g—c

#Fr (View)

R (View) 1227V v 95L, 77 —HIZET
LRI ERSNET,

JL—/L (Rule)

EHN LT Lb—1,

YEIT 4 (EKE)  (Severity)

RESNTZT 7—2DIETT 4 (ERE) L
JVg

77T 4 74t (Activated)

T T — L DR,

% 23:[BGPE %t (BGP Updates) |

J4—ILF

BLL]

HANT L— A

[Z A L7 L —2A (Timeframe) | Fu v 727 U X R bAEZ IR
LT, A L7 L—LEHEELET,

T RANZA XA MERVIEL

BA DT L — LR ENTET RRZALZA L FEROELOS
He @

TVT7 4 w7 A (Prefix)

BGP B DZIETIC/R > TS T LT 4 w7 AP T KL A,

%{5ICASN  (Origin ASN)

RIFTLTH D Z & DR I 172 ASN,

AS /XA (AS Path)

ASIV—T 4 U T IRA,

23 == 4 (Communities)

AIa=T 4 ONAEE GEYT IS

®Hro & A 7 (Update Type)

BGP DX A 7,

BAHZEE H (Last Modified)

A=l BGP g H I,

. Cisco Crosswork Cloud 1—H—#H A1 F
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| Crosswork Cloud

E7 T/ ADKTE

e7 71 20Ez |

WOT T — AL T, 7T AR Z#ET £,

Cisco 10S XE

router bgp <asn>
bgp router-id <router-id>
bgp log-neighbor-changes
no bgp default ipvé4-unicast
neighbor <route-server-ipv4> remote-as 65179
neighbor <route-server-ipv4> description Cisco CrossWork Route Server IPv4
neighbor <route-server-ipv4> ebgp-multihop 255
neighbor <route-server-ipv4> update-source <src-interface>
|
neighbor <route-server-ipvé6> remote-as 65179
neighbor <route-server-ipvé6> description Cisco CrossWork Route Server IPv6
neighbor <route-server-ipvé6> ebgp-multihop 255
neighbor <route-server-ipvé6> update-source <src-interface>
|
address-family ipv4
neighbor 172.31.20.53 activate
neighbor 172.31.20.53 send-community both
neighbor 172.31.20.53 filter-list 2 in
neighbor 172.31.20.53 filter-list 1 out
exit-address-family
|
address-family ipv6
neighbor 172.31.20.53 activate
neighbor 172.31.20.53 send-community both
neighbor 172.31.20.53 filter-list 2 in
neighbor 172.31.20.53 filter-list 1 out
exit-address-family
|
ip as-path access-list 1 permit .*
ip as-path access-list 2 deny .*

- >
— —

e<asn> (X, *v N7 —2 D BGP AS 5T,
- <router-id> |, *» k7 —2® BPG/L—# ID TT,

o <grc-interface> (X, %Y U —Z DO BGP EHETA v X —T =4 AT,

KD IPVA/IPv6 [EHIT. Ul ZFH L TCETRABMENT-ZICAER SN ET, 3ico
WTIE, E7OEM (94 2—) BILOETOHMOFR (94 2—) 5B LT
<TEEV,

. <route-server-ipvd> [, A a®/— b — D IPv4 T KL AT,

s <route-server-ipve> %, v Aa®/— FH— D Pv6 7 KL AT,

Cisco Crosswork Cloud 1—H'—# 1 K .



B cross

E7 DimE

Crosswork Cloud 0

Cisco 10S XR

router bgp <asn>
address-family ipv4 unicast

|

address-family ipv6 unicast

|

neighbor <route-server-ipv4>
remote-as 65179

bgp router-id <router-id>
ebgp-multihop 255

description Cisco CrossWork Route Server IPv4
update-source <src-interface>
address-family ipv4 unicast
route-policy DROP in
route-policy PASS out

|

!

neighbor <route-server-ipvé>
remote-as 65179

ebgp-multihop 255

description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out

|
route-policy PASS

pass
end-policy

|
route-policy DROP

drop

end-policy
|

- -
— —

e<asn> (L. *v NV —27 ® BGP AS &F = T1,
. <router-id> (L. *v NV —27 ® BPG/L—# ID T,

o <grc-interface> X, *y FU—2Z DO BGP EEA v X —T =2 A AT,

&R D IPVA/IPYV6 1HERIT. UL 2 L TE T NBIMEN-BICAER SN E T, FFEHICD
WTIE, BT OB (94 2—) BXORETOFEMOFET (94 2—) 2HHB LT
<TZEV,

« <route-server-ipv4> (X, v Aad/— hHh— D IPv4 T KL ATT,

« <route-server-ipvé> |X, A I D/N— h P — D IPv6 7 KL AT,

DIRNCEBMERIZA v AR— M LT ARETEE T,

. Cisco Crosswork Cloud 11— —H 1 K
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| Crosswork Cloud D% E

ATv T

ATy T2

ATvT3
ATy T4

ATy TH

o |

AA D4 KT, [PMNH—T 75381 (External Routing Analytics) 1> [XE (Configure) ]>[E7T
(Peers) | DIEIZZ U w7 LET,
1ODOET ZffETHI2E, 7O 7T FLAZ22 ) v 7 LThb, [#E (EdiY) 1227V v7 LET,

BT ZfRET 256, ©7 04R1, fiIKETH, EH, @i, 5, R o— ¥ 7E2ERTEET,
T4 =V REEEL, [fR1F (Save) 1227 V27 LET,

VT ION—TEER L CRICELEZEAT 5I121E, METLIEETORICIOGLT v I Ry 7 A4 0T
LT, [fmtE (Bdit) 1227V >y2 LET,

BEOET 2 mETHHE. ETICEHV Y TONTWARY S — 2 VE2EHE L, T _XTOETEIET
T4 TACETXT VT 4 Tk TEE T,

T4 =V ROWTNEERE L, [#F (Submit) |27 Vv 27 LET,

E7 DEME

ATy I

ATy T2
ATvT3

ATv74

T BT 5 L, Crosswork Cloud Network Insights {3 &7 2 & O #UNEE & —FFAYIC 45 1E
L. Crosswork Cloud Network Insights D /L — h#—/X— L &7 )L —Z D BGP & v v 3 & #&
T L%, Crosswork Cloud Network Insights I%, E 7 kAT — & X— R RFFLETN, E
T OMEHE#R BGP vy a v AT —H A P4 L IPV6 T L7 4 v 7 AT L) ITEHE L
£

BTCETEAMMILT, T2 NELHATEET,

F721E, 7 ZHIER L T, Crosswork Cloud Network Insights 2»HHIfr3 25 Z & T&E9, ¥
TERHEIRLEBRIE, 207X EEETEERA, ET OB (100—) #3RLTLE
é b\o

AA LT 4 RUT, IMBNV—T 4 > 74387 (External Routing Analytics) ]> [iXE (Configure) ]>[E7T
(Peers) |DJEICZ V v 7 LET,

T 7T 4 TNICTHETDIPT KL A&7 U v 7 LET,

[#%) (Disable) 1% 7 U v 27 LET,

ET PN EN L ERT Ay = URRIRSNET,

NI TWDETEAENCT D ENTEET, ET7ZHOAEICTT H L. Crosswork Cloud Network
Insights |ZPR1F SN BT A L. ©7/0—# & Crosswork Cloud Network Insights 0 /L— k" —/3—
FITBGPE TV vy a BEMINET, ET72AMI LIk, E7 OFFMR— ITHEHER? £
RENDETITHKR 30 D0 omE808 00 £7,

V7 OTF— X INEEZFHBT HIZE, [F%) (Enable) 1227 Vv 27 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud D% |

B croun

ETBNENI /o T T EEIRT A v — U0 Z L, Crosswork Cloud Network Insights (X £ 7 D7 — # I[Y
LEBHLET,

o s’
E 7 DHEIER
VT EHIRT S &L TRTOE T T — 3 Crosswork Cloud Network Insights 7> 5 Hll R S AU E 7,
Crosswork Cloud Network Insights (X, & D/L— k#—/3—225 BGP &7 #iakZ HIFR L. Crosswork
Cloud Network Insights & 7 /L— X O BGP v a v &K T LET,
ETICEEM T HNTeT R TOE T F—23ME#E S, BETEEEA, HIRSNZET 2 /H
TIT 47T HZEIFTEERA,

Tk, ETEESGICT AL TEET, ZOHE, Crosswork Cloud Network Insights 73
T 0D OIFHRINEZ —FRIIFIE L ET, BT 0 (99 ~—) 2ZRL TSV,

ATV TN AL 00 ROUT, IMEV—T 1> 7547 (External Routing Analytics) 1> [f% & (Configure) ]>[E 7T
(Peers) JDJEIZZ V v 7 LET,

AT9 T2 HIRTH2ETORICHETF v IRy 7 ZAed 2T 50, IPT KL A% 27U v 7 L, [HIEE (Remove) ]
27 Vw7 LET,

AT9 73 [HIEE Remove) |27 Y v 7§52 LT, BT OHIRMNHEELET,
v T &2 OLIRNZINEE S 3727 — % 3 Crosswork Cloud Network Insights 72> 5 HIER S v E 5,
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s 11 =

R O—DEHRTE

« WY —ofE (101 ~—)
» Crosswork Cloud Network Insights 8 U & — (101 ~X—73")
» Crosswork Cloud Traffic Analysis /R U >— (106 ~—3)

o ~
w)—DOREE

RY =T I7—0iF, THILRVEMEZEET 208 TEET, ZHUT, BXONLORE
A, BEOHDN—T AT ITAET 4, BEORy NV IHROMEELFET S
DIZESNEHET, RV o—%HTHZ LT, xy NU—278E Ob—T 4 7 OIEHME, #
HAERE) R —TxFET, N —%2{ERTHI21F, LEWVEERZEEL T—#EDO/L—/L
FEFLET, V—AERNIEAEL., LEVEEZBX %A, Crosswork Cloud (X235 D im 4N
T RKRA L MZOWTICIEETE DT 7—LIZOWTET 7T 4 71 LET,

AT 4 RUT, IROWT DD Crosswork Cloud 77 r— g ZBEHL T, R o—
FERG, BE, £EERLET,

» Crosswork Cloud Traffic Analysis— - [%E (Configure) ]>[HR U — (Policies) ]

« Crosswork Cloud Network Insights— E& > [i% & (Configure) >[4V >*— (Policies) ]

Crosswork Cloud Network Insights 7R ') & —

Crosswork Cloud Network Insights7< ') & —® B0
A

CE)  BAIcdkoTiE, HILORY =BT 20T, BEORY o—2@R-L, bFhi
EREEMRATANE D DR RR L bH Y £, FMITOWTIE, Crosswork Cloud Network Insights
R —0EH (104 <—2) 2ZRL TSN,
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Crosswork Cloud D% |
. Crosswork Cloud Network Insights7R ') & — @& 10

RTYT1 AL T4 RUT, >[§§HE (Configure) 1>[A Y > — (Policies) |DNEIZZ UV v 7 LET,
ATw 72  [HAVU—%BM (AddPolicy) 127V v 7 LET,
RTYT3 ROWTNNORY) =B AT %7V v LET, TT—L4A47 (346 —)

* [ASNZR U >»— (ASN Policy) ]

s [FVT 4 w7 AR Y — (Prefix Policy) ]

« [T AR Y v— (Peer Policy) ]

RATv T4  [400 (Name) | 7 4 —/V RTHRI > —4E AT LET,

ATV FTE RV —NONL—VTERK LT & 2B EZZET 2T RARA v &R 5121E, [Zv RARA
» F®iEM (Add Endpoint) 1 %27 UV v 27 LET,

RAT9T6 TLT7 47 ARD U—OEREZRIRUSGE1E, [HESNDHAS/SATT 1% (Expected AS Path Editor) ]
v/ var T ROT7 4=V RICEEZATILET,

s [ 7CASN (Origin ASNs) 1: V7 4 v 7 ANT RAX AL XENDH/L— hThHD ASN FE 7t.
o [7 v A KU —LASN (Upstream ASNs) ] : 1 75 > 7°HiiD ASN,

« [RE (Configure) 1%27 YV v 27 LT, A&7 AS XNAD/RE—2 % NS LET, Crosswork Cloud
Network Insights |£, f5& SN2 ASNDNF—2 (BESIND ASEZOY—r U ADIER) &, 7
RANRE A XENTZT VT 47 AD AS RAZL L, —HL2WGAICHRELET,

ATy FT1 b= Rules) |7 a T, Pb—/DEM (AddRule) 1227V vy 7 L, R —IZ@HA+T5 1o
UEDOLV—NERIRLET, 77 —20FMICONTIE, 77 —2008 23—) 220 L T
S,
a) (L7497 ARY —DLEDH) FED CrossworkCloud 7 227V 72 3 Tk, [TXTO
7 (AllPeers) [ & [¥A ET (MyPeers) | D2 0D VT 4T AR — —)L T3 %
ERCEEY, V7 A2 VT a T I o0F T aroEr 27138—) [wA4 T (MyPeers) |
= WX E T D25 D BGP HTOZMIGEWNETA, [TXTOET (All Peers) [ 1IE 7B LR m—
FILET GO BGP EHIICHEVE T, BT OB (94 ~—2)

FLT 4w AR —ZEDHTXTON— L EF AL, IR1E (Save) 1227 U v 7 LET,
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| Crosswork Cloud D% E

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12
ATv7T13

Crosswork Cloud Network Insights7R ') > — @3B0 .

R2: T4 99 RKRYS—IL—IL: [TRXTOET (AllPeers) ]EXU[XA ET (MyPeers) ]

Add Policy Prefix Rules

Select rules to activate for this policy

All Peers My Peers

[] AS Origin Violation ["] AS Origin Violation - My Peers

[] AS Path Length Violation [ | AS Path Length Violation - My Peers
| New AS Path Edge || Parent Aggregate Change - My Peers

[ | Prefix Advertisement [ | Prefix Withdrawal - My Peers
[] Prefix Withdrawal [ | Upstream AS Change - My Peers

[ | Parent Aggregate Change [ ] Prefix Advertisement - My Peers

[] ROA Expiry [ ] Valid AS Path Violation - My Peers
[ ] ROA Failure

[] ROA Not Found

[} Subprefix Advertisement
[ ] Upstream AS Change

[ ] valid AS Path Violation

=N T e, WERELET,
o L=V A% (Enabled) ] (57 4/ k) 7 [#%) (Disabled) |1 2&fE L £,

s [fifR3 5T (PeerstoResolve) |: 7 7 —AZETHINIFFEDA X NERHTH20ERSH L —E
DT OHFAEANTILET,

s [FNUT—F2ET (Peersto Trigger) |1: 77 —2% b H—TFTBENEFEDA X2 M EBET 24
ERHL - BEOETOHEATILET,

[PETTF 4 (ERE)  (Severity) 1: 7T —2DYETFT ¢ (EKE) LNLEZBRLET,

[T> RARA > b (Endpoints) &2 3> C, [Z2 RARA > hDiBI (AddEndpoint) 127V v 7 LE
R

[ RARA > h¥ A7 (Endpoint Type) | KRy T XD YR RNLTZY RRA V "NEA T HBRIRLE
TO

[ FARA > b (Endpoint) |7 4 —/L R&E2Z U v 7 LTink, BEDT Y RBRA v FEBIRT 20, [T
v RARA > @B (Add Endpoint) (%27 U w7 LT, #ER7 4 — /L RIZATILET,

TV RARA Y MEIVWOTHRETE E4, FBMICO VWL, BTy RRA v FoE (1092—) %
ST IEEN,

[AE (Notes) | 7 4 —/V i, B A2 AT LET,

[f~1F (Save) 1227 Vw7 LET,

Cisco Crosswork Cloud 1—H'—# 1 K .



ZFwT1 A v vye, B> e

. Crosswork Cloud Network Insights 7R 1) & — D& E

Crosswork Cloud Network Insights 78 !) & — D & IE

Crosswork Cloud D% |

RY —2FoR, AE, FFERS 21T, ROFIHEZFEITLET,

(Configure) >[4 Y v — (Policies) |DNEIZZ U v 27 LET,
ATy T2 HESEET D, FRIFEBICGENEZFRT AR —D4R%2 27 U v 7 LEd, Crosswork Cloud Network

Insights TlX, RORITRT LT, AU —ICETLFEMBARRINET,

x24:R)—DFMD T «—IL FIZET S8

27

TJ4—ILF

B

M=

M2 (Overview) ] ¥ 7IZi%. #8
ELERY —ICMET 230 E

[#8E S 115315 TCASN  (Expected
Origin ASNs) ]

RV > —OVERRFRIZHRE L 72 ASN
F1Z501%. Crosswork Cloud Network
Insights 25 8E L £,

FNTWET,

[HESNDT v 7 A KU —ALASN
(Expected Upstream ASNs) ]

RY ¥ — ORI IEE L2 T >
7' A U —2 ASN,

(G272 AS XA D% — > (Valid
AS Path Pattern) ]

RY —DVERRR IR E L72A %
12 AS ISADINE —

JL—)

AU —HNOL—LDU A K,
Crosswork Cloud Network Insights T
X, BNV—NDT I T 4 TIRT
T =D L HN— BT
LEMAFRESNET, V=D
FrEDT 7 — L& FRT HITIE,
WENINDN—)V T[T 7T 4 773
7 Z—2A (Active Alarms) ] %7
Vo2 LET,

TL74 99 R (Prefixes)

[F'V7 4 w7 A (Prefixes) | %7
Wi, RV —IZBEEAHT s
TVT w7 AT DRSS
FNTET,

TVT7 4 w7 A (Prefix)

TVLT 47 AIPT FLAN—E
FRENET, LT 4T AD
PR A FORT DI, IPT KL A
7 Vw7 LET, FEMIZONT
X, V7 g v AOFEROERTR
(61 ~—) ML TLLIES
W,

BMOT VT 4y 7 AR r—
[N IV7 A % el = S A P AP G/
ADVY 7 (Link Prefixes) | % 7
Vo LET,

57

VT 4 w7 AZEEMT BT
2T M—EBERRINET,
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I Crosswork Cloud D% E
Crosswork Cloud Network Insights 78 1) & — D& E .

27 J4—IJLF SRER

T o—LA 7 T —ALDIRKAEE (Alarm state) WDT T —LDREDOWNT NG
[75—2 (Alarms) ] % 7121, 7V 7 LET,

BEfHT ST 7 — BT 5 [T7T 47 (Active) ]:
SRR E EFNTWET, Crosswork Cloud Network

Insights Tl&, EENERLTY —

SNl _XTOT 7T 47
T T—LDY A RPRRES
ET,

o (B 7 (Acknowledged) ] :
Crosswork Cloud Network
Insights Tl&, BJENENLTY —

h NI T RN TOMERF AT
TF—ALDY A NBFEREINE
R

« 8% (History) ] : Crosswork
Cloud Network Insights T,
(A LT L—A

(Timeframe) ] Ku v 7% 7
U ARG IR TRTHEPH 2 45 7E
TEDEET 7 —LDY Xk
MERINET,

7T — AEHERELIFAX—XT
HIZiX, TI—LORICH D
Frxv IRy I ABAFNZLT,
[#e#8 (Acknowledge) ]| F /=i [*
X —X (Snooze) [&#7 Vw7 LE
R

77— LD (Alarm Details) | 77— A OEEH,

~U — TI—bE N) =L
7 4 v 7 AE7-1% ASN,

JL—/L (Rule) BwBR LIL—L,

# ©°7 (#Peers) BXELR—FLEET O,

YETT 4 (EKRKE) (Severity) |REINTZT 7—2DTETT 4
(ERE) L,

77T 4 74t (Activated) T T — L DFEREZ,

HEFE (Notes) a—PFNRAN Lz AE,
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Crosswork Cloud D% |
. Crosswork Cloud Traffic Analysis 7K1J & —

ATV T3 RV —%EET 5%, [fWE (Bdit) 1227V v 7 LET,
a) MEILUT, @M=y KRS b, BELBIOT v 7 A MY —LASN, AS/NANRZ — BIO
N—VEFFHLUET,
b) [fR7F (Save) |27 VU v LET,
ATy T4 RV —%HIBRT 21201%, [HIFR (Remove) 1% 7YV v 7 LET, HIRZMHET D720, FRE [HIBR
(Remove) [ &7 V7 LET,
ATy s BHFEOR) v—%2av—42512iF, [ER (Duplicate) 127V v 7 LET,
a) T7ANKRTIE, LAY U —DAFNL [2E— (Copyof) | TEHEY ., ZORICER I NLIZARY
= DARIDHEE T,
b) MEREHEZMZ T, [BRFF (Save) 1227V v 7 LET,

Crosswork Cloud Traffic Analysis 7 !) & —

Crosswork Cloud Traffic Analysis7R ') < —® B

Crosswork Cloud Traffic Analysis (%, KD 2 >DHR U > —% HEFNAER L £7,
« F— T = A B (36 ~—°) : Crosswork Cloud ~® Crosswork Data Gateway D5 &
FT=H—LFET,
o T, ZADOFEGE (37 ~—7) : Crosswork Data Gateway ~D T /3 A A Dt & F = X —
LET,

TX. RX, BIOV Y RT VT 4 v 7 ADMHEHEREZET=F—FTHBMORY) > —%{EkT 5
WX, RO FIEZFATLET,

)

GE)  BEICLoTUE, HLOWARY U —%ERT 20 TiEe< | BEFEORY —&2 @R L, b hie
EEEZMZTANED BN & b 3, FEMIZ OV TIE, Crosswork Cloud Traffic Analysis
RY—0FH (107 =) 2BRL TSN,

AFvF1  Aqrv g oo, B> [ (Configure) 1> [V < — (Policies) | DIEIZZ U v 7 LET,
ATFv 72  [KY—%BM (AddPolicy) 127V v 7 LET,
ATw 73 [4HET (Name) | 74— /L RCTHRY v —£A&E AN LET,
ATy T4 [V H— (Triggers) 1 T, [b—/LDEN (AddRules) 1%27 VU v 7 LT,
ATFY TS ERTAA U F—T 2 AR =R L ET,
(A=A R TXERAE (Interface TX Utilization) | : &F R~ 7 7 ¢ v 7 IF#EE=F—L &
R
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| Crosswork Cloud D&%
Crosswork Cloud Traffic Analysis 7K 1) & — D &2 .

[A B —T A ARXEHZE (InterfaceRX Utilization) |1: ZE 7 7 4 v 7 IEREE=F—L F
—é—o

[TV T g v 7 AMEME (Prefix Utilization) ]| : ¥ ¥ U AR7 VT 4 v 7 ADMEHRLE=4—LET,

ATFYT6 N—NTLiZ, ATAXEHN LT, TI7—2% M) T—T5MHEORHA L BEE L ~LEEELE
7T

ATv T [Next]#Z7VUv7 LET,

ATy 78 [FT—% (Data) ] T, B (Add) 1227 Vv 7 LT, T=H—F5( 4 —T A AEBTRLET,

ATV [T=HF =DM 07 —T A ADER (Select Interfaces to Monitor) ] ~2— TR /R I N D FERITHE,
GEM (Add) 1227 Vv 7 LET,

ATY T [T7 = (Actions) | T, OLb— B bUH—SNRIZ) BETDHTXCTOEMY A TREREIN
5 F T, [EMOENM (Add Notification) (%27 VY v 7 LE 7,

RTYvITN [fE1F (Save) 1227V v 7 LET,

Crosswork Cloud Traffic Analysis 7R ') > — D&
RN v—% R, AR, FITERTLITE, ROFIHEEZFETLET,

ZFvTF1 ARy, B> e (Configure) 1>[A Y v— (Policies) |DIEIZZ UV v 27 LET,

ATV T2 F— b U AEERARY —F 37 A RERAR Y O — 2 AR T 512, ENENOT > R T [FEA
(Details) ] %7 Vw7 LET, GOV, = =A8E G6<X—) | BIO 735142
DEfEtE 37 <X—2) | ZBRLTIEIVY,

ART9 T3 2P —=PER LAY —2EH FH F23RrT 2103, RV —4%27 U v 7 LET, Crosswork
Cloud Traffic Analysis Ti&, IRORIZART L IIC, R o—IZBHT 253FMPERINET,

R25:R)—DEMDT «—I)L KICEAT 55

27 J4—ILF SiER

M= Triggers ZORY —IZRESNLTNDA

[MEZE (Overview) | ¥ 7L, 8 ;&_7I4} APV—NVERAL

it LTk U o — (BT RS o

ENTVET, F—x ZORY V—DE=H —H R A v
H—T A ARKRLET,

7 7 >3 (Actions) ZORY —IZEEINTWVSHT

vV RRA v hBIERRLET,
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. Crosswork Cloud Traffic Analysis 7/R') > — D&

27 J4—ILF ERBA

734 [75—2 (Alarms) | OREES 7 | RDT T — LAOREDWNFHNE

[7Z—2 (Alarms) ] ¥ 7I2id, 7V w7 LET,

AU —ICHEMTF ONTT T — [T F 47 (Active) | : L

LB T AN E EN TV E WG C Y — F ST _T D

R TITATIRT T—LDY A
FRFEREINET,

o [fERBH 7 (Acknowledged) ] :
ESENANL T Y — e T
CTOMREHT 7 —LDY A

FRFRRENET,

 JBIE (History) |:[#A L7
L' — 2 (Timeframe) | K& v
THE ) ARG R
HIECEDIEET 7 —LD
UARMBRFERINET,

77— AEMHERETIIAX—XF
D0, T7—LOREICH D
Frzv IRy AEF N LT,
(17 (Acknowledge) | 721 [A
X—X (Snooze) %7 Vw7 L%
R

ATy T4 RYo—%2EFET LT, [#RE (Edit) 1227V v7 LET,
a) MEIZLLT, /A F—T A ANV—)b, TE=H—HRA L F—T A A, BLORESINTZT R
AV MEmEEHLET,
b) [fR1F (Save) 1227 U7 LET,
ATy FE R —2HIBRT D12, [HIBk (Remove) |27V v 7 LET, HIBRZMRET S0, FE[HIRR
(Remove) | #7 VU v 7 LET,
ATV T6 WHEORY) —Eabr—+ 5%, [ (Duplicate) |22 VU v 7 LET,
a) F7ANBRTIE, HLORY O —DL4HNE [ — (Copyof) | THEY ., FOHICERENI-RY
= DARIDEE T,
b) [fafE (Bdit) 127V v 7 LCREREFEETo720, R (Save) 1227 U v 7 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F



.18
=5 =0

BRI FRA 2 FDERE

c BHITY RARA 2 MZHOWT (109 =—)
I RARA > hOFRE (110 X—2)

« TV RARA V FOMER 2 — ROFEE (113 =)
A vE—T O (113 2—)

- ~ > [} ~ —
BEIT Y FiRA 2 RZDNT
RY —DERFIZ, Y —WNONL—VGER LTI T 7 — Ll E 2 Ed 5850
Y RRAV FEFRETEET,
WO RiRA v "2 A T HFHTE£9,
*E A—)L

H

* Google A b L'—¥
* Amazon S3

* SMS

» Slack

* WebEx

* Microsoft Teams

* PagerDuty

IV RRAY FBRHMORE

T T — NEHERONELEEIX. = RRA  FOBHA A I Lo TRV £4, @
AyB—UICEENDEROZ A 1L, Raw T —Z T3 ET —ZITHEEINE T,

$£5F—4 (Raw Data)

Amazon S3 & Google A L= DFIT L KR A » b OBFE | HFHRITRIN TORXT—HoD
JSON (JavaScript Object Notation) 47 =2 h& LTSN E T, ISONAT V=7 NI,
VAT BIERRINDT T LA N P ERLET, ZRHOA N2 NI, BUEORF M
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Crosswork Cloud D% |
B axz. rkqs romE

BUED 1 372 E) T4 7 V=7 FE LT, RESNZS3ETTITRA ML=V
DNy MIEZIAENET, HBHE LREREICEE oA X2 RR72RWIEE . JSON 47
YVl MIFZAENETA, 7T —LF A 7B Amazon S3 & Google A hL—I DT RIR
A2 hEFOF] (115 X—2) OFlEBBIC L TIIEIN,

BT —4

A v—TIzid, —EHPRNCRAE LA FOBEHINEENE T, @, A vEB—2E,
T T — NBBA X B ORI RAIDWL ONDA R SIS DEEDT T — MDA, BX
REDOMDA Ry NERRTDHEODO) I NEENET, RRINDIEMEEREXET 7 — A4
DFFMIEL, = RARA L "MEAT L KL T DA v E—UH A XOFKIC L > TR 9
(7 & 21X, SMS==Y¥ RARA » M TIIHRE AR R T H A=A LDNRNIZH, FFEDT 7 — A
DFMIEENTETA)

IS5—E

T RABA Y ERBEHMOZEITRIM L IZGA1E, BT 20, AN AT AMFELRL 72
5 FE T, Crosswork Cloud XA OBME #RAE T, BEOLHA. BT RARA > MIBUE
ShEHEA,

BEITY FRA 2 FDETE

RV —HNON— VICERK LG EIC@NEZET 5Ty R hEaRETEET, AV
V—EERT D EEIZ, RY v— ’aihé%/v%wa):/ RARA > I\’”z?‘aﬁfffé‘ £, =
RARA Y MIWSTHRETEET, i . MOFIETHAT D L 512, ERF[RERT
VRRA IO R SDBMEREINET,

ARTYT1 AL U 4 RUT, g*"a_,>[7 2 —/3L (Global) 1> [i#%1 (Notifications) | %27 U v 27 LET,
ATV T2 X=VEROFTaronThngk s )y 7 LT, fERTH KRS v bOX A THBRLET,
*E A—/V
* Google A h L'— ( [Google A h L —Y T RKARA v hORE (111 X—V) | &)
* Amazon S3
* Slack
* SMS

* WebEx ( [Webex =2 KA > FOFRE (112X—2) | &)

Za

* Microsoft Teams

* PagerDuty

GE) WA =208 (113 2—2) bR LTLIEEN,

ATY T3 [typeDT 2 KARA L DB (Add type Endpoint) 1 %27 U v 7 LET,
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| Crosswork Cloud D% E

ATvT4
ATvTH
ATvT6
ATvT1
ATvT8
ATvT9

Google R F L—C TV RilRA ¥ FDERTE .

TV RARA L NOAFTIZEATILET,
TV RARA > MA[AEZ) (Enabled) |1 (F7 40 ) 2[4 (Disabled) | 722& 3R L E 5,
ATy 72 TRIRLIZE Y RARA VYA TR ERE AT LET,
EE) AEEZATILET,
[R7E (Save) 1227 Vw7 LET,
Crosswork Cloud 7> b g =2 — R&25%fE L7 b, [l = — K (Verification Code) | 7 4 —/L RIZa— R& A
BIL., [HER (Verify) 127 Vv 7 LET,

[A1X A%~ 7 (Skip for Now) ] Z3#IR3 5 & Crosswork Cloud (X2 RARA > M MERR L 9723, HERR
I—REANLTZ Y RARA Y MEERTHET, =2 RARA > MIEMIEEE S EEA,

Google R kL—L TV KR4 > FDERTE

ATy T

ATy T2

ATvT3

Crosswork Cloud% 3% & L C, #%11 7 % Google Cloud Storage {[Z%FT 5L 9ICTH5Z LT
TET,

1R BHHIIZ

» Google Cloud Storage 7 7 7 > b &\ T _XTOT T — L@AIHFHROEIE I & 72 5 EEF O Cloud
Storage /N7 > FDANLEETT,
+ Google Cloud Storage /X7 T %95 Crosswork Cloud® 7 7 & A & §F e[ 5121, ¥ —¢b

ATAD s FF—=T 74 (JSONJER) ZAERL T EEW, ZD7 7 A /LiE, Google
AR —=VDBMT RRA LV MRED—HELTT v 7r— RT 508N HY £,

Crosswork Cloud . £ > [Z'm2— 3L (Global) ]>[i#%1 (Notifications) ]>[Google A ;s L'—" (Google
Storage) | ¥ 7 DIAIZZ Y v 7 L, [Google X F L—Y T R4 > h@BM (Add Google Storage Endpoint) ]
27 )y 7 LET,

ROFNEEZFEITLET,

a) WHOAFTEZ AT LET,

b) A7 a % [FA% (ENABLED) ]I1cUl0 Bz £,

c) Google Cloud Storage /X7~ N D4HTEZ AT LET,

dy WV ERGFET DTy NNIEED 7 VAN DAL, RAEZANLET,

e) Google Cloud Storage ~D7 7 E A% A[EEICT D JSON ¥ —7 7 A L& T v — KL ET,

[fR1F (Save) 1272 Vw7 LET,
Google Cloud Storage /X7 v FND T 7 A )L DIGHET & 7 w357 ¢ O
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https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/storage/docs/buckets
https://cloud.google.com/iam/docs/keys-create-delete
https://cloud.google.com/iam/docs/keys-create-delete

B webex = ks romE

Buckets » gep-stor-staging > notifications_bdd92688-659b-462e-Beel-ee31df2b49fa_ ln]
LIVE OBJECT VERSION HISTORY

¥ DOWNLOAD #' EDIT METADATA a% EDIT ACCESS W DELETE

Crosswork Cloud D% |

Overview
Type text/plain; charset=utf-8
Size 73KB
Created Jun 30,2023, 12:32.15 PM
Last modified Jun 30,2023, 12:32:15 PM
Storage class Standard
Custom time - 4
Public URL @ Not applicable
Authenticated URL @ https://storage.cloud.gocgle.com/gep-stor-staging/notifications_bdd92688-659b-

462e-8cel-ee31df2b49fa_ [a]
gsutil URI @ gs://gop-stor-staging/notifications_bdd92688-659b-462e-Beel-
ee31di2b49fa_ 5]

Permissions
Public access Mot public

Protection
Version history @ -
Retention policy MNene
Hold status None #
Encryption type Google-managed

G¥) 0777 A NVONEDOFNZDONTIX, 77— %A 75 AmazonS3 & Google A h L—Y D=

RARA > M@aEOB] (115 2—) ZBRLTLIFEN,

Webex T R4 > FDERTE

Webex A — Rl % E(ET 5 & 912, Crosswork Cloud %

TEXET, ZOFETIE.

U277 v 7 EERH L, Ul CRET Y RARA v bE2RETDIHIECHOWTHBHALET,

5RO BRI

apphub.webex.com 7 7V N & FFH, U x T T v 7 H{ERKT H Webex AX—R (JL—LA) D

AUNR=THDILENDHY 7,

ATv 71 https://apphub.webex.com/Z & 7' A > L £ 7,

ATw 72 [FEV=77v7 (Incoming Webhooks) =M L £7, [FEV =777 (Incoming Webhooks) ] 7

TV r—va ryNoREERIRSNET,

ATv T3 [ElEV=77>7 (Incoming Webhooks) ] 77V r—ararvr LET,

ATy 74 [FHEUV=77 v (Incoming Webhooks) ]-~2—C, [##t (Connect) 1% 7 U v 7 L%,
ATY TS BEOEBAICKHTHERZERT LT 0 RyRERIH, FETA2HA1E, [FE (Accept) 127 U >

7 L/iﬁ—o

ATFYT6 N=THEFICAIa— L, BRINFEAR—RZH LW =T 7w I 452 ATI L, RayFXX T

A N E Webex A— A BN L FE T,
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https://apphub.webex.com/applications/incoming-webhooks-cisco-systems-38054-23307-75252

| Crosswork Cloud D% E
v rRsy rorRa—rosxE

ATy 71 [BI (Add) 1227V v 27 LET, [V=7 72 URL (Webhook URL) |7 1 —/V RIZIEN AT & E
R

ATY T8 HTHAT LD, HLMER LY =77y 7 URLEZ a2 —LET,

ATv 79  Crosswork Cloud T, kid>[Z'm— 3L (Global) ]>[#%1 (Notifications) ] %2 U v 2 LE7,

AT 910 [Webex] Zi3iR L, [WebexT > KA > hDfEARL (Create Webex Endpoint) %7 U v 7 L ¥,

ATYITN T RARA L bOARTEATILET,

AFYF12 [7=77v 27 URL (Webhook URL) ] 7 —/L FIZ, Bilcat—L7=2 =77 v 27 URL ZA 0 {T1F %
o

https://webexapis.com/v1/webhooks/incoming/<new webhook ID>

ATv T 13 [RE (Save) 1227V v 7 LET,
FLWwxy RiRA » FERE LT Z & ZRTilMAEZ Webex A X—ATRELET,

ATFYT18 U RRA U MNEHRTIE, T RRA LU MR T 7T 4 TIRBEIZCEDY | LUV Z R L E14,

IV RRAY ORI — FOBEIE

Crosswork Cloud Network Insights 725 DA ZZAET DL O ICZ RaRA » FERE LD,
RONCHER T — RZ AN LTy RiRA Ml T 20BN H Y £3, IROFIRIHE-S T,
gt — R BikfEcE £7,

AT TN AT 4 RUT, M —T 4 > 75387 (External Routing Analytics) ]>[i%E (Configure) ]> [%0
T KA > & (Notification Endpoints) ] DJNAIZZ U » 7 LET,

ATY T2 URNZAN LIz RARA » hO&4HTZZ Y v 7 LET,
XT J7°3 [%mu (Verlfy) ] %7 U /7 Li—é«o
Crosswork Cloud Network Insights 23R 2 — R &2 HEE L £,

ATy 74 Crosswork Cloud Network Insights 7> HE#R 2— K& Z{5 L7 &, [f#@ =2 — K (Verification Code) ] 7 4 —/V
Nica—READ L, [FEZR (Verify) 127V v 7 LET,

BENA v E—TDH
BHITY RARA » & ET D &, Crosswork Cloud Network Insights [3F5E L7z=> KR A >

MIBEMA v E—VE2EEFELET, ROBIL, =2 RFRA U MEATOH TN A yE—T
R LTWET,
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B =710z ke rEROH

BEFA—ILDIY FRA Y FEHOH)

WY RARA V FEREL, XA 7% [BEFA—/ (Email) |\ZRETDE. 77— 050
D 72 ST, Crosswork Cloud Network Insights [ZIRDFID K 5 72EF A — N A v t&—
VEFELET,

You are subscribed to alarm notifications for crosswork.cisco.com.

There is 1 alarm transition event for AutomationOnly8 organization.

Rule: AS Path Length Violation

Alarm Details: hitps://crosswork cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b340-8259b7f8131a
Expected Prefix: 84.205.80.0/24

Priority: High

Condition: Active

State: ACTIVE

Last Activated: 2021-09-30 23:18:35 UTC

Last Deactivated: 2021-09-30 23:15:20 UTC

Expected Minimum Path Length: 1

Expected Maximum Path Length: 2

Activate Peer Threshold Count: 2

Observed Min AS-PATH: 3

Observed Max AS-PATH: 8

Reporting Peers Count: 21

Tags: commen tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to httgs:.{,{crosswark.cisco.com.

ATYIDITY RRA Y MBREIDH

WEIT Y RRA v FZ2REL. #A AT [Slack] 2FET S &, 77— 5&MENmE-Sn- L
&2, Crosswork Cloud Network Insights XK OH]D X 9 72 Slack A v &— TV 2 %E L E T,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork.cisco.com/#/extRoute/alarm/00db6966-3bf2-441b-b940-8259b7{8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UT
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH:
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.
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Microsoft Teams D I > KR4 > bEXDHI .

Microsoft Teams D T > KR4 > M @EID5I

BTy RARA v FEREL, ¥ 71T [Microsoft Teams] #5895 &, 77— L5017
SN & X2, Crosswork Cloud Network Insights [ZIRDFID X H 7 A v —T &2 FELET,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Viclation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork.cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b7f8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

Cisco Webex D T > KR4 > M@EID5I

W RARA V FEREL, XA T2 [Webex] ZEET D & T 7 —L5&MENM- Szt
X |Z, Crosswork Cloud IZIRDHBID K 9 72 Webex A v E—TZEELET,

You are subscribed to alarm notifications for crosswork.cisco.com.
There is 1 alarm transition event for AutomationOnly8 organization.

Policy: 08 - AS Path Length Violation, Rule: AS Path Length Violation, Alarm

Details: https://crosswork. cisco.com/#/extRoute/alarm/00db6966-9bf2-441b-b940-8259b7f8131a, Expected Prefix: 84.205.80.0/24,
Priority: High, Condition: Active, State: ACTIVE, Last Activated: 2021-09-30 23:18:35 UTC, Last Deactivated: 2021-09-30 23:15:20 UTC,
Expected Minimum Path Length: 1, Expected Maximum Path Length: 2, Activate Peer Threshold Count: 2, Observed Min AS-PATH: 3,
Observed Max AS-PATH: 8, Reporting Peers Count: 21

Tags: common tag | prefix policy | 08 - AS Path Length Violation

To change your notification settings, please log in to https://crosswork.cisco.com.

7 5—1A% 4 75l AmazonS3 & Google R kL—C DI Y FARA VU M@
Il

WD a s TlE, %7 7 —L%A 70 AmazonS3 & Google A N L — Y DI 7 A v &—
OB AR LET,

AS F{ETT:ER DHI
WIZ, ASHEIETERT 7 — AIZBIT % Amazon S3 & Google A b L — Y Dl 7' A vt —
BilaRLET,
{

"activatedAt": "2023-02-04T03:02:192",
"alarmId": "04aa5831-7e62-45cb-al23-3d5e9c019330",

Cisco Crosswork Cloud 1—H'—# 1 K .
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"clearedAt": "2023-02-04T03:01:412",

"expected": {
"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [
1523
1
}I

"monitoredPrefix": "31.1.1.0/24",

"observed": {
"allViolationPeers": [
{

"

asn": 6008,

"at": "2023-02-04T03:00

"peerId": 21

"asn": 6009,

"at": "2023-02-04T03:00

"peerId": 22

"

asn": 6005,

"at": "2023-02-04T03:00

"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 6007,

"at": "2023-02-04T03:00

"peerId": 20

"

asn": 6002,

"at": "2023-02-04T03:00

"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6004,

"at": "2023-02-04T03:00

"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 6001,

"at": "2023-02-04T03:00

"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T03:00

"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6006,

"at": "2023-02-04T03:00

"peerId": 19

"

asn": 6003,

"at": "2023-02-04T03:00

. Cisco Crosswork Cloud 11— —H 1 K

582",

582",

582",

582",

582",

582",

582",

582",

582",

582",
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"peerId": 3,
"peerIp": "10.11.12.3"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd330d4",
"policyName": "02 - AS Origin Violation",
"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"02 - AS Origin Violation"
] 4

"transitionedAt": "2023-02-04T03:02:192"
"activatedAt": "2023-02-04T03:02:192",
"alarmId": "9ea271fb-1976-450f-b653-d3d188426b6e",
"clearedAt": "2023-02-04T03:01:422",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"originAsns": [

1523

]
}I
"monitoredPrefix": "2002:1£01:100::/48",
"observed": {

"allViolationPeers": [

{
"asn": 6009,
"at": "2023-02-04T03:00:58z2",
"peerId": 30

"

asn": 6004,
"at": "2023-02-04T03:00:58z2",
"peerId": 25

"

asn": 6001,
"at": "2023-02-04T03:00:58z2",
"peerId": 23

"asn": 6006,
"at": "2023-02-04T03:00:582",
"peerId": 27

"

asn": 6000,

"at": "2023-02-04T03:00:58z2",
"peerId": 8,

"peerIp": "2000::30:100:10"

"asn": 6003,
"at": "2023-02-04T03:00:582",
"peerId": 24

Cisco Crosswork Cloud 1—H'—# 1 K .
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"

asn": 6005,
"at": "2023-02-04T03:00:58z",
"peerId": 26

"

asn": 6008,
"at": "2023-02-04T03:00:58z",
"peerId": 29

"asn": 6007,
"at": "2023-02-04T03:00:58z",
"peerId": 28

"

asn": 6011,
"at": "2023-02-04T03:00:58z",
"peerId": 32

"asn": 6002,

"at": "2023-02-04T03:00:58z",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 6010,
"at": "2023-02-04T03:00:58z",
"peerId": 31
}
]I
"allViolationPeersCount": 12
}I

"orgName": "AutomationOnly5",

"policyId": "963b86db-329d-4cba-a38a-3fcl19ddd3304",

"policyName": "02 - AS Origin Violation",
"rule": "ALARM RULE AS ORIGIN VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"02 - AS Origin Violation"
] 4
"transitionedAt": "2023-02-04T03:02:192"

AS R RER DB

Crosswork Cloud D% |

WIZ, ASINREERT 7 — L1295 Amazon S3 & Google A N L— Y DiikHIw 7 A vt —

BlarLET,

{
"activatedAt": "2023-02-04T03:09:322",

"alarmId": "38a07db7-776e-4bd4a-al86-b7d4bd9b045c",

"clearedAt": "2023-02-04T03:08:53z",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2

. Cisco Crosswork Cloud 11— —H 1 K
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"monitoredPrefix": "145.25.0.0/16",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 1,
"peerIp": "10.11.12.1"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 19

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 2,
"peerIp": "10.11.12.2"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 20

"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 21
}I
{
"asPath": [
902,
602,

as izgaRon
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22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 22

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 3,
"peerIp": "10.11.12.3"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 4,
"peerIp": "10.11.12.4"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 5,
"peerIp": "10.11.12.5"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",
"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
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Ttags™: [
"common tag",
"prefix policy",
"03 - AS Path Length Violation"

] 4

"transitionedAt": "2023-02-04T03:09:322"

"activatedAt": "2023-02-04T03:09:322",
"alarmId": "e44e6834-7877-435¢c-9068-169%9e56caeb5aa",
"clearedAt": "2023-02-04T03:08:532",
"expected": {
"maxAsPathLength": 2,
"minAsPathLength": 1,
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:9119::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 23

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 24

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 25

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 26

Cisco Crosswork Cloud 1—H'—# 1 K .
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"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 27

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 28

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 29

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 30

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 31

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
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"peerId": 32
}I
{
"asPath": [
902,
602,
22
]I
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 6,
"peerIp": "2000::20:100:10"

"asPath": [
902,
602,
22
] 4
"asPathLength": 3,
"asn": 22,
"at": "2023-02-04T03:06:322",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "bc4298d2-1a52-4339-83e8-1d8932elfebl",
"policyName": "03 - AS Path Length Violation",
"rule": "ALARM RULE AS PATH LENGTH VIOLATION",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"03 - AS Path Length Violation"
] 4
"transitionedAt": "2023-02-04T03:09:322"

DNS /L— S —/\—DELY JE L Dl

RIZ, DNSJ)L— bH—NR—0DOEYEL T 7 — L1275 Amazon S3 & Google A k L' — T D
mu s Ave—VplERLET,

{

"activatedAt": "2023-02-04T06:16:17Z2",
"alarmId": "5161£679-8e4e-4b95-a979-1788b3444136",
"monitoredPeer": ({

"peerIp": "2000::30:100:10",

"peerName": "Root DNS IPvé6",

"sessionId": "9b3f0207-a484-465b-886b-0c8bbcefb8bc"
} r
"observed": {

"withdrawnPrefix": "2001:503:ba3e::/48"
} r
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS ROOT SERVER WITHDRAWAL",

Cisco Crosswork Cloud 1—H'—# 1 K .
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"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"

"activatedAt": "2023-02-04T06:16:172",
"alarmId": "b87dc535-7151-4728-90£2-0b24b979d4b8",
"monitoredPeer": {

"peerIp": "10.31.32.1",

"peerName": "Root DNS IPv4",

"sessionId": "c5dcf2d2-99b7-4565-8b29-9b30£f20ed2£f7"
} 4
"observed": {

"withdrawnPrefix": "198.41.0.0/24"
} 4
"orgName": "AutomationOnly5",
"policyId": "3fbl473d-alcb-43f2-b232-6a3cb470051b",
"policyName": "20 - DNS Root Server Withdrawal",
"rule": "ALARM RULE DNS_ROOT_ SERVER WITHDRAWAL",
"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"transitionedAt": "2023-02-04T06:16:172"

H]ILWWAS/RADI v D

Crosswork Cloud D% |

KT, FILWASNRRDT Yy U7 77— L2879 % Amazon S3 i#%1 & Google A M L—Y D 7

Ay—=UBlEm L ET,

{
"activatedAt": "2023-02-04T03:11:17z",
"alarmId": "4b9%eb669-774d-4a6d-bed5-d559248953e8",
"expected": {

"numPeersToTrigger": 1
}7
"monitoredPrefix": "88.88.109.0/24",
"observed": {

"allViolationPeers": [

{
"asPath": [
916,
700,
620,
36
]7
"asn": 36,
"at": "2023-02-04T01:34:59z",
"peerId": 1,
"peerIp": "10.11.12.1",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}7
"firstSeen": "2023-02-04T01:34:597",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d400::/48",
"88.88.109.0/24"
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}I
{
"edgeId": {
"fromAs": 620,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
621,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 19,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 621,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

]
}I
{
"asPath": [
916,
700,
619,
36
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]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 2,
"peerIp": "10.11.12.2",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 619
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {

"fromAs": 619,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
622,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 20,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 622,
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"toAs": 700

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount":

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2,

"asPath": [
916,
700,
623,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 21,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 623
}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount":
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

2/

"edgeId": {
"fromAs": 623,
"toAs": 700

}I

"firstSeen": "2023-02-04T01:34:592"

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 2,

"prefixCount":

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

2/

1
}I

{
"asPath": [

916,
700,
624,
36

] r

"asn": 36,
"at": "2023-02-04T01:34:59z2",

"peerId": 22,

gLoas szozyson [
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"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 624,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
618,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 3,
"peerIp": "10.11.12.3",
"suspiciousEdges": [
{

"edgeId": {
"fromAs": 36,
"toAs": 618

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 618,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
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"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
617,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 4,
"peerIp": "10.11.12.4",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 617
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 617,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

]
}I
{
"asPath": [
916,
700,
616,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 5,
"peerIp": "10.11.12.5",
"suspiciousEdges": [

{
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"edgeId": {

"fromAs": 36,

"toAs": 616
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 616,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"asPath": [
916,
700,
615,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 7,
"peerIp": "10.31.32.1",
"suspiciousEdges": [
{

"edgeId": {
"fromAs": 36,
"toAs": 615

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 615,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
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"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",
"policyName": "04 - New AS Path Edge",
"rule": "ALARM RULE NEW AS PATH EDGE",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"04 - New AS Path Edge"
] 4
"transitionedAt": "2023-02-04T03:11:172"

"activatedAt": "2023-02-04T03:11:172",
"alarmId": "9alab970-144b-4256-a864-4eb26e698844",
"expected": {
"numPeersToTrigger": 1
}I
"monitoredPrefix": "2002:5858:6d400::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
916,
700,
616,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 23,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 616
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 616,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",

gLoas szozyson [
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"peerCount": 2,
"prefixCount": 2,
"prefixList": [

"2002:5858:6d00::/48",

"88.88.109.0/24"

"asPath": [
916,
700,
618,
36
]I

"asn": 36,

"at": "2023-02-04T01:34:59z2",

"peerId": 24,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 618
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 618,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
619,
36
]I

"asn": 36,

"at": "2023-02-04T01:34:59z2",

"peerId": 25,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
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"toAs": 619
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [

"2002:5858:6d00::/48",

"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 619,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

1
}I

{
"asPath": [

916,
700,
620,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 26,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 620
}I
"firstSeen":
"lastSeen":
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",

"edgeId": {
"fromAs": 620,
"toAs": 700

}I

"firstSeen":

"lastSeen":

"peerCount": 2,

"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"2023-02-04T01:34:59z2",
"2023-02-04T01:34:59z2",
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"asPath": [
916,
700,
621,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 27,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 621
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 621,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
622,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 28,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 622
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
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"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 622,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

1
}I
{
"asPath": [
916,
700,
623,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 29,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 623
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"2002:5858:6d00::/48",
"88.88.109.0/24"

"edgeId": {
"fromAs": 623,
"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"
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"asPath": [
916,
700,
624,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 30,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 624
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {

"fromAs": 624,

"toAs": 700
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
625,
36
] 4
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 31,

"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 625
}I
"firstSeen": "2023-02-04T01:34:592",
"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 1,
"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"
]
}I
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"edgeId": {
"fromAs": 625,
"toAs": 700

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 1,

"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

"asPath": [
916,
700,
626,
36
]I

"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 32,
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 626

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 1,

"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

]

"edgeId": {
"fromAs": 626,
"toAs": 700

}I
"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",

"peerCount": 1,

"prefixCount": 1,

"prefixList": [
"2002:5858:6d00::/48"

]

1
}I
{
"asPath": [
916,
700,
617,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",

"peerId": 6,

gLoas szozyson [
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"peerIp": "2000::20:100:10",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 617
}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z2",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 617,
"toAs": 700

}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"asPath": [
916,
700,
615,
36
]I
"asn": 36,
"at": "2023-02-04T01:34:59z2",
"peerId": 8,
"peerIp": "2000::30:100:10",
"suspiciousEdges": [
{
"edgeId": {
"fromAs": 36,
"toAs": 615
}I

"firstSeen": "2023-02-04T01:34:592",

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,
"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"edgeId": {
"fromAs": 615,
"toAs": 700

}I

"firstSeen": "2023-02-04T01:34:592",
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}I

sxnozzs [

"lastSeen": "2023-02-04T01:34:59z",
"peerCount": 2,
"prefixCount": 2,

"prefixList": [
"88.88.109.0/24",
"2002:5858:6d00::/48"

"allViolationPeersCount": 12

"orgName": "AutomationOnly5",

"policyId": "3755ed13-6498-4cc6-9798-a1264d03b402",
"policyName": "04 - New AS Path Edge",

"rule": "ALARM RULE NEW AS PATH EDGE",

"severity": "ALARM SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [

] r

"transitionedAt":

HENOLEESH

"common tag",
"prefix policy",
"04 - New AS Path Edge"

"2023-02-04T03:11:172"

WIZ, BENEET 7 — LI T 5 Amazon S3 #iF1 & Google A L —lHIO R 7 A & —

PR LET,
{
"activatedAt": "2023-02-04T05:23:552",
"alarmId": "928315c2-c804-47dc-bc52-e2282e605753",

"expected": {

"allowedAggregates": [
"2002::/16",
"2002::/17",
"2002:57e8::/36"

] 4

"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
1000
]!
"originAsnsUsage": "ALARM USAGE EXCLUDE"
}!
"monitoredPrefix": "2002:57e8::/48",
"observed": {
"allViolationPeers": [
{
"peerId": 23
}!
{
"peerId": 24
}!
{
"peerId": 25
s
{
"peerId": 26

}7
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"peerId": 27
"peerId": 28
"peerId": 29
"peerId": 30
"peerId": 31
"peerId": 32
"peerId": 6

"peerId": 8
}
] 4

"allViolationPeersCount": 12,

"lastViolationPeers": [
{
"asn": 6002,
"at": "2023-02-04T05:03
"peerId": 6,
"peerIp": "2000::20:100

"

asn": 6010,
"at": "2023-02-04T05:03
"peerId": 31

"

asn": 6009,
"at": "2023-02-04T05:03
"peerId": 30

"asn": 6003,
"at": "2023-02-04T05:03
"peerId": 24

"

asn": 6011,
"at": "2023-02-04T05:03
"peerId": 32

"

asn": 6005,
"at": "2023-02-04T05:03
"peerId": 26

"

asn": 6007,
"at": "2023-02-04T05:03
"peerId": 28
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"

asn": 6004,

sxnozzs [

"at": "2023-02-04T05:03:372",

"peerId": 25

"

asn": 6006,

"at": "2023-02-04T05:03:37z2",

"peerId": 27

"asn": 6000,

"at": "2023-02-04T05:03:37z2",

"peerId": 8,

"peerIp": "2000::

"

asn": 6001,

30:100:10"

"at": "2023-02-04T05:03:37z2",

"peerId": 23

"asn": 6008,

"at": "2023-02-04T05:03:37z2",

"peerId": 29
}
] 4

"lastViolationPeersCount": 12,
"lastViolationPrefix": "2002:57e8::/36",
"violationPrefixesCount": 3

}I

"orgName": "AutomationOnly5",
"policyId": "3dd434f4-92fe-447f-b7e8-129b09cff9da",

"policyName":

"1l7 - Parent Aggregate Change - Test 3",

"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM SEVERITY RED",

"state":
"tags": [
"common tag",

"prefix policy",

"ALARM STATE_ACTIVE",

"17 - Parent Aggregate Change"

] r

"transitionedAt":

"activatedAt":

"2023-02-04T05:23:552"

"2023-02-04T05:23:552",

"alarmId": "c3d24f64-5814-463e-855f-da56545a621f",

"expected": {
"allowedAggregates":
"87.232.0.0/22"
]I

"numPeersToClear": 1,

"numPeersToTrigger":
"originAsns": [

1000
] r

[

2/

"originAsnsUsage": "ALARM USAGE EXCLUDE"

}I

"monitoredPrefix": "87.232.0.0/24",

"observed": {
"allViolationPeers":
{
"peerId": 1
}I
{

[
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}
] r

"allViolationPeersCount":

"peerId": 19

"peerId": 2

"peerId": 20

"peerId": 21

"peerId": 22

"peerId": 3

"peerId": 4

"peerId": 5

"peerId": 7

"lastViolationPeers": [

{

"

asn": 6004,

"at": "2023-02-04T05:03
"peerId": 2,

"peerIp": "10.11.12.2"

"asn": 6008,
"at": "2023-02-04T05:03
"peerId": 21

"

asn": 6009,
"at": "2023-02-04T05:03
"peerId": 22

"asn": 6002,

"at": "2023-02-04T05:03
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6003,

"at": "2023-02-04T05:03
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 6005,

"at": "2023-02-04T05:03
"peerId": 1,

"peerIp": "10.11.12.1"

. Cisco Crosswork Cloud 1—H—#H A1 F

10,

:37z",

:37z",

:37z",

:37z",

:37z",
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"

asn": 6006,
"at": "2023-02-04T05:03:37z2",
"peerId": 19

"

asn": 6001,

"at": "2023-02-04T05:03:37z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 6000,

"at": "2023-02-04T05:03:37z2",
"peerId": 7,

"peerIp": "10.31.32.1"

"

asn": 6007,
"at": "2023-02-04T05:03:37z2",
"peerId": 20
}

] 4

"lastViolationPeersCount": 10,

"lastViolationPrefix": "87.232.0.0/22",

"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "3dd434£f4-92fe-447f-b7e8-129b09cff9da",
"policyName": "17 - Parent Aggregate Change - Test 3",
"rule": "ALARM RULE_ PARENT_ AGGREGATE_ CHANGE",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"17 - Parent Aggregate Change"
] 4
"transitionedAt": "2023-02-04T05:23:552"

E7TT7 RNFAXEN=TLT 1 v XBDHI

WL, EPTTENFGALAREN=TL T 4w AT 7 — AIZBT % Amazon S3 i# il & Google
A L=VEHOR T Ay —IhER LET,

{

"activatedAt": "2023-02-04T06:18:372",

"alarmId": "139a7983-36ba-4d17-8371-2480290£3799",

"expected": {

"prefixCounts": [
{

"addressFamily": "ALARM BGP_AF IPV4",
"maxPrefixes": 100,
"minPrefixes": 10

]
}!
"monitoredPeer": {
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RS06",
"peerIp": "10.11.12.1",
"peerName": "BGP-1",
"sessionId": "de26c09c-15£6-435£-9044-c9a89fdc7bed"
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}I

"observed": {
"prefixCounts": [
{
"addressFamily": "ALARM BGP_AF IPV4",

"prefixCount": 2000

1
}I

"orgName": "AutomationOnly5",

"policyId": "482de3d2-8550-4b84-alab-3b3e36£5869a",
"policyName": "22 - Peer Advertised Prefix Count",
"rule": "ALARM RULE ADVERTISED PREFIX COUNT",
"severity": "ALARM_SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"transitionedAt": "2023-02-04T06:18:372"

Crosswork Cloud D% |

W2, E7DEILT 7 —AIZEHT 5 Amazon S3 #%1 E Google A N L— VDT 7 A & —
AR LET,

{

"activatedAt": "2023-02-04T06:17:05zZ",
"alarmId": "b654ced0-5357-4eb7-b3c9-27cbd24a8£65",
"monitoredPeer": {
"ciscoPeerIp": "3.21.42.66",
"ciscoPeerName": "RS95",
"peerIp": "10.11.12.2",
"peerName": "BGP-2",
"sessionId": "29651423-e603-4al11-89b7-37500e40e562"
}!
"observed": {
"lastUpdatedAt": "2019-10-03T22:30:00Z"
}!
"orgName": "AutomationOnly5",
"policyId": "ff3b620d-33a9-49c0-9e33-b99b53c55b1d",
"policyName": "21 - Peer Down",
"rule": "ALARM RULE PEER _DOWN",
"severity": "ALARM SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:17:052"

TLIAYIRTENGALXAD LD

L—YEOn 7 Ay — U ER LET,

{

"activatedAt"™: "2023-02-04T03:16:252",
"alarmId": "79222047-4954-4b6e-a339-9d01bfb06434",
"clearedAt": "2023-02-04T03:15:472z2",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}l
"monitoredPrefix": "218.56.100.0/28",
"observed": {
"allViolationPeers": [

{

. Cisco Crosswork Cloud 1—H—H A K
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"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 19

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 20

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 21

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 22

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 7,

"peerIp": "10.31.32.1"
}

]I

"allViolationPeersCount": 10
}I
"orgName": "AutomationOnly5",
"policyId": "4d4816b9-e579-4209-a907-8d909%aafalfl",
"policyName": "05 - Prefix Advertisement",
"rule": "ALARM RULE_ PREFIX ADVERTISEMENT",
"severity": "ALARM_SEVERITY RED",

"state": "ALARM STATE ACTIVE",

Cisco Crosswork Cloud 1—H'—# 1 K .
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"tags": [
"common tag",
"prefix policy",

"05 - Prefix Advertisement"

] r

"transitionedAt": "2023-02-04T03:16:252"

"activatedAt": "2023-02-04T03:16:252",

"alarmId": "ba974865-7e94-4623-ad8f-d660acf7d69f",

"clearedAt": "2023-02-04T03:15:472",

"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2

}I

"monitoredPrefix": "2002:da38

"observed": {
"allViolationPeers": [
{

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 23

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 24

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 25

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 26

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 27

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 28

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 29

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 30

"

asn": 20,

"at": "2023-02-04T03:

"peerId": 31
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"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 32

"

asn": 20,

"at": "2023-02-04T03:15:042z",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 20,
"at": "2023-02-04T03:15:042z",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "4d4816b9-e579-4209-a907-8d909%9aafalfl",
"policyName": "05 - Prefix Advertisement",
"rule": "ALARM RULE_ PREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"05 - Prefix Advertisement"
] 4
"transitionedAt": "2023-02-04T03:16:252"

TLI749 9 ZABRYHELOSGI

Wiz, T4 v ZRBYBELT 7 —LIZBF % Amazon S3 i#%41 & Google A b L— U ilAID
07 A y—UfERLET,

{

"activatedAt": "2023-02-04T03:20:362",
"alarmId": "2el2713b-4ecf-4d59-868a-00f07abad7ae",
"clearedAt": "2023-02-04T03:19:55z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}!
"monitoredPrefix™: "100.200.1.0/24",
"observed": {
"allViolationPeers": [
{
"at": "2023-02-04T03:19:13z",
"peerId": 1,
"peerIp": "10.11.12.1"
}!
{
"at": "2023-02-04T03:19:13z",

"peerId": 19

"at": "2023-02-04T03:19:13z2",
"peerId": 20

FLocvozmyELon [
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"at": "2023-02-04T03:19:132",
"peerId": 21

"at": "2023-02-04T03:19:13z2",
"peerId": 22

"at": "2023-02-04T03:19:13z2",
"peerId": 3,
"peerIp": "10.11.12.3"

"at": "2023-02-04T03:19:13z2",
"peerId": 4,
"peerIp": "10.11.12.4"

"at": "2023-02-04T03:19:13z2",
"peerId": 5,
"peerIp": "10.11.12.5"

"at": "2023-02-04T03:19:13z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 9
} 4
"orgName": "AutomationOnly5",
"policyId": "16105783-75c8-4c98-be71-b0a758645£41",
"policyName": "06 - Prefix Withdrawal",
"rule": "ALARM_RULE_PREFIX_WITHDRAWAL" ,
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [
"common tag",
"prefix policy",
"06 - Prefix Withdrawal"
] 4

"transitionedAt": "2023-02-04T03:20:362"
}
{
"activatedAt": "2023-02-04T03:20:362",
"alarmId": "3cd4cf6e0-e6f2-475d-9030-4bc51a7e0550",
"clearedAt": "2023-02-04T03:19:552",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}I
"monitoredPrefix": "2002:64c8:100::/48",
"observed": {
"allViolationPeers": [

{
"at": "2023-02-04T03:19:132",
"peerId": 23

"at": "2023-02-04T03:19:13z2",
"peerId": 24

"at": "2023-02-04T03:19:132",
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"peerId": 25

}I
{

natr.

"2023-02-04T03:19:132",

"peerId": 26

natr.

"2023-02-04T03:19:132",

"peerId": 27

natr.

"2023-02-04T03:19:132",

"peerId": 28

natr.

"2023-02-04T03:19:132",

"peerId": 29

nat".

"2023-02-04T03:19:132",

"peerId": 30

natr.

"2023-02-04T03:19:132",

"peerId": 31

natr.

"2023-02-04T03:19:132",

"peerId": 32

natr.

"2023-02-04T03:19:132",

"peerId": 6,

"peerIp":

natr.

"2000::20:100:10"

"2023-02-04T03:19:132",

"peerId": 8,

"peerIp":

}
] r

"2000::30:100:10"

"allViolationPeersCount": 12

}I
"orgName":
"policyId":

"policyName":
"ALARM RULE_PREFIX WITHDRAWAL",

"rule":

"AutomationOnly5",

girantP7L74 95206 [

"16105783-75c8-4c98-be71-b0a758645£41",

"06 - Prefix Withdrawal",

"ALARM_SEVERITY RED",

"ALARM STATE_ACTIVE",

"severity":
"state":
"tags": [

"common tag",
"prefix policy",

"06 - Prefix Withdrawal"

] r

"transitionedAt":

"2023-02-04T03:20:362"

BiEXn=IPTL 71499 XDH
Wiz, BlEEShf=IPTL 7499 R (7 Bogons) 7 7 —ALIZE9 5 Amazon S3 & Google

A ML —=VOlHR 7 Ay —UflE R LET,
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"activatedAt": "2023-02-04T06:11:312z2",
"alarmId": "a077c6cd-5a74-4378-8d60-e8acb39%ae2c7",
"clearedAt": "2023-02-04T06:09:262",
"monitoredPeer": {
"ciscoPeerIp": "104.236.154.30",
"ciscoPeerName": "RSO06",

"peerIp": "10.11.12.5",
"peerName": "FullBogon-1",
"sessionId": "£5327ffb-221f-49d6-b8a2-2b812d02d35e"
} 4
"observed": {
"lastViolationPeerPrefix": {
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",
"prohibitedPrefixBlock™: "5.44.248.0/21"
} 4
"prefix": "5.44.248.0/21"
} 4
"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "dOllc5e4-54al1-41bb-8c7£-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
"rule": "ALARM RULE_ PROHIBITED IP PREFIX",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",

"transitionedAt": "2023-02-04T06:11:312"
}
{
"activatedAt": "2023-02-04T06:11:312z2",
"alarmId": "142659ed-15f1-4d60-b2d6-3d0da5c75b17",
"clearedAt": "2023-02-04T06:09:262",
"monitoredPeer": {
"ciscoPeerIp": "2604:a880:1:20::2de:1001",
"ciscoPeerName": "RS06",

"peerIp": "2000::20:100:10",
"peerName": "FullBogon-2",
"sessionId": "639f069d-9ccd-46d0-b8b2-77054a199ce8"
} 4
"observed": {
"lastViolationPeerPrefix": {
"at": "2023-02-04T06:07:332",
"bogonDetails": {
"bogonType": "ALARM BOGON TYPE FULL BOGON",
"prohibitedPrefixBlock™": "2001:506:101::/48"
} 4
"prefix": "2001:506:101::/48"
} 4
"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "d0llc5ed4-54al-41bb-8c7£f-963d9caab208",
"policyName": "19 - Prohibited IP Prefix - FullBogon",
"rule": "ALARM RULE PROHIBITED IP PREFIX",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"transitionedAt": "2023-02-04T06:11:312"
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{
"activatedAt": "2023-02-04T03:27:02z2",
"alarmId": "9f8eb76a-3eff-4e8b-809e-53bf0fd56ebe",
"clearedAt": "2023-02-04T03:26:20Z",
"expected": {
"numPeersToTrigger": 1
}7
"monitoredPrefix": "2002:101:7700::/48",
"observed": {
"allViolationPeers": [
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 23
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 24
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 25
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 26
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 27
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 28
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 29
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 30
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",
"peerId": 31
}7
{
"asn": 33,
"at": "2023-02-04T03:25:382",

Cisco Crosswork Cloud 1—H'—# 1 K .
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"peerId": 32

"

asn": 33,

"at": "2023-02-04T03:25:38z2",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 33,
"at": "2023-02-04T03:25:38z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12,
"roas": [
{
"asn": 33,
"maxLength": 48,
"notAfter": "2023-02-17T03:49:382",
"notBefore": "2022-02-03T03:49:382",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 48,

"notAfter": "2023-02-17T19:24:49z2",
"notBefore": "2022-02-03T19:24:492",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 48,

"notAfter": "2023-02-18T01:34:59z2",
"notBefore": "2022-02-04T01:34:582",
"prefix": "2002:101:7700::/48",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

1
}I

"orgName": "AutomationOnly5",

"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",

"policyName": "08 - ROA Expiry",
"rule": "ALARM RULE ROA EXPIRY",
"severity": "ALARM_SEVERITY_RED",
"state": "ALARM_STATE_ACTIVE",
"tags": [
"common tag",
"prefix policy",
"08 - ROA Expiry"
] 4
"transitionedAt": "2023-02-04T03:27:02Z2"

"activatedAt": "2023-02-04T03:27:02z2",

"alarmId": "e85e68ad-el16d-4892-9fb9-c71bd92f9caf",

"clearedAt": "2023-02-04T03:26:202",
"expected": {

. Cisco Crosswork Cloud 1—H—H A K
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"numPeersToTrigger": 1

}I

"monitoredPrefix":

"observed": {
"allViolationPeers": [

{

}
] r

"allViolationPeersCount":

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 1,

"peerIp": "10.11.12.1"

"

asn": 33,
"at": "2023-02-04T03:25
"peerId": 19

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 33,
"at": "2023-02-04T03:25
"peerId": 20

"

asn": 33,
"at": "2023-02-04T03:25
"peerId": 21

"

asn": 33,
"at": "2023-02-04T03:25
"peerId": 22

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 33,

"at": "2023-02-04T03:25
"peerId": 7,

"peerIp": "10.31.32.1"

"roas": [

"210.176.151.0/24",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

:38z2",

10,

roa o amBRos [
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"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-17T03:49:382",
"notBefore": "2022-02-03T03:49:382",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-17T19:24:49z",
"notBefore": "2022-02-03T19:24:492",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM AFRINIC"

"

asn": 33,

"maxLength": 24,

"notAfter": "2023-02-18T01:34:58z2",
"notBefore": "2022-02-04T01:34:582",
"prefix": "210.176.151.0/24",
"rpkiStatus": "ALARM ROA VALID",
"trustAnchor": "ALARM_AFRINIC"

]
} 4
"orgName": "AutomationOnly5",
"policyId": "d3d47d8c-fee7-45ab-baee-3a860128aa65",
"policyName": "08 - ROA Expiry",
"rule": "ALARM RULE ROA EXPIRY",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"08 - ROA Expiry"
] 4
"transitionedAt": "2023-02-04T03:27:02Z2"

ROA M B DhN 5 75 L5l

WIZ, ROAME DN BHEUNEA DT 7 — AIZBI9 % Amazon S3 i#%1 & Google A b L — 5@ %N
Du YA ye—IhlERLET,

{

"activatedAt": "2023-02-04T03:22:07z2",
"alarmId": "992266a8-bc34-4e6f-b396-6£0c956886ae",
"monitoredPrefix": "2.2.2.2/32",
"observed": {
"allViolationPeers": [
{
"asn": 31,
"at": "2023-02-04T01:34:58z",
"peerId": 1,
"peerIp": "10.11.12.1"
}7
{
"asn": 31,
"at": "2023-02-04T01:34:58z",
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"peerId": 19
}I
{
"asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 2,
"peerIp": "10.11.12.2"

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 20

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 21

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 22

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 31,

"at": "2023-02-04T01:34:58z2",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 7,
"peerIp": "10.31.32.1"
}
]I
"allViolationPeersCount": 10
}I

"orgName": "AutomationOnly5",

"policyId": "588687b4-4e2c-44d6-8£93-56957139%b4f4",

"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"07 - ROA Not Found"
] 4

"transitionedAt": "2023-02-04T03:22:072"

rRoA r o 50
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"activatedAt": "2023-02-04T03:22:07z2",
"alarmId": "c7f£f225d-f4e0-49d7-b607-£9d4£98b346£",
"monitoredPrefix": "2002:202:202::/48",
"observed": {
"allViolationPeers": [
{
"asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 23

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 24

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 25

"

asn": 31,
"at": "2023-02-04T01:34:58z2",
"peerId": 26

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 27

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 28

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 29

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 30

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 31

"

asn": 31,
"at": "2023-02-04T01:34:582",
"peerId": 32

"

asn": 31,

"at": "2023-02-04T01:34:582",
"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 31,
"at": "2023-02-04T01:34:582",

. Cisco Crosswork Cloud 11— —H 1 K
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"peerId": 8,
"peerIp": "2000::30:100:10"
}
]I
"allViolationPeersCount": 12
}I

"orgName": "AutomationOnly5",

INET |

"policyId": "588687b4-4e2c-44d6-8£93-56957139%b4f4",

"policyName": "07 - ROA Not Found",
"rule": "ALARM RULE ROA NOT_ FOUND",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"07 - ROA Not Found"
] 4

"transitionedAt":

"2023-02-04T03:22:072"

KRIZ, ROABEE T 7 — AICBIT % Amazon S3 A1 & Google A N L —VlHIOR 7 A v E—Y

BlE R LET,
{
"activatedAt": "2023-02-04T03:31:32z2",
"alarmId": "358c3f57-80b8-4685-baec-7d913£39988e",
"clearedAt": "2023-02-04T03:30:51z",
"expected": {
"numPeersToTrigger": 1,
"originAsns": [
24,
1136
]
}7
"monitoredPrefix"™: "194.45.8.0/22",
"observed": {
"allViolationPeers": [
{
"asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 1,
"peerIp": "10.11.12.1"
}7
{
"asn": 23,
"at": "2023-02-04T03:30:09z",

"peerId": 19

"asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 2,
"peerIp": "10.11.12.2"
}7
{
"asn": 23,
"at": "2023-02-04T03:30:09z2",

"peerId": 20

"asn": 23,

Cisco Crosswork Cloud 1—H'—# 1 K .
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"at": "2023-02-04T03:30:092",
"peerId": 21

"

asn": 23,
"at": "2023-02-04T03:30:09z",
"peerId": 22

"

asn": 23,

"at": "2023-02-04T03:30:09z2",
"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 23,

"at": "2023-02-04T03:30:09z",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 23,

"at": "2023-02-04T03:30:09z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 23,
"at": "2023-02-04T03:30:09z2",
"peerId": 7,
"peerIp": "10.31.32.1"
}
] 4
"allViolationPeersCount": 10

}I

"orgName": "AutomationOnly5",

"policyId": "0510el174-1553-4cl2-ac9e-be68118c8bd2",

"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",

"prefix policy",

"09 - ROA Failure"
] 4

"transitionedAt": "2023-02-04T03:31:322"
"activatedAt": "2023-02-04T03:31:322",
"alarmId": "4e0b7398-ae54-408e-95fc-e7bbl7a7d952",
"clearedAt": "2023-02-04T03:30:51z2",
"expected": {

"numPeersToTrigger": 1,

"originAsns": [

24

]
}I
"monitoredPrefix": "2002:c22d:800::/48",
"observed": {

"allViolationPeers": [

{

asn": 23,
"at": "2023-02-04T03:30:09z2",
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}I
{

}

"orgName":
"policyId":

"peerId": 23

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 24

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 25

"

asn": 23,

"at": "2023-02-04T03

"peerId": 26

"

asn": 23,

"at": "2023-02-04T03

"peerId": 27

"

asn": 23,

"at": "2023-02-04T03

"peerId": 28

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 29

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 30

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 31

"

asn": 23,

"at": "2023-02-04TO03

"peerId": 32

"

asn": 23,

:30:092",

:30:092",

:30:092",

:30:092",

:30:092",

:30:092",

:30:092",

:30:092",

:30:092",

"at": "2023-02-04T03:30:092",

"peerId": 6,

"peerIp": "2000::20:100:10"

"

asn": 23,

"at": "2023-02-04T03:30:092",

"peerId": 8,

"peerIp": "2000::30:100:10"

"allViolationPeersCount":

12

"AutomationOnly5",
"0510e174-1553-4cl2-ac9e-be68118c8bd2",

INET |
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"policyName": "09 - ROA Failure",
"rule": "ALARM RULE ROA FAILURE",
"severity": "ALARM_ SEVERITY RED",
"state": "ALARM STATE ACTIVE",

"tags": [
"common tag",
"prefix policy",
"09 - ROA Failure"
] 4

"transitionedAt": "2023-02-04T03:31:322"

BITTLIA VIR T ENZALXH

ALY

Crosswork Cloud 0

B

ax ;&

WIZ, YITTLITA VIR T RNEAL XA T T —LIZRT % Amazon S3 %1 & Google A
Mo—yor 7 X ye—IFE R LET,

{
"activatedAt": "2023-

"alarmId": "4f90ba05-dl6e-4cbl-8bfe-£f9%ob54£fc96dd",

"clearedAt": "2023-02
"expected": {
"numPeersToClear":
"numPeersToTrigger"
"originAsns": [
754,
755,
1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
49622
]7
"originAsnsUsage":
}7
"monitoredPrefix": "2
"observed": {

"allViolationPeers":

{
"peerId": 28
}7
{
"peerId": 29
}
]7

02-04T03:48:072",

-04T03:47:262",

1 r

2,

"ALARM USAGE_IGNORE"
002:1764:100::/48",

[

"allViolationPeersCount": 2,

. Cisco Crosswork Cloud 1—H—#H A1 F
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"lastViolationPeers": [
{
"asn": 6000,
"at": "2023-02-04T03:45:01z",

"peerId": 28

"

asn": 6001,
"at": "2023-02-04T03:45:02z2",
"peerId": 29
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "2002:1764:100::/49",
"violationPrefixesCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",
"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY GRAY",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",
"prefix policy",
"12 - Subprefix Advertisement"
] 4
"transitionedAt": "2023-02-04T03:48:072"

"activatedAt": "2023-02-04T03:48:07z2",
"alarmId": "6ele50ff-e57f-4a2b-9814-7c5a71b01bld",
"clearedAt": "2023-02-04T03:47:262",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"originAsns": [
754,
755,
1000,
6000,
6001,
6002,
6003,
6004,
6005,
6006,
6007,
6008,
6009,
6010,
6011,
9541,
9542,
9543,
12654,
12655,
28642,
30175,
45031,
49622
]I
"originAsnsUsage": "ALARM USAGE IGNORE"
}I
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"monitoredPrefix": "23.100.1.0/24",
"observed": {
"allViolationPeers": [
{
"peerId": 1

}I
{
"peerId": 19
}
]I

"allViolationPeersCount": 2,
"lastViolationPeers": [
{
"asn": 6000,
"at": "2023-02-04T03:45:01z2",
"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 6001,
"at": "2023-02-04T03:45:01z2",
"peerId": 19
}
] 4

"lastViolationPeersCount": 2,
"lastViolationPrefix": "23.100.1.0/25",
"violationPrefixesCount": 8
} 4
"orgName": "AutomationOnly5",
"policyId": "634cc992-80f5-488e-bd42-bcb61217be9f",
"policyName": "12 - Subprefix Advertisement - Default",
"rule": "ALARM RULE_ SUBPREFIX ADVERTISEMENT",
"severity": "ALARM_ SEVERITY GRAY",
"state": "ALARM STATE ACTIVE",
"tags": [

"common tag",
"prefix policy",
"12 - Subprefix Advertisement"

] 4
"transitionedAt": "2023-02-04T03:48:072"

FHLLGEWAS TL T4 v XDHI

KT, FPHLIBEWASTL 74 v I RT 7 —AIZFF % Amazon S3 i#%1 & Google A k L—
WHOO T Ay —V6%& R LET,

{

"activatedAt": "2023-02-04T02:58:11z",
"alarmId": "6a6be977-ecf3-423c-bfde-£c9118659%9a69",
"clearedAt": "2023-02-04T02:57:437Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2
}7
"monitoredAsn": 601,
"observed": {
"allViolationPeers": [
{
"peerId": 1
}7
{
"peerId": 2

. Cisco Crosswork Cloud 1—H—H A K
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"peerId": 3
"peerId": 4
"peerId": 5
"peerId": 7
"peerId": 19
"peerId": 20
"peerId": 21

"peerId": 22
}
] 4
"allViolationPeersCount": 10,
"lastViolationPeers": [
{
"asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 1,
"peerIp": "10.11.12.1"

"

asn": 601,
"at": "2023-02-04T02:55:11z",
"peerId": 19

"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 2,

"peerIp": "10.11.12.2"

"

asn": 601,
"at": "2023-02-04T02:55:11z",
"peerId": 20

"asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 21

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 22

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 3,

I Cisco Crosswork Cloud 1—H'—# 1 K .



B 7ooxrv—sasozzEn

"peerIp": "10.11.12.3"

"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 601,

"at": "2023-02-04T02:55:11z2",
"peerId": 5,

"peerIp": "10.11.12.5"

"

asn": 601,
"at": "2023-02-04T02:55:11z2",
"peerId": 7,

"peerIp": "10.31.32.1"
}

] 4

"lastViolationPeersCount": 10,

"lastViolationPrefix": "101.1.1.0/24",

"violationPrefixesCount": 1
} 4
"orgName": "AutomationOnly5",
"policyId": "5e3288f9-6e6d-4df7-a862-b638e2d17b9f",
"policyName": "01 - Unexpected AS Prefix",
"rule": "ALARM_RULE_UNEXPECTED_AS_PREFIX" ,
"severity": "ALARM_SEVERITY_RED" ,
"state": "ALARM_STATE_ACTIVE" ,
"tags": [

"common tag",
"asn policy",
"0l - Unexpected AS Prefix"
] 4
"transitionedAt": "2023-02-04T02:58:11z2"

7y TR R —L AS DL EF

WIZ, TYTRM)—LASERT 7 —LIZB7 % Amazon S3 i#%1 & Google A k L— i@ %N
oarAy—FlERLET,

{

"activatedAt": "2023-02-04T03:36:492",
"alarmId": "82f76592-14ca-42ef-b446-149cld4be731",
"clearedAt": "2023-02-04T03:36:09zZ",
"expected": {

"numPeersToClear": 1,

"numPeersToTrigger": 2,

"upstreamAsns": [

12345

]
}7
"monitoredPrefix": "2002:ab64:1100::/48",
"observed": {

"allViolationPeers": [

{
"asn": 6504,

"at": "2023-02-04T03:33:54z",
"peerId": 6,
"peerIp": "2000::20:100:10"

. Cisco Crosswork Cloud 1—H—H A K
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"

asn": 6503,
nan.
"peerId": 23

"

asn": 6508,
nagn .
"peerId": 27

"

asn": 6502,
nagn .
"peerId": 8,
"peerIp":

"

asn": 6509,
"at": "2023-02-04T03
"peerId": 28

"asn": 6505,
"at": "2023-02-04T03
"peerId": 24

"

asn": 6510,
"at": "2023-02-04T03
"peerId": 29

"

asn": 6507,
"at": "2023-02-04T03
"peerId": 26

"asn": 6512,
"at": "2023-02-04T03
"peerId": 31

"

asn": 6513,
"at": "2023-02-04T03
"peerId": 32

"asn": 6506,
"at": "2023-02-04T03
"peerId": 25

"

asn": 6511,
"at": "2023-02-04T03
"peerId": 30
}
] 4

"allViolationPeersCount":

}I
"orgName":

"policyId":
"policyName":
"rule":

"2023-02-04T03:

"2023-02-04T03:

"2023-02-04T03:

33:54z",

33:54z",

33:54z",

"2000::30:100:10"

:33:54z2",

:33:54z2",

:33:54z2",

:33:54z2",

:33:54z2",

:33:54z2",

:33:54z2",

:33:54z2",

12

"AutomationOnly5",
"c37b83be-0213-4bb2-b391-7£02b3cecO61",

"10 - Upstream AS Change",

"ALARM RULE_UPSTREAM AS CHANGE",

7y 7z ty—nasozEs [
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"severity": "ALARM SEVERITY RED",

"state": "ALARM STATE ACTIVE",

"tags": [
"common tag",
"prefix policy",

"10 - Upstream AS Change"

] r

"transitionedAt": "2023-02-04T03:36:492"

"activatedAt": "2023-02-04T03:36:492",

"alarmId": "a778b4be-e23f-42d8-8880-5402£59c1495",

"clearedAt": "2023-02-04T03:36:092",

"expected": {
"numPeersToClear":

"numPeersToTrigger":

"upstreamAsns": [
12345
]
}I

"monitoredPrefix": "171.100.17.0/24",

"observed": {

"allViolationPeers":

{

"

asn": 6505,

"at": "2023-02-04T03:33

"peerId": 3,

"peerIp": "10.11.12.3"

"

asn": 6503,

"at": "2023-02-04T03:33

"peerId": 5,

"peerIp": "10.11.12.5"

"asn": 6504,

"at": "2023-02-04T03:33

"peerId": 4,

"peerIp": "10.11.12.4"

"

asn": 6509,

"at": "2023-02-04T03:33

"peerId": 20

"asn": 6508,

"at": "2023-02-04T03:33

"peerId": 19

"

asn": 6507,

"at": "2023-02-04T03:33

"peerId": 1,

"peerIp": "10.11.12.1"

"asn": 6511,

"at": "2023-02-04T03:33

"peerId": 22

"

asn": 6502,

. Cisco Crosswork Cloud 1—H—H A K
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"at": "2023-02-04T03:33:54z",
"peerId": 7,
"peerIp": "10.31.32.1"

"

asn": 6510,
"at": "2023-02-04T03:33:54z",
"peerId": 21

"asn": 6506,
"at": "2023-02-04T03:33:542z",
"peerId": 2,
"peerIp": "10.11.12.2"
}
] 4
"allViolationPeersCount": 10
} 4
"orgName": "AutomationOnly5",
"policyId": "c37b83be-0213-4bb2-b391-7£02b3ceclO61l",
"policyName": "10 - Upstream AS Change",
"rule": "ALARM RULE UPSTREAM AS CHANGE",
"severity": "ALARM_SEVERITY RED",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"10 - Upstream AS Change"
] 4
"transitionedAt": "2023-02-04T03:36:492"

—VflER L ET,

"activatedAt": "2023-02-04T03:42:08z2",
"alarmId": "7cc0e8d0-cef5-422f-a9b9-e6dd227e2bfc",
"clearedAt": "2023-02-04T03:41:082Z",
"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (999|400) 705"
}7
"monitoredPrefix": "2002:dc45:500::/48",
"observed": {
"allViolationPeers": [
{
"asPath": [
108,
500,
755
]7
"asn": 755,
"at": "2023-02-04T03:39:27z",
"peerId": 23
}7
{
"asPath": [
108,
500,

Cisco Crosswork Cloud 1—H'—# 1 K .
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755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 24

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 25

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 26

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272Z2",
"peerId": 27

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 28

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 29

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
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"peerId": 30
}I
{

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 31

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272",
"peerId": 32

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
"peerId": 6,
"peerIp": "2000::20:100:10"

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
"peerId": 8,
"peerIp": "2000::30:100:10"
}
] 4
"allViolationPeersCount": 12
} 4
"orgName": "AutomationOnly5",
"policyId": "1b1d7a95-1104-4434-8f72-33ba2l6a’e7f",
"policyName": "11 - Valid AS Path",
"rule": "ALARM RULE VALID AS PATH VIOLATION",
"severity": "ALARM_ SEVERITY YELLOW",
"state": "ALARM STATE ACTIVE",
"tags": [
"common tag",
"prefix policy",
"1l - Valid AS Path"
] 4
"transitionedAt": "2023-02-04T03:42:082"

"activatedAt": "2023-02-04T03:42:082",
"alarmId": "86304e9c-50ce-4ec2-89%9a2-2c84abl0658b",
"clearedAt": "2023-02-04T03:41:082",

amuas <206 ]
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B#h7E AS /XX DB

"expected": {
"numPeersToClear": 1,
"numPeersToTrigger": 2,
"validAsPathPattern": "108 (999|400)
}I
"monitoredPrefix": "220.69.5.0/24",
"observed": {
"allViolationPeers": [
{
"asPath": [
108,
500,
755
]I
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 1,
"peerIp": "10.11.12.1"

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 19

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:27z2",
"peerId": 2,
"peerIp": "10.11.12.2"

"asPath": [
108,
500,
755
] 4
"asn": 755,
"at": "2023-02-04T03:39:27z2",
"peerId": 20

"asPath": [
108,
500,
755

]I

"asn": 755,

"at": "2023-02-04T03:39:272Z",
"peerId": 21

"asPath": [
108,
500,

. Cisco Crosswork Cloud 1—H—#H A1 F
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| Crosswork Cloud D% 7E

}
] r

"allViolationPeersCount":

}I

755
]I
"asn
"at":
"peer

"asPa
108
500
755

]I

"asn

"at":

"peer

"peer

"asPa
108
500
755

]I

"asn

"at":

"peer

"peer

"asPa
108
500
755

]I

"asn

"at":

"peer

"peer

"asPa
108
500
755

]I

"asn

"at":

"peer

"peer

"orgName":
"policyId":

"policyName":
"rule":

"severity":

"state":
"tags"

L

"o

"o

"o

"o

"o

amuas <206 ]

755,
"2023-02-04T03:39:27z2",
Id": 22

th": [
r

’

755,
"2023-02-04T03:39:272",
Id": 3,

Ip": "10.11.12.3"

th": [
r

’

755,
"2023-02-04T03:39:272",
d": 4,

Ip": "10.11.12.4"

th": [
r

’

755,
"2023-02-04T03:39:27z2",
Id": 5,

Ip": "10.11.12.5"

th": [
r

’

755,
"2023-02-04T03:39:272",
d": 7,

Ip": "10.31.32.1"

10
"AutomationOnly5",

"1b1d7a95-1104-4434-8£f72-33ba2l6a7e7f",
"1l - Valid AS Path",

"ALARM RULE VALID AS PATH VIOLATION",

"ALARM_ SEVERITY YELLOW",

"ALARM STATE_ACTIVE",

"common tag",
"prefix policy",
- Valid AS Path"

"1l
]I
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"transitionedAt": "2023-02-04T03:42:082"
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5 19 =

TINA ADEERTE

« TA ZADBEM (173 =)

s 8T T 4 v IO T AL R EBINT 5720 ORiHRSA: (176 X—)

» Crosswork Traffic Analysis HHDAN A % —7 = 4 ZDFFE (182 X—)

» Crosswork Trust Insights |27 /N1 A& BINT 5 72D OIS (182 ~<—)
* Trust Insights OfEHH N> = fF# (187 ~—°)

« TA 2D (189 ~—)

« TA ZDHIER (190 =—27)

cHIBRSNIZT A ZDHET (190 <—)

FINA ADIEM

TS 2B 512iE, ROFIEEZFEITLET,

AT TN A4 T4 RUT, [E=4 (Monitor) ]>[7 /31 A (Devices) ] £7-1X[[%E (Configure) 1>[7 /A &
(Devices) 1227 V> 27 LEd, & LLIE, [&E (Configure) 1>[7—4# % — hU A (DataGateways) ]
>[data_gateway instance] DJIEIZFEE) L T, Crosswork Data Gateway |27 /N4 A& B, V7352 & 4T
TET,

AT w72 [AddDevice] #7 V v 27 LET,

ATY T3 CSVI7ANEMHHALTT A A% A iR— T 5I121E, [CSVDA > AR—bk (CSVImport) 1% 27V v
LET,

ATV T B—DT N, A% A VR— T 5120, ROT 44— FIZATLET,

K 26:T/INA ADBMD T 1« —)L FIZET 558

Ta4—IL K BL]

F XA 24, (Device Name) T INA ADFERL

G¥) Fe=R TG AR — FOBENS, DT 4 —
IV RIET A AnE HEIMIC AT S EH A,
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. T4 RD3BIN

Crosswork Cloud D% |

J4—ILF

Bl

#FHA  (Description)

(FE) T34 20 EML £,

A A F % —2 (Hostname)

Crosswork Data Gateway |Z & > Cfif ] 415 DNS FQDN % 7=
IXIP 7 RU A,

SSH 78— bk (SSH Port)

(EE) SSHT 7 EAHDTCPAR— b+, 57 4/ MITCP/22
T, Crosswork Cloud Traffic Analysis {Z SSH 7 7 & A |du4
EHHD FEHEA,

7 L5 %)L : SSH (Credential: SSH)

BN Z VF o s vy v I N—T B LT 35A1. (7 VT
> %V : SSH (Credential: SSH) 1 Ku v 7 X 7 U A Kk
LENTXET, LW LT vy VI A—T 2Bk T 5
X, [Z V7 v/ SSH (Credential: SSH) | Kz v~
Z U ARNNPDL LW LT 2 LB (Add New
Credential) |Z BN LET, 7 LT X LT N—F DM
IZOWTIE, 7 LT v LOERE (2035—2) 2B L
TLIEEW,

F XA A —7 (Device Group)

Crosswork Cloud Traffic Analysis B2/, DARIIZT /NA A 7 L—
TEMER LT AL, [T A Y L—7 (Device Group) |
Ry X7 YR IMLEIRTEET, HILWT A RS
N—TH BT DI, [T 73 A7 V—7" (Device Group) |
Ry 7Z )R RPD B LWT A 27 )L—T DB

(Addnew device group) | ZEIRLET, 74 X T —7
DFAZDONTIL, TS AT N—T DFRE (2053—)
EZRLTLLIEEN,

T XETRAR (City)

() 73 ZONLEE H O 1 XETFS,

Z M85 (Location)

(EE) MwEY A Mg,

(Country)

(EE) 7731 ZADALERHROE,

TR ADH A LY — 2 (Device Timezone)

(EE) TAALRIR LT =V Z A LY —

% 7" (Tags)

EE) T3, AT N—TL EBRBNERNL DX T A 4RE L
£, mEzE VAT LANDONL—ZH AT (edge s L)
BT ATXANEANTHGEERHY T,

DT 44— RiX, BT A AN D CrossworkCloud 7 7Y r—3 3 X »TRARY 5,
7Y a & LT, Crosswork Cloud Trust Insights @ Crosswork Data Gateway - > A % > A & Crosswork Cloud
Traffic Analysis @ Crosswork Data Gateway { > A X L ADW HIZTNA A% 7 FT5H5Z L HTEET,
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| Crosswork Cloud D% E

T4 Z2D3BIN .

R FSAM YA LOTINA ZADEMD T 4 —)L FIZEET 5528

T4—ILF

BLL

[T—27— bt U=A: bTARL P A B
(Data Gateway: Trust Insights) ]

AA v F & [A v (On) WGV X, T/34A AD Crosswork
Data Gateway A > A% > A% %R L £ 7, Crosswork Data
Gateway % iBI19 5121%. [Crosswork Data Gateway O
DB ZZRLTIZE0,

RB: S TA4VIHMDT/INAZADEBIND T 4 —)L FICEAT 558

TJ4—ILF

BLL

TR =T xA 8T T 4T
(Data Gateway: Traffic Analysis)

AA v F % (A2 (On) IZEIW X, T /3541 AD NetFlow
Data Gateway A > A% > A Z @RI L E 7,

NetFlow %57t 7 KL &2 (NetFlow Source
Address)

NetFlow i35t 7 RV RAEZ AN LET,

ASN

ASN Z AN LET, HIXZT T 14— ASN O#iPH (64512
~ 65535) THHHLENRH T,

SNMP7 KL 2 (SNMP Address)

SNMP 7 KL 2% AJJ L7254 1E, NetFlow 7 K L A Ml
AEnEd,

7 L5 %L SNMP (Credential: SNMP)

PRNZZ VT o vy VI N—T 2B LT 5AX, [Z VT
> ¥ ¥/ : SNMP (Credential: SNMP) | R v 7 Z7U &
FLBRIRCTEET, BT 5T A ZDF LN LT~
X NTN—TEERT DI, [Z VT v/ SNMP
(Credential: SNMP) ] R w7 & 7 U A MG [HLWY
L7y X VDB (AddNew Credential) | &38R L £,
VT VI =T ORI ONWTIE, 7 LT vy
DOIERL (203 =—V) LT EI,

BGP/L—ZIDDIPT KL A (BGP Router ID
IP Address)

7 L5 %/l : BGP (Credential: BGP)

VRNCZ LT v vy V=T 2B LT AE, [ VT
>3 % /L : BGP (Credential: BGP) | Ku v 7 # U X |k
MOBIRTEET, BINT L7 A ZADFH LW LT vy
NI N—TF BT 512X, [ VT v /L : BGP
(Credential: BGP) | Rr >y X7 U A Mpb [HiLnw L
TV VDB (AddNew Credential) ] Z3&ER L E9, 7
LTy VI N—T ORI OWTIE, Z LT vy bd
Er (203 X—2) ML T a0V,

GE)

9 _TCDBGP 7'V 7 4 v 7 A% Cisco Crosswork Data Gateway & 3G9 20X H Y £,
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B 57 vosmRoT A zeBmT Br0MRER

ATy 5 &7 (Save) 127 U v 27 LET,

Crosswork Cloud D% |

Sin==

BRFBRIERZE T LI, AL T4 RUT[E=4 (Monitor) ]>[7 /341 A (Devices) | £72i% [RE
(Configure) 1>[7 /34 A (Devices) |27 Vv 7T 5HE, TAANRFRRINET,

S T4V RHRADTINA RZEBINT 5= DHIIRE

*

T 7 4w T HHTICT S R BMT BENIT, T34 AT SSH ERD 7 1 s 3 LR E S

TWDHZ MR LET,

£29: 70 FaLEEE

Jakral 51
SNMP SNMP OHEREH] (176 ~=—)
BGP Cisco 10S 7734 A BGP O#ERkf (177 ~=—3)

Fv hU— Ju— =X
7\

* CiscoIOS XR 7 734 A Ffl Netflow OAERH] (179 ~=2—

)

* Cisco I0S XR T /31 A IPFIX OAERLB] (180 ~2—

)

TNAAPRFED A~ FafilfRT 25 L) ICRESN TN L 5EIE, IROCLI A~ > RAFFA]

SNTNDLZ xR LET,

® show platform security integrity dossier

®* show version

LTFDE'Z vailid, BlflnagEnTtunEd,

SNMP O #& B4l

&P z— Ri%, SNMP OFERFI 2R L TWET,

o SNMPv2 OHERL A :

snmp-server community flowl23 RO

BTOFITIX, flowl23 A SNMP 2 X =2 =7 1 O & —E4 20 ENRH Y 9,

« SNMPv3 DAk A

WEER L, 7T A /3T —72 LD SNMPv3 DIGE
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it

| Crosswork Cloud
Cisco 108 7731 2 7 B6P DR ]

snmp-server group [groupname] v3 noauth

snmp-server user [username] [groupname] v3

FiEH Y . T A X —72 LD SNMPv3 DA :

snmp-server group [groupname] v3 auth

snmp-server user [username] [groupname] auth [md5|shal] <auth-password>
LDV | T T AN —H Y D SNMPV3 DS

snmp-server group [groupname] v3 priv

snmp-server user [username] [groupname] auth [md5|sha] <auth-password> priv [aes

128] <priv-password>

Crosswork Cloud Traffic Analysis |Z, 77 A /N —7'1 k 2/LZxF L COIH SNMPv3 128
vy hEYR—FLET,

. (FE) snmp-server view 1V FZEHRA LT, SNMPv3 77 B AZHIBTCE £4, kD
2~ FAlIX, Crosswork Cloud Traffic Analysis (Z & > TR H4L D SNMP DA 7 ¥ = 7
B+ (OID) Z/RLTWET,

snmp-server view [view name] 1.3.6.1.2.1.1 included
snmp-server view [view name] 1.3.6.1.2.1.2 included
snmp-server view [view name] 1.3.6.1.2.1.31 included
snmp-server group [groupname] v3 [noauthlauth|priv] read [view name]

—

T /N1 X F BGP DRk

WD =z— KX, Cisco [0S T /34 A D BGP #OH] T4,

\}

Cisco 10S

(G¥) 9 _XTPOBGP 7L 7 ¢ v A% Cisco Crosswork Data Gateway & H:H T HLE N H Y £,

Cisco |IOS XE

router bgp <asn> << This must match the ASN in the CDG DEVICE
Crosswork Cloud UI

>>

bgp router-id <router-id>

bgp log-neighbor-changes

no bgp default ipvé4-unicast

neighbor <CDG-ipv4-address> remote-as <CDG-asn> << This must
in the Crosswork Cloud UI. It should be a Private ASN number.

configuration page in the

match the ASN of the CDG
>>

neighbor <CDG-ipv4-address>
neighbor <CDG-ipv4-address>
neighbor <CDG-ipv4-address>
|
neighbor <CDG-ipvé6-address>
in the Crosswork Cloud UI.
neighbor <CDG-ipv6-address>
neighbor <CDG-ipv6-address>
neighbor <CDG-ipv6-address>
|

address-family ipv4

description Cisco CrossWork Cloud

CDG IPv4

ebgp-multihop 255
update-source <src-interface>

remote-as <CDG-asn> << This must match the ASN of the CDG
It should be a Private ASN number. >>

description Cisco CrossWork Cloud CDG IPv6

ebgp-multihop 255

update-source <src-interface>

neighbor <CDG-ipv4-address> activate
neighbor <CDG-ipv4-address> send-community both
neighbor <CDG-ipv4-address> filter-list 2 in

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud D% |
B ciscot0s 731 2 BGP DRI

neighbor <CDG-ipv4-address> filter-list 1 out
exit-address-family
|
address-family ipvé
neighbor <CDG-ipv6-address> activate
neighbor <CDG-ipv6-address> send-community both
neighbor <CDG-ipv6-address> filter-list 2 in
neighbor <CDG-ipv6-address> filter-list 1 out
exit-address-family
|
ip as-path access-list 1 permit .* <<All BGP prefixes from the device must be shared
with Cisco CrossWork Cloud CDG>>

ip as-path access-list 2 deny .*
|

Cisco IOSXR

router bgp <asn> << This must match the ASN in the CDG DEVICE configuration page in the
Crosswork Cloud UI
>>

bgp router-id <router-id>

address-family ipv4 unicast

|

address-family ipv6 unicast
|
neighbor <CDG-ipv4-address>

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud
UI. It should be a Private ASN number. >>

ebgp-multihop 255

description Cisco CrossWork Cloud CDG IPv4

update-source <src-interface>

address-family ipv4 unicast

route-policy DROP in

route-policy PASS out
|
neighbor <route-server-ipv6>

remote-as <CDG-asn> << This must match the ASN of the CDG in the Crosswork Cloud UI.
It should be a Private ASN number. >>

ebgp-multihop 255
description Cisco CrossWork Route Server IPv6
update-source <src-interface>
address-family ipv6 unicast
route-policy DROP in
route-policy PASS out
|
route-policy PASS
pass
end-policy
|

route-policy DROP
drop

end-policy

|

ZCT
e <asn> 1X. R v U —2 @D BGP AS HFETY,

e <router-id> ¥, X v FU—27 ® BPG/L—# ID T,
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kg
it

| Crosswork Cloud
Cisco 10S XR 7/ 2 A Netflow il ]

s <cDG-asn>ld. CDG ® BGP ASN HF 5 T9, Ziut., 774 X— MASNEZTH A LEN
HFEI

o <src-interface> . X T —27 D BGP EETTA v X —T = A AT,
® <CDG-ipv4-address> X CDG @ 1Pv4 7 }‘ |2 '(“’J*o

® <CDG-ipvb6-address> IZ CDG @D IPv6 7 K VX“C‘“d—O

Cisco 10S XR 7 /\1 X FA Netflow 0 #& B {51

’D a1 — R, Cisco [0S XR T34 2 F Netflow DORERAI T,
IPv4 DI :

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
sampler-map ccni-sampler
random 1 out-of 1000
|
interface GigabitEthernet0/0/0/0
ipv4 address 172.24.96.141 255.255.255.128
flow ipv4 monitor ccni sampler ccni-sampler ingress

IPv4 #5t %/t L C NetFlow IPv6 L = — R & =7 AR — 9§ 54 :

\)

GE) Z OHITIE, 192.0.2.169 7’ Crosswork Data Gateway @ IPv4 7 K L A T3,

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet0/0/0/0
destination 192.0.2.169 << this is the IP address of the CDG >>
|
flow monitor-map ccni-ipvé
record ipvé6
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Crosswork Cloud D% |
B ciscot0s xR 7/ 5 2 IPEIX 8 RI

exporter ccni

cache entries 1000000

cache timeout active 12

cache timeout update 15

|

sampler-map ccni-sampler

random 1 out-of 1000

|

interface GigabitEthernet0/0/0/0
ipvé address 2001:100:100::1/64
flow ipvé monitor ccni-ipvé sampler ccni-sampler ingress

IPv4A £ & U IPv6 D& A :

flow exporter-map ccni
packet-length 1468
version v9
options sampler-table timeout 15
template data timeout 15
template options timeout 15
|
transport udp 2055
source GigabitEthernet 0/0/0/0
destination 172.24.96.171 << this is the IP address of the CDG >>
|
flow monitor-map ccni
record ipv4
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15
|
flow monitor-map ccni-ipvé
record ipvé6
exporter ccni
cache entries 1000000
cache timeout active 12
cache timeout update 15

sampler-map ccni-sampler
random 1 out-of 1000
|

interface GigabitEthernet0/0/0/0

ipv4 address 172.24.96.141 255.255.255.128

ipv6 address 2001:100:100::1/64

flow ipv4 monitor ccni sampler ccni-sampler ingress

flow ipv6 monitor ccni-ipvé sampler ccni-sampler ingress

Cisco 10S XR 7 /N4 X F IPFIX O #& 451

W’ — R, Cisco I0S XR T34 Z [ IPFIX OAERLME] T,

flow exporter-map ccni

packet-length 1468

version ipfix
options sampler-table timeout 15
template data timeout 15
template options timeout 15

. Cisco Crosswork Cloud 11— —H 1 K



| Crosswork Cloud D% E
FSo s vontcmAshs same oz i

transport udp 2055
source GigabitEthernet0/0/0/0

destination 172.24.96.184
|

flow monitor-map ccni
record ipv4

exporter ccni

cache entries 1000000
cache timeout active 3

cache timeout update 3
|

sampler-map ccni-sampler

random 1 out-of 1000

|

interface TenGigE0/0/0/16

description internal interface

ipv4 address 182.1.0.1 255.255.255.0

flow ipv4 monitor ccni sampler ccni-sampler ingress
|
interface TenGigE0/0/0/27

description external interface

ipv4 address 184.1.0.1 255.255.255.0

flow ipv4 monitor ccni sampler ccni-sampler ingress

S T4 v 3THEASN S SNMP D5 F

Crosswork Cloud Traffic Analysis D$FE D SNMP &' = —Z{Ek 3 58545, IRD U A MMZ, Crosswork
Cloud Traffic Analysis 23 f 95 SNMP 472 = 7 Ml + (0OID) NEENTWET,

* sysDescr : 1.3.6.1.2.1.1.1.0

* sysObjectID : 1.3.6.1.2.1.1.2.0

* sysUpTime : 1.3.6.1.2.1.1.3.0

* sysName : 1.3.6.1.2.1.1.5.0

* sysLocation : 1.3.6.1.2.1.1.6.0

e ifDescr : 1.3.6.1.2.1.2.2.1.2

* ifType : 1.3.6.1.2.1.2.2.1.3

* ifSpeed : 1.3.6.1.2.1.2.2.1.5

* ifOperStatus : 1.3.6.1.2.1.2.2.1.8

* ifName : 1.3.6.1.2.1.31.1.1.1.1
 ifHCSpeed : 1.3.6.1.2.1.31.1.1.1.15
+ ifHCInOctets : 1.3.6.1.2.1.31.1.1.1.6

* ifHCOutOctets : 1.3.6.1.2.1.31.1.1.1.10

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud % E |
. Crosswork Traffic Analysis ADSNE A > 2 —T7 =4 ADIETE

Crosswork Traffic Analysis FHDONEA V23— =4 ADi5

TNRAAZBMLTZH, SNMP A7 —Z ZZfERB L, 1 DL EDA ¥ —T = A Z&HA
H—T A AL LTHRETDHVLERDY T, Crosswork Cloud Traffic Analysis |, ZMHA >
B =T 2 A AEEETDHDETI T 74 v I T —FHFRTEEREA,

AT TN A4 T 4 RUT, [EE (Configure) 1>[7 /34 A (Devices) ] DIEIZZ Vv 7 LET,
RT9 T2 [T/314 A (Device) |FINCERINTWDLT NS AL E IV v LET,

AT w73 Crosswork Data Gateway & 7 /34 AICE/RIIND SNMP O EIZH— Y )V EEDE T, AT —H AN [k
# 7> (Connected) ]I1272 > TCWAZ L AMERLET,

TN NTHEH, ITRCOAL =T 2 APNEA X —T 2 AL LTHEESNTWET, T/37 X
DIEA > B —T 2 A AZRINL, B E L THRET O LERH Y £,

ATV T8 [NT77 47558 (Traffic Analysis) | X 7% 27V v 7 LTh6, [ F—7=A A (Interfaces) | % 7
Uy 7 LET,
AT TS 1 DU LD A v F—T = AZIRL, INTOKE (SetExternal) %227 U v 7 LET,

Crosswork Cloud Traffic Analysis X, A v Z—7 = A A&NHA L FZ—T = A AL LTHBMLET,

Crosswork TrustInsights [T /31 R ZEM0T 5 1= DRILE
E3es
Cisco I0S XR /L —# % Crosswork Cloud Trust Insights {ZiB N9 2 I, KD /V— ¥ 3 TE & FERR

TOMENDH Y £,

« T3 ZIZI0S XR DLBEIRY R—FENDA A=V RDHD I L@ LET, FA—b
EINDHA A—=TIZDOWTIL, [Cisco Crosswork Cloud Release Notes ] [#£5E] # &M L T<
2N,

o BRGkF— LREBIED IOS XR W TN AR SN TND Z 2R LET, FEMicoNT
I%. Crosswork Trust Insights O /L— Z L DOfERE (183 ~—) ZZHL T IZS VY,

e FIFRAT E RFHEL — AR EL TWVWD T L 2B LET, FEMIC DOV TIX, Crosswork Trust
Insights ORI ZHERO 2 —HF DFRE (186 X—) 2B LTI K E VY,
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| Crosswork Cloud D% E
Crosswork Trust Insights 0 JL— 2 # D HEDR .

Crosswork Trust Insights D JL— 2 ¥R D FEEE

Crosswork Cloud Trust Insights Z i 19~ 5 AijlZ, Cisco I0S XR /L — & DMEFEIEFMICT 7 B A TE
HEITELLREINTND Z L 2MHERT HMLERDHY £T, ROFIRIZHE->T, L—F N
Crosswork Cloud Trust Insights (Z1E L < BREINTWDHZ & 2R L ET,

)

GE)  ROPFIL, Crosswork Cloud Trust Insights % A 2023 % 72 DIZ L EE 72 i /MR D Cisco I0S XR
KCd, ZOMORERBFNIZ OV TIE, Crosswork Cloud Trust Insights 2 G ZNZ T2 7T v b7 4 —
DTS T DHER AT A RE2ZR LTI ZE W, BT A R~OE#HEY 7 1ZonTiE, BiE
N—=KRT 2T DOv=a2T VESBLTIEEN,

AT v—Zicas7 4L, kOoavwy REANLET,

ios# show running-config
ATY T2 HONCROBRERNEGENTNDZ EERERLET,
¢ RA P R— LA
*DNS K * A 4 (DNS domain name)
« fihib & AL7z SSH H—3
« SSH TH It 47z Netconf-yang
AN RSSHT 7 AMICRE S, BERRERARNRIP A L F—T = A X

< EY)RERT 7 4L b V— b ORBRGE
KOWNFNL, RSN DNEEZRLTHET,

hostname xr9kv-001
domain name test.cisco.com
|
netconf-yang agent
ssh
!
interface MgmtEthO/RPO/CPU0/0
ipv4d address 192.168.1.123 255.255.255.0
|
router static
address-family ipv4 unicast
0.0.0.0/0 192.168.1.1
|
!
ssh server v2
ssh server netconf vrf default

ATY T3 SSH CL—FIZEETE LI L &R LET,
AT w74 system-root-key & system-enroll-key D [fi J5 D F —~X7 ZAEK T HI121E, WOBEE—RKDa~v> REAL
7.
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ATy TH

ATvT6

RP/0/RP0/CPUO:xr9kv-001l#crypto key generate rsa system-root-key

Tue Apr 21 22:45:55.400 UTC

The name for the keys will be: system-root-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys

Done w/ crypto generate keypair

[CK]

RP/0/RP0O/CPU0:xr9kv-00l#crypto key generate rsa system-enroll-key

Tue Apr 21 22:46:24.943 UTC

The name for the keys will be: system-enroll-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keypair.
Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [2048]:
Generating RSA keys
Done w/ crypto generate keypair

[OK]

RP/0/RPO/CPUO:xr9kv-001#

ERR S 77 F—1F Cisco [0S XR AR —F ¢ v 7L 25 ARNIC WCRTFES L, BRI RSNt
/UO

Crosswork Cloud Trust Insights [Z/L— % Z BT 5 72 OIZ LB/ GE E 2 ARk U OB 5121, IROHERK
ML ET,

crypto ca trustpoint system-trustpoint
keypair rsa system-enroll-key
ca-keypair rsa system-root-key
ip-address 1.1.1.1

subject-name CN=cisco.com

lifetime certificate 720

enrollment url self

message-digest sha256

lifetime ca-certificate 720

G¥) FROFITIE, CAFEBAED T A4 7 X A4 L3248 (720 ) IZEREIN, BEGEHAEDC T A4 7 ¥
ALE2FEICHRESINTOET,

BAHME L Crosswork Cloud Trust Insights ~ D% EkIZ 4B 7R F 2 585 ER K OB 512X, Roa~v
NEATLET,

RP/0/RPO/CPUO:xr9kv-00l#crypto ca authenticate system-trustpoint
Tue Apr 21 22:47:46.935 UTC
% The subject name in the certificate will include: xr9kv-00l.test.cisco.com

Serial Number : 25:34

Subject:

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Issued By

serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com

Validity Start : 22:47:47 UTC Tue Apr 21 2020

Validity End : 22:47:47 UTC Wed Apr 21 2021

SHAl Fingerprint:

6C20DBEC569808F21A06E779A219C39B1F20E182
RP/0/RP0O/CPUO:xr9kv-001#

RP/0/RPO/CPUO:xr9kv-001l#crypto ca enroll system-trustpoint
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ATvIT1

Crosswork Trust Insights 0 JL— 2 R ORER .

Tue Apr 21 22:48:31.141 UTC

The subject name in the certificate will include: CN=test.cisco.com

The subject name in the certificate will include: xr9kv-00l.test.cisco.com
Include the router serial number in the subject name? [yes/nol: yes

The serial number in the certificate will be: 144c478a

The IP address in the certificate is 192.168.23.211

Serial Number : 25:35

Subject:

o0 o0 od° od° o

serialNumber=144c478a, unstructuredAddress=192.168.1.123, unstructuredName=xr9kv-001.test.cisco.com, CN=test.cisco.com

Issued By
serialNumber=144c478a,unstructuredName=xr9kv-001.test.cisco.com
Validity Start : 22:48:31 UTC Tue Apr 21 2020
Validity End : 22:48:31 UTC Sat Nov 07 2020
SHAl Fingerprint:
8F44F8EE427F9D48B6E47CDF60B90537EF9F65B4
RP/0/RP0O/CPUO:xr9kv-001#

ROBUTFRTEDIC, CLIBA—T 4 VT 4 a~y REMA LT, BEREIE L B4k — %2 LIiE
BAEMENIERICITON TN D Z & MR L ET,

GE) (B4 (signature) | 74—/ RICAN SN TV DA, BEFEHE T Crosswork Cloud Trust
Insights O ¥Ef 233 > TWVE T,

RP/0/RP0/CPUO:xr9kv-001l#show version | utility sign include-certificate

Tue Apr 21 22:49:24.632 UTC

{

"cli-output": "Cisco IOS XR Software, Version 7.0.2\nCopyright (c) 2013-2020 by Cisco Systems,
Inc.\n\nBuild Information:\n Built By : ahoang\n Built On : Fri Mar 13 22:27:54 PDT 2020\n

Built Host : iox-ucs-029\n Workspace : /auto/srcarchivel5/prod/7.0.2/xrv9k/ws\n Version : 7.0.2\n
Location : /opt/cisco/XR/packages/\n Label : 7.0.2\n\ncisco IOS-XRv 9000 () processor\n

System uptime is 8 hours 58 minutes\n\n",

"signature-envelop": {

"signature-version": "01",

"digest-algorithm": "RSA-SHA256",

"pub-key-id": "2508",

"signature":
"F910CRigUmsBBOMnRU0iBYmg+TAWseO1lEy5eRBDWCkT+jHAIQdABhKXG12MVza5JplrLayDdNbU+L4IvNALFGegXR1G9IVed/
RHbsThhD8GVUTLOrYoIXyWw9b3LOPAbOjRTcbSe5Yr+4gf9XJJ1m88xjtJUGEE08]Gz51YgaBGGHMgS 8KwAOmyBiwTaZcKagqYUIiLGqWEd/
PtxsGv0fhJ+8/9FxjdJcWPLIwXAhQe2QkT15afAjV6LmShQui4TM+Dylad4ndA6Y1WFz4sAfEWob10dVGXPKzDI9UUJIDYbdOU8] /
y6BvIEko8xYZJaD1UyNCjBWmLi28us9car/wbhkfw==",

"signing-certificate": [
"MIIDNDCCAhygAwWIBAWICCcswDQYJKoZIhvcNAQELBQAWOZEMMCQGCSgGSIb3DQEJAhYXeHJ20Wt £ZXN4AMThENy5
JaXNjby57b20xETAPBgNVBAUTCGV1ZmY 1MzRIMBAXDTIxMDI yMDAINTY zZNVoXDT T yMDI yMDAINTY zZNVowOzEMMCOGCSaGS T 3DOEJAhYXeHT20Wt £7
XN4AMThfNy57aXNiby5jb20xETAPBgNVBAUTCGV1ZmY 1MzRiMIIBIjANBgkqghkiGOw0BAQEFAAOCAQS8AMI IBCgKCAQEAON
LmZgLe9bINdvpvOFmr8vQzDwZ9pcituRx7S0fafs+RasNTnaOot3IL76hayCCfvkCOK/Re/8tUpiDpLS/rtOx9J/adRIK
GJlpYoxK1PK4XxMubg5cOZFzVprOmwur8Rvhx6c2xB79KANGKYSEF4cgoLHMQOOYHkfcBAs9abnStYecUWOGHWNC30alM1
x3pRe
47CY30mS5z2Ja/C+21EL+MDCKPj+aUkOCw8ADJUX3qgT+TWME7aLlrZj/hfmzDEgrahbv2A1F9QG+00P53p jRXmN2k6Va67Jd
tGsZ7spYF8F5KcUF7AhZWVKxGOegS7sUMBU4EhFO0eHLoB7Mz 3sVGNHNQIDAQABOO IwQDAPBgNVHRMBAf8EBTADAQH/MA4
GA1UdDWEB/WQEAWIBXJAdBgNVHQ4EFgQUFW1+ShMwn/DK+EXxWKWVmM9JzwINgwDQYJKoZ IThvcNAQELBQADggEBAJvxdPpw
qF0+WHExvETzgr09ql7roJ92vao8M47vIxX2pMQFMQceU9tL30/XZ6sDAg+FF7jyTAOVHgzbfG201VoAuDeEL1gsK5xrYE
RhWBk86IiWTasbrUSeHPNsXJgHK/RuudpB+w8pdOEYORKsSVLEFH/ulSfet33grRkiEvFxU82)515mnjhVE/4GgeH9hF6T
PR3/1Xv6Afka74wIbikppNo/d2THAKX6AJ6hKnkd1PGaTyZ
GF1UFOVtFXV5cAwalOwfUft7qF2YNFr9i41UuR40i///c72eLLuL+c00c6hADUH31JVRTcualbsrviz7yEGOD/7/MfYRE
0Z2wNIP2U=", "MIIDhjCCAm6gAwIBAwWICCcwwDQYJKoZIhvcNAQELBQAWOZEMMCQGCSgGSIb3DQEJAhYXeHJ20Wt £ZXN
AMThfNy5jaXNjby5jb20xETAPBgNVBAUTCGV1ZmY 1IMzRiMBAXDTIXxMDIyMDAINTYzN1oXDTIxMDkwODAINTYzNlowazET
MBEGA1UEAwwKY212zY28uY29tIDEMMCQGCSQGSIb3DOEJAhYXeHIJ20Wt £ZXN4AMThENy53aXNjby57b20xGTAXBgkghkiG9
wOBCQgTCIEUNzQuMzIuMzcxXxETAPBgNVBAUTCGV1ZmY1MzRiMITIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEAtLC
WkoBPwab5yPerZcRtbbUFVDtg7430PjvLzjHjWzmtY/CPeal
bZ3NPWTAUMS0Q+0D5VwgL+5SVKE9ZVwFoRoyMm2+wwb fBAxt 0G2MYTdOt tLulEP/H7ApVA/Y+pUGXYGsekRxu8Ipyi
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ATvT8

ATvT9

Vesi57DQOxgHl1021k4EBsZsDv7oW90srtx7rib/kCyAShTsEpw30Z20Qp+91QY+vY7NUIQKx78RYkPiQONeOjQgqibROMIR]
Glgo4ZTDI4IxsdgXm/xxiX3scTqulq/XVY3v5uEjT2za00nZAU6z3PQKDSYHDXg3yIDskFM]74HI6hUJsALIU+Q]+mw9IDcK
aypj0Q8y7ZchLeeQQIDAQABO2QwWYjAPBgNVHRMBAL8EBTADAQH/MA4GA1UdDWERB/wQEAWID+DAGBgNVHSUBAf8EFjAUBgg
rBgEFBQCDAQYIKwYBBQUHAWIWHQYDVROOBBYEFHJIJ3dCX0GGWD2yZ8JQ3f/A/8XgxMAOGCSgGSIb3DQEBCWUAA4 IBAQBRM
z5YfGTbNAXPHICxA9wSHUHyr IMIKB6WMKTOAUOWBJI6HVXIXOA
H5cs7uF3Zw4QjY28HaaxkMPr6338VbGi3DnyIOf1Hc6/XRENB13eMYcSNyRRgtvQSmTzM7A3CrSOiF1IMmdPCdYIeoFiMd
M3uIZzfMelEnONetevlbs+Te29utYXzb6QWiW00JZ6/6g4cauo6ikhC/SNsRh3b/+8YMzxAHgzRFg+rm/O6cYa3jNCopjR
JgeFfmNuISgU9LIszmkt3/4nd4uiAj4aAqwAc7YG0dzwiWdwiXUw]j3Q7TrMS8R8AaALUN47nYzm0QfUwNDbUDkST2XJIGVI0JT
VH3E2CnAX+j" 1]

}

}

ZHICEY, FBEEREIGT 2DV —FBRELSRESNTND Z ENHERSNET,
BABMETHENRELELGAIE, koa~xy Rl L TBHFOERAELF—2 7 VT LET,

# crypto key zeroize rsa <name of key>
# clear crypto ca certificates system-trustpoint
# crypto ca cancel-enroll system-trustpoint

ARG S RNCREAE 2 AT 21213, ko=a<r R LET,

clear crypto ca certificate system-trustpoint
crypto key zeroize rsa system-enroll-key
crypto key generate rsa system-enroll-key
crypto ca authenticate system-trustpoint
crypto ca enroll system-trustpoint

(6=3) AEAEZ R SRS EF — 2 AR L £7, B4 CAEHEB LOBREREHED 7 1 7 ¥
4Aﬁ\uwmca&m@dﬂ@%ﬁ%ﬁ%bf%ﬁéﬂi?o

HH H FH

Crosswork Trust Insights D HIR{+ E4ER D1 —H DEFE

Cisco [0S XR /L—# O AR IEBEE T2 IR EH 2B I2IX, T30 A~0T 7 v AERT 5
7 VT R VIR & OMERRZ A 53 2 MB35 D £97, trust dossier 2~ > K & signing
a2 REFETTH OB/ NEOF A Z R[REICT 57201, T /3 AZIROERR (M
BWINDHAT TN—T L a—VOWHRLRE) "HDH 2R LET,

CiscoIOSXR U U —2 731 LD Y V=2 TiE, KO a< > RBAYR—FERTHET,
!

taskgroup alltasks-dossier

task read sysmgr

task read system

task read dossier

task read pkg-mgmt

task read basic-services

task read config-services

task execute dossier

task execute basic-services
|

CiscoIOSXR U UV —AZ 731 LVEIOY V—ATliL, kOa~<>r RRPR—-hSnTWET,
£askgroup alltasks-dossier

task read sysmgr
task read system
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Trust Insights D{E%E > TIHH .

task read pkg-mgmt

task read basic-services
task read config-services
task execute crypto

task execute dossier

task execute basic-services
|

usergroup dossier-group
taskgroup alltasks-dossier
|
username dossier
group dossier—-group
secret 10 <not shown here>
|

ZORBRIZEY . OB OMER S NET,

s RUZOIUEB L OBABEZADNCT I DICMERTRTOX AT 2 ERT D
alltasks-dossier # A7 7' )V—", MBIG U TH AT T N—TDLARIEERTEET,

o XA HERRDIEN Y 24 C 55 dossier-group L —H 7 L—7, MELZIG U T, 22— 7 —
THEBERTEET,

« WY 2 A7 T N—THER % FFO dossier = —V, MBS U T, 2—VFOL4RTELEE T
TET, WEYR LTy (WE) EHEEL TV IR LET,

Z DR Z T %5 &, Crosswork Cloud Trust Insights TZ DR AEH L TH LW LT v
VAN N—TEERTEET, FICONTE, (7 LT UV VOB 2L TR

éb\o

Trust Insights D38 ~ > TI1HEH

Crosswork Cloud Trust Insights (27 /31 A& BIIT 5 &, (EEE#R A FTe K =) Crosswork
Data Gateway #:H T/L—Z MO HGF S E T, FH N = (json ) 1% SSH #éH TILE S
AU, Crosswork Cloud Trust Insights &k % — CTE4 AL E T, Crosswork Data Gateway 7% Crosswork
Cloud Trust Insights |ZHAET D EHH R = ITiX, ROEHRDPEZENTOET,

¢ CiscolOS DNR—T g T Ty N7+ —LDOHT
T UFVT VAT A
CURF A AT =T ARy R Y

e T FANTAT L AN

\}

GE) 774NV T AT h AN U, CiscolOSXR U U —279.1
LIBED Y V=2 THHR—F SN THET,

e N—= R =T A X )ROSR 2T R EET A A#BT (SUCD FERF#

T =T Ny r—=U AR
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. Trust Insights D 7/3f R KL IO T—2ULE

« V7 — M@

o T — LNy B

Trust Insights D T7/N\f X FL I DTF—2INE

WOFNETIE, FFDOT A AMERETBIFTH72DICT Rk vy 7 R INEEBRIET 5 HEEIC
DVTHMHLET, 7741 b TR, T80 2 RV 12 R 2 & TbihvEd, Fy
TINEHELZEFTDH, ST 12U EOT A ZAOWNELS DT HITE, T ARV =x
INVEHEE DT (188 2—) ZBML T E& W,

ARTYT1 A4 T4 RUT, [FTARA YA b (Trustlnsights) ]>[3%E (Configure) 1>[7 /31 A (Devices) ]
DINEIZ 7 Vw7 LET,

ATV T2 R OWEEZEMT DT A ADOL4RTE7 Y v 7 LET,
ATV T3 [FTARAL YA b (TrustInsights) ] ¥ 7 %227V w7 LET,
ATy T4 [FZDIUE (Collect Dossier) %7 U v 7 LET,

R T DUWENRTE TTDHETITEG D Z ENdH D Z & % /~7 Informational ([FHIZML) X vE—TNR
FREH, [F=oIugE (Collect Dossier) | R4 > ® FIZERIZET D57 F A hnFRENET,

RYTINENFETTHE, UL TOT N, AT —ZREHINET,

TINARA R ITINEHEEDER
1 O EDF AL 2D Ry mUEREZEE T 7,

\}

G¥)  Z®OFNEIL Crosswork Cloud Trust Insights 7 /34 A (2D & H S AL E 7,

ATYT1 AL D4 RUT, [T AL YA b (Trustlnsights) ]>[5%E (Configure) ]>[7 /34 A (Devices) ]
DIgIZZ Vw7 LET,

ATYT2 FUZEOHELEET D 1 DU LEOT N, ADBICH DT = v IRy 7 A% F I LET,
ATwF3 [ 73y (Collection) 17 U7 LET,

GE) Crosswork Cloud |%, Trust Insights 7 /N A A DA% FKx LE T, Trust Insights [ZJ& L TV e\ 7
NAAZRIRLUTZGE, TOT AL AFERENEEA,

ATv 74 [%) (Enabled) 1/[#%h (Disabled) |1 b Z/VAA »F N [H%) (Enabled) JIERESNTWD I & &R L
F9, [ME%) (Disabled) ] Z#INTH L, 5% 0O R UEMEIESINET,
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| Crosswork Cloud D&%
Trust Insights Fi® Crosswork Data Gateway 3 K U T/31 RIEHED S TILa—F1 25 .

AT 75 [HBEE (Frequency) ] Ru v 7 X7 U A RNnD, WEZFATTHHELZRINLET, T34 2D [H L
HFEE (New Frequency) ]%1& [BrLWWA T —# A (New Status) | FINMEENCEH S5 Z LIZEELTL
7ZEW,

ATV 76 [fR1F (Save) 1527 U w7 LET,

Trust Insights F3 0 Crosswork Data Gateway £ & U T /31 REHED S5
INoa—F429
WO FNATIX, Crosswork Data Gateway & Crosswork Cloud Trust Insights 7 /3 A [H O # O [
R R 2 ROV TR L £ 97,

RTY TN AL U4 RUT, [T/ A (Devices) 1% 7 U 27 LTH 5, Crosswork Data Gateway <~ D$%f¢ & /8
THT ARV 7 LET,

ATFY T2 [AT—HFA (Status) | ¥ 7 %227 Vw7 LET,

AT T3 Crosswork Data Gateway & 7 /3A A OEERIN T T — 5 RTRET, 774 T U+ —ABHILEIT
cdg.crosswork.cisco.com 33 & O crosswork.cisco.com ZFFA[ T 5 L 9 ICRE SN TV D Z & Z il Liﬁ_

Crosswork Data Gateway & 7 /31 AR OHHGEA 7T A M L TEEL £,

AT 74 Crosswork Data Gateway & 7 /31 A[E] D [SSH] D REINEEG O IEH 2 Ry THDH 2 L 2R LET,

[SSH] D RFENIAHRE DA, Crosswork Data Gateway (7 /N1 AR CE EH A, ROZT—HEELE
-éAO

cN—H D SSHH N E LW & 2R LET, FHMIZ OV TiE, Crosswork Trust Insights 0 /b— 4 f#
FROMERS (183 N—2) ZZMRL T IEEN,

» Crosswork Cloud Trust Insights CTAJJ L7227 LT v VR, —F TR ESNTNDZ LT oYL
E—HLTWAZ L ZMRELET, [SSHI U v ZIZh—YVvEEbE, FOONANR=) 057
LT, ZOT A ADT LTy MITBB LET,

AT 75 Crosswork Data Gateway & 7 /34 AfD [ k7 A b7 —4 (Trust Data) | O RKFE1A O 1E 71 2 R § ke
ThdrZ LR LET,

N ADEHE
FTONA A BT H L TEROINES —HFICEIELE4, URHCIE ST AN, 25—
AR S E T,

20k, TARAALRABHIRLT, TAALAREZFDOT—FEERICHIRT 22 b TEET, TN
A ZAHRHIBRLIZBIZ, FOTFT—FZEETEETA, T340 Z20HIFR (1902—) Z&ML
TLTIEEW,
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ATYT1 AL 4 RUT, [E=% (Monitor) |>[7 /3 A (Devices) | £721X[XE (Configure) ]>[7 /31 A
(Devices) 1 #7 Vv 7 LET,

AT T2 ET 7T 47T D1 DLULEDT AL ZAORIZHDEF = v 7Ry 7 Az A2 L, [#ERhE (Disable) ]
Vv LET,

THRAAWHET 7T 4 TSN 2R T A v E—URRRINET,

VRNZFET 77 4 TS NTT A A&/ T 77 4 7L TE £, ?/§4’2%ﬁ77?47{tbf:?§\ a
A ADFEMAS— DITHFHE RN TR SN D LTI K 30 00005803 H 0 £,

ATV T3 TNRAAOT —ZIWEEFRTHITIE, T8 AZ2&IRL., [0 (Enable) 127V v 7 L9,
FTNRAANT 7T 4 TSN L E2TRTA v E—URNEREN, T, ADOT—HINENFHH I ET,

— \Y 4

TIN\1A4 A DHEIER
FRAAARHIRT DL VAT AL D BENCIUE ST S TOF AL AF— 2 Dl S
T, FAAARHIRLERIE, F— X EEETE EEA,

F2E, T AERENC L CT—FUNEE —FRCELR L, LENCIE LT AT —4
ERETHZEHTEET, T3 A0 (189 X—) ZZHML T 7ZE,

ATV TN AL 4 RUT, [E=% (Monitor) |>[7 /3 A (Devices) | £721X[RE (Configure) ]>[7 /34 A
(Devices) [ #7 Vv LET,

RATYT2 HIRT 271 AD4HTEZ7 Y v 27 LET,

ATYT3 HRZ2 U w7 LET,

RATYTE TN ZEHIRT D Z L 2 2120E, [HIBR (Remove) 1227 U v 27 LET,
TNA AL ZDOLENIE SN =T — 2 BHIBREIVET,

ATv TS HTHIBRENTZT A R E2ETTHI00E, HIBRESNT=T 31 ADET (1903—) 2R LT 7EEW,

HIfR SN T=T /81 ADET

PIFNZHIBE L7=2T XA AR ETTEET, T8 2% HIERT 25 &, Crosswork Cloud (43512
U TCTT CICHEBNTES X212, T3 A&7 HRERELEJ,

RATYT1 AL T4 RUT, [RE (Configure) 1>[7 /314 ADHIER (Removed Devices) |DIEIZZ U > 7 LET,
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sgshi-71 208w ]

TNRAZAEHIRL TS 7T BEBAZ 556, [HIEREAT /N4 A2 (Removed Devices) ] DU A MIFERI
RN ERHYET, T ADEM (173 X—) OFBIHES T, T3 AZH{EEMNT H0EN H
D i‘é—o

AT9 72 HEBMT T34 AORIZH D [t (Restore) (227 Y v 7 LET,
TN ARNEITCSIET,
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» 20 =

=L

Crosswork Data Gateways D Ex €

» Crosswork Data Gateway D1 > A h—/L (193 ~—2)

» Crosswork Data Gateway DFHROENM (194 ~=—)

* Data Gateway O IEFPEDER (195 X—)

s N7 7 4 v 7T /34 A& Crosswork Data Gateway & DU 7 (195 ~_—)

« 877 4 w7 F 34 AL Crosswork Data Gateway & D U > 7 OHIER (196 ~=—)

« N7 7 4 v 7 53T @ Crosswork Data Gateway 33 L OVT /34 AEED T TV 2 —T 4
7 (196 ~—7)

« Crosswork Data Gateway ~D7 /34 ZAD Y 7 (198 ~<X—)

» Crosswork Data Gateway ~D7 /34 Z U 7 OHIER (198 ~—)

» Crosswork Data Gateways DIET 7 7 1 74t (199 ~<X—7)

* Crosswork Data Gateways DHIFR (199 ~<—)

Crosswork Data Gateway D1 > X b—JL
A\

() Crosswork Data Gateway (% Crosswork Cloud Traffic Analysis & Crosswork Cloud Trust Insights {Z
H BTG, Crosswork Cloud Network Insights (213X B H Y £H A,

Crosswork Cloud |%& D7 — X IZHEAF LT\ 5 72, H T Crosswork Data Gateway % A > A
FN— T BRI Y £F, Crosswork Cloud TH A — k &4 TV % Crosswork Data Gateway
R— g DWW TIL, Cisco Crosswork Data Gateway Release Notes 22 L T< 72 &1,

AT 71 Cisco Crosswork Data Gateway Installation and Configuration Guide for Cloud Applications DB HE > T Crosswork
Data Gateway % 1 > A h—/L L £7,

AT w F2 CiscoCrosswork Data Gateway Installation and Configuration Guide for Cloud Applications ®#tHIZfi > T Crosswork
Data Gateway 75 §k/ N 7 — Y ORG E =7 AR — K LET,

Crosswork Data Gateway DXgk7T — % ZHif5 L7256, Crosswork Cloud (v 7'+ > TX £ 7,
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https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/5-0-0-Cloud/ReleaseNotes/b-cdg-release-notes-5-0-cloud.html
https://www.cisco.com/content/en/us/td/docs/net_mgmt/crosswork_data_gateway/5-0-0-Cloud/InstallConfigGuide/bk-cdg-5-0-installation-configuration-guide-for-cloud.html
https://www.cisco.com/content/en/us/td/docs/net_mgmt/crosswork_data_gateway/5-0-0-Cloud/InstallConfigGuide/bk-cdg-5-0-installation-configuration-guide-for-cloud.html
https://www.cisco.com/content/en/us/td/docs/net_mgmt/crosswork_data_gateway/5-0-0-Cloud/InstallConfigGuide/bk-cdg-5-0-installation-configuration-guide-for-cloud/m_install_cloud.html#t_get-enrollment-package

Crosswork Cloud D% |

. Crosswork Data Gateway D1&$R 03BN

Crosswork Data Gateway D& 1B /N

ATv 1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8
ATvT9

7T RTF—=EF— T2 A DRER7eE A0 —BE LT, HILWEE~ Y 2R L%
—BEORERT 7 ANVDMERSIE T, json Bk 7 A /LIZIL, Crosswork Data Gateway %
Crosswork Cloud (288§ DB S D —BDOT U HNVGEHEFENRG ENTWET, Crosswork
Data Gateway & ' A h—/L L CRERT —F &2 X 7 u—RNLich, RIZHAT L L OICZ2D
THMZIBINT 5 0NERH Y £7,

\}

() Crosswork Data Gateway D) 8T 7 4 v 7 CT7 57 A T U+ — V&2 HEHTL551E, 7747
7 4 — /L ORERL T cdg.crosswork.cisco.com 35 K T crosswork.cisco.com 23 FF A S TWDH Z & &

B L £

AL T4 RUMNL, ROWTANEEITLET,

« Crosswork Cloud Traffic Analysisi >\ Cid. Ed>[% (Configure) 1>[F—4 4 — k™4 (Data
Gateways) | DIEHIZEIRL T b, [T—2H— b A4 DEM (Add DataGateway) | %7 U v 7
L\ij—o

« Crosswork Cloud Trust Insights{Z- DU Tid, > [%7E (Configure) 1>[7—4# 57— U =A (Data
Gateways) | DNRIZEIRL TnbH, [T —F 7 — bV = A OBI (Add Data Gateway) 1 %27V v 27 L
S5

[%%% (RegistrationFile) 1%~ U » 27 LT, Crosswork DataGateway />5H % 7 > 1 — R L7 gkT — % 7 7
ANET v 7r—FRL, json 7 7 A /VOBFFIBEL THE, [k~ (Next) 1227 U v 27 LET,

Crosswork Data Gateway D4 fiiE A L £,

[7 7V —3 3 (Application) 17 4 —/L KT, Z ® Crosswork Data Gateway -{ > A ¥ > A& fEH LT
WD %Y Crosswork Cloud 7 7"V r—3 a URNIEL WS O E 9 il L £ 97, 4 Crosswork Data Gateway
I%. 120 Crosswork Cloud 7 7V 7 —3 g NZOHEHTE T,

O DOMHAT 4=V FICATLTo0D, [R~ (Next) 1227V v 7 LET,

(A7vay) 274 ANL, [HLOEH (Newltem) 1227V v 7 LET (73 GFEO X 740
LEIRLET) . 2KV, [FLHF 7 %EF Crosswork DataGateway % 7 /L— 7L T& £9, ZDH,
[k~ (Next) 1227 U7 LET,

BHONIC BB, ZOIHD 125V TANRY U KRNI 7 4w 7 E@ETDHEIICTIHAIE. 20
U4y RUTRELET,

AJJ L7z Crosswork Data Gateway DI #t 2 st L CTb ., [k~ (Next) 1% 7 U v 7 LET,

G2 (Accept) 127 Vv 7 LT, ¥Xa VT 4iEHEEZZ T ANE T,

Crosswork Data Gateway DiBNIZKE L7 Z E 2R T A v —URERINET,
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| Crosswork Cloud D% E

ATv 710

Data Gateway O [EE D KRR .

Byt . Crosswork Data Gateway N IEF (ZHEE SNV CNWD Z L2 MER LET, [T—F 7 — b7 =4 (Data
Gateways) | %7 U v 7 L. %il} T Crosswork Data Gateway D4 fii% 7 U ~ 7 LC, iBJI L7z Crosswork
Data Gateway (Z DWW CIROIEZHER L ET,

o [B56¢ (Connectivity) ]: [~ a7 v 7 (Session Up) ]
- BIKEE - A
cAVTFAA—=D  —H

BHREZFRT HITE, EHPLERLGENH Y £7,

Data Gateway D IE EE DR

Crosswork Data Gateway A > A% L ADEFEZ TR KRR TEET, AU 4 FUD
[%7E (Configure) | T, [T—4% 47— b7 =A (DataGateways) | %7 U7 LEd, EFHts
#2779 % Crosswork Data Gateway f > A X L A% 7 U v 7 LET,

Crosswork Data Gateway DUEENF# & IEFHEEFRA R RINET, HEAT—F A, 77V r—
varngure—RINHR, BIXORZEOT —ZIWE MTONIZ HREZ R R TEET,

[72> T F A A= (ContainerImage) |7« —/b Fix, WROMEAMH L T Docker A — D A
TR AR LET,

« [—%t (Matched) ] : Data Gateway |FABH AL TV D 5T D Docker A A — Y ZFATL T
EJ RN

« [R—% (Mismatched) ] : Data Gateway |Z 15> Docker £ A —L % F(TLTWET,
«[72L (Missing) ]: Docker f A—YNRNZ 7 m— RENTHERA,

[ 7 F A A— (Container Image) ] 7 4 —/L RO L2~ 7 2% 5T, Docker A A —3
R T EFRTHIELTEET,

5274w T84 X & Crosswork Data Gateway & D 1)

>0

BIIL728T A AD Ry W8T % Crosswork Data Gateway 1 v A ¥ A& BN TX F
T, ZDOH AT & FEITT DRI, Crosswork Data Gateway % BT 2 LERH Y £9, B

RTYT1 AL U4 RUT, [T—4%7—hU=A (DataGateways) | %27V v 27 LET,
RTw T2 T34 A2V 7 F % Crosswork Data Gateway | > A X v A% 7 U w7 LET,
ATV T3 [V 7 &N T 7 4 v 275314 A (Linked Traffic Devices) | # 7 %7 U v 7 L£7,
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Crosswork Cloud D% |
. bS5 7 4 w4 T34 X & Crosswork Data Gateway & D 1) >4 DHIR

LARIIZ Crosswork Data Gateway (2 Y > 7 SILTWIZT N AD Y A MPNRRINET,
AT T4 Crosswork Data Gateway |2V 7 T 5T NA AZRIRL, [NF 7 4 v 7T /34 ZAD Y 7 (Link Traffic
Devices) | %7 Vv 27 LET,

T /34 A3 Crosswork Data Gateway |2V > 7 Siud &, HEIWICIUEN A Vo — v &R ET, NED A
T AL REIOWEMBZHERT 2121, [T —4% 7 — FU A (DataGateway) | ~— 0 %
(Overview) 1 ¥ 7 &R L £,

> 2D 4w T34 X & Crosswork Data Gateway & D ')
> DHI

PIRTZ#%E L 7= Crosswork Data Gateway ~DT /31 2 U > 7 ZHIBECT& £,

RTYT1 AL T4V RUT, [T—%7— U =A (DataGateways) | %7 V> 27 LET,

ARTY T2 THRAA~DY 7 & fRERT 5 Crosswork Data Gateway A > AKX L A&7 U v 7 LET,

AT T3 [V &N T 7 4 v 275314 A (Linked Traffic Devices) | # 7 %7 U v 7 LE9,

RT9T8 VoD aRfRT D1 DU EOT AL ADF =y IRy 7 A%A iz, [V 7k (Unlink) 142727 U v
7 LET,
Crosswork Data Gateway Cl&, U 7 ZfEBRL7=T A A0 R FE S22 £,

52 4 v 5K Crosswork Data Gateway £ & U'T
NAREGEDO STV a—Ta 2T

WO TFNATIX, Crosswork Data Gateway & Crosswork Cloud Traffic Analysis 7 /N4 A ] OHERE D
RREZ 3 2 HIEIZOWTHB L £,

ATYT1 AL U4 RUT, [T/3 A (Devices) %27 U w27 LTH 5, Crosswork Data Gateway ~D#i & 17
ToOT A 2% ) v 7 LET,

ATFY T2 [AT—HA (Status) | ¥ 7 %27 Vw7 LET,

AT w73 Crosswork DataGateway & 7 /34 A DTN TOHERNT T —2RTROT, 774 T U —LANb 6i51/\
I%. cdg.crosswork.cisco.com 33 & O crosswork.cisco.com ZFFA[ T2 X I ICRHE SN TN D Z L 2Rl L
R

Crosswork Data Gateway & 7 /31 AR OHHE AT A ML TEEL £,
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| Crosswork Cloud D&%
k3 7 4 v Y 5 HEAD Crosswork Data Gateway 3 K U T /31 REHFD S TILa—F125 .

AT 74 Crosswork Data Gateway & 7 /31 A [SNMP] DRIt O EF M2 RO THD Z L 2R L
ﬁ—o

[SNMP] D RFEIN IR DA, Crosswork Data Gateway 137 /3 A2 CE ¥ A, KO T —EEIEL
iTO

o L—X D SNMP B IE LW Z & 2R LE T, sEMic Wik, SNMP OS] (176 X—) %
ZHLTLEEN,

» Crosswork Cloud Traffic Analysis TAJJ L7227 LT U v ¥ VR, —FIZRESNTNDHZ LTy
NE—HLTWBILEHELET, [SNMP] U > 7 D EIZH—I NV EEDE, HFOONA /=T 7
7 Vw7 LT, EOTNAADI LT vy VICBEILET,

e SNMP t = —Z1ER L7288, ELWVWSNMP OF 7Y =7 MkBl+ (OID) e L= & 2k
LET, %774/7\ﬁfﬁ%éhéﬁm@®ﬁ%% (181 X—2) ZZML T EE W,

c AJJLTZSNMP D IP 7 RLANELWZ L AR LT ZE WV, [ (Bdit) 1227V v 2o L,
Crosswork Cloud Traffic Analysist 7 2 > £ TA 27 u—/L LT [SNMP7 KL A (SNMP Address) ]
74—V REHERLET,

AT 75 Crosswork Data Gateway & 7 /34 A D [BGP] DRHIN, BHGEOIEH M2 R T#OTHDH T L 2R L E
7
[BGP] DKEINREADLZEIL, ROTT—%EELET,

*BGPETDIPT RLANBIELWZ & &2MERLET, [ (Bdit) 1% 2 Y v 2 L., Crosswork Cloud
Traffic Analysist 7 a2 > &£ TAZ v —/L LT, [BGP/L—ZIDDIPT R L A (BGPRouterIDIP Address) ]
T 4=V REERLET,

*BGP D7 LT v VEMEH L TWAHE5EIE. Crosswork Cloud Traffic Analysis CTAJJ L7227 LT v
VAXNAPNL—E THRESNTND I LTy ry b —HLTWALZ L aERLET,

o T /3A AFERKIZ Crosswork Data Gateway @ IP 7 K L A & Crosswork Data Gateway @ ASN (7 7 #+ /L K
D ASN X 65000) NEFENTNDZE, BROENOLRAXAN—Td D5 L AR LET,

« Crosswork Data Gateway & 7 /31 A D BGP & v ¥ 2 VB BGP (e-BGP) v+ a v ThHhDH I L%

R LET,
GE) Crosswork Data Gateway & 7 /31 A ] [SSH] ##¢1X. Crosswork Cloud Traffic Analysis (23205
b EFEA,

AT 76 Crosswork Data Gateway & 7 /XA AD[ T 7 4 v 75 —4 (TrafficData) | DREIA, £ D EH P& 7R
ThETHD I EZ2MHERLET,

Crosswork Data Gateway & 7 /34 Af]D[NT 7 ¢ v 77 —4 (Traffic Data) | DREIDREDLEAIL, L—
4 @ NetFlow #ik, 2R — &S (255) & NetFlow 7—X DT/ AR—heDIP T KL A &R L%
7, [NetFlowik{57C7 KL A (NetFlow Source Address) |7 4 —/L RTIELZIP 7 KL A2, NetFlow L
I— RO AR—=FTDIPT FLAE—HLTWDZ & 2R LET,
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Crosswork Cloud D% |
. Crosswork Data Gateway ~D T /51 XD > Y

AT9 T TRTCOBEEPIET, NT 74 v 7T —ERERINBRVGEIEL, WA X —T oA A LA 52—
T AANELLREIINTND Z &AM LET, Crosswork Traffic Analysis FHOAMNHBA ¥ —7 = A A
DIEE (182 =) #ZRL TSN,

Crosswork Data Gateway ~D T /N1 XD ') >

Crosswork Cloud Trust Insights & 7= % Crosswork Cloud Traffic Analysis (2381 L7247 /S A A D
Ky =& INEET 5 Crosswork Data Gateway f > AKX LV A BN CTE £4, ZOX A7 BFITT
D AT, Crosswork Data Gateway Z 1814 22738 ) £4°, Crosswork Data Gateway 15 #
B (A7 ~=) 2Z2RL TSN,

ARTYT1 AL U4 RUT, [T—4#7— bV =A (DataGateways) | %27V v 27 LET,

ATw T2 T4 A2V 795 Crosswork Data Gateway { > AX L A% 7 U w7 LET,

AT T3 [V ENT=EET /N4 R (Linked TrustDevices) | £k [U vy Ent=bt5 7499 T/84 X (Linked
Traffic Devices) | # 7 &7V v 7 LT,

LARIIZ Crosswork Data Gateway (2 Y > 7 SILTWIZT N AD Y A MPNRRINNET,

ATy T4 [[ZHET /A AD VY 7 (Link TrustDevices) | E721X [T 7 4 v 7T /34 AD VY 7 (Link Traffic Devices) ]
7 Vw7 LET,

AT w75 Crosswork Data Gateway {2V > 7 T 57 /34 A% @R L, BN L7=VU 7 (Link Selected) 1227V v 7 L
i—a_o

T 734 A Crosswork Data Gateway (ZV 7 ZivhH &, HEIRJICIWER A Vo — L SLET, NED A
T =2 AL REIONEMIBZ MRS 2I121%, [T —% 7 — b7 oA (Data Gateway) | <~— D [
(Overview) 1 ¥ 7 &R L £,

Crosswork Data Gateway ~D T/ 1 X 1) > D HI&

PIRMIZERE L 7= Crosswork Data Gateway ~D T /XA AU > 7 ZH|RTE 97,

ARTYT1 AL U4 RUT, [T—4%7— bV =A (DataGateways) | %27V v 27 LET,
AT T2 THRAA~DY 7 #fRERT % Crosswork Data Gateway 1 V' AX L A&7 U v 7 LET,

ATY T3 [V Shi-E#ET 31 A (Linked Trust Devices) ] £721X [V > 7 Sz b7 7 4 v 7751 A (Linked
Traffic Devices) | ¥ 7 %27 Vv 7 LET,

ATV T8 Vo0 BRERTHT AL ZADR Y 7 2% AN LTS, [V 7R (Unlink) 1227 U v 27 LET,
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Crosswork Data Gateways D3E7 Y 7« J1t .

Crosswork Data Gateway ClX, UV > 7 ZfEBRL7=T A A0 R mFE SN2 £,

Crosswork Data Gateways DIE7 VU T« Tt

Crosswork Data Gateway 237 77 4 7T 52 LN TEET, ZHITE Y, Crosswork Data
Gateway DIHFHITRFF SV E T3, Crosswork Data Gateway 7% Crosswork Cloud [Z% v kU — 7
T RRETDHILITTERI RV ET,

Crosswork Data Gateway ZHIfr L C, ZD7 —# & & HITFERITHIBRT HIT1X, Crosswork Data
Gateways DOHIFR (199 ~—) Z2ZML T 7EEIV,

RTYT1 AL U4 RUT, [T—4%7—bhU=A (DataGateways) | %27V v 27 LET,

ATw T2 T 7T 4 74T % Crosswork Data Gateway f > AKX L A% 7 ) v 7 LThe, [ET 27T 4714k
(Deactivate) 1 &7 U v 7 LET,

Crosswork Data Gateways O &Il &

Crosswork Data Gateway & HIfR9 2 Z & T, 5BRICHIFRTE £7, £72. Crosswork Data Gateway
ZETFOIT4TETHZ L L TEET, ZNITK Y., Crosswork Data Gateway D15 I3 fFE &
N FE T, Crosswork Data Gateway (X1 v U —72 5 — ¥ % Crosswork Cloud {2355 T& 72 < 72
0 ET,

ARTYT1 ALV U4 RUT, [T—4%7— bV =A (DataGateways) | %27V v 7 LET,
AT w72 YT %Crosswork Data Gateway{ > A X L A&7 U v 7 LET,
AT 73 [HIFE (Remove) 1 %27 VY w2 LE7, Crosswork Data Gateway IZHIBR S v E 7,
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B DIEHEADNetFlow ST 4 v DiE
{

auli

« EE DRI ~D NetFlow h 77 1 v 7 DiEFE (201 ~—)

BEHDIEFEA~D NetFlow 5 7 1 v DiEE

VY —REHIT B2, TXTD NetFlow 7 —H & 1 DD%E5 (Crosswork Data Gateway
72E) ITEE L, MOT AL RTHRET H Z E N TE £ 7, Crosswork Traffic Analysis % fifi
9% &, NetFlow F 77 1 v 7 ZE O IPvd 7 KLV ADSEFEICHIRETE £,

\}

(G£)  OpenStack 77 v 7 % —2. (OSP) % fH] L T Crosswork Data Gateway 73 &P 41T 545
A ORIV AR — g AL

AT w71 Crosswork Traffic Analysis 7> 5. [F%%E (Configure) ]>[Z7B8—L 74— 3> (FlowReplication) ] %7
Uy Z7 LET,

ATy 72 B (Add) 12270 v 7 LET,

ATV T3 JTo—r ik 7 RLAZ AN LET, 7 u— URET RLRIZINZA T, T—4 7= v A T34
AEFRETEET,

G¥) Crosswork Traffic Analysis [Z, fx & abfli7est E4 B LET, 72 & 21X, Crosswork Traffic Analysis
I, 727 = MUz ARELV T A AREEZBILLET,

ATy T4 [fR1F (Save) 1227 U w7 LET,
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B #2055 ~0 NetFlow ~57 1 v o DitlE
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LT ILDERTE

« VLT v LOERE (203 R—0)
c VLT Uy LOFRE (203 X—)
cTFNRAAREL T LT EDY T (204 2—)

LT v ILOER

TNRAAZLIZZOEHRZE T TANTLHRDVIZ, TS RO V—THTHEIND I L
TUVXNVERECTEET, Z LT Uiy VEERT D & EBRERE CHEEOL—Z D —
ousA I VTF VR VERBATEEY, 2ol A7 LT vk, TACACS+ X
RADIUS 72 & OAMNARFE —EATEHR T E T,

RTYT1 AL 2D 4 RUT, [Configure (RE) 1>[7 LT >+ /b (Credentials) ] DIEIZZ Vv 7 LET,
AT9 T2 [Z7VT ¥/l (Add Credential) 1227V v 27 LET,
RTYT3 I LTy VOARTEANTILTING, J LTy X VEA TEBIRL, UH7 41—V RIZADLET,
ATy T4 [IR7F (Save) 1227 U v 27 LET,

INT, BILTET AL RO VT vy V@l cE£d,

HLToovILDORE

DIRNCERS L2 VT oy Y VA RETEX F9,

ATY TN AL T 4> KU, [Configure FRE) ]>[7 VT >+ /b (Credentials) ] DIEIZZ V v 27 LET,
ATvT2 WETLI/ VT oY VDL TE ) v 7 LET,

ATy 73 [fmkE (Bdit) 127V 7 LET,

ATY T8 VEREEEZITD, [BR1F (Save) 1227V v 27 LET,
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B 7srxeovrvvonenys

ARTYTE ZDOI VT XITNA A%V 73 5I120E, [T/3 AD Y 2 (Link Devices) 127V v 7 L%
‘é‘o

VTR MR EERNECTERTSNET,

TFINAAREDLTUOOYILEDY VY

PIANMCiBIN LT AL R T VT ooy VT NN—FIC) 7 TXFET, ZHcEh ., BRLE
FORA ZZLAENCEID Y Tonz7 LT vy AN EEXINET,

RTYFT1 AL 2D 02 RUT, [Configure (RME) 1>[7 LT >+ /L (Credentials) ] DIEIZZ VU v 7 LET,
ARTYT2 TRAREV I FTDHI VT oY /VOL4RTE7 Y v 7 LET,

BIRLIZZ LT ooy M) I TEDLT AN, ANREREINET, HBELLIZ LT v LT /31 AL
STLUTHETRWEES., T340 213Y 2 MIERENERE A,

ATV T3 [FA4 ZADY 7 (Link Devices) %27 U v 27 LET,
RTYT8 JLTovx MV 7 F57 34 2% 1 DL ERIRL, [V> 7 (Link) 1227V 27 LET,
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FINA AT IL—TNDHRTE

« FNRA AT N—TOVER (205 2—)

FINA AT IL—TDVER

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

FNRA AT N—=TEERT D E ., FREDT A ZAAA T DITN—TTT 7 arERrBLO
FITTEET, T RT, 1 ODTF A, AT NVN—FICOHRBETHI LN TEXFET,

AAL T4 RUT, [NTF7 4 v 75587 (Traffic Analysis) |> [i%E (Configure) |>[7 /XA A7 )L—F
(Device Groups) 1 DINEIZZ U > 7 LET,

[T /34 A7 N—7DEM (Add Device Group) ] %7 U v 7 LE7,

THRA AT N—TD4HTE#RA (BE) ZAJJLET,

[fR7E (Save) 127 U v 7 LET,

ER L7210 DT S, AT N—T DL4HE 7 Y v 7 LET,

TNA AT N —TNZT A A BIMT DI, [T34 AD Y > 7 (Link Devices) | %27 Vv 7 LET,
TNA AT N—TIGENT DT 3 AL, [Vr2 (Link) 27Uy 27 LET,

FTNRA AL, 1 ODT R, AT N—TIZORETHZ ENTEET, LRNZHIOT S 27— 1280

ENTT AL ANBAEE . FNEHDT SN, RIFIDOT AL AT NA—TnbHIBRESN., BIRLET/NA 2
TN—TIBMENE T,
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ADEIEE 7 74 IILDERTE

 BEEN D IR 7 7 A WMAZHONT (207 =—)
« BEENDWIER 7 7 A VOB (207 2—3)
« BEEIDWEER 7 7 A VO (208 ~<—3)
« BEENODOWEIER 7 7 A LV OHIER (208 RX—)

BERNIDWBIE/Z T 7 A ILIZDINT

Crosswork Cloud Trust Insights (%, CiscoIOS XR /L —# 225 ORI O E/2fE (KGV) OHIE D
SseetEZ BEIRICAEIR L CHERB L £ 7, F£7=. Crosswork Cloud Trust Insights Tl%, H &R
BTN OWIE/R T = Z 38 EBEHRHD T 7 A NVEIRETHZ LB TEET,

BERNOBEER 7 7 ANVD U A N EHiFiT 52 LT, T ARNHEELEB Y O THEL TV
HI L EERTEET, SOV TE, RO ER 7 7 A4 /L0BEN (2073—) 258K
LTLEENY,

BEENODEIETSE 7 7 4 )L DB

BEAI i 1E 72 7 7 A /L % Crosswork Cloud Trust Insights (ZiBI13 2 Z & C, TN b a2 LV i
ICRDOIT BRI TEET,

ARTYT1 A4 T4 RUT, [T AL P A b (TrustInsights) ]>[#%E (Configure) |>[BEAIOMEIE/R 7 7 A
/b (Known Good Files) ] DIEIZZ U » 7 LET,

ATV T2 [77A4/LDEM (AddFile) 127V v 7 LET,
ATy T3 BEHMOBEIER T 7 A VER-AFT DT /3 A8 IRL 77,

ARTYTE THRART—=TNET 4 NE ) T T DH20E, [ 40X DEM (AddFilter) 1227V v 27 L, 74 VA
EANILTCOD, [T (Save) 1227V v 7 LET,

ATV TS THRARAERIRL TS, R~ (Next) 1227 U 7 LET,
Crosswork Cloud Trust Insights CiX, f§E L7274 2D RUZUED Y A RNFRINET,

Cisco Crosswork Cloud 1—H'—# 1 K .



Crosswork Cloud % E |
B sxoErsor 1 rommi

ATYT6 FFEDHA LT L—LD RVZIUEERBET DI, [ A 57 L—2A (Timeframe) ] Ky 747U &
FOEZ IR L £,

TNAATELF—NERINZHGE/IT, RV lUEORICA L DEOT A arBERRrENET, 74
arvOEZH—INVEEDES L, EREARICETI5MNRETRINET,
AT9 71 RUmUEEZBIRL T, kK~ (Next) 1227 Vv 7 LET,

Crosswork Cloud Trust Insights Cid, BEHIDO & D L 13 #7225 KGV ZFFOT7 7 A VDY A MPRRIINVET
(K 1,000 7 7 A /L)

ATy T8 BEHMOEER7 7 ANVELTRET DI OUEOT7 7 A0 (RK1,0007 7 A/L) Z@R L, [
Vv LET,

1,000 #2257 7 A /NEBINT DI, HLBEISEUTAT v 8 &KL ET,
BIR L7 7 A NVNEEOBEIER 7 7 A NVDT—T NI FERINET,

(Submit) ]

palllh

BERNDEIETE T 7 14 LD EMIE

PIRNZBIM U 72BER O IER 7 7 A VBN THZ N TEET, MMHMOBER Y 7 A Vi
BIMRT A E 9 ENTIIRWESIX., FO7 7 A NEENC L THEMOBEIER 7 7 A4 LD
T=T NIRRT LN TEETN, VAT AIEEMOBEIER 7 7 A NVERHE LR R0 £9,

ATYT1 AL T4 RUT, [T A AW A b (TrustInsights) 1> [3%E (Configure) 1> [REFIDMEIER 7 7 A
/b (Known Good Files) ] DNEIZZ U v 7 LET,

AT9 T2 12U EOT7 7 A VERIR L, [2{L (Disable) 127 U v 27 LET,
Crosswork Cloud Trust Insights (%, 7 7 A /L DIREES [#£%) (Disabled) JICAE L E7,

BERID@EIE 7R 7 7 4 JLDHEIFR

PIRNZBIME N -BEA OB IER 7 7 A ITHIBRCTE £, BEMOWEIER 7 7 A ZHIRT 5089
ARG S, BT 22 ENTEET, Mz VTR, BEOEIE 7 7 A VO S
{208 =) L TLIEEN,

ARTYT1 A4 T4 RUT, [T A AP A b (TrustInsights) ]>[f%E (Configure) 1> [BEAIDMEIE/R 7 7 A
sV (Known Good Files) ] DIEIZZ Y v 27 L9,

AT T2 12U LEOT7 7 A EBRL, [HIEE Remove) 127V v 7 LET,
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maoEEs 77 4 Lodk [

ATY T3 BHOBEERT 7 A VEHIBRT 5 2 & 2T 21203, [HIFR (Remove) 1%22 U v 27 LET,
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i

LR— FDERTE

ZITE. RONFIZOWTHALES,

s ASN /L—F 4 7 LiR— R ORE (211 _—)
e A UFw U RTOLR— FNDAERK (213 =2—)

ASN)L—T 1« > F LIR— FDEKRTE

ASN/L—F (7 LR— M, BV AT LADL— T F R ET U v ZEUROZEED
BEN DN LT FRENET, ASNL—T 4 7 LAR— FE, ASN OBAEDRIEZR X v
TFx L. REOVR— M P AZ U APERSNTCRERND DEL 2~ LET, b
R—=MIFBAFITENETH, AT~ RTCRIAT—F52 b TEET,

Crosswork Cloud %, IR L 7= ASN DR DIFEHRAZUNE LU THREFL £ 7,
« VT 4w I ABGP TR
« ASN '
«RIR, ROA, BEXO'RPSL 7'V 7 ¢ v 7 Z{E#H
VIR— R VARV RE RRA V MIHEFETEHET TR, ZONFE Ul TRRTEE

T, FMICOWVWTIE, HRASN ZHDF R (ASNL—F 4 7 LFE—R)  (555—) %
ZHLTIIEEN,

LR
s LAR—= NI, VAR-FREZZMLET, LR-FA 2 AZ AT LR=FD1ODA
VAL AEFATLIERMRTHY ARSI T =2 EaENET,

s LIRN— hA VU AF U AREREIN DTN, RBRICAER SN VAR — F &T—F 3 X
NET, LR—FA L AFRTE, HEDOLR— I OOEEOEMINEGENE T, &
BITERINTZ VR — I, BIRVAEA— M FERFFBHTEREINTZLAR— FOWWTNT
_a_o

cflx DUR— A RS AT 30 BIIRFESIL, TOR VAT LADLHIBRSNLET,
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Crosswork Cloud D% |

B asv—F 1o oLk—romE

ATy T
ATy T2

ATv73
ATv74

ATy TH
ATvT6

ATy 71

« LAR— FREZLICRIFTEDL LR — b v AZ U ADOEFHKIT30ICHIR ST ET,
LR—=FA VAZ L ADARFTIE, BIRVEAR— AT~ RTEBRINIZLER— D
W NEENET, MOV TE, AT~ FTOLR— FoARk 2133—-Y) %
SR LT &N,

s ASN V—TF 4 T LiR— N2 T 5 & ((FNEV—T 4 > 75341 (External Routing
Analytics) ]> [ (Configure) |>[L A — bk (Reports) |27 V>~ L, ASN/L—TF ¢
VI VIR— %27 ) v 7 LT[R (Disable) 1Z3#R) . HRLAR—hA L AH AR
SBERINZNEIICTHZENTEET, =—TT7 U MLARWRD | BIRIOTXTO
VIR— b VAL ATGIERESHMTE LI, 72720 ASNAV—T 4 T LiR— F&Hl
95 & ([FME—T 4 > 7 53#H7 (External Routing Analytics) ]>[f%7E (Configure) ]>
[LAR—b (Reports) 1227 Vw27 L, ASNV—T 4 T VLiR—+£4%27 1 7 LTI[HIK

(Delete) ] #3R) . LARTDO VAR — M U AZ AT XTHIRINLET,

B TLAR— FREICHEEMT SN TS ASN OBRGEEAERT L. LWL ER— A v
AR ARTERENERA, 2L, UBIOLR— A v 2 X A 38| & F T E
T,

o« 8D Crosswork Cloud "7 27 U > a URHIBYINIC A, VR— AV AZ A
IZ=— 7 LT, HIRENET,

e LIR—FMREZA VA= FEREFZ I AR—=THZ L TEET, GOV TIE, 1
77 ANDA AR —hExm s AR—1F 251 =) ZBRLTIEE,

4R8O HREIIC

ViR— N ERET DENT, REBO ASNIZHRETHILERH D £9, FHMIZ OV TIE, ASN D
BE 91 —) 2ZBRL TSN,

RO ASN IZHER L TND Z L2 MR LET,

AA A =2 —"T, ML —T 1> 7547 (External Routing Analytics) > [5%/E (Configure) ]>[L A —
I (Reports) JDNEIZZ Y w7 LET,

GEM (Add) 1227V v 7 LET,

(428 (Name) 17 4 —/L RIZLAR—MEZANLET, VR—FIBERSNDLE, ZOLR—FA X
Y ADLENT T<report name>-<month>-<day>-<timestamp>| (2720 £, 7= & 21X, L AR— 44 % ASN7100
WICEREL, VIR— A AZX AN 20214E7 A 4 H 10:00 UTC IZAER ENTZHE, TOLER— AV AHX
¥ ARAHT BB 4 EiTTE ASN7100-Jul-04-10:00-UTC T,

ASN &% 7% AL E T,

[=2 RARA > DB (AddEndpoint) %27 U > 27 L, HIRLVA— FDOEELEERDLZ Y RARA L M&iB
mLES,

GE) S3= RARA v FREITVAR—FENTWERA,

[RTF (Save) 1227 U v 7 LET, AIOLR—MI FEELLLT Y FRA & MIERICHESNET,

. Cisco Crosswork Cloud 11— —H 1 K



| Crosswork Cloud D% E
oo rcovk—ross i

TR RTOLR— FDER

AR LA— Rz T, AT~ RTCLAR— FE2ERTEET, ZOLR— ML, &EIC
ARENTZVR—= FUBOEENY 2 SR ET,

18 HHEIIZ

LR— M ZFEHCTHERTLHIIZ, ASNL—T 4 VT LIR— FERETDHLENRH Y £, /M
IZOWTIE, ASNV—TF 4 V7 LiR— FDORE Q211 N—2) 2B LT EE,

ATV TN AL 4 RUT, [AME—T 4> 7547 (External Routing Analytics) ]>[5%/E (Configure) ]>[L AR —
I (Reports) 1 DNEIZZ U v 7 LT,

ATV T2 BEFHOVER— R 4E7 ) v LET,

ATv T3 4K (Generate) |27 U w27 LET,

AT T8 ZORFEDLR— RV AX L AD—EDLR— R aE AL, [LFR— FDO4ARK (GenerateReport) ]% 7
Vw7 LET,
GE) ZHIDR AT ENTWRWEEA . Crosswork Cloud 1% B #iMIC 4RI &2 R L £3

(<configured-report-name>-<month>-<day>-<timestamp>) , 7= & 213, EINTZHRLAFA— b
473 ASN7100 T, FEIL R — KA U AX U AD2021 47 A 4 B 10:00 UTC IZARK SN T- 54,

FDUR— AV AZ AT BB 4 TR ASN7100-Jul-04-10:00-UTC T,
RATv 5 [LAR— MLUERIZH#ETe (GoToReports) |27 U > L, [LAR— AT —% A (Report Status) ] 2% [fLHLHF

(InProgress) | THDHZ L ZMERLET, BHE., LAR— MISZUNIZAERINET, LAR— b OUEEN
oL, [LAR—F (Reports) | —UNHBMICEHINET,

RDERY
Ak ASNZEHDOFR (ASN/L—F 4 LAR—F) (55 2—)
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Crosswork S\ E3 7Y —IL & {FHT 5

e LT 4w I ARZX MR YORRE (217 _—)






20

TJLIA4v O RNR MHRODORR

e LT 4w T ANR RNRaYOFRRE (217 R—)
o NA NAKRBRUOET Al (220 ~X—7)

TJL74 9P RNRRADODRT

NA MR Y —E, BIRUEFERICT VT 4 v 7 AD AS RATT RANZ A I BT
TOET, hJFoyy b, BIOEETLAN OB hARa vt a—42Fnr L ET, F/2, 7
V7 4w P ANRAMRR YRR T D&, FHEDOEEZIZT AS SAZRETHZ LIT X
D\”X@%%ﬁﬁ®ﬁﬁﬁe */hv 7 B OBEFHZRET D L X ICHELDE
T, A ETNERSNATWD [#%5% (Configure) 1>[E7 (Peers) 1>[E7 DiEM (Add
Peers) ) . TRAY73ERIC i@ T< HERFREN, Y LTWAHET O BGP DR R
i SRR L Tl 2 Z N TEET, O 1oDFEE LTIER, A7 — F 7172 URL
IZED, 74 VFUBE SN2 — 2 I AT 26T, MeYEa—Z@HIh
DI RCOZATOWRBRIERITT7 4 VZIZE, FFEO URL NEID Yo, IFTEE
7T

AT TN AL T4 FUT, 4 8IL— FDSHT (External Routing Analysis) 1> [V —JL (Tools) [>[/3R k7RO
< (Path Topology) 1 %7V v 7 L&,

ATV T2 V7497 RAEATILT, TR (View) 227 Vw7 LET, ZOX=VIZF, ANLieT v 7497
Al TIANNTIRBEORA T 4 NZ U T ENTZRA AR URFEREINET, 7SA1L. ASNE
EMBEETLET (ELbA~) ErRENET, e DASNEZRFAFRTH L, BET L 2N mFHER
SNET,
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B .o vrzszrkooors

il

Crosswork SMEB 3 #T Y — L2 HAT S |

3: Path Topology

1203086

522815

GE) ZoHA FOHIML A=Y a3 2FRLTWAEAIE. EgE 27U v 7 LT TP A
ATHERLTLLEENY,

5l EH
LiRE

=

BLL

1

RARFRaUE, TIWEANINTET VT 4 v 7 RAZHESNHNT T4V EZ ) T EN
FI, LT LT 4 w7 A AT HIZONT, [Z40F (Filter) (227 V7 L
ThaRZEZR R LET,

[AF > a2 b (Snapshot) ]E— FCi&, [HFF (Date/Time) | 7 1 —/V RIZ&F
RENTWDHIFAD ASN /XA R ORFIRENET,

[Reff bk (Time Comparison) | E— RTlE, 2 2D ¥ A LR X T IOEAL % bl
TEET, ZOF— FRBIRSNTWEEGEEIL, N—RX T A & RO B %28 R
LET, XA MR DL, R—=R7 4 OHMGHERO B A F TlomstE Lz
A, /=R, BIOETOEFELZRRL ORLET, FEMICONTIE, /SA FARR
COELEE (220 X—) EZBLTIESN,
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| Crosswork M &MY — L ZERT

FLrcvszizrRnvors |

5lEH
LiRE

=]
=

Bl

3

BWIRLE-HEO S L7 4 v 7 AN hReY Ea—%F R LET, ZOfEEs 2
Vw7 LT, #RTHMoBAF 2R ELET,

[[ U%6%% ASN M E D/ NA LT RRZ A XA T HETORAELH LEST, =0
BT, 3OO ANH Y £, BT ENADFEMAEERT A%, 585 ASN & 7
Uy 27 LET,

PV 7 LT, BIRLIZASN DA Z G /RAIZEB LET, ZOASNMBEE
TRV T RTONRRIL, bR nbHIBRENET,

YZ2 U7 LT, @RLI ASN Z 5T\ AZ RIS L 3, 2D ASN %
BULTRTONRAN PR InbHIBRSET,

F&{E 5t ASN,

MHEHZETAET (9AE7) IZHoTT RARZ A XZINTZAS/RAD ke D
FEFTRT DD, TRTCOETIZESTT RN A XENTZAS RAD FARa D
HERRTDHPERBINTEET, [ ET (MyPeers) | E=—TiZ, 70871
T4 T AZKLTT RANF A XL TND AS RNRAZHIZF R TE D720, L—

,ru,J—.

T4 TREBIESLLET,

BEL D54 ASN F 7213k ASN 28I L, N2 MR e O THREIZERANE 7130
BT AZ ENTEET,

10

By T (SADES) 1T LT, SRR MIEE 72 AIE TR~ 2 5 =
LMTEET,

11

IO 4 R, ASNE 7 U v 735 EFRRINET, ASNA ERIMT AR T—
ANFRENET GEUTHRBIT AR Z Yy T 4T H o FERrLET, ASN
RAAL 7 4 T OFESBBLTLZEN, 569 ASN BNEIRENTWAEE
ZDONRAZET RREZA XL TWHET bERRINET, 2OV 4 RUnb, RO
ZERFETTEETS,

e NZ bR B PG ASN ZHERNCTER 3220 2 02 IR L £,

*[ASN]1 VU > 27 %27V » 27 LT[ASNFffll (ASN Details) |X— T % FRKR L,
72 ASN A2 UG CX £,

il

=111

Cisco Crosswork Cloud 1—H'—# 1 K .


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_monitor-asns.html#id_93937

Crosswork /MBS #T Y —ILEFERT 3 |
B <xrtovozEzue

4:ASN /SRR BT 4 27 D

Exclude Y

2B 7 ST ASN J — RiZ. ASN AR ICEHEFEA SHE-Z 2R LET,

4

NA M RODOERZ LR

NARFRR Y=L, lBESNTRHNIC T VT 4 v 7 ADNV—T 4 T N T 7 4 v 7 TH
LT AME (722 213, AS RAOZEE |2 L 5 HERIECBEORE) 2 571
Va—T 4 VI H ETESIOEHRERMELET, Fy hU—IBEENREL, MAEEIN
TENERET D E LET, BENRAE LKL OFI®RO hARe DT 52 212K, ASN
J— R ReYBLOETONRZAOERE>RRTXET,

INA MR VOERZFRT DT, ROFIEZETLET,

ATwF1 XA AR w Y (PathTopology) 17 4> KU T, [E—F (Mode) ] Ku w7 X7 U A KD [BefE L
(Time Comparison) | Z &R L £,
ATV T2 [R=RAT A H A LNAHX T (Baseline Timestamp) ] 7 4 —/L K& 27V v 7 L, /XA hiRn VEHEOESMH
ELTHEMATHREZRINLES, —ERELIFI_ERMZFEMAL T, KME 1 0FE1T5 5EDRZD
RLIEVTHZENRTEET,
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| Crosswork M &MY — L ZERT
rzxrkncozEznn |

ATY T3 [HgH A A AKX 7 (Comparison Timestamp) |7 4 —/V R&E7 U w7 L, XR—ATFA L HALAX LT L
DT 2 HRF 2RI L £ 7,

P HIE— R CIE, PARRYOERIISEIERASN / — FOGAZMH L TlHE RS, SAOEHE
FESEISEFRET TR MOALMAL THRFRSNES BUID TET 2F5R) . ROBIL, FEIR
THAEOHHZZHM LTI ZE0,

960]"' 9 Subscribed Unsubscribe
0A  RPSL  Path Topology
Mode
Time Comparison
ths Wl unchanged [ Updated [ W Added
4270 3549

51944

50300

2066400 —————— (28835 ) Focus Exclude ¥

206640 4 295354 69394 74734 37584 109
1D:8

203086

18356 206640

15296

GE) HBEI7 Uy 7T oL, TP A XTERRINET,

SlEH L |FREA
wES

AS/—FKDZEHE

1 HifgEhi=AS/ —FK (F) : ZDOERYFITAS /— KB o727 RARZ A ZENT- AS /¥
AN, R=RAFTA L BFALAZ L TORIIMOVEEINT-Z 2R~ LET,
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Crosswork /MBS #T Y —ILEFERT 3 |

B xrkovozEzns

FlEHL
wES

Bl

2

BHEIN-AS/—F (BBIZR) WD XA DAL T T, TDOKR YT ASN B 1 DL
FofD AS RAIFEL TCWEZ L ZRLETN, WS OMDODEENH -T2 2R LE
7
cINABDERE : 7 RARZ A XINTe—EDOH LN AS SR Z D AS /) — Rk v I3 E
Fh, AS J— R/ T TT RARZ A RENTZ—EOE N AS RAEL, R—=R T A XA
LABZTDOUIEB BRIV EIIE L,

CINRARB Y I A VTDERE : ZDAS /) — RIERy F13RONTNNT L=,

DIBME 1 DLLED AS RRICAK v 7 4 T ENTWT, BIEIZAX v 7 4 v 7 &R
T2

cHIEIZ 1 DLLED AS RAIZAR v 7 4 TSN TWT, URIEAZ v 7 4TS
T

cHIEB I OLFNC 1 DU ED AS NRICAZ v 7 4 VT ENTOEN, BREFE XN
7=

BMEN=AS/—FK (B) : TOEYTDAS /) — KB, R=RATA L HFALAZLTD
BIZT RAREZ AL ZENT= 1 DU EDOH LU AS N AITIET D, N—RA T A VEEOMICIIF
Lol Z L ERLET,

FHEHINTWERWAS —F (ERBIKRA) : FOFRYTDAS ) — R, MFOXA LAK
VTTT RN A RENT= 1 DL EOMD AS RAICIFAETDHZ EERLET,

E7HOER
NALT RNBEAXTHET OBROEEIL, £D AS RAEKT LT ASN OBRIZT A K CTHERMN
ffonEd, ©T7EEOT U v 7 AL, before peer_count/after_peer_count T,

5

«0n (fFB) : N—ATA VIFICETNIONZAET RS A XL TR T2, i
FHZIE N O ET BRAZT RANZAL AL TWeZ xR LET,

enl0 (FB) : X—ZATAVFHINBEDOET B ZD/RAET RARNZ A XL TV, ik
RRIZIXE T BN RET RRZ A AL TWehole Z e ZRLET,

ebla () : X—AFA VOO T RO/ ZRET RARZ AL XL, il ZIE a
BOET NI RET RARZAL XL TW-Z a2 RLET,

enn (BB) : RNRET RNRZAXTHETORIT, XR—=AT A UREL D%, kR LIAT
WAL 2o Te 2 & 2R LET,
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.
(-
B
(+
=
it
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s Vg

Crosswork k5 7 4 v U Y —ILZ&{EH
EEG)

o A U H—T = A AMEMRDOFGEL (225 X—)
s hT T 4w I DRYNE T (227 =)

s BT EEA (229 —Y)

« hT T 4 v I DL (233 =)






A3 —2J 1A R{FEAZHR

o f B —T = A AMERROKEL (225 X—)

A 23— 14 AFERAEDxEIL

HRROEN T 7 4 v 0 BT R AT N—THNOMD A 2 —T = A R TiFRIEED 2L
T, Fv N —7 b T& E4, #5EY —d, REFEHRN80% 2B 5%y hU—
I 2y A =T 2 R LET, (REZIE, = VA 0 Z—T oA ZAOEFHEH
LR 20% TRIGHEHAEN 900% OFE, =y VA U F—T = AIDHHGEO—E L L TEE
ENEFA, ) ZOV—E, RN ERREZESIET 272010, BECERIL TS
TYVA BTz AANED N T T 4 v BHRIFERHESLTW WDy U A —T oA
AHRIETED TV T 4 v 7 ADOHEIEY X b 2RI L E4, BHAKROTHNL, TO T 7 1 v
7 7a—ESSHEMTT, INOLOHRFEAENLC, *y NV —2 v 770 v 7 DA
i % Bl | 2 B 2 B R IRETE £,

ATYFT1 A4 T4 RUT, [NF7 4 v 75387 (Traffic Analysis) ]>[>—/L (Tools) |> [#ELEEIH
(Recommendations) ] DNEIZZ U v 7 LT,

ATV T2 [TRA AT NV—T (DeviceGroup) | KB v T X T LU A=a—NOLT A AT N—T2RINTHE, 20T
NARZEENTWD, HIABOHDL T VT 4 v 7 ADIZRFERINET, ZON—IIZE, ROEHH
TRINET,

[ZA4 L7 L —2 (Timeframe) | Fry 77X 0 )2 P TRRLEEHMTOT L7 0 v 7 20 RE T
T4 lb—bh BIOAS F—T = A AEHRMR,

s NI T 4w AT —RL, BEEEMTAI-DIHEHTEAREBA ¥ —T =1 A,
o TNRA AT N—THNOT WA ANHRFENFETHEINTWDIHEEOTHIENE AV F—T =4
AFERR, ZNHOFHNE. TDO T T 4 v 7 7 u— S HEEE,

ARTFYTI V7407 AN bRINT D12, [PV 7 4 v 7 A%BH (Ignore Prefix) (227 Vv 27 LEd, 7
V7 4 w7 AEJTICETICIE, [MEE (Ignored) 1% 7IZBEIL, [BBAOFR (ResumeTracking) %7 VU v
7 LET,
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.28,
=5 =0

S T4 ODRYIILEDY
c NTT 4w I DRYNLET L (227 =)

S J4vIDKRYILEDY

o740 RUNAETD Y—VEFHTDHE, A0 X —TxA ADEEL, ZTIITEBLL
TWARNT T 47V —RAEHICERTEXET,

RTYT1 AL U4 RUT, [WTF 7 4 w7538 (Traffic Analysis) ]>[>—/L (Tools) 1>[FT7 7 4 v 27 D KUV
&'ty (Traffic Drilldown) 1 %27 VU v 27 LE T,

AT T2 ROWNTNIhOF T arE Ew sy LET,

a) [7/3 2k FY w2 (Device Centric) | : 7/3 ZAD Y A M EFRLET, £Inb, T3 Aff

AR, TR AT N—T B, TXIRXSNMP 77 4 w7 ZTREDT A AFREZFRTEE
7,

G¥) TR, AD [fEH#E (Utilization) 151%& 7 4 AVH U 73 5I121%, [7 4 /v % OfE (Edit
Filter) 1227V w27 L, 0~100 DA —/LOWTNUNDHE AT A RL T, £t 5HH
LOHFPHZFEE L F 9, Crosswork Cloud Traffic Analysis (X, 7 /31 A EOFTXTHA ¥ —
T A AP THRbEVEARLHEH L THEARLRELET, HrDf o F—Tx 1R
DEERREZFRTRT DL, TA A% 27V v 7 LET, ROMWEHPAEZTT,

e NRTUR T FTRTDA VE—T = A ADMHEHERIL 50% KT,
e AFX a2 — R ALEDOA VF—T7 = A4 A TOEEAFERHZIZ 50% DL, 80% A T4,
o Rl W LB 1 ODA U E—T 2 A ADOEHEN 80% X TWVET,
L THAAADAL B —T 2 ADFEMERTT HINE, TAAALEI Y v 7 LET, T3 ADA
VH—=T 2 A ADY A NREREIN, [HEx DA HF—T oA AMEFRBETREINET,

2. AUH—T2AADASN F721T TV T 4 v 7 AEREFRTHINE, A v F—T A A&7V v
7 L. [N#R (Beakdown) | 7 4 V& U A KBl A7 v a U ERIRLET,
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Crosswork 5 7 4 v 2 SV —ILEFERT S |
B s> vvoruneye

b) [FVT7 4y A® MY vy (PrefixCentric) |: #2, TX/RXNetflow N7 7 4 v 27 BLWRKNZ
TA I ERRTCELT VI 4T ADY A NeRRLET,

L V7 49T ATNA RAOFMERRT BT, V7407 A&7 ) w7 LET, 735 AEH
MBEREINET,

2. TRAAL U H—T =2 A AOFMERTRT BIIL, T/A A%%E7 ) v/ LET,
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i

E7&HE

s BT BREOME (229 X—)
HERINDET ORE (229 =)
« BT O L (230 X—)
cHERIN D ET OB (231 X—)

E7REDHE
)

Gx) Z DOF%HEIE. Crosswork Traffic Analysis 5/ T97,

~—

ETHREY VAT LE, RED NI 7 4 v 7 BIEZEINTNDHET ASN BRERIN
F9, BEOLTZHINRL, N7 74 v 7 2BEITE MO T 2 31E0 < Ml 2 DI
LET, REAE V—ERTOALF—RET T 47 AN—Ty MR LTEY %< Okt
EEFFERTIEE, NI 74 v EZOET L LV EMRROETICBET S L TEE
T, ETEEIX. T T4 v EBEBTE Ao T Z#BT DI L ET,

Y

GE)  ZoOBEEAEHT 212X, Advanced 7 A & ARKETT,
sales@crosswork.cisco.com £ THHWEHOE L E XV,

LA SOV T

HESINLIET7DRER

BEET Y U 7 ENTWRWS, RED NG 74 v 7 5FEELTWSLEASNDY 2 NE2FHRT
TFET, IE BTV T TLIMERS DL, E o TR ASN Z MRS D D&KL

HbET,
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Crosswork 5 7 4 v 2 SV —ILEFERT S |
B cromat

A\

GE) ZoHREEZFEHT A%, Advanced 7 A B AT TY, FEIZOWVWTIL,
sales@crosswork.cisco.com £ THEHWEHOE L E X0y,

ATYT1 AL T4 RUT, [NT 7 4750 (Traffic Analysis) ]>[>—/V (Tools) ]>[E 7 A (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

77 4V b TIE, [FEET (Non-Peers) | A7 v a VU NMERENTWET, Zhid, BEET Tidhnd R
TOASN BT =TI EENTVWDLZ L &R LET,

ART9 T2 [7 4 Z KU (Filter By) | 7 4 —/L KT, ROWTNNOAT v a o adR LET,

« [T AT N—"T" (Device Group) |: [7/3A A7 —7" (Device Group) |27 U v 27 L, Ry
BV RANNOT A AT N—=TE2ERT DL, ZOT A AT NV—=TIZHENTND, RiIAHD
HHET DHNPFREINET,

o [T/31 A (Device) ]: [T /% A (Device) |27 Vw7 L., Ry X TR RNNLT /N, A%
WTDE, ZOTNHRAREA TORIAFLDHDHET ODIHENERINET,
ATV T3 BRTDHENT 74 v 7ENEEZUL T OLRIRLE T,
« [/ (Both) ]:fFEDASN DT XTHO LT 7 4 v 7 DRX, TX, BLOGHT —ZZHEH L ET,

o [ (Transit) ]: ASN AR T 7 ¢ v 7 OPHETLE TS ETIEARL . RADE 2 ’zi%;éEPF'EJB?’
ThHHEHEIT, RX, TX, BLXOEHT—22EH L ET, R —F2ERTHZ & T, L xiT
FEDASN LDOET VU TIZE ST RT T 4w VRN ARFMETELMNE D DA TEE T,

o [5E5EE(E T (To/From) |: iX{EICASNIB L U%ESE ASN D Rx, Tx, BELOEFT— 22 HEHI L E T,

ATY T4 BEOHM DT — 4 2FRk+T 5121, [#A4 L7 L—24 (Timeframe) ] K v 7 &2 7 U & kb B 4 0%
WLET,

T—=T7NZIE, RIABDOHHETIZRDAREEDHHASND U A "G ENTWET, T 7 4/ kTl
T=TNVEBE N T T 4 v 7 T —HOBIEIRR SN ET,

ATV TS5 FBIABDHHET DY A B ASN ZIEFRICT 5121E, MR (gnore) 1 %227V v 7 LT, FMIlcH
WL, #EREI N2 ET7OMEE (231 =) R L TSI,

RATYT6 [FiAZ (Prospect) |FID ASN %27 Vw73 5L, 20O ASNICHET HFEMNFRINET,

E7 De&Eit

7V LTWAASN R RL, Xy NV =7 2 EE LT 2720 NT7 7 4 v 7 2BENT
EHMDETNELEINE I PEHERTEET,
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| Crosswork F5 24 v oY —ILERERT S
grsnseroms |

A\

Gx) Z OMREAE AT 5121%. Advanced 7 A B ARMIE T, FEHIZOWVW T,
sales@crosswork.cisco.com £ THEHWEHE L E X0,

ATYT1 AL T4 RUT, [FT 7 4750 (Traffic Analysis) ]>[>—/V (Tools) ]>[E 7 A (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

RATv T2 [T Ofcft. (Optimize Peer) 1% 7 V> 7 L, it T 27D ASN # AT 50, LET,
ATV T3 [7 4 F KU (Filter By) | 7 4 —/L F T, ROWFNLDA T L a 23R LET,
« [T AT NV—T (Device Group) ] :[7 /31 AZ)L—7 (Device Group) |27 Vw27 L, Frv”/

BTV ARNNOTNARATN—=T @RS DL, ZOTANA AT N—=TITEENTND, RIALD
HDHET DHNFRINET,

s [T /31 A (Device) ]:[7 73 A (Device) |27 Vv 27 L, Fay X7 URARNNLT /A ARk
RITDEL, ZOTNARAZA TORIAHDGHDHET DHRNFERIINET,
RT9T8 FrTDHRT7 0w VENEEZLL TSI L £,
[ (Both) ]:$%EDASNDTXTHORT 7 47 DRX, TX, BLOGHHT—#Z2HEHLET,

o [FFfE (Transit) 1: ASN FT 7 4 v 7 OR[EILFE 235 E TR, XA E 2 *&;éﬂPF‘ﬁt"T
ThHHEAEIZ, RX, TX, BLOEFT—# 280 LT, BT — X 2R+ 252 LT, & zid
FFEDASN EDET VU TICE ST R T 74w I NRABREMTEDNE I DEHWCTEET,

o [5E5E/5E L (To/From) | : 15570 ASN B8 L U%ESE ASN D RX, TX, BIOEFHT—4#2E0 L E
‘ﬂ—o

AT Y TE BEOHIMDOT —Z 2FKRrT 521, [#A4 L7 L —24 (Timeframe) | K v 727 U Z kb B 45
RLET,

T—=TNZE, RIABRDOHDHIE TR DL AREEDOHDHASNDO Y A MRNEGENTWET, T 740 K TiX
FT—TNMIB TN T T 4 v 7T —FZOEIEICRE SN ET,

AT9T6 RIALDOHHET DY A RS ASN ZIEFRIZT HI12iE, [ (gnore) 1227V v 7 LET,
RTw T [AirAF (Prospect) [FID ASN %27V w7 35HL, 0O ASN BT 2N ERINET,

HEINDET DER

HIRINDZ2ET2BET 52 LT, [E7 A (Peer Prospecting) | X— Y OHELED Y 2 ~MFk
REINBRL RV ET, ZHUE, RABOHHET ELTYARINTNDASN LET U 7
TERWD, ET V7T RETRNI ENRDNo TNDLGEITELEET,
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Crosswork 5 7 4 v 2 SV —ILEFERT S |

B #zcnscromn

ATy T

ATy T2

ATvT3

ATvT4

A\

CE)  ZoOWEEEZMEMT 2120%, Advanced 7 A £ AL TT, FHMICOWTIE,
sales@crosswork.cisco.com £ THEHWEHOE L E X0y,

AAV T4V RUT, [NT77 4 v 75387 (Traffic Analysis) 1> —/V (Tools) ]>[E 74 (Peer
Prospecting) 1 DIEIZZ Vv 7 LET,

7T 74V FTIL, [HELE (Recommendations) |4 7' a UANRIRS AV TWET, ZHuE, BIFEE Y TidAwn
TRTOHELTEASN NT—T NMIZEEN TS EERLET,

T—7 N T, AT D ASND [T 7 >3 (Action) | FIDO FIZH 2 [ (IGNORE) (%7 U > 7 L&
T

ASN BNT—T7 i bEIRES N E T,

NR— EEo [ (Ignored) &7 Uy 735, BT 5L DR LI ASNEMO Y X FRERS
nEd,

ASN OER 2RI 5121%, HERE L D6M ASN O U 2 MIBEIT S ASN O [7 27 3 =2 > (Action) |5
DFIZHD [EHDH (INCLUDE) 1227V v 7 LET,

ASN 75 [HEQL (Ignored) |1 7 — 7 A HHIBRS 4L, [H#5E (Recommendations) | 7 — 7 /WICERRINET,
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s 90 =

ST 4w DEER

« N7 T 4y DR (233 X—2)

ST 4 v DEEL

ATy T

ATvT2

ATvT3

ATvT4

ATy TH

ASN, V74w I A THRARA, A F =T oA ZAREQFERUA TV =7 MEID N T 7 1>
JHEWETEET, FT 74y 7 OERENRIEZTIEIOCERTLH L, A7V =7 MO b
774 v DEWEHRT D DITELHET,

AL 4 RUT, [T 74 v 7558 (Traffic Analysis) ]>[Y—/v (Tools) 1>[+T 7 4 v 7 O
(Traffic Comparison) 1% 2 U v 27 LET,

(A7 Y=2F (Object) | RuyF X YR NS, FT77 4y 7 BT 24TV x27 b7 A T 218K
L/iﬁ—o

[FEfH (Time) | ey 77X T VR RNNPDL, T T74 v 72T XA L7 L —LERINLET,

[E#r (Updated) 1Ry 27 X, FF7 74 v 7T —ZPREBEICEFINERLAZRLETS, FF77 471
WMEHEHT 51, BHT7A a2 )y LET,

AT w7 2 TIASN] ZEHR L 725801, ROWTNND N T 7 4 v 7fHEFR L TERLET,

o [FFfE (Transit) 1: ASNB R T 7 4 v 7 OREILEZIFIEETIIRLS, RAOEZNIHLFHET
THDHHAIT, Rx, Tx, BXOARHT—#2EH0 L E7, PikT — ¥ 2R 52 LT, =& 23,
FFEDASN LDOET VU TIZE ST RT 7 4 v IV NABEMECTE D0 E 5 aflrcE £,

[ (Both) ]:4#FEDASNDTXTHORNT 7 4 v 7 DRx, Tx, BLOGHT —¥Z2HEHLET,
o (5855570 (To/From) | : i5{EICASNEB L U%EEASN D Rx, Tx, BIOGFT— ¥ 2HEHN L E T,
B (Add) 1227V v 27 LT, MEET A4 TV bEBIRLET, AT v 72 TRIRLEA T V=2 b
A A AT DA TV =7 FEBIRTE X,
KEF T2y MIH U~ TR 9,

Cisco Crosswork Cloud 1—H'—# 1 K .
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ATv 76 [fR1F (Save) 1227V v LET,

. Cisco Crosswork Cloud 1—H—#H A1 F



L]
'
-
z
z
z
-
.-
z
£
=
o
£

- —
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s VI &

Crosswork Trust Insights "V — )L Z{F 3 %

o« FONA ZD M (237 ~2—)
e Ny —V DR (239 X—)
e N— RN =7 O (241 X—)






FINA A D LLER

o TA ADHHEIZ DUV T
o TNA ADIEE (237 X—)

TINA ADLLLEZDUNT

591

i

(237 =2—73)

Crosswork Cloud Trust Insights TlZ, 7 /34 A Z I IR LT, FATHO Y 7 b = 7 DiE

WEHEB TE £,

FINA ADELER

TN AZEHRIZHR LT, BVWERRTEET,

ARTYT1 A4 T4 RUT, [T AL A b (Trust Insights) 1> [T 734 AD L (Device Comparison) ] %

70 w7 LET,

ATV T2 MDOTNA REWEET 2 LML U THERT 57 35 A2 RIRLET,
Crosswork Cloud Trust Insights TiZ, &R L72HKHET NA 2 LR LMD TR TOT A R L Z D DiE

WE—EIZ L FICHAT 2 EZERFERSINET,

R30:TINARADLED T 1+ —)L FICEET %58

TJ4—ILF

BLL]

fli¥sfm7= (Deviations)

FEYET NA X LI LT T 3 ADE F T2 3ATi#
{22 DEK,

T34 A (Device)

FEMET SA R LRSI D T /3 ZADAH,

25 (Location)

754 ADE,

5/ (Model)

FRA ZDET I,
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Crosswork Trust Insights Y — LAY % |
B = zoum

T4—ILF B2l

/N—3 =3 (Version) TNRAATETLTCND Y T N =T ON—T 3
Tj—o

V7 R =T OEWD (FHID 500)  (Software T NA XL L T2T NA ADY 7 hT =T O

Differences (FIRST 500)) HEWOY AN, 5002257 bU =T OEVRN

HDHHEENL. BHID 500 72T RERRENE T,

BIR L T2T N, AB AT N, A~ S EDH7=D
WM BERRFEDER #FRKomT D121, FEDONA
W= %7y 7 LET,

T 74N NTIER, T—7E IR U EET AN A AL G LT BT A ZADOFEWF T2 13l R 22 D #
foTY—hahET,

ATV T3 THRARAERBETHITE, [Z74 v 7 H%E (Quick Search) ] 7 4 — /L RIZXFEATILET,
Crosswork Cloud Trust Insights Tl&, A LIZMRBRIFIC—ET 27 A ADHBBERRINET,

AT T8 FKETASARALFIRRDTNAADY A N EFHEAOMEZZRT HI21E, [T U A FOFER (View
Punchlist) | %27 VU v 27 LET,
RAT9TE CSVT7 7 A /MY A M2/ AR— hT5HI2IE, [CSVOTZ AR — K (ExportCSV) %7V > 7 LET,
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i

NV —ODBRE

Ny =V DR (239 =)

INYT—DDBRE

Crosswork Cloud Trust Insights TiX, > A F—/LENTWVWB SMU Ny r—U %230 Ao
BAHZEMTEET, ThIE YT R =T OA—Y s v ERHRLIZY . SMU £ EH L TE
¥ UT 4 OWEFHEEEELZ0 T 358 &IbET,

27T ALY FTT (BT AR YA b (Trustinsights) 1> 5 77— P OB (Find Package) ] DIFIC
7y 7 LET,
ATFv T2 [F7 (View) | 74—/ KT, ROF T a v OWNTHUNERIR LT,
« [ (Search) 1: T RTCO/w Fr—VaHp#ELET,
c[Ay MERENT 7T 4 7 LS TR (Committed but Not Activated) ]: =X v F S TWVDH A
TIT 4 TENTHRN Ry F =V E R LET,

AT T3 RIERGOLTE 3O EAS LET,
ATV TE ROFT TS arONTNIE RN ET,
c[F®% (nclude) 1: AN LI TFEEL Ny —VERFELET,
o [BRA9 % (Bxclude) 1: AN LTEXFEEERWVWRNy r—VRBRELET,

Crosswork Cloud Trust Insights Ti, $5& L7258 T 5 v r—URNFRINET,
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i

N—FKDTT7DRER

cN—RU =T ORFE (241 =)
e N— R =T OERDOER (241 ~—)
N RU =T AR M) OFR (242 4—)

N—FD T T7DHRE

Crosswork Cloud Trust Insights {X, /~— K7 =7 23 (X< RO 201 &% L H E9, i,
LHON— T =TI 2R EDOEREEZ TR T DHEIEL D E T,

AT TN AL T4 RUT, [V—/ (Tools) ]>[/»— Rv =7 Oz (FindHardware) (DIEIZZ U v 7 LT,
AT T2 [74NZDEM (AddFilter) 1227V v 7 LET,

ATYF3 [Z7 4% (Filter) 17 4 —/L FT, BT DEMEZEIRLET,

ATY T4 [7 4 /WM (Filter Value) ] 7 4 —/V RIZ, MBETHEEANLET,

ATy TS5 [1R’7F (Save) [#7 Y v 7 LET,

T—=TMZE. ADLTERBREEIC T 5T _XRTON— Ry 2T REREINET,

N—FOTT7DEBREDRT

Crosswork Cloud Trust Insights |%, & IZZfE LG R 2T "1 A2 L > TS vz
N R 2T OEREZRRT HEHR G IELZRIE L E 3, Crosswork Cloud Trust Insights % i
T5L, BHTA TV A 7NV EB U TERB S AT LOER BB L OB TE ET,

AT w71 Crosswork Cloud Trust Insights D A A > ¢ > KT, [T/34 A (Devices) |27V v 7 LET,

Trust Insights |2, PARTNZIEBISNTZT NA ZAD Y A MPRRRINET, FEMIZOWTIE, 7734 20580
(173 ~=2) ZZMLTIIZEN,
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Crosswork Trust Insights Y — LAY % |
B —roz7rorsryoss

RATYT2 N—RU 2T OERERRT LT NA AL E T ) v 7 LET,
AT9 73 [EHE (Changes) | ¥ 7 %7V w7 LET,

Crosswork Cloud Trust Insights TiX, IR L7727 A ZDJEES A LT A L TRE S LTZA X M DVEFHE
RENET,

ATy T8 RELEREOERE 2FRT5I120%, [# 4 L7 L —2 (Timeframe) |ORICH LA T arvar ) v L
i‘j‘o

IN—FDTT7A R MN)DRT

Crosswork Cloud Trust Insights £, HfZIC5%1E LG N =27 A R Lo T E 7
N R 2T AN ) RS DM iR R L ET,

AT F1 Crosswork Cloud Trust Insights D A A >0 ¢ KT, [T /34 A (Devices) | %7V > 7 LET,

Trust Insights (2. PARTIZIBIIESN/ZTANA ZAD Y A RPRERRSINET, FEMICOWTIEL, 7731 20BN
(173 =) Z#ZRLTIEINY,

ATV T2 "= RO =2THERERTRT DT NA AL EI Y v 7 LET,
T 74 FTIE, )= K7 =7 (Hardware) | 8IS, ~N— RU = THERPFRINET,

ATY T3 [/—FK (Node) 1FI0&HIZZ Y v 7 35E, TD /) — RICEHTHEEDBFERNEFERINET, Crosswork
Cloud Trust Insights Ti%, Z OfEBIO 2 2 HR—F l\iﬂuﬁu B SN GO BENE RS NET, N—
Ry =7 arR—xr NOBREIE, #ElIni-v U TAEFICESINT, —EMMICblzs Ty AT A4
Rl % D/~n— Ko =7 FRU %88 L £7,
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s VI &

BEIRY

o Z— W —DFH (245 X—)

s TA B ADER (249 X—)

HERT T ANDA R — T AKR— K (251 =)
cFITEINTT /v arD U A RDFRR (253 =)
DAL LI R— FORG (255 2—)

* Crosswork Cloud API (257 ~X—*2°)
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i

11l

A—H—0NEE

o —HFDEM (245 X—7)

e —HFOEEF (246 X—)

o —PHERDOETE (246 X—)

e 1 —HFu T A NLDER (247 2—D)

d—HMEM

ATvT1
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

ATy T17

2 —WEBINT DI, EELEMHERSMLETT,

2 —P Ciscocom DL —WH ERAT—REAS LTI A T H0ERH D729, Cisco.com
T RBRNETT,

AA T4 RUT, ETHEO XE (Settings) %7 Uy 27 LET,
[— (Users) 127 Vw7 LET,
GE) [—H (Users) ] A== —i%, BEHIMHEREFFO 2 —FICK L TORAERINET,

[=—HDEM (AddUser) %27 Vv 7 LET,
Z—HN [F%) (Enabled) | (77 4/ ) 7 [#%) (Disabled) ] 22ZHEE L E7,

NI TN —HFiFue /A o TEEHA,
Cisco.com 2 —H 70 7 7 A L TTHRESNTZ2—FDEFA—/LT FLAEZ AT LET,

BEO2—TEBINT A0, FBFA—NT RLRAEZALX—=Z o~ () . £FdkIanr () T
Xy £,

A—PRFEITTEDLH AT ZRETH2—F O — VAR LET, FFHICO VT, 2—VOEl (246
~N=) ZZRLTIIZS N,

[7m/3A % — (Provider) 17 4 —/L RIZiX, BEHETHLZ—PFNRBL TNDLD LRI LT m o X —3FK
RENET,
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ATY T8 [R1F (Save) 1227V w27 LET,

A—HNDEZ

a—Ho—k, 2—PFRE X7 EFEITTHOICLERERYER LT, kROFIC, HER
oo —HPuo— L X 27 B R LET,

R33N 1O ILEIVERDGHRHA

a—4no—jL R

Admin 2—FOBEMEREEZELTXTOX AT BETTEET,
T /X AR 2—FOBIMEFEEZRLS TRTOX AT BZFATTEET,
e HL Y B TRTCOT—H%HAHRY , 2—VPREDHEZELTTEET,

A—HHERDER

A—PPRFATTEDX R ZRET HITE, 2=V O — 2 ZHLEY, 2—PHERELAE
THI2IE, EEEEMERSLETT,

ATYT1 AL U4 RUT, ETFBO [E (Settings) 127 Vv LET,
ATy T2 [2—H (Users) |27V v27 LET,

GE) [—% (Users) ] A ==—id, WHEEHRLFFOZ—FIIH L TORFRINET,

ATV T3 HREAEFSTLI22—Y—DF =2 IRy 7 A% N LET, BHO2—Y—%2REICA I TEET,
ATy 74 [fRE (Edit) 1227V v 7 LT,

ATV TE 2—W—DEREZ —FHE IR 5121, OO MEOHRE (EditValue) | F=v /Ry 7 A& 42 LT, K
oy FE T OMREE (State) ]V A b2 [#E%) (Disabled) (28R L £, AT —#% 2% [A%) (Enabled) ]
WCEFETHET, 2—HFidn s/ A T EHA,

ATYT6 22— =D — L E2EF+520F, 2FBD EOHRE (Edit Value) | F=v 7Ry 7 A4 4L T, R
2y 7HZTO[r—/ (Role) ] VA MPOEFEIZEIRLETS, Fu— A NFETTEDLHX A7 OFAMID
WTIE, 22—V D%EE (246 X—) 2L T EE,

ATYTT Next|] 227V w7 LET,
ATy T8 BHEEMEREL, [(A1F (Save) 1227V v 7 LET,

. Cisco Crosswork Cloud 1—H—#H A1 F



| gE2zs
A-4TOT 7L ILDRT .

A—4H a7 74 ILDORER

=P T T AN EFERLT, =)L, AT —H A BIOEREOO A U EHERTEE
T, =TT A NEFRT DHIIE, BEEHERPLETT,

ATYTN AL T4 RUT, PO [BIE (Settings) 127 U v 7 LET
ATy T2 [2—H (Users) |27V v7 LET,
GE) [—H (Users) ] A== —i%, BEHIMHREZFFO 2 —FICK L TORAERINET,
T MIE, TR TOa—HFEZFDou—) AT—FA BIOKEKEOO T AP A NIET,

ATYT3 2—VTDT IV AEZEETHINE, 2—VDEFA—NLT KL RZ27 Y v 7 LET, FEICO VT, =—
PHERDOZEE (246 2—) WL T IEE N,
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%99 =

T4 ADEE

1Tl

cH T RTINS arELIZNIATAET 7T 4 bt 5 (249 2—3)
o FRRAG DT (250 X—)

BIROYTLavERENSATILET VT4 1T
%

Crosswork Cloud CTH 7 A7 Vv a0 %7 77 4 7L T&EET,
)

CE) YT7RIZVTvarwT 77 47T 5120%, BEEHERSLE T, MooV, [=2—
FOKE (246 X—) | ESRLTLIIEEN,

48 HHIIZ

YT R TarET 7T 4 7T BI2iE, Crosswork Cloud 37 A7 U v 3 v DOlEAL
ISR D, A=A TELNTL A 12U LD TR Y F g ID BLETT,

ATV TN AL U4 RUT, ETFEOLEEE (Settings) 1 744227 Vv 7 LET,
AT9 T2 [74 A (Licensing) |27V v LET,
RTVFT3 TR VT arvezT 774 7T BT
a) [&#% (Entitlement) ]>[#Mil/L— h3#T (External Route Analysis) ], [{E#81 > %A & (TrustInsights) ].
FE[NT 7 4 v 7007 (Traffic Analysis) | Z7 %27 Vv 27 LET,
b) [V 7 A2 VT a DR (Claim Subscription) %27 Vw27 L, 7F%FANKRy 7 AZHT A7 YT
varyIDEANLET, HEOY T A7) 7va D EBMT5I2F, &£ID %8~ TRED0,
#H1ID 28 LWVTICAA LET,
AT w T8 Crosswork Cloud #HD R 7 A TN R—V g% 7 A M52
a) [FT7A7 (Tral) 127 %270 v7 LET,
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B sszoz=

b) # L72\> Crosswork Cloud 8/t DFEIZH D[V 7 = A & (Request) &7 V27 LET, FHFICHEL
[FZ A7 /v%EBALE (Start Trial) |22 U v 27 LET,

TR DEE

MDA ZLE TEET,

ATYT1 AT 4 RUT, EFHEO LEERE (Settings) |7 A 22270 v 7 LET,
ATY T2 [74A (Licensing) |27V v LET,

ATw 73 [fEE Edi) 1227V v 7 LET,

ATy T4 HLNHAZ AT L, [IRTF (Save) 1227 U w7 LET,
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% 90 =

B ID7A4ILDA iR— bk ET O RAR—F

HER T FANDT v Tr— R (251 X—)
cHERR T T ANDE T E— R (252 X—)

B I274ILDO7yJO—FK

TV 74y 7 A ASN, RY ¥— BIOBHRELZ WK T 7 ANVET v 7a— RT&E
T, KT 7 ANET vy Ta—RKT5E RUXA TORGFEOT—2N EEXIRET, L
X, PHENC T v 7 4 v 7 AZBIL, 7 7 A MIZEOT LT 4 v I AREENTWDHE
ay BBFEO7 VT 4y 7 AFHIBRSILE T,

)

GE) LW T 7 A VDT v 7a— R RIRZRAERZEE 217 5 /N, BAFOWMR 7 7 A V&
Fyra—RLUTREL, No 2T v 777 A0 LTHEMRTL 2 L 2HREL £, Mo
WL, R 7 7 ANV DF T rr— R (252 X—=2) #ZRLTIEEN,

ATFYT1 AL T4 RUT, ETHO [RE (Settings) 147V v 27 LET,

AT9 T2 [ A= =7 AKR—F (Import/Export) |% 27 Vv 7 LET,

ATV T3 Wk 7 7 A DT v 7 r— K (Upload ConfigFile) 1%~ U v 7 LT, JISON#EALT 7 A /L OBGFTICBE L
£,

HBELEY 722707 LT, Yo7 IVISONKR 7 7 A Ve run—RKTAZ L TEET,

ATy T4 [k~ (Next) | %27 U7 LET,
ATw TS ERZTICBEHL T, 7 7 A VORNEFE T LE2—L, BIMBIOCHIRENDHREMHRLET,
ATy 76 [FEE (Submit) 122U v LET,
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B 274 D85 00—FK

1R8O BRI
KIE7LERAEE ZAT ORI, Ny 7T v 777 A NE LTHEMTOME 7 7 A V&2 F 0 n—
FLTRFTDZ L aHERLET,

\)

CE) KIEAREHELYHBEDOT-0, 20194 11 H 12 BXVANCHER 7 7 A V2 E 7 ra— RLTEEEE
. FILWVHER 7 7 AV E X T ra— RTA0ERHY 9, 2019411 H 12 B X VEHCH ¥
va— RENTEHER T 7 A NVIZIIREREWVWVRHY, Ty a—RTEXERHA,

ARTYTN A4 T4 RUT, ETFHEO [EEE (Settings) 127 U7 LET,
ATFY T2 [ R — K= AKR—F (Import/Export) ] %27V v/ LET,
RATY T3 WD/ AR —F (ExportConfiguration) %7 U v 27 LT, JSON#R 7 7 A NV E X 7 a—RKLET,

iRk~ 7 A v (json) DBRFSINET,
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EITSIN=T7Ia D) A RDOERTE
cFITENTT 7 a DU A RDOER (253 =)

EITEINE=7HOLa3 D) XA FORT

CrossworkCloud 7 7° ) 77— g U CHEATENTZT R TOT 7 v a DY A NEFRRTEET,
TR, EOXDRETEMTbNIED, HEREREEToh, BLOEENMThN/Z BI
ELDI<HETEET,

ATYT1 AL T4 KT, EFMICSL [T 7T 48T 4827 (ActivityLog) 7 A =2 B 22vvsLE
7
T 74V hTlE, TRTCOEENFRINET,

AT T2 BELEMBEOT 77 4 €T 4 2FRTDHIIE, [#A4 L7 L —2A (Timeframe) | K2y 7H U A Ry
I A IR L £,
ATY T3 BFEOEELELZLRTHITIE, KOWTIEZ U v 7 LET,

* [ASN (ASNs) |

- B AEH

A A S

« 734 Z (Devices)

« T A 7 —7 (Device Groups)
e T RiRA b

AU H—Tx A A

* Peers

Y v—

« L7 4w A (Prefixes)
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.38,
=5 =0

HMEDOANIIL T EHR— FOEE

e IR— K r—20A4—7r (255 %—)
BT 4 — RNy 7 DEE (255 —)
e AT A3 2T 4 TF—TL~DT T A (255 2—)

o
YR—+c5—RDA—T>
Crosswork Cloud TlZ, #LEANNL YR — M r—RA & ZENTEET,

AL T4 RUnG, [~V EHR— b (Help and Support) W47 A =22 > [HAR—k
(Support) 1> [V AR — F~DORWEHH%BA< (OpenaSupportCase) 1% 27 V27 LET, #H
LWT7 7%y 0 RUMRBHE, Support Case Manager 73R /R SAVE T,

I D . ~ N . %
HET 14— R/INY D DEIE
Crosswork Cloud #fLICEIT 57 4 — R 7 2 BHFEHLLTEBY £9, F/2, SHomy A
IZOWTZERAEWEZ T IEEWNTT,

AAL T4 RN, [~V EH AR — K (Help and Support) W47 A = > [HrAR— |
(Support) 1> [#fFHD 7 4 — KN 2 (Product Feedback) 127 U v 7 LE7,

DAAAZIAZTA TH—FLAANDT7I1EA

VA Al a=nT 4 TF—TAIT 7 EALT, X< HHER., WKk, BIOZoMmD
WLESRIC T VB A TEXET, 207+ —F AT, oo —F L8 g 25K
L—artp2 L TEET,

AL T4 RUnG, [~V EHAR— b (Help and Support) W47 A =22 > [HAR— k
(Support) 1>[2 2 2=7 4 74— L (CommunityForum) %7 U7 LEd, LW\ T
TY T 4 RUMBE., Crosswork Cloud D7 #—F ARFRENET,
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i

Crosswork Cloud API

» Crosswork Cloud API D (257 =X—7)

cAPI VT BRI RF o A b (257 =)

« API DFEIBALG (258 ~—27)

« APl F—DjEFR (258 X—2)

« Crosswork Cloud Network Insights 7 7 4 7 > F 227 U7 K (259 ~—2)
» Crosswork N T 7 4 v V587 G A4 T AT VT ol (266 —)

Crosswork Cloud APl D1

Crosswork Cloud AP1 /%, R NU—Z7EFHBIWEH T 7'V 7r— a3 V CAPI AT 570
77 =T,

Crosswork Cloud Network Insights API IZ LV, 'L 7 ¢ v 7 ZAF =1L ASN ~D X Gk, HWHEI~T
RIRA L FORE, 7T =N M) T—SNDFRMDIREREDRESF A7 2 FTTEET,

Crosswork Cloud Traffic Analysis AP11X b7 7 o« v 7 #at 2 BS L £,

APINLTE LT RFFRa A K

Crosswork Cloud API R = A > M7 7 A9 5121%, Crosswork Cloud (27 7' A >3 5 M3
DO ET, APLT—LDOERE NF¥ a2 AL MEaRRTHITIE, [~ 7 EHAR— b (Helpand
Support) WUT A = > [API \ZREENT 5 M,
https://crosswork.cisco.com/apiDoc/CiscoCrossworkCloudAPI [J<3E] IZBEN L £ 7,

IHbHnbyvAaAaAI a=T 4IZE LT, Crosswork Developer Hub (27 7 A L TL 72 &
VW, [~V e AR — b (Help and Support) W47 A =22 > [HAR— |k (Support) >[I 2=
T 4 74— 2 (Community Forum) JIZBEIL T, YAaala=74l77kAT5H2L
HCX FEJ, CrossworkCloud 7 4 A v ¥ a »Zi#BI L3 < 37572012, #47 [Crosswork |
TV R L TR L T 72 &0,
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gmazy |
B romme

APl O {2 Fi A5

Crosswork Cloud APL IZ7 7 B A F5121%, EEHEMERDLETY, BHEEHERN WIS,
APL ATV a v3FrEnNER A, =P —HROLEFIZON TR, 2—PHEROLHE (246
R—=) EZRLTIZIN,

APl 2—/VDEF L F¥ =2 A MEEXRT BHITIE, Crosswork Cloud i2u 74 > L, [~V TF &
AR — b (Help & Support) L5 [API] 22 U v 7§ %75, F 7213 https://crosswork.cisco.com/
apiDoc/CiscoCrossworkCloudAPI (27 7 E AT 5 LENRH YD £97,

APL D 2B 51213, ROZ A7 ZFTLET,

AT w1 API ¥ —% %R 5HI21%, Crosswork Cloud Network Insights &7 ¢ > K7 D47 EMBIZH D2 —HF DA =2 v )L
27U v 7 LThb, [APIF—/h—2 > (APIKey/Tokens) | %7 U v/ LE7,

AT w72 [APIF—DEN (AddAPIKey) 127V v 27 LET,

AT w73 API F— D4R, i (EE) . BAOAPIF—DOBMBA LK THEZAN L, [IR1E (Save) 1227V w7
L/i‘j—o

ATY T4 [{ERK (Create) 127 VU v/ LET,
Hr LW AP —23MERK Z#U. Crosswork Cloud 7 7'V 77— g TR —DFFEMINE RINE T, i,
X —NERINDME— DR TT,
AT9 75 [aE— (Copy) 127 V7 LTAPIF—% bt — L, BERGANUMRGFETEDLLIICLET,
GX) APl F—Z RAT— RO LI IH#ELET, APLF—IIT I h~DOT 7 A ZiRMT 57~
D, BTERIEE LT EEN,

RATv 76 EHERET D HEOHFIZOVTIE, Crosswork Cloud Network Insights 7 7 4 7 > h 227 U 7 1] (260 ~2—
V) BEWCrosswork N T T 4w V7 TAT R AT VT RO (266 X—) OB EBRL
TLEENY,

[ e J—
APl +F—DDEH
Crosswork Cloud API S — 3R DR EIFKRD LBV TY,

« APL ¥ —(3, 16 EEB TR AL SN 32 31 FOXFEF—TY, 7747 b TF VU r—
T a X AP ¥ —%{#i ] LT, Crosswork Cloud Network Insights & 7= {3 Crosswork Cloud
Traffic Analysis 56 C? REST API K IZE4 LE 7,

¢ APIF—#5ll 7 (ID) 1., ¥—DO—EBEDETHY, BLBELADOEERIZEDDLENH Y
F 9, Crosswork Cloud —E A%, ¥—ID ##HEH L TCAPIF—Dat’—2lEL., &
FORZMER L ET,
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| gE2zs
Crosswork Cloud Network Insights 7 5«4 7> + X2 1) T + .

\)

GE) RNRAU—FLEUCELEIICAPIF—HHEELET, APIF—IIT H 7 h~DT 7 & 2 244
H728, BTEEICHEE L T EEN,

IIAT U T TV = a T APTIF—%fEH LT, Crosswork Cloud {2358 &5 T X T
DERIZEA LET, FERIILUTFICLOREENE T,

« BA TR

* API %—ID

c BRERET HIOIMEASND 7 4 — L ROFEMERT A X T —4
Crosswork Cloud |3 REST APl 25k %(54 25 &, ROFIEZFETLET,
1 ZFRESNTRTA—=FZHHLET,
2. API¥—ID ZfEH LT, APl ¥ — L B# T2 A 4T — X EMG L7,
3. BAEEHELET,
4. HHEIN-BAZERIN-BL EHBELET,

5 FHHEINT-BA LERINT-BLN T 58A . Crosswork Cloud [ 3 E R 2 #sk L9,
BAN—F L2\ E4A . Crosswork Cloud I3 2R 2 L E 4,

Crosswork Cloud Network Insights 7 54 7> X9 1) Tk

ZDE 7 v a i, Crosswork Cloud Network Insights 7 7 4 7> k227 U 7 h Ofifi i 775D
BlEERPEENTNET,

DISATURRD YT ROA Ty

AT MAZ )T NOEITRHIZIX, ROA T v a v EFHATEET,

(ramius) ~> ./crosswork.py -h

usage: crosswork.py [-h] [--uri URI] --key KEY --keyid KEYID
[--payload PAYLOAD] [--method {GET,POST}] [--host HOST]
[--port PORT]

Exercise the REST API.

optional arguments:

-h, --help show this help message and exit

--uri URI The URI to run

--key KEY A Cisco Crosswork Network Insights API Key

--keyid KEYID A Cisco Crosswork Network Insights API Key ID

--payload PAYLOAD The name of a file containing JSON data for POST API
requests. Note: This option is available only for POST
commands .

--method {GET,POST} The HTTP method for the request

--host HOST The Cisco Crosswork Network Insights URL

Cisco Crosswork Cloud 1—H'—# 1 K .
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--port PORT The Cisco Crosswork Network Insights port number

(ramius) ~>

Crosswork Cloud Network Insights 7 54 7> F X5 1) 7+l

RO T4 7T MAZ U7 kOFlE Python TRk S41TFH Y . Crosswork Cloud Network Insights
? REST APl = — /b ARk, B4, BLOEITT L HIELZRLTOVET,

#!/usr/bin/env python3

H= o 3 H S H 3 3 H o B

Copyright 2019 Cisco Systems Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

import argparse

import binascii

import datetime

import hashlib

import hmac

import json

from typing import Dict, Any

import requests
import rfc3339
import sys
import urllib

from string import Template
from urllib.parse import urlparse

class Signature (object) :

# The order and white space usage is very important. Any change
# can alter the signature and cause the request to fail.
SIGNATURE TEMPLATE = Template (""" \

Sparam_method

Sparam_uri

$param_query parameters
Sparam_key id
Sparam_timestamp
Sparam_signature version
Sparam_content sha256
Sparam_content type
Sparam_content length""")

def init (self, exrest):
self.exrest = exrest

def sign(self):
exrest = self.exrest
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Crosswork Cloud Network Insights 7 54 7> kX9 1) 7 3l .

string to sign = self.SIGNATURE TEMPLATE.substitute ({
"param_method": exrest.method.upper(),
"param uri": exrest.url encoded uri,
"param_query parameters": exrest.url encoded query parameters,
"param_key 1d": exrest.key_ id,
"param_ timestamp": exrest.timestamp,
"param_signature version": exrest.signature version,
"param_content sha256": exrest.content sha256,
"param_content type": exrest.content type,
"param_content length": exrest.content length

}

# Decode the key and create the signature.
secret _key data = binascii.unhexlify(exrest.key)
hasher = hmac.new(secret key data, msg=string to_sign.encode('utf-8'),

digestmod=hashlib.sha256)

signature = binascii.hexlify (hasher.digest())
return signature.decode ('utf-8")

class ExRest (object) :

SIGNATURE_VERSION = "i.o"
CONTENT TYPE = "application/json"

HEADER CONTENT_TYPE = "Content-Type"

HEADER CONTENT_LENGTH = "Content-Length"

HEADER SIGNATURE VERSION = "X-Cisco-Crosswork-Cloud-Signature-Version"
HEADER TIMESTAMP = "Timestamp"

HEADER AUTHORIZATION = "Authorization"

def _ init (self):

# Input arguments to the script.
self.uri = None

self.payload = None

self.method = None

self.host = None

self.port = None

self.key = None

self.key id = None

# Values used to calculate the signature.
self.url encoded uri = None

self.url _encoded query parameters = None
self.timestamp = None

self.content sha256 = None

self.content length = 0

self.content type = self.CONTENT_ TYPE
self.signature version = self.SIGNATURE VERSION

def run(self):
# Calculate the full URI to be run.
uri = self.uri[l:] if self.uri.startswith("/") else self.uri
self.uri = f"https://{self.host}:{self.port}/{uri}t"

# The url encoded uri is used when calculating the request signature.

parsed uri = urlparse(self.uri)
self.url encoded uri = urllib.parse.quote(parsed uri.path, safe="")
self.url encoded query parameters = urllib.parse.quote(parsed uri.query)

# Calculate the rfc3339 timestamp for the request.
now = datetime.datetime.now ()
self.timestamp = rfc3339.rfc3339 (now)

Cisco Crosswork Cloud 1—H'—# 1 K .
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# Calculate the SHA256 of the body of the request, even if the body is empty.
self.content sha256, self.content length, payload contents =
self.calculate content sha256(self.payload)

# Calculate a signature for the request.
signer = Signature(self)

request _signature b64 = signer.sign()

# Create the request object and set the required http headers.

headers = dict()

headers[self.HEADER AUTHORIZATION] = "hmac {}:{}".format (self.key id,
request_signature b64)

headers[self.HEADER TIMESTAMP] = self.timestamp

headers[self.HEADER _CONTENT TYPE] = self.content type

headers[self.HEADER_SIGNATURE_ VERSION] = self.SIGNATURE_ VERSION

session = requests.Session()

response = session.request(self.method, self.uri, data=payload contents,

headers=headers)

parsed_response: Dict[str, Any] = dict()
if len(response.content) > O:
content = response.content.decode ('utf-8")
try:
parsed_response = json.loads (content)
except ValueError:
parsed _response = dict()
parsed_response["Message"] = content.strip()
if response.status_code != 200:
parsed_response["HttpStatus"] = response.status_code

print (json.dumps (parsed response, indent=2))

def calculate content sha256(self, payload):
if payload:
try:
with open (payload) as fd:
payload_contents = fd.read()
except Exception as error:
raise Exception (f'Cannot read payload file {payload}: {error}')
else:
payload contents = ""
hasher = hashlib.sha256/()
hasher.update (payload contents.encode('utf-8"))

content sha256 = binascii.hexlify(hasher.digest())
return content sha256.decode('utf-8'), len(payload contents), payload contents
def main () :
parser = argparse.ArgumentParser (description="Exercise the REST API.")

parser.add argument ("--uri", default="/api/beta/truefalse/1/200",
help="The URI to run")

parser.add argument ("--key", required=True,
help="A Cisco Crosswork Network Insights API Key")

parser.add argument ("--keyid", required=True,
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parser
requests")

parser

parser

parser

v547 2oy T rommsE ]

help="A Cisco Crosswork Network Insights API Key ID")

help="The

# Parse the arguments

args

exrest

exrest.

exrest

exrest

exrest.
exrest.

exrest.

if name
sys.exit (mai

.payload =
exrest.
exrest.

parser.parse_args ()
= ExRest ()

uri = args.uri
args.payload
args.method
args.host

method =
host =

.port = args.port
key = args.key

key id = args.keyid
run ()

== "_ main_ ":

0)

A7V RO T FOBERAE

name of a file containing JSON data for POST API
choices=["GET", "POST"], default="GET",
HTTP method for the request")

default="crosswork.cisco.com",
Cisco Crosswork Network Insights URL")

.add_argument ("--payload",
help="The
.add_argument ("--method",
help="The
.add_argument ("--host",
help="The
.add_argument ("--port",

type=int, default=443,
Cisco Crosswork Network Insights port number")

ZOHITIE, IROFATIZOWTHALET
c VTGAT U NAZ YT ISR a— L BTV ET,

=Rl e A e
LET,

1R BHHIIZ

A7 VT N EFATT DRI, APIF—%2E R L ET (APIOMEHBALE (258 2—)

HET7ANEHERA LT, POST a2~ RTHL T 4 v 7 A58

2ZM) .

API DFERIZ DU TiL, Crosswork Cloud UL 22l 27 U w7 L, APL Y 2 %27 ) w7 LT

<TZEvy,

WDAZ ) P EFITLET,

crosswork.py --uri '/api/beta/sourcedata?prefix=64.54.195

' <yourKeyIdHere>'

FER DB

.0%2F24smax=5"' --key '<yourKeyHere>' --keyid
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"data": [
{
"prefix": "64.54.195.0/24",
"action": "ADD",
"peerRemoteAsn": 22024,
"timestamp": "2021-10-20T18:32:03zZ",
"origin": "IGP",
"originAs": 5653,
"asPath": [
{
"asn": [
22024

"unicastPrefixType": "ADJ RIB IN",

"nextHop": "4.4.94.118/32",

"peerRemoteId": "549",

"roaGenTime": "2021-06-29T05:25:53.844840001z"

"prefix": "64.54.195.0/24",
"action": "ADD",
"peerRemoteAsn": 202365,
"timestamp": "2022-01-21T10:25:58Z",
"origin": "IGP",
"originAs": 5653,
"med": {},
"communities": [
3792306480,
3792306677,
57866,
41441,
41441
] 4
"asPath": [
{
"asn": [
202365

asn": [
57866
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5653
1
}
] 4
"unicastPrefixType": "ADJ RIB IN",
"nextHop": "5.255.90.109/32",
"peerRemoteId": "248",
"roaGenTime": "2021-10-05T10:07:45.504885118z2"

}I

(truncated)

v547 2oy T rommsE ]

ATY T2 POSTa~ > RERET7ANTT LT 4 v 7 A&BMLET :

crosswork.py —--uri '/api/beta/provision'

"config.json" --method "POST"
configjson Z7 A LD T IH -
{

"operations": [
{
"setPrefixRequest": {
"prefix": "4.4.4.4/32"

}l
"o creat": true,

"o excl": true
}l
{
"setPrefixRequest": {
"prefix": "5.5.5.5/32"
}l
"o creat": true,
"o excl": true
}l
{
"setPrefixRequest": {

"prefix": "6.6.6.6/32"

}l
"o creat": true,
"o excl": true

"setPrefixRequest": {
"prefix": "2001:30:102::/48"

}l
"o creat": true,

"o excl": true
}
]
}
HERDOH -
{
"results": [
{
"setPrefixResponse": {
"prefix": "4.4.4.4/32"

}
}l
{
"setPrefixResponse": {
"prefix": "5.5.5.5/32"

'<yourKeyHere>' --keyid '<yourKeyIdHere>' --payload
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{
"setPrefixResponse": {
"prefix": "6.6.6.6/32"
}
}I
{
"setPrefixResponse": {
"prefix": "2001:30:102::/48"
}
}
1
}

Ul R0 -

Overview
Alarms
ASNs Subscribe to Prefixes

Prefixes

BGP Updates m Prefix Policy Tags Active Alar... Severity
Add Filter Add Filter Add Filter Add Filter Add Filter

4.4.4.4/32

Crosswork F5 74 YO RO SAT U RRI YT ED
15l

WDAZ Y7 NOfFL, Python T S 4L TV EF, Crosswork Traffic Analysis API % 5473
521X, python/get_traffic_examplepy 33 & O python/cctr affic/cctr affic.py 73 %2 T9,
get traffic example.py %?éﬁﬁ"éEﬁK\ /5(0) ¢k %?f 5 ‘/[Z‘gzzﬁ % Ui iﬁ—o

1. Python @{Kﬁ%ﬁf%%% VA=)V LET pip3 install -r requirements.txt
2. API X7 J— h—72  (export TOKEN=<token string>) Z s L E£7
3. get traffic examplepy 7 7 A VAL L T, ROMEEZELVEICE XL 7

api_version, device name, start X N end,

get traffic example.py 7 7 A WERELT-H., A7V T F2FEITLET : python3
get traffic example.py

R9 1) T rDF : get_traffic_example.py

# get traffic example.py
import os
import sys

from cctraffic import CCTrafficRestClient

host = "https://crosswork.cisco.com"
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Crosswork F S 7 4 ORI SA T LRI 1) T RO .

api_version = "beta"

device name = "flow-automation-1"

# start and end may be supplied as:

# - ISO 8601 datetime string

# - unix timestamp in seconds since 1970

# - now

# - "<number> <unit> ago" where unit can be: "seconds", "minutes", "hours", "days".
start = "7 days ago"

end = "now"

if "TOKEN" in os.environ:
token = os.environ["TOKEN"]

else:
print ("Bearer token not found. Set bearer token with: export TOKEN=<token string>")
sys.exit (-1)

client = CCTrafficRestClient (host, token, version=api version, debug=False)

print (f"GetDevice for {device name}")

device info = client.GetDevice (device name)

device id = device_info["deviceId"]

print (f"Found device ID for {device name}: {device id}")

print (f"Traffic by interface for {device name}")
traffic for my device = client.GetInterfaceCounterTrafficTotals(start, end, device_ id)
interface name = traffic_ for my device[0] ["interfaces"][0] ["interfaceName"]

print (f"Traffic by ASN for {device_name}/{interface_name}")
asn_traffic for my device interface = client.GetNetFlowTrafficTotalsByDevice (start, end,
device 1id, interface=interface name, asn breakdown=True)

print (f"Traffic by Prefix for {device_name}/{interface_name}")
prefix traffic for my device interface = client.GetNetFlowTrafficTotalsByDevice (start,
end, device id, interface=interface name, prefix breakdown=True)

asn = asn_traffic for my device interface[0] ["interfaces"][0] ["asns"][0]["asn"]
device prefix =
prefix traffic for my device interface[0] ["interfaces"][0] ["prefixes"][0] ["prefix"]

print (f"Traffic by Prefix for {device_name}/{interface_name} ASN {asn}")
prefix traffic for my device interface asn = client.GetNetFlowTrafficTotalsByDevice (
start, end, device_id, interface=interface name, asn=asn, asn_breakdown=True)

print (f"Traffic by Prefix")
prefix traffic = client.GetNetFlowTrafficTotalsByPrefix(start, end)
prefix = prefix traffic[0] ["prefix"]

print (f"Traffic by Device for {prefix}")
device traffic for prefix = client.GetNetFlowTrafficTotalsByPrefix(start, end, prefix)

print (f"Time series for {device name}")
time series for device = client.GetInterfaceCounterTrafficTimeSeries(start, end, device id)

print (f"Time series for {device_name}/{interface_name}")

time series for interface = client.GetInterfaceCounterTrafficTimeSeries(start, end,
device 1id, interface=interface name)

print (f"Time series for {device name}/{interface name} {device prefix}")

time series for prefix = client.GetNetFlowTrafficTimeSeriesByDevice (start, end, device id,

interface=interface name, prefix=device prefix)

print (f"Time series for {device_name}/{interface_name} {asn}")
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time series for asn = client.GetNetFlowTrafficTimeSeriesByDevice (start, end, device_ id,
interface=interface name, asn=asn)

A9 1) T DOl : cctraffic.py

# cctraffic.py

# Contains a very simple REST client to demonstrate how to call the Crosswork Cloud
Traffic APIs

# Copyright (c) 2021 Cisco Systems, Inc. and others. All rights reserved.

import requests
from .util import UrlEncode

import urllib3
urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

class CCTrafficRestClient:

def init (self, host: str, token, version: str = "v1", debug: bool = False):
self.version = version
self.host = host
self.debug = debug
self.headers = {"content-type": "application/json", "Authorization": f"Bearer
{token}"}

def DoApiCall (self, url):

if self.debug == True:

print (url)
response = requests.get (url, headers=self.headers, verify=False)
if self.debug == True:

print (response.status_code)
print (response.content)
return response

def GetDevice(self, device name: str):

url = f"{self.host}/api/{self.version}/devices?name={device name}"
response = self.DoApiCall (url)
if response.status _code != 200:
return ""
return response.json() ["devices"][0] ["deviceInfo"]

def GetInterfaceCounterTrafficTotals(self, start: str, end: str, device id: str =
"") .
start = UrlEncode (start)
end = UrlEncode (end)

if device id == "":
url = f"{self.host}/api/{self.version}/devices/statistics/totals"
else:
url =
f"{self.host}/api/{self.version}/devices/{device id}/interfaces/statistics/totals"

url += f"?format=totalsé&timeStart={start}&timeEnd={end}"
response = self.DoApiCall (url)

if response.status _code != 200:
return ""
return response.json() ["devices"]

def GetNetFlowTrafficTotalsByDevice(self, start: str, end: str, device id: str,
interface: str,
asn: int = 0, prefix: str = "", asn breakdown:
bool = False, prefix breakdown: bool = False):
interface = UrlEncode (UrlEncode (interface))
prefix = UrlEncode (UrlEncode (prefix))

. Cisco Crosswork Cloud 11— —H 1 K
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start = UrlEncode (start)
end = UrlEncode (end)

if asn != 0:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}/prefixes"

elif asn_breakdown:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns"

elif prefix breakdown:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/prefixes"

url += f"?format=totalsé&timeStart={start}&timeEnd={end}"
response = self.DoApiCall (url)

if response.status_code != 200:
return ""
return response.json() ["devices"]

def GetNetFlowTrafficTotalsByPrefix(self, start: str, end: str, prefix: str = "",
device id: str = ""):
prefix = UrlEncode (UrlEncode (prefix))
start = UrlEncode (start)
end = UrlEncode (end)

if prefix == "":

url = f"{self.host}/api/{self.version}/traffic/prefixes"
elif device id == "":

url = f"{self.host}/api/{self.version}/traffic/prefixes/{prefix}/devices"
else:

url =

f"{self.host}/api/{self.version}/traffic/prefixes/{prefix}/devices/{device id}/interfaces"

url += f"?format=totals&timeStart={start}&timeEnd={end}"
response = requests.get (url, headers=self.headers, verify=False)
if response.status_code != 200:

return ""
return response.json() ["prefixes"]

def GetInterfaceCounterTrafficTimeSeries(self, start: str, end: str, device id: str,
interface: str = ""):
interface = UrlEncode (UrlEncode (interface))
start = UrlEncode (start)
end = UrlEncode (end)

if interface == "":
url = f"{self.host}/api/{self.version}/devices/{device id}/statistics/totals"

else:
url =
f"{self.host}/api/{self.version}/devices/{device id}/interfaces/{interface}/statistics/totals"

url += f"?format=timeseries&timeStart={start}&timeEnd={end}"
response = requests.get (url, headers=self.headers, verify=False)
if response.status_code != 200:

return ""
return response.json() ["devices"]

def GetNetFlowTrafficTimeSeriesByDevice(self, start: str, end: str, device id: str,

Cisco Crosswork Cloud 1—H'—# 1 K .
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interface: str, asn: int = 0, prefix: str = ""):
interface = UrlEncode (UrlEncode (interface))
prefix = UrlEncode (UrlEncode (prefix))
start = UrlEncode (start)
end = UrlEncode (end)

if asn == 0 and prefix != "":
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/prefixes/{prefix}"

elif asn != 0 and prefix == "":
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}"

else:
url =
f"{self.host}/api/{self.version}/traffic/devices/{device id}/interfaces/{interface}/asns/{asn}/prefixes/{prefix}"

url += f"?format=timeseries&timeStart={start}&timeEnd={end}"

response self.DoApiCall (url)
if response.status_code != 200:
return ""

return response.json() ["devices"]

. Cisco Crosswork Cloud 1—H—H A K
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Import / Export

$o Networklnsights Purchase 2= Trustinsights Purchase

Network and BGP analysis to maintain routing health by Gain operational visibility to preserve the trustworthiness
monitoring for route leaks and hijacks. of your network infrastructure.

Tier Selection
® Premier

O Advantage
() Essentials

More information on tier offerings can be found here

# TrafficAnalysis Purchase

Visualize, analyze, and optimize network traffic at
distributed peering points.

Cisco Crosswork Cloud 1—H'—# 1 K .



YIZRI YT avDBEALLUEE |

. Amazon Web Services (AWS) Y—4 v h LA A THEA

ATy T
ATy T2
ATvT3

ATv74
ATvTH
ATvT6
ATy 71
ATvT8

. Cisco Crosswork Cloud 1—H—#H A1 F

A\

CE)  wWIhprowhzr )y s 358, ZAHA ATRRINET,

4O SRS

Crosswork Cloud % i A9 % fix & fii 72 J7151%. Crosswork Cloud PN AWS Marketplace % fi ]
95 Z & T9, AWS Marketplace 7> 5 Crosswork Cloud % [H#ZE A9 5 121%, AWS Marketplace
PHEEBAZZ ) v 7 LET,

WRDOT I FaeEEL TSN,
» Cisco Connection Online (CCO)

* Crosswork Cloud

« AWS Marketplace : F#h72 AWS OSFNNHEAZRE L, HFOBDIZTL2BENH Y £
T, TIOLRWVWE, =T —0RELET,

Y

GE) ZOFIATIEH, ZNHOT7 I MR TIZEE S 4L, Crosswork Cloud (2w 74 > LT\ 5%
L EAREE LTOET,

AL T 4 RUT, ETHEOEEEAN (Purchase) | 7 A2 %27 Uy 7 LET,
[AWS Marketplace] # 7% 27 U v 7 LE7,

Crosswork Cloud Network Insights Z A9 235413, @727 A 2 ADREE (Premier, Advantage,
Essentials) #3&iR L. [lEA (Purchase) | %72 U v 7 LET, LS DEAEIL. Crosswork Cloud Trust
Insights & 721% Crosswork Cloud Traffic Analysis D31 D [HEA (Purchase) 1227V v7 LET,

AWS Marketplace 7 = 7% A MIBEIL £7°,

AWS Marketplace (21 74 > L'£7, Crosswork Cloud DA R— U NE RS NET,

AL 3 DFER (Viewpurchaseoptions) %27 U w7 L, T XTOMHET 4 — /L RIZATTLET,

(A& DOIERL (Create contact) | %7V v 7 LT, FHREMRALET,

[4F <KD (PayNow) 127V v 7 LET, EFKTAvE—UNFRENET,

[7777 '7 > hOFEE (Setup youraccount) | &7 U w7 9§ % & Crosswork Cloud @ [ A (Purchasing) ]
WZBEILET,

1 -


https://id.cisco.com/signin/register
https://crosswork.cisco.com/
https://signin.aws.amazon.com/
https://aws.amazon.com/premiumsupport/knowledge-center/accepted-payment-methods/

| #9250 FvavoBAssvEE

ATvT9

ATy 710

ATvIN

Amazon Web Services (AWS) v —4 v k TLA 2TOBA ]
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processing and will be ready in a few minutes. When your contract is
ready, you can set up yvour software and start using it.

Crosswork Cloud Network Insights - Advantage Tier - Due Today
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Provide the following information to activate your entitiement.
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X 5: EiEFEE OB

Entitlement Confirmation
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]
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6% AT 0N H Y £,
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Cloud Account) %27 Vw7 L, 7B MIESTT ATy MEERR L, MOREEITWVET,
Crosswork Cloud 7 1 7 > b 2 BFFbDOGAIX, ATy T 10ICHERET,
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Mext
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CrossworkCloud

Create Account Request

To activate your subscription, please provide the requested information, accept terms, and «

Phone Mumber
Required
Country

Required

Salnct Type af Network
Enterprise

Salect Purchase Method
ia Partner

Account Settings

Organization Name

frew steount wil be created)

Timezane
Lacal (AmericalLos_Angeles)

Theme :
Dark {default) ke

lled at any time,
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fo Networkinsinhts
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Adjust = Trustinsights Purchase f TrafficAnalysis Purchase

Network and BGP analysis to maintain routing health by Gain operational visibility to preserve the trustworthiness Visualize, analyze, and optimize network traffic at
monitoring for route leaks and hijacks. of your network infrastructure. distributed peering points.
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knowledge-center/accepted-payment-methods/ (27 7 A L TL 72 &\,

s Crosswork Cloud C, B D AT — X ZANRBRBHROFE FIZ > TWDILAEIL, X—V &2 EH
LT, [HA (Purchase) 5)7 A 2> >[F 1t 2 (Licensing) ]>[&# (Entitlement) ]
X 7 > [<Crosswork-Cloud-product>] 227 U v 7 L, N U A M SN TWE0E D 0% il
L E9, Crosswork Cloud 78 AWS D% 7 27 1) 7 g UAEMZ TSI 5 £ T D)
LYENRHY £,

» AWS Marketplace C Crosswork Cloud 8/ DA R—IZFEET 72 A L, [Click here to set
up your account] Z R LT, AT mEAZHAL E7,

Crosswork Cloud Metwork Insights - Advantage Tier ;

@ You already have a contract for this praduct.
Click here to set up your account.

By subscribing to this software, you agree to the
pricing terms and the seller's End User License
Agreement (ELULA). You also agree and
x acknowledge that AWS may, on your behalf share
information about this transaction {including your
+ 1 month contract expiring on Thu Oct 13 2022 payment terms) with the respective seller, reseller
or underlying provider, as applicable, in accordance
with the AWS Privacy Notice. AWS will issue invoices
and collect payments from you on behalf of the
seller through your AWS account. Your use of AWS
services is subject to the AWS Customer Agreement

Upg rade current contract or other agreement with AWS governing your use

- . onfiau ; " of such servliis.lf you aie receiving a private offer

You are currently subscribed to this software with following configuration :

+ I Advantage Tier

Upgrade current contract Modify renewal terms
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& % Crosswork Cloud B 28R L £97,

ATVT8 7T 47 TR T AT NAOEEFRRT HITE, [FTA 7V (Trials) [ #7%27 U v 7 LET,

RDEZRY

VTRV T areXr BV ERIEERTHITE, Y TAZ VT aOEE (287 3—
D) ABRLTLTEE N,
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IR 1) T3 VDER
W TR T a rOEH (287 N—)

S IR )T a3 DEH

FrRIEND V7 4 w7 2D (Crosswork /Ml /L— R o#TH) Z <3, F 7213 Crosswork
Cloud H 7227V Fiarvkwxy vt 5120, WOFEEZFATLET,

)

() AWS Marketplace THEA L=V T 27 Y 7o g U EBNOBEBICEET HI12iE, THHWwH7 2
IV T areXyx B LTI LW T A7) Ty a v EBATOLENDY £,

ATYT1 A0 0 RUT, £ FHMOE[EA (Purchase) | 7 A 2> %227 U v 27 LET,
ATFY T2 AWS THT 27 VT v a v a A LSS
a) [AWS A (AWS Purchase) | # 7 %27 U v 7 LET,
b) YT ARV T arEERT LR [ (Adjust) 1E227 Y v 7 LET, AWS Marketplace 7 = 7
A MIBEIL £,
c) [ALT T ardFa (Viewpurchase options) [ &7 Vw7 L, LELREFEEZMZET,
d) [BITEOHKIDZET (Modify current contract) 1% 2 U w2 LE9, Crosswork Cloud &7 A2 U 7'+ 3 v
DEFMNIEFIZFE T T H &, HERA—ADEEET,
ATYT3 BT R VT varkyAa— —F7F V7 %@L TBA LGS, A EBICSHD [HET—
LS (Contact Sales Team) | %227 Vw27 LT, #7 A7 U7 a v OEEEYR— FT 5 Crosswork
Cloud DM FITHHE L T 7EE 0,

Cisco Crosswork Cloud 1—H'—# 1 K .



YIZRI YT avDBEALLUEE |
B v xru7vavoms

Cisco Crosswork Cloud 11— —H 1 K




, 45 .

Y IR T a0z h ORI ERE

e TR Ty g UEPOMBRICERE (289 X—)

HIJRD) T3 RO E5E

ATy T

ATy T2

ATv7T3
ATvT4
ATvT5
ATv76
AT
ATvT8
ATvT9
ATv710

BT AT T v a rERIOMBICBEIT 21213, ROICLEIOMEEN ST A7 ) g v
ID ZHIBEL TS, ZN2H LWDRRICEI D Y CALENRDH D £5,

BIOKFRIZERET DRI, BRID NFRIZH DT E 2R L TLEI, B ID IE. Crosswork Cloud
T NREBERESNI-E I, HHIZ Crosswork Cloud DEHEFIZE A — /L TEEINTWVET,

BAEY T A2 ) 7o a ATBEEMT BTV HERRIC e 7o L, A (Purchase) 507 A 22 >[F A
A (Licensing) ]IZRENIL 7,

[&#5 (Entitlement) ] # 7 > [<Crosswork-Cloud-product>] #7 U v 7 LE 7,

BATT 20722 )7 a DI LT 2y V7R 7 A& F T LET,

ForIN5 [HIBR (Remove) 1V 7 %27V w7 LET,

BT+~ FUTHIER (Remove) 1427 U v 27 LT, 7 R7 U7 arOHIREZMHGELET,

Bk HmkicBEI L, BEA (Purchase) U7 A =2 > [T A & A (Licensing) JIZBEIL £,
[&#5 (Entitlement) ] # 7 > [<Crosswork-Cloud-product>] #7 U v 7 LE 7,

R=YDOHEICHD, [T A2 YT a Ok (Claim Subscription) | %27V v 27 LET,

B ID Z AN L, [#R (Claim) 1227V v7 LE7,
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i

iR DEE

o Rk DZEE (291 X—)

iz DEE

MDA ZLEE TE £,

RATY TN AL T4 RUT, ETFEOE[RE (Settings) 1 74 2% 7Vvr7 LET,
ATv T2 [7A4 A (Licensing) %27 V27 LET,

ATy T3 [fWE (Bdit) 127U v 2 LET,

ATv T4 HFLNEMAEZ AT L, [BRTF (Save) 1227V v 7 LET,
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YIZRI YT avDBEALLUEE |
B swzozs

. Cisco Crosswork Cloud 1—H—#H A1 F



L]
z
2
g
e
=
g
=
]
i
&

i L =t
A S M T T L o ] e S T B 5 |

s K u

A—HERTENDER

o T—YEREDEH (295 X—)






.47,

A—HERTENDER

e — P AU H—T 2 f ADT—<DEFT (295 2—)
« XA LY = DIEF (295 X—)

A—HFA A —T A ADT—IDER
D3 ODAZ—=YA L E =T 2 ADT—<DWVTNNEBERTE £,
=7 (T7F/H)
RIS

A T AL

ROFNANZGE->T, T—~EERLET,

AT AEBCHL2—FDOA =y &7 U w7 L, [%E (My Settings) | &R L ET,
ATY T2 [T7—~ (Theme) | Ky 77X U AL T—<&2ER L, IR (Save) |27 U v 27 LET,

BALY—2DER

VAFEADEA LS — U EEETXET,

AT Tl FEBICHL2—F DA =2 v E 7Y v 7 L, [i%E€ (My Settings) ] Z3#IR L 97,
AT T2 [#A LY —> (Timezone) | Ky 7 X7 VA RNLHA LY = ERIRL, [IR1F (Save) 127 U v
7 LET,
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75— LDEH

* T 7= LOHM (299 ~—)

s THALZ2WAST L7 ¢ v 7 A (Unexpected AS Prefix) (301 ~=X—7)
« ASH{E e (AS Origin Violation) (303 ~X—)

¢ T LWAS/NAD =T v ¥ (New AS Path Edge) (305 X—72)

« AS/SA K& (AS Path Length Violation) (307 ~—2°)

s BUEER DT (Parent Aggregate Change) (309 ~=X—3)

TV T 4T AT RAXHF A XA b (Prefix Advertisement) (311 ~_X—72)

« LT 4y 7 ADOEVIE L (Prefix Withdrawal) (313 ~2—7°)

« ROADAZNIR (ROA Expiry) (315 ~2—3)

« ROA[EE (ROA Failure) (317 2—7%)

* ROAZN 2725720y (ROA Not Found) (319 ~=2—)

*DNS/L— R 7 LT 4 v 7 ZOMWYIEL (DNS Root Prefix Withdrawal)
W T TV T 4 T AT RANZ AL XA b (SubPrefix Advertisement)
e 7 v T ARNY —ALASOZH (Upstream AS Change) (325 ~X—)
« Hh72AS/S A& (Valid AS Path Violation) (327 ~2—2)

o« 7 DfEIE (Peer Down) (329 ~2—3)

o B XNZIPT LT 4 v 7 A (Prohibited IP Prefix) (331 ~4—3)
 F— U = A HEE (333 X—)

o TS AOFREE (335 2—)

e AU H—T A ATX DFFHE (337 2—)

e AU H—T A4 ARX D HE (339 ~—3)

(321 =—%)
(323 ~<—73)



s VT 4w 7 AEE (341 X—Y)
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i

7 57— LMDEREA
« 7T — LD (299 X—)

— E\,
7 o—L0:iRBA
TR a AN, T E Y U ENERBAOY A MREENLTWET, T T —A0E.

R =DV —VENRBEATDHE NI T—SET, N —OREFEDOTEMIHONT
X, ROWVTNDLO Ny 7 2B LT A&,

« Crosswork Cloud Network Insights?x U > —@iE01 (101 ~=—2)

« Crosswork Cloud Traffic Analysis7~ U & —®iE01 (106 ~—<)

3% 32: Crosswork Cloud Network Insights 7 5 — Ls

FTHILRWAST LT 4w 7 AL T 4w 7 ZAOTV L TS AR —LASDOEF

(Unexpected AS Prefix) (23| (Prefix Withdrawal) (28 (Upstream AS Change) (33
PR ) )
ASHIE eiEL (AS Origin ROADAHZNHIER (ROA H5h72 AS/SAERL (Valid AS
Violation) (24 ~<X—7) Expiry) (29 _X—7Y) Path Violation) (34 ~<X—73")

HLWASRZD T v (New |ROAFEZE (ROAFailure) (30| 7 @1k (PeerDown) (35
AS Path Edge) (25 ~3—3) [~<X—V) =)

AS/ XA E & (ASPathLength |[ROAD R 2225720y (ROA |7 RAXZ A XS =7
Violation) (26 ~*—7) Not Found) (30 ~=X—7) 7 4 v 7 ADH (Advertised
Prefix Count) (35 ~X—72)

BIEKI DL HE  (Parent DNS/L— N F L7 4w 7 AD |FIESNTZIPT LT 4 v T A
Aggregate Change) (27 ~X— |[HtY{E L (DNS Root Prefix (Prohibited IP Prefix) (36
V) Withdrawal) (31 ~=—%°) =)

Cisco Crosswork Cloud 1—H'—# 1 K .
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75—L0HH |

TVT 4T AT RREAL RN ST T VLT 47 AT AKX
A~ (Prefix Advertisement) | A A b (SubPrefix
(28 X—7) Advertisement) (32 X—°)

%= 33: Crosswork Cloud Traffic Analysis 7 5 — L

) )

F— T = A (36 2— | TFNA A0 (37 2—

A B =T = A A TX OfFEH
(B8 R—Y)

A H =T 2 A ARX O] | TV 7 ¢ v 7 2R (39
(39 ~N—) )

. Cisco Crosswork Cloud 1—H—#H A1 F
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FHALGZULAST L T4 v X (Unexpected
AS Prefix)

s THIL7Z2WAST L7 1 v 7 A (Unexpected AS Prefix) (301 ~—3°)

FHILAZWAST L 7 4 v X (Unexpected AS Prefix)

DT T—LF, LT VT 47 ANRLENZR0» > ASO T L2 WEFZRE L $
T T B OBGPAS MOIRIEINDE S LT 4 w7 Ak, BT LEXUVMEORE L 72 5 4k
WL TEEEIN TV WSS, BT VT 4 v 7 ATT,

FEAbNAHBRE SN LHMHE

TDOT T—IF, LW LT 4 o7 ANRLHNCBEINZ ) >T- AS OFH LR WAT £ 7=
WIN— R U= DT VA BEETLDOIHENLLET,

BEESTH7 I —LIL—ILDFRE

DT T ==& ASN R Y U —REICBINT 25513, ROAT Y a v 2RETLHE
N £T (IN—T « > 7 53#H7 (External Routing Analysis) 1> [#%E (Configure) ]> [
Y — (Policies) ]> [ U —?iEN (Add Policy) ]>[ASN7A U 2»— (ASN Policy) ]>[/L—
DB (AddRule) 1> [THIL7Z2WAST L7 ¢~ 7 A (Unexpected AS Prefix) ])

c T T—LDLEWVE (7 FREXARXEINLT VT 4w I AT E)

s VT 4T ADRE

1

[FHIL72WAST L7 ¢ v 7 A (Unexpected AS Prefix) |7 7 —2/L—/L&fiH LT ASN 7RV
—mER L. B AR AS15169 1Y 7 LET, £72. AS15169 0 HIEIESND &T
BINLZTRTOT VLT 4w 7 ATHBERINET, HEMECLY, L7 1> 7 2880024
WAS B U —7 IET, FIFFIC, V7 497 2990024 1FELLT RRZAXENE
TR, BEREINEFA, ETOLEIVEILLT, INHDAXY NI E LT IT—0% b

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L0HH |
B s#5Ls0AsTL 70 99 % (Unexpected AS Prefix)

U H—LET, D%, L7427 2880024 ZWMVIETLIICHREXEEL, 7TI7—A
BIUVTTDHT LT 47 A 990024 ITBGFETEET,
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ASHF{EJT:E = (AS Origin Violation)

« AS¥15ICiE S (AS Origin Violation) (303 ~—7)

ASHF{EJT:E i (AS Origin Violation)

ZOT =A%, BEILAS ZROE=F MR T VT 4 v 7 ADT RANZ A XA RS [ASHE
St U A & (AS Origin List) 1 IZZ2WGAITHRE LET, ZIUTERT RAXZ A XA M TH
D, FRZT RARZAL XA RO AS RAENERDOT RAZA XA M XD bEWEEIC, 7
V7 4w I ANA V¥ v ORBERTAREERDH D 7,

)

GE) R ClIcRLcE s o1c, B Ob— MEROIRZ V., R L0 X A TORER
i) ZEZLTCWDHAREMERH D ET > T EELHET, [ T (MyPeers) [/L—
Vi, BFED Crosswork Cloud 7227 U 7o a  CZDOT 7—LMEHTEET, ¢
subscription-plan-options.xml[~ 4 £°7 (MyPeers) |47 v a L, E7 150 BGP BH DA
BENETA, [TRTHOET (AllPeers) [ IZET B IO 0 — LT 26O BGP HHIZHEWN
T4, ET7OBEM (94X—) ZOF TV a rEFRET DHITIE. Crosswork Cloud Network
Insights7R U > —@B001 (101 ~—3) |

EzondBREIN5MEE
TOTT—0F, =)= ERIETV T 4 v T AN D ¥y 7 DEEICESL B £,

BEYT 27 I —LIL—ILDERE

DT F—LN—NET VT 47 AR —FKEILEBNT 5581E, RO T a VEHRE
THLENH Y 3 (FMBLV—T 1 > 75381 (External Routing Analysis) 1> [#%E (Configure) ]
>[AR VU — (Policies) |>[AV T —DiBI (Add Policy) 1>[7'V 7 4 v 7 AR YU I — (Prefix
Policy) 1> [/b—/L @B/ (Add Rule) ]>[AS¥{5ICi# (AS Origin Violation) 1)

« T T — A0 LEUVMHE
A X738 57T ASN

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L0HH |
B asse=izR (AS origin Violation)

1

TV T 4 v 7 A 8.8.8.0/24 D[ASHIE ILiES (AS Origin Violation) ]7 7 —L/L—/LTT L7 4 v
7 AR —EAER L, [ASHIETLY A b (ASOriginList) 17 o —/L FEAY 15169 Ti¥E &
TWET, UL, #ERSN7-BGP EHH8.8.8.024 B LN09 DREIEITLAS TRIEENET,
AS 109 23 [ASFIEICY A b (AS Origin List) [ IZEENTWRNTZHOIZ, ZOT T—LN KV
H—INET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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#HLUWLAS/HANZXDI v (New AS Path
Edge)

¢ FTLWAS/NAD = v (New AS Path Edge) (305 ~X—Y)

#FTLULAS/NZXD I v (New AS Path Edge)

ZDT T —hE, UENCHESRENTWRWHLWAS ET U v 7 & L E9,

FREE (MITM) KETIEL, WEEDREHIOASE T LT 4 v 7 ZAD AS 7S ATHEA L, AS &
NLCT VT AT ADNT 7 4 v 7 ZFHE L ET, WEROBRH Z LT 572012, MITMIKZ
BB EM T, YOSV T v s A=y hELET,

—FER72 AS BT ) 7 ORIOKRE LT, F<IBIESNDIARX L —F 2T —RNEZONE
bé‘o

)

CE)  ASET VU IBMRIE, Z<DOETICE>TTY RAZA XINTEZEOT VT 4 v 7 AD AS
PRANAAET D0, 3R L E 23, EXRy MU= RIEDEE Th 2 wlRet:
231 < . Crosswork Cloud Network Insights TIZZ 6D 7 77— MIFRRSNEH A,

ZZbhbBRHEEIh 58
ZOT T —2IE, BENR MITM B £ 72134 R — 2 =5 — DR EICESLH £ 7,

1

[HTLWAS/SAD= v (New ASPathEdge) 1 77— LA — L EHEHA LT LT 4 v 7 AR
—HERR L., LT 4 w7 288002412V 7 LET, T T —2I=lE, Crosswork Cloud Network
Insights 23, SO LWASET U Y (§RTDOF VLT 4 v 7 ZADFTRTO/SATLARNCHERR &
NTWRWET Y 7 ERTHLWET U ) 2B AS/SATT LT 1 v 7 Z88.0.0/24
DT RARZAXINTZ e xR LcE I M) T—ShET, —EOKRRARET 5 &
Crosswork Cloud Network Insights (X, ZAU 5D AS BT U o VEMERNEMRIFR L T\ D &
LET, 7V 7ERNEMMAR L TWD EHEND &, TI7—2FZ7 V7 ST,

Cisco Crosswork Cloud 1—H'—# 1 K .
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592 &

AS/\NRX K3& (AS Path Length Violation)

¢ AS/XRAEE (AS Path Length Violation) (307 ~X—73)

AS/N X K& (AS Path Length Violation)

RESINTEZT VLT 47 ADASNRAENERLEVEF X TR LEVWEZB X T-5E8ICHR
HLET, 207 T —Aid, BEINT AS RANR, AS RAEDO FRLXVMEE FE 5D,

ERLEVEZBAZSHEICmE L ET,

BGPAS /S AIX, V7 4 v ADBIEITHEE L T H0, BGP XA RS A& (NA h/SRisk
RTHEAEN DB O EVEERNTERBEN) OHRERIAT L=V AT v T THHY ET, &
DR AS NRAPBREEN DT, ZOT AT 13N D r v I —IC X o TEMA SN S AThE
PERHY ET, T=ARBT VLT 4 v 7 2D AS NARICTRHHEZRTET 2L ERH Y £
T T RAF A XENT ZOHPAID AS NARIL, EXT KARZ A XA FTF

\)

GE)

I <loiicE 2 K91, M@ Ob— MERDOIRA V., EIHT 500X A TORER
i) ZEZLTWHAEEMERH L ET Z2H-> T LR HLET, [ BT (MyPeers) ]/V—
WX, FEED Crosswork Cloud &7 A7 ) 7’ g  CZDT 7—AEHTEET, ¢
subscription-plan-options.xml[~¥ 4 £°7 (MyPeers) |47+ a i, E7 150 BGP BH DT
BENET, [TXTOET (AllPeers) [1ZE T B LT 0 — L7 535 D BGP BHIIHEW
T, ET7OBEM (94 X—) Z0A TV arERET DI, Crosswork Cloud Network
Insights7h U > —DiBH1 (101 =—2) |

FEAbNAHBRE SN LHMHE

DT T—AE, V= V=T F@F AT v I OFFEIRI D E T, Fo, E=ARRT
V7 4w 7 ADBIED T =X T BB E T,

EETHT7I—LIL—ILDETE

ZDTF—=LN—NET VT 4y 7 AR =R EIEMT 5551%, ROF T v a v E2RE
THIVLERHY 3 ((FNEA—T « > 758 (External Routing Analysis) ]>[3%/E (Configure) ]
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75—L0HH |
B 2s/<xE&R (AsPath Length Violation)

>[£Y > — (Policies) 1> [ U > —iBM (Add Policy) 1>[7 L7 1 v 7 AHEY > — (Prefix
Policy) ]>[/V—/VDiEN (Add Rule) ]>[AS/SA R (AS Path Length Violation) ]) ,

e T I —ADLXVMHE

 [RFAT & HUAS S AR ORI (Allowed AS path length range) ]

il

[AS/SA K35 Z (ASPathLength Violation) |7 7 — AL — V&R LTI V7 4 v 7 AR —
ZVERR L. L7 4 w7 288.0.02435 1 109.9.002412V > 7 LEd, L7 1 w7 %88.0.024
X, B2 T7 VT RA L 2N LTa—HIZEoTI =7 3NDZ EICLD, AS/SAN
HLL720, TI7—2B NI T—ET, 7I7—AiF, V74 v 7 Z88.0.024 INIEHRT
RN A XA N GFAISNTEH#HANORAE) IZLoTT RRXEZAXEINDE7 VT ENE
T, T, VT 4w ARIEITL99.0.024 NHDT v TS A RY —LRATET U v 7 BEEA
EEINDE (EYELIIMITMEEIZED) | FVEWAS/SATY RAZ A XEINET,
N7 v T AN —ABMREIFZE A EHEITE R WATREMEN S U | BRE SHLT2 AS /N A
FET T7—2RN7 VT ENDEHICEFTDHLERNH Y 77,

. Cisco Crosswork Cloud 1—H—#H A1 F
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MEFDZEE (Parent Aggregate Change)

« BUERDZEHE  (Parent Aggregate Change) (309 ~~—2)

REFIDZEE (Parent Aggregate Change)

IOTT—2F, PHMILAAWA— =Ry PERIZILEWVVEEK EZHRHBLET,

Xy NI =7 FRU—HXEE, 7 RNZARENTT VT 4 v 7 ADEFEDA—/3—F v b
TVvT7 4y A (EGRNELEY~Y—) | BIOEOMOEN SN ELA——xy M B
FORENGDOFEIC AS ZFBF L TWE T, = —HE, Classless inter-domain routing (CIDR)
TVT 4y AREREL T, PHRIND IPVABLIVIPVE 2——xy fDt v h &bl
LH I ORETDHMERDY £9, 2—WE FAISNEHEHEILASOY R b, Blllsh
TFHERINRREESND I HICHEET &b TEE T,

\)

GE)  MEICT I TE D X o, I Ob— MEBROI A, F7IM 0D A TOHRES
fif) ZEZILTWDAEEMENRSH L ET 2o T EEEHLET, [vA T (MyPeers) /L—
WX, BEED Crosswork Cloud 47 A7 U 7’ a V CZDT 7—AMEHTEET, ¢
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7> 3 &, E7 5O BGP BHH DT
PENETD, [TXTOET (AllPeers) [1EET B L7 B — UL ET 726 O BGP BHITHEN
9, ETOBEM (94R—) ZOA TV a rERET DI, Crosswork Cloud Network
Insights/h U > —DiB1 (101 =—2) |

EZonNSBREINSME
DT T—AE, Y~V =TV 7 4 v 7 ADESTZRVE L — M) — 7 ZHET 5010
j%ij—o

BiET 57 5 —LIL—ILOFRE
LT T—=LN—NET VLT 4y 7 AR —REITBMT 2581, ROFT TV a »EBE
THNENH Y T (FMFNL—T « > 75387 (External Routing Analysis) ]>[#%E (Configure) ]
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75—L0HH |
. HEMDZEE (Parent Aggregate Change)

> [V 2— (Policies) 1> [# YU L —diaM (Add Policy) 1> [ L7 4 v 7 A& Y 2 — (Prefix
Policy) ]>[/b—/L DB/ (Add Rule) 1> [BIEEKIDZEHE (Parent Aggregate Change) ]) .

T T—LDLEVME (7 RRZ A XINTHEHT L)
« [7FAf EN72%{E 7CASN (Allowed Origin ASNs) | (A7 a)

o [FFAI SAUDIPVA/IPV6 A — 3 —F v | (Allowed IPv4/IPv6 supernets) ]

1

DB DA T (Parent Aggregate Change) |7 7 — L/ — L EFEHLTH L7 4 v 7 AR Y v—
IR L., V7 4 w7 288.0.02412) 27 LET, R —i%, Fal&hi-IPvdERHT L
T4 w7 AR[22,9] B L OFFA ENT-RIEC AS3356 TRRESNE T, ROA XV MRNT 77—
LN T—LET,

s PHRENDA— =Xy F 88.0.0/22 WA Ty v EINFET (L7404 v 7 AT TFHL
RWRIETL AS O RIEENET) o

K, LT 4 w7 A88.0.020 N7 RAK A XEh, BENLRY —27 L LGRS E
7,

V=0 FT2idnA T x v 7 BRREND D, 22— RT T —LREZEEL T, T bDEL
T RREAZXA PP ESRTHDLZEHRTE, TI—AF7 VT SNET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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TJLIAYIRT RINZAL XA+ (Prefix
Advertisement)

« VLT 4P AT KAXH A XA (Prefix Advertisement) (311 ~<—7)

TLIA YD RT ENNE A4 XA+ (Prefix
Advertisement)

DT T—AF, F=ERETS LT 4 v 7 AOESE BGP RATOTFH LA WEE LB LE
T, LEBRST, LT 4T ADT RAZ AL ZENT-/3Z20 BGP Bk 2 FH LA
BEEAE=Z L, BERRL— R =7 DIENY 2R T ET,

\}

GE)  MECTIcxlcE s X912, Ml Ob— MEROIRZ W, 72T H0D X A T ORER

fif) ZEHZLTCWDAMREERSH L ET 2 H-> TR EEMNHET, [ ET (MyPeers) /L—
VI, FFED Crosswork Cloud 727 U 72 a U CZOT F—AMEHTEET, o
subscription-plan-options.xml[¥ 4 7 (MyPeers) |4 7'> 3 i, ET7 05O BGP BH DAIT
PENET D, [TXTOET (AllPeers) |1 EET B LU 72— UL ET 205 O BGP BHITHEN
9, ET7OBEM (94X—) ZOF TV a rERET DHITIE. Crosswork Cloud Network
InsightsR U > — @380 (101 ~<X—) |

EZZbhbrH SN 58

DT T—2F, ="V =T FRFEFARRT VT 4 v 7 ADES BGP /NADETE &
ETDDITKILHET,

BEETHT7 T —LIL—ILDEE

ZOT T—=LN—NaT VT 4y 7 ARY) —REICBMT 255G, ROFTT L a L ERE
TAHADVLERHY 3 ((FMFAV—T « > 75387 (External Routing Analysis) ]>[3%/E (Configure) ]
> [V 2— (Policies) 1> [# YU L —diaM (Add Policy) 1> [ L7 4 v 7 AAY 2 — (Prefix
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75—L0HH |
. TLI24 VI RT7 KIN8 A4 XA+ (Prefix Advertisement)

Policy) 1> [/b—/V@3EM (AddRule) 1>[F'V 7 4 v 7 AT RANZ A XAk (Prefix
Advertisement) ]) .

e T IT—LDLEVVH

. Cisco Crosswork Cloud 11— —H 1 K
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TJL74 v XOEYEL (Prefix
Withdrawal)

e LT 4w AOEYIE L (Prefix Withdrawal) (313 ~X—7)

TJL 74y ZAOEYEL (Prefix Withdrawal)
DT T—AE, ETRT VL7 4 v 7 AERVELEEGAICHRELET,

VO BGP BT LD VT 4y 7 AOWDIELIZ, V7 4 w7 AZEIET HEE DA
DoHTeD, T LET VT 4 v ANEERETHDLZ EEERLERA, 7EL, Z2HOD
T BB T OV T 4w 7 AERDETE, TV T 4y 7 ADEERREENME T TS
AREMERHV ET, V=X DT T v ANED A X ERHIT L0, ZOTT—ADLEWN
BEMOT 7 —L2L0 bELSRETHI L E2BEIDLET,

)

GE) R iRt s o, B Ob— MEROIRZ V., R H00 X A TORER
i) ZEZLTWDHAREMERHDHET > T EELHET, [ T (MyPeers) [/L—
VI, BFED Crosswork Cloud 7227 U 7o a  CZDT 7—LMEHTEET, ¢
subscription-plan-options.xml[~ 4 £°7 (MyPeers) |4 7'+ a L, E7 150 BGP BHTDAIZ
BENETA, [TRTHOET (AllPeers) [IZET B IO 0 — L e T 26O BGP HHIZHEW
T4, ET7OBEM (94X—) ZOF TV a rEFRET DHITIE. Crosswork Cloud Network
Insights7R U > — B0 (101 ~—3) |

Ez2ondBREIN5ME
TOTIT—AE. T T4 ZAOWMYE LICOR D AR EMELEET AL E T,

BEETHT7 T —LIL—ILDERTE

DT T—=LN—NET VT 4y 7 ARY —REIBMT 5583, ROFTT v a v 2@E
THMLENRH Y £F (FMFNV—T + > 75387 (External Routing Analysis) > [3XE (Configure) ]

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L0HH |
B 7o vo20mysL (Prefix Withdrawal)

>[AR Y — (Policies) ]1>[R YU —DiBAN (Add Policy) 1> [F'V 7 4 v 7 AR Y — (Prefix
Policy) ]>[/L—/LDiEN (AddRule) [>[F L7 4 v 27 ZOE VL (Prefix Withdrawal) 1)

e T IT—LDLEVVH

. Cisco Crosswork Cloud 11— —H 1 K



% 90 =

ROADAHHHARR (ROA Expiry)

* ROADHZHAR (ROA Expiry) (315 ~=2—)

ROADEZIHAFR (ROA Expiry)

Z DT Z— AL, RouteOrigin Authorization (ROA) L 22— RKOBFZNHARIIEIN B AjICEE L E
. ROA La—RiE, VY= (T IREAXENT VT 4 v 7 R) OFtAlEZ FIET S
AN —=ZIZ Lo TER S, Hillif 7 —x > RV A U (RIR) £2i3—T 4V 7&
JET — 4 ~_X—2Z (RADB) 72 EDOMOY—ERIZL > TH S L STl S E T, FEflCD
VWTIZ, ripenet Z5 LT 7230,

ROA L a— FOGEHHREINOM ARIZT 7 — N2 B ET L0 EHETCEET, Jiuk, &
WA AT A7 T —ATT, HLnba—REEKRTILIT 7> a v 2EFLT, V—&
WCEDT VT4 v T ADBZND T A NVE ) T REMETEXET, ZOT77— 4K, 7L
T4 I ANROA LA — RTHNR—=ENTNT, BELHELE MU —HIEOR GRTE +
[HZBR2S G DA b U 7 —3 % HEL (Days to Trigger Before Expiration) ]) @ & DRfT
H, TV T 4w 7 RTHMIRROA L a— RBRWGEICT 77 4 712780 £9°, Frio, R
oL a— KEHRN/EIN TWORN L a— RBRE L T DA, BRESNZMBENOWT
OB SUCHIRA TN TR NI R—= LTV D L a— RBFET LR, 77— AEFT 7
T4 ERA,

EAbnBBRHESNDHEE
ZOT T —=ALiF, RO ROA B8y P ORIMZ B L ET,

BET 27 5—LIL—ILDEE

DT T—LN—vET VT 4y AR —REICEBNT 258X, ROA T a VERE
TOMENH Y 9 ((FMFA—T 1 > 7 53#H7 (External Routing Analysis) ]>[3%7E (Configure) ]
>[AR VU — (Policies) 1>[RY > —DiBM (AddPolicy) 1>[7 V7 4 v 7 AKRY v — (Prefix
Policy) 1> [/b—/L®iEN (Add Rule) ]>[ROADH IR (ROA Expiry) ])

*ROA L 22— FOHIRBEIN DA R Y H—79 2 KL,

Cisco Crosswork Cloud 1—H'—# 1 K .


https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/resource-certification-roa-management

75—L05H |
B roroaEmmR (ROAExpiny)

1

[ROADAHZNHIFR (ROA Expiry) 17 7 — LA —LEHHLTH L7 1 v 7 ZRY > —%ER
L. [BERHAREIN 280 b Y F—9 5 H#L (Days to Trigger Before Expiration) ]2 30 %5/
LT, 7V 747 %28800241ZV 7 LET, ZOT T7—AhiF, 7'V7 1 v 7 %8.8.0.024
PEED ROA L a2 — R THN—=ZINTWBIEAIZ MY H—EH, Crosswork Cloud Network
Insights (X2 6T XTO L a— RB3F TITHIREINIZ e > TV D0, E7213 30 H AR THIR
ks tamiLEST, 77—2%227 V735120, b VKR E 7 3—7 2%
8.8.0.024 [Zxf LT/ £H 1 DO ROA L a— REERTLILERH Y £,

. Cisco Crosswork Cloud 1—H—#H A1 F



91 =

ROA(EZE (ROA Failure)

« ROAFEZE (ROA Failure) (317 ~<—73)

ROAFEZE (ROA Failure)

TOTT—hlF, FE=AHRBT LT 4 v 7 AD ROA ARMMEIRENEN N E 5 hE s L ET,
FRIZBILAS N T VT 4 w7 A% H/N—FT 5 ROA La— RIZRW, =[BT LT v 7 A
DT RNEA XA NI, BT RNNZAL XA R TT, TI7—0F, TV 74 v 7 ZAOHEHNA
ENTZTRTOREETASNEZETROA L a— ROBEN, £213TXToO L a— RoWREIN
OWTNCE Y 7 ) 7T ERET, BAEMICE, 207 7 —2401F, ROA L a— R (17
TELRV, FRITTXTOHHREINIC > TWD) FEIIT 7T 4 78 F8 A,

ROA DFEAMZ SV TIL, ripenet Z5M L TL &0,

EZonbSBREINSME
DT T—LF, TV T4 T ANAT Y I ORITERET DDOIKILHET,

BETE75—LIL—ILDERE
DT TNV Ve T VT 4o AR —REIEMNT 561X, ROA TV a U EHRE

S ==d

THMENRH Y £T (FMNBLV—T 1 > 75381 (External Routing Analysis) 1> [#%E (Configure) ]
>[AR Y T — (Policies) ]>[R Y T —DiEM (AddPolicy) [>[F'V 7 4 v 7 AKRY I — (Prefix
Policy) ]>[/b—/L BN (Add Rule) 1> [ROAFE® (ROA Failure) 1)

e 7T —LDLEVVHE

Cisco Crosswork Cloud 1—H'—# 1 K .


https://datatracker.ietf.org/doc/html/rfc6483#section-2
https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/resource-certification-roa-management

75—L0HH |
B roa= (RoAFailure)

. Cisco Crosswork Cloud 1—H—#H A1 F



.58,
=5 =0

ROANE Dh 5750y (ROA Not Found)

¢ ROADN 27235 720y (ROA Not Found) (319 ~2—<3)

ROANE DM 5751y (ROA Not Found)

TUT 4T AL, FNEIN—THEBEPDOROA L 2 — REFHSZ ENTEEST, 20T 77—
LT, F=BFRBDOT LT 4 v 7 ATROA L a— KRR (FFE LRV, E 73R
o TWD) BRI NI H—EnFd, 2LV, RTR7 v harz RS s 1—4 k-
TTV 74w P AN KRy 7 ENDZ EE2EBETEET,

ROA DFEFMZ OV TIL, ripenet ZZM L TL 72 &0,

FEALNDHBRE SN LHMHRE

T, F=AREDO TS LT 4 v 7 RIZROA L a— KRN & b a—ICBET A EHRT
7—LTY,

Cisco Crosswork Cloud 21—+ —#H 1 K .


https://datatracker.ietf.org/doc/html/rfc8210
https://www.ripe.net/manage-ips-and-asns/resource-management/rpki/resource-certification-roa-management

75—L0HH |
B roanmon 5% (ROA Not Found)

. Cisco Crosswork Cloud 1—H—#H A1 F



5 99 =

DNS/IL— L7404y XROEYEL
(DNS Root Prefix Withdrawal)

*DNS/IL—FT7 L7 v 7 ZOEYE L (DNS Root Prefix Withdrawal) (321 ~=—72°)

DNSIL— T L2740 v XOEY ;EHL (DNS Root Prefix
Withdrawal)

IANA |2 X > TEID Y4 THH, OpenDNS & Google (2 & » Tt SN D ——2 5T X7 Y v
7 DNS /L — b — R — %, BHEDONL—ZHNENNST Y v 7 A v BZ—Fy N V—T 4 TS
MDD ETT, ZDT FT—AhiE, DNSH—AT FLARETDH—HEDT LT 4 v T A
(Fy h7uvr) 2FE=FZLET, Ty FROWWTAILDOT LT 4 v 7 ARWVHEND
=Rl et 2R =

)

GE) ZOT77—AF [TV 7 4y 7 AOHRVIEL (Prefix Withdrawal) |7 7 — A L (38720 97,
INHOT VT 4w AF, 2—YFRY TR VT a U THET LT VT 4 v ADRFHE
BIMENT, TI7—L— L) 7 ESNTEETNLOWMVE LENDS T,

FEAbNAHBRE SN LHME

DT T—MIT, BEEDONL—FDNS YV — T VLT 4 v T ANE=ZZNRET ON—TF 4 7
T—=TNNLHIBRESNZNE ) DERELET, 20T 7 —2A1EL, DNS/V— F— —DiA]
WZOBRPBDBA v H—Fy M—FDRBEMEREFFET DDICHEILLET,

BET 57 T —LIL—ILDRE

ZOT T—=LN—NEETRY U—REIBMT 25HE1E, ROFT v a r2RET DLEN
HYFET ([N —T 1 > 75387 (External Routing Analysis) ]> [f%E (Configure) ]> [V
v — (Policies) 1> [ Y > —®iEM (AddPolicy) ]>[E7 AR Y — (PeerPolicy) ]>[/L—/V
DiBN (AddRule) |>[DNS/L— hF L7 4 v 7 ZOEY{HE L (DNSRootPrefix Withdrawal) ]) .

Cisco Crosswork Cloud 1—H'—# 1 K .



75— L05HE |
. DNSIL— b+t FL T4 v o RDOEYEL (DNS Root Prefix Withdrawal)

o BEHI 5200 DNS Jb— kA — 83—

1

[DNS/b— R 7 L7 4w 7 AOEYH L (DNS Root Prefix Withdrawal) ] 7 7 — A /L—/ L % {ii [
LCETRY —%/ER L, E7RIRIZY 7 LET, V7 1 v 7 2198.41.0.024 (AL—
h—s3) B ON2001:7fd::/48 (K b— R¥—23) 1Zxtd 57 77— MaITHD 2 &AL
FT, TIT—NF, INEDT LT 4 v T ADWT IR RIRIICE > TRVIEESND ET Y
T AT, WHENRT RARXX A XEINDHET )T EINET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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Y IDTJLI4VIRARTRNIALA XAk
(SubPrefix Advertisement)

T TV T 4 T AT RANZ A XA (SubPrefix Advertisement) (323 ~X—737)

HITLIA VI RT EINZAL XA~ (SubPrefix
Advertisement)

NATx I, IR LW TSV T 4 I REA VAN VTH T LT, =A%
BTV T4 TR ZE o THNR—ENDHIP AN—ZAD—HDNT T4 v 72 VEAL LT T
TET, ZhuE. V=2 BREA TRV L— XY b BIRE L — R BT Dm0 T,
NAT X=X, BFEOY T T T 4 I ADHFH LI EA VA= LTHIEHTE
FT, INEONA Ty v 7 ORITERBTAHLDIC, YTV T 4 v 7 AOFREINTRKE
JLASN DY A MERETEET, ZOT T7—LD5E, BT RANZA XA ML, 7 KA
AAREINTEY T I LT 4 v I RALEZFOETOLEVMEOWTIER L TWAEE T,

EALNDBRHE SN HMHE

DT T—AE, W= )T ERFE=IHRT VT 4 T ADY T VT 4 7 ADNA
Uy v I EBETHDOIELEET,

BEYT 57 7 —LIL—ILDRE

DT T —LN—vET VT 4y 7 AR —FEIBNT 561X, ROA T a VERE
THLENH Y £F (FMBLV—T 1 > 7581 (External Routing Analysis) 1> [#%E (Configure) ]
>[ARV — (Policies) |1>[AV L —DiBI (Add Policy) 1>[7'V 7 4 v 7 AK Y I — (Prefix
Policy) ]>[/b—/V®3EH1 (AddRule) |>[H 77V 7 4 w7 AT RANZ A XA (SubPrefix
Advertisement) ]) .

s VT 4 T ADEIE

T RNBARXENTYT T VT 47 ZATLDLEVME (Peers to Resolve 35 1 TF Peers to
Trigger) 7 7 —AD L EVME (347 2—)

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L0HH |
. HITTLIT4 9D RT7 KiNZ A4 X4 2k (SubPrefix Advertisement)

A S 738 E 7T ASN
A

GE) 381578 ASN U R M &R T 521X, [FIE7CASNY R k&l H
(Use Origin ASNs) | A7 a % Wz (No) 1ICHID X E
9, FWEILASN U R MG IS & TXTD ASNIZH LT
TN RN T—ENET,

« IPv4/IPv6 D KE : SRE SN IPVAIPV6 DR RELV S EWF T L7 4w I A< A
PR T AT S g v EHATEET, IPVADEREIZS LV KX, IPv6 DR KREIT
16 L0 REWKHENH Y £,

1

[T TV T7 47 AT KK A XAk (Subprefix Advertisement) 7 7 — 2 /b— /L& L
TH VL7 4w 7 AR —%ER L, V7 4 v 7 A88.0.0R241ZV 27 LET, ROV T
LI 4T AT RREAL AR EL, TI9—LB NI H—ENET,

s TFHILR2WY T T LT w7 288053017 RARZAXENET, ZOHA, ZOT L
T 47 AFH LWVEBRRRICE D Y THI, FTLWEEILAS OO TT KX A X
SNET, TOT7T7—2&E7VTTHITIE, VT T T w7 X 88.0.530 EEKT DH K
9 |Z Crosswork Cloud Network Insights & 3% &3 5 7>, E 72138 LWFEIE I AS ZFFrT S 4
723 EC ASN O U A MBI L ET,

s FHILZWT T LT 4 v 7 A 880430 03T RARAF A XEINET, 2, v—hVU—
TEFIINA T T ONTNIERLTCWAHREERHVET, 2OT5—A527 U7
T BHITIE, 8.8.04/30 ZHVHTHERH Y £,

. Cisco Crosswork Cloud 1—H—#H A1 F
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7y ITRAR)—LASOZEE (Upstream AS
Change)

« 7 w7 ARNY—LASOEHE (Upstream AS Change) (325 =X—7)

7y ITRBM)—LASOZERE (Upstream AS Change)

BGP A XL —Z|L, 77U MU RRY— (22, EOT7 Yy TFA NI —LASHBT
T AT ABRIECTE D) ko7 U U IBFREHIETEEd, 20T T—41F, T
T4 I ARG LR WEFOET ~O— ) — 7 ZRELET, ==L, Falasni
Ty AN —=LASNDY A NERETHLENHY T, UANMIZLZWT v 7 AN —A
ASRAZ IRy THES TWDASNZEHOET_LA BT VLT 4 v J ADT RARZA XA |
WX, EXT RRFA XA R T,

)

GE) R iRt s o, B Ob— MEROIRZ V., R H00 X A TORER
i) ZEZLTWDHAREMERHDHET > T EELHET, [ T (MyPeers) [/L—
VI, BFED Crosswork Cloud 7227 U 7o a  CZDT 7—LMEHTEET, ¢
subscription-plan-options.xml[~ 4 £°7 (MyPeers) |4 7'+ a L, E7 150 BGP BHTDAIZ
BENETA, [TRTHOET (AllPeers) [IZET B IO 0 — L e T 26O BGP HHIZHEW
T4, ETOBEM (94X—) ZOF TV a rEFRET DHITIE. Crosswork Cloud Network
Insights7R U > — B0 (101 ~—3) |

Ez2ondBREIN5ME
DT T—AMF, F=ARBE TS LT 4 ADN— N — 7 FEET AN B FT,

BET 57T —LIL—ILDFRTE

ZDTT—LN— N ET VT 4y 7 AR —REITEBNT 2551, WOF T v a U ERE
TOMERDH Y EF (BMBL—T 1 75387 (External Routing Analysis) ]>[3XE (Configure) ]
>[R Y v— (Policies) |> [V T —DiEN (AddPolicy) 1>[F'V 7 4 v 27 AFR U T — (Prefix

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L0HH |
. 7w TR K)—LASDZEE (Upstream AS Change)

Policy) 1> [/b—/L®iENN (AddRule) 1>[7 v 7 A F U —ALASOZERE (Upstream AS
Change) ]) »

e T I —ADLXVMHE

c[fFIEN5T v 7 AU —AASN (Allowed upstream ASNs) ]

il

[7 v 7 ARY—LASOZH (Upstream AS Change) |7 7 — A/L— /)L CiFR[ SN2 7T v 7 A b
U—LASN[293, 1221 ZfEH LT L7 4 w7 ARV —%ER L, 7L 7 1 v 7 Z8.8.0.0/24
V7 LET, L7 47 A288.0.0241%, AS/SA[2711,1299,3356] O T Ik - T
T RN A ZENET, ASI20FFFAI SN T v 7 A R U —AASN TlEaWniz, LEVE
DEHAINT, 77— NI T —3nFET, EXLTND AS RREZFD/L— MR HS
N30, HFRENTZT v T AR =LA ASN DY R M ASI22 8BNS b &, 77 —40F
7 VT INET,

. Cisco Crosswork Cloud 1—H—#H A1 F
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BxNTiAS/NRXEx (Valid AS Path
Violation)

« BN AS/SAGESL (Valid AS Path Violation) (327 ~2—73°)

E7EAS/NXEX (Valid AS Path Violation)

DT TFT—ME, FLT AT AT RREZAL XA F AS NABRE ST ASN SF— b
—H L2WGEEITHRE L ET,

Crosswork Network Insights 1X, §%iE SIVZBGE ASINRINE—V % T RRZ A X3
V747 ADAS NA LI LET, ASN XZ — (X, AXR—ATRY]>72 AS FH#IJHIZ
W_REZFHEND =7 A THY, 1073462 109 D L HIZHIET AS TRDOY £, HEF
AL CHEMER Y — 0 B2RBITEET, NP —U R L72WIAIEL, Crosswork Network
Insights |7 7 — L% b H—LTT 7T 4 7IZLET,

\}

GE)  RECTIcxTcE 2 L9002, B Ob— MEBRORA, EREME10FX A TORER
i) ZEZ L TWDHREMERH LT 2o T EHLHLET, [vA T (MyPeers) ]/L—
VL, FFED Crosswork Cloud 7 A7 U 72 a U CZDT F—AIHHTEET, o
subscription-plan-options.xml[¥ 4 £°7 (MyPeers) |4 7'> 3 &, ET7 )50 BGP BH DAIT
PENETH, [TRXTOET (AllPeers) [IXETIH IO 2 — L ET ) O BGP BHIZHEW
9, 70BN (94 —) ZOF T a rEFRET HITIL. Crosswork Cloud Network
Insights?i U > —DiBH1 (101 =—7) |

INZ— > D1 : [0-]* 806 * 200
« H2h7e AS /XA 11900 1731 806 100 200
« X AS /XA 1900 1731 807 100 200

« L AS 73 A 1900 1731 806 150 100 200

Cisco Crosswork Cloud 1—H'—# 1 K .



75—LoHEHE |
. A375AS/SZER (Valid AS Path Violation)

EALNDHBRHE SN SHMHE

ZOT T —AE, BENE MITM KB F 72 1 HBEOK T 2R3 T L72VWBGPAS /S A D H
FRHELET,

BEY 57 7 —LIL—ILDERE

DT T—LN—vET VT 4y AR —FEIBINT 256X, ROF T a VERE
THVENHY T (FMBLV—T 1 > 7581 (External Routing Analysis) ]>[f%E (Configure) ]
>[AR Y 2 — (Policies) 1>[HR YU > —DiEN (Add Policy) 1>[7 V7 4 v 7 AR Y > — (Prefix
Policy) ]>[/L—/L DB/ (Add Rule) ]> [HA#h72AS/SAE L (Valid AS Path Violation) ])

7T —LDLEVHE

. Cisco Crosswork Cloud 1—H—#H A1 F
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E7ND{E1E (Peer Down)

e Y7 DO IE (Peer Down) (329 ~X—3)

E7 ®D{EL (Peer Down)

Z DT Z—2A=l%, Crosswork Cloud Network Insights & E =X %R 7 OO T Y v 7E Yy
varOREEZE=4% L%, Crosswork Cloud Network Insights & E=# %R 7 L OR]OE
TV Ty varyin, FHSHTOREHLRETRWEEIS, MBERREAT D ATREMNH Y
£T, BTV Ty v a VPHNLDIREICR D &L T T —AEZ DT ERE T

EALNDBRHE SN DHRE

TOTT—AF, FoARBET TOBGP et A0, £ TV L SICERE 4
HBN— R 2TV T N =T ORMESEET DD F T,

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L05H |
. E7 D=1t (Peer Down)

. Cisco Crosswork Cloud 1—H—#H A1 F



, 64.

BirEnf=IP7L 74 v%5 X (Prohibited
IP Prefix)

o L XNTZIPT LT ¢ v 7 A (Prohibited IP Prefix) (331 ~X—<3°)

ZBiEEhfIPTL T 49 X (Prohibited IP Prefix)

ZDOT T — A%, EHXSE T ® Routing Information Base (RIB) (24 A h—/L 3TV 5
NIV w7 P =T 4 T AR=RERE SN T VT 4 v 7 AR D D7, F T4
BT MMENEEEL TV DG EITHRHLET,

Bogon [, THISALTWDHM, HlkA 7 —Fy FLYZXRY (RIR) IZHEID HTHA TV
Wiz, N7 U w7 TIERWIPT RLA7 vy 7 T3, [7/VBogon (Fullbogons) ]iZi%. RIR
ICEID Y THN TSR, RIRICE S TRED R Yy FT—=2ZIZEID B THATHRNT FLX
Tuy 7 bEENE T, BIESNET VT 4 v T ADT RNRNZA XA N N—FTT 4V H
Vo r7THZ 2B LET, 2=V =T, ZOT7—2%MH LT, Bogon7 RXZ A X
AL MZOWTDOHRT 77— FaZITIRD LI ITERTEET,

EZzondBRE N 5ME
DT T—IIF, V—HFIZKkT D DoS WEDREEITHAN L E T,

BET 57 T —LIL—ILDRE

ZOT T ==V EETRY —FREIZEMT 58551L, [Bogon (Bogons) | 70X [7/V
Bogon (Full bogons) ] ##R L £3 ([FM/—T « > 7947 (External Routing Analysis) ]>
[(%7E (Configure) 1>[R Y — (Policies) ]>[HR U —@iBI (AddPolicy) ]>[ET7 R Y > —

(Peer Policy) ]>[/V—/LVDiEN (Add Rule) ]> [ZEik &N 72IP7 L7 ¢ >~ 7 A (Prohibited IP
Prefix) ])

1

[ZE1E S 7ZIP7 V7 ¢ v 7 A (Prohibited IP Prefix) |17 7 — A /L—/L"CA 7’2 = » [Bogons] &
FALTETRY >—%{Ek L. 7 RTR1ZY > 7 L¥9, RTR1 7% 10.0.0.024 (RFC1918

Cisco Crosswork Cloud 1—H'—# 1 K .



75—L05H |
. BikEh#=IPTL T 1 v X (Prohibited IP Prefix)

IZ & 5 BOGON) % Crosswork Cloud Network Insights (27 K/X% A4 X5 L 7T —ANEX7 7
T4 7720 T, 2001:221::/32 (7L Bogons) N7 RARZ A XENDHET 7T 4 71272
FH A,

. Cisco Crosswork Cloud 11— —H 1 K



09

i

F— k9 1 A B

S b U= A (333 =)

HF— k™ o A

ATy T

ATy T2
ATvT3
RTv74

ATy TH

Crosswork Data Gateway 7% Crosswork Cloud Traffic Analysis 121 > A h—/L S 15 & Crosswork
Data Gateway & Crosswork Cloud DOt &€ =% —3 54K U > —NHBEENI/ER S E T,
Crosswork Data Gateway 73 Crosswork Cloud~D#ft & k> 724555 (LA — K HIE TCrosswork
Cloud & DBFIZRM LTIZLE) « 77— A0S, Crosswork Cloud Traffic Analysis[ 7 Z —
A (Alarms) [—vicgran®d Els[£=%— Monitor) [>[7F—2 (Alarms) ]) .
T= MU = A BROFEMER R LI, TI—LERELNL E=F XG5 — U =AD
URA b, Eid@moy FRA 2Bl LIZ0 21203, ROFIREFATLET,

E > [#A (Configure) 1> [RY < — (Policies) | DIEICEIR L £,

[7— b U = A i (Gateway Connectivity) | C. 7277 4 7727 7 — LD, T=F—GDr— U=
ADE, BLXOBEOT 77 4 707 77— L5205 — Ny oA R RTEET,

[7— F U = A 8 (Gateway Connectivity) ] T. [FEMl (Details) 127V v 7 LET,

T 74 hTIEL, [BEE (Overview) | ¥ 7ICBIED Y — b7 = A iR ) —OBRENEREINET,

T I —ADOFMERIATHICIE, [7T—L4L (Alarms) (#7227 Vv 7 LET, ZOX—=Unb, [F—

v = A B OTEL (Lost Gateway Connection) |7 7 —2 %27 U v 7 LTHEDT 7 —LDOFEME R LT

D, [777 17 (Active) ]. [ (Acknowledge) ]. E72i% B (History) | ¥ 7aBEI L0 T

TET,

T LDBEBRKERE=F—XNRT— V2 A DYV A NEERLIZY, = FRA > MBHORELE LT

DI DI, [ (Bdit) 12270 v 27 LET,

a) [bhYUH— (Triggers) ]>[7— h U =A /b—/L (Gateway Rules) ]>[EKE (Severity) ] krn v 7%
YAZa2—T, BEREZERLET,

b) [7T—% (Data) T, [£® (Modify) %7 U2 LT, TE=X—FRIEHIT L7 — U= A 2T
L/jz\jﬁo

Cisco Crosswork Cloud 1—H'—# 1 K .
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