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EANEIMCESNT T 4 L Z B TE £9,

« [Global Search] 7 4 —/V RIZH—E A4 EZ AN L TH—E R EMBTEET, = A4E227 Y v 7§
HE, BEfMfTONTND ) — R TH—EXAREKRINET,
ATV T3 F—ER%E7 Y7 LT, h—ER360 La—%EdhLET, ROFEMBERINET,
s [Metrics] : V> 27 %27 U w7925 Grafana DYV —ERE=H Y VI T —HNEKRINET,
*[Logs]: Vo2 %27 U > 794 5& Kibana DV —tE ARV NFRINET,
s [Name] : —¥E R4,
« [Appstack] : 77U r—3a VAL v I 4,
o [Version] : h—EAD/NN—T 3 1,
s [Health] : Y —ERADRAT—F &,

* [Required Healthy Instances] : IE# 721 A X LV ADENFRIN, 31—V R —ERATHLINE D
MPRENET,

e [Instances] : A Y AZ U A% 7 Vw745 LFEMAERRINET,

RT9T4 T—TMIYANENTND I —ERZRBT HITIL, [Search] 7 4 — /L RIZH—E R4 E AT LET,

RT9TE S—ERAT—TNOY—ERET SV r—ya A v 74 B—EREFEAT—H A ([Up]. [Down],
F721E[InProgress]) . F72IE~F—Y RYP—EANEIMZESWNTT 4 VX UBT BT, 74 NVET
Aar%7 Yy LET,

VATLNVADEZZ—) VY
[System Health] ~*—""Cl%, Cisco DNA Center 7 7' 7 A 7 L ADYE a L R—x 2 s D IEF M

AE=HF—L, BETOIUREPHLMELEHTE £, o2 AN L TEBRBIRE
THAT 2 HECONTEL, BBEO FEy 7 223 RLTIEEN,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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cisco IMC #4507 [}

Cisco IMC i&#t DAL

[System Health] ~X— & HF NI T 51Z1E, Cisco Integrated Management Controller (Cisco IMC)
L DEREMESLT DMERDH Y £, ZOERUCLY, TTITA T ADN=F Y =T DIEH
PEFEHRPAINE SN E T, ZNEITHITIE. ROFIEEZFETLET,

)

GE) 7747 AD Cisco IMC #fitix € & A1 T& % D%, SUPER-ADMIN-ROLE #£[R % £
=P —DHrTT,

AT ELEMICHDEA=a—T A ar%27 1 v LT, [System]> [Settings] > [System Configuration] > [System
Health] DJIEIZEIR L E 9,

I TGAEDET TTAT L ADIP T KL AN [Cisco DNA Center Address] 5I2 &R S E T,

Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Define your Cisco Integrated Management Controller (Cisco IMC) and provide required
credentials. These settings are used to communicate with Cisco IMC and allow it to
monitor the health of the Cisco DNA Center hardware.

Cisco DNA Center Address Cisco IMC Address

192.168.131.11 NA
192.168.131.110 NA
192.168.131.108 NA

AT w72 CiscolMC ~D 1 7 A NI EREREHELET,
Q) T77IATVADIPT KL A%Z7 U w7 LET,

[Edit Cisco DNA Center Server Configuration] A 7 A KA XA U R E ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Edit Cisco DNA Center Server
Configuration

Cisco IMC address must correspond with the Cisco DNA
Center IP address it is managing. The two systems must be
able to communicate over the network.

Cisco DNA Center Address
192.168.131.11

Cisco IMC Address*

Cisco IMC Username*

Cisco IMC Password*

b) KOIEHEATIL, [Savel 227V v 7 LET,
« 7T TAT L AD Cisco IMC R— MMIXf L TREINTZIP 7 KL A,

e CiscoIMC 2 7' A U 57 DICMhBE R a—Y —4 L RAT— K,

o) MEIISLT, ZFIFAZOMDT T T4 T L AZHONTIOFIEZHED KL ET,

Cisco IMC % %E D HIlfR

BEDT 7T AT v A% L CUARMZERE & 117z Cisco IMC #56ii% € A HIR 9 5 121%., (kDF
6% 4T LET,

)

GE) INHDORELXYIRTE 2DiX, SUPER-ADMIN-ROLE #[fR & > —H —DHTd,

ATY TN EEMICHEHZA=a—T Aar%2 ) v 7 LT, [System] > [Settings] > [System Configuration] > [System
Health] DJIEIZER L £,

ATV T2 REEHRTHT 7747 2 AZOWT, [Actions] ¥ TxHjind 5 [Delete] 74 =2 () 227V v 7 L%
j—o

ATYT3 WEBU 4 FUT, [OK] %227 U v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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DRATLARY MBHOEER
VAT KA N EEIZEET A EH,

Cisco IMC & OFEGENMESL 4D & Cisco DNA Center | Cisco IMC 75 A1 X MER & INE
L. ZOERERLIEO VAT AARXY FELTRIFELET, — VTPl EoT, Th
DDORMBEA X MIABLE L, VAT LAV A MR VICRRIND VAT LA X2 MEH
WCE# X E T, [Cisco DNA Center Platform User Guide] ¢ ['Work with Event Notifications |
TSN TWAFIEEZE T T2 EICLY, Zhbo@img, FIAAREREXONnThnT
HRETEET, ZOFIELZETTDHLET, WOAXRV MEBBRL T T A7 747 1LTL
7ZEU,

REEDO G IR DA~ |
« SYSTEM-CERTIFICATE

* SYSTEM-NODE-CERTIFICATE

« B S NTZAMNER S AT DDA X b
+ SYSTEM-EXTERNAL-CMX
* SYSTEM-EXTERNAL-IPAM
+ SYSTEM-EXTERNAL-ISE-AAA-TRUST
« SYSTEM-EXTERNAL-ISE-PAN-ERS
* SYSTEM-EXTERNAL-ISE-PXGRID
*+ SYSTEM-EXTERNAL-ITSM

c F AP RZY HNY AT LDA X b - SYSTEM-DISASTER-RECOVERY
o RIIRS AT LDA N b

+ SYSTEM-CIMC

+ SYSTEM-CONFIGURATION

+ SYSTEM-HARDWARE

« SYSTEM-MANAGED-SERVICES

GE) ~x—Y R Y —v 2048, 7u—7E (Cisco DNA Center 73
HWA R R BT =2 R 2N HIRT 2 DIZ 05 ) 1360
HCTT, v F =Y RV —ERARZ U LTHRT 7T 4 7o
EHE. Y= ANETLENZZ LBV AT LADEFMEGUHIZK
g 2121k, Z ORI £,

* SYSTEM-SCALE-LIMITS

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B ~orEars

SRTLEEDER |

4 R MEAIER
RDOFEIZ, Cisco DNA Center 73T A7 AEFVEBI A v — V2 AN T 2 & TRt Sh D &
FiEmE R LET,
HITRA (85 A REVR N7 Avte—o
A4
RAASY : DRT LA
CPU CPU <node-hostname>:CPU-1 OK Cisco DNA Center CPU-1 is working
as expected on <node-hostname>
NotOk Cisco DNA Center CPU-1 has failed
on <node-hostname>
Disabled Cisco DNA Center CPU-1 is disabled
on <node-hostname>
AFY Memory <node-hostname>:DIMM_A1 | Ok Cisco DNA Center RAM DIMM_A1
is working as expected on
<node-hostname>
NotOk Cisco DNA Center RAM DIMM_A1
has failed on <node-hostname>
= ¢ A2 |Disk <node-hostname>:Disk1 Ok Cisco DNA Center Disk 2 is working
as expected on <node-hostname>
NotOk Cisco DNA Center Disk 2 has failed
on <node-hostname>
RAID = . | RAIDController <node-hostname>:Controller-1 | Ok Cisco DNA Center RAID VD-2 is
rE—F working as expected on
<node-hostname>
NotOk Cisco DNA Center RAID VD-2 has
degraded on <node-hostname>
Disabled Cisco DNA Center RAID VD-2 is
offline on <node-hostname>
F vk NIC <node-hostname>:nic-1 Ok Cisco DNA Center network interfaces
7—7 4 are working as expected
A= NotOk Cisco DNA Center: <x> network
T A A interfaces are missing for
<node-hostname>: nic-1

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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$TEA
4y

29

AR VA

55
i

Ayt—o

PSU FAN

PSU

<node-hostname>:psu-1

Ok

Cisco DNA Center power supply
(PSU-1) is powered on and thermal
condition is normal for
<node-hostname>

NotOk

Cisco DNA Center power supply
(PSU-2) is powered off and thermal
condition is critical for
<node-hostname>

T AP A
& U T
)

DisasterRecovery

<disaster-recovery-hostname>

Ok

* Disaster recovery cluster is up

* Disaster recovery failover
succeeded to <site-name>

Degraded

* Disaster recovery failover
triggered from <site-name> to
site-name

* Disaster recovery failed while
failing over to <site-name>

* Disaster recovery standby cluster
on <site-name> is down; cannot
failover

* Disaster recovery witness is
down; cannot failover

* Disaster recovery replication
halted; recovery point objective
will be impacted

* Disaster recovery pause failed

* Disaster recovery route
advertisement failed

* Disaster recovery IPSec
communication failed

NotOk

* Disaster recovery configuration
failed

* Disaster recovery failed to rejoin
the standby system

77 v b
7 — A
P—1 %

ManagedServices

<hostname>:<name>

OK

Managed Service <service-name> is
Running

NOTOK

Managed Service <service-name> is
Interrupted

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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HITERA |25 AVAREURA 1KEE Aytw—
%
A 4r— L | wired concurrent clients | <hostname>:<name> OK OK
il B NOTOK The number of concurrent wired clients
exceeded 26250 (105% of limit)
DEGRADED The number of concurrent wired clients
exceeded 21250 (85% of limit)
CAUTION The number of concurrent wired clients
exceeded 18750 (75% of limit)
wireless_concurrent clients | <hostname>:<name> OK OK
NOTOK The number of concurrent wireless
clients exceeded 18750 (75% of limit)
DEGRADED The number of concurrent wireless
clients exceeded 21250 (85% of limit)
CAUTION The number of concurrent wireless
clients exceeded 18750 (75% of limit)
wired_devices <hostname>:<name> OK OK
NOTOK The number of wired devices exceeded
1050 (105% of limit)
DEGRADED The number of wired devices exceeded
850 (85% of limit)
CAUTION The number of wired Devices exceeded
750 (75% of limit)
wireless_devices <hostname>:<name> OK OK
NOTOK The number of wireless devices
exceeded 3800 (105% of limit)
DEGRADED The number of wireless devices
exceeded 3400 (85% of limit)
CAUTION The number of wireless devices
exceeded 3000 (75% of limit)
interfaces <hostname>:<name> OK OK
NOTOK The number of interfaces exceeded
1140000000 (95% of limit)
DEGRADED The number of interfaces exceeded
1020000000 (85% of limit)
CAUTION The number of interfaces exceeded
900000000 (75% of limit)
ippools <hostname>:<name> OK OK
NOTOK

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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GITRA |8y £YREVR K Ayt—T
A
The number of IP pools exceeded
47500 (95% of limit)
DEGRADED The number of IP pools exceeded
42500 (85% of limit)
CAUTION The number of IP pools exceeded
37500 (75% of limit)
netflows <hostname>:<name> OK OK
NOTOK The number of Netflows exceeded
37500 (75% of limit)
DEGRADED The number of Netflows exceeded xxx
(x% of limit)
CAUTION The number of Netflows exceeded yyy
(y% of limit)
physical ports <hostname>:<name> OK OK
NOTOK The number of physical ports exceeded
50400 (95% of limit)
DEGRADED The number of physical ports exceeded
40800 (85% of limit)
CAUTION The number of physical ports exceeded
36000 (75% of limit)
policy <hostname>:<name> OK OK
NOTOK The number of policies exceeded
23750 (95% of limit)
DEGRADED The number of policies exceeded
21250 (85% of limit)
CAUTION The number of policies exceeded
18750 (75% of limit)
security group <hostname>:<name> OK OK
NOTOK The number of security groups
exceeded 3800 (95% of limit)
DEGRADED The number of security groups
exceeded 3400 (85% of limit)
CAUTION The number of security groups
exceeded 3000 (75% of limit)
sites <hostname>:<name> OK OK
NOTOK The number of sites exceeded 475

(95% of limit)

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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HITRA |25 AR VR N7 Ayt—T
A
DEGRADED The number of sites exceeded 425
(85% of limit)
CAUTION The number of sites exceeded 375
(75% of limit)
transient clients <hostname>:<name> OK OK
NOTOK The number of transient clients
exceeded 71250 (95% of limit)
DEGRADED The number of transient clients
exceeded 63750 (85% of limit)
CAUTION The number of transient clients
exceeded 56250 (75% of limit)
VAT Upgrade <hostname>:<name> OK Successfully finished downloading
YT package <package-name> with version
7Ty <package-version>
L—F NOTOK Catalog package download failed for
<package-name>
Ny 7 Backup <hostname>:<name> OK Successfully completed backup
Ty NOTOK Failed to backup
(=5 Restore <hostname>:<name> OK Successfully restored
NOTOK Failed to restore configuration
KA
ISE ISE_ERS <Cisco-ISE-hostname> Success ISE AAA trust establishment
succeeded for ISE server
<ISE-server-details>
Failed ISE AAA trust establishment failed for
ISE server <ISE-server-details>
FASY  #E
IPAM IPAM <IPAM-hostname> Ok IPAM connection to Cisco DNA
Center established. [IPAM
<IPAM-IP-address>.
Critical IPAM connection to Cisco DNA
Center offline. [IPAM
<IPAM-IP-address>.

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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HITERA |25 AVRRA VR 1KEE Ayt—o

%

ISE ISE_ AAA <Cisco-ISE-hostname> Up ISE AAA trust establishment
succeeded for ISE server. ISE
<ISE-IP-address>

Down ISE AAA trust establishment failed for
ISE server. ISE <ISE-IP-address>

CMX CMX <CMX-hostname> serviceAvailable | CMX connection to Cisco DNA Center

offline. CMX <CMX-IP-address>.
serviceNotAvailable | CMX connection to Cisco DNA Center
offline. CMX <CMX-IP-address>.

ITSM ITSM <ITSM-hostname> Up ITSM connection to Cisco DNA Center
offline. ITSM <ITSM-IP-address>.

Down ITSM connection to Cisco DNA
Center offline. ITSM
<ITSM-IP-address>.

DATLEEBEHRT—ILES

2 2 1A% Cisco DNA Center 777 A 7 > AIZlX, IRONA—=Ta Ui3dH Y £97,
44 AT T T TA T A L A BLELE S DN2-HW-APL
44 a7 FuT—ar TTIAT A AL E S DN2-HW-APL-U
$56 AT T T TAT A A %S DN2-HW-APL-L
©56 27 FRET—Tar TTITAT A A& E DN2-HW-APL-L-U
N2aT7TTIAT A A L% S DN2-HW-APL-XL
a7 Fue—ary TFIAT A v A aliF S DN2-HW-APL-XL-U

VAT LNVRIZED  TRODT FIFAT UARE=F —SH, RORITRINTWVWDLR Y

NI =2 aR—=2 FRRED LEVMELZ B D72 NTBMAER S ES, RIS
HOESENEALIE, WESNTZ LEWVEDO A=k T —DIZ k> TR £,

s LEVWVED 5% B2 5 L. 1l (P3) BHPERINET,
s LEVWED SS% il b L, BE P2) BANAERINET,
s LEVMED 95% 2825 &. 7 UT 4 (P1) AN EREINET,
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\)

GE) T RCDT I ITAT A (ZAFIZER7R L) 1220V T 1,000,000 D @M ER 7 712
REFS I, 1 FRRTFSNET,

CHIEDT T AT v ADHEEDE 2 ez 5 121%, Cisco DNA Center OF — 4% v — b %%
ML TLIEEN,

« VAT AIEFMIX, 30D 44 aT T TAT A THER IS Cisco DNA Center 7 7 A
ATV R—FEINTWHWETA,

AT LRRAVORT

[System Health] 7 ¢ & R D hAR w2 ITiE, F v b U — 7 [THHE S 47z Cisco DNA Center 7 7
FA T A LI AT I (Cisco Connected Mobile Experiences (Cisco CMX) <° Cisco Identity
ServicesEngine 72 &) %277 7 4 v VA TRRTEET (CiscolSE) , TDX—TUnb, Ry
N —7 EORMERH D 2R —R MROFEEPLER AR =3 M TR0 fFETE
Fo ZONX—VIET T ITAT VALINV AT AOT —H EW AT, ETUREO FE
7 T T o4 A7 2% TTO0ERHY £,

« Cisco IMC #%#t DL (9 ~—)
« VAT DA XY FBHIORE (11 =)
ZON—=VHEFRTDHINE, A=a—TAa2%27 Y v 27 LT, [System]>[System Health] ®

JRIZEIRLE£4, MR YO7 =X 330 BRI TAR-V 7 ahEd. LT —Z&%F
ToHL, FOT—EP bR VICHBI KRS ILET,

WORIZHEE L TLIEEN,

e Cisco DNA Center |3 IPv6 AR — F L TWET, IPv6 DA > TWND T T AKX 5FHK
RTBHE, PRI, FOVTAIDOT U Z—T T A4 ZFHIP 7 KL AT 5K
DIFERHFRINET,

[Pre] 74—V R:16 EY hDT VT 4 v 7 A
*+[GID] 74—/ F:32Ey hd>Za—,LID

*[Subnet] 7 4 —/L K : 16 B hOY T X% M

I ITAZDEZ B —T T4 ZXFEIP 7 RLADKRV X, V7 T7AZD IR T A 2D

TR ICER SN ET,
« IPV6 SIS D 7 T A Z 1%, R0 Y IPv6 SIS DAE S 2T DD FH, e L TTF — % & Bis
THZENTEET,

HERENTWABT I T AT U AETNIINE S AT A2, BERHABRARE SN TV AR E
WA LVA =L INTWDIEARITFEIC, MR Y TROZ ENRFEITINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK
FISATUREABLRTLOMED F5TLva—F125 [

FAEBAEA 90 HUAPICHIREINIC 2 D X ) ICRESN TV AEE, MR D& ENRN
RREINET,

SEBAEN 30 H UUNICHIRREIILIC 2 A L O ICRESNTWAEAIT. M ReJicos—
MNERINCRIE~OEENME S ET,

¢ VAT ANV AIN— R 2T AT ITAT A F v 7 BEMIZETL, B
TWBET T4 T v AEIIINB Y AT L0/ IMERR B 25 72 L TR WA IR,
FOZEHERRLET, 22, BRI TWAIREBRI A TICBEHLTS A FRIL—F v >
VaBEZIALRY V-REREINTORWGESE, VAT ANLVRIL MR YL T,
ZTDOZ L ERLET,

s EBERE CT A VY AX VDN BEFITHEIEL TWBEHEE, VAT LANLVARL, ALV
YA R VDRSS NDOWTTOT T T7AT L AZETH AN~ Ry =T IERERELE
T, LENE. AA YA ROTFI3A T ACEHLTOR, ~N— R = TIHERMNEE N
TWE L7,

T ISGATIORENRBURTLOBED NS IV a—T428
VAT AEFHEO MR POEE TIL, EENLELRRY NU—T alR—3x MDD
B BB OWTIZ A T A oy, BERAMEIZO WO T A a2 TRENET, =
VIR—% MZBETABEDO T TNV a—T 4 T ERBBT AT, 2 UR— RO R
BT A AN INERDEET, Ry T T 4 RUBBE, ROBFERPFERIN
i‘a‘o

cRIERZMHENTZAREZ R T XA LAX T,

¢ CiscoDNA Center 7 A T L AZA VA M—LENTWD CiscoIMC 77— L7 =T D
NR—=Tay (TTIATVADRy T T v T 742 RUDFE)

o PRIRADf B2 2

EOBEDREE -1 T T ¢+ (BERE) .

cMBEICBEET D RAS v, YT RAS Y, BEORIPT RLAERiZulr—v a3,
Hefge ST AT DCRIEDN & 5 B Y — =23 3 LU E & D 55 Cisco DNA Center 7
TIAT UAIEER S D NN— R 2T a R —3% "R3DLULEH DS, FNLE DN
AT LETET T IAT LV ADR T T v 7T 40 RuzB< &, [MoreDetails] U o 7 2338 m=
ENFET, Vo7& 7 )0 IFTB5LRAT74 KLU UDNBAE, YT 50— _"—F/2iFar
A= POV A NRERREINET, TNOLOKEHO>| 27 Y v 7 LT M ZREHT
HZ LT, FFECHBOEREMETE T,

NE R T LDEGIZEAT ABBEDO FS IV a—Fa Y

Cisco DNA Center NHAEINE T AT L EBETERWEAIE, ROTFIEEZEITLTEDV AT
Lk ping L, BIECTERVWEHBAE N T TV a—TFT 47 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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1R BHHEIIZ
COFNEETFE T T HEIC, ROBEEZFEITLET,

s BEBHERR N> r— V% A4 A =L LET,  [Cisco DNA Center Administrator Guide] @
[Download and Install Packages and Updates] 22 L T 7ZE0),

o HEHERRSRE~ D E X ALMER 2R on — V2B L. ZOFEL ETT L 2—F—I2F
DOu—/LzE Y TEF, [Createa UserRole] 7 4 '— R TZ DT A=K |ZT 7 AT
51Z1%, [Define the Access] ~*—® [System] 172 EH L 7, FEMIC OV TiL, [Cisco
DNA Center Administrator Guide] @ [Configure Role-Based Access Control] % Z M 1L T 72
S,

AT w71 [System Health] 7 « > K D47 E#45yh> 5, [Tools] > [Network Ping] % 4R L T [Ping Device] 7 1 > K7
ZHE £,

7 ¢ > K72, Cisco DNA Center NEAEEFH L TWAHTRTOT N, ANR—ERRINFET,

AT T2 BIFEATREME A T — & A3 [Reachable] THh DT /NA ADA T v a v R¥ %27 Y 7 L, [Troubleshoot] U
77V v 7 LET,

[Reasoner Inputs] N> 77 > 70 ¢ RURRAE £7,
AT w T3 [Target IP Address] 7  —/L RIZ, BEECTERVIMNEL AT LADIP T RLAEZ AT LET,
AT v 74 [Run Machine Reasoning] %7 VU v 7 L %1,

Cisco DNA Center THMBL AT L& ping To &, XA T RITRy 7 ANKRINET,
AT 75 [View Details] %7 U > 27 LC, ping B L7 E I EfR L ET,

AT 76 ping WKL LZEA L, [View Relevant Activities] UV > 7 %7 U » 7 L C [Activity Details] A 7 A KA > 3o
VEBE, [ViewDetails] 74 2> %227 U w7 LET,

[Device Command Output] 8> 77 > 77 ¢ RURHE | AMBU AT JZBETERVWERE LTEZD
NAONEPR—ERRINET,

BRIy —ILD{FEH

WiFEY —/LiZ. CiscoDNA Center 7 7 A4 7 2 AN— R = 7R X O SN -4 25 A
Dl FHFET A LET, BIEY—ME, Fy NU—JIZEKRREELH 2 DEICHLT 5 45
DHHMEE/HELET, BEEZT BB ATiX, ROLIBREHROT = v 7 B3 TbhvET,

« ciscoconnectdna.com ~DEEFHERE (VAT AB IO A A —VOEPFE X 70— RT3
=) ,

« HIFREIN O FEH E DA,
T T ITAT U AN=RU 2T RNy 7 RYh—EADIIEDIREE,

c A —NFFD LEWVEEZBZ Xy NU—F7 arR—xv b,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK
giv—n~<—soBy |

RRFEY — ST 72 235120, ROFIEEFEITLET,

1. EERICHIHIA=a—TAar%27 Y v LT, [System]>[System Health] 22 U v 7 L
. [System Health] ~— T %[ & £,

2. [Tools] Ku w7 # A =a—n5, [Validation Tool] Z B4R L £9°,

REEY—ILR—SDBH
[Validation Tool] — ONZIL, LARINIE T LIZMEELELIZRET 2R H 508 9 s k-
THE72 Y F£4, Cisco DNA Center{GF RN 72 WIS, X—I kD L H IR Y 14,

> Validation Tool

No Validation Runs Available

Use the "New Validation Run" button below to schedule a new Validation Run

New Validation Run

Cisco DNA Center (ZFRAFLERIZBET DERNH D56, X—TIFKRO L H 12720 £9,

Health > Validation Tool

Validation Runs (7) As of: Jun 25, 2021 2:17 PM s @

© Add 0 Selected
(J  Name Description Selected Set(s) Status Start Time ~ Duration Actions
w7 upgrade Success Jun 25, 2021 1:57 PM 104 ms View Status (5)
0O we upgrade Success Jun 25, 2021 1:30 PM 104 ms View Status
(m} vrs upgrade Failed Jun 25, 2021 12:42 PM 115 ms
® 0 w upgrade Success Jun 25, 2021 5:00 AM 135 ms View Status
(] w3 upgrade Failed Jun 25, 2021 3:51 AM 274 ms View Status
0O w2 upgrade Failed Jun 25, 2021 3:43 AM 1 secon, d(s)
O w upgrade Partial Success Jun 25, 2021 2:57 AM 5 second(s)

147 )

W OFIZ, [Validation Tool] ~— P &AL T 5 2 R —F > b & | WEHLELC R 5 1EH3F]
MFTREZR BB DR REZ R L E T

SlEH LR A

1 [Search Table] 7 4 —/LV K : ZDO_X—VIZU A N SN TWARGELEEZ 7 o V2 ) o T3 57
OB TFHNZ NI LET,
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2 [Add] R% > : 7V » 7 LT [New Validation Run] A7 A RA XA V&P, HLWLED
DI ERREEZ AN LET, SO OWTIE, BIEE O 22 =) 28R LT
<TEEW,

3 [Validation Runs] 7 —7 /L : DARMICSE T L7oMRGEALEEN Y X S ET, ZOT7—7 /i,

BT L oA B WRERBGEY v b, BT AT —Z AR EDFRBFRINET, RO
RICHEZE LT IEE N,

« 7740 TR BITIBRAIRFZINEICIE R S, Bt OB RN Y A S SNET,
« BUEEATH OT R TOLABT LT, HifidEre L FrshEzT,

4 [Delete] R Z > : RAFLVEEDF = v VR v 7 A A AN LTZIRIETCZORZ V27 ) v 735
&L EAHIBRE SN E T, WIZ [Waming] A4 70 /Ry 7 AT[OK] 227 V27 LT, Bk
ZHEELET,

GE) HEATH DBLITHIFR T E 8 A,

5 [ViewStatus] V > 7 : FFE DB OFEMA R R LE T, FEMICOWTIEL, MEELELOFEM O FR
R23N=Y) BZERLTSIZEN,

6 [Refresh) RZ > : 7V w735, ZOR—VICERINTWDIERNPEFTSNET,

TREEALEE OD B B

RRRFALEE 2 B 21213, BUFOFIRZFATLE T,

\}

GE) —EIZETTE LML ST T, MEFLEN T TITEITTOLEIE, BT T 25E THo
T, WO EZBRGT HLERH Y £7,

AT w71 [Validation Runs] 7 — 7 /L RE R I N D00 E 9 TG U T, [Validation Tool] 7« & K7 TROWT g
FITLET,

o T NBERRINRWIGEIL, DETORGELE D HIBR SV TW D0, BREFLBENE725E T L TR
WZ EAEEMLET, [New ValidationRun] #7 UV v 7 LET,

* [Validation Runs] 7 — 7 WV RERENTZH, [Add| 227V v 7 LET,
[New Validation Run] A7 A KA XA U INBHE F97,
RTw 72 [Name] 7 1 —/V RiZ, BREHLEEO AR A LET,
ANTDLHNT—E T, EETFTOREZHFEAL T ZS N, B CTFIIEATE A,
ATv T3 (EE) [Description] 7 4 —/L RiZ, ZHh 5B 2 MGEAFRICET 2@ EARFHE AN L ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT R 250 LFETANTEET,

AT w74 [Validation Set(s) Selection] =V 7 C, EITT ottty hOF = v IRy 7 A% A LET,
BREL v P2 KL LT, BT F =y 7 2R R TEET,

ATv TS5 [Run] %27 VU7 LET,

WRREALEL D G D F R

[Validation Run Details] 2 7 4 RA A Ut SR LIZABHIZAToN T =y 7 5ET A
T—2 A, HH, BLOZOMOREEERAER R TEET,

System Health > Validation Tool . . .
Validation Run Details x
Validation Runs (28)
Neme: TEST_5185
Q h Tabl Description: DESCRIPTION_5185
Status: Partial Success
] [=
©Add @ Delete 1 Selected Result Qi Export Q) Copy
8 teme Description A\ UPGRADE VALIDATION SET
Status Al © Success Warning © ficd @ inProgress
B TEST.5185 DESCRIPTION_5185
Q  Search Table A4
O TesT_a768 DESCRIPTION_3768
Validation Status Duration Message
D TEST_1478 DESCRIPTION_1478
Validating maglev parent parenCatalogSener
catalog server settings @ Success 12ms
TEST_1422 DESCRIPTION_1422 htty 443 fi d
O _ I [VERSION 1.0.90] ttps://www.wrong.com:443 configure
O TEsT_sa2s DESCRIPTION_8325 Val
= i I t
alidating maglev paren ParentCatalogServerRepository NOT
catalog server repository Warning 9ms confgured
O  TEST_s5288 DESCRIPTION_5288 settings [VERSION 1.0.90]

ZZTCIEHROBIELFATTEET,
« FoRTBIERE T 4 V2 U 7520, [Search Table] 7 4 — /v RIZHSR CF42 A L
i‘a—o

ZDONRA U DOANRF% json 7 7 AL LTH T a— KT AHI21E, [Export] 227 U > 7 LE
‘j‘o

O ONEFEE A —FT B2, [Copy] 27 V7 LET,

MEEE » b OB

Wikt > MiZ. CiscoDNA Center #7 v 77 L— R4 57 NCEHTHAMLERH Y £, ik
Tty NEFETESTOMLENDLIGEIT. ROFIEZIFATLET,

AT TN EEBICHDHA=a—T A ar%27 ) » 27 LT, [System] > [Settings] > [System Configuration] > [System
Health] DIFIZER L £ 97,
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Settings / System Configuration

System Health

Cisco IMC Configuration Validation Catalog

Update Cisco DNA Center with most recent Validation Catalog

@ Download Latest 1 Import

v Validation Set Versions

Assurance Health Version 2.0.0
Assurance Health Validation 1.0.1
Version

Infrastructure Version 1.0.0
ISE Health and Cisco DNA 1.0.0
Center Role Version

Scale Version 1.0.0
Upgrade Version 7.0.0

AT w 72 [Validation Catalog] # 7% 7 U v 7 LE7,
AT 73 [DownloadLatest| %7 U » 7 LC, HAREREHTOMGEL v hou—hrav—2Xyru—RKLET,
ATy T4 FEFE v % Cisco DNA Center {2 A > A— ~ LE T,

a) [Import] 72 U > 2 L. [Import Validation Set] ¥4 7 a7/ KR 7 A% ZET,

X
Import Validation Set

O,

Choose a file or drag and drop to upload.

Accepted files: .tar.gz
Accepted sizes: up to TOMB

Cancel

b) KOWTNNEIFATLET,
*[Chooseafile] V> 7% 27 U7 LT, A VR—=brF5 tar 77 A NVIIEENLET,
WY 72 tar 77 ANET AT My TNDBRAE RSN R T v ST Ry S LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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System Analyzer Y — )L D fEF .

¢) [mport] #7 U v 7 LET,

System Analyzer v —)L D {&

NI TNY a—TFT 0 TP RAE L72E 11X, System Analyzer Y — V2 {FH L CTr
TI77ANERETEET, VATLLLOa 77 7 A /WA T, CiscoSD-Access & V7
N 2T A A—=VEH (SWIM) I[ZEfFDOR T 7 7 A VARG TE 9, [System Analyzer] > —
ST 7B A4 5IC1E, ROFIAZFEITLET,

1. EEBZHDIA=a—TAar%2 ) v 7 LT, [System] > [System Health] DJIAIZIERIRN L
£7

[System Health] 7 ¢t > RUABA&E £,
2. [Tools] Ka vy 7*Z 7 U A Khvi5, [System Analyzer] Z &R L £ 9,

ZOY =T LRI, ROFUTERE L TIES W,

FHRE =P —DHRNR, VAT LAGWOETEMB L, RORT T AN EX T 01—
L, 8T LISAT2HIBRCE £9, X TO—H—(F, B L 725EITD [System Analysis
Details] 27 A KA XA U EZRAWVWTER R TEET,

¢ System Analyzer > —/L " Cld, Cisco DNA Center @ GlusterFS 7 7 A /L A7 A2 5GB @
T A AT FENLIETT,

* CiscoDNA Center |%, 5GB £7213BE3 DA GOV AT ATFEITONT NIV NS W E %
RIFLET,

s WTFNHDA R —UHIBRIZET 5 &, Cisco DNA Center [X i\ (T4 1 B 1 [EIHIBRL &
T Flo. HLWETHBINDANT S, HWIEATHHIBRS N E S,

ST AIERIEI N T TNV a—T 4 VT DRESLOTD, VAT AT EITOT —
IRy 7T v 7T INEE A,

* HA BSANZ 72> T D RBA T, EITOEATHIZ VAT LAV A —ERBF T LT
Y. VAT ANV APNFHOER) LT-RICFEITERRETOILNERNH D £,

T A4 PRZ Y I ANYBFEHZ/2> TWDEMTIX, FT77—ZIET 4 A Z U B ANY R
TLAOYA bRV = hEShEYA, VAT LADT VT AT YA PERZ A
FA NI MEOFATERELZRFFLE T,

[System Analyzer] R—C % FES— ¥ 53

[System Analyzer] ~— DN IE, Cisco DNA Center [ZLARTIZSE T L7 AWERIZBE3 2 152 &
DINE DML TRRY 3, FRALRVES, X—VIROL TR T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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. [System Analyzer] R— %+ E4S— ¥ 3

System Health > System Analyzer

No System Analysis Sets Available

Use the " New System Analyzer Run" button below to schedule a new System Analysis

New System Analyzer Run

Cisco DNA Center (ZALBRIZBIT B EWN HH5HE. X—TF kO L 512720 97,

System Health > System Analyzer

System Analyzer Runs (3) As of: Nov 1, 2021 3:33 PM =®
@ Q  Search Table Y

e%u 0 Selected

O Name Description Type Status Start Time ~ Duration Actions

O sar3 System data System o Nov 1, 2021 3:21:00 PM 11 miesS7 = Details (5)
® secs

0O s SWIM data SWiM [} Nov 1, 2021 3:20:39 PM 7 mins 7 secs = Details

O s Gisco SD-Access data SDA [ Nov 1, 2021 3:20:15 PM je'lns i = Details

1-3 [

ROFEIZ, [System Analyzer] ~— M T 2 a o AR—x 0 b & WBEICET D EROSHI A
7RG H OBEREL R LET,

SlEH LR

FiEA

1

[Search Table] 7 4 — /L R : ZOX—VIZV A RSN TWDLUIRE T 4 VB2 Y o TF 57200
RBRSLFHN e NI L LT,

2 [Add] R % > : 7 U w2 LT [New System Analyzer Run] A 7 A RA A &R WELDT-
DICHBERFREE AT LET, FEIZ OV TIE, System Analyzer LLEEDOBRAE (27 ~X—)
EHRLTLEEN,

3 [System Analyzer Runs] 7 — 7 /L : BUEMEITH E 7 X LRNCTE T LW 2 U A hLET, A4

L2, 4Ri. B9EET 5 Cisco DNA Center =t AR — %k, AU OD5E TIZ 030> 1= B[ 72
EOBERNT — T NICFRENE T,

WD FITHEE L TLEE,
o« F 7 4V T, AU BRAAREZINEICE R S i, BTN RN Y A R EnE T,
 BIEEEATTH OT RTOMFC LTI, il r tRRrENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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System Analyzer {LE D BtE .

5l EH LR EHEA
4 [Delete] R ¥ > - RO F = v 7 AR 7 A% A A LTRAET, [Delete] #7 VU v 7 L CHIFR
L%,
GE) HEATHOLBETHIFRCE £H A,
5 [Details] U > 7 @ KeiE DIBROFEM A KR LET, FEMIZ OV TIL, System Analyzer ZLEEDFE
MO 27 ~—=2) ZZRLTIEE,
6 [Refresh) RZ > 1 7V w7 F5HE, ZOX—VICERINTWDIEFRN/EFTINET,

System Analyzer S22 0D Bfith

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

System Analyzer ZLPE 4 4G 5 121X, IROFIEAZEITL £

[System Analyzer Runs] 7 — 7 /LN FR STV D E 9 IZ)G U T, [System Analyzer] ~<— ¥ TIRDWT
rEFATLET,

« T—TANRERRINBWGEIE, URTOLESHIFRS TS, WP ELEZET L TWRNI &%
7~ LFET, [New System Analyzer Run] %7 U v 7 L7,

* [System Analyzer Runs] 7 — 7 /L3 FERm &b, [Add] %7 U v 7 LET,
[New System Analyzer Run] 2 7 A KA 4 U BB E £,
[Name] 7 « —/V FiZ, ZEBDOLFTZ AT LET,
AT DLHNT—E T, EETFTOREZHFEAL T ZS W, B CTFIIEATE A,
({EE) [Description] 7 4 —/L RIiZ, T b T 20PRICEET A2 EZ A LET,
FHNIIRK 250 LFETANTEET,

(fE&) [Notes] 7 4 —/b FIiZ, WBUZHRET 2 BMEHR (K 250 3X5) 2 A LI,

[Select a System Analyzer to run] =V 7 C, B 7 7 7 A /L% Hif5 3 % Cisco DNA Center = ' AR— 2 hDZ
VARG T Y v LET,

[Run] 27 VU v 7 LET,

System Analyzer LVERE D FER D R

[System Analysis Details] 2 74 KA XA vt BIG LR 7 7 A VORE T 7 A VP A
AL T 5 CiscoDNA Center 2 AR —R > b & BIR L7 TICET 2B MEREZ R R T
TET, FATHICHENBE LT 7 7 7 A VB RETE £,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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System Health > System Analyzer . .
System Analysis Details X
System Analyzer Runs (3)
Name: sar3
Q  Search Table Description: System data
Notes:
Type: System
Add
© 4 Selseted Overall Status: ° Success
Start Time: Mon Nov 01 2021 15:21:00 GMT-0700 (Pacific Daylight Time)
O Name Descriptigy Duration: 11 mins 57 secs
File Size: 50.25 MB
O sar3 System datal
Event Details: 4 Download
O sar2 SWIM data Al @ Success Warning © Error @® In Progress
Search Table \4
O sarl Cisco SD-A Qs v
Event Status Duration Message
v sar3 log collection [ ] 5 mins 11 secs Log Collection Task Executed Successfully
o 0 secs Collected logs for default
° 0 secs Collected logs for dms
Q 2 mins 3 secs Collected logs for fusion

I TCHEHROBIELIATTEET,
* [Search Table] 7 4 —/V RIZ, RRINDIERE T 4 NZ U 7T D72 DIRRELTH % A
HLET,

* [Download] %27 YV v 7 LT, BfGL7-m 7 77 A V& targz 7 7 ALV E L TH T r—R
LET,

FFIE D FAT D [System Analysis Details] 27 A KA <A %P <IZIX, [Actions] #|® [Details]
Voo &zr) v LET,

AT LRROTEA
WDFIZ, [System Health] X— D A7 A bR v PIZERK R E D Cisco DNA Center 777 A
TUAB IO SN AT JMZOWTO S I ERlMmAa2 L4, maIshed 5
ETT 4 (ERE) IIJEUTI/A—AbEnTWET,
cVETT 4 (EKRE) | (=7—) : #EHEESNZRAID 22> b o— 7ol L= EF 7
FOBEKRTIT—%2nRLET,

s ETT 4 (EXRE) 2 (L) : CiscolSEV—— L DAL TX e EofHE
ZnLET,

e ETT 4 (ERE) 3 () V= R—=— R T aR—3x FREESBY
WCEIfEL CWAZ 2R LET,

N

GE) T7FF9AT L ADTRTON— R 2T arR—x2 NAER
CEMEL TV DEEIT, &2 R—3r hOfEBO@mIFRRS
NERA, fHVIZ, [Cisco DNA Center Ok] & V9 ilEMNFE R X
ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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% 1: Cisco DNA Center

TI547 o ADBH

FEINCL-CF T |

’,

avik—rY
~

.

VEST 4 (BEXRE) 108EA

‘0

VEST4 (EXE) 208EA

VEST4 (EXE) 3M&EA

Disabled

CPU Processor CPU1 (SerialNumber - Processor CPU1 (SerialNumber - | Processor CPU1 (SerialNumber -
XXXXXX) State is Disabled xxxxxX) Health is NotOk and State is | XxxxxxX) Health is Ok and State is
Enabled Enabled
T AR Driver - PD1 State is Disabled Driver - PD1 Health is Critical and | Driver - PD1 Health is Ok and State
State is Enabled is Enabled
MemoryV1 Memory Summary — Memory Summary
(TOTALSYSTEMMEMORYGIB - (TOTALSYSTEMMEMORYGIB
256) Health is NotOk - 256) Health is Ok
MemoryV2 Storage DIMMI1 (SerialNumber - — Storage DIMM1 (SerialNumber -
XXXxX) Status is NotOperable XXXXX) Status is Operable
NIC NIC Adapter Card MLOM State is NIC Adapter Card MLOM State is | NIC Adapter Card MLOM State is

Enabled and port0 is Down

Enabled and port0 is Up

BIREY 22—
V%

PowerSupply PSU1 (SerialNumber -
XXxX) State is Disabled

PowerSupply PSU1 (SerialNumber
- XXxX) State is Enabled

RAID

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXxX) State
is Disabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXXX)
Health is NotOK and State is
Enabled

Cisco 12G SAS Modular Raid
Controller (SerialNumber - XXXXX)
Health is OK and State is Enabled

R2:ERMENTOSHNEB LR T LOBH

avik—x2 bk

VEST4a (EXE) 10EH

VEST4 (EXE) 208H

YEST4 (EXKE) 30BEA

Cisco Connected

Mobile

Experiences
(CMX) H—

IN—

There is a critical issue with the
integrated CMX server.

CMX server is integrated and
servicing.

IP7 KL 2&H
(IPAM) H—

IN—

There is a critical issue with the

connected third-party IPAM provider

* A third-party IPAM provider
is connected.

* There is no third-party IPAM
provider connected.

* The third-party IPAM
provider is currently
synchronizing.

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SRTLEEDER |

AVKR—R UM YEST o (EXE) 10BEA

YEST4 (EXE) 20EH

YEST4 (EXE) 3DEH

Cisco ISE—#}4f | —
RESTful +—t&
2 (ERS)

ISE PAN ERS connection: ISE ERS
API call unauthorized

ISE PAN ERS connection: ERS
reachability with ISE - Success

Cisco ISE—Z#H | —
M

ISE AAA Trust Establishment: Trust
Establishment Error

ISE AAA Trust Establishment:
Successfully established trust and
discovered PSNs from PAN

IT ¥— & 2 4% #E | Servicenow connection health status
(ITSM) #— |is NOT up and running

IN—

Servicenow connection health
status is up and running

TARVERAEAANY MEH

VAT DNVAZ, VAT AND )= RZEDOT 4 AV HHAREEE L, Zhb0 ) — ROff
AR Ry b U — 7 BB BE X DA H 5 L~WICET 5 LlMmE R E LET,
MR T5% A D L, Y AT LAV ATER @M XE LET, £, BAFRD 85% &l
DL VAT ANVATEKRBZBMERELET, IUOOBEMERELIOY T A7 T4

745121, [Cisco DNA CenterPlatform User Guide] @ ['Work with Event Notifications| ~E
ZIZHHI SN TWDFIEZETLTLES Y, ZOFIEEZETT5H L &1, 47 [System
Performance: Filesystem Utilization] £ X hZ @R L TH 7R 7 T4 7 LT EE W,

T4 A7 HEHAROERIZE LT, KORITERE LTI EEW,

RN I T T T A NEEITTFET-ILCiscoDNACenter &7 v 7 L— KT BHL, VAT A
ANNVARZE S TT 4 A7 HEHAROEENHH SN, 1 I EICESHRNEINET,

3/ —FRDOHAT 7 A AL FTIE, 32DF T AKX ) — R THEREINTWETRTO/R—
TavarPEREISNET, AREShsEmE. BETA =T 4 g VICEATT,

c T A FRZYANYBENCR 5> TODRIATIE, VAT ANVRET 77 4 7% A b &
AR NP A FDOWHT)— RTEICT 4 A7 FHREEHE L £,

HEINBDTIaY

RORIZ, Y AT LOIEFEOFT=2 Y ZHRIC K FBET L fRVRRMEL . £ 6 OflE
AEETDODOHRINLLEZRLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html

| vRFLEEOHERK

#snzs7ovar i

(ERS) —ZIEEMHE

P

ISE ERS API D75 L & W MEZ
WA EBFNEEZ BN
%) .

avikR—xo MY TavkR—2 b  |EE WRINDTHI 3V
Cisco ISE SER RESTRul — B R | A AT 0 AR AET S (Cisco * Cisco DNA Center & Cisco ISE D] dD

TP —NR—D T a X UREL

R L ET,

* Cisco DNA Center 7> & Cisco ISE (23]
ETEXAHINEIDEHERLET,

Cisco ISE & O#ifc & files. T X 72
Uy,

e T AT U F—ILRREISNLTND
INEIMERER LET,

« Cisco DNA Center & Cisco ISE D[ D
TaF Y —N"—DT X URELY
%m&\ L/ i —a‘o

* Cisco DNA Center 7> % Cisco ISE |ZF
FETEDLINE I D EMHRLET,

ERS— ] Ik

ERS API = — /L ~DEE N2,

o 4 A F—)LEI TV 5 CiscoISE D
N—= g U EERLET,

¢ CiscoISE CERS AN/ > T 5
MEIDERERLET, FEMZoON
TiX. [Cisco Identity Services Engine
Administration Guide] ¢ [Enable
External RESTful Services APIs| %%
LTI ZEEN,

ERS

IJ' h‘ H

Cisco ISE ERS API = — /L3 FF 1] &
e,

AAA R EDT 7 A AEH L Cisco ISE ®
a7 A MNEBRBRFEICTHLNE ) A
HBLET,

o
it

ERS—3

CiscoISE DFERAE AN AT X4 T W
60

Cisco DNA Center GUI C{Z#H % fEffE 7. L
F9, FEMIZ OV TIX,  [Cisco Identity
Services Engine Administration Guidel @

[Enable PKI in Cisco ISE| Z#ZHi L T<
ZEW,

ERS—K/pFHE I
7T 7 —

=
EFD

REZDOBW T T —03FET D,
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https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

SRTLEEDER |
B #zsnzrooa

AVR—RU MY TavR—3x2 b & HRESNDTIVaY

1. CiscoDNA Center THIERE SN TV
D AAA RTEEHIBRLET,

2. WY AAAREEZHATILET, §F
AZOUWTIL,  [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guide] @

lntegrate Cisco ISE with Cisco DNA
Center] Z#ZM L T X0,

3. BHEAMMNLET, FHMIZONT
1. [Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
in Cisco ISE] ZZML T 7Z&W,

fEHH—RE e M HTTPS ##t & fe3. T 7200, AAA BEDT 7' A L EH L Cisco ISE ®
oA NERNREICTHDENE I ek
BLET,

CiscoISERENIET = — DT v 7 * Cisco DNA Center & Cisco ISE D& ™D
7 — RHIZERE Z 4172 Cisco DNA Tax Y —"—DTa X RELE
Center = RN > h URL (285 R L ET,

TERY,
» Cisco DNA Center 7> % Cisco ISE (2%

ETELNEID TR LET,

fEHE—RE CiscoISEFEFHEF = — L NIELN T o YBEZJS U T, Cisco ISE NEf/L— b
HD, CAF =— AR LE T, FEMIC

DWW T, [Cisco Identity Services
Engine Administration Guide] @ [ISE
CA Chain Regeneration| zZHi L T<
TEEWN,

o NEB CA FFBHETF = — 2% Cisco ISE
MHHIBREN TWARWT & 2R L
7,

CiscoISEFEAETF = — D7 » 7
72— RHIZEE &7z Cisco DNA
Center =2 K" >k URL 2321k
INTnb,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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#snzs7ovar i

aAVR—R2 b

HJavER—x2 bk

)]

HESND TV Y

«URL #ifZEI L, =2 RAA > hD
/aaa/Cisco ISE/certificate 7 4 L' 7 ~ U
WZT7 7B ATEDME D INERERL
£7,

* Cisco ISE T [Use CSRF Check for
Enhanced Security] 47" 2 VI3 E )
IR TWDNE S InE iR L%
T FEANIZOWTIE,  [Cisco Identity
Services Engine Administration Guide ]
@ [Enable External RESTful Services
APIs] ZZ LTS ZE0y,

Bl

CiscoISE /X2 U — RO HAR 2341

TWa,

« Cisco ISE & Fi# /R 2 U — [ %& F/ERL
LEd, o Tix, [Cisco
Identity Services Engine Administrator
Guidel] @ [Administrative Access to
CiscoISE] #ZHL T 723V,

e CiscoISEGUICB /A L TX AR L
FiER LET,

B R E 2T —
MRy 7p e 7 —

RELD

P T —RRET D,

1.

2.

3.

Cisco DNA Center CHI{EFRE LTV
% AAA BREEHIBRLE T,

IR AAARREZ A LET, 3%
oW T, [Cisco Digital Network
Architecture Center Second Generation
Appliance Installation Guide] @

lNntegrate Cisco ISE with Cisco DNA
Center] ZZML T EEW,

EHEA B LET, FFICONT
X, T[Cisco Identity Services Engine
Administration Guide] @ [Enable PKI
in Cisco ISE] ZZM L TS 7ES0y,
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* [System 360] 7 4 > K [FZ A4~ Ui HAlHE)
pxGrid 4 7 A7 V) 7o g VEGET 2 — X
» [Authentication and Policy Servers] V 4 > RV : [T 7T 47|
* [System 360] 7 1 > N [T A4~ UMEHEE] B TpxGrid i H AT HE)

FXE SHU72 Cisco ISE h—/"—D AT —H ZAP/RAT — ROAEF|Z XV [FAILED] & F/R ST
WHHAE, [Retryl 227 U w7 L, /SAU— K& HH LT Cisco ISE #ife & FHRIHI L 3,

ATvT6 [Add| 227V v 7 LET,
ATFY T BHUEZ Y= "—%BNT 5120, BROFINEZ Y KL £,

Cisco Al Network Analytics D% E

ZDFIET, Cisco Al Analytics HEFEZ AN LT, Ry NU—ZF AL RE A _U MY H
A MEE, haRTT—2nbRy NT—T A4 X DT —H % Cisco Al Cloud |27 AR —
]\ ]\/i—é‘o

188 BRI

« Cisco DNA Center /1 ® Cisco DNA Advantage V¥ 7 NV =7 74 B AEHRALTNDH T &
EHERBLTLTEE W, AlRy bT—0 9% 77V r—3 3 &, Cisco DNA Advantage
ThT 2T IV RIZEENTOET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco Al Network Analytics D% .

» AINetwork Analytics 7 7" U 77— a3 VO HiN—Va VA VA = LI TNDHI L%
B LT ZE, TV =y a v OEHFOF T a—REAL A =L (1144—2)
BT ZEN,

e Xy hU—Z FZITXHTTP 7 X0, IRDYZ T KIKA M~DT 7 k377 K HTTPS
(TCP443) 77 v AZHATALIICREESN TWVWAZ L MR LET,

+ [api.usel.prd.kairos.ciscolabs.com] ([ B Hiduk)

» [api.eucl.prd.kairos.ciscolabs.com] (EU H 4% Hitfik)

ATV TN EEMICHEZA=a—T A ar%2 v LT, [System]> [Settings] DIEIZ IR L £,
AT w72 [External Services] ¥ CA~Z v—/L L. [Cisco Al Analytics] Z &R L £,
Al Ry D=5 74 v RUDBEHE T,

Al Network Analytics

Using Al and Machine Learning, Al Network Analytics drives intelligence in the network, empowering administrators
to accurately and effectively improve performance and issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning, modeling and adapting to your specific network environment.

Recover from a config file

ATV T3 WOWTNNEFEITLET,
c T T TAT AIZLLRID /N — 3 D Cisco Al Network Analytics 731 > A h—/L LTV DAL,
WDOFNEZFEITLET,

1. [Recover from a configfile] %7 V v 7 LE7T,
[Restore] Al r > T —Z 5470 1 > RN E £,

2. BRENFEZVITICary 74 FXalb—2ay 774 NVERT I TV RRkay P 4250h, 774
IWUAT ENS T 7 A NVERIRLET,

3. [Restore] #7 Vv 7 L%,
Cisco Al Network Analytics DIEICIZITE 0D 560300 . Z D%, [Success] ¥ A 7 1 7R > 7
AIPFTRENET,
« Cisco Al Network AnalyticsZ f]60 TR 256, IROFNEZFEIT LT,
1. [Configure] 7 U > 7 L7,

2. [Where should we securely store your data?] fEIk C, 7 — % 2 -7 5577238 R L £, [Europe
(Germany)] & 721 [US East (North Virginia)] Z#R TX £,
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B /s 7 ramzoEs

[Testing cloud connectivity...] # 7 C/RINTWND LI, VAT AL T U RO T A N Z Bk
LET, 777 RO T A MM5E T35 &, [Testing cloud connectivity...] 7 =7 A3 [Cloud connection
verified] IZE DD F7,

[Next] #7 U > 27 LET,

[Terms and Conditions] ¥ « > RUMERINET,

[Accept Cisco Universal Cloud Agreement] = v 7 78 v 7 A% 4 N2 U CRMISGEEIZFEE L TH 6,
[Enablel 27 U v 7 LET,

Cisco Al Network Analytics NN 72 5 £ TIZE B D055 G013 H Y . £ D%, [Success] ¥ 1 7 1
TRy I RAINFRENET,

Success

You have successfully onboarded Al Network Analytics! You are about to
download the configuration file that enables Al Network Analytics. This
contains the key used for your data in the cloud. Please treat this
confidentially and keep this in a secure location. Access to this configuration
should be controlled.

ATY T4 [Success] XA T /Ry AT[Okayl 227V v 7 LET,
Al Ry D=0 38 7 ¢ v RUBRERS I, [Enable Al Network Analytics] b 7 /LR ¥ U NEREINET,

ATy 75 (HERE) Al Ry FT—U 94 7+ > KT, [Download Configuration] 7 7 A V%27 U v 7 LET,

9547

~

-~

N EEBAE D E#R

Alm— = NI, X50927 747 2 FEAEEZHER L TAIYZ 77U R~ORBEEZ FEITLET,
SEAENE, AL 9T R~DOTF v bOF U R—F 4 o TRHIZ AL 7 T 7 K CAIZ X - THERRE
FOEBL S, 3EMAZTT (2021 48 AT 1 FI124M) » AOHIRNGINnImc, 777
NEEN KON WL 7 T4 7 > NEAZEZEHTHLERH D 9, AEAEO BB
AHZAAPEAISNTVET, ZOAH=ALTIE, EHBRICGEAEZFEH Ay I T v
THXLERH D 9, LU CiscoDNA Center ZE T E 2 IIBITT HHEAIE. Ny 7T v 7N
MECT,

FHe, TXTOAIDHT T4 Ry (TR, e—h~vy 7 Xy hT—7 ik, L
RBLEOA VA b)) ([CEMNFERSI, HTLWAL Ry N =7 Gk E SNy 7 7 v 79
HEHITERINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco Al Network Analytics D #E3h1E

Cisco Al Network Analytics D7 — Z IV 2 BN 521, KD K 51T Al Network Analytics 1
REZ N T D MERH Y £7,

RT9T1 EEBICHDIA=a—T A ar%27 1V 7 LT, [System] > [Settings] DIEIZIEIN L £,
AT 72 [External Services] & CAZ r—/ L L, [Cisco Al Analytics] Z &R L £,
sigtEnF = v r~—r (B)) 13, ZOBENENCR>TVWB LA RLET, Fxv s By 7 AR
FT7O%E (X)) | ERITEICZR > TWES,
AT 73 [AI Network Analytics] i} C. [Enable Al Network Analytics] h 7V ARZ > %27 U w7 LTCAHZIZLET
(LES) .
AT 74 [Update] 7V v LET,
AT F5 Cisco Al Network Analytics 7 7 7 Rnb %> bV —27 7 —2 ZHIBR3 5121%, Cisco Technical Response Center
(TAC) [ZEF L THR— PV 7 =AM A—T 2 LET,
AT w76 LHIORENME > TRE SN TV A A1, [Download configuration file] 2 7 V v 7 LE T,

WWIER T Ly ON—XDEH

Betdteam T Ly U3y 713, R =Y (MRE) 3 tFx = U7 OfEZFFE L, IRA
FIRO BBV T2 dET 270 EAT 5, BNy —2 7 —T3, ZhboDFrL vy
Ry 7%, L0 EL OEREZIE LD bR SvE T, MR 1L y o—2x
X, oLy YNy (U—r7m—) OURY MY TT, HoFT Ly PNy 71X
R T Ly U_X—A0MEH BB TEHT S5 L 9 Cisco DNA CenterZ % E 9 570, FEIT
FHTHZETATTEET,

ATV TN EEMIZHAHZA=a—T A ar%2 1 v LT, [System]> [Settings] DIEIZEIR L £,
AT 72 [External Services] £ C FIZAZ 17—/ L L, [Machine Reasoning Knowledge Base] % &R L %9,
[Machine Reasoning Knowledge Base] 7 « & R 721X, IROEWMNBF R I ET,

* [INSTALLED] : A > A h—/L STV DGR T L v OR—A Ry r—T D=V g b VA h—
NVHBRERRINET,

BetEiR T Ly O R—=RITH LW T v 77— I3 H35A X, [Machine Reasoning Knowledge Base] 7 1+
R 12 [AVAILABLE UPDATE] W& /R S 4L, 7 v 77— K@ [Version] & [Details] 23R SAVE T,
« [AUTO UPDATE] : #t&#Esm- L~ ¥X— & Cisco DNA Center ¢ HEIHIIZE H FTHT S E T,

* [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER, SECURITY ADVISORY, FIELD NOTICES
AND EOX] : HEi#Rk A 3T T& % CX Cloud & Cisco DNA Center #f& LEd, ZOHAITLD
Cisco DNA Center® ¥ =2 U7 4 7 R AL VY YV — LS EET A ADOMEgst 2 3 DN
Wb E L,
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ATw 73 (HELE) [AUTO UPDATE] = v 7 R v 7 A% AN LT, Mdia T Ly O _X—A 2 BEIICE T L &
j‘o
[Next Attempt] fEIEkIZ, RIEIDOFEHT D H A & RZIRRRSNVET,
HE)H X, Cisco DNA Center 737 7 7 K OREBHEGR = ¥ N IEF ICHEH SN TV DA IZOAREITT
%iTO

2ATw T4 BT L > P X— 2 % Cisco DNA Center CFENTHEHTAI21L . ROWTNNEFETLET,
* [AVAILABLE UPDATES] ® FiZ& % [Update] #27 U v 7 LE 7, [Success] R 77 v 7T 1 KRR
FREN, EHFOAT —H ARFRINET,
s BEHEER T Ly U R— R B a— L VU FEITH U a— R LT Cisco DNA Center (2 > 7R — b
LET, ROFIEEZETLET,
1. [Downloadl %2 U > 27 LE7,
[Opening mre_workflow_signed] % A 7 12 7' 7R v 7 AMBRINET,

2. Zouru—RLEZ7AVERRLSH, v—IA<T OHBOEANIREFEL T, [OK] 227 U v 7
LET,

3. [Import] 27 Vv 7 LT, ¥Uru—RNLIEEEHGRwmRTL Yy P_X—2%2u—0/L~ 76 Cisco
DNA Center {24 > HA— kL ET,

ATy S5 [CISCO CX CLOUD SERVICE FOR NETWORK BUG IDENTIFIER AND SECURITY ADVISORY] F = v 7 7R v
I AEF AL T, Xy hT—=I X7 IDBLPEF2YT 07 R/ H Y L O Cisco CX Cloud D %
Bz LET,

AT w76 [Security Advisories Settings] =V 7 C, [RECURRING SCAN] hZ VR HZ %27 U v 7 LT, wilEOEL
IRAX v U EANEITEN L ET,

AT F 7 [CISCOCXCLOUD] hZWWiRh& %2 U v 2 LT, CiscoCX Cloud #H2hFE 713 MM LET,

RADI LT RILDERE

Cisco DNA Center @ Cisco D7 LT ¥ ¥ )V ERETEE T, CiscoDZ LT oy bit, VA
IOFKENT N =& LTHIIRT E OGN 78 A 572012, A 2dD Web A
kv T A NMERT D= LA T — R TT,

\)

GE)  WOTFNEEZMHH L T, CiscoDNA Center FHIZF%E I N7 CiscoDZ LT ¥ Lk, Y7 hU=
T AA—TREH T T T r A ra— RTH7DIEHEINET, CiscoDZ LT oy
WTFEF, B2V T D7D, 207t R Il THRFEF{bLINET,
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1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
W, 22— g =1 OfE (117 2—=) 2B LT EEN,

1|

AT EEBCHDLA=a—T (a2 %27 Y v 7 LT, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DIEIZEIR L E 9,

AT9 T2 VAP —-LBLUORAT—REAN LTI EEN,

ATy T3 [Save]l 227V v 7 LET,
cisco.com D7 A NEFHRN Y 7 b 2T LV —ERIH L THRESNET,

SRADILTUURILDI )T

Cisco DNA Center (25t L CHAERRE STV 5 cisco.com D1 7 A EREZHIBRT HI12i1E. &K
DFRIAZEFITLET,

)

GE) VT RNT 2T DE T a— RROT NS ADTr eV a = #2727 2FTT 5
BE. cisco.com D1 7 A UERPEHTE STV RWE | X A7 OBtGRTIC T 7 A AAFHEZ A
HTHEITRDENET, AS1LTow 7o A %4 L T Cisco DNA Center & T
34 5121%, FRENT=ZHA T a7 Ry 7 AT [Save for Later] = v 7 R 7 A% 402
LET, TNLSNOHLEIL. TNODX AT ZFTTH-RNNIa VA UNEHRE AT D0
BERHY FET,

c ZOFEETTT DL, = Fa—YP—F 4L 28K (EULA) OERBIEOEEINFE
4, BEULA OEARZBHASTHHIECHOWTIEL, 74 B AZBHEOZH (56 2—)
EHEBRLTLLEEN,

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — W —DH N Z D FIEEZEITTH Z X TEE4, FEMIC
ONWTIEL, 2—F a—LOME (117 X—) 28R LTIEIN,

AT EEBCHDLA=a—T (2% ) v 7 LT, [System] > [Settings] > [Cisco Accounts] > [Cisco.com
Credentials] DNIEIZEIR L E 97,

ATw T2 [Clear] 7 Vv 27 LET,
RTY T3 BRENTHAT s Ry 7 AT, [Continuel %7 U v 7 L THMEEMELET,
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B ss=—rozx

BT — FOETE

ATvT1

ATy T2
ATvT3

Bf5e£— RiX. Cisco DNA Center & H#ET 5%y hT—F ND A~ — hRHGET /N4 A & Cisco
Smart Software Manager (SSM) OfOEH A2 EEH L £, RA28HkE— RERET DI
SUPER-ADMIN 7 7 & ZHEMR N LB T,

EEBZHDIA=a—T A4 a%27 Y v 7 LT, [System]>[Settings] > [Cisco Accounts] > [SSM Connection
Mode] DNIFIZIEIR L £ 7,
OB — R TE £,
Ef
A>T L IR CSSM

«cAX¥—+JOXY

Cisco SSM 7 7 U R ~DHEHHERE A AN T £ 121%, [Direct] 23R L £7,
RO X2V T 4 @O DMEND HHATL. [On-PremCSSM] Z IR L £, Ao F LI 24T g
TlE, CiscoSSM 7 77 RCTTIA B AZEHIT I, A ¥ —F v b CHBEEHT 51V IZ Cisco
SSM e Y7 > NMZT 7 BATEET,
a) [On-Prem CSSM] Z#H 2T ZRIE, T 74 b3 Fy hU—7 A MBI THEEHL WD Z L
EHER LTI,
#7774 B FQDN TiEINTWDHYA. 7 74 F FQDN @ Call Home & EM IP 7 KL 2D Kb
Dicry o shEd,

b) [On-Prem CSSM Host], [Smart Account Name], [Client ID], 35 & U8 [Client Secret] DFEfiE AT L E T,

[Smart Account] 7 4 —/L RiZ, 1 2D SSM AL T VIAT UV MADIHREATILET, A=
T —RaT I IMERTEEE A,

JIAT MDD ETTAT U R—7 by MERUGT HHIEICOWTIEL,  [Cisco Smart Software
Manager On-Prem User Guide] ZZ&M L T 7230,

¢) [Test Connection] %72 U 2 LT Cisco SSM it & #aE L £ 97,

d) [Save]ZZ VU w27 LT» 5 [Confim] 27 VU v 7 LET,

e) AW L7 SSM THEENLERT A ANH 555 1X, [Need to Re-Register Devices] %A 7 12 778 v
JANFRENET, 47T Ry ATOK]Z7 Vv 7 LET,

f) [Tools] >[License Manager] > [Devices] 7 > K7 C, FEXRERT 57 /31 A% L, [Sync Connection
Model 27 U v 27 LET,

G¥) DX BT AL RTIE, [T — RAFEB L CTu Z2vy (Connection Mode out of sync) |
BOX T EIIA v e—UREREINET,

g) [Resync Devices] ¥4 7RV ARy 7 AT, WOFIREZFEITLET,
* [Smart Account] # A LE T,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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» [Virtual Account] Z# AJJ L &7,

«[Now] %7 U v 7 LTI ICHERBZEMET 50, [Later] 27 YV v 7 L CHRIE DRI E R %
A a— )L LET,

*[Resync] 7 U v 27 LET,
[Recent Tasks] 7 o > RUIZIL, 7/ ADOHFRARAT —F ANRFKRINET,

AT 74 [Smart Proxy] #{R L, Cisco DNA Center %41 L T Cisco SSM 7 7 7 RIZ A~ — b RHET /31 A & %65k L
£, ZOF—RFRTIX, 73 A% Cisco SSM 7 7 7 NIZHEEERET 248 ddH Y £H A, Cisco DNA
Center (X, T 3A ANHOHERZHHZI LT CiscoSSM 7 77 RiZ7ax v LET,

Call Home X E4 T /A AT b Va=v 735X, 774 23 FQDN TiRE SN TV DA,
IP7 RLADKRDVIZHTTA FOFQDN N T v a2 3nE T,

TS5SH5TF7RT LA DEE

Cisco DNA Center %, Cisco Plugand Play (PnP) Connect ® 2> fmr—Z & LT, UX A L7k
P —EZAHIZ Cisco A~ — F 7 AU MIBEETEET, ZTHIZED ., Cisco PnP Connect 7 7
7 R7R—% L5 Cisco DNA Center D PnP (2, T /34 AA U _RU N AT 52 6N TEE
D

4r & HREIIC

SUPER-ADMIN-ROLE 7213 A7 AEEHERR % K-> CUSTOM-ROLE O —H— D H MR =

DFIEEZFITTHZENTEET,

Aw—bKT AT NT, BEOKEOEITEZH T o0 — A RN2—F—ZH 0 4 ToHRET,
s Aw— T H U MNEHEL YL, TRTOR~F Y LT AT MIT 7 BATEE
7,

ca—FlE, BB THENEA—F F AT H T MCOBT I EATEET,

AT EEBCHDLA=2—T A2 %27 ) v 27 LT, [System]>[Settings] > [Cisco Accounts] > [PnP Connect] ®
JNEIZ IR L £,

PP 70 7 7 A L DT —TANFRINFE T,
RATY T2 [Register] 27 Vw7 LT, X"=F ¥ LT AT bEEFELET,

AT w73 [Register Virtual Account] 77 4 > K7 T, REL7=A~— K7 B 7 k2 [Select Smart Account] K12 v 74
7Y A NMIEREZNET, [Select Virtual Account] K2 7 X U A KNS T HT Y MERIRTE £,

ATw T4 VB[Pl £721X [FQDN| A7 a v RE a0 ) v 7 LET,
AT TE arba—JDOIPT7 FLAX7ZIXFQDN (8@ E/i KA A U 4) Z AN LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



SRTLEEDER |
B re <o rEROAER

ATVT6 Tr7 7y ANGEANLET, HELEREEFEA LT, BRLIEANA—F ¥ AT I FOT R T 7 AL
DER S E T,

AT 71 [Use as Default Controller Profile] = v 7 7R v 7 A% 42 LC, Z® Cisco DNA Center 1> h 2 —7 %
Cisco PnP Connect 7 7V RIR—H )WZT 74/ har he—7 L LTRELET,

AT w78 [Register] 7 Vv 7 LET,

PhP 4/ R M EEIDERL

ARy NRHEERTDHZE T, T T T K7 LA (PnP) A X b2 Cisco DNA Center C
FBETDHE-NCBAEZTRY £7, YAR—FENTWDEF ¥ RVEREL, 4 X MNaA%E
YERE S 2 J71EIC oW TCiE,  [Cisco DNA Center Platform User GuideJ @ ['Work with Event
Notifications] hE w7 Z#ZBHL T 7Z S0,

WD PP A X2 DA Ry MEMEERLTL IS0,

AR & ARV KID nBA

T A ZADIBANZ KL | NETWORK-TASK_FAILURE-3-008 TNA AE, B—F i3 —fEA A — h T

LE LT, BMEnEEA, B—F3—HFEA R -1
R TT A REBINT DL, =T =235
ELET,

F N4 ZDENNZ %) | NETWORK-TASK COMPLETE-4-007 W7 5 L — MC Lo TF A R

LE L7, DIEFIZEBMEE L,

T A AT 7 —Ikf& | NETWORK-ERROR_1-002 T ZFTF—IREEIS 2D £7,

"C:\—g—o

TNA AF 7 m vy g |NETWORK-INFO_4-003 TAA ZFTRED I Z VTR0 £,

= HREETT,

=34 AR A FE— |NETWORK-TASK PROGRESS-2-006 FONL AR L EA L E—F 4 v T T

T4 TIRETAL > AH 7 LTWET,

7 L/iﬁ‘o

F SN ZANFER % FE - | NETWORK-INFO_2-001 T ZIRBERORFEICARD, TrEys

TWET, =T DR TETVET,

Z~— k7 H > ko | NETWORK-TASK_FAILURE-1-005 —EDF N A TR — FT AT ORI

[FHNC R L E LTz, R LE LT,

Z<— 7 ko | NETWORK-TASK _COMPLETE-4-004 —IRDFINA AT, A~v— T HY 2 FDJFE

MR L E LTz, Mz L& Lz,
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AN—

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9
ATv 710

z2v—tr7a9s roizE ]

cTAOY FDEE

VAARAT— KT Hy Ol A U NERIE, Av—F T4V ATH Y MIEERET S A
MTHEHENET, S4B A3 —U % Y —E, RS S4B AEBEOE=HIC, 2
DA—=R T T FOFEMRT Ao AEREFEHLET,

IR B I
SUPER-ADMIN-ROLE #fRZ Hufs L Tl & £97,

[System|E ERBIZCHH A =a—T A 2% 27 U7 LT, >[Settings] > [Cisco Accounts] > [Smart Account],
[Add] RZ %7 Vw7 LES, A= T AV boa s A AFREANTTDHEIITRKOENET,
a) AV—KhT AT D= —LEBLORRAT— &2 A LET,
b) [Save] %#27 Vv 7 LET,

A=K T AT FRESNET,

BRLICAY— T U NOARTEEE T 51X, [Changel] 2 U v 7 LEF, CiscoSSM 7 7T KT
AN—=bF TARSAT I bDEHIMEHN SN OA~— T A7 bZERT L L) IcfeshE
TO
a) Kmry 77X U R )5 [Smart Account] Z i8R L F 97,
b) [Save] #2 V v 7 LET,

[Viewall virtualaccounts] 7 V v 7 L, ZDA~— 7 v v MIBEEMTHNTNDTXTONR—F ¥
WNT AT b aFRRLET,

GE) VAATATY MIEBEOAY— I T O N NN—F LT Ay et AR—FLTWE

R

(AT vay) Av— T4V AMIGT A A "—F ¥ LT 7 MCHEIRGEET 5545, [Auto
register smart license enabled devices]| = v 7 AR v 7 A% A N LE T, A~— M7 AU MIBEEMTH
NTNWDER—F LT H T FDOY X FRFERENET,

WBIRN—=F VT AT FEBRLET, A — T A BV ARIET A ZADBA X2 hYIZBINS
NLENT, BIRLIEA—=F v L7 AT MCEBRICRERSET,

TA VL AERHR LIZA~Y— T Uy ha—P—L ZNICBET BT — % ZHIRT 55613,
[Delete historical information] %27 U v 7 L ¥ 7,

[Delete Historical Data] A7 A KA XA NZIE, TA BV AZRGLICA~Y— T U ha—HF =)
FKRINET, F72. Cisco DNA Center [IZBEFEL TWRWEEFDOA~Y— T DU M ERRSNE
T, FNODORBERET — 235 & FHTEET,

[Smart Account list] =V 7 C, HIfRTH2A~— R T I FOBICHLTF = v IV Ry 7 A4 I LE
R

[Delete] 7 V v 7 LET,

WOWERT 4> KT, [Delete] 27 Vv LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT w711 [Delete the associated license historical information] &= v 7 R v 7 A& AN LT, BET LT 2D
JEFEE M A HIBR L £,

] -~
AN— 5314t R
VA Aw— K T4 VT EMEHT D L, Cisco SSM 12 Cisco DNA Center % %k C& %
‘dAO
A<v— b IA4 v A BFHT 521X, £ Cisco Software Central TA~— T H 7 & RE
TAHNENSH Y £9° (software.cisco.com) o

AT A ' ADFEMIZ OV TIL, cisco.com/go/licensingguide ZZH L T 72X,

4a & H RIS

AT — T RAEAEMITHITIE, Cisco 7 LT Uy VEREL ([vRrzaos b
T UV VDR E (46 X—) | BHHR) | Cisco SSM T Cisco DNA Center 7 & &
HAZT v 7a— T H0ERHY £,

c A — KT AU AERMIT DI, [System] > [Settings] > [Cisco Accounts] > [Smart

Account] CA~— T A7y NEBINTH20ERHD £3, FFMICONTIE, A~v— K7
I NORE (51 X—) ZERLTLIIEIN,

AT EEBCHDHA=a—T 2% 27 Y v LT, [System]>[Settings]>[Cisco Accounts] >[Smart Licensing]
DNEIZER L £,

7 7 /L b T, [Smart Account] DFEIA T R ENFE T,

ATV T2 BET HNN—F ¥ /LT B k% [Search Virtual Account] K12 7 Z 7 U A Ry 538N L £97,

ATv T3 [Register] &7 U7 LET,

ATy T4 BENIEFIZ5E T L2 5, [View Available Licenses] Y > 27 % 7 ) » 7 LT, Cisco DNA Center D1 J F]HE
BRIA AR LET,

T INA X DA FIE#1E

F A 2O A[HIFEME & 1. Cisco DNA Center (23T 5 W DD F A X JEHEFE D [RIHTIKE %
&V?é/XTAVAw®7mt2f¢ Z O HMIE, Cisco DNA Center 737 /31 A & FE9

(B N — I BREDEANE LTS DH &T# TAARAINYEETLED, AV
m/] VIZTNRA RAEEMLTZD, TRAL AT A MBIV ST THLE, Xy NT—TF
INA REERMZBNET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK
71 zoanm ]

TNA AT v a SNAHRIEEF AT HIZIE, [Provision] > [Inventory] I8 L, [Focus]
Ka w720 YA R [Provision] 384 L £ 9, [Provision Status] 51/® [See Details] % 2~
Uy 7 LET,

\}

GE)  CiscoDNA CenterlZ L W F A ANRNREEZIIFEHFEIND L. NP7 a0 BNERn 7
Ty 7 FrINn, BEOBWHEMEO N T TNV a—T 4 I TEET,

FREDT A AREDT A ZAOAHIEED —F & LTHMIZRY 9,
« TN AR
* [SNMP Credentials]
* [NETCONF Credentials]

e A R M) ADTINA ZDIENN

Cisco TrustSec (CTS) Z LT v ¥ L

N

(GF)  [Global] ¥ k73 Cisco ISE T AAA & L CTRHEINTWDHHAIC
DI, Cisco TrustSec (CTS) 7 LT v ¥ /LA X b iz
TyvaZIhET, ERUSDOEEIL. CTS 25 Cisco ISE T AAA
ELTRESINTWDIHAEIL YA b~DEID T FizT A
ATy vas&8hET,

cTNARADY A FADEIY EHT

e hr—JIERE

)

GE)  CiscolOS F /314 2D 4. PKCS FFBHE O A I FR o WL ¢ R
WRRAELBNEIIC, TALADOUL I —IANEH ALY —
VERETDHLEHERLET,

*SNMP |7 v 7" — NiER

s Syslog —/\iE %

* NetFlow $—/ViE S

* Wireless Service Assurance (WSA)

« IPDT DB &L
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SRTLEEDER |

T SA ADQAHEWEILT 7 v N TERITT, T3 A A[HEEE FIZ L2 BRniEE
. FEICEMCLET, FEMICOWTIE, TS 20 AHlEEORE (55 =) 5M]R
LTLEENY,

T ZADAHEE NS DA T 4 A AN FELTRFRT S ADY A b ~DE|Y 24 CHF
12, FRDO 7 LT s LSOMSEEEDS Cisco DNA Center CRRES LD Z &1TH Y T8 A,

WD X IR LY . TR, ZADOFHIEMEIC L > TTF AL RIZxy VU= RENEHA SN
BNE DR FE D 9,
« TINA RHEH : SNMP & NETCONF 7 LF > o ¥ AN F 12T 34 ZNTHEE L WA I3,
ZORENBRH T e 2RICEA S NET,

AR RYRHADTINA X (Device in Inventory) : FIHAA > b UIENEF I T
T2&, IPDT AT A ATHEINET,

PIRTOY U —2TiX, RO IPDT 2< > RBAFRESNTWE Lo,

ip device tracking
ip device tracking probe delay 60
ip device tracking probe use-svi

AVHE =T 2 A AT LI, WOFNEEFITLET,

interface $physicallnterface
ip device tracking maximum 65535

BWAEDV Y —2ATIE, FILIBEENTZT /S, R LTKRD IPDT 22~ > RARTE I
i‘é—o

device-tracking tracking
device-tracking policy IPDT POLICY
tracking enable

A H =T 2 AA AT LT, ROFIEELFATLET,

interface $physicallnterface
device-tracking attach-policy IPDT POLICY

Ja—=nNILYA FADTINA R - T ARIEFITEMN, A >R — bk, Fdmbansd
& . Cisco DNA Center |37 7 4/ h T7 734 A % [Managed] IKHEIZ L T [Global] ¥4 hC
EYYTES, YO—sNL YA RO SNMP $—3 Syslog —-3, 8 LT NetFlow =
L BRENERBEHOEHETH, T35 A LD T b O E % 2 Cisco DNA Center L
FHA,

YA MMIHBEISNI=T/34 X (Device MovedtoSite) : 5734 A% [ 1 —s3L (Global) ]
B A FHE, SNMP #—/3_ Syslog $—73, NetFlow = L 7 ¥ 3XEDN EFRIF HDH LU
A MIBB) St % &, Cisco DNA Center TIiXT /34 AD Z L6 DFEENH LA FAIC
ERESNT-REIEFSNET,

Y4 O SHIBRSN =T34 X (Device Removed from Site) : 7 /31 2% A LB
Br3" 2355, Cisco DNA Center TiX7 /31 A SNMP #—/3_ Syslog #—~3, NetFlow =
L7 ZREDHIFR S EE A

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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R

74 zoasmtrose [

- BlBR Z N % T /34 XCisco DNA Center : 7 /31 A % Cisco DNA Center 7> 5 HIlBR L |
[Configuration Clean-up] = v 7 A" v 7 AN A T % & SNMP H—/3_ Syslog H—/3,
B L NetFlow = L7 X EIEILT /S A bHIBRS LV E T,

cBlDHA MZFEILI=T/54 X (Device Moved from Site to Site) : 7= & 211 ~ A H»
5% A FBICT A AEBEISE 5 L, CiscoDNA Center TIET 734 A D SNMP H—/3,
Syslog —/3_ NetFlow =2 L' 7 Z3EN, A FBICHIV Y TOHNIHEICES L b
i‘j‘o

cHA RFLARNJDEBEDOEY : 734 ZAOAHIEMEOKFENICH AR EICTT LT
X, T 20T ya=r T FRETUARNIREDERHT 7 2 a o OFITRIC
Py FT—IF AL AZEHENET,

T NA ADHIEFTREYE NG 2T 72 - TV D354, Cisco DNA Center?s = — 3 — 23t L 72 SNMP
BREWZ I L TT A AR TE T, T3 AMEREIWEE T X 204 CiscoDNA Center
Da—F = U7 SNMP EIEHEZ T NA AT v = LET, SNMPV3 O, =—
W —1Z [Default] 7 v —7 D FIZERR SN E T,

)

GE)  Cisco AireOS T /351 ZADHE, —FHED SNMPV3 /S 2 7 L —R|21E 12 ~ 31 LFENEEN
TWAHRERH Y F7,

INA A DA EMEDERTE

F A 2O AL, Cisco DNA Center TF /3 2 2SS 272DV BER Ry N T — 73
TEDR &2 >k LET,

N

GE) T3 2O AMHfEVEZ 50295 & [Device Controllability] _— VIZFE#E ST\ bd a7 A >~
TEWMETIIEEIL, T 0 AD NNV BRFE I FETRRCT AN, RATHESNE A,

T ZAO AL T 7 40 N THEMTT, 73 2O A2 FE TEMICT 213,
ROFNEZEITLET,

AT TN EEBCHDA=a—T (2% 27 Y v LT, [System] > [Settings] > [Device Settings] > [Device

Controllability].,

AT 72 [Enable Device Controllability] = v 7 R 7 A% A4 72 LE T,
AT9 73 [Save] &7 Vv LET,
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B 5 tozxzpzoss

A4t ARMEDRZH

VTN x2T R a— RT5H, £RET A A E T oY a = ST AR, R
a—H—F 4w 28K (EULA) ICRIETAMLERH Y £3,

)

GE)  cisco.com® 1 2 AR A EIERE L TRV, JICEDRTIC, [Device EULA Acceptance]
V4 RUTRET DL IICRDBNET,

ATy EEMICHLA=a—T A ar%27 U v LT, [System]> [Settings] > [Device Settings] > [Device EULA
Acceptance] DIEIZIER L £7,

AT w 72 [Cisco End User License Agreement] V > 7 %27 ) v 7 L, EULA Z itk £,
AT 73 [Ihave read and accept the Device EULA] F = v 7 Ry 7 A& A 12 LT,
ATY T4 [Save] 7 Vv 7 LET,

O — )
SNMP 7 O/\T 1 DETE
SNMP OFRITE XA LT U MDOEEHRTET D ENTEET,

1R BRI

SUPER-ADMIN-ROLE#[RZ Fi 02—V DAHN Z OFIEEZ EITT D Z N TEx£4, FEico
WTiE, 2—Y a—LOE (117 X—) 2R LT 7EE0,

I

AT EEBICHDIA=a—T A ar%27 Vv LT, [System] > [Settings] > [Device Settings] > [SNMP] DJIEZ
EIRLET,

ATV T2 ROT7 44—V REFRELET,

- BRITEE (Retries) : FFA SN DT A AEREOHRKRFATEE, ARRMEZ1~3 T, 774 /L
ME3 TY,

s [Timeout] : # A A7 U MI72 5 ETIZT NA A & Ot DFENL 23 A HFRIZ, Cisco DNA Center 234§
W3 2%, Aah7efEix, SHMRERECT1 ~300Td, T 74N MNMISHTT,

ATv T3 [RT%E (Save) 127V w7 LET,
ATY T8 (AT ay) T74NMOREIZRETITIL, [Reset] #7 U w7 LTHhE [Savel #7 UV w7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1cMP ping o« +—F it [

ICMP ping O 1 ~— 7 JL1{E

Internet Control Message Protocol (ICMP) ping 23H 2572 5 TV VT, FlexConnect &— R CH|
RREIRT 7B ARA v B H HYHE . Cisco DNA Center X ICMP Z i LTS5yl LicEns
DT 7B ARA L M ping ZFEIT L, BZEATREMLZBIL L £7,

WOFNETIX, ICMP ping & AT D HFIECHOW T L E T,

ATy EEMICHEA=a—TAar%27 1 v LT, [System]> [Settings] > [Device Settings] > [ICMP Ping] ®
NEIZZEIR L £
AT 72 [Enable ICMP ping for unreachable access Points in FlexConnect mode] = v 7 /R v 7 A% 4 2 LT,

ATvF3 [Save] 7 Vv 7 LET,

PP EAEFBRHOAP O — 3 VDETF

Cisco DNA Center TlZ, PnP HEAME(FD AP O35 LT, PnP ERFUZHEID HTH YA
k& C©& £9, [Configure AP Location] 7= v 7 /R 7 A& A N2 5 k Cisco DNA Center
iﬂ@éf%ﬂt#%F%MW%AETW@AP@%%ELT RELET, F=v IRy I A
% 4 712 LT84 1% [Configure Access Points] 7 —72 7 m—%ffffl L C, PnP & A H D AP
D5 % 7% TE Liﬁho FEMIZ DWW CiE,  [Cisco DNA Center User Guide] @ TAP Configuration
in Cisco DNA Center] #ZM L T 7230,

\)

GE) A HORREX, Day-NEAFIZILEA S EE A, Day-NIEHD AP DT 4 5% ET 511X
[Configure Access Points] 7 —7 7 u—%ZfiH L £7,

AT EEBIHDHA=a—T A ar%27 ) v LT, [System]>[Settings] > [Device Settings] > [PnP AP Location]
DNEIZZEIR U E T,

AT 72 [Configure AP Location] 7= v 7 Ry 7 2% A N2 LET,

AT9 73 [Save] &7 Vv LET,

A4 A—DBIEY—/I\DETE

A A— >@a4§4f~/<~i VTR 2TA A=V OREEREIELLET, Y7 =T A
A=V EREET DL OICRRIDDIE A A —VEEY—_"—ZHRIETEET, £/, HLL
BINENi=A A— /mh#~ﬂ—;1ouﬁm7ub:w% RECTEET,
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B -—vaEr—rome

ATy T

ATy T2

ATvT3

ATv74

ATy TH
ATvT6

ATy T1

FR—=FENTVDHP—S—DFEAMZ OV TIL, Cisco DNA Center FHEHE A K D hE v 7
(R 7Ty TH—_"—FEM) 12D AT — 2NNy 7 7 v T O —N—8] &7
varvEZBLTIEIN,

EEBIZHDA=a—T A ar% 7V v s LT, [System]>[Settings] > [Device Settings] > [Image Distribution
Servers],

[Image Distribution Servers] 7 1 > K7 T, [Servers] #27 U v 7 LE T,

[Image Distribution Servers] 7— 7 /WZiE, A A —VEUEY—/N\—DH A h, =—WF—4_ SFTP, SCP, ¥
KO CB T DR RSN E T,

[Add] Z27 UV v 7 LTH LWA A—TBET— 2B L ET,

[Add a New Image Distribution Server]slide-in pane 23 #/~ 3L E 77,

A A=VEMEY—ZHONT, ROERZHEELET,
 [Host] : £ A—VEUFEH—"—DHRA NG EIZIP T RLAZ AN LET,
* [Root Location] : 7 7 A WEREH DOIEFEL— T 4 L7 R,

GE) Cisco AireOS VA YL RAay ba—F OFE,. BHEINT-NAN 16 XFEZBxHE. A
A=V ORGEITRBLET,

s [Username] : 4 A —VEMEH —N—~DOur 7 A fEH N 2——ZE AN LET, 2—F—4
Wi, == E¥NL— b T 4 L7 R VKT 25 AR /EEARERNDLETY,

s [Password] : A A—VEEY—N—~oOua 74 FEHIND AT — K,
[R—=FEF]: A A—VEMEY — "= ETINTNDLIR— FEFEATILET,

[Save] #7 U v 27 LET,

—HDOIA XYL A ba—FDIHANA—=Yar DY 7 b7 T, SFTPORFE R E LTIV

(SHAI R—ADKE 2 L) LR —hZR Tz, CiscoDNACenter TV 7 b7 =7 A A—T D

BHROUAVY VAT Va7 TV AOREXAITIITIL, VAL Rary br—77v50 SFTP ##12% L T

SFTP A#aE— REHMZTHMENH Y 77, Cisco DNA Center @ SFTP H—/3—"TlE, 5\ H5E D

FAR— N ZRKIHME T RAICHAENCT D ENTEET, BB SEFFITDI12E, LF2ETL

e

a) SFTPH— "—DIP T RLVADRRIZH D [i]| T A 22—V Vv EEDE, [Clickhere] %7 U v 7 LE
R

b) [Compatibility Mode] slide-in pane T [Compatibility Mode] F = » 7 7R v 7 Z &4 (2 L CTHIM (143~ 90
H) #ZALET,

c) [SavelzZ Vw27 LET,

(EE) REZWET DT, FET DA A—VEE——DFRIZH D [Edit] T4 2> %27 U v L,
MBI AT ->C [Save] 7 U w7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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pop 731 Ao aEME [l

AT T8 (LE) A A—VEEV——%HIRT AT, A A —VEEY——0OICH D [Delete] 714 2 %7
Vw27 L, [Delete] 27V v 27 LET,

PnP T/\ 14 REFRI DAL

KOFINETIE, T, ZATHAZAINT 2 HEZOWTHIILET,

ATy EEMICHEA=a—T A ar%27 1 v LT, [System]> [Settings] > [Device Settings] DIAIZZIR L F
bd‘o

AT 72 [Device Settings] Kz 7% 72U & k5 [PnP Device Authorization] % #4R L £,
(G¥) T 7 F) R TIE, T A TEIRICEHTF TS NET,

AT 73 [Device Authorization] = v 7 R v 7 A% A NI L TT A ATHAZHNILET,
ATy T4 [Save] 7 Vv 7 LET,

FINARTOVT DR

Cisco DNA Center Tl —W—Z L XAV —=RKODAX LT 0T Ml CE£94, DAX
LAT7a T ML TCT AL AT DERENET DL LI, Fy NT—TNOT /A R
R CTE F9,

A2 LTOVT FOER

RTY TN EEMICHDHA=a—T A ar%27 1 v LT, [System]> [Settings] > [Device Settings] > [Device Prompts]
DN EIRN L £7,

[Device Prompts] ¥ « > R 723 & £97,
AT 72 [Create Custom Prompt] %72 V v 27 L£7,
[Create Custom Prompt] A 7 A KA A UHRRHE £,
ATV T3 a—W KOOI AZ LT v T NEERT DT, ROFIEEZFIATLET,
1. [Prompt Type] K2 v 7 & 72U A2 kb, [username] & EE4R L £7,
2. [Prompt Text] 7 4 —/L N{Z, EHEIH (Regex) TTF A MEANLET,
3. [Savel®Z7 Vw7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B = xm0 v o7y TREOMA

AT T4 NRRAT—RODALZ LT a7 S EERT DI, ROFINEZETLET,
1. [Prompt Type] K> 7 H 72U X h)rb, [password] Z i8R L £ 7,
2. [Prompt Text] 7 4 —/L FIZ, IEFFEH (Regex) TTHFAMZANLET,
3. [Save] &7V v 7 L%,
GE) [Device Prompts] 7 « > RUIZAAZ LT a7 "RERINET, 22— —Z L XAT—FD
HNAZLT T N 8 OETIERTEET,
RTYTES WAZ LT T N BERNEF TR v 77 R Rry T LET,
GE) Cisco DNA Center X, #AZ L7 a7 MOEFEZMiR L, Va7 hear~vXEDfEE L
TTARA AW LET, O IAZ LT a7 NOBEENEL 2D £,
ATYT6 WETAaLE 7y LT, WAXLT 0T NefmELET,
ATV T WAZ LT 0T NellRd 212, HIlRT A 202270 v o7 LET,

G¥) 22— —ZDOTa T NENRART—=ROT a7 ML, —BEOEREFRNMVETT, RLE
TP OERBRREZERT D &0 T3 A TRIAFOMEN A L ET,

FINA RHEHD Ny O Ty TREDHE

Cisco DNA Center |Z, 7 /N1 ADFEATHERDOEMN NNy 7 T v T E2FITLET, Nv I T >
TOHRFE, TR AT EIRIETE DR R 7 OB A EBRTE £,

\}

GE) + [Daily Backup] : Cisco DNA Center |%, f#HF# 11:00 (UTC # A LY —2) IZFETTH K
AT a— NV ENTZBERENNY 7T v 7 H#FTLET, 207 at A9, CiscoDNA
Center|%, FM&RIZT /A AMERLDIEDTONTZRFRD L A DAZ T L ?N%X%W

T —HATINTRERDF A DAF T HWELET, ZOENRODEBIDH5E
TN ARERDT — A THRFEITENET,

ANy 7T w71, MRS I T o TINAT Y 2a— L ENTWA BIZIEETENER
Po

* [Weekly Backup] : Cisco DNA Center |&, i HIEH O 11:30 (UTC Z A LY —2) |
FITTHEICAT V2=V ENTHBRENY 77 v T HFTLET,

AT TN EEBCHDLA=a—T (2% 27 ) v 27 LT, [System]> [Settings] > [Configuration Archive] % R L
£7

AT w 72 [Configuration Archive] 7 1 > K7 T, [Internal] ¥ 7% 7 U v 7 L %7,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT 73 [Number of config drift per device] K2 > 7H D VA NE7 Y v 7 L, T AT LIRFT DR NY 7
h O AERINL £,

TNARAZTLIZT~50 DMK R 7 b2 RAFTEET, RFSNDOMIFY 7 FOEFHIIZ, T34 2D
TARTOT USSR EENET,

GE) T 74N ETIE, T AT EIRFEINDHE RY 7 FO¥kiE 15 TF,

ATFYTd Ry T o TOREERLET,

BIR L=y 7T v 7OHRKL, v bU—7 2R &7z Cisco DNA Center 7 7 A X DX A LV —\C
HoxFET,

AT9 75 [Save] 7 Vv 7 LET,
Ny I T o TE, ArPa—VLERIZT VT AT 48y 2 —CERRTEET,

1

ATYT6 [External]| ¥ 7% 7 U v 7 LT, T/ AMERAE T — 04 75 D7D DI — " —Z AR L £, FEA
ONWTUL, T—=HA T T3 AR DI — =Dk (61 ~—2) Z2ZMLTIZENy,

(R

AR ~ - ﬁ RS -

T—hA TT/N RAERFADONE T —/N\—DHERL
FNRAADFEITAL T 4 X alb—2a a2 T —hA 7T H20ODO SFTP — — %4k T
xFET,
HFAR—FEINTWVBT—N—DFEMIZONTIE, Ny 7T v 77— "—DFf: (1592—)
O THE(LT =2 Ny 77 v T O — =8| v a2 L TIEEN,
IR BRI
Y —/3—"C SSH, SFTP, SCP NHMNI72» T\ D I L MR LET,

AT EEBCHEA=2—T (2% 27 ) v 27 LT, [System]> [Settings] > [Configuration Archive] % &R L
£

AT 72 [Configuration Archive] 7 « > R C, [External] ¥ 7% 7 U v 7 L%,

AT 73 [Add] #7 VY v 7 LT, [External Repository] ZiEJ1 L £ 7,

G®) BINTE % SFTP H—/3—(3 1 2721 T,
AT w74 [Add New External Repository] A7 A KA >4 T, IROFEMEATILET,

a) [Host]: RARDIP T KL AZ AN LET,
b) [Root Location] : /b— k7 + VLZ DT E AT LET,

G¥) « b= R DB O S ZBFE S A TR ANATHD Z & 2R LET,
S — R —= DL — FOGFNIZETH L MERDH Y £,
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B /svr7rexs—

¢) [Server Protocol] : SFTP H—/"—Da—H—4  NRATU— K K- FESEEATLET,

d) [Backup Format] Z 3% L £,
*[RAW] : Ef72 7 4 Fal—ra B IXTARINET, T X TCOMEREL Y7 A <—Fh
REX, NI T v T T =2 T RAIfERINET, NATU—FKEANLT, Nv I T v 777
ANEay 7 LET,

G¥) 7 7 A )LDI/RA T — K Cisco DNA Center (IR FEENFH A, SFTP YV —R—FD7 7
AT 7B AT HIT0E, RATV—=REZREZ TBLERLY £1°,

[Sanitized (Masked)] : SET2 > 7 4 o b—a VOBEHRE L 77 A X— FEEDFEHN~ AT
SINET,

NAT— RiE, RAW Ny 7 7 v 7ER 2RI L GAICoARmEH I NNET,

e) NI T TV A I NEAT Y 2— L LET,
Ny T v TORM, WEl, 24 L= BEONRNY 7 v 7O IKLERE AT LET,

ATv TS5 [Savel 27 Vv 7 LET,
AT w76 SFTP — N—DFtM A RET D121, [Action] FIDOFRERZ 27V v 7 LET,
AT v T 71 SFTP —_—ZHId 5120, [Action] D FIZHHHIBRARZ 227 ) v 7 LET,

HS5YRFHERF—

Cisco DNA Center (Z Cloud Device Provisioning Application /N> 77— % A4 V' A h—/L LTz b, 7
TURT IV EAX—2BETEET, VAT LTIE, HEDOI7 70U RT 7 EBAX =NV HR— b
ERNTVWET, &£F—F, TOIZ TV RT 7 BAXT—2HEHL TRIBENRTZAWS £ 7 T
N2 I7FXxDar AT FNERIZ) Y =22 TXTCELMEJOI FZU RTa 77 AL LT
fEEnEd, 770 FT7 7 8AF—%2BMNT 5L, AWS VPC A X2 b UIREED BB
NI H—ENnES, TNV TV RT7EAF—D VPC A X2 b IETHRE S Y vV —
AINAWS A 7T AT 7 Fx THESH, CSREBIV YA YL Rartue—7 0r 7y
R7rbya=r 7 TCRRLTEHTEET,

18 HHIIZ

« Amazon Web Services (AWS) Y =BT 7B A% —1ID & WE#EHAZRELET,

cAWS~—47 v h LA ATCSREIZ VAV LRy bu—F ®IITHREL, ¥—F v
R)—Ta DA A=V ID #HERLET,

¢« AWS TO HA 7 = — /LA —/"—FFZ CSR THEHTHF—XT28ELET, £DY —
aryOCSRETu Y a = T AL, ZDOXF—XT DO4HRi% Cisco DNA Center O
UARPLEINLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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*« AWS TO HA 7 =— /LA —/"—FFIZ CSR TIHEATHIAM B — V24 E L E7T, CSR %
Tubla= VT AL, 20O IAM 2 —/L% Cisco DNA Center D U A k7538 L E
j—o

« Cisco DNA Center & AWS O™ HTTPS REST API #/ L7-@8EICfEHTA2 a3
ELET, 7aFTORE (79 3—) Z2RBLTLEE N,

+ eNFV 77U @ Cloud Connect §3EREBEIL. Cloud Device Provisioning Application /X v 47—
VERNRIERAT L Z E THMNIRV T, 2Oy —UlE, 7 7 4/ kTl Cisco DNA
Center DFEHEA L A F—/MIZEHEENTNER A, HE BT —N=nE Ry =V kXD
Y= FLTA VR h—AFBURERH Y £F, FEMICOVWTIE, 77U r—va v DR
BoOF T = REAL A= (114 ~—2) ZBRLTIZIN,

ATy EEMICHEA=a—T A ar%27 U v LT, [System]> [Settings] > [Cloud Access Keys] DJIEIZIER L
£7,

ATv 72 [Add] %27V v 7 LET,

AT 73 [Access Key Name] Z# A7) L. [Cloud Platform] 2 K2 v 7 & 7 U A R BH@EIR L E3, AWS 22V —)L
B EUE L 72 [Access Key ID] & [Secret Key] # A L&,

AT 74 [Save and Discover] &7 U v 7 LE7,

RDEZRY

VS RT VAR —FBEMTAE, AWSVPC A >y MY INENBEIMIC R H—&
NEJ, 797 K77y b7 —5EDORMNIZIIELG DY 9, A 2 b UIEER,
T 74NV OB TEITT DI IICAT Y a— L ENTWVET,

« 7T RA R NVBEENEFIZSE TT 5 L. [Provision] £ 2 ¥ 3 > @ [Cloud] % 712,
INE L7 AWSVPC A v XU M DE 2 —RNFKRENET,

A\ ) =
BaHERE
BEMMGEE (V) T, FERT A AT =FIIKHT D, T3, AMREOTREEZ T PH L
RWVERETEDRMEZ R L ET GEUT258) o ZORMIE VA3 TS AR
D ARIER T ORI 2 KIGICERET 5 2 & C, BEORELR/IRICIMZ 52 LI2H Y F

RS

)

GE) ZDY Y —ZTiL, IV TCiscoDNA Center IZ7 v 7 a— RENZY T F T 2T A A—TDHK
EMHRET = v 7 BFIT L ET, BEMBRIET = v 7 2F(TT 572012, IV —E X E,
Known Good Value (KGV) 77 A/NVZ T v 7 a— RTAHULERHD FT,
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SRTLEEDER |

KGV 274 ILDT7 v 7B—F

X 2T 4 OEEEERMT IO, BEEN ARV 7 M =T E2FETLT0DH DL
LTV RATNA ZAERGET D HERH Y £7, BUE, Y RAaT7 A AL, HiERv A2y
TR 2TE2FETLTOENEIDEHUNTHDOEREAL L BB /A, IV T,

WESNIA A—VEENET — 222 23 7 v =27 DKGV LT 720D AT L%
HHLET,

VAL, FDEL ORGLO KGV NEENDKGV T—H 7 7 A NV EARBIORITL T
¥4, ZDOKGV 7 7 A /VITEHED JSON A THY, v AL ->TEL SN, o7 7 A

WELBIZHE—DKGV 77 A AN RVEN, Y A3D Web A FMBAFETEET,
KGV 7 7 A /UL, ROGFTZEH I THhET,

https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco KnownGoodValues.tar

KGV 7 7 A MZIVIZA Vi R—F &, Ry NI =27 F 34 205845 L2 E MO RIE %
T A OIEH SN ET,

\}

GE) TS AESGEOREMIT IV ISR S, IVNTR2IHEH SN ET, IV & cisco.com DfH
DOHHGIINEH D FH A, KGV 7 7 AV EHRESNTZBREICZT Xy v 7k L, IVICE—
FTE £,

1R BRI

Wi

SUPER-ADMIN-ROLE #[R & Ff > — WV DOHN Z OFNEEZ EITT D Z N TEE9, iz
WTIE, 2—% a—LoE (117 2—) Z2ZRLTEE N,

AT EEBCHHA=a—T A 2% 27V > 27 LT, [System] > [Settings] > [External Services] > [Integrity
Verification] DNAIZEIN L £ 7,

RATY T2 BEOKGY 7 7 A WEREMHERLET,
* [File Name] : KGV tar 7 7 A /L D4 i,

s [Imported By] : KGV 7 7 A /L% A > 7"— k L7z Cisco DNA Center = —%'—, HEIZFX 7 m— KX
NA5%E . X [System] T9,

* [Imported Time] : KGV 7 7 A /L3 A AR — b SHLTZHFZ,

s [Imported Mode] : #— ANV EZITVE— FDA VR — FE— K,

* [Records] : LF I N7z 23— R,

* [File Hash] :

« [Published]

KGV 77 ANDT 7 A/ =y,

:KGV 7 7 A VDFAITH,

ATV T3 KGV 77 A NVEA R— T B2, ROWTHLOFNEEFETLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT4

ATy T5
ATv 6

ATy T1

ATvT8

kev 77107y 7n—F ||

*KGV 7 7 A V& a—/WZA »R— b9 5I21E, [Import New from Local] #7 U v 7 L ¥7,
* KGV 7 7 A /L% cisco.com 2> 54 > AR— b3 5IZ1%, [Import Latest from Ciscol 7 U v 7 LE T,

GE) [Import Latest from Cisco] 7' 3 » TlL, 77 A4 7 U+ — VR ETLEH Y £ A, 72720,
T AT AR TTICEE SN TWAHEETL, https://tools.cisco.com ~DEHGED A % Bl < &
b ET,

[Import Latest from Cisco]l &7 U v 7 L7234 1E, cisco.com ~DEER M T, D KGV 7 7 A Vv H
FAYIZ Cisco DNA Center (21 AR — F S E T,

() https://tools.cisco.com ~D ¥ F = 7 72 #z#i (%, CiscoDNA Center & Z D7 X (FlEltE v 7 v
THRCERE SN2 E) \CBMM SR EZ M L TiThivE 7,

[Import New from Local] #7 V v 7 L7354 1%, [Import KGV] 7 4 > RUNREKRINET,
ROFIEONT N EETLTr—H A VR —FLET,

e 1 —H/)VKGV 7 7 A V% [Import KGV] 7 4 —/V RIZ KT v 77 RRey 7 LET,
* [Click here to select a KGV file from your computer] 27 U » 7 LT, ZEHOa L Ea—% EOT 414
6 KGV 77 A VERIRL 9,
« [Latest KGV file] Y > 7 %27 U w7 L, IO KGV 77 A NVEX 7 a—RLThb, TO7 7 AL
Z [Import KGV] 7 4 —/V RIZ KT v 77 RRry 7 LET,
[Import]) #27 V v 7 L £ 7,
KGV 7 7 A /U3 Cisco DNA Center |21 >R — F &L E 7,
AUR—=IPET LIS, GUI THAIED KGV 7 7 A WERERGEL ., 7 7 A VDEH SN2 Z L 2R
LET,

IV (X, Cisco DNA Center 23&B S 41 T225 7 HZIZEHEET D KGV 7 7 A /L% cisco.com 726 ¥ AT AT HE)
icF e —RLET, HEIF U e —REI7THZ LIS ESNET, KGVZ 7 A vEn—H Ly AT
LIFETH 7 m— KL T, CiscoDNA Center IZA1 V' R— T D52 b TEFET, 2&20F, &EHIZ

FLWKGV 7 7 A BEHAFEEIC/RD, BE ¥ rrn— RN 7HIZE (HEH) (T d%HEE. F

FHTH - R TEET,

KD KGV HENWF U v m— FERPARRSNET,
* [Frequency] : HEIZ 7 > m— ROMEE,
« [Last Attempt] : KGV A7 ¥ 2 — T BIRHKIZ b U H— S L7z,
s [Status] : KGV A7 V2 —F OREDBITO AT — X A,
* [Message] : AT —H A A vE—,

GE) WHDKGV 7 7 A NEA VR— T 5L EC2T=RAOM- T HEE, =7 —AvE—
URERINET, ZOTT—A v —VIIEBEOFHEICHRIND L O £ LT,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SRTLEEDER |
B rrecxez—srone

RDBERY

JEHIO KGV 7 7 A W& A w7 — | L7z b, [Design] > [Image Repository] &3 LT, o
R— b &Njod A=V OBE L TR LET,

)

GE)  FTTIAYFR—FSNToA A=V DBBEERREAT — X A (W E 71X ThoHGAIT.
KGV 7 7 A WA »iR— b LT 2h % [Image Repository] 7 4 > KU CHERCTE £, S HIT,
FRDA A=V A HR—=FThH, HLLT v 7 e —KLEKGVZRIEDT-DIZBR L ET X
YT H5EE)

P7 KLAIRAKR—VYDHRTE

Cisco DNA Center Z#/ 5BIP 7 R L A~ F—V % (IPAM) ElET DK OICRETE £,
Cisco DNA Center ZffifH LT, IP 7 RL A7 — LOIERL. 7. FI1ZEIB%21T 5 &, Cisco
DNA Center 3% DI %2 4458 IPAM IZ5E L £,

1R BHEIIZ
SEIP 7 RLASF =Ty BNy T v 7S, BRELTWDHZ Lafd L ET,

AT EEBCHDA=a—T (a2 %27 Y v LT, [System] > [Settings] > [External Services] > [IP Address
Manager] DJEIZEIR L £,

AT w72 [Server Name] 7 4 —/V KIZ, IPAM ——DLHi# A LET,
AT w73 [Server URL] 7 4 —/V KiZ, IPAM % — X—®D URL £72(XIP 7 L A& A LET,
FEAENZ OV —R—ZH L TREESN TV RN L2 RTEET M av b Ay —URERENET,
EHEGEIE A IPAM DO EEA VR — R 951213, ROTFIEEFEITLET,
a) BETAMarvE7 ) v LET,
[Certificate Warning] % 4 7 0 778 v 7 AREK RSN ET,
b) FEHEZEORITE. YU TAES. BLXOAHIREZHEZELET,
c) BEWMMNPELWEAIE, F=v 7Ry A% 27 Y 27 LTCiscoDNA Center IZEL B IP T KL A~NDT 7
ERAEZFHFAL, BETERVIEHEZEZER TX SFEHFITBEML £,
d) [FFA (Allowed) 1227 VU > 27 LET,
AT v 74 [Username] 35 X U [Password] 7 4 —/L RiZ, IPAM 1 7 A U 1E#HAE AN LET,
AT w75 [Provider] 2 v 7 XY A RN T RN, X —ETERLE9,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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webex iz 0%z [

G¥) [BlueCat] & 7' m /3 A X & L CEBRLIZGEIT. BHDO2—H—{Z, BlueCat7” RL A~ H— %
@AHT??Xﬁﬁﬂéhf“é:k%ﬁ%biﬁo1Aikﬁ@ﬁ@l%f%@Am77k
RET D HEICHETEMOWVWTIL, BlueCat D~==27/LZZRL T IFEN,

Cisco DNA Center ZH {5 RALPIAZEHE (FIPS) E— R BlueCat & #4815 121%. BlueCat 9.3.0
PEALET,

ATYT6 [View] Kevy7H oA RNL, T74/VEDIPAM £ NV —27 Ea—%3IRLET, HEHE 22—

ORESNTVDHE, [default] DAY Fry FX T VA MIERENET, X2y PV =7 Ea—7
IPAM TIERS &, IP 7 RL A —AparTFF e LCERENET,

ATy TT1 [RT%E (Save) 127V w7 LET,

RDBERY

FERAENIEFICIBIN SN 2 & 2 MB35 I2iE, [System] > [Settings] > [Trust & Privacy] >
[Trusted Certificates] (2@ L £,

)

GE)  ERCTZ2EHETIE, EAFETY— F—=7 s OEETE 5 EL LTSRN ET,

[System] > [System 360)ICBEEI L, AEBIP 7 RL A~ 32—V v iRENIERICTET L2 2 & & H
IJAL4 Li—é‘

Webex #i & DX TE

ATy T

ATvT72
ATvT3
ATvT4

ATy TH

ATvT6

Cisco DNA Center {X7 7 A 7+ k 360 O Webex 2t v g U EMAREEL £,

EEBICHIA=a—T A a%27 Y v 7 LT, [System] > [Settings] > [External Services] > [Webex
Integration] DIEIZER L E 7,

[Authenticate to Webex] #27 U v 7 L ¥,
[Cisco Webex] Ry 77 v 77 4> RUT, BFA—/LT KLAZANL, [SignInlZ27V v7 LET,
NAT—RKEZADL, [Signln)| 227V v 7 LET,

Webex FREENIERIZFET LET,

[Default Email Domain for Webex Meetings Sign-In] ¢, Webex = —%—D&E 1 A —/L KA A % AJJL. [Save]
27V v LET,

Webex B A A IMMEEEICHEN S, FAAS V2T 23~ ToOx—V—naie T LD 25
ZILIZ) TEET,

({I:E) [Authentication Token] T, [Delete] Z2 U » 7 L T Webex saEZ HIBR L £ 7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



SRTLEEDER |
B ropxms-Teams 5 ot

AppX MS-Teams #i & D& Rk

TIT 4749 B L. CiscoDNA Center D7 7V r— 3360 X v 2R—RET T4 T
K360 4%y aR— RIZHEGEGEA MY v 7 ERBFRINET,

1R B HEIIZ

BPEMEIR & 15 S 72 Microsoft Teams 7 4 7 > s BSMLBEE T,

AT EEBCHDA=a—T a2 % 7Y v LT, [System] > [Settings] > [External Services] > [Cisco DNA -
Cloud] DNEIZEIN L £ 7,

RATw T2 [Region] K7 XU 2 ko HEOHEZ IR L £ 9,
ATV T3 aTAarEs Yy L, LRTTHBE LT, [AppX MS-Teams] Z B} £,
AT w74 [Activate] 27 U v 7 LE7,

[Cisco DNA -Cloud] 7 « > RDIZU XA L7 hSILET,
AT T8 [CiscoDNA-Cloud] 7 4 > KT, IROFIEZFETLET,
a) cisco.com 7 7' A U EH A H L T [Cisco DNA - Cloud]https://dna.cisco.com/IZ 7 74 > L £ 97,
cisco.com B 7 A MEWNBLWGEIL, AT 2 LN TEET,

b) [Activate application on your product] 7 4 > R T, [WEZr—V 27 %7 ) v 7 LT, IROFIEZFAT
l/ i ‘é—c

« [Sign in to your account] 7 4 > K7 C, Microsoft BHH D1—H —4 L /X2 U — K& AJJ L. [Sign
In)z27 Yy 7 LET,

o KGR (Accept) 127 Vw7 LET,
c) [Activate application on your product] 7 « > RV T, 7277 4 7L T HHMA RN L, [Next| 227 VU v 7
L/i‘j—o
LWL 2 BT HI21F, SV 2% 270y 27 LT, ROFIEEZFATLETS,
* [Host name/IP] 7 « —/L RiZ, WO IP 7 KL AZ A LET,
s [Product Name] 7 « —/V RiZ, ®EOLRTEZATILET,
* [Type] 7 4 —/V RiZ, ®ED & A T2 ANTJLET,
* [Register] #27 UV v 7 LE 7,
d) Cisco DNA - Cloud 7% Cisco DNA Center & HEIFJIZFIHI L £7°, Z D, [Choose the Scope for your Cisco
DNA Center] 7 4 > RUIZU XA L7 hELET, [Next] %27V v 7 LET,
e) [Summary]V 4> FUT, REXMHRALET, EHETAHICE, [Bdit) 227 Vv 7 LET,

f) [Activate] %27 UV v 27 LET,
Cisco DNA Center (ZFHFONY XA L7 h&nET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco DNA - Cloud % & L 7= AppX MS-Teams i 04 ]

G¥) WA IET 7T 4 7T D0, AppX MS-Teams 7 7'V r—3 a U in L EEGRERT 556
L. Cisco DNA - Cloud % fifi F§ L 7= AppX MS-Teams #t & DL (69 =*—3) Z&M L TL
TZE,

Cisco DNA - Cloud % {#F L 7= AppX MS-Teams #i & D&

ATy T

ATy T2
ATvT73
ATy T4
ATvT5

ATv 76
ATvT1
ATv78
ATvT9

ATv 710

WOFNEZFH LT, Cisco DNA - Cloud #—E 2 &M L7=F /34 A2 TO MS-Teams Hi D A
T =B RAET VT 471, FET 7T 4 T4k, FRiiF v LET,

1R BRI
IR EMEIR & 7 5 S 72 Microsoft Teams 7 7 7 > b BLEE T,

cisco.com 1 7 A L& % L T [Cisco DNA - Cloud]https://dna.cisco.com/{Z 2 74 > L £,
cisco.com 1 7 A NMERB RV E T, AFT 52 EATEET,

FEEBIHDA=a—TAarves7 )y LT, PIUr— 38R,
[Region] K v 7 XU X kit HESOHUR 28I L £7,
TAaryEr7 Y v7 L, ARICHRFEL T, [AppX MS-Teams] & Z21F £7°,

[AppX MS-Teams] & { /LT, [Activate] &7 U > 7 LE ¥, #EMIC OV TIE, AppX MS-Teams it 3 DOk
(68 ~—) ZZMLTIZSN,

R T 7T 4 TSN b, [Exit] %27 Y v 7 LET,

Applications] 7 1 >~ R7IZU XA L7 FEET,

AppX MS-Team] % A V%7 U w27 LT, [App360] 7 1 > RUICFEMEFRRLET,

(A7 ar) [App360] 7«4 > RunbilihazT 77 4 74 5121, WO FNEEZFEIT L £,
a) [Product Activations] 7—7 /L C, [Add] =7 UV v 7 LET,

by 77747t THRMAERIRL, Next] %27 U7 LET,

G¥) —FEICEE ORI A EIRT 5 Z L3 TEEH A,

[
[

¢) [Summary] V> RUT, REXMRALET, BRI DL, [Edit) 227 U v 7 LET, ZhLSo

Lald, [Activatel 227 U v 27 LET,
(A Fvary) WazIET 77 40 7T 5I10%, ROFIREZFEITLET,

a) [AppX MS-Teams] # A /v& 27V v 7 LET,

b) [ProductActivations] 77— /LT, T 7T 4 LT AWM ORIZH AT = v 7Ry 7 A% F T LE
ﬁ‘o

¢) [More Action] K& > 7% 72 1 A~ [Deactivate] 28R L £,

d) #EE T > RO T, [Deactivatel 27V v 7 LE T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SRTLEEDER |
. ThousandEyes DA DIERK

ATy TN (A7 a3 ) AppXMS-Teams 7 7'V & —3 a3 Vi bR OB AR 51213, RO FNEEZETLE
j—o
a) [AppX MS-Teams] # A /%27 U v 7 LT, [App360] UV 1 > RUIZFEMAER R L E T,
b) EHDOA=2—/3—T, [Viewalldetails] 7 V v 7 LE7,
[Details] slide-in pane N FE/R IAVE T,
¢) [Disconnectnow] #72 U v 7 LET,

ThousandEyes D #i & DIERL

#1355 ThousandEyes API =— 7 = > | & #5795 K 9 |Z Cisco DNA Center 2% L T, FaE b —
7 > %A#iH L T ThousandEyes DFEA % AN TE £J, A, Cisco DNA Center (X7 7V
=3y ~NVA K 28— RIT ThousandByes =— 3 = b DT A M T — X Z8fk L ¥
j‘o

ThousandEyes & # BEHE Xt 5 121X, 7734 A|Z ThousandEyes =— 3 = > k& JRBH 3 5 BRI
[Provision] > [Network Devices] > [Inventory] 7 — = /L' ® [Device Name] & RO =— = > AR
A NERET DULENRHY £,

1R BRI

Cisco Catalyst 9300 35 L 100400 2 U — RAA » F o HAH— kT 57TV r—ra v RAT (v
7' % 4 L ThousandEyes =— = > &2 BB L7 Z L 2B L £,

ATy TN EEMCHEA=a—T A ar%27 1 v LT, [System]>[Settings] > [External Services] > [ThousandEyes
Integration] DJIEIZER L £,

AT w 72 [Insert new token here] 7 4 —/L RiZ, §&FEh—27 v &2 AL E T,

G¥) OAuth X7 7 — h—27 %5 F 5 121%, [ThousandEyes] ~— I E) L £ 7,
https://app.thousandeyes.com/

ATv 73 [Save] &7 Vv 7 LET,
ThousandEyes 23 20272 > TWE T,

ATy T4 (K7 ay) [Delete] #7 Vw7 LT, OAuth X7 77— h—7 U ZHIBRL 7,

— N N N _n,l_l_l

TNV A DEEE
Y= RXOMBED N T TNy a—T 4 U TR T HT=HIZ, Cisco DNA Center —E 2D 12
TV B BB TCEET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATy I

ATy T2

ATvT3

Fnvrnsonz [

B LI EST, B 77 AN TRy Ty INDT—FXEREWVET, &7 LUt
BHTT, 20, HFLMTE, BESNTE VAL EDO L~V TAER SN T — 203 H
L, TRTEENET, 2L 2E, B2 LUL % [Info] ICRET H &, [Warn] 3 & O¥[Error]
7 bX v Iy ENET, LVELDOT—FEF Yy TTF ¥ LT, BEO NI TNV 2a—T 4
YISO L Y ICe T LNV ERET A EEBEID LET, e xE S LUV
T52ET, KL OTFT—%%EXy7F ¥ L, BRAKRKRGHTE/ZIZRCA VR —F7 7 1)L
THERTED L9170 ET,

P —ERADOT 7 4V hOa 7 LoYUITIEERIE ((Info]) NEFENTWET, HHREMENS
Ou gLk SEIFERe LU ([Debug] F720% [Trace]) (CEE LT, XV EEfeE
HREXY STy TEET,

|

BRI D ATREMEDS & DT D Z A 712 L - TE, [Debug] L~VEL ECINE STz w 7 TT
7B AZRT D 0ENH Y £7,

GE) v 777ANVDBERR S5 & Cisco DNA Center 78 A ks DO— LR FTICARTF S, GUI THEoR
SNET, ZOEFTH D, CiscoDNA Center [X, GUI ([System] > [System 360] > [Log Explorer])
TrRJZBELTCERTEET, v /L, BE2 O =V iIcoRAFEHTEET, 2 HUE
B L7cw 71, Zo%fro BEICEESNET,

1R BHHEIIZ

SUPER-ADMIN-ROLE R Z Ff o=V DAN Z DOFIEEZEITT D2 N TExE4, FFEMico
WTIE, 2—% m—LofisE (117 2—) 2R LT EE,

1|

EEBCZHDA=2—T A% 27U v LT, [System]>[Settings] > [System Configuration] > [Debugging
Logs] DIEIZER L F 77,

[Debugging Logs] 7 1 ~ RUNFRSINET,

[Service] KRy X7 A MPLY—ERAEZRRL, O 7 LV ERHELET,

[Service] Kt v 7 &7 U A MZi%, HIfE Cisco DNA Center [ZF%E S, FfTH OV — ANFRENE
j—o

[Logger Name] # AT L E T,

ZHUE, mX T LAYl A =V ENNT LY T Ny =T a =k NEET 57201
BIMESNT-mERBETT, ZOBREZEHATIEIT., +oEELTLEIY, ZO#EZEHATS L.
T =NV Y R — F O DITHBEREFERBP KON D ABEENRHV 9, v A vbE—Vid, ZITHEES
niaB— (Ror—2) IZXLToAEZIAENET, T 740 8 TIE, 7B H—AIZILcom.cisco Tl E
HNRr—UNEENTOVET, BIMORy =130 o~ RKUI0EE L TADTE £9, PRANCEH
IRENTWVARWRY | F7 40 MEZHIBR LW T ZEW, *ZEAT5L, TXToORyr—vnne
JiCisEk I nE T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B < ro—vosrRsmRonE

AT 74 [Logging Level] KR v 77X 7 UARNT, H—EADFH LV L-LEEIRL ET,
Cisco DNA Center TIIIRD 1 7 L~L)3 PR — F I TWET GEIZLLT., BEIE)
o [Trace] : hL—ARX v E&—
« [Debug] : TNy T A yE—T
* [Info] : IEH TN HEVRIEA v —
o [Warn] : #&EIRERA v —

s [Error] : =T —JREERX v —T

ATw 5 [TimeOut] 7 4 —/L KT, a7 L-ULOWIEZIBIRL £,

17 LoV OIR & 15 5 AL TROE L3 (~IERIR) WM 2 BHIRICIEE S 256, P T 7via—
TAVITEERTETTHONE, 7740 or 7 b~z vy MO0 ERH Y £7,

ATYT6 BRNELHEL, [Save] &7 Vv 27 LET,

2y 7= OBEREARKRDERE

[System] > [Settings] > [Network Resync Interval] DJEIZEERT D L, 7 a— L L~yL T3
TOTNAADKR—Y T RIEEZEHF T ET, £7-. [Device Inventory] ZHefR§ 5 &, T/
ARV THREDT NA ADR—Y o VHFEZEH TEET, [Network Resync Interval] Z fifi
ALTR=Y IR EFRETH &, EOfHN [DeviceInventory] 8 — U > ZIMRE LV HEL
SINET,

18 HHEIIZ

* SUPER-ADMIN-ROLE #[R & Ff o2 —V DLN Z OFEE F(TTHZ ENTEET, M
IZOWTIE, =2—% m— L OfE (117 2—) 2B LT FEN,

]

c AN R YT AN DD T E MR LET, 7 ABRVEAE. T4 AHAY
BeE R B0 L TR L2,

AT EEBCHHA=a—T A2 %27 ) 27 LT, [System]> [Settings] > [Device Settings] > [Network Resync
Interval] DIEIZEIR L £,

AT w72 [Resync Interval] 7 « —/L RIZ, #H LWEEFE (5) 2# A LET,

AT9 T3 (AT ay) TRTOT AL A L TRESNTFOR—Y » Jilacs 4 —1—F 4 KT 255513,
[Override for all devices] = v 7 R v 7 A% A NI LET,
ATv T4 [Savel 227V v 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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gznsoxx |

BEEOTDRT

ATy I

ATy T2

ATvT3

RTvT4

BEfr o 71X, Cisco DNA Center CEITSIN TWAH S EIERT SV r—va VT EHR%E
BELET, S5, BAEe 7%, 7731 A PublicKey Infrastructure  (PKI) @A DWW T D
WOHEGLET, Zb0EEr 7 OFRIL. 77V r—va VERIET A X CAGEREIC
B8 (b5 E) DI TNy a—T 4 VT2 XET DO TE 9,

Bt 71, FELLV AT LA XU b, ALY, ALl ——%258kT 5 27
LATHHVET, EAn T EMEHTL L, EEHOROR 7 7 7 A M AT AOFREZE TN
FLERSINVET,

EEBZHDA=a—T A a7 v LT, [Activities] > [Audit Logs] DJIAIZEN L E 7,

[AuditLogs] V 4 ¥ RUDBHEET, 2OV 4 FUT, Xy NUV—JNOBIEOR Y > —IZfT 517
HEFRRTEET, ZNHDORY > —IL, Cisco DNA Center {IZA V' A b—LENTWAT T U r— g v
Lo Ty MU= TS RTEHEINET,

BADTAATARZ I Y v 7 LT, Uy RUICRRT L7 —F ORRM#EHZRO LBV HaEL £
TO

1. [Time Range] fEJk C, [Last2 Weeks], [Last 7 Days], [Last24 Hours], % 72(% [Last 3 Hours] O FRFfEIES
PHZ IR L £,

2. AAZAERAEET S, [AfF (Bydate) 1227 U v L, BIAAREEET HIFZIEE L £,
3. [Applyl 227V v2r LET,

ST D FEAR 7 2FRd 21203, BEEr 7OMICHLRAIZZ ) v 7 LET,

FEAE 7L, W< OPDOTEEn FOBIIRDZENTEET, REEZ27 ) v 7358, —EDIBN
DFEEER 7 2R RTEET,

Gx) B 7' 1%, Cisco DNA Center 12 X > CEITSINE X AT ICETET— X 2% v 7 F v LE
T, FEA o 71X, Cisco DNA Center (2 X > CTEITENZHF AT DY T H AT TT,

(FEE) ERORAL ANCERENTZEEn 7O A N THEDEE 7 XA v —C%27 0 v 7 LET,

FRDONA L T[ARY MID (EventID) >[4 XY ~ID %5y FR— FIZaE— (CopyEventID to

Clipboard) 1% 7 Vw27 LEd, at =N ID&Z API CEHTLHE, A XU FNIDICESSERER S

Ay —VERETE £,

B0 7 O DAL ANTERY —o [ERBE (Description) ]. [2—H— (User) ], [A ¥ % —27 x4

A (Interface) ]. [FE% (Destination) ] 3F /RSN E T,

G¥) Ao 72k, o vm— R % & T POST. DELETE, PUTR ED ) — A REEDFE
ML, TARL RS v a ENTEREREDOY T ARy REWEOFEMAE RSN E T, Cisco
DevNet @ API OZEMIZ DN TiL., [ CISCO DNA Center PlatformIntent APIs] #&M 1L TL 77
W,
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SRTLEEDER |
. Syslog H—/\—~DEEXEOST DI Y AR—+

ATy TH ({ER) [Filter] 27 U » 7 LT, [UserID]. [LogID], %72 [Description] TR 7 %7 4 VX 7 L&
j—c
ATwT6 [Subscribe] &2 U v/ LTHEAR ARV MEBEKLET,

syslog r—="—D U 2 hRERINET,
AT TT  BET D syslog V—"—DF = v IRy 7 A%A L, [Save]l 27 Y v 7 LET,

G¥) Bt o 7 A Ry s OB EMRRT DI2IE, syslog b —_"—DF = v 7Ry 7 A%EAF 7T LT
[Save] 27 U v 7 LET,

ATv 78  HHDOA T, [Search] 7 4 —/V REMEH LT, 27 A vE—CHNORKFEDTFA NERBLET,

AT9FT9 EEWIIHIA=a—TAar%27 1V v27 LT, [Activities] > [Scheduled Tasks] T, OS D H LT /A
ADIRIR EDOTE, EITH, BTHBIOREOERS X7 2R LET,

ATV LRSI A=a—TAar% 2V v 7 LT, [Activities] > [Work Items] # 7 C, #Ef7H, T, &
FORBOIEEHE R 2l L E T,

Syslog H—/\—~ADEEOJT DI Y AFR—F

X1 UTAICEATEIHREE . LVLZAETHERr 7 E=2 ) 7DD, EEn /%
Cisco DNA Center 2 H R b U —27ND U E— bk Syslog Vr—"—|ZT 7 ZAR— 352 & %l
SHEREL £,

syslog r—/"—ZEHEFT 5 2 & T, EA 1 7 % Cisco DNA Center 7> H#5(D syslog #—
N—ZZ 7 AR—FTEET,

15 eH B HEIIC
[System] > [Settings] > [External Services] > [Destinations] > [Syslog] &% T syslog #—/\— %%
ELET,

AT EEBIHDHA=a—T A2 %27 Y v LT, [Activities] > [Audit Logs] DIAIZER L F 7,
AT w72 [Subscribe] %27 VU v 7 L7,

AT T3 BEET S syslog —"—%EIR L, [Save] 227 U v 7 LET,

ATy T4 (BB BEEMERT DI, syslog V— N—DiRIREFEER L, [Save] 7 U v 7 LET,

EXTE D AR & FEDF R
[Visibility and Control of Configurations] #fg1%. FHEI L7c% > MU —VHERLE T /314 RIZEHHT

ARNCEXF 2 VT 4 20 kT A Y ) a—a U EBIELET, B kgl L . T
A AERERERT AN L E2—T& £ 79 (CLIBLWNETCONF =i~ R&EH) . AR
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| vRFLEEOHERK

sz5 cegEanzs [l

{LHEBEILT 7 4L b THC 2R > TWE T, TR kR ﬁﬁm Tl TNBESIE. MRt 5
ETFAL AREEREMTE £ A, BILShHEC LY, FHlShz® ]g J e
IT%~HW%EGBM)_ﬁhbfﬁmfﬁifoﬁﬁﬁﬁ@ Tl TV DAL, IT BH
HENERTHECHREZEMTEXEHA,

\}

GCE) HRIBEODAT Y 2—NVEHZRONTFT—RA =V NERENDHEE, V—27 70 —TAl{i
P L HIE A R— F SN ET,

ZOU—r77u—7T%, Fv NT—IEBEEREO—F—NRy NU— ﬁ?ﬂ4xmv—7
7ua—%ERT ORI, FEEZ S LEa—T&ET, V—2 7u—%&ET DI, [System]>
[Settings] > [Visibility and Control of Configurations] (2 &) L £,

1R BHHIIZ

[ITSM Approval] ZH I T& 5 X 912, Cisco DNA Center TITSM N AN/ >TEY . »D
RESNTWDLZ LR LET, ITSMEZAZNIC L, &ET D HIEICSWTIE,  [CiscoDNA
Center ITSM Integration Guide]]| @ TConfigure the Cisco DNA Center Automation Events for ITSM
(ServiceNow) Bundle| ZZ&M L T &0y,

AT EEBCHDHA=a—T A2 %27 Y v LT, [System]> [Settings] > [System Configuration] > [Visibility
and Control of Configurations] O JIEIZER L £ 97,

AT 72 [Configuration Preview] N7 /WA % %7 U w7 LT, WA AR E I ITEIZ L £,
AIRMEE AN LTSS, T ARELZRET AR L E 2 —F 20BN H D £7,

Tﬁ%%ﬂ%’bt B TFAL ARTEEEBETARNC T L a—42 il S 220 £9, aliidE 4
N 72> TWHHE i 7vzl%@£7 MDD LTEHREEFAFVa— L L TRBTXET,

ATv73 (LR

) [ITSM Approval] N 7V & %27 ) v 7 UTHIEZ G EZITEN L ET,

FEEZ BN LG, fliLexry MU — 27 /R ZRT 2002, ITSMEEEICIEE L TRREZIT 5
VERH Y £97,

HlE &2 B L7256, Gl L7k v b U — 7 Wz RBH 2 il D ITSM OZKRBAREIT /2 0 4, il
NI > TV DIGE, ITSM OA&GRR L TREZ B TE £,

2R &

EXIEB DR

Cisco DNA Center C, FEITHDO X X7 L{EEHHE, BT LI A7 L/EEHB, BXOEKL
a2 A7 EEHBICHEHT ERER R TEET,
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SRTLEEDER |

B s=xrcngmEpoRR

HAATNE, =Y —FHI IV AT IEINAT D 2a— )VRE LT-EIETH Y . YIRS 5 AJFed:
BHVET, ¥ARAIBHDIHE. T, A7 V2=V EBYICERTAT-DIZRE T T 503
W DT DIEEHAN RN EEZEKRLET,

R D A AL & R RE 2 A0 L7286, R DY —2 7 v — T [Generate Configuration
Preview] #8795 & | EEHEMER SN E T, MRE2MR L CEMAT L, TOMEEER
MB AT 7,

ATYTN EEMICHDIA=a—TAa%27 Y v 7 LT, [Activities] > [Tasks]DNEIZ RN L F 9,

ATy T2

ATvT3

GE)

HAY THA NS =V NRI2 DI DT A ZH LT A MR EE AN L7254, [Starts]
T 4=V RIZIE, B—ANE ALY =SSR RNWT A LY — 2 TOT A ZADORGEE
RANRFREINET, 72 I, KRR — 2B\ T, 2023 45 A 8 HF% 12 RRIZE
BTED2ODTNAANDLHELET, —HOT A RAFHV 7 HAV=T WM 2 BIZHY
B HDTIRA ANIA L ORI NL—ZHY £, a—DNVH A L= FkbRENY
AL =2 DTN, AL T D728, [Starts] 7 4 —/b RIZI£ 2023 4£5 4 8 H 12:00 PM & 3
RENET, £ RORVINL—IIZNWAEE, a— BNV R LRV Z AL LAY — 2 TFA
A 2K 1230 A TNDTZD, 207 4 —/L RIZiF2023 45 A 9 H 12:30 AM & £
ShET,

(LE) [Tasks]V 4> R7IZU A RS TNDHH AT %7 4 VA BT 5121F, [SUMMARY] <A > C,
[Status], [Last Updated]. [Categories]. [Recurring] DW\TINNDAF T g L ZERLT, ¥ AT &7 4 VK
WP TEET,

BRI %Y w735 E, slide-in pane BV CEEMER B E RSN ET,

ZHUTRY, ZA7OFMGA, FOAT—F A FEEFHAR, BIO, 4%, BTH, BT, BLU%K
L TeT NA AEF O A7 IZBET HIEHR AR TE £,

AT 74 slide-in pane TIE, FRSNIZFEHIZIE U T, ROBEEZFITTEET,

* [Device Details] & 721% [Provision Details] #27 UV v 7§58 &L, T/ AL TR EY a = 7 OFEMMBER
RINET,

* [View Details] ¥ 721% [See Details] 27 V v 7 325 &, #ITHOX AT BT LI=X A7 BLOKK
L7 H A7 OFFMNFERSIET,

* [Search Table] ZfiH L TH A7 L £,
cKOLEFBIZHL T ANETA A ZEHA LT, FA7 %27 4 VEZNUE L £7,

KM LTIeH AT DT — LR — NeXrra— RT5121E, KIL7T-Z A2 O slide-in pane % B & |
[Download Error Report] 2727 U v 7 L %9,

tar 7 7 A VBMERR S, m— A~ R ESRET,

ATy TH

GE)

(ERE)

PAR— M —REERT DRI, G052 F0MOFEMIMAZ T, Fvrue—KLi-xT—
LAR— M2 TEET,

HAT DRERFRAAT Y 2=V 2 fiEd 21213, ROFIHZFEITLET,
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ATv7T6
ATy FT17

ATvT8

ATvT9

sumtors 7+t ||

1. [Tasks] V4> RUTHAZ ZRO1F, [Edit)| 27V v 27 LET,
2. slide-in pane “C [Start Date] & [Start Time] ZEF L £7,
3. [Preview] #7 U v 7 L&,

4, RIZVAFENTWEET A AOD [Site Time] (T /3 ADH A 1>/ —2) & [Local Time] (—H—
DEA LY =) 2, BRILIEATZ V2 — WREANRKM SN TS Z MR LET, KIuTu
BRWERIE, AT T SOV T AT T oMLY T AT v e BRI LET,

5. YE{HATED, [Save] 27 U v 7 LET,
(ER) # A7 ZHIBET HI121E, [Tasks] V4 > RUTH AT RO, [Delete] 27 Vv 7 LET,
[Work Items] &/ RT 511X, IROWTNNEFEITLET,
* [Tasks] 7 1 > KU D EEIZ&H % [Work Items] ¥ 7% 27 U v 7 LET,
o FEDA > @ [Summary] T, [Work Items] 7 VAR & %7V v 7 LET,

HEATHOEEIER, 87T LIA/EEHA, RIRLTEEHEA 2R R TE £,
R OWTIE, EEHEAL %2 U v 7 LT slide-in pane Z BV TL 72 &0,
BOIZY A RENTNDET A ADHER T L E 2 —RNERENET,
slide-in pane Tid, KOEIEEZFATCEE T,
« FEADORA U TTNA RAZRIRL T, T ADWE 7L Ea—LET,
«[GroupBy] K2y 7 XU XA RT, EMOXAL ATV A RSN TWDLT N, A%V — M LET,

s [ConfigSourced From] K2 v 7*# U A R EFH LT, M7V Ea—D7T =% %27 ¢ VAU L F
—a_o

T A ZARE DR ETZIZ ITSM AGEO 72D OFHH S L7z v MU — 7 BEDEE BT 2FEMIC DN T
L. [Cisco DNA Center ==— 774 K] @ T[Visibility and Control of Configurations Workflow ] ZZH L T<
TZE,

SR RAEDOT7 VT4 1L

ATy I

ATy T2

Cisco DNA Center 7 7 A% Tl (HA) 27 77 4 712351013, WOFNEEFITLF
j‘o

EEBCHDA=a—T A4 a2%27 ) v 7 LT, [System] > [Settings] > [System Configuration] > [High
Availability] DNEIZIERIR L £ 9,
[Activate High Availability] 227 U » 7 L%,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SRTLEEDER |

HA OFEHIIZOW T,  [Cisco DNA Center High Availability Guidel] &ML T 72& 0y,

T7AT =72 ED/—)L)3, Cisco DNA Center & Cisco DNA Center 77 > b 74— 254 &
HWETOIULEND L — RN—TF7 8T 7Y r— 2 COMITFET 55513, [Integration
Settings] Z#FXET D HE N H YD 9, CiscoDNA Center DIP 7 KL A, A U H—F v 4
Ay NU—ZIZ8 T DD IP 7 L A IZHNEBIIC~ v B 7T ENAEEITE, 2D L)
REFIDFEAELET,

| &

EE CiscoDNACenter /N 7 7 v 7B X OME#%. [Integration Settings] ~— 7 7 AL, (%
IS U C) ROFNEZ{EF LT [Callback URL Host Name] = 7213 [IP Address] & 5 #14 5 &%
b £7,

1R BHEIIZ
CiscoDNA Center 77 v h 7 4 —Ah A VA F—/L L TEEFET,

AT TN EEBCHLA=a—T A a2r%27 ) v 27 LT, [System]>[5%5E]> [Integration Settings] DJIEIZEIR L %
D

AT T2 =R —F 8T 7V r—3 2 ) CiscoDNA Center 77 v b 74— A EBET D & EICHRTHINE
H3% % [Callback URL Host Name] % 721 [IP Address] Z A) L £,

GE) [Callback URL Host Name] F 7z {3 [IP Address] %, Cisco DNA Center {ZNEIHIIC~ v B 7 S 4L
TWDHBENT A A M EIXIP T RVATY, 3 /=K T7A4%y T v 7 DOVIPT Kb
AEHELET,

AT9 73 [Applyl 227 U 7 LET,

» ~ N =JL ==
QA AvtE—UDEERTE
CiscoDNA Center iZ 7 7' A > L2 TR TCOZ—YP—IZEREINDIA v =V 2R TETEET,

1R BHHEIIZ

SUPER-ADMIN-ROLE F 72133 27 A FIHERR A £7> CUSTOM-ROLE O —H—DH 73 =
DFINEEZFATTH LN TEET,
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| vRFLEEOHERK
JOXTDEHRTE .

AT EEBCHDHA=a—T 2% 27 Y v LT, [System] > [Settings] > [System Configuration] > [Login
Message] DINIEIZEIR L £ 77,

AT w T2 [Login Message] 7 A bR v 7 AT A =V EATILET,
ATw T3 [1R#7F (Save) 227V v 27 LET,

Z DA vE—%, Cisco DNA Center 2 7 A - 3—D [LogIn] RZ > D FIZFEREINET,
BTCIDOAyE—VEHIRT 5813 KOFIREZFETLET,

1. [Login Message Settings] ~<— 2RV 7,

2. [Clear]Z27 U w27 L., [Save] #27 YV v 7 L% T,

o s =7 =
JOXTMNERTE
CiscoDNA Center & HFLL TWAB Ry hU—T T4 Z L DO & LTHRESNTWS Y
XY —N—=RNHL5551L. X =N DT IV ERERETOIVLERHY 9,

N

((¥)  Cisco DNA Center /X, Windows New Technology LAN Manager (NTLM) F8FEZfEfH3 57 =%
A S B A — kLT E A

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff o2 — WV DHN Z OFNEE EITT 2 2 E N TEE9, iz
WTIE, 2—% a—LofizE (117 3—) 2R LT EE0,

AT EEMICHEA=a—T A ar%27 1 v LT, [System]> [Settings] > [System Configuration] D JIE | Z E&4R
L/i‘j‘o

AT w72 [System Configuration] K7 > 74 7 U X Kb [Proxy] > [Outgoing Proxy] &R L &5,
ATvT3 7axy —N"—0OURLT KLAZ AL LET,
ATY T4 Taxeh—N"—DR— b ESEANLET,

(6= « HTTP D6, A— M2 3i@% 80 T3

o IR— REHOHIPHIZ 0 ~ 65535 T,

ATY IS (FFvay) xR —_"—2GiEENE LT 55A, [Updatel #7 U w7 LT, T rFdoh—n_—
T 78 AT DD —Y =4 L RAT— 2 A LET,
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SRTLEEDER |
B ceo~oomromm

AT T 6 [Validate Settings] 7= v 7 R v 7 A% A 2 L, il FHIRFIC Cisco DNA Center C 7' 1 3 SRR O 5% E 23
AESND L oI LET,

ATY T BRNEZMERL, [Save] 27V v 7 LET,

HEIRNEZ X v BT DHI2IE, [Reset] 27 UV w7 LET, BEFO T 0 XU EZHIFRT 521X, [Delete]
7 Vv LET,

Tux T EBRE LK, [Proxy] V4 ¥ RUICREZFRRTEET,

Geo ¥ v JEHRTEDIERL

Cisco DNA Center C Geo ¥ v VX E&X R TE 9,

AT v F1 CiscoDNACenterGUI TA==a—7 A 2> %7 U v LT, [System]>[Settings]>[System Configuration] >
[Geo Map Settings] DJIEIZEIR L F 7,

ATY 72 EHEREZRNOOLOBIRL 7, ZOHMTI E S E2MIH, Ui, E723BUr 7 v —7 128
T OMRE L > TRRDFMETER SN D HBRARF S Z R L E T,

« FE (CN)
A K (IN)

« HA (JP)

< KE (US) (FZ7#h)

AT9 73 [Save] &7 Vv LET,

¥l T4ICBT SHREEIR

CiscoDNA Centerld, TNHKE E=F —BIOEHNEDORA MNEXy NI =754 ZHD
ZHDOTX2 )T AR L ET, BXF U T o BERRIL. BIRRICEE L <, ELSRET
HMENRHY T, WOEX2 VT 42T HHEIEFHIIHED Z L AMHELES,

s Cisco DNA Center |, 774 X— "Ny U= N, BLOA & —F v M EDIE
FETX 72Ky T —2712%F LT Cisco DNA Center # BV TWAWT 7 4 77— /L D%
BIZBEBALTLIEEN,

EHA Y NT—J L BT T A X Ry NU—T BMEARNZH 551X, CiscoDNA Center
DEBA L HE—T 2 A AL T B =T TN R, B =T oA A TNFTNEHL Yy NU—
e B —TFT A XXy NU— 7128 L TLTFE Y, 22X Y., Cisco DNA Center

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| YZFLBEOER
BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

OEHIZHEHINIY—ERE, Xy FT—I T RS R LOBEBIOEBICHEHAIND
P—E R EORTHESEIZR Y NU—7 SBERTOILET,

3/ —KJ7FRAZ¥E v FT v 7T Cisco DNA Center BB T AEIL. VT AX A L H—
T a2 A ADRGHES TRy N = IZHRINTND Z E MR LTS EEN,

Ry FOTFT U ARG TELRY BRI, X2 VT4 Xy FE2EOEERT v 77 L—
R -C Cisco DNA Center &7 » 77 L — KL TL 7Z &\, FEAIIZ DWW TIL,  [Cisco DNA
CenterUpgrade Guide] ZZM L T 723\,

HTTPS 7’1 % o — _R—Z% i i35 Cisco DNA Center IC K> CT7 7 A &ND U E—
URL Z#ilfR L C< 72 &V, CiscoDNA Centerid, o > ¥ —F v MEHTT 7EA LT, YV
TRV =2T T T T—h, FARBVA, TRAARAY T "Ny =T X7 ra— KLY, &
O~y TEH|, 2= —T7 4 — RN IR PERHE LIV T IICHESN TN E

T TNHDORMTA v 2 —xy MEp RIS 2 2 LI AEM T, 7272 L. HTTPS
Ta XY —N—% U CER e 2R L9,

BEFIDOIP 7 RUABIOHIHOARZFFAI L, RMEHOR— b ~DFy NI — 7 Hi a7
Ow 7352828V, 7747 U —/LEfER L7z Cisco DNA Center ~D A 138 L O
NEBED X —T T34 X 2y NI—T7EwERIIRL T 7230,

Cisco DNA Center D [ CLB 4 Y — N—iEEE | WERRIER (CA) 1L - TE4 ShicaE
BEICE XL TIEI N,

FEALTWA Ry N — 7 BRETRBERS AL, SFTP At — R LET, 20
EF—FRTlE, VY= Ry bT—7 TRAL ARHEWEFEAA — h & LT Cisco DNA
Center [ZHft TE £ 97,

TITIYR—ADT T ITA TV ARET 4 P — R LET, 207 0 ¥F— R,
HOB4EHENMBLTCOET,

HNTLS N—Va v %7 v 727 L —RKLET, Cisco DNA Center Tid, TLSvl.1 BLW

TLSVI2 BT 7 4/ N THC /2> TWET, HLTWDH Xy NU— 7 BRE CAlRE/e s
Bl B/NTLS N—Va v Z 12 ICRETDH I LR L £, FEIc O VT, Sb

TLS N"— 3 VDR & RC4-SHA OfF ML (ZaThW) 81 ~—) &ML TL

7220,

BINTLIS N— 3 U DZEE & RCA-SHA DEZE (RETHLY)
X)) F 42T BHEEEIR ; Cisco DNA Center DZ{E D TLS #5122\ Tl &%/ TLS
NR=q & TLSVI2IZT v 77 L — R 252 L2 HEE L F9,

SRy NT—2 3B ) — A7 2 K REST AP #:RIZ1X, / —A/37 2 K REST API ~X—
AT TV r—var, 77 U% BELOHTTPS % L T Cisco DNA Center {285t L CTU>
53y NU—7 TR, AREEINET, Transport Layer Security (TLS) 7'v h=/bid, ZD k&
D IRBLR A R ARIRE L E T,

57 4Lk TlX. Cisco DNA Center 1% TLSv1.1 & TLSv1.2 ZH AR — ks LE3 2. SSL/TLS #5:
D RCABEIFTT A= LEFA, RCAKSIIIETNOTENH D720, Xy NT—7F 4
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B a01ss—oa 08 Re-SHADEMIE (RETHLY

ATy I

ATvT2
ATvT3

ATy T4

AT R—FENTWEEAIT., /PN TLS N— 5 & TLSVI2 I T v 7 L— R4$52 &
PHELELF 9,

Cisco DNA Center (X, /N TLS N—V a3 > & X 727 L— R L, RC4-SHA ZHNZT HRE
F 7 a v EEREML £, Cisco DNA Center Dl FIZdH DRy U —27 T34 ZANRBEFDO &
/INTLS 73— 3 > (TLSvIL.l) F72i3E2 AR — N TEXRWEEE, 2ot 7 v a 2
TEET, 2L, BX=2 VT 4 LOBHN G, Cisco DNA Center TLS D/X— 5 V& X 7
ZL—RL720 RC4-SHA W5 52 HI LI LanZ L 2R L £,

Cisco DNA Center C TLS O/N— = U &KW £721X RC4-SHA B ML T Hi2iE, xihT 5
TIFIAT A4 L, CLLEZFERALET,

N

GE) CLIa~  FiE, VIV —RZLIZERINDAREMLRH Y £3, RO CLIOFTIL, +XTDH

Cisco DNA Center U U — A H SN WAREM DO H D o~ RECEHEH L CWET,

15D HHIIC
ZDOFRNAZEFEITT D 72DI21E, maglev SSH 7 7 & AMERRS M EETF,

)

GE) DXl T ¢ HEREIL, Cisco DNA Center IZAR— 443 @A L £, ZOFIEDOFETIC L
Y. CiscoDNACenter 1 > 7T ARNT I F ¥ ~DR—FD T 7 ¢ v 7 BPEREEEDC /D2
ERBHY ET, LD -> T, TLSOREITHEIITLRWE L, 78— K E 72T A

T AT ORIT O LENH D £,

SSHZ A7 haEALT, RV 4P — R THELZIPT KL A TCiscoDNA Center 7 77 A 7 > A
ica 7 A4 v LET,

SSHZ 947 FCANTAHIPT FLAIE, Xy NI—7 THETHXRICRELZIPT KLATY, Z0D
IPT7 RLVRIK, T I9AT VAZNEF Y VT —7 I8 LET,

FRINTEEAIT. SSH T 7B AfIca—F—£& L 2T — REASLET,
WDa<wy ReEANLT, 7 T7AZTEEANI /> TWVDH TLS N—V a U AR LET,
Wiz, HlaERLET,

Input

$ magctl service tls version --tls-min-version show
Output

TLS minimum version is 1.1

JITAZDTLS N—V a3 VEERTAHHEAIL. RO~ RE AN LET, /=& xiX. Cisco DNA Center
HIEI T OR Y N —27 F N ZARBAED TLS N—V 3 v 2R — F T WA IE. BIIEOTLS N—V 3
VEURION— g ANCEBETXFT,

WOBIE, TLS X—T 3 1106 10ICEET L HEEZ L TWET,
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ATy Th

ATvT6

ATy T1

BITLS A— a3 OEEL ReSHA DAL (Z2ThL) [

Input

$ magctl service tls version --tls-min-version 1.0
Output

Enabling TLSv1.0 is recommended only for legacy devices
Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.0 for api-gateway
deployment.extensions/kong patched

WOFNL, TLS X—2 3 1.1 035 1.2 1288 (RC4-SHA AN L TWARWEEDORAIRE) 25 ks
AL TWET,

Input

$ magctl service tls_version --tls-min-version 1.2
Output

Enabling TLSvl1.2 will disable TLSvl.1l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSvl1.2 for api-gateway
deployment.extensions/kong patched

G¥) RC4-SHA B S INBZNT I > TV AEE, TLS X—2 3 U 12 2/ —Va v L LTRET D
ZEEV A= FENTWERA,

Cisco DNA Center & Catalyst 9000 7 /34 A DA R —I 77 L A b UG (TCP 25103 78— M)
D TLS N—V g VEERT LA, kOa~vr ReE AN LET, 72L& Z2IE, Cisco DNA Center FH T
DAY NI —=IFTN_A ZAPTLS N—V 3 12 %Y AR — b TEL5A1F, BIEDOTLS N—2 3 VAEHET
TET,

WOFNL, TLS X—2 a3 U 11 S 12 ICEET 5 HEZRLTWET,

Input

$ magctl service tls version --tls-min-version 1.2 -a assurance-backend collector-iosxe-db
Output

Enabling TLSv1.2 will disable TLSv1l.l and below

Do you want to continue? [y/N]: y

WARNING: Enabling TLSv1.2 for api-gateway

deployment.apps/collector-iosxe-db patched

275 A K TRCA-SHA ZHNZTHIZIE. kOa~<vy REANLET (BX =27 ThVWED, LERES
72T L TL &)

TLS X—2 g V12 0¥/ —V 3 U THhDHHEE. RCA-SHA BS54 (0T 52 LidAR—FINTWE
A,

WOBENL, TLS N—T a 12 BWEMI /2> TN 2R L THET,

Input

$ magctl service ciphers --ciphers-rcé4=enable kong
Output

Enabling RC4-SHA cipher will have security risk

Do you want to continue? [y/N]: y

WARNING: Enabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

Talr R TROa<w RE AT LT, TLS BLWRC4-SHA BNRESINTWNWDHZ LR LET,
wiz, BlaERrRLET,

Input
$ magctl service display kong
Output

containers:

- env:

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o=scanzozs

- name: TLS V1
value: "1.1"
- name: RC4_CIPHERS
value: "true"
G¥) RC4 35 L ONTLS O f/w3— 3 UAERE STV A 3A X, magetl service display kong =2~
RDenv: {2V A RENET, ZNHOENERE SN TORWEEIX, env: IZFRRSNERA,

ATy T8 LUHNIAZNC L7z RC4-SHA B 5 &2 XN T HI121E, 7 FAZ TCRODa~v > RE A LET,

Input

$ magctl service ciphers --ciphers-rcd4=disable kong
Output

WARNING: Disabling RC4-SHA Cipher for kong
deployment.extensions/kong patched

XTw 9 CiscoDNACenter 7 7T A T Anbua 7w b LET,

pA=E L E IO S

Fv NI —IHERIZE > T, 7% 7 — b U =A%, CiscoDNA Center & EF2# 325 U £—
Fry hT—27 (8F&ERFy NT—ITNRA REET) OMICHEET D AREERH VD £
T 800443 Ie EDO— /AR — MEIDMZ D — b= A TaxvEERLET, 20k
¥ . Cisco DNA Center IR EENTZ Ry NU—IF XA ZANELDSSLE Y g %, Fux
V=R ATRTTHIEIZRVET, LEB-T, ThHDYE— Ry hT—7HIZ
HDBFY NT =TT NRA AL, X7 — Fo = A EH TOHCisco DNA Center & {5 T
4, v bU—27F 314 AN CiscoDNA Center £721F. (FEETHHAT) Tuxv 7 — 1+
T rA L BETEECXDERAEMNT 272D, F*y NT—T T34 A%, B#ET 5 CAL—
NRERAE T, EIIFFEORI TIT— "— A OFEHELfF > T, @Y7y rEeEYa=r7
ENTZPKI FTANANT 2RATEHENRDH Y £,

PnP R/ —E AL S TT A ADF R — RHIZZDO L) T e UREREINTWDY
BlE. Fy MU =T TS, ANEEI ClscoDNACenter FEEBLOGIETES LHIZ, T
% & Cisco DNA Center — _X—FEBELEF—IZT25 2 L 2 HELE L 9,

7 X — N = A 5 CiscoDNA Center & EFHGHRD Y T— h % v hU—27 OMIZIEET S
Fy NT—7 bAr YT, WOFIEEZFITLCTaX 27— U oA FEBHE% Cisco DNA
Center (24 AR — b~ LET,

1R & BHEIIZ

* SUPER-ADMIN-ROLE#EfR &2 FF D2 —F DLNZ DO FINEEFEITT L2 LR TEE T, Ml
WZOWNWTHE, == v— Lo (117 X—2) 2L TES0,

» CiscoDNA Center & =DV —E A |ZEZETH 02X — b o =2ADIPT RVAZFEHT
LHVEND D £7,

P T TRV b A THRIEE STV SRR E T 7 A V&R TO D BIERD Y &
T AERET 7 A LONEIE, ROV THR SN TS LER DY 7,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT1

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

ATy 17

ssL1vs—t7rTnxvingnryso—F ||

*PEM 721X DER B DT X7 — b oA OFEHZE, BIOB B4 IN-FEH

*PEM 721 DER ERX DT u o 7F— h U= A OFERE, BIXOEZREEHD CA I
X o TRAITSNTZFERE,

*PEM £72/E DER ERDO 7 0¥y F— sV = A OFEHELEZOT = — 2,

TNRAARET X7 — Y oA THEAINDFEIETX, RO TFIAIZHE- T, CiscoDNA Center
ZA VIR — N TBMERHD 9,

EEBCHDA=a—T A a2%27 Y v 27 LT, [System] > [Settings] > [System Configuration] ?JIE|Z 5241
LET,

[System Configuration] K12 > 7 & 7> U &2 kH 5, [Proxy] > [Incoming Proxy] % 3K L £,

[Proxy Certificate] 7 1 > K7 T, ({F{ET 23561 BIEO T uXx 7 — U o A GEAEOT — & 2 FoR
LET,

GE) [Expiration Date and Time] (X, 7'V = v UHEHER; (GMT) ECTHERINE T, FEFEA IR
2 % ARIZ, Cisco DNA Center @ GUIL 23 AT ABHINFRINET,

Tax s — b oA GEHEEZBNT 2121E, B B4R E £ 7213 CA FiEE % [Drag and Drop Here] 16
Wik 77 RRkry 7 LET,
G¥) PEM £ 721X DER 7 7 A /b (AHF—KEBALEED 7 7 A VIEHR) 7200, ZOmEBEEH L
T Cisco DNA Center (24 >R — FTEET, 5T, ZOFIEITITWE X —ZLETIZRL,
Cisco DNA Center |27 v 7' — R SLEHA,

[R%E (Save) 127V v27 LET,

[Proxy Certificate] 7 4 > KU ZHH L, HHhHIn=7ax 7V — b oA iEHEOT — ¥ 2F R L ET,

[Proxy Certificate] 7 « > K7 IZHR R SALE#IL, BT LWRERESA . BITE. B L ORERHKEZ KBT 5
ICEETIHLERDHY 77,

Tuax T — U o A GEHEOKREE AT HITIX, [Enable]l "& &2 27U v 7 LET,

[Enable] hZ > %227 Vw7358, 7axi =Moo A POOERFFZay ha—F03 1 U AR—F3ih

7aXxy S — by 2 AFEAELZIKLET, [Enabled] RZ %227 U v 7 LaWEE, v ha—J 3MH

DHOCBAEAEEZIIA VAR — &N CAFEHEZEZ Vo x v — by oA IR L E T,

Tuax v — b oA GEEOKRENEH STV A YA, [Enable] A& 37 L —FRENET,

SSLA U A—tTJhJOxiIBAED 7y JA— K

CiscoDNACenter * VY 7 N =27 7 v 7T — DX 72— KT D Cisco Cloud & DT
BEINZTa X —R_R—=TSSLEERENZ /> T E5E,. EXLRTEERNLEITIN

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B ivsssvnms—ovk—

&

ATy T2

ATv7T3

ATy T4

ATy TH

TREAEZEH L TR BB SN TN D 2 E 2R L T EE, I A4 X— MEAE
ZHEALTOWDEAIE, ROFHZFATLET,

\}

GE) X2 UF 45T A7-H, L— k=L ~DT 7 & &R T Cisco DNA Center TIEZHIZ 732> T
WET, IR E =TI, 22— 3L R AN —TFT 4 VT AT T A
AT IIT 7 BATERWED, EHEOY 27PN ENET, Z72L, 207 a0
a<y REMFHT 5121, Cisco TACIZHEAE LT, /b— ¥ = /W —FNICT 7 B AT 508
B ET, ML TIEIWVHIRMAE =1z onT (105 ~—2) |

7'uXx o —"—0FEHE (pem JEX) % Cisco DNA Center —/3—® /home/maglev 7 4 L7 K UIZ
ELET,

maglev = —%— & L T CiscoDNA Center %—/N—|{Z SSH CHfit L. kD~ K& AN L ET, <proxy.pem>
X, e ¥ —/—o TLS/SSL it E 7 7 A LT,

$ sudo /usr/local/bin/update cacerts.sh -v -a /home/maglev/<proxy.pem>

ZoawryRNE, koo AEELET,

Reading CA cert from file /tmp/sdn.pem

Adding certificate import 1E:94:6D:2C:81:22:BB:B2:2E:24:BD:72:57:AE:35:AD:EC:5E:71:44.crt
Updating /etc/ca-certificates.conf

Updating certificates in /etc/ssl/certs..

1 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d..

done.

Deleting tempfiles /tmp/file0PpQxV /temp/filePtmQ8U /tmp/filercR3cV

2w FHAT, (ladded) OFFEEEL, BMSAEHA TR TRV L AR LET, F=— WO
PSSR ZOMIT 1 EE 1 EBADBANSHY £,

WDa< RE AN LT, docker BE O X /Y — —ZFHiE#h L £,

sudo systemctl restart docker
magctl service restart -d catalogserver

Cisco DNA Center GUI IZ 2 7' A > L, RO FIEEFEITLET,

a) [System] > [Settings] > [Trust & Privacy] > [Trusted Certificates] (&) L. [F UiEAELZT v 77— K
L/i‘é—o ni'ﬂsﬂ ZOWTIE, 1D*ET% %)uﬂ:ﬁﬂim Hﬂ; (104 /\“—‘-‘/) %Z%ﬁg\ LTX fiéb\o

b) 7 7 U Rt & C MX/Spaces Bt & a8 L £,

AEAES S UBEX—DYR—

Cisco DNA Center 1%, v 3> (HTTPS) DOFFFIZHEH S 2R3 EHMEELZ I R—F L
TWET, INbHDt Yy a Tk, CA LIRS RICRO ONZEEIN—V =
A L EF, Cisco DNA Center |%, FRAERE HMREAZ M H LT, WE CA 75 X.509 ik
EEAUR—=FLTRIEL, B LET, A v R— F ENZFHEHEIT Cisco DNA Center D 7 A
TUT 4T A FEAEIZ2 Y | Cisco DNA Center [TF8FED 72 DIZ Z DFFAEE 7 7 A 7 Mg

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| vRFLEEOHERK

imEr—ovi—t |

RLET, 7I9A4T 2 ME, /J—ANRT U RAPIT 7V A — g0 b2y NU—TF A XT
TO

Cisco DNA Center GUI Z{#F I L CTIRD 7 7 A V% (PEM £7-I1X PKCS 7 7 A VIEXT) 1
R—hrTExET,

« X.509 ZFAAE

« Fb% % — (Private key)

\}

CE) BB X —IZ2OU\TIE. CiscoDNACenter CRSAX—D A VAR— hEZYR— KL TWEF, 22—

P—HHFOXF—EFH AT A THES—ZHE L T EEN, EX—DFT 2T A A4 T
B/NTH 2048 By MLETT,

Cisco DNA Center 2.3.4.x LARID4 . DSA. DH. ECDH, B X OECDSA —# A I3V KR—
FENTWRWzd), £ R —kLARWTL 72XV, Cisco DNA Center 2.3.4.x VAR Cld., FFEHH
EBF = —HEHT B U — 7 RE#E A 5 T ECDH 3 L OVECDSA O AR — F &
FHA,

Cisco DNA Center 2.3.5 LABETIX, X TOF—F A 7RI HR— b ENFET,

A A= T DHHIT, WHE CA THAIT SN A W72 X509 FEAE & — 2 TG+ 5 MER
HYFET, EABIITATIOIMEF—ICHIELTWAIRENHY £, AR —FT5E,
X.509 FEE L X — 2 S X 2 U T o D BEIRIC T 7 7 ¢ b & E T, Cisco
DNA Center [ZiFHAEZ, BRT DT XA AEEIT 7V r—ra ErLET, /—AAR
U RAPIT 7V = a Xy NU—IFARL ATIE, ZnbouZ A AFHRESEA LT
Cisco DNA Center & DEFEBIR AN TE £,

\}

G¥) HOZEALHHEAMHHA L7-0 . CiscoDNA Center IZA ' R—F L7045 Z LiTHRENER

Ao PNEBRCA D>HARN2 X509 5 FHELZ A VU R— M52 ¢2BEID LET, &bz, 757
Ty R UVAEEE EFICEESE AR, BEBAEHAZE (5 7 4L b T Cisco DNA Center
WA VA P=ILENTWND) Z, NECAIZL > TEL SN IEHAEICEEBMZAIVLERH D
i‘j—o

Cisco DNA Center |Z—JEIZ 1 DDA AR — MFH X509 iE L L OME X —7 2R —k
LET, 20B0HAEBLUOMEX—2 A v R— 5L, BUO (BEED) A FR—
AEFAEB LORE S —OEN EEXINET,

SfREF r—2 DY ER—

Cisco DNA Center Ci, GUI #/" L CilEE L MEX—% 1 > 7F"— N T& £7, Cisco DNA
Center {24 R — F SNBHAEAE (B4 SNFEAE) [ZORBAAET = —IZEEND
TAGRERER S 25513, TN OO TLGEHE L 26 O FAL CA D/V— FREIEN —FEIZ,
AVFR—=FSNDHE—DT 7 A VZIBMESNDHMERH D £7, ZbOFEHEZENT 55
Bl BEOEBEOT =—2 LRI CIEFCTEMT 20ERH Y 77,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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. Cisco DNA Center 4 —/\—SIEAZ D EZ

ROFERFIL, H—D PEM 7 7 A MBIV AT D2 BB H Y £, GEHFOY 7V =
7 ML LTI AT, ELWVGERENA VAR — P S, ELWIEF AR ST 2 e
AR LTS ZE, o, F=— VIl ENLTRTOERHFR IV o Tnd
ZEEMEER LTS EEN,

* [Signed Cisco DNA Center certificate] : {44 7 + — /L KiZ CN=<FQDN of Cisco DNA Center>
PEENTWNT, BITLARITHEO CN 2Ff-> T 5,

\}

GE)  WERERER (CA) ICLDBAANY DFEAELZA A b= T 55
#1%, CiscoDNA Center ~D 7 7 £ AAEH T 5T TDDNS 4
(Cisco DNA Center ® FQDN Z & #e) 23FEHED alt_names & 7
VarTHESNLTND Z E2ER LTS, GElicoNT
IZ. [Cisco DNA Center Security Best Practices Guide] ¢ [Generate
a Certificate Request Using Open SSL] ZZ M L T 7231,

* [Issuing (subordinate) CA certificate that issues the Cisco DNA Center certificate] : {4 7 4 —/L
R1Z Cisco DNA Center OFEM#E 25179 % (FAZ) CA D CNRFENLTWNT, BTN
JL—KCADCNTHB,

* [Next issuing (root/subordinate CA) certificate that issues the subordinate CA certificate] : 144
T A= FPNL— | CAT, BITEGMf4 7 4 — NV FLFEUCHETH D, THROHRE LET
RWGEIE, TOROFEITIHEZBML TVE £T,

Cisco DNA Center —/\—iFRAE D E

Cisco DNA Center %, X.509 FE#E & % - — D Cisco DNA Center ~D A > 7R— k& A h L —
CEYVR—FNLET, AR ETHE, GEELE X —%ZMHH LT, CiscoDNA Center,
J=ANG U RAPLT 7V r—vay, BIORY NU—7 T4 ZAORICZAETEETE
DB T 2 2 LN TEET,

GUI @ [System Certificates] ¥/ « o~ RU 26, GEAEEEX—%2 1 VAR — M TEET,

\)

(F)  Cisco DNA Center D ¥ — N—FEBE L X — 2 HHT 20BN H H5A1L. 2O FIEEZFAT
THZEEBEIDLET, CLIN—ZXADFIETIATT 5121, [Cisco DNA Center Security Best

Practices Guide] @ [Generate a Certificate Request Using OpenSSL] FE v 7 25 L T Z X
U,

1R BHHEIIZ

PN CA 20 BFAT ST A 2078 X509 FEFIE A G4 2 LB S £3, FEFEIIAT 5
BEE—CHIE LTV ARERH Y £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
88


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html
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AT EEMIHIA=a—TAar%7 V7 LT, [System] > [Settings] > [Trust & Privacy] > [System
Certificates] DJAIZIER L £ 7,

System Certificates

Use this form to view information about Cisco DNA Center server's currently active SSL
certificate or information about how to replace it. For more information regarding certificate
management, please refer to the Cisco DNA Center Security Best Practices Guide.

Note: If the fields below do not appear correctly, the generated certificate may have been
created using characters outside the ASCII printable character set.

Controller Disaster Recovery

Issuer
CN=kube-ca

Issued To
CN=kong

Authority
Untrusted Authority

Valid From
May 15, 2023 7:31 AM

Valid To
May 14, 2024 7:31 AM

Replace Certificate

ATwT2 BEOEHET—XE2E£RLET,

TDOT 4V RUERINCFER LI SZHHEOGEHAEL L TERIND DI, Cisco DNA Center D H .
BAIEHEOT —X TT,

GE) REEOF N BRI, 7Y = UEHERE (GMT) fECERRINET, atEFHRD 2
MHTANIZ, Cisco DNA Center @ GUI IV AT AEMNFRRSNET,

WDT 4=V RPRFRSNET,
o [Issuer] : GEAAFICEA L, GEAEEZRIT L= T 4 7 1 D4HI,
* [Issued To] : REBAEDFEITIE,
* [Authority] : H &4 £7213 CA D4,
* [Valid From/Valid To] : fiEBHZE 3T 20 72 REH

ATw 73  [Replace Certificate] %7 V v 7 LE7,

Cisco DNA Center 2.3.2 LAFE Tld, #)%T CSR # 4K T 555512, [Generate New CSR] U > 7 BRERR S 4L
T, ZNLA DAL, [Download existing CSR] U > 7 BWFERRSNET, MHFDO CSR #X 7> u— R

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



SRTLEENER |
. Cisco DNA Center 4 —/\—SIEAZ D EZ

LTTa A Z—TEE L., GEAEZ AR TEET, BEFD CSR 2 L7256 1E. [Delete existing
CSR]%#7 U v 7 L, ¥R® [Confirmation] 7 1 > K7 C [Accept] &~ V v 7 L'¥ 7, [Generate new CSR] U
VI MERRINET,

System Certificates

Use this form to view information about Cisco DNA Center server's currently active SSL
certificate or information about how to replace it. For more information regarding certificate
management, please refer to the Cisco DNA Center Security Best Practices Guide.

Note: If the fields below do not appear correctly, the generated certificate may have been
created using characters outside the ASCII printable character set.

Controller Disaster Recovery

Add Certificate

You will need a system certificate for secure connections. If you do not have one, we will
help you generate a Certificate Signing Request (CSR) with a private key managed in Cisco
DNA Center.

Generate new CSR

If you already have a private key and certificate chain, you may proceed with the upload
below.

(O Use System Certificate for Disaster Recovery as well.

Type
© PEM Chain () PKCS

D,

Choose a file or drag and drop to upload.

Accepted files: .pem, .cer, .crt
Accepted sizes: up to TMB

ATv T4 [Generatenew CSR] V> 27 %227 U7 LET,
ATw 75 [Certificate Signing Request Generator] A 7 A KA LA T, IROMIHT 4 —/V RIZEZ AT LET,

s [Common Name] : ¥—/3—D P 7 KL A KA 4, F721% FQDN,
« [Digest] : FEBIED SHA-2 7~ v 3 = fil,
s [Key Length] : GEFlEDXF—D E v A X,

* [Key Usage] : siEFIEOXF—0 HYY, FHHFRERMEOFIZOWNTIX, [RFC5280] @ &7 v =z
4213 ZZRL TSN,

« [Extended Key Usage] : sEFHED X —0D BN B, A ATREZME OIS\ TiE,  [RFC 5280]
D Erva421.12) Z5RLTIIEIN,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco DNA Center H—/\—iEBAZ DEH .

Certificate Signing Request Generator X

Once you click Generate CSR we will create your CSR, and it will be available for view or download. You will then need to submit it to your
provider to generate your certificate. Instructions on that process can be found here.

Best practice is to use characters from the ASCII printable character set, and be aware that if certain special characters are keyed into the
below textfields, they may not be properly rendered once the system certificate is uploaded and its information is displayed. The ASCII printable
characters are those in column two or greater of the Standard Code table located here.

FQDNonly O
Common Name* Digest*
cisco.com SHA-512 ~
Example: cisco.com
Key Length*
Country ~ 4096 hd
Key size of GSR
Key Usage*
Region / State keyEncipherment digitalSignature W
Example: California, London, Beijing
Extended Key Usage*
Locality serverAuth clientAuth x v
Example: Paris, London, Moscow
Email Organization

User submitting the CSR request

Organizational Unit

Example: Sales
SanDNS

ATvT6

Example: Cisco, Meraki, Webex

SaniP

20.175.200.212, 50.175.200.212

Cancel Generate new CSR

[Generatenw CSR] Z#27 U v 7 L ¥ 7,

B L < ARk &7z CSR 728 [Certificate Signing Request] 7 « > K7 TR & £,

Cisco DNA Center ') ') — X 2370 5 LU 2313 EBEH A F
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Certificate Signing Request X

This is the CSR for Controller Certificate

Certificate Request:
Data:

Version: @ (@x@)
Subject: CN=10.50.0.100
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public=-Key:

Modulus:

@0:d1:8f:da:61:1cc:7f:fB:1dd4:ad:aB:16:05:d2:ad:
b5:
ac:
19:
551
[:1-H
9c:
6f:
9f:

c4:
66:
eB:
34:
61:
23
B86:
7d:
5c:
8d:
4d:
9d:
bd:
84:
@b:
9c:
4d:
fc:
ea:
af:
45:
44

9f:
37:
a7:
66:
3f:

1 fe:

a4:
08:
92:
55:
al:
bZ:
a1:
69:
06:
ed:
a6:
78:
4b:
4d:
ii:H
Be:

fh:
97:
i:1H
eb:
27:
eB:
f4:
db:
ac:
1b:
25:
el:
a:
cat
75:
2k
c7:
2f:
=3
67:
dz2:
f3:

68

ce:
be:
dl:

le

Tc:

49:
4a:
23:
=
e4:
c5:
7b:
LT
Be:fe:f4:94:27:1be:@b:aatea: f4:50:97:47:13:23:

*Download CSR  DCopy CSR

(4096 bit)

78:53:db:9c:f2:63:c9:37:07:63:96:
53:90:30:47:d8: f4:de:ad:a7: fc:da:
3a:al:c2:65:3b:41:6d:c4:62:79:b1:
ef:11:c7:f3:34:98:1e:4d:4a:df:49:
47:20:67:9d:66:e7:98:58:67:b9: f4:
bB:78:81:e6:2 3:fe:Tcic2:
dc:9c:27:95:7 6:88:a0: fc:
7ciaBif6:7b:2 3:adic8:11:
1b:36:9b:01:4 0:62:29:d9:
a6:72:fb:4f:9f:al:a3:6e:13:e8:a0:
06:69:00:45:a7:cl:88:eb:6d:80:c4:
9B:15:0b:24:4b:e2:15:91:c3:3c:a8:
1d:bb:c3:84:95:da:55:5a:f@: f8:d1:
da:fBi1el:27:48:0a:4a:708:72:a7125!
44:17:02:3b:38:01:84:0f:df:59:34:
ee:43:45:f7:2b:28:2b:45:94:59:1c:
da:
22:
de:21:65:4c:53:2a:c4:20:79:87:09:
57:a21:9a:05:c2:57:b5: ca:56:55:e5:
cl:9e:53:7@:0a:fb:10:dc:3f:4b:82:
52:7e:a3:45:c3:0e:78:e0:3e:2b:31:

AFw 71 [DownloadCSR] V> 27 %7 Y vZ7 LTCSR®Base64 = 21— Rat—4% & ua— KL, [Done] &7

Vw7 LET,

ATwFT8 HFourm—KLZCSRZEZabE—L, CA (Microsoft CA 72 &) (ZAL Y fHT £ 9,

Cisco DNA Center ') 1) — X 2370 B L U 2313 EBEHA K
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Microsoit Active Directory Certificate Services — ASSURANCE-SOL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC

Saved Request:

————— BEGIN CERTIFICATE REQUEST-———-
Baze-64-encoded |MIIFFTCCAVOCAQRWCTELMAKGR] UEBhMCOVVMECzATIMA
certificate request | DRRTYW4gSmezZ TERMBOGALUECqWNOZ12Y280T3 1

(CMC or MEwmwEg¥JEoZ ThvecHAQKBFglhYmNAY 21 =¥ 28uY2 9]
PKCS #10 or ARCCAgGERMITCCGRCAGEAVERTBXEUGID3jsvolliniy
PKCS #]’]; GPIwNychoubCHpvRSKW/g3zRVrn6YmvZhS3gdals

£ >

Certificate Template:
Web Server W

Additional Attributes:

Attributes:

BIRLIZFEHET 7L — 037 A4 7 2 FRREE Y — N —REREDO M T ICRE SN TN D Z & A8 L
£,

[Certificate Issued] 4 7 2 7R v 7 ANREKRINET,

Microsoft Active Directory Certificate Services -- ad

Certificate Issued

The certificate you requested was issued to you.

(O DER encoded or @ Base 64 encoded

Eﬁ!&ﬂﬂ@igﬂM@ﬁ
=:1 Download certificate chain

AT w79  [Download certificate] U 7 & [Download certificate chain] V > 27 %27 U v 7 L, BITSNIZiEAEL %
DFEITILTHDH CAF=—r 27 run—RLET,

ATYTI0 (AT vary) TaVPRZY ANV IZFE CEAEEZE AT 55461, [System Certificates] 7 ¢ & K712
B= > T [Use system certificate for Disaster Recovery as well] = v 7 AR v 7 A% AN LET,

AT w1 Cisco DNA Center |4 7 R— T DFEAED T 7 A VR A THBIRLET,

« [PEM Chain] : 7T A RN — TNV A R A—)L 77 A VB,

* [PKCS] : AR ¥ —m 5 LR 7 A VI,

Cisco DNA Center ') ') — X 2370 5 LU 2313 EBEH A F .
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G¥) [Generate New CSR] A 7" v 2 28R U CREHEZ ER L7254, [PKCS] 7 7 A L& A
TN 2D £,

ATY 12 FEHERITIENS pTb CiEHED BT = —2 (= =B L OCA) NEfisnTWnbd Z L 2R L
F7, ARG EX. ROFIEEZFEITL, T=— MR L THALTET,
a) p7b/ > KL% DERJERXTH 7 v— KL, dnac-chainp7b & L TIRIFL T,
b) kDa~<r KEANLET,

openssl pkcs7 -in dnac-chain.p7b -inform DER -out dnac-chain.pem -print certs

ATV T3 GEHERITIENONL—AT 7 A LV TIAEAEL TORITIE CA F = — U N RSN EAIT. kOFIEE
FATLET,
a) PEM (base64) 7 7 A V&S 5D, openssl Z{#H LT DER % PEM (2 L £ 77,
b) FEHIE & EOFRITIC CA Z s L, FEBIED D FAL CA 12V T/b— | CA £ T% dnac-chain.pem
TZrAMIHAILET,

cat certificate.pem subCA.pem rootCA.pem > dnac-chain.pem
¢) PEM & LTT7 v 77— RakifiTLET,
RATY 14 [PEM] 7 7 A VOBGHE, IROX AT #FITLET,

s [Drag and Drop] fEIRIC 7 7 A V& T v 77 KRkay LT, [PEM] 77 A /Vv&EA v HR—FLE
R

GE) PEM 7 7 A /VIZiX, A%h7e PEM B OHEHE T (pem, .cer, F72id .crt) MBMEHTT,
AEEDR KT 7 A4 VA XX 1MB T,

Ty Zu—RICRT DL VAT AGEHESRREES N E T,
¢ [Drag and Drop| fEIIC 7 7 A V&2 RT v 77 R a7 LT, [PrivateKey] A A — K LET,

([Generate New CSR] U > 7 i L7235A. A VA — N T HAWMEST—IIH Y ¥ AL, WMEX—IZX
Cisco DNA Center WIZIRTESNLET)

G¥) B X —121E, BB X —EXOIET (key) BUETT, WMEX—DORKT7 74
YA XL 1 MB 1,

Ty a— RICIT 5 L, MEF—PREESNET,
* B9 % — @ [Encrypted] fEIk 5, B 5{bA 7> a VAR L ET,
o B AL 2RI L7254, [Password] 7« — /L RIZRAE X —D /XA T — REASHLET,

AT9 15 [PKCS] 7 7 A VDGHE, WOHX AT HFITLET,

* [Drag and Drop] fHIRIZ 7 7 A V& KT v 77 RRa vy LT, [PKCS] 77 A /v&A R — L&
R

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco DNA Center H—/\—iEBAZ DEH .

GE) PKCS 7 7 A MZiE., A#h72 PKCS I DILEF (pfx £721% pl2) BHEATY, FEHE
DK T 7 AP A X1E 1 MB TT,

Ty 7u— RIS E VAT AREAENREES L E T,

s [Password] 7 4 —/L R CREBIFEM O/ SR 7 L—X%2 AT LE T,
GE) PKCS DHEIE, A v AR— b LA EL RA T L —X 2B L LET,

o [B3 % — (Private Key) |17 4 —/V FIZOWTIE, BEX—OR5{bA 7> a U EBRIRLET,

* [Private Key] 7 1 —/L R C, KoL Z BN L7255 1L, [Password] 7 4 — /L RIZHE X —D /XA T —
RNEATLET,

ATy F16 [Save] =7 Vv LET,

Controller Disaster Recovery

Add Certificate

You will need a system certificate for secure connections. If you do not have one, we will
help you generate a Certificate Signing Request (CSR) with a private key managed in Cisco
DNA Center.

Delete existing CSR View existing CSR

If you already have a private key and certificate chain, you may proceed with the upload
below.

(J Use System Certificate for Disaster Recovery as well. )

Type
© PEM Chain O PKCS

_\\
)
v/

Choose a file or drag and drop to upload.

Accepted files: .pem, .cer, .crt
Accepted sizes: up to 1TMB

dnac_baseb4.cer (-]

2.26KB of 2.26KB 100%

Gx) Cisco DNA Center ¥—/N—® SSLEFFAENE XX SNbd &, HEIWIZe 77U hEnbdiz
O, BEa AT HXLERHY T,

Cisco DNA Center ') ') — X 2370 5 LU 2313 EBEH A F .
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B ssscer Jo—n—omsm

ATvT11

[System Certificates] 7 4 > RIZRY | HH S NIGEEFET —F 2R L £ 7,
[Controller] # 7IZFKR SN DIEMMP I S, FITE . RAER, ARSI ET,

5}E8 SCEP J O —A— D {F A

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6

Cisco DNA Center Tl&, Ry N —27 F /A Z~DFEAFEDOHER L 7 0 £ 5 = 7|2 Simple
Certificate Enrollment Protocol (SCEP) MM &ivE§, MHE D SCEP 71— LFEHEF—F
AZEAER LD MO SCEP 7 e — 2 L7 T& £, SMNBSCEP 7 m—h &t v K
Ty HIE, UTOFIREZETLET,

\}

(GE)  SCEP OFEfIZ SV TiX,  [Simple Certificate Enrollment Protocol Overview| #Z ML T 72 &

Y,

EEBIZHDLA=a—T A a% 27 Y v LT, [System]>[Settings] > [Trust & Privacy] > [Certificate
Authority],
[Certificate Authority] 7 «f > K7 C, [Use external SCEP broker] 47> a > Ah¥ %27 Vv 7 LET,
AEGEREFEZ T v 7' n— R 5121E, ROWTNNOA T a w2 LET,

« 77 ANERIRT D

s RTIwI7T U Ry LT v7ua—FK75
GE) pem, .crt, .cer REDT 7 ANZATOHMEMTEET, 77 A NP A XX 1IMBEHR D Z

LiIxTEERA,

[Upload] 227 U v 7 L ¥ 7,

7 7 % /L N TlL, [Manages Device Trustpoint] AN/ > TWET, DFED, T/ AT

sdn-network-infra-iwan k7 2 AR A > FSFRE AL E T, Cisco DNA Centerifk D FllHAZ EITL T 72X 0,

a) 7 /34 AN SCEP % CREAEAZERIT 285 URL # A ) L E T,

b) (LE) fEAECHEHINAEEOY 7V =7 b7 o— v K (E, #ug, N, k. AL &)
AN LET, @ (CN) X, T ADT Ty F 7+ —LID ET A ZAD Y T NE G EEH]
L T Cisco DNA Center |2 & » CHBIHJICHRE SN E T,

c) [Revocation Check] 7 4+ —/V R C, Fav X URA &7 Vv 7 L, #UIRKNF =y 7473
VEBRIRLET,

d) (EE) [AutoRenew] F = v/ Ry 7 A& AL T, BHEEGOEGE A LET,

[Manages Device Trustpoint] M EZNZ 72 > TWDHE . TAA ARARBIRVA VYL ADT v 27 T A

7 L A kU % Cisco DNA Center ([ZIX{ET 5D L 91T 5728, 7 /351 AIZFH) T sdn-network-infra-iwan b~ 7

ANRA U RNEREL, GEHEEZ A VAR — N T20ERH ET, [T ZGEHERN T A MRA 2 bD

BIE] ZZRLTLTEEN,

R%E (Save) 1227V w7 LET,
AES CAGEBENT v 7u— FEh ¥,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK
mazip~onyEz ]

77— RENTAMTRE E 2 B X i x 535515, [Replace Certificate] 27 U » 7 L, #E7eatHE2 AT)
L\i‘a_c

RNERREER~DYIY & Z
IMBGEREZ T v 7 r— R Lite, WIRRERIENCE)0 B2 A1, RO FIEEFATLET,

AT EEBCHDHA=a—T A2 %27 ) » 27 LT, [System]> [Settings] > [Trust & Privacy] > [Certificate

Authority],
AT 72 [Certificate Authority] 7 4 > K7 C, [Use Cisco DNA Center] FTarvRB L ET Y v LET,
AT w 73 [Switching back to Internal Certificate Authority] 7 7 — . [Applyl 22 VU w7 LET,

[Settings have been updated] A v E—V BRI NET, FEMICONTIL, RO R —/LEZ/L— F BT
PIZER (99 =) 2L T EEN,

Cisco DNA Center Z2iEBD T H R k—

Cisco DNA Center TlX, T35 A& FIET H72 DD AAA J—/3—F 7213 Cisco ISE P —/3—7¢
EDONRBE T 4T 4 OFRTCIIHE R T A AFEHEEZ AT — R TEET,

ATy EEMICHLA=a—T A ar%27 1 v LT, [System]> [Settings] > [Trust & Privacy] > [Certificate
Authority],

ATw T2 [Download]Z#7 U v 27 LT, XA ACAZTY AR—hFL, BHEHTEL5CAL LTHNT= T 4T 4 1TE
mLEd,

ERAENEE

TNA RFEREDEE

BH BT NA AT A A& FHIER L O%%58I19 5 72912 Cisco DNA Center (2 & - THIT S
7RAEAEZEZ FRB I OEHTE 9,

RT9T1 EEBIHHA=a—T A2 %7 Y 7 LT, [System]>[Settings] > [Trust & Privacy] > [Device Certificate]
DNAZEIR L E T,

[Device Certificate] 7 4 > K 7121, FBITSINTZEHAED AT —F ARMERID AT — 2 A X TICRRINE
£

* [Expired] A7 —% 227 : HEMIRNOINTZGEHFEDO Y X P &R R LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



SRTLEEDER |
B 7 xamzosnmmons

* [Expiring] A7 —H A X7 HHHRPIE SOV TV DHFEAED Y 2 & FIETER L ET,

c[Al] AT —=Z 227 AReEEAE, HIRUINOREAE, B X OHIRINFEEOEHEDO Y 2 b & x
~LET,

* [Revoked] A7 —H A% 7 : MO SNTGEEELRRLET,

AT w72 [Device Name] & [Issue To] DEIZFESNT, GEHEEZ 7 4 VX U v 7 TEET,
RATY T3 GRHREHEZRVIETSEAT, ROFIEEZFATLET,
a) [AN] AT —XAETHT Vw7 LET,
b) [Actions] #I T, HV {HTAEFICKIET D [Revokel T4 a2 %27 U v 7 LET,
) MRV A4 RUT, [OK]ZZ Vv 7 LET,
ATY T4 GEHEOMEZ T AKR— T 585581, [Export] 227 U v 7 LET,
AEAEOFEMAS CSV BT/ AR — hShET,

TN REEEAE D E N EAF DERE

Cisco DNA Center Ci%, Cisco DNA Center D7 7 A ~— k (NHF) CA TEHBIOEHRL T
WDy T =7 TR AOFEHEO A NN A ZE TX 9, Cisco DNA Center TDFEH]#
DOFZ DT 7 /v MEIX 365 H T3, Cisco DNA Center GUI % i 1 L CREFAE DA 201
BEET L L FHLIEIZ CiscoDNA Center (2% L CIFARAZFRT LKy hT—7 F XA R
WZZE DD OMERE D ¥ THIET,

\}

CE) TS RAHEDOT A 72 A Mi% CAGEAED T A 74 A MEL D RELFTH LT TEE
Hh, THIT, CAGEHFEDRY OABBIMPRIE SNI=T A ZAOFEHFEOAF WM & v i
WIGE. T8 AGEHEOE M OEIX CA FEEFEDKR Y OF IR &R LI 3,

AT EEBICHDIA=a—T A4 a%2 1 v LT, [System]>[Settings] > [Trust & Privacy] > [Device Certificate]
DIFIZEIR L E T,

ATV T2 TNAA RGEE L BIEOT A AGEHEOF M 2R L7,

AT 73 [Device Certificate] 7 1 > K7 T, [Modify] %7 U v 7 L%,

AT v 784 [Device Certificate Lifetime] #1472 7R v 7 212, HLWMEEZATILET (B .
ATv 75 [Save] 7 Vv 7 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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RABEOA—I)LEIL— DS TFHICER

5734 A CA I Cisco DNA Center D77 A4 X—h CATHY, ==L T34 7 bOED
Bt OMESL AR ICHTH SN AEHESF—2 B LEd, A A CADr—)L%E/)L— b
CA D ML CAICEETHITIE, ROTFNEEZFETLET,

[Certificate Authority Management] ™7 4 > K7 ® GUI Z{#H LT, 77 A ~X— |k (N#B) Cisco
DNA Center CA D1 —/L%&/L— [ CADD ML CAIZEETEET, ZOr— L E2EET DI
E. ROFIREFETLET,

« Cisco DNA Center 75 L CA OD&EEZR1-T X512 T 68556, 9 Tlar—RCA (& x
IE Microsoft CA) 23% ¥ . Cisco DNA Center & M. CA & L CRODTWDH LD E R EN
i ﬁ‘o

o TALCA DBEICHEENTUWRWER Y | Cisco DNA Center [ZPN#E/L— ~ CA & L TD#&%
B ke LE 9,

* Cisco DNA Center HDFEAEEL TR 7 7 A V&L L ROFIEOFTRIZHKES) . FH)
THEL— N CAIZBAIEDLINERH Y £7,
)

(GE)  Cisco DNA Center 1%, Z OHBIFIIWNEAL— F CA & LTEITL
BT ET,

REBREE A BRI L — R CAIC K o TEA S, GUIZEHI L TCZOEA T 7 A
JV% Cisco DNA Center (2 A — F LETHERH Y £ ROFIADOFEIRIZHED) ,

A AR— 4. Cisco DNA Center X TN CA & L THHEZYHL L. TH CA DEEIFHERE
ST L E,

PERL— b CA 735 FAL CA ~DHI D B 2 BT XA 2 DOHIE A REME N AN 72> T\ D
BE (F74/08) L LTS RFEAEITHBAICETRSNE T,

GUIIZER R STV D TOL CA GEEAMIRIL, SEENOFRAR LN H DT, VA
T LA B o> THEA SN bDOTIEH Y T8 A, LER->TAH, EHEZAHIM 1
FETA A M=V L CREDR UREIC GUL TR &, FEAZEOADHAMIL 1 FH & £
IRENET,

TAL CA FFAE L LT PEM %721 DER B A2 TE £,

TAL CAIT EALD CA L L2, EALL -~V ORENER S 55613, DRI
HEELTLLEZEY, 20D, TLCAMDLFR Yy NI =7 T/, 225 LT, GEHEDL
AT AN EMEINDGZEbH Y FHA, T CAIZIZZDEFERB 2 NTED, T
TOFRy hT—27F /34 AL L CA % Cisco Discovery Protocol (CDP) i4{§t& LTD
HEA L ET,

1R BRI
JL— b CAGFBAEO a v’ — 2 WETY,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATy Tl EEEIHIA=a—TAa2r%27 1) v 27 LT, [System]> [Settings] > [Certificate Authority] DJIE|Z i
RLET,
ATw 72 [CAManagement] ¥ 7% 7V v 7 LET,
ATv 73 GUI TEEFO/L— b EIE L CAFEHEOR EFRE MR LTI,
* [Root CA Certificate] : HIfED/L— | CA GEHE MR EZIINE) 2F R LET,
« [Root CA Certificate Lifetime] : EIfED/L— + CA FEFHAEOHEBHOAMWE ZF < L £+ (HE) .
* [Current CA Mode] : BUED CA E— F&FRLET (b— bk CA L7213 L CA)

* [Sub CAmode] : /L — K CA O FALCAICERTEXET,

ATv 74 [CAManagement] ¥ 7 C, [SubCA Mode] F= v 7Ry 7 A%EA NI LET,
ATYTE  [Next] &7 Vw7 LET,
ATYT6 FREINLEENEEMHALET.
wIZHlZ R LET,
=K CAMDL FLCAICETTH 7 u AT nICET Z N TEERA,

e Jb—h CA E— RTEE SNz, FRITFEHENRITSNZ AR Y VT =2 T, AN L &
BIHZVENBYET, Py NI =TT, ZAEESTL— b CAT— FTEELEGHEIZ, v—
FCANS FALCAICEETAFNC, OB LETALERH Y 1,

s L CADHRET OB ANKT LadiuE, *y NU—I TR REF T4 NI TEERA,

ATy 71 [OK] %7V v LTHRATLET,

[Certificate Authority Management] ™7 « > K7 {Z., [Import External Root CA Certificate] 77 1 —/L F23F/R &
WET,

AT w78 [Import External Root CA Certificate] 7 4 —/L KiZ/L— k CAFEHEAR KT v/ 7o F Rry 7 LT,
[Upload] #7 U v 7 LET,

JL— b CA FFBAEM Cisco DNA Center 127 v 7' — K&, FFAEELEROERICERH S ET,

TyZa— RR7avAR5E T T 5 &, [Certificate Uploaded Successfully] &5 X v —URE/RIINE
o

ATv7T9 [Next]#Z7Vv7 LET,
Cisco DNA Center CREF]ZEEAL ERDER SN TERINET,

AT w710 Cisco DNA Center THK SN7-FEAEBEAL TR A GUI THER L., IRDT 7 ¥ a L OWTnaEFfTLE
R

«[Download] V> 7 %27V v 7 LT, iEAEZBLERT 7 A VO —Rabt—&aXyra—RLE
D

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATy TN

ATvT12

ATv 713

ATy 714

ATy 715

ATv 716

ATy 11

n—LA—n—ThicAsEBEDTnE =25 |

Z D%, ZOAFEBLBERT 7 ANV EEFA—VTEMAS LT, = CAICEETDLILATE
£7.

* [Copy to the Clipboard] U > 7 %27 U » 7 LT, fEAEBLERTZ 7 A VONEEZaE—LET,
D%, ZOFEHEBLERONFEE A — /MO 1T 50, BFA— VIR 7740 E L
TR LT, »—FCAICEETHZ LN TEET,

AEEBEAER T 7 A V&L — N CAICEE LET,

JL— K CADD FLCA 77 ANADIKRENET, ZDT 7 A /L% Cisco DNA Center IZA > AR— ~ LET
MBENHY F£97,

Jb— K CAMND AL CA 7 7 A )V %&3%1E Li=t%. Cisco DNA Center ® GUIIZFFE T 7 2 A L, [Certificate
Authority Management] 7V f & RUIZR YD £97,

[CA Management] ¥ 7% 7 U v 7 LET,
[Change CAmode] RZ > D [Yes] 227 U v 7 LET,

[Yes] #27 U w74 5L, GUUCGEHEEL ERAEREINE T,
[Next] 7 U > 7 LET,
[Certificate Authority Management] ¥ « > K {Z, [Import Sub CA Certificate] 7 4 —/L RNFRINFE T,

[Import Sub CA Certificate] 7 1 —/L RIZ ML CAGEHELZ KT v 7 72 K Fa vy 7 LT, [Apply] &7
Uy 7 LET,

AL CA FEFEZS Cisco DNA Center |27 v 7' a— RILE T,
7 v 7 a— RKNE T T %5 E, GUI O [CA Management] & 7\Z, F{L CAE— RNFREINET,
[CA Management] % 7 D7 4 —/L R&HER L E T,

« [Sub CA Certificate] : BIfED FA7 CA fFAEAF R L E T,

* [External Root CA Certificate] : /L — F CAGEFEEZ R R L 7,

* [Sub CA Certificate Lifetime] : Tz CA GEHIEO R 2R <L ET (HE) .

+ [Current CA Mode] : SubCA £ — F&# R LET,

A—I)LA—/N\—T{HICASEERZN JOE 3=y

Cisco DNA Center CTli&, BEfFD FAL CA OFZNAM A 70% L E#GE L TW a5, 2—%—
Nu—/LA—/"—TFfLCA & LT FREEZEHTHZ ENTEET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o —FreangoTnesazy

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

1R BHHEIIZ

s TALCA B — LA —NR— T ubva=7%ET 5120, FitRaor—/L% T CA
ET— FIZEF L TR LERDY F3, BiERAOr— /L% /L— F b FALICETE (99—
V) BB LTLLEE N,

« BUED AL CA FEEOABARAS 70 % LLEREE L TV Z L ARETT, Z ORI
725 & Cisco DNA Center ® [CA Management] % 7 @ FIZ [Renew] 7N ¥ U PR R S HVE
‘a‘o

o B— /LA —/"—TFfL CA DELFTEFEAED 2 B — U T,

EEMIIHODA=a—TAa%27 1) v LT, [System]> [Settings] > [Trust & Privacy] > [Certificate
Authority],

[CA Management] ¥ 7% 27 U v 7 LET,
CAGEHEDOHREH MEMR L3,
* [Subordinate CA Certificate] : BIfED N7 CA FEAEZ R R L £,
« [External Root CA Certificate] : /L — ~ CA fEBHELZF R L £,
* [Subordinate CA Certificate Lifetime] : BL{ED F{L CA GEFIEOH LM (HE) 2R R-LET,

+ [Current CA Mode] : SubCA £— K& &R L E7,

[Renew] &2 U v 7 LET,

Cisco DNA Center [ZEEfED THZ CA 2 LT, @ —/LA— "N—TN.CA DIFAEZBLEREZ AR L, £
RLFET,

B SN REAEE A ERE GUL THEGR L, IROT 7 v a v OWnI eI T LET,

*[Download] Y > 27 %27V w2 LT, fiEAZEBLER T v A rOr—Jabt—2Fyn—RKLE
j‘o

ZDH%, ZOFMEBLRERT 7 A NVEBEAA—/VITIRFM LT, L—bF CAICERETHZLNTE
ij‘o

* [Copy to the Clipboard] U > 7 %2 U » 7 LT, iEAEFEBLER 7 7 A VONEEZaE—LET,
T, ZOHFHEBLAIRONKTEEF A =MD T 50, BFA— VIR Z 7402 L
THATLT, = FCAICEETHZ ENTEET,

AEFAEEL TR 7 7 A VB L— b CAIZEFELET,

WIZ)V—k CARa— LA —R—=T/ L CA 77 A NV&HIKELTL B &, F4% Cisco DNA Center (214
AR—FLETHLERDHY £,

TfL CA B — /LA — "—DFFAEZLZ BR T, RootCA F— R 5 SubCA F— NIZHI 0 Bz =Bz A o
AR—=FL7ZETFMCAIZELLIZNL—FCALRICLL—FCAILL-TBAINDABMERHD £7,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATy 717

ATvT8
ATvT9

ATv 710

74 2EHE F52 r e v rozE [

J— bk CANBR— LA —/R—TN( CA 7 7 A NV%a5f5 Lit%. [Certificate Authority Management] 7/ ¢ *
FUIZRY £

[CA Management] ¥ 7% 27 U v 7 LE7,

AEEBEA RN FREN TS GUI T [Next] 227 UV w7 LET,

[Certificate Authority Management] 7 4 > K 7 {Z, [Import Sub CA Certificate] 7 «# —/L FBRFRRINET,
AL — LA —3— CA FEAZE % [Import Sub CA Certificate] 7 4 —/V RIC K7 v 77 KRk v 7L,
[Applyl 22 U v 7 LET,

27— LA —/N—"Fif CA FERIFE2 Cisco DNA Center (27 v 72— K& ET,

Ty 7a— KBTI 5 E, GUIWEHE SHL, [CA Management] % 7 @ [Renew] R % > B IEZhIZ 72 1) &
R

FIRA RFEAE RS R MRS U L OHFE

ATy T

ATy T2

ATvT3

Cisco DNA Center "C [Manages Device Trustpoint] 23 X272 > TV DG, 731 ARAHREB &L
WIAY VAT YaT T AT LA RY % Cisco DNA Center [IZI%(E T2 L 20T 572, 7
/NA A2 F#) T sdn-network-infra-iwan bk 7 A bR A > FERE L, GEAEZ A VAR — T D4
ERHY ET,

SCEP %41 L CHMIB CA 2> BB ET HI121E. WOTFERENLETT,

RDa<r Rz N LET,

crypto pki trustpoint sdn-network-infra-iwan

enrollment url http://<SCEP enrollment URL to external CA>

fgdn <device FQDN>

subject-name CN=<device platform ID> <device_ serial number> sdn-network-infra-iwan

revocation-check <crl, crl none, or none> # to perform revocation check with CRL, CRL fallback
to no check, or no check

rsakeypair sdn-network-infra-iwan

fingerprint <CA fingerprint> # to verify that the CA at the url connection matches the fingerprint
given

(&, 722 LHESE) GEEZ BB ER L, GEEO AR 2 [HhkE L £ 7,

auto-enroll 80 regenerate

(E) B URL ICEIFERRE/RA v ¥ — T = A AZHRELE T, THLUANADEA . http V— E A DE(EF L
AVH =T 2 A ANT 7V N THREINET,

source interface <interface>

AEBAZE DEH

Cisco DNA Center X, Kubernetes |Z & > T4 S 7ZREERC, Kong 38 L NERIEH~ R —
T —EANMERT HAEAER Y SHEOMAEEZEALET, b OEAEXIEME
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B ceEczzamzons

ATy T
ATy T2

ATvT3

RTv74
ATy T5

SRTLEEDER |

T, FEABEIL I T AT A A =T B LTI E N, BARTNICERE SN DRI
Cisco DNA Center {2 X > C 1 fEFHEIMICEF SN E T,

« WIRREIIIZ 22 D ANCREMA FH 2 5 Z & 4R L £,

« 57075100 A ORICHIREINIC 2 5 KO ICRES N TV DIEHEFEDO L Z HHTE £,
COFIETIE, ZALABERICHIREINIC 2 HREHFIC OV T b TSN EE A,

« DAY VT MNTIE, Vr— FR—TF 4 FEFEE (CA) BAFTEFEAETIEHARL ., BEE4
FERAEOALAEZEH L ET, — K X—F (/CA BLAMEFEHEZOLES, A7 V7 ME
Kubernetes & EIHEHR~ L —V v IZ Lo THEHAINDONEGERZ2FH L E T,

c HOBAHHEOLE, B 7 rE A TI/L— F CAREE IR, EH#EEZ T A
A AT v a T HMETHY T A,

o VTR LW HEEIL, HB—/ — K& 3/ — K Cisco DNA Center 3% & Ol 7 128 H S v E
T,

K TAZ ) — RPIEWHTHY . MBERHEL TWRWT L 2R L ET,
ZD /) — FCTEREFH SN TWDIAEAEDY X 26 DOAMIREFRT HI1T1E, ROa~v FeA

HLET,

sudo maglev-config certs info

WD a~v

RaEAN LT, F<ITHIREINICR D KO ICRESN TV LREAEFEZ EH L7,

sudo maglev-config certs refresh

o7 7 2% ) — Rkt LT ERLOFIEAZBEY KL 9,
2—T 4 VT 4 DO~V THFRRTAHICIE, ROLHIICATILFET,

$ sudo maglev-config certs --help
Usage: maglev-config certs [OPTIONS] COMMAND [ARGS]...

Options:

--help Show this message and exit.

Commands :
info
refresh

[EHE TS HAAZEDRTE

Cisco DNA Center [Z1%, FFAlA A b—/L SN TNAH T AIDFFHTE HEHENY L (v
A aAPEFET BN — bX RL) NEEITUVWET, Cisco DNA Center X, ' AanbHo
BHSINTEETELFAENA FLOAL VA=A ML=V R— L TWET, [FH
T& DFEAE N RLIE, Cisco DNA Center B8 X WNZ DT 7V or—3 3 > L OIS EBIR & WL
TR, ¥R—FENDV AT Ry NT—=F U T TAL AL > THEHShET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| vRFLEEOHERK

ATy T

ATvT2

ATvT3

RTv74

simezEszuionT

\)

GE) v AaDOEBETELEREN FUE, PR—F SN TWE L RaAT N, ADHET /N R
NLUTHERATE S, iosp7b EFEIEND 7 7 A L TT, TDiospTb 7 7 A /MZiE, VA%
AN RRARDONL— FEAFEREENTVET, ZOTZAaDEHTE HiEHE NV Fv
I%. Cisco cloud (Cisco InfoSec) TEEMTZ E9, VU > 2% hitps://www.cisco.com/security/pki/

ZH £9,

ZOEFETEZHAEAENY FUE, FAICCAZBEHALTTIXTOR Y NU—T T34 2ADFEH
£33 L O CiscoDNA Center DREAEZ EFHT 5, ZETHER 2 HEERELET, [EEHTE S
REBAFE /N RV Cisco DNA Center IZ X » TEH S, BHOFEAEB IO rX 7 — |
U oA FEAE (FETDIHA) ZRAEL. TR E R CA B4 M EFEAEZHIB L £,
EHZ, PnPU—7 7 ua—0ORERHI R Yy T —2 PP XIGT A AT v 7 — RT&E 5 &
2T, Fiz, ZDOH%O HTTPS ~_— A D#z#E T Cisco DNA Center Z {5 CTX 5 X 912, [FHET
X LT FLAEHTE 7,

GUI @ [Trusted Certificates] 7 4 > KU &ZfFH LT, A2 hT AR T— )L R RLEA VR—
FLET,

EEBICHIA=a—T A a%27 Y v LT, [System]>[Settings] > [Trust & Privacy] > [Trusted
Certificates] DNEIZER L E 9,

[Trusted Certificates] 7 «t > K7 C, [Update] " ¥ > %27 U v 7 LTEHETE HEHENRY RLVOFRL T~
2— RBLOAS VA M=V ZBIG L ET,

[Update] R % > 1%, iosp7b 7 7 A NVDFEH A= a UHIMERFRE T, A X —F% v T 7B ANARER &
TWZDOHBT 7T 47D E£7,

Cisco DNA Center (287 LVMEFH T E ZFEE N FARF T a— REBX O, VA h—r3ivs & Cisco
DNACenter (I3 A aADTNAADKF 7 — REYR—T5L5, ZORBETE H5EHE N RV &4f
MAMREIZ LE T,

HLWVGEREZ 7 A VE A R— T 5581, [Import] 227 U w7 L THR—IIVY AT AL ARNRGFEH
E7 7 A VEERIN L, [Import Certificate] 7 4 > K7 T [Import] 27 U v 7 LE T,
[Export] 227 U » 7 LT, fEAFEOFEMZ CSV BT AR —FLET,

HIRfFE S T ILIZDNT

HEL I DA R —T 4 VTV AT AE T 7 A NMIHTDEH EO Y X7 2T 572012,
Cisco DNA Center %, (RO~ RIZOILT 7B ATEDLT 7 4V b OHIRA & ¥ = /L 22t
L/i‘g—o

$ 2
Help:

cat concatenate and print files in restricted mode

clear clear the terminal screen

date display the current time in the given FORMAT, or set the system
date

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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maglev-config
manufacture_ check
netstat

SRTLEEDER |

debug enable console debug logs

df file system information

dmesg print or control the kernel ring buffer.

du summarize disk usage of the set of FILEs, recursively for
directories.

free quick summary of memory usage

history enable shell commands history

htop interactive process viewer.

ip print routing, network devices, interfaces and tunnels.

last show a listing of last logged in users.

1s restricted file system view chrooted to maglev Home

lscpu print information about the CPU architecture.

magctl tool to manage a Maglev deployment

maglev maglev admin commands

tool to configure a Maglev deployment
tool to perform manufacturing checks
print networking information.

nslookup query Internet name servers interactively.
ntpg standard NTP query program.

ping send ICMP ECHO REQUEST to network hosts.

Ps check status of active processes in the system
rca root cause analysis collection utilities
reboot Reboot the machine

rm delete files in restricted mode

route print the IP routing table.

runonce Execute runonce scripts

scp restricted secure copy

sftp secure file transfer

shutdown Shutdown the machine

ssh OpenSSH SSH client.

tail Print the last 10 lines of each FILE to standard output
top display sorted list of system processes
traceroute print the route packets trace to network host.
uname print system information.

uptime tell how long the system has been running.

vi text editor

w show who is logged on and what they are doing.

— R 2 VT 7 AREET 5121, Cisco TAC ICRIWE b EDLZMLENRH Y £, KT 7L

Va—T A VT ERBITTIHEOIC, —FRICOBRNL— = VIT I ALET,

HEEARARRTLA R DUREIZDUNT

Cisco DNA Center TIZ7 74 /L F CTT L A MU T—2BRIESNE TN, —5OT —XINEL
A7 N7 U NTEET, TXET, REEREORREEZ SR L, EH EoRBEICHHLL T,
K0 ERNIANE & EREIGE (ROD Z#FEBT 52 LAAMELTWET, Y AapPET S
T — X OFEMEIX, Cisco.comID, A7 A, BEREDOFERDIL, K>y hT—7 FTNAL A A R
MU BEOY 7 MU= THAERTT, WEShLIT—F DLW X MZHOWTE, [Cisco
DNA Center D7 — % > — b ] ZELTLLEIV, —8OT—XEEAT T 7 b T 512
WX, v AaOT v MHYFE R IO Cisco Technical Assistance Center (TAC) (ZEHWEbH
TE&EWY,

EEBIZHDA=a—T A a% 27 Vv LT, [System]>[Settings] > [Termsand Conditions] >
[Telemetry Collection] ®NEIZEIR L £7°, [Telemetry Collection] 77 « > R, T4 LA
Ry, TITANR—=RY = TIANRN =T —F T — N EERTEET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| vRFLEEOHERK
vManage 7 0/3F 1 DR E .

vManage 7 0/\T 1 D&TE

Cisco DNA Center I%, #t# vManage i i % f#i ] L C Cisco vEdge BB Z 7" — ~ L £3°, vEdge
cRu Y E Ty a =73 BT, [Settings] 7 « > K T vManage DMl #R1FTX &
j’—o

ATY TN EEMICHHA=a—T A ar%2 ) v 7 LT, [System] > [Settings] > [External Services] > [vManage] ®
JNEL IR L £

AT v T2 vManage 7T 4 ARELET,
- [Host Name/IP Address] : vManage @ IP 7 K L 2,
* [Username] : vManage (272 7' A >3 572 DI S 05 44 R,
« [Password] : vManage (22 7' A > 57 DI I NS /SAT — R,
« [Port Number] : vManage (212 7 A 5 7= I H 4158 — k,

« [vBond Host Name/IP Address] : vBond ® IP 7 K L A, vManage %/l L T NFV 2 #4555 1M
*(\\‘g—c

» [Organization Name] : fHf% D4 Ail, vManage Z i H L T NFV 2 E BT 555 C 0L ETT,

AT w73 vManage iFHE%A 7 v 71— R4 5I121%, [Select a file from your computer] 27 U v 7 L7,
ATY T4 [Save] 7 Vv LET,

ThoobroOvyo7o bk

TAV vy 2T R —ERELT, 2=V —ZLdn s 0f7, TAHV b
Dy 77y MiF, v A o OFRITREAEFERTE £,

ATy EEMIcHDA=a—T A ar%27 Y v 7 LT, [System]>[Settings] > [Trust & Privacy] > [Account Lockout]
DIFIZEIR L E T,

AT w72 [Enforce Account Lockout] N 7 /ViRZ %27 ) 7 LT, Fx=v I ~v—7RNFRINTREBIZLET,
AT 73 [Enforce Account Lockout] DR D /3T A —% DfExE NS LET,
* Maximum Login Retries

* Lockout Effective Periods (minutes)

* Reset Login Retries after (minutes)

G¥) (nfo]l I —Y NVEEDLED L, BRI A—FOFFMPERINET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B <xo-roammman

ATv T4 Kay 7% U A Rn5 [Idle Session Timeout] DfE & 3N L £,
ATy TS5 [{RT%E (Save) 127V v LET,

tyvrarETA RVREOEFIZTDE, By v ar ¥ A LT T hO 553 [Session Timeout] % A 7
B Ry T ANRFRINET, By ara2HiTT 2551, [Staysignedin) Z#27 U » 7 LEJ, [Signout]
7V r3HE ICICkEyva s ERKTTEET,

INAT— FOEIARTIN
INAT— RAEDHIRARY o —2RELT, UTEEHTEET,
« NAU — ROAZNIIR O @ kN,
« NZAYU — RRBIREINIC R DN 2 — =@ AFR R I D A
o 0T 31T

AT EEBICHDA=a—T A2 %27 Y v LT, [System]>[Settings]> [Trust & Privacy] > [Password Expiry]
DNEIZ IR L F5,

AT 72 [Enforce Password Expiry] N/ VAKX %7 Vw7 LT, Fxv/~v—7BRERINTREIZLET,
AT w73 RO [Enforce Password Expiry] /37 A —X% Ofiz A1 LE T,

. /QX ]7% ]\\‘/ﬁ;ﬂl-sﬁ (El)
« NRATU— ROHIRDOEL (H)

< TR (H)
G¥) [Info]l (I —Y WEEHbED L, BRXTA—ZOFEMPERINET,

ATY T4 [Save] &7V v/ LT, RAU— REYHRREEHRTELET,

IP 7t X H{H

P77 E2ZHIEICEY, mAREZIIXY NU—=F7DIPT KL AIZH-S T Cisco DNA Center
DT VAR TE £T, ZOBERETIL. Cisco DNA Center GUI ~D 7 7 & Z D I % | {H)
TEET, ZOBWET, BEL2KROR Y NU—I T 782 &HETHZ LiIXTEEHA,

Cisco DNA Center {Z1%, IP 77 B RGEADKRDO AT > a o RH D F7,

« T _RTDIP 7 KL A|Z Cisco DNA Center ~D7 7 ¥ 2 & e LES, T 74/ kT,
FT_RTOIP T KL A Cisco DNA Center |27 7 Z A T& F9,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| vRFLEEOHERK
Ip 75w 24wt

cBIR L7 IP 7 R L ADHRIZ Cisco DNA Center ~D7T 7 & A %FFa] LET,

IP 75 & X&HIHEOFER

IP 77 & ARG EZMER L. BIRLUEIP 7 KL ADIZ Cisco DNA Center ~D 7 7 & A & ZFn]
T BT, WOFIEEFEITLET,

1. IP 7 7 2AHEHOEME (109 ~<—)
2. PT77EBAVARARADIP T RLADENM (109 =—)

3. (EE) IPT77EBARURAIMLDIPT FLADOHIER (110 2—)

IP7 0 ZAFIHDOAE

1R BHHIIZ
» SUPER-ADMIN-ROLE FE[R# BUfS: L TR & 9,

* CiscoDNA Center ' —EAHY 7T Xy b, 7 TRAXY—EL RV TRy b, BRI TFTAZ A
VE=T A AV TRy NEFAIH TRy hOU A MIEMLET,

AT EEBCHDHA=a—T A2 %27 Y v LT, [System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJAIZIER L £ 7,

RT9T2 [VARSNTWDLIPT RLRADOAIZEH #7795 (Allow only listed IP addresses to connect) | 47"+ =
VRGBT T LET,

ATv T3 [AddIPList) 227 U v 7 LE7,

ATY T8 [AdAIP] AT A FA 2 ~3A D [IP Address] 7 4 —/L RiZ, IPv4 7 KL AZ AH L ET,

Gx) IP7 RLAZIPT 7R A MIBIMLZARWE, CiscoDNA Center (27 7 B AT 7B 0]
REMENH Y 4,

AT w75 [SubnetMask] 7 f —/L RIZH 7 Xy h ~AZ7 &2 AN LET,
7Ry b~ 27 O REIFAIZ 0 ~ 32 TT,

ATvT6 [Savel 27 Vv 7 LET,

P79/A)JAMADIPT7 KLADIEM
IP77®AYANMIIPT RLAZBINTAI1I21E, ROFEZFEITLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B rroezxuzxtnzoryrLzobin

1R BHHEIIZ

IP 7 7B RAGEBENZ /> TWND I L AR LT EE, iz >N TiE, IPT7 27 kEXA
HEOEE (109 2—2) 2R T &,

ATy T LBk D A=a—T 2% Y v LT, [System] > [Settings] > [Trust & Privacy] > [IP Access Control]
DIRIZEIR L E T,

ATv T2 [Add) 227V v 7 LET,

ZF Y T3 [AddIP] 25 A FA >3 > @ [IP Address] 7 4 —/L 2, RAME/FRy hT—2DIPvd T RL 2%
ABLET,

AT v 74 [SubnetMask] 7 4 —/L RICH TRy b 27 AN LET,
HT Ry v A7 OFEIPFHIL 0 ~ 32 TT,

Settings / Trust & Privacy

IP Access Control

Add IP

1P Address*

Cisco DNA Center is accessible from all IP addresses by default. 209.165.210.0

O Allow all IP addresses to connect

© Allow only listed IP addresses to connec + 27

IP Address Subnet Mask

209.165.200.230 32

AT9 75 [Save] &7 Vv 7 LET,

P7OAVA LD IPT FLAXDHIER

IPT727EAYZRNSIPT R Z2ZHIK LT Cisco DNA Center ~D7 7 & A &N+ 51T
T, LTOFRIEZFEITLET,

48 HREIIC

P7782a he—LEZ2BZL T, IPTRLAZIPTZEAY X MIBMLEZ L 26
BLET, SOV TIE, IPT 7 BRI OELME (1092—) BLXORPT7EAXY X |
~ADIPT RUZDEM (109 2—2) LT &N,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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P75 wzsmomEmnt [

AT EEBCHHA=a—T A2 %27 Y v LT, [System] > [Settings] > [Trust & Privacy] > [IP Access
Control] DJEIZER L £,

AT w72 [Action] ¥ T, ®dHIP 7 KL AD [Action]| 7A 2% 27V v 7 LET,
ATv T3 [Delete] 27 U7 LET,

IP 7t IO ERE

IP 7 7 & ZHIi A2 L. TXTDIP 7 K1 Z|Z Cisco DNA Center ~D7 7 & X % A4
BIZiE. WOFIAEEITLET,

1R BHEIIZ

SUPER-ADMIN-ROLE ¥R Z HufS L TR E £9°,

AT EEBCHDHA=a—T A ar%27 Y v LT, [System]> [Settings] > [Trust & Privacy] > [IP Access
Control] DJEIZEER L £ 5,

AT 72 [Allow all IP addresses to connect] 47> a V RE %7V v 7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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.3

i

T7IVr— 3 0NEE

11l

TV r—a VERE (113 8—Y)

DYV AT ANR—=V g DA a—REAL VA =L (114 2—=2)
T Y=g DEFOE T a— R A =L (114 2X—)
TN —a DT A A=) (116 X—7)

7I)r— 3 EHE

Cisco DNA Center (3% D% < OfER, 2T A V7T A T 7 F ¥ 3Bl Ny r—ofban
EBOT 7Y r—y g LTHRWET, 20, 22— — 3R TS LT, LERT
Vor—varvk A A=V LTETL, HLTWRWT ) S —2a a7 AV A h—
NTEFET,

[Software Management] 7 > RUILERRSINDT TV r—a Xy r—T 0O E %A 71,
Cisco DNA Center ®/3—37 5 ¥ JL O Cisco DNA Center DT A B A L-~UUZ L TR D F
T MHWRRRT 7Y r—a Xy =T RT, BEA VA =L ERTWENE S )
WBfRR S BoRSnuE T,

—H DTV r—a AIEARIRT Y r— 3 e d T, IFE T T Cisco DNA Center
DEANTRIENZD F5, /Ny —VOBIZ DV TE, [Currently Installed Applications] U >
JxI7 Vv L, EFOAFIO LI — YNV EBEEET,

% CiscoDNA Center 7 7V r— g oo r—Vi%, v—EANRUV KLV, AXT—HT 7 A
N, BEOAZ V7 R THERESNTOET,

)

GE) 77V r—va VEETIAIZT T, CiscoDNA Center GUI B FEITLET, ZHHDOFIED
2L, vaila A VHBCLI AR L THEITTHZE b TEETN, ZoHETBEID L
FHA, FRZ, CLIZHEH L TRy =V 2B AEET v 77 L— RT 556, maglev
package status =~ > ROFERIZ, X TH /Yy 7 — 723 NOT_DEPLOYED, DEPLOYED,
721X DEPLOYMENT ERROR & R/ RSN TWHEGEZFRE, deploy £ 72 upgrade =~ > K73
ANENTOWRNZ L 2R T H2MERH Y £9, TOMORIETT ST, *ST57 77«
ET 4 BNEITH CTHH L EZRLTVWET, £, NI LABALT v 77 L— RiZ¥hAR— b
SNTHWEEA,
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B svoszx7ii—vavosyrn—reqvzb—n

BHOURATLIN—3 0D 98— REA VR M—

L

ATy T

ATy T2

ATvT3
ATvT4
ATvT5
ATvT6

ATy 17

[Software Management] 7 ¢ > K 7 (Z1d, ##7P Cisco DNA Center /3— 37 = > 3O R AIHE T
HAOPPIRENET, W N—TarEXUra— RLTA YA AT 512, ROFIEE
FITLET,

4R HHEIIZ

SUPER-ADMIN-ROLE #[R & Ff o2 — YV —DHN Z D FIEEZFEITTHZ LA TE £, FEMIC
ONTIE, Ta2—%F v—olE (117 3—) | 2R LTI,

EEBZHIA=a—T A a%27 Y v 7 LT, [System]> [Software Management] DJIRIZE#IN L £ 7,

BE Z DKfRC, Cisco DNA Center |2 X » THfilET = v 7 NIATINE T, HERICHEN 55
4. [Software Management] ¥ « > K72, BUEFHARE/R LV AT AT v 77— MIFRENE
A,

VAT LT v 7T — B HFRETHDH T ENT 4 RTIREN TS EAE L, [Downloadnow] % 7 U v

7 LET,

Cisco DNA Center OFF[F = v 7 55 T4, [Download] #7 U » 7 LE7,

Ny lr—Y DX ra— RETH, [Installnow] 227 Y v 7 LET,

Cisco DNA Center OFF[F = v 758 T, [Install]l 27 V v 7 LE T,

CiscoDNACenter 1A T F LV AE—RITRY , VAT LT v 7T — MRETENLT-DFHTEEEA,

T v T — RN T L7=5, Cisco DNA Center (ZFHE 1 7 A > LET,

EEBICHDIA=a—TAar% 7 v 27 LT, [System]>[Software Management]% 27 U » 2~ L C, [Software

Management] ¥V 4 > RO 2B & F9°,

VALY RYDLEESICHEIAvE—VIT, VAT ADRERT TCHAZ LA RLTWET,

F7IVr—2avBEHFOFT I A—FEA VR =)L

CiscoDNA Center fHl & D7 7V r—> g 043a 7 A7 T AN T 7F ¥ BMNs L THbE
T, BRIz, 77V = a v oERoNNy r—U % A4 A h—/L LT, CiscoDNA Center
ETEITTE £,

TV =2 a DNy r—F A A =)L EREICERN DN DIGER™HY T, =0
-0, 2y "= DA T F U AR Ry r =% A VA =L L TL7EE,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| 77us5—vavoen
Ror—ongmvn—Re7yTrL—rns~y s

1R BHHIIZ

SUPER-ADMIN-ROLE #E[R & Ff > — WV DHN Z OFNEE EITT B Z &N TEE9, FHEMiz-o
W, 22— g =1 OfE (117 2—=) 2B LT EEN,

1|

AT TN EEBCHDHA=a—T A ar%27 ) v 7 LT, [System] > [Software Management] DIEIZER L £ 9,

BEE Z DOFFRT, Cisco DNA Center (2 & » THGMET = v 7 BNIATSINE T, HERICRIEN S 55
4. [Software Management] 7 « > K72, BIEFIHA[RE/R L AT A7 v 77— MIFR SN E
A,

RTYT2 77V =y a VEHBFHATRRZSEEIE, V4 FUOTHICERRSNET, ROVWThrazFETLE
ﬁ—o

1. FIHFRERT X TOVAT AT v 7T — e VA M=V T 5121, [Select Al V> 27 %27 Y w7 L
ij_o

2. a7 7V r—2alBHcE A A M—NATDHIL, S TEHTF v IRy I AL LET,

GE) FHOT 7 AN A ZXBIOIET AT 7V r—ya CORHERHAEZRT AT A4 A A
EBALIZIE, FD [ViewDetails] U7 %27 U v 7 LET,

ATFw 73 [Installl] 27 Vv 27 LET,

AT w74 Cisco DNA Center |Z LD KFREBROT = v 7 0858 T L7z 5, [Continue] 27 VU v 7 LET,
EEHOXET TV r—va VOBITIRAN=RT 4 RUICERRINET, TRTOEHRA A F—/b
S5 &, [Software Management] V7 « > RUDBEH SN ET,

AT 75 [Currently Installed Applications] Y > 7 %27 U w7 L, #RLIZT 7V r—rva VREFHEINTNDH I L&
iR LE7,

NYT—ME O O—KRETYTITL—FDARY MEX

Ny r—DF Ty a— RERIEIT v 77— RAXRY EBRRETH N EMEZETEE
T, TNODOBAEZRTERL L OEET 5121E.  [Cisco DNA Center Platform User Guidel @

['Work with Event Notifications| k&~ 7 TSN TV D FIEZFETL TSV, ZOFIA
52T L7265 SYSTEM-SOFTWARE-UPGRADE A/ XV F&&ER L, VT A7 7347 LTWAHEZ
LERMERELET,

ROGEERPER S, FMESNET,

Ry —=VDT v T T L —RKDF T a— RNIKRRLE L, Ziudi@EE ., Cisco DNA
Center 7 75 A TV AZKERT 4 AT RENRW), LNy r—V 2 Xy o—
FLES ELTWAZOIZREAELET,

R —=DT T T L —FRDA LA N—VIRILE LTz Oy =BT B0
TWAY—EZANRBIEX T LTWABEDEEZLNET) |
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7IUs—vavoge |
B 75— avoroaozr—n

R lr—UDT v T T L —ROF T a— REFIEFA VA M= LE LT,
Y

GE)  BEE. RN Z OBEEZZ T T 57017 2T R L 7=
BARICOREEINET,

T7IYU5r—23 D704 A =)L

CiscoDNA Center [l x OT7 7V r— g 03ar7 A7 T A TG 7 F v bISL L THbIVE
9, BARAYIZIL. Cisco DNA Center 67 U r—a LV Ofix DRy r—% T A VA
F—NTHZENTEET,

TUVAVARN=ILTEDLDEIV AT AIMBETRNT ) r—2a O r—VORTT,

1R BHHIIZ

SUPER-ADMIN-ROLE#[RZ Ff o2 —V DAN Z DOFIEEZEITT D2 N TEx £, FFEMico
W, 22— g =l OfE (117 2—=) 2B LT EEN,

1|

AT EEBCHDA=a—T A ar% 7Y v LT, [System] > [Software Management] DJIEIZER L £,
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SRT L Cisco DNA Center DRREEL, X NI —2 85, Y7 b =TT v 77 L—FR
mEE—TLEHRLET,

PR R X2 VT 1 ORfEFHtE A REICRE L CIBO BB 2 iET 272010, H
w7 Ly ON— RO EFERE L ET,

2 AT WEHL VAT LADATHREL BERORELERLET, 2P —m— L EFH L, SNE

AL Z BOE L E T,

ZOwu—LZiE, BEMMREE, HA, T4V AZ YN Ty Trr T A
cN)avrar, A7 A0 EBULA, IPAM, vManage —/X—_ Cisco Al
Analytics, Nv 7T v 77T, BIOT X7 Ty b7+ —LBNEENET,

A—T4 VT«

IR ENTWDE T TNy a—T 4 7 Y=o —E R Y, EREMEICE
SOEHRNE LD LN THET,

=

Ul F72I1ZAPIA X —T =2 AU TH v hU—27F /314 AL Cisco DNA Center
WCINZ BN EEOFEMra 7,

£ R P BEa—T

RTINS a—F 4 L T DEDDF Y NI —IFNRL ABERI T T v hA R
v hOFER,

Ry b — 2 Hebte

F NU— 7 SBFOHEMEOMBRIZIESL Ry hU— 7 OREIZOWT O HE)
ILENTH/EBR NI TN 2a—FT 4 T HBB LET,

Y E— hF A ADYE— B

VA 3B R — hF— A2 Cisco DNA Center IZ L » TEHINTWA Ry hT—7
FTNRAREZYVE— AT TNV a—T 47 TEDHLICLET, Zor—/L
AT B & Cisco Technical Assistance Center (TAC) DT> =71, +7
TN a—T 4 T D-DITRBERED Cisco DNA Center Dt v F7 v 72V £—
FNCHEECE E T,

Ay a—7 oy s Ry =R EMEENTZATV2—FFFH LT, R —DE
Bl, Yubela=s Xy NT—I DT v T TV — R EDRRAIRT VT 4
BT 4 DEITF. ATV a—, BXOEHMNMTZET,
REHUADEAF P a—NT5Z L TXET,

R ek YA By NT—=TTFTRARA ITAT v, TTVr—var, R —,

FRE. ¥V, A==a—IHHMR Y, CiscoDNACenter DXFXFER AT V27 &
MBZLET,

O—J)LR—XA 7H+ER ay FO—ILEETOERT

FZa—P—o—/LZE L TNWEa2—YP—DH i RIHHE2FRrTcEEd, FUALFT LT,
BIRL7-e— 2o —HP—D) 2 FN2FRTHIELTEXET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT EEBCHHA=a—T (2% 27 ) 27 LT, [System] > [Users & Roles] > [Role Based Access Control]
DIFIZEIR L E T,

FIFNFOTRTOZ—HF—a— )L HAZ AT — L RFRINE T,

ATY T2 Ha—P—u— LT 2ETE7 ) v 7958, ZOn—NEfFor—PF—DY XA FRERENET,

9* %B Aty I:IIE 0) % '_._I

%%B:L"—”Hi"—‘@nu niE(E utl:ﬂ‘@:%%ﬁ'ﬁ‘“—‘/{“—%'@iﬁﬁ LTU\ZD%/E} CISCO DNA Center VC&{‘ Bnhn
EANNCT HHERHY £,
15 H B HEIIC

« SUPER-ADMIN-ROLE #[RB & o2 —V D LN Z OFNEE FEI 7952 N TEE4, M
WIZOWNWTIE, 22—V a—LolE (117 X—) 2R LT EEV,

D Ly 1 DO —N—ZRET HLENDH Y £7,

1|

A\

GE)  210x VBTV UV —ATlE, AMEEIENAENIC /2> T H4E . Cisco DNA Center i3 AAA ¥-—
N—|ZHBETE 20D, AAA P —N"—D R — -2 EST 5L, v—hra—HF—
W74 =Ny 7 LTWE LT, BIEDOY U —Z2TIE, AAA H—3—] *?IJ‘%T%@V%Q%D
AAA Y —R_R—NRPp 22— —4 A5 L7-35-E12 Cisco DNA Center 73 17— 4 )L —H—
T =Ny 7352 L1EIHY A,

HWEBEREE T =8 T BANZ o T B EE. Mo —3— L n— b )LEFLE 1T Cisco
DNA Center (211 74 L CTx£97,

SNEREREE 7 4 — L8 7 AT 5 121E. Cisco DNA Center f > A & > AT SSHEERE L. &
DOCLIlz~r REAHLET,

magctl rbac external auth fallback enable

AT EEBCHDLA=a—T (2% ) v 27 LT, [System] > [Users & Roles] > [External Authentication] ™
RN L £

AT 72 Cisco DNA Center THMIERIEE A ZhIC ({Z1%. [Enable External User] 7= v 7 R v 7 A% A A2 L7,
ATv T3 ((TE) AAABMEZRELET,

TACACS FRFETIL. D AAA BNV R — SN TWET,

Cisco DNA Center TACACS

Empty cisco-av-pair

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Cisco DNA Center TACACS
cisco-av-pair cisco-av-pair
Cisco-AVPair Cisco-AVPair

RADIUS FBFETIL. RO AAA BN FR— S CTWET,

Cisco DNA Center RADIUS
Empty cisco-av-pair
Cisco-AVPair cisco-av-pair

a) FIORTHEIN TS X DT, [AAA Attribute] 7 4 —/L RIZ, 22— A7 —R|ZH#E L7z @2 AL
9, [AAA Attribute] 7 4 —/L KDF 7 /L MEIE Null T,

b) [®#Hr (Update) 1227 Vv 27 LET,

ATy 74 (TE) AAAY—R—%FRELET,

INHOBRET, BUEDOTTA~ VU AAAY——Lth v Z U AAAY— R—ZZHLT=0 . B b AAA

P —R—ZER LD THGEICOTVES, ELEBICOIA=a—T A2 %22 v 7 LT, [System]>

[Settings] > [External Services] > [Authentication and Policy Servers] ®JIAIZE&R L T [Authentication and

Policy Servers] 7 1 &~ KU Z B & £77,

a) [Primary AAA ServerIP Address] kv > 7 # 7 X NC, FHRREINTZWDTNND AAA —3—D
IP7 RUAZRIRLET,

b) [Secondary AAA Server IP Address] K2 > 77X 0 2 M C, FHHEE SN2V T 0D AAA —3—
DIPT RLVAEERLET,

¢) (EE) CiscoISE 4 —_"—%HH L TWAEAIT., LEUSU THRELZEHT T ET,
Cisco ISE 7R U > —DFEMIIZ- DUV TiX,  [Cisco Identity Services Engine Administrator Guide] @ [Configure
and Manage Policies] ZZH L T 7Z2& 0,

5 4: Cisco ISE—/\—DERE

Bl iEA
Shared Secret TN ADRRREF—, LAMEOR SIE, HKAK 100 LFTT,

AAA 7 RV AZHHTHENC, AMELRETLI2LERH D 97,

Username Cisco ISE CLI {21 7' A >3 B 7= DIl 9 5 4 Fil,
Password Cisco ISE CLI = —H—Z DR AT — K,
FQDN Cisco ISE $— R — D52 &S K A A >4 (FQDN) , FQDN /&, RDOEX

T, FAMBIRRAAL LD 2 OO/ — N THESNLTHET,
hostname.domainname.com

7= & 2% Cisco ISE ¥—/3— FQDN [, ise.cisco.com To B AJREMEZ & D
i ‘a‘o

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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e EREA
Subscriber Name —BDT XA MXFEH (acme 72 ) o ZIUIE Cisco DNA Center 7> 5 Cisco
ISE ~D#EAHIZ, Cisco ISEIZH LW pxGrid 7 7 A 7> b &R ET H720
R ENET,
Virtual IP Address CiscoISERY v —H—t 2/ — K (PSN) AEHICHBEINTWSr— K
NI Y ORIETP 7 RV A, Bienm— RART Y OE%ITHEED PSN
T —LRBBLGETE. RRK6ODOEMIP T KL AZANTEET,

d) (TE) FHMEEZEHT 5121, [View Advanced Settings] #7 U » 7 LT, MEIZS U TRELH
FLET,

R 5:AMA Y — ) \—FEERE

£ Bl
Protocol TACACS %7213 RADIUS,
Authentication Port AAA = R—~DFFEA v =D ) L= A SN HR—F,

« RADIUS OH4. 77 4V MMI UDP &A— bk 1812 T,
« TACACS D&, AN— ME49 THY, ZHETEEH A,

Accounting Port AAA P —N—~DEERAX FOY L—IEHINLZHR—F, 2 HD
AN FOFE#RIL, BX 2T 4 LFEROBTHEASNET,

« RADIUS O#4. 57 44 F® UDP &R— k& 1813 T,
« TACACS Dy, AR— MI49 THY, ZHETEEH A,

Retries Cisco DNA Center 73 Cisco ISE & O#sfst 2 3847 T & 5 [Rl%L,
Timeout Cisco DNA Center 73 Cisco ISE 7> 5 DS E 2T M0 RE S, #4457

7 b ORKEIL 60 BT,

e) [®#r (Update) 127 U2 LET,

3 !

CEHMAL (QFA) X, 2—Y—4 L SR T — RIS CHAIT FIEEERT S 2 LT, 2
F—RBADEF 2 U 7 4 ZILT 5 bOTT. BEITFRE, T, ERORGa—F—7
FHFHEL (ART T YVRX—T 4T RE) | ORI A LIEEERCRE D b O R
FALET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Cisco DNA Center D " EHRFFAEDOEETIX, b—2 7 T4 T b G#EYIZRPIN S AS Sz
BIHENET h—27 v a—RKE4ER) . h—2 % —n"— (b= a— K&K . BLO
2= —DT I A EET LAY — N — 2 X £9, FEREAEEIZIX, RADIUS £7-1%
TACACS+ 7' o ha/nfifl S E 4,

—ERTEIORHRE

Cisco DNA Center Cf 9 5 _EEFIELHRTT DL, ROFFEFMA 202 L T\ D MEEN
HFET,

#8FE X172 Cisco DNA Center = —%— RBAC B — /LR A[ RS 5 BIHERT 2iK7
T EMTEDHFEY——, ZOHITIL, Cisco Identity Services Engine (Cisco ISE) 2.3
NyF 1R LTHWET,

o WREY— N— L ETH “HHFR h—7 P ——, ZOHITIX, RSA Authentication Manager
72 #ERALTHET,

VT NI =T h— VEERTEZIFIAT N LD =T H— R T r—
varv, ZOFITIE, RSASecuwrlD Y7 =T h—27 U EFEHLTWET,

—%%mb\nmo) 7_7 JAa—

PATFIC, THEBFIENHREIN TS CiscoDNACenter 7 7T A 7 2 Al —F—nna 74

L7 EOBEOME LR LET,
1. RSASecwrID h—2 227547 bTlid, 2=V —FPINZ AN LT h—72 2 a—KKEH
BFLET,

2. CiscoDNA Center 2@ 7' A ' R_R—T TlX, 22—V —Z L =2 a— Kz AN LET,

3. Cisco DNA Center Tl%. Cisco ISE ~D 1t 7 A R DE(ZIZ. RADIUS F721% TACACS+
7 hanrEFRALET,

4. Cisco ISE RSA Authentication Manager H—/3N—|Z R &2 55 L £ 97,

5. RSA Authentication Manager C h—72 > 21— REMGEL, = —F —NEFICFEIES N0 E
9 7% Cisco ISE 2@ L £ 7§,

6. :L"—‘_]j‘ Z)‘ntuuﬁéh‘(b\é%{j\ CISCOISE inunﬂiéﬂfglv—qj— é: E{ﬁ#@ 770‘:’
77 A NEBE L, role=NETWORK-ADMIN-ROLE EMET 2K L £7,

7. Cisco DNA Center =—HF—Da—/L_X— X 77+ A 2> ha—/L (RBAC) = —/ /L2
T BN TWABREB L O —~0T7 7 225 LET,

“EFRTIDRTE

Cisco DNA Center 7 7' 7 A 7 A C LHERHFEZ R ET HI21E, ROFIEEZFATLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AT w71 RSA Authentication Manager % Cisco ISE &AL E 7,

a)

b)

c)

d)

2)

RSA Authentication Manager C, 22D —H#—_ $72H b cdnac_admin (FHE 22— ——/LH)
¢ cdnac_observer (47 ¥ —m—/LH) Z{EHLET,

FEMIIZ DU TIE, RSA Self-Service Console Help @ [Add a User to the Internal Database| @ k& 7 &%
LTSS, ZOME Y7277 82T 5I21E, ROFIEEZFETLET,

1. RSA Self-Service Console Help % B & £,

2. [Searchhelp] 7 4 —/V K C, [Add a User To the Internal Database| & AJJL T, [Search
help] 7 V v 7 LE7T,

H LW E—Y = b EERR L E 9,

FEHEIZ DU TIE, RSA Self-Service Console Help @ ['Add an Authentication Agent] @ K &> 7 &M 1L T
<TEEy,

T~ —Vy o — 2 FRTET 7 A4V (sdeconfrec) Z#/ERKL £,

1. RSAEFx=VU7 42—/, [Access]>[Authentication Agents] > [Generate Configuration File]
DIEIZZEIR L £ T,

[Configure Agent Timeout And Retries] % 7 235 & £ -,

2. [Maximum Retries] & [Maximum Time Between Each Retry] 7 4 —/L R{Z DWW CiX, 7 7 4 /v ME%
HHLET,

3. [Generate Configuration File] 27 U v 7 L £,
[Download Configuration File] % 7 3B & £ 37,
4. [Download Now] UV > 7 %27 U w27 LET,

5. i ICHGRAER SN 6, [Saveto Disk] 2 U v 7 LT, zip 7 7 A AD B—H L= E— R AR A7
LET,

6. 77 AINEMMEL, ZONRX—Tg D sdeonfrec 77 ANVEFEHL T, =—V 2 MIBEAL VA
F—ENTWNWAENR—T g vk FEXLET,

FJE 1a TIEMK L7 cdnac_admin == —#—& cdnac_observer == —#—® PIN Z /LR L £,

FEMIZ DU TIE, RSA Self-Service Console Help @ [Create My On-Demand Authentication PIN| @ b &
7 EBBLTLIEE N,

Cisco ISE # [H#f9 5 121X, [Administration] > [Identity Management] > [External Identity Sources] >
[RSA SecurID] DJEICER LT, [Add] Z384R L £,

[RSA SecurID Identity Sources] ~<—3""C, [Browse] %7 U v 27 L, ¥ 7> u— K L7z sdconfrec 7 7 A /\
ZEIRLT, Open] &7 Vw7 LET,

[Reauthenticate on Change PIN] &= v 7 AR v 7 A% A LT, [Submit] #27 U v 7 LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATV T2 200707 7 A NVEERLET, 1 20F Admin 2—F—a—LH, $ 9 12 47— a2 —F—
"—'/I/)EH T‘g_o
a) Cisco ISE C. [Policy] > [Policy Elements] > [Results] > [Authorization] > [Authorization Profiles] % &
LET,

b) WHTDT 0T 7 AIHONT, ROGEHREZATTLET,
*[Name] : 7R 7 7 A N4 E AT LET,
* [Access Type] : [ACCESS_ACCEPT] %#3&IR L £,

» [Advanced Attributes Settings] fEI : F D K v 7 & 72 U A ~5 [Cisco:cisco-av-pair] & 34l L
i ﬁ—o

Admin = —HF—a — VORBFET 7 7 7 A VEERT 25G1E. 2FEHO Ry 74T U R RS
[Role=NETWORK-ADMIN-ROLE] %% L £,

AT —Na—PF—a— VORFET BT 7 A NEERT DAL, 2BBEO Ry 7H T ) 2 b
725 [Role=OBSERVER-ROLE] %41 L £,

AT T3 CiscoDNA Center 777 A 7 > ZADFEFFR Y > —%ERL LE 7,
['Cisco Identity Services Engine Administrator Guide] ¢ [Configure Authentication Policies| @ k& v 7 & &

LTLIZEN,
ATy T4 2ODHFARY v—ZMERLET, 10F Admin 2—F—m—AM, b5 1 Dl F 7PNz Pm—
IVHTY,
['Cisco Identity Services Engine Administrator Guidel] @ [Configure Authorization Policies| @ k& v 7 %
LTLS7EEY,

AT 75 RSA Authentication Manager E ¥ = V7 1 2>V —)LC, Y7 " xT b—7 VRl Oz —F —12E 0 Y4
THNTWALZ & 2R LET,

FEHIIZOUWTIE, RSA Self-Service Console Help @ [View a Token] @ hE w7 &ML T 7ZE 0,

GE) =2 &8I0 Y THMEND HEG1E,  [Assign a Software Token to a User] @ k&> 7 TiiL
HINTWDFIEZETLET,

RADIUS Z £ L F=—ZERFZEADEIE

RADIUS AHIZERE & 417z Cisco ISE r—_—%fEH T2 “HRZFRFEA BT DL, ROF
JIEZ F4T L FET,

AT v F1 CiscoISE & Cisco DNA Center % ##) Xt F 9,
['Cisco DNA Center Installation Guide] ¢ [Integrate Cisco ISE with Cisco DNA Center] % & L T 72 &\,

AT w72 FBFEIZ Cisco ISE #—/"—Z{#i 4% X 9 Cisco DNA Center # 7% & L £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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| 2—vogm
TAcACS+ %M L-—Exmioant [

[ANERFERREDRRE] 25 L T E0,
BEE Cisco ISE & Cisco DNA Center Ol FIZ[F CHH B ZIEEL TWH Z L 2R LE T,

TACACS+ %ﬁﬁq L/T::gimb\nmo);ﬁ )]“:

TACACS+ 23F% € S 417z Cisco ISE Hr— "—% 42 “HERFEEZ AT DL, ROTF
JIEZ 54T LET,

AT w71 CiscoISE T, [Administration] > [Network Resources] > [Network Devices] DJIEIZE#INT 5 & | [Network
Devices] 7 14~ RUMDBHE £7,

AT w72 [TACACS Authentication Settings] %7 U v 7 LC, TONEFEFrLET, LLATNZEM L7 Cisco DNA Center
TN ANCKE U CTHAREN T CTICREINTWNWD I AR LET,

A7 w73 [Work Centers] > [Device Administration] > [Policy Elements] % i®&R 3 % &, [TACACS Profiles] 7 1 > K7
DB E £

AT 74 cdnac_admin 3 L N cdnac_observer =— ' —11—/L-® TACACS+ 7’12 7 7 A VEAER L £7,
a) [Ad]ZZ7 Vv 7 LET,
b) WOZAV #FEITLET,

a7y ANKLEANTILET,

« [Raw View] ¥ 7% 7 U v 7 L7=%. [Profile Attributes] 7% A bR v 7 RZIRDTF A &AL
EJ RN

s cdnac_admin = —H#— 2 — L D51, Cisco-AVPair=ROLE=NETWORK-ADMIN-ROLE & A
JILET,

s cdnac_observer = — % —n1 — /L DA (X, Cisco-AVPair=ROLE=OBSERVER-ROLE & AJjL
EJs N

c) [RTF (Save) 1227 Vv LET,
AT w75 CiscoISE & Cisco DNA Center % @& Xt %7,
['Cisco DNA Center Installation Guide] @ [Integrate Cisco ISE with Cisco DNA Center] # &ML T 72 S0,
AT w76 FRFEIZ Cisco ISE H—"—% {195 K 5 Cisco DNA Center % % & L £ 7,
SNRRAEDRRE ] 2B L T TEE N,
BE Cisco ISE & Cisco DNA Center O 5 IZ[F CHFRELFREL TNWD 2 L AR LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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—ERPDAEEAL-OTA Y

TEEFRFEI A ] LT Cisco DNA Center ([22 7' A >3 51213, IROFIEEFZEITLET,

AT v F1 CiscoDNA Center D11 7' A L _—V T, bl —V—4 &2 AN LET,

ATy 72 RSASecurlD h—27 > 7 T4 7 baRRE, UERGELZPINZ AT L THWET h—2 2R L ET,
ATV T3 ZDO =27 %&at’— LT, CiscoDNA Center D11 7 A L ~— D [Password] 7 4 —/L RIZAL Y (71 £4,
ATY T4 [Loglnl| 227V >v7 LET,

HNELI—HF—DRT

RADIUS/TACACS ZfiFH L CHIOTr /A v LA ——D ) R N 2R RTEET, FR
INBHERIIL, =2—F—LLo—AnEEnET,

AT TN EEBICHLA=a—T A a2r%27 ) v 27 LT, [System] > [Users & Roles] > [External Authentication] ™
BN L £

AT T2 U4 RUDTFEE TAZ m—)L LEJ, [External Users] fEIKIZAA 2 — P —D U 2 v RERINET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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FJAEADEE

s T4 BV A=V v OE (137 X—)

«Cisco A~¥—hF 7HT7 2 hEOHKE (141 =X—)

e ITABUVATRZ—=Ux Dy N T v (142 =)

« A B ARG & GRHIRO AL (143 X—2)

« TA U AFEHEOREBEHORT (144 X—2)

« TA BV AFEMOERR (145 X—2)

e TA B ALAYULDOEE (146 2—)

c A — KT A VU AKIGT A A HEVEGE (147 <X—)

« A — FIA B AIET AL ZADT AP T (148 2—)

o TNA ANDRFETA B ATRIETNI R~ b T4 B ATROMA (1483—)
« TA AT &7 SLR F/21E PLR 2% v B0 (151 =)

KB A—REA ARV, BEXF2VT 4 TA B AZEHCT D (151 =)
cEmEXa VT 4 T4 ROEE (152 =2—)

«CSSM ~D Y V=2 fFEHBOFEMOT v Fr— K (153 X—)

e FNRAADAN—T v NOEHE (154 2—3)

e N—F X LT T NEDT A ADTRE (154 =X—)

e A — T A VU AKIGT A ATOFES T OEH (155 —)

c TABLARY —DAEFE (155 =)

FA I RAILR—O v DE

Cisco DNA Center 7 4 B A =3 — U ¥ HGEIZ. A~— N THU U N T4 BV R BT, &
A DOTRTOTA B AL L EFHICHE L HE T, EEBICHDIA=a—T 13
%7 VU w27 L, [Tools]>[License Manager] ®JIEIZi&R L %9, [License Manager] 7 1 > K7
IZIE, ROBHROZ TNEENTVET,

* [Overview] :
« [Switch] : TRXTDZAA v F DT A & ZDOWEATER LM AERNPFRINET,
* [Router] : T_XTDON—F DT A& ZADMEAFRLFEMFRPFRINET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SAtE 20EE |

o [Wireless] : T XTDOUIA YL RAay ha—F &7 7 EARA L MZHONWT, T4k
ZOFENIE W EERERAFR SN ET,

» [ISE] : Cisco Identity Services Engine (ISE) IZL > TEHEHINTWAET NS ADT A&
v ADEENIEHR EAEREFROAE R SNET,

* [Licenses] : [License Summary] (21X, T XTD L AT A AT DHTXTDOXA T D
Z A & A TSV, Cisco Smart Software Management (CSSM) MOHEA LT A4 L A
OfH, MIRUINEED 7 A B A0, a7 T4 7V AERKDOFEMPER R SNET,

« [Devices] : [Devices] 7—7/VZIE, TA LV AXA T, TA B ADERBIR, 714
AE— R, AT BT b, BEY A &, 3 LUV Cisco DNA Center |2 X 5 EBEX G D& T
A ADBERAT —Z ANFERINET,

* [Reporting] : [Smart License Readiness] (21X, 7 /3 A &5 E T M HEHT HRNCFEITT
% FNEAFE /R S E T, [Smart License Compliance] 7 — K Z{# 92 &, [Smart License
Update] V—7 7 a—%BithCE £,

e [SyncStatus] : A~—h T A B ARY >— (SLP) IZTHa 7 T4 7 L ADORITIE,
Cisco DNA Center 75 CSSMIZIEE END T A B AEFARW L R — DT A AL L)
HADTA T T ITMNERRINET,

FTAB U ABEHT I, EXTIBERINTWET—T VO EHRICHD 2 bue—L
PREATEET, WOETIEL, Far be— oW TEHHLET,

\)

() FTRTCOFTTITRTCOary he—AzEHTE2bIITIEILY $HA,

R6: M REBODaY FO—)L

Ll

B

Filter

[Filter] #7 U v 27 LT 1 DU ED7 4 VEEZIEEL. [Applyl 227 U v LE
T, BEOT A NVEEEATHZENTEET, 74X EHIBRT DI, WS
THTANAEORICH DX T A i)y 7 LET,

Change Cisco DNA License

1 O EDT A& A%&EIR L, [Actions] > [Change Cisco DNA License] M JIE |25
R LT, #IR L 7= CiscoDNA Center 7 - & 2 A L)L % Essential & 7= |3 Advantage
WWEELET, 2oz br—/L&fiH L T Cisco DNA Center 71 & > 2 & IR
THIEHLTEES, FMICO VTR, A B ALVULOEE (146 ~—)
LU TLLIEIN,

Change Virtual Account

1 DL EDT A& 2 %58 L, [Actions] > [Change Virtual Account] DJIEIZ5ER
LT, 4B ADEHIHENINDINN=F ¥ AT WU bataELET,

[Manage Smart License] > [Register]

A= RTARAVBENI > TNDT A A% 1 DL IR L, [Actions] >
[Manage Smart License] > [Register] DIFIZE-R LT, A~v—F 74 ANER
W7o TWAT A ZAERER L ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1

B

[Manage Smart License] >
[Deregister]

A= RTARAVDENI IS TNDT A A% 1 DL LB L, [Actions] >
[Manage Smart License] > [Deregister] DJEIZEIR L T, A~v— T A B ANRH
BNZ72 > TWD TN, R B BERIRR L £,

[Manage License Reservation] >
[Enable License Reservation]

FEZ A ATH (SLR) E72ITKAT A AT (PLR) @M 57 /31
A%z 3R L, [Actions] > [Manage License Reservation] > [Enable License Reservation]
DNEIZIER L £,

[Manage License Reservation] >
[Update License Reservation]

FNA AN SLR BERFHDIRRETH HMLERH D £97,

TAY VAT, AENIAAL v FICHA SN TWASLREZ, YA LAz |
0—I Ny —VTHEFTXET,

SLR # ¥ 57 /A A% L, [Actions] > [Manage License Reservation] >
[Update License Reservation] OJIEIZEER L E 7,

[Manage License Reservation] >
[Cancel/Return License Reservation]

T34 2 &ER L, [Actions] > [Manage License Reservation] > [Cancel/Return
License Reservation] DJEIZEER LT, 734 A5 H &7z SLR 721X PLR %
HBOWETH RAILET,

[Manage License Reservation] >
[Factory License Reservation]

TNA A% 3L, [Actions] > [Manage License Reservation] > [Factory License
Reservation] ONEIZEIR LT, TIFHARFZT S A RZA VA =L I TV 5
SLR Z AT L £,

Recent Tasks

[Recent Tasks] &7 U > 27 LT, Hilr3ET S 417z 50 3T Cisco DNA Center
AATHRRLET, Fay XUV EFHLTIVANE T4 LZ Y 7L, A
7 — & A [Success]. [Failure], F 7213 [In Progress] DX A DR aFRKRLET,

License Usage

[License Usage]l &7 UV v 75 &, TXTOEXATDITA B AIZONT, 74
T UAERERFRENET,

Refresh [Refresh] #7 U v 735 L, BEOT—4E2FEH LTy s FuRle—Rsh
i‘a‘o
Find [Find] 7 4 —/b FIZBBEMFEEZ AT L, WTNPOINZZDFERE EN TN D,

VANADTA | RAETRTHRELET, MELFINOLEEOLFTT, VAL
Rh—FRELTTAZY R (%) ZEHLET,

Show Entries

T—TNDER—=VIZEKRTDHZ N OB EZEIN L ET,

TAR AT =TT, BT AL RACRKREINDIERNERESNET, TTOINTY— b
RIS LTWET, Sy F—27 ) v o358 ATRHIEICY —hSET, Jiny X —%
b —EZ Vv 75 L ATHRRIAICY — P ShET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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TRTCOZ T TTRTCOVMERAEND DT TIEH Y E¥A, T2 —HOINL, T 74V D
FIE 2 —FRECTHERICR Y £, ERTROINERRTHITE, WET A= %27 w7 L,

[Edit Table Columns] C, 7 — 7 /WIZEKRT B &R £7°,

R7: 714 ADOERAKRIER

h3 L4

A

Device Type: Device Series

TNA ZADEE Y Y — X D4R (B : Catalyst 3850 ¥ U — R A —H Ry h AH v
ATV AL v F) o FEMIZONTIE, 7/ B AFEMORR (145 =) &5
LTI,

Device Type: Total Devices

CiscoDNA Center IZ X > TT 7T 4 TIZERENTWS, Zo®Gv ) —XD5F
IR 2 DRI

Purchased Licenses

ORI ) —ADT A ADREANF P CiscoDNA Center 7 A7 U Fva v o
A ADRE,

Purchased Licenses: Network/Legacy

OBV —ADTNA ZADWEANFE Sy N T—7 (T o—) KAT
At 2D,

Used Licenses

ORI —XDOT S, AT A &7 Cisco DNA Center 7 A7 U 7’y 3 v
T At 2DBE,

Used Licenses: Network/Legacy

ZORT ) —ZXDF R, ZADFR Y N U — T KINT A T ZDRRE,

Feature Licenses (applicable only for
Routers)

X2 UT 4. AVC 72 EORFEMBED T2 DITEA LT 1 B A D%,

RE:TATODF MU RIER

hS L Bl
Device Name FRA ADLHT, FEHIZOWNWTIE, T4y RAEEMOFT (145 2—) 25
LTL &0,

Device Family

AA » FRLNT 72 Y. Cisco DNA Center CEZEINTWAETAAL ADHT Y,

IP Address

FTNRAAZADIPT RL A,

Device Series

TRINTVDBT AL ARBELTNDL Al ) —XDEXLF (B @ Cisco
Catalyst 3850 ' ) — X A —H% Ry f AL Y ATV AL vF) |

Cisco DNA License

Cisco DNA Center D7 A & A L ~L,

Cisco DNA License Expiry

Cisco DNA Center 7 1 & > A DH IR,

License Mode

Cisco DNA Center D7 A £ AE— K,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Cisco RY—hk 7HD Y FEDKE .

h3 L4

B

Network License

Xy NT—27 T4 % ADFEH,

Virtual Account

FRAZADTA B AZER L TWAHL A NRX—F LT A7 kD4,

N—=F VT H T b A MERBITIEOZ T 47 0 THY ., HAEER I
TWEH A,

Site

TN ANERE ST A Cisco DNA Center VA b,

Registration Status

TNA ZADBEEAT —H A,

Authorization Status

TNA ADFEFEAT —F

Reservation Status

TNA ADTHIAT — 2 A,

Last Updated Time T—TNVADZ DOz N PRFZICER SR,

MAC Address TFABSATNAL AD MAC 7 KL A,

Term Cisco DNA Center ¥ 7 A2 U 7> ay T4 B ANRFTH 5 E7HIM,
Days to Expiry Cisco DNA Center 7 A & > 22N HIBREINIC /2 5 £ TOFY D HEL

Software Version

THRA ATHEETENTWD Ry NT—7 AR —F 4 VT VAT KD/ —
val,

Cisco AYX— K 7hHO U FEDHE

CiscoDNA Center 1L, i bIN=FHMEOH 288 7 b7, #MREEDOT SAL A T4
T ADHEAN, B, BIOEHEZEMT D CiscoA~v— T HU U b, AT DU AT
P—E2E Y R—FLTWVWET, DO Ra 2A~v— N ThHh7y FEBINTXE4,

IO A A== KT HO L "BHIEE. 1 ODT W7 "R F 750 e LTHRES
N, 94 A~ =Yy THHLB LI ORI A o A8 E &k, 4BV AL~V DOEF A
E) IEHLET,

N—=F % LT 1 M, Cisco A~— K T A7 MNO TFAXpE LTHIEL, A~— T
710 MZBEEMT 6N/ T A B A LR ORIzt LE T, S—F ¥ AT ho b
YA MBI T 4T 4 THY, HAERINLTWERA,

TI7HNVENDY AT A=K T AT NeBEE L%, CSSM b7 —Z ZHf5 L, [License
Manager Overview] 35 & TY [All License] ¥ « > RVIZEKAT HE TITE LG 00 £,

TIANET AT FERSTRTDOV AT A— KT A7 MEHIRTEET,

Cisco A~—hF T b&TTITHREA L TWABEA. Cisco DNA Center L TkD = &
MTEET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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« T4 AR L AR A BT S
c AN ARTIC, HLWITA L 2 EEABLIOENCTS

« Essentials 7 © Advantage (& 5 WIEZ D) IZKETNA ZADTA B A LV E B, B
T ERSNIRET A B AD LNV TT AL 22 T — 5%

KT A AERE LTHENT S

I B O#EAEIX, Cisco DNA Center Z# BffiL 5 Z &7 < BEIFIZFTTE E T,

FAELAIR—OYDEY TV T

ATy I
ATvT2

ATvT3
ATy T4

ATy TH
ATvT6
ATy 717

Cisco DNA Center 7 A T A~ — % YV — )L &2 HT HHIIC, Cisco A~v— T 72 h~
DT I ERAERET DLENDHY 7,

1R BRI
e ZOFEXZFEITT HI121L. SUPER-ADMIN-ROLEFE[R & . b7 RBACHIHR N H 5 Z & %
ﬁﬁwubi—a—o
e A — kKT HUL RDCiscoz—H—1ID L XRT— RZINE L £9-,

c A — T AT NEREH D4 Cisco DNA Center MEHTHA~—NTH U &
BIRL, 20T bO2—HF—1ID EXAT—REZINEL F9,

e A — T AU FEAZT A1, Cisco DNA Center 2° tools.cisco.com (ZRETE 5
PVERH Y F97,

* Cisco DNA Center DT /3 ZZT7 A B AZHWAT HITIE. T8 ABA X2 b UICTF
EL, T AZYA IRBID B TENTOWDELENRH Y £9°, F72. tools.cisco.com IZ
B ETEXDHIMENDHY T,

EEDODT AT T —LFET-IT T ax T, [Cisco DNA Center iREH A Rl Icit#sh

TWATRTOMEHAFEE/R A — R, FQDN, B XOURLBFFARI SN TS Z L 28 L %
_a_o

Cisco DNA Center ¥ A7 A FHE D2~V —Z L RAV—RFEFEHA LT /A LET,

EEMBICHDIA=a—T A a% 2 Y v LT, [System] > [Settings] > [Cisco.com Credentials] D& |Z 5
RLET,

[Cisco.com Credentials] {2, cisco.com 7 H V> hDa2—H—Z L RXRAU—RFE AN LET,

EEBIHDA=a—T A 2% 27 Y 27 LT, [System] > [Settings] > [Smart Account] DJIEIZEI L =
TO

[Smart Account] CT[Add]| %27 U v 7 L, A~—hrTHT Y hDI—P—ZLRXAT—KEZAHLET,
[fR7%E (Save) 127V v 27 LET,
Aw—hTHU vy EBEEH LT, [Add 227V v 7 LGENMOT AT v AHLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

s4evromRkn s annroTat [

A= T AT "DEBHLIGEE, 774NV DT AT M1 OBIRLET, T4 BV AvR—
T, Tﬁm%i074t/xﬁﬁpT7iwl®7ﬁ?/ A LET, TN FDAY— |
THUY NEERTHITIE, ROTFIEEZFEITLET,
a) WIRLTEAY— T HT > FOR{IZH S [Change]l 27 VU v 7 LET,
by TIVTA4TRAS— T AU bEEREL, T 74NV NMIRETDHAY— T AT FERIRLE
R
¢) [ApplylZZ7 V27 LET,
FIFNVEDT HU Yy MaER L%, CSSMHT —4 ZHf% L, [License Manager Overview] 7 «
v R & [All License] ¥V 1 ¥ RUIZEKIRT 5 E TITHT 00 £77,
A~—hET U NafmET DL, [Actions] FIZH D =8V —F—% 27V v 7 L, [Bdit] Z&ERL F
R
F 7NV MUHND A — T H T S EHIRT A2, [Actions] FNCH D =m ) —F—%2 270 v 7 L,
[Delete] 3R L £7,
BARETZIE MDA =T AT MM ENRAT = REEHLTAY— T AT M7 78 RXT 51T
X, [A~—K~ T7H> b®dY 7 (Link Your Smart Account) ]l FCROWTINERINLET,
* [Use Cisco.com user ID] : Cisco.com & A~— K7 BT hOv s A EHRNPFE CHE,

* [Use different credentials] : Cisco.com & A~—hT7T A7 hDOv s A AERNPBER DT, A~v—
FNT T hOu T A EREATLET,

[View all virtual accounts] 227 U v 7 L, T XTORBASY—F TA VAT HU U baRRLET,

RDBERY

Cisco DNA Center %, Cisco Plug and Play Connect D=2 hr—Z L LT, VXA L7 h %—F
AHIZ Cisco A~— b TH U MIEELET, ZHUZ LY, Cisco Plug and Play Connect 7 7
7 RR—% L5 Cisco DNA Center DR > NU—2 FZ3 7T R VLAZ, T/ AL X
YN ERIT S R TEET, FEMIZ OV TIX,  [CiscoDNA Center User Guide] ¢ [Register
or Edit a Virtual Account Profile] #Z&M L T Z &,

42 ADFERINR EFHARDATRIE

Cisco DNA Center CTi%, HEAF LD T A B AD T T T 4 HVER, HRHFDOT A& 25
(TR AZE Y LB THNTWDE)  BLOZOHMER R TEET,

AT EEBCHDHA=a—T (2% 27 Y v LT, [Tools] >[License Manager] DJIEIZE IR L £,
ATV T2 T4V ADHERRNEZHKRTDET A ADT IV DOHA TEFRLET, ZA 7% [Switches]. [Routers],

[Wireless], [ISE]. [Licenses], ¥ 72I% [Reporting] DV T IHNTT,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B 5t xerEoBREERORS

ATvT3

ATvT4

7 4 v RO EFO [License Usage] H 7' F 7121, BEAEAD T A L ZADOMREBERIN U T2T A AT
FYTHEMGHFOZA B AOEBRERENET, £/, 7T 7I2IEEEFHN T Essentials 7 1 &2 &
L Advantage 7 1 B ADEIE LREINET,

77 7 @ F® [License Usage] 7— 7 /VIZIL, HENTWATIA BV AEREHD T A & AD/NEHN,
W77 I VAT V7 77Xy METY A & ET,

FrEDEL 7 7 I U OFEMR LI 2 F o3 5 I121E, [DeviceSeries] ¥ THIORE 7 7 I U DL4RiZ 7 U v
7 LET,

Cisco DNA Center |2, BR L7857 7 I VICBET 25N RRINET,

TAv L AMM DT T 7 4 WNVERIREMEZRT HITIL, [License Timeline] €7 v a v EFTA/ u— X7
LET, LT 7 IVDEALTA T T 7%, ZORLT7 7 IVICKH L TRELTEAY— T ATV
FDT A ARHIRIINICRDETOEY 27 VERTT,

At RAEREDERERORTR

ATy T

Cisco DNA Center Cif, CSSM THEAB L OMEH S N=TXTDO T A & o A HEOERE]N
Z, Bk, R, BLXOAKRTER R TEET, CSSMIZIE, &KX 1 FEM OB W RAE S
i j—O

1R BRI

Cisco DNA Center 2 CSSM O EED A~ — " T 72 MIBREET DHHLERNH Y 9, FEMIZS
WTIE, Cisco Av— Rk 7T hEDFEE (141 X—2) ZZRLTIZEN,

I

EEBIZHDLA=a—T (2% 27 Y »2 LT, [Tools]>[License Manager] > [Licenses] DJIEIZIEIN L F
j—O

* [License Summary] = U 7iZ{%, CSSM 5N L7z CiscoDNA Center 7 A7 ) g v T4 A
DRENF R IINET,

s [Smart Account] = U 7IZid, A~— 7 h U MIHETLIHMBPFRRINET,

 [ESSENTIALS]. [ADVANTAGE], ¥ JO[PREMIER] = U 7 TiX, [Total Licenses]. [Aboutto Expire],
5 L OV [Out of Compliance] @ Cisco DNA Center &7 A7V F gy S4B AOEESELET,

s [License] 7 1 > R DT —7 Vi, [Focus] R v X7 A RPHDRDE 2—|ZFES0WT, M
SNTZTNRNAARLEZDTA VAR T 4 VANE L7,

e N—=F ¥ VT AV P a—
cTA LA 2 —
c FNAL AV =R 2 —

e FTNRAARZA T E 22—

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATy T2 &

ATvT3

sqsevzmozs [l

e TAB U AZATE 2—

RULTETA B ZADBEEREZR T DI, ZOT A ADITICHDTA A %27V v L
=7,

7 A & AFE i slide-inpane |2, IR L7=T /A ZADERRTA B ADFHEME 7 A4 ADBENFRS
ET,

GE) 7 A & AFEM slide-in pane DX A hVRS, BHR LT A ZADZ A ML —FHLET,

7 A & AFEM slide-in pane T, [Frequency] K2 > 7 &7 U X )b JEIETHFIR OB 28R L 7,
fifi A ATRE 70 BEEE 13k D & B8 0 T,
¢ [Daily] : HEHIDOBIZBITDTA B AT —HDAF v T vay heFRLET,
«[Weekly] : AEH DT A B AT —F DA F v T gy haFrLET,
« [Monthly] : ZOHAD 1 HIZBIFAT7A B AT —HDAF v T ay haERLET,
BEJE OPUTIE U T, [Purchased], [InUse], 3£ U [Balance] D7 A £ RSN T A BV AT — 2%
R T T INRRINET,

[License History] 7 — 7 /L i, #HEOZTRIIIS U T, [Date], [Purchased]. [InUse]. ¥ 4O [Balance] {235
WTTA b REEE®RE 7 V2B L £,

G¥) CSSM LRI DT — 2 6 Z DIERE RS 2720, T4 v ABEREFHRITFIC 1 BRiDOT —
% 4, Cisco DNA Center |X. CSSM 225 T A o ZADEREERZ H B EHAICES L £,

74t U RAFHORR

ATy

QwﬂWA®MmT74t/Xﬁ%%@ﬁLT%T?% X, SEIERFERDHY T, 72

}: Z I, [License Manager] 7 « > K 7 ® [Switches]. [Routers], [Wireless]. [ISE]. ¥ 72i [Devices]
TICFERENTETA B ADERRGSCHB OV Z7 7% 7 ) v C&Ed, £7 771, %

@ W77 2V DTA B RZONWTOERNESNTZIGETRETT Ry 7T v INRRINET,

KIZ. [License Manager] ™ [Devices] 7— 7 V&M H L T1OOT /34 A 2T 505G T A
ﬁ/%@#ﬁ%ﬁ G5 HECONTHHLET,

EEBIZHDA=a—T A4 a% 2 Y v LT, [Tools] >[License Manager] > [Devices] DIEIZER L F
-g‘o

[License Manager] 77 « & K7 IZI&, MHSNTTXTOT RS AL ZNHDTA B AD— EER"T T —
TANERINET, T =T NVOERITIL, T ZAOFEESLT A B AOHFFHR L AR 2T N
AABLOTA B ADEROBNEGEEZNET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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ATV T2 BHERT AV AFFEMDT S, ZAE BT B0, T—TNVEAITa—/L LET, LERT A ZAEHD
T o NGEE. ROBIEEZITWVET,

e[Filter] : ¥ 227 Vw27 LT, #4957 41—V RICT4NEEEEADLET, (L& 21X, [Device
Name] 7 « —/V RIZT A ZADRRE AT —EEANT)) o T ANZFIEEEHDO T 4 —L FIZAT
THZERTEET, [Applyl 22 Vv 7§25 L, T—T M7 4 VEEFIC—BT HEREFR T
DITOHBDERRIIVET,

FEDYA MBS D71 A 2Fnd 55813, EMONAL o TEOYA FETBHLTZ Y v 7
LET, ZA4NVFRBINTHEYT LT A ARERINET, VA FEBEZRTHA b~—B—N»
N=UD EfICERFINET,

«[Find] : [Find] 7 4 —/V RZ 27 U v 7 L, T—7LDINDNTAUNHRETEHT XA M2 AN LET,
Enter Z#9- &, 7—7/LIX [Find] 7 4 —/V FOATNZ =BT 57 F XA MR EENDRAIOITIZA Y
o—/LLET,

* [Customize] : tHET7 A 22> % 27 Y v 7 L. [Edit Table Columns] T, 7 — 7 /VIZHERT HF %2 3IR L F
9, 7= & 21X, [Device Series] Z 3R fiffRT 2% 2>, [Days to Expiry] ZER L £3, [Apply] &7 VU v 7
THE, T—T SRR LTSN DOA PR RS IVET,

RT9 T3 UHERT A AR ST-0, %Y T DT /3 ADITD [Device Name] V 7 %27 U v LET,

Cisco DNA Center (Z [License Details] slide-in pane 73/~ 41, IR L72T 34 ADTXTDOT A & 2 AGEM
BlE TA B ABENRSIVET, [Actions]IZIX, TS AETNIZEDTA B ATEITTEDLHT 7 v
VIRERINET,

SET L7256 % %27 Y > 7 L, [License Details] slide-in pane % i U F£ 7,

SA A LRNILDER

THRAATGA BV ADERL NV E, Ty ST —RNERIFIF TV T = RT 52 ENRTEE
9, ZHUE. CiscoDNA Center (V7 A7 VT ar) AV ATITIZENTEET,
HEL UL OBRINA T, FEARM) 72 Essentials L ~UL2val$E) 72 Advantage L /L DWW 3L T
T (X NU—7 T4 & AZEHIL, Cisco Catalyst 9000 T /3A A7 7 I U ORLEL T O i
AHETY, CiscoDNACenter 7 A B A L~YULWEFTIZRDBE. Xy NU—T 54 A5
DMEFERD D HITAFE S D Z LIZHEBE LT ES W) |

FTNRAADTA B AL~V EEFE T AN, CiscoDNA Center 1, A~— T H 7 &
EHLT, NESCTHEMICS Ao 22 F Yy ra— RLTHALET,

TAVVAVSIVOER AT HITIET A ADY 7 — "BRMENZ72 5728, License Manager
NHA—P—IZ, TA VL AVLNVOEFINFET LIZRIZT AN, 22 ) 7= 5008 500
BB HY ET, T4V AOETRFIZY 7— M LAWVWE I ICHRINTE T2, ZTOHEIT
BTV T =RV a— VT O0ENHY ET, V7= FLARTIUT. T4 ZLLD
EHEITHEHASNET A,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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AX—rSA VARG TINA D BHEIZ 5} .

AT EEBCHHA=a—T A2 %27 Y v LT, [Tools] > [License Manager] > [Devices] DIEIZiER L F

j‘o
[License Manager] 7 « > KD IZiZ, M SNTZTRTCOT A RE ZNHDOTA B AD—EERTT —
TNNPRRSNET,

AT 72 [Find] AT 250, 7—TNEAI70—L LT, 4BV ALV EERTLT AL A BB LET,
TNA ZADORBECTHENRRELTZY, HBEOT A AZRIRLTZ T 5561, 74 B AFEMORR
(145 =) O v M-S TT—TINVEER L, BERT AL AT 2R RFLET,
RTYT3 FABVALVSNVEERTDHET NA AORIZHHT = v 7Ry 7 A% 4212 L, [Actions] > [Change
License] > [Change Cisco DNA License] DJEIZEIN L £,

Cisco DNA Center |, Z¥ 957 A & A% A 7 [Change Cisco DNA License Level] 7 « > R & F R L
£7.

AT T84 ZNHDT A RMEIRT A A LYL ([Essentials] £ 7213 [Advantage]) 27 U v 7 LE9, T34
ANHTA U AEHIRT 5121, [Remove] 27 U v 7 LET,

AT w75 [Continue] %7 YV v 7 L% 7, CiscoDNA Center 73, ZH &9 |Z#HT 252, % CHEHZT 0 EMRL
EFT, Flo, TEOTABVADAT —FRAEEHTHE, T RAEFEET L5089 0% 8RT 505
NV ET,
AT T DITIE, ROBEEZITWET,

cBETHEMMN TE TWARWVWEGEIL, [Backl| 27 Vv 7 LTTABUVAL-UVOEREELET 5D,
X277 Vv 7L, U4V RUZALTCELZZXy 8LV LET,

T NIEFET LU N TE TWDEAIEL. Now]E 27 U v 7 L, WIZ[Confim]|Z27 Vv 7 LET, &
EREHINDE, ZOTA B RAEFEHT LT ANA AR T—hInET,

cBTEHEAZEHT L2HEIE, [Later] 27 Y v 7 LT, ATV a—/WEHLDI AT DAFIZ AL, &
WEABEHTL2HRFEZEELET., 7T ADEEINTWDEY A NOXA LY =V DAV a—)Uil
Wer TEEZEAITHHE 1L, [SiteSettings] 7 U v 7 LET, AT T a—vD/RT A —XDIRENRKD -
725, [Confirm]| &7 Vv 7 LET,

ARX— T4V ARIET INM ADBENE 8%

A<w—hF7 A4 A (SL) AN T A 20 HEVRGEAMET D Z R TEET, BEX
k&ML T D L. CiscoDNA Center |ZIBIN S 315 SLINH 72T /34 A%, @R L= AA—F v
NT ATy MZEB#EEREINET,

AT w71 Cisco DNA Center > 27 LAEHEZEDZ—F —4 L XAV — REFEH LA LET,

RFYT2 LMD A=a—T %2 ) v LT, [System] > [Settings] > [Cisco Accounts] > [Smart Account]
DNEITRIR L E,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT w73 [License] #7 U v 7 LET,

AT 74 [Auto register smart license enabled device] = v 7 R v 7 A& A 2 LE T,
ATYTS AT Y PERRLET,

ATv 76 [Applyl 227 U v 7 LET,

AX—F,rSA AT TINA ADTA EAETE

H BB 82 G202 BRI Cisco DNA Center [ZIBII SN2 TF 34 21T, BEBEINER A,
BEESINTWRNWAY— R T A B A5 T 73 A%, [All License] X— ¥ TR TE £7,

AT EEBCHHA=a—T A2 %27 Y v LT, [Tools] > [License Manager] > [Devices] DJIEIZiER L F
@—O

[License Manager] 7 - > R 71Z1%, HEIEGE SN TORWSLIET S 208 L, M ENET A Z &
TDOTARVAD—ENERINTZT =T NDONRF—RX =V, BEREEZRETHI 7 &L b
FRINET,

F 72, [Registration Status] & H L T, RBEEKDOT A RET 4N Z Y o TFTHZLHTEET,

ATw T2 BT D SLANGT 34 A% L, [Actions] > [Manage Smart License] > [Register] OJEIZEER L %9,
RT9 T3 BT U FEEIRL T [Continue]l #7 U v 7 LET,
ATV T8 THRAREREET HITIE, KOWTINEFEITLET,

T IET S A B BT DAL, [Now] 2R L, [Confirm] #27 V v 7 LET,
« % TT A AZBET DAL, [Later] Z3INL, HRZIRELET, A7V a—LDONRTA—=HD
FBENKD->T-5, [Confirm]| 27 Y v 7 LET,

TINARANDEESA CVAFHFTIEIN=TRU LS
12 AFHOER

22— I BV ATIE, A~v— FFNAL ADA L AHK AT X 5T Cisco Smart Software
Management (CSSM) & EHMIICHEMI L T, FAM BV ARXRT—=F RDEHLEa T34 7
AZADWEMTOND XOICT HMERH Y £, —HMOBEII, A F—Fy b T 7 AN
IR SN mEIR#ESNTR Yy NYU—NIZHDLIT A AEFEH L TWET, 20X H7H
AT DXy NT—7 TlE, T3 ZALEHICCSSM LRIL Tar 7 T4 7 v AEN & FKoR
TAHZENTEERA, 2OLIRBEMROEREEZY R — M50, FFET7A B AT
(SLR) BLUW—<R 2 F 74 ATH) (PLR) W#EAZIE L7z, Cisco DNA Center O
BEIT, 94 B AR =V Y TAPIR—AD T —7 7 u—%f LT CSSM 7 b 24
TA U A% THRITEET, CiscoDNA Center TIE, A7 — v 7B T CSSM (2 — FEHERE

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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F/34 R & Cisco DNA Center 7% CSSM (< S h T L\ 5540 SLRPLR na#1E ]

T, FAAAL ZAME SLR EF— REFIZPLR B— R TR 28T AX4EITIH Y FHA,
CSSM DA T — T T RFEITTE WAL, CSSM THIH CT& % F#EjSLR/PLR V —
J7ua—METEET,

SLRIZ K » CEEMKIT, WA L AZ R/ —Feyy T4 A7 74/ (SLRAR I —
K) ZA VA P—NTE&ET, TOTA BV AT 7 A MZE T, HAO EEED) 7A€
A (FEFRAH -2 7)) DAL E T,

PLRIZ X » THEEEEIT., BT RTOIA B RAEHERRE BT AT — R A &
]\‘—‘/I/VC\‘% i‘j—o

uR&waﬁﬁ’\xv—b?ﬁ?ybmv&wf@$%%%ﬁﬁgf#o#ﬁ—hﬁ%
FER AL, licensing@cisco.com (2 Z & < 72 XU,

F 31 A & Cisco DNA Center D 578 CSSM IZHE SN TW A AT SLR F 721X PLR 2 H%)
2T B HFEIZOWTIE, 77354 A & Cisco DNA Center 73 CSSM (2 #%# jﬁf ﬁ’LTb\Zoi;Z—/E.\O) SLR/PLR
DOFIME (149 =) ZZRLTLIZ S,

7 /3A A & Cisco DNA Center 73 CSSM (285t S L TWRWIEEIZ SLR £ 7213 PLR 2 HF 2027
éﬁ%ﬁzmv(m\7%%kacmmDNA&mawa%4iﬁ%émiw%mu%é@summR
OEME (150 =) #ZBRLTLIEEW,

F /34 X & Cisco DNA Center 5 CSSM [ZiE#r SN TULVBIH S D SLR/PLR
DEZE

&

ATy T2

ATvT3

ATv74
ATvT5

ATvT6

ATy 17

EEBIZHDA=a—T A% 27 Y v LT, [Tools] >[License Manager] > [Devices] DIEIZER L F
j‘o

SLR F721EPLR 2 i3 57 /31 2 &84R L. [Actions]>[Manage License Reservation] > [Enable License
Reservation] DJIEIZZ U v 7 L £,

[Specific License Reservation (SLR)] & 72{% [Permanent License Reservation (PLR)] Z &R L, [Continue] % 7
Uo7 LTERLIET AN, ZAOERa— FZ2RELET,
BRI T A AR — RPERK S 7- 6, [Continue] 7 U v 7 LET,

TA®AETHRITDHNN—FT ¥ VT H o FZE®RINL, [Continue] %7 U v 7 LTI LTZT A ZADHEKGR
a— REARLET,

KB a— RIAERENTE S, ROWTNrEEITLET,
*SLR Z 9 <2 AT 25 A1, 73 A%ZEIN LT, [Continue] #7 VU v 7 LET,
« #% T SLR A3 5286 1%. [Apply Later] #727 U v 7 L7,

[Confirm] 27 V » 27 LC, SLR/PLR %R L7=F A R |Z#EH L £,

[All Licenses] 7 1 > K7 @ [Reservation Status] (&, BEH SNIZHH DT NA ZADAT —H A% FRRTEDH L
2720 ¥ L
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Bl 7/ % & Cisco DNA Center 4% CSSM (Z#4 & h TL\ELMEE O SLR/PLR OE L

T /34 X & CiscoDNACenter/’\CSSMIZ &5t S LT LVEL LVE S D SLR/PLR
0)75 ik

CSSM [ZHEGE ST TWRWT /314 2D SLR/PLR Z BN IZiX, MO FNEEZFITLET,

AT EEWMCHIA=a—TAa%27 V7 LT, [Tools] > [License Manager] > [Devices] DJIEIZER L &
ER

ATwF2 SLR F£72ILPLR 2T 57 /31 A %2R LT, [Actions] > [Manage License Reservation] > [Enable
License Reservation] DJIEIZ 7 U v 7 L &7,

AT w73 [Specific License Reservation (SLR)] & 7= (% [Permanent License Reservation (PLR)] % 3%®R L, [Continue] % 2
Uo7 LTERLET A AOFERa— FERGLET,

Telnet Z4r L TT /34 A TR L, BERa— RERETH2 LT ET,

ATy T4 BRULET AL AOERa— RPERSINZD, [Export] 227 U v 7 LET, ZHIZL Y., requestcodes.csv
TrANNE T2 — RINET, ZOT77AMIE IPT RLA TS AV Y TAER, BIY
FRa—FREENTWNET,

ATV TS ALROEINI T 7 A VERFLET,

ATYT6 CSSMMMHET A ADKRaA—REREL, CSV 77 A NVNTEHLET, [CSSMnHDEKE =z —
ROER] 2L TN,

ATw 71 [UploadCSV] V27 %27 YU vr LET,

AT w78 [Selecta file from your computer] V> 7 %27 U > 7 LT, fRfFLT=CSV 7 7 A V&I L 7,

ATw 79  [Continue]l 27V w7 LET,

ATFYTN0 TABLRAZTPRTE—=F XY AT AT FERERL, [Continue]lZ 7 U v 7 LET, BRLEZT A A
|2 SLR F 721 PLR 2% FH &4V E T,

[All Licenses] ¥ « > R 7 @ [Reservation Status] (2, B SNTRHDOT N, ADAT —H AR RTED
Kol ELL,

CSSM A 5 DAFE— KD AR

1R BHEIIZ
CSSM iZr 7 A 4 5I12%k, A— KT HTL DT LT o v ) VRWNETY,

ATFw7F1 CSSMicu s/ A LFET,

AT 72 [Inventory] > [Licenses] > [License Reservation] % i&{R L %3, [Smart License Reservation] 77 « ' — RA3#oR
ENET,

[Licenses] % 7 @™ [LlcenseReservatlon] RE AT, BOODAS—R T T NTEETA L ATHK (SLR)
EHENCLEGAICOAERINET,
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AT w73 [Step 1: Enter Request Code] # 7 C, [Reservation Request Code] 7 « —/L RIZHE R 21— R & A LT, [Next]
Vw7 LET,

AT 74 [Step 2: Select Licenses] & 7 C, [Reserve a specific license] = v 7 Ry 7 A& A 12 LET,

AT v 75 [Quantity to Reserve] 7 4 —/L RIZ, THTHTA B ADEEATIL, Next] %27V v 27 LET,

AT 76 [Step 3: Review and Confirm] % 77 C [Generate Authorization Code] %7 V v 7 L 7,

AT 71 [Step 4: Authorize Code] ¥ 7 C/RIRa— REHIG L £,

TINA RICEASNI-SIREIETPIREF v oL

FORA ZIZHEAEINTWS SLR £721ZPLR X% ¥ B EITETZ R TE T,

AT EEBCHLA=a2—T (2% 27 ) v 27 LT, [Tools] > [License Manager] > [Licenses] DJIEIZEIR L %
7

ATw T2 T4 2%27 1Y v L, [Actions] > [Manage License Reservation] > [Cancel/Return License Reservation] ®
JEIZZEIR L £

ATY T3 [Cancel]| 27 Y v 7 LTCTA BV AZEALET,

[All Licenses] 7 1 > K7 @ [Reservation Status] (&, BEH SNIZHFT DT NA ZADAT —F AR RTEDH L
2720 E L7,

AKEA—FZA R M=ILL, X2V Ta5314 Y
AR/ MZT 5
VAT, T 74/ K T250Mbps D ANL—T" MERME L THET, T ZADANL—T
k% 250 Mbps HHIZHERT TR, A anbE@Ra— R G T 0ERH Y £9, HLEITIR

LT, B—DU—r 7a—F3 R ov—r 7o —CRK@BEI—REA, A h—L L, &F
XU ¢ (HSEC) FA B AZEHMTEE1,

1R BHIIZ
T XA AT CiscolOSXE UV U — R 1732 UBNEITINTWVWELZ 2R LET,

ATvFT1 EEBIHDIA=a—TAar%27 V27 LT, [Tools]>[License Manager] > [Reporting] DJIEIZIER L
ESr AN

F 721, [Workflows] > [Smart License Compliance] %/l T& £,

AT w72  [Smart License Compliance] 7 — K% 27 U v 7 L %7,
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B sex2u7512 20801

ATvT3

RTv74

ATy TH
ATvT6

ATy 17
ATv7S8

ATvT9
ATv 710

ATy TN
ATvT12

[Smart License Update] 7 & R T, [LetsDolt] #7 U v 7 L £,
SO 4 RUEAX v 79 521L, [Don'tshowthistomeagain] = v 7 Ry 7 A4 2L ET,

[Select Smart Account] 7 4 > KT, Ku vy F#7J X k)5 [Smart Account] & [Virtual Account] % i&
WLET,

Next] 27 U v 27 LET,

[Choose Sites and Devices] 7 f & R T, KB I— R&EA VA M= 1LT DT /31 A% 3R L, [Next] &7
Uy 7 LET,

[Policy Settings] 7 4 > K7 T, CSSM AR Y > —Z 8 L, [Next] #7 U v 7 LE7,

[Choose Device Features] 7 1 > R T, IROFNEEZFEITLET,

a) TN AEERLET,

b) [Auth Codes] K> "X 7 U X "D, [Install] 28N L F 5,

¢) [HSEC] Ru vy 7 & U A L35, [Enable] 233K L £,

d) [Next|ZZ7 Vw27 LET,

[Review Device Features]™7 4 > K C, [Next]Z 7 U v 7 LET,

[Installing Device Features] 7 « > K7 T, 7&K =2 — F& HSEC A > A h— )LV AT —F 2% fili8 L, [Next]
27w LET,

[Sync Data with Cisco] 7 4 > RV T [Next] #7 U v 7 L£7,

[Summary] 7 « > KU THEFRa2— K& HSEC A v A N— VAT —H A &R LIc b, [Finish| 27 VU v 7
LT,

BEX1UTASM 2 ADEMNE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATy T17

HSEC 7 A4 B A RMNEIZHEE LRNLE DL, T/ AOHSEC 74 B A WHIT5 2
ENTEET,

EEBICHDIA=a—T A 2% 2V v LT, [Tools]>[License Manager] > [Reporting] D JIHIZEIR L
ES RN

[Smart License Compliance] #— K& 27 U v 7 LE£7,
[Smart License Update] 7 1 > R 7 T, [LetsDolt] %27 VU v 7 L%7,

EHZDT 4 RUEAF v 795214, [Don'tshowthistomeagain] = v 7 Ry 7 A4 12 LET,
[Select Smart Account] 7 « & R T, K w7 Z72 U A k)6 [Smart Account] & [Virtual Account] % 3¢
RLUET,

[Next] Z#27 U > 7 LT,

[Choose Sites and Devices] 7 4 > K7 C, HSEC 74 L A &H BT 5T /3 A% L, [Next] &7
Uy 27 LET,

[Policy Settings] 7 > R T, [Next] #27 U > 27 LET,
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ATvT8

ATvT9
ATv710

ATvIN
ATvT12

cssM~0 Y v—2ERE0#EDT v To—k [

[Choose Device Features] 7 f > K7 T, IROFIEAEZEITL 7
a) TAA AEEIRLET,

b) [HSEC] K v 7 # U A k)6, [Disable] 2R L £,
) MNext]Zz7Uv7 LET,

[Review Device Features]V 4 > K7 C, [Next]Z 7 U v 7 LET,

[Installing Device Features] 7 ¢ > K7 T, HSEC #EXMLEIEDO XA T —Z X2 MZ8 L, [Next] 227 U v 7 L
E AN

[Sync Data with Cisco] 7 4 > K7 T [Next] 7 U v 7 L%,
[Summary] 7 « > K7 C [Finish) %27 V v 7 L¥ 7,

CSSM DY) Y —REREQFHMOT7 v TO—F

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH
ATv 76

ATy 17

ATvT8
ATvT9

Uy —2MEHROFEMA CSSMICRIEIZT v 7 r—RNL7Z), 7y 7T r—RA X hE2RT
Va— VT HIENRTEET,

EEBIZHDLA=a—T (2% 27 Y »2 LT, [Tools]>[License Manager] > [Reporting] DJIEIZZEIR L F

7

[Smart License Compliance] 7 — K% 27 UV v 7 L& 7,

[Smart License Update] 7 ¢ > K7 T, [Let'sDolt] %27 U v 7 LE T,

L% IDT 4 R %R AX v 75121, [Don't show this to me again] &= v 7 R v 7 A& A NI LET,

[Select Smart Account] 7 « > K7 T, Ku vy 7 XU X k)6 [Smart Account] & [Virtual Account] % 341

LET,

Next] 7 U v 7 LE7,

[Choose Sites and Devices] 7 « > K7 T, U Y =X HFEOFEMEEBIGT 57 A A% L, [Next] & 7

Vw27 LET,

U — A RO Z BIEICT v 7 e — K4 5121, [Modify Policy] 7 4 > K7 C[Next] 227 U v 7 L

£9. EHLA—-FOHEEZLEETLHITIE, KOFIEEZFETLET,

a) [Policy Settings] . [Reporting Interval] 7 4 —/V RIZxf i3 5 [Modify] 7 V v 7 L%,

b) [Change Reporting Interval] 7 ¢ > K7 C, iz AL FE T,
LAR— MG (H30) 1%, Cisco DNA Center 725 CSSM ~?D U Y — 2 IR OFEME O E WA 727 > 7
B— ROBEZRLET, 7y m— ROBEIHOT I LN TEETA, fvh b — MEERHIC
o3 EidTEERA,

c) [BR%E (Save) 127V >/ LET,

[Sync Data with Cisco] 7 4 > R C[Next] 7 U v 27 L7,
[Summary] 7 ¢ > K7 C [Finish] 7 V v 7 L %7,
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CSSM & OF —Z OREIBANAKEIT 5 & . Cisco DNA Center MEZRISE Z T A ZITEELET,

RDEZRY

FTA v AFRRI LA — F BRI L 72T 31 2A0HUE, B [Smart License Compliance] 7 —
RiZ [Retry] 7Y a3 & & HICERIHLET, [Smart License Compliance] #— K& 7 U v 7
L. FREOFIEZRLVE LT, KR LIET A ZA0NECSSMIZT A U AHEAMRR VAR — &
EELET,

—

TFINAADAIL—TY FOLTE

22— G B AKIEN—FDAN—TF >y NEERERTEET,

AT EEMICHEA=a—T A ar%27 1 v LT, [Tools]>[License Manager] > [Reporting] DJIEIZER L &
£

ATV T2 BRTLHTNARERRLET,

AT 73 [More Actions] 27 Y =7 L. [Change Throughput] Z Z&4R L £,

AT v 74 [Choose Throughput] 7 4 > K7 TA/L—7" > MEZER L, [Next] 227V v LET,
AT w75 [Apply Throughput] 7 > R T [Next] %27 U v 7 LET,

AT w76 [Recent Tasks] V> 7 %7 Y v LT, [Recent Tasks] 7 1 > KU & s L £,

[Recent Task] 7 ¢ > K7 C [Change Throughput] % A7 D AT — X A &R TE £7,

IN—F¥IL7HO2 FEIDT A 22 ADERIE

N—F LT HT NEATITA B RAEFEHEETEXET,

RTY TN EEMICHHZA=a—T A ar%2 1 v LT, [Tools]>[License Manager] > [Licenses] DJIEIZHIN L &
D

ATy T2 kT D74 A%RIR L, [Transfer Licenses] 27 U v 7 L¥7,

AT F3 [Transfer Licenses] 7 4 > K7 T, N—=F ¥ LT h 7 FaRIRLET,

ATv T4 BN L4 T A & AD [Transfer License Count] # A/ L, [Transfer] 27 V v 7 L¥7,
AT w75 [Recent Tasks] V> 7 %27V v 27 LT, [Recent Tasks] 7 1 > KU ZRE L E T,

[Recent Task] 7 ¢ > K7 C [License Transfer] # A7 D AT —H A &E MR TE £9,
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AX— F,FSA L UAKIETINA A TOBEATNDEHE

ATvT1

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

2Av— KT A B AKIET A RNZRERAODOBEE BNl T, WA AZ L ADT
AR TF—=ZOMMNERFTHIENTEET, BEXY 7 2FHBIOHIRTHIZEHTE
\iﬁqo

EEBZHILA=a—T A4 a%27 Y v 27 LT, [Tools]>[License Manager] > [Reporting] DJIHIZiER L F
j—o
RS 7 & BINT 27 5 Z&@IRLET,

[More Actions] 22 U > 7 L., [Manage Free Form Fields] 23R L C, BAE ¥ 7 &8I0, BH. F 7138
LEd,

E 2 T a2 BINE T IEEH T 5121, [Free Form Fields] 7« > KU CIROFIEE EIT L £,
a) BRZ T HEANNLET,

b) [R%TE (Save) 1227V v 7 LET,

E X 7 & HIBRT 512iE, [Free Form Fields] 7 « & K7 CIROFNEEFEIT L ET,

a) HIRT2BEY VOHIRTA 2270 v 7 LET,

b) [R?%F (Save) 127 Vv LET,

¢) [Warning] 7 > K7 T [Continue] 7 U v 7 L£7,

[Recent Tasks] U > 7 &7 U w7 LC, [Recent Tasks] 7 « > R U & L#) L £,

[Recent Task] 7 ¢ > K7 T [Manage Customer Tags] # A2 DAT —HZ AR TE £ T,

SAERAR) O —DERE

ATy T

ATy T2

ATvT3

RTv74
ATvT5

Fy T =27 T34 AN CSSM ITHERED I 2| E T2 LA — MEfRE A E Tx £9,

EEBcHDA=a—TA4a2%27 ) v 7 LT, [Tools]>[License Manager] > [Reporting] DJIEIZER L &
D
[Smart License] 7— 7 /L"C, [Modify Policy] #7 V v 7 L¥ 7,

[Modify Policy] 7 « > K 7IZ, AU P —FE L CSSM AR Y v — DN F R I E T,

[Policy Settings] T, [Modify] #7 U v 27 L%,
[Change Reporting Interval] 7 « > K7 C, LA— MNEROMEEA LET,
[Save] 227 U v 7 LET,
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N7y TEER

e Ny T T EETITONT (157 X—)

e RNy I T TP —=R—DEM (159 —)

e Ny T w7 A ML=V (162 X—)

¢ NFS #—/3— D& & ffl—Ubuntu (163 ~—2°)

* NFS ' — " — DR EH|—CentOS (164 ~—3)

*NFS Z#FR[T D7 7 A4 T U4 —ILb—)LOFE (165 2—)
e N Ty T Y= R"—=OFE (167 ~—)

ST STF =L ERNy T v (168 _—)

T —EDNRNy T T AT a— (169 =—)

Ny I T T T—2 & (170 X—)

INY DTy TEBTIZDINT

Ny 7T v 7TBIOETEEZHEA LT, BOT 7747 AERXTHODNNy 7T v 7
TrANEERTEET (Ry P = BRICKLERLS) .

NHYTF7TyT
HEH LT — % Do, FTITEEMET — X & T3 a7 530 A F—XDW 52/ Ny 77 v T
3

HEI{LF — & 13, CiscoDNA Center 7 — & X— R ZLF o ¥, Z7A4NLI AT A, BX
R7 7 A NVTHERINTWET, BEb Sy 7 7 v 735 EeNv I T v 7 TT,

T aTl TGV AT—HT, %2 NI — 0T a7 T AT —Z TSN TWET, 7
AT TUAT—=EDERNDN I T SR ENN I T v T T, FORIIE NN 7T v
‘(“‘j‘o

| &

BE Nl T T TrANIEELRNTIES Y, BESLE, Ny I T v 7T 7 A L% Cisco
DNA Center [Z{EIE TERWEERH Y 7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



Rys7vren |

. NP7y TE/RITONT

Cisco DNA Center |3 7 7 v 77 7 A VEAEHK LT, VE— I —""—{ZHRANLET, &
Ny 2T o7, T4LV27 U4 ELTUUDEEH L T —BICEMNENET, VE— M —
NR=DEEDFEANZ DN, Ny 7T v 7 —=_"—D%f: (1593—) 2R L TLIEE
Uy,

—FEIZ1 DDy I T v T ORFATTEET, —BICEHBEONNy 7T v 7 %I 7T HZ LT
xFH A,

Ry 7T v TOEFTTNL, 774NV =T v 77— RENE7 7 AV EHIRT S Z &%
TEP, T ANMIMATEZEEIINRy 7T v v AL TxFy 7F ¥y SN0 201 H
D ET,

WO R EHEREL F4,
e F— AR LT A NVDBIEDNR— g R T 51O A Ny 77 P ETT
Do

REWCERZMATRITIANY 7 T v T2FATTD (TAAATHLORY —affl £
FERLIZGERE)

N I Ty FIIHBROVIRNEEAT A T T ARRICORFETT D,

BOREEHDOREZNCBEN. DNy I T v T e A2 — )V TEET,

Restore
Cisco DNA Center #fiH L CY E— b — =X I T v 77 A NV EEILTEET,

Ry I T v T T77ANVEEITLT DL, CiscoDNA Center IZ L - CEHEFDT —H _XR—RA LT 7 A
ADBHIBRES, RNy 7T T TF—H_R=R LT 7 AV TEESHBEZONET, HxeETL T
%8, Cisco DNA Center |3 H T £H¥ A,

Cisco DNA Center D& 5 /N— a3 &Ny 77 7L, Zi% Cisco DNA Center DBl D /3—
ValEIETHILIEITEEYA, Ny I T T EEITLTEDLDIR, Ny I T v T OMERIT
DT TITAT L AERMNDOAMNRELCT, 77V r—va "= a URELC, [ Cisco
DNACenter Y 7 b7 =7 VU —REZFATLTCNDLT T T4 T LV ADHTY, BUEDT 7'V r—
variNn—Ta rEFERTDHITIE, [System] > [Software Management] % #84R L, [Currently
Installed Applications] #7 U v 27 LE7,

Ny 7T oL, IO P 7 R A%Z¥FD CiscoDNA Center 7 7T A 7 > AZIBETLTAHZ &N
TEET, ZORFIL. CiscoDNACenter DIP7 RLAREHE I TWT, HWOT AT AN
BT AHAUNBENLALEEICAECAAHEENH Y 47,

|

EE®  CiscoDNACenter DN 7 7 » 73 JUME L%, [Integration Settings] 7 1 > R7IZT 7B AL,
(W BEZ) UC) [Callback URL Host Name] & 7213 [IP Address] & 83 208N H Y £9, 7F

HUZOWTIE, [MAEREORE] 22 L TIZEWN,
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NPTy TEBRDAANY FEA

Ny I T TERTETA X FBRRAET LB EZZETEET, INLOEMERTE
BIXOV TR 7479 2%12i%. [Cisco DNA CenterPlatform User Guidel @ ['Work with Event
Notifications] hE > ZIZHH SN TWDFIEZFATLTLEI VN, ZOFIEEZFET LIb,
[SYSTEM-BACKUP] A <> k & [SYSTEM-RESTORE] A Xy h& IR L, T 27 547 LT
WHZ L aERLET,

HENEL, RORITRTA XY FOWT N FAET DTN AR T OWEE S ET,

BiE

AR b

Ny 7T 7

VAT DN I T T T 7 A NELERT DT v ARG ST,

VAT LDy T T T 7 AN TE IR oTe, TOA N MEIEE, IROBLH TR
ALET,

e MBERT 4 A VBNV E— AR L—ICH Y FH A

e VAT LDV —N—DAT—HAEZEFETEETA, Z1UE. NI T v TEBIEDT-D
0)$ﬁﬁ?::£ P4 7 VC\‘jﬂo

VAT LTI T v T T 7 A NERKPIC, BORMBECEENEE L E L,

NI T T T ANEEILT D7 o ARNMEI N,

Ny 7T T T 7 ANDEITLITRKE LT, DAy MIEH ., WOBHTRELET,
Ry T T T T 7 AR L TWET,
s VAT LATNRY I T w77 A NEERBIC, BEORECEBLENEALE LT,

NI Ty TH—NN—DNEH

Ry 7T T —_—F. ROWVTNNDOFN—TF 4 VTV AT A FEIT L TWALERH
D E9,

* RedHat Enterprise (¥ 721% CentOS) 8 UL L
» Ubuntu 16.04 (FE7213F Mint 72 &) LAk

BEMET—2 N\ I T7y T —N—EH

HEMLT — 2Dy 77 v T R— T 210F, b= S=PROBEFZi72 LT D LEED
bvET,

¢ SSH (AA— K 22) /UE— A (rsync) Z{EMH L TV %, Cisco DNA Center |, /N> 7
T v 7IATRED FTP (AR— b 21) O ZYR—FLTHEHA,
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Rys7vren |
N YTy TH—nN—DEH

e Linuxrsync +—7 4 YT 4 A VA F—/L LT D,

+ (RedHat7/CentOS 7 12 SNEFHTA) CUTF-8 27— /LR A VA F—LENTWBH
ERHN FT, CUTF-8NA VA =L EINTWEHNE I DEIHERTDHIZE, kOXLHIZ
AN LET,

# localectl 1list-locales | grep -i c.utf
C.utfs8
en_SC.utfs8
NI T T A=Y =PRI T T DA AN VET NV EEFTHE L TWDN, 22—
PN —T DOFHMY [FEZIADMERD DD, 7oL X Ny 7T v Ta—PF =i [Ny
2T 7] CaR=F=DIN—=TN [RZ 7| OFFIT, Ny 72T v 7T 4L 27 I
WL MERR 22 IR DY > T VIR L E T

L RNy I Ty TF ALY MU Ry Ty a—F =0 LT\ 5,

s 1s -1 /srv/

drwxr-xr-x 4 backup root 4096 Apr 10 15:57 acme

2 IRy I T T a—P—D TN —TITHERHERPRE SN TN D,

s 1s =1 /sxv/
drwxrwxr-x. 7 root staff 4096 Jul 24 2017 acme

¢ SFTPH 7L AT AHHANNILTWS, SFIPY T AT LADNAIL, AV A M—LENT
WA Ubuntu DU U —R K-> TEARY FF, &FDO Ubuntu UV U —ATIEL, ROITHT v
A PERN, SSHD FHEICEHEENTWALENH Y F97,

Subsystem sftp /usr/lib/openssh/sftp-server

ADROATZT A X MITOMERSH DT 7 A /WL, 18 (L /etc/ssh/sshd_config
ZH 0 E T,

\}

CGE)  NFS##7 12 hVU % Cisco DNA Center DN 77 & F H—R_—F L7 U L LTHEH
THZEIITEERA, DAF—FRENZNFS 72 MIBIEOENE 2 57-0, AR— kK
SNFH A,

TFoaATIVARNY I Ty TOH—N—EH

T aT TV ADT =Ly 0T v T Y R—r15120%, b— "= ROEM: %727 Linux
AR—=ZADNFS —_"—ThHLMLENRH Y 7,

*NFSv4 BELOINFSV3 2% R —FLTWD (ZDOVR— MEHRTHITIE, b—r—05
nfsstat-s # AJJL¥E9) .

*NFS =27 AR— K7 1 L7 b VITKT 2FAIMY /[EEIABMERD B 5,
« Cisco DNA Center & NFS H— R —[ D% v b U — 7 B M2 E LT 5,

» Cisco DNA Center & NFS %—/_X—[{D R v b U — 7 AR+,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Ry 7y 79—rn—ngt [

« CUTF-8 17— /Vi3A VA h—/L SN TS, CUTF-8 A Y A R =L ENTNDHENE D
MBS DICIE, RO K IICATLET,
# localectl 1list-locales | grep -i c.utf

C.utfs8
en SC.utfs8

\}

GE) NFS##7 12 hVU % Cisco DNA Center DN 77 o F H—R_—F L7 U L LTHEH
TAHZ LI TEEFTA, VA —FRENENFS Uy MIBIEOENEZ 5720, Y R— b
SNFH A,

HEH D Cisco DNA Center 2 BT 5= DEH

Fv b T — 7 IHEED CiscoDNA Center 7 7 A X INEENTWNDHHLEIE, WUy 7T v 7'm
r—varEHEbE T aT 7ROy I Ty FIMERTHZ EIETEEY A, B
Cisco DNA Center % BB T 26, XA NTT 7T ¢ A3 Cisco DNA Center 7 T A X D/~
IT v TT 4 v NIEEE ST S 2 T, ROFEFNL, Ny T v TT o7 MUK
EEDBET D HEE R L TOET,

1) V—2R SR E
Cisco DNA Center 7 7 A % 1. clusterl
2. cluster2

HENLE 7327 T A DNy 77y |BIR LT 4 V2 FVIE /data/ T, WHDXA T DNy 7T v TR
TEERARNTERY I T v TP = | hF B DR AR— AN Y F5,

F 4 L7 N OFTEME & HER OB Z Y aryORRECH D THEET — 2Ny 7T v F DY — S —Bf |
R LTLLIZE N,

T4 L7 N OFTEE & HER OB a ORI HB (T aT TG AN I T v O — N—B
fF] 2R LT ZE,

NFS =7 AR— hiRE Jetc/exports 7 7 A JL DN

/data/assurance/clusterl *(rw,sync,no subtree check,all squash)
/data/assurance/cluster2 *(rw,sync,no subtree check,all squash)

#7 L L) Cisco DNA Center /\— KO = 7 ICTT HEEDEHK

CiscoDNA Center 7 7 A X ¥ L\WWN— RO =77 v 77 L— RT2BE5, FIXMNEFA]
(RMA) 7at20—#& LCTEEFED Y T AL N— R T =7 25T 585451%. BFEO Y
IT  THEHMOETL LB T, Ny I T7 v 7OEDIZHOTF L7 UKESERER L ET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o779 n—oFiLoruLa7yr

\)

GE)  BEFED3 ) — RIZFGRAEMNL 1 DOFE1E20o0 ) — RELZRTH5EE. Nv 2T v 7FF 417
FUREE A AT T ALETIH Y £ A,

INYD Ty TH—NN—DT4 LI MJLATDF
NI T v T afEFET 2010, R T v TP —=R_R=ZkOT 4 L7 )L AT U N&Aff
HT&sZ a8 LET,

B —@ Cisco DNA Center 7 S5 X 2 BB
cSEENy T v (HEfbET 2T T R)
« cluster] : /data/automation/clusterl
e cluster]l : /data/assurance/clusterl
s HEMELDHDNy 77 7

cluster] : /data/automation/clusterl

#E3? Cisco DNA Center 77 5 X 4 B
SERNY T v (HEMLE T v aT T R)
« clusterl : /data/automation/clusterl
* cluster] : /data/assurance/clusterl
* cluster2 : /data/automation/cluster2
* cluster2 : /data/assurance/cluster2
c HEMLDORD N> 7T 7
* clusterl : /data/automation/clusterl

« cluster?2 : /data/automation/cluster2

NPTy T AL—DEH

Cisco DNA Center X, ZMENFS TN AN T 2T TV AT—=HDNNy 7T v 7l at—u{k
7L, AR Y E=— MAM (sync) OX—7 v NOBGFTHICEEELT —X DNy 7 7 v 7at—%
RELET, Ny 77 v 1%, BERRAAIE Z 7 3—3 2 DIZH03 708 A L— U %8
DU THRLERHD T, ROA RN L—UZHLRELET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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NFS H—/3— D% E 5l—Ubuntu .

FIS5ATUR NFSX FL— (14BERT [isyne A AL—2 (BRD 7
1B5) L)

DN2-HW-APL 1.7TB 50 GB

DN2-HW-APL-L 3TB 100 GB

DN2-HW-APL-XL 8.4TB 300 GB

il I

c LFROFRIZ, BT T IA TV ADT VT REARA MRy KT —7 TN, ADFKE AV
R—=bT5, FVERDOT 7747 v AR ARTEE LTOET,

« —EBDT—HDHBNNFS IRy 7T w7 ENEYd, LT, B~/ —F&3/—F
O HA MR T, IZFRICY A XD 7 7 v TIMER SN ET,

*NFS A ML =L, TvaTl7 TV ADT—H RNy I T v MHATE BME— D52 A
7T,

*NFS w77 v 7id, BHIDEENNy 7T v 7 %I snET, EROETIE, 7=
TIUADT—=ENRN I T o T EEINCFIT LERICSERNy 7 T v 7REREND & 48
ELTWET, Z0RIFER., oy 77 v 7RERINET,

ersync A b L—UiE, BEMET — 2Ny 7 7 o FIERTE HME— D5k ¥ A 7T,
srsync/Ny 7 7w T OREF, 1HIBONy 77 v 7 TREGDNET, N 77 v 7 a2k
B2 A5ABNTAEAT. VEAX N —UREXENTAARCEHRLET, =&
ZI1EX, DN2-HW-APL 7 7’7 A4 7V ANRH O, 1 H1EAER SN BEMET — 2Ny 7T v
FDa—% 5 ORET LA, BNERZ L —Y 05T 5 x50 GB=250GB T,

e Ry 7T v THMOEHIL. BADT—Hn— RKEBRHIIERT —XDORIZL > TR
D EF,

* Cisco DNA Center ~DE X AL /XA, Cisco DNA Center 7> 5 NFS $—/X—~D R v b
U—J AN —T 2 MZEoTELZY E3, NFS Y —"—DRA)L—T v MI, Dl td
100 MB/P ChHDHLERH Y £,

LD IT Y —E R EFFRIZ, RT3 —~ 2 AL T 5121%, NFS D7 p—<
ABFT=H YT THHLERHY FT,

NFS B —/\—® % 7 {5|—Ubuntu
T aT AT —HN—RX (NDP) O w 77T v 7% )E— T 521X, NFSH£GT

HDHZENKETT, NFS b —_"—Z2RETDLHLENDHDHEEIL. ROFIE (Ubuntu 7 14 A
F)Ea—vay) BHELTHEALTIEIN,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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AT 71 sudoapt-get update =~ > K% 34T L, NFS #—/3—0® Advanced Packaging Tool (APT) (27 7 &AL TH
FLET,

eI, WO LHica~vr FEANLET,
$ sudo apt-get update
AT w72 sudoapt-getinstall =~ > K% AJJ L, NFS ® Advanced Packaging Tool %A1 > A h—/L L E 7,
T 2iE, MoEHica~vwr FEALET,
$ sudo apt-get install -y nfs-kernel-server
AT 73 sudomkdir-p =~ FEZ AL, NFS h—_"—=DR X MELT=T 4 L7 MU Z/ER L ET,
eziE, kokoicavr REANLET,
s sudo mkdir -p /var/nfsshare/
AT 74 sudo chown nobody:nogroup =~ > K% A7) L. nobody 35 & U nogroup 7 /V— 7 DFTHAHEEZERE LET,
EziE, o LYicavr REANLET,

$ sudo chown nobody:nogroup /var/nfsshare

AT w75 sudovi/etclexports =~ K& AJJ L, /etc/exports ODERRBIZIKOITZBML T,

s sudo vi /etc/exports
/var/nfsshare *(rw,all squash,sync,no_subtree_check)

AT w76 sudoexportfs-a =~ FZA L, NFSH—"N"—D7 7 A VLT AT L&k T AR—FLET,
e ziE WOk oicavr REANLET,
$ sudo exportfs -a

AT w77 sudosystemctl start nfs-server =~ > K% AJS) L, NFS ¥— "—& HjLd L £,
rEAFE ROESICavr Fe AN LET,

$ sudo systemctl start nfs-server

NFS 5 —/\—®D % E 5l—Cent0S

WOFNEIL, CentOS TD NFS P — _R—DiREB 2w L TWET,

A7 71 sudo yum check-update =~ > K% AJj L T, NFS ¥ —/3—® Yellowdog Updater Modified (YUM) (Z7 7
EALERHLET,

ez, RoLHica~vr REANLET,

$ sudo yum check-update

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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NFS 2T 577 1 7o+ —Li—LoiE [

AT w72 sudoapt-getinstall =~ > K% AJj L, NFS @ Advanced Packaging Tool %1 > A h—/L L £,
ziE, RoLoica~vr FEANLET,
$ sudo yum install -y nfs-utils

ATV T3 NFS Y —"—2Hhc L TRELET,

$ sudo systemctl enable nfs-server
$ sudo systemctl start nfs-server

AT w74 sudomkdir-p =2~ K& AL, NFS h—_—DFXA MELET 4 L7 b U ZERR L £9,
TexiX, WoXoslica~r FEANLET,
$ sudo mkdir -p <your NFS directory>

AT v 75 sudochown nfsnobody =t~ > F&Z AN LT, FIV—7OFAMZEE LET,
-EZE RO HICavr FEATLET,

s sudo chown nfsnobody:nfsnobody /var/nfsshare

AT w76 sudovi/etclexports =~ K& AJJ L. fetclexports DK BIZIROITHBIML £,

$ sudo vi /etc/exports
/var/nfsshare * (rw, all squash,sync,no_subtree_check)

ATw 71 sudoexportfs-a =~ R&Z AL, NFSH—""—D7 7 A LT AT L&k T AKR—FLET,
i, WOLIICavr REAILET,
$ sudo exportfs -a

AT w78 sudosystemctl start nfs-server =~ > K& AL, NFS ¥— S—&Hjd L £,
ez, MoLoica~vr FE AN LET,

$ sudo systemctl start nfs-server

NFS ZEfR[94 B 074 704+ —ILIL—ILDETE

77 4L hCliE, Debian/Ubuntu 4 A Y E2—2 a0 T 74 T U+ —LINERZ,
RedHat/CentOS 7 4 A b U B2 —3 a U CIEENZ > TCWET, 774 T 74 —/LN
Debian/Ubuntu 7 4 A h U B2 —3 g U CHNZR S TWENE I D EERE L, A>T
WOHEEIEL, 77 AT UA—— L EBMLET,

27747 94+—)LIL—ILD%FE—Debian/Ubuntu

Debian/Ubuntu Ti%, RO FIAZFATL E7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o7 791 —ri—LoBE—RedHatCentos

ATv T

ATy T2

ATvT3

WOa<wy REANNLT, 7747 U+ —NADBAENDPEHEZHR L ET,
$ sudo ufw status
T7AT U —NAPNEGHOGE, HZIIRO LD IR R ESNET,

Status: inactive

T AT T F—IVINEIN o> TOWBEEIR, ko X I hanxd,

Status: active

T7AT U —IVISFEINZ 725> TV DEaIE, R T 7 AT U4 — W b— L 2 FRT& 2 X 912, mountd
T AR — FEFRT L ET, mountd DFFIR— N ERET HITIE., IROITEZEF LT --port 32767
% Jetc/default/nfs-kernel-server (23BN L £ 97,

RPCMOUNTDOPTS="--manage-gids --port 32767"

WDa~ry REATILT, NFS #2567 747 U4 —b—L&BIMLET,

sudo ufw allow portmapper
sudo ufw allow nfs
sudo ufw allow mountd

274 T794+—)LIL—ILD%FE—RedHat/Cent0S

ATy T

ATy T2

ATvT3

RedHat/CentOS DAL, RO TFNEEZFITL 7,

mountd A" — k Z P —E & L nfs.conf IZIEM L £,

GE) RedHat/CentOS X—ZADF 4 A h Y B 22— 3 2 Tlt, Debian X—ADFT f A MU E 22— 3
VeI DR — b % mountd IZfE L £ 7, RedHat/CentOS 7 4 A MY B a—3 3
1%, Jetc/service 7 7 A /L@ mountd |ZAN— 20048 ZfHEH L £ 97,

R OITINTFAE L7 WGATE, Jete/nfs.conf (ZIBIN L F 9,
[mountd]

manage-gids = 1
port = 20048

WDa<vy RuEASLT, NFSOYV—E 2B 77 A T o r—L2HESHLET,

sudo systemctl restart nfs-server rpcbind nfs-mountd

WoDa<y REASILT, NFSE#F [ T57 747 U4 —b—L&BIMLET,

sudo firewall-cmd --permanent --add-service={nfs,rpc-bind,mountd}
sudo firewall-cmd --reload

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Ny I Ty TH—N—DHE .

INY G T sy TH—IN—DETE

BE{bOT —H DIy 7T v 7T B850, CiscoDNA Center BE) /N 7 T v 7 —s3—
ERETHVLENDY £, BHELE 7327 70 A DWEDT =25y 77 v 7 T58
A%, CiscoDNA Center BE)/ N 7 7 v 74— /R— L NFS /N 7 T v PP —N—%RET D

ERbHY E£7,

COFIETIE, MGOY— =2 ETHHEERLET,

1R BRI

ROBERTEZ SN TND T &R LET,

» SUPER-ADMIN-ROLE #fR & FF > —HF DLNZ D FINEEFEITTHZ LN TE E3,
WZHOWTHE, =% v—LOfE (117 2—) 22 LTI I,

=111

s F— B DNy I Ty FNERT B TEOY—N—, Ny T v T N—DBEE (159
=) THRHAIN TS B & THER D D £ T,

AT T EERBICHDZA=a—T A ar% 27V v 7 LT, [System]>[Backup & Restore] > [Configure] DJIEIZ IR L

=7,

ATvT2 ALY 77 v T —N—mRET HITIE, WOFIEEZFEITLET,

a) WOBELERLET,

TJ4—ILF

‘E-IUII:I

BA

SSH IP Address

SSH N A[HER2 ) E— h Y — =D P 7 KL X,

SSH 7/R— k SSH 23 F[REZR U E— R — N—DHR— 7 KL A,

RAASRA VS Ny T 9T T 7 ANBREESN D —8— LD T L F~DIRA,
Username WAL S NI Ny 7T v T oARHlT 51D T 52— —4,
[Password] WL SNy 2T v S E T BT DITHERT 5327 — 1,

Encryption Passphrase

RNy 2T v 7DeF2 )T 4 OFBLZTOT VA R—% &l
THEDIFEHTERIAT L=, ZhbDEXa Y T (ITHEBLEZ TP
TR =R ML, GEAELZ LT vy UREENE T,
ZDONRAT L —RFMEBT, NI T T T77ANEE LT D EZITAT
ZROONET, ZORRTL—ARRITHIE. Nv I T v 7774 UT
HrsnEti,

b) [Apply] #7 U > 27 LET,

ATY T3 NFS R 77 v TP —R—%FETHIZIEL, INFS] ¥ 7 %227 U v L, ROFNEEZFEITLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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a) WOBREEXEHRLET,

J4—ILFK

RA B

Pr——= XA

Ny o7y TEER

B2l

b) [Applyl =7 Vw7 LET,

SSH XN AJFE/R YV E— " —_R—D P 7 RL A F 73R A M,

NPT T T 7 ANDPMRESND T — "= DT L H DI/,

SFCF—ENVIT v T

WROT =2y hOWTNNENY I T v 7 T8RN TEET,
s BEMET — X DR

cHEMLT —X & T aT TG A DF—X

G¥)

Ny 7T v 7 HFEITTHHEAIT. FELEY T— b — 3—_EDOHFFFT Cisco DNA Center 23
F—AFar—L (=7 AR—KrLET,
Y

1R BRI

T — 41X SSH/rsync i L C/Nw 7 7 v 7 &£ 7, Cisco DNA Center X, Nv 7 7 v 73
THRED FTP (R— b 21) O 2 R—FLTHEEA,

ROBENTHZ SN TND T R LET,

IZOWTIE, 2—Y o — L O

» SUPER-ADMIN-ROLE ¥R &2 FF > —HF D LN Z DOFIEEFEITTLHZ LN TE ET,

(117 ==2) WL TLIIZIN,
NI T TY == NNy T Ty T == DA
a2 L TW5b,

EUN-g

ax &

o N 7T v 7P —s3—73 Cisco DNA Center T
Ty TP ==

E
GE)
Ty TH—=R—=D

X AE
RO

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K

(167 X—) ZZHLTLEEW,

AT EEBCHDHA=a—T A a2%27 Y v LT, [System] > [Backup & Restore] > [Backups] DIFIZ 4R L

W

E ]

(159 ~—2) THHINTHDHE

REINTWNWD,

A HOWTIR, RNy

FEENRNY I T T =N —=ZTRE L TWRWIEE, HidTT DRI
L

. Cisco DNA Center 75/ 7
Z ¥R LU ¥ 9, [ConfigureSettings]| %7 U v 27 LET, Nv 77 v 7 H—
(167 ~—2) ZZMLTZEW,
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F—508vs7vI2rva—1L I

ATv T2 [Add) 227 Y v 7 LET,

[Create Backup] A > NFER I ET,
AT w73 [BackupName] 7 4 —/V R C, N7 T v 7 O—EDL4RTEZATTLET,
ATV T8 Ny T T ed ITFEITTHITIE, [Createnow] 7 U v 7 LET,
RT9TS Ny 7y T OfmMEERLET,

cHILB LN T aT F R T —E &Ny 7T v 735X, [Cisco DNA Center (All data)] &2 U
7 LET,

s HELT — X DI %Ny 7T » 7325121, [Cisco DNA Center (without Assurance data)] #27 U » 7 L
£75

ATvT6 [{EK (Create) 1227V v 7 LE T,

GE) BEONRY I T T AT—FRLLRIONy 7T v 7 ORI, [Activity] ¥ 7 CTHERTE £
‘d—o

HITHDONR Y I T v TV a TRRWVGERICDHR, LRy I T v T HERTEET,
EFICET LNy 77 v 7Y a 71X, [Backup] ¥ 7 CHER CTE £,
Ny 7T w77 at AHX, CiscoDNA Center (Z LD Ny 7T v T T —H_XR—=ABILNT 7 A VER S
NET, X7 TrANE VE— MR EINZEIURGEEINET, NI T v T Ty

ANMTHE -~y MIRELT, ~BEOARITCHIISNDERDONY 7T v T 7 7 A VEERTEET, Ny
IT T TaANETTHE, [Backup done! | BHIZZ(E LET,

GE) RNy Ty T TaEARKIML T, TTIA TV AERIFZDOT —FX—A~DOEEBIIH Y
FH A, CiscoDNA Center (2N 7 7 v TORMOFER ZRT =T — A ve—UNRNERREINE
T N 7T v T ORMOE S —EHAZRREIE, 74 A7 FEORNRETT, Ny s T v
EANKMLTZSGE1E, VE— M —A"—C+0RT 4 AV EERHDINE D EER L. 3l
DN 7T T HEFEITLET,

— N O o~
T—R2DINV I TV IR a—)L
EWMR 2NN 7T v TR a—L L, F(TTHBH ERRIZERTHIZENTEET,

1R BHHIIZ
WOBEMENHE - SN TWDLZ L 2R LET,

» SUPER-ADMIN-ROLE #[RZ Ff o2 —HF D AN Z O FINAEFATTHZ LN T ET, FHH
WIZOWTIE, 2—% n— L% (117 =) 28R L TEE,

Ny T T Y= R=BNN oy T S —R—DE (159%—) THMBHINTNEE
&7 LT\ B,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B orroorer—szan

ATy T

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

« N 77y TP —s3—=73 Cisco DNA Center TRXE I TV D, FfHIZOWTIER, Ny
Ty TN —DRE (167 X—Y) ZZRL TSN,

EEBZHIA=a—T A a%27 Y v 7 LT, [System] > [Backup & Restore] > [Schedule] DJIEIZEIR L
i—a_o

[Add] %7 VU v 7 LET,
[Backup Name] 7 4 —/V RC, Nv 77 v 7 O—ED4RIEZ AT LET,
[Schedule weekly] #7 V v 27 L%,
Ny I Ty Th Ay a—N035 B LR ZERLET,
Ny 2Ty TOHMAEERLET,
cHILB LN T aT F R T —HE Ny 7T v 735X, [Cisco DNA Center (All data)] &2 U

7 LET,

s BEWMET — X DB% Ny 7T v 73521, [Cisco DNA Center (without Assurance data)] 22 U v 7 L
7,

[Schedule] #7 U v 7 LE7,

GE) ATV a—)VERE STy 7T v 7Y a 7L, [Schedule] # 7 TR TE £, Ny o T v
DB EINT 6, [Activity] # 7 TR I T v T AT — 2 AR TE £7,

HITHONR Y 7T v 7V a TN WGEERIZORHR, FTLWRSy 7T v T 2ERTE E7,
ERICET LIy 77 v 7Y a7, [Backup] ¥ 7 CHERCTE £,

Ny 7Ty 77 a AHE, Cisco DNA Center [Z LV Ny 7T v 7T —HR=AB LT 7 A VBMERK S
nNEd, Xv 7T T7rA0E, VE— MR EINEHBINREEINET, Xy T v T Ty
ANTHE—~DFy NIRRT, —BEOARITCHEAISNDEEONY 7T v T 7 7 A VEERTEET, Ny
IT w7 TavANRETTHE, [Backup done! | i@HZE%ZIELET,

GE) Ny 2T o7l TaeARKKRLTH, T7I9A TV AERFEOT —FRX—=A~OEEIH Y
FH A, CiscoDNA Center |2/ 7 7 v 7OERBMOFERE RT =5 — A vb—URNFERINE
To NI T v T ORMOES —BNRRRIL, 74 A7HEBORRETT, Ny 77 v 7 7n
TANKMLT2SGE1E. VE— M —AN—C+0RT A AV EERHDINE D hEfER L, Bl
DRy 7T v T ae®ITLET,

NYD T ThLT—3%ER

T—BENy I T T T 7 ANNBEITTT HEE. Cisco DNA Center [FEFDOT — X RX—R L
TrANEHIRL, X I T v TDF—FR—2 LT 7 AV IEEHMZET, HErsnssr—
i, NI Ty TORRIZE-TRRY £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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RyyryInsr—aztx |

e HEMELT — %X 77 v 7 : Cisco DNA Center X522 BE LT —# 2#1E0 L £,

cHENMbLE T a7 T AT —HD/NNy 7T v 7 : Cisco DNA Center IZ. &R L 7= HfFHF
EOESRBAEET —X L T3 a7 530 A F— 25 ELLET,

\)

Cisco DNA Center DIETE 7B EATlX, T—HF_X—R LT 7 A NVOARETLLET, HEx7 etk
AT, Fy NT—=7 OREERC, HEDO Ny 7T v 7RIz bR AR IIE TS EE
Mo ZHUTIE, HLOWR Y hT—F R =02 T — R GEAE, [FHETX 25EEANV R
. FREEEHFEINZINEOLONEGEENET,

6=

* Cisco DNA Center D& 5/ N—2a &Ny 77 v 7L, ZiL% Cisco DNA Center D HlD
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neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

21 % D
¢ 64555 1L, FAN—L—FZDuar—H LB LN E— |k AS FHTT,
©10.30.197.57 (XA NXN—=L—HDIP T KL A TT,

©172.25.119.175 1. VAT LDTZ L Z—TF T4 XRMEIP 7 KL A TT,

5\&F BGP (eBGP) MDE&E4HI

router bgp 62121

bgp router-id 10.30.197.57

neighbor 172.25.119.175 remote-as 64555

neighbor 172.25.119.175 update-source 10.30.197.57
neighbor 172.25.119.175 next-hop-self

neighbor 172.25.119.175 ebgp-multihop 255

SO
c 62121 [T, RAN——F D —TH)VASFEHFTT,
© 64555 X, XA N—L—Z DY E— K ASHFTT,
©10.30.197.57 TR A X—)L—FDIP 7 RL A TT,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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7w FJL—F&hi=CiscoDNACenter 7 754 7V RATDT A HREZ ) hN) DERE .

©172.25.119.175 1%, VAT LADZ L EZ—TF 54 XRMBIP 7 KL 2T,

*BGP/L— 7 RARF A RXA L NEHENT 556 RIOEBEZESK) | X7 3r—~v U A%
M &% 72912 CiscoDNA Center ~D /L — N2 T 4 W Z UL T+ AHZ L 2HERELF4,
TANE Y T ELTONCE, ROBEEAILET,

neighbor system's-Enterprise-virtual-IP-address route-map DENY ALL out
|

ip prefix-list DENY ALL seq 5 deny 0.0.0.0/0 le 32

|

route-map DENY ALL permit 10
match ip address prefix-list DENY ALL

BERYA FORTREYS

« BT A FERR M ORE U, BIRTH 2.1 GHz =27 & 2 SOfRAE CPU, 4GB
?D RAM, BEV10GB D/— R N7 A 7HEl A #4548 L 72 VMware ESXi /A /73— /31 4
N=V g TO0UEEFITL TS Z LR L TRBE T,

N7V w77 TY RTOEHRY A ORIV R—- S TWEEA,

BV A PEAAL YA FBERY DAY YA b EIFHIOSGANICHEL, T O DT
YA PO EEMNETHL I LEMRELTREET,

cEEY A IS T 7 B AR NTIP P —R"—2FELTEEET, ZONTP —1_—%
AAYAREYDNRUY A PTHEHAINS NTP b= _"—LRMTIVLERH Y 97,

« EEAR A ML EBROHIEIEOK 50 Mbps 2 L9, 2 oHEiE I, SICEEY A B
LT TA=VIAR R, A FE DB (WAN, LAN, 77 A _X— hElfE) =41
TNWfERHENET,

7w TG L—K&ht-CiscoDNACenter 7 7S5 A 7 UATHDT 4 R
21)HN) DERTE
VAT NEEGHT D CiscoDNA Center /N— 3 N T v 77 L— R LEBICT 4 P AZ Y AN

ZIERIZRET 21213, ROFIRZFEITLET,

2T T BEfHY A A A2 F—L (185 2—)
ATFYvT2 TAVPRZI AR Dy 8T v (187 2—)

T4 YRR H/\)FEBREDEM

Cisco DNA Center /X, X.509 FERAE: & Fii%E 20— D Cisco DNA Center ~DA 7 R— k& A hL—
CEYR—PMLET, T4 FRAXYDANVFERAER, 77 AXNBEIEHINET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



F4HRE AN OEE |
B = vxsunummzoen

WIS CA 722 B IAT ST A %078 X509 GEEZ G 2 &R H Y £3, FEAFIIATA T 55
B —ICHIE LTV B RERH D £,

\}

) * Cisco DNA Center T2 D LA CREAEFEL T « FAZ Y BN AT WTHEMT 55
Bl ZOFEEZAF v S TEET, FEHELHRIET S5 E1X. [Use system certificate for
Disaster Recovery as well] 7= v 7 7R v 7 2% 4 2 LE T (Cisco DNA Center H—/3—GiE
PEOTH (88 ~—) M)

o T 4 AKX Y BNV FEHEOEOFEMIZ OV TIE,  [Security Best Practices Guidel] %%
LTl 7zZan,

AT EEBCHDHA=a—T A2 %27 Y v LT, [System] > [Settings] > [Trust & Privacy] > [Certificates] >
[Disaster Recovery] OJIEIZER L E 97,

AT w72 [Add Certificate] 3835k T, Cisco DNA Center (21 >R — b T BFEAED 7 7 A VERX X A TEBIRL £,
*[PEM] : 7T ANV — 2NV AN A=) T 7 A NEA

* [PKCS] : ABRF —KE S bR 7 A LB

AT 73 [PEM] Z 2RI L7286, ROX A7 34T LET,
a) B RINTWAEKIZPEM 7 7 A V&2 R v 7T Ry 7 LT, iEELEZ A AR — ML E
R

G¥) PEM 7 7 A /WiZiX. A7 PEMIEROPEET (pem) NMNETY, EHEOR KT 7 AL
H4 X% 10 MB T,

Ty Zu—RIENT D e VAT AGEHENREES N E T,
b) [PrivateKey] fHIK T, FRFAEX RSN TV DOHEBICHMEF—2 FT7 v /T RRry 7L TA AR —FL
e

G¥) AR % — 21X, BN iE X — I XOIE T (key) NMETY, WMEXF—ORKKT 7141
H 4 X132 10 MB T,

Ty Fu— RICET D . REX—ABEESILE T,
c) WU ATvarvAhREZLEI Uy LT, WMEX—2EITE20EI0ERELET,
d) BEX—Z 5 LT 58545, [Password] 7 4 — /b RIZRE X —D/SAT—REZ AN LET,
RTY T4 [PKCS] Z@RLI2GE, WOX AT #FATLET,

a) EMF RSN TWDHEIKICPKCS 77 A V&2 KT v 7T RRkay 7 LT, iEHEEZ A VAR —FLE
ﬁ‘o

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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G¥) PKCS 7 7 A /MZiE, A#h7e PKCS TR DILIEF (pfx £721% pl2) BNMETT, FEFD
BR7 7 A% A XL 10 MB TT,

7y T RICEET D &, L AT MAIESREES T
b) [Password] 7 4 —/L FiZ, fEBED AU —RZ AN LET (PKCS D)
o) Bl eA T arRE L ET ) vy LT, MEX—EWKST 20 E 20 ERmELET,
d) WEX—ZK LT D845, [Password] 7 4 —/b RIZEF—D/XAT— K2 AN LET,
ATy 75 [Save] =7 Vv 7 LET,

Cisco DNA Center %—/N—® SSLEFHAENE B2 bNbd &, HEWICu 77U &b zd, HEr S
AT DHUENRDY 9,

BERYS DA R =)L

TAPAZ Y I NY AT LOERY A & UTHRET 2RME~ Y U 2RET HI1I2IE, KROF
JE% AT L £,

ATy 1 EHY A FTHEITL TS Cisco DNA Center D/3— 3 UIZEAF D OVF Ry r—VaFura—KLE
-g‘o
a) https:/software.cisco.com/download/home/286316341/type % [ % £ 7,
G¥) ZO®OURLIZT Z7EAF 5121, Cisco.com DT H > MBNKETY, 7wy NOVERKRS

EIZOWTIX, ROR—UZZML TS E &V, hitps://www.cisco.com/c/en/us/about/help/
registration-benefits-help.html

b) [Select a Software Type] fHI T, CiscoDNACenter DY 7 h 7 =7 U7 %7 U v 7 LET,

[Software Download] ~— 23 B X 41, CiscoDNA Center DtV UV — A CHiR[EE/2 Y 7 o =T D
UAMPRERRINET,
c) KOWTFNNEEITLET,
« LBE72 OVF /Xy 77— (*ova) DT TICER RSN TWDEAIL. £ [Download] 71 22> % 7
Vw27 LET,

e [Search] 7 4 —/V RICEE T 5=V a U FESEZ AL, TET5—v a0 TCEDY) I %7
Uo7 LT, 4T 561 3—2a OOVF Ry 7 —ZxtE3 % [Download) 7 A 2> %27 U w7 L
S

ATY T2 ZoRy/lr—T%, VMware vSphere 7.0 LI A2 F T L TWbdr—h )~ ilab—LE7,

AT 73 vSphere 7 7 A 7> ~C, [File] > [Deploy OVF Template] % 3&R L %9,
AT v 74 [Deploy OVF Template] 7V « ' — R&25% T LE7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B =sv1r0oroxr—n

b)
<)

d)

2

h)
)

¥ 1 #— D [Source] i T, WDOFNEEFITLET,
1. B (Browse) |27 U v 7 LET,

2. B A RO OVF Ry r— (ova) ETHEILET,
3. [Open]Z2 VY w27 LET,

4. [Deploy fromafileorURL] 7  —/L R C, Ny —VORANERINTND Z & AR L, [Next]
27 )y LET,

v 4 %' — K ® [OVF Template Details] [ 2358 & £ 4,
Next>% 27 U > 27 LET,
¥ 4 H— R ® [Name and Location] [# i C., RO FINEZFEITL F 7,
« [Name] 7 4 —/L RIZ, RXor— Ik L CRET HL4IEZ AN LE T,
s [Inventory Location] 7 4 —/L RC, Ny —UZEET 57 A VX 2 RRLET,
*Next>%7 U > 7 LET,

v 4 Y — R D [Host/Cluster] [#j [ 23BH & £ 97,

BEALET VL — b2 BT TARANERITI TARAZEZ I U w7 L, [Next>] %227 V7 LET,
T 4 Y— KD [Storage] M 23HH & £ 97,

B~ 77 ANERETDHIA NV RIA T2 27V w7 L, [Next>] %27 Vw7 LET,

7 ¢ ¥ — R [Disk Format] Ei[f25BH & £,

[Thick Provision] 7' > a v AR¥ %27 Vw7 L, Next] 7 V7 LET,
v 4 Y— KD [Network Mapping] Hiifi C, IROFINEZEITLTHDH [Next] 27V w27 LET,

1. [Destination Networks] #iI2Y A R &N TWAHIP T KL A%Z 27U v 7 LET,

2. BRENEFuy7Eo VAT, BELET 7 L— b TCHEATLIR Y hU—7 28R L F
D

¥ 4 ¥ — KD [Ready to Complete] BiE A E ., AT LT T R TORENERSNET,

[Power on after deployment] F = v 7 7R > 7 A% A 2L, [Finishl| 27 U v 27 LET,
[Deployment Completed Successfully] %A 7 7 7R v 7 AW 6, [Close] #7 U v 7 LET,

ATy TS By A FoRy NU—IREEZALET,

)

RONWTNNEFATL T, Fk LR~ v oary —LvaflE £,
svSphere 7 AT FDV A MO~ %27 U v 7 L. [Open Console] %N L F 5,
s vSphere 7 747 2 FDA==2—"T[OpenConsole] 7 A 2% 7 Vw7 LET,

[Witness User Configuration] 7 4 > R 23f & £,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K



| Fav¥r2URNYOERE
Fe¥z2uns oty 77 |

b) EEEE = —V— (maglev) O/XZAT— &2 AN L THERAICH ) —EASN L, N2 L CRICERE
R
o) WOBEZAIL, NZ#HLTRICHESRE T,

sIP7 FL A
A~ D IP T RLRICEHMS T 5T E Ry hv R Y
T ITFHNIT= T ADIPT R A
« (FFav) BEDNS ——DIP T FL %
d) NTP Y= N—=DT RLAETEIHRA Ma%E 1 DU EAN L (BEOLEIII v ~TXE)5) | S &
TREXFELET, BEHY A FOREPFHIBEINET,
1 DL EDNTP 7 RUAETITHR A MABMETT,

€) Wﬁ#%b IRELIEZIP T FLARIZSSHAR— 22 2L a4 L, RENRET L2 %

GE) %, YA D VM T maglev = —HF—HICHKESNTZNRDT— RFE2ER T HLENDH D
Baix, MO Linux passwd +—7 4 U7 4 ZEHLET, ZHEITHRNCT 4 P AZ U A
VU AT D —KHZIE T 20 3H 0 £/ A, o, NAV—F2EHELTH, 7422V
J 8 BAEICHEE O BT H D FHA,

TAHRZ2)ANYDEY CT VT

Cisco DNA Center BEA CTOT 4 VA X U A NY OREIL, 2EMO T 02 AT, KON
. TAYPRAZ Y ANY AT DERHRT DA NeBegT52 6T, 2FBB ORI, v
AT EETITATIZLT, TAVARZ YNV EHENITHZETT, BT THLEOH S
FIEOFHH, BLOZ DT o AR ET HAREMEOH DT — & ZDRTFIEIZ DN T
I, 2073 a DRy 7 EBRLTLIES N,

A YA FOBREKICEAT SIEREFIEA

TAYPRZYV N AT DDA YA b ERET DENS, IROBEREDOER FIEZIRET 2
VERH Y £,

[VIP Promotion]

Cisco DNA Center BFAHICRES N2 X —TFA XA H—T 2 AVIP BV AT LD
TAYAZYINYVIP E LTHERATINE I DERETLHZHERDH Y £7, VIP G, K
OEENTRTYU I FEA2GEICOAEYTY,

o BETF D CiscoDNA Center f V' AHF VAN FR Y hU—J ZEHLTRBY, T XTHOF A R
MA VARV ADT U H—T T AVIP RSN TWDLT T 77 40— /L RERRH Y

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B 1 vqrosmcETszEEE

T, O VAEZLRF, TATREZ VIRV AT LEADAAL YA FE L THELE
ﬁqo

BFOT =T TN XA F =T = ZAVNIPT FLAE, AL P A MUY Y
A FRFET D 2007 —F v X —fT—HnbFIcERTE £4, Jhidls, &
DT =R —@lETHIEL Xy N —7 OFAICHEASET,

CHLWT AP RLZY DN VAT ADT L E—T T R A B —T = A A VIP DEFA,
BEfF DT A A& PR ET 2N EITH Y FH A,

VIP G4 2 2 5A 1%, FNE2b T[Yes] A7 v avREZ 27V L, AL A D
Bk (189 ~X—) TFIME2b B 2e ZFE T LET,

W=k TZENREAL XAV N ATy

Wiz, BEATHEHT AL T XA XA N AT a rBRETHLERHYET, T4
PRLZY ARV DOFERABD1IDE, 72—V F—_R—=RNEELLETH, T1 ADH 1
B a = NP e y N7 ERAREICT S 2 LT, 2T, T o
PRAHY INY AT LOBHEDT 77 4 7% A4 NTHEIMICRESND 7 —TF 4 7 VIP
FHRETAHZLICE>TEREINE T, 72— A — =0 ET 57N, ZOVIP (ZD
BETIET AP RZ VB ANYVIPE LTER) &, BEIOT 77 4 7HA 0627 V7 I3, #
LWT 27T 4 7% A NCTRESNET, TORER, BUELEOYA SBT 77 4 7 hICBfR7e
<. Xy FT—27DF /31 AT CiscoDNA Center & 1HE LT D Z ENTEET, A A VA
FOBFFE (189 X—) DOFNA2g Z5E T THEXIZHERTEXDH3 DD/ — K T FRF A XA
Y hATarnb Ed,

* [Border Gateway Protocol (BGP)] : Z DA ' > a id, IFEAEDT 4 FRAZ Y H AN R
TLATHRINTEY, 774V FTERSNTWET, BGP/L— T RARZ A XX |k
WZRV, VAT LDBUET 77 4 7T A MIEFEILT 7 BATLHZENTEES, i
37 == VA== DRAERICEHEIT 2 £,

BE oA 7 alrEEHTLEAEIE. £T (AL A RE U AN
US4 FORMHESRM v v ay EiHESRMSE 179%—) bEY
ZIZHV ET) KED2OOEFEXTHHINTWS FIEESE
TLET,

« [Disaster recovery VIPs without route advertisement] : /L — ~ 73 BGP 2 L C7 K% A4 X
SNV AT LOFAEIP 7 RV AZRET 2HAIE. 20X T a 2@ RLET,
ZOFTvalE, ALY A N VAR YA NORBGR, VAT LD T a— A HE
IP7 RUADPMFET DY 7 Xy MIT /A TE LT —H 22 —IZ# L TWET,

* [No disaster recovery VIPs] : Z DA 7' a V2T D L. A MIEEINTAEIP 7
R, ZDY A MBET D27 A ATHBMICRESNE T, 72— A — =%
AT HENT, ZROLORIEIP 7 RLART AL ATHRESNLET,

CiscoDNA Center ') 1) — X 2370 B L U 2373 EEEHA K
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A YA FDEER

VAT ADAAL YA N ERET HIZIE, ROPIEEFITLET,

1R BRI
e AA YA FOBGKIIETHEEFE (187 3—) ZHERFATHDLZ EaiENDTL
723N,

T AP ARZYNNY VAT LEDAAL YA U BNY P A RIB(FELET D Cisco DNA Center
TTIAT VAR T AXOEET, WOTFNEEFEITLET,
cH LN I T T AT a— T ax Y —R—2RELET, VAT LET Y
T4 AT AENC Z OB EZIThRWE . 72— F—_"—NEELTU IR P o
FRT T 47 A MIlgo7=25I12, TNE2O00REEZHERTCT H2LENAELE
KR
o KA NEID NFS T3, AZHET NFS N 7 7w TEREZMR L 7,

ATY TN EEBICHDIA=a—T A2 %27 ) 27 LT, [System]> [Disaster Recovery] DJIEIZ5&R L T [Disaster
Recovery] X— U & & £7,

= Cisco DNA Center System - Disaster Recovery

Monitoring  Configure

Disaster Recovery Topology

Show Detail Information
Status: Unconfigured

Please complete registration for all three sites in the order of Main,
configure/activate the disaster recovery

2
w2
5 2
F

Recovery, and Witness. Then
system from the Main Site.

”;z

Go to Configure tab J

77 4V hClE, [Monitoring] % 7 MBER STV ET,

RT9T2 AP A MEBELET,
a) [Configure] ¥ 7% 7 Vw7 LET,
[Main Site] 7> a VAR Z ANET TITER STV DRERH D £7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Cisco DNA Center System - Disaster Recovery ® @

Monitoring Configure

Set up this cluster to be the @ Main Site (O Recovery Site

Status: Unconfigured

Convert the cluster VIPs to the disaster recovery VIPs >

O Yes

R s Please complete registration for all three sites in the order of Main,
= Ot e
Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

Reverting to the original state after cluster VIPs are promoted is a len: glhyp wolving manual steps. Make sure that the replacement VIP addresses
are unique and are in the same enterprise and management subnets as the original VIPs respectively.

Tumn the cluster enterprise VIP, to the disaster recovery enterprise VIP

New main

site enterprise VIP*

@ Tumn

New

the cluster management VIP, to the disaster recovery management VIP

main site management VIP*

b)  [Convert the cluster VIPs to the disaster recovery VIPs] fHIlk T, IROWTINNDA T v a ViRZ &7
Vo7 LET,

c VT ARB AL YA FELTE EL\_@7?xﬁmﬁﬁéﬂfwé?ﬂ4xmﬁﬁmTF

VADEE 2 HEMIAZET DT, [Yes] 227 Vw7 LET, ZHiE, 77 AZIZBERE S
MTW5ﬁME7bVX%ﬁ%éﬁ FNoET AP RZY D) VAT LD a— U8
IP7 RLARELTEIDYTHZ LIZE-oTHEALET, ZHOT AL AREREINLTND Y T
AL TT A PFAZY AN ZHPCTLHEEF. 20T v arZ2&RTL2L 2880 LE
T ZOFTvaERBRLR2VGS, FILWT A PAX VBN VEEIP T RLALBET D
I INEDT R, AEHRETHILERSHY T, ZOF T a U ERIRTI5EIT. &
DFIEZFEITLET,

1. [New main site enterprise VIP] 7 4 —/L RKIZ, %4 hDODZ X —TF3 4 XXy NT—7 DHF L
WRARIP 7 R 22 A LET, Zhi ;D AT DT RLANEERZ ONET, =
DT FUAPRELEHEH SN TONRN—EDT FLATHY , LURTORIEIP 7 FLA LR L
Y7y MZHDZ 2B LET,

2. (AL = ) [Turnthe cluster management VIP, <IP-address>, to the disaster recovery management

VIP] F = v 7Ry 7 Rt LET,

3. (7' =3 >) [New mainsite management VIP] 7 4 —/L RiZ, %A FOFEH R Y NU—T7 D
FLUWEEIPY FLAZ AN LET, ZHuckv, ﬂ%¢57bvxw%%@zgmifo
ZOT RUAREEFHINTHRN—EOT RLATHY . LRIOEAIP 7 KL &[H
CHT7xy MZHDHZ L ZMERLET,

AP 7 R L ADEEEZBEHGET A AT, VTAZEAAL A FELTRET DI
X, NolZ 27 Vw7 LET, LEEDOT AL RTHER I TWRW, F23DEOT A A
DB SN TWABF LW AL, ZO0OF T av2BED LET, Z0oF 7 g
PERRTAESIT. A7y 2o HERF T,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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d)

2)

h)

rqot4 rozi [

[Action] fEJk C, [Promote] %7 U v 27 LET,

[Disaster Recovery VIP Promotion] %1 7 & 7' 3B & £,
[Continue] #7 U v 7 L ¥,

Cisco DNA Center (X, AJJL72ARIP 7 RL A REEL £7,
[Details] fEIRICHRFEA T — X ANFRENE T,

cANLET RLAOWTNDONEN TH LSS (7 RUVAREBRT L7 RLALR U TRy
MIIFELZRWAREMERH Y £97) | BERELEZITV., AT v 7 2 Z#0VIRLET,

c ANTLTeT RUAREFIHRFESND &, T4 P RAZ Y DNRNY 2T AHICRESNDHTRT
DORAETIP 7 K L A [Details] AT R SNE T, ROAT v SR ET,
W DOIEH % [Site VIP/IPs] fEIKIC AT L £97,

*[MainSite VIP] : 7277 4 7Y% A NDI FAH ) — R =TT ARy NT—T7 OO
FT 4 I HEMT ARABIP 7 R LA, Cisco DNA Center TlX, 2D 7 4 —/L KIZT AT LD
THEICE S TATTENET,

* [Recovery Site VIP] : U B ANU YA hDIFZRAL )= REx o Z—=TFF3 4 X Xy hT—27 DO
G740 BERT DX —T T4 RARIP T R LA,

* [Witness Site IP] : BtiY- A+ OB~ L o X —T T4 X Xy NT—=T OO NT 7 4 v
JEEBRTDHIPT RLA,

BE AN LET FUARBERGERETH D Z L 2R LET, BETERVWEA., VAT
LDV A N OBGITIRIL 7,

GE) FNE2f B L2 OMOIEE DK RT, [Reset] %7 U w7 LT, AN LT RTORESE
7IVTTEET, TO®R, A VA FEBRET DN, FIE2Af 280K L TIELWER
EEANTTTDMERH Y 7,

[Route advertisement] fHI T, ROWTNNDA S a L RF 7 Vw7 LET,

« Border Gateway Protocol (BGP)

W= FTF RNEZAL XA MELDT A HRE 1 HN) VIP

* [No disaster recovery VIPs] : Z DA T v a v R&Z %7V v 7 355413, FIA2KICHEA T2

é I/\O
HIOFIETHEAID 2 >OAT v a rRE L OWT g2 Y v 7 LA 1L, [Enterprise VIP for
Disaster Recovery] 7 4 —/v FIZEZ AT LET,

IDT7a—T 4 VITRIEIP T RLAEZRELTEBL ¢, Xy V=0 DT 77 47V A & LTH
FEIFELTWAY A MIEBMICE D #2 GERASNE T, ZOT7 FL A, T4V ARZ U AN
VAT AL DU E—TIFTA R Ry NI =V DD NT T 4 v 7 HEHLE T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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GE) » [Border Gateway Protocol (BGP)] A7 > a v R&Z v &7V v/ L, BHEHMEIP 7 KL
A ZFE LIeWIGAITL, FIE 25 IR E T,

» [Disaster recovery VIPs without route advertisement] % 27 U » 7 L, EE{LMHEIP 7 F L
A BE LRWERIE, FIE 2k IC#ERET,

i) ({EE) [Management VIP for Disaster Recovery] 7 4 —/L NIZAEZ A L ET,

o7 —FT 4 U IRIEIP T RLRAEZRELTCBL L, XYy NI —0 DT 27T 4 7% A4 & LTH
FEEEL TS YA MCHBIMICY D BEx GERSNET, 207 RLRE, T4 RZ Y BN
VAT LAEEHR Y NU—TORIO N T 4 v 7 EEHLET,

) [Border Gateway Protocol (BGP)] &'V a > AR Z &7 U w7 LTEHAEIE, W—FT7 RRZ A XA
NN T B2 DIC LR ERE A LET,

» [Border Gateway Protocol Type] fE3k C. BGP ¥ 7 23 FH AIZH/MER ([Exterior BGP (eBGP)]) v 3
VEHENIT By, WNHEB ([Interior BGP (iBGP)]) t v a v &+ A0 EEELET,

« [Main Site Router Settings for Enterprise Network] 5835 X O [Recovery Site Router Settings for Enterprise

Network] fEIKIC, T A FAZ VI NY AT EADAAL A FEV BN A MIERESNT
WL B =TT ZFABIP T RLADT RNZ A XD 7282 Cisco DNA Center 2MEH T % U
F=PMV—ZDIPT RLAZANLES, £, »—FDVE—FBLUPR—U/LASESDH
ATLET,

ROFITEBE L TIIE S0,

CBMDY FT— M—Z EZRETIHIEAIE. [AAd] ) TAa2vw22 )y LES, 4 D
LI R2EBEDNLN—ZEZHBHRETXEL,

cAS BEE A AT DAL, 1 — 4,294,967,295 DHFPFAND 32 By "B ERLETH S Z
L EHERR L E T,

«[iBGP] A7+ 3 & #INd 5 L. Cisco DNA Center |2 —H /L AS H 5% U E— bk AS H 5
ELTCADLEEICHBIMICRE L ET,

s AT FNETEHIALIP 7 KL A2 E L7-%4A 1%, [Main Site Router Settings for Management
Network] #EE 5 & UF [Recovery Site Router Settings for Management Network] fiEJ5k $ /=~ S i1 F
4, Cisco DNA Center CZDRARIP 7 KL ADT RARZ A R END Y T — hLb—X&
BT St e a A LET,

k)  [Action] f81 T, [Register] %27 U v 27 L%,
[Disaster Recovery Registration] %' 7 1 7 /3B & 7,
) [Continue] #7 U » 7 L&,
VAN YA MBI OERYTA M2 AL A MIBET H1DICRER N —27 UNERISNET,

AT 73 [Details] 83k T, [Copy Token] #7 U v 27 LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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= Cisco DNA Center System - Disaster Recovery Q o o L
Monitoring ~ Configure
Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Registering

Main Site [ Recovery Site -
The system is in the middle of registration process. Note that the
Initialized Unregistered registration must be done in the order of Main, Recovery, and Witness.
=? =? =? =4 =4 [eom)
Details
The second step of the three-step registration is to register the Recovery
Site. Copy and enter the token below to the Recovery Site:
Witness Site

Unregistered

=]

)
1

A HA FEBETDIS—

VAT DDA YA FEHET D L X T -RRETLHERHV ET, ZOMEY T
I, AT LT — L XOMLIFEIZONTHI L ET,

B2 14 7 RITSN-#REL IS5 —DfER

VIP DEIEE I REME UBNYHA FOR—k443 | VXU HA RO VIPRU A
TTCP V77w bR Z EN| N HA D Cisco DNA Center
TEDIMNEIPEfMERLE A AL AITRE SN
7 TR =TT XVIP &—
LTED, AL A DD
BERRECTH H Z L AR L
TLTEEVY,

YA FOR— 12222 T |BEEWHYA FOIPT FRLANIE
TCP Y7 v bR ZENT | LEHEESNTED, AL
XDEMEIDEMRBLET, |VA MO LEERETHL D
LEfERLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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TAHRE) N ORE |

Bitg 147

RITSN-#REL

IS—DER

TR =TT A A LOVEH
A B —T A AVIP OR|E
A REME

WOBREZHRL T, =

=T FGA XA B —T = A
AR TT 4 FAZ Y HNY
VAT LD VIPIZRETE 5
MNEIDERERLET,

s T AP RZY SINY A
T LD VIP flz= % —
TIARA o HE—T A
A TER S NTZFR L —
I

T —TTAX A
H—T A ATHEIN
FF AN NS — N
e

B DHEFZDOWTIL G FE
L72WgE, MEEZREL £
R

TAYPAZY NY VAT A
DT HZ—TF7 A4 XVIP HD
TR =T TR A B —
7 = A AT — N EER
THN, A —TTA XA
VR —T oA ATT 7 4Lk
TF—=I Uz AEERLET,

WOEFZRBR LT, FHA
VR—T oA ARETTF 4 W
AH Y TN AT LD VIP
WCBIFETEX 008 9 AR
LET,
CTAFRZY AN TR
T LD VIP FIICEERA

H—T o ATEREIN
=R L—

EHA O H =T 2 AT
REINTZT 74V b
F—hv=A

INHDEFZONTI G FLE
L WGE, BEEIFR L £
T

TAPFAZY I RY AT A
DOEFLVIP FOEA o H —
7 A AT — N EER
THM, EEHA L H—T A
ACTT 74NV F—b T =A
EEFLET,

. Cisco DNA Center ') 1) —RX 2370 5 & A 2373 EHEH A K
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2494 ragcozs— |

Bitg 147 RITSN-#REL I5—DER

AAET v T r— P /=T ORI E S
Ty —RIRTWENE
IMERRLEST, T
72— RENTWADEA. Cisco
DNA Center 1%, FEFHENHD
BLINTWRNT & LR
LEJ,

[System Certificates] ~—3

([System] > [Settings] > [Trust
& Privacy] > [System
Certificates]) T. KDOWTIL
MPRYTITELZ L 2L
7,

* [Use System Certificate for
Disaster Recovery as well]

AT a UNEIRENT
W5,

« T WAL Y Y [EA
DFEAENT v 7 r— K
ENTW5,

ELHLD%E S, [SAN] 7 1 —
JIVRORYID= U &L
T, AN RI— RSO
DNS 4 DHEE STV D ME
NH E9,

NATRAZEYT 4 (HA) |HADHEZZ /> TWD0E S |[ma o7 77 0 71k (77
MR LET, Z4E3 ~—=)

=R ZAZZORHEH S
NHZLIEELTLLES
VY,

RS SN TW W T —D54 . £ OJRIKIE [Status] S8 CRkhll SV E 3, HEREIE
Z4T\W, [Action] SEI/NHIRDA T a v OWTRAMNEBEIR L CTHifT L £,

* [Retry] : =7 —DFRRERPMEES N2 SE, 23T —2NWkr 28 87 m k& 2h
DOREY—EAOBEE R E) ICK-oTHRAELLEEIX. 2047 v a 23T L TORE
R T LET,

s [Deregister] : ;X EXAER LD, BEAESLVE LD T25AIE, 2047 a v & /fH
LT, e AT v a v aRMINOANTEDLEIICLET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B vrrusqcroms

) hN1) B A bDEEF

UBRY P A FERGFETDIZOOFINRILLTO LBY TY,

\}

GE)  FIEAIZHNIHOEEORSE T, [Reset] 227 Vv 7 LT, ANLTETRTOREEZZ Y 7 TEE
T, Z VT LIEGE, VAN A MERET RN, ZOFIEERYPLEVIELTELWY
BEEANITTOHILERND Y 7,

1R BRI

BHESM: (179°—) FE Y7 &2FRL, [ AL P A FEUINYHF A FORFHESE) &
72 a Y THHEN TWDEAENHZINTND Z EE2ERLET,

AT 71 [Details] 83 T [Recovery Site] V > 7 #4527 U v 7 LET, HrLWT T UL T TR—UNHE 7,
ATFw T2 MBS L T, @ilha—Y—4 AU —=FEANLTI IR S A Moa s A LET,

[Disaster Recovery] ~— 3712, [Recovery Site] A7 > 5 LR & D39 TIZER XU 72 4K B8 T [Configure] ¥ 7
DHEET,

= Cisco DNA Center System - Disaster Recovery

Qa ® ¢ 0
Monitoring  Configure

Set up this cluster to be the O Main Site @ Recovery Site

Status: Unconfigured

Please complete registration for all three sites in the order of Main,
Recovery, and Witness. Then configure/activate the disaster recovery
system from the Main Site.

ATY T3 ROEFEREASLET,

*[MainSite VIP] : 777 4 7H A "DV FAR ) —REZLZ—TF3A4A X Xy NT—T DD 7
T4y EERTLHEBIP T FL A,

* [Recovery Site VIP] : U XU YA NDJ FAZ ) — R Z—T 74X Xy NU—T DO ~Z

T4 I BERTHRMEIP T LA, Cisco DNA Center TlX, Z D7 44—/ RiZ AT L DFEHRIZIHE
SWTADENET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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o AA YA P OBFEAITHERR LI b —2
T ITATHA ROFRy N =V FERF 2P L TRESNTc2—F—H LA T— R,
AT T4 [Action] fHIK T, [Register] %7 U v 7 L7,
[Disaster Recovery Registration] %1 7 1 7 233 & £ 97,

AT w75 [Continue] #7 U 7 LET,
AL YA NV ANV A NOBRBHLSND E, AR Y TRAT—FANREHFINET,

BRTA bOEER

Bt A P 2Bk 570 DFIHITLLTO LB TH,

4 SRS

T AP RZY R T RT AOERY A S EBEET DRI, ROFERHZINTWNWDLZ &%
MR L TL 72 &,

AL YA R E VAN T A FOFGNEERY A MCENERNRETH D,
AL YA EYAANY B A MIRE S VIP IZEHY A P LREEVRETH D,

RATYT1 AL P A NOT T XTIZRED £,

= Cisco DNA Center System - Disaster Recovery Qa e o L
Monitoring ~ Configure
Disaster Recovery Topology Logical Physical

Show Detail Information

Status: Registering

Main Site (7 Recovery Site  (
The system is in the middle of registration process. Note that the
Recovery Site Connected Main Site Connected registration must be done in the order of Main, Recovery, and Witness.
Details
The third and final step of registration s to register the Witness Site. Use
the following command to login to witness:
ssh -p 2222
then register via CLI
witness register -w -m -t
Witness Site

Or opt for copy the token only
Unregistered

= Gopy Toker

AT v 72 [Details] fEI T, [Copy Witness Login Cmmd] %7 U v 7 L7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}



B =59/ rascozs—

ATvT3
ATy T4
ATvTH
ATvT6
ATy T1
ATvT8

BEARY A b ~D SSH =1V — /L &P &
gk I
[Details] Ik (Z Y . [Copy Witness Register Cmmd] %7 V v 7 L£7,
%H:VY~WG\:H~Lk:7yF%%UﬁHi¢o

FaHREUNNYOEE |

atv—Llavr P2 Ttre s LET,
HlE, T 740 bO—H— (maglev) D/SAT— K& AN LET,

<main_admin_ user> By N —EREa— Y —Da—PF—LZIcERL Ca~v 2 REETLET,

ERINTZHGAE, 2y FU—

EfRYM FEETDIS—

_\\

DNy TIE, BV A N OBRGRERCRAT D AEE

JERE AP —DNRAT = 2 AN LET,

YD %> T — & ZOXMTTHEIZ DU

THBHALET,

IS—4%47 RITSNT=REE G E

IP HRFE AA YA DOBEKRHIAT) | AL VA FNEBERYA &
SNTEEHEY AL FOIPT RU | BT A8, [F UERY A
AN, B A FOBEIC | FOIPT RLAEZASHLTL

ANENTZIPT FLRE—F
TAHZEEMIELET,

&,

B A RO OVA/ Sy r—
D, VATFADAALHA |
EUTNRNYYA MIA R
r = ERN T3 Cisco DNA
Center /X— 3 2% L TIE
LWAR—=V g 0 ThdHI LR
MEEL £ 7, 4% Cisco DNA
Center X—T 3 V%, 1 DD
OVA RX—2 g v DhBm P R—
FLET,

N— 3 URGE

ITT—RAob—UIZEREIN
TWBHEEHY A RO OVA /Ny
== g U RELE
j—o

WRET = v 7 e T —04E, TORKIX
%ﬁw\ﬁ®w¢mb%£ﬁbfﬁﬁbi¢o

[Status] 7

EUING

Sl T E Y, HEREE

B A Mza 7 A4 LT, witnessreset T~ > REFEITLE T,

« BERORELELELT DM,
Vv LET,

Tav A EEINLRDE I

I%. [Action] fEIK D [Deregister]

A FRB)VAN) O RATLDT I T4 71

VAT LDV A FEBE LD, IROTFNAEE LT LT, Cisco DNA Center JEBH T TX 5 &
NV AT LET 7T 4 7L LET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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ATV T1 AL YA b,
a)
2T ERRLET,

= Cisco DNA Center

Monitoring ~ Configure

Disaster Recovery Topology

Show Detail Information

Main Site 7

Registered

=2 = =

Witness Site

Registered

o=?

Event Timeline

Hide Timeline

System - Disaster Recovery

Recovery Site -

Registered

=2 =2

Fe¥zaUnYLRFL07557 171t [

VAR YA b, BEOERY A PREFICBREGSINLTWDZ 2R LET,
AA YA NOT T IHFXTIZEY . [Monitoring] %7 V » 27 LTT 4 %A% U 53U @ [Monitoring]

Qa e o o

Status: Registered

All three sites are registered. Ready to configure/activate the disaster
recovery system.

b) [Logical Topology] fHI C. 3 2DH A FNFIREIN, AT —H AN [Registered] TH D Z & 2R L £

‘@_o
¢)
L LET,

Event Timeline

Hide Timeline

End
L v & Witness site registration -
Status Message Successfully registered
(] v & Recovery site registration -
Status Message Successfully registered
(]

v & Main site registration -

Status Message Successfully registered

as witness site.

as recovery site.

as main site.

AT w72 [Actions] fEIE T [Activate] 7 U v 7 L £,

[Event Timeline] fEIK T, &V A FOBGFENA X FELTY A RSN, FXATBIEFICHET LD

Last Update: 7/13/2021, 1:01:51 PM UTC-7

7/13/2021, 12:59:30 PM UTC-7

7/13/2021, 12:49:37 PM UTC-7

7/13/2021, 12:40:33 PM UTC-7

YR YHA MIBUEFET 2T X TOT —FBHESND Z 2R T XA TR I RHEET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B = s2x2unusz50075574 71

ATYT3 TAFRZ VAR VAT LDOFREE AL YA SDOT—=FDY NU YA b ~OEBEBILET D121,
[Continue] 7 VU v 7 LET,

G¥) T T4 AT at AL, BT E TR DL EARZH Y £, EBRRREE=FZ—T 35
IZiZ, ARXRVEDEALTA U BRRLET,
AT w T4 CiscoDNA Center CTULEMRA AT NET LD, VAT ANEEL TWDL Z 2R LET,
1. MR YEERRL, TNENDOYFA FORT—HZABRKDEIICEREINTWNWDEZ L 2ERLET,

Main Site [ Recovery Site L

Active Standby

Witness Site

Up

2. AXVINDOXA LT A EFRRA L, [Activate Disaster Recovery System] # A 7 N IEFIZE T L2 & &
e L £

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:13:46 PM UTC-7

9 v & Activate Disaster Recovery System - 7/13/2021, 1:13:39 PM UTC-7

Start Time 7/13/2021, 1:03:17 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:13:39 PM UTC-7
View Details
o > & Witness site registration - 7/13/2021, 12:59:30 PM UTC-7
o > & Recovery site registration - 7/13/2021, 12:49:37 PM UTC-7
@ > & Main site registration - 7/13/2021, 12:40:33 PM UTC-7

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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3 AA YA b ping ZFATLT, VA MIEETEDLZ L MR LET,

TAHYRE) AN R T LDIKREE
T 07 4 T LOEBIMRMEO BRI T « F A S U B8 AT KRS RiEE, ROE

WRLET,

! B

R lr—TDO—F ALY A NEYINRUY A MR Ny r—U R =T g
WA LVAR—=NLENTNENE I DERERLET,

FE Y — B ADOIE M T A4 PAL Y N BECARAIR g~ R —Y R —EAE L
RZEDOMOFEE LY — 2D EFEMEA2HER L ET,

IPsec D AT —H A L %EE FTAPFAZY) HN) AT DT XTOYA hTIPSec -2
FIVDEE L TNEE I M EHERLET,

Consul #f¢ consul (AA YA b, U RUHA b, BIOEHYA B
THEHEIND T —F _X—R) BT _XTOYA FEEET
EEMEIMEIRELET,

T4 HFREZ)AN) X T LO—FEFIL

AAYHA FEVINTY A b —RHEIET B LT, TAPFRZ Y INY TV RT ARFEEN
WA IR LET, A NMEH OB RER S 4L, %ﬁ%bﬁX&/P7m/7ix&&LT%A
HEHR0ET, BEHMICh-> T AT LR EILT AT, VAT L2 —RHE LT,
TIT 4TV A SN AZ L NA A ]“’\@T*‘?@%E%%*E#H’J W T HMERH D F
T, £/o. TAFRZ VIR VAT LE—HHEIEL T, ROWTHNZFEITLET,

I TAREDT T L= RREBI Ny =V DA A M=)V EOER S A7 58T LE
—aAO

VAT AERBFT AV AZ YNGR ELE SRR T,
AL UIANY O FRFERYA N TRAITAT T RAZETLET,
« FHEIEY Ry b U — 7 E I IS EICH 2 £

AT LDO—EEIL
VAT AAVKR—RY NDA T U AEET AR ECT AT RAZYANR) VAT A —
RECAZ IR D121, ROFNEEAZFEITLE T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B o x7r0-mEE

AT EEBCHDHA=a—T A2 %27 ) v 27 LT, [System] > [Disaster Recovery] DJIEIZ 41 L T [Disaster
Recovery] _X— Y &P & 97,

7 7 4L hTliE, [Monitoring] ¥ 7 NER Z 4L, 7 4 FRAZ U I ANY AT LD MARRYNRERINET,

AT 72 [Action] fEIK T, [Pause] &7 VU v 7 LE7,

ATY T3 FRENTZF AT /T, [Continue]l Z7 YV v 7 L CKRICHELET,
R—TOEFHIZ, VAT Ak —FHEILT AT ARG INTE-Z L2 RT A v —URERINET,
VAT K —HiHEIET B 79I, Cisco DNA Center T7 —# &V —E2DEBINES I NES, £z,
VAN A MUDAZIE L TWeh—EARHEAINET, 2072 A0FETHIL, FAr 28N T,
AA YA NEY IR B A FOAT—H AN [Pausing] I[Zi%E SN E T,

Main Site Recovery Site [

10.30.199.51 10.30.199.97
Pausing Standby ® Pausing Active ®
Witness Site
10.30.199.158
Paused

Cisco DNA Center CULER X AT INFE TT5HE, RO PIZEREINTZAAL A B, VAR S A B,
BLOEHY A NORAT —F ZARNEH E 4T [Paused] ([T E INLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Main Site Recovery Site [/
10.30.199.97

10.30.199.51
Active Paused

Standby Paused
10.30.199.59 10.30.199.66 10.30.199.67

10.30.197.89 10.30.197.90 10.30.197.99

Witness Site
10.30.199.158
Paused

10.30.199.158

ATYTE TAVFRZ VAN VAT AN—RHFIELTND Z L 2R LET,

1. [Monitoring] % 7 D47 BIZFR/RENT= AT —H AN [Paused] 1272 > CD Z & A MERLET,

AR DX A LT A T, [Pause Disaster Recovery System] % A7 INIEFIZ5E T Lz Z & 2R L £
T

2.

Event Timeline

Hide Timeline
End Last Update: 7/13/2021, 2:14:54 PM UTC-7
, v & Pause Disaster Recovery System - 10.30.199.97 7/13/2021, 2:13:46 PM UTC-7
Start Time 7/13/2021, 2:00:24 PM UTC-7
Status Message Successfully prepared clusters for pause Disaster Recovery System.
End Time 7/13/2021, 2:13:46 PM UTC-7
Hide Details
9 v Active cluster standalone - 10.30.199.97 7/13/2021, 2:01:33 PM UTC-7
Start Time 7/13/2021, 2:00:31 PM UTC-7
Status Message Successfully prepared active cluster for pause Disaster Recovery System.
End Time 7/13/2021, 2:01:33 PM UTC-7
View Details
o v Standby cluster standalone - 10.30.199.51 7/13/2021, 2:13:38 PM UTC-7
Start Time 7/13/2021, 2:00:27 PM UTC-7

Status Message  Successfully prepared standby cluster for pause Disaster Recovery System.

End Time 7/13/2021, 2:13:38 PM UTC-7
View Details

Cisco DNA Center ') ') — X 2370 5 LU 2313 EBEH A F
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B x72~0msm

RATFLADOESM

BUE—BHE L L TWAT 4 R Z Y BN 2T A FHRET 51013, ROFIEEEITLE
—g—o

AT EEBCSHA=a—T A2 %27 ) v 7 LT, [System] > [Disaster Recovery] DJIHIZ 4R L T [Disaster
Recovery] _X— Y &P & 9,

7 7 4V kT, [Monitoring] % 7 3RS AL, T A P ARAZ U BN VAT LD MR URERINET,

Main Site — Recovery Site (7
10.30.199.51 10.30.199.97
Standby Paused Active Paused
Witness Site
10.30.199.158
Paused

AT w72 [Action] i8I T, [Rejoin] 27 YV v LET,
ABZNNATA NOTRTOT —FZNBHESND L ERTHAT 0 I NERINET,
RATw 73 [Continue]l] #7 U v 7 LCH#ERET,

NR=VDLETEIZ, ALY AR VARV A b BIOERY A F2liEGT 27 e ARG S
ol hHRTAyE—URERENET, 20Tt 20FETHIL, PR IIZBWWT, AL VA e
U R YA FORT—H A) [Configuring] IZFRE I NE T,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Main Site &
10.30.199.51
Configuring Standby @

o=? o=?

0.30.197.90 0.30.197.99

i

10.30.197.89

vari~oasm |

Recovery Site (7
10.30.199.97

Configuring Active ®

Witness Site
10.30.199.158
Up

=2

0.30.1

99.158

Cisco DNA Center TR X AT INET T 5 &,
BLOEHY A "OAT—Z ZANEHFINET,

Main Site =
10.30.199.51
Standby
0.30.197.89 0.30.197.90 0.30.197.99 0.30.199.59

FRBEIZFKRENTZAA A B

A RY A

Recovery Site (7
10.30.199.97
Active

Witness Site
10.30.199.158
Up

=2

10.30.199.158

AT 74 [Monitoring] % 7 DA EMBIZF /R S 72 AT — 4 A8 [Up and Running] (272> CTWAH Z L &R LT, 7«

PRZY BNY AT BB R > 72 2 L 2R L £ T,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B - m=

Jz—I)LA—/\—: &

T 2=V —=NN—=NETIND L, TATAXYDNY) AT LEDAK ALY A MinFNE
TOT I T 4 TP A FOREEZG|ZHE, BHILWT 7T 4 7% A MY £9, Cisco DNA
Center TiX. RO 2FEHD 7 = — LA —_"—%H R —F L TNET,

e VAT ANV H— = R 2T OREAERR Yy N —7 OFE I FOREIC L > T A
TEADT T T A THA NBAT T4 02705 EFELTEIVET, Cisco DNA Center TlE, 7
ITA4THA NN H—TTARXFy NI DMDOEHR (BLOAX AP A &
B4 N) L7 0MBETERD I EERETDE, AX A A MBZEORE
BRI ZTHDICHERFZ AT T4 520, T 52 LR Ry N — 7 BifEEAk
fECxET,

Tl Xy NI EHETHL2—Y BN ATLOT 7T 4 TH A NEAZ AW
A N OBAEDOEKE Z ANIE 2 D X 512 CiscoDNA Center |25~ T 5 Z & TEITSNE T,
BWEIX. VA OTTI7A4T AL A =L EN T3 CiscoDNA Center ¥ 7 + 7 =
T OEFHIC A FOTEH A T F U AOETRNATVE T,

WTIDNDOFFD 7 = — VA —"—DFET%, BIOT 7T 4 7 A NRF U FTAITRD &
F 4P RH Y DY VAT AT HEIIZ [Standby Ready | IRFEICEAT L £, 2OV A FaHL
WAH XA YA F & LTHENLT 521X, [Monitoring] % 77 ™ [Action] fE15 C [Rejoin] & 7 VU v
7 LET,

FET z—ILA—/N\—DFA

FETT = — N A — =% BAT H3A 1L, CiscoDNA Center T 4 VA X U HRY AT A
DAL P A NV ANYHA MIBIEHI VY TON TS r— L2 ANEXET, FE7 =—
WA —N—X, BIHEDT 7T 4 7% A FTRENRBEL TNDHZ EHIL, AZ 3P Ag
NeFLWT 2T 470 A N LToaT7 s 7 4 7ICHRET HHEIERTT, FE#7=—L
F— =% BT 521X, ROFIEEZFEITLET,

\)

GE)  FET7 =— A==k, BERY A FOIRT 22 L3 TEEYA, TR, BUET 7T«
TRYA RINOEDOHBETTEET,

RATY TN EEMICHDHA=a—T A ar%2 1 v LT, [System] > [Disaster Recovery] DJIEIZi&R L T [Disaster
Recovery] X— T & B & £9,

77 4/V FTiE. [Monitoring] Z 7NEIRS I, T4 P AL YDAV AT LD MARB VRERINET,
WOBITIE, 2—F—FBHEDT 7 T 4 THA Mer A4 LT0ET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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Main Site [ Recovery Site L
Active Standby
Witness Site
Up

AT w72 [Action] 81 C. [Manual Failover] %27 U v 7 L%,

AHBNAF A bDOE— /L% [Active] IZHIV R % 5 Z & &7~ [Disaster Recovery Manual Failover] %1 7 &
TRRRSNET,

AT 73 [Continuel] %7 U v 7 L Cil#AET,

NR=VOLH T, 72— N A —N"=TmEARHBENTZZ L 2R T Ay E—URERRINET, I
ETCTIT 47V A FELTHIEEL T2 T A MME, VAT A0 58]0 B X 1L T [Standby Ready] IRREIZ 72

D ET,
Main Site Recovery Site (7
10.30.199.51 10.30.199.97
Standby Ready Active

Witness Site
10.30.199.158
Up

ZOWRT, A YA R VAN YA FOERAFERSH, 7— 2 OERIIITON <R £, /
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BIOT 7T 4 T A "eF 4 FRAZY AN ZATF MIHEBINTAET, ROT z—LF—"— (X
TAED T 2= AN 2L LD T == VA= N—D[E ) ZRETHZEIEETEETA,

ATV TE ALY A NV BRYSA NEFERL, T AP AZX VDN VAT LEFRELET,
1L UAARUYA MZr A LET,
2. [Action] 7K C, [Rejoin] #7 UV v 7 LET,

AL NA YA NOT—=Z R HEEEND L E2RTIAT R I PRERRENET,

AT w75 [Continue]l 27 V v 7 L CRICHER, T—X DEREFHELE7,

CiscoDNA Center TR #H T2V —7 7 ua—NgE 73U, FE 7 =— A —N—[F%E T TT, BET 7T«
T A FELUTHERELTWEZAL YA ERAZ ALY A MR FT,

Main Site — Recovery Site (7

10.30.199.51 10.30.199.97
Standby Active
Witness Site
10.30.199.158
Up
=2

RTYT6 TAVAX D INY AT ARBEREICR T2 L 2B LET,
1. [Monitoring] % 7 O EIZFE/R 7= AT — & A7) [Up and Running] (272> CTW\W5 Z & 2R L £ 97,

2. ARV IDHA LT AT, [Rejoin] X A7 BNIEFICHET LizZ & 2R LET,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 1:52:15 PM UTC-7

(J v & Re-Join - 10.30.199.97 7/13/2021, 1:51:02 PM UTC-7

Start Time 7/13/2021, 1:41:08 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 1:51:02 PM UTC-7
Hide Details
(] v Configure active - 10.30.199.97 7/13/2021, 1:45:17 PM UTC-7
Start Time 7/13/2021, 1:41:14 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 1:45:17 PM UTC-7
View Details
o v Configure standby - 10.30.199.51 7/13/2021, 1:50:55 PM UTC-7
Start Time 7/13/2021, 1:41:16 PM UTC-7
Status Message Successfully configured standby system
End Time 7/13/2021, 1:50:55 PM UTC-7
View Details
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B
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P OWTIL, AT AO—RHEIE (201 X—) SR LT Z3N,

AT 72 [Action] fEH T, [Deregister] 7 V v 27 L£7,
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ATV T3 WEUIREREEANLTYHA FEFEBREL, VAT LAEHET 77 476451203, T4 AZ VA0 D
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s TV F—NR=NRAETLHE, BEORY 7T v EETOREBLIOCAR TV a—b
X, LT 7T 4 79 A MRS EYA, BEBRTILERSHD 7,

« BBRICE A9 28561, Cisco DNA Center ~D#15 TLS ##5D TLS N—V a2 V%7 v 7
JL—R$52 ¢ 75’3”0@3 W LET, [Cisco DNA CenterSecurity Best Practices Guidel ¢

[Change the Minimum TLS Version and Enable RC4-SHA (Not Secure)] h & 7 Z &R LT
KISV, AP A "ETTIZT v 77 L—RLTWAEAIE, VIR A RET v
T —RTHZEEBEO LET BEENICE, TAFRAZ VDN AT AET Y
T4 T DR, FIET 2= A= N3 RAELTR)

T APFAZ Y AN AT LDy 7T v P EBILOFMIHONWTIL, N7 T v L0
(157 =) ZZHMLTLLEI,

J—FFERERYVSRAZORBICET 5ZEEIR

FAPFRZY INY AT AOEREZEISTIZ, KOWTHNEFITTHZ LT TEXERAL
e+l By T v T/ —RD 1 D%2BEEWHR 5,
I3+ By NT v T TL OOV A FOFTRTHO /) — REEZXHZ D,

ZORIINH BEEIR. VAT AOBREMERE (209—) THHASINTWARIEEZET LT,
VAT AEHEEB LT EIN,
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A Z DT =2 &V AT LDAAL YA MIELTHIEHTEET,

HA ICR8T 2B REIR

TAPRZY N AT AOEREESTIZ, AP A P VDN YA FEH——F
I TAZMNOHA Y T ALITEMT HZ LT TEEE A, BRERYGEIT. ROTFIEZFETLE
h@‘o

1. VAT AOEEMER (209 X—) |
2. WHFOYVA M2 HAZ TAXITERHLET,

3. HEREL, TAVARFZVINRNVEET 77407k LET (A PFRFZ U IR DT b
Ty (187 =—) BB .

YA MEFICHT 2FESE

FTHN N T, FAPFAS Y HRY CAT MR B LT, Ho MCHE DI L
EIEERBL, KOVWFRNOT 7 >3 v 2F4T LET,

T ITF AT A IRE T T BE, To— I —R_"—TF a2t ENnNET,

« AZUNA P A NEITEHEY A FOWT NN T T T D E VAT ANIEOTA b
Zy b LTC~—7 L., [Action] fHIg) D X A7 ZBlA T HH4REZ N L 7,

TR T DRNCH A7 R L LD &35 &, BT TEXRWEBAZ/RT A vt — U8 [Details]
Mk IC TR R I N ET,

AAZENESHMAICAAT 2EEFE

T A PFRZ Y BRY 2T LATHOGHEZ AT 556, £ HIRIN OGN #E 2 & & #
ADMERDDEEIE, WOFIAZFIATLET,

1. VAT AO—EHEIE
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2. 4% 220 ZNYFEHEZOBEN (183 X—) | v 7 TiBHENTWAFIERZE
1TLC, VAT LDFFHELBE L F7,

TFTAHRBAYANY) R TFLOEESE

OBy a TR, BEOT AT REZY BN AT AOEHPZETTOIMNEND L & F
SFERFAT BRTTDHHIECOWTIRHALET,

MEDERY A FOE#R

ATvT1

ATvT2
ATvT3
ATy T4

ATy TH

ATvT6

BUEDERY A b a7 v 77 L — REITERT OULENL L2 HEIT. ROFIELZFETLE
j—O

BUEDEERY A Mr 74 LET,

&) BB A RO SSH =2y — I ssh-p 2222 maglev@witness-site's-IP-address = > 15447 L %
7.
b) T AN D= — (maglev) D/XATV—FEANLET,

G¥) WOFINEZHETFNC, EHY A FOIP T RLAZ AT LCRBXEY, EHY A 2T v 7S
L—RL7Z#%, MU RLRAEZRETDIVLEND Y 9, RELRWES, BRY A MIWE
EBVITIIHEE L 8 A,

witness reset =~ > R&ZFEIT L £,
BWIEDOEEY A FOfAE~ > U ZHIBR L £,

YA DA A M= (185 X—2) OMAIZHES T, HTLWERY A MO~ B A A h—
L LUET,

BLWERY A Mee 714 LET,

a) BEARY A FDSSH 2V — /L& BI &, ssh-p 2222 maglev@witness-site's-IP-address =~ > R & 247 L %
7
b) T 74N hDO2—W— (maglev) D/XAT—RKEZAHLET,

witness reconnect -w witness-site's-1P-address -m system's-virtual-1P-address -u admin-username =~ > K% 5
ITLET,

WORIZHERE L TLIEEN,

e AA YA NOBIEDT 4 FRAEZ Y HNY AT —F AR RS A M2 HEERT 5 & X3,
AA YA MDD H =TT A4 XVIP 2 LET,

s ZDAX Y ROFATHRIZEMR Y A FREEL TWD 2 & 2R T 2121E. WOFIEEZFITLET,

1. T4 HAXYBNRY hARa )6, [Show Detail Information] V > 27 %27 U v 7 LT, [Disaster
Recovery System] A7 A A A U ZFRE ET,
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2. [Witness Site] 27 > a T, B A b EREWEHD IPSec V o 7 DAT—HZ AN (up] THDHZ
LR L £,

s ZDawy FTHEHFEERTXTOA v g &Frd HITiE, witnessreconnect--help 2~ > K4 5<
1TLET,

ARVKZALALSAVDE=ZRZ—YYH
AR NDEALTA D, BEEITENTWET 4 FRZY XY Z 27 ORI E B

BRL., TNODZ AT NTET L2 SITHERTEET, A LT A U 2FRTHITIE, ROF
JIEi 2 3247 L £ 97

1. EEMICHAIA=a—TAa% 7 v LT, [System]>[Disaster Recovery] DJIAIZEIHR
L T [Disaster Recovery] ~<— T % & £97,

7 7 4 /v h Tl [Monitoring] % 7 2RI S L TWET,
2. R=VOFHETAIu—1LVLET,
VAT DIKT AT DL AT L5ET LIZZ AT, D Z A7 GETHOX A LAH

FIZHAL) MBIERICHEIE TR R I E T, Cisco DNA Center Tlk, TNZEFNDHX AT ITD
WT, VAT A (=) £ —H— (&) b LIk oTHBEINEPBRINET,

Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:11:00 PM UTC-7
L > & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7
L > & Manual failover - 10.30.199.97 7/13/2021, 2:53:02 PM UTC-7

Pz VAT AO—FHEZOBEILICOVWTE=X—TB L LET, Z0HEA. Hr/n
T ADE X AT NBBEINTZE & L5 T LIz & 12, Cisco DNA Center TA XV hDH A LT
AVREHFEINET, FEDH AT IZBITHUHOMELF RTHIZE, 1227 Vv 7 LE
7,
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Event Timeline

Hide Timeline

End
° v & Re-Join - 10.30.199.51
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7
o > £ Manual failover - 10.30.199.97

Last Update: 7/13/2021, 3:12:07 PM UTC-7

7/13/2021, 3:02:11 PM UTC-7

View Details

7/13/2021, 2:53:02 PM UTC-7

K27 ZxF L C [ViewDetails] U > 7 NERSINTWAEEIT, TV 727 Vv 73564,

SETULEMEET A 722700 2 MRFERENET,

Event Timeline

Hide Timeline

End
° v & Re-Join - 10.30.199.51
Start Time 7/13/2021, 2:54:00 PM UTC-7
Status Message Successfully setup disaster recovery
End Time 7/13/2021, 3:02:11 PM UTC-7
° > Configure active - 10.30.199.51
o > Configure standby - 10.30.199.97
° > & Manual failover - 10.30.199.97

Last Update: 7/13/2021, 3:12:07 PM UTC-7

7/13/2021, 3:02:11 PM UTC-7

Hide Details

7/13/2021, 2:58:10 PM UTC-7

7/13/2021, 3:02:04 PM UTC-7

7/13/2021, 2:53:02 PM UTC-7

ZA7 LRI, P1 &7V v 7 LTREDOY 72 27 OMBE#RZ IR TE £,
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Event Timeline

Hide Timeline

End Last Update: 7/13/2021, 3:12:07 PM UTC-7

(J v & Re-Join - 10.30.199.51 7/13/2021, 3:02:11 PM UTC-7

Start Time 7/13/2021, 2:54:00 PM UTC-7

Status Message Successfully setup disaster recovery

End Time 7/13/2021, 3:02:11 PM UTC-7
Hide Details
o v Configure active - 10.30.199.51 7/13/2021, 2:58:10 PM UTC-7
Start Time 7/13/2021, 2:54:08 PM UTC-7
Status Message Successfully configured active system
End Time 7/13/2021, 2:58:10 PM UTC-7
Hide Details
o > Configure standby to active services - 10.30.199.51
7/13/2021, 2:58:04 PM UTC-7
o > Add other cluster metadata - 10.30.199.51 7/13/2021, 2:57:18 PM UTC-7
o > File system migration - 10.30.199.51 7/13/2021, 2:55:29 PM UTC-7
o > Save cluster metadata - 10.30.199.51 7/13/2021, 2:55:18 PM UTC-7
o > Validate active cluster - 10.30.199.51 7/13/2021, 2:54:09 PM UTC-7

AR NEADLTA D=L T HICRETDARENED B D E & ORI ITIEIZOWT
. TAPFRZ VBN VATLED NG TN a—F 47 (2202—) BB LTLEX
Vo,

VATLEXUVY A FOIREE

T4 P RZ Y J3) GUI O [Status] SEIKIZIL, AT LAOBEDRENF RINET, ROE
T, VAT A MR IR REINDE 2 DA FOIRREZ T L £,

RI:TUT14THA FORKE

1KEE Hol:l
Unregistered FIIEASINTZY A P TT, TAFRZ U AN OFERITEEH Y A,
Initializing P A M, BT AFUCT A FREZ VIR 75282y NT v 7 T580

2. DY A FBMEL T LT - 2 RETHHEHEZ L TWET,

Initialized TA MI BT w v APCT 4 P RZ VAN 7525 %0y b T v 75720
(DY A MTRET D7 —F ZIEFIHER L E LT,
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Failed to Initialize

Bik7 v AT A FRZ VDN I TRy 8T v 7T B0l A
MANELTEHT =X EEBETHEHE L TWDEEIZ, A P T2T—NREL
L7,

Connecting Recovery

AL HA NI VANV HA MR LT, AL oA FeDEFaTHELE Y
N7y 7 LI E et SN T — 2 2 G L TV,

Connecting Witness

AA YA NI, BEHRYA MTEF LT, Af YA beokeXaTHEELEEY B
T o T T HEOICHBELRPLENT =X EEE L THET,

Recovery Site Connected

AAL YA NI VIR Y A DeDER 2T BEZEFITHLLE L,

Failed to Connect Recovery

YNV A R EDLRERTF v RIVEESL L TNBEEIL, ALY A N T T—
NRAELE LT,

Failed to Connect Witness

AR A N EDLERIRT ¥ FNVEMESL L TNDE X, ALV A P T T —N3
ELFELE

Registered

TIT4THA I, D200V A DX TBERZIERICHNYLE L,

Deregistering

VAT DINBBUEDT A P ALY AN YRR IR L £ T,

Deregister Failed

VAT EMNLEEDOT A VALY I NYEREHIBRL TWA LI T —NEAL
F L7,

Validating F 4P ALY AN R ARG T DR, VAT LAOREAZBZEL TWET,
Validated T AP AZY BNV EREBRBT DHIC, VAT LAOWRELZ EFICHRIELE LT,

Validation Failed

F P22 Y N R ARG T AETOY AT AOIRELZKEETICT S —0 584 L
L7,

Configuring Active

OV A NEeT I T 4TV A FE LTHENLT D200 T —7 7 —%2FTLTWE
‘d‘o

Failed to Configure

ZOYVA N CTAFAZ Y IR EFEHNITDHTI—7 70 —0FTHIZT T —Rn3
ALFELE,

Syncing Config Data

TAPFRZY AN VAT Dy NT v 7T 50O A Fh b BT —
X &R L TV ET,

Config Data Synced

TAYPTAX VAN AT LYy N T v 7T 572DV A b ERT —
HEEFIZERBLE L,

Active Sync Failed

WRETOT 7T 4 THA MX, TAFRZ VAN VAT Ly VT v 7T 57
DIHDOY A RN BBERT =2 ZFH L TN EEIC=T = ELE L,
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Waiting Standby Configuration

ZOYVA NET I T 4T A e LTHNLT D200 —7 7a—NIERIZET L
FLFy ALY AL N DU —T T —RNETTH5DEHES>TWVET,

Active

A ME TI2T747H A FELTHRY PY—Z ZIERICERLTOET,

Failed to Configure

YA MI TATRZYV IRV I TGREIOT I T 47 A L TEBFEZEMNTT
50— 70 —D—fEFRITTEEFATLE,

Isolating YA NI MO 25D A b EOERNEDNIZD, £i2id (FB Y =— A —
N=D—HhL LT) AZ U AAUEFRTETNDTD, BEERHET 27— 7r—
EFATLTNET,

Isolated PA NI D2 SDOY A b E OB KRbAIZIZD, £E (FE Y =— A —

N=D—HL LT) AF U NAHEHFNRTETCNWDLTD, BEZREET I V-2 7 a—
IEFIZFETLE L,

Failed to Isolate

YA M, D2 o0V A R EORERAKDbNZT-O, F2t (FE 7 2 — 4 —
Ne=D—EL LT) AFUNAEFENRTE WD, BFZREET IV —7 7 a—
EETTICZT—RNRALE LI,

Configuring Active

(VAT A PYH—FIEFE T == A== L LT) LUAIOAZ 3o
YA NET T 4T A FELTHRLTWET,

Failed during Failover

(2= N F—NR—F T2 OOV AT ADEBENLD Y HIANYO—EL LT) =
DYA "ETIT 4TV A e LTHENT DY —7 7a—0DFETHICT T —n34
LEL,

Pausing Active

(B PR E £ 7GR 2T LI 2. 572 0l8) 7277 4 7% A FTT 4R &Y
AN AN HTV—7 7 —2FE T L TWET,

Active Paused

TITATYHANTTAFRZ Y DAY ELEZ L E LT,

Failed to Pause Active

TI2T 4T A NTT 4 FRAZ Y DN EEEZBHIZ L T0D L X T—0NRAE
LE L7,

Active Stand Alone o2 DDV A b EDEEGE K STZLIIOT 77 4 7Y A b, T_TOT 4P A
U BNYRERZHIFRT 22 EI2ED, ML AT A E LTS DT —0 7
n—%3TLTWET,

Down TITF 4T A NI, D2 S5O A +EOBEEE R NE L=,

FR10:R5 N H A FDIREE

DN
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Unregistered

FRUBANSINTZY A P T, TAFRZ VAN OBERITELEDH D A,
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Initializing YA ME BRI O APICT A FRZY DN I TR Tty N v T B0
IC, MDY A PARUBEL 5T — 2 & %(ET B A LTVET,

Initialized YA ME, BRI OEAPCT A FRAZ VAR I T RS ety VT v T T B0

(DY A MTHRET D7 —F ZIEFIHER L E LT,

Failed to Initialize

BT v ARICT A VALY INRN) T2 8 etvy T v 7T 572DIoV A
MANELTEHT—XEERETIHEHEE L TWVWDEEIZ, A P T2T—NREL
F L7,

Connecting Main

UBNRUY A NI, ALY A MIEBEHRLT, AL e TiEEL Y
N7 7T 5O E R EINTT — 2 ZBE LTV ET,

Connecting Witness

U ASY A NI, BERYA MIEHL T, A0S b eoEFaTwEELZE Y
N7y T DO EROIMb SN T —Z Z G L TWET,

Main Site Connected

YANYHA MI, AL A FeDEX2TBELZEFICHLLE L,

Failed to Connect Main

AA YA NEDERRTF % FINEEL LTS EEIZ, VAIRYY A4 N TT—
NRALE LT,

Failed to Connect Witness

ARV A R EDERRT v XNV EHEL L TNWAD EXIZ, VAN YA P TZ2T—H0
BAELE L,

Registered

AR NRAYA M, D200V A DX TEEERZIEFICHSYLE L,

Deregistering

VAT ADBHEDT 4 F A5 Y T8 ) fRE IR L ET,

Deregister Failed

VAT ENLBEDOT A P AX Y N EZHIFRL TS E X T —NRAEL
* L7,

Validating T AP AL ) ANV ERERIET DR, VAT LOREERIEL TOET
Validated TAPFAZ VA ANVREREBRIGT D1, AT AOREE IEFITHRIEL £ L7,

Validation Failed

TAPFRAZ Y G NUREREBRIGT DRIO Y AT AOREERIEFICZ 7 —A%EL
F L7

Configuring Standby

OV A RNERBZUNRAY A M LTS T D100 —7 7 —%2FTLTWE
T

Failed to Configure

ZOYVA NCTAVFAZ Y IR EFEHNITDHI—7 70 —0FTHIZT T —nN%
ALFELE,

Syncing Config Data

T APFRFZN R VAT ey b T v 7T 50O A bR T —
X &R L TCWET,
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Config Data Synced

TAYFRZVANY VAT Dy b7 v 7T LHDIMOY A S DB RT —
ZEIEFIZEM L E Lz,

Standby Sync Failed

REPDAZ NP A S, TAPFRZ VANV AT ety N7 v 7T 572
DIHDOY A RO BERT —ZZFH L TN EEICZT—NRELE LT,

Waiting Active Configuration

ZOYV A NERAF U NAY A N LTHLT D200 —7 7 —RNIEFIZET L
XLl TI2T 47V AMDU—7 70 —RETT 505> TWET,

Standby

YA NI, TAVTRZYV IR T FGAEZDAZ L NA YA & LTIEFICHEEISR
TWET,

Failed to Configure

A NI TAVFRZVINY T TRAEDAZ NP A FELTHEEZFDITT
LU= 70—0—fEFTTEEEATLL,

Isolating o2 oDV A b EDEEEN DN, A MIBEERHET AV —27 7o —
EIITFLTWVET,
Isolated oD 2 SOV A k&N b=, A NI EREHET LAY —2 7u—

ZIEWIZFATLE LI,

Failed to Isolate

LD 2 >DHA kL oEmER b2 D, VA FRESEREES 2V —7 7 e —
EEATPTIC T =N RELELL,

Configuring Standby

(FF 7 == A—=R—=D L L) LRIOT 7T 4 THA & AZ 31 B
PA FELTHERRL TV ET,

Standby Ready

PIRiOT 7F 4 TV ATF AT, (T 2= LA —_R—DFRL LT) AZ L AL TR
TAhE L THERT HHEHNA TETVET,

Pausing Standby

(EPREEE T ILEHM BRI X D T20IZ) AF ALY AL R TT AP RZ)Y
BN ERIER BN T AT — 7 7 a— 52T L TWET,

Standby Paused

ABNRAY A FNTT A FRZ Y AN EEZ I LE LT,

Failed to Pause Standby

AP UNRAY A NTT AP RAZ Y BNV EEEZHHZ L TND & X T — R34
LE L7,

Standby Stand Alone o2 5DV A b DB A K STZLIRIO AR VXA YA b, TRTOT PR
2 N REREZHIRT 22 212X, ML L2V AT A LTSI DV —2 7
0—%FTLTWET,

Down FA ME D2 DDV A & DR ERNE LT,
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® 11:BERY A FOIKE

KRG

B

Unregistered

HHUBEASNIZY A P T, T4 FAZ VAN OIEFERITELZDH Y A,

Registered OV A MRERY A FELTHRESN, BiEF = vy 7R IEFICE T LE L,
Up B A NOBRENEFICET LE L.
Down HA M, D2 >DOH A N DR AERWNE LT,

TATRZ)AN)ORTLOT YT L—Fk

ZDVFVFTIE, T I7A4T 2 RTEINTA A b—/L E 17z Cisco DNA Center D/3—3 =
VNELHID 21 x TLEDN, FONR—2 a3 T v 77— RTA30ERBD £9, £7-.
INODTTIATUVATIET AT RAZ Y ARNUNEHTHY, BfERETT, 777 L—
RE5E T3 DI, ROFPIREZFEITLET,

ATV T1 VAT LO—WElE (201 =2—) |

ATV T2 ALY A REVINRYYA NDOT T T4 T 2 AZFH D Cisco DNA Center 2.1.2x /N—V 3 LNIT v 77
L— KL %7 ( [Cisco DNA Center Upgrade Guide] #ZH)

RATv T3 BEOEMY A FO@EH (212 2—) |

ATV T8 VAT A~DOHEBIN (204 ~—)

GE)

Cisco DNA Center D/3—3 3 > % 234 LIRS 237127 v 77 L— R L7z, BHSIEEN
BAONCBA SN & T —2BITRNM TN ET, T, Z OFREDTE TITIERERE ) 75>
DET, ZOBITICLY . EET 5 Cisco DNA Center 7 — % D&IZIE U T, 58T £ TIosy
TR D2 AR H 0 £, 20T —XBITIE. 7/f7v~P%K®ﬁﬁbné:&
WCEB LTI, T—4BITIE,. TO%ROHESMEBEICITEELEEA,

TATRARZ)AN) AR OB

TAYFAZ YN AR MPFRET HT-ONTHE I Z EF T 5 L 9 12 Cisco DNA Center % 7% &
TEET, INOLOWBHERERS IOV T AT T4 7525 HEICONTIE,  [CiscoDNA Center
Platform User Guidel] @ ['Work with Event Notifications] ZZM L T 72X\, ZOFIEEET
L7- 5., [Platform]>[Developer Toolkit]>[Events] 7 — 7 /L C [SYSTEM-DISASTER-RECOVERY]
AR FNERIRL, T A7 T4 T LTCNDZ EEMERLET,

Y727 5 A 7. Cisco DNA Center |%, AT ADIEBAED AR EIILT- 72 D IZ 1Psec
Ty alrPBAU L TWAI EERTEMEEE LET, ZOMRAEEZTETRT I i RD
FEEZFITLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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1. VAT LAO—WpEE (201 =) |

2. AAHA RV ANV A FORESG T, BUED T AT LAGEAELE SR £, £ L
D A=a2—T A 2% v 27 LT, [System]>[Settings] >[Trust & Privacy] > [System
Certificate] OJIEIZEIR L £,

3. VAT A~OEBIM (204 =)

YR— P ERBARY b

WDORIZ, T AP AZY BN L FE/RLET, CiscoDNA Center Tlid, A XV FAFEA

TLLmmMmE AR L ET,
DRATLDANILR R ARV b+ WA
752
OK F AT RAEZY BRNY AT AREMWEF T, Activate DR (Disaster Recovery
Setup Successful)
OK AA YA NERIZI AN YA F~D T =—)L A —,3— |Failover Successful
DIEFICSET LE LT,
OK AA YA NOBENIERIZSE T LE L, Successfully Registered Main Site
OK VAR A FOBEREFICET LE L, Successfully Registered Recovery
Site
OK BEAR A N OB IERICE T LE L, Successfully Registered Witness
Site
OK F W22 Y AR AT ANIERIC—EHE I U E L7-, |DR Pause Success
OK AB NP A SBEMEL TWET, Standby Site Up
OK BEEY A ROEMEL TV ET, Witness Site Up
OK FTATRAZY INRNY AT ANEFICEGERIILE L | Unregister Success
7o
Degraded AA YA NERIZY RN YA DT =— )L 4 —/X— |Failover Failed
DRLE LTz,
Degraded AR UNA YA NPNBREX T LTS8, HE)7 = — |Standby Cluster Down
WA == IEH T EE A,
Degraded BEME A4 NNEIEX Y LTCWA, HE) 7 =—/ L4 — |Witness Cluster Down
N—lIEHTE EEA,
Degraded FUPEREZ Y HNRY AT N —EHE R TE AL Pause Failure
Degraded BGP L— 7 K% A XA ML £ LT, BGP Failure

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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DATLDAN)LVA R 4RV k XN
T—5R
Degraded VAT LDV A Nl EHHET D IPsec b RV BENEH T | IPsec Up
ﬁ_‘o
Degraded VAT AOYA N E T D IPsec b2 RIVMRBIFEHX T | IPsec Down
YLTOVET,
NotOk FUAPFRZYINRNY AT LAOREICRKKLUE LT, Activate DR Failure
NotOk BifE [Standby Ready] IREEICH DY A ML, 7 4 P AZ U |Activate DR Failure
ARNY VAT MIHZINTE EE A,
NotOk FUPFAZY BN AT AOBRGRERIZI LU FE L7, |Unregistration Failed
NotOk AA A NOBGFITRBLE LT, Main Registration Failed
NotOk UBNRYY A FOBRERIZEBELE L, Recovery Registration Failed
NotOk FEARY A R OB E LT, Witness Registration Failed

TATFRBZYAN)ORATFLD NS TN a—TF 4205
WDFIZ, T AP AZ YV BNY VAT ATRAET D AREMEN S DB & ORIV EEZ R L E
D

)

GE) T AP ALY D NYEERTIRETZZH A LT 7 b LTEGEAIE, [Retryl 227 U v 7 L THAEZR
BHEFITLET, MEENMEINT. TOMIRBROFIZEEH I N TWRWEATX, Cisco
TAC IZBWEbEL ZEE W,

R12:TAHRE AN D RT LORRE

I5—a—F FytE—o Y)a—av
SODR10007 Token does not match. U R_Y YA FOBGERRICIREE I F—7 V38,

AA A FOBEKRHTAER S L h—2 L —E
LEYA, AA P A D [Disaster Recovery] >
[Configuration] # 7 C, [Copy Token] Z#7 U v 7 L
TELWh—27v&Zabr—LET,

SODR 10048 Packages (package names) are mandatory| /AT AZBERTAHRNC. UA RIS TWA Ry r—
and not installed on the main site. ChAVAN—LLET,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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I5—a—F Ayt—9 Y'ya—ayv
SODR10056 JLF U AR T B, YN R L B A R OB, AL
YA FDIELWI VT Uy Ve AN LT Z %
e L £
SODR10062 () site is trying to () with invalid | U B ANNUH A FBIOEHRY A N OBREECIRIE X
IP address. Expected is (); actual is ﬂ’bf:)(/f :/-H-/]' ]\@IPT ]\‘\I/XZ’)‘;\ )(/l) :/-H-,]’ ]\@
v BRI S NI [P T RL AL R0 £,
SODR10067 Unable to connect to (recovery or AA VYA SRBE L WA Z L 2R LET,
witness site).
SODR10072 All the nodes are not up for (main or|H% A rMD3ED /) — RIXTHBEEHL TWAENED
recovery site). ﬁ)%ﬁﬁéﬂg\ sz—g—o
SODR10076 High availability should be enabled on|RDFIEZFEFTLC. EAlHME (HA) Z2HHLFE
(main or recovery) site cluster. ‘@—o
1. HAZANZT DBERHLTA Mor 1L
£75
2. EEMICHDIA=a—T A 2%y LT,
[System] > [Settings] > [System Configuration] >
[High Availability] DJIEIC R L %7,
3. [Activate High Availability] #27 Y v~ 27 LE7,
SODR10100 (Main or recovery) site has no third |(Cisco DNA Center CEHEMFH L TWAT 74/ D
party certificate. %E%%%—H-M }\/gkay«/rgifyq%c:fg‘%@ii—g—o FES
FIZ>UTIE, Cisco DNA Center ¥ —/N—ZEH]E D
BH (88 ~—v) ZBMLTIZEN,
SODR10113 Save cluster metadata failed. W7 U XY FINEOFEITIZOWTIL, Cisco TAC
WZBHWEDELI SN,
SODR10118 Appliance mismatch between main () and| XA A YA & U DN YA NCTERDLZT TSI5A4T
recovery (). AP SN TWET, TAFRZ VAN ZIE
WICHET D12, T OYA FTRU 56 £72i%
123777747 AMATLM0ERDY 5,
SODR10121 Failed to advertise BGP. Reason: (). |ZEHHICDOWTIEL., [BGP/L— K7 RARXZ AL XA |
ICBFT 2D N T TN a—T 4 T (232 X
V) ] ABRLTIEIN,
SODR10122 Failed to stop BGP advertisement. FEHZOWTIL, BGPLV— RT RRRZ A XA b
Reason: (). CBTHMED N TN a—T 4T (232 8—
V) 1 AZRLTIESN,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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SODR10123 Failed to establish secure connection :@Fﬂ%(:j{rj‘éﬁ@ﬂ%%&j&) D ¥4 A, Cisco TAC
between main () and () (). ICHEHFE LT, UAR— FE2=ZITTL &,

SODR10124 Cannot ping VIP: (main, recovery, or |IRMDFENEZFEITLET,
witness site's VIP or IP address). . =

cFRELILTY RUABRIELWZ L 2R LET,
« 7 RLUABMMOT RUANLEERRETH 5 H
EDMEMERLET,
SODR10129 Unable to reach main site. () AA YA MIRESNT-Z X —T7 T 4 ZKIEIP
T RUVAD, UARNT YA b EEHES A b bRz
ARETH LN E I D a B LET,

SODR10132 Unable to check IP addresses are on [T L7ZEEZCVELE T,
the same interface. #fEZVELET,
()

SODR10133 The disaster recovery enterprise VIP |5 4P AKX Y Hh Y AT LDOY A FMEOBEEIL.
() and the IP addresses () are not TR —TFF74 X*/ k ‘7“‘7&:{Kﬁbi'§—o A A
configured or reachable via the same A REY HNY A }\0)31‘/5’*—7074'74{}5(*3
interface. Clheck tlhe gateway or static IP7 F\I/X\ %io‘%*ﬁﬂj_/l’ }\@ij, F\I/Xﬁi\ -
routes configuration. - N .

VHE—T TR H =T o AN L CRETE
LECTHRENRDHY £7,
ZOTT—E, 1 DERIFEEOY A MIRES L
72IP 7 RLUAMARIP 7 R LA dlfFlcm s #—
TIARA L E =T 2 RLSDA U F =T = A A
EEHLTWAZ EERLET,

SODR10134 The disaster recovery management VIP |5 ¢ 2 X 1 H N I 257 AOEFFABIPT N1 &
(VIP address) and the IPs (IP 1. %Eﬁ/l) VA —T A X(é&ﬁ;—g—é%\gﬁ)gb N F
addresses) are configured/reachable _3‘ ST 5 —% %\;@7 524 @fﬁ*ﬁIPT’ KLz
via éame interface. It.should be ﬁ§§§'ﬁéﬂflﬂf£b‘4 :/&_71/],7\,6{}/%7@1},7 R
configured/reachable via management R I | - .
interface. Check the gateway or static Vxﬁ)iﬁ‘ﬁﬁxméﬂ(b 22 & %/T\‘L/ij‘o
routes' configuration. %ﬂ/l) ‘/&—7 :::/]’ 2z T%ﬁéﬂfb‘é%ﬂ{ﬁfﬂ P

T R R B2 #E L — R EBILET,

SODR10136 Certificates required to establish [System Certificate] N— ([System] > [Settings] >

TPsec session not found. [Trust & Privacy] > [System Certificates] D JIH(Z i3 4R)
MHY— FAA=T A GEHEZHET v 70— RFL T,
Bk z BRAAT UES, RIBENRR L22WSGEIE.,
Cisco TAC IZBVEDEL S,

SODR10138 Self-signed certificate is not —
allowed. Upload a third-party
certificate and retry.

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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SODR10139 Disaster recovery requires first AALHYAREYUINRYUY A MLV A R—LEN
non-wildcard DNS name to be same in TWABY— RX—F FEHE |, F AP AEY BN
main and recovery. {} in {} site i VZ?A%@:*E‘EéﬂfZ}DJIJ@DNS%7))3?)D ij«o

certificate is not same as {} in {}

BHEWO T AT LD DNS L EFEET HP— K/8—
F A HRAES AR L, ZOHRESTFOY A T
Ty7u—FLET,

G¥) DNS£IZT A )L RA— RaMER S TW
N L EMRLET,

site certificate.

SODR10140 Disaster recovery requires at least AALVHYAREUIARNYY A MNZIA VA= I
one non-wildcard DNS name. No DNS name | "\, \ % P — Ro—F ¢ FERHE T, 51“/( P2 EZ Y B
found in certificate. U 2T A0 DNS A EE STV EHA, Cisco

DNA Center Cix, ZDA4FIEFEHL T, YAT LD
YA MU AT D IPsec h XNV ERELET,

BHEWDL AT LD DNS & HIRET 59— Foi—
FAEHELSAER L. ZOMRAELT O A T
Ty 7m—RLET,

Gx) DNSZIZT AN KA — R EH ST
BN EERERLET,

— Xy NT =T DOR—TF 4 a = T EIERIO S
WXV, AT LTHEMHT L3 2O% A M TH
Hfor STV WA 1E. Cisco DNA Center CTHf
r D AT — 4 A% [Isolated] \ZF%E L £ 9, vl
T3 FNEDEITIZOWTIE, Cisco TAC IZ B[
B TEEN,

— External postgres services does not |[ROFINEZZEITL ET,
exists to check service endpoints. _ . .
1L =T7—=D0RAELEYA Moue A4 LET,

2. WOaATY FEFATLET,

 Kubectl get sep -A

« kubectl get svc -A | grep external
3. RO T, external-postgres #MR L F

-g‘o

4. {FET DAL, kubectl delete sep
external-postgres -n fusion =~ > R&ZEITL £
ﬁ—O

5. LIRMCKR L7 Bz iafiT L £ 7,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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Success with errors.

Tz — A= NR—DGEHR ETIEXT o FAZ U AN
UV AT AO—FHEIERIZZ DA vE—VRFRE
N5EET. 1 O EOY— 2 TR T T —)n
FAELZICLPPD L THRIENIEFIZRET LD &
oL TCWET, el [Rejoin] 27 U v 7§
HZET, VAT LEHEHTEES, Zhbox
7=, TOBEIC L > TR SN E T,

Failed.

DA yE—UiE, 1 DU OV —ERXTEKRRT
T—RELTTDICT 4 P AZ Y N EERK
WMLIZZEERLTWET, ZOFEEE NF7 7L
Va—T 4 TTBEEDIC, AN NEA LT A
AR AL, BET LTI R ALE T T 5L
EBEIOLET, ZORXvE—URERINTH,
[Retry]Z 27 U v 7 L CTHIEZHFEITLET,

Cannot ping VIP: (VIP address) .

VAT AIREENTWAZ U H—T T AVIPT
RLUANRBERRETH D Z & 2R L ET,

VIP drop-down list is empty.

AFLADVIPTY RLARAL 7S AEZNY 7 RIEL
CHREENTWDHZ L 2R LET,

Cannot perform (disaster recovery
operation) due to ongoing workflow:
BACKUP. Please try again at a later

time.

AT a— VIV 7Ty T OFETHICT 4
AZZYHANVEER N T—ENFE LT, Ny 7Ty
TOETHRICEEZHRITL T E S,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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The GUI indicates that the standby

site is still down after it has come

back online.

AL NNAYP A SN E T LT X, TDOYA b
% Cisco DNA Center D] DFBATTTT 4 A X U T
A)/XTAﬁ% YEECX o 2B A. 2B D
AT HBEBIICBE S NN ERBHV T, D
Fé\%@#4hm&@%m_&of%\mﬂf@
XL L T0nbHE0E LTRREINET, AX AN
AP A NBRAVTF U AE—FROEETHLTD

VAT LEHREETAHZE L TEERA,

AL R P A N ERETT DI, ROFINEE FAT
L/ij‘o

1. SSHZ A7 T, AFZUNNA YA Nzu
A4 LET,

2. maglev maintenance disable =~ > K& 37 L C,
YA b A T F o AT— RO EBESEET,

3. Cisco DNA Center 22 7' A > LE1,

4. FEERBZHHA=a—TAa%27 Y v LT,
[System] > [Disaster Recovery] DJIHIZEIR L F
j—O

7 7 4/ h Tl&, [Monitoring] ¥ 7 23R X1 T
b\iﬁ‘o

5. TAPFAZYUANY VAT AEFHEET LD
2. [Action] i} C [Rejoin] 227 UV v 7 LET,

Multiple
to check

services exists for MongoDB

node-port label.

73y 7 2, MongoDB / — RAR— k23— R &
LTAMENFET, ZOR— 2T L TIERRIC
A5, RO~ REFEITLET,

« kubectl get svc --all-namespaces | grep mongodb

 magctl service unexpose mongodb <port-number>

Multiple
to check

services exist for Postgres

node-port label.

T3y 7 HIZ, Postgres / — RAR— kR —E R &
LTABENET, ZoFR— hEREL TIHERRIC
THITIE, koa<wy REFETFLET,

« kubectl get svc --all-namespaces | grep postgres

» magctl service unexpose postgres <port-number>

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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294 FEFEVF UL

2Y A FEEIL, TAVRAZVINY VAT AZHDE 3OOV A DI b7 & 2 90H
KRl T o LTt 720304 B N—T 1 v a AbSn72 G E81c%8 A L £7, Cisco DNA
Center NI FXFRBEELF IV AICEDLIITHIGT 20, BIXOETTIHILERSH DH2—
=T 7 a AoV TE, RORESRLTIEI,

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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EL Ut

PRATLBLUVI—HT—DIEE

FIVF1: AT LAD2ODH A MK
2o LET,

1. VAT NI, FEATA D0 A bESEELET,

EE ZOBRENKELTEHETH, 2OV A haRAZ U KT o
YHA bELTERTEAIE, FIE3 THRHSATHD
WANDZ A7 &8 T LET,

2. ZOoOYA Moul A LET,

3. A NERZ L RTr YA e LTEWESE 5551, [Standalone]
22V vr L, #RENDFAT B YRy 7 AT [Continue] %7 U v 2
LET,

G¥) DX TarEBRBIRL, BTT AP RZ Y DNR) RT
LEFHESIT HBE13. WOFIEEZFTTHLERH Y £
R

1. witnessreset 2~ R&ZEITL T, BRIV A b2V By
FLET,

2. BEENFAE LMoY A MZr /1 L, [Standalone]
7V w7 LT, YHEIFAZ L RKT7arH A hELTYH
;METDHE I LET,

3. F¥rEAVIA LDV A ML L, TAVAXIT
NYDey NT v TEHERELET, ZOYA NEeRH
YRT7a = RCTEET DL HICRET D E, VAT
MCEREESNTZVIPRF T L=V A M BHIBRERE
T, INHDOH A F T AT LD VIP HRET D1
D, ZOFNATEE T,

YA "ERAZ L RTaUY A e LTEESE L 2WEEAIE, 7.
B L2004 FEEIBLET, ROWTINEFEITLET,

RV A MR E T TA L DEETHIEEIEL. VFIVAIDOUART
LEa—P—DIREEZHBR LTI EE N,
AR UNRAY A NBETITALDEFTOEEIT. VFUA4DT A
TAhE =P —DRIEESR L TLTEE N,

T IT ATV A SR ETTITALDEETHAILEEIL. VFIVA5D
VAT AL a—P—DINEESR LT EEN,

YA WMAZ L RT B E— RIZRDE, VAT ANIEDOY A OIS IP
7T R AEZHEBICHERLLET, £, Xy N OFTueva=r s
EREST-OI, AP T KL AA— RET RAX AL X LET,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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PFVE2 T I T 4T A B, RAF Y
NAYA b, BEOERY A FRZ T
L. (EIERBRICA T A4 TR 97,

1.

2.

VATAHE, TIT AT A B RAZ AN Y A P ESEEL LT,

VATNIT 7T 4 7Y A NEETLL, AZ 31 YA~ [Standby
Ready] HRREICA Y £,

VAT AN 2ODVAT LEENSEE L2 ENEEENET,

BIZONVTIE, AR MNEALTA L DE=H—) T BERL
TLTIEEW,

FAPFRZYIANYDOEy NT v (187 ~2—)

CHFVAI T T4 THA N, RAE
NAPA N, BEOERYA FRF T
LET, 7774 7H A hERF NS
PA MIA L TA ITREY £, EBER
YA MNIAT7 T4 DEETT,

VAT NI, TITATHA RNERZ R AY A FESBELET,

VAT LET VT 4 T YA b ERETCL, AKX 3 YA b [Standby
Ready] HRREICAY £97,

VAT AN 2ODYVAT AEENSEE L2 ENBEEENET,

BIZOWTIE, ARV NS LTA v DE=H—) T ZBRL
TLTIEEW,

WDOWNTNNEREITLET,

YA NBA L TA VRS T2R, T AT AX T AN D'y b
T o7 (187 =) IZHEVWET,

o« VAT ADO—HHEIE (201 X—Y)

[ CiscoDNACenter ) ) —2 2370 5 LU 2313 EEEHA K
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DS

PRATLBLUVI—HT—DIEE

VFIVA 4TI T 4THA b RAF
NAYA b BROERIA by
LEd, 72747V A FEEHEYA b
WA TA TR ETH, RAZ A
YA MIFTTA L DEETT,

1.

2.

VAT IIT VT 4 T A FESEEL T BETTLET,

VAT AN 2ODVAT AEENSEE L2 ENBEEENET,
MEBIZOWTIE, AR NI ALTA L DE=H =) T BHRRL
TLTIEEW,

CURIOT 77 4 7% A "B A T A TR Y | [Standby Ready] KRBT
Rol-th, TAFAZAZV IRy 7 v 7 (187—) IV E
7,

AL UNAYA ND ) — REZBmTHLENS L &AW LA, R
DOOICROTFIEEFEITLET,

1. BEEHY A Moue /4 LT witness reset =~ > R&ZE4TLE T,

2. 77T 4 7% A MZurZ AL, [Standalone] %27 U v 7 L TG,
[Continue] #7 U » 7 L£9,

3. AREUNRAY A PO —RETHELET,

4, BEWRY A FRLUENERH I T b0 L0 b Ly~ v %
FEHT 25613, BHYA oA A F— (185 X—) Tl
SNTWDLFRIEEZFITLET, ZRLUNOLEIX, IRORAT v I
HEHET,

5. TAPFRFUAANIDEY b7 vT (187 5—V) ,

Cisco DNA Center ') ') —2 2370 5 & U 2313 BE A/ K |}
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B oscr— 7 rRs AL BT AED FS TNV —F 10

DS

PRATLBLUVI—Y—DIEE

SFVES T ITATHA B AL
SAHFA b, BECERYA FRF
Lk, AH VAo b EEHYA b
EAYTA AR . TITATHA P
BA7TA v DEETT,

1.

VAT NEIAF N A FESEEL, FTILWT T 4T A RELT
et UE,

VAT AN 2ODYVAT AEENSEE L ENBEEENET,
HEBIZOWTIE, AR NI ALTA L DE=H =) 7] BHRRL
TLTIEEW,

CURIDOT 77 4 7% A "B A T A 2R Y | [Standby Ready] KRBT
olzth, TAVAZ VAN Dy v T v 7 (187%—) ITHEWE
7,

ABNAFA D) — ReZBT 2081 H 5 LR LG E1E, R
DYIZROFINEZFAITLET,

1. BV A Mou 7oA > LT witness reset 2~ REFEITLET,

2. TIT47% A MZurZ AL, [Standalone] %27 U v 7 L TG,
[Continue] #7 U » 7 L£7,

3. AREUNRAY A PO —REZHBELET,

4, BEEWRY A FRLUENEH I T b0 LD b LR~y o %
T 25613, BHYA oA A = (185 X—) Tl
SNTWDLFIEZFATLES, ENLSNOEEIX, ROAT v 7T
HEHRFE T,

5. TAYRZYAANY DLy M7 v (187 =) |

N

BGP/IL— F 7 ENRA XA MZBETABRED STV a—Ta >

Z

BGP/L—h 7 RNZA XAt 2T —2ZE LIESGEIE, ROFIEZFETLTURRE R 7

N a—hLET,

AT F1 CiscoDNA Center 7 7 AZ 16, BGP v g vV DAT—Z ZA&WEELET,
a) A2 h¥ALTA LT, [Starting BGP advertisement] % A 7 NIEFIZE T L2 E ) R R L ET
([Activate Disaster Recovery System] > [View Details] > [Configure active] > [View Details] DJIEIZEIR)

AT PWRBMUT=HGAIE, REFEITLTOLFIE b tEAR E T,
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