afran]n
CISCO.

" e
¢ b= - —
I 148 L e A A R T i

e ———
-

Cisco Catalyst Center 2T 7 X v v TEMAA K

BIREH 20248 A5 H

VAAVATLREREM

T107-6227 HFUREBHER ARIKG-T-1 I R¥ Y « XU —
http://www.cisco.com/jp

BfWgbEE: v 2aar 27 v F—
0120-092-255 (7 U —=a—/)L #E&: - PHSET2)

ERES AR - SE A 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



B =x

B X
£1E [ZL®HIZ 1
R 7 X v v TREICOWVWT 1
L BEIT7X vy TBRE : 232x. 233x. (L 234xH 5 2.35x
£2%5 232X, 233x. £f=1£234xH 5 235x 5

Catalyst Center ISO 4 A —U DA A h—/L 5
FT7IFA AV A=V T =TT — §
A A=VDFYa—F §
Arna—RKLiE7 7 A VOME 6
7 — MAREZ2 USB K7 A 7 DAFRL 1
Catalyst Center ISO f A — DA VA h—/L 7
Catalyst Center 77 77 A 7 ADFKE 1
PR EDTET 8
7 /314 X EULA ~O[FE 9
Cisco DNA Center 2.3.4.0 LI 9
Cisco DNA Center 2.3.3.7 LARl] 10
TV r—va DA A=/ 10
Catalyst Center /31 F U A A= BOEH N
RIFESRMTE 1
F7IACHEHY—r Tu— 12
AA=YDFT = 12
Forma—RL7e7 7 AVOMER 13

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



&

Catalyst Center ~D 7 7 A /L DHRIE 14
3/ —F77AZICHETLEERE 14
NATFT VT 7AILDIAT 14
Cisco DNA Center 2.3.4.0 L% 15
Cisco DNA Center 2.3.3.7 L] 15
FT7 T4 CHEHOIAT 16
PSIRT AX ¥ > DF L vy 7 OFEH 16
FLy TRy I OFTTAHH 16
TrANDE T =R ]
USB ¥ 7213 DMOERERRE/R AT 4 T ~DxT 7 AR —F 17
TT X ¥ v 7T /31 AD Catalyst Center ~DA > 7"— K 17

SERMEMGEER OB FTO KGV 7 7 A VDX 7 a—R 17

EBEIT 77Xy vy TRE: 232xHM5 233x £l=1E234x 19

232X M5 233x F=(£234x 2

Catalyst Center ISO 4 A —U 0 HOHHA A F—L 2
FI7ITA A A =N U= T — AN
AA=VDF T a—R 2
Zra—RLizT7 7 A NVOMER 22
7 — NAMBEZR USB K7 A4 7 OAFRL 23
Catalyst Center [SO £ A — DA A h—/L 23
Catalyst Center 7 77 A 7 A Dk 23
WIRREDET 24
T3 A EULA ~D[FE 25
TV r—varDAf A N—)L 26

Catalyst Center /3A F U A A—T B OFE 26
HIESRIE 26
FT7ITAEHFY—r Tu— A
AA=VDHTa—F 28
Aorna—RLiE7 74 VOME 28

gx I}

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



| EES

Catalyst Center ~D 7 7 A /L D¥RIE 29

3/ =K TAZICHETHERFHE 29
NAF VT 7 ANDFELT 30

FT7TA HFOFET A
PSIRT A > DF L vy 7 OFEF 31
FLoUR I DA TTA U EH A
TrANDE T a— R 32

USB FE 7213 OMODEREFIREIR AT 4 T ~DT 7 AR — 1 32
Zyrna—RLim7 7 A VOMES 32

SEEMERFEH ORI O KGV 7 7 A VDX 7 — R 33

ER TR EBEI 77X vy TRE: 222x £ 223x M5 233x 35

222X £1=1£223x M5 23.3x 37
Catalyst Center ISO A A —TMNLDOH A A h—/v 37

774 A A=V T =7 T 00— 31

"
o

A A=Y DH T a—FK 31
Forua—RL7 7 A VO 38

7' — MA[REZ2 USB K7 A 7 DIERL 39
Catalyst Center [SO £ A — DA A h—/L 39
Catalyst Center 777 4 7 L ADE 39
WIRREDET 40

7 /34 A EULA ~D[fE #
TIVr—varDf A =)L 42
Catalyst Center /31 TV A A =IO OHHT 42
AfEaRiE 42

FT7TAVEHT—r T u— 43
AA=VDHE T a—F M
Fyrua—RLEET7 7 A VOfER 4
Catalyst Center ~D 7 7 A )L DHiEE 45

3 =R IAXCHETHEEHEE 45

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



gx [

NAF VT 7 A NVDFIT 45
FT7TA HHDOFET 46
PSIRT A3 > DF L vy 7 OEF 41
FLyTRy I OFT T HEH 4
Tr7ANDE T a— K 47
USB F7213Z DM OERIEFREIR AT 4 7 ~DT 7 AR — | 41
TT X ¥ v 7T /N1 AD Catalyst Center ~DA > 7"— bk 47

SERVERGEHDORFTOKGY 77 A VDX 70— K 48

%IV I EBEIT 77Xy TERM : 1.33xM5 222x 49
£ 5F 133x M5 222x 51

Catalyst Center ISO 1 A —T ML DOH A A h—/ 51
FT7ITA A A=V T =7 T a— B
AA=VDH T a—F 5
Zrua—RKLiET7 7 A VORER 52
7' — MA[RE72 USB K7 A 7 DIERK 53
Catalyst Center [ISO 4 A — DA > A h—/L 53
Catalyst Center 77 7 4 7 L ADEE 53
WIIBGEDE T 54
7 /3A X EULA ~O[FE (1.3.3.6 LAfl) 55
T3 A EULA ~D[RE (1.3.3.7 LK) 56
TV r—varyDA A N—)L 5]

Catalyst Center /31 U A A—T O 67
AfESRIE 57
F7ITA4 HEHY—2 7 u— 58
AA=VDH T a— R 59
Arn—RKLiE7 7 A4 VO 59
Catalyst Center ~D 7 7 A /L DHRE 60
3= K7 I7AZICHTHEEFH 60
NAFY 77 A VDEFT 60

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



| EES

FT7 T4 CEEFOFAT 6
PSIRT A% ¥ > DF L v /8y 7 OFH 63
FLoVRy I DA TTAFEH 63
TrANDHE T m— K 63
USB £ 7213 OMOEEIEFREIR AT 4 T ~DT 7 AR — b 64
TT Xy v 7T, AD Catalyst Center ~D A > R— 1 64

SERMERGEER OB FTOKGV 7 7 A VDX 7 a— K 64

4% A : BB 67
RO Rl 67

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



F CHIZ

FEHETT Xy o TREAICOWNT (1 =)

ERET 77Xy TERICDONT

CatalystCenter |34 7 7 A > CTOY 7 Ny =T 7 v 77— haHAR—hKLTEY, CiscoConnected
DNACloud 27 7 EAF 52 L7 BFX a7 RExT7 Xy v 7y hU—JIZEAINATND
Catalyst Center 777 A 7 A & i@ Catalyst Center ¥ 7 N = 7B X7 7V r—a v~
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2.32.x. 233x. F=1F234x 55 235

« Catalyst Center ISO 1 A —U B DOFHA A h—L (5§ —)
« Catalyst Center /XA 7 U A A= bOEF (11 _X—)
*PSIRT AF ¥ DF Ly Py 7 OFEH (16 X—)

Catalyst Center IS0 1/ A —U Mo DFFRA VR F—JL

2942 ARA =)L) —9 70—
47 A @ Catalyst Center DA > A b —/ L2, ROFIENEGENET,
1. A A=VEXYEB—RLET,
2. Xorua—RLE7Z7ANVEHRBLET,
3. 7—DIHREZ2 USB K74 7 HAER L 7,
4. Catalyst Center ISO A A —V % A VA h—/L LET,

ol

Catalyst Center 777 4 7 U A& a& & LET,
6. FIHERELTET LET,

7. 73 A BULA IZRIE L £7°,

8 77V r—varkEA L AM—LLET,

A A—TOFHoO0—FK

BEEFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £94, FDH%,
TACDOHBENR, P AaDT 7 A NP ==L F VA A=V % F T a— RRT572D0
TR AMELE FIEERME L ET,

ATV A2 —Fy MEETT 7B RAAEERAaD T 7 A NV —R_R—=lzua s/ A4 LET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}
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ATY T2 HBESNZHFTND Catalyst Center /341 F VU A A— (bin) 22XV rmn—RRLET,

RATY T3 BAMGEH D A 2% — (cisco_image verification key.pub) # ¥ 7o m—RLET,

ATV A A= XFaT Nyia TAITY XA (SHAS12) Fxv I/ VA7 7 ANV EE T n—RLET,
ATVTE N FVAA=TDELT 74 (sig) ¥ Vrr—RKLET,

Ao —KLE774ILDOHESR

R—HILTREESN D RAaDBLREHE L SHASI2 F = v 7Y L&A LT, Furua—FRL
oA A=V DM MR L1,

ATy Tl (A7 ar) SHARGEAZFATL T, R Z 7 rn—RIZEo TS F U A A=V EHE L T/
MEERLET,

OSIZIE LT, oa~<wy ROWTNAEZ AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (V3L AAZL DT = v 7 ba—T 4 U T 4 13H D FHAMN, certutil V— L EEHTE

£75
certutil -hashfile <filename> sha256 | md5
I~ L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows CiE, Windows PowerShell Z#fH L TH# A V= A MEAEKTHZ B TEET, RICHEZRLE
KR

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN

FEIT L avry RO ¥ a— RLESHASI2 F oy 7 A7 7 A VB LET, =2~ RHEH
N LRWESIT. XM FUVAA—VEFEXY ) a— KL, b9 —E@EY o~ FE2ETLET,
FRNTHHAIR—FHLABWESIE, Y2 atR— MIBMOWEbhELTFEN,

ATV T2 BEEHREL, mSMTIVAA—UNEROBED T A THLZ & 2FHELE T,

openssl dgst -sha512 -verify cisco_image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

Z Oz~ RiEMac & Linux Ol 5 OEE CEIEL £9, F72O0penSSL Z A A h—/L L TWRWIGH,
Windows ClZZ 7o —RLTA VA M—NLTEHMLERHYD 9,
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J—rakeruse K51 Jokn [

NAFVAA=UNERTHIUE, Z0a~vr ReEANTDHE, [Verified OK] W) A v —URFER
ENFET, ZORAvE—IUBRERENRVEEIE, S F VA A—T %A VA P—AEF, VR aPR—
MZBRIWEDbEL &N,

J— hAEIREZR USB K5 4 T DERL

CiscoISO A A—V XU —RNLIZ L% LT b, Catalyst Center [SO A A —T %5
te7— MNAIRBUSB R7 A 7 ZAE L E 7, FEMIZ OV TIL,  [Cisco Catalyst Center
Second-Generation Appliance Installation Guide] @ [Prepare the Appliance for Configuration| D%
@ [Create a Bootable USB Flash Drive] @ ht& v 7 &R L T E &0,

Catalyst Center IS0 £ A — DA VX b—JL

ATy I
ATy T2
ATFvT3

RTvT4

ATy TH

ATvT6
ATy T1

Catalyst Center ISO A A —V % 57— MA[EEUSB RIA 74T 7T A4 7 L AIZ#HFE LE T,
CiscoIMCIZm A > L, KVWMEv ¥ a &L ET,
TTITAT o ADOE R EZBEANEILITHERALET,

« T TAT U ANBITEFRIT SN TR W EIZIX, [Power] > [Power On System] # 8&R L £ 77,

T T TAT UANT TIZFET SN TV DHEAIZIX, [Power] > [Power Cycle System (cold boot)] % &R
LET,

FRENT=HRY T T v T I 4 RO TYed 22V w7 LT, $— ST 74 a v 2FTLEH L LT
W5 & EHERLET,

VAapnIARNERENTZE, F6 F—ET 7, [KVM] A ==—7/5 [Macros] > [User Defined Macros] >
[F6] # BN L ET, 7— F TS AR = —BNERINET,

USB R4 7 2@ L TH 5., Enter 2L £,
[GNU GRUB] 7' — hm—4&—17 ¢ > K7 ¢, [Cisco DNA Center Installer] 2% L. Enter 247 L £,

GE) 30 BPLUNIZEIR L 2020 72856, 77— hr—X =2 BEIUIC Maglev 1 VA b—TF 2B L ET,

Catalyst Center 7 754 7 >V AMDEXTE

CatalystCenterISO A A —3 DA VA M—ANRETTLHE, A A =T 7—hFL, Maglev
REV AP — ROYHBEIREET, Ry NV—V CHEMERT LT 774 T U AEZRET
D121, MONTNNOHE TP SN TWDLFIEEZETLET,

* Maglev # 7 « ' — R&E 3 55A1%.  [Cisco Catalyst Center Second-Generation Appliance
Installation Guidel| @ TConfigure the Appliance Using the Maglev Wizard] Z &M L T 72X
AN
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B ossc0xT

44 FTF 56 AT T T ITAT UV AERET DIZOILT T TP N—ZAOMR Y 4 Y — R & fl
M3 5846 1%. [Cisco Catalyst Center Second-Generation Appliance Installation Guide] @
[ Configure the 44/56-Core Appliance Using the Browser-Based Wizard] #Z ML T 72 &0,

N2 AT TTIAT UV AERET DIZOICT T TP RX—ADWHR Y 1« F— FEf AT 2548
&%, [Cisco Catalyst Center Second-Generation Appliance Installation Guidell @ TConfigure
the 112-Core Appliance Using the Browser-Based Wizard] &M L T 7230,

NHREDNSE T

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

Catalyst Center 7 /7 A 7 ADY 7 — MPET LIeH, 77UV EEELET,

HTTPS:/ & 5% E 7 1 A DFf4IZFK R S U7z Catalyst Center GUL D IP 7 R L A Z{fiH{ LT, Catalyst Center

GUIIZT 7 AT HHRANIPT FLAZALLET,

IP7 FLAZANT DL, ROWTNPDA =V RFRSNET (TITUVFITL-TERRVET) |
* Google Chrome : ¥ktD 77 A N —F RSN EEA

* Mozilla Firefox : %5 : 5% X2 U T 4 U R BREONDEBIEN A REMERH Y 4

A=V %R LT [BEMERE (Advanced) 1227V v 7 LET, ROA vt —URNFERENET,

'(}oogle(jhronne: This server could not prove that it is GUI-IP-address; its security certificate
is not trusted by your computer's operating system. This may be caused by a misconfiguration

or an attacker intercepting your connection.

* Mozilla Firefox : someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust GUI-IP-address because
its certificate issuer is unknown, the certificate is self-signed, or the server is not sending

the correct intermediate certificates.

ZIHLIEAYE—UREREINLDOE, 2 ba—FRHCBAEHELHEH L TN D729 TY, Catalyst
Center COFEAZEDMH 7152 oW TiX,  [Cisco Catalyst Center Administrator Guide] ¢ [Certificate and
Private Key Support] DIEZZMR L T 7EE 0,

Ay —VEELL, ROWTANEIATLET,
» Google Chrome : [Proceed to <GUI-IP-address> (unsafe)] Y > 7 %27 U v 7 LE7,
* Mozilla Firefox : [\) A9 %32 L T#i179 % (Accept theRisk and Continue) | #7 U » 7 L £,

[2 274> (Login) ]Catalyst Center 7 4 > RUNFKRIINET,

[Login] ¥ -t > R C Catalyst Center DX ERFIZHRE Lo HFH 22— —4 (admin) & /32U — K& AJ)
L. [LogIhl %27 Vv 27 LET,

[BF4 D)ty b (ResetLogin) |71 RURFRENET,

TWRRATD—REZANLTHhD, A= R—a—PHEREZFOEHEDOH LVWSAT — K& AL CHER
L. fR%E (Save) | 227 U7 LET,
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ATy 71

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

7131 ZEA~ORE |

[Cisco.com ID DA A (Enter Cisco.comID) |V 4> RUNRFKRINET,

(ZOFNEZAX » ) CiscocomL—HF—D2—HF—Z L XZAT—RKEAHLTHL[Next] 27 U v 7
LE9, Ciscocom L—H a7 A UNEEHOD Cisco A~— K TH U b a—Fuarsfrbt—FLn
AlZiE, [AR—FTF7 A2k (Smart Account) | 7« > RUBNFRENET,

(ZDOFNEITAF ) [Smart Account] 7 « > RURFRINTZHEITIE, MEOA~— b T BT b
Da—P—44 L RAT—=REANT D, feT2V027%227 07 LTHLWA~— KT IV b
BlEET, ETLEL RN (Next) 1227V v 7 LET,

[[P7RLRAYRX—T ¥ (IPAddressManager) | 7V 4 > RURERENET,
FFEDAMNER TP 7 R LA~ —Y v (IPAM) ZEH LT 25E812E, ROFIEEZFEITL TS [RA

(Next) 1227 VU w27 LET,

« [IPAM V— D4R & URL # AN LET,
« P RADT I AN E L L AT — RE AN LET,
o D IPAM 7' 1234 % — (Infoblox 72 &) ZEIR L F£9,

« Catalyst Center T4 2 FIHTTREZR IP 7 R L ZADHFED B 2 —% IPAM H—/F —Z ~N— 2 T
RLET,

[FaFx Y —/ADAH (Enter Proxy Server) | 7«1 > RUBRFRENET,

Next] Z#27 U v 7 LET,

V7 R x=T7®O[EULA]l ¥V 4 v RUNRKRRSNET,

[RA~N (Next) |22V w27 LT, Y7 =T DTy Ra—WI (v 28K ECHELET,
[EHTT (Readytogo!) | V1 » RUBEKRINET,

A TlX, [UserManagement] V > 7 %2V w7 LT, [UserManagement] 7 4~ RUZRRTHZ &%
HELEL CWET, B (Add) 1% 727 U > 27 LT, # L\ Catalyst Center =—H DiEMZ LG L £, #r
LWa—HFDLRTENRAT—RE2 AN L, 2—HFou—L 23R L6, fBF (Save) |27 U v L
THLWA—FEERLET, WHEBEOH LV —FFXTHRBMENSET, LEINUTZIOF
EZAR YKL ET, *v bV —27F#HF T —/L (NETWORK-ADMIN-ROLE) #Ffoo—H %072 &b
1 AMERL L TL7Z &0,

TI31 X EULA ~DRE

T34 A EULA %587 4 5I21%, Catalyst Center D/N— 3 L \Z[HA DO FINEEFEITL F9,
« Cisco DNA Center 2.3.4.0 LI (9 =—2)

* Cisco DNA Center 2.3.3.7 LLRii (10 ~X—2°)

Cisco DNA Center 2.3.4.0 LL[%

T34 AD EULA IZ[RE T 5 I21E, Catalyst Center 7 7 AKX (Zu /A LT, kDa~<r K%
317 L %9, maglev catalog airgap install
/mnt/install-artifactseula/finalize_offline installation-1.7.609.bin
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\)

(3¥)  Catalyst Center GUI 0) [Design] >[ImageRepository] Tid, A A—® EULA 35| & {5 & [A & &
NTWRWERRENETR, ZHIETH SN L THY | BENREEILHY FHA,

Cisco DNA Center 2.3.3.7 LLBiI
T34 2D EULA IZRIET 51213, WOFEEZFEITLET,

AT v 1 CatalystCenter 7 7 AX IR T AL, T4 L7 M) ZHBOELIMCAL LET, RICHEZRLET,

$ cd /mnt/install-artifacts/eula
$ 1s
finalize offline installation-1.3.0.147.bin

RTYT2 HREERELET,

$ sudo chmod 755 finalize offline installation-1.3.0.147.bin
[sudo] password for maglev:

ATY T3 koavr REALLET,

$ sudo ./finalize offline installation-1.3.0.147.bin -Y
-Y 5%, Catalyst Center ¥ 7 U =7 74 XA BULA IZRIET 52 2R LET,

(GE) Catalyst Center GUI 0 [Design] > [Image Repository] Tix, o A —3® EULA 35| & & RE SN T
WRWERRENETHN, ZHEITHIESNDZLETHY, HEEMNREEITIH Y FHA,

TFIYUs5r—3>DA4A A=)

B2 27 52T+ 5 L, uberISOIWCEEDOT 7 r—arPNe— RENTWAHDT, A
VAR AT EHLEENSD FT,

AT TN EEBCHDLA=2—T A aru7 ) v 7 LTREZER L £9 : [System] > [Software M anagement] DJIEIZ
WINLFE T,

GE) T OEESC, Catalyst Center |2 X » CTHERMET = v 7 BEITSNET, HERICHEN D D55,
[Software Management] 7 -t > R0IZ, BUEFIHAIREZR T 7Y r— a VHEFNIR TR ENET A,

AT T2 77V = a VEHMPFIRAWRELRGEAIE. VA RUDOFERICERENE T, KOWTh»EEITLE
bdAO

FAFRERT X COT IV r—a VEHFZA A F—/LTHI2IE, [SelectAll] Vo7 &2 ) v L
7,
ME DT TV r—ra B HiEA VA M= AT BT, ESTET v IRy Ak F AT LET,
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Catalyst Center /N 1) A A — UMM S DEH .

GE) BEOT77ANYA XBIORGTEH7 7V r—y a OffERHAZRTATA RA 04 %
BH < 2%, £ D [View Details] V> 27 %27 U w27 LET,

AT9 73 [Installl] 27 Vv 7 LET,

AT w74 Catalyst Center | X DIKIFREDOT = v 7 W5 T Lizh, [Continue]l 27V v 7 LET,
HHFOET TV r—a yOBITIRRAN—RY ¢ RYVICFRRENET, TXTOEFHNA A b—)L
I3 &, [Software Management] ¥ o > RUBEFH SN ET,

AT 75 [Currently Installed Applications] Y > 7 %27 U w7 L, #RLIZT 7V r—rva VREHENTNDH I L&
iR LE7,

Catalyst Center /N1 F 1) 4 A —U ML DEFH

GIp=ES s

A VA h—)LiEFHD Catalyst Center DA VAKX L A%T v 77 L— RTLHFIZ, IROFTHEERME:
il LET,

« Catalyst Center |21 > % —3 v MEFRNRWNT & 2R LET,

» SUPER-ADMIN-ROLE #£[R % £f> 2 —H — D 73 Catalyst Center DY 7 7 = 7 H % E
952 EnTEET,

» Catalyst Center 7 — X X—AD /N 77 v TEAER LET, Ny 7 7 v 7T OERFIEIZD
WTIE, [Cisco Catalyst Center Administrator Guide] @ [Backup and Restore] D% % 2}
LTL7EENY,

« Xy n— RIZERAIBEZR cisco.com —F—T H 7 hD2—W—4 L X2 T — KR dH
HZ L, A7 cisco.com 2—H—T Hh U M ERFEHTEET,

s T T L — RTuE R F R EE D Y CET, BT ETICORERILL ED S AT
REMERH Y F4,

« T w7 L— R7 - AHL, Catalyst Center £721TZ DT 7'V r—3 3 0 — LD
I TE DT EET TS ZE 0N,

o T A4 ATIZOWTIROE/NEHENHZ SN TNDZ EEMHERLET,
IN=T v a VCEEEER 2GB L EH D T L,

o /data /N—T 4 ¥ a3 LNTZEZFEN 35GB UL EH Y . RN T0% LLFTHD Z &,

edf-ha~ F2EALT, T4 A7 FBEHRLET

$ df -h

Filesystem Size Used Avail Use$% Mounted on

udev 126G 0 126G 0% /dev
tmpfs 26G 14M 26G 1% /run
/dev/sdb2 29G 23G 4.5G 84% /
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tmpfs 126G 0 126G 0% /dev/shm

tmpfs 5.0M 0 5.0M 0% /run/lock
tmpfs 126G 0 126G 0% /sys/fs/cgroup
/dev/sdb3 29G 44M 27G 1% /install2
/dev/sdb5 374G 99G 256G 28% /data
/dev/sdb4 9.3G 601M 8.2G 7% /var

/dev/sdcl 420G 1.4G 397G 1%
/data/maglev/srv/fusion

/dev/sdc2 1.4T 416 1.3T 4%
/data/maglev/srv/maglev-system

/dev/sddl 3.5T 243M 3.3T 1% /data/maglev/srv/ndp
glusterfs-server.maglev-..ault _vol 1.4T7 54G 1.3T 5%
/mnt/glusterfs/default vol

[Fri Jan 10 18:59:27 UTC] maglev@10.82.128.100 (maglev-master-10-82-128-100) /
$

storage validation failed =7 — 23542 L 7285513, Cisco TAC IZBHWEhE < 72 &0y,

Catalyst Center D% 7 12— N B F72idA A b= /L FRIERM S OB TR L7235
HlE. FEZLFEHAIT LTSN,

IS4 VEHIT—o 70—

47 7 A D Catalyst Center D EHZIX, ROFIENEENET,

1. =ZTXy oI T7ITAVEHADAA—VICT 78 AT H20D TAC Y 7 = A S &7
F7,

2. YARADT 7 A )Y —/3—/n5 CatalystCenter /NA F U A A—V &2 X m—RLET (A
VHE =Ky hADT I APMIETT)

3. Aurua—KRLiEA A=V E R LET,

4 HXourua—RLIEAA—V%, EX 2T 7 Xy v 7EREO Catalyst Center 7 7 A X (T
HELET,
5. Catalyst Center 7 7 A Z|Z SSH¥EfE L, AT U EZFITLET,

6. Catalyst Center GULIZR 7 A L, VAT LOEFET TV r—va v ORFEFITLE
—g‘o

A A=NDFHoa—Fk

BEREEFII AT AT FEEYENTAC UV VA M ETHIMLERH Y £9, Dk,
TACOHYBER, P 2AaDT 7 A NP —R_R—=NERXLF VA A—=TEE T a— RT57200
T AMEE PIEERM L ET,

ATVT1 AU F =%y MEHTT 7 BAARRRVAAD T 7 A N —_"—=lZa /A LET,
RATw T2 BESNTHFIN D Catalyst Center /34 F U A A— (bin) #Xvra—RLET,
ATY T3 BLAWKIAEHD Y A2 3 /AR % — (cisco_image verification keypub) # & > un— KL £7,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



| BEI7¥ry TEE : 232x, 233x. F7=(F234xH D 235x

ATvT4
ATvT5

oY

ATy

ATy T2

gvon—kL77 1 rokR |

ARA=DEFaT Nya THITY XA (SHASL2) Fxv o/ VA7 74w Ry ra—RKLET,
NRAFIVA A=V DELT 7 AL (sig) X7 ra—FRLET,

O— kL7740 IL0OHEE

R—F LTSN AV A aDELREEE SHASI2 F = v 7V L&A LT, FUurua—FRL
oA A=V DM MR L1,

(7> ay) SHARGEZFIT LT, A= rra— RZEoTAALF U A A—URFEE LTy
MEMEER L ET,

OSIZIEUT, kD a<wr FoOWTnz AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (V3L AAL DT = v 7 ba—T 4 U T 41350 FHEAMN, certutil V— L EFEHTE
Er

certutil -hashfile <filename> sha256 | md5

I &R L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows ClX. Windows PowerShell Z#{#H L TH A V= A M 2ERKTHZ b TEFET, RICHIZRLE
7,

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN

FITLlea~vr o e XU m— RLESHASI2 F =y 7 A7 7 A L E L ET, a~v i)
N=ELRWGEEE, "M TV A—VEFEX Y rn—FL, b5 —E#blha~vr FEFTLET,
ZNTHHNIN—E L0 EEIE, v AadR— MBIV aEbESIES N,

BAEWRL, "M FUVARA—UREHOLDO T 2 aITHE 2 L 2R LET,

openssl dgst -shab5l2 -verify cisco_image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

ZOa< Rl Mac & Linux Ofi )7 OBREE CEIEL £9°, £72O0penSSL Z A > A h—/L L TWARWEA.
Windows ClZ# 7o — KL TA VA =L BMLENHY F7,

NAFVAA=UNERTHIUL, Z0a~vr REANTHE, [Verified OK) £V D A v EB—URFER
SNFET, TORA =V RFRRINBWVEGERIT, XA TFTIVA A=V 2, VA P—LEF, VAP R—
MzBEWADELTZEN,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-7.1

ZHET 7 vy TR : 232x. 233x. F=(F234xH 5 235x |
. Catalyst Center ~0 7 7 A JLDERE

Catalyst Center ~D 7 7 A JLDELiE

ATV T PR—=FENTWVDT 7 A MR A B =X (SCP E£72IELSFTP) ZMHL T, ¥ u—KLiA A=
% Catalyst Center 7 7 A% & /data/tmp /X—7 ¢ > a3 (st LE9, USB M4 28541, =7 Fv v
TXy NI =T NOEGRIZA A — TV %E5% L THh 6, Catalyst Center 7 7 A X & /data/tmp /X—F (>3 >
WA A =T aBRE LES (SCP £7213 SFTP #£H1)

AT T2 Catalyst Center 7 7 A XA A —V%Ha1k LI2thiE, SHA BRAEZ FHERITL T, 7 0vATT 7 A /LD
BLTWRODNE I DERRLET,

3/—FOSRAICETHEESEIE

ATw 71 37— K Catalyst Center 7 7 A X DAL, catalogserver iR v RMBFEITINTWD /— Rl bin 7 7 A V%
jam EO\___ L\i‘é—o

ATFYT2 hEa TP —R_"—RETENTNWE/—FRDOIP T FLURZHERT AT, ROLIITATILET,

magctl service status catalogserver | grep Node:

=& 2R, BT X oz £,

$ magctl service status catalogserver | grep Node:
Node: 192.192.192.72/192.192.192.72

[Thu Mar 19 22:59:48 UTC]lmaglev@192.192.192.68 (maglev-master-192-192-192-68) ~
$

ZORITIE, 192.192.192.72 EOIRDWT DD /N—TF 4 >3 U lbin 77y A vEaAE—LET,
e Cisco DNA Center 2.3.2.x 83X 2.33.x : /data/tmp

* Cisco DNA Center 2.3.4.x LAk : /artifacts

INF ) T 74 ILDETT

ATV 7 7 A NEFELTT HITIE, Catalyst Center D/3— 3 NZEADOFNEEZFEITL E T,
* Cisco DNA Center 2.3.4.0 LA

« Cisco DNA Center 2.3.3.7 LLR(

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



| BEL7Hry TEE : 232x. 233x. FF1E234x M5 235x

Cisco DNA Center 2340 51 [l

Cisco DNA Center 2.3.4.0 LL[%

ATv T

ATy T2

SSH 7”7 74 7 v h&fH L, Catalyst Center 7 7 AZ a2/ A LET, 3 /— K7 TAZDEAIL.
catalogserver "> RZfH LT/ —Ricm 74> LET,

WDa~r REFITLT, B AT U 237 L £7, maglev catalog airgap install
[artifacts/<update-binary-filename>.bin

Cisco DNA Center 2.3.3.7 LLHi

ATy T
ATvT2

ATvT3

ATy T4

SSH % f§ L C Catalyst Center 77 7 A X |Zua /A LET,
ROa~xy Re AL T, FATHERZBMLET,

chmod +x <uber-bin-file>

RDOA~ R AJLT, "M F U774 NVEFITLET,
sudo ./<uber-bin-file>
Zoawy ROMMFTRO ELY T,

$ sudo ./<bin-filename>.bin
[sudo] password for maglev:

Welcome to DNAC offline update

Please provide your credentials to get started
[administration] username: admin <Catalyst Center login/password combo>
[administration] password for admin: <Catalyst Center password>

NRAFV T 7 ANEFEITTDHE, VAT LABIOT AV r—yvarv Xy r—Voa—Nh2 a7 BEE
SNFET, bin 7 7 A AP IEFIZET I Z & Z7x7 [Installation SUCCESSFUL] A7 — & A A vt —U %
o Ed,

1 77 7 A )b <bin-filename>-install.log Z B3 25 Z & T, 70 ZADBEDOAT — X A& B CE T,
VBN U T, /var/log/offlineupdates/ 726 1 7 Z i85 Z & 6 TX £,

Cisco Catalyst Center 24T 7 X v v TERAHA F .



ZHET 7 vy TR : 232x. 233x. F=(F234xH 5 235x |

B o5 mp0xs

754 VEHDODET

ATy I

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6
ATy 17

Cisco DNA Center 2.3.2.x. 2.3.3.x. F721E234x 05 235xI 7 v 77 L— KT 521, IF
DFRIAEFITLET,

NAFV T 7 ANUBEFIIFETINEL, B2y TFE L A= LET,

EER A7 v7 1 2320 £REE2321 0067 v 77 L= RELGEICOZFHTY, 2323007 v
TT L= FTL5RIE. ZOFEDOAT v 7 200 TIIZEN,

a) R® URL 75 CSCwb00526.sh.zip D — /L a—% % 7 a— KL &7, https://software.cisco.com/
download/specialrelease/46a2ecbbe1219e5184d0094771637b2a

b) zip 7 7 A NVEFFRLET,

c) sshmaglev@cluster's-IP-address:/data/tmp =~ > K& 3{T LT, 7 7 A /L CSCwb00526.sh % Cisco DNA
Center 7 7 AX|Zab—LET,

d koa~vr REFEITLET,
sudo chmod 777 CSCwhb00526.sh
sudo bash CSCwhb00526.sh

e) magctl appstack status|grep catalogs =~ > A4 EITL T, AF a7/ —EXARETINTNDLZ %
HERLET,

) HAZZRLET, ROBIOX IR FT,
$ magctl appstack status | grep catalogs
maglev-system catalogserver 1/1 Running

Cisco DNA Center GUI iz 7' A > L7,

IO A=a—T A% v 7 LTREZER L E7 : [System] > [Software Management] DJIEIC
EIRLET,

[Software Management] 7 f K7 (Z, Cisco DNA Center <version> NEHFRETHH Z L nFRrINH Z &
EHERLET,

[Installnow] #27 U » 7 L £,

Cisco DNA Center DF T = v 758 T4, [Install]l 27 V v 7 LET,

7w 77— RO [, [Currently Installed Applications] V 27 %7 U w7 L, &7 7V r—a VK
ManizZ L am LET,

PSRT XX DF Ly IDEH

FLYDIRYIDATSA VEH

F7T7A4 T Ly PRy 7 OEFITIE, WOFIENZENET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K


https://software.cisco.com/download/specialrelease/46a2ecbbe1219e5184d0094771637b2a
https://software.cisco.com/download/specialrelease/46a2ecbbe1219e5184d0094771637b2a

| BEL7Hry TEE : 232x. 233x. FF1E234x M5 235x
sranosgyro—rk |

1. FLrooRew T4 NV ERA T a— RRLET,
2. USB 72137 OMOEREFRE/R AT 4 TIWZT7 7 A Ve =7 AHR— K LET,

3. T Xx v 7T /A AD Catalyst Center |27 7 A V& A R —FLET,

J74ILOFHoO0—FK

ATw 1 #RIN AR Y (Chrome % 7213 Firefox) OWTFNNEHERA L TS Z L 2R L £,
AT9T2 ROV 7R THE e — REfBLET,

https://tools.cisco.com/cscrdr/security/center/files/mre/mre_workflow signed.tar.gz

USB /=X ZDMDEEFBEIL A T 4 TADI Y AR—k

AT TN 77 ANN targz B THDHZ L aMERLET,
ATy T2 #orou—KRLiE77A40% USB (71320 A5 4 7) [Tk LET,

I7Xxvw T84 XD Catalyst Center ~D A > 7R— k

ATYT1 USBET A RTHALET,

AT T2 Catalyst Center GUl TA==2—7 A 2 %7 Y v 7 LT, [System] > [Settings] > [Machine Reasoning],
AT w73 Catalyst Center (21 > 7R— b BHIZiF, [Import] 27 V v LET,

ATy T4 UBID targz 7 7 A NVEERIRLCT v 77— RLET,

TEMRIEAORFOKGY 274 ILDFora—F

SERMEDOKEEIZMHEHT A KGV 7 v AV a XA v rn— R4 5120, WOFIEZETLET,

AT A2 F—Fy NMIT 7 ®ATE DT 34 A% H LT, %&O URL 75 Cisco KnownGoodValuestar KGV
Ty ANEZ T a— K LET, https:/tools.cisco.com/cscrdr/security/center/files/trust/Cisco_
KnownGoodValues.tar,

ATVT2 ZOT77ANE, T XYy TREOZA N —UAF 4 T ERITIT AL ZCHEX L ET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://tools.cisco.com/cscrdr/security/center/files/mre/mre_workflow_signed.tar.gz
https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco_KnownGoodValues.tar
https://tools.cisco.com/cscrdr/security/center/files/trust/Cisco_KnownGoodValues.tar

BEIT7 ¥ vy TEM : 232x. 233x. F=(F234xH5 5 235x |
B =2upaER0BFOKN 77 LOF Y O—F

ATwF3 =T X% 7 CatalystCenter 7 7 AX LT TN TT IV BATEDLT A AEMBHLT, 77 A VEA
A—hLET,

a) Catalyst Center 7 7 A% T, RO URL &7 7 VY TH & %

9, /dna/systemSettings/settings?settings-item=Integrity VerficationSettings,
b) [Import New from Local] % 3R L £,
c) A7 v/ 1 TH¥ U ue—KRLEKGV 77 A VvEA i R—FLET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



s 1 o

ZETT7Xvy TER : 23.2x 15 2.3.3.x
F£71-1%23.4.x

¢ 232x /5 233x £/201%234x (21 ~—)






==
=% =R

232x 5 233.x £1-1%£ 23.4.x

« Catalyst Center ISO A A —U B DOFHA A h—/L (21 X—2)
« Catalyst Center /XA 7 U A A =B OEF (26 X—)
*PSIRT AF ¥ DF Ly Py 7 OFEF (31 <X—)

Catalyst Center IS0 1/ A —U Mo DFFRA VR F—JL

2942 ARA =)L) —9 70—
47 A @ Catalyst Center DA > A b —/ L2, ROFIENEGENET,
1. A A=VEXYEB—RLET,
2. Xorua—RLE7Z7ANVEHRBLET,
3. 7—DIHREZ2 USB K74 7 HAER L 7,
4. Catalyst Center ISO A A —V % A VA h—/L LET,

ol

Catalyst Center 777 4 7 U A& a& & LET,
6. FIHERELTET LET,

7. 73 A BULA IZRIE L £7°,

8 77V r—varkEA L AM—LLET,

A A—=ODEova—F

BEEFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £94, FDH%,
TACDOHBENR, P AaDT 7 A NP ==L F VA A=V % F T a— RRT572D0
TR AMELE FIEERME L ET,

ATV A2 —Fy MEETT 7B RAAEERAaD T 7 A NV —R_R—=lzua s/ A4 LET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



BEI7Xvy TER  232xH 5 233x £h=1£234x |
B 7okl rromn

ATY T2 HBESNZHFTND Catalyst Center /341 F VU A A— (bin) 22XV rmn—RRLET,

RATY T3 BAMGEH D A 2% — (cisco_image verification key.pub) # ¥ 7o m—RLET,

ATV A A= XFaT Nyia TAITY XA (SHAS12) Fxv I/ VA7 7 ANV EE T n—RLET,
ATVTE N FVAA=TDELT 74 (sig) ¥ Vrr—RKLET,

Ao —KLE774ILDOHESR

R—HILTREESN D RAaDBLREHE L SHASI2 F = v 7Y L&A LT, Furua—FRL
oA A=V DM MR L1,

ATy Tl (A7 ar) SHARGEAZFATL T, R Z 7 rn—RIZEo TS F U A A=V EHE L T/
MEERLET,

OSIZIE LT, oa~<wy ROWTNAEZ AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (V3L AAZL DT = v 7 ba—T 4 U T 4 13H D FHAMN, certutil V— L EEHTE

£75
certutil -hashfile <filename> sha256 | md5
I~ L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows CiE, Windows PowerShell Z#fH L TH# A V= A MEAEKTHZ B TEET, RICHEZRLE
KR

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN

FEIT L avry RO ¥ a— RLESHASI2 F oy 7 A7 7 A VB LET, =2~ RHEH
N LRWESIT. XM FUVAA—VEFEXY ) a— KL, b9 —E@EY o~ FE2ETLET,
FRNTHHAIR—FHLABWESIE, Y2 atR— MIBMOWEbhELTFEN,

ATV T2 BEEHREL, mSMTIVAA—UNEROBED T A THLZ & 2FHELE T,

openssl dgst -sha512 -verify cisco_image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

Z Oz~ RiEMac & Linux Ol 5 OEE CEIEL £9, F72O0penSSL Z A A h—/L L TWRWIGH,
Windows ClZZ 7o —RLTA VA M—NLTEHMLERHYD 9,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-7.1

| BEx7xvy TEM : 23255 5 233x F121$ 234x

J—rakeruse K51 Jokn [

NAFVAA=UNERTHIUE, Z0a~vr ReEANTDHE, [Verified OK] W) A v —URFER
ENFET, ZORAvE—IUBRERENRVEEIE, S F VA A—T %A VA P—AEF, VR aPR—
MZBRIWEDbEL &N,

J— hAEIREZR USB K5 4 T DERL

CiscoISO A A—V XU —RNLIZ L% LT b, Catalyst Center [SO A A —T %5
te7— MNAIRBUSB R7 A 7 ZAE L E 7, FEMIZ OV TIL,  [Cisco Catalyst Center
Second-Generation Appliance Installation Guide] @ [Prepare the Appliance for Configuration| D%
@ [Create a Bootable USB Flash Drive] @ ht& v 7 &R L T E &0,

Catalyst Center IS0 £ A — DA VX b—JL

ATy I
ATy T2
ATFvT3

RTvT4

ATy TH

ATvT6
ATy T1

Catalyst Center ISO A A —V % 57— MA[EEUSB RIA 74T 7T A4 7 L AIZ#HFE LE T,
CiscoIMCIZm A > L, KVWMEv ¥ a &L ET,
TTITAT o ADOE R EZBEANEILITHERALET,

« T TAT U ANBITEFRIT SN TR W EIZIX, [Power] > [Power On System] # 8&R L £ 77,

T T TAT UANT TIZFET SN TV DHEAIZIX, [Power] > [Power Cycle System (cold boot)] % &R
LET,

FRENT=HRY T T v T I 4 RO TYed 22V w7 LT, $— ST 74 a v 2FTLEH L LT
W5 & EHERLET,

VAapnIARNERENTZE, F6 F—ET 7, [KVM] A ==—7/5 [Macros] > [User Defined Macros] >
[F6] # BN L ET, 7— F TS AR = —BNERINET,

USB R4 7 2@ L TH 5., Enter 2L £,
[GNU GRUB] 7' — hm—4&—17 ¢ > K7 ¢, [Cisco DNA Center Installer] 2% L. Enter 247 L £,

GE) 30 BPLUNIZEIR L 2020 72856, 77— hr—X =2 BEIUIC Maglev 1 VA b—TF 2B L ET,

Catalyst Center 7 754 7 >V AMDEXTE

CatalystCenterISO A A —3 DA VA M—ANRETTLHE, A A =T 7—hFL, Maglev
REV AP — ROYHBEIREET, Ry NV—V CHEMERT LT 774 T U AEZRET
D121, MONTNNOHE TP SN TWDLFIEEZETLET,

* Maglev # 7 « ' — R&E 3 55A1%.  [Cisco Catalyst Center Second-Generation Appliance
Installation Guidel| @ TConfigure the Appliance Using the Maglev Wizard] Z &M L T 72X
AN

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html

BEI7Xvy TER  232xH 5 233x £h=1£234x |
B ossc0xT

44 FTUT56 AT T T ITAT AERRET HIZOILT T VP R—ZAOMHRY 4 Y — Fafll
M3 5845 1%. [Cisco Catalyst Center Second-Generation Appliance Installation Guide] @
[ Configure the 44/56-Core Appliance Using the Browser-Based Wizard] #Z ML T 72 &0,

N2 AT T TIIAT UV AERET DICDICT T UFR—=ZADMHERT 4 F— N2 25
&%, [Cisco Catalyst Center Second—Generation Appliance Installation Guidel] @ [Configure
the 112-Core Appliance Using the Browser-Based Wizard] &M L T 7230,

NHREDNSE T

ATvF1  CatalystCenter 7 77 A T L ADY 7T — R NET LI2b, 77 UHE2EELE9,
RTw T2  HITPSY/ EFRET vt ADH%IZHE R X7 Catalyst Center GUIL D TP 7 K L 2 %] L T, Catalyst Center
GUIIZT 7 AT HHRANIPT FLAZALLET,
IP7 RLAZATTDHE ROVWTNDDA v E—VRERRENET (TITUVFICL-TRRYET)
* Google Chrome : ¥ktD 77 A N —F RSN EEA

e Mozilla Firefox : #%4& . A%t %2 VT 4 U A7 NRODADEBIEH RN H V 3

ATV T3 Avb—VZEHLC[HMBARTE (Advanced) 1227 U v 7 LET, RORA v b= NFRENET,

'(}oogle(jhronne: This server could not prove that it is GUI-IP-address; its security certificate
is not trusted by your computer's operating system. This may be caused by a misconfiguration

or an attacker intercepting your connection.

* Mozilla Firefox : someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust GUI-IP-address because
its certificate issuer is unknown, the certificate is self-signed, or the server is not sending

the correct intermediate certificates.

ZIHLIEAYE—UREREINLDOE, 2 ba—FRHCBAEHELHEH L TN D729 TY, Catalyst
Center COFEAZEDMH 7152 oW TiX,  [Cisco Catalyst Center Administrator Guide] ¢ [Certificate and
Private Key Support] DIEZZMR L T 7EE 0,

ATy T4 RAoE—VEEHL ROWTIhIPEFETLET,
» Google Chrome : [Proceed to <GUI-IP-address> (unsafe)] Y > 7 %27 U v 7 LE7,

* Mozilla Firefox : [\) A9 %32 L T#i179 % (Accept theRisk and Continue) | #7 U » 7 L £,

[2 274> (Login) ]Catalyst Center 7 4 > RUNFKRIINET,

AT w75 [Login] 7 1 > K7 C Catalyst Center D% ERHIFRE L2 EH L —V—4 (admin) &/"AT— K& AT
L. [Lognl 27 Vv 7 LET,
[BF4 D)ty b (ResetLogin) |7 4> RUNFRENET,

ATYTE6  HNRRAT—=REAN LT, A= "—a—PFHEREZFOEHEDOH LVWRAT — R A L CHER
L. fR%E (Save) | 227 U7 LET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

| @Ex7xvy TEM : 232xh 5 233x F2(F 234x
7131 ZEA~ORE |

[Cisco.com ID DA A (Enter Cisco.comID) |V 4> RUNRFKRINET,

ATvT17 (ZOFNEZAX » ) CiscocomL—HF—D2—HF—Z L XZAT—RKEAHLTHL[Next] 27 U v 7
LE9, Ciscocom L—H a7 A UNEEHOD Cisco A~— K TH U b a—Fuarsfrbt—FLn
AlZiE, [AR—FTF7 A2k (Smart Account) | 7« > RUBNFRENET,

ATvT8 (ZDOFNEITAF ) [Smart Account] 7 « > RURFRINTZHEITIE, MEOA~— b T BT b
DA—P =L ENAT—=REANTDEN, MET2V 7% )7 LTHLWAY— T HT L b
fAEES, BTLEL[RAN (Next) 1227V v 7 LET,

[[P7RLRAYRX—T ¥ (IPAddressManager) | 7V 4 > RURERENET,
RT9T9 MEBIESIP 7 FLA~F—V % (IPAM) ZfH L TV AEAICIE, RO TFIEEZETLTHE [RA
(Next) 1227 VU w27 LET,
« IPAM — D4R & URL 2 A LET,
=D T I B RN g — YL ENAT— RE AT LET,
« fEHH D IPAM 71 /3 A % — (Infoblox 72 &) Z IR L E 7,

« Catalyst Center CHEH T DFIHFIRE/R IP 7 R L ADFFED B 2 —% [PAM H— /17 —Z X— 2 Tj
RLET,

[FaFx Y —/ADAH (Enter Proxy Server) | 7«1 > RUBRFRENET,

ATV T [Next] #27 VU w7 LET,

V7 R x=T7®O[EULA]l ¥V 4 v RUNRKRRSNET,

ATYFTNM [RN (Next) |22V w7 LT, Y7 hU2T DTy Ra—P T4 ABKEICHELET,
[EHTT (Readytogo!) | V1 » RUBEKRINET,

ATwF12 A3 TiE, [UserManagement] U > 7 %2 U 7 LT, [UserManagement] 7 4 > KU ZFERTHZ L%
HELELCET, B (Add) ] %727 U w27 LT, # L\ Catalyst Center = —H OB MZBIG L 9, #
LWa—HFDLRTENRAT—RE2 AN L, 2—HFou—L 23R L6, fBF (Save) |27 U v L
TH LW —FZ2IER L ET, PIHREBOH L2 —F+_XTRBIENS LT, LEIZSELTIOF
EZ#DIELET, v hU—7FEHE 12—/ (NETWORK-ADMIN-ROLE) % ffoa—H%&/b7< L
1 AMERL L TL7Z &0,

TI31 X EULA ~DRE

AT w1 CatalystCenter 7 7 AXIZu /AL, T4 L7 M) EZHBMOEFNIEF LET, RICHZRLET,

$ cd /mnt/install-artifacts/eula
$ 1s
finalize offline installation-1.3.0.147.bin

RTYT2 HEREERELET,

$ sudo chmod 755 finalize offline installation-1.3.0.147.bin
[sudo] password for maglev:

ATFY T3 koa<wr FEAHLET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



BEI7Xvy TER  232xH 5 233x £h=1£234x |

B 75— avorozr—n

$ sudo ./finalize offline installation-1.3.0.147.bin -Y
-Y 5%, CatalystCenter ¥ 7 b7 =7 74 B A EULA IZRETHZ &L ET,

(GE) Catalyst Center GUI MD[Design] > [Image Repository] Ti&, A A—Y® EULA (35| & & REINT
WRWERRENETH, ZHUITHIESNDZ L THY, HEERNREEIIH FHA,

TFIYUHsr—3>DA R M—)L

ATy T

ATy T2

ATy T3
ATvT4

ATy TH

AR DX 27 58T 9% & uberISOIZEHDOT 7V r—varPu—RFSATHWLHDT, A
YA N=NVTORERDHY £,

EEBIZOIA=a—T A% 7Y v 7 LTREEIRL E7 : [System] > [Software M anagement] DJIAIZ
IR L E9,

GE) Z OFEEA T, Catalyst Center (2 X > THEGMET = v 7 WEITSINE T, HEFICHEDR S D54,
[Software Management] 7 -t > R IZ, BUEFIHAIREZR T 7Y r— a VEFNIR TR ENEF A,

TV = a VEHPFIRAFRERG AL, U4 RUD TEHICERRESNE T, ROWTUNEFATLE
7
cFIHARER T RTCOT IV r—a VEHEA VA M= T DT, [Select Al YV > 27 %7V v o L
£7
N DT TV lr—va U EHEA A N—ATHINE, BETET v IRy I AEF I LET,
CE) WHDOT7 7 AN A XBIOHIGT D7 7Y r—a COfHERGAZRT AT A4 R4 oA %
BA<IZIX., £ D [Moredetails] V> 27 %27 U w7 LET,

[Install] 7 U v 7 LET,

Catalyst Center |Z L DIKIFRMROF = v 758 T L7 B, [Continue] #7 UV v 7 LET,

HHHOET TV r—>a OBITRUAS=0BT 4 FUICERRENET, $TXTOEHFRA R b=
SN & [Software Management] 7 o > RUMNEH I N E T,

[Currently Installed Applications] V > 27 %27 U v 7 L, BRLET 7V r—Ta UREHFIATNDZ L%
R LETS,

Catalyst Center /N1 1) 4 A —TU ML DEFH

bS53

A A h—LiEHD Catalyst Center DA AKX L A% T v 77 L— KT BHE1Z, IROBIHRSE
ERERLET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



| BEx7¥ry TEM : 232xH 5 233x £1=1£234x
#7514 @H7—s 70— ||

« Catalyst Center |21 > % —X > MERNRNZ L 2R LET,

» SUPER-ADMIN-ROLE #E[R % £f-> 2 — % — D73 Catalyst Center DY 7 b7 =7 E iz F
T2 emTEET,

Catalyst Center 7 — X X—ZADNy 77 v T HER LET, o277 v 7 OEKRTFIEIZD
WX, [Cisco Catalyst Center Administrator Guidel| @ [Backup and Restore] D #: % [
LTLIEENY,

Hon— RIERAEEZR cisco.com 22— —T H 7 hD2—F—4Z L XA T — R H
B &, AR ciscocom 2 —HF—T v MEERATE £,

Ty 77— R u Ao k2R D Y TES, BT E TIT6RFRILL LD AT
REMENR DD £,

77— R ak AHX, Catalyst Center £721XEDT 7Y Fr—3 3 R0V —/Lfii
MIETEDZTEIT TS IZE 0N,

T A AT IZOWTIRORNEAED - SN TND Z & 2R LET,
IIN—=T 4 NIEEHEEN2GB U EHDH L,

o /data /N—F 4 a3 TZEEFEINA35GBLLEH Y . FHENT0% LT THDHZ &,

df -h =z~ REHLT, T A7/ EZHRLET,

$ df -h

Filesystem Size Used Avail Use$% Mounted on

udev 126G 0 126G 0% /dev
tmpfs 26G 14M 26G 1% /run
/dev/sdb2 29G 23G  4.5G 84% /

tmpfs 126G 0 126G 0% /dev/shm
tmpfs 5.0M 0 5.0M 0% /run/lock
tmpfs 126G 0 126G 0% /sys/fs/cgroup
/dev/sdb3 29G 44M 276G 1% /install2
/dev/sdb5 374G 99G 256G 28% /data
/dev/sdb4 9.3G 601M 8.2G 7% /var
/dev/sdcl 420G 1.4G 397G 1%
/data/maglev/srv/fusion

/dev/sdc2 1.4T 416 1.3T 4%
/data/maglev/srv/maglev-system

/dev/sddl 3.5T 243M 3.3T 1
glusterfs-server.maglev-..ault _vol 1.47 54G 1.3T 5
/mnt/glusterfs/default vol

[Fri Jan 10 18:59:27 UTC] maglev@10.82.128.100 (maglev-master-10-82-128-100) /
$

o

/data/maglev/srv/ndp

o

storage validation failed =7 — 23542 L 7285513, Cisco TAC IZBHWEbhE < 7E &0y,

Catalyst Center D% 7 12— N B F72idA A b= /L FRIERM S OB TR L7255
A, FlEZLTHRITLTIEIN,

IS4 VEHT—I 70—

47 A @ Catalyst Center D FHHI1X, IROFIEREFEET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

BEI7Xvy TER  232xH 5 233x £h=1£234x |

B —osyon—r

A4 H*—

ATv T
ATvT2
ATvT3
ATvT4
ATvTH

sy

ATy T

1. =T Xy I T ITAVEHRAOAA—ICT 7B ATEH72800 TAC V 7 = & R &7\
\iﬁqo

2. VARADT 7 A )Y —3—/»D CatalystCenter /N1 F U A A—V&EF 7 a—RLET (A
VE—=FRy bADT TR APMETT) |

3 AUy —RLIEA A=V EHRLET,

4. Fourma—RLEAA—V%, BEXa TR T ¥ v v 7B O Catalyst Center 7 7 A X |Z
Rk LE7,
5. Catalyst Center 7 7 A ZZ SSHHEfE L, AT U ZFEITLET,

6. CatalystCenter GUIICR 7 A > L, VAT LADOEFHETFV r—a VOFEHEZFEITLE
R

DOFovA—F

BEREFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £9, D%,
TACOHBENR, S AaDT 7 A NP —_R=NERXLF VA A—=T 5 E T a— RT57200
T AMEE PIRERA L ET,

A H =2y MEHTT 7 EARRRRVAADT 7 A o —n"—iin /A LET,

FRE SN 5 Catalyst Center /3A U A A—2 (bin) #2472 a—RKLET,

BARGEH O > 2 2 /A% — (cisco_image verification_key.pub) X 71w — RNLET,
AA=TDOEXaT Nya T/ITY XA (SHAS12) F=v IV L7 74 VX7 ra—RLET,
NAFVARA=TDELT 7 AV (sig) X vra—FKLET,

O— kL7741 IL0OMHER

R—=Z L TRMEEINDZ 2 aDBLRIEE SHAS R F = 7 L2 L T, ¥ a— KL
7oA A= DM AR L ET,

(7> ay) SHAMEFZFEIT LT, REERA T2 —RIZEoTAAL T U A A= L TRy
MEMEER L ET,

OSIZUT, koa<r RowdFnnaz A LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



| @Ex7xvy TEM : 232xh 5 233x F2(F 234x
Catalyst Center ~ 7 7 1 JLDExi% .

Microsoft Windows |Z I3t AARLDF = v 7 ba—T 4 U T 21350 FHEAMN, certutil ¥V — /L& HTE
\iﬁqo

certutil -hashfile <filename> sha256 | md5

RITH 2R L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows Tl%, Windows PowerShell i L TH# A V= A M2 AKTHZ L TEET, WICHEZ R LE
-éAO

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CB5 D:\Customers\FINALIZE.BIN

ETLIma~vr RO EF T a— RLEZSHAS R Fx v 7V L7 7 A VTR LET, o~ RHED
D= LARWEEIE, SMFIVAA—EFEF Y o— R L, b9 —EMoha~vr FEFETLET,
FNTHEHIN = LA WESIT, Y2 adR— MBS hbEL a0,

ATFvT2 BLEWREL, "M T IUAA—URERHOLDO T A2 aBTHL Z L 2R LET,

openssl dgst -shab5l12 -verify cisco image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

Z Mo~ RiEMac & Linux Oj )7 OBEE CEITEL £9°, £72O0penSSL %A > A h—/L L TWARWEA
Windows CTiZX 7o a— KL TA VA M—LTEHLENRHY FT,

NAT VA A=URERTHNIL, ZO0a~r REANTHE, [Verified OKJ &) A vE—UMRFER
SNFET, TORA v E—UNRERINZWVEGEEIL, N TFTIVAA=VEA A R—LET, VAP KR—
MZBHWEDLELZEV,

Catalyst Center ~D 7 7 A JLDELiE

ATYT1 BR=FSNTNDT 7 A NVEEERA T =R L (SCPETIESFTP) AL T, #Urm—RLicAf A=Y
% Catalyst Center 77 7 A% & /data/tmp /X—7 4 a3 IZHEE LET, USB 2EHT2561F, =7 v v
T Xy N =T NOUGRIZA A —T%EE L Th b, Catalyst Center 7 7 A ¥ & /data/tmp /S—7 4 =3
(A A=V &dins LET (SCP £721% SFTP #EH)

AT T2 Catalyst Center 7 7 A XA A —V&H5E LI-t4I%, SHA BGEZ FFEFEITL T, 7 28R TT 7 A LD
BHLTWRODNE I PERRLET,

3/—FUOSRRICETHEEEIE

ATv 1 37— K Catalyst Center 7 7 A X DAL, catalogserver i8N v RBFEATINTWNWD /— Rl bin 7 7 A V%
a—LET,

ATFYT2 HEa TP —R—NETENTNDE/—FDIP T FLAEHERT DL, OEH AT LET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-7.1

ZETT X vy TEM : 232x 55 233x F1=F234x |
B srusrrroes

magctl service status catalogserver | grep Node:

ez, BAFRDO X IR £,

S magctl service status catalogserver | grep Node:
Node: 192.192.192.72/192.192.192.72

[Thu Mar 19 22:59:48 UTClmaglev@192.192.192.68 (maglev-master-192-192-192-68) ~
$

ZOHFITIE, bin 7 7 A /LA 192.192.192.72 @ /data/tmp /N—T 4 T3 LAl a b —LET,

N F)T7A4ILDELT

AT v F1 SSH %f#f] L T Catalyst Center 7 7 A X2/ A LET,
ATvT2 koavwy REANLT, FATHRZBINLET,

chmod +x <uber-bin-file>

ATY T3 kOa<v REANLT, XA TV 77 A VEFITLET,
sudo ./<uber-bin-file>
Zoavy ROWFTkoLBY TT,

$ sudo ./<bin-filename>.bin
[sudo] password for maglev:

Welcome to DNAC offline update

Please provide your credentials to get started
[administration] username: admin <Catalyst Center login/password combo>
[administration] password for admin: <Catalyst Center password>

RTYT8 RATF VT 7 ANEFLTTDHE, VAT LARBIOT 7V r—varv v br—yoa—ah¥a 7 BZEH
SENFET, bin 7 7 A NABIEFITEIT SN2 Z & Z 737 [Installation SUCCESSFUL] A7 — X A A vt —TU %
RoFET,

7 77 7 A )L <bin-filename>-install.log % B35 Z & T, 7R ADIBED AT —X A% B TX ET,
MBS UC, /var/log/offlineupdates/ 75 12 7 ZfEgR 95 2 & H TEX EJ,

al cotalog server

foffline-updates

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K



| BEx7xvy TEM : 23255 5 233x F121$ 234x

+7541 E5H0Er ||

754 VEHDOET

Cisco DNA Center 2.3.2.x £7213233x 225 234x 17 v 77 L—FR+251ci%, U TFOFIEL
EITLET,

ATYT1 ATV T 7 ANVNERICFATENTZ O, RERNyF oA VA =L LET,
EER A7 v7 1 2320 £RE2321 0067 v 77 L= RELGEICORFHTY, 2323007 v

b)
<)

d)

T LU= RTL5EI1E. ZOFIEDRT v 7 26O TS,

X ® URL 7>5 CSCwh00526.sh.zip DR — /L a ' —% X 7> a— KL%, https:/software.cisco.com/
download/specialrelease/46a2ecbbe1219e5184d0094771637b2a

zip 7 7 A WVEFRR L E T,

ssh maglev@cluster's-IP-address:/data/itmp =~ > R4 %E{T L C, 7 7 A /L CSCwb00526.sh % Cisco DNA
Center 7 7 AZ|Zab—LET,

WDa~y REFITLET,

sudo chmod 777 CSCwhb00526.sh

sudo bash CSCwb00526.sh

magctl appstack status| grep catalogs =~ FAZE (T LT, AF 7P —EARFTINTNHLZ L%
B LET,
HAOZZRULET, ROFDI IR 7,

$ magctl appstack status | grep catalogs
maglev-system catalogserver 1/1 Running

2T w72 Cisco DNA Center GUL {2 71 > LE,

RT9T3 EEBCHDZA=a—TAar%7 ) v 7 L TRERER L ET : [System] > [Software Management] DJIEIZ
HIRL £,

AT v 74 [Software Management] 7 1 > K7|Z, Catalyst Center <version> 2MEH F[RETH D Z ENFREINDH Z L &
iR LE7,

AT w75 [Installnow] 7 V v 7 LE7,

AT 76 Cisco DNA Center DHH[TF = v V52 T4, [lnstalll] %27 V v 7 LET,

ART9 Tl 7Ty 7 7 L—RD5 7#, [Currently Installed Applications] U > 7 %227 Vw7 L, £7 7V r—a v RNE
Nz L af LET,

PSIRT XX v >DFLyIINv I DEFH
FLYDINYIDATSAEH

F7T7A4 T Ly PRy 7 OEFITIE, ROFIENZENET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://software.cisco.com/download/specialrelease/46a2ecbbe1219e5184d0094771637b2a
https://software.cisco.com/download/specialrelease/46a2ecbbe1219e5184d0094771637b2a

BEI7Xvy TER  232xH 5 233x £h=1£234x |
B - rosyon—¢

1. FLoIoRXw Ty A0 BT a— RLET,
2. USB 7213 FDMOERIERIEER AT A TIZ 7 7 ANV BT AR— M LET,

3. 7 Xy v 7T /3A AD Catalyst Center (27 7 A /L&A »R—hkLET,

J74ILOFHoO0—FK

ATy 1 #fRIN AR Y (Chrome % 7213 Firefox) OWFNnEHERA LTS Z L 2R L £,
AT9 T2 ROV 7R L TH e — REfRLET,

https://tools.cisco.com/cscrdr/security/center/files/mre/mre_workflow_signed.tar.gz

USB /=X ZDMDEEFIBEIL A T 4 TADI Y AR— b

AT TN 77 ANN targz B THDHZ L aMERLET,
ATy T2 #orou—KRLiE77A40% USB (71320 AT 4 7) [k LET,

Ao — KL 74 ILDOHESR

RN—Z L TREEIN DV R aDBLMFEE SHASI2 F = v 7 AL T, Fora—KL
7oA A=V OB LET,

ATY Tl (A7 ay) SHARIEZZEITL T, REeRFZvrn—RiIZEko TS F U A A—=URHE L Ty
MEMHRLET,

OSIZG LT, ka<y RoWwedFnnz AN LET,

e Linux :

sha512sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows |ZIFHLAIAHL DT = v 7 bhax—T 4 VT 0 13H Y FHAN, certutil V—/VEfERH TX
S

certutil -hashfile <filename> sha256 | md5

W &R L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K


https://tools.cisco.com/cscrdr/security/center/files/mre/mre_workflow_signed.tar.gz

| BEx7¥ry TEM : 232xH 5 233x £1=1£234x

ATy T2

et RIRORFOKV 77 Losy o—F [}

Windows Tid, Windows PowerShell Z#fEH L CTH¥ A V= A MEAERTHZ B TEET, RICHEZRLE
ﬁ—o

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN

Algorithm Hash Path

SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN
FfTLica~vr FolheEFvra—RLESHAS2 F =y 7 A7 7 A VR LET, 2~ KED
B LBRWGEER, XM FTIVAA—VEREXY  a—FL, b9 —FE@yha<~r REFETLET,

FNTHHADR—FH L WEEE, YA atR— MZBfWEbELTEEN,

BLEMER L, "M TFTUVAA—UREROLDO Ty AaMTHLZ L 2B LET,

openssl dgst -sha512 -verify cisco_image verification key.pub -signature

signature-filename Catalyst-Center-image-filename

Z M =a~v RidMac & Linux Ol 5 OEREETEMEL £7, £720penSSL &1 A h—/L L TWRWEGH
Windows CTiIZ& 72— KL TA VA =L TH0ERHY £7,

NAFVAA=UNERTHIUL, Zoa~xwr REANTBHE, VerifiedOK] £V 9 A v E—TURER
SNFET, TORXAvE—UNRFRINBWVERIT., XM T VA AT EA VA P—LET, VAIHR—
MZBRWEDLEL &V,

TEMRIIADRFDKGY 77/ )ILDF o oO—K

&

ATy T2
ATvT3

SEERMEOKIEIZMERT 5 KGV 77 A Ve Xy ra— KT 5120, WOTFNEEZFETLET,

AVHE—=Fy NIT IV BATEBT/NA ZA&EMHA LT, & URL 25 Cisco KnownGoodValuestar KGV
Ty ANEZ Yy a— KLET, httpsi/tools.cisco.com/cscrdr/security/center/files/trust/Cisco
KnownGoodValues.tar,
ZDT77ANE, TT XY v TBREDA ML —U AT 4 7 ETIET A A AR LET,
=7 X+ v 7 Catalyst Center 7 7 AKX T T IV TT IV RATEBLT AL AEFEHLTC, 77 A V&AL
R—RrLET,
a) Catalyst Center 7 7 A% C, RO URL #7 7 VW T & £

9, /dna/systemSettings/settings?settings-item=Integrity VerficationSettings,
b) [Import New from Local] & &R L £,
) AT v 71 THUu—RLEKGY 77 A VEAR—KLET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/get-filehash?view=powershell-7.1
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s 1 &

ZET7XvvITRER: 222xF=15223x
i 2.3.3.x

¢ 222X £771%223x 005 233x (37 —2)






4.
=% =R

222X £1=1F223x Hh 5 23.3.x

« Catalyst Center ISO A A —U B DOFHA A h—/L (37 X—)
« Catalyst Center /XA 7 U A A= bOEF (42 X—)
«PSIRT AF ¥ > DF Ly P8y 7 OFH (47 ~<—)

Catalyst Center IS0 1/ A —U Mo DFFRA VR F—JL

2942 ARA =)L) —9 70—
47 A @ Catalyst Center DA > A b —/ L2, ROFIENEGENET,
1. A A=VEXYEB—RLET,
2. Xorua—RLE7Z7ANVEHRBLET,
3. 7—DIHREZ2 USB K74 7 HAER L 7,
4. Catalyst Center ISO A A —V % A VA h—/L LET,

ol

Catalyst Center 777 4 7 U A& a& & LET,
6. FIHERELTET LET,

7. 73 A BULA IZRIE L £7°,

8 77V r—varkEA L AM—LLET,

A A—=ODEova—F

BEEFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £94, FDH%,
TACDOHBENR, P AaDT 7 A NP ==L F VA A=V % F T a— RRT572D0
TR AMELE FIEERME L ET,

ATV A2 —Fy MEETT 7B RAAEERAaD T 7 A NV —R_R—=lzua s/ A4 LET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



BEI7Xvy TEM  222x £121F223x 5 5 233x |
B 7okl rromn

ATY T2 HBESNZHFTND Catalyst Center /341 F VU A A— (bin) 22XV rmn—RRLET,

RATY T3 BAMGEH D A 2% — (cisco_image verification key.pub) # ¥ 7o m—RLET,

ATV A A= XFaT Nyia TAITY XA (SHAS12) Fxv I/ VA7 7 ANV EE T n—RLET,
ATVTE N FVAA=TDELT 74 (sig) ¥ Vrr—RKLET,

Ao —KLE774ILDOHESR

R—HILTREESN D RAaDBLREHE L SHASI2 F = v 7Y L&A LT, Furua—FRL
oA A=V DM MR L1,

ATy Tl (A7 ar) SHARGEAZFATL T, R Z 7 rn—RIZEo TS F U A A=V EHE L T/
MEERLET,

OSIZIE LT, oa~<wy ROWTNAEZ AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (V3L AAZL DT = v 7 ba—T 4 U T 4 13H D FHAMN, certutil V— L EEHTE

£75
certutil -hashfile <filename> sha256 | md5
I~ L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows CiE, Windows PowerShell Z#fH L TH# A V= A MEAEKTHZ B TEET, RICHEZRLE
KR

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN

FEIT L avry RO ¥ a— RLESHASI2 F oy 7 A7 7 A VB LET, =2~ RHEH
N LRWESIT. XM FUVAA—VEFEXY ) a— KL, b9 —E@EY o~ FE2ETLET,
FRNTHHAIR—FHLABWESIE, Y2 atR— MIBMOWEbhELTFEN,

ATV T2 BEEHREL, mSMTIVAA—UNEROBED T A THLZ & 2FHELE T,

openssl dgst -sha512 -verify cisco_image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

Z Oz~ RiEMac & Linux Ol 5 OEE CEIEL £9, F72O0penSSL Z A A h—/L L TWRWIGH,
Windows ClZZ 7o —RLTA VA M—NLTEHMLERHYD 9,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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J—rakeruse K51 Jokn [

NAFVAA=UNERTHIUE, Z0a~vr ReEANTDHE, [Verified OK] W) A v —URFER
ENFET, ZORAvE—IUBRERENRVEEIE, S F VA A—T %A VA P—AEF, VR aPR—
MZBRIWEDbEL &N,

J— hAEIREZR USB K5 4 T DERL

CiscoISO A A—V XU —RNLIZ L% LT b, Catalyst Center [SO A A —T %5
te7— MNAIRBUSB R7 A 7 ZAE L E 7, FEMIZ OV TIL,  [Cisco Catalyst Center
Second-Generation Appliance Installation Guide] @ [Prepare the Appliance for Configuration| D%
@ [Create a Bootable USB Flash Drive] @ ht& v 7 &R L T E &0,

Catalyst Center IS0 £ A — DA VX b—JL

ATy I
ATy T2
ATFvT3

RTvT4

ATy TH

ATvT6
ATy T1

Catalyst Center ISO A A —V % 57— MA[EEUSB RIA 74T 7T A4 7 L AIZ#HFE LE T,
CiscoIMCIZm A > L, KVWMEv ¥ a &L ET,
TTITAT o ADOE R EZBEANEILITHERALET,

« T TAT U ANBITEFRIT SN TR W EIZIX, [Power] > [Power On System] # 8&R L £ 77,

T T TAT UANT TIZFET SN TV DHEAIZIX, [Power] > [Power Cycle System (cold boot)] % &R
LET,

FRENT=HRY T T v T I 4 RO TYed 22V w7 LT, $— ST 74 a v 2FTLEH L LT
W5 & EHERLET,

VAapnIARNERENTZE, F6 F—ET 7, [KVM] A ==—7/5 [Macros] > [User Defined Macros] >
[F6] # BN L ET, 7— F TS AR = —BNERINET,

USB R4 7 2@ L TH 5., Enter 2L £,
[GNU GRUB] 7' — hm—4&—17 ¢ > K7 ¢, [Cisco DNA Center Installer] 2% L. Enter 247 L £,

GE) 30 BPLUNIZEIR L 2020 72856, 77— hr—X =2 BEIUIC Maglev 1 VA b—TF 2B L ET,

Catalyst Center 7 754 7 >V AMDEXTE

CatalystCenterISO A A —3 DA VA M—ANRETTLHE, A A =T 7—hFL, Maglev
REV AP — ROYHBEIREET, Ry NV—V CHEMERT LT 774 T U AEZRET
D121, MONTNNOHE TP SN TWDLFIEEZETLET,

* Maglev # 7 « ' — R&E 3 55A1%.  [Cisco Catalyst Center Second-Generation Appliance
Installation Guidel| @ TConfigure the Appliance Using the Maglev Wizard] Z &M L T 72X
AN
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44 FTUT56 AT T T ITAT AERRET HIZOILT T VP R—ZAOMHRY 4 Y — Fafll
M3 5845 1%. [Cisco Catalyst Center Second-Generation Appliance Installation Guide] @
[ Configure the 44/56-Core Appliance Using the Browser-Based Wizard] #Z ML T 72 &0,

N2 AT T TIIAT UV AERET DICDICT T UFR—=ZADMHERT 4 F— N2 25
&%, [Cisco Catalyst Center Second—Generation Appliance Installation Guidel] @ [Configure
the 112-Core Appliance Using the Browser-Based Wizard] &M L T 7230,

NHREDNSE T

ATvF1  CatalystCenter 7 77 A T L ADY 7T — R NET LI2b, 77 UHE2EELE9,
RTw T2  HITPSY/ EFRET vt ADH%IZHE R X7 Catalyst Center GUIL D TP 7 K L 2 %] L T, Catalyst Center
GUIIZT 7 AT HHRANIPT FLAZALLET,
IP7 RLAZATTDHE ROVWTNDDA v E—VRERRENET (TITUVFICL-TRRYET)
* Google Chrome : ¥ktD 77 A N —F RSN EEA

e Mozilla Firefox : #%4& . A%t %2 VT 4 U A7 NRODADEBIEH RN H V 3

ATV T3 Avb—VZEHLC[HMBARTE (Advanced) 1227 U v 7 LET, RORA v b= NFRENET,

'(}oogle(jhronne: This server could not prove that it is GUI-IP-address; its security certificate
is not trusted by your computer's operating system. This may be caused by a misconfiguration

or an attacker intercepting your connection.

* Mozilla Firefox : someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust GUI-IP-address because
its certificate issuer is unknown, the certificate is self-signed, or the server is not sending

the correct intermediate certificates.

ZIHLIEAYE—UREREINLDOE, 2 ba—FRHCBAEHELHEH L TN D729 TY, Catalyst
Center COFEAZEDMH 7152 oW TiX,  [Cisco Catalyst Center Administrator Guide] ¢ [Certificate and
Private Key Support] DIEZZMR L T 7EE 0,

ATy T4 RAoE—VEEHL ROWTIhIPEFETLET,
» Google Chrome : [Proceed to <GUI-IP-address> (unsafe)] Y > 7 %27 U v 7 LE7,

* Mozilla Firefox : [\) A9 %32 L T#i179 % (Accept theRisk and Continue) | #7 U » 7 L £,

[2 274> (Login) ]Catalyst Center 7 4 > RUNFKRIINET,

AT w75 [Login] 7 1 > K7 C Catalyst Center D% ERHIFRE L2 EH L —V—4 (admin) &/"AT— K& AT
L. [Lognl 27 Vv 7 LET,
[BF4 D)ty b (ResetLogin) |7 4> RUNFRENET,

ATYTE6  HNRRAT—=REAN LT, A= "—a—PFHEREZFOEHEDOH LVWRAT — R A L CHER
L. fR%E (Save) | 227 U7 LET,
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7131 ZEA~ORE |

[Cisco.com ID DA A (Enter Cisco.comID) |V 4> RUNRFKRINET,

ATvT17 (ZOFNEZAX » ) CiscocomL—HF—D2—HF—Z L XZAT—RKEAHLTHL[Next] 27 U v 7
LE9, Ciscocom L—H a7 A UNEEHOD Cisco A~— K TH U b a—Fuarsfrbt—FLn
AlZiE, [AR—FTF7 A2k (Smart Account) | 7« > RUBNFRENET,

ATvT8 (ZDOFNEITAF ) [Smart Account] 7 « > RURFRINTZHEITIE, MEOA~— b T BT b
DA—P =L ENAT—=REANTDEN, MET2V 7% )7 LTHLWAY— T HT L b
fAEES, BTLEL[RAN (Next) 1227V v 7 LET,

[[P7RLRAYRX—T ¥ (IPAddressManager) | 7V 4 > RURERENET,
RT9T9 MEBIESIP 7 FLA~F—V % (IPAM) ZfH L TV AEAICIE, RO TFIEEZETLTHE [RA
(Next) 1227 VU w27 LET,
« IPAM — D4R & URL 2 A LET,
=D T I B RN g — YL ENAT— RE AT LET,
« fEHH D IPAM 71 /3 A % — (Infoblox 72 &) Z IR L E 7,

« Catalyst Center CHEH T DFIHFIRE/R IP 7 R L ADFFED B 2 —% [PAM H— /17 —Z X— 2 Tj
RLET,

[FaFx Y —/ADAH (Enter Proxy Server) | 7«1 > RUBRFRENET,

ATV T [Next] #27 VU w7 LET,

V7 R x=T7®O[EULA]l ¥V 4 v RUNRKRRSNET,

ATYFTNM [RN (Next) |22V w7 LT, Y7 hU2T DTy Ra—P T4 ABKEICHELET,
[EHTT (Readytogo!) | V1 » RUBEKRINET,

ATwF12 A3 TiE, [UserManagement] U > 7 %2 U 7 LT, [UserManagement] 7 4 > KU ZFERTHZ L%
HELELCET, B (Add) ] %727 U w27 LT, # L\ Catalyst Center = —H OB MZBIG L 9, #
LWa—HFDLRTENRAT—RE2 AN L, 2—HFou—L 23R L6, fBF (Save) |27 U v L
TH LW —FZ2IER L ET, PIHREBOH L2 —F+_XTRBIENS LT, LEIZSELTIOF
EZ#DIELET, v hU—7FEHE 12—/ (NETWORK-ADMIN-ROLE) % ffoa—H%&/b7< L
1 AMERL L TL7Z &0,

TI31 X EULA ~DRE

AT w1 CatalystCenter 7 7 AXIZu /AL, T4 L7 M) EZHBMOEFNIEF LET, RICHZRLET,

$ cd /mnt/install-artifacts/eula
$ 1s
finalize offline installation-1.3.0.147.bin

RTYT2 HEREERELET,

$ sudo chmod 755 finalize offline installation-1.3.0.147.bin
[sudo] password for maglev:

ATFY T3 koa<wr FEAHLET,
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B 75— avorozr—n

$ sudo ./finalize offline installation-1.3.0.147.bin -Y
-Y 5%, CatalystCenter ¥ 7 b7 =7 74 B A EULA IZRETHZ &L ET,

() Catalyst Center GUI 0 [Design] > [Image Repository] CTix, o A —3® EULA 35| & & RE SN T
WRWERRENETH, ZHUITHIESNDZ L THY, HEERNREEIIH FHA,

TFIYUHsr—3>DA R M—)L

ATy T

ATy T2

ATy T3
ATvT4

ATy TH

AR DX 27 58T 9% & uberISOIZEHDOT 7V r—varPu—RFSATHWLHDT, A
YA N=NVTORERDHY £,

EEBIZOIA=a—T A% 7Y v 7 LTREEIRL E7 : [System] > [Software M anagement] DJIAIZ
IR L E9,

GE) Z OFEEA T, Catalyst Center (2 X > THEGMET = v 7 WEITSINE T, HEFICHEDR S D54,
[Software Management] 7 -t > R IZ, BUEFIHAIREZR T 7Y r— a VEFNIR TR ENEF A,

TV = a VEHBPFAFRRGSIE. V4 RUD TFEHICERINET, ROWVTNNEFEITLE
R
cFIHARER T RTCOT IV r—a VEHEA VA M= T DT, [Select Al YV > 27 %7V v o L
7,
AL DT TV = a U EFEA A M= T BT, U TETF 2y IRy I AEF AT LE T,

CE) WHDOT7 7 AN A XBIOHIGT D7 7Y r—a COfHERGAZRT AT A4 R4 oA %
BA<IZIX., £ D [Moredetails] V> 27 %27 U w7 LET,

[Install] 227 U » 7 LE79,

Catalyst Center (Z X DIKAFEIRDOTF = v 7 358 T L1 H . [Continue] 22 V v 7 LET,

HHHOET TV r—>a OBITRUAS=0BT 4 FUICERRENET, $TXTOEHFRA R b=
SN & [Software Management] 7 o > RUMNEH I N E T,

[Currently Installed Applications] V > 27 %27 U v 7 L, BRLET 7V r—Ta UREHFIATNDZ L%
el LE7,

Catalyst Center /N1 1) 4 A —TU ML DEFH

bS53

A A h—LiEHD Catalyst Center DA AKX L A% T v 77 L— KT BHE1Z, IROBIHRSE
ERERLET,
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+754  EHI—v 70— |}

« Catalyst Center |21 > % —X > MERNRNZ L 2R LET,

» SUPER-ADMIN-ROLE #E[R % £f-> 2 — % — D73 Catalyst Center DY 7 b7 =7 E iz F
T2 emTEET,

Catalyst Center 7 — X X—ZADNy 77 v T HER LET, o277 v 7 OEKRTFIEIZD
WX, [Cisco Catalyst Center Administrator Guidel| @ [Backup and Restore] D #: % [
LTLIEENY,

Hon— RIERAEEZR cisco.com 22— —T H 7 hD2—F—4Z L XA T — R H
B &, AR ciscocom 2 —HF—T v MEERATE £,

Ty 77— R u Ao k2R D Y TES, BT E TIT6RFRILL LD AT
REMENR DD £,

77— R ak AHX, Catalyst Center £721XEDT 7Y Fr—3 3 R0V —/Lfii
MIETEDZTEIT TS IZE 0N,

T A AT IZOWTIRORNEAED - SN TND Z & 2R LET,
IIN—=T 4 NIEEHEEN2GB U EHDH L,

o /data /N—F 4 a3 TZEEFEINA35GBLLEH Y . FHENT0% LT THDHZ &,

df -h =z~ REHLT, T A7/ EZHRLET,

$ df -h

Filesystem Size Used Avail Use$% Mounted on

udev 126G 0 126G 0% /dev
tmpfs 26G 14M 26G 1% /run
/dev/sdb2 29G 23G  4.5G 84% /

tmpfs 126G 0 126G 0% /dev/shm
tmpfs 5.0M 0 5.0M 0% /run/lock
tmpfs 126G 0 126G 0% /sys/fs/cgroup
/dev/sdb3 29G 44M 276G 1% /install2
/dev/sdb5 374G 99G 256G 28% /data
/dev/sdb4 9.3G 601M 8.2G 7% /var
/dev/sdcl 420G 1.4G 397G 1%
/data/maglev/srv/fusion

/dev/sdc2 1.4T 416 1.3T 4%
/data/maglev/srv/maglev-system

/dev/sddl 3.5T 243M 3.3T 1
glusterfs-server.maglev-..ault _vol 1.47 54G 1.3T 5
/mnt/glusterfs/default vol

[Fri Jan 10 18:59:27 UTC] maglev@10.82.128.100 (maglev-master-10-82-128-100) /
$

o

/data/maglev/srv/ndp

o

storage validation failed =7 — 23542 L 7285513, Cisco TAC IZBHWEbhE < 7E &0y,

Catalyst Center D% 7 12— N B F72idA A b= /L FRIERM S OB TR L7255
A, FlEZLTHRITLTIEIN,

IS4 VEHT—I 70—

47 A @ Catalyst Center D FHHI1X, IROFIEREFEET,
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1. =7 Xy T7 A4 VFHAOAA—JIZT 78 ATHE200D TAC Y 7 = A K Z24TW0
iﬁqo

2. VARADT 7 A )Y —3—/»D CatalystCenter /N1 F U A A—V&EF 7 a—RLET (A
VE—=FRy bADT TR APMETT) |

3. Aurua—RLIEAA—VORERE WA LET,

4. Fourma—RLEAA—V%, BEXa TR T ¥ v v 7B O Catalyst Center 7 7 A X |Z
Rk LE7,

5. Catalyst Center 7 7 A ZZ SSHHEfE L, AT U ZFEITLET,

6. CatalystCenter GUIICR 7 A > L, VAT LADOEFHETFV r—a VOFEHEZFEITLE
R

A A—TOEFHroO0—FK

BEREFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £9, D%,
TACOHBENR, S AaDT 7 A NP —_R=NERXLF VA A—=T 5 E T a— RT57200
T AMEE PIRERA L ET,

ATFYT1 A H—Fv MEHTT /B AARER Y A aD T 7 A NP —N—jca A LET,
ATy T2 SRAaDT AN —R—nHf A=A T a—RLET, 2T A A—VDOEF=2T Ny o
TNaY XL (SHAS12) Fozv I VA7 7ANNBEENTWET,

AooO0— KL 74ILDMESR

R—Z L TREIN AV R aDZLMEEL SHASI2 F = v 7 AL T, #7rae—KRL
oA A=V DR L1,

ATV SHARGEAZ FITL T, AERRF T a—RILo TS T UA A=V L W R0V E iR L E
D

OSIZIEL T, O~y ROWTNAZEZ AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (Z13F = v 7 L= —7 ¢ U T ¢ BDRHIFAENTWERAN, hitp://www.microsoft.com/
en-us/download/details.aspx?id=11533 C Microsoft D—7 4 U7 4 %A L A h—/L TEXFE7,
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| BEx7xvy TEM : 222x F1=(3223x H 5 233x
Catalyst Center ~ 7 7 1 JLDExi% .

ATwFT2 o< NS (F721F Microsoft Windows = —7 U7 ) % SHAS12 F =y 7V L7 7 A/ EHERLF
T, I FHEIR—H LB WEREAIT, MM F VA A—VEFHEFY o—FRL, b)) —Euwbllia<xr
KEANLET, ERNTHHIDR B LRWGEIE, YA aFR— MZBHWEDELITZIW,

Catalyst Center ~D 7 7 1 JLDERI%

ATYT1 FR=FINTWD T 7 A /VHRIEA =X 5 (SCPE72IESFTP) LT, FUvrm—RLjcAf A=Y
% Catalyst Center 7 7 A % & /data/tmp /X—F (3 a3 2zt L4, USB 2HT 2581, =7 v v
T3y NU—TNOUGRIZA A —T %5 L TH 5, Catalyst Center 7 7 A X & /data/tmp /N—7 =3
(A A=V &fmk LES (SCP £7213 SFTP #£H)

AT w72 Catalyst Center 7 7 AX A A — TV Zlinik L2141, SHABGEZFHEERITLC, 702 v A TT 7 A /LM
AL TWRWNE I AR L ET,

3/—KO9SRAIZEET HEEEIR

RATw 1 3 /— K Catalyst Center 7 7 A ¥ DA X, catalogserver 7K v RWETIN TS/ — RiZbin 7 7 A V%
ar—LET,

RT9T2 NEaT7Hh—n"—PETINTND ) —RDOIPT RLVREZMERT DI, WOLHITATLET,

magctl service status catalogserver | grep Node:

7=e2iE, WAoo Loz £,

$ magctl service status catalogserver | grep Node:
Node: 192.192.192.72/192.192.192.72

[Thu Mar 19 22:59:48 UTClmaglev@192.192.192.68 (maglev-master-192-192-192-68) ~
$

ZOFITIX, bin 7 7 A /L% 192.192.192.72 @ /data/tmp /X —7 4 ¥ 3 LAl —LET,

INATFT V) IT7A4ILDELT

AT w1 SSH Z{#f L T Catalyst Center 7 7 A Xz 7 A > LE7,
ATV T2 koa~vr REANLT, FATHERZBIMLET,

chmod +x <uber-bin-file>

ATFYT3 kOa<w REANLT, "M F U 77 A NVEFEITLET,

sudo ./<uber-bin-file>
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B o5 mp0xs

RTv74

Zoavwy ROWHIRO EELBY TH,

$ sudo ./<bin-filename>.bin
[sudo] password for maglev:

Welcome to DNAC offline update

Please provide your credentials to get started
[administration] username: admin <Catalyst Center login/password combo>
[administration] password for admin: <Catalyst Center password>

RAFVT 7 ANEFITFTEHE, VAT ABEOT 7V s a vy = 0Oua—H A Hh 5 7 8 E
SNET, bin 7 7 A ANEFICET SN72 2 & &7 [Installation SUCCESSFUL] A7 — % A A vt — %
RO E9,

1 77 7 A )b <bin-filename>-install.log % 1B 35 Z & T, 7B ADBIEDO AT —X A% B TE £,
MEZS U T, Ivar/log/offlineupdates/ 726 1 7 i35 Z &L & TE £,

754 VEFORET

&
ATy T2

ATvT3

Z OIEIL. Cisco DNA Center 2.2.2.x F721%2.23x 015 233x 127 v 77 L— T80
A I NET,

222x L VETOV UV —RAZFEH L TWAEEIX, ROFIEZFETTHE0IC, D7 & 222X
WETT 7T L—RTAXERHY £97,

NAF VT 7 AIVPIEFIZFELTSNT= 5, Cisco DNA Center GUI (2R 7' A > LET,

EEBIZOIA=a—T A k7Y v 7 LTREER L E7 : [System] > [Software Updates],

[Software Updates] 71 > RUIZV AT AHEHBFRREINET, [EH (Update) 1227 Vv 7 LET,

VAT AEHFO5E T, Cisco DNA Center2.33x 7 7V r—2a Xy r—T% A VA M=V LET,

a) ELEMICOIA=2—T A a2 ) v 7 LTREZZERL 7 : [System] > [Software Management] ™
JIEIZ IR L E 4,

b) [Software Management] 7 «f > K 7T, CiscoDNA Center2 3.3 x MEHAFRETH D Z ERFRRINFE T,
[Installnow] %7 U v 7 L£7,

c) Cisco DNA Center DFRF[F = v 752 T#, [Install] 7 UV v 7 LET,

d) FFvar) [ViewDetails] Vo727 U7 LT, A VAN VHOT IV r—a Ry r—y
% —WE 3~ Dslide-in pane & B & . PRI E R R L ET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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PSIRT 2%+ o0+ Ly kv s 0ES [

e) [Currently Installed Applications] U > 27 %27 U7 L, &7 7V —va UREHINT-Z 2R LE
—éqo

PSRT XX >DFLyINNvyIDEH

FLYDNRYIDA IS4 VEH
FT7TA T Ly Ry T OFEFIIE, ROFIEREENET,
1. FTLyPRyIT7yANEHE T m—RLET,
2. USB £72I13Z DMOFRIEFREIR AT A TIZ T 7 A N7 AR —FLET,

3. =T Xx v 7T /A AD Catalyst Center |IZ7 7 A V& A R —FLET,

J74I)ILDODFHoO0—Fk

ATy 1 #EINAHmEBET Y (Chrome % 7213 Firefox) OWFNNEEHA LTS Z L 2FER L £,
AT9T2 ROV 7 HFRLTHE U e— REfBLET,

https://tools.cisco.com/cscrdr/security/center/files/mre/mre_workflow_signed.tar.gz

USB F =L ZEDMDELERREIL A T 4 TADIT Y AR— b

ATV TN T7ANMD targz B THLZ L 2B LET,
ATy T2 Foou—RLE77A4L0% USB (F7-13FDMDATF 4 7) IZHEELET,

I7 X+ v TT/34 XD Catalyst Center ~D A > 7R— k

ATYT1 USB&T A AITHFEALET,

AT w72 Catalyst Center GUl TA==a—T7 A a>%27 1 v7 LT, [System]>[Settings] > [Machine Reasoning].
AT w73 Catalyst Center (ZA > AR— b3 2I21L, [Import] 227 V v 7 LET,

ATy T4 USBMD targz 77 A VERIRL T v 7o — FLET,
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B =2usamossokw 77 L0488y 0—F

SEEMRITANDRITIOKGY 77/ I)LDOAHO— K

ATy I

ATy T2
ATvT3

SEEMEDOKFEZMEHT A KGV 77 AV a X v rn— K452, WOFIEEZETLET,

AV H—Fy NZT 7R ATELT A Z&MEH LT, & URL 75 Cisco_KnownGoodValuestar KGV
Ty ANEZ T a— K LET, https:/tools.cisco.com/cscrdr/security/center/files/trust/Cisco_
KnownGoodValues.tar,
D77 ANE, ZT XY v TREDA N —U AT 4 T EITT A AT ELET,
T7 ¥+ v 7 Catalyst Center 7 7 AXIZT T UWTT IV EATE LT NA RAEFEHLT, 774 VEA
AR—HFLET,
a) Catalyst Center 7 7 A% T, RO URL %7 7 U W TH & *

9, /dna/systemSettings/settings?settings-item=Integrity VerficationSettings,
b) [Import New from Local] %R L ¥,
c) A7 v/ 1 THue—KRKLEKGV 77 A /VvEA i R—FLET,
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% O

i

133.x DV 2.2.2.x

« Catalyst Center ISO A A —U b DOFHA A h—/L (51 <X—)
« Catalyst Center /341 7 U A A= bOEF (57 _X—)
*PSIRT AF ¥ DF Ly Py 7 OFEH (63 X—)

Catalyst Center IS0 1/ A —U Mo DFFRA VR F—JL

2942 ARA =)L) —9 70—
47 A @ Catalyst Center DA > A b —/ L2, ROFIENEGENET,
1. A A=VEXYEB—RLET,
2. Xorua—RLE7Z7ANVEHRBLET,
3. 7—DIHREZ2 USB K74 7 HAER L 7,
4. Catalyst Center ISO A A —V % A VA h—/L LET,

ol

Catalyst Center 777 4 7 U A& a& & LET,
6. FIHERELTET LET,

7. 73 A BULA IZRIE L £7°,

8 77V r—varkEA L AM—LLET,

A A—=ODEova—F

BEEFIZAa0T7 7 MELENTAC Y 7 X 2T OMERH Y £94, FDH%,
TAC O YEN, S 2adDT7 7 A NP —_R—n5IS0 77 A NV EF T a— RT572007
7w AL FIEERIL L E7,

ATV A2 —Fy MEETT 7B RAAEERAaD T 7 A NV —R_R—=lzua s/ A4 LET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}



BEIT7 vy TRE  133x b5 222x |
B 7okl rromn

ATY T2 HBESNZHFTD Catalyst Center ISO A A —3 (iso) #X4 7 u—KRKLET,

RATY T3 BAMGEH D A 2% — (cisco_image verification key.pub) # ¥ 7o m—RLET,

ATV A A= XFaT Nyia TAITY XA (SHAS12) Fxv I/ VA7 7 ANV EE T n—RLET,
ATVTE N FVAA=TDELT 74 (sig) ¥ Vrr—RKLET,

Ao —KLE774ILDOHESR

R—HILTREESN D RAaDBLREHE L SHASI2 F = v 7Y L&A LT, Furua—FRL
oA A=V DM MR L1,

ATYT1 (A7 ay) SHARGEZFEITL T, AR F 7o a—RiZE>TISOA A=Y E L TWhZgnny
IMEMERLET,

OSIZIE LT, oa~<wy ROWTNAEZ AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (V3L AAZL DT = v 7 ba—T 4 U T 4 13H D FHAMN, certutil V— L EEHTE

£75
certutil -hashfile <filename> sha256 | md5
I~ L ET,

certutil -hashfile D:\Customers\FINALIZE.BIN sha256

Windows CiE, Windows PowerShell Z#fH L TH# A V= A MEAEKTHZ B TEET, RICHEZRLE
KR

PS C:\Users\Administrator> Get-FileHash -Path D:\Customers\FINALIZE.BIN
Algorithm Hash Path
SHA256 B84B6FFD898A370A605476ACTEC94429B445312A5EEDB96166370E99F2838CRB5 D:\Customers\FINALIZE.BIN

EIT LIma~vr RO NEF T a— RLESHASR Fx v VB AT 7 AN EHEELEST, =~ FHEH
D= LBRWEAIE, ISOM A—VEHEFY a—RL, b)) —Eabiao~r FE2EITLET, £
THHINR—HELARWEGEAE, VAR — MTBRWADEL IV,

ATv T2 BLEWRL, ISOA A—UNEMHORGETHY L AafllThHhrZ 2R LET,

openssl dgst -sha512 -verify cisco_image verification key.pub -signature
signature-filename Catalyst-Center-image-filename

Z Oz~ RiEMac & Linux Ol 5 OEE CEIEL £9, F72O0penSSL Z A A h—/L L TWRWIGH,
Windows ClZZ 7o —RLTA VA M—NLTEHMLERHYD 9,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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ISO A A—UNEHTHIILX, Zoa~vwr REANTSHE, [VerifiedOK] &9 A vE—UNRERIN
F9, TORXA v EB—UNRFERENBWVESIT. ISOA A=V A VA F—LET, v RAadR— MIBH
WA DbEL XN,

J— hAEIREZR USB K5 4 T DERL

CiscoISO A A—V XU —RNLIZ L% LT b, Catalyst Center [SO A A —T %5
te7— MNAIRBUSB R7 A 7 ZAE L E 7, FEMIZ OV TIL,  [Cisco Catalyst Center
Second-Generation Appliance Installation Guide] @ [Prepare the Appliance for Configuration| D%
@ [Create a Bootable USB Flash Drive] @ ht& v 7 &R L T E &0,

Catalyst Center IS0 £ A — DA VX b—JL

AT w71 Catalyst Center [SO A A —V %G — NA[REUSB KI9A4 7% T 7747 L AZHH LET,
ATwF2 CiscoIMClzr A4 L, KVWMtE > arzthL 7,
RTYTI TTIAT LV ADOEREZHEANELITHERALET,

« T TAT U ANBITEFRIT SN TR W EIZIX, [Power] > [Power On System] # 8&R L £ 77,

T T TAT UANT TIZFET SN TV DHEAIZIX, [Power] > [Power Cycle System (cold boot)] % &R
LET,

ATV T8 FRENTEARYTT T4 RUT[Ye 27V v 7 LT, $—HHT 7 v a v mFTLES L LT
WHZ L EMERLET,

AT9FTE vRAapuANFRINTZH, F6 F—29 ), [KVM] A ==—7»5 [Macrog] > [User Defined Macros] >
[F6] # BN L ET, 7— F TS AR = —BNERINET,

ATYT6 USB RT7A 7T HBNLTHhH, Enter L ET,
AT w71 CatalystCenter U U —R(ZJ& T T, GNUGRUB 7 — b —H—7 4 > RUTROWT N EEITLET,

©222 L VHEIOV U —ADEEIL, [Maglev Installer] Z 3R L C Enter Z# L £,
« U U—2222LURDYATEL, [Cisco DNA Center Installer] % #&4R L C Enter 24 L £9°,

GE) 30 PLUNIZERIR L 2020 728, 77— b —X—BEIIC Maglev 1 VA b—TF 2B L ET,

Catalyst Center 7 754 7 > AMEXE

CatalystCenter ISO A A= DA L A M—IANETTDHE, A A =0 7— kL, Maglev
REY 4P — FOYIMEE AR E £, Xy NTV—V THEBEHT LT 7747V A%RET
HI21E, ROWTHNDOHTHHA SN TWD FIEEZ FETLET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}
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* Maglev #k 7 « %' — R &3 554 1%.  [Cisco Catalyst Center Second-Generation Appliance
Installation Guidel] @ [Configure the Appliance Using the Maglev Wizard] # & L T 2 &

Wy,

44 FTUT56 AT T T ITAT ABRRET HIZOILT T VP R—ZAOMHKLY 4 Y — Fafll
A3 584 1%. [Cisco Catalyst Center Second-Generation Appliance Installation Guide] @
[ Configure the 44/56-Core Appliance Using the Browser-Based Wizard] #Z ML T 7Z2& 0,

MR AT T T ITAT U AERET DO T T IFR—=ADERY 4 ¥ — REEHNT 25
&%, [Cisco Catalyst Center Second-Generation Appliance Installation Guidel| @ TConfigure
the 112-Core Appliance Using the Browser-Based Wizard] &M L T 7230,

NHREDNSE T

ATv 1 CatalystCenter 7 77 A T ADY 7T —IWRET LTz, 770V EEELET,
RTw T2  HITPSY/ EFRET vt ADH%IZHE R X7z Catalyst Center GUI D IP 7 K L 2 %] L T, Catalyst Center
GUIIZT 7B AT HHRANPT FLAZALLET,

IP7 RFLAZANT DL, ROWTNNDA =V RERINET (TT7UFICLoTRRY ET)
* Google Chrome : #ktD 77 A N — 3 R#EINETEA

* Mozilla Firefox : %45 : 5% X2 U T 4 U A7 BREODDELENATREERH D £

ATV T3 Avb—TVZEHELC[HBARTE (Advanced) 1227 U v 7 LET, ROA v b=V RNFRmENET,

°(}oogle(3hronne: This server could not prove that it is GUI-IP-address; its security certificate
is not trusted by your computer's operating system. This may be caused by a misconfiguration

or an attacker intercepting your connection.

* Mozilla Firefox : someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust GUI-IP-address because
its certificate issuer is unknown, the certificate is self-signed, or the server is not sending

the correct intermediate certificates.

IIHLIEAYE—UREREINLDOE, 2 ba—FRHCBAEHELFEH L TN D729 TY, Catalyst
Center COFEAZEDMH 712 oW TiX,  [Cisco Catalyst Center Administrator Guide] ¢ [Certificate and
Private Key Support] DIEZZM L T 7Z S0,

ATV T4 RAoE—VEELHL ROWTIhIPEFETLET,
* Google Chrome : [Proceed to <GUI-IP-address> (unsafe)] V > 7 %27 U » 7 LET,
* Mozilla Firefox : [ A9 #IBf2 L THifT9 5 (Accept theRisk and Continue) ] %7 V v 7 LE T,
[2 274> (Login) ]CatalystCenter V4 > RUMNFKRINET,

ATw 5 [Login] ¥« > K T Catalyst Center D% ERFIZFHTE LI EHL2—Y —4 (admin) & /XAT— K& AT
L. [Loglnl 227 V> 27 LET,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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[BF142D)ty b (ResetLogin) |7 1> RUBRFRENET,

AT9FT6  HWSRRAT—REANLTHDL, A= "—a—PHEREFFOFHEOH LWV AT — K& AJ) L THER
L. [R%E (Save) | 227 Vv 27 LET,
[Cisco.com ID WA H1 (Enter Cisco.comID) 1V > RUBRFREINET,

ATvT1 (ZOFIEFAF » ) CiscocomL—H —D2—HF—4 LXZAT— K2 AL THD[Next] 22 U v 7
L%, Ciscocom —¥ 127 A VNEEHOD Cisco A~—h THhHU v b a—Va s &—&HLRNWE
AlZIE, [RR— b7 A2k (Smart Account) |V 1> RUBRFERENET,

ATvT8 (ZOFNEIZAF » 7)) [Smart Account] ¥ ¢ > R U MNMERINTHEIZIX, MHEOA~— T b
Da—P—HENAT—REATTTHN, T2V 22707 LTHLWAY— K T U b
BlExEd, FTLEL[RN (Next) 122Uy 7 LET,
[IP7 FLRAYA—2+ (IPAddressManager) | 7V« > RUuRFERENET,

RAT9T9  MEPINHBIP 7 RL AR —V % (IPAM) ZfH L TV AEEICIE, ROTFIELZFEITLTHD [RAN
(Next) 1227V v 27 LET,

o [PAM Y — "D Fi& URL Z AN LFET,
« P RADT I B AN FE R — L L AT — RE AN LET,
o fEHH D IPAM 712 /31 % — (Infoblox 72 &) ZFH|IRNL E T,

« Catalyst Center CHEAT HFIHAIEEZR IP 7 KL ADRED B = —% [PAM H— /7 — X X— 2 Tk
RLUET,

[FRaFX Y —/"DAH (Enter Proxy Server) | 7 1> RUNRFERENET,

ATYT10 [Next] =27 Vv LET,

V7 =7 O[EULA] U 1 v RURERINET,

ATYTN [R~N (Next) |27 Vw7 LT, Y7 =T DXy Ra—F 74 AP EICRELET,
[#f#=T (Readytogo!) | V4 v RUBRKRRINET,

ATwF12 A3 TiE, [UserManagement] U > 27 %7 U v 27 LC, [UserManagement] 7 4 > KU 2 HKRTHZ L%
HELEL CWET, B (Add) ]%#72 VU w7 LT, # L\ Catalyst Center = —F DB Z BAG L3, #r
LWL—HFDL4FTERAT—REANL, 2—FOr—LEZRIRLEL, [RE (Save) |27V v L
TH LW —FEER L ET, PIHIRHOH L Da—F+_TRBNEns£T, LEISLTIOF
EZ#D KL ET, > hU—27FEHE 17—/ (NETWORK-ADMIN-ROLE) % ffoa—H%/Db7e< L
1 AMERR LT &0,

T/NA XA EULA~DRE (1.3.3.6 LLAD)

Cisco DNA Center 1.3.3.6 LIEDO U V—2TlX, ZOFEEZFEITLET, 1.337UKFEDOY U —2A
TiX. ZOFEEAX Y LT, T35 2 EULA ~0OfEE (1337 UK) (56 <—) IZH
BERBE L £,

ATYT1 FUou— 325774 0O—& LT, EULAICA 7 T4 U CHET 720007 74 /v
(<release_name> accept device eula) XV £, ZOT7 7 A NERDTFTHF Y r—RFLET, 20

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}
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T AMIEBNCF T = RLTAFLT, BEONY RVERIUFIETS YA M= $ 52 LIRTE
£,
ARTvT2 TyA ey ru—NLich, ROa~vy Fe AL TIATARERICLET,
chmod +x <release name> accept device eula
ATYT3 KOawry FEANLT, 77 A VvEEITLET,
sudo ./ <release name> accept device eula -Y

-Y 5%, Catalyst Center ¥V 7 U =7 74 B A BEULA IZRIET 52 & 2R LET,

(G¥) Cisco DNA Center GUI M[Design] > [Image Repository] Tid, -« A —Y® EULA (35| & & FE S
TWRWERRINETN, ZHIETHINDGZ ETHY | BEEBREEZIH Y FH A,

work Settings ~ Image Repository Network Profiles Authentication Template

Cisco End User Liconse Agreament (EULA) is nat accepted. Please click here to accept

@ 'mport ") Update Devices = EE Show Tasks | @ Take a Tour m Virtual
it

Refrash [[EC6G]) dnac.airgap.user@cisco.com (Mot me?)

Family Image Name Device(s) Version Golden Image Device Role Action

T/\1 XA EULA~NDRIE (1.3.3.7 LIRF)

Z ®FIEIL. Cisco DNA Center 1.3.3.7 LIED U UV — X TORFATLET,

AT w71 CiscoDNA Center 7 7 AXICm 7 AL, T4 V7 b EZHMOHFTICAELET, RICHZRLET,
$ cd /mnt/install-artifacts/eula

$ 1s
finalize offline installation-1.3.0.147.bin

RTYT2 HREERELET,

$ sudo chmod 755 finalize offline installation-1.3.0.147.bin
[sudo] password for maglev:

ATY T3 koa~vr REALLET,

$ sudo ./finalize offline installation-1.3.0.147.bin -Y
-Y B1%¥%, CiscoDNA Center ¥ 7 bV =7 7 A A EULA ICRETSHZ &R LET,

() Cisco DNA Center GUI @ [Design] > [Image Repository] Tlid, A A—Y® EULA IG5 & RE S
TWRWERRINETN, ZHUITHESNDZ L THY | HEMZREEITHY A,

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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TFIYUH5r—3>DA R M—)L

BIRDO X A7 52795 &, uberISOIZEEDOT 7V r— g oPha—RERTWEHDT, A
VAN AT ELERSD FT,

ATy 1 Catalyst Center GUI C, f7 EMICHLWHT A 20 %227 U v LET,
AT w72 [System Settings] > [Software Updates] % 3#R L 9,

ATw 73 [Install Al 227 VU v 7 LET,

ATw 74 [Continue] 7V v 7 LET,

AT v F5 [Continue] &7 VU v/ LET,

Catalyst Center /N1 1) 4 A —TU ML DEFH

(b=

A A M=l FHD Catalyst Center DA AX U A%T v 77 L— R LA, IROATHESRM:
ZRER L E T,

« Catalyst Center |2 > % —x v MMERNARWNT & 2l LE T,

» SUPER-ADMIN-ROLE #£[R % #7252 —H — D 773 Catalyst Center DY 7 N7 = 7 H i % &
952 EenTEET,

« Catalyst Center 7 — X X—AD N 77 v T HER LET, Ny 77 v 7T OMERFIEIZD
WX, [Cisco Catalyst Center Administrator Guide] ¢ [Backup and Restore| DFE% 2
LTL7EENY,

« Xy m— RIZERFTREZR cisco.com 2 —F—T H 7 hDa2—F—4Z L X2 T — KR H
B &, AR ciscocom 1 —YP =T v MEERHTE £,

s T T L — RTu A F e EE D Y CET, BT ETICORRILL ED )2 AT
REMERH Y F4,

T w7 L— R7ut A, Catalyst Center £7/2XF DT 7Y rr—3 3 0 —/Lffi
I TE DT EET TS ZE 0,

o T A4 AZIZOWTIROE/NEAER - SN TNDZ &R LET,
IN—T 4 g MNIZEXFERN2GB L EH D Z L,

o /data /N—T 4 g TZEEMEN35GBLLEH Y . FHRNT0% U FTHBZ &,

cdf -ha~ FEMHALT, T4 27 RZHRLET,

Cisco Catalyst Center 2 T 7 ¥+ v TEREA/ K |}
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$ df -h

Filesystem Size Used Avail Use$% Mounted on

udev 126G 0 126G 0% /dev
tmpfs 26G 14M 26G 1% /run
/dev/sdb2 29G 23G  4.5G 84% /

tmpfs 126G 0 126G 0% /dev/shm
tmpfs 5.0M 0 5.0M 0% /run/lock
tmpfs 126G 0 126G 0% /sys/fs/cgroup
/dev/sdb3 29G 44M 276G 1% /install2
/dev/sdb5 374G 99G 256G 28% /data
/dev/sdb4 9.3G 601M 8.2G 7% /var
/dev/sdcl 420G 1.4G 397G 1%
/data/maglev/srv/fusion

/dev/sdc2 1.4T 416 1.3T 4%
/data/maglev/srv/maglev-system

/dev/sddl 3.5T 243M 3.3T 1
glusterfs-server.maglev-..ault _vol 1.4T7 54G 1.3T 5
/mnt/glusterfs/default vol

[Fri Jan 10 18:59:27 UTC] maglev@10.82.128.100 (maglev-master-10-82-128-100) /
$

o

/data/maglev/srv/ndp

o

storage validation failed =7 — 23542 L 7285513, Cisco TAC IZBHWEhE < 7E S0y,

Catalyst Center DX 7 12— N B F72idA A b= /L FIERM S OB CRK L7235
HlE. FEZLFEHAIT LTSN,

IS4 VEHT—I 70—

47 7 A @ Catalyst Center D EHZIX, ROFIENEENET,

1. =ZTXYy oI T7ITAVEHADAA—VICIT 78 ATH0DTAC YV 7 = A S &7
F7,

2. YARADT 7 A )Y —/"—nD CatalystCenter /NA F U f A—V &2 X —RLET (A
VHE—Ry hADT I RAPKETT) |

3. Aurua—KRLiEA A=V E R LET,

4 HFourua—RLIEAA—V%, EX 2T 7 Xy v 7EREO Catalyst Center 7 7 A X (T
HELET,
5. Catalyst Center 7 7 A Z|Z SSH¥EfE L, AT U EZFITLET,

6. Catalyst Center GUL IZR 7 A > L, Y AT LOEHET SV r—a v OEFLZFIATLE
—g‘o

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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Transfer the image to the
Catalyst Center cluster in
an air-gapped environment.

__ 3}

Catalyst Center
Catalyst Center Appliance ( - Y
Download the Verify the Air Log in to the cluster Perform a software
image from the downloaded Gap and run the utility to update using the
Cisco server, image. update the local catalog. Catalyst Center Ul

A A—TOFHoO—Fk

BEREEZII A7 0 MEYENRTAC V7 = A 2T IMLERH Y £T, D%,
TACOHFYEN, VR aDT 7 A NP —N—=NERXLF VA RA—=T Ty a— RKT57200
TR AMEL FIEERME L E5,

ATFYT1 A2 —Fy MERATT 7B RAAER RAaD T 7 A LY —_"—=Zua /A4 LET,
ARTFYT2 VAaDT 7 ANY—R=nb A A—=VhFya—RLET, ZHTE, A A=VDEXFaT Ny
T X (SHAS12) T = 7P L7 7 ANABEENTHET,

AooO0— KL 74ILDMERSR

R—Z L TREEIN D 2R aDBL4KBEFLE SHASI2 F = v 7 A2 LT, #7oe—RL
oA A=V DM MR L1,

AFvT1 SHABGEEZFITL T, AR A ra—RZEoTAALF U A A=V NHHE L TV AW EZTER L £
T,

OSITIEUT, koa<wr RoWTFhhnaz AT LET,

e Linux :

shab5l2sum Catalyst-Center-image-filename

* Mac :

shasum -a 512 Catalyst-Center-image-filename

Microsoft Windows (Z(3F = v 7 Y ha—F 1 U T ¢ BFHIAAFENL TV EE ALY, hitp://www.microsoft.com/
en-us/download/details.aspx?id=11533 C Microsoft D+ —7 4 U7 %A L A N —/LT&E £ T,

Cisco Catalyst Center 24T 7 X v v TERAHA F .
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ATwFT2 o< N (F721F Microsoft Windows = —7 U7 ¢) % SHAS12 F=v 7V L7 7 A/ EHERL F
T, I FHEIAR—H LB WEREAE, MM F VA A—VEFEFY  o—FL, b)) —Ewbllia<xr
REANLET, ERNTHHIDR B LRWEEIE, YA aFR— MZBHWEDELLZI W,

Catalyst Center ~D 7 7 1 JLD 5%

ATYT1 FR=FINTWD T 7 A /VHRIEA =X 5 (SCPE72IESFTP) 2 LT, Fvrm—RLjcAf A=Y
% Catalyst Center 7 7 A % & /data/tmp /X—F (3 3 2zt L4, USB #HT 2581, =7 v v
T3y U= NOUGRIZA A —T %EE L TH 5, Catalyst Center 7 7 A X & /data/tmp /N—7 4 /=3
(A A=V xfmk LES (SCP £7213 SFTP #£H)

AT w72 Catalyst Center 7 7 AX A A—V Zlinik LT-t413, SHABGEZFHEERITLC, 7rv A TT 7 A /LM
AL TWRWNE I AR L ET,

3/—KO9SRAIZBEET HEEEIR

RATw 71 3/ — K Catalyst Center 7 7 A ¥ DA X, catalogserver 7K v RWETIN TS/ — RiZbin 7 7 A V&
ar—LET,

RT9T2 NEaTHh—N"—RETINTND ) —RDOIPT RLVRAEZMERTHITE, ROLHITATLET,

magctl service status catalogserver | grep Node:

7=e2iE, WAoo Loz £,

$ magctl service status catalogserver | grep Node:
Node: 192.192.192.72/192.192.192.72

[Thu Mar 19 22:59:48 UTClmaglev@192.192.192.68 (maglev-master-192-192-192-68) ~
$

ZOFITIX, bin 7 7 A /L% 192.192.192.72 @ /data/tmp /X —7 4 ¥ 3 LAl —LET,

INATFT V) IT7A4ILDELT

AT w1 SSH Z{#f L T Catalyst Center 7 7 A Xz /A > LE7,
ATV T2 koa~vr REANLT, FATHERZBIMLET,

chmod +x <uber-bin-file>

ATFYT3 kOa<v REANLT, "M F U 77 A NVEFEITLET,

sudo ./<uber-bin-file>

l Cisco Catalyst Center 2 T 7 ¥+ v TRBH 1 K
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RATv74

Zoavwy ROWHFTRO EELBY TH,

$ sudo ./<bin-filename>.bin
[sudo] password for maglev:

Welcome to DNAC offline update

Please provide your credentials to get started
[administration] username: admin <Catalyst Center login/password combo>
[administration] password for admin: <Catalyst Center password>

RAFVT 7 ANEFITFTEHE, VAT ABEOT 7V r—s g vy r—0u—h A Hh 5 a7 RN E
SNET, bin 7 7 A ANEFICET SN72 2 & &7 [Installation SUCCESSFUL] A7 — % A A vt — %
RO E9,

1 77 7 A )b <bin-filename>-install.log % 1B 35 Z & T, 7B ADBIEDO AT —X A% B TE £,
MBS UC, fvar/log/offlineupdates/ 726 1 7 2835 Z &L 6 TE £,

STATUS] | Finished

FUL

n be found here:

Fline-updates

2754 VEFHORERT

ATy T

ATy T2

NAF VT 7 A VINIEFIZFLTENT= 5, CatalystCenter 7 7 A% GUIIZ 1 7' > L, [Settings] >[Software
Updates] > [Updates] %341 L 97,

[Software Updates] 7 4 > R 72V AT ABEFHNERSINE T, [FH (Update) 1227V v 7 LET,

Cisco Catalyst Center 24T 7 X v v TERAHA F .
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System 380 Software Updates Settings Data Platfoom Users Backup & Restone
System Update

System 1.3.0.97 Update 1o the latest version of Cisco DRA Center and unlock rew Teabures, enhanced functionality, and
Cureant version: 1.3.008%4 perfomance improwements. I8 is recommended that you update your system prior 1o instaling sop updastes,

Application Updates

Cisco DNA Center Core Size Vi sbon
Automation - Base 48635 MB 2.1.93.60018
Cisco DNA Center LI 4 TR.79 MB I.4.00501
NCF - Base ' 167.E4 MBI 2.1.93.60018
NCF - Services © 336.73 MB 2.1.53.600138
Metwork Coniroller Plaiform ! 3.64 GB 2.1.53.60018
Network Data Platiorm - Base Analytics ' 244,07 ME 140116
MNetwork Data Flatiorm - Core ' 2.10 GB 1400338
Nutwork Dats Platiorm - Managsr © 2332 MB T40m
Automation Sire Varsion
Command Runnar 55.20 MB 2.1.53.60018
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Your system package is up to date. Proceed with Application updates.
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System 1.3.0,97 <1 Your gystem package is up lo date. Proceed with Application updates.
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Cisco DNA Center Core Sl Version
Autommation - Base 4635 MB 2.1.93.60018
Cinea DNA Canter LI 75.79 MB 14,0500
HCP - Base | 157.84 MB 2.1.03.60018
WCP - Services I26.T0 MB 2.1.90.60018
Hetwork Controbar Plattorm 164 GB 2.1.90.60018
Metwork Data Platforn - Base Anslytics 24407 MB 140016
Metwiork Duts Platform - Core 210 GB 1.4.0.328
Metwork Dhata Platform - Manager ' T332 MB 1.48/0,900
Automation Sl Varsion
‘Command Runne 5520 MB 2.1.93.60018
Dvic Dbansetieg 162,41 MB 2.1.93.60018
I Mansgement 6285 MB 2.1.00.00018
S0 Access | FF5E5 MB 2.1.90.80078
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System Update

System 1.3.0.97 Your system package is up to date. Proceed with Application updates
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