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(GE)  Cisco Application Policy Infrastructure Controller (APIC) U U —
213 BLOAAL vF VU= 113(1) LIED A A v F
N= R =T ORE, A— b~ Fr X T, BHAR—
DT 7 4y 7 MHENTRREMEDO R 25127252 L3d Y £
T, H LW N—RT =7 KR— b slice-0 & slice-1 D 2 2D
IN—TIHREICE 6B ENTHWET, AT, A<y
TR DI, vsh lc ¥ R show platform internal
hal 12 port gpd %—f'{ﬁﬁﬁ LT, s1 #17 5T slice 0 £7201F
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EATAANDOWGIZHET D56, NTHEAT A AHES
WCEREESNDT-D, FFASNDA =Ll T 7 1 v
WEREED 251270 2 L3d D £7,
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KL ENTZ~LVFXXY AN T7T 9T 47 (OMF) £— RKOHAY) —7 24 v F Tl
N7 47 A b—AfHNTEH SN ERA,

OMF £— R TIEARWHANY =7 A4 v FTiE, F7 74 v7 A b=l EH S E

7,
cFEX DV —7 ZAA vFTiF, RAMIUA L Z—T A AT VT T 4 v 7 A h— Al
ZHEATE £ A,

Cisco Nexus C93128TX., C9396PX. C9396TX, C93120TX. C9332PQ. C9372PX. C9372TX,
C9372PX-E, C9372TX-E DEAAL v FTiE, bTF 74 v 7 A F—AfillHO2=F% % A |/
< LFF vy A FOEJUER YR —FENTWER A,
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AV A—T A RATEREINETF—F FL—r R Y2 (DPP) RU B —DfENA h—
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X, EXLABEDY —T7 A4 v FIZOHEH SV ET,
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R=IMNBATAA~NDY B TIE, AA T TT ML TRRY 7,
il LT, A= ARYH— L— 2 10Mbps D A 73— U > 7 portl, port2, LN
port3 ZFFOR— b F v FANDH L L LET,
e portl, port2, port3 2 slicel IZJE L TWDGHE. 77 4w 71X 10Mbps (IZR Y 2>
SNET,

e portl & port2 A% slicel (ZJ& L. port3 23 slice2 IZJB L TWAHA, bT 71 v 71
20Mbps IRV o7 EET,

« portl 7% slicel IZJ& L. port273 slice2 IZJ& L. port3 A3 slice3 IZ/ L TWAHHE, MT
74 71X 30Mbps ICR Y S ENET,

GUIZERAL S04 99 X F—LHIHEKR) O—DE
E

ATYF1  A==2— =T, [Fabric] &7 V v7 LET,

ATvT2 BT A==2— —T, [Access Policies] 7 U v 7 LE7,

ATw 73  Navigation 7 1 > K7 C Policies # & L 7,

ATy 74 Interface Z BB L £,

AT w75  [Storm Control] #4577 U w7 L. [Create Storm Control Interface Policy] % &R L £,

AT w6  [Create Storm Control Interface Policy] # A 7 1 Z'7/R v 7/ A ¢, [Name] 7 4 —/V RIZAKR Y > —D4HI%Z AN T)
LET,

ATw 71 ConfigureStorm Control 7 +—/L K G, All Types % 7213 Unicast, Broadcast, Multicast O\ F 1o 4~
varRErEIY I LET,

Gx) Unicast, Broadcast, Multicast & ~7°'> g v RA VBT L, FNNENDONT T 400 ZA4 T
TEBNZA h—AHHEZRETDHIENTEET,

AT w78  [Specify Policy In] 7 4 —/L KC, [Percentage] % 721 [Packets Per Second] TN DA T g v RE %
7y 7 LET,
ATwT9  [Percentage] IR L7=HAIE. WROTFNEEZFITLE T,
a) [Rate] 74—V RIZ, NF7 7497 L— b DOX—kT—VHANLET,
AN— N CHEH R AFHTIIED S—t 7T — V2 ET 50~ 100 DEEEZ A LET, 1FOM
BHICAD T 74 v I NZDUIITET D0, ThEBALE. bT 74 v 7 A b—AHIIC
KV, ZOMBOKY DT 7 4 v 7 iEFry FENET, H1001E, FT 70 v X b— Al
EATORNZLZERLET, H0DGE, T XTONT 70 v 7 BIHlSIVET,

b) [MaxBurstRate] 7 4 —/V NiZ, N"—ZA KN NT7T7 47 L= D=k T—VEATILET,
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ATy 710
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ATy 12
ATv 713

R— h TR AFHTIR D /S —t T =V 2 EET S 0~ 100 DEIEEZ AT LES, AJI b
T4 NN EIZRDE VT T 47 AM—AHEBEBLTRN T Vv 2 FR Yy TS
nNoEIITRYET,

(¥) MaxBurst RatelZ. Rate DfELL FT2RFIER 0 £8 A,

[Packets Per Second] iR L 7285515, RO FIAZFATLET,

a)

b)

[Rate] 7 4 —/V RIZ, N7 7427 L— a2 1 BBV Try METATILET,

O, I 74w LoL (I BHZVICAR— @RI 537y MEE L TEREIND) 2,
ELERNT7 7407 AM—AKIEL~VERENET, AJTRNT 740 v 7R3, A—RMIRELE
NZ77 497 AR—LHIILVSVGET DN ENEBZADE, N T 74027 A b—AilEBEREIC
FoTEDA LV E—NAPETTHETI I 74BN RayrFInET,

[Max BurstRate] 7 4 —/L FIZ, N"—A K EF7T7 47 L= a1 BHIODNTy METANLE
j—o

ZOM, FTT74v 7 Lo I BHZYICKR— Me@iad 237y ML LTERIND) 2B &
ELIEN—=A N 774927 A h—AHIL~VEBISNET, AN T T4y 70, R—RIC
RELIZN T 74 w7 AP—ALHILNVCET ZENEZBERZDE. FT7 4 v 7 A b— Al
BEEIC L > TEDA =AU BRKTTDETE I 74 v 7B Ry FENET,

[Storm Control Action] T [shutdown] % &R L. [Storm Control Soak Count] 7  —/L K CTFT 7 4 /L k&
BIDHZET, RV —T 7 avaT 74V b ERTEET,

Gx) 5 7 %)V k@ Soak Instance Count > v Z—T7 =2 A A LTy REDY T g

DERIND &, LEWELZEZ X7y MI3BHE ey 7S, R—MI3BHET v v b
FyrShET,

[Submit] 7 U v 7 LET,
A N—LHHA A =T 2 A AR = H—T =2 A KR— MTHEHALET,

a)
b)
c)
d)
e)
f)

g

h)

A=a— /N—"T, [Fabric] 7 Vv 7 LET,

Y7 A= a2— /X—"T, [Access Policies] %7 V v 7 L7,
Navigation 7 ¢ > K7 C Interfaces & 2RI L £ 9,

Leaf Interfaces # EBA L £,

Policy Groups % BB L 7,

L eaf Policy Groups Z #&4R L £ 97,

GE)  APIC N"—T = 03 2x £V bRTOEGAEIL, [Policy Groups] Zi# R L £ 7,

V=77 8AR=— R =T N—T PCALVE—TxARAKRY =T N—T vPCA L HZ—
TxAAR) = TN—" FTFA b —LHIHARY — &4 5 PCVPC A —/"—F 4 R R
= TN—TEEIRLET,

[Work] ~X4 > C, [Storm Control Interface Policy]® Ku v 7 X %7 U v 7 L, {ERLIZ T 7 4 v
7 ARN—LHIEIARY —E IR L E9,
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i) [ (Submit) 127V v LET,

NX-0S X2 A4 IILDCUZFERBLEEFS 7499 R b—LA
FlEARY —DERTE

FIEDHE
1. RO~ KREZASLTPPS RY —&{EK L £,
2. koa<w s REANDLTR— M R —%21ERRLET,
3. WEHAR—F, A—F F¥ AV ERIIRBR—F F¥ (L TR F—LHIHEZRELET,
4. RV —T7varyeEERT51I2F, ROFEEZFEITLET,
5. "—=bI ¥y a9 T 73 DB S5 soak-instance 7> hEREL F7,
FIED M
ARV RERIFTIaY B#
ATy T |\ kDa~<wr FEASLTPPS R v —%ER L %
ﬁ‘o
1 -

(config) # template policy-group pgl
(config-pol-grp-if) # storm-control pps 10000
burst-rate 10000

ATy T2\ kDa<vr RE AL T—kr b RY —%1ERK
L%,

1 -

(config) # template policy-group pg2
(config-pol-grp-if) # storm-control level 50
burst-rate 60

RATYTI3|YEAR =, K= b Fy FVEIAEF— b F v
AV TA R — A ZRE L ET,

1 -

[no] storm-control [unicast|multicast|broadcast]
level <percentage> [burst-rate <percentage>]
[no] storm-control [unicast|multicast|broadcast]
pps <packet-per-second> [burst-rate
<packet-per-second>]

sd-tb2-ifcl# configure terminal

sd-tb2-ifcl (config)# leaf 102

sd-tb2-ifcl (config-leaf) # interface ethernet 1/19
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sd-tb2-ifcl (config-leaf-if)# storm-control unicast
level 35 burst-rate 45

sd-tb2-ifcl (config-leaf-if)# storm-control

broadcast level 36 burst-rate 36

sd-tb2-ifcl (config-leaf-if)# storm-control

broadcast level 37 burst-rate 38

sd-tb2-ifcl (config-leaf-if) #

sd-tb2-ifcl# configure terminal
sd-tb2-ifcl (config)# leaf 102
sd-tb2-ifcl (config-leaf) # interface ethernet 1/19

sd-tb2-ifcl (config-leaf-if)# storm-control
broadcast pps 5000 burst-rate 6000

sd-tb2-ifcl (config-leaf-if)# storm-control unicast
pps 7000 burst-rate 7000

sd-tb2-ifcl (config-leaf-if)# storm-control unicast
pps 8000 burst-rate 10000

sd-tb2-ifcl (config-leaf-if) #

ATV T8 R) =T 7 ar2EFET 520, ROFIEEFE
ITLET,
{5
apicl (config-leaf-if)# storm-control action ?
drop drop
shutdown shutdown
RATYTS|R—F vy bEOU T v a oSN

5 soak-instance WV > P EHRELE T,
1 -

apic-ifcl (config-leaf)# int eth 1/27
apic-ifcl (config-leaf-if)# storm-control
soak-instance-count ?

<3-10> Storm Control SI-Count Instances

RESTAPIZ#{ERAL=-FZ 7499 X F—LFIEHARY) > —
DEETE

N7 4y AM—AHHIARY —ERET DL, HETDH T T

stormctrl:IfPol 7]‘7‘7:11 7 ]\ %’f{’FEJZ Liﬁ—o
MyStormPolicy &5 7R U 2 —&ERT 521X, D HTTP POST # v — V& %kE L1,

POST https://192.0.20.123/api/mo/uni/infra/stormctrlifp-MyStormPolicy.json

T4 EFEHALT

EATEE R HRIE DO NN—t T —TRY —ZIBET DITIE, POST A vt —DOARZITR

? JSON XA 1 — NEEZ2 & £,
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{"stormctrlIfPol":

{"attributes":
{"dn":"uni/infra/stormctrlifp-MyStormPolicy",
"name":"MyStormPolicy",

"rate":"75",

"burstRate":"85",
"rn":"stormctrlifp-MyStormPolicy",
"status":"created"

}I

"children": []

1#H=0 Oy FETRY —ZFBET HI21E, POST A v —T OARIIZRD JSON 2
A u— RFEEE GO ET,

{"stormctrlIfPol":

{"attributes":
{"dn":"uni/infra/stormctrlifp-MyStormPolicy",
"name":"MyStormPolicy",

"ratePps":"12000",
"burstPps":"15000",
"rn":"stormctrlifp-MyStormPolicy",
"status":"created"

}l

"children":[]

cNoT7 47 A M—LHIfIA L Z—T A AR —F A E—T x4 AR— MEHLE
—é—o

[A] Interface Ethernet 1/1:

Storm-control Action

<?xml version="1.0" encoding="UTF-8"7?>

<infraInfra status='created,modified'>

<infraHPathS name='__ui 1101 ethl--1' status='created,modified'>
<infraRsPathToAccBaseGrp tDn='uni/infra/funcprof/accportgrp- ui 1101 ethl--1'
status='created,modified'>

</infraRsPathToAccBaseGrp>

<infraRsHPathAtt tDn='topology/pod-1/paths-101/pathep-[ethl/1]"' status='created,modified'>
</infraRsHPathAtt>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccPortGrp name='_ui 1101 ethl--1' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 ethl--1'>
</infraRsStormctrlIfPol>

</infraAccPortGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlAction='shutdown'
name='__ui 1101 _ethl--1'>

</stormctrlIfPol>

</infralInfra>

Storm-control Soak-instance-count

<?xml version="1.0" encoding="UTF-8"7?>

<infraInfra status='created,modified'>

<infraHPathS name='__ui 1101 ethl--1'>

<infraRsPathToAccBaseGrp tDn='uni/infra/funcprof/accportgrp- ui 1101 ethl--1'
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status='created,modified'>
</infraRsPathToAccBaseGrp>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccPortGrp name='_ui 1101 ethl--1' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 ethl--1'>

</infraRsStormctrlIfPol>

</infraAccPortGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlSoakInstCount='4"
name='__ui 1101 ethl--1' >

</stormctrlIfPol>

</infralnfra>

CLI:

Last login: 2019-03-12T22:13:52.000+00:00 UTC

apicl# config

apicl (config)# leaf 101

apicl (config-leaf)# in eth 1/1

apicl (config-leaf-if)# storm-control action shutdown

apicl (config-leaf-if)# storm-control soak-instance-count 4

[B] Port Channel pcl:

Storm-control Action

<?xml version="1.0" encoding="UTF-8"?>

<infralInfra status='created,modified'>

<infraHPathS name='_ui 1101 pcl'>

<infraRsPathToAccBaseGrp tDn='uni/infra/funcprof/accbundlepolgrp- ui 1101 pcl’
status='created,modified'>

</infraRsPathToAccBaseGrp>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccBndlPolGrp name='__ui 1101 pcl' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 pcl'>

</infraRsStormctrlIfPol>

</infraAccBndlPolGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlAction='shutdown' name='_ui 1101 pcl'>
</stormctrlIfPol>

</infralnfra>

Storm-control soak-instance-count

<?xml version="1.0" encoding="UTF-8"?>

<infralInfra status='created,modified'>

<infraHPathS name='_ui 1101 pcl'>

<infraRsPathToAccBaseGrp tDn='uni/infra/funcprof/accbundlepolgrp- ui 1101 pcl’
status='created,modified'>

</infraRsPathToAccBaseGrp>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccBndlPolGrp name='__ui 1101 pcl' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 pcl'>

</infraRsStormctrlIfPol>

</infraAccBndlPolGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlSoakInstCount='9' name='_ui 1101 pcl'>
</stormctrlIfPol>

</infralnfra>

CLI:
Last login: 2019-03-12T22:21:48.000+00:00 UTC
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apicl# config

apicl (config)# leaf 101

apicl (config-leaf)# interface port-channel pcl

apicl (config-leaf-if)# storm-control action shutdown

apicl (config-leaf-if)# storm-control soak-instance-count 9

[C] Template Port Channel

Strom-control Action

<?xml version="1.0" encoding="UTF-8"?>

<infralInfra status='created,modified'>

<infraFuncP status='created,modified'>

<infraAccBndlGrp name='tPCl' status='created,modified'>

<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui po tPCl'>
</infraRsStormctrlIfPol>

</infraAccBndlGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlAction='shutdown' name='_ui po tPC1l'>
</stormctrlIfPol>

</infralnfra>

Storm-control Soak-instance-count

<?xml version="1.0" encoding="UTF-8"?>

<infralInfra status='created,modified'>

<infraFuncP status='created,modified'>

<infraAccBndlGrp name='tPCl' status='created,modified'>

<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui po tPCl'>
</infraRsStormctrlIfPol>

</infraAccBndlGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlSoakInstCount='9' name='_ui po tPCl'>
</stormctrlIfPol>

</infralnfra>

CLT

Last login: 2019-03-12T22:21:48.000+00:00 UTC

apicl# config

apicl (config) # template port-channel tPCl

apicl (config-po-ch-if) # storm-control action shutdown
apicl (config-po-ch-if) # storm-control soak 9

[D] Template Policy-group

Storm-control Action

<?xml version="1.0" encoding="UTF-8"?>

<infralnfra status='created,modified'>

<infraFuncP status='created,modified'>

<infraAccPortGrp name='pgl' status='created,modified'>

<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui pg pgl'>
</infraRsStormctrlIfPol>

</infraAccPortGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlAction='shutdown' name='__ui pg pgl'>
</stormctrlIfPol>

</infralnfra>

Storm-control Soak-instance-count

<?xml version="1.0" encoding="UTF-8"?>
<infralInfra status='created,modified'>
<infraFuncP status='created,modified'>
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<infraAccPortGrp name='pgl' status='created,modified'>

<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui pg pgl'>
</infraRsStormctrlIfPol>

</infraAccPortGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlSoakInstCount='8' name='_ui pg pgl'>
</stormctrlIfPol>

</infralInfra>

CLT

Last login: 2019-03-12T22:36:36.000+00:00 UTC

apicl# config

apicl (config) # template policy-group pgl

apicl (config-pol-grp-if) # storm-control action shutdown

apicl (config-pol-grp-if) # storm-control soak-instance-count 8

[E] VBC

Storm-control Action

<?xml version="1.0" encoding="UTF-8"?>

<infralnfra status='created,modified'>

<infraHPathS name='__ui 1101 102 vpcl' status='created,modified'>
<infraRsPathToAccBaseGrp tDn='uni/infra/funcprof/accbundlepolgrp- ui 1101 102 vpcl'
status='created,modified'>

</infraRsPathToAccBaseGrp>

<infraRsHPathAtt tDn='topology/pod-1/protpaths-101-102/pathep-[vpcl]"
status='created,modified’'>

</infraRsHPathAtt>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccBndlPolGrp name='__ui 1101 102 vpcl' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 102 vpcl'>

</infraRsStormctrlIfPol>
</infraAccBndlPolGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlAction='shutdown'
name='__ui 1101 102 vpcl'>

</stormctrlIfPol>

</infralnfra>

Storm-control Soak-instance-count
<?xml version="1.0" encoding="UTF-8"?>
<infralInfra status='created,modified'>

<infraHPathS name='__ui 1101 102 vpcl'>

</infraHPathS>

<infraFuncP status='created,modified'>

<infraAccBndlPolGrp name='__ui 1101 102 vpcl' status='created,modified'>
<infraRsStormctrlIfPol status='created,modified' tnStormctrlIfPolName='_ui 1101 102 vpcl'>

</infraRsStormctrlIfPol>

</infraAccBndlPolGrp>

</infraFuncP>

<stormctrlIfPol status='created,modified' stormCtrlSoakInstCount="'8"
name='__ui 1101 102 vpcl'>

</stormctrlIfPol>

</infralnfra>

CLI:

Last login: 2019-03-12T23:54:13.000+00:00 UTC
apicl# configure

apicl (config) # vpc context leaf 101 102

apicl (config-vpc)# interface vpc vpcl
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apicl (config-vpc-if) # storm-control action shutdown
apicl (config-vpc-if)# storm-control soak-instance-count 8

% — P 7T\ SJL ==

A M—L&|EH SNMP c5 v JDETE
TIZTIE V=T AAFTHr T T 47 A F—LHIEI SNMP b T v F&2RET D HIEICD
W L £,
MIB/EFD T v 74 ZHEMA LT, SNMP 7 v 7DOR h—AHliHlZ2RET S &ﬁf%i
T, A X —T A ADMIBA Xy h&, WORR—ARBREINTZ I T ENE=NTED,

FUCV—TDO oo T 74 NF T LT, Ah—LFRELET, A b— Ai&@2o@
FETHRETEET,

AR c 2 =F XY AN, vATFFY AN, Tu—FRFX A NREDNT T4 v T DH
AT HEHRELET,

TR WVWERE : T RXTCDEATDRN T T4 v 7 BRELET,
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cpscEventRevl NOTIFICATION-TYPE
OBJECTS { cpscStatus }
STATUS current
DESCRIPTION

BETII, BEDN T 7497 ZATFIZELTA v Z—T oA A TAR—DL A2 FDFEAE
L7iz& &2, ZOWEMERETLZ LI FT,

AR—AAT =LA, TNENT A= FF Y A b, 2=Fy A b, vAFFr AP, B
}ngéfﬂﬂﬁ T4 T ZA TD7 S —JV }‘T&)ZD [bcDropIncreased], [uucDropIncreased].
[mcDropIncreased BB IO [dropIncreased] THEH N ET, TIHIL dogitstormMO D7 ¢ —

RTY, FRlEE L HEFEMRE TR, 77 72 LTA =2 2@ ELET, A b—L0
7&747&%9\777i1_§ﬁéﬂ A=V TENDE, TTTIF2ITRES
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=75

cat / mit / sys / phys-\ [eth--1 \] / dbgIfStorm / summary

# Interface Storm Drop Couters
bcDropBytes :0

bcDropIncreased :2

childAction

dn :sys/phys-[eth/1]/dbgIlfStorm
dropBytes :0
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dropIncreased :2

mcDropBytes :0

mcDropIncreased :2

modTs :never

monPoIDn :uni/infra/moninfra-default
m :dbgIfStorm

status :

uucDropBytes :0

uucbDropIncreased :2
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