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cMACTZY RRA LN ZTHMACT RLAIZEIDV B THENTWEEE, R — 27 %
FILTU v RALLVHNDOR L MAC 7 RUARAEBESBHKT RiBA v MBIV YSCE D
LITTEEHA,

B RARA > " & 7%, silent-host % A4 7O RARA v M L TOHLYR— K X
nNET,

EPGtEL Y Z—ICDT

EPG ¥ L 7 #|%. EPG &K% ESG Ic—E&¥£9, EPG &L 7 ¥ 2l L CT#HI D EPG %
ESGIZ—BEHAZENTEETN, FNIFTEPGNESG LFHUTF > FEBILUELT VRFE IZ
HDGHEDHTYT, EPGELZ XL, TV vV RAL IZETNDHHED VLAN 2 H—0DF&
X2 UF 4 —7F (BSG) & LT/ N—7bL., v FT 7 FoOREERILT 2010 5KE
T‘a‘o

EPG N EPG L7 XIZK > TESGIZ—ET 25L&, EPGHNOTXTHOT L RKARA > b ESG
WWEL, 33 TOeXR 2T AN ESGIZ Lo T IND L O E LT,

EPG & L 7 X ITIXR DR B Y £77,
« EPG IZEEDSLKBEFD L R T 7 ME, ESG I Lo THRR S E T,
*EPG (I LWa T 7 FEEEEIIRETE A
« EPG W77HfflX. ESG WD ESG N flc K> C EHEEINET,

B Rk EFa2yT LT



| ToRBao b EFa YT TL—T
P4 Ixy ktLy2—0id |

« EPG DS T N—T A _"—2 v 71t ESGIZ L > T EEXENET,

EPG N EPG & L7 ¥ %41 L CESG IZ—# ¥ 53&. EPG & ESG @ TP EPG WN/ESG D47 Bt
BT N—T A NR—=V y TOREIFE CTHHLENH Y £9, —Ek. ESGHEILEPG
HEE EEXLET,

EPG/»H ESG~D =2 b7 7 FOMAKIZE Y . BEFDOEPG X 2V T ¢ %2268 LW ESG
X2 VT 4 RFAD =DV RRBITAREIC 2 Y £, WA f#E{L LT ESG OFS %
TSTIERT 57201, BITZ25 T L. EPG 2>5 ESG ~DI#(E D 7= O (ZHk& S iz EPG =
N7 7 NEKREHIZER E L CRFF LW 2 B8O LET, ESGIZEPGELZ ZIZL -
TR SNT=a> b T 7 BB DA, APIC 1X EPG 205 ESG ~DOBATNE 7258 T L TR
WZ Lt ERT#EE L v XL LT T —2RESEET, EPGE LY X &M LIZBITO
FEMIZOWTIL, TESG BATRIE] B2 v a v EZMLTIIZ3N,

EPG 73 EPG B L7 ZIZ X > TESGIZ—ET 5 &, EPG OAR U > —ifili#fl & 7 (pcTag) 7% ESG
D peTag IZEEHEZ HAVET, peTag DEHEIEIZ LY . EPG O R A > F TRy 7Z2 b
T 747 O/NBEOFREIN AT HHERH Y £3, iUk, EPGTHEAY—E X (b— b
U—7) ZHRT 286708, OBEETIHAET DM pcTag HHA X b EFR CEENRD D
9, pcTaglTESGIZEA TlI<, # 7w L7 X o THAESNDRY »—% 7 (tagTag)
EFBREN NS BICHEE LT EE, peTag X, 77— 7L —rTCar b7 7 MaEAT
% 1= D EPG/ESG kBl + T,

IPH TRy kLY 42—

PH 73y hEBLIZZ—T, IPT RLARIZESNTZY RRA > N2 ESGIZHELET, &
EDTY RRA Y MI—BTAHLEICHRARNIP T RLAZRETH)., 7Ry NNOBEK
DIPT RLARIZ—FHTAIHIICH TRy hERETEET,

IP= RRA L N E T LI Z—F, = RARA L FDIPT RLUADH%Z ESGIZHFEL,
MAC 7 FL RIS LERA, 20D, ZZTEIPR—2ADEBL I Z— |2k A T7—2
77 4w 7 HIRAEHESNET, GOV TIE, [IPR—2D® L7 X —2kb LA ¥—
28774y DOfR] ZZRLTIEIN,

H—EXREPGEZL I Z—IZDL\T

VY —2524) XVEiDOY IV —RTiE, H—EARAT7T772BLTHEREINT-Y—E X EPG &
Dary 77 MEERTDZEIETEERA, ZOHIRIZIE, KO LD REEEOHENRH Y £
KR

. [[E#E#E#H (Direct Connect) | 47> a v ZHEHAL T, H—ERAEPG LIV Y a—~v—
FRET AL T —EPG~DNT T 4w I DA —LEBINITEET, 2L, 2
Va—w—7 1A X —EPG T2 EPG X, vzAny 2> T 7 M EIFEL 7 LV —
TEHDOETHER L TE, —E R EPG LBETE E£HA,

s vzAny |23 — B R EPG NEEN TS0, vzAny 205 vzAny ~D 2> N7 7 M,

P —EZ2EPG & VREINOMOD EPG £ DD N7 7 4 w7 &dFa]T&E4, 7272L, Zh
X VRE N DT RT D EPG A —E 2 EPG LHE T 52 L b EML 9728, VRF
WORFED EPG DHZHIE L TH—E X EPG L HBETX AL IHICTALERHLEA D
HoFET,

IVRRAv b EFaUT4 0—T |
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B v—cxeetLra—ionc

YUY =252 LEDY V—ATIE, = RKRA L hEF2 VT 4 ZV—7(ESG) DI —E R
EPGEL 7 ZPMEHTEL LI E L7, ZOBREIZEY, H—ERXEPG % ESG v v
7L, ZEOESGEDaY T 7 MEERTEET, ZOMREEZMHHT S L. vzAny-to-vzAny
Ty 77 EBERENTVWALEAETH, —E X ESG Lo ESG ORJIClER = h 7
7 FEBIMLT, $EDESG BNV —ERAESG LiBETEAL2ICThZ enTEET,

W7 g T, Y—EREPG LI ZZHHTL5E LR LARWEEES ORAE & .
HF—E R EPG & L7 ZOFERIZET 2 EMERICONTHALET,

e —BE R EPG & L7 ¥ &M LARWHEERS (12 X—)
e —EREPG B L7 X EMHLIMRE (16 X—)

cESG B LU —E R EPG OHR—FENTWAEFATE AR — FER TRV (18
)

« —E X EPG & L7 ¥ DOEEFELHIREHEE (22 3—)

Y—EXEPG LY 2 EFEALLLERS

YU —R524) TEAShEZY—EREPG L7 X 7 g efiflePIchERRi2a
T D%, [EEES (Direct Connect) |47V a v AT £4, ROXIL, [EEE
ft (Direct Connect) 147> a 37 7 4V b (%) BREORERGZ R L THNET,

[
Consumer % Provider
EPG ‘ EPG
consumer Contract1 provider
Class ID: 100 Class ID: 200
Redirect
A
Service-EPG-con E==== Service-EPG-prov
Class ID: 101 gs&s%8 Class ID: 201
100 200 Redirect
201 200 permit
200 100 Redirect
101 100 permit 3

WOXIL, [EEEES (Direct Connect) 14 7Y a U ISENC2 > TWAEIZR L THWET,
P —ERXEPG By a—~v—F7 372 X —EPG ~D T 7 ¢ v A L— LR
BMEET,

. IVRRAv b EF2UTa IN—TF
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$—exepe Ly 2—zo0T |

[
Consumer é Provider
Class ID: 100 Class ID: 200
Redirect
Service-EPG-con Service-EPG-prov

Class ID: 101 Class ID: 201

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g

7277 L. [E#EES (Direct Connect) |47 Y a UANEMICR>THWThH, arya—v—%F
72137 1 34 Z—EPG TIL72 W EPG IZ13V—E R EPG OFFA[/L— L3 72<, a2 77 b &
FETEMT L LIXTEERA,

IVvERsUkeFauT4 -7 ||}
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[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Service-EPG-con === Service-EPG-prov
Class ID: 101 ggssss Class ID: 201

Contract with service n
EPGs can'tbe %“x\ é

manually added.
Contract? ‘—-

Class ID: 300
| Souce EPG | Destinaton EPG | acion |

100 200 Redirect

201 200 permit

200 201 permit

200 100 Redirect

101 100 permit

100 101 permit g

ZORIRZEEES 2 HED 1 2L LT, ROKIZRT L 91T, —E R EPG 28 vzAny #K D
—HTHD vzAny 2 N T 7 NEMERT 5 HERH Y 77,

. IVRRAv b EF2UTa IN—TF



| TvFRav X2 yT0 S0—F

$—exepe Ly 2—zo0T |

[
Consumer é Provider
Class ID: 100 Class ID: 200

Redirect

Class ID: 101 Class ID: 201

Service-EPG-con Serwce-EPG-prov

Class ID: 300
_
Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 300 permit
300 0 permit g

7277 L. ZOEBERTEETAEHEL LT, EPG (Fiofo 7 5 21D 300) & VRF NOMD
EPG LBIETE A2 ENHY F9,

2EFAICEZADNDEIERIT, ROBUITRT L D ITBEZ V—T 245 2 L TT,

IVvERsUkeFauT4 -7 ||}
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B »—cxeetLya—iconT

Consumer % Provider
mrllzsf:l?ner Contract! pam prIcE)Siger
Class ID: 100 Class ID: 200

Redirect
( Service-EPG-con % Service-EPG-prov
Class ID: 101 SE=sss Class ID: 201
EPG
1
L Preferred Group Class ID: 300 |
| SowoeEPG | Destinaon PG | acton
100 200 Redirect
201 200 permit
200 100 Redirect
101 100 permit
0 0 permit
0 100 deny
100 0 deny
0 200 deny
200 0 deny g

72720, ZO2FBHOERR CTEETHIHEIEE LT, BESNLV—THNOMD EPG a2 hF
7 MR L THEICEETCECLEIZ LA FI, T2, LVEZDOTCAM Y VY — 2%
BIHueEtEb H Y F9,

RIS L, EHLLDEBEE LAY U 22— g U TIRBRWEA. RO® 7 2 g o THAT
HEH1Z, VU —R524) I THRIHARER Y —ERAEPG B LV X 4T v a v afifTcx
‘d—D

Y—EREPGE LY 2 ZEA L =-1EBHH

U U —2R524) LI CRITREIC /2 » 72— E A EPG B L7 ¥ 245 &, ¥ —E X EPG
(Lifctx) ZERTV—EAT A AR XEESGIZv v B 7 TEEd, kb, ESG
EDar h7 7 hEBIMTEET, 612, Y—ERAEPGELVZ ¥ ZEMAT5L, —EX
EPG 2B 5 Y — o BEIV— LB S E T,

P —E R EPG & L7 X A& LIRS 2 ROKIZRLET,

. IVRRAv b EF2UTa IN—TF
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$—exepe Ly 2—zo0T |

[
Consumer é Provider

Class ID: 100 Class ID: 200

Service-EPG-con
Class ID: 101

Service-EPG-prov
Class ID: 201

e

ESG (H|:3/O_1D\

Contract2 ] Or EPG
Class ID: 400 Class ID: 300

100 200 Redirect
201 200 permit
200 100 Redirect
16+ 400 100 permit
300 400 permit
?400 300 permit "§;
’ml rle between 300 and 400 * Contracts between an EPG and
e o an ESG are not supported

P —E R EPG kL7 XFEEMHT D H 9 1 DD FIEIL, vzAny-to-vzAny FFrf =2 T 7 b

TH—ERT A AL HE—T oA RA%FEHNTHZETT, ZDOTF U ATIL, vzAny-to-vzAny
ZFEHLTVRFNOTXTO RN 7 4 v 7 ZFFA LETH, ROKNTRT L O, h—E A

TNAAA L H—T 24 AL OBELEEILELET,
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b vzAny-to-vzAny
e contract (Permit)

N Class ID: 0
Consumer é Provider
(PBR)
Class ID: 100 Class ID: 200

Redirect

____Service-EPG-con === Service-EPG-prov
Class ID: 101 gE=ss Class ID: 201

é

Contract2 g

Class ID: 400
0 0 permit
100 200 Redirect
201 200 permit
200 100 Redirect
+6+ 400 100 permit
0 400 deny
w
400 0 deny \ 2
\

Deny rules between 0 and 400 are
added because of Contract2.

ESG 5 K UH—EREPG DHR— FENTWWEEFREYER— SN TULELGRT

ZO® 7T a TR ESGBLIUOY—EREPG DY R—hENTWDHalr— g P R—
rEhTnwinwar—3 g AT AERAIEE L E3,

ZOv I a st BEHENESGHOLLAVANSLLAYTIT AL RAZATONTZ N T T 4w

I EREIIESE T AMNERS HHRFHCOLBEELET, LA Y40 LAV TT 31 AT
VEA VI NENDINT 740 71F, ZORTIVIEST, 207 v a ry CHIAIHTY

. IVRRAv b EF2UTa IN—TF
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$—exepe Ly 2—zo0T |

HHEIPREOMETIEIHY A, T, VA LT FENTZNT T4 v 7 DFEHEIP T KL A
BT RHRA L BPTHY, LA FVADPLLATYTDOT/NAZXIPT RLUATIEHERWZDTT,

Y

GE) Y —VEREPGIE., LA Y4~ LA TVTT A ARNEREINTND T b THREBEIIZLE
REnET,

eHR—bk LA YA~ L AT TT /A ALY —EREPG 5 ESG ~D~ v B 71T, [A
LT F v b CEEEINET,

User tenantt

%

EPG «—  EPG
consumer Contract1 provider If an L4-L7 device is
r defined in user
o tenant1, the service
7 EPG object is created
- - - in user tenant1. In this
Service Graph Device Selection x example, the service
; EPG to ESG mapping
Template (FW) POIICY i5 defined in the same
fenant where the
; L4-1 7 device is
‘ Class ID: 400 ey
== [Serice-EPG Service
. i — ervice- -
st Daace =i ‘Class ID: 101‘ ‘ ESG ‘

504138

cHIR—b: LA Y4~ LAY TTNA RFHET T MTHY, —E % EPG 5 ESG
~DOZ BT Ea—Y =T P TERINE T, TOROFITIE, @ T FoL
AXA~VLATTT A AN, =R T IRERENTND2—H—FF > b tenantl
W=/ AR—hENET,

IVvERsUkeFauT4 -7 ||}
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User tenantt

%

* intemally, the service
Contracti <—- EPG is eEposed o

> 4 user tenant1
e automatically as part
el of service graph
Service Graph Device Selection SEacmetl
Template (FW) Policy
Class ID: 400

| Service-EPG || Service-
| Class ID: 101 ESG

Because the L4-L7

Device is defined in
common tenant, the
— jsewioe'EPG object is
m= e o internally created in
L4-L7 Device - R /”_".:.memon fenant.

504139

cHR—EHERHN LA YA~ LA YT TS RFHREBOT T Mk, EEOT T b
Mo EnEzd, oF0., V—E R EPG 25 ESG ~D~ v B 7 I3EKO 22— —F
T hTEITENET,
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Service Graph
Template (FW)

User tenantt

%

Contract1

Device Selection
Policy

fm——————
|
|

Y—EXEPG LY Z—IZD\T .

-

Class ID: 400

Service-ﬁ“_éji____ Service-
| Class ID: 101 | ESG1

[ ol T

L4-L7 Device

Service Graph
Template (FW)

Because it could map
the service EPG to
different ESGs, which
causes corflict, this
E design is not
Service-EPG supporied.
Class ID: 101 \
Device Selection
Policy
Class ID: 500
“““““““““““ b
| Service-EPG | | Service-
| Class ID: 101 ESG2 g
wwwwwwwwwww - -
2
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IVERAV bk EF2YTs T0—7F |

B v—cxeetLra—ionc

H—EREPG LY ZDIEEIELFHIREIE
Wiz, VU —RA524) TEASNIZY—EREPG & L7 ZHEREDTEEHIHE L HIRFEHEZ R L
iﬁ‘o

o — B R EPG ICHE T 5 V' — U SEL— WIS E T, 3 —E X EPG D2 T A 1D
. Zu— L7 S AIDEFEHATAHESGICw v B I ENnNb-d, Fa—ur7 5 1D
WERESNET, Y—EAEPGDIZ TAIDNEEREIND &, FTT7 4 v 7HEENBAEL
7,
RICLT Y Y RAAL U EEAT LR ET AN, ZARNDT R TCOP—E RTINS, ZAaxT X
(Lifctx) 1. MU EBSGIZw v U 7T AMENREH D F3,
e z21E. WORITRETE 912, PBRYP—ERTST7E2ERA LTIV LT —AE—RDT7 7
AT UF—NEERLIZELET,

[
Consumer E Provider
EPG EPG
e web-10-app pumn
Class ID: 49155 Class ID: 32770

Redirect

__Service-EPG-con
Class ID: 49164 Bs=5

"
I
I
I
I
I
I
I
I
I
I
'

Service-
ESG-con

Class ID: 26

504137

ZORITIH, arva—~v—axrs T X—ax s ZEECTY v RAL T
HY, AL —ERXEPG ZH L TWET, ZOHAE, MAFDaxs #%[E L ESG I
<o I THEYLENHD £, RUY—EREPG i+ 25a%7 ZMRELCESGIC~ v v
VITEINTWRWGE, EESREL, BRI T T7ORMITAKLET,

BEDOYV—ERT T TRy —ERAT AN, AL L H—T 2 AZFAFTEHZ LI
HEELTLLEEN,

e —E R EPG & ESG IZ[FI U VRFIZH D MLENRH Y £,

o BiFE A TIX. NDO X ESG ZHAR— F L TWARWE=D, ZOMEEIZ NDO Tl R— F &
NTWER AL

e AR —NMIE, TV TP RAALUDPBRIEEEZFOL A Y 3PBR COMMERATEET,

. IVRRAv b EF2UTa IN—TF
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IPR—2 2Ly 8—(2kdLAv—2+571voHR [l

« L30ut ® PBR 465EIZVHR—FENTWERA (2 T 27 MEL3OwEPGIZ LY F
Rk TEEY)

s LAY /L AY2PBRIFVAR— PSRN TOEFA(LATULAT2TNRA AL X —
Tz AFY—AN—LEEBETL L ZAELTWVERA)

IPRA—X LI EZ—I2KBLAVY—2 53T 4 v VIR

ESG CIXE E X ERNHHITENRH LD, IPT L AL MAC T R L 2D FHOFEE M % PR
THIENEETYT, ZOMESIT, BN~ 7 a7 A b (uSeg) EPGHREHEL[F LT
7,

Ry RRAL v FIZE S T—T 4 T ENDGE, BEL Y 7T v IEIP 7 KLU AICHE
SNTITENET, Ty "R ZAL v FICL o TAAL v F U T ENDIEE. X7y MIIP~y
=N HEETH, kLY 77 v 7 I MAC 7 RLAIZESH T ThhEd, Rk, 3
T RWBAAL v FILL S TNA—T 4 T INDGE, 2V 727 My 27 v 1X1IP 7 KL
ZNZEEDNTWET, Ty ERAL v FIZ LT DDA, X7y MIIP~y &4 —
NHAHILEAETH, a7 7 by 77 v 7 IEMAC T RLRIZHESHNTWET, ZOEE
T, U FDXHITESGIZEESLS v b7 7 FomEAICEEL £1,

IPRX—2DkEL 7% IPH 7Ry hELIZZ BDYV TRy hEIZIP = RARA U~ Z7
3TVl FORY) = F TN ETHEZ TV I EZRE) X, IPT RLADOLESELE
To ZOXIRGET, AA v F T NI T7 4y 7T ShEEA, — 7, thokL s #
IEMAC 7 RLAZBML, ZOLIRGHEEIAA Y TF T NI T4 T EN—TFT 4T 7
T4 w7 OMFIZHENTT, T, BIOP X—2ADEL 7 XIZL>TAH—1"—F 41 K&
ROBRY . MAC X—ADE L7 XN MAC 7 RLUAIZEEM T SR IP 7 FL A HEMA S
NHZEZEWLET, ZOBEX KO3 2O F VA TRINTVET,

INHEDOYF Y ATIE, = RARA 2 FEP AIZEPG A DAL R—THY | AL ED ESG
WCHBLTCWERA, EP ADOMACT RLAZIMAC AT, £TDOIP T KL AZIP A TY,

Scenario 1:
MAC A is matched by a selector of ESG_1
IP_A is not_matched by any ESG
Result:
Both MAC A and IP A are classified to ESG 1

Scenario 2:
MAC A is matched by a selector of ESG_1
IP_A is matched by a selector of ESG 2
Result:
MAC A is classified to ESG 1
IP_A is classified to ESG 2

Scenario 3:
MAC A is not matched by any ESG
IP_A is matched by a selector of ESG 2
Result:
MAC A is _not_classified to any ESG, and still belongs to EPG_A.
IP_A is classified to ESG 2
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IVERAV bk EF2YTs T0—7F |

CTOBMEICEY, FT T4 v I DOBEILESEHRDOIP T RLARRRS ESGIZEL TV DA
TH, PRX—RDEBLZEZPMEHEINTWDIGE, AL yF L7 77497 (LAY2RT
T4 vY) INESG 2 bT YV MENANATLHAREMERH Y FT, PX—ADEL I X TZ
ORFEZ[ERET 5121, ACILO 7' 1 ¥ 2 ARPH§REZ M L C, #Ex LD IP 7 RL-A
BEICLH TRy MZHIHETH, TXTONT T4 v IV BACIAAL v FTL—T 4 TS
b7 7497 LTHRBENDEIICTORLERHY £, ZOHKNTT 12X ARP %
HT 5121, O3 HODOF T arBNH0 E1,

cESGZ Y RARA Y MIVLANIN G A v B —T = A ZA~D8A ¥ RERAET 23T TDEPG
T, 7u% T ARP & & 12 EPG NAOBEA BN LE T,

cESGT Y RARA > MIVLANINS A B —T = A ZADRA v REHET 54 TOEPG
T, EOF TN b3 b T I R EDTNTHA (permit-all) 7 4 L F 2EH LT,
EPGIN= T 7 hEAMILET, EPGNaY 77 MZXV, e ARP NHE)
BINCHEZNC/2 0 £, T XCTHFAT D (permit-all) 7 4 X THDHEHIX, ED ESG I
LI TRy RARA > b2, AU EPG N THIAIZIHE CTE 5L 21275720
TY, ESGIZELEHHEN TN Y RRA > bDOT 7 4/ FOEMEL LT, fEED
TANBEERTEET,

s VMM #AMEHA SN TWBEAIZ, ESGTY RARA v MZVLANNSA VX —T = A A
DAV RERMET 5 EPGIZ VMM R A A VA BEAMIT DERIC, [RA4 o085 A0 TF—
L3 %A (AllowMicro-Segmentation) 147> a v ZHMILET, ZOF T3
X, 72X ARP Z HEIWIZAIC L E T,

RUH 7%y b (F721E VLAN) NOZ> RARA > bR 2 ESGIZHfEIN5 LAY 2 b
T4 0T DEA, IPR=ADE LI XIZLDVLAV2 T 7 4 v 7 ORIBRIZEMRRL . 77
A _— bk VLAN RN LEBIZR D GERH Y £3, =2 RAKRA v M & ACL A v FORNZIE
ACLAA v FNHHEEIE. 7T 4 ~N— K VLANKERR DS LEZ R 240850 £, 2,
ACI AA v FNESGIZHEANWT AL 877 MEEMTEH X IITRDHANT, FEACI AL v T
METT 4T BAAL T T DHREENH DO TT,

LY 7 —DEEIER

YV I = IATEERTDLEE, b T T4 v 72OV BERDDIN—T 4 T T DB
LTS, UTORIF, P74 97 ZATTLDV L7 Z—DEFEIRMZR L TN E
ﬁ—o

R1IAAYFUT b5 74 90 DEEIER

2 SelE AL tLU4

1 BT w7 H— (=2 RFRA 2 N MAC Z )
27 LI H— (BT RARA 2 R)

2 HT LI H— (2 RARA 2 F VMM MAC 4 7)

3 EPG &L 7 & —

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

avrso+ B
R2ZN—T42T bF374 99 OBEIRK
B IERL L4
1 BT LI H— (Z RRA MNP XY)
PV 73y kLI H (KAKIP)
2 27 kv %— (BDY7 xRy )
PH 7%y kL7 — (T x> )
3 BT LI H— (= RBEAL 2k MAC 4 /)
7Ly H— (T RARA )
4 27 L H— (= RRA 2~ VMM MAC # 7)
5 EPG ¥ L 7 % —

ATVl FRFEICERIIR R DR o— TN L THEEO XY 7 v Lo X —T—F L%
é\%@ﬁfﬁ:&b@%@méﬁbk&ﬁﬁv?&—ﬁ%@ﬁﬁ%hiTo%ﬁ®&7t
L7 A—3HESNET, ¥ L7 X—DBLENCAT V=7 MZ—& LT RunE X1z,
Tzl NEEDORZ T LI A=l Lo T—HLIEGA. BAD— ﬁﬂ%ﬁéhéif&ﬁ
L7 A —I3AEMTRD T, EER B0 BL 72—t oT—8HT 2 ESGHB &
DA T2 FOFTHRELET,

~

oy b7 ME, TR Aa hr—L Y Ak (ACL) IZFH¥4 5 Cisco ACI T, ESG I,

a2y FN5 7 NEANIED BAITIRY . oD BESG LimfE T F4, AERFIIENEHEH LT,

I TWA 7 e batiR— hEETe ESG A/ NARRER N T 7 4 v 7 OFEEZEIR L
£9, ESGlZ. 2V F I 7 hDTu s, F— arvia—~w—, I3 T e F—Lay
/;—v~®ﬁﬁ BT EINTE, @ﬁ®ﬂ/%?7h%ﬁﬁ’ﬁﬁf%i#°@ﬁ®%G
PRSI N—TIZ BT 5O ESG & HHEIZEFETE S XL 912, ESGIHMEXR I NV—TITET S
ZEHLTEET,

PR—bFENTWDar 77 MG :

1. ESG < ESG

2. ESG < L30ut EPG
3. ESGe 1 3 R EPG
4. ESG & vzAny

ESG & EPG (F721% ﬂwmﬂ)@W@:V&?ﬁ%i#?%%éhf“iﬁh ESG DT
RARA RS EPG DD RRA b EBET D MER S LGS, o= RRA v &
AN ESG IZBATT 2N H Y £3, vzAny 72 ‘i{Eﬁ'ﬁﬁ/lﬂ— ZiE, BATHICREE LT

TIVvRRAv b EFaUT4 0—T R



. vzAny

vzAny

IVERAV bk EF2YTs T0—7F |

fATEEY, a2 M7 7 MK, ESGN=a> F 77 b, ESGWHEE/R &, uSegEPG TH R —
rEhdZFoMmoar T 7 FESEMERED ESG TYHAR— S ET, HiFMEL, ESG TYHR—
rEaEnTnWeWEikay V57 FTT,

ESGRIOFFED 2 77 NEEHT 2RV IC, vzAny & FEIEIL 5 Construct % H L T ESG
MO 74y THZ2 b TEET,

vzAny (X, $FED VRF A V AHX LV ANOTRTO ESGBLWEPG #£ LT, T,
VRF A A% ANO L30ut /M58 EPG  (13extinstr) &8 £4UE T, vzAny Construct (X, &
DVRF A VAR U ANOTXTOEPG & ESG #ffiHICSRTEX 5 L9l LET, vzAny /R
X, VREA VA HZ U ANDTXTHOEPGIHBLWESG DH—D =2 hF 7 MERK A FEEIZT 2
ZETEHAERSIZL, & EPG £ ESG IZHERICTIEARL, 2D 1DV v—Tlzar b
Z7 b E#EATHI I A= R =T Y Y —ADHE L RELLET,

4:vzAny (X, RC VRFA YR B VAADTRTD EPG &£ ESG = RTERK T,

vzAny }—»&—» EPG 4-1

Contract

lTI'IiS means
192.168.1.11 (ESG1)
192.168.2.11 (ESG1) 192.168.4.11 (EGP4-1)
192.168.3.11 (EGP3-1) &
B

Contract

Bl4icflzmrLET, K20 MARr T T, BEHED vzAny & EPG4-1 DD =2 N T 7 M aHE
L7856, =2 RARA >k 192.168.1.11, 192.168.2.11 (ESG1) . $ X1V 192.168.3.11
(EPG3-1) 1% 192.168.4.11 (EPG4-1) LB CT& £,

X, ESGl & EPG3-1 BWRILEF =2 U7 4 YV — 2B LTEY, 192.168.11 (F7i%
192.168.2.11) A= hT 27 7R LT192.1683.11 LIBETE DL WVWHIERTIEH Y FHA, &
BN, BSG, EPG, L3OutEPG 72 EIZRE£R72 <, VRF A » A &Z » ZANDOALE OW1E % 7
A[T5HZEThIBEE, 22— —iF. VREA LV AZ AT HRYS—OEA GEmE) %45
TR0V, ITRXRTDOIN I T 4w 72 T5a0 877 MaftB XOHEET L L9112
vzAny ZHERLTE £77,

DF V. vzAny Construct |IZ X > T, EPG &[FERIZESG 8= T 7 M & LT VRF A
AR ANDHEE THETE D X127 5720, a2 b7 7 FERHEB IO (F72013) WM
FT DI DI TE X9, ESG & EPGHD =2y M5 27 MIFATENTVERAN, vzAny
arv b7 7 EMEHLTESG L EPGO T 7 4 w7 Al CEET,
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7 N —71%, ESGHM TR EZMH L7-0 ., vzAny 2RI 2 L7203 25b vz
fEHCTEET, 22— —iF, B/ NV—TZREL T, VRF A AKX AN ESG [ DiE(E
EEMNCTHZ L TEET, BEIL—THOT L RRA VM, EWCHHBICEETE E
T,

a—H—ix, BRIV —FE2HHA LT, ESGHEPG~DBEZANCTIHZE L TEET,
T, EPGR—RA X2 VT 4 BREND ESGRX—ZADEF 2 U T 4 BRE~DOBITIZHSLD
9,

5:@ CEBEYIL—TD ESG1 5 & U EPG3-1ER 5> DI,

=

BD 4
192.168.4.254/24

BD 1
192.168.1.254/24

BD 2
192.168.2.254/24

BD 3
192.168.3.254/24

EPG 11 EPG 241

EPG 31 EPG 4-1 E
(VLAN 10) JR (VLAN 20) (VLAN 30) (VLAN 40) _.ﬁ
192.168.4. 11

192.168.1.11 192.168.2. 11 192.168.3.11
ESG 1 G
Preferred Group 0

EoROFICIE, ESGl & EPG3-1 723 VRFA DB NV—TD—El72 D X OICREINTE
D, ROBEVPHFAISINTNET,

1. ESG1 & EPG3-11%. WMFBENL IS NL—FICEENTWATH, FEICEETEET,
2. ESG1 & EPG4-113., OB THAEICEBETEXEY A,

« BPG 4-1 [HEL I N—TITEENFET A,
« EPG & ESG IO MIF Y FR— SN THWEFA,

[Cisco APIC JEAFREHN A K] #5M L T 7Z&EV,

IVvERsUkeFayT4 -7 |


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/basic-configuration/Cisco-APIC-Basic-Configuration-Guide-42x/Cisco-APIC-Basic-Configuration-Guide-42x_chapter_0110.html
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T RIRA Y FBRBO VRFICE - THE SNV —ERAEZNEL T84, BEEZITIH
WCBERZ N 2oV ET, £, —T 4 VT ORFEFREME T, 2 0BITEF 2V T 4
FFA[C3, EPG TlX, T4 H 221X EPG V7 xRy K2 ED 1 &y hOFRE THEEIH
AENTWVWET, ESG TlE, TN b 22012 oDRALHRETHEEESNTWET,

1. ESGE#HoiRE L I1IMSL L7z, VRF L~ TO/L— |k ) —7 DFRIE,

2. ESG O K OZE,
INH2ODRENZEEICHEEINTWET=D, EPG TITHOMELRH D L 512, ESG D FIiZ
VT Ry VERIEIV T Xy OV Ty FERETHLEIIHD FHA,

ROE7arTE 7V vy RAAL TRy FBIUNEL—Z =0 B8] LTSN
V7 4y 7 ZADN— b V=0 ZRETLHECOWTHMLET, v—F UV —7 ORENE
TLEGH, 22D ESG M. £721X ESG & L30ut EPG O # 3 E LT, BEZFFr T £
T Zm—s3L7p Y VREL W REWHEHIFHOEMZ T2 HLERH Y 7,

N

GE)  VRF L~ L TOML—F U —7REIL. ESG TOHYFR—FEINFET,

NIV YD RALC B TRY FDIIL— =2

Ot ar T ESGEU RRA U ERETHT Y v RAL BT Ry RO VRF A
AL ADON— NV =7 T D HIECOWTHBA L ET, Ziux, ESGZEH L
HBIZEPG LIV TERITENDDOTIE L, V—2FT5% 7%y h& VRF UL TEETT
VRE A VAB LV ADE—/ > NVRFA LV AZ LV AEBET AT TETLES, L— Y —
TR TANT DY TRy ME, TV TV RAAL TRy Ne—HT 250, #HEkShizr
VoV RAAL Y TRy bOY T2y NTHHILERHY T, ZOHKTY —7 SndL—
MI, FBESNTY TRy b~ AT 2ROV T Xy hOZRTT, 1 DO THEEDO TV v
RAL Y TRy b ) =735 73y NORBAZIEET L2 LITTEERA,

N

GE)  VRFv— MU — 27T 2% 7k v M, EPG TS 2 7Ry b &—8S
HDHIEHLTEET, Zhud, BITTOLBICRILLET,
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New
ESG Shared Service
Decouple route-leaking and contract
VRF A VRF B
192.168.1.0/24 192.168.2.0/24
leak to VRF B leak to VRF A
F=="
BD 1 BD 2
192.168.1.254/24 192.168.2.254/24
{ EPG 1-1 ‘ ‘ EPG 241 ‘
‘ ESG-1 J [ ESG-2 }
Provider > TCCHSU'TE'
g
Contract %

FoIE, EHENESGL & ESG2 D2 oD ESG #HERL LT, 22D VRF A » A& % (VRF
A & VRFB) @ VRF UV —7 OflZRxLTWET,

(FT 74 v 7 ZFAT572HD) ESGl & ESG2 =z w57 MIMA T, FE i3t s
ary IGULEZEH LN T Y v RAAL L 7%y hOL— K U —7 OFRFE] THAX
NTNWA5XEHC, VREA VALV ATIL— M) —7 2T 20ENHY £,

TV U RAAL YT Ry NHOMER ((NETT K32 4 X (Advertised Externally) 1.
[VRFETHE (Shared between VRFs) 1) (%, ESG ® VRF L'~ )LD/L— kU — 7 THMEDH
DEFA, V=2 ENTET Vv RAL Y TRy 8EX—5 > FVRFA VAKX AP L30ut
\ZE>TT RRE A RXTHUMEND DAL, VRF L-LD/L— b U — 7L T[L30ut 7 K
NG A X%EFFA (Allow L30ut Advertisement) ] % [[&LY (True) JIZRETXE9, VRF L
SNV DN— N =T THRESNTZZY—7 Y NVRFA VAZ LRI TRy e —7 58
B TV RAAL O TFOV 7 Xy MEPHITEMR S, VRF L-ULDL— kU — 7 OFERR
BRENDZEIEELTLKEZY, ZUv TP RAL VO TFIZHD ZNHOFMIL, [F U VRF
A VAR ANDOLIOUMN L7 Fy hDOT RAXZ A X EPG a2y hT7 7 M X DHEROHERK
ZILTHID VRE A VAR U AND)— ) —7 32O G772, RRFHIMoOMER T
bHolEEEEINET,
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. NETLIT 4TI RADIL— Y=Y

NEBITL T4 VI RADIL—KI)—5
VRF @ L30ut 7> 53D VRE ® ESG ~D ~ T 7 4 v 7 AT 572D /— k) — 7 ORER%
IZ. EPG OIA L30ut & KB4 5 7= 12 ESG #£4 L30ut & M E9,

ESG #fE D L30ut M H5E Lz — &2 U — 7 3 5121d, EBHEIL VRF L~ TN~
T4 T ADN— R =T BERTHILERSDET, ZHIF IPT LT 47 AT AR R
HANDOHEREFEH L ifThhET, =2—F—iF, BELV—FDIP L7 v T AY XKL
R, Te) (BAF) F720% Tgey (BIE) Z2FHEHALT, BEOT VT 4 v 7 AZHEKT 5
. TV T 4y ADOREERETEET, 7V vV RAAL YT Ry FEFERY AR
No— MIEICFE S, TRITERWI ENRZNTED, V=7 SNTT VT 4 v 7 ARER
DN— FUATFTTRITFNIEZR 620 E W HIRRIZH D FH A, HIERZ2WW=0, U—7 =4+
TV T 4y 7 A, I OO TEBEO T VT v 7 A% ) — 7 T HHIBARRECEET,
RETIZ, #—% v b VRF bIEETHLENDH Y £7°,
REDFMIZOWTIE, [GUIZEH L THMNET L7 4 v 7 AD/— ) — 2 ZiEpkT 5] %
ZRLTLZEN,

ESG #:A L30Out #Epk D&, VRF T/b— b U —27 ZHpk L, L3OwEPG £ D=2 v 77 b4
WHTHLEEBIC, EOTVLT 4 v 7 AREDLIOWMEPGIZET AN EERT HMENDHY £
T EOT VT 47 ANED L30Out EPG IZJET 0 EIEET 5121, 4458 EPG DM ERY T
Ty MBIOEEEFIVTAAVR—F TRy FEIFHZMEH L TL3OW 7 % v h &1
KT DUENH Y FT,

LAYVa4~LAVIY—EX

EPG THEHTE 29T _XTHOLA V4~ LAY TV —ER 7T 7L, ESG TYHHR—FER
F7,

\)

() oA, GEALAL—VP—IEROFZEOFEM T, ESGRIO= FF 7 M —E R
7Z 7 A I TWBEA. Cisco Application Policy Infrastructure Controller (APIC) C
X, VAV a4~ LAY T —ERT A ZAPREHEINDHIERRT—E R EPG %, Cisco
APIC 72X EPG [H]OH—E A7 Z 72472 O LRI U L 5 ICHEWIC/ER L %9, EPG B D
=R T 7 LFRRY | ESGO%GE. LY —E X EPG L2 v —,VL pcTag % Hifs
LET,
Cisco APIC U U — & 5.0(1) LABED U U — 2 TlX, vzAny-to-vzAny 2> 77 KTl A Y 4
~ LAY T —ERERAHIMER SN TRTOH LW —EXEPG 1L, 7 r— b
pcTag Z HufS L £ 97,

LAY 4~ LAY 7 —ERBBAOFEMIZOWVWTIEL, [Cisco APIC LA Y4~ LAY 7H—
EREATA R #ZR LTI ZE W,

B Rk EFa2yT LT


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html
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By raR—FK

[Capacity Dashboard] # 7 Zffi ] L T, HERT7 77V v 7 UV —=2D L ZWEOHZE 2
TEET, ZHUTED, AR SINDAT—T U T 4 HlRICEDRE L TESW TN L0 %A
JECHERTEET, V=7 /= RIZEOHELIRREINDTZD, EOV—T ) —FRY V—
ZHIFNTE L T2 T IR TEET,

1. [A&®EH v aAR— L (CapacityDashboard) | N7 7Ny a—TF 7Y — L& iEI§T 51
X, A==2—/3—7T, [&F (Operations) [[BEH v a/R— F (CapacityDashboard) ]
DNEIZEIR L E T,

2. [BE4 v ahR—F (Capacity Dashboard) | " X—Y T, 777 U7 JUJ—AD[T7F
T vYEE (FabricCapacity) |#&IRLET, [TV FRAVbEF2 T TIL—T
(Endpoint Security Groups) ] # /L &[4 B—/3)L pcTag (Global pcTag) | # A /L% T
Arma— LT, EHRERY Y —2A %R LET,

3. [BE4X v aiR—FK (CapacityDashboard) |"X—YC, V—7OMiRHELT[U—7
AE (Leaf Capacity) | &R L £, =V FFRA v F®Fa2 VT4 FA—TDY YV —2R
FEHBEDOFEMICOWTIEL, [ESG] # 7 2R L T 72 S0y,

A

[TV FRA > b S5 vh— (Endpoint Tracker) | # 7 Z@H LT, 777U v Z7IZ@H SN
TV RRA LV FDIPT RLAEIEIMACT RLAZANTHE, 2O RKRA > hdn
g—ay, ZURFRA LV INBRETLZ U RRA U M NA—T FHINTWD VLAN B 7
b, TOZU RRA L NTRAT (77 7)) BRBELTWHDLNE I DETIEOHERTE
£,

1. A==a2— =7, [ (Operations) |>[EP k5w Hh— (EPTracker) | DIEIZZ V v 7
LT, T RKRA N " T D—D R NT TN a—T 47 V=L xRE L ET,

2. [End Point Search] 7 f —/L RiZ, =V RARA L MDIPT RVAEZIIMACT FL A% A
JIL. [Search| 27 U v 7 LET,

3. FREINFBICZVRRA L 27 ) w7 LET,
T RRA Y NN T H—Y—ATiE, A MOIPT RLUA, MACT RL A, FTET 5

T RKRAL N ITN—T, T o vay BEHEZITMER) . W/ — R, A2 —TxA X,
BEIRVLAN 7 72 b & &bz, FREEBO ARENERRINET,

T RHRA N 8Ty — Y=, VCEp EMHENA AT V=7 M LT, ESG I X
WEPGIZOWNWT, 777V w7 THEEINTZ RAFRA U M ERDITET, ESGIZET 5=
YREFAY ME2ODNCEp AT V=V hTERINET, 1 21X VLAN N1 v RERT 5
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IVERAV bk EF2YTs T0—7F |
B smss

EPGHT, 95 123XV T 4 2T B ESGHTYT, LEER->T, =2 RKRA kb
T o= —iE, ESG 2 FRA v MERAT A E, 2202 N RERRENET (EPG
AL ESG ) .

Hl RS I8

Cisco APIC U U — & 5.0(1) OFF T, ROFIFREH S v ET,
+ESG & EPG BORKT VR —F SN TWERA,

» ESG #&HEIX Cisco ACI ¥ /LT %1 FEFESINTWVWERA, TRy K, wLFT 4
T, VE—=F V=R 0D R N R— SN TWET,

e P R—FENTWVWBESGELZ X —IIIPT RLATY, MACT KL A, VM%7, 7=
I DOMOFEHEITEZHR—FENTHERA,

*ESG &)X, BL 7 X —L LTCIPEHEHTAIN—T 47 T T7 4 v 7IZDOFHMATE
i‘j‘o

« X7 —HHNTESG T AR—FshTHhEEA,
«ESG® VRF WY —E R Z7Z 7T R— N TWHEEA,
«ESG &, IROBERED Y —AF i3k & LT R—FShTWhEEA,
T NIRRT —
« Ty RBIERE
« SPAN
* BD/EPG DT RARA » R ESGIZHES LTV A5G, BD 7213 EPG UL TIRIE S
NI R ORI A — F ShvER A,
o T FARA » MEERENE (BD/EPG LEOFR)L— )
s T=o—F Y AR H—ER
« Microsoft NLB
+ First Hop Security (FHS)

CIRA RN R—=ZAN—FT 4V T/IRARNL—K T RARXZ A XA b

« ESG B TIZ. EXUBEOHARDY —7 J—FOHRNYFR—FENET,

cIPHRELIZZ—LLTHEHINTWDIELAIL, VA Y2877 497 (DFED, V—T 4«
VITENTWRWNT T 4w 7) MESGEF2 VT 42 A4 RALRNE DT DI

ESG = RARA > MIVLAN oA v B —T oA ADNA T 4 v 7 it 54~
TP EPG T, HBEDOT 7 4V N2 EFT _RTEF AT 50— %M L TEPG %
HIMZLET, EPGNOTXTHOTY RARA > MM ESG IZHFEEINTWDEAIR. b
DIz, EPGNDOEKITlx7e <. EPG T 1% ARP %l L TEPG ND%; %%ﬁ% rn

B Rk EFa2yT LT
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esc uizsE: [

HZENTEET, EPGS VMM DVS SEAICOREH SN 585415, EiEoMmo 2 >0
FFaroffbviz, [RAVAETAVTF— a3 %HATS (Allow
Micro-Segmentation) | 47> a VEHNCTHZEHTEET, WTFHOMAEL. ESG
TV RARA LV MEOTRTOBEN VA VIN—T 4 T xEBTHLIICLET,

)

GE)  ZORAETIE, $XTEFA[THL—VEMHEH LI EPG N
B L, T ARP ZfEH L7z EPG NOSTEEDE TS
WTEBILET, MAFOEOELBIZRIL T, e
ARP LT, ACIY—7 AA v F LETTRTHO T
T4 EN— T HIIICTHI L TT, EPGHIZEKH
FAENns%E. 7152 ARP X EPG 12Xt L CHEERAYIC A %)
W72 Z LICEE L TLIEEN, EWE, BESGIZE LTV
WA, EPG THRE SN RARA v Fid2ol EH B854
TF, TRCEHFATBHAL— %A L7 EPG N TIL,
ZOXIRTY RARA LV ME, TXRTEFHFATH/— T &
DIE L EPG N THIE ki HAICEBE & £4, =72L, 7
2% ARP #f#i ] L7 EPG W BEClE, 2D Lo 72 K
RA L MIFCEPGIZH DG ETHBE TE R R ET,

o )% BSG IZIBMT 53546, 7V EFTAR—FEnTWhERA,

ESG LA Bk B

Cisco Application Policy Infrastructure Controller (APIC) VU U —2& 52(1) AED U J — XTI,
EPGELZ ZIZXY, = RARAS Y heX=2 VT 4 ZV—7 (BESG) NEPG b2 h T 7 |
K TE DX D270 EPG 05 ESG ~DOBATAliFILSNES, EPGEL 7 XIZk D=
YT FOMIKIZEY, =2 RARA » MIOT Y RRA » PR EE ESG IZBITS TV
RWEAETH, ks 877 e LT RARA U R EDlfE ikt T& 5
T2, V= AVATT LR T ARBATNAREIC ) 7,

PLFOFITIE, (kROK D EPG Al @D EPG 726 ESG ~DOBATICE S EZ Y TEd, EPGAl HD
HIEDW{EIZX, EPGBI, B2, BLUB3I D=2 527 FCl 2 LT{ThILET,

7:EPG M5 ESG ~DRBITERRY 2 EKET S

Will migrate EPG A1l

N, g ’u h! .y
£ > 3 <>
) J :

IVvERsUkeFayT4 -7 |



IVRRAY b EFa)Ta T0—7 |

B oesc s

BAOTFNAIL, ESG (RDXK D ESG A1) Z1ERk L. EPG L7 # Z i L TEPG Al %L
I EEBZ L TT,

B 8:ESG EMEM L. &¥ID EPGZERBITLET

o
== <
i .|
- E }_

EPG Al 78 ESG Al IC—E&H72#%. EPGAL IZE L T\ RFRA > MEIESGAL IZE L,
EPGAl[Z k> Tt EN D2 727 F CLIZESGAL ICHA SN E T, BTSN3 _XTO
T RARA v ME, EPG BN EZ ESG ICBITIN T Th, EPGBI, B2, 8LXU'B3 &5
EEWMECTEET, BEPGELIZZIZL D3 T 7 FOfkED 72 E | Cisco Application
Centric Infrastructure (ACI) (XESG & EPGD 2> F T 7 bRFFAI SN LIZiERE L TL
72EW, ESGWEPGE L7 X &I LTary hT7 7 Mk T 584, EPG OITd pcTag 1
ESG @ pcTag ICE & a2 b D Z LICHEB L TL7ZE, ZOHEICE Y, EPG DTy KR
A NDRNT T 4y 7R N O RS AET 2550 H 0 7,

COBRT, Yuva s NAF Y 2a—MIS LT, EPG Al OBITEE T T 5 VI, ESG
Al LD ESG 721X L3Out M EPG L DI TH LW a Y v T 7 hERTEEd, 72720,
TRTOEX2 YT A HRILESGIZ L > TEBINDZMENRSH 5720, EPGALIZZ ULl EHT
LWary b7 7 BT L3 TEERA, MkE VTR LT 357201,
TELHETHLS EPG 1D ESG~DOBITEZETTHZ L 2BEIO L ET, EPGAl A= T
7 bofEft (F73HE) 2EIET5FE T, RAEERBITZEMT 5285 L L CEEF3602 2
RBAELET,

BATZHATT 212X, 2 727 F Cl OKEHAIT EPG @ ESG #1ER L ET, Z OFITIL,

EPGAl 82 T 7 F Cl 2L TV B7=®, b ® EPG (EPGB1, B2, B L 1B3)

Nar b7 7 FClEZMHELTWET, EPGELZ XA LT, 25 DEPG Z#H LVWESG
(ESGBI, B2, BXO'B3) IZBITLET, KOKDOHITIX, % EPG N ESGIZ~v v B/ &
nTunEd,
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EPG Selectors EPG Selectors
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F7201%, BEDEPG % 1 DD ESG IZHATE £4, 72& 21X, 1 DD ESG #1ER L Thb,
[l C ESG E® EPGBI1 & B2 D FIZ EPG &L 7 ¥ R T £7,

Wiz, 2 77 hClLERUZaNZEFEHLTH L= NF 27 b (ROKIO CL) %1E
BLET, HLWESGE 7unf F—Brar v a—ve—Lt LTHKRLET, Zhit. EPG
Al b0 =ar 727 bk Cl OREEDIEIEZHEFT 5729, EPG Al @ EPG 7»H ESG ~DBAT
DEEDFIETT,

B 10: HRREERT 5

EPG Selectors EPG Selectors
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WMU7 4B afFoa 2 727 FClLiZ, 42T X THESG (Al, Bl, B2, 3XUB3) IZ&L-
TTTITHASNTWD D, #FTLnary 77 MREIT N— R T = 7IZH L b— L0 % R B
B, LI b T FEERTDZ LI > GEIMDOKRY & — TCAM NHE S D Z &
TH Y FEHEA,

ESG A1 1ZiZ. ESGBI. B2, BLXUB3 D Cl LFIUBELZHATS5a 727 FCl B
DET, ZORET, EPGAl TOa b7 7 b Cl 02 ELTEX, ROKIZFRT LI I
ESGAl T RTOEXF2UT 4 BN TELL91C0 F7,

1M:H0VaY k39 bOTRNAF—ELTD EPC EHIBRT 5

EPG B1

Bl, B2, BXU'B3E, =2 FF 27 b ClITFEZ ESG IZRBATS TV EPG A2 35 L TN A3
WXk oTHiIgtkEN D720, 2 b7 7 FCl DWEELEFEELTERWVWI LIZHERELTLE
SV, EPGA2 BEIWAZ D ESGIZBITSIL, 2 b7 7 FCl' 2t L72t%. 3<XTo EPG
(A2, A3, BI, B2, BXUB3) 1%, FI 74 v 7 aHiT52&2<ar 727 ClOfE
MafETcxEd,

EPG 726 ESG ~DOBATEZSET T 5I121%. EPG LD ar 57 F QBLREDMD =
rZ 27 MZOWTH R CFNRICHEVE T,

IVRRA X)) T TIL—TEERET S
GUIZFERALTIVRRA Vb EFXFa )T JIL—T%ERT S

CiscoAPIC U UV — A 52(1) LARED Y U —RATlE, ESGE L2 X IRV > —% 7 EPG, [PV~
Fy MZTHZENRTEET, LEIOV Y —ATIE, PV 7Ry hOZRYFR—FENTNE
T

. IVRRAv b EF2UTa IN—TF



| ToRBao b EFa YT TL—T

ATv T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

GUIEHALTIY RAA Y b1 U714 TL—T5tmT 5 [

A=a—=N"=T[TF bk (Tenants) | ZFINL, FZ4T 27T FEZERLET,

[ B4 — 3> (Navigation) ]~3A > C, [tenant_name]>[7 T4 —>a > TAT 74 )L (Application

Profiles) 1> [application_profile name] > [T > KR4 > b %2 T« ¥ )L—7 (Endpoint Security

Groups) & EIR L ET,

[TV RRA Y bEFa )T« FIL—TF (Endpoint Security Groups) 1 #4277 Vw27 L, [T KRA Y

FEXxa)T 4 JIL—TDER (Create Endpoint Security Group) ] Z#34R L £,

[T RRA Y bEFXa) T4 JIL—TDER (Create Endpoint Security Group) | #4707 Ry 7 A

O [FIEL (STEP1) >ID (ldentity) ] <— T, ROEFEHREATILET,

a) 4RI (Name) : ESG O4Hiz A LET,

b) (fE&) A (Description) : ESG Oz AN L ET,

¢) VRF : ESG [CB#EfHT H35D VRF AT LET,

d) ESGEEIKEE ESGEZ T ¥ v MUV THITIL, [BEBEIZLKSV Yy 42 (AdminShut) | %
HIRLE9, 774/ b TiL, [ESGC EHIKEE (ESG Admin State) ]1% [Admin Up] DIETY, Z D
74— RiE, 523) VU —ABBEMES L E Lz,

e) [k~ (Next) 127 U w27 LET,

[TV RRA Y X2 T4 JIL—TDERK (Create Endpoint Security Group) 1 ¥4 7 2 7K
JAD[FIE2 (STEP2) >t L4 (Sdectors) | X—INRE £ T,

Gx) WOFIETIZ, RV —H7, EPG, BIXOIP V7 Xy MIESWTEL 7 X Z{ERTE
F9, £20E [RAN (Next) 1227V w7 LT, BL 2 X2 EEZTRFETDH (382—)
T T 2LV Z 2B THRKTHZELTEET,

[FIE2 (STEP2) >+t L4 4 (Sdectors) | — T, K —F T %xr REAL L hEL I 2L LT
BT 581, ALY A A—D [HREE2 Y v LET,

(29 €LY 2 DR (CreateaTagSdector) | XA 7l Ry 7 ANREEd, #7 vLr¥—%
ERkd % (38 <—2) | OFIEIZTENET,

[FlIE2 (STEP2) >t L% % (Sdectors) | ~— T, EPGZTV RARA > hEL 7 XL LTHEET D
Bald. ERG LI AN—D [+ &7 ) v 7 LET,

[EPG L% 2 M1ERL (Createan EPG Selector) | ¥ A7 v Ry 7 ANRMEET, [EPGELZ XD
TER (39 ~—) | OFIRIENET,

[FIE2 (STEP2) >t L% (Sdectors) | <=V T, = FRA L LI ZLELTIPH TRy b &
RET 25813 IPYH TRy bELIEAN=D [HFFE7 Y v LET,

[IPHTRy kLo 2D%ERK (Createan |P Subnet Selector) | #4712 Ry 7 AN £, [P
HT Ry LI E—EERT D (40 X—2) | OFIRICENET,

[k~ (Next) 127V w2 LET,

[T RFRA Y bEXa) T4 JIL—TDER (Create Endpoint Security Group) | 4 A 70 7Ry 7 A
O [FIE3 (STEP3) |>[E# (A FL3>) (Advanced (Optional)) ]~— U3 £,

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |

B crsesvzzess

ATvT9

ATy 710

[FIE3 (STEP3) |>[55# (X F>a>) (Advanced (Optional)) ]-X— T, RDA T a kT
xFET,

a)

b)

(f£&) ESGHOdfEE 7 v v/ 45121k, [ESGC N EE (IntraESG Isolation) |17 4 —/V KT [3&
#ll (Enforced) ] Z3®R L E9, 774/ M [FE#RF (Unenforced) 1 T,

[FEs&®H (Unenforced) | CTix, [MIU ESGHOTRXTHOZY RARA »V A ONHBICHEEFETEET, £
X, R CESGINTHEDZ A T DIBEDHZFFAI T H5E51E, RO VICESGH= L M T 7 M afiH
T&ET, BSGRNO = M T 7 MERRIZOWTIE, TGUIZMH L TR EZ = RARA L FEFa
V7 JNA—7100AT5 433—=2) | 28R LTLIEEN,

(ER) BREFHRITN—T A N—L LTESGEETITIX, [BREEATI—T A N\— (Preferred
GroupMember) 17 4 —/L R T[&® S (Include) 1ZEINLET, 77 4/L MR (Exclude) ]
<9,

[ % (Include) | ZEIRT BHEIIZ, BT NV—T0 VRF LV THEINZIR > TWNWDZ L 2R L
TLTEEN,

BRIEHE T N—T DFERNZ DN T, [Cisco APIC FEARER D A R 2L T Z &0,

(f£E) BIDOESGIHay b7 7 MEMEKTHIZIZ, ESGAY S FRARAA—NR—D [+ 5%
7 Vw7 L, ar 77 NaeffKkd % ESG IR L 97,

ESGav b T 7 h~AZ—%BINLT-5HE, fEKLTWAHESGIE, #RLAZESGOTXTH= Y |k
T FEMEKLET, FTLWESGOEAFEDESG LRI LEX =2V T 4 #HkEHFH > L o IcT 58581,
ESG 2 h T 7 h~=AZ—%BIMLET,

[Finish] #727 U v 7 L&,

LLIBERTERET S
8 ELYB—EERT S

ATy
ATv T2

ATvT3

ATy T4

COFIEEFHLCT, = RKRA N X2 VT 4 FA—TF (ESG) DXV L7 X —5EK
L/\i‘a—o

A=a— N=T[TF2k (Tenants) | IR L, &Z4T 57T FEBRIRLET,

FEOF T —vay AT, [tenant_name] >[7 T r— 3> FOT 74 )L (Application Profiles) 1>
[application_profile_name] > [T KARA > k ¥ 2 1) T4 ¥ )L—7T (Endpoint Security Groups) | >
[esg_name] > [ L o 2 (Sdectors) 1% L £7,

(2T LY % — (TagSeectors) | %427 VU2 L, [29 LU 2 —DERK (CreateaTag Selector) | %
BIRLE7,

(2T LY 2—D1ERL (Createan Tag Selector) | ¥ A 7 a2 R v 7 A2, ROEHREANTILET,

Q) BT X— X T X—HANT DN, Fuv 7 X0 VA RNDLEBFEOX 7 F—%23 R LET,

b) EEEF ESGIIEDLTLT AT A DF TEE —BSELODFRMEEEIRLET,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

e Ly antkm i

R T ZHE FIRkO@EY T,

« Contains : % Zflix&ies’, [FJ1E (TagValue) | &R LAWAREMERH DT 4T 4
EERLET,

«Equals: ¥ Zfli’ [ JfE (TagValue) 1 EE LT 47 ¢ ZRINL £,
«Regex : % 7N [4 F1E (TagValue) ] 7 4 —/b RICANENTZEHEH L —B+ 50T 4T 4
BEIRLET,
c) FAUME:MEELIFERRBRALANT L0, Fry XUy VAL LEEFOMEZRIRL 7,
EREBRZERT D &L, ROTA RIA L EFHLTIEE N,
« AT, a-zA-Z0-9 . TT, L AS[10 {3 +*-
RO FIIMATE ERA, /\?2
« [0-9]+ IFEEOEIZ—E (\d+ & [F5H)
«a{0,1} 1T, ad P EiT1oIc—HKLET (2 LA%)
 [0-9]{3} 1T 3 HTOFFIZHERIC - L ET
o« dev(D)|(2) 1T devl F721F dev2 OfEIC—FH L £T

d) HBA: FTvay) ATV T N0,
e) [XfF (Submit) 1227V v 27 LT,

EPG L 7 % DERK

ATy T
ATy T2

ATvT3

ATvT4

ZOFEEFEHLC, = RRA U X2 YT 4 Z—7(BSG) D EPG & L 7 ¥ Z{ER L
e 8

AZ=a— N—=T[TF2k (Tenants) | R L, &4 T 57T FERIRLET,

EDOFEr— a4 T, [tenant_name]>[7 TV r— 3> T 774 )L (Application Profiles) 1>

[application_profile name] > [T FRA > b %2 1) 74 4 )L—T (Endpoint Security Groups) ]>

[esg_name] > [t LY 4 (Seectors) ]% BB L £,

[EPG L% %4 (EPGSdectors) | #4727V w7 L, [EPG LY %DM (Createan EPG Selector) | %

BIRLET,

[EPG LU 2 DERL (Createan EPG Selector) | ¥ A 717 KRy 7 A2, ROEHE AT LET,

a) ESGVRF M EPG : VRF {ZfFET 5 EPG DU A b, ESGIZHEEND EPGDF = v VR v 7 A%
A AL ET,

b) HEA: (FTvav) ATV=T FOFHA,

c) [FE (Submit) 1%27 U >Z7 LET,

IVRRAv b EFaUT4 0—T |



IVERAV bk EF2YTs T0—7F |

B ryoxoreros—znmss

IPHTRy b LI E2—%ERT S

ATy T
ATy T2

ATvT3

ATvT4

COFEEFEALC, RS X2V T4 F—7 (ESG) DIPH Ty kLY
2 —2 B LET,

A=a— N—T[TF2k (Tenants) | ZER L, 4T 57T FERIRLET,

EDFEr— 3 AT, [tenant_name]>[7 TV r— 3> 7774 )L (Application Profiles) 1>

[application_profile name] > [T FRA > b #%2 1) 74 4 )L—T (Endpoint Security Groups) ]>

[esg_name] > [t LY 4 (Seectors) ]% BB L £,

[IPHTJHxy kLY %— (IPSubnet Sdectors) | =427 Vw7 L, [IPY TRy kLY 2 —DER
(Createan | P Subnet Selector) ] Z3&R L £,

[IPHIxRy kLY 2—DO R (Createan |P Subnet Selector) | ¥4 707 Ry 7 AT, ROEHRE A

HLET,

a) IPHTRy bk :F—: 207 4=V NXIPICREINTNET,

b) IPHITRy b :EBEF: 207 — L FEELWIEESNTWET, BELZ X —F, BESNY

Txy MIFERIZ—HTHIP VT Ry ORI —EHLET,
) IPH TRy b fli:ESGIZEENDZU RARAL L MDOIPY TRy EANLET,

FEEDIP(/32, /128, FZV 7 Xy A7 V) ERIHMEEDOY A EOV Ty R~y FE AT
TEET,

d) A (7= )

e) [XfE (Submit) 1227 Vv 7 LET,

H—EXREPGELI R —ZERMT S

&
ATvT2

ATvT3

ATy T4

COFEEFEHLTC, = RS EF2Y T 0 Z—7 (ESG) DY —EREPGEL Y
2 —ZERC L £ 7,

AZa—=N"=T[TF bk (Tenants) | #BINL, Z4T257 7 FEBRLET,

FEOF T — gy AT, [tenant_name] >[7 T r—a> FO T 74 )L (Application Profiles) 1>

[application_profile name] > [T KiRA4 > b 2% a1 74 4 /)L—7 (Endpoint Security Groups) ]>

[esg_name] > [ LY % (Selectors) 12 &L E7,

[—ERXEPG L% 2— (ServiceEPG Sdlectors) | #4727 Vw7 L, [W—EXEPG LY 42 —DERK
(Createa Service EPG Selector) | ##{R L £,

[—EXEPG LY %—M{EM (CreateaServiceEPG Selector) | # A 717 R v 7 A2, ROEHR%E

ATLET,

a) H—ERXEPG: % —EZXEPG % ESGIZEHHITIE, SN TWVAF—ERX TN R axs DY

A MMHEIRLET,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

TorRs v R MAC & T xRS S

P —E R EPG #ETH—EZXF AR ax7F% (Lifcex) 1E. ESGIZw Yy B/ TxF4, FRE
NBEZP—EATNRA AR XOY XML, IROBENZH DT 3, ZARIREKY O —TEZSI N R
7 AN EEINET,

Tenants > tenant_name > Services> L4-L 7 > Device Selection Policies
PF—ERTNA R axy 2%, WOBXNTRRESNET,
consumer F 72|3 provider

TENANTiNAME/ c—-CONTRACT NAME-g-GRAPH NAME-n-NODE NAME

RIB 2= L ET,

arva—vx

PBR/c-web-to-app-g-FW-Graph-n-N1

b) BB (FTvay) ATV=T N0,
c) [%fF (Submit) [#7 VU v 7 LET,

TURRAU EMAC 2T HERT %

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

COFEEZFEHLT, RV — F T2 RRA L FOMACT RLAIZEBMLES, ¥
YL X%, ZOXTEFERALTC, = RERAL L FOMACT RLAZTZ U RRA L M EFa
V7 4 ZN—7"(ESG) ICBHEffITH Z LN TEET,

AZ=a— N"—=T[TF2k (Tenants) | ZFIRL, Z4T 57T FaBRIRLET,

[ E4— 2> (Navigation) ]XA > T, [tenant_name] >[7 T4 — 3> FOT774)L (Application
Profiles) ]> [application_profile name] > [7 F'1) 77— 3 > EPG (Application EPGs) ] > [epg_name] % i
BLET,

[EZE (Work) ]34 > C, [#4E (Operational) ]>[2 547> bk T KR4 >+ (Client Endpoints) ] #
TEBRRLET,

(V54T >k T2 FRA 2 (Client Endpoints) ] 1Zi%, BEMITHLNTWAIP T KL AL L iz, )
HAFRERE T RARA L FOMACT RLAZERRLET, 7 RLAIZTTICRY — ZI7RFEDHTH
NTCWBHE, TNUHOKRY — X ZIEIMAC £721X 1P 7 KL A [R1) — 24 (Policy Tags) ]%1ic
KRENET,

HEIO MAC 7 RLADITEAZ U 7 L, [T2 FRA Yk MAC 25 DERE (Configure an Endpoint
MAC Tag) | Z®R L E7,

MAC 7 RV ART —TIZER SN2 WGEAEIE, VMM fiE 2B L CERFE EEIFRENTVEY
ho ZOHA . [tenant_name] > [/R1) — (Policies) |>[T > KR4 > k 24 (Endpoint Tags) | % R
L. [T FRA4 > FMAC (EndpointMAC) 1% 427V w27 L, [T KR4 > FMACH S DR (Create
an Endpoint MAC Tag) | #i®R L £,

[Ty KR4 > k MAC 2 5 MYER (Createan Endpoint MAC Tag) | %A 7 2 27 R v 7 ZITIROIEH A A
HLET,

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |

| PN XL

GE) [95A4F> bk I ERA2k (Client Endpoints) | 7—7 /L5 MAC 7 KL A& 3R L7-5;
A&. MACT FL AL BD 7 4 —/L RIZTTICATTENTWVET,

a) IVKRKRAUVEMACTZ RLR : #7%BIMT25MACT RLAZAHLET,
b) BDA : BEFDOT U v¥ RAAL UEFIRT D0, HLWT U oY AL CEERLET,

*HRBINT AL, T RKRA U N MAC ¥ Z1E, FBE SN VREFNDIEE D BD D MAC 7 KL A %K
LET, ZOHAE, VRE HLERTHLHI>KROLNET,

o) AWR: IAFvay) [Hlidsaxr Yy s L, ERF—ELEZENML, V]iemEd7 Uy 7 LET,
BEOFREBMTE ET,

d RYS—A5  [+]8BE27 Vv s L, R —H T F—LEZBMNML, V]itmsa27 ) v 7 LET,
BEORY — Z 7 HBMTEET,

e) [ (Submit) 1#7V v 7 LET,

IVRKRARIPRTDERK

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

TOFIEEFHLT, = RBA L FIPT RLRIZRY v— 27 BIMLET, #7 L2
H—lL, ZOFTEHERALT, = RRA L FDODIPT RLVAZZ U RRA L b EBX2 T 4
7 NV—"7" (ESG) IZBEMIT 2 Z N TE £,

AZma—= N=T[TFr b (Tenants) | #iERL., E4T 257 FEERLET,

[ &4 —3 2> (Navigation) ] 31 > C. [tenant_name] >[7 T4 — 3> FAT74JL (Application
Profiles) 1> [application_profile name] > [7 ') #r—< 3 > EPG (Application EPGs) ] > [epg_name] % J&
BALET,

[E¥ (Work) ]34 > C, [#4F (Operational) 1>[2 547> bk T R4S >+ (Client Endpoints) ] #
TERIERLET,

(V547> k T2 FKRA 2 (Client Endpoints) ] 1Zi%, BIEMITHNTWAIP T KL AL LT, F]
HREREZ FRA VY ROMACT RLAZERRLET, 7 RLAIZTTIERY o— X 7RED Y TH
NTWBEE, TNHORY — X ZIEMAC £7201X1P 7 KL AD [RY) &— &4 (Policy Tags) ] 5
TRINET,

HIOOIP T RLADITE A7 Vw7 L, [TV RERAL 2 MIPA T DEFERE (Configurean Endpoint IP Tag) ]
ZIBINL E9,

IP7 RUART =T VR RINBZWVES, VMM BGZE L TELEFEELIEIRRTINTVETA, &
DA, [tenant_name] > [7R1) &— (Policies) 1>[T > KR4 > k 24 (Endpoint Tags) | #/EB L., [T
Y FRA 2 MIP (EndpointIP) 12427 Uy 27 L, [TV RRA2 MIPZJDIER (Createan Endpoint | P
Tag) | =R L £,

[T KR4 > M IP AT DR (Createan Endpoint IPTag) | A 7227 Ry 7 ZTROEHRZ AT LE
R

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

GUI AL TRENETY KRSV k €20 T« Yu—TEATS [

(9547 kT2 RRA 2 b (ClientEndpoints) 17 —7 Wby RABRA » MERIRLIZSGA, IPT R
LA & VRF 7 4 —/V RIZTTICAS SN TWET,

a) IP: Z7%BMTHIPT FLAEANLET,
b) FR: A 7vay) [HidmxsZY vy 7L, BERF—LEZENL, V]IREEZZ U7 LET,

BEOTFERZEBINTE £,

¢) VRF& : T RARA Y &5 Te VRF Z IR E 72 I3ER L E7
d RYS—A5  [HiEB5%x227 Vv 7L, R)—F T X—LEZBNL, V]isx2 Vv s LET,

BEDORY o— Z T HBIMTEET,
e) [iX(E (Submit) 1227V v27 LET,

GUIZFERALTEHNZIVRRA Vb X2 T JIL—TIZERT

%

ATy I
ATvT2

ATvT3

RATv74

ATy TH

A=a— N"=T[TF2k (Tenants) | ZFIR L, Z4T 57T FEBRIRLET,

FEOF T —a AT, [tenant_name] >[7 T r—a> FO T 74 )L (Application Profiles) 1>
[application_profile_ name] > [T KiRA4 > b 2% a1 74 4 /)L—7 (Endpoint Security Groups) ]>
[esg_name] Z B L E 77,

[B2%9 (Contracts) 1247V v 7 L, ZRIMNEBASND FIEIELTT 7 v a VERBRLET,

WROF T arndb 7,
cRBEEShizar b3 FDEM
CHEIhHZH0EM
HESNDAV SV AU E—T 4 AMEM
« ESG REZHIDENN

GE) TV —varEPGICE o CHEFAITRMEINDI 2L, Z 2 TIXESG AT £48
/Vo

[Add Contract] ¥ A 7R 7Ry 7 AT, ROBEEFITLET,
a) [2#94% (Contract Name) | Z# AT E72IT&EIRL £,

b) (EE) [QOSK!Y — (QOSpolicy) | #EINL £,
) (EE) [T (Labe) | Z&INL E7,

(&5 (Submit) 1227 VU v 27 LET,

IVRRA Vb EF2UTFa TL—TF .
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B orestap 2EALETY BRA Dk £X2 YT 4 TL—TOMERE BHOER

RESTAPI ZEH LT F R4 b EFa) T4 JIL—TDERE
259D
FIE

<polUni>
<fvTenant name="t0">
<fvAp name="ap0">

<!-- ESG with the name ESGl and Preferred Group as Exclude -->
<fvESg name="ESGl" prefGrMemb="exclude">
<!-- The ESG is associated to VRFA -->

<fvRsScope tnFvCtxName="VRFA" />

<!-- provided and consumed contracts -->
<fvRsProv tnVzBrCPName="provided contractl" />
<fvRsCons tnVzBrCPName="consumed contract2" />

<!-- Tag Selectors for the ESG -->
<fvTagSelector matchKey="stage" valueOperator="equals" matchValue="production"/>

<fvTagSelector matchKey="owner" valueOperator="contains" matchValue="teamA"/>
<fvTagSelector matchKey=" vmm::vmname" valueOperator="regex"
matchvalue="web [0-9]+"/>

<!-- EPG Selectors for the ESG -->
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-1"/>
<fvEPgSelector matchEpgDn="uni/tn-TK/ap-APl/epg-EPG1-2"/>

<!-- IP Subnet Selectors for the ESG -->
<fvEPSelector matchExpression="ip=='192.168.0.1/32"'" />
<fvEPSelector matchExpression="ip=='192.168.1.0/28'" />
<fvEPSelector matchExpression="ip=='2001:23:45::0:0/64"'" />
</fvESg>
</fvAp>
</fvTenant>
</polUni>

RESTAPI AL T2V LUVEL I 2—%ERT S

EPG LU 2 —%ERKT S
EPG L7 % — 47V =7 b (fvEPgSdector) 1%, #iE®D EPG ® DN & —% L £,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvEPgSelector matchEpgDn="uni/tn-ExampleCorp/ap-app/epg-epgl"/>
<fvRsScope tnFvCtxName="dev"/>
</fvESg>
</fvAP>
</fvTenant>
</polUni>

EPG L 27 #Z—i%, ESG ¢RI LT F > FB L VRFIZET D EPG ICDH—ETE £7°,

B Rk EFa2yT LT




| TvFRav b EFaUT0 IL—F
RESTAPI £ LT /5 & ULy 4 —5k8T 5 [

RTEAT LY 2 —DERK
2TV EAT s b (fvTagSdector) 1, ROA TV =7 hO T THRIESNT=Z 74T
vx7 |k (tagTag) & —HLET,

 fvEplpTag

» fvEpMacTag
» fvSubnet

- fvStCEp

\}

GE) #7®vLvIX—FT7 Y= MME, fvEpVmmMacTagDef FO¥ 7 47V =7 MZb—3
LEd, 2L, 204 T7V=27 O TFDORY — X ZIIVMMES 288 U TR iE S,

MR TE £ A,

ZoFNX, tagTag A7 ¥ =7 NOfLEE, ¥ 7% 2T, —E$ % fvTagSelector 772 =
7 NaEmRLTOET,

<polUni>
<fvTenant name="ExampleCorp">

<fvEpTags>
<fvEpIpTag ip="192.168.1.1" ctxName="example">

<tagTag key="esg" value="Red"/>
</fvEpIpTag>
</fvEpTags>

<fvAp name="AP">
<fvESg name="esgl">
<fvRsScope tnFvCtxName="example"/>
<fvTagSelector matchKey="esg" matchValue="Red"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

BT EGERIIRSELROVIC, F TSN —EIE 5D, £7213 valueOperator @
fvTagSelector 7w /X7 ¢ Zffi L CIERRBAFEH L T—HSEL 2N TEET,

. valueOperator 7' 2 /37 ¢ BN7eWiga, 21k T LW BET, ER%ell—%T 25
tagTag DA D38k S L E T

- valueOperator 7' 1 37 ¢ 28 [5Te) OBE . tagTag DE T 1 —/L FIC fvTagSelector ™
matchValue 7 .t —/L R EEN TN TH, ERIZ L TORWGEIC—EDR#H I

i‘a_o

- valueOperator 7’1/ 7 ¢ 75 [regex] D6, tagTag OfE 7 fvTagSelector @ matchValue
74—V RIZEEND EREB AW TH I — B S E T,

oL, SEIFERBEMERLTHET,

IVRRAv b EFaUT4 0—T |
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B ok rexayF I—TEERLTL—F U—0 EBRETS

<fvTagSelector matchKey="name" matchvValue="Blue"/>

<fvTagSelector matchKey="name" matchValue="Blue" valueOperator = "equals"/>
<fvTagSelector matchKey="name" matchValue="prod" valueOperator = "contains"/>
<fvTagSelector matchKey="name" matchValue="prod[0-4]" valueOperator = "regex"/>

VMM T2 KiRA > FADOENLGEE2T €LY 52—

Fepllex—ZfEH LT, #7 L2 — 477 b (fvTagSdector) (X VMM = RRA

vV NELRICTHRA LET, F8k7: matchKey 13 [ vmm::vmname] T, matchValue i VM @

AHTTT,

ZofE, Ee—EEMEH LT lvmName-Dev] & WIARIO VMIZ—ET 54 7 L7 4 —
ZRLTWET,

<polUni>
<fvTenant name="ExampleCorp">
<fvAp name="AP">
<fvESg name="esgl">
<fvTagSelector matchKey="type" matchValue="dev"/>
<fvTagSelector matchKey=" _vmm::vmname" matchValue="vmName-Dev"/>
<fvRsScope tnFvCtxName="testctx0"/>
</fvESg>
</fvAp>
</fvTenant>
</polUni>

IVRRA b EFa) T4 GL—THFFERLTIL—F
) —D %KTET 5

GUIZFEALE-RB IV D RAAM Y TRy bDIL— ) —D DE&
'-._l
X

SOFEEEMLT, W7 v Y KA H 7%y kOL—h ) —7 2BELET.

458 SRS
U—=27327F M VRF, 77UV RAASL L 73y FEERL TEBLERH D 7,

AT 71 [Navigation] ~%A > C, [Tenant name] > [Networking] > [VRFs] > [Inter-VRF Leaked Routes for ESG] > [EPG/BD
Subnets] (Z#E) L £7,

ATw 72 [EPGIBDHT+xv b (EPG/BDSubnets) 1%47 U ~Z7 L, [EPGBDY TRy hEU—UF5K5(2IZF%
E3 % (Configure EPG/BD Subnet toleak) ] Z#R L £,

ATw T3 [EPGBDY TRy hEU—UFHLSICICERET S (ConfigureEPG/BD Subnettoleak) | %4 7 1 7 &K
J AT, ROMREEZFATLET,

B Rk EFa2yT LT



| TvkRav b EFayT0 IL—T

ATy T4

ATy TH

ATvT6

RESTAPI @A LRSI U v S Kaqv 4 T%y kon—k y—s0%z [

a) IP: V—20F257U vy RALL HT Ry heZDOvAIEANLET,

b) (EE) BB :EPG £72137V v¥ RAASL L 73y hOFBHEATILET,

19) (Eﬁ)umm7PA@4f€ﬂT¢é ZOV T %y FEBIO VRF @ L30ut ([ZL > TT R3% A
AT HVEND HBHEIT, TruelZZREL £,

[TF > FE LU VRF3ES L (Tenant and VRF destinations) | 7 +—/V KT, HIZBEIL, [+]iemx2 Y v

7 LET,

[T+ Y FEEUVVRFIEEDIER (Create Tenant and VRF destination) | #4712 AR v 7 AT, RO
FAITLET,

a) TFTFYEBEUVRF: 75TV FBIWVRFAZ AN EIHRIRL £9°,

b) ((EE) & sk E A LET,

¢) L30ut 7 RNAAL XA L&A T S : ¥—45 > b VRF ZEICFFA 2 EE T HLERH H551F
TrueE /- idFasellHELET, 7 74/ N T \:@ﬁfyayi%ﬁﬁéio_&ﬁéhfkb
AT w7 3O [L30ut 7 RN A X%Ea[9 % (Allow L30ut Advertisement) | &[] URkE Z PRFF L £
7T

d [OK]ZZ7 V7 LET,

(&5 (Submit) 1227 VU v 27 LET,

RESTAPI ZFERAL=REBIN) v o RAL L B TRy FDIL— bk 1) —
7 DERTE

[F L& HHEIIC

WRT2BDH 7Ry b, ERIERELEY 77Xy 2GR BD V7 Xy FEREL T
ERHY FET,

FE :

<polUni>

<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<l-=
leak the BD subnet 192.168.1.0/24 with the Allow L3Out Advertisement
False (i.e. scope private)
-—>
<leakInternalSubnet ip="192.168.1.0/24" scope="private">
<l--
leak the BD subnet to Tenant tl VRF VREB with the
Allow L30ut Advertisement configured in the parent
scope (i.e. scope inherit)
—-=>
<leakTo ctxName="VRFB" tenantName="tl1l" scope="inherit" />
</leakInternalSubnet>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

IVRRA Vb EF2UTFa TL—TF .



IVRRAV b EFayT4 T0—7 |
B cuvzemLcnmILo v rOL— U —s EHET S

GUI 2FRLTHERTL T4 v ADIL— )= BT S

COFEZHEM LT, ST VT 4 v 7 ZADN— Y —7 ZHR L £ T,

1R BHHIIZ
E1E5C VRF TL30Out 1k L TR MERH Y, SMBT V7 4 v 7 ARFEFINET,

AT Tl FEF—varv s RUT, [THY b4 (Tenantname) |>[% vy FT—F >4 (Networking) ]>[VRFg]
>[ESG M VRF [ ')—%4 JL— b (Inter- VRF Leaked Routesfor ESG) 1> [4V&f L 27«4 v X (External
Prefixes) ] DNEIZEIN L F 7,

ATy T2 (NMEBTL T4 vY R (External Prefixes) 12427 U7 L, [W—=2&nt=08T L7199 RDERK
(Create L eaked External Prefix) ]%3&R L £,

ATy T3 (U= ENnE=08TL T4 v RDOERK (CreateLeaked External Prefix) | A 70 7Ry 7 AT, RO
BEZRITLE T,
a) IP: V=2 &N TFL 74 v 7 ABANLET,
b) (ER) A V-2 IN/NET LT 4w 7 AOFHAEAN LET,
) (EE) BE (FLIZAYHIR) WBETHIVL T4 v ADRINEZANLET, ZHUL, @FO

N—HDIP TV T 4y 7 AV ARD lge)] IZFHELET,
d (EE) UFT (FLIAvIR) BETHS LT 4 v 7 ZAOBRKEX AN LET, Ut @ED
N—BZDIP LT 47 AVALD (e) IZTHYLET,

ATV T4 [TFHY FEXUVRFIE%E (Tenant and VRF destinations) | 7 4 —/L KT, AIZBEIL, [+]iemE 27 U v
7 LET,

AT s [THY FEKUVRFEBEDIER (Create Tenant and VRF destination) | A 717 Ry 7 AT, RO
REZEITLET,
a) THTUFBEUVRF: 772 MBI VRFAZ AT EIITER L £,
b) (EE) B smkomE A LET,
c) [OK]Z27 Vw7 LET,

ATw 76 [EE (Submit) 1227V v LET,

RESTAPI 2R L THEIL I v I ADIL—k ) =D %RET 5

I L& BHIIC

Y —AVRF [VRFA] TL3Out #i%E L THBLMERH Y, BT LT 4 v 7 ANFEINE
7,

FIE :

<polUni>
<fvTenant name="t0">
<fvCtx name="VRFA">
<leakRoutes>
<!--

B Rk EFa2yT LT



| TvFRav kX2 UTa S0—F
IVRRA U b €2 YT FL—TEERALELIVANBLA YT ERETS [

leak the external prefixes in the range of
10.20.0.0/17 and 10.20.0.0/30
-—>
<leakExternalPrefix ip="10.20.0.0/16" ge="17" le="30">
<!-- leak the external prefixes to Tenant tl VRF VREFB -->
<leakTo ctxName="VRFB" tenantName="tl1l" />
</leakExternalPrefix>
</leakRoutes>
</fvCtx>
</fvTenant>
</polUni>

IVRRA b X)) T IL—TFFERALIZLAY
AN LANTZHRET S

GUI ZFERALTIV R RAI U bEF2 T JIL—T~ADL AV 4~
LANYTIH—ERZERT S

EPG #fEfI L7z —E R 77 7 OREMICEMIE I DT CORRIE, A ESG IZ b &
NEJ, LEREHX, EPGIZar b7 7 M EEEMT D VICESGIcar 77 hEE
BT A EDHRTT, ZOFIEEFEHAL T, =2 RRA L heEXa T 4 7 —TIk-T
EHENDa 77 Mo, FEFHE—FROLA V4~ LAY TH—EARAT A ZADH—E R
75757 b —haREMALET,

1R BRI
WHEVER L TR MENRY £97,
* ESG

Y —v' R IFTT7 TS L—F

ATV TN A=a— =T, [TF2 bt (Tenants) |>[TRTDHTF+ >+ (ALL Tenants) | DIEIZEIR L E T,

ATw T2 [Work] %A T, TF 2 bDARZZTNL2 Y v 7 LET,

ATV T3 FEF—var v RUT, [TFYF (Tenant) |>[HY—EX (Services) |>[L4-L7])>[H—ERT S
757 FL— b (Service Graph Templates) | DJEIZER L £,

ARTFwT4 Frir—rarv e RUT, BSGICHEMAT S [Y—ERXRYT S T7F2TL— k4 (Service Graph Template
Name) 12427 U7 L, [LA~LTH—ERTSITTUTL—rEERT S (Apply L4-L7 Service Graph
Template) ] # R L £7,
Apply L4-L7 Service Graph Template TOEPGS ¥ 1 7 2 /7R v 7 ANFRINET, LA Y4~ 1L AF7
P—CRTTTTF T L= e, T RRA U X2 VT =Ty T MCBEEMNT
T

IVRRA Vb EF2UTFa TL—TF .



IVERAV bk EF2YTs T0—7F |

B O RESTAPIZERLETIY PR b £X2UT 1 TL—TADLAFAINE LAY TH—ERDEH

ATv TS EREZ AT LT, [L4~LTH—ERTSITUTL—bZESGIZ#EAT S (Apply L4-L7 Service
Graph Template TOEPGs) FIE1 (STEP1) |>[a> +3 % k (Contract) | ¥ A 7RI Ry 7 ADa L k
T NERERLET,

ATvT6

ATy 17

a)

b)

d)

T RBRA L N IN—TH AT LT[ TV RRA Y bF2 T4 JIIL—7T (Endpoint Security
Group) ] ZEIR L £,

ESGNaY FT7 7 FEMHRL TWAEAIE, [TV RRA ROV S FEHERT S (Configure
anintra-Endpoint Contract) 1 F = v 27 ARy 7 ZA%&A4 2 LT, [ESG/®y kT—% (ESG/Network) ]
KFa v 72U R RG ESG 23l E£77,

ESGN=v N7 7 N CIERLBHEOa 877 MR LTWLHEAIE, avva—v—LT A
X —DESG & F v T —7 DAL DOEEBERL T,

[AYb59 +B 4T (Contract Type) |1 7 4 —/v RCilldblp A7y a v iRy %2270 v 7 LT, #HL
Way b7 7 NEERTH0BEFOa L R T 7 F&E®RIRL 9, [Create A New Contract] % i8R L 7245
B, T ANEEFRET HIZIE, [NoFilter (Allow All Traffic)] = v 7 R v 7 A& A 7IZLET, [+ &
U7 LTI = M) ZBIML, 587 L7256 [Updatel 227 Y v 27 LET,

K~1%227V 7 LET,
[STEP 2] > [Graph] ¥ A 7 1 7 BNE RS NET,

[CEBADT/ A R1E#R (your device nameInformation) ]2 27 < a > T, HRWR Y 7 A TRENTWDH N
H7 4 —/V RCEMLET,

ATw 78 [Finish (ET) 1227V v 7 LET,

INT, ESGRMERAT A TS MEh—ERAS T 7T T L— hEEATEE L,

GE)  vzAny ZHERKT 2121, EREOFIAES.c T, YA X —& L TAnyEPG &L, 22—

~—& LTHLDO®H S ESG ZIEIRT 570, £LFZOW 2@ R L £7,

P —VE R 7T 7% vzAny-to-vzAny 2> b7 7 b vzAny-vzAny ([ZGEH T HI121E, =2 RARA 2 b
IN—TH2ATELT[ZTY RRA 2 bR —%)L—7F (EPG) (Endpoint Policy Group (EPG)) ]
AEIRL, e F—BlNar v a—<—& LT[AnYEPG] 38R L %4,

RESTAPI ZFA LTV FiRA Uk E2FXa T4 JIL—T~DLA
VAo LA VIH—EXDER

EPG Z#fi L CH—E R /T 72 BT 70T &N 59 _TD REST API I%. ESG T
bELSEHISNET, 7270, BRITESG ITREEM T O TWARLENRNH Y F3,

FEMICOWTIE, LAY 4051 A% 7D RESTAPI OBAZSHL TL ZEV,

B Rk EFa2yT LT


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy/b_L4L7_Deploy_chapter_01100.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



