afran]n
CISCO.

'
g
=4
=
[

=

N
2
=
"
o

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI
Fabrics. Release3.4 (x) |

#hR - 2021426 H 21 H
RIREH 2021 FE8 A 16 H

VAAVARATLREREM

T107-6227 HURABPEX IRING-T-1 I v KA DY - XU —
http://www.cisco.com/jp

BlWSbLEE VR a ¥y X —
0120-092-255 (7 U —=—/)L #E&F - PHSET2)
ERE=AFIRFE - S H 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZTFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/ ) & CHERLFEE W, AEE, kB RaARITHR
F1AVMOBEMRTT, VUIERICOESELTE, BARBRBERAT. ZEBRICT Y TT—rAHY. YD IEDR—UHBHERSN
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE.
EXCEPT AS MAY OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS DOCUMENTATION ARE
PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco software, including this product documentation, and are located at:
http://www.cisco.com/go/softwareterms.Cisco product warranty information is available at http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found
here http://www.cisco.com/c/en/us/products/us-fce-notice.html.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in varying stages of development and will be offered on a when-and if-available basis. Any
such product or feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for delay in the delivery or failure to deliver any products or feature
roadmap items that may be set forth in this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this documentation set, bias-free is defined as language that does not imply discrimination based
on age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
that is hardcoded in the user interfaces of the product software, language used based on RFP documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com
go trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any
other company. (1721R)

©2021 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/softwareterms
http://www.cisco.com/go/warranty
http://www.cisco.com/c/en/us/products/us-fcc-notice.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

1= FRBLUVEREFER 1
Bl LOERFEHR 1

£2E GUI DE 3
M= 3
K aih— R 4
[7 7V r—3 a V4B (Application Management)] > [7 7> b (Tenants)] ~<—73" 6
[7 7V 4 —3 a V&R (Application Management)] >-[ A % —- (Schemas)] ~—3 8
[7 7V r—3 a V4B (Application Management)] > [48 U 2 — (Policies)] “X—" 9
[f > 7 F A Z 7 F + (Infrastructure)] > [ b (Sites)]~—3" 9

#1E TI)r—avEE 1

®3E TFY bk 13
TFh 13
T OB 14

F4E AF¥x—7 17

AFx—vRF LOZEFHE 17

H 23—~ DR 18

Xy b= S COEBAF—~ 18

FTV =7 FOBMREICES AT —~ 2
BOEDFRFE R 22

AX—< LT L— NOERK 24

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



| EES

APIC A F I BEDAF—<HEREDOA VR—hK 25
VRF OF%E 21

TV oY RAL VOKE 28

TV RAAL DY A br—T)b T asRT o OFFE 32
TV Ir—var a7y A/l EPG DFE 33

EPG DY A hu—b 7a/87  OFFE 35
AT NET 4N EDORE 38

TV RN ORE M

R

AX—< DR 44
YA h~DT T L—hOEID LT 44
TS L= DONRN—=Ta =T 45
AXT T T L— R 85
JBIEDFER L LIRTODN— 3 O 46
LIRTOR S N—2 9 o ~DIET 48
T L= DL E2— LR 50
T o7 — MEKREMRO AR 50
VBl m — LR O —FOER 51
FUFL— DL E 2— L EAROER 51
T L= DL Ea— LK 52
T L— hOJER 53
T L— b OREBfRER 54
FA RNBDOT T L— s ORBEN TR 55
REDELHDE 56
AF—<DHEHEL 58
Ty L— bR 60
Ty T L—MNEATOFT V27 NOBAT 62
BERBINTWIREDHE T 63
Ax—~OME LR 2T 74 65
V¥ Ry A7V 7 K~ 68
APICGUI TV ¥ RU A7 V=7 MNaIERRIZTD 12

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



1 12YE 785
%5 % BEEOS n
Ao s 1
£6E N7y TEET 19

BRIEDNNy 7T v 19
Ny 2Ty 7 E@RRIZEAT A4 K74 19
W= RNy Ty TFOE T u— REA UR— 8
Ny Ty 7TOVE—kalr—va ORE 8
Ny 7T 70T v7a—R 83
Ny 7T TOVER 88
Ny 7T DI 88
Ny 7T v TDHETa—R 86

Ry I T T A7 a—T 86

i

1= YL +DT7vTTL—F 89
L 89
HEFH L HAFEE 9
avhu—J LA, vF J—ROT7 7 =AU T YA NMIF U e—RT5 92
Ay b =07y T 7 L—K 9%

) —=RKDOT7 v 7T 1L —FK 9

e E [7%9 =hILYR—k (Tech Support) ] 101

T =R Y R—=bFBIORT LA B 10
VAT AT DOH T a— R 102

NHT FIFZAF~DARN) =T VAT AT 102

& . AVITIRIVFFEE 107

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



| EES

foi

i

10

foi

#

11

o

3

% 12

#

13

o

DRTLERE 109
VAT LERE 109
VAT L A YT AL T — 109
a7 A CRATIES S vy 2 7T MR 110

NDO H—ERDT7 Y T L—FFELIEFIVTL—F m
B2
ARSI E A RT74 2 1M
Cisco App Store Z{# /1 L72 NDO —E 2D 7 v 77 L—FK 113
NDO #—EADFHT v 77 L—F 115

Cisco ACI 44 FDERE 119
Ry R7a7ZyANER)— T —7 119
TRTOAPICHA b7 77V 7 77EARY O—OFRE 120
T7 TV TrRR Ta—r L R —DORE 120
T7 TV TIRAALE =T oA AR) U—DOFRE 121
VE—K V=7 XA v FE2EF0HA NORE 124
UE—h V—7OEEFEHELGIREHE 124
VE—R V=T AL v FDON—T 4 VT ARERYT TRy NORE 124
VE—hK V=7 AL v FOHEBBEREOHE 125
CiscoMini ACI 7 7 7'V w7 126

Y4 LDEMEHIBR 127
Cisco NDO & APIC ODAHAEMMED Y R— T 127
Cisco ACI %1 F DB/ 129
YA L OHIBR 131
777Uy aryha—I ~OMEES 133

1427 T—HRERTE 135

AT ITHREL v 2B — R 135

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



i

14

i

15

foi

#

16

i

117

AT TORE: KX E 131

Cisco APIC HA DA > TS DRTE 139

P A NERMEEHROTL 139
AL TIOHRE AL T VI A B A NOETE 140
AT TDORE: Ry NORE 142

AT TDORE: ANA 2 AL vF 143

Cisco Cloud APIC YA bDA VT SDETE 145

770 R WA NEREEROES 145

AT TOHRE: VTR A NOETE 146

ACIH A rDA2T75 a0 T74FaL—La DER 149

A7 THREDRER 149
FTVIARET TR YA NEOEROARME 150

CloudSec BE =1t 155

Cisco ACI CloudSec 5 5{k. 158

PR L R EIE 156

CloudSec 5 5{LIZBI3 % FHRE 157

CloudSec DI Ak & 1E 5 DALEL 159

CloudSec B2k —DE Y BT LEAT 161

CloudSec 51k Cisco APIC DFXE 164
GUI Zffi ] L 7= CloudSec 1% 51k Cisco APIC DFXE 164
NX-0S Style CLI % {#i [l L 7= CloudSec ki 5{L(Z%9" % Cisco APIC DF%E 165
REST API Z{i /] L 7= CloudSec 5751t Cisco APIC DFXE 166

Nexus Dashboard Orchestrator GUI % i ] L 7= CloudSec K55 DA %0t 167

ZNRA v A v F AT o AhOXF—FHER T E X 167
NX-OS Style CLI ZfH L THx —DOHAER T v 2 2 L CTHEARNCT S
REST API /] L 72 % — /B 7 1 & 2 0Bk & AL 169

gx I}

168

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



| EES

3

Lo

v

i

18

ok

i

19

o

i

20

HEREL FEAB 1N

DHCPY L— 113

DHCP YV L— AR U ¥ — 1713

HEFEH L HFKIFE 174

DHCP U L— /R U > —D1ERL 175

DHCP #4735 > R U > —DEK 176
DHCP 7RV v —DE|D 4T 1M

DHCP YV L— 2> T 7 FOERKR 1718

APIC TO DHCP V L— KU > —DffEz2 180
BET70 DHCP R U > —DOfE £ 72 13HIB% 180

H4 LA L30ut 183

A N L30ut O 183

YA FNL30ut DA K7 A v LHIFIHEE 188

HNES TEP 7 — L DOFETE 186

YA hE L30ut 38 X OV VRE OFERE 72131 R — 186

A H L30ut 24 3% 72D DINH EPG DFXE 189

HA MEL3Out D=2 v T 7 FOERK 192

B 195
77V r—3a EPG DY A H# L30Out (VRFN) 195
77V r—3 3> EPG OH A R L30ut & DAY —E 2 (Inter-VRF)
PA ML —T 07 20

PBR #{# A L=t LR L30ut 205

PBR Zffi ] L7=¥ 1 F# L30ut 205
PAR— b SNDHEHB] 206
EEHHELHEE 210

APIC ¥+ FOF%E 211

SNER TEP 7— /L DEEE 211

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)

199



A==

L4-L7 734 AB L OPBR AN U v — DR L GRE 212
T 7 L— hOER 216
=R 7T TOFRE 211
Ay b7 7 bOT 4 EDOIERL 219
77V r—3 a2 EPG OfERL 225
TV r— a3 EPG DO VRFBLOT U v RAAL U OERL 225
TIV = ary a7y Al EPG OFERL 226
L3Out #M58 EPGOERL 228
A R L30ut 33 LN VRE OFERR £ 72131 R — K 228

SNES EPG DR E 230

g0 = LAV3ITILFXvRA b+ 233
LA Y3~/LFFyr AL~ 233
LAY3I~<ILFXY AN IL—T 47 234
TUTT—RA L 235
~IF Xy AN T L HALEE 236
Layer3 ¥ /VF % ¥ XA MIBT LW A T4 o LHIfRFIHE 237
L FXr A b —bh =T R —DIER 239
Any-Source Multicast (ASM) ~/LF % ¥ 2 EOFZNE 240
V—AEFvNLTF X v AL (SSM) OHME 242

%225 EPGEBETIL—T a1
EPG BT n—7" 241
B 7 N —T12x9 % EPG DRXE 249

IPN £{AT®D QoS DR¥F 251
QoS BL W/ 1 — L DSCP R Y v — 251
DSCP 7~ U 3 — Dy EHIH & HilRFH 251

B

7' —/N)L DSCP R o — DR E 252

23

"
fo

EPGB L= FT7 7 F®D QoS L~ULDFRIE 254

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



| EES

%20 % SD-WAN DO#fi& 257
SD-WAN DA 257
SD-WAN #t & OB & HilfFHH 258
vManage =1 h =—7 OB/l 259
7' —s3L DSCP R Y 2 —DFKE 261

EPGEB IO F 727 FD QoS L~ULDFRIE 264

i

25 ¥ SR-MPLS R THEHiiSn=Y4 + 267

SR-MPLSE LW~ /LFHA1 L 267
AT TDHRE 269

HEFHE L HAHEE 269

SR-MPLS QoS R U > —D1ERL 272

SR-MPLS - > 7 7 L30ut DEpk 2713
SR-MPLS 7 > b OB L EEHIE 217
SR-MPLS /b— b = v 7 KU > —DERL 280
SR-MPLS X DT > 7 L— b DFLME 282
VRF 35 X OV SR-MPLS L30ut OfERL 282
A kv —H)L VRF &% E DR 283
YA b Br—% /)L SR-MPLS L30ut 3% & DL 284
MPLS R v FU—27 2LV [XB] b7 EPG WD 285

ARE DR 286

%26 ¥ vzZAny 3> ~5%9 k289
vzAny ¥ & TN Multi-Site 289
vzAny B L OV NLVFH A FOTA RT 4 LHIRHEHE 290
Ay I bET AN ZOMER 292
A NI U N EEE LIRS 572900 vzAny OFRE 293
vzAny VRF O—#5 & LT EPG Z1EpkT 25 294
H 72 VRF #5294
JLiE Sz EPG 296

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)




gx I}

A ha—F /L EPG 296

PA b m—A B LML EPG O AGHE 297
VRF ADH A K] L30ut 298

%%t 1 OiEfE 299

VzAny VRF WD 7 134 % EPG 301

A D VRF TOZ m/3A 4 EPG 301

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



| EES

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)



% 1

i

HRE S VEEIFH
BB LOEER® (=)

~ N ,\
HRAPLUEHFHR
WDEIZ, ZOHA ROBINIHEITENTZ) )V —=ZANLHEDO) V—RFTIZ, ZOHA FD
AL S BB Z SN RIERLEFEOMELZ R LE T, T—7 k. HA Rz bhiz4
TOEFOTRTEMBELIZY A FEREL WD DT TIEHY 8 A,

R1L:BRHEODT7YTT—+

)1)—=x FHEEE X7y IT—+  |BRBRE
3.4(1) CDORF2 AL FOBRIDY |-
J—X=,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



s LUEEES |
B ssscvzEms

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)



M=

;2

i

GUI D=

o MWE 3 ~—)
By vaRh—F @4~X—=)
o [7 7V r—3 3 U (Application Management)] > [7 7> b (Tenants)] ~<— (6 ~—

V)

o [7 7V r—3 3 U (Application Management)] >-[ A % — (Schemas)] ~—3 (8 ~X—
)

o [TV r—3 a3 E B (Application Management)] > [ U 2 — (Policies)] ~<—3 (9 ~X—
)

o[> 7 T A KT 2 F ¥ (Infrastructure)] > [ |k (Sites)][X— (9 <—)

Nexus Dashboard Orchestrator (NDO) GUIL (X7 7 V% X—AD T T 7 4 ) A X —T =4 A
T, Cisco APIC, 7 77 K APIC, 3 X U'DCNM OEPHAZZHRE L, BEHTEET,

GUL L, HREIS U CRIE SN TWET, =& 2, [F v ¥ aR— F (Dashboard)] ~— I
E. 777V v 7 LDV AOBERFIRINET, [YA b (sites)] X—TTiE, KV A K
BT D IEmA RS, A FEZBEINTEET, [RF¥—"T(schema)] ~—T TiLk, AF¥—~
DIERL ERREEATH Z N TEE T, 45 NDO GUI _—VDOEREIC DWW TIE, kDB v a v
T INTWET,

ERX—=UO EHIIE, BEL TS ary he—J0 & rdary he—J7 A7—% A BIW
[BR%R (Get Started)] A ==2— T A 2, [RE] 7 A 2>, [A—H] TA a2 RmEnET,
[BA%E (Get Started)] A == —I%, ¥ FEFLIFAXF—~DBN, BEDORY L —DRE, B

HRATDFEITIRE, ETTHREMEDO S DO Z AT ~OEHELRT 72 A &g L
i‘ﬂ‘o

[E%7E (Settings)] 7 A 2 v & MHT 5 &, BUEEITHOAN—V 3 v BUED Y Y — 2 DR
HOAPI F¥xa Ak, AT AL AT —H A7 Y Nexus Dashboard Orchestrator DR E 12
T EATEET,

* [NDOIZDULYT (About NDO)] U > 7 1Zi%, BIfEA A h—/L LTV % Nexus Dashboard
Orchestrator D/3—2 g VNZBETABFERLF R INE T,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



. HyakR—

/5‘\“‘/ 91/:—

\}

GUI OBE |

[CDY ) —RADEFIEIR (What's New in ThisRelease)] V > 7 &7 U v 745 &, Bffin
DV Y — ZOHFEREDOMETEL, Nexus Dashboard Orchestrator Dt K2 X > b ~D J >
T RFIRINT,

*[API F¥ a2 A2 M (APIDocS)| V> 7% 27V w735 &, —#O Swagger APl 47 = 7
MRy ROBIIZT 72 A TEET, Swagger API O F OFEAMIZ W TiX, [Cisco
ACI Multi-Ste REST APl X EHT A R] Z2ZH L T 7EE 0,

s [V RT L RT—4H X (System Status)] U > 71X, NDOTHEH SN TWEHTRTOFEITHD
P—EADAT—Z AL EFEEERIELET,

[A—H—(Usen)] 7T A a2 T2 L, RESLT v I/ ~v—r L BfERT A LTND
=P —ZBT B EREF R TEEI, F72. Orchestrator GUI 226 770 952 & H T
%ETO

G¥)

UU—232 (1) LB, =—HPEFHEL, NDO—EANEITEI TV DHNexusH v & ah— R
pE: ST J—‘U‘?DJ:U\W.:E”';@ %%ﬁ L¥ L/fto

* [BXFE (Preferences)|V > 7 Zffi T2 &, W< OO GUIA T v a v ZEETEET,

«[Tv49<—% (Bookmarks)] V > 7 %2V v 732 L. Orchestrator Off i HHIZRIFE L 727
RCOT v I ~<w—0 ERTEAF—~DIV A IPRHEET, AX—~vE2ERELITRET D
i, MEOLA EBICHD T v Ir~—0 T A a7 Vw7 LT, AX—~ % T v I ~<—
IFBHZENTEET,

Ty TV F T2 FEERATAHE, TV PRFERENDTZNT, Orchestrator D
GUI 21K T [&4% (Display Name)] 7 «+ —/V RBMEA SN ET, A7V =7 b OVERKRIFICETR
ZEEETEETN, VA har ba—ITOAT V=V FPOMLEHFITL Y, ERR CFIT
HIBRESET, MRELTHLONEZRAEEN, A7V b A MZT v vad b E &Il
HasnEd, 7+ FOERFFICHEH SN2 A% 1L, @5, [RT4 (Display Name)] 7 % A
Ry 7 ADFIZERRENET,

K

Nexus Dashboard Orchestrato % v 3 = " — RIZi%, BEOHKRE L BEMEZ T T, 1 b
EOFTRTHOY R MBREREINET,
Ay aiR— FIZITROBEBEREIL S H D £ 7

cHA FDRAT—R R VA NDORT—HADT—T NIZIE, ZEiEGINZE->THA +D
—EBRFRENET, ZOT—TNITE, DV RT VWA T— a— 2k o T, FEDH
f@f}% MHLFREINET,
s [Controller State] 7/ 7 AZiE, EAREERB L OFEITHFDa Ly hu—F OEBERINE
T, EEY A FOEETIE, BATIHDOa Ly hr—F %R ETXET, & 23,
3o0ar hua—IDHH1IORL T LTWDLEEITIE, 23 LTERENET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| suogz

gyoag—k [

* [Connectivity] 7 7 AZiX, BGP v v a v OEEA T —HX A LT —H T L —0 2=

Fr AN, BIOF v aRlR—ROEY A FTET 4 MRS TWH VLT
Xy AN FURAPRENET,

1 SLLED BGP & v a EiE b RAFENLITRIL L7254 Multi-Site (X, BGP
o a v FERIE N URARESLICELT-ONEDR— D AR Y- A
WA THLINIZONTOIFHREZ R L ET, Multi-Site 1, 177X T 7 F
BRNOY A VB LET, 7 A4 b~ODBGP Yy a7 —F7 L —
Z=F Y A MBI ATF XY AN PURABFELEIND LT B TT,

BGP &y a3

*BGP v°7 U > 7 % A 778 Infra-> General Settings T7 /L A v v ={l72> T\ 5
&, BGP ET UV 7 EGI LI A hDOARNSA v ) —RiZ, ¥ XToE7T
HFA FNTBGP BT U U I REMIINTNDETRTDANAL Y ) — RIZxfL
TBGP v a V&ML LET,

*BGP v°7 U v 7 % A 78 Infra-> General Settings, T/L—k U7 L7 X|{Z72-> T
WAHEA, BGPET Y Tl —K VT LI XM FEAMNI L= A FDA
NA Y J—KRiEk, §XTOET H 4 MNTBGP BT U U IREIMZIEIN TN D
FTR_RCDANSL Y J—RIZKHLTBGP vy v a &L LEST, —F U7 L
IR F— KT, D7l tbm—hAn 24y J—FREEFIE—F A
J—REFRITZFOEEFT, »—h U T VLI ZEFNITIHILERNHYET, 9
LaneE, ZRHDO/MTBGP &y ¥ a VI SN EF A,

e B —HNEBLWNY E— FNASNDBER D51, eBGPIZ/ D £7, LEno T,
FNoHoHA MOy a0t BGREYT Y T AT — KU TL I X
ORERICBUR 72 . BIZ TN Ay ol FT,

=X ¥ A MBLIRTILFFY AR FUR/ISNIZERE L, AV 7T A NIV F ¥
R A FFOY A DALV ) —RiL, BT %A P TISNIZERFH L TWDTXTOH
ANRA Y )= RIS LT MRV EHENL LET,

N7 — a—FiE, ROFMHEEZRLET,

« EX (Jifa)

ATy — (FL UM
YA F— (HE)
cBE (ko)

A= AT LOEFIT. YA FTLDOEFEOHEZRLTVET,

» Schema Health: & 77— L LD A F—<D—E 2B L F7,

cHRDAX—vZRBET HIUE, BB RT A ava 7 )y 7L, Ax—~vHE AT
LET,

c[HREEEZ Y v 7 LT, YA F~DOF LNAF—~DIBMEZRTE £,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



Gul oEE |
. [7 74— 3 > &1 (Application Management)] > [ 77 > b (Tenants)] R—

¢ AX—v DI E T T L— NDOAT— X A% FRT HI2IL, [RF—TIEEMH (Schema
Health)] 7—7 VvOH% A b el —Luzr ) v LET,

SchemaHealth 7 — 7 /Vidt — b ~ v 7 X A TOERIZ2>TWET, e LT
DAF—<DEEMN, B> TEREINET, 2200 T AL (DFED, B —))
WCEERSTWNDAXF—<F, IERRETHDLZ LERLTWVET,

cPUIZE S THALR SN 'L EZ Y v T8 8, HRETDHAF—<IZED L

RN =R AIAEN TN D E LD FEMICHER TE ET, AF—~ DM
R=UTE, KEZZ Vv 7 LTAF—~ ELE—(IBEIL, LT A%—
~DORY —DFEMAEEH TEET,

T ATA X — AT E, BEEEILICLE2a—T25 2 EBRKERA
F—~vi, @HERINLGERITEET, &2, AT X —DfE%E80~100
OMICHHEST LN TEET, 20%, BELLHBEICEENDI AT —v DI
Y% fPhEd % [Schema Health] 7— 7 /L CERTE 77,

[7 7)) &r—< 3 & (Application Management)] > [T 7
> b (Tenants)] R—

< VTV A b Tenants RX— 21, FEEEZHBR L TWETXTOTF > MR—EBRRINE
—é’_‘O

Tenants X— D7 —7/ZiL, L TFTOHENRERSINET:
cTHUME
<EYBTHEYA F

YL TEIL—Y

cEYHTHERF—Y

T3y

TON—V DR ERSRE L LTI, ROLDONH Y £

«Name: ¥+ > " &% 27 U w73 %L . Tenant Details DEEICT 7 B ATXF9, Tenant
Details X— Y Tld, kDT 7 v a v ORESCEFE2ITAET:

« General Settings: M3 (Z)H U T, #rg EHEZEE LE9,
« Associated Sites: X5 D7 7> h ERHEAIT O TWAH YA FE2RRLET,

» Associated Users: Xt D7 F > ks EEES T O TCWbda2—VFE2EXRLET, =2—H%
LD H DRy 7 A% A N T UL, 2—FEROTF 0 b EBEAIT S Z LN
TEET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



GUI D E
[7 7 4 —3 3 > &1 (Application Management)] > [ 77 > b (Tenants)] R— .

« Associated Schemas: Associated Schema D—&%# 7 V v 745 & {BDOTF o M
FFonzAx—<vnEzRINET,

« Actions: Actions D—&% 7 ) v 735 & XRTF 2 FOFEMY A FOMRES, FrLwn
Ty b= =~ T OEREITZET,

A\

B Delete % Actions K21 v X 7 A =2 —n LB
WX, 7 bERHIBRT D ENTEET,

« Add Tenant: Add Tenant "% > %7 U v 7 55 & EENFIBGFOT o N EBIITX
£9, £ 5 [TenantDetails] ~— Tlk, 77 M, S, EXF 20740 FAA
BIOEEMTONLTWD 22— ZBINTE £4,

BEEnS

7 Vv LT, BEOYV 7M., RAF—TDEM AF—~ X—TDua JOiEHzE—
BERRT DI, 27, [BEERY : TF 2k )R K (Audit Logs: Tenants List)] ~— V23K R
SNET,

NR=UORITIL, WOFEMERPERINET
- B
cToay
- FHiH
e
[&# (MostRecent)] # 7% 27 U v 745 &, FEOHIROEAER 7 Z2RINTEET, &1

X, 2017511 A 148205 2017 % 11 H 17H £ CoBEE2ZIR L, EA Appi) 227 U v 7
THE, ZOHMOEED 7O [BEEQ Y (Audit Logs)] X—ViZFREINET,
[Z 4 LA (Filter)] 71 =22 (% (Most Recent)] # 7 DOk 227 U v 7 X, kD L H 7k
RSN Tr T OFEMD 7 4 VELHEITH 2N TEET:

s [2—H (Usen]:H B 2—V F 7213 T _RCO2—F 2R L C #EH Apply) 227V v 77

HE, 2—VFRHITIHEASNTa T OFMO 7 4 VX EITZET,

[7U T3 (Action)]: 77 va Ly ERIRLUET, 72& ZIXER, BHEIFHIBREIT- T
LEA (Apply)| 227 V) w o +5 e, ZOT 7y a Ao Ta ZOFEMO 7 4 V2 L%
1TAET,

FHEZOWTIL, TF v b (134—2) OBEZZBRLTIEE N,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



Gul oEE |
. [7 74— 3 > &1 (Application Management)] >-[ X 5 —< (Schemas)] R—

[7 7)) r—< 3 & (ApplicationManagement)b-[ X +—

< (Schemas)] X—
[RF—= (Schemas)] X—T Tix, T XRTOFLEICEHEMITONTWAH AT —< 2 —FHFRL
ij—o

KEDAX =<5 RBTHI2E, ROPREE#EMTONTWDE 74—V RERALET, X
F—vEREMHEHT S0, VRF, EPG 2F>7 SV r—var rurdZyAL, 740428
LOar w7 b, TV oY RAL Y, A EPG 2 ETeT o b AR —% A Vi R—FLE
7,
Ax—<DER T, WOBERPERINET,

cBRAX—~LEI VI TDHE, AR —vORELTTRETITEHLET,

TV L— kM AF—<EHENDET UL — bOLAFINERENET, T L — |
X, V=7 R —ThHDHACIaLTHXA DT a7 7 A VEREETT, AL T
FTV 2l NERIEEOF T2 FOTF S — NEERT A E N TEET,

s TFYV M MHAEAF—IHEHAINAT TV FOARINERRRINET,
T AV HEMTONDAX—~EFFO[FTIaAV] 74—V REZ Y v LT,
BAX—~ EREE T ITHIR L £,

[RF—<DEM(AddSchema)] R % v 2 L TH LW AF—~ZBNTE £, Zhizon
T, ZORF2 A FOHEDOEZ v arTRHELSMHALET,
BEEnJ

7Yy LT, BEOT IITA 2y, AF—YDEM AF—~ X—Y0u s/ OiFME —
BRRTDHICIE, #7, [BEEAY : AXF—T YA M X=UNERENET,

N=VORITE, ROGEMIFHRP TR SNET
- B
Toay
- B
-
[&# (MostRecent)] # 7% 27 Vw735 &, FrEOHIROEER V7 2RINTEET, L&z

X, 20174 11 A 14H 205 2017 4 11 A 17B £ CTo#PHEZZER L, @A Apply)] 227 U v 7
T5L, ZOHMOER D 7 ORI [BEEOY (Audit Logs)] =—IICRRENET,

[Z 4 L% (Filter)] 74 =2 > ([B# (Most Recent)] # 7 D) 227 U v 7L, kD K9 7kt
ST T OFEMDO 7 4 VAR EITH Z N TEET:

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| suogz
[7 7Y &r—3 3 & (Application Management)] > [7/R ') > — (Policies)] X— .

o [2—4 (Usen)]: B2 —F E 72T TR TO2—FETINL T EA Apply)] 227 V v 7 7
Hé, a—PHIHESWTa ZFOFEMO 7 4 VX UF 21T 2 £,

[T ar(Action)]: TV v a rEEIRLET, 728 ZIEMER. EEEIFHIBREIT- T
EA (Appl) 227V w7358, ZOT 72 ailfitoTa 7Ot 7 4 v X L%
T2 %7,

[7 7V 5r—< 3 &2 (Application Management)] > [7R 1)

~ - = )

+— (Policies)] ~N—
Nexus Dashboard Orchestrator @ [7R') »— (Policies)] X—\2ix, 777V v 7 HIZRE LT
RTORY —NRRENET,

[R1) >— (Policies)] ~—IZiE, T XCORY —DT—T & EbIZ, ZTNHDOXA T O
o HEMT O TS T b, B, BLXOAFERERSRET, 20—V %A
LT LAY —2BIL7EY, BEORY O —Z2MEL-V TR TEET,

UTFORY —%FETEET,
« DHCPR U >— (DHCPV L— (173 <—2) = TiHib) .
* MPLS QoS Y 2— (SR-MPLS #&H CHefe S L7zt A & (267 ~—) ETHH) .
c/b— b vy 7KUY — (SR-MPLS I THee S =¥+ (267 =—2) BETHH) .

N TFXRY AN N—h T R — (LAFVI~vLTFF¥ AL (233 X—) ETi
%) [e]

[4 > 75X b5 %2 F -+ (Infrastructure)] > [ 1  (Sites)]
R—T

NDO D[4 > 75 R k5% F+ (Infrastructure)] > [H A b (Sites)] X—Ticix, FEHEIH TS
FTRTOVA MRFRREINET, WOEHIRLDONRHY £7°,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



GUI OBE |
[4 > 75X 5% F+ (Infrastructure)] > [ 1+ (Sites)] R—

1:IILFHA bD [Sites] R—

= abile - Multi-Site Orchestrator Cluster Staws 1/1 @) @) @)
cisco ol
@ Dashboard
ra  Application Management v SJTGS
&1 Operations ¢ @ o
5 Infrastructure Filter by attributes
SR Health Name Type Templates State Controller URL
Sites
Fabric-2 . .
v Site ID: 65002 UCHM 1 Managed hitps://172.25.74130:4¢  -..
Infra Configuration
Fabric-3 DCNM 3 https://172.25.74.139:4«  ---
SD-WAN v} Site ID- 65003 Managed ps:/ :
Fabric-1 . .
v Site ID- 65001 LM 1 Managed hitps://172.25.74.137:4¢ -

[ b (Sites)] ~—I2iE, ROBE@RMPEENET,

s[4 FOIEEM (Site Health)] 1%, RO T SNTZi kB T120E> T, A M OLEKN
EFHEDORAT =2 AR LET,

« EX (Frfa)

e AT —(FL UM
« YA F— ()

< BE (R

o [H4 4% (SiteName)] iZi%, A FOBIFHIER L2V A FOFRTELNFRENET,
s[4 bDE A T (Site Type)] IZI1E, act1 RCoenm R EDT 7 7V w7 XA TREREINE

‘a‘o
« [T T L— bk (Templates)] #i2i%, 4 MIBEHEMGTONTNDET 7 L— FOENE
RINET,
« [JREE (State)] Fix. ZDRFED T 77V v 7 BNDOIZ L » TEEHINTWNDLNE 9 hER
L\ij—o

Nexus Dashboard GUI TH A k& ZD 7 X7 ¢ 2BL, EEL £, NDO D [¥4 k
(Sites)] ~~—7IZ1E, Nexus Dashboard GUI TfEHFIREZ2 X TD YA F3FE/R Z4L, NDO
TEHTHHEOIA NEERTEET,

*[3 ¥ FB—3 URL (Controller URL)] #liZi%, A b= ha—FDA N NPT
RLUARERRENET,

T vav A=ma— (.) T, AL+ OTF o s (ACIZ 77U v T DH) %A iR—
L7, A b bu—F UL ZWEY TEE4,

EDOYA N Vw7358, Ao [FR/INT 1 (Properties)] A K=&, ¥4 b
BT s E R R TEET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



11l

7IUr—3 &R

e TFF b (133—)
o« ZAFx—< (17 2—)

L]
z
2
g
e
i
g
=
]
1
&

| —e -
e e ol et N S N M 8

e e

i T —






73+ h

T U (133—=)
7 hOEM (14 2—2)

TFHy NI, TV = a R v—0m#Har T T, BHEILIRAAL VR—RADT /¥
Aay ha—)LEFTTEET, T MIRY DB AN DEEOEMNER L E TN, 7
FAR—hF Xy NT—JFFELETA, 7TV MI, P—ER oA X —DRETIIBE
Rz, EOBRETITMBELIL R AL &2, ELFRICR Y —offle 7 v— bz &K+
ZEMTEET,

FF v R EERT AR, Av— a—FFEITHA R T T b v =Yy DAY /E XA T —
JLDOWT I MLEL T,

WD 3ODOTF > PRFERICHRESIN TWVET,

e common : ACI 7 7 7 U v 7 OMdOTF > Mo @] O — R ZR4T 5 -0 0E5 72
TFr b, BT FOEARFANL S 0 — VR ERA T, AR — BRI,
A L30ut, DNS, DHCP, ActiveDirectory, ItH 77 A4 X—hk X NU—27 F71F7V »
VRALURERDHY FT,

e denm-default-tn : Cisco DCNM 7 7 7 VU v 7 O E Z 2t 28R e ) > k.

sinfra: FURARRY —REREHRE, 777V v I NHOBRICEHREINDL A 7T R
NZ U F v T b, THUZIE, AL v TEOUIDEZ & APICHEFE~DOU W B2 NG E
NET, infra7 v M, 2—WF—ZE# (FF > M) [ZIFARENT, MDD T A ~—
F &y NT—7ZEMETY v RAL U EHATHET, 777U v 7 OfH, A4 A—
CEH, 777V v MO DHCP X, XTI OT 2 FNTRUEINET,

Nexus Dashboard Orchestrator % {#H L T Cisco DCNM 7 7 7' U v 7 #E#H 4 235515, T
%&Hﬂééﬂ(‘b \652\7 4V b D denm-default-tn ;’f’fﬁﬁﬁ L. /k0>21‘7‘\/31 7 b éf/ﬁﬁkﬁio\%ﬁ
TxFT,

* VRF

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



FIVr—vavER |
B 7+ roen

Xy U=

— LN -

T2 FDIENM
Z DY 3 o TiE, Nexus Dashboard Orchestrator GUI Z#fEfH L CT7 F > b 21BI09 5 HIEIZ
DWTIHH L ET,
188 BRI

TF v FOEREB L OEHICIE, Av— a3 EITIIA b v 5=y DHELRY /EE AT —
NS —FNNE T,

AT v 71 Nexus Dashboard Orchestrator ® GUL (22 74 > LE£7,
ATy T2 T NEBBEBIMLET,

afn ti-Sit strat uster Status c, '/{:}\‘ ]
““ Multi-Site Orchestrato Cluster Stat \/C)

ra  Application Management ~ Te na ﬂtS

Tenants. 1 @a Add Tenant ).

Schemas Filter by attributes

Policies Name Description Assigned To Sites Assigned To Users Assigned to Schemas g:ﬁf.ffer:w
e Operations

Common tenant for

< Infrastructure common use with all other ] 1 0
tenants

Set Schedule
£ Admin

Default tenant for

EAREE . y
denm-default-tn DCNM sites 0 1 0 Set Schedule

Infra tenant for use

infra with all other tenants 0 ! g Sericisue

a) MO —vary A=2—7T, [7FTY4s— 3 »EE (Application Management) ] > [T+ > +
(Tenants)] Z8&R L £9°,

b) AAL XA OEEICHD [TFH2 bOEM (Add Tenant)] 227V v 7 LET,
[T7F > bDEM (Add Tenant)] [ 23BE & £9°,

ATYT3 THUNORMEADLET,
a) [FR=% (Display Name)] & 47" = > @ [3#BA (Description)] # A/ L £,

Orchestrator ® GUI (KT, T bRFREINDZTE=NNC, T7FH Yy "oORTENEHEINET, 7272
L. APICTOA TV =7 FOMABEMIZL Y | B CFITHIBRS ., ZORRE L TELNT-NER
BN, VA NMZTF v baTyvadihrxicAENET, T2 bOIERFRHIE A S 5 RE4
%, [&RFR% (Display Name)] 7% A bR v 7 2D FIZFRENET,

TF U FPORTRBIIWVOTHLERETEXETN, T2 FOERBICAESBEEZLEET L LI TEEY
/Uo

b) [BEE(FSNt=H 4 b+ (Associated Sites)] 7 > 3 > T, ZDTF > MIEEIT 5T _RTOYA b
L HERT A [EF ) T4 KAA 2 (Security Domain)] #4112 LET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 77vs—varvem
7+ roem [

BIRLIZY A OB, ZOTF U AL TCWAEEDT 7 L— N CERAREICZRY £77,

X2 UT 4 RAALILAPICGUI ZEH L TIERK L, 727&8AZ a3 bha—Ad57-HI12, S FEX
F/RAPICHRY —IZEIN Y THZ ENTEET, MOV TIE, CiscoAPICIHEAREN A K&

LTLIE&EW,

[BEEST 1+ >N =2 —H— (Associated Users)] E 27 2 a > C, TF 2 b~DT 7B ARFII SN TND
Nexus Dashboard Orchestrator=— 4 — & 78R L £ 4,

T T — MEERRT AL FIWCER LI —TOLN, ZOTF v "l TcaxEd,

<)

d) AT aNEEMET oo I ATV a—F%GhILET,
ZHCEY EHIREAMT =y V EAENCTE T, BEMT = v WEREOFEMIZ OV T, Cisco
Multi-Site Troubleshooting Guide # &R L T < 72 &0,

ATvT4 REFEGave) %27V vy 27 LT, 7Fr hOBMEKT LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



FIVr—vavER |

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)



AF—X

e A% —<viXit FOBEFE (17 ~—)

« REDFRIKFER (22 ~—2)

c AFx—< LT U L— FOER (24 —)

e A b~DT T L— FDEIN BT (44 2—)
T UL —FDONR=Ug =T (45 =)

T UL —hDLEa2— LK (50 2—2)

e T 7L —FDOREM (53 =)

« T U7 L — bDOREBMEE (54 X—2)

A FBDOT T L— b OB TR (55 2—)
cREDIELHE (56 2—)

« AF¥ —v DR (58 X—)

e T L— hOER (60 X—)

T UL — b ETOA TV =7 FOBIT (62 3—)
c BRI SN TV OREDR T (63 ~—)

c AX—vOMELREBEE 27 A4 (65 2—)
XY R ATV b (68 %—)

AFxF—VHRFALDEREFEE

2F—=<t, RV —DEFBIMBHENDIT T L—FOEATHY ., &7 07 L— MIE
OTFFr MBS THENET, BEOHERAFICEADAX—~v LT 7 L — N OREEVER
THEIC, BEOT 7ua—F2FTTEET, ZITEHE, TS MRETAS—~, T
Tl —h BIORY =2 ERT D2 HELZRET DEREICFATTE D, WL ONOMHREKRE
FEHZOWTHA L 7,

A= ERFT HBICIL, AX—~, TUTL— b BEUOAX—~ BV OAT V= b
DK L THR—FENTWNWEIARAT—F )T 4 Hl[REBETILERHD Z LIZEELT
LTSV, BREFEH AT —TF € )T 1 HIROFHMZ WL, BV Y Y —20> [Cisco
Multi-Site Verified Scalability Guides] #Z MR L T 7Z& W,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .


https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html

FIVr—vavER |
B = =xs——~oms

B—XX—TDEH

AX—vRHEFORLMHHELRT 7r—F L, B—-DAX—<TH-OT 7L — M8 ATHZ
LTt DT UL — b E2EDHE-OAF—<E2ER L, TOT T L — MITRTD
VRF, 77U Y ¥Y RAAL L EPG, 2> 77 b, BIXOZOMOERZZEML T, 1 DEIE
B OY A MIEBRT2ZENTEET,

Multi-Site A ¥ —~ Z{EKT DR L2 HIEF, RUAF—~ET 7 L—FHIZTRTO
ATV NEERTHZETY, HEL, AR FENTOD AT —<OEIZHIER B 5 7=
O, ZOT 7 —F I KBERZEICEL TW2WEERHY 9, 2. ZnboflRE
BZDAREMERH D 5,

o, 2077 —FTiE, T L= FTCEBINZTRTOF T V=27 B AL yTF
FTl MR, T L= RNIMABNTETRTOEEN, TOLH5%T7 7L —Fh
WZEEAT T BT R_RTOVA MIFICFERHCRE SN D Z SICEELTLIEE N,

2 RIT—DNBETODERHRAFT—T
AX—<REHOL S 1 D07 7o —F(F, Xy NIV—27 A7V vaT7 ) r—va R
U —REMPOHHET DAL T, Ry MU= 7V 7 MZiE, VRE, 7V oY FAA
VTR N ERBLY, T A= a R —F T MIZEPG, 2 TS
. 74 %, AEEPG, BIOW—E R I 7NEENET,

RANZ, Ry NI =2 BReZLAX—~2ERLET, ITXTOXRy MU —VHHELZG0RHE
—DAXF—<ZERT 50, FiE. ENOESZRT LTSV r—vary EidRry FU—
7R 5% A MIESWT, RO AXF—<IZHBILET,

WDOEKIL, VRF, BD, BXUOH 732y "BRESIN, 2200V A MIBEEENTWAE —D
2y hNI—F% o Fo AL —  NEREERLTWET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 77u5—vavem

w2y bo—sogcoaszE—< [

HM2:%y hT—9 RF¥—%

schema-network

@ schema-network

TEMPLATES ® app1 = netWDrk \ersion 2
Applied to 2 sites
@ app1-network oo Tenant: mso-tenant]
SITES G
FILTERS IMPO
FaY

o appl-network

O vrrs

= appl-network

v vrfl

@ Bridge Domains -~

¢ bd1

ZTOh, KT TV r—vavORY) =4 T V= b, 10U EOEBIOAF—~ % E
#LET, Z2OHLWVAFT—<(E, HIOAF—vTERINEZTY vV AL 2 EDFR Y b
U— U BHEESBRTEET, ROKIZ, 22007 7V r—var 7o 7 b—bhedieR) v—
AX—<ZRLET, INHOT 7L — FOMEPIMEAF—~ DRy PU—F 2V HHE %
ZRLTWET, 77U r—va > 0—HE150% A Ma—aLThY, G204
A METIERESNET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x) .



FIVr—vavER |
B < ro—vsscomsrr—~

3:RYo—RF—7

schema-policy

@ schema-policy

We
TEM IE GI ;
@ .
€@ appl-policy app1-policy
Tenant: mso-tenant]
@ app2-policy
FILTERS
SITES ®
P
Application Profile app
o appl-policy @ PP
P
& erGs -
= appl-policy (@)

i}

app2-policy

¢ appl-db ¢ appl-web

Contracts

® appl-contra
ct

consumed

RV V—AX—< T 7L —bE2ERR L TETHE. Ry FT—T AF—<D Ry FT—
X ATV M, R v— AF—~BERICL DA SROBNERINE T, S

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 77us—vaven

+Iv14 roBFtcES CEszxr—< ]

BEzEiet 7Yy MI, LOxy NU—27 A% —<DORICFET L9, VAR OT A 2T
HREINET,

’®ﬁ&fuﬁéﬂt2%~?i Xy NI—=F T ATV NeR)—F TV =/ b
MBS BE L £97, 722l ZhICL Y FAF—~v BRI NIAT V27 O
EM&%E MR £,

T2 FOBEFBREICE DS EHRF—T

HEHEAT7 V27 FREFEH L TEBEOAX —~ 2R ETLH2HE., TNo6DOAT7 V27 FEE
E?é% THEEZLD ZENKREITY, L2 ARy NV—I A7V =7 NEEEET
WTHIBRT 2 &, 12U EDOY A bOT TV r—a B B2 BAREERHY £, £0
e, v A NexOT SV r—varfERHESNTWASA T Y =7 kN (VRF, BD, EPG, =1
NZ7 . Z4nVZ70E8)DHEGET, HxDFA NOTDDT T L— NEERT D5 DN &
WTLXI, b, A7V =27 GO T o7 — MEfER L ET,

K4: 94 kZEIZ1DDTFUTL—b

E schemal

EE Tenant2-MI T o

o

LR sitel 77 L— MZiE, Sitel IR LT =B N2 d TPl hOBRBREGEENTWE
T, ZOF7 7 L— I, Miami A MZOAEBRINE T, FERIC, site27 7 L— Ml
Site2 ICBAET A4 T V=27 FORNBPEEINTEY ., SanFrancisco 1 MIEBHEINET, Zh
%@%yfv~b@wfn#@ﬁ7y;7%m%ﬁ%mzf%\m@%y7v~b@ﬁfym
7 MIFEELEEA, EET U7 L— N, 4 MNEATEEESNWDF T V=7 EREEN
Twi?o

ZOVFIVAE, WOT T L—h bAT T MEEFEOBMYA MIIEETE £,
YA N1 T T L—F

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x) .



B =corsEs

FIVr—vavER |

e A h2T T L— ]
e A N3 T L— ]
A N1 E20EET T L— ]
A N1 E3IDIEET T L— ]
A R2LE3DIET T L— ]

s T RTOLFT T L—h

RIS, BEENTWAY A MIESWTA T V27 MaSHET 2D TR, x DT 7Y
= a NIHEADNWTAF— T T L= RERT AL TTEET, ZNICEY, &7
TV r—var7ud A NERBIEL, TRHEAF—v LA MIvy BT L, &

WZIXET 7V r—varvka—R)VERITRE SN A FeROb DL L TRET HZ L
MTEET,

L, ZHEAZF—~Z 077 b— MUK (BEHLTWAD Y U —RZD Verified
Scalability Guide |ZFC#L) Z# 3 <ICHA CTLE I AR S D720, HEOMAAE OIS
HI=OIBIMDO AT —< ZERT 5 2 ERMEIZRY £T, Zhicky, #EOAFZT—< LT
YT U— RREMEh, SBIZEHICR Y ETB, A NERIET TV r—v 3 AZESNT
FT V=l N EREICBECE £,

5% TE 0D [7] By BB

Nexus # v v afh— R A=A ML —% GUILIZ, RICYA bERIZAF—4T =7 T
DOFFFEFNEREFIHAEIC EEEXSND Z RN E I LET, BOBBHWERIZHO
=PIk o THEH SN A FERIETT T —MIEELZMZ LD &, GULIZENLLIED
ERAELG L, BMOEFZITHIRNCA TV 27 b2EHTDL LR HEELZFRLE
T, TUFL— b EEHTDHE, FOREETIAToERENRITEDND -0, FELE T
DULBENRHY FT,

Update failed, object version in the DB has changed,
refresh your client and retry X

72720, BEOT 7Y r—3a vk O AR 572012, 5 7 41 F @ REST API
%%m%ﬁé&rwiﬁa SDFEY, ULIXZOR#EEZFHICAEINI L TWETRN, RELEZ
BEFT 5 72D121E, NDO @ API 22— L% L CHHRIICE NS T 24 E R H D £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)


https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-device-support-tables-list.html

| 77us—vavem
grorsEs [

A\

GE)  ZoWMEEEZADICT 25813, KOMTERLTIES N,

e ZDVY—ATIE, VA N ATV b AF—~ 4TV NOBETHIERELHED
MHOBBYR—FENTHET,

epur BL N partch apr I—/LDBBNRN—T g o F =y VLT AR—FLET,

*API 2= L TNR—=Va v Fx v/ NI A=ZEPRIITAZIC L TWRWES . NDO I
NEBRIIC R 20808 L £ A, TORER, BIEDOERIL, %EED API =2 —/L £ 721% GUI
A=Y OMGIZE > TEEESNDAREERH Y £7,

REDN—=V gy Fxy 7 ZHNITHITE, HEHLTND APL T RRA » FOREIC
enableVersionCheck = true /N7 A —HZ Z B LT, APl —/LIZZ DT A —=HZELE3,
OB ZELTZE 0,

https://<mso-ip-address>/mso/api/vl/schemas/<schema-id>?enableVersionCheck=true

1

ZX—<NDT LT L— hDFTL 5 FEHT HEEARE 24 LT, pur £771% patc = —/L
TNR—=VarFxzyZRBEEERAT L HEEZRLET,

RN, BETHAF—~vZcer LET, ZHAUTKY ., a— A DINETBHIEDRFT /NN —Y 3 v~

DAF—<PNIRENET,
{
"id": "60lacfed38000070a4ee9ecO",
"displayName": "Schemal",
"description": "",
"templates": [
{
"name": "Templatel",
"displayName": "current name",

[...]
}
] 4
"_updateVersion": 12,
"sites": [...]
}
Wiz, V27 A KURLIZ, 22D FHIEDUWTILANT, enableVersionCheck = true 2B L T,

AX—<mEHWLET,

Y

GE) ~NA a— F\@iupdate\/ersion 74—V ROEDN, TDAF—<THIG L-ELREIUCTHDLZ &
EHERTOMERDH Y £,

spUTAPI ZEH LT, EHSINDIAF—v 2RSS u—RELET,
PUT /v1/schemas/60lacfed38000070ad4ee9ecO?enableVersionCheck=true

{
"id": "601lacfed38000070ad4ee9ecO",
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"displayName": "Schemal",
"description": "",
"templates": [
{
"name": "Templatel",
"displayName": "new name",

[...]
}

] 4
"_updateVersion": 12,

"sites": [...]

}
e patcH APL A EOWWT 2L T, AXF—~NOF T2 =7 DO 1 DI EDOEE %
Mz F9,

PATCH /vl/schemas/60lacfed38000070a4ee9ec0?enableVersionCheck=true

[

"op": "replace",
"path": "/templates/Templatel/displayName",
"value": "new name",

"_updateVersion": 12
]

V7 X MpMThub &, APHITHRED AT —< "=V g 0% 1 Tl (126 1372
E) LA =T g DARAX—<DIEKRER A E T,  (enableversionCheck NAZNT) HrL
WA= 3 URNEETFELRWEA, BEIRII L, AF—~FHHINET, BDAPI=—
NEZIF UL B ZDOMICAF—~Z2EE L TWEA, BIEIZEK L, AP 22—/ /LIZROIGE
ZIRLET,

{

"code": 400,
"message": "Update failed, object version in the DB has changed, refresh your client

and retry"

}

AEX—TEToTL— FDER

IR BRI
cBHF W T H U GERREGAIY /EEIABMEREZ D) BB T,
T FU N TAT N (TFT b R =D A [EEIADMER A FFO) BT,

Cisco APIC Basic Configuration Guide? User Access, Authentication, and Accountingz 2 it L C
<TZEWN,
o o MTHAIATIZIEZ, D7 &b 1 DOEMHFIRE/RT v RBMETT,

PRI OWTIE, T FoBn (14 =) 2L TLEEN,

2T w71 Nexus Dashboard {7 271 > L. Nexus Dashboard Orchestrator #— &2 Z B & £9°,
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APICH A+ DR F—<ERDA vi—+ [}

RTw T2 AX—<EHHEKRL T,
a) EfloFer—vary A=a—7T, [FTVH5— 3 UERE (Application Management) ] > [R ¥—<
(Schemas)] &R L £ 7,
b) [AF—- (Schema)] — T, [AF—T DB (Add Schema)] %7 V v 7 LE T,
) AX—<IERF AT ur T, AF¥x—~O[&Hl (Name)] &7l (A7 v ay) ZAHLET,
T74NVETEH HILOAF—vBETH LD, 1 20T T L— b 2B 508N H Y &
o

ATy T3 T L— FEERLET,

a) KOV A K= [T TL— bk (Templates)] T, [+]it5%2 27 Vv 27 LTHLWT 7 L— K Z&iB
muEJ,

by AMOY A KN—T, [F&T4 (Display name)|=57E L 7,

c) (EE) [ERBA (Description)] # A1 L £7,

d) SR-MPLS7 7L — h &R ET 555 1%. SR-MPLS / 72 AT L £7,
SR-MPLST > 7' L— b OFEMIZ DV TiE, SR-MPLS f&H CHEfe S 7= A~ (267 3—2) &ML
TLTFEE,

e) [T7F 2 FM#EIR (SelectaTenant)] ke v 77X o rng, ZOT7 T L— R OTFr FEBEIRLET,

LA —<EERT DDA L WD 2= THT U ML, ZOAXF—<|ZEBMLEI EL
TWATF 2 MCBEEMT O TWARENH D Z LICEBRELTLEEN, £HLpne, 7F b
ERey Xy Ama—THEATE RV EST, 2= T7Hhvr T hoBEMITFIZON
TiE, 72 boEM (14 =) R LTLIEEN,

AT T4 o7 L— eV A MTED Y TET,
—EIZ1ODT T L— FERERTL720, REXERTLIOREL 120V A MeT 7 L— 1 EH
HAHT D MLERH D £,
a) MDA T, A NORRICHDL [F]OT A 2% 27 )y 7 LET,

b) [Y4 FDEM (AddSites) |V 4> RO T, T 7L —hEREBETLIHA FOBOF = v 7Ry 7 X
AF AT LFET,

) YA MORRICHD [ToTL—RIZEIYHT (Assignto Template) ] K v 7F o unn, 128k
DT 7 — FEERLET,

T o7 L— FOREIZ. BEMTONTHWDETRTOY A MZ—EIZ1 DT 2ATWETN, A b~
B AT IR, —EICEEROT L — N TITAE T,

d) [fRTF (Save) 1272 VU v LET,

APICH A DL DRAF—TERDA VR—+

HLWAT V=7 PEAER L. 1 DETIFEREOY A MTARTEEd, F2id, A br—
ANDYAFDF T 27 MaeA R — kL, </FHA | Orchestrator ZfEH L TEBLTE %
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B rvrcvo rriorr—<EROL UK—

AT T1
ATvT2
ATv73
ATvT4

ATy TH

T, TIZTIE, 1 DU EDBEFEOF T V27 A VR — R T A FEICOWTHBALET, &
DREF2 AL FTIE, LA TV =7 b2ERT 2 HEICOWTHBALET,

APIC 7°5 NDO IZAR Y v —% A ViR — b T HBEO— M7 FiEIE, VREXRa Y RT3 7 Mk
D—EDF T2V "EA MLy F T TFL—RIAVR—FL, ZOMDOFT T =7~ (FF
ARV FEPGRBD ) #9A hu—hL T 7L —RMNIAVR—FT5H5ZLTT,

JY—231D)EVENE. AFLyFToFL— DO THINDA TV =7 N 2BRT 5
A ha—INT T —NIAT V=l bR — DL, ROL D RFFEDRENH
DE L,

«ZAT V=7 FBTTIINDOICAHE L, [B8R%E & % (Include Relationships)] 47> =
VEAMCLTHELWAT V27 A v R— T35 L, BRAT V=7 ST TICHTE
B, A7V POBEENFEKNTNDO ReT—%2An—LFE7,

el BRAT VT FEA UAR— LW S ((BR%EE® 5 (Include Relationships)]
FT T a URNEIN IR0 TV DEE), BEEIIA VAR NMRICBRAT V=7 N EDF
i~y 7 EIATTHMERD Y 7,

VY =23 1) UKETIEH, (AUERERERIAXT—ND) BB 70T — O TH
LROAT V=2 NEODBREROVA Fu—A VT T — NIA TV A R — b
THE, ZRIINDO IZ X > THEBMIZRSNE T, ZOXI GG, A A — 3T
HA TV =7 hOUIT [EZE A > 7R— k (Import Relationships)] &7 a v R/ L—FR &
. [BRENIAT7 =2 b (Referenced Object)] M [Fr 7L —~ (Template)] T CICIFET S 72
COBMEENA RIS E T, MEOBRIZT 74V T v R—bahEd, TORIRA TV =7 MIT
TAN NTREREEBIZA VAR FENETH, A A — MMERET L72H, BD 250

VRFIZH~y B 74578 LTC, ZREEZFETEET, HLOVERZ, A o AR— Margled
NTOREA 77 MEHENET,

A NS 12U EOF TV 2 oA VR — T 5ICE, ROFIEEZFITLET,

[RF—7 (Schema)] X—Y T, A7V x7 haA VA= T HAF—~EZHIRL T,

ROV A RNX—=T, A7 V=7 bV R— 1 TD5T0TL—bE2RRLET,

AA XA T R— R (Import)| K& %27 U 7 L, A AR— D [HA b (Site)] Z IR L £7,
[« > R— k3T (Importfrom)] <sitename> ¥ 1 > RUBHWH, £ VA= 547V =7 ba1oFE7=
ORI L £7,

GE)  NDOIZA v AR—b+TD4T7 TVl FOLARINE, TXTOYA MIbleo T—EIZTLHIMNERHY
9, BEETALRIER OO T V2l N v FR— b E, AXF—<HGET T — L7720,
AR — MR LET, RLAFIOF TV =l oA R — T H50ENDDIHAL. L4
AT LTSN,

(A7 ay) [BEDA »ER— bk (Import relations)] / 7 & HZNZ LT, T X_XTCOE#EA 727 b A
VAR—RFLET,

el X, BDZEA U AR— 555, [BEFHROA > R— b (ImportRelationships)] / 7 #HCT 5 &, B
BT 5 VRF A VAR — FEET,
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VRF @

VRF D& E .

GH)  FndL7zkoic, BEA T Y22 BT TICNDOICAFET 547 ¥ =7 MIxt L TiE. [BE0A
iR

— k (Import Relationships)] / 7137 7 4 /L h THMNZ 720 | Bz TEEH A,

=JL ==

ax ;&

ZDO® 73 TlX, VREF ORETEZHAL E 4,

1R BHHEIIZ

AX—< LT T L — FOERR 24 X—) OHRBHICEST, A —< LT 7L — o fF
KL, 7oL —hMZT T b 2BV Y TALENRDY 7,

ATFYT1 VRF 2EKTAT-ODAF—< a7 FEBBIRLET,

ATy T2

a)

b)
c)

AA R A T, [+ AT FOYERK (+Create Object)] > [VRF]Z 3R L 7,

FE, [VRRIZ U T ETRZue— L XL, ZAND R~ 22BH) LT, [VRF @EM (Add
VRR)] #27 Vv 7 LET,

FHM D<A T, VRF O [FR% (Display Name)] # AJJ L £ 7,
(f=&) [E%EA (Description)] # A L £,

VRE O [# > 7L 2R FO/8F 1 (On-Premises Properties)] 7% & L £,

a)

b)

[7R1) < — #1158 F )>&4R (Policy Control Enforcement Preference)] Z457& L 9,
B L <AERLS 7z VRF OR Y —HHOEAITARE C& 9, REIT@EmE— Ny 7 SnET,

L, ZhEFEHLT, AR — M, FEHE L TRESN TS APIC V1 FxbA VU R— KL
72 VRF Z#ME— FICBATT 2 Z e CTE LT, —MARBERENL. BEfFD VRF Z il — NI
LCHA MNETOIRE SR — "N T 20ERHLH, 77007 4 —/L REMTT, 12 AK— kL7 VRF
% NDO THEHNL#ERICBITT DL, ZOT7 4 — NV RESLICEETLZ LT TE 2L £,

e M (Enforced)] : X =2UT 4 L—b (2 T F ) ﬁ)ﬁﬂﬂéhi@“o
e [FE@M (Unenforced)] : BEXx =2 UT 4 L—/L (a7 M) IZEASNEREA,

(f£E) [IPT—4 7L —2%% (IP Data-Plane Learning)] # A0 L %9,
IP7 RLUANRVRF DTF =X L—2 Ny ML CFEEENLINEIDEERLET,

MADEGE, IPT RLRIT—H T L —2 Xy hBLFEEEINTEFA, B—IABIOY E— b
MACT7 RLAZFEEEINFETH, a—BVIPT RLRET—H X7y bbb InNEE AL

ZDRTG A= BN NGRS, a—H L IP 7 FL ZZARP., GARP, BLXU'ND 2265
HToEEd,

(A7 a ) VRF D [LA4 ¥ 3 TILFF+ X b (L3 Multicast)| = HhZ L E 7,
M OWVWTIE, LAY 3~ TFFy AL (233 3—) ZBRLTLEE N,
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d) (F7+=3r) VRF D [vzAny] ZAHZhC L ET,
FEAMZOWTIE, vzAny 2> R T 7 b (289 X—) EEMLTLE X,

vl oS I 2N =JL =
)y FAALVDERTE
o7 varTiE, 7V vy RAAL L (BD) ZRET D HIEICOWTIHAL ET,

IR BHHIIZ
¢« AFx—< LT UL — bOEK 24 X—) OB HS T, A¥—<¢T T L —Fh
ER L, 7o 7L —RMITF U FEED Y TALERLY £17,

« VRE Oi%E (27 2—2) OFAICHE S T VRF Z1EETALERH Y £9°,

ATYT1 TV oY RALVEERTHIZODAX—~Lar v T 7 FEBIRLET,
RTYT2 TV oY RALVEERLET,
a) AA LA UT, [+A TV Y FDOERL (+Create Object)]>[F 1) w ¥ K 4 A > (Bridge Domains)] % i3
RLET,
F7E, [FU v P FAA 2 (Bridge Domains)] = U 7 £ TR/ r— )L XL, XANDEII~wT A
EBEILC, [FUyP FAA 2 DEM (Add Bridge Domains)] 227 U v 7 L £,

b) AMDRA T, TV v RAAL D [RR4 (Display Name)] 2 A S L £,
c) (EE) [ERBA (Description)] # AL £7,

RATv T3 [T L TR FA/T 1 (On-Premises Properties)] % %€ L £,
a) [REIL—T « > F Lni% (Virtual Routing & Forwarding)] Ko v 7 & 7 uint, 70 vy RAA
ZEINLET,
b) (7> ar) [L2 R kL F(L2 Stretch)] AN LET,
9) (7> ay) [HUA LE BUM b3 7 1 w9 EFH] (Intersite BUM Traffic Allow)] ZH %02 L £ 7,

ZOF T a i, LA MUY FEAEMNI LGSR £7,
d) (A7 a ) [F#EE Stz WAN Figilg (Optimized WAN Bandwidth)] Z G202 L £7,
e) (F7vay) [A=Fx R b IL—T 4 >4 (Unicast Routing)] Z A L £,

CORENHNT, 732y b7 RLABEREINTWDEEE, 777V v I BT 740k 7F—k
VAR L. NI T4 v EA—T 4T LET, =X XY A M—T 4 VT ERCT
Ll v T T ER—ANIDT Y v RAAL DY RARA V M EERTZIPT RLXA
& VTEP Ot SBREZEE LEd, IPEEIT. 7V v P RAAL VRN 7%y R ST 5
MEIMITELSIVER A,

f) (7> a) BDD[L3 TILFF+ R b (L3 Multicast)] ZHZN L ET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 77us—vavem
Juvo krqvoiE |

Layer 3 ¥ /L F % ¥ 2 hOFEFMIZOWVWTIL, LA Y3 ~vATFFr AL~ (233 2—2) 23R L T
éb\o

g) (A7 ar) [L2FBEEI=F+ X b (L2 Unknown Unicast)] & — K Z3&R L £9°,

FI7HNVETIE, 2=2F YA MDIT T4 07, LAY 2AR—MNIHLTCTZTIvT o rENE
T, YU TIHIHEE. HEDR—FCa=XXY AN NT T 497 TT79T 40 7BT Ry SH,
N— b RIZHFET DB OMACTY RVAZFFOHN N T 7 4 v 7 OBRDBFFAISNVET, AlReZ
X179 vF 427 (Flood)] £721X ("~ KW =7 Fr*¥> (Hardware Proxy)] T,

BD 3 L2 Unknown Unicast Z#i> T Y. NN Flood IZRTEEINTWABEE., = KR A > hovHl
frEnsd &, AT AFENREWT OO —HL ) —7 2L v FNLHIRLET, £ LT, Clear
Rmmmmcmma%gm#é&\BD%%%%MTV&U%—%@U—7%4/%#%%m@én
9., ZOMEAEHALZVWES, VE—F V=73, XA ~—0RERUNICRSF T, 2HLE
DTy RRA v FOIEREEEF L ET,

(GE) L2 Unknown Unicast DX EEZEHTH L, DTV v ¥ AL ZBEM T H372 EPG I
THETFEINTNWDETNNAADA L H—T 2 AET, "TFTT7 40BN ALET(T v
7 ETLET),

h) (A7 vay) [FABILFXrY R b 759 T« 2% (Unknown Multicast Flooding)] <& — K % 3R
LET,

ZHUE, IPVE DR AT XY AN T 74 v ZIEA IS, LAY 3RS LT X v A ML
D) — RERE/NT A —HTT,

e [ 75w R (Flood)] (5‘\‘7%/]/ }‘) :KHH&:IPMV/I/?"%ﬂ?X }‘ }‘374 ‘bej:\ :@7U /f/
P%%VK%@HH%MRH@K%ﬁéﬂt?Nf@ﬁﬁN*wf~FT7?/?4yﬁém

FT. 7T TA4TE TV Y RAAL DM A—ZR— FEFICHIR S E A,
* (75 v ROML#E{ (optimize Flood)] : 7 U v ¥ R AL UNOML—H R— MIDOIHRT—H &k(5
L\iﬁ—c
i) (A7 ay) [IPv6 FEATILF XY R b 75 YT 1 2% (IPv6 Unknown Multicast Flooding)] € —
RZBRIRL £,

_ﬂi IPVORBA~LTFF ¥ A N T 7 4 v Z7IZH#EHA SN, VA YIRA<LT ¥ X NEED ) —
RERE T A — & T,

e [75v K (Flood)] (T7 V1) : KRR IPV6 ¥ /VFXXY A NN T 749713, ZOT V) v
RA A ACEE#EA T BN TR COFTHRANRNAVRN =TT T T 4 T ENET, 77954
YN, TV Y RAAL DO MA—ZR— FEFICHIBENEE A,

¢ [7F v ROE#L (Optimize Flood)] : 7 U v ¥ KA AL VNOMNL—HFR— MIDHT —HX & ikl5
L7,

j) (A7 av) [E#MEXTS YT« >4 (Multi-Destination Flooding)] &— %@k L £,
LAY 29AT XYy A RBLOT r— ¥ X A b T 7 1 v 7 OFHGE inE T,
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*[BD ®7F v F (Flood in BD)] : M LTV vY RAAL LV EOTRTOR—MIT—ZEZEELE
ﬁ—o

[Fev7 (drop)] : X7y hE Fay 7 LET, OR— NIT—XE2EELETA,

s (BT ENMEDTZ T > K (Flood in Encapsulation)] : TV oY RALUVERIRIZT T T 47 EN
L70 bhan Xy haRE, 7Y v Y AL UHNOR L VLAN Z#-59 X TO EPG A— k
T — 2R ELET,

GE)  Zo®—FiE, [L2R Ly F (L2Stretch)] 473 3 VNN 22 > T B EAIC DI
PAR—bhSH, A FEHTA MLy FEN5 BD TlEHFR— FESnvEHA,

k) (7> a ) [ARP 75w T4 2% (ARP Flooding)] Z A%z L £,

THUCESTARP 75 v F 4 U IRARNIRY, LA ¥ 27 a—RFxy¥ A F RALURIPT R
AHEMACT RLARIZ~ o BT LET, 799574 NT 4 —TNLTHIER., 2=F ¥ A b
N—F 4 T E—F > FNIPT FLATETENET,

ARPERN LA V27 B — KXY AL RALSVNTT T v T 407 ENDEIIC, ARPTT vT 4
TEAEMCLET, BDOAY A METIESHTWDEA, ARP 77 v T 4 VI EFENITEHD
X, [Y4 LR BUM b3 7 4 2 37 (Intersite BUM Traffic Allow)]|Z B2 L7235A DR T,
ARP 7 7 w7 4 VWG, m— I VICEERES -2 RARA » M b ARP Bk A %595
) Z1E, ARPERDZ —7y b = RARA v b SN TWD Y E— V=7 ([ZEERET S

(V=P RRA U MDOIPRT Y RIRA b T =TV TERHOER) . 7213 A i
%Lia‘ (VE—hZV RFRA 2 FDIPRZY RRA > v T —T IV TRIAZREGE)

[L2 FRBA% =%+ X | (L2 Unknown Unicast)] €— K% (75 v F (Flood) ] IZEXE LT725A. [ARP
75 9T 4 2% (ARPFlooding)[ 13 Eshiz T& F¥ A, [L2ARBAAE I =+ X + (L2Unknown Unicast)]
T — K% ("~ FK¥=7 %> (Hardware Proxy) ] WCERELT-%A. ARP 77 Vaart X ESE-
[ 137 [ A = =S

) (A7) R MAC 7 KL X (Virtual MAC Address)] 2 A1 L %9,

BD DIRAEMACT RL ALV TRy hOFIEIPT KL AL, 7V vy RALVOTXTOACI T 7
TV TCRICICTARERDHY E3, BHOTY v AL &, #iIN TS ACIL 7 77
Uy 7B CBETHIIICERETEET, EMACT RLALFAEIP 7 KL A, 7V vy A
A HTHAETEET,
GE) A MAC EEAEIP 7 %> ME, Hlx DY A F% NDO RO~V TFH A~ 777V >
JIWZBATT 25 EICOAMEA LT EE W, BITHRET LIEH, ZILbD 7 7 7 & gic
TZET,

RTw T4 BD D12 LD [HTHy b (Subnets)] ZEM L £,
a) [+H%TRv bDIEM (+Add Subnet)] 227 U v 7 L £,

[ 7y FOFHIEEM (Add New Subnet)] 7« > R 2Bl & £,

b) Y7 %y bD[HF— koA IP(Gateway IP)] 7 KL A LB HH 7 % v b [ERBA (Description)] %
ABLET,
c) MEILUT, MREIP7 FLRE LTS (Treatas virtual IP address)] 47"~ a =B LE T,
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ATy TH

ATvT6

Jyyv rrqvniz [

ZOF 7 a ik, BD O[RE MAC 7 K LR (Virtual MAC Address)] & & 12, % D 3@ S—~of
T = N = A BEH D NDO HA Multi-Site B ~DOBATY TV AT £,

d) Y7 xv o [EBE (Scope)] ZiEIR L 7,
ZHEY TRy hOFX Yy T — 7 ARMETT,

o [VRF IZHLTFFA_— |} (Private to VRF)] : 7 X v A L30ut Z/ L THEER Yy T —F KA
AT T ASNBRNE DI LET,

e HMERIZT R A4 X (Advertised Externally) : 72y MEILOWZE N LTHE Ry hT—2 KA A
VAT TCT U ATEET,
e) ({EE) [VRF BITHE (Shared Between VRFs)] 4 12 L £,

[VRF M T4:A (Shared Between VRF)] : Y7 Ry hME, RUTF MNT, 3y —E20O—
ELTCTFr b aBATC, #EO=a T AN (VRF) THAL, TAbICT 7 AR—F+5Z LN
TEET, E—vROHIE, BT FORIOa T F AN (VRF) IZF(ET HEPG~D/L—
Tv REHTT, 22X, v T 74w 2idarTx AL (VRF) BT Fmic@EBcE £4, 4
AV —ERZMT 5 EPGIL, ZOEPG DO FT (FV vY RAL VO FTEHRL) 71y Mai
ETHULENRDHY, ZFOAIT—TFHBICT RAF AL X259 E L, VRF B THET LN
HYFET,

HHEH T2y bME, BREIZEEND 2 TFA N (VRF) £ T—ETRIFUUIZey ¥4 A, EPG T
DYV T Xy RV AYINEF Yy N —7 G- R8T 2565, 20X 527y M,
ACIL 7 7 7V v VN T/ a— LI —EThHIMLEND Y 1,

f) [T7AIkSVIS— b9z A7% L (No Default SVI Gateway)] 47> 3 NIA7DOFEFIZLET,

TOF T arEENNCTIHE, V—Tn—hFaxi—F (AL FaFi A0 TRy b
N—R) PR Te T aEn, SVIIMERENEEA, 2% 0., SVIIZIF— b oA & LT
A,

EPG V7 %y MIn—h V—ZICORER SN0, ¥—hU=zA ELTBDH 7Ry MZkoT
SVI Z{Epk L, EPG T[T Z#JL b SVI 4 — by x4 7 L (No Default SVI Gateway)| 47> 2 > 2 HZ)
T2 2RO LET,

g) (FFvar) [VTV7T (Querier) &7 v arEAMCLET,
P 7 F v FTO [IGMP A X —t"> 7 (IGMP Snooping)] AN L £,

hy F7vav) [FS4<Y (Primary)] 47> arZ8MLT, 7%y ha27F T4~ & LTHE
LET,

12oD7 7 A4<VIPVAY T2y bE1ODT T A<V IPv6 7 %> NBA[EETT,
i) [R#F (Save) 127 Vv 7 LET,
(47> =) [DHCP 7R!) »— (DHCP Policy)] Z B L £,
FEAHIZOWTIE, DHCPY L— (173 X—Y) 2L T 7EE0,

VEIZELT, 7V Y RAL OV A ba—d Fa T 4 2R ELET,
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TV TP RAL DY A b= T unT 4 OpE 32~—) THASATHD X, 77—
M LV OREICMZAT, 7V Y RAAL O 1D EDOY A ha—hv FaXTF s 2E8XTHI LD
TEET,

Ty RAL DY A FA—HIL TANRT 4 DERTE

T V=R TH T2l VRN T A EEICAT V2 ML CEERET DT L—
L7 a T 212z T, 707 L— 280 B THEY A MZEBAD 1S EOT o
RTF4EBERTHLELTEET,

I 727 bEEEOY A MIERTAE, U7 7 b—h LUV ORBRERTXTOHA b
WCER S, A he—ALVOREIZENLDO/REDT A MIOAEBREINET,

188 BRI

Yk@%@ﬁs"\‘g(;‘g—o

s TV RALVDOFRE 28 X—=) OFBAIHKEST, 7V v¥ RAL U E{ERR L., £
DT FL—h LT aRT f ZHELTNWDL I &,

TNV RAAL U EETT VT — a2 1 DU EDOY A MIED YT TNDE I L,

ATYT1 TV oY RAL UV EREGLT V7L — b aEadie AFd—~ A& £,
ATV T2 EROYA RA—T, HETDIREDOY A FOTOT Y v RAL v EGLT VT L— FE@RIRLET,
RTYTI AL XL U T, TV oY RALVERRLET,
ZFEAEDT 4=V RTIL, 77— LV TRELEERFERINE TN, I TIERETETER
Puo

RTw T4 [+L30ut] 7Y v 7 LTL30ut ZiEML E7,

ZiuE, VE—PFLOUMNSLBD YT Ry h&ET RAXZ A XL, v—HF/L L30ut IZFEENHLELLZLET
HEBD ~DA NG R NI T 4y 7 EMHFFCE DL HICTHIDICHETT, ZOHA, 73y hE
SMEBIZT RR% A X (Advertised Externally)] 7 7 TEhEBRETHMELHY T3, FEMICEALTIX. Y1 b
W L30ut (183 X—3) 22— F—ZADHlELML T ZEW,

AT w75 [[RR FJL— b (Host Route)] ZH %Nz L %9,

ZHZEY, TV Y RAL U THRARN R—=RANVN—T 4 VI BEBNIIRVET, 2O TE2HHITH
L AR—HL— V=T XA, v FE, TRy bEEBIHADOT REA b (EP) AR RL—F (/32 %
72lX /128 VT 4 w7 R) b T RAF A X LET, — MERIZ, &AM —H/L POD IZHE ST
WAHBEIZDHRT RAREZ A ZEET, EP N a—B /L Pod 2> HEENT-, £721X EP 2° EP 7 — & ~_X— X7
SHHIBR SN2 E, — b 7 RAZ A XA MIZ ORIl S E 9,

ATv 76 MEIZGE LT, [SVIMACT FL X (SVI MAC Address)] %45 L £,
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7Iur—vay7nrraneepconzt |

IRAEMAC 3 X OMRAR IP 7% Common Pervasive Gateway (CPG) U A CHZNI 2> TV B4, SVIMAC
7 RVAEHA FTEIC—ETHOILERDHY T, 27 14— KX, BDDT 7 4Lk b—% MAC

EHEG 5 CPG BNAENTR > TWARWEBRICHHEHTE £,

FIUHr—<3> JO774ILE EPG DETE

ATy T
ATvT2

ATvT3

ATy T4

OB ar TR TV A=Y ary Fa Ty A)LE BEPG HHRET HITEICOWTEHRA L
ij‘o

1R BHHEIIZ

AF—< LT o7 L— FOMER 24 X—) OFHRAICHEST, AF—~<¢&T 07 L —%21E
L, 7o L—hMZT T bEE DY THLENRDY 7,

TR a TR, BRETY o AL UBPERENTWAZ L BEHEE LTWET,

AX—<EEIRL, 77V r—rar 7a7 7 A NVEERT AT o7 L— MERIRLET,

TV = ay a7 A VEEKRLET,

a) AA LA UT, [+F TP FDERL (+Create Object)] > [7 TU— 3> AT 74 )L
(Application Profile)] Z &4 L £,

FX, [TFUr—2 a3 TRT 7 AL (Application Profile)] =V 7 £ TAZ v — L ¥ L, 4
AND R~ 2B LT, [FTVH5—ay 0774 )LDEM (Add Application Profile)] %
70y 7 LET,

b) HMOA T, THUr—ar a7y A0 [Fkin4 (Display Name)] # A1 L £7,
MAT ol L BRLT TV —MNIRICAROT 7Y r—vary7u7y A )VE{ERTE £
4, 722l MUY A MBI OT o MIERT 25813, 257 7L — N CRCARTIZFFD
fluoA~7 =2 b (VRF, BD, EPG72 &) Z#ERT 5 Z LIXTEEHA,

¢) (EE) [E%BA (Description)] # AJJ L7,

EPG Z 1R L £,
a) AA L THA TP Y FDER(Create Object)] >[EPG] 2 #R L, EPGEERRT 5T 7Y 7 —
varru Iy A NEERLET,

F0E FED [T TV — 3> FAT 74 )L (Application Profile)] =V 7 £ TAZ m—/)L X7
L. [EPGs] Z# A VD Lic~D 2% BE) LT, [EPG OB (AAdEPG)] #7 U v LE7,

b) AflD~A T, EPG O [F&R=% (Display Name)] Z AJJ L £,
¢) (EE) [E%BA (Description)] # AL £,

EPG D= NF 7 FEBMLET,

A hT7 FETANEDIERIZONTIE, 2 8T 7 FET A ZORE 38—) THELHMH
LTWET, a2 77 FEEREAORE -
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B 77053 doorqanemenns

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

a) [+aA>v b3 kGHContract)] %7 U2 LET,

b) [T +5%H FDENM (Add Contract)] ¥ A4 70/ T, 2> b7 7 hOLREIEAA T EATLET,

o) IRTEGAVE)] %27V v7 LET,

[FUwP AL (Bridge Domain)] Ky 7Z 7 C, ZOEPGDT ) v RAAL U ZTRLFT,

AT VIADEPG ZRETHHEIE. T v ¥ NAL ZBEMT 2 LERH Y ET,

FTvaNFHTRy b (+Subnet)] 27 Vv 7 LT, EPGIZY TRy hEBIILET,

72l 2, VREA—FY =2 Da—2r—2L LT, 7V v FAL Y LNATIEARL EPG LAULT

77Xy NERETDHZLEHTEET,

a) [Y7#xv bDEM (Add Subnet)] ¥4 7127 T, [F— kA IP(Gateway IP)] 7 KL & LBINIT
EDY 7y FOHHEATLET,

b) [#EEH (Scope)] 7 « —/L KT [VRF [T 54 R— | (Private to VRF)] £7-1% [4MEBICT7 F/32 4 X
(Advertised Externally)] ® &5 57 &38R L £,

c) 1mYl7eA . [VRF B THA (Shared Between VRFS)] = v/ Ry 7 2% F =y 7 LET,

d) HEIZLUT, [TZAILEDSVIST— b2 A7 LT 74U~ (No Default SVI Gateway)] % 74 12
LET,

e) [OK|ZZ7 VU v 7 LET,

(A TvaN~wAraw T ArT—varyEaicLET,

YAk AT —1 9 VEPG(uSeg) A RET DAL, = RARA LV FZEPGIZ—HEIE L7201

1 DL ED uSeg BIHEAEETH2HLERH Y £,

a) [uSegEPG)|F = v/ Ry 7 A4z LET,

b) [+uSegEPG]1 %27 V v 7 L£7,

¢) uSeg @M [&HT (Name)] & [2 4 7 (Type)l Z A LET,

d) BIRLBMEY A FITHESNT, BHEOFMEZIEE L £,
el 21X, B A 7L LTinac) Z IR L7285 G1E. ZOEPG T RARA » b &4 % MAC
T RUVAZIBELET,

e) MREGAVE)] %27 w7 LET,

(7> a ) EPG Nl BN L ET,

T 7/ M T, EPGHNOT RARA > "ABABEICHAEIZEE TS E T, =2 FRA > M E AW
T 512, BEE— K% [8§] (Enforced)] IZR%E L £ 77,

EPGINT L RBA v FYBERY > —I1c k0, R RBRA » NEFIIWHET S RRA » FREEITS
BESUET, DBEAET L-REETEH L CWAEPGNO T RRA v MU OWBEIZTF TSN EE A,
SyBEaEA L7 EGP Tit, < D7 A7 v bRLEY—ERIIT /R 5 & ITHHE2 EPG
TAALOENILE L F 92, MAMOBEITHFT SN EEA,

(F7vaNEPGOLAY3I~vNAT X A MEHEDNILET,

Layer 3 ¥ /LT % ¥ A2 hOFEMIZONTIL, WESRL TSV LA Y3 vAFFry A b (233 2—
)
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ATv 710

ATvIN

PG D4+ Fa—nL Fas7 0Bz [

(A7 a )EPG DL T N—T AL Ny TN LET,

BT N—THEEAR T 5 &, H—0 VRF WIZHE D EPG 25T, 2 b7 7 FE{ERHR LR T
H, THOHOMOERNBIEREAREICT S Z ENTE XY, EPGEL I NL—T DO TIE, K%
SR LTSV EPG BT —7 (247 =*—7)

MBI U T, EPGOY A ba— L a7 s 2R ELET,

EPG OH A hua—hL 7 8F 4 DRE 355—) THHELTWDE LI, TrFL—F LD
FEITIA T, EPG D 1 DL EDOH A bo—Hn FasT 2EHETHILLTEET,

EPG DY A +O—AHJ)L TONRT 1 DEETFE

ATy
ATy T2
ATvT3

ATy T4

T =TTVl bERTHEEICAT V=7 M L ClRRET ST FL—
L7 T 42N T, T L—aE0 B THEY A MZEADO 1L o7 m
NI EERRTDH L TEET,

I T2l VEEEOY A MIERTAE, U7 7 b— b Lo-ULORENRT X TOHA b
W&, A ha—AONVOREIXENSDRFEDY A MIOAER I ET,

1R BRI

Yk@ %) @Z]S‘LIZ‘E*(\\?—‘O

TV —var a7y A)E EPG OF%E (33 N—) OFHICHES TIER S L7z
TV =g 7T 7 ANVEEPG, T L— L oULTT T 4 BRREI LT
5 ELMETT,

TNV RAAL U EETT VT — a1 DU EDOY A MIED YT TNDE I L,

EPGTT v 7L — gD AFZ—vE2& T,
MR OY A RAR—=T, RETIRHEDY A MO FDEPG 2&teT v 7L — bR L £,

A

A A T, EPG 2B L £,

FEEAEDT 4=V RTIE, 707 L —bF LV TRELEMENEREINE TN, ZZTIIRETET T
Moo

EPGIZ 1 Dl LB TRy FEBINLE9,

a)

b)
<)

[+ THy FOEM (+Add Subnet)] 27 U v 7 L,
[ 7%y OFHREM (Add New Subnet)] 7 1 > R 2B & £,

FT7XYy FOHF = DA IPT RLALENT VT 3%y FOMHAEZ AN LET,
BT %> b [EEEH (Scope)] IR L £,

ZHEY TRy FOXRy U =7 a[HETT,
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B o qro—nn TosFoomE

d)

e)

f)

o [VRF IZHLTFFA_— |} (Private to VRF)] : 7 X v M L30ut Z/ L THEER Yy hT—F KR
AT F O AINBNE I LET,

e SMEIZT R A4 X (Advertised Externally) YT Ry MIL3OwWEN L TRy hT—2 KA A
AMIFTT U ATEET,

(f£&) [VRF BTHE (Shared Between VRFs)] # 4 (2 L %7,

[VRF [B]T4A (Shared Between VRF) ] Y7y MI, U7 T FNT, FREHEF—E 20—
LLTCT v hEHx T, ooy TR~ (VRE) THAEL, FNDHICZ I AR—FTH52 LN
T%i#ohﬁ%%txwmi BOTF > hORIDOa T XA~ (VRF) IZTFET HEPG~D/L—
Ty T, ZHUCEY., RIS T7 4 v ZiZar TR A~ (VRF) BOREMICEBTE £, dt
ﬁ%~6x%%&¢éEmniGﬂGfi@<)BDf%7z/h% RETLHMLENDHY, TDOAT—
TV T RANZ A XIEH, VRFEI T SND LI ICHRET HLERNH Y £,

HHEH T2y bME, BEIZEENDS 2 TFA N (VRF) 2K T—ETRIFIZey ¥4, EPG T
DYV TXxy R LAYINERy NT—7HEFEY - R 2T IHE, 20X 5737 xRy ME
ACI 777U w7 NEIRTTa— VI —ETHLHULENH Y 1,

(A7 ay) [T EDSVIZF— k47 L (No Default SVI Gateway)] #H 0 L ET,

TOF T arEENCTALHLE, V—TA—hFax—F (A4 X A0V T Ry R
N—R) PR Tae I aEn, SVHIIERENEEA, 2% 0, SVIIZF— b oA & LT
A,

EPGYV 7 Ry hCIEZOAT v a a8l TH2L2BE8OLEST, 2047 aiEk, —1F
U—ZIZOEHAL, BDY 7%y hTIRZoF 7y a v 2O FFICLT, SVIZY— v AL
LCHEATESX2ICLET,

[R%E (Save) 1227V v 7 LET,

ATYTE 1 DULEDODRETF 4 v R—FEEBMLET,

a)
b)
¢)
d)
e)

[+ RE2 T4 w9 R— rDEM (+StaticPort)] 227 U v 27 LET,

[/SRB A F (Path Type)] K v 7 X7t R— DX A TEFRLET,

WA B —T 2 AERETHHEAIT. AV 2 —T A ZADRy KLY —D12BR L7,
A B =T A ZAD[IA (Path)|ZFEE L £7,

[[R— k 1 7 JL{E VLAN (Port Encap VLAN)] 324K L £,

EPG ® RAA U THR— K 72k z FETHRET H%E. VLANID 1344+ v 7 VLAN 7 —/b
WOAEZT 427 VLAN 78 > ZIZE L TWARENRH Y £,

EPG TT v 7 L— b LRV TORA 7 07 AT =2 a YRARITR>TWDEEE, T34

MICRO-SEG VLAN NREESN 5 &, R— b # 7/ VLAN X7 5 A ~ U VLAN OSE L7+ H
UAYVLAN & LCRESINET, bT7 7407380 F Y VLANZEHALTHRRA M B U —71C
EEII, V=N FRANA~DY X —2 T T7 4713774~V VLAN AL THEFEINE

R

(&) 7354 <') MICRO-SEG VLAN (Primary MICRO-SEG VLAN) % &R L £,
~Af7ukv AT — a3 D VLAN kBl +
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PG D4+ Fa—nL Fas7 0Bz [

g (A7 ar) [BEOBENEMSE (Deployment Immediacy)] 3R L %7,

RV =N —7 ) —=RiFyra—RaEnzeExll, RIT—Nn—FRyxz7 KU —CAMIZT v
VaENDLEAI L. BEOAIRMEIC Lo THRETE £,

« [BIEE (Immediate) |: V—7 Y7 hU =TI ZX 72— RSNERY U —BAN— R =7 DORY
= CAM T T e rgI v r7anskoicfgeEl 1,

s [F¥ 7~ F (OnDemand) ]|: D /N7 > R T—F NRARHETZE SNTZHEIZOHRKRY
V~ﬁﬂ~FW:?@%Ui%{AMTTDf?iyféﬂéi5K$ELiTO_®7D?X
L. N—RU =7 OfEEZ KiEbT 5 DICESE B ET,

hy (A7 a>) [E—F (Mode)] 23R L 7,

IRADART 4w TI)vT—arDF— REBIRLET, EPGOX JFHiF Eid, EPG THKRD X 5
WCAZT 4 w7 NRAERETHZETT,

[FF>2 (Trunk)] : ZAULT 74V FOREEE—RTT, ZAMNSDO T 7 4 v 712 VLANID
ﬁn&ﬁﬁiéhflﬂ DA, TOT—REZBIRLET,

s [7/%&A (802.1P) (Access (802.1P)) : BRA RIMBD KT 7 4 v 7 N 802.1P # /' CTH JHHF &
TWAHEA, ZOF—FEBIRLET, 778X B— FMIEA T 17 802.1p F— FD EPG % |

ODERETDHE, TONNTy MIF TR LORETAR— 2B LET, *A7 17 802.1p F— R
D EPG % 1 D&, VLAN % 7 MWD EPG 7 7 B A R— MIRETHE, %A T 47
802.1p E— R CREINTZEPGIZOWTIE, DT 7 A KR— F&iEHT 5T X CTo7r v MZ

VLAN 0 23 % 7 fFiF S 4u, B 2D 3_TO EPG /37 v MZIZZENZEILD VLAN ¥ 7 H3 T

HBNET, 1 DDT VA R—RMIOX, XAT 47 802.1pEPG X 1 DI FFA[ &SN D Z & ITTE
BLTLLEEN,

[727%A (77 L) (hccess (Untagged))] : AR A FRBD NT T 4 TRH THT TR N
@& (VLANID72L) . ZOE—RFEZ@RLET, HDLEPGHEMT 2T XTOR— MIDONT,
CDOEPGIZEZ T LWL —T AL v TFEZRETDHE, N7y MIF T2 LORETA
Ay TFNnbEHENET, EPGEX 772 L E LTEMTIERIL. £ZOEPG #F L AL v F O
R—bhEiZH 7 & E LTRBETZEIGHETANERS D Z LICEREL T EEN,

AT9T6 1 DU EOREITA4vY Y—T /= REBMLET,

a) [+RETa4vY )—TDEM (+Static Leaf)] 227 V v 7 LE7,

b) [U—7 (Leaf)] ke vy 7 X ourmn, BTV —7 J—RERRLET,

) (EE) [VLAN] 7 4 —/ R, #7f& 877427 DVLANID Z AJLET,
ATV TT 12U EDORALY 7 — REBMLET,

a) [+ KAA Y (+Domain)] 27V v 7 LE7,

b) [FAA UEAES T4 4 7 (Domain Association Type)] & 3R L £,

T, BINT D RAAL DX AT TY,

* VMM

® Fibre Channel
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* L2 AN
* 1.3 A
o Wy

¢) [FA4 > FO7T74JL (Domain Profile)] D4 B4 &R L £4,
d) [ERIDAENEE (Deployment Immediacy)] Z &K L £,

EBADOHEMET, R =0T vy a&8NAXA IV THIBETCE £,
« [BPEE (Immediate) |: V—7 Y7 b =T &7 00— RENER) V=B A—Ry =7 DR
= CAM T FurgI v r7ans koicfEeEl 1,
s [A2 T~ K (OnDemand) |: WAIDO/N7ry RidT —H NARHTZE SINTHEICOHRKRY
V—MMN— R =T DRY)—CAM TFrr I3 7anskoiciBelxd, 2o7ntkx
L. N— R =7 OfEEE Kb 5 DI B ET,

e) [fRRDENEFE (Resolution Immediacy)] %33R L £,
RN =% IR T 20, LEISUTHRT D0 EZHELET, ROFT T a rBbv £7,
o [AB (Immediate)] : /N /3—/3A H7% VMware vSphere Distributed Switch (VDS) (2S5
EVEPGRY =R =7 A v F /=R vyyadnd Lo ELET, LLDP 721
OpFlex HEBRIZ, NA /=AW —7 ) — R 2 Rk T 57D S E T,

o (4> F~U K (0n Demand)] : /A 23—/ NA PR VDS I[ZHHE 4L, VM R — k 7 v—7 (EPG)
WEE SV TV DDA, EPGRY V=RV —7 A, v F /) — R vy va3nd X HIicHE
ELET,

o (FHIF LY 3= (Pre-provision)] : /N /N— A PR VDSIZERH I HHITH,. EPGRY v—
NI —T XA vF J— RT3 aZndEI0BELET, A v T ELORENF V2 —F
WCEWENToeYa=r 7 anEd,

OV RSO RETAILEDETE

TZTHE, A NI NETANEEREL, T4 F B T MIEID Y TEHHEICD
WTHBLET, 740X F 72782 arba—L U A K (ACL) IZBEICWET, ZHiX EPG
WCEBEATH T DN E B LT, NI T4 v 7 E T4V EZ LET,

ATV Tl AF%—<%FBRL, a0 T 7 e T4 NEZEEHRTLHT L —FE2ERLET,

a7 NI, #@HAT AT V=7 b (EPGEBLUSMNT EPG) CRILT 7 L— M TCHERDLT T
L— hCHIERRCTE 9, av I 7 FAFATHIA T V27 FRRRDVA MBS TV DAL,
HE OV A MIBEEMTONTZT T L — b TCar b7 MEEETH I EEBEID LET, 277L., 2
MITHATIEH Y £ A, I bT T RET 4 VAN Sitel Du—HNV 727 FELTORERSN
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ATy T2

ATvT3

avissreznsnzz |

TWAHEAETYH., Site2 D —H /L EPG £72134MB EPG XD T 7 b &l £ 72 13124 2 SZR
»HBEES. NDOIXFNOHDOAT V=7 F& U E— FSite2lC/ERR L E T,

T4 NVE R LET,
a) AA LA UT, [+F TPy FDOER (+Create Object)] > [Z 4 JLA (Filter)] 23R L £4,
F700E, [Z40LE (Filters)] TV 7 ETAZa— L Ao L, XANVD LI~ AEZBELT, [T4
JLZ DB (Add Filten)] #27 U v 27 LET,
b) AMDORA T, 74 F D [FREE (Display Name)] # A LET,
¢) (L&) [E%BA (Description)] Z A1 L %7,
TaNH = N EERLET,
a)  AHHONXAL T, +FIVRY FEntry)] 227U v LET,
TN TN VE Ry NT—2 T T 4y I OHET e NT 4 OMBEDETT, ROFIEO
HHIZES T, 1 DU LA T a v EfRETEET,
b) 74 NZ O [4&RT (Name)] #HEL 7,
¢) [M4—Y— 24 T (Ether Type)] ZiBIR L £,
7= &z 1ip1 TY,
d) [IP 7B k)L (IP Protocol)] #3ER L £,
=& z20x [icmp] VC‘TO
e) [FEFZAR— FEEBEDBALA (Destination Port Range From)] & [3E857R— REEE MR T (Destination Port
Range To)] #i#IN L £,
SEAEAR— NRAPHOBIMA LT T, BT 4 — W R EKT 7 4 — L RICE U Z 4 ET UL, BH—
DR—=FOREICRY £9, £7201F. 00D 65535 DHIPANT, RN— bOFHEZ ERTH L HTE
F9, Fo. FEOR—FES (hetp 2E) ORDOVIZ, WTNDLOY— RN XA THEETHZ L
HTEET,
f)  [FTT A2 bDHD—E (Match only fragment)] = 7'> 3 A8 LET,
BIOEE, A7y R0 XV KEVWTRTOIP 7T 7 A b RUIDOT T 7 A2 MR $
TOIP T I 7 AL RN IZZOA—ARNEHSNET, EHOEA., TCP/UDP R— MERITHAI D 7
FTABNTINT =y 7 TERWeD, 78y B0 XV REWIP 7T 7 A2 MIA—/VILiHE
HEhFEtA,
g)  [RT— kT (Stateful)] # 7 2 v EAMC LET.
COF T a v EENCTAEAICIE. Tunf A= ar s a—<IIRATRTDORNT T 4y
0, W7y Ml ack By RRBEESNTWDIMERH Y £, £HTRNE, XFry MIR
02y 7INET,
h) [ARP 7354 (ARPflag)] : (Address Resolution Protocol) #f&5i& L £,

ARPZ S 4513, ARPDRFED 7 4 N Z HERRT 5 & &I S, ARPESRE /21X ARPIGE 28 7E
TEFET,
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ATy T4

i)

k)
D

[EIETTAR— FEEEDBASA (Source Port Range From)] & [(E{E7t/h— FEER DL T (Source Port Range
To)] #45E L E T,

HEETR— FMRHOBB LR T T, Bl 7 4 — /L RERKRT 7 4 —/L RICE UEZ R ETE, B
—DR— MO/ EIZRD T3, F20E. 05 65535 DFIPANT, A— FOHIFZERTHI L LT
XFET, Flo, FHEOR— S (heep 2 E) ORDVIZ, WTNDDOY—R F A T EFETHZ
EHLTEET,

[TCP w32 JL—JL (TCP session rules)] Zf8 & L £,

TCPEy L avIL—ILiE. TCPr T 7 4 w7 DT 4 VEZEERT 5 & X ITEH S, #5— 71 ACL
DOEEERETEET,

REGave) 27 U v 7 LTI 4 VH EBRAFLET,
DT ANEDEBMOT 4 VA = M) EERT DI, ZOFEEEVERLET,

TUNBE LB OT 4 F 2 P BERLTEID B THZ R TEET,

ar b7 7 O

a)

b)

d)

e)

AL T, [+ AT Y FOYERL (+Create Object)] > [3 > k5% b (Contract)] 25841 L £,

FE, [AY S Y F(Contract)] =V T ETAZu— L Xy L, XAND LI~y 2288 LT,
[3> +5% FDEM (Add Contract)] 227 Y v 7 LE7,

FRDOSA T, ary b7 7 hORFREBERELE T,

(f£7%) [E%BA (Description)] Z AJJ L £,

o N7 7 howEtl e [EBE (Scope)] IR L £,

Ay hI7 FOFBICE ST, a7 T 7BV EY T o BRHIBRENET, BRIX, T aso
X EPG DN D a2 —~ BEPG T A I N E A,

e TN —varIaT A
*vrf
« 7 b

® global

ALY a—nL T AN, =D E TN, T —=inb Ay a— DG ROEGIZFE LT ¢
NH EERT 55A0E. [MABIZEA (Apply both directions)] / 7 28] 0 iz £,

COF T arEENCLEREAIE. T4 EZEIEFGREETAZENKELRY WM T
T4y ZICHEASNET, 20T arEBHOE I LESEEIE. £SO To, 2y b
TANE F2—ERETHVLENRDY F7,

G¥)  [MmARIZERA (Apply both directions)] Z A4 LT b7 7 MEERSB L OVEFT 56
X, HiZA 7 v a v a8 Lz, BRZEHLCHERLEDTHAZ LIITEERA,
TTICERENTWSEa L b7 b TZOA Ty a U EENCTSHI2E, 2 T2 b&H
L., 7o L—bERIL TN, 7 arz2®8icLCary b7 7 heaEERL., 77
TV I OREEELLELTTHILENRDHY £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 77us—vavem

ATvT5

f)

2)

+rrLzzampmoss |

(A7 ay) [W—ERXR F 357 (Service Graph)] ke v 77X oo mnn, Z0Oary 77 hOHP—E R
777 EERNLET,
(A7 a) [QoS LA (QoS Level)] Ry Xy unb, Zoay N7 7 hOEERIRLET,

ZOfEICIE, ZOoar b7 MEFEHLTERZ 7 40 v Z7IZHD B THILD ACIQoS LV AFRE L F
T, FEAZ OV TIE, IPN 2K TP QoS DfRFF (251 X—) ML T ZEW,

T E [kHEE (Unspecified)] DEFILT DL, TTHNLEFDQoS L-ULIN T T 4 w7 ICEA I
iTO

A hTT NMIT 4 NEEEID Y TS

a)

b)

¢)

d)

LMD A T, [T 43 F— (Filter Chain)] fHIE TR 7 a—/L L, [+ 743 (+Filter)] %
TV I LTI 4N EEary o7 MIBIMLET,

BAWZ[Z 4L Fz—2@EM V12 R T, [ART(Name)] K2y 7 XD A =2 —nbBRETOFIE
TEMLEZ7 4V Z 2RIRL £,

T A4NED [T 3 (Action)] IR L E5,
TANEEBINTHEEIT, TANZIREC—ET DT T 4 v 7 3P 3 20ER T 202 RIRNT
ETET, (EE (deny) ] T ANEDEGE, (F744 b (default)]y & (low)]. [ (medium)]. F =i
[ (high)] D 4 BEED L~ULDOWFNNNT T 4 L F OB 2R ETE £, [T (permit)] 7 A
JVETFENST 7 4V S ORI A F L 9, ACIZ v T 7 b &7 4 W H OFEIZOWTIE,  [Cisco
ACI Contract Guide] #ZfE L T 7Z2& 1y,

REGave)] 227V v 7 LT, Z4NMF&Ear 77 MIBMLET,

o b7/ hT (®AAEICHEA (Apply both directions)] A7 v a Y EENI LTIZHAIL. o7 41X
F =N L TCIOFIEEZREY KL T,

(FTvav) BEROTANZEERLTEI T 7 MRV ETEHZERTEET,

FLay FT7 MOGBIMOT 4 VX BERT AL -
AT VT EAT T IEBMYKE LT, TANX T Y EEBIZMDOT 4 X BERLET,
c ZOFIEEAEYVIKLT, ZOar b7 MIFLWT 4 L2 ZE ) B TES,

AT S A EREHGDERTE

CiscoACI Tl BRIV —T7 AL v FE2NLTALTFLIRACI 7 7 7Y v 7 DOIHDOFR > +
T — 2 ~OGEMNL T E T, ZO8RIE. X2V T 0 — b~y T EBERTIHEDIC
WBEIRREA 7V a 24 2 L30ut AN EPG D 2 >OfEE A L CEES N E T,

ZD¥ 7 a3 TiE, Nexus Dashboard Orchestrator GUI % i i L T L30Out & 4148 EPG % B0
D HHEZHDWTCRRA L £9, KIZ, Orchestrator T, 7> 7 L— M & BT 25 APIC V1 MIE
WTA T VY7 FEERMLET, Orchestrator 7> 5 L30ut Z1ERK T 5356, APIC TiX L30ut =
YT ATV NOBPMERSND I LIZERLTLLIEEN, ZoAEL, YA b APIC
T, AR L30ut OWR () — K. A2 #—T=A A N—F (2770 b l) ki
FATTHMERDY 77,
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FIVr—vavER |

B o sxamesons

ATy T
ATy T2

ATvT3

ATy T4

1L A EDEA . L30ut 1% APIC L~V CEE/ER S, = D%, Orchestrator CTERL L 7= M&l
EPG (2 BT 4 FE 9, L30ut Z Orchestrator 7> & /ERL L 7= VRFE I[ZEAERERT T 2358121,
Z 2Tl EAERT B & EF] T,

1R BHHIIZ
e AX—< LT T L— hOERKR (24 X—2) OFRIZES T, AF—~v LT 7L — |
ER L, T 7L —RMITF U FEEID Y TAXLERL Y £97,
« VRE O E (27 2—2) OFAICHE-S T, L30Out @ VRE ZERT A MLENH D £,

WETLIAX—~ LT T L —MNIBEHLET,

L30Out Z1Fp L £ 9

a) [AF¥F—~mEE (schemaedit)) E=—"T, [L3Out] =V 7ETFIZAZr—/L L, +27 U v 7 LTHL
VN L30ut B L E T,

by AMOTvRTF 4 XA T, L30ut O [Fa-4 (Display Name)] 2 A1 L E 9,

¢) [R¥EIL—T « >4 &Exi% (Virtual Routing & Forwarding)] Ko v 7 &2 7 b HelE EVERL L7 VRF
PERLET,

HNES EPG ZERR L £77

a) [AF—~ftE (Schema edit)] = — T, [#&B EPG (External EPG)] = U 7 £TAZ r—/L L, [+ &7
Uy Z LT, HrLWIMNBEPG 27 U v 7 LET,

b) AT aRT 4 XL T, A N XA TELT[AYT LI R (On-Prem)] 23R L £,

SN EPG DFEARMI2 7 v RT  HFE L E T,

a) AMOTaRT 4 A RAN—=T, I8 EPG OFRTAZHREL LT,

b) [RAEIL—TF « >4 &E5i (Virtual Routing & Forwarding)] K e v 7 # v ok el EER L7= VRF
PERLET,
ZXUE, L3Out ([ZBSE AT 72 VRF ERIC CTHDIMLENH Y 97,

¢) [+3a> k3% k (+Contract)] &7 U » 7 LT, S EPG 23> EPG L4 o7bDa FF 7 b
ZIBMLFET,
TTIZar h 7 FEERRLTWAEAIE, 22 Tar 727 h2E0 YL THZ ENTEET, F1
PSNDEE, BIEEVERT A TFEDOI L b T2 ME, ZOHEICRE > TEV YL THZ ENTEET,
a7 NEEDBTHHEE
B AR T a S, F L L TCOIEBEPG I BEST T B 3A12i1%, AN EPG ICBES I B TnW BT
Vb, 2T RNETEBEBIRLET, FoOMOT S Enbid, 2T FEBER LR
WTLZ X,
eV hT Y Moy a—<b LTOMNE EPG IR A58 12i%. FIHTMRERMERED 3 b
F7 BB CEET,
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ATV TS AT VIR T7T7 Y w7 OINHEPG #RET DAL, [A b 24 T (Site Type)lx (4> 713 %
(on-prem) ] K%&Hﬂ?b\ 571\%[5 EPG DAL I A 7013/\05:/1' %?ﬁﬁ?bi‘?}
a) [L30ut] Ky F& 7 A=a—nb, miOFIATIER L7z L30ut 238N L E 7,

GE) To7Vb—b L FEREYA be—bL LV TL3Ou # @R T3, A be—hL
LAYV THM EPG D L3Out X ET A Z LA MR LET, ZhzfTo i, #o ¥ TonT
WA A RO TFOEM[MOY A RAR—TF o FL— hERIRLUET, RIT, S EPG 2380
L. L30Out ZZ U BEfHT £5,

b) [+H TRy bk @ESubnet)]| 227V v/ LCH TRy bEBMLET,
L, Y TRy bERIFV— MEBEICER SRS T Ry F T,

c) [T Fxw FEH (Add Subnet)] 7 4+ > RUT, 73y hOT VL7 4 v 7 A AT LET,
d) 2E72 [JL— bHIE (Route Control)] 4> a v &I L £ 97,

WDONTNIDA T ark 1o, ERITEBEIRTX ET,

« [T RER—k JL— LHI#E (Export Route Control)] XV, v— b~y 7 ZHH LT, fEESNT

Y7y N LT 4907 AT DHHNEBT LT v 7 A& L30ut BT RARNE AL A TEDH LD
WLWET, Zhnid, Pifr—7 0 7 OFERAFITHO L3IOut "o F=E LS v 7 4 v 7 AT
7,

0.0.0.0/0 7%y hZ&BIML, =7 AR—h b— AT a v 2HMNCTDE, [EHTY
A 7R— b (Aggregate Export)] 47> a U AMERAIREIC/Z2 Y £9°, ZHUTE D LoD L30ut 255
BLIETRCOMET VT 4 v 7 AT RRFIALRXTEET, ZOFTvar2BH0 £
DLl MO LU MNSFEE LT 74k b— FDOERENZ O L30ut 0267 KX A ZENFET,

[4 >7R— bk JL— R&lfE (Import Route Control)] 1Z, AJijv— b~ 7 &% E LT, L30ut H
T77 T VI VR— " TDHTVT 47 AZHIILET, [4 R— b JL— Ml (Import
Route Control)] i%, L30Out C/\—7 ¢ > 7 71 h a2/t LCBGP i HT 255 ICORMH TE
£

0.0.0.0/0 7Ry hEBIML, 4 AR—hL— MiliEIA 7> a 280358, [EHA4 2V R—
 (Aggregate Import)] 47> a U OMERFIREICZ2 W £9, ZHUE, AJib— FERE, =7 AKR—
kb— MR OGS & FRRICHERE L £,

[ZAJL— kI (Shared Route Control)] 1. #:4 L30Out O AR TEA v, SMTL— 2 B
BLEET VT 4w A%, 2O L30ut 2T 50D VRFIZT AKX A X TEET,

HHV— MEA T a 2T D & [EREERIIL— R A7 a UOMEHFTREICZ e D £,
MR LETR, ZHUIETO200EKL— FF 7 3 Al TWET, 72770, 0.0.0.0/0 LIS+
DY T Fy FTHHATE £,

e) [4VEB EPG % %E (External EPG Classification)] 4 7"v 2 v 23R L £,

NGB T 4T 4 % ZOREDHEEPG IC~ vy BV 7 TED L IICT AT, RESKEY 7%y b
O [4VE8F EPG [T D4 &4 J 4 v k(External Subnets for External EPG)] 4 7'Y 3 v &4 2+ 5 M E
BHYFET, ZHCEY, 2o Ry NTV—2 777 ) v JNTERSNZEPGIIET D
YRFRA LV MEICEF 2V T R — (2 b T2 M) EZEATEET, 0.0.0.0/0 VT 4w T A
WXL CZDT7 T 7 E2RNITH L, TRTOIBIEIED Z DI EPG O—H# & 72 SIvE T,
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B =xx—~ozx

ZOFTvarEANITH L, [HEEF2 )T 14 R— bk (Shared Security Import) |47 v = >
DEAFEEICZ2 Y 73y "B VRE GEFH—ER) TOFERBIO= KRS h~D7 7k
ADATREIC /2 D £7,

INHOMGOF T a TR, T RBRAFBIEFE L T A=W ET,

RT9T6 77K 777V v DN EPG % ET HHEAIX. [H4 b 24 T (Site Type)lz (777 F (cloud)] IZ
HEL, IMBEPG D7 T 7 R FaT 4 2R ELET,
a) [Z7FTVHr— 3> FOT74 )L (ApplicationProfile)] K v 7 X it 77V r—vary a7y

ANEFIRLET,
b) [+EL%YZ2®M:EMHAddSelector)] 27V v 27 LT, EPGDOZ 77U K= RiRA v bV X EZEB
LET,

AT T (AT vay) BEINV—TIZZONBEPGE & HE551%. [BEYIL—TIZESH S (Includein preferred
group)] F= v 7 Ry 7 AeF A LET,

EPG B 7 NV—T7 DO\ TCid, EPGEIE 7 N—7 (247 X—V) LT TEEN,

AF—T DR
1 DFERIFEED AT —~ 2AET 5 &, [# v 23— I (Dashboard)] B LU [AF—~
(Schemas)] ~— Y O FIZRRSNET,

I 20DN— TEMATREASEERFH LT, BHBEOEARE 2 —~vDRELXE=X
T& F9, Nexus Dashboard Orchestrator GUI 2 L T, FEEINTZAF—~ KR > —DRFE
DFIRIZT 7 EA L THRETHZ L L TEET,

T4 ANDTUTL—DEYEHT
T, A MET T — b EEID B THHIEICOW TR LET,

1R BRI

CORFa2APORIORZ va T LzE 21c, 1ElEn=Y 4 Mk, B+ 25 A
F—<, TUTL—F BILOET V= FBMETT,

Z2TFYT1 EBETA1IOUEOTF L — 2SR AFT—<ICBEILET,
AT T2 ERDOSRA T, A FORICHDL [+l OT A 22270 v 7 LET,

ATY T3 [HA FDEM (AddSites) ] 74> R T, T 7L — 2 BTV A FODOF = 7Ry 7 A%F
T LET,

RT9T8 HHA FNOREIZHD [T TL—FIBEIYHT (Assignto Template) | Ka v 7 Z ot 128 L7
YT — FEREIRLET,
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T L— MORRIE, BEEMTONTHWDETRTOYA MI—EIZL DT TWETR, A F~DE
AT, —EILEEOT L — TR E T,

ATy TS5 [{RT%E (Save) |27V v 7 LET,

ATV T6 MOV A Mt LT EZOFNEZ MY KL £,

—EIZ1OOT T L— NERAT A0, REEEMRTIVREL 12OV A NMZT 7 L— &2
HATAVERHY 97,

_— (o) » o~ -_— N
TFOTL—bhDIN— 3224
VU =341 T, 7o 7 b —FrDONR=V g VEHOVR— R BIHIENWTHWET, 707
L— FAMREFEENATNZ, BrLnA—2 g o077 L— MBAERENET, NDO UT NH
B, 7V L — DT RTCORELLDORELY, BHEEETARFICETAERE & HICERR
TXFET, URIONR—T g VABEOR—Ya b itid5 2Ly TXxFET,

HLWA—=D g NIAF—< LAV TIEIRLS T FL— bk LUV TR SN D 72D, KT v
TU— FEEBNIERE, g, a— Ny 7 TEET,

REXT TFTUoTL—F
HFEEDORT, 707 —FDOBIEONR—g 8 Td— VT OFTHATHZ ENTE

Y, 72l 2 ERICREES VS RUE THERS, KGR, 3 ROURB SN A=Y 3 VAR
OIZ, BHOBZRAIGRIR T E 7,

2T F1 Cisco Nexus Dashboard Orchestrator ® GUL (2 a 7oA > LE£97,

RT9 T2 EROFer—vay A=a—7T, [7FT) 75— 3 UEE (Application Management) ] > [ R F— (Schemas)]
EIRL 9,

ATY T3 BRTHTUTL— b eEGeAX—~%27 U7 LET,

ATY T4 [AF—~ (Schema)]E' = —TC, BT HT7 7L — hE@RIRLET,

RT9TE T L= DT 7 vay () A=ma—hb, [T—ILT 2L LTERRE (Setas Golden)] Z =R L £,
T L= IR TTIZH THTENTWDHEHA, A7 a2 3 [d—ILT > DOHIBR (Remove Golden)] (248
HEN, BUEOR=Ta rh b2 7RI TE £,
TR ENTENN=TaiE, T L= hONR—T g VIBRBERITCAY —T A4 2 TRENET,
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B Erozreumios—varonsn

BEORSRELURD/N—D 3 VDR

ZIZTHEH, T L —bDOURION—Y a v EFRR L, BIEOAA—Y g L T BRI
WL £,

AT v 71 Cisco Nexus Dashboard Orchestrator ® GUI I\Z & 7 A > L%,

RATv T2 RO} —vary A=a—"7T, [7FT) 45— 3 U EE (Application Management) ] > [ X F—< (Schemas)]
IR E 7,

ATV T3 BRTLHTVTL— 250 AF—~%227 Vv LET,
ATY T4 [AX—~ (Schema)]E' = —TC, #RTHT 7L — FEBRLET,
RTYTS TUoTL—r 0T 7 vary () A=a—nb, [BEORTR (View History)] 28R L £ 77,

@
et o
SITES Set As Golden
Add Sites
Clone Template
Restore Version

o View History

ATvT6 [/3N— 3 VB (Version History)] 7« > R ¢, @R ER ATV ET,
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BEOETEUND A A—> a3 o ]

Version History X

General Information

@ Schema @ Template © Tenant
versioning 1 mso-tenant1
Versions

a" Golden Versions o Deployed Versions

© 2 (3) o
s

+ Added (34) - Deleted (2)

Version 2 Version 4
1 policies | 0 sites 2 policies | 1 sites

2 “siteDelta™: {}, 2 "siteDelta": {

2 aCREE

v Click to expand 4 "anps”: [1,
5 "bds”: [1,

5 "bds": [] 6 "contracts": [1,

7 "externalEpgs”: [],

 Click to expand 8 "intersitel3outs": [],
9 7] rks™: [1,
10. viceGraphs": [],
T "siteId": "61@42fa6la7b8cBabZalabed”,
12 "templateName": "t1",
13 "vrfs”: []
14 }
15 3
18 "bds™: [
19 i
20. "arpFlood": true,
2 “bdRef":

"/schemas/610450571f8800a5038548af/ templates/t1/bds/bd1”,

22. “dhcpLabels™: [],
23. "displayName": "bd1",
24. "intersiteBumTrafficAllow": true,
25. "19Stretch": true. i

a) [T—ILT > /\—2 32 (Golden Versions)] = v 7 Ry 7 A% AN LT, LREION—=Ya DU A
a7 4NVH U7 L, Golden E LT —7 ZINTW2ZDT T L —h DNN—=U gV OHREERRL
5

[Golden] & LTOF L FL— DX TFHFIZOWTIZ, XV T L—F (453%—) 2%
L TLIEEN,

b) LHION—=Yar DYV ANET 4 NZ Y 7L T, A4 MBS TWZOT7 7 L— hD/—
Va DR EFRT DI, [BEFEH/ N—D 3 2 (Deployed Versions)|F = v 7 Ry 7 A4 LE
j—o
HLWT U7 L—h R"=UaE, 77— IR EREIN, AF—vPREIND-OITER S
£9, HOMRTYA MCEBRICEBRENZT L= FDONR—=Y 3 v DORhZEFRTH L IITEIRT
%iﬁ_o

o) BEDNN—=Varwar Uy LT, BfEONN—Va v gL 7,
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BRI RN—Ua 3, W7 7= bOBIEONRR—V g v LS Ed, [d—ILToN\—T 3
> (Golden Versions)] £7-1% [BAFH/\— 3 > (Deployed Versions)] 7 4 VX AL TCY A b &
TUNE) T UEHATH, BAFAHELIZT—AT L LTHE T ERTOHRVWEATYH, Bl
EDNR—=T g UNFICRTRINET,

d) [MREEN] 72D iy A2ES & N=Ua OMERH LAER AR S WP ZR SN
£,

ATy TT [OKI %27 Vw7 LT, N"=VaVglEv e RUEHTET,

LEIQORE/N— 3 o~ADETT

ZIZTiE URIOR—=Y a7 L—sEETTDHECOWTHBALES, 77 L—
M I EZET A, ROA—ADNEASINET,
e A—Fy A= g UFEELRWA TV 7 FEBBR L TWAERE . BB EIIEr T X

NEE A
o =2y hX—=T g UINDO TEH EINZL o2V A FEZB L CWDIEE, Hook
fEIXEF T ENETA,

cHIFEDNR—T g N, B—Fy b=V g UNREEENTW AW DL EOY A MR
SNTWDEE, Eaa BTSN EREA,

FULL— FNELICETHNC, TTENLOHA IWBBIEDONR—T 3 o EREEGRT
VBENRH Y F5,

e B —Fy h A= g U, BIEONR—a UREBENTWARWI DU EOY A MZER
SNTWDHEE, Eaa BT snET,

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI {21 71 > L £,

RT9 T2 EROFer—ray A=a—7T, [7FT) 75— 3 UEE (Application Management) ] > [ R F— (Schemas)]
EIRL 7,

ATV T3 BRTLHTV T L= 2G50 AX—~%227 Vv 7 LET,

ATY T4 [AF—~ (Schema)]E' = —TC, #BT D57 7L — FE@RIRLET,

RATY s [TV 32 (Actions)] A ==—0b, 73— 3 > DETT (Restore Version)] 3R L 7,
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ATvT6

ATy T1

pEiong —av~oti [

®

X -

©@ 12 Add Sites

SITES Clone Template
o Restore Version
View History

[/N\—2 3 D&t (Restore Version)] 7 « > R T, LT 2LHION—=2a L OWT Uz EIRL £,

[T—I/LT > /83— 3 > (Golden Versions)] = v 7 R v 7 A L [BRiEH/N\— 3 > (Deployed Versions)]
Fxv IR I AZFEHLT, X"=Va DIV RN T4 NVE) T TEET,

N g VBT AL, 2OR—Tar D7y L—  NEEET L L— NOBIEDAA—T 5 0 L ik
TEET,
[f87t (Restore) 1 %7 U v 27 LT, ERLIZA—Ta U E2HEILLET,
UBION—=2a vaErxdde, FIOFIETERNLIZAA—=Va U ERIUREDH LWR—=2g 007 o
L— FMER S ET,
7213, "HOT T L —FMRXR—=U g VN3 T, N=Val 28T sE, N—=Ya e MERES
FT, N—=TVar 2DRELFRLENGTY, HiLzHRTHI2E, 77— o=V a VERES
L, BIEDKTINN—Ya VEETRHOER L=V a a2kl LET,
T L= DL Ea—ERR (BEEH) NEYIIR-TEY, TH M T 7 L— 2 EETS
72D OWEU MR S D580, Hr Lo —Ya v R TEET,
7277 L, BEEENEC > TWAEAIE. ROL IRV £1,
VBN LEANN—V g VIZEL, THY Y MIT 7 L— FEREBTATE0ODE LWERDN & 5 8
HlE. TCIET L — hEREBETX T,

s LIENZEB SN TV TeNN—T g VIZETIEE, ST o MeT 7 — &R T 572
DO MR 72 VST, HIL SN A=Y a VERBT AT S L— FOEKREERT S
VBN F9,
LEa—LtAR T e AT 2BMERICOVWTIE, 707 L — DL Ea2—LER (502—)
v varvESRLTLEIN,
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B 7 -trorea—xm

TUoTL—bhDLE 31— &K

JY—R341)TlE. 7o 7L —hDLEa—LKR (EEEH) OU—2r 70—0DHKR—h
MEBMENET, ZhiCky, 77— boEiE, L a—#YE KRE, BLOT v
T L— FOBAFITHESNIcr—VERE L, £72, BALZRENHGEY 7t X & fEFEIC
NATELLIITLET,

T U7 U— FEEFIZ, NDOULN L, fER LT v 7 L— DL Ea—Z2BRTEET,
ZOH, LE2—HYET, T L= FOTRCOBRELFEDBREL . HNNOEE L=
m%#a%ﬁ%%ﬁféi#o:@ﬁﬁf T T L= hDOBIEDO N 3 U EARETIIHE
HCTEET, 77— MREVESG SINTGE, 77 b— MR IIMERE T ZITV,
VHJ~%ﬁ£ﬁf%i¢ TUTL— MR END & REHESE DO 2 — /L E RO — N
A MIBHTEET, BREORE LT, EAFBIWIKREALT V7L — FOBEALES
L., LEa— 7o AEKENNLRDETZENTEET,

U—0 70 —|IAF—< LTI T 7L —F LUV TEI TSN, T 07—
N BN E, MRl AR TEET,

\}

Gx) L a—ERABDOYU—2 71 —(L, Nexus Dashboard CEZEINT-2—F v —LIEKFET L=
b, ZOMEBEEMEH T 5121, Nexus Dashboard U U —22.1(1) LA Z FATT DML ENH Y F
3, Nexus Dashboard U U — & 2.0.2 C Nexus Dashboard Orchestrator ZJEB L7=8%H&. 77 v k
T —LET v 7T — RTLH5ET, MR ABOBEBITENZ 2 £7,

T T L— FERBEHOEDIL

ATy T
ATy T2

ATv73
ATvT4

ATy TH
ATvT6

T T L— FORE L BRHICHER L AROU — 7 7o —% 9 A121%. Nexus Dashboard
Orchestrator DV A7 LARETZ OMREEZ BT AMERH Y £77,

Cisco Nexus Dashboard Orchestrator @ GUIL IZ & 74 > LE T,

FlOFEsr—va s A=2—7T, [41 273X EZ%F ¥ (Infrastructure)] > [~ X T LDEETE (System
Configuration)] # #&R L £,

[Z=E & (Change Control)] % A /L. [#m&E (Edit)] 7 A 2> %27 Y v 7 LET,

[Z=E &l (Change Control)] ¥ .t > R T, [EEHI{#T—% 7— (Change Control Workflow)] & = > 7 A >~
7 AA N LTHRBEZANICLET,

[&&2%& (Approvers)] 7 4 —/L RiZ, 7> 7 L— h &R 2ANCHER B OAKBOKE AT LET,
[RAF (Save) 1227 YU v 7 LT, BERNEZRFLET,
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pEO—-LEE> 1—F0kR [

BEGZO—ILZERFE DI DERK

T 7L — FNORELIERDIEZD, LE2—LAROU—7 7u—% LT 5 R, NDOH—
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.
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by YA MNMEIV I TDE, ZOREDYHA NORELZRRTEET,

¢) [XML/JSON R (ViewXMLIISON)]#27 U v 745 & BRLI-Y A MRS TWDLTXTOA
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(0) Total Unverified  (40)

]

O

otal

Application Management

. (5) (30)
(50) . (30) . (0)
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4. [HA b Sites)|>[2 4 F(Type)] : V14 FOXA T TY—FENTZ, ZOAF—<DT T
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* SSH F—fHFED% A 1L, SSH ¥—& SSH ¥— IR T L—XE ANTHHENDH D 7,

e) [k~ (Next) %27 U7 LTHATLET,
R CIE MR A MR L. [XE (Submit) 127V v 7 LTRATLE T,

FoREIN 5[4 a— K (Downloading)] Hiffii T, £ A—Y DX U — ROAT —H AR TEE
ﬁ—o

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x) .
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AT =4 A&7 v 7 LT,

gt |

EATRLOFEME R T 52 &b T ET,

Image Download - MSO-d11 x

1+ Setup

Download Details

Name
MSO0-d11

+ Downloading

Overall Status

Downloading

© Complete

Status Breakdown

ifav109-site3 X

URLs ~

Link

0.117a/final/aci-apic-dk9.5.1.0.117a iso

Status

Downloading (30%)

w

"

Sites

Filter by attributes

Site URLs Status

ifav109-site1 U loading (1)
ifav109-site2 1 Downloading (1)}
ifav109-site3 1 Downloading (1)}

TRTCOF T a— RKPRETTHE, [T (Completed)] i 217 L£9, [42 > O— K (Downloading)]
A CRHAET DI HV XA, AIOFIETHEE LAV rae—KN4%27 )y s 358, [Fora—FK
(Downloads)] # 7B WD THRD Z &N TE £,

— O » N

A hA—S5OF7 v I L—F
ZIZTIE, YA POAPICY FAEZDY T " o= T Ty 7F T L— RERET D HFIETHONTH
L%,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (2 & 7' A > L%,
ATV T2 APICV FAZDT v 77 L —FRakty v 7 v 7 LET,
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= b Multi-Site Orchestrator Cluster Status 373 @) (@) @)
o Dashboard
SpYTESEEEEN Sitc Firmgere Management ®
@ Operations v

Qverview Controllers Nodes Downloads

Backups & Restore

Sites Firmware a

Tech Support
Remote Locations
& Infrastructure
£ Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

c Setup Update

a) EMOF el — 3 v~ TR (Operations)] > [H4 b 7 7—L = 7 (Sites Firmware)] % 34K
LET,

by AA LT 4> RuT[Ar bkA—3F (Controllers)] # 7 &N L £,
¢) [EH®D+EY h7 w7 (Setup Update)] 22 V v 7 LE7,

VRNZ 1 2L EOEFEZFZE L TV LEEIE. ROVICAS M v OE EZH L [EFHOEY b7y
7 (Setup Update)] R v %27 U v 7 LET,

(A b 27—LOz7DEFHFOEY b7 v T (Setup Site Firmware Update ) ] & 2388 & 3,
ATV T3 ToTF T L—FOFEMEANLET,
a) [®&EI (Name)] Z AL £,

ZhiE, WoOTHT v 77 b— ROEITIRLZ BT 272Dl TE S, avrte—J07 v 77
L— ]\v ﬂ‘\o U t‘/%% b@—gqo

b) [YA FDEIR (SelectSites)] #27 U v 7 LE T,
[V b®D:EIR (Select Sites)] 7 1 > RUBFRRINET,

c) [U4 FDEIR (SelectSites)] 7 > KU T, 1 2L EDOH A hEF 2L, BMLTEHALS (Add and
Close)] 7 Vw7 LET,

d) [k~ (Next) 1227 U > 7 LTHIATLET,

ATy T4 13— 3 DOFEIR (Version Selection)] B[l T, 7 v 7B — KL 7 7 =AU =T N—T a3 VERIRL,
[R~(Next)] 227 U w7 LET,

ZZCHAFRRIZT 7O, 7y — AU =T E A MU e — RTO0ERHY £9, Aok s
Var TRELEA = RBRIEFIZETLEbDOD, ZZTA A=V EFEHTER2WEAIE. [77—
LT 7DEHDE Y b7 v 7 (Setup Site Firmware Update)] [Efi %2 B U, [#24F (Operations)] > [¥ 4 +®D
7 7—Lr) = 7 (Sites Firmware)] > [3 > k B—3 (Controllers)] % 72 Y . [E# (Refresh)] A& %
UwZ LT, fEHARRENEREZY e—RLET, ZOnoVA FOT v 77— RFEIREZ S 5 —FEH
HBLET,

RT w75 [HER (Validation)] B CTHEHMAZ MR L, [RNNext)] 227 Vv 7 LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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PEENRNZ EEMER L, 7 v 77 b= NI ET L REND H 5 B INE R HRE L £,

Setup Site Firmware Update x

i+ Setup

ifav109-site?

ifav109-site?

ifav109-site3

ifav109-site3

ifav109-site3

ifav109-site3

AT 76 [HEEE (Confirmation)] &

+ Downloading := Ready to Install @® Installing © Complete
© : ° :
Site Selection Version Selection Validation Confirmation

Following nodes are notin vPC ['1111;102; '101;'104; '103'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

Following nodes are not in vPC ['301; '302'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

Pod(s) [1] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

NTP is not configured.
Configure NTP via System > QuickStart > First time setup of the ACI fabric = NTP. This is recommended to avoid any issues in
database synchronization between nodes, SSL certificate check, etc.

APICs are not running recommended CIMC versions :node-1: 4.0(2f)
Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC
firmware version.

(" Previous ) w
i 4

B CIE Mz L. [EESubmit)| 227V v 7 LTT v 77 b— R&flin L £,

AT9 T [ VA F—ILOHEMHKTT (Ready to Install)][E i T, [41 >R b—JL(Install)] 27 V v 7 LET,

Ty L— K 7a AP NDO B A h~OEERi N KIS & GULIZIE, N KbiLbRID,
Ty T = ROEHMOBEHMAT —Z ANFRRINET, HPHELESNDE, Ty T T L—RDAT—
AANEHFINET, Kbz, AA4 A 0 Of EIZhH % [BH (Refresh)] Rx &7 U v 7
HE, FEITHEHTEET,

— kD7 vTTL—k

SiX, YA FDARAL v F J— KDY T R =T Ty T L— RERETDHHECONT

AL E7,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 3,
ATYT2 A4 vF ) —ROT v 77V —Faty v T v 7 LET,

ATvT3

ATvT4

[

ek Multi-Site Orchestrator ClisiEnStats @ @ @
Dashboard
Application Managsment Site Firmware gement ®
Operations Nva

Overview Controllers Nodes Downloads

Backups & Restore

Sites Firmware

Tech Support

Remote Locations

¢ Infrastructure

£

Admin

There Are No Firmware Updates

Please use the wizard to setup a firmware update

C Setup Update

EROF e — a2 XA T[E4E (Operations)] > [H4 k 7 7 —L = 7 (Sites Firmware)] % 3R
LET,

ALY T4 RO/ — K (Node)] # 7 %380 L7,

[E&HD+Ey 7w 7 (Setup Update)] 22 V v 7 L £,

VARINZ 1 DL EDOEH &R E L CODHEIT, AR VICAL A O ECH 5 [BHDEY R Ty
7 (Setup Update)] R¥# > %27 U v 7 LET,

[/—FR 27—LIz7DOEH®D+EY F7v 7 (Setup Node Firmware Update ) ] 238 & £ 9,

T TL—ROFEMEATILET,

a)

b)

d)
e)

[#& 81 (Name)] 2 A LET,

ZhE, WoOTHT v 77 L— FOEATIRLZ B 2 72D TE 27 v 77 L— FRY —4
T,

[/ — FMD:&IR (Select Nodes)] #7 VU v 7 L7,
[/ — F®D:&IR (Select Nodes)] 7« o~ RUBRRINET,

YA FEERL, ZOFA FDAA vF /) — F&BRL T, [1BMLTEHAL % (AddandClose)] 2 U
7 LET,

—EIZ1ODYA I AAL v F ) — REBMTEES, OV A F0dH AL v F 2B 554513
ZOFEZ#RRLET,

oA FD /) — RIZHOWT, BIOY T AT v 7 E#0iRLET,
[k~ (Next) 127V v LCHITLET,

[/3—2 3 > DFER (Version Selection)] Hiii T, 7 v 7B —RL7Z7 7 —L 7T N—T 3 U EFRL,
[R~(Next)] 227 U w27 LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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E, 77— 0T EVA My — RTHLERHY 3, giokws
yayfﬁﬁbt&ﬁ/m~b#E%k TLEbLOD, ZZTA A=V EBHTERVEAIL, 77—
LT TDEFHFDEY k7 v 7 (Setup Site Firmware Update)] & P U, [24F (Operations)] >[4 +®D
7 7—1sm9 = 7 (Sites Firmware)] > [/ — F (Nodes)] # 7'iZ . [E# (Refresh)] R %227 U w7 LT,
R EAEHMEZ YV e — RLET, EhnbHA }\ODT /7 JL— RFIEZ S O —ERRBLET,

AT 75 [#REE (Validation)] [E# C, FEENBEL TWRNWI EE2MEL, [RNNext)] 227V v 7 LET,
BRENRWZ EEERL, 7Ty 77 L— FIZEETLRREMEND 2 BMNER AR L ET,

G¥) VU —=2Z2501) L VETDOY U —REZFEITLTNDHA ML/ — FREEEZ AR — F LTz
NDOMNWSHDT v 77 L— REBBRT HHIIC. A hOAPIC TAA vF /J— RKOEELZF = v 7

ZZCHMTTREIC T D79

THIEEHRLET,
Setup Node Firmware Update x
e Setup + Downloading := Ready to Install @ Installing © Complete
) @& @ 4

Node Selection Version Selection Validation Confirmation

ifav109-site3 p v
Continue upgrade (without node validation)

(" Previous ) @
e o

AT v 76 [HEER (Confirmation)] Mijf CIEHMZ MR L, [EIE (Submit)] #7 U v 7 LTHRIATLE T,
UKD, BIRLETARTO/ — RICA A—URFEFHZF vy e— RINET, ¥oura— RRETT
He, BWEN[M4 VR M—ILEHBSET (Ready to Instal)] ([TEBE L, ROFIEICHET Z &N TEET,

ATy T1 (F7vav) [FEMERTE (Advanced Settings)] = A H L £9,
GE)  FEMA T T 3 U EEW T HEINC, Upgrade and Downgrading the Cisco APIC and Switch Software (Cisco
APICInstallation, Upgrade, and DowngradeGuide) Tt S 41T %Cisco APICT v 77 L — R’
BEADHA KT A 2 #EEHEH, BLOHIRFHAMHERL T ZI0,
[1 VR F—ILDOEHFET (Ready to Install)]EiE T, [FH#llEXE (Advanced Settings)] A = = —Z BV TiEMN
DFT v arwRRTEET,
« [BE#tEF = v 9 %48 (Ignore Compatibility Check)] : 7 4 /L F Tik, ZDOA 7Y 3 d vz (o))
WICRE S, AET = > 7 BAEIT > TWET, /XTAO)fﬂfgéﬁEPO)/*\—“}a UMBIRE S
NTEFHLNAN=2 a3 0 ~DT v T T L= RRAPRHR— FENTNDENE ) DB ERINET,

[E#aMET = » 7 % M4 (Ignore Compatibility Check)] 7 « — /L KT [1Z\ (Yes)] IZ L CHHMET =~ 7

HEREZ BN LT, VAT A THR—RFENTWRWT v 77— RNRFATEIND UV AT BH D,
VAT APFIHTEROVRIBIZ R D RN S D £7,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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| #®%

ATvT8

ATvT9

/—toryvIvi—t |

[JL—RTI Fxv¥ (Graceful Check)] : 7 7 4 /L h Tk, ZOAT T3 iF vz mo) 1 ITHRE
éhfwi?o7y77V%FfDﬁXT®7y77V%%¥ﬁﬁﬁﬁ\E@X%y?%fV%Z7
JARA/ED 4L (GIR) £— RiZ72 0 £H A,

IOF T arEENCTALE, Ty TS L — ROETHIC ) — RE L —Z2 702 (GIRZfEA L
T) FULERAZLERTEX, 7oL —RICEB T 70 v 7R LET,

« [EfTE—F (RunMode)] : 77 4/ b Tld., ZOF 7 3 03 (KRFICHEST (Continue on Failure) ]
ICRESNTEY, /—FOT7 v 77— FBRRET DL, RO/ — RICERES, £, 2o
TFa vk %ﬁﬁlﬂ# C—BHZIE (Pause on Failure) Wl FRETHE., WIhnd /) —RKOT7 v 77 L—FK
MR LT HAET v 77— R 7re R &EIETEET,

[Failed] E~— 7 &N/ —RK&ET v 77 L — KM HHIBRLET,

Ty TVL—RR)—IZ, 77—z T DXy a—RZRRLE 12U ED ), — FRREENRLTWD
BA. Ty 7T L —REFITTEER A, (K (Failed)] AT —F A — VY LEEDLYES L, ZEHITER
OB N R RIS NE T,

T w77 L—Rink ) — REHIBRT 212X, [Ty 77— FOFM%E#HRE (Edit Update Details)] © Y > 7
([1 >R F—ILDOZEESE T (Ready to Install)] Ej#) 227V v 27 LET,

[MYRA b= (nstall)] 227 U 27 LCT v 77 L— RERKELET,

Ty T L— R 7 rbEAfIINDO YA h DR KDILD & GULIZIE, #ER1A KON DETID,
T T T RO OEMAT — X ANFRINET, HERONHHLINDE, Ty T T L—FRDAT—
ZANEF SNET, Bnkbhizth, A1 v Of Eich s [BE#H (Refresh) ]| RZ &7 U v 74
HE, FEICHEFCEXET,
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=% =R

[T = hHIILYPHR—F (Tech Support) ]

e T V= HNYR—FBIR AT s (101 2—)
cARTF AR OX T E— R (102 2—)
HNET FITATF~ADA RN =T AT as (102 2—)

— — [0} N > N — RS
TOZANLNYR—rEELVIRATLAY
Nexus Dashboard Orchestrator D A7 A 2 ¥ 2 7%, & HIC Orchestrator 7 7 A X %5 7 A
Lz & BB HENCRD , BENTRE LAV M eEELZXFYy 7T v LET,
BINOY — VA U CTEBERA N g BRI, ZoR, I8ET OMERH DY
BlX, WoOThH, nrEFura—R350, Splunk 72 EONER T TS T A FIZA R Y —
IUTTDHENERINTEET,
VU —Z331) L, 727 =hV PR —ba 32 2O MBS THhET,
cLIHIDOY V=R LRIUCIERE G, AV FTNVNDT—HRXR—A RN I T 7T T7 AL

[FEMEEEDTZ, JISON R—ZADF—HF_X—2A Ny I T v/

KR I T T T—=hA4TIE, WONENREENTHET,
o xxxx 1 N 7T THEERTRE R T a ZHO xox FERD 1 DL ED T 7 AL,

* msc-backup-<date> temp : iV V=X LRI CEREZ G, £V T LDOT —H =R
Ry 7T w7,

* msc-db-json-<date> temp : JSON ORI T o TarT iy,

i

msc_anpEpgRels.json
msc_anpExtEpgRels.json
msc_asyncExecutionStatus.json
msc_audit.json
msc_backup-versions.json
msc_backupRecords.json
msc_ca-cert.json
msc_cloudSecStatus.json

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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msc_consistency.json

~ — AN N - RY
DATLOOF)O—Fk
ZDEr 5 Tlx. Nexus Dashboard Orchestrator IC L D FEHINTWVWATRTOAF—=,
HA R, THFUM, BER2—HBFDO NG TN a—TFT 4 T LR AV TFTANT I F¥
ay 7y ANEAKRLET,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (2 & 7' A > L%,
ATw 72 [RT LAY (System Logs)] EiE =B & £,

= Multi-Site Orchestrator

@& Dashboard
rm  Application Management Te & h S u p p @] FT
Operations

= Ope 1 System Logs o 7
Backups & Restore . __

External Streaming Available Logs
Tech Support Off Database Backup

Server Logs

Remote Locations Select Logs Count of Servers

All Logs 0

5 Infrastructure

£ Admin

a) AA 2 A==a2—T, [ (Operations)] > [T% =#JL ¥ 7R— b (Tech Support)] Z R L £ 7,
b) [ RTL BY (SystemLogs)] 7 L — 204 EMICHHRERTY 27V v 7 LET,

AT 73 [BTDOAH>0— K (Download Log)] K% > %27 Uy L CTuZa#&Zyra—RKLET,

T—HA TNV AT AIE T a— RENET, ZOZEORYIOEZ > a TSN TWATRTOE
HAEE A TWET,

ﬁ — > - - » & — N
NETFS2AF~ADAMN)—220 DXFL0O0D
Nexus Dashboard Orchestrator {3 4% & . Orchestrator @ 7 Z 4 D a 775 A ' — >V —)1
WU TNEALTEETEET, AN ARX 2R RN =73 5281280, B
DY —)VEEH LT, BIER L CTEERA N R a2 TR T, #Fr, BIOHIGTE F
7,

Z ZClE. Nexus Dashboard Orchestrator 234N 7 37 A ¥ — /L (Splunk X° syslog 72 &) (2@ 7
BEARN)—=I T TEDLEICTHHECHONTHHLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| #®%
n7+519~02 bu—zv7 v2576075 [

1R AR
«ZD U U ‘—Xféi\ %%BD 7 77_}—5/(‘3_“—& LT Splunk & syslog 0)%7\3"&7}\9‘— ]\ éﬂf
l/\ihd‘o

« Z®Y J—ATIX, Application Services Engine [ T Nexus Dashboard Orchestrator @ sysiog
DB IBYR— b IHET,

ZoOV Y —2F, KRS BN —"EYR—FLET,

Splunk Z AT 5%LE1%,. =7 THIAY—H—CR T M Zikty b7 v 7 L TH
}ﬁbij—o

se 7 T T AP —OFREFEOFEMIONTIE, v =2 T LESRL T EE,
Splunk ZfEfA+ 254X, V—E R a4 ZORGE—7 2 HBSGLET,

DERP—E RO F—7 COBFFIOWTE, [HRE] Ov==2T7 LV THLIGHLT
WET, ETHIT, [BRE (Settings)] > [ T—42 AF (Data Inputs)] > [HTTP 41 N> kO
L% 4 (Datainput HTTP Event Collector]) Z 38R L, [##R b—% > (New token)] %2 U
7 LT, BFEb—7 U E2HESETE T,

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI {22 271 > LE9,
ATwF2 [YRT LAY (System Logs)] EiE 2Bl & £,

= Multi-Site Orchestrator

@& Dashboard
rm  Application Management Te & h S u p p O I’T
Operations

= Opel 1 System Logs o /
Backups & Restore : 2

External Streaming Available Logs
Tech Support Off Database Backup

Server Logs

Remote Locations Select Logs Count of Servers

All Logs 0

5 Infrastructure

£ Admin

a) AA Y A==a2—T, [ (Operations)] > [T =7 JL ¥ 7R— b (Tech Support)] Z 3 L £ 7,
b) [YRTL BY (System Logs)] 7 L — 204 ERBIZHLmERY 27 ) v 7 LET,

ATY T3 [VRTLBAY (SystemLogs)] 7+~ KU T, ANFA M) —I U T HHMIL, $—_"ZBMLET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x) .
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B rs7r519~02xru—305 25005

System Logs X

Download Logs

External Streargi

Select Logs

All Logs Audit Logs o

* Logging Servers @

Server Type Protocol Host Port

© Add Server e

a) [#MEBR k1) —3 >4 (External Streaming)] / 7 & HN L £,

b) [FRTOOY (AllLogs)] #A U — 7957, [BEERAY (Audit Logs)] DAH%EA KU —I 74
HPEEIRLET,

¢) [Y—/\—DEM (Add Server)] 227 U v 7 LT, Au s 774 Y —_"—%BML £,
AT 74 Splunk ¥— —ZBILET,

Splunk — E 2 &M T2 FENRWEESIL. ZOFIEZ Ay 7 LET,

Select Service

splunk vo v 0
Protocol 6
€l - 9

* Host

10.30.11.69

* Port

8088 e

* Token

2824ec94-fbce-4111-9541-e8df0c9cfebd

a) V==X A 7L LT (splunk] ZEIRL T,

b) 7o b EERLET,

¢) Splunk 4 —EZRNOLREG LI — "L EIXIP T LA, R—F, BXORFEF—2 2 AN LE
R

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)
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Splunk H— B ADFEFE b — 727 > OEFFHZ DWW TIE, Splunk D~ == 7 /L CFE L <@L LTV E 3728,
4512, [BRFE (Settings)] > [ T—4% AFB (Data Inputs)] > [HTTP 4 R ka L4 42 (HTTP Event
Collector)] Z3=IR L., [FM b—2 > (Newtoken)] 27 VU v 7 LT, BiEb—7 v ZHETE £,

d F=vr~—0T7A4ar&7)y 7 LT, h—"—0BBMEKTLET,
ATy TH syslog "j‘“‘/““‘%ﬁbﬂbij—o
syslog ZfEH L7aWGEIL, ZOFIEEZAXF YT LET,

syslog : 0 v ©
Protocol 6
= @
—_—
* Host
10.195.223.220

* Port

©

Severity

Warning

a) Y—N—DH AT L LT [syslog] %i@?ﬁbi#o
by o haLEERLET,
c) V—NR—ZFELFIPT KL A, R—1+F5F, BIXOR N =3I 7F5n7 A vb—VOEKRELE
ELET,
d) FzvrI~—0 T7A4ar%7 )y 7 LT, —_"—0ENEKTLET,
ATYvT6 BEOY—_"—ZBMT 5L, ZOFIEEEYIELET,
DYV —RE, KNS BEOINEY— 0% YR — K LET,

ATFYTT [#1F Save) 127V v 7 LT, BENEZHRGFELET,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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B is57r59~0z2ru—325 257805

System Logs X

Download Logs

External Streaming

-

Select Logs
All Logs Audit Logs \\
@/

* Logging Servers @

Server Type Protocol Host Port

splunk http 10.30.11.69 8088 (]
syslog tcp 10.195.223.220 514 (]
© Add Server

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)
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A2ITISR SO FrEH

« VAT ARE (109 X—7)

*NDO ¥ —ERADT v 77 L—FREEFLAT 7 L—F (111 _—=Y)
s Cisco ACI 1 hDFEE (119 X—)

o A FOBIMEHIER (127 X—)

e AT T —EE (135 X—2)

« Cisco APIC A +DA > 7 T DF%E (139 ~<—2)

» Cisco Cloud APIC %A h DA > 7 T DF%E (145 ~—)

CACIYA FDA L TT a7 4 F¥alb— g OREM (149 2—)
* CloudSec 551t (155 ~—2)






, 9

i

> = J SRc=
AT LERTE
s VAT ARE (109 RX—)

¢« VAT L A YT AENF— (109 X—)
e A VUEATIEERE v w7 T MR (110 2—2)

AT LERTE

DX g TBAd 5 L 912, Multi-Site Orchestrator IZ%f L TIRETE 5, BE> VAT
LEBEHEHATRER 7 — LY AT ABRENSEH Y F1,

\'l

VARATLIA)TRENF—

Z D7 3 o TliE, Nexus Dashboard Orchestrator DA 1 7 R &ZRET 5 HiEE . WOKIZ

RT X DI, GUI AR CTHliE D _EERICEREIIND N AX AONF—5HGMNTT B IFEIZHONT
HEBALET,

13: R T L NF—DERTR

o The message to be shown in the application banner.

T

Dashboard sl Multi-Site Orchestrator (Production)

e
0® @
ra  Application Management

e Operations

B CONNECTIVITY VIEW
& Infrastructure

VIEW BY u = o

2T w1 Orchestrator (22 7 A > LET,

AT T2 EROFESF =gy X Unb[EE (Admin)] > [ A T LAKTE (System Configuration)] 234 L £, .

ATFv T3 REEA)OTA 22270 v 7 LET, ZHIE[VRTL IA Y FREINF— System Alias & Banners)]
BIROAIZH Y £,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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ATvT4
ATvT5H
ATv 76
ATvF1
ATv78

1VI5A 50 FvER |

[V RTFL ITA)FARE/INF— System & Banners)] DEE T 4 > RUNERENET,

[TA Y TR (Alias)] 7 4 —/V KT, VAT LDTA VT A&EEELET,

GUI T —Z AT 208 ) hEIRIRL 7,

NFI—=ZHNZT HEEITIE, NT IR RENDA v E—VEIEETOILEND Y 7,
W] =TT HHEIE, N —OERELZBERT HE2RINTILERHD £7,
[R1E (Save) 1227 U v 7 LT, BENEEZRMFLET,

AJ4 UERTEHEA YD 7Y MEFE

ATy
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

Orchestrator 31 7' VAT &2 L CRIRLIZZ E¥friEns &, 20—, RET 7
TRAEHSTEDIC, VAT ANy I T NINET, B YA VEATH KR L 725 O
FEERETEET, e, MERRT L ey 7Ty hanbdd, BLUey 2 7T b
DEIBRERHY F£7,

)

GE) o, VU —RX22()UBERIICA VA M=V LTzl E Ty 7 7L —RLE &I
T 7V NTHMNIRY FT,

Orchestrator (22 74 > LE7,
EROFer— gy XA U [EE (Admin)] > [ X T LEKTE (System Configuration)] Zi#&R L £9°, .

[RITOLBK&O Y4 7 MR (Fail Attempts & Lockout Time)]= U 7 DA & 5 [#REE (Edit)] 71 =
7V vy 7 LET,

Zhicky, [BRITOXK&A Y Y 7o LR (Fail Attempts & Lockout Time)] iXE W 1~ KU NFEREN
£,

[BRITOLBDEKRTE (Fail Attempts Settings)] K~ 7 X o mnh . 2—FRAEEITICRRT 2 Ly 7 T
T RSO EBRIRLET,

[B w9 7 SR (4) (Lockout Time (Minutes)] K 7% 7 int, vy 770U ORI Z®RINLET,
I, RUT—SNtko, EARNGRe v 7T MIBEZBELET, 20X ~v—lL, EblcasA
VERATANEE L TR DN, 3T o R EnE T,

[(R1E (Save) 127 U v 7 LT, ZENKZIRFLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



S

AR &

» 10 =

NDO H—EXDT7wvITL—FFEREIFS
o5 L—FK

o HEEE (111 =—2)

CBIHRGRME A KT A2 (111 2—)

« Cisco App Store Z{#H L7 NDO h—E 207 v 77 L—FK (113 3—)
*NDO —EADFH)T » 77 L— K (1155—)

Z Z T, Cisco Nexus Dashboard (23 A &1 TV 5% Cisco Nexus Dashboard Orchestrator U U —
A320) LEET v 77 L — REIIF U 7 L— KT 5 HFIEICOW T L £ 7,

VMware ESX VM F 7= [ Cisco Application Services Engine (23 A SV TWHLRTO U J — A %5
1T L CW A AL, NexusDashboard Orchestrator A A KD Nexus# v ¥ 2 R — K ~DEE
FED T T AL DBAT] DEOFMIICIES T, LWy FAZEEANL, BHFEO Y T A Z B
EEEETDHMLENRSD 77,

N O — -~
A LS4
Cisco Nexus Dashboard Orchestrator 7 7 A X %7 v 77 L— REFIZF 77 L— T 5HIIZ
. WOFNEEZFEITLET,
e VU =32 X VFTOV V—ANOLDAT— KTV T v 77— RE¥HR— T
FHA,
FNUEVETIOY V=2 T v 77 L— RT5581E, ZOEDKY OHSEAX v
L. [NexusDashboard Orchestrator Deployment Guide] @ TMigrating Existing Cluster to Nexus
Dashboard] DIEIZFEH SN TWAFIEIZHE S TS 7ZE VY,

cHIEDO Nexus ¥ v 2 Rh— RZ T AZNEFRTHDHZ & 2R LET,
Nexus% v ¥ 2R — R 7 72X OREEILX, IRO2ODFIEONT N THERTEET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .


https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/installation/cisco-multi-site-deployment-guide-321.html
https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/installation/cisco-multi-site-deployment-guide-331.html

1VI5A 50 FvER |
B osuerorsqay

eNexus ¥ v ah— RNGULIZRZ A > L, [PRTLBE (System Overview) ]<—
TUAT AAT — X AERERLET,

B D ) — FIZHEEE rescue-user E LTI AL, ROa~ FEFETLET,
# acs health
All components are healthy

« BIFE D Cisco Nexus Dashboard Orchestrator 23 IE# ICEIEL TWA Z & MR L £,

Nexus Dashboard Orchestrator #— B A D 27— & A%, [T (Settings)] > [V AT LR T—
A R (System Status)] (8 L CRER CTX £,

Frm
| |
0@ @
SETTINGS

About MSO

What's New in The Release O

APl Docs

System Status ‘

WIZ, TRCDO /) —REVF—EADART—HANEFTHDHZ Lot LET,
System Status

Service Status

msc-node1-32

5 v/
msc-node2-34 ]

msc-node3-65 (] All services are operating normally

*NDO 4 —ERDT v 77 L — RFROWNTNNDFIETEITTEET,

« Cisco App Store Zffif{ L72 NDO —EADT v 77 L —F (113 =) O

Bl
> T, Nexus & v ¥ =R — R®D App Store ZffH L £9°,

Z OYif . CiscoDC App Center |%, EH Ry NV —27 2 LCHEEE, i3 nxv
REZHEHL TNexus ¥ v v 2R — KDL EERRETHHLENH D £9, Nexus¥ v

YaR—ROTa X REICOWVWTIE,  [NexusDashboard User Guidell &M L T <
7230,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)




| 12752350 FvER
Cisco App Store ZERAL=NDOH—ERD7 v F5L—FK .

\}

B App Store Tid, V—EADKHH/N— 3 LD
TyTTL—RT&EET, 20, T2V U—
A 3.4(1) BMEHAHEIZ 22 > TV A A, App Store
EHEALTY YV —A33WICT v 7 7L —RT5HZ
LixCEERA, UTFICHATLFEHT v 77 L—
R 7ot R LERSH Y £7,

eNDO —EZDFET v 77 L—F (1153—2) O#BIIHE->T, LT 7Y
Tg—var A A—VEFHTT vy e —RLET,

Z O J¥EIE,. DC App Center ~DHEGE &2 MENL TE /2WGEA . F 7130 H /TRE/ 2 i U
V=2 TIERWT P r—2 a0 DONR—= 3 AT v 77 L— RTABEASICHERATE
i—é—o

» Nexus Dashboard Orchestrator 2 U U — & 3.3(1) LAREIZ T » 77 L— K L7242 12587 L\ Cloud

APIC Y1 M ZIEMB L OEEHT 2 551X. T D% A FAY Cloud APIC U Y —Z 52(1)
DI SFEIT L TCWAD I &R L T EE,

VIOV V=A% FITLTNWD Y 77 RAPICY A hDOA LR —F 1 7 LEBIL, Nexus
Dashboard Orchestrator 3.3(1) Tl AR — h SN TWERA,

e =33 LVAETDOY V—R~DX T T L— NI R— SN TWHERA,

IOV U —RZH T v 7 b— R 5851, DRiOY J—ATHR—rSnTnb7

Z v N7 4 — A28 LV Nexus Dashboard Orchestrator 7 7 A X BB L THH ., iWOERIE
DNy T THEELTDHLERHY 3, U U —A33()LAETIERESNIZ ANy 7 T
T HEVWNDO 7 7 AXIZE LT HZ LT AR— SN TWER A,

Nexus Dashboard Orchestrator DLLFTD U U — R F T 7 L— KT A8E513. ¢ XTH Y
FURAPICHA hE2VU—R52(1) LVFIOV IV —RZHX T T L—RTLH0ELEHD
7,

Cisco App Store Z{#FF L/=-NDOH—ERXDT7vT5 L—
N

Z T T, Cisco Nexus Dashboard Orchestrator V) U — 2 32(1) LAREAE T » 727 L — R 5 HIEIC

DWTEHA L £,

1R BRI
s HITESME A RT A4 (1113—=2) THAL TWAEIHRESFAZT XTIz LTW\WbH Z
LEMRLET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |

B cisconppstore AL NDOH—ERDT v T L— K

* Cisco DC App Center 73 Nexus % v ¥ =2 h— R LER v T — 7 R\ CEHE, 720137
nXREXEH L TCEEMRE THDL Z L EMERLET,

Nexus®¥ v ai— ROFa X FHEIZONTIL,  [Nexus Dashboard User Guidel] % %@
LT &N,

AT w71 Nexus Dashboard (& 7' > L E 7,
ATvT2 EOFer—varA=a—hs [Y—ERX #4204 (Service Catalog)] &R L 9,
AT9 73 AppStore AL CT SV r—varv a7 v 77 L—RKLET,
a) [U—EX A4 874 (Service Catalog)] i T [7 7' R k7 (App Store)] ¥ 7 &&IR L £,
b) [Nexus # v aR— F F+—4 X b L—%4 (Nexus Dashboard Orchestrator)]| % 4 LT, [7v TSI L—F
(Upgrade)]= 7 U v 27 LET,
c) BHWTZ[T A & AZHK) (License Agreement)] 7 ¢ > K7 C, [E&E L TH ™ > H— K (Agree and Download)]
Vv LET,
ATYT4 FHLOA A=V SN ETRLET,
FLWT TV r—ya A A—UMERATRRICZ /2 5 F TR R0 0025 Z El3db D £7,

AT TS HLWEBRET 7T 4 712 LET,

afe]i ‘/7‘\‘
cisco. Nexus Dashboard @o .@/
Dashboard
e e Service Catalog ®
8 S Installed Services  App Store
Service Catalog —
Actions v
& System Resources LV )

3 Operations Multi-Site On:hestra(uo ies
Cisco
5 Infrastructure ~

Site on-boarding, intersite connecti.

* Administrative

2 36/62 118/118 m
Multi-Site Orchestrator X
Available Versions
Version Installation Date Activation State
2020-12-12, =
3207188 19:21-28 Active Disable

2020-12-16, :
320197 090951 o Activate g

a) [Y—EX A4 07% (Service Catalog)] Hiffi C, [4 >R b—)LiF#HH—E X (Installed Services)] ¥ 7 %
BINLET,

b) [Nexus Dashboard Orchestrator] % A VD45 B DA =a— (...) 27 Vv 7 L, [FIAA#EE/N—2 3
> (Available Versions)] &R L £,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-2x.pdf

| 12752350 FvER

ATvT6

ATy FT17

noo 4—ExnFEH7 v IoL—k |

c) [Available Versions]V 4 > RV C, F LA A—TDRIZHD [TV T4 X— bk (Activate)] 27 U v 7
L\‘i—a—o
GE) HLWARA=TET 7T 4 72T DRI, BUEFATHOA A=V 2 EHICLAENTCFZEL,
AA=T T I T 4= gy FatRL, BUEFITHOA A -V &L, BUEETTOT
TV =2 ary N=U g AIBRT v ST — R U= T7u—%2FTLET,

FTRTOTF NV r— g B—2AREB L., GUIMEATFREICZR S ETIZ, EHITHER2090015
BANRHOFET, 20—, Tutb AR TTSE. BENICHe— REnET,
B t W7V r—var A A—UREIBRLET,
BT — RT3 T, W T 7 r—rary X"=Uag UEAREFL T2 L TEET, F
7213, ZOFIEOFTHICHKE > THIRT2Z &b TEET,

a) [P—EX A% 874 (Service Catalog)] i T, [4 >R b—ILiFE#HH—E X (Installed Services)] ¥ 7 %
IR L ET,

b) [Nexus Dashboard Orchestrator] % A VD4 EIZ b A =a— (...) 27 Vv 7 L, [FIAA§EE/N—2 3
> (Available Versions)] Z &R L £9°,

¢) EHAEERN—=2a DU 4 FUT, IR 24 A—VOMIZHLHIRT A 222 v 7 LET,

T EEELET,

TSV = a rEEETHI21E, Nexus¥ v ¥ aR— RO [H—E X542 B4 (Service Catalog)] ~X— ®
TV r—vary A NTEL<C Open)] 27V v 7 LET,

TP A A (SSO) HEREA T A &, Nexus ¥ vy a R — R A LD ERIEZ LT v
WEHHLTT Y r—aical (o TxFET,

NDOH—EXDFEF 7Y TSI L—FK

ATvT1

Z Z TlE. Cisco Nexus Dashboard Orchestrator U UV —Z 32(1) LA Z T v 77 L— R9 5 HIEIC

DWTEIA L £,

1R BRI
CHITESME A KT A4 (111%—Y) THHALTWARHESM 2 T _XTHZLTWnbH o
LEMRLET,

=0y h VI —=AARA=VEF T u—FLET,
a) [Nexus Dashboard Orchestrator service DC App Center]-~~— "% £ & L % 7 https://dcappcenter.cisco.com/
multi-site-orchestrator.html,

b) [/N\—23a > (Version) | Ky 7 X7t A VA M—LTH =g VERIRL, [forO0—F
(Download) 127V v 7 LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .


https://dcappcenter.cisco.com/multi-site-orchestrator.html
https://dcappcenter.cisco.com/multi-site-orchestrator.html

1VI5A 50 FvER |

B vwov—crozmrossL—+¢

ATy T2
ATvT3

ATy T4

©)

FTAB L AEMFE L, A A—VEFT o m—RFLET,

Nexus Dashboard (272 71 > L £,
Nexus Dashboard (24 A—Y %7 v 77— RKLE9,

a)
b)

©)

d)

e)

EOFEr—vary A=a—nb [H—EX H4 0745 (Service Catalog)] Z3&R L £,

Nexus Dashboard ® [H—E X h4 8% (Service Catalog) ] T, [41 YR F—ILFHDHY—E R
(Installed Services) ] # 7 #8R L £7,

ALy AL v DF ICh B [P 23y (Adtions) | A=a—hb, [FTUSr—Lasn7yFo—
F (Upload App) ] #E&R L £,

[77UH5—2 a7y 7A—FEK (Upload App) 1V 4> KT, A A=V OGFATEZRIRLET,

TIVT—=vary A A=V VAT MLy = NLIZGAE, [A—HA)L (Local) ] 28R L &

R

P—NTA A=V %HFARLTODEHEEIE, [VE—F (Remote) ] Z&IRL £,
T ANVEERRLET,

IOV 7 A7 v 7 C[A—AHJL (Local) 1Z3&INL7=5HA1E. [Z 74 ILDEIR (SelectFile) 127 U v
gL, Xurma—RLieT7 SV r—ya s A A—UEERLET,

[VE—F (Remote) | ZTIRL7I=HEIX, LTFOL I, £ A=Y 77 A N~D5E%7: URL # A /)
LE9, (http : //<ip-address> : <port>/<full-path>/cisco-mso-<version>.aci

[7vZ7B—F (Upload) 1227 Vw27 LT, 77V r—varal 7 AXITEBMLET,

Ty 7 a— ROETRHA—L EBITH LI ANARERINET, A A—VDOT v 7 r—RR%ET
4% & Nexus Dashboard 13T L WA A—C RO T 7Y r—a v LTEBEL, HrLna— g
YELTEMLET,

FLWA A—=U NPk En s EFTRLET,
HLWT TV r—ay A A—=UMEAAREICR D £ TICHR K20 5005 2 ERH Y £,

ATYTS HLWE®REY 77 4 7ICLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 12752350 FvER

noo 4—ExnFEH7 v IoL—k |

] ‘/ ‘\‘
cisco. Nexus Dashboard @o .@/
Dashboard
e e Service Catalog ®
8 S Installed Services  App Store
Service Catalog —
Actions v
& System Resources LV )

3 Operations Multi-Site On:hestra(uo ies
Cisco
5 Infrastructure ~

Site on-boarding, intersite connecti.

* Administrative

2 36/62 118/118 m
Multi-Site Orchestrator X
Available Versions
Version Installation Date Activation State
2020-12-12, .
3207188 192128 Active Disable

2020-12-16, .
320197 0910952 ° Activate g

a) [—EX AH%20% (Service Catalog) ] Hiii T, [4 R k—JLEADHY—E X (Installed Services) ]
2T HBRRLET,

b) [NexusDashboard Orchestrator] % A VDA EiZdHH A =a— (...) 27 Uy 7 L, [EAAEEE/NA—23
> (Available Versions) ] R L £,

c) [MEHMHRE/ZRNN—Ta 1T 4 RUT, HiLnAg A=V ORICH S [#2E) (Activate) 127 U v 27 LE
T
GE)  HLWARA=TET 7T 4 72T HR1E, BUEFITTOA A=V 2RI LN T EE0,
AR=YTIT4R_R=vary Tub R, BEFITHOA A—VEBA#L, BUER(THOT
TV =2 a s N"=a NIRERT v T 7= R U= T7u—%FTLET,

TRTOT TV r— g B—E2AREE L, GUIMEFFEEIZ/AR D E T, EHICRR20590305
BARHVET, Z0O—J)F, FubARETTAL, BENICEe— RESNET,

ATvT6 (EE) HWTIT UV r—var A A—=UEHIBRLET,
AT —RTAEEIUFEZ T, TWT 7V r—rary R=Ua VAT b T T, £
. ZOFIEOBBIZHE-> THIRT A Ly TxET,

a) [—EX H428% (Service Catalog) ] Hif#i T, [4 R k—JLEADHY—EX (Installed Services) ]
2T HERLET,

b) [Nexus Dashboard Orchestrator] ¥ 4 VD4 EIZHH A =a— (...) #7 V v 7 L, ERAAEELG/N— 3
> (Available Versions) | Z#R L E£9,

c) MRAARERN—TarOU 40 RUT, BIBRT D54 A—CORICHIHIETA 222 v 7 LET,
AT TV r—varEEEsLEd,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |

B vwov—crozmrossL—+¢

7Y r—va v EEEIT 51Z1E, Nexus Dashboard O [h— B A % 1 2 (Service Catalog) | X— D7
TV lr—ary ZATREC (Open) 127U v LET,

TNV A A (SSO) HEREZ 95 & NexusDashboard CEH L7 b D EFLEZ LT oy vy L%
FERLCT A r—ygica /(T %,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



s 11 =

Cisco ACl Y1 FDEE

RNy R 777 ANER) — T —7 (119 =)

cTRTOAPICH A b7 7TV w7 TI7EARY —DFRE (120 =X—)
e VE—F V=T A, v F GV A FOKE (124 X—)

e CiscoMini ACI 7 7 7V w7 (126 _X—3)

Ry K 7Oz ILERYSO—FGI)IL—T

ATy
ATvT2

ATvT3

ATy T4

KA ROAPICIZIZ, By KRRV — TN —TF2EORy R a7 7 AR ONETT,
PA MRy KRRV — TN —TWo 0 GAF, (BT H2HLERHY £3, @F., b0
REITTTIFELTWT, 777V o 7 ZRYNCEH LI L ZITRELTLE B IZR>Tn
S =S B B

A4 RO APICGUIICR VA > LET,

Ry R7Ta 77 ARy RKRY = T —TREENTDENE I NEHERLET,

[Z7 Y w% (Fabric)] >[Z7 7Y w4 7K1 > — (Fabric Policies)] > [Rv K (Pods)] > [FR 7741 /L
(Profiles)] > [[Ry RO TR T 74 JLDT 7+ )L k (Pod Profile default) [\ &) L £ 9,

VETHIUE, Ry R R — ZA—T5ER L ET,

a) [Z7 7Y% (Fabric)|>[Z7 FY) w4 K1) L — (Fabric Policies)] > [[R v K (Pods)] > [R ) &— &' )L—
7 (Policy Groups)[i\ZB & L £9°,

b) [[RUS— FI)IL—T (Policy Groups)] %427V v 7 L, [Ry KR — J)L—TDYERK (Create Pod
Policy Groups)] 3% L £ 7,

c) WYIZRTEHRA A LT, [Submit) 227 U v 7 LET,

FHLWRY KRRV = I N—T%T 74NV DRy K 7077 A WZED Y TET,

a) [Z7 7wy (Fabric)]>[Z7 7' w4 K1) L — (Fabric Policies)] > [/R v F (Pods)] >[FB 771 /L
(Profiles)] > [Ry K 7R 77 A4 JLDT 7+ JL k (Pod Profile default)] (28 L &9,

b) T7ANNDOTRT 7 ANERRLET,

) HMLWARY FARUI— VNV —T%28R L, [E#H (Update)] 27 U v 7 LET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |
B <comcysr0r7I7090 7oeR Ry o—0BE

IRTODAPICHA rDIT7T) I FOEAKR)D—
DEXTE
APIC 7 7 7'V v 7 % Nexus Dashboard Orchestrator {Zi81 L. Nexus Dashboard Orchestrator (Z J:

DEHTEDXIIZTDHICE, VA FTERERETHZEBMNER, 777V v 7 EHAEDOEE
DT 7 ARI S —0NHY ET,

J7 )y 7HER5O—NI)LFRY S—DERE

Z DOt 7 3 »TliE, NexusDashboard Orchestrator |ZiB1 L. EHFI B HIC, APICY A FZ &
WAERT D HERS L 70—V T 77 w7 T 7R ARY —OFEICOW TR L £,

ATy 1 A FD APICGUILIZERr 74 LET,

RTYT2 AL Fer—vary A=a—nb, [Z7 T vy (Fabric)] > [7 7 X K1) — (Access Policies)] % i3
WLET,
Y1 b % Nexus Dashboard Orchestrator (Z:BNT 5121E, W< OO T7 77U v 7R U—%RET DHMNE
BH Y FT, APIC DBEMNHIE, XT A X)L KRR M B L WA LRI, RAA 2, AEP, K
Vo= IN—T BEOA B =T = A AV VLI BERETHIERTEETS, ALVAFHA b FA
AN THTRTCOYA MR LT, AR AL v F A X —T =2 A%WA "Ry VT —7 1082
I DT-ODRIUAT v a VERETDHVLENRHD F7,

ATv T3 VLAN 7— L ZEELFET,
BONCRET 2 DIiE, VLANZ =L T3, LA V3V T A H—T A AFIVLANAZHHAL TR 77 4 v
TNWE T afHTF, AR VAL v TFEY A MEFR Yy P =7 1ZE L E7,
a) LEMloFresr—v g YU —=7T, [F—IL (Pools)]>[VLAN] & L £9°,
b) [VLAN] #7232V %4527V v 27 L. [VLAN F—ILDERL (Create VLAN Pool)] 238K L £7-,

[VLAN 7F—)LDYER (CREATE VLAN Pool)] 7 4 > R T, IROIEHZEELET,
* [&EI (name)] 7 1 —/L KT, VLAN 7= VO£ | (72 & 21X, msite) ZFEELET,

« [Allocation Mode (BlY B TE— R)|DGAIEL. [22F 4 v 7%V 4T (Static Allocation) |ZFHiE L %
‘a‘o

« [Encap 7 A % (Encap Blocks)] D&%, B—D VLAN 4 721 &2 45E L £4, M5 [Range (&
B)] 74—V RICFULEBSEZANTEHZLICE->T, B—0D VLAN Z¥5ETE £,

ATy T8 B ET 78 A T 4T 4 a7 7 AV (AEP) ER L 7,

a) ZfloFesr—v a3y —=7T, [ B—/L KR 2 — (Global Policies)] > [fEftrRIgE e 7V £ X T2 +
1) 707 7 4 JL (Attachable Access Entity Profiles)] ZZ&# L £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 12752350 FvER

ATy TH

I7 Iy FoeR 408742 Ky o—n%E |

b) [EGAIGER TV R TUT 4T« 70774 )L (Attachable Access Entry Profiles)] #4727 U v 7 L C,
ERAIBER TV R T T 14714 TB 774 JLOYERL (Create Attachable Access Entity Profiles)] % i3
RUET,

BERAIGE 7V R T T« T4 70774 ILO{ER(Create Attachable Access Entity Profiles)]] 7 ¢ >
R T, AEP @%Hﬁ (@J msite—aep) %?ﬁﬁ Li‘g—o

c) [ANext)]] #7 U w27 LT [%E{E(Submit)] LET,
A H =T 2 A AR EDOBIMOEFIINEDH D FH A,

RAAL LV EFRELFET,
RETDHRAAL L, ZOV A M&BIT S & &2, NexusDashboard Orchestrator?» H B2 & DT/ Y
i—a‘o

a) TES—Tar VU —7T, [MERFAA D ESNER K AL 2 (Physical and External Domains)] >[4+ &8 T
IL—T v K K A4 > (External Routed Domains)] Z & L &7,

b) [#MERIL—T v K K * A > (External Routed Domains)| 77 V& 427 Vv 27 L, [LAN¥3 FAL2D
YERX (Create Layer 3 Domain)] %z 3R L £,

[LA Y3 FAA DR (Create Layer 3 Domain)] 7 ¢ > K7 T, ROEHZHREL £,
[ (name)] 7 4 — /L R T, FAA UDOAFTIZREELE T, 72L& 21T msite-13TT,

cBERMTONTWAERAIRETI VT4 T4 TAT7AILDOEAIE. AT v 7 4TIERR LT- AEP %
IR L E7,

* VLAN T—I)LDOEAIEL. A7 v 7 3TER L7 VLAN 7 — L& IR L £,

¢) [EfE (Submit)| 227V v 27 LET,
TX2 VT 4 RAAL 7R EOBMOEFIILES Y £ A,

RDERY

Ta—NNVT 7 EAR) —ERE L%, 777V I TIRAAL L H—T =2 A AR
—DORE (121°5—) OHIEST, A F—T 2 A ZAR) —ZBMTEH0ERNHD
ij‘o

27V 7ORRAEA—T AR KR)—DEKTFE

DOt T v a s TiE, % APIC Y1 b @ Nexus Dashboard Orchestrator C{TH 72 1T 1UiX 72 5720
T7 TNV I TIBAAL LB —T oA ZADBREIZHOWTHALET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |
B o070t qv8—z02kus—amE

1R BHHEIIZ

HA RDAPICTIE, 777V w27 7782 Z7a—rL R Y —0FE (120 5—) O
BIZ5E> T, VLAN 7—/L, AEP, BI O RAAL VR EDTa—" V75770 w7 TI7ER
R —ZRELTBLILENLY £,

ATV F1 A O APICGUIICEH 7 A LET,
RARTYT2 AL F S —vary A=a—nb, [Z7 ) vy (Fabric)] > [7 2 X /K1) & — (Access Policies)] % %
RLET,
AiD® 7 v a o TRIE LT VLAN, AEP, BX R A A 2x T, ¥ bEIx > b T —2 (ISN) (28t
TH577 TV ITDANRAL Y AA v TF A F—T oA AR LTA v F—T oA ARY —%Ek L E
‘340
RTYT3 AL U R o= TN—TEFHELET,
a) EFPesF—rar Y I—=7T, [41 8 —T x4 R K I— (Interface Policie)] > [R!) — F)IL—TF
(Policy Groups)] > [R/84 > 7R1) & — 4’ )L— T (Spine Policy Groups)] & L £,
AL, RXTAZNY—REEMT A ELEHU L TOWETRS, V=T R o= —T DbV I
AL R = TN T B R T D RN R 0 5,
b) [R/8 2 R — 5 JL—TF (Spine Policy Groups)] #7 FV —%427 U v 7 LT, [RISMAVTFTHER
R— bk R o— FIL—TDERK (Create Spine Access Port Policy Group)] Z 3R L £,

[RISL2 THOER KR O— FIL—TDYERK (Create Spine Access Port Policy Group)]”V « > K7 G,

UToEBVIEELET,
« [&FT(Name)] 7 « —/v ROEGE, R v — T N—T 042 HE L9, 72L& 21E spinel-PolGrp
T4,

« [V 29 LAJL KR — (Link Level Policy)] 7 ¢ —/V RIZiX, A/ AA v F L ISNDOEDY
YU R U—EEELET,

« [CDP 7R1) & — (CDP Policy)] D4 . CDP 28N 50 E 9 AN L 97,
c[BftLE=T 2T 4T« 70774 )L (Attached Entity Profiel)] D354, Bid® 7 > a3 THRELE
AEP i{f@?ﬁ Liﬁ‘o 7= & /%Ji msite-aep VC@AO
c) [#fE (Submit)]| 227 UV v 27 LET,
X2 VT 4 RAAL 7R EOBMOEFIILNEDH D /A,
RT9TE AL TaTdr A VERELET,
a) EFeHF—rar Y I)—7T, [41v8—7 x4 R KR I— (Interface Policies)] > [[R') ¥ — FIL—TF
(Profiles)] > [R784 > iR 1) &— 4’ )L— 7 (Spine Profiles)] &M L £7,

b) [FRIZ7AIL (Profiles)] 17 TV %47 U7 L, [RIAU AV B—T AR TAT 74 ILDER
(Create Spine Interface Profile] %41 L £,

[RINA 2V A —T 4R T T 74 IILDOIER (Create Spine Interface Profile)] 7 > K7 G, kD
LRVIEELET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 12752350 FvER
I7 Iy FoeR 408742 Ky o—n%E |

« [&ET (name)] 7 1 —/V RiZ, 7’87 7 A )LDA4 R (spinel’2 &) ZHRE L £77,

[ B2 —T 4R EL%Y A (Interface Selectors)| Cl&, +i8 5% 27 Vv 27 LT, ISNIZH#RHSND
ARA v AL v F EOR—=FEBIMLET, RIS, [RANA Y TI9ERAR—F LY Z—DERK
(Create Spine Access Port Selector)] 7 .t & R T, RO X HIZFREL £,

 [&HT (name)] 7 4 — /L RIZ, A— bk B L7 X D4R ZFE L £ T (B spinel),

«[4 2B —7 x4 X ID (Interface IDs)] 12, ISN (Z#fi D A1 v F R— hEIEEL £ @
5/32),

s[4 B —T x4 R KR — 5 )L—T (Interface Policy Group)] (2, RO FNATIER L7=K Y
V= IN—TH@IRLET (f3: spine1-PolGrp),
EFht, [OKlZ27 Vv 7 LT, R—hEBLIZXE2REFLET,

c) DEESUbMi)] 27V LTANS U AU H—T oA AT a7 7 A NVERGFELET,
ATYTE AL AL T LI =R =R ELET,
a) EEFES—var Y U—=T, [RS v TF K I— (Switch Policies)] > [F A T 7 4 JL (Profiles)] > [R /A
> 7B 774 )L (Spine Profiles)] # &M L £,

b) [R/X4 > TR T 74 (SpineProfiles)[ # 7 2V 2427 U w7 L, [RIN4A 2 TAIT 74 ILDERK
(Create Spine Profile)] ZR L £,

[RINA VA —T 4R T T 74 IILDOER (Create Spine Interface Profile)] 7 > K7 T, &k
EOIRELET,
* [&R1 (name)] 7 « —/V RIZ, 707 7 A )VOL4RTZFEE L £ 7 (B spinel),

«[R/34 > L% % (SpineSelectora)] T, [+] %227 U v 27 LTCASNAL &BML, ROEHREATL
\i—a—o

« [&E] (name)] 7 4 —/V R T, BL 7 X DL4HIZHRE LET (B spinel),
«[7Bv% Blocks)] 7 4 —/V KT, AA 2 J— RZHEELET H: 201),

c) [E# (Update)] 27 Vw7 LT, L7 XEREFELET,
d) [RNNext)]| 27 Vw7 LT, IROBEIZERET,
e) HIDOFIETIER LA v F—T = A A T T 7 A LEEIRLET,

7o & 21X, spinel-1sn72 T,
D [;TET (FInISh)]%yy ‘77 LTX/\O/]’:/7OD77/])/1/%{%FL§E¢O

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |
B =+ 2x1v758094 roRE

JE—F V=D XA YFZECHAL FOEE

U Y —2212) LA, Multi-Site 7 —F%7 7 Fx XV E—F V—7 A1 v F%ZFFD APIC A
FEYAR—FLET, kDT T a Tk, Nexus Dashboard Orchestrator 28 Z 1L 5H DOV A M &
BHTZXDX T A0 EREEFH, fIRFH, BIOREFIEZHHAL T,

VE—F V—DDFEFEHLHRSEIE

Nexus Dashboard Orchestrator (Z L D EHINDVE—h V—7% 12 APIC %A F&BMNT 5
Ba. RoOsFBREA I ET,

* Cisco APIC % U U —R 42(4) LIRRIZT v 77 L— R HMERNH Y £9°,
cZDV U —RATIE, WEBYVE—F V=T A vTFTOHEPYR—FZNFET

c EXBIR-FXUBEDAAL v FOIMN, v VFH A NTHEHATHIE—FN) —T A vF
LT R—=—FrENTWVET,

e JE— MU —71F, IPNAS v FZEH LRV 7Y — Ry TGV A hTlER—k
EhTWwEHA

1 OO A "DV E—K V=T AL v FTHIOHA DO LIOut ZfFEHTDHZ LIETEE
A

cHBYA FEBIOTA POV E—F U—THOT Y v KA L OIERFHE— b Sh
TVEHA,

F 7. Nexus Dashboard Orchestrator TH A FZiBIL TEET DHIZE. TOFIIIRD X AT %
FITTHMLENDY 97,

cROETHHTH LI, VE— M) —T7OEEBELZA X—7/VAPICIZ L, A N
TNh—T 4 Y ARER Y TRy bR EERET D2LENHY 7,

cVE—F V=T AL v FIHH L TWD LAY IN—FDA L H—T A A ZHWAIH
TW5% DHCP YV L—f%%E T, Cisco APIC / — RDJ/L—F ¢ ' JHEERIP 7 F L A& BN
THVENRHY 7,

% APIC / — RD)L—F 4 V7 H[GERIP 7 R L AL, [JL—T «4 >~ 8l EE IP (Routable IP)]
7 4 —/)V N (APIC GUI @ [ AT L\ (System)] >[3 > kA—75 (Controllers)]><a > tA—
&> IR RINET,

JE—bU—=T ALY FDIV—T 4 VITARLEY Ty FOKTE
12 EDVE—F UV —7 AL v F%&EGTeY A k% Nexus Dashboard Orchestrator {ZiBN3 5 (T

F, ORI, VE—F U—7 /= FBEEMN T O THER Yy ROAL—F 1 v 7Ry
Txy NEBRETHLERD Y £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 1v75==

ATv T
ATy T2
ATy T3

ATy T4
ATy T5
ATvT6

ATy 17

U:E__

ATy I
ATy T2

FSUFYER
YE—k J—7 24 vrorEEEoant [

H A FO APICGUI ICEHin 7' A4 L LET,

A=a— =5, [Z7 T vy (Fabric)] >[4 >R k1) (Inventory)] Z 3R L £,

[T B4 — 3 v Navigation)] 7 4 > RO T, [(Ry K 277U vs &y k7w TR L — (PodFabric Setup
Policy)] #7 U » 7 L7,

AA L NAT, BT Xy VERET DRy R TV ) v 7 LET,

W—T A JaEBEY TRy b U7 T, +iim5x227 Uy 7 LTH TRy hEEBEMLET,

IP7 RLALEFHT ELADEAE AL, REEZ 77747 F 21397274 7ITEHRE L T D, [BE#H (Update)]
Vv LTH T xy NERFLET,

N—T 4 T HRERY T Ry NEBRET DHEIL. /22~/200FFDO R v b~ A7 BHRETDILELRH Y
\iﬁqo

[EE (Submit) 1227V v 27 L TRELRFLET,

)—2J R4 v FOEEBEEODEMIE

12U EDVE—F U—7 21 v TF & GTeY A b % Nexus Dashboard Orchestrator (21BN 5 12
X, FORNZ, OV A MK LTEHZYVE— NV —7@BELRETHLERHY T, U
T— b — 7 EBEEREREICE T 2 BINERIC OV T, CiscoAPICL A ¥ 3%y hU—2 =
Y74 FKal—vary A FESRLTIEEY, 22T, Multi-Site & OFEAIZEA DT
NEE A BT A OB 2L £9,

GE) VEeE—h V=7 A v FOEFEBREEHNCT D L. AL v FITH LWE— R TOHEEE
F7,

PA PO APICIZEHER VA LET,

VE—bF V=7 AA v FOEHEFT 7 4 v 7Rz AN LET,

a) A=a— N—=n7b [V RT L (System)] > [ R T LDELE (System Settings)] (ZFEE) L £,

b) MOV A RN—DRA=a—0 [T7 T v 2EDERTE (Fabric Wide Setting)] &R L £,

¢ [VE—FU—TEHE ST 1 v Y EiE (Enable Remote Leaf Direct Traffice Forwarding)] = » 7 /R »
I AEF AT LET,

GE)  BCLEBIZ., 2oF v a BT A LIITEER A,

d) [DEE Submit)] #7 VU v 7 LTEEEZRFLET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |

B ciscominiacizzou vy

CiscoMiniACl 7771w’

Cisco Multi-Site (%, IBMOFKELZ LELETIC, KR4 7L I A ¥4 b & LT Cisco
MiniACI 7 7 7' U v 7 ZH R —FLET, ZZTiE MiniACI 7 7 7' U v 7 OEIZHSNT
MHALET, ZOXAT D777V v 7 OEANLFREICET H5EMEHRIL,  [Cisco Mini ACI
7770 v 7 BIOMMEAPIC] Il SN TV ET,

Cisco ACI U U —Z 4.0(1) TiZ, /MBEARIFTIZ Mini ACL 7 7 7 U » 7 BN AIE LTz,
MiniACI 7 7 7'V » 7 1%, (A8~ > > TIEIT SN D12 DOWE APIC & 2 >DAA8 APIC (vAPIC)
THERL 415 Cisco APIC 7 7 AX CTEMEL £9, ZAUT LY, APIC 7 7 A X OB 727
F7U U REax MREIE S, ACLT7 77U v 7 % MBI E A 2 A oo
2, FNVATF =D ACI A VA M= /ANEANTREWE S 72, T v 7 AR=ZWHTEN
RoHNTSFIUF (aasr— g U iZR v TN — AT — 22— E) |[ZEATX 5
Kok £,

KON, W APIC & 2 DD{RAE APIC (VAPIC) #{ii %7~ 3 =Cisco ACI7 7 7'V v 7 O
wRLET,

& 14: Cisco Mini ACI 7 7 J'') v 4

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-Mini-ACI-Fabric-and-Virtual-APICs.html#reference_ivy_scn_cmb
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-Mini-ACI-Fabric-and-Virtual-APICs.html#reference_ivy_scn_cmb

5 12 =

B4 FDEM & HIER

« Cisco NDO & APIC DR EGEHAMEDO YR — K (127 ~—)
* Cisco ACI ¥/ DB (129 _—2)

« 1 FOHIBR (131 *—)

777 Vv ariiu—I~OMAEREE (133 X—)

Cisco NDO & APIC DFEEERMDYHR— k

Cisco Nexus Dashboard Orchestrator (NDO) TiX, X CTOY A h THRED/N— 3 D APIC
FEITTANETHY FHA, KV A FD APIC 7 7 A X & NDO H{KIZ, Nexus Dashboard
Orchestrator " —EANA VA =L EZNTWAH Nexus ¥ vV ah— RIZ7 77U v 7 &4
AR—RTEZBBEY, HAEIIMSI LT vy 77 L—RL, BRAEEBEET—RFRTEITTHILNTE
F9, £D7=8, HIZ Nexus Dashboard Orchestrator DfFTY V — A 2T v 77 L— KL THEL
e HRBEIOLET,

217U, 1 OERITIEBOY A NTAPICY FAZ 52T v 77 L— RTAFIINDO &7 » 7
L— R34 2% &, FLWNDO ORERED—E25, LLRTOD APIC U YV — A TEZH AR — 3T
RNEWVORMNECHD ZLICEBRLTLEEY, ZOHA, 70 7L — b TF v 7N
FATEN, TRTCOREFALAA T avBNF =47y A P THR—FENRTWD Z L AR
LET,

IOF v liX, TUT V= ERGFETHN, T L— BT EEICETINET,

T L= FRTTICHA MBS TOHRTWAEES, HR— PSRN TWRWREST 7Y 3
NIRTFEESNERA, T L= IRELED B TOENTWRWEEIE, 1 MZEDHE TS
TEMTEETN, A FBRTFR—FLTWRWVREREGEEN TV EEAIT., AF—~%2RTF
LZEYEALEDTHZ L TEERA,

PR—F SN TORWERENPRE SN E, =T —A v E—UNREKRINET, fFl: 2o aric
YA bX—T g U<site version>d, NDO TIEVHR—FENTWERA, T D<feature>lTHERK/NIN—T 3
Vli<required-version>PARE T,

DRI, BHEEL . TNENICHLERE/BD APIC UV U —AZRLET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



B cisconpo & APIC DiEEBRAMEOSR— -

\}

1VI5A 50 FvER |

GE)

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)

R OBERED—ER1%., LLRTOD Cisco APIC UV ) —ZTHR—FEINTWETA, Nexus ¥ v i =

7

— RligA v AR—FKL,
U—Z1X, U U—2R424) TT,

Z ®D Y Y —Z D Nexus Dashboard Orchestrator CEFLCTE A& H Y

T RE -2 \ACEDI
ACI vV F ARy ROYFHR— | U Y — 2 42(4)
P—bE R ST 7 (L4~LT h—ER) U U —R 4.2(4)
HME8 EPG U U —2R42(4)
ACIH AR v 2 VMM O H 7R — K U U —2R42(4)
DHCP Support U U —2Z42(4)
BHEMT = v — U —2R42(4)
vzAny VU —242(4)
RARNNR—=2ADN—F 4 T VU —2A42(4)
CloudSec K551tk U U —2R42(4)
LAY 3~LFxy AR U U —2 4.2(4)
OSPF ® MDS5 83 U U —242(4)
EPG B/ v—>7 U U —2Z 42(4)
¥4 kN L30ut U Y — 2 42(4)
QoS DESENAAL U U —2R 4.2(4)
22 b7 7 b QoS EESENANE Y —242(4)
TN HA A (SSO) U U —25.0(1)
YAFRYADFUFT—HRA Lk (RP) OV U—250(1)
A

AWS BE D Azure A hD R TPy k&= | U U —250(1)
F7 =4 (TGW) ¥HR—k

SR-MPLS 7K — k U U —250(1)
770 R a— AT % maHER— R U J—2x50(1)




| 12752350 FvER
Cisco ACl ¥ ~®D3EM .

HRE RIMN—D 3y

UDR Z# i L7z —t A7 F 7 (L4-L7 H— |Release 5.0(2)
&)

757 RTCOH— R%—F ¢ T34 ZADH7R— | Release 5.0(2)
K

779 Ra—RARZ %0 —4y Mt — |Release 5.1(1)
N EERE

Express Route #% 1 CE|ZE [ E72FF ACI & » b |Release 5.1(1)
U—27® Azure TOEX =27 4 BIL OV —
ERFEAY AR — K

CSR 77 A4 _X— K IP H7AR— | Release 5.1(1)

Azure DV 77 R XA T 47 $—E AD ACI | Release 5.1(1)
KU — 5L & HEMLOILE

Azure D H.— VNET W CTO# 44 VRF 7 — | Release 5.1(1)
MZEDFRR BT A T—a v

Azure PaaS 33 L OV ¥-— K/3—F ¢ H— b 2 | Release 5.1(1)
TFIAX— K Vs Mk

ACI-CNI % {# fl L 7= Azure T® OpenShift 4.3 |Release 5.1(1)
IPI

I RYA N T E—1ADERE U U —252(1)

Cisco ACI Y1 ~®M3EN

Z Z . Nexus Dashboard GUI % {# il L T Cisco APIC % 721% Cloud APIC ¥ F&3BIL. %
DY A |k % Nexus Dashboard Orchestrator CEHTX 5 L 92T 5 HFIEICHOWTEHBA L £,
1R BRI

c TDEDRIDEZ T a TP LEXL DI, A7 LI AD ACI A FEBINT 58I
1Z. YA bD APIC TH A MEAOHEKZZ T L TWAULERDH D 4,

BT DA B Y U —2424) UBEEFEITLTCND Z EE2MHERTIHNENH D £7,

ATFYF1 Nexus ¥ v aRh—RKGULICR 7' A LET,
ATv T2 #H¥A bEBIMLET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |
. Cisco ACl ¥« ~?iEN

RIIRIE @o )
teear Nexus Dashboard z\mj
Dashboard
= System Overview Snes @
= Filter by attributes Actions ~
#= Service Catalog
i Add Site
Health Score Name gtorlnec(lwly Firmware Version  Services Used
o System Resources , e
Delete Site
Operations [[] @ Healthy @ ACI-NEWYORK + Up 5.1(1h) TR Open

< Infrastructure

© Administrative

a) EDFEF—var A=a—nb [HA b (Sites)] ZEIR L £,
b) AA A LOFEIZHDB[T I3 (Actions)] > [V 4 FDEM (Add Site)]zZ 27 U v 7 LET,

ATYT3 YA MEREADLET,

Add Site X
Site Type 9

@ ~c

Site Name *
Host Name/ IP Address *
User Name *

o Password *
]

Login Domain

In-Band EPG is required for services (e.g. Nexus Insights) that are using In-Band connectivity for data streaming from this site

In-Band EPG

C o

a) [Y4 +DBA T (SiteType)] T. BMTDHACI 7 77V v 7 DHEAFIUSCT[ACI] £721E[259F
ACI (Cloud ACI)] % 3R L £,

b) 2 br—JEHREATILET,
BIEDCNM 7 7 7V w7 B LTV 5 APIC 2> hue—F 2, [[RR F4/IP7 K L X (HostName/IP
Address)]. [1—H—% (User Name)]. 3L [/8R T — K (Password)] # A )42 L8N H D £,

(GE)  APIC 7 7 7' U w 7 Tl&. NexusDashboard Orchestrator —E 2 DL TH A +ZFEHT 24
APIC DA NV RERIIT U AT AR RIP T RLAZ$RETE £9, Nexus Dashboard
Insights TH A FEFHATIHEIE. A VX FIPT RLAZRET HLERH Y £9°,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 12752350 FvER
s4 rosik [

Cisco APIC (Z L » TEBESN DA 7L I AACIH A S DA, ZDHWA b % Nexus Insights 72 £ D
Day-2 Operations 7 7'V r—3 2 U CHEHT 5120, Nexus ¥ v aR—R& 777V v 7 28T 5
7O % [4 2732 K EPG (In-Band EPG)] 4 b EET 2B H Y £, LS OGE. =
DH A | % Nexus Dashboard Orchestrator TOAEHT 2D THIIT, ZD7 4 — /L REZEHADOE LT
THZENTEET,

o) &M (Add)] %727 Y v27 LT, ¥4 homaelT LET,

CORERT, VA MENexus v 2R — FCHEATEALIR20ETH, WOFNETHHATS &
912, Nexus Dashboard Orchestrator DEFFHICFN S DY A M EHINZTHLENH Y F7,

ATV T4 MOV A MIx LT EROFIEA#Y KL ET,

ATvT5 Nexus ¥ v ah— KD [H—E X H4% 0% (Service Catalog)] 75 . Nexus Dashboard Orchestratort— £ A
X £,

Nexus ¥ v adR— R a—HF—D I LF ooy &AL TCHBMNICIe A LET,

AT v 76 Nexus Dashboard Orchestrator GUIC, %A M Z&H L £7,

= aliifi _Sj g s t @
= el Multi-Site Orchestrator Cluster Status 1/1 @) @) (@
o Dashboard
a1 Application Management v SJTGS
e Operations v @ O
& Infrastructure Filter by attributes
SretanConigiztion Health Name Type Templates State Controller URL
Firmware Management Unmanaged

@ Fabric1 DCNM 0 hitps-//10.23 234 1614
Sites
Infra Configuration Fabric2 Unmanaged " o

@ Site ID: 65002 DGNM 0 hitps://10.23.234.150:4¢ ...
SD-WAN

Fabric3 Unmanaged 5 .

£ Admin @ Site ID: 65003 DCNM 0 https://10.23.234.159:4¢

Q) EOFTEF—varAma—nb, [4 275X M55 F % (Infrastructure)] > [U 41 b+ (Sites)] & &K L
E3 N

b) AA AT, NDOT%@¢6%7T7U v 7D Hk% (State)] %o (R ER S (Unmanaged) ] NG
FEXF4: (Managed) ] WCEE L FET,

Y4 ~OHIER

Z Z TiX. Nexus Dashboard Orchestrator GUI Z i L T 1 DLL LDV A S DH A FEE % M)
W22 FIEICHOWTEB LE 3, 31 FX Nexus Dashboard (25% 0 F£9°,

1R BHEIIZ

BT 59 A MIBEMT HNTWATRTOTFT U L— FRBEINTWARNWT & 2Rt
DHENDH Y £,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



1VI5A 50 FvER |

B 5 rour

ATv T

ATy T2

ATvT3

ATy T4

Nexus Dashboard Orchestrator GUI Z B & £ 9,

Nexus Dashboard DY —E X A4 0% 736 NDO —E 2% B < Z & A T& £9, Nexus Dashboard D —
VI LTy VR L TCHEMICE 74 v LET,

A hOT X —LAREZHIRLET,

a) EMloFesr—rvar A=ma—nmb6, [AYTFAXA SS9 F ¥ (Infrastructure) 1>[4 2T 5 DEE
(Infra Configuration) ]&&#R L £,

b) AALU XA UNTHD 42T TDEERE (Configure Infra) 1227V v 7 LET,

c) FMOHA FA—=T, EHASGHN OV A MEBIRL ET,

d)y HONR—=D [F—i8—L 4 KE (Overlay Configuration) ] % 7 . [Multi-Site] / 7 Z#E5hi2 L £,

e) HMOHA K N—T, [FUHF—LAEE (Underlay Configuration) ] % 7 &R L 7,

f) YA FSLTRTOT U E—LAREXHIRLET,

g) [BB (Deploy) 1227V v/ LT, 7UoH—LbA LA —N—LADOHRELEEYA MIERLET,

Nexus Dashboard Orchestrator GUI T, ¥4 F & ®Ehiz LE T,

a) AloFEesr—rary A=a—n0nb, [12TFRXMIYF+ (nfrastructure) 1. >[H 4 b (Sites) ]
IR L ET,

b) AA YA T, NDODEHZFILT 28777V v 7 O [RE (State) ] % (%844 (Managed) ] 7>
D [IFEPERE (Unmanaged) ] WCEHE LFET,
(6=3)) HA I 1 DU EDORERBFEAT 7L — MZEEMT ONTWAGAE, b7 71—

M RBRAMEIRT 5 £ T, ZOMREL (854 (Unnanaged) | ICAE T2 LT TEEEA,

Nexus # v ¥ 2R — o414 F2HIBRLET,

ZOVA NEEBRLIZY, TV r—a o THEH LIZY T MEENRL 2o 72581, Nexus Dashboard
MoV A FNEHIBRT A2 L TEET,

G¥) ZDH A i, NexusDashboard 7 7 A ZIZA VA M=V ENTWET 7V r—3 3 o CHRERMEA
SNTHRNZ EIZHERELTLEEN,

a) Nexus Dashboard GUI LMD A/ — g A=a—n5, [ b (Sites) | &R L FT,

b) HIBRT A5V A4 F& 1 DLLEEIRLET,

) AA v _ALOELEICHD[TY 3> (Actions)]. >[H4 FDHEIE (DeliteSite) 1% 27 VU v 7 LE
j‘o

d) YA boarA U EREATIL, [OKIZ27 Y v 7 LET,

Nexus Dashboard 7> 5 %A F3HIBRE NLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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J7JUyoarrO—5ADHEERE

Nexus Dashboard Orchestrator (Z3/E, 77 7V v I DX A T T LI EEDOFBRTA T > a &
R—hFLTWET, TOMDEL DR EA T arTiE, 777V v rDay ba—J (ZEEE
nJA T HVENHY 7,

NDO D[4 TSR MSYF v >4 b (Infrastucture Sites) [HEH 2 HFFEDH A ~ =2k
2—7OGUIZY v AEET 512, A FOBIZH LT 7 v ar (L) A=a—%ERL,
aA—W A H—T =2 AT[BC (Open) 1227V w7 LET, Z7ux@@i, 777 v
DT AT R (O0B) BHIP TEMET S Z SICHERE LT EE,

Nexus Dashboard & 7 7 7' U v 7 TR L2 — ¥R E SN TV DA, Nexus Dashboard = —°
tRIta A AEREERLC, 777 Vv r0ariae—JICHBNICe /A LET, —
EMERODOIC, Nexus ¥ v v aRh— K777V v 72RO —HFIc L s E—h
RREERTETHZ LR L £7,
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Jdl

513

i

4275 —%E%TE

A VT ITREX v aR— K (135 2—2)
e AT TORRE: —RE (137 =—)

EQI'—EQ\\“J oafR—FK

[4 > 7 FE&5E (Infra Configuration)] ~<— 121X, Nexus Dashboard Orchestrator J&&BAE 15 D7~
TOYA b & A MHEROMEI RS NET,
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15:4 07 SREDHE

el Multi-Site Orchestrator (5 JE&) @
Dashboard

T — Infra Configuration

Operations. O Configure Infra

5 Infrastructure
° General Settings

System Configuration

BGP Peering Type Keep Alive Interval (Seconds) Hold Interval (Seconds) BGP TTL Between Peers
Sites full-mesh 60 180 16
Stale Interval (Seconds) Graceful Restart Maximum AS Limit
Infra Configuration 300 on 0
SD-WAN
© OnPrem2
ACI Multi-Site Cloudsec Encryption APIC Site ID Overlay Multicast TEP
1 1 on off 139
BGP Autonomous Sys Number OSPF Area ID OSPF Area Type External Routed Domain
mn 0003 nssa N/A
© OnPrem1
ACI Multi-Site Cloudsec Encryption APIC Site ID Overlay Multicast TEP
1 1 on off 138
BGP Autonomous Sys Number OSPF Area ID OSPF Area Type External Routed Domain
mn 0002 nssa N/A

azure-44 ...

ACI Multi-Site APIC Site ID BGP Autonomous Sys Number
df on 101 a4
azure-189 ..

ACI Multi-Site APIC Site ID BGP Autonomous Sys Number
1 On 102 189

1. [2f&E%E (General Settings)] # 1 /VZiX. BGPET U 7 ¥ A 7L Z D% EICET B 15 #H
DRRINET,

FHMICHOWTIT, ROEZ >3 T LE T,

2. [#> T L =X (On-Premises)] # A /WIZIE, RNy RERNSAL U 2L v F O, OSPF X E.
BEIO®A— =LA IP & L BT, Multi-Site RAA > O—HTHLTXTOAF LTI A
PA MCET DIERBFRRSNET,

A NNOR Y RO EFRT LRy EPods)] A Va7 U v $5E, %Ky ROA—
N— L f 2=F % X NTEP 7 L AIZHAT AERE R R TCXFET,

SEHZ DWW TIL, CiscoAPICH A F DA v 7T DiEE (139—) LTI EE N,

3. [¥ 57 K (Cloud)] # A /WiZiZ, Multi-Site KAA > D—FTHLTXTHZ T U N HA |k
BT HEHRE. U= a3 VEEB LUOEARWRY A MERDFRSINET,

FEAMZ DUV, CiscoCloud APIC YA b DA 7 T ORE (1453—2) 2B L TL T2
él/\o

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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DY 7 v arTlE, @R 7770 w7 A7 TRIEELT D TZOIHE R FNEIZ OV THL
BLET, 777V v EAEOEMELE FIHIX, FEHTL7 77U v 7 ORFEDZ A FI2HD0N
T, WOETHHALET,

AT TOREXED DN, BIO® 7 a TR LEL IS A FE2HREL TEINT 54
ERHD FT,

Mz T, AL 2 AL v FOBMCHIE, £/2E3A3M 0 /) —RIDOEFEREDA T T A
No 7 F ¥ OETBIZIE, —BRWRA 7 TOFREFIRO—EE LT, A MNEREEHRO T
(139 _X—) [CEFHEN TV B L 972, Nexus Dashboard Orchestrator D 7 7 7 U v 7 51
HROEFNMLETT,

A2 TDETE: —iZERTE

ZITE, IRTOYA FO— ke A 7 TRIELCHRT 2 HIEC OV THHLET,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 3,

AT T2 ElOF e —rvay A=a—T, [ TSRS F+% (nfrastructure) 1>[4 > 7S5 DHRE (Infra
Configuration) ]4 %R L £,

ATV T3 AL XL UNZHD M2 TFDERE (Configure Infra) 1227V v 7 LET,
ATy T4 DY A RAA—T, [&ARHE (General Settings) 48R L E7,
RTFw 75 [arbta—JL TL—>2 BGP (Control Plane BGP) ] ##%E L £,
a) [AY kBA—J)L TL—>2 BGP (Control Plane BGP) 1% 7 &# iR L £,
b) [BGP EF7Y >4 24 7 (BgpPeering Type) ] Zi#IR L £,
Cfullomesh | HHA ROFRTOR—F— F— bzt AL v FiE, UE—k 4 FOR—F—
B T xA AL v F DTG AL LET,
full-meshAfiik Cld. Nexus Dashboard Orchestrator IX ACIEFL 7 7 7 U w7 DAL v A A v F L
DCNM EB 7 7 7V v 7 OFR—F—F— b v =A A LET,
* route-reflector : route-reflector 7> g v EMHFEHT A L, £V A X MP-BGPEVPN v v 3 v
BT H 1O Eoary he—LTL—r J—RERETCEET, V—FV TV X J— K%
fEAT 2L, NDOIWZL > TEHEINDTXTOHYA FETMP-BGPEVPN 7V A v ¥ = Bi#EBIf%
DER S N7e< 720 £,

ACL7 77U v 7 DA, route-reflector 773 3 UL, [Al UBGPASN D—#Ch 57 77U v
ZIZH L TCOREHTT,
o) [¥F—T754 TR (#) (Keepalive Interval (Seconds))] 7 « —/v RiZ. ®—77 7 A 7 ik Z D HAL
TABLET,
T 74V MEEMERFT 2 2 L AL £,
d) [RZBREME (7)) (Hold Interval (Seconds))] 7 « —/L RiZ, {#BHMEZHEN TANLET,
T 7V MEEMERFT 2 2 L AL £,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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ATvT6

e) [k*hfERE (F) (Stale Interval (Seconds))] 7 -« —/V RiZ, L&A BN TADLET,
T 7 AN MEEMERF T 2 EAHESEL £,

f) [P L—RTIL ANJLsS— (Graceful Helper)] &7y a v &4 2T 50 E 5 Ma @R L £,
g) [AS LEBR (Maximum AS Limit)] Z A L %7,

T 74N MEEZMERFT 52 L2 MR LT,
h) [E7R®BGP TTL (BGP TTL Between Peers) | = AJJ L&,
T 7 x N MEEMEFFTH 2 AR L £,

WOFREL, 777 R4 vovA MEEEgRHA T,
a) [OSPF T 7 ID (OSPFArealD) 1A LET,

Z X, DL Nexus Dashboard Orchestrator U J — 2 TH o MEEEGHAIZZ 7 7 K APIC TLLRIIZERE
L7, A7 VLIRISNET Y U IZHDOZ Z 9 KA M CEHILSH OSPF =Y 7 ID TY,

b) [+IP 7 FLRA®MEM (+ Add IP Address)]& 2 U >~ 7 LT, 1 DEL LIS TRy b F—&BIIL
£,

ZOY 7 x> M. LLRT® Nexus Dashboard Orchestrator J U — 2 CHY 1 MEEEFHIZZ 7 7 K APIC T
PIHNIRE LT, AT VI AERIHEHAIND 7 T R A—XDIPsec b RV A X —T = A A
EN—T Ny LT DI S VET,

TRy NI, MOF T VI ATEP =/ EEBE L TUIR LT, 0oxxx 720 0.0.xxTIAE - TiE
BT, /16 & 2a DDy NTU—2 = A7 (30.29.0.0/16 772 &) BB TT,

[IPN 5734 R (IPN Devices)] fE# & A1 L £,

BB arTHRATLEIIC, AT VLIRLTTU YA NEOYA b7 ¥ — LA i aRET
HEAIE. 757 RCSR~DEEGATHNL T H AL T LI AIPN T AL A BIRTHAMERHY £, =

HODIPNT NA AL, 7 VI ADOY A MREEE CHEMAIRBIC/ZR DI, A 7 7 ORE: A7 13
A YA FRORE (140 X—) CTERTLHLENRHD £7°,

a) [T/3A R (Devices)] # 7 &R L £ 7,

b) [IPN T/34 X®D3EN (Add IPN Device)] 27 V v 7 L7,

c) IPN 7 /34 ZD [T (Name)] & [IP7 KL X (IP Address)] # A ) L E7,

FBELEIPT FLAIZ, IPNT AL ZOEHIP T FL AT, 7T 7 FAPICDO CSRHD kv
I ET T RLAELTHEHINET,

d) F=v2 =2 7A4ar%27 )y 7 LT, T4 AMERERFLET,
e) BT D IPN 7 /3 ZZHONWT, ZOFIEZ#HEVIRLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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Cisco APIC H 1 FDA 2V T7SDHRTE

« A PGB RO FH (139 2—)
cAVTTORE: AT VIA T A FOKE (140 X—2)
s AT TOHRE: Ry ROFKE (142 X—)

e A VT TDHRE: ANA L AL v F (143 2—)

B4 FERIEREROEH

2 OBIRHIE., F3ARNL Y J—FDIDEREREDA LV TTANT I F ¥ ~DE
ERMZHNT25E. Multi-Site 7 7 7'V v 78 A4 NOEFRLEIZR2V ET, 20k
va rTliE, &Y A RO APIC 76 BT O R 2 BUS 3 5 HiEz@Pl LE 7,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > L E 1,

ATY T2 [Af 2 A=a— (Mainmenu)] T, [41 > TS5 R EZ%YF ¥ (Infrastructure)] > [ > 7 T DRE (Infra
Configuration)] # #{R L £,

ATv T3 AECHD 42T Z DR (InfraConfiguration)] £ = — T, [ConfigureInfra)] R ¥ > %27 U v 27 LET,
AT T4 EUORAL D [HA b (Sites)] D F T, FFEDYA b & ER Liﬁ“

ATYTE AL U4 RUT, APICH L7 7 7V v 7 IEREBIGT 572012 [B# (Refresh)] R¥ %27 U v L
\iﬁqo

RTYT6 (ATvar) AT LIATA bOBE, BIESNIZA S, VAL vTF ) — ROBREEHIBRT 28551
[FEER (Conflrmatlon)]éM’TE&T?:n /7T/7X%ZL/ LET,

ZOF 2w IRy 7 AT DL, BUEHER SN TOWRNWASS U AL v FOFT X TOREFHRNT —
HZN—=ZpBHIBRES L ET,

ATYTT RHIC, [T (Yes)] 227 U v 7 LTHER L., Bfelilazm— FLET,

THUZED, HILWAANAL RSN AN, U ERIBL, 3XTOYA MIBEELEZZ7 77 Y v 7O
BEfi % APIC 2 A ViR— FLELLE T,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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AITSOHREAVTLULIR YA FDERTE

ZTE, AT VLI AYA MY A NEADOA V7 TREERRT 2 HIEICHOWTIHL E

o

< (1

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 1,

AT T2 ElOF e —rvay A=a—T, [ 7SR MS39F+% (nfrastructure) 1>[4 > 7S5 DHRE (Infra
Configuration) ]4 %R L £,

RTY T3 AL XL UNZHD M2 TFDERE (Configure Infra) 1227V v 7 LET,
ATy T8 FEPONAL D [HA  (Sites)] D FT, BEDOA LT LI A VA FEBIRLET,
RATwFE [F—s\—L A ERE (Overlay Configuration)] Zf5& L £,
a) Al <A b (Site)> [EXFE (Settings)] X > T, [A—/\L A &7 (Overlay Configuration)] % 7 % i
RLET,
b) Al <H A b+ (Site)> [ERTE (Settings)] XA > T, [WILFHA b (Multi-Site)] / 7 =G LET,

TR, AL AN ZOY A N EMOY A FNETHIY.SNDENE I PEERLET,
¢) (47 = n)[CloudSec BE51t (CloudSec Encryption)] / 7 #H %Nz LT, %A hZ&REB{LLET,

CloudSec i 5{bi%, A b T 7 1 v 7 OB SALBEREZRHE L £, 2 OBEREDFEMIZ OV TIE,
Cisco Multi-Ste Configuration Guide @ [Infrastructure Management] DOZFE &AM L T 7Z X0,

d) [A—/SL A TILFF+ X+ TEP (Overlay Multicast TEP)] Z57& L £,

ZOT FLRF, A MEHOLBUMBLIOLI~AFFY AN T 7 4 v 7 DDIERENET,
ZOIPT RLRAF, B—ORy RERFYAT Ry RT77 7V w7 THLINE I NIV 72 <,
FUTZ77 70y 7DO—ETHIEITRTDANAL Y AL vFICEBRENET,

IOT RLAIX, D777V v D475 TEP 77— DT KL AZERE 7213 0.x.x.x OEJHN S EL
HtarZ iz TEERA,

e) (A7vay) [HERIL— bk KAA 2 (External Routed Domain)] ke v 72 int HHTH KA A
CERERLET,

Cisco APIC GUI CIERL L 724N —42 RAAL 2R E3, AL TWD APIC U U —AIZEAD
FEAMZ OV TCiE,  [Cisco APIC Layer 3 Networking Configuration Guide] % &M L T 72 &0y,

f) [BGP B X T LES (BGP Autonomous System Number)] Z#57E L £7-,

g) (A7v =) [BGP /IR — K (BGP Password)] ##5&E L 7,

hy (7 ay) 1 hd[SR-MPLS ##t (SR-MPLS Connectivity)|Z A2 L £,
YA FAMPLS X v FU—7 24 L THER STV D 5AITIE, [SR-MPLS ##iE (SR-MPLS
Connectivity)] / 7ZHNZ LT, B AL M Vv—TFT 4 7 Za—s3L 7 v v 7 (SRGB) O % 5
E L/\gz—éqo

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)


https://www.cisco.com/c/en/us/support/cloud-systems-management/multi-site-orchestrator/products-installation-and-configuration-guides-list.html

| 12752350 FvER

1v7508E+rTL3z 44 roiE [

YA N N—T 4T T u—s LT ry 7 (SRGB) 1%, 7V AA v F T F—H~— A (LSD)
TEZ AV RN V=T 47 (SR) HIZTREN TS ZVEOHFHETY, b OfEIE SR %/ —
ROt 7 A MEGF (SID) ELTHID Y THN, FAAL URERTTr— L RERERLET,
77 vk OFPHIL 16000 ~ 23999 TI,

P4 N OMPLSEHE &= A3 5 %A1%,.  [CiscoMulti-Ste Configuration Guidefor ACI Fabrics] @ [Sites
Connected via SR-MPLS | D FE T SV TWHIBMERELIT O LERH Y £,

RATvT6 [72HF—LAKE (Underlay Configuration)] Z+457& L £,

a)

b)

<)

Flo <A b (Site)> [EXFE (Settings)] <1 T, [7 ¥ — LA i&&E (Underlay Configuration)] % 7 %
IR L ET,
Key7Z oy A=a—n05 [OSPF )7 424 7 (OSPF Area Type)] Z i8R L £ 7,

OSPF = U 7 XA 71X, IROWTINNZRD £7,

® regular

YA @ OSPF REZITWET,

BEfEDORY o— (7= & /%JZEmsc—ospf—policy—default) 7 U7 L TEETDHI LG, [+ R o —3Bmn
(+AddPolicy)] %27 U » 7 LTH LWOSPFARY o —#BMT5Z L TEET, Zhuhnb, [RYI—
MDEN/EH (Add/Update Policy)] 7 ¢ > R T, LLTFAEEELET,

«[R1)>—% (Policy Name) |1 7 4 —/L RIZR Y > —£ &2 AP LET,

c[(Fv b= 24 T (Network Type)] 7 4 —/L R C, [Fm—F¥+v X | (broadcast)], [HA > hY—
AA Lk (point-to-point)]. F72IL [FIEE (unspecified)] DWVT I EEIR L FE T,

T 7 3V ME [7B— R¥¥ Ak (broadcast)] T,
« [B5IBHL (Priority)] 7 4 —/L RiZ, BESEIEME 2 A LET,
T 74V ME1TY,

s[4 B3 —T A4 RAMDIR I (Costof Interface)] 7 +—/V KiZ, £ > H—T =2 ADIAA NS
L/\iﬁ—o

77 4V MilE o TYS

s[4 2 —T x4 X a2 bBa—)l(Interface Controls)] ke v 77X 7 A =2—T, LFOWTH
MEIEIRL £ 7,

« 7 FIRB A XHTHw bk (advertise-subnet)
- BFD (bfd)
« MTU £18 (mtu-ignore)

« ZEIHIS NN (passive-participation)

« [Hello k@ (#) (Hello Interval (Seconds))] 7 « —/L RiZ. hello M@ Z AL TATI L ET,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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77 4V MElX 10 T,
» [Dead fEf@ (#) (Dead Interval (Seconds))] 7 « —/L RiZ, dead MfEZ R HALTATI L E T,
7 7 % /v MEIX 40 TT,

 [BXERERE (F)) (Retransmit Interval (Seconds))] 7 « —/V K2, HXEMEEZBEMN TASLE
j‘o

T 7 )V MEIL s TY,
« [E5%:BEE (7) (Transmit Delay (Seconds))] 7 4 —/v RiZ., BEEZBEATAS LET,
T 74/ MiE1TY,

AT T AT VIARET T RS A MNEOYA MR EHRELET,

FTVIRAY A NI TU RV A FOMIZY A NEEREZIERT 2 HLENRWEES (728 2iE, BEA
779U ROBFERFIA LT VIA YA NOBEBEENDIHE) L. ZOTFIEEZAX YT LET,

T TVIRET T RS A MNHOT X — VAR ERET D5 AL, 77 7 KAPIC O CSR 3 k> %
NWEMSLTDBIPN T IA ADIPT RVAEREL, 27U RV A NOA VT ITREEITOLERHD F
j—O

a) [+ IPN T/34 ZMD3EH (+ Add IPN Device)] 27 U v 7 LT, IPNT A ZAEFREL £,
b) RevZZurhnd, BICEFR L IPN T34 ZOWTNNEEIR LT,

IPNT A A%, [—HBERE (General Settings)] > [IPN /34 X (IPN Devices)]U A h T+ TIZEF SN
TWORENRDHY E£T, A7 TORE: —KxE (137 =) 2ZRLTIEIN,

) 77U RYA MOV A MR ERE L ET,

T30 RYAL MBI DOF LT VI AP A FADOLFHIERE SNTEFITT XTI ZICEREINET
M. GEMOEEIL, CiscoCloud APICH A FDA > 75 0EE (145-2—) OBMPICE-TrZ S R
A MUDPBITHOLERH D £,

RDEZRY

VB2 A MBS RE TN TRELE LI, YA MIFyvaahThEdia, A
Y7 IZREDRER (149 =) OBHICHE-> T, REZEHTLIL4ENH Y £75,

N = ML, o AR
A2ITTDERTE: K™Y FDOETTE
ZO®7varTE, EVA P TRy NEEHOREZIT I FIEICHOWTIBA L F9,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUL (2w 71 > L%,
ATFTYT2 AU AZa—T[HA N %227 v LET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| 12752350 FvER

ATvT3
ATvT4
ATvTH
ATvT6

ATy 717

ATvT8

AVITIDRE: RNV RS YT .

[A R Ea—T. [1VTS5DEEI 227V v 7 LET,

FER DA D [HA k (Sites)] D F T, FEDH A FEBIRL £,

AL U4 RUT, Ay FE2@ERLET,

Fo Ry FOFTO/RT 4 (Pod Properties)] 1 > T, Ky NIZONWTA——L A =% 2  TEP %
BTEET,

ZOPT RFLAF, AELARYy FO—EHTHY, A MDD =% 2 s FT7 7 4 v Z7IEHIND
FTRTDANA v A,y FITHASNET,

[+ TEP 7—JL®MiEM (+Add TEP Pool)] #27 V v 7 LT, Jb—7 4 > 7 A[HE72 TEP 7 — /L& BIML £,

HWERL—TF ¢ > 7 HREZ TEP 77— iE. ISCRHE T —F 4 7 AFERIPT RLZADE v % APIC / —
K, AL 2 AL T, kiUﬁﬁ) 7 J—RIZE OB THOIERSNET, i, 1 M
L3Out #EE & H NI T D12 DITHETT,

PIRNZAPIC T7 7 7 U w7 1280 YT HNZHERTEP 7 —vik. 77 7 U v 7 7 Multi-Site K X A /1T
MEnsd e, NDO LK » THEBMICHA S, GULIZERINET,

FA FOFERY FIZH L TZOFIEZMED KL £,

A2TITDEHRE: RINA 2 AL YF

ATy
ATy T2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

ZDOk® 7 v a s Tit, CiscoMulti-Site D72 DIZE VA FD AL v AL v F HRKET B ITFIEI
DWTHALET,

Cisco Nexus Dashboard Orchestrator @ GUI IZ2 7' A > L9,
ALY AZa—T[HA N %22 v 7 LET,
[PA R E2—T, [A1V7508FE 27V v 7 LET,
FANDSA D [BA bk (Sites)] D F T, FFEDH A &R L £7,
AL U4 RUT, Ry RNODANRSL v A4 o F 2RIRLET,
FHRD [<RI84 2> FRFE (Settings)] =+ > T, [+ /R— FEBA(Add Port)] %27 U » 7 L ¥,
[R—kd3EH (AddPort) 17 1> KT, ROEHREA LET,
s[4 —Y+v k 7R— k ID (Ethernet Port ID)] 7 + —/L RIZ, A"— K ID, 72 & 2iE1/29 AT L
D
*[IP7 FLZR (IPAddress)] 7 —/L FIZ, IPT RV A/Ry b~A7 &2 AJJLET,
NDCIZ LT, HHESNTER—FTHEINTZIPT RLAZEFESOVLANA TH I A LV —T = A A
DERR S ET,
« [MTU] 7 4 —/V RiZ, —="OMTU Z AJJLE T, MTUZIIS0BIZERET Dk i ET D7), 576
— 9000 DE % #IR Li*fo

ANA v IR— RO MTU iZ, IPN llo MTU & —EH S 30ERNH D £97,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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« [OSPF 7R1) &— (OSPF Policy)] 7 4 —/V R T, A >V 7 7 DORE: AT LI A YA FD

R—=) THRELEAAL vFDOOSPFRY > —ZRIRL £9,
OSPF R U > —® OSPF % &%, IPNll& —H X FAMLERH Y 1,

+ [OSPF 2L (OSPF Authentication)] Tid, (7L (none)] ELIILL FOWT NN EZ IR L F,

* MD5

* Simple

ATv78 [BGP EF'Y % (BGPPeering)] / 7 &AW LET,

20KV ELDANRL L AL v TFDBHDHH DRy K777V v 27 Tid, BGPET Y - 71IBGP R E—
7 (BGP Speakers) & PRI D A/3A 2 ZA wF DT (UEMEDT-ODE D) ETORERLET,
DT _RTCD AR AL v F Tk, BGPET V7 HWhic LEd, ZH5I1EBGP 747 —4 (BGP

Forwarders) & L COARIEREL £,

v NVFRy R 777 Vw7 BGP ET U 7, TNENNERDLKN Y RIZERINZ, 2 B5D BPG A
E—Hh ANA v AL v F ETOHREFEDLET, MOTXTDOANRAS 2 AL v FTiL, BGPET Y

TEENZILET, TNHILBGP 7 4 U —4 (BGP Forwarders) & L COAIEEE L 97,

AT w79 [BGP-EVPN Router-ID (BGP-EVPN JL—#& ID)] 7 4 —/L R CiX, %A F# D BGP-eVPN & v ¥ g » Cffi

FA+AIPT7T RLA&EELET,
ATFYTI0 TRTCDORANRA VA, v FCFIELZEYIRLET,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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Cisco Cloud APIC 1 DA T5D

« 770 YA MEGIERE RO TR (145 ~—)
AT TORE: 77U K VA FORE (146 ~—)

Mg
gl

7357 8 YA MEGIEIFROER

ATv 1
ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 17

CSRRY —V 3 OB EDA > 7T A RNT I F ¥ DEFEITIT. Multi-Site 7 7 7' U v
TEHEA FOEHBMLETT, 0|7 g TR, KA N APIC 2 b EERE T OFHE
PSR ABSGT 52 FEEHA L E T,

Cisco Nexus Dashboard Orchestrator @ GUIL IZ & 74 > LE T,

[A4 2 A=a— (Mainmenu)] T, [41 75X EZ%2F ¥ (Infrastructure)] > [1 > 7 5 DEXFE (Infra
Configuration)] 38R L £ 7,

FECH D[4 275D R (Infra Configuration)] £ =—"C, [ConfigureInfra)] "% > %27V v 7 LET,
FEAUD A D [HA b (Sites)] D T T, FrEDY A FETIRL E97,

AL 4 RUT[EH (Refresh)] K& %270 7 LT, FiELIFELINIZCSREBL Y —va v
R L ET,

BRI, [IFL(Yes)] 227 U v 7 LTHER L., Bfitihan— FLET,
ZHICED FHEITHIRSNTZ CSRBETY =V a s ah g7,
[BA Deploy)] 27V v LT, 777 KA FOEEZ, #k L TWDHMOY A MAzELET,

777 R A FOEERAEH L, CSR 7213 ) —¥ a URNBMEIFHIBRS 2%, A 7 T3E % R
LT, ZD7 77 FHA b~DT U Z— LA HRHB O MOV A SR EF SN RELZIGT 2M0LENRDH
DET,
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—_ N —R - N =L
AVIIODEE: TV HY14 FDETE

ZZ T, 779U RAPIC VA MY A NEBEDA > 7 TREEZMKT DB OV TR L
7,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 1,

ATY T2 [AA 2 A=a— (Mainmenu)] T, [41 > T353R EZYF ¥ (Infrastructure)] > [ > 7 T DRE (Infra
Configuration)] # 3R L £,

ATY T3 AA A EIZHD [4 275 DERE (Configure Infra)] 227 V v 7 LET,
AT T84 EDORA D [HA b (Sites)] DF T, BEDZ T KA FEBIRLET,
AT w75 [#—/\—L A 5&K7E (Overlay Configuration)] Z#5& L 7,

a) AW <Y A bk (Site)> [RTE (Settings)] ~A > T, [F—/\L A & (Overlay Configuration)] % 7 %%
WLET,

b) HMD <B4 b (Site)> [EXE (Settings)] ~1 T, [WILFHA k (Multi-Site)] / 7 = HH L ET,
TR, A=A VAN Z O A O A METTHL SN E I D EERLET,
) (FFvar) [BGP/NRT— K (BGP Password)] Z457& L £
RTwT6 [FUH—LAKE (Underlay Configuration)] #457& L %7,

a) MO <HA bk (Site)> [BRIE (Settings)] =+ > T, [7 & — L4 E&%E (Underlay Configuration)] % 7 %
HIR L ET,

b) [HEHDIEM (Add Connectivity)] 227 U v 7 L £,
c) [UA k(Site)] Fu vy 7 Xy inG, EizfEsrd 54 &R LE7,
d) [[#E#:4% 4 7 (Connection Type)] K v 7 X7 ink . A MEIOBER DO Z A 72U £7,

WDOF T a v FEHATEET,

o [T YA H—Fv b (Public Internet)] : 220DV A FEOEERHL., £ Z—F% v ]\%jl\ L CHE
SMESNET,

ZDEATNE, AEBED2OD7 T R A MH, £7237 70 F¥A beA TV I AP A ME
THR—FSNET,

o [FT A _— L (Private Connection)] : 2 DDY A "NE DT T A X— MNEke 28 H U CHREGED e
SLENET,

TDEATIFE, VTR A R LT LIA YA FOBTYR— N ENET,

¢ [Z/5 %K Ny sR— (Cloud Backbone)] : 7 77 RNy Vi R—U 2R L CERNHLINE T,

DX AL, Azure-to-AzurePAWS-to-AWS72 K. RIL XA 7D 2 >0 7 T K A M TH
R—rEHET,

EHDOEZATDYA b (7L I A, AWS, Azure) BN DHE. VA NORR DT ITHRR DB
HATEMEHTEET,
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e)

2)

h)

12750%%F: 559 k91 rtogE |

(A7 ar) [IPsec] AN LET,
WROAT > a v BERTEET,
« NTY vy Ars—%y MERDEA . IPsec ILHICHZTY,
c 7R Ny s R— B OSE, Psec I3 IR T,

o T4 _— b EGEOLE ., IPsec ITAN T LIXEICT D EnTEET,

IPsec ZHENCT AEE1T. IKEN— 3 U BIRLE T,

IP Security (IPSec) 7'v& b A/VHENLD /DDA o F—F v hF—x2 7 ZF =¥ (IKE) REITI T,
fEAT27m harox—rg L LTIKEVD (8—var 1) F7IEIKEV2 (h—var 1) ZEIRTE
ESc

[fR7E (Save)] %7 UV v 7 LC, RTEEMHREFELET,

sitel M5 site2 ~DEFHER AR T D L., site2 D sitel ~D U /N—AEHGEN HEAIZIER X
F9, AL, oA FEBRIRL, [7 2% — LA &E (Underlay Configuration)] % 7 43R4 % =
L TR TEET,

OYA SOV A MR Z BT 5121, ZOFIRZ#HYIRLET,
sitel M5 site2 ~DT U H—UAHHRATESL T D & U A= A4 BB AT O E T,

72721, sitel M5 site3 ~DY A MEEH LT HHEEIE. ZOV A MIHLTHLZDOFRIEEZKED
W VERH Y FT,

RDBERY

VB A MEBERERE TN TRELE LI, YA My a3t ThEdA, A
Y7 TRGEDRER (149 =) OS> T, REXEMTLOILERH Y 95,
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10 =
ACl A rDA VTS5 aVT4FalL—
avDRER

e AT THREDRERM (149 X—Y)
e F U TFULIARET TR YA MEOEEROFRE (150 _2—7)

14127 SEREDREFA

T I TIX, & APIC VA MZA 7 FREZRRT D HIEICO W THEBA L ET,

ATV TN A0SO ECHD [BE (deploy)] 27 U v 27 LT, & BB LET,

FoTVIAERTI T RV A FOBEBRE LTI-SEIE. [BE (Deploy)] 227V v 27 LTA 7 TRIE
ZRMEL £,

2L, AT VLIARE T TR YA MOMGENRHHBEEF. RO2O0BNMA 7Y a & Ta

B

[BR&IPN T/IRA RBET 74/ ILEH 90— K (Deploy & Download IPN Device config files:):] 4>
TUIADAPIC YA b YA FOBMAICHELE T v al, T VIRET T T R A RMEO=
VRY—xZ U RA U —axy NEABIZLET,

IHIZ, ZOF T aryTiE, B0 7 79 KA MIEAS Cisco 7 70 K —E R L—X
(CSR) L&A 7L I AD IPsec T /3 A A & DM OB & HNT 5720 DR EHRZ G e zip
TrANEX T a— RLET, TXRTELILTHORET 7 ANDELLEX T B — RT 50 %E
BIRTEDL91CT257200, 7ru—7 v 7HENFERINET,

«[IPN F/INA REBRE T 74 ILDHZF 9> O0— K (Download IPN Device config files only):] # a1 # & &
Tozip 77 A NEHF U u— RKLET, ZiL. Cisco Cloud Services Router (CSR) & D D& % |
Rk E BT 2 Z LR AIRRICT 7 DICHWD LD TT,

ATV T2 BB 4 RUTUEWL(Yes)| 227V v 7 LET,

LR

BINBAA SN E LTz, a2 DY A FDOREBAAT —H A X =IO TE, DA =2—%2FZM L T ZEV (Deployment

started, refer to left menu for individual site deployment status)] &WI A vE—Il2ky, £ 7
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TR O RBENEBENT-Z EDRENET, ERORAL DY A NEORICFERENLT A 2T, 4%
YA FOEITIRIEER TS £,

RDEZRY

AT T A==V A LT U=V A DRERREN., TXTOYA hoarta—JL7 5y
RCSRIZIEBR SN FE T, HolmKEDOFIETIE, VA MERMEEHROES (1393—) Tt
BHT2L91C, IPNT XA ZAEZ 7T RCSRO M2 ZHHLTCEELET,

AEV TN TA FEDERODAERIE

FrTVIAYA NERITIZTU R HA FOBRRHLGEIE, 207y a2XFxy 7T

N
\I
\J
Ny
1

EF7,
T, AT VI RAAPICH A FE 2 T R APIC Y1 OB Z BN T B HIEICD
WTEBH LET,

77 4 /b h Tl&. Cisco Cloud APIC [ZJ £ Cisco Cloud —E & JL— %4 1000V O7 % R L
9, ZTOHOFIATIE, 2200 bR EERLET, 120347 LI ADIPsecT /31 A
MNE 2B D% Cisco Cloud ¥—E A /L—% 1000V %4 % IPsec b2 R/ T, #EHEDOA T
LI A IPsec TA AR D HGEEIT. AL T LI AT NRNAL ZDOCSRIZFAL Mo RV E2HRET
DUBENHY FT,

ORI, 7L IADPsec F—I % — 3 T34 AL LTCiscoCloud —E & )L—
21000V D~ RE#ELET, BIOT NS ZAEET Ty b7 4 —2%2HH L TV D55
X, kDo~ REFEH L ET,

ATFYTF1 75T P A MTEASNEZCSREFT VT LI ADIPsec X — I % — 3 2 T8 AL OO 2 A %)
T B2 VB ERZINE L E T,

A7 TREDER (149 <X—) OFIAO—E L LT, Nexus Dashboard Orchestrator @ [IPN 7 /31 X 5%
E77AILDERE S>> O— K (Deploy & Download IPN Device config files)] 4 ~"> = > £ 721X [IPN T/
AREBET7A4ILDHF > 0O0—F (IPN Device config filesonly)] 47> a 2l L T, SEARFHETEDFEM
ERAFCTEET,

ATV T2 AT VLI ADIPsec T3 Alcua /A LET,

ATV T3 BHYDOCSRDO R FLERELET,
D CSR DFEMIE. Nexus Dashboard Orchestrator 7> 54 72— R LZISNT XA AD AT 4 X a2 b —
Tarv 7y AINTHERTEETN, ROV 4 —/L RiZid, BEDORBOEEREINRESNET,

o <first-csr-tunnel-ID> : Z D b2 FUIZEID B TEH—ED b xVID TT,

- <first-csr-ip-address> : )OO CSR D3 HFEH DAy NT—7 A L Z—T A AT Y w7 IPT KL
ATY,
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N RNDFESEIE, T A= VA RO S A TN Lo TR 9,

T UH—VLANNRT Y w7 A —Fy MEROEA, N RVDBHILT T R A—H% A
B—T A AZAD/NNT Y 7 1P T,

T UH—LANTTA_— NEEE (AWS O DX R° Azure D ER 72 X)) A4 L TWAEAE., Fox
ADSEINI T T IR N—F A B —T 2 ADTFA_X— K IP TT,

« <first-csr-preshared-key> : F 4] CSR OFHiILA ¥ —TJ,

« <onprem-device-interface> : Amazon Web Services (B S 4172 Cisco Cloud #—E & /L — 4 1000V ~D
PRI SN DA v 4 —T = A AT,

« <onprem-device-ip-address> : Amazon Web Services |Z &R & 4172 Cisco Cloud —E & /L—# 1000V ~
OEFRICHH S5, <interface> f V' #—7 =4 ADIPT RLATT,

» <peer-tunnel-for-onprem-IPsec-to-first-CSR> : fx @]~ 7 7 KCSRIZxF L CTA L 7 L I AD IPsec T /3 A
ADET hFAVIPT RLAELTHEMASET,

« <process-id> : OSPF 7’mt& A ID T7,

s <area-id> : OSPF = J 7 ID T,

W DOHIE, Nexus Dashboard Orchestrator U U — 2 3.3(1) 3 L U Cloud APIC Y U — & 5.2(1) LA TH A — b
SNTWDHIKEV2 7' b =Lz il L7c Yo FREERGR EZ R L TV E T, IKEvI 2 L TW 556513,
NDO 764 7 u— RL7ZIPN RET 7 A VOIMADNE TR 256000 £4 72, FANEZFE T TY,

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab512 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
peer peer-ikev2-keyring
address <first-csr-ip-address>
pre-shared-key <first-csr-preshared-key>
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1l-<first-csr-tunnel-id>
match address local interface <onprem-device-interface>
match identity remote address <first-csr-ip-address> 255.255.255.255
identity local address <onprem-device-ip-address>
authentication remote pre-share
authentication local pre-share
keyring local key-ikev2-infra:overlay-1-<first-csr-tunnel-id>
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-l-<first-csr-tunnel-id> esp-gcm 256

mode tunnel
exit
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crypto ipsec profile infra:overlay-1-<first-csr-tunnel-id>
set pfs groupl4
set ikev2-profile ikev2-infra:overlay-1-<first-csr-tunnel-id>
set transform-set infra:overlay-1-<first-csr-tunnel-id>

exit

interface tunnel 2001
ip address <peer-tunnel-for-onprem-IPsec-to-first-CSR> 255.255.255.252
ip virtual-reassembly
tunnel source <onprem-device-interface>
tunnel destination <first-csr-ip-address>
tunnel mode ipsec ipvi4
tunnel protection ipsec profile infra:overlay-1-<first-csr-tunnel-id>
ip mtu 1400
ip tcp adjust-mss 1400
ip ospf <process-id> area <area-id>
no shut
exit

1 :

crypto ikev2 proposal ikev2-proposal-default
encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
integrity shab5l12 sha384 sha256 shal
group 24 21 20 19 16 15 14 2

exit

crypto ikev2 policy ikev2-policy-default
proposal ikev2-proposal-default
exit

crypto ikev2 keyring key-ikev2-infra:overlay-1-2001
peer peer-ikev2-keyring
address 52.12.232.0
pre-shared-key 1449047253219022866513892194096727146110
exit
exit

crypto ikev2 profile ikev2-infra:overlay-1-2001
! Please change GigabitEthernetl to the appropriate interface
match address local interface GigabitEthernetl
match identity remote address 52.12.232.0 255.255.255.255
identity local address 128.107.72.62
authentication remote pre-share
authentication local pre-share
keyring local key-ikev2-infra:overlay-1-2001
lifetime 3600
dpd 10 5 on-demand
exit

crypto ipsec transform-set infra:overlay-1-2001 esp-gcm 256
mode tunnel
exit

crypto ipsec profile infra:overlay-1-2001
set pfs groupld
set ikev2-profile ikev2-infra:overlay-1-2001
set transform-set infra:overlay-1-2001

exit

! These tunnel interfaces establish point-to-point connectivity between the on-prem device and the
cloud Routers

! The destination of the tunnel depends on the type of underlay connectivity:

! 1) The destination of the tunnel is the public IP of the cloud Router interface if the underlay

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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is via internet
! 2) The destination of the tunnel is the private IP of the cloud Router interface if the underlay
is via private
connectivity like DX on AWS or ER on Azure

interface tunnel 2001
ip address 5.5.1.26 255.255.255.252
ip virtual-reassembly
! Please change GigabitEthernetl to the appropriate interface
tunnel source GigabitEthernetl
tunnel destination 52.12.232.0
tunnel mode ipsec ipv4
tunnel protection ipsec profile infra:overlay-1-2001
ip mtu 1400
ip tcp adjust-mss 1400
! Please update process ID according with your configuration
ip ospf 1 area 0.0.0.1
no shut
exit

2FH, BLXORETHLENDLLHFDOMD CSRIZOWVWT, ZTNOHOFEEZBEVIRLET,

ATV ADIPsec T ATR U RANRT v 7 LTNWDZ EEfERLET,

BWEDAT —Z AERRTHIE, kOa<wr REHFHALET, WO N 2ANT v 7 e LTEREN
TWARWEAIL, ZOHOTFIETAN LEREZHER L T, MBI L TV 5 AIREMED & 2 BT 2 e
LET, MAFD R RZANRT v 7 ELTERINDET, ROEBT v a ATHEFR2NTLZEN,

ISN_CSR# show ip interface brief | include Tunnel

Interface IP-Address OK? Method Status Protocol
Tunnell000 30.29.1.2 YES manual up up
Tunnell0O01 30.29.1.4 YES manual up up
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CloudSec IE=1t

« Cisco ACI CloudSec H55{t. (155 ~—2)

o R L EREH (156 X—)

* CloudSec F5 SAEIZB 2 HFE (157 ~—2)

* CloudSec D5k L 15 DMWMHE (159 ~—2)

* CloudSec 55k —DEID 4T LA (161 ~—2)

» CloudSec i 5{k.® Cisco APIC DFEE (164 ~—)

* Nexus Dashboard Orchestrator GUI % {# ] L 7= CloudSec Ff 5D HF ML (167 ~2—)
AR AL v F AT F U AFOX—FHAER T o R (167 X—)

Cisco ACI CloudSec i 51t

IFEAED Cisco ACIEBH T, T4 AX Y I NY &R —1 o 7IZxHLd % Multi-Site 7 —
XTI FXERA LTV DIZD, a—h A RN TMACsec i S b 2T 2 BEDOE X o
U IR, EEOYA MIbEAT— 2t X2 U T ¢ LEEMARIET A IIE AR
o TWVWET, ZTNHDOH A MEI, BETRUVIBIP Ry N —Z Ik > THERINLTEY,
s =7 77U v 7 ZFAEEHE L T\ 555 T3, Nexus Dashboard Orchestrator U U — & 2.0(1)
X, N7 74 v 7 OV A MK S E RIS 5 72 DI E S 4172 CloudSec H 5 b A A L C
WET,

Multi-Site F AR 7 LA MEHOEERZRIET 572012, 320 h x> KAKRA > | (TEP)
IP7 FLAZERALET, ZHHD TEP 7 R L AL, Nexus Dashboard Orchestrator O & FE
WCEVBRESI, £V A PO Cisco APICIZT v va X7 S, TDOHRANAL YV AL »TF T
REINET, INHDO32OT RLRIE, N7 74y 7B UE— M)A MIEEINDL XA
RV ERRETDHEOIENINET, ZOEE. 2200AR U A4 v FRICEFLENT
CloudSec b > RADBERL S AL, H A MR > hT—27 (ISN) 5 L T2 2D 4 MEOWEiE:
et EhE 7,

WORIZ, v—H YA~ 85T 47 DMACsec & WA M T 7 4 v 7 OREE{EIZ CloudSec
EAG DR RS LT e —F 2R L TWVET,
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16 : CloudSec K551t

= " ACI Multi-Site
W% Orchestrator

-~

IP/WAN
CloudSec

BHEFEFIE

CloudSec I 5L AR ET %5 E1E, ROETFHEPEH SN ET,

s CloudSec Hf AL AN L LD L L7z L FIT1 DU ED RS, VAL v FRL T LT
B AAYTFRT v TTHET, TRBDAAL v FTT 4 =T AT rERIET LEE
o ZHIZEYD, AL T DRHEEBLZEXIIRNFY Yy "B Ry IR ZERHD F
R

CloudSec 5 5t 2 BN £ 71X BT LRI, 777V v 7O TRTD AN, VAL
FRBEH L TWAZ e, FHIEERIELRLTWAZ E2HRTHIZ L AHER L E T,

* CloudSec HF S{LHEREIL, KOERETITV A — hEShEH A,
e VE—F V=T XA LT}
« AER > K (vPod)
* SDA
« %A KN L3Out

o« FDMDN—TF 4 LV AREY: TEP & E
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CloudSec i =4t1=p5 3 2 /miE [

=4

CloudSec 5 LHERETIZ, RO HDBKLETT,
* Cisco ACL A1 /Y =TT —=%7 7 F ¢ & 1 5D Cisco APIC 7 7 A2 (%4 F)
« KA N EEFT S Cisco ACI Nexus Dashboard Orchestrator

777V I DT NARX (V—=7DFK) Z &I 150D Advantage % 7= 1% Premier 7 1 &>
2

o TNA ANRBTEANRAL  THDIGEIZIE, BE{bDT-0, TXA AT L2150
ACI-SEC-XF 7 KA v A4 %

C TNRAAPEY 2—)b AL U ThLGBEITIE, B LDz, T4 2TEIT 150
ACI-SEC-XM T RA Y T4 &R

WDFIZ, CloudSec FsF{LIZH I LTz N—FRo =7 7Ty b7 —b R — Ml EZRLE

D

N—F2x7 T3y bT4—L R— &
NIK C9364C A/NA V AA T F— k 49-64
NO9K-C9332C A/NA  AA v F AR— b 25-32
NI9K-X9736C-FX 7 A »J1— K A— 1k 29-36

CloudSec 23 %A MIX L THMNI 2> TWDH, BEo LR — F THR— FSh TN
B, PR—=FENRTOW RSy —T e 2D T — A v —V TRENEALET,

CloudSec B 5.3 4w b B 7 /{kiZ. DWDM-C SFP10G 72 £ ™ Cisco QSFP 7> SFP ~®D
THETHQSA)RYR—KEINTHWEHT 7 ANTHASN TWAGEEICR— S ET,
PR=FINTWDLHT 7 A4 D587 Y A ME, https://www.cisco.com/c/en/us/support/

interfaces-modules/transceiver-modules/products-device-support-tables-list.html D U > 7 735 AF T
TET,

CloudSec R =1ELICBH 9 & FHEE

CloudSec ¥ SLMEREIL. VA FEOPHF— & F—FHAROBELHIKT LT, 22T v A
U — DB —DE ) YT LR TEARME L ES, ZoFETIT, ROBEAEHLE T,

o 7y T AR —2& Fiq 2-CloudSec i b~y ¥ —%BIM L., v — )V THERR S L7z 7R
Flex—%FEHL Y E— bk A F~DOEFRFZ VXLAN X7 v kb XA v — ROk
BITH TN A,

e ¥ A N —2n Fq4 % —CloudSec FEE b~y X —ZfEIR L., VE—k VA4 N TEREH
72 Bt — % L CERFIC VXLAN X7 » b3 11— RDE AL EZIT 5 T /51 &,
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EIZBE¥ 5 AE

e 7Ty FANY—Lh HA b —BEB{LENTZ VXLAN X7 v haRETEHET—F L X — T 77
Vw2,

s HTLARNY—n YA b —BERALEINTANNTy NEZELTEET AT 42X — T 7T
Uy,

erx ¥—— 27 UT R VXLAN N7y h XA u— REiFE{bT 57D EH I bR 51k
X—  ACITIE, 1 2D TX F—NBITRTCOIVE—F VA MHFLTTIZT 47 THHZ
ENRTEET,

srx ¥— —ME LI VXLAN X7 v b XM a— REEZFT A0 H I 551
X—, ACITIZ,. 220D RXF—%HVUE— RV A FNTLIZT 7T 4 TI2TEES,

2ODRX F—aF—OFHAER T 0w ARICFEFICT 7T 4 It HZENTEET, &
T ANY =AY A ME LW —DREREAN—EMMK T Lz, TWRXF—LH L
WRX F—Z2HE L, WThhrOF—2BUNCES T2 LT, BHFEBY Thyry
MEERAIREIC 2D XD LET,

st — RIS LS —2FHLT, T 7 AN —ATRAALFTUA RN —L T
WA ANZE Dy FA R Y — LD AL (tx *—) L5 (Rx %) ZZNEIT I HE,

o F—OFAK - VDX —OFPHBRNTINTZHZ, TRXTOX T AR —AHF A FOFn
F—EH LWVWF—CEEWZH72DICT v AR =AY A Mo Tttt Eh=7
X0

o AT v VT (SCI) 1#(%W®ﬁ%1)7wﬂ§1#&%%#64t/h%ﬁ
CloudSec ~v # — DG b &= v FTEEIN, N7y FOEELDOTH 5’ A%
AR —=ALTFNRA ADRX F—%BETH-OIEA S E T,

s T VvT—varEREE (aN) - B b &7z v R D CloudSec~ v #— TREE I H2E v
FOEAE(0, 1, 2, 3) T, HEALDOTZDIZSCI &L BIZHF T AR Y —AT A A
TX—ZEHTA2-DIFEREINET, 22k, T AN —LATFT A ZATEED
X—%T 77471 L T, F—OFERBIEDO%R T, RILT v 7T AR —AT A ANG
DELHX—ZMHEH LTy DIAFFEB Y TRVWEE AU X T,

ACITIE, 22D7 7T 4 7RRXF—I2II2-oD 7T VY vm—3 g V& FE (0 £ 7213 11) D&
MER S, TXF—IZIEEICIS>DOT7 Yy o— a U FSEO0EIT) OAMEA S E
R

s fipdF— (psk) — CloudSec TX B L UIRX F—% AT 720D T XL v—RELT
R4 5121%, CiscoAPICGUI T1 2L EDOF—%2RETHLERH Y £9, #HED PSK
NREINABEE, HEX—OFEKR TR FA VT v 7 AONEF TR PSK 2 H L
F, EHITEWA T Y7 ZAD PSK BRWEE ., I FANOA 7 v 7 20D PSK /M [
SNFET, FPSK I, 64LTFOEEZDI6EEA N 7 ThRIFNIERD £ A, Cisco

APIC I3/ R256 DFRIHAF—% AR — ML ET,
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Cloudsec DEs it &£ wEnnE [

CloudSec DIFF 1L & 1EFDALIE

UUY—220)LIETIX, 7—F X2 U7 ¢ EEAMOMGIZRHET 5, BRICHRE Sz
VTN TARRNIEOENY Y 2—a VERMT 57292, Multi-Site |% Multi-Site 7 7 7
U v 7 BOEE T BIIE~DELRIR /N M5t % ATHEIZ 95 CloudSec Hf 5{LFSHE & 42
fltLE9,

WO L, CloudSec 7 7B NWALDRIE D/ Nry b AT 7T 0L, TO%OEEFLE I OE
7 AOFHHERLTWET,

17: CloudSec 71\

VxLAN Packet

| IP Header [UDP/TCP Header
th:c%r Eﬁﬁq&’,ﬁg Protocol= L4DPort= Eg;ﬁ‘g Encapsulated Packet |CRC
UDP/TCP VXLAN

PE] -

| IP Header |UDP/TCP Header| CloudSec Header
MAC | EtherType: | protocol= | L4DPort= L4DPort=_ | VXLAN
Header| IPv4/IPv6 UDP/TCP CloudSec VXLAN Header

Encapsulated Packet | ICV [CRC

CloudSec Packet
Encrypted

«€
Integrity Coverage

A
YYvY Y

502136

Ny FEESE

&IZ, CloudSec BWHRIE T 7 4 v 7 /Xy N EMET 5 HEOMELZ R LET,
e NIy NI, AMTIP ~y X —L LAY 450eh— MERZFEH L T 4 VX LBES I,
— T H Ry NI R bR EE L T~—27 INET,

B ICEE T 247y M, X7y FOT 4 — L RIZESWCEHEENE T, =L
X, A7 M. 802.1q VLAN B3H B0 E 9 oy, £33 » FA IPv4 £ 7213 IPve X
7T R THEZNEI ML > TELRY 1,
I EF—lIN— R T T—T LTl T AEN, Xy NP~y X —EFEHLTT—
TIVINLHRBINET,
Ny M B EO~—7 3 MFiFond &, BEX—na— NS, B bZ2BinT 537
NN DOA 7'y FVHIAT B L. IROBMOFIENETEINET,
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B cousec oms it gsonE

« UDP %8508 — h&EE1L, UDP ~» #—05 CloudSec 7 4 —/bv RiZa B —Xi, /37 v b
DR S S5 LX) BRY SET,

« UDP %6564 — h & 1X, CloudSec /X7 > N CTHDHZ L ARTVAAMBAD LA ¥ 47K —
F& S (R— bk 9999) TEEX SN FT,

« [UDP £(UDPlength)] 7 ¢ —/V Ri&, BS54 MIARKMT 5 L5 ICEHSNET,
* CloudSec ™~ % —|%, UDP ~v ¥ —DHIZHEHFAIINLET,
BEMETF = v 7 ACV) 1, A B— K& CRC DD/ v hOREBIIHEASET,

«ICV Tl 128y FOHIHHELRZ M EREET LZMERH Y £9, CloudSec DIGH, ICV
DIEDIZEETLMAC T RLRAEFEHTHE, SCLZ DT vl T AR[RERMBEICE X #1 2
bhE,

*CRCIZ, Xy bOarvT o YOEREKMT S LHICEHTINET,

Ny S DIE SRR
CloudSec 3ZAE/3r v M &I 5 HEE, EER T LERE Ny N 73 ) XA L%t
MHI T,
e ZfE L7247 R CloudSec /37w F TH AL AIL. BEEHEH I, ICV M EESInE
‘é‘o
ICVHRREIC AT B & BINT7 4 —/v F2EIBRE AL, UDP%ESEAR— K& 525 CloudSec ~
B =5 UDP ~y X —|ZBEh &1, CRCREFH SN, 237y SO & CloudSec
~Ny B — DRI EINE T, £ ThRWESE., X7y MIikrey 7 EhE
7,
o« F— X NTH20LL LD A[REA R B EE S — 2K T4, CloudSec ~~ v & — @ Association
Number (AN) 7 4 —/V RZFEH LT, FEHTLIF—2RINLET,

« /37w B CloudSec 737 > B TRVGE /Ty MIZDOE LK £,

by

]

=
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CloudSec

CloudSec B2t —nEy 4T e it ]

FEEF—DEIY Z T LEEM

WEF—ER
18: CloudSec — DT

ACI
Multi-Site

MACsec : ' MACsec : ' MACsec
EE@ Eﬁﬁﬁ@ ﬁﬁﬁﬁ.
llllll IIIIII Illlllu-,
. Sitet . site2 L siteN 8

Wiz, FEROKIRENTUWS CloudSec BF 53 — DI 0 B CTEB L OEME 7 v & A DO E
R LET,

e T T ARNY =LY A FDCiscoAPICIE, A FDHEE SV VXLAN YT > DT —
gk &N =D —hviid—2 Ak LES, Ty 7T A M) —L VA b2
B bIERT 2O LR EXF—0, FT AN —AUVE— R NZEFA N7y FOE

WEH S ET,

B A MIUINOYA MTEET DT 74 v 7DD T v T A M) —LH A R TH,
BHOY A NBFET H5E. & A MIMBOY A MY —H A e —%4L L, ZD
F—ZESIERH LT Y E— A MIEELET,

AERENTZRHRF—1Z, XA RN =LA UE— bk YA MIEAT DO, Ty TR
N U —2X A @ Cisco APIC {Z & > T Nexus Dashboard Orchestrator (NDO) |27 3 = &
nE7,

*NDOIZAvE—Y T - L THIEL, ARSI —%2T v 7 A M) =AY o
@ Cisco APIC BIE L, FNEFX T A MY —4 UE— |k %A @ Cisco APIC |ZHL
HLET,
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B coudsecrsitr—ony sTems

e KZH T ARNY =L YA FD Cisco APIC 1F, ZELI=F—%, F—%EWR LT v 7 A
F)—AHA SO NI T4 v 7 EZETHILEEZHAME LIza— OV ALV AL >
FORX F—L LTHRELET,

e ZH T AN —A B A FD Cisco APIC [, B —H)L AL 2 AL v FNEH RX F—D
JBEAAT =2 ZAZIUEL, NDOIZT' v a LET,

*NDOL, T X CHDF T AN =2 VE—K"VA BT v 7 ARU—AHA D Cisco
APICIZR-> T, EBREHAT—F 22 kL £7,

7 v ARNY =AW A FMICisco APIC, TRXTDOX T ARY —A JE—F P A F05
ZIELEX—RBHEAT =2 AN LI E ) E R LET,

e AT UA N =L TNAANLZE LB AT =X ARRD LT-GE, 7Ty 7 A b
U= YA MIARLS Y AL o TFDTX F—E L Tr— T —%2EEL, ¥
A RY—A YA MIEEEND VXLAN 7 v FOIEEALEZ AN L £,

e AT A N —ATNRAANLZITRSTLRBEAAT =2 AR LT25E, KLz
Cisco APIC ¥ h CTHEEHNFEAE L, NDO THEE Sz TEF a7 £— R BEITHE
SWTHEEEINET, %= 7086 HE mustsecure)] T— R TlE, X7y NIy
TEN, BX¥a2 T THHDHX (should secure) ] E— RTIL, 2y M3kt b
X (B BE S Tnen) TEEENET,

\}

B BEOYY—ZTHE, E—NIHEIZ X277 T
& % XX (should secure) ] IZRXESNTHH, £H
TEEHA,

F—BERTOER

R S NI TX/RX F—1d, REINT-EEENRIET 2 EHHBRLRUNET, T 740 5
T, =AML 15 DR ESNTWET, TXRX F—0f#t v M 3 #iRIIZ 722
HeE, F—EHER T EANMTONET,

F—OFHE Y YT e 22, FU—HARF—0F 0 B CLEfmM7a—NEHInET,
F—FAER T v A X [7 L — 7 BZ/ERL (make before break) | /L—/LIZIEWVE T, DFE D |

FMLWTX X =27 v 7 A M) —A A MIERINARIC, VAN —A YA FOT
NRTORXF—DEHINET, ZNEZFEBT LD, Ty T AR =A% A ML, v—F
NT T AR =L VA FOT A ZZH LW TX F—Z /T DRI, ¥ AT —2A
A EOLOFHLWRX F—DREEAT =X A 255 ET,

Z AN —EHA SBRFHLORXF—ORBATHRERAT —X A2H®E LGS, ¥—84
7R IKET L, WX T T 4 TR EFICR0ET, XA RY =AY A M,
Bl —0OREHANA—EHRRKE T Lk, TORX F—EH LW RX F—Z2RFF L, Wi
DX —ZWINHEETHZET, BFERBY TRV MERENAREIC/R D Lol LET,
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A\

CloudSec B2t —nEy 4T e it ]

G¥)

AN AA v F DA TF U AFOF—FHAR T T A LT, BREENNLET
T, FHICONWTIE, ALV AL v F AT F U ATOXF—FAER T rE R (1674—)
FHIRLTLLEEN,

F—BERTOERDREK

H A RN) — b A M F—FER T BB R L o> TERENTEH LWIESbd — o RERIIC
K L7ZGE, Il —I3EESN, 7Y 7 A MY —A T30 ZFLFTOE 2 F—% TX
F—L L CHIEMESHEALET, 2077 —FIZL, Ty TA M) =AY A MNMI, FUv
AR =LY A bDEY D EITEBEOTX F—%2#F T 20BN R R0 9, =770, &
DT 7 —FTiE, WTINDLDX T AR —AHP A P THR—FEROBERT T =3R4 Lk
FA5E, =BT ANREET SRR H Y T, AT MEEEIR, S—F4
RE R SH L7208, F—DRHOKMOMBEEAEET 5720 DITE 2 H s Z &L B3 HifFE
TWET,

Cisco APICF—EED R —/L

CiscoAPIC T, F—FIV Y THWIHIF— L X —H{EAMOM ), ALV AL v FNHOF—&
AT —H A A vt —VDINE, BLOMOY A b ~DEAF DD DEF—D AT — % AIZH
4% Nexus Dashboard Orchestrator ~D @I EEZ H b ET,

T —EE(ZH 1T % Nexus Dashboard Orchestrator M % Z|

Nexus Dashboard Orchestrator |£, 7 7" A U —A %A FnbH TX F— (FI#F— & %o x—
OFAERKROW ) ZNEL, RXF—L LTEBTAIEZODIZTXTOXF T A RN —AH A |
WZHAT LES, NDO 1TE72, U A MU —A ¥ A bbb RX F—DRHAT —2 AFH%E
INEL, LI RX F—RBAAT —F ATTX F—%28HTH20IC, Ty FA M) —4LH
A M@ L E7,

FTYTAR)—LETIL
MPLS 72 &, ¥V A MY —A =LY TEHEHTIHMOT 7 7 av— L TxRRAIZ,
CloudSec 7 v 7 A M U — A BT /ZIXROFENH Y 97,

s ZDETIVIVUTIINLT, BRHERY N =T ~DEANKS T,

e EFT UL, ATV A PO —R F—ZITELTWVET,

e B DI A MIEEEINAER A FOKa ™ —|ZF L ¥ — & CloudSec ~» ¥ —
EHEATEDD, ~VFXXY AN T 74 v 7RISR HYET, XU ARY—L4
EFTILTIR, Favr—iIE s fbhicy A4 T LICEB R X2 VT 4 F—2fEHT LM
N ET,

BEENBELLEED N T TN a—T 4 VI NRRZHIZRY, BRI =% % X kR
Ty RETNATFXY ARy FOEHFICH LT, BEILHLIELE~DNNry hD ks L—
VT n—BLTHmELET,
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B cloudsec i S 1k Cisco APIC D3R

CloudSec FES1t® Cisco APIC D% E

CloudSec B5 5 L 15— %4 T 5702, Cisco APIC THEMAT 2 1 HLL EoFERTdLAF—
(PSK) 2% ETHHLENH Y £9, PSKIFHF— 70 AFDOT U Fh v—RFELTHAS
NET, EHOPSK BREINIHE. FHFX— 70 RIA T v 7 ADJEFTRD PSK
ZHEALET, EHITEWA T v 7 ADPSK N WEA. & MLDOA > F w7 A0 PSK 3
HINET,

B — LRI T D — RELTPSK2MEA SN A7, B0 PSK O E TITAERMR S
NS —0REMICHMEHELEEZ FIFs 2 ik, Bioex=U 7 0 2 LE
7,

GE)

Cisco APIC TEHRIHEA F—2RE I TV RWEES . CloudSec iZZ DV A MIxt L CTHMZI
R ERTA, FOBRE. vV FH A FTCloudSec REX A T B L, BENELET,

WD THH LW PSK THIICEM U7 PSK Z#HF L72WGEE, HFILWXF—%2EBINT5 & X LH
EDOFNEE Y KT TTN, AT v 7 AIHHEO LD EETE L T EE,

1 DL EOFEREAEXF—Z KO I B OFFEOWTNNEFERA L CHRETEET,

« GUI Zf ff] L 7= CloudSec I 5{t.® Cisco APIC D& TE (164 ~<—) ORHHICHE- T,
Cisco APIC GUI Z{# 19 %

« NX-OS Style CLI % f# ] L 7= CloudSec 5 5-{b1Z %} 9% Cisco APIC D% E (165 X—) @
FHZHE > T, Cisco APIC NX-OS Style CLI Zf#5%

« REST API # i [ L 7= CloudSec 551k Cisco APIC DR E (166 ~X—°) OFBHIZHE-
C. Cisco APIC REST API #ffi 92

GUI Z{$ A L 7= CloudSec iS5 1L ® Cisco APIC D% E

ATy
ATy T2
ATvT3

ATvT4
ATv TS5

ZDE 7 v a X, Cisco APIC GUI 2l L C 1 L Lo FHpidA 5 — (PSK) 7% &9 5 ik
IZOWTEBLET,

APIC I /A LET,

[T+ > k>[4 >T5]>[K)>—]>[CloudSec BB IcBE L £7-,

SA X—DEDHBRZIHEE L E7,

TOF T aE, XA O ERELET, TAENOAR SN TX/RX F—I1%, HF—
TuvRA%E A LEEEEORRTHIRREIIICZ2 Y £, WIROERIL, 5~1440 D& TAIITE
ESc
[ERHREX—]T—T LD+ T A a2 w7 ) v LET,

BT 2FFEESF—DA VT YIREREL, TO%, BRIEXATF—HBRKEZERTLET,
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NX-0S Style CLI % {&F8 L 7= CloudSec F&-51L =% 9 % Cisco APIC DEXE .

[1>Tv9 A (Index)] 7 4 —/V NIk, FriAX—2HHAT2IEF2EE L £, KEOEBMOA T v
7 A)F—=MERSNTH T, et RTEY) (& FLOA 7 v 7 X)) F—"TChill bivE 7, Cisco APIC
IR R 256 H D ERHA X —Z2 YR — T 5D T, PSKA U F v 7 ZAF1H1~256 TRITHIIR Y FH A,

FEAHBX—I1L. 64 LFD 16 EHSUFINTH L LENH Y 7,

NX-0S Style CLI Z{# F L 7= CloudSec f&&1tI=x}3 % Cisco APIC D% E

&
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ZPE 27 v a s TiE, Cisco APIC NX OS Style CLI #fEH L CT1oLL LD HHiIHA ¥ — (PSK) &
BRIET DIFIEICOW T L £,

Cisco APIC NX-OS style CLI (22 7' A > L £,
Ay 74 Xal—varE—ReANLET,
1 -

apicl# configure
apicl (config)#

F7 4Lk CloudSec 7 a7 7 A LDar 7 47— gy F— N2 AHLET,
&1

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

TG % — (PSK) O AR BIR A5 7E L £9,

TOF T aE, HEX—NERER O ERRELET, TNENOAR SN TX/RX F—I1%, HFx—
Tuv A% U A LEEEEORRTHIRRUIIICZRY £, WIROERNIL, 5~1440 D& TA I TE
7,

£

apicl (config-cloudsec) # sakexpirytime <duration>

| DEIFEEROFERIAEF— 2 RELE T,

WD~y KT, FEL TS PSK DA 7 v 7 AL PSK UFHIHKEERELET,
11

apicl (config-cloudsec) # pskindex <psk-index>
apicl (config-cloudsec)# pskstring <psk-string>

<psk-index> /X7 A —H %, FHpiAEF—NEHINDEFEZEE LT, K& (K EMOA T v 7 R)
F—PMER S8 T, T AT (R FRLOA V7 7 A) F— i b ET, Cisco APIC ITE K
256 [HOERHEEF—Z2 YR —rT25DT, PSKA T v 7 AFiE 1~ 256 TRITFIERY £H A,

<psk-string>/ 7 A —2 1%, FEEOPSK #IEE L7, ZiUE, 64 LFD 16 HEE LTI THHILERDH Y
ij‘o

(A7 a ) BIED PSK i EZ TR LET,
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B ResT AP %55 L7 CloudSec BES L0 Cisco APIC D E5E

BUERRE STV 5 PSK 0¥ & 2o 2R T HI121E, Roa~v>r R LET,
51 -

apicl (config-cloudsec) # show cloudsec summary

REST APl % {# F3 L 7= CloudSec 5= 1t ® Cisco APIC D& E

Z POk v a E, Cisco APIC REST API ZfEH L C 1 DLL EOFHIHEA F— (PSK) 2% ET
B HECOWTHHALET,

PSK AR, A>T v 7 A, XFIEHRELFET,
KD XML POST C, RZ®E#HL ET,
+ % PSK OHAR % $ > sakExpiryTime DI,

Z @ sakExpiryTime /N7 A — X |3%5F — NG RI72 K/ (40) Z#HEELET, TAENDOER I
TXRX ¥—F, F¥— 7rvx% )T LEBREEORME CTHIRGIIZR D £3, HIRORFFMIX, 5
~1440 5y DHFIFHTAIITE £7,

BRELTWBEPSK DA T v I A% D AT Y9 R DA,

AVTIYARNRTA—=2T, FRiHAEX—IMEHSINDIEFZHEELET, &% @EESMLOA T v
7R X —DMEH SN T, e RTEN (& MDA T v 7 R) F—ThilF HiLE 7, Cisco
APIC 13/ K 256 [HOFERIIEA X —2 VR — T 5DT, PSKA T v 7 ZAFT 1 ~256 TRIFTHITA
D FEH A

e WELTWNWDPSK DA T v 7 A%t pskString Dff,

pskString /X7 A —H([FFEFED PSK Z#5E L £ 7, ZAUT 16 ELFHI TR S 64 CF TR
D EHA,

1 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">

<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""
>
<cloudsecPreSharedKey index="1"
pskString="1234567812345678123456781234567812345678123456781234567812345678" status=""/>
</cloudsecIfPol>
</fvTenant>
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Nexus Dashboard Orchestrator GUI % {§ ff L /= CloudSec EE 5D H %1 .

Nexus Dashboard Orchestrator GUI % {& & L 7= CloudSec &
SDANE

CloudSec i Bfkix, VA F T L IZEBNCAES - ESIcd s enTcaxxd, =7-L, 29
DY A FEOBEIZ. ZOWENT T DOV A N THHIZ/R> T AIBEICORE SN E
‘é‘o

48 HHEIIZ

2Lk DY A M T CloudSec 5 BALZ BN T BENI, IROX AT 25T LTELLENRD
V) \i—a—O
e [CiscOAPICDA >V A h—)b, T oS L —F, X 7L —RKHA ] CHAILTH
5X 91, BEDOY A FIT Cisco APIC 7 T A X A L A —)L L THRELET,

« [Cisco Nexus Dashboard Orchestrator f > A hL—2 a3 v BLOT v 77 L — R HA K]
DOFHAIZNHE > T, Nexus Dashboard Orchestrator 21 > A h—/L L, FREL X7,

e [CiscoACI ¥V FH A F a7 4Xal—ay HA R OFBIZHES T, % Cisco
APIC %1 b % Nexus Dashboard Orchestrator (ZEA1 L £ 9,

AT w71 Nexus Dashboard Orchestrator (217 7' > L 7,

RT9 T2 EROFA RAS=005 [V b (Sites)] B —ZRINL E9,
ATYTI A4 T4 RO EIZHD [InfraDER] AZ %227V v 7 LET,
ATy T8 ROV A F3=05, CloudSec X EEZ LR T DV A FETBIRL 7,

ATw 5 LAMOH A K3—T, [Cloudsec B§S1t (Cloudsec encryption)] & E %8V #x T, %A k® CloudSec ff =
EBEREZ AR E - Ix S L £,

RINADVRALAYFAOTFORABOF—HERTOER

WIZ, ZOBERENBA N2> TWDANAL v AL v T D—RIRA T A F U AFTD
CloudSec ¥ —HAK 7 v AOMEL R L E T,

« BE DRI CloudSec K ANRXA v AA v FNTFT a3y g &5 &, CloudSec F—

AR T B AR EEICELL LET, MBSz, — RBFERE SN D0, s
J— RIDBRPLHIBRSND T, F—FART 7' X IFEERM S EH A Cisco APIC
CANA DV RAYTFDI I ITT FITITL—FK AL AL v TFN I 7 b =T D
Tl L =Rk Yn—RK&h5 &, CloudSec F—HA 7 vt 2 THEAYICEEL
F9, F—FHERTOBRT, A AL TV r—RRRETT5E, HESNE
7
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B vxossyecuzERLTEF—0BEERTOLREBYICLTEEENIT S

« AT F R (GIR E— F): CloudSec ¥ —HAEM 7 1 A1, NX-OS Style CLI Z 5 L
THFR—OHFER T m AL THEADICT S (168 —Y) I[IRE#HINTWDHF
BZEH LT, FEITELETIMLERHY 7, F—HAERKILZ, /— KB T 7090 %
RS T DYER D ERE S - RRICDH, AN TEET,

« Cisco APICH 5 D FZHKR & AllB& : CloudSec & — 47 v A%, NX-OS Style CLI Z i L
THR—OFAERT BB AZENC L THEANIT D (168~—) I I TWDHF
EZEH LT, FEITEIETOILERH D £9, F—FAERKIX, CiscoAPIC) 5/ — KA
HIBR S NT=RICOAREDITE ET,

NX-0S StyleCLI Z A L TXF—DBER TORZEM L THES
T B

ATy T
ATy T2

ATvT3

ATvT4

X—OFERTm A2 FEITEILLLERTHZ ENRAETT, FEORNR T —DOFERT
nERAEFECTEHRT L ZENMNERGERHY T, X, TaIvvarbAryrr
YADYIY Bz IR ETY, 2Dk v a3 id, Cisco APIC NX-OS Style CLI & L TR i€ &
0Bz 2 HEEHHLET,

Cisco APIC NX-

OSstyleCLI(cm2 71 > LET,

Ay 74 F¥al—varyE—ReAHLET,

1 -

apicl# configure

apicl (config) #

T 74/ K CloudSec 7 a7y A NDaLry T 47 L— gy EB— R AHLET,

1 -

apicl (config) #

template cloudsec default

apicl (config-cloudsec) #

F—OFAERT oA IELT L, BELET,
X —DOFAEREE T DI

1 :

apicl (config-cloudsec) # stoprekey yes

F—OFAER T e 2 EFRET A2

1 :

apicl (config-cloudsec) # stoprekey no
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RESTAPI A L= ¥ —BEm 7o nmmitcaant [

RESTAPI #EAL-F—BAER 7O XD EML EBEE

F—OFAER T 0 22 FEICEIE LEBET2 Z ERRETY, FEDIRN T —D AR
Ot A% FEICTEHT L EBMBERIGAENRSY 3, LxX, TalvvarEArTrt
YADYIY IR Z I XTI, T DY a3 Tk, Cisco APICREST API Z i L TR E %110
Bz A HEICHOWNTHBHLET,

ATy 1 F—HAR o R L, KOXML A v —%2H L CTEGICTEZ ENTEET,
B -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "true" status=""

/>

</fvTenant>
AT9 T2 F—FHAERT o R L, ROXML A vb—YaMHLTEDNTHZ ENTEET,
1

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""

/>

</fvTenant>
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o % M L30ut IZ IPv4 & IPv6 (25 L THAR— R ERNTWET,

« %1 FE L30ut TiX, Multi-Site ARz PHNOYA METHEICHESL XD BGP eVPN &2 v
valmA T, YA FE L30Out #pEZ VAR — F 9572912 MP BGP VPNv4 (F721%
VPNv6) v g UBNERESLET,

c VU —=Z22()PHIOY U —=ANLT v 77 L —RKLTWAHE, 4k a—aL L
VD EEAF DGR EPG 225 L30ut ~DOBA# T 3R FF S E T, S 51T, Nexus Dashboard

Orchestrator 1 L30ut DYERL & 7 > 7 L— k L~ULTOAE EPG & O EEAF T % R — K
THLOITD E LI,

AX—~ T 7 L— FTH L L30ut #1Epk L, BEFOINE EPG IZBSE#fTHT 254 -

« L30ut 78 APIC TT TIZERIN T WA L30ut & B CAR D4 . Orchestrator % D
L3IOut O EHEZBS LETN, L30ut/ — R 777 A0, AV F—Tx—A 71
T AN, T ha)ERE, EF 00— MR EOHR A G L EE A,

\)

B L30ut 2% APIC (2§ TIZIAET 5413, NDO 7>
5IA CARTOH LW L30ouwt 2 ERT 2 D Tid7e< |
BEEEAT I 572458 EPG & & % 12 Nexus Dashboard
Orchestrator (21 > R— h 52 L 2BEIOLET,

RIZ, Orchestrator 75 Z @ L30ut ZHIFRT 5 Z &2 5 &, % 4L Orchestrator (2 &
DEBESNRL 70 T2, LA BIFET % L30ut DT APIC IZfRTF S E
R

+ L30ut 73 L30ut TEF S 472 APIC &% BS540 b 585G, FMA EPG 1%, APIC
TEFZEEINTZL30ut > HHIE 1. Orchestrator TEFE S U772 L3Out IZBMENFE 1,
Z UM APIC TEFE S 7= L30ut TOME— DAL EPG TH HHE. ZHIZ L D REN
BRY—=7006HIBRSI, NTT7 4y 7B R DARERH Y 7,
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| #eesmmal

H4 rRBt0H1 K51 v empnFE |

s V=22 X VETOV V—RZHX T T 1L— R8I L %ERINLIZEE, Orchestrator

NDO TERK S 4172 L30ut 1E7 > 7 L — MIHFAEL 72 < 72 5 7=, 4MA EPG & L3Out [f] D
T — bk LLOREATITHIBRESNE T, Zo%AE, A b e—AL LULT
SN EPG & L3Out OB} 1T 2 FEVCHER T 20 ERH Y £F, ¥ U7 L— N,
P A e —B VO EM T IXRFEES I E T,

cINT, 1ODV A DTV Y RAL EPDOYA SO L30ut \IZBER T2 Z &N TE

FIN, MAFNRE LT MIHAILERD Y 4,

ZOBEMHF YA b= LV THEITES AL, VE—FLOW/NHBDY 7Ry b &
T RNRZA XL, a—H/LL30ut IZEENEELEZHATHLBD ~DA VXU K 7
TA I MR TEDL LT HDITHETT,

o Y4 M L3Out{ZBEESHT S 7= VREF O R U > —HlE T 5 m%, 5 7 /v SO ATTE—

RCRER S mE FICT2MBERH D £7,

cRDOTFUAIE, A PE L3O BELRY T— U —7 RL) TEPR—-FERTWEE

Ao
e Blla DA MZE#EMT HNF- RLXTICTF Fu g SN L30outflo koo Yy |k
—TF 4T
e UE— kYo MTBENTT S RLAATICEM SN~ L30ut L @ET 591 M2
HAHT B3/ RL XTI SNz KR A b

e UE— |k YA MZEBHEFTT SN RLTICEB SN L30Out LBET 52 —h1
A MR SN RRA v b

o« UE— Yo MIEB I L30ut EHET DY A MIEEER T Sz RL 2T (28
ANy RRA Vb

« IROMOFEREIL, ACI Multi-Site D31 F ] L30ut TR — F SN THERA,

« BIOYA FL3Out I LTHE Y —AMB~ LT F v A M EZETLHYA FNO~ L
FX ¥ AR LI—_— P A FTHE Y —ANEZE LI~ FF ¥ A SO A
MIEEENDZ EEHY AL, VA FOL ==Y —2n b~ LT F v
A NEZETDHHAE., 2 —H1® L30ut TRETIHIVNENH D F9°,

* PIM-SM Any Source Multicast (ASM) Zfi ] L THMI L & — =23 L FF v A & ik
BTN ~LFFv A b V=R, WNE~LFF¥ A J—A{L, v—0/L30ut
MWOINT T 7 —RA 2 b (RP) ICEIETEALERHY £9

* GOLF

« M58 EPG DB 7 —7
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B sser—rosz

SVEB TEP T — )L DEXTE

ATvT1
ATy T2

ATv7T3
ATvT4
ATvT5
ATvT6
ATy 71

ATvT8

HA FEL30ut I21%, BRY ROBERY —7 2 v FITHE TEP 7 R L ABNKLETY, S
TEP 77— AT TICRESNTWABEE (- 2I1E, VE—F U =7 EDROHEEED - D)
1. BICF— a2l TXx 4, BEfFED TEP 7 —/Li% Nexus Dashboard Orchestrator (Zf#7#& =
N AT TANTIFXYRED—ERE LT GUIICERENE T, TRUSNDEAIT,. 2D
HTHAINTWD X HIZ, GUI TTEP 7= L ZEBIMTE £,

\}

GE) I _TCORy RIZ—EDTEP =NV ZE DY THELERHY, 777V v 7 NOMOTEP 7' —
NEBBLZWE T HAXNERSY 7,

Cisco Nexus Dashboard Orchestrator @ GUILIZ & 74 > LE T,

EROFEer—ray XL UT, 4273 AXAMI9F v (Infrastructure) 1>[4 27 5 DERE (Infra
Configuration) ]& 3R L £,

AA AU DA EICHD [4 275 DERTE (Configure Infra)] #27 V v 7 LET,

MDY A FX—=T, RETHHA FEHTIRLET,

AL U4 RUT, A MOKRy K27V v 7 LET,

FR DY A K/X—T, [+ TEP T—JL%iBM (+Add TEP Pool)] %#7 U v 7 L £,

[TEP 7—JL®MiBHN (Add TEP pool)] ¥ « > R T, ZDH A MIxt L CRET DM TEP 7 — LV ZHE7E L
£

GE) BMLESELTWATEP 77— A 0MUOTEP V=V E7-157 77 ) v 77 FLALEBEL TV
W L BRERTHAVENHY £7°,

o

Zo7uatRE, YA MNEO L30Outs #FEHATEZTEDOY A FBLOKR Yy FTEIZHRVIERLET,

H 4 R L30ut 5 &K U VRF DERFEIFA R—F

Z 2T, L30ut Z{ER L. ##1% Orchestrator GUI T VRF [ZBEAHT 2 FIEICDOWTERH L
F7, ZAULAPIC VA M v aIiudh, £721E APIC Y14 b 1 2705 EEFD L30ut
A AR—MLET, WIZ, TO L30ut Z4MT EPG IZBHEfT 1T, & DINH EPG A H L THy
EDYA ME L30ut O HFIZ % E L E9,

GE)  L30wiZ# VS TAH VRFIZ., [EEDOT > L — FNEFIZAFT—<IZTH I N TXE T,
L30Out LRI LT T MIBFEETILERH Y 7,
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¥4+ sout 5 & U VRF ot EriE 1 v R— [l

AT w1 Cisco Nexus Dashboard Orchestrator ® GUI {2 a 7oA > LE£97,

RTv T2 EROF S —ray A=a—T, [7FT) 45— 3 & (Application Management) ] > [ X F—< (Schemas)]
EIRL £,

AT 9 T3 [AF—~ (schema)] #EFR L. VRF & L30Out Z1ER 72131 >R — 35707 —hEERLET,

1 oDV A MIEEEMITONTWAT 7L — R TLIOW Z{ERT A2 Z L2 HRLET, ZoBEES, F0
B A N TOI L30ut DERR S E T,

720k, BEOVA MCEEMST IR THWSET 7 L— FTLIOWMAEER T2 2 & b T £9, ZOHE,

TATOFA FTHUARTLIOw AERSNES, ZHICED, ZOFETREST DL, »W<20D

HEEEMHIBEAAE U B AREMEDRN H Y £77,

ATw T4 HLWVRF & L30ut Z1Ek L E
BEFEO L30ut A AR — b T258551E, ZOFIEEAFT Y T LET,
GE) Orchestrator C L30ut A7 =7 F&2{Ek L., F % APICIZ Y v v 2952 LIETEETMR,
L30Out DR EIX APIC THEATT HMLENRH D F9,

a) [VRFIZUTETRICAZa— /L, +7 A4 2% 27 Uy 7 LTH LW VRF ZEMLET,
L3Out IZfEF3 2 FED VRE N T TIZHOGEIE. ZOV T AT v T E2AX T LET,
E@U@“‘j‘/l’ R/X—T, VRF @%ﬁﬁ%ﬁ)\ﬁ LET ({Zjﬂ vrf-13out )O

b) [L3Out] fElkE T RICAZm— L, + 7 A 2% 27Uy 27 LTH LW L3Out ZiEMLET,
FRIORT A X T, LEREREADLET,

¢) L3Out DAFTEZFRELET (f3: 130ut-intersite,
d) MREIL—T 1 >4 &in& (Virtual Routing & Forwarding)] Kz 7 & 7o/ 6 VRE 2R L £9,

WMDY T 2T 7 TYERRL LTz VRF Zi8IRT 570, BEFD VRF 28R L 4,

ATv T BEFED VRF BLXONL30ut A > R"— bk LE7,
BIDOFNETH L L30ut Z1ERR L7=H A1, ZOFIEEZAx vy 7 LE T,
AAL T4 Ry XL DA R— bk (Import)] #27 U w7 LT,
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B v FRT 0t 55 5 O VRF DR E F 15 A AR~

Import from Site/ X
POLICY TYPE SELECT TO IMPORT Q INCLUDE RELATIONS
SDUEATON oo o e © =
EPG Ooutof 7
EXTERNAL EPG Ooutof 1
CONTRACT Ooutof 5
FILTER O outof 2
VRF 1outof 3
BD 0 out of 15

a)
b)
©)

d)

e)

o

AA T T —h Ea—0O LT, [41R—k(mport)] 27V v 7 LET,

L3Out A v A— 354 FEBRIRLET,

[f > AR— |k (Import)] 7 « > KU ® [R1) — & 4 F(Policy Type)] # ==—"T, [L30ut] Zi&R L F
—é—o

AVAR—=rTDHL0usF =y LET,

T 74N T, L30Ouwak A v AR—bT5E, ST AHAVRFHA Y AR— I ET, ik, A R
BOT 7 L— N TL3OWE A AR— M 586, BEITEEOY A MCBEEMN T btk T 7
L— R CVRFEZEHRT H7D, BE LI 2WEERHY £, ZDOHA. L30Outz A V' AR— M 5HIIC
[Include Relationships] 47> = » Z I L £, ZOHH. A A — FMEIZL30ut% IE LV VRFIZF
v~y BT HNELHY FT,

[~ AR—"F (Import) 1227 U7 LET,
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H4 ~E 0wt AT Hrpnnm e oiE ]

f) L3OutDHrZA »R— b LIZEAIE, 7oL — b a—TENE@ER L., @Y VREIZEHT T £
j—o

B4 R L30ut Z{EAT & =H D5 EPG DEXE

ATy T

ATy T2

ATvT3

Dk v a T, A FEL30ut & BEEATT DA EPG DAER T IEIZ DWW B L £,
D%, ZOINBEPG L2 b7 MEMEHATE. &5V A Fox=r RARA » NHORE
DA—RA I —AZFHEL, BOVA FOL3Out ZfEHTHZ N TEE T,

458 HHEIIZ

L3Out #{ER L. %A FEL3OutB L RVRF DERE 1A >R — b+ (186-2—) 1T X
AVTUWA 7T VRE & AT £,

S EPG BT AT v L — R EEIR L ET,

BEOYA b EEEMT SN TWDT 7 L— MNTHNS EPG 2B L7256 £ O EPG I, i
I RTOYA b ETERSNET, Ziuk, SMEBEPG @ L30ut 28 WAN 72 & O—#HOIES Y v — 2
DT I At 2L A IR SV E T,

H—oH A N EREM T ENTWDT 7 L— NN THES EPG Z 1Bk L7286, £ OF EPG 1, £ D
A PN TOREREINET, 2. SMF EPG O L30ut NZE DY A WS DOBRT 7 & XA a[RER I Y
V= ANDT IR ERET G A IR SN E T,

[44&B EPG (External EPG)] =V 7 £ CFHICAZ a— )L LT, +T7 A ar%7 VU v 27 LTI EPG ZiBN
Li‘g—o
FRDAZ A X T, BBERIEREATLET,

a) %%B EPG O)Zlﬁﬁ%]\jj Lij‘o Jls /%_lj: [eepg-intersite-13out] DL 5 Iz L/iﬁ‘o

b) [RIEIL—F 1 >4 &8x (Virtual Routing & Forwarding)] R 72 ot SEIEEER LT,
L30ut 1™ VRF Zi&R L 7,

AEEPG % L30Out i~ v B 7 LET,

YA LN FETT T L— b LUV T, AMEBEPG & L30OutiZ~ v B /T 4, @, £V A ME
0 —H/LL30ut & —EDLRITEFET D720, B EPG HIENIEE SN TNDEMNE D MITEMRZR <. M
EPG 4 A FEA D L30ut |ISEIRMIZ~ vy B 7/ TEEd, TN T, 4 UL T v BV 7 ZER
TAHZEEBE#OLET,

L30Out %A Fa—hL Ly THE EPG IZ BRI T 121X, RO FIEIZHENE T,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



pse s EAH |
B v R s0ut EERT 50058 EPG DEE

13Policies [ Autosave  ( Save ) i @ O x
2 W extEpg-sitel

template-stretch @ template-site1

template-sitel FILTERS

* Display Name
extEpg-site1

template-site2

Name: extEpg-sitel

Name *Virtual Routing & Forwarding

vrf-13out1

Contracts
N/A
~
Subnets
extEpg-site N/A
V

Include in preferred group

LLLLL

*L30ut

[3out-site1 otfsi(e'\ X |

Q) AX—< Ea—0DEYA RX—T, B EPG NEEINTNDIT 7 L— FZRIRLE7,
b) [4M8B EPG (External EPG)] =V 7 £ T FHIZAZ m—/L LC, M EPG Zi#IR L £7,

c) AV A RKNR—==T, [L30ut] kv 77X T FTFHICAZa—L LT, ERL7ZYA FREIL3Out 238K
L9,

-

oA, APIC TEHEINTWAL30ut:, A—4 A hLb— g U CEHEIN TV A L30ut OG5
BINTEXET, AiOETZ 2 a r TCZOBMDOIDRIIIER L= L30ut, F72iE% A @ APICHNIZT T
2% % L30ut DWW T a BRI LE T,

PA b LLERTT o L— b LoULT, AN EPG & L3Out I~ v B/ TEET, Tk, E
¥V A FTRIULOWMANERZ SN TWERBETORENESD IR ETN, ~LF I A F RAL R
BIXOWHENL—T v Ry NT—7DO—ETHH7 77U v /M THLTE D864 A 7 OFREDE T
THED, ZoOT7 7Ta—F RIS EEA, 22X FEDOBD OV T Xy AT RARAZ A &5
BEHAIETA - LIXTEEH A, ZHE, L3I0wICBD A~y BT 5 L F_To L30ut AE U4
iz o720, T _TOYA FOTRTOL30ut S BD V7 Ry hNT RARZ A XENDHT-0TT,

T L— K LYLT L30ut 245 EPG IZBhEHT 121X, ROFIEEZFETLET,
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ATvT4

F4 rHE 0w AT 2o e oE [

12Policies [ Autosave  ( Save ) i @ (¢ x

template-stretch
Deploy to sits
Applied to 2 sites * Display Name
extEpg

template-site FILTERS MPORT v~ SELECT Name: extEpg
*Virtual Routing & Forwarding R

template-site2 = vrf-13out1

e
Contracts
i o © Contract
extEpg i |
~ == .

|3out-sitel X

I P

Subnets
13out

© Subnet

Q) AX—< Ea—0DLEYA RX—T, B EPG NENPNTWDHLT T L— MR L ET,
b) [4M8B EPG (External EPG)] =V 7 £ T FHIZAZ m—/L LC, S EPG Zi#IR L £7,

¢) AV A KA—7T, [L30ut] ke vy 77X 7 ETFHIZAZ a—/L LT, {ERlk L7 HEL30ut %8R
LET,

iﬁ\?va—kawamm’%@’%Eﬁﬁ%hk%%mﬂﬂﬁi%\ﬁ%%vNW@vyf

WBATT 22 b TEET, ZNEITOITIEL, M5 EPG @ VRF BT 2 HIBR L, #MEB EPG % [F U
WW_EU%@HT\%m%%#%%V«wfmmm%V/Hyibiﬁo:@7ntxﬁ%y7v~
& BT DRI —EIZ5E T LTHBINE, APIC I CEBICEENEHA I N2Wzd, FrLWEREE Y v
TaTHRICNT T 4 v 7ITEEITIH Y FHE A,

B EPGIZ 1 DU DOV T %y FERELET,

a) M EPG Z@IR L £,

b) AMOYA KAN—=T, [+ Y THy LZEM (+Add Subnet)] 7 V v 7 LET,

¢) [YTxw bZiBM (Add Subnet)]V ¢ > R T, Y73y Bt 7T a B AT LET,

RETAS VLT 4w 7 AEFT a0, FRENCE > TERY £,

cHENT 74 v P ESNTEPG IZET 5D L LTHET DI %ﬁbtfv74xﬁx@w$
8 EPG M4V &Y T 4 v bk (External Subnets for External EPG)] 7 77 EEIRLET, FEHABNIIG
UC, WHEBEPG 7213V & — b L3Out f&H CTEIFEA[RER /MR v N T —2 KA A & ORK i
HAcxEd,

s ZOL30utNn (RLCHA f‘if:ﬂiU‘EH kA RA®D) BIOL30ut 7> 558 L7I-sNB 7 V7 ¢
I RA%ET RNREAZXFTHIZE, FBELZT VT 4 v 7 AD [T AFR— b JL— k{1 (Export Route
Control)] 777%@?)“/&?0 0.0.0. 0/07 V7 4 w7 AERET HHAIL. L30uthH D3 X T
DT VT 47 A%T RNZAXF 572012 [T Y XR— b (Aggregate Export)] 7 7 7 % 3E4R
T&EE7, [EHITH RAR— b (Aggregate Export)] 7 7 Z AN 2 > TWARWEE, T 741k
N—=RD0.0.0.0/0 IZFBT RRZAXINET (R—F— V=T )= ROV—T 4T T—7
VIZHHET 25%8)
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B 7 rmsutoas +59 roks

ARy NU—I DBRAE LTRFED L — N ERINT DI, fRELET LT 4 v 7 AD[IL— b
FlfE1D 1 > 7R— k (ImportRoute Control)] 7 7 7 &2 #R L £3°, 0.0.0.0/0 ZRET2HEIL. [&E
#9414 »R— b (Aggregate Import)] 47> a U &ZBEIRT L Z L LT £,

ZiUE, BGP 2N —F LT U U T T HGERICORARETH D Z LITHERE L T E W,

¢ W72 ZVRFIDV— &2 U —27 3 5121%, [#FIL— {1 (Shared Route Control)] & BiE#E 5 % [5£#9
#%5)L— b (Aggregate Shared Routes)] 77 7', B LU [#HEtEF 21 T4 4 >R— b (Shared
Security Import)] 7 7 7 & @R L £4, ZhbDA 7 3 0%, VRE B34 L30ut 3 L T VRF [
P A T —T ¢ v T OREE OB LT T,

H4 FEABOM DI S5 FDER

22T, A MCEBRENSET U 4 — 3 EPG &, BIOH A k@ L30ut |\ FEEAT S
NI EPG (VA FEIL3Out#EfE) & OB D@IEZ FREIC T A0+« 7 402 & o
V8T NEERT B HIEICOWTHBLET,

ARTYT1 av I3 FeTANEEERT D200 T 7 L— FEBRIRLET,
L30ut, VRF, B XU EPG Z1ERL LT-DERI LA —~ LT L — b AT 4, 72013, 7l
DAF—< LT UL — b EBIRTDHZ L TEET,

AV N7 MEIRRLYA MIEBRSNTEAT Y27 b (EPGEBLUSMT EPG) (2 S b2, Bk
DY A NMCBEEMN T ONZT 7T L= TERTDHDIEEMHELET, 2770, ZHEMEATEHY 8
o AU RTT RET4NENSitel DE—HNV F T2 hELTORERINTWVWELHEATH., Site2
D —H )V EPG E£TIFIMHB EPG NZED 2 b7 7 M EHE E IR MIET 20BN H 554, NDO 1LY
E— P Site2 [IZXIET DY Ry A7 V=7 NEERLET, .

ATF9 T2 74 VHEEHRLET,

1 Policy ¥ Autosave O x

Untitled Filter 1
Template 1

LOCAL RELATIONSHIPS
FILTERS IMPORT ~ SELECT
- * Display Name
Untitled Filter 1
Name: UntitledFilter]
Entries
Untitled Filter 1 i i

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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#4 rrIBo oo ~545 rok [

a) [Filter (Z 4R VT ETAZa—LL, [+]%227 Vv 7 LTT7 4 NMZElERLET,
b) LMD A T, 74 Z D [FRiR% (Display Name)] # AS) LET,
c) AMD~_AT, [+T b FEntry) 227 Uy LET,

ATYT3 T4 EOEEME AT LET,
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B 7 rmsutoas +59 roks

Add Entry X

Name

o

Description

Ether Type

ip St

IP Protocol e

icmp s

Destination port range from

unspecified s
Destination port range to e
unspecified s

ON-PREM PROPERTIES

[ | Match only fragments
stateful
ARP flag

unspecified "

Source port range from

unspecified v

Source port range to

unspecified v

TCP session rules

unspecified v

a) 7 A /H D[4 (Name)] #fEEL £7,
b) [4—Y— 24 7 (Ether Type)] ZE=R L £,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)
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RTv74

ATy T5

d)
e)

mran [

7= & 2 1ip1 TY,
[IP 7O k3L (IP Protocol)] & 3K L £,
71:’_& 25i [icmp] T—gdo

o7 e T L IIRBEOEEICLET,
[R%E Save)] 227 U v 7 LTI A NMAZRFELET,

oy v 77 OVERR

a)

b)
c)

d)

HfeXof T, [aAY 59 b (Contracts)| =Y 7 ET R HICAZr—LL, [H]Z27 V27 LT, a2
77 NEERLET,

FHRD~A T, 2 T2 b0 [FRT4 (Display Name)] # AJ) L E7,

a2 N7 7 o) 7 [$5B (Scope)] IR L £ 97,

P4 R L30ut DFID VREIZHHILEET —E A = RiRA v M EFRTET HHEIIEE. Fo®mEo
FFr bk BBIRTDHIMLERNDH Y 5, TSN DEA. W HFHE U VRFNIZ %6ﬁAi\ﬁﬂ%wﬂ:
RETEFET,

ALV a—I N T AN, =D e T aN, = ary a—w <D FEOmGIZFE T T 4
NE EEMAT H8E 1. [mARIZER (Apply both directions)] / 7' 2410 &z £,

IOF T arEAENILEGAE., T4 X E IR GRETAHIIENLELRY WEMO T
74y7ﬁﬁ%éhi¢o_@¢7/a/%ﬁb@ii L7238A1E. &HFmic1o>3o, 2y b
TANHE F 2= BRETIHVNENDY £7,

Ay h7 7 M7 4 FE2EIDETS

a)

b)

{52 FH I

T7F)/r—2 3 EPG DY ~FE L30ut (VRFIA)

Flo~RA T, [Z4I32 Fxz— (Filter Chain)] fHlk = TAZ v —/L L, [+ 7 4 LA (+Filter)] %
IV LCT4NEEary N7 7 MTBMLET,

o2 b7 NTC WFMICEA (Apply both directions)] A Y a UV EENMZ LIZHEIL. o7 41X
Fx— IR L TZOFIEEMREY KL ET,

BAWZ[ZAILE Fz—2DEBM Y 4> RUT, [EBT(Name)] R v 7 H 7 A =2 —bETDFE
TEBMLE7 4 V2 28R L £,
[RFESave)l %27 Vv 27 LT, 74NV Z%&ar 77 MIBIMLET,

2T, TV —2a  EPGO—ETHDHIT L RihA o I3, Hwa(mmww)W
:%é%@#%% BB SN2 L30ut 4 L CRIEER[GE/RAM R v T —27 KA A EBET
DL T BIDITHUERREICHOWVTHEHALET,
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B 7705232y rmLBout (VRFR)

BRAIOKIL, JER SN EPG & i DA b TER SN L BE-ST 57z L30ut &7
LCWET, 77U r—3 3 EPG (grc1) TV A b 1 THERS, FMBEPG E D v T
F23H Y £9, ZOFEAFNIL. OV A FOLIOuWNITY V—AD@EE v h~DT 7R
RS 2GGICHRINE T, RV U—ERENE T 7 1 v 7 PHENEFRE S, ML
72 APIC R A A > D% L30Out [IZf@Bic/— b~ v 7R o —Z @M T& £9°,

19: 455 S nf=5\ &8 EPG
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ATY T2 EMOF TS —vay A=a—7T, [T 75— 3 U EE (Application Management) ] > [R F—< (Schemas)]
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TFVr— 92 BPGRar v a——wD T ol #EERIR X $9,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)



| #eesmmal

g4 rEbL—7427 |

GE) 77UV —rarEPGrrurgslt LTHETHHET. %@w%%%ummwwV)%ﬁ
TH-DIZ, EPGOFTHBD TTTILERSINTWAY T Ry NERETIVLENHY F
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N5, 2200 FVFERLTCWET, A MNEFML—T 1 71X, A METEPGA A b
Ly FENTWRWEA, —FRA MLy TFEINTWBEA, iR A RN yTFENTWDHE
HEWVWH, TRTOMAEDLEEYR—FLTWET,

. [Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x)



| #eesmmal

g4 rEbL—7427 |

WA ML —T 0 T BEAT DS, YA MNETER SN R4 EPG R 725
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774 v 7R ExtEPG2 IZ¥ y BT ENDH L HICLET, L30ut 3HOT 7 7Y v T
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A7 T b— MR L%, EPGHOa L 77 MIT Xy F LT, £Oa Lk
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ZL— b,

3. V= RITITTOERE Q17TX—) OFHHAIZES T, Y—ERAT T TE{ER L THEL
F7,

4, a7 DT 4AZDOER 2192—) OFBICE->T, 77V 7y —3 3 EPG &
BlOYA RO L30out 5L EPG B OT_XTHO T 7 4 v 7 IERATH2 bT7 7 b
ET N HEERLET,

5. 77U lr—vary a7y ANE EPG DIER (226 *—) OFBHIZHE- T, VRF &7
VoV RASL EERALTCT Y r—3 3 > EPG Z2/Em L £9°,
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https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743107.html

| #eesmmal

gri—rsnaman ]

T — a3 VEPGEIEETANE IS LT, 20 F TV NERRBT
FL— FCERRLET., FEEIC, 77U — 3> EPG & L30ut IZ[F U VRF F 77 1357
5 VRE ZHHAT 52 TEET,

6. YA FELIOWEB L VRF DIERRE-1FA oA — K~ (2282—) OFHAIZHES T, L30ut
FYERE L ET,

7. YA R L30ut 2T % 72D DI EPG D% E (189 ~—°) DOFHHIZ/E- T, L30ut
DHES EPG Z#1ERL L E T,

Inter-VRF & Intra-VRF

7Y r—3 3 EPG EHMB EPG ZERRB L UOSRETAHE. 77U 44— 9 EPG DT
Uy RAA & L30utiZ VRF 2t 2 0N H Y £9°, [E U VRF (intra-VRF) Z{FH
50, #E72BDVRF (inter-VRF) ZFHT 202 ®IRTE 9,

EPGHlD =y T 7 NEHESTAESITE. 1 DOEPGE 7T ua A XL LTHEEL, 9 19
DEPG %2y a—~E L THRETILERHY 7,

« 5D EPG WAL VREFIZHDGE., Ebbhn—FhFRnarya—<FEmid 7 af Xk
HIENTEET,

«EPG N7 A VREIZH HBEIT. AMEBEPG N o "L X —ThHh , TV r— 3
EPG N2y 2a—~<ThHUENHY F7,

sk S i EPG

ZOERENE, 2 oO% A METIRRSNOH—DT 7Y r— 3 VEPG &, 1 DDOHA T
DAHEREN DB —D L30ut Z/RLCWET, 77U 7r— 3 EPG D=2 RARA » MR
L30ut LR LA MMZdH D0, YA MZdhHD0ICBRe<. 77 4 v 7 1X[F L L30ut &
WELET, 277U, P74 v ZIEEICZ Y RARA VOV A ML T —h g —E
A ) — RZzmELE9,

GE)

SR EPG MEIE S 4. KA MIME O L30uwt BH 275, T 7 4 v 7 OFIETTE 213550
THHVA FOLOUMNRF T LTV DEHEAEL, RL7o—>2nEHshEd,
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R24:A2NIUF bST74979

Inter Site
Network

Compute leaf always applies

Multi-Site

Orchestrator L3 Mode
Active/Standby
Shadow L30Out EPG is 3
created in site? %
B25: 7O RINOU R RST7499
Inter Site
Network
Compute leaf always applies

Multi-Site
Orchestrator L3 Mode
Active/Standby

Shadow L30w EPG 5
credied in site2

503247
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gR—rasnzmEms [

4 ~O—AJL EPG

Z OFERAENTE. North-South N5 7 4 v Z IO H A +D L30ut Z{FEHTHHY A he—hL 7
FYr— a2 EPG 2R LTWET, Biofl & RS, TXTO FF 7 1 v 2713 EPG OH A
fa—h)LHh—ERTT77 FNRAZAEFHLET,

GE) A58 EPG NMLIES L. B A MICHMEO L30ut 3% Y . EPG ® 2 —H /L L30ut & 7 LT
WAEAL., FUL7e—n@EAsnET,

R26: €A\ F b5T49Y

Inter Site

Compute leaf always applies

: Multi-Site
I__3 Mode / Orchestrator _L3 Mode
Active/Standby (" L3out-sitet Active/Standby

Shadow L30Out EPG i5
credied in site2

503245
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B sssacsnss

B27: 79 bV F ST 4097

Inter Site
Network

Compute leaf always applies
the PBR policy

S e\

&¢ai

-
— | Multi-Site = -
L3 Mode ™ Orchestrator L3 Mode =
Active/Standby e -3'rle1:' Active/Standby  'Green

! Shadow L30W EPG is
y : created in site2

503246

TIEFRIHELEHWNSEIA

A ME L30ut 25 E T 2B TR ORI FHEI N S E 5,

« PBR ZAfi [l L72U W R L30ut OB SV TIE, ¥ P L30ut (183 2—) %
ZRLTLZEN,

« PBR Zffi ] L72 ¥ M L30ut Tk, IROEMABIA YR —FShTHET,
« 77— 3 EPG Harya—~ &35 Inter-VRF Y1 F [ L30Out,
VRF 2> b7 7 FOBE, L30Owt N7 2 ThHULENH Y 97,
e TV r—a y BPG BT e FE T v a—vDOWT O TH D VRF NHA b

] L3O0ut
«PBR M L7+ ML —F ¢ > (L30ut-to-L30ut) (I AR— K S TWE
A,

o BEROMEAFNIL, Cisco APIC U U —24205) £7212V UV —RZ51(x) ZF(TLTHODEHA |k
THR—FENTHET, CiscoAPIC U U —Z5.0(x) ZFITLTWDHHYA FTIEYA—b
INEEA,
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e P R—FENDTRTOFr—AT, 77V 75— a3 EPGHEAMLYFTHILEL, A
My FLARANWI L TXET,

e —E R TTT FNL A, A M L3Ow SAMHEPG &£ PBR 2 T 7 NERFEOT S
V/r—3 3y EPG 20T A FE2ED, KP4 N TERTIHVNENHY £7,

U VT —AREETNEY =T —AREETNAOW RV R—FEINTWHET,

Uo7 —LEHTIE, YV —ERITITTORNEPA X —T 2 RAEINRA L F—T = AD
WANRBELZ Y vy RAL AR SNET, V=T —2EBHTIZ, =X 777 1
VH—T = A AIfERIO BD IZBER S ET,

*PBRZFEALTR— R ANT U ERETLHHE. 2— K RXT % ERMAIP (VIP) D%
PR U A MCIEET DLERH Y £F, PBRBTF A E—T L OHE, B — AT
VY EEY—NTER DY A MIFETEET,

*PBR # 3% ET 5846, LT LI, L2, F7/21XL3 TY,

APIC ¥ 1 +DERTE

NERTEP T—ILDERTE

P P L30ut (2%, BEAR Y ROBEERY —7 A, v FITHE TEP 7 R L ANRKETY, S
TEP 7 — /LN TIZRESNTWDEHA G- 21, VE— MU =T EOBOBEED-D12)
1. MU= ZERTXE1, BEfED TEP 7 —/ L% Nexus Dashboard Orchestrator {7 &
N, AV TITANTTFAYRED—HE L LTCGULIZERENET, TNLSNOGEIE. 20
HTmHENTWA L HIZ, GUI TTEP 7— /L& BINTE £,

Y

GE) I _RTORyY RIZ—BEDTEP =1V %EE DY TAHRNERHY, 777V v 7 NOMOTEP 7 —
WVEBH LWL IIZTANERDY 1,

AT F1 Cisco Nexus Dashboard Orchestrator ® GUI ({2 a 7' A > LE£9,

AT T2 ElOF e —rary XL UT AV I7SAMSYF ¥ (nfrastructure) >[4 > 75 DHRZE (Infra
Configuration) 1% &R L £,

ATYT3 AL A O EICH D[4 2T T DERE (Configure Infra)] 227 U » 7 LET,
ATY T4 OV A RA=T, RETHHA MEEIRLET,

RT9TE AL U4 RUT, A4 NNOKRy &7V v LET,

ATv 76 LMD A KN—T, [+ TEP F—)L%BM (+Add TEPPool)] #7 UV v 7 L £ 7,

RTw 1 [TEP T—IL®M:EH (Add TEP pool)] 7 « > R T, ZDOHA MIxt L CET DM TEP 7 — L ZFE7E L
ij‘o
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B v zxBLUPBRKY DR L BE

Gx) EBMLESE LTWATEP — A BOTEP 7— L FE7-13 7 77U v 77 RLAEEHEL TV
WIZ L ERERTHIVNENRH D F7,

ATV T8 ZoTatR%E, YA FHOD L30uts ZEHT 5 TFEDOY A FBIURy RTLITHYVIRLET,

L4-L7 T/INA AB LU PBRARY O—DERKRERTE
Y= R T 7 TS AR L, %A RO APIC TPBR RV ¥ — % EPEEFHT HMLEN
HYET,

2T w1 CiscoAPIC IZu2 /A » LET,
RAFYT2 FHOA=2—N"—T[FFr b (Tenants)] %27 Vv 7 L. T/ ZR&ERT D7 M@ LET,
AT T3 L4LT T A A ERE L £,
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W 731 2k U PBR K S—ofek e &E

e APIC

CISCO

System Tenants Fabric Virtual Networking L4-

ALL TENANTS | AddTenant | Tenant Search: Eli=Esgsl=kl=y

Tenant1

> (C» Quick Start

» ﬁ Tenant1

> [l Application Profiles
> [l Networking
> jml Contracts
» |l Policies
- [ Services
B L4-L7
B Service Parameters
> [l Service Graph Templates
> [l Router configurations
» [l Function Profiles
i reate L4-L7 Devices

s 'mported Devices
Create Copy Devices

 fml Devices Selection Policies

a) OV A K/3—"T, <tenant-name>>[H—E X (Services)] > [L4-L7] 7 3V ZJEBA L £,
b) [T/N R (Devices)] 7 TV &2427 1V v 7 LET,
¢) [L4-L7 7/314 RDERL (Create L4-L7 Devices)] Z %R L £,

[L4-L7 T/54 R DYERK (Create L4-L7 Devices)] D% EX A 7 v 7 3B & £9,

[Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x) .
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Bl L7 750 R B LU PBR K Y S — DR & B

ATV T L4LT TNRA R EHRELET,

WROMIE, T3 ZADRGE

P T NERLTHNET, HREREIX. TN ADX AT & HINIZ L - T
D i ‘é—o
Create L4-L7 Devices (2 1]
STEP 1 > General

eral
Managed: [ ]

Devices

Name: |Site1-FW

The device mode can be single, HA or cluster. Create only one device for single, two for HA and at least
Service Type: | Firewall 3 for cluster.

VMM Domain: | $1-VMM

T +
il Name VM Name vCenter Name Interfaces
Trunking Port: (] ASAVY MSO-SG-WP-ASAV] el go/0
M Instantiation Policy: | sel 2
nstantiation Policy: t tion
Y|serect amoption ASAV2 MSO-SG-WP-ASAV2 vel
Promiscuous Mode: [ ]

g0/0
go/1
Context Aware: Multiple

Cluster

Cluster Interfaces:

wT +
Name ~ Concrete Interfaces
FW-external ASAv1/g0/0,ASAV2/g0/0
FW-internal

ASAV1/g0/1,ASAv2/g0/1

XFvT5 PBRANVU —Z/ERL L ET,
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w1 Fiq 25U PBRKY —ofemeE [

a) MDY A R/3—"T, <tenant-name>>[7R!) >—(Policies)]>[Z' 0 k3L (Protocol)] 77 =V % JZE L
ij—o

b) [L4-L7 R —_R—X Y& A L% b (L4-L7 Policy-Based Redirect)]| 77 2V #4527V v 27 LET,

c) [L4-L7 R —_R—X 1)FZA LY FDERL (Create L4-L7 Policy-Based Redirect)] %R L £,

[L4-L7 R >—_R—R 1y &4 LY ~DERL (Create L4-L7 Policy-Based Redirect)] DF%E X A 7 1 7' )3
BEE,
ATv7T6 PBRAU v —%FHELET,
WORIT, 5845 1P & MAC 2MBEIEN7-H 7L PBR AR Y o —HELRLTWET,
R EIE, TERT AT NRA AL R =D A T LHBICE > TR £, 72& 21E, PBRAY —
TiE, IP-SLA, "y a2 TAITVXA LIV M Ay a2 EOBNA T v a v ERETEET,

Create L4-L7 Policy-Based Redirect (2 Ix]
MName: | Fw-external H|

Description: |optiona

Destination Type: |

IP SLA Monitoring Policy: | select an option

Enable Pod 1D Aware Redirection: [ ]

Hashing Algorithm: .':: dip sip-dip-prototype

Enable Anycast: []
Resilient Hashing Enabled: []
L3 Destinations: ]j’ =
P DestinatiodAC Redirect Additionalescription Cper
Name Health  [Pvd/IPvG Status
Group
| 92 00:50:56:95 Ena

D

AT T DOV A FTHERTNA AL PBRAY —%1EKT 5I121E, BIOFNEEZBEV KL ET,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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B 7 —ronm

—_— (o) -~
T L— FOIERL
AX—= T T L— FEERTIHEIE. ROFETT T L— b anlids 2 &2 BED
L%,
eI RTCOY A METIEEINAT R COAT =7 baEly, H—DEFTFT 7L — K,

c ZDYVA MIOBREMTIF T2/ bagie, V4 FZ LI 1 DDT 7 L— kK,

ZOHITIE, 2200 A NEFEHATHZH, A3 20T L— MEERRLET, & A b
IZ1o&, AL yFENE15TT,

1R BRI

7&(@%}@753\%\?’63—0

CTEEFHELHHFE (2102—) ZERL, 22U R PENTW BT XTORIMESM:
FETLTWSLZ L,

e SNERTEP 7 — L DR E (186 °—) BLUL4E-LT T34 2B L OPBRA U o —DERL &
HE (212 %—) OFBAICHES T, HAx D APIC YA FOBEXETLTNAEI L,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > LE 1,
ATy T2 AX—<EHHIERLLET,

— Multi-Site Orches§ Cluster Status 1 @ &) @

@ Dashboard €
&
r=m  Application Management 1 SC h ElasS y
Tenants y @ e’ Add Schema )
Schemas Filter by attributes <
- r
Policies
Name y
ez Operations y
5 Infrastructure &
£ Admin €
A

a) MO FEr—ra YA RA—T, [7T) 47— 3 & (Application Management)] 7 7 = U % J&
BALET,

b) [RF— (Schemas)] ZER L £,

c) [RF—TDiEN (Add Schema)] %7 U » 7 LT, HLWAF—<Z/Elk L £,

[REF—TD#wRE (Edit Schema)] 7 1 » KB & £,

. [Cisco Nexus Dashhoard Orchestrator Configuration Guide for ACI Fabrics, Release 3.4 (x)
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$—ex 75708% [

ATV T3 AX—~ICANIZMT, T FERIRLET,

Untitled Schema 1 4 0 Policies ¥ Autosave ] ®

&
Template 1 4
Template 1 r.4 2 Select a Tenant
L 4
|Select or find an item here o
| To build your schema please click heff 3
& common
Common tenant for use with all other tenants
&
infra
€ Infra tenant for use with all other tenants
/
tenant1
f
A

a) [BIFERFBRED R F— (Untitled Schema)] # A F—~DAFNCE 2 F7,
(4FFRBEDAF—< (Untitled Schema)] DARIZZ U v 7 L THRELET,

b) T L— FO4RIEERELET,
ROV A RAR=T, 77— DRIy 2AZBE L, @REE)] 7252270 v 7 LET,
72 & 2%, template-stretched T9,

) AAUXRAUT, [AFX—TEERTHITVTEI) v LTTFU FEERLTLEZEL (Tobuild
your schema please click here to select atenant)] #2 U v 27 L%,

d) HWOYA RAA—=T, [TF 2 bDEIR (Selecta Tenant)] e v 72 %270 v 7 LET,

e) TV hEBRLET,

ATy T4 BMoT o7 r—sEERLET,

EMDOYA RNX—=T, 77 (+) TA4ar ([TFrFTL—F (Templates)] DFICH D D) 227 U w7 L
T, A MEEOT T — R E2BMLET, KIZ, AIROFIEE R CFIEIZES TT > 7 L— NI4T
AT, Ty REBINL £,

=& /'%_fj:\ template-sitel L template-site2 '(“'9)—0

H—EX TS TNHETE
WD H DN YEETT,

¢ LA-L7 T A ZABLOPBRAY —DIER ERE (2128—) OFAIZHEN, A D
APIC Z L \ZEEER S V72 L4-L7 734 A,

e F U L— FOERR 2163—0) OB TERESNE., b7V M4
VERRT AT DF 71—k,

ZITE Y=ERT T TDIDULDT AL ZZRET 2 HE OV THB LET,
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ATV TN —bER T ITT7E2ERT LT 7 L— FERRINLET,

template—stretch’(“‘ﬁ—@"j‘“— B A 7? - %ﬁzﬁk Li@“iﬁ\ Z @%Jllﬁ@?ﬁﬁé‘(%ﬂﬁﬂ‘?‘é & 5 Iz, A hr—
HNT A AL HE LET,

ATy T2 =2 V57 E2FERLET,

10 Policies ¥ Autosave * e O »

- e — -

template-stretch

Applied to 2 sites * Display Name
sg-firewall
Name: sg-firewall

FILTERS MPORT ~  SELECT
Description

Advance Config
|

Filters after first node

I —
m Filters From Contract )
%

Define Service Nodes [: ]

© & |9,

N —
sg-firewall

a) AA LA UT, [W—ERSJ S 7T (Service Graph)] fElliE CTA /7 v — X LT, ] TA 2 %7
Uy LTHLWaY b7 FaERLET,

b) H—tR 7770 [RE% (Display Name)] # A/ LE7,

) A7y =) [EEMIERTE (Advanced Config)] 47> a v &4 i LET,
ZOFTvar TR BHIOY—ERTTT )= ROBIZNT T 4 v 7 EFIRT 2008 9 D ERET
TET, TOF TV arERHICLRWGA. T 74V TR RPIOY—ER 7T 7 ) — RLED
TRCTORNT T 4y 7 BFFAIESNET,
[FHHERTE (Advanced Config)] Z AT 2551k, RO 2 DA T ¥ a v OWFRnZER L £,

c [TRTEA (Allow All)] : BV 72 =7 FORED 7 4 L Z DRIV IZT 7 4/ b (permit-all)
TANEEERLET,

Zhid. [BEMERE (Advanced Config)] Z 40 L7-84 & B CEET,

o [BREIM B D T 4 LA (Filters From Contract)] : =2 b T 7 FOUEANSEFED 7 4 )V Z L
e N

-
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avrssroTcnsoks ]

d) AHHOVA RAR—=T, [H—ER/ — FDEZ (Define Service) ik A7 m—/L L, 1 2L ED /) —
K% [T/84 A®D KAy 7 (Drop Device)] Ry 7 A KT v 77 Ry 7 LET,

Multi-SitelZ, F—E R V537 LIHERK2HOD ) — REHFR—NLET,
AFYT3 =X FF7T7DY A ha—h)L FAAL ZAEZRELET,
ZOFNAEIE, Multi-Site FAA > O—FTHDITXTOHA MK L TEITTLHILERLY £,

Select Device Details

Device Type
Firewall

Device

a) MDA RNR=nb, ZOV—ER T T7EREHT LA MO 1 DZERLET,

b) AAL AT AEK LI —ER 7T 723 LET,

c) AHMOYA RNR—=T, =R FTF77 J)—F&ar7 Vv 7 LET,

d) [T/31 ADFFHDER (Select Device Details)] 7« > KT, ¥+ h D APIC TIER L 727 /A A &%
RLET,

aARSOMDT 4 ILEDER

WD DOPMEETY,
o T U7 L— FDOIERR 216 °%—) ORI TIER SN, oA TV =7 b
VERT AT DF T 1— |k,

oY arTE, AT T7ENLCT AU A —2 3 VEPG E L3OutDO T T 4w
JIWHERHEINE I FF T e T 4B OVERRFIEIZOW T LE 1,

RTFYT1 74 NVEEERLET,
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1 Policy ¥ Autosave O ®

FILTER
Untitled Filter 1

Template 1

LOGAL RELATIONSHIPS
FILTERS IMPORT ~~  SELECT
- * Display Name
Untitled Filter 1
Name: UntitiedFilter]
Entries

NAME ETHERTYPE

Untitled Filter 1

a) [Filter (4R =V TETARIr—LL, [+]%Z27 V7 LTT7 4 VZEERLET,
b) HMDORA T, 74X D [FRR4A (Display Name)] # A LET,
¢) HD~LA T, [+ITU ) (+Entry)] 227U v 7 LET,

ATV T2 74 NVEOFEMEANSLET,
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b)

avitssroznzoksn |

Add Entry X

Name

o

Description

Ether Type

ip St

IP Protocol o

icmp s

Destination port range from

unspecified s
Destination port range to e
unspecified s

[ | Match only fragments
stateful
ARP flag

unspecified "

Source port range from

unspecified v

Source port range to

unspecified v

TCP session rules

unspecified v

7 4 VX O [&HT (Name)] Z457E L £,

[4 —H— & 4 7 (Ether Type)] & [IP 78 k3L (IP Protocol)] 4R L £,

[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .
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7= & %X, tip) & (icmp) T,

C) {1”3‘@7013/\05‘4 X RiEE (unspecified) ] DEFEIC Li—;—o
d REGave)] %227V v 7 LTI AN ERFLET,

RATFvT3 2577 FOER

14 Policies ¥ Autosave -Ar @ O %

template-stretch
Applied to 2 sites

cl
S Lins IMPORT v SELECT e
* Scope
,,,,,,,,,,,,,,,,,,,,,,, o vrt
i Application Profile i
1 i ' Apply both directions
Panss * Filter Chain
Name Directive
. icmp none o

cl ooﬁler

Service Graph R

ﬁ Name o sg-firewall

vrf-stretch Consumer EPG

vare P

= o F®n

bd-stretch : |

Provider EPG

Consumer and Provider connector configurations are

required for service nodes. Click on node to select
. i i connector settings.

a) RS T, [TV T R (Contracts)] = 7T ETFHIZAZa—vL, [#]&227 Vv 27 LT, av
N7 FEERLET,

b) HEDORA T, 22 T 7 hD[FRRSL (Display Name)] Z# A1 L £,

c) [&EFH (Scope)] Fua v 7 Xy A=a—0nb, 2 77 NOFAZERLET,
77V r—3 3 EPG & L30ut B3[F U VRF IZH D355 1, (ver) ZIEIRL E T, TSN DOEEI,
linter-vrr] fEFGIZ G E L £ 7,

d)y [MmAEIZEA (Apply both directions)] WA > CTnD Z & ZRER L £,

ZHICEY, avva—ehbTuNfZ~DFRETa L EnEar v a—<~OFROMm G
FUL7 4V FE@mATEET,
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e) HMDRA T, [Z4ILF Fxz—2 (Filter Chain)] {8l E TA 7 r—/L L, [+ 71 JL% (+Filter)] %
U I LT T4 NEEary T 7 MGBMLET,
FREND [T 4ILE Fx—>2DEM (Add Filter Chain)] 7 1+ > K7 T, [&HI (Name)] K v 74w
VAZa—bRID® 7 v a rTBMULIE T 4V H ERIRL £,
o2 bT 7 T lAFEICEM (Apply both directions)] A Y a VEENMI LIZHEIL. o7 41X
Fr— K L TCZOFIEEABEY KL ET,

f) [U—ERXR F 37 (Service Graph)] ke v 7 X rinh, giokts va v TERLEY—ERAT T 7%
HIRLET,

g Y—ERITT )—FEI )y LTatxs AERELET,

ATV T4 =R TT7 )—KOaxsZ0T IV vy FALERIRLET,

Configure Firewall X

X

Consumer Connector

* Bridge Domain | N
1

Provider Connector

* Bridge Domain A @ N
2

OH=D

a) [Avia—< ax% 4% (Consumer Connector)] 7V v RAAL UV EIEELET,
b) [FO/A4 & 34454 (Provider Connector)] 7'V v ¥ A A U &FEELET,
c) [T (Done) 127 Vw7 LTRIFLET,

ATFYTS a T FOVA ba— TaXT o ERELET,
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g)

h)
i)

Configure Site2-FW

CONSUMER CONNECTOR
* CLUSTER INTERFACE

FW-external

REDIRECT POLICY

MSO-SG-WP/FW-external

PROVIDER CONNECTOR
* CLUSTER INTERFACE

FW-internal

REDIRECT POLICY

MSO-SG-WP/FW-internal

RO A RAA=T, DY THOYA FOTIZHLIT T — FERIRLET,

A XA T, 2 b7 MERIRLET,

LY A RNR—=T, $y—RIFF537 J—F& 7 Vv 7 LET,

[VZ5R% 422 —T x4 X (Cluster Interface)] # [2 > a—< a4 A (Consumer Connector)] &
LCERLET,

[V&A4 L% k 7RY < — (Redirect Policy)] % [~ 21—~ 3 %4% %4 (Consumer Connector)] & L Ti#
RLET,

[V5R% 4248 —7 x4 R (Cluster Interface)] # [FR/34 4 344 4 (Consumer Connector)] & L
TERLET,

[V&A4 LY kR > — (Redirect Policy)] Z [F0/84 & a4 & (Consumer Connector)] & L TR
L/ihgﬂo

[33T7 (Done)]&7 Vv 7 LT, BENFEHREFELET,
FT_RTOYA MIXLTZOFIELZHY KL FT,
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A MEEDOT T L— hOWTRNERIRL £,

XTw T2 VRF Z1ERk LE T,

intersite-13out-pbr

_ template-stretch :: vrtl
template-stretch e LOGAL RELATIONSHIPS.
r
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&
template-site2 VRF Name y E| T
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€ vrfl
£ Name: urfl
' 4
r

a) AA VXA UO[VRF]EET, 77 AW iE%27 V27 LTVRF ZEMLET,
b) AMOYA KAN—=T, 7 4 L% O [FRR% (Display Name)] # A LET,
c) JEBAIZX L Tl Th Hfhdd VRFRELFEE L £,

ATFv 73 BD Z1ER L ET,
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& f1
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v
_________ « H
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€ OPTIMIZE WAN BANDWIDTH
__________ & v
ol L3 Multicast
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7Y r—3 9 EPG BYEET AA1E. dET L — N TR LET, 7Y —3 3 EPG &Y
A4 ba—ANZTBEAEE. VA FEAEDT T L— FTERLET,

TV r—vary 7a7yANE EPG #ERLET,

TEMPLATES APPLICATION PROFILE -
Untitled AP 3 Q@
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* Display Name
template-site1 FILTERS Untitled AP 3
Name: UntitiedAP3
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SITES Untitled AP 3 »
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i ; i
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[Cisco Nexus Dashboard Orchestrator Configuration Guide for ACI Fabrics. Release 3.4 (x) .



waeemms |
B sousismereo e

T 7Y r—3 3 EPG & L30ut #MB EPG IC[F U VRF 2 L CWAEAIL, Fbbhkarva—
Frldve s r—L UGRIRTEET, 72720, TNODRERDVRFICHDGEIE. 77V r—va v
EPG Dy v "NEA Filarsa—~<iBBIRTALENRHY 9,

d) [FYVvyY FAA 2 (Bridge Domain)] K v 7 &, BD &R L ET,
e) JEBAICHE Lo EPG REEIEE L £,

L30ut 4} &8 EPGOD /£ Ak,

H A ~RE L30ut 5 & U VRF DIERLEF=1F A 2 R—

Z 2 TlX. L30ut Z#1ERL L. %1% Nexus Dashboard Orchestrator (NDO) GUI C VRF (2 BE#f)
B HECOWTEALET, ZIUTXAPIC VA MZT vy a2 &b, 721X APIC ¥ A K
D1 ONSBEEFO L30ut A »AR—h LET, KIZ, 2O L30ut #4445 EPG ([ZBEAT T, =
%%H@%ﬁ%bf%m@%%bﬁhmm@ﬁ%w% RELET,

GE)  L30utCHEHVW Y TAHAVRFIZ, HEOT L — FEHIZAFT—<ICTHZ N TEFE T,
L30Out LRI LT F v MIFEETILERH Y 7,

1R BRI
WD HOBMEETT,

« T U7 L— bDOER 216%—2) OFBAIZIES TIER SN2, oD A T o=/ b
VERRT AT=DDF 71—k,

AT 71 Cisco Nexus Dashboard Orchestrator ® GUI {21 271 > L £,

ATy T2 EROF e —vay A=a—7T, [7FT) 45— 3 B (Application Management) ] > [ X F—< (Schemas)]
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i "9’40
Import from Site7 X
POLICY TYPE SELECT TO IMPORT Q,  INCLUDE RELATIONS
ARBHCATON o auor o —_— © =
EPG Ooutof 7
EXTERNAL EPG 0 out of 1
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FILTER Ooutof 2
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L3ouT 1 1 out of 1

o
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12Policies [ Autosave  (* Save ) i (&) @) x
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e e
extEpg

template-site1 FILTERS IMPORT ~  SELECT Name: extEpg
*Virtual Routing & Forwarding W

template-site2 vrf-13out1

sikes 99099 By —— Name Type

. 1 s
12(487) A | i ) Contract
extEpg i |
template-site1 . H :

template-stretch & ON-PREM PROPERTIES
S0z A L30ut

Contracts

template-site2 o A | |3out-sitel X |
template-stretch @ . Subnets
13out Classification Subnets
77777777 © Subnet

a) A¥—~v Ba—0OFEHA FX—T, B EPG BENPNLTWNDLT 7 — FE@IRLE T,

b) [4MEB EPG (External EPG)] =V 7 £ CFHICAZ m—/L LT, #MH EPG 23R L £,
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ATy T4 L30ut VA ha—hL LULTEID Y TAHIZIE..

R vIZ, L30ut ZH A ha—h/)L LY THE EPG IZEE#EAIT 5 2 & b TEF7,

13Policies [ Autosave  (( Save ) ¢ @ o)
TEMPLATES % @ extEpg-sitel o
@ template-site1 )

template-stretch

13out-site1

template-sitel FILTERS
* Display Name
— extEpg-site
template-site2 Name: extEpg-site
Name * Virtual Routing & Forwarding
vrf-13out1
SITES
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N/A
12(4.87) A
Subnets
template-stretch @ Include in preferred group
e
 SITE LOCAL PROPERTIES
template-site2 _ it
template-stretch @ V * L30ut
t-sitel X v |

Q) AF¥F—~ Ea—0DEVA RX—T, HMIEPG NEE SN TWDLT I L— b EBRLET,

b) [4+&F EPG (External EPG)] =V 7 £ CHFHICAZ v—)L LT, /M EPG IR L F7,

¢) AV A KA—7T, [L30Out] ke vy 77X ETFHIZAZ va—/L LT, {El L7V HEL30ut %2R
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FI, 2EZXIE 0.0.0.0/07 VT 4 w7 AEREL, b—Fo~32 ZENTLHILOBRTEET,

AI2=T 4 VA MIESWTT 7 v a v E2RET 225G, [3 2 22T 1 ®EM (Add community)]
Vv LET,

[32a=F« (Community)] 7 4+ —/V RIZ, aIa2=7 4 XFHNEANLET, T2& 2,
regular:as2-as2-nn2:200:300 A G

Wiz, [#EE (Scope)] Z iR L £ 7,

[+ 7233 vOEM (+Add Action)] 22 U » 7 LT, v TFA MNR—HTHUERHLT 7 v a
EEELET,

WROT 7arDHIbD 1 DEFERTETET,
*AIa2=T 4 DRE
s — |k HTDRE
e U A FORE
* XJ AN Ky TORE
* TV T 7 LU RADRE
e ARNU I DRE

c ANV T FATORE
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B srves o7 Tu—roamit

ATv7T6
ATy FT17

T arvERELES, Fovl~—0 TAar&7 )y 7 LTT 7y aryaRELET,

) (AT VaNHIOYTATy TH#EVIKLT, ALaryTHA L= NI NTEEO—BdLHEL 7~
varERETEET,

) [MREEGave)] %227 Y v 7 LT, avFXxAb o b ERFELET,

7> a)RU—k R —IEHOT MY 23BN 25481%, BiOFIEZBHEYELET,

(B Save)] 227 Vv 7 LT, r—h vv 7 RY —%REFELET,

SR-MPLS 5 EDT > J L— DAL

ATy T
ATy T2

ATvT73
ATvT4

ATy TH

MPLS %41 L CHEt S 7oA MZEBT 2BEICEBOT v 7 b — MERGEEN N Db
F£9, 7572 F®DSRMPLS #HhZT 5 &, MPLS VA b THEMH T 2WEEE DR E % il R
BLOT AL, 2O L I720 A N TORERREZBIMOBREEITH 2 ENTEE
7

MPLS [EA DR EXEHFTHEN, T 7T L—rDTF > b Fas5F ¢ TSR-MPLS / 7 %4
INZT HMERH Y 7,

Nexus Dashboard Orchestrator @ GUI (22 74 > L9,

AL DFESF—v 3 A==2—"T, [Application Management (7 7)) —< 3 VEE)] > [RAF—<
(Schemas)] # R L £,

FBUER T 50, /1L SR-MPLS 7> haRET HDMGFOAF—< 2RI L 7,

TFy MEEIRLET,

FLWAF—<Z{ER L72GE1E, @E tRCE T F U 2B LET, TNLUADOEEIL, Ao
A RR—TEFEOT L FL— 227U w7 LET,

EROYA RR—D FoTL— bk OF /357 4T, SRMPLS / 728N LET,

VRF £ & 1* SR-MPLS L30ut ) {E Rk

Dk a T, MPLS %y NU—7 TRYIHNDT 7V 7 —3 a3 EPGRIDEEZRTE
T AT % VRE, 77> F SR-MPLS L30ut, ¥ & O\ External EPG # {Ef% T % FiE%
FHBALET,

48 HHEIIZ

WD Z & METT,

¢ SR-MPLSREDT 7 L— FOFEE 2822—) THBHLTWA LI, T 71—
FAERE LT, DT F 2 FTSR-MPLS #HZhZ L TWA Z &,
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AT T o7 —FEBEBRLET,
RATw T2 VRF #1Ek L E7,
a) AA LA T, VRFEZ U TETFHICAZr— L LT, +i85% 27U v 7 LTVRFZBMLET,
b) HDOT T 4 DA F/X—=TIX, VRF DAHTZEELET,
AT 73 SR-MPLS L30ut # {Eik L £,
a) AAL AT, SR-MPLSL3Out = 7 £ TCFHICAZwv— LT, +id5% 2 Y v 7 LTL30ut
ML £,
b) ADOT T 4 DY A RAX—=TIL, L30ut DAFTEHEEL £,
¢) [RFEIL—TF 1 >4 &in& (Virtual Routing & Forwarding)] K w7 &7 vt BID AT » 7 DI
EPG IZxF L TR L72[F U VRF Z|IR L £,
ATy T4 SHBEPG ZAER L £,
a) AA L AT, [4M88 EPG (External EPG)] =V 7 £ CTFHICAZ v —/L L, +5i5%7 Uy 27 LT
HMES EPG 2B L 9,
b) HDOTaNRT 4 DY A RA—=TIL, SMBEPG DARTAFRE L E T
¢) MRFEIL—TF 1 >4 &g (Virtual Routing & Forwarding)] Kz~ 77 st BiID AT » 7 THERK
X172 VRF 3R E7,

H4 O—7JL VRF EZEDERK

SR-MPLS L3Out iZ L » T &5 VRF @72 BGP — MEMRARE T LHLE L H Y £
7,

4r & SRS

y’(@ : k 753\112\%“(“?0

¢ SR-MPLS R EDT v 7 L— FOFERNME 2822—) THBHLTWA Lo, To7F L —
FEER LT, FOTF 2 FTSR-MPLS ZEZNCLTNWAZ L,

« VRF 33 L TYSR-MPLS L30ut DERL (2822—0) T#BIL T35 Xk 912, VRF & SR-MPLS
L30ut Z1E L CW\B 2 &,

eMPLS A MZT 7L —REZEBIMLTWNWAZ &,

ATYTN FUoT L= EGDRAF—v EEBRLET,
ATY T2 AF—< Ea—0DLY A RNN—=D[HA k(Sites)] D FT, A ba—h T anT 1 2mET L0107
YT = FEEIRLET,

ATY T3 AL AT, [VRF]Z U 7ETFICAZr—/L L, VRF Z#{R L ET,
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B 5 ~o—5L sRMPLS Bout EE DR

ATv T8 707 4 A RA—T, [+BGPJL— bk 2—%"v k 7 F L X %iE/N (+Add BGP Route Target Address)]
Vw7 LET,

ATv7T5 BGP REEWER LET,

a) [7 FLR 7731 (Address Family)] Ko v 727 ot E0O IPv4 7213 IPve 7 R L A 28I L &
j—o

b) [Jb— bk 2—%4w k (Route Target)] 7 4 —/L RC, /b— hCFHNZHE L E T,
7= & 21X, route-target:ipvd-nn2:1.1.1.1:1901 DL DT L £,

¢) [#4 7T (Type)]l Ry 7FH UL T, —hef Y R—sTD50Dn, TNEHLTI AKR— R TDHO0%
BIRL £,
d) [R#EFE@Gave)] %27V v 27 LT, L— MEREHEGFELET,

ATFYT6 (A7 ar) ERROAT v 7 E2EVIKL T, TOMD BGP L— bk ¥ —7 v FEBIMLET,

H4 ~O—7)L SR-MPLS L30ut % E D& Rk

BE O EPG OV A ha—/V L30ut 7 BN T 4 HRET HLE LR UL 912, MPLS T
Bt STV A YA MR S 54 EPG @ SR-MPLS L30ut DM A2 R ET HLENH Y
i—a‘o

1R BHIIZ

WD Z & NNETT,
¢ SR-MPLSEEDT 7 L— FOERNME 282—) THBHLTWA LI, T 7L —
FAERE LT, FDFTF 2 FTSR-MPLS #HZhZ L TWAH Z &,

« VRF 3 X O'SR-MPLS L30Out D1ERL (282 2—3°) TitBH L CT\5 X 912, VRF & SR-MPLS
L30ut Z{ER L CW\W5H Z &,

e ¥ b —H/LVRFREDHER (2832—) THHL WA X ST, VRFOY A ho—
HIVTaNRT 4 BRHELTND I &,

eMPLS A FMZT > FL—FZEBIMLTWNWASZ &,

ARTYT1 7T FE2EDAX—<EZRIRLET,

ATV T2 AFX—~ Ea—0DEFA FX=D[HA k(Sites)] D F T, A ba—bL 7 a T 4 iRET L7207
YT U— M EBRIRL £,

AT T3 AL 2T, [SR-Mpls L30ut] =V 7 £ T FIZAZ r—/L L, MPLS L30ut Z&{R L £ 7,

AT T4 FOT 0T 4 YA K3—T, [+SR-MPLS A4 —< 3 VMBI (+Add SR-MPLS Location)] 227 U >~ 7 L
£

AT9 T8 SR-MPLS D —3 a3 O EE R L7,
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ATvT6

MPLS v k7—2 =& YR snt PeRIniEE |

a) [SR-MPLS ®BO% —< 3> (SR-MPLS Location)] Ku v 77X T, TOVA hDA 7 T RFE
DBEIAERR L= A > 7 7 SR-MPLS L30ut 2 %R L %3,

b) [4MEB EPG (External EPGs)] £ 27 v a > T, Fu vy 77X U nHHAEEPG 28R L, FxvZlv—7
DT Aark7 Yy 7 LTEMLET,

Y58 EPG I3 HGENTE £,

¢) [b—hk <y 7R —(RouteMapPolicy)] E7 > 2 > D FC, fiokEs v arTERLIEZLV—F <y
TRV Ry X UNLERIRL, V= A VAR — T2 AR — TN EHREL
Th, FovI~—20OT7Aaru7 0y 7 LTGEBMLET,
1 OO ZAR—=F N—hr 3y TR —2RESTDHLLERHY T, A7 ar LT, BNOA
VR=F = vy R —ERETDHIENTEET,

d) [R#FE@Gave)] %27V v 7 LT, a4 —3+ 3% MPLSL30ut IZiBML £,

(AT aNHIDOAT v T EEDIK LT, ZOMod SR-MPLS 12 - — = > % SR-MPLS L30Out |ZiB1 L F
j—o

MPLS # v kJ—# 2k Y RE] SN t- EPG EIDEIES

W, 2 ODEPGMOMEIE &ML T DL, 1 DDEPGE TR AL HIZ, b H12&kar v a—
~EL, WAOEPGICALay hT 7 %%%U@%’lféf:“ﬁf‘“a“o

Ll 22OEPGAMPLS % v h U — 7 TRYUILANTWAHLEITIL, N T 740 v 7 I3ENRE
LD EPG ® MPLSL30ut # i@ &5 72 F 1uid 72 572\ T, 2 b T 7 ME, ZNENDEPG &
Z O MPLSL30Out OIZHENT LET, ZOEMEIX, EPGRELR L7 77V v 7 ICEB ST
HEETH, wATRYy RELFIVE—RNIY—T708HE50 L9512, UYL MIEBRIATH
T. SR-MPLS *% v w%af“lzw)nm\é%éf%nbfﬁ

1RO BRI
RO ZENBLETT,

*MPLS %~ N U — 7 2R I TWD 1 DLl EDH A k% Orchestrator [ZBM L CTW\W5 Z
L

e V7T MPLS OiRER. [PuaFA AL — g OFETHBPAL WS L ) ITHER
LTWAZ &,

* SR-MPLS fRTEEDT v 7L — b OFERE (282 2—) TEBHAINTWbHEBY, AF%—
~ZER L., TF 2 FEBIML, SRRMPLS 12t LTTF v FEBFNZLTWA Z &,

2T 7F1 Nexus Dashboard Orchestrator ® GUI (22 74 > L9,

ATy F2 i@

BEDOEIIZ, 22507 7Y r— a2 EPG 2L £7,
flki’_fi\ epgl BILOD epg?2 L Lij_o
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| B

ATvT3

ATvT4

ATy TH

ATvT6

2 OO L7458 EPG 1R L £ 77,

IHNBHDEPGIE, BFEDEATFT VIS LT, LT 7L —RhMIED52 L, BT L—h
WZEHDHZ LB TEET,

=& ?_Kf‘ mpls-extepg-1 QL’SJ:U\ mpls-extepg-2 L ]\/iﬁ—o

2 SOfEBIDT F > b SR-MPLS L3Out 3% & L £7,
=& }%_@i\ mpls-13out-1 %J:(){mpls—lfﬁout—Z L Li‘a«o

&5+ > F SR-MPLS L30ut {Z2oUW T, B A hu—H/L VRE ZEDOHERK (283 2—) BIOHA fu—
77V SR-MPLS L30Out % E DAL (284 =—3) OFBHIZHES T, VRF, —F v v 7 R — BIO
NEEPG 2% E L FE T,
2Ty P2 THER LTZ, 22007 7Y —2 3 EPGOBD NT 7 4 v 7 2B T H5-DIERT 3
N7 MEERLET,

WEDOEIIZ, av T2 FDEODT A NZ R L TERT DLERDH Y £7,
Ay 77 b7 EPGIZEIY B TE,

ERL L7207 7V r—2a Y EPGRID T 7 4 v 7 ZFFalT 5720, EEEICIE= > 877 b & 2 [E1E
D %’1’(5%\%375)&?) D ij—o epgl & %@ mpls-13out-1 @Fﬁﬁ\ % LT epg2 & %0) mpls—-13out-2 @Fﬁﬁf‘\j—o

Bl LT, epgl D5 epg2 (2 —EREZEMTBLE. RO L HIZLET,
a) epgl \ZX A7 consumer T 8T 7 M&EEID %’lfi"fo
b) mpls-13out-1 GZ5'/1’ 70 consumer C }‘ ? 7 }‘ %%IJ @ %Ti‘é—o

€) epg2 WX A 7 consumer T N T 7 F&EEIY HBTET,
d) mpls-13out-1{ZH# A 7 consumer T2 b T 7 hEEID Y CTEF,

5% 7€ D B

ATy I

1 D2OFISNZERNT, T 7L — M Z2EE E B Y MPLS Y MIEBI & £9, MPLS ¥
A FEROVA FOBTAE T V=27 MR —ZHETA2Z LI TERWEZD, T 7 L—
M2 RIS & ZITERIRNTEZSHY A MI1DO7EFTT,

T L— NERHT A A MEBILET,
a) [RF—7 (Schema)] RARDLEMD YA FAN—=T, [HA bSites)| DTFDO+T7 A 2% 27V v 7 LET,
b) [HA FDEM (Add Sites)] 7 1> KT, 77— b2 REMAT LA FEEIRLET,
T 7 L= RIS MPLS DG, BH—% A FOBEZRINTE £77,
¢) [TY7TL—b~AME|Y KT (Assign to Template)] K v 7 X7 b A% —<Z{ER L2 1 DL ED
TUTLU— b EBRIRLET,
d) [RTFESave)| 27 Vw7 LT, A FEBIMLET,
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ATwT2 FEXERTD
a) [AF—7 (Schemas)] HARDAA > <A T, [¥4 FZER (Deploy to Sites)] #2 V v 7 L £,
b) [H4 MIZERA (DeploytoSites)] 7 4~ R T, YA M vy va b EREEZRGEEL, B (Deploy)]

Vv LET,
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5 20 =

vzZAny 3> S5 k

s vzAny ¥ & O Multi-Site (289 ~=—3)

svzAny B O~ IVFHA FOTA RT7 A4 LHIRFEE (290 X—)
eI T NET 4N EFDIER (292 X—)

AU NT U NEWEETIIREET 572D vzAny OFKE (293 <—)
« vzZAny VRF ®O—#5 & LT EPG Z1Ek+ 25 (294 _—2)

« HHi72 VRF [HfE (294 ~—2)

« Z%F 1 OfE (299 X—2)

vzAny $ & U* Multi-Site

veany B BB ATV = 7 NI, & EPG OfERO =2 N T 7 FEBREERT 5D TiEe<, 1
DFENIEE DO T XA MAHEN—T 4 > 7 L#EE (VRF) DT _XTOZY RiRA > k7
JL—7" (EPG) % BT 2 (R 72 D7 ik 2 f24ik U £ 37,

CiscoACI 77 7'V v 7 Tlx, a2 b7 7 hD/L—/LZ XV EPG I EPG & LoN#{E T&
FtHA, BPGEar 77 FOBMRIZCE ST, EPGHA I T 7 FONL—/VIIER SN #
FEIEMT 200, HETL200, HHWVITRIELHEE BT O0BNEESNET, VREFO
TRTOEPGIZa2L FT7 7 FO— )L EZBIZEHT 5 Z & T, vzAny TIFEPG L =2 7
7 FEDRBRERET e ARAB LI ET, B LW EPG 2% VRF IZEBMS D 7=
\Z, vzAny 22 N7 7 b Lb— L HBIIZEH SAVE T, vzAny & BPG O T x4 _T) OB
i, 2T F A MOTRTOEPGIZaY b T 7 hO— L EH#EHT 572D b HEN
72 FETT,

R

Cisco ACIORY U —1FHiIZ, 777V v I AL v FDOTCAM 7T —7 /70 7T LS TH
F9, TCAM=> U E, —f&IZ, 2> b7 7 MERATEWIEET 5 Z L 283 5 EPG
DEXTIEEOREDLOTT, ZOZ &L, RLar 77 MRAFEHINTZHATH,
B D TCAM = kU 78 EPG OE_T I L TER END Z L2 EWR L £,

ARY 2 —TCAM T—TNLDH A RXF, HHLTWERAAL v FOARITIS U TR Y 3, 4
TEDRKBFEEREE Cld, RNY —TCAMOEHZEE L, flIRZ#@E272WVWEHIICTHIENEE
<7,
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B oy 55070 F 94 L0dA K54 L LHREE

vzAny ZfE9 % &, AL VRE NOTRTOEPG 28 —D [ L—7F | [ZfEE L, BH—0
TCAM = Y DR ZMHE LN G, ZV—7HNOE % D EPG TIERl, TDOITL—FLdD
a7 MEBEERTEET, ZNICKY, TRF AX—A721F T2 <, VRF NOfE A D
EPG O#E D =~ T 7 FEROIERICE LT R 2 fif cx 7,

&= FA 51

vzAny (ZIZRD 2 SORERRERFIN B 0 £,
« HH 72 VRF B (294 2—) IZEE#ianhTnad &80, AL VRFANOEPG B H H
ASTIL =

o %t 1 O@BfE (299 X—) TEEAMCHIAT 2 L o1, £ x5t 1 o@fEick v, E U VRF
NDOTXTOD EPG BHE—O EPG LAV —ERXEZFHATE L L5120 7,

vzZAny B E U ILFH A CDHA K54 2 EHIBREIE

vzAny ZEH T 5 & 1213, ROBIRFHEB LOH EOA A R7 4 CvlH S E TS,
e vzAny |%, A —E X L30ut TEH I D VRF Tl A—FIhEHA,
« vzAny 1%, [ U VRF WOEHE 7 L —THRETIIV R— S ThEd A,
[@ U VRF 2% LT vzAny &7 NV — 7 ZREICAEDNC L TIER Y 8 A
svzAny B X OB/ V—T 1%, - 20 F U A TR - FEhTnER A,

72L& Z1E, vzAny 28 VRF1IZH L CARNCZ2 > TR Y . VRF2 OENE 7 )V —71Z EPG 3 %
584, PGEPG & vzAny DTy 77 a3 2468 IH 0 8 A,

« 770 R¥A FNTH, vzAny (VAR — RSN TWEHA,
* vzAny X, VRF DO ¥ A F] L30Out 3% & TlEH AR — ST EH A,

*vzAny (¥, PBRCH—ER 77 7|ZEfHIT o TWDHar b T 7 ha, HELEZD, %
TR LI T2 21X TEER A,

e vzAny &, VREWGBE AT A0 ary vI 7 vOTa "4 X arvia—<, £/
IMHE L THRETEET,

cvzAnyld, HAF—ERDIL Y a—~v b LTORFHE— R SNTVETH, P gy
LLTIEYHE— P SRTVERA,

* VzAny VRF (., EPG & ZH 49 % BD AT L FEDTXTOYA MALET D
eI LET,

« APIC B BE(FD vzAny REH A VAR — N TE £,
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BATT D5 A1E.
EIRSR=01)

A\

vihny BEUTLFHA ~0H4 FS4 v enpEm [

B BEFORIE (CSCvtd7568) 23 FK D HRFE D HH T, Nexus

Dashboard Orchestrator 7> 5 - EBH9 DRI A >R — b

SNTEREEZEL LTI-E,. APIC T EOERBIEL
SEHSNBRWEERH Y 7, ZNEBETSI1203,

AVR=METICRELFHREML T e, ZEL
2FET, BEEISNTWARWHEELHEMT L L, @
EBVICEHTEZDH LI 7,

evzAny 7O NRA Z L av v a—< |2k, 77U —3 3 EPG, L3Outs ([ZBEAIT SR
TZANEBEPG, A v X RETZIXT U AT AR KT 78 A0SO RiRA v k7 —
TREENET,

e vzAny IZ, AMNERIE R T 7 4 v 7 D 0.0.0.0/0 DFEERFERICHERR L, (EEOIELIP Y7
Ry MPLRESNTETRXTO NI 7 4 v 7 &2FHF A LET, VzAny 25 VRF [ZEH ST
WSS £ 0 VRFE @ L30uts #5012 BEAH T & 707288 EPG 3 £ TV D728,
VRF BIEATHRESINT=Y 72y F&E&Te L3external DFEZ/ER L7=Z SIS LFET,

« VREF N® EPG 235D VRF @ EPG L 3tFH—E 2 av 77 FEHEE L TW LA,
T RAZVRE DEPGNOD FTF 7 4 v 7E, avya—<—VRERNTT 4 L&)
7 EINFET, vzAny I, EEITLEITSEHE EPGCOU AL R — RIZHYE L ET,

2V a—<VRFCvzAny ZfE L CTa v F 77 FEBRET HHGITERE LT E S0,
vzAny 2~ T 7 hiE, P8 Z VRF O EPG & =22 2—~ VRF @ EPG fijD + 7

T4 v ZICbEAESND RN D D720 TT, e ZIE, Te A X EPGY T £ b
MNava—<VRFIZY—7 LA, 7oA X EPGIE, N T 74 v BRI —0D
BENDEICHAIENAT=®, VREMD a3 2—~< EPG ¢ OBEXBBLET, 0
HA RTA 2D\ e, VRF D725 EPG I TOREK LW NT 7 ¢ w7 BRAET
HA[REMENH Y T,

[Allowall] 74NV EZ&EFHL T, avy I 7 hoTu M Ftaryya—<Diillé L
TvzAny ZfEf L72 VRF 23 &3 5 Z &%, FE5dd| VRF O E LRI U T, Ziud, £
DVRFHNDOTXTOEPGN Y hT 7 ML CHEICBECEAZL2EWRLET,

ey hT 7 NOFEHNT TV r—ay Ta Ty A NVOEA, vzAny s EITER S,

TANE = A BERSIVET, CAMMEHRIZ, FFEOa L T MR arya—vl
Ta A H EPG DT ORICEM ENTHA LR L TY, ZOHA, TCAM AS—2A
OFERITITFRAH Y £/ A,

cHEHYP—ERAOEEIL, 22V a—< (vzAny) BIDFE I DS EE (Petag) ZHEYNEHT S
EPGOTFIZTa A X EPG A 7 Xy NEERTLHIMLERHY £7, 2

Va—= bt TunNS TOWMEOVT Ry MIRT U Y RAL U FTERSIN, EFY—E
A arvyva—<& L THEET % vzAny IZ% L C, BD 7»5H BD ~O [V —EAREND

Wi LW IFE TS T EER LT g X T %y % EPG IZEN

FlEZFATTH2MERHY £3, 72720, EPGO FOH 7 3 v MIHEEHIC
BB TIX W2, 1T No default SVI gateway 7 7 % F 2w 7§ A2 LR L F
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B - r5oreo 0506w

m I

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ERFELOBD YT Ry hOEHBME LU TEPG 7Ry FEBMTAEEIZ. Y7 %v |
DO FDOEFRIZF U7 T IIMERESN TWAZ E AR L TLIEEN, 2o LW eE, F
L2777V ZEEROEIWENBAET B AHEMERH Y 77,

kSO FET 2 ILZDIERL

vzAny ZfE 9 5 & &1k, AN b T2 FEROHE—DRA v R EERLET, 20z
W, TOXHIREMRE I N T FOT 4 VEZIEAT D KR T RRMETT,
Zok®Z Y a TR, BINCZORBOB LWa Y T2 NERERT S TEEASHHLET,
P0Iz, Fapic VA N TRELZEFD vzAny 2 h T 7 DA VU R— R ZBIRTE ET,

Nexus Dashboard Orchestrator @ GUI (Z & 274 > LET,
EROFEesr— gy XA T, [RF—7 (schema)] Z IR L £,
AV NS NEER LT WAF— BN L E T,
T T H2BFOAXT—vRHLGEIE. AM Y T4 RS, U TARF—vDL4HIZZ ) v 7T 57T
NEWERFA, £ TEHRWES, FILLWAXF—<EERT 254515, [RF—D:EM (Add Schema)] A~
oI LT, WOLEY, A4HIT o bl AF—~FEREFREL T EEN,
T ANVEEERR L ET,
a) ZANF U TETAZr— VL, +&2 27 Vv 7 LTI 4NVZE2ERLET,
b) a2 bT7 7 FOLHIEZRELET,
) TV FY +Entry)] 227 Vw7 L, 74N = Y EBIMLET,
d) [T> rYDEMAdDENtry)] 7 4> K7 TT 4 LZDFMEATTLET,
B, FATA N T 74 v OFEEEERTHHA EFRRC, 74 VX DA ELET,

e) MREGAVE)]#27 Vv 7 LT, = UZBMLET,
) (A7 a)BBREEZ, BMO7 4 = b ZERLET,
a7 MEERLET,
a) AVEIV R ZUTETCTETI~AZr—A L, +&2 7y 7 LTHLWaL NF 7 MEBIILET,
b) = bF7 FOLETIERELET,
@J contract-vzany,
) 2V TV FOFPAEZEINL £
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