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GE)

02— F£7214 CiscoNDFC 7 7 7 U v 7 Tl A —F S TWERA,

Z DOFEREIL, CiscoAPIC YA FTOHYR—FEINFET, CiscoZ 7T KRy hU—7 a3k

Cisco Multi-Site 23 AT 522, VA FOAPICY TAXBIOAAL vF /— K V7 hU=
TEYA N LV TEBNICEET AMLERH Y £ L7, Multi-Site KA A INOH A ~OEH
WMzxnL, VI—ADTATHAINET T 7 L—RiE, U U —RELHREOEHEDTZDIC
TFEHICHELSIOEHTINERND D720, HHEICR D AREERH Y 7,

CiscoNexus # v ¥ afh— K A=A ML —X{E, TXTCOYA MDY T  No=T T 7T
L—REH—OFRA L PO EHR T2V -7 7a—%Rt LET, HEOY 1 NMFBEEN Y
TR T T T T L— REFETHET AL EN RS, Ty 77 Lb— NCEET 5RO
b5, BENRMELEE X £,

[#24E (Operations)] >[4 FD T 7— L™ 7 (StesFirmware)]ICBE L T, A ~OT v 7
JU—REHEIWET 7 BATEET, ZOX=UI4o0FZ T RHVET, 20Ok art
Wov 7 a T LET,

[#BEZ (Overview)] # 71Z1X, Multi-Site KA A YNOH A M & BEAIN TS, F7oi3EH
DIEFNTETND T 7 =L =T W=V a VICHTHERPERENET, (94 b 77—4
Y x7 (Sites Firmware)] 1 —ERIX, 55T LIV A hER—=U LT, Ty 7L —K
RY S —DEFOAT —Z AR EOH LT = EBEESNT— 2R LES, A
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A OL EBICH D [EF (Refresh)) & &7 Vw7458 FEITEREZ M) H—T&
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il Multi-Site Orchestrator

Cluster Status 3/3 @ |@ @
@ Dashboard

T e———  Site Firmware Management

B Operations

Qverview Controllers Nodes Downloads
Backups & Restore

—

Sites Firmware

Firmware Update Summary
Tech Support

Controllers

Nodes
Remote Locations

< Infrastructure

£ Admin : 23 s
et

ifav109-site1

Controllers Physical Nodes

ifav109-site2

Controllers Physical Nodes

1 7

)

AR—=IERD 3 ODOEIBIT Y I TWET,

[T7F7F—LYHTT 7y TTF— FOWE (Firmware Update Summary)] : Cisco APICH L T8 A

A vF Ty —2bUxT EET, Multi-Site KA A L NOTRTOYA MNMIFEET DT 7 —
BT 2T A A= ORI EEZRME L F9,

ARA=VDIAT LI, FREDOA A=V BETle, BEADHERPFRINET,

* [58T (Completed)] Z/f)(“—cjﬂiﬁ?’f\ arhe—JFFTAA V?‘K@Eﬁéﬂflﬂ
ESc AN

o [#Urm— KW (Downloading)] (AA wvTF /J—FRKDH) A A—VIIAAL vTF /) —F
WX T ra— RETT,

¢ (A VA F—AOETET (Ready to Install)] (AA v F/—RDH) £ A—TTA
Ay F/—FRCEFY 7 ya—FEh, 4 X F—AOEFRTE THET,

o [{ YA F—/L (Installing)] : 2 b —F FFAAL vF /) — NITHEA A—V 5 R
BT,
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* [RPHR— 1 (Not Supported)] : JJy—2Xx 4.2(5)c]: DETDOY Y — A7 . VE—FT77—
AT =T T T T —REFR—=FLTWNRWNA A=,

« [ 4 FEE DIER (Ste-specificinformation) ] : ~<X—YDBMOE 7 ¥ a i, fHx D
YA MCETDERAFRENET, X, BERBEEINL TV Y 7 by =7 DR —
Vavk, arta—JFE/ — FOEREENET,

TIEFEEHIRNSEIA

Nexus Dashboard Orchestrator 767 7 7 U w7 7T v 77 L— REFEITTHEE. IROEIRI #E
HEnEd,

« [Upgrade and Downgrading the Cisco APIC and Switch Software]  ( ['Cisco APIC Installation,
Upgrade, and DowngradeGuide] ) |ZFE# S 41TV 5 CiscoAPIC 7 » 77 L— K & &
WCEHEDTA RTA4 v HRFH, BIORIRFHZMERE L., TR RERH Y F
R

» Nexus Dashboard Orchestrator % Cisco Nexus Dashboard |ZJEBI I 2 MLE N H Y £97,

A NOT v 77— FEEREIZ., VMware ESXONDOEA T c& A, £/,
['Cisco APIC Ingtallation, Upgrade, and Downgrade Guide] (ZFE# STV HEHED T v
77— RFRIAICHE D LERH Y £,

« 777V w7i%, Cisco APIC U UV —Z 42(5) L2 FAT L TV DA MLERH Y £3,

IRIOAPIC V) V=22 FTL TV 777V v 27id, Ty 77 L—RU—r7n—HC
BN T& A, [CiscoAPIC Ingtallation, Upgrade, and Downgrade Guide] (ZFC# =4
TWHIEHEDT v 77 L— FRIAICHEVE T,

A MDOT T T L —Rit, oD 777 v 7 Z2ET 594 NMEHE LHETAZ
EERWERELET, ENRMENEELTESGAIX. VT Ty a—T 4 7 DHIizar
=TI AA T ) —RIT 7B RATHXLERH Y £9,

T T TV — R 7uatAOBRFTT 7T v T AL vTF ) — KNk r7 4 7IREEIZ 5

e (22X, N"— Ry =7 EF3EREE) | eI T TEERA, 20O
fl, /=R 7o 7V —RFRI) I —%HIRELIZIEETLHZ LIFTEERA, UL,
NDO ) — KRX T LM, FREFEICT 7L — RO U 7— Mhae KR T 7
W2 T,
ZOMBEE RIS HIZE, ET 7T 47 J—FREAPIC/)LFHTTFaIvyrardTih40
ERHY ET, ZOHET, NDOT v 77 L—RRY = 3L T 2&H L. kAT —H
2R LET, TDOH%, NDODT v 77 L —R R —ZFHF L TAL v FZ2HIRL,
TSI — REEEITTEET,
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T o TV — REEITTHHIC, 2 b —F3 AL v F V7 T2 777 ) v I7HNDT
_RTCOYA baryba—JFvra— KI5 8ERHY £, kOFIEEZETT5HL, #%IiF
A —RLIEAA—VEFEHLTT vy 7L — R a2 2T £7,

AT 71 Cisco Nexus Dashboard Orchestrator @ GUI (2w 71 > L E 1,
AT9T2 7y—bvT Furue—KRety Ty 7LET,

alialn o>
Riseo Nexus Dashboard Orchestrator Feedback @ 0

o Dashboard Site Firmware Management 3

@ Sites

T Overview Controllers Nodes Downloads
= Application Management

& Fabric Management
& Operations
5 Infrastructure

& Integration

There Are No Downloads

Setup Download

a) EMOF el — 3 2 U THRME (Operations)] > [H4 b 7 7—LA™ = 7 (SitesFirmware)] % 54k
L/iﬁ‘o

b) AA2 W4 FUT[AS 20— K (Downloads)] % 7 %&R L £,
¢) [ForoO—FDty 7w 7 (Setup Downloads)] # 7% 27 U v 7 L%,

URNC 1 D EZ v ra—REeEty b7 v 7L TOWERAE. bz, AL 0_A O ECHD
[FooO— KDty 7w 7 (Setup Downloads)] "% > %27 U v 7 LET,

[4 *—2% APIC A4 0— K (Download Imageto APIC)] i A E RS E T,

ATY T3 YA FEBRLES,
ZITRBRLEZTNTOYA RO Cisco APIC IZA A=V RF T rm—RISET,

a) [¥4 FDEIR (Select Sites)] 227 U v 7 LET,

b) [HA FDFEIR (Select Sites)] 7 4 KU T, 1 DL LDV A FaA iz L, EBMLTEHAL % (Addand
Close)l 27 U v 27 LET,

c) [k~ (Next) 127 U w7 LTHRATLET,
ATvT4 FEMEANTILET,
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AU RA—FERAYF J—FDTF—LY T EYA MEvoo—kT 3 ]

Download Image to APIC x

3t Setup + Downloading © Complete
¢ -] :
Site Selection Authentication Confirmation

Download Details

"aci-apic-dk9.5.1.0.110a.iso [x)

'aci-n9000-dk9.15.1.0.95 bin (%]

Username
admin =%

OAmenUca— on Type

EESUCIG SSH Key ;.
Password

o

LTI

a) [4&HI (Name)] # A/ LE7,

Zora— REBRlT 572000 T WARTEZIEELET,
b) 7'r haLEBRIRL ET,

HTTE E72IL scP R TA A=V R XU m— R 2 &2 EINTEET,
¢) [+URLMEM (+AddURL) %7 U > 7 LT, 4 A=Y OEEEELET,

APIC L AL v F 77 =AU =T A A=Y O G TE ET,
d) SCP Z&IN L7=AE, iikE#RE A LE T,

074 3% [A—HF (Username)] (admin 7% %) Z AT HLERH D 7,

[FB3E% 1 7 (Authentication Type)] Z#R L £,

« NRT— FREEDOHA L, AICHEE LIa2—F 4D AU — K& AN LET,
* SSH F—FBFEDH AL, SSH F—& SSH F— RRITL—XE ANTHRLENRH Y £,

e) [k~ (Next) %27 U7 LTHATLET,
R CIE MR A MR L. [XE (Submit) 127V v 7 LTRATLE T,

FoREIN 5[4 >Ba— K (Downloading)] Hi[fii T, £ A—Y DX — ROAT —H AR TEE
ﬁ—o
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AT =B 2% ) v 7 LT, EITRUOFMERTTHILLTEET,

Image Download - MSO-d11 x

ifav109-site3 X

URLs ~

% Setup + Downloading © Complete Link

0.117a/final/aci-apic-dk9.5.1.0.117a iso
Download Details

Stamus
Name Overall Status Status Breakdown
MSO0-d11 Downloading Downloading (30%)

w

"

Sites

Filter by attributes

Site URLs Status

ifav109-sitel U

ifav109-site2 1 Downloading (1)}

ifav109-site3 1 Downloading (1)}

TRTOE T a—RRETT5E, [T (Completed)] B IZB4T L £9, [ > 0O— K (Downloading)]
EE Cr%T A2 LI A, BIOFIECTHELX v re— K422 0 v 7358, [FooA—F
(Downloads)] # 7B WD THERD Z &N TE £9,

O hkA—SOT7Yv TSI L—F

T, YA FDAPICY FREZDY T "2 T T w77 — RERET D HEICHOWTHR
HLET,

AT w71 Cisco Nexus Dashboard Orchestrator ® GUI (2 & 7' A > L%,
ATV T2 APICV FAZDT v 77 L —FRakty v 7 v 7 LET,
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ATvT3

ATy T4

ATy TH

avrn—s07vIsL—F ||

il .
tveb Nexus Dashboard Orchestrator Feedback @ @

o Dashboard Site Firmware Management w

@ Sites

Overview Controllers Nodes Downloads
2 Application Management

® Fabric Management
m| Operations
O Infrastructure

& Integration

There Are No Firmware Updates

Please use the wizard to setup a firmware update

Setup Update

a) LZEMlDOF el — g A T8 (Operations)] > [H 4 b 7 7—L4™ = 7 (SitesFirmware)] % i3
LET,

by AA U4 RUT[aAY ba—7F (Controllers)] # 7 &N L £,

c) [BEHDEY b7 v F (SetupUpdate)] %27 VU v 7 LET,

PUANZ 1D EOFEH ZHE L THDEEIE, RDVICAAS A O ECHD [BHFOEY T v
7 (Setup Update)] R¥# > %27 VU w7 LET,

(VA K 77—LDF7DEHFDEY 7 v T (Setup Site Firmware Update ) ] i 2368 & £ 97,
Ty T T L— ROFEME AN LET,
a) [%&EI1 (Name)] Z AL £,

L, WoOTHLT v 7L — ROETIREZ BT 57-0OICATE S, av e —07 v 77
L—RKRY —4T9,

b) [¥4 FDBIR (Select Sites)] 27 U v 7 LET,
[H4 ~DZEIR (Sdlect Sites)] 7 1 > RO RFRENET,

o) [Y4 FDEIR (Sdect Siteg)] ¥ 1 > KT, 1 DU EDOH A hEA 1oL, [BMLTEL % (Add and
Closl #7 V> 7 LET,
d) [k~ (Next) 127 VU7 LTHATLET,

[/N\—2 3 U D:#EIR (Version Selection)] B T, 7 v 72— KL 77 —AU =7 N—T 3 UERIRL,
[~ (Next)] 227 U 7 LET,

ZZTCERARERICT A 720IZiE, Vr—Ab U =T YA MIA U= RTANERH Y T, ik
MEIVAS H/fbﬁ?‘?/ﬂ“*}ﬂbftr%& TTLIEbOD, ZZTAA—VEFERATERWEAIE. [77—
LT T7DEHFNDE Y b7 v 7 (Setup Site Firmware Update)] [ ﬁﬁ%ﬁ'ﬁl‘) [#2/E (Operations)] >["j"f (0]
J77—L™ 7 (StesFirmware)] >[a > bO—35 (Controllers)]| % 7IZ&E Y . [E# (Refresh)] R& %
Uy 7 LT, HMEREFEHRZ Y r—RLET, ZhunbPA B 0)7’ /77 L— RFIEEZ S 9 — 6
HLET,

[FEER (Validation)] i CIEHRZ MR L. [RN Next)] 227V v 7 LET,
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Y4 D7 v FTL—F |

LEfER L. 7Ty T L— FIZRET LN S D BMER e #HR L E7,

Setup Site Firmware Update x

fed Setup + Downloading := Ready to Install @® Installing © Complete

© » @ 4

Site Selection Version Selection Validation Confirmation

ifav109-site1 o Following nodes are notin vPC ['1111;102; '101;'104; '103'].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site’ @ Pod(s) [2] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  Following nodes are not in vPC ['301;'302°].
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

ifav109-site3 @ Pod(s) [1] have fewer than two route reflectors for infra MP-BGP.
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is always up by
upgrading/downgrading them in separate groups.

ifav109-site3 @  NTPis not configured.
Configure NTP via System > QuickStart > First time setup of the ACI fabric = NTP. This is recommended to avoid any issues in
database synchronization between nodes, SSL certificate check, etc.

ifav109-site3 @  APICs are not running recommended CIMC versions :node-1: 4.0(2f)
Upgrade to the recommended CIMC version. APICs have recommended CIMC versions based on its hardware model and APIC
firmware version.

(" Previous ) w
i 4

AT 76 [HEEE (Confirmation)] i CTHE A MR L. [EE (Submit)]| 227 Vv 7 LTT v 77 L— R&fta L £,

AT TT1 [41 VR F—ILOEFEST (Ready to Install)] i T,
T w7 T L— K ZFa APIZNDO SV A b ~DEEFINKDbILD &, GUI

[4 YR k=L (Ingtal)] %2 U v 7 LET,
W2, B kb DRID,

T T T — RORFIOBEMAT — X ANFKRINET, BRI INDE, Ty T 7L —FRDORAT—

FANEFENET, Rt RKbNIZE,

L, FEITHEHTEET,

— ko7

T L—F

SiEL A YDA F )= RO T "N =T TSI — RE#E
FAL £,
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AT w1 Cisco Nexus Dashboard Orchestrator ® GUI {2 a 7oA > LE£97,
ATYT2 A4 vF ) —ROT v 77V —Faty v T v 7 LET,

ATvT3

ATy T4

ala
cisco

I Nexus Dashboard % Orchestrator Feedback @ o

o Dashboard Site Firmware Management Q

® Sites

3 Application Management

Overview Controllers Nodes Downloads

@ Fabric Management

@ Operations

O Infrastructure

Integration

There Are No Firmware Updates

Please use the wizard to setup a firmware update

Setup Update

ERlOFer— g v A > CHE4E (Operations)] > [¥4 b 7 7—L™ 7 (SitesFirmware)] % 341
LET,

ALY 74 RUT[/—FK (Node)] # 7 Zi#IR L £,

[BEFHFDOtEY b7 v 7 (Setup Update)] 27V v 7 LE T,

LIRTZ 1 DL EOEH 2R E L TV HGEIE, RbVICAS v A O LICh D [EFDEY b7
7 (Setup Update)) R v %27 V) v 7 LET,

[/—F 27—LIz7DEHFODEY 7w T (Setup Node Firmware Update ) | i A3 B & £ 9,

Ty 7T L— ROFEMEANT LET,

a)

b)

d)
e)

[&81 (Name)] # A L7,

ZHE, WoOTHT v 77 L— FOEITRUZ BT 220N TE 27 v 77 Lb— RR Y —4
‘/C“‘é‘o

[/ — KD:#EIR (Select Nodes)] 227 V v 7 LT,
[/ — FD:#EIR (Select Nodes)] 7 « > RUNRFIRENET,

A FEBEIRL, 2OV A FOAAL vF /7 — REZER LT, [BMLTEHALS AddandClose)] #7 U v
7 LET,

—EIZ1ODYA "I BAAL vTF ) —REBIMTEET, LoYA MDA AL v TF Z2BINT 55813,
ZDOPRNAZEMEY KL ET,

DY A FD ) — RIZHONT, BV T AT v a2y LET,

[k~ (Next) 127V v 27 LCHAITLET,

[/3—2 3 Y DEIR (Version Selection)] Hifi T, 7 v T u— K L7 7 =AU =7 A= a r ZBRL,
[R~(Next)] 7 U v 7 LET,
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ZZTCHEATRRICT 7DIZE, 7y v T YA NI Uy e— RTO0ERH Y £7, miokE s
yayfﬁﬁbt&ﬁ/m~b#E%k TLIZbOD, ZZTA A=V EEHTEROVESIE, [77—
LOIT7DEHFDEY F7 v 7 (Setup SiteFirmwareUpdate)] Wi & P U, [$24E (Operations)] > [¥ 4 +®
7 7—L 7 (SitesFirmware)] > [/ — K (Nodes)] % 7'IC . [B# (Refresh)| R¥ %27 U 7 LT,
AR RFEHRE YV n— R LET, ThnbiA }\ODT /7 ZL—RFRIEES 5 —ERHBLET,

AT w75 [#&REL (Validation)] i C, FEENFEEL TRV L EZMHRL, [RNNext)] 27 U v 7 LET,
PEENRRNI EEZMER L, 7y 77 L— NICRET D AREMDN & 2B INEREZ MR L £,

G¥) VY —=2Z25001) LVETOY V—=RAZZITLTWDHH A MME/ — FRFEZ VAR — h LTz
D, NDOI»HD7T v 77 L— R&EBhad 2802, %4 D APIC TAA »F /— FOFEE
Tz I THILEHRELET,

Setup Node Firmware Update x

e Setup + Downloading := Ready to Install @ Installing © Complete

) @& @ 4

Node Selection Version Selection Validation Confirmation

ifav109-site3 pgrade V
Continue upgrade (without node validation)

(" Previous ) @
e o

AT w76 [HEER (Confirmation)] Mijfi CIEHMZ MR L, [EE (Submit)] 27 U v 7 LTHIATLET,
UKD, BIRLETARTO/ — RICA A—URFEFHZF vy e— RINET, ¥oura— RRETT
He, BWEN[A VR M—ILEHBTET (Ready to Install)] 1B L, ROFIEICHET Z &N TEET,
ATy FT1 (F7 vz v) [#MERTE (Advanced Settings)]| # A H L £7,

GE) FEA T 3 AT IS, Upgrade and Downgrading the Cisco APIC and Switch Software
(Cisco APIC Ingtallation, Upgrade, and Downgrade Guide) Taiil] X4 TV % Cisco APICT v 7
T —=RTaBADIA RTA4 2, #RFH, BIOHIRFEZMERL TIEE0,

[1 2R F—ILO#EHSE T (Ready to Install)]HiE T, [FF#IEXE (Advanced Settings)] # = = — % [\ TIEAN

DAT v a R RTEET,
s [E#EF = v U #8ER (IgnoreCompatibility Check)] : 7 7 4 /L R CTlik, ZOA T T a3 vz (o) )
WCRRE S, AET = v 7 BREITR>TOET, VAT LAOBEFTHTON—2a U BIEES
NEFHLWNA=T 3 v ~DT v 77 L— RRXARFR— FENTNODH0E ) MR HERSNET,
[A#ET = » 7 % 40 (Ignore Compatibility Check)] 7 « —/L RC [1Z\ (Yes)] (I L CHBMET = v 7
BREZ BN L72lme, VAT LA THR— RSN TWRNT v 77 L— RRFEITEND T A7 R |
AT LPHRATERUVIRBICR D TREER H D £77,

B rro7vIIL—F
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ATvT8

ATvT9
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[JL—RTIL Fxv¥ (Graceful Check)] : 7 74/ h Tk, ZOFT ¥ a2 F vz mo) 1 ITHRE
INTWET, T 7L —R7FatvATOT v 77 L— RETRIZIE. CORAAL v FHL T L—RA7
NABNELD AL (GIR) £— RIZR2 0 £HA,

IOF T arEENCTALE, Ty TS L — ROETHIC ) — RE L —Z2 702 (GIRZfEA L
T) FULERAZLERTEX, 7oL —RICEB T 70 v 7R LET,

« [EfTE—F (RunMode)] : T 7 4/ b Tld., ZOF 7T 3 i3 (KRHFICHEST (Continue on Failure) ]
WICRREESNTEBY, /—ROT7 v 77— RBREET 5L, kD — NZlERET, E£72iE, Z0A
Tva Uk RIEHC—BHELE (Pause on Failure) WER/ET HE, WINULD ) —RKOT v 77 L— K
BDRBMLTESGAILT v 77— R a2 EIETEET,

[Failed] E~— 7 &N/ —K&ET v 77 L — KM HHIBRLET,

Ty TVL—RR)—IZ, 77—z T DXy a—RZRRLE 12U ED ), — FRREENRLTWD
BA. Ty 7T L —REFITTEER A, (K (Failed)] AT —F A — VY LEEDLYES L, ZEHITER
OB N R RIS NE T,

Ty T = R0n ) — REHIBRT 22, [Ty 77— FOEMEHRE (Edit Update Details)] © U > 7

([ A F—ILD#EMHESE T (Ready to Install)] Hijf) 227V v 27 LET,

[ YR b= (Instal)] 227 Vv 27 LCT v 77 L— RERKELET,

Ty T L— R 7 rbEAfIINDO YA h DR KDILD & GULIZIE, #ER1A KON DETID,

T T T RO OEMAT — X ANFRINET, HERONHHLINDE, Ty T T L—FRDAT—
ZANEFSNET, Bnkbhizth, A0 OfEChHD [B#H (Refresh)| R¥ %227V v 74
HE, FEICHEFCEXET,
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