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L. XU TR o S XAyt —U% Ray STAEERHY £9, Lo
T. IPv4 ACL 1 X 7 T4 Y — LPACL & O — 8 2 IEFEICHYR 3 5 7= O OFF IR &
LTHEHLZRZNTSEEN,

e —H ACL IV 7 A v Z—T x4 AL, CiscoNexus 9300 >V —X AA v F T v
Vo7 R—=FTIEVR—=FENFEEA,

e Cisco NX-OS U U — R 9.2(1) Ti%, NIK-X9636C-R, NIK-X9636C-RX, LT}
NIK-X9636Q-R 7 A » 51— K& #5#; L 7=Cisco Nexus 9508 2 A~ F TDH JJ ACL 13V 7R —
FERTWHEREA,

Xy NT—2 T T—F 4T Py (NFE) XS AA v FOEA., oA Z—
T 2 A AN~y X —THRESINDHAJI RACL TV FR—FSNEHA,

DA B —T = A XA L QoS R Y —& ACL BN SN-hd. TULpdifg &
NDDIE, QoS AU T —2 no-stats A7+ g U THEHA I N & XTI,

e AA v F N— Ry =TIX, 1) TCAM OHEPHF =7 (LAY 4EE) 2 FR—FLE
Hho LENRST, bAV4FIL—2 a0y R—2AD5H%AT %5 ACL B LT QoS 7KV

v—IZ. )1 TCAM TO#ET > N VICHEET A MLERH Y £,

AA v F N—=FRU=2TiE. MRKI6DLA T4 AT ROHLEZYR—MLET, HA

TCAM A~ — ZEHTlX, ZOHIBEZER L T EE W, FHIL. mFmEE 7 & mPhE s
o=y k @R—=) OEIVaUESRLTIEEN,

« N9K-X96136YC-R, NIK-X9636C-RX, NIK-X9636C-RX. NIK-X9636Q-RDEA 1%,

hardware profileacl-eg-ext moduleall =~ > N %, eg-racl-v6 % EoR A1 v F D SVI £ 721
W= ATV =7 MEAT HRNCFATLET,

e TCAM U YV — R IO F U A Tl3des &g,

. IPACL DE%E
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e )L—F v RACLEZBEH DA A v FRIEA v Z—T =4 A (SVD) (T AN H A THEAT

é%é\o
=7y NACL 2D LA Y2 A ¥ —T = A A AN E TG0 T
é%é\o
¢« TCAM U Y —R Ik VA TiItgInFEzdi,
* VACL (VLAN ACL) PEEOVLANIZ#EH SN 554,
« JL—F v K ACL ZH N FmOEE O SVIISERT 584,
¢ HTTP HFRUTHESL 77 Z U X MZE., CiscoNexus 9200, 9300-EX. 9300-FX. 9300-FX2.
9300-FXP. X 1V9300-GX 7T v F 7 4+ —L AA v F L, NIK-X9700- EX F L ¥

NOK-X9700-FX 7 A > 1— R TiEV AR —hrENFEHTA, ZNLHTXTDRAAL v TF T,
UDF X—Z2D ACL 2T 24BN H Y 77,

« HTTP A Y v RIZFEX R— R Cix#A— F S EH A,

o ROV ETIE & HIF0FEEIL, Cisco Nexus 9200 38 L TN 9200-EX 2 Y — X A A » FIZHA &
nEJ,

« H/T MAC ACL IV R— FENTWER A,

e NN T T 4 v T DRIETERSDTWVWBETNRAATD M RFZNV A H—T A
ADINER =T "R E SN D5A. HAORACLIZA v X —T = A ATH
A—hrENFEEA,

s NN A B —T 2 A A~y X —THREIND AT RACL I A —F i
FH A

P ORI ZN—A—EBHEEIYR—-FSh TWEEA,

¢ TRTD ACL X—ADKEREZRIFHZANCT 2 Z LIFTE A,
c16 D LA Y 4BIENRTHR— b ZET,

s LAY AEEIL, ) TCAM U —V 3 Tl AR — hShE®A,

* MACIERET — 7 VD H A Xi, 4096 + 512 4—/3—7 11— TCAM T,
*MAC 7 RL AL MAC ¥~ A7 DA — =T v FIFESE S ET,

cACLEZ L—hF U I v ZTIE, BEXRIEIFey &N ry NHO N N—Fo =
T AT HY TR A

*ACLEZ L—hk U v&id, E£HL— MlRZHEHT 2012, TCAM HALd=
YR L THEEISN, T 740 ME 1pps TY,

e Xw hU—2 7 KL AZH (NAT) OFIS A T 21T e TF,

cTAP 7 /U —3 3 U TIZPACL Y ZA L7 "R R—FENET, VACLY &
A L7 MIYR—FENTHEREA,

IP ACL D& E
|



B racoxssEcnnss

IPACLDEE |

e DHCPv4 AX—¥ 7 $£7/213V L—, DHCPv6 U L'—, ARP AX—FE 7 VXLAN
DA4ODERED 5 b, FIFFICYAR— M TELDIL3 ST, #HI D DL
ICRESNTZ 3 ODOETHD . 3207V v RAL Y T~UL By FRT T
Rz sz, 4FHITRRLET,

*RACLIZ, ¥/ F %+ Ak MAC4T KL AEFO/Ury FTIIRBATE EH A,
 RDOIEEZHIA L HIFFIEIL, Cisco Nexus 9364C-GX. CiscoNexus 9316D-GX. I L X Cisco
Nexus 93600CD-GX ¥V — X ZA v FICHAINET,
« MAC [Efg Y1 R1% 4096 + 512 4 —/3—7 11— TCAM T,
*MACT7 FL AL MAC YAV DA —NRN—F v FIIHERENET,
e R T A — F%Z4ii 27~ Cisco Nexus 9504 B8 LTN9508 7F v b 7 #—2L A A v F TIL
wD TCAM 1TV R— FEHFEH A,
o T FEX BE TCAM
o T NT D xxx-lite B#ED TCAM J —v 3
s LU ¥ —Ri TCAM
« T D FCoE B D TCAM
« ing-netflow V — 2 VO TCAM I — B> 7% EIL, -FX T4 1— RCIEFETTEET,
-EXTA 2 H—RTIL, T 74/ b®ingnetflow Y — 5 > TCAM 7 —E > 7 731024 T

HY., FNUNDOLEITRETEERHAL, -EXBLO-FXTA4 2 I— ROFR— sDOEE.
ing-netflow U —<7 3 » OHELER KEIL 1024 T,

+ Cisco Nexus 9200 33 L OV9300-EX 77 v~ b 7 — 25 A A »F Tl sup-redirect ACL D53
SUPHTD LT 74 v 7 LTEV@ENTTAF YT 4 &Ffo T D72, ACL R
FFva v EMER LA —% ACLITANC/R Y £8A.

» Cisco Nexus 9300-Gx 77 v N 7 4+ — L AA v F TlE, ACLY ¥ A L7 N3 % dotlq
VLAN (%, 1 — 511 ® VLANID XA %% HR—hr LET,

PACL U %A L7 b E72ld TapAgg % i STV 5554, switchport access vlian vian-id
a< 2 RiX1—511 ® VLANID A Z ¥R — bk LET,

*FHRPVIPSE CHO RNTF7 7 4 v 7T, N7 74 v 7 &ZFFA[ 95 K D ICEEFH S ACL 12 73
BN 72 ACE & —%9 2 FHRP AHX XA TANEND T 7 4 w7 DA, Cisco Nexus
9000 U —RX AA v FITZ DNy hE Rey 7 LET,

« CiscoNexus 3172TQ, 3172TQ-XL. 36180YC-R I L U'3636C-R A1 »F Tl&, [F L VLAN
AT HSVIBLOY T A X —T 2 ABRBHDLEGE, TOSVITT Z7EAY A K
DEEINTWDE, Y ITA L F—T 2 A RAEN L TN—T 4T EIND T 7 4 v 71E
Faey7snET, ZIUXASIC OFHIRIZED DT, L3IV TA v F—T A ADHT]
J—% ACLIZZ OHFRICE Y AR — S E A,

. IPACL DE%E
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* Cisco Nexus N9K-C9364D-GX2A # L TUVNIK-C9332D-GX2B 77 v b 7 #— A A A v F I,
H—% ACL TIREZVHR—F LERA,

* ICMP Type Match % ¥ 7" — 7§~ 5 UDF,
«ACL B 7' # 7
cBIDO T 4 VE AT a v tepludp A— b & gt ZHRE L7 )] IPv4 )L— & ACL
BINDT 4 VE AT 3 tepludp BR— b & neq & & i/ IPv4 L—4 ACL
«HPHAE OBMD 7 4V H I T2 3 > tepudp R— b &G Te /] IPv4 L— X ACL
« 77 7 E ) 1Pva —% ACL
 4M5 TCAM D Jjv— % ACL
« 177 PACL O ¥ 7R — |
s FEFOP R — K
o TV
* -RBLT-RX T4 > I— F&fiif 2 7= Cisco Nexus 9500 77 » b 7 4 — 24 ZA v FITIE,
WOEEFHER DY £7,

e 7 I v 7 ACL 1T, /L F &~ 7 BFD 3 X O CoPP #EEZ &< T _TDHOAS
ACL ¥RECTHR— FENE T,

e 7 I v 7 ACL EH1Z., /1 ACLISRETIZH R— SN FEH A,

e UL L, RUASICNORR DA v H—T 2 A A EDREI LR Y 2 —TOHrYR—
hERET,

* Cisco NX-OS U U —292(3) TIX, KD ACL FatHEFHmMA YR — hZhTnET,
« PACL : IPv4 (PNEB. SMESIHI 7 D TCAM =& ie)
e JL—2% ACL : IPv4 (AJJ RACL-IPv4 & /) RACL-IPv4 O J5 O TCAM)
AT 2K BT U Z OB B AR — hIET,
« KD ACL #HFHERIZ T A — F SN TWEEA,
« BFD
« DHCP : IPv43 L NP6
*« PACL : MAC
« PACL : IPv6
* PBR : IPv4 35 L OV IPv6

« RACL : Pv6

IPACL DERFE .
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« JM5 TCAM % 19~ 5355 @ RACL : 1Pv4

« hardware profile acl-stats module xx =~ > K&l L TACLTCAM = NV DI 7 o Z %
A X—T 2T 5 & show interface @ input discard 7 4 —/L KIZ#IZ ¥ v iZ2v ¥4, =
OHIRIZ, -RIBELUN-RX 74 #1— R%1 2 7= Cisco Nexus 9500 77 v 7+ —2L R
Ay FIZOHBEHINET,

c RBIW-RX 714 v H— K&fix 7= Cisco Nexus 9500 7T v b 7 x— AL AA v FIX. LA
TV R—FLEEA,

o7 NIy TS TF—Fh
* 4 TCAM D HiJ)/v— 2% ACL
« UDF Zf£ 5 H7) /v—% ACL
T EATIOW TG DON—H ACL V6 I 7 X
* 14 0ops (2 L D H B IO J1v— 4 ACL IPv6
e HTA B =T A ZADHTIIN—% ACL
*IPV6 ICMP # A 7B LU a— NIZ X o B L O AT V—4% ACL
» tep-flag ZfFH L 7= IPv6 AJj/L—% ACL
< JBINA T v a AFE D IPve L—4 ACL
* Cisco NX-0S U U —293(3) CTi&, H/1IPv4RACL I%, -R BL U -RX 7 A > H— K %1
%7z Cisco Nexus 9504 33 LT 9508 77 v M7 4 — L AA v F TREZYHR—FLET,
«TCP 757
*ICMP DX A 7L a— K
sACL B/
« IPv6 177 ACL I, -R B L -RX 7 1 > #1— R %A 2. 7= Cisco Nexus 9504 3 L 189508 7
T N TH =2 AL v FTREYFR—FLET,
LA ¥4 han
*TCP 777
s TTT A
«IPv4 O ACL 1 7
cIPV6 ~y X —DT7 4 —/L R
IPv6 Hi7) ACL (Z1&, ROBIFRAEH S E

e R— b T N—TEBLRNVA Y 4T AR — NS TWER A, & eg-racl-ipve
DOBEHD ACE = bV |ZHER SN E T,

. IPACL DE%E



| PACLOEHE

pacLozeEEssinsEE

7 RLA TN—=TFTERINIZHAA MIFR—-FENTWEEA,
AU BT R—F SN TWEREA,

« AT IPV6 RACL 1X. V7 A v & —7 = A4 AP L USE TCAM TITH R — FShvEH
Ao

T Ry EHTYAR- PSR TOEEA,
s acl-eg-ext WHINT/2 > TV DHEE, VXLAN TV AR—FShEHEA,
* PACL U %A L7 i Cisco Nexus 9300-GX A A v FTHHR— b SInFE T, KOFIBRIE
MEnx7d,

*PACLY ¥ A V7 bW aAR— T 512X, AN& 7 A% —7 = A AT modetap-agg
avy REFITTLMENDHY £7,

¢ MPLS A kU » 7H§fEZ YR — R 9 511X, mplsstrip 35 X O hardware acl tap-agg =
VU REREL, Ay T2V r—RTHLERHD £9,

« X7 VH 7 VLAN O#4 . 2% B D VLAN O#iPHiL 2 — 510 T,

+dotlqg VLAN Zfi ] L72 MPLS A F U » 73 # AR — F S TWEE A,

CULA LSRR BT AR R E LTRESHTVAHATH, HE7 v h
WETFSHTOBEA, UFA LY b H— NIF T2 EELET,

« JH75 ACE TliX, TapAgg V A L7 MIVAR—FESnTWhEHA,

* Cisco NX-0S U U —2% 10.1(2) Tix. NIK-X9736C-FX, NIK-X9788TC-FX,
N9K-X97160YC-EX 7 A > 1 — ROIREE— RTIZPACL V ¥4 L7 MERIZVR— X
NWTWERA,

e H/JACLIZ., VLANRINL—TFT 4 v 7 7u—D2FEBDVLANDIP 7 RL 2A&585E 15
o747 %R —FLETA,

» Cisco Nexus 9300-EX/FX/FX2/FX3/GX 77 v N 7 #—2X A A v F 3 LU Cisco Nexus
NIK-93180YC-FX AA v FTiE, VA ¥3 A X —T A4 AD</LFF+¥ Ak MAC 5%t
T RV A%ZFHO/7y PTRACLEZRE TE £ A, V—T 4 » 7 AlREREM T 2 HIFR S
5 X OICACLERET H840%, ignoreroutable =~ RaEMALEd, 72720,
ignore-routable - RACL (ZiB/M L T SVIIC#H 3% &, RACLIZZ Y v ¥ aiie "7 > b
Eb~yFLET,

« HJRACL V6 U — 3 DA, hw profilemdb-balanced-exemZ i% €34 2 LE N H Y £
R
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IPACLDT 7 AL FERTE

WDFEIZ, IPACLXT A—ZDF 7 )V FiREZEZRLET,

Table 4:IPACL/XS5 A — 3 DT 7 4L ME

INT A=A TI+I bk

IP ACL T 74N FTIXIP ACL IZFHELEH A,
IPACL—> 1024

ACL /L— b 9 _TO ACL IR O L — L3 @A S hvE T,

FT 2 N ITN—=TN T I AN NTEA TV = N T A—TIIFELE A,

HF ] i D 77 &b b IR R IIFE L EE A,

Related Topics
IP ACL 5 L OMAC ACL ORFERL—L (6 X—)

IP ACL DER7E

IP ACL D {ERK

T34 AT IPv4 ACL 7212 IPv6 ACL Z1EA L. A/ — L& BN £9,

Before you begin

ACL OFXEIZIL Session Manager 325 Z L A HIE L 4, ZOEREIZ L 5T, ACL D%
EEERL, HEZFITa 74 Falb—railaliy NTHHIC, TOREDPNLELTH
U Y —=ZFNHFEENE O P E MR TE £, ZOERIZ. £ 1,000 L EDO/L— L35 Ei1T
W2 ACL it L THRIICEZN T,

Procedure
Command or Action Purpose
ATy I1 configureterminal rTa— ) ar7 4 ¥al—ay
Example: F— FEBLET,
switch# configure terminal
switch (config) #

. IPACL DE%E
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Command or Action Purpose
ATFvT2 |[KoOWTrOa~vry REASLE  |IPACL #/Ek LT, IPACL =27 ¢
R XFal—rvaryrev— el LET,
« ip access-list name names | B 64 SCFUNTHRE L £ 7,
* ipv6 access-list name
Example:
switch(config)# ip access-list acl-01
switch (config-acl) #
AT w73 |(Optional) fragments {permit-all | HIHMRRE TRV T T T AL vDT T
deny-all} A v MLERZ FEfk L £, fragments
Example: a<wy RREENTWS ACLAT A
switch (config-acl) # fragments AN EHTHRT 7 A7 Kﬁﬁﬁ é nasd
permit-all YA, fragments =<2 RiZAIHRRE
TRWTFTA S (ZDTTT A
RiE. ACL N ¥ DR permit
a<wy RERIT deny a2~ REdh—
HLEEA) OHE—HLET,
AT w74 |[sequence-number] {permit | deny} IPACLNIZ/V—/VZERR L 97, Z5K
protocol {source-ip-prefix| source-ip-mask} | ¢ L — L % ek T X £,
{destination-ip-prefix | destination-ip-mask} sequence-number 5112 1E, 1~
Example: 4294967295 DK ZEE L £,
iy U pemit v R & deny =t > RICIE,
NI T 4 7 EBNT DD D
FHEPHESNLTWET,
IPv4 33 L OVIPv6 77 A U A D
A EEIC 5D IPv4 £ 721E 1IPv6
TLT 4y I AERFETEET, I
X, BHIOERT HE Y b TOR—E
LET, £, 7 RrroWndin
DE Y M—ET 2E 0 L5k
IPv4 £7213XIPv6 VAV N I— < A
7 HIRETEET, IPv6 VAL RA1—
F <2273, Cisco Nexus 9200,
9300-EX, I X T 9300-FX/FX2/FXP A
A & CiscoNexus 9364C A1~ F T
FAR—FINET,
AT w5 |(Optional) statisticsper-entry ZFDACLDON—)L b =T %37 b

Example:

switch (config-acl)# statistics
per-entry

DT a =NV e T S AR
HEINTHELET,

IPACL DERFE .
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Command or Action

Purpose

Note Cisco NX-0S U U — =% 9.2(3)

LFETIE, R7A 2 I—K
%A Z 7= Cisco Nexus 9500 A
A4 v FOHR— FIBEIME
TWWEJ, Cisco Nexus 9500
AR NE RN G o
EHLTWDEE, 23
ZHOFNATT,

ATvT6

¥ TCAM & 4458 TCAM Dt J7 T
ACLTCAM > h U Dh 7 B 2 HE)
IZLET,

Note Zoa<wr R, RBIO
RX 74 57— K & Cisco
Nexus 3636C-R 5 L
36180YC-R A A > F&Aii 2 7=
Cisco Nexus 9500 77 » k
T DAA y FIZD I H
SNET, WU FEAMC
95 L. VLAN & SVIDO#iat
Bz bihvET,

ATy T17

Ay Fo)un—KFLET,

Note Cisco Nexus 9500 77 v k

T A — b AL v TFOEE, Z
Da<wy RIF 7 arTh
Y . hardware profile ac-stats
NDEHINTWDLIEY 2—/b
DHZ Y 1m— DN H
DET,

ATvT8

Cisco Nexus 9300-EX 33 £ 1V 9300-FX ~°
Ty N7 =L AL v FTYNLFFy
ANBNIT T4 ITDTANEY) Tk
AT LET,

ATvT9

har dwar e profile acl-stats module xx
Example:
switch(config-acl)# hardware profile
acl-stats module 10
reload module xx
Example:
switch (config)# reload module 10
ignorerouteable
Example:
switch (config)# ignore routeable
(Optional) IROWFT D2~ F&E A
HLET,
« show ip access-lists name
« show ipv6 access-lists name
Example:

switch (config-acl) # show ip
access-lists acl-01

IPACL DR EEF~LET,

. IPACL DE%E
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Command or Action Purpose
Z 7w 710 |(Optional) copy running-config FATREER, A¥— b T v TREICT
startup-config P LET,
Example:
switch (config-acl)# copy
running-config startup-config

BEFED IPv4 ACL £ 7213 IPv6 ACL DL — L DB & HIBRIZFEITTE £, BEFEOL—ILV %
BEFTHZLIITEERA, V= EEFETDHINE, TOA—LEHIELTHL, BEEZNZ
7=V EBER L E T,

BEfF DN — L DRINZHT LWV — L EF AT D EN D D556 T, BIIEO LV — 7V AFFD7EX
RWTITTRTERATE o0 & EE, resequencez~ 2 REFEA LT —7 2 AE 55 HE
DBTLET,

Before you begin

ACL OFXEIZ1X Session Manager AT 5 Z L2 HERL 9, ZOMELHHT5 L. ACL
DREEFTARNT, TORTBIIKLELINDV Y —ANFHAMTETHLINE I nE, V) —RA%
FITar7 4 F¥alb—railaly MTAANCHERTE ET, ZOKIERIX. 1,000 2L ED
=L NEFENTWD ACL ITK L THICARI T,

Procedure
Command or Action Purpose

X Fw 71 | configureterminal Ja—r\ )L a7 4 FXal—a
Example: E—FZBBLES,

switch# configure terminal
switch (config) #

ATy T2\ kOWTNrOa<wr REANLET, |4BTTHRELZACLOIPACL=2 7 «

« ip access-list name Fal—varyE—FahbLET,

* ipv6 access-list name

Example:

switch (config)# ip access-list acl-01
switch (config-acl) #

27 v 7 3| (Optional) [sequence-number] {permit | | P ACL I /b —L % L £4, o —

deny} protocol source destination b AT B AEET S L . ACLINOD/L—
Example: JARMNLEZEETCEET, v—F A
switch (config-acl)# 100 permit ip ﬁ%%*gﬁz [—/fccl’\k\ /l/—/l/bj: ACL D
192.168.2.0/24 any KEIGEME L ET, sequence-number

IPACL DERFE .
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Command or Action

Purpose

SIEZIE,
FELET,

permit =~ K& deny =~ RIZiX,
NI T4y BN DT DEL DI
EPHEINTWET,

1 ~ 4294967295 OFJ 515

ATv74

(Optional) [no] fragments {permit-all |
deny-all}
Example:

switch (config-acl) # fragments
permit-all

WIHNRIE TN T T T A N DT T 7 A
> MLER A i e L £ 97, fragments =
<2 FWNEENTND ACL 8T /34 A
Lo ThI 70 w7 ICEHESNDY
&, fragments =~ > RIZWIHREE T2
W T TA N (ZDT T T A M,
ACL N D £ ORI permit 2~ > R
Fliddeny 2~ RFEL —HLEHE

L) DIHE—FLET,

not7vareEFEfiase, 77372
v MU O LAEIBR SN ET,

ATvTh

(Optional) no {sequence-number | {per mit
| deny} protocol source destination}

Example:

switch (config-acl) # no 80

FEELZNL—LZIPACL ) HHIBRL £
K

permit =~ > K& deny =~ > NI,
N T il AV lF APV
EPRHEINTHET,

ATvT6

(Optional) [no] statistics per-entry

Example:

switch (config-acl)# statistics
per-entry

ZD ACL D)—L & —E$ 587 v b
D7 —r Ui BT A ADERFT 5
LoITRELET,
noA7varuElHTse, 78R
IXZ D ACL O 7 1 — Ui Et OMeRi %
EIE L £,

ATy T17

(Optional) IROWT D a< > K& A
JILES,

« show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl)# show ip
access-lists acl-01

IPACL ODFREEF~LET,

ATvT8

. IPACL DE%E
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startup-config

Example:
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Command or Action Purpose

switch (config-acl)# copy running-confid]
startup-config

Related Topics
IPACL ND Y —47 o A& DER (36 2—)

VTY ACL DERK

AN FEEZIFHE I E O4 VTY BFR T, $XTOIPv4 F72013IPv6 T 7 4 v 7 ~DT 7
T AEHETHZ EI2ED, VIYACL #RETEE T,

Before you begin

T RTORAGTRERUC 2 —F R CTE D720, T X TORAREREFRRCFE CHK 2= E T
LWENDHY £,

ACL O EIZIE Session Manager Z T 5 Z L ZHELE L £9, ZOWELZMHT S L. ACL
DREEFRT, ZTOREICHKEL IND ) Y —ARFHATRETH LN E I nE, VY —R%
FATar 7 4 Fal—rvariialy MY HRNCHERTE . FRITK 1000 2L EDOL— L A2 F e
ACL [T B E T,

Procedure
Command or Action Purpose

AT w 71 | configureterminal JTa— )L a7 4 Xz lb—3a
Example: T FEIBLET,
switch# configure terminal
switch (config) #

RTw F2|{ip|ipv6} accessist name ACL Z1ER L, Z®D ACLDIP T 7 &
Example: AVARar7 s Fal—gyE—
switch (config)# ip access-1list vtyacl f\é’ﬁ‘»ﬁﬁ‘é‘bij‘o nam%li&@ﬂ%jﬁﬁ&i

64 5T,

AT 73| {permit |deny} 7' b =)L (50 B¢ | ACL L— LV AAERR L. FRE L7224 E T
¢ [log] [time-range B[] EDOFTXTDOTCP N7 7 4 v 7 &FFA]
Example: LETS
switch (config-ip-acl)# permit tcp any
any

AT v 74| exit IP77%A VAN ar74Xal—
Example: YarE—REKTLET,

switch (config-ip-acl) # exit
switch (config) #

iPAcL DEE I}
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Command or Action

Purpose

ATvT5

line vty

Example:

switch (config)# line vty
switch (config-line) #

AR EIRE L, 7ML 7 4F=
L—y gy E— RERHBLES,

ATvT6

{ip | ipv6} access-class name {in | out}

Example:

switch(config-line)# ip access-class
vtyacl out

FRESNIZACL Z#H LTI To

VTY [RIFRIZ x5 515 F L OV (5 Hake
ZHIR L 9, names|# Dk KE 1T 64
LT,

ATy T17

(Optional) show {ip | ipv6} access-lists

Example:

switch# show ip access-lists

fEED VTY ACL # 58, REINT-

ACLZRRLET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

L
I:o*‘ Li‘?’*o

IPACLRD L —4 U RABEBENDESR

IP ACL NONL— VAT BN _RTDOY—r o AFSFEERETEET,

Before you begin

ACL DR E

|Z1% Session Manager 145 Z & A HELE L £, Z oMz M+ 5L, ACL

DREZIT, TOREICKHELIND ) Y —=APFIHARETHLINE > E, VY —A%

FEfTar 74 Falb—vailaly FTAHHIC

N—AREFENTWS ACL T3t L CTHICEZI T,

Procedure

RTEFET, ZOMEEIX. 1,000 LLED

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g
E—RFZBBLET

ATvT2

. IPACL DE%E

resequence {ip | ipv6} access-list name
starting-sequence-number increment
Example:

switch (config)# resequence access-list
ip acl-01 100 10

ACL NIZREIR SN TV D IL— Ll —
U AZ G EMTET, FEE LIRS
= AT ISR DO — AT B
NWET, BFEOFNL—VITIEZ, ERIO
=N X0 HERENESHFIT HNE
T, HHOMRRIL. fEE L7z k-
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IP ACL D HlIB%

IP ACL () HIBR .

Command or Action Purpose

TWEDY £9, starting-sequence-number
Bl% & increment BI%IE. 1~
4294967295 DEEHLTIHRE L £,

AT w 7 3 | (Optional) show ip access-lists name IPACL O EEF R LET,

Example:

switch (config)# show ip access-lists
acl-01

R 7 4| (Optional) copy running-config FITRELR, AF— T v 7REIL=A
startup-config vE—LE7,
Example:

switch(config)# copy running-config
startup-config

IP ACL %7 XA AMLHIBRTE £97,

Before you begin

ZDACL WA v H—T oA AZHEHINTWDENE I D EHERLET, HIFRTX 501X, Bl
A SN TS ACL TY, ACLEZHIBRLTH, ZTOACLAEH SN WA v ¥ —T = A
X@&E IWBEZITEY A, T AFHIBRS N2 ACL #ZETHhDH E R LET, IPACL
BESNTWNDA U F—T oA A% IZIE, showip accesslists =~ > RE 71X
sI*nowvaacc&ssrllsIs:r’?/I\& —#&1Z summary ¥ — 7 — RZEH L7,

Procedure
Command or Action Purpose

R T w 71 |configureterminal Ja—r L ar 7 4 X o L— g
Example: T—FZBBLET,

switch# configure terminal
switch (config) #

ATy T2\ kOWTNDa<wr REANLET, |4BITTHRELZIPACL ZFE {737 4

* noip access-list name Fal—arnoHlRLET,

* nNo ipv6 access-list name

Example:

switch (config)# no ip access-1list
acl-01

AT 73 |(Optional) ROWFNnDa~ RuE A |IPACL DixEwFr LET, ACL 31
HLET, YH—=T A AT EHE WA ST

IPACL DERFE .
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Command or Action Purpose
» show ip accesslistsname summary | 28480%. 4 v ¥ —7 = ARFR I
* show ipv6 access-lists name F9,
summary
Example:

switch (config)# show ip access-lists
acl-01 summary

A 7w 7 4| (Optional) copy running-config FATRELR, AF— T v TREIC=
startup-config F—LET,
Example:

switch(config)# copy running-config
startup-config

ACLTCAM ')—2 3 > A4 XDEKRTE

/~n— K7 =7 @ ACL Ternary Content Addressable Memory (TCAM) VU — 3 > O A X&ZH
TEET, TCAM I —E 2 7RICIE, REZRTFLTAS v F 2 n—FT20ERHD £
To AA v TFIFEEDOHDEY 2— N0 HLHGEIL. BREDRIFITKERIN 2200 £,

Z ZTORFIIL, Cisco Nexus 9200, 9300, FBLTR9500 U —X A A »F I L, Cisco Nexus
3164Q. 31128PQ. 3232C, B LU 3264Q A A v F DT X TTHHTEETAN, TCAM 77
L— hZ2iHLTACLTCAM V — 3 > H A XERET DHHENH D NFE2 XT3 A A

(X9432C-S 100G 7 A > 51— R C9508-FM-S 7 7 7'V w7 Y 2 — /L7 ) |[ZIZHH T
EFH¥A, TCAM 7 7 L— MO FIEOFEMICONWTIEL, 77— &2l L7z ACL
TCAM V —Y a3 > A ADOFRE] 2SR L T EE0,

)

GE) T b—trrEATLE (77— b2 L7 ACLTCAM J —Y a3 > H A XD
BRE (50 °—) | &) . Z 2Tt L7z hardwareaccess-list tcam region =< > R
ITEE L EHA, Zoa~vr REEHT LI, 77— hoay MEFERT 065
NHYET,

s /LT % v A b PIM Bidir #AE hardware access-list tcam region =~ >~ K%, Broadcom
~N— 2D Cisco Nexus 9000 > — R A1 v FIZOHREHENET,

* QoSTCAM #1 — B> VDR EIZOWTIL,  [Cisco Nexus 9000 SeriesNX-OSQuality of Service
Configuration Guide] #ZH L T 72 &0y,

FiE
ARV RFERET7IVa Y BRI

R w 71 | configureterminal JTa—N) ary7 4 Xal—igy
ﬁu . £ — ]\%Eﬁﬁébi—g«o

. IPACL DE%E
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switch# configure terminal
switch (config) #

ATvT2

[no] hardwar e access-list tcam region
region tcam-size
fi

switch (config)# hardware access-list
tcam region mpls 256

ACLTCAM U —Y 3> A XEEH L
9, EHARER ) —Va ikt B
nTT,

« n9k-arp-acl : CPUIZ[[7> 5 & TA
VHE—=T A AIANDARP N Y |
DOL— MRz ELE T, arp /3
7y MBE STz L— MTHERLS
LHEINC, AVE—T A AT LT
ZDOL— MR A FRET 2 M) &
nET,

e arp-ether : ARP/L 1 -¥ 2 Ethertype
TCAM U —Y = v A X%HEL
7,

s copp : COPPTCAM J —¥ = > %A
AEHFELET,

seflow: Hj7a— oo 2D
TCAM V— 5 2 B A Z&FREL
iﬁ—o

scopp : COPPTCAM U —> 3 > %A
AEFELET,

s egr-racl : 177 1Pv4 £ 7213 IPv6 /L—
% ACL (RACL) TCAM U — 3 v
YA X E LFET (Cisco Nexus
9200 A A v FDFH) |

s egr-sup : 71 A —731 % TCAM
J—Yar A XERELET
(Cisco Nexus 9200 A A~ F D

) o

« e-ipv6-qos : IPv6 {177 QoS TCAM
V—Yar A XEHELET,

s eripv6-racl : IPv6 (/)1 —% ACL
(ERACL) TCAM V — 3 > ¥4
ReBELET,

« emac-gos : 177 MAC QoS TCAM
V=g A XEmELET,

IPACL DERFE .
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B aciteam y—vaL v axomE

ARV RFERETI VA Y BHY
* e-qos : IPv4 {{/] QoS TCAM U —
Vary A XERELET,

« e-qos-ite : IPv4 /) QoS Lite TCAM
U—=Var A XeRELET,

s eracl : IPv4 1 )/L—% ACL
(ERACL) TCAM U —v 3 > %A
AR ELET,
« fex-ifacl : FEX IPv4 7"— I ACL
TCAM U —Y =3 v ¥ XEREL
£,

» fex-ipv6-ifacl : FEXIPv6 78— k ACL
TCAM UV —V a > A4 XEREL
S

» fex-ipv6-gos : FEX IPv6 " — F QoS
TCAM YV —V 3 v A REBRE L
£75

« fex-mac-ifacl : FEX MAC " — bk
ACLTCAM Y —Y 3 v 4 A&k
’_./:E_‘ [_/ 32 ‘a‘o

« fex-mac-qos : FEXMAC 77— bk QoS
TCAM U — 3> g REdkiE L
ETO

« fex-gos : FEX IPv4 7" — I QoS
TCAM Y — g v A XZ2HEL
£7

» fex-qos-lite : FEX IPv4 7" — I QoS
Lite TCAM V — g v WA X%
ELET,

sfhs: thsTCAM U — 3 O A X
% E L F T, CiscoNexus 9300 }5
FLN9500 > — X A A v F D ths
J—2 3 2 TCAM 2 ETE &
7

“flow : AJJ7 B — 5 % TCAM
Y —Va A AERELET.

- ifacl : IPv4 "— b ACL TCAM U —
Carv A XEZHELET,

. IPACL DE%E
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« ifacl-udf : IPv4 ;R— ~ ACL . —
EFK7 4 —/V K (UDF) TCAM Y —
VarOW A XEHRELET (Cisco
Nexus 3232C 38 L 1V3264Q A A v F
DH)

eing-ifacl : AJ)IPv4, IPv6, F721%

MAC "— K ACLTCAM U — 3=
VA XREERE L ET (CiscoNexus
9200, 9300, 9300-EX AA > F D
) .

) =2—VPELREZ74—VF
(UDF) % ing-ifacl TCAM
U—2g 2 mL <,
UDF _— 2D IPv4 F 7-1%
IPv6 7" — h ACL Z iR E T
%79, UDF X—ZD
IPv6 7R— b~ ACL %,
Cisco Nexus 9300-EX A
A v FTORYR— K&
WET, M HREB K
O EDFNEIZ DN T
1Z. TUDFR—ZR—k
ACL O&E (59 ~—
V) ] mBRLTLES
U,

+ing-12gos : AJjL A ¥ 2QoS TCAM
V=Yg A RERELET
(Cisco Nexus 9200 A A~ F D
%L) le]

« ing-12-span-filter : AJjL A ¥ 2
SPAN 7 4 /L& TCAM V) — =
P A XEFHELET (Cisco Nexus
9200 ¥ TR 9300-EX A A v F D
) .

s ing-13-span-filter : AJLV A ¥ 3%
LY VLAN SPAN 7 1 /L% TCAM
V—Yar A XEHELET

(Cisco Nexus 9200 35 & OY 9300-EX
AL FDRHR)

IPACL DERFE .
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ARV RFEEETIII Y B8

s ing-I3-vlan-gqos : AJjL A ¥ 3,
VLAN., B L O'SVIQoSTCAM U —
Vary YA XEFELET (Cisco
Nexus 9200 A A v FDH)

« ing-netflow : NetFlow TCAM U —
Var A XeRELET,

sing-racl : IPv4 £ 721X 1Pv6 AJj/L—
% ACL (RACL) TCAM J —> =3 &
A X%FHELET (Cisco Nexus
9200 >V — X ZA v F D)

s ing-redirect : DHCPv4 U L —,
DHCPv4 A X—t'> 7. BIW
DHCPv4 7 A7 v XA L7
FTCAM U — 3 o YA Re3R0E
L $£9 (Cisco Nexus 9200 A A ~ F
DI) o

e ing-sup : AJJA—/3—/31 FTCAM
V=V ar A X=RELET
(Cisco Nexus 9200 3/ U — X A A v
FOH)

sipsg : IP ¥ — A JJ— K SMAC-IP /\
AT 47 TCAM U —V = >
A AERELET,

s ipv6-ifacl : IPv6 ;" — I ACL TCAM
V—Yar A XERHELET,

* ipv6-13qos : IPv6 L 1 ¥ 3 QoS
TCAM V —Y 3 > YA XEBE L
EJS AN

* ipv6-gos : IPv6 " — b~ QoS TCAM
V—Vary A X ELET,

e ipv6-racl : IPv6 RACL TCAM U —
Var A XERELET,

« ipv6-vacl : IPv6 VACL TCAM V —
Var YA XeHELET,

* ipv6-vqgos : IPv6 VLAN QoS TCAM
V=V a A XERELET,

. IPACL DE%E
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«13qos : IPv4 L 1 ¥ 3 QoS TCAM
V=Yg A XERELET,

« 13gos-lite : IPv4 L1 -¥ 3 QoS Lite
TCAM V—Y a3 > A REREL
£7,

» mac-ifacl : MAC "—  ACL TCAM
V=Yg A XERELET,

* mac-13qos : MAC L 1 ¥ 3 QoS
TCAM U — 3> A RedkiE L
\iTO

» mac-qos : MAC R— | QoS TCAM
V—Vay A XEHELET,

» mac-vacl : MAC VACL TCAM Y —
Var A XERELET,

» mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

» mcast_bidir : ¥/ F % ¥ X  PIM
Bidir TCAM J —> 3 o YA X%
ELET,

empls: A% 7 (7 MPLS TCAM
V—Var A X=RELET,

enat: Xy NU—2 7 RL 2Z5H#a
(NAT) TCAM V —> g > A X
ERELFET,

* Ns-ipv6-13qos : X9536PQ.
X9564PX, X9564TX 7 A v J1—
R, BELOMI2PQ LHHLIEE
va—/L (GEM) @ IPv6 L1 ¥ 3
QoSTCAM U — g v %A X%&ik
ELET,

* NSipv6-qos : X9536PQ. X9564PX,
X9564TX 714 > A—F, BLO
MI12PQ WHYEIEE Y = — b

(GEM) O 1Pv6 78— k QoS TCAM
V—Yar A XEHELET,

* NSipv6-vqos : X9536PQ.
X9564PX, X9564TX 7 A > J1—

IPACL DERFE .
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ARV RFERFTIVaY =)

R, BLOMI2PQ ILHHLIEE

Y a2—/L (GEM) O IPv6 VLAN
QoS TCAM VU —v =3 v A X% %
ELET,

* ns-13gos : X9536PQ. X9564PX,
X9564TX A > H— K, BIW
MI12PQ HILIRE Y = — /v

(GEM) @ IPv4 L A ¥ 3 QoS
TCAM V — 5 0 B Z&FREL
£,

* nssmac-13qos : X9536PQ,
X9564PX, X9564TX 7 A > 71—
R, BELOMI2PQ HAHLIEE
Ya—/b (GEM) ®MAC LA %3
QoSTCAM U — 3 v g XE3%
ELET,

* Nsmac-qos : X9536PQ. X9564PX.
X9564TX 74 > H— K, B
MI2PQ ILHEIRE ¥ = — /b

(GEM) ® MAC A — k QoS TCAM
V—Vay A X ELET,

* NSmac-vqos : X9536PQ. X9564PX.
X9564TX 7 A > 1— R, BIW
M12PQ IHIEIRE Y =2 — /1

(GEM) @ MAC VLAN QoS TCAM
JV—Yary A X eRELET,

* Ns-qos : X9536PQ. X9564PX.
X9564TX 74 » IH— K, BLOY
MI12PQ ILHYEEE Y = — b

(GEM) @ IPv4 7" — b QoS TCAM
V=g A XeBRELET,

* NS-Vqos : X9536PQ. X9564PX.
X9564TX 7 A > 1— R, BIW
MI12PQ ILHYEEE Y = — b

(GEM) O IPv4 VLAN QoS TCAM
J—Yary A X eRELET,

s openflow : A—7"> 7 v — TCAM
V—=Yar A AR ELET,

. IPACL DE%E
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*qos : IPv4 7" — | QoS TCAM U —
Vary VA XERELET,

s gos-ite : IPv4 7" — b QoS Lite TCAM
V=V a A XxRELET,

eracl : IPv4 /L'—% ACL (RACL)
TCAM U — 3> A ZAEHREL
iﬁ‘o

s racl-lite : IPv4 /L— % ACL
(RACL) Lite TCAM Y — =3 v
(Cisco Nexus 3232C 3 L U 3264Q

AAf v F) O A XEHELET,

e racl-udf : IPv4 /'— % ACL
(RACL) = —HEHRZ7 4 — /L R
(UDF) TCAM VY —<’ 3> (Cisco

Nexus 3232C 38 L TV 3264Q A1 v
F) O A XEFRELET,

eredirect : Y& A L7 FTCAM V) —
ar DV A R ERELET,

« redirect-tunnel : VXLAN Z/ L 7=

BFD IZfEH SN DY XA L7 & b
YFIVTCAM U —V 2 > O A X
EERELET,

GE) Zhawy R,
TP_SERVICES PKG 7 A1
TUANAL VA =L E
NTWDLHEEIZDHRY
A—hahET,

* rp-ipv6-qos : 100G 9408PC 7 A
71— R XV 100G M4PC LA LR
EYa2—/ (GEM) @ IPv6 AR — k
QoSTCAM UV —v g v WA A&k
ELET,

* rp-mac-qos : 100G 9408PC 7 1
F— KE LTV 100G M4PC IFLAYEEE
£ a2—/ (GEM) OMACH— k
QoSTCAM UV —y a v VA X&iR
ELET,

IPACL DERFE .
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s rp-gos : 100G 9408PC 71 > J1— K
B L 100G M4PC L FAHEIRE
Y a—/ (GEM) @ IPv4 R— b
QoSTCAM V —T a v A4 X%k
ELET,

rp-qos-lite : 100G 9408PC 7 1 >

71— R $ LT 100G M4PC JLAEE

EYa—/ (GEM) O IPv4 7R— k

QoS Lite TCAM U —Y 5 o H A X
RELET,

sflow : Cisco Nexus 9332PQ,
9372PX., 9372TX. 93120TX A A
F. BILUNIK-M6PQ F 721
NOK-M12PQ JLHHLIEE ¥ 2 — L

(GEM) #5#® Cisco Nexus
9396PX., 9396TX., 93128TX AA v
F @ sFlow TCAM U — g > ¥ A
R ELET,

span : SPANTCAM U —v = >
A AEBELET,

svi : AJISVI 4@ TCAM
J—ary A X ERELET,

vacl : IPv4 VACLTCAM VJ —< 3 >/
Yot RERIELET

vpc-convergence : vVPC =1 /83— =
YATCAM Y —v a v A Xask
Eb\ij—()

vqos : IPv4 VLAN QoS TCAM Y —
Var A XeRELET,

vqos-lite : IPv4 VLAN QoS Lite
TCAM Y —Y g v A AR EL
e

tcamsize : TCAM 1 X, A X%
256 DEECTT, A XD3256 L0
REWEEIT., SR2OEKTRIN
1£72 0 £ A, FHS O4A., #ilH
1% 0—4096 T,
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FTIHILVEFDTCAM Y —V g H A X
WETIZIE., 2oa<y Rono B s
ERL £,

Gx) har dware access-list tcam
region {racl | ifacl | vacl} qualify
udf udf-names ==~ > K& {#i
LCIPv4 = —HFEHRT 1 —/b
K (UDF) % racl, ifacl, BX
Wvacl TCAM U — g 127
% v F LT, IPv4UDF ~— A
@ ERSPAN Zi% & L 7,
har dwar e access-list tcam
region {ing-ifacl |
ing-12-span-filter |
ing-13-span-filter } qualify véudf
véudf-names =< > K&l L
T, IPv6 UDF %
ing-12-span-filter and
ing-13-span-filter TCAM (27
& v F LT, IPv6 UDF ~_— X
@ ERSPAN Z g% L7, #f
ik LOREFNHRIZONT
X, HEFT [Cisco Nexus 9000
Series NX-OS System
Management Configuration
Guide] &1L T ZEW,

R T w 7 3 | copy running-config startup-config EHTary 74 X=a2lb—varkr, AX—
Bl - N7y arzsFal—varila
switch (config)# copy running-config tﬁ”‘L,ji?fo
startup-config

RATv 74| ({EE) show hardwareaccesslist tcam | 7 /34 A THRD Y 1u— REHZHEH S5
region TCAM YA Z&EKRLET,

f
switch (config)# show hardware
access-1list tcam region

AT 75 |reload THRAANRY m— RS ET,
fAi

IPACL DERFE .
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switch (config)# reload OI) %EL/b\i}/f;fg)ﬁEFi‘ copy
running-config startup-config +
reload # A1 9570, T
DITAVH—K TV 2a—LE
Ju—RLERZRIZOBRENIZ
0 ET,

1

&Iz, Cisco Nexus NFE %A1 v F TRACLTCAM UV —> g DY A XE2EFET5
FlZRLET,

switch (config) #hardware access-1list tcam region n9k-arp-acl 256switch(config) #copy r s
switch(config)# reload

Configuring storm-control-cpu:

switch (config)# interface ethernet 1/10switch

switch (config-if)# storm-control-cpu arp rate 150

switch (config)# show access-list storm-control-cpu arp-stats interface ethernet 1/10

slot 1

RIZ. Cisco Nexus 9500 >V —X AA v F TRACLTCAM V —Y g DY A XA R
TAHBERLET,

switch (config)# hardware access-list tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

WIT, BEEMRTHZOIC, TCAM Y —2 3 VOV A ReFrnT 2025~ LET,

switch (config)# show hardware access-list tcam region
TCAM Region Sizes:

IPV4 PACL [ifacl] size = 512
IPV6 PACL [ipvé6-ifacl] size = 0
MAC PACL [mac-ifacl] size = 0
IPV4 Port QoS [gos] size = 256
IPV6 Port QoS [ipv6-gos] size = 0
MAC Port QoS [mac-gos] size = 0
FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 512
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0
IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0

. IPACL DE%E
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IPV4 RACL [racl

IPV6 RACL [ipvé6-racl

IPV4 Port QoS Lite [gos-lite
FEX IPV4 Port QoS Lite [fex-gos-lite
IPV4 VLAN QoS Lite [vgos-lite
IPV4 L3 QoS Lite [1l3gos-lite
Egress IPV4 QoS [e-gos

Egress IPV6 QoS [e-ipvé6-gos
Egress MAC QoS [e-mac—-gos
Egress IPV4 VACL [vacl

Egress IPV6 VACL [ipv6-vacl
Egress MAC VACL [mac-vacl
Egress IPV4 RACL [e-racl
Egress IPV6 RACL [e-ipv6-racl
Egress IPV4 QoS Lite [e-gos-lite
IPV4 L3 QoS [l3gos

IPV6 L3 QoS [ipv6-13gos

MAC L3 QoS [mac-13gos

Ingress System

Egress System

SPAN [span]

Ingress COPP [copp]

Ingress Flow Counters [flow]

]
]
1
1
]
1
1
1
]
]
]
1
]
]
1
1
1
]

Egress Flow Counters [e-flow]

Ingress SVI Counters [svi]
Redirect [redirect]

NS IPV4 Port QoS [ns-gos]

NS IPV6 Port QoS [ns-ipv6-gos]

NS MAC Port QoS [ns-mac-gos]

NS IPV4 VLAN QoS [ns-vqgos]

NS IPV6 VLAN QoS [ns-ipv6-vgos]
NS MAC VLAN QoS [ns-mac-vgos]

NS IPV4 L3 QoS [ns-13qgos]

NS IPV6 L3 QoS [ns-ipv6-13gos]

NS MAC L3 QoS [ns-mac-13gos]

VPC Convergence [vpc-convergence]
IPSG SMAC-IP bind table [ipsg]
Ingress ARP-Ether ACL [arp-ether]
ranger+ IPV4 QoS Lite [rp-gos-lite]
ranger+ IPV4 QoS [rp-gos]
ranger+ IPV6 QoS [rp-ipvé6-gos]
ranger+ MAC QoS [rp-mac-gos]
NAT ACL[nat]

Mpls ACL

Ingress IPv4 N3K QoS

Ingress IPv6 N3K QoS

MOD RSVD

sFlow ACL [sflow]

mcast bidir ACL

Openflow

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size

—
N

—
N

O OO ONOOUIOOOOOOoOOoO oW
ul
[}

o

256
256
256
256

0
=0

0
512
256

O O O O o o

acLTeam y—v 3> w4 ZngE [

Iz, T 74/ D RACLTCAM V— g v A XICETHIZ R LET,

switch (config) # no hardware profile tcam region racl 512

[SUCCESS] New tcam size will be applicable only at boot time.

You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config

switch(config)# reload
WARNING: This command will reboot the system
Do you want to continue? (y/n) [n] y

iPAcL DEE I}



IPACLDEE |
B 77— rsEmLEALTAM Y —S 3 Y 44 RDBE

FJL—FEFERBL-ACLTCAM )—> 3 Y A4 XDHETF

HABR LT T — M, Ek, BLOWEMT 52T, ACLTCAM Y —Y 3> A4 X
ERETEET,

F_TD Cisco Nexus 9200, 9300, 5L 109500 + Y — K A A w»F & Cisco Nexus 3164Q.
31128PQ. 3232C, BLU3264Q AA v FTiX, ZOFNEFE/IX TACLTCAM UV — = >
A XD E] FIEEZFEHLTACLTCAM V—Y 3> A XERETEET, 72721, NFE2
KT 3 A (X9432C-S 100G T A & I — R C9508-FM-S 7 7 7' 1) v 7 FV 2 —/L7g L)
1. hardwareaccess-listtcamregion 2~ > F&Z ¥ AR — K LTz, ACLTCAM Y —¥ =
VYA RERETLHMNERH Y T,

N

GE) «TCAM 7 7' L — b ZJ@ 4% & . hardware access-list tcam region =~ > RJHEHE L
Hh, a~v U REFEATLICE, 77— E2aly MERTLAZXLERH D £7,

* QoS TCAM 1 — B> 7 DFRGEIZOVTIE,  [Cisco Nexus9000 2 V) — & NX-OS#— & A fi;
HREAA R 22U T &N,

cTCAM 7 a7 7 A)LT 7 L— KL, CI9508-FM-S 7 77V v 7 £ 2 —/LTIIH¥HR—F

SNERA,
FIg
AU RFEREFET7TIV3 Y By
R w 71 | configureterminal Jua—\)ary 7 4 X¥al—gy
151 - ET— REMBLET

switch# configure terminal
switch (config) #

Z 5w 72 |[no] hardware profile tcam resource ACLTCAM V —¥ a3 ¥ H A XEHET
template template-nameref-template {nfe| 7 = -1 — | 2k U £,
|nfe2 | {12-13]13}}

| nfe : Network Forwarding Engine (NFE)
A 1 Cisco Nexus 9300 45 & 09500 3+ U —
switch (config) # hardware profile tcam =z 3164Q %J:U\‘31128PQ 5;\){/( 2D

resource template SR MPLS CARVE . _ c
ref-template nfe2 T 74V N TCAM 7 7 L— K,

switch (config-tcam-temp) #

nfe2 : NFE2 %} Cisco Nexus 9500 3 U —
R, 3232C, BLU3264Q T NA ADT
74/ N TCAM 7> 7 L— k,

[2-13 : Cisco Nexus 9200 > V) — & A A v
FOLAX2BIORNLAVYIREDT
TH NV TCAM T 7 L— kK,

. IPACL DE%E
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| PACLOEHE

FUTL— hEEALEACLTCAM Y—S 3> H1 X0z [

AU RFERETOVa Y

B8

I3 : Cisco Nexus 9200 >~ — X A A v F
DA ¥ IREDT 7 4V~ TCAM 7
»7L—h, LALVITCAMT 7' L —
M. Cisco Nexus 9200 ) — XA A v
FOTF 74N T T L— FTT,

ATvF3| ({EE) regiontcamsize VEERTCAMY —Y a v 2D A X%
i - T —MOBMLET, T L—
t h(config-t temp) # mpls 256 MBI 5 Y =Y a s ZicZnas
SW1TC conrig—tcam—-tem m S -
’ o Y REASLET, BHARERY -V
DY A RMIONWTIE, TACL TCAM
U=V a oA XORGE] 2B TL
72 &\, http://www.cisco.com/c/en/us/td/
docs/switches/datacenter/nexus9000/sw/7-x/
security/configuration/guide/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x chapter
01001.html#task
05981 BEEC92441 AF9F4BBCSE097B51CE

AT 74| exit TCAM 7 7 L—h a7 4 Xal—
i - var '—RERTLET,
switch (config-tcam-temp) # exit
switch (config#)

R 75 |[no] hardware profile tcam resource FTRTCOIFA v H—RBLER777 U v
service-template template-name I a— NI H AR AT T L— N
fil HWHLET,
switch (config)# hardware profile tcam

resource service-template
SR_MPLS_CARVE

ATv 76| (f£E) show hardwareaccesslist tcam | 3XT?D TCAM 7 > 7' L — b £ 7= 134F
template {all | nfe| nfe2 | 12-13|13 EOF LT L— b OREEER LET,
template-name}

f
switch (config)# show hardware
access-list tcam template SR _MPLS CARVE
ATw 71| ({£E) copy running-config FTar74Xal—vark, AX—

startup-config

1

switch (config)# copy running-config
startup-config

NPy a7 X2l — g 002
[:O—Lij—o

IPACL DERFE .
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B cwvsr—covoms

IPACLDEE |

ARV RFERFTI Va0 B8
R 7w 78| reload TAA AR B— RERET,
f5l - G¥) ZoOEIL. copy

running-config startup-config +
reload # A L7 ICOHA
TR0 7,

switch (config)# reload

TCAM Hh—E 5 DEFE

Y

FT7 4V FDTCAMY —V a VRTEIXT Ty M 74—k o TRV, ¥ _XTHOTCAMY —
Va Al L TWEDITTIEH Y FHA, HLEDY —Ta LV EFNITHITIE, 1 DD U —
Ta D TCAM A XZ2WHE L TG, HEDY —T a3 D TCAM YA A& L E9,

GE)

"

QoS TCAM 1 —E v Z DR EIZ DOV TIL,
Configuration Guide] Z#ZH L T 72 &0,

['Cisco Nexus 9000 Series NX-OS Quality of Service

WDOEIZ, BB 7T 74 —LbDAHSNITCAM Y =V a o DOF 740 s A4 Rk LE
—é—o

RE5:TIHIETCAM')—2 3 VE%E (AF5) : Cisco Nexus 9500 ') —X R4 v FH

)—23 4% H4X e B4 X
IPv4 RACL 1536 1 1536
IPv4 L A ¥ 3 QoS 256 2 512
SPAN 256 1 256
CoPP 256 2 512
VAT I 256 2 512
UEAL LY R 256 1 256
VPC o _R—T = % 512 1 512
4K
R6:TITHILTCAM ') —2 3 VEETE () : Cisco Nexus 9500 > ') —X XA < FF
)—T3 % H4X e BEtHA4X
IPv4 RACL 768 1 768
VAT I 256 1 256
1K
IP ACL D& TE




| PAcLDE
eamr—ev gz |

RI:TITHI LD TCAMY A X : Cisco Nexus 9504 £ L1 9508 TS5y b T+ —L A v F

Hhig Y4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 78— b QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

Ingress CoPP [copp] 128

VAL LT b IPv4 2048

UXZA L7 b IPv6 2048

R8:TIHILTCAM ') —> 3 U%E (AH) : CiscoNexus 9300-FX ') —X XA v FH

)—2av4 YA X & BitH4A4 X
IPv4 RACL 2304 1 2304
LA % 2 QoS 256 1 256
L4 ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2 SPAN 7 ¢ JL |256 1 256
o
LA % 3 SPAN 7 /L | 256 1 256
o
SPAN 512 1 512
NetFlow/Analytics 7 ¢ | 512 1 512
e
5K
RI:TIHILETCAM ') —2 3 VEETFE () : Cisco Nexus 9300-FX ') —X X4 v FH
)—oav4 H4 X ] Bt X
IPv4 RACL 1792 1 1792
VAT A 256 1 256
2K

IP ACL D& E
|



B cwvsr—corom

R10:TIT4ILETCAM ') —2 3 VEFE (AN)

IPACLDEEE |

: Cisco Nexus 9300-EX > ') —X R4 v FH

)—23 4 Y4 X iz At X
IPv4 RACL 1792 1 1792
L4 ¥ 2 QoS 256 1 256
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2SPAN ACL |256 1 256
LA ¥ 3/VLAN SPAN |256 1 256
ACL
SPAN 512 1 512
4K
RM:TIHILETCAM ') —2 3 VE%E (HH) : Cisco Nexus 9300-EX ') —X XA < FH
)—2 3 4 Y4 X ] At a4 X
IPv4 RACL 1792 1 1792
VAT A 256 1 256
2K

R12: TITHILETCAM') —2 3 VEEE (AH)

: Cisco Nexus 93003 ') —X XA v FH

)—oav4 a4 X & A4 X
[Pv4:R— FACL 512 1 512
IPv47"— QoS 256 2 512
IPv4 VACL 512 1 512
IPv4 RACL 512 1 512
SPAN 256 1 256
CoPP 256 2 512
ACIU —7 A > J1— |256 1 256
R DIPv47F— F QoS

ACLY —7 F A 71— |256 1 256
R ®1Pv4 VLAN QoS

ACLY —7 F A 71— |256 1 256
R ®DIPv4 LA 73 QoS

VAT A 256 2 512
V&AL bk 512 1 512

. IPACL DE%E




| PACLOEE

eamr—ev gz |

y—o3vf H4 X ] Bit14 X
VPC 2o X— = A 256 1 256
4K
R13:TIHILETCAM ) —> 3 VERE (HBH) : Cisco Nexus 9300 ') —RX XA v FH
y—avg H4 X ] it 14 X
IPv4 VACL 512 1 512
IPv4 RACL 256 1 256
AT A 256 1 256
1K

RU:TIHILETCAM ') —2 3 VBRE (AH)

: Cisco Nexus 92003 ') —X XA v FH

LAV 2~ LAV 3IHRE

Y—av4g H4 X 2 CEL 20
AJJNAT 0 1 0
AJj7R— bk ACL 256 1 256
AJ1 VACL 256 1 256
AJ1RACL 1536 1 1536
ATV A %2 QoS 256 1 256
ASIv A3 VLAN  |256 1 256
QoS
A A== | 512 1 512
AJjvA %2 ACL 256 1 256
SPAN
AJjv A ¥3 ACL 256 1 256
SPAN
R— F~_X— 2D SPAN |512 1 512
4096
RI5:TIAIETCAM') —> 3 VERTE (HH) : CiscoNexus9200>') —X R A v FRALA VY2~ LAY IHKRE
)—23 4 a4 X ] At a4 X
tti 771 VACL 256 1 256
177 RACL 1536 1 1536
Hif 2 — 8= 3 256 1 256

IPACL DERFE .
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\}

IPACLDEE |

y—o3vf

Y4 X

BEYAX

2048

R16:TITAIL L TCAM')—2 3 VERE (AH)

: Cisco Nexus 9200 > ') — X XA v FAL AV IRTE

Y—av4g H4 X [ CEL 2N
A7 NAT 0 1 0
AJjR— K ACL 0 1 0
AJ1 VACL 0 1 0
AJJRACL 1792 1 1792
ATV A ¥ 2 QoS 256 1 256
ASIvA ¥ 3VLAN |512 1 512
QoS
A A== | 512 1 512
A A ¥ 2 ACL 256 1 256
SPAN
AT A ¥ 3 ACL 256 1 256
SPAN
R— Fh~_X— 2D SPAN |512 1 512
4096

R17:TITHILETCAM') —2 3 VEETFE (HAN)

: Cisco Nexus 92003 ') —X R A v FRAL A ¥ 3%

)—2 304 H4 X & B4 X
Hi /) VACL 0 1 0
71 RACL 1792 1 1792
HI ) A — S g 4| 256 1 256
2048

KIZ. Cisco Nexus 95003V — X 2 A~ F TIPv6 RACL TCAMY A X&256\1C%ET Al AR L
F9, VA XM 256 D IPv6 RACL 1L, IPV6 WX TR TH D=, 5122 F Y ZfEHLE

B

G¥)

BOY—2a VOTCAMERTEEZER LTZY, BIOT AL ADOTCAMBKEEEE L12D§ 51
X, FEROFIRICENE T,

. IPACL DE%E



| PACLD

BRE

eamr—ev gz |

Cisco Nexus 9500 > — X 2 A v F TAJIIPV6 RACLTCAM J —> g VDOV A XERET H
i, 220047 aronTinnl 22FITLET,

A7 arv#m
AJJIPVARACL # 1024 => R U BSOS L (1536-1024=512) . AJIIPv6 RACL % 512 = b
VIO LET, ZOF T g UMBREENET,

switch (config) # hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé-racl 256

Warning: Please reload the linecard for the configuration to take effect

K 18:IPvARACL (A1) &L LI-EDEHEINI=TCAM ') —2 3 U5

)—o 34 H4 X i ‘it X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256 D= FY 2Z
A ABMERTE 220
. 1024 {E 0?

IPv4 L 1 ¥ 3 QoS 256 2 512

SPAN 256 1 256

CoPP 256 2 512

VAT A 256 2 512

UEA L7 bk 256 1 256

VPCa o _R— 2% | 512 1 512
4K

2ox512 20 R RS A AREY ST HRET,
FToar#w
IPv4 3 QoS DA X% 0125 L CHIBRL, AJJIPV6RACL ZEMLET, ZOA T a3
X, IPv4 LA ¥ 3QoS Zflifl L TWAAWEA I TE £1,

switch (config)# hardware access-list tcam region 1l3gos 0

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

&19: L1V 308 (A1) ZHIRLIE-BOEHFESN:- TCAM') —2 3 VRFE

J—als Y4 X ] Bt A4 X
IPv4 RACL 1536 1 1536

IPv6 RACL 256 2 512

IPv4 L1 ¥ 3 QoS 0 2 0

IPACL DERFE .
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IPACLDEE |

)—23a3 4 H4 X ] Bt a4 X
SPAN 256 1 256
CoPP 256 2 512
VAT I 256 2 512
VEA L2 b 256 1 256
VPC a2 —V x> A 512 1 512
4K

P X256 DS IPv6 RACL %A R —T7 W29 5I2iE, H) IPvd RACL % 256 ([ H L., H
77 IPv6 RACL ZBIN L £9°,

switch (config)# hardware access-list tcam region e-racl 256
Warning: Please reload the linecard for the configuration to take effect

switch(config)# hardware access-list tcam region e-ipvé6-racl 256
Warning: Please reload the linecard for the configuration to take effect

F 20:IPv4RACL (HiH) #FS LI=EDTI+IL b+ TCAM ') — 3 V%

J—2arvsd R (N & BEtH(4 X
IPv4 RACL 256 1 256
IPv6 RACL 256 2 512
VAT A 256 1 256
1K

TCAM U — a3 > OH A X% FH% L. show hardware access-list tcam region =~ > K% A
LT, 7L ZAOREY v — FEFZ#E A AT RE7: TCAM ¥+ X2 For L £,

b=

. IP ACL ®

TRTOEY 2—NVORMEHERFT 2121, T_XTOIA 2 II—REV2—E2)o—FRT5
7, copy running-config startup-config+reload # AJJ L CT7 A 2% Y o — KT 501 H Y
F9. TCAM U —Va VREPEE TH-ThH, Jr— RTI30ENRH 2011 B2 TT,
TCAM V —2 a VEREN TR TCETTLDEFHFSTIRDL, T3 A% Y rn— R T&EET,

REC &> TIE, TCAMY A &R ATAAPRRLIEZVTLZENHY £,

TCAM UV —2 3 VORERIZ, T XTOTCAM YV — a3 D 4K AN#IRBAEBx 5L, (RO
Ao —UNERENET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

ATGAADEEBZDHE, WORA =V RERRINET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

s
it



| PACLOEHE

uof ~—2 #K—+ acL oz I

TCAM U —> 3 VOORERIZ, T _XTOTCAM Y —Ya D IK HA#KIBEBZ L. kRO
Av—UnEREINFET,

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

K5 B DEEBEED TCAM MR E STV TWRUVVIRIEET TCAM 1 — bV v 72 L+ A REZ WA L
Lo2ETBLE, ROA v E—UNERINET,

ERROR: Module x returned status:
region and retry the command.

TCAM region is not configured. Please configure TCAM

GE)

256 L WVWIHTF TN DY EA LT FNTCAM U — 3 2 A XL, 430 BFD %7213 DHCP
JL—%ovalra2EFT L TCOAEAIT o TRrWAEEERH Y £, LW £< D BFD £7-
IIDHCP UV L— v a kST 572012, TCAM YA X% SI12 IZHECTULERNDH D56
N FET,

EELEY D

ACLTCAM V —Y g v ¥ A XDORTE (38 2—)

UDF R—X /R— ~ ACL D

UDF _— A M7 — ; ACL I%. Cisco Nexus 9200, 9300, LT 9300-EX v —X A A v FI|Z
KL TRETEET, ZOWEICED, T3 AZ=2—PEX7 +—/L K (UDF) TO~vF
YT EITVD, v F LIy FEIPvA AR— b ACL ICHEH T& 9,

UDF ~X— Z DR — FIPv6 ACLIZ, Cisco Nexus 9300-EXAA v F I L TRETEEd, 2D
BEREIC LD, 7L RAIH LWUDF T~ v F U 72T, v F Lz v h%& IPv6 AR— k
ACLIZHEHTE £,

FIE
ARV RFEREET7TIVa Y BHY
R 71 |configureterminal Ja—\) a7 4 X¥al—g
% - E— N&RWBLES
switch# configure terminal
switch (config) #
AT 7 2 |udf udf-name offset-base offset ength UDF ZD X HIZERLET,

1

switch (config)# udf pktofflO
packet-start 10 2

1 -

switch(config)# udf pktoffl0 header
outer 13 20 2

« udf-name : UDFO4 R ZHEE L £
T, AANCIERK 16 LTFO 5T
EANNTEET,

e Offsat-base : UDF A7 & v k N— 2
ZUTOESIHEELET, 22T
header i, A7k FE2EE L
Ny BNy X —T7,

IPACL DERFE .
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IPACLDEE |

ARV RFERETIVa Y

B8

{packet-start | header {outer | inner

{13]14}}}.

A7t b A TEY N RN—=AMN

LOLF 7'y N NA NIERREL
¥4, A7y F X=X (LAY
3/vA XA~y F—) ORAIDONA
NERETHI2E, A7y MEO
WCRRELET,

cRE ATy FLDOAS MR

BELET, 1 F2E32.4 FOA
DR — NI ET, BMOAA B
AT 2121, #5D UDF &7
ETDHIMLERDD 9,

D UDF Z# €& TE £, SER
UDF DA% EFTDHZ L 2HEEL £,

ATvT3

. IPACL DE%E

har dwar e access-list tcam region ing-ifacl
qualify {udf udf-name| véudf veudf-name}

1 -

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 F721% IPv6 R — ~ ACLIZ#E 9 5
ing-ifacl TCAM V —< 2 |2 UDF %7
HoTFLET,

TCAM VU —< 3 | ZHEH C& 5 UDF O
B, 77y b7 —LIZLHoTHERY
F 9, Cisco Nexus 9200 A A v F DA
I3 K 2 -2? UDF. Cisco Nexus 9300 A
A v FOEEITHRK 8 DDOUDF, Cisco
Nexus 9300-EX A A~ F DA IPv4
A— F ACL 2%} L TH K 18 @ UDF,
F 7213 IPv6iR— b ACLIZX LT 72D
UDF Z4Zfi C& 9

(G¥)  UDF{Effir2EemIinsd &,
TCAM V —Y 3 v 7
ME2 SAEMEICYER LET, +
DIRIEZFIRD D DH T & A
BLET, ZNLSDGE .
Zoawry REESREINE
9, MBS U T, REM A
AR—=Z2 D TCAM A— R %
HLTOS, Z0oavr RNk
BAJILET, FEMIZONT

1Z. TACLTCAM YU —> 3
A XOFHE] B LTL
72 &0,



| PACLOEHE

uof ~—2 #K—+ acL oz I

AU RFERETOVa Y

B8

GE) ZDa<r Ko no BRI,
TCAM U —< 9 )5 UDF %
PvEEL, V—yaraEvv
TNIA4 RIZRLET,

AT 7 4 | ¥ZH: copy running-config startup-config | U 7' — B L VY A X — MRFIZFH T

- T4 F¥alb—varBAY— R NT v
,;M ik , Ny Oy 7 4 F¥al—iglat— LT,

SwW1ltC conri CcCO running—-conri

startup—conf(izg o 7 g %E%%%%ﬁé@bzf%ﬁ L/i—g«o

AT w75 | ¥H: reload TNRA AN B—REINET,
fi (G¥)  UDF #&&ElE. copy
switch (config)# reload running—configstartup—config+

reload Z# A /) L7 D HA
T2 £9,

AT 76 |ip access-list udf-acl IPv4 77 tA 3 ha—L U R
Bl - (ACL) Z{ELC, IPTZ7EA U =R
switch(config)# ip access-list udfacl har7q4Falb—ar E— e
switch (config-acl) # ﬁél/jiiro

ATV TT | ROWT O a~wy ReEASJLET, |ACLZREL, UDF (1) TOH, F

» permit udf udf-name value mask ToFANE T b ‘74’ —Jb F‘bli)b\f
« permit ip source destination udf fﬁﬁ:@?&?x N
udf-name value mask (ACE) &8 T UDF T—HxH% XK
. SICRELET (2) ik~ 22 03|
Bl : B OHFiPHIT 0x0 ~ 0XFFFF T3,
switch (config-acl)# permit udf pktoffl0
0x1234 Oxffff 1 2® ACL |2, UDF OFE I b D
Bl - TACEZRETE LT, FACEIL, —
switch(config-acl)# permit ip any any, ﬁj—é’ﬁ\ziié UDF &7 o —/b }\%%O:
udf pktoffl0 0x1234 Oxffff ENTEET, F/2ld, §XTD ACE
NRET UDF DY A MZxfLT—ET 5
ZEMTEET,
ATv 78| ({£E) copy running-config FITREE, AY— T v TREICa

startup-config

1

switch (config)# copy running-config
startup-config

[:0_ Lij—o

IPACL DERFE .
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JL—% ACL & L T® IPACL M3E A

IPv4 ACL £721X IPv6 ACL iZ, ROZ A T DA L F—T A AZHEHATE 9,
B3I A X —T 2 A ABLIOY T A v H—T = R

IPACLDEE |

CLAFIAL—FFy h Bk Fr R AT —T 2 f X

*VLAN A ' H—T = A A

HHA L H—T AR

INBEDAHE—T 2 A A XA TSI N ACL iZ/V—4 ACL & Rz 3nFE T,

\}

Note

7 R— FTIEIYAR—FENEHEA,

HHn—4 ACLIZV 7 A X —T x4 AL, CiscoNexus 9300 >V —X A v F T o7 Y

Before you begin

WHT S ACL NEFEEL, BN LT N T 7 47 T4V Z ) U ITRRESNTVWA I L%

e L £

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_L a7 4 F¥al— g
E— FEBBLET,

ATy T2

TKOWTHNIOa<r REANLET,

« interface ethernet dlot/port[ . number]

* interface port-channel
channel-number

« interface vlan vian-id
* interface mgmt port

Example:

switch(config)# interface ethernet 2/3
switch (config-if)#

EELIEA LV EZ—T oA A XA T D2
V74 Fal—varEB—REHGEL
ij—o

ATvT3

TKOWTNIOa<y REANLET,

* ip access-group access-list {in | out}
* ipv6 traffic-filter access-list {in | out}

Example:

switch (config-if)# ip access-group acll

in

IPv4 ACL £ 721X IPv6 ACL %, $8E 711
DT T4 T7DLAYIA L H—T =
A RIZWHLET, &HmIZ—4 ACL
Z1omATEET,

. IPACL DE%E
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#—racLeLcoracoaEs

Command or Action Purpose
R 7 4 |(Optional) show running-configaclmgr |ACL OB ExF R LET,
Example:
switch(config-if)# show running-config]
aclmgr
R 7 75 |(Optional) copy running-config FATREE, AX— T v TRIEICA

startup-config

Example:

switch (config-if)# copy running-confid]
startup-config

I:O*‘ [/ji—g«o

Related Topics
IP ACL OfERK (30 ~—2)

R— b~ ACL & L T® IPACL DiEF

IPv4 ACL £7213Ipv6 ACL (X, LA ¥ 2 A ¥ —T A A (PHAR—FEEHR—F Frx
V) ICHEATEET, N6 U F—T oA A XA TITHEM S ACLIX, R— hACL &
RiaShET,

)

Note

A B —7 = A A% mac packet-classify T

HET HE1E. mac packet-classify =< > K& A

VE—T 2 A ABRENGHIRTAE T, IPAR—FNACLZA LV Z—T7 = ZTEATEEH A

Before you begin

WHT 2 ACL WEFEEL, BB LTE N T 747 T4 NVF ) U ITRRESNTNWD I L%

B L £

Procedure

Command or Action

Purpose

X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Example: E—FZBBLES,
switch# configure terminal
switch (config) #

ATy T2 ROWTN O a~v REANLET, |[BELIEA LV E—T =2 A XL T D2

« interface ethernet sot/port

« interface port-channel
channel-number

Example:

V74 FXal—varEB—REHEEL
F7,

IPACL DERFE .
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Command or Action Purpose

switch (config)# interface ethernet 2/3
switch(config-if) #

ATY T3 | ROWTNIpDa~vy REASLET, |IPv4 £721XIPV6 ACL & A v 4 —7 = A
AZETIR—=F FrRUTEH LET,
R—FACLTIE, £ N7 41
2N TR R— I TWET,
1 OO F—=T 2 A A1 DDOKR—h
switch(config-if)# ip port access-group ACL %ﬁﬂﬂfé’r ij—o

acl-12-marketing-group in

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

Example:

R 7 4 |(Optional) show running-configaclmgr |ACL OB Ex*F R LET,
Example:

switch (config-if)# show running-configd]
aclmgr

R T 75| (Optional) copy running-config FITRELR, AF— T v TRIEILA
startup-config v—L ¥,
Example:

switch (config-if)# copy running-confid]
startup-config

Related Topics
IP ACL OAERL (30 =—2)
MAC /N7 > MDA X —7 ML E 7213 b

IPACL®D VACL & L TOEA

IPACL IZ VACL & L CHEHATE £,

Related Topics
VACL D% E

IPvAACL B ¥ > T DERTE
Ipv4 ACL ¥ 7 7t AZRIET DI, mUNCT 78 A2 VA RMEERRL Tnb, fHES

NTIZACLEFEHLTCA L Z—T oA A LEDIPVvE b T 7 4 T DT4NE Y T x%—T I
2L, BBICACLEX Y Fatv X RIA—FERELET,

FE
ARV FERET7IVa Y Br

ATFvT1 configureterminal Jua—nN)ary 4 Xalb— g
M: :H*P%%%Lij}

. IPACL DE%E


cisco-nexus-9000-nx-os-security-configuration-guide-102x_chapter13.pdf#nameddest=unique_402
cisco-nexus-9000-nx-os-security-configuration-guide-102x_chapter14.pdf#nameddest=unique_404

| PACLOEHE

puactox>snzz [

ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

RFwF2 |ipaccesslist name IPv4 ACL Z{Epk L, IPACL =7 4
il - Xal—varEt—REHBLET,
switeh (confi . L names | B 64 SCFUNTHRE L £ 7,

g)# ip access-list
logging-test
switch (config-acl) #

R7 w73 | {permit|deny} ip source-address FRIHC—BTDIPVA b T 7 1 v 7 EFF
destination-address log A E IS TS . ACLDOL—LAfE
%l - BLET, AT AN — 8T
switch (config-acl)# permit ip any é%\/\o# b4 b L:Bé?”é%?z&m '%\'\/7
10.30.30.0/24 log Ao —UEEKRTELLIICTHIC

X, logx¥—V—RZEDLLENRDHY
£

Source-address 35 & UF destination-address
FIEICIZ, IPT RL AL Ry hT—2
JANRH—F, IPT LR LAERE
YT Xy h~wRAT | RARNT RLA,
FRIMEEDOT FLAZEEET S any
RENHY ET,

ATy T4 |exit REZEH L, PACL2> 7 4 F o
i - L—yaryE—RFaKTLET,
switch (config-acl) # exit
switch (config) #

AT w75 |interfaceethernet slot/port A VB —T 2 ABET— &G L
£ ESE
switch (config)# interface ethernet
1/1
switch (config-if) #

AFw 6 |ipaccess-group namein BESNI ACL Z2EHLTA v ¥ —
4 - TxAALEDIPVA T 7 4w DT 4

. . . NE) T F—=T M LET, &
switch (config-if)# ip access-group B _ .
logging-test in G774 v 7ICACLEHATE

TO

AT ST |exit BREEZEHL, A H—Txf AT

Bl - T4 X2l —ra T —RERKRTLE

switch (config-if)# exit
switch (config) #

—a’_‘O
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IPACLDEE |

ARV FFEREETIVa Yy

S

ATvT8

logging ip access-list cacheinterval
interval

1 :

switch(config)# logging ip access-1list
cache interval 490

ACLu X 7 7Fuatvxonu 7 EHME
(FPHART) ZRELET, T 744 B
B 300 B> CJ, #iPHIL 5 ~ 86400 F»
<7,

ATvT9

logging ip access-list cache entries
number-of-flows

51

switch (config)# logging ip access-1ist]
cache entries 8001

ACLEX 7 Futvt A TE=FTHT
2O REEEELET, T 741
M1 8000 T3, YAR— h SN AHIED
#iPHIZ 0 ~ 1048576 T,

ATy 710

logging ip access-list cachethreshold
threshold

1 -

switch(config)# logging ip access-1list
cache threshold 490

77— MIRAEINSHIC, fEE SN
7o’y NS B SRk X a7 BERE
T, Syslog A v —U N EREINE
R

ATvIN

logging ip access-list detailed
1)

switch(config)# logging ip access-1list
detailed

show logging ip access-list cache ==~ >~
RO TERREINDRDIGEHRE A2
WLET, 77 ARG MY
(ACE) > —# 2% %5, ACET 7/
v a v, ACL4., ACL /H, ACL~7 ¢
NEHBAT BEOACLEHA v % —
Tz A A,

ATvT12

hardwarerate-limiter access-list-log 7~
Z2

51

switch(config) # hardware rate-limiter
access-list-log 200

ACLE X 7 D= A—r8— A W
TV a—/UIaE—=ENHNT Y D
L— MR pps TERE L £7, #if
X 0 ~ 30000 T,

ATv 713

acllog match-log-level severity-level

1 :

switch(config) # acllog match-log-level
5

ACL D— &5t D i/ NERE L
NERELET, 7740 M6 (1F
) T, #EIT (BAR) ~7 (F
Ny 7)) TT,

ATv 714

. IPACL DE%E

(fE:E) show logging ip access-list
cache [detail]

&1

switch (config) # show logging ip
access—-list cache

EEICIPE L OB EIPT RL A &#(E
JLA— b B X UOSEEAR — M, =G
A B—=T A ARE TIT 47
a7 7a—IlET O REFRLE
9, loggingip access-list detailed =~ >
FE AT HE, B, 778X
avhp—nxr U (ACE) DI —
r v A%, ACEDT 7 a v, ACL



| PACLOEHE

BREYLALY FTBEHOHTIP A vy Fizs b AcL0EE [

ARV FFEREETIVa Yy

E:)

D& HI. ACLDOJE, ACLD T 4 V4
AT BEXOACL O A 4 —
TxA ADEFERLEENE T,

BERZEZVZALY T H=HDHTTIP A Vv FIZk % ACL DERTE

BEDHTTP A Y v RERITZEL., BEOFR— MIEHREIN WA —XNIZY XA L7 T
HEIICACL ZHRTECTEET,

WOHTTP A Y v K2V XA LI N T&EET,

* connect
* delete

e get

* head

* post

* put

e L —X

1R BHHEIIZ

har dwar e access-list tcam region ifacl 512 double-wide =~ > FZf f{ L C. IFACL fEIKDOf%1E

IR

TCAM ZEHMMCLET, Zoa<wr RiE, ZJu—_)Lary7 4F¥alb— g @A ENE
T, ZOREEAENNCT AT, AAMvFEYn—FLET,

FIE

AU RFERETIVa Y

E:)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Jua—)L a7 4 F¥Falb—g v
£ ]\‘%Fﬂlﬂﬁébiﬁo

ATvT2

ip access-list name

1

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =7 ¢
Fal—IaryET—RFRE2RBELET,
name s | $xix 64 LT LINTHRE L £ 77,

ATvT3

[sequence-number] per mit protocol source
destination http-method method
[tcp-option-length length] [redirect
interface]

B@EDHTITP A Y v Rt — N2 XA
L7 b5 L5912 ACL ZREL £,

IPACL DERFE .



B =xzu5L5 19200 HTIP x Yy FIZE 5 ACLORE

IPACLDEE |

ARV RFERETIVa Y

B8

1

switch (config-acl)# permit tcp
1.1.1.1/32 any http-method get

IROHTTP A Y v RO HR— KT
e

» connect : CONNECT % Y v R
[0x434fdede] T HTTP /X% v h &1
/E]\ [_/ i ‘a‘o

e delete : DELETE #* ~ v K
[0x44454¢45] THTTP /<% v b % MR
/E]\ [—/ i ‘a‘o

« get : GET A ¥ v [ [0x47455420] C
HTTP /7y hERALET,

« head : HEAD # /v K [0x48454144]
THTTP X7y FERAELET,

e post : POST AV v K [0x504f5354]
THITP N7 v FEBRAELET,

«put : PUT # ¥ v R [0x50555420] C
HTTP /N7y b & BELET,

s trace : TRACE XV v K
[0x54524143] THTTP /37 v k&R
/El\[/iﬂqo

tcp-option-length 47" = %, "

FNDTCP AT ay ~y A —DES
BEELET, 77X arbao—L
> hU (ACE) (Z1E, H&K4>DTCP
F7a vk (A OB ERGE
T&Ed, RSOHEPMIZ 0~ 40 TY,
ZOFTvarERELLRWVGEA, EX
X0 ESIL, TCP AT v a vy ~y
X —D7p\ Xy N2 ACE & —3
LEd, ZoFFaralifdsl,
WERTCP A7 v ay ~y X —%FED
Ny TCH HTTP AR ATE £
7

DEA LY M ATV a0k, FEDR—
MZEEE S LTV D B — 3|2 HTTP A
Yy REVXA L7 NLET, HTTP U
XA L7 MEREIZ, LA Y3R—FTIX
HRE L £ A,

. IPACL DE%E
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1pve i3k~ v ¥ — AcL oiE [

AU RFERET7TIV3 Y B
ATy 4| ({£E) show ip accesslists name IPACL DR ELERRLET,
1 -

switch(config-acl)# show ip
access-lists acl-01

XTv 5| ({£E) showruninterfaceinterface A B =T 2 ADREEXFZRLET,
slot/port
B -

switch (config-acl)# show run interface
ethernet 2/2

il

OB TIE, X7y FOTCP ATV gy ~v X —DEIZEEL, "—k Fy¥ 3L
4001 [ZHEE STV DB — N2 post HTTP A Y > K& U XA L7 FLET,

switch (config) # ip access-list http-redirect-acl

switch(config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

switch(config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry

switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

IPv6 P35~ v 4 —®D ACL DEETE

ZOFNEE, ROTNAA ZAZOHEHSNET,

« Cisco Nexus 9504 33 LN 9508 E =7 v —3 (N9K-X9636C-R, NIK-X9636Q-R,
NIK-X9636C-RX, # L T N9K-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2Ah ZA v F (N3K-C36180YC-R 35 JL TN N3K-C3636C-R)

CiscoNX-0S UV U —R 93(7) I TIZ, Z 212U A FENTWASF 31 ZTIPv6 ACL & iR E
THGE . PR~y X —% &1 IPV6 /X7 ORI T 28 LWL — L2 &0 5 LERH
D E9, IPV6 JEIRE v X —OFEMIZ OV TIiL,  [CiscoNexus9000 o U — A NX-OS . =% v A
M—TF 4 TREHNA K] ONX-0S U U —RA93(x) LUED [fHFE(L LIZIPv6 /N7 v |k ~ v
H—] LML TLIEIN,

GE)

ZTOFNETEIR U — L F 35S — T, Ry oo 7 4 —L RIc—F3 A1
D ACL V— VTR 7R, D7 &b 1 DDYEE~ Y X —%Fo IPv6 /X7 v M@ SN E
j‘O

IPACL DERFE .
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Flig
ARV FERET7IV3 Y Br
R w 71 | configureterminal Ja—r\)ary 7 4X¥al— gy
1l - T— RZEHBELET,
switch# configure terminal
switch (config) #
AT 72 |ipv6 accesslist name MAC ACL #{ER LT, ACL 2> 7 4

B Xal—ay F— REBEBELET,

switch (config)# ipv6 access-1list acl-01
switch (config-acl) #

AT 73| extension-header {permit-all [deny-all} | — L7z 4y MIKERT 7 v a v %

. IR
switch(config-acl)# extension-header s permit-all : b7 < &b 1 DOPLIE
P ~y B —E O IPV6 Sy B

switch (config-acl) #

AENET,

sdeny-all : L7a< &b 1 DOPEE
Ny B —ZFiOIPv6 2 RS R
oy FENET,

IP ACL &% 7E D HEER

IP ACL O EF A FAT DITIE, ROVTNLOIEEELITOET,

avw vk B#

show hardwar e access-list tcam region FRA ZATIRD Y 17— RIEIC
WH S5 TCAM YA Xa %
/?\‘ Li—a—o

. IPACL DE%E
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wpactogzowz |

avy kR

S

show hardware access-list tcam template {all | nfe| nfe2 | 12-13 |
I3 | template-name}

T_XTOTCAM 7 7 L— k
FriIgEOT L — D
REEFRTLET,

nfe : Network Forwarding Engine
(NFE) %})s Cisco Nexus 9300
BLU9500 >V — X
3164Q. B X N31128PQ HiH
4077 41 s TCAM 7 >
TL— b,
nfe2 : NFE2%})i:Cisco Nexus
9500, 3232C, 35X UV3264Q7
A ADT 7 4/ "\TCAMT
»7Fr—h,
12-13 : Cisco Nexus 9200 > U —
X AA v TFTLAFV2EBIW
LAY 3REDT 7 4/ b
TCAM 7> 7' L— |k,

I3 : Cisco Nexus 9200 >/ VJ — X
AA v FTULAYIREDT
T4k TCAM 7> 7 L —
}\O

show ip access-lists

IPv4 ACL DX E % T LFE
97,

show ipv6 access-lists

IPv6 ACL D% ExE R L E
TO

IPACL DERFE .
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IPACLDEE |

avy kR

S

show logging ip access-list cache [detail ]

EAF TIPS L O%EEIPT KL
A, EFIEA— B L U%EE
A— ME®, FEILA v F—
T A RIRE TIT 4T
0 J 7 a—ZT o mE &
~LFET, loggingip accesslist
detailed =~ K& AT 5
e AR, TR 3
fe—n =2 KU (ACE) ®
=l RFEE. ACEDT 7
v, ACLD4Hi, ACLD
Jilfl. ACLD 7 4 )vH Z A
7. BEXOWACL DM A
H—T7 A4 ZADERBEEN
*7.

show logging ip access-list status

S 7o —oikKRE, BED
Hahipa JilE,. EBAEOR
N LEVEEZFR R LET,

show running-config acllog

ACL Ou JERITREEF L
\i—g—o

show running-config acimgr [all]

IP ACL DR ER L TIP ACL
NDEHAINAAS v FZ—T A
A&EEH T, ACLDFEIT=
T4 X2 lb—varEFRRL
F7

Note Zoa<wr NiL, E
Tarvy74Falb—
varDa—YERE
ACLZZRLET,
al+ 7> a2 A
THE, FEirar
T4 F¥ 2l —T gy
DT 7+ (CoPP
HE) L —PER
\Z &5 ACL D)5
DERSNET,

show startup-config acllog

ACLOO JAHF— KT v &
ExEFRLET,

. IPACL DE%E
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ipacL o#EtEROE=2 U507

av Uk B#

show startup-config aclmgr [all] ACLOAZ— T v v
T4 ¥ 2l —varEERL
i‘g—o
Note Zpoa<wy KL, A

L= Ty ar
T4 F¥ a2l — g
D — W& E ACL
FFIoNLET, adlA
TarvEERTS
L A= T T
a7 4 Fal—
varyDFT 7k
(CoPP & JE) &
2—PERICELD
ACL Dl 5 B3R &
WET,

IPACL D#ETRIHRDE=A2 YT LD )T

IP ACL OFEFHEROE=F F7213 7 VT 2T HI2IE, RORIRTa~<wy ROWTNERE

ALET,

avw vk B

show ip access-lists IPv4 ACL DR E 4 Fm LE T, IPv4 ACL (T statistics per-entry
avy RREENTWDEAIE, showip accesslists 2~ KD
HAle, Sr—ne—8H L7y hOBEREGERET,

show ipv6 access-lists IPv6 ACL D% E# 7~ L £, IPv6 ACL | dtatistics per-entry

avy RBFENTWDHYATL, showipvb accesslists 2~ > K
OHIZ, HEA—N =B L=y FOHEBREDLNET,

clear ip access-list counters | 4-_-C® IPv4 ACL % 7~ 1345 E D IPvd ACL OFzHE®RE 7 U T
L/\iﬁqo

clear ipv6 access-list counters| 4-~=-T IPv6 ACL F 7= 1345 E D IPv6 ACL OFiEHEHRA 7 V 7
L9,

IP ACL D& E
| N
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IP ACL 0D % 7€ 5

acl-01 LW O LRID IPvA ACL Z1EfK L, 2N AR —MACLE L TCA—Y Ry b A X —T =
A 221 (bAF¥ 24 F—TxAR) ICHATHHEZEZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip port access-group acl-01 in

acl-120 £ WO A RTOIPVOACL Z/E L, ZhE/NL—ZACLE LA —V Ry A H—T =
A R223 (A F¥3A v H—ToAR) ICHATAHHERLET,

ipv6é access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

RIZ, single-source & V) £ RITD VIY ACL Z1ERL L, 4% VIY [E#E EOATNIP 77 1w
IR L CHEAT 20 &2~ LET, ZDOACLIL, B#ETHTXTHOTCP b7 7 1 v 7 &FFa]
L., ZOMOFTXTOIP 774y 2% Ry LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

WIZ, IPv4 ACL B X2 7 OREFE TR LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log
switch (config-acl) # exit

switch (config) # interface ethernet 1/1

switch (config-if)# ip access-group logging-test in

switch (config-if)# exit

switch (config)# logging ip access-list cache interval 400
( logging ip access-list cache entries 100

( logging ip access-list cache threshold 900
( hardware rate-limiter access-list-log 200
( acllog match-log-level 5

)
switch (config)
switch (configqg)
switch (config)
switch (config)

#
#
#
#

PATFIZ, UDF RX—RZ R— ~ ACL ODEEFZRLET,

switch# configure terminal

switch (config) # hardware access-list tcam region ing-ifacl 256

switch (config)# udf pktoffl0 packet-start 10 2

switch (config) # udf pktoff20 packet-start 10 1

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20

. IPACL DE%E
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FCINTASSIC |

switch# configure terminal

switch(config)# ip access-list udfacl

switch (config-acl) # statistics per-entry

switch(config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch(config-if)# no shutdown

ARATLACLIZDNT

Cisco Nexus 9500 &'V — X A A v FTIiE, RBLVPRXTA YV W—FREFEHL T AT A
ACLEZRETEET, VATALAACLEHTHE, AL v THORILT Z7EAY A &R
TRTCOR—MMILA¥2HR—FACL (PACL) 2% ETEET, VAT ALAACLEZRET D
L. TCAMOEREMEF L, AV > —0mA E /23R E XY OFEHEMET L
3

VAT A ACL OFEEIWCHDOWTIE, ROFEEFHELFHIRFHEEZZHML TSI,
e VAT LPACLIE, LA Y24 H—T 2 ATOLYR—FINET,

e R T4 I— FZ{§z 7= Cisco Nexus 9500 > V) — X A A v F TAA v FNEENTH7-90
12 TR TOEARMEEE TR 10K D ACEN Y R—FENFET, RXTA 2 I—F%
#53# L 7= Cisco Nexus 9500 > — R A A v F DO/ N— K7 = 7K EIL 64K ACE T,

« N3K-C3636C-R 3 L TXN3K-C36180YC-R 7 A » 7 — R Z## L 7= Cisco Nexus 3600 77
74— AL v FTUVATAACLERETHZ L TEE T,

¢« IPvAPACLTCAM V — 3 > (ifacl) & -R 54 » I— ROEEHE TCAM &% (12k)
FOEELBETHE, RIAY I— ROLDOERNPEIM S ET,

¢ ACE #3HEHIZ. AT A ACL TIIEAYR—FENTWER A,

¢ IPv6 1. AT AACL TITELEVAR—F SN TWERF A,

e VAT AACLIEZ, 7L —2T7 U M AR—FTHEHEPFR—FINFEEA,

e RVU—R T A F— RE##H L7 CiscoNexus ¥ U — X A A F TO Quality of Service,
ACL. F7-1Z TCAM 1 — By V3125 Tld.  [Cisco Nexus 3600 NX-OS Quality of
Service REAA R, VU —R7x] #ZRLTIZ3W,

T PI VIR, TRTOIN T T4y I E Ry TERIFFFAILET, 774 R T
E. ET Py 7 EHITACL EHNE T T H2ETIRTORNTI 7 v o7& Ry LE
3, FET7 v 7 ACL EHEIEIL. hardware access-list update default-result permit CLI
avy REFEHALCHIECE £9, ZOCLIE, WEAR— ML TOREREL 9. &
OF B LT IEEN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.

IPACL DERFE .
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus3600/sw/7x/qos/b_Cisco_Nexus_3600_Series_NX-OS_Quality_of_Service_Configuration_Guide_7x.html
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no hardware access-list update default-result permit => #This is the default
behavior. It denies all the traffic during ACL updates.

¢ Cisco NX-0S U U —2922) LLlid» Y UV —ATlEL, 7 b v 2 ACL ®H T Cisco Nexus -R
VY= TA Y A= RTEHR—=FENTOEEAN, FET b v 7 BH hardware
access-list update default-result 73 CiscoNexus -R &V —X 74 > B — R CTHR—hEhF
R

TCAM ') —2 3 > D5 &l

Y

=L

AT A ACL R ETHENC, FTTCAM UV —2 3 o2 5E L4, 1k KD ACL 3 7E
THEAIL. TCAM Y —2 3 U &2 5EITHLENRRNWT SICEE L TLEE VY, MoV T
IZ. TACLTCAM V—> 3y %4 Z0FE 38-X—) | ZBMRL T EE W,

(GF)  CiscoNX-0OS U U —* 7.0(3)F3(4) LAK: Tix. PACL IPv4, RACL IPv4, 33 J (ONRACL IPv6 %
12k X CRETEET,
~ — E '—L'
AT L ACL DERTE

IPv4 ACL Z1ERE L7205, Y AT LA ACLZREL £,

1R BRI
FNA AT IPv4 ACL Z1ERX LE T, ZEMICOWTIE., [IPACL OfERE (30 2—3) | &
LT IEEN,

FIE
ARV KRFERRETI a3 Y B#J

RTw 71| configt arI7 4 Xal—ar E— REMh
L/\i‘g—(]

RT v 72| system acl VAT LACLARE LET,

AT 73 |ipport access-group <pacl name>in A B =T = A XA ¥ 2PACL % i
MALEFT, A—FACL TiE, 121
YRTANEY U TTET R R— S
NTWET, 120 U F—T A AT
1 DOKR—h ACL Zi#H T& £,

VAT LACL DERFEE &K U show a7 2 FDF

AT I ACL Dshow 2= > RIZDOWTIL, ROFREF L T 7Z &V,

. IPACL DE%E
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1K A7 —ILD Y AT L PACL DERTE

AT L ACL DERTEE & U show 37 2 FDHF .

(T4 TCAM Z{FER)

1K 27— LD 25 A PACL DFEEIZHOWTIE, WOHFIEZSBLTLLEFEEW (F741 F

TCAM Z1#ifH)

A5 w71 : PACL Z1ER L £,

config t
ip access-1list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eq 500
26 deny tcp any eq 490 any

1000 deny any any

AF 2 PACLAH VAT A L-ULICEMA L ET,

configuration terminal
system acl
ip port access-group PACL-DNA in

AL o FICRESINLTND

2L ET,

switch# sh run aclmgr

system acl

ip port access-group test in

switch#

sec system

DY AT A ACLZERGET 521X, shrunaclmgr | secsystem =2~ N

AA » FITERE SHL TV D PACL ZFREET 5121, ship access-lists <name> [summary] =~ >
NEFERHLET,

switch# sh ip access-lists test

IP access list test

10 deny udp any any eq 27
20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32
switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279

Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

iPAcL DEE I}
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B o x7iacomeEssvshow a7 Kol

PACL IPv4 (ifacl) TCAMY —< 3 » YA X&HRFET 5 121%. show hardware access-list tcam
region =~ RZHEHALET,

switch# show hardware access-list tcam region

Kk kkkkkkkkhkxkkhkkhkkkhdkhkkkhxk kA PWARNTNGH * * x K K &k sk ok ok ok ok ok ok ok ok kb ko kb koo ok okokok ok ok
*****************The Output ShOwS NFE tcam region info******************
***pPlease refer to 'show hardware access-list tcam template' for NFE2***

R R R R e R R

IPV4 PACL [ifacl] size = 12280

IPV6 PACL [ipv6-ifacl] size = 0

MAC PACL [mac-ifacl] size = 0

IPV4 Port QoS [gos] size = 640

IPV6 Port QoS [ipv6-gos] size = 256

MAC Port QoS [mac-gos] size = 0

FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 0
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0
IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 0
IPV6 RACL [ipvé6-racl] size = 128
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 0
Egress IPV6 VACL [ipvé6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 0
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l3gos] size = 640
IPV6 L3 QoS [ipv6-13gos] size = 256
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 0
Egress System size = 0
SPAN [span] size = 96
Ingress COPP [copp] size = 128
Ingress Flow Counters [flow] size = 0

switch#

ACL BiED T 7 =J1)v AR — MEHRZ R T HI21E, show tech-support aclmgr 5 & O show
tech-support aclqos =~ > R&fEH L £9°,

show tech-support aclmgr
show tech-support aclgos

. IPACL DE%E
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+7vz4 rsn—Jouz ]

S A » o AN =JL =
AT M TIL—TDETE
IPv4 ACL B XV IPv6 ACL D)L— )VIZEE T LoD T FLAB IO e ha ii— b &2
ETHEIC, A7V N I A—FEFEHTExET,

ATy b JIL—TIZxT % Session Manager D H7R—

Session Manager |34 7Y =27 b V=7 DR ELZ Y R—FLTWET, ZOWELHEHT S
L BRERYyVaYEERL, ATV NN —TOREEEEFITAL T 4 Fal— g
NZa Xy M ARNCHEGR TE £, Session Manager DFEFMIZ DU Tik,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guide] % & L CT< 72 &0,

P77 FLR AT M TIL—TDERELUVER
IPvd7 RVA TN—T 47V =7 FOERBLOEE LR TTEET,
Y

Note Cisco Nexus U U — % 7.0(3)I5(2) BAKE T, nohost |Pv4-address =t~ > FIEH 74— k & TL
Ft A, DME %7 — b Tit, nosequence 2~ REMH LAWAIRRIZI AR — S TnER

/l/o
Procedure
Command or Action Purpose
AT w 71 | configureterminal Jua—\)ary 74 X¥al—3gy
Example: T— FERHBLET,
switch# configure terminal
switch (config) #
ATy 72 |object-group ip address name IPva7 RLAFT V=l 8 T N—T"%

Example: ERE L. IPV4 T RL A F 77 N
switch (config) # object-group ip address =T arz A Fal—raryE—FNK
ipv4-addr-group-13 ZBAME L £9,

switch (config-ipaddr-ogroup) #

AT T3 ROWTN PO a~vr REANLET, |7 V=2 b Zr—70xr b %E
* [sequence-number] host |Pv4-address PRLET . BRI 5= P 22T,

« [sequence-number] hog =~ REMEH L CTHE—-DOKRA R &

| Pv4-address/prefix-len RET LM, £lidhost a2~ F&4H

* [sequence-number] | Pv4-address BLTARRFDORy N —27 Z4EE L%
network-wildcard R

Example: IPVAE T2 NI N—T DT VT v

I ARERETEEY, Zhd, &HIIDO

IP ACL D& E
|
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Command or Action

Purpose

switch (config-ipaddr-ogroup) # host
10.99.32.6

ey b TR~ LET, £,
T RLADIEEDOE y hT—HT5U 4
VR —R~2A 7 ZETEET,

ATv74

wkOWTNIHDa~ RE AT LET,

* NO [Ssequence-number]

* no host IPv4-address

* no |Pv4-address/prefix-len

* no | Pv4-address networ k-wildcard

Example:

switch (config-ipaddr-ogroup)# no host
10.99.32.6

AT N I—T D b EH
BRLET, 7227k Z—F05
HIERd 2= F Y Z &2, nofElo host
avr REMEHLET,

ATy TH

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipv4-addr-group-13

F T2 N TN —TOREEF L
F9,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup) # copy
running-config startup-config

FATRE R, A — R T v TR =
v—LEd,

N

IPv6 7 FLR A7

v I

98 GIL—TDERSELUVEER

IPV6 7 RLVA T N—TF 3TV F"OERB L OEFL2EITTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— gy
T FEIBLET,

ATv T2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé
address ipv6-addr-group-A7
switch (config-ipv6addr-ogroup) #

IPv6 7 RLA X T2l N T N—T%
B L, IPV6 7 RLAF 7V 7
N—F a7 4 FXal— 3y F—F
ZHMG L ET,

ATvT3

. IPACL DE%E

WOWTNNDOa<wr ReE AN LET,
* [sequence-number] host 1Pv6-address

F T N ITNA—TF D N EBE
BLET, fEkT2 MU ki,
hot 2~ F&EFEH L CHE—DKRA M
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Command or Action

Purpose

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] IPv6-address
network-wildcard
Example:

switch (config-ipvé6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

FBET B, Fioidhost a2~ FEAH
L CHRA ROy NT—V HfEELE
7,

IPV6A TVl N TN—T DT VT 4>
JAREEETCEET, U, &PIO
ey NTOA—FELET, £k,
7 RUVADIEEDOE Yy he—ET 574
N RA— RZEEETEET, IPv6 VA
)V R — K =X 7%, Cisco Nexus
9200, 9300-EX, B I
9300-FX/FX2/FXP A A » F & CiscoNexus
9364C AA v FTHR—bFINET,

ATv74

KOWTPDa~y REANLET,
* NO sequence-number
* no host IPv6-address
* no IPv6-address/prefix-len
* no | Pv6-address networ k-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT 2 N ITNA—T b ) &
IR LET, #7227 h ZL—F
SHIBRT 2= Y Z L2, no XD
host =~ > R&MAL £,

ATvTh

(Optional) show object-group name

Example:

switch (config-ipvéaddr-ogroup) # show
object-group ipvé-addr-group-A7

FTx2 T N TN—TOREERRL
=7,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipv6addr-ogroup) # copy
running-config startup-config

FATROE R, AY— b T » TR =
B — Li?‘*o

JORALNKR—b ATz R ITIL—TDERELVER

T RN R—F TV v I —TOERBLOEE > FTTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Ja—)L a7 4 Falb—g
£ F%Fﬁlﬁﬁé\bij«o

IPACL DERFE .
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

object-group ip port name

Example:

switch (config)# object-group ip port
NYC-datacenter-ports
switch (config-port-ogroup) #

abharviR—rFTT=T N T—
TEREKRL, R—hAT =7 b7

N—F a7 4 Xal—vgFT—F
R LET,

ATvT3

[sequence-number] operator port-number
[port-number]

Example:
switch (config-port-ogroup)# eq 80

AV E /AN Iy Ap = NY - (=
BLUET, /BT 2 b ZEIC, &
DOEHEFa~ ReE 1 >FHALET,

ceq: FHELTEAR— FE I HLE
JFET,

cgt: FRE LA —FEZLDREW
(FELWHDITEERY) R— ME
FIZ—BLET,

Mt FEELEAR—FEFESILD/HAEWN
ELWHDIEFEFERV) R— b
8L E T,

eneq : FRE L2 — FEELSL O
NTOFR— FFEFIC-BEHLET,

srange: fHE L72 2 DDFR— R &R
&L EOMOFFHDOR— FEFIZ—
®LET,

Note range =~ R7ZIFIX, 220D
port-number 5 ¥ % B L L %

j—o

ATv74

no {sequence-number | operator port-number
[port-number]}

Example:

switch (config-port-ogroup)# no eq 80

FT 2 N ITNA—T bz b &
HIBRL 9, HIBrRT 2= hU T LT,

T A o~ R noflBa Tl
HALET,

ATvT5

(Optional) show object-group name

Example:

switch (config-port-ogroup) # show
object-group NYC-datacenter-ports

FT 2 N I —TOREETF L
i‘a‘o

ATvT6

. IPACL DE%E

(Optional) copy running-config
startup-config

Example:

EATRIEE. 25— T v REIC
B — sz—g«o
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Command or Action Purpose

switch (config-port-ogroup)# copy
running-config startup-config

IV k JIL—TDHIR

IPVAT RLAF T V=2 b ZN—7 IPv6 T KVA ATV s I —7, 217 v b
IV HR—=F ATV N IN—TEHIBETEET,

Procedure
Command or Action Purpose

R 71 | configureterminal Ja—r L Ay 7 4 X o L— g
Example: EF—FEBLET

switch# configure terminal
switch (config) #

ATy 72 |noobject-group {ipaddress|ipv6address| fsig D47V = 7 b 7 —TEHIBRL
|ip port} name E
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

A5 73 |(Optional) show object-group TRTOF TV =7 b I N—T % KR
Example: L/jzj—o ﬁljlgé%éﬂf:j—j\f)l 7 I\ 7‘/1/\——’
switch (config)# show object-group ;fkiééﬁ%éS%Ljfff/uo

AT v 7 4| (Optional) copy running-config FATRER, A¥— T v TREIC=
startup-config P—LET,

Example:

switch(config)# copy running-config
startup-config

IO M ITIN—TDHERFEDIESR

3TV N TN—TOREEREFZRT DHIZIE, KOWTIhDOa~wr REERALET,

av U R BHH#

show obj ect-group FT 2l N IN—TORELF R LET,
show {ip | ipv6} access-lists name ACLEREDYLEMFHE R AZ TR L E T,
[expanded]

IP ACL D& E
|
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avy kR

Sl

show running-config aclmgr

AT N ITN—THEH T, ACL DRELF
~RLET,

Fiey i) 2 B 0D 3% 7

FrR S EE 0D Session Manager ¥-7k— k

Session Manager |ZFRFFIPHOX ELZ AR — R L TWET, ZOMEEAHFEHTLE, REE Y
TarEER L, B ORELELEITa L 74 Fab—yaicas y M HRICHER

T&E£7, SessionManager DFEANIZ DUVNTIL,

Configuration Guide] #ZH L T 72 &0,

R i) &0 BE 0D 1B Rk

[ Cisco Nexus 9000 Series NX-OSSystem Management

TNA A L CHRERI#EP 2 FR L. ZHUC— v BT E £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g
£ ]\‘%Eﬂﬁébij«o

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

R REPH 2 fERR L, IRFFRIREDR = > 7
Fal—rarE—FahmlET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEERMA A FF LT BEFORM (Mima &
D3) O1ALEOHERGE LR E
N 72D KD @I — LV EAER L E
—g—O

ATv74

. IPACL DE%E

(Optional) [sequence-number] periodic
list-of-weekdays timeto time
Example:

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

list-of-weekdays 5 |#t CHIE S L7 H

O, FEEBRMGRZ) &R TRZI O/ (W
EET) I2UAENC D LD rERL—
NEAERL L ET, list-of-weekdays 513D
EZIIROF—T — PR TE £7,
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Command or Action

Purpose

«daily : 1 ERIOTRCORA
« weekdays : HIEA WO MR T
«weekend : THEH2O HIEH £ T

ATvTh

(Optional) [sequence-number] absolute start
time date [end time date]
Example:

switch(config-time-range)# absolute
start 1:00 15 march 2013

start ¥—V— NOEZAIZHRE L7z HIR
O T2 Dt FEHE T O — LV AE
KLFET, endF—U— REHMELT1=%
B ZON—)VIIBEHIF AR E 5 L
WZHNZ2 D £77,

ATvT6

(Optional) [sequence-number ] absolute[start
time date] end time date
Example:

switch (config-time-range) # absolute
end 23:59:59 31 may 2013

endX¥—7— FDOE%AIZIRE LI HEFE
THIMN 72 DHExFERET DL — L EVERK,
LEd, sgartF—U— RaEE+5 L&,
ZON— VI T HRFZIBE S ETT -
EHHTT,

ATy T17

(Optional) show time-range name

Example:

switch (config-time-range)# show
time-range workday-daytime

PP OBE 2 Fom LE T,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

TR A A S — T v TR
B — Lij—o

R DL R

BEAF O RFRIFEH O — L OB L OHIBRZFEITTE 3, BEIFOL— VIEF X EHA,
=V EBEETLHITIL, FOL—AZHIBRL TS, BEEZINZ - V—VE2BEER L T,

BEAFDON— NV ORIZET LWV — VAT D UERH D56 T, BUED Y — 7 U AK S DIEE

KU TEFANTEHATE 2L (T,

DETLET,

Procedure

resequence 2~ RZEHA L Co—r v A& 52 HE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 FXal—g
£ ]\‘%‘/Fﬂlﬂﬁébjﬁj‘o

IPACL DERFE .
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Command or Action

Purpose

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

FFE ORFMEFAORMEHE = 7 ¥ =
L—y gy E— RERHBLES,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEEBHIG AR L 4T AEROR] (W2 &
D5) O1ALLEOER LR ZE
INZ 72D KD @M — LV EER L F
ﬁ—o

ATv74

(Optional) [sequence-number] periodic
list-of-weekdays timeto time
Example:

switch (config-time-range)# 100 periodic
weekdays 05:00:00 to 22:00:00

list-of-weekdays 5 | ¥t CHIE S L7 H
O, FEEBRMGREZ &R TIRZI O/ (WG
EET) EUAEMNRD X5 RERL—
NEVERL L £, list-of-weekdays 514D
EICIIROF—T— Kb TE £,
-~ daily : 1O COREH
« weekdays : HIEA 2264 H £ T

«weekend : HHEH2NHHMEH £ T

ATvTH

(Optional) [sequence-number] absolutestart
timedate [end time date]
Example:

switch (config-time-range) # absolute
start 1:00 15 march 2013

sart ¥ —U — RDO®%AIZHEE Lz HEF
DOAEN e Hffax FEHET DN — L 2 AE
RLET, end¥—U— FZ2EME L7285
By EON— VTR BRI E 5 &R
AT £,

ATvT6

(Optional) [sequence-number] absolute
[start time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

end ¥ — VU — RO®ZAITHEE LT AR E
THN 72 DRI HEAET O /L— L E AR
LEd, sgartF—U— RaEET5 &,
ZON— VI THRFZBESLETT -
EHNTT,

ATy T17

(Optional) no {sequence-number | periodic
arguments. . .| absolute arguments. .. }

Example:

switch (config-time-range)# no 80

FERI&FE D/ EDON— LV EZ IR L E
—é‘O

ATvT8

(Optional) show time-range name

Example:

switch (config-time-range) # show
time-range workday-daytime

IFRIPH OBOE 2 Fos L £,

. IPACL DE%E
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Command or Action

Purpose

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

FATHREE, AX— T v 7TREIC
E—L ¥,

Related Topics

REMFEPHO > — 7 AR ZOETE (88 X—)

F<y i8] 2 B 0D Bl B

TS R bR &2 HIBR T & £,

Before you begin

Z OWRFREIFIPHS ACL L— /L O WT DI SN TW AN E I R LE T, HIBRTE 5
DiX. ACL V— VI STV 2 R EEPE T3, ACL /b—/ U2l H &30 Cu 4 e[l %
HIELTH, ZOACL BN A SN TWAAL U H—T oA AOFREITITHE LA, T3
AVTHIER S - R #IPH 2 95 ACL L— %228 Th D E R LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATv T2

no time-range name

Example:

switch(config)# no time-range
daily-workhours

AT FEE LR EH 2 HIBR L £

ATvT3

(Optional) show time-range

Example:

switch (config-time-range) # show
time-range

TN T ORI OREZ FR LET,
HIIFR S U7 R RRISEDH I I ZOR S E R A,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EREE. 25— b7 v T RIS
I:o% Li—g—o
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Procedure
Command or Action Purpose

AT w 71 | configureterminal JTa— )L a7 4 ¥z l—3a
Example: F—FEBLET
switch# configure terminal
switch (config) #

25w 72 | resequencetime-range name BE &GP D V— U o — v A F S 2 E
starting-sequence-number increment DMCET, BBELEEEY— L A%
Example: BT DON—AZEI D JTHNET,
switch (config)# resequence time-range Ffe DK L— /Ui, BERIO/L—/L LD

daily-workhours 100 10 L REWEELRfTFoNnET, HEOM
itch fi — . ,
suiten(eontialt WRIE. HEE LAIC k> TR E D
ﬁ—o

R T v 7 3| (Optional) show time-range name IF I HLPH DR E 2 2R L £,
Example:
switch (config)# show time-range
daily-workhours

R T 7 4 | (Optional) copy running-config FATRER, AZ— T v TREIC=A
startup-config P—LET,
Example:
switch (config) # copy running-config
startup-config

by 2] 8 B 2% TE D 22

PP OBOEF 2 KR 2123, ROWTRDLOIEEZITVE T,

avU R =E]:g]

show time-range R O E 2 FR LET,

show running-configaclmgr | 4~ ~=C ORI 2 H T, ACLOEZEEF T LET,
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TAP 7 7'V /7 —3 = | [Configuring TAP Aggregation and MPLS Stripping]
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