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Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATv T2

key chain name

Example:

switch (config)# key chain bgp-keys
switch (config-keychain) #

F—Fz—UEEHRKL, F—Fz—r
a7 4 Falb—ay T— N2k
LE7,

ATvT3

(Optional) show key chain name

Example:

switch (config-keychain)# show key chain|
bgp-keys

F—F -V DREEZFRLET,
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Command or Action

Purpose

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config-keychain) # copy
running-config startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

F—Fz—2DHI

FRAZADF—F = — L ZHIRTEET,

)

Note

F—F == ZHIBRTHE, F—FT == NOF—ITENBHIBRSNLET,

Before you begin
F—F ==V EHIRTLIHAIE. TOXF—FT =—VEHBEHL TODHEEN N2 & 2R L T
LTSV, HIERT 2% —F == 2T 5L ICRESN TV OHREN & 556, £ OiRE
EDT A AL OIBEITRBT DTN = < 2D 97,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATvT2

no key chain name

Example:
switch (config)# no key chain bgp-keys

F—TF=2—rBIOZEOF—F =—IC
BENLTNDETRTOXF—ZHIFRL F
R

ATvT3

(Optional) show key chain name

Example:

switch (config-keychain)# show key chain
bgp-keys

FOFXF—F =z—UNEfTa T 4F¥a
L—g URIZARWE & BER L £,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config-keychain)# copy
running-config startup-config

HTRE A RS — T v TR
B — Lij—o
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EHENCTHZENTEET,

Procedure

Command or Action

Purpose

ATy T

[no] key config-key ascii

Example:

switch# key config-key ascii
New Master Key:
Retype Master Key:

7IA4~1) ¥—%, AES /XA U — K
BASRE T T2 K oI E L £ 7,
T4 <Y F—iX, 16 ~32LTFO R
FTHEREHNTEET, ZOa~v Rdno
FEXEHHTDE, WOTHLT T A~
F—zHIBrCTE £,

TIA =Y F—ZRET HHINT AES /X
AT — R bz aohicdsL, 7
FTA=<Y F—DEEIINLTWHRNED
INRAT— REF AN FE T I NN L&
NI AvE—UNRFRENET, FTA
<~V F—RNTTICREINTNIEHEA
X, HLWTFI7A4~0 F—2ANTDH
ANCHIED T T4~ $—%2 AT 5
XriskwonEd,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
£ ]\‘%‘/Fﬂlﬂﬁébjﬁj‘o

ATvT3

[no] feature password encryption aes

Example:

switch (config)# feature password
encryption aes

AES /XA U — REsS{LHRE 2= Bk =
TS b L £ 9,

ATvT4

encryption re-encrypt obfuscated

Example:

switch (config)# encryption re-encrypt
obfuscated

BEAF O Bl CHifEsg 72 b XA U — K &
B AT 6RERAL A T — R L E
7,

ATvT5

(Optional) show encryption service stat

Example:

switch (config)# show encryption service
stat

AES /RS2 U — RIFS{LKREL 751 ~
) R—DREAT— 4 A LR LET,

F—Fr—UEBEDETE II
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Command or Action Purpose
X 76 | copy running-config startup-config ETar 74 Xal—Yarhk, AX—
Example: NPy 7 ar7Ze¥al—vavica
B — Li‘ﬂ—o

switch(config)# copy running-config

startup-config Note e f‘\‘ﬂi\ 3.%??:7 Yy

T4 ¥ a2l —var b AL—
Ny aryr7 s ¥l —
a7 IA<) F—%HE
45 7= DI bLETT,

Related Topics
AES /S2 T — R BALE L O T A ~ VB F—I2 o0 T
AES XA T — RIFBALB L O T T4 < U lF 5% —IZ2 T
F—DTFAFDORE (62—)
F—DZTFANTA T EA LBLORETA 7 X4 LORE (8 X—)

=A—
DEETE
F—DT XA IERETEET, TFAMIEHEMETT, TS RIZOTHFA X
T CRGFLET,

FIFNVETIE, T ANTA T EZALBEIREETA 7 XA DTERICARD , F—ITEICH
HMTT, F—ICTFAPERELTOSL, TOXF—DZFIFTANTA TEALEEFETA THA
LEFRELET,

Before you begin

ZDF—DTFAM2ROET, TF A ML b TW2RNnTF A M LTANTEE
9, F7-. showkeychain =~ > FEFFEZ Cisco NX-OS 28F — 7 F A b OFRRIfE T 51
BN TANTEHZ LB TEET, RS, BOT /A A9 5 show key chain =2~ > K& 34T

L, TOHNCERENDGF— LR LF—T XX MEERTIHAICIE. BB TOAR
DMEF]TT,

Procedure
Command or Action Purpose
R w 71 | configureterminal JTa—r )L a7 4 FX¥al—a
Example: E—RNZBBLET,
switch# configure terminal
switch (confiqg) #

. F—F—UEBEORTE
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Command or Action

Purpose

Z 7w 7 2| key chain name BE L —Fr—rDF—F x—
Examp|e: a7 4Falb—v gy E— K% BRtA
switch (config)# key chain bgp-keys L’jETrO
switch (config-keychain) #

ATy 73| keykey-ID BELEF—DF— a7 (Fal—
Examp'e: vayE— F%Fﬂlﬁﬁé sz—gpo kW'ID ’_flll
switch (config-keychain) # key 13 éﬁbi\ 0~ 65535 @%%{T*Eﬁjﬂéﬂz‘g
switch (config-keychain-key) # NHY 327?0

R T 7 4 | key-string [encryption-type] text-string FOX—DTFAR ALY T ERE
Example: LET, key-ID 5L, K3CF L/
switch (config-keychain-key) # key-string izflz%” L ﬁiﬁif?‘éﬁ? Li—a‘o L%E

0 AS3cureStrlng BT HEHTE £,
Encryption-type 31502, ROWT D
EafEEL £,

«0: AJJ L7z text-string 5150,
FAESNTWRWT F R R 3CFFIT
To TR T 7N FTT,

«7: AJJ L7z text-string 51 5%i%, HF
FEENTVET, R aEAFORE
SHATHESLSNES, 2047
va UE, BIIO Cisco NX-0OS 78
A A _ECTF4T L7- showkeychain =
~ v RO S INTE ST, T
F A TN E AT D85 TN
HET,

X 75 | (Optional) show key chain name[mode |%— F% 2 FOBRELZH T, F—
decrypt] Frx—r DREEFRLET, T30 A
Example: B 721 D3ME ] C % 5 mode decrypt A
switch (config-keychain-key) # show key A V%@%ﬁﬁﬁ—é & X2 ITT
chain bgp-keys X 2 }\-’Ci%ﬁ—(éhij—o

R 7 76 |(Optional) copy running-config FAITREER, AF¥— T v TREIC=

startup-config

Example:

switch (config-keychain-key) # copy
running-config startup-config

[:o— L/ij_o

Related Topics
TIA <V F—OFERL LW AES /SR U — RiFBLEEEDO AL

F—Fr—UEBEDETE .
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F—DRIFTANTATEZALELVEETA TF M1 LORTE

XF—DZFANTATEIALBLOEETA 7 XA LEFRETEET, 774V TR, T
AT AT EALBIOREET A 77 A LITERICRD | F—IXEITHERTT,

)

Note

F—F 2= NOFXF—DT A 7 XA LPEBRTIHIIICHET DI E2HRELEST, Z0k)

T D&, TI7T 4 TRF=DR2NEDI, F—I2LD X7 BECUWEZRETHZ ENT

TET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR)L a7 4 F¥al— g
T FEIBLET,

ATy T2

key chain name

Example:

switch (config)# key chain bgp-keys
switch (config-keychain) #

EELEF—Fz—rOF—Fz—r
Ay 7 4 Xalb—ar E— NEHA
LET,

ATvT3

key key-1D
Example:

switch (config-keychain)# key 13
switch (config-keychain-key) #

BELEF—DF— a7 ¥l —
var ®— RERBLET,

ATvT4

accept-lifetime [local] start-time duration
duration-value | infinite | end-time]

Example:

switch (config-keychain-key) #
accept-lifetime 00:00:00 Jun 13 2013
23:59:59 Sep 12 2013

B 58208

F—DZTFANT A THEA LEFRELE
T, T 7 A T, T AT
start-time 33 X % end-time 1%t % UTC &
LTHWET, local ¥—U— REHEE
THE, TS AL NS OB 2
B & LT E 9,

start-time 518UE. ¥—0T7 7T 4 7IZ
725 HEFCY,

FA T EA LOETEIIROWNT IO
F T a s THRETEET,

e duration duration-value : 71 7 % A
LADOES (B) . wKMEIX
2147483646 > (K9 68 4F) T,

s infinite : ¥—DOZ T ANT A 7 XA
SITHIRRYIIC 72 0 F8 A,
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Command or Action

Purpose

« end-time : The end-time 3% %% —8
TIT 4T T 7eb AT,

ATvTh

send-lifetime [local] start-time duration
duration-value | infinite | end-time]

Example:

switch (config-keychain-key) #
send-lifetime 00:00:00 Jun 13 2013
23:59:59 Aug 12 2013

F—DEEFETAT7HA LERELET,
T 7 4 N TIL, 7734 AT start-time
B L Wend-time 5[#% UTC & L THW
*9, local F—U— R&fHETH L.
FORA AT TS DO 2 B & L
THNET,

start-time S13i%. F—0"T7 7T 47T
A BT,

HEETA T EZA LOKRTRIZROWTH
NOX TS TIRETXET,

« duration duration-value : 71 7 % A
LAOES () . wKMIX
2147483646 (% 68 4F) T,

sinfinite: F¥—DOXET A 7 X A LT
WIRRGIIZ 720 £ A,

« end-time : The end-time 3133 — 8
TIT 4 T TR DHRETT,

ATvT6

(Optional) show key chain name [mode
decrypt]
Example:

switch (config-keychain-key) # show key
chain bgp-keys

F—TXANORELEO T, F—

F o=V DOREERRLET, 7/3M R
EHLE 721 DME A T % 5 mode decrypt A
TrarvEERTLE =132V TT
FARNTRRINET,

ATy T1

(Optional) copy running-config
startup-config
Example:

switch (config-keychain-key) # copy
running-config startup-config

FATRE R, 25— T v TR =
B — Li?‘*o

Related Topics
T4 =1 F—DOREL L AES /SR U — R S{LEEEED AL

OSPFv2 BEE S LRSI D X —DERE

OSPFV2D A vt —H A V= AR5 (MDS) Fl2ldiny vaX—AD A vt—UfGEa— K&
FaT Ny a7 aY Xh (HMAC-SHA) RirZxETx£4,
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configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

key chain name

1

switch(config)# key chain bgp-keys
switch (config-keychain) #

FE L —F == OF —F = —1
ary 7 4 Xalb—ar E— FEHA
LET,

ATvT3

key key-1D
f5

switch (config-keychain)# key 13
switch (config-keychain-key) #

BELEF—DF— a7 X2l —
valrE—RFEBBLET, key-ID 5l
B, 0~ 65535 DEHTIET HLHE
B FET,

GE¥)  OSPFv2 DI ;f. key key-id =
<~ ROxF—1ID OfEIX 0 ~

255 T,

ATvT4

[no] cryptographic-algorithm
{HMAC-SHA-1| HMAC-SHA-256 |
HMAC-SHA-384 | HMAC-SHA-512 |
M D5}

1

switch (config-keychain-key) #
cryptographic-algorithm HMAC-SHA-1

FBEF—I2fiH S35 OSPEV2 IF 5 7 L
TY XLEHRELET, 1OOF— 5%
ETXAREALT LTI A NT1OFT
<7,

ATvTh

(f£7) show key chain name

1

switch (config-keychain-key) # show key

chain bgp-keys

F—F -V DOREEZFRLET,

ATvT6

({f£#&) copy running-config
startup-config
il -

switch (config-keychain-key) # copy
running-config startup-config

FATRE R, A — R T v TRIEIC =
v—LEd,
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TIOT4THEFX—D54 734 LDFER

F—F 2= HADOXF—DIL, ZIFANTA TIA LFEILTFETA T ZALNT 7T 4 77
F—Z R DI, ROEXDa~ FEMEHALET,

avw vk =E]:g]

show key chain | 734 A CRIESNEF—F =— 2 FRLET,

AF__HLJ:__ @ﬁﬂﬂo) ﬁgo)ﬁﬁmu

F—F = —UEHOREHEREFR T DITIE. ROEEEZITOHET,

avU R Br

show key chain name| 534 2[R ESHTWAF—F = —r 2FrLET,

F—F—2BEBOETEH

bgpkeys EWOARIDF—TF = — LV ERETHHZRLET, EF—TFAM AR

BefbsnTWET, EXF—DOZITANTA TXA DIEETA T7HALLD
%§<ﬁofwi¢o:ﬂ@\ RO TT VT 47 =DV ZHEL THe5
SHEENEDNLNVWE T EHDTT,

key chain bgp-keys
key 0
key-string 7 zgdest
accept-lifetime 00:00:00 Jun 01 2013 23:59:59 Sep 12 2013
send-lifetime 00:00:00 Jun 01 2013 23:59:59 Aug 12 2013
key 1
key-string 7 uaeqgdyito
accept-lifetime 00:00:00 Aug 12 2013 23:59:59 May 12 2013
send-lifetime 00:00:00 Sep 12 2013 23:59:59 Aug 12 2013
key 2
key-string 7 eekgsdyd
accept-lifetime 00:00:00 Nov 12 2013 23:59:59 Mar 12 2013
send-lifetime 00:00:00 Dec 12 2013 23:59:59 Feb 12 2013

RDEZE

X—Fr— L EEATAHL—T ¢ v ZHEREIC DWW, [CiscoNexus9000 SeriesNX-OSUnicast
Routing Configuration Guidel] #Z&f L T 7230y,
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