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Mac1 = ESFS1(PIP1, PIP2) Mac1 = VIP2
Mac2 = ESFS1(PIP1, PIP2) Mac2 = VIP2
Mac3 = PIPL3 /J“ Mac3 = Local
BL-3 \ Leaf-3
(VIP2, PIP3) /" Fabric2 PPz | M3, Mac3
e
J/"_"\\ Cloudsec site-2
I/ DCI/WAN p
\ ) Cloudsec site-1
Mac1 = Local (VPC) Mac1 = Local (VPC) |
Mac2 = PIPL1 Mac2 = PIPL1
Mac3 = ESFS2(PIP3) Mac3 = ESI-S2(PIP3)
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Fabric1 w
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BL-1/BL-2: Site-1 VPC BGWs (with dci-pip enabled)
BL-3 : Site-2 BGW (with dci-pip enabled)
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TCEINENET,
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O ST TERRTI2MLERHY 4, XY, =R T 7 0 v 7HERREEL T,
TRTCOTY)—r 74—V FERTEH, SN NRN—V o ADOMBEERRET 5720
2. BEXLA v EF— T2 A TZ=—F Y A NA L E—T oA ADWTFERET AL 2D
@Jbb Li—a_o

IVRA—YHALA2F3—T(4R

2 —HP—E, VPCBGWDONVERXETE A v F—T 2 AL L HICT=—F vy AR 4 —T =
A ABREETAHULENDY 3, HED VXLANVG B TIZ. B#EL A v F—T o/ AL
S—F XY AN H =T oA ADMGFERETHI R EY a = VBT TICHEEL TWVET,
VXLANv4 O MLAG 2> R_R—V 2 VA WETHITE, T=—F vy AN 472 a VIRNMZAT
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BIED

Interface nve <number>
source-interface <interface> [anycast <anycast-intf>]

iBGP v a DEH

T A — LA IPv4/IPv6 = =F v A F iBGP & v 3 . vPCBGW v°7 J — R THRT 5
VERH Y F4. ZiiE, vPCBGW T DCI 53 EEFH O X — (IS T 2729 T,

CloudSec %/ L 7=tz 1 77 7% VXLAN EVPN < )L F 4 1
hDERTE

CloudSec # i L CE % = 772 VXLANEVPN v /L FH A M ZBET BIT1E. RO FIEIZHE
S

* CloudSec VXLAN EVPN b RS b AL (7 ~—)
s CloudSec ¥ —F = —r L F—DFE (10 X—)

* CloudSec R U & —DRE (12 %—Y)

*» CloudSec £'7 D% E (13 _X—7)

*DCI7 v 7Y 7 TCloudSec ZfFH L7zt ¥ =772 VXLANEVPN < /LT %A ~&ZHHZ
5 (14 <—)

CloudSec VXLAN EVPN ~ > % JLEEHILDE L

CloudSec VXLAN EVPN b > R B EALZ BN T HI12E, ROFNEEZEITLET,

558 BRI

IPv42=F ¥ A NT FLAZ77IUTBGPE T ZRELET, IPv4 7 L7 ¢ v 7 A CloudSec
F—HEETDH I RN a3 a=T o BHE LB EIN WA L 2R LET,

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .



CloudSec %/ L =+ % 1 77 VXLANEVPN 3 LF 4 1 +D#EE |
B cloudsec vxLANEVPN R LEEE OB

VXLAN EVPN v /L FH A " E2R/EL, kOa~<> R&EFEH LT, CloudSec VXLAN EVPN |
VEIEEEALDOET IP T RLAZT RARAZ A X L%,

evpn multisite border-gateway ms-id
dci-advertise-pip

FE  dci-advertise-pip 72 L C VXLANEVPN v VT4 hERETHE, R—F—F—b+vxA %
VIP £ — FICE L E 9, ZHiL CloudSec VXLAN EVPN |k o RV AL Tl AR— b &h
FH A,

=K P—=REBNLTERINTHDITA M, RO2O0F T arWhbv £9,

« T 2T /VRDEAEMNITSD : ZOTFT 74 FOEEICLD ., AFUNRELNZY —7 T

A AZMET 572012, DEIOV Y —RA LR AEY A7 — AR MERFSNET, 7-3TOD
[f—+% A F BGWIZ, UE—F BGWIZEVPN /L— h %7 KX A4 X350, HREEL—
MZIA U RD fEZEH L E 9,

e F a2 T I)VRD DIEFHY : U—TF 4 2D A F Y FHIEN2VEESIZ. BGW T nodual rd
O RERETEET, EVPN/L— 2 UE—F BGWIZT RAZ A4 X5/, FUT
BGW THIEE SN2/ — M4 5 RDEIMEH SN E T,

BGW TT 27/ RD AN /2> TWABNE I DTG LT, IROWTNLOEEEZEITLE
h@‘o

e 7T 27 /LRD S BGW TRESNTWAEAIT. KOFIEEZETLET,
1. BGWIZBGP B RAZEWAL £,

router bgp as-num
address-family 12vpn evpn
maximum-paths number
additional-paths send
additional-paths receive

2. BGW T4 L3VNIVRF O~ /LF 2 EZHELFT,

vrf evpn-tenant-00001
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

3. JL—h P —RIZBGPEMARAZHEH L £,

router bgp as-num
address-family 1l2vpn evpn
retain route-target all
additional-paths send
additional-paths receive
additional-paths selection route-map name

route-map name permit 10
set path-selection all advertise
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snodual rd 28 BGW TRE SN TWAHE, LTV Ay VaPEEINTNILIGE
. WOFNEEZFITLET,

1. BGW T FL A 773V L|RRANAZHRELET,

router bgp as-num
address-family 12vpn evpn
maximum-paths number

2. BGW T# L3VNIVRF D= /L F 2 ZHELET,

vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64

\)

GE)  BGPEMASRAIE, v— bk B—="TELEH Y £HA,

FIEDHE
1. configureterminal
2. [no] featuretunnel-encryption
3. [no] tunnel-encryption source-interface loopback number
4. tunne-encryptionicv
5. (f£E) copy running-config startup-config
Flgn
AU bFEREETIVa Y B#Y
X w 71 | configureterminal JTua—rVBREE— REBELET,
f

switch# configure terminal
switch (config) #

AT 72 |[no] feature tunnel-encryption CloudSec VXLAN EVPN k> Ui S{b =G0 L
i ESE
switch (config) # feature tunnel-encryption

R T w 7 3 |[no] tunnel-encryption sour ce-inter face loopback R RIVDFEETEL—T RNy T LB —T oA A
number L LTBGPA—T Ny 7 28 LET, RESh-
15 - EETA L HF—T A ZADIPT KL A1, CloudSec
switch (config)# tunnel-encryption source-interface| VXLAN EVPN l\ V*/I/H%%ﬂji’\'— JL— ]\ %@fﬂﬁ—

loopback 2 BImbDOF VT 4y 7 AL LTHERHEINET,
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ARy REEEF7OVa Y BRI
G¥) NVEEE A v X —7 = A ATIT7e <,
BGP V=T RNy A R —T A A%
AHLET,
G¥) MTU OEE L, f X —T = AD k

VR IVIEBALRR E DRNAT 5 LR H D
4, 2k, CRCrkry 7o —
NERES N E T,

ATvT4

tunnel-encryption icv
fi

switch (config)# tunnel-encryption icv

Integrity Check Value (ICV) ZHZhz L E£7, ICV
. R=hMIBHETDH 7L —20EEMF = 7 %
TWET, ERSINTZICVAT L—ANDICV & [H
CThUE, ZD7 L —hiFZT AL, FLT
RIFIUEHEES N ET, UL, CiscoNX-0S VU U —
A 93(7) LI, AR — FENET,

ATy Th

(&)
1 -

copy running-config startup-config

switch (config)# copy running-config startup-config

Firar 74 X¥al—vark, A¥—h T v7 a2
V74X al—valar—LET,

CloudSec ¥F—F x—>&xX—0D

FIRDEE

RDBRY

CloudSec ¥ —F = — 2 & F—DRIE,

=JL ==

ax AE

T34 ZIZ CloudSec F—F = —r & F—%/ERTE £97,

CloudSec #ffifH L7- % =7 VXLANEVPN = /L F VA " BENI /2> TND I L a2 LE

[no] key-octet-string octet-string cryptogr aphic-algorithm {AES 128 CMAC |AES 256 CMAC}

186 HHIIZ

R

1. configureterminal

2. [no] key chain name tunnel-encryption

3. [no] key key-id

4,

5. [no] send-lifetime start-time duration duration
6. ({E&) show key chain name

7. ({E&) copy running-config startup-config

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE
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CloudSec ¥—F 1 — 2 & X —DEHTE .

=3[k 2t
ARV RFEREETIVa Y =LY

Z 5w 7 1] configureterminal oL a4 R Lt v B REB
fi LET
switch# configure terminal
switch (config) #

A5 72 |[no] key chain name tunnel-encryption CloudSec ¥ —F = — % {Ef L T CloudSec ¥ —
Bl - Ty FERFFL, PRV S EF—F = — URE

— K N
switch(config)# key chain kcl tunnel-encryption ® R éf%ﬁﬁul/§E7fo
switch (config-tunnelencryptkeychain) #

AT 73 |[no] key key-id CloudSec ¥ —AAEM L. bR G —REE—
il - REBnLES, ffiE1-324277 v b T, &K
switch (config-tunnelencryptkeychain) # key 2000 YA KT 64 7?7fo
switch (config-tunnelencryptkeychain-tunnelencryptkey) # GE) ﬂ?‘—@)tiéiﬂiﬂ%%('(iﬁ H'ﬂkffoﬁ n F4

hoe

R 7 v 7 4| [no] key-octet-siring octet-siring TOF—Doctet A NI > T EFRELET, octet-string
cryptographic-algorithm {AES_128 CMAC | BIEITIE, K 64 TFD 16 ERLTFHEWH 2 L
AES 256_CMAC} MCEET, octet ¥—FNETTya— FEh57
i - B, 7 U7 7% A h®OF—|L show running-config
switch (config-tunnelencryptkeychain-tunnelencryptkey) # tunnel -encryption av RO H:[ljj a:%i“ SV RS T A,
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

Z v 75 |[no] send-lifetime start-time duration duration F—DEETA TEALEZRELET, T 74/ 5
f5l TIE, 73 ZIXBIERF# 2 UTC & L THRWE T,
switch (config-tunnelencryptkeychain-tunnelencryptkey) #| start-time 5|33, ¥—NT7 77 4 72/ b AT
lggggallfetlme 00:00:00 May 06 2020 duration ‘d—o duranon%l%z&iﬁ/f THA A@Eé (?)) ,de_o

HiPHIT 1800—2147483646 Fb (F9684F) T,

ATw 76| ({£&E) showkey chain name X—Frx—rDOREEZRRALET,

i -
switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl
ATw 71| ({E&E) copy running-config startup-config FiTar 74 FXal—vark, AX—K T v a

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config

V74X alb—valat— LT,

CloudSec #{# A L f=tz % 2 7% VXLAN EVPN < L FH 4 FDERE .



B cloudsec &y o—nE

RDBERY

CloudSec RV v — DR IE,

CloudSec /R') > —MDELTE

BB RTG A= 2EH L THEIED CloudSec R > —ZERTEEd, LaL,

CloudSec %/ L =+ % 1 77 VXLANEVPN 3 LF 4 1 +D#EE |

12DA v

=T 2 A ATT I T A TIWCTEBLRY T —IL 1 DOHTT,

1R BRI
CloudSec Z{#i /] L7= £ % =7 VXLANEVPN ¥~ L FH A F WA > TNDH 2 L 2R LE
D
FleD#HE
1. configureterminal
2. ({£E) [no]tunnel-encryption must-secure-policy
3. [no] tunnel-encryption policy name
4. ({LE) [no]cipher-suite name
5. ({EE) [no] window-size number
6. (%) [no]sak-rekey-timetime
7  (f£&) show tunne-encryption policy
8. (fE&) copy running-config startup-config
FIEDEEH
ARV KRFERETI a3 Y B
R w 71 |configureterminal Ja— N VEBREE— REBBLET,
1 -
switch# configure terminal
switch (config) #
AFwv 72| ({EE) [no]tunne-encryption must-secure-policy | H5 =k STV y Fidt v g v OE#R %
i - MLTEEEINRNEIIZLET, CloudSec ~ v

switch (config)# tunnel-encryption
must-secure-policy

H—Ffmik L7aWXry M Rkey 7 EnEd,

Zoa<wry RonoBERUL, BB LS TV b
T 747 &FAILE T, CloudSec FEXFIH A R
5 CloudSec Xttt A R ~DOBITHIZOA, HF{bE
NTWRNWNT 7 4w 7 B T52 LaBE80 L
9, T 74/ FTiL, CloudSec T 5%
T 72 VXLANEVPN < VTV A NI X7 £—
RCEMET D Z ENBLETT,
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CloudSec £ 7 DEXE .

AU RFERETIVa Y =)
Z 5w 7 3| [no] tunnel-encryption policy name CloudSec R U > —ZAER L £7,
I -

switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy) #

ATv 74| ({£E) [no] cipher-suite name GCM-AES-XPN-128 % 7= 1% GCM-AES-XPN-256 D>
i - ThrERELET, 7740 MEX
) , , , , GCM-AES-XPN-256 T,
switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256

ATw 75| ((EE) [no] window-size number AVE=T oA ARRESNTCT 42 R P A XFK
WOy NP Ae WL 51, ARED «

51 - K

1 oh (config-t Liey)f wind , Y RUEBRELET, &FHIE134217728—1073741823

Sw1ltcC conrig—-tunenc-polic wlnaow—-slize o

134217728 ’ F ! IP X7y N CTF, T 74V M 268435456 T,
ATw 76| (f£&) [no]sak-rekey-timetime SAK % —FAE Rk & s 3 2 R 2 AL TRE L E

4, ZOav s REHFHALT, Eyvard—%F
RIFTREZ2REE MR A T 9, AR/
1800 ~ 2592000 £ C9, 7 7 4/ MEIXH VD FH
No TRTOETIZHE U X —FHIERELZFHT 5 2

1

switch (config-tunenc-policy)# sak-rekey-time 1800

LEHERLET,
ATv 71| ({£E) show tunne-encryption policy CloudSec RV > —REEFRT LET,
il -
switch (config-tunenc-policy)# show
tunnel-encryption policy
ATw 78| ({EE) copy running-config startup-config Effar 74 Xal—ark, AA—hrT v s

Bl - Y74 FXalb—variiat—LET,

switch (config-tunenc-policy)# copy running-config
startup-config

RDBARY
CloudSec B°7 DF

e
it

CloudSec E7 D& FE

CloudSec B 7 R ETE £,

1R BHEIIZ
CloudSec #fHH L7=t % = 772 VXLAN EVPN ~ /L F %1 L

CloudSec ZEMA L=t ¥ 1 7% VXLANEVPN 2 LF 41 rDEE |
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B oo 70705 cloudsee /A L1- 2% 2 7% VXLANEVPN T LF 41 R EBMIZT B

FlaD#EE
1. configureterminal
2. [no] tunnel-encryption peer-ip peer-ip-address
3. [no] keychain name policy name
F IR D 48
OV bRFERETIVa Y B#Y
R T w 71 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REEG
15“ : L/iﬁ‘o

switch# configure terminal
switch (config) #

Z 7 7 2 |[no] tunnel-encryption peer-ip peer-ip-address ETDONVE #ETEA v 2 —T = ADIP T KL A
Bl EHRELET,
switch(config)# tunnel-encryption peer-ip
33.1.33.33
R 7w 7 3 |[no] keychain name policy name CloudSec E TR Y > —%T7 X v F LET,
i

switch(config)# keychain kcl policy pl

RDBERY
DCI7 v 7V > 27 TCloudSec Z i L7~ % = 772 VXLANEVPN v /L FH% A NEH T 5

DCl 7w 1) > % T CloudSec #{E A L=t 1 77 VXLANEVPN <)L
FHA L ZEE/INZT S

T _RTHDCLT v 7V 7 T CloudSec Z il L T =772 VXLAN EVPN /L FH% 1 k%
FHINZT A2, OFNEIZHENE T,

)

CE) ZoREIT. LAVY2AR—MNIUTEHTEEEA,

\}

G¥)  R— M T CloudSec #A%hZ LT, CloudSec #ENT+ 2 & XITAhR— FEFHLT DL, VR
TAIZOR—= "2y T LET, R—= BRI TIZHEHL TWEEE, A—MIvy v
N2 R BB E L FE T,
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FIRDOEE

F IR D ¥

1R BHHIIZ

CloudSec %I L=t %2 7% VXLANEVPN T LF 41 + ]

CloudSec #fEH L=t % =7 VXLANEVPN v /L FH A "B ENZ/2->TWAZ L AR LE

B

1. configureterminal
2. [no]interface ethernet port/slot
3. [no] tunnel-encryption

AR NFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ju—) a7 4 Xal—gy T— NELG
[/i‘é—o

ATy T2

[no] interface ethernet port/dot

1

switch (config)# interface ethernet 1/1
switch (config-if) #

A B =T 2 ARTEE— NEHBELET,

ATvT3

[no] tunnel-encryption

1 -

switch (config-if) # tunnel-encryption

WELEA v Z—7 = A A TCloudSec Z 1 /i L“C‘IZ
% = 772 VXLAN EVPN = /L% A ~EBHZhIT
ﬁ—o

CloudSec £ L 7=t % 2177 VXLANEVPN < )L FH A

~

CloudSec R EFBWMAMEH L TEF 2 77242 VXLANEVPN v L FH A 2 F7rT5H1213. ULFD

HAT DTN EFEITLET,

avyU kR

B

show tunnel-encryption info global

CloudSec Zffifl L 7=t % = 7 72 VXLAN EVPN
v NVFHA NOEREHBRERRLET,

show tunnel-encryption policy [policy-name]

¥ @D CloudSec R Y > —F 72159 _TD
CloudSec N U v —DREEFRLET,

show tunnel-encryption session [peer-ip
peer-ip-address] [detail]

TV RRA LV NE OB a oD T h
E 9 Y. CloudSec &= VBT A1
WAEFRRLET,

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .
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B cloudsec E@ERA Lt 1 7% VXLANEVPN < LF 4 4 ~

avy kR B#)

show running-config tunnel-encryption CloudSec #fifi [l L 7=& % = 772 VXLAN EVPN
~NVFHA FOFEITHOREREFRLET,

show bgp ipv4 unicast ip-address BGP /L— FD s v RV A LE SR E TR L F
7

show bgp [2vpn evpn LAY2VPNEVPNT FL X 77 IV LjL—
FA T T =T IEREFRLET,

show ip route ip-address vrf vrf VRF/L— FEFERLET,

show |2route evpn mac evi evi LAY 21— MEREEFERLET,

show nve interface interface detail NVE A > X —T A4 ADFHMEFZ R LET,

show running-config rpm FITHORETHF—TFA MR RLET,

GE) key-chain tunnelencrypt-psk

no-show =< > K% &7 SR
av REANTHE, F—TFTF
A MIFATH O E CTIEERRITA
DET (TAXYRAIZLFE)
reload ascii =~ F& AT 5
L. %—F% A MIETRORE
MOEM S ET,

& OFITIiE., CloudSec Z i L7~ % 2 772 VXLANEVPN ~ /L FH 1 N OREFREF R L
i‘j‘o

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list: 0000.0000.0001.0002 0000.0000.0001.0004
No. of Active Peers : 1

WIZ, BESNTWVWAHTRTD CloudSec RY > —%FR_TAFZRLET, HAHICIZ, &F
Vo—DEE, 74 r Ry A4 X, BELOSAK i fTHFI N R R I N E T,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WOETIE, CloudSec £~ v a AT AEREFFRLET, HAOWKIE, E7OIPT L X
RV — FHAERF—TFz—r, BLOE Yy arBNEXaThE IR RENET,

switch# show tunnel-encryption session
Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)

. CloudSec # A L f=tz % 2 7% VXLANEVPN < L FH 4 FDERE
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33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 0
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: 0

WIZ. BGP L— D kN RAREELES OB AR L ET,

switch# show bgp ipv4 unicast 199.199.199.199 [] Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, 1is
in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHNEL, MAC AR ESTICEE R SN TV AN E I NERr L TVET,

switch(config)# show bgp 12vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]7:[0.0.0.01/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)

CloudSec ZEMA L=t ¥ 1 7% VXLANEVPN 2 LF 41 rDEE |
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Origin IGP, MED not set, localpref 100, weight O
Received label 10109

Extcommunity: RT:100:10109 ENCAP:8

ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F A FMBZ(ELTZ EVPN Z A 7 5 )b— M HIC/ERL &7z ECMP Oz~ L
i‘j‘o

switch (config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: OxaOaOaOa encap: VXLAN

wOBNL, VE—b ¥ A F255{E L7 MAC IZ ESI X— 2D MAC ¥ /LF RNARHKESINT
WHINE I MERLTWVET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V) :vPC link
(Dup) :Duplicate (Spl):Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (0O):Re-Originated (Nho):NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seqg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

wOBNE, PIPZ#H L72 VXLANEVPN < /L F V1 PR EENTNDH I L EZRLTWET,

switch(config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]
Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: O seconds

Virtual Router MAC: N/A
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Virtual Router MAC Re-origination: 0200.2e2e.2e2e

Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds

Multisite delay-restore time left: 0 seconds

Multisite dci-advertise-pip configured: True

Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

ROBENL, FATTOREDF—TF A F &7 LTWET, key-chaintunneencrypt-psk no-show
av Y REANTHE, =T F R MIFERTRITRY FT,

switch# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm
AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7c00770576772
d08515e0804553124577£5a522e046d6a5£485c35425£59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315£2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156c7737223554270£787c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051£1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£2a4c2642302f5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560£04204056577£22222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch (config) # key-chain tunnelencrypt-psk no-show
switch (config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
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key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

CloudSec Z{£f L 1=t & 2 7772 VXLAN EVPN < JLF4H A
h DIEETRHRD TR

WD a~<r RaEFEH LT, CloudSec fiFHE#RZFHH L T % =7 VXLANEVPN v /L F A1 |
PFRREIZZ VT TEET,

avy kR B#)

show.tunnel—encryption statistics [peer-ip CloudSec Zf#H L7- &% = 7 72 VXLAN EVPN
peer-ip-address] ~NVFY A D OMEHERE TR LET,
clear_tunnel-encryption statistics [peer-ip CloudSec Z{#H/H L 7=t % = 7 72 VXLAN EVPN
peer-ip-address] v NTFIA L ORGEHERE 7 )T LET

W& DOHIE CloudSec ZfFH L7-E 3 = 772 VXLANEVPN ~ L F %4 s OFEHEROEI 2R L F
7,

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: O

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: O
Unused-SA Pkts: 0

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: O

OK Pkts: O

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: O
Unused-SA Pkts: 0

Decrypted In-Pkts: O
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Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:

Encrypted Protected Pkts: 30868929

Too Long Pkts: 0

Untagged Pkts: 0

Encrypted Protected Out-Octets: 15758962530 bytes

CloudSec £ L 7=t % 21 77 VXLANEVPN < )L FH A

b DEX

E Bl

Iz, CloudSecZ# ]l L CE ¥ =2 7VXLAN EVPN~ /L FH A M RETHH 2R LET,

key chain kcl tunnel-encryption

key 2006

key-octet-string 7 075£79696a58405441412e2a577£0£077d6461003652302552040
a0b76015a504e370c7972700604755£022230c03254323277d2£5359741a6b5d3a5744315£2F
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111
dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10
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vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

11.1.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
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RLTWET, ZOFEIL. vPCBGW 73 BGP TE 7 vPCBGW DO PIP 7 RL A &58E 44 L
EIITbNET,

ip prefix-list pip ip seq 5 permit 44.44.44.44/32 <<PIP2 address>>
route-map pip ip permit 5

match ip address prefix-list pip ip

set as-path prepend last-as 1
neighbor 45.10.45.10 <<R1 neighbor - Same route-map required for every DCI side underlay
BGP peer>>

inherit peer EBGP-PEERS

remote-as 12000

address-family ipv4 unicast

route-map pip ip out
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