AAA D% TE

ZDOFETIL, CiscoNX-OS T A ATRAE, #FAl, THhHUT 427 (AAA) ZRET D FIE
WCOWTHBLE T,

ZOFEZ, WOBETHERINTWET,

* AAA IZ-2VC, on page 1

« AAA DHITESME, on page 6

« AAA DIEFEEIH L KI5 A, on page 7

« AAA OF 7 )b h%IE, on page 8

« AAA DFRIE, on page 8

T —HIVAAAT AT T 4T alOE=4Y) 727 VT, onpage 33
« AAA X IE DR, on page 34

« AAA DFREI, on page 35

e A RTA=HDEREH (35 2—Y)

¢ NRAT— K 77 MERORER (36 2—)
o AAA (2B 2B NE #, on page 37

AAA [ZTDINVT

Z ZTlt. CiscoNX-0S T34 2D AAA IZ DWW T L £97,

AAAtFxa1Y) T4 H—EX

AAA BEREZAEH T2 & Cisco NX-OS 73 AR 52 —F D ID #fER L, 2 —HIC7
Y AEFANL, 2—FOETTHT 7 a L ZBIFTE 9, Cisco NX-0S 7 /314 A1
Remote Access Dial-In User Service (RADIUS) "1 k 2L & 7= (% Terminal Access Controller Access
Control System Plus (TACACS+) 7'm haL&zHR—hrLET,

CiscoNX-OS IZA N ENT-2—HFIDB L UOVIRA Y — RO LS DbEHICESNT, B—H L F—
HAR—=2C KB ua— I VBGEETZIEFF. HEWXIOFERITEHDO AA AT — NI LB ) £—
RERFEE 2 IEFF A #3217 L EJ, Cisco NX-OS T34 A & AAA — O/ OEE L. Faidk

AAA DEETE
|
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B rmzpmyass

AMBEX—IC Lo THRESNE T, T 3TD AAA — NH I3 ED AAA Y — REAIC
%&&% ERECTEFET,
AAA X =2 VT 4%, ROV —EREFZTLET,
EIL‘.\EE
QA LERRT—RKOEA TS, FY Lo Pl LARVA, Avt—U 07 HR—
M, BIXOBIRLZ®X=2 VT4 70 b /WL Ui b7 E 2R L Ca—F 255
L/\iﬁqo

PRREIE. TARA AT 7B AT AN ETIZT A ADID 2R T 570k A TT,
D ID OFEFRIL. CiscoNX-0S T/, AT VB A THZ T 4T 4 75“5?;351?@57}%5:1*—
FID & /XA T — ROMAGDOHICIESNTITOILET, CiscoNX-08S 7 /34 AT, v—
HNGEAE (B—= NIV 7T v T T —=E =A% MH) 7203 ) T— FRFE B EIX
#i%r D RADIUS $—/ 3 F 721X TACACS+ — &M H) ZFITTExET,

|
TrRvAaryha—LERHELET, AAAFFAIE, 22— 2 EITT5HEE2 525
NENERET—HOBMYEHALTSH 7 2 A TE, CiscoNX-0S V7 F7 =7 TiE.
AAA =\ b X 7 om— RSN D BIEZEHE U CHERM 523 ThivE 7, mmms%
'mamyﬁ&®)% MeXxa U7 g $— NF, @Y7 — T4 T HHER & E

BIEAE (AV) O_XT7E2T7Vom— 5Lk o T, a—Hy %m@%@%ﬁ@b

i#o

FhHOIVTa4VYT
HHRENET D, HREe—hron ZIZidkT 5, Hilzd AAA Y —N2EE LGRS
e, UAR— MERZ: 85247 ) HikERIt L £,
THI T 4 THERETIX. CiscoNX-08S T /3 A~DT 7B AR ENDTXTOE
Bty g 2BHL, 710 L TCERLEY, ZOFEREEHLT, FT 70y a—
T A ITREREDIZCODVR— NEARTEET, THU T 47 mlid, v—hnic
BT TENIE, VE—DFAAA P —RNICEETEHZ b TaET,

Note CiscoNX-0S ¥ 7 b v =7 Cli, ik, #Fl, BLOTHTLTF 4 7 &MINCH H— b L
VET, e YT vV ERE IS, RIEFTEARE LY TXET,

AAA ZERT HF =R

AAA T, RO KD 72 RS RHE L 9,
o T U 2 AFRE DM il o m B

o JLARME
 FEAE(L S 7ZFRAE L (RADIUS, TACACS+ 72 &)

cHHE DR I T T T RA R

AAA DERTE
2| I
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J)E—FAAAP—EX

RADIUS a2 F /LB LN TACACS+ 712 h L a A L CIREEEN AU E— F AAA —E X
12, m—H/L AAA —E R L H_TRO L S 2RAandH 0 £,

e 777U w7 NDE CiscoNX-0S T34 ZAD2—H RAT— K U R NOBEBENRFESI 2
D E7,

s AAA P — T TIZRENITIFEIAS BAINTED, BHICAAA YV —E R A TEF
‘é‘o

« 777U ITHNDTXTD CiscoNX-O8S TS ZADT AV T 47 v d ki
TEET,

e 777U v 7 NDF Cisco NX-0OS T 3A ZNZONWTCa—YEEZ2EH 9 5 778, Cisco
NX-OS T/XA AP —Hh )V T —=H_XR—=2&HHT 25 L0 HHETT,

AAA H— NS JL—TF

AAA H—E X3

SREE. A, THT T 4T DD Y T—h AAA V=T, V=R T —TEHEH LT
HBETEET, =T —7L1F, BIUAAA 70 FaLZEE L2 —#ED U T— k AAA
=TT, =N TNV —=TDOHIL, VE—FAAA T —NINETE Lol L &IT
Tz A== = RERMT DT, IA—THNORYIIO Y E— F =PI L
o TeGmE . WITPOT— A "PIEEZXET HE T, 7»—7%@&@)%~%%~A?
AT TONET, =N TN —THNOTRTD AAA F—PISE Lo 2856, £0
PN I N—TF X g R E #%ELTV%%@&%@éhiﬁobguﬁbf\fﬁ
DY =N T N—THIFETEET, CiscoNX-0ST /31 AL, WD T N—THNOP—1 05
TT—%Z oA, ROY—R T —FHNOY—_"TRITLET,

= O~ ~
SEA T3y
Cisco NX-0S T /51 A D AAA FHEIL. —E R R—Z2CF, KOV —ERTLIcHip-T-
AAA BEZEERTEET,

« User Telnet F 72 1% Secure Shell (SSH) © 7' i85

. j//*‘/I/ 1:’7/])/%.:

ca—WEHREya L T T 4T
WOFRIZ, AAAVT—EAREA T arTEIZCL (a<w RIA4 A F—T = R) O
o~y RErRLET,

Table : AMAY—EX 2274 FXalL—3>av ok

AAAH—ERXR a4 ¥Xal—YavATIoay |BEEav R

Telnet F7-1% SSH 17 7' 1 aaa authentication login default

AAA DERFE .
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B rmav—cexgerioay

AAAY—ER VI Xal—avAToay |BEaATUFR

avy—)pnarsAr aaa authentication login console

a—W vy arThurTr 4T aaa accounting default

AAA —ERZIE, ROBFESTRNEFEETE £,
FTRTOH RADIUS H—/\
RADIUS H— D7 1 — )L 7F— L& HH L CRAEE I TV 97,
EEH—NTIL—T
FRIE L 72 FFE O RADIUS, TACACS+, F721X LDAP —/ 3 Zb—7 % H L CRRREZAT
wiﬁo
o—AlL
2—HNDL—TFLENINAT — R T =2 _X—2 % H L CGGRREEZ I TV E T,
L
AAA BREDMER S VWK S ITHEE L £,

N

Note  [f5@EH— 27 L—7) FATHRL, T _XTHORADIUS — 3] S a$EE L7HA, Cisco
NX-0S T34 AL, BE &2 RADIUS V— "D 7 0 —o3 )L 7 — )Ly B & E DJIEIZ RADIUS
P—RERRLET, D7 a—rL F— b OH— 3L, Cisco NX-0S T34 A Lo
RADIUS $— 7 —TFNTEIRPIZRETE 5 —/TT,

WDOFRIZ, AAA T —ERZHIE L THETE D AAARGESF 2R LE T,

Table 2: AAA 9 —E XD AAA BEEA R

AAAH—E X AAA D=

ayY—)va A ERGE =T N—7 v—h), L
a—W v s a R YR T N—T m—HN, 2L
I—WEHYE g T AT T 4T | =N T =T m—F

\}

Note

aryYy—nualA Rk, 22— a s A VEERE, BXOa—VEHEy a7 AT o
/7LO%T QWMWOSTA4Xi%ﬁ7/a/%%ﬁéﬂt@rfﬁﬁbifo%@m

REFHA T a DRI LTSS, a—AINV AT a v RNF 740 FFRTE, oy —
/l/?;Et S I = /0)1:1“—7]/1/2]‘7°°/5 v MEIZ9 521X, no aaa authentication
login {console| default} fallback error local =~ > R&ZMHH L £,

. AAA DERTE
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A—HF 074 VOEAESLVHFATTAER
Figure 1: 11— O A4 D ORIAEH L UHFRI7A—

RO, 22— 07 A OBEBLOCHFA T o A0 7o —F vy — R LET,

Local

kmm

Mo more

First or
next server
lookup

ls fallback
to local
enabled?

Found a
RADIUS server

RADIUS ¥
Failure

197005

WIT, 207t R ZHONWTIEFRICHBA LT,

* Cisco NX-0OS T /314 ZA~Dnu 7 A UHIZ, Telnet, SSH, ¥/-lZar v —ra s A 0%
TrarEFEHTEET,

o =R ITN—TIE T AZHEHA L TAAA =R T —TEZFHE L TV BEE1E. Cisco
NX-0S FNRA ARKD L HIT, TA—THNOEID AAA Y — NICFEFER A2 EE L E
T,
s FFED AAA T —RDBISE Lo 125813, EDIRD AAA —/3 I HIZZ DR
~L L BV —REICETENFE T, ZORBL, U T— b P SRR ERITIGE
THETHITONET,
e =R T N—TDFTXTD AAA T —WBIEE LR o288 TORDY—N 7
=T DY —_"PRITENFE T,
eV —)a s A Ta—HI~DT F =R I RT =TI TRNNED | &
EINTOVDRIEF AN TR TR LGS, a— DT —Z X=X L TRER
NFEITEINET,

AAA DERTE
I
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* Cisco NX-0OS T /34 ANV F— ks AAA B — 1 SRRE CIEFICRGEE FEIT LTS A1E. RO
AR DD 9,

« AAA H—/X 712 k2178 RADIUS D34 cisco-av-pair B THE I TV D2 —
P o —ARREENEE bty — RanEd,

« AAA H—" 72 k2L TACACS+ D e, o /b DB AZ LAgfke L THRES I
TWba—F m— L ZRET 572012, &9 1 DOERME U — NIZEEINLE
TO

o P L RAY — R — L CTIEFISRRES N2 8513, Cisco NX-OS 7731 A
JATE, B—=A) T —=ZN— AN TR Eéﬂ“(b\élﬂ~/l/75>$lJDé|“C%ﬂiT

\}

Note (70 DV — R ZL—TF2 L] LiF. TRTOY = T =T DNFROH— 005 b
NN ENWI Z LT, RO —_RL] ik, BEOY =T A—THNOWTOY—
NS BISERRNE NS Z & T,

AES N\XJ— FIEBIEE IV TSA T EBEET—

SRJIC, KERFIREZR 128 B N ORI ERE S LHIE (AES) SR U— REf{k (¥ A 7 6 K51k

ck Hvo) %ﬁ?ﬁllﬁ“élc‘:ﬁi‘f‘% F9, XA 7 6 B LD AZBIAT 512X, AES /XA
— NS biRE 2 AN L, AT — RiF S bB L OE S LICE SN 774~ UG5

% ERETDHMLENRHY 7,

AES AT — R bEA R—T ML TTIA~) F—45RETHE, AT 6327 —
KEL 2N LR WRY | P R— &N TWDHT 7Y r—v 3 (BfEIL RADIUS &

TACACS+) DOEEFB X OWHIER I NTZ27 VT TF A h RAU— KRR T, XA 76l

fboEXTHRAFESNET, £, BHFEOFHWT R TOEB(L/ AT — R&2 7 A 765/ A

U — RIZEH#4 5 K 912 CiscoNX-OS 2% ETHZ L b TE £,

AAA DRIREH

UE— h AAA — 1, ROFHESERH Y £,

« W72 &t 1 HO RADIUS $—/3 TACACS+ H—/3 F 721X LDAP $— 328 IP % {
LCEERRETH D Z L 2R L ET,

¢ CiscoNX-0S T34 AN, AAAY— DI 54T FELTHRESNTWAH I &,

o X —723, Cisco NX-OS T/34 ZB LY T— h AAA P—RITHRESNTWVWH I L %
HBLET,

¢ UE— b B— 308 Cisco NX-OS T /34 ZA035 D AAA BRIZISE T HZ & 2R LET,

AAA DERTE
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AAA DFEFEIE L HIF9E1E

AAA IZBET A EEFHLEHINERIIRO LB TY,

* Cisco NX-OS Y U —210.2 (1) FLABETIE, cisco-av-pair®shell : roles/& D HTIZSNMPV3
BMEERETEET,

« LDAPIZ Tsnmpv3] EMHEEZ YR —FLTHEHRA,

s B —H /LD Cisco NX-0OS T34 A LIZREINTWDH2—F T H U7 bR, AAA —

FEoVE—F 2= T7H T NERLARTIOEE. CiscoNX-0S Y7 FU =71, AAA

P—RECREENTWEa2—Y o—LTlER, o= a—Y 7 h v hOa—W
2—L%xYE—h 2—PIZEHALET,

Cisco Nexus 9000 > — XA A v F (&, TACACS +T®D %4 aaaauthentication login
ascii-authentication =~ > K& ¥4 — k LE7 (RADIUS TiZHA—FLEHA) ,

T7 AN hou s A URBRE R E (local ¥ — 7 — REHEHAETIC) BET DL, a0V —
N7 A R APREIC L > T EFEESNE T, 7Y =GR A FIRIIZRRE
95 I1Zi%. aaaauthentication login console {group group-list [none] | local | none} =~ > K

2L ET,

login block-for ¥5 & Ut login quiet-mode = > 7 4 ¥ = L—L a3 v &— R av ¥ Nd, £
Z 1 system login block-for 35 X U system login quiet-mode |24 FiINAE T JivE L7,

system login quiet-modeaccess-classQUIET_LIST =2~ R AT 5551, lEELE b
TFTIA4 I DRETav I THEICT 7R AMPELSERZINTWVWSD Z L ZHER
TOHMLERHYET, e, BEHTERWERRA M bOa—ar A rOhkTay
I DMERND LA, 77 EA UZARML, EUHDOKRA FHOSSH, Telnet, KW
HTTP RX—RAD7T 7 & AZxHET HAR— 122, 23, 80, BLUV443 ZIFETHMLENRH Y
EJcaN

Cisco NX-OS Release 10.2(2)F LAFE, 7 LW IERIBIE CLI 23 A ZFu, SNMP & t¥ =V
T4 A R—=R NOBO—W =AML EHT 4T v a CERRELET, FEMICD
WL, VAT LDEHEER A A RO SNMP OO EZ B L T &0,
JU—=Z7.0)7()NHBAEDY V—AFTOXF I E/2HREZL VAR — ~ 9% CiscoNexus
9000 AA > FOFEAMIONTIE, Nexus A1 v F 7T 7+ —AL Y KR—h~hrJ o7
AEZHRLTITEIN,

FERH CLI A>TV DS, VE—F =P — L SNMP 7 — & X— X [Z[AH] &
NWEH A,

DCNM (VU U —2% 12.0.1.a LA[% Nexus Dashboard Fabric Controller & & FEIEN5) Z{FHH L
TetXxal 74 a—P =L, FRPICLINAR TRV E X, 3T 5 SNMPV3 717 7
ANPFELEEA, RPN EDR>TWDEHEAE, X2 T ¢ 2V R—35x 2 hTERK
SNTca—PF— IR v FIa A o TEETN, arybue—J3F A v FEHRBLERE
ho T bha—T1%, X2V T ¢ 2—P—HITVERR S 72 SNMP R 2 L CTAA v
FEMmHT 5720 TT, S5, SNMP (X, userDB OIEFMPRIED =6, 1ERk S izt

AAA DERFE .
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X2 VT 22— —ZFH LR DT, A, v TEBRETEERA, LB~ T, 2 b
H—F Lo TAAL v TF PRI L H1I2T HITiE, SNMP = —H — & B7RAIZIERCT
LN H Y 7, DCNM ERE L & HICFERMI CLI 235 Z L i3b#Dd LERA,
FEIC DWW TIE, Cisco Nexus 9000 NX-OSt & = U T 4 KRR T A RAZR L TL &V,

» Cisco NX-0OS U U —=% 10.3(1)F LAKE. AAA IZ Cisco Nexus 9808 77 v b 7 4 —2h AA v
FTCHR—bNEINET,

* Cisco NX-0OS U U — % 10.4(1)F LA, AAA 1T Cisco Nexus X98900CD-A 5 X O Cisco
Nexus 9808 A A v FZ#5# L 7= X9836DM-A 7 A 1 — R CTHHR— S E T,

» Cisco NX-OS U U —% 10.4(1)F LAK:. AAA X Cisco Nexus 9804 77 v b 7 4 —2h AA v
. Cisco Nexus X98900CD-A 3 L X X9836DM-A 71 > H— RTHR—FENET,

AAA DT 7+ )L FERTE

DRI, AAARXTA—Z DT 7 )V " REERLET,

Table 3: AAA /NS A —A DT T4 I BT

INTGA—H T7HIE

Y = VRRES R a—7 L

T 7 4V NEEREST A °—7 L

07 A CRFERIA v — TA4E—=T N
CHAP #i S —7
MSCHAP &7 Fav—T7n
TIAINE T T 4T 07—
THATT 4T alDFEYA R 250 KB

Z ZTIX. Cisco NX-0S T /31 AT AAABEREZ R ET D FIEIZ W TR L £,

N

Note  Cisco IOS @ CLIIZHEN TWAEE, T OREREICKHGT % Cisco NX-0S =~ > NI i i -4

% CiscolOS <> RERRDZLGENH DO THERE LT E I,

. AAA DERTE
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Note  (Cisco Nexus 9K 2 U — A A A v FI%, TACAAS+ (Z%f L CHD I CLI =~ K aaa authentication
login ascii-authentication %% 7"— k L £33, RADIUS |2k LTIV AR— M LERHA, 774
JV RRBAET & 5 PAP AN 72 % X 512, aaaauthentication login ascii-authentication A A » F73
Mo TNWDZ L EZMBLET, £H Lk, syslog =7 —NERINET,

AAADERETOER

AAAFREB X O T AU T 4 v 7 RRET DI, ROEEEZITWET,

1. FRBIHEIC U E— F RADIUS. TACACS+., F72IXLDAP Y — & fH 4T 2841, CiscoNX-0S
TA%XLTTX%% RELET,

2. :l‘/7~/l/1i17/1’ /nuuﬁﬁﬁ% H/:Eﬂbij‘
3. 22—V al A OO TF 7N NOa s A B FRERELET,

4. FTHNDNAAAT AT 4 VS DF 7 4 M HFRERELET,

h \/_)l/ H 7\"( DHIL\EIEﬁ_tO)EXE
T, ar Y= um A ORI RERET D HEERALET,
RAEFRUZIE, OB OB H Y £,
* RADIUS $— D7 a—r3)L 7' —)L
* RADIUS, TACACS+, 721X LDAP — 1 DOfFEH 7€ > b
« Cisco NX-OS T34 ZAD 1 —H )L F—HF _N— R

o —HFL DH (none)

T 74N bOFRIFTr =B TTN, BT AT a v B’h 0 9,
Y

Note  aaaauthentication =~ > K group radius 33 J UF groupserver- nameﬁéft X, DN ER I
RADIUS ¥ — Dt v AR L ET, A&~ b—"%2HET HI2IE, radiusserver host =
<V REMHEHLET, — DL & 2L — 7 %{ET 5121, aaagroup server radius =
~ U REERALETS,

AAA DERFE .
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Note

UE— FGRAENA X —T Mo TWNDH L EIANRAT— NEIEAZFEITTH L, "AU— REE
DFETHIICary—al A rOa—)ViBiEN A x—7 W20 £3, TOD, Bl
WA — REFEHLT, 23 Y=L R"— MEHE T Cisco NX-0S T/31 AZa /A o CT&F
T, B A %L, SIERE a— O AGRREE T 50, EIXAAA =N TREINTE

HENAT—FD Uty MEIZY B— FEREEZA R—T T HZENTEES, NATU—F
E1E 7 o 22T A EEE IOV T, [TCiscoNexus9000 > U — ANX-OS kT 7 /Lo 2 —
T4 T HA R ZBBLTIEEN,

Before you begin

WIS U T RADIUS, TACACS+, E72IX LDAP — R L —T %R ELET,

Procedure
Command or Action Purpose

R w 71 | configureterminal a7 4Fa2lb—varyE—RIZAY
Example: =7,
switch# configure terminal
switch (config) #

R 772 |aaa authentication login console {group | => v — w7 A LR HFA A3
group-list [none] | local | none} E

Example:

switch (config)# aaa authentication
login console group radius

group-ligt 51521 ix, 7 v—T4 % A—
ATCKYo7 VA EEELET, 7
N—T20F, ROLHITHELET,

radius
RADIUS #— "D 7 12—/ )L 7 — )b
M U CRRREZ ATV E T,
named-group
RADIUS., TACACS+. F 7213 LDAP
P—ROFEY 7Tty EHLT
FREZATUVE T,

IocaniJCi 0—H) T A=A
WZEH L £, none 5 Clx
AFBREDNEH S e L 9 ?
iTo

VAE IR NOI=NAE = /A GV 5= ¥
X local T9, Ziuix., FRIMITLFRE
SNTWARWEGEES, FRITREINR
FEF KA RTUTOWTRENES 2N
BAIZ, ayvy—raZ A kLT

ﬂ;h Fl

AAA DERTE
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Command or Action

Purpose

O — BV ~D T F—) N 7 PN T
RWRY . FERHINET,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal— gy ET— REKT
Li‘j—o

ATv74

(Optional) show aaa authentication

Example:

switch# show aaa authentication

avYy—)L a4 T RORE R
FRLET,

ATy TH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FFar 74 Xal—ark, AX—
Ny arrg s Falb—vg iz
I:O*_‘[_/ji—aﬂo

—

T2 bOOTA VEEEARDERTE

FRFERFUTIE, ROBDORH Y F 9,
*« RADIUS — D7 a— )L 7 — b

« RADIUS. TACACS+. 771X LDAP y—DfgEH 7t v

¢ Cisco NX-0S T4 ZD 1 —H )L F— B _N— 2

C AT

T 7N OFRITe =BV TTNR, WHIT 247 arBH £9,

Before you begin

VBTG UC RADIUS, TACACS+., £721X LDAP Y — X VL —7 % RELET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4FXalb—yaryET—RIAD
i‘a‘o

ATvT2

aaa authentication login default {group
group-list [none] | local | none}

T 74N MRS R ERE L ET,

AAA DERFE .
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Command or Action

Purpose

. AAA DERTE

Example:

switch (config)# aaa authentication
login default group radius

group-list 515X, 7 —TH H A—
AT 572 A NEEELET, 7
N—THIE, ROXIITHRELET,

 radiusRADIUS %—/ 3D 7 1 — 31
TNV EEH U CREEEITWE T,

« named-group : F&FIEIC RADIUS,
TACACS+ £ 721X LDAP ¥— D4
AiftE 72y EFEHLET,

IocaJ jifi 0—H) T A=A
mun ﬁiﬂq Li? nonejiﬁ’(’

AFSREDMEH SN L 5 ?
i¢077¢wb®m74/ﬁﬁHMH
<7, :zh‘i jifz‘ﬁfﬂfba&ffézhfu\
WG ETITERE SRR AT
~TIZ Ob\fm/ii)) FoNRWEEIT,
oY= algA Ak L TCae—h
NDT F =)V Ny I RT =TT
RVBRY | ERH SR ET,

RONTNPERETEET,
o AAA Ay thEy =77

IJL ll[Efcﬁ L/@ AAA At nEy /l/_

0 — A VisE

* niEfcﬁ L
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Command or Action

Purpose

Note

Note

local ¥ — U — Nid, AAAFR
uEﬁ/l/‘—775f ﬁiﬂj—ék%
Y FR—hFSnEHA W
ATIEIHV EHA) ., T
li v — VSRR, U
— § Y= RBBELRRED

%9@?'72‘/1/ rCHDHT
»TY, =& xIix, aaa
authentication login default
group gl =& E L7-5
AAA 71— gl %@ﬂﬂ L

TRGEEATHY Z T2
j-h i 7 — ﬁ/bnhnﬁﬁ)‘iﬁ
fTanEd, ZHuzx L,
aaa authentication login
default group gl none % i &
L7e%e. AAAZV—T7 gl
% Af LTME%’:ﬁ 5 N
ﬁ)fgif j‘ﬂ N nun 519%
ITanEHEA,

Cisco NX-OS AAA F8GEIL
Ny Vo F—mYAR—
P HAT 6T X —DRHE
PAR—rLET,

2Ty 73| exit Ay 4 Fal—varyE—REekT
Example: LET.
switch (config)# exit
switch#

AT 7 4 |(Optional) show aaa authentication T xINDal A AT RORES
Example: FRLET,
switch# show aaa authentication

AT w 75 | (Optional) copy running-config FEfTar 74X al—arhr, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny ary74¥al—gila
[:0\___[/\35@—0

AAA DERFE .
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B o rrzsm~orr—nvsommit

A— jJ)l/ﬂlb\ﬂIE/\o)jT_)l//{\J70),“\ j]1t

FI7FNVETIE, avrY—=nrual A i3 T 740Nl 40D ) B— FRIENHETE SN
TWBEA. EDAAA V—NICHBERRER L &I GRIEZ T —I122 D £9) | —PR
CiscoNX-OS T A Ambua vy 777 hEnWnWk iz, a—h AR 7+ — Ny 7 &1

F9, 2L, EX a2 T o 2R LESEROIC, B —IINGRRAE~D T 4 — LNy T BT
TEE9,
A\
Caution 0 — Jj )LERFE~D 7 4 — /LN 7 BEERHCT 5 & CiscoNX-0S T34 A3 1 v 7 &h, /8RR
U — R[ElE & 317 L&w&T&?XT%&<&5 ERBHVFET, TXAANBRY I T U
NN L9 ) \——’9,«67):_ Wz, *‘j?/l/muni“@7ﬂ'*‘/l//\/7%ﬁfjj —g«éij‘%%ci\ ?72'/1/

fas Al ary—al A oWl TIERS, WERMNEITICTAZ EEHERL £,

Before you begin

ay)—nul A FEREFTF IR a0 BT— R AR TELET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal a7 4 FXa2l—ay F—RIZAD
Example: E30
switch# configure terminal
switch (config) #
AT w 72 |noaaaauthentication login {console | ayJ—nalArELET 740k
default} fallback error local 07 A NZHONWT, U E— MERIENERE
Example: SNTWVAEFITED AAA P —2NT
switch (config)# no aaa authentication iug;ﬁﬁ‘éf@ & g‘ Kiﬁiéhé =1 _7‘\7/1/5}3\
login console fallback error local |ZE~D 7 3 —/L 3y 7 ZHHIZ L ET,
0 — B IVEREEASD 7 F— )8y 7 )
2T D&, ROA Yy E—URFRINE
R
"WARNING!!! Disabling fallback can
lock your switch."
AT 73 |(Optional) exit a7 4 Xal—var T—RERT
Example: LETS
switch (config)# exit
switch#
R w 7 4 | (Optional) show aaa authentication o y yw—/l/ ] 7“/]' yjs iy U“—'f“7 + Lk

AAA DERTE
T I
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MAZTEDOF 74 Lk a—F a—io1x—T it [l

Command or Action Purpose

switch# show aaa authentication

R 7§ |(Optional) copy running-config FATar7 4 FXal—ark, A¥—
startup-config NP ary74¥al—gila
Example: E—LET,

switch# copy running-config
startup-config

AAASESEDT AL A—H O—I)LDA4 %x—T L1t

a—Yo—NEEERANW)E—ha—FIZ, T7HN FOa—F o— L &R LT, RADIUS
F 721X TACACS+ U &— F&FEIZ & D Cisco NX-OS T3 A~Du 7' A v aFFa] T& 1,
AAA DT 7 )V hOa—Y a— LT 4 b—T7 T B L, a—F o— L E2 N
F— b 2—PRET NS RZu A TE LR ET,

Procedure
Command or Action Purpose

2 5w 71 | configureterminal AT 4Falb—varE—FIAY
Example: 7
switch# configure terminal
switch (config) #

AT 72 |aaauser default-role AAA FRAED T2 DF 7 )b b —H
Example: 0—LE A X —TMILET, T 74/
switch (config)# aaa user default-role }\7f[i/f;FhAjf/Vﬁ:i£<)7fb\jij”o

T 74N~ 2—% a— LOMEEE T 1
T—T T BRI, ZDa<wr RO
no B A LET,

AT 73 exit REE—REKTLET,

Example:

switch (config)# exit
switch#

Z w7 4 |(Optional) show aaa user default-role AAAT 7 3V h a—H a— L OREH
Example: FRLETS

switch# show aaa user default-role

25 7 5 (Optional) copy running-config FITar74Xal—vark, A¥4—
startup-config NPy a7 4 Xalb—g 02
Example: E—LEd,

switch# copy running-config
startup-config

AAA DELFE
|



B oy omasmsvr—sornt

A4 VKRB A v E—ODERIE

B A VT Y E— FAAA T —APISE LW S, £0or A UiE, n—A ) a— T —
HFR—=2 =V F == LTRSS NET, ZOXIRGEHIC, /A VREA v E—UR
Ao TND L ROA vy =V Ra—FOuRIZERESNET,

BhL=-a454 >

B Li-a /A

II AAA D

Remote AAA servers unreachable;

Remote AAA servers unreachable;

AmAnEE |

local authentication done.

local authentication failed.

Procedure
Command or Action Purpose

Z 5 71| configure terminal A7 4FXalb—vary E—FICAD
Example: 7
switch# configure terminal
switch (config) #

R T 72 |aaa authentication login error-enable 07 A VR A v —U /R L
Example: £9, 774N MTET =TI
switch(config)# aaa authentication i£<)7:b\§i7r°
login error-enable

AT v 73| exit REE—FZKTLET,

Example:
switch (config)# exit
switch#

R 7 4 |(Optional) show aaa authentication Oy A VRIRA v E—V OB ERFRRL
Example: 7
switch# show aaa authentication

R T 75 | (Optional) copy running-config FITar74¥al—ark, AX—

startup-config

Example:

switch# copy running-config
startup-config

NPy a7 4Xalb— g 002
EO_ngjﬂo

LA v TFHRETEET,

E—]

axX &

RITEXRBML-0T 4 VERTT

BT L S LT | /A kT2 T

RE SN TzsyslogW— NIZFRERT D



| AmADEE

pyLns 4 vamessLosqviti [

FE
AU RFEREET7TIV3 Y B
AT 71 |configureterminal Ja— OV EE— RERBLET,
f
switch# configure terminal
AT 72| #%8: [no] login on-failurelog = ﬂ?“‘/?“ LAULR 6 IR TE STV D
. B DI, R U TRREEIZET 29~ T
{1 e
on(confior b logs cail L O))l v — VR IEW D syslog Y—
SW1TC conri oglin on-ralilure o]
s e S lNcEELET, CoRETIE, Bog
/%E&@é \—/kg)SYSlOg?( /‘E“‘T/i)lié/\
SNET,
AUTHPRIV-3-SYSTEM_MSG : pam aaa :
Authentication failed for user admin from
172.22.00.00
GE) 0 X7 LUl authpriv A3
6 D6, BIO Linux 77—
FIVEBFEA » & — P LA
DA =L EHITFER
SNFET, TNHDBEIMD
Ao — U BT A M
b B Y56, authpriv E % 3
WCRETHHERDH Y F
R
AT 73| ¥ZH: [no] login on-success log = ﬂ?/ﬁ LAULR 6 ICRESNTVND

1

6

6

@Zf Ek‘yj]_/f\_mun Eﬁﬁ‘éﬁ"\f
0))‘ v =V B IEFH D syslog T —

switch(config)# login on-success log s
switch(config)# logging level authpriv N ‘”Eﬁbi@—o O Efli n7A

AATRT D LR Dsyslog A v B— U0

switch(config)# logging level daemon %%éﬂij«
o

AUTHPRIV-6-SYSTEM_MSG : pam _aaa :
Authentication success for user admin from
172.22.00.00

AAA DERFE .
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B -—vcecons o Invronse

ARV KRFERIETI Va3 B#

GE) o ¥ 7 L~UL authpriv 23
6 D¥E . BIO Linux 77—
Z\/Vuwﬂf)‘ v =D LI
DA yE—TL L HICHER
SNFET, ZnboBEIMND
Ay — Va5 N
2> D451, authpriv fE % 3
ICRETD2HERH Y F
R

ATw 74| (f£&) show login on-failurelog S U7 3RFE A » 27—V & syslog ¥ — /3
- ICHSKT B L DAL v FRBRE ST

; | _ |vanrarrmRLET,
switch(config)# show login on-failure

log

ATv 75| ({EE) show login on-successful log | fkF L7238GE A v & — 2 % syslog i — /3
i - (ZREET D KO ICAAL vy FRRESNLT

: | _ WHINE D EERLET,
switch(config)# show login

on-successful log

ATvT6| ({£E) copy running-config FiTar74Xal—vark, A¥—
startup-config Ny arrzsFXalb—varila
{5 E—LET

switch (config) # copy running-config
startup-config

A—HZénngA4r Ty DERTE
2A o FNTa =)L a7 4 X2l —g FT—RNIRoTWNWAI 2R LET,

a—WTlonrsAr T ay JHREA M T 5 &, Denial of Service (DoS) WEED R\ % i H

T, HFERBOPBLEMTHENTEET, ZOKEITe—ILEBI RN E—F=2—%
a:i@ﬁﬁémiﬁ 07 ANK L — 2Ty I TH5X0IIn A U NT AR ERE
THITIE. IR TRIEEZFEITLET,

N

GE)  VU—R93NUKETIE, VE—Fax—VorlMy Ty EFETEET,

. AAA DERTE
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FIg
AU RFEREET7TIV3 Y By

AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
1 T REMBLET
switch# configure terminal

R 72 | aaa authentication rejected a—HrTuovrTALHIa A
attemptsinsecondsbanseconds RS A— R A BELET,
i - GE) FIxF oA RT
switch (config)# aaa authentication A—X KE@—K@;}: no aaa
rejected 3 in 20 ban 300 authentication rejected -

YREERLET,

AT v 73| exit Kb EXEC E— FITREY £,
1
switch (config)# exit

ATy 74| (f£E) show running config BIA NI RA=E R R LET,
1
switch# show running config

R w 75 |show aaalocal user blocked TuayrEnhi-a—hL a—YEFER

1 LET.

switch# show aaa local user blocked

RTFw 76 |cClear aaalocal user blocked {username |7 n o7 X —b) 2—HFE 7Y
user| all} TLET,
i - all : 7y 7 &Rz _XTou—L

switch (config) # switch# clear aaa local i—*f%ﬁ U 7 Li-@*o
user blocked username testuser

AT 71 |show aaa user blocked Ty 3N _RTOr— L a—
i - FLUE—bh 2—FE2ERLET,

switch(config)# show aaa user blocked

AT 8| ({EE) dear aaauser blocked{username| 7' 1 v 7 SN/ _XTHa—h )L L —

user| all} FLVE—F 22—V T7LET,
i - all: 7y 7 Shi-d_XTou—hiL
switch# clear aaa user blocked username| =—H L JF— K =2—HP A2 7 U7 L F
testuser 7*0

AAA DEETE
|
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CHAP

AmAnEE |

il

)

GE)  network-admin 3 X OF vdc-admin 7217 23 show B L Nclear 2~ > K& FEI{TTE F9,

WIZ, 20 WORIC 3 [E DO r 7 A CRATR R LIZE BT, 300 Bla—Y 2T n v s
TORTA L NRTA=FeRET DB 2R LET,

switch (config)# aaa authentication rejected 3 in 20 ban 300
switch# show run | i rejected

aaa authentication rejected 3 in 20 ban 300

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

EHL\HIE<7):¥§-$CU‘1t:

CiscoNX-O8S V7 b =TIl&, Fx L oI Ny Ryz—7@GE7 e b2/ (CHAP) % YHR—
FLCTWET, 27 e hanid, ERERED Message Digest (MDS) /v v = XA H L
7:“;2;%EH {KjA%S fFﬁ’L/w/)/L/;KjAv/;(wunEji_ta)jrm b::/b’(?f U E— FRREY—A

(RADIUS % 721X TACACS+) #i# U T, Cisco NX-0S AA v F~Da—H% 1 /A T
P TEET,

CHAP

7 4L F TlX. Cisco NX-0S 7 /34 A%, CiscoNX-0S T34 A& U FE— K $— "D T8
AU— RRFE7 2 b =L (PAP) #RGEZE# A L ¥ 3, CHAP RAEZIDE AL, CHAP X ¥ —
EAEM (VSA) 3Rk 2 X 912 RADIUS — " F 721X TACACS+ Y — " Z 3R T T 5 MLEN

HYFET,

)

Note  (Cisco Nexus 9K ¥ U — R A A » FIL, TACAAS+ Z%f L CHDF CLI =~ > K aaa authentication
login ascii-authentication % ¥ 74— ~ L ¥ 9723, RADIUS {Zx} L CiEHAR— M LEHA, 774
)V RRBRETH % PAP NA N7 5D X 91T, aaaauthentication login ascii-authentication A A~ F73

N> TOD T L EMRLES, T Lk, syslog =7 —NRRSNET,

ALET,

wIZH &

2017 Jun 14 16:14:15 NO9K-1 %RADIUS-2-RADIUS NO AUTHEN_ INFO: ASCII authentication not

supported

2017 Jun 14 16:14:16 NOK-1 %AUTHPRIV-3-SYSTEM MSG: pam_aaa:Authentication failed from

192.168.12.34 - dcos_sshd[16804]

. AAA DERTE
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cuap o ast [

W’ DFEIZ, CHAP IZ /4872 RADIUS 3 L U TACACS+ VSA ZRr L ¥,

Table 4: CHAP RADIUS 35 & Uf TACACS+ VSA

AUH—ID | RU&—%54 |VSA B
&5 TES
311 11 CHAP-Challenge | AAA H— 3725 CHAP =—HFIZHEEIND

Fry Lo VahFLET, Jhid,
Access-Request /37 > b & Access-Challenge 7
7y FOWMGTTHEMATEET,

211 11 CHAP-Response | Fx L > |2k} 9 5 & & LC CHAP =—+
DA LTAEZ R L E 9, Access-Request /™
oy NI THEMLET,

Before you begin

a7 A D AAA ASCII JBGF & ENIC LET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal a7 4 X2l —Tary F—RIZAD
Example: £7.
switch# configure terminal
switch (config) #
Z - = 2 | no aaa authentication login ASCII #GiEZ HZhZ LET,

ascii-authentication

Example:

switch(config) # no aaa authentication
login ascii-authentication

Z 5 = 3 | aaa authentication login chap enable CHAPZGEZ AN LET, T 741V 1
Example: TIHENC > TONET,

switch (config)# aaa authentication Note Cisco NX-0S /34 AT,
login chap enable GMP&M%H@(it@

MSCHAPV2) ODili 5% A %)
B2 LT TEERA,

AT v 7 4 |(Optional) exit a7 4FXal—ary EB— REKT
Example: LETS
switch (config)# exit
switch#

AAA DERFE .
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B wiscHaP =11 mscHap v2 BEE OB DL

Command or Action Purpose
R v 7 5 | (Optional) show aaa authentication login | CHAP O e % F L E9,
chap
Example:
switch# show aaa authentication login
chap
R w 76 |(Optional) copy running-config a7 4 Xl —T gk, AX—
startup-config FFyFarz Fal—vavica
Example: E—L %,

switch# copy running-config
startup-config

MSCHAP Z 7=1& MSCHAP V2 FEZEED B N1E

~Af a7 KNFxlrTU Ny Rrz—2@FE7 1 hab (MSCHAP) (&, ~Af 781y 7k
flk® CHAP T, CiscoNX-OS Y 7 b7 =7 |Z, MSCHAP Version2 (MSCHAP V2) Z% %%
LCWET, UE— hRFEY—3 (RADIUS £ 721X TACACS+) %@ U T, CiscoNX-OS A A
F~D2—H a4 IZMSCHAP Z{E T £9, MSCHAPV2 Tix, U E— MiliERADIUS
P — %9 L7z CiscoNX-OS 7 /31 A~D2—W a7 A 203 AR— k &ivEd, MSCHAP
V2 DAIC TACACS VNV —T 5B ETHE. T 74/ O AAA v 7 A VEBEHETIE., RIZEHE
EENTWDEFRAMEASNE T, OV — TV —TRNHESNTWVRWESITE, n—hL
FAPEH S ET,

A\

Note CiscoNX-0S V7 F T =7 1E, RDA v —VEFRTIHENRDHY £,
['Warning: MSCHAP V2 is supported only with Radius. |

TG B —IXERAERA v —TH Y. RADIUS TO MSCHAP V2 OEIEIZ 135
BLFEH A,

F 7 L kT, Cisco NX-OS 7 /34 A%, CiscoNX-0S T /34 2L U T— k P — DT
AU — RFEFEZ 1 k2L (PAP) FBAEZ M L3, MSCHAP % 7-(% MSCHAP V2 ZH %2

T 58 A1E. MSCHAP 3 X OMSCHAP V2 R #—[E A @M (VSA) %38+ % X 9 ICRADIUS
P—REBRETHLENRDHY T,

AAA DERTE
2| I
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MSCHAP = 7-(3 MscHAP V2 ZiEn a5t [}

W DFIZ, MSCHAP (24372 RADIUS VSA Zr LE T,

Table 5: MSCHAP &5 & U* MSCHAP V2 RADIUS VSA

RuSF—ID |[Ro&—% |VSA 5EA
&= 1 7E&S
311 11 MSCHAP-Challenge | AAA H-—/37> 5 MSCHAP % 7213 MSCHAP V2

2—PITHEINDLETF ¥ L VERFFLET,
Z AU, Access-Request /37 > k&
Access-Challenge /37 > h Ol 7 T TE £
D

211 11 MSCHAP-Response | % L o 2% B 6% & L CMSCHAP % 7=
IZ MSCHAP V2 = —H 0N AN LTl 2 {8 L
F£9, Access-Request /37 v M TLMMMEH S

FHA,
Before you begin
a7 A O AAA ASCII 582 T L7,
Procedure
Command or Action Purpose
AT w 71 | configureterminal a7 4 Fal—Tar EF—FRIZAD
Example: 7
switch# configure terminal
switch (config) #
Z -+ = 2 | no aaa authentication login ASCII FFRE% 5z L E 7,
ascii-authentication
Example:
switch (config)# no aaa authentication
login ascii-authentication
R T 7 3 |aaaauthentication login {mschap | MSCHAP ¥ 7-1% MSCHAP V2 ZEiE % A
mschapv2} enable MCUET, 7740 h TSI
Example: TWET,
switch(config)# aaa authentication Note Cisco NX-0S _—7:\‘/§/|» 2T
login mschap enable A
MSCHAP & MSCHAP V2 ®
WG EAINTHZ LET
TEHA,
ATy 74| exit a7 4 Fal—iay ET— REKT
Example: LETS

AAA DERFE .
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B wrrs—icomasaomE

Command or Action Purpose

switch (config) # exit
switch#

Z v 7 5 | (Optional) show aaa authentication login | MSCHAP % 7-1% MSCHAP V2 O E %

{mschap | mschapv2} FTELET,
Example:
switch# show aaa authentication login
mschap
AT 76 | (Optional) copy running-config FETar 74 ¥alb—vark, AX—
startup-config PPy ar T Ral—varica
Example: E—LET,

switch# copy running-config
startup-config

LDAP H—/\T® AAA 0] D% E
LDAP — "DF 7 /L kD AAA ] FREBETXE T,

Before you begin

LDAP Z N LET,

Procedure
Command or Action Purpose

X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—3a
Example: T— R LET

switch# configure terminal
switch (config) #

R Fw 7 2 |aaaauthorization ssh-certificatedefault { | LDAP — RDF 7 4 /L kD AAA 3Fr]
group group-list [none] | local | none} FRABELET,

Example: ssh-certificate % — 7 — &, FEWIER
switch (config)# aaa authorization éﬁ%ffﬁﬁ L7 LDAP gﬁFm‘i i —h
ssh-certificate " . — H: n»@ - =
default group ldapl ldap2 /Datl:ﬁf%‘—fﬁ&uﬂi L/i‘a—o 77 FH I b@a@ﬂ
F, 22— FIZEID YTl — kLT
R EShica~v ROV A N THLua—
AVEFR T,

group-list 5144121, LDAP H—/3 7 jL—
T ANR—ATRE) > 72U 2 M &fRE
LET, ZOTV—T1ZgT 5 — I
% LT, AAAFRIDTZDDT 7 AN
1TbiEd, local FTiL, m—HL

. AAA DERTE



| AR dEE

FIAL O MATHY T4 v EROBEE |

Command or Action Purpose

T AR R B FEEEHA LET, none
FATIE, AAA FREDEH S &
INTHELET,

AT w7 3| exit Ja—r L Ay T 4 el —g
Example: T FEHRTLET,
switch (config)# exit
switch#

AT 7 4 |(Optional) show aaa authorization [all] | AAA FFA[REEF R LE T, al F—

Example: U—RERET D&, 774/ MERE
switch# show aaa authorization ’T\‘é—sﬂi‘a‘o

R 75 | (Optional) copy running-config FiTar74Xal—vark, A¥X—
startup-config PPy ar7a¥al—vavica
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
TACACS+ DA x—7 L4k

TIAILEDAAATHOT 4 VT ARDERTE

CiscoNX-08 V7 N7 = 7%, T H 7T 42 712 TACACS+ F R & RADIUS HH % H AR — K
LE7, CiscoNX-O0ST /A AL, 22—V —DT7 IV T 4T 4%, THU T 47 La—F
DFEXTTACACS+ 72 IXRADIUS EX = U7 ¢ Hh—N—ZLR—FLET, ET IV T«
Y7 va—RiZ, T T 4 7 RHE (AV) OSXTRA-TEYD ., T AAA T —

RIS E T,

AAAT T T4 T T I7T 4 71T 5D E, CiscoNX-OST /31 AF, ZNHDREMEET
T4 La—RELTHRELETY, 207 rTF 407 La—RiE, Exa )T~
Y—REDTHO T 4T 0 IS E T,

FEDT T 4 T HREERT DT 740 PR A MEAERTEET, kOFREE
WHIENTEET,

RADIUSH—/\ F)L—TF
RADIUS % — D7 a— ) F— LV EFEH L CT T T 4 T EITVET,
EEINF=H—NTIL—TF
FBE &N 72 RADIUS F721% TACACS+ V=N I N—T%EH LT v T 4 T kAT
WET,
a—Ah
=N DL—YLENIRNAT = R T —F X=X LTIV T 4 T EITWVE
7

AAA DERFE .
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Note

=R TN =T BRRESINLTNT, ZOF— T —TRNIRELRWEGE,

0= T = R ANPGRS E T,

Before you begin

WBEIZIS U C RADIUS £ 7213 TACACS+ — R L —T7 %2 RELF T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 X2 lb—T 3 ET—RICAD
ij‘o

ATvT2

aaa accounting default {group group-list
| local}
Example:

switch (config) # aaa accounting default]
group radius

TITHANNDT AT T 4 o T HRER
ELET,

group-ligt 51501 ix, 7 v—T74 % A—
ATRY)»7=V A ERRELEY, 7
N—TZIE, KOXIITHRELET,

 radiusRADIUS $—/ 3D 7 o — 31
T=NEFERLCT AT 4T
EITWVWET,

+ named-group : TACACS+ ¥—/\F

721Z RADIUS H— D4 Fifd & 4
Ty NIXT AT 4 o TIER
SNET,

local FUTt—H )L F—H _X— A & Aff
HLTCT AT 4 v TEITVET,

TIFN DT HT T 4 v 7 IR,
local T9, T —3 T —7 ]
HRE SN TWRWGE, FIEERES
NT=TRTOH— N T I—T NG &
DO TG BTSN E T,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 FXal—var ET—REKT
l./jz—g—o

. AAA DERTE

57 v kT
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Cisco NX-0S 734 (=& % AMA H— i vsA R ]

Command or Action Purpose

25w 74 | (Optional) show aaa accounting FIHAINEDAAAT I T 4 T )
Example: KOBEZEFRLET,
switch# show aaa accounting

A5 75 | (Optional) copy running-config Ffar T Rl —L g E, AA—
star tup-config NPy T ar7 4 ¥al—vaia
Example: E—LET,

switch# copy running-config
startup-config

Cisco NX-0S 7/\1 RIZ & % AAA H—/\D VSA D {E

VSA DHEE

VSA DRz

R —EAEME (VSA) ZHHL T, AAA — 3 ETO Cisco NX-08 = —V% m— LB LW
SNMPV3 /XT A —Z ZHgETE £7,

A v H—3y MENFERIAEZES (IETF) 2, *y hU—2 77k A #—,3L RADIUS
P — RO/ TO VSA OBEDO =D O TR EHET HIEMEEER L CWES, IETF (XJEM: 26
EHEALET, NU¥ =X VSA i LT, — i Hiiicidil & 2 il B ofkiREYEZ 3
R—hT&FEJ, YATORADIUS E2#x, ZOMETHR I N ZEHA LT, 120X
VE—EEA T a B R—RFLTVWET, YAaDORXUX—IDIE9, PAR— S DHA
Tar DR — B ATF 1 (LRI E cisco-av-pair) T9, fEIZROEAXDOA NY 7T
T

protocol : attribute separator value *

protocol [ &, FFEDF ] Z A T2 FKT T A ADJEM T, separator (T, LAHBMEDLGIL= (55
7). AT a v OREOEEIT Y (TAZYAZ) T,

CiscoNX-OS 7 /3A A CTOFEFEIZ RADIUS =2 HT 25613, #FrERREO2—HRE
PEZBIERER L & HICKT X 912, RADIUSY— NMZIRADIUS 712 h 2L CHIRLET, 20
PRI RIL, VSA THRESNET,

WD VSA 7a ka7 g 0, CiscoNX-OS V7 b7 =7 THAR—FENTWET,

Shell

a—W a7y A ERETRMT D access-accept /N7 v N THEHENL T 1 haj,
Accounting

accounting-request /37 > N CHEH EN 571 b AL, HICAX—AREENLTWIGLE
. ZHESIABFTHA T I,

WDJEMEMN, CiscoNX-0S V7 b =7 THR—F I TWET,

AAA DERFE .
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NX-0S D1 —4 O—/L#& & U SNMPV3 /85 X — 4 DIEE

roles
a—HFIZE DB TH N T R TOe—LO—ETY, 74—/ N, Fr—74%%E1
TR STV A MDASTZA N 7 TT, T2& 21X, =—9 72 network-operator 35 LT
network-admin ® 2 —/L{ZJE L CWAE. fE7 « —/b RE network-operator network-admin
7 F9, 2OV T EMEIE Access-Accept 7 L — LD VSA BB ICHMI S 41, RADIUS
=B EINET, ZOFEMEXshel 70 F I UEE ZIFHHTEEI, KwIZ, B—
VMR 502 R LET,
shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

RIZ, FreeRADIUS THAR—hsh o v —/VEEOHIZRLET,
Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

Note VSA % shell:roles*"network-operator network-admin" % 7= (3 "shell:roles*\"network-operator

network-admin\"" & L CIEEL7GE. TDOVSAZA T v a Vgt LT 7 73 ES
N, oy 2a TS 2F 0@ ERL £,

accountinginfo
HHED RADIUS T U T 47 7a ha)VilEGEnd @i L bic7hv 407
HREKNLET, ZOBERBHEINDIOIE, A4 vF EORADIUS Y 747 > bhnb
® Account-Request 7 L' — A D VSA I /pNZT T, TR, 7horTr 47 7a
k2 )VBE O PDU TLAMEHA CT&E 8 A,

AAA H—/\ET® CiscoNX-08S D1—45 O—J)LHE LU SNMPv3 /85 A —S2 DIETFE

. AAA D

AAA Y —/3"T VSAcisco-av-pair Z I L T, IROEA T, CiscoNX-OS 7 /31 AD 2 —H 1 —
Ny BT ERETEET,

shell:roles="roleA roleB .."

cisco-av-pair JBEMEIZ T — /L A7 2 g VEIRE LRSS EDT 7 4L O —% 1 —uid,
network-operator T,

SNMPV3EMEIT, ¥ = /VEBMEORTE ZIZBOWTRNCE LD E T, RO X 52 SNMPv3 #23
ETTAN—=Ta haV@ghERETHIE B TEET,

snmpv3:auth="SHA” priv="AES-128”" shell:roles="network-admin" shell:priv-1vl=15
shell:roles="network-admin" shell:priv-1v1l=15 snmpv3:auth="SHA” priv="AES-128"

SNMPV3ZREE 71 F 2 LIS ETEX A4 7 a F. SHA L MD5 T3, 54 32— 71 |k
IVZHRETE 547 v 3 »id, AES-128 & DES T, cisco-av-pair BYEICZ N HDA T > 3
VERELRNSTGAEDT 7 4V FOFFET 1 h 2/LiE, MDS5 & DES T,

E—]

axX &



| AR dEE
w427 051 ooz ]

X7 004 UBEREDERTE

A4 2 INSA—8DRTE
FREMED & B — A hE (DoS) WM SINHEIC, FNLEO e 74 U iiTE BE)

HiC7 w7 L, BERIOERGEAT ORI SIS ISR 2 8925 2 & T «
7vafVRBEELEDLLIIC, n A NI A= ERETEET,

\}

GE)

ZOMBEIL. VAT L AL v TFF—RN—0RELEEAS. £ITAAA Yo ANHE#H L
BAICHESLET,

\}

(GE)  login block-for 3 X OV login quiet-mode =7 4 ¥ =2 L— g VE— RKa~y Rid, i
system login block-for 33 X 0% system login quiet-mode (Z4 RN A E S E Lz,

FIE
ARV RFERETI a3 Y B#J
R 71 |configureterminal sa—\)aryz 4 Fal—a v
. E— &G LET
i
switch# configure terminal
25+ 7 2| [no] system login block-for seconds T — FMERELET, 77O
attemptstries within seconds Bl DEFHIL 1 ~ 65535 T,
Bl - 60 FYBAPNIC 2 [ 7 4 o BEsR AV A L
switch(config) # system login 7=5EIZ 100 R O — I AD L 9

block-for 100 attempts 2 within 60 KX4V?%%E¢5W%%Liﬁ

Zha~vr RaEANTHE, TelnetE 72
IESSHA ST L7z _RThr 7 A R AT
X, IR ICES ShET, T2k
A @y br— AR (ACL) b,
system 2~ KRR ANSIVET,

Gx) fhow /(v a<wy Rafii
AT 2, Zoa<wr R

EANTBHEVERHD F
‘a_O
AT T3 ({£E) [no] system login quiet-mode | T — NIZUIV b D L XI1T, AL v
access-class acl-name FIHEAENS ACL 2 ELET, R
#l - A o FPEHET— RIZ > TV DRI,

AAA DEETE
|
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switch (config) # system login
quiet-mode access-class myacl

TRCORr T A ERPBEG SN, A
TELHERIT o v Y — LA O D T
2780 £9,

ATvT4

({EE) show system login [failures]
i) :

switch (config) # show system login

OJA L RT A= ERRLET,
failures 47> a i%, BgL7-a /o
VEATICEAE T A IE RO E TR L FE
KR

ATy TH

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

a7 4 X al— gk, AE—
Ny arg o Xab—ra iz
I:O*‘[/jz—g_o

A—4H a4ty a DR
2P ANDT Y Db ORME 7 A vyt a L DR EHIRT S - LR TE RS, =

LD, 2—PREEORE Ry a v EEFSZ LRI L. A2)72SSHE 72 i3 Telnet
alT VAT AREZ—FOREN X2 )T MEERR L ET,

FIE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

switch# configure terminal

Jua—)L a7 4 Xal— g
F—FERMLES

ATvT2

[no] user max-logins max-logins

1

switch(config)# user max-logins 1

2—H 1 ANH7= D KRFET 7 A v B
oy aBEHRIRLET, HHETED
FHAIX1~7CTT, eKka 71 UHlRE
LIZRET DL, =2—F 1 Ab7eb D
Telnet £7-1X SSH & v 3 28 1 1ZH)
REEd,

G¥) BESNT-v 7 A IR
. TR TO—YITEH
EET, Hro—F|C
W HHIRERETH L
TTEEEA,

ATvT3

. AAA DERTE

(f£&) show running-config all | i
max-login

1

2—WF1 ALY OREKERE Yy 3~
WAaFRLUET,
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nzo—rogsosR [

ARV RFERFTIVaY =)

switch(config)# show running-config
all | i max-login

ATw 74| ({£&E) copy running-config FITar 74 Fal—ark, AX—
startup-config Ny ary74¥alb—gila
15“ : I:o*‘[/i—é—o

switch (config) # copy running-config
startup-config

INAT— FDRSDHFIR

A=W RAT — RFOR/NEERREEZHIRCE Ed, ZOMEEZEHTLI L, 22—k
RAT— ROANZHRETAHZI LT, VATLDOEXF 2T o 2L TXFE T,

48 HHIIZ

INAYT — ROFRE OMER 2 AT 5121E, password strength-check =2~ > K& #9425 M5
N ET, NATU—ROEIEZHIB LN, "ATU—FREF = v 7 2H/HET, 2—%
DHIR SN 7= R EOFANICRVWIRT —REANTDHE, 2T —RERINETH, 2—F
T SBERENET, NAUV—FROESZEH L, 2—F 7o MAER I X
INZT BT, NAT—RBEF = v 7 EFGHIL, NATV—ROREIEZHIRT 20N H Y
£7,

Flg
AU RFERET7TIV3 Y B#

R w71 |configureterminal Ta— ) ar7 4 ¥al—a
Bl T REBALET
switch# configure terminal

R 7y 7 2 |[no] userpassphrase {min-length 2= RNAT — ROR/NR £ 213K
min-length | max-length max-length} EAEBLET, 2T — ROE/NEIT
Bl - 4~12TLFITTHZ emnTEES, A

RN =] —~ e
switch (config) # userpassphrase AU }\U>Hij(f§6i 80 127 35T
min-length 8 max-length 80 Tfo

ATw 73| ({E&E) showuserpassphrase {length | | = —H X2 U — ROfKx/NEERRKES

max-length | min-length} FRLET,
i :
switch(config) # show userpassphrase
length

RATv 74| ({EE) copy running-config FTar 74 ¥al—vark, AX—
startup-config T w7 a7 44Xl —g0la
15“ : I:O*_‘LSE—;AO

AAA DERFE .
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switch (config) # copy running-config
startup-config

A—HZND/NAT7— K 7O

AP LD 2= HRANRIIANAT = FADNEZERT D LD 1T,

FIE

T hDA =T ILiE

A v FERETEET

ARV RFERFTIaY

=)

ATy T1

configureterminal

1

switch# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnLE7,

ATy T2

password prompt username

il -

switch (config) # password prompt

username

Password prompt username is enabled.

After providing the required options
in the username command, press enter.
User will be prompted for the username|
password and password will be hidden.

Note: Choosing password key in the same
line while configuring user account,
password will not be hidden.

password A4 7' 3 v & AHT I
username =~ > N £ 7213 snmp-server
user 2~ RRASSn%iz, =—
PFITxt L TRRAT— RANERD T 7
ThaeRFTDEOASN v FERELE
T, PR AT LTz NA T — Ri3dER
RZENET, ZOKEELT =T
2T 51T, Z0a~vry RO no B %E
FEHLES,

ATvT3

({£#) copy running-config
startup-config

1 -

switch (config)# copy running-config

startup-config

FElTar I 4 Fal—ark, AX—
Ty a7 40Xl — g0l
vE—LEd,

RADIUS & 7=(3 TACACS+ O+

=1

EMEDERTE

A A F ERADIUSE 72 ITITACACS +H— D U F— FRAEB LT W 7 T 1 7 IR
ETHIEEIT, BEBRTHLIT-OIERRIITHIMNERDLY £5, ZNHOKF{bah
HEMEOERKIZIZ, radius-server [host] key ¥5 . U tacacs-server [host] key =~ > K& Z I ZE

EEA LE4, SHA256~ v 2 = 70T,

B

FIE

(EREEI Ay g)

TR 2 RAF T D72 S E

AU RFERETIVa Y

=)

&

. AAA DERTE

configureterminal

1

Ja—)L a7 4 F¥Falb—g v
E—RFZBBLET
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switch# configure terminal

ATy T2

generate type7_encrypted_secret
1

switch (config)# generate
type7_encrypted secret
Type-7 (Vigenere) Encryption,
Use this encrypted secret to configure
radius and tacacs shared secret with
key type 7.
Copy complete secret with double
quotes.

Enter plain text secret:
Confirm plain text secret:

Type 7 Encrypted secret is : "fewhg"

¥ — XA 77 TRADIUS £7-1%
TACACS+ DIt FERME AR E L £4,
A DNT) % 2 [FECTRO HILE
T, BEIX, AT EIERRITRD F
T, WIT, B bSioN—T 3 Ok
EBRFRENET,

GE) TL—2 T XA NOWEN
MOREEAbN— 3 &R
WAERLTRE, ZOH®%T
5k S i A &
ETHIENTEET, £
DOFEIZIX, radius-server
[host] key 35 L TX
tacacs-server [host] key % fi
ALET a~r FERITL
EJc a8

ATvT3

(f£&) copy running-config
startup-config

il -
switch(config)# copy running-config
startup-config

FiTar74Xal—vark, AX—
FPy a7 4 ¥al—vgla
E—LEd,

O—AJILAA A7 A O T4 50F=ZAY 58D

)7

CiscoNX-OS T/, 21X, AAAT I T 4T T I0T 4T Dur—R) aZ xR L T
WET, ZorZETE=F )L YT LY TEET,

Procedure

Command or Action

Purpose

ATy T

show accounting log [size| last-index |
start-segnum number | start-time year
month day hh:mm:ss]

Example:

switch# show accounting log

T T 4T al kFRrLET,

Zoawy REZE, T 740 T
K 250,000 N1 bDT HU T 471
INFRENFET, awr RO %
BRI 5561%, szeslBaEHLET,
FRECT&E B%PHIL 0 ~ 250000 /X1 kT
T, Flo, v ZTHAOBGY— 7 v A%

AAA DERFE .
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AmAnEE |

Command or Action

Purpose

B EIILBRMARE AR E CE 9, PRt
AT w7 ZAOHPAIX, 1~ 1000000 T
T, THIT T a s T ANVIC
HLEGEDA T v I AF T O A FoR
T 521, last-index F— 7 — K& {# F
LT,

R 72 | (Optional) clear accounting log [logflash]

Example:

switch# clear aaa accounting log

T T 4T a7 ONKE7 VT
L%, logflash ¥—7— RiZm s/ 7
TV alREINTWDT AT T
Y arsuEr7 )7 LET,

AAA &% TE DERD

AAA DRRENFMZZRT DI, ROWTNDNOIEEEITOET,

avwU kR

B8

show aaa accounting

AAAT BT 4 T DRGE

XTI LET,
show aaa authentication [login {ascii-authentication | chap | AAAZREE T 7 A VR ETE S %
error-enable| mschap | mschapv2} ] FHRLET,

show aaa groups

AAA Y — R TN — T DEBEE
FRLET,

show login [failures]

Oy Ay RTA—RERRFL
F 9, failures4 7> a i3,
K U7ew 74 R TIC B
THIHROAEZRRLET,

Note clear login failures
o~ RiL, BUE
DAL D
TA R &Y
7 LET,

show login on-failurelog

syslog ¥r—/N1Zxf L CRBAEL
WA ytE—Thka iR T 5
LA v FRHRESNT
WHMNERRLET,

. AAA DERTE
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show login on-successful log

syslog —/Z%f L CRRAERK
WA ve—Tha V5T 5
EVCAA v TFRRESHT
WOPRRLET,

show running-config aaa [all]

FEfTaryr 74Xl —r g3
DAAABREEFR R LET,

show running-config all | i max-login

a—H 1 AdT= 0 OFKFEE
tyvalrBERRLET,

show startup-config aaa

AR—K T T a7 4Xa
L—3 3 D AAARIEE TR
Lij_o

show user passphrase {length | max-length | min-length}

a— RRAT— KD/ E
HKREEZRRLET,

show user passphr ase sequence alphabet length

LA AT — RO BT
T U ADRREERRL
iﬁdo

show user passphr ase sequence keyboard length

TP SRT = RDF—
R—R v —F L 20K KES
FRLET,

=L
AAA D% 7E 51
WIZ, AAA ZRETHHIZRLET,

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

AJA 2 NG A—3 DEETELH

WIZ, 60 FPLANIZ3[EIa 7' BRI L T2 A I 100 B O EE — RICAD L IR A v
FEHRETLHHERLET, ZOFIE, vl A4 ORKERLETA,

switch# configure terminal

switch (config)# login block-for 100 attempts 3 within 60

switch (config) # show login

No Quiet-Mode access list has been configured, default ACL will be applied.

AAA DERFE .
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B xo—rTooTrsenzEs

INAT)— K

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch (config)# show login failures
*** No logged failed login attempts with the device.***

LUFIZ, it — FACL ORER 2R LE T, FFEERH T, myacl © ACL 5 DR A LS
FTRTOu T A CERPMEGSNET, OB, v /A ORBLRLET,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch(config)# login quiet-mode access-class myacl

switch (config)# show login

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch(config)# show login failures
Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

y 3 oLy =JL =
A2 7T MEREDERTEH
WOFETIE, username 2> RANZIZ 22— R T — RAHBE RO a7 FEFERL,

WNAT = RPANSNRIPS TG BIIFT T — Ay =V aRRT LR A v FEZRET D
TR LET,

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

switch(config)# username userl
Enter password:
Confirm password:

. AAA DERTE
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warning: password for user:userl not set. S/he may not be able to login

WOFITIEL, snmp-server user 2~ 2 RANRIC2—F AU — NASERO T v o7 M &E
KL, ZO%, 2—WIHRTEHT 0 P NEeRRTDHLICAAL v T ERET D HEERL
£7,

switch# configure terminal

switch (config)# password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N9K-1 (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

AAA [ZREHY9 %IE01ESHR

Z I TIE. AAA OFEEIZET A BIMEHRIC OV T L £7,

#n

EEH
BEEIEE T=aTFILRAL ML

CiscoNX-OSDF A& A |CiscoNX-OST A A A K

1R

R c R
|2

COBEETY R — FINDFHOEREE -1 IEF I NT-EEE I FTA, F2. |—
BEfROREHED Y R — MIEFE SN TV ER A,

MIB MB®D'Y) >y

AAAZEETAMIB| AR —FENTWA MIB #BEEBLIOF v oo— RT3k, kD
URLICT 7 EBALTLIEE N,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

AAA DERFE .
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