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5 a—YORFEEETHNITVE T, LDAP ¥ —E A, 7% UNIX £ 721X Windows NT 7 —
AT — 3y BB 5 LDAP T —E L DT — X _R— A2 THEH I ET, CiscoNX-0S 7
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U—J CHEHATELMOY—EREFEHTEET,
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LDAP FEEE & & UEFAI

7547 ME. BEAAL VR (22— L RATU—R) &M LTLDAP %— 3¢ @ TCP
R L Oty v a VEMIMLLET, Fr 7 et A0—8E LT, LDAP —N[ZZ 0D
FeAR—=2FHBEL, 2—F 707 7 A NLRLFDMOFEREZEG L 9,

A v F‘L“C?)‘f’o*/\%:ﬁ‘é GRIEEAT o TOET5) M, FRIFMBLTHEAAL VBT
HENT, AU REBMEEARETEET, T 740 M T, BRBLTOHLEL R 55N
EHINET,

BRBELTHBAL » R4 5HFROF| AL, baseDN OFIC2—H4 (en B 2BINT5 2 &
TiEE4 (DN) ZIEKT 5D Tk MEBEHRE TZITM -7 DN 25 U7 1 VIR
2—¥DN ELTHEATxsZ2ETT, ZoHFRAE, =—% DN BA2—H4 & baseDN DfiA
bt L IR LG EITRICELLET, 2 —% A 2 FO72HIZ, bindDN 73 baseDN +
append-with-baseDN & L CHk 41 £ 9, I 2 C. append-with-baseDN % cn=Suserid D7 7 #
v METT,

\}

G RA U FHFRoMRbVIT, EFN a2 H L CLDAPRAF AT 52 b T F 4, i)y

th‘ i P =R TCa—PANOBMEEZEE L X, & 2E, 2—F 2T — Nat & ik
THAEITHOZLENTEET, T 7410 FOXZRT— R@EtZ A 713 userPassword T9,

a—4¥ 04 IZE 1T 5 LDAP DEIME

LDAP Z {4 % CiscoNX-0S T /31 22Kkt LT, 22— B2 T — KREE7 1 h 21 (PAP)
0y A rERED E, ROWENITONET,

1. Cisco NX-OS T/3A A I BHESL SN D &, 22— VT L ENRXRT = REREGET D720
LDAP ¥ —F I EHELET,
2. Cisco NX-OS T /31 AL, H&HEAJIZ LDAP T —F U N HROWNTINNDOIE LS E T,

* ACCEPT : = —H DOFBFEIZKII LD T, —E 2% L ET, Cisco NX-0OS 73
A AN —WFFA 2 LB LT H5E1T, FFTRABERGEED £9,

* REJECT : = —WFGEIFRM L £7, LDAPT —FE %, =—HZRLTENUEDOT
JRAZEST D0, A VEBEEBRRITT AL O ICERLET,

*ERROR : T —F N X DRBIEY —EADBRP T T —NRAE L0, £ET5—F0
L Cisco NX-0S T /31 ZADM D U — 7jﬁfﬁfi7 MIEELE L=, Cisco

NX-08 7 /3A AL ERRORIGE 225 L=t WO HIET2—VF ORAEEARIT L *
R
FREDE T L., Cisco NX-OS 7 /34 A TFFA[INA F— T LI fDCO“CI/\M N T —H
DFFA 7 =—=AIZAY £9°, LDAP FFrlIZETeiiE, F9 LDAP GBREA EH ISR T3 244
ERHY ET,

3. LDAP #Fn 3R EEE . Cisco NX-OS T34 A IFHULDAP T —F B L, T —F
> 735 ACCEPT #7213 REJECT J&ENIK XN EJ, ACCEPT In&Ilid, = —HIZxt4 2
EXEC £72IZINETWORK & v v a v OREIHEH SN BN E i E T, £72 ACCEPT
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wap 4—nox=41>5 |

IEEIZE D, =R T 7B ARRERY—EARRED £F, ZOHBAEOT—ERITRD
LBV TT,
* Telnet, rlogin, "A > NV —KRA > h7va ran (PPP) , Y UTINVTA L X —
%> h 71 bz (SLIP) . EXEC ¥—E &
HEFENRT A—H (RANERIZZTAT L FDOIPT R A (IPv4d £721%1Pv6) . 7
JEA YA 2= ZAL LT D)

\}

GE) LDAPTIE. T —F v Na—VEZHIETHDICTOREREEONDET, T—Fr &a—
FEOBHBARMEEHFATLET, B, T IEaz—V4 ERXRT— FOMLEDEE AT

THEIROETH, MOHEAEZKRDDLZ LB TETET,

\}

GE)  LDAP Tif. #iEORNCHTEZITH Z &N TEET,

LDAP H—/\DE=AR Y Y

B IR S 72V LDAP =030 5 &0 AAA BUROWBRIEBIEN AT D2 ERH Y £77,
AAA FR OB 2 HiE T 5 72912, LDAP — & EHIICE =4 L T LDAP ¥— )8
IRELTWD (TT7A47) DEIMERFRDZENTEET, CiscoNX-0S 7 /31 AL, A&
DIFEVLDAP H— 3% v K (dead) & LTC~—2 L. 7 v KLDAP % — NZ1T AAA R %
EELEEA, CiscoNX 0S 7 /34 AXT v RLDAP —R_ZEHMICE=F L, IERHI
X774 7TREIZELET, Z2O0OF=X) 7 7Tut ATiE, EEDOAAABRPEEIND
ANZ, LDAP ' — D BEIRETH D Z & 2R L ET, LDAP — "\ F v RELITT 74
TOREICEDS &, fBiSFy =BT b3 (SNMP) kT v FER S L. Cisco
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GE) BT oY —RLERROY— R0 =F Y U SHRITEN TN T, 2—YRRETEE
T, LDAP V' — R =X Y U 7B FETT AL, T A PEREEER%Z LDAP — N2k E L E
TO

LDAP DAV A —[EBHE M
Internet Engineering Task Force (IETF; 1 > % —x v MEFFIIAEZES) N7 7 MEMEIZIX
Xy NU—2 778X H—s3L LDAP % —/3[H] TP Vendor-Specific Attribute (VSA; < 4 —

FEABYE) OWBEHENRBESINTWET, IETFIZEM 26 i H L ET., & —I%L VSA
LT, —#&RA2 @i S VWl B oEREE AR — FTE 9,

LDAP FH® Cisco VSA fiz=

A A @D LDAP FEEETIE, IETF AR THER SN D TR A LIc XU ¥ —[EF A 7 a v %
1O FR—FLTWET, YRAIDOXRUF—IDIL9, Y R—bFENDAF T a DR H—
A 711 (&Rt & cisco-av-pair) T, fEIFKOERXDO A WY > 7T,

protocol : attribute separator value *

protocol |%, FFEDFFAIZ A T2 RS T XAaD@ME T, separator (L, MHBMEDOYEI1T= (%
B AT ar0OBMEOBEESIT (TAZYRAY) TY, ClscoNX 0S T34 A _LEDOFRFEIC
LDAP $— & L7284, LDAP TiZ LDAP — 2% LT, BBiFfER L & b ITHERST 5
el oa—FREZRT LR LET, ZOFERIL. VSATHREINLET, Cisco
NX-OS V7 hU =7 TlZ, RO VSA 71 ko)L 7> g &2 R—KLTWET,

e shell : = —W 7’17 7 A MR ZIEHET D access-accept /N7 v N THEHIN S 7' a F =
b

CiscoNX-0S Y7 7 =7 1d, ROBMEEYFR—FLTHET,

eroles : T—HPFNETAHTRTOE—/LO—ETT, H7 41—/ FiF, AX—ZXATXYI L
feun—nNAaE—BRRLIEARN) V7 TF,

LDAP D/\N—F v S A4 E— 3> HR—

CiscoNX-0S 7 /34 A1, (A N—T 4 J Mk (VRF) AV AX v A%fEH L CLDAP ¥—
N7 7 A LET, VRF OFEMEHRIZOWTIL,  [Cisco Nexus 9000 Series NX-OS Unicast
Routing Configuration Guide] ZZ&ME L T 7230,

LDAP D RIREH

LDAP OFIRFMITRD LB Y T,

¢« LDAP #— "D IPv4 £7/21TIPv6 7 RL A F-IIARR M ETET 52 L
¢ Cisco NX-0S /34 223 AAA B — "D LDAP 7 947 hE LTHRESN TS L
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LDAP M;F = EIE L HIHEIE

LDAP [ZBHT 2B FHEFHNFHITRD LBV TT,
¢ Cisco NX-0OS /34 A FITI3HE K 64 O LDAP —REZRETE £9,
¢ Cisco NX-OS |Z LDAP N— 3 v 3 72 R—FLET,

* Cisco NX-OS [3IR D LDAP Y — 2 F ¥R — b LET,
* OpenLDAP
* Microsoft Active Directory
« Secure Sockets Layer (SSL) | LDAP %, SSL/3—< = > 3 3 L U Transport Layer Security
(TLS) N—Ya v 12 DHuEHFR—bLET,

« LDAP over SSL O¥i&. LDAP 7 A 7> FiRE TiX. LDAP — ZEHEOY 7V =/
FELTHEAMNEGDDIULENDY £7,

s 2 —71)L® Cisco NX-OS 7 /34 A LIZEEE SN TWDH 22— T2 M, AAA —
FoVE—F 2= THU 2 N ERLCARTIOEE, CiscoNX-0S V7 b7 =7 1L, AAA
P—NEICEREINTWEI2—F o — T, e—In a—HF T7hor hOx—H%
n—/L&UE— bk 2—FIZEHLET,

* Cisco NX-OS U U — 2% 10.3(1)F LAK, LDAP {3 Cisco Nexus 9808 7'F v b7 4 —2Lh A A v
FTHFR—FINET,

* Cisco NX-OS U U —Z 10.4(1)F LAF%, LDAP (%, Cisco Nexus X98900CD-A 35 LT
X9836DM-A 7 A - 71— K& #5# L 7= CiscoNexus 9808 A1 v F THR— h I FET,

* Cisco NX-OS U U — % 10.4(1)F LA, LDAP (% Cisco Nexus 9804 75 > b7 4 —2Lh A A v
F-. Cisco Nexus X98900CD-A 35 L N X9836DM-A 7 A o I — R THAR—FINFET,

LDAP DT 7 # )L FERTE

WDFEIZ, LDAP RTA—H DT 7 )V NREEZRLET,

INTGA—%H TI7HILE

LDAP Fa4—Tn

LDAP #8572 BRBLTODLNAAL R
LDAP GRGEA 71 =X L T—

T K& A LR 0%

HA4 LT U MR 5®
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INT A—45 T4k

TA RN & A ~—EE 60 7>

P—=ROFEMHE=F ) T D2—H4 test

P—ROEHHE=2 Y T D27 —F | Cisco

LDAP D% TE

Z T, CiscoNX-0S 5 /3 A CLDAP R T+ A FIELZFHHL £,

LDAP H—/\DHRETOE X
WOBRET 0¥ A h-> T, LDAP b —R"EHETE £T,
1. LDAP %A RX—7 ML ET,
2. LDAP #— & Cisco NX-OS 7 /34 A Dt & fexr L E 77,
3. MEIISU T, AAA FFEFXHAIZ, LDAP — 0% 7% » F &2 L T LDAP #—
TN—T%FELET,
4, (EE) TCPAR— FEFHELET,
5  ({EE) LDAP ¥ — 82T 7 4 /v b AAABREFRERE L £,
6. (fEE) LDAP iR~ v 7 ZREL £,
7. (EE) SEIISUT, LDAP VY —_OEHE=4 Y 7 ZF&EELET,
BHErEYY
LDAP O A F—7 IWALIT 4 E—T 1k (6 =*—Y)
LDAP — N AR A FORE (7 3—)
LDAP H—/3® 10otDN D E (9 ~=—)
LDAP % —/ Z)L—TO%E (10 X—)
TCP R — FDOFRE (13 _—)
LDAP #ifi~ v 7 Oi%E (14 _—)
LDAP — DO EME=% Y T OEE (16 _—)

LDAP O 1 =r— JJLiE/T 1« —TILit

57 4Lk TlE, CiscoNX-0S 7 /314 2D LDAP #REITT 4 BE— T VT > CTWET, FEIC
BT sar7sXalb—raravy Refiia~y REfHT 51213, LDAP#ERE 2 RAY
WA X—=T VT DHHERH Y 5,
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ap#— 4z roxE

FIg
ARV KRFERRETI a3 Y B#J
R w 71 |configureterminal Ta— S VERETE— REBGLET,
f
switch# configure terminal
switch (config) #
AT 72| ¥%8: [no] feature ldap LDAP %A 3 —7 MZL£3, LDAP %
i - Mz T DL, ZDa~r RO no i
) | REMHLET,
switch (config)# feature ldap
GH) LDAP %7 4 E—7 Mz ¥
e BET LT NTOR
ENHBRICEEIILE
R
ATw 73| ((£E) copy running-config FTar74¥al—vark, AL—
startup-config KNy ar74Xal—vavica
15“ . [:O_L/i‘j—o
switch (config)# copy running-config
startup-config

EErEYY
LDAP #—RDFETmE A (6 —)

LDAP V—/ N 5K A hDERE (7 3—)
LDAP H— /30 rootDN D& iE (9 =—3)
LDAP #— Z L—7F 0 E (10 =—)

7 a—s)L72 LDAP # A A7 U MEBORE (12 X—)
LDAP % — DX A L7 v MNElROHRE (12 X—)

TCP RA— hDFEE (13 X—)
LDAP M~ v 7 OHRE (14 2—)

LDAP ¥ —"OEMHIT =4 ) 7 OE (16 ~—)

LDAP 7 v K # A ARIEORE (17 X—2)

LDAP —/3TD AAA FRJ DR E (18 ~X—)

LDAP H—/\ KRR FDERTE

JE— MDD LDAP ¥— NI T 7 B A3 BHIZ1L, CiscoNX-0S T /3A A _TZD LDAP H—/3D
IP7 RLVAEIIEA ML ERETDLENRHY £9, K64 D LDAP V—"ERETEE

D

LDAP D ERFE .
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Note 57 4 L hTli&, LDAP #— "D IP 7 KL A £ 721378 A M4 % Cisco NX-0OS 7 /31 ZA TRE
45 &, LDAP YV — "85 7 /)L @D LDAP ¥— X 7L — B ENFE T, LDAP YV — %

BD LDAP — R FN—FIZBNT52 ¢ TEE9,

Before you begin
LDAP Z G L £,
VE—hDLDAP " — "D IPv4 721X IPv6 7 KL A E - IIAR A ML EZTE L £,

Secure SocketsLayer (SSL) 7'& kL&A F—T/WZT 5 TEDLEAIL, CiscoNX-0S 7 /34
AT LDAP % — \GEELZ FEICRE L £ 7,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 Xal— g
F—RFERMmLES

ATvT2

[no] Idap-server host {ipv4-address|
ipv6-address | host-name} [enable-sdl]
[referral-disable]

Example:

switch (config)# ldap-server host
10.10.2.2 enable-ssl

LDAP #—/30 IPv4 £72(XIPv6 7 K L
A, BDHWIHRA ML ERELET,

enable-sd ¥— 7 — RNiX, LDAP 7 7 A
TV MISSLtEyva e s T
MBAAL  RETITRROEREZFET
HI LY, BEINET— % DEE
P& BRI 2 PRAE L 7,

F—U—RNIE, RERBBY 7 52T 4
v —7 NIz LE9, referral-disable

ATvT3

(Optional) show Idap-server

Example:

switch (config)# show ldap-server

LDAP y— OHTEEFRLET,

ATvT4

(Optional) copy running-config
startup-config

Example:

switch (config) # copy running-config

startup-config

FElTar 7 4 Fal—rark, AX—
NPy a7 Xal—rgila
E—LE7,

Related Topics
LDAP — DR ET kA (6 2—)
LDAP O A =T /T 4 B—T7 4k (6 =*—7)

. LDAP D& E
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LDAP *+—/30 rootDN D% E .

LDAP #— Z L —FORE (10 ~—)

LDAP #—/3® rootDN DF#EE (9 _—7)

LDAP ¥— ZL—7 D% E (10 X—)

LDAP ¥ — OEMME=% U 7 O%E (16 X—)
LDAP — "DE=X VY 7 (19 _X—)

LDAP H— NfEHEHRDO 27 VT (19 X—2)

LDAP H—/\( rootDN D% E

LDAP #— N F—Z _X—2D)L— MEE4 (DN) #RETX £ 9, rootDN IL, LDAP #—
WAV RLTEDY—N"OREZHERTH-DICEHLET,

1R BHIIZ

LDAP # BNz LE T,

VUE— LD LDAP V" — D IPv4 F721XIPv6 7 RL A E - IIAR A M2 TS L £,

FE
AU RFERET7TIV3 Y B
R T w 71 |configureterminal JTa—N)ary7 4 X¥al—igy
15'] . £ — ]\%Eﬁﬁébij«
switch# configure terminal
switch (config) #
R w 72 |[no] Idap-server host {ipv4-address | LDAP ¥ —/X F— & ~N— 2D rootDN %
ipv6-address | hostname} rootDN root-name| #z5= | jL— h D2 T — R&E 8 o R
[passwor d password [port tcp-port [timeout L
seconds] | timeout seconds]] °
1 fEE T, ¥ —/NIED LDAP # vt —
) . VIMERT D TCPA— b afRELET,
TG e ARTSS IR ROSE | e e I 1 ~ 65535 T, 7 AL
cn=manager,dc=acme, dc=com password FOTCPAR— MI T o “‘/§/1/1ﬁ767;— (7
Ur2Gd2BH timeout 60 D*—/\‘/1/1[52)‘\%&%?5“‘(1/\%@1/‘%6\0?1
389) , Fio, V=X A LT U MH
fRbFELET., HOHFMIL 1 ~ 60 7
T, 774NV NDXA LT T MEIZS
12—/ VUETY (72— U ENRRE S
IWTWZRWGEEIXS ) |
ATw 73| ({£E) show |dap-server LDAP — OB ELERLET,
fi
switch (config)# show ldap-server

LDAP &% 5E
|
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AP oEE |

ARV RFEREET7TOVa Y ]3]

ATy 4| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny ar74¥Fab—varila
15'] . I:b‘bgijﬂo
switch (config)# copy running-config
startup-config

BErEY Y

LDAP —ROFET kX (6 2—)
LDAP O A 2 —T7 NL/F 4 B—T 4t (6 ~2—)

LDAP #— R AR A FDORE

LDAP H—/N\ S JL—TD

(7_—=)

=L =

ax AE

PN T N—THFERHLT, | BFEZIEFEEEDO Y T— b AAA —RN XL D2 —FRGE% 45
ETHIENTEET, ZNV—TDALNETT T, LDAPEZMEHT 25 L) IZRET D HLEN
b FET, RELEEFICH S TH—0FTENE T,

INHEDOY =R ITA—=F TN DO THLRETEE TR, RELZIIA—TE/TT BT,
AAA VP —BERTEATHILERH Y 5,

Before you begin

LDAP # BNz LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)ary7 4 Xal—g v
E— FERBLET

ATvT2

[no] aaa group server Idap group-name

Example:

switch(config)# aaa group server ldap
LDAPServerl
switch (config-1ldap) #

LDAP Y— R ZL—T % EK L, =D
TN—"7"0 LDAP —/X 7 )L—7" 2
Y7 4 X2l — g E'— REBMBL
£,

ATvT3

[no] server {ipv4-address | ipv6-address |
host-name}

Example:
switch (config-ldap) # server 10.10.2.2

LDAP #— 3% LDAP % —/\ 7 jL—
TDOANE L TRELET,
FRE L7 LDAP — "8 o b 7
Mo oA, Idap-server host =< >
REFEHALTH—"EZ®EL, 0=
v RES D —EITLET,

. LDAP D& E
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LDAP 4—/\ FIL—TDERE .

Command or Action

Purpose

ZF w74 |(Optional) [no] authentication {bind-first | ,<¢ |20 % 7= 3 i a2 61 L
[append-with-baseDN DNstring] | TLDAP BiEE AT LET, 7740
compar e [passwor d-attribute password]} N> LDAP SREEH RN, BB L Thvb
Example: WA R H34 » RERTT,
switch(config-ldap)# authentication
compare password-attribute TyulL8r

AT w75 |(Optional) [no] enable user-server-group | 7' )L — 7RGk & A2 L £3, LDAP
Example: Y= NTTN—T R ET DB
switch (config-1ldap) # enable &bV)EETrO :lb_%fli‘ ll*—fﬁﬁ5ﬁ§IILAP
user-server-group P — R CHEINTZZDTIL—T D R

VNELTURENTWDAHARIZTET,
AF—FEEZB L TR A U TEE
R

X5 w76 |(Optional) [no] enable Cert-DN-match | = —# 71 7 7 ( L Co—HFIEH D
Example: BTV el DN B T A UAEEE R
switch (config-1ldap) # enable é j’L“Cl/ K 5%/'5”:7‘:\\”1_%753‘ H &/(
Cert-DN-match YTEDLLIICLET,

AT w77 |(Optional) no [use-vrf vrf-name] PR T —TFRO Y — N L O
Example: 9% VRF ZE L £,
switch (config-ldap)# use-vrf vrfl

RTwv S8 |exit LDAP — " J)—7F a7 4 Xz
Example: L—varyT—FRaRTLET,
switch (config-1ldap)# exit
switch (config) #

AT w79 |(Optional) show |dap-server groups LDAP ¥— R J L —T DR ELZFRL
Example: £
switch (config) # show ldap-server
groups

AT w710 |(Optional) copy running-config ETar 74Xl —T g%, R

startup-config

Example:

switch (config)# copy running-config
startup-config

H— K T o Far7 4 Xal—a
lIZar— L%,

Related Topics

LDAP #— OFEET A (6 2—)
LDAP $—/ N KA R DOFRIE (7 X—)
LDAP O A % — 7 W/F 4 E—7 0k (6 =—)
LDAP #—/ N 7R A FOERE (713—)

LDAP D ERFE .



LDAP DEEE |
B o umwae 51 L7 FIROEE

2 0—/NJLIZLDAP 2 A L7 ™) FEIRDERE

CiscoNX-0S 7 /34 AN _TODLDAP 4 — R30S DInE 5 ORH 2 IRET 2 7 un— 3L ¥
A LT MNABERETEET, TNEBEDEXA LTI RN =T —I2720F7,

1R BRI
LDAP %A 2 —T7 I LFET,

FIE
ARV RFERETI Va3 Y BHY
Z 5w 71 | configureterminal Jua—N\)arZ 4 Xal— g
i - E— FERBLET
switch# configure terminal
switch (config) #
25w 7 2 | [no] Idap-server timeout seconds LDAP#— D% A L7 % kWA
Bl LET, 740 b0 A 57 Y MR
switch (config) # ldap-server timeout 10 i;s ﬁé\fﬁ—o ﬁyjﬁ;m&i 1~60 $¢T
AT 73| ({F&) show ldap-server LDAP — DR EEXR R LET,
{5l
switch (config)# show ldap-server
ATv 74| (f£&) copy running-config FITar 74 F¥al—vark, AL—
startup-config Py a7 s XalL— gl
15“ . to”_‘ Lij_o
switch (config)# copy running-config
startup-config

BMELEYY
LDAP DA F—7 Mb/T 1 B—7 (b (6 ~—2)
LDAP =D& A A7 v MERROFE (12 X—)
LDAP =D X A L7 7 MEROZRE (12 X—)

LDAP 4 —/\D A2 A L7 FEIFRDERTE

Cisco NX-08 7734 % LDAP H— 370 & OISA 2 FF WM 2 PeiE 5 4 4 17 2 Ml %k
ETEET, CRABEHLAALT Y R TT—ITRY £,

1R BHEIIZ
LDAP A 2 —7 MIZ LET,

. LDAP D& E



| AP i

e i—roxE [

FIE
ARV FFEREET7TIVa Y =LY
R w 71 |configureterminal sa—\)aryz 4 Fal—ra v
Bl - T— FEBHLET
switch# configure terminal
switch (config) #
A7 72 |[no] Idap-server host {ipv4-address| FEDH— DX A LT U MilRZIEE
ipv6-address | hostname} timeout seconds | | x4 5> 4 L M3 2/ b0 — LET
il - Kl
switch (config)# ldap-server host %) %ﬁ::@ LDAP —]j—b‘/\‘@:j:!aﬁ
serverl timeout 10 LT:&%A?'? ]\F’a‘ﬂ[ﬂrﬁﬁi\
F_T D LDAP $— N Tffi
Hansrue—rLips A
LT U MHEE EEXLE
‘g‘o
ATvF3| ({EE) show ldap-server LDAP — ROFREEFRLET,
il -
switch (config)# show ldap-server
ATy 74| (f£E&) copy running-config Firary74Xal—vark, A¥—
startup-config T w7 a7 44Xl —g0la
fi E-LET
switch (config)# copy running-config
startup-config
EErEY Y

71—V LDAP A A7 U FERORE (12 2—)
LDAP O A 2 —TNAb/T 4 2 —T Ak (6 =X—)
71 —s3)L72 LDAP # A 57 7 MEIRORE (12 =)

TCP /R— F DEXTE

WOT TV r—3 g ER— FEENHEE L TWAEAIL, LDAP Y — SHIZHIO TCP AR — k
ERETEET, 774V b TiL, CiscoNX-0S 7 /31 AT _TD LDAP ERIZH LAR— k
389 AfEHLET,

188 BRI

LDAP %A 2 —T7 MIZ LFET,

LDAP D ERFE .



B wrrsncyJomE

FIE

AP oEE |

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
T— F&EREBELET

ATv T2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
[timeout seconds]

1

switch (config)# ldap-server host
10.10.1.1 port 200 timeout 5

P — 2D LDAP A vt — VI
THTCPAR— MNEHELET, T 74
Jb k@ TCP 7R— kX 389 T, A&7
FPHIZ 1 ~ 65535 T,

EETY—"DOHA LT U MEREZEE
LFEJ, HoFmMIT1 ~60 T, T
THN I DEA LT T MEZR T a—rL
ETT (e —VUHENRE STV
WIEAILSH) |

G¥) FEE D LDAP — NTHRE
L7247 7 MERIE,
4 _TPD LDAP — 3T
AEhsZa—)igk A
AT U NHEE EEXLE

—é«o

ATvT3

(f£7) show ldap-server
fi

switch (config)# show ldap-server

LDAP ¥ — DR ELEFRLET,

ATV

(f£&) copy running-config
startup-config
i) :

switch(config)# copy running-config
startup-config

FiTar74Xal—vark, AX—
FP a7 4 ¥al—yg o
E—LEd,

BENEYD
LDAP 4 —R_O@RET kA (6 2—)
LDAP O A x—T7 NM/F 4 B—T 4t (6 2—3)

LDAP BZE T v TDKTE

Wiz 7 =) —Z LDAP Y —NZEET D L O ICLDAPME~ v P2 RETEET, F—NF%
DT —HRX—=AT, B~y T THRESNZREEL =TT — Y 2mRLET,

. LDAP D& E



| AP i

1R BHHIIZ

LDAP & A X —7 M2 LET,

ar gx< v 70%z [

FIE
ARV FFEREET7TIVa Y BHY

R w 71 |configureterminal Jua—N\)aryZ 4 Xal— g
i - E— NEBABLET,
switch# configure terminal
switch (config) #

R T w 7 2 ||dap search-map map-name LDAP i~ v 7 ELET,
fi
switch (config)# ldap search-map mapl
switch (config-ldap-search-map) #

ATw 73| ({£E) [userprofile|trustedCert | a—H e Ty A, FETE 5
CRLLookup | user-certdn-match | % CRL. ZFFHEDN ., ABx——
user_-pubkey-match | user-S/vitch-binQ] . F 721 user-switchgroup V> 7 T
atribue pameatiTibue namesearch-INer | > o RED BHEA . TS 7 (L5, 85

FUONR=ADNZHRELET, ZhbHD
Bl %, $% 27 =V —% LDAP #— 3
switch (config-ldap-search-map) # J‘iﬂg—é« Ll ﬁ:{%ﬂq ShE —’91*0
userprofile attribute-name att-name
search-filter Attribute-name 5| 513 Nexus & —/VEFe
(& (objectClass=inetOrgPerson) (cn=Suserid)) %AU LDAP “H‘_/\‘Jz"lﬁ@% JAT?F
base-DN dc=acme, dc=com = a Al °

ATV 74| (&) exit LDAPRHFE~ >y 7 a7 4 Xl — 3
5l v RETLET,
switch (config-ldap-search-map) # exit
switch (config) #

ATv 75| ({£E) show ldap-search-map BE SHTZ LDAP iR~ v T &H KR L
5 - 5
switch (config)# show ldap-search-map

ATv 76| ({£&) copy running-config FiTar74Xal—vark, AX—

startup-config

1

switch (config) # copy running-config
startup-config

Ny arrg o Xab—raila
[:0\___[/35@—0

EELEY D
LDAP —"ORE7Tut x (6 —)
LDAP O A 32— WMb/T 4 B—T 4k (6 _—)

LDAP D ERFE .



LDAP OHE |
B orvy—rormmE=59s08%

LDAP H—/ADEHME=2 ) VT DETE

LDAP #— O HMEEZE=F 1 7 TEET, RE/NT A =X, — Nt L TERAT
Ha—HWLHERAT— R =2 FLTREZHERT 5729 rootDN, B OT A
KV A A ~—nH0ET, T4 KV XA ~—I2iX, LDAP 4 — " TMOER EZ(E S
RO AZHRE L £, ZNZIME D & Cisco NX-OS 734 ATT A b X7y F&iRfE L
T, ZOF TV a v ERELTCEMMICYH—"E2T A NLEY, 1EIETFTANEFEITLE
D CTEET,

N

CE) Xy hU—20txalT 4%2E#T 572D, LDAPT — A X—ADWFEO2—H4 LE L
HLOZRHEH LW & Z2HERE L £,

1R BHIIZ
LDAP A 2 —7 MIZ LET,

FIE
ARV RFERFTIVaY =)

R 71 |configureterminal sa—\)aryz 4 Fal—a v
51 T FEMLET

switch# configure terminal
switch (config) #

AT 72| ¥%ZE: [no] ldap-server host {ipv4-address |V —/ X E=H4 U L T HD/T A —HX %
| ipv6-address | hostname} test rootDN BEELET, F740 O —H4E
root-name [idle-time minutes | password test. 7 4L kDA T — Fi% Cisco

o e 7. 74 s 077 a0k
P : [ EIL 6043 T, AZEh7REPHIL 1 ~ 1,440

minutes
f5il . . .
i tch (confiq) # 1d oot GE) LDAP #—/" F — & X—2X
switch (config ap-server hos N
10.10.1.1 test rootDN rootl username DEAFD 2 —H Tl —
userl password Ur2Gd2BH idle-time 3 -lj-%j:'é"ﬁg-@‘é ek %?ﬁﬁ[/
ij‘o

R T 7 3|[no] ldap-server deadtime minutes VIR DI D> - 7= LDAP H— 3%

Bl - CiscoNX-OS 7 /31 ANF = v 7 Zhhd
K i s
switch (config)# ldap-server deadtime éif@ﬂiﬁ%?ﬁ%bi'@—o 7—72_11/]\
5 % 0 2T, AZh72HEPMHIZ 0~ 60 47
TTO
ATvT4| ({EE) show ldap-server LDAP y— OB EEFR T LET,

1

LDAP D&% 5E
16| I



| AP i

oap 7y 1 24 rEmoEE [

AU RFERETOVa Y

B8

switch(config)# show ldap-server

ATvTh

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

EfFar 7 4 X2 l—ark, AX—
Ny a7 ¥alb—vgila
[:O‘_ Lijﬁo

EErEYD
LDAP V— RO ET ot R (6 —)
LDAP O A x—T7NAL/T 4 B—T 4k (6 2—)

LDAP —/ X IR A S DFRTE

(7_—=)

= N = S
LDAP 7 ~ 2 1 LERDEETE
TRTOLDAP —DF v K ¥ A AR ERETEET, 7 v K ¥ A LR TIL, Cisco
NX-08 T34 AN LDAP —_%T v RTHHLEES LIEE, TO =BT 74 T /ho
T2 E I MEERTDHEOICT AN Xy FERETHECTORBEZEELET,

\}

G¥)

T v R XA LBRIZ0NZRET H L, LDAP Y — L, JREZ I Z2WIEETH, Ty RE

LCv—ZaNERA, Ty F ZA LHRIZZNV—7TBALTRETE £,

158 HHIIZ

LDAP %A F2—7 /W2 LET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
EF—RFEBLET

ATvT2

[no] Idap-server deadtime minutes

1 -

switch (config)# ldap-server deadtime
5

Ta—rVieT v B2 A Wb #OE
LET, 7740 MEZ05 T, il
1T 1~60%TT,

ATvT3

(%) show |dap-server
fi

switch(config)# show ldap-server

LDAP y— "OHRTEEFRLET,

LDAP D ERFE .



LDAP DEEE |
B wrrs—icomasaomE

ARV RFEREET7TOVa Y ]3]

ATy 4| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny ar74¥Fab—varila
15'] . Eb‘bij‘o
switch (config)# copy running-config
startup-config

EErEYY
LDAP O A Z—T7NAL/F 4 B—T 4l (6 ~*—)
LDAP 4 —/\T® AAA A DL TE
LDAP — XDF 7 /L D AAA TR R ARTETEE T,

1R BHIIC
LDAP # AN LET,

FIE
ARV RFERRETI a3 Y B#J

R 71 |configureterminal sa—\)aryz 4 Fal—av
Bl - E— &G LET
switch# configure terminal
switch (config) #

R 72 |aaaauthorization {ssh-certificate| LDAP H— _"DF 7 4L F D AAA FFa]
ssh-publickey} default {group group-list | | jrst 228 1 4,
local }

ssh-certificate & — U — FIEFEH] #387

Bl %6 L iz LDAP #7213 — b
TRl pr reen I RE L, shpublickey ¥ 7 —
LDAPServerl LDAPServer2 f‘ﬂi SSH Q*F%ﬂa?_%1ﬁﬁﬁ Lfl LDAP %@
AIEFe— VR ERELET, 7
7 4V bOFFAIE, —FIZHID H T
B—/U LT Slca~ s Rol
ANTHDE—INLFFA]TT,

group-list 5145121, LDAP H—/3 7 jL—
T ANR— AT > 72U X M &fRE
LEd, ZOZN—TFId+T 59 —C
% LT, AAAFRIDTZDDT 7 AN
1TbiEd, local Fite—nh1 57—
B _R—= 2R LTI 21TV ET,

. LDAP D& E



| AP i

wars—rsne=4u>5 [

AU RFERETOVa Y

B8

ATvT3

CES=Y)
1

switch (config)# show aaa authorization|

show aaa authorization [all]

AAA AR EEZFRLET, al ¥—
U—RERETDE, T 74V MENE
IRENET,

ATv74

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FEifrar 74Xl —rarr, AX—
Ny a7 4 ¥alb—vgila
I:O— Liﬂ_o

EELE YD
LDAP DA X —T7 NMU/T 4 =T (6 —)

LDAP H—/\DE=2 1) T

CiscoNX-0S T34 ZABMEEF L CWAB LDAP V" — DT 77 4 BT 4 IZHHT A ERE =
UL T TEET,

1R BHHIIZ
Cisco NX-0OS 5 /34 A2 LDAP " —R_ZHREL E7,
F|i§
aAvYURFERET7IOIY BRI
A7y 71 [show [dap-server statistics {hostname| | LDAP 4 — SO#iHE# A For L £,

ipv4-address | ipv6-address}
fil

switch# show ldap-server statistics
10.10.1.1

EErEYY

LDAP —/ N iR A FOFRIE (7 2—)
LDAP H— iigtimao 7 V7 (19 ~—)
LDAP H— NEEHEH O 27 VT (19 X—)

LDAP H—/\#RETIEERD U U T

Cisco NX-OS T34 ZAMMERF L TWD LDAP »— D7 7 T 4 E T ( I[ZBET DB A2 £oR

LE7,

LDAP D ERFE .



AP oEE |
- e

1R BHEIIZ
Cisco NX-0S 7 /34 Z|Z LDAP — &R EL £,

FIE

ARV RFERFTIVaY =)

ATy 1| ({EE) show |dap-server statistics LDAP H— DR AR R L E T,
{hostname | ipv4-address | ipv6-address}
fi

switch# show ldap-server statistics
10.10.1.1

R T 72 |clear Idap-server statistics {hostname| | LDAP ¥ — “#taHE#%EZ 27 V7 L£ 7,
ipv4-address | ipv6-address}
fi

switch# clear ldap-server statistics
10.10.1.1

EErEYY
LDAP #—_"DE=X 1Y 7 (19 X—)
LDAP #—/ N 5K A ROFRE (7 X—)
LDAP h—DE=X U 7 (19 =)

LDAP 5% 7 DR

LDAP B EF#HZ KR 2121, ROMEEDOWTNNEITVET,

avw ok BH#Y

show running-config Idap [all] EFaL 7 4 Fal—3 a3 D LIDAPRELXF L
e

show startup-config Idap A= T v a7 4Fab— a0 LDAPK
ExFRLET,

show |dap-server LDAP X ER H AR~ L ET,

show ldap-server groups LDAP — Z N —T7 DR ERE R R L ET,

show Idap-server statistics {hostname| |LDAP #rtEHZ £~ L ET,

ipv4-address | ipv6-address}

show |dap-search-map HIE STV 5 LDAP J@tE~ v 71T S i a &
RLUET,

. LDAP D& E
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iy

LDAP D3

RDIEE

war oEs i

% %

RIT, LDAP Y — N R A RBEI Y =N T —T2RET 6%~ LET,

feature ldap

ldap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show ldap-server groups

WIZ, LDAP MR~ v 7 2R ET 26 2R LE T,

ldap search-map sO

userprofile attribute-name att-name search-filter
(& (objectClass=Person) (sAMAccountName=$userid))" base-DN dc=acme,dc=com
exit

show ldap-search-map

"

WIZ, LDAP H— N Cxt T 2 ERGEZ M L T AAA FFrf 2R ET D02~ LET,

aaa authorization ssh-certificate default group LDAPServerl LDAPServer2
exit
show aaa authorization

OB, BRAEZMEES D HiEZ R L TWET,

failing
test aaa group LdapServer user <user-password>
user has failed authentication

! working

test aaa group LdapServer user <user-password>
user has been authenticated

INT, =N I N—=TEFOTAA BT RERETE LRI £T,

LDAP [ZR89 4 :EMNE#HR

EpER=
BEEIE TZaTFILEA L

Cisco NX-08 D7 A & & ['Cisco NX-OS Licensing Guide]

VRF 227 ¢ ¥ =2 L—3 3 > | [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration
Guidel

LDAP D ERFE .



LDAP DEEE |
B war sy zemiEs

R

E2 54k
v

COMRETH R — P ENDIFHROEREE - IILE SNEETIH Y A, -, | —
BEFEOELEDO YR — MIZFE SN TWEE A,

MiB MB®DY >%

LDAPIZBIET AMIB | R — F SN TWA MIB ZRBEBLRNF v oa— R4 51203, RO
URLIZT 7t AL TL IS,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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