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* cisco.mgmt.cns.config.failure (CLI semantic) : Cisco Networking Service 5T —3 = > b
X, CLIt~> T4 v 7 =27 —%RA LD, Mo EXEATEETATLE,

CNSHLIRAE R A v B —VHREIC L D . ERROZYT LA v E—VIZMAT, 22000 A vE—
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NIZRREICET 22K ERE 1172 L DFEHR, BLOTLOA vy =V TERINEZT 7
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Y HRERBE CREE LI & A3 5 7= O Ok~ v h =1L C9, Extensible Markup Language
(XML) 77 /no—zfMHLT, SESEREAT T bV TRIAFRER A v E—Y 7 4 —
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<?xml version="1.0" encoding="UTF-8"7?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="0">
<wsse:usernameToken>
<wsse:Username>john</wsse:Username>
<wsse:Password>cisco</wsse:Password>
</wsse:usernameToken>
</wsse:Security>

. Cisco Networking Services 1> 7 4 ¥2L—3 3> 54 K (Cisco 10S XE Gibraltar 16.10.x [7] (1)



| Cisco Networking Service D&% 5
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Cisco Networking Service * v t— 7+—< v + .

<cns:cnsHeader version="1.0" xmlns:cns="http://www.cisco.com/management/cns/envelope">

<cns:Agent>CNS_ CONFIG</cns:Agent>
<cns:Request>
<cns:correlationID>IDENTIFIER</cns:correlationID>
<cns:ReplyTo>
<cns:URL>http://10.1.36.9:80/cns/ResToServer</cns:URL>
</cns:ReplyTo>
</cns:Request>
<cns:Time>2003-04-23T20:27:19.847%Z</cns:Time>
</cns:cnsHeader>
</SOAP:Header>
<SOAP:Body xmlns="http://www.cisco.com/management/cns/config">
<config-event config-action="read" no-syntax-check="TRUE">
<config-data>
<config-id>AAA</config-id>
<cli>access-list 1 permit any</cli>
</config-data>
</config-event>
</SOAP :Body>
</SOAP:Envelope>

G¥)

ReplyTo 7 « —/L RIIfEE T9, ReplyTo 7 « —/L R 72 WAL, BRITR 2 R & 13 E sk
DFREILTHIFEITEEEINET, 20X v E—VORKEFITIEINAM v — RREENTEH
D, Agent 7 4 —/L RIZFLal S 41TV 5 Cisco Networking Service ©=— 3 = 2 NI & » THLE X
ET,

LEAvE—D

WIZ, BRIZHT DINE L L TO YA T34 AH) 5 D Cisco Networking Service Jin 2 A v & —
VDT —~v bR LET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username infysj-7204-8 /wsse:Username

wsse:Password NTM3NTg2NzIzOTg2MTk2MjgzNQ==/wsse:Password
/wsse:UsernameToken /wsse:Security

CNS:cnsHeader Version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG /CNS:Agent

CNS:Response

CNS:correlationID IDENTIFIER /CNS:correlationID

/CNS:Response

CNS:Time 2005-06-23T16:27:36.185Z2 /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
config-success config-id AAA /config-id /config-success

/SOAP:Body

/SOAP:Envelope
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DEREENFE T, BRPIEFILITERD TG, RIKHSICIET 7 —ISEREEE
—g—O

BRMAYE—D

WIZ, VA3 TR AN B 4G S5 Cisco Networking Service I A v B —V D7 5 —~ v
FNERLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG_CHANGE/CNS:Agent

CNS:Notify /CNS:Notify

CNS:Time 2006-01-09T18:57:08.441Z/CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config-change"
configChanged version="1.1" sessionData="complete"
sequence lastReset="2005-12-11T20:18:39.673Z" 7 /sequence
changelInfo

user/user

async port con 0 /port /async

when

absoluteTime 2006-01-09T18:57:07.973Z /absoluteTime

/when

/changeInfo

changeData

changeItem

context /context

enteredCommand

cli access-list 2 permit any /cli

/enteredCommand

oldConfigState

cli access-list 1 permit any /cli

/oldConfigState

newConfigState

cli access-list 1 permit any /cli

cli access-list 2 permit any /cli

/newConfigState

/changeIltem

/changeData

/configChanged

/SOAP:Body

/SOAP:Envelope
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Cisco Networking Service ID .

WEIA v =i, REEENM TN & EITHIETHHERA vV LTV AT NS R
MHLEEINET, AvE—VORKIITBEHDORSM o — FREFEN, =T —FERPEEND
LEbHVET, VAT TN ATEE SN ERA vE— 0 XML f#FTIZ B L .
Correlationld 7 4 —/V REMET CEX WS, =7 —IbEORDVIZ= T —@HA vE—TU N
EEENET,

I5— LKR—+F

T =%, JEEA =T FERIFEMA v =T DOARED SOAP Fault =L A > h THE SN
9, RIZ. VLAR—FZ2TF7—DT7—~v baRrLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS CONFIG /CNS:Agent

CNS:Response

CNS:correlationID SOAP IDENTIFIER /CNS:correlationID
/CNS:Response

CNS:Time 2006-01-09T19:10:10.009Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
SOAP:Detail

config-failure

config-id AAA /config-id

error-info

line-number 1 /line-number

error-message CNS_INVALID CLI CMD /error-message

/error-info

/config-failure

/SOAP:Detail

/SOAP:Fault

/SOAP :Body

/SOAP:Envelope

Cisco Networking Service ID

Cisco Networking Service ID X, #FiE® Cisco Networking Service =— = > hZIF CHEH S D
7 ¥ A h3CFHITT, Cisco Networking Service ID 1%, Cisco Networking Service =— 3 = > k73
WETLZH—A"T IV =g A LTHHZ@BIT 2720l S E T, 728 23
Cisco Networking Service sX E=— = > MIlX, Xy NV—F 7 TNA R a7 1 Xa
L—var =B THETI2HEOREID BEENET, 2074 Fal—vay
H— 1%, Cisco Networking Service ZXE ID #¥— & L THEHA LT, RESVOREFEILTHD
T3 A D Cisco CLI i E z @ tef@thz RO £,

Xy NU—7EEFIL, V=T 4 T TN, ATEFRK IFL TV 5 Cisco Networking Service = —
VUMD &, V=T 4 T TAAL ZAHOBEITHIET DT 4 L7 bV BMEICE 415 Cisco
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Cisco Networking Service D% |
. Cisco Networking Service /S X7 — K

Networking Service T— = > P ID B —FH L TW5 Z L 2R T ILERHD 9, L—T 4
v 7 T34 A TIE, Cisco Networking Service =— = >~ ID OF 7 4/ MEIZHFIZA A M,
WICRRESNET, FAMMPEHLIND L, Cisco Networking Service =— = > K ID H A4 H
S FET, Cisco Networking Service T—3 = > h ID 28 CLI 2 L CTERE STV A A,
BHEPATOIND &A=V syslog IZIRESINDD, FFANU b Ay E—UNREES
WET,

Cisco Networking Service =— = > M ID [TEF 2 U 7 ¢ MBEICKHA L 8 A,

Cisco Networking Service /XX 7 — F

Cisco Networking Service /¥ A U — K|, Cisco Networking Service 7 /XA A DFRALIZfEH S &
T, HIDTT A A&fdiE 3 5 & & (T Cisco Networking Service /XA U — RZRET DML E N H
Y £7, CiscoNetworking Service SN2V — RiE, RET- T (CE) IZREINLTNDHT—h
ART T NAT—=FEFEUCICTORERDY T, T A ZABIVPCET—FA T v 7D
W5 D/RAT — RIZT 7 4V bREEMEH L TOD5G, B L BELE S L7273 2T CE 12
Bt CE 9, iDL, CE I Cisco Networking Service /XA T — REBEH L E$, X v

b U — 7 & B X, Cisco Networking Service /XA U — RAERE XL TWRWT & 2R T D4
FNEH Y F9, Cisco Networking Service /XA T — RWEH XI5 & CE ~OEFIZKbE
D

Cisco Networking Service £ 0 %2 v F

Clsco Networking Service 1 & » FHEEEIZ, 7 /31 A28 Cisco Networking Service i% i = > 3
IZHEE L, ERELX HBICEGT 28 Z v FREAY Y 2 —2a U E2RELE T, ZOEE
X, P—ERCMALTWEY—ER T F =Ty K 2—FF @ T 2 H—0
WHZ7— R A RNT v TRRET 7 A ML > THREIZZ2 Y £7°, Cisco Networking Service 7 L —
LU= TlE BEIE, AV =T AR EAT BW#EA T, artun—7 247 (%4
T25E) REDT AL AFERERLITR Y MU= EAOERELRETIC, ZORAT—

ANT v TRECERLTE ET,

Cisco Networking Service #2#5iA%HEI%. Cisco Networking Service #ft7 > 7' L — b & v h&{#H
L CREE S FE T, Cisco Networking Service $fi 7 = 7 7 A /LI, Cisco Networking Service 7%
ET VU L, IMAFERNE: (CPE) 7 734 A|Z Cisco Networking Service #t 7 7
L— h & FIET 572 0IC/ERR L £ 9, Cisco Networking Service #f5¢ 2 44X, Cisco Networking
&Mw%ﬁ%y7v~hﬁﬁﬁ@fv~x¢wﬁ—&bfﬁ%f%i#°77%47m£M£
EDZ DZEHZ, Cisco Networking Service #ft7 > 7 L — F T A ZAD/R—H—|ZEEFE S
DM, EROMELEEHRZONET,

Yo &y FHERAEHT212E, IIHbEN T A RICHHT7 — b A b7 v TREDLET
9, ZOFXEITIL, Cisco Networking Service #f¢7 7 L — K| Cisco Networking Service ##t

a7y A, BLWensconfiginitial =~ > RN EENET, ZD =~ RiE, CiscoNetworking
Service FEfbkRE & B L 4,

Cisco Networking Service #2(if§iEIL, 7 /31 ADA v X —7 = A A [AlfR, 36 L OM#EH AlHE R
ay hr—7 %0 L THEEDping DMV IR LEZFETLET, #VIRL I LI, ClscoNetworkmg
Service #eHRE 3 Cisco Networking Service iX & T > ¥ /T ping Z#kA £ 77, ping 23 IE# 123
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Cisco Networking Service D% E /7% .

1T&N 5 &, Cisco Networking Service i E > VU b BEET AR EHRE L Vo n— RTX
%9, Cisco Networking Service i /& T o T N ZHERE T 72 54 Cisco Networking Service £
FESRBITRINS N Tc A v F — T = A AT SN EZHIFR L. Cisco Networking Service £
ot 7" 1 & A3 Cisco Networking Service #f5¢ 7' 12 7 7 A /L CHIE ST IRICHE R AlRE /2 A > 7 —

7 xA ATHBAINET,
Cisco Networking Service €17 % » FHEREIZIL, ROFIERH Y £7,
« Cisco Networking Service =~ > RO—E M 2R TE £9,
Ty —tR 2=y (Bl ELETI 2 ba—7) ZHEHTEET,

Cisco Networking Service D% E A%

Cisco Networking Service 7/\ 1 X DEZE

=0y (584y) BREEMHT D E. VE— b TS RAEYPMEER., ZoWICRETEET, 2
DOFEEIL, Cisco Networking Service X ET > VN L CTETITOMERHY 9, LI A
NEERTDHE, RET VT L— MOERE, T A =X OfFE, BLOT A A~OFHH
EY T Iy b, Y7 2T RoN— RNy =7 ZHEHETICETTEET,

1a s BRI
Cisco Networking Service DFJHFR €% FE NV TA > A b—/L T 5(21F, IROIEEXEEZFITLET,

VE—FTNAA AE, 7= b A N7 v TRRENEN SNIREE TR S 4, #IREREA

RFIZ, 7 /34 AL H BRI Cisco Networking Service i E =2 ¥ U b B EEZ 7V L ET
(FERETTLHEET Lo U526 TEEY) o WHEGER. Al Z D 7202 E SN

20y (M) REEZT L VTHZELTEET,

Cisco CNS g% /E = > > Z i L T CNS ¥R & & H BRI A A b — b4 5 IR ORI D

Wi, [ Cisco CNS Configuration Engine Administrator's Guide ]

(http://www.cisco.com/en/US/docs/net mgmt/configuration engine/1.3/administration/guide/ag13.html)
EHRLTIIEEN,

Cisco Networking Service D #) 5% E

VE—F TRAANFy NU—7 ETHHEEND &, VE— b T4 2O ENBE
B ATbnEd, £E T, ZTOXREZFHTEITTDHIZ L TEET,

Cisco Networking Service (X, —BE D IP 7 RLVAEIIFA MEVE— K T35 A ZHD Y
TET, IPT7 N L 2ADOfi#R1% (Serial Line Address Resolution Protocol (SLARP) . ATM Inverse
ARP (ATM InARP) | F72IPPP 7'm b a L&) | VAT AHMEETRAAL Y X—L &
A7 2 (DNS) UN—=Z )y 7T v T2 L T, 7/ ZIZHRA M EEID 24T, Cisco
Networking Service =— = > N &) L, Cisco Networking Service i% &= ¥ > ) b HIHIER E
EHa—RLET,
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. Cisco Networking Service 7/ X DECE

Cisco Networking Service D% |

FETREZFET HITIL, Cisco Networking Service 2388 L Tk v | #E 7 Cisco Networking
Service T— Y = FARE SN TV OIRERH Y £7,

FIEDHE
1. enable
2. configure terminal
3. cns template connect name
4. cli config-text
5. ATy 4%EMHVIRLT, HLERCLI 2~y FEedT X TEMLET,
6. exit
7. cns connect name [retry-interval interval-seconds] [retries number-retries] [timeout
timeout-seconds] [sleep sleep-seconds]
8 KOWTNNEETLET,
* discover ({line /ine-type | controller controller-type | interface [interface-type]}
* template name
9. exit
10. cns config initial {host-name | ip-address} [encrypt] [port-number] [page page] [syntax-check]
[no-persist] [source inferface name] [status url] [event] [inventory]
11, exit
F g ¥4
ARV FFEREETIVa Yy EL:y
ATy F1 |enable FiHE EXEC E— A AT L ET,
il : e NAT—REANLET ERENTHE) .
Device> enable
w2 |configure terminal Ja—nR_) a7 40X alb— gy E— NelG
i - LET
Device# configure terminal
AT w73 |cnstemplate connect name Cisco Networking Service 7 > 7' L— hEfit 2 > 7 ¢
- Fal—raE— RN&BALE L, Cisco Networking
Service #ft7 L — NOAHIZ EFRLET,
Device (config)# cns template connect template 1
ATy T4 |cli config-text AVB =T 2 A ARETHA~Y Y FEREELE

% -

Device (config-templ-conn)# cli encapsulation ppp

—;AO

. Cisco Networking Services 1> 7 4 ¥2L—3 3> 54 K (Cisco 10S XE Gibraltar 16.10.x [7] (1)



| Cisco Networking Service D&% 5

Cisco Networking Service 77341 R DEZE .

ARV FFEREETIVa Yy

E:)

RTYTS | AT v T 45VIRLT, RERCLIa~vy RE | AT v T45BVIRLT, f V¥ —T=A AFIX
TRTEMLET, BT AERERET HTOOMD CLI =2~ K%
B L .
Device (config-templ-conn) # cli ip
directed-broadcast
ATv 76 |exit Cisco Networking Service 7 > 7' L — hgEft =2 > 7 ¢
) Fal—rgrEF— REKT L, Cisco Networking
i
Service ¥t 7T o L — FDOREEZZE T LET,
pevice (configmtemploconn) f exit GE)  exit v ROASRLATT, #oT
ci 2~ REfirFica~y K237
HZEMRNED, ZDOX D BREMEDH
EINTWET,

AT w71 |cnsconnect name [retry-interval interval-seconds] | CiscoNetworking Service #ft 1> 7 4 ¥ 2 L —3 3
[retries number-retries] [timeout timeout-seconds] [sleep | - = — K2 E944 1 . Cisco Networking Service 7% &
sleep-seconds] T YN T 5 T2 9 D Cisco Networking Service
il - BT 7 7 ANDNT A= EERLET,
Device (config)# cns connect profile-1
retry-interval 15 timeout 90

ATVT8 |[ROWTIILEFETLET, (EE) WH7— MR N7 vy TREETRELET,

* discover {line /ine-type | controller controller-type « discover : Cisco Networking Service i &= >

| interface [interface-type]} NCHEHGE T 5 72 @ Cisco Networking Service

* template name Bkioa 7 s ANVHNOAL B —T o Af A INT
i - A—=BEEFRLET,
Device (config-cns-conn)# discover interface jffi(i
serial .. B .

s template : 7 /A ADFKEIZIHEH &5 Cisco

- Networking Service ##t 7' =2 7 7 A /LN D Cisco

, , Networking Service #ft7 » 7L — h®D U & |k
Device (config-cns-conn) # template template-1 i

PHRELET,
ATwv 79 |exit Cisco Networking Service it 2> 7 4 ¥ = L — 3
%l - YE—REKTL, Fr—baryy g Falb—
TarE®—RIIRYET,
Device (config-cns-conn) # exit
AT 710 |cns config initial {host-name | ip-address} [encrypt] | Cisco Networking Service #% T — = > k & L E)

[port-number] [page page] [syntax-check] [no-persist]
[source interface name] [status url] [event] [inventory]

L. CiscoNetworking Service % /& T > ¥ 2 HEHi L
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Cisco Networking Service D% |

ARV FFEREETIVa Yy

S

1 :

Device (config)# cns config initial 10.1.1.1
no-persist

TR EZBMGLE S, Zoavy ReffiTcs
DD, HIEY AT LEBORNZR G ET,

(GE)  Secure Socket Layer (SSL) % ¥4 — h9"
HAA=VITRY . AT = D encrypt
F—U—RFafiflTE LT,

EE NVRAM ICHBIREZ HFZ AL & &I
no-persist ¥ —7 — REZEMET 5 &, LD
TR ATy TRET EFEEINET,

ATy 11 |exit
1 -

Device (config)# exit

Ja—rbary 7 4 Fal—iary ET— REKT
L. ¥ EXEC £— FIZED £,

el

= E 75 Cisco Networking Service f8E D

=L =

axX A&

£ U & 72 Cisco Networking Service BERE 2 3% i3 2121, ROVEHEEZFITLE T, Cisco
Networking Service =— = > FREIEL T\ D &, ZOMOMEEZ X E TZ £7, Cisco
Networking Service f X hY ==V x> hEFHZ (DFED, TXA ADTA v H— KL
EYa— DA X kU % Cisco Networking Service i2 /€= > 3 > 1Z3%fF) LT, Cisco
Networking Service - > X2 b U £— RZ[HTE ET,

ZOMOEEREREICLY, Y7 by =TH¥* > b (SDK) %] L T Cisco Networking
Service A DE(E T ERL MIBIEHRA~DT 7 ¥ ZAHEEFRETE £7, Rk (SNMP) 7
Ak LRk (XML) 72k D, 2 2O B T AL R EFEATE T,

FIRDHE

enable
configure terminal

cns inventory
transport event

NO oA ®WN S

exit

F IR D

cns mib-access encapsulation {snmp | xml[size bytes]}
cns notifications encapsulation {snmp | xml}

ARV RFERETIVa Y

=)

X w 71 |enable
1

HibE EXEC E— RE A% LE 1,
e NRATU—REANLET EFEREINZEHE)
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& E 75 Cisco Networking Service #AED X E .

AU RFERETIVa Y

B8

Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Ta—\)L ar 7 4 Xal—ay B— Neth
Li‘j—o

ATvT3

cns mib-access encapsulation {snmp | xml[size byres]}

1 -

Device (config) # cns mib-access encapsulation snmp|

(EE) MIBIEHR~DOT 7 8 XHEHTHH 7L
kD% A4 FZ45E LET,

¢ MIB[EH~D T 7 & ZZFFERR T 72 b 24l
32 L2 ET ST, snmp ¥—7— R
AL ET,

« MIB SR ~D T 7 = 2 TRk B 7 AL % A
T2 EITHET HITE, xml F—T — R&ff
ALET, 7 ardsize ¥—Y— Fid, )&
BANXY NOFRYAX (N1 h) 2HELE
T, T 74 bOAL M 3072 T,

ATvT4

cns notifications encapsulation {snmp | xml}

1 -

Device (config) # cns notifications encapsulation
xml

(fE#) Cisco Networking Service 18 %10 26{5 FRF (2
HT a0 7k r 4 7EEELET,

« Cisco Networking Service 1510 2515 Rl Z IERDIR
BT T % X5 ITHRET 21T,
snmp ¥—VU— R&LfHLET,

» Cisco Networking Service 1 10D 2515 R R 7
T MM EEHT 5 X O IZHRET 51T, xml
F—U—REHEHLET,

ATvTh

cns inventory

1

Device (config)# cns inventory

Cisco Networking Service f X hJ =—Y = |k
AT L, Cisco Networking Service 1 X2 k1
E—FZBBLET,
T NRAADTA LI —RBLOEY 2—/LDA
X2 M UM, Cisco Networking Service % & =

YUNTHERSNET,

ATvT6

transport event

1

Device (cns-inv) # transport event

A X b U BERJ3 Cisco Networking Service 1 &
RN ==V b AvE—UTEEFEIND K
INHELET,
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. Cisco Networking Service T—2 x> D RS TN a—TF a4

ARV RFERFTIVaY =)

ATy T17

Device (cns-inv) # exit

Cisco Networking Service f > X2 b U E— R&H&T
L, Za—\Lary7 4 Xal—rzrE—FKIZ

RO £,
eI DAY REMYIRL T, HHEEXECE— R
R £,

Cisco Networking Service T— x> D STV a—TFTa 05

FIRDEE

F IR D

Z Z Tl&. Cisco Networking Service =— = > FOREZ N T TNV a—T 0 73 5 HIEIC
DWTEHAL £,

Cisco Networking Service f A —¥ =—3 = > M HIZIER S L7z show =< > RiZ, 7/354 AR
EFIC)r— Rzt nilVty hShDERERTLET, A A—VEETrEXD
REIZE>TE, LA A—=UR I = RS R2WEE1RHY £d, 7 <Icye—F
SN WEER Y v — FIZR L7256 1%, Cisco Networking Service f A —Y =— = hD
show 2~ RZMEHL T, A A—Y =—V = M HTTP TA A — VRS — i S
TWHNE I D, FT2iFA A—Y =— T = > F Cisco Networking Service £ <2k /82 BT
TV = aryinb ARV bPEZELTWDNE ) et LEd,

enable

show cns image status

clear cns image status

show cns image connections

show cns image inventory

debug cns image [agent| all| connection| error]
show cns event connections

NSO A WN A

show cns event subject [name)

ARV RFEEETIa Y

E]:)

X w 71 |enable

1

Device> enable

FAMEEXEC E— R7e & EALOMER L~ VA2 H I
Li—g«o

e NMAT—KRZANLET (ERENTZHE) .

A Fw 7 2 | show cns image status

1

Device# show cns image status

(fE:&) Cisco Networking Service f A —3 =— =
YEDAT =S AT HIEHREFR R LET,
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Cisco Networking Service T— x> D RS TN a—TF a4 .

AU RFERETIVa Y

B8

ATvT3

clear cns image status

1

Device# clear cns image status

(f£#&) Cisco Networking Service f A—3 T— =
Y hNDOAT =S ADMEHFRE 2 VT LET,

ATvT4

show cns image connections

1

Device# show cns image connections

(fE:F) Cisco Networking Service A A — V4 Bt —
/3O HTTP &% 7213 HTTPS #6562 B89 % 1 & 2o
L/ i ‘j—o

ATy Th

show cns image inventory

1 -

Device# show cns image inventory

({fE&.) Cisco Networking Service f A —3 T— =
Y RDOA R P IEREFRRLET,

I PAT U RNE, A AT =Tz DA
Ry PUERA v = VIR D IGE TR &
WD XML DX 7 aFRmLET, XML H )
X, TV — g Al ko TEREN A HHR
R T DI O TE 9,

ATvT6

debug cns image [agent| all| connection| error]

1 -

Device# debug cns image all

(%) Cisco Networking Service f A— =— ' =
VAP —ERADT ARy T Ay —VERRLET,

ATy T17

show cns event connections

1

Device# show cns event connections

(f£&) Cisco Networking Service £ N> b =— =

Y hNOERD AT —Z 2 %FRL (F— b =A1C
R STV DD, HElE A, 3T 7T 4 78
). ZDOARV b=V MIEoTHERAEN
57— Uz LZDIPT RLALKR— MNEFEE
~LET,

ATvT8

show cns event subject [name]

1

Device# show cns event subject subjectl

(B 77V r—va itk > TIMA SRS Cisco
Networking Service f X2 h =—Y = > FDOH TV
7 hDIVANERRLET,

1

RIZ, show cns image status 57 EXEC =~ > K% f#f] L T Cisco Networking Service
A A=Y 2=V NDOAT—F AEREFRT L0 2R LET,

Device# show cns image status

Last upgrade started at 11:45:02.000 UTC Mon May 6 2003
Last upgrade ended at 11:56:04.000 UTC Mon May 6 2003 status SUCCESS
Last successful upgrade ended at 11:56:04.000 UTC Mon May 6 2003
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. Cisco Networking Service T— x>V bD STV a—Fa 09

Last failed upgrade ended at 06:32:15.000 UTC Wed Apr 16 2003
Number of failed upgrades: 2
Number of successful upgrades: 6

messages received: 12

receive errors: 5
Transmit Status

TX Attempts:4

Successes:3 Failures 2

KIZ. show cns image connections £#4% EXEC =~ > RN % f#i /] L C Cisco Networking
Service 1 A —VEIHTTP $fi D A7 — ¥ AT HIEMAER T T 262" LET,

show cns image connections

CNS Image Agent: HTTP connections

Connection attempts 1

never connected:0 Abrupt disconnect:0

Last successful connection at 11:45:02.000 UTC Mon May 6 2003

KIZ. show cnsimage inventory f5#% EXEC =~ > R & f#i ] L T Cisco Networking Service
AA=Y ==V DA X M VT LEREERRT D02~ LET,

show cns image inventory

Inventory Report

imageInventoryReport deviceName imageID Router /imageID hostName Router /ho

IOS (tm) C2600 Software (C2600-I-M), Experimental Version 12.3(20030414:081500)]
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Mon 14-Apr-03 02:03 by engineer /versionString imageFile tftp://10.25.2.1.

RIZ, debugcnsimage Fi#E EXEC =1~ > R%&{# ] L T3 X T® Cisco Networking Service
A A=Y 2=V xr h B —ERADT NNy T Avbv—V52FRTHHEZRLET, &
DD Cisco Networking Service 1 A — =—3 = 2 MIHTTP TA A — $—\|TH;
BeLCWET, BEfitk, A A=V P — NI Ra T NS ADA X MY ZERLE
D

Device# debug cns image all
All cns image debug flags are on
Device# cns image retrieve

May 7 06:11:42.175: CNS Image Agent: set EXEC lock

May 7 06:11:42.175: CNS Image Agent: received message from EXEC

May 7 06:11:42.175: CNS Image Agent: set session lock 1

May 7 06:11:42.175: CNS Image Agent: attempting to send to

destination (http://10.1.36.8:8080/imgsrv/xgate) :

?xml version="1.0" encoding="UTF-8"? cnsMessageversion="1.0" senderCredentials userName
dvlpr-7200-6 /userName /senderCredentials

messagelD dvlpr-7200-6 2 /messagelD sessionControl imageSessionStart version="1.0"
initiatorInfotrigger EXEC/trigger initiatorCredentials userName dvlpr-7200-6/userName
/initiatorCredentials /initiatorInfo /imageSessionStart /sessionControl /cnsMessage

May 7 06:11:42.175: CNS Image Agent: clear EXEC lock

May 7 06:11:42.175: CNS Image Agent: HTTP message sent
url:http://10.1.36.8:8080/imgsrv/xgate

May 7 06:11:42.191: CNS Image Agent: response data alloc 4096 bytes

May 7 06:11:42.191: CNS Image Agent: HTTP reqg data free

May 7 06:11:42.191: CNS Image Agent: response data freed

May 7 06:11:42.191: CNS Image Agent: receive message

?xml version="1.0" encoding="UTF-8"?

cnsMessage version="1.0"

senderCredentials

userName myImageServer.cisco.com/userName
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passWord RO1GOD1hcgGSALMAAAQCAEMmMCZtuMFQxDS8b/passWord
/senderCredentials

messagelID dvlpr-c2600-2-476456/messagelD

request

replyTo

serverReply http://10.1.36.8:8080/imgsrv/xgate /serverReply
/replyTo

imageInventory

inventoryItemList

all/

/inventoryIltemList

/imagelInventory

/request

/cnsMessage

WRIZ, 774V =0z ABLONY I T TS — b T =2ADIPT RLREKR—
FNEEOFIERLET,

Device# show cns event connections
The currently configured primary event gateway:
hostname is 10.1.1.1.
port number is 11011.
Event-Id is Internal testl
Keepalive setting:
none.
Connection status:
Connection Established.
The currently configured backup event gateway:
none.
The currently connected event gateway:
hostname is 10.1.1.1.
port number is 11011.

WRIZ, 77V r—3a K> TIMAEH 5 Cisco Networking Service A Xk ——
Pz hOV TVl bDOY A NEERRTLHERLET,

Device# show cns event subject
The list of subjects subscribed by applications.
cisco.cns.mibaccess:request
cisco.cns.config.load

cisco.cns.config.reboot

cisco.cns.exec.cmd

Cisco Networking Service O % & {5

f5] : Cisco Networking Service T/\14 X DEZE

WIZ, VE—bF FAL R LOMMRENEZTRLET, VE—F T, ADKA MIE—ED
ID T, Cisco Networking Service &X/ET > D IP 7 KL A3 172.28.129.22 T,

cns template connect templatel
cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive
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cli no shutdown

exit
cns connect hostl retry-interval 30 retries 3
exit

hostname RemoteRouter

ip route 172.28.129.22 255.255.255.0 10.11.11.1
cns id Ethernet 0 ipaddress

cns config initial 10.1.1.1 no-persist

exit

{5 : Cisco Networking Service t O 2 v F Y 1Ja1— a3 DFERA

SYUFPILA A —D 4 ALDOPPPDHEFE

Wiz, YIVTN A H—T x4 AETPPP ZHRETDHIDDT— AT v THREFZE L
ij‘o

cns template connect ppp-serial

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect serial-ppp ping-interval 1 retries 1
discover interface serial

template ppp-serial

template ip-route

exit

hostname 26ML

cns config initial 10.1.1.1 no-persist inventory

EREAA 2 —T 24 X EDPPP DERFE
Wiz, ERA X —T oA RIPPPERET DHZODT — A NT v THREMEZRLET,

cns template connect async
cli modem InOut

exit

cns template connect async-interface
cli encapsulation ppp

cli ip unnumbered FastEthernet0/0
cli dialer rotary-group O

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect async

discover line Async

template async

discover interface

template async-interface

template ip-route
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exit
hostname async-example
cns config initial 10.1.1.1 no-persist inventory

YT A8 —T 24X LD HDLC DETE

W, YU TN A E—T 2 A RINA LoYL F—& UL 75 (HDLC) R ET D75
DT — b ANT v TERERNEZRLET,

cns template connect hdlc-serial

cli ip address slarp retry 1

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect hdlc-serial ping-interval 1 retries 1
discover interface serial

template hdlc-serial

template ip-route

exit

hostname hostl

cns config initial 10.1.1.1 no-persist inventory

EWNTNARAVE—T A ADEKTE

WIZ, BBV TV A2 —T 2 ABLO, T34 A (DCE & b ENRD) o= b
0=V VT NA L HE—T 2 AEBETHHZRLET, BEHREMLT D202, BT
NA RNNIRA Y N —RA Y N BT A H—T oA AERETHLENLY T,

EBEV)TFILAVEA—T AR

interface Serial0O/1

no ip address

encapsulation frame-relay
frame-relay intf-type dce

exit

interface Serial0/1.1 point-to-point
10.0.0.0 255.255.255.0
frame-relay interface-dlci 8

AhA=5DIVYTFTILAE—TIAR

controller Tl 0

framing sf

linecode ami

channel-group 0 timeslots 1-24
exit

interface Serial0:0

no ip address

encapsulation frame-relay
frame-relay intf-type dce
exit
interface Serial0:0.1 point-to-point
ip address ip-address mask
frame-relay interface-dlci dlci
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IP over Frame Relay &% 7E

Cisco Networking Service D% |

RIZ, CPE 7 734 A|Z IP over Frame Relay # iX €T 572D T — h A b7 v TR ER Z R L E

B

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect ip-over-frame

discover interface Serial

template setup-frame

discover dlci

template ip-over-frame

template ip-route

exit

cns config initial 10.1.1.1

T1 %4+ L = IP over Frame Relay D% &

WIZ, CPET /3A AT, Tl %41 L7z IP over Frame Relay 2% €T D72 0D 7 — h A h T v 77

EBlE R LET,

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
exit

cns template connect tl-controller

cli framing esf

cli linecode b8zs

cli channel-group O timeslots 1-24 speed 56
exit

cns connect ip-over-frame-over-tl
discover controller T1

template tl-controller

discover interface

template setup-frame

discover dlci

template ip-over-frame

template ip-route
exit

cns config initial 10.1.1.1
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http://www.cisco.com/go/mibs
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